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Cisco ThreatGRID Unified Malware Analysis and Threat Intelligence

Main Menu
Your ThreatGRID device can be managed at:
Admin URL » MAC ¢ https:r//7100.67.2.100 ~» 90:eZ:ba:B2:2F :d4
Application URL » MAC.. : https: - 180.67.1.160 ~ Pc:Be:ce:67:17:40
Password .............. ! hJaBSpkPRu@89tnuabtuv

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

CONFIG_NETWORKBEConf igure the system’s network interfaces.
SAVE Save configuration changes but do wnot apply.
APPLY Save and apply configuration changes.
CONSOLE CLI-based configuration access.

EXIT Complete configuration session.

198.18.2.23 admin 1.2 fps| 2.727 KB/s =

Lost Password(£41 3+ H|2#Z): LIE0| 2SS Aoju2l Z2, XHo| (ojrs 248 LS 237

KFRSIAIA| Q.

M
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ThreatGRID Appliance Ad: Paul

<« C i | [ https://100.69.2.100/0ps /updates
I Apps  : Sandcastle 4 panacea W Wikipedia 0 Zebra () Towiki () TGRepos ) Release

(& Other Bookmarks

ESupport 7 Help

ﬁEThrPdrr_lE|D-Appllanca Administration Portal = Logout

# | Configuration ~  Operations ~  Status =  Support - -

Your appliance can be updated to the latest available version. It is strongly recommended that you have
an up-to-date backup before updating.

appliance is currently running:

2014.10.20150203155142.b@6f 7b4f

= Check/Download Updates - click for details

Previous Update Sucoessful last performed 12 days ago click for details

2. Check/Download Updates(H|O| E EQI/CtR22E)E SEITHLCL AT EQ 0{0|A Appliance A= EQ|0{9]

A4 @EI0|S/H 0| YEX| HOlSkn, U FP TR B

HA:CH2RE0 AlZto] 23 5= AFLICL
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14
2
Im
=
o2
i
mju
Ju
Ot
2

%
>

ok
-
in

OE20|AA HE HS /MM 2| H

OjZato|elA0] YE BB oA LY Cf2 60| = H0|X|Q OpAdmin Operations(£%) > Update
Appliance(0{Z2t0| 912 AL|0|£)0jAf 2012t 4= A& L]Ch
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A0{OF BfL|C}.
2015.08.20160315165529.599f2056 203 2016-03-15 AMP £3%, CA
mgmt. 8l A S
DNS &9
2015.08.20160217173404.ec264f73 202 2016-02-18
2015.08.20160211192648.7e3d2e3a 201 2016-02-12
2015.08.20160131061029.8b6bc1d6 2.0 2016-02-11 0| H{F Ol A
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AOHOIE ZE

Threat Grid Appliance= SSH, ZE 22 Edf 212|A YHO|EE CtR2ZE3HL| Lt
e O|E20|A HFE 1L18H EE2|A YO O|E= oo BFE Aur 20| @ 7|8t 22| QIEH 0] (OpAd
OfL|at A E(curses) QBT O] 20N HEE 5 AFLCH
o H{T 139 Z2 DHCPE Ar8%t= Al2E2 FAIH 22 DNSE X|°g8lof efL|Lt. O] BT ol FR0=
XA SpASLICE HTE 13202 YAHZ X'YE DNS M7} Qle A2 ¢ ol== Hujgt

BOIOIE EB{EwE

"LJO/E{H 0/ G a0/ = ' HAIXlE MZ2 OfZ2t0|AAT} o &5t I ELDE O] H{T2| PostgreSQLE A&
TS oot

0| A2 XtS2HE CIO|EH|O|A OHO| 20| Z2M AT HSSHA| AUASS QI0[SHER 20229 2E
Y 0|EE +-t7| TOj| s{ZAsHOF E S ArYLICt

AtMleh LIE2 v20.1 EE2[A =EE FZOYAIL.

)

N

€l - Threat Grid 29|

=30 2% 42, L33 20| o 7hX| Y22 Threat Grid AX[L|0{2] X|gl& 28 + ASHCH

e  O|HY: BEO| Y= AR support@threatgrid.com@ 2 0|H Y S HLIFMA|IL.
o X M Bl X[¥ A E E2{H Cisco.com ID7} QU0{0F SLCHEIE B2 o). FE 30 =&

ME|A Ao Hae HRBLICH

https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case

e M3} http://www.cisco.com/c/en/us/support/index.htmlS ZZSIMA| L.

Threat GridOj|A| X| 1€ Q&S [ CIE MEE SHH EUZA|7| HE2EL|CF
e O{=z2t0|¥A HH: OpAdmin > Operations(2 %) > Update Appliance(0{ Z2}0|1A 2AH|O|E)
o TN MH|A SEH(RCQ AMH[A HER)

o

o UHERI Cjojo] O = AYEE0E B9)

.+ XY DS EE Y QEO0A)

e XY LY MR IR
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2e
e 2E
Threat Grid YX|L|0{2| X|2lS QHMSt= AL Threat Grid X| & QAX|L|O|7} O{ZE}0|HA0 KA T HMAT =
UAEE 2to|E X[ MR "X @ ZE"E 2zt Fatn o™¥e = USLICH ofF2to[fAo FAERl 2E0=
k2 O|K|X| YSL|Ct O] 2t21.2 OpAdmin Portal Support(OpAdmin Z& X|8) M52 S8 ==

QU LI} TGSH CHet ALXtO| A SUPPORT MODE(X| Y BE)2 E4dsta 4 tct

Threat Grid 7|& X| &S A83}0] 202 X[/ MUS Al&StE Ci&

mjo
4>
o2
ot
i
M

.

OpAdmin0j A Support(X|&l) > Live Support Session(2}0]E X| &l A|M)S MEHSI T Start Support Session(X| €
MM AlZHE =Lt

373 7 - OpAdmin0j|A] 2to| 5 X| & M4 A%}

O OO0 | ThreatGRID Appliance Adi x -

€« C ff | X bhatps://100.67.2.100/support/sessions ol =

i Apps % ThreatGRID [ Other Bookmarks

B Support 7 Help

1 ThreatGRID aspliance Administration Portal ® Logout

# Configuration = Operations = Status - Support * -~

A support session can be created to facilitate secure remote access to your appliance from a ThreatGRID
support engineer.

No support sessions have been started.

SFiThreatURID

MH X|&
X3 MEES 2E5t{H TG O] Z2t0| A0 M CHZ MB{0f HZASHOF L Lt
e support-snapshots.threatgrid.com
e rash.threatgrid.com

FAH EF 2 XY MY S Yot S E&[0foF FLCt
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Ao ol M &2l

Ao e0]d e

Z&719| Threat Grid Appliance ZAL| 1&|0| M2 Threat Grid Appliance &% % 71/ 770/ 7f0/=0| 7|2&l T2
o E2i0|2A 4 F0| = A}SLICH

Threat Grid Appliance 74| 112{0| M2 TGSH L3} Xt 3! OpAdmin E& QIEH O|A0|A 22| & L|C}

Threat Grid =& 3 A2 X} 0{FF2 E= Threat Grid Portal UIE S8l 22| & L|CHLHH|AO|M bt QEZ ATt
Welcome(A|ZH 0| &).

TGSH Clist A X OpAdmin 4T 2|04 2 H0f T A= ChE A M0 XM 2B =0 ASLCL

HES3 QIE{H0|A AL 1| 0|A TH2| — TGSH CHS} AR}
TGSH Tzt &4t QIE{HO|A = F 2 CH3E 2257 fIs Ar&E L Ch
e HEQA QHIo|A Hm1go|d
e OpAdmin Z2|X} H|ZHZ =40l

=1

* YHOIE &%

o XY ZE 293t
o XY AHMAYYE AN

A3:IPE 27| QIS DHCPE AL £ B, of2Ho| Networking(L]E-Z) MM 2 HUHE LA L(DHCP AFE).

TGSH CH3} &%t QIE{HO|AE Fddte W
1. TGSH CH3} AbXtof 2 2918k Lt
X1: LDAP M8 o152 QI8 TAE A LDAPS AL23SL0] TGSH CH3} AFXof| 23010t 8t &= Ql&L|C §IF

o
=
DEJFA|AE HYHS £ IDAPOZ MYE ZQ, TGSH Ch3} ALKt 21012 A|AE 21919 8{8%L|Ct

—

2. TGSH CH3} AKX} QIE{H| 0| A0 5| CONFIG_NETWORKE MEH#SHL|C}.

SR HESZ 28E BAISHE HESRA Hoagold 2&0] S-LCH
3. 280 et 25| HEgLo

B 7|E EXNOIM HAHO|A 7| S =2{0F M| 2XE YHE + ASHLC

4. Dirty J/E®/32| DNS 0|22 Z#oz SL|C}.

5. HEZ 4™ E GHO|ESH = ot % R0 A Validate(

oY
ol
mjn
>
jul
Ot
i
gt
o
mjo
N
ol
91-
-
n

H

430| k=2 &|™ Network Configuration Confirmation(H| E3 Z4m| 20| =0 LTt f0| EAIE LICH
6. Apply(H8)E U5t Hmazfold €85 HELIC

Z&2 ¢ M Aot E[ 2, e AT 220 HE A0 oigt XiMSt SEE LhEgCh
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cheat 20| YEYD Am I 0|M 222 Tl MZ DX\ D YA P F2E BAZLCL YYD
21 220| 40| o[F = E k.

TGSH Dialog(TGSH CHs} AFXhof| CHA| &1 A

g
-
2 iy
s
<2

TGSH tfis} o | A% 22 A222 o Z20[AA0 ZLIHE HESIAHL, AMCE & 82 34 KVME
Sl A = ASLICh

TGSH CHst ARH0| CHA| GAZsHs B JHR| e e Arﬂxr ‘threatgrid' 2 1+E| IP 0] SSH YA AdHs HQALICE T4
BB S Qoj2 MM E|0] £7(0] TGSH CHSt ALRtO| EA|S/S £7| B[L#S == OpAdmin L2 0| Mo &
CHAOIM THEs A 2R} Bl LS QL C,

HILHS S QO MLIR? ZA/B 4 YHS H7RI0| A/FH7) MANE BESHAL.

=T ZEOM HESRZ 23

1. MPYS Aot B2 72 ST #AE = £ HwE 7|CHELCHRIC 28 3 - £ O

3
>
Ho
o
In

e IPFA: <Clean IP FA>/<4HlOrAT >
e  HO|EQO] F4: <Clean HEX T HO|ER O[>
o YR <H ZIOR E7|>
o ORI T2O| y= CHEBLIC
5. Exit2 Ysio] AmIao|NS M8t

O] A|HO|A OfZ2t0|dAL IE 19791/tcpOf| Al Clean QIE{H| 0| A Q| O}H}

In
Rl
[0
e
my
ne
N
mju
>
|.|-|

Ql
-
nl

7|2 Ao 20| 22| - OpAdmin =&

= 2O|M Ot A= Threat Grid Appliance 2% 2 7 al 770/ ZF0/£0| MHE|O] Q&LICH A
oEe f [AA0 M= 22| Xb7h =70 AT 02| 0|4 2t=s{of St A|Zto] Zutetol a2t OpAdmin B S
=l o]

Edfjor & = AFLICE

OpAdmin ZZE2 Threat Grid Appliance 2t2|X}2| 7|2 Z4m| 1gf|0| M QIE I O|AQILICt O] ZEHE TGA2S| Admin

QIEmHO|20f IP =28 FE5HEH S = U= & ZEYUCL
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ZAm 30| Tzl

OpAdming O{Z2}0| QA A0 HE L= S0|0f, MK 2 CjE=50| 0{Z2}0|QlA 4T 120| ML OpAdmIng
SSHME =AY 5 AFLICE OpAdmin2 LSS Z2H0] of2f S Threat Grid Appliance Z4I|12j|0|d 42
TE5te 2|5h= o AFZE LT

o  ME|X} HLEH S (OpAdmin & “threatgrid” AFRXIO| AR)

e  Threat Grid 2}0| M A

. g
. SMTP
. SSH

e SSLOIZA
e DNS A{H{(FireAMP Private Cloud £3%t2 9|3+ DNS Z4I| 120|M =&
o NTP MH{

o My ¥

e Syslog A|X| & Threat Grid &l 244 MH A

e CA QI A 2t2|(FireAMP Private Cloud £3}8)

e LDAP OIZ

E11: OpAdmine| AL 20| YHO|E= 7L 20| St IP FA0| Zoj7t YMls 7Hs5dE =0(7| {Ush stLte]
M0l M etz sHof gtLCt.

2: OpAdming 0| =90 B2 SR LIk ZRE A0|ESI0|E YHBHIL XS Z2, OpAdmin
QI T O] A0 HMAL = AUSL|CH HEYZ AI 12 0[40| Admin QAT O|A0M =HE 22 HERKZH

Ao azo|dE =7gst7| s 2&2 AHEsHOf 2LICE AdminO| A& {235 22, OpAdminO| A =735t 2B
& gtk

0|2 ¥2: OpAdmin2 HTTPSE AtETL|Ch 22| IPOM B ME Jt2|7|= A2 = S20HX| 1
https://adminIP/ EE= https://adminHostname/& 7t2|7{0f $fL|C}.

SSH 7|
SSH 7| £ A7 5™ Threat Grid Appliance 22| Xt0j| A SSH(threatgrid@ <host>)& £33t TGSH L3t MX BMAE
M-St

TE AL EE YY A HBGHK ABUICH 02 Aol 718 I 4 U

r

c}.

Configuration(Zdm| 12j0] ) > SSH

O|HYS Eol| AM|AH 2SS MEUSIEE M (OpAdmin2| Configuration(Z x| 12j|0|M) > Notifications(¥ &) =+
bS|
S

oI 23 2/0f, syslog HA|X|2F Threat Grid 2 &2 =45tz & 214 syslog MHE 4L &= UAFLICL
1. OpAdminQ| Configuration(Z1x|12j|0|4) > Syslog

2. HBE WEO| DNS AHIE Q2B C1S SECIR 220N T2ESS HE3tLICh TCPE 7|20
LIHX|= UDPQ L|LC}.
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3. DNS Zz3|& =¥t Verification(gQl) 4XIE MEATIL|CHSave(XE) 22 Al). ZAE0|M 0|55 siHE
+ gl 4% RRT ZTAE O|ES YHE WNHX| LR E QMsty MFSHA| &L
Verification(2}Ql) & AE MEASHX| 2 Z2, {E20|Q1A= DNSO|AM Rz Of 20| 2Agl0| ZE O|ES
2ttt
4. Save(MEH)E LTt
HE E= AHISs WHE: Syslog DNSE 0| E3{0f St= &2, ZHEHSHA HESHALLE A M5t Save(HE)E
St
OpAdmin B! TGSH C{3} AXto| LDAP 01&F M
2.16 EE|A = Threat Grid Appliance0|| =72l OpAdmint TGSH CH3} AKX 2 3210] CH$H LDAP Q1F Sl At 2O E
Z3etL|CE O|M0fl= OpAdminzt TGSH CHa} &F A} °|E1M1I0I*01I HIZHS 7L 1742 AR LW StLt 0| 42| O E2t0| A
Ze|XHE K| ZR, 2e|At 2o H{ZHZ E SRoH0F ELICE Ol= ZXRE 42t ok oLzt B2 N2 o2t
AILIE|RE ALESHX| f2 AE 875t AELC Ciscox SHBMOZ LDAP 2152 FAYSLICE

| H2Hs 18 AT, A~

SO|BIAA|L.

I OOl HEZ2 E= LDAP MHO|A B2|5= |
4= USLICL LDAP AL g 0|M2 ZIEE HHES7| M| MF AteS B
283t 20| E&UCH

tfot A2|HH 2 AHE3L0] of2] OjZ2t0|2lA RE|XIE AT
bS

. LDAPS M [ M4z 0jS2to|gi~ QR0 HI0| MHEE HS WX[S7| 23 0|F” AS
DE(AAY HLHS E& LDAP)7} WA ILICE LDAP MBS £7(0js Meis 4+ giaLict o 2E7}
RO HEHR Geleoit 0/F D28 A0} ULk LDAP BEO2 TaittelRt £7] U2 0l
0|20 OpAdmin0| M 2 10}28H CHS LDAP 2| H 82 ALRS}0] ChA| @ 10ls)0f ettt

Al FHE 2 LDAPZ A0 TGSH st axto] 22018 ¥ + Slaruch 95

e LDAP HE QISE
PEJ}A|AE H

'i

= LDAPCZ H™E

e TGSH C{z} &Xt 2 OpAdmin2 LDAP M &

B2 TGSH Chzt &A 23012

HE)ez 74E 3% 57 220 HIZ
ChAl T+ttt

DCO|MTHLDAP F2|HAES

2EEL L) "LDAP T &"0| Y&

B2, TGSH T3t AXH= AIAH HIUHSE Q8ots )Ml LDAP AFSRH/HIZHS S 2L

o QI50| NAR HUHS Ei LDAPY| ol THE Z2, TGSH Chat ARHE A&oA AIAH HlL S0
QHBIN £ JHX RS RHXE YL

o LDAP E2iE#: BH7H LMY 27 REO|M WS HUBES S8sto] 0| BB

e SSHE E3| TGSH L3} AKX} N A: LDAP M2 ZEY [} sshE E3t tgsh-dialog
AA" HZHS £ TS SSH 7|7F Zagho
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LDAP ¢l

ol

T

1. OpAdminOj A Configuration(ix:|2f|o|M) > LDAPS MEHSHL|CE LDAP configuration(LDAP 741|120 M)
| O|X| 7} & LT}

1% 8 - LDAP Q1= Hum o] M

oy B4 Support 2 Help
$ -Thr?dr&?lD'Appliance Administration Portal = Logout

# | Configuration - Operations - Status - Support - o

Configure your ThreatGRID Appliance to use LDAP for login authentication.

Hostname @ HELP @ ad.acme.test

Port © HELP @ 289

Authentication Mode @ HELP @ System Password or LDAP v
LDAP Protocol @ HELP @ LDAP with STARTTLS v

Bind DN @ HELP @ CN=LDAPCN=Managed Service Accounts
Bind Password @ HELP @ | ceeerene

Base @ HELP @ cn=users,dc=acme, dc=test
Authentication Filter © HELP @  (sAMAccountName=%LOGIN%)

ApMet 2 S FIH YEE BE{H Z}

ne
In
HR

of A= ?HelpPEEH) HES SEYLICL

rir

402, LDAP M2 77| 2o) TS HPoI2D LDAP 2158 XS T [ AL HYHS &
LDAPS ME#S}D OpAdminOjA{ E10FR8H CHS LDAP J2|EIAS AFRSH0] CHA| 21018} 0F SFLC}.

3. Save(ME)E SaAgLch

O| K| AFE X7} OpAdmin EE= TGSH L3} AMRFO| 2Q1SH I CFS 3tHO| EA|E L|C}
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12 9-LDAP M E
Authentication Required

Authentication is required to administer your ThreatGRID Appliance.

Authenticate using LDAP:

& | LDAP Login

o

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

O3 10 - A|AR HUHS = LDAP
Authentication Required

Authentication is required to administer your ThreatGRID Appliance.

Authenticate using LDAP:

Authenticate using System Password:
& | LDAP Login

) e or

R Cpena

This site is best viewed in; Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+

CrAl | 3eofd

Amazold 285 HEY % of=4 LE0| Au| 20| M Oor2foff EA[ELICE OpAdmin x| 12 0]4
27 YUOIES 2t=ot 3% "Eo| HHAOM CHA| T2 0|3 AFsof SfLict

1. Configuration Changed(ZiI| 12jo|M tHHZAE)E S E|8tL|Ct. Reconfiguration(CHA| Z4m| 18j|o| M) CH3} AFX7f

T

20



Cisco AMP Threat Grid Appliance 22|X} 7}0| =

ZAO| 2ol &2
2% 11- X3 ChA 7Y

';il‘;Tl'I re ﬂfDEIDrMplimm Administration Paortal
A Configuration - Operations - Status ~ Support -
£ Configuration Changed
Configuration changes do not take

effect until reconfiguration is
parforrmad.

£+ Reconfigure Mow .

r* Reconfiguration

2. O{Zato|Qia0| WM AFS2 X85t T Reconfigure(CHA| 24)E S2gLch

DHCP AtE

CHE 22l O] Z2t0| AL ALEAHE DHCPZ T E WEHIE AH8oHA| 5L T O2{Lt DHCPE MESHEE 4

HESIT0) (AT FL, o NS TS

A7 A7 O{Z20|QAA HEQT AL 10| M0 A DHCPE AFRM OO O|F D IP =AZ MEHs|of &
Olefo| L EQT HIT20/H Y DHCPE RtESHAAIL.

TGSH {2} & At= OpAdmin ZE QBT O] A0 HAASID 95t O 2Rt YEE EAIFLIC

DHCPo| IP 4k OB 2to|AiA7t ST KB0ls EARIX| &S 4 ALLITH HAIS 7|Ce] FaAl2.

DHCP2| HA|X QI DNS

v132| Z2 DHCPE At83t= Al2"2 YAIH 22 DNSE X|gsHof gLt O el ZR0= XIF3HA|

o

UASGLICEL BT 1302 YAHOZ XY E DNS MH{7t Ql= A ARl Y2 0|E= HufgtL|Ch.

=

1% 12 - TGSH T3} 4XHDHCPE ALSSIES THE HIEH 0] HZE)

Main Manu 7
¥Your ThreatGRID device can be managed at:
Admin URL / MAC......x« 3 https://f10.90.3.127 / 90:e2:ba:79:db:08
Application URL / MAC.. : hteps://10.90.2.127 / 1lec:6a:7a:18:56:64
Pasaword ......ivcecvaan : mSETShIpllFO3E2vHINL

The password shown above has been automatically generated for you.
You will be required to change this password when you first login.

Configure the system's network interfaces.

Save configuration changes but do aot apply.
Amr Save and apply configuration changes.

CLI-based configuration access.

Complete configuration session.

< @K >
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e Admin URL(Z2| URL): Admin 4E3. OpAdmin0| A LIHX| AL 12 0|M XS A& 2as)a
0| =47} WastL|Ct

Application URL(O§Z2|#|0|M URL): Clean 4 EQ|3

11: 0|22 OpAdminOi| Al AT A2 0|45 2=t 0| 0f Threat Grid O Z2|7O| M0f| AN A8H= O A&
AQlLC}.

4% o2

e Dirty JEQIL EA|E|XK| Y&L|LCH.

Password(H| 2H=)= 0| Z210| A2 HX| S0 folz Y& =7 Ha[xt H =
OpAdmin ?julil 20| ZZAH 20|22 0|20] O] H{HHSE B3 OF FLCH.

ne
rE
}0+
b
N
n
X
1o

DHCPE Y7XO2 A8E A9l E2,
T 20| M0| BRBHK| QLI

LH-

2P F48 HHOR B0} o B2} OHLH F7t HEYD

{EQ3 #m 10| M 2 DHCP

e X7| 74T 0| M0 DHCPE A2 oM X|Z BE 3749| HEQF0)| Ch3{ DHCPOA A DX IP FAE
IP&ee ZFHOF St= HR Ofef HHANE F™BHYA 2.

11 OpAdmin2 A0|E JIOI °*%% 4%3P<I %'—IEF 2RE AOIE JIOIE 2t HEsts E2, OpAdmin

= =

f1Z
Ao agoldE =857 -‘%IOH -T—‘a‘-% fOOH f 2Lt AdminO| A% %’rfz?_* 4%, OpAdminOf| M =743t
WeEe 4 st
1. 2% oA, Network(4| ES|T)E £ 2!5tL|Ct. Configuration(Zdm| 12j0]d) > Network(Y|ELI)E

License(2t0] A1) &H0f4{ AMEHZX|BF DHCP Y E Y2 AW 10| MO| O} 48| x| ftL|Ch.

(k¥ =]

Network Configuration(lf] E-€/3 7@/ 12)0/A) T 0| X| 7} EA| = L|C}.

Clean

2. IP

ot

T CECHR 22014 Static(@H)S MeBHLC
3. IP FA. Clean HEQA QIEHO|AS 1M IP FTAE QEHTHL|CL
4. Subnet mask(MEYl OfA3) Sl Gateway(H|O|ESI0])E HASIA = EtL|LCt.

5. Validate DNS Name(DNS O|E ZZ) Qoj| Q= ALX}S MEHSI0] DNS7F Q&i3h 1P =42 2 M| =X| &QI8tL|C}.

Dirty
6. IP g EELE SE0|AM Static(R7g)S M= L CH
7. IP &=A. Dirty Y E3 QIE|HO|AS IH IP FAEZ QaAStLC)

Z2t2

[

8. Subnet mask(AMEYl OtA3) 5! Gateway(H|O|EQO])E HESHA L=HtL|Ct.

Admin HES|3 MHE %7| o{Z2f0|olA M U HI 0|4 SO TGSH LS} AXLE ARSI LA g LIC
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[

DNS

9. Primary(7|&2) 5! Secondary DNS(&EZ DNS) MH| ZEE =HstL|Ct.

10. %910] 22 &P Next(Chg)(HT| 1210141 H8)2 S2sto] HEYI T Iso|d HHS HYFLITH

SMTP/0| | &

Ol & Am 0|42 Email(0/0f Z) T O] X0 A 2t2| & LICt.

Al ZE

—

NTP MB{= Date and Time(S#F % A/ZH T|O| K| 0| A THa| = L|C}.
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MEHSHL|CL Threat Grid Users(Threat
Grid AH8X}) H[O|X| 7t S & L|Ct
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THYUCHS, ST O1F +8SHx| 243).
3

TGA E8r2 9|dll FireAMP Private Cloud Td:
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File View Macros Tools Power Virtual Media Help
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Boot Appliance
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nuipe 0.17 (based on DBAN's duipe - Darik’s Wipe)
Options

Statistics

Entropy:
PRNG:
Method :
Verify:
Rounds :

Linux Kernel (urandom)

Mersemnme Twister (nt19937ar—cok)
Quick Erase

Off

1 (plus blanking pass)

Runtime:
Remaining:

Load Averages:

Throughput :
Errors:

02:32:13
07:06:30

1.99 2.13 2.20
4878 GB-=

(0]

sdeuvrssda — L3I MR9271-8i
(success) [173272 KB-=1

sdevssdb — LST MR9Z71-8Bi
(success) [558960 KB-=1
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12 19 - OpAdmin I 3|o|M o4&
& Configuration « Operations ~ Status ~ Support «

Con AppfanceSummary  mR|D Appliance to use LDAP for login authentication.

Storage
Network
Host g @ HELP @ | ad.acme test
Notifications
License
Port ; @ HELP Q@ 339
Email

Change Password

Auth oy @ HELP @ System Password or LDAP v
S55H

LDA| HELP @ LDAP with STARTTLS v
CA Certificates 2
Syslog

Bind i @ HELP @ | CN=LDAP,CN=Managed Service Accounts,
Date and Time

=113 pom— - @ HELP @  seeenees

Base @ HELP @ cn=users,dc=acme.dc=test

Authentication Filter © HELP @  (sAMAccountName=%LOGIN%)

H3: LHE0| OpAdmin A ma2o|d ¥ 2 HEOf 5l 2, MY REE AIZSHHE 12 0|d o w0l M
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&  C ff  (xhups//100.67.2.100

' Apps ‘% ThreatGRID [ Other Bookmarks
& ) B Support 2 Help
1. ThreatGRID appiance Administration Portal ® Logout
#  Configuration ~ Operations ~ & Status ~ Support ~ el |
Backups
Home | Apply Configuration
| Update Appliance
Your ThreatGRID appligres-o-surmmguarma:——
For assistance in changing the configuration or operating the portal, refer to the resources below.
& Documentation
& Support
SiThrestuRID
https://100.67.2.100/#
i Eelx = EE =2ol5t2{ T Update Appliance(0] Z2t0| A2 L 0| E)E =St
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= Support 7 Help

L -
T Thre ot URID apiiance Administration Portal @ Logout
# Configuration = Operations ~ Status ~dp Support ~ -
About
Home Motifications

Your ThreatGRID appliance is configured.

For assistance in changing the configuration or operating the portal, refer to the resources below.

& Documentation

4 Support

S ThreatLRID'

https://100.67.2.100/#
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Your ThreatGRID appliance is configured.
For assistance in changing the configuration or operating the portal, refer to the resources below.
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