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Cizco Catalyst Switch
Public Services Segment ;
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Sensor deployed |
in iP5 mode |

Anacker MAIN CAMPUS

| Sensor deployed
| inIDS mode

| Sensor deployed
' in IDS mode
- —\/\"—
CAMPUS CORE
SERVICE PROVIDER, Sensor or deployed in hybrid
PARTNER. ar ERANCH mode 1o delver IDS services
DFFICE NETWORK outside router and IPS
services msade the hrewall
HE At
H 1. Cisco IDS 4215, IPS 4240, IPS 4255, IDS 4250-SX 42! IDS 4250-XLSensors 2] &3
Cisco IDS 4250-
Cisco IDS 4215 Cisco IDS 4250-SX Cisco IPS 4240 Cisco IPS 4255
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&7 |(Fail Open)

+S AIEL0] Fol E7|(Fail

K| XI§* Kla* K| K|
Open)
SlE E210|E HmE S6t Foh ste =z2fol”
X|a* x|E* x|E* Sl= =202 gls
& 7|(Fail Open) o=
AtSEkE SH=I0] FHol
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DUER 52 Hoj gx| x| §ie x| ¢4 x| x| §ie x| §ie
S4 Hof x| x| §ie x| ¢4 |94 x| §ie x| §ie
MH|A Foll 2 HA Holl §Rl | X[E XIEE XlEE XIHE XIHE

£0| 1.7 ?IX[(4.37cm) 1.67 2IX|(4.24cm) | 1.67 QIX|(4.24cm) |1.72 QIX|(4.37cm) 1.72 ?1X|(4.37cm)
17.6 21x|(44.70cm 17.25 Q1x|(43.82¢
= 16.8 Q1%|(42.72cm) |17.6 Q1X|(44.70cm) 17.25 Q1x|(43.82cm)
) m)
27.0 21x|(68.58cm 14.5 QIx|(36.83c
2io| 11.8 21X|(29.97cm) | 27.0 2!X|(68.58cm) 14.5 ?1X|(36.83cm)
) m)
! 11.5Ib(4.11kg) 35Ib(15.88kg) 35Ib(15.88kg) 20.0Ib(9.07kg) 20.0Ib(9.07kg)
2 5 7t N N N N N
s Tt 100 - 240 VAC 110 - 220 VAC 110 - 220 VAC 100 - 240 VAC 100 - 240 VAC
Fhpg 50 - 60 Hz 50 - 60 Hz 50 - 60 Hz 47 - 63 Hz, THaf 47 - 63 Hz, =it
s TR 1.5A 2.5A 2.5A 3.0A 3.0A
5-40°C(41 - 10 - 35°C(50 - 10 - 35°C(50 - 0 - 40°C(32 -
=Xt 20 0 - 40°C(32 - 104°F)
104°F) 95°F) 95°F) 104°F)
-25 - 70°C(-13 - -40 - 65°C(-40 - -40 - 65°C(-40 - -20 - 65°C(-4 - -20 - 65°C(-4 -
HISE 2=
158°F) 149°F) 149°F) 149°F) 149°F)
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S5 40 B 5 - 95%(HIS = 8 - 80%(HIS= 8-80%(HI2%) |10 - 85%(HISS

10 - 85%(H|2=

5 - 95%(H|2%= 5 - 95%6(H|2= 5-05%(H|I2%) |5 - 95%(HIS=

5-95%HIS=

410 Btu/hr, & A2 614.2 Btu/hr, &

983 Btu/hr (|CH) 983 Btu/hr (Z|CH)

X24(65W) AFE Zi=(180W)

614.2 Btu/hr, =
AR T=4(180W)

* Cisco IPS Sensor Software v5.0 of| 4 2] L=

e} 9% RA AL

1]
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« Cisco IDS 4215 9] A% 65Mbps = t}23} 42 AL 7|&o2 3t
- % 650 /1] =S TCP 92
- % 650 7|9] HTTP EziAA
~450 o] E0] B W7 =]
— Cisco IPS Sensor Software v5.0 413}
+ Cisco IDS 4250 2] 45 500Mbps &= th:3 22 24 7|20 & gyt
- % ©F 3500 7)o MBS TCP &2
— % v 3500 7]|e] HTTP Ezi&A
- 445 vpoE o] B 7 2]
— Cisco IDS Sensor Software v5.0 13}
* Cisco IDS 4250-XL 9] A5 800Mbps = tt31t &2 27S 7|£2o=2 ghyth
— % 4000 7jo] Aj=S TCP 12
— %2 4000 7§<] HTTP EA;AA
- 550 Bto]Eo] B w7 7]
— Cisco IPS Sensor Software v5.0 413}
« Cisco IPS 4240 9] A% 250Mbps &= o231} e 2AS 7|22 3hych
- % o 2500 o] MRS TCP 14
- %2 2500 7§ HTTP ExA
- 450 Hlo|EQ] HF WA A7
— Cisco IPS Sensor Software v5.0 413}
« Cisco IPS 4255 9] A% 500Mbps = th23} e A4S 7|22 3tk
- % 1 5000 7jo] Aj=& TCP 12
— % ©F 5000 7)j¢] HTTP EziAA
- 450 Hjo]|ES] Ht wfjzl 27|
— Cisco IPS Sensor Software v5.0 413}

CE EA|

EMC-FCC (CFR 47 Part 15) Class A, CISPR 22 Class A, EN 55022 Class A, EN 55024, EN61000-3-2, EN61000-3-3, VCCI Class A, AS/NZS 3548
Class A, CE marking, ICES-003 Class A, FCC Part 15 (CFR7 47) Class A, EN50082-1, EN61000-6-1, Safety-UL 60950, CSA 22.2 N0.60950, IEC

60950, EN 60950, AS/NZS 3260, CE marking; EN 60950, IEC 60950
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H 2. Cisco IPS 4200 Series Sensors & AH

Mz #HE

HE &8

IDS-4215-K9

Cisco IPS 4215 Sensor - MA|, ATEQ|0], SSH, 2 7{2| 22 E 10/100Base-TX QIE{I|0|A(RJI-45 F{HIE]

B

IDS-4215-4FE-K9

Cisco IPS 4215 Sensor - AjA|, AZEQ|0{, SSH, 2 7l|9] 2H = 10/100Base-TX QIE{H0|A(RJ-45 FHUIE] 2

4FE QIE{H|0|A 7t= mBh

IDS-4250-SX-K9

Cisco IDS 4250-SX Sensor - AjA|, AZEQ|(H, SSH, & 10/100/1000 HE % X 2IE{HO[A, FHA

1000Base-SX Mf0|H| ZL|E{Z! QIE{m|0|A

IDS-4250-XL-K9

Cisco IPS 4250-XL Sensor - MA|, AZEQ|(H, SSH, st=EY 0| 7t£7|(0]E 1000Base-SX 2! MT-RJ 74l

=)

IPS-4240-K9

Cisco IPS 4240 Sensor - MA|, AZEQ||04, SSH, 4 7§2| 10/100/1000Base-TX(RJ-45 7{4E{ Zgh

IPS4240-DC-K9

Cisco IPS 4240 NEBS Compliant Sensor DC M3 - A{A|, AZEQ|0H, SSH, 4 7H2| 10/100/1000Base-TX(RJ-

45 7{E| wal)

IPS-4255-K9 Cisco IPS 4255 Sensor - AMA|, AZEQ|0{, SSH, 4 7§2| 10/100/1000Base-TX(RJ-45 7{4lE{ L Sh)
IDS-XL-INT= Cisco IDS Accelerator Card(0|= 1000Base-SX QIE{H|[O|A 2 MT-RJ 7H4UIE{ LS

IDS-4FE-INT= 0ild| 4-FE(10/100 BASE-TX) AL|Z QIE{m|0|A(Cisco IPS 4215, IDS 4235 2! IDS 4250 Sensors &)
IDS-TX-INT= 0fld| = 10/100/1000 ZL|E{& QIE{m|0|A(Cisco IDS 4235 2! IDS 4250-TX &)

IDS-PWR= oHlE ™Y 25 AX|(Cisco IDS 4235 2! 4250 Sensor &)

IDS-SCSI= 0lH|&2 SCSI(Small Computer Systems Interface) st= C|A = =2t0|Z(Cisco IDS 4250 Sensor &)
IDS-RAIL-2= 2749 LA E 2| 7|E(Cisco IDS 4235 2! 4250 Sensor &)

IDS-RAIL-4= 4719 AE 2| F|E(Cisco IDS 4235 2l 4250 Sensor &)

Cisco Services for IPS

HE ID o M

IDS-4215-K9

IPS SVC, AR NBD Cisco IDS 4215 Sensor
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CON-SU1-IDS4215

CON-SU2-IDS4215

CON-SU3-IDS4215

CON-SUO1-IDS4215

CON-SUO2-1DS4215

CON-SUO3-IDS4215

IPS SVC, AR 8X5X4 Cisco IDS 4215 Sensor

IPS SVC, AR 24X7X4 Cisco IDS 4215 Sensor
IPS SVC, ONSITE NBD Cisco IDS 4215 Sensor
IPS SVC, ONSITE 8X5X4 Cisco IDS 4215 Sensor

IPS SVC, ONSITE 24X7X4 Cisco IDS 4215 Sensor

IDS-4215-4FE-K9

CON-SU1-IDS4215F

CON-SU2-IDS4215F

CON-SU3-IDS4215F

CON-SUO1-
IDS4215F

CON-SUO2-
IDS4215F

CON-SUQO3-IDS4215

IPS SVC, AR NBD IDS 4215 Sensor, 80

IPS SVC, AR 8X5X4 IDS 4215 Sensor, 80

IPS SVC, AR 24X7X4 IDS 4215 Sensor, 80
IPS SVC, ONSITE NBD IDS 4215 Sensor, 80
IPS SVC, ONSITE 8X5X4 IDS 4215 Sensor, 80

IPS SVC, ONSITE 24X7X4 IDS 4215 Sensor, 80

IPS-4240-K9 2
IPS4240-DC-K9
CON-SU1-1PS4240
CON-SU2-IPS4240
CON-SU3-IPS4240
CON-SUO1-1PS4240
CON-SUO2-IPS4240

CON-SUQOS-1PS4240

IPS SVC, AR NBD IPS 4240 Appliance Sensor

IPS SVC, AR 8X5X4 IPS 4240 Appliance Sensor

IPS SVC, AR 24X7X4 IPS 4240 Appliance Sensor
IPS SVC, ONSITE NBD IPS 4240 Appliance Sensor
IPS SVC, ONSITE 8X5X4 IPS 4240 Appliance Sensor

IPS SVC, ONSITE 24X7X4 IPS 4240 Appliance Sensor

IPS-4255-K9

CON-SU1-I1PS4255

CON-SU2-IPS4255

CON-SU3-IPS4255

CON-SUO1-1PS4255

IPS SVC, AR NBD IPS 4255 Appliance Sensor

IPS SVC, AR 8X5X4 IPS 4255 Appliance Sensor
IPS SVC, AR 24X7X4 IPS 4255 Appliance Sensor
IPS SVC, ONSITE NBD IPS 4255 Appliance Sensor

IPS SVC, ONSITE 8X5X4 IPS 4255 Appliance Sensor
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CON-SUOQO2-IPS4255 |IPS SVC, ONSITE 24X7X4 IPS 4255 Appliance Sensor

CON-SUQOS-IPS4255

IDS-4250-XL-K9

CON-SU1-
IDS4250XK
CON-SU2- IPS SVC, AR NBD IDS 4250 AHA|
IDS4250XK

IPS SVC, AR 8X5X4 IDS 4250 AHA|
CON-SU3-

IPS SVC, AR 24X7X4 IDS 4250 AHA|
IDS4250XK

IPS SVC, ONSITE NBD IDS 4250 AHA|
CON-SUO1-

IPS SVC, ONSITE 8X5X4 IDS 4250 A{A|
IDS4250XK

IPS SVC, ONSITE 24X7X4 IDS 4250 A{A|
CON-SUO2-
IDS4250XK
CON-SUQO3-
IDS4250XK
IPS-XL-INT=

SMARTNET 8X5XNBD IDS Accelerated 1000BASE-SX QIE{H|0|A(MT-RJ Z&})

CON-SNT-IDSXLIN
SMARTNET 8X5X4 IDS Accelerated 1000BASE-SX QIE{H0O|A(MT-RJ &&l)

CON-SNTE-IDSXLIN
SMARTNET 24X7X4 IDS Accelerated 1000BASE-SX QIE{I|0|A(MT-RJ Z &)

CON-SNTP-IDSXLIN
ONSITE 8X5XNBD IDS Accelerated 1000BASE-SX QIE{H|0|A(MT-RJ &)

CON-OS-IDSXLIN
ONSITE 8X5X4 IDS Accelerated 1000BASE-SX QIE{H|0|A(MT-RJ X&)

CON-OSE-IDSXLIN
ONSITE 24X7X4 IDS Accelerated 1000BASE-SX QIE{H|0|A(MT-RJ & &)

CON-OSP-IDSXLIN

IDS-4FE-INT= SMARTNET 8X5XNBD 4 FE,10/100BASE-TX QIE{H0|A(RJI-45 Z£&})
CON-SNT-IDS4FE SMARTNET 8X5X4 4 FE,10/100BASE-TX ?IE{H|0|A(RJ-45 LT}
CON-SNTE-IDS4FE |SMARTNET 24X7X4 4 FE, 10/100BASE-TX ?QIE{H|0|A(RJ-45 L EY)
CON-SNTP-IDS4FE |ONSITE 8X5XNBD 4 FE, 10/100BASE-TX QIE{H0|A(RJ-45 EE)
CON-OS-IDS4FE ONSITE 8X5X4 4 FE, 10/100BASE-TX QIE{H|0|A(RJ-45 LS

CON-OSE-IDS4FE ONSITE 24X7X4 4 FE, 10/100BASE-TX QIE{H|0|A(RJ-45 LL3l)
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CON-OSP-IDS4FE

CISCO SERVICES FOR IPS
Cisco Services for IPS = A|AF 27} ¥o] Y E |3 (Self-Defending Network) 2Fe] F93F dFEEIUTH A|AF 7|5 A AH|A
ZEZET| 29| YRl Cisco Services for IPS = A~ IPS &R A A A o] div|s) oy Ediy = &4H EfgS J&siA
A, R 9 A 4= Qg TRl Wl MH|AE AlFFY . Cisco Services for IPS 715

- A 5 JrolE 9 Am

- Cisco.com ©] 229l E3t 7% Ao H4] o2

» A]2F TAC (Technical Assistance Center)o]] 44|~

» Cisco 10S Software ¢g|o|E

s Zolj7t = =gl -4 ‘ﬂ(Advance Replacement)
Cisco Services for IPSof| gt Z}Agt Y82 t}e ¢ AOJEE H-E3HA A L. http://www.cisco.com/en/US/products/ps6076/serv_home.html

TE Al 13 Al

Cisco IPS 4200 Series Sensors= =% A& W5Uth 2AISH Y82 == 4 2 Alo] E(http://www.cisco.com/wwl/export/crypto/) &
;‘d—zs]_/ﬂ /\] _9_

TFAA QL FolL= export@cisco.com O & FO|EHAA] &,

FM ¥R
A &S IPS &R A0 gt AAgE JEE LstAH T 9 APOlEE B —1‘%8}@1*]2. http://www.cisco.com/go/ips
end-of-sale AJefjo]] =&tk Cisco IDS 4200 Series Sensorsof| th3t Z}A|gE &8 the QA AlO|EE XA L.
http://www.cisco. com/en/US/products/hw/vpndevc/ps4077/pr0d eol notlces list. html
CiscoWorks VMS &2 X4(IPS #2]) 2 CS-MARS of] tst zFAISE &2 thS g APJEE ZZRSHAAI L.

. http://www.cisco.com/qo/vms

* http://www.cisco.com/go/mars ¥+ http://www.cisco.com/en/US/products/ps6241/index.html

F3Common Criteria ’3
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