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Key Global Risk : Cybersecurity

2 years 10 years

1 Cost-of-living crisis 1 Failure to mitigate climate change

2 Natural disasters and extreme weather 2 Failure of climate-change adaptation
events

3 Geoeconomic confrontation 3 Natural disasters and extreme weather
events

4 Failure to mitigate climate change 4 Biodiversity loss and ecosystem collapse

5 Erosion of social cohesion and societal 5 Large-scale involuntary migration
polarization

6 Large-scale environmental damage 6 Natural resource crises
incidents

Failure of climate change adaptation Erosion of social cohesion and societal
polarization

Widespread cybercrime and cyber insecurity Widespread cybercrime and cyber insecurity

Natural resource crises Geoeconomic confrontation

Source: World Economic Large-scale involuntary migration Large-scale environmental damage
Forum’s Global Risks incidents
Report 2023
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719=2] M 71 2 22 (Cyberattacks

Top ten most worrisome risks for your company
Economic Societal Tech Environmental

Prolonged recession of the global economy _ 66.3%
Surge in bankruptcies (big firms and SMEs) and a wave of o
- o, I s2.7%
industry consolidation
Cyberattacks and data fraud due to asustained shift in working patterns 50.1%
Failure of industries or sectors in certain countries to properly recover _ 50.1%
Protracted disruption of gloabl supply chain _ 48.4%

Tighter restrictions on the cross-border movement of people and goods 42.9%
Another global outbreak of COVID-19 or different infectious disease _ 35.4%
Economic collapse of an emerging market or developing economy _ 34.6%
Weakening of fiscal positions in majpr economies _ 33.4%

Sharp increase in inflation globally |G 32.6%

nmm Source: World Economic Forum’s COVID-19 Risks Outlook
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Top Trends in Cybersecurity, 2023

Responsive Restructuring Rebalancing
Ecosystems Approaches Practices

Gartner
Security

« Threat Exposure « Cybersecurity « Human-Centric ®
Security Design

Tre n d S Management PIatform .
2023 « Identity Fabric Consolidation - Enhancing People

Immunity « Security Operating Management
« Cybersecurity Model Transformation | | Increasing Board
Validation « Composable Security Oversight

|
Sustainable Balanced Cybersecurity Programs
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secure - Security Reference Architecture / Portfolio

JJ} Actionable threat intelligence / L Comprehensive visibility
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Security Solutions : Software License 7|8t..(Recurring Revenue)
HW Price < SW License Price

Hardware THO{ 1= » 28 » Hardware Refresh(Of 5~73)
7
_ f i
Softwae -3 e fienee
‘ >Recurring
Revenue
ice IO . . Ty
?erwcse ot i _ Service . Service
Frotossional serioe Delivery Renewal

O] HlA 2|7 i E

SIEYUN/AZEQN Wi L SH 0=
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Recurring Software :

x|

Purchase Advocate
Align : = 5
g Recommend &
Renew o)
Select Optimize
Z| X3t

Customers

Evaluate Accelerate

Need

=]

]
cisco
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Strategic
roadmap

development

Continuous
optimization
and innovation
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AJA T Customer Experience (CX) 2| X[ HMAH|2t AH|A

C} # Cisco

# "\ Customer Experience
|

| |

S s Professional Customer
Upport ervice Service Success
20 +
60 +18 TAC & Consulting, Advisory 28 Solution Adoption
& PDI* Journey

Expert Care

*Plan, Design & Implementation

©)
Purchase |
Align

Select

Advocate

Recommend
Renew

\ Optimize

N\

Accelerate

Need
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cisco
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ATX(Ask The Experts) A|X517]

]
Cisco

Google
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ATX(Ask The Experts) S2a}7|
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Health Check &74
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, A\
Secure Firewall 'A'“
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Secure Firewall
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Suppress repeated successful authentication
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Health Check 0|= ©HA|

Accelerator |Ef20

Delivery Contents

= Deployment Best Practices: TrustSec
Architecture

Installation / Implementation Best Practices: ISE
Hardening

Installation / Implementation Best Practices:
Posture Configuration and Troubleshooting

=  Architecture Transformation Planning: Planning for
Segmentation -

= QGetting Started: ISE

= Use Case Overview and Planning: Contextual Policy =
and Enforcement

=9 ]
A=} LifxHt
= Performance Tuning Best Practices: ISE = Adapting to Changes: BYOD

Performance and Scalability

= Performance Tuning Best Practices: Implementing
Certificates in ISE

= Upgrade Planning and Best Practices: ISE
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Feature Deep Dive: Campus 802.1 Authentication
Feature Deep Dive: Endpoint Profiles
Troubleshooting Best Practices: TrustSec
Troubleshooting Guide

Feature Deep Dive: Guest Portals
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Feature Deep Dive: User Authentication AAA

OO:I

Ho

Accelerator 7|El271

Delivery Contents

Implement - 1= |

= imize - X|&XS
I Optimize - ZH2t 515151210 Agenda 415

]
CIsco

Of2Hi of|A|= Life-Cycle THA[0f] Z&=! Accelerator 2FEH270|0,
S S0 CHotME DAL A8 M2} Accelerator TS #Z 4= UBLICE

Advanced |
Tags

Advanced |
with Profili
Operations|
Operations|

Best Practices:
Posture Configuration an

bleshooting

Posture A%t E2{S4E19| Best Practice 2} #iot

1. Posture 294
ISE St

| ERtEag ot

oW

G2

Q DAfel el U 2 ol

Feature Deep Dive: Endpoint Profiles

Endpoint Profiles O Chigh Alzfels

o O~ W N

Profiling 294

. Profiling 2fojMdA
. Global profiling A&

Profiling probes
Device Sensor
Endpoint Analytics

@ 24 3(EIE T 2 3012 AQ01A

Upgrade Planning and
Best Practices: ISE

ISE 024|0]=2| Best Practice 2 4ot

. Why Upgrade
. ao|e At 2y
ERCERRT
%H

Yaol= A

s oW N

m’ DAL M) T2 212l 52
22121 Webex 2 I



Lifecycle Security Accelerator ZiEI= ME

Purchase Advocate
Align
Recommend

* Upgrade Planning and Best
Renew Practices: Upgrading Cisco
Secure Firewall Techniques

and Scenarios

Select Optimize

» Use Case Health Check: Cisco

Customers Secure Firewall

Evaluate Accelerate

* Advanced Feature Deep Dive:
TLS/SSL Decryption

Need

* Feature Deep Dive: Advanced Malware Protection
» Feature Deep Dive: Intrusion Prevention System
» Feature Deep Dive: Network Discovery Deep Dive

* Architecture Transformation Planning: Design
Guidance and Best Practices
» Getting Started: Firewall Management Center

Essentials
» Deployment Best Practices: Access Policy
Implementation Guidance
* Deployment Best Practices: Deployment Plan for the
Internet Edge Firewall
» Migration Strategies and Best Practices: End-to—End
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Security Advisory Model

HOLOt7|EIXE Zatal”| gt M= KIA
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ﬂ SOC A2 AH|A (SOC Advisor Service)

Hotel =2 A Qo =, HAC| SOC(Security Operations Center) 7H2f Sl 2HS 2t M E A2 &S K| et

ZIEH(Security assessments): AFEXIC| S EfE ARSI IS 2ot HE AIZ 2 K|
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M= E-{AE F=f MH|A
(Zero Trust Strategy Service)

Services
- XA O| MEM HE EHAE HTE HY
N|EI|sSE HO2NHoE 28 N2 EBAE M2k AH|A
Ue 7|5t HFEO0| E2ot @ X[ o<t

(Zero Trust Strategy Service)
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SOC XH2 AMH|A

(Security Operation Center Advisory Services)

Services

- ITIL®-based, informed by Cisco Talos™

: |:_||§|_|¢ 2" 7|%A%E S . TITH (Assessment)
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Security Assessments — Strategic
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Deliverables
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Security Assessments — Technical
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Cybersecurity Maturity Program Assessment (CMPA)
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SEecurity Services
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https://www.cisco.com/c/en/us/products/security/sas-incident-response.html?dtid=osscdc000283&stickynav=3
https://www.cisco.com/c/en/us/products/security/managed-services.html
https://www.cisco.com/c/en/us/products/security/advisory-services.html
https://www.cisco.com/c/en/us/services/optimization.html?stickynav=1
https://www.cisco.com/c/en/us/products/security/implementation-services.html

Cisco Implementation Services

Implementation Services
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Cisco Implementation Services(1/2)
NGFW(IPS) Migration Services
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Cisco Implementation Services(2/2)

Firewall Quick Start Program
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=  Multi Vendor
=  Virtual/Cloud Firewall
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Case Studies

Security Operations Centre (SOC) Services
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Case Studies

Security Assessments
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Case Studies
IPS Migration Service
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