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* Please note, the sender's email address has not been verified.
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- _ : _ e
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Seve This LUink Forward This Link
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content from any Web site. Click here for more information
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entire address below into your web browser,
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Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc, Here is a complete list of encrypted files, and you can personally
verify this

Encryption was produced using a unique public key RSA-2048 generated for this
computer. To decrypt filesyou need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a tme
specified in this window. After that, nobody and never will be able to restore files...

Teo obtain the private key for this computer, which will automatically decrypt files,
you need to pay 100 USD / 100 EUR / similar amount in another currency.

Click <Next> to select the method of payment and the currency.

Private key will be destroyed on
10/26/2013 Any attempt to remove or damage this software will lead to the immediate
3:31 PM destruction of the private key by the server,

87:45:17
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£ HIEC Z traffic_sample.pcap € CFS1t 22 0¥ pcap U Z LIS+=
AOEHES e 4 UL

$ cat ~/bin/unig_stream.sh
#!/bin/bash

function getfile_name () {

orig_name=$1

stream=5$2

file_name="$ (echo Sorig_name | cut -d *.’ -f1)"
file_name+= "-${stream}.pcap ”

echo “Sffile_name}”

return 0

}

streams=$ (tshark -r ${1} -T fields -e tcp.stream | sort -un | tr \n’ * )

for x in ${streams}

do

file_name=S$ (getfile_name ${1} ${x})

echo “Creating $ffile_name}...”

tshark -r ${1} -w Sfile_name tcp.stream eq S{x}
done
S

0| AAZE+= traffic_sample.pcap 2| 2 TCP A~EZ! 147 7H0f| TSt =& pcap L2
MAMSH|CE O|X| 2F TCP AEZ0)| CHst =71 2AS 1310 *'71| Tl # '%'—Ilif

$ /bin/unig_stream.sh traffic_sample.pcap
Creating traffic_sample-1.pcap...
Creating traffic_sample-2.pcap...

Creating traffic_sample-146.pcap...
Creating traffic_sample-147.pcap...
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A} QHEEES
= YAS LIEFEL

# scapy

S 4+ UES 3t

>>> dns_query =

IP () /UDP () /DNS ()

>>> from socket import gethostbyname,gethostname

>>> dns_query][IP].src = gethostbyname (gethostname () )
>>> dns_query[IP].dst = “8.8.8.8 ”

>>> import random

>>> random.seed ()

>>> dns_query[UDP].sport = random.randint (0, 2**16)

>>> dns_query[DNS].id = random.randint (0, 2**16)

>>> dns_query[DNS].qdcount = 1

>>> dns_query[DNS].qd = DNSQR (qname= “www.cisco.com ”)

>>> scapy.sendrecv.sr1 (dns_query)

>>> response = scapy.sendrecv.sr1 (dns_query)

Begin emission:

Finished to send 1 packets

Received 14 packets, got 1 answers, remaining 0 packets

>>> response[DNS].ar[DNSRR].rdata

‘64.102.255.44

>>>
O 0= WZlE Fdst= T 2f0[2 EcjfS =45t dEHS LIEELD
pcap LY L Mo =4 4+ AU
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CSV L0l =4

CSV (Comma-separated Value) = OIO|E{ W &t0]| BHO| A= HAIRILICE tshark & E&tst
Or2 £ AFZ2A| HIO|E{E CSV HAICE LHEW 4 QUSL|CH et o2 Hot ARXIE2 Excel
2 AT EAE ZZ2 WS AR CSV HIO|EHE EA9etLICE K5t grep, cut, sed, awk,

unig, and sort 2t =2 EF& == AEE &k USLICL

Csvkit € CHY| E2 AtEdl EAAILR. Csvkit = HHEESO0IA CSV HIOIEHE 2Lt /A XMelst= O
Arge 4 Ue o] RECIEE MSELCE CH=Ee| CSV ms AHE D sre G0 tty.example.
org BAETL EEE DE WS 7 HiE WHES 0l HAAL.

$ head -n 3 tcp_data.csv

src,srcport,dst,dstport

“tty.example.org ”,“51816 ”,”vex.example.org ”,”443 ”

“vex.example.org ”,’443 ”,"tty.example.org ”,”51816 ”

$ csvgrep -n tcp_data.csv
1: src
2: srcport
3: dst
4: dstport

S csvgrep -¢ 1 -r ‘tty\.example\.org ’ tcp_data.csv | head -n 5
src,srcport,dst,dstport
tty.example.org,51816,vex.example.org,443
tty.example.org,51816,vex.example.org,443
tty.example.org,51427,paz.example.org,5222
tty.example.org,51767,bid.example.org,80
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Csvkit = 2] KEZIE|Q] SAES XESHSHLCE Csvstat = 2 SHE XSO E A{sERE
£5| FEELCLE OE = =2 src TA2E 5 7l9 HIEE Ch=1t 20| A Aldte &+~ sLCh

$ csvstat -c 1 tcp_data.csv
1. src
<type ‘unicode ’>
Nulls: False
Unique values: 55
5 most frequent values:
tty.example.org: 2866
lad.example.org: 1242
bin.example.org: 531
trw.example.org: 443
met.example.org: 363
Max length: 15

Row count: 6896

Matplotlib, Pandas, IPython & 7|E}

(http://www.scipy.org) = Ol2fet E& &S & U= 728 AO|ERILICE Matplotlib, Pandas
lpython 2 46t 82 A8 4= U= SYLIT

- Pandas = @Al CIOIBE =& & HAel=s == MSELEL

L

= lpython 2 Python QIE{Z2[E{0f CietA HOJH =40 7&ES 7I5S MSELIC
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CtE= 20t AS2XPL ol2{et M| 7HK] &2 AtEdl tcp_datacsv Q| R src SAEE TefjZ= =2
LIEIL= YHE 20 FZLICE

In [3]: df = read_csv (“/Users/shiva/tmp/data_analysis/tcp_data.csv”)
In [4]: df

Out[4]:

<class ‘pandas.core.frame.DataFrame ’>

Int64Index: 6896 entries, 0 to 6895

Data columns (total 4 columns) :

src 6896 non-null values

srcport 6896 non-null values

dst 6896 non-null values

dstport 6896 non-null values

dtypes: int64 (2), object (2)

In [5]: dff ‘src *].value_counts () [0:10]

Out[5]:

tty.example.org 2866

lad.example.org 1242

bin.example.org 531

trw.example.org 443

met.example.org 363

gee.example.org 240

gag.example.org 126

and.example.org 107

cup.example.org 95

chi.example.org 93

dtype: int64

In [6]: dff ‘src ’].value_counts () [0:10].plot (kind= “bar *)
Out[6]: <matplotlib.axes.AxesSubplot at 0x8479c30>
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=X () & M8 B8E XE
3000
2500
2000
1500
1000

500

o

tty.example.org
lad.example.org
bin.example.org
trw.example.org
met.example.org
gee.example.org
gag.example.org
and.example.org
cup.example.org
chi.example.org

Pandas 2| 0|2 HIOJE &4 7|50 AU 6E =01 tty.example.org 7t S&lot= 24249
Aot dst 2F dstport | Tghs ol H&Esok= 72t sreport 2 =& =2 0| ZHESH
=

xl-% _/F MEL’l E—".

In [229]: tty_df = df[df.src == “tty.example.org ”]

In [230]: num_ports = lambda x: len (set (x) )

In [231]: pivot_table (tty_df, rows=[ ‘dst ’,‘dstport ’], values= ‘srcport ’, aggfunc=num_ports)
Out[231]:

dst dstport

add.example.org 80 2

ala.example.org 80 3

and.example.org 80 1

auk.example.org 80 2

bid.example.org 80 1
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Cisco = Cisco SIO (Security Inteligence Operations) 2 AA|Zt IE 24 HEE ALE6}H0]
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