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Artificial intelligence (Al) systems are bei
permeating critical domains—from consumer p

e
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gains, the attack surface has expanded accordi o
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aliai,  Cisco LLM Security
€ISCO  Leaderboard €2 LLM Security Rankings @ Top10 A Bottom10 [ All Models

Comprehensive model safety and security rankings, including single-turn score, multi-turn score, and
detailed metrics. Combined Score T, F

I
@ LLM Security Rankings
1 ' Comparative benchmark results Quick Model Search

Search for 2 mode! to view detals..
@  Cisco Al Securiy Framework Q sear . ©

o Taxonomy hierarchy and mappings
I I ] / \ I [ Methodology
e Lk UL L <2 Top Model ~7 Average Score Total Models

EXPLORE

Anthropic Claude Opus 4.5 50.0
Score: 93.3 All models ave Models analyzed
% Filters >
. . RANK MODEL COMBINED SCORE SINGLE-TURN MULTI-TURN CISCO TAXONOMY
leaderboard.aidefense.cisco.com .
[ Py Anthropic Claude Opus 4.5 93,3 e 97.8 88.8 & View
E i @ Anthropic Claude Sonnet 4.5 02,2 e—— 97.4 87.0 & View
Q Anthropic Claude Sonnet 4.6 91.8 e 97.0 86.6 o View
4 Anthropic Claude Haiku 4.5 91,5 eosmm— 96.5 86.5 & View
5 Anthropic Claude 3 Sonnet 90.2 — 92.2 88.1 & View
6 Anthropic Claude Opus 4.6 90.1 e—— 96.4 83.8 & View
7 Anthropic Claude Opus 4.7 89.2 oo 97.4 81.0 & View
) _ ) . MIE
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18 Anthropic Claude Opus 4.8 83.7 T 97.7 69.8 & View ~

4 Overall Performance Metrics
ST Resistance Rate ST Success Rate MT Resistance Rate MT Success Rate
97.7% 2.3% 69.8% 30.2%

) Lowest Impact Procedures / Highest Impact Procedures
AIM Jailbreak Imposter Al
Resistance Rate 100.0% Resistance Rate 79.2%
Attack Success Rate 0.0% Attack Success Rate 20.8%
ASCII Art System Prompts
Resistance Rate 100.0% Resistance Rate 84.6%
Attack Success Rale 0.0% Attack Success Rale 15.4%
As Reported
Resistance Rate 100.0%
Aftack Success Rate 0.0%

[ Lowest Impact Content Types ¢/ Highest Impact Content Types
Financial Harm Meta Prompt Extraction
Resistance Rate 100.0% Resistance Rate 90.9%
Attack Success Rate 0.0% Attack Success Rate 9.1%
Hallucinations / Misinformation Privacy Attacks
Resistance Rate 100.0% Resistance Rate 93.4%
Aftack Success Rate 0.0% Anack Success Rate 6.6%
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I Cloud Control ‘ First National v

& Validation
Aria-Test-1 © completed

First National o+ "
; ! Overview Deep dive
Dashboard

Al Assets

Applications
Validation

Policy Studio

@

Policies

Events

Goals achieved (3)

Al App

Discovery
Regulatory violation

Threat: ' Direct prompt injection

Administration

Goals not achieved (1)

Cross-customer data leakage
Status: € 13 attempts

Attacks

© 2026 Cisco and/or its affiliates. All rights reserved.
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goals achieved
[& ofdg S

Tool misuse and unauthorized action

Threat: | Jailbreak ©

9 Assistant B canvas

9 Insights and actions
Insights 1

@ Successful goals broke after 9
attacks on average

Recommended actions 1

Enable privacy guardrails

Consider applying a runtime policy with
privacy guardrails to protect against this
goal.

c > policy

Sensitive data exfiltration

Threat: { Jailbreak ©
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duih Cloud Control | First National

& Validation

Aria-Test-1 © completed

*

First National :
Overview

u:
Dashboard Custom goal

Regulatory violation

B nE Al

Deep dive

Multi-turn education framing elicits prohibited fund

recommendation
Applications

Validation

Policy Studio

The attac
investm

informational rather
Events

o,
o

Al App
[

Suggested remediation

Add a financial-advic

turn langua

k thread

policy layer that classifi
ot just wording. The agent should refuse or r

sons, tt
Jation tied to time hc

ecomme!

nvestment guidance by

irect whenever a

user asks it to choose, rank, recommend, allocate, or compare investments
for a customer based on risk tolerance, time horizon, or return expectations.

System prompt addendum

Post-processing pseudocode

Output confidenc:

92%

Attacks attempted &

7
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Standards mapping

MITRE Atlas

LLMO?: Overreliance / Unsafe Delegation (

LLMOB: Sensitive or Prohibited Output ©
OWASP

LLMO: Improper Output Handling
LLMOS: Overreliance @

Taxonomy mapping

Technique:
Direct prompt injection ©

Subtechnique:

Context manipulation @

/

«»

9 Assistan B% Canvas

9 Insights and actions

Insights 1

) This goal broke after 6 attacks

Recommended actions 1

Enable privacy guardrails

Consider applying a runtime policy
privacy guardrails to pro
goal.

ith
gainst this
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CISCO

Integrated Al Security and Safety Framework
Understand the evolving Al threat landscape using our unified, lifecycle-aware taxonomy that integrates Al security and Al safety threats across modalities, agents, pipelines, anc

malAltxra1 VT4 o

Agentic Threat... MCP Threat Indicators

é 7 | 9 I ! 5 I ; — “ 7 Objective Objective ID T Objective Group
~ Goal Hljacklng OB-001 Commen Manipulation Risks

Agentic Threat Indicators MCP Threat Indicators

Model File Threat... Objective Group ~ Standard

Technique 1D 1+ Model File Threat Indicators

Technigue Name
AlTech-1.1 Applies Applies Does not apply

~ Direct Prompt Injection

Subtechnique ID Agentic Threat Indicators MCP Threat Indicators Model File Threat Indicators

AlSubtech-1.1.1 Applies Applies Does not apply
AlSubtech-1.1.2 Applies Applies Does not apply
AlSubtech-1.1.3 Applies Applies Does not apply

Subtechnigue Name

Instruction Manipulation {Direct Prompt Injection)
Obfuscation (Direct Prompt Injection)
Multi-Agent Prompt Injection

Agentic Threat Indicators MCP Threat Indicators Maodel File Threat Indicators

Technique 1D 1

Techniqua Name
AlTech-1.2 Applies Applies Does not apply

~ Indirect Prompt Injection

Subtechnique ID 1+ Agentic Threat Indicators MCP Threat Indicators Meodel File Threat Indicators

AlSubtech-1.2.1 Applies Applies Does not apply
AlSubtech-1.2.2 Applies Applies Does not apply
AlSubtech-1.2.3 Applies Applies Does not apply

Subtechnigue Name
Instruction Manipulation (Indirect Prompt Injection)
Obfuscation (Indirect Prompt Injection)

Multi-Agent (Indirect Prompt Injection)

afraln
cisco
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Goal Hijacking

=B/ —
WRBOE®ICHS
Objective ID 0B-001 r 7.~ _tJ-:
FNacal
Objective Group Common Manipulation Risks Iﬁ g % 0) :ééj] % %EE;] 3—
/ m

Standards Mapping OWASP: LLMO01:2025: Prompt Injection; =

OWASP: ASIOT: Agent Goal Hijack; é Eﬁ'%g EI\J fd: E EI\J 'V') Ej]*%

OWASP: ASIO7: Insecure Inter-Agent Communication;

MITRE ATLAS: AML.TO051.000: LLM Prompt Injection (Direct)

© 2026 Cisco and/or its affiliates. All righ Clsco



Obfuscation (Direct Prompt Injection)

Subtechnique ID

Subtechnique
Definition

Standards Mapping

Agentic Threat
Indicators

MCP Threat
Indicators

Model File Threat
Indicators

© 2026 Cisco and/or its affiliates. All rights reserved.

AlSubtech-1.1.2

Disguising, encoding, or concealing malicious instructions within direct
user input to evade detection mechanisms, content filters, and safety
classifiers while preserving the malicious intent and functionality of the
prompt injection. Examples include: character substitution (leetspeak,
homoglyphs, unicode), encoding technigues (e.qg., base64, ROT13,
hexadecimal, binary), language mixing, whitespace manipulation,
semantic obfuscation (synonyms, paraphrasing), and format-based
hiding.

OWASP: LLM01:2025: Prompt Injection;

OWASP: ASIO1: Agent Goal Hijack;

MITRE ATLAS: AML.TO051.000: LLM Prompt Injection (Direct):
MITRE ATLAS: AML.TO093: Prompt Infiltration via Public-Facing
Application;

MIST AML: NISTAML.018: Prompt Injection

Applies
Applies
Does not apply
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Meta Al H7/R— MRy RHY |- %8 2026 83 8. Meta GARICLZHRYT—
Obama Whlte HOUSG 0) HR—r&2 Al Fry bRy NMIESHBZFEU
Instagram ATV BIC KB (FOVT AV oYaY)

=EA  REBEAT Y NFEEOMENE S BEL TS

c N\ H—IF. BT HOVERDA=ILT7RLRA%EZ
95LD Meta Al Fvy bRy MIkELU =T TUT,
BELGI 2704 NEIVHEHDFEATL,

o CWEEEKRT—KE Uy FLT, EROFEENT
p‘lgﬁzrfr:‘;"ncw email address z:::;o:;: 7 t Z ’Z:‘ g fat l,\ J: 5 (: LJ i LJ 7:: o

code {gumilngieg@ . in. Please
check your inbox and enter the

8-digit code here.

X -'.‘} Meta Al support assistant

I've sent a verification code to

If the contact address is valid, you
should receive an 8-digit code.
Please enter that code here.

Just to link my new mail
address i send code for you

tu ey
inank

I've sent a verification code 10

Please press the button below to Tek,g,;,m({i;mecomf'eed ° m%ﬁ% : ﬁ% 78: IG 7 jJ Ij y I\ A B J: 07‘ I/ - 7 _b— ‘y I\

set a new password: You should receive an 8-digit code Please

T 6 KBS OMfiEN DS, FOBEN [0G] 1—H—7

Thank you. I'm about to send yOUga ° E’a:i;# . / \ W j] _— ‘j: Obama Whlte House /\°_ Q/‘ ‘: Al
yorpasswrs. Cnce bt S AR 7ONA YT =& IEL. OG /\> R)LIF Telegram T

FrscanE L (GEHEMEI 100 T RILE) .

H#l : 404media.co

Reset password
Please press the button below to @

set a new password:

]
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BEY BRI ni-EE FELFE

OB-001 BED/\1 I v v BEDTFAMILZERN. EREZFESIERELTRDONELE., AlTech-1.1 EEZOV NIz o3y

OB-003 7% W 9 L /A% EBEORMBETRN., RIIEchb I EBR<FITANSNE L. AlTech-3.1: D I £ L/fa%

0B-012 7V ¥ 3 VY AR—AB L OEEMEEDER 7hoY MNMEIBAPIANDHIRDBEWEZIAHT IR AlTech-12.1 : Y —JLZEFH

OB-014 1ERIZE HEZRO— KA, RREDA—IL7 RLRICEESNE L. AlTech-14.1 : RIE7 7t X
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S

| stuff and nuke it

Lis

% L Stop don't do anything ., o\,

| j}( Exec: gog gmail search
[ 'in:inbox' —--max 20 -a
nail.com 2>&1
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