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http://www.cisco.com/en/US/products/ps10315/prod_white_papers_list.html
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FÿFÇAPWAP Fÿ IPv4 Fø IPv6 FþFÔFêG�Fþ GV Gw G• GG GkGŠ GV GpGŠ GW F÷ G� �·�8�•+�F÷FéF¹GUGc G7G
FÿF¸IPv4 FÜ�N�á Få G�G�FéFÜ0¿���•+�F÷FéH� Fã Fþ8oF÷�‹3ÙH�F¹

�W2-1 WLC Fû�K)FFåG�Fï CAPWAP AP

/² 2-1 CAPWAP FþGeG{ GV GAGyFÚG�G�GkGŠ GV

Internet Protocol
H�G2 G• GM GŠG[ GQ GV 
GeG{ GV GAGyH� IP Protocol ��
›GkGŠ GV 1��Â

G^GŠGF Gu G• 4 17H�UDPH� 5,246 CAPWAPv4 �D�šGO Gq G[Gy

17H�UDPH� 5,247 CAPWAPv4 GUGŠGM G O G q G [G y

G^GŠGF Gu G• 6 136H�UDP LiteH� 5,246 CAPWAPv6 �D�šGO Gq G[Gy

136H�UDP LiteH� 5,247 CAPWAPv6 GUGŠGM G O G q G [G y
2-2
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW
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�¸7Ÿ�p�º
�FéF¹

FéF¹

û��*O Få
éG�

�FéG�
éF¹

¹F ã G �F ÿF ¸
�@ CAPWAP Ge G{ GV GA GyFÿ�¨�XFþ�µ+�GA G•GkGŠG[G• GV FÛ G� �S�B Få G�G�FéFÜF �̧•�iF÷Fÿ�p 
WLAN G[ GQ GV G}GŠ G= Fþ0¿0£FÚG�G�4 #ÝFû�s8jG"�ZFØ G� G� FþFûFôFÔFöFþG�1��ÂFç G

G E G G G A F ÷F ÿF ¸CAPWAP G"��/æFéG� Fø FÝ FÿF �̧�FþG: G2 GW Gw G2 G•Fû�‘ FÖ Fã Fø G"�N�áFç G�

• IP G 0 G W G z G Q G E G • G >H �WLC G"�G�–Fû�è��FçF 3̧û�™F÷ FÝ G� G� FÖ FûFéG� FûFÿF¸AP Fû7ü$×G� FïFÿ�·$×
Fú IPv4 G � F ïF ÿ IPv6 G0 GW Gz GG G"�m G� �\Fö G� �²0[FÜFÒ G� G�FéF¹Gz G2 Gr 2 GpGŠ GW Fÿ CAPWAP F÷Fÿ
GCGkGŠ GV Få G�G�FëG#F¹

• G c G / G 2 G 0 G 4 G 7G ŠG y GyGŠGyFÚG�G� ACLH�AP Fø WLC Fþ6ëFû4Ä*( Få G�FöFÔ G�GUG^ G2 GGF
G�FöFÔ G�FéG	FöFþGc G/ G2 G0 G4 G7GŠGy GyGŠGyFÚG�G� ACL FÿFÇAPWAP Ge G{ GV GA GyG"0Á�•F
G � F Ö F û0 ¿� � F å G �F öF Ô G � � ²0 [F ÜF Ò G � G �F éH �/² 2-1 G"�g!·H�F¹

• IPv6 �_
°H�IPv6 G"GCGkGŠ GV Fç FöFÔFúFÔ�‚FÔGc G/GŠGn G4 G5 G0F÷�·�8Fç FöFÔG AP G"GCGkGŠ GV
FïG�FûF �̧aFú Fß Fø G� 1 �ŽFþ WLC Fÿ IPv4 Fø IPv6 Fþ�g�‰#ÝFû0¿��FåG�FöFÔG��²0[FÜFÒ G� G�F

CAPWAP Fþ�z0[�µ+�FÿF �̧è�WFþ Fø FÚ G� F÷FéF¹

• GGGe Gx GQ GV MAC G0GŠG;GT G= GO Gq

• �/�•�ì

• G z G 2 G r 3 G V G •G [G y

• WLC GU G1 GG G9G^ Gx FÚG�G�4E�¥

GGGe Gx GQ GV MAC G0GŠG;GT G=GOGq
CAPWAP Fþ�z0[Fú GA G•GkGŠG[G• GV Fþ 1 FôFûF¸GGGe Gx GQ GV MAC F ø F Ô F Ö � +� ÕF ÜF Ò G � G �F éF
802.11 G e G { G V G AG yF ÷F þ� ·� 8F þ� M4 ŠG " CAPWAP AP FÜ'ö#.FçF �̧g G� Fþ4Š�(G" WLC FÜ'ö#.FéG� Fø FÔ
F Ö G � F þF ÷F éF ¹�W 2-2 FÿF¸GG Ge Gx GQ GV MAC Fþ�+�ÕG"/²Fç Fï G� FþF÷FéF¹

�W2-2 GGGe Gx GQ GV MAC G0GŠG;GT G= GO Gq
2-3
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW
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6GŠ
r

F Ü0 
� X

	F öF þ

x G • G = F å
�‰�2

ëFþGz G2 Gr
Ý G � G �F á

F þ� ·� 8F ÷F ÿF Ģ d

ûFú G� G�FéFþF÷F 0̧lFØ
�W 2-3 Fû&gFé�q G� �"(çFú�×#Ý 802.11 AP FÿF �̧ö�•GCGŠGa GG GI GQ GV 1‘�9�ÊH�BSSIDH�G�FþG0 GK GEG
GE Gu G•Fû�öFõFÔFö�w)zG[ GQ GV G}GŠ G= Fû WLAN G = G w G 2 G 0 G • G V G "G d G x G Q G FF éG � 802.11 MAC G z G 2 G
!“)zFûFéFÞ G�FëG#F¹802.11 0d�AF÷FÿF �̧S3ÙFþGE G• G>Gy AP Fþ�+�ÕFÜ�Ñ�G Få G�F¸�W 2-4 Fû&gFéG� FÖ
FûF 0̧
�X�ŽFþ AP F÷ Extended Service SetH�ESSH�G"�f�jF÷ FÝ G�FéF¹Fã Fþ���œF 0̧
�X�ŽFþ AP F÷� Fè 
ESS IdentifierH�ESSIDF̧3û�–  SSID Fø �çG�G�G�FéH�G"�Q#ÝFéG� Fã Fø F÷F¸WLAN G = G w G 2 G 0 G • G V
Fþ AP G")�#äFç Fö
¹3ûFþG[ GQ GV G}GŠ G= Fû�K)FF÷ FÝ G�FéF¹

�W 2-5 Fþ CAPWAP GGGe Gx GQ GV MAC Fþ�+�ÕF÷FÿF 3̧û�–Fÿ�¶F»Fþ AP F û G � F ó F ö� �/ œ F å G �G �F éG
�µ+�G"F �̧�Fþ 2 F ôF þ� µ+ �G A G •G kG ŠG [G • G V F û� m G � � ú G � G �F éF ¹

• CAPWAP AP 

• WLC

F ã F þ 2 FôFþ GA G•GkGŠG[G• GV FÿF¸G[ GQ GV G}GŠ G= )�#äF÷ CAPWAP G e G { G V G AG yG "� Q# ÝF ç F ö G
G�F �̧¶F»Fþ AP G"�Q#ÝFéG� ���œ Fø � '¼Fþ!“)z/G d G x G Q G F GCGŠGa GG G"F �̧_
°G�'ö#.FÜ G� G� ���ÆFú
F÷�f�j Fç G�FéF¹

�@ GGGe Gx GQ GV MAC F û G � G � F ¸WLAN G = G w G 2 G 0 G • G V F ø WLC Fþ�w)zG2 G• GMGŠGc G5 G2 GG Fø Fþ6 
2 �K)FFÿGG GnGŠGHFûFú G� G�FéFÜF F̧éG	FöFþ GV Gw Gc G1 GQ G= FÜ CAPWAP G V G •G [G yG "3 û4 #F ÷ F
F÷FÿFÒ G� G�FëG#F¹WLC Fÿ IP Ethertype G c G zG ŠG nF ðF áG "3 ?3 æF ç G �F éF ¹G UG c G 7G y G V
G{GŠ GW G; Gq GG GV G�G lGyGOG; Gq GG GV G V G w G c G 1 G Q G = F ÿ3 ?3 æ F å G �G �F ëG #F ¹WLAN Fþ�_
°�ìFûGlGyGO
G; Gq GG GV G�Gd G{GŠ GW G; Gq GG GV Fþ0[�óG"�è0¦FéG� Fø FÝ FûFÿF¸Fã Fþ Fã Fø FÜ5�0[F
FöFÚFÔFö Fß Fð Få FÔF¹

�W2-3 GEG•G>Gy AP

�W2-4 ESS Fû)�G�3¸G�G�Fï  AP
2-4
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW
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F÷�ì6ë

>FÚG�G���3æF¹

ŠG d0 [� ÓF ÿ�F ¸

�2A�_��FþGe G{ Ga

Ö

1 H�

FÔG�FéF¹

Q G = G "
�W2-5 CAPWAP GGGe Gx GQ GV MAC ESS

�"(çF÷�ì6ëFû�k�ÑFç Fï��#.FÿF 3̧û�–  CAPWAP AP Fû G� Fó Fö G{GŠG9GyF÷'ö#. Få G�F¸G� G� 0
7§
G�Fþ�k�ÑFÜ�aFúFÔ��#.Fÿ WLC F û G � F ó F ö' ö# . F å G �G �F éF ¹

F ï F ø F ØG �F ¸CAPWAP AP Fÿ��Fþ G� FÖ Fú�ï�8G"�…FÔG�FéF¹

• G = G w G 2 G 0 G • G V F ø AP 6ëFþGc GzGŠGn�º�nG]G• GW GE G5 G2 G= F¹

• GaGŠGA G• Gc GzGŠGnFþ��3æF¹

• %,7Á�ŠGpGŠ GW F÷Fþ G= Gw G2 G0 G• GV Fû�PFéG� Gc GzGŠGnFþG^ GQ Gc G/ Gx G• G

• G = G w G 2 G 0 G • G V F Û G � F þG e G {G ŠG d0 [� ÓG c G zG ŠG nG �F þ� Â' ÅH �G e G {G WLC F û G � 3 æ� ™ F å G
F í F ã F ÷� �# . F å G �G �F éH �F ¹

• �w�™Fç FïGe G{GŠGd0[�ÓFþ3û%±Fþ WLC G�Fþ3?3æF¹

• �w�™Fç FïFéG	FöFþGc GzGŠGn G"�âFôGG G2 GQ GOG�Fþ Gx G0Gy GM G2 GnF÷Fþ�™�•�
G F G u G YG • G >F ¹

• �›!“)zGO Gq G[GyFûFÚFá G� G\ G2 GHF �̧¸�îF F̧ÚG�G�FíFþ�ÚFþ WLAN Fþ%�0iF¹

• �ÚFþ AP Fþ�Ñ�~Fþ%�0iF¹

• 802.11 Gc GzGŠGnFþ�/�•�ìFÚG�G��Ÿ�•�ìF¹

FíFþ�ÚFþ�µ+� G� WLC F û G � F ó F ö� �# . F å G �G �F éF ¹WLC FÜ�f�jFéG�  MAC Gz G2 Gr�µ+�FûFÿF �̧�Fþ G� F
F ú G � F þF Ü� µG �G �G �F éF ¹

• 802.11 1�0É

• 802.11 G0 GK GEG6GŠGE Gu G•FÚG�G�
 ÌG0 GK GEG6GŠGE Gu G•H�GpGa Gx GT G

• 802.11 Gc GzGŠGnFþ�š�nFÚG�G�Gd Gx GQ GF G• G>

• 802.1X/EAP/RADIUS ��#.

• �w)zG2 G• GMGŠGc G5 G2 GG�VFþ 802.11 GV Gw Gc G1 GQ G= Fþ)
'ƒF F̧ïFð FçF¸FlexConnect APH��•�iFþ�‹��
F÷1��ÂH�Fÿ7V Fß

CAPWAP G V G •G [G yF ÿF �̧ �F þ 2 FôFþG9GT GB Gx Fþ GV Gw Gc G1 GQ G= G"GCGkGŠ GV Fç Fö

• CAPWAP �D�š Go GQ GIGŠGFH�WLC Fø AP Fþ6ëF÷�D�šF 0̧¿��F F̧ÚG�G�'ö#.Fû6õFéG� �_��G"��4)Fé
G � F ïG �F û� Q# Ý F å G �G �F éF ¹

• G } G 2 G r G z G G G = G w G 2 G 0 G • G V GUGŠGM FþG9GeGIGy�ìH�Gz G2 Gr 2 !“)z G= Gw G2 G0 G• GV G V G w G c G 1 G
G9GeGIGy� ì Få G�Fï IP EtherType G_G? GQ GV F÷ AP F Û G � WLC Fû3?3æFç G�FéF¹
2-5
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW
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GŠ
�FéF¹Fã

F ïG k

Fã Fø

¹

ŠG y

FÿF¸
ŠGy Få G�G�0É�Â
é

ç FöFÔ

yF û� �* O F å G �

ó FöFÔG�Fé
Gq G[GyG"�–1¤FéG� Fï

" � f� j
F¹

Fé
F Ú F ß � ²0 [F ÜF Ò G � G �

� Fø G#
o�PFûF¸
G== 2 zF ç
G9GeGIGy� ì Få G�Fï G= Gw G2 G0 G• GV G V G w G c G 1 G Q G = F ÿF ¸WLC Fû�?4)FéG� Fø F¸WLC F÷�P�ÂFéG� G2 G• GM
G c G 5 G 2 G GH �VLAN H�G� FïFÿ G2 G• GMGŠGc G5 G2 GG G>GyGŠGeH�VLAN GeGŠGyH�FûGl GQ Gb G• G> Få G�G
F þ G 2 G • G MG ŠG c G 5 G 2 G GF þG l G Q G b G • G >F ÿF ¸WLC F÷ WLAN Fþ�S�B�ìFþ0¿��Fþ�M4Š Fø Fç Fö��*O Få G�G�
FéF¹3û�–F¸G2 G• GMGŠGc G5 G2 GG G l G Q G b G • G >F ÿ7 ü$ ×F û� �/ œ F å G �G �F éF ÜF ¸WLC F ÷ G {G ŠG 9G yF û� �* OF ç
Gx GEGŠFÛF 1̧�0ÉFÜ�G�–Fû)
�¢Fç Fï�ì!lF÷G0 GQ Ge GG GV Gx GŠGn AAA GCGŠG^FÛ G� 3?3æ Få G�G� RADIUS 
FÜ3É�7FéG� �“�öFû�öFõFÔFöF¸WLAN G = G w G 2 G 0 G • G V G "" I� �F þ VLAN Fû�·$×FûGl GQ Gb G• G>FéG�
G � F ÷ F Ý G �F éF ¹

�M+á$×Fú WLAN Fþ0¿��G_ Gw Go GŠGM FûFÿF¸VLAN Fþ�m G� �\FöFþG�FÛF �̧�Fþ G� FþFÜFÒ G� G�FéF

• SSID �¡

• Operational State

• !“)zGk Gx GEGŠ

• 1�0ÉFÚG�G�GIG; Gs Gx GT G1 �‰�'

• QoS/G0Ge Gx G?GŠGE Gu G•Fþ�•0i�ö Fø �D�š

• G k G x G EG ŠF þG l G Q G b G • G >

�/�•�ì
G x G x G ŠG G 6.0 �è7FF÷FÿFḐTLS G"�Q#ÝFç Fö AP Fø WLC Fþ6ëF÷�º�n Få G�G� CAPWAP G A G • G V G {G 
G_G? GQ GV FÚG�G�GUGŠGM G_G? GQ GV Fþ�/�•�ìFþGCGkGŠ GV G"�f�j Fç FöFÔG�FéF¹DTLS Fÿ TLS Fû�öFõFÔ
Fï IETF Ge G{ GV GA GyF÷FéF¹FéG	FöFþ Cisco G 0 G = G I G G Gk G2 G• GV FÚG�G�GA G• GV G{GŠGw FûAP FÚG�G� 
WLC FÜ%&�«1�0É Fø �/�•G;GŠFþ#Õ�BFûGUGc G7Gy GV F÷�Q#ÝFéG�F 0̧�4�
–F÷ G2 G• GG GV G
�iH�MICH�FÜ�Ü�“Fç FöFÔG�FéF¹Cisco F÷FÿF "̧‚+¬Fþ1�0É�•H�CAH�FÛ G� 0É�Â�iG"$Î/œFéG� Fã Fø G"�|�ƒF
G� �û���¥FáFû3ã�•FþGIG; Gs Gx GT G1 G"�f�jFéG� G{GŠG9GyF÷�w� Fú0É�Â�iH�LSCH�G � GCGkGŠ GV F
G�FéF¹

�@ DTLS F÷FÿGUGc G7Gy GV F÷F¸config ap dtls-cipher-suite G A G lG • G W G "� Q# ÝF ç F öG > G {G ŠG ^G
FöFÔ G� RSA 128 G a G Q G V AES/SHA-1 �/�•GG G2GŠ GV G"�Q#ÝFç G�FéF¹�æ�p�/�•�‰�' Fø Fç FöFÿF¸SHA-1 
G � F ïF ÿ SHA-256 G"�Q#ÝFéG� 256 G a G Q G V AES FÜFÒ G� G�FéF¹

CAPWAP �D�šGO Gq G[GyG"�–1¤FéG� FïG�Fû DTLS FÿF ĢUGc G7Gy GV F÷Fÿ G2 G[GŠGdGyFûFú F
FÜF ĢUGŠGM GO Gq G[GyF÷FÿGUGc G7Gy GV F÷GU G1 GIGŠGdGyFûFú Fó FöFÔG�FéF¹�D�šGO
G�FûFḐTLS G w G 2 G IG • G GF ÿ� ²0 [F Ò G � G �F ëG #F ¹AP Fø WLC Fþ6ëF÷�º�n Få G�G�FéG	FöFþ CAPWAP 'ö#.
G V G w G c G 1 G Q G = F ÚG �G �G A G • G V G {G ŠG y G V G w G c G 1 G Q G = F ÿF ¸G A G • G V G {G ŠG y GeGzGŠG• G e G w G 2 G ^G EG ŠG
FéG� FïG� Fø �p6ë*…H�MIM H��7�ÁG"75�FFéG� FïG�FûGUGc G7Gy GV F÷�/�•�ìFÚG�G��–1¤ Få G�G�Fé

CAPWAP GUGŠGM�/�•�ìFÿG8GeGE Gu G•F÷FÒ G� F¸AP Fä Fø Fû�w� �ì Få G�G�FéF¹GUGŠGM�/�•�ìG"�Q#Ý
G � F ûF ÿF ¸AP F÷�w� �ìFéG� �SFûFW̧LC Fû DTLS G w G 2 G IG • G G G " G 2 G • G G G V G ŠG y F ç F ö
FéF¹�w� �ì Få G�FöFÔ G� ���œF F̧éG	FöFþ WLAN G = G w G 2 G 0 G • G V G V G w G c G 1 G Q G = F ÿ AP F÷�/�•�ì Få G�FöFÛ
G� WLC F û3 ?3 æ F å G �G �F éF ¹F ã F þ3 ë G � �  � ]F ÷F éF ¹DTLS GUGŠGM�/�•�ìFÿ OfficeExtend AP Fû�PFç FöFÿ
+¬�·$×Fû�w� �ì Få G�G�FéFÜF �̧ÚFþFéG	FöFþ AP Fû�PFç FöFÿGUGc G7Gy GV F÷!“� �ì Få G�G�FéF¹G
FùFþ AP FÿGUGŠGM�/�•�ìG"�²0[ Fø Fç FúFÔ�–1¤ Få G�FïG[ GQ GV G}GŠ G= Fû�_
° Få G�G�FéF¹�
OfficeExtend AP Fø WLC Fþ6ëFþ GV Gw Gc G1 GQ G= Fÿ�–1¤ Få G�FöFÔFúFÔG_Gd Gx GQ G [ G Q G V G }G Š G
Fû3?3æ Få G�G� FïG�F¸Fã G� G� Fþ AP F÷FÿGUGŠGM�/�•�ìFÜ5�0[F÷FéF¹

�@ #'�…Fþ0d�DFûFÚFÔFö DTLS �/�•�ìFÜ0Á�• Få G�FöFÔ G� Fã Fø G" Fä&�1� Fß Fð Få FÔF¹Fï Fø FØG�F¸DTLS 
GUGŠGM�/�•�ìFÿ#'�~G{ GEG0F÷Fÿ&—�F Få G�FöFÔG�FéF¹
2-6
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW

 



 

'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
CAPWAP

w G2

GV GŠGyFéG� �²

�FéF¹Fç
Ô G�

GQ GV G}GŠ G=
> Go G•
1 G Q

ZFÿ�Y

GV Få
ŠG= F÷FÒ

Gq Fç Fï G� Fþ

ö

ŠG y
WLC F÷Fþ DTLS GUGŠGM�/�•�ì�•#Ý�öFÿ��Fþ Fø FÚ G� F÷FéF¹

• Cisco 5508H�DTLS GUGŠGM GCGkGŠ GV FÒ G� F÷ G� Fú Fç F÷ G� �@�eF÷ FÝ G�FéF¹cisco.com FûFÿF¸DTLS GC
GkGŠ GV Fþ�w!“Fû�ÂFè FöF �̧9F»FþGc G/ GŠGn G4 G5 G0 G 2 G o G ŠG FF Ü� f� j F å G �F öF ÔG �F éF ¹

• Cisco 2500F5̧520F8̧540FW̧iSM2Fv̧WLCH�DTLS GUGŠGM GCGkGŠ GV G"�w� �ìFéG� FïG�Fû�9Fþ G
GIG• GGFÜ� ²0 [F÷FéF¹

• Cisco Flex 7500 FÚG�G � 8510H�)�G�3¸G�Fþ DTLS GUGŠGM GCGkGŠ GV FÜ�µG�G�FöFÔG�FéF¹DTLS 
GUGŠGM GCGkGŠ GV G"�w� �ìFéG� FïG�Fû�9Fþ Gw G2 GIG• GG G"2N
°FéG� �²0[ G� G2 G• GG
0 [ G � F Ò G � G �F ëG #F ¹

AP F÷Fþ DTLS GUGŠGM�/�•�ì�•#Ý�öFÿ��Fþ Fø FÚ G� F÷FéF¹

• Cisco 1130F1̧240 G E G x G ŠG HH �DTLS GUGŠGM�/�•�ìFÿ GK Gc GV G4 G5 G0F÷��/œ Få G�G�FéF¹

• Cisco 1040F1̧140F1̧250F1̧522F1̧530F1̧550F1̧552F1̧600F1̧700F1̧850F2̧600F2̧700F3̧500F3̧600F3̧700 
G E G x G ŠG HH �DTLS GUGŠGM�/�•�ìFÿG]GŠ GW G4 G5 G0F÷��/œ Få G�G�FéF¹

�@ DTLS GUGŠGM�/�•�ìG"�w� �ìFéG� Fø F¸AP Fø WLC Fþ�g�‰FþG_Gc G7GŠGlG• GGFû�s8jG"�ZFØ G
FïFÜFóFö DTLS GUGŠGM�/�•�ìFÿF �̧–1¤Få G�FöFÔFúFÔG[ GQ GV G}GŠ G= 2zFç Fû�_
°Få G�FöF AP FðFá
F÷�w� �ìFéG� �²0[FÜFÒ G� G�FéF¹

G z G 2G r 3 G V G •G [G y
G z G 2 G r 2 F ø G z G 2 G r 3 FþFÔFêG�FþGpGŠ GW F÷ G� �·�8FéG� LWAPP F ø F ÿ$ �F ú G � F ¸CAPWAP FÿGz G2 Gr 3 F÷
FþG��·�8FçFA̧P Fø WLC Fþ�g�‰F÷ IP G 0 G W G z G GF þ� f& gG "� ²0 [ F ø F ç G �F éF ¹CAPWAP F÷FÿF¸IPv4 �_
°Fû
Fÿ UDPFI̧Pv6 �_
°FûFÿ  UDP G � F ïF ÿ UDP LiteH�GUGc G7Gy GV H�G"�Q#ÝFéG� Fã Fø F÷F �̧p6ëG[
2zFç Fþ AP Fø WLC 6ëFþ3û�™G"
Ç eFû Fç FöFÔG�FéF¹CAPWAP F ÷ G V G •G [G y G_G? GQ GV FþGc Gw G
GTGŠGE Gu G•FÚG�G� Gx G0GIG•GdGyG"���‹F÷ FÝ G�FéF¹Fã G�Fû G� G� F¸WLAN G = G w G 2 G 0 G • G V G V G w G c G
G = F ÷F ÿ 1500 G ^ G 2 G V F þ MTU 
 ²� /G "� Q# ÝF ÷ F Ý G � G � F Ö F ûF ú G � F ¸G V G •G [G y G8GŠG^GŠGf GQ GW Fþ1*�
0[FûFú G� G�FéF¹

�@ Gc Gw G> Go G•GTGŠGE Gu G•FÚG�G� Gx G0GIG•GdGyFþ��#.G"�q4:�ìFéG� FïG�F¸WLC G � F ïF ÿ AP FÜ�w�™FéG�
G c G w G > G o G • G V F þ� XF ÿ� D7 HF å G �G �F éF ¹Cisco Unified Wireless Network G"�_
°FéG� FÖ FØF÷GCGkGŠ
G�G�# .� •$×Fú MTU FþGC G2 GHFÿ 1500 G^G2 GV F÷FéFÜF¸MTU FÜ 500 G^G2 GV &ì�ØFþG[ GQ GV G}G
G�G�F¸GK Gx GsGŠGE Gu G•Fÿ�e8ŸFú Fß �·�8Fç G�FéF¹

�è�WFþ�WFÿF¸IPv4 G [ G Q G V G }G Š G = 2 zF ç F þ CAPWAP �ï�8G"&gFéFïG�Fþ CAPWAP G_G? GQ GV G ; G q G e
GO Gq F÷FéF¹�Ÿ�•�ìFþGCG•GeGyFÿF¸Wireshark G_G? GQ GV G0GX Gw G2 GDG"�Q#ÝFç FöG; Gq GeGO
F÷FéF¹

�W 2-6 FÿFÇAPWAP G A G • G V G {G ŠG y G_G? GQ GV Fþ�Ÿ�•�ìFþ�M4ŠG"&gFç FöFÔG�FéF¹WLC F Û G � F þF éG 	F
Fþ CAPWAP G A G • G V G {G ŠG y G_G? GQ GV Fø � � ]F¸Fã FþG_G? GQ GV G� WLC F Û G � UDP ��
›GkGŠ GV 5246 G"
�Q#ÝFç Fö3æG� G�Fö FÝ Fï G� FþF÷FéF¹Control Type 12 FÿFA̧P 0¿���_��G"  CAPWAP AP Fû�ûFéFïG�Fû 
WLC F û G � G � � Q# Ý F å G �G � G A G • G c G 1 G < G s G zG ŠG E G u G • G A G lG • G W G "/ ²F ç G �F éF ¹CAPWAP G A G • G V G {G 
G_G? GQ GV FþGhG2 G{GŠ GW FÿF¸AP FÜ WLC Fû�K)FFç FöFÔ G� ���œF ĢUGc G7Gy GV F÷ DTLS G"�Q#ÝFç Fö AES 
�/�•�ì Få G�G�FéF¹
2-7
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW

 



 

'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
CAPWAP

F¹FéG	Fö
�W2-6 CAPWAP G A G • G V G {G ŠG y G_G? GQ GV

�W 2-7 FÿF8̧02.11 G e G {G ŠG d0 [� ÓG "� µG � CAPWAP G_G? GQ GV Fþ�Ÿ�•�ìFþ�M4ŠG"&gFç FöFÔG�Fé
Fþ CAPWAP F÷G9GeGIGy� ì Få G�G� 802.11 Gc GzGŠGn Fø � �]F¸Fã FþG_G? GQ GV G� UDP ��
›GkGŠ GV 5246 
G"�Q#ÝFç Fö CAPWAP AP F Û G � WLC Fû3æG� G�G� G_G? GQ GV F÷FéF¹Fã Fþ�[F÷FÿF¸RF �_��G"  WLC Fû�f
�jFéG� FïG�FûFÇAPWAP G_G? GQ GV FûFÿF �̧w�™�™�•�I�Ø/²&gH�RSSIH�Fþ�Í Fø �™�•�P7§8b�šH�SNRH�Fþ
� Í G � � µG �G �F öF ÔG �F éF ¹F ã F þ� [F ÷F ÿF ¸DTLS GUGŠGM�/�•�ìFÿ�w� FûFú Fó FöFÔG�FëG#F¹
2-8
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� �� œF ÿF ¸

ÜF í

CGkGŠ GV Få G�FöFÔ

ÿF �̧M4ŠFþ
G y
�W2-7 CAPWAP Fþ 802.11 GeG{GŠGd0[�Ó

�W 2-8 FÿF �̧9Fþ CAPWAP F÷�/�•�ì Få G�Fï  802.11 G c G zG ŠG n G "& gF ç F öF ÔG �F éF ÜF ¸F ã F þ�W 2-7 
Fû&gFéG� FÖ Fú 802.11 GUGŠGM G c G zG ŠG nF ÷F éF ¹F ã G �F ûF ÿF �̧ ö
 ²F ú 802.11 G c G zG ŠG nF þG �F ÛF ûF ¸WLC Fû
�PFéG� RSSI Fø SNR Fþ�_��FÜ�µG�G�G�FéF¹Fã Fþ�WFÿF¸CAPWAP F÷F8̧02.11 FþGUGŠGM G c G zG ŠG nF
Fþ�ÚFþ 802.11 FþGc GzGŠGn Fø �  � ]Fû�…G�G�G � Fã Fø G"&gFç FöFÔG�FéF¹�W 2-8 FÿFA̧P Fø WLC Fþ6ëFþ 
CAPWAP G_G? GQ GV F÷F �̧q�` MTU GC G2 GHFû�œG�FëFï Gc Gw G> Go G•GTGŠGE Gu G•FÜG
G � F ã F ø G "& gF ç F öF ÔG �F éF ¹

�@ Wireshark �Ÿ�•�ìF÷FÿF¸Gc GzGŠGn�D�š�Ÿ�•�ìG^ G2 GV FÜ GG G} GQ Ge Få G�FöFÔG�FéF¹Fã G�F AP 
F Ü F ã G � G � F þG ^ G 2 G V G " G G G } G Q G eF éG � F ã F ø G "* ƒ� ÖF ç F öF ¸CAPWAP G_G? GQ GV Fþ Wireshark G e G { G V G A
Fþ0Ž�Ò�pFû��/œ Få G�G�FéF¹Fã Fþ�[F÷FÿF¸DTLS GUGŠGM�/�•�ìFÿ�w� FûFú Fó FöFÔG�FëG#F¹
2-9
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Gz GQ
G V F ç F öF ÔG �F éF ¹G [ G Q G V
G� Fã Fø

Fã
G xH G n
C�¥
�W2-8 CAPWAP GUGŠ GM G c G zG ŠG n

CAPWAP GpGŠ GW
G x G x G ŠG G 8.0 �è7FFÇisco Unified Wireless NetworkH�CUWNH�F÷FÿF¸IPv4 Fø IPv6 FþFÔFêG�FþG0 GW
G E G • G > G "� Q# ÝF ç F öF Ô G � G 0 G = G I G G G k G 2 G • G V F ÚG �G �G A G • G V G {G ŠG w G � G CG kG Š
G}GŠ G= 'ö#.*…Fÿ AP Fø WLC Fþ�_
°Fû(ç!›Fï G�  IPv4 G � F ïF ÿ IPv6 FþG[ GQ GV G}GŠ G= G"�Q#ÝFé
G � F ÷ F ÝG �G �F Ģ UG s G 0G yG G G M G Q G = G [ G Q G V G }G Š G = G "� Q# ÝF ç F ö IPv4 F Û G � IPv6 G�Fþ4D&ãG"
Ç eFûFéG�
F ø G � F ÷ F Ý G �F éF ¹8.0 G x G x G ŠG GF þ� M# ” F ø F ç F ö CAPWAP G e G { G V G AG yF ÚG �G �G U G 1 G G G 9G ^ G o G 9G YG
FÜ�Ñ�G Få G�F¸IPv6 FÜGCGkGŠ GV Få G�G� G� FÖ FûFú G� G� Fç FïF¹CAPWAP FÿF "̧I��FþG[ GQ GV G}GŠ G= #”�
FáFû IPv4H�CAPWAPv4H�GpGŠ GW G� FïFÿ IPv6H�CAPWAPv6H�GpGŠ GW F÷�·�8�•+�FûFú G� G� Fç FïF¹

G[ GQ GV G}GŠ G= 'ö#.*…FÿF �̧g�‰Fþ IP G e G { G V G AG y G^GŠGF Gu G• G"GCGkGŠ GV FéG� FïG�FûF¸AP FÜ WLC G"
�K)FFéG� Fø FÝ Fþ
ƒ
› CAPWAP GpGŠ GW H�CAPWAPv4 G � F ïF ÿ CAPWAPv6H�G"0¿��F÷ FÝ G�FéF¹
ƒ
›
GpGŠ GW Fÿ��Fþ 2 FôFþGzGgGyF÷0¿��F÷ FÝ G�FéF¹

• G > G {G ŠG ^G y0 ¿� �H ��W 2-9H�

• AP G>GyGŠGe�[�wH��W 2-10H�
2-10
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F þ

GW
xG z
�FéF¹

å G�Fö
Få G�

�FöFÔ
GW
�W2-9 CAPWAP 
ƒ
›GpGŠ GW H�G>G{GŠG^Gy0¿��H�

�W2-10 CAPWAP 
ƒ
›GpGŠ GW H�AP G>GyGŠGe�[�wH�

CAPWAP GpGŠ GW F÷FÿF¸AP F û G � G �4 E� ¥F ÿF ¸AP Fø WLC Fþ�g�‰Fû��/æ Få G�FöFÔ G� IP G 0 G W G z G G G^GŠ
G F G u G •F ¸AP F û� �* O F å G �F öF Ô G � G e G w G 2 G l G x F ¸G IG 9 G •G N G x F ¸G MG ŠG E G q G x WLC G 0 G W G z G GF ¸AP FûGe GQ
G E G s F å G �F ï
 ƒ
 ›G pG Š G W F ú F ùF ¸F å G � F æ G � F ú0 [� IF û� öF õF ÔF ö/ œG �G �G �F éF ¹

�Q#Ý�•+�Fú CAPWAP �·�8GpGŠ GW Fþ0¿��Fþ�+0[G"��Fû&gFç G�FéF¹

• GUGc G7Gy GV H�G> G{GŠG^Gy
ƒ
›GpGŠ GW FÿF¸IPv4 Fû0¿��Få G�F ĢUGc G7Gy GV AP G>GyGŠGe
ƒ
›GpGŠ
Fÿ�•0¿��Fû0¿��Få G�G�FéF¹AP FûGe Gw G2 Gl Gx F ĢIG9 G•GN Gx F¸G� FïFÿGMGŠGE Gq G WLC IPv6 G 0 G W
GGFÜ =
�Få G�FöFÔFúFÔ���œG"7VFÝF¸AP F÷FÿGUGc G7Gy GV F÷Fÿ IPv4 G"
ƒ
›FéG� Fã Fø FûFú G� G

• AP G>GyGŠGe�[�wH�
ƒ
›GpGŠ GW H�IPv4 G � F ïF ÿ IPv6H�FÿF¸AP G>GyGŠGeFþ
ƒ
›GpGŠ GW FÜ0¿�� F
F Ú G � F ¸AP FÜFíFþG>GyGŠGeFû�“Fç FöFÔ G� ���œFþG�F¸AP Fû4:#Ý Få G�G�FéF¹
ƒ
›GpGŠ GW FÜ��*O
FöFÔFúFÔ���œFÿG> G{GŠG^Gy
ƒ
›GpGŠ GW FÜ)E�Ž Få G�G�FéF¹

• G > G {G ŠG ^G yH �F ã F þ
 ƒ
 ›G pG Š G W F ÿF Ģ UG c G 7G y G V AP G>GyGŠGeFÚG�G�
ƒ
›GpGŠ GW FÜ0¿�� Få G
FúFÔFíFþ�ÚFþFéG	FöFþ AP G>GyGŠGeFû4:#Ý Få G�G�FéF¹GUGc G7Gy GV AP G>GyGŠGeFþ
ƒ
›GpGŠ
Fÿ�m�·F÷��*OF÷ FÝ FúFÔ Fã Fø Fû�@�–Fç Fö Fß Fð Få FÔF¹
2-11
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�»�KFéG�
/œFç G�FéF¹�g�‰FþGpGŠ

G�G�
G Š

G •
éF¹FãG�Fû

VFû
F»Fþ

� � \F ö G �
FÔ G�
F¹
ç G�FéF¹

•F Ü' ö# . F å G �
�SFû

¹

F ÷� ÂF è

z G G
�
ÅF ÷� Â

Gq GxŠ G w
�_
ÂG
• �K)F�»�KH�
ƒ
›GpGŠ GW FÜ0¿�� Få G�FöFÔ G� AP FÜ GA G• GV G{GŠGw Fû�K)FFç G� FÖ Fø Fç Fö
Fø F �̧ÚFþGpGŠ GW FûGc G7GŠGyG^ GQ G= Fç Fö� Fè GA G• GV G{GŠ GwG�Fþ�K)FG"0è
GW FÜ�»�KFéG� Fø F¸AP Fÿ��FþGU G1 GG G9G^ Gx �Â'ÅFû&ã�·Fç G�FéF¹

• 7ü$×0¿��H�7ü$× IP 0¿��FÿG> G{GŠG^GyG� FïFÿ AP G>GyGŠGe�[�wFþ
ƒ
›GpGŠ GW G� G� G� 
ƒ
›Få
FéF¹Fï Fø FØG�F¸G> G{GŠG^Gy
ƒ
›GpGŠ GW FÜ IPv4 Fû0¿��FåG�FöFÚ G� F¸AP FûGe Gw G2 Gl Gx G A G • G V G {
G w F þ7 ü$ × IPv6 G0 GW Gz GGFÜ��*OFåG�FöFÔG����œF¸AP F÷Fÿ CAPWAPv6 GpGŠ GW G"�Q#ÝFç Fö WLC G"
�K)FFç G�FéF¹

AP G>GyGŠGe�[�wFþ
ƒ
›GpGŠ GW G"�Q#ÝFéG� Fø F¸Få G� Fæ G� Fú AP G>GyGŠGeF÷�<#ÝFéG� CAPWAP G V G w
GGGkGŠ GV GpGŠ GW Fû'ö#.*…FÜ
½�/$×Fû�s8jG"�ZFØ G� Fã Fø FÜF÷FÝ G� FïG���3>�öFÜ�¥�VFç G�F
G� G� F $̧�Fú G� GaGyGU G1 G•G> G� FïFÿGCG2 GV G" G� FïFÜFóFö�_
°FåG�FöFÔG� AP FÜ$�Fú G� CAPWAP GpGŠ
GW G"�Q#ÝFç Fö�·�8F÷FÝ G�FéF¹Fï Fø FØG�F F̧éF÷Fû IPv6 Fû&ã/œFç FïG; Gq G•G_GGFûFÒ G� AP F÷Fÿ 
CAPWAPv6 G"�Q#ÝFç Fö WLC G"�K)FF÷FÝ G��M�‰F÷F¸IPv6 FûG�Fð&ã/œFç FöFÔFúFÔ Gx GpGŠ G GCG2 GV
F Ò G � AP F÷Fÿ CAPWAPv4 G"�Q#ÝFç Fö WLC G"�K)FF÷FÝ G�FéF¹GUGs G0GyGG GM GQ G=0¿��Fþ�¶ WLC 
F÷FÿF¸CAPWAPv4 GpGŠ GW Fø CAPWAPv6 GpGŠ GW FþFÔFêG�FþGpGŠ GW F÷�·�8Fç FöFÔG� CAPWAP AP F ÷ G �
GCGkGŠ GV F÷FÝ G�FéF¹

�@ IPv6 Fû�P�ÂFç FöFÔFúFÔ�‚FÔ G2 Go GŠGF G"��/œFç FöFÔ G� AP FÿFW̧LC Fû IPv4 G 0 G W G z G GF Ü� m G
G�FöFÔ G� ���œFû7H G� F¸IPv6 �P�Â  WLC G"�K)FF÷ FÝ G�FéF¹IPv4 �P�Â  WLC G"�K)FFç G� FÖ Fø Fç Fö 
IPv6 �P�Â  AP F ÷ G � �  � ]F ÷F éH �AP Fû IPv4 G0 GW Gz GGFÜ�m G� �\Fö G� G�FöFÔ G� Fã Fø FÜ�S�fH�IPv6 �_
°F÷
FÿF �̧è���•+�Fú  WLC G" 1 �Ž�è�VF I̧Pv4 G"GCGkGŠ GV FéG� G� FÖ Fû0¿��FéG� Fã Fø G"FÚ�ÈG� F

8.0 F÷3ã�• Få G�Fï IPv6 �I�ìFþ0ò(ýFûFôFÔFöFÿF F̧ÄCisco Wireless LAN Controller IPv6 Deployment 
GuideFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

WLC G U G 1 G GG 9G ^G x F ÚG �G �4 E� ¥
CAPWAP #”�CF÷FÿF¸Lightweight AP Fÿ CAPWAP G U G 1 G G G 9G ^ G x G o G 9G YG H G nF û G � F ó F ö WLC G"�è%±
FçF ¸GA G• GV G{GŠGw Fû CAPWAP �K)F0[�ÓG"3æ�™Fç G�FéF¹AP FÜ WLC G"�K)FFéG� Fø F¸WLC F û G � F ó F ö 
AP Fþ�S�BF¸Gc G/ GŠGn G4 G5 G0F �̧D�š GV Gw G•GD G= GE Gu G•F F̧ÚG�G�GUGŠGM G V G w G •G D G = G E G u G
G�FéF¹CAPWAP AP G" Cisco Unified Wireless Network FþG0 G= GT G1 Gd G_GŠ GV FûFéG� FûFÿF F̧íFþ 
AP FÜ WLC G"�è��Fç Fö�K)FFéG� �²0[FÜFÒ G� G�FéF¹

�›  Cisco AP F÷FÿF �̧�FþGU G1 GG G9G^ Gx FþGe G{ GI GGFÜGCGkGŠ GV Få G�FöFÔG�FéF

GGGT GQ Ge1 G d G {G Š G W G ; G q G G G V G U G 1 G G G 9G ^ G x H �AP FÿF¸IPv4 G d G {G Š G W G ; G q G G G V G 0 G W G z G GH �255.255.255.255H�Fû 
CAPWAP G U G 1 G G G 9G ^ G x Go GQ GIGŠGF G"3æ�™Fç G�FéF¹� Fè VLAN Fû�K)F Få G�FöFÔ G�FéG	FöFþ WLC 
FÜGU G1 GG G9G^ Gx Go GQ GIGŠGF G"�w�™FéG� Fã Fø FûFú G� F ĢtGYG; Gq GG GV IPv4 G U G 1 G G G 9G ^ G x � Â' Å
G � F ã F ø F ûF ú G � G �F éF ¹

GGGT GQ Ge2 GlGyGOG; Gq GG GV G U G 1 G G G 9G ^ G x H �AP FÿF F̧éG	FöFþ GA G• GV G{GŠGw GlGyGOG; Gq GG GV G>GyGŠGe G 0 G W G
H�FF01::18CH�Fû CAPWAP G U G 1 G G G 9G ^ G x Go GQ GIGŠGF G"3æ�™Fç G�FéF¹� Fè VLAN Fû�K)F Få G�FöFÔ G
FéG	FöFþ WLC FÜGU G1 GG G9G^ Gx Go GQ GIGŠGF G"�w�™FéG� Fã Fø FûFú G� F¸IPv6 G U G 1 G G G 9G ^ G x � Â'
F è G � F ã F ø F ûF ú G � G �F éF ¹

GGGT GQ Ge3 G{GŠG9GyFû�–�Ñ Få G�FöFÔ G� GA G• GV G{GŠGw Fþ IPv4 G � F ïF ÿ IPv6 G 0 G W G z G G G U G 1 G G G 9G ^ G x H �AP FÜ�¦�S
Fû WLC Fû6õ4��ÜFá G� G�FöFÔFï���œFÿF Ģe Gw G2 Gl Gx F¸GIG9 G•GN Gx F F̧ÚG�G�GMGŠGE G A G • G V G {G
Fþ IPv4 G � F ïF ÿ IPv6 G 0 G W G z G GF Ü AP Fþ�Y�y$Î�ö Go Gp Gx H�NVRAMH�Fû�–�Ñ Få G�FöFÔG�FéF¹�Ò�‹Fþ

°#ÝFû AP F û G A G • G V G {G Š G w F þ IPv4 G � F ïF ÿ IPv6 G0 GW Gz GG G"�–�ÑFéG� Fã FþGe G{ GI GGFÿF F̧G 0 G = G I G 
G k G 2 G • G V F þG e G w G 2 G m G • G >FÃ Fø �çG�G�G�FéF¹
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CAPWAP

• G"�Q#ÝFç
éF ¹

™F ç

ø F ûF ¸
F å G �G �

G V G " G = G 6

ø F ûF ¸
F å G �G �
x G G G V

G "� �
E Gq Gx Fþ

FþGe
GGGT GQ Ge4 DHCP G U G 1 G G G 9G ^ G x H �DHCPv4 GCGŠG^G� DHCPv6 GCGŠG^FÿF ĢgG•GNGŠ�[�wFþG8GeGE Gu G
Fö AP Fû WLC Fþ IP G 0 G W G z G G G " G 0 G W G ^ G M G 2 G HF éG � G � F Ö F û0 ¿� � F å G �G �F

– G8GeGE Gu G• 43 G"�Q#ÝFç Fï DHCPv4 G U G 1 G G G 9G ^ G x H �DHCPv4 GCGŠG^FÿG8GeGE Gu G• 43 G"�Q
#ÝFç FöF¸1 �¶�è�VFþ  WLC 'ö#.  IPv4 G 0 G W G z G G G " AP Fû�f�j Fç G�FéF¹G8GeGE Gu G• 43 �ÍFÿ  
DHCPv4 Fþ OFFER G_G? GQ GV FÚG�G�&�1��Â'ÅG_G? GQ GV F÷ AP Fû�f�j Få G�G�FéF¹

– G8GeGE Gu G• 52 G"�Q#ÝFç Fï DHCPv6 G U G 1 G G G 9G ^ G x H �DHCPv6 GCGŠG^FÿG8GeGE Gu G• 52 G"�Q
#ÝFç FöF¸1 �¶�è�VFþ  WLC 'ö#.  IPv6 G 0 G W G z G G G " AP Fû�f�j Fç G�FéF¹G8GeGE Gu G• 52 �ÍFÿ  
DHCPv6 FþG0 GW G^ GM G2 GH G_G? GQ GV FÚG�G� Gx Ge Gw G2 G_G? GQ GV F÷ AP Fû�f�j Få G�G�FéF¹

GGGT GQ Ge5 DNS G U G 1 G G G 9G ^ G x H �AP Fÿ cisco-capwap-controller.localdomainH�localdomain Fÿ DHCP FÜ�m G� �\Fö
G� AP G W G o G 2 G •� ¡H �G "0 Ž� ôF ç G � F Ö F ø F ç F ö DNSv4 GCGŠG^G� DNSv6 GCGŠG^Fû DNS G = G 6 G x G "3 æ�
G�FéF¹

– DNSv4 G U G 1 G G G 9G ^ G x H �WLC F÷'ö#.Fç FöFÚ G� F¸AP Fû�f�j Få G�G� IPv4 G 0 G W G z G G F ä F
cisco-capwap-controller G i G G G V � ¡# ÝF þG [G ŠG n GCGŠG^�VFûG0 GW Gz GG G z G AG Š G W F Ü� �* O
FéF¹G[GŠGn GCGŠG^F÷FÿF �̧�*O Få G�Fï�› A G z G AG Š G W F û� PF éG � IPv4 G 0 G W G z G GF þ G x G G
Gx Fû�PFç Fö3É�™Fç G�FéF ¹

– DNSv6 G U G 1 G G G 9G ^ G x H �WLC F÷'ö#.Fç FöFÚ G� F¸AP Fû�f�j Få G�G� IPv6 G 0 G W G z G G F ä F
cisco-capwap-controller G i G G G V � ¡# ÝF þG [G ŠG n GCGŠG^�VFûG0 GW Gz GG G z G AG Š G W F Ü� �* O
FéF¹G[GŠGn GCGŠG^F÷FÿF �̧�*O Få G�Fï�› AAAA G z G AG Š G W F û� PF éG � IPv6 G 0 G W G z G G F þ G
G" G= G6 Gx Fû�PFç Fö3É�™Fç G�FéF¹

AP Fû�f�jFéG� FïG�Fû DNSv4 G � F ïF ÿ DNSv6 G[GŠGn GCGŠG^Fû�q�± 3 �¶FþG0 GW Gz GG G z G AG Š G W
*OF÷ FÝ G�FéF¹� ›Gz GAGŠ GW FÿF Ģe Gw G2 Gl Gx F¸GIG9 G•GN Gx F F̧ÚG�G�GMGŠG WLC Fþ IPv4 G � F ïF ÿ 
IPv6 G 0 G W G z G GF û� P� ÂF ç G �F éF ¹

GGGT GQ Ge6 G G G T G Q G e 1 HZ 5 Fþ�‹FÇAPWAP GU G1 GG G9G^ Gx �Â'ÅFÜ�w�™ Få G�FúFÔ���œF¸AP FÿGU G1 GG G9G^ Gx
G { G I G G G " G x G I G Q G V F ç F öF Û G � F 
̧ Ì6 äF ç G �F éF ¹

WLC Fþ4E�¥G")
FØFï AP F÷FÿF¸Fã Fþ AP FûGe GQ GE Gs Få G�Fï CAPWAP 
ƒ
›GpGŠ GW Fû�ÂFè FöF¸
CAPWAPv4 Fø CAPWAPv6 FþFÔFêG�Fû G� Fó Fö�K)FFéG� FþFÛG"4E�¥Fç G�FéF¹
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CAPWAP

z G G
Š

Gx H�FÜ0¿� � Få G�FöFÔG�FéF¹

F¸
�W2-11 AP CAPWAP G U G 1 G GG 9G ^G xF þ� W

AP G e G w G 2 G m G •G >

�±4Š�(Fþ�_
°F÷FÿFḐHCP G � F ïF ÿ DNS G U G 1 G G G 9G ^ G x G "� Q# ÝF ç F ö 1 �¶�è�VFþGEGŠ GW WLC G 0 G W G
FÜ�f�j Få G�G�FéF¹�‹)FFþ WLC G U G 1 G G G 9G ^ G x � Â' ÅF û G � F ó F öF ¸WLC GpGa Gx GT G1 G>GyGŠGe G o G •G ^G
Fþ�ö
²Fú Gx GG GV FÜ AP Fû�f�j Få G�G�FéF¹3û�–F¸AP FûFÿF 
̧ƒ
› WLC G"/²FéF1̧ HZ 3 �¶Fþ WLC 'ö#.  IP 
G0 GW Gz GGFþ Gx GG GV H�Ge Gw G2 Gl Gx F¸GIG9 G•GN Gx F F̧ÚG�G �GMGŠGE Gq


ƒ
›  WLC FÜ�Q#ÝF÷ FÝ Fú Fß Fú G� FÛF Ģ8GŠG^GŠGCGd GG G= Gw G2 Gd Få G�FöFÔ G� ���œAP Fÿ CAPWAP 
G U G 1 G G G 9G ^ G x � Â' ÅF ÷& �1 �F åG �F ï WLC F þ G x G G G V F Û G � � 9F þ WLCF̧FôG� G� F̧�qG�2�,́ Fþ�aFúFÔ  WLC G"
4E�¥Fç G�FéF¹
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G �G �
G�Fö
Gx Fû
GG
�W2-12 AP G e G w G 2 G m G •G >F þ� [

�@ AP FþGe Gw G2 Gm G• G> G"/œ FÖ ���œF Ģe Gw G2 Gl Gx G A G • G V G {G ŠG wF ¸G IG 9 G •G N G x G A G • G V G {G ŠG w F F̧ Ú
GMGŠGE Gq Gx G A G • G V G {G ŠG w F þ' ö# .G 0 G W G z G GF ÿF ¸IPv4 Fø IPv6 FþFù Fñ G� G� �Q#ÝF÷ FÝ G�FéF¹��*O Få
F Ô G � G 0 G W G z G GF û AP Fû G� Fó Fö�?4)�•+�F÷FÒG�G��e8ŸFÒ G� G�FëG#F¹FïFð FçF �̧"�MFþG6G• GV IPv4 
G 0 G W G z G G F ø IPv6 G 0 G W G z G GF þ� g� ‰F ÿ� �* OF ÷ F Ý G �F ëG #F ¹� ›G 6G • G V G x F ÿF ¸IPv4 G � F ïF ÿ IPv6 FþG0 GW Gz 
1 �¶FþG�G"�µG� Fã Fø FÜF÷ FÝ G�FéF¹
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G A G 0 G A G •G kG ŠG [G • G V

G?GŠ
G

G �G �G CG ŠG a

ûFôFÔ
G A G 0 G A G •G kG ŠG [G • G V
Cisco Unified Wireless NetworkH�CUWNH�FÿF �̧û��FÚG�G�GCGŠGa GG Ge G{ G^ G2 GNGŠFû9×�ö+�F÷ GG
G w G dG yF ú 802.11ac G } G 2 G r G z G G GCGŠGa GG G"�f�jFéG� G� FÖ Fû0¿0£ Få G�FöFÔG�FéF¹Cisco G } G 2 G r G z G 
GK Gx GsGŠGE Gu G•FÿF �̧p�¸7Ÿ�p�ºG�FïFÿ�(�S�ºFþ�_
°FûFÚFá G� �±0d�•!“)z LAN Fþ�_
°FÚG�G�'ö#.G"
GE G•GeGyFûFéG� Fø Fø G� Fû�  G= Gw GG�q9×FþGIG; Gs Gx GT G1 F ĢtGŠGD G 6 G = G GG h G x G 6G • G GF F̧ Ú
GG G"�f�j Fç G�FéF¹

Cisco Unified Wireless Network Fÿ��Fþ0[(òFû G� Fó Fö�S�B Få G�G�FéF¹

• Cisco Wireless LAN ControllerH�WLCH�

• Cisco Aironet G 0 G = G I G G G k G 2 G • G V H �APH�

• Cisco Prime InfrastructureH�PIH�

• Cisco Mobility Services EngineH�MSEH�

Fã Fþ8oF÷FÿF 4̧E�¥�•+�Fú WLCFA̧PF̧FÚG�G� PI Fþ0���G8GeGE Gu G•FûFôFÔFö1��ÂFç G�FéF¹0ò(ýF
FöFÿF F̧ÄCisco Mobility Services EngineFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

�@ �}���VFþ#.#äFÛ G� Fø �M2��öG")T�âFéG� FïG�FûF¸Fã FþGlGY Gs G0GyF÷FÿF F̧éG	FöFþ Cisco Wireless 
LAN Controller G" WLCFA̧ironet G 0 G = G I G G G k G 2 G • G V G " APFÇisco Prime Infrastructure G" PI F ø / ²0 °
F ç G �F éF ¹
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G A G 0 G A G •G kG ŠG [G • G V

GkGŠ GV
F éF ¹! “) z G x
GŠGw G"
Š
; Gs Gx GT G1G5
Ge

Fö

• G V
Cisco G}G2GrGzGG LAN G A G • G V G {G ŠG w
Cisco Wireless LAN Controller FÿF8̧02.11a/n/ac G e G { G V G AG yFÚG �G � 802.11b/g/n G e G { GV GAGyG"GC
FéG�F Ģ6G• GMGŠGe Gw G2 GH G= Gw GGFþ9×�ö+�G} G2 GrGz GG G G G 2 G Q G OG •G > G e G w G Q G V G c G 7G ŠG nF ÷
GKGŠGG'ö# .H �RRMH��µ+�FÜ�š3UFåG�FöFÔG�G8GhGzGŠGT G1 G•G> GE GG GTGnFþ�D�š�WF÷GA G• GV G{
'�
>FéG� Fã Fø Fû G� G� F¸802.11 RF #”�CF÷Fþ Gx G0GyGM G2 GnFþ�š�ìFû+¬�·�P�ÂFéG� CUWN G K G x G sG
GE Gu G•FÜ��#' Få G�G�FéF¹GA G• GV G{GŠGw FÿF 9̧×�ö+�FúG[ GQ GV G}GŠ G= FÚG�G�GIG G]GŠ GW G4
G0 G"�p�°Fû0¿0£FåG�FöFÚ G� F �̧ÚFû�[FþFúFÔGIG; Gs Gx GT G1 G"
�FØFï�™8—�öFþ9×FÔ 802.11 G6G• GMGŠ
G w G 2 G H G [ G Q G V G }G ŠG = G "� �# 'F ç G �F éF ¹

F ã F ã F ÷F ÿF ¸8.1 G x G x G ŠG G F ÷G CG kG Š G V F å G �F öF Ô G � Cisco WLC Fþ�›'�GpGUGyFÚG�G�FíFþ�µ+�FûFôFÔ
1��ÂFç G�FéF¹

/² 2-2 GEGG GAFþG}G2GrGzGG GA G• GV G{GŠGwFþ�+0[

Cisco 2504 
G}G2GrGz
GG G A G • G V
G{GŠGw

Cisco 5508 
G}G2GrGz
GG G A G • G V
G{GŠGw

Cisco 5520 
G } G 2G rG z
GG G A G • G V
G{GŠ Gw

Cisco Flex 
7510 G}G2Gr
GzGG G A G • G V
G{GŠGw

Cisco 8510 
G}G2GrGz
GG G A G • G V
G{GŠGw

Cisco 8540 
G}G2GrGz
GG G A G • G V
G{GŠGw

G}G2GrGzGG 
GCGŠGaGG 
GpGF GsGŠGy 
2H�WiSM2H�

�ì�•G}G2Gr
GzGG G A G •
G V G {G ŠG w

G c G 7G ŠG n 
G c G / G = G M

1U G0Ge Gw
G 2 G 0 G • G G

1U G0Ge Gw
G 2 G 0 G • G G

1U G0Ge Gw
G 2 G 0 G • G G

1U G0Ge Gw
G 2 G 0 G • G G

1U G0Ge Gw
G 2 G 0 G • G G

2U G0Ge Gw
G 2 G 0 G • G G

Module Software

G e G w G Q G V
G c G 7G ŠG n) +� œ

0ñ�\Fú Fç 0ñ�\Fú Fç 0ñ�\Fú Fç 0ñ�\Fú Fç 0ñ�\Fú Fç 0ñ�\Fú Fç 0ñ�\Fú Fç 0ñ�\Fú Fç

�Ñ�G�ö 75 X G 0 G =
G I G G G k G 2
G • G V

1,000 X G=
G w G 2 G 0 G • G V

1 Gbps GG
GyGŠGe GQ GV

500 X G 0 G =
G I G G G k G 2
G • G V

7,000 X G=
G w G 2 G 0 G • G V

8 Gbps GG
GyGŠGe GQ GV

1500 X G0
G = G I G G Gk
G 2 G • G V

20,000 X G=
G w G 2 G 0G • G V

20 Gbps GG
GyGŠGe GQ GV

6000 X G0
G = G I G G Gk
G 2 G • G V

64,000 X G=
G w G 2 G 0G • G V

2000 X 
FlexConnect 
G>GyGŠGe

6000 X G0
G = G I G G Gk
G 2 G • G V

64,000 X 
G = G w G 2 G 0
G • G V

10 Gbps 
GGGyGŠ
G e G Q G V

6000 X G0
G = G I G G Gk
G 2 G • G V

64,000 X 
G = G w G 2 G 0
G • G V

40 Gbps 
GGGyGŠ
G e G Q G V

1,000 X G0
G = G I G G Gk
G 2 G • G V

15,000 X G=
G w G 2 G 0 G • G V

8 Gbps GG
GyGŠGe GQ GV

200 X G 0 G =
G I G G G k G 2
G • G V

6,000 X G=
G w G 2 G 0 G

200 X 
FlexConnect 
G>GyGŠGe

Base AP G w G 2
GIG• GG

0.5F1̧5F2̧5F¸
50 �ŽFþ AP

0F1̧2F2̧5F¸
50F1̧00F2̧50 
�ŽFþ AP Fþ
�Q�(H�CISL 
GgGŠGGH�

0F5̧0 �ŽFþ 
AP

0F3̧00F¸
500F1̧000F¸
2000F¸
3000F6̧000 
�ŽFþ AP

0F3̧00F¸
500F1̧000F¸
2000F¸
3000F6̧000 
�ŽFþ AP

0F1̧000 �Ž
Fþ AP

0F1̧00F¸
300F5̧00F¸
1000 �ŽFþ 
AP 

5 AP

AP 3ã�•Gw G2
GIG• GG

1.5F2̧5 �Ž
Fþ AP Fþ�Q
�(H�CISL 
GgGŠGGH�

5F2̧5F5̧0F¸
100F2̧50 �Ž
Fþ AP Fþ�Q
�(H�CISL 
GgGŠGGH�

1 �ŽFþ AP 
Fþ�Q�(H��Q
#Ý�’H�

100F2̧00F¸
500F1̧000 �Ž
Fþ AP Fþ�Q
�(H��Q#Ý�’H�

100F2̧00F¸
500F1̧000 
�ŽFþ AP 
Fþ�Q�(H��Q
#Ý�’H�

1 �ŽFþ AP 
Fþ�Q�(H��Q
#Ý�’H�

100F2̧00 �Ž
Fþ AP Fþ�Q
�(H�CISL 
GgGŠGGH�

1,5F2̧5 �ŽFþ 
AP Fþ�Q�(
H��Q#Ý�’H�

High 
Availability
H�9×�•#Ý�öH�

N+1 N+1 SSO N+1 SSO N+1 SSO N+1 SSO N+1 SSO N+1 SSO N+1 
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G A G 0 G A G •G kG ŠG [G • G V

Ñ

G w
w

G 0 G Q G e G x G • G = 
G 2 G • G MG ŠG c G 5
G 2 G G

4 X 1G 
G2GŠGCG[ GQ
GV GkGŠ GV
H�RJ45H�

8 X 1G G2GŠ
GCG[ GQ GV 
GkGŠ GV
H�SFPH�

2 X 
1G/10G 
G2GŠGC
G [ G Q G V 
GkGŠ GV
H�SFP/
SFP+H�

1 X 10G 
G2GŠGC
G [ G Q G V 
GkGŠ GV
H�SFP+H�

1 X 10G 
G2GŠGC
G [ G Q G V 
GkGŠ GV
H�SFP+H�

4 X 
1G/10G 
G2GŠGC
G [ G Q G V 
GkGŠ GV
H�SFP/
SFP+H�

8 X 1G G2GŠ
GCG[ GQ GV 
GkGŠ GV H�
Æ
4ŠGkGŠ GV
GOGq G[GyH�

1 X �ì�•

7Á ; �¥4Š AC 
7Á ;

ACH�
Õ6× 
PSU G8Ge
G E G u G •H �

ACH�
Õ6× 
PSU G8Ge
G E G u G •H �

AC/DC
H�GUGs G0Gy

Õ6×H�

AC/DC
H�GUGs G0Gy

Õ6×H�

AC/DC
H�GUGs G0Gy

Õ6×H�

AC/DC
H�Catalyst 
G E G qG ŠG EH �

G i G G G V � k�

�)*(�ÜFá Gd Gw G•GOF¸
�`0d�•G8
G c G 1 G G

�û��F¸G; Gq
G•G_GGF F̧Ú
G�G�FéG	Fö
FþGCGŠGa GG
G"���‹FéG�
G d G w G •G O 
G8Gc G1 GG

�û��F¸G; Gq
G•G_GGF F̧Ú
G�G�FéG	
FöFþGCGŠ
G a G G G "� �
�‹FéG� Gd
G w G •G O G8
G c G 1 G G

�¨�XFþ�(
�SFç F ï GA
G • G V G {G Š
G w F ú F ç F þ
G d G w G •G O 
G8Gc G1 GG
Fû�P�ÂFé
G � G IG • G V
G w G y G C G 2
G V F þ G A G •
G V G {G ŠG w

�û��F �̧±0d
�•G; Gq G•
G_GGF¸SP 
Wi-FiF̧�±
0d�•Gd Gw
G•GO

�û��F �̧±0d
�•G; Gq G•
G_GGF¸SP 
Wi-FiF̧�±
0d�•Gd Gw
G•GO

G6G• GMGŠGe
G w G 2 G H 
G ; G q G •G _G G

SP-Wi-FiF¸GA
G • G V G {G Š
F ú F çF þG dG
G•GOF �̧`0d
�•G8Gc G1 GG

/² 2-2 GEGG GAFþG}G2GrGzGG GA G• GV G{GŠGwFþ�+0[ H�)FFÝH�

Cisco 2504 
G}G2GrGz
GG G A G • G V
G{GŠGw

Cisco 5508 
G}G2GrGz
GG G A G • G V
G{GŠGw

Cisco 5520 
G } G 2G rG z
GG G A G • G V
G{GŠ Gw

Cisco Flex 
7510 G}G2Gr
GzGG G A G • G V
G{GŠGw

Cisco 8510 
G}G2GrGz
GG G A G • G V
G{GŠGw

Cisco 8540 
G}G2GrGz
GG G A G • G V
G{GŠGw

G}G2GrGzGG 
GCGŠGaGG 
GpGF GsGŠGy 
2H�WiSM2H�

�ì�•G}G2Gr
GzGG G A G •
G V G {G ŠG w
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G2 Gr Gz GG

û� ™G "� �# 'F ç F ö
GA G• GV G{GŠ Gw F÷FéF¹
Cisco 2504 G}G2GrGzGG G A G • G V G {G ŠG w

Cisco 2504 G } G 2 G r G z G G GA G• GV G{GŠ Gw FÿF �̧p�`�û��FÚG�G�Gd Gw G•GO G8Gc G1 GGFûFÚFÔFöF¸G}
�µ+�G" GE GG GT Gn
²�/F÷��#'Fç G�FéF¹802.11n Fø 802.11ac Fþ�ö+�Fû�œG�FëFö0¿0£ Få G�Fï Cisco 2504 
G } G 2 G r G z G G G A G • G V G {G ŠG w F ÿF ¸Cisco Aironet G 0 G = G I G G G k G 2 G • G V 6 ëF þ G x G 0G y G M G 2 G n3
G } G 2 G r G z G G G[ GQ GV G}GŠ G= Fþ�_
° Fø 4 #ÝG" GE G•GeGyFûFéG� G6G• GV Gx GzGgGyFþ

Cisco 2504 G } G 2 G r G z G G GA G• GV G{GŠGw Fþ0ò(ýFûFôFÔFöFÿF F̧ÄCisco 2500 Series Wireless ControllersFÅG"
�g!·Fç Fö Fß Fð Få FÔF¹

Cisco 2504 G } G 2 G r
G z G G G A G • G V G {G Š G w

�_
°GM G2 Ge G d G w G •G OF �̧ `0 d� •G 8G c G 1 G G

�·�8GpGŠ GW FéG	FöFþGpGŠ GW

�q�±GG G?GŠGy 75 AP

1,000 G = G w G 2 G 0 G • G V

AP �XFþ(
�V 5 HZ 75

Gw G2 GIG• GGFþ�’7H�Ü�Z CISL GgGŠGG

Connectivity 4 X 1G G2GŠGCG[ GQ GV GkGŠ GV
H�RJ-45H�

7Á ; �¥4Š AC 7Á ;

�q�±GGGyGŠGe GQ GV 1 Gbps

FlexConnect Fþ�q�±G>GyGŠGe�X30

FlexConnect G>GyGŠGeFÒFï G� �q
�±  AP �X

20

�q�±�Y�G  AP �X 2,000

�q�±�Y�G G= Gw G2 G0 G• GV �X 2,500 �Ž

�q�±  RFID G M G >� X 500

RF G>GyGŠGeFÒFï G� �q�± AP �X 500

�q�±  AP G>GyGŠGe�X 75

�q�±G2 G• GMGŠGc G5 G2 GG G>GyGŠ
Ge�X

64

�q�±G2 G• GMGŠGc G5 G2 GG/G 2 G •
GMGŠGc G5 G2 GG G>GyGŠGe

64

�q�±  VLAN �X 16

�q�±  WLAN �X 16

9×3ÿGIG; Gs G0 G{GŠ Gm G• G> G = G w
G 2 G 0 G • G V/PMK G ; G q G Q G E G s

700
2-19
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW

 



 

'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
G A G 0 G A G •G kG ŠG [G • G V

Gr Gz GG#ÝFû�™8—�öFþ9×
GUG8Fú
zF ç F û
Gm G• G> G� Fß G{GŠ Gm

GK Gc GV
Cisco 5508 G}G2GrGzGG G A G • G V G {G ŠG w

Cisco 5508 G } G 2 G r G z G G GA G• GV G{GŠ Gw FÿF¸Gm GQ GE Gu G• G= Gx GT G1 G9GyFú G} G2
FÔG_Gc G7GŠGlG• GGF �̧I�ì Få G�Fï��3>�öF F̧ÚG�G�GJ G{ GCGŠGa GG G{ GG G"�f�j Fç G�FéF¹8b�ŒG�Ga
FùFþ G2 G• GM Gw G= GT G1 GdFúGlGyGO Go GU G1 G0 G0Ge Gx G?GŠGE Gu G•FÜ G} G2 Gr Gz GG G [ G Q G V G }G Š G = 2
FíFôFú Fß �·�8�•+�FûFú Fó FöFÚ G� F¸G= Gw G2 G0 G• GV FÿGCGŠGa GGFþ�p�•Fú Fç Fû GM G2
G• G>�•+�F÷FéF¹��3>�öFþ9×FÔ Gw G2 GIG• GGFû G� Fó FöG0 G= GI GG Gk G2 G• GV FþGCGkGŠ GV G�9×�ö+�
G4 G5 G0�µ+�G"(F�"Fû3ã�•F÷ FÝ G�FéF¹

Cisco 5508 G } G 2 G r G z G G GA G• GV G{GŠGw Fþ0ò(ýFûFôFÔFöFÿF F̧ÄCisco 5500 Series Wireless ControllersFÅG"
�g!·Fç Fö Fß Fð Få FÔF¹

Cisco 5508 G } G 2 G r
G z G G G A G • G V G {G Š G w

�_
°GM G2 Ge �û��F¸G; Gq G•G_GGF F̧ÚG�G�FéG	
FöFþGCGŠGa GG G"���‹FéG� Gd Gw
G•GO G8Gc G1 GG

�·�8GpGŠ GW FéG	FöFþ AP GpGŠ GW

�q�±GG G?GŠGy 500 AP

7,000 G = G w G 2 G 0 G • G V

AP �XFþ(
�V 12 HZ 500

Gw G2 GIG• GGFþ�’7H�Ü�Z CISL GgGŠGG

Connectivity 8 X 1G G2GŠGCG[ GQ GV GkGŠ GV
H�SFPH�

7Á ; ACH�
Õ6× PSU G8GeGE Gu G•H�

�q�±GGGyGŠGe GQ GV 8 Gbps

FlexConnect Fþ�q�±G>GyGŠGe�X100

FlexConnect G>GyGŠGeFÒFï G� �q
�±  AP �X

25

�q�±�Y�G  AP �X 2,000

�q�±�Y�G G= Gw G2 G0 G• GV �X 2,500 �Ž

�q�±  RFID G M G >� X 5000

RF G>GyGŠGeFÒFï G� �q�± AP �X 1000

�q�±  AP G>GyGŠGe�X 500

�q�±G2 G• GMGŠGc G5 G2 GG G>GyGŠ
Ge�X

64

�q�±G2 G• GMGŠGc G5 G2 GG/G 2 G •
GMGŠGc G5 G2 GG G>GyGŠGe

64

�q�±  VLAN �X 512

�q�±  WLAN �X 512

9×3ÿGIG; Gs G0 G{GŠ Gm G• G> G = G w
G 2 G 0 G • G V/PMK G ; G q G Q G E G s

14,000
2-20
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW

 



 

'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
G A G 0 G A G •G kG ŠG [G • G V

1 F 1̧Ï�)FúGCGŠGa
GMGŠGe Gw G2 GH
•F þ� M4 ŠF ÷
Cisco 5520 G}G2GrGzGG G A G • G V G {G ŠG w

Cisco 5520 G E G x G ŠG H G } G 2 G r G z G G LAN GA G• GV G{GŠGw FÿF 9̧×�ØFú GG G?GŠGw Ga Gx GT G
GGF �̧G�Ÿ�ŠF F̧ÚG�G���3>�öG"
�FØFïGe Gw GQ GV Gc G7GŠGnF÷F �̧p0d�•FÛ G� �±0d�•FúG6G•
FÚG�G�G; Gq G•G_GG F÷Fþ�_
°Fû�q4:F÷FéF¹GE GG GA GtGY Gc G/ G2 GW G 0 G = G I G G G K G x G sG ŠG E G u G
F Ò G � 5520 Fÿ���a�æG} G2 Gr Gz GG G [ G Q G V G }G Š G = F þ 802.11ac Wave 2 #ÝFû�q4:�ì Få G�FöFÔG�FéF¹

Cisco 5520 G } G 2 G r G z G G GA G• GV G{GŠ Gw Fþ0ò(ýFûFôFÔFöFÿF F̧ÄCisco 5500 Series Wireless ControllerFÅG"
�g!·Fç Fö Fß Fð Få FÔF¹

Cisco 5520 G } G 2 G r
G z G G G A G • G V G {G Š G w

�_
°GM G2 Ge �û��F¸G; Gq G•G_GGF F̧ÚG�G�FéG	
FöFþGCGŠGa GG G"���‹FéG� Gd Gw
G•GO G8Gc G1 GG

�·�8GpGŠ GW FéG	FöFþ AP GpGŠ GW

�q�±GG G?GŠGy 1,500 AP

20,000 G = G w G 2 G 0 G • G V

AP �XFþ(
�V 1 HZ 1,500

Gw G2 GIG• GGFþ�’7H�Ü�Z �Q#Ý�’H�EULAH�

Connectivity 2 X 10G G2GŠGCG[ GQ GV GkGŠ GV
H�SFP+H�

7Á ; ACH�
Õ6× PSU G8GeGE Gu G•H�

�q�±GGGyGŠGe GQ GV 20 Gbps

FlexConnect Fþ�q�±G>GyGŠGe�X1F5̧00

FlexConnect G>GyGŠGeFÒFï G� �q
�±  AP �X

100

�q�±�Y�G  AP �X 24000

�q�±�Y�G G= Gw G2 G0 G• GV �X 32,000

�q�±  RFID G M G >� X 25,000

RF G>GyGŠGeFÒFï G� �q�± AP �X 3000

�q�±  AP G>GyGŠGe�X 1,500

�q�±G2 G• GMGŠGc G5 G2 GG G>GyGŠ
Ge�X

512

�q�±G2 G• GMGŠGc G5 G2 GG/G 2 G •
GMGŠGc G5 G2 GG G>GyGŠGe

64

�q�±  VLAN �X 4,095

�q�±  WLAN �X 512

9×3ÿGIG; Gs G0 G{GŠ Gm G• G> G = G w
G 2 G 0 G • G V/PMK G ; G q G Q G E G s

40,000
2-21
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW

 



 

'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
G A G 0 G A G •G kG ŠG [G • G V

sG Š
Ò G� G�FéF¹
å G�FúFÜ G� F¸
éG � F ã F ø F ÷F ¸G } G 2 G r G z G G
4

��#'Fé
Cisco Flex 7500 G}G2GrGzGG G A G • G V G {G ŠG w

Cisco Flex 7500 G } G 2 G r G z G G G A G • G V G {G Š G w F ûF ÿF Ģ d G w G •G O G [ G Q G V G }G Š G = 
 ÆF û FlexConnect G K G x G
GE Gu G• G"�_
°FéG�7•Fþ GG G?GŠ Gx G• G>0[�óG" 6FïFéG� FÖ Fû0¿0£ Få G�FïGpGUGyFÜF
FlexConnect FÿF¸G0 G= GI GG Gk G2 G• GV FÜ�p�¸Fþ GA G• GV G{GŠ Gw Fû G� Fó Fö�D�šFÚG�G�'ö#. F
GUGŠGM FÿGd Gw G•GO G C G 2 G V 
 ÆF ÷ G {G ŠG 9G yF û G G G 2 G Q G OG • G >F ÷ F Ý G � G � F Ö F ûF Gd
G w G •G O G [ G Q G V G }G Š G = G "G CG kG Š G V F éG � G � F Ö F û0 ¿0 £ F å G �F öF ÔG �F éF ¹Cisco Flex 7500 G E G x G ŠG H G = G w G
GW GA G• GV G{GŠ Gw FÿF 0̧d�•FÜ�±FÝ FÔ Fø FÝ Fû GA GG GV � "áFþ,�FÔ FlexConnect GK Gx GsGŠGE Gu G• G"
G� Fã Fø G"% �æFç FöFÔG�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Flex 7500 Series Wireless ControllersFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco 5520 G } G 2 G r
G z G G G A G • G V G {G Š G w

�_
°GM G2 Ge �¨�XFþ�(�SFç Fï GA G• GV G{GŠGw
F ú F ç F þG d G w G •G O G8Gc G1 GG Fû
�P�ÂFéG� GIG• GV Gw Gy G C G 2 G V
F þ G A G • G V G {G Š G w

�·�8GpGŠ GW FlexConnectF¸Gc Gz GQ G= GG + Gd
G x G Q G F

�q�±GG G?GŠGy 6,000 AP

64,000 G = G w G 2 G 0 G • G V

AP �XFþ(
�V 300 HZ 6,000

Gw G2 GIG• GGFþ�’7H�Ü�Z �Q#Ý�’H�EULAH�

Connectivity 2 X 10G G2GŠGCG[ GQ GV GkGŠ GV
H�SFP+H�/1 FôFÜG0 G= GT G1 Gd

7Á ; AC/DCH�GUGs G0Gy
Õ6×H�

�q�±GGGyGŠGe GQ GV —

FlexConnect Fþ�q�±G>GyGŠGe�X2,000

FlexConnect G>GyGŠGeFÒFï G� �q
�±  AP �X

100

�q�±�Y�G  AP �X 32,000

�q�±�Y�G G= Gw G2 G0 G• GV �X 24000

�q�±  RFID G M G >� X 50,000

RF G>GyGŠGeFÒFï G� �q�± AP �X 6000

�q�±  AP G>GyGŠGe�X 6000

�q�±G2 G• GMGŠGc G5 G2 GG G>GyGŠ
Ge�X

512

�q�±G2 G• GMGŠGc G5 G2 GG/G 2 G •
GMGŠGc G5 G2 GG G>GyGŠGe

64

�q�±  VLAN �X 4,095

�q�±  WLAN �X 512

9×3ÿGIG; Gs G0 G{GŠ Gm G• G> G = G w
G 2 G 0 G • G V/PMK G ; G q G Q G E G s

64,000
2-22
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW

 



 

'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
G A G 0 G A G •G kG ŠG [G • G V

w GQ GV Gc G7GŠGn
} G 2 G r G z G G
Cisco 8510 G}G2GrGzGG G A G • G V G {G ŠG w

Cisco 8510 G } G 2 G r G z G G GA G• GV G{GŠ Gw FÿF 8̧��–Fû GG G?GŠGw GdGyF÷��3>�öFþ9×FÔGe G
F÷FÒ G� F �̧û��G�GCGŠGa GG G e G { G ^ G 2 G NG ŠG �F þ� _
 °F ûF ÚF ÔF ö G m G Q G E G u G • G = G x G T G 1 G 9G yF ú G 
G [ G Q G V G }G ŠG ; G • G > G "� �# 'F ç G �F éF ¹

Cisco 8510 G } G 2 G r G z G G GA G• GV G{GŠGw Fþ0ò(ýFûFôFÔFöFÿF F̧ÄCisco 8500 Series Wireless ControllersFÅG"
�g!·Fç Fö Fß Fð Få FÔF¹

Cisco 8510 G } G 2 G r
G z G G G A G • G V G {G Š G w

�_
°GM G2 Ge �û��F �̧±0d�•G; Gq G•G_GGF¸SP 
Wi-FiF �̧±0d�•Gd Gw G•GO

�·�8GpGŠ GW FéG	FöFþ AP GpGŠ GW

�q�±GG G?GŠGy 6,000 AP

64,000 G = G w G 2 G 0 G • G V

AP �XFþ(
�V 300 HZ 6,000

Gw G2 GIG• GGFþ�’7H�Ü�Z �Q#Ý�’H�EULAH�

Connectivity 2 X 10G G2GŠGCG[ GQ GV GkGŠ GV
H�SFP+H�/1 FôFÜG0 G= GT G1 Gd

7Á ; AC/DCH�GUGs G0Gy
Õ6×H�

�q�±GGGyGŠGe GQ GV 10 Gbps

FlexConnect Fþ�q�±G>GyGŠGe�X2,000

FlexConnect G>GyGŠGeFÒFï G� �q
�±  AP �X

100

�q�±�Y�G  AP �X 32,000

�q�±�Y�G G= Gw G2 G0 G• GV �X 24000

�q�±  RFID G M G >� X 50,000

RF G>GyGŠGeFÒFï G� �q�± AP �X 6000

�q�±  AP G>GyGŠGe�X 6000

�q�±G2 G• GMGŠGc G5 G2 GG G>GyGŠ
Ge�X

512

�q�±G2 G• GMGŠGc G5 G2 GG/G 2 G •
GMGŠGc G5 G2 GG G>GyGŠGe

64

�q�±  VLAN �X 4,095

�q�±  WLAN �X 512

9×3ÿGIG; Gs G0 G{GŠ Gm G• G> G = G w
G 2 G 0 G • G V/PMK G ; G q G Q G E G s

64,000
2-23
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW

 



 

'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
G A G 0 G A G •G kG ŠG [G • G V

9̧ ×� ØF ú
V Gc G7GŠGnF÷F �̧p0d�•
} G2 Gr Gz GGV
Cisco 8540 G}G2GrGzGG G A G • G V G {G ŠG w

802.11ac Wave2 Fþ�ö+�Fû�œG�FëFö�q4:�ì Få G�Fï Cisco 8540 G } G 2 G r G z G G G A G • G V G {G Š G w F ÿF
GG G?GŠGw Ga Gx GT G1 F 1̧Ï�)FúGCGŠGa GGF �̧G�Ÿ�ŠF F̧ÚG�G���3>�öG"
�FØFïGe Gw GQ G
FÛ G� �±0d�•FúG6G• GMGŠGe Gw G2 GHFÚG�G�G; Gq G•G_GG F÷Fþ�_
°FûFÚFÔFö���a�æFþ G G [ G Q G
G}GŠ G= G"� •+ �Fû Fç G�FéF¹

Cisco 8540 G } G 2 G r G z G G GA G• GV G{GŠGw Fþ0ò(ýFûFôFÔFöFÿF F̧ÄCisco 8500 Series Wireless ControllersFÅG"
�g!·Fç Fö Fß Fð Få FÔF¹

Cisco 8540 G } G 2 G r
G z G G G A G • G V G {G Š G w

�_
°GM G2 Ge �û��F �̧±0d�•G; Gq G•G_GGF¸
SP Wi-FiF �̧±0d�•Gd Gw G•GO

�·�8GpGŠ GW FéG	FöFþ AP GpGŠ GW

�q�±GG G?GŠGy 6,000 AP

64,000 G = G w G 2 G 0 G • G V

AP �XFþ(
�V 1 HZ 6,000

Gw G2 GIG• GGFþ�’7H�Ü�Z �Q#Ý�’H�EULAH�

Connectivity 4 X 10G G2GŠGCG[ GQ GV GkGŠ GV
H�SFP+H�

7Á ; AC/DCH�Gi GQ GV GG G} GQ Ge�•+�
GUGs G0Gy
Õ6× PSUH�

�q�±GGGyGŠGe GQ GV 40 Gbps

FlexConnect Fþ�q�±G>GyGŠGe�X2,000

FlexConnect G>GyGŠGeFÒFï G� �q
�±  AP �X

100

�q�±�Y�G  AP �X 32,000

�q�±�Y�G G= Gw G2 G0 G• GV �X 24000

�q�±  RFID G M G >� X 50,000

RF G>GyGŠGeFÒFï G� �q�± AP �X 6000

�q�±  AP G>GyGŠGe�X 6000

�q�±G2 G• GMGŠGc G5 G2 GG G>GyGŠ
Ge�X

512

�q�±G2 G• GMGŠGc G5 G2 GG/G 2 G •
GMGŠGc G5 G2 GG G>GyGŠGe

64

�q�±  VLAN �X 4,095

�q�±  WLAN �X 512

9×3ÿGIG; Gs G0 G{GŠ Gm G• G> G = G w
G 2 G 0 G • G V/PMK G ; G q G Q G E G s

64,000
2-24
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW

 



 

'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
G A G 0 G A G •G kG ŠG [G • G V

GŠ
Gx GT G1

�P�öFû�z'g
Fø FÜF÷ FÝ G� ��3>Fú
Cisco G}G2GrGzGG GCGŠGaGG GpGFGsGŠGy 2

Catalyst 6500 G E G x G ŠG H G G G 2 G Q G O# ÝF þ Cisco Wireless Services Module 2H�WiSM2H�Fÿ)+�œ GK Gx Gs
GE Gu G•FÜ4:Fç FöFÔ G� �p0d�•FÛ G� �±0d�•Fþ�"�MGC G2 GV WLAN #”�CFûFÚFá G� Gm GQ GE Gu G• G=
G9GyFú G} G2 Gr Gz GG G [ G Q G V G }G ŠG ; G • G >F û� q4 :F ÷F éF ¹WiSM2 FÿG]GŠ GW G4 G5 G0Fþ GA GG GV Fþ
FñF¸G� Fï G} G2 Gr Gz GG G[ GQ GV G}GŠ G= Fþ4 #Ý Fø �d�wFûFÛFÛ G� )rGA GG GV G"�ö G�Fé Fã
0¿��G8GeGE Gu G•FÜ#Ý�– Få G�FöFÔG�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Wireless Services Module 2FÅG"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco Wireless 
Services Module 2
H�WiSM2H�

�_
°GM G2 Ge G6G• GMGŠGe Gw G2 GH G ; G q G •G _G G 

�·�8GpGŠ GW FéG	FöFþ AP GpGŠ GW

�q�±GG G?GŠGy 1,000 AP

15,000 G = G w G 2 G 0 G • G V

AP �XFþ(
�V 100 HZ 1,000

Gw G2 GIG• GGFþ�’7H�Ü�Z CISL GgGŠGG

Connectivity Catalyst G ^ G Q G = G eG zG ŠG •
 Æ4 Š

7Á ; AC/DCH�Catalyst G E G qG ŠG EF þ
 Õ
6× PSU G8GeGE Gu G•H�

�q�±GGGyGŠGe GQ GV 10 Gbps

FlexConnect Fþ�q�±G>GyGŠGe�X100

FlexConnect G>GyGŠGeFÒFï G� �q
�±  AP �X

25

�q�±�Y�G  AP �X 4,000

�q�±�Y�G G= Gw G2 G0 G• GV �X 5,000

�q�±  RFID G M G >� X 10,000

RF G>GyGŠGeFÒFï G� �q�± AP �X 2,000

�q�±  AP G>GyGŠGe�X 500

�q�±G2 G• GMGŠGc G5 G2 GG G>GyGŠ
Ge�X

64

�q�±G2 G• GMGŠGc G5 G2 GG/G 2 G •
GMGŠGc G5 G2 GG G>GyGŠGe

64

�q�±  VLAN �X 512

�q�±  WLAN �X 512

9×3ÿGIG; Gs G0 G{GŠ Gm G• G> G = G w
G 2 G 0 G • G V/PMK G ; G q G Q G E G s

30,000
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G V G "0 ¿

G�G�Gd Gw
Virtual Wireless LAN ControllerH��ì�•G}G2GrGzGG LAN G A G • G V G {G ŠG wH �

F ã F þ G A G • G V G {G ŠG w F ÷F ÿF ¸IT 'ö#.*…FÜ�q�± 200 �ŽFþG0 G= GI GG G k G 2 G • G V F ø 6000 F þ G = G w G 2 G 0 G •
��F '̧ö#.F F̧ÚG�G� GV Gw GdGyGE GsGŠGT G1 G• G>F÷ FÝ G�FéF¹Cisco Virtual Wireless Controller FÿF¸GIG; Gs G0
FúG@ GG GV G 0 G = G I G GF ¸Payment Card IndustryH�PCIH�GA G•Ge Gw G2 G0 G• GGFþFïG�Fþ�Y�G�è��F F̧Ú
G•GO
Æ4ŠH�G{GŠG9Gy G G G 2 G Q G OG • G >H �F ÷F þ Wi-Fi Fþ8b�Œ Fø GaGUG8G"GCGkGŠ GV Fç G�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Virtual Wireless ControllerFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

�@ Cisco Virtual Wireless Controller FÿF '̧¨ 2 �a�æGCGŠGa GG)+�œ�ºGyGŠGM#ÝFþ Cisco Unified Computing 
System ExpressH�UCS ExpressH�Ge Gw GQ GV Gc G7GŠGnFû�•FØF¸VMware ESXiH�4.x/5.xH�G� KVM F ú F ùF þ� �
#ú�† =Fþ�ì�•�ìG2 G• Gc Gw GG GV Gw G= GO Gq F÷GCGkGŠ GV Få G�FöFÔG�FéF¹

Cisco Virtual 
Wireless Controller
H�vWLCH�

�_
°GM G2 Ge SP-Wi-FiF¸GA G• GV G{GŠ Gw Fú Fç
FþGd Gw G•GOF �̧`0d�•G8Gc G1 GG

�·�8GpGŠ GW FlexConnectF¸Gc Gz GQ G= GG + 
G d G x G Q G F

�q�±GG G?GŠGy 200 AP

6,000 G = G w G 2 G 0 G • G V

AP �XFþ(
�V 5 HZ 200

Gw G2 GIG• GGFþ�’7H�Ü�Z �Q#Ý�’H�EULAH�

Connectivity 1H��ì�•H�

7Á ; G i G G G V � k� Ñ

�q�±GGGyGŠGe GQ GV N/A

FlexConnect Fþ�q�±G>GyGŠGe�X200

FlexConnect G>GyGŠGeFÒFï G� �q
�±  AP �X

100

�q�±�Y�G  AP �X 800

�q�±�Y�G G= Gw G2 G0 G• GV �X 1,500

�q�±  RFID G M G >� X 3,000

RF G>GyGŠGeFÒFï G� �q�± AP �X 1,000

�q�±  AP G>GyGŠGe�X 200

�q�±G2 G• GMGŠGc G5 G2 GG G>GyGŠ
Ge�X

—

�q�±G2 G• GMGŠGc G5 G2 GG/G 2 G •
GMGŠGc G5 G2 GG G>GyGŠGe

—

�q�±  VLAN �X 4,094

�q�±  WLAN �X 512

9×3ÿGIG; Gs G0 G{GŠ Gm G• G> G = G w
G 2 G 0 G • G V/PMK G ; G q G Q G E G s

6,000
2-26
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW

 



 

'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
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GF¸G� F ïFÿ
G�FéF¹Fã G� G�

G = F þ

G�G�+¬�k

ç G�FéF¹

F ç G �F éF ¹

�G"�¥�V

µ

n

Cisco Aironet G0G=GIGG GkG2 G• GV
Cisco Aironet G E G x G ŠG H G } G 2 G r G z G G G 0 G = G I G G G k G 2 G • G V F ÿG d G w G •G O G8Gc G1 GGF¸G; Gq G•G_G
�±0d�•FúG6G• GMGŠGe Gw G2 GHFþ�(�S�ºG� FïFÿ�p�¸7Ÿ�p�ºFþG[ GQ GV G}GŠ G= Fû�_
°F÷ FÝ
F þ G } G 2 G r G z G G G 0 G = G I G G Gk G2 G• GV Fÿ��Fþ G� FÖ Fú�¨�]Fú�µ+�G"�f�j FçF¸G} G2 Gr Gz GG G [ G Q G V G }G Š
G6G• GW GtGŠGD G 6 G = G GG h G x G 6G • G G G "� ¥� V F å F ëG �F éF ¹

• Cisco CleanAir G T G = G \ G { G FG ŠH �RF �¸�îG"�G4JF÷ FÝ G� GIGyGc G` GŠ Gx G• G>H�+¬�k�Ÿ�ŸH�FÚ
�q4:�ìG[ GQ GV G}GŠ G= G"��#'Fç G�FéF¹

• Cisco ClientLink 2.0 FÚG�G � 3.0H� G= Gw G2 G0 G• GV Fþ�™8—�ö Fø G9G^Gz GQ GF G"�¥�VF

• Cisco BandSelectH��ã�œ G= Gw G2 G0 G• GV #”�CFûFÚFá G� 5 GHz G = G w G 2 G 0 G • G V � K) FG "� I� ì

• Cisco VideoStreamH�GlGyGOG; Gq GG GV G"�QFÔF¸GlGyGO Go GU G1 G0 G0Ge Gx G?GŠGE Gu G•Fþ�µ+
F ç G �F éF ¹

�@ Cisco 1500 G E G x G ŠG H MESH AP FûFôFÔFöFÿF �̧‹F÷(F�"Fû1��ÂFç G�FéFÜF¸G} G2 Gr Gz GG MESH G0Ge Gx
G?GŠGE Gu G•G� MESH �_
°FþG: G2 GW Gw G2 G•FûFôFÔFöFÿF �̧•�iF÷Fÿ�…Fó FöFÔG�FëG#F¹Cisco MESH GK
Gx GsGŠGE Gu G•Fþ0ò(ýFûFôFÔFöFÿF F̧ÄCisco Mesh Networking Solution Deployment GuideFÅG"�g!·Fç Fö
F ß F ð F å F ÔF ¹

�‡
Æ 802.11n G0G=GIGG GkG2 G• GV

F ã F ã F ÷F ÿF ¸8.1 G x G x G ŠG G F ÷G CG kG Š G V F å G �F öF Ô G � Cisco �‡
Æ 802.11n AP Fþ�›'�GpGUGyFÚG�G�FíFþ�
+�FûFôFÔFö1��ÂFç G�FéF¹

Cisco Aironet 600 
G E G x G ŠG H

Cisco Aironet 
700W G E G x G ŠG H

Cisco Aironet 
1600 G E G x G ŠG H

Cisco Aironet 
2600 G E G x G ŠG H

Cisco Aironet 3600 
G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n 802.11a/b/g/n 802.11a/b/g/n 802.11a/b/g/n 802.11a/b/g/n/ac

!“)z�X GUGs G0GyH�2.4 GHz 
FÚG�G � 5 GHzH�

GUGs G0Gy
H�2.4 GHz FÚG�
G� 5 GHzH�

GUGs G0Gy
H�2.4 GHz FÚG�G� 
5 GHzH�

GUGs G0Gy
H�2.4 GHz FÚG�G � 
5 GHzH�

G V G x G eG yH �2.4 GHz FÚ
G�G� 5 GHzH�

�q�±GUGŠGM 
GzGŠ GV 

300 Mbps 300 Mbps 300 Mbps 450 Mbps 450 MbpsH�802.11nH�

1.3 GbpsH�802.11ac 
GpGF GsGŠGyH�

MIMO !“)zFþ
0¿0£

2 X 3 2 X 2 3 X 3 3 X 4 802.11nH�4 X 4

802.11acH�3 X 3

'56ëGG GV
G x G ŠG n

2 FôFþ'56ëGG GV
G x G ŠG n 

2 FôFþ'56ëGG
G V G x G ŠG n 

2 FôFþ'56ëGG GV
G x G ŠG n

3 FôFþ'56ëGG GV
G x G ŠG n

3 FôFþ'56ëGG GV Gx GŠG

G 0 G •G TG X 
 Æ4 Š  
Æ4Š 1600i 
Æ-¶

1600e �¥�ÜFá

2600iH�
Æ-¶

2600eH��¥�ÜFá

3600iH�
Æ-¶

3600eH��¥�ÜFá

3600pH��¥�ÜFá

CleanAir 2.0 — — CleanAir Express Yes Yes

ClientLink 2.0 — — Yes Yes Yes

G E G G G A F þ8 	� ‚
�•/¡

— BandSelect 
VideoStream

BandSelect 
VideoStream

BandSelect 
VideoStream

BandSelect 
VideoStream
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GpGF GsGŠGy
�‰�'

USB* — — — 802.11ac Wave 1 
GpGF GsGŠGy

USC G G G pG ŠG y GIGy 
GpGF GsGŠGy

G } G 2 G r G z G G GIG; Gs Gx
G T G 1 GpGF GsGŠGy
H�WSMH�

7Á ; AC DCF¸
802.3afPoEF¸
802.3at PoE+

DCF8̧02.3afPoE DCF8̧02.3afPoE DCF8̧02.3afPoEF¸
802.3at PoE+F¸
Enhanced PoEF¸
Universal PoE

G 2 G • G MG ŠG c G 5
G 2 G G

5 X 1G G2GŠGCG[ GQ
GV GkGŠ GV H�RJ-45H�

1 X 1G G2GŠGCG[ GQ
GV WAN GkGŠ GV
H�RJ-45H�

1 X 1G G2GŠGC
G [ G Q G V G 0 G Q G e
G x G • G = GkGŠ GV
H�RJ-45H�

4 X 1G G2GŠGC
G [ G Q G V GtGŠGD 
GkGŠ GV
H�RJ-45H�

1 X 1G G2GŠGC
G [ G Q G V G 0 G Q G e G x
G • G = GkGŠ GV
H�RJ-45H�

1 X 1G G2GŠGC
G [ G Q G V G 0 G Q G e G x
G • G = GkGŠ GV
H�RJ-45H�

1 X 1G G2GŠGCG[ GQ GV 
G 0 G Q G e G x G • G = GkGŠ GV
H�RJ-45H�

Cisco Aironet 600 
G E G x G ŠG H

Cisco Aironet 
700W G E G x G ŠG H

Cisco Aironet 
1600 G E G x G ŠG H

Cisco Aironet 
2600 G E G x G ŠG H

Cisco Aironet 3600 
G E G x G ŠG H
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ÔG6
I
Gy�Î(Ù��*…G� F÷�Ñ�G Få

F çF &̧ k
Š GV Fþ�‘���(FÿF ĢUGŠ
GFûFÔ G� Fþ Fø � 

G� G�

V �ìG"/œFó Fö�¶�Ç
G")T�âFéG�

t

Cisco Aironet 600 G E G xG ŠG H OfficeExtend

Cisco Aironet 600 G E G x G ŠG H OfficeExtend G 0 G = G I G G Gk G2 G• GV FÿF �̧��Þ#”�CFûFÚFá G� �ó
²�öFþ9×F
G • G MG ŠG e G w G 2 G H G } G 2 G r G z G G G9G^Gz GQ GF G"��#'Fç G�FéF¹Fã G� G� FþGUGs G0Gy G^G• GW 802.11n G 0 G = G
GG Gk G2 G• GV Fû G� Fó Fö&k
ÆG[ GQ GV G}GŠ G= FÜ�~�ïGT Gz G}GŠG9GŠFÚG�G�GpG^ G2
G�G�FéF¹Fã FþG0 G= GI GG G k G 2 G • G V F ÿF +̧ ¬� ïF þG d G {G Š G W G ^G • G W G 2 G • G MG ŠG [ G Q G V G 0 G = G I G GF û� K) F

ÆG[ GQ GV G}GŠ G= G�FþGIG; Gs G0Fú GV G•G[GyG"&�'gFç G�FéF¹Fã G�Fû G� G� F¸Gx GpG
GMF 8̧b�ŒF¸GaGUG8F F̧ÚG�G� G= Gw G4 GW GCGŠGa GGFûG0 G= GI GG F÷ FÝ G� FïG�F �̧
&kFþG8Gc G1 G
F è G � F Ö F úG pG a G x G T G 1 G 6 G = G GG h G x G 6G • G G G "� �# 'F ç G �F éF ¹G UG s G 0G y G^G• GW F÷ 2.4 GHz Fø 5 GHz Fþ!“
)z�Ø�<�XG"� �ìFûGCGkGŠ GV FéG� Fã Fø FÿF¸2.4 GHz �•�æG"�Q#ÝFéG� �M+á$×Fú���Þ#ÝGUG^ G2 GGFû
3}3uFþ�s8jG"&k
ÆFþGUG^ G2 GGFÜ�wFáFúFÔ Fã Fø G"13Fá�œ FÖ FïG�Fû�z'gFñ G�FéF¹Cisco Aironet 600 GE
G x G ŠG H OfficeExtend G 0 G = G I G G Gk G2 G• GV FÿF �̧��Þ
ÆFþ GV Gw Gc G1 GQ G= FþGIG> Go G• G
Fþ���Þ
ÆFþGUG^ G2 GG#ÝFû�û��GUGŠGM G0 G= GI GGFþ�–1¤G"GCGkGŠ GV FéG� Fã Fø Fø F �̧K)F�ö
Fã Fø Fû G� Fó FöGT Gz G}GŠG9GŠ�¥FáFû"IFû0¿0£ Få G�FöFÔG�FéF¹

Cisco Aironet 600 GE Gx GŠGHFþ0ò(ýFûFôFÔFöFÿF F̧ÄCisco Aironet 600 Series OfficeExtend Access PoinFÅ
G"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco Aironet 600 
G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n

�·�8GpGŠ GW OfficeExtend

!“)z�X GUGs G0GyH�2.4 GHz FÚG�G � 
5 GHzH�

�q�±GUGŠGM GzGŠ GV 300 Mbps

MIMO Fþ0¿0£ 2 X 3

'56ëGG GV Gx GŠGn 2

�q�± G= Gw G2 G0 G• GV �X 15

�q�±  ClientLink �X —

ClientLink 2.0 —

CleanAir —

VideoStream —

BandSelect —

�Y,�  AP �è�� —

4:�Â�º  wIPS —

7Á ; AC

G 0 G •G TG X 
Æ4Š
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û� P� Â
FáFþ GA G•G_

"��
Fø Fû G�

"�–1¤FéG� Fã Fø FÜF÷ FÝ
Cisco Aironet 700W G E G xG ŠG H

Cisco Aironet 700W GE Gx GŠGHFÿF¸G�FéG�Fé0
7§�ìFç FöFÔ Fß �Ò�¥Fþ G} G2 Gr Gz GG G 0 G = G I G G7 Â0 [F
F÷ FÝ G� G� FÖ FûG[ GQ GV G}GŠ G= G"�E�‚ Fç FïFÔ Fø *ƒFØ G� �K����FÚG�G��M*ñ��#úFþFÚ���]�¥
G = G V F ÷� h8 �G eG zG Š G V F û� v G � � ÜF á� •+ �F úG 0 G = G I G G G k G 2 G • G V F ÷F éF ¹

Cisco Aironet 700W G E G x G ŠG HF ÿF �̧ ¤� ÑF þ 802.11a/g G [ G Q G V G }G Š G = F þ 6 �¸�è�VFþ GGGyGŠGe GQ GV G
#'FéG� 802.11n GUGs G0Gy Gw GFG8 2 X 2 �¨
°�ŠF �̧¨���ŠH� MIMOH�GT G= G\ G{ GFGŠG"�G#ÝFéG� Fã
G � F ¸802.11n ��2AFþ9×FÔG_Gc G7GŠGlG• GG G"�*GA GG GV F÷��#'Fç G�FéF¹

700W G E G x G ŠG H G 0 G = G I G G G k G 2 G • G V F ÿ Cisco Unified Wireless Network Fþ�S�B0[(ò Fø Fç FöF �̧¤�ÑFþ
G[ GQ GV G}GŠ G= Fø GEGŠGn Gz GGFû)+�œF÷ FÝ G� FïG�F )̧r�d�wGA GG GV G"�šFØF �̧ž2(G
G�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Aironet 700W SeriesFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco Aironet 700W 
G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n

�·�8GpGŠ GW �p�¸7Ÿ�p�ºF¸ FlexConnect

!“)z�X GUGs G0GyH�2.4 GHz FÚG�G � 
5 GHzH�

�q�±GUGŠGM GzGŠ GV 300 Mbps

MIMO Fþ0¿0£ 2 X 2

'56ëGG GV Gx GŠGn 2

�q�± G= Gw G2 G0 G• GV �X 100 G } G 2 G r G z G G/4 �w)z

�q�±  ClientLink �X —

ClientLink 2.0 —

CleanAir —

VideoStream Yes

BandSelect Yes

�Y,�  AP �è�� Yes

4:�Â�º  wIPS Yes

7Á ; DCF8̧02.3af PoEF8̧02.3af PoE+

G 0 G •G TG X 
Æ4Š
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= G w G GF þG _G c G 7G ŠG l

V Gy
6

û�•
\

G�
x G8

ØF̧�ž2(

FïG�FûG[ GQ GV

I
�âFñ3¸G�
Cisco Aironet 1600 G E G xG ŠG H

� ‚Fç FÔ Cisco Aironet 1600 G E G x G ŠG H G 0 G = G I G G G k G 2 G • G V F ÿF Ģ 6G • G MG ŠG e G w G 2 G H G
G• GG G"$Î�yFéG� G6G• GV Gx GzGgGyFþ 802.11n GgGŠGGFþG0 G= GI GG Gk G2 G• GV F÷F �̧p�`�û��FûFÚFá G�
G[ GQ GV G}GŠ G= Fþ G} G2 Gr Gz GG�K)FFþGYGŠGHFû�P�ÂF÷ FÝ G�FéF¹

Aironet 1600 GE Gx GŠGHFÿ4:�)Fú�o�AF÷FÚ���]Fû
ƒG�Fï�ö+�G"�f�jFéG�FðFáF÷Fú Fß F¸GGGhG= G G 2 G •
G T G x G F G 5 G • G GF û G � F óF öG 9G ^G z G Q G FG "� ¥� VF éG � CleanAir ExpressF̧�ã�œG= Gw G2 G0G• GV GgGŠGG G"�âFôG
G • G V G x GzGgGy G [ G Q G V G }G ŠG =# ÝF þ ClientLink 2.0 FúFùFþ9×�ØFú�µ+�G"�f�jFç G�FéF¹FãG�G� Fþ�µ+�F
FØF¸Aironet 1600 G E G x G ŠG HF ûF ÿ 2 FôFþ'56ëGG GV Gx GŠGn G"
�FØFï 802.11n GgGŠGGFþ 3 X 3 MIMO G T G = G
G{ GFGŠFÜ�š3U Få G�FöFÔ G� FïG�F �̧p�`�û��Fû�q4:F÷FéF¹

Aironet 1600 G E G x G ŠG HF ÿF �̧ ¤� ÑF þ 802.11a/g G [ G Q G V G }G Š G = F þ 6 �¸�è�VFþ GGGyGŠGe GQ GV G"�f�j Fç
FéF¹Cisco Aironet 1600 G E G x G ŠG H G 0 G = G I G G G k G 2 G • G V F ÿF ¸Cisco Aironet G } G 2 G r G z G G GkGŠ GV Gc G7 G
Fþ�M�( Fø Fç FöF̧�¤�ÑFþG[ GQ GV G}GŠ G= Fø GEGŠGn Gz GGFû)+�œF÷ FÝ G� FïG�F̧)r�d�wGA GG GV G"�šF
G"�–1¤FéG� Fã Fø FÜF÷ FÝ G�FéF¹802.11n Fû&ã/œFéG� FïG�FþG6G• GV Gx GzGgGy G_GG G"�âFô Aironet 1600 
GE Gx GŠGHFÿF �̧Ñ�GFéG� G0Ge Gx G?GŠGE Gu G•FÚG�G��•�æ�œFû�œG�FëFï�W�¶Fþ�Ñ�GFþ
G}GŠ G= FûG; Gq G_GEGT G1 G"3ã� •F÷ FÝ G�FéF¹

�ô3ÿFû4
�ìFéG� GpGa Gx GT G1 FþGYGŠGH G"*ƒ�ÖFç Fö0¿0£ Få G�Fï Cisco Aironet 1600 G E G x G ŠG H G 0 G = G
GG Gk G2 G• GV FÿF 4̧:�)Fú�q5 F÷9×�ØFú�µ+�G"�f�jFéG� Fã Fø Fû G� G� F �̧¶�Ç�d�wGUG^ G2 GGFþ
H�BYODH�Fþ�·�¥Fû�P�ÂFç G�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Aironet 1600 SeriesFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco Aironet 1600 
G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n

�·�8GpGŠ GW �p�¸7Ÿ�p�ºF¸ FlexConnectF̧�‡
Æ
G o G Q G E G sF ¸OfficeExtend

!“)z�X GUGs G0GyH�2.4 GHz FÚG�G � 
5 GHzH�

�q�±GUGŠGM GzGŠ GV 300 Mbps

MIMO Fþ0¿0£ 3 X 3

'56ëGG GV Gx GŠGn 2

�q�± G= Gw G2 G0 G• GV �X 128

�q�±  ClientLink �X 32

ClientLink 2.0 Yes

CleanAir YesH�CleanAir Express

VideoStream Yes

BandSelect Yes

�Y,�  AP �è�� Yes

4:�Â�º  wIPS Yes

7Á ; DCF8̧02.3af PoE

G 0 G •G TG X 1600iH�
Æ-¶

1600eH��¥�ÜFá
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w GG�q

\
� �# 'F ç G �
ÿF �̧ û

Û G �

9×3ÿF÷F ĢpG^ G2 Gy
Cisco Aironet 2600 G E G xG ŠG H

Cisco Aironet 2600 G E G x G ŠG H G 0 G = G IG G Gk G2 G• GV FÿF �̧ö+�F �̧µ+��öF F̧ÚG�G��™8—�öFû
ƒG�FïF¸G= G

›'ƒFþ�µ+�G":)�Š$×Fú�o�AF÷�f�jFç G�FéF¹ 802.11n GgGŠGGFþ Aironet 2600 G E G x G ŠG HF ûF ÿ 3 X 4 MIMO 
FÜ/æ
�FåG�FöFÚ G� F¸3 FôFþ'56ëGG GV Gx GŠGnF¸Cisco CleanAirFÇlientLink 2.0F̧FÚG�G� VideoStream G T G = G
G{ GFGŠG"�š3UFçF �̧¸�îFþFúFÔF 9̧×3ÿFú G} G2 GrGz GG G0Ge Gx G?GŠGE Gu G• G 6 G = G GG h G x G 6G • G G G "
FéF¹Cisco Aironet 3600 G E G x G ŠG HF û� �F àG _G c G 7G ŠG lG • G G F ø � µ+ �G "
 �F ØF ï Aironet 2600 G E G x G ŠG HF
��FþG} G2 GrGz GG G T G = G \ G { G FG ŠF û� ‚F çF Ô� ö =G "0 ¿� �F ç G �F éF ¹

�ô3ÿFû4
�ìFéG� GpGa Gx GT G1 FþGYGŠGH G"*ƒ�ÖFç Fö0¿0£ Få G�Fï Aironet 2600 G E G x G ŠG H G 0 G = G I G G G k G 2
G • G V F ûF ÿF �̧ ÚF þG 0 G = G I G G G k G 2 G • G V F ø � šG 	F ö� I� ì F å G �F ï BYOD �P�Â�µ+�FÜ4:�)Fú�q5 F÷)�G�3¸G�
G�FöFÔG�FéF¹�‚Fç FÔ Cisco Aironet 2600 GE Gx GŠGHFÿF �̧Ú&k0��� Fø �š3QFç FöF¸G0 G= GI GG G k G 2 G • G V F
G� G� 7³G�Fï(
�VFû�™8—�öFþ9×FÔ9×3ÿ�K)FG")T�âFéG� Fã Fø FÜF÷ FÝ G�FéF¹FíFþ)��ÝF¸450 Mbps GUGŠGM 
GzGŠ GV G" G� G� �ÈFÔG6 Gx G0Fû�f�j Fç G�FéF¹GA G• GE GsGŠGl GUG^ G2 GG#ÝFû�q4:�ì Få G�FöFÔ G� Aironet 
2600 GE Gx GŠGHF÷FÿF '̧‡�œ GK Gx GsGŠGE Gu G• Fø �šG	Fö G= Gw G2 G0 G• GV �K)FFÿ GUG^ G2
GGFþG^ GQ GT Gx 7Á�ŠFÿ(�(Ù Få G�G�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Aironet 2600 SeriesFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco Aironet 2600 
G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n

�·�8GpGŠ GW �p�¸7Ÿ�p�ºF¸ FlexConnectF̧�‡
Æ
G o G Q G E G sF ¸OfficeExtend

!“)z�X GUGs G0GyH�2.4 GHz FÚG�G � 
5 GHzH�

�q�±GUGŠGM GzGŠ GV 450 Mbps

MIMO Fþ0¿0£ 3 X 4

'56ëGG GV Gx GŠGn 3

�q�± G= Gw G2 G0 G• GV �X 200

�q�±  ClientLink �X 128

ClientLink 2.0 Yes

CleanAir Yes

VideoStream Yes

BandSelect Yes

�Y,�  AP �è�� Yes

4:�Â�º  wIPS Yes

7Á ; DCF8̧02.3af PoEF8̧02.3af PoE+

G 0 G •G TG X 2600iH�
Æ-¶

2600eH��¥�ÜFá
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Ú&k0��� Fø �š3QFç Fö�q�±
Fç Fï

yFç G�FéF¹
r Gz GG
3ãG�G�FöFÔG�FéF¹
8—�ö

�FéF¹
·
$×FúGIG; Gs Gx

�ìG"�•+�FûFéG�
Cisco Aironet 3600 G E G xG ŠG H

GM GdGz GQ GV F¸GG GlGŠ GV Gc G7 G•F F̧ÚG�G�9×�ö+�Gw GQ Ge GV GQ GeFþ�Q#Ý�ìFûF �̧ 
3 �¸FþG9G^Gz GQ GF G"�f�j Fç G�FéF¹��#ú�6Fþ 4 X 4 MIMO FÚG�G� 3 FôFþ'56ëGG GV Gx GŠGnFû�P�Â
G 0 G = G I G G G k G 2 G • G V F ÷F Ò G � F ¸G m G Q G E G u G • G= Gx GT G1 G9GyFú#Ý3õFû*•FØ G�9×FÔ�™8—�öG"$Î�
GpG^ G2 Gy GUG^ G2 GGG�GpG^ G2 Gy G0Ge Gx G?GŠGE Gu G•FÜ�ô íFû�¨�]�ì FçF F̧íG�Fû�� FÖ G} G2 G G [ G Q
GV G}GŠ G= FþGYGŠGH G� �Q�•Fç FöFÚ G� F �̧Ö�ÒFþ GK Gx GsGŠGE Gu G•FÿFíFþ�P�ÂFûCisco 
Aironet 3600 GE Gx GŠGHFÿF �̧Ú&k0��� Fø �š3QFç FöF¸G0 G= GI GG Gk G2 G• GV FÛ G� G� G� 7³G�Fï(
�VFû�™
Fþ9×FÔ9×3ÿ�K)FG")T�âFéG� Fã Fø FÜF÷ FÝ G�FéF¹FíFþ)��ÝF 3̧ÿ�Ø 450 Mbps Fþ�K)FG"�q�± 3 �¸Fþ�È Få Fþ
G 6 G x G 0F û� f� j F çF ¸G � G � � ¨ F ß F þG pG ^ G 2 G y GUG^ G2 GGFû�q4:FúG_Gc G7GŠGlG• GG G"�f�jF÷ FÝ GCisco 
Aironet 3600 GE Gx GŠGHFÿ#ì�‡$×FúGpGF Gs Gw �ºFþGe Gw GQ GV Gc G7GŠGnF÷FÒ G� F¸1.3 Gbps GzGŠ GV F÷' ��
FéG�%T�™ 802.11ac G= Gw G2 G0 G• GV G"GCGkGŠ GV FéG�3ã�•FþGpGF GsGŠGy�Ñ�GG�F �̧ß�Ó
GT G1 FÚG�G��Ø�<�X�•Fþ%�0i Fø �D�šG"�f�j Fç FöF 
̧ƒG�Fï�ž2(�–1¤G"��#'Fç G�FéF¹

Cisco Aironet 3600 G E G x G ŠG HF ÿF Ģ _G c G 7G ŠG lG • G G F ø G = G w G 2 G 0 G • G V G9G^Gz GQ GF(
�VG"�Q�IFéG� Cisco 
ClientLink 2.0 Fø F¸G[ GQ GV G}GŠ G= FþGIGyGc G` GŠ Gx G• G>H�+¬�k�Ÿ�ŸH�FÚG�G�+¬�k�q4: 
Cisco CleanAir GGGh G= GV Gy G 2 G •G T G x G F G 5 G • G G G "� š3 UF ç G �F éF ¹

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Aironet 3600 SeriesFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco Aironet 3600 
G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n

802.11acH�GpGF GsGŠGy�š3UH�

�·�8GpGŠ GW �p�¸7Ÿ�p�ºF¸ FlexConnectF̧�‡
Æ Go GQ GE GsF̧
OfficeExtend

!“)z�X G V G x G eG yH �2.4 GHzF5̧ GHzF̧FÚG�G�Gp
G F G sG ŠG yH �

�q�±GUGŠGM GzGŠ GV 802.11nH�450 Mbps

802.11acH�1.3 Gbps

MIMO Fþ0¿0£ 802.11nH�4 X 4

802.11acH�3 X 3

'56ëGG GV Gx GŠGn 3

�q�± G= Gw G2 G0 G• GV �X 802.11nH�200

802.11acH�50

�q�±  ClientLink �X 802.11nH�128

802.11acH�7H�ECBFH�

ClientLink 2.0 YesH�802.11ac G = G w G 2G 0G • G V F û� PF éG � ECBFH�

CleanAir Yes

VideoStream Yes

BandSelect Yes

�Y,�  AP �è�� Yes

4:�Â�º  wIPS Yes

7Á ; DCF8̧02.3af PoEF8̧02.3atH�PoE+H�F¸
Enhanced PoEFU̧niversal PoEH�UPOEH�

G 0 G •G TG X 3600iH�
Æ-¶

3600eH��¥�ÜFá

3600pH��¥�ÜFá
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µ

•

�‡
Æ 802.11ac G0G=GIGG GkG2 G• GV

F ã F ã F ÷F ÿF ¸8.1 G x G x G ŠG G F ÷G CG kG Š G V F å G �F öF Ô G � Cisco �‡
Æ 802.11ac AP Fþ�›'�GpGUGyFÚG�G�FíFþ�
+�FûFôFÔFö1��ÂFç G�FéF¹

Cisco Aironet 1700 
G E G x G ŠG H

Cisco Aironet 1850 
G E G x G ŠG H

Cisco Aironet 2700 
G E G x G ŠG H Cisco Aironet 3700 G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n/acH�Wave 1H� 802.11a/b/g/n/ac
H�Wave 2H�

802.11a/b/g/n/ac
H�Wave 1H�

802.11a/b/g/n/acH�Wave 1H�

!“)z�X GUGs G0GyH�2.4 GHz FÚG�
G� 5 GHzH�

GUGs G0GyH�2.4 GHz 
FÚG�G � 5 GHzH�

GUGs G0GyH�2.4 GHz 
FÚG�G � 5 GHzH�

GUGs G0GyH�2.4 GHz FÚG�G � 
5 GHzH�

�q�±GUGŠGM 
GzGŠ GV 

867 Mbps 1.7 Gbps 1.3 Gbps 1.3 Gbps

MIMO !“)zFþ
0¿0£

3 X 3 4 X 4 3 X 4 4 X 4

'56ëGG GV
G x G ŠG n

2 FôFþ'56ëGG GV Gx GŠGn 4 FôFþ'56ëGG GV Gx GŠ
GnH�SU MIMOH�

3 FôFþ'56ëGG GV Gx GŠ
GnH�MU MIMO H�

3 FôFþ'56ëGG GV
G x G ŠG n

3 FôFþ'56ëGG GV Gx GŠGn

G 0 G •G TG X 1700iH�
Æ-¶ 1850i 
Æ-¶

1850eH��¥�ÜFá

2700i 
Æ-¶

2700e �¥�ÜFá

3700iH�
Æ-¶

3700eH��¥�ÜFá

3700pH��¥�ÜFá

CleanAir 2.0 CleanAir Express CleanAir Express Yes Yes

ClientLink 3.0 3æ�™GaGŠGn G c G 7G Š
G m G • G >

3æ�™GaGŠGn G c G 7G Š
G m G • G >

Yes Yes

G E G G G A F þ8 	� ‚
�•/¡

BandSelect VideoStream BandSelect 
VideoStream

BandSelect 

High Density 
Experience 
VideoStream

BandSelect 

StadiumVision

High Density Experience 
VideoStream

GpGF GsGŠGy
�‰�'

— USB 2.0* — 802.11ac Wave 2 GpGF GsGŠGy

USC G G G pG ŠG y GIGy Gp
G F G sG ŠG y

G ] G 2 G _G ŠG { G ?G ŠG E G u G Gp
G F G sG ŠG y

G } G 2 G r G z G G GIG; Gs Gx GT G1 
GpGF GsGŠGyH�WSMH�
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{

Gh
Cisco Aironet 1700 G E G xG ŠG H

�`0d�•G� FïFÿ�p0d�•FþG6G• GMGŠGe Gw G2 GH G[ GQ GV G}GŠ G= G"4 #ÝFç FöFÔ G� ���œF¸Cisco Aironet 1700 
G E G x G ŠG H G 0 G = G I G G Gk G2 G• GV G"�_
°FéG� Fã Fø F÷F F̧Ú�m8mFú�o�AF÷�q�‚Fþ 802.11ac Wi-Fi G T G = G \ G
GFGŠG"
°�mF÷ FÝ G�FéF¹1700 G E G x G ŠG HF ÿF ¸802.11n G� G� G� 
ƒG�FïG_Gc G7GŠGlG• GGG�5�0[Fú RF 'ö#.
�µ+�G"�f�jFéG� Fã Fø F÷F¸G} G2 Gr Gz GG G[ GQ GV G}GŠ G= Fþ9×G� G�0[�óFû�P�ÂFçF¸G} G2 Gr Gz G G 6 G = G GG
G x G 6G • G G G "� ¥� V F å F ëG �F éF ¹

1700 G E G x G ŠG HF ÿF ¸802.11ac Wave 1 Fþ�† =�µ+�G"GCGkGŠ GV Fç FöFÔG�FéF¹Fã G�FûFÿF �̧q�± 867 Mbps Fþ
#.1=$×Fú�K)FGzGŠ GV FÜ�µG�G�G�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Aironet 1700 SeriesFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

7Á ; DCF8̧02.3afPoEF+̧F¸
Enhanced PoE

DCF8̧02.3afPoEF+̧F¸
Enhanced PoE

DCF8̧02.3afPoEF+̧F¸
Enhanced PoE

DCF8̧02.3afPoEF8̧02.3at 
PoE+FȨnhanced PoEF¸
Universal PoE

G 2 G • G MG ŠG c G 5
G 2 G G

1 X 1G G2GŠGCG[ GQ GV 
G 0 G Q G e G x G • G = GkGŠ GV
H�RJ-45H�

1 X 1G G2GŠGCG[ GQ GV 
AUX GkGŠ GV H�RJ-45H�

1 X 1G G2GŠGCG[ GQ
GV G 0 G Q G e G x G • G = 
GkGŠ GV H�RJ-45H�+¬�· 
LAG F Ò G �

1 X 1G G2GŠGCG[ GQ GV 
AUX GkGŠ GV H�RJ-45H�
+¬�·  LAG F Ò G �

1 X 1G G2GŠGCG[ GQ
GV G 0 G Q G e G x G • G = 
GkGŠ GV H�RJ-45H�

1 X 1G G2GŠGCG[ GQ
GV AUX GkGŠ GV
H�RJ-45H�

1 X 1G G2GŠGCG[ GQ GV G 0 G Q
G e G x G • G = GkGŠ GV H�RJ-45H�

Cisco Aironet 1700 
G E G x G ŠG H

Cisco Aironet 1850 
G E G x G ŠG H

Cisco Aironet 2700 
G E G x G ŠG H Cisco Aironet 3700 G E G x G ŠG H

Cisco Aironet 1700 
G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n/acH�Wave 1H�

�·�8GpGŠ GW �p�¸7Ÿ�p�ºF¸ FlexConnectF̧�‡
Æ Go GQ
G E G sF ¸OfficeExtend

!“)z�X GUGs G0GyH�2.4 GHz FÚG�G� 5 GHzH�

�q�±GUGŠGM GzGŠ GV 867 Mbps

MIMO Fþ0¿0£ 3 X 3

'56ëGG GV Gx GŠGn 2

�q�± G= Gw G2 G0 G• GV �X200

�q�±  ClientLink �X —

ClientLink 2.0 YesH�3æ�™GaGŠGn Gc G7GŠ Gm G•G>H�TxBFH�

CleanAir YesH�CleanAir Express

VideoStream Yes

BandSelect Yes

�Y,�  AP �è�� Yes

4:�Â�º  wIPS Yes

7Á ; DCF8̧02.3af PoEF8̧02.3at PoE+F¸
Enhanced PoE

G 0 G •G TG X 1700iH�
Æ-¶

1700eH��¥�ÜFá
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G ŠG e G w G 2 G H
nFþ

GF þG _G c G 7G ŠG l
×�ö+�Gw GQ Ge GV GQ Ge
G V F û G �
Cisco Aironet 1850 G E G xG ŠG H

�`0d�•FÚG�G��p0d�•FþG[ GQ GV G}GŠ G= Fû�q4:Fú Cisco Aironet 1850 G E G x G ŠG HF ÿF Ģ 6G • G M
G = G w G GF þ 4 X 4 MIMOH�IEEE Fþ�‚ Fç FÔ 802.11ac Wave 2 �Ù�]G"GCGkGŠ GV FéG� 4 '56ëGG GV Gx GŠG
G 0 G = G I G G Gk G2 G• GV H�G"3ûFè FöF �̧û��G�GCGŠGa GG G e G { G ^ G 2 G NG ŠF û� �# ú G V G Q G e G = G w G
G • G G G "� f� j F ç G �F éF ¹Aironet 1850 GE Gx GŠGHFÿF¸GG GlGŠ GV Gc G7 G•F¸GM Gd Gz GQ GV F 9̧
F ú F ùF ¸802.11ac Wave 1 G � F ïF ÿ Wave 2 GCGkGŠ GV G")+�œFç Fï�‚ Fç FÔ�a�æFþ Wi-Fi G = G w G 2 G 0 G •
�P�ÂFç FöFÔG�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Aironet 1850 SeriesFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco Aironet 1850 
G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n/acH�Wave 2H�

�·�8GpGŠ GW �p�¸7Ÿ�p�ºF¸ FlexConnectH��W�¶H�

!“)z�X GUGs G0GyH�2.4 GHz FÚG�G � 
5 GHzH�

�q�±GUGŠGM GzGŠ GV 1.7 Gbps

MIMO Fþ0¿0£ 4 X 4

'56ëGG GV Gx GŠGn 4H�SU-MIMOH�

3H�MU-MIMO H�

�q�± G= Gw G2 G0 G• GV �X 200

�q�±  ClientLink �X —

ClientLink 3.0 YesH�3æ�™GaGŠGn Gc G7GŠ Gm G• G>
H�TxBFH�

CleanAir 2.0 Yes

VideoStream Yes

BandSelect Yes

�Y,�  AP �è�� Yes

4:�Â�º  wIPS Yes

7Á ; DCF8̧02.3af PoEF8̧02.3af 
PoE+FȨnhanced PoE

G 0 G •G TG X 1850iH�
Æ-¶

1850eH��¥�ÜFá
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GT G1
G GF þ

GQ GeFûF¸

V F Ü
M+á$×
éF¹Fã Fþ
Gy GV
¹

Cisco Aironet 2700 G E G xG ŠG H

Cisco Aironet 2700 G E G x G ŠG H Wi-Fi G 0 G = G I G G G k G 2 G • G V H �APH�FÿF 9̧×�&�ØFþ�‡
Æ#”�CFûG; GqG_GE
G"3ã�•FçF¸G9G^Gz GQ GF G < G q G Q G eG "� ÙG � G � F ïG �F û� q4 :F ú� q5  F ÷� �# ú G V G Q G e G = G w 802.11ac FþG_
G c G 7G ŠG lG • G G G "� f� j F ç G �F éF ¹Aironet 2700 GE Gx GŠGHF÷FÿF 9̧×3ÿFú 802.11ac Wi-Fi !“)zG"�š3UFéG� G�
FÖ FûFú Fó Fï�‚�a�æFþ GG GlGŠ GV Gc G7 G•F¸GM GdGz GQ GV F F̧ÚG�G�9×�ö+� Gw GQ Ge GV802.11ac Fþ3ÿ
� Ø F ø � µ+ �G "� Ñ� GF ç G �F éF ¹

Aironet 2700 GE Gx GŠGHF÷FÿF �̧q�6Fþ��/æF÷FÒ G� 802.11ac Wave 1 G"GCGkGŠ GV Fç FöFÚ G� F �̧q�± 1.3 Gbps 
Fþ#.1=$×Fú�K)FGzGŠ GV G"�f�j Fç G�FéF¹�Ò�¥FþG] G2 G6G• GW 802.11n AP Fþ�+Fý 3 � ¸ F ø F ú G � G zG Š G
��#'Fç G�FéF¹Fã Fþ9×3ÿ�ìFÿF¸1 �ŽFðFáF÷FÿFú Fß 0
�X�ŽFþ Wi-Fi GUG^ G2 GG G"�Q#ÝFéG� Fã Fø FÜ�
Fú�q3ÆFþGpG^ G2 Gy G}GŠG9GŠFû G� G� �ö+� Fø �•�æ�œFû�PFéG� �‡�…G"2zFØ G� FïG�Fû�z'gFñ G�F
FïG�F ĢtGŠGDFÿ%&�P$×Fû�±FÝ Fú GV Gw Gc G1 GQ G= 2�,´G"!“)z LAN Fû�•FØFöFÚ G� F¸Fã G�FÿGUGc G7
Fþ�û��G0 G= GI GG G [ G Q G V G }G Š G = F ÷F Ò G � G 2G ŠG CG [ G Q G V G "2 xF ØF öF ÔG �F éF

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Aironet 2700 Series Access PointFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco Aironet 2700 
G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n/acH�Wave 1H�

�·�8GpGŠ GW �p�¸7Ÿ�p�ºF¸ FlexConnectF̧�‡
Æ
G o G Q G E G sF ¸OfficeExtend

!“)z�X GUGs G0GyH�2.4 GHz FÚG�G� 5 GHzH�

�q�±GUGŠGM GzGŠ GV 1.3 Mbps

MIMO Fþ0¿0£ 3 X 4

'56ëGG GV Gx GŠGn 3

�q�± G= Gw G2 G0 G• GV �X 200

�q�±  ClientLink �X 128

ClientLink 3.0 Yes

CleanAir 2.0 Yes

VideoStream Yes

BandSelect Yes

�Y,�  AP �è�� Yes

4:�Â�º  wIPS Yes

7Á ; DCF8̧02.3af PoEF8̧02.3at PoE+F¸
Enhanced PoE

G 0 G •G TG X 2700iH�
Æ-¶

2700eH��¥�ÜFá
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'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
G A G 0 G A G •G kG ŠG [G • G V

G G2
G= GGGh Gx G6G• GGH�
V Gc G7 G•F¸GM

2

Š G =
G� GzGg

ø Fç Fö�ô3ÿFû��
Gh Gx G6G• GG G"
"�<#ÝFéG� Fã

Fã Fø Fú
Cisco Aironet 3700 G E G xG ŠG H

Cisco Aironet 3700 G E G x G ŠG HF ÿF ¸IEEE 802.11ac Wave 1 �Ù�]Fû�P�ÂFç FöFÔG�F �̧�#ú�O�MFþ 4 X 4 MIMOF¸
3 '56ëGG GV Gx GŠGnFþG6G• GMGŠGe Gw G2 GH G = G w G G G 0 G = G I G G G k G 2 G • G V F ÷F éF ¹� û� � F ø G CG ŠG a G e G { G ^ G
GNGŠFþFÔFêG�FþFÚ���]Fû G� ��#ú GV GQ Ge G= Gw GGFþG_Gc G7GŠGlG• GG Fø 9×�&�ØG6HD 
G6 G= GGGh Gx G6G• GGH�G"�f�j Fç G�FéF¹Aironet 3700 GE Gx GŠGH G"�Q#ÝFéG� Fã Fø F÷F¸GG GlGŠ G
GdGz GQ GV F 9̧×�ö+�Gw GQ Ge GV GQ GeFú FùF )̧+�œ Få G�Fï 802.11ac GCGkGŠ GV G"�µG��‚�a�æFþ Wi-Fi G = G w G
G 0 G • G V F û G � G CG kG Š G V � P1 ßG "� Ñ� ±F ÷ F Ý G �F éF ¹

�q�6Fþ��/æF÷FÒ G� 802.11ac Wave 1 F÷FÿF #̧'�~FþG] G2 G6G• GW 802.11n G 0 G = G I G G G k G 2 G • G V F þ( Ù 3 �¸
Fû%&�\FéG� �q�± 1.3 Gbps Fþ3ÿ�ØG"�f�j Fç G�FéF¹Fã Fþ0���Fû G� G� F Ģ6G• GMGŠGe Gw G2 GH G [ G Q G V G }G
FÚG�G�GCGŠGa GG G e G { G ^ G 2 G NG Š G [ G Q G V G }G Š G = F ÷F ¸G } G 2 G r G z G G GtGŠGDFþ�‡�…G�GYGŠGH G"2xFØ
GyFþG_Gc G7GŠGlG• GG Fø �•�æ�œG"� �]Fû�f�jF÷ FÝ G� �²0[Fú�ö%�G"&�'gF÷ FÝ G�FéF¹

G } G 2 G r G z G G G0 G= GI GGFÿF F̧íFþ�}�< Få Fû G� G� F �̧û��GtGŠGDFþG[ GQ GV G}GŠ G= �K)F�m�• F
�lFçFôFôFÒ G� G�FéF¹FíG�Fû��FÔF¸G} G2 Gr Gz GGFû�PFéG� �‡�… G� �Ñ�±FçF 9̧×�&�ØG6 G= GG
��#'FéG� �  G= Gw GG�q9×Fþ RF G0GŠG;GT G= GO Gq G"
�FØFï8	�‚$×Fú�S#ÝGO GQ GeGI GQ GV G
Fø F÷F ĢtGŠGDFû&k
Æ#”�CF÷Fþ+¬#äFú&ã�·G"0Á�•Fç FúFÜ G� F �̧¥�–Fþ���»� "áG"�*�W Få FëG�
Fß F 9̧×FÔ�ö+�G"�f�jF÷ FÝ G� Fã Fø FÜ�ÓG� G� G�FöFÔG�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÄCisco Aironet 3700 SeriesFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco Aironet 3700 
G E G x G ŠG H

Wi-Fi �† = 802.11a/b/g/n/acH�Wave 1H�

�·�8GpGŠ GW �p�¸7Ÿ�p�ºF¸ FlexConnectF̧�‡
Æ
G o G Q G E G sF ¸OfficeExtend

!“)z�X G V G x G eG yH �2.4 GHzF5̧ GHzF̧FÚ
G�G�GpGF GsGŠGyH�

�q�±GUGŠGM GzGŠ GV 1.3 Mbps

MIMO Fþ0¿0£ 4 X 4

'56ëGG GV Gx GŠGn 3

�q�± G= Gw G2 G0 G• GV �X 200

�q�±  ClientLink �X 128

ClientLink 3.0 Yes

CleanAir 2.0 Yes

VideoStream Yes

BandSelect Yes

�Y,�  AP �è�� Yes

4:�Â�º  wIPS Yes

7Á ; DCF8̧02.3af PoEF8̧02.3at PoE+F¸
Enhanced PoEFU̧niversal PoE
H�UPOEH�

G 0 G •G TG X 3700iH�
Æ-¶

3700eH��¥�ÜFá

3700pH��¥�ÜFá
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G A G 0 G A G •G kG ŠG [G • G V

ú GA Gw Gj
= FÿFÛFôFöFúFÔ�š�ìG"3ÄFØ
ÔGCGŠGa GG
"� f� j F ç F ú
G�FéF¹

1 G9Gy
Fø Fç FöFÔG�FéF¹FíG�FÜ
¸
F ¸G [ GQ GV G}GŠ G= 
 ²� /

GE Gu G•FûG6G• GW GRGŠG6
��Fþ
Æ��G"��

Fþ)+�œGe
Ü�•3ÿ�ì Få G�F Ģ6G• GW

ú G� G�FéF¹G[ GQ
G�G"�<#ÝFéG�

ÛFô� "á$×
�# '
G 7G Š
G kG Š G V F ç F ö
3¿3ÿFû�q#Ý
Cisco Prime Infrastructure

�š�ì Fø Fÿ)�9‚Fç Fï Fã Fø FþFúFÔ�¦�óF÷FéF¹GpG^ G2 Gy GUG^ G2 GGFþ�ô�QF 8̧b�Œ Fø GaGUG8Fþ�È(
F
GzGŠGE Gu G•F¸G= Gw G4 GW Fø GUGŠGM GIG• GMGŠFþ�ì�•�ìFû G� G� F¸G[ GQ GV G}GŠ G
G� FÖ Fø Fç FöFÔG�FéF¹�‚FïFú�µ�
Fþ�?�¶Fû��Fó FöF �̧‚FïFú�¨ Fß Fþ1"8ŸFÜ�?�¶Fç G�FéF¹9×F 
GzGgGyF &̧���FúG0Ge Gx G?GŠGE Gu G•4Ä�™F (̧F�Æ�ì Få G�FïG6G• GW GtGŠGD G 6 G = G GG h G x G 6G • G G G
FÜ G� F¸Ga GFG[ GGFþ)E)F�öG")T�âFçF 4̧ #ÝGA GG GV G"'ö#.FéG� Fã Fø FÜ�²0[ Fø Få G�FöFÔ

IT Ge G{ Gc G5 GQ GE Gu GXGyFïFñFÿ Fã G� G� Fþ1"8ŸFû�P��FéG� FïG�FûF �̧"�MFþG> Gw Gc G G 2 G • G MG Š
Gc G5 G2 GGFÛ G� G[ GQ GV G}GŠ G= G"'ö#.F÷ FÝ G� �ß�Ó$×Fú GK Gx GsGŠGE Gu G• G"�²0[ 
Cisco Prime Infrastructure G K G x G sG ŠG E G u G •F ÷F éF ¹G d G w G •G O G8Gc G1 GGFûFÔ G� G} G2 Gr Gz GG GtGŠGDFûF
WAN G " G � F ïF Ü G � F ¸G 0 G = G I G G Gz G2 GrG"3ûFèF ĢUGŠGM GIG• GMGŠFûG� F÷�Ñ�G Få G�F ï
F þ G w G 2 G cG C G 2 G = G y' ö# . F ø G CG ŠG a G G G0GE Gs G0 Gw G• GG G"�f�j Fç G�FéF¹Fã G�G" One ManagementH��M
–
'ö#.H� Fø �çG�G�FéH��W 2-13H�F¹

�W2-13 Cisco Prime Infrastructure H�One Management

Cisco Prime Infrastructure FÿG[ GQ GV G}GŠ G= G"GUG^ G2 GGF ĢtGŠGDF¸G0Ge Gx G?GŠ
G• GW F÷�K)FFçF F̧éG	Fö G"
ÀFý
�FØFïG[ GQ GV G}GŠ G= 'ö#.F÷FéF¹/æ
�FéG� �µ+�Fû G� Fó Fö
#'F÷ FÝ G�FéF¹

• �M�Ó'ö#.H�Day-0 FÚG�G � Day-1 Ge G{ Ga GF Gu GYG• G> Fø F F̧íG��è7FFþ�–0ÉFþFïG�Fû�"�M
Gw GQ GV Gc G7GŠGn G"�f�j Fç G�FéF¹Fã G�Fû G� G� GUG^ G2 GG Fø GCGŠGa GGFþ�_
°F
GtGŠGD G6 G= GGGh Gx G6G• GGFû�s8jG"�lG�Fé�e8ŸG"FéG�G� Fß 0Ž�ôF÷ FÝ G� G� FÖ FûF
GV G}GŠ G= 'ö#.Fû0[FéG� �ì6ëG"%·)°F÷ FÝ G� FïG�F¸Ga GFG[ GG G"�Ñ�± Få FëG� FïG�Fû Fã
�ì6ëG"�q�±�ìF÷ FÝ G�FéF¹

• GE GG GA Fþ�Ü�•�o�Í�µ+�G"(F�"Fû�_
°H�GE GG GA Fþ�j�9�ì�µ+�G�GCGŠGa GG G" G� G� 3¿3ÿF
Fû0¿0£FçF �̧�/æFéG� Fã Fø FÜF÷ FÝ G�FéF¹Intelligent WANH�IWANH�F¸GA G•G^GŠGF GW G 0 G = G I G G G "�
F ç F ï� (� SG } G 2 G r G z G GF ¸Application Visibility and ControlH�AVCH�F¸GLGŠG•GgGŠGG G c G / G 2 G 0 G 4
GyFÇisco TrustSec 2.0 Identity-Based Networking Services F ú F ùF þG T G = G \ G { G FG ŠG "G C
F Ô G � F ïG �F ¸G E G G G A GUG^ G2 GGFû)�G�3¸G�G�Fï G2 G• GT Gx GF G5 G• GG�µ+�G"�•+�Fú7H G�
F ÷ F Ý G �F éF ¹
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'¨  2 'v       Cisco Unified Wireless FþGT G= G\ G{GFGŠFÚG�G�G0GŠG;GT G= GO Gq
G A G 0 G A G •G kG ŠG [G • G V

GE Gu G•�P�ÂFþ�•0i

ø Gw G2
GV Gw G= GO Gq Fþ��/œ
Fû6õFéG� �_��G"�f�j

ù F ã F ÷F �̧ 1G "F ¸
�•

V G w G dG y

G2 G= Gy'ö#.F¸

2 G= Gy'ö#.FÚG�G�GCGŠ
M GIG• GMGŠFþ

û�z'gFñ G�FéF¹
sGŠGT G1 G•G>F¸GzGkGŠ GV �8�BF '̧ö

öG[ GQ GV G}GŠ
éF¹

Go G2 G•F �̧…

•0i�ì
w GG GV Gw G=

� F ¸G w G 2 G I
¹

cGC
w G = G O G q

úFÜ G� G0
þ�M2��ö Fø �q

F éG � G w G 2 G c

G2 G•

w

_
°Fé
K)FFç Fö0¿��FÚG�
• G0Ge Gx G?GŠGE Gu G•Fþ�•0i�öH�G_Gc G7GŠGlG• GG GUGŠGM G"�ÙG�3¸G#Fð Cisco �µ�þFÚG�G���#ú�† =
Fþ�•/¡G"0¿��FçF¸GK GŠGG Fø Fç Fö�Q#Ý Få G�FöG[ GQ GV G}GŠ G= 
²�/FþG0Ge Gx G?GŠ
�öG"�f�j Fç G�FéF¹Fã G� G� FþGT G= G\ G{ GFGŠFûFÿF¸NetFlowFŅetwork-Based Application 
Recognition 2H�NBAR2H�FÇisco Medianet G T G = G \ G { G FG ŠF ¸Simple Network Management Protocol
H�SNMPH�Fú FùFÜFÒ G� G�FéF¹Cisco Prime Infrastructure F÷FÿF¸G0Ge Gx G?GŠGE Gu G•Fþ�•0i�ö F
GcGC G2 G= Gy'ö#. Fø FÔ FÖ �~�‚Fú)�G��œG�FëFû G� Fó FöF �̧ö%� Fø Fú G� G2 G• Gc Gw GG
"g�#Fþ GA G• GTG; GG GV FÛ G� G0Ge Gx G?GŠGE Gu G•FÚG�G�GCGŠGa GGFþ��/œ"g�#
FéG� Fã Fø Fû G� G� F �̧e8ŸFþ�è�� Fø 0Ž�ôG"���ÆFû Fç G�FéF¹

• GpG^ G2 Gy G A G w G j G zG ŠG E G u G •F þ' ö# .H �G } G 2 G r G z G G G 0 G = G I G GF û6 õF éG �1 !F ÜF F̧ ÔF ôF ¸F
FùFþ G� FÖ FûFû'ÅFØ G�FéF¹Fã G�FûFÿF¸802.11ac GCGkGŠ GV F %̧&6õFéG� �w)z/!“)z G= Gw G2 G0 G• GV Fþ
0i�ìF ĢtGY Gc G/ G2 GW G 0 G = G I G G G2 G• Gc Gw GG GV Gw G= GO Gq Fþ�•0i�ìF '̧56ëGl GQ GeF¸Cisco Identity 
Services EngineH�ISEH�)+�œFû G� G� GA G•G^GŠGF GW �ºFþGIG; Gs Gx GT G1/G k G x G EG ŠF þ% �0 i F ø G
G E G sG ŠG T G 1 G • G >F ¸Cisco GpGa Gx GT G1 GCGŠGa GG G6G• GF G•H�MSEH�FÚG�G� Cisco CleanAir )+�œG"�Q
#ÝFç F ï G{ G?GŠGE Gu G• GgGŠGGFþ�¸�î ;/�Y�G/Wi-Fi G= Gw G2 G0 G• GV Fþ3ã2§F¸Gw G2 GcGC
RF �£ �GRGŠGyFú FùFÜ�µG�G�G�FéF¹

• G[ GQ GV G}GŠG= G" G� FïFÜG� 'ö#. Fø GA G• Gb GsGŠGT G1 G•G>H��I�ŠFú Gw G2 GcGCG
G a G G G 0G E G s G 0 G w G • G G G "� f� jF ç F öF Ģ d G w G •G O G8Gc G1 GGF¸G; Gq G•G_GGF F̧ÚG�G�GUGŠG
G[ GQ GV G}GŠG= F÷��/œFåG�FöFÔG��¨�XFþGUG^G2 GGFÚG�G�GCGŠGa GGFþ)T�â'ö#.F
GU G1 GG G9G^ Gx F¸G2 G•GgG• GV Gx F �̧S�BF ĢpGY GM Gx G•G>F¸GV Gw GdGyGE G
#.FúFùFþ5�0[Fú�µ+�G"�f� jFç G�FéF¹�"�MFþGa GsGŠ Fø �"�MFþ'ö#.Gk G2 G• GV Fû G� FóF
G = F ø G A G • G b G sG ŠG MF þ� g� ‰F ûG �F ïF ÜG � One ManagementH��M
–'ö#.H�Fþ Go Gx GQ GV G"��#'Fç G�F

• �(�SG[ GQ GV G}GŠ G= Fþ�•0i�öFþ�M
–�ìH��±0d�•G� FïFÿG> G{GŠG^GyFú)�)ÊFÿF 3̧û�–F¸GW
�æF¸G� FïFÿ�\Fä Fø FûG[ GQ GV G}GŠ G= 'ö#.G"�(�SFç FöFÔG�FéF¹Cisco Prime Infrastructure G8GhGzGŠ
G E G u G • GIG• GMGŠG"�Q#ÝFéG� Fø F �̧q�± 10 �¶Fþ Cisco Prime Infrastructure G2 G• GG GM G• GG G"�
F÷ FÝ G� FïG�F �̧p�¸F÷Fþ�•0i�ö Fø �D�šG")T�âFç FúFÜ G� F¸G[ GQ GV G}GŠ G= 'ö#.G2 G• Gc G
G O G q G "� Ñ� GF ÷ F Ý G �F éF ¹

G w G 2G IG •G G G8GeGE Gu G•

Cisco Prime Infrastructure FÿF¸G2 G• GG GV GŠGy�•+�Fú�"�MFþ GK Gc GV G4 G5 G0 G _ G Q G ?G ŠG FF ÷F Ò G
G • G G G8GeGE Gu G•Fû G� Fó Fö�µ+� Fø G9G^Gz GQ GF G"�²0[Fû�ÂFè Fö�Ñ�±F �̧Ñ�GF÷ FÝ G�FéF

• G w G 2 G cG C G 2 G = G yH �G yG ŠG MF ¸G G G 2 G Q G OF ¸G 0 G = G I G G G k G 2 G • G V F ú F ùF þG E G G G A GUG^ G2 GGFþ
² Gw G2 G
G 2 G = G y Gc G5GŠGHH�0¿0£F �̧_
°F 4̧ #ÝF¸Gz GkGŠ GV H�G"3ûFç FöF¸G[ GQ GV G}GŠ G= G 2 G • G c G w G G G V G
Fþ'ö#.Fû6õ4�FéG� �¥�–Fþ4 #Ý�VFþ�8��G" GE G•GeGyFû Fç G�FéF¹

• G0GE Gs G0 Gw G• GGH�1 Ï� )FúG_Gc G7GŠGlG• GG GUGŠGM Fþ GK GŠGG Fø Fç Fö/æ*(�µ�þG"�Q#ÝFç F
G e G x G ?G ŠG E G u G • G_Gc G7GŠGlG• GGFþ�•0i�öG"�f�j Fç FöF¸G0Ge Gx G?GŠGE Gu G•4Ä�™F
4:FúG6G• GW GtGŠGD G6 G= GGGh Gx G6G• GGFþ�–0ÉFû�z'gFñ G�FéF¹

• Cisco UCS GCGŠG^Fþ'ö#.H�Cisco UCS B G E G x G ŠG HF ÚG �G � C G E G x G ŠG HF þG CG ŠG ^F û� P
GC G2 G= Gy'ö#.FÚG�G� Assurance Management G"� f� j Fç G�FéF¹

• G8GhGzGŠGE Gu G• GIG• GMGŠH��p�¸Fþ�M
–'ö#.GA G• GK GŠGyFÛ G� �q�± 10 �¶Fþ Cisco Prime 
Infrastructure G2 G• GG GM G• GG G"�•0i�ìF÷ FÝ G�FéF¹Cisco Prime Infrastructure F÷GCGkGŠ GV FéG�
G G G M G • G G F ä F ø F û 1 G w G 2 G IG • G GF Ü� ²0 [F ÷F éF ¹

• 9×�•#Ý�ö�Q#Ý�’H�RTUH�H�9×�•#Ý�öGhG0 G"�S�BFéG� 1 �¶FþGe Gw G2 Gl Gx G 2 G • G G G M G • G G F ø 1 �¶FþGI
G 9 G •G N G x G2 G• GG GM G• GG G"�âFô9×�•#Ý�ö�S�BFÜ�•+�F÷FéF¹

• G A G z G = G MH �Cisco Prime Infrastructure 'ö#. G\ GŠ GW F÷Fþ NetFlow ��#.Fþ�D7HG"�VFâG�FéF¹Fã Fþ G
G 2 G IG • G GF ÿF ¸G 0G E G s G 0 G w G • G G Gw G2 GIG• GG Fø �GFëFö Fä�<#Ý Fß Fð Få FÔF¹

• �Q#Ý =
��íG�G@GŠ GV G4 G5 G2 RTUH��Q#Ý =
��íG��µ+�F÷�Q#ÝFéG� �9FþG@GŠ GV G4 G5 G2 G"�
G� �’7HFÜ�Ü�Z Få G�G�FéF¹Fã Fþ�µ+�F÷FÿF �̧‚ Fç FÔGUG^ G2 GGFÜG@GŠ GV G4 G5 G2 Fû�
G � G K G c G V G 4 G 5 G 0 G 2 G o G ŠG F G "� w� ™F ÷ F Ý G �F éF ¹
2-40
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'¨  11 'v       802.11rF8̧02.11kF8̧02.11vF8̧02.11w Fast Transition G{GŠ Gm G•G>
802.11w �–1¤'ö#.Gc GzGŠGn

�µ

�FéF¹

¿� �Fç G�

= Gw G2 G0 G•
G ŠG E G u G • G "
 Ì0 è/ œ
GK GEG6GŠ
• GV FÜ��

V F÷FÿFúFÔFÛFù
û�Â'ÅFç Fú
G V G {G ŠG w F Û
�æ
CLI G"�Q#ÝFç Fï�–1¤'ö#.Gc GzGŠGnFþ0¿��
�–1¤'ö#.Gc GzGŠGn G"0¿��FéG� FûFÿF �̧�Fþ GA GlG• GW G"
°�ŠFç G�FéF¹

WLAN 0¿��FûFÿF �̧–1¤'ö#.Gc GzGŠGnH�PMFH� Fø �çG�G�G�F �̧‚ Fç FÔ1�0ÉG;GŠ'ö#.H�AKM H�GM G2 GeFÜ
G�G�FöFÔG�FéF¹

• PMF Fþ 802.1X 1�0ÉG"0¿��FéG� FûFÿF �̧�Fþ GA GlG• GW G"
°�ŠFç G�FéF¹
config wlan security wpa akm pmf 802.1x { enable |  disable } wlan-id

• PMF Fþ�¦�S
¹�wG;GŠFþGCGkGŠ GV G"0¿��FéG� FûFÿF �̧�Fþ GA GlG• GW G"
°�ŠFç G�FéF¹
config wlan security wpa akm pmf psk { enable |  disable } wlan-id

• WLAN Fþ�¦�S
¹�wG;GŠG"0¿��FéG� FûFÿF �̧�Fþ GA GlG• GW G"
°�ŠFç G�FéF¹
config wlan security wpa akm psk set-key { ascii |  hex } psk wlan-id

�@ �/�•�ìFÜFÂFú FçFÃF¸WEP-40FW̧EP-104F̧FÚG�G� WPAH�AES G � F ïF ÿ TKIPH�Fû0¿�� Få G�FöFÔ G� 
WLAN F÷FÿF¸802.11w G"�w� FûFéG� Fã Fø FÿF÷ FÝ G�FëG#F¹

802.11w FþGpGY GM Gx G•G>
WLANF̧FÚG�G� WLAN Fþ PMF G_ Gw Go GŠGM G"/²&gFéG� FûFÿF �̧�Fþ GA GlG• GW G"
°�ŠFç G

show wlan wlan-id

G V G w G dG yG EG sG ŠG T G 1 G •G >F þG CG kG Š G V
PMF FþGUG^ GQ G> G"0¿��FéG� FûFÿF �̧�Fþ GA GlG• GW G"
°�ŠFç G�FéF¹

debug pmf events  { enable  | disable }

Config wlan security pmf 
{disable | optional | 
required} wlan-id

��FþG8GeGE Gu G•Fû G� G� PMF G_ Gw Go GŠGM G"0¿��Fç G�FéF¹

• association-comebackH�802.11w FþG0 GK GEG6GŠGE Gu G• G"0
FéF¹�w� Fú(
�VFÿ 1 HZ 20 &ÊF÷FéF¹

• RequiredH � G = G w G 2 G 0 G • G V F Ü WLAN Fþ 802.11w MFP �–1¤G"G[GB
GEG6GŠ GV FéG� Fã Fø G"0[�ÓFç G�FéF¹

• OptionalH�WLAN Fþ 802.11w MFP �–1¤G"�w� Fû Fç G�FéF¹

• Saquery-retry-timeH�FéF÷FûG0 GK GEG6GŠ GV Få G�FöFÔ G� G
G V G �F þG 0 G K G EG 6G ŠG E G u G •� Â' ÅF ÷F ¸G 0 G K G EG 6
F÷ FÝ G� G� FÖ FûFú G� G� F÷Fþ�ì6ëH� Gm Gx &Ê�"�)H�F÷FéF¹G0
GE Gu G•Fþ�Ÿ�•�‡6ë�pF¸Fã Fþ�ì6ë6ë7xFû G� G� F¸G= Gw G2 G0 G
7•Fþ G= Gw G2 G0 G• GV F÷FÒ G� F �̧Y�GFú G= Gw G2 G0 G• G
FÖ FÛFÜ&�1� Få G�G�FéF¹G= Gw G2 G0 G• GV FÜ Fã Fþ�ì6ë
ÆF
FÔ���œFÿF¸G= Gw G2 G0 G• GV G 0 G K G EG 6G ŠG E G u G •F Ü G A G •
G � � P7 V F å G �G �F éF ¹SA G= G6 Gx Fþ
Ì0è/œ�ì6ëFÿF¸Gm Gx &Ê�"�)F÷
� �Fç G �FéF¹�æ� �F÷ FÝ G� ( 
�VFÿ 100 HZ 500 Gm Gx &ÊF÷FéF¹�ÍFûFÿ 
100 Gm Gx &ÊFþ�¸�XG"�æ��FéG� �²0[FÜFÒ G� G�FéF¹

Config wlan security pmf 
association-comeback 
timeout-in-seconds wlan-id

Config wlan security pmf 
saquery-retrytimeout 
timeout-in-milliseconds 
wlan-id
11-28
G6G• GM GŠGe Gw G2GH GpGa Gx GT G1 8.1 GUGDG2 G• G :G2 GW
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