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14 Mbps (MCS 8) 2 OFDM - BPSK
28 Mbps (MCS 9) 2 OFDM - QPSK
43 Mbps (MCS 10) | 2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) | 2 OFDM - 16 QAM
116 Mbps (MCS 13) | 2 OFDM - 64 QAM
130 Mbps (MCS 14) | 2 OFDM - 64 QAM
144 Mbps (MCS 15) | 2 OFDM - 64 QAM

5 GHz - 802.11n (HT40) quso wp or

d wP
§ . =18dBm | 15Mbps (MCS 0) 1 OFDM - BPSK

(Tee. I 30 Mbps (MCS 1) 1 OFDM - QPSK

S0l ) 45 Mbps (MCS 2) 1 OFDM - QPSK
60 Mbps (MCS 3) 1 OFDM - 16 QAM
90 Mbps (MCS 4) 1 OFDM - 16 QAM
120 Mbps (MCS 5) 1 OFDM - 64 QAM
135 Mbps (MCS 6) 1 OFDM - 64 QAM
150 Mbps (MCS 7) 1 OFDM - 64 QAM
30 Mbps (MCS 8) 2 OFDM - BPSK
60 Mbps (MCS 9) 2 OFDM - QPSK
90 Mbps (MCS 10) 2 OFDM - QPSK
120 Mbps (MCS 11) | 2 OFDM - 16 QAM
180 Mbps (MCS 12) | 2 OFDM - 16 QAM
240 Mbps (MCS 13) | 2 OFDM - 64 QAM
270 Mbps (MCS 14) | 2 OFDM - 64 QAM
300Mbps (MCS 15) 2 OFDM - 64 QAM

5 GHz-802.11ac (VHT20) P or

d wP
A . =19dBm 7 Mbps (MCS 0) 1 OFDM - BPSK

(T2e . I I 14 Mbps (MCS 1) 1 OFDM - QPSK

S0l ) 21 Mbps (MCS 2) 1 OFDM - QPSK
29 Mbps (MCS 3) 1 OFDM - 16 QAM
43 Mbps(MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
87 Mbps (MCS 8) 1 OFDM - 256 QAM
14 Mbps (MCS 0) 2 OFDM - BPSK
28 Mbps (MCS 1) 2 OFDM - QPSK
43 Mbps (MCS 2) 2 OFDM - QPSK
58 Mbps (MCS 3) 2 OFDM - 16 QAM
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87 Mbps (MCS 4) 2 OFDM - 16 QAM
116 Mbps (MCS 5) 2 OFDM - 64 QAM
130 Mbps (MCS 6) 2 OFDM - 64 QAM
144 Mbps (MCS 7) 2 OFDM - 64 QAM
173 Mbps (MCS 8) 2 OFDM - 256 QAM
5 GHz-802.11aqVHT40) quse wr or
d wP
i . =18dBm 15 Mbps (MCS 0) 1 OFDM - BPSK
(Tee. I 30 Mbps (MCS 1) 1 OFDM - QPSK
S0 45 Mbps (MCS 2) 1 OFDM - QPSK
60 Mbps (MCS 3) 1 OFDM - 16 QAM
90 Mbps (MCS 4) 1 OFDM - 16 QAM
120 Mbps (MCS 5) 1 OFDM - 64 QAM
135 Mbps (MCS 6) 1 OFDM - 64 QAM
150 Mbps (MCS 7) 1 OFDM - 64 QAM
180 Mbps (MCS 8) 1 OFDM - 256 QAM
200 Mbps (MCS 9) 1 OFDM - 256 QAM
30 Mbps (MCS 0) 2 OFDM - BPSK
60 Mbps (MCS 1) 2 OFDM - QPSK
90 Mbps (MCS 2) 2 OFDM - QPSK
120 Mbps (MCS 3) 2 OFDM - 16 QAM
180 Mbps (MCS 4) 2 OFDM - 16 QAM
240 Mbps (MCS 5) 2 OFDM - 64 QAM
270 Mbps (MCS 6) 2 OFDM - 64 QAM
300 Mbps (MCS 7) 2 OFDM - 64 QAM
360 Mbps (MCS 8) 2 OFDM - 256 QAM
400 Mbps (MCS 9) 2 OFDM - 256 QAM
5 GHz-802.11ac (VHT80) gqusoe wp or
d wP
i _ =18dBm | 33 Mbps (MCS 0) 1 OFDM - BPSK
(T2e . I 65 Mbps (MCS 1) 1 OFDM - QPSK
S0l ) 98 Mbps (MCS 2) 1 OFDM - QPSK
130 Mbps (MCS 3) 1 OFDM - 16 QAM
195 Mbps (MCS 4) 1 OFDM - 16 QAM
260 Mbps (MCS 5) 1 OFDM - 64 QAM
293 Mbps (MCS 6) 1 OFDM - 64 QAM
325 Mbps (MCS 7) 1 OFDM - 64 QAM
390 Mbps (MCS 8) 1 OFDM - 256 QAM
433 Mbps (MCS 9) 1 OFDM - 256 QAM
65 Mbps (MCS 0) 2 OFDM - BPSK
130 Mbps (MCS 1) 2 OFDM - QPSK
195Mbps (MCS 2) 2 OFDM - QPSK
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260 Mbps (MCS 3) 2 OFDM - 16 QAM
390 Mbps (MCS 4) 2 OFDM - 16 QAM
520 Mbps (MCS 5) 2 OFDM - 64 QAM
585 Mbps (MCS 6) 2 OFDM - 64 QAM
650 Mbps (MCS 7) 2 OFDM - 64 QAM
780 Mbps (MCS 8) 2 OFDM - 256 QAM
867 Mbps (MCS 9) 2 OFDM - 256 QAM
24GHz, &
Tee Model 2.4 GHz- 802.11b guss wp ordup
Cisco Board 55 Tx  =19dBm 1 Mbps 1 DSSS- BPSK
Cisco Board 55s Tee | .~ 0Bl |[2Mbps 1 DSSS- QPSK
g::gg 282[3 ;85 R 5.5 Mbps 1 DSSS- CCK
Cisco Board 85s 11 Mbps 1 DSSS- CCK
sooNuwpl e 55 2.4 GHz- 802.11g guwse wr ur duwp
g vo Nuwal e 75 § =19 dBm 6 Mbps 1 OFDM - BPSK
Cisco Desk Pro G 9 Mbps 1 OFDM - BPSK
Cisco Desk Limited ol ) 12 Mbps 1 OFDM - OPSK
Cisco Room 55 18 Mbps 1 OFDM - QPSK
Cisco Room 55 Dual 24 Mbps 1 OFDM - 16QAM
C?sco Room 70 Single 36 Mbps 1 OFDM - 16 QAM
G0 Room 70 Single G2 48 Mbps ) OFDM - 64 QAM
Cisco Room 70 Dual G2 54 Mbps 1 OFDM - 64 QAM
Cisco Room 70 Panorama | 2.4 GHz- 802.11n (HT20) guW=So wr orduwp
Cisco Room Panorama
Cisco Room Kit § =19 dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
Cisco Room Kit Mini (T=xe. B 14 Mbps (MCS 1) 1 OFDM - QPSK
Cisco Room Kit Plus S o1) 21 Mbps (MCS2) |1 OFDM - QPSK
g:zig 2222 Sg:ro 29 Mbps (MCS 3) | 1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps (MCS 8) 2 OFDM - BPSK
28 Mbps (MCS 9) 2 OFDM - QPSK
43 Mbps (MCS 10) | 2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) | 2 OFDM - 16 QAM
116 Mbps (MCS 13) | 2 OFDM - 64 QAM
130 Mbps (MCS 14) | 2 OFDM - 64 QAM
144 Mbps(MCS 15) | 2 OFDM - 64 QAM
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Cisco RoomQOS s d wp 2

5GHz &
T ge Model 5 GHz-802.11a QW9 wr or d wp
Ciscof v M A . =19dBm 6 Mbps 1 OFDM - BPSK
Ciscox v M 8 P (Tee . B 9 Mbps 1 OFDM - BPSK
Ciscoe wP B w o1 ) 12 Mbps 1 OFDM - OPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
5 GHz-802.11n (HT20) | guw o wr ordup
A . =19dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(Tee. B 14 Mbps (MCS 1) | 1 OFDM - QPSK
S0l ) 21 Mbps (MCS 2) | 1 OFDM - QPSK
29 Mbps (MCS 3) |1 OFDM - 16 QAM
43 Mbps (MCS 4) |1 OFDM - 16 QAM
58 Mbps (MCS 5) | 1 OFDM - 64 QAM
65 Mbps (MCS 6) | 1 OFDM - 64 QAM
72 Mbps (MCS 7) |1 OFDM - 64 QAM
14 Mbps (MCS 8) | 2 OFDM - BPSK
28 Mbps (MCS 9) | 2 OFDM - QPSK
43 Mbps (MCS 10) 2 OFDM - QPSK
58 Mbps (MCS 11) 2 OFDM - 16 QAM
87 Mbps (MCS 12) 2 OFDM - 16 QAM
116 Mbps (MCS 13 2 OFDM - 64 QAM
130 Mbps (MCS 14 2 OFDM - 64 QAM
144 Mbps (MCS 1§ 2 OFDM - 64 QAM
5 GHz-802.11n (HT40) | guwse wy or dwp
Tx . =18 dBm 15 Mbps (MCS 0) OFDM - BPSK
Tee. L 30 Mbps (MCS 1) OFDM - QPSK
oI 45 Mbps (MCS 2) OFDM - QPSK

60 Mbps (MCS 3)

OFDM - 16 QAM

90 Mbps (MCS 4)

OFDM - 16 QAM

120 Mbps (MCS 5)

OFDM - 64 QAM

135 Mbps (MCS 6)

OFDM - 64 QAM

150 Mbps (MCS 7)

OFDM - 64 QAM

30 Mbps (MCS 8)

N|R|R[R[R|R|R|RP|R

OFDM - BPSK
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60 Mbps (MCS 9) | 2 OFDM - QPSK
90 Mbps (MCS 10) | 2 OFDM - QPSK
120 Mbps (MCS 11)| 2 OFDM - 16 QAM
180Mbps (MCS 12) | 2 OFDM - 16 QAM
240 Mbps (MCS 13)| 2 OFDM - 64 QAM
270 Mbps (MCS 14)| 2 OFDM - 64 QAM
300 Mbps (MCS 15)| 2 OFDM - 64 QAM
5 GHz-802.11ac (VHT20) quwsoe wp urduwp
§ =19 dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(Tee. I 14Mbps (MCS 1) |1 OFDM - QPSK
S0 ) 21 Mbps (MCS2) |1 OFDM - QPSK
29 Mbps (MCS 3) |1 OFDM - 16 QAM
43 Mbps (MCS 4) | 1 OFDM - 16 QAM
58 Mbps (MCS 5) | 1 OFDM - 64 QAM
65 Mbps (MCS 6) | 1 OFDM - 64 QAM
72 Mbps (MCS 7) | 1 OFDM - 64 QAM
87 Mbps (MCS 8) | 1 OFDM - 256 QAM
14 Mbps (MCS 0) | 2 OFDM - BPSK
28 Mbps (MCS 1) | 2 OFDM - QPSK
43 Mbps (MCS 2) | 2 OFDM - QPSK
58 Mbps (MCS 3) | 2 OFDM - 16 QAM
87 Mbps (MCS 4) | 2 OFDM - 16 QAM
116 Mbps (MCS 5) | 2 OFDM - 64 QAM
130 Mbps (MCS 6) | 2 OFDM - 64 QAM
144 Mbps (MCS 7) | 2 OFDM - 64 QAM
173 Mbps (MCS 8) | 2 OFDM - 256 QAM
5 GHz-802.11ac (VHT40) quwse wp orduwp
i . =18dBmT{ 15 Mbps (MCS 0) 1 OFDM - BPSK
2e " 1.. O |30Mbps(MCS1) |1 OFDM - QPSK
) 45 Mbps (MCS 2) | 1 OFDM - QPSK
60 Mbps (MCS 3) |1 OFDM - 16 QAM
90 Mbps (MCS 4) |1 OFDM - 16 QAM
120 Mbps (MCS 5) | 1 OFDM - 64 QAM
135 Mbps (MCS 6) | 1 OFDM - 64 QAM
150 Mbps (MCS 7) | 1 OFDM - 64 QAM
180 Mbps (MCS 8) | 1 OFDM - 256 QAM
200 Mbps (MCS 9) | 1 OFDM - 256 QAM
30Mbps (MCS 0) | 2 OFDM - BPSK
60 Mbps (MCS 1) | 2 OFDM - QPSK
90 Mbps (MCS 2) | 2 OFDM - QPSK
120 Mbps (MCS 3) | 2 OFDM - 16 QAM
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180 Mbps (MCS 4) | 2 OFDM - 16 QAM
240 Mbps (MCS 5) | 2 OFDM - 64 QAM
270 Mbps (MCS 6) | 2 OFDM - 64 QAM
300 Mbps(MCS 7) | 2 OFDM - 64 QAM
360 Mbps (MCS 8) | 2 OFDM - 256 QAM
400 Mbps (MCS 9) | 2 OFDM - 256 QAM
5 GHz-802.11ac (VHT80) WS wr orduwp
§ =17 dBm 33 Mbps (MCS 0) |1 OFDM - BPSK
(Tee. I 65 Mbps (MCS 1) |1 OFDM - QPSK
S0 ) 98 Mbps(MCS 2) |1 OFDM - QPSK
130 Mbps (MCS 3) | 1 OFDM - 16 QAM
195 Mbps (MCS 4) | 1 OFDM - 16 QAM
260 Mbps (MCS 5) | 1 OFDM - 64 QAM
293 Mbps (MCS 6) | 1 OFDM - 64 QAM
325 Mbps (MCS 7) | 1 OFDM - 64 QAM
390 Mbps (MCS 8) | 1 OFDM - 256 QAM
433 Mbps(MCS 9) | 1 OFDM - 256 QAM
65 Mbps (MCS 0) | 2 OFDM - BPSK
130 Mbps (MCS 1) | 2 OFDM - QPSK
195Mbps (MCS 2) | 2 OFDM - QPSK
260 Mbps (MCS 3) | 2 OFDM - 16 QAM
390 Mbps (MCS 4) | 2 OFDM - 16 QAM
520 Mbps (MCS 5) | 2 OFDM - 64 QAM
585 Mbps (MCS 6) | 2 OFDM - 64 QAM
650 Mbps (MCS 7) | 2 OFDM - 64 QAM
780 Mbps (MCS 8) | 2 OFDM - 256 QAM
867 Mbps (MCS 9) | 2 OFDM - 256 QAM
24GHz, &
Tge Model 2.4 GHz-802.11b QWSS9 wr or dwpP
Cisco Desk . =22dBm 1 Mbps 1 DSSS- BPSK
Cisco Desk Mini (T2e . B 2 Mbps 1 DSSS- QPSK
Cisco Room Bar S0l 5.5 Mbps 1 DSSS- CCK
11 Mbps 1 DSSS- CCK
2.4 GHz- 802.11g quse wp orduwp
§  =21dBm 6 Mbps 1 OFDM - BPSK
(Tee. B 9 Mbps 1 OFDM - BPSK
S0l 12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
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36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
2.4 GHz- 802.11n (HT20) qu=oo wp or d wp
§  =20dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(Tee. I 14 Mbps (MCS 1) |1 OFDM - QPSK
S0l 21 Mbps (MCS2) |1 OFDM - QPSK
29 Mbps (MCS3) |1 OFDM - 16 QAM
43 Mbps (MCS 4) | 1 OFDM - 16 QAM
58 Mbps (MCS 5) | 1 OFDM - 64 QAM
65 Mbps (MCS 6) | 1 OFDM - 64 QAM
72 Mbps (MCS7) | 1 OFDM - 64 QAM
14Mbps (MCS 8) | 2 OFDM - BPSK
28 Mbps (MCS 9) | 2 OFDM - QPSK
43 Mbps (MCS 10) | 2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) | 2 OFDM - 16 QAM
116 Mbps (MCS 13) | 2 OFDM - 64 QAM
130 Mbps (MCS 14) | 2 OFDM - 64 QAM
144 Mbps(MCS 15) | 2 OFDM - 64 QAM
Cisco RoomOSyg d wp 3
6 GHz &
T e2¢ Model 6 GHz-802.11ax HE20 QW wy vrduwp
Cisco Board Pro 55 G2 i . =17 dBm 8 Mbps (MCS 0) 1 OFDM - BPSK
CiscoBoard Pro75G2 | (T 2 ¢ B 16 Mbps (MCS 1) | 1 OFDM - QPSK
Ciscoo W 2 wm EQ S o) 24 Mbps (MCS 2) | 1 OFDM - QPSK
Cisco Room Bar Pro 33 Mbps (MCS 3) | 1 OFDM- 16 QAM
49 Mbps (MCS 4) |1 OFDM - 16 QAM
65 Mbps (MCS5) | 1 OFDM - 64 QAM
73 Mbps (MCS 6) | 1 OFDM - 64 QAM
81 Mbps (MCS7) |1 OFDM - 64 QAM
98Mbps (MCS 8) | 1 OFDM - 256 QAM
108 Mbps (MCS 9) | 1 OFDM - 256 QAM
122 Mbps (MCS 10) | 1 OFDMi 1024QAM
135 Mbps (MCS 11) | 1 OFDMi 1024QAM
16 Mbps (MCS 0) | 2 OFDM - BPSK
33 Mbps (MCS 1) |2 OFDM - QPSK
49 Mbps (MCS 2) | 2 OFDM - QPSK
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65Mbps (MCS 3) 2 OFDM - 16 QAM
98 Mbps (MCS 4) | 2 OFDM - 16 QAM
130 Mbps (MCS 5) | 2 OFDM - 64 QAM
146 Mbps (MCS 6) | 2 OFDM - 64 QAM
163 Mbps (MCS 7) | 2 OFDM - 64 QAM
195 Mbps (MCS 8) | 2 OFDM - 256 QAM
217 Mbps (MCS 9) | 2 OFDM - 256 QAM
244Mbps (MCS 10) | 2 OFDM - 1024QAM
271 Mbps (MCS 11) | 2 OFDM - 1024QAM
6 GHz-802.11ax HE40 |gqwse wy ordwp
§  =17dBm 16 Mbps (MCS 0) 1 OFDM - BPSK
(Tee. I 33 Mbps (MCS 1) 1 OFDM - QPSK
o) 49 Mbps (MCS2) |1 OFDM - QPSK
65Mbps (MCS 3) 1 OFDM - 16 QAM
98 Mbps (MCS 4) 1 OFDM - 16 QAM
130 Mbps (MCS 5) |1 OFDM - 64 QAM
146 Mbps (MCS 6) | 1 OFDM - 64 QAM
163 Mbps (MCS 7) |1 OFDM - 64 QAM
195 Mbps (MCS 8) | 1 OFDM - 256 QAM
217 Mbps (MCS 9) | 1 OFDM - 256 QAM
244Mbps (MCS 10) | 1 OFDM - 1024 QAM
271 Mbps (MCS 11) | 1 OFDM - 1024 QAM
34 Mbps (MCS0) |2 OFDM - BPSK
68 Mbps (MCS 1) | 2 OFDM - QPSK
102 Mbps (MCS 2) | 2 OFDM - QPSK
136 Mbps (MCS 3) | 2 OFDM - 16 QAM
204 Mbps (MCS 4) | 2 OFDM - 16 QAM
272Mbps (MCS5) | 2 OFDM - 64 QAM
306 Mbps (MCS 6) | 2 OFDM - 64 QAM
340 Mbps (MCS 7) | 2 OFDM - 64 QAM
408 Mbps (MCS 8) | 2 OFDM - 256 QAM
453 Mbps (MCS 9) | 2 OFDM - 256 QAM
510 Mbps (MCS 10) | 2 OFDM - 1024 QAM
567 Mbps (MCS 11) | 2 OFDM - 1024 QAM
6 GHz - 802.11ax HE80 U9 wy vrduwp
A . =17 dBm 34 Mbps (MCS 0) OFDM - BPSK
(Tee. I 68 Mbps (MCS 1) OFDM - QPSK
o1 102 Mbps (MCS 2) OFDM - QPSK

136 Mbps (MCS 3)

OFDM - 16 QAM

204 Mbps (MCS 4)

OFDM - 16 QAM

272Mbps (MCS 5)

RPlRr|lRr[R|R|R

OFDM - 64 QAM
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306 Mbps (MCS 6) | 1 OFDM - 64 QAM
340 Mbps (MCS 7) | 1 OFDM - 64 QAM
408 Mbps (MCS 8) 1 OFDM - 256 QAM
453 Mbps (MCS 9) 1 OFDM - 256 QAM
510 Mbps (MCS 10) | 1 OFDM - 1024 QAM
567 Mbps (MCS 11) | 1 OFDM - 1024 QAM
68 Mbps (MCS 0) | 2 OFDM - BPSK
136 Mbps (MCS 1) | 2 OFDM - QPSK
204 Mbps (MCS 2) | 2 OFDM - QPSK
272 Mbps (MCS 3) | 2 OFDM - 16 QAM
408 Mbps (MCS 4) | 2 OFDM - 16 QAM
544 Mbps (MCS 5) | 2 OFDM - 64 QAM
613 Mbps (MCS 6) | 2 OFDM - 64 QAM
681Mbps (MCS 7) | 2 OFDM - 64 QAM
817 Mbps (MCS 8) | 2 OFDM - 256 QAM
907 Mbps (MCS 9) | 2 OFDM - 256 QAM
1021 Mbps (MCS 10)| 2 OFDM - 1024 QAM
1134 Mbps (MCS 11)| 2 OFDM - 1024 QAM
5GHz, &
T 9  Model 5 GHz-802.11a quW=So wr or d wpr
Cisco Board Pro 55 G2 Tx . =19dBm 6 Mbps 1 OFDM - BPSK
Cisco Board Pro 75 G2 T ee L 9 Mbps 1 OEDM - BPSK
Cisco Codec EQ o1 12 Mbps 1 OFDM - QPSK
Cisco Room Bar Pro
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
5 GHz-802.11n (HT20) quW=So9 wy or d wpP
A . =19 dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(Tee . . 14 Mbps (MCS 1) 1 OFDM - QPSK
S0l 21 Mbps (MCS 2) | 1 OFDM - QPSK
29 Mbps(MCS 3) 1 OFDM - 16 QAM
43 Mbps (MCS 4) |1 OFDM - 16 QAM
58 Mbps (MCS5) |1 OFDM - 64 QAM
65 Mbps (MCS 6) | 1 OFDM - 64 QAM
72 Mbps (MCS7) |1 OFDM - 64 QAM
14 Mbps (MCS 8) | 2 OFDM - BPSK
28 Mbps (MCS 9) | 2 OFDM - QPSK
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43 Mbps (MCS 10) | 2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) | 2 OFDM - 16 QAM
116 Mbps (MCS 13| 2 OFDM - 64 QAM
130 Mbps (MCS 14| 2 OFDM - 64 QAM
144 Mbps (MCS 15| 2 OFDM - 64 QAM
5 GHz-802.11n (HT40) quW=So wr or d wp
=18dBm | 15Mbps(MCS0) |1 OFDM - BPSK
(U B 30 Mbps (MCS1) |1 OFDM - QPSK
o) 45 Mbps (MCS 2) | 1 OFDM - QPSK
60 Mbps (MCS3) |1 OFDM - 16 QAM
90 Mbps (MCS 4) | 1 OFDM - 16 QAM
120 Mbps (MCS5) | 1 OFDM - 64 QAM
135 Mbps (MCS 6) | 1 OFDM - 64 QAM
150 Mbps (MCS 7) | 1 OFDM - 64 QAM
30 Mbps (MCS 8) | 2 OFDM - BPSK
60 Mbps (MCS 9) | 2 OFDM - QPSK
90 Mbps (MCS 10) | 2 OFDM - QPSK
120 Mbps (MCS 11) | 2 OFDM - 16 QAM
180 Mbps (MCS 12) | 2 OFDM - 16 QAM
240 Mbps (MCS 13) | 2 OFDM - 64 QAM
270 Mbps (MCS 14) | 2 OFDM - 64 QAM
300 Mbps (MCS 15) | 2 OFDM - 64 QAM
5 GHz-802.11ac (VHT20) QuW=Ssoe wy or d wp
§ _ =19dBm | 7 Mbps (MCS 0) 1 OFDM - BPSK
(Tee. B 14 Mbps (MCS 1) 1 OFDM - QPSK
S0 ) 21 Mbps (MCS2) |1 OFDM - QPSK
29 Mbps (MCS3) |1 OFDM - 16 QAM
43 Mbps (MCS 4) |1 OFDM - 16 QAM
58 Mbps (MCS5) |1 OFDM - 64 QAM
65 Mbps (MCS6) | 1 OFDM - 64 QAM
72Mbps (MCS7) |1 OFDM - 64 QAM
87 Mbps (MCS8) | 1 OFDM - 256 QAM
14 Mbps (MCS0) | 2 OFDM - BPSK
28Mbps (MCS 1) 2 OFDM - QPSK
43 Mbps (MCS2) |2 OFDM - QPSK
58 Mbps (MCS3) | 2 OFDM - 16 QAM
87 Mbps (MCS 4) | 2 OFDM - 16 QAM
116 Mbps (MCS 5) | 2 OFDM - 64 QAM
130 Mbps (MCS 6) | 2 OFDM - 64 QAM
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144 Mbps (MCS 7)

OFDM - 64 QAM

173 Mbps(MCS 8) | 2 OFDM - 256 QAM
5 GHz-802.11ac (VHT40) guss wp orduwp
§ _ =18dBm | 15Mbps(MCS0) |1 OFDM - BPSK
(Tee . I 30 Mbps (MCS 1) 1 OFDM - QPSK
S o1 45 Mbps (MCS 2) | 1 OFDM- QPSK
60 Mbps (MCS3) |1 OFDM - 16 QAM
90 Mbps (MCS 4) | 1 OFDM - 16 QAM
120 Mbps (MCS 5) | 1 OFDM - 64 QAM
135 Mbps (MCS 6) | 1 OFDM - 64 QAM
150 Mbps (MCS 7) | 1 OFDM - 64 QAM
180 Mbps (MCS 8) | 1 OFDM - 256 QAM
200 Mbps (MCS 9) | 1 OFDM - 256 QAM
30 Mbps (MCS 0) | 2 OFDM - BPSK
60 Mbps (MCS 1) | 2 OFDM - QPSK
90 Mbps (MCS2) | 2 OFDM - QPSK
120 Mbps (MCS 3) | 2 OFDM - 16 QAM
180 Mbps (MCS 4) | 2 OFDM - 16 QAM
240 Mbps (MCS 5) | 2 OFDM - 64 QAM
270 Mbps (MCS 6) | 2 OFDM - 64 QAM
300 Mbps (MCS 7) | 2 OFDM - 64 QAM
360 Mbps (MCS 8) | 2 OFDM - 256 QAM
400 Mbps (MCS 9) | 2 OFDM - 256 QAM
5 GHz-802.11ac (VHT80) QuWSo wy or duwp
A . =17 dBm 33 Mbps (MCS 0) 1 OFDM - BPSK
(Tee. I 65 Mbps (MCS 1) 1 OFDM - QPSK
S0l 98 Mbps (MCS 2) | 1 OFDM - QPSK
130 Mbps (MCS 3) |1 OFDM - 16 QAM
195 Mbps (MCS 4) | 1 OFDM - 16 QAM
260 Mbps (MCS5) | 1 OFDM - 64 QAM
293 Mbps (MCS 6) | 1 OFDM - 64 QAM
325 Mbps (MCS 7) |1 OFDM - 64 QAM
390 Mbps (MCS 8) |1 OFDM - 256 QAM
433 Mbps (MCS 9) |1 OFDM - 256 QAM
65 Mbps (MCS 0) | 2 OFDM - BPSK
130 Mbps (MCS 1) | 2 OFDM - QPSK
195Mbps (MCS 2) | 2 OFDM - QPSK
260 Mbps (MCS 3) | 2 OFDM - 16 QAM
390 Mbps (MCS 4) | 2 OFDM - 16 QAM
520 Mbps (MCS 5) | 2 OFDM - 64 QAM
585 Mbps (MCS 6) | 2 OFDM - 64 QAM
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650 Mbps (MCS 7)

OFDM - 64 QAM

780 Mbps (MCS 8)

OFDM - 256 QAM

867 Mbps (MCS 9) | 2 OFDM - 256 QAM
5 GHz- 802.11ax HE20 guwss wy orduwp
i =17dBm | 8 Mbps (MCS 0) 1 OFDM - BPSK

(T2e. B 16 Mbps (MCS 1) |1 OFDM - QPSK

S o1 ) 24 Mbps (MCS2) |1 OFDM - QPSK
33Mbps (MCS3) |1 OFDM - 16 QAM
49 Mbps (MCS 4) | 1 OFDM - 16 QAM
65 Mbps (MCS5) |1 OFDM - 64 QAM
73 Mbps (MCS 6) |1 OFDM - 64 QAM
81 Mbps (MCS7) |1 OFDM - 64 QAM
98 Mbps (MCS 8) | 1 OFDM - 256 QAM
108 Mbps (MCS 9) | 1 OFDM - 256 QAM
122Mbps (MCS 10) | 1 OFDMi 1024QAM
135 Mbps (MCS 11) | 1 OFDMi 1024QAM
16 Mbps (MCS 0) | 2 OFDM - BPSK
33 Mbps (MCS 1) |2 OFDM - QPSK
49 Mbps (MCS 2) | 2 OFDM - QPSK
65 Mbps (MCS 3) | 2 OFDM - 16 QAM
98 Mbps (MCS 4) | 2 OFDM - 16 QAM
130 Mbps(MCS 5) | 2 OFDM - 64 QAM
146 Mbps (MCS 6) | 2 OFDM - 64 QAM
163 Mbps (MCS 7) | 2 OFDM - 64 QAM
195 Mbps (MCS 8) | 2 OFDM - 256 QAM
217 Mbps (MCS 9) | 2 OFDM - 256 QAM
244 Mbps (MCS 10) | 2 OFDM{ 1024QAM
271 Mbps (MCS 11) | 2 OFDMi 1024QAM

5GHz - 802.11ax HE40 QUS98 wy vrduwp

§  =17dBm | 16 Mbps (MCS 0) OFDM - BPSK
(Tee . I 33 Mbps (MCS 1) OFDM - QPSK
o1 ) 49 Mbps (MCS 2) OFDM - QPSK

65 Mbps (MCS 3)

OFDM - 16 QAM

98 Mbps (MCS 4)

OFDM - 16 QAM

130 Mbps(MCS 5)

OFDM - 64 QAM

146 Mbps (MCS 6)

OFDM - 64 QAM

163 Mbps (MCS 7)

OFDM - 64 QAM

195 Mbps (MCS 8)

OFDM - 256 QAM

217 Mbps (MCS 9)

OFDM - 256 QAM

244 Mbps (MCS 10)

OFDM - 1024 QAM

271 Mbps (MCS 11)

RPlRr|lRrRIRPR|RP|RPRIRPRP|R|R|F,

OFDM - 1024 QAM
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5 GHz-802.11ax HES80

§  =17dBm
(T e ’ | . .
o1 )

34 Mbps (MCS 0) 2 OFDM - BPSK
68 Mbps (MCS 1) |2 OFDM - QPSK
102 Mbps (MCS 2) | 2 OFDM - QPSK
136 Mbps (MCS 3) | 2 OFDM - 16 QAM
204 Mbps (MCS 4) | 2 OFDM - 16 QAM
272 Mbps (MCS 5) | 2 OFDM - 64 QAM
306 Mbps (MCS 6) | 2 OFDM - 64 QAM
340 Mbps(MCS 7) | 2 OFDM - 64 QAM
408 Mbps (MCS 8) | 2 OFDM - 256 QAM
453 Mbps (MCS 9) | 2 OFDM - 256 QAM
510 Mbps (MCS 10) | 2 OFDM - 1024 QAM
567 Mbps (MCS 11) | 2 OFDM - 1024 QAM
QU wr vr duwp
34 Mbps (MCS 0) OFDM - BPSK
68 Mbps (MCS 1) OFDM - QPSK
102 Mbps (MCS 2) OFDM - QPSK

136 Mbps (MCS 3)

OFDM - 16 QAM

204 Mbps (MCS 4)

OFDM - 16 QAM

272 Mbps (MCS 5)

OFDM - 64 QAM

306 Mbps (MCS 6)

OFDM - 64 QAM

340 Mbps (MCS 7)

OFDM - 64 QAM

408 Mbps (MCS 8)

OFDM - 256 QAM

453 Mbps (MCS 9)

OFDM - 256 QAM

510 Mbps (MCS 10)

OFDM - 1024 QAM

567 Mbps (MCS 11)

OFDM - 1024 QAM

68 Mbps (MCS 0) OFDM - BPSK
136 Mbps (MCS 1) OFDM - QPSK
204 Mbps (MCS 2) OFDM - QPSK

272 Mbps (MCS 3)

OFDM - 16 QAM

408 Mbps (MCS 4)

OFDM - 16 QAM

544 Mbps (MCS 5)

OFDM - 64 QAM

613 Mbps (MCS 6)

OFDM - 64 QAM

681 Mbps (MCS 7)

OFDM - 64 QAM

817 Mbps (MCS 8)

OFDM - 256 QAM

907 Mbps (MCS 9)

OFDM - 256 QAM

1021 Mbps (MCS 10)

OFDM - 1024 QAM

1134 Mbps (MCS 11)

NININININIDNDNDNDNNNDNPRPIRPRPIRPIRPIRPIRPIPIRPIRPIP|IRPPRF

OFDM - 1024 QAM
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24GHz, ¢

Tee Model 2.4 GHz- 802.11b quoSo wp ordup
Cisco Board Pro 55 G2 i . =22dBm 1 Mbps 1 DSSS- BPSK
Cisco Board Pro 75 G2 (T2e L 2 Mbps 1 DSSS- QPSK
e | ° sswrs |
11 Mbps 1 DSSS- CCK
2.4 GHz- 802.11g quoSo wp ordup
§ _ =21dBm | 6 Mbps 1 OFDM - BPSK
(Tee . I 9 Mbps 1 OFDM - BPSK
o) 12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
2.4 GHz-802.11n (HT20) gWsd wy urduwp
§  =20dBm | 7 Mbps (MCS 0) 1 OFDM - BPSK
(Tee. I 14 Mbps (MCS 1) 1 OFDM - QPSK
o1 ) 21 Mbps (MCS 2) | 1 OFDM - QPSK
29 Mbps (MCS 3) 1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps (MCS 8) 2 OFDM - BPSK
28 Mbps (MCS 9) 2 OFDM - QPSK
43 Mbps (MCS 10) | 2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) | 2 OFDM - 16 QAM
116 Mbps (MCS 13) | 2 OFDM - 64 QAM
130 Mbps(MCS 14) | 2 OFDM - 64 QAM
144 Mbps (MCS 15) | 2 OFDM - 64 QAM
2.4 GHz- 802.11ax (HE20) guse wp or dwp
§ _ =20dBm | 8 Mbps (MCS 0) 1 OFDM - BPSK
(T2e. B 16 Mbps (MCS 1) 1 OFDM - QPSK
S 01 24 Mbps (MCS 2) 1 OFDM - QPSK
33 Mbps(MCS 3) 1 OFDM - 16 QAM
49 Mbps (MCS 4) 1 OFDM - 16 QAM
65 Mbps (MCS 5) 1 OFDM - 64 QAM
73 Mbps (MCS 6) 1 OFDM - 64 QAM
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81 Mbps (MCS 7) 1 OFDM - 64 QAM
98 Mbps (MCS 8) 1 OFDM - 256 QAM
108 Mbps (MCS 9) 1 OFDM - 256 QAM
122 Mbps(MCS 10) 1 OFDM - 1024 QAM
135 Mbps (MCS 11) | 1 OFDM - 1024 QAM
16 Mbps (MCS 0) 2 OFDM - BPSK
33 Mbps (MCS 1) 2 OFDM - QPSK
49 Mbps (MCS 2) 2 OFDM - QPSK
65 Mbps (MCS 3) 2 OFDM - 16 QAM
98 Mbps (MCS 4) 2 OFDM - 16 QAM
130 Mbps (MCS 5) | 2 OFDM - 64 QAM
146 Mbps (MCS 6) | 2 OFDM - 64 QAM
163 Mbps (MCS 7) | 2 OFDM - 64 QAM
195 Mbps (MCS 8) | 2 OFDM - 256 QAM
217 Mbps (MCS 9) | 2 OFDM - 256 QAM
244 Mbps (MCS 10) | 2 OFDM - 1024 QAM
271 Mbps (MCS 11) | 2 OFDM - 1024 QAM
(i bl guseawr BowrwWgsowa VOO ' A~ . bl
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802.11dw . =~ vy ., . 01 Bl
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802.11d o bICiscoRoomOS ¢ wp " bl | . WS AMAo Yenrr v
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on !l bgan, "Bl URL _ V Cisco veWws, Webmer, F . "1 &
https://caecncprd.cisco.com/pdtcnc
Bluetooth
Cisco RoomOS$ ¢ w p ~ Bluetoothe MA & nwyeMuwr " DblIg @We o Jwaawr Aw 1 6
Bluetooth ~ 30G guwr [, "H 9 @eWae .~ 7 7 01, blBluetoothe B sev W Cisco
RoomOSs ¢ wp 1 106 gwr | f, ., w VO, 1 &8
Bluetoothe B @&y ~ bl 2 Y, [ S DI, N, Bl dAA -
Y ., . Ol bl
Bluetooth™ b1802.11b/g/nfan & °~ =B eeu ( 20N ~blowpa? ). Y 7 24GHz Uk
R ST o N = - w0 V., _ . Bluetooth . LR B o B B

Bluetooth! & G " e  Bluetooth Profiles

Cisco RoomOS$ ¢ wp =~ bl  Bluetooth ¢ G " gge waWwr " | g
| fleG6"xe (A2DP)
1 [E g3 dTur onreuwel eG”"ge (AVRCP)
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] AMAL ! 86" xge (GAP)
1 E 23 [{!e6"xe (GAVDP)
i /Er]deuJIeG"age(HFp)

F 802.11b/g/n/ax + Bluetooth

802.11b/g/nfax Bluetooth > ~ 0 , 9y [ w0 ~ v ° bIT . ' 24GHz w1 vy 0bl
TN y, . Ol B
[ (802.11b/g/n/ax + Bluetoothy 0~ v ° bl802.11g/n/ax | = Bluetooth fwn ~ v~ 0 CTS,
T . vy’ o6l . S

Oe3kVour

F wo v ° bl wgazuwruwum (PTTbIR (MMOH)BI' |~ & Al dowuwgan 1 O
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S guwsSe wr ", . Bl w0 _, " v_ " blBluetooth¢ wp ~ v© 0 CTS, .
ay . 01 bl
P . " BI6Mbpsw . Ty ° DI b
802.11b/g/n/ax | = Bluetooth™ T _ ' 24GHzw0 _ v~ U0 bIBluetoothw 0 ~ v ° - 802.11a/n/ac/ax
woO Sy, _w NO_ I B, 9"S . n |y . oB
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Esg30uwe

Cisco RoomOS d w p = bl f Oe3zsw3|bw|CD % | RbwWdp, EgzoweymgWur | g
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H264" E 23 or dwP’ ™ | aVv!l eroe bl

hwr " y3wue g3z owewmMm, 1, WT V3UWe £3 AWSE 0D
Cisco RoomOS$ ¢ wp " E g 3 wavluwur 7 Dbl CNWr 9w
auuwrp O ° - bl Eg3 Ewr 2urpy PR B

E 23 QUuwr 5 "7 g

9 QnHD 180p (320 x 180)

1 CIF 288p (512 x 288)

9 nHD 360p (640 x 360)

1 SD 448p (768 x 448)

1 WSVGA 576p (1024 x 576)

1 HD 720p (1280 x 720)

1 FHDOS8Op (1920 x 1080)
2B @y 0A
Cisco RoomOS$ ¢ w p v VA = I T UKy} 2B xe.vw
2B & [ ws y~ ..V ubleB e Hd v T °

biHd w3z ° wo .77 T
UKV} 2B 2LV s BleBeu, [V 97, 0OI

" bl URL, YV3JCi sco RODDWFOSW DI @A LW

30fpsG e wP /[ ) wWuwrp
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bl

bl

bl

. © i

bl

bl

http://www.cisco.com/c/en/us/support/collaboratemdpoints/desktopollaboratiorexperiencadx600-series/productsiserguide

list.html
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5 GHz (802.11a/n/ac/ax)
Cisco RoomO® ¢ wp Vi~ LR "~ 5GHz, ' b
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25'Q 3Vne " 167Q . V 5260-5720GHz Vi  v3VUnewod [V Bl
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Une , 1 20Bwgnr vy, W Y, D1 Bl pd A, " blzwBuwbwl y
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f \/J \}{
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2.4 GHz (802.11b/g/n/ax)
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= Configuration~ > Radio Configurations~ > Network

IE] Dashboard 5 GHz Band 2.4 GHz Band

Monitoring General
Configuration 5 GHz Network Status >

dministration A Please disable 5 GHz Network Status to configure Beacon
Interval, Fragmentation Threshold, DTPC Support.

’ Troubleshooting

Beacon Interval* 100

Fragmentation 2346
Threshold(bytes)*

DTPC Support v

CCX Location Measurement

Mode

Data Rates

A Please disable 5 GHz Network Status to configure Data
Rates

6 Disabled v9 Disabled vi2 Mandatory v

Mbps Mbps Mbps

18 Supported v24 Supported v36 Supported v

Mbps Mbps Mbps

48 Supported v54 Supported v

Mbps Mbps
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cisco
Configuration* > Radio Configurations * > Network
5 GHz Band 2.4 GHz Band
General

2.4 GHz Network Status

Administration A Please disable 2.4 GHz Network Status to configure
802.11g Network Status, Beacon Interval, Short Preamble,
Fragmentation Threshold, DTPC Support

Troubleshooting

802.11g Network Status

Beacon Interval® 100

Short Preamble

Fragmentation 2346
Threshold(bytes)*

DTPC Support

CCX Location Measurement

Mode

Interval* 60

Data Rates

A\ Please disable 2.4 GHz Network Status to configure Data
Rates

1 Disabled v 2 Disabled v |55 Disabled

Mbps Mbps Mbps

6 Disabled v |9 Disabled vy Disabled v
Mbps Mbps Mbps

12 Mandatory v 18 Supported v 24 Supported
Mbps Mbps Mbps

36 Supported v 48 Supported v 54 Supported v
Mbps Mbps Mbps

veuwl wr 802.11n/ac/ax

802.11n | = 802.1lax sws @ wr - pi (24GHZ | ° 5GHz), . I ™

802.1laew s @ wr - 5GHz 71 A I S
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N Configuration ~ > Radio Configurations -~ > High Throughput

5 GHz Band 2.4 GHz Band

[ Dashboard

@ Monitoring
, Configuration v 11
Administration Enable 11n v Select All v
’ Troubleshooting
Data Rate) MCS/(Data Rate) MCS/(Data Rate) MCS/(Data Rate)

0/(7Mbps) A/(14Mbps) 2/(21Mbps) .3/(29Mbps)
~4/(43Mbps) 5/(58Mbps) +6/(65Mbps) “71(72Mbps)
8/(14Mbps) 9/(29Mbps) 10/(43Mbps) 11/(58Mbps)
A2/(87Mbps) A3/(116Mbps) A4/(130Mbps) A5/(144Mbps)
A6/(22Mbps) A7/(43Mbps) 18/(65Mbps) 19/(87Mbps)
20/(130Mbps) 21/(173Mbps) +22/(195Mbps) +23/(217Mbps)
24/(29Mbps) 25/(58Mbps) +26/(87Mbps) “27/(116Mbps)
.28/(173Mbps) 29/(231Mbps) .30/(260Mbps) .31/(289Mbps)

v 1lac

A The Data rates are for 20MHz channels and Short Guard

Interval

Enable 1¥ac Select All ¥
Ss/MCS SS/MCS SS/MCS SS/MCS
1/8/(86.7Mbps) | 1/9/(n/a) ~12/8/(173.3Mbps) | 2/9/(nla)
3/8/(260.0Mbps) ~13/9/(288.9Mbps) | 4/8/(346.7Mbps) ~|4/9/(n/a)

Vv 1lax
Enable 11ax |v Select All v
Multiple Bsisid
SS/MCS SS/MCS SS/MCS

Al7 v 119 NARTAR v12/7
2/9 vi2m 1317 v13/9
431 V1417 v 419 vi4m
BI7 ~|5/9 |5/ 1617
6/9 1611 v|717 v|719
111 1817 v18/9 v18M

BbRw:

[ ED@BARwWs EDCA Par dmmsed sbIEDCIAE G " ge whl0 vy
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B3 Uyl Cisco Catalyst 9800-40 Wireless Controller ~ Welcomeaine  # ® B & 0 @ & Q »
161225
Configuration ~ > Radio Configurations ~ > Parameters
5 GHz Band 2.4 GHz Band
Monitoring
EDCA Parameters
Configuration
EDCA Profile optimized-video-v... v
. Administration
) DFS (802.11h)
% Troubleshooting
A DTPC Support is enabled. Please disable it at
Network to configure Power Constraint
Power Constraint* o
Channel Switch
Status
Channel Switch Quiet v
Announcement
Mode
Smart DFS
RRM
3SVne. { . | Y] "V "bl VT O v Ty, w N, 1 B
0O v . blI51° - 24GHz AmMaoWenr 1 . eKe~™D V] B
VF, 2Ke” D w0 v ~ bl | F.oeKey B
B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeaphs ~ # ® B & M @ T Q >
161225
Configuration~ > Radio Configurations~ > RRM
|?1 Dashboard 5 GHz Band 2.4 GHz Band FRA
Monitoring General  Coverage DCA  TPC  RF Grouping
. Configuration
Power Assignment Method FLanelAwgnmem RCON6-21A-WLC5 (10.201.51 9}
eader
Administration Transmit Power Update 600 second(s)
Interval
© Automatic - \
Troubieshooting Last Run: 365 second(s) ago
On Demand Power Neighbor Count 3
Fixed
Max Power Level Assignmer 17
Min Power Level Assignmen 11
Power Threshold* -70
5GHzw0 ~ v ~ bl 7 3Vpew,kUn'y 1" vamMaolenr V]
O bIZVnpe wn 1~ Y 123Ynpe 1 B
5GHz3 VY ne ~ blCisco 802.11lm msi v W @1 1 WO v 7 7 20MHzlI " " 40 MHz

802.1laxa MA v M r wo v

802.11ad ~ -

N AMaoVerr, D, 3Vpge wo "y
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Configuration* > Radio Configurations* > RRM

5 GHz Band 2.4 GHz Band FRA

E=l Dashboard

) Monitoring General Coverage DCA TPC RF Grouping

. Configuration
Dynamic Channel Assignment Algorithm

Administration

Channel Assignment Mode © Automatic
“ Troubleshooting
Freeze
off
Interval 10 minutes v
Anchortime 0 v

Avoid Foreign AP Interference

Avoid Cisco AP load

Avoid Non 5 GHz Noise

Avoid Persistent Non-wifi

Interference

Channel Assignment Leader RCDNB-21A-WLC5 (10.201.81.9)

Last Auto Channel Assignment 475 second(s) ago

DCA Channel Sensitivity medium v

Channel Width 20 MHz @ 40 MHz 80 MHz 160 MHz Best

Auto-RF Channel List

36 40 44 48 52 56 60 64 100104108112116120124128132136

140144 149153157 161 165

Event Driven RRM

EDRRM
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Configuration* > Radio Configurations* > RRM

5 GHz Band 2.4 GHz Band FRA

General Coverage DCA TPC RF Grouping

Configuration

Dynamic Channel Assignment Algorithm
Administration

Channel Assignment Mode © Automatic
Freeze
off
Interval 10 minutes v
Anchortime 0 v

Avoid Foreign AP Interference

Avoid Cisco AP load

Avoid Non 5 GHz Noise

Avoid Persistent Non-wifi

Interference

Channel Assignment Leader RCDN6-21A-WLCS5 (10.201.81.9)
Last Auto Channel Assignment 531 second(s) ago

DCA Channel Sensitivity medium v

Auto-RF Channel List

12 3 4 5 6 7 8

9 101

Event Driven RRM

EDRRM
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c

Q
Configure Detail
[ Dashboard V' All Access P
General
. Number of AP(s): 1
Monito
AP Name rcdn6-22a-ap1
[ i AP v AP
Configuration S Vodell  Admin Status
ae . AR~ & .
ministration redn6-22a- o0 CleanAir Admin Status
apl & B-K9
Troubleshooting i Antenna Parameters
Antenna Type Internal v
V' 5 GHz Radioy Antenna Mode Omni
Number of AP(s): 1 Antenna A =
AP v Slot
Name No Antenna B 4
rcdn6-22a-
ap1 1 Y AntennaC 7
1
Antenna D v
Antenna Gain 10
2.4 GHz Radi
Download Core Dump to bootflash
Dual-Band R
Country
LSC Provisio|

O Cancel

Md wn pa

CiscoaA Ma oM aenr wo
Enabled ] |, 1~ &l

CleanAirza mA & n
Enable CleanAir

a

Ju [ .

Welcome aipha &~

n alraln
cisco

Cisco Catalyst 9800-40 Wireless Controller
161228

Configuration~ > Radio Configurations = > CleanAir

S GHz Band 2.4 GHz Band

Dashboard

7) Monitoring General Trap Configuration

R Configuration

Enable CleanAir

| Administration
Enable SI

Troubleshooting

Report Interferers

Persistent Device
Propagation

Avallable Interference Interference Types
Types 1o detect

TDD Transmitter
Jammer

Continuous Transmitter
DECT-#ke Phone
Video Camera
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RF Channel Assignment

Current Channel
Channel width

Assignment Method
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40 MHz

Global

Tx Power Level Assignment

Current Tx Power Level

Assignment Method
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2

Global

Q

=

Configuration = > Edit Radios 5 GHz Band

Update & Apply to Device
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v
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D Dashboard Profile Name*® Voice Radio Policy 802.11a00ly v
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S\ Configuration Staws Nemé  WLANID* 1
(2] Voice, RRTTRETE
- sios . Status e [l
Administration O om b =
&~ Troubleshooting 1
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cisco

Conhguratic

£ Dashboard

Layer2 Layer3 AAA

e # € B & WO Q »

General Security Advance

) Monitoring Nurmber of WLANs selected : 0
Layer 2 Security Mode WPA « WPAZ o Fast Transition Enabled v
Configuration et e 5
© Voo 3 MAC Filtering Over the DS
Administration :
[+] Data 2 Protected Management Frame Reassoclation Timeout 20
’ Troubleshooting 1 10 o
PMF Disabled v
WPA Parameters
WPA Policy
WPA2 Policy
WPA2 Encryption AES(CCMP128)
CCMP256
GCMP128
GCMP256
MPSK
Auth Key Mgmt B02.1x
PSX
cCKM
FT + 8021x
FT « PSK
B02.1x-SHA256
PSK-SHA256
O Canced
B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeapha | # ® [ & 0 @ © Q »
161225
General Security Advanced
[ Dashboard
Layer2 Layer3 AAA
) Monitoring
Layer 2 Security Mode WPA+WPA2 Fast Transition Enabled %
: v D
Configuration
1 MAC Filtering Over the DS
Administration
Q Data 2 Protected Management Frame Reassociation Timeout 20

Troubleshooting 1 0 .

WPA Parameters

WPA Policy
WPA2 Policy

WPA2 Encryption

MPSK

Auth Key Mgmt

PSK Format

DK Tuna

O Cancel
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ASCH .
[

60



802.1xw0 . 'V ° BIRADIUSmWB wpe wi . 9" RADIUSswWB w’ Ow3np' y AAA  d
rw LB

n tuen  Cisco Catalyst 9800-40 Wireless Controller v f TS0 TWOeC Q *

Securiy

[} Dashboard
{7) Moaitoring Number of WiANS sslocted : O i:

Configuration et £ v a L

[+] o 1

Administration o o ¥ EAP AUTWALCAnON

% Troubleshooting 1
[ Airone[t., | Ehabl]ledy ., . 01 Bl
FAazwiaaA (P2 WMAMBAD Peer to Peer (P2PY[ Bl @¢lsiabmly eAdct i,ond
|7 Bl
WMM ¥ d g w - EICisco RoomO$ d wp |~ - O WMM .. . SSIbwuv "~y T 1

Y SR o I I
WLAN WMMU¥ | MP &anr v T Bl 1, mMba@anr wy, WLAN' Ty, VY LB

O WMM Mb A n r - blCiscoRoomO3 ¢ wp_ 5  SSIDWO ,  bIWMMYd g uw B[ ~

H

Allowed 1 ..y, . v 5

WLAN. BIWLAN. AP, Bl ° WLAN., . AP . Mb AN T - Bl

] | bl

[363VUne,kVUn, 1 Off Channel Scanning Defer ]~ bl Skaw  ,gUn  ,kUn q v
viouo 3o T g

Kawa46 | 40 HY . "V, W NO_ I &

AMA VM@ K,r pGEuwr Al douwugany "0 "V, bldwal dguwgan 1 o

wen °  DSCPiwR .,  ° bI3Gé3VUne kUnwp | blukYUnnp v "7 vy 0 bl

"H ka wg o 03 . "~ kawgo 46 w . TV, L T ™Y

EAPp b w ' v . T bBlkawsgeo 7w BIEAPE U 363VUgne kUnuy

v, ., L I

[ ' Load Bal].a[nce Band Sgwect, | b
DTI M w2blE won w100 ms bl

802.11K | = 802.11v s wp g§ obl .y . D1 B
Cisco RoomOS ¢ wp g @eWa , LAN |3 een

61



n alvale
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Configuration * > Tags & Profiles* > WLANSs
al Security Advanced
— e
Destivoard Coverage Hole Detection
77) Monitol 3 Numbar of WLANs selectad : 0 Aronet IE
Configuration rind s A 4{D v | SSO P2P Blocking Action Drsatied
Voxe 1
Administrati 2 iz Muticast Suffer 0
iministration — ) = e
Media Stream Mutcast
Troubleshooting 1 10 v direct

Max Cient Connections

Per WLAN 0
Por AP Par o

WLAN

Per AP Radio 200

Per WLAN

11v BSS Transition Support

BSS Transitior

Disassociation imminent{0 200
10 3000 TBTT)

Optimized Roaming 0
Disassoclation Timer(0 to0

40 TBTT)

BSS Max Idie Service

BSS Max Idie Protected

Directed Multicast Service

Tlax

Downink OFDMA

Finink OFDAIA
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Band Select

1P Source Guard

WMM Paicy Requred N
mDNS Mode Bridging B

Off Channel Scanning Defer

Defer o 3 2
Priarity

Scan Defer 100
Time
Assisted Roaming (11k)

Prediction
Optimization

Neighbor List

Dual Band Neighbor
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Configuration~ > THEsISeS AL

General Access Policies QOS and AVC Mobility Advanced

Dashboard
A Configuring in enabled state wil resuit in loss of connectivity for clients associated with this profile.

Status v Pol

. (V] Dat 3
Configuration A Name* Voice WLAN Switching Policy
(] Vo,
| i .
Administration 17, deft Bascrpton Eiites; Doscrption Central Switching ENABLED

1 Status Central Authentication
Passive Client (W oisssieo | Central DHCP enasten [l

m

NABLED

Troubleshooting

Encrypted Traffic Analytics (8 oisasie I Central Association ENABLED
CTS Policy Flex NAT/PAT . DISABLED |

Inline Tagging
SGACL Enforcement

Default SGT 2-65519

O Cancel [ | Update & Apply to Device

Wdgwl eG”ge ) "~ yx+x[ D =~ [ Inpe w!l y S
"c||'s'éL;' Cisco Catalyst 9800-40 Wireless Controller Welcomealpha | # ® B # M @ & Q 2
16.12.2s

Configuration - > [EsidgellGA{eI

General Access Policies QOS and AVC Mobility Advanced

Dashboard
RADIUS Profiling WLAN ACL
Monitorin Status v § i "
g Local Subscriber Policy Name v 1Pva ACL =
. ° g
Configuration = | WLAN Local Profiling 1PV6 ACL v
Administration d  Global State of Device 5
e Classification Uit Fiitors
s 1
Troubleshooting HTTP TLV Caching Pre Auth v
DHCP TLV Caching Post Auth v
VLAN
VLAN/VLAN Group VLAN0500 v
Multicast VLAN Enter Multicast VLAN

O Cancel } Update & Apply to Device
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Configuration - > [LEeldEIGA I x
Q
|
General Access Policies QOS and AVC Mobility Advanced
[ Dashboard \
| Auto QoS None v Flow Monitor IPv4
Monitoring St~ |1
| QoS SSID Policy Egress v
. 0 g
Configuration |
() | Egress platinum x v Ingress v
Administration 7} 9 s platinim-up oy Flow Monitor IPvé
5 1
Troubleshooting QoS Client Policy Egress v
Egress v Ingress v
Ingress v
SIP-CAC
Call Snooping

Send Disassociate

Send 486 Busy

=

o ~

. _ bl[awsansgPacr SessionTimeout ]w | Bl O 0 w v' 0 blaw
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cisco
e Tiec el Edit Policy Profile ~

General Access Policies QOS and AVC Mobility Advanced

Q

[ Dashboard

WLAN Timeout Fabric Profile v
Monitoring Status v f
Session Timeout (sec) 86400 Umbrella Not Configured v
® d Parameter Map
S Configuration Idle Timeout (sec) 300 ' 7 |
(] 1 mDNS Service default-mdns-servic v
Policy J
dministration Q d  Idle Threshold (bytes) 0 Clear
1 Client Exclusion Timeout (sec) v 60 WLAN Flex Policy

Troubleshooting

VLAN Central Switching
DHCP

Split MAC ACL v
IPv4 DHCP Required

Air Time Faimess Policies
DHCP Server IP Address

Show more >>> 2.4 GHz Policy v

5 GHz Policy v
AAA Policy

Allow AAA Override

NAC State
Policy Name default-aaa-policy x v
Accounting List v

O Cancel ‘ [~ Update & Apply to Device
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Add RF Profile

General 802.11 RRM Advanced
Name* ‘ Enter Name il

Radio Band | 5GHz Band

Description ‘ Enter Description

O Cancel " Apply to Device

[802.11]5H | bl T, guwsewr oy S
12 Mbpsw | Mandatory ]. . . bl18 Mbpsir Sw [@¥ wr Supported 1. ., . . My, .
91", blf | = swr  6Mbpsw . Ty SRS S o B B
Add RF Profile
General 802.11 RRM Advanced
Operational Rates 802.11n MCS Rates
6 Mbps Ousabled Enabled Data Rates:
9 Mops Dhanhisd {0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31)
12 Mops Mandatory
18 Mops Supported
24 Mops Supported
36 Mbps Supported
48 Mbps Supported
54 Mbps Supported
[ RRMH, ~ BI[ . 9Ke Maximum Powpr[ LeveKe Mini mum Powler Lbevel
1. O [ DCHW]TPK B2w~r Coverhge W "~ .. 1 8
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Add RF Profile

General 802.11 RRM Advanced

General Coverage TPC DCA
Coverage Hole Detection
Minimum Client Leve! (clients)*

Data RSS| Threshold (dBm)*

Voice RSS! Threshold (dBm)*

Exception Level(%)*

Add RF Profile

General 802.11 RRM Advanced

General Coverage DCA

Transmit Power
Control

Maximum Power Leve)(dBm)*
Minimum Power Level(dBm)*

Power Threshold V1(dBm)*

'O Cancel " Apply to Device
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Add RF Profile

General 8021 RRM Advanced

General Coverage TPC DCA

Dy Channel Assi

Avold AP Foreign AP Interference

Channel Width
® Best

DCA Channels
36 40 44 48 52 56 60 64 100104108112116120124
1>2B 1‘32 '(-36 1‘40 ‘:“ 1;9 1‘53 1;7 |g| 165

High Speed Roam

Mode Enable

Neighbor Timeout* 5

Client Network Preference Default

o Cancel " Apply to Device

[ Advand=si, | MP @A T Maxi mum ClblPemBtk! vr 2Wws2wr Multicast
Dat a RH[tRXx _Sopff Rx Sop Th]fgsholdd 1 B
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Add RF Profile

General 8021 RRM Advanced
High Density Parameters
Max Clients*
Mutticast Data Rate (Mbps)
Rx Sop Threshold (dbm)
Client Distribution
Load Batancing Window*
Load Balancing Denial Count*
ATF Configuration

Status . DISABLED

Briige Client Access B osasien

Airtime Allocation 5
FRA

Client Aware
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Add Flex Profile

General Local Authentication Policy ACL

Name* Enter Name Fallback Radio Shut
Description Enter Description Flex Resilient

Native VLAN ID 1 ARP Caching

HTTP Proxy Port o Efficient Image Upgrade

HTTP-Proxy IP Address Offce Extend AP

CTS Policy Join Minimum Latency

Inline Tagging
SGACL Enforcement

CTS Profile Name default-sxp-profilex v

=

Wdguwspy

Wdgwspy~ BIWLAN! ¢ G " ge Udgwl eG”"ge Owianpy [
NWdgwspy~ AmMa oW enr’ o 9bl . 77 vV WLAN/SSIDBIO w3 1 ™ yveel swépgagubld ~V
Qs | O v T B

Mdyswsu PolicywiTagy ~“BI[ ° Addlwmdwm, . BI[ WL AINe G " @e WLAN
Profju e , . bl 0 T yMdpguwl eG"ge PpPolicy Jwrofill &

o
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uili - Cisco Catalyst 9800-40 Wireless Controller Welcome apha | & W& % M e Q S
16.12.2s

Configuration~ > Tags & ProfilfiSeidgelSAE:T] x

Q
A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag
@ Dashboard Policy Site RF A
Monitoring Name* default-policy-tag
Description default policy-tag
Policy Tag Name
Administration e | ¥ WLAN-POLICY Maps: 2
1 10
Troubleshooting
WLAN Profile + Policy Profile v
Data Data
1 10 |

Map WLAN and Policy

WLAN Profile* Voice v Policy Profile* Voice v

RLAN-POLICY Maps: 0

O Cancel | (-] Update & Apply to Device

weer su
ser su-bl, . APT 1 ¢ G " ge Flex! ¢ 6" gewy "~y _w 1 b

Ser scu-AmMao YMenr’ . 9bl0 T YV APT 1 e G " ge’ | Flex! £ G " ge BbRuUSY
1Bl

s@rsun. 1 Bl CJumdwm,  BIO T VAR Tl e6"gelw | g

[GawMo! €G"xe Flex Plwofiifkeaer scu Site]Wag V ~bltw| eserv
Enable LowaFkF Sjible ~ [G2wMu!' 86" "g@e Flex Plewfille bl
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Add Site Tag

Name* Enter Name
Description Enter Description

AP Join Profile default-ap-profile

Flex Profile default-flex-profile  »
Control Plane Mame v

Enable Local Site

—
[ D Cancel

J

] Apply to Davice

RF>#u
[RFsun]~ bI24GHZ | ° 5GHz 0

BIRFsSMWAMSA o Wanr '

REEuwi v -~ bl

n

vVI[5

Add RF Tag

Name*
Description

5 GHz Band RF Profile

2.4 GHz Band RF Profile

O Cancel

Cisco RoomOS$ d wp g eWa  LAN

N

nV RF! ¢ G " ge y 1B
bl

N

VRF ¢G6G"xe BbRugy S

GHzRP ¢ G"@e 5 GHz Band RF[ Pr4fGHIR&E €6

®® 2.4 GHz Band]wRF _PRrafile

Enter Name

Enter Description

Globai Config

Giobal Config

Fa een 72



B .l Cisco Catalyst 9800-40 Wireless Controller Wel
Isco 16.122s

Configuration - > LSSt

c

Vv All Access

Number of AP(s): 1

<) Monitoring

2L Configuration Ap v AP
\ Name Mo
dministration > redn6-22a- z
apl & B-K
Troubleshooting 3

5 GHz Rac
2.4 GHz R
Dual-Banc

Country

LSC Provis

me alpha

General Interfaces High Availabifity
General
AP Name* redn6-22a-apl
Location* redn6-22

Base Radio MAC 00a7.42b0.5c80

Ethernet MAC

00a7.42b7.cbla

Admin Status enasteo [l
AP Mode Local
Operation Status Registered
Fabric Status Disabled

LED State m{
LED Brightness 8

Level

CleanAir NSI Key

Tags

O Cancel

T GoawMuou! 8 G ey

~ .

Flex 1 L T I

default-policy-tag
default-site-tag

default-rf-tag

Naer scnv

Cisco RoomOS ¢ wp g @eWa , LAN |3 een

€

& e Q C

Inventory ICap Advanced
Version
Primary Software Version 16.12.2.132
Predownloaded Status N/A
Predownloaded Version N/A
Next Retry Time N/A
Boot Version 1.1.24
10S Version 16.12.2.132
Mini I0S Version 0.0.0.0
IP Config

N

CAPWAP Preferred Mode IPva

DHCP IPv4 Address 10.201.81.125

Static IP (IPv4/IPv6)

Time Statistics

Up Time 10 days 18 hrs
16 mins 54
secs

Controfler Association Latency 2 mins 4 secs

V " BI[APTwA AP Mode ],

V.



B ‘.l Cisco Catalyst 9800-40 Wireless Controller ~ Welcomeapha | # ® B & M © & Q ®
16.12.2s

Configuration ~ Edit AP x

General Interfaces High Availability Inventory ICap Advanced
Dashboard v All Acces
General Version
. ¢ Number of AP(s): 1
Monitoring
AP Name* rcdn6-22a-ap1 Primary Software Version 16.12.2.132
i AP v A r
y Configuration Name M Location* rcdn6-22 Predownloaded Status N/A
Administration rcdn6-22a- f\l Base Radio MAC 00a7.42b0.5¢80 Predownloaded Version N/A
apl éh B
Troubleshooting Ethernet MAC 00a7.42b7.cb1a Next Retry Time N/A
1
Admin Status Boot Version 1.1.24
AP Mioda Flex 5 10S Version 16.12.2.132
5 GHz Ra
Operation Status Registered Mini [0S Version 0:0:0:0
2.4GHz | copic staws Disabled IP Config
Dual-Barn CAPWAP Preferred Mode  IPv4
T i 8 X DHCP IPv4 Address 10.201.81.125
Country
CleanAir NSI Key Static IP (IPv4/IPv6)
LSC Prov Tags Time Statistics
Policy default-policy-tag | v Up Time 0 days O hrs 10
mins 1 secs
Site Flex v Controller Association Latency 10 secs
RF default-rf-tag :

O Cancel | Update & Apply to Device

onlresuwhb

2GEer TEd 2 gAR gn . .0 v, . ¥ . . bl
AP LAGAYW . | &l
B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeapha | # © B & ™ @ T Q

16122

Configuration~ > Wireless~ > Wireless Global

Dashboard Default CTG-VOWLAN3 Assisted Roaming
Mobility
Domain *
P7 o Denial Maximum® 5
¢£) Monitoring

F RCDNG6-VOWLAN3
:ar&;euo 2 Floor Bias(d8m)* 15

Configuration
Maximum o Prediction Minimum* 3
O tt 2 Login
Administration Sessions Per
User*

ser

Troubleshooting

Management
Via Wireless

Device
Classification

AP LAG
Mode

Cisco RoomOS ¢ wp g @eWa , LAN |3 een



TEd 2 £

Ciscod ®We , LANonre wb yh TEdz gpe wl
IPAA® o ’

WirelessbY) L ANdEagnevwbiler, q " v, .

€ wb

Cisco

n iy
cisco

Dashboard

Monitoring

24 Configuration

Administration

Troubleshooting

n alialn
cisco

[ Dashboard
Monitoring
. Configuration
Administration

Troubleshooting

TEdzg £ MAGAA® o

a afral,
cisco

[&3 Dashboard

Monitoring

Configuration

Administration

Troubleshooting

Cisco RoomOS$ d wp g eWa  LAN

Cisco Catalyst 9800-40 Wireless Controller
16122

Configuration~ > Wireless~ > Mobility

Global Configuration Peer Configuration

Mobility Group Name*
Multicast IPv4 Address
Multicast IPv6 Address
Keep Alive Interval (sec)*
Mobiiity Keep Allve Count*
Mobiity DSCP Value*

Mobility MAC Address®

Cisco Catalyst 9800-40 Wireless Controller
16,1225

Configuration~ > Wireless~ > Mobility

Global Configuration Peer Configuration

V' Mobility Peer Configuration

MAC Address IP Address

706d.153d.b50b 10.201.81.9

6c31.0e7b.b8ed 10.201.81.10
1 0

RN

MACAA® GUTEd 2 £3 A Y

Weicome aipha # B & 1O

CTG-VoWLAN3

0.0.0.0

48

706d.153d.b50b

Welcome aipha # B & 0O

Public IP v Group Name Multicast IPvd v Status
NJA CTG-VoWLAN3 0.0.00 N/A
10.201.81.10 CTG-VoWLAN3 0.0.00 Up

Non-Local Mobility Group Multicast Configuration

g segWa

Cisco Catalyst 9800-40 Wireless Controller
16122

Configuration~ > Interface - > Wireless

Interface Name: Intertace Type
Vian310 Management
1 0 o

@l WG peay.

# B3 & WO

Trustpoint Name ~ VLANID IP Address

310 10.201.81.9

Fa een

MAQGA? o

IP Netmask

255.255.255,240

bl Ciscod @Wa o LANo " r

0 bl

N

| bl

”

Q »

PMTU

N/A

1385

- v, . VY " . bl
Q CJ

~  MAC Address

70:6a:15:3d:05:0b

75
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OezgkVUorwa
| GMP SnobypfingEnablled!1 &

vywiny

n i)
cisco

Q

[ Dashboard

Monitoring

\_ Configuration

Administration

Troubleshooting

ReAgA T duwp
Enablled 1 &

v,

c

B .l Cisco Catalyst 9800-40 Wireless Controller
16.122s

Q

[ Dashboard

(2 Monitoring
Configuration

Administration

Troubleshooting

Cisco RoomOS$ d wp g eWa  LAN

Cisco Catalyst 9800-40 Wireless Controller
16.12.2s

V' " bl[f 9@®We ,0e3kVUyr Tup

Configuration~ > Services~ > Multicast

Global enasie ([l

Wireless
Multicast Mode

Wireless Broadcast and Wireless Non-IP Multicast

Medi a

Welcome alpha A B & MO

Configuration~ > Wireless~ > Media Stream

General Streams

Multicast Direct Enable v

Session Message Config
Session Announcement
State

Session Announcement

URL

Session Announcement
Email

Session Announcement
Phone

Session Announcement
Note

RegaA or duwkPy | bl

Fa een

Welcome alpha A € B &

IGMP Snooping

Wireless | oisasLep |
mDNS Bridging —_———
wireless Non-  |[lll DisasLen | Disabled
IP Multicast —_—

Status VLANID Name
Wireless | @ oisasLep |
Broadcast —_—
AP Capwap Unicast =
Multicast
MLD Snooping ‘. DISABLED ‘ No Vian available
IGMP (@ oisasLen |
Snooping i
Querier
Snooping
Last Member 1000
Querier Interval
(milliseconds)

Slt redlfPe 3kKY v S MIr v

Wi rel ess]. MullGNIR as

Q Search

Gl obal
n e
Enabled
Status
()
()
()
()

L/

VLANID Name

1 default €
310 VLANO310 €
400 VLANO400 &«

500 VLANO500 &

Disable All

Mul ticast Direct En

76



Add Media Stream

General

Stream Name*

Multicast Destination Start IPv4/IPv6 ‘

Address*

Multicast Destination End IPv4/IPv6 ‘

Address*

Maximum Expected Bandwidth (Kbps)*

‘ 1000

Control (RRC)

Average Packet Size*

Policy

Priority

Qos

Violation

‘ 1200

[ acmit

| 4

‘V’ldeo

Apply to Device

- N

N V. BIR2gA o1 dwpP

"C'I'S'QL;‘ Cisco Catalyst 9800-40 Wireless Controller
17121
Configuration~ > Wireless~ > Media Stream

General Stfeams

Stream Name
10.195.19.27

1 10 v

Cisco RoomOS$ d wp g eWa  LAN

Welcome alpha

Y Start IP Address

239.1.1.1

OegkVUyur oce Mmr v

Foee

bl

A

a ®

A & ne s Q = Feedback | (@
Y EndIP Address Y Stats Y
239.1.11 Enabled
1-10f1items
| bl



B .l Cisco Catalyst 9800-40 Wireless Controller ~ Welcome apha | # % % me Q ®
16.122s

o

Configuration - > [LEelRYI N o

General Security Advanced
[5%1 PEHIEEL Coverage Hole Detection 4 Universal Admin
Monitoring Number of WLANs s Ajronet IE v Load Balance
Conﬁguration Status  Nam P2P Blocking Action Disabled v Band Select
Administrati (] Voo, Multicast Buffer [- DISABLED | IP Source Guard
ministration ° Data
Media Stream Multicast- v WMM Policy Required v
Troubleshooting 1 dirac

mDNS Mode Bridging v
Max Client Connections

Off Channel Scanning Defer

Per WLAN o

Defer 0 1 2
Per AP Per o Priority
WLAN

3 )4 v}5
Per AP Radio 200
Per WLAN
vi6 7
11v BSS Transition Support
it Scan Defer 100

Time
BSS Transition Assisted Roaming (11k)
Disassociation Imminent(0 200
to 3000 TBTT)

Prediction Optimization
Optimized Roaming 40
Disassociation Timer(0 to Neighbor List
40 TBTT)

| O Cancel [~ Update & Apply to Device

EAP
EAPbRuwWSY [ Ty T b Configutassk®dha s# Secur]cfy EAP

N

Advanced. EAP I Bl

(4]

B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeapna # © B & M € & Q ©
161228

Configuration~ > Security~ > Advanced EAP

Dashboard EAP-Identity-Request Timeout (sec)* 30
EAP-Identity-Request Max Retries* 2
Monitoring
EAP Max-Login Ignore Identity | oisasieo |
Response —_—
Configuration
EAP-Request Timeout (sec)* 30
Administration
EAP-Request Max Retries* 2
% Troubleshooting
EAPOL-Key Timeout (ms)* 400
EAPOL-Key Max Retries* 4
EAP-Broadcast Key Interval (sec)* 3600
802.1xw0 _,  ~V ~ bICiscod @We , LANon e wb EAP osePacr w3 Y
D1 Bl
EAP, , ' Y . " bI[EAPd MPpur 5P Acr EAP-Request Timeout Jw 30 )
.. 01 B

Cisco RoomOS ¢ wp g @eWa , LAN |3 een



PSKO v ° "B EAPOus®PACr EAPOKey TinedlwCGeer 1000 . 1 400

d bl EAPROW EAPOKey Max RweGeesh. 2. 14 S

802.1xw 0 _ BIEAPOLKwWs@&P Acr , 10008 d . 9. VeGEer fj. EAPOLK w 5 v

2 Ty ot s T Bl Y, W, 4000 4 Y A7 A VI B TR

[ EAPOUS@®PAcCcr EAPOKey Tinéd®ldnoo 1 1/ T R

[ EABPr oadkctast EAMroadcast Kgywl 'htterMal 3600 1 ' L U VI
v I~ Bl

Rx Sop Threshold

[ Rx _Sopfi Rx Sop Thirestkelrdt [ ¥ Autd v, _ w 1 &
g b Cisco Catalyst 9800-40 Wireless Controller Welcomeaipha | # ® B & W @ T Q >

Conhguration~ > Wireless~ > Advanced

=4 Dashboard

Load Balancing Band Select Optimized Roaming High Density Preferred Calis
4:'\;-?,‘ Monitoring
SL_ Configuration izt b
? Administration Rx Sop Threshold 5 GHz (dbm) auto v
Rx Sop Threshoid 2.4 GHz (dom) auto v

& Troubleshooting
Multicast Data Rate

Multicast Data Rate 5 GHz (Mbps) Auto v

Multicast Data Rate 2.4 GHz (Mbps) Auto v

S WUWdguw

[S &Be&®., H F'eroe Rogue Location Dﬂ.scﬂoyex%/EPrroﬁop_ol

Di s ab]l ad v, LN bl

il Cisco Catalyst 9800-40 Wireless Controller Welcomeapha | # © B & M @ T Q ®
16.122s

& Configuration~ > Security~ > Wireless Protection Policies
E’ Dashboard Rogue Policies RLDP Rogue AP Rules Client Exclusion Policies
@ Monitoring Rogue Location Discovery Disable v

Protocol
Configuration
4 Retry Count 1

¢ Administration Schedule RLDP

’ Troubleshooting

Day Start Time End Time
Monday [C] ®
Tuesday ® ©
Wednesday ® ®
Thursday ©
Friday ® ®
Saturday ® c)
Sunday

Cisco RoomOS ¢ wp 9 @Wa , LAN |3 en 79



LED Y

version 16.12

service timestamps debug datetime msec
service timestamps log datetime msec
service passworeencryption

service internal

service calthome

platform qgfp utilization monitor load 80

no platform punt-keepalive disablekernel-core

Mo r 7 RCDN6-21A-WLC5

H

boot-start-marker

boot system flash bootflash:packages.conf
boot-end-marker

H

vrf definition Mgmt -intf

H

addressfamily ipv4

exit-addressfamily

H

addressfamily ipv6

exit-addressfamily

H

ohTwe &ypnpy |

H

aaa newmodel

H

H

aaa group server radius RADIUS_SERVER_GROUP_DAYO0
server name RADIUS_SERVER_DAYO0_1
v wB 3 RADIUS_Server_DAYO0_2

H

aaa authentication login default local

aaa authentication login authentication_login_day0 group RADIUS_SERVER_GROUP_DAYO0
aaa authentication dotlx authentication_dot1x_day0 group RADIUS_SERVER_GROUP_DAYO
aaa authorization exec default local

aaa authorization network default local

H

aaaserver radius dynamicauthor

H

AAAaws 2 IDF M& WM
sePown CST-60
clock summertime CDT recurring

call-home

lowe MuP woR we pAp® schsmart-licensing@cisco.com , . I D
I Cisco Smart License Porta| .9 Rwe aAp® ~ BISCH v vV UL,

AR I I

oR we A A2 schsmart-licensing@cisco.com

I ¢ 6" gge d)CiscoTAC-1d,
active
destination transport-method http

no destination transportmethod email
H

IPA R &n 3 cisco.com
H

Cisco RoomOS ¢ wp g @eWa , LAN |3 een


mailto:sch-smart-licensing@cisco.com
mailto:sch-smart-licensing@cisco.com

login on-success log
|

subscriber templating
!
BbRwWs50w!l 5! webauth

mewBe (J IPipv41.1.1.6
|

flow exporter wirelesslocal-exporter
destination local wic

|

flow monitor wireless-avc-basic
exporter wirelesslocal-exporter
cache timeout active 60

9 @eWes  AVCK W g wMm,

|

no devicetracking logging theft

accesssession magnove deny

multilink bundle -name authenticated

|

crypto pki trustpoint TP -self-sighed3110682001
enrollment selfsigned

subject-name cn=I0SSelf-SignedCertificate-3110682001
revocation-check none

rsakeypair TP-self-signed3110682001

|

crypto pki trustpoint SLA -TrustPoint

enrollment pkcs12

revocation-check crl

I

crypto pki certificate chain TP-self-signed3110682001

certificate seltsigned 01

30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
31312F3@2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33313130 36383230 3031301E 170D3139 30373130 30343236
35375A17 0D333030 31303130 30303030 305A3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D33 31313036
38323030 31308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
0A028201 0100B74F D6AODESD DFB2CDD2 5196AAB1 86C8BD48 3AAAF455 CAE7D559
41A10FE1 87EC742C C5014113 9A0FD83A FA90EA64 DF68A513 AAG6900C4 810A9FED
870309EA 781EB999 882F7374 EC79D592 DEC6C126 A5FB5666 905C24D8 B2064CD4
66823D6E 7E9A07F3 B043D632 EEDFACAF D306C303 843493AA F44126E3 A07DES05
6B6C5B8E C8E6C9E6 45D79F62 B813FF8C B44FA7AC AEDBSA9E 55B75096 E4AE76BC3
D5B90900 1A0C7CD0 910B6C63 920E9666 39EC3702 387757F1 C26FOBB5 89D4733D
FED71CF4 33002C77 OF721B21 5578C850 590BC846 7CB79469 A51CEBAS 96EA8672
DDB82A44 69EEDA13 DD83B0OFA 3221A839 5F985C86 F2C57B78 8E6608B6 18A346D2
035D3B68 26BF0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
301F0603 551D2304 18301680 141B4651 019EOAEC 8E64EB65 COE023ED 60F6062C
0F301D06 03551D0E 04160414 1B465101 9EOAECSE 64EB65C0 EO23ED60 F6062COF
300D0609 2A864886 F70D0101 05050003 82010100 3319F2A7 3E88539F 85C08F28
67553F93 408DCCC6 EFE2704E C142766C 5FFEOE97 OAFDEOEA 816CB4E2 60FFBC26
6E411C57 3F1AB3F8 2F1E9959 AED26C86 2C0B059D B692C72C B5859A15 999916F8
699587DC 94409E7C FF685698 2FBOACEC 9315F1AA 357E3877 7TAE1E37C F5CD7E46
EB3ADC44 3F22A9E0 EA35E6B8 E5508721 OE8754A1 6A6E3AGA C7FD8E64 6C3C722C
F90919C9 DE675E5C 301FF83A 0593ACE6 4A469209 CAAECS53F 5102FDD3 AE378090
46282E00 BCF65EB7 4C257EFD 57986F82 B6DD8336 CEA82E27 63B4C6C5 F92945E8
2AFE9A95 2AD21793 50FF798F4A79079 6FE92AES 66DFC8B8 14021984 OB1E3F6E
45D57889 B04883C5 114D79AD FBB2CAFF 587ECF9D
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quit
pki 3 b wn SLA-TrustPoint

caO0l

30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0BO50030
32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EAL1 F1IEFF64D
CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
1C394D78 462EF239 C659F715 B98COAS59 5BBB5CBD 0CFEBEA3 700A8BF7 D8F256EE
4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 COBD23CF 58BD7188
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8EOOF 539BA42B 42C68BB7
C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
C55F0D76 61F9A4CD 3D992327 AS8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551DOF 0101FF04 04030201
06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
03820101 00507F24 D3932A&®025D9F E838AESC 6D4ADF6B0 49631C78 240DA905
604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
D98987BF E40CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
467A3DF4 4D565700 6ADFOFOD CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
7CATB7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
5FBODAO6 B92AFE7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
D697DF7F 28
quit

|

license udi pid C980040-K9 sn TTM231803A3

memory free lowwatermark processor 375973

|

servicetemplate webauthglobal-inactive

inactivity -timer 3600

servicetemplate DEFAULT_LINKSEC_POLICY_MUST_SECURE

linksec policy mustsecure

servicetemplate DEFAULT_LINKSEC_POLICY_SHOULD_SECURE

linksec policy shouldsecure

servicetemplate DEFAULT_CRITICAL_VOICE_TEMPLATE

voice vian

servicetemplate DEFAULT_CRITICAL_DATA_TEMPLATE

diagnostic bootup level minimal

|

username <REMOVED?> privilege 15 password 7 <REMOVED>
I

TwA sso

!

vlan internal allocation policy ascending

|

classmap match-any AVC-Reanchor-Class
match protocol ciscoejabber-audio

match protocol ciscejabber-video

match protocol webexmedia

match protocol webexapp-sharing

Cisco RoomOS ¢ wp g @eWa , LAN |3 een
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Ow3! & 1 oe webexcontrol
Ow3! ¢ 1 oe wehexmeeting
Ow3! & 1 oe wifi-calling
!
&0 o w G p &y Port- Channel3
vaew3Wuwr r bn m native VLAN 310
switchport trunk allowed vian 310,400,500
switchport mode trunk
!
@l swCGpagy Tent JEwr eewsnwr 0/0/0
vew3Wuwurrbnmpngees £H VLAN 310
vew3Wuwrrbaom 7 VLAN 310,400,500
vaew3WurTwparpbnm
no negotiation auto
channelgroup 3 mode active
!
interface TenGigabitEthernet0/0/1
switchport trunk native vian 310
switchport trunk allowed vian 310,400,500
switchport mode trunk
no negotiation auto
channelgroup 3 mode active
!
interface TenGigabitEthernet0/0/2
switchport trunk native vlan 310
switchport trunk allowed vlan 310,400,500
switchport mode trunk
no negotiation auto
channelgroup 3 mode active
!
@) swGpa, Tent J Ewr ewsnwr 0/0/3
vaew3Wwrrbnmpaaes £H VLAN 310
vew3VWwrrbnm 7 VLAN 310,400,500
vewsWhur Twarbnom
no negotiation auto
channelgroup 3 mode active
!
interface GigabitEthernetO
vrf forwarding Mgmt -intf
IPA A® o 10.201.81.25 255.255.255.240

negotiation auto

no cdp enable

!

interface Vlanl

no ip address

shutdown

!

interface VIan310

description Management

IPA A® o 10.201.81.9 255.255.255.240
I

interface VIan400

description Data

IPA A?® o 10.201.82.14 255.255.255.0

ip helper-address 72.163.42.112
ip helper-address 173.37.137.70
!
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interface VIan500
description Voice

IPA A2 o 10.201.83.14 255.255.255.0

ip helper-address 72.163.42.112
ip helper-address 173.37.137.70
|

ip default-gateway 10.201.81.1
ip forward -protocol nd
|

ip http server

ip http authentication local

ip http secure-server

ip tftp source-interface GigabitEthernetO
ip tftp blocksize 8192

ip route 0.0.0.0 0.0.0.0 10.201.81.1

|

radius-server attribute wireless accounting maalelimiter hyphen

radius-server attribute wireless accounting caklstation-id macaddress
radius-server attribute wireless accounting callStationldCase lower
radius-server attribute wireless authentication callStationldCase lower
radius-server attribute wireless authentication maedelimiter hyphen
radius-server attribute wireless authentication calistation-id ap-macaddressssid
radius-server load-balance method leasbutstanding

|

radius server RADIUS_SERVER_DAYO0 1

ANA? o ipv4 10.42.136.30 auttport 1812 acctport 1813

key 7 <REMOVED>
I

.radius server RADIUS_SERVER_DAYO0_2

address ipv4 10.42.3.31 autport 1812 acctport 1813
key 7<REMOVED>

|

control-plane
|

line con 0
exectimeout 60 0
vihwl Ewr 1
line aux O

vihwl Ewr 1
line vty 0 4
transport input ssh
line vty 5 15

transport input ssh
|

NTP s w B 10.81.254.202
NTPs wB 10.115.162.212
I

wireless mobility group member maeaddress 6¢31.0e7b.b8eb ip 10.201.81.10 pubpcl0.201.81.10 group CTG
VOWLAN3

9 eeWe (TEd g gpe wl 3 CTG-VoOWLAN3

9 geWs (TEd 2 £ MAC A A?® o 706d.153d.b50b

g eWe , AAAVUdd yw gGgeyr AAAVC g u

wireless ctssxp profile default-sxp-profile

wireless management interface Vlan310

wireless profile airtime-fairness defaultatf-policy 0
wireless profile flex defaultflex-profile

deGEer GoawmMo! £ G " ged
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wireless profile mesh defaukmeshprofile
description "default mesh profile"
wireless profile policy Data

ipv4 flow monitor wireless-avc-basic input
ipv4 flow monitor wireless-avc-basic output
service-policy input silver-up

servicepolicy output silver

sessiortimeout 86400

vlan VLAN0400

no shutdown

wireless profile policy Voice

ipv4 flow monitor wireless-avc-basic input
ipv4 flow monitor wireless-avc-basic output
servicepolicy input platinum -up
service-policy output platinum
sessiortimeout 86400

VLAN VLANO500

sVYwrscn

wireless profile policy defaultpolicy-profile
description "default policy profile"

VLAN 2 GEe T

wireless tag site defauksite-tag

description "default site tag"

wireless tag policy defaukpolicy-tag
description "default policy-tag"

wlan Data policy Data

wlan Voice policy Voice

wireless tag rf defaultrf-tag

description "default RF tag"

wireless rf-network RCDN6-VOWLAN3
wireless security dotlx eapekey retries 4
wireless security dotlx eapekey timeout 400
no wireless security dotlx maxogin-ignore-identity -response
wireless fabric controlplane defaultcontrol-plane
9 eWe ( Re gga-ordwP OegkgVr -ceed MT
g eeWs , 0egkUyr

Wlan Data 2 W =

Bna

Ccx Aironet-iesupport
ctwpaBbn

security dotlx authenticationtlist authentication_dotlx_day0
no shutdown

wlan Voice 1 voice

no assistedroaming neighbor-list

no bsstransition

ccx aironetiesupport

channelscan deferpriority 4

dtim dotl11 24ghz 2

dtim dotll 5GHz 2

RegA orduwpr
Oe3kVeor s Mmr

b ~ 3 dotlla

security ft

akadgz £ wpaakm ft dotlx

security dotlx authenticationtlist authentication_dotlx_day0
wmm require

no shutdown

ap dotll 24ghz riprofile Low_Client_Density_rf_24gh
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coverage data rssi threshold90

coverage level 2

coverage voice rssi threshold90

description "pre configured Low Client Density rfprofile for 2.4gh radio”
high-density rx-sop threshold low

tx-power v1 threshold-65

no shutdown

ap dotll 24ghz riprofile High_Client_Density_rf_24gh

description "pre configured High Client Density rfprofile for 2.4gh radio"
high-density rx-sop threshold medium

rate RATE_11M disable

rate RATE_12M mandatory

rate RATE_1M disable

rate RATE_2M disable

rate RATE_5_5M disable

rate RATE_6M disable

tx-power min 7

no shutdown

Ap dotll 24GHz rf-profile _mMb aanr _ rf 24GH

description "pre configured Typical Client Density rfprofile for 2.4gh radio”
rate RATE_11M disable
® wr RATE_12M

° wr RATE_IM

rate RATE_2M disable
rate RATE_5 5M disable
rate RATE_6M disable
no shutdown

Ap dotll 24GHzR & £A o1 d WP

OegkVUoyr o Mr apdotll 24GHR 2 £A o r d WP E 93 d 58 MT
no ap dotll 24ghz cac voice tspégactivity -timeout

ap dotll 24ghz cac voice tspénactivity -timeout ignore

ap dotll 24ghz cac voice acm

ap dotll 24ghz edcgarameters optimizedvideo-voice

ap dotll 24ghz exgowreq

Ap dotll 24GHz tsm

ap dotll 24ghz rrm txpower max 14

ap dotll 24ghz rrm txpower min 5

Ap dotll 24GHZ® wr RATE_11M

ap dotll 24ghz rate RATE_12M mandatory

ap dotll 24ghz rate RATE_1M disable

ap dotll 24ghz rate RATE_2M disable

ap dotll 24ghz rate RATE_5 5M disable

ap dotll 24ghz rate RATE_6M disable

ap dotll 24ghz rate RATE_9M disable

ap dotll 5ghz rfprofile Low_Client_Density rf 5gh

coverage data rssi threshold90

| Bawn aKe 2

coverage voice rssi threshold90

description "pre configured Low Client Density rfprofile for 5gh radio”
high-density rx-sop threshold low

tx-powervl, ~° fj -608 U w

rsch

ap dotll 5ghz rfprofile High_Client_Density_rf 5gh

description "pre configured High Client Density rfprofile for 5gh radio"
high-density rx-sop threshold medium

® wr RATE_6M

® wr RATE_9M
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. 7
tx-power v1 threshold-65
no shutdown
ap dotl1 5ghz rtprofile Typical_Client_Density rf 5gh
description "pre configured Typical Density rfprofile for 5gh radio”
no shutdown
Ap dotl1 5GHzR 2 £A v r d wP Oe 3KV 1 S MT

ap dotl1 5GHRR 2 £#A o r d wP E 93 d 52 MT
no ap dotll 5ghz cac voice tspénactivity -timeout

ap dotll 5ghz cac voice tspenactivity -timeout ignore
ap dotll 5ghz cac voice acm

Ap dotll 5GHz expbwreq

ap dotll 5GHz tsm

ap dotll 5ghz edcgarameters optimizedvideo-voice
ap dotl1 5ghz channelswitch quiet

ap dotl11 5ghz rrm channel dca chatwidth 40

ap dotl1 5ghz rrm channel dca remove 116

ap dotl1 5ghz rrm channel dca remove 120

ap dotll 5ghz rrm channel dca remove 124

ap dotll 5ghz rrm channel dca remove 128

ap dotll 5ghz rrm channel dca remove 144

ap dotll 5ghz rrm txpower max 17

ap dotll 5ghz rrm txpower min 11

ap dotll 5ghz rate RATE_24M supported

ap dotll 5ghz rate RATE_6M disable

ap dotll 5ghz rate RATE_9M disable

ap country US

ap lag support

ap tag-sourcepriority 2 source filter

ap tag-sourcepriority 3 source ap

ap profile default-ap-profile

CapwapB wmaA w! | b 220 d RCDN6-21A-WLC5 10.201.81.9

capwapB wmA w! a1 1 =od RCDN6-22A-WLC6 10.201.81.10
eCGEeTr AP! £ G " ge (d,

hyperlocation ble-beacon 0

hyperlocation ble-beacon 1

hyperlocation ble-beacon 2

hyperlocation ble-beacon 3

hyperlocation ble-beacon 4 hyperlocation

b n

mgmtuser username <REMOVED> password 0 <REMOVED> secret 0 <REMOVED>

ntp ip 10.115.162.212

ssh

2

a

Cisco AireOS9 &&Wes , LANon r & whb

Ciscod @W?o , LANon r e wb y Vv, "Bl geAbeen 77 7 op
f 802.11r (.FET) B Y
T QWE QoS  Quality of Service (QoS) 1w [ P 3 n Platinum ]
T WMMU D g w y ' I
T 802. 11k "~ . ‘v..w __ "°_°
T 802.11v ,_ v, w 1 b
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f awsansxePacr, . . T obl |~ L D VAR )
T HewakUo,rku Broadcast Kpw I'ntkrval .9 "v, _w 1B
1 Aironef. | Enablled, "y, _ w _1°
1 P2PA@w3Ia)HewmAamMsonw "y
T [Mbeeanr Client Ekxcl'usiom v, _w i
T [ DHGR® ¢+ ~ O _ DHCP Address Assiwynmenit’' Required
7 M Ga wP PMF JwI[3! san Optional ]bl| Required 1blI1~ = [ . Disabled |
L
1 MFRAMb @anrpfp w3l gan bl bl ™ - LB
T DTI M w2 R
T [mbeaanr ' Client Load Balancing W [ . Disabled | e
7 [mbaeanrT Client Bamd[ SeDéestabl]led, 1 &
f | GMRPww3anyw L7
T LayéerEd2 g 0 . 7. v ° "B TBgernndnopuTwa Symmetric Mobile 7
Modew . = I~
f Cisco 802. Ialvm/vacenarxwT ~ v ° “BIClienwLlLink! &
1 ' guWso wr Y L
q Bl VRF Auto J®RF _ I°
 [EDCA! ¢ 6 " gge  EDCAProfile Jwbl[ M Voice Optimized ]1° =~ [ . E 23"’ v
Voice andVideo Optimized | L
T [H MACwW _ M Enable Low Latency MAC W [ . Disabled | a
T [ .n Power Con]st[raibitsablled. "~ v, w 1’
T BYneancno Channel AnndupVemsesnae® n T Twa Channel Qujeet Mod
| bl
1 i veuwl wrguwss wr vy L
f Go wpP v o
T CleawAir vy (CleamAimrw, Cisawaolaerrwi "~ v °)
1 '  O0egzgkU,r o Mr Y] a
T " ®3n Platihu@obSe&"axe [troeseae Protoco]w[Typ&ong
| [
80211 nwr 9 wum
T 7 T 3VUne, " BI24GHz A .7 7" vblCiscoRoomOS ¢ wp~ 5GHz ., . 1 V1
v, . w N, I Bl
5 GWa v ° "“bl802. 1ladwr/%%M axWse, . .y, w70 g
w100 ms _ | Bl
Cisco 802.11n/ac/ax AMaA v “enr w0 _ v ° ~blClientlink, . . v, _ W T B
[ Mb aeA T Maxi mum Al l owed Cljentsl! &l
( )ewr_  _  12Mbpsw  blsYMwr 5 "y (3! gan)ewr  18Mbpsr Sw Ty,
1 T = | S TBl . ( )pwr . B6Mbpsw . Ty B o B
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a Global Parameters

¥ Access Points

All APs General Data Rates**
» Radios
Global Configuration 802.11a Network Status Enabled 6 Mbps Disabled B
» Advanced Beacon Period (millisecs) 100 9 Mbps Disabled B
opr :;:g;:)entation Threshold 2346 12 Mbps Mandatory
» AP Group NTP DTPC Support.  Enabled 18 Mbps Supported
» ATF Maximum Allowed Clients 100 24:Mbpa Supported
RE Profiles RSSI Low Check ") Enabled 36 Mbps supported [
RSSI Threshold (-60 to -90 48 Mbps Supported B
FlexConnect Groups dBm) -80
54 Mbps Supported
» FlexConnect ACLs
802.11a Band Status
FlexConnect VLAN CCX Location Measurement
Templates Low Band Enabled
Mode @ Enabled
Network Lists Mid Band Enabled
Interval (seconds) 60
w 802.11a/n/ac/ax High Band Enabled
= z:tM‘”"'k TWT Configuration ***
RF Grouping Target Waketime Enabled
::; Broadcast TWT Support [ Enabled
2.4 wHZz v ° "bI802. 11lb/wglem/maxe wsy, 802.11g .. "y, w " °
B
w100 ms | &bl
9 @We , LAN, ble oyl d anHey Ve gpswmb gean T L T BlamMA oY en 1
.9 24GHz . bl[sawr ! daAnHe ShortPreamble W [ . Enabled ]° _ I~ Blenpul dap
nHe (XD gouwr l danHewy)y "~y _ blgeWe, agwrguwm BGpwon, NS | g
Cisco 802.11nfaclax AMSio Maenrwd _ v ° ~bIClenttink, . . _ "v,_.w _ °F
. Bl
[ Mb aean T Maxi mum Al l ovwed Cljentsl &l
( )ewr_ _ 12 Mbpsw . blg @We , LAN’ v 80211b T mMbeanr, . B
_bBleMwr f§ "y @3!gaen)eswr_  18Mbpstr Sw RV (R R =\ I
" bl o ( )2wr_ . 6Mbpsw . "y B o R
802.11bvb @A n | v % bl11 Mbpsw ( )ewr_ . . Bl12Mbpsr Swe wr (3! ga
). L. Yy, ., 01 B
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11b/g Global Parameters
¥ Access Points
All APs General Data Rates**
» Radios -
Global Configuration 802.11b/g Network Status Enabled 1 Mbps Disabled B
» Advanced 802.11q Support @ Enabled 2 Mbps Disabled
Mesh Beacon Period (millisecs) 100 5.5 Mbps Disabled
b AP Group NTP Short Preamble Enabled 6 Mbps Disabled
Fragmentation Threshold 9 Mb Disabled
) ATF (bytes) 2346 ps isable B
= A
RF Profiles DTPC Support. Enabled 11:Mbps Disabled
FlexConneet Grouna Maximum Allowed Clients 100 12 Mbps Mandatory
b FlexConract ACLs RSSI Low Check | Enabled 18:Mbps Supported [
RSSI Threshold (-60 to -90 80 24 Mbps Supported
FlexConnect VLAN dBm) 2
Templates 36 Mbps Supported B
Network Lists CCX Location Measurement 48 Mbps Supported
» 802.11a/n/ac/ax Mode @Enabled 54 Mbps Supported
Interval (seconds) 60
i e02:11k/g/n/ax TWT Configuration ***
Network
~ RRM Target Waketime Enabled
RF Grouping
Broadcast TWT Support Enabled
TPC
EwPGegwdny ClientLink
. 0 % < - . . . . ~ ..
Cisco 802.11n/ac/lax A MAa v Weenr vy | Y bl ClientLink v L bl
. el s o .
N, . AMaoenr L . newBe p Qf  AMsSAoWeanr , . EuwpP
V “ bl o091 aAwW0 I (]

”

(Cisco Controller) >config 802.11a beamforming global enable

(Cisco Controller) >config 802.11a beamforming ap <ap_name> enable
(Cisco Controller) >config 802.11b beamforming global enable

(Cisco Controller) >config 802.1Fw P G g w8 n »n ap <ap_name> VY

EWPGEuWB Ny , , bl oO9nAaAwD i PR B

o

(Cisco Controller) >show 802.11a
(Cisco Controller) > 802.11%

@ JgWw TXEwWPGEwsnpy ...
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MONITOR  WLANs

CONTROLLER WIRELESS SECURITY MANAGEMENT

COMMANDS HELP FEEDBACK

Wireless

¥ Access Points
All APs
~ Radios
802.11a/n/ac/ax
802.11b/g/n/ax
Dual-Band Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
} FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

»
Lync Server
Country
Timers

» Netflow

» Qos

802.11a/n/ac/ax Cisco APs > Configure

General RF Channel Assignment
AP Name rtp9-31a-apl Current Channel (48,44)
Admin Status Enable Channel Width * 40MHz ©
Operational Status wp * Channel width can be configured only when channel configuration is in custom
mode
Slot # 1 Assignment Method ©clobal
11n Parameters st
Radar Information
11n Supported Yes
CleanAir Channel Last Heard(Secs)
No radar detected channels
CleanAir Capable Yes

CleanAir Admin Status Enable [
* CleanAir enable will take effect only if it is enabled on this band.

Number of Spectrum Expert
connections

Antenna Parameters

Antenna Type Internal

Antenna

onw>
[<]<]<]<)

Y RF (RRM)

Ciscod @Wa  LANon re wb yypy "y

v NuO,

V) \Y

I Bl

bi51"~ -

24GHz AmMsaoVWenr

"o _wu "y % bl |

MONITOR

WLANs CONTROLLER WIRELESS SECURITY

bISU ne

MANAGEMENT

Tx Power Level Assignment

Current Tx Power Level 1

©Global

“Custom

Assignment Method

Performance Profile

View and edit Performance Profile for this AP
Performance Profile

Note: Changing any of the parameters causes the Radio to be temporarily disabled
and thus may result in loss of connectivity for some clients.

no. v v- 0 Bl \ RFY

A . eKe~ 0D (7 B
k. 2Kewy Y I

COMMANDS HELP FEEDBACK

Wireless

¥ Access Points
All APs
* Radios
Global Configuration

v

Advanced
Mesh
» AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ 802.11a/n/ac/ax
Network
* RRM

RF Grouping
TPC
DCA
Coverage
General

Cisco RoomOS$ d wp g eWa  LAN

802.11a > RRM > Tx Power Control(TPC)

TPC Version

" Interference Optimal Mode (TPCv2)
©coverage Optimal Mode (TPCv1)

Tx Power Level Assignment Algorithm

Power Level Assignment Method

Maximum Power Level Assignment (-10 to 30 dBm)
Minimum Power Level Assignment (-10 to 30 dBm)
Power Assignment Leader

Last Power Level Assignment

Power Threshold (-80 to -50 dBm)

Channel Aware

Power Neighbor Count

Fa een

©Automatic Every 600 sect
~On Demand Invoke Power Update Once |
_Fixed 12
17
11

RTP9-32A-WLC3 (10.81.6.70)
463 secs ago

-65

"] Enabled

3
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5GHzwuy v

bl SUpngewgkUn' y 17

. VAMA oM @err ’ v ’
O bIZVnae wn | | Y 123V e 1 Bl
5GHz3Y ne - blCisco802.11lm Mmsa v W aen 1 wo v ° T 20MHz1 "~ - 40 MHz . bl
Cisco802.11ad ©~ ~ 802.1laxa M v Y &h 1 WO v ° 7 20 MHz5140 MHzbI1 © = 80 MHz PR B S
N, AMaoWernr, D, 3VUpe wo v, W R
!'I"'I‘!
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > RRM > Dynamic Channel Assignment (DCA)
¥ Access Points
All APs Dy ic Ch | Assi t Algorithm
* Radios ) o - ™ =
Global Configuration Channel Assignment Method ©Automatic Interval: 10 minutes AnchorTime: 0
» Advanced ~Freeze Invoke Channel Update Once |
Mesh JIOFE
» AP Group NTP Avoid Foreign AP interference @ Enabled
Avoid Cisco AP load | Enabled
b ATF
Avoid non-802.11a noise Enabled
RF Profiles =
Avoid Persistent Non-WiFi Interference Enabled
FlexConnect Groups
Channel Assignment Leader RTP9-32A-WLC3 (10.81.6.70)
» FlexConnect ACLs
Last Auto Channel Assignment 556 secs ago
FlexConnect VLAN
Templates DCA Channel Sensitivity Medium (15 dB)
Network Lists Channel Width 20 MHz @ 40 MHz (80 MHz [ 160 MHz | /80+80 MHz  Best
~ 802.11a/n/ac/ax Avoid check for non-DFS channel ~| Enabled
Network
v RRM DCA Channel List
RF Grouping
1S 36, 40, 44, 48, 52, 56, 60, 64, 100, 153,
DCA 157, 161
g:vera?e DCA Channels
neral
Client Roaming
Media Y
EDCA Parameters
2.4 GHzw ¥ v ° BI3Vne 1bl6bl | 11 Tt wDCAd o1, . Ty .. 01 Bl
24GHz 0 y3Une 19 v' 0bl40 MHz Cisco 802.11nfax Msi v Y een r wo vy °
' blI2.4GHz3 Y ne w 20 MHz Ty, o w N, B
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CIsCcOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11b > RRM > Dynamic Channel Assignment (DCA)
¥ Access Points
All APs Dynamic Channel Assignment Algorithm
* Radios
Global Configuration Channel Assignment Method ©Automatic Interval: 10 minutes B AnchorTime: 0
b Advanced " Freeze Invoke Channel Update Once |
Mesh OFF
» AP Group NTP Avoid Foreign AP interference @ Enabled
Avoid Cisco AP load | Enabled
b ATF
Avoid non-802.11b noise Enabled
RF Profiles

Avoid Persistent Non-WiFi Interference || Enabled
FlexConnect Groups

Channel Assignment Leader RTP9-32A-WLC3 (10.81.6.70)
» FlexConnect ACLs
Last Auto Channel Assignment 75 secs ago
FlexConnect VLAN
Templates DCA Channel Sensitivity Medium B (10 dB)
Network L Ists DCA Channel List
» 802.11a/n/ac/ax
~ 802.11b/g/n/ax 156,11
Network
» RRM DCA Channels
RF Grouping
TPC
DCA A
Coverage
T Ty ‘ " . _ BI5GHzI" " 24GHz " .. \ 3Yne_ {4 . . TD0O
| " BIQf ., AMaoWerr " +'H w3awBuwbgp' y| " A B
O aAamaoVvenr bl Y"O  RTwa_ bl ' CoAMAGM @I T Al CcOT
B
.9 bl ypda® ' . Ty % B o I IR

5GHz3VY ne ~ bICisco802.1lm M v Waenrwld Vv ° ~ 20MHzI~ - 40 MHZ

Cisco802.11ad = ~ 802.1laxa MA v Ween rwiy ~ v ° - 20 MHzI40 MHZ5 © - 80 MHZ

N

5GHzw0o v ° 1 bl3VneB@isagrunwd V., W NO I B

N, . AMALMeaeIr D, 3Vnpe wu Ty, W | Bl

- 0
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cisco

Wireless

¥ Access Points
All APs
~ Radios
802.11a/n/ac/ax
802.11b/g/n/ax
Dual-Band Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
} FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

> Application Visibility

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

802.11a/n/ac/ax Cisco APs > Configure

General RF Channel Assignment
AP Name rtp9-31a-apl Current Channel (48,44)
Admin Status Enable [ Channel Width * 40 MHz
Operational Status wp * Channel width can be configured only when channel configuration is in custom
mode
Slot # 1 Assignment Method ©Global
11n Parameters oustom
Radar Information
11n Supported Yes
CleanAir Channel Last Heard(Secs)
No radar detected channels
CleanAir Capable Yes

CleanAir Admin Status Enable Tx Power Level Assignment

* CleanAir enable will take effect only if it is enabled on this band.
Current Tx Power Level 1

©Global

“Custom

Number of Spectrum Expert
connections o Assignment Method

Antenna Parameters

Internal B

Antenna Type
Performance Profile

And Control A
Iyne Server Antenna E View and edit Performance Profile for this AP
Country D Performance Profile
Timers Note: Changing any of the parameters causes the Radio to be temporarily disabled
» Netflow and thus may result in loss of connectivity for some clients.
} Qos
Mb @A e wbnpy
. - [ ~ . ~ T
Cisco RoomOS d w p | blokUYn _ ewdnypy «Bgxg, H |, QV . 9V 0blICiscod &Wsa

LANonr e wb mbganr ewdnpygmgan RFB b RwW=s" T | Nl

EDCAB b R w3
EDCWA: 6" mew[ v

bl0 v

” H

Voice Opfli'miged Es23’ M Voi
[H MACLow Latendy5MAT?2. 4

ce & VidebdD

"GHz, I Bl

Opt

"H MAC LLM blamMaoYenr | bwrGguwp bl owr F N w2 3 . Sl
. 9 | o6l Lu s, I = I VR o I B
LLM - bICisco 802.11nfaclax msi v Y a0 1 | QUuwr 8 " N

CISCO

Wireless

¥ Access Points

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

FEEDBACK

All APs General
* Radios
Global Configuration EDCA Profile Voice & Video Optimized

» Advanced
Mesh
» AP Group NTP

b ATF

Cisco RoomOS$ d wp g eWa  LAN

Enable Low Latency MAC 1

Low latency Mac feature is not supported for 1140/1250/3500 platforms if more than 3 data rates are enabled.
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11h Global Parameters
¥ Access Points
All APs Power Constraint
* Radios
Global Configuration Local Power Constraint(0-30) 0 dB
P Advanced Channel Switch Announcement
Mesh
Channel Announcement
» AP Group NTP F
Channel Switch Count 0
P ATF Channel Quiet Mode
RF Profiles

FlexConnect Groups Radar Blacklist

» FlexConnect ACLs Smart DFS

vewl wr 802.11n/ac/ax

802.11n | = 802.1lax sws @ wr - pi (24GHZ | °= 5GHz), . R T

802.1la W s @ wr = 5GHz T L W

802. 1lsyaeiawT VvV "~BIWMM, . . " DBIWPA3 (AESWPA2 (AES)q
Y, v B
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11n/ac/ax (5 GHz) Throughput
¥ Access Points
All APs General MCS (Data Rate 1) Settings
*» Radios
Global Configuration 11n Mode Enabled 2 0 (7  Mbps) Supported
» Advanced Hachode Enabled 2 1 (14 Mbps) Supported
Mashs 11ax Mode Enabled 2 2 (21 Mbps) Supported
3 (29 Mbps) Supported
» AP Group NTP VHT MCS Rates
» ATF 4 (43 Mbps) Supported
. ss1 5 (58 Mbps) Supported
rofiles
o 4 6 (65 Mbps) Supported
FlexConnect Groups 08, /| Enabled £
B 4 7 (72 Mbps) Supported
) FlexConnect ACLs 09 Enabled =
8 (14 Mbps) Supported
FlexConnect VLAN SS2
Templates 9 (29 Mbps) Supported
0-8 7 Enabled 4 10
Network Lists (43 Mbps) Supported
0-9 Enabled 4
v 802.11a/n/ac/ax 11 (58 Mbps) Supported
. ::t’:lork ss3 12 (87 Mbps) Supported
RF Grouping 0-8 7 Enabled 4 13 (116 Mbps) Supported
;’;CA 0-9 Enabled 4 14 (130 Mbps) Supported
Catarege 15 ( 144 Mbps) Supported
General Ss4 16 (22 Mbps) Supported
'C‘"ed"t Reamiog 0-8 / Enabled 4 17 (43 Mbps) Supported
edia
v 7]
EDCA Parameters 0:3 Ensbiadis 18 (65 Mbps) Supported
DFS (802.11h)
19 (87 M
High Throughput HE MCS Rates 9 ( bps) Supported
(802.11n/ac/ax) 20 (130 Mbps) Supported
CleanAir
SS1 s§s2 21 (173 Mbps) Supported
» s
S0Z11h/g/n/mc 0-7 /' Enabled 0-7 ~ Enabled 22 (195 Mbps) Supported
» Media Stream 0-9 7 Enabled 0-9 /' Enabled 23 (217 Mbps) @ Supported
, Application Visibility 0-11 Enabled 0-11 Enabled 24 (29 Mbps) Supported
And Control
25 (58 Mbps) Supported
Lync Server SS3 Ss4
26 (87 Mbps) Supported
Country 0-7 ¥ Enabled 0-7 v Enabled
27 (116 Mbps) Supported
Timers 0-9 /' Enabled 0-9 7 Enabled
28 (173 Mbps) Supported
» Netflow 0-11 Enabled 0-11 Enabled
29 (231 Mbps) Supported
» Qos
Q SS5 SS6 30 (260 Mbps) Supported
0-7 /' Enabled 0-7 /' Enabled 31 (289 Mbps) Supported
Ga wP
GoawPapdogwygan~ plzagwB wd wa W v 0 bl . MAC! e r oe gws e pwr (MPDU)I
~ - . . ~ LR .
MACe WE , gwse®epwr (MSDU)WT BwownM Vvl &g, Dbl . bloe wl wr
v M. | bl
- . ’ A b ..
MAC! ¢ 1 oe 2wsce pwr (A-MPDU), blH ¢ wmMm v Y , . Ol B

N

CiscoRoomOS d wp pmMol dpn v M v " BIA-MPDU | = A-MSDU v Y,
ol Bl

A-MSDU
e wagg oo HI1bI2=
e wagd o H ObI3bI4bISbI6GhI7 =

A-MPDU
e W4 o HObl3bl4bI5 =
e W4 o 'H1bI2bI6bI7 =

©9n AwW0 . bBICiscoRoomOS ¢ wp y . AMPDU | A-MSDU w 1B

5GHz v v’ "~ bl 8021llanwr 9 wmMwy bl a i+ . v ., 0Ol

config 802.11a 11nSupportrasdu tx priority 1 enable
config 802.11a 11nSupporimasdu tx priority 2 enable
config 802.11a 11nSupporimasdu tx priority O disable
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config 802.11a 11nSupportmasdu tx priority 3 disable
config 802.11a 11nSupportrasdu tx priority 4 disable
config 802.11a 11nSupportmasdu tx priority 5 disable
config 802.11a 11nSupportrasdu tx priority 6 disable
config 802.11a 11nSupportmasdu tx priority 7 disable

config 802.11a 11nSupportrapdu tx priority O enable
config 802.11a 11nSuppormpdu tx priority 3 enable
config 802.11a 11nSupportrapdu tx priority 4 enable
config 802.11a 11nSuppormpdu tx priority 5 enable
config 802.11a 11nSupporimpdu tx priority 1 disable
config 802.11a 11nSupporimapdu tx priority 2 disable
config 802.11a 11nSuppormpdu tx priority 6 disable
config 802.11a 11nSupportmapdu tx priority 7 disable

24GHz v Ty T bl o802llbigiwr 9wmw bl . &, 1 .y B o B B

config 802.11b 11nSupporirasdu tx priority 1 enable
config 802.11b 11nSupportrasdu tx priority 2 enable
config 802.11b 11nSupporirasdu tx priority O disable
config 802.11b 11nSupportrasdu tx priority 3 disable
config 802.11b 11nSupporirasdu tx priority 4 disable
config 802.11b 11nSupportrasdu tx priority 5 disable
config 802.11b 11nSupporirasdu tx priority 6 disable
config 802.11b 11nSupportrasdu tx priority 7 disable

config 802.11b 11nSupporirapdu tx priority O enable
config 802.11b 11nSupportrapdu tx priority 3 enable
config 802.11b 11nSupporirapdu tx priority 4 enable
config 802.11b 11nSupportrapdu tx priority 5 enable
config 802.11b 11nSupportrapdu tx priority 1 disable
config 802.11b 11nSupportrapdu tx priority 2 disable
config 802.11b 11nSupportrapdu tx priority 6 disable
config 802.11b 11nSupportrapdu tx priority 7 disable

. A-MPDU| A-MSDU Y] "V T BI5 GHz® " show 8H2.41@Hz" show 802. 1:
Fo.o1r s

802.11lnv 2 Wy :

A-MSDU 1 :
400 OBl coiiiiiiiiiieiciieeiy
40 1Bl [ Enabled ]
400 2Bl i [... Enabled ]
400 3Bl iy
40 4Bl iy
400 BBl
4 0 BBl ey
4 0 7Bl iy

A-MPDU n
400 0Bl [.. Enabled ]
40 ABl iy
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CleanAirza mA & n
Enabled ] |

CIsco

Enabled ]
Enabled ]
Enabled ]
(] I
TBl e,
CiscoAMa o eenrwld bl , W F V' " Bl[CleanAir
I bl

MONITOR WLANs CONTROLLER

WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points
All APs
* Radios
Global Configuration

b Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

w 802.11a/n/ac/ax
Network
» RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac/ax)
CleanAir

» 802.11b/g/n/ax
b Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

» Netflow

» QoS

Cisco RoomOS$ d wp g eWa  LAN

802.11a > CleanAir

CleanAir/Spectrum Intelligence Parameters

CleanAir
Spectrum Intelligence2

Report Interferers®

Persistent Device Propagation

Interferences to Ignore

Enabled
["|Enabled
2Enabled

_|Enabled

Interferences to Detect

Canopy
WiMax Fixed
SI_FHSS

Trap Configurations

TDD Transmitter

> Jammer
Continuous Transmitter
5 DECT-like Phone

Video Camera

Enable AQI(Air Quality Index) Trap EJEnabled
AQI Alarm Threshold (1 to 100)2 35
Enable trap for Unclassified Interferences _|Enabled
Threshold for Unclassified category trap (1 to 99) 20
Enable trap for Classified Interferences ~Enabled
Threshold for Classified category trap (1 to 99) 0

Enable Interference For Security Alarm Enabled

Do not trap on these types

Trap on these types

TDD Transmitter

Continuous Transmitter

DECT-like Phone
Video Camera
SuperAG

Jammer
> WiFi Inverted
WiFi Invalid Channel

Event Driven RRM (change Settings)

EDRRM
Sensitivity Threshold
Rogue Contribution

Rogue Duty-Cycle

Disabled
N/A
N/A
N/A

(1)Device Security alarms, Event Driven RRM and Persistence Device Avoidance algorithm will not work if Interferers reporting is disabled.

(2)AQI value 100 is best and 1 is worst

(3)Spectrum Intelligence does not send traps to Prime Infrastructure and CMX
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cisco MONITOR ~ WLANs
Wireless

¥ Access Points

CONTROLLER WIRELESS  SECURITY

802.11a/n/ac/ax Cisco APs > Configure

MANAGEMENT COMMANDS

HELP

FEEDBACK

All APs
~ Radios General RF Channel Assignment
802.11a/n/ac/ax
802.11b/g/n/ax AP Name rtp9-31a-apl Current Channel (48,44)
Dugh Band Radias Admin Status Enable [ Channel Width * 40 MHz
Global Configuration 0 y Qo
Operational Status wp Channel width can be configured only when channel configuration is in custom
» Advanced mode
Slot # 1 i
Mesh Assignment Method ©clobal
» AP Group NTP 11n Parameters Costom
> ATF Radar Information
11n Supported Yes
RF Profiles
FlexConnect Groups CleanAir Channel Last Heard(Secs)
» FlexConnect ACLs No radar detected channels
CleanAir Capable Yes

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

»
Lync Server
Country
Timers

» Netflow

» QoS

CleanAir Admin Status

Enable

* CleanAir enable will take effect only if it is enabled on this band.

Number of Spectrum Expert

; 0
connections

Antenna Parameters

Internal B

Antenna Type

Antenna

onw>»

Rx Sop Threshold

[ Rx _Sopi

Cisco

Wireless

¥ Access Points
All APs
» Radios
Global Configuration

¥ Advanced
« RF Management

Flexible Radio
Assignment
Load Balancing
DTLS
Band Select
Rx Sop Threshold
Optimized Roaming
Network Profile

WLAN

Cisco RoomO$ d wp "~y

vt bl
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n

Cisco RoomO3 d wp 0
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Rx Sop

[<]<]<]<]

MONITOR WLANs CONTROLLER WIRELESS
Rx Sop Threshold
1

Rx Sop Threshold 802.11a Default

Rx Sop Threshold 802.11b pefaut BJ 0

Thireshle¢derjwo v

SECURITY MANAGEMENT COMMANDS

Tx Power Level Assignment

Current Tx Power Level 1

©Global

“Custom

Assignment Method

Performance Profile

View and edit Performance Profile for this AP
Performance Profile

Note: Changing any of the parameters causes the Radio to be temporarily disabled

and thus may result in loss of connectivity for some clients.

~|Custom

["ICustom

1 Rxsop only supported in Local,Flex,Bridge and Flex+Bridge mode Aps.

SSIDW 0
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CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANS > New
¥ WLANs Type WLAN
WLANs
Profile Name voice
¥ Advanced
SsID voice
D 6

CIsCcO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice'
v WLANS General | Security | Qos l ‘Policy-Mapping I Advanced |
WLANs .

» Advanced Profile Name voice
Type WLAN
SSID voice
Status Enabled
Security Policies [WPA2][Auth(FT 802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy 802.11aonly [
Interface/Interface 3
Group(G) rtp-9 voice B
Multicast Vlan Feature | Enabled
Broadcast SSID Enabled
NAS-ID IRTP9-32A-WLC3
Lobby Admin Access a

n GawP Protected ManadebiahsoFr @mei obla | Requi fbad - [
Di sablled . "1 &
AES “ M, WPA2V d s wy  °  BI802Ax1° T~ PSK . ., 1w0 v_ ' bl T KW s !

802.1xSHA2, 802.1xSHALI = ~ PSKwUL | = bl
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alvaln
CISCO

WLANSs

¥ WLANs
WLANSs

» Advanced

vl
CISCO

WLANs

¥ WLANs
WLANSs

» Advanced

o D
CISCO

MONITOR WLANs CONTROLLER WIRELESS

WLANSs > Edit ‘voice'

_ General | Security | QoS | Policy-Mapping | Advanced |

SECURITY MANAGEMENT

COMMANDS HELP FEEDBACK

Laver2 | Layer3 | AAAServers |

Layer 2 Security €
Security Type
MAC Filtering 2

WPA+WPA2 Parameters

wearwea2 |

Enterprise [

WPA Policy
WPA2 Policy
WPA2 Encryption
OSEN Policy

Fast Transition

E)CCMP128(AES) TKIP —ICCMP256

Fast Transition
Over the DS

Reassociation Timeout

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANSs > Edit ‘voice'

Enable

20 Seconds

General | Security | QoS | Policy-Mapping | Advanced

~GCMP128

COMMANDS

~GCMP256

HELP FEEDBACK

Protected Management Frame

PMF Disabled @&
Authenti Key 12

802.1X-SHA1 Enable

802.1X-SHA2 Enable

FT 802.1X Enable

CCKM Enable
WPA GTK-randomize State 44  Disable &

WLANs

¥ WLANs
WLANs

» Advanced

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANSs > Edit ‘voice'

 General | Security | QoS | Policy-Mapping | Advanced |

COMMANDS

HELP FEEDBACK

Layer2 | Layer3 | AAAServers |

Layer 2 Security &
Security Type
MAC Filtering 2
AutoConfig iPSK

WPA+WPA2 Parameters

WPA+WPA2
Personal
Enable

Cisco RoomOS$ d wp g eWa  LAN

WPA Policy

WPA2 Policy

WPA2 Encryption EACCMP128(AES) TKIP
Fast Transition

Fast Transition Enable 7B

Over the DS a

Reassociation Timeout 20  Seconds
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit ‘voice’
oo | General | Security | QoS | Policy-Mapping | Advanced
Protected Management Frame
b Advanced
PMF Disabled &
h Key 12
PSK Format 2% ASCII
PSK 4 Enable
PSK-SHA2 Enable
FT PSK Enable
WPA GTK-randomize State 44  Disable @&
RADIUS qQWBw' | T A cnrawBwTppewBed rwsS “° y 0 BIWLAN® Ke
B A B
[ . Enabl]ed - . % [ . Nongé BIRADI 8B uw  d,r 0 9
[Akadz A& Secur]ity [ AAA] > [ RADI US|
EAPH e wpAkVU 1 kW W " bl N, EAPBbRuWUsS" SSIDeKe |7 " pe wBeosKe,
"1 BT 7, BIEAPHE wpA kU 1 KW "mnewBeoaKe R B h B S
SSIbs Ke ~° EAPBbPRuwuswy "y % "BI[EAPBbRuws]gamson, [ " V] 3opwmw |
abl O fwl o, 1T B

Ccisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘voice'
¥ WLANs ¢ ( 1
General Security Policy-Ma Advanced
i | General | v | Qos | Policy-Mapping |
» Advanced Layer2 | Layer3 | AAAServers |
Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers
RADIUS Server Overwrite interface | |Enabled
Apply Cisco ISE Default Settings ~|Enabled
Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable
Server 1 | None None s
EAPOL Key Timeout(200 to 5000 millisec) 400
Server 2 | None B None B A
EAPOL Key Retries(0 to 4) 4
Server 3 = None None .
Identity Request Timeout(1 to 120 sec) 30
Server 4 = None None . .
Identity Request Retries(1 to 20) 2
Server 5 | None None
5 Request Timeout(1 to 120 sec) 30
Server 6  None B None B .
> Request Retries(1 to 20) 2
Authorization ACA Server Accounting ACA Server
| Enabled | Enabled
WMM W d ¥ w = pICisco RoomOS d wp |~ =~ O WMM .. . SSIbwuv v T 1 bl
Required | v ., . 01 Bl
WLAN WMMUlr = mb aeanr, "V T bl g1, mbeanrwy, WLAN' Y, .Y R
a ~ o . | B - - ~
e} WMM MbP @A 0 r -~ BICiscoRoomOS ¢ wp_ 5. SSIDWO . BIWMMWd 5w B[
. s N .
Allowed ] . 9. vV, . v L bl
WMMY . 7 y_ bl802.11e8 wn~ran QBSS . DI bl
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Cisco

CONTROLLER  WIRELESS

SECURITY MANAGEMENT COMMANDS

HELP FEEDBACK

MONITOR  WLANs

WLANs WLANSs > Edit ‘voice'
v WLANSs | General | Security | QoS | Policy-Mapping | Advanced
WLANs
¥ Advanced Quality of Service (QoS) Platinum (voice)
Application Visibility Enabled
AVC Profile none B
Flex AVC Profile none <
Netflow Monitor none B
Fastlane Disable B

Override Per-User Bandwidth Contracts (kbps) 1&

DownStream  UpStream
Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

Clear

CISCO CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

MONITOR  WLANs

WLANSs WLANSs > Edit ‘voice'
¥ WLANs | General l Security | Qos | Policy-Mapping | Advanced
WLAN
" Override Per-SSID Bandwidth Contracts (kbps) 16
» Advanced
DownStream UpStream
Average Data Rate 0 0
Burst Data Rate 0 0
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0
Clear
WMM
WMM Policy Required [
7920 AP CAC Enabled
7920 Client CAC | Enabled
Media Stream
Multicast Direct Enabled
Lync Policy
Audio Silver B
. _ bllawsansgePacr, . M EnableSession Timeout]w | & O 0 w °
v' 0 blaws o1 s&P acr W 86400 TV, w NO, I B, ., blmb aanr Y]
s bimb aean r | ' wo vV, . w 1B
Aironet [Aironaut [ ENl " &I
FAazwidaa (P2HPE)\WMAMBEIND Peer to Peer (P2P) .Bl aovwkingoDlAcsti on
.. [Mbeeanr CliExt¢l ugwon, | &l
[ AP | . Mb AN T Maxi mum Al l owed Clilgnts Per APIRa&@di o
[3€3Vne kUn 0 Of f Channel Sg¢abini ngawedredn okUn n v
R VAR & IR T R T
AMAoWerr  Kyr pGgpur Al dowgany 0 V, bldwal dguwgan 1 o
we n DSCPfj w i “BlzG3VUpne ykUnwp | BlokYUnp v "7 v 0 bl
"H Ka Wy oo 03 . Ka Wy o 46 v v, ., A I
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EAPp b w ' VR blk 2 w 4 oo
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[ DHQR® v~ D
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»

Management

. N

Di sablled ., "1 &l

DTI M w 2bIE won w100 mg B

Mb sean T | mMbeanr . Loy, Ly

onreuwb fuwsnpy o w & vy bl9 @@W?  LAN
.V Lubl[E wB Ny MP @Al r dan| w Reanchor Roamed Voice Clients | v
I

802.11k | = 80211v sV wyp = "~ """ pkbl Y B o B B

CISCO MONITOR WLANs CONTROLLER WIRELESS

DHCP Address

7w . . _ BIEAPE O

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

363U e kUnwy

Requifbhad - |

bl

WLANs WLANSs > Edit ‘voice'
¥ WLANs General | Security | QoS | Policy =
WLANs

» Advanced N =
Allow AAA Override Enabled DHCP
Coverage Hole Detection Enabled DHCP Server | Override
Enable Session Timeout 86400

Session Timeout (secs) DHCP Addr. Assignment || Required

Aironet IE @Enabled Frame ion (MFP)
Diagnostic Channel 18 _|Enabled

IPv4  None Pv6  None [
None B
None

Disabled F B

Override Interface ACL
Layer2 Acl

URL ACL

P2P Blocking Action

Client Exclusion 2 ~|Enabled

Maximum Allowed Clients 0

Static IP Tunneling 42 " |Enabled

Wi-Fi Direct Clients Policy | Disabled
s | 5

Maximum Allowed Clients 200

Dar AD Dadin

CISCo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

MFP Client Protection | Optional &)

DTIM Period (in beacon intervals)

802.11a/n (1 - 255) 2

802.11b/g/n (1 - 255) 2
NAC

NAC State | None B
Load Balancing and Band Select

Client Load Balancing

Client Band Select

COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice’
= WLANS | Qos [ Policy-Mapping | Advanced
WLANs PEr AP Raaio P: ive Client
assive Client

» Advanced Clear HotSpot =
Configuration Enabled Passive Client -
Client user idle = Voice
timeout(15-100000;

meout( ) Media Session Snooping Enabled

Client idle threshold
(l,'_i"m':,s;oro'u)e resnele o Bytes Re-anchor Roamed Voice Clients Enabled
Radius NAI-Realm @ KTS based CAC Policy Enabled
11ac MU-MIMO Radius Client Profiling
WGB PRP 1 Enabled DHCP Profiling ®
MBO State = HTTP Profiling O

Off Channel Scanning Defer

01234567
000000

Scan Defer Priority

Scan Defer Time(msecs) 100

FlexConnect

FlexConnect Local

Switching 2 Enablod

Cisco RoomOS ¢ wp g @eWa , LAN |3 een

Local Client Profiling

DHCP Profiling
HTTP Profiling

PMIP

PMIP Mobility Type
PMIP NAI Type

Hexadecimal

Assi genmentl Required
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alvaln

CIsSco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT OMMANDS HELP  FEEDBACK

WLANs WLANSs > Edit ‘voice'
T WLANS General | Security | QoS | Policy-Mapping | Advanced
WLANS -
PMIP Profile None B
» Advanced FlexConnect Local Auth 2 Enabled
. PMIP Realm
Learn Client IP Address 5/ Enabled
Universal AP Admin Support
Vian based Central :
Switching 13 Enabled Universal AP Admin ®
Central DHCP Processing Enabled 11v BSS Transition Support
Override DNS Enabled BSS Transition &
NAT-PAT Enabled Disassociation Imminent =
Central Assoc ) Enabled Disassociation Timer(0 to 3000 TBTT) 200
Lync Optimized Roaming Disassociation Timer(0 to 40 TBTT) 40
Lync Server Disabled [ BSS Max Idle Service
11k Directed Multicast Service
Neighbor List | Enabled Tunneling
Neighbor List Dual Band " Enabled Tunnel Profile None
Assisted Roaming Prediction Optimization | Enabled EOGRE Vian Override C
802.11ax BSS Configuration mDNS
Down Link MU-MIMO Enabled MDNS Snooping | Enabled

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit ‘voice’
¥ WLANS § I IF\I Policy-Mapping ] Advanced |
5 Av:‘.::‘sma 802.11ax BSS Configuration mDNS
Down Link MU-MIMO Enabled mDNS Snooping ~| Enabled
Up Link MU-MIMO Enabled TrustSec
Down Link OFDMA Enabled Security Group Tag 0
Up Link OFDMA Enabled Umbrella
Umbrella Mode 1gnore |
Umbrella Profile None [
Umbrella DHCP Override

Fabric Configuration

Fabric _| Enabled
Mobility

Selective Reanchor | Enabled
U3 Interface

U3 Interface | Enabled

U3 Reporting Interval 30

P < P

APpne wl yij Bl . WLAN/SSIDY . "~ v, bl @ swuGpg, Owinpu v, v bIAP
mewl! "o 179 aAma.MMaerr 0O ~ VRFl §G"ge BbRusy Y | Bl

|l|l|l|l|
CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs AP Groups
¥ WLANs
WLANs Add New AP Group
¥ Advanced AP Group Name rtp
AP Groups Description

_Add | _cancel |

Cisco RoomOS ¢ wp 9 @Wa , LAN |3 en 105



CIsSCcOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs Ap Groups > Edit 'rtp’
ERWLANS General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANs
¥ Advanced Apply |
AP Groups
AP Group Name rtp

AP Group Description
NAS-ID RTP9-32A-WLC3

Enable Client Traffic QinQ

Enable DHCPv4 QinQ 2

QinQ Service Vlan Id 12 0
Fabric ACL Template 'None 7B
CAPWAP Preferred Mode | Not-Configured
Custom Web Override-Global 13 | Enable
External Web auth URL none
NTP Auth | Enable
NTP Server None
[WLAN] sH_ BlOow3nu vy SSID. @1 swépeeow  bBI[ ° Add Jw 1 &

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs Ap Groups > Edit 'rtp’
~ WLANs _General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANs L
¥ Advanced Add New I
AP GrOUDS
Add New
WLAN SSID voice(6) B
Interface
/Interface rtp-9 voice B 1
Group(G)
SNMP NAC State " Enabled
Add | cancel |
RF! & G " ge SH [ ~802.11a ° ~ 802.11bRF & G " ge y LBl v R B
AMA Y@ r, APnewl ~§ 7~ SR T I ! I A .91 AMA UMY @

r=s Y. 91 &

<

cISco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit 'rtp"
R | General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANs
¥ Advanced Apply I
AP Groups
802.11a  none
802.11b  none
[AP] s H Bl S AMA MY e T v . BI[APW AddAP v LB
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WLANs Ap Groups > Edit 'rtp’
= Siase _ General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
S
¥ Advanced
AP Groups APs currently In the Group Remove APs Add APs to the Group Add APs

~| AP Name Ethernet MAC | AP Name Group Name
~| rtp9-31a-apl4 00:81:c4:96:78:28
| rtp9-32a-ap20 00:81:c4:32:b9:b8
—| rtp9-32a-ap23 00:81:c4:96:74:10

ol r e uwhb

Cisco Wireless LAN Controllef v 1 7, L I VAR LB

Cisco9 @2We  LANon r ¢ wb S vMmuwrwT Ty % - blLink Aggregation (LAGY . T 1 Bl

APOe IkU r Tuwpy ([

Cisco

o

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller

General

Icons

Inventory
Interfaces
Interface Groups

Multicast

v

Network Routes

v

Fabric Configuration

-

Redundancy

Mobility Management
Ports
b NTP
» CoP

v

PMIPVE

-

Tunneling

b IPV6

v

mDNS

v

Advanced

Lawful Interception

OegzkUVUvour
[ | GMP we

General
Name RTP9-32A-WLC3
802.3x Flow Control Mode Disabled
LAG Mode on next reboot Enabled
Broadcast Forwarding Disabled
AP Multicast Mode 1 Multicast B 239.1.1.9 Multicast Group Address
AP IPv6 Multicast Mode £ Multicast ffle::239:100:100:21 IPv6 Multicast Group Address
AP Fallback Enabled
CAPWAP Preferred Mode ipva
Fast SSID change Enabled
Link Local Bridging Disabled [
Default Mobility Domain Name CTG-VoWLAN2
RF Group Name RTP9-VoWLAN2
User Idle Timeout (seconds) 300
ARP Timeout (seconds) 300
ARP Unicast Mode Disabled
Web Radius Authentication pAP <]
Operating Environment Commercial (10 to 35 C)
Internal Temp Alarm Limits 10to 38 C
WebAuth Proxy Redirection Mode Disabled
WebAuth Proxy Redirection Port 0
Captive Network Assistant Bypass Disabled B
Global IPv6 Config Disabled B
Web Color Theme 2 Default
HA SKU secondary unit Disabled
Nas-Id RTP9-32A-WLC3
HTTP Profiling Port 80
DNS Server IP(Ipv4/Ipv6) 171.70.168.183

HTTP-Proxy Ip Address(Ipv4/Ipv6) 0.0.0.0

WGB Vlan Client Disabled [

1. Multicast is not supported with FlexConnect on this platform. Multicast-Unicast mode does not support IGMP/MLD Snooping. Disable Global Multicast first.
2.Changes in Web color Theme will get updated after browser Refresh.

w1 "y T bI[f 9e3kVUorTuay M F 9e3kVorTuwaw VM ]

N

ATuUY _ M Enable | GMP]®noop¥ng, , Ol &l

a
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Controller Multicast
General
Fcons Enable Global Multicast Mode
Inventory Enable IGMP Snooping
Interfaces IGMP Timeout (30-7200 seconds) 60
Interface Groups IGMP Query Interval (15-2400 seconds) 20
Multicast Enable MLD Snooping 158

» Network Routes MLD Timeout (30-7200 seconds)

» Fabric Configuration MLD Query Interval (15-2400 seconds)

» Redundancy

v

Mobility Management

Ports Foot Notes
> NTP Changing Global Multicast configuration parameters removes configured Multicast VLAN from WLAN.
» CpP
9 @W 3TEdz gwWl Vv -~ bl TEdggrondopn Symmetric Mobilwfiy Tunnel ir

Enablled ! &

Bwnan =~ B[ TEdgzgrnnadny Symmetric Mobility Tunneling ]~ ble GEer, -~ =

0 bl SR

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Anchor Config
General Keep Alive Count 3
Icons Keep Alive Interval (1-30 seconds) 10
Inventory Symmetric Mobility Tunneling mode Enabled
Interfaces DSCP Value 0

Interface Groups
Multicast

v

Network Routes
» Fabric Configuration
» Redundancy

¥ Mobility Management
Mobility Groups
Mobility Anchor Config
Multicast Messaging

Cisco Wireless LAN Controller > . TEd 2 gyne wl ~ 'y ° - B|Cisco Wireless LAN Controller IPA A @

v. MACA A 2 o W Static Mobility Group Members Y, .. 01 B

a
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