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5 GHz=5.50 dBi

Cisco Board 85s CS-BOARDSSS 2.4 GHz = 4.40 dB1
5 GHz = 4.40 dBi
Cisco Board Pro 55 CS-BRD55P 2.4 GHz=5.91 dB1
5 GHz=5.72 dBi
Cisco Board Pro 75 CS-BRD75P 2.4 GHz=6.17 dB1
5 GHz =4.95 dBi
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CS-CODEC-PRO

2.4 GHz =4.58 dBi
5 GHz = 4.48 dBi

Cisco Desk Limited Edition | CS-DESK-LE 2.4 GHz=4.13 dBi
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5 GHz =5.95 dBi
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Cisco Room 70 Panorama

CS-ROOM70-PANO

2.4 GHz =7.00 dBi
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2.4 GHz =7.00 dBi
5 GHz=7.18 dBi

Cisco Room Kit CS-KIT 2.4 GHz =4.30 dB1
5 GHz =5.70 dBi
Cisco Webex Room Kit Mini | CS-KITMINI 2.4 GHz =3.70 dB1

5 GHz=5.30 dBi

Cisco RoomOS DX Series VA ¥ LA LANE AL A K




Cisco Room USB

CS-ROOM-USB

2.4 GHz=3.70 dBi
5 GHz=5.30 dBi

Cisco RoomOS DX Series VA ¥ LA LANE AL A K




e &S E—7 P F¥ X
TETT v b (Fx
FAL v L)
AR FRAY CS-DESK 24GHz=340dBi | 2412 ~2472GHz | 1 ~ 13 (13)
5GHz=6.10dBi | 5180 ~ 5.240 GHz | 36, 40, 44, 48 (4)
Cisco Desk Mini CS-DESKMINI 2.4 GHz=5.00dBi | 5.260 ~ 5320 GHz | 52, 56, 60, 64 (4)
5GHz=4.90dBi | 5.500 ~ 5.720 GHz | 100 ~ 144 (12)
Cisco Room Bar CS-BAR 24 GHz =496 dBi | 5745 ~ 5.825GHz | 149, 153, 157, 161, 1
5 GHz =7.85 dBi 65 ©)
i Room ri
EF N BREE v—7 e Bk PR Fx RV
77T Ty b (Fr
FA v )
Cisco Codec EQ CS-CODEC-EQ 24GHz=3.50dBi | 2412 ~2472GHz | 1 ~13 (13)
5GHz=3.40dBi | 5180 ~ 5.240 GHz | 36, 40, 44, 48 (4)
Cisco Room Bar Pro CS-BARPRO 24 GHz=6.70dBi | 5.260 ~ 5.320 GHz | 52, 56, 60, 64 (4)

5 GHz=5.70 dBi

5.500 ~ 5.720 GHz
5.745 ~ 5.825 GHz

100 ~ 144 (12)

149, 153, 157, 161,
65 (5)

1

B ERIEH SN DT v oruid, HISROBRNIZ X > TRZRY £9,

802.11j (F¥ /L34, 38, 42, 46) IV AHR—FEZNTWNEHA,

HAADT ¥ 2/ 1413 R — PN TWERA,

2

Cisco RoomOS Series (3.

aFRL—Ta TN ATT,
J A% LA LAN ORGEZIT> T, Cisco RoomOS Series O EBIZ B2 BN 72 SIVTW D DER T HHLE R H D £,

A FRE

HE, BT A BROT —ZE1E 247 5 IEEE 802.11a/b/g/n/ac/ax

Cisco RoomOS Series % SEB@EREEIZ R 2 R1IC, LR T A4 7 L A LAN % HFq & 9% Cisco
Cisco RoomOS DX Series VA ¥ LA LANE AL A K



REN— N =2 LDV A ML I T HLENH Y £, A4 MNHERIZ, RF

JEM R & T LT, st Gtk (5 GHz %721 2.4 GHz) WCHEHFIRE R F v o RV ZRETEE T, —MKIT, 5
GHz # CII TR D7, A= "—=F v 7 LEaWnTF vV IANEFELE T, ZOTOEEREIT 5 GHz
DHELE XL TUVVET, FFIT Cisco RoomOS Series

ZEEREG CHERT 258 3mCHE I E T, A P&, ZOGLFTOMRI S vy Y
TIrvERTe— by TbEENET, £, VA MHETIE, TI7EAFRA U FDOT Ty F T — A
BAT T UoTFEAT,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K 10



T RARA L O (Fr xVBLOREE)) ZIRELET, FMEORLL 2WERE (7 0 A, EEKE
HE, P RERE) KR LTUINET VT T EFEOT VR ARA v M EEIR L, RMEOB LW EREE (BLE,
B, INFRERE) TR LTI, INRT T FEMBLETLETICARS U N T Ty N7 —L5 L ET,

7 A% LA LAN ORGEZTT > T, Cisco RoomOS Series O B B2 BNl 72 SIVTW D DR T 20BN H D £97,

BFIREER R

vy UL, -67dBm DfE 5 LUV T EET 72 ARA > b EDRRIZ 20 ~30%

DA—N—TF o T HMRFTI0LENHY £7,

Z A2 XV, Cisco RoomOS Series

THORBEIOEENMERINET, Xy MEERO N T—TidZe<EEX—2D N T—72NFIHI
TWAHERETIE, v—AL A e —I U 7T 5DI+nEMEEE2 R FCE £,

* 7. Cisco RoomOS Series

MHEDT v T AN —=AMMEFEN, EET—FL—NMNIETDHT 7 EARA V NOZERFEIZHEE L TWD
VB H Y F9, EAMREE LT, 778 AKRA 2 FOZIEEEIL -67 dBm

PLEIZZ2 2 K OITREL TSN,

%4 XX, Cisco RoomOS Series 'V — AN EEZ% 5

UL ERFFCE D LD ICREI T D Z L& HELE L £97,

Fx VRXIVOFERSE
F X U ARAFEHRE L ~IUE 40 Y% R IZHEFF SN DV ERH Y F7,

JARX

AR YUE-92dBm B LWL S I LET, ZITE Y, -67dBm DIE 53R S 55512 25
dB O1E S (SNR) WNEH L £,

F7~. Cisco RoomOS Series
MHEDT v T AN —AEEN, XET—F L BT A7 7B ARA L FOEERMMEFIICES LT
WAHRESLHY £77,

Ny MBRGBIE
BRETARITANCEDE Ny MERIT 1% BB L 2WKERH Y £3, 1%
RS & EAEMENKEICE TS R H D £,

Ty 23N (100 ms Kiilf) (ISHEFF SN D LERH Y £,

BRITEIE
802.11 FFEE1520% R CTHHMLENH Y 97,

< JVFINA
VTR, mull AR L, BELVSUVER TS AEERS D720, /DRICHERFT20ERH D £7,

o — LA

Cisco RoomOS Series 1%, WDOFERIEHZZ ~ M7 4 —ATHR—F I TWET,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K 11



e Cisco RoomOS Series 1
o Webex
o Cisco Unified Communications
Manager (CUCM) . /) =10.5(2)

HESE=11.5(1), 12.0(1). 12.5(1), 14.0(1) LARE

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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e Cisco RoomOS Series 2
o  Webex
o Cisco Unified Communications
Manager (CUCM) . #/h=11.5(1)

HELE =12.5(1). 14.0(1) LARE

e Cisco RoomOS Series 3
o Webex
o Cisco Unified Communications
Manager (CUCM) ., f/h=12.5(1)

HELE = 14.0(1) LARE

¥ : Cisco Unified Communications Manager Cl%, Cisco RoomOS Series
TNA AP R— N EFINZT 72D, TAA AR r—VFE I —ERA VY —2
Ty T T hDA YA R VRBETT,

Cisco Unified Communications Manager F} (D7 /3A A /3w 77— 1% https://software.cisco.com/download/home/278875240

MHOAFTEET,

UA ¥ 1L X LAN

Cisco RoomOS Series 1%, kD Cisco VA YL ALAN YV J 22— g3 CHAR—FZINTWET,

e (Cisco AireOS 7 1 ¥ LA LAN =2 k 27— 7 33 JL 8 Cisco Lightweight
T RARA L M, &/N=83.143.0
HE4E =8.3.150.0, 8.5.182.0, 8.8.130.0, 8.10.190.0
e CiscolOS VA ¥ LA LAN =1 k B — 7 3 JL O Cisco Lightweight
T RARA LN, He/h=16.12.1s
He4E=17.3.8a, 17.6.6a, 17.9.4a, 17.122, 17.13.1
e Cisco Mobility Express 5 & UF Cisco Lightweight
TIRARA N, e/ =83.143.0
HELE =8.3.150.0, 8.5.182.0, 8.8.130.0, 8.10.190.0
e Cisco Autonomous (Hf) 727 k&R KA b
B/ =1524)JB6, #ElE=
15.3(3)JPP
e CiscoMeraki 77 & AR A b
I/N=MR25.9, MX 13.33
HELE = MR 30.5, MX 18.107.2

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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T I7ERARA Vb
PR—FEINDRAaDT I EARA Y FEUTIRLET,
—EZRWT I ARA  hETMITR— SR EE A,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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Cisco RoomOS Series i£. ¥ ® Cisco Aironet 7 7 EARA > b 7T v b7 34— THR—FINTWET,

1700 2700 3700

1810W 1810 1815i 1815m 1815t 1815w

1830 1840 1850 2800 3800 4800

9105 9115 9117 9120 9130

9136 9162 9164 9166

DT, 4% Cisco Aironet 7 7 B ARA > F THHR—FEINLHE— RERLET,

Cisco 802.11a | 802.11b | 802.11g | 802.11n | 802.11ac | 802.11ax | ¥RE Mobility | B#E#&
AP Express
VY-

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 15



1700 =R A A =R =LA AVAY-4 o AVAY-4 o
1810 o e e ey e Wz | o Wz vz
1810W |3 e | Ee e | e Wz | o Wz vz
1815 Eo e e ey e Wz | o fl;t Y

TiEH

ISR

A)
1830 o e e Ee e Wz | o EUR Wz
1840 o e e ey e Wz | o EUR Wz
1850 o e e ey e Wz | o EUR Wz
2700 Eo e e ey e Vx| o Wz o
2800 Eo e e ey e wWhz | o EUR Dz
3700 Eo e e ey e Vg | o VW o
3800 o e e ey e Wz | o EUR Wz
4800 o e e [ Ee e Wz | o EUR Wz
9105 o e e ey e EUR EUR Wz vz
9115 o e e ey e EUR EUR Wz vz
9117 Eo e e ey e BN EUR AT S A3
9120 wo e e ey e EUR EUR vz vz
9124 wo e e ey e EUR EUR vz vz
9130 o e e ey e EUR EUR AT S A3
9136 o e e ey e EUR EUR AT S A3
9162 o e e ey e EUR EUR Wz vz
9164 Eo e e ey e BN EUR AT S A3
9166 Eo e e ey e BN EUR AT S A3

Cisco RoomOS Series |, ¥X® CiscoMeraki 7 7 B ARA > b T b 74— THR—FINTWHET,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K




MR20 MR28 MR30H MR32
MR33 MR34 MR36
MR42 MR44 MR45
MR52 MRS53 MRS5 MR56
9162 9164 9166
| |
MX64W MX65W
Ll
| EE——
MX67W MX68W

Z3

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

MR36H

MR46

MRS57
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https://meraki.cisco.com/products/wireless#models

https://meraki.cisco.com/products/appliances#models

IRDOFEIZ, £ CiscoMeraki 77 B ARA > D THR—FENBE—RFEZRLET,

Meraki AP 802.11a | 802.11b | 802.11g | 802.11n | 802.11ac | 802.11ax
vY—
=
9162 EYA EYA EYA EYA EYA EYA
9164 YA YA YA YA YA EYA
9166 YA YA YA YA EYA YA
MR20 [EA [EA [EA [ [ AIAY-4
MR28 [ [ [ [ [ EVA
MR30H [ [ [ [ [ AAY-4
MR32 EYA EYA EYA EYA EYA AIAY-4
MR33 EYA EYA EYA EYA EYA AIAY-4
MR34 YA YA YA YA YA AAY-4
MR36 [EA [EA [EA [ [ YA
MR36H [EA [EA [EA [ [ EVA
MR42 [ [ [ [ [ AAY-4
MR44 [ [ [ [ [ EVA
MR45 EYA EYA EYA EYA EYA EYA
MR46 YA YA YA YA YA EYA
MRS52 YA YA YA YA YA AAY-4
MRS3 EyA YA EyA YA EyA AVAY-4
MRS55 YA YA EyA YA YA YA
MRS6 [ [ [ [ [ EVA
MRS7 [ [ [ [ [ EVA
MX64W EYA EYA EYA EYA EYA AIAY-4
MX65W YA YA YA YA YA AVAY-4
MX67W YA YA YA YA YA AVAY-4

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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MX68W

EYA

EYA

EYA

EyA

EyA

A\ A¥-4

73

EYA

EyA

EYA

EyA

EYA

A\ A¥-4

H: BRI TWARWT 7 EARA v NET VIV FR— SR ERHA, C
isco Aironet 1500

VU —=XBIAT 7B ARA  ME BUEY R — SN TWEREA,

MESH E— R CEMET AT 7B A RA LV N BEFMEIYR—FINEE A,
P—RRX=FT 4 DT 7 BARA > ML TIE, FHEERMET A ERFETINTWRWED, —RX—=F D7

7B ARA b EOHAERMEIIRFETE £E A, 727210, WiFi
DT 7 ARA » MR L TV D563, RARNREREN 5139 TT,

TERED — B2 LA TR L £,

5 GHz (802.11a/n/ac/ax)
Wi-Fi Protected Access v3 (WPA3+AES)
Wi-Fi < /VF A5 47 (WMM)
DiffServ =— K1 > (DSCP)
P—t 227 F A (CoS/802.1p)

TYTFVAT A
—H#D Cisco 77 B ARA > N ClE, INET 7 F RV BEETIIMFEHAIEETT,

Cisco Aironet 7 7 E ARA > N THR— SN HET T DU A N EDOREEHTIECHOWTIL, KD URL

ZZMRLTIEEN,

https://www.cisco.com/c/en/us/products/collateral/wireless/aironet-antennas-

accessories/product_data_sheet09186a008008883b.html

B RN T T e B LT 7B AR b BERO AT HET AV ERS) 13 BT 7 T 2 R

LTEY, BEM~ORELHEL TWRWzH, KRHICIRY AT H0ERZH Y £4,

A= =92

WROBEFRBIORNVAPLALAN O v ha/LpyR— h I THET,
e 802.11a, b, d. e. g. h, i, n, ac, ax
e WiFix/LF AT 47T (WMM)

e Session Initiation Protocol (SIP)

e Real Time Protocol (RTP)
o AAC-LD, Opus. G.722, G.711, G.722.1, G.729

e Dynamic Host Configuration Protocol (DHCP)

o H.264, H.263

e Trivial File Transfer Protocol (TFTP)
e Hypertext Transfer Protocol (HTTP)

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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http://www.cisco.com/c/en/us/products/collateral/wireless/aironet-antennas-

Wi-Fi

R DFE1X. Cisco RoomOS Series TEH I 11545 802.11
E—ROT—Z 1L — T L DRRNFEE EZEREOHRERLTHET,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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Cisco R 0S Series 1

5 GHz DAk
EF)L 5 GHz - 802.11a F—&L—h ZEM| R R
hY—
Cisco Board 55 K Tx 73U — =20 dBm 6 Mbps 1 OFDM - BPSK
Cisco Board 55s (HusklZ k> TR D) 9 Mbps 1 OFDM - BPSK
Cisco Boarg 70 12 Mbps 1 OFDM - QPSK
Cisco Board 70s
Cisco Board 85s 18 Mbps ! OFDM - QPSK
Cisco Board Pro 55 24 Mbps 1 OFDM - 16 QAM
Cisco Board Pro 75 36 Mbps 1 OFDM - 16 QAM
Cisco Codec Plus 48 Mbps 1 OFDM - 64 QAM
Cisco CodecPro 54 Mbps 1 OFDM - 64 QAM
C%sco Desk Limited Edition 5 GHz-802.11n (HT20) S gL — Fapg 2 =3
Cisco Desk Pro Ry —
Cisco Room 55 Cisco R
Room 55 Dual BRERES =19 7Mbps (MCS0) |1 OFDM - BPSK
Cisco Room 70 Single dBm (HUISIZ &L > TH7eS) | 14Mbps (MCS1) | 1 OFDM - QPSK
Cisco Room 70 Dual 21 Mbps (MCS 2) 1 OFDM - QPSK
Cisco Room 70 Single G2 29 Mbps (MCS 3) 1 OFDM - 16 QAM
C%sco Room 70 Dual G2 43 Mbps (MCS 4) 1 OFDM - 16 QAM
C¥sco Room 70 Panorama 58 Mbps (MCS 5) 1 OFDM - 64 QAM
Cisco Room Panorama
Cisco Room Kit 65Mbps (MCS6) |1 OFDM - 64 QAM
Cisco Webex Room Kit Mini 72Mbps (MCS7) |1 OFDM - 64 QAM
Cisco Room USB 14 Mbps (MCS8) |2 OFDM - BPSK
28 Mbps (MCS9) |2 OFDM - QPSK
43 Mbps (MCS 2 OFDM - QPSK
58 Mbps (MCS 2 OFDM - 16 QAM
87 Mbps (MCS 2 OFDM - 16 QAM
116 Mbps (MCS | 2 OFDM - 64 QAM
13)
130 Mbps (MCS 2 OFDM - 64 QAM
14)
144 Mbps (MCS 2 OFDM - 64 QAM
f43T)
5GHz-802.11n (HT40) F—HL—F Z2 ] AL
A R —A
K Tx 737 — =18 dBm 15Mbps (MCS0) |1 OFDM - BPSK
(Hslz L > TR D) 30 Mbps (MCS1) |1 OFDM - QPSK
45Mbps (MCS2) |1 OFDM - QPSK
1

60 Mbps (MCS 3)

OFDM - 16 QAM

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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90 Mbps (MCS4) |1 OFDM - 16 QAM
120 Mbps (MCS5) | 1 OFDM - 64 QAM
135 Mbps (MCS6) | 1 OFDM - 64 QAM
150 Mbps (MCS7) | 1 OFDM - 64 QAM
30 Mbps (MCS8) |2 OFDM - BPSK
60 Mbps (MCS9) |2 OFDM - QPSK
90 Mbps (MCS 10) | 2 OFDM - QPSK
120 Mbps  (MCS 2 OFDM - 16 QAM
11)
180 Mbps  (MCS 2 OFDM - 16 QAM
12)
240 Mbps (MCS 2 OFDM - 64 QAM
13)
270 Mbps  (MCS 2 OFDM - 64 QAM
14)
300 Mbps (MCS 2 OFDM - 64 QAM
15)
5 GHz - 802.11ac (VHT20) F—&L—} Z2FE R A
FU—
VA
RKREEEI=19 7 Mbps (MCS 0) 1 OFDM - BPSK
dBm (Ml L > THRARD) | 14Mbps (MCS 1) |1 OFDM - QPSK
21 Mbps (MCS2) |1 OFDM - QPSK
29 Mbps (MCS3) |1 OFDM - 16 QAM
43Mbps (MCS4) |1 OFDM - 16 QAM
58 Mbps (MCS5) |1 OFDM - 64 QAM
65 Mbps (MCS6) | 1 OFDM - 64 QAM
72Mbps (MCS7) |1 OFDM - 64 QAM
87 Mbps (MCS8) |1 OFDM - 256 QAM
14 Mbps (MCS0) |2 OFDM - BPSK
28 Mbps (MCS'1) |2 OFDM - QPSK
43 Mbps (MCS2) |2 OFDM - QPSK
58 Mbps (MCS3) |2 OFDM - 16 QAM
87 Mbps (MCS4) |2 OFDM - 16 QAM
116 Mbps (MCS5) | 2 OFDM - 64 QAM
130 Mbps (MCS 6) | 2 OFDM - 64 QAM
144 Mbps (MCS7) |2 OFDM - 64 QAM
173 Mbps (MCS8) |2 OFDM - 256 QAM
5 GHz - 802.11ac (VHTA40) F—HF L— |k Z2f# R EHh
rU—
N
RRFEE S =18 15Mbps (MCS0) |1 OFDM - BPSK
30 Mbps (MCS'1) |1 OFDM - QPSK

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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dBm (HHEIZ &> THRARD) | 45 Mbps (MCS2) | 1 OFDM - QPSK
60 Mbps (MCS3) |1 OFDM - 16 QAM
90 Mbps (MCS4) |1 OFDM - 16 QAM
120 Mbps (MCS5) | 1 OFDM - 64 QAM
135 Mbps (MCS6) |1 OFDM - 64 QAM
150 Mbps (MCS7) |1 OFDM - 64 QAM
180 Mbps (MCS8) | 1 OFDM - 256 QAM
200 Mbps (MCS9) |1 OFDM - 256 QAM
30 Mbps (MCS0) |2 OFDM - BPSK
60 Mbps (MCS'1) |2 OFDM - QPSK
90 Mbps (MCS2) |2 OFDM - QPSK
120 Mbps (MCS3) |2 OFDM - 16 QAM
180 Mbps (MCS4) | 2 OFDM - 16 QAM
240 Mbps (MCS5) | 2 OFDM - 64 QAM
270 Mbps (MCS 6) | 2 OFDM - 64 QAM
300 Mbps (MCS7) | 2 OFDM - 64 QAM
360 Mbps (MCS 8) | 2 OFDM - 256 QAM
400 Mbps (MCS9) | 2 OFDM - 256 QAM

S GHz - F—& L—h Z2f % =T

802.11ac (VHTS0) Ry —

VA

KR FEE S =18 33 Mbps (MCS0) |1 OFDM - BPSK

dBm (HUEZ K> THERD) | 65Mbps (MCS1) | 1 OFDM - QPSK
98 Mbps (MCS2) |1 OFDM - QPSK
130 Mbps (MCS3) | 1 OFDM - 16 QAM
195 Mbps (MCS4) |1 OFDM - 16 QAM
260 Mbps (MCS 5) | 1 OFDM - 64 QAM
293 Mbps (MCS6) | 1 OFDM - 64 QAM
325Mbps (MCS7) | 1 OFDM - 64 QAM
390 Mbps (MCS8) | 1 OFDM - 256 QAM
433 Mbps (MCS9) | 1 OFDM - 256 QAM
65 Mbps (MCS0) |2 OFDM - BPSK
130 Mbps (MCS 1) |2 OFDM - QPSK
195 Mbps (MCS2) |2 OFDM - QPSK
260 Mbps (MCS3) |2 OFDM - 16 QAM
390 Mbps (MCS4) | 2 OFDM - 16 QAM
520 Mbps (MCS'5) | 2 OFDM - 64 QAM
585 Mbps (MCS6) |2 OFDM - 64 QAM
650 Mbps (MCS7) | 2 OFDM - 64 QAM
780 Mbps (MCS 8) | 2 OFDM - 256 QAM
867 Mbps (MCS9) |2 OFDM - 256 QAM

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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2.4 GHz DfAR

15)

=TV 2.4 GHz - 802.11b F—X21L—h ZE R =3
Ry —
I
Cisco Board 55 Cisco BREEES =19 1 Mbps 1 DSSS - BPSK
Board 55s dBm (gl X - THE/25) | 2 Mbps 1 DSSS - QPSK
Cisco Board 70 5.5 Mbps 1 DSSS - CCK
Cisco Board 70s 11 Mbps 1 DSSS - CCK
Cisoo Bt 7 53 24 GHz-802.11g Fopu—t | E=mx | Zm
Cisco Board Pro 75 hY—
Cisco Desk Pro A
Cisco Desk Limited REFEE =19 6 Mbps 1 OFDM - BPSK
Edition dBm (HUklZ > THEZ %) | 9 Mbps 1 OFDM - BPSK
Cisco Room 55 Cisco 12 Mbps 1 OFDM - QPSK
Rf)om 55 Dual . 18 Mbps 1 OFDM - QPSK
Cisco Room 70 Single
Cisco Room 70 Dual Cisco 24 Mbps ! OFDM - 16 QAM
Room 70 Single G2 Cisco 36 Mbps 1 OFDM - 16 QAM
Room 70 Dual G2 Cisco 48 Mbps 1 OFDM - 64 QAM
Room 70 Panorama Cisco 54 Mbps 1 OFDM - 64 QAM
Room Panorama Cisco 2.4 GHz - 802.11n (HT20) F—&L—h 2218 A =R
Room Kit Ry —
Cisco Room Kit Mini A
Cisco Room Kit Plus Ciseo 145y =1y = 19 7Mbps (MCS0) | 1 OFDM - BPSK
Room Kit Pro Cisco Room .
USB dBm (MUIZ K> THEZRD) | 14Mbps (MCS1) |1 OFDM - QPSK
21 Mbps (MCS2) |1 OFDM - QPSK
29 Mbps (MCS3) |1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps  (MCS 8) 2 OFDM - BPSK
28 Mbps (MCS 9) 2 OFDM - QPSK
43 Mbps (MCS 10) | 2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) | 2 OFDM - 16 QAM
116 Mbps  (MCS 2 OFDM - 64 QAM
13)
130 Mbps  (MCS 2 OFDM - 64 QAM
14)
144 Mbps  (MCS 2 OFDM - 64 QAM

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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Cisco R OS Series 2

5 GHz DA%
=)L 5 GHz-802.11a F—RL—k Z2f A U
FU—
I
Cisco Desk Cisco RREEEIT=19 6 Mbps 1 OFDM - BPSK
Desk Mini Cisco dBm (Hlklz K-> THEA%) | 9 Mbps 1 OFDM - BPSK
Room Bar 12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
5 GHz - 802.11n (HT20) F—&L—} ZE ] R A
rU—
U
MREEEI =19 7 Mbps (MCS 0) 1 OFDM - BPSK
dBm (HElZ k> THARD) | 14Mbps (MCS1) |1 OFDM - QPSK
21 Mbps (MCS2) |1 OFDM - QPSK
29 Mbps (MCS3) |1 OFDM - 16 QAM
43 Mbps (MCS4) |1 OFDM - 16 QAM
58 Mbps (MCS5) | 1 OFDM - 64 QAM
65 Mbps (MCS6) |1 OFDM - 64 QAM
72 Mbps (MCS7) |1 OFDM - 64 QAM
14 Mbps (MCS 8) |2 OFDM - BPSK
28 Mbps (MCS9) |2 OFDM - QPSK
43 Mbps (MCS 2 OFDM - QPSK
10)
58 Mbps (MCS 2 OFDM - 16 QAM
11)
87 Mbps (MCS 2 OFDM - 16 QAM
12)
116 Mbps (MCS | 2 OFDM - 64 QAM
13)
130 Mbps (MCS | 2 OFDM - 64 QAM
14)
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144 Mbps (MCS | 2 OFDM - 64 QAM
£13)
5 GHz - 802.11n (HT40) F—H L—h 72 R R UaEL|
rU—
A
MREEE S =18 15Mbps (MCS0) |1 OFDM - BPSK
dBm (HUE(Z K-> THEZRD) | 30Mbps (MCS1) |1 OFDM - QPSK
45Mbps (MCS2) |1 OFDM - QPSK
60 Mbps (MCS3) |1 OFDM - 16 QAM
90 Mbps (MCS4) |1 OFDM - 16 QAM
120 Mbps (MCS'5) | 1 OFDM - 64 QAM
135Mbps (MCS6) |1 OFDM - 64 QAM
150 Mbps (MCS7) | 1 OFDM - 64 QAM
30 Mbps (MCS8) |2 OFDM - BPSK
60 Mbps (MCS9) |2 OFDM - QPSK
90 Mbps (MCS 10) | 2 OFDM - QPSK
120 Mbps (MCS 2 OFDM - 16 QAM
11)
180 Mbps (MCS 2 OFDM - 16 QAM
12)
240 Mbps (MCS 2 OFDM - 64 QAM
13)
270 Mbps (MCS 2 OFDM - 64 QAM
14)
300 Mbps (MCS 2 OFDM - 64 QAM
15)
5 GHz - 802.11ac (VHT20) F—HL—F ZEfH X U
FU—
A
RRFEEII=19 7 Mbps (MCS 0) OFDM - BPSK
dBm (HiBElZ &> THARD) | 14 Mbps (MCS 1) OFDM - QPSK
21 Mbps (MCS 2) OFDM - QPSK

29 Mbps (MCS 3)

OFDM - 16 QAM

43 Mbps (MCS 4)

OFDM - 16 QAM

58 Mbps (MCS 5)

OFDM - 64 QAM

65 Mbps (MCS 6)

OFDM - 64 QAM

72 Mbps (MCS 7)

OFDM - 64 QAM

87 Mbps (MCS 8

OFDM - 256 QAM

14 Mbps (MCS 0 OFDM - BPSK
28 Mbps (MCS 1 OFDM - QPSK
43 Mbps (MCS 2 OFDM - QPSK

58 Mbps (MCS 3

OFDM - 16 QAM

)
)
)
)
)
)

87 Mbps (MCS 4

[ NS T I NS T I NG T I NS T I NS T I B e e e e e e

OFDM - 16 QAM
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116 Mbps (MCS5) |2 OFDM - 64 QAM
130 Mbps (MCS6) | 2 OFDM - 64 QAM
144 Mbps (MCS7) |2 OFDM - 64 QAM
173 Mbps (MCS8) |2 OFDM - 256 QAM
5 GHz - 802.11ac (VHTA40) F—HF L— |k Z2fH R EHh
rU—
I
RRFEES =18 15Mbps (MCSO0) |1 OFDM - BPSK
dBm (M2 X ->THRZLD) | 30Mbps (MCS1) |1 OFDM - QPSK
45Mbps (MCS2) |1 OFDM - QPSK
60 Mbps (MCS3) |1 OFDM - 16 QAM
90 Mbps (MCS4) | 1 OFDM - 16 QAM
120 Mbps (MCS5) | 1 OFDM - 64 QAM
135 Mbps (MCS6) | 1 OFDM - 64 QAM
150 Mbps (MCS7) | 1 OFDM - 64 QAM
180 Mbps (MCS8) | 1 OFDM - 256 QAM
200 Mbps (MCS9) |1 OFDM - 256 QAM
30 Mbps (MCS0) |2 OFDM - BPSK
60 Mbps (MCS1) |2 OFDM - QPSK
90 Mbps (MCS2) |2 OFDM - QPSK
120 Mbps (MCS3) |2 OFDM - 16 QAM
180 Mbps (MCS4) |2 OFDM - 16 QAM
240 Mbps (MCS5) | 2 OFDM - 64 QAM
270 Mbps (MCS 6) | 2 OFDM - 64 QAM
300 Mbps (MCS7) | 2 OFDM - 64 QAM
360 Mbps (MCS 8) | 2 OFDM - 256 QAM
400 Mbps (MCS9) |2 OFDM - 256 QAM
5 GHz- F—FL—} ZE[H R %
802.11ac (VHTS0) Y —
I
RRFEES =17 33 Mbps (MCS 0) OFDM - BPSK
dBm (HUHIZ L ->THEZ2) | 65Mbps (MCS 1) OFDM - QPSK
98 Mbps (MCS 2) OFDM - QPSK

130 Mbps (MCS 3)

OFDM - 16 QAM

195 Mbps (MCS 4)

OFDM - 16 QAM

260 Mbps (MCS 5)

OFDM - 64 QAM

293 Mbps (MCS 6)

OFDM - 64 QAM

325 Mbps (MCS 7)

OFDM - 64 QAM

390 Mbps (MCS 8)

OFDM - 256 QAM

433 Mbps (MCS 9)

OFDM - 256 QAM

65 Mbps (MCS 0)

OFDM - BPSK

130 Mbps (MCS 1)

NI R == === = ===

OFDM - QPSK

Cisco RoomOS DX Series VA ¥ LA LANE AL A K

27




195 Mbps (MCS2) |2 OFDM - QPSK
260 Mbps (MCS3) |2 OFDM - 16 QAM
390 Mbps (MCS 4) | 2 OFDM - 16 QAM
520 Mbps (MCS'5) | 2 OFDM - 64 QAM
585 Mbps (MCS 6) | 2 OFDM - 64 QAM
650 Mbps (MCS7) | 2 OFDM - 64 QAM
780 Mbps (MCS 8) | 2 OFDM - 256 QAM
867 Mbps (MCS9) | 2 OFDM - 256 QAM
2.4 GHz D4R
TN 2.4 GHz - 802.11b F—H L —} Z2[E A 3
rU—
I
Cisco Desk Cisco R FEE S =22 1 Mbps 1 DSSS - BPSK
Desk Mini Cisco dBm (HlklZ > THE/A%) | 2 Mbps 1 DSSS - QPSK
Room Bar 5.5 Mbps 1 DSSS - CCK
11 Mbps 1 DSSS - CCK
2.4 GHz - 802.11g F—H& L—h ZE ] R E
FU—
I
RREEE =21 6 Mbps 1 OFDM - BPSK
dBm (Muslz k> TH22%) | 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
2.4 GHz - 802.11n (HT20) F—4& L—k Z2fH 2 T
rY—
UN
RRFEES =20 7 Mbps (MCS 0) OFDM - BPSK
dBm (Ml k- THARD) | 14 Mbps (MCS 1) OFDM - QPSK
21 Mbps (MCS 2) OFDM - QPSK

29 Mbps (MCS 3)

OFDM - 16 QAM

43 Mbps (MCS 4)

OFDM - 16 QAM

58 Mbps (MCS 5)

OFDM - 64 QAM

65 Mbps (MCS 6)

OFDM - 64 QAM

72 Mbps (MCS 7)

OFDM - 64 QAM

14 Mbps  (MCS 8)

OFDM - BPSK

28 Mbps (MCS 9)

[N I S I S e e Y e e N

OFDM - QPSK
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43 Mbps (MCS 10) | 2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) | 2 OFDM - 16 QAM
116 Mbps  (MCS 2 OFDM - 64 QAM
13)
130 Mbps  (MCS 2 OFDM - 64 QAM
14)
144 Mbps  (MCS 2 OFDM - 64 QAM
15)
Cisco RoomOS Series 3
5 GHz Dft4E
EF)L 5 GHz - 802.11a F—FL—k Z2RE = =
rU—
U
Cisco Codec EQ wAEEES =19 6 Mbps 1 OFDM - BPSK
Cisco Room Bar Pro dBm (HUIZ k> CH7/5) | 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
5 GHz-802.11n (HT20) F—HL— b 72 2 Y|
rU—
U
MREEEI =19 7 Mbps (MCS 0) OFDM - BPSK
dBm (Ml k- TH#AD) | 14 Mbps (MCS 1) OFDM - QPSK
21 Mbps (MCS 2) OFDM - QPSK

29 Mbps (MCS 3)

OFDM - 16 QAM

43 Mbps (MCS 4)

OFDM - 16 QAM

58 Mbps (MCS 5)

OFDM - 64 QAM

65 Mbps (MCS 6)

OFDM - 64 QAM

72 Mbps (MCS 7)

OFDM - 64 QAM

NN | N |= === |=]=]=

14 Mbps (MCS 8) OFDM - BPSK
28 Mbps  (MCS 9) OFDM - QPSK
43 Mbps (MCS OFDM - QPSK

10)
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58 Mbps (MCS 2 OFDM - 16 QAM
11)

87 Mbps (MCS 2 OFDM - 16 QAM
12)
116 Mbps (MCS | 2 OFDM - 64 QAM
13)
130 Mbps (MCS | 2 OFDM - 64 QAM
14)
144 Mbps (MCS | 2 OFDM - 64 QAM
£H3T)
5 GHz-802.11n (HT40) F—HL—F ZE[H R YN
FU—
U
KR FEE S =18 15 Mbps (MCS 0) OFDM - BPSK
dBm (MUl k> THEZ25) | 30 Mbps (MCS 1) OFDM - QPSK
45 Mbps (MCS 2) OFDM - QPSK

60 Mbps (MCS 3) OFDM - 16 QAM

90 Mbps (MCS 4) OFDM - 16 QAM

120 Mbps  (MCS 5) OFDM - 64 QAM

135 Mbps  (MCS 6) OFDM - 64 QAM

150 Mbps (MCS 7) OFDM - 64 QAM

30 Mbps (MCS 8) OFDM - BPSK
60 Mbps (MCS 9) OFDM - QPSK
90 Mbps (MCS 10) OFDM - QPSK

[ NS T I NS T I NG T I NS T I e B N e e e

120 Mbps  (MCS
11)

OFDM - 16 QAM

180 Mbps (MCS 2 OFDM - 16 QAM
12)
240 Mbps (MCS 2 OFDM - 64 QAM
13)
270 Mbps (MCS 2 OFDM - 64 QAM
14)
300 Mbps (MCS 2 OFDM - 64 QAM
15)
5 GHz - 802.11ac (VHT20) F—FL—} 22 A EH
rU—
A
RRFEEI=19 7 Mbps (MCS 0) OFDM - BPSK
dBm (HUIZ K> THEZRD) | 14 Mbps (MCS 1 OFDM - QPSK
21 Mbps (MCS 2 OFDM - QPSK

29 Mbps (MCS 3 OFDM - 16 QAM

)
)
)
)

43 Mbps (MCS 4 OFDM - 16 QAM

58 Mbps (MCS 5) OFDM - 64 QAM

—_ | = = = = = | =

65 Mbps (MCS 6) OFDM - 64 QAM
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72 Mbps (MCS7) |1 OFDM - 64 QAM
87 Mbps (MCS8) |1 OFDM - 256 QAM
14 Mbps (MCS0) |2 OFDM - BPSK
28 Mbps (MCS1) |2 OFDM - QPSK
43 Mbps (MCS2) |2 OFDM - QPSK
58 Mbps (MCS3) |2 OFDM - 16 QAM
87 Mbps (MCS4) |2 OFDM - 16 QAM
116 Mbps (MCS5) |2 OFDM - 64 QAM
130 Mbps (MCS 6) | 2 OFDM - 64 QAM
144 Mbps (MCS7) | 2 OFDM - 64 QAM
173 Mbps (MCS8) | 2 OFDM - 256 QAM
5 GHz - 802.11ac (VHT40) F—&L—} ZE ] R A
rU—
A
MR F(EE S =18 15Mbps (MCS0) |1 OFDM - BPSK
dBm (HUE(Z K-> THEZRD) | 30Mbps (MCS1) |1 OFDM - QPSK
45Mbps (MCS2) |1 OFDM - QPSK
60 Mbps (MCS3) |1 OFDM - 16 QAM
90 Mbps (MCS4) |1 OFDM - 16 QAM
120 Mbps (MCS'5) | 1 OFDM - 64 QAM
135Mbps (MCS6) |1 OFDM - 64 QAM
150 Mbps (MCS7) |1 OFDM - 64 QAM
180 Mbps (MCS8) | 1 OFDM - 256 QAM
200 Mbps (MCS9) |1 OFDM - 256 QAM
30 Mbps (MCS0) |2 OFDM - BPSK
60 Mbps (MCS'1) |2 OFDM - QPSK
90 Mbps (MCS2) |2 OFDM - QPSK
120 Mbps (MCS3) |2 OFDM - 16 QAM
180 Mbps (MCS4) |2 OFDM - 16 QAM
240 Mbps (MCS5) | 2 OFDM - 64 QAM
270 Mbps (MCS 6) | 2 OFDM - 64 QAM
300 Mbps (MCS7) |2 OFDM - 64 QAM
360 Mbps (MCS 8) | 2 OFDM - 256 QAM
400 Mbps (MCS9) |2 OFDM - 256 QAM
5 GHz - 802.11ac (VHTS80) F—HF L— |k Z2fH R EHh
rU—
A
RRFEES =17 33 Mbps (MCS 0) OFDM - BPSK
dBm (M2 k> THEZD) | 65Mbps (MCS 1) OFDM - QPSK
98 Mbps (MCS 2) OFDM - QPSK

130 Mbps (MCS 3)

OFDM - 16 QAM

195 Mbps (MCS 4)

—_ = =] = =

OFDM - 16 QAM
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260 Mbps (MCS 5)

OFDM - 64 QAM

293 Mbps (MCS 6)

OFDM - 64 QAM

325 Mbps (MCS 7)

OFDM - 64 QAM

390 Mbps (MCS 8)

OFDM - 256 QAM

433 Mbps (MCS 9)

OFDM - 256 QAM

65 Mbps (MCS 0) OFDM - BPSK
130 Mbps (MCS 1) OFDM - QPSK
195 Mbps  (MCS 2) OFDM - QPSK

260 Mbps (MCS 3)

OFDM - 16 QAM

390 Mbps (MCS 4)

OFDM - 16 QAM

520 Mbps  (MCS 5)

OFDM - 64 QAM

585 Mbps (MCS 6)

OFDM - 64 QAM

650 Mbps (MCS 7)

OFDM - 64 QAM

780 Mbps (MCS 8)

OFDM - 256 QAM

867 Mbps (MCS 9)

[N NS 2 I O 2 I NS B 'O 2 I NS T B 'S R I SO 2 I NS B O B B B e e

OFDM - 256 QAM

2.4 GHz DA%
EF) 2.4 GHz - 802.11b F—HF L— | ZEfH A YAk
FU—
U
Cisco Codec EQ WREEES =22 1 Mbps 1 DSSS - BPSK
Cisco Room Bar Pro dBm (Hlklz L > THEA %) | 2 Mbps 1 DSSS - QPSK
5.5 Mbps 1 DSSS - CCK
11 Mbps 1 DSSS - CCK
2.4 GHz - 802.11g TF—&L—} ZEfE R =
FU—
U
RKRFEES =21 6 Mbps 1 OFDM - BPSK
dBm (MUklZ > THEZ D) | 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
2.4 GHz - 802.11n (HT20) F—HZ L—h ZE[H A =
kY —
UN
R REEET =20 7 Mbps (MCS 0) 1 OFDM - BPSK
dBm (M2 XL ->THRZLD) | 14Mbps MCS1) | 1 OFDM - QPSK
21 Mbps (MCS2) |1 OFDM - QPSK
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29 Mbps (MCS 3) OFDM - 16 QAM

43 Mbps (MCS 4) OFDM - 16 QAM

58 Mbps (MCS 5) OFDM - 64 QAM

65 Mbps (MCS 6) OFDM - 64 QAM

72 Mbps (MCS 7) OFDM - 64 QAM

14 Mbps (MCS 8) OFDM - BPSK
28 Mbps (MCS 9) OFDM - QPSK
43 Mbps (MCS 10) OFDM - QPSK

58 Mbps (MCS 11) OFDM - 16 QAM

87 Mbps (MCS 12) OFDM - 16 QAM

116 Mbps (MCS 13) OFDM - 64 QAM

130 Mbps  (MCS 14) OFDM - 64 QAM

Wi |v|vv o]~ —] =] —]~

144 Mbps (MCS 15) OFDM - 64 QAM

HEZEREX BEOT—HL— Ty beT a— KT 25 DI EKRLIERME 5HE T,
FEROMEIL, MR ERARE CH - T, AR T 2T AT T FTOFA NIEBEEESNTWER A,

802.11n/ac/ax #&fe 2 EHL§ A 121X, Cisco RoomOS Series 27 7 AR A > F 2254 30m (100
T4— k) UNICEET LI Z E2BEID L ET,

kil

J—)L RE— K (802.11d) TlX, SEFIEFREM T/ IA TV bEEHTEET, o— b NLVEREOT 7B AKRA
MZEoTT RAREZARENDF ¥ o IV EREEIOERICKH LTI IA TV FEBEESEDLLENTEET,

Cisco RoomOS Series |, 77 ZAKRA > k25 802.11d
WX L TCWT, Il S I 2 F v o RV E B EENAIETEDHEEICRBICEEL 9,

T IR ARA L PPRREESNTOAEIZSE T, V—L FE—F (802.11d) AL £,

—¥BD 5GHz F v » R/UTL—F—HiichEH SN TR Y, %4 L —¥—E% (DFS
%)vw/) ZRER T 51213, 80211774’7/bk77txf4’/w>80211h
WCHERL L TV A MLERH Y £97, 802.11h TiX. 802.11d Z AN T AMLENH D £9-,

Cisco RoomOS Series i%. F£ 9 DFS
Fx¥ L JNENRNy VT AF Y LTI, ENLDF ¥ U RINDT VT 4 T AX Y U EFRZITLET,

802.11d WA 72 > TV 722 W 4. Cisco RoomOS Series
X, DRV EBHTT IV BARA Y F~DEi AR E T,

Cisco RoomOS Series DV — bitG L 72 5 E & F D 802.11d = — RiZkD LBV TY,

F—A K~ 7 U 7 (AU) N 75U —(HU) 7 4 U £ 2(PH)
F—2 kU T (AT) TA AT R(IS) HR—F o R(PL)
N— L —(BH) A > R(IN) Ry kAL (PT)
~L¥— (BE) 7 A V7 > R(E) 7L kU 2(PR)
77 Y )L(BR) A4 A2Z x)(IL) NL—=<==7 (RO)
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TNA VT (BG)
1) #(CA)

F VU (CL)
FFE(CN)
a7 (CO)
a 24 Y% (CR)
/a7 F7 (HR)
X7z (CY)
F = aFE (CZ)
Fo~—7 (DK)
Y = 3RE (DO)
77 K/ (EC)
=7k (EG)

T A =7 (EE)
747 R (FI)
75 % (FR)
KA (DE)
T (G)
*U % (GR)
FHE(HK)

A& U7 (IT)

HA (JP)

#E (KR)

7 FET(LV)

VeT oA (L)
U r7=7(LT)
V7T v (LU)
~7 K=7 (MK)
<l —>7 (MY)

~ /L4 (MT)

AF¥va (MX)
EF =2 (MC)

o7 %71 (ME)
*Z 4% (NL)
—a—Y—72 K (NZ)
FA4T =07 (NG)

J 7 =— (NO)
/3= (PA)

7774 (PY)
~2)L—(PE)

7 o7 EFR(RU)
T T ET(SA)
/LT (RS)

U HR—1 (SG)
A1 RET (SK)
2 X=7 (SI)
77U (ZA)
A~A 2 (ES)

A2 = —5 2 (SE)
24 A (CH)

aiE (TW)

%A (TH)

kb2 (TR)

v 7 747 (UA)
77 7 aREES (AE)
4XVU % (GB)

7 AV E%E (US)
I TT A (UY)
~ k24 (VN)

W a7 747 AF#HIE, Cisco Product Approval Status Web 1 k. https:/cae-cnc-

prd.cisco.com/pdtenc CAFTE F 9,

[Bluetooth]

Cisco RoomOS Series % Bluetooth 77 / 0 V—%HF R — K LTEY, UL ¥ L A~y Ry MEENFHETT,
Bluetooth Ti%, 30 7 4 — N OHEIFHAN THAUTIRTITNED U A ¥ L AEHE 1 AIHE T 23, Bluetooth 7 /31 A [XH 12

Cisco RoomOS Series 725 10 7 4 — "UNTHEHATHIZ L2 HEE L F9,

Bluetooth

TN AL, EEED O EELBE D 5TICH D NEITH Y FEAN, BERREREDEEMNH D & WEITHER

B KITTHREMD D £,

Bluetooth |%, 802.11b/g/m/ax MDD L DT SA X (BF LY, a— N AEHEKRE) LFRFEIC 2.4 GHz

DEBBEHEHN L ET, ZD720,
OB, T 9 LIRaFHE

Bluetooth 7u 7 7 A )

Bluetooth
DLBED I WERE ORI L 2 F o

2T HAREENRH Y £,

Cisco RoomOS Series 1%, R® Bluetooth 7’12 7 7 A /L &P KR — K L TWET,

o ®MERAI—T 4 AKUET v T 7 AL (A2DP)
o F—F 44/ ETAVE— Ml 2771/ (AVRCP)
e HNHTZ7®ATu77 AL (GAP)
o MNHA—T 4 A/ETABE 727 714/ (GAVDP)
o NLUA7Y—T7ua77A)L (HFP)
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3£7% (802.11b/g/n/ax + Bluetooth)

802.11b/g/n/ax & Bluetooth % A7 ¥ CRIBFIZEHEM T 54854, Ml &b 2.4 GHz
DJEREEFEZFIHT 20T, W ONORIR S EAZE L BET HMNERDH D £,

rE

802.11b/g/n/ax + Bluetooth % A7 X554 802.11g/n/ax & Bluetooth DL (S Z {Ri# 3 5 CTS
OFIFICED ., a— Fry v T B LET,

2 NTFEXXYRAET—FT 4 F

HHFEFEATSEE, Ty 2y —bh—27 (PTT) . Multicast Music on
Hold (MMOH) . BLOMhOT 7V r—ra b~ F Xy A A —F 4 IV HR— S EFA,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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i

&
‘B (W

=]

I:IIIIE
DT —H L— FRE
FEECTEET

2 UC, T — FofFE HIEIZ Bluetooth 51k 2 {R#ET A7-9
—HOBREETIX, 6 Mbps Z AN T HENH Y £

TE : 802.11b/g/n/ax & Bluetooth (X5 & & 2.4 GHz ZFIH L £ 9723,
EAT 5551215 8021 1a/m/ac/ax HEHT 5 Z & ZHELE L £,

Z CTS
SLOHIE S & 572, Bluetooth
==h
=k =]
Cisco RoomOS Series |, IROZFELZ T AR—FLTWVWET
TIETE 77 RE A=
N&&
hEu=7 KA Vg i N
2 JVEE
o [E RS NT T A =Ry
7T =3 N =l AN
B2
T =7 A2 TEE AT o—
o 5 EE
T K GE HAGE (W=
HE T [E]
T4vTy A=
NS
“F a—)

Cisco RoomOS Series 1%, EffEE~LFH v FHT7—LCD EWNBEI AL T4 a—La PR —rLTWES
Cisco RoomOS Series I%. fth? Cisco RoomOS Series .2 K7k > k. Cisco TelePresence
Systems, BLUMLDO BT ARG RARA o N EDET A WEiG ML T ET,
H.264 [% 30
fps (7 L—L/F) MY R—FrEINHETHA N —ATHEASNS 72 baLr<Td, iR
— AT 4 ATy D1
OERATAIEFRE Yy a VHIZHIOA N —2ANHBD £
Cisco RoomOS Series
. BT A HEEESE AR — R L TED .,
BT A By h— FEMEIS U TRELET

ROET AR Y R—hShET

BIEOXR Y NT =7 BN RO E T AGE &2 AR — N TERWGHE
QnHD 180p (320 x 180)
CIF 288p (512x288)

Cisco RoomOS DX Series VA ¥ LA LANE A A R
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nHD 360p (640 X 360)

SD 448p (768%448)
WSVGA 576p (1024 x 576)
HD 720p (1280 X 720)

HD 1080p (1920 X 1080)

T ADFEAN

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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Cisco RoomOS Series & 7 V) —= 73 5120, FONPWMAEZEOETT A A2 N TL7ES 0y,
T AEBET DA B D720, IO R E T A A EEER A
LZRWTLIZEW, T3 ZOIERICE AR E O EIERH O & 2 i %

A L2 TLIEE0,

TNA ZAEBETDRHREMENRH D720, THA ADT ) —=2 ZITEMRER EFH LT E &0,

DWW TIE, RO URL 128 5 [Cisco RoomOS Series = —HF—H A F] 2R L T EEW,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-user-

guide-list.html
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http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-user-

74 %L X LAN DOF&E

Cisco RoomOS Series {Zxf L T+ i LY a—)b
Xy T4, BEORV—A VAR —I U P EEBTHOICIE, ROy NT—TBETA T4 0D &
HRHD FT,

802.11 Xy hU—7
ROAA FTA LML T, K74 L ARBECOF v 3/ 2 7HE L E T

5 GHz (802.11a/n/ac/ax)

5GHz %, Cisco RoomOS Series DiEH T T 25 L 5 ITHESE 40TV 2 JER BRI T,

BEIX, T78A RSV MCTFETTF Yy 2 AEE VS THRDYIC, T7E8A
RA Y FCTHBT v RVEIREFHT L2 & 2R L ET,

Wi 722 FERE N EAE T 880, 20 TICH—E 22 # L TWnWa 7 7 & 2
KAV MZF v RN EEHNCEID B THLERDH D £,

Cisco RoomOS Series 1%, 802.11h O EIRYJE I E0EIN (DFS) & Transmit Power

Control (TPC) ZHAR—FLTWET, ZHHIX, 5260 ~ 5.720 GHz

TENMET AT ¥ v RN EFHTHGAICHLETT, FHAER2S Ty LD 55 16
F X RN TIUTESE LET,

802.11a/n/ac/ax B3| Cisco RoomOS Series % BB 2541, BiET v o 2L & 20%

UbA—nR—TF o FEEIHERHY 4, ZNICEY, V—AL AR —I VI NERLES, BEER=YT T
{Z. Cisco RoomOS Series

DT IV ARA L DOZERE BHEOT — X L— MIBBERESLULV) Zii-LRns, 2t 2
BT 7 BARA L FT-67dBm UL EDEZ LV EHETE D L DI, A= =T v 7 EHT 30%

PIb) ZEEHELEL £,

|30 MHz 30 Mhz |

i
[ 1 1 i
1 1
| ! . ! :
//s /%\: N
i J i i \
/ i \ if f { |
/A A AN AN AN ) N
5150 5180 5200 5220 5240 5260 5280 5300 5320 5350
Lower Band Edge Upper Band Edge
|20 MHz _ _'2c-r-.1Hz
1)4\}45
A %
5725 5745 5785 5785 5805 5825
Lower Band Edge Upper Band Edge
Channel 38 40 44 48 52 56 60 6 100 104 108 1z 116 120 124 128 132 136 140 149 153 157 lal
D
Center 5180 (5200 |5220 |5240 |5260 |5280 (5300 (5320 |5500 | 5520 | 5540 (5560 (5580 (5600 |5620 |5640 (5660 |5680 |5700 |5745 (5765 (5785 | 5805
. Freq.
Cisco RoomO: yy, 39
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BiRUE B EGEIR (DFS)

DFS

I L= —EEERETLE. FTUAI Y ZITH L THOTF ¥ RV AA v F 55 X ICHIICHERLET
o TIVRARL L FTL—F—RRHEND &, T EARS » MBMUOFER AR T v VRV D/y VT A%
YEIATT DM, £OT 7 v ARA 2 b EOERIT, Dl Eb 60 B, REIREEICZRD 7,

TPC

TEI7ITAT D ET 7 RARA Y PMEREZBRTE LD, 77472 MIEEENZHITHE TS £,
IIAT U ME TIRARA L REDT Vv o—va VEFIEDT —X L— kN THERFT 572010, MERIKRO
TRAX—ZEALET, HRELT, 2 T4 72 OB VO THIRIC 2 2 ATREVENR T+ 5720, XV %
LIeRT =<V ADENT A ¥ LA LAN 2 EBTE £ T,

TIVARAL L FTL—F—A XU MR LBRE SN HE ERELETD) | L—F—EE0E—~F v
VIV (Fa—RUR) FRFEEOF v Rk (A RRUR) ICEBEZEZ TWDEINEIEHEL, U
AFLURALANIZBIT 54T v o 2V OFHZ BNz L,

FEDFS T  RWZT 7B ARA » bIMFET HHEIT. BEF0F Wiz i/ MRICHZ b5vE T,

L—H =TT 4T 41z T, FE DFS F v %/ (UNII-
1) AT LT 7B ARAL o b2 Y T2 LD 1
ORELET, THITLY . FTLWERARET v RV DAT v HILT 7 B ABA 2 FOBRPA—L R
A7 o TN &L F v XL EEHTEET,

UNII-3 F ¥ > b (5.745 ~ 5.825

GHz) 13 (FIHATEETHE) EETHEMATE £d, KIZ, 5GHz

U A ¥ L A LAN OEAF|Z R L ET,

Minimum 20% Overlap

5GHz A, - db « FRT AU BT 25 F ¥ 1L, BINTIH 16 F ¥ 1, BATIH 19 F ¥ 1A HHTE £,
UNII-3 Zfifi H AT EZ2 ¥l Cld, UNII-1, UNII-2. B L OVUNI-3 2 LT 12 F v x/L
Ty NEFIATSZ ERHEEI N E T,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 40



UNII-2 L3R T v %/ (F % 1/ 100 ~ 144) OFEHAZFEL TWDHEEIE. 77 A KA > b ETUNII-
2 (Fy /b 52 ~64) ZHHZL T, AINRDT ¥ RNVDOENELL R BE 2N TDZ eI T,

TAF¥YLUALAN CEED 5GHz T ¥ RNVEHINZTHE, FTLWT 7R RA U NOMRHDPENLDFREMENH D £,

2.4 802.11 (b/g/n/ax)

WEIE, 72782 R MCFHTF v 21280 4 THROVIC, T7ER
A P THETF ¥ RVEREM N5 2 L2 HERE L £,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K 41



Wi 72 TR MAET 25813, £ ) 7 —ERE R L TN T 7B A
WA MZTF v RNV ZFFNZEID Y THRENRDH D £,

2.4 GHz (802.11b/g/n/ax) Bi5iTix. VoWLAN
FEATHEE, WROERY OWTF v XV TERATLINERH D £, FHROERD O TF v 3L &%
. 22MHz DR H Y, D7 &b 5 F vy xR OO Z & T,

2.4 GHz A EE&EHIZ X, A— =T v 7 ORNTF ¥ XL 3 OLIMFELEHA (Fr 1, 6, 11) ,

802.11b/g/n/ax E-5%|Z Cisco RoomOS Series
AT 2HA1E. WHROER Y ORNTF ¥ XV EMEHT LREND Y | BET v VL DA ——F v T[T
KEBL2%FARINILERDHY T, ZHIZEY, =LA LARu—I U IRFEHALET,

1. 5.9, BREDOF—NR—=F 7 Fyrx/Lty hOFHIZ, VFR—FSNTORVEETT,

Channels
1 2 3 4 B 51 7 ] 9 10 11 12 13 14

e —

|
RLe

2.402 GHz i.._zz MH24.| 2.484 GHz

Minimum 20% Overlap

BEBELINLYY

TR TTRE B A B 2 REE T 5 7%, Cisco RoomOS Series 13 5 GHz ¥ 7-1% 2.4 GHz Zf# [+ 55, -67 dBm
ULEDESZICHB LET, CHITER. 77 BARA 2 FOZEEKE T, HEENE-T—F L— MIkhsd
BI-OICME MG L~V a2 2 Lo b 72 £97,

Packet Error Rate (PER) 23 1% Z B2 TWRaWZ & 2R L T ZEV,
Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 0



Hrp & h 25dB DfE xS (SNR) . D% Y -67dBm O 512xf LT -92dBm @ / A X
LV B HERF T D MR H D 77,

TEMEERT-E57-012, == v 7 D72\ F ¥ %/ EIZ SNR /3 25 dB DFIKTH -67 dBm
DIEFEEST 7B ARAL L "2 2Ol FET L2 L HER SN ET,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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RRDFX N T 4 EAN—=Ty FEFEIRT DI, YA ¥ LA LAN % 24 Mbps

ICEREI T A MER DV ET, ZTNEV bEWT —X

L— FNEEHTCELEFRERAUNOT 7Y r—2a VI LT, 20X R@EmnT —#

L— FE2EETAICT A Z L TEET,

2.4 GHz DA TH/INT —% L— h% 11 Mbps £7213 12 Mbps (2 (802.11b 7 7 A 7> b R — k
RY S —IZHE9) . 5GHz DBEITI/NTF—% L— k% 12 Mbps
ICRETHZENHERSNET, Zhud, - OXEERL—FE LTRETAISLELDH Y £7,
—EOBRE TIX, HH/HEARL— & LT 6Mbps

EHENTHMERDY £, LRROFEFEZEBETLE, T
F ¥ REHEITEATRE TEH Y A,

Power (dBm)

RSSI/
Signal
Strength

Signal to
Noise
Ratio

Time (Seconds)

T
RA LV FOBREERFTTHEEITE, ST, TRTOEEY 7RI N— (BEENEE) Snd XL TLES
VY,

F—BEHHAT S — 9 D ODO—{EHI7R T A ¥ L A LAN
BATIH, =L_X—% B BINEEK &V o72, VOWLAN
Y —ERATHELINLI O TIZIZH ALy ORI FET A,

EF LY, 24GHz =— R L AEEE, Bluetooth 7 /34 A, X024 GHz
HCEET AMMOEBEF ST, VA YL A LANICTHLET,

WALV, 2450 MHz TEIEL £9°, Z4UE, 802.11b/gin/ax DF ¥ KL 8 & 9

OEIAIELET, —HOEF L VEMOBDO LD b —/L RRRILINTEY , =3 X —DILBOMER S
Tmi# BT YOZRLFT—E, v xL11

WCHEEEL RIFTREELHV T, ISI—HOE TV oL, BEEEASER (Frxr 1~

1) IZELET, BEFLrYOTWERRT LD, EFL YO ICHREINDGT 7 EARA 2 N TR
F¥ N1 ZHEHL TS EEN,

FEAEDET VY, Bluetooth, 38 KX OVEMEA v B 7 734 AL, 5GHz

JEEEIZ R L CHRBROER B2 5.2 5 Z L 13dH Y £ A, 802.11a/n/ac/ax

T 7B Y—TlX, WEOERY ORWTF v RN X 5720, @, I RF

FARITE VKRS 220 4, HTHEEMOELA, HFHI121% 802.11a/m/ac/ax M L, 7 — (2% 802.11b/g/n/ax
RSS2 & BHERE L £,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 44



7272 L. EFFHGEOMLED 2\ 5 GHz AR A2 R T2/ bIFELE T (728 21X, 5.8GHz
a— R L AEFEE S . UNIL-3 F v fUICERE L KT REMERH Y £1)

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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Elevator Office

File / Supply Shafis Lab
Room
i
=]
=
= Break Room
(Microwave Ovens
2450 MHz)
Conference
Room
Cubes Stairwells (Reinforced
Building Area) CEO

TOF v — NI, BEIFET DWEEOH D S EIERWEOHRE L~V AR L TNET,

#E Advertised
Attenuation Level
AN {38
LA BRbYi
IERENGD) High
&R FEFITE

Cisco Prime Infrastructure ZffifH L C, [F5RE L WL v VAR TE 7,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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(1] alpha - ROOT-DOMAIN 3

A Maps / Wireless Maps / Site Maps ( New! )

eocwmn
ih  Sites /5! 5J-21/3rd Floor ¥ 6GHz =~ Covorage ~ Recompute Refresh O Search on map Edit Data Charts Segmenis Tools n
o 500 100 1500 2000 FoL] 300 x
I - I i i
. i 3 i m! i "*"— B Access Points (43) -
o - be o+
]
° ﬂ th!l 32002 Wl m m Display Label = Name _—_!
sic21-32a 893 sic21-31a- w' M s
o ‘“.’g{;‘f’l !F! Alr Quality  @Average AQ  Minimum AQ
£ . *ﬁ H | —sjear’ “31a-apll T | Hoatmaz Opacity (6]
L 10 20 k- 40 50 8
e sjc21-320-0p8 T ¥ 5ik21-318-0p10
= prenirnets sic21-32a399 josiing S ——
T L R R
i ﬁ |l a RSSI Cut off (dBm)
& @, " 60 43 86 60
. :: 3a-api?
| Hi€21-320-8p13 8je21-328- ,,u ;:2! pls sje21-3a-apl L LR —_—
L e . S0 63 68 88
1ok
L‘[ | Map Opacity (%)
- % ¢ —eric— o | a o o W W s
= f —- . —_—
= q:u 32a-3p19 5)c21-328 m“ W | sie2i-da nz:k _
= 9 > S i o 1 3 1 e %
= ‘R - RS N Show Mobility Express gy
= = pl 32-0p20 -t -t f
<80 o
oBm 9 @ Overlay Objects -
s;:zl 320-2p25 _m r : ; 5
sjed1-32a-2p27 m‘ s,:z; " MSE / CMX Settings -
T32a- mzs sjc21-I1a-ap28
Map Properties s
2132873531 i m
CRTIT —'ﬁ‘_ 5§c21- 328 —ap:) kL ” "'""_‘1‘“ 312-3p3
!)r}l 2220032 | il
I3 =
._ (4] sjc21-32a-ap39 | 521 310042 -
; ! (T ua\ sjc21-31a-3
i "'ﬂ!"’

R R OMEREFDITIEF v R0 T ¢ LRPFANEERER L2570, 5 GHz BADLA1E 12 Mbps Kiifio L— M| 2.4
GHz B ADEE1E 12 Mbps Kiii D L— b 2N+ 5 Z L 2B LET,

Cisco RoomOS Series (ZI1XT 27V T T T RH D725, 802.11n D K MCS 15
F—HL—hEPR—FLET (FxK300Mbps) , 802.1lac D4, Cisco RoomOS Series I E#x K VHT80 MCS 9
2SS VAR —F LET (5K 867 Mbps) .

802.11ax DIFE . ki3 % Cisco RoomOS Series (35K HE80 MCS 11 Z %A — L E7 (FK 1200 Mbps) .

—¥8D 802.11n/ac/ax 7 7 A 7 > M. MIMO (A1) 77+

T /uY—%FMHL, R UHEEERETZNLD &Y MCS

L— e TEA20T, L0VHBWVWL— AL TELLZ B TEET,

TAFYLA Ry NU—=ZNT802.11b 7 T4 T hDSFFA] SR WEATE, 12 Mbps Kl DT — ¥

L— R 22925 2 ERm< RSN E T, 2k, 802.11b 7 74 7 > k7% OFDM

T — LR TERLI LD T, 802.11g/n/ax fRFED CTS 7 L — L& XET 2 MEMIT < 720 77,
802.11b 7 FA T v FBRUA YL A Xy NU—TNICHET H5A1EL. 802.11b

DL — NEEBNZTAILERHY T, 802.11b DL — NDOHZEME/FEAL —FE LTRETXET,

HelRsNnNA5—4% L— MREFRDO LB TT,

5 GHz

802.11 E— K Py YR—hENB mah 7
F—4 L—F F—4 L—F F—4% L—}
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802.11ax 12 Mbps 18 ~ 54 Mbps, 6. 9 Mbps

HEMCS 0 ~MCS 11
1SS, HEMCS 0 ~MCS 11
2SS

802.11ac 12 Mbps 18 ~ 54 Mbps, 6. 9 Mbps

VHT MCS 0 ~ MCS 9

1SS. VHT MCS 0 ~ MCS 9

28S.  (VHT MCS 0 ~ MCS

93SS) . (VHTMCSO0 ~

MCS 9 4SS)

802.11n 12 Mbps 18 ~ 54 Mbps, 6. 9 Mbps

HT MCS 0 - MCS 15,
(HT MCS 16 - MCS 31)

802.11a 12 Mbps 18 ~ 54 Mbps 6. 9 Mbps
24 GHz
802.11 E— K 2R PR—-FEND FiSITA
T —4& L—F T —% L—F 7 —% L—}h
802.11ax 12 Mbps 18 ~ 54 Mbps. 1. 2, 55, 6, 9, 11
HE MCS 0 ~ MCS 11 Mbps
1SS. HE MCS 0 ~ MCS 11
2SS
802.11n 12 Mbps 18 ~ 54 Mbps. I. 2, 55, 6, 9. 11
HT MCS 0 - MCS 15, Mbps
(HT MCS 16 - MCS 31)
802.11g 12 Mbps 18 ~ 54 Mbps 1. 2, 5.5, 6, 9, 11
Mbps
802.11b 11 Mbps L 1. 2, 5.5 Mbps
BEEHT 7Y r—2a T, 24 Mbps I bmnr—#

L—hEAECH, BNCHBINTEEZ TN, Fv 0T 0 LAL—Ty MIIEBELETA, £, IhD
DL— NEFNT DL, F—F 7L —LDOHFRITEENEE 2 5 /RN H 0 7,

ET AR EDMOT 7Y r— a2 Tk, 24Mbps £ bEmnT—#

L— b EAENCT DL, BRERZITONLIGERNHD T, m0Fr v T 4 L AL—T "y

N EHERFT 2120, 24 Mbps L DT —% L— R FAHIZ L T EE W,

WEEOFRITHME & R 5 AN S D BRE~DREBRDOES., T—4 L — rO#IRMN &ty FEEHTE £,
ZDHE. BIEOER R L — MINE/FER L — T,

R OBR L OVEREE £ 72 IR KR 2 M & DELE T, MZH/EEAR L — b & LT 6 Mbps
EHMNZT D Z e SN ET,

ERBRECKS TR, VHY— 747 b, RRER, $RRREBAZERTOIMBERDH DD, ARRT—
FL— L ETIT2HERHY ET,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K 48



H—WZEEARL— e LT, AR EIET—% L— MNETERELET, v FFx A b
Ny MR ARV RS EIEAT — 4 L— P TREENE T,

ENCTAHL— R 2T TFAE, T30 T 4 EANL—T "R TAZ LICEEL TR,

RO LWRE

Cisco RoomOS Series

ZRMOBMLUVERS (BUE, A, /i3 L) [CRRT 56, MEOHRERIEMOMENRLE LD 2 &

NV £,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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RMEDMEE LWEREEIZTY A P LA LAN Z3E AT AGARICHERE T HEERRA > MIKRO LY T,

TIEARA Y PBIOT T FOEIR

SO UWERETIZ, N7 T T ESLELTLAT VB RARL b

Ty T A —LEFEIRTHZEEAHRLET, FEORLWERE CHEYICHKEST 27 T T
A A TEERT D EHRUITT,

TR RA v FOEE

Cisco RoomOS Series
ET IR ARA  NEOEED EHR/ANBIZL, 77 8ARAL L FOT T FNEORAUNAERE DT
TEHLZENEHEETT, T7T7EA

RAVNERRT o7, FRIEZFOMEREEDOEF% E-13EEIECH T AmOIT < \ZHE STV
RN L TR L ET,

—WOTY T T KNG T TS B LT 'R WA FEMEHAT 2568, T7ER
RA U PRI ITHZLE2HRELES, ZNHDOT 7 ER

WAV METEIRAET 7 F 22 L Tl 0, BE~OREZMEE L TWEE A,

JERE A I8

INETHEY ., 5SGHz O HANHELE XN E T, 2.4 GHz

AT L, EFICERELZ2WEGANH Y £9, 802.11b L — M BHZ R GA ITEFICERENMLE T,
5GHz F¥ /v > FTIE, 8 721 12

F ¥ RNVEHRIOR MBI D 2 L2 HER L ET, AlERG A 1E, UNI2 JRET ¥ L2 i LE 7,

F—=% L—F

CNTFRABPE NI D DA TR, BEEOHEET — % L— |

Ty MAVEUNCHEEE L2 W ATREMER N B D £, £ D72, KT —% L— b (6 Mbps

L) EAMCLTCZIOL ) RRECTOERZ2%ESEDLZ LML £,
BREEAICHEAT 5 A1X. 24 Mbps 2B 25T — X

L— M2 L CROIDIGIER IR E BT Z N TE£d, FAUHEEZT—%, €54, Tofho7
TV =y a B EATIEAIE. LvEnT—4% L—rEaashict s Z L e LET,

EEEAH

FMOB LWERE I~V TF RANEL RAHAEENRH DL Z G, T7EBARA 2 b & Cisco RoomOS
Series DIEFEINT HHIRZ T D HENH Y £, ZHuE, FHORELWERBEIC 2.4 GHz

FEALLD EEELTWAEAICE HICEETT,

HEWSEE N 2T 2580, 7784

AV DORIEBEIVRE LEHE (RRKBLXORNOEHL~V) AT EICERELT, 77EA
RA Y FHAOBAREZEEET (5GHz DHBA. &K 11 dBm., /) 16 dBm) .

Cisco RoomOS Series . 778 ARA L FOEET DTPC
DHENNZ I > TWDEE, 77 BARA V NOBIEOFEEEIRE L EITEE 7 L — LA DOFEEE &2k
ELET,

BEEu—3I v

e — X > Z121% 802.11r/Fast Transition (FT) OfEHARHELRR SN CWET, F/=

802.11r (FT) ZAhTH &, 2

DODT L —LDIRIa— U TTHPEINNAN R oA 7 D7 L—2 b LEST, e—I 7
L— LB D &, a— 2 TR SRS B L ET,

802.1x FRFEZE ] L CW A A1, #HESE S 72 EAPOL F—REA T2 Z & A KUIT1,

Quality of Service (QoS)
BiE. BS54 BXORa— L H#7L—2A0 WMM  UP ZZ7HRELLFEINS L HIZ, DSCP
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ENERR Y P =7 BETREESND Z & 2R T O2LENRH Y 7,

E—AT7F—3I7
Cisco 802.11n/ac/ax ka7 7 B ARA » FE2fEH L TWAEARIZ. E—A
74— 7 (ClientLink) Z AT HETT, ZHUE, 774 T2 M bDOEFEDOZFITHENLHET,

< JVFIRA
RFE B EE L DI E THEORKEZT-ED L, < VT RANREALET,

B DN EET H— 5, B 5 OROEHSIIEEICS O | ZORICHLIZEELE T, TORKR, —
HOEETITBENRAE L, 51T TORBNEL RDDT, ERRr X —NEELET,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K 51



RRDPWEMBEDED EEBHPFEL, FEEREMET 5720, ZEROT o — FEREBICLEZEL A E
‘@—O

2 VT ORAL, KT (BT T AR L) OFETLIRECHRETLILENDY £, 2oL 5 BRI,
TIRRRA L FNERY TN TLZEN,

W, = ILFRNADEE LR LET,

T — F g
TIVTFRARIEF I LW, B35 SN EREZERI M CTE 2 WEEAIT8ELET,

BEDEH
e LT EN, AAUEFEB L O ENMANRTNTEEL, A UV EFEZRIITHIET LI RGA
WZIELET,

BERIEDIEK
S SN, AA MG ENFAN L TEEL, A VEBLEERV S TESTRELZBAIYE
HEAICRAELET,

1B FIRIE DI
A SNTZBRN, HDHREAA ME 5 ETNINARICEE L, 207 A A A5 DIE SIREN B4
HEAICRAELET,

Ceiling
P1
TX RX
P2 |
5 I

Obstruction

Floor

802.11a/n/ac/ax & 802.11g/n/ax
TEH SN D EAJE R EIZEH 70 (OFDM) #3252 & T, @~/ F S ABREICR 512 R EER S
WD E£7,

B~ VTS ABREE T 802.11b A fEH T 256, o0 TRV —#
L— R 2 LTSZEE W (1 Mbps °2Mbps 72 L) o 2D & 5 RERBEICIX, A =T 4
T YT FWENLDZ ERH Y ET,

X2 UT 4

Cisco RoomOS DX Series VA ¥ LA LANE AL A K 5



TA ¥ LV ALAN AT 556, X2 U7 4 BARRTT,
Cisco RoomOS Series |Z. WD T A V¥V L A X2 YT s #EEFR— M LTWET,

WLAN ik

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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TUH =T TAX
e  WPA3802.1x
m  EAP-FAST (Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling)
m  EAP-TLS (Extensible Authentication Protocol - Transport Layer Security)
m  EAP-TTLS (Extensible Authentication Protocol-Tunneled Transport Layer Security)
n  PEAP (PREEPESRRERET & k=)L)
e  WPA2802.1x
m  EAP-FAST (Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling)
m  EAP-TLS (Extensible Authentication Protocol - Transport Layer Security)
m  EAP-TTLS (Extensible Authentication Protocol-Tunneled Transport Layer Security)
" PEAP (REPLIERERET v b =b)
(PN
e WPA3-SAE (Simultaneous Authentication of Equals)
e WPA2-PSK (Hidfy¥—)
mL

WLAN 51k,

AES (Advanced Encryption Standard)
TKIP/MIC (Temporal Key Integrity Protocol/Message Integrity Check)

W :TKIPZ7 2— KX v A N TFHx R RESFELTLIMEATE 2D, 77 BRAKRA L ME
AES (CCMP128) #HAR—F L TWARENHD £9, CCMP256, GCMP128. I X T GCMP256
b I R— ST ET AL

Cisco RoomOS Series 1%, ZROBIMDOEF =2V T s #iEL AR — R L TWET,

A A —VRSGE

T A ATRFE

77 A IVids

D74 R N4 Y

AT 4 THs5{k (SRTP)
7Y v T (TLS)

PREfR 7\ & U HERE  (CAPF)

X7 ST A0
E LS NTRIET 7 AV

Extensible Authentication Protocol - X =772 F o 2 VU o VBRA DX /23REE (EAP-FAST)

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling (EAP-FAST) (X, 77X HRA k&
Cisco Access Control Server (ACS) <° Cisco Identity Services Engine (ISE) 72 & DV E— FRFEX A P /LA v =2—H
#—E 2 (RADIUS) H#— LD TD HLY S45 Transport Level Security (TLS) K > R /LIN D EAP

N v a v ERERILLET,
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TLS h %V TiE, 7747 b (Cisco RoomOS Series) & RADIUS ¥ —/ X — DB DEFREFIZ Protected Access
Credential (PAC) 2MEMH S ET, H— 3% Authority

ID (AID) 27 A7 MIEELET, TNEZTTY 7472 MI@Ed 2 PAC ZBIRLET, 7747 ME
PAC-Opaque % RADIUS — TR LET, —NF, BHD~AFX—F—TPAC

EEELET, INTHAFDOTY RFRA 2 MRFELC PAC F—%2FA95 2 L2720, TLS

h o RADBEE SN E T, EAP-FASTIZHEIPAC 7ty a =7 %% R— k LE 7972, RADIUS

=N ETHMNCTHRERH Y £7,

EAP-FAST #HMZ9 5121, RADIUS H— NIZFEAEZ A VA N— LT 50BN H Y 7,

BIFE. Cisco RoomOS Series TlZ, PACOHBE /' m Y a = 7 OAEANYR—FENTWET, TD7dH, RADIUS
P—— LT [BLA NV FPACTREY 3 =7 %F T 5 (Allow anonymous in-band PAC provisioning) |
EADZL TSN,

[E4A /N RPAC 7a Y a =7 %735 (Allow anonymous in-band PAC provisioning) ]
WA 72%A . EAP-GTC & EAP-MSCHAPY2 O i )7 & 70T 504887238 0 £9°, EAP-FAST
T, A — AN R —F T M EAERT D MERH Y £,

ERE T A v L A LAN BRENTEA PAC 72 B2 g = IR SN TV ARWEAIEL, Cisco RoomOS Series
DU PAC VrE Y a=7HELT, A7 —Y 7 RADIUS h—"—%t vy N7 v 7 CTEET,
ZhiZiE, AF—3 27 RADIUS #— 3% & L—7 EAP-FAST
=N LTy N7 v 7 THRERDY 9, 2—H LT N—TDF —FX— XL EAP-FAST ¥ A ¥ —
F—LRY U—FR EDK TR = D ERE)~ A X — EAP-FAST h— "\ bR S E T,
EAP-FAST D~ Z X —F —B LR Y v —N 25— 7 2 L—7 EAP-FAST RADIUS
PR ZEEEIND L DT, ERE~ 2 % — EAP-FAST RADIUS
47L~/\~75>Jz v RT v TENTWAZ EEMERLET, 22D, Cisco RoomOS Series

I, [BAA VNV FPACT B E Y a =7 %8735 (Allow anonymous in-band PAC provisioning) |
753??%5«% Lo TV AERBERENTYH, 7t vYa =7 Iz PAC AT £9,

PAC ZHHr4 2 & E1d, AEFADA 73 F PAC
Tubeva=rIPMERSNET, T0D, [RBIAEFEHA N RPACTREY g = 7 2FATS (Allow
authenticated in-band PAC provisioning) ]75§7ﬁfﬂ W7o TWAZ xR LET,

TUT 4 7 ERFHIRGIN DO~ A F —F— TR S IZBEF D PAC Z T LU PAC
DFATICMH I TE DT WM FIE, Cisco RoomOS Series 73 % v b U —Z IZEf SN TWDH L H I LET,

AT =07 T A% LA LAN N AT —3 7 RADIUS
Y= RIZFERA L b THEICTHZE, BLXORT—V T 77 &A
RA v N A R RN D Z A HELE L F 9,

Extensible Authentication Protocol — Transport Layer Security (EAP-TLS)
Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) %, TLS 7= k =/L-% PKI
EHRBEDETHENT L2 LT, BAET— N L DBELZREL TWET,

TLS 1%, = —¥F eI —RO@FORMHABLIOF AT Iv s By vay

F—DERMIZ, FEAELMEHT 2 HEZRIELES, FSEAELZ A VA M=V TO20NERH D £7,
EAP-TLS iX, mERXa V7 4 2R MELETR, 7747 2 MEHEOFRNMLE L 720 9,

EAP-TLS TiZ. Cisco RoomOS Series
e /l) /j—“‘ }‘ éﬂfuﬂﬁiﬂi@ %Zl & ﬁ(ﬁ‘émwﬁ"j‘“‘/\“‘i :L"‘_‘j- T ]7/ ]“ %ﬁQﬁﬁ‘ézgﬁlﬁEbé —
ERBHY FET,
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ZOa—Y T H U MIITEMER AT — K2 L, RADIUS ¥— X ETEZNZT 5 EAP # A 71X EAP-TLS
DIHITHZ EZHEREL £97,

Extensible Authentication Protocol - Tunneled Transport Layer Security (JZ3EF8FES = b= - b
RINVEFRNT VAR — R Ng®F®=YT 1, EAP-TTLS)

Extensible Authentication Protocol-Tunneled Transport Layer Security (EAP-TTLS; JL5EFZRE7 &2 k=)L -
MoV FR N AR—NgEXxaV T 1) &, FTUAR—Ngt®x=2U7 ¢ (TLS) ZHE9ET 5 EAP
7'a kA Tcd,

EAP-TTLS Tlif., iBiEV—— Ll —F—Th oo s EERTH20ERNH Y £,
AR —/ 3 —]%. Cisco RoomOS Series (ZEFRAEA 4 A — N L THIESLE T,

Protected Extensible Authentication Protocol (PEAP)
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Protected Extensible Authentication
PI’OtOCOl (PEAP) !j:\ ‘H‘ﬁ/\fﬁ”@/ﬁﬁﬁf\'_ E@?ié’fﬁﬂﬂ LT 7 7/]) 77 Ve ]\ %nﬂunﬁﬁ”é 71:_. :\ 7 7/]) 77 Ve ]\ k n:uu
P — ORI B S 7z SSL/TLS b o L a5 L £,

HEFE OFRAFE RO ZHIIRT 5L SN D720, 22— 7 LT oo v VITRIEN HIR#E S £, PEAP-
NONE, PEAP-GTC & PEAP-MSCHAPV2 (IH¥ 7R — h IR TWAHNHFRIET 7 b 2L T,

PEAP T, §BiFV— N Eica—F 7o v FEERTIHERDH D £5,

FRREY—/3—(X, Cisco RoomOS Series (ZAFHEZ A AR — F L THRIESIVET,

Quality of Service (QoS)

Quality of Service IZ LV, Fa—A LI TER NI T4 v 7 L ETHNT T 4 v 7 HELETEET,

Y, AVET I T4 T7ET A, BLOMFIE N7 7 4 7 HIC#EY e = —A T EHHIC WZiE, ROTA R4
N TLTEE N,

o TUBARAL M ETWMMMBENIR-TWNDI L 2R LET,

o TIURVARALVNETER, ALV X707 T 47 T4, M b7 7 4w 7 IR 2 5 25 QoS
WY =& ERLE T,

rNST74vy | a—n DSCP 802.1p WMM UP va=8 2=9%
A7 P—
T CUCM CS4 (32) 4 5 RTP (UDP 16384 - 32767)
Webex EF (46) 5 6 RTP (UDP 5004)
TelePresence CUCM Cs4 (32) 4 5 RTP (UDP 16384 - 32767)
Voice
Webex EF (46) 5 6 RTP (UDP 5004)
TelePresence CUCM Cs4 (32) 4 5 RTP (UDP 16384 - 32767)
[abn
Webex AF41 (34) 4 5 RTP (UDP 5004)
= — L CUCM CS3 (24) 3 4 SIP (TCP 5060 ~ 5061)
Webex F74 0k ( 0 0 HTTPS (TCP 443)
0)

o EBRE. AUHETIT 4T ETA, BLOMEE T v R Y] QoS
~—F T EFEDL, o7 haABNZENERILT QoS v —F UV EEHAL WD E AR LET,

e CiscoIOS A1 »F | T Differentiated Services Code Point (DSCP) OfREZHZNZ LFE T,

Cisco IP Phone 8861 35 J. T} 8865 & Cisco Unified Communications Manager Cffi f§ X412 TCP A~ — k33 X OV UDP
A— N DFERIZ OV TIEL, D URL IZ& % [Cisco Unified Communications Manager TCP and UDP Port
Usage] 2L T2 &0,

https://www.cisco.com/c/en/us/td/docs/voice ip_comm/cucm/port/10_5_x/cucm_b_port-usage-cucm-105x/cucm_b_port-usage-
cucm-105x_chapter _00.html
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Webex D3 v U — 7 BHIZOWTIEL, IRD URL (286 5 Webex Services
RE2 AL FDORY NT—=Z AL T ZE0,

https://help.webex.com/en-us/article/ WBX000028782/Network-Requirements-for-Webex-Services
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a—L 7RIy a4l (CAC)

Cisco RoomOS Series I, BfE, EF AN —ALFHEFETAA RN —2Da— LT RIvi gy
ay ka—)LE Y R— ]L“Cb\i"é‘/uc,

77txf4/%fT9H:
BRELIIET AR L TEDZR> TV AHEEIR, B 7L —AL T4 7 L—AOERIENA TR £7,

Fr QoS

MBI Ry NT—27 T/ ZAD QoS HEEL QoS RV v —EHELET,

WLAN 534 ZMDCisco AA vF R— FDFRE
Cisco VA/ VYL ALAN 2 ha—F Cisco 7 72 KA FDAAL v F

R—=hr, BIMEBEOT v 7V AL vF R— 2R ELFT, CiscolOS

2 v FefENT 558135, DAL vF R—FREELMEHLET,

Cisco VA ¥ VA LAN o b u—F 2% L T COS [EHEIREEZ AT

mls qos

!

interface X

mls qos trust cos

Cisco BI7 7 E R BRA v Mzt LT DSCP EBREEZ AT 5

mls qos
!

interface X
mls qos trust dscp

Cisco Meraki MS A1 v F 2 H3 5356 1%.  [Cisco Meraki MS Switch VoIP
BAKA R 22 L T 7ZEV, https://meraki.cisco.com/lib/pdf/meraki whitepaper msvoip.pdf

1 : Cisco Wireless LAN Controller ZfEH 3 241X, DSCP FHIRELFETLILENHD £9, OFE D, QoS
~v—F U IMWIELLE Hﬂféﬂéi?@ L IA VLA RVE ﬂﬁ”é@”“f@%/& 7 = A A ET, Cisco
Wireless LAN  Controller ([ZX->Tfifi&hs  UDP 7 —#A—1b (CAPWAP = 5246 BLIW
5247) ZEFHREICT 2 HLERH Y £7,
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E#IP 732 DCisco AA vF R— FDRE
Cisco ®IOHFHRLIP 7 + > DA A v F 77— k TCisco

AR OFRIREZ AN LET, A1 v FRE

Li‘a—o
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mls qos

!

Interface X

mls qos trust device cisco-phone
mls qos trust dscp

n—=3I 7

Cisco RoomOS Series 1%, M OBy F2FIZLET, 22X Y. Cisco RoomOS Series 1% 5 GHz £7-1%
24GHZ IZHfi CT&, A VX — N K a—I 7OV R— bR HEMT/R0 £9,

802.11r (FT) ZfEH L72v > 802.1x

T, ZBARERIENMEIC R A0, u—3 U FVHHIGRENRRET HREM N H Y £9, WPA

T, —He—NBNEns7=H, v — I VRN EL A R[REERH Y 17,

802.11r (FT) ZfEHT 5L, v—=3 7Kl % 100
RURKRMSICEMECEET, T BARA U NEOBATHR 2 22— —PERRT D Z &3 H 0 A,

XU T 4 t— 3 JRE
AT
PN 150 2 VR

TR —T TR 300 2 U

Cisco RoomOS Series £, AF v BLUOn—I 7 A XU FE2EHLET,

K¥ov—= 7%, BIED RSSIIZH:S < #78 RSSI
ELS T LI bl ko T — U IR RN T—ENTWARERHY £, Zhickh, >—LalL A —=
VI (FEFEOHRWR L) BNERLET,

1 : Webex Desk Series IZEAE. 802.11r (FT) # ¥ HA—F L TWWEHFA,

iR oue—3I 7

Cisco RoomOS Series

WEH OBy EAEHICL, £ F =" Fa—3 72l L, ZTOREATRLMVVESEZERLET
o BHLANRELTHDIHE. X 24 GHz D MMEFIREN L Vi< 725 DT, 2.4 GHz 78 5 GHz

L bEEINET,

FEIR A2, Cisco RoomOS Series 1%, 2.4 B X5 GHz
DFTRTOF ¥ o ZEAX Y L, FIHFREREAIE. RESNTZRY NT—T DT 7 BARA » b ~OBFEEA T 23
1ITLET,

SR A AR L TR On — I U 72 EBT 2720106, BEEE T2 E T 5 2 LRI ET,
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BREH

Cisco RoomOS Series (213737 U BRI TV 722, UA ¥ LA LAN B— REGHNTT HITIE, ERPLETT,

A —H %> b % Cisco RoomOS Series (25T 5D &, UA ¥ L A LAN XA 720 £, VA ¥ L A LAN
DUENZAEME SN TOWESAE. A —V %> 23U S -k, BEMICAZCER L ET,
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Webex Desk Series X, 7 A R/WIRBEF 7135 ERC, £ LTT7 27 4 7E—F (Wi-Fi
EiEa L) #HLET, B2 L (PS-NULL) 7 L—AFA4A 7 F v 3L
AX Yy CHEHAEINET,

Delivery Traffic Indicator Message (DTIM)
DTIM A% 2, ©—a VA% 100 IV RICRET H 2 L 2HER L ET,

Cisco RoomOS Series X7 77 4 7 T — R&fHT 5720, DTIMAHIL, 77— FF¥ A MBI FF+ R b
N7y MBI =% ¥y A b Xy NOFEROT-D OB EEH O R 7 ¥ o — VI3 I EE A,

TR A RS MIEENRED T T4 T > bBIBEMATONTWDEE, 77— F%y A K

N7 4yl TFXRY AN T T 471, DTIM

72 EFTCHa—A 7 ENET, LERST, 26D RTy el 747 MZENEITRELmIFoind
MEIDTIMIZE o TREESNE T, LV FFXY AN T 7V r—ra 2T 585480F, X 0EV DTIM

A A CTE £,

U4 ¥ LA LAN THEDO /LT F v A b 2 M —A3EBICRAET 55615, DTIM JE#IA 1

ICRRETDZ L AHER L £,

T—)b F¥N\TT 4

HHEOa—/L X /0T 4 IZRET DRy NU—7 Z3%Et L ET,

Cisco Access Point (%, 24 Mbps LA EDT —% L — T 802.11a/n/ac/ax & 802.11g/m/ax Dl FIZxt L TR 27
DORGAEFA MY =&Y R—FLET, ZOF ¥ 0T 4 2FEBT LT, VA ¥R LAN
Ny 27T 90 R M7 4y 7 & OMEREEE (RF) SHRZE8/NRICTOILERSH Y 7,

a—EIE, T L— b, T OPHFERE, BIXOREICL TR £,

F—F 4 FDHDa—)v

Wiz, 77 kA
KA NF ANV EICHR— SN —T 4 FDHDa—) (B—DOMFREFEFA R —2L) OFKEERLET,

EFE@AE | 80211 E— R — F— F— g L— k
T ey h
v v—b
Z

13 5GHz £7213 24 GHz | G.722/G.711 | 64 Kbps 6 Mbps

20 5GHz £7213 24 GHz | G.722/G.711 | 64 Kbps 12 Mbps

27 5GHz £721% 24 GHz | G.722/G.711 | 64 Kbps 24 Mbps L I

vrg a—n

TJAFYUVALAN ECETH a—L&2f7o &, a— L Fx XU T o RELIETLET,
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UTFE, #ETAEY hL—FTO, T ERARAS V NF v XNV T LI R—bShdeTrda—n (H—0
BEMOEFBIOET AR Y —2L) ORREDOY X FTH,

FEIZHEET 5 2 B Cisco RoomOS Series DT RN A > b 3B 55, 2
OOMFMOEFLBIOET A A MU —AIZR20 £,

B | sl N e e e
=520 FT—FR T4 % v B vy b
a—)b Z = A7 L—k
a— L—F
T
Z
2-11+ 5GHz £721324 | G.722/G.711 64 Kbps HD 720p 1280 X 720 1000 kbps
GHz
1-7+ 5GHz £721%24 | G.722/G.711 64 Kbps FHD 1080p | 1920 X 1080 | 2500 Kbps
GHz

E:BE a—AL T RIvvary aryhe— g R— SR TOERA,

<2NVFF ¥ X b

U4%v7¢Avaw%%yx\%ﬁ%:¢5ﬁA \N7¢%vyx%i0%yﬂv?4:Mﬁ#é%%ﬁ%@iﬁo

BEINE—RDI T4 7T MRBEEMT BTN D IR TOALT XY A Xy ML, DTIM
H%ﬁifﬂf‘l“‘/r /7 éﬂi—a_o

Cisco RoomOS Series
I, FHIE LT 27 4 7E—REFIHT L2 747 FTETR, AEIE—RFDOT T4 7 bBREEM T LN TWDE
A, DTIMBIICR2 2 EFTTRTOVYALT XY AT v R Fa—A 7 INDH T LT FT,

SNFHFYARNTIE, NT Y PRI TAT 2 MR TRESNDIRGETZH Y EEA,

TINFXY AN NT T 49 70%, TI78ARA L N ECHERATREREEONEIREARAT —%
L— FCEEINET, OO, ME—DOMHE/FIERKL — e LTHRIKOFR L — 2T 2HEIRETH L
MBEIZR D £97,

IIA T ME, VT FXY AR AN —LEBZETH-DIZ, IGMP
MMABREZXMELET, Byva 2 T32056. 72747 Mi, IGMP PLEERZXEL £7,

Cisco RoomOS Series I%. IGMP 7 = U f§fEA VR — s L CWET, ZOHELHHAITIUE. VA ¥ L A LAN
EO=NVFXFY AN FT T4 vV OEEVEIILCTEOLTZ ENTEET,

FTRTCDAAL v F FTIGMP AX—E U T H AR > TWEZ L 2R LET,

TE : 802.11b/g/n/ax & Bluetooth
DR SN 25— F2EMNT 556, v~V FX¥y X PEFRIIYR—FShEEA,
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Cisco 71 ¥ L &2 LAN D#&ERE,

Cisco AireOS 71 ¥ L X LAN =2 1 —5 B X I Lightweight 7 7 2 AR A » b

Cisco VA ¥ LA LAN =2 b 7 —Z 3 LT Lightweight 7 7 & A
RA LV NERETDHEEIT, ROTA RTA U HFEHLTIZEEN,

e [802.11r (FT) | & [CCKM] ZZHE L THERR SN CWVRNWZ L 2 L E T

e [Quality of Service (QoS) ]% [7'7 77 (Platinum) ]IZF%E L £7,

e [WMM7AR U T — (WMM Policy) | % [#ZH (Required) JICERELET

o [802.11Kk] 7 [#&%h (Disabled) | 1272 > CW\DH 2 L AR LET

o [802.11v] 7% [#E%h (Disabled) | IZ72>TWHZ L 2MERLET

o [EBEyialDXALT L (SessionTimeout) | MWAZNT, ELSEHEINTND I MR LET,

o [F—D7u—Fx% R (Broadcast Key Interval) |
WA > TNT, ELSHERENTWD Z L AR LET

Aironet IE] 25 [f7%)) (Enabled) 1272 > TW\W5H Z & &4 ffEad LE T,

P2P (7Y —V¥7T) 7urvx> 7 7273 3 (P2P (Peer to Peer) Blocking Action) ] & ME4hZ L £9,
7747 MERFL (Client Exclusion) [ IELLKRESINTWNWD Z & HMERLET,

DHCP 7 KL REID ¥ THZH (DHCP Address Assignment Required) | % #5012 L £,

o [RESNEEHEHZL—2A (PMF) (Protected Management Frame (PMF) |
IZ. UEE (Optional) |. [4ZH (Required) | £721% [#E%) (Disabled) | (ZEXET XL ENH Y T

e [MFPZ A7 hMR# (MFP Client Protection) | %z, [fE& (Optional) |. [#ZE (Required) | F721%
[#£%) (Disabled) | IZ3%ELE7,

e [DTIM/EH] (DTIM Period) | % [2] I E L £ 7

o (/T4 T hr—RNRZ2 7 (Client Load Balancing) | % [f%%) (Disabled) | IZRREL E 7,
o [V T4 7 hOHEIEI (Client Band Select) | % [#£%) (Disabled) JIZEXE L £,

e [IGMPAX—t"> % (IGMP Snooping) | % [H%) (Enabled) ]IZ3%EL ET,

o LAYIEELYTAZMBHLTWDLLGAIE, [V A M) Y7 EXNA) PRV T E—F (Symmetric Mobile
Tunneling Mode) | Z G20 LET

e Cisco 802.11n/ac/ax XD 7 7B ARA » N EFEH L TWDLEEIE, [2FA 72 FY 27 (ClientLink) |
B LET

o NMEIISULT[F—#L—bh (DataRates) | #R T L £7,

o WMEIZILUT[Auto RF] 3 ELE T,

e [EDCAZ'm 77 A/ (EDCA Profile) | % [E7= DO&#E{t (Voice Optimized) | %713
[FEERBIOETADEEIL (Voice and Video Optimized) | IZRELE T

o [IKEBIEMACZHZNZT S (Enable Low Latency MAC) | % [#%) (Disabled) ] IZ3%E L E7,

o [E/HIFR (Power Constraint) |75 [#EZ%h (Disabled) | (272> TW\WAH I & 2R L E T,

e [F v x/Lil%N (Channel Announcement) |35 X TV[F % /L Quiet E— K (Channel Quiet Mode) ] Z A%z L £ 7,
o NEIZELT[HmANMV—T> b5 —# L —1 (High Throughput Data Rates) | Z##s% L &5

o [7L—ALDEH (Frame Aggregation) | 7% E 2L F9

[
[
[
[
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o CleanAir 77 / i ¥ —%#id§ L7=Cisco 7 7 X iRA > M2 LTV DE1E. [CleanAir] ZHZNZ L E 7,
o YIEIZIEUT[®NTFHXY R ML A L7 MNERE (Multicast Direct Feature) | Z 4§ L £ 7
e Platinum QoS 712 7 7 A LD [Fr haiF A7 (Protocol Type) | % [72L (Nome) | IZFXEL ET,

802.11 Xy U — 27 DRE
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Cisco RoomOS Series I%., 5 GHz kO A TOEBEAHELE L 3, Z2HOF v o 2V EMHTE 59 2. 2.4GHz
HIE ETWNREL L RN TadTT,

5GHz ZfEM4 2%5A1%, 802.11am/ac/ax v bV —27 D AT —H AN
[£%5 (Enabled) |

ICRESN TS Z L 2R LET, [E—=a/&H# (Beacon Period) |
% [100 ms] ([ZF%E L £,

Cisco 802.11n/ac/ax R DT 7 ARA > FEFH L TCWAEEIL, 7747 U2 (ClientLink) |
DA > TND Z LR LET,

BEIIS T T, [FAISNDRKZ 747 > ML (Maximum Allowed Clients) ] ZRETE 7,

WZH (FEAR) L—RELTI12Mbps &, HAR— bxt5 ((EE) L— k& LT 18 Mbps
PlEEzZENENEET LA EaB#IO LET, 2720, BREEICL > TIX, 6 Mbps

EMAE (EAR) L—hELTHEDCTIRERDHY £9,

CclIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a Global Parameters

¥ Access Points

All APs General Data Rates**
* Radios
Global Configuration B02.11a Network Status Enabled & Mbps Disabled
Advanced Beacon Pericd (millisecs) 100 9 Mbps Disabled
s (F;a:en;;antatinn Threshold 2346 12 Mbps Mandatory
~
AP Group NTP DTPC Support. Enabled 18:Mbpsz Supported 3
~
ATE Maximum Allawed Clients 100 24.Mbps Supported g
— 36 Mbps Supported C
RF Profiles RSSI Low Check Enabled
RSSI Threshold (-60 to -90 48 Mbps Supported
FlexConnect Groups dBm) -80
54 Mbps Supported |2
} FlexConnect ACLs
802.11a Band Status
FlexConnect VLAN CCX Location Measurement
Templates Low Band Enabled
. Made Enabled
MNetwork Lists Mid Band Enabled
5 Interval (seconds) &0
+ 802.11a/n/ac/ax High Band Enabled
Hetwor TWT Configuration ***
+ RRM
RF Grouping Target Waketime Enabled
TPC
DCA Broadcast TWT Support Enabled

2.4 GHz AT 5 561%, 802.11b/gm/ax *~ kT —7 D AT —H A L 802.11g A

[%) (Enabled) | ICREINTWAHZ 2R LET, [E—aEH# (Beacon

Period) | % [100 ms] (2% E L £,

QU T T NENELTALVH— 54T " UA ¥ LA LAN

WCHE L2 WGEIE, 727 8AKRA 2 D 2.4 GHz BRREEE T[> 3 — b7 U 7> 7L (Short Preamble) | %
[£%h (Enabled) | IZHELET, v/ U7 TA0RbDVIZY a— b

TIVT U TNEMEHATHZEICE ST, YA PLARY NT—T DT —< ANMELET,

Cisco 802.11n/ac/ax XD T 7 B ARA > AL TWAEE1E. [Z7 74T~ bU 2 (ClientLink) |
DAHEMN > TNWDZ L 2R LET,

MEIZG U T, [l &bk K7 747 > % (Maximum Allowed Clients) | #ETE £7,

T A ¥ LA LAN ICHEET 5 802.11b DD T T A T > RIS WES. WA (EAR) L—RhELTI12

Mbps, HAR—bxf%R ((EE) L—hE L TI8Mbps % ETHI L2 BEDLET, 72720, BEICL-TL 6
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Mbps Z W ZH (FEAK) L—hE LTHDNITLIHLER DY £7,

802.11b 7 A4 7 v "B FIET D HAIEL, #H (FEA) L—hELT11
Mbps, HAR— bxt5 ((EE) L—hELTI2Mbps LA EZZNENHETHMLENH Y £,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11b/g Global Parameters
¥ Access Points
All APs General Data Rates**
* Radios -~
Global Configuration 802.11b/g Network Status Enabled 1 Mbps Disabled
» Advanced B802.119g Support EEnabled 2 Mbps Disabled
Mesh Beacon Period (millisecs) 100 5.5 Mbps Disabled
b AP Group NTP Short Preamble Enabled & Mbps Disabled
Fragmentation Threshold 9 Mb A -~
ps Disabled -
» ATE (bytes) 2346 :
11 Mbps Disabled ]
RF Profiles DTPC Support. Enabled '
& - 12 Mbps Mandatory [
FlexConnect Groups Maximurmn Allowed Clients 100
— 18 Mbps Supported [
» FlexConnect ACLS RSSI Low Check Enabled
RSSI Threshold (-60 to -90 80 24 Mbps Supported
FlexConnect VLAN dBm) ' -
Templates 36 Mbps Supported
Network Lists CCX Location Measurement 48 Mbps Supported
b B02.11a/n/ac/ax Maode EEnabled 54 Mbps Supported
~ 802.11b/g/n/ax Interval {seconds) 60 T Configuration *#++
Network
= RRM Target Waketime Enabled
RF Grouping
e Broadcast TWT Support Enabled

E—XA 74— 7 (ClientLink)
Cisco 802.11n/ac/ax XD T 7 ARA » M H L TWAEEIE, 2747 MY 2 (ClientLink) | G2 LET,
WA~ R LT, TXTOT 7B ARA > M m—r W E73EJRNT 7 2 ARA 2 b b DR E
— LT = IV TREER AL ET,
(Cisco Controller) >config 802.11a beamforming global enable
(Cisco Controller) >config 802.11a beamforming ap <ap name> enable

(Cisco Controller) >config 802.11b beamforming global enable

(Cisco Controller) >config 802.11b beamforming ap <ap name> enable
KOa~vy FEFEMLT, B—A
T — IV THEREDBIIED AT — X A% FK/RTZEF, (Cisco Controller) >show

802.11a
(Cisco Controller) >show 802.11b

Legacy Tx Beamforming setting..................... Enabled
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Wireless

¥ Access Points
All APs
+ Radios
802.11a/n/ac/ax
802.11b/g/n/ax
Dual-Band Radios
Global Configuration

Advanced

Mesh

-

AP Group NTP

b ATF

RF Profiles
FlexConnect Groups
FlexConnect ACLs

-

FlexConnect VLAN
Templates

Network Lists

-

802.11a/n/ac/ax

-

802.11b/g/n/ax

-

Media Stream

Application Visibility
And Control

v

Lync Server
Country

Timers

Netflow
» Qos

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

802.11a/n/ac/ax Cisco APs > Configure

COMMANDS HELP FEEDBACK

General RF Channel Assignment
AP Name rtp9-31a-apl Current Channel (48,44)
Admin Status Enable Channel Width * 40MHz ©
Operational Status . * Channel width can be configured only when channei configuration is in custom
mode
Slot # 1 Assignment Method ©Global
“Custom

11n Parameters

11n Supported Yes
CleanAir

Cleanair Capable Yes

CleanAir Admin Status Enable

* CleanAir enable will take effect only if it is enabled on this band.

Number of Spectrum Expert
connections

Antenna Parameters

Antenna Type Internal
A
B
Antenna .
D

Auto RF (RRM)
Cisco VA YL ALAN 22> ba—F i3 58545 1%. Auto RF

EHBL, Ty RNV EXEENIO

Radar Information

Channel Last Heard(Secs)
Mo radar detected channels

Tx Power Level Assignment

Current Tx Power Level 1
Assignment Method ©Global

“Custom

Performance Profile

View and edit Performance Profile for this AP

Performance Profile

Note: Changing any of the parameters causes the Radio to be temporarily disabled
and thus may result in loss of connectivity for some clients.

RER TS T L MRS

4 % 8 s (5GHz £721324GHz) IS0 T, 727 k&R

KA FDOXEEE

CisCo

MONITOR  WLANs CONTROLLER WIRELESS

LoLDENY Y CHER
HEIE )L~V OEIY Y TEEHT 58T, BHORRKL~IVER/NIVERETEET,

WELET,

Wireless

¥ Access Points
All APs
* Radios
Global Configuration

b Advanced
Mesh
¥ AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
F FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ BD2.11a/n/acfax
Network
= RRM

RF Grouping
TPC
DCA
Coverage
General

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

802.11a > RRM > Tx Power Control(TPC)

TPC Version

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

" Interference Optimal Mode (TPCv2)
°Coverage Optimal Mode (TPCv1)

Tx Power Level Assignment Algorithm

Power Level Assignment Method

Maximum Power Level Assignment (-10 to 30 dBm)
Minimum Power Level Assignment (-10 to 30 dBm}
Power Assignment Leader

Last Power Level Assignment

Power Threshold {-80 to -50 dBm)

Channel Aware

Power Neighbor Count

©Automatic Every 600 sect

~/0n Demand Invoke Power Update Once I
_Fixed 12

17

11

RTP9-32A-WLC3 (10.81.6.70)
463 secs ago

-B65

| Enabled

3

71



5 GHz
PEHT AT, 2EOF ¥ RNV EAX Y T ATDICIRET AT 7 ZARA v M OBRIED 7] 5EME & [B1hE
THEDICT v o xNVOEERIRTEET (B : 12 F v FILDORHR)

Cisco 802.11n 77 B A RA > b &FEHA L TWALEIX 5 GHz T v R /VDIE % 20 MHz % 7213 40 MHz
E LU THERR TX . Cisco802.11ac £7-13802.11ax 7 7 B A RA ¥ FEMFH L TWAEAIZTF ¥ RI/LDIE A 20
MHz, 40 MHz, F£7-1Z80MHz & L CHipk TX £7°,

FTRTOT 7 A RA L FPTHEETFT v FMEEHT 52 & 2R L ET,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a > RRM > Dynamic Channel Assignment (DCA)

¥ Access Points

All APs Dynamic Channel Assignment Algorithm
» Radios
Global Configuration Channel Assignment Method °Autornatic Interval: 10 minutes AnchorTime: 0
» Advanced ~Freeze Invoke Channel Update Once |
_OFF
Mesh
b AP Group NTP Awoid Foreign AP interference Enabled
Awoid Cisco AP load | Enabled
» ATF
Awvoid non-802.11a noise Enabled
RF Profiles o
Avoid Persistent Non-WiFi Interference Enabled
FlexConnect Groups

» FlexConnect ACLs

Channel Assignment Leader

RTP9-32A-WLC3 (10.81.6.70)

Last Auto Channel Assignment 556 secs ago
FlexConnect VLAN .
Templates DCA Channel Sensitivity Medium (15 dB)
Network Lists Channel Width /20 MHz @) 40 MHz (80 MHz (160 MHz | 80+80 MHz | Best
* 802.11a/n/ac/ax Avoid check for non-DFS channel | Enabled
Network
~ RRM DCA Channel List
RF Grouping
e 36, 40, 44, 48, 52, 56, 60, 64, 100, 153,
DCA 157, 161
Lovernoe DCA Channels
General

Client Roaming
Media
EDCA Parameters

24GHz #3256, DCA Y A RTIEF ¥R 1, 60 BEXIL EHE2HEMCLET,

2.4 GHz #38 Cl3fd A v He7 2 F v RV OB STV AT 9HI2, 40 MHz 2%t L7~ Cisco H1o 802.11n/ax
TR ARA L NEFEHATHHAETH, 24GHz #8TIX 20 MHz & L TR T 5 Z & A HESE L 97,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 7



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11b > RRM > Dynamic Channel Assignment (DCA)
¥ Access Points
All APs Dynamic Channel Assignment Algorithm
¥ Radios
Global Configuration Channel Assignment Method °Autnrnatic Interval: 10 minutes AnchorTime: 0
} Advanced Freeze Invoke Channel Update Once |
Mesh LEE
b AP Group NTP Awvoid Foreign AP interference Enabled
Avoid Cisco AP load | Enabled
» ATF
Awoid non-802.11b naoise Enabled
RF Profiles -
Awvoid Persistent Non-WiFi Interference Enabled
FlexConnect Groups
Channel Assignment Leader RTP9-32A-WLC3 (10.81.6.70)
» FlexConnect ACLs
Last Auto Channel Assignment 75 secs ago
FlexConnect VLAN
Templates DCA Channel Sensitivity Medium (10 dB)
Network Lists

DCA Channel List

-

802.11a/n/facfax

¥ 802.11b/g/nfax 1.6, 11

Network
= RRM DCA Channels
RF Grouping
TPC
DCA A
Coverage

42 JE I Boss 12 i U C S GHz £ 7213 2.4 GHz
WCTF v+ FNVBIOREBENEZLATI v Z7ICEVYLTEND LI, [HEADOT 7&A
KAV NOREZRZ 70— LRELD BEESESZ &#T%i?

COMDT 7w ARA b EABED G THALFHCHESNTNDT 7 EARA 2 hOT AT MIHLTH
ZTEETS
DREF, =V T PSR 72 TBMAET 255 1% T,

Cisco 802.11n 77 B A iRA v b &fEH L TWA5A1X 5 GHz F v /L DiiE % 20 MHz % 7213 40 MHz
L U THERR T . Cisco802.11ac £7712 802.11ax 7 7 B A BRA > FEMFEH L TWBEEITTF v R/LDIEE 20
MHz. 40 MHz, £7-1Z80MHz & L CHip T £,

F X xR T 47 1E, SGHz 2T HGAICORMEHT 5 Z L 2BEID LET,
TRTOTI7®ARA L FTRILTF ¥ RVIEEFEHT D Z E2HELEL £,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 73



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a/n/ac/ax Cisco APs > Configure
¥ Access Points
All APs
B Eatkoe General RF Channel Assignment
802.11a/n/ac/ax
802.11b/g/n/ax AP Name rtp9-31a-apl Current Channel (48,44)
ORI Admin Status Enable Channel Width * 40MHz ©
Global Configuration " E i
Operational Status . Channel width can be configured only when channei configuration is in custom
¥ Advanced mode
Slot # 1 f
inahs Assignment Method ©Global
» AP Group NTP 11n Parameters JCutom
b ATF Radar Information
11n Supported Yes
RF Profiles
FlexConnect Groups CleanAir Channel Last Heard(Secs)
¥ FlexConnect ACLs Mo radar detected channels
T CleanAir Capable Yes
ex nne
Templates CleanAir Admin Status Enable Tx Power Level Assignment
. 7 ¥ 5 -
NerworkLiss CleanAir enable will take effect only if it is enabled on this band.
Current Tx Power Level 1
» B02.11a/n/ac/ax Mumber of Spectrum Expert
/i pREHE o Assignment Method OaGiobal
» : Z
802.11b/g/n/ax Custom

Antenna Parameters

-

Media Stream

g Sl Antenna Type Internal
Application Visibility
» Performance Profile
And Control A
B . y .
Lync Server Antenna ¢ View and edit Performance Profile for this AP
D 0
Canney a Performance Profile
Timers =
Note: Changing any of the parameters causes the Radio to be temporarily disabled
b Netflow and thus may result in loss of connectivity for some clients.
» Qos

7747 v pu—I T

Cisco RoomOS Series |, Cisco VA VYL ALAN 2> v a—5D 7347 hua—I7 73 3 DRF
IRTRA—HEERALEEL, AXy=0 7 a— 0 70375 2N L CTEELE T,

EDCA /XT A—4%

42 JEIR BRI UC, 5 GHz £7213 24 GHz (2% L, EDCA 711 7 7 A L% [BHE OREIL (Voice Optimized) |
FRIL[BF L ETADORKBEL (Voice & Video Optimized) | DUV NUNIERE L, KEHEMAC (Low Latency MAC) |
I L ET,

RIEEE MAC (LLM) ZRETHE, TI7EBARA U N 7Ty b7 —0CL-oT1

2Ny R OFEERIEDS 2 ~ 3 B S DT, BT —#

L— " ETHOALAICHENEL2BENNH D £77,

Cisco 802.11n/ac/ax 77 A ARA > F TIX LLM XV R — F N FEH A,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points

All APs General
» Radios
Global Configuration EDCA Profile Voice & Video Optimized
» Advanced Enable Low Latency MAC 1 )
Mesh

¥ AP Group NTP

Low latency Mac feature is not supported for 1140/1250/3500 platforms if more than 3 data rates are enabled.
b ATF

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 74



DFS (802.11h)
[ESHIFR (Power Constraint) | IIRZEDEFIZT 50, 0dBICRET HMLERH Y £,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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[F ¥ > R/ViEZN (Channel Announcement) | 35 KON [F ¥ X AEREE— F (Channel Quiet Mode) | 1% [£%) (Enabled) |
WZTHHERHY FT,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11h Global Parameters
* Access Points
All APs Power Constraint
¥ Radios
Global Configuration Local Power Constraint(0-30) 0 dB
EAdyanced Channel Switch Announcement
Mesh
Channel Announcement
¥ AP Group NTP E
Channel Switch Count 0
b ATF Channel Quiet Mode
RF Profiles

FlexConnect Groups Radar Blacklist

» FlexConnect ACLs Smart DFS

BANL—7> b (802.11n/ac/ax)
802.11n B L N802.11ax DF —# L — hF., MEHE 24GHz BL S
GHz) ZTLIZRETEx£d, 802.1lac T —# L — MI5SGHz IZOAmH T £,

[WMM] B EZZ 7> TNDHZ & BELU[WPA3 (AES) | £7213 [WPA2 (AES) | 2% 802.11n/ac/ax
T=HL— FEFEHT LIRS TS Z &R LET,

Cisco RoomOS Series (%, HT MCS 0 ~ MCS 15 & VHT MCS 0 ~ MCS 9 1SS $ L 18 2SS

T—H L — b DIHEYR—FLETH, AUHHREZEHL, MIMO 7 > 777 /av—%FHT 5o
802.11n/ac/ax 7 7 A4 7 FMFLEL TWT, XV EmW L — 2RI ATRER G AIZIX, A7 Y a3 TV &V MCS
L— hEfAICTEET,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 76



CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11n/ac/ax (5 GHz) Throughput
¥ Access Points
All APs General MCS (Data Rate 1) Settings
¥ Radios
Global Configuration 11n Mode Enabled 2 0 (7  Mbps) Supported
P ancad 11ac Mode Enabled 2 1 (14 Mbps) Supported
3 5
Mesh 1lax Mode & Enabled 2 (21 Mbps) @ supported
3 (29 Mp 7 Supported
¥ AP Group NTP VHT MCS Rates ( ps) [ Supportes
4 (43 Mbps 7 Supported
b ATF ( ps) @ Supp
5 (58 Mbps) Supported
RF Profiles 851
& 4 6 (65 Mbps) Supported
FlexConnect Groups o-8 “ Enabled £
2 e 7 (72 Mbps) Supported
» FlexConnect ACLs 9 © Enabled £
8 (14 Mbps) Supported
FlexConnect VLAN 552
Templates S (29 Mbps) Supported
= ]
Network Lists o8 2 Enitbledy 10 (43 Mbps) Supparted
0-9 @ Enabled £
~ 802.11a/n/ac/ax & Enable 11 (58 Mbps) Supported
::t’:lom 553 12 (87 Mbps) Supported
RF Grouping 0-8 7 Enabled £ 13 (116 Mbps) Supported
TPC
e 09 © Enabled £ 14 ( 130 Mbps) Supported
. 15 [ 144 Mbps) Supported
ol 554 16 (22 Mbps) Supported
i i = ]
z"z"t Bnwmiog 0-8 + Enabled £ 17 (43 Mbps) Supported
edia
e 4
EDCA Parameters e Enabled £ 18 (65 Mbps) Supported
DFS (802.11h)
15 (87 Mby 7 Supported
High Throughput HE MCS Rates ( ps) @ supporte
(802.11n/ac/ax) 20 ( 130 Mbps) Supported
CleanAir
S51 552 21 ( 173 Mbps) Supported
b 802.11b, njax
fafnf 0-7 7| Enabled 0-7 7 Enabled 22 (195 Mbps) Supported
} Media Stream 0-9 7 Enabled 09 7 Enabled 23 (217 Mbps) Supported
Application Visibility 0-11 Enabled 0-11 Enabled 24 (29 Mbps) Supported
And Control
25 (58 Mbps) Supported
Lync Server 553 554
26 (87 Mbps) Supported
Country 0-7 ¥ Enabled 0-7 + Enabled
27 (116 Mbps) Supported
Timers 0-9 /| Enabled 0-9 < Enabled
28 (173 Mbps) Supported
» Netflow 0-11 @ Enabled 0-11 Enabled
29 (231 Mbps) Supported
} QoS
SS5 5S6 30 (260 Mbps) Supported
0-7 7| Enabled 07 7 Enabled 31 (289 Mbps) Supported

7 L— ADER

T L— AOERNTEEDO MAC 72 haL F—% 2=+ k (MPDU) F7-1% MAC —E R F—%
2=y k (MSDU) % —H#IC/ v =07 LT, IHEAL—=F 9 FEFX /0T 4 NIREIC/R D T — "=~y
REET 572007 a2 TT,

MAC 7 b2 F—% 2= k (A-MPDU) OHEMIZIZT v v 7 OMERISEZHHT 20BN H Y £7,

Cisco RoomOS Series DM % fE{k 3 572912, A-MPDU & A-MSDU
DFREERD XD IHHEST D Z L BRMNETT,

A-MSDU
2= TITA4FVT 4 1. 2=F%
a—Y FIA4FV T 40, 3. 4. 5, 6. 7="H%)

A-MPDU
a—H T34 F VT 1 0. 3,
2—Y T4 F )T 4 1, 2.

N

5
7

[o X3
I

22
G

<
M

WD~ RafEH LT, Cisco RoomOS Series D %A Z & 12 A-MPDU 365 XN A-MSDU & E ATV E T,

5GHz O EXHET HITIE. 802.11a
I MU= BERANENC L, BENZET LIEOHEOENIT2XENHY £97,

config 802.11a 11nSupport a-msdu tx priority 1 enable
Cisco RoomOS DX Series 7V A ¥ L' 2 LAN &AW A K 77



config 802.11a 11nSupport a-msdu tx priority 2 enable
config 802.11a 1 1nSupport a-msdu tx priority O disable

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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config 802.11a 11nSupport a-msdu tx priority 3 disable
config 802.11a 11nSupport a-msdu tx priority 4 disable
config 802.11a 11nSupport a-msdu tx priority 5 disable
config 802.11a 11nSupport a-msdu tx priority 6 disable
config 802.11a 11nSupport a-msdu tx priority 7 disable

config 802.11a 11nSupport a-mpdu tx priority 0 enable
config 802.11a 11nSupport a-mpdu tx priority 3 enable
config 802.11a 11nSupport a-mpdu tx priority 4 enable
config 802.11a 11nSupport a-mpdu tx priority 5 enable
config 802.11a 11nSupport a-mpdu tx priority 1 disable
config 802.11a 11nSupport a-mpdu tx priority 2 disable
config 802.11a 11nSupport a-mpdu tx priority 6 disable
config 802.11a 11nSupport a-mpdu tx priority 7 disable

2.4 GHz DRREZ R ET HIT1E. 802.11b/g
Xy NI =7 ZHBANTIN L, BEERET LEOHUOAENCT HLERH Y £7,

config 802.11b 11nSupport a-msdu tx priority 1 enable
config 802.11b 11nSupport a-msdu tx priority 2 enable
config 802.11b 11nSupport a-msdu tx priority 0 disable
config 802.11b 11nSupport a-msdu tx priority 3 disable
config 802.11b 11nSupport a-msdu tx priority 4 disable
config 802.11b 11nSupport a-msdu tx priority 5 disable
config 802.11b 11nSupport a-msdu tx priority 6 disable
config 802.11b 11nSupport a-msdu tx priority 7 disable

config 802.11b 11nSupport a-mpdu tx priority O enable
config 802.11b 11nSupport a-mpdu tx priority 3 enable
config 802.11b 11nSupport a-mpdu tx priority 4 enable
config 802.11b 11nSupport a-mpdu tx priority 5 enable
config 802.11b 11nSupport a-mpdu tx priority 1 disable
config 802.11b 11nSupport a-mpdu tx priority 2 disable
config 802.11b 11nSupport a-mpdu tx priority 6 disable
config 802.11b 11nSupport a-mpdu tx priority 7 disable

802.11n Status:

A-MSDU Tx:
Priority 0.....o.ooooveverrreeenenen. [f£%h (Disabled) ]
Priority L...ccocvevieieieieienee, A5
PrioOrity 2. oo, H%h
POty 3o, [f&%h (Disabled) ]
Priority 4.....ccccoveveeeieieenennns 7)) (Disabled) ]
Priority 5.....ccoeveveeveeeeeeenennn (€%} (Disabled) |
PLIOTILY 6. ..o 7)) (Disabled) ]
PrOTtY 7. oovovveeevevevrevenenennn. ST

A-MPDU Tx:

Cisco RoomOS DX Series VA ¥ LA LANE AL A K

A-MPDU & A-MSDU & BUFE DR TE A F T HI121%. 5 GHz D84 1% show 802.11a. 2.4 GHz D334 13 show 802.11b
EATTLET,

79



Priority 0......ocoovveveeeeererennne. H%h
| 510 w1120 DU 7)) (Disabled) ]

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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PHOTtY 3..cvoececcee, A%
Priority 4....ooovevieiiiieeee, A%

Priority 6......c.covevveeeenieiennnne. 7)) (Disabled) ]
PriOTItY 7..oovveveeeeeeeceeeeeeeennn %)

CleanAir

CleanAir 77 / 0 P —%## LizCisco BIDOT 7 ¥ AR A v F2ER L THEEOTEHEZRHTSHEAIL, [CleanAir]
% [i%h (Enabled) 1ICT BHERHYD FI,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points
All APs
* Radios
Global Configuration

b Advanced
Mesh
» AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ 80D2.11a/n/ac/ax
Network
= RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11nfac/ax)
CleanAir

» 802.11b/g/n/ax
b Media Stream

» Application Visibility
And Control

Lync Server
Country
Timers

¥ Netflow

» Qos

802.11a > CleanAir

CleanAir/Spectrum Intelligence Parameters

CleanAir
Spectrum Intell'lgence!
Report Interferersd

Persistent Device Propagation

Interferences to Ignore

Canopy
WiMax Fixed
SI_FHSS

Trap Configurations

EEnabled
__Enabled
EEnabled

—_Enabled

Interferences to Detect

TDD Transmitter
Jammer

Continuous Transmitter
DECT-like Phone

Video Camera

Enable AQI{Air Quality Index) Trap

AQI Alarm Threshold (1 to 100)2

Enable trap for Unclassified Interferences
Threshold for Unclassified category trap (1 to 99)
Enable trap for Classified Interferences
Thresheld for Classified category trap (1 to 99)

Enable Interference For Security Alarm

Do not trap on these types

TDD Transmitter
Continuous Transmitter
DECT-like Phone

Video Camera

SuperAG

Event Driven RRM (change Settings)

EEnabled
35
—Enabled
20
~|Enabled
0
EEnabled

Trap on these types

Jammer
WiFi Inverted
WiFi Invalid Channel

EDRRM Disabled
Sensitivity Threshold NfA
Rogue Contribution NfA
Rogue Duty-Cycle NfA

(1)Device Secunty alarms, Event Driven RRM and Persistence Device Avoidance algorithm will not work if Interferers reporting is disabled.

(2)AQI value 100 is best and 1 is worst

(3)Spectrum Intelligence does not send traps to Prime Infrastructure and CMX

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a/n/ac/ax Cisco APs > Configure
¥ Access Points
All APs
B Eatkoe General RF Channel Assignment
802.11a/n/ac/ax
802.11b/g/n/ax AP Name rtp9-31a-apl Current Channel (48,44)
ORI Admin Status Enable Channel Width * 40MHz ©
Global Configuration " E i
Operational Status . Channel width can be configured only when channei configuration is in custom
¥ Advanced mode
Slot # 1 f
inahs Assignment Method ©Global
» AP Group NTP 11n Parameters JCutom
b ATF Radar Information
11n Supported Yes
RF Profiles
FlexConnect Groups CleanAir Channel Last Heard(Secs)
¥ FlexConnect ACLs No radar detected channels
T CleanAir Capable Yes
ex nne
Templates CleanAir Admin Status Enable Tx Power Level Assignment
. 7 ¥ 5 -
NerworkLiss CleanAir enable will take effect only if it is enabled on this band.
Current Tx Power Level 1
» B02.11a/n/ac/ax Mumber of Spectrum Expert
/i pREHE o Assignment Method OaGiobal
» : Z
802.11b/g/n/ax Custom

Antenna Parameters

-

Media Stream

- i Antenna Type Internal
Application Visibility
» Performance Profile
And Control A
B . y .
Lync Server Antenna ¢ View and edit Performance Profile for this AP
D 0
Canney a Performance Profile
Timers =
Note: Changing any of the parameters causes the Radio to be temporarily disabled
b Netflow and thus may result in loss of connectivity for some clients.
» Qos

Rx SOP L %\ V&
[Rx Sop®» L &V MA (Rx Sop Threshold) | (2137 7 4/ MEZMEHT 2 Z & 2HEREL 4,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless Rx Sop Threshold
Lt
¥ Access Points
All APs Rx Sop Threshold 802.11a Default [ |Custom
} Radios

Rx Sop Thresheld 802.11b Default o " |Custom
Global Configuration

¥ Advanced
» RF Management

Flexible Radio
Assignment
Load Balancing
DTLS
Band Select
Rx Sop Threshold
Optimized Roaming
Network Profile

1 pxsop only supported in Local,Flex,Bridge and Flex+Bridge mode Aps.

WLAN DR E

Cisco RoomOS Series (Z I3 EB D SSID #4222 & 2 BEO LET,

777U, FEXG Cisco Wireless LAN = KR A > h &V AR — b5 X HICERTEINT-BEED SSID
ND%E. ©D WLAN b I c&E £4,

Cisco RoomOS Series T 95 SSID 1. ¥ED 802.11 MR X A SO HEAT 2 L H Itk TcE 4 (802.11a
DIHIRE)

Cisco RoomOS Series |3, 5 GHz #IkDO LA TOEEZHEIE L 5, 2HOF v o FVEFEHTES5 9 X, 24GHz
HIRIE ETENREL RN TT,

IR L7~ SSID 23Mitid LAN

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 8



WA SN TN E2ER LTSN, HESNTWAEA T, FRCR2 X2V T ¢
BATEFERH L TOAEAIE, EEOBAEE - I — I v FPICEENRRET AR Y £7,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANS > New
L Type WLAN
WLANs
Profile Name voice
¥ Advanced
551D voice
D 6

CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
~ WLANs General l Security ] QoS \[ Policy-Mapping | Advanced ]
WLANS .

» Advanced Profile Name voice
Type WLAN
551D voice
Status Enabled
Security Policies [WPA2][Auth(FT 802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Palicy B02.11a only.
Interface/Interface = R
Group(G) _rtp-9 voice
Multicast Vlan Feature " Enabled
Broadcast SSID Enabled

NAS-ID |RTP9-32A—W’LC3

Lobby Admin Access

(R#EINZEE T L —2A (PMF) (Protected Management Frame (PMF) | %, [{EE (Optional) ]|. [%4%H (Required) |
F721% &% (Disabled) | IZF%E L E7,

AES B b &M L7 WPA2 RV v —&2FAhZLET, ZDk. 802.1x-SHA2, 802.1x-SHA1 F 7213 PSK
DOENEFERT LIS T T, BEF—FH YA 7L LTFT802.1x L PSK D EL LM EAHNI L E1,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 84



alialn
cIsco

WLANs

¥ WLANs
WLANs

» Advanced

WLANs

¥ WLANs
WLANs

» Advanced

alealn
cisco

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANs > Edit ‘'voice’

General | Security | Qos T Policy-Mapping ] Advanced ]

COMMANDS

HELP FEEDBACK

Layer 2 [ Layer 3 I AAA Servers \|

Layer 2 Security £ WPA+WPA2

Security Type Enterprise [
MAC Filtering 2 O

WPA+WPA2 Parameters

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

WLANSs > Edit ‘voice’

_ General | Security | QoS | Policy-Mapping | Advanced |

WPA Policy O
WPA2 Policy
WPAZ Encryption EICCMP128(AES) TKIP " ICCMP256 | IGCMP128 " IGCMP256
OSEN Policy
Fast Transition
Fast Transition 'Enable __
Over the DS O
Reassociation Timeout 20 Seconds

HELP FEEDBACK

Protected Management Frame

PMF Disabled

Authentication Key Management 12

802.1X-SHA1 Enable
802.1X-SHA2 Enable
FT 802.1X Enable
CCKM Enable

WPA GTK-randomize State £4  Disable

WLANs

* WLANs
WLANs

» Advanced

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANSs > Edit 'voice’

 General | Security | QoS | Policy-Mapping | Advanced

COMMANDS

HELP

FEEDBACK

Laver2 | Layer3 | AAAServers |

Fast Transition

Fast Transition

Over the D5

Reassociation Timeout

Layer 2 Security & WPA+WPA2 B
Security Type Personal

MAC Filtering 2 ]

AutoConfig iPSK | Enable

WPA+WPA2 Parameters

WPA Policy ]

WPA2 Policy

WPA2 Encryption EICCMP128(AES) TKIP

Enable

20 Seconds

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice’
¥ WLANS Lﬂnnnul | security | QoS | Policy-Mapping | Advanced
WLANSs
Protected Management Frame
¥ Advanced
PMF Disabled
ion Key g 12
PSK Format 21 Ascil 8
PSK 4 Enable
PSK-SHA2 Enable
FT PSK Enable
WPA GTK-randomize State 44  Disable B

EFDOEF T 747 MZHEU SSID 24 584 1%. 802.1x =° PSK
PRERTHME NS T T, 802.11r (FT) . CCKM, PSK H A TE £7,

RADIUS FREB L O T 7o h¥—s3—Z, SSID L-ULZ LICREL T, ZFa—L Y 2 &2 FEXTEET,

[£%h (Enabled) |(CL T, f5ELARWVEA (2L (None) | IZHEE) . [EF =V T4 (Security) |>[AAA]>
[RADIUS] TE# &7z RADIUS —"—D 7 m— LU A MR S E T,

=S L YL TOBRBRETE D EAP 70— F¥ vy 2 hF—HREERE . 7-3TD EAP /87 A —# % SSID
TlFEFIITa— N L LV TTRRETEXE T,

SSID Z: D LYV TEAP N T A —X EHET D% E1E, EAP NXT A —% D&/ 2T A% (Enable) |
A AL T, BEREEZ A LET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
¥ WLANs General | Security | QoS | Policy-Mapping | Advanced |
WLANSs
P Y
» Advanced Layer2 | Layer3 | AAA Servers |
Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers
RADIUS Server Overwrite interface | |Enabled
Apply Cisco ISE Default Settings ~|Enabled
Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable
Server 1 None None
EAPOL Key Timeout(200 to 5000 millisec) 400
Server 2 None None
EAPOL Key Retries(0 to 4) 4
Server 3 | None None
Identity Request Timeout(1 to 120 sec) 30
Server 4 | None None
Identity Request Retries(1 to 20) 2
Server 5 None None
Request Timeout(1 to 120 sec) 30
Server 6 None None
= = Request Retries(1 to 20) 2
Authorization ACA Server Accounting ACA Server
| Enabled | Enabled

Cisco RoomOS Series F 72 1> WMM %} eG4 A Z 0 SSID
AT D TEDHAITDI, [WMMA U > — (WMM Policy) | % [#4Z8 (Required) |
IR ET DHERH D 7,

WLAN IZ3EWMM 27 T4 72 "BFET D56, FTNOD 7 54T 2 2RO WLAN ICRET 5 2 L 2 HE £,
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DI WMM 7 7 A 7 > kT Cisco RoomOS Series & [f] U SSID Zff 4 2 MR H H5E1E. WMM AR U o —M»N
[7FF] (Allowed) JIZRRESNLTWVWDH I L%
MESR L ¥,
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WMM ZENZT 5 L. 802.11e /S— 3 D QBSS BNAENNZ2 0 £,

CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘voice’
¥ WLANSs  General ] Security | Qos [ Policy-Mapping | Advanced |
WLANSs

* Advanced Quality of Service (QoS) Platinum (voice)
Application Visibility Enabled
AVC Profile none
Flex AVC Profile none <
Netflow Monitor none
Fastlane Disable

Override Per-User Bandwidth Contracts (kbps) 18
DownStream UpStream

Average Data Rate o o

Burst Data Rate V] 0

Average Real-Time Rate o 0

V] 0

Burst Real-Time Rate

Clear

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'voice’
~ WLANSs  General ] Security | QoS [ Policy-Mapping | Advanced |
s Override Per-SSID Bandwidth Contracts (kbps) 12
» Advanced
DownStream UpStream

Average Data Rate 0 0

Burst Data Rate 0 v]

Average Real-Time Rate i) o

Burst Real-Time Rate 0 0

Clear
WMM

WMM Policy Required

7920 AP CAC Enabled

7920 Client CAC | Enabled

Media Stream

Multicast Direct Enabled
Lync Policy
Audio Silver

VNS LT [Eyvary A4 L7 U hOARME (Enable Session Timeout) | Zi%E L £3, 86400
BWovyrarZALT T NeAMNILT, BHEEGETICHRAETIAEEEOH 5 FW 2 EHET 52 L 2BEIOLE
T e, 7747 hoa A4 U fEREEMOICHBRIEL T, 7747 FBAMRe 7 A UEFREHEH L TV
HZEEMRTHZELBEOLET,

[Aironet YE5EHERE (AironetIE) | ZHZhiC L E9,
[E7Y—E7T (P2P) OFavx 777 ay (Peer
to Peer (P2P) Blocking Action) | |

[#%) (Disabled) JIZLET, LEITISLT
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[Z7 47 bERFL (Client Exclusion) | 24k L ¥,

VBTG U T, [APERBE S L ICHFTENDIHBERT T4 7~ b (Maximum Allowed Clients Per AP Radio) |
R CTE £,

[F 7 Fx RV AF¥x L DOFf# (Off Channel Scanning Defer) |
EIRESTH LT, Ay VOB T T, BFEDX 2 —ICHTHAT Y U EFHESE D Z LN TEET,
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NA R T F—k

TV = a VEEBIERAT 5. ERIEBRIENOEWT ) r—yay (FFE., MEEZ E) @ DSCP
N7 78 ARA » MER SN TWARWESIT, EEIEMOENE 22— (4~

6) & HITEIRIEN DR 2 — (0 ~

3) AL TATF Y U RN AFT Y U ZRHEESED L L BT, BARICL > TTUIAFT Y VOB ZEL<T5
TEEHELEL £,

EAP =T —WBHBICRAET HIEATIE, 7744V T 4 F2—T7 2830 L T, EAP

RPN T T F ¥ o RNV AT Y U RIENTH 2 L 2BED LET,

[DHCPT KL R#E|Y Y THZE (DHCP Address Assignment Required) | 138202 L F 9,

(B 7 L—LE#] 1. /EE (Optional) |. %ZE (Required) | 721

[#£%h (Disabled) ]| (ZRE C& £9, [DTIMA#] (DTIM Period) | % [2]

W2, B—a U E#AE 100 2 VR IZRRE L E T,

[Z2FAT7 > r—K X537 (Client Load Balancing) | & [7 54 7 ¥ MFRIEZEIR (Client Band Select) |
DN I TND I L R LET,
a—pnartae—JMe—I 7 EFTLERICKTTHE, V4L A LAN

PR DRI SN 2 ENRHHDOT, [B—I T SINTZEFY 747 > & FETE (Re-anchor Roamed Voice
Clients) | ZMEZNZTHZ L 2L £,

802.11k & 802.11v IIH AR — F N TWWRWi=h, T HXLERH Y £,

CIsCOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit "voice’
¥ WLANs | General | Security | Qos | Policy-Mapping | Advanced
WLANs
b Advanced =
Allow AAA Override Enabled DHCP
Coverage Hole Detection Enabled DHCP Server _| Override
Enable Session Timeout o 86400
Session Timeout (secs) DHCP Addr. Assignment || Required
Aironet TE Enabled Eraee ion (MFP)
Diagnostic Channel 18 |Enabled
: S z B3
Override Interface ACL IPv4  None IPv6 None RS EptRrieciE . Opconal '
Layer? Ad None DTIM Period (in beacon intervals)
URL ACL None
802.11a/n (1 - 255) 2
P2P Blocking Action Disabled
802.11b/g/n (1 - 255) 2
Client Exclusion 2 ~|Enabled
NAC
Maximum Allowed Clients ) T
s NAC State | Mone
Static IP Tunneling 11 ~|Enabled Load Balancing and Band Select
Wi-Fi Direct Clients Policy Disabled Client Load Balancing ]
Maximum Allowed Clients Client Band Select ®
Dar AD Dadin 200
il
CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘voice'
AN General | Security | QoS | Policy-Mapping | Advanced ‘
WLANSs PEr AP Kadlo : S
Passive Client
¥ Advanced Clear HotSpot i
o Enabled Passive Client &
Client user idle = Voice
timeout(15-100000) = =
Media Session Snooping Enabled
Client user idle threshold e =
(0-10000000) 0 Bytes Re-anchor Roamed Voice Clients Enabled
Radius NAI-Realm — KTS based CAC Palicy ~| Enabled
T Radius Client Profiling
WGB PRP | Enabled DHCP Profiling N
MBO State = HTTP Profiling e
Off Channel Scanning Defer Local Client Profiling
Scan Defer Priority 01234567 DHCP Profiling w
0000 ® HTTP Profiling 8
| Sean Daar Thoe(racs) 100 e
PMIP Mobility Type 2
FlexConnect 90
I ——— B PMIP NAI Type Hexadecimal
Switching 2 Enabled
-




CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit "voice'
e General | Security | QoS | Policy-Mapping | Advanced
e PMIP Profile None
b Advanced FlexConnect Local Auth 12 Enabled —
Learn Client IP Address 5 /| Enabled PUIE Ploakr
Universal AP Admin Support
Vlan based Central
Switching 12 Enabied Universal AP Admin 0
Central DHCP Processing Enabled 11v BSS Transition Support
Override DNS Enabled BSS Transition O
NAT-PAT Enabled Disassociation Imminent O
Central Assoc | Enabled Disassociation Timer(0 to 3000 TBTT) 200
Lyne Optimized Roaming Disassociation Timer(0 to 40 TBTT) 40
Lyne Server Disabled [ BSS Max Idle Service
11k Directed Multicast Service
Neighbor List [ Enabled Tunneling
Neighbor List Dual Band ) Enabled Tunnel Profile _None |
Assisted Roaming Prediction Optimization (] Enabled EOGRE Vian Override O
B02.11ax BSS Configuration mDNS
Down Link MU-MIMO Enabled mDNS Snooping | Enabled

cIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice"
L General ] Security 1 Qos l Policy-Mapping | Advanced ]
WLANS
802.11ax BSS Configuration mDNS

¥ Advanced —
Down Link MU-MIMO Enabled mDNS Snooping | Enabled
Up Link MU-MIMO Enabled TrustSec
Down Link OFDMA Enabled Security Group Tag 0
Up Link OFDMA Enabled Umbrella

Umbrella Mede

Umbrella Profile

Umbrella DHCP Override

Fabric Configuration

Fabric [ Enabled
Mobility

Selective Reanchor [~ Enabled
U3 Interface

U3 Interface | Enabled

U3 Reporting Interval 30

AP 7 —7

AP 7 —7 1%, AT 5 WLAN/SSID, ~ v BV 7T ANEENHH A L H—T A ADIEH. AP
TN—FICEO YL TCoONTET VA R MHEHTALERHSRF Y277 AL

IRT A =B IR ETHOIERTE £ 7,

ciSsCcO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs AP Groups
¥ WLANs
WLANs Add New AP Group
+ Advanced AP Group Name  rtp
AP Groups Description

_Add | Cancel
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit 'rtp’
+ WLANSs General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANs
¥ Advanced Apply I
AP Groups
AP Group Name rtp

AP Group Description

NAS-ID RTP9-32A-WLC3

Enable Client Traffic QinQ

Enable DHCPv4 QinQ 2

QinQ Service Vian Id 12 0

Fabric ACL Template _None
CAPWAP Preferred Mode | Not-Configured
Custom Web Override-Global 2 | Enable

External Web auth URL none

NTP Auth | Enable

NTP Server ‘None

[WLAN (WLANs) | # 7 C, %R SSID &, v~ v BT TDHA X —T =2 AZRIRLT, B (Add) | =L ET,

alia]n
cIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit 'rip’
gl ] General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Madule | Intelligent Capture |
WLANs :
¥ Advanced Add New
AP Groups
Add New
VILAN SSTD voice(6) B
Interface
/Interface _rtp-9 voice 1
Group(G)
SNMP NAC State ~ [Enabled

ﬂl Cancel I

[RFZua 7 7 AV (RF Profile) | ¥ 7 C, %5 802.11a £7-1L 802.11bRF Y11 7 7 A L& &R L C, [@H (Apply) |
PR LET,

TIRARA L NINAP ZN—TIREA SN B TEEDMZ by a. ZROBEHAKICT 7' A

RA v NAHEE L E T,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

FEEDBACK
WLANs Ap Groups > Edit 'rtp’
¥ WLANs General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANSs
¥ Advanced Apply |
AP Groups
802.11a none
802.11b | none
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[AP (APs) | # 7C, ;BT 7B ARA » FZEIRL T, [APDOIEBI (Add APs) | Z#ER L £,
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D%, BIRLTET 78R KA v bSHEELET,

CIsCO

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit 'rtp’
¥ "\‘,’VLL::’ | General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |

¥ Advanced
AP Groups

APs currently In the Group

| AP Name

| rtpS-31a-apl4
| rtpS-32a-ap20
| rtp9-32a-ap23

ayvbhba—JORE

Cisco VA YL ALAN 22 b —F DR A MARELL

Cisco 7 A ¥ LA LAN

a2 b= THEEOR—FEHFEHLTWAEHEAITY 748K (LAG) 287 LEd, %f

Ethernet MAC

00:81:c4:96:78:28
00:81:c4:32:b9:b8
00:81:c4:96:74:10

LDOAP~VNLFF¥ AN ET—REHRELET,

Remove APs I Add APs to the Group

| AP Name

Group Name

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller General
General Name RTPO-32A-WLC3
ROCIE 802.3x Flow Control Mode Disabled
EnEntory LAG Mode on next reboot Enabled
Interfaces Broadcast Forwarding Disabled

Interface Groups

AP Multicast Mode £

Multicast [ 239.1.1.9

Multicast Group Address

Multicast AP IPv6 Multicast Mode 2 Multicast ffle::239:100:100:21 IPv6 Multicast Group Address
» Network Routes AP Fallback Enabled
¥ Fabric Configuration CAPWAP Preferred Mode ipvd
¥ Redundancy Fast SSID change Enabled
¥ Mobility Management |k Local Bridging Disabled
Ports Default Mobility Domain Name CTG-VoWLANZ
F NTP RF Group Name RTPS-VoWLANZ
» CDP User Idle Timeout (seconds) 300
» PMIPvG ARP Timeout (seconds) 300
K Tmneling ARP Unicast Mode Disabled
» IPVE Web Radius Authentication PAP
» mDNS Operating Environment Commercial (10 to 35 C)
Internal Temp Alarm Limits 10to 38 C
b Advanced
WebAuth Proxy Redirection Mode Disabled
Lawful Interception
WebAuth Proxy Redirection Port o
Captive Network Assistant Bypass Disabled
Global IPv6 Config Disabled
Web Color Theme 2 Default
HA SKU secondary unit Disabled

Nas-Id
HTTP Profiling Port

DNS Server IP(Ipvd4/Ipv6)

RTPS-32A-WLC3
80

171.70.168.183

HTTP-Proxy Ip Address(Ipvd/IpvE) 0.0.0.0

WGB Vlan Client

Disabled

Add APs I

RESNTNDLZ L E2HRLET,

1. Multicast is not supported with FlexConnect on this platform. Multicast-Unicast mode does not support IGMP/MLD Snooping. Disable Global Multicast first.
2.Changes in Web color Theme will get updated after browser Refresh.
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< NF XX A MEHERATLIHAR, [Fr—rUb < FFy 2 b ET— ROEAZME (Enable Global Multicast Mode) ]33 X
[IGMP X X —t'> 7 DEZME (Enable IGMP Snooping) | Z AN T D MENH Y £9°,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Multicast
General
SO Enable Global Multicast Mode
Inventory Enable IGMP Snooping
Interfaces IGMP Timeout (30-7200 seconds) 60
Interface Groups IGMP Query Interval (15-2400 seconds) 20
Multicast Enable MLD Snocping ]

» Network Routes MLD Timecut (30-7200 seconds)

¥ Fabric Configuration MLD Query Interval (15-2400 seconds)

¥ Redundancy

¥ Mobility Management
Eorts Foot Notes

P NTP Changing Global Multicast configuration parameters removes configured Multicast VLAN from WLAN.

» CDP

LAY3IEEY T4 ZEHLTWAEGAIE [PV ARy 7 EEYT 4 bR Y 7 (Symmetric Mobility Tunneling) |
% [B%) (Enabled) | IZRETOMLENHY £7,

BHONR—=a 0 TliE, YU AR w7 FEUT 4 bRV T BT 74/ N THENIRY, RETDHZEIITEEREA,

CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Anchor Config
General Keep Alive Count 3
Icons Keep Alive Interval (1-30 secends) 10
I“ventow Symmetric Mobility Tunneling mode Enabled
Interfaces DSCP Value 0

Interface Groups
Multicast
¥ Network Routes
» Fabric Configuration
¥ Redundancy

¥ Mobility Management
Mobility Groups
Mobility Anchor Config
Multicast Messaging

#HEDCisco VA VL ALAN 2 b —J %R LEEY T 4 JA—TIRET D856, %Cisco VA ¥ L A LAN
L eE—FDPT RLAEMACT RLAZAEZT 47 YT 0 J—7F
A UNOBREIIBINT 2 0E R H D 7,
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CIsCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Static Mobility Group Members
General
Local Mobility Group CTG-VoWLANZ
Icons -
Inventory P
Interfaces MAC Address .Addrass{lpudflpusj .Gmup Name Multicast IP Status

00:5d:73:1a:c3:45% 10.B1.6.70 CTG-VoWLANZ 0.0.0.0 Up
Interface Groups

Multicast
¥ Network Routes
¥ Fabric Configuration
» Redundancy

¥ Mobility Management
Mobility Groups
Mability Anchor Config
Multicast Messaging

a— 7 Ky a vl (CAC)

[RA A (Voice) | T[T K vz UHIEIVIE (Admission Control Mandatory) | Z A 202 LT, FEHT 248 (5
GHz £721% 24

GHz) 2% U CTRARHEHRIES L OV TR0 n — I o VB O R ESG 2R ET A LA HR L E T,
HRICRT D RKFIIEOT 7 4V FEEEITT5% T, 20925 6% 10— 77747 MITHINTHET,

R—=XV 77 IAT Y MITRERO R — I 7RI B EATEETR, TOMORIRIES T TEH S
TWAEEICHA, m—X 77 747 MaFlZ—EDr— I V 7iliEn TR S E T,

CAC ZHINZT D5 4E1%, [m— K ~X—AZ CAC (Load Based CAC) | AN/ >TWNDZ & aMERELET,
[ — FX—2X CAC (Load Based CAC) |/, ¥ X/ LEOTXTOHNEEEL T,
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Cisco

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points
All APs
» Radios
Global Configuration

» Advanced
Mesh
¥ AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

v 802.1la/n/acfax
Network
* RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac/ax)
CleanAir

b 802.11b/g/n/ax

[E7 4 (Video)

802.11a(5 GHz) > Media

Voice [ Video T Media ]

Call Admission Control (CAC)

Admission Control (ACM) Enabled

CAC Method 4 Load Based [
Max RF Bandwidth (5-85)(%) 75

Reserved Roaming Bandwidth (0-25)(%) 6

Expedited bandwidth

SIP CAC Support 2 | Enabled

Per-Call SIP Bandwidth 2

SIP Codec G.711 <
SIP Bandwidth (kbps)

SIP Voice Sample Interval (msecs) 20 °

Traffic Stream Metrics

Metrics Collection

Foot Notes

1 11a rates(Kbps): 6000,9000,12000,18000,24000,36000,48000,54000
11n rates(Kbps): 65000, 72200,130000,144400,135000,150000,270000,300000
2 5IP CAC should only be used for phones that support status code 17 and do not support TSPEC-based admission control.
3 SIP CAC will be supported only if SIP snooping is enabled.
4 Static CAC method is radio based and load-based CAC method is channel based.

| C[7 FIvvaray ha—/L@ZH (Admission Control Mandatory) | % #E%hi2 L £,
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MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a(5 GHz) > Media
E Aczeax Eaints | Voice | Video | Media |
All APs
* Radios
Global Configuration 5
Call Admission Control (CAC)
¥ Advanced
Admission Control (ACM) "~ | Enabled
Mesh
CAC Methed 4 Static
¥ AP Group NTP
Max RF Bandwidth (5-85)(%)
b ATF
Reserved Roaming Bandwidth {0-25){%)
RF Profiles
SIP CAC Support 2 Enabled
FlexConnect Groups
} FlexConnect ACLs
FlexConnect VLAN
Templates
Network Lists
¥ B02.11a/njfacfax
Network
* RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA P; ¢
arameters Foot Notes
DFS (802.11h)
High Throughput 1 11a rates(Kbps): 6000,9000,12000,18000,24000,36000,48000,54000
(802.11n/ac/ax) 11n rates(Kbps): 65000,72200,130000,144400,135000,150000,270000,300000
Cleandir 2 SIP CAC should only be used for phones that support status code 17 and do not support TSPEC-based admission control.
3 SIP CAC will be supported only if SIP snooping is enabled.
b 802. 1ib/ag/ n/fax 4 Static CAC method is radic based and load-based CAC method is channel based.

BREOa—1L 7 RIvva VHllE AN LIZEEIE, ROBREEZANCT IMLENSH Y 7, ZOREIX
lshow run-config]| CTF/RTXE7,

a—L7 R vva Uil (CAC) #%E

[ZFH AC-7 K2 v a Uil (Voice AC - Admission control (ACM) ) ] [H%) (Enabled) |
[ 7 i K RF #5738  (Voice max RF bandwidth) ] [75]

[3%?5?7%] 1 — 3 7 HAEE  (Voice reserved roaming bandwidth) ] [6]

[F A Aff_—A CAC E— F (Voice load-based CAC mode) | A%

(& ?-'? TSPEC T 77 47 %A L7 7 & (Voice tspec inactivity timeout) ] [,ﬂé’fzj (Disabled) ]
[ET7 4 AC-7 FI vz Uil (Video AC - Admission control (ACM) ) | [#%) (Disabled) |
[FRARY =LA X (Voice Stream-Size) ] 84000

[BARRNA MY —2A (Voice Max-Streams) | [2]

[EF A K RF #7485 (Video max RF bandwidth) ] [25]

[T A THe— > 7 HEkilE (Video reserved roaming bandwidth) ] [6]

voice stream-size 33 X TF voice max-streams
OfEIX, BHEZE U RO~y REFRIC LV TE 9, SRTP ZEH L TWAEHAIL, &
Stream-Size Z LT MERNHLLGENH Y £97,

(Cisco Controller) >config 802.11a cac voice stream-size 84000 max-streams 2
WLAN % & T QoS

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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MELSEY M7y 7SNTWLHZ L aE LET, ZOREIFE. ROa~xy Fefio TERRATGETT

- (Cisco Controller) >show wlan <WLAN id>
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[tr—E A &E (Quality of Service) | [ 7 FF (%) (Platinum (voice) ]
]

[WMM] ..o [#ZH (Required)

[F> b 11-755E— K (Dotl1-Phone Mode (7920) ) ]

[ap-cac-limit]
[~ v k=L (Wired Protocol) ] [72 L (None) ]

B TSPEC T 7T 4 72 A4 LT U MM/ o TV D Z L 2R L E T,
(Cisco Controller) >config 802.11a cac voice tspec-inactivity-timeout

ignore (Cisco Controller) >config 802.11b cac voice tspec-inactivity-timeout

ignore

AT AT DOHFET, [2=F¥ A ETA UFA L2 b (Unicast Video Redirect) | & [v/VFF ¥ R b

A V27 hDFEZME (Multicast Direct Enable) | #4302 T 24BN H Y 9,

CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a(5 GHz) > Media
¥ Access Points | Voice | Video | Media |
All APs
* Radios
Global Configuration
General
F Advanced
Unicast Video Redirect
Mesh
» AP Group NTP Multicast Direct Admission Control
b ATF Maximum Media Bandwidth (0-85(%)) 85
RF Profiles Client Minimum Phy Rate 1 6000
FlexConnect Groups Maximum Retry Percent (0-100%) 80

¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

Media Stream - Multicast Direct Parameters

Multicast Direct Enable
¥ B02.11a/nfac/ax
Rt Max Streams per Radio No-limit |4
* RRM Max Streams per Client No-limit [
RF Grouping =
TPC Best Effort QoS Admission Enabled
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters Foot Notes

DFS (802.11h)
High Throughput
(802.11n/ac/ax)
CleanAir

» B802.11bfg/nfax

RF a7 7 A )L

1 11a rates{Kbps): 6000,9000,12000,18000,24000,36000,48000,54000
11n rates(Kbps): 65000,72200,130000,144400,135000,150000,270000,300000
2 SIP CAC should only be used for phones that support status code 17 and do not support TSPEC-based admission control.
3 SIP CAC will be supported only if SIP snooping is enabled.
4 Static CAC method is radio based and load-based CAC method is channel based.

REF 702 77 A NEER L, TZEBARAL L FOTIL—TMERTHMERSH L EREE, 5 —% L— b, RRM

ARER EHFRETE £9, Cisco RoomOS Series T35 SSID 1% 5 GHz R ICOAMEHT 5 Z L 2 HELE L £,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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ERS L= RF 712 7 7 A V. AP VA —FlZHA S E 1,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K 102



RF 70 7 7 A VZEAERT D4, [RF X127 7 A V4 (RF Profile Name) | &
SRR Y ~— (Radio Policy) |
EERTHLENDH Y £7, [EHERARY > — (Radio Policy) | T 802.11a 7-1%
802.11b/g Z BN L £ 77,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > New
¥ Access Points RF Profile Name rtp-5

All APs

e Radio Palicy 802.11a

Global Configuration Use default RF Profile Template = None
¥ Advanced

Mesh

» AP Group NTP
b ATF

RF Profiles

[802.11] # 7T, MAISLTCT—HXL—FrERELET,

[#Z1 (Mandatory) ] & LT 12Mbps ., [¥7"— F#E 7 (Supported) ] & LT 18 Mbps
U bEZaAHT D Bl LET, RELRREICL > TiE, £28 (5K L— k& LT 6Mbps
EAMNCT H2RENAETET,

CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit ‘rtp-5'
" p . - .
i Arcass bolnty _General | 802.11 | RRM | High Density | Client Distribution |
All APs -
* Radios
Global Configuration 1
Data Rates? MCS Settings
» Advanced
Mesh 6Mbps | Disabled | 0 Supported
» AP Group NTP 9 Mbps | Disabled 1 Supported
» ATF 12 Mbps | Mandatory . 2 Supported
RF Profiles 18 Mbps | Supported _ 3 Supported
FlexConnect Groups 24 Mbps | Supported B 4 Supported
} FlexConnect ACLs 36 Mbps | Supported _ 5 Supported
FlexConnect VLAN 48 Mbps | Supported B & Supported
Templates 54 Mbps | Supported 7 Supported
Network Lists B Supported
b 802.11a/n/acfax 9 Supported
» 802.11b/fg/nfax 10 Supported
} Media Stream 11 Supported
, Application Visibility 12 Supported
And Control 13 Supported
Lync Server 14 Supported
Country 15 Supported
Timers 16 Supported
» Netflow el
¥ QoS

[RRM] % 7 TliL, [RRKEIL_NADEY YT (Maximum Power Level Assignment) | 35 X O
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[B/NEH LV~ DEY YT (Minimum Power Level Assignment) | 5% /E &, ZOfoD
[DCA]. [TPC]. BLO AL v TV H—/ViH (Coverage Hole Detection) | 5% E # kT £4,
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o
CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Wireless RF Profile > Edit 'rip-5'
™ Access Points General | 802.11 | RRM | HighDensity | Client Distribution |

All APs

» Radios
Global Configuration
TPC Coverage Hole Detection

3

Mesh Maximum Power Level Assignment (-10 to 30 dBm) 30 Data RSSI(-50 to -60 dBm) -80
¥ AP Group NTP Minimum Power Level Assignment (-10 to 30 dBm) -10 Voice RSSI(-90 to -60 dBm) -80
b ATF Power Threshold v1(-80 ta -50 dBm) -70 Coverage Exception(0 to 100 %) |25

RF Profiles Power Threshold v2(-80 to -50 dBm} -67 Coverage Level(1 to 200 Clients) 3

FlexConnect Groups DCA Profile Threshold For Traps

» FlexConnect ACLs

Avoid Foreign AP interference Enabled Interference (0 to 100%) 10
Eloxionouc; SLan Channel Width ()20 MHz @) 40 MHz (80 MHz () 160 MHz (| B0+80 MHz | Best Clients (1 to 200! 12
ramciaTes annel Width iz iz z z + z () Best ents (1 to 200)
(e e Noise (-127 to 0 dBm) -70
) 802.11a/n/ac/ax utilizatien (0 to 100 %} 80
¥ 802.11b/g/n/ax Client Network Preference

¥ Media Stream ") Connectivity () Throughput ) Automatic
, Application Visibility
And Contri Client Aware

Lync Server “Enable  @Disable
Country High-Speed Roam
Timers

HSR mode Tl Enabled
F Netflow

b Qos

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COl HELP  FEEDBACK
Wireless RF Profile > Edit ‘rtp-5"
¥ Access Points e o i i »
General | 80211 | RRM | HighDensity | Client Distribution |
All APS
» Radios Client Aware
Global Configuration ~Ensble  @Disable
D High-Speed Roam
Mesh =
HSR mode | Enabled
b AP Group NTP
Neighbor Timeout Factor
b ATF
RF Profiles DCA Channel List
FlexConnect Groups 36, 40, 44, 48, 52, 56, 60, 64, 149, 153,
b FlexConnect ACLs 157, 161
FlexConnect VLAN peAChannels
Templates
Network Lists 4
» 802.11a/n/ac/ax
Select Channel
3 :
802.11b/g/n/ax prs
b Media Stream 0
, Application Visibility a4
And Control .
Lync Server 52
Country - -
Timers Extended UNII-2 channels (| Enabled
P Netflow
b QoS

[F% # (High Density) | # 7 TlX, K27 74 7 > F& (Maximum Clients) ], [¥/VFF ¥ A b
7 —# L — K (Multicast Data Rates) ], 35X OV[Rx Sop ® L VMl (Rx Sop Threshold) ]
BRETEEY, [RxSop®» LEVME (Rx Sop Threshold) |

[ZIET 74V MEZERNT 2 2 L2 MR L £,

aliale
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit ‘'rtp-5'
¥ Access Foints | General | 80211 | RRM | High Density | Client Distribution |
All AP
¥ Radios
Global Configuration
High Density Parameters Multicast Parameters
» Advanced
Mesh Maximum Clients{1 to 200) 200 Multicast Data Rates2 al{tﬂa

¥ AP Group NTP
Rx Sop Threshold Parameters2

Rx Sop —
RF Profiles Threshold® pefautt [

b ATF

Custom
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FlexConnect 7 /1 —7
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FlexConnect & — RAICERTEINTZTXTOT 7 A RA » k% FlexConnect 7 /L —I1ZBINT AMERH D £9°,

Cisco

MONITOR  WLANs CONTROLLER SECURITY MANAGEMENT

Wireless

¥ Access Points
All APs
* Radios

Global Configuration

¥ Advanced
Mesh
¥ AP Group NTP
b ATF
RF Profiles

WIRELESS COMMANDS HELP FEEDBACK

FlexConnect Groups > New

Group Name rip-1

FlexConnect Groups

Cisco

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

v Access Points
All APs
* Radios
Global Configuration

¥ Advanced
Mesh
¥ AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
b 802.11a/n/ac/ax
¥ B802.11b/g/n/ax
» Media Stream

» Application Visibility
And Control

Lync Server
Country
Timers

P Netflow

¥ QoS

FlexConnect Groups > Edit ‘rip-1"

General | Local Authentication | Image Upgrade | ACLMapping | Central DHCP | WLAN VLAN mapping | WLAN AVC mapping |

Group Name rip-1

VLAN Template Name none [

Enable AP Local AuthenticationZ | |
FlexConnect AP
HTTP-Proxy

Ip Address(Ipvd/Ipv6)

Port 0

_Add |

AAA

Server Ip Address

Server Type Primary _

Shared Secret
Confirm Shared Secret

Port Number

_Add |

1812

FlexConnect 7 /V—7"Z LRI SNDT VB ARA » FOBRREITHEIESNTEY . 2T WLC 5 /LEA T,

CIsCOo

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

* Access Points
All APs
* Radios
Global Configuration

b Advanced
Mesh

¥ AP Group NTP

» ATF
RF Profiles
FlexConnect Groups

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

FlexConnect Group AP List

Group Name rtp-1
FlexConnect APs
Add AP
Entries 0 - 0 of 0
AP MAC Address AP Name Status AP Mode Type Conflict with PnP
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Wireless FlexConnect Group AP List

¥ Access Points

COMMANDS

FEEDBACK

All APs Group Name rtp-1
¥ Radios
Global Configuration
} Advanced FlexConnect APs
Mesh
} AP Group NTP Add AP
b ATF Select APs from current controller [
RF Profiles Ethemei MAC
FlexConnect Groups i‘ ﬂl

2 NVFXY AN XL VLT B

—

AT
BT HLERH Y £,

cisco MONITOR WLANs CONTROLLER WIRELESS

Wireless Media Stream >General

+ Access Points

All APs Multicast Direct feature Enabled
* Radios

GlobatContigusstion Session Message Config

SECURITY

» Advanced . —
Session announcement State || Enabled
Mesh Session announcement URL

¥ AE Croup NIE Session announcement Email

b ATF Session announcement Phane
RF Profiles
FlexConnect Groups Session announcement Note
} FlexConnect ACLs A

FlexConnect VLAN
Templates

Network Lists
b 802.11a/nfacfax
¥ BO2.11bfg/nfax

* Media Stream
General
Streams

ZnD, BEIGCTAT 47 A M) —LEHRELET,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

4T ARV —ADFET, [TAVTFTHXY A XA L7 MERE (Multicast Direct Feature) ]

COMMANDS
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vl
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Wireless Media Stream > New
v Acce
¥ Botutn Stream Name |
All APs
¥ Radios Multicast Destination Start IP Address{ipv4/ipv6) | |

Global Configuration Multicast Destination End IP Address{ipvd/ipv6) | |

-

Advanced Maximum Expected Bandwidth(1 to 35000 Kbps) 500

Mesh

Resource Reservation Control{RRC) Parameters
AP Group NTP

-

b ATF Select from predefined templates | Select bt
Average Packet Size (100-1500 bytes 1200
RF Profiles 2 ¢ ¥bes) [0 ]
RRC Periodic update
FlexConnect Groups
RRC Priority (1-8 1
¥ FlexConnect ACLs ty:(-E) |: %
Traffic Profile Violation | best-effort ~ |
FlexConnect VLAN T
Templates

Network Lists
802.11a/n/fac/ax

v v

802.11b/g/nfax

¥ Media Stream
General
Streams

RIFT DL, AT AT AN —LRERRSNET,

cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Media Streams Entries 1- 1 0f 1
¥ Access Points Stream Name Start IP Address(Ipv4/Ipv6) End IP Addi Ipva/Ipve) ion Status

All APs

S 10.195.19.27 239.1.1.1 239.1.1.1 Multicast Direct -]

Global Configuration
¥ Advanced

Mesh

» AP Group NTP
¥ ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
b 802.11a/n/ac/ax
¥ B802.11b/g/n/ax

¥ Media Stream
General
Streams

[T Fx AN XA L7 MERE (Multicast Direct Feature) | # BT 5 &, [T Fr A b
XA L7 K (Multicast Direct) | ZHNMbT D47 a 28 WLAN HED [QoS] A == —|lFRRINET,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice’
+ WLANSs 2 — ] — | B l P ———— | — |
LA Override Per-SSID Bandwidth Contracts (kbps) 18
¥ Advanced
DownStream UpStream

Average Data Rate o 0

Burst Data Rate 0 0

Average Real-Time Rate o o

Burst Real-Time Rate 0 0

Clear
WMM

WMM Policy Required

7920 AP CAC Enabled

7920 Client CAC | Enabled

Media Stream

Multicast Direct Enabled
Lync Policy
Audio Silver

QoS Yur7r A

WD A4H>D QoS T 77 ANERELET,

QoSFuZyA| FuhargAg 802.1P % 7
v 7

Platinum L ML

Gold 802.1p 4

Bronze 802.1p 1

Silver 802.1p 0

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 110



CIsCO

Wireless

w Access Points
All APs
» Radios

Global Configuration
» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

» Netflow

¥ QoS
Profiles
Roles
Qos Map

MONITOR  WLANs CONTROLLER  WIRELESS

Edit QoS Profile

QoS Profile Name platinum

SECURITY MANAGEMENT COMMANDS

HELP

Description For Voice Applications

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream
Average Data Rate [0 ] IO ]
Burst Data Rate [0 | o |
Average Real-Time Rate [0 ] IO J
Burst Real-Time Rate lO l |O ]

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream
Average Data Rate [0 I |0 ]
Burst Data Rate [0 | o |
Average Real-Time Rate LO ] [0 J
Burst Real-Time Rate lO l |O ]

WLAN QoS Parameters

Maximum Priority voice

Unicast Default Priority besteffort v

Multicast Default Priority besteffort

Wired QoS Protocol|

Protocol Type None

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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CIsco

Wireless

w Access Points
All APs
» Radios
Global Configuration

-

Advanced
Mesh
» AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
} FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
} Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

b Netflow

* QoS
Profiles
Roles
Qos Map

MONITOR WLANs CONTROLLER WIRELESS SECURITY

Edit QoS Profile

QoS Profile Name  9°¢

MANAGEMENT COMMANDS

HELP

Description For Video Applications

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate IU ] lD
Burst Data Rate [o | o
Average Real-Time Rate [D ] [0
Burst Real-Time Rate [o | o

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate [U ‘ IO ]
Burst Data Rate [o | o |
Average Real-Time Rate [D \ ‘D ‘
Burst Real-Time Rate [o | e |

WLAN QoS Parameters

Maximum Priority

Multicast Default Priority

Wired QoS Protocol

Unicast Default Priority

Protocol Type 802.1p v

i

802.1p Tag

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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CIsCO

Wireless

w Access Points

All APs
» Radios

Global Configuration
» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
b 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream
» Application Visibility
And Control
Lync Server
Country
Timers

b Netflow

¥ QoS
Profiles
Roles
Qos Map

Wired QoS Protocol

MONITOR WLANs CONTROLLER WIRELESS

Edit QoS Profile

QoS Profile Name  bronze

SECURITY MANAGEMENT COMMANDS

HELP

Description For Background

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate [0 ] |O |
Burst Data Rate lo | o |
Average Real-Time Rate [0 ] IO ]
Burst Real-Time Rate [0 | o |

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate [0 ] |O
Burst Data Rate lo | o
Average Real-Time Rate [0 ] IO
Burst Real-Time Rate [0 | o

|
|
l
l

WLAN QoS Parameters
Maximum Priority

background v

Unicast Default Priority background v

Multicast Default Priority background v

Protocol Type 802.1p v

802.1p Tag

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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CIsCO

Wireless

w Access Points
All APs
» Radios
Global Configuration

b4

Advanced
Mesh
AP Group NTP

v

» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
b 802.11a/n/ac/ax
» 802.11b/g/n/fax
» Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

b Netflow

* QoS
Profiles
Roles
Qos Map

FEMIRRE

EAP DZEHIRE

Ta— )L LU TCOBRBRETEHEAP 70— RE¥ v 2 N —RREEREX, 7TD EAP /3T A —# % SSID

MONITOR WLANs CONTROLLER WIRELESS

Edit QoS Profile

QoS Profile Name  Silver

SECURITY MANAGEMENT

COMMANDS

HELP

Description ‘ For Best Effort

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate lﬂ ‘ |D ]
Burst Data Rate [o ] [o |
Average Real-Time Rate [O ] [0 ]
Burst Real-Time Rate [0 ] IO ]

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate [0 [ |0 ]
Burst Data Rate [o | o |
Average Real-Time Rate IO ‘ |0 ]
Burst Real-Time Rate [0 [ IO ]

WLAN QoS Parameters
Maximum Priority besteffort v
Unicast Default Priority besteffort v

Multicast Default Priority besteffort v

Wired QoS Protocol
Protocol Type 802.1p v
802.1p Tag

E i

TLFEFIFT e L LUV TCRETX T,

EAP /T A —HF B FRRFETIL

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

HETDHITIE, [EX=2YT 14 (Security) | > [BEE/ZEAP (Advanced EAP) | ZER L £,
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CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Advanced EAP
¥ AAA Identity Request Timeout (in secs) 30
General
» RADIUS Identity request Max Retries 2
» TACACS+ Dynamic WEP Key Index 1]
LDAP ) .
[ T Request Timeout (in secs) 30
MAC Filtering Request Max Retries 2
« Disabled Clients . .
UserLigln Pofiene Max-Login Ignore Identity Response enable |
AP Policies EAPOL-Key Timeout (in milliSeconds) 400
Password Policies _
EAPOL-Key Max Retries 4
} Local EAP
EAP-Broadcast Key Interval(in secs) 3600

Advanced EAP
o< K7 A %4 LT Cisco Wireless LAN Controller @ EAP

INTRA—=B L RKRTHITIE, ROa~ > Fa& A LET, (Cisco Controller) >show advanced eap

[EAPT AT T 47 4 ERDZ A LT 7 & (EAP-Identity-Request Timeout)  (F)) ] [30]

[EAP 7 A 7 7 4 7 4 RO ERKAITIEL (EAP-Identity-Request Max Retries) ] 2]

[ZAF 2 WEP ® EAP ¥—A 7 v 7 A (EAP Key-Index for Dynamic WEP) ] [0]

(R A VIRKBIZEAP 7 AT T 4 7 4 W& % KB SE 720 (EAP Max-Login Ignore Identity Response) |
............................................................................... [5%h (enable) ]

[EAPERD X A4 57 7 & (EAP-Request Timeout)  (F)) ] [30]

[EAP Z:R D KA1 TIE1¥%  (EAP-Request Max Retries) ] 2]

[EAPOL &% —®D 4 A 57 7 I (EAPOL-Key Timeout) (2 UF) ] [400]

[EAPOL F— D Kik1T[EI#L (EAPOL-Key Max Retries) ] [4]

[EAP 72— R¥ ¥ A b +—0OfFE (EAP-Broadcast Key Interval) ] [3600]

802.1x Z M+ 24, Cisco VA YL ALAN = b1 —F D [EAPERZ A L7 7 + (EAP-Request Timeout) |
O LB 20 ICRET HMENDH Y T,

Cisco VA VYL ALAN 2 b —F V7 " =27 OgEDONR— 3 0 Tlk, T 74/ D

[EAPER# 4 A7 7 b (EAP-Request Timeout) | 732 05 30 ICEE S E LT,

JEBIZHR T, EAP ORI HEEICR/ET D5 A12IE. [EAPERDZ A AT 7 b (EAP-Request Timeout) | % 30
ARG O THERH Y 77,

Cisco VA P LALAN 22 b —F1Zxt7 % [EAPERDZ A L7 7 b (EAP-Request Timeout) |
EEETAHITE, a2 ba—F2 Telnet F721X SSH TR LT, ROz~ K2 AT LET,

(Cisco Controller) >config advanced eap request-timeout 30

PSK ZfE 3 25A1%. [EAPOL —D X A 57 U & (EAPOL-Key Timeout) | %5 7 4 /L h® 1000 X U )5
400 X VRIS L, [EAPOL ¥ — D ABSTEIE (EAPOL-Key Max Retries) | 7 7 4 /L hD 2 725 4
ICERES 5 Z &R L £,

802.1x Z i 3 2541, [EAPOL ¥—D % A 57 vk (EAPOL-Key Timeout) |3 XU [EAPOL
F—DRKAITEE (EAPOL-Key Max Retries) | O 7 4/ ME (Z1Z41 1000 2 U BB L O

2) ZHEHLTHLELLEELETRN, ZNEN 400 B L4 ICHRETHZ L 2HRLET,
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[EAPOL ¥—D % A 57 Y b (EAPOL-Key Timeout] /£, 1000 X UF> (1 7)) #Hx 72K 512 LTLEIN,

Cisco 74 ¥ LA LAN 22> h 2—7|Z%7 5 [EAPOL-Key Timeout] #Z ¥ 3 521X, =¥ b2 —F(Z Telnet
FTIESSH THHEL T, RO~ F2 AN LET,

(Cisco Controller) >config advanced eap eapol-key-timeout 400
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Cisco VA ¥ L ALAN @1 h o — 5*%¢5EMML%—%k$ﬁ®54A?WF (EAPOL-Key Max Retries
Timeout) | #ZH§ 521X, 2> 2 —F(Z Telnet £721X SSH T L T, kD a~> RE AN LET,

(Cisco Controller) >config advanced eap eapol-key-retries 4

[EAP 72— K% % R b F—0DE (EAP-Broadcast Key Interval) ] 7% 3600 £ (1
) LA EICRRES N TWD Z L 2R L ET,

Cisco VA4 YL ALAN 22> hr—F (%75 [EAP 72— F¥ ¥ A b ¥—0ORE (EAP-Broadcast Key Interval) |
EREETHITIE, 2> hr—F |2 Telnet 721X SSH TR L C, kD a~r RaAJLET,

(Cisco Controller) >config advanced eap bcast-key-interval 3600

Auto-Immune
Auto-Immune (H C900%) BEEEIX. —E AT (DoS) KB T DIRED - OITEERIRTHIC TEE T,

ZOEREE A ZNIZ LT, Voice over Wireless LAN
WL o THEMNEERZSNATHEERH D £, FDO7=H, Cisco VA ¥ L ALAN =2 fh 7—F T Auto-Immune
WREA MhIZ 4+ A Z L AHERE L £97,

Cisco VA4 YL A LAN 21> b a—F 2% % Auto-Immune i% E %> £ T DI, 22> b —F 12 Telnet £ 721X
SSH THifi LT, kpa~r Re AN LET,

(Cisco Controller) >show wps summary

Auto-Immune

[HEEZ (Auto-Immune) J.......... [#£%h (Disabled) |

Client Exclusion Policy
[802.11 D] 72 B#f) 1F fE (Excessive 802.11-association failures) ] [£7%) (Enabled) ]
[802.11 MR FHAEFEE  (Excessive 802.11-authentication failures) ] [£%) (Enabled) ]
[802.11 D 72585 E (Excessive 802.11-authentication) ] A X —T )

[IP Z58E (IP-theft) ] .oovvvovvenne. A F—=T I
[Web Ol 72585 EFE S (Excessive Web authentication failures) ] [57%) (Enabled) ]
Signature Policy

B4 (Signature Processing) ... BN

Cisco VA YL ALAN @1 b a— %9 % Auto-Immune HEEE 2 N2 A 121, = b —F |2 Telnet £721%
SSH Tt L C, kpa~> RE AN LET,

(Cisco Controller) >config wps auto-immune disable
Cisco RoomOS DX Series 7 A ¥ L A LAN AT A K 7
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[REvs— a7 e k=2 (Rogue Location Discovery Protocol) |

\ZIX7T 7 40 ME ([#%) (Disable) ) OfEHAHELEL £,

MONITOR  WLANS

CONTROLLER  WIRELESS SECURITY MANAGEMENT
o .

Security Rogue Policies
¥ AAA
General Rogue Detection Security Level  Low
E Ry R Location Di: Protocol Disabl
e ogue Lecation Discovery Protocol isable >
LDAP Expiration Timeout for Rogue AP and Rogue Client entries 1200 Seconds
Local Net Users X X . _
MAC Filtering Validate rogue clients against AAA Enabled
= Disabled Clients Validate rogue AP against AAA ~IEnabled
User Login Policies
AP Policies Palling Interval o Seconds
Eamsaan bolloes Validate rogue clients against MSE |Enabled
¥ Local EAP
Detect and report Ad-Hoc Networks EEnabled
Advanced EAP
Rogue Detection Report Interval (10 to 300 Sec) 10
¥ Priority Order
Rogue Detection Minimum RSSI (-70 to -128) -90
b Certificate
Rogue Detection Transient Interval {0, 120 te 1800 Sec) o
b Access Control Lists
Rogue Client Threshold (0 to disable, 1 to 256) o
Wireless Protection =
v Policies Rogue containment automatic rate selection Enabled
« Rogue Policies
General Auto Contain

Rogue Rules
Friendly Rogue
Standard Signatures

COMMANDS ~ HELP

Auto Containment Level

1

s Auto Containment only for Monitor mode APs ~|Enabled
Custom Signatures
Signature Events Auto Containment on FlexConnect Standalone " IEnabled
Summary e
Client Exclusion Policies Rogue on Wire Enabled
AP Authenticati —
il Using our SSID Enabled
Management Frame
Protection valid client on Rogue AP ~IEnabled
F Web Auth AdHac Rogue AP |Enabled
¥ TrustSec

Local Policies
¥ Umbrella

¥ Advanced

Cisco Catalyst IOS XE V1 ¥ L X LAN =2 b 2—F B X W Lightweight 7 7 Z AR A
K

Cisco VA ¥ LA LAN =2 b 12— I X1 Lightweight 7 7 & A
RA YV NEFRETDHEEZIE, ROTA RTA U EHEHLTIIEEN,

e [802.11r (FT) | & [CCKM] N&ZHE L TR SN TV RN Z L AMEGR LT

e [Quality of Service (QoS) SSIDZR U 2— (Quality of Service (QoS) SSID Policy) | %
[Z°ZFF (Platinum) [\ZERELET

e [WMMA YU ¥— (WMM Policy) | % [#ZH (Required) ]IZERELET
o [802.11k] 7° [#%h (Disabled) | (272> TW\WAHZ LA MR LET
o [802.11v] 7° [#E%h (Disabled) | IZ72> TS Z L &g L £
o [BEyTalrdDFALT UK (SessionTimeout) | NAZNT, ELSEEINTWND I EEMERLET,
o [F—ODTu— KX+ EE (Broadcast Key Interval) |
WHEINZ 2> TWT, ELKHEHRESNTWD Z L 2R LET
e [AironetIE] 28 [%) (Enabled) JIZ72>TWN5Z L A4MERLET,
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e [P2P (BT7TY—Y7) Tuv¥x 7 727 al (P2P(Peer to Peer) Blocking Action) ] % #E5hi2 L 9,
o [7TF7AT v b Z A LT 7 K (Client Exclusion Timeout) | A 1E L <IN TWAH Z L 2R L ET
e [DHCPOBHLETY (DHCP Required) | ZHE0C LE§

o [RESNEEHEHZL—2A (PMF) (Protected Management Frame (PMF) |
1%, MEE (Optional) |. [%ZH (Required) | £721% [#%) (Disabled) | \CRETHIMLENH Y £
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e [DTIM/EH] (DTIM Period) | % [2] ISR E L £

o [EfF# (Load Balance) | % [#&%) (Disabled) | IZi%E L £

o [HH®IN (Band Select) | % [f£%) (Disabled) JIZRELET

e [IGMPAX—E>7 (IGMP Snooping) ] % [£ %) (Enabled) ]JIZEXEL £,
o MVEIILULT[T—#XL—FF (DataRates) ] ZiRELET,

o MEILGUT[RRM] ZRELET

e [EDCAZ”'m 7 7 AV (EDCA Profile) | % [F7 D&#{t (Voice Optimized) | F721%
EEBLOETAOKE (Voice and Video Optimized) | IZFRELET

o [ESFIFE (Power Constraint) |7 [#%) (Disabled) | (272> CW\WAZ & A2 HEGR L F7,

o [F¥URINWVAA vF AT —H A (Channel Switch Status) | & [A~— b DFS (SmartDFS) | Z G2 LE£7

o [F¥ RNV AL vF TF R E—FK (Channel Switch Announcement Mode) | % [£7# (Quiet) |
ICERELET

o VIEZLUT[EANMV—Ty hF—# L — b (High Throughput Data Rates) | Z 4k L £

e [CleanAir] ZHZhC LET

o [YNAFF¥RAREA LY bxtis (Multicast Direct Enable) | Z A0 L ¥

802.11 X v h U —7 ORRE

Cisco RoomOS Series (%, 5 GHz #k DA TOBEBELZHERE L T, Z2HOF ¥ RV ZMEHTES 5 2, 24 GHz
W ETHNE N2 T,

5GHz i3 25813, 5GHz X v NU—7 DAT —H A3

[5%) (Enabled) |

ICHESINTWDLZ 2R LET, [BE—=2A# (Beacon

Period) | % [100 ms] (Z3%E L £ 7,

WZH (FEAR) L— R ELTI12Mbps 2, HAR— h&%R ((EE) L— K& LT 18 Mbps
UbzZNZNRETDHLE2BEIOLE T, 2720, BEEICK > Tk, 6Mbps
WA (EAR) L—hELTHEDNCTOZRERDHY £7,

Cisco RoomOS DX Series V1 ¥ L A LANEA KL A K 1



it Cisco Catalyst 9800-40 Wireless Controller ~ Welome apha | & ® B & @ @ & Q 2
16.122s

= Configuration - > Radio Configurations - > Network

5 GHz Band 2.4 GHz Band

& Dashboard

General
5 GHz Network Status v
Administration A Please disable 5 GHz Network Status to configure Beacon

Interval, Fragmentation Threshold, DTPC Support.

Beacon Interval* 100

Fragmentation 2346
Threshold(bytes)*

DTPC Support v

CCX Location Measurement

Mode

Data Rates

A Please disable 5 GHz Network Status ta configure Data
Rates

6 Disabled v9 Disabled vi12 Mandatory
Mbps Mbps Mbps

18 Supported 24 Supported  +36 Supported v
Mbps Mbps Mbps

48 Supported v54 Supported v

Mbps Mbps

24 GHz T 25613, 24GHz Xy N —F DAT—Z X L 802.11g

Ty U= DAT—H A K% (Enabled) ]

ICRESNTWSZ Ea2fERLET, [E—=2EH] (Beacon Period) | % [100 ms]
IZRRELET,

TNV T T NENEET LAV~ T4 T MIRUA ¥ LA LAN

WZHAELZRWEAIE, 727 |8 ARA 2 D 2.4 GHz HEREEE T[> a3 — K7 U 77/ (Short Preamble) | %
[£%h (Enabled) | IZRELFET, v/ VT TA0RbVIZya— b

VT TINEFHTLHZEICE ST, VAP LA Ry NT—T ORI p—< U ARMELET,

T A ¥ LA LAN ICHEET 5 802.11b DD T T A T > RIS WES. WA (EAR) L—RhELTI12

Mbps, HAR— kg ((BE) L—hELTISMbps ZXETHI ExBEIOHLET, 7275 L, BEICL-T
Mbps Z 78 (FEAR) L—hE LTHMNCTAHERH Y £7,

802.11b 7 A 7 " IMEET AL, MH (A L—hE LTI

Mbps, HAR— b4 ((EE) L—hELTI2Mbps LA EZZNENHET HMLENH Y £,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

(=

122



el Gisco Gatalyst 9800-40 Wireless Controller Welcomeapha | # & [B # @ @ T Q cd
16122

= Configuration* > Radio Configurations * > Network

[ Dashboard 5GHzBand 2.4 GHz Band

‘General

2.4 GHz Network Status

Administration 3 A Please disable 2.4 GHz Network Status to configure
B802.11g Network Status, Beacon Intarval, Short Preamble,
Fragmantation Threshald, DTPC Support.

Troubleshooting

B02.11g Network Status s
Beacon Interval® | 100
Short Preamble

Fragmentation 2346
Threshold(bytes)* -

DTPC Support

CCX Location Measurement

Mode -

Interval* | 6o

Data Rates

A Please disable 2.4 GHz Network Status to configure Data

Rates

1 Disabled vl2 Disabled v |55 Disabled

Mbps Mbps Mbps

3] Disabled v |9 Disabled v |1 Disabled v
Mbps Mbps Mbps

12 Mandatory 4 |18 Supported 4 |24 Supported
Mbps Mbps Mbps

36 Supported | 48 Supported 4 (54 Supported o
Mbps Mbps Mbps

mANL—7v b (802.11n/aclax)
802.11n 33 L TN 802.11ax DT — & L — ML, MELHSE 24 GHz B LS5
GHz) ZLIZRETEx£d, 802.1lac T —# L — MIS5SGHz IZOAMH T 9,

[WMM] N AZhIZ72 > TWDH 2 &, BETU[WPA3 (AES) | £7-21% [WPA2 (AES) |73 802.11n/ac/ax
T—H L= EFEHATLEIICHEREN WD Z L aMEE L £,

Cisco RoomOS Series 1%, HT MCS 0 ~ MCS 15 & VHT MCS 0 ~ MCS 9 1SS 3 X 1% 2SS

T—H L — b DOHREYR—FLETN, RUHEREEHAL, MIMO 7> 777 /v v—%FHT 5o
802.11n/ac/ax 7 T A 7 v " MEEL TWT, KV EmWL— MBFHATRERBAICIL, A7 a3 o TE Y &V MCS
L— hEAITTEET,
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'Iclllslélc;l Cisco Catalyst 9800-40 Wireless Controller ~ Welcome alpha A CEDs N a o>
16.122s

o Configuration - > Radio Configurations - > High Throughput

El Dashboard 5 GHz Band 2.4 GHz Band

f') Monitoring

Configuration v 11n

Administration Enable 11n ) Select All v

Troubleshooting

MCS/(Data Rate) MCS/(Data Rate) MCS/(Data Rate)

J0/(7Mbps) Al{14Mbps) .2/(21Mbps) 3/(29Mbps)
4/(43Mbps) 5/(58Mbps) 6/(65Mbps) A(72Mbps)
-8/(14Mbps) 9/(29Mbps) A0/(43Mbps) A1/(58Mbps)
A2/(87Mbps) A3/(116Mbps) A4/(130Mbps) A5/(144Mbps)
A6/(22Mbps) 17/(43Mbps) A8/(65Mbps) 9/(87Mbps)
~20/(130Mbps) +21/(173Mbps) +22/(195Mbps) +23/(217Mbps)
24/(29Mbps) 25/(58Mbps) 26/(87Mbps) 27/(116Mbps)
28/(173Mbps) .29/(231Mbps) .30/(260Mbps) .31/(289Mbps)

¥ 1lac

A The Data rates are for 20MHz channels and Short Guard

Interval

Enable |¥ac Select All v
SS/MCS Ss/MCS SS/MCS §S/MCS
1/8/(86.7Mbps) ~| 119/(nfa) | 2/8/(173.3Mbps) | 2/9/(nfa)
-3/8/(260.0Mbps) | 3/9/(288.9Mbps) | 4/8/(346.7Mbps) 1 4/9{(nfa)

V¥ T1lax
Enable 11ax |+ Select All v
Multiple/ Bsisid
SS/MCS SS/MCS SS/MCS

Al7 «|1/9 <1 1207
~2/9 «|2Mm 1317 ~|3/9
A w47 v 4(9 < 41
Af7 ~]819 BIETAN |67
879 | 611 |7 |7/9
M |87 ~18/9 <18/

INTF A—H

EDCA RT A —X%+tv 7 a2 C, MHT 2 BRI CTS5GHz £7213 24 GHz D EDCA 7’1 7 7 A )V %
[BE7FEEG#E L (Optimized-voice) | 7213 [ET 4 & HFFE&#E(L (Optimized-video-voice) | ([ZF%E L £,

DFS (802.11h) &2 v a >, [BAHIE (Power Constraint) | (I ARREDEFICT 57, 0dB ICHETHHLENH Y 3,
[F¥ V RIVAA »F RXF—4 X (Channel Switch Status) | & [A~— FDFS (Smart DFS) |
Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 124



DEDR>TWABLERDH Y £3,
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[Fx RNV AL vF T+ R E—F (Channel Switch Announcement Mode) | /3

[CRET DMERH Y £,

stfoa]ne
Cisco

#

Welcome ajpha

Cisco Catalyst 9800-40 Wireless Controller
161225

Configuration ~ » Radio Configurations -~ > Parameters

= Dashboard 5GHzBand 2.4 GHz Band
EDCA Parameters
EDCA Profile optimized-video-v... «

)} Administration

DFS (802.11h)
Troubleshooting

A\ OTPC Suppont is enabled, Please disable it at

stwork to configure Power Constraint

Power Constraint* o

Channel Switch
Status

Channel Switch Quiet Ll
Announcement

Mode

Smart DFS

RRM
F xR EEEE

4 % )8R (5 GHz £7-1% 2.4 GHz) (25U T,
RA YV FOEEBHILNVOEIN Y THEZHRTELET,

HEE ) L~ oRI) YTl 554513

i
cisco

Welcome alpha #

Q

f_EiEr‘;‘o Catalyst 9800-40 Wireless Controller

Configuration= » Radio Configurations - > RRM

5 GHz Band 2.4 GHz Band FRA

DCA TPC

General Coverage RF Grouping
Power Assignment Method
{0] Administration

O Automatic

Troubleshooting

On Demand

Fixed
Max Power Level Assignmes 17
Min Power Level Assignmer, 11

Power Threshold* -70

5 GHz
AT LHEIE. 2HOT v o xNEAXT Y T HD
THEOICT v o RNVOEEFIRCEEST (B : 12 F v

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

[F75% (Quiet) ]

~
¥

B & me

REZEHTLHEE Y THRAE AT L2 L aBRIOLET,

TR

. BIORRLALER/NLSVERRETEET,

T B&0OC Q »
Power Assignment RCDNB-21A-WLCS (10.201.81 9}
Leader
Transmit Power Uipdate 600 second(s)
Interval
Last Run: 365 second(s) ago
Power Nelghbor Count: 3

\ZHET DT 7B ARA 2 MR OBRIED R REM: % [0]5kE
YRIVDI)
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Cisco 802.1ln 7 7 A iRA > b &2EH L TWAEA1X 5 GHz 7 v RV DIiE % 20 MHz % 7213 40 MHz
E LU THERR TX . Cisco802.11ac £7-13 802.11lax 7 7 B A RA > &M L TWAEAIZTF ¥ XL DIEE 20
MHz. 40 MHz, F7-1Z80MHz & L CHipk CTx £,

TRTOTI7®ARA L FCTRILTF ¥ rVIEEFEHTHZ E2HELREL £,
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n .\cllns-élcn’- Cisco Catalyst 9800-40 Wireless Controller Welcomealpha | # W B & 8 @ = Q »
16122

Configuration * » Radio Configurations~ > RRM

Dashboard 5 GHz Band 2.4 GHz Band FRA

Monitoring % General Coverage DCA TPC RF Grouping

Configuration

Dynamic Channel Assignment Algorithm
Administration

Channel Assignment Mode © Automatic
Troubleshooting
*) Freeze
o OF
Interval 10 minutes v
Anchortime 1} L3
Avoid Foreign AP Interference o

Awvoid Cisco AP load

Avoid Non 5 GHz Noise

Avoid Persistent Non-wifi
Interference

Channel Assignment Leader

Last Auto Channel Assignment

RCDNG-21A-WLCS (10.201.81.9)

475 second(s) ago

DCA Channel Sensitivity | medium o

Channel Width 20 MHz @ 40 MHz 80 MHz 160MHz ) Best

Auto-RF Channel List

36 40 44 48 52 56 60 64 100104 108112116120124 128132136

140 144 149 153157 161 165

Event Driven RRM

EDRRM

24GHz T 584, Fry o) A MTIEF vy o1, 60 BXOR1FFE2E02LE,
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| « Lz Cisco Catalyst 9800-40 Wireless Controller Welcomeapphs = A € [ # M @ T Q 3
Configuration * » Radio Configurations~ > RRM
5 GHz Band 2.4 GHz Band FRA
RF Grouping

General Coverage DCA TPC

Configuration

Dynamic Channel Assignment Algorithm
dministration

Channel Assignment Mode © Automatic
“ Troubleshooting
*) Freeze
- Off
Interval 10 minutes
Anchortime o

Avoid Foreign AP Interference

Awvoid Cisco AP load

Avoid Non 5 GHz Noise

Avoid Persistent Non-wifi
Interference

Channel Assignment Leader

Last Auto Channel Assignment

DCA Channel Sensitivity

RCDNEB-21A-WLCS (10.201.81.9)

531 second(s) ago

medium

Auto-RF Channel List

12 3 4 5 6 7 B

9 101
Event Driven RRM

EDRRM

5 - 2 B BRI 25 U C 5 GHz £ 7213 2.4 GHz
WTF ¥ RINVBIOEEBNEZ AT I v 7B TEND LI
RA LV MOBREEZ T O —NLERELY bEEIETSH D é:7j>f°a°i?“

ZOMDT I EARA L b HBE VY THAEHNICRESNTWDET IV EARL L "OT T2 MM
T TEET,

DRET, =V 7 RICWii 72 TR E T 558 1B TT,

Cisco 802.1ln 77 B A RA > FZHEH L TV D518 5 GHz F ¥ RV DIE % 20 MHz % 7213 40 MHz
E LU THERR TX . Cisco802.11ac £7-13802.1lax 7 7 B A RA ¥ FEMHH L TWAEEIZTF ¥ RI/LDIE % 20
MHz. 40 MHz, F£7-1Z80MHz & L THEpK T £,

TRTCOTI7EBARA L FTRIUTF ¥ RUREFEHT S Z a2t £9,

CAx DT 'R

xtLTH
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stluihe Cisco Catalyst 9800-40 Wireless Controller Welcomeapha | & © B # M@ @ T Q C 3
16.12.25

Configuration = > Edit Radios 5 GHz Band *

Q
Configure Detail
&5 Dashboard ' All Access P
B[ General RF Channel Assignment
7 ANLIR Number of AP(s): 1
{2) Monitoring
£ AP Name rcdn6-22a-ap1 Current Channel 149
) i AP v AP
> Conﬁguratlon Name Model Admin Status Channel width 40 MHz v
Administration redn6-22a- :':3'50 CleanAir Admin Status Assignment Method | Global v
apl & B-K9
Troubleshooting i Antenna Parameters Tx Power Level Assignment
Antenna Type Internal v Current Tx Power Level 2
WV 5 GHzRadioy  anenna Mode omni Assignment Method Global v
Number of AP(s): 1 A ionnati =
AP ~ Slot
Name No Antenna B il
rcdn6-22a- 4
ap1 y Antenna C v
1
Antenna D i
Antenna Gain 10
2.4 GHz Rad )
Download Core Dump to bootflash
Dual-Band R
Country
LSC Provisio
Update & Apply to Device

CleanAir

CleanAir 77 / u ¥ —%#&#; L 7= Cisco
BOT 7 BRARA v MR L TBEEOTEEZRIET 5% A1, [CleanAir®FZh{L (Enable CleanAir) | %
[£%) (Enabled) | |IZT 24E RSV £7,

B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeaipha | A & B & W @ & Q i
161228

Configuration - » Radio Configurations = » CleanAir

5 GHz Band 2.4 GHz Band

General Trap Configuration

Enable CleanAir

| Administration
Enable S|

~ Troubleshooting

Repor Imerferers

Persistent Device
Propagation

Available Interference Interference Types
Types o detect

TOD Transmitier
Jammer

Continugus Transmitter
DECT-lke Phone
Video Camera
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WLAN DORE

Cisco RoomOS Series (Z I3 E %D SSID i fH42 Z & 2 BEO LE7,

7277, B AN, Cisco Wireless LAN = RiRA > hEaY AR — FT5 L9 ICEHEINTZEEAFD SSID

N 5H5E. DO WLAN Z2f0b 0 [T £,

Cisco RoomOS Series T 32 SSID (%, FFED 802.11 MR X A SO B AT 5 L H Ik TE £7 (802.11a
DIHRIRE)

Cisco RoomOS Series |d, 5 GHz kDA TOEBEAHELRE L 3, Z2HOF v NV E2MHHTEZ 59 X2, 2.4GHz
HIIEETWNE L nizd T,

TR L 7= SSID 23> LAN

WHERA SN TN E 2R L TLEZEIN, HINTWAEHA T, ¥R AR X2 T+

BATEFER L TODLEAIE, EBROBAEE - 13— FPICEENRET AR NH Y 7,

il Cisco Catalyst 9800-40 Wireless Controller Welcome apha | # ® [B # M @ T Q &
16.12.25
Configuration - > [EelileN] x
General Security Advanced
[ Dashboard Prihis Naimig® Voice Radio Policy 802.1%a0nly
P ———
Monitoring > Number of WLANs s( ssID* voice Broadcast SSID | EespLED B
Configuration Suts Namq  WLAN D" z
Q Voia i
‘ s 4 Staws ENABLED
Administration 7.|
e o Dat

Troubleshooting 1

[RESNEEZ L —2 (PMF) (Protected Management Frame (PMF) | %, [{£EE (Optional) ]|. [%ZH (Required) |
F7213 [#8%h (Disabled) ] IZFEL £,

AES (CCMPI128) WFaA bzl L7~ WPA2 iR U > —Z A0 LET, FDi%. 802.1x & PSK
OELLEFEAT LIS T, FREEF—FHZ A 7L L T802.1x & PSK DL LM EHMHILET,
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n alvali
[414-]

& Dashboard
Monitoring
Configuration

| Administration

“ Troubleshooting

cisco

Dashboard
Monitoring
Configuration
Administration

Troubleshooting

co Catalyst 9800-40 Wireless Controller
12

Welcome

# TR 8 MO Q »

Configuration = » Tags & Profiles~ » Edit WLAN

Numnber of WLANs sslected : 0
Status:  Name
(4] Vaoice

© D

el Cisco Catalyst 9800-40 Wireless Controller
16. s

General Security Advanced
Layer2 Layer3 AAA

Layer 2 Security Mode
MAC Filering

Protected Management Frame

PMF

WPA Parameters

WPA Policy
WPAZ Policy

WPAZ Encryption

MPSK.

Auth Key Mgmt

D Cance

Welcome aj

WPA +« WPAZ &

Fast Transition Enabled v
Over the DS
Reassociation Timeout 20

Disabled v

AES[CCMP12B)
COMP256
GCMP128
GCMP256

802.1x

PEK

CEKM

FT + 802.1x

FT » PSK
802.1x-5HAZSE
PSK-5HA256

# € 0 & 0O Q ®

Number of WLANs selected : 0

Sutus  Name
Q@  Voice

[+] Data

G

Security Ach

Layer2 Layer3 Ads,

Layer 2 Security Mode
MALC Filtering

Protected Management Frame

WPA Parameters

WPA Policy
WPA2 Policy

WPAZ Encryption

MPSE

Auth Key Mgmt

PSK Format

DK Tuna

D Cancel

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

WPA + WPAZ 4

Fast Transition Enabled 0l
Owver the DS
Reassociation Timeout 20

Disabled Ll

AES[CCMP128)
COMP256
GCMP128
GCMP256

802.1x

PSK

CCKM

FT + 802.1x
FT + PSK

802, 1x-5HA256

PSK-SHAZS6
ASCH -
L —

132



BFEDEF Y7 747 > MCFELU SSID 24 284 1%. 802.1x X° PSK
%ﬁ%#éﬁfé#mmbf\mmn(ﬂd\GXM‘HK%ﬁﬁ ITEET,

802.1x ZfHH L T\ A AL, RADIUS — — 7 /L —7FTEHE SN RADIUS —— |2~ v 715 AAA
PFEU A R EERELET,

B Ul Cisco Catalyst 9800-40 Wirsless Controller W » A ®E S WOD a -
- |
c i Sezuriy pa
ashbcand
AaA
{2} Monitoring Bl Fusmiber of WA sslecied : —
Configuration S Hura I 1 [P
Q@  oce 1
Administration 3 R ol EAF Ao
Troubleshooting
oo S

[Aironet IE] (% [F%) (Enabled) ] IZL £,
[ET7Y—E7T (P2P) DT R X T T 7 al (Peer to Peer (P2P) Blocking Action) | (% [#&%h (Disabled) ]IZ L F 7,

(mmRmmmsmaikﬁ@@WMMﬁﬁ%ﬁ%ﬁ:@S$D
BT D TEDGAEICOR, [WMMARY — (WMM Policy) | % [#4ZH (Required) |
ICEXTET DN H D e

WLAN IZIEWMM 7 54 7 > "IMEET DS, TR0 7 T4 T 2 MERO WLAN IZERET 5 2 & 2 HEE L F 4,

oI WMM 27 Z A 7 > b T Cisco RoomOS Series & [6] U SSID Z{# T 2 VBN H H5E1X. WMM AR U & —0
[FF7 (Allowed) JIZERESINTWDH I &%
FEERLET,

WLAN Z& . AP Z L., WLAN Z &, EHIT AP EHR T L O WLAN
TLDRKT TA T MERIL, BEIDSU TR TE 9,

[ZF7F ¥RV 2% OF% (Off Channel Scanning Defer) |
AT HZ LT, AX v COFRERFR T T, BEDF 2 —ICXTHAF v AR S D
TENTEET, Fa—4~6 DELEELIAMEZANIT LI L 2BEIOLET,

NRA Mz T74—Fh
TN = a VEMBIERT 256, £EEBREMOSEWT Y r—a . (FF, WEEZ L) o DSCP

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 133



BT 7 ARA  MBRFEE N TORWEEIE, BRIEMNOE T 2— (4~

6) & IITEINEN DN F 22— (0~

3) AL TA 7 F ¥ U RAAF Y U EHBESED L L BT, BAICE o TEAF ¥ L OFIERZ2E< T5
ZEEHERELES,

EAP =7 —NHEEICRAT LR TIE, 7944V T 4% 2—7 ZHET LT, EAP

RN A T T X VRNV AX X U EMET 5 2 L2 BEIO LET,

[m— FRF 37 (Load Balancing) | & [HEG®IR (Band Select) | NN/ > TN D I L 2R L E T,

[DTIMER] (DTIM Period) ]| % [2] 12, BE—=AH#% 100 2 VP IZREL £,
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802.11k & 802.11v IV AR — FENTWWRW =, HHTHLERDH D 97,

B3 .l Cisco Catalyst 9800-40 Wireless Controller Wekomeaphe | # B B & W O O Q 5
V123
Configuration * > Tags & Profiles* > WLANs Edit WLAN ®
General Security Advanced
= 5
&1 Dashboard Coverage Hole Datection Universal Admin
onitoring Pl rumbar of WLANS selected : Airone IE Load Batance
=\ Configuration 5 i fzan ] o o et P2P Blocking Action Disablod % Band Seiect
et . @ £ b Muiticast Buffer [ ] IP Source Guard
| Administration © om g ==
Media Sream Multicast- ; WM Polcy Fequred
% Troubleshooting 1 0. direct
mONS Mode Bridgig
Max Client Connections

Off Channel Scanning Defer

Par WLAN o
Per AP Pai o Dot " 3 2
r AP Par Briar
WLAN i
Par AP Radio 200 4 2 5
Per WLAN
1] ?

11v BSS Transition Support

Scan Dofor 100

Time
B5S Transition Assisted Roaming (11K)
Disaszociation kmminent|d 200
63000 TETT}

Prediction

Optimizas
Optimized Roaming a0 il ol
Disassociation Timer(0 1o
20 TBTT) Meighbor List
BSS Max Idie Service Dual Band Neighbar

List

BSS5 Max Idie Protected
DTIM Period (in beacon intervals)
Directed Mulicast Service

Tlax 5 GHz Band (1-255) 2

2.4 GHz Band (1-255) 2

Downlink OFDMA

Uirdink OFMAA

RYyv—Famzy7A 1

Ry =777 AME, T27E8A, QoS., EEV T ¢, BILOGHEMEREICET 2 BINREL ERT D
oA INET, RIZ, RV —7m 774 0%, 77 EARA Y MCEATELRY) v—H 7%
MLTWLAN Fu 7 7 A LI~ v B 7 ENE T,

R =777 A 0D [AT—HF R (Status) | 2% [A%) (Enabled) 1272 > TW\WAZ & &R L £,
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B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeaiphs | # W [ # 8 @ T Q &
16.12.2s

I Edit Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Dashboard
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.
P S
(<) Monitoring Pol
N Dat, T -
Configuration ’ Name™ Mowe WLAN Switching Policy
Vo,
Administration def; Descrption Eten e senyton Central Switching ENABLED

Status ENAELED) Central Authentication ENABLED
Passive Client DISABLED Central DHCP ENABLED
Encrypted Traffic Analytics - DISABLED Central Association ENABLED

CTS Policy Flex NAT/PAT

Troubleshooting

Inline Tagging
SGACL Enforcement

Default SGT 2-65519

pdate & Apply to Device

RY v —7u 77 A/VTHHAT D [VLAN] £721% [VLAN Z/v—7 (VLAN Group) | Z&R L 7,

st Gisco Catalyst 9800-40 Wireless Controller ~ Welcomeaprs = # € B & ™ @ & Q &
16.12.2s

eIy Cdit Policy Profile =

General Access Policies QOS and AVC Mobility Advanced

Dashboard
RADIUS Profiling WLAN ACL
(&S Monitoring Status. Local Subscriber Policy Name | v | 1Pva ACL [ i
Configurati o :
-onnguration ° WLAN Local Profiling IPv6 ACL o
Administration Global State of Device 4
2 Classification HALEikec
A 1 P
Troubleshooting HTTP TLV Gaching Pre Auth v
DHCP TLV Caching Post Auth v
VLAN
VLAN/VLAN Group | viANoS00 v

Multicast VLAN Enter Multicast VLAN

Update & Apply to Device
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QoS SSID RV v —23, HADLEIT [ZFZFF (Platinum) 2, AJIOEAIL [FFFF7 » 7 (Platinum-up) |
ICRRTESNLTWA Z L 2R L ET,

B .l Cisco Catalyst 9800-40 Wireless Controller ~ Welomeapra | & © B # @ @ & Q =
16.122s
sty Edit Policy Profile x
Q
General Access Policies QOS and AVC Mobility Advanced
[l Dashboard )
Auto QoS None v Flow Monitor IPv4
C\, Monitoring Status
i QoS SSID Policy Egress
) . ]
2. Configuration £
: (] 4 Egress platinum X v Ingress
Administration @ e P — 2 Flow Monitor IPv6
1
QoS Client Policy Egress
Egress Ingress
Ingress
SIP-CAC
Call Snooping

Send Disassociate

Send 486 Busy

=] Update & Apply to Device

VEZIGE LT By a & A L7 Y (Session Timeout) | #5%E L £ 9, 86400

Bovyra XA LT MEAMCLT, SHEETICRAET D REMO S 2 il Z2mkEd 5 Z &2 BED L E
T, Flo, 7 79AT7 oA U EREEMICHMRIEL T, 7 747 "R a e A4 SEWmEHEH L Tn
HILEEMERTHZELBEIOLET,

VNS CT[ZFAT Y b2 A 57 U b (Client Exclusion Timeout) | Z 45 L £9°,
[IPv4 DHCP %8 (IPv4 DHCP Required) | #0232 08 R3H D £9,
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bl Cisco Catalyst 9800-40 Wireless Controller Welcome alpha # B & e Q =

cisco 16.12.2s
Configuration = > [ESldge WA %

General Access Policies QOS and AVC Mobility Advanced

Q

= Dashboard

WLAN Timeout Fabric Profile v
¢7) Monitori
) Monitorin Status  +
e/ 9 Session Timeout (sec) 86400 Umbrella Not Configured v
® h - Parameter Map
Configuration ; S0
o 4 Hlle-Timaout(sec} mDNS Service default-mdns-servici v
Policy
dministration 1) J  Idie Threshold (bytes) 0 Clear
’ Troubleshooting 1 Client Exclusion Timeout {sec) |v|| go WLAN Elax Bolicy

VLAN Central Switching
DHCP

Split MAC ACL v
IPv4 DHCP Required

Air Time Faimess Policies
DHCP Server IP Address

Show more >>> 2.4 GHz Policy =

5 GHz Policy E v
AAA Policy

Allow AAA Override
NAC State

Policy Name default-aaa-policy x

Accounting List v

[~ Update & Apply to Device

RF7va 774

REF 77 7 A IVENEKR L, 77 BARAL L FOTN—T0MERT 20BN D 5, 5 —4% 1L — b, RRM
RE, BLUGHHR EEfRECEET,

Cisco RoomOS Series T 9% SSID 1% 5 GHz AR IO A @AT S Z & 2 HeE L 4, RF

Ia 77 ANVERF Z Z\ZEA S, T BARA Y MZEHATEET,

RF 7’0 7 7 A VEAERT 5856, [%4RT (Name) | &

(&% AR Y 27— (Radio Policy) |
EERTDHLENDY £7, [MHAIEL (Radio Band) 1121, [5
GHz#% (5 GHz Band) | %7213 [2.4 GHz# (2.4 GHz Band) |
EIRLET,
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Add RF Profile

General

Name*
Radio Band
Status

Description

802.11

RRM Advanced

Enter Name i

‘ 5 GHz Band v ‘

Enter Description ‘

| Apply to Device

[802.11] # 7T, MEIGLTTF—H# L — haRELET,

[#Z1 (Mandatory) ] & LT 12Mbps &, [V — h#H A (Supported) ] & LT 18 Mbps
ULz 22z LET, L LRREICE > TE, % (BEA) L— & LT 6Mbps
EAMNT H2RENETET,

Add RF Profile

General 802.11

Operational Rates

& Mops

9 Mbps

12 Mops

18 Mops

24 Mbps

36 Mops

48 Mbps

54 Mbps

Disabled

Disabled

Mandatory

Supported

Suppored

Supported

Supparted

Supported

RRM Advanced

802.11n MCS Rates

Enabled Data Rates:

[0,1,2,3,4,56,7,89.10,11,12,13,14,15,16,17,18|
\19,20,21,22,23,24,25,26,27,28,29,30,31]
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[RRM] # 7 Clid, [RKEI V-V (Maximum Power Level) | 35 KO [B/MESI LUV (Minimum Power Level) |
BRIE L. ZOMd [DCA], [TPCl. BLO A3 v (Coverage) |
RELHER CTEET,
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Add RF Profile

General 80211 RRM Advanced

General Coverage TPC DCA
Coverage Hole Detection
Minimum Client Level (clients)*

Data RSS| Threshold (dBm)*

Voice RSS! Thresheld (dBm)*

Exception Level(%)*

D Cancel Apply to Device

Add RF Profile

General Bo2.11 RRM Advanced

Genaral Coverage TPC DCA

Transmit Power
Control

Maximum Power Level(dBm)*
Minimum Power Level(dBm)*

Pawer Threshald V1({dBm)*

D Cancel
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Add RF Profile

General BO2.11 RRM Advanced

General Coverage TPC
Dynamic Channel Assignment

Avoid AP Foreign AP Interference

Channel Width

DCA Channels 4

36 40 44 48 52 56 60 64 1001041708112 716120124
v [ [ [ [ [+ [ [ [«

128132 136 140 144 149 153 157 161 165

High Speed Roam

Mode Enable

Neighbor Timeout* 5

Client Network Preference Default

[FEHEERE (Advanced) | ¥ 7 Cl, [|RRKZ 747 ¥ F%& (Maximum

Clients) |. [v/VFFx¥ X b5 —& L — b (Multicast Data Rates) ]. [Rx Sop® L ZVME (Rx Sop Threshold) ]
BLOZEOMOFERERE 2L TE LT,

[Rx Sop D L & VM (Rx Sop Threshold) 112137 7 # /v M ([HE) (Auto) 1) 2T Z L 2HEEL £,
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Add RF Profile

General B02.11 REM Advanced
High Density Parameters
Max Clients*
Muiticast Data Rate (Mbps)
Rx Sop Threshold (dibm)
Client Distribution
Load Balancing Window™
Load Balancing Denlal Count®
ATF Configuration

Status B osssn

Bridge Client Access B oiseeien |

Airtime Allocation 5

FRA

Client Aware

Flex”’v 7 7 A )L

Flex 7’0 7 7 A )ViL, 77 & AKRA > b Flexconnect

EF- R THEMATLOIMLERHIRELTERT DIDIMEH S ET, RIT, Flex
TuT7 A MEIYA P ETITEA S, T EARA  MIEATE T,

T 277 8ARA L FORXALT 47 VLANID & §Fr] &7z VLAN
ZHERE L ET, [ARPF ¥ v 7 (ARP Caching) |7 [%) (Enabled) |
27> TWND T AR L ET,

MENZJSE U T, [m—ANVEREE (Local Authentication) | ZH %N L £ 7,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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Add Flex Profile

General Lecal Authentication Policy ACL VLAN

Name* Enter Name Fallback Radio Shut
Description Enter Description Flex Resilient

Mative VLAN ID 1 ARP Caching

HTTP Praxy Port [1] Efficient Image Upgrade

HTTP-Proxy IP Address Office Extend AP

CTS Policy Jain Minimum Latency

Inline Tagging
SGACL Enforcement

CTS Profile Name default-sxp-profilex. »

0 Cancel | Apply to Device

27

RY)— 2T
AU —27T. WLAN a2 77 A )L EeRI > —Fua 77 A NDw v B Va2 LET,

W2, RV =R TR T 7R ARA L MIEHA LT, A&+ 5 WLAN &
SSID, ¥~ v BT T HMNEDHLA L F—T A A, fFHT D QoS BLUIEDOMOFRELIEE L 9,

RV o= TH2ERTDHEXIE. B (Add) |27V v 7 L, %ET 5 WLAN
TRI77ANEERRLTCHDL, FHTAIRI =77 A VERIRLET,
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~

it Cisco Catalyst 9800-40 Wireless Controller Welcomealpha | # B B & B @ T Q o
16.12.2s

Configuration~= > Tags & Profilfiasidael= ME"] =

Q
A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
I@I Dashboard Policy Site RF A
7] itori Name* | default-policy-
(<) Monitoring I icy-tag
Y " D ipti default policy-tas
2\ Configuration oy Tea Nane escription ] cveg
Administration fREnRCReRy v WLAN-POLICY Maps: 2
1 10
Troubleshooting
WLAN Profile ~ Policy Profile v
Data Data

1 | 10 4 |items pai
Map WLAN and Policy

WLAN Profile* Voice L Policy Profile* | Voice v

B

RLAN-POLICY Maps: 0

| Update & Apply to Device

YA s 2T
YA NEZTIE MHEHTDHDAPSIMT 0 77 ANET Ly I AT T 7 A NEERLET,

WIZ, A NEZTWNT IV vARA » MZEHAIN, HTHIAPENT e 77 AVEBIORT7 Ly 7 A a7y AL
INT A= EFRELET,

YA NETE2ERT D EX1E, B (Add) |22 VU v 2 L, 92 [APZ&IMT a7 74/ (AP Join Profile) |
BERLET,

Flex 7’0 7 7 A NG A N2 7 2B T 2561, [v— %A FDOFME (Enable Local Site) |
NTF 7 SN TN EEMERLTHNG, Y37 [Flex””’1 7 7 A/ (Flex Profile) | %R L 7,
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Add Site Tag

Name™ Enter Mame
Dascription Enter Description
AP Join Profile default-ap- profile

Flax Profile default=flex-profile
Control Plane Name

Enable Loca! She

[ o Cancel | Apply to Device
J

RF # 7
RF % 713, 24GHz B X ON5GHz IZET D RF 7’ 7 v A V&= ER L ET,
WIZ. REZ TR T 7B ARA L MIHEA S, #HT5RF

Add RF Tag

Name* Enter Name
Dascription Enter Description

5 GHz Band RF Profile Global Config R

2.4 GHz Band RF Profile Global Config -

T Ty ANNT A= ERRELET, RF ¥ 7 E2{ERT 2551, EHT5 5
GHz#IRF~" 2 7 7 4 /L (5 GHz Band RF Profile) | & [2.4 GHZEHBRF72 7 74V (2.4

GHz Band RF Profile) | 234K L £,
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BT ERERLIEDL, T BARA L MIEHATEET,
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<

@ b Cisco Catalyst 9800-40 Wireless Controlier Welcome alphs # © B & 0 @ & Q C2
16.12.2s

Configuration - > [Selfald =

General Interfaces High Awvailability Inventory ICap cad
Dashboard ' All Access .
General Version
e Number of AP(s): 1
Monitoring
AP Nama* rednG-22a-apl Primary Software Version 16.12.2.132
i AP ~ AP
Configuration » el i R p— redné-22 Predownloaded Status NIA
. Administration » redn-22a- ﬁ Base Radio MAC 00a7.42b0.5c80 Predownioaded Version NiA
i B gk
Troubleshooting Ethernet MAC 00a7.4207.cbla Next Retry Time NiA
1
Adrmin Status ENABLED -| Boot Version 1.1.24
105 Version 16.12.2.132
AP Mode Local -
5 GHz Rac
Operation Status Registered M) [0S Version 010,00
2A4GHZR i sians Disabled IP Config
LED State ENABLED
Dual-Banc —" CAPWAP Preferred Mode  1Pvd
tg\l?‘elﬂrighmess 2 o DHCP 1Pv4 Address 10.201.81.125
Country
Cleandir NSI Key Static IP {IPv4/IPv6)
LSC Provis Togs Time Statistics
i default-policy-t3 = Up Time: 10 days 18 hrs
EoNcy ofonh-pokcy-1eg 16 minz 54
S80S
Site defaul-site-tag v
Controfler Association Latency 2 mins 4 secs
RF default-rf-tag -

| D Gancel | | Update & Apply to Device

BRESINTZT VI AT a7y ANEEGeY A N2 7 REHINTHDE5E, [APE—FK (AP Mode) | 13 HEHRYIZ
[ZVy 7R (Flex) IEEINET,
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il Cisco Catalyst 9800-40 Wireless Controller ~ Welcome aipha |
CISCO 4523

B & he Q Cd

Configuration - Jiaslldtzd ”

General Interfaces High Availability Inventory ICap Advanced
Dashboard v  All Acces i
General Version
Ll Number of AP(s): 1
Monitoring ;
AP Name* rcdné-22a-ap1 Primary Software Version 16.12.2.132
i AP v A
Conﬁguratlon e M Location® redn6-22 Predownloaded Status N/A
Administration rcdnB-22a- ﬁ Base Radio MAC 00a7.42b0.5¢80 Predownloaded Version N/A
apl & B
Troubleshooting : Ethemnet MAG 00a7.42b7.cb1a et Retry Timis Ri#.
Admin Status Boot Version 1752
AP Mode Flex - 10S Version 16.12.2.132
5 GHz Ra - =
Operation Status Registered Minl 155 Version 0:0.00
24GHzZ | cope staws Disabled IP Config
piial-ga] ooEe CAPWAP Preferred Mode  IPvd
[k prdhiness. 8 T DHCP IPv4 Address 10.201.81.125
Country
GleanAir NSI Key Static IP (IPv4/IPve)
LSC Prov T Time Statistics
Policy | default-policy-tag = Up Time 0days 0 hrs 10
= mins 1 secs
Site Flex |+ Controller Association Latency 10 secs
RF | default-rf-tag ¥
Update & Apply to Device
N = =
ay br—J DORE
— > — > N oye
[T74VEDEEYT 4 KAA L (Default Mobility
Domain) |
N B - =
SELSKEESN TS Z & 2R LET, [APLAG
N \J 7 >
%£— F (AP LAG Mode) | ZH N LET,
B ‘.l Cisco Catalyst 9800-40 Wireless Controller Welcome apha = # © B # M @ = Q
18122

Configuration~ > Wireless~ > Wireless Global

| Dashboard Default
Mability
Domain *

CTG-VoWLAN3

Monitoring

RF Group RCDNG-VoWLAN3
: Name*
Configuration

Maximum [}
Login

Sessions Per

User*

Administration

’ Troubleshooting

Management
Via Wireless

Device
Classification

AP LAG
Mode

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

Assisted Roaming

Denial Maximum® 5
Floor Bias({dBm)* 15
Prediction Minimum* 3

S
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EEUT ARE

#HEDCisco VA YLV ALAN 2 b —J %R LEE VT 4 ZNA—TIZEET D56, £Cisco VA ¥ 1L A LAN
a  E—FDIPT RLAEMACT RLZRZEFEY T 4 ET7OREITIEMTALENRHY F4°,

£ Cisco Wireless LAN Controller 23[F] U [EE Y T 4 ZV—7%4 (Mobility Group Name) |
TRHESN TS Z 2R LET,

B .l Cisco Catalyst 9800-40 Wireless Controller Weicome aphs = # ¥ B & M @ T Q 5
161228

Cisco

Confguration - > Wireless- > Mobility

Global C: il Peer Configuration
Mobility Group Mame* CTG-VoWLANS
Multicast IPv4 Address 0.0.0.0

. Configuration

PInly . . Muhicast IPv6 Address
(01 Administration

o Keep Alive Interval (sec)* 10
' Troubleshooting
Mobllity Keep Allve Count® 3
Mobility DSCP Value* 48
Mobility MAG Address* 706d.153d.b50b
bl Gisco Catalyst 9800-40 Wireless Controller Welcomeapha | # ®© B & 8 © Q o
161225

Configuration = > Wireless - > Mobility

Dashboard nfiguration Peer Configuration
Monitoring > v Mobility Peer Configuration
Configuration 3 m
Administration > MAC Address v IP Address ~  Public IP ~  GroupName ~ MullicastIPvd  ~  Status ~  PMTU
706d.153d.b506 10.201.81.9 NIA CTG-VOWLANZ  0.0.0.0 HiA MiA
I ;
Troub eShDOtlng 6¢31.0e7b.b8eb 10.201.81.10 10.201.81.10 CTG-VoWLANZ 0.0.0.0 Up 1385
1 10

Non-Local Mobility Group Multicast Configuration

[EEY T AMACT RFL A (Mobility MAC Address) | 737 A ¥ L ZEHA 7 —T = A 20D MAC
TRLRE—HLTWDZ LE2MHRLET,

B vl Cisco Catalyst 9800-40 Wireless Controller Welcome alpha | # ® B # M © T Q ®
161228
Configuration = > Interface - > Wireless
Dashboard
Monitoring > Interface Name v Interface Type «  Trustpoint Name « VLANID  ~ IPAddress  ~  IP Netmask +  MAC Address v
Vian310 Management 310 10.201.81.9 255.255.255.240 70:6d:15:3d:05:0b

Configuration

1 10 »

Administration

Troubleshooting
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a— 7 K va Ul (CAC)

[RA A (Voice) | T[7 R vz Ul ZE (Admission Control Mandatory) | Z A0 LC, AT DHIK (5
GHz £7-13 24
GHz) |2k} L CTROKHARIER KO TPREAO 0 — o VSR DO KBS AR ETH 2 L 2R L E4,

HRICRT DR KEIIEOT 7 4V FEEILT5% T, 2092 H 6% 1Zn—I 77747 MITREITWET,

m—3 ‘/77 TAT 2 MITRFESO R — I 2 TR b TE £, T OMORIIES T THEH S
TWOHEITA, v—=X 77 747 MaFIZ—EDr— 7 HEHEN TR S E T,

CAC %ﬁ@c:a‘é%/fﬂi\ [F— R_X—ZCAC (Load Based CAC) | WA >TNWAHZ L EMERLET,
[@— F_X—2Z CAC (Load Based CAC) |!%. F¥ XV EOFTRTOH I EEELET,

FRAR) =DV A XLFHFA DY = LORKEOMIT, BHEIISCTHETE £,
SRTP
AL TOWLHEIE. BF AN =LY A ZZBETRENDLBENH Y £7,

BET 2T 47T H#A LT UK (Inactivity Timeout) | 7% [#£%) (Disabled) ]IZ72>TW\W5H Z & &R L 9,

[2=F%F¥%¥ A ETZ VHFA L2 (Unicast Video Redirect) | & [¥/LFF¥ X hF A L7 bDAZIE (Multicast Direct
Enable) | #[F%) (Enabled) | (232X ENRH Y 7,

il Cisco Catalyst 9800-40 Wireless Controller Welcomeapha =& % B & A @ & Q =
16.122s

= Configuration ~ > Radio Configurations - > Media Parameters

[&) Dashboard 5 GHz Band 2.4 GHz Band
LI

2) Monitoring

L Configuration Media Voice
Administration General Call Admission Control (CAC)
Troubleshooting Unicast Video Redirect ®; Admission Control (AGM) »;
Multicast Direct Admission Control Load Based CAC o4
Max RF Bandwidth (%)* 75
Media Stream Admission
Control (ACM)
Reserved Roaming 6
Bandwidth (%)*
Maximum Media Stream RF 5
bandwidth (%)*
Expedited Bandwidth v
Maximum Media Bandwidth 85
(%]* SIP CAC and Bandwidth
Client Minimum Phy Rate 6000
(kbps) SIP CAC Support
?‘.;Ia{\mum ety feream, 80 Traffic Stream Metrics
Media Stream - Multicast Direct Metrics Collection 7
Parameters
Stream Size* 84000
Multicast Direct Enable v
Max Streams™ 2
Max streams per Radio | Mo Limit
Inactivity Timeout
Max streams per Client No Limit

Best Effort QOS Admission
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~NAVFF ¥ R b

<NV FF v A NI LEAIE, [Fa—20 = FF % X b E—F (Global Multicast Mode) | 35 L8
[IGMPAX—E 7" (IGMP Snooping) | % [H%) (Enabled) | (2T 2 XLENH Y 757,
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el Gisco Catalyst 9800-40 Wireless Controller Welcome apha | & © B # M@ @ T Q Cd
16.12.2s

<l

Configuration~ > Services~ > Multicast

Dashtoard
Wireless
Multicast Mode F
Z) Monitoring IGMP Snooping
Wirelgss [l oisasLep
. mDNS Bridging ;
Configuration QSearch
Wireless Non- [l oisasLep Disabled Enabled
Administration P Mutticast
Status VLANID Name Status VLANID Name
Wireless [l oisasLep
Troubleshooting Broadcast ] 1 default €
AP Capwap Unicast v (4] 310 VLANO310 &
Multicast
(4] 400 VLANDA00 ¢
MLD Snooping No Vian available o 500 VLANOSO0 &
Snooping
Querier
Snooping

Last Member 1000

Querier Interval g = :
(milliseconds) Disable All

Wireless Broadcast and Wireless Non-IP Multicast

AT AT AR —LDORFET, [FVTFX¥ R A V7 MERDEFZME (Multicast Direct Enable) | % [5%) (Enabled) |
WZTHHERHD FT,

uili Cisco Catalyst 9800-40 Wireless Controller Welcomeapha | # ® B & W @ & Q ®
16.12.2s

5 Configuration~ > Wireless~ > Media Stream

General Streams

[& Dashboard

@ e
Q Monitoring Multicast Direct Enable v B Apply
; Configuration Session Message Config

Administration
Session Announcement
State

Troubleshooting

Session Announcement
URL

Session Announcement
Email

Session Announcement
Phone

Session Announcement

Fnn, BB CTAT 47 AR —LZHRELET,
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Add Media Stream

General

Stream Name*

Multicast Destination Start IPv4/IPv6
idress*

Mutticast Destination End IPv4/IPv6 | I
idress* e —

Maximum Expected Bandwidth (Kbps)* 1000

Resource Reservation Control (RRC) Parameters

Average Packet Size* | 1200

Policy [amt ]
Priority [« 4]
Qos Video |
Violation [oe 4]

] Apply to Device

BAFTHE. AT AT AN —ARFERINET,

b Cisco Catalyst 9800-40 Wireless Controller Welcome apha | # & A a4 mec Q = Feedback | * (%
17121

Configuration~ > Wireless~ > Media Stream

General Streams
Add
Sweam Name Y Start IP Address Y End IP Address Y Staws b 4
10.195.19.27 239.1.1.1 239111 Enabled
1 \m,l 1-10f1items

F7-. WLAN#EK T[NV FF¥ A MZA L7 b (Multicast Direct) | Z BN L £9,
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il Gisco Catalyst 9800-40 Wireless Controller  Welcomeapna | # ® B & @ @ & Q @
16.12.2s

Configuration - > el .

General Security Advanced
BE Dasnbagid Coverage Hole Detection v Universal Admin
© Monitoring Number of WLANs s Aironet IE v Load Balance
Status  Nam P2P Blocking Action Disabled - Band Select

Configuration

\ A 4 Q Vol yucast Buffer IP Source Guard
Administration

(4] Data . .
Media Stream Multicast- v WMM Policy Required v
’ Troubleshooting 1 ket
mDNS Mode Bridging 7
Max Client Connections

Off Channel Scanning Defer

Per WLAN 0

Defer 0 1 2
Per AP Per a Priority
WLAN

3 ~la ~l5
Per AP Radio 200
Per WLAN
“l6 7
11v BSS Transition Su rt
b Scan Defer 100

Time
BSS Transition Assisted Roaming (11k)
Disassociation Imminent(0 200
0 3000 TBTT)

Prediction Optimization
Optimized Roaming 40
Disassociation Timer(0 to Neighbor List
40 TBTT]

O Cancel

| Update & Apply to Device

AR E
EAP DFEHIFRE

EAP /3T A —X ZFoRr 213 ET 5 121E, [#8K (Configuration) |>[&EF = YT 1 (Security) |>
[BEE/REAP (Advanced EAP) | Z12IR L £,

B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeaphs # ® B & M @ T Q g
16.12.28

sco

Confguration= » Security~ > Advanced EAP

EAP-identity-Request Timeout (sec)” 30
=] Dashboard ¥

EAP-Identity-Request Max Retries* 2

EAP Max-Login Ignore Identity DISABLED

E z Response
. Configuration

EAP-Request Timeout (secl* 30

{0} Administration
EAP-Request Max Retrias* 2

Troubleshootin
gshiooting EAPOL-Key Timeout (ms)* 400

EAPOL-Key Max Retries* 4
EAP-Broadcast Key Interval (sec)* 3600

802.1x i3 254, Cisco VA YL ALAN 22> b —7 @ [EAPERY A4 A7 7 & (EAP-Request Timeout) |
Tl LB 30 ICHRET OLENRDH Y 7,

JEBRICI VT, EAP ORI BEEIZRAET DA 121L, [EAP ERDO X A4 A7 U & (EAP-Request Timeout) | % 30
RIS THERH Y F7,
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PSK Z i1+ 28415, [EAPOL ¥—D % A L7 7 + (EAPOL-Key Timeout) | %25 7 /L h ™ 1000 3 U #» 5
400 X URPIZIE D L, [EAPOL ¥ — DK KRAITEIE (EAPOL-Key Max Retries) | 27 7 4 /L h D 2 05 4
ICEESTHZ L2 LET,
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802.1x Z i 3 2541, [EAPOL ¥—D % A 57 vk (EAPOL-Key Timeout) |3 XU [EAPOL
F—DRKAITEE (EAPOL-Key Max Retries) | O7 7 4/ ME (Z1240 1000 2 U BE L O
2) ZHHALTHLELSEELETA, TNENA00BIPAICHET D EE2HERLET,

[EAPOL ¥—D ¥ A A7V b (EAPOL-Key Timeout] (X, 1000 X UV (1) Z@B220E 2L TL7EE0,

[EAP 7u— KX+ X b F—0DfEE (EAP-Broadcast Key Interval) | 7% 3600 7> (1
BERE]) DL EICERESN TWD Z 2R L ET,

Rx SOP L &\ V£
[Rx Sop ® L &V ME (Rx Sop Threshold) 121X 7 #/v Ml ([HE) (Auto) ) ZHHAT L & 2HLEL £,

@ Uule Cisco Catalyst 9800-40 Wireless Controller Welcomeaipha | # ® B & M @ C Q @
16.12.2s

Cisco

= Configuration= > Wireless~ » Advanced

=) Dashboard

Load Balancing Band Select Optimized Roaming High Density Preferred Calls
Monitering
Rx Sop Threshold
Configuration
. 4 Rx Sop Threshold 5 GHz (dbm) auto
Administration B Bz (b}
Rx Sop Threshold 2.4 GHz (dom) auto

Troubleshooting
Multicast Data Rate

Multicast Data Rate 5 GHz (Mbps) Auto

Multicast Data Rate 2.4 GHz (Mbps) Auto

RIERY —

[RERrF— a7 2 k=2t (Rogue Location Discovery Protocol) |
X7 7 40 ME ([#8%) (Disable) ) OffHZHELE L £,

Uil Cisco Catalyst 9800-40 Wireless Contraller Welcomeapha =& % B & W @ & Q ®»
161225

= Configuration~ > Security - > Wireless Protection Policies
EE Dashboard Rogue Policies RLDP Rogue AP Rules Client Exclusion Policies
7 A
@ Monitoring Rogue Location Discovery Disable

rotocol

2L Configuration T — :

: etry Coun

Administration Schedule RLDP

Troubleshooting Day Start Time End Time

Monday

Tuesday ©
Wednesday
Thursday
Friday
Saturday i

Sunday
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B AR

N—T3 1612

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

service internal

service call-home

platform qfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
1

hostname RCDN6-21A-WLC5

!

boot-start-marker

boot system flash bootflash:packages.conf
boot-end-marker

1

vrf definition Mgmt-intf
1
address-family ipv4
exit-address-family
1
address-family ipv6
exit-address-family
1
no logging console
1
aaa new-model
1
!
aaa group server radius RADIUS SERVER _GROUP_DAY0
server name RADIUS SERVER DAY0 1
server name RADIUS SERVER DAY( 2
1
aaa authentication login default local
aaa authentication login authentication_login_day0 group RADIUS SERVER GROUP_DAY0 aaa
authentication dotlx authentication_dotlx_day0 group RADIUS SERVER GROUP_DAY0 aaa
authorization exec default local
aaa authorization network default local
1
aaa server radius dynamic-author
1
aaa session-id common
clock timezone CST -6 0
clock summer-time CDT recurring
! call-home DEMEIEE T A —/L T KL ZA sch-smart-licensing@cisco.com & L TEREINTWBHBA
! Cisco Smart License Portal TRE SN/ E FA—/NLT FL XX, SCH
BHNEZEET DD DEREEFA—NT FLRELTHEAShET,
contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"
active
destination transport-method http
no destination transport-method email
1

ip domain name cisco.com
!
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login on-success log
1
subscriber templating
!
parameter-map type webauth global
virtual-ip ipv4 1.1.1.6
1
flow exporter wireless-local-exporter
1
flow monitor wireless-avc-basic
exporter wireless-local-exporter
cache timeout active 60
record wireless avc basic
!
no device-tracking logging theft access-
session mac-move deny multilink
bundle-name authenticated
!
crypto pki trustpoint TP-self-signed-3110682001
enrollment selfsigned
subject-name cn=I10S-Self-Signed-Certificate-3110682001
revocation-check none
rsakeypair TP-self-signed-3110682001
1
crypto pki trustpoint SLA-TrustPoint
enrollment pkes12
revocation-check crl
!
crypto pKki certificate chain TP-self-signed-3110682001
certificate self-signed 01
30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33313130 36383230 3031301E 170D3139 30373130 30343236
35375A17 0D333030 31303130 30303030 305A3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D33 31313036
38323030 31308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
0A028201 0100B74F D6AODESD DFB2CDD2 5196AAB1 86C8BD48 3AAAF455 C4E7D559
41A10FE1 87EC742C C5014113 9A0FDS3A F490EA64 DF68A513 AA6900C4 810A9FED
870309EA 781EB999 882F7374 EC79D592 DEC6C126 ASFB5666 905C24D8 B2064CD4
66823D6E 7TE9A07F3 B043D632 EEDF4CAF D306C303 843493AA F44126E3 A07DE905
6B6CSBSE CSE6CI9E6 45D79F62 B813FF8C B44FA7AC AEDBSA9E 55B75096 E4E76BC3
D5B90900 1A0C7CD0 910B6C63 920E9666 39EC3702 387757F1 C26F0BBS 89D4733D FED71CF4
33002C77 0F721B21 5578C850 590BC846 7CB79469 ASICEBAS 96EA8672 DDB82A44 69EEDA13
DDS3B0OFA 3221A839 SF985C86 F2C57B78 8E6608B6 18A346D2 035D3B68 26BF0203 010001A3
53305130 0F060355 1D130101 FF040530 030101FF
301F0603 551D2304 18301680 141B4651 019EOAEC S8E64EB65 COE023ED 60F6062C
0F301D06 03551DOE 04160414 1B465101 9EOAECSE 64EB65C0 E023ED60 F6062COF
300D0609 2A864886 F70D0101 05050003 82010100 3319F2A7 3E88539F 85C08F28
67553F93 408DCCC6 EFE2704E C142766C SFFEOE97 0OAFDEOEA 816CB4E2 60FFBC26
6E411C57 3F1AB3F8 2F1E9959 AED26C86 2C0B059D B692C72C B5859A15 999916F8
699587DC 94409E7C FF685698 2FBIACEC 9315F1AA 357E3877 7TAE1E37C FSCD7E46
EB3ADC44 3F22A9E(0 EA35E6BS8 E5508721 0E8754A1 6A6E3A6A C7TFDSE64 6C3C722C
F90919C9 DE675ESC 301FF83A 0593ACE6 4A469209 CAAECS3F 5102FDD3 AE378090 46282E00
BCF65EB7 4C257EFD 57986F82 B6DD8336 CEA82E27 63B4C6CS F92945E8
2AFE9A95 2AD21793 S0FF7987 F4A79079 6FE92AES 66DFC8BS 14021984 0B1E3F6E
45D57889 B04883C5 114D79AD FBB2CAFF S87ECFID
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quit

crypto pki certificate chain SLA-TrustPoint certificate

ca 01
30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
82010A02 82010100 A6BCBDY96 131E05F7 145EA72C 2CD686E6 17222EA1 F1IEFF64D CBB4C798
212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520 1C394D78 462EF239
C659F715 B98C0AS9 SBBBSCBD 0CFEBEA3 700A8BF7 DSF256EE
4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDCSF EA2956AC
7390A3EB 2B5436AD C847A2C5 DABSS3EB 69A9A535 S8E9F3E3 COBD23CF 58BD7188
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BCS8EO0F 539BA42B 42C68BB7
C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 SD5DSFBS 8F27D191
C55F0D76 61F9A4CD 3D992327 ASBB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551DOF 0101FF04 04030201
06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
4B3D31E5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
03820101 00507F24 D3932A66 86025D9F ES838AESC 6D4DF6B0 49631C78 240DA905
604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3DSB
D98987BF E40CBDYE 1AECAO0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66AS8
467A3DF4 4D565700 6ADFOFOD CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
7CATB7E6 C1AF74F6 152E99B7 B1FCFIBB E973DE7F SBDDEB86 C71E3B49 1765308B
S5FBODA06 B92AFE7F 494E8A9E 07B85737 F3ASSBE1 1A48A229 C37C1E69 39F08678
80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
D697DF7F 28

quit

!

license udi pid C9800-40-K9 sn TTM231803A3

memory free low-watermark processor 375973

1

service-template webauth-global-inactive

inactivity-timer 3600

service-template DEFAULT LINKSEC_POLICY_MUST_SECURE

linksec policy must-secure

service-template DEFAULT LINKSEC POLICY_SHOULD SECURE

linksec policy should-secure

service-template DEFAULT CRITICAL VOICE TEMPLATE

service-template DEFAULT CRITICAL DATA TEMPLATE

diagnostic bootup level minimal

1

username <REMOVED> privilege 15 password 7<REMOVED>

1

redundancy

mode sso

!

vlan internal allocation policy ascending

1

class-map match-any AVC-Reanchor-Class

match protocol cisco-jabber-audio

match protocol cisco-jabber-video

match protocol webex-media match

protocol webex-app-sharing
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match protocol webex-control

match protocol webex-meeting

match protocol wifi-calling

!
interface Port-channel3 switchport

trunk native vlan 310

switchport trunk allowed vlan 310,400,500
1

interface TenGigabitEthernet0/0/0
switchport trunk native vlan 310 switchport
trunk allowed vlan 310,400,500 switchport
mode trunk
no negotiation auto
channel-group 3 mode activelsty!
1
interface TenGigabitEthernet(/0/1
switchport trunk native vlan 310 switchport
trunk allowed vlan 310,400,500 switchport
mode trunk
no negotiation auto
channel-group 3 mode activelsk,
1
interface TenGigabitEthernet0/0/2
switchport trunk native vlan 310 switchport
trunk allowed vlan 310,400,500 switchport
mode trunk
no negotiation auto
channel-group 3 mode activesty,
1
interface TenGigabitEthernet0/0/3
switchport trunk native vlan 310 switchport
trunk allowed vlan 310,400,500 switchport
mode trunk
no negotiation auto
channel-group 3 mode activesy
1
interface GigabitEthernet(
vrf forwarding Mgmt-intf
ip address 10.201.81.25 255.255.255.240
negotiation auto
no cdp enable
1
interface Vlanl
no ip address
shutdown
1
interface Vlan310
description Management
1P
ip address 10.201.81.9 255.255.255.240
1
interface Vlan400
description Data
ip address 10.201.82.14 255.255.255.0
ip helper-address 72.163.42.112

ip helper-address 173.37.137.70
1
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interface Vlan500

description Data

ip address 10.201.83.14 255.255.255.0
ip helper-address 72.163.42.112

ip helper-address 173.37.137.70

!

ip default-gateway 10.201.81.1 ip
forward-protocol nd

1

ip http server

ip http authentication local

ip http secure-server

ip tftp source-interface GigabitEthernet0 ip
tftp blocksize 8192

ip route 0.0.0.0 0.0.0.0 10.201.81.1

1

radius-server attribute wireless accounting mac-delimiter hyphen radius-
server attribute wireless accounting call-station-id macaddress radius-
server attribute wireless accounting callStationldCase lower radius-
server attribute wireless authentication callStationldCase lower radius-
server attribute wireless authentication mac-delimiter hyphen
radius-server attribute wireless authentication call-station-id ap-macaddress-ssid
radius-server load-balance method least-outstanding
!
radius server RADIUS SERVER DAYO0 1
address ipv4 10.42.136.30 auth-port 1812 acct-port 1813
key 7<REMOVED>
!
radius server RADIUS SERVER DAY( 2
address ipv4 10.42.3.31 auth-port 1812 acct-port 1813
key 7<REMOVED>
!
control-plane
1
line con 0
exec-timeout 60 0
stopbits 1
line aux 0
stopbits 1
line vty 0 4
transport input ssh
line vty 5 15
transport input ssh
!
ntp server 10.81.254.202
ntp server 10.115.162.212
!
wireless mobility group member mac-address 6¢31.0e7b.b8eb ip 10.201.81.10 public-ip 10.201.81.10 group CTG-
VoWLAN3
wireless mobility group name CTG-VoWLAN3
wireless mobility mac-address 706d.153d.b50b wireless
aaa policy default-aaa-policy
wireless cts-sxp profile default-sxp-profile
wireless management interface Vlan310
wireless profile airtime-fairness default-atf-policy 0
wireless profile flex default-flex-profile
description "default flex profile"
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wireless profile mesh default-mesh-profile
description "default mesh profile" wireless
profile policy Data

ipv4 flow monitor wireless-avc-basic input

ipv4 flow monitor wireless-avc-basic output
service-policy input silver-up

service-policy output silver

session-timeout 86400

vlan VLAN0400

no shutdown
wireless profile policy Voice

ipv4 flow monitor wireless-avc-basic input

ipv4 flow monitor wireless-avc-basic output
service-policy input platinum-up

service-policy output platinum

session-timeout 86400

vlan VLANO0500

no shutdown
wireless profile policy default-policy-profile description
""default policy profile"

vlan default
wireless tag site default-site-tag

description "default site tag" wireless

tag policy default-policy-tag

description "default policy-tag" wlan
Data policy Data

wlan Voice policy Voice
wireless tag rf default-rf-tag

description "default RF tag"
wireless rf-network RCDN6-VoWLAN3
wireless security dotlx eapol-key retries 4
wireless security dotlx eapol-key timeout 400

no wireless security dotlx max-login-ignore-identity-response
wireless fabric control-plane default-control-plane
wireless media-stream multicast-direct
wireless multicast
wlan Data 2 data

band-select

ccx aironet-iesupport

load-balance

security dotlx authentication-list authentication_dotlx day0 no
shutdown
wlan Voice 1 voice

no assisted-roaming neighbor-list no
bss-transition

ccx aironet-iesupport channel-

scan defer-priority 4 dtim

dot11 24ghz 2

dtim dot11 Sghz 2

media-stream multicast-direct

radio dotl1a

security ft

security wpa akm ft dotlx

security dotlx authentication-list authentication dotlx_ day(
wmm require

no shutdown

ap dot11 24ghz rf-profile Low_Client Density_rf 24gh
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coverage data rssi threshold -90

coverage level 2

coverage voice rssi threshold -90

description "pre configured Low Client Density rfprofile for 2.4gh radio"
high-density rx-sop threshold low

tx-power v1 threshold -65

ap dot11 24ghz rf-profile High_Client_Density rf 24gh
description "pre configured High Client Density rfprofile for 2.4gh radio"
high-density rx-sop threshold medium

rate RATE_11M disable rate

RATE_12M mandatory rate

RATE_1M disable

rate RATE_2M disable

rate RATE 5 SM disable

rate RATE_6M disable tx-

power min 7

no shutdown

ap dot11 24ghz rf-profile Typical_Client Density_rf 24gh
description "pre configured Typical Client Density rfprofile for 2.4gh radio' rate
RATE _11M disable

rate RATE_12M mandatory rate

RATE_1M disable

rate RATE 2M disable

rate RATE 5 SM disable

rate RATE_6M disable no

shutdown

ap dotl1 24ghz media-stream multicast-direct ap

dot11 24ghz media-stream video-redirect

no ap dotl1 24ghz cac voice tspec-inactivity-timeout

ap dotl1 24ghz cac voice tspec-inactivity-timeout ignore
ap dotl1 24ghz cac voice acm

ap dotl1 24ghz edca-parameters optimized-video-voice ap
dot11 24ghz exp-bwreq

ap dot11 24ghz tsm

ap dot11 24ghz rrm txpower max 14

ap dot11 24ghz rrm txpower min 5

ap dot11 24ghz rate RATE_11M disable

ap dot11 24ghz rate RATE 12M mandatory

ap dotl1 24ghz rate RATE_1M disable

ap dotl1 24ghz rate RATE 2M disable ap

dotl1 24ghz rate RATE 5 5M disable ap

dotl1 24ghz rate RATE_6M disable ap

dot11 24ghz rate RATE_9M disable

ap dotl1 5ghz rf-profile Low_Client Density rf 5gh
coverage data rssi threshold -90

coverage level 2

coverage voice rssi threshold -90

description "pre configured Low Client Density rfprofile for Sgh radio"
high-density rx-sop threshold low

tx-power v1 threshold -60

no shutdown

ap dot11 Sghz rf-profile High Client_Density rf Sgh
description "pre configured High Client Density rfprofile for 5gh radio"
high-density rx-sop threshold medium

rate RATE_6M disable

rate RATE 9M disable
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tx-power min 7

tx-power v1 threshold -65

no shutdown

ap dotl1 Sghz rf-profile Typical Client Density rf 5gh
description "pre configured Typical Density rfprofile for Sgh radio"
no shutdown

ap dotl1 Sghz media-stream multicast-direct ap

dotl1 5ghz media-stream video-redirect

no ap dotl1 Sghz cac voice tspec-inactivity-timeout

ap dotl1 5ghz cac voice tspec-inactivity-timeout ignore ap
dot11 Sghz cac voice acm

ap dotl1 5ghz exp-bwreq

ap dotl1 5ghz tsm

ap dotl1 5ghz edca-parameters optimized-video-voice ap
dot11 5ghz channelswitch quiet

ap dotl11 S5ghz rrm channel dca chan-width 40

ap dotl1 5ghz rrm channel dca remove 116 ap

dot11 Sghz rrm channel dca remove 120 ap

dot11 Sghz rrm channel dca remove 124 ap

dot11 5ghz rrm channel dca remove 128 ap

dot11 Sghz rrm channel dca remove 144 ap

dot11 Sghz rrm txpower max 17

ap dotl1 5ghz rrm txpower min 11

ap dotl1 5ghz rate RATE_24M supported ap

dotl1 Sghz rate RATE_6M disable

ap dotl1 5ghz rate RATE_9M disable ap

country US

ap lag support

ap tag-source-priority 2 source filter

ap tag-source-priority 3 source ap ap

profile default-ap-profile

capwap backup primary RCDN6-21A-WLCS5 10.201.81.9
capwap backup secondary RCDN6-22A-WLC6 10.201.81.10
description "default ap profile"

hyperlocation ble-beacon 0

hyperlocation ble-beacon 1

hyperlocation ble-beacon 2

hyperlocation ble-beacon 3

hyperlocation ble-beacon 4

hyperlocation

lag

mgmtuser username <REMOVED> password 0 <REMOVED> secret ) <REMOVED>
ntp ip 10.115.162.212

ssh

end

Cisco Mobility Express 33 X O Lightweight 7 7 Z AKRA b

Cisco Mobility Express 35 & UF Lightweight 7 7 B AR A > &R IET H & &1L, IROTA RIA 2L T EE 0,
e [802.11r (FT) | & [CCKM] 23ZHE LTI S LTV RN Z & AR L £
e [Quality of Service (QoS) ]% ['ZF 7 (Platinum) JIZERE L £,

o [802.11k] 7° [#%h (Disabled) | (272> TWAHZ & AR L ET
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o [802.11v] 7% [#EZh (Disabled) (272> TW5 2 & &l LE T

o [P2P (BT7Y—VE7) 7uvXx T 773 (P2P (Peerto Peer) Blocking Action) | % #E2hiZ L ¥

o [V T4 7 bOHIGEI (Client Band Select) ] % [#%) (Disabled) JIZi%E L £,

o [/T7A4 T v hra—RKNF2 7 (Client Load Balancing) | % [#£%) (Disabled) | IZFREL £ 7,

o YEIJSUT[FT—#L— | (DataRates) | ZfZELET,

o WME|ZJLEU T [RF&EL (RF Optimization) | Z4&Ak L £ 3

o [FNFT7 47 %A (TrafficType) | % [ & T —4 (Voice and Data) | |Z5%/E L £

e CleanAir 77 / B U —%## L7=Cisco -7 7 A RA v F&2MH L TV 55A1E. [CleanAir] ZHZhZ L E 7,
. YIS T [RAFEYR FFA L2k (Multicast Direct) | %k U+

ayvbhba—JORE

[ Fr—F (Controller) | #E% & Te Xk 512, 1 DLLED Mobility Express #fiin7 7 & ARA > v D
[EHEE— K (Operating Mode) | Zf%E L EJ, LEIZH U T [AP4 (AP Name) | & [IP 3% & (IP settings) |
RER L ET,

AP1850-1(Active Controller)

General  Controller  Radio 1 (2.4 GHz)  Radio 2 (SGH2)  802.11u

ac | S8edi8081b7E

el | AIR-AP1B5ILAKS

IP Configuration Obtain from DH... v

1P Address | 1000100

255.955.955:0.

ateway | 1000

e AP1850-1

defauit location

MG E T, Cisco VA ¥ LU ALAN 22 hr—F 0 [ AT 54 (System Name) | & [IP % (IP settings) ]
HER L E T,
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AP1850-1(Active Gontroller)

802.11 X v hU—7 DRE

Cisco RoomOS Series (. 5 GHz #i0H COEMELZHEIE L 4, ZHOF v o NV EMEHATE 5 9 2. 24GHz
HIIE ETUNREL RN TT,

5GHz 2+ 5541%. [5.0 GHzE# 3, (5.0 GHzBand) | 7% [H%) (Enabled) 1272 > CWA Z & ZHER L £,

WZH (FEAR) L—RELTI2Mbps &, HA— bxt% ((EE) L— k& LT 18 Mbps
UbZaZhZhRETDHI 2B LET, 72720, BBk > Tk, 6 Mbps
EWE (EAR) L—RELTHEMCTORERH Y £7,

2.4 GHz #1042 85801%. 2.4 GHzEHS (2.4 GHzBand) |78 [B%) (Enabled) |12/ > TWA Z & 2R L E7,

U A% LA LAN (2895 802.11b DHD 7 T A T v RIS WA, W (BEAR) L—hELTI2

Mbps, HA— hkt5 () L—RELTI8Mbps ARETHZ EZBEIOLET, 2L, BEIZCE-TIE, 6
Mbps Z M ZH (FEAR) L—hE LTHMNCTHHERH Y £3,

802.11b 7 74 7> M BFHET DAL, #H (EAK) L—hE LTI

Mbps, Y7R— Ff4 ((EE) L— b & LTI12Mbps UL B2 ZNZENRET HLENH Y £,

5 GHz
PHERHT AT, 2HOF ¥ RN EAX Y T ATDICRET AT 7B ZARA » MR OBERLE D 7] GEME & [A1hE
THEDICT v o FNVOEEFHIRTEEST (B : 12F v RALDH)

Cisco 802.11n 77 v A iRA > F&fEH L TV A HE1% 5 GHz F ¥ /L DIiE % 20 MHz % 7213 40 MHz
LU THERR TX | Cisco802.11ac £7-1% 802.11ax 7 7 & A RA v & L TWAEASITTF ¥ XL DOIE% 20
MHz. 40 MHz., £7-1Z80MHz & L THipk T& £,

TRTCOT 7 EBARA L FTRIUTF ¥ RUREFHT 5 Z a2ttt £9,
24GHz #3284, DCA YA NTIEF ¥R/ 1, 6, BEO1N ZHEFHICLET,

CleanAir 7 7 / 1 ¥ — %48 L7=Cisco DT 7 B AR A > b &l L TEFO T2 T 2354 1%, [CleanAir
it (CleanAir detection) ] % [£%) (Enabled) | IZT24ERHY £,
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& Monitoring Advanced RF Parameters

2.4 GHz Band
£ Wireless Settings
5.0 GHz Band

.8 Management

Automatic Flexible Radio Assignment
# Services

KA

2.4 GHz Optimized Roaming

Advanced 5 GHz Optimized Roaming

~AEIIT Event Driven RRM

8 Logging
il RF Optimi

CleanAir detection

5.0 GHz Channel Width
il RF Profiles

# Controller Tools
2.4 GHz Data Rates
& Security Settings

CMX

5.0 GHz Data Rates

Select DCA Channels

RF & b

40 MHz v

Lower Density Higher Density

2856 9 112 & 2 ® 48 £

802.11b devices not supported

Lower Density Higher Density

6 9 12 8 x ® L]

Some legacy devices not supported

2.4 GHz [ 2 8 4 5 7 8 9 10
5.0 GHz [ 100 104
108 12 16 120 24 128 32 136 140 144

At least one Channel Number should be selected

F v R EREBIRELEHT 51213, [RFEE{E (RF Optimization) |
EAMNCTHZEEaBEIOLET, [FTFT 7492 ZAS (Traffic Type) | %

FEFE LT —# (Voice and Data) | IZiRE L FT,

thah
o e 'clls'clca' Cisco Aironet 1850 Series Mobility Express
@ Monitoring

£+ Wireless Settings

RF OPTIMIZATION

B Management

#~ Services Enabled
& Advanced
+ SNMP
RF Optimization = Enabled
B Logging
d BF Client Density —————l
e Low Typical

il RF Profiles Traffic Type | Voice and Data

# Controller Tools

] Security Settings

CMX

542 JE8 P Ecs 2 s U C 5 GHz £ 7213 2.4 GHz

High

@ © ©

WCF v RNVBLOEEBIE2FATIvZIZEVYLTEND LI, HEDT 71 A
KAV FOREE 70— VRELY bEHLSEDLZENTETET,

ZOMDT 72 RRA b BENE D 4 TH AL #HFRIIC

MeTEET,
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ZOBGEF, =Y T NICEHU R THRFET DEBICBE T,

Cisco802.1In 77 B R RA » b &2 L CWA5E1X 5 GHz T v RV DR % 20 MHz F 7213 40 MHz
E LU THERR TX . Cisco802.11ac £7-13802.11ax 7 7 B A RA ¥ FEMHH L TWAEAIZTF ¥ RI/LDIE A 20
MHz, 40 MHz, F£7-1Z80MHz & L THipk TX £,
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Fx¥ XNV RT 4 7L, SCGHz ZHAT 2HAICORERATHZ L2 BEID L ET,
TRTCOT VB ARA L P TRICTF ¥ RNMEEFEHAT D Z L2 HLEL £,

) Monitoring

=]

Wireless Settings

afral.
e cisco Cisco Aironet 1850 Series Mobility Express

N WLANS ACCESS POINTS ADMINISTRATION

& Access Points

Groups
Q Search Global AP Configuration Convertto ME X2 Convert to CAPWAP G
& WLAN Users
-  Primary Controlier D Primary Controlier and Preferred Master {3 Preferred Master
& Guest WLANs
DHCP Server Refresh
¥ Mesh Mana... | Type Locatlon Name IP Address AP Mac Up Time AP Model
@ O Uy wecaavle  detautiocation AP1850-1 10.0.0.100 SBrec:18:c8:10:78 0days, 14n 3T m 44 s AIR-AP1B521-A-K3
Management o
. )
X @ O O caewar  detauttiocation AP1850-2 10.00.101 am:ect 18:00:28:40 0 days, 14087 m 44 AIR-AP18521-B-K8
Services -

Advanced

AP1850-1(Active Controller)

General  Controller  Radio 1 (2.4 GHz)  Radio 2 (5GHz) ~ 802.11u

Admin Mode

Ghannel

Ghannel Width

Transmit Power

AP1850-1(Active Controller)

Enabled
2.4 GHz
802.11b/g/n

Automatic

Automatic

& &=

General  Controller  Radio 1(2.4 GHz)  Radio 2 (5GHz)  802.11u

Admin Mode | Enabled

5GHz

Channel  Automatic

Channel Width

802.11a/n/ac

Transmit Power  Automatic

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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AP1850-2

| Radio 1 (2.4 GHz) Radio 2 (5GHz)  802.11u

Admin Mode Enabled v
2.4 GHz
Channel v
Automatic 802.11b/g/n
Channel Width 1 v

Transmit Power Automatic

AP1850-2

General  Radio 1 (2.4 GHz) Radio 2 (5GHz)  802.11u

Admin Mode Enabled v
_ 5GHz
Channel | Automatic v | 802.11a/n/ac
Channel Width -

Transmit Power Automatic

WLAN D% E

Cisco RoomOS Series (ZIZfERID SSID {452 L 2RBEH L £,

7277 L . FEXG Cisco Wireless LAN = KR A > h &2 YR — b5 X HICERTEINT-EEED SSID
NH LA, £D WLAN 2fb v I & £9,

Cisco RoomOS Series T 95 SSID 1. %ED 802.11 MR X A 1O AHEAT 2 XL H Ik TcE 4 (5GHz
DIHIRE)

Cisco RoomOS Series I%. 5 GHz HkDO A TOEBWELZHELRE L 3, ZHOF v o NV EMHTE 59 2. 24GHz
HIRIZ ETUNREL RN TT,

R L 7= SSID 23> LAN

WA SN TW W E2ER LTI, HHINTWAEET, FHCR R X2 T«
BATHERHL TWAESIT. BEOBAFEE-IZe— I v VHRICEENRATHAREELRH Y 97,
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Add new WLAN/RLAN

General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping ~ Advanced ~ 802.11u  Hotspot2.0  Scheduling

WLANID 1
Type  WLAN
Profile Name *  voice

SSID * | voice

WLANs with same SSID can bs configursd, unless layer-2 security settings are different.

Admin State Enabled v

Radio Policy 5 GHz only L]

Broadcast SSI ()

Local Profiling | (7]

802.1x £/2IXPSK D EL L ZHT 2SS LT, [BF =2 YT 4 FA47 (Security Type) | % [WPA2Enterprise] ¥ 721
[73%—=>2F/ (Personal) | IZi%TL £,

Add new WLAN/RLAN

General  WLAN Security ~ VLAN & Firewall  Traffic Shaping ~ Advanced  802.11u  Hotspot2.0  Scheduling

Guest Network
Captive Network Assistant
MAG Filtering
Security Type  WPA2Enterprise
Authentication Server External Radius

Radius Profiling (2}

BYOD

RADIUS Server

Authentication Caching

Add RADIUS Authentication Server

State Server IP Address

% Enabled 10.0.0.20

Add RADIUS Accounting Server

State Server IP Address

X Enabled 10.0.0.20
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Add new WLAN/RLAN

General  WLAN Security ~ VLAN & Firewall  Traffic Shaping ~ Advanced ~ 802.11u  Hotspot2.0  Scheduling

Guest Network (7]
Captive Network Assistant 7
MAC Filtering

Security Type  Personal

WPA2 (} WPA3

AutoConfig iPSK o
Passphrase Format | ASCIl
Passphrase *
Confirm Passphrase *

() Show Passphrase

[Z7 547 bHEEIEZER (Client Band Select) | & [Z7 A7~ b
2— N XZ 237 (Client Load Balancing) |

MWD >TND Z & &R LET, 80211k, 802.11r, BLW
802.11v I AR—hENTWeWnd, BT 20ERH Y £,

Add new WLAN/RLAN

General  WLAN S=cuwrity  VLAN & Firewell  Traffic Shaping  Advanced  802.11u  Hotspot20

Schaduling

Allow AAA Override

Maximum Allowsd Cllants  UnimitediDetault;
Maximum Allowed Clients Per AP Radic 200
80211k | Disabled
BO211r  [Disnbled

B02.11v  Disabled

COKM | [}

Client Band Seleot
Client Load Balancing
Umbrella Profile  Mone

Umbrelia Made | Ignors

RADIUS FEEY—N—B I OT I 7 b Y—"—F, WLAN L-~UL T LIZREL T, Za— VY R b FEXTEET,
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Add new WLAN/RLAN

General  WLAN Security  VLAN & Firewall  Traffic Shaping ~ Advanced ~ 802.11u  Hotspot2.0  Scheduling

Guest Network

Captive Network Assistant

MAC Filtering

Security Type

Authentication Server

Radius Profiling

WPA2Enterprise

External Radius

2]

BYOD

RADIUS Server

Authentication Gaching

Add RADIUS Authentication Server

state

Server IP Address

R Enabled

Add RADIUS Accounting Server

state

10.0.0.20

Server IP Address

®  Enabled

Monitoring

Wireless Settings ADMIN ACCOUNTS
Management

© Access m 1

-

© Time

Management User Priority Order
¥ Software Update

10.0.0.20

Nmm
9 cisco Cisco Aironet 1850 Series Mobility Express

Local Admin Accounts  TACACS+ RADIUS  Auth Cached Users

Q A © B

1l
[}

Services Authentication Gall Station ID Type | AP MAC Address:SSID -
Advanced Authentication MAC Delimiter | Hyphen v
Accounting Call Station ID Type | IP Address v
Accounting MAC Delimiter | Hyphen v
Fallback Mode  Passive »
Username  ESGISEE=probe
Interval 300 Seconds
AP Events Accounting
@ Monitorin g Add RADIUS Authentication Server
: : Action Server Index Network User Management state Server IP Address Shared Key Port
Wireless Settings
@ % 1 g (@ 10.0.0.20 1812
3 ) .
Management B -
© Access
O Time
¥ sott it Add RADIUS Accounting Server
oftware Update
C s Action Server Index Network User Management State Server IP Address Shared Key Port
# Services —
@ x 1 - 10.0.0.20 1813

<

Advanced

VEZIS T C, WLAN @ [ R4 7 4 7VLANID (Native VLANID) | &

[VLANID] 4 L 9, [ET7Y—¥77r > (Peer to Peer
Block) | RN/ > TWWDH Z & BER L ET,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

174



Add new WLAN/RLAN

General  WLAN Security ~ VLAN & Firewall  Traffic Shaping  Advanced  802.11u  Hotspoi2.0  Scheduling

Client IP Management Network(Defaulf)
Peer to Peer Block
Native VLAN ID
Use VLAN Tagging  Yes
DHCP Scope VLANID* 3

No DHCP Scope associated with VLAN 1D

Enable Firewall No

VLAN ACL Map

Add New VLAN

VLAN Name VLAN Id

data

VLAN and Firswall configuration apply to all
WLANs and RLANs configurad with same VLAN

[QoS] IZ [FTFFF (FFF) (Platinum (Voice) ) | MBININTWDZ & 2R LET,

Add new WLAN/RLAN

General  WLAN Security ~ VLAN & Firewall  Traffic Shaping  Advanced  B02.11u  Hotspot2.0  Scheduling

Qos | Platinum (Voice) v 0

-time bandwidth limit should be atieast Average bandwidth limit
Rate limits per client
Average downstream bandwidth limit (2]
Average real-time downstream bandwidth 2]
limit
Average upstream bandwidth limit (2]

Average real-time upstream bandwidth limit

Rate limits per BSSID

Average downstream bandwidth limit
Average real-time downstream bandwidth
limit

Average upstream bandwidth limit

Average real-time upstream bandwidth limit

Fastlane | Disabled v
Enabling Fastiane will update QoS value to platinum.

Application Visibility Contrel | Enabled v

AVC Profile  voice

Add Rule

S...  Application Action Average Rate Burst Rate

MBS U, [BFAENDE KT 747 2 b (Maximum Allowed Clients) | & [AP
MRS LI ESND R AR T4 7~ M (Maximum Allowed Clients Per AP Radio) | #i% € CX 77,
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Add new WLAN/RLAN

ty  VLAN & Firewall  Traffic Shaping  Advanced  802.11u  Hotspot2.0

Allow AAA Override

Mazximum Allowed Clisnts | Unimited(Defaul
Maximum Allowed Clients Per AP Radio 200
80211k | Disabled
802.11r | Enabled
80241y Disabled
cckm ) ©
Client Band Select [ ||

Client Load Balancing (| )
Umbrella Profile | None

Umbrella Mode  Ignore

umbreila pieP overrice ()

mONS )

mDNS Profile  None

Multicast 1P| 230.1.1.1

Mutticast pirect (1 ) @

AP ) —F

AP 7 —713. ANTTH WLAN, v~ v BV T T AURERHLA v F—T =4 ZADIFH, AP
TN—TFIZE B TCHNTET 7 ARA Y NMIEHRAT 205N H S RF

T T ANNRTA—=HEIRETHT-DIERTEE T,

Add new group

NAS-ID
Venue Group  UNSPECIFIED

Venue Type UNSPECIFIED

AddNew Verue | @

Language

[WLAN (WLANs) | # 7 TC. %% WLAN &, v v b7 FThH (407 —T7 o4 Z%2RR LT, BN (Add) |
R L FET,
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Add new WLAN/RLAN

[7 27 ERKRA 2+ (Access Points) |
BTT, RRT 7 R-ARA L NEEIRL T, [#EH (Apply) |
PEINLET, TO%, BIRLET 78R RNA 2 FOAFHEREILET,
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s Points  RF Profile  Ports  Intelligent Gapture

[RF 7’17 7 A )V (RF Profile) | % 7 T, ®RD [2.4GHz] £7-1% [SGHz] 7’1 7 7 A V&I LT, @A (Apply) |
ERIRLUET,

s Points  RF Profils  Ports Intslligent Captura

RFa77A )

RF 707 7 A VEER L, 778 RARAL L SOOI A—TMERTHMEND D EEEE, 5 —4% L— F, RRM
AXER EHFRETE £9, Cisco RoomOS Series T35 SSID 1% 5 GHz #ERICOAMEHT 5 Z L 2 HELEL £,
YEEX L7 RF 72 7 7 A )LiZ, AP ZL—F @A S E 4,

RF 707 7 A VaAERT 286, [RF 717 74 /4 (RF Profile Name) | &
[fEARR Y > — (Radio Policy) | Z# EHRTHXLENH Y £7, [HHEAY > — (Radio
Policy) ]2 [SGHz] F721% [2.4GHz] 3R L £7°,

PDEIZR T T, BRI DRKZ 747> b (Maximum clients per
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radio) |. [V/VFF¥ R FTF—#% L — b (Multicast Data Rates) |. 3L O [Rx
Sop®» L ZVME (Rx Sop Threshold) | %5 E CT& £79, [RxSop ® LEVME (Rx Sop Threshold) |
WZIX7 740 ME ((BE) (Auto) 1) ZEHTHZ L Z2HERLET,
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Add RF Profile

| 80211 RAM  Client Distribution

RF profile name  express-1
RF profile description
Band  5GHz
Maximum clients per radio 200
Rx SOP Threshold | Auto

Multicast datarates Auto

[802.11] ¥ 7T, MEIJSLTCT—H L —hERELET,

[#Z1 (Mandatory) ] & LT 12Mbps &, [V — h#H A (Supported) ] & LT 18 Mbps
UbLZzENTHZ 2B LET, LR LRI > TE, % (EAR) L— & LT 6Mbps
EHINCT HMENECET,

Add RF Profile

[RRM] % 7' TliX, [F% »R/VIE (Channel Width) | #%/E & [DCA % > %/ (DCA Channels) | Z# CT& £,

Add RF Profile

| 802.11 RRM  Client Distribution

Channel Width 40 MHz.

Select DCA Channels  Select All [ 36 40 44 43 52 56 60 64 100 104 108
112 116 120 124 128 132 136 140 144 140 153
157 161 165

Some of the channels are not allowed to configure as they are not
enabled. These channels can be enabled in RF Optimization screen.

t one Channel Number should be selected

VP ALANSENITA 180




2 NVFXY AN XL LT B

(AT 47 A MY —A (Media Stream) |

RET, [Fr—23=NFFx R K (Global Multicast) | &
[V TFF¥ R MFA VL7 b (Multicast Direct) |
EAEMCLET, KIZ, AN —LE2HELET,

afraln
e cisco Cisco Aironet 1850 Series Mobility Express
&® Monitoring

£ Wireless Settings

Media Stream Settings

B Management .

& services
L
Us Global Multicast {-)
U mDNS )
Mutticast Direct @« (2}
& Network Assurance
Session Announcement State
& Webhook

& |ntelligent Capture Session Announcement URL URL
& Umbrella Session Announcement Email | Email

< Advanced Session Announcement Phone | Phone

Note

Session Announcement Note

Add New Stream

Action Stream Name. Start IP Address End IP Address

x 10.0.0.40 230.1.1.40 230.1.1.40

[AT 47 A MY —2A (Media Stream) |i%/ET[v/LFF+¥ A MF¥A L7k (Multicast Directture) | ZHNZT D &

WLAN RED [FHARE (Advanced) | ¥ 72 [TV FF ¥ A MF A L7 b (Multicast Directture) |
EEINCTAF TS a vinERENET,

Add new WLAN/RLAN

ewall  Traffic Shaping  Ad) d  802.11u  Hotspot2.0

Allow AAA Override
Maximum Allowed Clients  Uniimited(Defaut)

Maximum Allowed Clients Per AP Radio

80211k D

802.11r | Enable

802.41v | Di:
ceKkm
Glient Band Select
Client Load Balancing

Umbrella Profile | None

Umbrella Mode  [gnore.

umbreila pHeP override ()

mDNS

mDNS Profile  None

Multicast 1P| 230.1.1.1

Matticast birect (1) @
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Cisco Autonomous (Bf) 727&X RA b

Cisco Autonomous 7 7 B A RA » MR ET H L EIE, ROTA RTA4 AL TIIZEN,
o [802.11r (FT) | & [CCKM] ALZHE L TR SN TV RN L 2R LET
o [802.11K] 7 [#&%h (Disabled) (272> TW\5HZ L afMERLET
o [802.11v] 7% [#E%h (Disabled) | (272> TW5 Z & 2B L £9°
o MVEIILULT[T—#L—FF (DataRates) ] ZiRE LT,
e [Quality of Service (QoS) | ZiXE L £,
e [WMMA Y v— (WMM Policy) | & [#ZH (Required) ]ICERELET
o [AironethZiEHEEE (Aironet Extensions) |73 [A%) (Enabled) [IZ725>CW\WAZ L &R L ET,
e [Public Secure Packet Forwarding (PSPF) | % #2012 L &7,
e [IGMPAX—E' 7 (IGMP Snooping) | % [H7%) (Enabled) JIZF%ELET,

80211 Xy U —7 OFRFE

Cisco RoomOS Series |X, 5 GHz #k DO A TOEEAZ MR L 5, ZHOTF v o xVEHHTES 9 2, 24GHz
HIIZ ETUNREL RN TT,

5GHz 3 2541%, 802.11am/ac F v NV —2 DAT—% A [F%h (Enabled) ]
\—lﬂﬁéﬂ(b\é &%Eﬁmu Li?

Sawe Configuration  Ping Logout Refresh

CISCO HOME NETWORK  ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

NETWORK

Hestname ap-1 ap-1 uptime is 1 day, 4 hours, 51 minutes

¥ NETWORK MAP

Summary
Adjacent Nodes

NETWORK
INTERFACE

Summary

IP Address
GigabitEthernet0
Radio0-802.11N 2.4GHz
Radiol1-802.11AC 5GHz

W (FEAR) L—hELTI2Mbps &, HaR— bxt5 ((EE) L— k& LT 18 Mbps
PlEEzZENENEET L EaBE#IO LET, 272 L, REEICK > TIX, 6 Mbps
VA (EAR) L—hELTHEMNCTZRERDHY £,
5 GHz
EHATIHAIE. 2HROF v o RN E AT Y T EEDICRET DT 7 ARA o MR O BRLE D A HEM: % [H] 5k
THEDIZT ¥ o FNVOEEFIRTEET Bl 12 F v RLDOH)

Network Interfaces: Summary

System Settings

IP Address ( Static )

10909

IP Subnet Mask

265.255.255.0

Default Gateway

10902

MAC Address

18e7.281b.3f04

Interface Status

GigabitEthernet

Radio0-802. 11 N2 46Hz

Radio1-802.11AC55H2

Software Status

Enabled 1T

Disabled ¥

Enabled 1

Hardware Status

Upﬂ

Down ‘

Upﬁ

Interface Resets

Cisco Autonomous 7 7 & A

KA v SOGEA. BB EGEIR (DFS) 23R LT, BEF v x/VEIRA2MMH L £3, DFS
NEBZENTWD

5

0

LYE. Dl Eb 1 DO (Hl 1 ~4) 2 LET,
Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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Bl 11, UNI-1 F v 1L (F v b 36, 40, 44, £721348) ZHHATAET 7B A RA v F TORBIRTE £,
i 42 JE e 25 U C 5 GHz £ 7213 2.4 GHz

ICF ¥ RV BIXOEEENEZ A AT I v 7IZBOYTENDE LT, fHxDT 7EA

KAV NOREE T 0 — VULRELY bELSELZENTETET,

FTOMDOT 7B ARA v b EBEEIY Y THREFICERESNTWAT VB ARL L FOT 7y Mk L TH
NZTE E 9,
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ZOFREE. U T ICHEHe ) e TR FET D5 AT HE T,

Cisco802.1ln 77 B R RA > F&2fEH L CWA5E1E 5 GHz T v RV DI % 20 MHz F 7213 40 MHz

E L THERRTX . Cisco802.11ac £7-1% 802.11lax 7 7B A RA > FNEMFEH L TWAEAIZTF ¥ XL DIE%E 20
MHz, 40 MHz, £7-1Z80MHz & L CTHipk T £,

TRTDOT 7 EA

A P CRICTF ¥ XMBEERAT 22 L2 HELES, [T—V R

E—F (World Mode) ] T [Dotlld] ZHZhC L. b7

[[E=— K (Country Code) ]

ZELET, [AironetdiiEEEEE (Aironet Extensions) | 7%

[5%h (Enabled) 1IZ72>TWVWHZ L xR LET,

[ —= JEH#] (Beacon Period) | Z#[100 ms]iZ. [DTIM] % [2] IZEREL ¥ T,
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Cisco
NETWORK

¥ NETWORK MAP
Summary
Adjacent Nodes

+~ NETWORK
INTERFACE

Summary

IP Address
GigabitEthernetd
Radio0-802.11N 2.4GHz
Radiol-802.11AC 5GHz

Save Configuration  Ping Logout Refresh

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

RADIO1-802.11AC3CHZ
STATUS

'y

S DETAILED STATUS

T

Hostname ap-1

SETTINGS S CARRIER BUSY TEST 1

ap-1 uptime is 1 day, 4 hours, 56 minutes

Network Interfa Radio1-802.11AC56Hz Settings

Enable Radio:
Current Status (Software/Hardware):

Role in Radio Network:

Max-Client:

11r Configuration:

Data Rates:

6.0Mb/sec
9.0Mbisec
12.0Mbisec
18.0Mb/sec
24.0Mbfsec
36.0Mb/sec
48.0Mb/sec
54.0Mbfsec
a0.1-2Mb/sec
a1l.1-2Mb/sec
a2.1-2Mb/sec
a3.1-2Mb/sec
a4.1-2Mb/sec
ab.1-2Mb/sec
ab.1-2Mb/sec
a7.1-2Mb/sec
a8.1-2Mb/sec
a9.1-4Mb/sec
a0.2-2Mb/sec
a1.2-2Mb/sec
a2.2-2Mb/sec
a3.2-2Mb/sec
a4.2-2Mb/sec
a5.2-2Mb/sec
a6.2-2Mb/sec
a7.2-2Mblsec
aB.2-2Mb/sec
a9.2-4Mb/sec
a0.3-2Mb/sec
al.3-2Mb/sec
a2.3-2Mb/sec
a3.3-2Mb/sec
a4.3-2Mb/sec
ab.3-2Mb/sec
a6.3-2Mb/sec
a7.3-2Mb/sec

© Enable ) Disable
Enabled i1 up it
© Access Point

Access Point (Fallback to Radio Shutdown)
" Access Point (Fallback to Repeater)
“'Repeater

“'Root Bridge

“'Non-Root Bridge

~'Root Bridge with Wireless Clients
~'Non-Root Bridge with Wireless Clients

~'Workgroup Bridge
“Universal Workgroup Bridge  Client MAC:
_'Scanner

~1Spectrum$) ctrumlnformation@

“lenable @ disable (1-255)
Oenable  disable
Qover-air over-ds Reassociation-time:
Best Range Best Throughput Default
" 'Require “'Enable
'Require “IEnable
© Require " Enable
" 'Require O Enable
'Require © Enable
~'Require O Enable
" 'Require O Enable
'Require © Enable
" Require ©Enable
" 'Require © Enable
" IRequire ©Enable
" Require ©Enable
" 'Require © Enable
" 'Require © Enable
" IRequire ©Enable
" 'Require © Enable
" 'Require © Enable
" IRequire ©Enable
" Require ©Enable
" 'Require © Enable
" IRequire ©Enable
" Require ©Enable
" 'Require © Enable
" IRequire ©Enable
" 'Require © Enable
" 'Require © Enable
" IRequire ©Enable
IRequire “IEnable
" 'Require © Enable
" IRequire ©Enable
" Require ©Enable
" 'Require © Enable
" 'Require © Enable
" Require ©Enable
" 'Require © Enable
" 'Require © Enable

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

{HHHH.HHHH.HHHH)

(20-1200 ms)

O Disable
O Disable
" Disable
"' Disable
" \Disable
" Disable
"' Disable
" \Disable
"' Disable
" Disable
" Disable
"' Disable
" Disable
' Disable
" Disable
" Disable
' Disable
" Disable
"' Disable
' Disable
" Disable
"' Disable
' Disable
" Disable
" Disable
' Disable
" Disable
O Disable
" Disable
" Disable
"' Disable
" Disable
' Disable
"' Disable
" Disable
' Disable
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a8.3-2Mb/sec Require O Enable Disable
a9.3-2Mbfsec Require ©Enable Disable
IMCSRates: |0 | 1|2 |3 |4|5 |6 |7 |8/|9|10|11/12(13|14|15|16 17 [18|19|20(21|22 23
Enable 0/ 0/0/0/0/0 0/0/0/0/0/0/0/ 0000000000
Disable g
Transmitter Power (dBm): 16712 79 (6 ()3 ©Max Power Transiaion Table
Client Power (dBm): ©Olocal (156112 9 (6 131 Max
DefaultRadio Channel: Channel 36 - 5180 MHz EChanneI 36 5180 MHz
Dynamic Frequency Selection Bands: Band 1- 5.150 to 5.250 GHz
Band 2 - 5.250 to 5.350 GHz
Band 3 - 5.470 to 5.725 GHz
Band 4 - 5.725 to 5.825 GHz
Channel Width: Below 40 MHz [ 20 MHz
World Mode .
Multi-Domain Operation: Disable Legacy © Dattd
Country Code: B Indoor Outdoor
Radio Preamble O Short Long
Antenna: a-antenna ab-antenna abe-antenna O abed-antenna
Internal Antenna Configuration: © Enable Disable
Antenna Gain{dBi): o (-128-128)
Gratuitous Probe Response(GPR): Enable © Disable
Period(Kusec): DISABLED (10-255)
Transmission Speed: none E
Traffic Stream Metrics: Enable © Disable
Aironet Extensions: © Enable Disable
Ethernet Encapsulation Transform: © RFC1042 802.1H
Reliable Multicast to WGB: © Disable Enable
Public Secure Packet Forwarding: PSPF must be set per VLAN. See VLAN page
Beacon Privacy Guest-Mode: Enable © Disable
Beacon Period: 100 (20-4000 Kusec) Data Beacon Rate (DTIM): 2 (1-100)
Max. Data Retries: 64 (1-128) RTS Max. Retries: 64 (1-128)
Fragmentation Threshold: 2346  (256-2346) RTS Threshold: 2347  (0-2347)
Root Parent Timeout: o {0-65535 sec)
Root Parent MAC 1 (optional): {HHHH.HHHH.HHHH)
Root Parent MAC 2 (optional): {HHHH.HHHH.HHHH)
Root Parent MAC 3 (optional): {HHHH.HHHH.HHHH)
Root Parent MAC 4 (optional): (HHHH.HHHH.HHHH)

24 GHz ZfEHAT 25615, 802.11b/ghxty T —7 DAT—H AL 802.11g WANIHESNTND Z L 2R LET,

A% LA LAN 2856t 5 802.11b DBD 7 T A T v "W WEE, WA (FEAK) L—hrELTI2
Mbps, AR — hxtg (LEE) L— h& LT I18Mbps X ET H T é:%:l:o@wbbia“ 7eZ L, BREIC L - T,
Mbps Z %28 (FEAR) L—hE LTHMNCTHLERH Y £9,

802.11b 7 A 7> M MFAET DE 1L, W (BEAK) L—hRE LTIl
Mbps, PAR— x5 ((EE) L— % ELTI12Mbps L EZZNZENRET HDHLERH Y £,
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WLAN DO E

Cisco RoomOS Series (Z I3 E %D SSID i fH42 Z & 2 BEO LE7,

=72 L. HFEXG Cisco Wireless LAN 2 KR A o b &R — b5 X 9 ICERE I NT-BEFED SSID
ND%E. ©D WLAN b I c& £4,

Cisco RoomOS Series T 32 SSID (%, FFED 802.11 MR X A SO B AT 5 L H Ik TE £7 (802.11a
DIHILE)

[WPA2] X —EHAE AN LET,

Save Configuration  Pin Logout Refresh
mm e Config Bing  Logout ' R

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Security

Hostname ap-1 ap-1 uptime s 1 day, 4 hours, 33 minutes

Admin Access

e O Security: Global SSID Manager

SSID Manager §SID Properties
Dotliu Manager Current SSID List
Server Manager < NEW > ssID: voice
AP Authentication dare. VLAN: ] Defing VLANS
Intrusion Detection Backup 1:
Local RADIUS Server Backup 2:
Advance Security Backup 3:
Band-Select: | Band Select
Universal Admin Mode: | Universal Admin Mode
Interface: "~ Radio0-802.11N2 4GHz
Radio1-802.11AC5CHz
Network ID: (0-40986)
Delete
Client Authentication Settings
Methods Accepted:
[ Open Authentication: with EAP
—| Web Authentication —| Web Pass
| Shared Authentication: < NO ADDITION>
Network EAP: < NO ADDITION »
Server Priorities:
EAP Authentication Servers MAC Authentication Servers
© Use Defaults Define Defaults © Use Defaults Define Defaults
" Customize " Customize
Priofity 1: < NONE » Priofity 1: | < NONE >
Priofity 2: < NONE » Priofity 2: | < NONE >
Priority 3: < NONE » Priority 3: | < NONE >
Client Authenticated Key M
Key Management: Mandatory I CCKM Enable WPA  wPAv2 dotir
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© ASCIl ) Hexadecimal

WPA Pre-shared Key:

11w Configuration: Disable

11w Association-comeback: 1000 (1000-20000)

11w Saquery-retry: 100 (100-500)
IDS Client MFP

Enable Client MFP on this SSID: = Optional

AP Authentication
Credentials: < NONE > Define Credentials
Authentication Methods Profile: < NONE > Define Authentication Methods Profiles

Accounting Settings

| Enable Accounting Accounting Server Priorities:

© Use Defaults Define Defaults
' Customize

Priority 1: | < NONE >

Priority 2: | < NONE >

Priority 3: < NONE >

Rate Limit Parameters

Limit TCP:

! Input: Rate: Burst-Size: (0-500000)
| Output: Rate: Burst-Size: (0-500000)
Limit UDP:

" Input: Rate: Burst-Size: (0-500000)
| Output: Rate: Burst-Size: (0-500000)

General Settings

_ Advertise Extended Capabilites of this SSID
| Advertise Wireless Provisioning Services (WPS) Support

_| Advertise this SSID as a Secondary Broadcast SSID

_ Enable IP Redirection on this SSID

|P Address:  DISABLED
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1P Filter (optional): | <NONE> [&J  Define Filler
Association Limit (optional): (1-255)
EAP Client {optional):
Username: Password:
Multiple BSSID Beacon Settings
Multiple BSSID Beacon
| Set SSID as Guest Mode
| Set DataBeacon Rate (DTIM): DISABLED  (1-100)
Apply Cancel
Guest Mode/Infrastructure SSID Settings
Radio0-802.11 N2-46Hz:
Set Beacon Mode: Single BSSID Set Single Guest Mode SSID: < NONE » E
© Multiple BSSID
Set Infrastructure SSID: | < NONE > a | Force Infrastructure Devices to associate only to this SSID
Radio1-B02.11 AC5GHz:
Set Beacon Mode: Single BSSID Set Single Guest Mode SSID: < NONE » a
© Multiple BSSID
Set Infrastructure SSID: | < NONE > a | Force Infrastructure Devices to associate only to this SSID
Apply Cancel

TA ¥ VAER/T—ZZREO VLAN IZE 7 A MELET,
FER VLANICXK LT, TV w7 X7 7 v b

7+ U —F 17 (PSPF) DA > TWAEAIEL, PSPF NG > TWnD Z & 2R L E£9, PSPF

DA 2> TWDEAIC I TA T MR T 7 & A

AV MIBEEMITbND &, BEEBECTEEEA, PSPFAAICT DL, A—TF 4 ATERIME 20 £7,
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afre]n
cisco

Services

Telnet/SSH
Hot standby
cbP
DNS
Filters
HTTP
Qos
Stream
SNMP
SNTP
VLAN
ARP Caching
Band Select

Auto Config

HOME NETWORK ASSOCIATION WIRELESS SECURITY

Hestname ap-1

Sawe Configuration  Ping Logout Refresh

SERVICES MANAGEMENT SOFTWARE EVENT LOG

ap-1 uptime is 1 day, 4 hours, 48 minutes

Global VLAN Properties

Current Native VLAN:  VLAN 10

Assigned VLANs
Current VLAN List Create VLAN Define SSIDs
< NEW >
VLAN 2
VLAN ID: 3 {1-4084)
VLAN 10
VLAN Name (optional):
Delete ) Native VLAN
| Enable Public Secure Packet Forwarding
| Radio0-802.11N2-4CGHz
Radio1-802.11ACSGHz
~| Manag t VLAN (If ative)
Apply Cancel
VLAN Information

View Information for:  VLAN 2

GigabitEthernet Packets

Radio0-802.11N24CHz packets

Radio1-802.11AC5CHz Packets

Received 65884

65684

Transmitted 5462

5462

Wb Z A 7 & UTIAES] MIBIR SN TWDH Z 2R LET,
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Save Configuration  Pin Logout  Refres|

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Security
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 32 minutes

Admin Access

Encryption Manager ty-EncryptonManage

SSID Manager Set Encryption Mode and Keys for VLAN: 3 Define VLANs
Dotllu Manager
Server Manager SrHERLES
AP Authentication ' None
Intrusion Detection
Local RADIUS Server “) WEP Encryption | Optional
TR Cisco Compliant TKIP Features: [~ Enable Message Integrity Check (MIC)
"] Enable Per Packet Keying (PPK)
© Cipher AES CCMP
Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: 5 128 bit
Encryption Key 2: [-] 128 bit
Encryption Key 3: i 128 bit
Encryption Key 4: 2 128 bit
Global Properties
Broadcast Key Rotation Interval: @ Disable Rotation
" Enable Rotation with Interval: DISABLED  (10-10000000 sec)
WPA Group Key Update: || Enable Group Key Update On Membership Termination
| Enable Group Key Update On Member's Capability Change

T

RADIUS —R&33 B L OT o T 4 o IFEHTE A L HOICRE L ET,
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Security

Admin Access
Encryption Manager
SSID Manager
Dotllu Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server

Advance Security

HOME

NETWORK ~ ASSOCIATION

WIRELESS

SECURITY

SERVICES

= SERVER MANAGER

Hostname ap-1

Backup RADIUS Server

“{: GLOBAL PROPERTIES

Save Configuration  Ping

MANAGEMENT

SOFTWARE

Logout

EVENT LOG

Refresh

ap-1 uptime is 1 day, 4 hours, 42 minutes

Security: Server Manager

Priority 1: | < NONE »
Priority 2: | < NONE >
Priority 3: | < NONE »

Admin Authentication (RADIUS)

Priority 1: | < NONE »
Priority 2: | < NONE >
Priority 3: | < NONE »

Admin Authentication (TACACS+)

Apply

IP Version: OIPV4  IPVE
Backup RADIUS Server Name:
Backup RADIUS Server: (Hostname or IP Address)
Shared Secret:
Apply Delete Cancel
Corporate Servers
Current Server List
RADIUS
IP Version: OIPv4e IIPVE
Server Name: 10.0.0.20
10.8.0.8 Server: 10.0.0.20 (Hostname or IP Address)
Shared Secret: = ssesessseens
Delete Authentication Port (optional): 1312 (0-65535)
Accounting Port (optional): 1813 (0-65535)
Apply Cancel
Default Server Priorities
EAP Authentication MAC Authentication Accounting
Priority 1: | 10.0.0.20 Priority 1: | < NONE > Priority 1: | 10.0.0.20
Priority 2: | < NONE > Priority 2: | < NONE > Priofity 2: | < NONE »
Priority 3: < NONE > Priority 3: | < NONE > Priofity 3: | < NONE >

Cancel

TR ALY —E X (WDS)
Cisco Autonomous 7 7 © A 7RA o FEREE CTld, HER N A A

Y—EZREZHEHTALERHYVET, 2O —EREEEEXF 27 o —I U2 ME T,

1ODT 78 ARL L T T4~ WDSH— L LTEIRL, I 1ODT IV BARAS L bENNY 7T v 7 WDS
PN UOBRIN L ET,
7T 4=V WDS — i b EVESENL (25572 L) EREL. Ny 7 T v 7 WDS
P—NIZZEN LY BARVMENEN. (254 72 8) ZRELET,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

192



alaln
cIsco

Wireless Services

AP
WDS

Save Configuration Ping  Logout Refresh
MANAGEMENT SOFTWARE EVENT LOG

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES

= WDS STATUS E GENERAL SET-UP N SERVER GROUPS ]

Hestname ap-1 ap-1 uptime is 1 day, 4 hours, 50 minutes

Wireless Services: WDS/WNM - General Set-Up
WDS - Wireless Domain Services - Global Properties

Use this AP as Wireless Domain Services
Wireless Domain Services Priority: 255 (1-255)

| Use Local MAC List for Client Authentication

WNM - Wireless Network Manager - Global Configuration

| Configure Wireless Network Manager

Wireless Network Manager Address: DISABLED

(IP Address or Hostname)

Cisco Autonomous 7 7 £ A /RA > MI~/LFF¥ A~ 71 k2L ThD Inter-Access Point
Protocol (IAPP) %M T 572, HHDRA 7 47 VLAN ZfiHT 20 E N H Y £,

AT 47 VLAN [ZDOWTIE, IAPP N7y RRIEFIZARHIND72DIZE, VLAN 1

IIER LW Z & Z2H#45% L £9, Cisco Autonomous 7 7 & A iRA v MNEEEHREL CTWAH AL v F

R—=FTIE A= x0T 4 2EWHTTDLERDH D £,

Save Configuration Ping Logout Refresh

Cisco

Services

Telnet/SSH
Hot standby
coP

DNS

Filters
HTTP

Qos
Stream
SNMP

SNTP

VLAN
ARP Caching
Band Select
Auto Config

HOME NETWORK  ASSOCIATION WIRELESS SECURITY SERVICES

MANAGEMENT SOFTWARE  EVENT LOG

Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 48 minutes

Global VLAN Properties

Current Native VLAN:  VLAN 10

Assigned VLANs

Current VLAN List Create VLAN Define SSIDs

< NEW >

VLAN 2

VLAN 3 VLAN ID: 10 (1-4094)
VLAN 10

VLAN Name (optional):
pete Native VLAN
| Enable Public Secure Packet Forwarding
~| Radio0-802.11N24GHz
Radio1-802.11ACSCHz

~| Management VLAN (If non-native)

Apply Cancel

VLAN Information

View Information for:  vLaN 2

GigabitEthernet Packets Radio0-802.11N24GHz packets Radio1-802.11AC5%HZ Packets
Recelved 65884 65884
Transmitted 5462 5462
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MR A A P —E RO —R TN —T 2 ERTHLERD Y £7°,
BN, AT TANT I F YRRl T2 — RN I N—T 2 ERLET,
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AT TFTANT I F¥REEITIZ e — B )L RADIUS 245 = & 2% L £,

AT TFANT I F ¥ REEIT T —H )L RADIUS ZfH Lo W ESIT., R R A A >
P—EANHEINI > TNDHTRTDT 7 & A KA > 7 RADIUS
P—NRNICEREESNTWD Z L EWHRTHVLEND Y £7°,

Save Configuration Ping Logout Refresh

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Wireless Services 8 WDS STATUS = GENERAL SET-UP e SERVER GROUPS M
ap-1 uptime is 1 day, 4 hours, 51 minutes

Hestname ap-1
AP

WDS Wireless Services: WDS - Server Groups

Server Group List

Server Group Name: WDS
< NEW >

Group Server Priorities: Define Servers

Delete Priofity 1: 10909
Priority 2: < NONE »
Priority 3: < NONE »
Use Group For:
© Infrastructure Authentication
" Client Authentication
Authentication Settings SSID Settings
| EAP Authentication © Apply to all SSIDs
_| LEAP Authentication " Restrict SSIDs {Apply only to listed SSIDs)
~| MAC Authentication SSID: DISABLED Add
| Default {Any) Authentication 71 Remove

ooy | Cancel ]

WIZ, 727472 MBI D= I —T 2 ERLET,
RN A AL F—EZARENNR > TWVWAETRTDOT 7+ & RA L 735 RADIUS
P— RNICRESNTNWDZ & 2MRTHIVLENHY £,
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Save Configuration  Piny Logout  Refresh
Nm L BN ot RE

cisco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Wireless Services fs WDS STATUS YE GENERAL SET-UP YE SERVER GROUPS j
Hostname ap-1 ap-1 uptime is 2 days, 2 hours, 31 minutes
AP

WDS Wireless Services: WDS - Server Groups

Server Group List

Server Group Name: Clients
< NEW >
WDS

Group Server Priorities: Define Servers
Delete Priority 1: | 10.0.0.20
Priority 2: | < NONE >

Priority 3: | <NONE > &

Use Group For:
" Infrastructure Authentication

© Client Authentication

Authentication Settings SSID Settings
EAP Authentication © Apply to all SSIDs
LEAP Authentication " Restrict SSIDs (Apply only to listed SSIDs)
| MAC Authentication SSID: DISABLED Add
| Default {Any) Authentication | T | Remove

oy ] Cancer ]

AT T AT I F ¥ RREZ v — 1L RADIUS
PHEHTAHEEE, TRTCORETa ha LA LEd, a—h LT I EARA
VINHORY NU— TR P—R_R— = N EER L ET,

MR AL P—EZANEHINI > TWAT 7 ERARA Y ML TCHRIEEITY Lol 78R
RAVIRRESNDIZ—YF T HY L FE2ERZLET,

MR A AV P —ERIZEBMTBHET VA KA b Ta—H /L RADIUS 3R E L9,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

196



" I 1 I " Save Configuration Ping Logout Refresh

cisco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Security £ STATISTICS e GENERAL SET-UP hE EAP-FAST SET-UP ]
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 43 minutes

Admin Access

Encryption Manager Security: Local RADIUS Server - General Set-Up

SSID Manager Local Radius Server Authentication Settings
Dotllu Manager
Enable Authentication Protocols: EAP FAST
Server Manager
AP Authentication LEAP
Intrusion Detection MAC
Local RADIUS Server Apply Cancel
Advance Security
Network Access Servers (AAA Clients)
Current Network Access Servers
< MNEW » .
10800 Network Access Server: 10808 (IP Address)
Shared Secret: = sssssessenas
Delete
Apply Cancel
Individual Users
Current Users
< NEW > Username: wds
Password: = esssessssssssasscassesssssan © Text @ NT Hash
Confirm Password:
Delete Group Name: < NONE >
_| MAC Authentication Only
Apply Cancel
User Groups
Current User Groups
Group Name:
< NEW >
Session Ti (optienal): (1-4294967295 sec)
Delete Failed Authentications before Lockout (optional): (1-4294967295)
Lockout {optional): 1 Infinite
© Interval (1-4294967295 sec)
VLAN ID (optional):
SSID (optional): Add
Delete
Apply Cancel

B NAAL L P—EARHENRDEIICHMERT 7 A RSV PEELSRELZDL, WDS
PN LUTHRET 57 22 A BA v BT _RTOT /A KA &, WDS
P— IR L CRAECE D L) ICRET D2 LERH Y 77,

[SWANA V75 A N5 7 F¥IZBH (Participate in SWAN Infrastructure) | Z G20 LE T,
H—0D WDS ¥ =z H¥o5H51%, €D WDS — 3D 1P

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

197



T RVAZRETE LY, £ 9 TRVWERIE, [HBHRH (Auto Discovery) | ZHZCLEY, WDS
P—NIZXF T DRRREICHE T 25 [ — W4 (Username) | & [/XA YU — K (Password) | # AL ET,
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Sawve Configuration  Ping Logout Refresh

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Wireless Services
Hostname ap-1

ap-1 uptime is 1 day, 4 hours, 50 minutes

AP
DE Wireless Services: AP
Participate in SWAN Infrastructure: © Enable ) Disable
WDS Discovery: " Auto Discovery
© Specified Discovery: 10.9.0.2 (IP Address)
Username: wds
Password: sesassanssnn
Confirm Password:
at:z:tsicpa:;:e' < NONE > Define Authentication Methods Profiles

TIEARA L FE WDS B —NCXH L CRRRETE D KO IR ELTZ L, [WDSAT —H A (WDS Status) ] 7226

WDS % — RDYRAE L WDS — NIZBERENTWNDET 7B A RA v bOKEHER T E£7,

Save Configuration  Ping Logout Refresh

ap-1 uptime is 1 day, 5 hours, 1 minute

cIsco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Wireless Services _(E WDS STATUS YE GENERAL SET-UP YE SERVER GROUPS ]
Hostname ap-1
AP

WDs Wireless Services: WDS - Wireless Domain Services - Status

WDS Information

MAC Address IPv4 Address IPv6 Address Priority State

187.281b.3754 10.8.09 255 fﬁg};ﬁ?‘“’e" StandAlone

WDS Registration

APs: 1 Mobile Nodes: 0

AP Information

Hostname MAC Address IPv4 Address IPv6 Address cop State
Neighbor

ap-1 1867.281b.354 10.90.9 Switch-2.gil | REGISTERED

Mobile Node Information

MAC Address IP Address State

S8iD VLAN ID BSSID

Wireless Network Manager Information

IP Address Authentication Status

a—n 7 FIyva Ul (CAC)

Cisco Autonomous 7 7 & & iR"A v MZiL., AffFX—Z D CAC

LEHA N — LDV R— MIFEFELRWO T, Cisco Autonomous 7 7 E A 7RA >+ T CAC

AT DI EITHERSNLEE A,
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Cisco Autonomous 7 7 E AR A > ML, 1
AR —LORIZHHELTEY, AN =LY A XFHIAZ A XTERNDT, CAC AN TH 55512 SRTP
BEXWBarge (HIViAA) | ALV FNE=F Y 7 a— UEF KRB L EE A,
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Cisco Autonomous 7 7 B A iRA v F CEHEFEZIZETAOT K v a Ul E AT 5854815, SSID

THLT7 FIvvarvar7uyJEds2080/3H0 £, ROV IV —2ATE, 7RIvyaiids 74/ T
Tu v RS TnET,

dot11 ssid voice
vlan 3

authentication open eap eap_methods
authentication network-eap eap _methods

authentication key-management wpa version 2

admit-traffic

Cisco

HOME

NETWORK  ASSOCIATI

ON

WIRELESS

SECURITY

SERVICES

Save Configuration

MANAGEMENT

SOFTWARE

Ping Logout Refresh

EVENT LOG

Services H :  RADIOO-8021IN24GHZ Y= RADIO1-802.11ACSSHZ g ADV)
7 CasPOLICIES ~ ACCESS CATEGORIES = ACCESS CATEGORIES I ANGED
Telnet/SSH Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 47 minutes
Hot standby
cop Services: QoS Policies - Access Category
k2 Access Category Definition
Filters
HTTP Access Category Background Best Effort Video Voice
(CoS 1-2) (CoS0,3) (CoS 4-5) (CoS 6-T)
QoS
= Min Contention AP 4 & 3 2
L Window

SNMP (2*-1; x can be 0-10) Client | 4 4 3 2
SNTP

Max Centention AP 0 5 4 a
VLAN Window
ARP Caching {2-1; x can be 0-10) | Client | 10 10 o 3
Band Select ap |7 5 7 1
Ao Cotl Fixed Slot Time

uto Config ¥
(020} Client | 7 3 2 2
i : AP 0 0 3008 1504
Transmit Opportunity
(085535 =) Client | 0 0 3008 1504
Optimized Voice WFA Default Apply Cancel
Admission Control for Video and Voice
Video(CoS 4-5)
| Admission Control
Voice{CoS 6-7)
Admission Control
Max Channel Capacity (%): 75
Roam Channel Capacity (%):
Apply Cancel

QoS RV I—

Cisco Autonomous 7 7 & A iR A > MIIKD QoS AV o —%5%E LT, CoS (WMMUP) ~ v &> 7IZxf9 % DSCP
EHICLET,

ik,

LAUL TR SN L S = —IC AN b ET,
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Save Configuration  Ping Logout Refresh
vl ve Config Bing  Logout R

CISCO HOME NETWORK  ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Telnet/SSH Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 44 minutes
Hot standby
DN Create/Edit Policies
Filters
HTTP Create/Edit Policy: Voice
QoS
D Policy Name: Voice
SNMP
SNTP
Classifications: DSCP - COS Centrolled Lead (4)
VLAN DSCP - COS Video < 100ms Latency (5)
ARP Caching DSCP - COS Voice < 10ms Latency (6)
Band Select
Auto Config Delete Classification
Match Classifications: Apply Class of Service
IP Precedence: Routine (0) Best Effort (0) Add
IP DSCP: ©  Best Effort Best Effort (0) Add
- (0-63)
IP Protocal 119 Best Effort (0) Add
Filter: No Filters defined. Define Filters.
Default Classification for Packets on the VLAN: Best Effort (0} Add
Rate Limiting:
Bits per Sec.: (8000-2000000000)  Burst Rate (Bytes): {1000-512000000)
Conform Action: Transmit Exceed Action: Drop Add
Apply Delete Cancel
Apply Policies to Interface/ VLANs
VLAN 2 Radio0-802.11N24CHz Radio1-802.11AC5CHz GigabitEthernet0
Incoming Data Data
Outgeing Data Data
VLAN 3 Radio0-802.11N24GHz Radio1-802.11AC5GHz GigabitEthernetd
Incoming Voice Voice
Outgoing < NONE > < NONE >
...
VLAN 10 Radio0-802.11N?46Hz Radio1-802.11AC5CHz GigabitEthernet0
Incoming < NONE > < NONE >
Outgoing < NONE > < NONE >
Apply Cancel

QBSS AT HI21%, [A%h (Enable) | Z3R L, [Dotlle] 4 2L ET,

[Dotlle] A N2 FT DL, MGFDCCAN—Yar B01le BLOT A N—T g

2) WA/ 4, [IGMPRX—t 2 (IGMP Snooping) |
ISR s TN D 2 E R LET,

[Wi-Fiv/LF A5 47 (WMM)  (Wi-Fi MultiMedia (WMM)) | BNEZNZ72 > TW5D Z & 2R L £,
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" I 1 I " Save Configuration Ping Logout Refresh

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Services = POLI = RADIOD-802.11NZ4GHZ 1= RADION-802.11ACRSHZ V=
(_ (€] CIES ~ ACCESS CATEGORIES ~ ACCESS CATEGORIES = ADVANCED
Telnet/SSH Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 47 minutes
Hot standby
copP Services: QoS Policies - Advanced
oS IP Phone
Filters
HTTP QoS Element for Wireless Phones : © Enable Dotl1e
Qos ) Disable
Stream
= IGMP Snooping
SNTP Snooping Helper: @ Enable ) Disable
VLAN
ARP Caching
Band Select AVVID Priority Mapping
Auto Config

Map Ethernet Packets with CoS 5to CoS6: | Yes @ No

WiFi MultiMedia (WMM)

Enable on Radio Interfaces:
Radio0-802.11N24CHz

Radio1-802.11 AC5SHz

_

[A B U—2A (Stream) | HEREZERE, F/2IX QoS HERY v a v OERT /A LT AY T

[RBELENIEF (Optimized Voice) | ZFRNL THNZT 25813, 77 4/ MEZHA L £, 802.11b/g Tid
5.5. 6. 11, 12, #3X 124 Mbps, 802.11a Ti% 6, 12 3L 024 Mbps, 802.11n Tl 6.5, 13 35 L U826 Mbps

PDEHEOL— M LTT 740 b TEIMEENET,

AP —AHREEANNCTIHEAIT. BEFNTF Yy FOANREFR X 22— q_bnéﬂé CEMERLET, VU
Ty MiE, BIEOF 2 —2BNT 246N H Y £9, SIP Z5IEOF = —IZ A5 2%, DSCP
PR Fa—IZv vy B 7 T5 QS A v—EFHELET,
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Save Configuration  Ping Logout Refresh

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Services [ RADIODBOZI1INZ4SHZ [T RADIO1-802.11ACSGHZ |
Tolmet/met Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 48 minutes
Hot standby
cop | Sorvicos: g0 |
DNS Packet Handling per User Pricrity:
Filters User Priority Packet Handling Max Retries for Packet Discard
HTTP CoS 0 (Best Effort) Reliable NO DISCARD  (0-128)
::::am CoS 1 (Background) Reliadle MO DISCARD  (0-128)
SNMP CoS 2 (Spare) Reliasle NO DISCARD  (0-128)
SNTP CoS 3 (Excellent) Reliable NO DISCARD  (0-128)
VLAN
e trenied CoS 4 (Controlled Load) Reliable NO DISCARD  (0-128)
Band Select CoS 5 (Video) Reliale NODISCARD  (0-128)
Auto Config CoS 6 (Voice) Reliable NO DISCARD  (0-128)
CoS 7 (Metwork Control) Reliable NO DISCARD  (0-128)
Low Latency Packet Rates:

6.0Mb/sec ! 1 Nominal ) Non-Nominal € Disable

9.0Mbisec : " Nominal () Non-Nominal @ Disable

12.0Mbisec : " Nominal ") Non-Nominal € Disable

18.0Mbisec " Nominal ) Non-Nominal ) Disable

24.0Mbisec : “'Mominal ) Non-Nominal @ Disable

36.0Mbisec : 1 Nominal ) Non-Nominal € Disable

48.0Mb/sec : ) Nominal () Non-Nominal @ Disable

54.0Mbisec : 1 Nominal ) Non-Nominal € Disable

Apply Cancel

EIREHE

7' ¥ ARP 1%, T3 Ao T ARP
FRITINET D DRI B ET, 7 2% ARP

AT DL, [Z2TFAT Y ROARPF ¥ v 2 (Client
ARP Caching) | % [£%) (Enable) |23 EL 7,

F72. [TRTOIPT RUARLT ULHEEA TRVIBRSIZARPERZER A V4 —7 = R ZHEET S (Forward ARP
Requests to Radio Interfaces When Not All Client IP Addresses Are Known) | 234 272> CTW\WA Z & AR L ET,

Save Configuration Ping Logout Refresh

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Services
Hostname ap-1 ap-1 uptime Is 1 day, 4 hours, 50 minutes
Telnet/SSH
Hot standby Services: ARP Caching
CDP . . -
Client ARP Caching: © Enable Disable
DNS
Filters
T Forward ARP Requests To Radio Interfaces When Not All Client IP Addresses Are Known
Qos
Stream
i~
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B PIVAERR

version 15.3 no

service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

1

hostname ap-1

1

logging rate-limit console 9

1

aaa new-model

!

aaa group server radius rad_eap

server name 10.0.0.20

1

aaa group server radius rad_mac

1

aaa group server radius rad_acct
server name 10.0.0.20

!

aaa group server radius rad_admin

!

aaa group server tacacs+ tac_admin

1

aaa group server radius rad_pmip

!

aaa group server radius dummy

!

aaa group server radius WDS

server name 10.9.0.9

!

aaa group server radius Clients

server name 10.0.0.20

!

aaa authentication login default local
aaa authentication login eap_methods group rad_eap aaa
authentication login mac_methods local
aaa authentication login method 'WDS group WDS aaa
authentication login method_Clients group Clients aaa
authorization exec default local

aaa accounting network acct methods start-stop group rad_acct
!

aaa session-id common

clock timezone -0500 -5 0

clock summer-time -0400 recurring no
ip source-route

no ip cef

ip domain name cisco.com

ip name-server 10.0.0.30

ip name-server 10.0.0.31

!

dot11 pause-time 100

dotl11 syslog

!

dotl1 ssid data
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vlan 2
authentication open eap eap_methods authentication
network-eap eap_methods authentication key-
management wpa version 2

1

dot11 ssid voice
vlan 3
authentication open eap eap_methods authentication
network-eap eap _methods authentication key-
management wpa version 2

1

dot11 arp-cache optional

dot11 phone dotlle

1

no ipvé cef

!

crypto pki trustpoint TP-self-signed-672874324

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-672874324

revocation-check none

rsakeypair TP-self-signed-672874324

1

crypto pKi certificate chain TP-self-signed-672874324 certificate

self-signed 01
30820229 30820192 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
30312E30 2C060355 04031325 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 36373238 37343332 34301E17 0D313630 38303332 33303533
385A170D 32303031 30313030 30303030 SA303031 2E302C06 03550403 1325494F
532D5365 6C662D53 69676E65 642D4365 72746966 69636174 652D3637 32383734
33323430 819F300D 06092A86 4886F70D 01010105 0003818D 00308189 02818100 CB155DD1
3421B13F CD121F42 7A62D9F5 38EBC966 4420F38A 38DFAFF2 D43CD3B9 SF5A1B75
7910F9F5 6E9EDEF4 730942C7 17DC4CBC ESAE3E49 0AF79419 0BEF34BC
SDCEB4E2 FF2978CB C34DSAEE ED1DFBS8 C7BF6592 61C1AD25 3EF87205 1SEAS8C2
0ASE2B15 7F0SFAEA SDA2BFA7 9SE56C60 22C229C7 024A91D7 A4FEBS0B 5425357F
02030100 01A35330 S1300F06 03551D13 0101FF04 05300301 01FF301F 0603551D
23041830 168014FC 2FE6CFOE E0380A40 11381459 SD596E3E A684DA30 1D060355
1D0OE0416 0414FC2F E6CFOEE0 380A4011 3814595D S96E3EA6 84DA300D 06092A86
4886F70D 01010505 00038181 0053F55B SEBB1FE2 C849BC45 47D0E710 0200404E
A8B174BC A46EBS6A 857166C3 BIFD71DF 7264F5SAF DC804A67 16BD35A2 4F39AFD7
0BD24F71 BAF916AC E984343C A54B7395 ESD15237 8897D436 A150BFB2 DC23E8D3
AFF0AS51C B6253153 C4E2C022 66F1E361 B2EE49E2 763FCBC7 6381E7F7 61B6E14D
60CDF947 2C044617 37211ESF CE

quit

username <REMOVED> privilege 15 password 7 <REMOVED>

!

class-map match-all _class_Voice) match

ip dscp cs3

class-map match-all class Voicel match

ip dscp af41

class-map match-all _class_Voice2 match

ip dscp cs4

class-map match-all _class Voice3 match

ip dscp ef

!

policy-map Voice

class _class_Voice0

set cos 4
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class _class_Voicel
set cos 5

class _class Voice2
set cos 5

class class Voice3
set cos 6

policy-map Data
class class-default
set cos 0

1

bridge irb
1

interface Dot11Radio0

no ip address

shutdown

antenna gain (

traffic-metrics aggregate-report

stbe

mbssid

speed basic-12.0 18.0 24.0 36.0 48.0 54.0 m1. m2. m3. m4. m5. m6. m7. m8. m9. m10. m11. m12. m13. m14. m15.
m16. m17. m18. m19. m20. m21. m22. m23.
power client local

channel 2412

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source

no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding

1

interface Dot11Radiol

no ip address

!

encryption vlan 2 mode ciphers aes-ccm

!

encryption vlan 3 mode ciphers aes-ccm
!

ssid data
1
ssid voice
'
antenna gain (
peakdetect
dfs band 3 block
sthe
mbssid
speed basic-12.0 18.0 24.0 36.0 48.0 54.0 m0. m1. m2. m3. m4. m5. m6. m7. m8. m9. m10. m11. m12. m13. m14.
ml15. m16. m17. m18. m19. m20. m21. m22. m23. alss9 a2ss8 a3ss9
power client local
channel width 40-below
channel 5180
station-role root
dot11 qos class voice local
admission-control

admit-traffic narrowband max-channel 75 roam-channel 6
'
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dot11 qos class voice cell
admission-control
!

world-mode dot11d country-code US both
1
interface Dot11Radiol.2
encapsulation dot1Q 2
bridge-group 2
bridge-group 2 subscriber-loop-control
bridge-group 2 spanning-disabled
bridge-group 2 block-unknown-source
no bridge-group 2 source-learning
no bridge-group 2 unicast-flooding
service-policy input Data
service-policy output Data
1
interface Dot11Radiol.3
encapsulation dot1Q 3
bridge-group 3
bridge-group 3 subscriber-loop-control
bridge-group 3 spanning-disabled
bridge-group 3 block-unknown-source
no bridge-group 3 source-learning
no bridge-group 3 unicast-flooding
service-policy input Voice
!
interface Dot11Radio1.10
encapsulation dot1Q 10 native
bridge-group 1
bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
!
interface GigabitEthernet(
no ip address
duplex auto
speed auto
!
interface GigabitEthernet(.2
encapsulation dot1Q 2
bridge-group 2
bridge-group 2 spanning-disabled
no bridge-group 2 source-learning
service-policy input Data
service-policy output Data
1
interface GigabitEthernet(.3
encapsulation dot1Q 3
bridge-group 3
bridge-group 3 spanning-disabled
no bridge-group 3 source-learning
service-policy input Voice
1
interface GigabitEthernet(.10
encapsulation dot1Q 10 native
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bridge-group 1
bridge-group 1 spanning-disabled
no bridge-group 1 source-learning
1
interface BVI1
mac-address 18e7.281b.3f54
ip address 10.9.0.9 255.255.255.0
ipv6 address dhcp
ipv6 address autoconfig
ipv6 enable
1
ip default-gateway 10.9.0.2
ip forward-protocol nd
no ip http server
ip http authentication aaa ip
http secure-server
ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
ip radius source-interface BVI1
1
radius-server local
nas 10.9.0.9 key 7<REMOVED>
user wds nthash 7 <REMOVED>
1

radius-server attribute 32 include-in-access-req format %h
1

radius server 10.0.0.20

address ipv4 10.0.0.20 auth-port 1812 acct-port 1813

key 7<REMOVED>

!

radius server 10.9.0.9

address ipv4 10.9.0.9 auth-port 1812 acct-port 1813
key 7<REMOVED>

!

access-list 111 permit tcp any any neq telnet
bridge 1 route ip
!

wlcep ap username wds password 7 <REMOVED>

wlcep ap wds ip address 10.9.0.9

wlcep authentication-server infrastructure method_WDS
wlccep authentication-server client eap method_Clients wlccp
authentication-server client leap method_Clients wlccp wds
priority 255 interface BVI1

!

line con 0
access-class 111 in
line vty 0 4
access-class 111 in
transport input all

1

sntp server 10.0.0.2
sntp broadcast client
end
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Cisco Meraki 7 7 AR A b

CiscoMeraki 77 B A ARA LV FERETHEEIE, ROHA RTA U HEH LTS ZEN,

[RAFT v 2~— (Splash page) | % [Z2L (Nome) ]| IZERELET,

[Z7V v ¥F—FK (Bridge mode) | Z AN LET,

[VLANZ %> 2" (VLAN tagging) | # AL £,

[#1858R (Band selection) | % [S GHZHIR D Z (5 GHz band only) | IZEREL £,
MENZIE U TC[7—4 L— b (DataRates) | Zi%E L £7,

[Quality of Service (QoS) | #&%XEL £,

TIJALA¥Y LR Ry T —7 DIERR

Cisco Meraki 7 7 £ A2 ARA > F &iBI L C WLAN % — b X 2423 2512, VA P L X
Xy NI =V 2T DR ERHY ET, RrRy X T A=a—nb
[FHR Y P T —27 OERL (Create a new network) | Z 3R L £,

Xy NI =7 ZATTITIAFX VA (Wireless) | Zi#IR L, [{ERK (Create) | 227V v 7 LET,
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mim

asco Meraki

Q s

Create network
Meraki MX64
Setup network

MNetworks provide a way to logically group, configure, and monitor devices. This is a useful way to separate
physically distinct sites within an Organization. €

Network-wide
Security & SD-WAN Network name

Organization

Network type Wireless ~ @

Network configuration © Default Meraki configuration
Bind to template No templates to bind to @

Clone from existing network = v

Select devices from inventory

| | You have no unused devices
Add new devices or go to the inventory page to select devices

that are already in networks

Cisco Meraki 7 7 & &
RA Y MI, VI TNABSELITELEFEZHEEL TERTE £9, ER L7 Cisco Meraki
T EARA L ME, AR A X MU ICERRESNET,

Cisco Meraki 77 £ A7 A ¥ ML, [%y FU—2 DR (Create network) | 7-1% [## (Organization) |>
[BFE (Configure) |> [ > U (Inventory) | ~—C[7/34 XDiEN (Add Devices) ]

ZIER L CERTE T,

F72. [JA ¥ LR (Wireless) |>[E=%— (Monitor) |>[7 7 EZARA >k (Access points) | ~<—T
[APDEN (Add AP) ] AR L, [ERK (Claim) ] ZER LT

BRTHZELEHTEET.
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Claim by serial and/or order number

Enter one or more seriallorder numbers (one per row). Where can | find these numbers?

B3R L 7= Cisco Meraki 7 7 2 AR A > b, [ (Organization) |> [EXE (Configure) |>
[f>_X¥ U (Inventory) | X—Y THEUVA YL ARy N —ZZIBIITE LT,

i e Q, Se

asco Meraki

NET Inventory

Meraki WLAN = View used and unused devices in your organization. You can claim new devices to add the list below.

| Add to ... v | Unclaim Unused Used Both | |Searchinventory

O Existing network Model* i
Network-wide
Meraki WLAN = K7 MR53 4/29/2020 2:59 PM
Wireless ' New network

Organization

PR LIZT 7 BARA L ME, [VA VAR (Wireless) |>[F=%— (Monitor) |>[7 7 ERAKA > F (Access
points) | X— T [AP ®iE (AddAP) | Z&IRL TGEMTHZ LHTEXET,

WGl
asco Meraki =~

N Add access points

Meraki WLAN o Add access points from your organization's inventory. When you claim an order by order number, the
devices in the order will be added to your inventory. When you claim a device by its serial number, that
device will be added to your inventory. Once in your inventory, you can add devices to your network(s).

Network-wide Search inventory
Wireless MAC address Serial number Model * Claimed on
2|ess
B8:15:44:60:18:8c Q2MD-MWQS-JSK7 MR53 4/29/2020 2:59 PM

Organization
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SSID DOHERR

SSID ZER T DH121E, Ray 7 XU Ama—bXRAry NU—7 IR, [TA ¥ LA (Wireless) |>
[B¥E (Configure) ]>[SSID (SSIDs) | ZHEeR L £,

Cisco RoomOS Series (Z XA %l @ SSID
EEIVYBCHZLEZHRLES, X7 TA TV MRZEOMDO XA TOI T4 7T > ME, ERENE 5 SSID
& VLAN 2T 2081 H D £,

7272 L. &A% Cisco Wireless LAN O RARA > &P R— 425 X 9 ICRE S NTZEBEAFD SSID
N LA, £ WLAN 2l T& £,

SSID 4 &% T 5 I121E. [ABTDZEFE (Rename) | Z3&IN L £,
SSID AT HI2IE, FayFE 7 A=a—00 [F%) (Enabled) | 238K L £7,

|I|I+I|l|

asco Meraki

Q

Configuration overview

Meraki WLAN : SSIDs Showing 4 of 15 SSIDs. Show all my SSIDs.
meraki-voice
Enabled enabled [
Network-wide his i
Access control edit settings
Wireless Encryption 802.1X with Meraki RADIUS
Sign-on method None
Organization Bandwidth limit unlimited
Client IP assignment Local LAM
Clients blocked from using LAN no
Wired clients are part of Wi-Fi network no
VLAN tag & 3
VPN Disabled
Splash page
Splash page enabled no
Splash theme nfa

[TA Y LA (Wireless) |>[f%/E (Configure) [>[7 7 & AKRA & (Access points) ]X—3 T, [WPA2-Enterprise]
IR LT 802.1x il & AN L £ 77,

[WPA2-Enterprise] % 2R3 5 FEI21E. Cisco Meraki #37lE Y — /304058 RADIUS
= " Zfli T E £, Cisco Meraki #fEH—/3% PEAP 8FEA V78— N L £ 7, PEAP
BAETIXAEN R A =L 7 RLARMBETT,

fOFBFEY 4 7 (FRFEAF—72 L) bEHTEES, [(RTT v

v a~X— (Splash page) ]7% [72 L (None) ]

WICRESNTWT, XA V7 NT 7 BAREII /2> TNWHI L

iR L ET,
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Q, Search Dashboard

Access control

Meraki WLAN SSID: | meraki-voica %]

Metwork access

Network-wide
Association requirements | Open (no encryption)
Amy user can associate

Wireless

Pre-shared key [PSK)
Users must enter a passphrase to assoclate

~ MAC-based access control [no encryption)
RADIUS server is queried at association time

© Enterprise with | Merski Cloud Authentication [
User credentials are validated with 802.1X at association time

WPA encryption WRA2 only (recommended for most deployments) B
mode

802.11r 0 Disabled [

BOZ. 11w 6 Disabled (never use) B

Splash page © WNone (direct access)

Users can access the network as scon as they associate

[WPA2-Enterprise] 731 201272 - CTUW B EEE T Cisco Meraki sqll ¥ —/3—% RADIUS

=L L THEHTAEGAIE. Ry FT—27 24 (Network-wide) | > [iXE (Configure) |>
[:'—*“Hs*‘ (Users) | X—Y Ca—%—7T v h&{E L, Webex Desk Series 7% 802.1x
PRREICERGEY — =2 T 2 KO IR ET AVERH D 9,

1F : Cisco Meraki 7 27 © ARA ¥ FiX EAP-FAST Z9 3R — F LERA,

Create user
Account type: Meraki 802.1X

Description:
Email (Username):

Password: Generate

Authorized: No [
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[TA4 % VR (Wireless) |>[BRZE (Configure) |>[7 7 & X%l## (Access control) |

AN—=U T, [V v TYE—F (Bridgemode) | #HNITHZ L&2H#ELET, ZDEA. Cisco RoomOS Series

FEHEISCZE DD RIRA > b3 77 RRX—ATARWED | Cisco Meraki
S NU—27 Tlid/e v —H/Ld LAN 7>6 DHCP # & L £,

[7V v YE—FK (Bridgemode) | Z#A%hZT % &, VLAN ¥ ¥
AT a PMERTEHE D120 £9, SSID D
[VLAN#Z ¥ (VLAN tagging) | #EZNCT 25 Z & 2R L £,

VLAN % ¥ 7 213 585615, VLAN 25835 h T 7 B— RICRESINTZAA v F HR— KZ, Cisco

Meraki 77 B A I"A > FB3EERESND Z L 2R LET,
Cisco Meraki MS A A v F &2 H 3 535 1%. [Cisco Meraki MS Switch VoIP
BATA R 228 1L T Z &V, https://meraki.cisco.com/lib/pdf/meraki whitepaper msvoip.pdf

Cisco I0S A A v FZ AT 5HEE 1L, CiscoMeraki 77 B A iIRA v F3EEFTHAA v F
N—FZROE IR LT, 802.1q F T F U 7 EHDCLET,

Interface GigabitEthernet X switchport
trunk encapsulation dot1q switchport
mode trunk
mls qos trust dscp

asco’ Meraki

Addressing and traffic

Client IP assignment NAT mode: Use Meraki DHCP
Clients receive IP addresses in an isolated 10.0.0.0/8 network. Clients cannot communicate with each other, but they may
communicate with devices on the wired LAN if the SSID firewall settings permit.
Meraki WLAN © Bridge mode: Make clients part of the LAN
Meraki devices operate transparently (no NAT or DHCP). Wireless clients will receive DHCP leases from a server on the LAN or
use static IPs. Use this for wireless clients requiring seamless roaming, shared printers, file sharing, and wireless cameras.

Network-wide Layer 3 roaming

Clients receive DHCP leases from the LAN or use static IPs, similar to bridge mode. If the client roams to an AP where their
Wireless original IP subnet is not available, then the client’s traffic will be forwarded to an anchor AP on their original subnet. This allows
the client to keep the same IP address, even when traversing IP subnet boundaries.

Organization Layer 3 roaming with a concentrator

Clients are tunneled to a specified VLAN at the concentrator. They will keep the same IP address when roaming between APs.

VPN: tunnel data to a concentrator
Meraki devices send traffic over a secure tunnel to an MX concentrator.

VLAN tagging € Use VLAN tagging B

Bridge mode and layer 3

roarming only

VLANID & AP tags VLANID Actions

All other APs 3

Add VLAN
Content filtering € Don't filter content
NAT mode only
Bonjour forwarding € Enable Bonjour Gateway B

Bridge mods and layer 3

roaming only
There are no Bonjour forwarding rules on this network.
Add a Bonjour forwarding rule

[TAF LR (Wireless) |>[5%E (Configure) |>[7 7 &7 A HI# (Access control) | ~<— Ti,
Cisco RoomOS Series Cffi 1792 SSID O JE ik 2 E & £7,
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[5 GHz 3D (5 GHz band only) ]% 4R L C, Cisco RoomOS Series % 5 GHz

WCEESE L ZEE2HRLET, ZHOF v o RV E2HTE %9 &2, 24GHz

HUE ETHNLE L RNV TT,

BEHESBEN TN D 7212 2.4 GHz AR AE T2 MEN B 2 5G1E. [T 27 "0 Fi@ll 24GHz BX U5

GHz) (Dual band operation (2.4 GHz and 5 GHz)) ]

ZIEINTDMLERHV ET, [N RRTTY T2 ERT 5T 273 RiEM (Dual band operation with Band
Steering) | 47> a3 VIFEH LN T I,
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WERD24GHZ 7 FA TV "R UAFTUALANICHERCTE D L ICT DM ENRH L5 EEFRE, 12 Mbps
KEOT—H L— MIBEHT L2 L2 HERLET,

Cisco Meraki 7 7 & AR A > MIFAE, DTIM EH [1] . ©—= & #1100 I VR

FEHALET, FHELLREEZEETHIZLITTEERA,

el Meraki Wireless options

Band selection and minimum bitrate settings may be overridden by RF profiles. = Go to RF Profiles

Meraki WLAN

Band selection Dual band operation (2.4 GHz and 5 GHz)

© 5 GHz band only
5 GHz has more capacity and less interference than 2.4 GHz, but legacy clients are not capable of using it.
Network-wide
Dual band operation with Band Steering
Band Steering detects clients capable of 5 GHz operation and steers them to that frequency, while leaving 2.4 GHz available
Wireless for legacy clients.

Organization Minimum bitrate (Mbps)

o Lower Density Higher Denstty

802.11b devices not supported

[TA ¥ LR (Wireless) |>[#XZE (Configure) |> [SSIDDO R (SSID availability) |
A= T, [FIBRME (Visibility) | 2 [ZDSSIDZE /X7 U v 7127 R2XZ A X323 (Advertise this SSID publicly) |
_pxﬁza“é LTSSIDETr—F % A RTEET,

[APZ & OF A (Per-AP Availability) | X [Z @ SSIDZ 3T AP THZNIZ T2 (This SSID is enabled on all APs) |
ICERETHZ L HEREL £,

MHZE U CSSID OR[ 2 A7 V2 — ViR ETE TR, [RAFrVa—nEN7- A (Scheduled Availability) | i
[#%%h (Disabled) [IZEXET D Z & AHEL £,

I m R &8
asco Meraki
NETWORK SSID 8V8||abl|lty
Meraki WLAN SSID:  meraki-voice o
Visibility Advertise this SSID publicly [
Per-AP availability € This S5ID is enabled on all APs o
Network-wide
Scheduled availability disabled [

Wireless

Organization

BROBRE
[TA ¥ LA (Wireless) |> [k (Configure) |> [ E (Radio settings) |

NR=UT, 77 BARA L M —fE T ERNIHER LT, BEIZZEFEIOFT v RV LR EENRELERT
EJESra
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Cisco Meraki 7 7 £ AR A v M EFATHHAIE, Tv o FABLOREENC [EE (Auto) | Z3IR L, RF
TR Ty ANTERINTNDLOEFIHATLZ L 2HEL £4,

72120, lx DT 7% ARA L D 5GHz £721% 2.4 GHz

HERONTRMNIT, Fr oV EREBAEZHNICRETEET, Zhud, = U 7ICHiEi e THIRNEET 55
BB 2NV ET, —FHT, tOT 7 EAKRA L N TIEE (Auto) |

EEMIL, BT R ADBE DY THONTWAT v R ERETE £,
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‘dses Meraki

Radio settings

Overview  RF profiles

BAND CHANNEL AP TAG RF PROFILE REGULATORY DOMAIN
Network-wide 5 - All = MR53 = All ~ | FCGC Edit

Wireless Siieh B AR i Update auto channels Edit settings... ~

Organization

Target power Transmit power
Status® AP name. Channel Ch. Width (MHz) (dBm) & {dBm) & RF Profile <
MR53 36 (Auto) 20 8-30 8 Basic Indoor Profile

EHED [FEARBWNT v 7 7 4 /v (Basic Indoor Profile) | A9 52>, [232 Fi&IR (Band selection) |%
[SSID =& (Per SSID) | IZRREL. [ZTA T v %5227 (Client balancing) | % [ 7 (Off) IR E L TH LW
RF 707 7 A NVEAERT D2 L2 BEIOLET,

clsclo“ Meraki R S

RF PROFILES

Edit Basic Indoor Profile

NE

Meraki WLAN

General 24GHz 5GHz

Network-wide

General
Wireless i
A
Organization
The Access Points configured to use this profile will follow the band selection set on the Access Control page for the respective SSID.
date.
Minimum bitrate © Per band

figurati
Lomguisuoan Set the minimum bitrates for the 2.4 & 5 GHz radios separately below.

Per SSID

The Access Points configured to use this profile will follow the minimum
bitrate selection set on the Access Control page for the respective SSID. Per
SSID minimum bitrate selection will be moved to RF profiles at a later date.

Client balancing on

Client Balancing uses information about the state of the network and wireless client probes to steer the
client to the best available access point during association. Read mare about client balancing here.

RF 71 7 7 A /L ClE, 5GHz R D [F % R/VIE (Channel width) | & LT, 20 MHz, 40 MHz, %7-1% 80 MHz
T L LIICHRETEET,

2.4 GHz #4213 20 MHz
Fx o xNEFEHL, MOF ¥ XURICERETHZ LIETEERA, TXTOT 77X
RA L P TRILT v RUVIREFHT D Z &2 #ELE L F9,

[BE/F % %L (AutoChannel) | THEH &5 5GHz F ¥ %L & RF 707 7 A L CRETXET,

[B8F ¥ R (AutoChannel) | TR S5 24 GHz F ¥ 1 /Wid, Fr a1, 6, LU
DOHICHIB SN THET,
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[JEMRE(EE /% (Radio transmit power range) | & RF 7’10 7 7 A LTSNV E T,

[B/hE> b L— MERE (Minimum bitrate configuration) | 73 [/X> K2 & (Perband) ]IZE%E SN TV 54, SSID
MR TER SN TVDOINEN EEXINET,
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WKRD24GHZ 7 FA T FRTA YL ALAN ICHR CE D LD ICT D MENHL5E % RE . 12 Mbps
ROT —H L— MIET 52 L2 HEE L £,

Himm : General 24GHz 5GHz
cIsco —

NE 5 GHz radio settings

Meraki WLAN Turn off 5GHz radio See band selection above.
Channel width Auto
s

Manual 5 GHz channel width
Disable auto channel width by manually selecting a channel width for the APs in this profile.

20 MHz (19 channels)

Recommended for High Density deployments and environments expected to
encounter DFS events. More unigue channels available, reducing chance of
interference.

© 40 MHz (10 channels}

For low to medium density deployments.

BO MHz (5 channels)

For low density areas with few or zero neighboring networks. Higher
bandwidth and data rates for modern devices. Increases risk of interference
problems.

Channel assignment method AutoChannel will assign radios to channels with low interference.
Change channels used by AutoChannel...

Radio transmit power range

Transmit shorter distance Transmit farther
{dBm)
O
2 3 4 5 8§ S W M 1z W@ 4 15 16 W 18 19 W M 2 2 WM W O/ W M M 3
Set RX-SOP...
Minimum bitrate
Lawer Density Higher Density
O
5 3 12 1 E £ - 5

Change 5 GHz channels used by AutoChannel

Available channels for AutoChannel

If you deselect a channel, AutoChannel will not assign it to any AP with this profile. Ciick on 2 channel to toggle ils seiection.

unI-1 una-2 UNII-2-Extended UNI-3 ISM

o ENCICIEICICIEIRY o e o | i K -

40 MHz

62
B0 MHz

DfSchamnels | Deselect DFS channels

ol ... |

T7AT9F—NV& NTFT 40P =—VLT
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[TA ¥ LA (Wireless) | > [RE (Configure) |>[77 AT VA—NERNTFTT 47 =2—E 7 (Firewall & traffic
shaping) | " X—YTClX, NI 74 vV v=2—EU T NL— L EEXRTEET,
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TAXYVAZTAT  hOR—JIVLAN 7 7 B R ZFF AT 58912, [VA V37747 U+—NAL—)v (Layer 3 firewall
rule) | BHEKSNTWDZ L 2GR LET,

N7 7497 vx—UE U7 —VEERTZXDHLIICTHITE [FTF 74 v 7 DY =—7 (Shape
traffic) |RR v X T A =2 —T[ZDSSIDD T 7 4 v 7 %< =—7 (Shape traffic on this SSID) |
IR L ET, [Z2DSSIDDO NF 7 « w7 % =—7 (Shape traffic on this SSID) ]

A L%, B LWLr— L& B (Create a new rule) ] Z3&R L C

[FF 7 4 v v=—¥ 2 F)b—/b (Traffic shaping rules) ] ZEF L 7,

CiscoMeraki 7 7 B A IRA > DT 7 /L s TiE, DSCPEF (46) ¢ ~—7 IN/-EFF 7 L — A WMMUP 6
TliE72< WMMUPS5 ¥ 7%, DSCPCS3 (24) L ~—7 &hi=a—Hlfl 7 L— A2 WMM UP 4 Tlid7e < WMM
UP3 DX 7 &A1 £,

‘asen’ Meraki “

NETWORK Firewall & traffic shaping

Meraki WLAN < SSID: | meraki-voice B

Block IPs and ports

Network-wide

Layer 2 LAN isolation Disabled & (bridge mode only)
Wireless Layer 3 firewall rules © # Policy Protocol  Destinati Port C t Actions
Allow Am Local LAN Am Wireless clients accessing LAN
Organization B Y Y, L
Allow Any Any Any  Default rule

Add a layer 3 firewall rule

Block applications and content categories

Layer 7 firewall rules There are no rules defined for this SSID.
Add a layer 7 firewall rule

Traffic shaping rules

Per-client bandwidth limit  ynlimited

detajls Enable SpeedBurst
Per-SSID bandwidth limit unlimited

details
Li]
Shape traffic Shape traffic on this SSID B

T : CiscoMeraki 7 7 EARA > FCld, a—AT7 FI v a UV ST 7 4 v 748 (TSPEC) 28R — N LEH A,
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Cisco D FEH|H DR

Webex

Webex I£7 7 7 R&EGREHNZT 5725, Cisco RoomOS Series (Z[EEA > X —F v

PRI LD D £ A,

Cisco

Control Hul

() Overview Overview
MONITORING
Organization Health (1) BETA
@ Organization Health
. [ .
wl Analytics 69 Yo Experience Score
-~ Troubleshooting
4 of 9 action items complete
MANAGEMENT You can provide a better experience for your end users
View All Action ltems
0 Users
O Workspaces
Webex Services ALL ONLINE
£ Devices
82 Apps ) ° )
[ Account Messenger Webex Calling
£ Organization Settings
L) (] (]
Meetings Hybrid Services Control Hub
SERVICES
() Messaging L) L °
Developer API Room Devices ~ Contact Center
£ Meeting
%, Calling ()
. UCM Cloud
& Hybrid

Hyhbrid Services ALL ONLINE

Calendar Calendar (Office
(Google) 365)
e
can Massaos

Cisco RoomOS Series I, Webex

WEMLT, EAEREIFIHEAEFHRO T —7 A_R— 2L L Ca—HF—|ZE DY THRI LN TXET,

EPNGRAS L E

Cisco RoomOS Series X, [T /351 2 (Devices) | fXH T —HF —REARICHEH T2 Lo ITHkTE £,

Calendar
(Exehange)

Vidao Mesh

Devices

1 ,029 Total Devices
Online: 29

°

Online with Issues: 182

Offline: 93
=
Expired: 693

———
Unknown: 32

What's New

The latest update is here!

( Learn More )

The March update is here! 41.3 includes Q&A for Webex
Meetings, Moderated Unmute for Video Devices, Pre-
Meeting Lobby for Scheduled Meetings, Enhancements to
the Guest Join Experience and much more

2 Prevent Users from Using Unmanaged Apps
Feb 10, 2021
B Force Authentication for Users When Changing

Passwords
Jan 5, 2021

=P DT NS ZAEBINT DL, [T234 A (Devices) |
IZBEN L., [T734 ADENM (Add Device) |

ZIEIRL £, ROE

T, [BEFD=—H— (Existing User) |

IR, IR~ (Next) |27V v 7 LET,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K

Onboarding

== Inactive 0%
Not Verified 12%
= Verified 2%
= Active 86%
Potential New Users 1
Delayed Conversions 0
Review Enable Directory Sync

Quick Links

Cisco coviD

Webex R

( Learn More )

= Admin Capabilities
Manage Subscriptions
Organization Tasks
Audit Log
Manage Auto-License Template

Onboarding Report

Mg H AR . VPN
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Add Device

Assign to a user or a workspace?
Devices for personal usage should be assigned to a specific user. A workspace represents a physical location containing a device not
owned by a specific user, such as a meeting room with a \Webex Board 55 or a reception with a shared phone.

Existing User Workspace

Personal Usage Shared Usage

[5] Multiple Cisco IP Phones: To bulk activate devices, Import/Upload CSV file.

Cancel

Cisco RoomOS Series ##| 0 Y4 TH2—HF—%HRBEL., KR~ (Next) |27 Vv 7 LET,

Add Device

Which user will this device belong to?

| Bearch for a user |

Back

Cisco RoomOS Series (Z A )T 5 [T 7T 4 _X—¥ a3 2—F (Activation

Code) | nFERENET, [2—F— (Users) |

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 205
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FE[FFIH

Cisco RoomOS Series (%, [T/34 & (Devices) | £721% [V —2 A~X—Z (Workspaces) |
ENALTYU—7 ZA_—2 L LTHERTEET,

[F/34 2 (Devices) |

LTI =7 AR—=ZA&BIMNT 5I21E, [T734 X (Devices) |
ZBEI L., [T 20BN (Add Device) |

IR L E7, ROMEHE T, [V—2 A~_X—Z (Workspace) |
ZIIRL, R~ (Next) | 227V v/ LET,

Add Device

Assign to a user or a workspace?
Devices for personal usage should be assigned fo a specific user. A workspace represents a physical location containing a device not
owned by a specific user, such as a meeting room with a Webex Board 55 or a reception with a shared phone.

Existing User Workspace

Personal Usage Shared Usage

[5] Multiple Cisco IP Phones: To bulk activate devices, Import/Upload CSV file

Cancel

BEFED T —27 A~_X—2X (Existing Workspace) | 7213 [Br L\\T —27 A~X—2Z (New Workspace) | iR L £7,
R LA 7' a MUGRE T, V=7 A=A E B EITIA LT, R~ (Next) |27 U v 27 LET,
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Add Device

Assign to an existing workspace or a new workspace?

Which Workspace will the device be assigned to?

workspace.

Search for a Workspace

Select Existing Workspace to activate a device if the previous code has been lost or has expired, or to have multiple devices in a workspace.
If you add multiple devices in a workspace that are not designed to work together, it may create interference issues.

Existing Workspace New Workspace

Workspaces containing devices that are not Cisco IP Phones will not be shown, since you can only have one of these devices in a

Back

Add Device

Assign to an existing workspace or a new workspace?

Select Existing Workspace to activate a device if the previous code has been lost or has expired, or to have multiple devices in a workspace.
If you add multiple devices in a workspace that are not designed to work together, it may create interference issues.

Existing Workspace New Workspace

Where will this device be located?

What would you like to call the Workspace that this device will be assigned to?

Insert name of device location, e.g. 'Reception’ or 'Bo:

PIATZ [ LWD —27 X~3—Z  (New Workspace) | 2NEIR STV 724

device) | ZIEIRN L. [R~ (Next) | 227 U w7 LET,

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

Back

[Webex /L — A5 /34 2 (Webex Rooms
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Add Device

What kind of device do you want to set up in this workspace?

O - o

Cisco Webex Rooms device Cisco IP Phone
e.g. Cisco Webex Board, Room, and Desk series, e.g. Cisco 8845, 8865, 8800 and Analog Telephone
and Webex Share. Adapter ports

S5, FLWT—7 A~X—2Z (New Workspace) | Z3R L728581%, HERF—ERAZHREL T, [R~ (Next) |
Vw7 LET,

Add Device

Which services are needed in this Workspace?

9 Calllng o Free Calling (default)

Cisco Webex Calling
Free Calling features with additional PSTN service provided through Webex.

Calendar ® J

Cisco RoomOS Series (A ST 5 [T 7T 4_X— 32— F (Activation

Code) | NFERENET, UV—2 A_—2 %/ L TEELED

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 229



[7—27 A~_X—2Z (Workspaces) |

ZRIRL T, Y= AZREEITLEELET,
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Webex D% v b U — 27 BEIZOWTIE, RO URL (2% %5 Webex Services
REa2 XA bORy NU—JEHEZSL T EE0,

https://help.webex.com/ja-jp/WBX000028782/Network-Requirements-for-Webex-Services

FEANZ DUV TIE.  [Webex Desk Series BEE T A Kl 22 L T 7Z&0,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
maintenance-guides-list.html

Cisco Unified Communications Manager

Cisco Unified Communications Manager |, & F S FE72805 HIHERE, X0 ex=2 U 7 o HREZ I L £ 7,

T3 ADE L
Cisco Unified Communications Manager < Cisco RoomOS Series

DT SA AL A T HHIMIT DT, T DT A Ay r—T0D  COP 77 A /L%, 4% Cisco Unified
Communications Manager VA A()) Cisco Unified Operating System  Administration =~ Web

N=TUNoA A= VT LHRENRDY £7,

TNA AR —20  COP 77 A MDA A R—/Li%IZ, % Cisco Unified Communication Manager
J— REaHREET20ERLRWGERH Y 7,

Cisco Unified Communications Manager D /N—3 3 2L U T, WREFEITLET,
11.5(1)SU4 DA
e J T Cisco Unified Communications Manager / — K& U 7 — s LE T,

11.5(1)SUS BARE & 7213 12.5(1) LARE

e T Cisco Unified Communications Manager ./ — R C Cisco Tomcat $— & X Z FLE) L 7,
e 7Y w3y /) — KT Cisco CallManager
P—ERZETLTWDL5EIE, N7V vy /) — R TOHP—ERAZHERH L ET,

X YT R7 T A% — FOD Cisco CallManager 3 —E 2 2 HEBITA2LEITH D XA,

COP 7 7 A VDA A R — /L FIEIZDOWTIE, IRD URL IZ& % [Cisco Unified Communications Manager
FRV=FT 4T VAT LT FI=APb—var HA R 22RLTZE0,

https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-
maintenance-guides-list.html

Cisco RoomOS Series % Cisco Unified Communications Manager (ZEMT 5. A —H% % >~ s MAC
T R A& L TR LANMAC % Wi-Fi #6572 N AT 2 80107 m ey a =0 7350 ERH D £,

A —H% %> h MAC 7 R L A%, Cisco RoomOS Series T [/X— a U 1E#H (About) | F7213 [BRE (Settings) | >
[ZDF 34 RIZ2VVT (About this device) | ICEE) L TROIF L Z ENMTEET,
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http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-

rDevice Information

Iﬁ Device is trusted
MAC Address*

Description

Device Pool* -- Not Selected -- + | View Details
Comman Device Configuration < None > * | View Details

Phone Button Trtmplate"c -- Not Selected -

Common Phone Profile * Standard Commen Phone Profile

F)RA RS — )

#1 LU Cisco RoomOS Series #{E%T 5 & X%, [T/3 27—/ (Device Pool) | # X ETHLENRH Y £,

TNA A T —)LTliE, HTEOKE (Cisco Unified Communications Manager
L) m— U ZBEET ARE (A7 —7 Hilg72 L) | m—A v b— K JAV—TRE, T35 A
EFEEU T 4 IZBHETAEROKE, BLOZEOMDO I N—THEEZERLET,

TNRA AT —=NVEMEHTDE, T ARG, TN XA T Elc 7 —7bTcEE7,

r Device Pool Settings
Device Pool Name* Default
Cisco Unified Communications Manager Group®  pefault E
Calling Search Space for Auto-registration < None > E
Adjunct C5S < None > a
Reverted Call Focus Priority Default E
Intercompany Media Services Enrolled Group < None > E
r Roaming Sensitive Settings
Date/Time Group* CMLocal E
Region® Default E
Media Resource Group List < None > E
Location < None > E
Network Locale < None > E
SRST Reference® Disable E
Connection Monitor Duration ** *
Single Button Barge™® Default E
Join Across Lines* Default E
Physical Location < None > E
Device Mobility Group < None > E
Wireless LAN Profile Group < None > B view petails

BiERNEZ L T 7L —b

#r L1 Cisco RoomOS Series # 1ERk T % & 1%, [BEEARZ 7T 7L—1b (Phone
Button Template) |

EHELT DMENDH Y £9, SESEREREICHT oA T a v EAEMLT, hRF
LOBEFERSA T T L— M EERTE £,

Cisco RoomOS DX Series 7 A ¥ L A LAN AT A K 3



r Phone Button Template Information

*
Button Template Name ™ spandard Cisco Webex Desk Pro

r Button Information
Button Feature

1 Line ** Line

X274 FuTdrAN

# LU Cisco RoomOS Series Z#1ERKT 5 & &, [TAA R X2V T 4 707 71/ (Device Security Profile) |

AT DR H Y £,

X2V T 4

Ta T ANEERT S L, BAEE— PO S LE— FE AN TEET, Bk E—R2ANcT2L, 7007
ATAT BRORET 7 A VO AALDENIZ R £,

X2 U7 1 717 7 A /LT Locally Significant

Certificate (LSC) &M %1213, FBEER 7 0 % HERE (CAPF) MEIEL TV DRERHY £,

Cisco RoomOS Series (21X, X =V T 4 717 7 A /L {5/ T & % Manufacturing Installed
Certificate (MIC) 23% 0 £,

r Protocel Specific Information

Packet Capture Mode™® None a
Packet Capture Duration o
BLF Presence Group™ Standard Presence group a

MTP Preferred Originating Codec®

Device Security Profile* Cisco Webex Desk Pro - Standard SIP Non-Secure B
Rerouting Calling Search Space < MNone > 2]
SUBSCRIBE Calling Search Space < None = a
SIP Profile™® Standard SIP Profile B view Details
Digest User < Mone > [ 2]

Media Termination Point Required

Unattended Port

Require DTMF Reception

TIFIWVNDTNAA X2V T 4 Tu7r7 AL, Bz L7\, Standard SIP Non-Secure Profile T9-,
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— Phone Security Profile Information

Product Type: Cisco Webex Desk Pro
Device Protocol: sIP
*
Name Cisco Webex Desk Pro - Standard SIP Non-Secure Pr
Description Cisco Webex Desk Pro - Standard SIP Non-Secure Pr

Nonce Validity Time* 600

Device Security Mode  Non Secure a

Transport Type®* TCP+UDP ]
Enable Digest Authentication

TFTP Encrypted Config

Exclude Digest Credentials in Configuration File

r Phone Security Profile CAPF Information

Authentication Mode * By Null String e
Key Order* RSA Only 8
RSA Key Size (Bits)* 2048 2]

EC Key Size (Bits)

Note: These fields are related to the CAPF Information settings on the Phone Configuration page.

r Parameters used in Phone

SIP Phone Port* cqgq

SIP u7r7A)L

1 LU Cisco RoomOS Series A 1ERT % & X%, [SIP 71 7 7 AL (SIP Profile) | ZH5pk4 2 B0 H 0 9,

Cisco RoomOS Series DA AKX L SIP 700 7 7 A VEAERRT H Z L 2B LET (BEESIP 'r 7 7 A NVET0IT
ENANTNA AOEEESIP 7u 7 7 A NVEFEH LRNTLEZIWY) |

— Protocol Specific Information

Packet Capture Mode* None
Packet Capture Duration o
BLF Presence Group™* Standard Presence group a

MTP Preferred Originating Codec™®

Device Security Profile* Cisco Webex Desk Pro - Standard SIP Non-Secure B
Rerouting Calling Search Space < MNone > 2]
SUBSCRIBE Calling Search Space < None = [¥]
SIP Profile* Custom Webex Desk Pro SIP Profile B view Details
Digest User < MNone = 8

Media Termination Point Required
Unattended Port

Require DTMF Reception

Cisco RoomOS Series JAD W A% A SIP 7'a 7 7 A )VAVERRT 121X, = SIP
T rANESRT L — e LTHEALET, FEHESIP
Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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[VORZ OFERBOFHEM () (Timer Register Delta (seconds) ) =30 (2% (F 74/ k =5)
(A ~—F%—TT 74 7OFEZHMR (Timer Keep Alive

Expires) () 1=300 (Z 74/ F=120) [#A ~—

Y TR T4 T OEZHYR (imer Subscribe

Expires) () 1=300 (F7 4/ kK =120) [ZA~—

YT 27547 F/LZ (Timer Subscribe

Delta) (B) |=15 (F 74/ k=5)

[ AT A (System) |>[—ERA/XTF X —4 (Service Parameters) | > [Cisco CallManager]| @ [SIP Station
KeepAlive [E]f#@ (SIP Station KeepAlive Interval) ] 23120 0 CTH 5 Z & ka8 L 97,

HAEZNSIP a7 7 A LOF

 SIP Profile Information
Narme™* Custom Webex Desk Pro SIP Profile

Description Custom Webex Desk Pro SIP Profile

Default MTP Telephony Event Payload Type™® 101

Early Offer for G.Clear Calls* Disabled <]

User-Agent and Server header information*  Send Unified CM Version Information as User-Ager I8

Wersion in User Agent and Server Header® Major And Minor
Dial String Interpretation* Phone number consists of characters 0-9, *, #, an @
Confidential Access Level Headers * Disabled e

Redirect by Application

Disable Early Media on 180

Outgoing T.38 INVITE include audio mline

Offer valid IP and Send/Receive mode only for T.38 Fax Ralay
Use Fully Qualified Demain Mame in SIP Requests

Assured Services SIP confermance

Enable External Qos**

SDP Information

SDP Session-level Bandwidth Madifier for Early Offer and Re-invites * TIAS and AS a
SDP Transparency Profile Pass all unknown SDP attributes
Accept Audio Codec Preferences in Received Offer™® Default a

Require SDP Inactive Exchange for Mid-Call Media Change
Allow RR/RS bandwidth modifier (RFC 3556)

r Parameters used in Phone

Timer Invite Expires (seconds)™® 180

Timer Register Delta (seconds)™ 30

Timer Register Expires (seconds)* 3500

Timer T1 {msec)* s00

Timer T2 (msec)* 4000

Retry INVITE* 6

Retry Non-INVITE™® 10

Media Port Ranges @ Common Port Range for Audiao and Video

Separate Port Ranges for Audio and Video
Start Media Port * 16384

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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Stop Media Port® 32766

DSCP for Audio Calls Use System Default 5
DSCP for Wideo Calls Use System Default B
DSCP for Audio Portion of Video Calls Use System Default
DSCP for TelePresence Calls Use System Default
DSCP for Audio Portion of TelePresence Calls| Use System Default

Call Pickup URI* x-clsco-serviceuri-plckup

Call Pickup Group Other URL* x-clsco-serviceuri-aplckup

Call Fickup Group URL* x-clsco-serviceuri-gplckup

Meet Me Service URL* x-clsco-serviceuri-meetme

User Info® Mone B
DTMF DB Level* Nominal
Call Hold Ring Back® off Kl
Anonymous Call Block™® Off
Caller 10 Blocking * OfFf
Do Mot Disturb Control® User o
Telnet Level for 7940 and 7560* Disabled
Resource Priority Namespace < None > E
Timer Keep Allve Expires (seconds)™® 300

Timer Subscribe Expires (seconds)® 300

Timer Subscribe Delta {seconds)* 15

Maximum Redirections™® 70

Off Hook To First Digit Timer (milliseconds}® ;5000

. ®
Call Farward URL x-cisco-serviceuri-cfwdall

Speed Dial (Abbreviated Dial) URL® w-clscs-serviceuri-abbrdial

Conference Join Enabled
"1 RFC 2543 Hold

B Semi Attended Transfer
~| Enable VaD

~| Stutter Message Waiting

~| MLFF User Authorization

" Normalization Script

Normalization Script . « pane >

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 237



Enable Trace

Parameter Name Parameter Value

rIncoming Requests FROM URI Settings

Caller ID DN

Caller Name

r Trunk Specific Configuration

Reroute [ncoming Reguest to new Trunk based on* | weyer ﬂ
Resource Priority Namespace List = None > ﬁ
SIP Rel1XX Options™ Disabled ﬂ
Video Call Traffic Class™ Mixed i
Calling Line Identification Presentation™ Default w
Session Refresh Method® Invite ﬂ
Early Offer support for volce and video calls™ Disabled {Default value) ﬁ
Enable ANAT

| Deliver Conference Bridge [dentifier

Allow Passthrough of Configured Line Device Caller Information
| Reject Anonymous Incoming Calls

Reject Anonymous Outgolng Calls
| Send ILS Learned Destination Route String

Cannect Inbound Call before Playing Queuing Announcement

~SIP OPTIONS Ping

Enable OPTIONS Ping to monitor destination status for Trunks with Service Type "None (Default)”
Ping Interval for In-service and Partially In-service Trunks (seconds)™ 60

Ping Interval for Out-of-service Trunks (seconds)® 120

Ping Retry Timer (milliseconds)®

500

Ping Retry Count™

rSDP Information

Send send-recelve SDP in mid-call INVITE
Allow Presentation Sharing using BFCP
| Allow X Application Media

Allow multiple codecs in answer SDP

QoS NT A —%

SIP {5, FEafik B, BLOT A A THM SN HEFHFN—AD Y —E AL S 45 DSCP i, Cisco Unified

Communications Manager DT> % — 75 A4 AT A —XZ TEHRZRINET,
SIP #1545 L OV aka% D DSCP fEilX, 7 7 4+ /L kT CS3
CEESNE T, BREAN—AOY—ERF, T T4/ B TRR R
T3 MR T T4y TITRESNET,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K
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~ Enterprise Parameters Configuration

Parameter Name
Cluster ID *

Max Number of Device Level Trace *

DSCP for Phone-based Services *

DSCP for Phone Configuration *

DSCP for Cisco CallManager to Device Interface
3

Connection Monitor Duration *

Auto Registration Phone Protocol *

Auto Registration Legacy Mode *

BLF For Call Lists *
Advertise G.722 Codec *
Phone Personalization *
Services Provisioning *
Feature Control Policy
Wi-Fi Hotspot Profile

IMS Inter Operator 1d *

URI Lookup Policy *

j—_

=T 4 ABIRETAOE Y
TY—Va VEAERT D0,

Parameter Value

StandAloneCluster

12
default DSCP (000000)
CS3(precedence 3) DSCP {011000)
CS3(precedence 3) DSCP (011000)

120

SCCP

False

Disabled

Enabled

Disabled

Internal

< None =

< Mone >

IMS Inter Operator Identification

Case Sensitive

A FBLPETAOEY hL— L

FL—bF%F

Suggested Value
StandAleneCluster

12
E default DSCP (000000)
a CS53{precedence 3) DSCP (011000)
[ cs3(precedence 3) DSCP (011000)

120
B scee
[ ralse
[} pisabled
[ Enabled
[ pisabled
B internal

IMS Inter Operator Identification

[ Case sensitive

#ET HITIL, Cisco Unified Communications Manager
MGFEOY —Ya v aRELET,

T74/NVETIE, BT A 2= Oy b L— X384 Kbps [T E SINLET,

FEHER 72 B CIX, BT A A b U — A2 600p (1100 ~ 3000 Kbps) %7213 HD 720p (1000 ~ 1599
Kbps) ZfiHT 222880 L E7,

VT AE LY B 5561%, HD 720p (G722 A —7 4 A& 5 ® TAEE T 1064
mm)%ﬂ%#éﬁAit%ﬁ:—wBykv~%%1meqImnwwp«wnﬁ~?4ﬁ%@@r
2064 Kbps) ZFIHAT 25T ETAa— Ly FL—F& 2Mbps ICREL 7,

24T

Maximum Session Bit
Rate for Video Calls

Maximum Session Bit Rate for

Audio Codec Preference List Immersive Video Calls

Maximum Audio Bit Rate

Keep Current Setting E Keep Current ﬂ Keep Current Setting

64 kbps (G.722, G.711) |J  Setting Use System Default
kbps Use System MNone
Default kbips
None
© 2000 kbps

BARELIIEFR+ 74 a— LV THEAT 24 —7 44 By b L= FERET DI, ROBHREEHLET,

F—TF4Z
a—7 v

F—F 4%
By h L—F
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AAC-LD 128 ~ 256 Kbps

Opus 6 ~ 510 Kbps

G.722/G.711 64 Kbps

G.722.1 32 Kbps

G.729 8 Kbps

BT A a—VTHATLIETAE Yy hL— h2RET DI, ROBHEHEHLET,
A% E ZHUT2AE T Cisco RoomOS Series 72 H 155 SN ET A A U — LD ENRED £9°,

Cisco RoomOS Series (%, U E— 7 /314 ZDO¥HEIZ)S U K FHD 1080p

BT AFETCZETEET, TOBRIOL, V—Ca VRTEDOHERE = ZEIZANET,

Cisco RoomOS Series

I, BT A HIREEIS A AR — R LTERY, BEORy NI HERNE W E T ARBE AR — N TE RV
VETAEY ML— hEMLEIECTRELET,

ETFFEALTS| TR | Tv—n/ v74 By b
B # (FPS) L— M

qnHD 180p 320 x 180 30 K 128 Kbps
CIF 288p 512 x 288 30 129 ~ 256 Kbps
nHD 360p 640 x 360 30 257 ~ 384 Kbps
SD 448p 768 x 448 30 385 ~ 512 Kbps
WSVGA 576p | 1024 X576 | 30 513 ~ 768 Kbps
HD 720p 1280 X720 | 30 769 ~ 1472 Kbps
FHD 1080p 1920 X 1080 | 30 1473 ~ 4000 Kbps

HMEROREA T a v
Cisco Unified Communications Manager Administration TlJ, Cisco RoomOS Series
It L CIRODBREA T v a VEBHTEET,
INOOF Ty a rOHBIZHONTIE, REX—YOEHO R 227 Y v 7 LTLIEIN,

Cisco Unified Communications Manager

L REREEY — VR L TR ER OREA T v a v — %T RETE £,

éimﬁé HAOREA TV asifk, 2o ¥ —7 74 X&EiG, HEOEE v 7 7 A /v, i3 lx OFEEL~L
TRETEET,
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Cisco RoomOS Series #4773 a v (N—V 3125 XV E))

r Product Specific Configuration Layout
? Parameter Value Override Enterprise/Common Phone Profile Settings

Room Mame (from Exchange(R))
Web Access* Disabled (2]
SSH Access® Disabled (=]
Default Call Protocol ® <Ip =]
Quality Improvement Server
Multipeint Mode* Use Endpoint 8
Telnet Access ® Off (=]
Microphone Unmute On Disconnect®  an =]
Call Logging Mode® on (]
050 Encryption Indicator® Auto a
Alternate phone book server type™ ups %)
Alternate phone book server address
Default Yolume 70
Max Tetal Dewnstream Rate 15000
Max Total Upstream Rate 10000
Load Server
WiFi Allowed ® on %]
System Mame
Wake-up On Motion Detection™ on %]
Customn Message
Settings Menu Mode® Unlocked 2]
Accessibility Call Notification™ Default a
Configuration Control Made™ Unified CM and Endpaint (%)
Webex Devices Onboarding Token
Easy Webex join* Auto a
—Far End Camera Control Settings

Far End Camera Control™® Oon a

Far End Camera Contrel Signaling Capability* on 2]
 Facility Service Settings

Facllity Service Type * Helpdesk (2]

Facility Service Name

Facility Service Number

Facility Service Call Type®  video a8
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rStandby Settings
Standby Mode®™ o a

Standby Delay 5

rSerial Port Settings
Serial Port® on a

Serial Port Login Required® g %]

—Admin username and password

Admin Username

Admin Password

— Proximity
Proximity Made® On
Call Control® Disabled

Proximity Content Share Frem Clients®  pisabled

2 000

Proximity Content Share To Clients® Disabled

- LDAP User Management
LDAP Mode*® Off a

LDAP Server Address

LOAP Server Port a
LDAP Attribute

LDAP Base DN

LDAP Encryption ™ LDAPS a

LDAR Minimum TLS Version™

@

TLSv1.2
LDAR Verify Server Certificate™  gff a

LDAP Admin Filter

LDAP Admin Group

r Customization Provisioning

Customization File

Customization Hash Type®  sHas12 a

Customization Hash

—SMTP Provisioning
SMTP Mode* Off a

SMTP Server
SMTP Port o

SMTP Security type*  None a

SMTP Username
SMTP Password

SMTP From address

74—V % e

k=4 (Exchange(R))  (Room | Z#Ui Exchange D& EL T,

Name (from Exchange(R)))

grueﬂ

DX EIL. Exchange
’Cﬁ‘;)ﬂ S D4 & EEL

VZTAﬂ%M¢6xm%277J

Z @ TelePresence

WL ET, G

—I LI

BT OLEPDHY FT)
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[Web 727 A (Web Access) ]

ZDORTG A—=HL, T A Web 7T W E - 1XF OO HTTP
TTAT v MO EZ T ANDNE I DERLET, T8 AD
Web H— N—RERE A L L9 5 & |

TEaE D NHE Web

RO —DY R— MERE~DT 7 v AN T 1 v 7 SPVETH, BH
OEMEIITHELEEA, ZONRTRA—=ZEZHNTHITIE, T/AA A
DIty FRBLETT,

SSH7 7 k& A

ZDNTG A =B, T3 A ssh

Vi T AN E I DR LET, T3 AD SSH

P — AT o E—T T HE, vy

77 ANVDIEER EORFEDY AR — MEREN T 1 v 7 SETHR, EHE
DOEEITITE L WA,

[ 74/ ha—n7a bz (De
fault Call Protocol) ]

ZORTA=Z TR, T AOFHEBRIE T 2 harz&ELET, Cis
co Unified Communications Manager (28 &k3 28555, Z DT /31 A% SIP
P ZaYR—-—FLET,

[ EdEY—3 (Quality
Improvement Server) ]

FONA ANG ER FUAR— R ERIET S Y E— b
VAT LDRANEIZIP T FLAZEELET,

< IVFIRA v hE— R

DT 44—V RiE, BIMEDRA L NV —RA L ha—LBINE -
LEIZ, AT RA L Fa— AN ED LI END R ERLET
L TV RERA VM E—REFEHT AL, v LTFRA 2 ha— L OREREN
. VIVTFRA v b a— v ERBT D RARA N OMERICHIIR X v E
T, BEEIX, =V RARA U vETANE, ATV A MR EOF TV a v
DIFEICE > TRV ET, AT 4T VY—RA T —7 J Ak

T—REFEHTZE, EEMTONTZAT AT VY —RA T N—T

VAREN LT RARA U N CHEHATEL ) Y —2ARFIHENET,
ZHIZIE, TEEBOCETARHEDY Y —ANEGENIHENH Y £

o

Telnet 77 & A

ZDIRT A—=HIL, T34 A telnet

e T AN E I DERLET, T3 AD telnet
T—_—EE T =TT DL, v T T 7 A IVOWULER E DRFED
PAR— MERR T T v 7 SIVET, W OBEICITEELEEA,

UIWE D~ oA 7 D X 2 — Mgk

TRCOa—LRgRr Sz E&C, 47 2B 2— MEBRT S
MEIMEERLET, DESFHITFoMoLFY) V—2TlZ, 20k
INCLTKRD =P =D AT L E T HHEENH Y £,

a—uaXrrE—R

VAT ANRSZEFEFIFTEET SO — L X S E— REHREL
F3, I—Au I Web A ¥ —7 = A A E 7% xHistory
gy REFEHLTCERTEET,

Cisco RoomOS DX Series VA ¥ LA LANE AL A K

243



OSD K51 v ¥ —4

Gk U —% () PEEICRRAINOFEHORESZERLET
o ZOREIL, Wbl a— el sfbanTnigna— OF
DEFaT7 Rk a7 RSEomFICEAINET, Bolks
Nlea—dn y 7 SPBOT A a2 TRIN, B b Ty
T— LIV HIOM W er y 7 SITZBDOT A 2 TRINET,
[E#E) (Auto) ] : Conference Encryption Mode 7% & 7%° BestEffort

WICRE SV, I— RS LI TWAGA, kA U r—42ha
— VDR OBFIENZF R SHVE T, Conference Encryption Mode 3% )3
BestEffort

WCRRTE S, =D E S TWRWEGS, Y EIO W 251k
AV a— L 2RIChE ) FRSE T, Conference Encryption
Mode % & 7% BestEffort

WCRE SN TWRWEGES, B kA vV r—ZidE o< FrInEt
No AlwaysOn : B 5{bA P — 2 X a— /2RI v lim EIcER R
SNET, ZiuE, 73T D Conference Encryption Mode

RETH FbEnca—L s T a —/LOm M S
NFET, AlwaysOff : BBk A > O — i3l LI rShErA, 2
AUX, 9XTD Conference Encryption Mode

RETH LS hiza— L eFsfbah Ty a — L oMM S
ENE

RIFEFEIR Y — DX 17 (Altern
ate phone book server type)

T 7T, T2 RRA v MIBEED UCM i) UDS
Y= _—ZH L ET2, RBEFERES—"—DHEZHET 254513
v ZONTG A= ERBEGEROT RV A LA EDE T, =2 RAKA
YROT T ANV REEEA—NN—F A4 FLET,

UDS [IfUEREGEIE X 7% UDS ([ZEL. TMS
WCRRELET,

374 7% TMS

RBREGEES— D7 L2 (Alt
ernate phone book server address)

F 74V NT, =2 RARA » MIBEESED UCM o UDS
P—NEEAHLETR, RBFEFEES —"—DFHEHET 255613, =
DINT A=K REEBIRED X A 7 L AEDE T,

T RRA Y bOT T 40 biEER EEE LET, 74—/ FICIEER
MY — D54/ URL 342 T, UDS ¥—/3—0 URL

®f5l : https://uds-host-name:8443/cucm-uds/users 5 & ) TMS

D15 : https://tms- host-
name/tms/public/external/phonebook/phonebookservice.asmx

F 74V EFDORY 22— A

EIZ 07225 100 O CTHRETE £9, 1~100 DffEIE -34.5dB ~ 15
dB (0.5dB ZIA) O#FPHICHIG L ET, L0
1. BERA 7R TWAZ EEEWRLET,

o

Z AN — LAHEERFORK
i

ZOMERIE. TSNS ERORKRZEE Yy hb—hEHEELET, ©
v M — MIEEORERIZBIT 5T XTOT 77 4 7 2 — )V THEIZ
SEIESNET, HAL— 2O 64 ~ 10000 T,

o

7w A RN —AHEAFORK
i

ZOMERIE. TSNS EBRORRKEEE Yy PL—hEHEELET, E
v M — MIEEORERIZBIT 5T XTOT 77 4 7 2 — )V THEIZ
SEISNET, HAL—Z2OHHIL 64 ~ 10000 T,

— K % —,3 (Load Server)

TNAADT 77— L0 =T G — =07 KL X, 7L A&
R—FZ2EELTEIW, il http://example.com/firmware

Wi-Fi 28Rl STV ET

T2 RARA 2 N T Wi-Fi OFIEEFFAIT 558 D R,

VAT 24, (System Name)

AT LADOLHET, T ADKRA ML E L THERATE 4,
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http://example.com/firmware

FE—Ta R AT v

WEOE X 2/ L7z & =12, TelePresence
TV RRA U MRAZ AL = REKTTHNE ) DEHIET 2% E

o

HAH I A E— (Custom
Message)

TelePresence
TURRA U bDa—YP— A H—T 2 f RIERENDINDAZ LA T
— TV DRIE,

REA=a2—F— R

T KA RBEER T Y I T D E D D EIEET HRE,
SED SRV FEHA LY a /R ERLET

TNRAADF LV HR—T 4 7 h—
7 v

A B = — LR TV RFRA VMR, BEREEOH D2 — —D2—F—HihEkE L LT,
AEBEANCHEE SN E Y 27 NV EEHTAMLERS L0 E ) hERT
i

HERHIEE — N Xconfiguration X E Y — A,

Webex Webex Cloud CT7 /34 A ZHEkT 572 DOIZHLTER 16

HiDT B2 A LXAT— R,

Webex (Zfifi BFLIZ SN 7] HE

B A A A

Webex |[ZfHHIZS M ATHERERE 2 B 213 FEFR RIC L £ 9,

UE— Ml GEi) I b66MoeT 4 Y —ADRRE v —h L
HATOHIE O, FA R, R—L) BHFATHNE I DR ETX
jz’g—o

R A S 7Y v T RRE

TV T 4P —ERZAT

wndlE (H224) [FEtERET— FE2BEL £

ZORET, EOXIRY—ERANERIRTEETS, 77V U7 49—
BRI, 773074477V T 4 P—EXAFENIELIREIN
TWRWEHFHTE A, Xy Far b= T ZATHR
Helpdesk @ FacilityService Service 1

Pz TEEY, 77 V74— %, VE—har br—L
M EDA =2 — 2T 25AICIIEHTE £H A,

Ty VT 4 —E RS

B 7V T AV ERAOARIZERELET, V7V I T 4B AR
. FacilityService #— B 244 & FacilityService
P —ERAEFZOIFORENELFRESN TR E

fEHT&E£¥ A, ¥ v F =3 br—7F Tl FacilityService Service 1
RIEFERTE, ZOLFNR 77T 4 —ER a—)L
REAMERENET, 773V T4 —EX L, VE—Far bo—
NWVEEE FEDOA =2 —Z T 2GAITIFEHTEEREA,

77 U7 4 —ERES

HI77VVTAY—EAORZERELET, 77V T4 —E AT
. FacilityService — & A4 & FacilityService
P—EAFZOMGTORENELRESNNTORNEMHATEEEA
o A F = br—7 TIX, FacilityService Service 1

Rzl TEEd, 77T h—vRiE, VE—barbte—ib
L EDA =2 —2 AT 25 G TE EEA,
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T UT 4 =R a—v
AT

RAB N, FT— R

K77V T AR a—NEATERELET, 77 I T4
— B X%, FacilityService — & A4 & FacilityService

P —ERABZOMFORENELSRESNTWRWNWEFEHTEERTA
o X v F a3 hu—7 Tl FacilityService Service 1
EOa#HTEEd, 777 4= X%, VE—harbo—ib
EHH DA =2 — 2T O25GICIIFEHTEEEA,

ZDONFGA=BL, VAT LEAZ L NALT—RIZTHNEIDEREL
9,

Standby Delay

YT IIVAR— b

AKNA = RIZADHNZ, VAT LNT A Kv
E—ROEERMTHRFMORS (HAD) ZERLET, F: [AFAN
A #l4# (Standby Control) | NEZNITHHIMLERH Y 77,

ZORTA=ZIE, THAA ARV Y TNR— b EHNIT 20 E D kR
LET,

VUTNR— a7 A RGBT
_j—

[Admin = —%4; (Admin
Username) |

CONRTA=HF, U TNR— MR T DL ETn 7 A URRENE
IMEERLET,

BEHE - O—FIDEASLET,

[EBL XA T — K (Admin
Password) ]

TuaXIT 4 E— R

BHFES—FORAT— RE AN LET,

TaX I T4 T TINRT RRA L R XTI 7 Tx59ICLET

o

= — L4

TaXTIT 4T T VI Z T LR

IaXITATTAT VIS
DT

TaX I T4 7TV b arTUovERHFA L, aryT VRS
L7 —3 g & LTT /A AN D TelePresence
TV REBRA» MIEELET,

TaXIT AT TAT L bsD
=S AVAVE ¥ )

LDAP £— K

a7 47 7 U D TelePresence
TURRA U IS T LB T — a0 A4 REZETELHEHICL
7,

v 4 AT A%, LDAP (Lightweight Directory Access

Protocol) — 3% Y LAY — R —TIICIRIFE L ORGES
LZHEHE LCHERT A EETAR—NLET, ZOREEHFEHL T, LD
APFRREZEH T 2208 9 0% E L E ¥, 1T, Microsoft Active
Directory (AD) ¥ —EZATT A MFEATT,

LDAP #— 3—7 F L X

LDAP —R_X—D P 7 RLAFHIIARA ML ERTELET,
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LDAP Server Port

LDAP #— /=2t 5 N — M2 A A ZRELET, 0
WCERE LTHEE, BRLT e harvoTF 74V haERLET ([Us
erManagement LDAP Encryption iX & ] ZZM)

LDAP B

BEDI—YF—ZIZ~ v 7T HEDIERT 2 EMN, RELRWIEEA.
sAMAccountName 2M#EfH SV FE T,

LDAP Base DN

R AT 5= MY OBI4 (~—2R) , i : "DC=company,
DC=com"

LDAP 71t

T A VAT AL LDAP

=L DOMDOBELRET L2 HIEEZERLET, A— FESIE, UserM
anagement LDAP Server Port

REEMH L THR— "EBEA—/N—F 4 RT&£7, LDAPS : &A— |
636 over TLS (Transport Layer Security) 0> LDAP

P— N2 L £ 77, None : 78— b 389 L LDAP

P NICEHE L ET (BEofk7e L) o STARTTLS : A"A— b 389 D LDAP
H— ZHEGE L. RIZ STARTTLS % 2415 L C TLS

E sk AN LET,

LDAP Of/NTLS RX—2 g v

FFRT 5K/ 3— 3 > D TLS (Transport Layer

Security) 7’1 b AL ZFHEE L ET, TLSv1.0 : TLS /3— = 1.0
PLEZYAR—FLET, TLSvI.l : TLS X— = 1.1
PbZzVAR—FLET, TLSVI2 : TLS X—T 3 1.2

bz HR—FLET,

LDAP #GEY— /N —FEHE

BT A VAT L% LDAP — N T o & = NEe T A
VAT MCREAEFEZER L CHuE R LET, ZORERX. ETA
VAT LY OFEHEZ RS D E D MERET DI OITHA L
ES

LDAP EH# 7 4 W H

LDAP

T4 EIE, BEEHRPM G S5 2 —FERHRIT S 72D L E
T, HELTEH, ZOKEIX UserManagement LDAP Admin Group
RELD bEEESND L OITRY £7, #l: (CN=adminuser) , 3D
FEAICOW TR, LDAP AR 2SR L T 7E S0y,

LDAP HH 7 )L—7

DAL ARX T 7 A

Z D AD (Active

Directory) 2 /b—7' DA /=T 1%, EEHEHERDI T EINET, 20K
EIL,  (memberOf:1.2.840.113556.1.4.1941:=) OFE#E T9, UserManageme
nt LDAP Admin Filter

DHESNTWDLEGE, ZOREITEMA S VET, i : CN=admin_group,

OU=comiani irouis, DC=comiani, DC=com

HARRA R T ya=rr

T7ANVPBRFESNTWAST RV A, ZO7 4 —/L RIZIE, BAZ~A
XN RV 77 A VD584 7¢ URL, 721346 HH o cCUCM
THEABRENTWBEEILT 7 A4 VA DHRDBNLETT,

AR A ANy 2 DY

T DNy 2 B ORBEEZBE L £,

BAZ<A ANy 2

T RRA VIR T 7 A NDOBEENEZHERTED LI, WAL~ A R
Tavva=rs
T ANDBERENTE NNy Y aTF =2y I AEHRELET,
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SMTP €— K DRREIX, =2 RARA > N TSMTP 2N E 7213 Ehic LET,
SMTP #—/ 3% SMTP —"—DT KL AZHEELET,
SMTP 7R — K (SMTP Port) SMTP H— =TT 2R — METEHELET,
SMTP £F% =2 U7 4 Z A T2 SMTP £ X2 U T 1 24 FHRELET,
SMTP Username T2 SMTP 2 —¥ —Z &R E L ET,
SMTP Password 35 SMTP 22— —H 23R E L 7,
SMTP X567 LA T RARA b SMTP
f;EEIT B A—NERETDEEIMMTLRELT FLAZRELE

Cisco Desk Pro #gkA 7> a v (X—T g 125 L)

r Product Specific Configuration Layout
? Parameter Value Pull xConfig. from device
@-Nnm: Endpoints running software versions earlier than CE 9.8 only support provisioning a limited set of parameters from Cisco Unified CM.
These parameters are indicated below with the # symbol.
[General sgtﬁngs
DefaultVolume | 50 |#
Bluetooth ; 5
Microphones Mute Enabled * | True v |
BYOD Ultrasound MaxVolume |?U |
CallHistory
rInput
Cameras HDMI 1
Level | o |
Conference Mode* | on v |
FacilityService MicrophoneMode* | Focused v |
USBC 1
HttpClient
el Level | o |
HttpFeedback Mode* | on v |
Logging rSoundsAndAlerts
RingTone | Sunrise |
Macros
Ringvolume |50 |
NetworkServices
rKeyClickDetect
Phonebook , ~
Enabled* [True v |
RoomAnalytics Attenuate* | True v |
RoomScheduler
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SIP

Security

SerialPort

Standby

SystemUnit

UserInterface

Peripherals

Proximity

UserManagement

Video

VoiceControl

WebEngine

Webex

RoomCleanup

Bookings

Miscellaneous

Pt oy
B M

- General Settings

DefaultVolume |50 |#
Microphones Mute Enabled * | True v
Ultrasound MaxVolume |7a |
r Input
HDMI 1
Level |a |
Mode™® | on v |
MicropheneMode™® | Focused v |
USBC 1
Level |C| |
Maode™® | on v |
r SoundsAndAlerts
RingTone | Sunrise |
RingVolume |5CI |
r KeyClickDetector
Enabled® | True w |
Attenuate | True w |

Bluetooth
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General Settings

Allowed * | True w |

Enabled* | False w |

BYOD

General Settings

HidFarwarding Enabled® | False v |

TouchFarwarding Enabled * | True w |

AR E R

General Settings

Mode * | on v [?

AT

- Background
Emabled * | False v |
Userlmagesallowed ® | True w |
PawerLine Frequency ® | Auto w |
SpeakerTrack Mode™® | Auto v |
r Camera
Brightness
DefaultLevel |20 |
Mode™® | Auto w
ExposureéCompensation
Lewvel a

=F
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 DefaultCall

Protocol ® [ Sip w ]"
Rate [6000 |
DeNotDisturb DefaultTimeout |60 |
Encryption Mode ® | BestEffort v |
FarendMessage Mode* | Off v |
MaxRecelveCallRate |6000 |
MaxTotalRecelveCallRate [15000 [*
MaxTotalTransmitCallRate [15000 [
MaxTransmitCallRate |s000 |
MicUnmuteOnDisconnect Mode ® | on v ]”
Multipoint Mode ® | Auto v ]"
r FarEndControl
Mode® [ on v
SignalCapabllity ™ [ on ~ ]’
77V T4 —EX
rService 1
CallType* [Video v |#
Mame |Live Suppert |'
Mumber | |'
Type® [ Helpdesk v
rService 2
CallType ® |: Video w :|
Name | |
Number | |
Type® |: Helpdesk v:l
r Service 3
CallType* | Videa W |
Name | |
Number | |
Type* |: Helpdesk w :|
r Service 4
CallType® |: Video v :|
Name | |
Number | |
Type® |: Helpdesk v:l
rService 5
CallType ® |: Video w :|
Name | |
Number | |
Type* [ Helpdesk w ]
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HTITP 7 A4 7~ b

General Settings

Mode * | Off v |
AllowInsecureHTTRPS ® | False v |
AllowHTTR* | True v |
UseHttpProxy™® | on v |

HITP 7 ¢ — 3w ”

General Settings

Tlsverify* | on v |

UseHttpProsxy * | on W |

aX 7

r General Settings
CloudUpload Mode® | off v |
Internal Mode* | on W |
r External
Mode * | off ~ |
Protocol® | SyslogTLs v |
TlsVerify ® | @n w |
Server
Address | |
Port [s14 |
<7

General Settings

AutoStart® | on v |
Mode * | Off v |
UnresponsiveTimeout |5 |

Xy hU—27 $—E 2R
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r General Settings

H323 Mode® | off v |
UPRP Mode™ | On w |
Websocket® | off v
WelcomeText * | on v |
Wifi Allowed™ | True w |
rHTTP
Mode * | off w |F
Proxy
Made™® | off v
ud [ |
LoginMame | |
Password | |
PACU | |
- HTTPS
VerifyClientCertificate™ | Off w |
StrictTransportSecurity ® | off v |
Server
MinimumTLSVersion™ | TLS¥1.1 v |
rSNMP
CommunityName | |
Mode * | off v
SystemContact | |
SystemLocation | |
rSSH
HostKeyAlgorithm™ | RSA v |
Mode * [off v
rSMTP
Mode * | off v |*
Server [ o
Port [o [*
Security ® | startTls w ¥
Username [ [#
Passwoard [ [*
Fram | |lr
EiflE (Phone Book)
rServer 1
D I |
Type* [ euem w[*
URL | [*
Pagination™ | Enabled wv |
TisVerify* | on w |
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Room 34T

r General Settings

PeopleCountOutOfCall | off ~ |

PeoplePresenceDetector™® | Off w |

- AmbientNoiseEstimation

Mode * | off v
Interval |1C| |
N— ARV 2—F

General Settings

Enabled * | False ~

SIP

General Settings

MinimumTLSVersion® [TLSv1.0 ~
X=2UT 4
r Audit
Logging
Mode™® | Internal v
OnError
Action® | Ignore W
Server
Address | |
Port |514 |
Portassianment ™ | Aute v |
Fips Mode™® | orf v |
rSession
Inactivity Timeout | 0 |
ShowlLastLogon™® | Cff w
MaxTotalSessions |2fJ |
MaxSessionsPerUser | 20 |
MaxFailedLegins |D |
FailedLoginsLockoutTime | 60 |

YT IVR— b

r General Settings

BaudRate* 115200 ~ |
LoginRequired * | Bn N
Mode * | on w |#
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RAH N

r General Settings

BootAction™ | RestoreCameraPesition v |
Control® | on w |F
Delay [10 [#
StandbyAction ™ | PrivacyPosition w |?
WakeupAction® | RestoreCameraPosition W |
WakeupOnMotionDetection ® | on w |
rSignage
Url | |
Mode * | off v |
InteractionMode ® | Nenlnteractive v |
Refreshinterval | 1] |
Audio® | off w
VAT A =y
r General Settings
Mame e
r CrashReporting
Mode ® | off v
URL [ [

2—YF AU H—T (A
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B> = 1 =T

TR v
=—L (Call)
BH A -
MicICallu:,ntrols ;i v
&= [IEEY] v
JoinW@b®o: [IEEY]
F—sy K Vv
HHE— R R
IH
Br4A V_

HFUA FAR—F
Bath Y

Aol

ASIT A A

S S Trouay

T —

I P
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r General Settings

InputDevice Mode ® | off ~ |

Pairing CiscaTouchPanels | On w |
RemotePairing*

r Profile
TouchPanels*® ] w |
Cameras® (o w |
ControlSystems* | NotSet w |
Yux I 4
r General Settings
Mode ® | off v "
r Services
ContentShare
ToClients® | Disabled v ¥
FromClients ® | Enabled w ¥
CallControl * | Disabled v |7

SR e

r LDAP
Mode * | off v [*
Encryption® | Loaps w |7
VerlfyServerCertificate ® | Off w [P
BaseDN [ [*
Attribute [ [
MinimumTLSVersion® | TLSw1.2 w |7
Server
Address [ |#
Port |a |#
Admin
Group [ |#
Filter [ |#

- PasswordPolicy

ReuseLimit |12 |
MaxLifetime |D |
Complexity
MinimumLength |a |
MinimumUppercase |0 |
MinimumLowercase |0 |
MinimumbDigits |a |
MinimumsSpecial |0 |
[=baba
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rInput

Connector 1
InputSourceType* | camera v |
Name |Camera
Visibility® [ Mever v|
CameraControl
Camerald ® [.1. v]
Mode*® [on v
Connector 2
InputSourceType* |: PC w :|
Name |PC (USB-C)
PresentationSelection™® | Desktop W |
Quality ® |: Sharpness w :|
RGBQuantizatisnRange* [ Aute |
Visibility ® [1rsignal v|
PreferredResolution™® |: 3840_2160_60 v :|
CameraControl
Camerald® [1 |
Mode* [ off v |
CEC ' '
Mode™® [on v
Connector 3
InputSourceType* |: PC v :|
Name [pc (HDMI)
PresentationSelection® |: Desktop W :|
Quality ® |: Sharpness 1% :|
RGBQuantizationfange * | Auto v |
Visibllity® [1fsignal v |
PreferredResolution™ |: 3840_2160_60 w :|
CameraControl
Camerald ® [1 v
Mode* | off v
CEC
Maode® |: on w :I
Monitors* [Auto v|
DefaultMainSource™ [1 v|
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- Output

Connector 1
BrightnessMade™® | Auta w |

Resolution ® | 3840_2160_s80 w |

Connector 2

MonitorRole® | Auto v |
RGBQuantizationRange ® | Full w |
Resolution™® | Auto v |
Location
Horizontal Offset | 1 |
VerticalOffset |CI |
CEC
Mode* | on v |

r Presentation

DefaultSource® |2 w |
Priotity ® | Equal v |
r Selfview
Default
FullscreenMode * | Current v |
Mode™® | current w |
OnManitorRole | current v |
PIPPosition® | current w |
oncCall
Duration |10 |
Mode™® | on v |

BEEEH

General Settings

Wakeword Mode * |on w

Web = T

General Settings

Mode * | off ~ |
RemoteDebugging * | off w |
UseHttpProxy® | On v |

Webex

General Settings

CloudProximity Mode® | off v

N—Db T V=TS
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AutoRun

HourOfCay |D

ContentType

Whiteboards™® | Dally

v |

WebData® | Dally

Tox T

General Settings

ProtocolPriarity ® | Auta

o

Z DA

r General Settings

Configuration Control Mode™®

| Unified CM and Endpaoint

Room Mame (from Exchange(R)) |

LoadServer |

Webex Devices Onboarding Token |

|a
|i

- Admin username and p ord

Admin Username |adm|n

Admin Password |

r Customization Provisioning

Customization File |

Customization Hash Type® | sHAS12

v [®

Customization Hash [
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Cisco Desk Limited Edition #5472 a3 v~ (\X—V 3 > 12.5 D)

?

r Product Specific Configuration Layout

Parameter Value

Pull xConfig. from device

@-Nutﬂ: Endpoints running software versions earlier than CE 9.8 only support provisioning a limited set of parameters from Cisco Unified CM.
These parameters are indicated balow with the # symbol.

rGeneral Settings

VoiceControl

WebEngine

Webex

RoomCleanup

Bookings

Miscellaneous

DefaultVolume 50 *
Bluetooth
Ultrasound MaxVolume 70
BYOD USBE Mode® SpeakerAndMicrophone
CallHistory
r Input
Cameras HDMI 1
Level 0
Conference Made* on
FacilityService MicrophoneMode * Focused
USBC 1
HttpClient
iR Level 0
HttpFeedback Mode* on
Logging r Microph
Macros Mute
Enabled * True
NetworkServices
Phanebook NoiseRemoval
Mode* Manual
RoomAnalytics
rSoundsAndAlerts
RoomScheduler . -
RingTone Sunrise
SIP RingVolume 50
=l r KeyClickD
SerialPort Enabled* False
Attenuate * True
Standby
SystemUnit
UserInterface
Peripherals
Proximity
UserManagement
Video
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r General Settings
DefaultVolume

Ultrasound MaxVolume

50

70

USB Made* SpeakerAndMicrophone
rInput
HDMI 1
Level o]
Mode* on
MicrophoneMade * Focused
USBC 1
Level o]
Mode* on
rMicrophones
Mute
Enabled* True
MNoiseRemoval
Mode* Manual
rSoundsAndAlerts
RingTone Sunrise
RingVolume 50
r KeyClickDetector
Enabled* False
attenuate * True
General Settings
Allowed * True
Enabled* False
General Settings
HidForwarding Enabled® False
TouchFarwarding Enabled * True
A A I R
General Settings
Mode * On

HAZ
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- Background
Enabled * | False v |
Userlmagesallowed ® | True W |
PowerLine Frequency ® | Auto v |
SpeakerTrack Mode® | Auto v |
r Camera
Brightness
DefaultLevel |2|3 |
Mode™® | Auto w
ExposureCompensation
Level 1]

=ik

r DefaultCall
Protocal ® | sip ~ [#
Rate |soon |
DoMotDisturb DefaultTimeout |so |
Encryption Mode™® | BestEffort v |
FarendMessage Mode™ | off v |
MaxRecelveCallRate |s000 |
MaxTotalReceiveCallRate [15000 [*
MaxTotalTransmitCallRate [15000 [#
MaxTransmitCallRate |sooo [
MicUnmuteOnDisconnect Mode ™ | on v
Multipoint Mode® | Auto v |#

r FarEndControl
Mode * [ on v [
SignalCapability ™ | &n w |*

77 VT AP —ER
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rService 1

CallType* | Widea w [?
Name |Live Support *
Number | ¥
Type® | Helpdesk w [?
rService 2
CallType® | Widea W
Name | |
Number | |
Type® | Helpdesk v
- Service 3
CallType™ | Videa v
Namg | |
Number | |
Type® | Helpdesk v
rService 4
CallType® | video 4
Name | |
Mumber | |
Type™® | Helpdesk W
r Service 5
CallType® | Widea W
Name | |
Number | |
Type* | Helpdesk v
HTTP 7 A4 7V
General Settings
Mode * | Off v |
AllowInsecureHTTPS * | False v |
AllowHTTR* | True v |
UseHttpProxy™® | on v |
HTTP 74— kv 2
General Settings
Tlsverify® | on v |
UseHttpProxy™® | on w |

X
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r General Settings
CloudUpload Mode™® | off v |
Internal Mode ™ | &n v |
r External
Mode * | off V|
Protocel® | SyslogTLs v |
TlsVerify* | @n v |
Server
Address |
Port [514
78
General Settings
AutoStart® [On v |
Mode™® | Off v |
UnresponsiveTimeout |s

Xy hU—27 —E2R
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r General Settings

H323 Mode® | off v |
UPRP Mode™ | On w |
Websocket® | off v
WelcomeText * | on v |
Wifi Allowed™ | True w |
rHTTP
Mode * | off w |F
Proxy
Made™® | off v
ud [ |
LoginMame | |
Password | |
PACU | |
- HTTPS
VerifyClientCertificate™ | Off w |
StrictTransportSecurity ® | off v |
Server
MinimumTLSVersion™ | TLS¥1.1 v |
rSNMP
CommunityName | |
Mode * | off v
SystemContact | |
SystemLocation | |
rSSH
HostKeyAlgorithm™ | RSA v |
Mode * [off v
rSMTP
Mode * | off v |*
Server [ o
Port [o [*
Security ® | startTls w ¥
Username [ [#
Passwoard [ [*
Fram | |lr
EiflE (Phone Book)
rServer 1
D I |
Type* [ euem w[*
URL | [*
Pagination™ | Enabled wv |
TisVerify* | on w |
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Room 34T

r General Settings

PeopleCountOutOfCall | off ~ |

PeoplePresenceDetector™® | Off w |

- AmbientNoiseEstimation

Mode * | off v
Interval |1C| |
N— ARV 2—F

General Settings

Enabled * | False ~

SIP

General Settings

MinimumTLSVersion® [TLSv1.0 ~
X=2UT 4
r Audit
Logging
Mode™® | Internal v
OnError
Action® | Ignore W
Server
Address | |
Port |514 |
Portassianment ™ | Aute v |
Fips Mode™® | orf v |
rSession
Inactivity Timeout | 0 |
ShowlLastLogon™® | Cff w
MaxTotalSessions |2fJ |
MaxSessionsPerUser | 20 |
MaxFailedLegins |D |
FailedLoginsLockoutTime | 60 |

YT IVR— b

r General Settings

BaudRate* 115200 ~ |
LoginRequired * | Bn N
Mode * | on w |#
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r General Settings

BootAction™ | RestoreCameraPesition v |
Control® | on w |F
Delay [10 [#
StandbyAction ™ | PrivacyPosition w |?
WakeupAction® | RestoreCameraPosition W |
WakeupOnMotionDetection ® | on w |
rSignage
Urd | |
Mode ® | off v |
InteractionMode ® | Nenlnteractive v |
Refreshinterval | 1] |
Audio® | off “
VAT A =y
rGeneral Settings
CustombDeviceld | |
MName | |iﬁk
rCrashReporting
Mode™ | off v |
URL [ f#l

22— AU B —T A A
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r General Settings

InputDevice Mode ® | off ~ |

Pairing CiscaTouchPanels | On w |
RemotePairing*

r Profile
TouchPanelc™® ] w |
Cameras® |0 w |
ControlSystems* | NotSet w |
Yux I 4
rGeneral Settings
Mode* | off v ¥
AlternatePort Enabled* | False > |
rServices
ContentShare
ToClients™* | Disabled v |#
FramClients* | Enabled v ¢
CallControl* | Disabled v [+l

2

- LDAP
Mode ® | off w |7
Encryption™® | LbAPS w|F
VerlfyServerCertificate ® | off w ¥
BaseDN [ [*
Attribute [ [
MinimumTLSVersion® | TLSw1.2 w [?
Server
Address [ ¥
Port |a ¥
Admin
Group [ [
Filter [ &

- PasswordPolicy

ReuseLimit [12 |
MaxLifetime |D |
Complexity
MinimumbLength |E |
MinimumUppercase |fJ |
MinimumLowercase |t‘J |
MinimumDigits |a |
MinimumSpecial |G |
EFA
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Connector 1

InputSaurceType* | camera ~|
Name ‘Camem
Visibility* | Never v |
CameraControl
Camerald* [1 v |
Made ¥ | on “|
Connector 2
InputSourceType® ‘ PC W |
Name |PC (USB-C)
PresentationSelection * ‘ Desktop ™ |
Quality* | Sharpness |
RGBQuantlzatlunRange* ‘ Auka W |
Visibility* | IfSignal w |

PreferredResalution *

1 1920_1080_60

CameraControl
Camerald™® | 1 v |
Mode™* | off |
CEC
Made ¥ | on |
Connector 3
InputSourceType* 'PC |
Name |PC (HDMI)
PresentationSelection® | Desktop |
Quality* | Sharpness v
RGBQuantizationRange * | Auta ~|
Visibility * ‘ Ifsignal v |

PreferredResolution *
CameraControl

Camerald®

Mode*
CEC

Made*
Monitors™®

DefaultMainSource™

| 1920_1080_60

[1

| off

|Dn

| Auto

|1
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r Output

Connector 1
BrightnessMode*

Resolution®

| Auto

| 3840_2180_60

Connector 2

MonitarRale® | Auto |
RGBQuantizationRange™® | Full ~ |
Resolution® | Auto v |
Location
HarizontalOffset | 1
VerticalOffset [o
CEC
Mode™* | on ~ |
r Presentation
DefaultSource* |2 w |
Priority * | Equal ~ |
rSelfview
Default
FullscreenMode | current v |
Mode* | Current v |
OnManitorRale* | current |
PIPPosition™ | current v |
oncCall
Duration | 10
Mode* | on v |
EEEH
General Settings
’VWa keward Mode | On w
Web x> PV
—General Settings
Mode* | off v |
RemoteDebugging * | Off w |
UseHttpProxy ¥ | On |
MinimumTLSVersion® [ TLSw1.1 w |
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rGeneral Settings

Meetings JoinProtocol * | s1P

CloudUpgrades Made* |Uﬂ

r CloudProximity

Mode™ | off

GuestShare* | Auto

N—D2F V=T S

AutoRun

HourOfDay |D

ContentType

Whiteboards® | Daily

v |

webData* | Daily

TyxvT

General Settings

ProtocolPriority® | Auto

Z DAt

r General Settings

Configuration Control Mode®

| Unified CM and Endpoint

Room Mame (from Exchange(R}) |

LoadServer |

Webex Devices Onboarding Token |

rAdmin username and p ord

Admin Username |adm|n

Admin Password [

|w

|n

r Customization Provisioning

Custornization File |

Customization Hash Type® | SHAS12

w|®

Customization Hash |
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Cisco Desk Pro #gkA 7> a v (X—T g 125 %)

?

~ Product Specific Configuration Layout

Parameter Value

Pull xConfig. from device

@-Hntﬂ: Endpoints running software versions earlier than CE 9.8 only support provisioning a limited set of parameters from Cisco Unified CM.
These parameters are indicated below with the # symbol.

r General Settings

MNetworkServices

Phonebook

RoomAnalytics

RoomScheduler

SIP

Security

SerialPort

Standby

SystemUnit

UserInterface

Peripherals

Proximity

UserManagement

Video

VoiceControl

WebEngine

Webex

RoomCleanup

Bookings

Miscellaneous

DefaultVolume | 50 |#
Bluetooth

Input MicrophoneMode™ | Facused W |
CallHistory Ultrasound MaxVolume |?D |

USB Mode® | SpeakerandMicrophone w |
Cameras
Conference rMicroph

Mute
FacilityService Enabled * | True -
HttpClient

NoiseRemoval
HttpFeedback Mode™* | Manual v
Logging rSoundsAndAlerts

RingTone |Sur|ri5E |
Macros

RingVolume |SD |
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r General Settings
DefaultVolume

Input MicrophoneMode*
Ultrasound MaxVolume

USE Mode*

|50

F

| Focused

[70

| SpeakerAndMicrophone

rMicrophones
Mute
Enabled™®

True

NoiseRemoval

Mode*

| Manual

rSoundsAndAlerts

RingTone

RingWolume

|Sur‘-ri5E

E

Bluetooth

General Settings
Allowed*

Enabled™*

| True

| False

BRI

General Settings

Mode *

| On

HAZ

rBackground
Enabled*
Userlmagesallowed™*
PowerLine Frequency*

SpeakerTrack Mode*

| True

| True

| Auto

| Auto

rCamera
Brightness

DefaultLevel

Mode*

|20

| Auto

ExposureCompensation

Level

=ik
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Protocal* | sip v [#
Rate |s0o0 |
DoNotDisturb DefaultTimeout = |
Encryption Mode™* | BestEffart v |
FarendMessage Mode® | off v |
MaxReceiveCallRate | 6000 |
MaxTotalReceiveCallRate | 6000 F‘
MaxTotalTransmitCallRate |sooo F
MaxTransmitCallRate | 6000 |
MicnmuteOnDisconnect Mode * |on v [#
Multipoint Mode* | Auto v [#
rFarEndControl
Mode* | on v [#
SignalCapability * | on v [#
27V F4P—ER
rService 1
CallType * | video ~ ¥
Mame |Live Support [*
Number [ [
Type® | Helpdesk ~ ¥
rService 2
CallType ® | video w
Name | |
Number | |
Type® | Helpdesk w
rService 3
CallType® | Video -
Name [ |
Number | |
Type* | Helpdesk w
rService 4
CallType * | videa v
Name | |
Number [ |
Type® | Helpdesk v
r Service 5
CallType * | video w
Name | |
Number | |
Type* | Helpdesk v
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HTITP 7 A4 7~ b

General Settings

Mode * | Off v |
AllowInsecureHTTRPS ® | False v |
AllowHTTR* | True v |
UseHttpProxy™® | on v |

HITP 7 ¢ — 3w ”

General Settings

Tlsverify* | on v |

UseHttpProsxy * | on W |

aX 7

r General Settings
CloudUpload Mode® | off v |
Internal Mode* | on W |
r External
Mode * | off ~ |
Protocol® | SyslogTLs v |
TlsVerify ® | @n w |
Server
Address | |
Port [s14 |
<7

General Settings

AutoStart® | on v |
Mode * | Off v |
UnresponsiveTimeout |5 |

Xy hU—27 $—E 2R
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rGeneral Settings

H323 Mode* | off v |
UPRP Mode® [On v |
Websocket* | FollowHTTPService v |
WelcomeText* |on v |
Wifi Allowed * [ True v |
rHTTP
Mode™* | ofe v [#
Proxy
Mode™* | Off v |
url |
LoginName |
PACUr |
rHTTPS
VerifyClientCertificate * | oft v |
StrictTransportSecurity ® | off v |
Server
MinimumTLSVersion * [ TLSV1.1 v |
rSNMP
CommunityName | |
Mode™* | ofe v |
SystemContact | |
SystemlLocation | |
rSSH
HostKeyAlgorithm * | RSA v |
Mode* | oft v [#
rSMTP
Mode* | off v [#
Server | |4Et
Port lo e
Security * | StartTls v [#
Username | |4Et
From | .
EE5IE (Phone Book)
rServer 1
D | |
Type® | cucm w |F
URL | ¥
Pagination® | Enabled w |
TisVerify™ |on v |

Room 74T
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rGeneral Settings

PeopleCountOutOfCall* | off v |
PeoplePresenceDetector ® | off v |
rAmbientNoiseEstimation
Mode* | ofe v |
Interval [10
— ReverberationTime
Mode* | o v |
Interval [1800
JW—DDAT T 2—TF
General Settings
Enabled® | False v
General Settings
MinimumTLSVersion™® | TLSw1.0 v
YXo )T 4
r Audit
Logging
Mode™ | Internal v
OnError
Action® | Ignere v
Server
Address | |
Port |514 |
Portassignment™® | Auto v |
Fips Made® | off w |
rSession
Inactivity Timeout | 0 |
ShowlLastLogon™® | Cff -
MaxTotalSessions |20 |
MaxSessionsPerUser | 20 |
MaxFalledLogins |D |
FailedLoginsLockoutTime | 60 |

VI TNAR—L
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General Settings

BaudRate® | 115200 v |
LoginRequired *® | On w [P
Mode ® [On v [*

Y Al

rGeneral Settings
BootAction™® | DefaultCameraPosition v |
Control * [on v [#
Delay | 10 |*
StandbyAction * | PrivacyPasition v [#
WakeupAction * | RestareCameraPasition v |
WakeupOnMotionDetection * | off v [#

rSignage
url | |
Mode* | ofe v |
Refreshinterval | 0 |
Audia® | off v |

VATFThA =y}

r General Settings

CustomDeviceld | |

Name | |4Et

rCrashReporting

Mode* | of v |

URL | [

2—YF AU H—T (A
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r General

Accessibility IncomingCallNotification | Default w|?
£
Bookings Visibility Title* | Auto w |
Contactlnfe Type ¥ | Auto v |
Diagnostics Notifications™® | Auto w |
Branding AwakeBranding Colors * | Auto w |
KeyTones Mode ® | on v |
SoundEffects Mode™® | On w |
Proximity Notifications® | Auto v |
CustermnMessage | |
Whiteboard ActivityIndicators® | On w |
Assistant Mode™ | on v |
Security Mode™ | Normal v |
r Features
Hideall ® | False w
Call
Start * | Auta v
MidCallCantrols* [Auta v|
End* | Auto v |
VideoMute | Auto v
JoinWebex™® | Auto w ¥
Keypad*® | Auto v |
MusicMode® | Hidden v
Share
Start * | Auta v |
Whiteboard
Start® | Auto v
rosp
Encryptienindicator® | Auto ~ |®
output® |1 v |
HalfwakeMessage | |
Mode ® | Aute v
— Pr h L
Mode * | ReadWrite w |
DefaultSearchFilter® | Al w |
- &, i g
Mode * | Unlocked w [P
Visibility * | Auto w |

IR

rGeneral Settings

InputDevice Mode* | off v |
Pairing CiscoTouchPanels | on v |
RemotePairing X

r Profile
TouchPanels* [0 v |
Cameras™® | Minimum1 ~ |
ControlSystems* | NotSet v |
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rGeneral Settings
Mode* | off v [#
AlternatePort Enabled® | False v |
rServices
ContentShare
ToClients™® | Disabled v [#
FromClients * | Enabled ~ [#
CallControl* | Disabled v [#

7

r LDAP
Mode ® | off w |7
Encryption™® | Loaps w |7
VerifyServerCertificate ® | off w |7
BaseDN [ [*
Attribute [ [
MinimumTLSVersion® | TLSw1.2 w |7
Server
Address [ |#
Port |a |#
Admin
Group [ |#
Filter [ |#

- PasswordPolicy

ReuseLimit |12 |
MaxLifetime |D |
Complexity
MinimumLength |S |
MinimumUppercase |0 |
MinimumLowercase |0 |
MinimumbDigits |a |
MinimumsSpecial |0 |
|
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rInput

Connector 1
InputSourceType® | camera |
Name |Camera
Wisibility * | Never ~ |
CameraControl
Camerald* [ 1 v |
Mode* | on v |
Connector 2
InputSourceType* | Pc ~ |
Name |rc (usB-c)
PresentationSelaction * | Desktop ~ |
Quality* | sharpness ~ |
RGBQuantizationRange ™ | Auto v |
Visibility* | tfsignal v |
PreferredResolution ¥ | 1920_1080_s0 w |
CameraControl
Camerald* [ 1 v |
Mode* | off v |
CEC
Mode* | on v |
Connector 3
InputSourceType* | pc ~ |
Name |pC (HOMI)
PresentationSelection * | Desktop ~ \
Quality* | Sharpness v |
RGBQuantizationRange * | auto v |
Visibility® | ttsignal w |
PreferredResolution™® | 1920_1080_s0 v |
CameraControl
Camerald* [ 1 v |
Mode* | ofe v
CEC
Mode* | on v |
Manitors ™ | Auto - |
Output Connector 1 Resolution™ | 1920 _1080_s0 v |
DefaultMainSource * |1 v |
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r Presentation
DefaultSource ® |2 v |
Priority* | Equal v |
rSelfview
Default
FullscreenMode * | current v |
Mode™® | current v |
OnMonitorRaole * | current v |
PIPPosition™® | current v |
oncCall
Duration | 10 |
Mode™* | off v |
XAy
=Wl i

General Settings

Wakeward Mode * | on v

Web = T

rGeneral Settings
Mode* | of v |
RemoteDebugging* | Off ~ |
UseHttpProxy * |on v |
MinimumTLSVersion* [TLSv1.1 v |

Webex

rGeneral Settings

Meetings JoinProtocol * | s1p v |

CloudUpgrades Mode® | o v |

r CloudProximity

Mode™ | o v |

GuestShare* | Aute v |

N—DL I V=2 TS

AutoRun
HourOfDay |D |
ContentType
Whiteboards™* | Daily v |
WebData * | Daity v |

Tox T
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General Settings

ProtocolPriarity ®

| Auto

W

Z DAt

rGeneral Settings

LoadServer

Canfiguration Contral Mode

| Unified €M and Endpaint v [0

Room Mame (from Exchange(R)) |

Webex Devices Onboarding Token |

|w

|H

Admin Username

Admin Password

- Admin username and password

|adm|n

|n

Customization File

Customization Hash

r Customization Provisioning

Custornization Hash Type® | sSHAS12

w | B

|#

|#

Cisco Desk Mini #4733 v (X—T 3 12.5 LIK)

?

r Product Specific Configuration Layout

Parameter Value

Full xConfig. from device

@-Nata: Endpoints running software versions earlier than CE 9.8 only support provisioning a limited set of parameters from Cisco Unified CM.
These parameters are indicated below with the # symbol.

rG | Settings

MetworkServices

DefaultVolume | 50 I*‘
Bluetooth

Input MicrophoneMode* | Focused v |
CallHistory Ultrasound MaxVolume |70 |

* 3

Cameras USB Mode | SpeakerAndMicrophone ~ |
Conference —Microphones

Mute
FacilityService Enabled * True o
HttpClient

MoiseRemoval
HttpFeedback Mode* | Manual v
Logging rSoundsAndAlerts

RingTone |Sunri5E |
Macros

RingVolume |50 |

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

285



Phonebook

RoomAnalytics

RoomScheduler

SIP

Security

SerialPort

Standby

SystemUnit

UserInterface

Peripherals

Proximity

UserManagement

Video

VoiceContral

WebEngine

Webex

RoomCleanup

Bookings

Miscellaneous

N
B

rGeneral Settings
DefaultVolume
Input MicrophoneMaode™®
Ultrasound MaxVolume

USBE Mode*

50
Focused
70

SpeakerAndMicrophone

rMicrophones

Mute
Enabled™® True
NoiseRemoval
Mode* Manual
rSoundsAndAlerts
RingTone Sunrise
RingVolume 50

Bluetooth
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General Settings

Allowed * [ True v |

Enabled™* | False v |

BRI

’rﬁaneral Settings

Mode * | on v [?

HBRAZ

rBackground
Enabled™* [ True v |
UserlmagesAllowed * | True A |
Powerline Frequency ¥ | Auto ~ |
rCamera
Brightness
DefaultLevel |ZD |
Mode * | Auto v |

ExposureCompensation

Level |D |
rSpeakerTrack

Mode* | Auto v |
TrackingMode* | Auto v |
Closeup® | Auto v |
Whiteboard

Maode * | ofF v |
ConnectorDetection

Mode * | Auto v |

CameraRight |2 |

Cameraleft | 1 |

=ik
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Protocal* | sip v [#
Rate |s0o0 |
DoNotDisturb DefaultTimeout = |
Encryption Mode™* | BestEffart v |
FarendMessage Mode® | off v |
MaxReceiveCallRate | 6000 |
MaxTotalReceiveCallRate | 6000 F‘
MaxTotalTransmitCallRate |sooo F
MaxTransmitCallRate | 6000 |
MicnmuteOnDisconnect Mode * |on v [#
Multipoint Mode* | Auto v [#
rFarEndControl
Mode* | on v [#
SignalCapability * | on v [#
27V F4P—ER
rService 1
CallType * | video ~ ¥
Mame |Live Support [*
Number [ [
Type® | Helpdesk ~ ¥
rService 2
CallType ® | video w
Name | |
Number | |
Type® | Helpdesk w
rService 3
CallType® | Video -
Name [ |
Number | |
Type* | Helpdesk w
rService 4
CallType * | videa v
Name | |
Number [ |
Type® | Helpdesk v
r Service 5
CallType * | video w
Name | |
Number | |
Type* | Helpdesk v

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K 288



HTITP 7 A4 7~ b

General Settings

Mode * | Off v |
AllowInsecureHTTRPS ® | False v |
AllowHTTR* | True v |
UseHttpProxy™® | on v |

HITP 7 ¢ — 3w ”

General Settings

Tlsverify* | on v |

UseHttpProsxy * | on W |

aX 7

r General Settings
CloudUpload Mode® | off v |
Internal Mode* | on W |
r External
Mode * | off ~ |
Protocol® | SyslogTLs v |
TlsVerify ® | @n w |
Server
Address | |
Port [s14 |
<7

General Settings

AutoStart® | on v |
Mode * | Off v |
UnresponsiveTimeout |5 |

Xy hU—27 $—E 2R
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rGeneral Settings

H323 Mode* | off v |
UPRP Mode® [On v |
Websocket* | FollowHTTPService v |
WelcomeText* |on v |
Wifi Allowed * [ True v |
rHTTP
Mode™* | ofe v [#
Proxy
Mode™* | Off v |
url |
LoginName |
PACUr |
rHTTPS
VerifyClientCertificate * | oft v |
StrictTransportSecurity ® | off v |
Server
MinimumTLSVersion * [ TLSV1.1 v |
rSNMP
CommunityName | |
Mode™* | ofe v |
SystemContact | |
SystemlLocation | |
rSSH
HostKeyAlgorithm * | RSA v |
Mode* | oft v [#
rSMTP
Mode* | off v [#
Server | |4Et
Port lo e
Security * | StartTls v [#
Username | |4Et
From | .
EE5IE (Phone Book)
rServer 1
D | |
Type® | cucm w |F
URL | ¥
Pagination® | Enabled w |
TisVerify™ |on v |

Room 74T
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rGeneral Settings

PeopleCountOutOfCall* | off v |
PeoplePresenceDetector ® | off v |
rAmbientNoiseEstimation
Mode* | ofe v |
Interval [10
— ReverberationTime
Mode* | o v |
Interval [1800
JW—DDAT T 2—TF
General Settings
Enabled® | False v
General Settings
MinimumTLSVersion™® | TLSw1.0 v
YXo )T 4
r Audit
Logging
Mode™ | Internal v
OnError
Action® | Ignere v
Server
Address | |
Port |514 |
Portassignment™® | Auto v |
Fips Made® | off w |
rSession
Inactivity Timeout | 0 |
ShowlLastLogon™® | Cff -
MaxTotalSessions |20 |
MaxSessionsPerUser | 20 |
MaxFalledLogins |D |
FailedLoginsLockoutTime | 60 |

VI TNAR—L
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General Settings

BaudRate® | 115200 v |
LoginRequired *® | On w [P
Mode ® [On v [*
Y Al
r'General Settings
BootAction™® | DefaultCameraPosition v |
Control * [on v [#
Delay | 10
StandbyAction * | PrivacyPasition v [#
WakeupAction * | RestareCameraPasition v |
WakeupOnMotionDetection * | off v [#
rSignage
url |
Mode* | ofe v |
Refreshinterval | 0
Audia® | off v |
VAT L =y b
rGeneral Settings
CustomDeviceld |
Mame |
rCrashReporting
Mode* | of v |
URL |

2—YF AU H—T (A
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r General

Accessibility IncomingCallNotification | Default w|?
£
Bookings Visibility Title* | Auto w |
Contactlnfe Type ¥ | Auto v |
Diagnostics Notifications™® | Auto w |
Branding AwakeBranding Colors * | Auto w |
KeyTones Mode ® | on v |
SoundEffects Mode™® | On w |
Proximity Notifications® | Auto v |
CustermnMessage | |
Whiteboard ActivityIndicators® | On w |
Assistant Mode™ | on v |
Security Mode™ | Normal v |
r Features
Hideall ® | False w
Call
Start * | Auta v
MidCallCantrols* [Auta v|
End* | Auto v |
VideoMute | Auto v
JoinWebex™® | Auto w ¥
Keypad*® | Auto v |
MusicMode® | Hidden v
Share
Start * | Auta v |
Whiteboard
Start® | Auto v
rosp
Encryptienindicator® | Auto ~ |®
output® |1 v |
HalfwakeMessage | |
Mode ® | Aute v
— Pr h L
Mode * | ReadWrite w |
DefaultSearchFilter® | Al w |
- &, i g
Mode * | Unlocked w [P
Visibility * | Auto w |

IR

rGeneral Settings

InputDevice Mode* | off v |
Pairing CiscoTouchPanels | on v |
RemotePairing X

r Profile
TouchPanels* [0 v |
Cameras™® | Minimum1 ~ |
ControlSystems* | NotSet v |
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XTI 4

rGeneral Settings
Mode* | off v [#
AlternatePort Enabled® | False v |
rServices
ContentShare
ToClients™® | Disabled v [#
FromClients * | Enabled ~ [#
CallControl* | Disabled v [#

7

r LDAP
Mode ® | off w |7
Encryption™® | Loaps w |7
VerifyServerCertificate ® | off w |7
BaseDN [ [*
Attribute [ [
MinimumTLSVersion® | TLSw1.2 w |7
Server
Address [ |#
Port |a |#
Admin
Group [ |#
Filter [ |#

- PasswordPolicy

ReuseLimit |12 |
MaxLifetime |D |
Complexity
MinimumLength |S |
MinimumUppercase |0 |
MinimumLowercase |0 |
MinimumbDigits |a |
MinimumsSpecial |0 |
|
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rInput

Connector 1

InputScl-urc-ETypE* ‘ camera w |
Name ‘Camem
Visibility ® | Newer v |
CameraControl
Camerald™* |1 ~ |
Maode * | on w |
Connector 2
InputSourceType™® | PC v |
Name |PC {USB-C)
PresentationSelection™ | Desktop v |
Quality* ‘ Sharpness ~ |
RGBQuantizationRange™* | Auto v |
Visibility ¥ | Ifsignal v |
Preferredresolution™ | 1920_1080_60 v |
CameraControl
Camerald® |1 w |
Mode * | off v |
CEC
Mode * ‘ an w |
Maonitars® | Auto v |
Output Connector 1 Resolution ™ | 1920_1080_60 b |
DefaultMainSource® [1 v |
rPresentation
DefaultSource™* [2 v |
Priority ¥ | Equal v |
rSelfview
Default
FullscreenMode * | current v |
Mode* | Current ~ |
OnMonitorRaole * | Current v |
PIPPosition™ | Current v |
oncall
Duration | 10
Mode™* | off v |
EEEH
General Settings
Wakeword Mode ™ |on w

Web = T
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rGeneral Settings

Mode* | off

RemoteDebugging* | Off

UseHttpProxy* | on

MinimumTLSVersion * [TLsv1.1

Webex

rGeneral Settings

Meetings JoinProtocol* | s1p

CloudUpgrades Mode* | Off

rCloudProximity

Mode™* | o

GuestShare® | Auto

N—Db T V=TS

AutoRun

HourQfDay |D

ContentType

Whiteboards * | Daily

WebData * | Daily

Tox T

General Settings

ProtocolPriority™® | Auta

Z DAt

r General Settings

Configuration Control Mode™®

| Unified CM and Endpoint

Rooam Mame (from Exchange(R}) |

LoadServer |

Webex Devices Onboarding Token |

|w

|i‘

~Admin username and p ord

Admin Username |adm|n

Admin Password |

|w

r Customization Provisioning

Customization File |

Customization Hash Type® | sHAS12

v |#

Customization Hash [
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EEHEO—Y =4 L XA T — R, F£721L SMTP RAU— REFNCT 58541%, TFTP
BN e TWAERRTa 7 7 A N EERATHMLENH Y 3,

Cisco RoomOS Series 33 J2 Y Cisco Unified Communications Manager Cffi ] 415 TCP AR — h ¥ L OV UDP
R— N DOFEHIZ OV TIL, KD URL (2% 5 [Cisco Unified Communications Manager TCP and UDP Port
Usagell #ZH L T 7230,

https://www.cisco.com/c/en/us/td/docs/voice ip comm/cucm/port/10 5 x/cucm b port-usage-cucm-105x/cucm b port-usage-
cucm-105x_chapter 00.html

IOV TIE,  [Webex Desk Series BEE HA F] 2B L T 72& 0,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
maintenance-guides-list.html
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http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-

Cisco RoomOS 'Y — X DRk

Cisco RoomOS Series ##Ek 4 A12iZ, v—h a—Y— (o F—T A4 22 FHLET,

Wi-Fi 7’17 7 4 )L OFERR

n—h) a—W— A H—T 2 A% LT Wi-Fi 2y N —7 ZFETRETDHITNE. ROTA RT7A4 0 &FEHLET,

o TIHEHTE S (LHGHMEREOIRAEIZ Y =~ F &4172) Cisco RoomOS Series
OYHE. A= T T4 —REHEHLTWIi-Firy NU—27 2L ET,

Welcome

€~ Use the old onboarding

o KA TV a it Tu—REy A MENT Wi-Fi Xy BT =7 B3RS TV B ) Wi-Fi
Ty R = NFETHEREN TWDENIC L > T E D £9,

e WIT, A= FEINDFHTEEREXF 2 T 4
FT— K&, HEE—FTHHATEAF—EHBIORS{bZ A T2~ LET,
F—EHB IO Z A7 (BEAEHFR) X, 77 EBEARA v FOBIEOREICESHTHEMERK S
T, ADTR-o TV Db —EH ¥ 17 (WPA3
70 8) WETEIESN, WITEDI/R> TV DR LMK 5L (AES 72 &) BMEBELEINET,
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X2l 802.1x ¥ 1 S F—DEFH =N
Y
7L ML 7oL 7L
fEA ML WPA3-SAE AES
WPA2-PSK-SHA256 TKIP
WPA2-PSK
x> % —7 | FAST WPA3-802.1X-SHA256 | AES
AR PEAP WPA2-802.1X-SHA256 | TKIP
TLS WPA2-802.1X
TTLS

o [Wi-Fi] Z3#R LT Wi-Fi * v hU—7 ZHEpk L £9,

Ethernet

Network Status

£ Advanced Network Settings

Continue without network

72— FKx¥ 2 s Wi-Fixy hU—27 ORE

o Wi-Fixy hU—Z7 N7 00— K&y A IR TWAEHEAIE. U A RS HBIO Wi-Fi
Sy FU—7 23R L, Wi-Fi
Py MU= DX )T A RECISCU TRERa 7 A U HREANTTLET,
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7736475884

AdorableWiFi_5G

Akrietta

ATTebBNCEs

Join other network

s F—T7UWiFiRxy NT—ZIZEHT HIZIE. Wi-Fixy NI—24% 27 U v 735717 TT,

o PSK Xt Wi-Fi % v b U—27 289 5121, Wi-Fixy NU—24% 27V v 7 L, 8 ~63 XLFD
ASCIL, F7-1 64 7D 16 1
NRRATU—R&E AN LFET,

psk

Enter the passphrase for psk

«  EAP xHi& Wi-Fi £ v b U — 27 (2869 5121, Wi-Fi

Xy NU—=0 %27 v 7 LThb, [RRFEEFZA (Authentication method) | 23R L £,
*  PEAP, EAP-FAST (FAST) . %7213 EAP-TTLS (TTLS) Wi-Fi

Xy NI =2 ZFET HHEE, [=——4 (Username) | &

[XRAT—F (Password) |2 AJJLE7,
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Security

Authentication method

Anonymous identity (optional)

Username

Passphrase

Security

Authentication method

Ancnymous identity (optional)

Username

Passphrase
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Security

Authentication method

Anonymous identity (optional)

Username

Passphrase

«  EAP-TLS (TLS) Wi-Fi *v hU—7 Z## T 2851L. T /314 2D Web
NN B R ——3FHEL CA GFHENA VA =L ENTWDEZ L 2RI INENDH D 7,

Security
Authentication method

Anonymous identity (optional)

T —FX¥ 2 b WiFiXy bT—27 OFRE

« FTE—RIFy A b GERR) Wi-Fixy NV —27 ZFECHEET 25813, oy T —27123M]
ZIER L £

e WIZ, XY FU—24 (SSID) | BX2UT 4 ¥ A4 7 %FEL, Wi-Fi
Fy hT—=7 DX VT 4 RHEISCTHELRa A NEREANTILET,
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7736475884

AdorableWiFi_5G

Akrietta

ATTebBNCEs

Join other network

F—=T7" Wi-Fi % MU =27 1ZHHe T D121E, Ry "U—24 % AL, [EX=2UTF 4 (Security) | %
[72L (Nome) | IZEXEL £,

Join other network

Security

PSK I Wi-Fi £ > b U — 27 IZHfi T 51T, Rxy NI—24% AL, [BEX=2VU T 1 (Security) ]
Z [73—Y F /v (Personal) | IZi%ELTHnH, 8~ 63 LFED ASCIL £721% 64 #7D 16 i
IWNAY—FEZANTLET,
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Join other network

Security

Passphrase

o EBAP XD Wi-Fi ®ry MU —Z T 512i%, Ry NT—Z4 %2 AL, [BEX =2V T ¢ (Security) | %
[y &Z—FF 4 X (Enterprise) | [ZFXEL TN D,
[BRFE A (Authentication method) | Z 3R L £9°,

* PEAP, EAP-FAST (FAST) . 721X EAP-TTLS (TTLS) Wi-Fi
F v NU—7 #RETHHEAIE. [2—F—4%4 (Username) | &
[/XR 7 L —X (Passphrase) |# AJjLE7,

Join other network

Security
Anonymous Identity

Username

Passphrase

Authentication Method
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Join other network

N

Security

Anonymous Identity

Username

Passphrase

Authentication Method

Join other network

Security

Anonymous Identity

Username

Passphrase

Authentication Method

«  EAP-TLS (TLS) Wi-Fi *v hU—7 Z##K T 2851%. T /314 2D Web
NN — W —FFHE L CA B ENA VA M= L EINTWAZ L XHERTALERNDH Y 5,
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Join other network

s installed

Security

Anonymous Identity

Authentication Method

Wi-FiXxy RU—7 OFfMA T a VORE

« IPRZ 7, DNS, 7uXxI@EIL. [Ry NT—27 8 E (Network connection) | ©
[FEA R >~ U —27 B E (Advanced network settings) | &7 2 a » THKTE £9°,

Network connection
® Connected

* Wi-Fi

Ethernet

Network Status

2 Advanced Network Settings

Continue
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Advanced network settings

IPv4 and IPv6
Pva

IPvE

DNS Domain Name
DNS address 1

DNS address 2

Advanced network settings

UIND LUomain Name
DNS address 1
DNS address 2

DNS addre

Off
Manual
WPAD

PAC URL
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Advanced network settings

Manual
WPAD
PAC URL
Proxy Host
Port
Proxy server requires authentication

Reset all to default

Advanced network settings

Manual
WPAD

PAC URL
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Advanced network settings

WPAD

PAC URL

Enter PAC URL (

Reset all to default

BE:TKIPIZ7 2 — RE¥Y A NTILFXYRARESZELTCLIMMEATE 2V, T78RAKRA Y ME
AES (CCMP128) Z#HAR— KL TWAMLENRHY F9, CCMP256, GCMP128, I LT GCMP256
b T R— &N TV ER A,

FEHNZ DWW TCIE, D URL 128 5 [Cisco RoomOS Series BHE T A ] 2L T &0,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
maintenance-guides-list.html

AERAEOEH

Cisco RoomOS Series £, EAP-TLS (T X.509 7 ¥ # Vit EZFIH L7V . PEAP, EAP-FAST, #£72/% EAP-TTLS
EHEAT L LY —AN—REEEAIC LI T2 LN TEET,

EAP-TLS ZfEMT 285615, B ERZLNIELSBRESNTWD Z L ZHERTHILENRH D 77,

7T 47T v NEAE L — R —FEHEICT, Base-64 (PEM) Tl a— ROAEHEH T £3 (DER

Ty a— NI R—FENTOEREA) . F— A XA 1024, 2048, BLO 4096 OFFAENRR— S E T,

7747 v b B — N—ZEBHEN SHA-1 F721% SHA-2
TNITYZXLONWTNNEFEA L TELINLTVNDZ EEMERL TLZ IV, SHA-3
BEATNALAY ZALIVR—FENTWER A,

2 —YEEEFEM O [JE5E ¥ —f 4 (Enhanced Key Usage) ]
B arO—EIT TAT U MRANRERENTND L 2R LET,

Microsoft® #2ilFm (CA) V—N"ZfEHTHZ L 2HLEL 9, o CA ¥— —% 1 7|3 Cisco RoomOS Series
EDOFERPMAEREN WG ERH Y 7,

SERAED A A F—)L
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SERAE . Cisco RoomOS Series @ Web
NV YA M ATEERY, ABREAE ORI R
— hFENTWERA,
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Cisco RoomOS ' U — XD Web X— VN HREHEEZ A VA h—TF5121F, [BF¥=2 VT 14 (Security) |>
[REBAZE (Certificates) | Z3R L, [P—E R (Services) | £7-1X [HRAFZ A (Custom) | ZER L FJ,
ELLAEBIRT 5%, 22— —FEEE 21T — S —GEE (L— b

CA) ZAVAN—=ATHNEI NG L TR 9,

Q_Find page @ @

- 10.81.12.22 .
M Desk Pro Security
& Certificates 2) Sign-in Banner
(A) Home - o
%% Call Services  Gustom  Preinstalled
SETUP
i Use the form below to add new certificates.
@ Settings Add Certificate
5 u This system supports PEM formatted certificate files (.pem). The certificate file may contain the certificate and a RSA or DSA encrypted
S private key with or without a passphrase. Optionally the private key file may be supplied separately.
B Securi
o Certificate | Browse... | No file selected.
CUSTOMIZATION Private key | Browse... | No file selected.
(optional)

€9 Personalization

Passphrase
£ Ul Extensions Editor (optional)
= Macro Editor

Upload
2¢ Developer AP
SYSTEM MAINTENANCE Existing Certificates
& Software
Certificate Issuer 802.1X Audit HTTPS HupClient HtpProxy SIP Pairing  Actions

- Issues and Diagnostics
9 Backup and Recovery Self-signed Certificate TemporaryDefaultCertificate () Delete

EAP-TLS #FIH3 2121L, =2—W—fEHEEZ A X b= T 20ERH Y 7,

VBTN U T, X —4itHE L —#EICT v 7 e — R T& &

T sEEE =2 T AICE, NAY— RO A BREC

BROLGEERHY ET,

802LIX NEFIZA VA bM—AENeh, 2—VP—fEHENANR>TND 2 EEfER LET,

802.1X THNC TE Ha—Y—iFHEIL 1| 7517 TF, LR -> T, FOHEHEIL EAP-TLS
a—HP—FEHELE L CHBIICHER &, BINO Wi-Fi 71 7 7 A )VORBRRITHED D £ A,

2—PEEIAEAZEIT L2 CA F = — 27 RADIUS 4 — _"DEfEY A MIBMEN/-Z & 2R L £,
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Cisco |

Local Device Controls Q Find page @ @
- 1081.12.22 .
Desk Pro Security

| © Certificates | Sign-in Banner

(~) Home
% Call Services  Custom  Preinstalled
SETUP
& Settings Add Certificate Use the form below to add new certificates.
This system supports PEM formatted certificate files (.pem). The certificate file may contain the certificate and a RSA or DSA encrypted
& Users private key with or without a passphrase. Optionally the private key file may be supplied separately.
6 Security

Certificate | Browse... | No file selected.

CUSTOMIZATION Private key | Browse... | No file selected.

(optional)

E3 Personalization
Passphrase
¢/ Ul Extensions Editor (optional)

Macro Editor

¢ Developer API

‘SYSTEM MAINTENANCE Existing Certificates
(% Software
Certificate Issuer 802.1X Audit HTTPS HttpClient HttpProxy SIP Pairing  Actions
+ Issues and Diagnostics
¥9) Backup and Recovery Self-signed Certificate TemporaryDefaultCertificate D ECCHM \iew Certificate

'sep689e0bb0000d.cisco.com Cisco Systems Inc. D Delete QYT 0]
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RADIUS $— _R—DFEHEEZFIT L2/ — b CA OFEEIL, EAP-FAST. EAP-TLS, EAP-TTLS. %72(X PEAP
Y= R—MEE AN T B2 VA =L T BARLENH Y 9,

ALAR=NTDHE = R—REENEHERNZENC/R Y, BIIO Wi-Fi 71 7 7 A VORIV ESH D 8 A,

Lo e Gon
Local Device Controls Q Find page @

- 10.81.12.22 &5
_J Security

@ Certificates 2 Sign-in Banner

() Home
% Call Services Custom  Preinstalled
SETUP
& Settings Add Certificate Use the form below to add new certificate authorities.
oy Authority This system supports PEM formatted files (.pem) with one or more CA certificates within the file.
£ Users
[Browse... | No file selected.
1 Security ‘—‘

CUSTOMIZATION

Existing Certificate Authorities

3 Personalization

/# Ul Extensions Editor Certificate Issuer Detalls Actions
= Macro Editor
IdenTrust Commercial Root CA 1 IdenTrust ( vaew) Delete

2¢ Developer API

SYSTEM MAINTENANCE
(% Software
-+ Issues and Diagnostics

) Backup and Recovery

AEFAE DHIFR

AEA RN HIBR TE £

il % D — P —FEHELZHIFRT 5121, [BEF=2U T4 (Security) |> [FEFHZE (Certificates) | > [V—E X (Services) |
ZER L., [HIBR (Delete) | ZE4R L £9°,
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Delete Certificate

This will delete cisco.com with

Cancel (220

%2 O2—Y —FEHELZHIFRT 2121, [BEX%=2 YT 4 (Security) |> [FEBAE (Certificates] > [ 2 % A (Custom) |
ZER L, [HIBR (Delete) | 23R L £9,

Delete Certificate

This will delete certificate IdenTrust Commercial Root GA 1

‘with fingerprint
dff1

Cancel @EET]

FEANZ DWW TCIE, D URL 128 5 [Cisco RoomOS Series BHE LT A K] 2L T &0,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
maintenance-guides-list.html

)0 DA R
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AG—=F T v T4 =R LT, BROFHEES 27 L &8 RL 7,

Platform

Other options

Advanced RoomOS setup

B Cisco UCM

isco UCM via Expressway

Activate later

Webex

Cisco RoomOS 2 ER N TWH5EATE, 16
MiOT7 77 4 _"—arya—ReEANL, BBIISUTTaX A7 v a Vv ERELET,
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Activate this Cisco Desk Pro

Microsoft Teams Rooms

Microsoft Teams Rooms 73R S LTV D55 1E. 16
W7 77 4 _X—=varya—FReAJL, LBELEL T rX A7 v a s ERELET,

Register to Control Hub

Cisco Unified Communications Manager (UCM)

[Z DDA a3 > (Other Options ) | T[Cisco UCM] BB N TWBEAIL. R v U —7 & H TR X /= Cisco
UCM $—"—D7T RV RAZHERT 2 X 5 ICHEMERGEIR Z FEH T 50,
Cisco UCM #—"— ZF#HTAHLET,
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Cisco UCM

Detected Cisco UCM servers

Automatic configuration

Express #%H ® Cisco Unified Communications Manager

[Z DDA 3 > (Other Options ) | T, Expressway % T Cisco UCM
MBRINTWDGEE, 2—F—FA, NATV—X BLORAAS EBREATLET,

Cisco UCM via Expressway

Bluetooth &% iE

Cisco RoomOS Series (Z1%, /~> A7 —i@fE % n[HEIZ T 5 Bluetooth
PR — RN EGENTVWET, Bluetooth ~> Kt k& Cisco RoomOS Series

X7 YT AFIRITKRO EBY T,
Cisco RoomOS DX Series V1 ¥ L A LANEA KL A K 318



o [ (Settings) ]> [Bluetooth] (28 L £,
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e [Bluetooth] 73 [F> (On) | IZREINTWDHZ MR LET,

Bluetooth X

Bluetooth is On t\)

Discoverable off

Scanning for available devices...

e Bluetooth 7 /34 ANRXT Y U JE— RIZRoTWNWDH I LR LET,
o Bluetooth 7 /34 AN Y A MIFRRINTZH, TNEERLET,
o M, Cisco RoomOS Series | T Bluetooth 7 /34 A & HEIHJIZT U > a2k AE T,
o KRMLELGA., 7ur 7 FRERENIZLPIN 2= F2 A LET,
o X7 VU7 &b &, Cisco RoomOS Series (3 Bluetooth 7 /3 A A ~DHzfi & 7k £ 97,

e Bluetooth 7 /3 ZANRERINRWGA L, B ATEE (Discoverable) | % A (On) |
ICRRTE L., IEUVMAIOT /XA 2735 Cisco RoomOS %8R L £ 7,

e Bluetooth 7 /34 A &GN THI121F, TDOT A A%EX vy LET, bH)EX 7L TERLET,
o 7 U 7 &7z Bluetooth 7 /31 AZHIFRT HI21E, [T U 7 #2ER (Unpair) | 23R L ET,

77— xzT DT v T T —F

Webex

Cisco RoomOS Series |21 ¥ A h—/LENEHT 7 —L T =T O/3— 3 X, Webex Control
Hub (ZEM. ~—FhR, &) THRKINZY 7 =T Ty 77 L—FR

FY AL > TRESN, TDY 7 " =T Ty 77—k

Fx ANV TH LAWY 7 —L 0 =7 BFIHATREIC R 5 &, BEMIIC Y vy v a XU anEd,

Cisco Unified Communications Manager

77—V =T %7 v 77— KT 5L, Cisco Unified Communications Manager D &4 {5 % COP
TrANEA A=V LET,

COP 77 A VDA A F—)VFIEIZDOWTIL, IRD URL IZ& % [Cisco Unified Communications Manager
FRV=FT 4T VAT LT FI=AMb—var HA F] 22RLTZE0,
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https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-

maintenance-guides-list.html
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http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-
http://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-

Aorna— RINT=T A AMERR T 7 A IVIMENT S 3L, T3 A0 — KRB SN ET, D%, Cisco RoomOS

Series
X 77— 02T 77 ANET Ty allFyra—RLET BESNZA A—UNELEFITINTORWVWEGEAS

)
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Cisco RoomOS > U — XD A

Cisco RoomOS Series
WX, B—ANFERIII—T 4 S RETOEFERCa T oY ER Y SES8FERhaT AL —y s F g v
PR L E T,

migilles-deskpro > 6:48 PM

0000

Call Whiteboard PC Input Files
Webex Wireless Sharing Tips

Ban 2 T DI21E, [@FE (Call) | A7 a U EBIRL T, 4R, ©747 RLA, £RITEFEESE AN LET,

=TI T AR, BRI —TFT 4 v AT a Vv ERIRL T, S—T 4 S EREATILET,

Cisco RoomOS DX Series 7 A ¥ L A LAN AT A K 13



Join Webex
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NIV a—T T
FINA ZNZDOUNT

BT AT RLUAIPT RLA, MACT RL A, VU TAES, BLOS— a fEHIL, [BRE (Settings) |>
[Z DT XA RIZOVVT  (About this device) | IZFRIINET,

Webex

General

Device Cisco Desk Pro, TANDBERG

Video address migilles@cisco.calls.webex.com

Organization name Cisco Systems, Inc

IP address 10.81.12.28

MAC address 68:9E:08:80:00:0D

Wi-Fi MAC address 68:9E:0B:B0:00:0E

Serial number FOC2449NS4C

General

Device Cisco Desk Mini, TANDBERG

Video address

IP address 10.81.12.25

MAC address 20:CF:AE:29:8E:D9

Wi-Fi MAC address 20:CF:AE:29:8E:DA

Serial number FOC2536N3JC

SIP proxy 10.195.19.43 (Registered)
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Xy NI — 2R AT —F R

BAIEDAR Yy MU=V B AT —H AL IP T KU ATERIL, [BRE (Settings) |>[R> MV —7 85 (Network connection) ]
WCFRSNET,

Network connection
Connected

= Wi-Fi

Ethernet

Network Status

€ Advanced Network Settings

Continue

Network status

IP stack

|Pv4 address (DHCP)

IPv6 address

DNS

HTTP Proxy

B EE 72 Wi-Fi O
SSID, #WJE/7—% L— k., /T v v, E5EE, WLANMAC 7 R L R7¢ & & Teitil7e Wi-Fi

Beld, [BRE (Settings) |>[% v FU—27#:%E (Network connection) | > [Wi-Fi] THft X172 Wi-Fi
X b —7 &@LU, [BE7Z Wi-Fi O34 (Advanced Wifi details) | #3%IRT5 L FrnInE 7,
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xroads

Ny ks

2wire421

55A958AF

acGuest

AdorableWiFi

Join other network

Continue

Authentication

Advanced Wi-Fi details

Forget this network

Cisco RoomOS DX Series 71 ¥ L A LAN E AL A K 327



Advanced Wi-Fi details

SsID

Speed

Frequency

Channel

BSSID

Region

I8 & 2

[B%XE (Settings) |>[[FIRE & ZWi (Issues and Diagnostics) | ZiINT 2 & | BIEEORMBEEBMA T L a U RFREINET,

Webex

Webex (8 &kT D &, 7731 A1 27 % Webex Control Hub 7> 5 Z3R9- 257, [RI&E L 2ZWr (Issues and

Diagnostics) | A =2 —Hik[F T E9, 734 A1 7L, Webex Control Hub F 7213 Webex Series Web ~<— D
[ATHARATF R

> [MRE L 21 (Issues and Diagnostics) |> [ AT A1 (System Logs) | "H X 7 n— RTEFET,

Webex #25¢7 A ML, [RIEE2ZHr (Issues and diagnostics) | A == —2OFTH 2L TEET,

Issues and diagnostics

Everything is looking fine
Diagnostics
SpeakerTrack diagnostics

MediaStatistics overlay

Pll logging

People focus logging

Extended logging
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Cisco Unified C ications M

Cisco Unified Communications Manager (288325 &, 7/ 20 7%, [VRATAAVTF U A (System
Maintenance) |> [FIRE & 2ZWr (Issues and Diagnostics) |> [ A7 A1 7 (System Logs) | @ Cisco RoomOS
Series Web X— UMb Xy on— R TEET,

Issues and diagnostics

Issues

() AirPlay is set to broadcast a beaco... v

Diagnostics

SpeakerTrack diagnostics

Pll logging

Extended logging

T INA AD Web R_—

Cisco RoomOS Series D Web _X— 21X, VAT AEHR, £y N T v 7' IAZ<A X, BLOV AT A
AUVTF AT T arBDHBENTWET, Web _X—27 7 A2 5121, Cisco RoomOS Series @ Web
R—U TRESNT-HIRERET hy v hoa s U FRTca /A LET,

VAT LER

Cisco RoomOS Series X, %> NV —7 2757 —% A IPT7 KL A2, MAC
T RUVA, VUTNANEE, N—=Va UERBRED VAT MMERERMEL 5,

Cisco RoomOS Series D Web A > % —7 =4 A (https:/xxx.x) #ZH L, [F—2 (Home) |
ZEIRLTZOERERRLET,
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Find page

- 10.81.12.28 .
N System Information
I o General Issues
% Call 10.81.12.28 68:9E:0B:B0:00:0E " i
Bd S I (v} Everything is looking fine
SETUP
& Settings 1PvE Provisioning
£, Users )
FOC2449NS4C = Wireless Webex 2, Personal
& Security Serial Number Active Interface @ o Registered Device Mode
CUSTOMIZATION Normal
Temperature

9 Personalization Calendar &

# Ul Extensions Editor 7e75011a-0740-5813-8949-4d1cde1d477{@broadcloud.org

SIP URI 0 0 scheduled meeting(s) found for the next 24 hours.
= Macro Editor migl T o o Wy, Last updated: Thursday 3:59 PM
Cloud SIP Address
¢ Developer API View Scheduled Meetings
SYSTEM MAINTENANCE Software g§g
&4 Software
= Stable RoomOS 11.13.1.5
- Issues and Diagnostics Software Channel 2f1a43e2808

Software Version
£ Backup and Recovery

Setup

Cisco RoomOS Series I, & F X FRMlA T a v & AT —2 RFREBEAE L F9

Cisco RoomOS Series ® Web 1 % —7 = A A (https:/x.xxx) ZZHB L, [y 87 v 7 (Setup) |
THHOF T v a VEBIRL T, ZOFREFRLET,

[BXE_(Settings) ]
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Cisco ;
0 —F
Local Device Controls Q, Find page @

- 10.81.12.28 .
Desk Pro Settings

& Configurations B Statuses = Send Whiteboard to Email ' Audio and Video

(R Home
Tl Search... Configuration / SystemUnit Collapse All  Expand Al
SETUP oS a
[ £ Settings Audio
BroadcastName 0] (0 to 256 characters)
& Users Bluetooth
B Security CustomDeviceld (6] (0 to 255 characters)
Bookings
Name @ (0 to 50 characters)
CUSTOMIZATION BYOD
& Personalization CallHistory
Ul Extensi Edit il
v xtensions Editor g CrashReporting &
= Macro Editor
Conference Advanced @ On .
%€ Developer API
FacilityService Mode @ of i
SYSTEM MAINTENANGE Files URL @ (0 to 255 characters)
& Software
HttpClient
4~ Issues and Diagnostics
HitpFeedback SoftwareUpgrade WebCache -
%) Backup and Recovery
Logging Mode @ oOff v
Macros url o) (0 to 255 characters)
Mari

MicrosoftTeams

Cisco ¢ :
] e
Local Device Controls —Q ind page @

- 10.81.12.28 =
_ SN Settings
& Configurations 2 Statuses & Send Whiteboard to Email @ Audio and Video
() Home
% Call Search... Status / SystemUnit Collapse All Expand All
i Audio .
Setti Bluetooth
I & Satings BroadcastName Michael Gillespie Desk Pro
& Users Bookings DeveloperPreview Mode off
Extensions Microsoft Supported True
& Security
Cameras LastShutdownReason Upgrade
LastShutdownTime 2024-02-13T05:57:16Z
CUSTOMIZATION Capabilities Productld Cisco Desk Pro
= P fizati ProductPlatform Desk Pro
9 Personalization
Conterence ProductType Cisco Codec
! i » -
# Ul Extensions Editor Diagnostics Uptime 239953
= Macro Editor
Logging
2¢ Developer API
" Hardware -
MicrosoftTeams
SYSTEM MAINTENANCE Network DRAM 8
HasWifi True
& Software
NetworkServices Monitoring Temperature Status Normal
v |ssues and Diagnostics MonitoringSoftware 34
Peripherals ubl CS-DESKPRO-K9 V01 FOC2449NS4C
£ Backup and Recovery
Phonebook MainBoard
Provisioning Revision (]
SerialNumber FOC2448NPJB
Proximity

a—4F—
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Cisco
Local Device Controls

- 10.81.12.28
Desk Pro

(A Home

% Call

X2V«

Cisco \Webex
Local Device Controls

10.81.12.28
Desk Pro

() Home

% Call

SETUP
& Settings
£ Users

| & Security

CUSTOMIZATION
Personalization

=]
# Ul Extensions Editor

Macro Editor

¢ Developer APl

SYSTEM MAINTENANCE

(&% Software

“ Issues and Diagnostics
‘&) Backup and Recovery

Cisco Webex
Local Device Controls

Users
Username Status
admin Active

Security

@ Certificates 2 Sign-in Banner

Services  Custom  Preinstalled
—

Admin () Audit )

e

Add Use the form below to add new certificates.

Certificate This system

v

Q Find page ®

RoomControl (1)

Q Find page @

Integrator (i)

~

PEM files (.pem). The certificate file may contain the certificate and a RSA or

DSA encrypted private key with or without a passphrase. Optionally the private key file may be supplied separately.

Certificate

Private key
(optional)

Passphrase
(optional)

Existing Certificates

Certificate Issuer

Self-signed Certificate TemporaryDefaultCertificate

Browse... | No file selected.

[Browse... | No file selected.

802.1X Audit HTTPS HttpClient HttpProxy SIP

«©

Pairing  Actions

Delete

View Certi

10.81.12.28
Desk Pro

(7 Home

% Call

SETUP
& Settings
2 Users

I & Security

CUSTOMIZATION
9 Personalization

¢ Ul Extensions Editor
= Macro Editor

2¢ Developer API

SYSTEM MAINTENANCE
4 Software
- Issues and Diagnostics

) Backup and Recovery

Security

@ Certificates 2 Sign-in Banner

Services  Custom  Preinstalled

Add Use the form below to add new certificate authorities.

Certificate

This system supports PEM formatted files (.pem) with one or more CA certificates within the file.

Authority

[ Browse... | No file selected.

Existing Certificate Authorities
Certificate Issuer

No certificates

Details

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K
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Cisco .
Find page
Local Device Controls _Q pags @]

10.81.12.28 -
| tienii Security

@ Certificates 3 Sign-in Banner

(m) Home
%, Call Services Custom  Preinstalled
—
SETUP
& St Preinstalled The Certificate Authorities listed below are used to validate the certificates of external servers that the video system
S Settings
" Certificates communicates with:
A8 Users 3 > .
« HTTP servers hosting content used by the web views, the HttpClient xAPI, Macros, etc.
I & Security = SMTP mail servers (on video systems with touch screens)
CUSTOMIZATION

Certificate Details

£ Personalization

£ Ul Extensions Editor Certificate Issuer Details Enabled

Macro Editor

AAA Certificate Services Comodo CA Limited View
#¢ Developer API

ACCVRAIZ1 ACCV View
‘SYSTEM MAINTENANCE

OUNGNG
586880

& Software Actalis Authentication Root CA Actalis S.p.A./03358520967 View

“ Issues and Diagnostics

AffirmTrust Commercial AffirmTrust View
£ Backup and Recovery —
AffirmTrust Networking AffirmTrust View

HAR<A P — g

Cisco RoomOS Series (1%, & FXFERN—YFTFTA ¥ -3
FFa b FOMDIAZ A XA T a U RHESNTWET,

Cisco RoomOS Series D Web 1 > % —7 = A A (https:/x.xxx) #ZH L, [ AZ <A X (Customization) |
THHOF T v a VEBIRL T, ZOBEHREFRLET,

N—VF 54— 3 (Personalization)
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Cisc =
_F
Local Device Controls Q Find page @

- 10.81.12.28 . R
B Deskero Personalization

Wallpaper and Halfwake (3 Branding € Virtual Backgrounds £ Ringtones [ Contacts
(R Home

% Call
Halfwake The device enters halfwake after it has been idle for a while.

sETUP
#: Settings
& Users

6 Security

Default

CUSTOMIZATION

Personalization Upload image Recommended size is 3840=2160 pixels. File format: jpg, png, webp
= izati

# Ul Extensions Editor

Turn off display after
= Macro Editor

10 minutes L

Preview on device

€ Developer API

SYSTEM MAINTENANCE
& Software
~ Issues and Diagnostics

Wallpaper The wallpaper is shown as a background on the home screen.
© Backup and Recovery

R

Custom image light night

Cisco i
—F
Local Device Controls Q Find page @]

- 10.81.12.28 " A
B oo Personalization
Wallpaper and Halfwake (3 Branding 03 Virtual Backgrounds Fi Ringtones {1 Contacts
() Home
% Call
Brand Logo Halfwake logo
SETUP Shows brand logo in halfwake
& Sertings Recommended size is 272x272 pixels. File format: png
8 Users
A Security Home screen logo
Show brand logo on home screen
CUSTOMIZATION

Recommended size is 272x272 pixels. File format: png
Personalization

& Ul Extensions Editor

= Macro Editor

#¢ Developer API Custom Text Custom text displays in the bottom left corner of the main screen.

Example: A help desk number your end users can call for assistance.
SYSTEM MAINTENANGE
Feedback? https://cs.co/dt Apply
& Software

“~ |ssues and Diagnostics

) Backup and Recovery
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Cisco | eX
Local Device Controls

- 10.81.12.28 - .
Desk Pro Personalization

& Wallpaper and Halfwake 3 Branding
(n) Home

% Call

Virtual Upload
— Backgrounds

& Settings
& Users

& Security

CUSTOMIZATION

3 Virtual Backgrounds

Drag a background image here or
I £ Personalization browse for file

& Ul Extensions Editor

Macro Editor

¢ Developer AP|

SYSTEM MAINTENANGE
% Software
“- Issues and Diagnostics

£ Backup and Recovery

- 10.81.12.28 . .
_ N Personalization

Wallpaper and Halfwake (3 Branding 3 Virtual Backgrounds
() Home
% Call

Ringtones Select Active Ringtone

SETUP Please note that the ringtone will play on the video system.
& Settings Sunrise v @ @
&, Users Ringtone volume
& Security 0 50%
CUSTOMIZATION

| Personalization

& Ul Extensions Editor

Macro Editor

2¢ Developer API

SYSTEM MAINTENANCE
& Software
-~ Issues and Diagnostics

%) Backup and Recovery

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

f Ringtones

| A Ringtones

{1 Contacts

You can upload up to three virtual backgrounds to replace the background of your video during a call.

[0 Contacts
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i
Q Find page
Local Device Controls pag @

10.81.12.28
-_ Desk Pro Personalization

7 Wallpaper and Halfwake 3 Branding 3 Virtual Backgrounds £ Ringtones [0 Contacts

() Home

% Call . 3 . ) . 3
The section below lets you create, edit, and delete local phonebook entries on the system. These entries show up in the "Favorites” panel under
the Call activity in the device's user interface.

SETUP
The complete list of contacts can be exported. Use this feature either to create a backup of the local phonebook, or to create a phonebook once

& Seftings and then import it into all of your other devices.

& Users

& Security Search contacts X 2 Add Folder <) Add Contact 4 Import ) Export

¢ Back Favorites Edit Folder
CUSTOMIZATION
I Personalization s fllirhat
& Ul Extensions Editor .

Macro Editor

¢ Developer AP

SYSTEM MAINTENANCE
& Software
+ |ssues and Diagnostics

') Backup and Recovery

VAT LAV T TR

Cisco RoomOS Series |Z, 71 A G S EIERFHMEA T v a v &Rt L £,

Cisco RoomOS Series ® Web 1 > % —7 = A A (https:/x.xxx) ZZML, [VATARA T F R (System
Maintenance) | CHRIOA 7 v a U ABIRL T, ZOFHREFRTRLET,

J7bhy=xT

Cisco .
—F
Local Device Controls Q, Find page @

10.81.12.28
m Software

& Software Upgrade £ Option Keys & Product Keys
) Home

X Call () Your system is cloud managed, and you cannot manage the software locally.

Go to Cisco Webex Control Hub to change the software channel.
SETUP

{8 Settings
& Users

& Security

CUSTOMIZATION

9 Personalization

¢ Ul Extensions Editor
= Macro Editor

2¢ Developer API

SYSTEM MAINTENANCE
| & Software
- Issues and Diagnostics

%) Backup and Recovery

Cisco RoomOS DX Series VA ¥ L 2 LAN B AH A K

336



R & 2T

Cisco W/ ¢ .
_F
Local Device Controls Q, Find page @

10.81.12.28 . .
B Issues and Diagnostics

“ Issues [ System Logs @ Call Logs 2 User Interface Screenshots

() Home
%, Call Diagnostics help identify issues that may cause the system to fail or not work as expected. Rerun
Active Issues
SETUP
@ Settings (©)  No Issues Found!
The system appears to be in working order.
& Users
£ Security
CUSTOMIZATION

&3 Personalization
¢ Ul Extensions Editor
= Macro Editor

2¢ Developer API

SYSTEM MAINTENANCE
& Software
| 4 Issues and Diagnostics

&) Backup and Recovery

exX Find page
Local Device Controls - = - @

- 10.81.12.28 . .
M Deskrro Issues and Diagnostics

v |ssues B System Logs Q Call Logs @ User Interface Screenshots

(n) Home
% Call o

System Logs Extended Logging
SETUP A full archive of the logs on the device is useful for diagnosing To help diagnose network issues and problems during call setup,
@ Sett problems. the system can enter a timed extended logging mode. This mode
%

e n o s r i o is resource intensive, and populates the existing logs with more

2 users This archive includes all current and historical logs, in addition to detailed information.

current system configuration, system status, packet captures and
B Security diagnostics information. The extended logging mode can optionally include a full or partial
) capture of all network traffic. A rolling, full-capture mode is also

Download logs. available.

CUSTOMIZATION Download logs in legacy format... ~

&9 Personalization

# Ul Extensions Editor Extended logging is inactive.

= Macro Editor

%¢ Developer API Current Logs ()
File Name Size Last modified
SYSTEM MAINTENANCE
% Software auth.log 22 kB 2024-02-15 19:28
I 4+ Issues and Diagnostics
dhclient.log 14 kB 2024-02-15 19:28
2 Backup and Recovery
dmesg 75 kB 2024-02-13 00:59
eventlog/airplay.log 8kB 2024-02-15 19:30

NI T oFLIVANY
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Cisco Webex :
_F d
Local Device Controls Q Find page @

10.81.12.28
= Backup and Recovery

Backup C Restore “% System Recovery © Restart and Shutdown

(7 Home
% Call
Download This page lets you backup a device's configurations. Configurations include xConfigurations, as well as the configurations

N Backup for other features a device might support, like macros and Ul Extensions.
& Settings Select items to include in your backup. Leave all items checked to generate a complete backup of the device.
& Users Branding
& Security

Favorites
CUSTOMIZATION Ul Extensions
£ Personalization Macros
2 g .
# Ul Extensions Editor Sign In Banner Include
= Macro Editor

Configuration Include

2¢ Developer API

The configuration listed below can be modified for a partial backup of the

configuration.
SYSTEM MAINTENANGE

Note: Settings such as Network, SIP URI and SystemUnit Name may
specifically apply to a certain device. Applying a backup with these settings to
a different device may result in it becoming unreachable on the network. To
avoid this, consider removing those settings from the list below.

& Software
“r Issues and Diagnostics

) Backup and Recovery
Remove system-specific configurations

lApns WallpaperBundles HalfwakeImage: Auto
Audio DefaultVolume: 50
Audio Input HDMI 1 Level: -5

Audio Input HDMI 1 Mode: On
Audio Input HDMI 1 VideoAssociation MuteOnInactiveVideo: On

TH AR OHMHRBOE T

[BRE (Settings) | C [LIZHFREREIZY > b (Factory reset) | #3325 Z & T, Cisco RoomOS Series
MHTRTOT—FZHETEET,

L OMEGRER S Z R SN2 b, [y b (Reset) | 23R L £,

Are you sure you want to reset this device?

This will delete all data and settings permanently. You will

need to configure this device again.

Gancel -
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TR E~D U & >~ ME, Cisco RoomOS ¥V — XD Web ~<— )i
[AF A A FF A (System Maintenance) |, [/3> 27 7 » 7 & U 43U (Backup and Recovery) |. [/ R T A
U #/3Y (System Recovery) |, [LIHEHATRGERE~D YU > b (Reset to Factory Defaults) | DJEIZHEIR L E T,

M OMER BN R R SN, [ LEHATREORE~D Y& v N (Factory Reset) | Zi&R L 7,

Factory Reset

Are you sure you want to perform a factory reset?

et CEETED

FNRA ZABEERDAZ V—r T ay hOxF¥ FF ¥

Cisco RoomOS Series DIRAEDFER/IZ. Cisco RoomOS Series D Web _X— b ¥ ¥ 7F v TE F9,

Cisco RoomOS Series D Web 1 > % —7 = A A (https://x.x.xx) S L, [VAT LA LT A (System
Maintenance) > [[iJ#H & 27 (Issues and Diagnostics) |>[L—W—A X —T =2 A4 ZADA7 J—>2 3 v b (User
Interface Screenshots) ] CT[OSD A7 U —>3 g v kb (OSD Screenshot) ]

ERIRLT, A7V —rvvay haXry7Fx LET,
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Clnco
e Find page
Local Device Controls Q pag @

- 10.81.12.28 . o
_ O Issues and Diagnostics

- Issues B System Logs 9Q Call Logs (2 User Interface Screenshots

() Home
% Call
Screenshots Create Screenshot
SETUP Taking a screenshot of the touch panel or the on-screen dispay (OSD) can be useful for creating user manuals, reporting
bugs to Cisco, and so on.
& Settings
Note that any on screen video or p will not be capf , and that ing a may take a while,
& Users d ding on image r ion and network
& Security 0SD Screenshot
CUSTOMIZATION Wake System Up
&1 Personalization Use the buttons below to put the system into awake or halfwake state.

# Ul Extensions Editor

= Macro Editor

%€ Developer API

SYSTEM MAINTENANCE
4 Software

-~ Issues and Diagnostics

2 Backup and Recovery
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T DODOE R

Cisco RoomOS Series & —# — h

https://www.cisco.com/c/en/us/products/collaboration-endpoints/webex-desk-pro/datasheet-c78-743105.html

https://www.cisco.com/c/en/us/products/collateral/collaboration-endpoints/webex-desk-series/webex-desk-ds.html

https://assets.ctfassets.net/0sqd7g2esuws/74GbQExgrlc I yELb11SOdG/6186ffcb1cb1bc29e8e54c216fb048ea/CM-3239 -
_Webex_Mini_Datasheet.pdf

https://www.webex.com/content/dam/wbx/us/data-sheet/desk _hub_datasheet cm-1560.pdf

Cisco RoomOS Series EHLH H A R

https://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
maintenance-guides-list.html

Cisco Room Series = —H#"— 41 K

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-user-
guide-list.html

Cisco RoomOS Series 7 A v 7 U7 7 LA A K

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-user-
guide-list.html

Cisco RoomOS Series V) J —A& /—

https://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-
release-notes-list.html

Cisco RoomOS Series Y 7 k7 =7
https://software.cisco.com/download/home/284711383

Cisco Unified Communications Manager

https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/series.html

Cisco Voice
Y 7 b 7 = 7 https://software.cisco.com/download/home/278875240

AR LAN TO YU 7 L4 A A
N7 7 4 v 7 §%F A Rhttps://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/RTOWLAN/CCVP_BK_R7805F
20_00_rtowlan-srnd.html

Cisco Unified Communications 3%t 14 N

https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-
implementation-design-guides-list.html
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http://www.cisco.com/c/en/us/products/collaboration-endpoints/webex-desk-pro/datasheet-c78-743105.html
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