ST
CISCO

Webex Desk Series
74 L X LAN EfAHAT R

Webex Desk Series |&. TEDFERFBEMTEIK KEZERITOERVORIHERIP TV KR4V T, BHR
MOBAICHESI N, ERERETEF27. TvYavIVT4ANRBRIZ774RK Q3225 —Y3>v&, HD
ETABLCIIVRAVE2—FT o v/ HEBRESDATRL—YavailldabtE. ZOA V5509747 THE
WP, HRIIA XARERN—YV FSAME—aveET—o70-0OATVavid. TV—TS4 XL —
ROTZY R T7A—ADSERITZIENTEZET,

Webex Desk Series (&, REEEDOEEMRICHLVVREKZ05Z2%9, OFARL—YarvdiboEYXX7O0tRE
J—o70—ICHLWVESELERL, EVXALOMBERELET,

Webex Desk Series (3. RV, BIEPREICEVWTIRES SR FRICHULSEET DI —XIC/HHBULET,

CODHARTIE, XY NT—OBEENTA YL X LAN IRIEN T D Webex Desk Series =BT 5D IC&IID
1EREFF| = #EBHUET,



EFERE

A aAY K

07/14/21 10.5(1) YU—2X
10/19/21 10.8(1) Y U—2
01/17/22 10.11(1) U —2
03/25/22 10.13(1) U —2

Webex Desk Series Wireless LAN B A H A R



=P

Webex Desk Series #iE 6
T 6
22 = 7

B R B o ——————— 7
i e - ST 9
e (i A 1 1 1 A 10
g ) 15
= OO 15
B B ettt it i et et eeeeeeeeeeeeeeeesreeessssseeeseestesssssssseessesssessssssssesssesesesstansseietteereestannnntttttettesttnn.atettierrrrnaraaarenes 37
11 [0 T=1 0 Yo 1 o S 38
2 39
Lt i 39
el A B A7 Y < TR 40

#E4R LAN DRREt 40

L I G S 40
B GHZ (802.TTAINIAC)  ceeeeneeeei ettt ettt e ettt e e e e et eeee st e e aaeseseeeseee s aaeseseeesenas s e aereeeseresaraaerereeereensaanrees 40
A A (0 I oY e ] ) I 43
R =R =l AN D 2T 44
i 10 46
Y A U Y = S 48

=i ) 50
Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling (EAP-FAST) .......ccccc....... 51
Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) ...coooiiiieiiiieeeeeeeeeeeeeeeeeeeee e 52
Extensible Authentication Protocol - Tunneled Transport Layer Security (EAP-TTLS; ¥53RE85F 70 b
T - FYRILAR R T Y R IR R B 2 U T A ) oottt et te e eneas 52
Protected Extensible Authentication ProtoCol (PEAP) ....oooeueuiii ittt e e e e e e s e e s e e e e e aaaa s 53

= 4= = (0 [ 1) 53
i Ry [y S A Y i1 (07 @) R 53
AR QOS ..o 54

J e A 55
e g [/ L R A 55

Focy L= U 56

B B o 56

s = 4 T 57

Webex Desk Series Wireless LAN B A i1 K 3



CiSCO 7 A Y7L A LAN D RRTE -eererernmessmersamesmessmsssasessmessmsssmsessmsssmsssssesssessmsesssessnsssmsesssessnsssmsssnsessnsssmsssnnesnnsssnsesnnesnnsssanenn 58

Cisco AireOS 74 1L X LAN > N O—Z & & F Lightweight 7D CIIA 2/ et 58
SO I I B Sy b A L, SRR 59
VVLAN DD ETE +vvvvvvererererernresesnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnnes 71
i I i B =SSR 79
D=L PRI YT I U (CAC) ittt se s et s e se e se e seseseesenesseneseesensanas 81
[ s (0 | 85
FIBXCONNECE 27 )L oottt e e et e e et e e et e e e st e e e eae e e e aeeeaseeeesseeeesseseanseeeanseeeasseesasseesnseeesnseeesnnes 87
S 1 at= i G I G s PO SO PP PRPPPUPPPPIRS 88
(O Lo T I i (5 1 SR 90
B oo ee e e i e et tii et e et et ettt e ee e et e eeetbeeeeeeeeeeaaaeaeteeeeeeeeeiaaiattereeeeeeeiaaaaabeeeeeeaaeeeiaaaasteeeeaaeeeiaaanraneeaeaaeeeaansrrrenes 94

Cisco Catalyst I0S XE 7417 L X LAN J> FO—ZF L TF Lightweight 7O CXIKA 2P e 97
O I I B Sy et A L, SRR 98
VVLAN DD ETE +vvvvvveverrrerereresesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnsnsnnns 106
I I N R 1 S 121
e ol L - 122
I Rl N I 4L I (07X SRS 123
4 1 = e . PRSPPI 124
=2 SRR S R 126
52 R 128

Cisco Mobility Express & & OF Lightweight 770 T XIKA 2/ S oo 137
I N N B 1 =TS 137
0 I N B ) - =R 138
WVLAN DB T .. vevereereeteeseeseessessessessesseaseeseessessassasesaeeseeseeseeseensensessessesaeeseeseeseeseensessesseebeeseeseeneensensesensesrenneens 141
[ s (1 148
D1 = . S (s A PR 150

CiSCO AULONOMOUS (EFE) T D TR TIA S I ettt ettt e e e eee e eeeseneaas 151
o I = A Sy Ry A 1 O 151
VVLAN DD ETE +vvvvvverererererernsesnsesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnsnsnnes 155
i L |V N I - i (7Y S 166
(0o T2 KLU 167
5= SRS 169
52 ST 170

(0o I 7 A e 2 a T 175
0 D Qi N O B 0 = S 176
RS | BN =S 178
Fi Y RO SRR 182
TTFAT DA =IL& R T T AU U I et 184

Cisco Call Control DF&TE 185

4= o 7= RS 185
TN = L=< == TSRS 186
R oo ——— 188

Webex Desk Series Wireless LAN B A A1 K 4



Cisco Unified CommUNICAtIONS MEBNAGET ...........ceueeeeee ettt et e e ettt e et te e e eaaaeaaa e et s e eaaaaenaaaesasansnnaennnenananes 191

Rl A B80T =5 | A TTO USRS RRRRRURRR 191
[T5IXA Z T JL (DEVICE POOIS) | eeeeeeeeeeeeeeeeeeeeeee et e e e e e e et et e e e e e e e e e e e e e e e e e e e e ee e eeeeeeseseaernneeeeeeens 192

BB R TR S T s T L m D e e ————————— e — 192
et R iy A i s A O | VTR 193
Y= 3 A b ) |V RRRRRRRT 194

(01 I A et SRR 198

b ety AP G IS 1 0 s B/ L s A S el SRS 199

B Bl DR e 7 7 S O ettt e e e et e e e et e e e et e e e e et e e e e e e e e e e e e e e e e e aa—aan 200
WEDEX DESK SOIIES (D) FR I «eeeeerrrrssnnmmmssssssssssssnnsnsssssssssssssnnssssssssssssssnnnssssssssssssssnsnnsssssssssassnnnnssssessssaaannnnnssssessssannnnnnnnes 269
B S Rrdu i G 7 -SSR 269
BIEBTZE T ..ottt e ettt e e e e et ee e e e e e e e aa e e e e e a e 279
HIa: = E =170 B T A Ny | VA UTU RO SRRRRR 280

H1a: = =170 = 1T TUT TR U U RSSO 282
FEZBHTIIDIBIE ..o et e e e e ettt e e e e e e ettt e e e e e e e e et e e e e e e e e e ettt e e e e e e e e e et e e e e e e e e e e e nneees 283

| [U=110 0 )1 1 M52 =AoN U OO UU U USRNSSR 285
Y Ny )N ) A A A D S 286
WeEbEX DESK SEriES (Dl ..eieuerrssscnmmsrssssssssssnnssssesssssssssssnssssssssssssssssnssssssssssssssnnsnssssssssssssnnsnnssssssssssssnnnnnsssssssssnnnnnnnnes 287
cNSTNYa—FavY 288
bard & @4 5k 1 A i G 288
g -2 3 e OO RRRRR 290
B ETE W FT DDEEH oot e et e e e et e+ e ettt e et e e e e et e e e et e e e e et e e e et e e e et e e e e neeaeen 290
ST o D oottt e e e et e e e e et e et e e e e e e e e et e e e et e e e e e e ae e eaeneeanneeaineaas 291
T UG RD WD AN oo e e e e e e e et e e e e e e e e e e e et ee e e e e e e e e e et e e e e e e e aeneeeaenaeeeeneeenneeeanneeanes 292
ST ol N -+ R RRTS 292

Rl N A NSRS SURRUURRRRR 293

A A s ity = D AR 296
. GV S b b i SRR 298

E - AR 300
A AN A R B XL =5 s ok RS 30171
FOMDI=a2T7IL 303

Webex Desk Series Wireless LAN B A i1 K 5



Webex Desk Series Hi&

Webex Desk Series (&, tENDATKRL—YavziRHEITZTIY N T7A—ATYT, BREBLVEKED Cisco
Unified Communication 7/\4/ X Di&E R EH & LT, Cisco Unified Communication 7 7)o —2 3 YV Dk %
RELET,

Cisco M 802.11 YU a—yavickh, BEVPETA LW, BREICEHEEZ(T27 7V T5—yavEdrvy N
A 2EDELRR LAN (WLAN) BIEBETHERNICHERTEZEY, EF LAN BIEOIGRICED, 77X R4V MED
AO—IVIBEICEX 1V T 2#HFLENS, BEO-IVIBELIFIFV—ALRABIILFATAT NZT74Y
J070-HFRIRLET,

WLAN [E5 14 Y ARBEDEEHEFZ2EALTWSES). MY ATNEBEOR—EREH2ERT 2D T /N1 X
IoFTH%EZIT5AEELHD XTI, £/, BluetoothAy Kty b, EFLYIPI—-KRLRAEFLE.

2.4 GHz BiEEH 2 ERAT 32T /N\A AIRELTHD., 2.4 GHz EREE TRBOBEREE LD L < DRENH
£95AEELHDET, 5GHz BIREH TEMET 57 /N1 RIFIEEICVETH /-5, Webex Desk Series D
BRI WVWTHEAR® 802.11a/nfac T—% L— N Z2FRAT3ICIECDRREFEHIHERINE T,

Webex Desk Series [ZHJBE{LESh TWETH, SAEVADLBVEREEZ2FAT 5SS, P hBNVEEIRRE
BETET., VILFAT A 7BERICBEHOBFEOX vy THEUDAEELHD XTI, COBAHARTAVITHK
S5CET, COEOBBEDOT v THERETZAERIIBEREINE TN, T2ICEBEShITEA.

SAEYARBEOREREHEZFEALTED,. WLAN T/NNA ANDA Yy tE—I DEEIFRIFEShFEFFA. Webex
Desk Series [dEFE#ERE U THERAINSCEZERLTHE ST, EEZHARTIRERATE XA,

B{RETI

XD Webex Desk Series EFILHAF|HAIET T,
TR BETUTYR—FENZE—ITVTHTMY. BRBEBRETF vV RILOBETY.

NERES Bz E—o 7v5rr+ Bk E &R SEATIEER | FyXRIL Y b
i FvRIL
CS-DESKPRO-K9| Webex 2.4 GHz = 2.412 ~ 2.472 GHz | 13 1~13
Desk Pro 4.13 dBi
| 5.180 ~ 5.240 GHz | 4 36, 40, 44, 48
5 GHz = 5.95 dBi 4
5.260 ~ 5.320 GHz 52, 56, 60, 64
12
5.500 ~ 5.720 GHz . 100 ~ 144
5.745 ~ 5.825 GHz 149, 153.
157. 161, 165
CS-DESK-LE-K9 | Webex Desk | 2.4 GHz = 2.412 ~ 2.472 GHz | 13 1 ~13
Limited 4.13 dBi 4
Edition 5.180 ~ 5.240 GHz 36, 40, 44, 48
5 GHz = 5.95 dBi 4
5.260 ~ 5.320 GHz 52, 56, 60, 64
5.500 ~ 5.720 GHz ;2 100 ~ 144
5.745 ~ 5.825 GHz 149, 153.
157. 161, 165

Webex Desk Series Wireless LAN B A H A R




CS-DESK-K9 Webex Desk | 2.4 GHz = 2.412 2.472 GHz | 13 1~ 13
3.40 dBi
! 5.180 ~ 5.240 GHz | 4 36. 40, 44, 48
5 GHz = 6.10 dBi .
5.260 ~ 5.320 GHz 52, 56. 60, 64
12
5.500 ~ 5.720 GHz | _ 100 ~ 144
5.745 ~ 5.825 GHz 149, 153,
157. 161. 165
CS-DESKMINI- | Webex Desk | 2.4 GHz = 2.412 ~ 2.472 GHz | 13 1-~13
K9 Mini 5.00 dBi
5.180 ~ 5.240 GHz | 4 36. 40. 44, 48
5 GHz = 4.90 dBi .
5.260 ~ 5.320 GHz 52, 56. 60, 64
12
5.500 ~ 5.720 GHz | _ 100 ~ 144
5.745 ~ 5.825 GHz 149, 153,
157. 161. 165
CD-DSKH-HUB- | Webex 2.4 GHz = 2.412 ~ 2.472 GHz | 13 1-~13
C-K9 . | 3.55dBi
Desk Hub ! 1 5.180 ~ 5.240 GHz | 4 36, 40, 44, 48
H—Ry 5 GHz = 6.67 dBi 4
5.260 ~ 5.320 GHz 52, 56. 60. 64
CD-DSKH-HUB- | Webex 12
oo Dt b 5.500 ~ 5.720 GHz | _ 100 ~ 144
534 5.745 ~ 5.825 GHz 149, 153,
157. 161. 165

i RBICEARASNh S F v UL, HIRORFHICL > TERDET,
802.11j (Fv¥ RJL 34, 38, 42, 46) IHR—bSZThTWLWFEEA.
HERADOFv XL 14 FHR—bZhTWEEA,

B2

Webex Desk Series . &/FE. ETH. LU T—5 BE%ZIRMH I 5 IEEE 802.11a/b/g/n/fac AFRL— 3
FINARATY,

7414 YL X LAN O#RFE%Z1T> T. Web Desk Series D RHICHELREHNB-INTVWEIIERTIDENHD XT,

U4 MRE

Webex Desk Series % EBEIRIEICEBMAT 2A1IC. FTERBZRT 1V L X LAN 25 & 9 % Cisco BE/N— M F—
DFETHA MNABZERIT Z2VELNHD FT . Y1 MABERIC. RF AREFZAMTL T, WHRFEE (5 GHz £zl
2.4 GHz) NTHERARAERF v RILERETEET., —#RIC. 5 GHz BB TIETHSHIDVBL. A—N=Fv 7 LK
WFr YRILDELFELET., FOLHEEFE T 5 GHz ARSI TWE T, 45IC Webex Desk Series #E
BERTERT 255X 5 GHz DFERAIMNEBRCHEREINE T, Y1 MAEICIE. ZOBFROTHRHNLYY T50%
RIE—FrIYYT7ELEFTNZET, SSICTAMNAERTE. ZOEMATERTZ7I7CARIVN Ty T74—A

Webex Desk Series Wireless LAN A i1 R 7



AT PITF 94T, POVECRXARAVEIRE (FrRIVEXEEN) bRESNET, FEDEL K BRWVRE

(A7 4 R, EEEE. #E. Y—EXZELRE) CRHUTBARTZ YT H2H 270X R4V b2 ZEIRL., &%
DELWVRE (BiE. BB, WEERE) ICHULTR, 587 VT T 2LBETRIT7IEA RIS T5v b7
—ATHRUETY.

74 YL X LAN ORiE%Z{T> T. Web Desk Series D EBHICHEREENB/ILINTVWBIHIERTIVEHNHD
X9,

BRINERT
Il Ty JlF, -67dBm DESLANITEET VX RAY MEDREIC 20 ~ 30% DA—N—-ZvT%
T 2LBENHDET,

ZhIC& D, Webex Desk Series T+ BB EDESIERESNE T, /Ty MERO MY A—TIFEL
EER—ZADMJA=DFHINTVWIRIETIE. Y—ALRICO—I VI T2DICHHNRIEEES ZRF
TEET,

F7-. Webex Desk Series 5D7 v T7ARU—AFEHL, FET—FYL—NMEBITZT7I7EARIV
DZEREICEELTVWRZRELHDET, EXAMBEHELT, 77X RIV MOZEFEESIE -

67 dBm BLEICHR D L SICEREL TLEE LY,

TILY A XlE., Webex Desk Series VU —ZXHEEE SWULRIFTESDLDICHRET T LEHBLET,

F v XILOERE
Fr RIERAELANILIE 40 % REICHEIFFSNZDELHD XD,

/14X

JAX LRI -92dBm ZBBLEVWESICLET, ZhICLD. -67 dBm OEEI#ITFINZIBEIC
25 dB OIEEWMEL (SNR) ARIRLZE T,

F7-. Webex Desk Series 'S5D7 v 7A MU —AFED. EET—YL—KMNIEITZT7IEARA VB
DESHMELICEELTVWSIHRELHDET,
INT vy FBRBIE

BEAAMRZAVICELDE. NTYy MERIEF 1% ZBBLBVRENHDET., 1% 2HBBI DL, BF
MENKIBICET T ZAIREMDLHD T,

Uy A IR/ (100 ms Kifi) ICHEESINhBZDELHDET,

BEfTEE
802.11 HiAf5IF 20 % KW THZBVEINHD XY,

RILFIKR
RIVFINARIE null ZER L. ESLANILZETSESA8MELN DS, RNRICHEIFTT2LE
NHhHET.

Webex Desk Series Wireless LAN B A i1 K 8



O—)L 4

Webex Desk Series (&, XOHHIETZy N7 A —ATHR—bShTWET,

Webex Desk Pro
o Webex
o Cisco Unified Communications Manager (CUCM)
&/N =10.5(2)
#EEE = 11.5(1). 12.0(1). 12.5(1). 14.0(1) LA
e Webex Desk Limited Edition
o Webex
o Cisco Unified Communications Manager (CUCM)
=/\=11.5(1)
#E2Z = 12.5(1). 14.0(1) LARE
e Webex Desk
o Webex
o Cisco Unified Communications Manager (CUCM)
=/\=11.5(1)
#E2Z = 12.5(1). 14.0(1) LARE
e Webex Desk Mini
o Webex
o Cisco Unified Communications Manager (CUCM)
&/ =11.5(1)
#EEE = 12.5(1). 14.0(1) LARE
e Webex Desk Hub
o Webex
o Cisco Unified Communications Manager (CUCM)
&/ =11.5(1)
#EEE = 12.5(1). 14.0(1) LARE

¥ : Cisco Unified Communications Manager Tld. Webex Desk Series /N1 A R— M EFMICT B/ IC.
TINA AN T—=IFEF—EXR VY- TPy TTF—MDA VA N=ILHIVETT,

Cisco Unified Communications Manager DT /N1 X Ny T —JE, ROIGFAHNSAFTEXT,
https://software.cisco.com/download/home/278875240

Webex Desk Series Wireless LAN B A H A R


https://software.cisco.com/download/home/278875240

714V L X LAN

Webex Desk Series [&. JRD Cisco 74 VLA LAN Y Y a1—y gy THR—bEhTWET,

Cisco AireOS 74 ¥ L X LAN O kO—3Z8 L U Cisco Lightweight 77X R1 > k
&/ = 8.3.143.0
#32 = 8.3.150.0, 8.5.182.0. 8.8.130.0, 8.10.162.0
e CiscolOS 74 YL X LAN O hO—5& KU Cisco Lightweight 7 7 £ ZAR1 v b
&/N=16.12.1 %
#3E =16.12.7. 17.3.5a, 17.5.1, 17.6.2
e Cisco Mobility Express & & U* Cisco Lightweight 7 7 XK1 > +
/N = 8.3.143.0
#32 = 8.3.150.0. 8.5.182.0, 8.8.130.0. 8.10.162.0
e Cisco Autonomous (Bf) ZI7tEZXA RA4V b+
&/]\ = 15.2(4)JB6
#E3Z = 15.3(3)JPL
e Cisco Meraki 772X R4V k
&/\ = MR 25.9, MX 13.33
#3E = MR 28.5, MX 16.16

FOEBARAV M
HR—hEN3CiscoDT7I7EARAVENEMUTICRUETD,

—BILBWTIIERARAV N EFIVEYR—rEShEEA,

Webex Desk Series (. X® Cisco Aironet 77 XA R4V N 75V R T7Aa—ATHR—FEhTWET,

1700 2700 3700

Webex Desk Series Wireless LAN A fi1 K 10



1810W 1810 1815i 1815m 1815t 1815w
1830 1840 1850 2800 3800 4800
9115 9115 9117 9120 9130
RODEIC, & Cisco Aironet 77X R4V hTHR—bMEZhZE—KRZRLXEYT,
Cisco AP|802.11a|802.11b (802.11g |802.11n| 802.11ac |802.11ax [ Mobility =FE il
YY—X Express
1700 (=4 A (= gA &Ly &Ly (& Ly (AYAY-4 (=g (AYAY-4 (=g
1810 (= A =g A (=g A (=g A (= A (A1AY-4 (=4 A (A1AY-4 (AYAY-4
1810W | (W (=g A (=g A (=g A (= A AYAY-4 = A AYAY-4 AYAY-4
=4 A
- (1815t _
(= A =g A (=g A (=g A (=4 (AYA (A (RYA
1815 Z (= ey Z
FtA)
1830 (= A =g A (=g A (=g A (= A (A1AY-4 (=4 A (=4 A (AYAY-§
1840 (= A (=g A (=g A (=g A (= A AYAY-4 = A = A AYAY-4
1850 (= g A [E Ly (= g A (= g A (= gA (AYAY-4 (=g (=g (AYAY-4
2700 (=4 A =g (=g A (=g A (=4 A (A1AY-4 (=4 A (A1AY-4 =4 A

Webex Desk Series Wireless LAN B A H A R

11




2800 [=qA (= qA [=qA [=qA =4 AYAY-4 [=qA [EqA RYAY-3
3700 (=4 (=4l (=qA (=qA (=qA AYA- S = 4A) AYA-S N = 4A)

3800 (=qA (=qA (=qA (=qA (=qA AYAY- S Al =g YAV
4800 =4A (=qA =4A =4A =qA AYAY-3 A EqA RYRY-3
9105 [=qA (= ¢ A [=qA [=qA [=qA [=qA [=qA A& WKW Z
9115 (=qA (=4 (=qA (=qA (=qA (=qA) (=qA) AYAY-4 RYAY-1
9117 (=qA (=qA (=qA (=qA (=qA =qA =qA AYAY-4 RYAY1
9120 (=qA (=qA (=qA (=qA (=qA (=qA (=qA AYAY-4 RYAY
9130 [=qA (=4 A [=qA [=qA [=qA [=qA [=qA (AYAY-4 (AYAY-4
9136 (=qA (=4l (=qA (=qA (=qA (=4 (=4 AYAY-4 RYAY-1

Webex Desk Series |&. /XD Cisco Meraki 77X R4V N 759y T7A—ATHR—bENFET,

MR42

MR52

MR33

MR20

MR44

MR53

Webex Desk Series Wireless LAN B A H A R

MR30H

MR34

MR45

MRS55

MR32

MR36

MR46

MR56

12




MX64W

MX67W

MX68W

Z3

https://meraki.cisco.com/products/wireless#models [3:E
https://meraki.cisco.com/products/appliancesfmodels [3<5E

RDEXIC, & Cisco Meraki 77 tARA Vb THR—rMZNEE—RERLET,

Meraki AP |802.11a(802.11b |802.11g |802.11n|802.11ac|802.11ax
v)—-X

MR20 [=4A (=qA (=qA (=4A (=4 AYAY-4
MR30H (=4A (=4A (=4A (=4A (=4 AYAY-4
MR32 (E0 (=qn} (=qn (4R (& Ly Wz
MR33 [=4n (=qA (=qA (=4A (=4 AYAY-
MR34 [=4n (=qA (=qA (=4A (=4 AYAY-
MR36 [=4A (=qA (=qA (=4A (=4 =4A
MR36H (=4A (=4A (=4A (=4A (=4 =qA
MR42 (E0 (=qn} (=qn (4R (& Ly Wz
MR44 [=4A (=qA (=qA (=4A (=4 =4A
MR45 (=4A (=4 (=4A (=4A (=4 =4A

Webex Desk Series Wireless LAN B A H A R

13


https://meraki.cisco.com/products/wireless#モデル
https://meraki.cisco.com/products/appliances#モデル

MR46 (=qn (=qA [=qA [=qn (=R (=R
MR52 (=4 (=qnl (=qA} (=4 (=4 Wz
MR53 (=qA (=qA [=qA [=4n (=qn Wz
MR55 (=qA (=qA [=qA [=qn (=R (=R
MR56 (=qA (=qA [=qn [=4n (=qA (=qA
MR57 (=qA (=qA [=qA [=qn (=R (=R
MX64W (=qA (=qA [=qn [=4n (=qA Wz
MX65W (=qA (=qA [=qA [=qn (=R Wz
MX67W (=qA (=qA [=qn [=4n (=qA Wz
MX68W (=qA (=qA [=qA [=qn (=R Wz
Z3 (=qA (=qA [=qn [=4n (=qA Wz

I LICHEEShTOWRWTZ 7 ARS Y MEFILIEYR—FShEtA,
Cisco Aironet 1500 Y U —XBNRAT7 IV RARA Vv I, REYR—MEShTOWEEA,
MESH E—RTEMET 27V A R4V N EFILIETR—bEIhFEEA.
F—RN=FT D7 VARSI UTHEERAMYT A MDRITENTWEREW S, U—RN—FT1 D77t
ARAVMNEDEREAMIIRIETCEZEEA. 72720, Wi-Fi EBO 79 ARA Y NMCEHZELTWSEBSIE. &
R BHKENINETT,
FREED—EZEUTICRULET,
e 5 GHz (802.11a/n/ac)
e Wi-Fi Protected Access v2 (WPA2+AES)
e Wi-FiQILF AT 47 (WMM)
e DiffServ —FK /R—1 >k (DSCP)
e H—ERX UZX (CoS/802.1p)

PIVTTF VAT A
—&BD Cisco 7V EA RA YV MTIE. NEBBT7 VT FHFHWEFIIERAETY,

Cisco Aironet 77 A RA VY FTHR—KZINBHNEBT7 VT FTFOIAMEDEREAEICDOWVNTIE, XD URL 25
BLTLEEW,

https://www.cisco.com/c/ja_j roducts/collateral/wireless/aironet-antennas-
accessories/product data sheet09186a008008883b.html
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paul S=pl)

ROBEBLVTAVLALANOZ7ORN DG R—FEINTNET,
e 802.11a, b. d. e. g. h, i. n, ac
o Wi-Fi¥ILFAT 47 (WMM)

e Session Initiation Protocol (SIP)

¢ Real Time Protocol (RTP)

o AAC-LD. Opus. G.722, G.711. G.722.1. G.729

o H.264, H.263

e Dynamic Host Configuration Protocol (DHCP)

e Trivial File Transfer Protocol (TFTP)

e Hypertext Transfer Protocol (HTTP)

Wi-Fi
KRDFEIE. Webex Desk Series THEAE NS 802.11 E—RZEDET—FL—MNDBERAKtXBEHEZERED
BEHRERLUTWET,
Webex Desk Pro
5 GHz DLk
5 GHz - 802.11a F—=4 L—p WA NY—A | T
B&A Tx /N7 — =20 dBm 6 Mbps 1 OFDM - BPSK
(MURIC L > TRERERS) 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
5 GHz - 802.11n (HT20) | ¥—#% L—F} THERANI—A | ZHE
BARKTx/NJ— =19dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(MigIc L > TER D) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK

29 Mbps (MCS 3)

OFDM - 16 QAM

Webex Desk Series Wireless LAN B A H A R

15



43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps (MCS 8) |2 OFDM - BPSK
28 Mbps (MCS9) |2 OFDM - QPSK
43 Mbps (MCS 10) |2 OFDM - QPSK
58 Mbps (MCS 11) |2 OFDM - 16 QAM
87 Mbps (MCS 12) |2 OFDM - 16 QAM
116 Mbps (MCS 13)| 2 OFDM - 64 QAM
130 Mbps (MCS 14)| 2 OFDM - 64 QAM
144 Mbps (MCS 15)| 2 OFDM - 64 QAM
5 GHz - 802.11n (HT40) | ¥—% L—F EHEMANY—L4L | ER
SKTx /87— =18dBm | 15 Mbps (MCS 0) 1 OFDM - BPSK
(MigIC k> TEL D) 30 Mbps (MCS 1) 1 OFDM - QPSK
45 Mbps (MCS 2) 1 OFDM - QPSK
60 Mbps (MCS 3) 1 OFDM - 16 QAM
90 Mbps (MCS 4) 1 OFDM - 16 QAM
120 Mbps (MCS 5) | 1 OFDM - 64 QAM
135 Mbps (MCS 6) | 1 OFDM - 64 QAM
150 Mbps (MCS 7) | 1 OFDM - 64 QAM
30 Mbps (MCS 8) 2 OFDM - BPSK
60 Mbps (MCS 9) 2 OFDM - QPSK
90 Mbps (MCS 10) |2 OFDM - QPSK
120 Mbps (MCS 11) | 2 OFDM - 16 QAM
180 Mbps (MCS 12) | 2 OFDM - 16 QAM
240 Mbps (MCS 13) | 2 OFDM - 64 QAM
270 Mbps (MCS 14) |2 OFDM - 64 QAM
300 Mbps (MCS 15) | 2 OFDM - 64 QAM
5 GHz - 802.11ac F—4 L—F ZEANY—A | TH
(VHT20)
BATx/{7—=19dBm |7 Mbps (MCS 0) 1 OFDM - BPSK
(ugic L > TRREB) 14 Mbps (MCS 1 1 OFDM - QPSK
21 Mbps (MCS 2 1 OFDM - QPSK

29 Mbps (MCS 3

OFDM - 16 QAM

~ | ~ | ~ | ~

43 Mbps (MCS 4

OFDM - 16 QAM
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(VHT80)

58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
87 Mbps (MCS 8) 1 OFDM - 256 QAM
14 Mbps (MCS 0) 2 OFDM - BPSK
28 Mbps (MCS 1) 2 OFDM - QPSK
43 Mbps (MCS 2) 2 OFDM - QPSK
58 Mbps (MCS 3) 2 OFDM - 16 QAM
87 Mbps (MCS 4) 2 OFDM - 16 QAM
116 Mbps (MCS 5) |2 OFDM - 64 QAM
130 Mbps (MCS 6) | 2 OFDM - 64 QAM
144 Mbps (MCS7) |2 OFDM - 64 QAM
173 Mbps (MCS 8) |2 OFDM - 256 QAM

5 GHz - 802.11ac F—4 L—Fh TEREANY—A | T

(VHT40)
BKTx/{7—=18dBm | 15 Mbps (MCS 0) 1 OFDM - BPSK
(MiFIC k> TERS) 30 Mbps (MCS 1) 1 OFDM - QPSK

45 Mbps (MCS 2) 1 OFDM - QPSK
60 Mbps (MCS 3) 1 OFDM - 16 QAM
90 Mbps (MCS 4) 1 OFDM - 16 QAM
120 Mbps (MCS5) | 1 OFDM - 64 QAM
135 Mbps (MCS 6) | 1 OFDM - 64 QAM
150 Mbps (MCS7) |1 OFDM - 64 QAM
180 Mbps (MCS 8) | 1 OFDM - 256 QAM
200 Mbps (MCS 9) |1 OFDM - 256 QAM
30 Mbps (MCS 0) 2 OFDM - BPSK
60 Mbps (MCS 1) 2 OFDM - QPSK
90 Mbps (MCS 2) 2 OFDM - QPSK
120 Mbps (MCS 3) |2 OFDM - 16 QAM
180 Mbps (MCS 4) |2 OFDM - 16 QAM
240 Mbps (MCS5) |2 OFDM - 64 QAM
270 Mbps (MCS 6) | 2 OFDM - 64 QAM
300 Mbps (MCS7) |2 OFDM - 64 QAM
360 Mbps (MCS8) |2 OFDM - 256 QAM
400 Mbps (MCS9) |2 OFDM - 256 QAM

5 GHz - 802.11ac F—4 L—Fk TEANY—A | TF
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=K Tx /NJ— =18 dBm
(MgIc k> TERED)

33 Mbps (MCS 0) 1 OFDM - BPSK
65 Mbps (MCS 1) 1 OFDM - QPSK
98 Mbps (MCS 2) 1 OFDM - QPSK

130 Mbps (MCS 3) |1 OFDM - 16 QAM
195 Mbps (MCS 4) | 1 OFDM - 16 QAM
260 Mbps (MCS5) |1 OFDM - 64 QAM
293 Mbps (MCS 6) |1 OFDM - 64 QAM
325 Mbps (MCS7) |1 OFDM - 64 QAM
390 Mbps (MCS 8) | 1 OFDM - 256 QAM
433 Mbps (MCS9) |1 OFDM - 256 QAM
65 Mbps (MCS 0) 2 OFDM - BPSK
130 Mbps (MCS 1) |2 OFDM - QPSK
195 Mbps (MCS 2) |2 OFDM - QPSK
260 Mbps (MCS 3) |2 OFDM - 16 QAM
390 Mbps (MCS 4) |2 OFDM - 16 QAM
520 Mbps (MCS5) |2 OFDM - 64 QAM
585 Mbps (MCS 6) |2 OFDM - 64 QAM
650 Mbps (MCS7) |2 OFDM - 64 QAM
780 Mbps (MCS 8) |2 OFDM - 256 QAM
867 Mbps (MCS 9) |2 OFDM - 256 QAM
2.4 GHz D8
2.4 GHz - 802.11b F—4% L—Fhk ERAMNY—A | ZERE
BATx/{7—=19dBm | 1 Mbps 1 DSSS - BPSK
(Migic L > TER D) 2 Mbps 1 DSSS - QPSK
5.5 Mbps 1 DSSS - CCK
11 Mbps 1 DSSS - CCK
2.4 GHz - 802.11g T—% L—b ERAMNI—A | ZER
SATx/{7—=19dBm | 6 Mbps 1 OFDM - BPSK
(MFIC K > TEES) 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
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2.4 GHz - 802.11n (HT20) | ¥—#% L—h EHEMAMNI—A | EHR
BAKTx/XT7—=19dBm | 7 Mbps (MCS 0) 1 OFDM - BPSK
(HIRICL > TER D) 14 Mbps (MCS 1) | 1 OFDM - QPSK
21 Mbps (MCS2) |1 OFDM - QPSK
29 Mbps (MCS3) |1 OFDM - 16 QAM
43 Mbps (MCS4) |1 OFDM - 16 QAM
58 Mbps (MCS5) |1 OFDM - 64 QAM
65 Mbps (MCS 6) | 1 OFDM - 64 QAM
72 Mbps (MCS7) |1 OFDM - 64 QAM
14 Mbps (MCS8) |2 OFDM - BPSK
28 Mbps (MCS9) |2 OFDM - QPSK
43 Mbps (MCS 10) | 2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) | 2 OFDM - 16 QAM
116 Mbps (MCS 13) | 2 OFDM - 64 QAM
130 Mbps (MCS 14) | 2 OFDM - 64 QAM
144 Mbps (MCS 15) | 2 OFDM - 64 QAM
Webex Desk Limited Edition
5 GHz D8k
5 GHz - 802.11a F—4 L—Fh TEEARNY—A | TF
&K Tx /\7— =20 dBm 6 Mbps 1 OFDM - BPSK
(FIc L > TRE ) 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
5 GHz - 802.11n T—% L—b ERANY—LA | EFE
(HT20)
BAKTx/\7—=19dBm | 7 Mbps (MCS 0) 1 OFDM - BPSK
(HIRICL > TER D) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK
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29 Mbps (MCS 3

OFDM - 16 QAM

43 Mbps (MCS 4

OFDM - 16 QAM

OFDM - 64 QAM

)
)
)
)

65 Mbps (MCS 6

OFDM - 64 QAM

(
(
58 Mbps (MCS 5
(
(

72 Mbps (MCS 7)

—_

OFDM - 64 QAM

14 Mbps (MCS8) |2 OFDM - BPSK
28 Mbps (MCS9) |2 OFDM - QPSK
43 Mbps (MCS 10) |2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) | 2 OFDM - 16 QAM
116 Mbps (MCS 13)| 2 OFDM - 64 QAM
130 Mbps (MCS 14)| 2 OFDM - 64 QAM
144 Mbps (MCS 15)| 2 OFDM - 64 QAM
5GHz - 802.11n (HT40) | ¥—% L—hk EEANY—LA | EFE
BKTx/{7—=18dBm | 15 Mbps (MCS 0) 1 OFDM - BPSK
(MgIc L > TERB) 30 Mbps (MCS 1) 1 OFDM - QPSK
45 Mbps (MCS 2) 1 OFDM - QPSK
60 Mbps (MCS 3) 1 OFDM - 16 QAM
90 Mbps (MCS 4) 1 OFDM - 16 QAM
120 Mbps (MCS 5) | 1 OFDM - 64 QAM
135 Mbps (MCS 6) | 1 OFDM - 64 QAM
150 Mbps (MCS 7) |1 OFDM - 64 QAM
30 Mbps (MCS 8) 2 OFDM - BPSK
60 Mbps (MCS 9) 2 OFDM - QPSK
90 Mbps (MCS 10) |2 OFDM - QPSK
120 Mbps (MCS 11) | 2 OFDM - 16 QAM
180 Mbps (MCS 12) | 2 OFDM - 16 QAM
240 Mbps (MCS 13) | 2 OFDM - 64 QAM
270 Mbps (MCS 14) | 2 OFDM - 64 QAM
300 Mbps (MCS 15) | 2 OFDM - 64 QAM
5 GHz - 802.11ac F—4 L—hk TEEMARNY—A | T
(VHT20)
BAK Tx /\7— =19 dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(MiFIC L > TELRB) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK

29 Mbps (MCS 3)

OFDM - 16 QAM
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43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
87 Mbps (MCS 8) 1 OFDM - 256 QAM
14 Mbps (MCS 0) 2 OFDM - BPSK
28 Mbps (MCS 1) 2 OFDM - QPSK
43 Mbps (MCS 2) 2 OFDM - QPSK
58 Mbps (MCS 3) 2 OFDM - 16 QAM
87 Mbps (MCS 4) 2 OFDM - 16 QAM
116 Mbps (MCS5) |2 OFDM - 64 QAM
130 Mbps (MCS 6) |2 OFDM - 64 QAM
144 Mbps (MCS7) |2 OFDM - 64 QAM
173 Mbps (MCS8) |2 OFDM - 256 QAM
5 GHz - 802.11ac F—4 L—p WA NY—A | TE
(VHT40)
BATx/{7—=18dBm | 15 Mbps (MCS 0) 1 OFDM - BPSK
(MiFIC Lk > TERD) 30 Mbps (MCS 1) 1 OFDM - QPSK
45 Mbps (MCS 2) 1 OFDM - QPSK
60 Mbps (MCS 3) 1 OFDM - 16 QAM
90 Mbps (MCS 4) 1 OFDM - 16 QAM
120 Mbps (MCS 5) | 1 OFDM - 64 QAM
135 Mbps (MCS 6) | 1 OFDM - 64 QAM
150 Mbps (MCS 7) | 1 OFDM - 64 QAM
180 Mbps (MCS 8) | 1 OFDM - 256 QAM
200 Mbps (MCS 9) |1 OFDM - 256 QAM
30 Mbps (MCS 0) 2 OFDM - BPSK
60 Mbps (MCS 1) 2 OFDM - QPSK
90 Mbps (MCS 2) 2 OFDM - QPSK
120 Mbps (MCS 3) |2 OFDM - 16 QAM
180 Mbps (MCS 4) |2 OFDM - 16 QAM
240 Mbps (MCS 5) | 2 OFDM - 64 QAM
270 Mbps (MCS 6) | 2 OFDM - 64 QAM
300 Mbps (MCS7) |2 OFDM - 64 QAM
360 Mbps (MCS 8) | 2 OFDM - 256 QAM
400 Mbps (MCS 9) | 2 OFDM - 256 QAM

Webex Desk Series Wireless LAN B A H A R

21



5 GHz - 802.11ac F—4 L—Fh TREANY—A | TF
(VHT80)
BK Tx /87— =18dBm | 33 Mbps (MCS 0) 1 OFDM - BPSK
(MBI & > TRL ) 65 Mbps (MCS 1) 1 OFDM - QPSK
98 Mbps (MCS 2) 1 OFDM - QPSK

130 Mbps (MCS 3) 1 OFDM - 16 QAM
195 Mbps (MCS 4) 1 OFDM - 16 QAM
260 Mbps (MCS 5) 1 OFDM - 64 QAM
293 Mbps (MCS 6) 1 OFDM - 64 QAM
325 Mbps (MCS 7) 1 OFDM - 64 QAM
390 Mbps (MCS 8) 1 OFDM - 256 QAM
433 Mbps (MCS 9) 1 OFDM - 256 QAM
65 Mbps (MCS 0) 2 OFDM - BPSK
130 Mbps (MCS 1) 2 OFDM - QPSK
195 Mbps (MCS 2) 2 OFDM - QPSK
260 Mbps (MCS 3) 2 OFDM - 16 QAM
390 Mbps (MCS 4) 2 OFDM - 16 QAM
520 Mbps (MCS 5) 2 OFDM - 64 QAM
585 Mbps (MCS 6) 2 OFDM - 64 QAM
650 Mbps (MCS 7) 2 OFDM - 64 QAM
780 Mbps (MCS 8) 2 OFDM - 256 QAM
867 Mbps (MCS 9) 2 OFDM - 256 QAM
2.4 GHz Df1#
2.4 GHz - 802.11b F=4 L—}p TRANI—A | THE
A Tx J\7— =19 dBm 1 Mbps 1 DSSS - BPSK
(MRS L > TERRD) 2 Mbps 1 DSSS - QPSK

5.5 Mbps 1 DSSS - CCK
11 Mbps 1 DSSS - CCK

2.4 GHz - 802.11g T—% L—h ZERANY—A | ERE

&K Tx /J\7— =19 dBm 6 Mbps 1 OFDM - BPSK

(MuH(IC k> TEL D) 9 Mbps 1 OFDM - BPSK

12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
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36 Mbps

OFDM - 16 QAM

1
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
2.4 GHz - 802.11n F—4 L—K EHANY—A | TE
(HT20)
A Tx /\7— =19 dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(MigIC k> TEL D) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK
29 Mbps (MCS 3) 1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps (MCS 8) 2 OFDM - BPSK
28 Mbps (MCS 9) 2 OFDM - QPSK
43 Mbps (MCS 10) 2 OFDM - QPSK
58 Mbps (MCS 11) 2 OFDM - 16 QAM
87 Mbps (MCS 12) 2 OFDM - 16 QAM
116 Mbps (MCS 13) | 2 OFDM - 64 QAM
130 Mbps (MCS 14) | 2 OFDM - 64 QAM
144 Mbps (MCS 15) | 2 OFDM - 64 QAM
Webex Desk
5 GHz Dk
5 GHz - 802.11a F—4% L—h BEMANY—A | THE
A Tx /\7— =19 dBm 6 Mbps 1 OFDM - BPSK
(MuRIC k> TELD) 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
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5GHz - 802.11n (HT20) | ¥—% L—hk EEANY—LA | EF
BK Tx/)\7—=19dBm | 7 Mbps (MCS 0) 1 OFDM - BPSK
(MiFIc k> TRL D) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK
29 Mbps (MCS 3) 1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps (MCS8) |2 OFDM - BPSK
28 Mbps (MCS9) |2 OFDM - QPSK
43 Mbps (MCS 10) |2 OFDM - QPSK
58 Mbps (MCS 11) |2 OFDM - 16 QAM
87 Mbps (MCS 12) |2 OFDM - 16 QAM
116 Mbps (MCS 13)| 2 OFDM - 64 QAM
130 Mbps (MCS 14)| 2 OFDM - 64 QAM
144 Mbps (MCS 15)| 2 OFDM - 64 QAM
5 GHz - 802.11n (HT40) | ¥—% L—hk ERAMNI—A | EFE
BK Tx/{7—=18dBm | 15Mbps (MCS 0) 1 OFDM - BPSK
(MigIc k> TRL ) 30 Mbps (MCS 1) 1 OFDM - QPSK
45 Mbps (MCS 2) 1 OFDM - QPSK
60 Mbps (MCS 3) 1 OFDM - 16 QAM
90 Mbps (MCS 4) 1 OFDM - 16 QAM
120 Mbps (MCS 5) | 1 OFDM - 64 QAM
135 Mbps (MCS 6) | 1 OFDM - 64 QAM
150 Mbps (MCS7) |1 OFDM - 64 QAM
30 Mbps (MCS 8) 2 OFDM - BPSK
60 Mbps (MCS 9) 2 OFDM - QPSK
90 Mbps (MCS 10) | 2 OFDM - QPSK
120 Mbps (MCS 11) | 2 OFDM - 16 QAM
180 Mbps (MCS 12) | 2 OFDM - 16 QAM
240 Mbps (MCS 13) | 2 OFDM - 64 QAM
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270 Mbps (MCS 14) | 2 OFDM - 64 QAM
300 Mbps (MCS 15) | 2 OFDM - 64 QAM
5 GHz - 802.11ac F—4 L—Fp WA NY—A | TE
(VHT20)
BATx/\T7—=19dBm | 7 Mbps (MCS 0) 1 OFDM - BPSK
(MigIC L > TRRBB) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK
29 Mbps (MCS 3) 1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
87 Mbps (MCS 8) 1 OFDM - 256 QAM
14 Mbps (MCS 0) 2 OFDM - BPSK
28 Mbps (MCS 1) 2 OFDM - QPSK
43 Mbps (MCS 2) 2 OFDM - QPSK
58 Mbps (MCS 3) 2 OFDM - 16 QAM
87 Mbps (MCS 4) 2 OFDM - 16 QAM
116 Mbps (MCS 5) |2 OFDM - 64 QAM
130 Mbps (MCS 6) |2 OFDM - 64 QAM
144 Mbps (MCS7) |2 OFDM - 64 QAM
173 Mbps (MCS8) |2 OFDM - 256 QAM
5 GHz - 802.11ac F—4 L—F TEANY—A | TH
(VHT40)
BKTx/{7—=18dBm | 15Mbps (MCS 0 1 OFDM - BPSK
(MRIC L > TR D) 30 Mbps (MCS 1 1 OFDM - QPSK
1 OFDM - QPSK

60 Mbps (MCS 3

OFDM - 16 QAM

( )
( )
45 Mbps (MCS 2)
( )
( )

90 Mbps (MCS 4

OFDM - 16 QAM

120 Mbps (MCS 5) 1 OFDM - 64 QAM
135 Mbps (MCS 6) 1 OFDM - 64 QAM
150 Mbps (MCS 7) 1 OFDM - 64 QAM
180 Mbps (MCS 8) 1 OFDM - 256 QAM
200 Mbps (MCS 9) 1 OFDM - 256 QAM
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30 Mbps (MCS 0) 2 OFDM - BPSK
60 Mbps (MCS 1) 2 OFDM - QPSK
90 Mbps (MCS 2) 2 OFDM - QPSK
120 Mbps (MCS 3) 2 OFDM - 16 QAM
180 Mbps (MCS 4) 2 OFDM - 16 QAM
240 Mbps (MCS 5) 2 OFDM - 64 QAM
270 Mbps (MCS 6) 2 OFDM - 64 QAM
300 Mbps (MCS 7) 2 OFDM - 64 QAM
360 Mbps (MCS 8) 2 OFDM - 256 QAM
400 Mbps (MCS 9) 2 OFDM - 256 QAM
5 GHz - 802.11ac TF—4 L—b EHAMNI—A | EE
(VHTS80)
BA Tx/\7— =17 dBm 33 Mbps (MCS 0) 1 OFDM - BPSK
(Mg & > TERD) 65 Mbps (MCS 1) |1 OFDM - QPSK
98 Mbps (MCS 2) 1 OFDM - QPSK
130 Mbps (MCS 3) 1 OFDM - 16 QAM
195 Mbps (MCS 4) 1 OFDM - 16 QAM
260 Mbps (MCS 5) 1 OFDM - 64 QAM
293 Mbps (MCS 6) 1 OFDM - 64 QAM
325 Mbps (MCS 7) 1 OFDM - 64 QAM
390 Mbps (MCS 8) 1 OFDM - 256 QAM
433 Mbps (MCS 9) 1 OFDM - 256 QAM
65 Mbps (MCS 0) 2 OFDM - BPSK
130 Mbps (MCS 1) 2 OFDM - QPSK
195 Mbps (MCS 2) 2 OFDM - QPSK
260 Mbps (MCS 3) 2 OFDM - 16 QAM
390 Mbps (MCS 4) 2 OFDM - 16 QAM
520 Mbps (MCS 5) 2 OFDM - 64 QAM
585 Mbps (MCS 6) 2 OFDM - 64 QAM
650 Mbps (MCS 7) 2 OFDM - 64 QAM
780 Mbps (MCS 8) 2 OFDM - 256 QAM
867 Mbps (MCS 9) 2 OFDM - 256 QAM
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2.4 GHz D8k

2.4 GHz - 802.11b F—4 L—p AN —A | TE
&A Tx /N7 — =22 dBm 1 Mbps 1 DSSS - BPSK
(RIC L > TER D) 2 Mbps 1 DSSS - QPSK
5.5 Mbps 1 DSSS - CCK
11 Mbps 1 DSSS - CCK
2.4 GHz - 802.11g T—% L—b ERAM—A | EfE
A Tx /\J7— =21 dBm 6 Mbps 1 OFDM - BPSK
(I L > TER D) 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
2.4 GHz - 802.11n (HT20) | ¥—% L— bk TFERRAMNY—A | Z5R
A Tx /\7— =20 dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(I L > TER D) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK
29 Mbps (MCS 3) 1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps (MCS 8) 2 OFDM - BPSK
28 Mbps (MCS 9) 2 OFDM - QPSK
43 Mbps (MCS 10) |2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) |2 OFDM - 16 QAM
116 Mbps (MCS 13) | 2 OFDM - 64 QAM
130 Mbps (MCS 14) | 2 OFDM - 64 QAM
144 Mbps (MCS 15) | 2 OFDM - 64 QAM
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Webex Desk Mini

5 GHz D8
5 GHz - 802.11a T—% L—h EHAMY—A | ER
BATx/\T—=19dBm | 6 Mbps 1 OFDM - BPSK
(MigIC k> TEL D) 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
5 GHz - 802.11n (HT20) | ¥—% L—Fh EEAMI—A | ER
BK Tx/{7—=19dBm |7 Mbps (MCS 0) 1 OFDM - BPSK
(MgIC & > TEL D) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK
29 Mbps (MCS 3) 1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps (MCS8) |2 OFDM - BPSK
28 Mbps (MCS 9) |2 OFDM - QPSK
43 Mbps (MCS 10) |2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) |2 OFDM - 16 QAM
116 Mbps (MCS 13)| 2 OFDM - 64 QAM
130 Mbps (MCS 14)| 2 OFDM - 64 QAM
144 Mbps (MCS 15)| 2 OFDM - 64 QAM
5 GHz - 802.11n (HT40) | ¥—% L—hk ERAMNI—A | EFE
BK Tx/{7—=18dBm | 15Mbps (MCS 0) 1 OFDM - BPSK
(MgIc & > TR ) 30 Mbps (MCS 1) 1 OFDM - QPSK
45 Mbps (MCS 2) 1 OFDM - QPSK
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60 Mbps (MCS 3)

OFDM - 16 QAM

90 Mbps (MCS 4)

OFDM - 16 QAM

120 Mbps (MCS 5)

OFDM - 64 QAM

135 Mbps (MCS 6)

OFDM - 64 QAM

150 Mbps (MCS 7)

OFDM - 64 QAM

30 Mbps (MCS 8) 2 OFDM - BPSK
60 Mbps (MCS 9) 2 OFDM - QPSK
90 Mbps (MCS 10) | 2 OFDM - QPSK
120 Mbps (MCS 11) | 2 OFDM - 16 QAM
180 Mbps (MCS 12) | 2 OFDM - 16 QAM
240 Mbps (MCS 13) | 2 OFDM - 64 QAM
270 Mbps (MCS 14) | 2 OFDM - 64 QAM
300 Mbps (MCS 15) | 2 OFDM - 64 QAM
5 GHz - 802.11ac F—4 L—Fpk AN —A | TE
(VHT20)
BATx/XT7—=19dBm | 7 Mbps (MCS 0) 1 OFDM - BPSK
(MigIc &k > TRL ) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK
29 Mbps (MCS 3) 1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
87 Mbps (MCS 8) 1 OFDM - 256 QAM
14 Mbps (MCS 0) 2 OFDM - BPSK
28 Mbps (MCS 1) 2 OFDM - QPSK
43 Mbps (MCS 2) 2 OFDM - QPSK
58 Mbps (MCS 3) 2 OFDM - 16 QAM
87 Mbps (MCS 4) 2 OFDM - 16 QAM
116 Mbps (MCS5) |2 OFDM - 64 QAM
130 Mbps (MCS 6) | 2 OFDM - 64 QAM
144 Mbps (MCS7) |2 OFDM - 64 QAM
173 Mbps (MCS 8) |2 OFDM - 256 QAM
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5 GHz - 802.11ac F—4% L—b EEARNY—A | TE

(VHT40)
=A Tx /J\J7— =18 dBm 15 Mbps (MCS 0 OFDM - BPSK
(MFIC K > TEES) 30 Mbps (MCS 1 OFDM - QPSK
OFDM - QPSK

60 Mbps (MCS 3

OFDM - 16 QAM

( )
( )
45 Mbps (MCS 2)
( )
( )

90 Mbps (MCS 4

OFDM - 16 QAM

120 Mbps (MCS 5) OFDM - 64 QAM
135 Mbps (MCS 6) OFDM - 64 QAM
150 Mbps (MCS 7) OFDM - 64 QAM
180 Mbps (MCS 8) OFDM - 256 QAM
200 Mbps (MCS 9) OFDM - 256 QAM
30 Mbps (MCS 0) OFDM - BPSK
60 Mbps (MCS 1) OFDM - QPSK
90 Mbps (MCS 2) OFDM - QPSK
120 Mbps (MCS 3) OFDM - 16 QAM
180 Mbps (MCS 4) OFDM - 16 QAM
240 Mbps (MCS 5) OFDM - 64 QAM
270 Mbps (MCS 6) OFDM - 64 QAM
300 Mbps (MCS 7) OFDM - 64 QAM
360 Mbps (MCS 8) OFDM - 256 QAM
400 Mbps (MCS 9) OFDM - 256 QAM
5 GHz - 802.11ac F—4 L—F BMANY—A | TH
(VHT80)
BK Tx/{7—=17dBm | 33 Mbps (MCS 0) OFDM - BPSK
(MigIC k> TELS) 65 Mbps (MCS 1) OFDM - QPSK
98 Mbps (MCS 2) OFDM - QPSK

130 Mbps (MCS 3) OFDM - 16 QAM
195 Mbps (MCS 4) OFDM - 16 QAM
260 Mbps (MCS 5) OFDM - 64 QAM
293 Mbps (MCS 6) OFDM - 64 QAM
325 Mbps (MCS 7) OFDM - 64 QAM
390 Mbps (MCS 8) OFDM - 256 QAM
433 Mbps (MCS 9) OFDM - 256 QAM
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65 Mbps (MCS 0) 2 OFDM - BPSK
130 Mbps (MCS 1) |2 OFDM - QPSK
195 Mbps (MCS 2) |2 OFDM - QPSK
260 Mbps (MCS 3) |2 OFDM - 16 QAM
390 Mbps (MCS 4) |2 OFDM - 16 QAM
520 Mbps (MCS 5) | 2 OFDM - 64 QAM
585 Mbps (MCS 6) | 2 OFDM - 64 QAM
650 Mbps (MCS7) |2 OFDM - 64 QAM
780 Mbps (MCS 8) |2 OFDM - 256 QAM
867 Mbps (MCS 9) |2 OFDM - 256 QAM
2.4 GHz D {18
2.4 GHz - 802.11b F—4 L—Fh ZEERARNY—A | TE
BATx/\7—=22dBm | 1 Mbps 1 DSSS - BPSK
(MIC L > TERED) 2 Mbps 1 DSSS - QPSK
5.5 Mbps 1 DSSS - CCK
11 Mbps 1 DSSS - CCK
2.4 GHz - 802.11g T—% L—h EHAN)—A | EFE
BAK Tx /{7—=21dBm | 6 Mbps 1 OFDM - BPSK
(MgIC & > TEL D) 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
2.4 GHz - 802.11n (HT20) | ¥—#% L—h EHMAMNY—A | ER
8K Tx /\7— =20 dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(MigIC k> TELS) 14 Mbps (MCS 1 1 OFDM - QPSK
21 Mbps (MCS 2 1 OFDM - QPSK

OFDM - 16 QAM

43 Mbps (MCS 4

OFDM - 16 QAM

)
)
29 Mbps (MCS 3)
)
)

58 Mbps (MCS 5

OFDM - 64 QAM
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65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps (MCS 8) 2 OFDM - BPSK
28 Mbps (MCS 9) 2 OFDM - QPSK
43 Mbps (MCS 10) |2 OFDM - QPSK
58 Mbps (MCS 11) | 2 OFDM - 16 QAM
87 Mbps (MCS 12) |2 OFDM - 16 QAM
116 Mbps (MCS 13) | 2 OFDM - 64 QAM
130 Mbps (MCS 14) | 2 OFDM - 64 QAM
144 Mbps (MCS 15) | 2 OFDM - 64 QAM
Webex Desk Hub
5 GHz Dk
5 GHz - 802.11a F—% L—h EMANY—LA | TF
BK Tx /{7— =20dBm | 6 Mbps 1 OFDM - BPSK
(MBI & > TRL ) 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
5 GHz - 802.11n (HT20) | ¥—#% L—} ERAMY—L | TR
BXK Tx /\7— =20 dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(MiIc k> TERS) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK
29 Mbps (MCS 3) 1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps (MCS8) |2 OFDM - BPSK
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28 Mbps (MCS 9) OFDM - QPSK
43 Mbps (MCS 10) OFDM - QPSK
58 Mbps (MCS 11) OFDM - 16 QAM
87 Mbps (MCS 12) OFDM - 16 QAM

116 Mbps (MCS 13)

OFDM - 64 QAM

130 Mbps (MCS 14)

OFDM - 64 QAM

144 Mbps (MCS 15)

OFDM - 64 QAM

5 GHz - 802.11n (HT40) | ¥—% L—h HANU—24 | 5
=K Tx /\7— =19 dBm 15 Mbps (MCS 0 OFDM - BPSK
(MK > TER D) 30 Mbps (MCS 1 OFDM - QPSK
OFDM - QPSK

60 Mbps (MCS 3

OFDM - 16 QAM

( )
( )
45 Mbps (MCS 2)
( )
( )

90 Mbps (MCS 4

OFDM - 16 QAM

120 Mbps (MCS 5)

OFDM - 64 QAM

135 Mbps (MCS 6)

OFDM - 64 QAM

150 Mbps (MCS 7)

OFDM - 64 QAM

5 GHz - 802.11ac
(VHT20)

BAK Tx /\J— =20 dBm
(MgIc k> TERRD)

30 Mbps (MCS 8) OFDM - BPSK
60 Mbps (MCS 9) OFDM - QPSK
90 Mbps (MCS 10) OFDM - QPSK
120 Mbps (MCS 11) OFDM - 16 QAM
180 Mbps (MCS 12) OFDM - 16 QAM
240 Mbps (MCS 13) OFDM - 64 QAM
270 Mbps (MCS 14) OFDM - 64 QAM
300 Mbps (MCS 15) OFDM - 64 QAM
T—% L—b HANY—A | ZEH

7 Mbps (MCS 0) OFDM - BPSK
14 Mbps (MCS 1 OFDM - QPSK
21 Mbps (MCS 2 OFDM - QPSK

29 Mbps (MCS 3

OFDM - 16 QAM

OFDM - 16 QAM

58 Mbps (MCS 5

OFDM - 64 QAM

)
( )
( )
43 Mbps (MCS 4)
( )
( )

65 Mbps (MCS 6

OFDM - 64 QAM
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72 Mbps (MCS 7) 1 OFDM - 64 QAM
87 Mbps (MCS 8) 1 OFDM - 256 QAM
14 Mbps (MCS 0) 2 OFDM - BPSK
28 Mbps (MCS 1) 2 OFDM - QPSK
43 Mbps (MCS 2) 2 OFDM - QPSK
58 Mbps (MCS 3) 2 OFDM - 16 QAM
87 Mbps (MCS 4) 2 OFDM - 16 QAM
116 Mbps (MCS 5) |2 OFDM - 64 QAM
130 Mbps (MCS 6) | 2 OFDM - 64 QAM
144 Mbps (MCS7) |2 OFDM - 64 QAM
173 Mbps (MCS 8) |2 OFDM - 256 QAM
5 GHz - 802.11ac T—% L—b EEANY—A | Z5HA
(VHT40)
BATx/{7—=19dBm | 15Mbps (MCS 0) 1 OFDM - BPSK
(MifIc k> TRERS) 30 Mbps (MCS 1) 1 OFDM - QPSK
45 Mbps (MCS 2) 1 OFDM - QPSK
60 Mbps (MCS 3) 1 OFDM - 16 QAM
90 Mbps (MCS 4) 1 OFDM - 16 QAM
120 Mbps (MCS5) | 1 OFDM - 64 QAM
135 Mbps (MCS 6) | 1 OFDM - 64 QAM
150 Mbps (MCS7) |1 OFDM - 64 QAM
180 Mbps (MCS 8) | 1 OFDM - 256 QAM
200 Mbps (MCS 9) |1 OFDM - 256 QAM
30 Mbps (MCS 0) 2 OFDM - BPSK
60 Mbps (MCS 1) 2 OFDM - QPSK
90 Mbps (MCS 2) 2 OFDM - QPSK
120 Mbps (MCS 3) |2 OFDM - 16 QAM
180 Mbps (MCS 4) |2 OFDM - 16 QAM
240 Mbps (MCS5) |2 OFDM - 64 QAM
270 Mbps (MCS6) |2 OFDM - 64 QAM
300 Mbps (MCS7) |2 OFDM - 64 QAM
360 Mbps (MCS8) |2 OFDM - 256 QAM
400 Mbps (MCS 9) |2 OFDM - 256 QAM
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5 GHz - 802.11ac F—4 L—bh ZEEANY—A | EH
(VHTS0)
BK Tx/{7—=19dBm | 33 Mbps (MCS 0) OFDM - BPSK
(MRIC L > TR D) 65 Mbps (MCS 1) OFDM - QPSK
98 Mbps (MCS 2) OFDM - QPSK

130 Mbps (MCS 3) OFDM - 16 QAM
195 Mbps (MCS 4) OFDM - 16 QAM
260 Mbps (MCS 5) OFDM - 64 QAM
293 Mbps (MCS 6) OFDM - 64 QAM
325 Mbps (MCS 7) OFDM - 64 QAM
390 Mbps (MCS 8) OFDM - 256 QAM
433 Mbps (MCS 9) OFDM - 256 QAM
65 Mbps (MCS 0) OFDM - BPSK
130 Mbps (MCS 1) OFDM - QPSK
195 Mbps (MCS 2) OFDM - QPSK
260 Mbps (MCS 3) OFDM - 16 QAM
390 Mbps (MCS 4) OFDM - 16 QAM
520 Mbps (MCS 5) OFDM - 64 QAM
585 Mbps (MCS 6) OFDM - 64 QAM
650 Mbps (MCS 7) OFDM - 64 QAM
780 Mbps (MCS 8) OFDM - 256 QAM
867 Mbps (MCS 9) OFDM - 256 QAM
5 GHz - 802.11ac F—=HL—hk BMANY—A | TH
(VHT160)
BK Tx/{7—=19dBm | 65 Mbps (MCS 0) OFDM - BPSK
(gL > TEL D) 130 Mbps (MCS 1) OFDM - QPSK
195 Mbps (MCS 2) OFDM - QPSK
260 Mbps (MCS 3) OFDM - 16 QAM
390 Mbps (MCS 4) OFDM - 16 QAM
520 Mbps (MCS 5) OFDM - 64 QAM
585 Mbps (MCS 6) OFDM - 64 QAM
650 Mbps (MCS 7) OFDM - 64 QAM
780 Mbps (MCS 8) OFDM - 256 QAM
867 Mbps (MCS 9) OFDM - 256 QAM
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2.4 GHz D8k

2.4 GHz - 802.11b F—4% L—b ERAM—LA | ZFE
BK Tx /{7—=25dBm | 1 Mbps 1 DSSS - BPSK
(RIC L > TER D) 2 Mbps 1 DSSS - QPSK
5.5 Mbps 1 DSSS - CCK
11 Mbps 1 DSSS - CCK
2.4 GHz - 802.11g T—% L—b ERAMI—A | EfE
A Tx /N7 — =20 dBm 6 Mbps 1 OFDM - BPSK
(I L > TER D) 9 Mbps 1 OFDM - BPSK
12 Mbps 1 OFDM - QPSK
18 Mbps 1 OFDM - QPSK
24 Mbps 1 OFDM - 16 QAM
36 Mbps 1 OFDM - 16 QAM
48 Mbps 1 OFDM - 64 QAM
54 Mbps 1 OFDM - 64 QAM
2.4 GHz - 802.11n F—4&% L—h FEANY—LA | TE
(HT20)
A Tx /N7 — =20 dBm 7 Mbps (MCS 0) 1 OFDM - BPSK
(FIc L > TRE ) 14 Mbps (MCS 1) 1 OFDM - QPSK
21 Mbps (MCS 2) 1 OFDM - QPSK
29 Mbps (MCS 3) 1 OFDM - 16 QAM
43 Mbps (MCS 4) 1 OFDM - 16 QAM
58 Mbps (MCS 5) 1 OFDM - 64 QAM
65 Mbps (MCS 6) 1 OFDM - 64 QAM
72 Mbps (MCS 7) 1 OFDM - 64 QAM
14 Mbps (MCS 8) 2 OFDM - BPSK
28 Mbps (MCS 9) 2 OFDM - QPSK
43 Mbps (MCS 10) 2 OFDM - QPSK
58 Mbps (MCS 11) 2 OFDM - 16 QAM
87 Mbps (MCS 12) 2 OFDM - 16 QAM
116 Mbps (MCS 13) | 2 OFDM - 64 QAM
130 Mbps (MCS 14) | 2 OFDM - 64 QAM
144 Mbps (MCS 15) | 2 OFDM - 64 QAM
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xZERER. REDOT—YL—bT/\Ty b 2T 1—RI2DICKREBVEREFEZSARETT,
LEEDER, #RGERARTH>T, —BFRET2T7INTVTFOTAVEFEREShTOWEEA.

802.11n/ac #Efxx2 EIRT %IC(E. Webex Desk Series 27 7 ARA Y EH S 30m (100 74— k)
LRNICEREBT S a2HEHLET,

R

T—ILK E—F (802.11d) Tl SESTEBBHTY A7V M 2eEATEXY. O—NIREBDT7IEZ R1 Y
MCES>TTRNIALXENBTF v RIVEXBBENOFERICHLTI ATV h2BESES LN TELT.

Webex Desk Series &, 77t ARAV bH 802.11d ITHISELTWT, MBS EICERTF vV RILEIXES
NERETEZIGRICKRBICEMELE T,

TFUOELARAYIMHDBRESINTWBEICKHLT, 7—ILK T—K (802.11d) ZB®MICLXET,

—ED 5 GHz Fy RILEFL—F—EMTHERSINTED., ZHL—5—BEKE (DFS FvxIL) 2RI SIC

. 80211 U547V NETIERARAY FH 802.11h ICEMMUL TVWBNEAH D XTF, 802.11h Tld.

802.11d ZBMICT Z2WEHNH D T,
Webex Desk Series 3. £ DFS Fv U XRILEZNY I TAXxv o LTH S, TNEDFYVRILDTZ VT4 TR

FrUERTLET.

802.11d A EZHICH: > TULVR LSS . Webex Desk Series (&, DRVEEBHTT IV EARA Y hADEGEER

HBDIENTEXT,

Webex Desk Series DY R— M RELRZEEZFD 802.11d A—RIFXRDESDHTT,

F—Z K3V 7 (AU)
F—Z kYU 7(AT)

J\>7i1)—(HU)
74 AT K(S)

74 ') EV(PH)
R—Z ¥ R(PL)

JI\—L —>(BH) 1 > R(IN) RIL S AHILPT)
~JL¥—(BE) 74 ILZ YV R(IE) Z7T)L kY 3a(PR)
7ZYIL(BR) 4 25 I)L(L) JL—< =7 (RO)
ZILAH ) 7(BG) 14507 (IT) A< 7&E#B(RU)
HF+45(CA) HAE (JP) Yo IT7SET(SA)
F 1 (CL) 8E (KR) ILE7(RS)
FE(CN) S MEZ(LV) vV HR—=IL (SG)
JOvEY (CO) DeFvyav4 L) 20/XF7 (SK)
dX% YA (CR) Y R7Z7(LT) Z2O0~R=7 (SI)
207 F7 (HR) Wot>7ILY(LU) B77JAh (ZA)
F70X (CY) ITR=Z7 (MK) AXRA Y (ES)
Fx OAHFME (C2) IL—U7 (MY) AU x—7Y (SE)
7v~<—% (DK) <YLY (MT) A4 X (CH)

KX ZAHHME (DO) AFx 1 (MX) &% (TW)

T2 7 KRJL (EC) £+ 21 (MC) 74 (TH)

II7 N (EG) Ev7Fx70 (ME) kJL (TR)

Webex Desk Series Wireless LAN B A H A R

37



IZXA~Z=7 (EE) AZ>% (NL) 2974 7F (UA)

747K (FI) Za—I—5VF (N2Z) 72 7aREER (AE)
77>V 2X (FR) T4 xU7 (NG) 1¥YX (GB)

kY (DE) /Il xz— (NO) FAYAERE (US)
J7ZILFIL (GI) INF<(PA) JIWTT7A4 (UY)
¥+ (GR) NZT74 (PY) ~NhkF A (VN)
FH(HK) ~JL—(PE)

E: OV T7SA4 7R ERIE. XD URL IC3H B Cisco Product Approval Status Web Y4 K TAFTZ X9,
https://cae-cnc-prd.cisco.com/pdtcnc

Bluetooth

Webex Desk Series (& Bluetooth 7 /Oy —%&HYR—MLTHED., T4V LAANY Rty MBEITIEETT,

Bluetooth Tl&. 30 7 4 — M DEEAN THNISEFIHIEBD T 1 v L RIEHEH AIEET T HY. Bluetooth 7/\1 X FE
IC Webex Desk Series "5 10 74 — NUANTERIT S ENHREINET,

Bluetooth /N4 R (3, BEMNSEERECZIEMICHIVERIHDELBAN. BORELREDEEUNH S L.
mBICEREZRIFIAIEELHD T,

Bluetooth (&, 802.11b/g/n PMDEZL DF/INA X (BEFL VY, O—RLABHE#RLZ L) EREBRIC 2.4 GHz D
W EFERULET., ZD7s. Bluetooth DREIF., 5 UIcARHFEBZTONEDRWERBOFERICL ST H0E
B2 \T5OEELNHDET,

Bluetooth 7O 7 71 Il
Webex Desk Series (. JX® Bluetooth 7O7 7 A IILEZHYR—MLTWET,

o BERA-—TAAEETOT 74)L (A2DP)

o FA—Fa4A/EFAVE—IHETOT7 741l (AVRCP)
e SRA7ZVEX7O774IL (GAP)

o NAA—TAAIETAEREZ7O7 71)L (GAVDP)

o NYX7VU—=7O774IL (HFP)

H7% (802.11b/g/n + Bluetooth) £—K

802.11b/g/n & Bluetooth N'EIRFICHEAINZHEEFET—REZFAHT 2558, MALD 2.4 GHz OFEREBEHE %= F)
BHAT2DT. WDHQDFIREBABHEZEERTINELNHD T,
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FrNIT4
H7%E (802.11b/g/n + Bluetooth) E— K%#{ERYT %354, 802.11g/n & Bluetooth DXEZE%RET %
CTSOFAICED., =L FvNIFT4HBILULET,

IIVFEYANA—=TFT4F

HEEZFERTBIES. Fvy¥aW— k=% (PTT) . Multicast Music on Hold (MMOH) . 8 LUt 7
TVG—=oa3uhsDIINFEvAM A—Fa A I R—FEhFEEA.

BEmE
IREDT—4% L—FREICIHUT, £EFE— ROERARIC Bluetooth 5% {REET /- IC CTS ZIX(ET
=F97,

—ERDIRIZETIE. 6 Mbps ZBEMICT BUEHLHDET,

7 : 802.11b/g/n & Bluetooth [F@AEH 2.4 GHz 2F|AT 25 2. LEDHIRE &H 578, Bluetooth Z{FERHT
35aICIE 802.11a/nfac ZEHAT B LEHELET,

Webex Desk Series (&, XOSE =Y R—MLTWET,

TIETE 7oV RE IR—F Y REE
R Ko E ARIL S FILER
s ANTSAEE O 758

F 103 Ny HY—5E ANA VEE
FUT—Y5E A5 UTE AVT—TVE
*5 55 AR hLasE

#3E RER

74TV RE JIVIz—FE

EFA 3=

Webex Desk Series 3. SRBGERILFYYFHS—LCD EABAASICLZETFAI—ILEYR—ILT
WZxd,

Webex Desk Series (£, i Webex Desk Series T K7R« > I, Cisco TelePresence Systems, & & Ut
EFARSIY KRS Y NEDETFABEEHILITEET,

H.264 (£ 30 fps (7 L—A/#) HHR—MINBZETFTARMNY—AICERASINhS 703 TY,
YR—FNTB2A—T4AD—TFTv oD 1 D2FEATZIEE LY YaVEICHDRAN)—ANHDET,
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Webex Desk Series (&, IRED XY h T —J#EHEAB VW ETARGEZ Y R— N TELNES. ETAEYRNL—
NEWEICHU CREAER, ETFATEEELZ Y R—NLTWETD,

ROETFARXADBYR—bShET :
e QnHD 180p (320 x 180)
e CIF 288p (512x288)
e nHD 360p (640 X 360)
e SD 448p (768x448)
e WSVGA 576p (1024 x 576)
e HD 720p (1280 X 720)
e HD 1080p (1920 X 1080)

TINA ADF AN

Webex Desk Series 27 U —=v 453 %ICI1d. XEM B LHBZFERALTTNAI RZHEZET,
TINA R ZEBETHAMENH Do, BREPHRET /A AICEEBEHRLBVTLLLEE L,

TINA ADBERISFEAFBEDBRIEADH BHBEFERALBNTLLIEE W,

TINA RZBET ZAEELH DD, TNARADYV ) —ZVJICEBESZFERALBENTLSZS N,

EHMBICDULNTIE, XD URL I3 3 [Webex Desk Series 1—H—HA K] 28BLTLES L,

http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-

series/products-user-quide-list.html

s | AN DEYET

Webex Desk Series [CXfLT+a@A/NLy Y, OA=ILFv N\ T4, BLVPV—ALZARO—IVI%Z2FXIERTS
fe®ICIE, RDOXY NT—IBEHA R A VICESHEBABHD XY,

802.11 Xy b 7—7¥
RDITA R4 VZ2FERALT. FETA4AVLARETOF v RIERZETELX T,
5 GHz (802.11a/n/ac)

5 GHz |¥. Webex Desk Series OZRICHERT LS ICHREI N TVWSEREEIETY,

BEE, PI9ERARAVMIFEFTFvrRILZE DY TZRDDIC, FI9ERARAY NTEFHF v RILERZE
B3 &aHRBLET,
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W T RN FERE S 28, ZFZOITYFICH—ERZRBHELTVWSE 77X R4V MNTF v XILE2ENICE
DUTDIMELNHDXT,

Webex Desk Series (&, 802.11h OEIRIEKEEEIR (DFS) & Transmit Power Control (TPC) Z#H/R— kLT
WE9., choid, 5.260 ~ 5.720 GHz TEIMET 2 F v VX IL 2 ERAT 25SICHETY, FHAAEER 25 FrY
KILDIBE 16 FrURILHAhICEZYELET,

802.11a/n/ac BRIZIC Webex Desk Series Z B3 255 1d. BHEF v U XILE 20% LEA—N—Fv T2E 3
MWENMHDXY, ChickD, V—ALZABO—IVIHRIELET., EERLKIY 7 TIE. Webex Desk Series H'
PO EARSA Y FOZERE (REOT—FYL—MIREBEREELANI) ZHAELELS, DR<EH2E85D7Y
TARA Y NT-67dBm U EDEELANRIZERTESLSIC, A—N—=—F9vT7%EPT (30% UL) C&zi
BLXET,

[30 MHz _ <0 MHz |

AT

J U /\/\)\/\/\/\ NN

5150 5180 5200 5220 5240 5260 5280 5300 5320 5350
EEEHT v EET i

| 20 MHz 2 MH:z

Tt

///‘\/“\\

5745 5765 5785 5805 5825

=
E

Channel
ID

Center
Freq.
MHz

Band UNII-| UNIL-2 UNNIL-3

48 52 56 L) i 100 104 o8 1z 16 120 124 128 132 136 140 149 153 157 Ll

5180 5200 |5220 (5240 |5260 (5280 (5300 |5320 (5500 (5520 (5540|5560 |5580 |5600 |5620 (5640 |5660 |5680 |5700 (5745|5765 [5785 | 5803

Dynamic Frequency Selection (DFS)

DFS &, L—49—{EE%2RHET DL, FIVYRAIVHICHLULTHOF v RILICRARA v FT5LDICERIICIERL
F9, 79X RAVMNTL—=F—DEHEINhDE, 770X RA Y MHMBDOERTIERF ¥ RILDINYy T R
FrvaXTIBHE. ZO7I7ERA R4V N LEOERIZ, DI EH 60 WE. REREICEDXT,

TPC TIRIZATYNET IR RS Y MDERERIRTESZ LD, V747V MIAEENZEBNICHAETE
9. V547V T 7tzm4/ht®77/1 VaVEMEDT—Y L—NTHET30IC. BE
REROIRIF—%2FRALET. BRELT. 77147V M BEECILOTHRICEZATREENET T 2728
EDBELIENTA—IVADENTA VL X LAN 2#2FIRTEZET,
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FICARAVITL—=—F— ARV IDPEDIBUBRHEINSI5E8 (BRRHPED) . L—F—ESHE—F v X
JL (FO—NVR) FLEEHOFvXRIL (714 RNNVR) ITEEEZEZTWBAIMESHLZERFEL, 74VL R
LAN [CH T DY F v XILOEREZEMICLET,

JEDFS F¥ RILICTZ VR RA YV MHEET Z5HE. BEEOFMEHR/NRICIIZShET,

L—5— 70954 ET4ICiBZT. JEDFS F¥XJL (UNII-1) 2FERITZ 7R RAVNEIY 7 EICHRE
CEBHT1TDIRELET., ChiICED., FHILWERARIEEF ¥ RILDAF v VHICT IV ER RA Y bOEZEHIR—IL
RAZHIBICHR>TWBEEHF v RILEERTEEY,

UNII-3 ¥+ X)L (5.745 ~ 5.825 GHz) (& (FIFARIgETHNIL) EETHERATEXY,

KIS, 5GHz 74 YL X LAN OEAFlZRLET,

BN 20% DA—=IN—5vT

5GHz DIFA, B - At - PRI AUATIE 25 Fr X)L, BRMNTIE 16 Fr R, BETIE 19 Fr RILZEAT
EET.

UNII-3 Z{EHTIEERIZFRTIE. UNII-1, UNII-2, 8LV UNI-3 ZEALT 12 Fv X)L Yy hE2FIBET BN
HREINET,

UNI-2 $E5RF v RJIL (Fv¥XRJL 100 ~ 144) OFERZFELTWBIGEIE. 77X R4V FLETUNI-2 (F+
XIL52 ~ 64) #EMICLT. BUCLBEZFvrRILOEHNELBDBELRNVELSICTEENHERINET,

T4V LXLAN TEZHD 5GHz Fy RILEBMICTDE. FHILWLWFZIER RA Y hOBREIEBNh D OlEEMEHN H D
ia-o
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2.4 GHz (802.11b/g/n)

BEE, P9CXARAVMIFEFTFvrRILZEDYUTEZRDDIC, 7R RAY NTEFHF v RILERZE

A5 LzHERLET.

W TR FEE S 2B8E. ZOITUFICH—ERZRBHLTVWSE 7R R4V MIF v XILE2ENICE

DNHTEZLENHDET,

2.4 GHz (802.11b/g/n) HRIETIE. VOWLAN 2BA T ZLE, A—N—F Vv TORWVWF v RILEITEFAT 2
BABHDFT., A—N—Fv TOEBWVWF v RILICIE 22 MHz ORIEHAHD. DELCEDS 5 FrRILEENTWETD,

2.4 GHz BELRBEHEICIE. A—N—F v TORBVFvyRXILIE 3 DUNEELEEA (F¥XIL 1. 6.

802.11b/g/n IRIEIC Webex Desk Series ZBM I 215Hd. A—N—F v 70BW\WF vV XILZFEHAT ZREHN
HD., BHEFrYRILEDA—N—F Y THDVRELEDL 20% FRENZVEAHDET, Thickh, ¥—AL

ARO—IVIHNRRLET,
1. 5, 9. IBRBREDA—N=Zv 7 FrXIL €Y bOFERE. YR—FShTORVERETY,

2.484 GHz

=N 20% DA—=IN—Fv T
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ESREEHNLYY

RO LSRR E 2RI 57/-6. Webex Desk Series & 5 GHz £7-I% 2.4 GHz Z{HEH 9 3184, -67 dBm
LUEOEEEEICHIELDD., PV9EARAIVMNDL V—NBETHEREEINET—YL—FDEELAILIC
SHHLTWET,

Packet Error Rate (PER) H' 1% ZBATWRWT EZIEL TS EE LY,

D EH 25 dB DIFEEXMMSLL (SNR) . DFD -67 dBm DEEICH LT -92dBm O/ 4 X L)L Z#ERYT
SWENHDET,

REZFELES-HIC. A—N—F Vv TDRBWVWF v XJLLEIZ SNR H* 25dB ORIETH -67 dBm OEE%EFD
FICARAV N E 2DULRET D ENHERINET,

BADFvNIT 4 ERIN—TY bEFRIRTSICIE. 74T L X LAN % 24 Mbps [CERETT Z2WEBAHDET, %
hE&hdbaWr—% L—h2ERATE2EFERAMMO7 75— avICBLT. Z20&5BEVWT—% L—
NEEETEMICTSZIEHTELT,

2.4 GHz DIBBIFHR/NT—% L—K% 11 Mbps £7lx 12 Mbps I (802.11b V547V k HR—F RUY—
ICHES) . 5GHz DBEIRE/NT—% L—r% 12 Mbps ICRET R ENEREINET, hidk. E—DNA/
BERXL—MEUTHRETZ2RELHDET, —BORETIE. HBE/EARL—MELT 6 Mbps ZHHNT Z2REH
HHhEY,

tEDBEGZERT B E. YV T FrRIVFBEIRBAINETREHD A,

JNT7—(dBm)

RSSI/{EE
o

A pS
L~ L

IR ()

FIOECA RSV NDHRBERTTREEICIE. BT, IRTOEELY ZHBEYICHIN— (EEHFLE) Shd L
SICLTLEEEL,

F—HERT7IVT—a3 VD O—BHETAYL X LAN EATIE. TLAX—%, B, BWEEKEL-S
7=« VOWLAN ' —EXTRELINZ—ZBOI) 7ZICIEANLy I REEZIhFEA,

EFL VY, 24GHz O— KL REEE, Bluetooth T/N1 X, $& U 2.4 GHz ETEET HthDEFHESRIE. T4
YL LAN ICFHLET,
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BFLVYIF., 2450 MHz TEIHELE 9., Thid. 802.11b/g/n DF ¥ %I 8 & 9 DRICHIBLET ., —ZPDEF
LyJittodbnEDHI—ILRABIELESNTED. IRILF—DHENEBRINLTVET, EFLYIDIXRI
F—IlF. FrRIL N [CBEEEZRIFIAEELNHDET., SSIC—BBOEFLVIVIE. AEBEER2E (FrX
W1 ~11) ICEELET, BFLYIYDOTFHERETZHIC. BEFLYIDELICERBEShZ 7 VA R1Y
NTlE. FyRILT1T ZFERALTLLIEEL,

FELAEDEFL VY, Bluetooth, 8L UREKERY EV Y FINA R, 5GHz FEEHICH L THRKOBRZE
#5z2%2&I3HDEEA. 802.11a/nfac 77 /O —TIlE. A—/\— 7/7"037al,\5‘v*)b7b\iéz%>tw\ B
BREDEWVWYE RFEARELGDFET, BEFEEADFZS. HEICIE 802.11a/nfac ZERAL. T—%ICIF
802.11b/g/n ZFRAIT B LZHERL T,

ool REFFHBOVEDR 5 GHz BB Z2FAT 2/RVEELET (L&XE 5.8GHz O— KL XEE
HH. UNI-3 Fr RIVICEBREEZRIFTAIEENHD ET)

IlA—— s .
7L F T4 eIk i
=4 l

= ' (REn

{W oLy
ame \ /

2450 MHz)
£q—7F BEERMREIRIT (S2RFEIL
IU7) CED

TOFr— k3 BECEETIAEEOH DS FSELMEORRLALERLTVNET,

#HE Advertised
Attenuation Level
Ty R &
Lv# AR
B{RRY High
K=} FEEICHL

Cisco Prime Infrastructure 2L T, E8®EEANL Y I ZHEETEZET,
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© . Pprime Infrastructure A 401 o aipha - ROOT-DOMAIN  £¥

A Maps / Wireless Maps / Site Maps ( New! ) @ owm
51811 S4-2113d Floor ¥ 5GHz ~ Covorage ~ Recompute Refresh |Q Search on map Edit Data Charts Segments Tools n
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g
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20 8 E
3 21-312-2p30
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- TR $5c21 3208027 k: - L, MSE / CMX Settings
$ic21-328-2p26 CIRTT)
Map Properties
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g & sc21-328-8p33 CRIRI Sic21-310°0035
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TF—4 L—b
BREDIEREBZICIEFTvYNNUT 4 LBEINEELER LS. 5 GHz BEADIFEIE 12 Mbps KDL — b
%, 24 GHz BEADIHEIT 12 Mbps KFDL — M EENICT D E2HEHLET,

Webex Desk Series [CI3T 27 I T7 VT FHHH 576, 802.11n (FXK 300 Mbps) MDFEAMCS 15 F—4% L —
FeHR—MULZET,

802.11ac MIZE. Webex Desk Series (8K VHT80 MCS 9 2SS (5K 867 Mbps) Z#HR— KL X,

h&hEWVWMCS L—bM2ERATE %, AIUSEEKE%ZE>TMMO (EHAH/END) 7+ F7o/09—
ZHATBMD 802.11nfac 7 A4 7V FEAIFIC. EOBVWL—FEBWICLTHELLEDNTEXT,

T4V LR KXY MT—IANT802.11b V54 7Y MHAFAISNEWSEIE. 12 Mbps KEDT—F L—r&HE
MCTBEMBLEREINET, chickD. 802.11b UV ZA4 7V A OFDM 7L —A%ZBRHTER W =0HIC
802.11g/n {RFED CTS 7L —A%ZEETZ2VEREIBRBEDFET,

802.1Mb VA7V MDD TAV LR XY NI—VRNICEET ZHBIE. 802.11b DL — M Z2BMICT Z2UEHLDH
NEYF, 802.1Mb DL—hDHENB/BERL—MELTRETEET,

BERINET—F L— MEERRDEBDTY,

802.11 E— K IR HR—-bEh3 EX
F—4% L—b F—4% L—b F—4% L—b
802.11a/n/ac 12 Mbps 18 ~ 54 Mbps, 6. 9 Mbps

VHT MCS 0 - MCS 9 1SS,
VHT MCS 0 - MCS 9 2SS,
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(VHT MCS 0 - MCS 9 3SS) .
(VHT MCS 0 - MCS 9 4SS)
802.11a/n 12 Mbps 18 ~ 54 Mbps. 6. 9 Mbps
HT MCS 0 - MCS 15,
(HT MCS 16 - MCS 31)
802.11g/n 12 Mbps 18 ~ 54 Mbps, 1. 2. 5.5, 6. 9.
HT MCS 0 - MCS 15, 11 Mbps
(HT MCS 16 - MCS 31)
802.11b/g/n 11 Mbps 12 ~ 54 Mbps. 1. 2, 5.5, 6.
HT MCS 0 - MCS 15, 9 Mbps
(HT MCS 16 - MCS 31)
802.11a 12 Mbps 18 ~ 54 Mbps 6. 9 Mbps
802.11g 12 Mbps 18 ~ 54 Mbps 1. 2, 5.5, 6. 9.
11 Mbps
802.11b/g 11 Mbps 12 ~ 54 Mbps 1. 2, 5.5, 6. 9
Mbps
802.11b 11 Mbps U 1. 2. 5.5 Mbps

BEEER77UT—3 VT, 24 Mbps £ HFVNTF—4 L—bZFEMICH. EXICHBIRTEEITH, v
NOT A ERIN—TY MTIEEELXEBA, T/, CThSDL—bEEMICTSRE, T—F 7L —LADOBRITEE
MIEZ DAREMLHD XTI,

EFAREDMDT TV T—2 30 TlE. 24Mbps D BFNWT—F L—rZ2BMICT S L. BEFZRISNS
BAENHDET,

BWFYNO T4 ERN—Ty M E#RFTSICIE. 24 Mbps LEDT—% L—bhZBMICL TS,

BEOBIRTHHIHEL BZAEENHIRENODRFADSE. T—9L—OFRGEEY hZ2FERATEEXT.
CDBE. RIEOBEWRL —MIVE/BERL—-KTT,

FHOBUWVRIBEE ISR ZVEE T HERETIE. WA/BERL—FELT6Mbps ZHHICT B LN
BIhZET,

FEIRRICESTR. LAY T4 7V b RIRER., £LRBEAERZERTI2LENH B, BHRT—
SL—hrZTHZRENHDET,

BE—)AIBERAL—MELT, BUMBRET—F L—FEUZRELET, VILFFv M Ty NI BILH
SWRIBART—Y L—FTEESNET,

BMCITBL—bZETHRE, FYNITAERIN—TY PRI TBHIEITERLTLLEZ LN,
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FHEDE U WERIR
Webex Desk Series Z&HFDE LU WRIE (BiE. BE. /W\KERE) [CBRAT 255, EEDHREIRICEMDTH
BHANWBELRZZENHDET,

FHEDOHEUWRIREICTA VL X LAN ZE AT BIGSIEETIEERRA VY MNMIXRDESD T,

POEZRLAVEBLUVT7 Y TFTDER
FHOBUWRIRTR., M7 VT 2REETET7IEARAIV N T2y T7Aa—LZRBIRT B L%
ERLEY, REOBRUWRRETEYICHET STV TT Y1 72B8RTZ L HRYITT,

FOEARLY NORE

Webex Desk Series &7V ARA Y NEOEEVMZ&R/NRICL. PIOELARA VY NDTZVTFHHALEDS
AVATHA N 2BRITBEDNEETY, 7IVCARAVYNEREITVTF. FIEZFOMALESEY
DERFIIEEEAVYAZAADAS ICRESh TOWEWT E2ERELET,

—EOITY 7 T—HRERNL7 VT FERBE LTIV A RA YV N 2ERTZI5EE. 792X RAVMN%E
KHEICEOFITZEEEZHELET., ChoDT7I7 R RA VY MNIEBEERET VT HEEELTHD, B
EANDHREZEELTLWEEA,

BB

CNETED. S5GHz DFERAIHREINET, 24GHz ZEFAT 5 L. EFEICHEELBRWVNEELHD FE
9, 802.11b L — M A EHRISHIFITSTEENVETY,

5GHz Fv X)L £y hTlE. 8 £/E 12 FY RIVETBEDHZFHAT 22 HBEBLEYT, AEELSS
(&, UNI-2 #E3RF v RILEESICLE T,

TF=4% L—b

VILFINZADEWVWLANILICHZIEEIE. ZEOHRT—Y L—F £y MO ETIICEEE LR VWAL H D
9.

ZFDEH, BWTF—% L—bF (6Mbps &) 2BXICLTIDELSRIRIETCOEREZRES TS &%
HRELEXT,

BEEERAICERT %5513, 24 Mbps 28257 —% L— b Z2EYICL TRYIDEERNEZ LTI &
NTEEY., ALTEZT—¥. ETA. Z20MO7 7V 75— avICBHERAT 3EHEEIER. Lhanr—%
L—hZBMCTRLzHEOLET,

EEEN

FHOBUWRBETREIIWNFNZINEL BIAEEAH D EMNS. PV EARA Y b & Webex Desk
Series DEEENHFHIRT 2HEBEHIHDET. hid. *1¢®F‘LL\I%tﬁl: 24GHz ZBA L& S EE5HE
LTWBIBEICESICEETY,
BENXEBNEEATZEAE. 7IVERA RA Y NOEEENIEELLER (FRRELURNDEAL
N)) 2FERAITEEOICERELT, 729X RA VY MNHODOBAREZWHZELXT (5 GHz DIFHE. &K

11 dBm. &/)\ 16 dBm)

Webex Desk Series |, 772 ARA > FDFRET DTPC BAEMICH>TWBIBEE, 7IVEARIVED
BEDEEENREEEIOEXETIL —LDEEENERELET,
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EEO—IvY

EEO—= v 7ICId 802.11r/Fast Transition (FT) OERAMIERINTWEY, F/-802.11r (FT) =8
MMCTBE 2D20T7L—LADHCA—IVITBZFRICNY R A IDT7L—ABLRALLET., O—
SVURICTL—ABNREZE. O—IVIHEINT 2EERIMLELET,

802.1x BB ZFAL TWBIHE(E. #HEI N/ EAPOL ¥—REEFERIT S EHKYTY,

Quality of Service (QoS)
BE. EFA. BLUCO—IILEIEHTIZIL—AD WMMUP NI EULKEBREESNDLSIC. DSCP ENFIER Y
RT)— O 2ETREBENZ I E2ERITZIVNELNHDET,

E—A7A—3IVY
Cisco 802.1Mn W7V R R4 v & FERALTWBIEEIF. E—A 74x—3 % (ClientLink) =B
ICTBNEBLAHDET, ChiF. 753147V DO SDERDZEICHR/IIEET .,

TILF IR
RF (SEANA(ETH, S5EE CHEORBELEDE, TILFNRNRELET.,

EEO—HHFEEICEET 5—77. BFBEDHNDOHBAREZICHIDOND. ZORICFESLICEELET. ZOFR. —
HOESTIIEBENREEL., BELTORBIRIBSEDT, FEEIXILF—HEXLET,

BRIRMEHMBPEDEDLEXNREL, EEREMET TS/, REKOTI-RREICLEXEEZEXET.

RILFNRRAE, REE (EBVYHIRABE) OFETIRETRETZIHFEIHDEIT. COLOBREEAICHE.
TIOERARAYREMOMFRVTSLEZ L,

KIC, RIVFINRDEEH#RULET,

T—Y iR
RIVFIKZADFREICHMU VDI, EESNIBEREZERNMMRETERVERICRELET.
EE0ZERH

REUICRRD, AAVESEE LI EMENTNTREL., XMV ESEREICHEET LOBIGRICH
£ULET.

[EERIEDIEX
REFSNICRIED. A VESEMEN—BUTEEL., XM VESLERD G- TESBREZIBRSES
BEICRELETT,

ESRIEDHEL
REtEN-ERD . HIREAANVEELITNLABICEEL. ZDLHAS VEEDEERIBEIBI TS
BEEICRELET,
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XH

P1
TX RX
P2 |
5 |

==

787

802.11a/n/ac & 802.11g/n THEAINZEXRERHNELEA (OFDM) ZFEHAT 3L T, BYILFNRIER
BICESh3HENERINDIEAENHDXT,

BYLFNRRET 802.11b 2EMAT31HE. TNSOTUTICEEVT—% L—hEERLTESL

(1 Mbps %> 2 Mbps & &) ,
CDEOBRBICIE. FAN=—2T 4 PFUTTHHRIDIEDNHDET,

t*alVTa

J14VYLAXLAN Z8 AT 358, EXa VT4 HAARAIXRTY,
Webex Desk Series (3. XDOTA VL RAEF1 )T #gExHR—bLTWET,

WLAN Z&E

WPA2 & UF WPA (802.1x 583F)

WPA2-PSK & & UF WPA-PSK (ERI#HEF—)

EAP-FAST (Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling)
EAP-TLS (Extensible Authentication Protocol - Transport Layer Security)

EAP-TTLS (Extensible Authentication Protocol-Tunneled Transport Layer Security)

PEAP ({REEFLARFZEEZ OO ML)

AN

WLAN &1t

AES (Advanced Encryption Standard)
TKIP/MIC (Temporal Key Integrity Protocol/Message Integrity Check)
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FTKIP E70—RFvy AMNTILFEYIARNEBELLTUNMEATER WS, 77 ERAKRA Y NI AES
(CCMP128) #HR—BMLTWBLELNHDET,

WPA3 [IHR—bSZhTWEHA.
802.1x-SHA2 F—EBIFHR—rShTWLWE A,
CCMP256. GCMP128. &L U GCMP256 BEE{tARXIEHR— S hTLWEE A,

Webex Desk Series [&. XDEBMOEF 1V T #EEHLHR—MLTWET,
o A X—IRAE
o TF/NA RFBIE
o T 7AILFREE
o VUFVVYUF
o X7 4 7HEEEIL (SRTP)
o VITFVUVIUREEL (TLS)
o FRI/7 O+ H#EE (CAPF)
e X217 7O77A)N
o BELEINIEREZ 7

Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling (EAP-FAST)

Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling (EAP-FAST) (&, 77’21
R4 > & Cisco Access Control Server (ACS) %> Cisco Identity Services Engine (ISE) & DY £— MRS
A4 VILA Y 1— H—EX (RADIUS) H—/\EDE T DEYD &N % Transport Level Security (TLS) k¥
XIWHADEAP b V5O a3V aEEELET,

TLS b XILTIE, 2547 b (Webex Desk Series) & RADIUS H—/\—DEDEEEEIC Protected Access
Credential (PAC) AMERASI NI, Y —/\d Authority ID (AID) 2054 7Y MIEELET., FhEZITTY
Z4 7V MMEYE PAC #BIRUXY9, 754 7~ hid PAC-Opaque % RADIUS H—/N[CRLE 9, H—N
iE. BEBODYRAY—F—TPACZ2EBELEY. CNTHADIVRKRSA Y MHNEU PAC F—ZMBEIT B LICK
D, TLS Y RILH'EEINEY., EAP-FAST [FHE PAC 7OEY 3=y /% HR—KLEIH. RADIUS #—
NETEMCTZVLENHD T,

EAP-FAST #8%IC9 %IC(&. RADIUS H—/\ICESERRZZ A VA N—=ILTBNEAHD T,

IRTE. Webex Desk Series Tld. PAC OBEI7OEY 3 Z V7 DIHHN Y R—bEIhTWET, ZDFsH. RADIUS
H—N\—LT[EBLZC1Y/\YRPAC 7O0EY 3=y ¥ %%a9 2 (Allow anonymous in-band PAC
provisioning) ] #BXMICL TS,

[B&4qY/\YKPAC 7OEYa=—v s %##ad 5 (Allow anonymous in-band PAC provisioning) ] A& %7415
&. EAP-GTC & EAP-MSCHAPV2 Ol AHEMICT BN H D E T,

EAP-FAST Tld. RREIY—NEICI—Y 7HO Y N2 ERT 22BN HD T,
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KHET A VL X LANRIBENTESR PAC 7OEY 3 Z YV IHFRIEh TR WNEEILX. Webex Desk Series D
¥ PAC 7OEY 3 ZvJAELT, AF—Y VS RADIUS H—N\—2ty N7V T TEZET,

Zhicld, RF—3Y Y4 RADIUS H—/)X\% XL —7 EAP-FAST H—/N\¢& LTty N7y 7T BNENHDET,
A—HETIN—TDT—IX—ZP EAP-FAST Y RAY — F—¢LRUIV—BHRLBEDZIAVR—R Y MDY, EBE
Y A4 — EAP-FAST H—/\Hh SERINE T,

EAP-FAST DY R —F—BLUVRY V—DNRF—I V%5 AL —7 EAP-FAST RADIUS H—/\—ICikfEEah b &
31, EBE Y A4S — EAP-FAST RADIUS H—/\—hty h 7y Ta3hTWBZ E2ERELET, ThickD,
Webex Desk Series Tld. [BE&41 V/\Y K PAC 7OEY 3=y /%#8a 95 (Allow anonymous in-band
PAC provisioning) ] "M & B> TVWAEBERIENTH, 7OEY 3=V S Sh/- PAC #EHTE XY,

PAC #8# 3 5L Z(3. BILEHDA YN\ KR PAC 7OEY aZ v IiMERSNE T, ZD/o. [REEEHT v
N\ KR PAC 7OEY 3=y %5FA[9 % (Allow authenticated in-band PAC provisioning) ] b‘ﬁxﬂ](;fd\'p TWw
5 LEERLUET,

TIOT4TELISEBRTINDIYRY —F—TIER I NBEED PAC Z3# L L\ PAC ORITICHEATE 2 FHIE G
[Z. Webex Desk Series "%y T —JICEHEINhTWSELSICLET,

AT=IVY7 T4V LA LAN KR T—I VT RADIUS H—NEFZERA VR T BLDICTBHIE. BLUVRT—
IV TR RA Y MERERERABICENICTHILEHRELET,

Extensible Authentication Protocol-Transport Layer Security (EAP-TLS)

Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) (. TLS 7O k)L % PKI L &HED
ETTERATSIET, BT —NEDBEZFRELTVET,

TLS (. I—YEHU—NOMADBAEASLVITIFIv I tyray F—DERRAIIC. (AREZFERAI S AE
ERHELEY,

ARAEZ A VA M—ILTBRENHDET,
EAP-TLS (&, BEREF2UT A+ ZRELIITH. V547V MIAZOEENIVELRD T,

EAP-TLS Tl&. Webex Desk Series [C1 ViRk— M3 N/-IAAEDOHE L & —RI 7Y —/\—LIC. 21— —
PHOY N=ET2RENELDELHDET,

CDI—Y 7HOYMIRFEMB/INZIT—RZERL. RADIUS % —/\ L THMICT % EAP ¥ 1 7| EAP-TLS
DHICTBELZERLET,

Extensible Authentication Protocol - Tunneled Transport Layer Security (EAP-TTLS; #L3REE
REZ7ORIN - FYRIVARN SV AR—MEEF2IVUT 1)

Extensible Authentication Protocol-Tunneled Transport Layer Security (EAP-TTLS; ¥i5RE2EE7O ML - bV XIL
ARMSVYAR—MEEFa2UT1) B FIVRKR—BFEEF2 VT« (TLS) ZHiERI %S EAP 7O KL TY,
EAP-TTLS Tld. PBEFEH—/N—LICA—HY—ThI Y N E2ERTZ2LELNHDET,

EREFt—/\—I|d. Webex Desk Series |CSFAAE% A ViR— MU THRIEEESNE T,
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Protected Extensible Authentication Protocol (PEAP)

Protected Extensible Authentication Protocol (PEAP) (. H—/N\AIOARF—iFREAZFERALTYSA/ 7V M E
FRRE T B, VA7V M ERREY —/\DEICESILEI /- SSL/TLS bV RILEBELET,

BEREDORIIBHRORBIIBELEINESH, A—F L7V I vILIEEBENSHRESINTT,
PEAP-NONE, PEAP-GTC & PEAP-MSCHAPV2 [FHR—KMShTWAHEERIEZ7ONIILTT,
PEAP Tld. BRIV —/NLEICI—Y ZPHV Y N EERT 2UENH D ET,

SREEH —/\—I&. Webex Desk Series |[CREFHE%# A VYIR— MU TRIES N E T,

H—EZXRE (QoS)

Quality of Service IC& D, Fa—A VI TBEEN I TAVIEETANST T4 v I 2 BETEZXT,
BB, AVITI9T47ETA. BLOMHESZT7 4 v IRICENRBF 2 —1 VT ZBMCTBICIE. ROAA
RIAVICRE->TLIZE W,

o FULEBARRAYVNLETWMMABEMICHE > TR EERRLET,

o FULARRAVILETER. AVIZVT47ETA, FHIENZT7 4 v V7 ICBEIBLIZS5Z% QoS /R

—=ERLET,

N>Z74v9D%4147| DSCP 802.1p | WMM UP R— NS
= EF (46) |5 6 UDP 16384 ~ 32767
TelePresence 1—JL | CS4 (32) | 4 5 UDP 16384 ~ 32767

(BREETH)

J— L &% CS3 (24) | 3 4 TCP/UDP 5060 - 5061
F7-1E HTTPS 443

o BE., AVYIITATETA, ELUHEHIE/NT v MHEYR QoS ¥—F vV zH5, o700k
NENERLU QoS ¥—F V7 Z2FERAL TRV L ZBRBLEY.

e Cisco I0S X 4 v F_t T Differentiated Services Code Point (DSCP) D{FEZzABMICLE T,

d—=J)IL 7RIy Y avilfd (CAC)
Webex Desk Series (&, IRE. SEEAMY—AXERBETAAM)—ADO—I)L PRIy Yay OAvbO—-Il%
HR—MLTWEEA,

TIEARAY NTTSPEC A BE X ETAHICHUTENICHR>TVWREEIF, BF7L—ALLETATL—
LDBERIBLINTHIND ET,
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B1& QoS

MWERRXYNT—2 FINAAD QoS B/BEE QoS RYV—%B/ELET,

WLAN F/X41 XD Cisco A1 v F R— b DRRE

Cisco 74 VLZXLAN Oy hO—7, CiscoBT7 VLA RAVEDRAYF R—b, BLEEDT7YTYVY
A4y F R—rZE{/ELXT,

Cisco I0S X4 v F=FERT BIBAIF. RORAvF R— b BEXFEHRALET,

Cisco 74 YL X LAN O hO—FICH L T COS Ei8RELERICT S

mls qos
|

interface X
mls gos trust cos

Cisco 77X R4V M LT DSCP SiREZHMICT S

mls qos
|

interface X
mls qos trust dscp

Cisco Meraki MS X4 v F%#{FEHT %i5&(¢. [Cisco Meraki MS Switch VolP Deployment Guide
(Cisco Meraki MS 24 v F VolP EAHA R) 1| Z28BUL TSI,

https://meraki.cisco.com/lib/pdf/meraki_whitepaper msvoip.pdf [Z=3E

¥ : Cisco Wireless LAN Controller Z{FF 3 215483, DSCP (SHEREEZELETIMNELNHDET, DD, QoS
I—FVIDNEULKRESNZLSIC. T4VLANT Y MHEBRTZIRTDA Y —T x4 XALET. Cisco
Wireless LAN Controller (& > TERA3I % UDP 7—#7/R— bk (CAPWAP = 5246 & Uf 5247) % {SiEIRREIC
TELMLENHDET,

BBIP 71D Cisco A1 v F ;R— N DEE
Cisco DB IP 74V DARA v F ;R— N T Cisco HEBEEHDERREZBAMICLET,
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Ay FREDFZRICRUETY.

mls gos
|

Interface X
mls qos trust device cisco-phone
mls gos trust dscp

aO—3vY
Webex Desk Series (&, MADEFRELY h2BAMCLET., ThiTLD. Webex Desk Series [$ 5 GHz 713
24 GHz [CHEHTE, AVYy— Ny RO—IVIDHR—MHBERICEDET,

802.11r (FT) ZERALAL 802.1x Tld, TEBBRIANVEICK D/, O—I VT h(TEENFRLET ZA[HEMHE
hAHbEd, WPA & WPA2 TlE, —BHLGF—IEMEINSH, O—I VBRI RS LB SA8EENHD X,

802.11r (FT) zfEAT 5 L. O—IVIJKME%Z 100 SUBKRICEBETEEI., COBR. 7IEARSAIVME
DOBRITREZ I - -—NIEREI B LEHDEEA.

Webex Desk Series [ZIR7E. 802.11r (FT) ZH/R—rLTWEEA,

FORE O—=Xv/JBHE
WPA/WPA2 150 S U
Personal
WPA/WPA2 300 T U
Enterprise

Webex Desk Series |, AF v vHLU0O—I VIRV NEBEUET,

RKEOO—IVJIE, IRED RSSI ICEDKWMWARSSI En%&micLicCEllL>TO—IVIA M) H—2NT
WBDHENRHDFET, ThICED., Y—ALZRBO—3IVY (BEOHELL) ARIRULET,

wsEAoO—3IvYJ
Webex Desk Series [dMADERBE LY hZBMICL, 1 vF7—/N\yRO—IV I %AEEICL, REFLHEIVEEE
BHELET., BEALRNILLELUTHZHE. —BRPICESHREDL D 2.4 GHz /' 5 GHz KD HELINEXT,

TR ARFC. Webex Desk Series (d. 2.4 GHz & 5 GHz DI XRTDF vV RILERAF vV U, FAAERISE
F BRESNIXYRNT—IDT I EARS Y MADOBEEMFEZHATLET.
WHEFHREFEMELL THAMOO—I Y/ 2RFT20ICH, AREEEIMERET S ENERINET,
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Ny FUDNABS N TLRL=8., Webex Desk Series D74 ¥ L X LAN E— RZFMICT BICIFE. BEHFNE
-ng-o

14 —H Xy hH Webex Desk Series [CiEfiaNicEEICTA VL X LAN A—BHICEMICHEDEFITH, 7147 L
Z LAN ALEICAEMML SN TV ISEEA — Ry AT S h A TEISIMICEMICERLE S,

Webex Desk Series [, £EUT., 74 RILREFX/ZIIEEBREIC. 7974 7E—K (Wi-Fi§iZERQUL) Z@EAL
X9,

ENEHEL (PS-NULL) 7L—ARAZFvrRIL ZF¥+ YV THERENET.

Delivery Traffic Indicator Message (DTIM)
DTIM Afi% 2. E—O VA% 100 S UMICRET S E2HRBLET,

Webex Desk Series "7V 7«4 7E—R&2ERAT 57/, DTIMBEHIZ, 7O0-KRF+ A MBLUVILFFv+ X+
INTY RBLVAZF v A MNT Y NOEROI-HODEEBNBEISORA T Y 2a—ILICIFERIhEEA.

TIOEZRAYMIEBAREDI 47 Y MHEERTSNTWSIHE, 7O0—RFvAb FFT74v0EX

WFEY A bZT74v 73 DTIMBAHICKRZETHF2a—MVI7ENET, LIEH>T. chsoNTyhzy
FATYRMIENLETRSEISNZNMEDTIM L > TRESNEY., YILFFv A 77V Tr—2 a3 v eEA
9555 LDEL DTIM BfZzERATEZ XY,

714V LXLAN TEHEDOVILFF v A M AN —ANBEEICEKET Z55E. DTIM EAHR%Z M) ICRET S &
EHBLET,

d=IL v /N\oFT«

BROI—=IL Fv O T4 ICHTHRY b T—UZ R LET,

Cisco Access Point (&, 24 Mbps I EDF—% L — kT 802.11a/n/ac & 802.11g/n OMAICK L THRXK 27 &
OWARBERARN)—LEYR—MLET, COFvNITAERRTBICIE. FTAVLALANNY I TSSOy
K 8574 v 0 EYHRBRERE (RF) EAXRZR/NRICTIHNELNHD X,

d—=I)LEIE. 77— L—F, FyRIOYERFERE, SLURBICE>TERDET,
A—F4ADHDI—)L

RIS POCARAYMFYRILCELHR—bENZA T4 ADHFDI—)L (B—DNFTEEFZA MY —
L) ODERBZERLET,
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SFEE 80211 E—FK | A—Fa4A |A—Fa4A*| FT—HL—b
DEAE dA—7Y7 |y L
—k
13 5GHz ¥7zl% 2.4 GHz | G.722/G.711 | 64 Kbps 6 Mbps
20 5 GHz Z 7=l 2.4 GHz | G.722/G.711 | 64 Kbps 12 Mbps
27 5 GHz £7=1% 2.4 GHz | G.722/G.711 | 64 Kbps 24 Mbps B E
EFA a-IL

TA4VLRXLAN ETEFA O=I)LZ1T5E, =L FvNOTAHELLETLET,

BT, FBETFAEYRML—FTOD, ZF9CARSA VY NFrURILSEICHR—MEZINZEFTAI—-IL (B—DXY
ARDEEFESLVETARARNY —AL) OFKBEDOUXNTY,

HEICEET S 2 8D Webex Desk Series DITY RiRA Y MDA HBIBE. 2 DONARADBEESLUVETA X
J—AlCEDET,

BAH 802.11 A—F1A | A—F4 | ETAY | EFARME | ETAE

EFA E—K A—-7vY | A Evb 17 E vyhL—
a—-)L L—F N
2-11+ 5 GHz 7% G.722/G.711 | 64 Kbps HD 720p 1,280 X 720 | 1000 kbps
2.4 GHz
1-7+ 5GHz ¥7zl& G.722/G.711 | 64 Kbps FHD 1080p | 1920 X 1080 | 2500 Kbps
2.4 GHz

F:IRAE O-JI PRIy ygy avhO=I)LEYR—FEhTWLWEEA,

NILFFvY A

T4V LXLAN TYILFFTY AN EBHICTBIEEEF. NTA—IVRABLVFv NV T 4 ICREBETDINEND
h¥xd,

BEENE—RODIVZA 7Y MHEEMTISNTVBIFE., IXRTOTILFFvy AL Ty I, DTIM BT
Fa—aAviEnxd,

Webex Desk Series (&, REIE LT I9T47E—RZJBITBI95A4 7V NTITH, AENE—RDISA TV
MABERMITSNTWRIEEE. DTIMEIBICHRSZETIRTOYILFFvYANNT Y "B Fa—aAVTENBC

LICRDET,
RILFEYZANTR, KTV TAT Y MIE>TRESNBRAEGHD TEA.
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VILFEVYAM bST74 9013, 7R RA Y N L TERARERESONEIEERT—49 L—MTEEINE
9., ZDH., E—ONWE/BRL—MEULTREDEMBL —M I ZBEICERET D ENNEICRDET,

347V ME YILFFY AN ANV —AZRETBHEHIC. IGMP MAERZXELET, EvraveRT
T25E. V747V ME IGMP iBEKRZXELET.

Webex Desk Series (3. IGMP 7 TU#gEE Y R—NLTWET, COeEEFERINIE. 74TV L X LAN LD
TSIWFEVYAMNNS T4V I DEEVNEICKHUTHS T CENTEEXT,

IRTDRAALYFLETIGMP AX—EVJTHBMIB>TNB I L ZHEELET,

7 : 802.11b/g/n & Bluetooth Z#HET %55, VILFFv AMBEIYR—bIhIEtA.

Cisco 74 ¥ L X LAN DRE

Cisco AireOS 74V L X LAN Y bO—58 LU Lightweight 77 XRA > b

Cisco 74 L X LAN O bO—FE LU Lightweight 77X R4V N E2R/ET D EEE. ROHAKRZA Y
EERALTLLEIL,

e [802.11r (FT) ] & [CCKM] H"N7EE LTSN TWRWC EEEELET

 [Quality of Service (QoS) ] = [75F7 (Platinum) ] [CEREL XY

e [WMM/KY— (WMM Policy) ] = [4ZE (Required) ] ICERELXT

o [802.11k] ' [#&%h (Disabled) ] IC>TWBI &EHELET

e [802.11v] ' [fEXh (Disabled) ] ICE>TWA & =HEELET

e [EyYavHALATIN (SessionTimeout) ] "EMT., ELKBRESNTWVWR I EE2HEELET

e [F¥—D70O—K*x+ X NEPFE (BroadcastKey Interval) ] AEMICH>TWT, IELKBES TS
CEEERULET

e [Aironet IE] »* [B%) (Enabled) ] ICla> TR E&ERELET

e [P2P (E7Y—E7F) 7OvFx>v% 723> (P2P (Peerto Peer) Blocking Action) ] Z#E%HICLE T,
o [U54 7B (ClientExclusion) ] AIELKSRESNTWA T E&2HERLET

e [DHCP 7KL ZXE|Dh Y Tur7A (DHCP Address Assignment Required) ] ZEMICLE T,

o [REZh/-BEE7L—A (PMF) (Protected ManagementFrame (PMF) ](Z. [{£E (Optional) ]
X713 [#EX (Disabled) ] ICFRETZLENHDEXT

e [MFP 547> R (MFP Client Protection) ] % [{£& (Optional) ] Z7-|3 [&%) (Disabled) ]I
WELET
e [DTIM EH (DTIMPeriod) ] % [2] ICSREL X T
o [V547Y bDOE&FNE (Client Load Balancing) ] % [#3%h (Disabled) ] ICEREL T
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o [U514 7 DEIHBIR (Client Band Select) ] % [#E%) (Disabled) ] ICSRELET
e [IGMP XX—Fy¥% (IGMP Snooping) ] % [E%l (Enabled) ] ICS¥EL X T

o LAVIEEVTAZFERALTWRIGSIE. [YAMNIYYZ ENXSLI bRY YT E—FK (Symmetric
Mobile Tunneling Mode) ] ZBMICLE T

e Cisco802. 1N WD F7 7 EARA Y 2 FERLTWBIBEIE. [V514 7MUY (ClientLink) 1 28
MCLET

o MNEICIHLTI[F—%L—b (DataRates) ] 253FELET
o MEICIHLUT[BEHEIRF (AutoRF) ] 25%ELET

 [EDCA 707 74 )L (EDCA Profile) ] %= [BEED&K#It (Voice Optimized) ] /=3 [EES LU ET
A DOEE{t (Voice and Video Optimized) ] ICSRELE T

o [{EBZIE MAC 2F%ICF 3 (Enable Low Latency MAC) ] % [#E%h (Disabled) ] IC38EL X
o [EANHIPR (Power Constraint) ] A [#E%) (Disabled) ] ICla>TWAZ E%#MERELET,

o [F¥>YXRILEH (Channel Announcement) ] KU [Fv Y RILFEHE—K (Channel Quiet Mode) ]
EEMCLET

o ME[CIKLT[EARIL—=TY FF=4% L —K (High Throughput Data Rates) ] #5%EL 9
o [ZL—L0DEH (Frame Aggregation) ] ZEZHRELFT

e CleanAir 77/ 0OY—%#EH L7 Cisco 7 It R R4V M EFERALTWSIERIE. [CleanAir] ZBMIC
LXT,

o MEICIHULTIVILFFYAMT ALY MBEE (Multicast Direct Feature) ] 258 EL X T
e [Z75F7 (Platinum) 1QoS 7O 7 7« JLT. [802.1p #% (802.1pTag) 1% [5] ICEREL X T

802.11 XY b7 —Y DT
Webex Desk Series &, 5 GHz FiB TOMEEZHBEL X, 5 GHz T TR ZHOF v v RILEFERHTESS
Z. 24 GHz BIIFETFTHNLELLIBRN=HTT,

5 GHz 2#{FHT %1E481d. 802.11a/nfac XY FT—U DRAFT—% ZAH [E% (Enabled) ] ICEEEShTWBZ &
ZHERLUET,

[E—2O/EHE (Beacon Period) ] % M00ms] [CEREL X,

Cisco 802.11Mn WILDF7 I L ARA v b &2FERLTWSHEIE. [2F74 7 U2 (ClientLink) ] AAERICKE -
TWbZ EEERELET,

WMBICIEU T, [BFaIdh3HRXKY 54 7> M (Maximum Allowed Clients) | #fETCEX Y,

WE (BXK) L—FEULT12Mbps &2, HR—FEH (EE) L—bELT 18 Mbps U EEZZFNFNRET S
EEBEFHLET, 7272L. BIEBICL>TIE. 6 Mbps #7E (HEXR) L—MELTERICTDIVLELHD XTI,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless 802.11a Global Parameters

¥ Access Points

All APs General Data Rates**
* Radios -
Global Configuration 802.11a Network Status Enabled & Mbps Disabled
» Advanced Beacon Pericd (millisecs) 100 9 Mbps Disabled
. (F;:E;;antation Threshold 2346 12 Mbps Mandatory
} AP Group NTP DTPC Support. Enabled 18 Mbps Supported
b ATF Maximum Allowed Clients 100 24 Mbps Supported
RF Profiles RSSI Low Check | Enabled 36 Mbps Supported
RSSI Threshold (-60 to -90 48 Mbps Supported
FlexConnect Groups dBm) -80
54 Mbps Supported
} FlexConnect ACLs
802.11a Band Status
FlexConnect VLAN CCX Location Measurement
Templates Low Band Enabled
Mode Enabled
MNetwork Lists Mid Band Enabled
X Interval (seconds) 60
v B802.11a/n/acfax High Band Enabled
::t:ork TWT Configuration ***
-
RF Grouping Target Waketime Enabled
TPC
DCA Broadcast TWT Support Enabled

2.4 GHz ={ERY %155 (%. 802.11b/g/n XY N T—UDRFT—% X & 802.11g H' [B%1 (Enabled) ] ICERES
NTWAZ E&2ERALET,

[E—2OJEHE (Beacon Period) ] % M100ms] [CERELET,

Oy I 7V7VTNERBETBLAY—IFA4T Y MDBTALVY LR LAN ICFELEBWNESR}. PIVEARIY
b 2.4 GHz BFRRET [ 33— 7Y 7> 7))L (Short Preamble) ] % [H%) (Enabled) ] ICERET 2L EHNH
hxd, OV F7UTZVTILORLDICYa—b TUVT7VTINEFERTZIEICE>T. 7T4VLRA XYy NT—
JDONTA—XVAHNEMELET,

Cisco 802.1Tn WHD 7 I ARA vV hZ2EALTWBIGEIE. [27514F7 > MY >2 (ClientLink) ] AEFXICK
STWAZ E&ERLET,

WMWEBEIZIHU T, [FAISh2H&AY 714 7Y M (Maximum Allowed Clients) | Z88ETCEXY,

T4V LXLAN [C#ERT % 802.11b DAHDI A4 7V A RWNGE., WE (ER) L—rELT 12 Mbps,
R—bEH ((FE) L—bFELT 18 Mbps 2B ET B E2EEFMHLET, 72720, BEICL>TIE, 6 Mbps
WA (BEX) L—bELTEMICTDINELNHDET,
802.11b ¥ 54 7Y MO EFEET BI5EIE. B (HEX) L—bELT 11 Mbps, HR—bsH (EE) L—bE&
LT 12Mbps U LZZFNZFNRETZIDHEHLNHDET,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11b/g Global Parameters
¥ Access Points
All APs General Data Rates**
* Radios
Global Configuration 802.11b/g Network Status Enabled 1 Mbps Disabled
» Advanced BD2.11g Support BEnabled 2 Mbps Disabled
Mesh Beacon Peried (millisecs) 100 5.5 Mbps Disabled
» AP Group NTP Short Preamble Enabled & Mbps Disabled
S (F;:gen;;antatinn Threshold 2346 9 Mbps Disabled
11 Mbps Disabled s
RF Profiles DTRC Suppart. Enabled :
: 12 Mbps Mandatory [
FlexConnect GI‘OUPS Maximum Allowed Clients 100 '
— 18 Mbps Supported 4
} FlexConnect ACLs RSSI Low Check Enabled
RSSI Threshold (-60 to -80 _80 24 Mbps Supported
FlexConnect VLAN dBm)
Templates 36 Mbps Supported
Network Lists CCX Location Measurement 48 Mbps Supported
» 802.11a/n/ac/ax Mode BEnabled 54 Mbps Supported
Interval (seconds) 60 . .
v 802.11b/g/n/ax TWT Configuration ***
Netwark
~ RRM Target Waketime Enabled
RF Grouping
TeC Broadcast TWT Support Enabled

E—A 74— 2% (ClientLink)

Cisco 802.1In WHD 7 IV ARA Vv hZ2FERALTWBIGEIE. [27F747Y Y2 (ClientLink) ] Z853ICL
X9,

ROARY REFEALT, IRTOFZIERARA Y My AO—=INLIC, FEBERZ 7 EARA Y MHSOEZFE —
A7 A—IVIBEEERRICLET,

Cisco Controller) >config 802.11a beamforming global enable

( )
(Cisco Controller) >config 802.11a beamforming ap <ap_name> enable
(Cisco Controller) >config 802.11b beamforming global enable

( )

Cisco Controller) >config 802.11b beamforming ap <ap_name> enable
RDOARY REFERLT. E—A 74—V BEOREDAT—Y A2 RRTELT,

(Cisco Controller) >show 802.11a
(Cisco Controller) >show 802.11b

Legacy Tx Beamforming setting.................... B
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Cisco

MONITOR  WLANs INTROLLER  WIRELESS  SECURITY

HELP  FEEDBACK

Wireless

¥ Access Points
All APs
« Radios
802.11a/n/ac/ax
802.11b/g/n/ax
Dual-Band Radios
Global Configuration

b Advanced
Mesh
» AP Group NTP

802.11a/n/ac/ax Cisco APs > Configure

General RF Channel Assignment
AP Name rtp9-31a-apl Current Channel (48,44)
Admin Status Enable Channel Width * 40MHz O
Operational Status up * Channel width can be configured only when channel configurstion is in custom
mode
Slot # 1 Assignment Method ©Glabal
_'Custom

11in Parameters

AR Radar Information
11n Supported Yes
RF Profiles
FlexConnect Groups CleanAir Channel Last Heard(Secs)
F FlexConnect ACLs No radar detected channels
e W CleanAir Capable Yes
exConne
Templates CleanAir Admin Status Enable Tx Power Level Assignment
Network Lists * CleanAir enable will take effect only if it is enabled on this band.
Current Tx Power Level 1
» 802.11a/n/fac/ax Number of Spectrum Expert
connections . Assignment Method ©Giobal
» 802.11b/g/n/fax ~Custom

} Media Stream Antenna Parameters

PP Antenna Type Internal
Application Visi
» Performance Profile
And Control A
B . y .
Lync Server Antenna e View and edit Performance Profile for this AP
D 0
Country /] Performance Profile
Timers - " "
Nate: Changing any of the parameters causes the Radio to be temporarily disabled
} Netflow and thus may result in loss of connectivity for some clients.
F Qos

Auto RF (RRM)

Cisco 74 VL X LAN Y hO—S%FAT 258IE. Auto RF ZBWICL. FYRILEEEEHDHRTEEEE
THENHRINET,

ERAY AR (5 GHz £7c(3 2.4 GHz) [CRU T, 772X KAV hDXEEBEALNILDEID HTHEE
RELEY,

BEENLANILDOED L TZEAT 3551, BADRALANILERNANILEZEETEZET.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > RRM > Tx Power Control(TPC)
¥ Access Points
All APs TPC Version
¥ Radios

Interference Optimal Mode (TPCv2)

Glabal Configuration °Coverage Optimal Mode (TPCv1)

» Advanced
Tx Power Level Assignment Algorithm

Mesh
Power Level Assignment Method °Autumatic Every 600 sec:
» AP Group NTP )
'On Demand Invoke Power Update Once |
» ATF -
Fixed 1%
RF Profiles
Maximum Power Level Assignment (-10 to 30 dBm) 17
FlexConnect Groups
Minimum Power Level Assignment (-10 to 30 dBm) 11

} FlexConnect ACLs
Power Assignment Leader RTP9-32A-WLC3 (10.81.6.70)

e om L Last Power Level Assignment 463 secs ago

Templates

Network Lists Power Threshold (-80 to -50 dBm) -65

Ch: | A | Enabled
v 802.11a/n/ac/ax annel Aware nable

Network Power Neighbor Count 3
* RRM
RF Grouping
TPC
DCA
Coverage
General
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5GHz 2EAT 2158, EROTF vy VRN EZXAFT v VT BICHICRET BT 7 AR v MR OEZEDATREM

ZEEY ZDICFr Y RILOBZFHIRTEET (fl: 12 FvURILDH) .

5 GHz F v XJLiglE, Cisco 802.11n 77t RRA > M &FEHT B5E(E 20 MHz £7z(% 40 MHz, Cisco
802.11ac 7V EAMRA v & {EHT 285 IE 20 MHz, 40 MHz, X7/-l$ 80 MHz ISR E T 9.

INTDT7 VA RA VM TRILF v RIVMEZERAT S 2R LET,

CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > RRM > Dynamic Channel Assignment (DCA)
¥ Access Points
All APs Dynamic Channel Assignment Algorithm
¥ Radios
Global Configuration Channel Assignment Method °Autnrr|at|c Interval: 10 minutes AnchorTime: 0
» Advanced ~Freeze Invoke Update Once |
Mesh OFF
» AP Group NTP Avoid Foreign AP interference Enabled
Avoid Cisco AP load | Enabled
» ATF
Avoid nen-802.11a noise Enabled
RF Profiles

Avoid Persistent Non-WiFi Interference || Enabled
FlexConnect Groups

Channel Assignment Leader RTP9-32A-WLC3 (10.81.6.70)
¥ FlexConnect ACLs
Last Auto Channel Assignment 556 secs ago
FlexConnect VLAN
Templates DCA Channel Sensitivity Medium {15 dB)
Network Lists Channel Width 120 MHz @ 40 MHz (80 MHz (160 MHz [ 80+80 MHz [ Best
v 802.11a/n/ac/ax Avoid check for non-DFS channel | Enabled
Network
* RRM DCA Channel List
RF Grouping
TPC 36, 40, 44, 48, 52, 56, 60, 64, 100, 153,
DCA 157, 161
EETEs DCA Channels
General
Client Roaming
Media 4

EDCA Parameters

2.4 GHz =AY %158, DCAUZXRMTIEFvXRIL 1, 6, LT 11 FZFEEMLET,

2.4 GHz B THEATRELF v XILOBHESh TS /-HIC, 40 MHz IZ3HS U 7= Cisco & 802.11n 74/

AMRAY NEFERATZEETH, 20MHZ ICIZ 24 GHz Fy RILEBRET D EEHEBLET,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11b > RRM > Dynamic Channel Assignment (DCA)
¥ Access Points
All APs Dynamic Channel Assignment Algorithm
* Radios
Global Configuration Channel Assignment Method °Aut0rr|atic Interval: 10 minutes AnchorTime: 0
} Advanced Freeze Invoke Channel Update Once |
Mesh OFF
. . . =
» AP Group NTP Avoid Foreign AP interference @ Enabled
Avoid Cisco AP load | Enabled
b ATF
Avoid non-802.11b noise Enabled
RF Profiles

Avoid Persistent Non-WiFi Interference | Enabled
FlexConnect Groups

Channel Assignment Leader RTPS-32A-WLC3 (10.81.6.70)
} FlexConnect ACLs
Last Auto Channel Assignment 75 secs ago
FlexConnect VLAN —
Templates DCA Channel Sensitivity Medium (10 dB)

LS B DCA Channel List

} 802.11a/n/ac/ax

¥ 802.11b/g/nfax 1.6 11

Network
« RRM DCA Channels
RF Grouping
TPC
DCA )
Coverage

FERT BEEMFIEICIHUTS5GHz £ 24 GHZ ICF v RILB L VREEBHETFAFI v IICEID Y TSNS
&SI, BE2DT7 IR RAVIMDEREEZT/O—NILBRELDLEBLEEIERIENTEET,

ZOMDT IV ERARA Y M EBFHEND YU TAREFFHNICRESNTWS I ARSIV MNDTHO Y MIHLTE
MICTEET,

COFRFEE. TV F7AHICHBEHNBRTHHIEET 2I58ICWETT,

Cisco 802 1Mn 7oA R4 b aFEHLTWSEEIE 5 GHz F ¥ XJLIE%E 20 MHz £/=I13 40 MHz FH& L CE&

TETZ., Cisco802.11ac 77 R RA Y h&2FEAHLTWBIEEIE 5 GHz F+ XJ)LIEZ 20 MHz, 40 MHz, /-
[ 80MHz HELTERETEEY,

FrRIVKRYT 4T3 5GHz 2EAT 55RICOMERTZ L ZHEDLET.
INTDT7 VA RA VM TRLF v RIVBZERAT S 2R LET,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a/n/ac/ax Cisco APs > Configure
¥ Access Points
All APs
o Bl General RF Channel Assignment
802.11a/n/ac/ax
802.11b/g/n/ax AP Name rtp9-31a-apl Current Channel (48,44)
Dual-Band Radios Admin Status Enable Channel Width * 40 MHz ©
Global Configuration . i § o
Operational Status up Channel width can be configured only when channel configuration is in custom
» Advanced mode
Slot # 1
Mesh Assignment Method OGlobal
» AP Group NTP 11n Parameters Custom
b ATF Radar Information
11n Supported Yes
RF Profiles
FlexConnect Groups CleanAir Channel Last Heard(Secs)
F FlexConnect ACLs No radar detected channels
CleanAir Capable Yes

FlexConnect VLAN N
Templates CleanAir Admin Status Enable Tx Power Level Assignment

* CleanAir enable will take effect only if it is enabled on this band.

Network Lists
Current Tx Power Level 1

-

802.11a/n/ac/ax Number of Spectrum Expert
connections . Assignment Method ©Oclbal

-

802.11b/g/n/fax “Custom

Antenna Parameters

-

Media Stream

P Antenna Type Internal
Application Visibility
» Performance Profile

And Control A
B 0 - B

Lync Server Antenna c View and edit Performance Profile for this AP
D __Performance Profile |

Country a Performance Profile

U= Note: Changing any of the parameters causes the Radio to be temporarily disabled
b Netflow and thus may result in loss of connectivity for some clients.
F Qos

724 7vbhon—3Ivy
Webex Desk Series |2, Cisco 74 VL X LAN A rO—500 547 O0—3IvT7 723D RFINT A—
YaFERALUEFRA, AFvZ0 70—V T3 TNA AP HMIZIULTEELEXY,

EDCA /X A—%

FRAYTZEREHEICIH U T 5GHz £/213 2.4 GHz [Cxt L. EDCA 7O7 71 )L % [EEDORBE{L (Voice

Optimized) ] £/l [BEE ETADREIL (Voice & Video Optimized) ] DLWFhMICEHEL. [{KEE MAC
(Low Latency MAC) ] #&E%hICLE T,

{KIBIE MAC (LLM) %25/ET L. PI9EARAVEN TS9N TAa—AICE>T 1 Ty hHich OBEERE
M2~ 3EICSHZDT. EEOT—9 L—MDEUTHIGRICHEIELDZEZNIHDET,

Cisco 802.11n/ac 7V X R4V FTIE LLM A R—hShEtA.

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points

All APs General
» Radios
Global Configuration EDCA Profile Voice & Video Optimized
» Advanced Enable Low Latency MAC 1 .

Mesh

¥ AP Group NTP
Low latency Mac feature is not supported for 1140/1250/3500 platforms if more than 3 data rates are enabled.

¥ ATF
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DFS (802.11h)

BENHIBR (Power Constraint) ] IFRBEDEXICTSH. 0dB [CRRET 2LEHHDFT,

[Fv > XILEA (Channel Announcement) | B &Y [F vV RILEFFE— K (Channel Quiet Mode) ] = [B%)
(Enabled) 1 ICT2WELHDHET,

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11h Global Parameters
¥ Access Points

All APS Power Constraint

* Radios

Global Configuration Local Power Constraint{0-30) 0 dB

EAtanced Channel Switch Announcement

Mesh

Channel Announcement
» AP Group NTP
P Channel Switch Count 0
[ 3
Eh Channel Quiet Mode
RF Profiles

FlexConnect Groups Radar Blacklist

» FlexConnect ACLs Smart DF5

mAIL—7v bk (802.11n/ac)
802.11In F—% L—KMIFELE (24GHz2 B LUV 5GHz) TEICHRETEZZE,
802.11ac ¥—% L—NIE 5GHz ICOMHBRATZXT,

[WMM] AERICHR>TWR T &, LU [WPA2 (AES) ] A 802.11n/ac T—F L— 2 FEHT LD ICHES

NTWBZEEERLET,

Webex Desk Series |[&. HTMCS 0 ~ MCS 15 & VHTMCS 0 ~ MCS91SS 8LV 2SS 5F—4 L —bhDHmH
R—=BFLEXITH. MIMO 7y F5F+727./0J—%2E8LRIUEEZFAIT MDD 802.11nfac 754 7Y FHFEET
51z, EbEVWL—MDFATFRERIZEEICIE. A T3V TEIDEWMCS L—h2ERICTEET,
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MONITOR ~ WLANs

CONTROLLER ~ WIRELESS

SECURITY  MANAGEMENT

cisco

Wireless

¥ Access Points
All APs
* Radios
Global Configuration

¥ Advanced
Mesh
¥ AP Group NTP
¥ ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ 802.11a/n/ac/ax
Network
* RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac/ax)
CleanAir

¥ 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

¥ Netflow

» Qos

802.11n/ac/ax (5 GHz) Throughput

General
11n Mode Enabled 2
11ac Mode Enabled 2
1lax Mode Enabled 2
VHT MCS Rates
SS1
0-8 < Enabled 2
0-9 Enabled £
552
0-8 < Enabled 2
0-9 Enabled £
553
0-8 7 Enabled 4
0-9 Enabled £
554
0-8  Enabled 4
0-9 Enabled ¢
HE MCS Rates
551 §52
0-7 ~ Enabled 0-7 /| Enabled
0-9 ~ Enabled 0-9 /| Enabled
0-11 Enabled 0-11 Enabled
553 ss4
0-7 ~ Enabled 07 | Enabled
0-9 7 Enabled 0-9 /| Enabled
0-11 Enabled 0-11 Enabled
5585 SS6
0-7 7 Enabled 0-7 4| Enabled

7L—ADEH

7L —LADEHNIFEHD MAC ORI F—% 1=Zv b (MPDU) FlEMACH—EX F—% 1=v b

HELP

MCS (Data Rate 1) Settings

FEEDBACK

]
1
2
3
4
5
6
7
8
9

(7
(14
(21
(29
(43
(58
(65
(72
(14
(29
(43
(58
(87
(116
(130
( 144
(22
(43
(65
(87
( 130
(173
(195
(217
(29
(58
(87
(116
(173
(231
( 260
(289

Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)
Mbps)

Mbps)

Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported
Supported

Supported

(MSDU) #—#&IC/\yv T —I VT UT, IBRIL—Ty hEFvNRUTADNRBICBRDZEATA—/IN—~y RE{EHR
930D 7O0ERTY,

MAC 7O KL 7—% 1=y b (A-MPDU) OEHMICIZ7OY Y DEZRNEEZFERITZVENHDET,

Webex Desk Series Dig{EM % 2@t I 57=5HIC. A-MPDU & A-MSDU DR EZ XD LS ICHAET B LA

ETY,

A-MSDU
A—YY TS54AUF 41, 2=8%

A—Y 7544V FT 40, 3, 4, 5, 6, 7=

A-MPDU
A—Y 754 AYFT 40, 3, 4. 5
A—Y T34 A)VF4 1, 2. 6, 7

B
i)

KOOV REFEAL T, Webex Desk Series DEHZ & 12 A-MPDU $ & UF A-MSDU

Webex Desk Series Wireless LAN A H4 K
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5GHz DREZRTET SICIE. 802.11a XY N T—V ZRIICEZICL. BEHINRT ULESBUEWICT ZRED
Hhxd,

config 802.11a 11nSupport a-msdu tx priority 1 enable
config 802.11a 11nSupport a-msdu tx priority 2 enable
config 802.11a 11nSupport a-msdu tx priority O disable
config 802.11a 11nSupport a-msdu tx priority 3 disable
config 802.11a 11nSupport a-msdu tx priority 4 disable
config 802.11a 11nSupport a-msdu tx priority 5 disable
config 802.11a 11nSupport a-msdu tx priority 6 disable
config 802.11a 11nSupport a-msdu tx priority 7 disable

config 802.11a 11nSupport a-mpdu tx priority O enable
config 802.11a 11nSupport a-mpdu tx priority 3 enable
config 802.11a 11nSupport a-mpdu tx priority 4 enable
config 802.11a 11nSupport a-mpdu tx priority 5 enable
config 802.11a 11nSupport a-mpdu tx priority 1 disable
config 802.11a 11nSupport a-mpdu tx priority 2 disable
config 802.11a 11nSupport a-mpdu tx priority 6 disable
config 802.11a 11nSupport a-mpdu tx priority 7 disable

2.4 GHz DFREZFRET BICIE. 802.11b/g XY N T—V ZRAICENICL. EEHIFETULESBUAMICT %
BENHDET,

config 802.11b 11nSupport a-msdu tx priority 1 enable
config 802.11b 11nSupport a-msdu tx priority 2 enable
config 802.11b 11nSupport a-msdu tx priority O disable
config 802.11b 11nSupport a-msdu tx priority 3 disable
config 802.11b 11nSupport a-msdu tx priority 4 disable
config 802.11b 11nSupport a-msdu tx priority 5 disable
config 802.11b 11nSupport a-msdu tx priority 6 disable
config 802.11b 11nSupport a-msdu tx priority 7 disable

config 802.11b 11nSupport a-mpdu tx priority O enable
config 802.11b 11nSupport a-mpdu tx priority 3 enable
config 802.11b 11nSupport a-mpdu tx priority 4 enable
config 802.11b 11nSupport a-mpdu tx priority 5 enable
config 802.11b 11nSupport a-mpdu tx priority 1 disable
config 802.11b 11nSupport a-mpdu tx priority 2 disable
config 802.11b 11nSupport a-mpdu tx priority 6 disable
config 802.11b 11nSupport a-mpdu tx priority 7 disable

A-MPDU & A-MSDU ¢IREDREERRT 5ICIE. 5 GHz DIEE I show 802.11a, 2.4 GHz DIg&
show 802.11b # AHL X9,

802.11n Status:
A-MSDU Tx:
Priority O...ccovvveiiiiiiieene Disabled
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Priority T, Enabled

Priority 2....ccoeviiiiiiiiiiiienn, Enabled
Priority 3. Disabled
Priority 4....cooeeiiieii Disabled
Priority 5. Disabled
Priority 6......coveviiiiiiiiiiiee, Disabled
Priority 7..cccoeiiiiiiee Disabled
A-MPDU Tx:
Priority O...covvveeiiiiiiieeeee Enabled
Priority 1., Disabled
Priority 2.....cooviiiiiiiiiiieen, Disabled
Priority 3. Enabled
Priority 4.....ccoeeiiiiiiiiiienn, Enabled
Priority 5..ceviiiiii Enabled
Priority 6.....ccoveiiiiiiiiieenne, Disabled
Priority 7..ccooveieiiiinn, Disabled

CleanAir

CleanAir 74 /OY—%=E#H L 1=Cisco BO 7V ARA Y N2 FERL THREDFH2RE T 255,
[CleanAir] = [&% (Enabled) 11T 2MEMNHDET,
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Cisco

Wireless

¥ Access Points
All APs
* Radios
Global Configuration

¥ Advanced
Mesh
¥ AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

* 802.11a/n/acfax
Network
* RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(B02.11n/ac/ax)
CleanAir

b B02.11b/g/nfax
¥ Media Stream

Application Visibility
And Control

-

Lync Server
Country
Timers

¥ Netflow
¥ Qos

MONITOR WLANs CONTROLLER WIRELESS

802.11a > CleanAir

CleanAir/Spectrum Intelligence Parameters

SECURITY MANAGEMENT COMMANDS

HELP

CleanAir
Spectrum Intel Iigenr_ez
Report Interferersl

Persistent Device Propagation

Interferences to Ignore

Canopy
WiMax Fixed
SI_FHSS

Trap Configurations

@Enabled
_|Enabled
@Enabled

—|Enabled

Interferences to Detect

TDD Transmitter
Jammer

Continuous Transmitter
DECT-like Phone

Video Camera

Enable AQI{Air Quality Index) Trap

AQI Alarm Thresheld (1 to 100)2

Enable trap for Unclassified Interferences
Threshold for Unclassified category trap (1 to 99)
Enable trap for Classified Interferences
Thresheld for Classified category trap (1 to 93)

Enable Interference For Security Alarm

Do not trap on these types

TDD Transmitter
Continuous Transmitter
DECT-like Phone

Video Camera

SuperAG

Event Driven RRM (change Settings)

B Enabled
35
~|Enabled
20
_|Enabled
0

EEnabled

Trap on these types

Jammer
WiFi Inverted
WiFi Invalid Channel

EDRRM Disabled
Sensitivity Threshold NfA
Rogue Contribution N/A
Rogue Duty-Cycle MN/A

FEEDBACK

(1)Device Security alarms, Event Driven RRM and Persistence Device Avoidance algorithm will not work if Interferers reporting is disabled.
(2)AQI value 100 is best and 1 is worst
(3)Spectrum Inteliigence does not send traps to Prime Infrastructure and CMX
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a/n/ac/ax Cisco APs > Configure
¥ Access Points
All APs
o Bl General RF Channel Assignment
802.11a/n/ac/ax
802.11b/g/n/ax AP Name rtp9-31a-apl Current Channel (48,44)
Dual-Band Radios Admin Status Enable Channel Width * 40 MHz O
Global Configuration . i § o
Operational Status up Channel width can be configured only when channel configuration is in custom
» Advanced mode
Slat # 1
Mesh Assignment Method OGlobal
» AP Group NTP 11n Parameters Custom
b ATF Radar Information
11n Supported Yes
RF Profiles
FlexConnect Groups CleanAir Channel Last Heard(Secs)
F FlexConnect ACLs No radar detected channels
CleanAir Capable Yes

FlexConnect VLAN N
Templates CleanAir Admin Status Enable Tx Power Level Assignment

* CleanAir enable will take effect only if it is enabled on this band.

Network Lists
Current Tx Power Level 1
» 802.11a/n/ac/ax Number of Spectrum Expert

0
connections

Assignment Method OGlobal
» 802.11b/g/n/fax ~Custom
b Media Stream Antenna Parameters

Ication Vislbilt Antenna Type Internal
Application Visibility
» Performance Profile
And Control A
B . .
Lync Server Antenna e View and edit Performance Profile for this AP
D _Performance Profile |
Country /] Performance Profile
Timers - " "
Nate: Changing any of the parameters causes the Radio to be temporarily disabled
» Netflow and thus may result in loss of connectivity for some clients.
F Qos

Rx SOP L & |\l
[Rx Sop DL Z M@ (Rx Sop Threshold) ] ICIZT7 AL MNMEE{FERTHZIEEHRLET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless Rx Sop Threshold
1
¥ Access Points
All APs Rx Sop Thresheold 802.11a Default ~|Custom
- LEEl Rx Sop Threshold 802.11b Default o ~|Custom

Global Configuration

¥ Advanced
= RF Management

Flexible Radio
Assignment
Load Balancing
DTLS
Band Select
Rx Sop Threshold
Optimized Roaming
Network Profile

1 Rysop only supported in Local,Flex, Bridge and Flex+Bridge mode Aps.

WLAN DE7E

Webex Desk Series (CIZRID SSID 2 AT 325 BEHHLET,

2L, BEX Cisco Wireless LAN TV KR4 YV & HR— N T3 LDICRES N/-BEED SSID H'd 515
B, ZO WLAN ZRb O [CERATEEY,

Webex Desk Series THEAT % SSID (Z. FED 802.11 GV A T ICOIMBRATAELDICHKETEZET
(802.11a MHIE) .

Webex Desk Series (&, 5 GHz FiBTOEMEEHE L X9, 5 GHz T TR EHOF v XIL2FERATES S Z.
2.4 GHz BIRIFEFTHENLZ < BRWHTT,
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IR L 7= SSID At LAN [CHEAINTVWERWC EZERRLTLEZ L, FHShTWSIERT. HICERS Tt
FaUT4 Y472 ERALTVWSRERIF. BROBRAREAEZO-IVJRICESEHNRETDAEELHD XTI,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > New
R e Type WLAN
WLANSs

Profile Name voice

¥ Advanced
S5ID voice
D &

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘voice'
¥ WLANs General | Security | Qos | Policy-Mapping | Advanced |
WLANS

} Advanced Profile Name voice
Type WLAN
SSID voice
Status Enabled
Security Policies [WPA2][Auth(FT 802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy 802.11a only
Interface/Interface . ~
Group(G) rtp-9 voice
Multicast Vlan Feature | Enabled
Broadcast SSID Enabled
NAS-ID |RTP9-32A—WLC3
Lobby Admin Access ]

[(FE2XN/-EHE7L—A (PMF) (Protected Management Frame (PMF) ] % [{E& (Optional) ] £7=I%
[#&%) (Disabled) ] ICRREL Y.

AES BB ZFER L= WPA2 ;RY —Z2FMICLEYT, D&, 802.1x-SHA1 & PSK DEBES5%ZFERHT % HIC
HUT, B —BBY A TELTFT802.1x E PSK DEEL I EBMICLET,
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CISCO MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANAGEMENT COMMANDS  HELP

FEEDBACK
WLANs WLANSs > Edit "voice’
LR General | Security | QoS | Policy-Mapping | Advanced |
WLANs
Biaauanced Layer2 | Layer3 | AAAServers |
Layer 2 Security & WPA+WPA2
Security Type Enterprise

MAC Filtering 2 ]

WPA+WPA2 Parameters

WPA Policy o

WPA2 Palicy

WPA2 Encryption [ICCMP12B(AES) TKIP [ |CCMP256 ~IGCMP128 ~GCMP256
OSEN Palicy

Fast Transition

Fast Transition Enable
Over the DS ]
Reassociation Timeout 20 Seconds

MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANAGEMENT COMMANDS HELP

FEEDBACK
WLANSs WLANSs > Edit ‘voice’
RRNEANS General | Security | QoS | Policy-Mapping | Advanced |
Weans Protected Management Frame
» Advanced
PMF Disabled &
Authentication Key M 1t 12
802.1X-SHA1 Enable
802.1X-SHA2 Enable
FT 802.1X Enable
CCKM Enable

WPA GTK-randomize State 44  Disable &

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
L General | Security | Qos | Policy-Mapping | Advanced |
WLANs
} Advanced Layer2 | Layer3 | AAAServers |
Layer 2 Security & WPA+WPA2
Security Type Persanal

MAC Filtering 2 ]

AutoConfig iPSK ~ | Enable
WPA+WPA2 Parameters
WPA Policy a
WPA2 Policy
WPA2 Encryption EICCMP128(AES) TKIP

Fast Transition

Fast Transition Enable
Over the DS a
Reassociation Timeout 20  Seconds
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit ‘voice’
¥ WLANs LGmI Security | QoS | Policy-Mapping | Advanced |
WLANS
Protected Management Frame
» Advanced
PMF Disabled
Authentication Key Mar 19
PSK Format 21 ASCIL
PSK Enable
PSK-SHA2 Enable
FT PSK Enable
WPA GTK-randomize State 14  Disable @

REDEZEIS4 7Y MNCELU SSID 2ERAT %18481E. 802.1x ¥ PSK Z{FEHT M ESMNICIHL T, 802.11r
(FT) . CCKM. PSK HLERICTZ %Y,

RADIUS FRREBE L U7 HU Y b H—/X\—{&, SSID LN EICHELT, YO—-/NILU R hE ELEETEET,

[£% (Enabled) ] TIEESNTWLAWES (L (None) 1ICEBE) . [EF2VF+« (Security) 1> [AAA] >
[RADIUS] TEZS /- RADIUS H—/X\—D 5 O—/\)LY A MDMEREINET,
JO—NILLRXILTOHERETED EAP 7O0—-RFv AN —RIRRZRE. IXTDEAP /N A—=4(FSSID &
EFEF/7O—NNILLRITERETEZET,

SSID ZEDLARILTEAP NS A—HEZH/FETBEAIE. EAP NS A—%t 43T [H% (Enable) 1 24 Y
ICLT. HELREEZEAHNLET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
DL General | Security | QoS | Policy A
WLANs
} Advanced Layer2 | Layer3 | AAAServers |
Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers
RADIUS Server Overwrite interface | |Enabled
Apply Cisco ISE Default Settings ~|Enabled
Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable ]
Server 1 MNone None
EAPOL Key Timeout(200 to 5000 millisec) 400
Server 2 MNene None
EAPOL Key Retries(0 to 4) 4
Server 3 None None
Identity Request Timeout(1 to 120 sec) 30
Server 4 None None
Identity Request Retries(1 to 20) 2
Server 5 MNene None
Request Timeout(1 to 120 sec) 30
Server &  None None
Request Retries(1 to 20} 2
Authorization ACA Server Accounting ACA Server
| Enabled | Enabled

Webex Desk Series = l&fthdd WMM X IGEBEEHEA T D SSID 2FAHT DA FEDESICOH». [WMM R & —
(WMM Policy) ] % [4ZA (Required) ] ICRET Z2NELNHOET,

WLAN [CIEWMM 2 54 7Y D BEET R5E. TNE5DI T4 7Y %3]0 WLAN ICEEBT 5 L %##HEBLET,
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fhDIE WMM o S« 77> b H' Webex Desk Series E[E U SSID #{EHT 2UEHNH ZHEIE. WMM RD o —H
[T (Allowed) ] CBRESN TN EEREBELET,

WMM ZBMICT B &, 802.11e /A= 3D QBSS AAEMICHED FT,

CIsSCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit ‘voice’
R | General | Security | Qos | Policy-Mapping | Advanced |
WLANS

b Advanced Quality of Service (QoS) Platinum (voice)
Application Visibility Enabled
AVC Profile none
Flex AVC Profile none <
Netflow Monitor none
Fastlane Disable

Override Per-User Bandwidth Contracts (kbps) 18

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate o o
Average Real-Time Rate o o
Burst Real-Time Rate 0 0

Clear

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
~ WLANs | General | Security | QoS | Policy-Mapping | Advanced |
A Override Per-SSID Bandwidth Contracts (kbps) 18
} Advanced
DownStream UpStream
Average Data Rate o o
Burst Data Rate V] V]
Average Real-Time Rate v} v}
Burst Real-Time Rate o o
Clear
WMM
WMM Policy Required
7920 AP CAC Enabled
7920 Client CAC | Enabled
Media Stream
Multicast Direct Enabled
Lync Policy
Audio Silver

MHEICRUT [y ayd14 L7 bOFIME (Enable Session Timeout) ] ZF&EL £ 9. 86400 otz
VAVIAALAT VRN EAEMICLT, BEEEERICREITSOEEDOH L5 Z2EEITEE2HEHLET.,
fo. 9247y bh0074 VigHeEHNICBRIIL T, 7547V MEMROT 1 VigHREFALTWSZ L
HERITHELEHFHLET,

[Aironet HiER#EEE (AironetlE) 1 Z8B%ICLE T,
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[E7vY—E7 (P2P) 7AOv*>4Y 74— 3y (PeertoPeer (P2P) Blocking Action) ] ZEICT 2 MNE
HHhxEd,

WEICIGU T[54 7 MRS (Client Exclusion) ] #2588 UL X9,

MHEITHU T, [AP EREC L ICHAEhad|mAY 54 7 M (Maximum Allowed Clients Per AP Radio) ]
HERETEEY,

[AT7F v RILZAF vV OFFHE (Off Channel Scanning Defer) | ZfRTE 952 & T, XF v OFFHEFREL IS
TR, BHEDF 1—ICHIT2RAF v VEFHIEEIENTEZXT,

NAMNI7A—=b 77V5—= a3V zBEICERATEE. FLEEREIBELOEVW TV r—3y (BE. W
HlfE7x E) D DSCPENT7 I EARA Y MIERBFINhTLWRWEEIE. BEIBEMLOSVWF1— (4 ~ 6) &HIC
BEIBLEOENF 21— (0 ~ 3) ZAMCLTATZFr U RILRAFr U EFRIEZLELEBIC, BERICE->TIER
FrUDOFHBHZEZRCTIZCLEZHERLET,

EAP TS —HEBICRETZEETIE. 7734 AVT4F2—7 ZFMLT, EAPHBRICATF v RILR
FrUERATEIEEEHMHLET,

[DHCP 7 KL REIh Y T:HA (DHCP Address Assignment Required) ] ZEMICT Z2NELH O ET,

[BEE7 L —Af{R# (Management Frame Protection) ] % [fEE (Optional) ] 7-(3 [#%) (Disabled) ]IC5%
ELET.

[DTIM EHA (DTIM Period) ] % [2]ic. E—JVEH% [100 SUP] ICERELET.

[2547> b O—K X524 (Client Load Balancing) ] & [7 54 7 b O#I#EIR (Client Band
Select) | AEMICHE>TWB T EERERLET,

OA—=)LA Oy b O—ZEA—I VI &RITLIERICIKTISE. 74170 X LAN S ERETHEhs &
H3DT, [A—IvTEnicBEI 5147 b%&BERE (Re-anchor Roamed Voice Clients) ] ##EXMICT 5 C
EEWRLULEY,

802.11k & 802.11v IFHR— b Sh TR, BWICTIZVNELHDET,

CIScOo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
¥ WLANSs | General | Security | QoS | Policy-Mapping | Advanced
WLANSs

¥ Advanced
Allow AAA Override Enabled DHCP
Coverage Hole Detection Enabled DHCP Server Override
Enable Session Timeout 86400

Session Timeout (secs) DHCP Addr. Assignment Required
Aironet IE EEnabled Frama ion (MFP)
Diagnostic Channel 18 Enabled -
- _— . .4 .
Override Interface ACL IPv4 | None H IPv6 | None H RERChentiErotecionigl Upticnal “
Layer2 Ad None a DTIM Period (in beacon intervals)
URL ACL Nore |
- 802.11a/n (1 - 255) 2
P2P Blocking Action Disabled H
802.11b/g/n (1 - 255} 2
Client Exclusion 2 Enabled
NAC

Maximum Allowed Clients 0 —_— e ———
8 NAC State | None B
Static IP Tunneling 11 Enabled Load Balancing and Band Select
Wi-Fi Direct Clients Policy Disabled a Client Load Balancing
Maximum Allowed Clients Client Band Select
Dar AD Dadin 200
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANs > Edit 'voice’
- LI General | Security | QoS | Policy-Mapping | Advanced
WLANS PEF AP RAOI0 Passive Cliant
assive Clie
b Advanced Clear HotSpot —
Configuration Ecablad) Passive Client N
Client user idle - Voice
timeout(15-100000 =
H } Media Session Snoaping Enabled
Client user idle threshold -~
(0-10000000) 0 Bytes Re-ancher Roamed Voice Clients Enabled
Radius NAI-Realm O KTS based CAC Policy Enabled
11ac MU-MIMO Radius Client Profiling
WGB PRP " Enabled DHCP Profiling 0
MBO State O HTTP Profiling =
Off Channel Scanning Defer Lacal Client Profiling
Scan Defer Priority 01234567 DHCP Profiling O
ninlnla O HTTP Profiling 0
Scan Defer Time(msecs) 100 pmIp
PMIP Mobility Type 0
FlexConnect
FlexConnect Local PMIP NAI Type Hexadecimal
g Enabled
Switching 2
N =

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice”
[ L General | Security | QoS | Policy-Mapping | Advanced
WLANs y
PMIP Profile None
b Advanced FlexConnect Local Auth £2 Enabled
y PMIP Realm
Learn Client IP Address 5~ Enabled
Universal AP Admin Support
Vian based Central :
Switching 12 EnR s Universal AP Admin 0
Central DHCP Processing Enabled 11v BSS Transition Support
Override DNS Enabled BSS Transition O
NAT-PAT Enabled Disassociation Imminent 0
Central Assoc | Enabled Disassociation Timer(0 to 3000 TBTT} 200
Lync Optimized Roaming Disassociation Timer{0 to 40 TBTT) 40
Lyne Server Disabled BSS Max Idle Service
11k Directed Multicast Service
Neighbor List | Enabled Tunneling
Neighbor List Dual Band ) Enabled Tunnel Profile None
Assisted Roaming Prediction Optimi: Enabled EOGRE Vian Override 0
802.11ax BSS Configuration mDNS
Down Link MU-MIMO Enabled mDNS Snooping "1 Enabled

alraln
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit "voice'
¥ WLANs | General ‘|' Security TFT Policy-Mapping ‘| Advanced |
5 :::h:md 802.11ax BSS Configuration mDNS _
Down Link MU-MIMO Enabled mDNS Snooping Enabled
Up Link MU-MIMO Enabled TrustSec
Down Link OFDMA Enabled Security Group Tag 0
Up Link OFDMA Enabled Umbrella
Umbrella Mode Ignore
Umbrella Profile None
Umbrella DHCP Override

Fabric Configuration

Fabric "I Enabled
Mobility

Selective Reanchor "I Enabled
U3 Interface

U3 Interface "I Enabled

U3 Reporting Interval 30
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AP J)L—7

AP JI)L—T &, BXICTT S WLAN/SSID, Iy EV T T Z2UELNHZAVT—T 14 ADIFH,. AP JIL—TICEID
WTSNET IR RAYMIERATZIVENLAHZRF JOT7AIL INGA—Y EIEET B-DICERTEZZXT,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs AP Groups
¥ WLANs
WLANs Add New AP Group
¥ Advanced AP Group Name rtp
SRsupE Description

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs Ap Groups > Edit 'rtp’

¥ WLANs General | WLANs | RF Profile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANSs

~ Advanced Apply
AP Groups

AP Group Name rtp
AP Group Description
NAS-ID RTPO-32A-WLC3

Enable Client Traffic QinQ

Enable DHCPv4 QinQ 2

QinQ Service Vlan Id 18 0

Fabric ACL Template MNone
CAPWAP Preferred Mode | Not-Configured
Custom Web Override-Global 13 | Enable

External Web auth URL none

NTP Auth | Enable

NTP Server None

[WLAN (WLANs) 17T, @& SSID &, IvEVI TRV —T7 x4 A%FRLT. B (Add) ] %3
Llig-o

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit 'rtp’
v WLANs | General | WLANs | RF Profile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANs
¥ Advanced Add New
AP Groups
Add New
WLAN SSID voice(5)
Interface
SInterface rtp-9 voice 1
Group(G)
SNMP NAC State _[Enabled

&I Cancel
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[RF 7O7 74 JL (RFProfile) 1 ¥ 7T, Xt&®d 802.11a £7/=(3 802.11b RF 7O 7 7 1 JLZiBIRL T.
L&A (Apply) 1 ZERLE T,

TFIOECARAY D AP TIL—FICHEESINIERTEENMZSNIER. ZEOEARICTZIVER R4V Y
BE#HLET.

cisco MONITOR WLANs (CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs Ap Groups > Edit 'rtp’
= LT | General | WLANs |

RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANS

¥ Advanced Apply |
AP Groups

BO2.11a none

ot

B02.11b none

[AP (APs) 1 7 7 T. WH7IVEARA Y b %BIRL T, [AP DBIN (Add APs) ] #&RL T,
Z0%. BRUEZI7ER R4V MO BERFILET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit 'rip’
L | General | WLANs | RFProfile | APs | 802.11iu | Location | Ports/Module | Intelligent Capture |
WLANs
¥ Advanced
AP Groups APs currently In the Group Remove APs I Add APs to the Group Add APs
_| AP Name Ethernet MAC AP Name Group Name
| rtp9-31a-apid 00:81:c4:96:78B:28
~| rtp9-32a-ap20 00:81:c4:32:b9:b8
~| rtp9-32a-ap23 00:81:c4:96:74:10

Ay bO—50ORE

Cisco 74 VLA LAN OV FA—SDRAMBNELKBRES N TNS L ZHERLET.

Cisco 74 VYL X LAN Oy bO—5TEBOR— M Z2FEHALTVWRIESIFY V&R (LAG) #BMICLET,
SHHRD AP TILFFX+ AN E—RERELET,
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Cisco

Controller

General

Icons

Inventory
Interfaces
Interface Groups

Multicast

-

Network Routes

-

Fabric Configuration

-

Redundancy

-

Mobility Management
Ports
b NTP
} CDP

-

PMIPvGE

-

Tunneling

F IPvE

-

mDNS

-

Advanced

Lawful Interception

MONITOR  WLANs

General

Name

802.3x Flow Control Mode

LAG Mode on next reboot
Broadcast Forwarding

AP Multicast Mode £

AP IPv6 Multicast Mode 4

AP Fallback

CAPWAP Preferred Mode

Fast SSID change

Link Local Bridging

Default Mobility Domain Name
RF Group Name

User Idle Timeout (seconds)
ARP Timeout (seconds)

ARP Unicast Mode

Web Radius Authentication
Operating Environment

Internal Temp Alarm Limits
‘WebAuth Proxy Redirection Mode
‘WebAuth Proxy Redirection Port
Captive Network Assistant Bypass
Glabal IPv6 Config

Web Color Theme 2

HA SKU secondary unit

Nas-Id

HTTP Profiling Port

DNS Server IP(Ipv4/Ipve)

CONTROLLER

WIRELESS  SECURITY

RTP9-32A-WLC3

Disabled
Enabled
Disabled
Multicast [ 239.1.1.9

Multicast ffle::239:100:100:21

(]

Enabled
ipvd
Enabled
Disabled
CTG-VaWLAN2
RTPY-VoWLAN2
300
300
Disabled
pAP
Commercial (10 to 35 C)
10t0 38 C
Disabled
0
Disabled
Disabled
Default
Disabled
RTPY-32A-WLC3
80

171.70.168.183

COMMANDS HELP FEEDBACK

Multicast Group Address

IPv6 Multicast Group Address

HTTP-Proxy Ip Address(Ipv4/Ipve) 0.0.0.0

WGE Vlan Client Disabled

1. Multicast is not supported with FlexConnect on this platform. Multicast-Unicast mode does nat support IGMP/MLD Snooping. Disable Global Multicast first.
2.Changes in Web color Theme will get updated after browser Refresh.

VILFFv AM2FERT 358, [/O—=NIL RILFFv AN E—ROFMIL (Enable Global Multicast
Mode) 1 &5 & U [IGMP X X—EY 7 DEXE (Enable IGMP Snooping) 1 ZBMICT ZUENH D XY,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Multicast
General
Icons Enable Global Multicast Mode
Inventory Enable IGMP Snooping
Interfaces IGMP Timeout (30-7200 seconds) &0

Interface Groups IGMP Query Interval (15-2400 seconds) 20

Multicast Enable MLD Snooping
» Network Routes MLD Timeout (30-7200 seconds)
» Fabric Configuratign MLD Query Interval (15-2400 seconds)
¥ Redundancy
» Mobility Management
ok Faot Notes
¥ NTP

Changing Global Multicast configuration parameters removes configured Multicast VLAN from WLAN.
» CDP

LAV 3IEEUTAZ2FERALTWBIGEE. [VYANYY YT EEUT 4 bYRY VY (Symmetric Mobility
Tunneling) 1 % [F% (Enabled) ] [CERET 2HNENHD XTI,

BHDOIN—I3 VT, YVARMNYY Y FEEUT . bRV YITRTT7AILNTERICED, RETSREIET
éit/\lo
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Mobility Anchor Config
General Keep Alive Count 3
Icons Keep Alive Interval (1-30 seconds) 10
Inventory Symmetric Mobility Tunneling mode Enabled
Interfaces

DSCP Value 0
Interface Groups

Multicast
} Network Routes
} Fabric Configuration
» Redundancy

¥ Mobility Management
Maobility Groups
Maobility Anchor Config
Multicast Messaging

BED Cisco 74 VLAXALAN Ay hO—Z2@ALCEEUTF 4 JIL—TICBET BI5E. & Cisco 74T L R
LAN O rO—5DIP7RLAEMAC ZPRLRZRI T4 v TEEUT g TIL—T AVII\DEREICIEMT %
WEHRHDET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Static Mobility Group Members
General
Local Mobility Group CTG-VoWLANZ
Icons
Inventory P
Interfaces MAC Address Address{Ipv4/Ipv6) Group Name Multicast IP Status
00:5d:73:1a:c3:49 10.81.6.70 CTG-VoWLANZ 0.0.0.0 up
Interface Groups
Multicast
» Network Routes
¥ Fabric Configuration
} Redundancy
b

Mobility Hanagement
Mobility Groups

Maobility Anchor Config
Multicast Messaging

- 7RIy 3 vilf (CAC)

EE (Voice) ] T[ZKEyvyayayhbO—I)LisA (Admission Control Mandatory) 1 Z&%1ICL T, {EH
9558 (5 GHz £72ld 2.4 GHz) [ U THRAFHES LU FHEAOO—I VI FHREOREESZRET S
EEHERUET,

BEEICHTZ2RATEIBEOT 7AILMEEITT5% T, CDI356% FO0—IVJ054 7Y MIFHEINT
W9,

A—3IY7 7547V NETFHUBEHDOO—IV THEBREBUNOERATEZ I, ZOMDFEENINTERS
TWBIERICHEA. O—IVJ 7547V MAFIC—EQO—I Y JFEENFRENET,

CAC #B®ICT 318481F. [O—KAR—X CAC (Load Based CAC) | EMICHE>TWBZ L2EELET,
O—RX—ZXCAC I, FyrYRILLEDIXRTOHN%E=ERBLET,
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Cisco

Wireless

¥ Access Points
All APs
} Radios
Global Configuration

¥ Advanced
Mesh
¥ AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ 802.11a/nfac/ax
Network
* RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac/ax)
CleanAir

» 802.11bfg/n/fax

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

802.11a(5 GHz) > Media

Voice .'I’ Video T Media ‘|

Call Admission Control (CAC)

Admission Control (ACM)

CAC Method 2

Max RF Bandwidth (5-85)(%)

Reserved Roaming Bandwidth (0-25)(%)

Expedited bandwidth

SIP CAC Support 2

Per-Call SIP Bandwidth 2

Enabled

Load Based
75

6

| Enabled

SIP Codec
SIP Bandwidth (kbps)

SIP Voice Sample Interval {msecs)

Traffic Stream Metrics

G.711 -

Metrics Collection

Foot Notes

1 11a rates(Kbps): 6000,9000,12000,18000,24000,36000,48000,54000
11n rates(Kbps): 65000,72200,130000,144400,135000,150000,270000,300000
2 SIP CAC should only be used for phones that support status code 17 and do not support TSPEC-based admission control.
3 SIP CAC will be supported only if SIP snooping is enabled.
4 Static CAC method is radio based and load-based CAC method is channel based.

[EFA (Video) 1 T[7PRKIXy¥avaybhO—)LusZA (Admission Control Mandatory) ] % HXIC T 20 E

RHHET,

Webex Desk Series Wireless LAN A H4 K

82



CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a(5 GHz) > Media
¥ Access Points | Woice | Video I Media |
All APs
* Radios
Global Configuration L
Call Admission Control (CAC)
¥ Advanced
Admission Control (ACM) | Enabled
Mesh
CAC Method 4 Static
» AP Group NTP
Max RF Bandwidth {5-85)(%)
» ATF . .
Reserved Roaming Bandwidth {0-25)(%)
RF Profiles
SIP CAC Support 2 Enabled
FlexConnect Groups
¥ FlexConnect ACLs
FlexConnect VLAN
Templates
Network Lists
¥ 802.11a/nfacfax
Network
= RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters Foot Notas
DFS (802.11h)
High! Throughput 1 11a rates{Kbps): 6000,9000,12000,18000,24000,36000,48000, 54000
(802.11n/ac/ax) 11n rates(Kbps): 65000,72200,130000,144400,135000,150000,270000,300000
Cleanair 2 SIP CAC should only be used for phones that support status code 17 and do not support TSPEC-based admission control.
3 SIP CAC will be supported only if SIP snooping is enabled.
# BOD2. 1ib/g/n/fax 4 Static CAC method is radio based and load-based CAC method is channel based.

BEOI-IL 7RIy avillzBMICLIBER. ROREZBWICTZILENHDEY (D

[show run-config] TXR/RAJRETTY) .

Call Admission Control (CAC) configuration

Voice AC - Admission control (ACM)............ Enabled
Voice max RF bandwidth........................ 75

Voice reserved roaming bandwidth.............. 6

Voice load-based CAC mode..................... Enabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM)............ Disabled
Voice Stream-Size.........ccceevuveiniieennnn. 84000

Voice Max-Streams.......c.c.cccevevvvennnnnn. 2

Video max RF bandwidth........................ 25

Video reserved roaming bandwidth.............. 6

voice stream-size & & U’ voice max-streams DfElF. HEICIHUTXOATY R&EFERICELD
SRTP AL TW2I5E(E, FHE Stream-Size ZIEPITNELHZIBEENHO LT,

(Cisco Controller) >config 802.11a cac voice stream-size 84000 max-streams 2
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WLAN S2ET QoS IELK Y R 7Yy 7EaNTWR T E2ERELET, COHREE. XYY REFS>TER

AlEETY.

(Cisco Controller) >show wlan <WLAN id>

Quality of Service......cccceeeeeeeeeeeeneeeeees Platinum (voice)
WMM. .. S|

Dot11-Phone Mode (7920)........cccceeeeeeeeennnn. ap-cac-limit
Wired ProtoCol..........ccccceeeeeeeeeeenneennnn. 802.1P (Tag=5)

BETSPEC T IT A TIAALT IV RDEMCHE>TWE I LEERELET,

(Cisco Controller) >config 802.11a cac voice tspec-inactivity-timeout ignore

(Cisco Controller) >config 802.11b cac voice tspec-inactivity-timeout ignore

AFATDHRET., [1=2Fv AN EFA USF 1LY M (Unicast Video Redirect) 1 & [VILFXFvY AN FAL

2 bOEFMIE (Multicast Direct Enable) ] #EMICT 2MENH D XTI,

CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Wireless 802.11a(5 GHz) > Media
¥ Access Points | Voice | Video | Media |
All APs
} Radios
Global Configuration
General
¥ Advanced
Unicast Video Redirect
Mesh
» AP Group NTP Multicast Direct Admission Control
b ATF Maximum Media Bandwidth (D-B5(%)) 85
RF Profiles Client Minimum Phy Rate 1 6000
FlexConnect Groups Maximum Retry Percent (0-100%) 80

¥ FlexConnect ACLs

FlexConnect VLAN

et Media Stream - Multicast Direct Parameters
Network Lists
Multicast Direct Enable
¥ B02.11a/n/fac/ax
Network Max Streams per Radio Mo-limit
* RRM Max Streams per Client Mo-limit
RF Grouping -
TPC Best Effort QoS Admission Enabled
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters Foot Notes
DFS (802.11h)
High Throughput 1 11a rates(Kbps): 6000,9000,12000,18000,24000,36000,48000,54000
(802.11n/ac/ax) 11n rates(Kbps): 65000,72200,130000,144400,135000,150000,270000,300000
Cleanair 2 SIP CAC shouwld only be used for phones that support status code 17 and do not support TSPEC-based admission contral.

3 SIP CAC will be supported only if SIP snooping is enabled.

b B802.11bfg/n/fax 4 Static CAC method is radio based and load-based CAC method is channel based.
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RFZ7O774)

RF 7O7 74 IV EERMUL. 79X RA VY NDTIL—THERT ZNELNHDEREFE., 5—% L—br. RRM
REREEZEETEET,

Webex Desk Series T#EHT % SSID |$ 5 GHz SR ICcOHFBERHIT I EEHELE T,

B U RF 7O7 74 )Lk, AP ZIL—TICERASINE T,

RF 707 71L& EMT %155, [RF 707 71L& (RF Profile Name) ] & [#&#R/R') ~— (Radio Policy) ]
ZEERITDVEINHDET,

[#®48/RY & — (Radio Policy) ] T 802.11a £7=I% 802.11b/g ZEIRL X7,

cl1sCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > New

¥ Access Points

All APs
» Radios Radio Policy 802.11a

RF Profile Name rtp-5

Global Configuration Use default RF Profile Template None
» Advanced
Mesh
AP Group NTP

.

b ATF

RF Profiles

[802.11]1 # 7T, MEBICWKRLULTTFT—YL—bEEZELET,

[»7A (Mandatory) ] &L T 12 Mbps %, [HY7/R— NiEd» (Supported) ] &L T 18 Mbps L EZFERIICT S
LEBEHLET., LFEUVREICE>TIE. BE (BEX) L—hELT6Mbps 2HMICTZUEHNELET,
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CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit ‘'rtp-5'
EAccessBoints General | 802.11 | RRM | High Density | Client Distribution |
All APs
} Radios
Global Configuration a
Data Rates® MCS Settings
» Advanced
Mesh 6Mbps  Disabled 0 Supported
} AP Group NTP 9Mbps  Disabled 1 Supported
» ATF 12 Mbps Mandatory d Supported
RF Profiles 18 Mbps = Supported 3 Supported
FlexConnect Groups 24 Mbps  Supported 4 Supported
} FlexConnect ACLs 36 Mbps  Supported 5 Supported
FlexConnect VLAN 48 Mbps = Supported 6 Supported
Templates 54 Mbps = Supported 7 Supported
Network Lists B Supported
b B02.11a/n/ac/ax 9 Supported
} 802.11b/g/n/ax 10 Supported
} Media Stream 11 Supported
, Application Visibility 12 @ Supported
And Control 13 Supported
Lync Server 14 Supported
Country 15 Supported
Timers 16 Supported
F Netflow —_ =
} QoS

[RRM] # 7 TlE. [RABAHLARILOEID YT (Maximum Power Level Assignment) ] £ &0 [R/NEHLANIL
DEID KT (Minimum Power Level Assignment) ] 38 &. ZDfhd [DCA]. [TPCl. LU [ANXL v IKR—
JL#&H (Coverage Hole Detection) ] SR EZRECEX Y,

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit 'rtp-5'
fEpAcceasiEolnks | General | 802.11 | RRM | High Density | Client Distribution |
All APs
» Radios
Global Configuration
TPC Coverage Hole Detection
»
Mesh Maximum Power Level Assignment (-10 to 30 dBm) 30 Data RSSI(-30 to -60 dBm) -80
» AP Group NTP Minimum Power Level Assignment (-10 to 30 dBm) -10 Voice RSSI(-90 to -60 dBm) -80
» ATF Power Threshold v1(-80 to -50 dBm) 70 Coverage Exception(0 to 100 %) 25
RF Profiles Power Threshold v2(-80 to -50 dBm) -67 Coverage Level(1 to 200 Clients) 3
ElexComnectGroupsl (N cal Profile Threshold For Traps
» FlexConnect ACLs
Avoid Foreign AP interference 3 Enabled Interference (0 to 100%) 10
ESxConaectNiAN Ch: | Width 20 MH: ° 40 MH; 80 MH: 160 MHz | 80+80 MH: Best Clients (1 to 200) 12
Templates annel Wic iz iz 2 iz -+ 3 est ients (1 to 200)
A Noise (-127 to 0 dBm) -70
» 802.11a/n/ac/ax Utilization (0 to 100 %) 80
b 802.11b/g/n/ax Client Network Preference
b Media Stream ~ Connectivity ) Throughput (@) Autematic
, Application Visibility
And Control Client Aware
Lync Server “Enable  (@Disable
Country High-Speed Roam
Einers HSR mode. " Enabled
b Netflow
» Qos
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e o
cisco

Wireless

~ Access Points
All APs
» Radios
Global Configuration

¥ Advanced
Mesh
» AP Group NTP

» ATF

MONITOR ~WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

RF Profile > Edit ‘rtp-5"

General | 802.11 | RRM | High Density | Client Distribution ‘

High-Speed Roam

Client Aware

“Enable  {@Disable

HSR mode

Neighbor Timeout Factor

| Enabled

RF Profiles DCA Channel List

FlexGonnect Groups 36, 40, 44, 48, 52, 56, 60, 64, 149, 153,
» FlexConnect ACLs 157, 161

FlexConnect VLAN DCA Channels

Templates

Network Lists y

) 802.11a/n/ac/ax

) 802.11b/g/n/ax

36

} Media Stream a 40
, Application Visibility a4

And Control .

Lync Server a 52

Country - -

Timers Extended UNIL-2 channels (| Enabled
) Netflow
» Qos

[E#E (High Density) ] 7 7 Tl&. [BKZ T4 7Y b#l (Maximum Clients) ]. [WILFF*F¥Y XA TF—F L —
; (Multicast Data Rates) ]. & XU [RxSop O L ZULME (Rx Sop Threshold) ] Zi&ETEZ% 7,

[Rx Sop DL Z\\fE (Rx Sop Threshold) ] ICIZT 7 # )L MEZFERAT B LEHBELET,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless RF Profile > Edit ‘rtp-5'

¥ Access Points
All APs
* Radios
Global Configuration

| General | 802.11 | RRM | High Density | Client Distribution |

High Density Parameters Multicast Parameters

} Advanced

Mesh Maximum Clients(1 to 200) 200

Multicast Data Rates? |_auto

» AP Group NTP
Rx Sop Threshold Parameters2

¥ ATF

Rx Sop

Default |4
Threshold€

RF Profiles

Custom

FlexConnect )l —7

FlexConnect E— RAICERESI NI TDT7 IR RA >~ k% FlexConnect 7 )L— 7|2 BMT 2HEBEAHD E I,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Groups > New
¥ Access Points
All APs
* Radios
Global Configuration

Group Name rip-1

» Advanced
Mesh
» AP Group NTP
b ATF
RF Profiles

FlexConnect Groups
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Cisco

MONITOR ~ WLANS

CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points
All APs
* Radios
Global Configuration

-

Advanced

Mesh

-

AP Group NTP
F ATF
RF Profiles

FlexConnect Groups

-

FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

-

802.11a/n/ac/ax

-

802.11b/g/n/ax

-

Media Stream

Application Visibility
And Control

-

Lync Server
Country

Timers

-

Netflow

} QoS

FlexConnect Groups > Edit ‘rtp-1"

General |’ Local Authentication ‘|’ Image Upgrade ‘|’ ACL Mapping ‘|' Central DHCP ‘|' WLAN VLAN mapping | WLAN AVC mapping \

‘Group Name rtp-1

Enable AP Local AuthenticationZ (|

VLAN Template Name

FlexConnect AP

HTTP-Proxy

Ip Address(Ipv4/Ipvé)

Part o

AAA

Server Ip Address

Server Type Primary
Shared Secret

Confirm Shared Secret

Port Number 1812

_Add |

FlexConnect 7 JL— 7 EICHAIEND 7V ARA Y FORKBTHPRES N THD, Thid WLC EFILEBETY,

Cisco

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points
All APs
¥ Radios
Global Configuration

» Advanced
Mesh

¥ AP Group NTP

¥ ATF
RF Profiles
FlexConnect Groups

CISco

FlexConnect Group AP List

Group Name rtp-1

FlexConnect APs

Add AP

Entries 0 - 0 of 0

AP MAC Address AP Name Status AP Mode Type

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Conflict with PnP

Wireless

¥ Access Points
All APs
¥ Radios
Global Configuration

-

Advanced

Mesh

-

AP Group NTP

¥ ATF

RF Profiles
FlexConnect Groups

FlexConnect Group AP List

Group Name rtp-1

FlexConnect APs

Add AP
Select APs from current controller

Ethernet MAC

_Add | Cancel

TILFF+AMTLLI B

AFA4T AN —ADERET., [WILFXxv¥ AN 4L 7 MEE (Multicast Direct Feature) | ZBXMICT 2N E
hKHbxd,

Webex Desk Series Wireless LAN BA f 1 K 88



CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Media Stream >General

¥ Access Points

All APs Multicast Direct feature Enabled
* Radios

Global Configuration Session Message Config

» Advanced . .
Session announcement State Enabled

L2 Session announcement URL

b AP GEORPINEE Session announcement Email

» ATF Session announcement Phone

RF Profiles

FlexConnect Groups Session announcement Note

} FlexConnect ACLs A

FlexConnect VLAN
Templates

Network Lists
} 802.11a/n/acfax
» 802.11b/fg/njax

¥ Media Stream

General
Streams
alval,
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Wireless Media Streams Entries 1-1o0f 1
¥ Access Points Stream Name Start IP Address(Ipv4/Ipv6) End 1P Address(Ipv4/Ipv6) Operation Status
All APs
e 10.195.19.27 239.1.1.1 239.1.1.1 Multicast Direct [~

Global Configuration
} Advanced
Mesh
¥ AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
} FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
} 802.11a/n/ac/ax
} 802.11b/g/n/ax

¥ Media Stream
General
Streams

[RILFEv AT 1LY NgtgE (Multicast Direct Feature) 1 Z28MICT 2 &, [WILFXFVYANTALLY M
(Multicast Direct) ] ZE%t T 2A T 3 VH WLAN BED [QoS] A= 1 —ICRFEhET,
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice’
~ WLANs | General | Security | Qos | Policy-Mapping | Advanced |
A Override Per-SSID Bandwidth Contracts (kbps) 18
} Advanced
DownStream UpStream

Average Data Rate 0 0

Burst Data Rate 0 0

Average Real-Time Rate 0 0

Burst Real-Time Rate o o

Clear
WMM

WMM Policy Required

7920 AP CAC Enabled

7920 Client CAC | Enabled

Media Stream

Multicast Direct Enabled
Lync Policy
Audio Silver

QoS 70774 )L

ZORJLZA47ELT[802.1p] BRI D ET. 4 D0 QoS 7O 74 )L (Platinum, Gold. Silver,
Bronze) #38FE L. 7O7 74/ &IC. [802.1p¥ % (802.1pTag) ] Z_EL £,

Platinum =5

Gold = 4

Silver = 2

Bronze = 1
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CISCO

Wireless

¥ Access Points
All APs
} Radios
Global Configuration

} Advanced
Mesh
¥ AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
F 802.11a/n/facfax
} 802.11b/g/n/ax
} Media Stream

Application Visibility
And Control

-

Lync Server
Country
Timers

¥ Netflow

¥ QoS
Profiles

Roles
Qos Map

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Edit QoS Profile

QoS Profile Name  Platinum

Description For Voice Applications

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate V] V]
Average Real-Time Rate o o
Burst Real-Time Rate 0 0

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate o o
Burst Data Rate V] V]
Average Real-Time Rate o o
Burst Real-Time Rate 0 0

WLAN QoS Parameters
Maximum Priority voice

Unicast Default Priority besteffort

oo

Multicast Default Priority besteffort

Wired QoS Protocol
Protocol Type 802.1p

B802.1p Tag 5

Webex Desk Series Wireless LAN A H4 K
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Cisco

Wireless

¥ Access Points

»

-

v w v

All APs

* Radios

Global Configuration
Advanced

Mesh

AP Group NTP

ATF

RF Profiles
FlexConnect Groups
FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
802.11a/n/ac/ax
802.11b/g/nfax
Media Stream
Application Visibility
And Control

Lync Server

Country

Timers

Netflow

QoS
Profiles
Roles
Qos Map

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Edit QoS Profile

QoS Profile Name  9°d

Deseripﬂon For Video Applications

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate v] 0
Average Real-Time Rate 1] o
Burst Real-Time Rate 0 0

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate v] 0
Burst Data Rate V] V]
Average Real-Time Rate V] o
Burst Real-Time Rate 0 0

WLAN QoS Parameters
Maximum Priority video

Unicast Default Priority video

oW

Multicast Default Priority video

Wired QoS Protocol
Protocol Type 802.1p

B802.1p Tag 4

Webex Desk Series Wireless LAN A H4 K
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CIsco

Wireless

¥ Access Points

-

-

-

All APs
* Radios
Global Configuration

Advanced

Mesh

AP Group NTP

ATF

RF Profiles
FlexConnect Groups
FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
802.11a/n/ac/ax
802.11b/g/n/fax
Media Stream
Application Visibility
And Control

Lync Server

Country

Timers

Netflow

QoS
Profiles
Roles
Qos Map

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Edit QoS Profile

QoS Profile Name  S'Ver

Description For Best Effort

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate ] V]
Average Real-Time Rate ] 0
Burst Real-Time Rate 0 0

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate 1] 0
Burst Data Rate ] V]
Average Real-Time Rate o o
Burst Real-Time Rate ] 0

WLAN QoS Parameters

Maximum Priority besteffort
Unicast Default Priority besteffort
Multicast Default Priority besteffort

Wired QoS Protocol
Protocol Type 802.1p

B802.1p Tag 0
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Edit QoS Profile
¥ Access Points
All APS QoS Profile Name ~ bronze
* Radios
Global Configuration Description For Background
} Advanced

Per-User Bandwidth Contracts (kbps) *
Mesh

DownStream UpStream
» AP Group NTP

Average Data Rate 0 0
» ATF
Burst Data Rate V] V]
RF Profiles
Average Real-Time Rate o o
FlexConnect Groups
Burst Real-Time Rate 0 0

} FlexConnect ACLs
FlexConnect VLAN Per-S5ID Bandwidth Contracts (kbps) *

Templates DownStream UpStream
e i Average Data Rate 0 0
» 802.11a/n/ac/ax Burst Data Rate 0 0
b B02.11bfg/n/fax Average Real-Time Rate o o
} Media Stream Burst Real-Time Rate 0 0
» Application Visibility
And Control WLAN QoS Parameters
Lync Server Maximumn Priority background
Country Unicast Default Priority background
Timers Multicast Default Priority background
} Netflow Wired QoS Protocol
b QOS Protocol Type 802.1p
Profiles
Roles B802.1p Tag 1
Qos Map

RElRE

EAP OEHMERTE
JO—NILLRILTOHBETED EAP JO—KRFv A MF—RIRERE. IXTDEAP /XS A—%(FSSID &
EFFTO0—-NILLARILTRETZET,

EAP NT A= ZRRFLIIRET SICIE. [EF a2V T4 (Security) ] > [EEL EAP (Advanced EAP) ] %=
BRLET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Advanced EAP
¥ AAA Identity Request Timeout {in secs) 30
General
» RADIUS Identity request Max Retries 2
» TACACS+ Dynamic WEP Key Index 0
LDAP
o) PR Request Timeout {in secs) 30
MAC Filtering Request Max Retries 2

» Disabled Clients
User Login Policies
AP Policies EAPOL-Key Timeout (in milliSeconds) 400
Password Policies

Max-Login Ignore Identity Response enable

EAPOL-Key Max Retries 4

» Local EAP
EAP-Broadcast Key Interval(in secs) 3600

Advanced EAP
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v Y RS54 %N LT Cisco Wireless LAN Controller @ EAP XS A—4 &K RT 2L, XOOATY REAN
LEY,

(Cisco Controller) >show advanced eap

EAP-ldentity-Request Timeout (seconds)........... 30

EAP-Identity-Request Max Retries................. 2

EAP Key-Index for Dynamic WEP.................... 0

EAP Max-Login Ignore Identity Response........... enable

EAP-Request Timeout (seconds).................... 30

EAP-Request Max Retries.........ccccvvvennennnen. 2

EAPOL-Key Timeout (milliseconds)...................... 400

EAPOL-Key Max Retries.......cccccceevevuiiennnnns 4
EAP-Broadcast Key Intervail....................... 3,600

802.1x Z{FFHT %154, Cisco 74 VL X LAN Oy ~O—50 [EAP ERY 1 A7 ;b (EAP-Request
Timeout) | #2404 < & 20 MCRET ZVNENHD XY,

Cisco 7/ VLA LAN AV O—Z YT RNz 7DRED/N—I 3V TlE. T7A4IL 5D [EAP BERY A AF D b
(EAP-Request Timeout) ] A' 2 #Hh5 30 WICEESIhX L1,

EAP DKM BEEICHRET Z2EHTIE. [EAP BEXRY 1 A7V~ (EAP-Request Timeout) ] % 30 #KFITES

ITHEHLHDXT,

Cisco 74 VL X LAN Oy hO—ZI%xt9 % [EAP RS 1 A7 b (EAP-Request Timeout) | ZZE 3 %(C
[, A hO—5IC Telnet £#=1d SSH TEEHL T, XOAY Y REANLET,

(Cisco Controller) >config advanced eap request-timeout 30

PSK %#{ER Y %1553, [EAPOL-Key Timeout] #77 #JLk® 1000 S UFMH S 400 S UFICHS L. [EAPOL-
Key Max Retries] 257 7 A LhD 215 4 ICRET B E2HRBLET,

802.1x %#{EFA Y %15A (3. [EAPOL-Key Timeout] & & UF [EAPOL-Key Max Retries] D77 # )L ME (FhZh
1000 SUME LV 2) Z2FEALTHELKEMELE TS, ZhZEN L4000 BLV 4 ICRETHLEEHBLET,

[EAPOL-Key Timeout] (Z. 1000 S U (1#) ZBRRBRWLWLSICLTLESL,

Cisco 74 VL X LAN O hO—ZIZ%t9 % [EAPOL-Key Timeout] 2ZE 3 %(Cld. I¥ FO—FI(C Telnet
fold SSH THEHEL T, ROOAYY REANLET,

(Cisco Controller) >config advanced eap eapol-key-timeout 400

Cisco 74 VL X LAN O hO—3 %9 % [EAPOL-Key Max Retries Timeout] #Z%® 3 5I(C(d. Jv hO—
ZIC Telnet E7z1& SSH TEHEL T, XAV REZANLET,
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(Cisco Controller) >config advanced eap eapol-key-retries 4

[EAP-Broadcast Key Interval] A% 3600 # (1 Bff) MU EICBESNTWSDZ E&2HEELET,

Cisco 74 VL X LAN O hO—ZIZxt9 % [EAP-Broadcast Key Interval] 2ZE 9 5(Cid. JvbhO—3I(C
Telnet /(3 SSH TEHEL T, XDIAX VY RZANLET,

(Cisco Controller) >config advanced eap bcast-key-interval 3600
Auto-Immune
Auto-lmmune (EHC®E) #EElL. Y —EXIET (DoS) WBICH T ZREDI-HICEEBRIRTEMICTEZXT,
CDEREZBMICLTH. Voice over Wireless LAN [Tk > THEIN G| ERR I NDAIEEMELHD FT, ZDf:

8. Cisco 74 ¥ L X LAN O hO—5 T Auto-Immune ¥EEx EWICT B2 HEBLET,

Cisco 74 VYL X LAN Oy FO—F I3 B Auto-Immune 52 EZR/RT DICIE. O bO—FIC Telnet /=%
SSH TEHLT. XAV RKREANLEY,

(Cisco Controller) >show wps summary

Auto-Immune
Auto-Immune.......ccceeeeeeeeeeeeeeeeeeeeeees [#%h (Disabled) ]

Client Exclusion Policy

Excessive 802.11-association failures.......... Enabled
Excessive 802.11-authentication failures....... Enabled
Excessive 802.1x-authentication................ Enabled
IP-theft.. ..o Enabled

Excessive Web authentication failure........... Enabled

Signature Policy

Signature Processing........ccccoeveeiniaeee. Enabled

Cisco 74 ¥ L X LAN Oy FO—3I23d 9 % Auto-Immune #EEZ BEICT B(CIE. OV MO—5(C Telnet £ 1=
& SSH TEHEL T, XAV REANLET,

(Cisco Controller) >config wps auto-immune disable
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ARIERY O —
[RIEEO4—Y 3 v 70 3JL (Rogue Location Discovery Protocol) 1ICIZF 7 4L ME ([#%) (Disable) ])
DOFEAEZHEBLET,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Rogue Policies
¥ AAA
General Rogue Detection Security Level Low High Critical ° Custom
> RADIUS Rogue Location D Pratocal Disabl
e ogue Location Discovery Protoco isable <~
LDAP Expiration Timeout for Rogue AP and Rogue Client entries 1200 Seconds
Local Net Users _
MAC Filtering Validate rogue clients against AAA Enabled
= Disabled Clients Validate rogue AP against AAA “|Enabled
User Login Policies
AP Policies Paolling Interval o Seconds
Password Pakcins Validate rogue clients against MSE ~IEnabled
¥ Local EAP
Detect and report Ad-Hoc Networks ElEnabled
Advanced EAP
Rogue Detection Report Interval (10 to 300 Sec) 10
¥ Priority Order
Regue Detection Minimum RSSI (-70 to -128) -90
} Certificate
Rogue Detection Transient Interval (0, 120 to 1800 Sec) o
¥ Access Control Lists
Rogue Client Thresheld (0 to disable, 1 to 256) o
-~ Wireless Protection ) -
Policies Regue containment automatic rate selection Enabled
= Rogue Policies
General Auto Contain
Rogue Rules
Friendly Rogue Aute Containment Level 1
Standard Si t —
andar ) gneatures Auto Containment only for Monitor mode APs Enabled
Custom Signatures
Signature Events Auto Containment on FlexConnect Standalene ~|Enabled
Summary -
Client Exclusion Policies Rogue an Wire Enabled
e or Using our SSID “|Enabled
Management Frame
Protection Valid client on Rogue AP ~IEnabled
} Web Auth AdHoc Rogue AP “IEnabled

¥ TrustSec
Local Policies
¥ Umbrella

¥ Advanced

Cisco Catalyst 1I0S XE 74 V7L X LAN Y hO—5& &L T Lightweight 77 £ X
RAV B

Cisco 74 ¥ L X LAN Oy bO—5E LU Lightweight 77X R4V M ERET S EEIF, KDAARSAY
ZEALTSEZL,

e [802.11r (FT) ] & [CCKM] AHBE LTSN TWRWI EZ2ERLET
[Quality of Service (QoS) SSID /RY &— (Quality of Service (QoS) SSID Policy) |1 %[5 FF

(Platinum) JICEREL X T
e [WMMKRY>— (WMM Policy) | % [#4ZA (Required) ] ICERELXT
e [802.11k] /' [#&Xh (Disabled) ] ICia>TWBZ E&MEELET
o [802.11v] »' [#E%) (Disabled) ] ICk>TWAZ E&ERLET
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o [ByyavH#A4AF7 I (Session Timeout) ] A"EXT. IELKBEINTVNBR EZ2ERALET

e [¥—D70O0—K*+ X NHEPFE (BroadcastKey Interval) ] AEMICH>TWVWT, IELKBES TS
CEEERLUET

e [AironetIE] ' [E%) (Enabled) ] ICH>TWAZ E&ERLET

e [P2P (E7Y—¥EF) 7Ov*x>v%Y 73> (P2P (Peerto Peer) Blocking Action) ] Z&EXMICLE T,
o [US5A4TF7YIRENY A AT IR (Client Exclusion Timeout) ] AIELK BRFESN TR E2HELET
o [DHCP H'WETY (DHCP Required) ] ZEMICLET

o [[FEENh/-EE7L—A (PMF) (Protected ManagementFrame (PMF) ] (. [{£E& (Optional) ]
X713 [#EX (Disabled) ] ICFRETZLENHDXT

o [DTIM EH (DTIM Period) ] % [2] ICSREL X T

o[B8 (Load Balance) ] % [#&3%h (Disabled) ] ICFREL T

o [#FEiEIR (Band Select) ] Z [} (Disabled) ] ICRREL XY

e [IGMP ZX—E>% (IGMP Snooping) ] % [5#%) (Enabled) ] ICE¥EL X7
o MNEICIHLT[F—4L—b (DataRates) ] 25%EULET

o MEICMUT[RRM] ZRELEY

e [EDCA 7O7 71 )l (EDCA Profile) ] = [EED&EIL (Voice Optimized) ] /-l [EBEH LU ET
F DBt (Voice and Video Optimized) ] IC38EL X T

o [EHHIPR (Power Constraint) ] »' [#&%) (Disabled) ]IC>TWBZ & &EELET,

o [FyYRILARAYFRXFT—4 X (Channel Switch Status) ] & [X<— K DFS (Smart DFS) ] Z8&%hIC
LEY

o [FYYRIL AAYF 7F9Y X E—EK (Channel Switch Announcement Mode) ] % [#f# (Quiet) ]
ICRRELET

o MNEICIHLTI[BRIL—TvYF—%L—F (High Throughput DataRates) ] Z88E L X9

e [CleanAir] ZBRICLET

o [RILFH+AFSFAL Y MM (Multicast Direct Enable) ] Z2B%ICLET

802.11 XYy F7—V DEETE
Webex Desk Series (&, 5 GHz i TOEEZ#HBULE T, 5 GHz BIETEIZHDOF v Vv XILZFEHATESS .
2.4 GHz FIRIFETHNEZ L BW=HTT,

5GHz 2#EHT %881, 5GHz XY M T—UDRATFT—49 2D [BX (Enabled) ] ICEHRESNTWVWSZ & #/ER
LEY,

[E—OAEHE (Beacon Period) 1% M00ms) ICERELZET,

WA (BXK) L—FEULT12Mbps &2, HiR—bXd5H (EE) L—bELT 18 Mbps U EZZNZFNRET S
EEBEHLET, 72720, BREBICE>TIE. 6 Mbps Z07A (BEXR) L—MELTEMICTDIVNELHDET,
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il Cisco Catalyst 9800-40 Wireless Controller — Wekomeaphs | @& % B # W @ & Q cd
16.12.2s

B Configuration - > Radio Configurations -~ > Network

5 GHz Band 2.4 GHz Band

Dashboard

Monitoring General
A Configuration 5 GHz Network Status v

Administration A Please disable 5 GHz Network Status to configure Beacon
Interval, Fragmentation Threshold, DTPC Support.

Troubleshooting
Beacon Interval* 100

Fragmentation 2346
Threshold(bytes)*

DTPC Support v

CCX Location Measurement

Mode

Data Rates

A Please disable 5 GHz Network Status to configure Data
Rates

6 Disabled vg Disabled v12 Mandatory
Mbps Mbps Mbps

18 Supported v24 Supported +36 Supported v
Mbps Mbps Mbps

48 Supported v54 Supported v

Mbps Mbps

2.4 GHz AT 2881E. 24GHz RY N T—IDRAF—H A& 802.11g XY R T—UDRAF—49 AN [BH
(Enabled) 1 IR ESINTVWBRZLERERELET,

[E—O>[EHE (Beacon Period) ] %= 100 ms] ICERELE T,

AV 7IV7VTNEnBETZLAY—IF14T7 YD TA VLA LAN CEELBWESIE. 77EARTY
hD 2.4 GHz BIRIRE T [ 3— T Y F U 7IL (Short Preamble) 1z [H%) (Enabled) ] [CERET 2WENH
hExd, OvT F7UV7V7ILoRbOICya—8 F7VT7VT7INEERTZEICE>T, T4V LR Ry hT—
TJDINTA—IVAHEELET,

T4 YL X LAN [CHE#T % 802.11b DHDY 4 7 ¥ hHRWEE, WA (BX) L—hELT 12 Mbps,

AR—FEHR (FR) L—FEULT 18 Mbps Z5ET D Lz2BEHLET, /2L, REICEL > TIE. 6 Mbps

ZWNWE (BX) L—MELTEHEIICTIZLENHDET,

802.11b V54 7Y MHEFEET ZI5EIE. WE (EX) L—bELT 11 Mbps, HR—bXgk (EE) L—HE&
LT 12Mbps ULEEZFNZNRETIVENHDET,
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‘{‘:ll's“':lc',' Cisco Catalyst 9800-40 Wireless Controller Welcomealpha | % ® [E & M @ 2 Q =
1612 2

Configuration * » Radio Configurations * > Network

[s]

|F“ Dashboard 5 GHz Band 2.4 GHz Band

) Monitoring > General
. Configuration 2.4 GHz Network Status

dministration 5 A Please disable 2.4 GHz Network Statws to configure
802.11g Network Status, Beacon Interval, Short Preamble,
Fragmentation Threshold, DTPC Support.

oubleshooting

B02.11g Network Status
Beacon Interval* 100
Short Preamble

Fragmentation 2346
Threshold(bytes)*

DTPC Support

'CCX Location Measurement
Mode

Interval* &0

Data Rates

A Please disable 2.4 GHz Network Status to configure Data

Rates

1 Disabled 2 Disabled v |55 D d

Mbps Mbps Mbps

6 Disabled ¥ |9 Disabled +» 1 Disabled

Mbps Mbps Mbps

12 Mandatory ~ [18 Supported 4 |24 Supported v
Mbps Mbps Mbps

36 Supported 4 | 48 Supported o |54 Supported
Mbps Mbps Mbps

BAI—7v b (802.11n/ac)

802.11n F—4% L—MI3E#E (24GHz BLUVU5GHz) S EICHRETEET,

802.11ac ¥—% L—KNIE 5 GHz ICOHBRHTZZEI,

[WMM] B"E#ICE->TWBZ &, LU [WPA2 (AES) ] H%802.11n/ac T—F L — M2 ERAT D LIICHES

NTWAZ E&ERALET,

Webex Desk Series [&. HTMCS 0 ~ MCS 15 & VHTMCS 0 ~ MCS91SS 8LV 2SS F—45 L —bhDHEH
R=FULEITH, MIMO 7T+ T7./0JV—%2ELRAUFEEZFET 514D 802.11nf/ac 754 7V NHFEET
518, £bEWVWL—MDFIARIGERISEICIE, AT a3 vy TEDEHWWMCS L— b E2EMICTEET,
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il Cisco Catalyst 9800-40 Wireless Controller ~ Welcome apha & & @) & 4 @ & Q &
16.12.2s

o Configuration~ > Radio Configurations -~ > High Throughput

[ Dashboard 5 GHz Band 2.4 GHz Band

(@) itori
(£) Monitoring

Configuration v 11n
Administration Enable 11n [~ SelectAll [~
’ Troubleshooting

MCS/(Data Rate) MCS/(Data Rate) MCS/(Data Rate) MCS/(Data Rate)
J0/(7Mbps) A/(14Mbps) 2/(21Mbps) 3/(29Mbps)
4/(43Mbps) 5/(58Mbps) 6/(65Mbps) 21(72Mbps)
8/(14Mbps) +9/(29Mbps) -10/(43Mbps) A1/(58Mbps)
A2/(87Mbps) A3/{116Mbps) A4/(130Mbps) A5/(144Mbps)
16/(22Mbps) A7/(43Mbps) 18/(65Mbps) ~19/(87Mbps)
20/(130Mbps) +21/(173Mbps) 22/(195Mbps) 23/(217Mbps)
/24/(29Mbps) 25/(58Mbps) 26/(87Mbps) 27/(116Mbps)
.28/(173Mbps) 29/(231Mbps) .30/(260Mbps) .31/(289Mbps)

¥ 1lac

A The Data rates are for 20MHz channels and Short Guard

Interval

Enable |tac Select All v
SS/IMCS SSIMCS SS/MCS SS/MCS
A18/(86.7Mbps) | 1/9/(nfa) | 2/8/(173.3Mbps) 1 219/(nfa)
3/8/(260.0Mbps) | 3/9/(288.9Mbps) | 4/8/(346.7Mbps) | 4/9/(nfa)

¥ 1lax
Enable 11ax |~ Select All v
Multiple| Bsisid
SS/MCS SS/MCS SS/MCS

Af7 e <1 217
J2/9 2111 ~|3/7 ~|3/9
Al v a7 v 419 v 4
617 ~|5/9 ~15/1 617
46/9 ~|8/1 1717 1719
A 1817 89 v|8Mm

INTA=H
EDCA T A—4to 3T, ERTIEREFEFHICHUTS5GHz £/21 2.4 GHz ® EDCA 7O7 71 )L %
[Optimized-voice] Z 7z |% [Optimized-video-voice] ICEREL T,
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DFS (802.11h) €2 3> . [EBhHIPR (Power Constraint) ] (IREREDXXICT SN, 0dB ICERET B
BENAHDXET,

[Fv>YXILAA vy FRFT—4 R (Channel Switch Status) ] & [A<— bk DFS (Smart DFS) ] BAERIICE > T
SWNEHLHDET,
[FyvXIL R4 vF FFI>Y X E—K (Channel Switch Announcement Mode) ] I [{F# (Quiet) | ICRRET
SWEHLHDET,

n Iélllq.(l.lcl\' Cisco Catalyst 9800-40 Wireless Controller Welcome alpha # B & MLMeOec Q =
16122

T Configuration - > Radio Configurations - > Parameters

5 GHz Band 2.4 GHz Band

= Dashboard

EDCA Parameters

EDCA Profile optimized-video-v_. »

: Administration

DFS (802.11h)
Troubleshooting

A OTPC Supy

Power Constraint* o

Channel Switch
Status

Channel Switch Cuiet
Announcement

Smart DFS

RRM
FrURINERBENREZERIZEFHADYUTARZEMNICT S L 2HEHLET,

FERYT ZREIEEEE (5 GHz £/213 2.4 GHz) [CIEL T, Z9ERXA RA YV MDREEENLANILDED Y THES:
BRELXT,

BEFMEALARNILDED Y TEFEARAT Z5EE. BHORALARNILERINRNILEZEETEEXY,

B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeapra # W [ & M © T Q C2
16122

"
I1sC

Configuration * > Radio Configurations* > RRM

™ Dashboard 5 GHz Band 2.4 GHz Band FRA

Monitoring > General  Coverage DCA  TPC  RF Grouping

L Configuration

2 Power Assignment RCONG6-21A-WLCS (10.201.51 9
Power Assignment Method Eoacer
Administration Transmit Power Update 600 second(s)
Interval
; © Automatic - \
& Troubleshooting Last Run; 365 second(s) ago
On Demand Power Neighbor Count 3
Fixed

Max Power Level Assignmer 17
Min Power Level Assignmen 11

Power Threshold* -70
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5GHz ZEAT %1583, ZBOF v VRINERAXF Vv VT BEDICHRET D77 EARS Y MREOEZEDAIEEM
ZENBET B/=HICTF vV RILOEZFIRTZET (Bl : 12 F v URILDH) .

Cisco 802.1Mn 77 A RA4 Y & FERHULTWSIEEIE 5 GHz F v XILig%E 20 MHz £7-13 40 MHz FH& L TE%
TETZ., Cisco802.11ac 77 R RA4 Y h&2FEARALTWSIHEEIE 5 GHz F+ XJ)LIE%Z 20 MHz, 40 MHz, /-

[ 80MHz FHELTRETEE Y,

IARTDTZ7 VLA RA VN TRAIULF v XIVIEZEFERAT R EEHBELET,

! ‘CIIISI é'c; Cisco Catalyst 9800-40 Wireless Controller
161225

Q

[ Dashboard

General Coverage DCA
Configuration
Administration

Troubleshooting

Interval

Anchortime

Avoid Foreign AP Interference
Avoid Cisco AP load

Avoid Non 5 GHz Noise

Avoid Persistent Non-wifi
Interference

Channel Assignment Leader
Last Auto Channel Assignment
DCA Channel Sensitivity

Channel Width

Auto-RF Channel List

140144 148153167 161 165

Event Driven RRM

EDRRM

Configuration* » Radio Configurations *

Welcome alpha A B &M e Q =

> RRM

5 GHz Band 2.4 GHz Band FRA

TPC RF Grouping

Dynamic Channel Assignment Algorithm

Channel Assignment Mode © Automatic

Freeze

Off

10 minutes ¥

[1}

RCDNG-21A-WLCS (10.201.81.9)
475 second(s) ago
medium

20 MHz @ 40 MHz 80 MHz 160 MHz Best

-/ - -/ -
36 40 44 48 52 56 60 G4 100104108112116120124 128132136

24 GHz 2RI %R, FrYXIUZARTEFrURILI, 6. BLU 1T LHZEMICLET,
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n "cluls'éln;‘ Cisco Catalyst 9800-40 Wireless Controller Welcome aipha | & W B & 8 @ T Q &
16.122s

= Configuration * » Radio Configurations * > RRM
Q

|H| Dashboard 5 GHz Band 2.4 GHz Band FRA

Monitoring 3 General Coverage DCA TPC RF Grouping

Configuration >

Dynamic Channel Assignment Algorithm
Administration

Channel Assignment Mode © Automatic
Freeze
Off
Interval 10 minutes
Anchortime o

Avoid Foreign AP Interference

Avoid Cisco AP load

Avoid Mon 5 GHz Noise

Avoid Persistent Mon-wifi
Interference

Channel Assignment Leader RCDNG-21A-WLCS (10.201.81.8)
Last Auto Channel Assignment 531 second(s) ago
DCA Channel Sensitivity medium

Auto-RF Channel List

12 3 4 5 6 7 B

a4 10 11

Event Driven RRM

EDRRM

FERTDERBEHICIHUTS5GHz £ 24 GHZ ICF v RILB LR EBHEFAFI v IICEIDYTEN D
&SI, E2«DT7 IR RAVIMDEBREETO—NILBELDLEHLREIERIENTEET,

ZFOMOT IV EARA Y b EBEFEID Y TAREREFNICERESNTVWSR IV ECARI VY MDTZAD Y MIHLTE
MICTEET,

COFRER. TYT7AICHHENGTSNEFET 2IHEICLETY.

Cisco0 802.1Mn 77 A R4V F A2 FRHLTWBIEEIE 5 GHz F+ XJLIEZE 20 MHz £7-13 40 MHz FH& LT
TETZ, Cisco802.1Mac 77 tRXA RA v ha2FAHULTWBIESIE 5 GHz F+ XJLIEZ 20 MHz, 40 MHz, /=
[ 80MHz BEULUTERETEZEY,

IRTDT7 VLA RAV M TRAIULF v RIVIEZFERATZEEHBELET,
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thuale Cisco Catalyst 9800-40 Wireless Controller ~ Welcome apha | # % B # M @ = Q =
16.122s

Configuration = > Edit Radios 5 GHz Band x
Q

Configure Detail
=
Dashboard W All Access P
IQ' General RF Channel Assignment
> Al Number of AP(s): 1
2) Monitoring
E AP Name rcdn6-22a-ap1 Current Channel 149
i AP v AP
> Conﬁguratlon Name Model Admin Status Channel width 40 MHz A
Administration rednB-22a- :':3'50 CleanAlr Admin Status Assignment Method Global v
& g
Troubleshooting B Antenna Parameters Tx Power Level Assignment
Antenna Type Internal v Current Tx Power Level 2
V¥ 5GHzRadio! Anenna Mode ormni Assignment Method Global v
Number of AP(s): 1 Antenng A >
AP ~ Slot
Name No Antenna B L4
rcdn6-22a-
apl 1 Antenna C v
1
Antenna D v
Antenna Gain 10
2.4 GHz Rad
Download Core Dump to bootflash
Dual-Band R
Country
LSC Provisio
Update & Apply to Device

CleanAir

CleanAir 72 /OY —%#B#H UCisco D7V ARA Y 2 FALU TEEO TSR3 2185(F.
[CleanAirdFE%I{t (Enable CleanAir) ] %= [H%) (Enabled) ] ICT 2EAHD XTI,

@ Uul Cisco Catalyst 9800-40 Wireless Controller Welcomeapha = # ¥ B # 0 @ & Q 3
169228

C

Configuration= > Radio Configurations = » CleanAir

Dashboard 5 GHz Band 2.4 GHz Band
Monitoring 3 General Trap Configuration
Configuration
Enable CleanAir
{0 Administration
Enable SI
Troubleshooting Report Interferers
Persistent Device
Propagation
Avallable Interference Interference Types
Types 1o detect

TDD Transmitter
Jammer

Continueus Transmitter
DECT-like Phone
Video Camera
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WLAN DFEFE

Webex Desk Series (CIZBID SSID #{EAT 22 E2B8HLET,
72U, BEXIL Cisco Wireless LAN T KR4 Y &2 HR— T2 &S ICRESN/BEED SSID h'd 515
B, ZO WLAN ZRb O [CERATEEY,

Webex Desk Series T#EHT % SSID (£, $5E®D 802.11 HEEY 1 TICOH BRI DLDICHETEET
(802.11a MHKE) .

Webex Desk Series (&, 5 GHz R TOEEZ#HBLE T, 5 GHz B TIEIZHOF v Vv XILZFEHATESS
Z. 24 GHz B FEFTHN L BN=HTT,

BEIR L 7= SSID At LAN [CHEASINTVWERWC EZERRL T EZ L, FHSNTWSERT. RHICERS Tt
FaVT4 Y1472 FERALTVSIERIE. EROBABE/EIO—SIVIhICEENRET HAEEINHD T,

B .l Cisco Catalyst 9800-40 Wireless Controller Welcome ajpha | # © B & @ @ T Q L4
16.12.25
= Configuration - » Edit WLAN =
General Security Advanced
| Dashboard Profile Name* Voice Radio Policy B2 Maonly  «
Number of WLANs s SSID* voice Broadcast SSID ENABLED .
Status  Name WLAN ID* 1
e —
@ “ Status EMNAELED .|
(+] Data )

2% Troubleshooting 1

[RESN/-EE 7L —A (PMF) (Protected Management Frame (PMF) ] % [{£& (Optional) | 7=l [EX)
(Disabled) ] ICRRELZ Y.

AES (CCMP128) EEE{b&fER LI WPA2 /R Y —ZFRICLET, ZDE, 802.1x & PSK DELSEFEHT
MU T, B —BEY L TELT802.1x E PSK DEBESMEBMICLET.
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n sl Cisco Catalyst 9800-40 Wireless Controller A B & e Q =

cisco
SUTEE Edit WLAN ad

neral Security Advanced

»

Configura

£ Dashboard

Layer2 Layer3 LEE

Number of WLANs sslected : 0

Monitoring
Layer 2 Security Mode WPA + WPAZ . Fast Transition Enabiled v
CDnﬁguratl'on Status:  Name « 1D
QO Voo 1 MAC Filtering Over the DS
Administration > = =
o . Protected Management Frame Reassociation Timeout 20
Troubleshooting 1 0 .
PMF Disabled \
WPA Parameters
WPA Policy
WPAZ Policy v
WPAZ Encryption AES[CCMP12E)
COMP256
GCMP128
GCMP256
MPSK
Auth Key Mgmt 802.1x
P
COKM
FT + 802,1x
T+ PSK
802.1x-5HAZSE
PSK-SHA256
D Gencel Update & Apply to Devic
"cll's'c'g' Cisco Catalyst 9800-40 Wireless Controller Welcome alpha | & ® B & T @ T Q =
16.12 23
Contguration > Tags & Profies - > [N

Security Adhva
Dashboard i
Layer2 Layer3 A,
Monitoring » Nurmber of WLANs selected : 0
- . o Layer 2 Security Moda WPA+ WPAZ Fast Transition Enabled .

Configuration e | — -

©Q  Voice 1 MALC Filtering Over the DS
Administration

@ L L Protected Management Frame Reassociation Timeout 20
Troubleshooting 1 0 .

PMF Disabled v

WPA Parameters

WPA Palicy
WPAZ Policy
WPAZ Encryption AES[CCMPIZE)
CCMP256
GCMP128
GCMP256
MPSE
Auth Key Mgmt 802.1x
PSK
CCEM
FT + 802.1x
FT + PSK
802, 1x-5HAZSE
PSK-SHAZSE
PSK Format ASCH -
DSK Tuna -
D Cancel
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ZEDEFEYV 7147V MIREU SSID 2EAY %5A&(d. 802.1x ¥ PSK ZEHIT M ES NI U T,
802.11r (FT) . CCKM, PSK H BXICTE %9,

802.1x ZfAL TW3IFHIE. RADIUS H—N—JI)IL—TTEHESI N’z RADIUS H—/\—ICT v TF % AAARR
AEU A ZRELET,

B vl Cisco Catalyst 9800-40 Wireless Controller W #TES e qQ -

= Dashboard

1<) Monitoring
Cortfiguration

Administration

% Troubleshooting

[Aironet IE] (& [H%) (Enabled) ] ICLARWTL 2 LY,

[E7Y—ET (P2P) o70Ov*>5 723> (PeertoPeer (P2P) Blocking Action) ]% [#&%)
(Disabled) ] ICT 2ELHDXT,

Webex Desk Series F /=& fthdd WMM STISEBEEHEHA Z D SSID 2FHRAT 3 FEDHBERICOH. [WMM RY ¥ —
(WMM Policy) 1% [%7B (Required) ] ICERET Z2HEAHDET,

WLAN [CIEWMM 2 54 7Y D BEET BBE. TNO5DI T4 7Y =230 WLAN ICEEBT 52 L 2#HBLET,

fDIE WMM & 5 4 7> k h¥ Webex Desk Series EFE U SSID Z{EAT 2NEHLHZHRIFE. WMM R o —H
[Era] (Allowed) ] ICERESNTWB I L EERLET,

WLAN &, AP &, WLAN T &, TG APEFESED WLAN S EDBRKY T4 7V MEEGIZ. DEICIHU
TR TZXT,

[A7F v Y RILZXF v O (Off Channel Scanning Defer) | ZRBI 5 & T, AFv VOFRRHEIIT
B, FEDF 21— ITE2AF v VEFHEIEEIENTEZET.

Fa1—4 -~ 6 DEEBRRIRMUZAENICTSILZHFEFHLET.
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RANIT7A—=bF 77V5—2 3V 2EICHERAT25EE. FLEEBREMOEVW TV -3y (BF. W
HliEix &) D DSCPEHLAT IV ERRS ¥V MIERBIh TLWRWESEX. BEIBLZOEVF1— (4 ~ 6) &H(C
BEIBLEOEWNF 21— (0 ~ 3) ZAMCLTATZFr U RILRAFr v 2FHIEILLBIC. BRICEOTIFR
FrUDOFRBHEZRCTIZLEZHRELET,

EAP TS —HEEICERETIEMTIE. 734 AVT4F+2—7 2BHICLT. EAP HERICATF vV RILA
FrVERATEIEEHEOLET,

[A—KIXF >4 (Load Balancing) ] & [#15%R (Band Select) ] i EMICH>TWB & ZHERLET,
[DTIM @88 (DTIM Period) ] % [2]iC. E—OVEHE%Z [100 SUP] ICHRELE T,
802.11k & 802.11v [FHR—rShTWE W6, EMCITIVELAHDET,

B3 .l Cisco Catalyst 9800-40 Wireless Controller Wekomeapra | # ® B & W € T Q >
— 18123
wan (esewnn _______________________________________*
General Security Advanced
- E—
i foas oSt Coverage Hole Detection Universal Admin
Adronet IE Load Bal
e} S50 [+l Disabies Band Select
woice
- LR Myt P So
O Administration |, ‘ L
. Media Siream M WMM Policy | Requred
% Troubleshooting 0o direct
mONS Mode ]

Dater
For AP Radio 200
Per WLAN
11v BSS Transition Suy
ppont Scan Dofor 00
BSS Transition Assisted Roaming (11k)
00
Prediction
Jptimizat
Neighbor List
Dual Band Neighbar
Liat
DTIM Period (in beacon intervals)
T1ax 5 GHz Band (1-255) 2
2.4 GHz Band (1-255)
Downlink OFDMA
Uiriink CUETAAL
‘D Cancel =1 Update & Apply to Device

Ruyv—7O0774)

RUD—=TO7 70L& ZUVER. QoS, EEUT 1. BLUFHMREICEHIZENMBREZEET H/cHICERA
IhFE9,

RIS, RUY=TO7 700 ZIVEARA Y MITERATESRY =5 TN ULTWLAN 7O7 71)LICT Y
Evianzxd,

RUVY—7O7 741D [RAF—% R (Status) ] »°[B% (Enabled) ] ICkh>TWBZ E&2EELET,
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@ .l Cisco Catalyst 9800-40 Wireless Controller Welcome sipha | # & B &% M @ & Q &
16.12.2s

Configuration = > Edit Policy Profile -
Q

General Access Policies QOS and AVC Mobility Advanced

E5) Dashboard

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

<) Monitoring Status v Pol
[] Dat| =
Configuration Name* Voice WLAN Switching Policy
o v
Py . Description Enter Description N
Administration @ def. Central Switching ENABLED
+ 1
Troubleshootlng Central Authentication ENABLED
Passive Gllent Central DHCP ENABLED
Encrypisd Traffic Analytics Central Association ENABLED
CISEoscy Flex NAT/PAT

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

Update & Apply to Device

RYL—7O7 74 )L TEAT S [VLAN] £7=(3 [VLAN #)L—7F (VLAN Group) ] ZEIRU XY,

@ ‘.l Cisco Catalyst 9800-40 Wireless Controller ~ Welcomeapra | & ® B & @ @ & Q &
16.122s

e e ke Edit Policy Profile -

General Access Policies QOS and AVC Mobility Advanced

Q

& Dashboard

RADIUS Profiling WLAN ACL
) Monitnring Status v Local Subscriber Policy Name v 1Pva ACL .
Configuration ° WLAN Local Profiling
[} IPv6 ACL v
Administration @ g:ggglnfg‘lgnnf Device Disabled @ URL Filters
Troubleshooting ! HTTP TLV Caching Pre Auth -
DHCP TLV Caching Post Auth L4
VLAN
VLAN/VLAN Group VLANO500 v
Multicast VLAN Enter Multicast VLAN

Update & Apply to Device
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QoS SSID 7/RU ¥ —hs, HADBEF [F5FF (Platinum) ]IS, ANDBEIE [F5FF+ 7 v 7 (Platinum-
up) 1 ICSREESNTVBR S EEHRELET,

il Cisco Catalyst 9800-40 Wireless Controller ~ Welcomeaprs | & ® B & M@ @ & Q ®
16.122s

e I Edit Policy Profile -

General Access Policies QOS and AVC Mobility Advanced

Q

Dashboard

Auto QoS None v Flow Monitor IPv4
Monitoring Stats v
QoS SSID Policy Egress
) : d i
=\, Configuration
® Egress platinum X v Ingress
Administration @ S Ingress platinum-up x v Flow Monitor IPvé
s 1
Troubleshooting QoS Client Policy Egress
Egress . Ingress
Ingress
SIP-CAC
Call Snooping

Send Disassociate

Send 486 Busy

[+] Update & Apply to Device

MWEICIHELT[EyYayy14 AT (Session Timeout) ] Z38FLE T, 86400 DY a v FA LT Y
REBRICLT, SEBREFICRET HOEEDH 20 ERIBITEEE2BEBHLET., . 75347V MD
OJ4 ViglEeEHNICERIEL T, 7747 MDA EROTA ViEHREFRALTVWS I L 2RI ZIELE
g#HLEXT,

WEICIKUT[IFA4 7Y M99 4 A7 kb (Client Exclusion Timeout) ] #5883 L E 9.
[IPv4 DHCP #47E (IPv4 DHCP Required) | ZEICT 2N ELH D T,
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ol Cisco Catalyst 9800-40 Wireless Controller Welcomeaipha =& ® B & @ @ < Q ®
16.122s

o ey Edit Policy Profile -
Q

General Access Policies QOS and AVC Mobility Advanced

[&5] Dashboard

WLAN Timeout Fabric Profile
@) Monitori
) Monitorin Status  ~
\=/ 9 Session Timeout (sec) 86400 Umbrelia Not Configured
i . V] i Parameter Map
=, Configuration ® Idle Timeout (sec) 300 NS Senvice por—r—
Policy
dministration @ d  Idie Threshold (bytes) 0 Clear
roubleshooting 1 Client Exclusion Timeout (sec) v 0 WLAN Flex Policy

VLAN Central Switching
DHCP

Split MAC ACL
IPv4 DHCP Required

Air Time Faimess Policies
DHCP Server IP Address

Show more >>> 2.4 GHz Policy
AAA Policy 5 GHz Policy
Allow AAA Override
NAC State
Policy Name default-aaa-policy x +

Accounting List

= Update & Apply to Device

RF 707714

RFZ7O077A4INZERL. 7V EARA Y MDTIN—THERT Z2HENHIEAEHFEH. T—5L—F. RRM
RE. BLUHMREZEETEEY.

Webex Desk Series TERT % SSID (& 5 GHz EIRICOMHBEART S L& HBLET,

RF 70774 RF #JICEREN, P7EARAY MIHERATEEY,

RF 707 71 L EER T %154, [#ET (Name) ] & [#ERR Y & — (Radio Policy) 1 2 EETZ2NENH DX,

[EmigEis (Radio Band) ] ICIE. [5 GHz #18 (5 GHzBand) ] £7-13 [2.4 GHz %15 (2.4 GHz Band) ] %i&iR
LExd,
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Add RF Profile

General 802.11 RRM Advanced

Name* | Enter Name

Radio Band | 5 GHz Band .

Status B oisasLe

Description Enter Description

" Apply to Device

[802.11] # 7T, MEICIHLTT—YL—FZERELXT,

[(»& (Mandatory) ] £UT 12 Mbps %, [HR—KNiE#H (Supported) ] &L T 18 Mbps UL EZEXICT S
EEBEMHLET, REUVREICE>TIE. A (BEX) L—bEULT6Mbps ZEMICT Z2HENELZXT,

Add RF Profile

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates

6 Mbps Disabled v Enabled Data Rates:

9 Mbps Disabled
i 0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18

,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps Mandatory

18 Mbps Supported

24 Mbps Supported

36 Mbps Supported

48 Mbps Supported

54 Mbps Supported
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[RRM] ¥ 7 TlE. [RAEBAL XIL (Maximum Power Level) 1 & U [R/NEALAXJL (Minimum Power
Level) ] fR¥E L. Z0Dfthd [DCA]. [TPC]. &V [H/XL v Y (Coverage) | REZRETEET,

Add RF Profile

General 802.11 RRM Advanced

U
General Coverage TPC DCA
Coverage Hole Detection

Minimum Client Level (clients)*

Data RSSI Threshold (dBm)*

Voice RSS! Threshold (dBm)*

Exception Level(%)*

O Cancel | Apply to Device

Add RF Profile
General 802.11 RRM Advanced
General Coverage

Transmit Power
Control

Maximum Power Leve)dBm)*
Minimum Power Level(dBm)*

Power Threshold V1(dBm)*

O Cancel " Apply to Device

Webex Desk Series Wireless LAN A /i1 R 114



Add RF Profile

General 8o2.11 RRM Advanced

General Coverage TPC

Dy Channel Assi

Avold AP Foreign AP interference

Channel Width

DCA Channels

128132136 140 144 149153 157 161 165

High Speed Roam

Mode Enable

Neighbor Timeout* 5

Client Network Preference Default

[F*#HEXZE (Advanced) 1 # 7 Tld, [RKY F4 7 ¥ (Maximum Clients) ], [¥ILFFv¥ A rT—FL—b
(Multicast Data Rates) ]. 8K U [RxSop DU ZLME (Rx Sop Threshold) ] ZfETEF 9.

[Rx Sop DL Z (L ME (Rx Sop Threshold) JICIZFTF7 4L ME ([BEE (Auto) 1) 2RI ELEHBLET,
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Add RF Profile

General 802.11 RRM Advanced

High Density Parameters

Max Clients*

Mutticast Data Rate (Mbps)

Rx Sop Threshold (dbm)

Client Distribution

Load Balancing Window*

Load Batancing Denlal Count*

ATF Configuration

Staws

Bridge Client Access

Alrtime Allocation

FRA

Client Aware

Flex 7O7 741 )L

Flex 7O7 74 ILIiE. 727 RARA > MH Flexconnect E— R TCERATAIVNENH IR TELTEET S-HICEH
IhZEd,

RIC, Flex 7O 7 A IIEY A cF JICBRAZh, 77 ERARA Y MIERATEEY.

FRTZ79ECARAI VY NDRALT 47 VLANID &, &Faj& /- VLAN 258 L X9,
[ARPF+ v >#4 (ARP Caching) ] /' [B% (Enabled) ] IClH>TWB T LA2EELET,
WEIZKHU T, [A—HIVEBEE (Local Authentication) ] #B%ICLE T,

Webex Desk Series Wireless LAN A /i1 R 116



Add Flex Profile

General Local Authentication Policy ACL VLAN

Name* Enter Name Fallback Radio Shut
Description Enter Description Flex Resilient
Native VLAN ID 1 ARP Caching

HTTP Proxy Port 0 Efficient Image Upgracde

HTTP-Proxy IP Address Office Extend AP

CTS Policy Join Minimum Latency
Inline Tagging
SGACL Enforcement

CTS Profile Name default-sxp-profilex v

57

RUI—45Y
RUY—4TF, WLAN 7O7 74ILERY O —7TOT774ILDI Yy EV T %#EBRUET,

RIS RUD—=5 0270 ARA Y MIERLUT, BXICT S WLAN &£ SSID, YvEY T T 20EBEDHEA YV
H—T 14 R, FHTS QS BLUVZDMDOBEEIEELET .

RYY—HT%ERTHEEF. [EM (Add) 20Uy o L. BETS WLAN 7O7 71 ILEBIRL TH S,
FEATEZRUY—TO7 71 IILEBIRVLET.
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aluili Gisco Catalyst 9800-40 Wireless Controller Welcomeapha = # & B # @ @ & Q L4
16.122s

cisco
Configuration~ > Tags & Profil Edit Policy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag

Q

Policy Site RF A

[ Dashboard

77 A . S—
(<) Monitoring Name default-policy-tag
2\ : Descrij default policy-ta
L Configuration Policy Tag Name escription vt policytag
Administration AN v WLAN-POLICY Maps: 2
1 10
Troubleshooting
WLAN Profile ~ Policy Profile
Data Data
1 10

Map WLAN and Policy

WLAN Profile* Voice v Policy Profile* Voice

L]

RLAN-POLICY Maps: 0

] Update & Apply to Device

Y1b 57
YA T. ERIZAPEMTOT77AINETLYIRTOT7 7ML EERELETY.

RIS VARSI THRTICARA Y MTEAS . RIS APSM7O77MILELV 7Ly IR 7O7 741
NFA—5%ZEELET,

YA Ny T EERTREEE. BN (Add) 122Uy o L. AT [APEIM7O7 74JL (AP Join
Profile) ] #:&RL XY,

Flex 7O7 7AW EZ&ELH A by T & EMT 25EE. [A—hHILY 4 FDFEXME (Enable Local Site) 1 i*F = v
JINTVWEWZ EE2ERLTHS, HER [Flex 7O7 71 )L (Flex Profile) ] Z&IRLE T,
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Add Site Tag

Name* Enter Name
Description Enter Description

AP Join Profile default-ap-profile -
Flex Profile default-flex-profile
Control Plane Name

Enable Local Site

—
D Cancel Apply to Device

RF &Y
RF571d. 24CHz 5LV 5CGHz ICERT S RF 707 71 ILEZEELE T,
RIS REGTNT 7 2ARA Y MMCBRASh, ERATSHRF TO7 7ML A=5ZHELET,

RF 4% 7% {Ep 9 %355 %. EH9 % [5GHz i85 RF 7O 7 7 1)L (5 GHz Band RF Profile) ] & [2.4 GHz 15
RF 7O7 74 Jl (2.4 GHz Band RF Profile) ] Zi#RL £,

Add RF Tag

Name* Enter Name
Dascription Enter Description
5 GHz Band RF Profile Global Config

2.4 GHz Band RF Profile Global Config

YUEEELIES, PVEARA Y MIERTZET,
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@ .l Cisco Catalyst 9800-40 Wireless Controller ~ Welcomeapha ~ # % B & M @ © Q ®
161228

L4

Configuration - > [Eel¥ats =

General Interfaces High Availability Inventory ICap Advanced
Dashboard W All Access i
General Version
R Mumber of AP{s): 1
Monitoring
AP Name* rednG-22a-ap1 Primary Software Version 16.12.2.132
i AP v AP
Conﬁgurauon . Name Mo  Location® redn6-22 Predownloaded Status NiA
1 Administration > rednG-22a- ﬁ ) Base Radio MAG 00a7.42b0.5680 Predewnloaded Version NIA
apl 5 |
B-k
Troubleshooting Ethernet MAC 00a7.42b7.cbla Next Retry Time NIA
1
Admin Status ENABLED -l Boot Version 1.1.24
105 Version 16.12.2.132
AP Mode Local -
5 GHz Rac
Operation Status Registered Minl [0S Version 0000
24 GHZR  copie s Disabled IP Config
LED State
Dual-Banc |ENABLED CAPWAP Preferred Mode  1Pva
tg\l?‘elﬂrignmess & M DHCP IPv4 Address 10.201.81.125
Country
CleanAir NSI Key Static IP {IPv4/IPvE)
LSC Provis Togs Time Statistics
default-palicy-tan . Up Time 10 days 18 hrs
Polcy atalk-poloy-taa 16 mins 54
Site default-site-tag .
Controfler Association Latency 2 mins 4 secs
RF default-rf-tag -

O Cancel | | Update & Apply to Device

BESNETLYIRTOT77AINEELY A N THAEHAENTWSIEES. [AP T—RK (AP Mode) ] [ZBEHY
IC[ZLy2 X (Flex) lICEEENET,
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il Cisco Catalyst 9800-40 Wireless Controller
16.122s

contauaton- )

Welcome aipha

w

B & Mme

Q =

Q
General Interfaces High Awvailability Inventory ICap Advanced
[&) Dashboard “ Al Acces )
General Version
~ L Number of AP{s): 1
{Z) Monitoring
AP Name* rcdn6-22a-ap1 Primary Software Version 16.12.2.132
i AP v A
Configuration Name M  Location* rcdng-22 Predownloaded Status N/A
Administration rodn6-22a- | Base Radio MAC 00a7.42b0.5¢80 Predownloaded Version N/A
apl 9 B
Troubleshooting Ethemnet MAC 00a7.42b7.cbla Next Retry Time N/A
1
Admin Status Boot Version 11.24
AP Mode Flex - 10S Version 16.12.2.132
5 GHz Ra
Operation Status Registered Minl [0S Version 0000
24GHZ1  copic staws Disabled IP Config
Dual-Barn e B CAPWAP Preferred Mode  IPv4
LED Brighmess 8 v DHGP IPv4 Address 10.201.81.125
Country
CleanAir NSI Key Static IP (IPv4/IPv6)
LSC Prov Tags Time Statistics
Policy default-policy-tag | » Up Time 0days 0 hrs 10
mins 1 secs
Site Flex v Controller Association Latency 10 secs
RF default-rf-tag v
(20w ] 5 upe .00y

Ay hO—50ORE

[F7AILMDEEYUFT 4 RAA Y (Default Mobility Domain) ] AIEUS BRES N TWBZ E&2ERELET,
[AP LAG E— K (AP LAG Mode) ] #8%ICLE,

@ .l Cisco Catalyst 9800-40 Wireless Controller Welcomeaiphs | # % B & M © Q »
161225
Configuration~ > Wireless~ > Wireless Global
Dashboard Default CTG-VOWLAN3 Assisted Roaming
Mobility
Bl bomain Denial Maximum®* 5
Monitoring
RCDNG-VoWLAN3
. ﬁ;ﬁé‘?“ ¢ Floor Bias(dBm)* 15
Configuration
Maximum ] Prediction Minimum* 3
Login

Administration

' Troubleshooting

Sessions Per
sert

Management
Via Wireless

Device
Classification

AP LAG
Mode
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EEVYTFABE

B8 D Cisco 71 VLA LAN O bO—5%Z[AUEEY T4 VIL—TICERET %158, & Cisco 714V L X LAN

AvkO—5DIP7RLRAREMAC Z7RLAZEEYTAEZOREICEMTZUNELHDET,

%& Cisco Wireless LAN Controller A'E U [EEY 74 ¥ IL—74 (Mobility Group Name) ] TERES T3

LEHERELET,

B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeaphs = # ® B & M @ T Q &
161228

sco
Configuration = > Wireless~ > Mobility
Dashboard Global Configuration Peer Configuration

Monitoring » Mobility Group Name* CTG-VaWLANS =

Multicast IPv4 Address 0.0.0.0

Configuration

oy Lo A Mulicast IPvE Address
'\ Administration

Keep Alive Interval (sec)* 10
Troubleshooting
Mobility Keep Alive Count™ 3
Mobility DSCP Value* 48
Mobility MAC Address® 706d.153d.b50b
il Cisco Catalyst 9800-40 Wireless Controller Welcomealphs | # & B £ M @ 2= Q o
16.1235

Configuration - > Wireless- > Mobility

|:l] Dashboard Global Configuration Peer Configuration

Monitoring ? “ Mobility Peer Configuration

Configuration 3 m
 Administration » MAC Address ~  IP Address v Public IP ~ GroupMName ~ Multicast IPvd  ~  Status - PMTU
t T06d.153d.b50b 10.201.81.9 MiA CTG-VoWLANS 0.0.0.0 MiA MiA

I ;
Troub BShDOtIl"‘Ig 6c31.0e7b.b8eb 10.201.81.10 10.201.81.10 CTG-VoWLANZ 0.0.0.0 Up 1385
1 0 -

Non-Local Mobility Group Multicast Configuration

[EEY T+ MAC 7 RL X (Mobility MAC Address) 1 " 71 VL ABEEBA VY —T A1 ADMAC 7 RL R &

—HLTWSZEzERBLET,
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n 'c-l's'c'g' I?m.w Catalyst 9800-40 Wireless Controller Welcomeapha = @& W B & ™M @ Q L
a Configuration = » Interface - > Wireless
[ Dashboard
Interface Name v Interface Type v Trustpoint Name ~ VLANID «  IP Address w«  IP Netmask «  MAC Address

Vian310 Management 310 10.201.81.9 255.265.255.240 70:6d:15:3d:05:0b

Configuration

dministration

4 Troubleshooting

O-JIL 7RIy gVl (CAC)

E&E (Voice) ] T[ZKIwvyayvayhO—J/Li»EA (Admission Control Mandatory) ] Z8%ICL T, {EH

9 5% (5 GHz £72(3 2.4 GHz) I U THRAFEBIES LU FHEFOO—I VI FIBREORESEZRET S
EEHRLET,

BEICHT Z2RRFEIEBEOT 7AW NEREF75% T, CD53556% IO0—IVFI54T7 Y MIFHIhTWET,

A—3IvJ0724 7Y MIFHUFEFOO—I YV HFBIIEBUSNLFERTE X IH. Z0MOFHIEN I NTHEHI L
TWABEICHEAZ, O—IVJ 9547V MalFIc—EoO—I v BEEBAFHINET,

CAC #B®MICT 31848 1¢. [O—K~X—X CAC (Load Based CAC) | EMICHE>TWBZ E&2EELET,
[@—K~X—X CAC (Load Based CAC) ]I, Fv¥VvRI LDITRTOHN%EERLET,

BEAMNI—ADYA XEFEA M) —ADFRBOER. HEICKUTHBTELT,
SRTP ZERAL TW215RIE. BEAMY—ADY A X Z2BVOITUENHBHZENHDET.

BEFZ V74754 A7k (Inactivity Timeout) ] EMICKE>TVWB I EZHRELET,

[2=%+v X EFA UF14L 2K~ (Unicast Video Redirect) ] & [VILFFv A MY ALY FOERE
(Multicast Direct Enable) ] #8B%ICIT 2LENHDET,
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il Gisco Catalyst 9800-40 Wireless Controller ~ Welcomezpns | & ® B & ™ @ & Q cd
16.122s

@ Configuration~ > Radio Configurations~ > Media Parameters

H Dashboard 5 GHz Band 2.4 GHz Band
= —

{Z) Monitoring

. Configuration Media Voice
Administration General Call Admission Control (CAC)
Troubleshooting Unicast Video Redirect v Admission Control (ACM) v
Multicast Direct Admission Control Load Based CAC 4
Max RF Bandwidth (%)* 75
Media Stream Admission
Control (ACM)
Reserved Roaming 6
Bandwidth (%)*
Maximum Media Stream RF 5
bandwidth (%)* ’ .
Expedited Bandwidth v
Maximum Media Bandwidth 85
(%)* SIP CAC and Bandwidth
Client Minimum Phy Rate 6000 L
(kbps) SIP CAC Support
Nagmum Retry Percent 80 Traffic Stream Metrics
Media Stream - Multicast Direct Metrics Collection -
Parameters
Stream Size* 84000
Multicast Direct Enable v
Max Streams* 2
Max streams per Radio No Limit -
Inactivity Timeout
Max streams per Client No Limit v

Best Effort QOS Admission

NILFFv X b

RIVLFF+v ANEFERTZBEE. [F/O=/NL JIILFF+ A E—K (Global Multicast Mode) ] & LU
[IGMP X X—E> % (IGMP Snooping) |1 ZEMICT 2UNELH D ET,

Webex Desk Series Wireless LAN B A i1 K 124



theth Cisco Catalyst 9800-40 Wireless Controller Welcome siphz | # © B & A @ & Q 2
16.12.2s

Configuration~ > Services~ > Multicast

Q
) Dashboard T
Wireless
i Multicast Mode
(:'). Monitoring IGMP Snooping
. mDNS Bridging
Configuration Q Search
Wireless Non- Disabled Enabled
Administration 1P Multicast
Status VLANID Name Status VLAN ID Name
Troubleshooting Broadcast (4] 1 defaut &
AP Capwap Unicast N () 310 VLANO310 €
Multicast
() 400 VLAND40O €
MLD Snooping No Vian available (4] 500 VLANO500 &
Snooping
Querier
Snooping
Last Member 1000

Querier Interval 1
(milliseconds) Disable All

Wireless Broadcast and Wireless Non-IP Multicast

ATFATAN)—ADRET. [FNILFFv AL LU FMEBEDERI (Multicast Direct Enable) ] #E%ICY
ZNBELAHDHET,

@ .l Cisco Catalyst 9800-40 Wireless Controller Welcomeaipha = @ W [ & MW © & Q 3
16.12.25

C o

Configuration - » Wireless- > Media Stream

General Streams
Monitoring Multicast Direct Enable . & Apply
Configuration Session Message Config

51 Administration
Session Announcement
State

Troubleshooting

Session Announcement
URL

Session Announcement
Ermnail

Session Announcement
Phone

Session Announcement
Note

F/-. WLAN BRET[VILFF¥AMY AL 2k (Multicast Direct) ] #E®ICLE T,
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tluile Gisco Catalyst 9800-40 Wireless Contraller Welcomeapha | # ® B £ B @ & Q ~
16.12.2s

a Configuration - > [|Eela®\] x
General Security Advanced
E} Dashboard Coverage Hole Detection 4 Universal Admin
C) Monitoring Numberof WLANS s Aironet IE v Load Balance
Conﬁguration Statu; Name P2P Blocking Action Disabled v Band Select
T 3 @ Vmé Multicast Buffer IP Source Guard
Administration
[+] Data
Media Stream Multicast- v WMM Policy Required v
Troubleshooting 1 direct

mDNS Mode Bridging v
Max Client Connections

Off Channel Scanning Defer

Per WLAN [}

Defer 0 1 2
Per AP Per [} Priority
WLAN

3 14 Ld -]
Per AP Radio 200
Per WLAN
Sal} 7
11v BSS Transition Support
LT Scan Defer 100

Time
BSS Transition Assisted Roaming (11k)
Disassociation Imminent(0 200
0 3000 TBTT)

Prediction Optimization

Optimized Roaming
Disassociation Timer(0 to Neighbor List
40 TBTT)

*D Cancel il Update & Apply to Device

BFlEE

EAP DFHHllEYE
EAP XS A—H ZRRIICBIRET BICIE. [E (Configuration) | > [tF 21V 7T ¢ (Security) ]> [EER EAP
(Advanced EAP) | #BIRUZE Y.

sco

@ .l Cisco Catalyst 9800-40 Wireless Controller Welcomeaphs # ® B & M @ T Q 4
16.12.2s

Configuration = » Security~ > Advanced EAP

EAP-Identity-Request Timeout (sec)” 30
Dashboard
EAP-Identity-Request Max Retries* 2
Monitoring ; .
EAP Max-Login Ignore Identity |. DISABLED |
. Response -
Configuration
¥ EAP-Request Timeout (sec)* 30
| Administration
EAP-Request Max Retries* 2
2 Troubleshootin
el 9 EAPOL-Key Timeout (ms)* 400
EAPOL-Key Max Retries* 4
EAP-Broadcast Key Interval (sec)* 3600

802.1x Z{EHT %154, Cisco 74 VL X LAN Oy ~O—50 [EAP ERY 1 A7 ;b (EAP-Request
Timeout) ] #7a< &4 30 MICRET HIHNELHDET,
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EAP ORBMHEEICRAET ZRERHATIE. [EAP BRY 1 A7V ¢ (EAP-Request Timeout) ] Z 30 #REICHE S
ITELAHDET,

PSK %# {9 %1543, [EAPOL *—D¥ 1 A7k (EAPOL-Key Timeout) ] 577 A4 JL b ®D 1000 S U#H S
400 T UMITHS L. [EAPOL £—DRAMITES (EAPOL-Key Max Retries) 1 277 A4 J)LhD 2 A5 4 [TFR
EITDELEHRLET,

802.1x # MY 51553, [EAPOL ¥—D¥ 1 A7V~ (EAPOL-Key Timeout) ] & & U [EAPOL ¥—DEAE
{TE# (EAPOL-Key Max Retries) ] D77 # )L MME (ZhZh 1000 S UME LV 2) 2FEALTHIELEE
LEITH. ZNZFN 400 BLV 4 ICERET D EZHELET,

[EAPOL £—D#% 14 A7 & (EAPOL-Key Timeout] (£, 1000 S U (1 #) #8ZLGWWEDICLTLIESE,

[EAP-Broadcast Key Interval] A% 3600 # (1 ) U EICRESNTWVWS I E%EELET,

Rx SOP L Z= |\l
[Rx Sop ML Z L ME (Rx Sop Threshold) ] ICIEF 7 xILMME ([BEE (Auto) 1) AT R EEHRBLET,

ﬂ "cl“;éi& Cisco Catalyst 9800-40 Wireless Controller # SR & WO Q »

Sonfiguration = > Wireless~ > Advanced
Q

=) Dashboard . .
oad Balancing Band Select Optimized Roaming High Density

(Z) Monitoring
Rx Sop Threshold

r\ Configuration

e el - Rx Sop Threshold 5 GHz (dbm)

{0} Administration g

= Rx Sop Threshold 2.4 GHz (dbm) auto
4 Troubleshooting

Multicast Data Rate

Mutticast Data Rate 5 GHz (Mbps) Auto

Multicast Data Rate 2.4 GHz (Mbps) Auto

ARIERY o—
[AEO4Y—Y3v#®H 70 6M3) (Rogue Location Discovery Protocol) ] ICIEF 7 4 )L ME ([EER
(Disable) 1) OFEA%HELET,
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il Gisco Catalyst 9800-40 Wireless Controller Welcome zipha | # ® [B # ‘8 @ T Q c3
16.122s

Configuration~ > Security~ > Wireless Protection Policies

Q
Dashboard Rogue Policies RLDP Rogue AP Rules Client Exclusion Policies
Monitoring Rogue Location Discovery Disable v
Protocol
L Configuration
Retry Count 1
ministration Schedule RLDP
3 Troubleshooting Day Start Time End Time

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

RES

N—Y3av16.12

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

service internal

service call-home

platform gfp utilization monitor load 80

no platform punt-keepalive disable-kernel-core
I

hostname RCDN6-21A-WLC5

1

boot-start-marker

boot system flash bootflash:packages.conf
boot-end-marker

1

vrf definition Mgmt-intf

1

address-family ipv4

exit-address-family
1

address-family ipv6
exit-address-family
I

;10 logging console

1

.aaa new-model

i

Webex Desk Series Wireless LAN B A i1 K 128



aaa group server radius RADIUS_SERVER_GROUP_DAYO0

server name RADIUS_SERVER_DAYO0_1

server name RADIUS_SERVER_DAYO0_2

1

aaa authentication login default local

aaa authentication login authentication_login_day0 group RADIUS_SERVER_GROUP_DAYO0
aaa authentication dot1x authentication_dot1x_day0 group RADIUS_SERVER_GROUP_DAYO0
aaa authorization exec default local

aaa authorization network default local

I

aaa server radius dynamic-author

!

aaa session-id common

clock timezone CST -6 0

clock summer-time CDT recurring

call-home

! call-home DEIEHEBF A—IL 7 KL X sch-smart-licensing@cisco.com & UTREShTWSES
! Cisco Smart License Portal TREIN/-EFA—IL7 KL X &, SCH BHIZAET 27/-H DEZTLEF
A=)IL7RLRELTEHERHZNET,

contact-email-addr sch-smart-licensing@cisco.com
profile "CiscoTAC-1"

active

destination transport-method http

no destination transport-method email

I

ip domain name cisco.com

1

login on-success log

1
subscriber templating

!

parameter-map type webauth global

virtual-ip ipv4 1.1.1.6
1
flow exporter wireless-local-exporter

destination local wic
!
flow monitor wireless-avc-basic

exporter wireless-local-exporter

cache timeout active 60

record wireless avc basic
!
no device-tracking logging theft
access-session mac-move deny
multilink bundle-name authenticated
!
crypto pki trustpoint TP-self-signed-3110682001
enrollment selfsigned

subject-name cn=10S-Self-Signed-Certificate-3110682001
revocation-check none

rsakeypair TP-self-signed-3110682001
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crypto pki trustpoint SLA-TrustPoint

enroliment pkcs12

revocation-check crl

1

crypto pki certificate chain TP-self-signed-3110682001

certificate self-signed 01

30820330 30820218 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
31312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33313130 36383230 3031301E 170D3139 30373130 30343236
35375A17 0D333030 31303130 30303030 305A3031 312F302D 06035504 03132649
4F532D53 656C662D 5369676E 65642D43 65727469 66696361 74652D33 31313036
38323030 31308201 22300D06 092A8648 86F70D01 01010500 0382010F 00308201
0A028201 0100B74F D6AODESD DFB2CDD2 5196AAB1 86C8BD48 3AAAF455 C4E7D559
41A10FE1 87EC742C C5014113 9A0FD83A F490EA64 DF68A513 AA6900C4 810A9FED
870309EA 781EB999 882F7374 EC79D592 DEC6C126 A5FB5666 905C24D8 B2064CD4
66823D6E 7E9A07F3 B043D632 EEDFACAF D306C303 843493AA F44126E3 A07DE905
6B6C5B8E CS8E6C9E6 45D79F62 B813FF8C B44FA7AC AEDBBA9E 55B75096 E4E76BC3
D5B90900 1A0C7CDO0 910B6C63 920E9666 39EC3702 387757F1 C26F0BB5 89D4733D
FED71CF4 33002C77 0F721B21 5578C850 590BC846 7CB79469 A51CEBAS5 96EA8672
DDB82A44 69EEDA13 DD83BOFA 3221A839 5F985C86 F2C57B78 8E6608B6 18A346D2
035D3B68 26BF0203 010001A3 53305130 0F060355 1D130101 FF040530 030101FF
301F0603 551D2304 18301680 141B4651 019EOAEC 8E64EB65 COE023ED 60F6062C
OF301D06 03551DOE 04160414 1B465101 9EOAEC8E 64EB65C0 E023ED60 F6062COF
300D0609 2A864886 F70D0101 05050003 82010100 3319F2A7 3E88539F 85C08F28
67553F93 408DCCC6 EFE2704E C142766C 5FFEOE97 OAFDEOEA 816CB4E2 60FFBC26
6E411C57 3F1AB3F8 2F1E9959 AED26C86 2C0B059D B692C72C B5859A15 999916F8
699587DC 94409E7C FF685698 2FBO9ACEC 9315F1AA 357E3877 7AE1E37C F5CD7E46
EB3ADC44 3F22A9E0 EA35E6B8 E5508721 OE8754A1 6AGE3AG6A C7FD8E64 6C3C722C
F90919C9 DE675E5C 301FF83A 0593ACE6 4A469209 CAAEC53F 5102FDD3 AE378090
46282E00 BCF65EB7 4C257EFD 57986F82 B6DD8336 CEA82E27 63B4C6C5 F92945E8
2AFE9A95 2AD21793 50FF7987 F4A79079 6FE92AE5 66DFC8B8 14021984 0B1E3F6E
45D57889 B04883C5 114D79AD FBB2CAFF 587ECF9D

quit

crypto pki certificate chain SLA-TrustPoint

certificate ca 01

30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
82010A02 82010100 A6BCBD96 131E05F7 145EA72C 2CD686E6 17222EA1 F1EFF64D
CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38E520
1C394D78 462EF239 C659F715 B98C0A59 5BBB5CBD OCFEBEA3 700A8BF7 D8F256EE
4AA4E80D DB6FD1C9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
7390A3EB 2B5436AD C847A2C5 DAB553EB 69A9A535 58E9F3E3 COBD23CF 58BD7188
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BC8EOOF 539BA42B 42C68BB7
C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
C55F0D76 61F9A4CD 3D992327 A8BB03BD 4E6D7069 7CBADF8B DF5F4368 95135E44
DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551DOF 0101FF04 04030201
06300F06 03551D13 0101FF04 05300301 01FF301D 0603551D 0E041604 1449DC85
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4B3D31ES5 1B3E6A17 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
03820101 00507F24 D3932A66 86025D9F E838AE5C 6D4DF6B0 49631C78 240DA905
604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
D98987BF EA0CBD9E 1AECA0C2 2189BB5C 8FA85686 CD98B646 5575B146 8DFC66A8
467A3DF4 4D565700 6ADFOFOD CF835015 3C04FF7C 21E878AC 11BA9CD2 55A9232C
7CA7B7E6 C1AF74F6 152E99B7 B1FCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
S5FBODA06 B92AFE7F 494ES8A9E 07B85737 F3A58BE1 1A48A229 C37C1E69 39F08678
80DDCD16 D6BACECA EEBC7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2F0
D697DF7F 28
quit
!
license udi pid C9800-40-K9 sn TTM231803A3
memory free low-watermark processor 375973
I
service-template webauth-global-inactive
inactivity-timer 3600
service-template DEFAULT_LINKSEC_POLICY_MUST_SECURE
linksec policy must-secure
service-template DEFAULT_LINKSEC_POLICY_SHOULD_SECURE
linksec policy should-secure
service-template DEFAULT_CRITICAL_VOICE_TEMPLATE
voice vian
service-template DEFAULT_CRITICAL_DATA_TEMPLATE
diagnostic bootup level minimal
1
username <REMOVED> privilege 15 password 7 <REMOVED>
1
redundancy
mode sso
1

vlan internal allocation policy ascending

1

class-map match-any AVC-Reanchor-Class
match protocol cisco-jabber-audio

match protocol cisco-jabber-video

match protocol webex-media

match protocol webex-app-sharing
match protocol webex-control

match protocol webex-meeting

match protocol wifi-calling

1

interface Port-channel3

switchport trunk native vian 310
switchport trunk allowed vlan 310,400,500
switchport mode trunk

1

interface TenGigabitEthernet0/0/0
switchport trunk native vian 310
switchport trunk allowed vlan 310,400,500
switchport mode trunk

no negotiation auto

Webex Desk Series Wireless LAN B A H A R

131



channel-group 3 mode active

1

interface TenGigabitEthernet0/0/1
switchport trunk native vian 310
switchport trunk allowed vlan 310,400,500
switchport mode trunk

no negotiation auto

channel-group 3 mode active

1

interface TenGigabitEthernet0/0/2
switchport trunk native vian 310
switchport trunk allowed vian 310,400,500
switchport mode trunk

no negotiation auto

channel-group 3 mode active

1

interface TenGigabitEthernet0/0/3
switchport trunk native vian 310
switchport trunk allowed vian 310,400,500
switchport mode trunk

no negotiation auto

channel-group 3 mode active

1

interface GigabitEthernet0

vrf forwarding Mgmt-intf

ip address 10.201.81.25 255.255.255.240
negotiation auto

no cdp enable

I

interface Vlan1

no ip address

shutdown

1

interface Vlan310

description Management

ip address 10.201.81.9 255.255.255.240
1

interface Vian400

description Data

ip address 10.201.82.14 255.255.255.0
ip helper-address 72.163.42.112

ip helper-address 173.37.137.70

I

interface VIan500

description Voice

ip address 10.201.83.14 255.255.255.0
ip helper-address 72.163.42.112

ip helper-address 173.37.137.70

1

ip default-gateway 10.201.81.1

ip forward-protocol nd

I
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ip http server

ip http authentication local

ip http secure-server

ip tftp source-interface GigabitEthernet0

ip tftp blocksize 8192

ip route 0.0.0.0 0.0.0.0 10.201.81.1

1

radius-server attribute wireless accounting mac-delimiter hyphen
radius-server attribute wireless accounting call-station-id macaddress
radius-server attribute wireless accounting callStationldCase lower
radius-server attribute wireless authentication callStationldCase lower
radius-server attribute wireless authentication mac-delimiter hyphen
radius-server attribute wireless authentication call-station-id ap-macaddress-ssid
radius-server load-balance method least-outstanding

I

radius server RADIUS_SERVER_DAYO0_1

address ipv4 10.42.136.30 auth-port 1812 acct-port 1813

key 7 <REMOVED>

1

radius server RADIUS_SERVER_DAYO0_2

address ipv4 10.42.3.31 auth-port 1812 acct-port 1813

key 7 <REMOVED>

1

control-plane

I

line con 0

exec-timeout 60 0

stopbits 1

line aux 0

stopbits 1

line vty 0 4

transport input ssh

line vty 5 15

transport input ssh

1

ntp server 10.81.254.202

ntp server 10.115.162.212

1

wireless mobility group member mac-address 6¢31.0e7b.b8eb ip 10.201.81.10 public-ip
10.201.81.10 group CTG-VoWLAN3

wireless mobility group name CTG-VoWLAN3

wireless mobility mac-address 706d.153d.b50b

wireless aaa policy default-aaa-policy

wireless cts-sxp profile default-sxp-profile

wireless management interface Vian310

wireless profile airtime-fairness default-atf-policy 0

wireless profile flex default-flex-profile

description "default flex profile"

wireless profile mesh default-mesh-profile

description "default mesh profile”

wireless profile policy Data

ipv4 flow monitor wireless-avc-basic input
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ipv4 flow monitor wireless-avc-basic output
service-policy input silver-up
service-policy output silver

session-timeout 86400

vian VLAN0400

no shutdown
wireless profile policy Voice

ipv4 flow monitor wireless-avc-basic input
ipv4 flow monitor wireless-avc-basic output
service-policy input platinum-up
service-policy output platinum
session-timeout 86400

vilan VLANO500

no shutdown
wireless profile policy default-policy-profile
description "default policy profile”

vian default
wireless tag site default-site-tag

description "default site tag"
wireless tag policy default-policy-tag
description "default policy-tag"

wlan Data policy Data

wlan Voice policy Voice
wireless tag rf default-rf-tag

description "default RF tag"
wireless rf-network RCDN6-VoWLAN3
wireless security dot1x eapol-key retries 4
wireless security dot1x eapol-key timeout 400
no wireless security dot1x max-login-ignore-identity-response
wireless fabric control-plane default-control-plane
wireless media-stream multicast-direct
wireless multicast

wlan Data 2 data

band-select

ccx aironet-iesupport

load-balance

security dot1x authentication-list authentication_dot1x_day0
no shutdown

wlan Voice 1 voice

no assisted-roaming neighbor-list

no bss-transition

ccx aironet-iesupport

channel-scan defer-priority 4

dtim dot11 24ghz 2

dtim dot11 5ghz 2

media-stream multicast-direct

radio dot11a

security ft

security wpa akm ft dot1x

security dot1x authentication-list authentication_dot1x_day0
wmm require

no shutdown
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ap dot11 24ghz rf-profile Low_Client_Density_rf_24gh
coverage data rssi threshold -90

coverage level 2

coverage voice rssi threshold -90

description "pre configured Low Client Density rfprofile for 2.4gh radio"
high-density rx-sop threshold low

tx-power v1 threshold -65

no shutdown
ap dot11 24ghz rf-profile High_Client_Density_rf_24gh
description "pre configured High Client Density rfprofile for 2.4gh radio’
high-density rx-sop threshold medium

rate RATE_11M disable

rate RATE_12M mandatory

rate RATE_1M disable

rate RATE_2M disable

rate RATE_5_5M disable

rate RATE_6M disable

tx-power min 7

no shutdown

ap dot11 24ghz rf-profile Typical_Client_Density_rf_24gh
description "pre configured Typical Client Density rfprofile for 2.4gh radio”
rate RATE_11M disable

rate RATE_12M mandatory

rate RATE_1M disable

rate RATE_2M disable

rate RATE_5_5M disable

rate RATE_6M disable

no shutdown

ap dot11 24ghz media-stream multicast-direct

ap dot11 24ghz media-stream video-redirect

no ap dot11 24ghz cac voice tspec-inactivity-timeout

ap dot11 24ghz cac voice tspec-inactivity-timeout ignore
ap dot11 24ghz cac voice acm

ap dot11 24ghz edca-parameters optimized-video-voice
ap dot11 24ghz exp-bwreq

ap dot11 24ghz tsm

ap dot11 24ghz rrm txpower max 14

ap dot11 24ghz rrm txpower min 5

ap dot11 24ghz rate RATE_11M disable

ap dot11 24ghz rate RATE_12M mandatory

ap dot11 24ghz rate RATE_1M disable

ap dot11 24ghz rate RATE_2M disable

ap dot11 24ghz rate RATE_5_5M disable

ap dot11 24ghz rate RATE_6M disable

ap dot11 24ghz rate RATE_9M disable

ap dot11 5ghz rf-profile Low_Client_Density_rf_5gh
coverage data rssi threshold -90

coverage level 2

coverage voice rssi threshold -90

description "pre configured Low Client Density rfprofile for 5gh radio’
high-density rx-sop threshold low

tx-power v1 threshold -60
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no shutdown

ap dot11 5ghz rf-profile High_Client_Density_rf_5gh
description "pre configured High Client Density rfprofile for 5gh radio”
high-density rx-sop threshold medium

rate RATE_6M disable

rate RATE_9M disable

tx-power min 7

tx-power v1 threshold -65

no shutdown

ap dot11 5ghz rf-profile Typical_Client_Density_rf_5gh
description "pre configured Typical Density rfprofile for 5gh radio"
no shutdown

ap dot11 5ghz media-stream multicast-direct

ap dot11 5ghz media-stream video-redirect

no ap dot11 5ghz cac voice tspec-inactivity-timeout

ap dot11 5ghz cac voice tspec-inactivity-timeout ignore
ap dot11 5ghz cac voice acm

ap dot11 5ghz exp-bwreq

ap dot11 5ghz tsm

ap dot11 5ghz edca-parameters optimized-video-voice
ap dot11 5ghz channelswitch quiet

ap dot11 5ghz rrm channel dca chan-width 40

ap dot11 5ghz rrm channel dca remove 116

ap dot11 5ghz rrm channel dca remove 120

ap dot11 5ghz rrm channel dca remove 124

ap dot11 5ghz rrm channel dca remove 128

ap dot11 5ghz rrm channel dca remove 144

ap dot11 5ghz rrm txpower max 17

ap dot11 5ghz rrm txpower min 11

ap dot11 5ghz rate RATE_24M supported

ap dot11 5ghz rate RATE_6M disable

ap dot11 5ghz rate RATE_9M disable

ap country US

ap lag support

ap tag-source-priority 2 source filter

ap tag-source-priority 3 source ap

ap profile default-ap-profile

capwap backup primary RCDN6-21A-WLC5 10.201.81.9
capwap backup secondary RCDN6-22A-WLC6 10.201.81.10
description "default ap profile”

hyperlocation ble-beacon 0

hyperlocation ble-beacon 1

hyperlocation ble-beacon 2

hyperlocation ble-beacon 3

hyperlocation ble-beacon 4

HyperLocation

lag

mgmtuser username <REMOVED> password 0 <REMOVED> secret 0 <REMOVED>
ntp ip 10.115.162.212

ssh

end
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Cisco Mobility Express & &K U Lightweight 77z XK1 > b

Cisco Mobility Express & & U Lightweight 77 ARA YV M &/ ET DL EE. XKOAAM R4 v&=FERALTL
1= Ly,

e [802.11r (FT) ] & [CCKM] WAL L TEBINTWERWNWZ EZRERELET

e [Quality of Service (QoS) 1% [Z7Z>F 7+ (Platinum) JICEREULXYT

e [802.11k] ' [#%h (Disabled) ] [CiR>TWB L %HEELET

e [802.11v] H' [#EX) (Disabled) ] ICH>TWB T & &2ERELET

e [P2P (EF7Y—ET) 7OvF>Y 73> (P2P (Peerto Peer) Blocking Action) ] ZEMICLET
o [U54 7 hD%iHEIR (Client Band Select) ] % [#EX%) (Disabled) ] ICSR¥EL T

o [UVF5147 Y bDE&RFSE (Client Load Balancing) ] %= [#%) (Disabled) ] ICERELET

o MWEICK/UT[F—HL—b (DataRates) ] #:8EL XY

o MEIZILU T [RF &8 t (RF Optimization) ] #5¥EL X

e [F574v9 %47 (Traffic Type) |1 % [BE & T—4 (Voice and Data) ] [CEREL X9

e CleanAir 77 /OY—%#&H LT Cisco 7/ tX R4V hEEARALTWSIEEIE. [CleanAir] ZE%)
ICUEY,

o MELIUTINILFHFY AT ALY+ (Multicast Direct) ] ZBEL T

dy hO—5S0OEE

[O>¥ kO—35 (Controller) ] #EEEZ ST L ST, 1 DL ED Mobility Express X7 7 ZARA >~ kD [BHEE—
K (OperatingMode) |1 #:8EL X9,

WEICIHLT[AP 2 (AP Name) ]& [IP 885%E (IP settings) ] 2538 L %9,
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WEIZIHL T, Cisco 74V LR LAN O bO—5D [V AT A% (System Name) ] & [IPEBE (IP
settings) | Z:XEL X9,

802.11 XY N7 —Y DERTE

Webex Desk Series (&, 5 GHz BB TOEMEZHBELE T, 5 GHz B TIREHDF vV XILZFHATESS

Z. 24 GHz FIBIZETHDNEZLLBWVHTT,

5 GHz =AY %1583, [5.0 GHz i (5.0 GHzBand) ] »* [E%) (Enabled) ] ICH>TWBAZ EZHERLET,

WA (BX) L—FELT12Mbps Z, HR—bdH (EE) L—F&ELT 18 Mbps L EZZNZENERET S
EEBEHLET, 72720, BEBICE>TIE. 6 Mbps #7E (HEX) L—MELTEMICTDINELNHDFET,

2.4 GHz £ 9 23553, [2.4 GHz #iH (2.4 GHzBand) ] A' [B%) (Enabled) ] IC2>TW\5 I &% /:E
big-o

T4 L X LAN [CH59 5 802.11b DHDISA 7V hHRBWNES, HEB (EEX) L—hELT 12 Mbps,
R—bEHR ((FE) L—MELT 18 Mbps 2 ET D EaBEFMHLET, =720, BEICL>TIE, 6 Mbps
WA (BRX) L—MELTEMICTZLELNHD X,
802.11b V54 7Y MHEFEET ZIGEIE. HE (BEX) L—bELT 11 Mbps, HR—bXgk (EE) L—HE&
LT 12Mbps ULEEZFNZNHRETDIVELHDET,

5GHz ZEAT %1583, ZBOF v VRINERAFXT Vv VT BEDICHRET D7V EARA Y MREOBEZEDAIEEME
ZEBTZHDICF v U RILOBZHIRTEET (Bl 12 FrvRILDOH) .

Cisc0 802.1MTn 7 A R4V h &2 FEAL TWBEEIE 5 GHz F v XILIE%E 20 MHz /=X 40 MHz B& L TR
ETE, Cisco802.1Mac 7V A RA v h&FALTWSIESIE 5 GHz F+ XJLIEZ 20 MHz, 40 MHz, /-
[ 80MHz HELTRETEET,

IRNTDT7I7EXA RA Y MTRAUFr RIVIeZERAT S L2 HRBLET,
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2.4 GHz ZfEA9 %355, DCAURRMTREFvYRIL 1. 6. BLU 11 LFEEMCLET.

CleanAir 77 /OJ—%&# LU f=Cisco D7 /£ ARA v N2 FEAL THEOTHERHT 315512,
[CleanAir #&H{ (CleanAir detection) ] %= [E%) (Enabled) ] ICT 22BN HD T,

@ Monitoring Advanced RF Parameters
2.4 GHz Band

£ Wireless Settings
5.0 GHz Band

ﬁ- Management

Automatic Flexible Radio Assignment

C .
# Services 2.4 GHz Optimized Roaming

-‘n Advanced 5 GHz Optimized Roaming
* EORTF Event Driven RRM
E}\ .
Logging CleanAir detection
il
5.0 GHz Channel Width 40 MHz v
il RF Profiles
", Controller Tools Lower Density Higher Density
2.4 GHz Data Rates N ) B} i
QSSCUF“Y Settings 1 2858 9 M 12 8 S 6 a8 £
802.11b devices not supported
CMX
Lower Density Higher Density
5.0 GHz Data Rates
9 12 18 24 k3 48

Some legacy devices not supported

Select DCA Channels 2.4 GHz [ 2 g 4 5 7 8 9 10
5.0 GHz 100 104
108 112 116 120 124 128 132 136 140 144

165

At least one Channel Number should be selected

RF ]RiE1{L
FrURIVEEEENREZEIET 5ICIE. [RF &E{L (RF Optimization) ] ZB%ICT 22 L2 HEHLET,
(57499 %47 (Traffic Type) ]| %= [BEFE & T—4 (Voice and Data) ] ICEREL X T,

thah 0 —
e 'CII slclc,' Cisco Aironet 1850 Series Mobility Express Q A @ - o 'n'
@ Monitoring

£ Wireless Settings
RF OPTIMIZATION
[, Management

&

Advanced
¥ SNMP
RF Optimization  Enabled L )
2 Logging
iy, —
Ll Szt Dareiy Low Typical High o
.l RF Profiles Traffic Type  Voice and Data L )

# Controller Tools

£ Security Settings

CMX
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FERTDRERBFEEICIKHUTS5GHz £ 24 GHZ ICF v RILBLREBHETFAFI v IICEID Y TSNS
IO, BA2D7 0 ERARA YV MNDEREZTO—/INNILERELD HBHRIBRHENTEXT,

FOMDT IV EARA Y b EEFEID Y TAREFNICERESINTVWS 7V EARI VY MNDT AV Y MIHLTE
MCTEET,

COFRER. TUT7ACHRENGTENFET 2HGICHETT,
Cisco 802.11n 77 R KAV b ZERL TV 2HE(F 5 GHz F+ RJLIE%Z 20 MHz E7=(3 40 MHz AR & LT

ETZE. Cisco802.11ac 77t ZX RA Y b ZFEALTWSIHEEIE 5 GHz F v XILIEZ 20 MHz, 40 MHz, F7:
[F80MHz FHELTRETEET,

FyRIVRYT 4T3 5GHz 2EAT 55 RICOMERTZLZHEDLET.
IRNTDT7I7EXA RA Y FTRAUFr RIVIBZERAT R L2 HRBLET,

Nmm -
e c|;'co Gisco Aironet 1850 Series Mobility Express Q A © 2 = O

® Monitoring

¥ Wireless Settings
N WLANs AGCESS POINTS ADMINISTRATION

& Access Points

Groups
R T O D

& WLAN Users

"  Primary Controlier € Primary Controller and Preferred Master (D Preferred Master
& Guest WLANs

® DHCP Server Refresh

# Mesh

" Management

# Services

& Advanced

AP1850-1(Active Controller)

General  Controller  Radio 1 (2.4 GHz)  Radio 2 (5GHz}  802.11u

Admin Mode Enabled v
2.4 GHz
Ch: 1] -
annel Automatic lDZ.ﬂhlgln
Channel Width
«>

Transmit Power | Automatic

AP1850-1(Active Controller)

General  Controller  Radio 1(2.4 GHz)  Radio 2 (5GHz)  802.11u

Admin Mode  Enabled v
5GHz
Channel  Automatic v 802.11a/n/ac
Channel Width

Transmit Power Automatic
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AP1850-2

General  Radio 1 (2.4 GHz) Radio 2 (5GHz)  802.11u

Admin Mode Enabled v
2.4 GHz
Chi 1 v
annel  Automatic 802.11b/g/n

AP1850-2

General  Radio 1(2.4 GHz)  Radio 2 (5GHz)  802.11u

Admin Mode = Enabled v
S 5GHz
Channel | Automatic A ‘ 802.11a/n/ac
Channel Width

Transmit Power = Automatic

WLAN DFERE

Webex Desk Series ICIZBID SSID 2RI 22 & 2EHHLET,

2L, BEX Cisco Wireless LAN TV KR4 vV hEHR— N T3 LDICRES N/BEED SSID H'd 515
B, FO WLAN 2D [CERATE XY,

Webex Desk Series TEHT % SSID (£, HE®D 802.11 EREY A T ICOHBEHITDLIICHETZET (5GHz
DIHRE) &

Webex Desk Series (. 5 GHz BB TOEMEEZHBEULE T, 5 GHz B TREBDF vV XILZFHATZSS
Z. 24 GHz BIBIFETHDLZLLBN=HTT,

BIRL 7= SSID AMitdd LAN [CEAS N TLWERWNWS EZ2EREL TSN, FHEIhTWREAT. BICELRSE
FaVT4 Y1472 FERALTVSIERE. EROBABE/EIO—IVIJhICEENRET HAEELNHDET,
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Add new WLAN/RLAN

General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping ~ Advanced  802.11u  Hotspot2.0  Scheduling

WLANID 1
Type  WLAN
Profile Name *  voice

SSID*  voice

WLANs with same SSID can be configured, unless layer-2 security settings are different.

Admin State Enabled v

Radio Policy 5 GHz only r @

Broadcast SSID ‘)

Local Profiling 2]

802.1Xx £/=IEF PSK DEBE5%2HERTZMNIILL T, [EFa2UFT4 547 (Security Type) 1 %
[WPA2Enterprise] £7-1& [/\—YFJL (Personal) ] [CEREL XTI,

Add new WLAN/RLAN

General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping ~ Advanced ~ 802.11u  Hotspot2.0  Scheduling

Guest Network
Captive Network Assistant
MAG Filtering

Security Type | WPA2Enterprise

Authentication Server | External Radius

Radius Profiling Q

BYOD

RADIUS Server

Authentication Gaching

Add RADIUS Authentication Server

State. Server IP Address

x Enabled 10.0.0.20

Add RADIUS Accounting Server

State Server IP Address

x Enabled 10.0.0.20
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Add new WLAN/RLAN

General  WLAN Security ~ VLAN & Firewall  Traffic Shaping ~ Advanced  802.11u  Hotspot2.0  Scheduling

Guest Network
Captive Network Assistant

MAC Filtering

weaz ([ ) weas

AutoGonfig iPSK )

assphrase Format | ASCII

[V5414 7 N&EEIREIR (ClientBand Select) ] & [54 7Yk O—K XS >YY ¥4 (Client Load
Balancing) ] "EXICKR> TSI E%#ERELET.

802.11k, 802.11r, KXV 802.11v [FHR—FEhTWREWE=H, EMICTIHNELNHD ET,

Add new WLAN/RLAN

y  VLAM & Firewnll  Traffic Shaping  Advance: d  B0Z110

Maximum Allowsd Cllants  UnlintediDataulty
Maximum Allowed Clients Per AP Radio 200
80211k Disabled
B0Z11r  Digabled

BOZ11¥  Disabled

GCKM ]

client Band Seleat

Client Load Balancing

Umbrella Profile Mone

Umbralla Made  Ignore

RADIUS S25fH—N—B LU 7 Ho Y b —/)N—F, WLAN LRI SEICRELT. FO—-/NJLY A NELEBET
X9,
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Add new WLAN/RLAN

General  WLAN Security ~ VLAN & Firewall  Traffic Shaping ~ Advanced 802.11u  Hotspot2.0  Scheduling

Guest Network
Captive Network Assistant
MAG Filtering
Security Type | WPA2Enterprise
Authentication Server | External Radius

Radius Profiling Q

BYOD
RADIUS Server
Authentication Caching

Add RADIUS Authentication Server

State Server IP Address

x Enabled 10.0.0.20

Add RADIUS Accounting Server

State Server IP Address

x Enabled 10.0.0.20

alvaln o
e cisco Cisco Aironet 1850 Series Mobility Express Q A ©®

1
<]
-]

Monitoring

Wireless Settings  NSIVINPNCo0 BN

Management
O Time

Management User Priority Order Local Admin Accounts TACACS+ RADIUS Auth Cached Users
¥ Software Update e

Services Authentication Call Station ID Type =~ AP MAC Address:SSID v
Advanced Authentication MAC Delimiter  Hyphen v
Accounting Call Station ID Type  |P Address v

Accounting MAC Delimiter ' Hyphen v

Fallback Mode  Passive v

Username [gisea-probe
Interval 300 s | Seconds

AP Events Accounting

Monitoring Add RADIUS Authentication Server
Wireless Settings Action Server Index Network User Management state Server IP Address Shared Key Port
@ x 1 () () 10.0.0.20 1812
Management
© Access
P
O Time
Add RADIUS Accounting Server
¥ Software Update
Servi Action Server Index Network User Management state Server IP Address Shared Key Port
ervices
@ = 1 (D () 10.0.0.20 1813

Advanced

MEICHELT. WLAN @ [R4 54 7 VLANID (Native VLANID) ] & [VLANID] 5% L% 7.
[E7ZY—EF770Ov% (PeertoPeerBlock) | AEMICKE->TWBZ EERRLET,
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Add new WLAN/RLAN

General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping ~ Advanced ~ 802.11u  Hotspot2.0  Scheduling

Client IP Management = Network(Default)
Peer to Peer Block
Native VLAN 1D
Use VLAN Tagging
DHCP Scope VLANID* 3

No DHGP Scope associated with VLAN 1D

Enable Firewall No

VLAN AGL Map

Add New VLAN

VLAN Name VLAN 1d

data

voice

v |items per page 1-20f2items

VLAN and Firewall configuration apply to all
WLANs and RLANS configured with same VLAN Apply Cancel

[QoS] IC [F5FF (FE) (Platinum (Voice) ) 1 MBIRENTWVWS I EZHERELET.

Add new WLAN/RLAN

General  WLAN Security  VLAN & Firewall  Traffic Shaping  Advanced  802.11u  Hotspot2.0  Scheduling

Platinum (Voice) v @

Average real-time bandwidth limit should be atleast Average bandwidth limit
Rate limits per client
Average downstream bandwidth limit (2]
Average real-time downstream bandwidth (2]
limit
Average upstream bandwidth limit (2]
2]

Average real-time upstream bandwidth limit

Rate limits per BSSID

Average downstream bandwidth limit
Average real-time downstream bandwidth
limit

Average upstream bandwidth limit

Average real-time upstream bandwidth limit

Fastlane  Disabled v

Enabling Fastiane will update QoS valus t

Application Visibility Control | Enabled v

AVC Profile  voice

Add Rule

Application Action Average Rate Burst Rate
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MWEICIHU T, [BFaIeham K7 514 7Y M (Maximum Allowed Clients) ] & [AP g > & ([CHFaahd
BKY7 547 M (Maximum Allowed Clients Per AP Radio) ] 258 CZ %9,

Add new WLAN/RLAN

General  WLAN S Il Traffic Shaping ~ Advanced ~ 802.11u  Hotspot:

Scheduling

Allow AAA Override
Maximum Allowed Clients  Uniimited(Default)
Maximum Allowed Clients Per AP Radio 200

802.11k  Disabled

Umbrella Profile  None

Umbrella Mode  Ignore

umbreiia bHeP overrice ()

mDNS

mDNS Profile  None

Passive Client () (7]
Ploase o st in Servicas->Media Stream. Passive Client will not wark

AP JI)L—7

AP JI)L—TlE. BMICT S WLAN, IV EVITTEZMRELNHZAVT—T 14 ADIFH,. AP JIL—TICEID Y
TONETIVEARA Y NIERTIVNENHD RF TOAT7 7AIINTA—Y 2IEE T D1-DICERTEZ X,

AP Group description
NAS-ID
Venue Group UNSPECIFIED

Venue Type  UNSPECIFIED

Add NewVenue | @

[WLAN (WLANs) ] 77T, TR WLAN &, Yy EVYTRA V59— x4 RERIRLT. BN (Add) ] %&
RUET,
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Add new WLAN/RLAN

ints  RF Profile  Ports  Intelligent Capture

[77tEZARA >k (Access Points) ] 97T, W77 ERARA Y h%&BIRLT. [EA (Apply) ] 2EIRLE T,
ZDE, BRUETZ77ERA R4V MDBEFILET,
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[RF 7O7 74 )L (RFProfile) 1 % 7 T. %M [2.4GHz] £/=13 [5GHz] 7O 7 71 L& &ERL <. [EA
(Apply) 1 Z&IRLZE T,

RFZ7O0774)

RFZ7O7 741 EERMUL. ZO9ECRXARA Y NDTIL—THERT ZNELNHDEREEFE. 5—% L—b. RRM
REREEZEBETEET,

Webex Desk Series T#EHT 3 SSID |3 5 GHz BiRICOMBRAT A EEHRELUET.

fERE L= RF 7O7 74 I)LId. AP FIL—TICBERSNET,

RF 707 74 I &EMT %155, [RF 707 71 )L4 (RF Profile Name) ] & [#&§R/K') >~ — (Radio Policy) ]
EEETDVENHDET,
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[mig/RY > — (Radio Policy) ] IC [6GHz] % 7=(3 [2.4GHz] ZBIRUL £,

WEICIHU T, [BIESEDRKYT 54 7Y M (Maximum clients per radio) ], [TILFF¥ANF—HL—F
(Multicast Data Rates) ]. & U [RxSop DU ZLME (Rx Sop Threshold) ] #:&ETE %9,

[Rx Sop ® L Z L\ (Rx Sop Threshold) 1ICiZF 7 4JLNE (BB (Auto) 1) ZFERIT B ELEHRELET,

Add RF Profile

General 80241 RRAM  Client Distribution

[802.11] # 7T, REICIGLTT—YL—bZ2RELET,

[ (Mandatory) ] &L T 12 Mbps %. [HR—NFEH (Supported) 1 &£ LT 18 Mbps U EZBMICT S
EaBHHLET, LEUVREICK>TIE. »A (BEX) L—hEULT 6Mbps ZEMICTZ2HENELET,

Add RF Profile

[RRM] % 7 TlE, [F+¥ >~ XRILIE (Channel Width) ] i%%E & [DCA F+ > kIl (DCA Channels) ] Z1&5
TZEY,
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Add RF Profile

| 80211 RRM  Client Distribution

Channel Width 40 MHz

Select DCA Channels  Select All (] 36 40 44 48 52 58 60 64 100 104 108
112 116 120 124 128 132 136 140 144 149 153
157 161 165

Some of the char not allowed to configure as they are not
enabled. Th bled in RF Optimization screen

At least one Channel Number should be selected

TILFF+AMTALLI B

[AF4 7 AMU—A (Media Stream) ]32E <. [/O—/VULTILFF+v¥ X~ (Global Multicast) ] & [WILFF
Y ANY4 L%+ (Multicast Direct) ] ZBXICLE T,

alialn
e C|slcg Gisco Aironet 1850 Series Mobility Express
& Monitoring

£ Wireless Settings

Media Stream Ssttings
(Y Management
& Services

-

U1Ls Global Multicast ()

U mDNS

Multicast Direct «© (2]
& Network Assurance

Session Announcement State

& webhook

& |ntelligent Capture Session Announcement URL URL

& Umbrella Session Announcement Email Email
£ Advanced Session Announcement Phone | Phone
Note

[AF 47X MU—A (Media Stream) ]
95%5&. WLAN

Session Announcement Note

Add New Stream
Action Stream Name Start IP Address End IP Address Operation Status
x 10.0.0.40 238.1.1.40 230.1.1.40 Multicast-direet

BMCTZAT Y avHARRENET,

Webex Desk Series Wireless LAN A H4 K

HRET[VILFFv¥y AT 1LY+ (Multicast Directture) ] ZE%0IC
HRED [FMEE (Advanced) ] 7 7IC [RILFF¥ AT 14 LU b (Multicast Directture) ] %=
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Add new WLAN/RLAN

Cisco Autonomous (BfE) 77X RL Vb

Cisco Autonomous 77X RA VY M Z/ET D EEF. RDHAHARSAVZEFERALTIEE W,
o [802.11r (FT) ] & [CCKM] A" BEE L THEMEINTWRWT L ZERELET
o [802.11k] ' [#EX) (Disabled) ] (> TWB &%= MRBLET
e [802.11v] A’ [#£%) (Disabled) ] ICi>TWBZ L% EELET
o WMECIKLT[F—4L—b (DataRates) ] 2% FELET
¢ [Quality of Service (QoS) 1 288 ELET.
e [WMMAKRU— (WMM Policy) ] %= [¥A (Required) ] ICERELET
o [Aironet #i3RKEEE (Aironet Extensions) 1A' [E%) (Enabled) ] [Cla>TWAZ E%MHERLET,
¢ [Public Secure Packet Forwarding (PSPF) ] #&ExiCLE T,
e [IGMP ZX—E>% (IGMP Snooping) ] % [£%) (Enabled) ] [CEREL X7

802.11 Xy F7—U DORRTE

Webex Desk Series (&, 5 GHz B TOMEEHBELXI, 5GHz FIHTIRIEHOF vV RILEFERTEZSS
Z. 24 GHz FIBIFETHNEZLBWVWHTT,

5 GHz #5188, 802.11a/nfac XY FT—UDRAFT—% ZAH [B% (Enabled) ] ICHREShTWB T &
=HERELET,
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" I W I B Save Configuration Ping Logout Refresh

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
NETWORK
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 51 minutes
¥ NETWORK MAP
Summary Network Interfaces: Summary
Adjacent Nodes Sy:tem sam“g'
~ NETWORK IP Address [ Static ) 109.09
INTERFACE
Summary IP Subnet Mask 255.255.265.0
IR Default Gateway 10.9.02
GigabitEthernetl
18e7.281b.3f54
Radio0-802.11N 2.4GHz MAC Address ®
Radio1-802.11AC 5GHz Interface Status GigabitEthernet Radio0-802.11N24GHz Radio1-802.11AC5GHz
Software Status Enabled 1T Disabled ¥ Enabied 1
Hardware Status upft Down ® up ft
Interface Resets 5 0 8

WA (BEX) L—FELT12Mbps &, HR—bEH (EE) L—FELT 18 Mbps U EZZFNZFNHRET S
EEBEHLET, /2L, BRIBICE>TIE. 6 Mbps #2407 (BXR) L—FELTEMICTINELNHD X,

5GHz 2 AT 2581F. ZEOF v VRILEZRAF Y VT BREHICKRET B 77 EARA Y MEaHOBEIEDTIHE
ZENET B/HICTF vV RILOBZFHIRTEET (B : 12 Fv U RILDH) .

Cisco Autonomous 77t X R4 v b DIFE. BIREKEIEIR (DFS) #&RLT. BEITF v XILBIR%ZEA
LET,

DFS AEMICENTWBIES. < ED 1 DOFE (B 1 ~ 4) 2BMICLET,
B 1 (E. UNII-1 Fy RIL (FyRIL 36, 40, 44, F1-13 48) 2ERAIT B 79 ER R4V N TOMBIRTZET,

FRAY BRRBIFEICIGU T 5 GHz £72(3 24 GHz ICF v RIVLEB L VUEEENZF 1 FI v VICEIDHETSND
£2E BA2DT7VERARAVMDOREZTO—NILBELDBBESEDIENTEXT,

ZFOMDT VAR Y M EBFHEND Y TAREFFNICRESNTWS I ARSIV MNDTHI Y MIHLTE
MCTEET,

COREF. TYTFRICHBHNBTHIFET 25RICHETY,

Cisco 802.1Mn 77 A R4V F 2 FERALTWSIBEIE 5 GHz F+ XJLIE%E 20 MHz £7-13 40 MHz FH& L TE&
TETZ, Cisco802.1Mac 77 R RA Y ha2FEAHLTWBIEEIE 5 GHz F+ XJLIE%Z 20 MHz, 40 MHz, %7/:
[ 80MHz HELTHRETEEY,

INTDT7IVERARA VM TRLF v RIVBZERAT S 2R LET,

[7—ILKE—K (World Mode) ] T [Dot11d] Z8%ICL. #&Y4 [Ed—K (Country Code) ] %#:&%E
LEY,

[Aironet #55RE88E (Aironet Extensions) ] A' [B%) (Enabled) ] ICR>TWA I E%HIELET,
[E—OEH (Beacon Period) 1% MM00ms] IC. [DTIM] % 2] ICBRELZET,
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Save Configuration  Ping Logout Refresh

CIsSCcO HOME NETWORK ASSOCIA WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

RADIO1-802.11ACHZ
STATUS

NETWORK

'y

£ DETAILED STATUS Tg SETTINGS

¥ NETWORK MAP Hostname ap-1
Summary

Adjacent Nodes

CARRIER BUSY TEST W

ap-1 uptime Is 1 day, 4 hours, 56 minutes

Network Interfaces: Radio1-802.11AC56Hz Settings
NETWORK

¥ INTERFACE
Summary Enable Radio: © Enable ) Disable
1P Address Current Status (Software/Hardware): Enabled 1! upft
GigabitEthernetd
Radio0-802.11N 2.4GHz Role in Radio Netwark: © Access Point
Access Point (Fallback to Radio Shutdown)
Sl Lo ] ") Access Point (Fallback to Repeater)
" 'Repeater
" Root Bridge
" Non-Root Bridge
" Root Bridge with Wireless Clients
" Non-Root Bridge with Wireless Clients
" Workgroup Bridge
~'Universal Workgroup Bridge ~ Client MAC: (HHHH.HHHH.HHHH)
" 'Scanner
" Spectrum3 ctrumlnformahon@
Max-Client: _enable @ disable (1-255)
11r Configuration: ©Oenable  (disable
Dover-air | over-ds Reassociation-time: (20-1200 ms)
Data Rates: Best Range Best Throughput Default
6.0Mb/sec ( Require ~ Enable O Disable
9.0Mb/sec (" Require ~Enable © Disable
12.0Mb/sec @ Require ~Enable _Disable
18.0Mb/sec " Require ©Enable _ Disable
24 0Mb/sec | Reguire ©Enable " Disable
36.0Mbisec (| Require O Enable " Disable
48.0Mbfsec " Require ©Enable _ Disable
54.0Mbisec | Require © Enable _ Disable
a0.1-2Mbisec " Require ©Enable _ Disable
al.1-2Mbisec  Require © Enable _ Disable
a2.1-2Mbisec " Require ©Enable _ Disable
a3.1-2Mbisec | Require O Enable _/Disable
ad.1-2Mbisec " Require ©Enable _ Disable
a5.1-2Mbisec Require © Enable _ Disable
ab.1-2Mbfsec | Require © Enable " Disable
a7.1-2Mblsec " Reguire ©Enable " Disable
aB.1-2Mbisec " Require ©Enable _ Disable
a8.1-dMbisec | Require O Enable _/Disable
a0.2-2Mblsec ) Require ©Enable _ Disable
al.2-2Mblsec " Reguire ©Enable " Disable
a2.2-2Mbisec | Require ©Enable _ Disable
a3.2-2Mblsec " Reguire ©Enable " Disable
ad.2-2Mbisec ) Require ©Enable _ Disable
ab.2-2Mbisec  Require O Enable _/Disable
ab.2-2Mbisec  Require O Enable " Disable
a7.2-2Mblsec " Reguire ©Enable " Disable
aB.2-2Mbisec | Require ©Enable _ Disable
a9.2-dMbisec  Require “Enable © Disable
a0.3-2Mbfsec | Require © Enable " Disable
al.3-2Mbisec " Require © Enable _ Disable
a2.3-2Mbisec  Require O Enable " Disable
a3.3-2Mblsec " Reguire ©Enable " Disable
ad.3-2Mbisec | Require ©Enable _ Disable
a5.3-2Mblsec | Require © Enable _ Disable
ab.3-2Mbisec  Require © Enable _/Disable
a7.3-2Mbisec " Require © Enable _ Disable

Webex Desk Series Wireless LAN A H4 K
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aB.3-2Mbisec Require O Enable Disable
29.3-2Mbisec Require ©Enable Disable
IMCSRates: |0 | 1|2 3|4 |5|6|7 8|9 10[11 12|13 (14[15|16 17|18 19|20|21 22|23
Enabld © 0/0 0/0/0/0/0/0/0/0/00/0/00 00000000
Disable g
Transmitter Power (dBm): 16912 798 (06 (13 © Mex Power Transiation Table
Client Power (dBm): OLlocal (167129 6 3 Max
DefaultRadio Channel: Channel 36 - 5180 MHz EChanneI 36 5180 MHz
Dynamic Frequency Selection Bands: Band 1- 5.150 to 5.250 GHz
Band 2 - 5.250 to 5.350 GHz
Band 3 - 5.470 to 5.725 GHz
Band 4 - 5.725 to 5.825 GHz
Channel Width: Below 40 MHz [ 20 MHz
World Mode .
Multi-Domain Operation: Disable Legacy © Dotiid
Country Code: o Indoor Outdoor
Radio Preamble © short Long
Antenna: a-antenna ab-antenna abe-antenna O abed-antenna
Internal Antenna Configuration: © Enable Disable
Antenna Gain(dBi): 0 (-128 - 128)
Gratuitous Probe Response(GPR): Enable © Disable
Period(Kusec): DISABLED (10-255)
Transmission Speed: none a
Traffic Stream Metrics: Enable © Disable
Aironet Extensions: © Enable Disable
Ethernet Encapsulation Transform: © RFC1042 B02.1H
Reliable Multicast to WGB: © Disable Enable
Public Secure Packet Forwarding: PSPF must be set per VLAN. See VLAN page
Beacon Privacy Guest-Mode: Enable © Disable
Beacon Period: 100 (20-4000 Kusec) Data Beacon Rate (DTIM): 2 (1-100)
Max. Data Retries: 64 (1-128) RTS Max. Retries: B4 (1-128)
Fragmentation Threshold: 2346  (256-2346) RTS Threshold: 2347  (0-2347)
Root Parent Timeout: 0 (0-65535 sec)
Root Parent MAC 1 (optional): (HHHH.HHHH.HHHH}
Root Parent MAC 2 (optional): {HHHH.HHHH.HHHH}
Root Parent MAC 3 (optional): {HHHH.HHHH.HHHH}
Root Parent MAC 4 (optional): {HHHH.HHHH.HHHH}

‘......ﬂﬁ!iﬁi

2.4 GHz #EHAT %55(E. 802.11b/g/n XY R T—UDAFT—% A& 802.11g EVICRESTh TR L%
BUET,

T4 VL X LAN [CE#T 5 802.11b DHDY Z4 7V hH RS, WA (BEX) L—MELT 12 Mbps,

R—FEHR ((FE) L—FELT 18 Mbps Z_EIT DL a2HEFMHLET, =720, REBICE > TIE. 6 Mbps

WA (BRX) L—FELTEMICTZVRELNHDET,

802.11b /54 7Y M EET ZI5EIE. HE (BX) L—F&EULT 11 Mbps, HR—bEH (EE) L—hE

LT12Mbps UEZZNZFNRET DVLENHDET,

Webex Desk Series Wireless LAN B A i1 K 154



WLAN DFEFE

Webex Desk Series (CIZBID SSID #{FERT 22 2EHHLET,

2L, BEX Cisco Wireless LAN TV KR4 YV & HR— N TBLDICRES N/-BEED SSID H'd 515
B. ZO WLAN 2o D [CFERATEZXY,

Webex Desk Series T#EHY % SSID (&, FED 802.11 EREY A FICOFHERITBL 5|

(802.11a DHEE) ,
[WPA2] +—EBZ=FHWICLET,

Security

Admin Access
Encryption Manager
SSID Manager
Dotllu Manager
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server

Advance Security

HOME NETWORK ASSOCIATION WIRE

Hostname ap-1

LESS SECURITY SERVICES

Save Configuration  Ping Logout Refresh

MANAGEMENT SOFTWARE  EVENT LOG

ap-1 uptime is 1 day, 4 hours, 33 minutes

Security: Global SSID Manager

SSID Properties

Current SSID List

< NEW > SSID: voice
data
voice VLAN: 3 Define VLANs
Backup 1:
Backup 2:
Backup 3:
Band-Select: | Band Select
Universal Admin Mode: | Universal Admin Mode
Interface: | Radio0-802.11N2.4CHz
Radio1-802.11AC5SH2
Network ID: (0-40986)
Delete
Client Authentication Settings
Methods Accepted:
Open Authentication: with EAP
"~ Web Authentication ~| Web Pass

| Shared Authentication:

Network EAP:

Server Priorities:
EAP Authentication Servers
© Use Defaults Define Defaults
' Customize
Priority 1: | < NONE »
Priority 2: | < NONE »

Priority 3: | < NONE >

< NO ADDITION>

o

< NO ADDITION >

MAC Authentication Servers
© Use Defaults Define Defaults

1 Customize

Priority 1: | < NONE >
Priarity 2: | < NONE >

Priority 3: | < NONE >

Client Authenticated Key M, t

Key Management:

Mandatory | CCKM

Webex Desk Series Wireless LAN A H4 K
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WPA Pre-shared Key:

11w Configuration:

11w Saquery-retry:

11w Association-comeback:

Disable
1000 (1000-20000)
100 (100-500)

© ASCIl ) Hexadecimal

IDS Client MFP

Enable Client MFP on this SSID: = Optional

AP Authentication
Credentials: < NONE > Define Credentials
Authentication Methods Profile: < NONE > Define Authentication Methods Profiles
Accounting Settings
| Enable Accounting Accounting Server Priorities:
© Use Defaulis Define Defauits
' Customize
Priority 1: | < NONE >
Priority 2: | < NONE >
Priority 3: < NONE >
Rate Limit Parameters
Limit TCP:
~| Input: Rate: Burst-Size: (0-500000)
_| Output: Rate: Burst-Size: {0-500000)
Limit UDP:
| Input: Rate: Burst-Size: {0-500000)
_| Output: Rate: Burst-Size: (0-500000)

General Settings

|P Address:

—| Advertise Extended Capabilites of this SSID

— Enable IP Redirection on this SSID

DISABLED

Webex Desk Series Wireless LAN A H4 K

| Advertise Wireless Provisioning Services (WPS) Support

_| Advertise this SSID as a Secondary Broadcast SSID
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IP Filter (optional): = <NONE> [&]  Define Filter

Association Limit (optional): (1-255)

EAP Client (optional):

Username: Password:

Multiple BSSID Beacon Settings

Multiple BSSID Beacon
Set SSID as Guest Mode

Set DataBeacon Rate (DTIM): DisasLen  (1-100)

Apply Cancel
Guest Mode/Infrastructure SSID Settings
Radio0-802.11N2-4GHz:
Set Beacon Mode: Single BSSID Set Single Guest Mode SSID: < NONE > E
© Multiple BSSID
Set Infrastructure SSID: | < NONE » a Force Infrastructure Devices to associate only to this SSID
Radio1-802.11ACS6Hz:
Set Beacon Mode: Single BSSID Set Single Guest Mode SSID: < NONE > a
© Multiple BSSID
Set Infrastructure SSID: | < NONE » E Force Infrastructure Devices to associate only to this SSID
Apply Cancel

- s

JA4VLRAEE/T—5ZHE®D VLAN [CET AV MELET,

BEEVLAN (CHULT, KTV X2 7 \NTy b 7x27—F4>%5 (PSPF) AEMICHE > TWRIHEEIE.
PSPF A EEXNICIE > TWB I EZ R UL E T, PSPF ABVIICK > TVWBRBRICVZFA TV MDPEALTZ7 IR RL YV
NCcBEERITONhDE., BEEEBETZIEHA, PSPFZ2EHICTZE. A—FT 4 A I3EIEMELDET,
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Services

Telnet/SSH
Hot standby
CcDoP

DNS

Filters
HTTP

Qos
Stream
SNMP

SNTP

VLAN

ARP Caching
Band Select
Auto Config

HOME  NETWORK

Hostname ap-1

ASS50CIATION

WIRELESS

Save Configuration  Ping Logout Refresh

SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

ap-1 uptime is 1 day, 4 hours, 48 minutes

Global VLAN Properties

Current Native VLAN:  VLAN 10

Assigned VLANs

< NEW >
WLAN 2

WLAN 10

Current VLAN List

VLAN 3

Delete

Create VLAN

VLAN ID:

VLAN Name (optional):

| Native VLAN

| Enable Public Secure Packet Forwarding

| Radio0-802.11N246Hz

Radio1-802.11AC5CHz

| Management VLAN (If atiy

Define SS1Ds

3 (1-4084)

=

Apply Cancel

VLAN Information

View Information for: vLAN 2

GigabitEthernet Packets Radio0-802.11N2-46Hz packets Radio1-802.11ACCHZ packets
Received 65884 65884
Transmitted 5462 5462

Y 2000 ===

G571 7ELUTIAES] BMBIREN TS L =2HERELE T,

Webex Desk Series Wireless LAN A H4 K
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Save Configuration Ping Logout Refresl

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Security

Hestname ap-1 ap-1 uptime is 1 day, 4 hours, 32 minutes

Admin Access

e R Security: Encryption Manager

SSID Manager Set Encryption Meode and Keys for VLAN: 3 Define VLANs
Dotllu Manager
Server Manager e
AP Authentication 1 None
Intrusion Detection
Local RADIUS Server ~) WEP Encryption | Optional
uance e Cisco Compliant TKIP Features: | Enable Message Integrity Check (MIC)
| Enable Per Packet Keying (PPK)
© Cipher AES CCMP
Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size

Encryption Key 1: - 128 bit

Encryption Key 2: [-] 128 bit

Encryption Key 3: i 128 bit

Encryption Key 4: 128 bit

Global Properties
Broadcast Key Rotation Interval: O Disable Rotation
" Enable Rotation with Interval: DISABLED  (10-10000000 sec)
WPA Group Key Update: ~| Enable Group Key Update On Membership Termination
| Enable Group Key Update On Member's Capability Change

RADIUS H—NZ RS LU T HhI VT4 VTICERATES LS ICRELE Y,
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Save Configuration  Ping Logout Refresh

HOME NETWORK  ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Security = SERVER MANAGER e GLOBAL PROPERTIES |

Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 42 minutes
Admin Access

Encryption Manager Security: Server Manager

SSID Manager Backup RADIUS Server
Dotiiu Manager R )
IP Version: O1Pv4 IPVE
Server Manager
R Backup RADIUS Server Name:
AP Authentication
TRITRsIOnIDetattIon Backup RADIUS Server: (Hostname or IP Address)
Local RADIUS Server Shared Secret:
Advance Security Apply Delete Cancel
Corporate Servers
Current Server List
RADIUS
IP Version: OIPV4 (IPVE
Server Name: 10.0.0.20
10.8.0.8
Server: 10.0.0.20 (Hostname or IP Address)
Shared Secret: = ssssssssssss
Delete Authentication Port (optional): 1812 (0-65535)
Accounting Port (optional): 1813 (0-65535)
Apply Cancel
Default Server Priorities
EAP Authentication MAC Authentication Accounting
Priority 1:  10.0.0.20 Priority 1: | < NONE » Priarity 1: | 10.0.0.20
Priority 2: < NONE > Priority 2: | < NONE » Priority 2: | < NONE >
Priority 3: < NONE > Priority 3: | < NONE » Priority 3: | < NONE >
Admin Authentication (RADIUS) Admin Authentication (TACACS+)
Priority 1: | < NONE » Priority 1: | < NONE »
Priority 2: | < MOME » Priority 2. | < NOME >
Priority 3: | < MONE » Priority 3: | < NOME >
Apply Cancel

HIBRASY H—EX (WDS)

Cisco Autonomous 77t X iRA4 YV FRIETIE, BIERAAY Y—EXZFERAIZNELHDET, CcO—E
AIEFEEF27 O0-IVJICHNETT,

12079 ARAVNETZ4<Y WDS H—/NEULTERL, I 1 2079 A RAVbENYITYVT
WDS H—/NNEUTEIRLET,

7547 WDS H—NICREHEWMEBEIER (255 &) Z25/EL. Nvo 7y 7T WDS H—NICFh LD BHEL
BB (254 &) #H/ELZET,
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Save Configuration  Pin Logout Refresh
alialn ve Conflg Bing  Logout R

cISco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Wireless Services & WDS STATUS E GENERAL SET-UP hE SERVER GROUPS 1
Hostname ap-1 ap-1 uptime Is 1 day, 4 hours, 50 minutes
AP

WDS Wireless Services: WDS/WNM - General Set-Up

WDS - Wireless Domain Services - Global Properties

Use this AP as Wireless Domain Services
Wireless Domain Services Priority: 255 (1-255)

_| Use Local MAC List for Client Authentication

WNM - Wireless Network Manager - Global Configuration

_| Configure Wireless Network Manager

Wireless Network Manager Address: DISABLED (IP Address or Hostname)

Cisco Autonomous 77t X R4 ¥V METILFF+ X~ 7O ML TH S Inter-Access Point Protocol (IAPP)
ERAT B0, ERDEXA T4 7 VLAN 2EHITI2UENHD X7,

XA T4 7 VLAN [CDWTIE. IAPP X7y RAERBICRIRE N S/cHICH, VLAN 1 FERALBVN T & ZH#ERL
9.

Cisco Autonomous 77 X R4 YV MAEEEHLUTWDERAL Y F iR— M TlE, R—bk EF2UF 4 ZEWHICT
ZNEHLAHDET,

" I " I N Save Configuration Ping Logout Refresh
CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG
Services
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 48 minutes
Telnet/SSH
e
copP Global VLAN Properties
DNS
Current Native VLAN:  VLAN 10
Filters
HTTP Assigned VLANs
Qos .
Current VLAN List Create VLAN Define 55IDs
Stream —
< MEW >
SNMP WLAN 2
VLAN S VLAN ID: 10 1-4094
e (1-4084)
VLAN VLAN Name (optional):
ARP Caching Delete Native VLAN
s _ Enable Public Secure Packet Forwarding
Auto Config

~| Radio0-802.11N240Hz
Radio1-802.11AC5CGHz

—| Management VLAN (If non-native)

Apply Cancel
VLAN Information
View Information for: VLAN 2
GlgabitEthernet Packets Radio0-802.11N2-4GHzZ Packets Radio1-802.11AC5GHZ Packets
Received 65884 65884
Transmitted 5462 5462
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BIRREAMY Y—ERRADY—N TN —T2ERT 2LENHDET.
BIC. AVI7SANSVFYRBEICERT S —NJIL—TZ2EELET,
AVT7ZANZ U FrERAEICIFO—A)L RADIUS Z{ERT 5 L Z2#HRLE T,

1V7ZZAMZ U FvREEEICO—7)L RADIUS ZERURWMERE. BEREXASY Y—EXNBMICB->TVS
IRTDT VX RA Y bHRADIUS —/NICRESNT VB I L 2HRIDVENHD T,

il I 1ol I B Save Configuration Ping Logout Refresh
CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Wireless Services £ WDS STATUS & GENERAL SET-UP e SERVER GROUPS M
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 51 minutes
AP

WDs Wireless Services: WDS - Server Groups

Server Group List

Server Group Name: wDS
< NEW »

Group Server Priorities: Define Servers
Delete Priority 1: 10909

Priority 2: < NONE > |

Priority 3: < NONE > |

Use Group For:

© Infrastructure Authentication

_) Client Authentication

Authentication Settings SSID Settings
~| EAP Authentication © Apply to all SSIDs
| LEAP Authentication " Restrict SSIDs (Apply only 1o listed SSIDs)
| MAC Authentication SSID: DISABLED Add
| Default (Any) Authentication | Remove

RIS, V547V R ERREICERI U —N JIL—T%2EFEELET,

HBIBRAAY H—EZXDRBMICHB>TVNBIRTDTZIER R4V MH RADIUS H—NICHRES N TR L%
BRI I2VENHDET,
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Sayve Configuration  Ping Logout Refresh

cisco HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Wireless Services £ WDS STATUS E GENERAL SET-UP e SERVER GROUPS b
Hostname ap-1 ap-1 uptime Is 2 days, 2 hours, 31 minutes
AP

WDS Wireless Services: WDS - Server Groups

Server Group List

Server Group Name: Clients

< NEW »
WDS
Group Server Priorities: Define Servers
Delete Priofity 1: | 10.0.0.20
Priofity 2: | <NONE >

Priority 3:  <NONE > |4

Use Group For:

" Infrastructure Authentication

O Client Authentication

Authentication Settings SSID Settings
EAP Authentication © Apply to all SSIDs
LEAP Authentication " Restrict SSIDs (Apply only to listed SSIDs)
_| MAC Authentication SSID: DISABLED Add
| Default (Any) Authentication | Remove

ooy ] cancol |

AVT73 ATV FvERAEICO—A)L RADIUS 2 AT 558 (F. INTOREZTOMINZEMICLET,
O—ALT77EARAY NRADRY NT—T FORAY—N— T M) ZERLET,

IR ASY Y—EZDRBHICHE S TVWBT7IERA RAYMIHUTERIEEZITOYLDICT VR RA4 Y MHRE
Sh31—YY7HhoVhEEELET,

BRRAY Y—EXICEMIZBEIT7 IV EX RA M ETO—AJ)L RADIUS ZRELE T,
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Save Configuration Ping Logout Refresh

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Security & STATISTICS e GENERAL SET-UP e EAP-FAST SET-UP ]

Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 43 minutes
Admin Access

Encryption Manager Security: Local RADIUS Server - General Set-Up

SSID Manager Local Radius Server Authentication Settings
Dotliu Manager
Enable Authentication Protocols: EAP FAST
Server Manager
AP Authentication LEAP
Intrusion Detection MAC
Local RADIUS Server Apply Cancel
Advance Security
Network Access Servers (AAA Clients)
Current Network Access Servers
:0':';:9) Network Access Server: 10.9.09 (IP Address)
Shared Secret: = seereesneens
Delete
Apply Cancel
Individual Users
Current Users
V Username: wds
Password: = sssssssssssssesssssssssssssans T Text @ NT Hash
Confirm Password:
Delete Group Name: < NONE >
~| MAC Authentication Only
Apply Cancel
User Groups
Current User Groups
Group Name:
< NEW >
Session Ti (optional) (1-4294967295 sec)
Delete Failed Authentications before Lockout {optional): (1-4294967285)
Lockout (optional): 1 Infinite
© Interval (1-4204967295 sec)
VLAN ID (optional):
SSID (optional): Add
Delete
Apply Cancel

BRRAAY Y—EXDBMICBEILSICDEBERT I LA RA Y M ZIEULKERELRLS, WDS H—/NE L THERE
FBT7VEARAVEZECIRTDT7 VA RA b2, WDS H—NI[CHUTEFETED LS ICRET DU E
RHHET,

[SWAN £ Y75 XA NS5 F v IC&M (Participate in SWAN Infrastructure) ] 28%ICLE T,
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B—) WDS H—N\%FEARIT 255, ZOWDS H—/DIP 7RLRAZIBETEEYT., 5 TLHRWVNGEE.
[B&&H (Auto Discovery) 1 Z=BMICLET,

WDS H—/N\—I(Z3xd9 BEREEICERT % [1——4% (Username) ] & [/NX7—K (Password) ] ZAHULET,

Save Configuration Ping Logout Refresh

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG

Wireless Services

Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 50 minutes

AP
WDS Wireless Services: AP
Participate in SWAN Infrastructure: © Enable ) Disable
WDS Discovery: ' Auto Discovery
© Specified Discovery: 10.9.0.8 (IP Address)
Username: wds
Password: = sesesesesens
Confirm Password:
a:ng‘;‘:f‘;’:e_ < NONE > Define Authentication Methods Profiles

TUOEARAY & WDS H—/NICXH UTERAECTES L DICERELRZS, [WDS XF5F—4 X (WDS Status) ] 5
WDS H—/\DIREEE WDS H—/NICEFRSINTWBT7 IR R4 Y NOBEERETEET,

Save Configuration  Ping Logout Refresh

HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Wireless Services [z WDS STATUS e GENERAL SET-UP E SERVER GROUPS ]
Hostname ap-1 ap-1 uptime is 1 day, 5 hours, 1 minute
AP
wWDs Wireless Services: WDS - Wireless Domain Services - Status
WDS Information
MAC Address IPv4 Address IPv6 Address Priority State
. Administratively StandAlone
18e7.281b.3154 10.9.0.9 H 255 _ACTIVE
WDS Registration
APs: 1 Mobile Nedes: 0
AP Information
Hostname MAC Address IPv4 Address IPvE Address SDP State
eighbor
ap-1 18e7.281b.3154 10.8.0.9 Switch-2.gil | REGISTERED
Mobile Node Information
MAC Address IP Address State SSID VLANID BSSID
Wireless Network Manager Information
IP Address Authentication Status
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d—J)L 7RIy gVl (CAC)

Cisco Autonomous 77t R R4V MCIF, BRR—RX®D CAC EEHA MY —ALADYR—MIFEELRLDT,
Cisco Autonomous 727t X ;R4 YV M T CAC 2B%ICT 2T LIFHEREIhE A,

Cisco Autonomous 77t ARA VY MiE, 1 AN —ADHITHRLTED, AMV—AYALXEHRIIYALXT
ZHB DT, CAC HEMTHBHEAIC SRTP LU Barge (EIDIAHK) . ALY RNEZFVYYVY, A—ILEFES
[IHELEEA.

Cisco Autonomous 77X R4V N TCHBEXRETADTZ RI vy 3 VElEHE=BMICT 5581E. SSID TH
PRIy aveaE7Oy VBRI ZVELNHDET, AOVY—XTIF., 7RIy aviF74I)LhT70Y
BRI TWET,

dot11 ssid voice
vlan 3
authentication open eap eap_methods
authentication network-eap eap_methods
authentication key-management wpa version 2
admit-traffic

Save Configuration  Ping Logout  Refresh

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG
Services £ = RADIOQ-B02,11N24BHZ = RADIO1-802.11AC5GHZ =
(’ S HuLCES T' ACCESS CATEGORIES = ACCESS CATEGORIES . SOUANCED
Telnet/SSH Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 47 minutes
Hot standby
cop Services: QoS Policies - Access Category
oS Access Category Definition
Filters
HTTP Access Category Background Best Effort Video Voice
(CoS 1-2) (CoS0,3) (CoS 4-5) {CoS 6-T)
Qos
= Min Contention AP 4 “ 3 2
LB Window

SNMP (2=-1; x can be 0-10) Client | 2 4 3 2
SNTP

Max Ceontention AP 10 5 4 a
VLAN Window
ARP Caching (2=-1; x can be 0-10) Client | 10 10 4 3
Band Select A |7 3 B 1
Auto Conflg Fixed Slot Time

(0-20) Client | 7 3 2 2

) X AP 0 0 3008 1504
Transmit Opportunity
(0-65535 5) Client | 0 0 3008 1504
Optimized Voice 'WFA Default Apply Cancel
Admission Control for Video and Voice
Video{CoS 4-5)
| Admission Control
Voice(CoS 6-7)
Admission Control
Max Channel Capacity (%): 75
Roam Channel Capacity (%) &
Apply Cancel
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QoS /R ¥—

Cisco Autonomous 77t X R4 > MTR®D QoS R U —%&EL T, CoS (WMMUP) v EVTICXT S
DSCP zE®ICLE Y,

ZhiCED. KTy hE EULKI—=F VTSN TWBRD., PI7EZX RA Vb LRILTREShic& EITEY)
BF1—ICANGNZET,

o I 1ol I " Save Configuration  Ping Logout Refresh
CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE  EVENT LOG
Services E = RADIOD-802.11N24CHZ |- RADIO1-802.11ACTCHZ |2
= QoS POLICIES ~ ACCESS CATEGORIES ~ ACCESS CATEGORIES . SIanceD
Telnet/SSH Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 44 minutes
Hot standby
cop Services: QoS Policies
ik Create/Edit Policies
Filters
HTTP Create/Edit Policy: Voice
QoS
G Policy Name: Voice
SNMP
SNTP
Classifications: DSCP - COS Controlled Load (4]
VLAN DSCP - COS Video < 100ms Lateney (5)
ARP Caching DSCP - COS Veice < 10ms Latency (6)
Band Select
Auto Config Delete Classification
Match Classifications: Apply Class of Service
IP Precedence: Routine [0} Best Effort (0) Add
IP DSCP: ©  Best Fifort Best Effort (0) Add
- (0-63)
IP Protocol 118 Best Effort (0) Add
Filter: Mo Filters defined. Define Filters.
Default Classification for Packets on the VLAN: Best Effort (0) Add
Rate Limiting:
Bits per Sec.: (B000-2000000000) Burst Rate (Bytes): {1000-512000000)
Conform Action:  Transmit Exceed Action: Drop Add
Apply Delete Cancel
Apply Policies to Interface! VLANs
VLAN 2 Radio0-802.11N24CHz Radio1-802.11AC5CHz GigabitEthernet0
Incoming Data Data
Outgoing Data Data
VLAN 3 Radio0-802.11N24CHz Radio1-802.11AC5CHz GigabitEthernet0
Incoming Vaice Voice
Outgoing < NONE > < NONE >
VLAN 10 Radio0-802.11N24CHz Radio1-802.11AC5CHz GigabitEthernet0
Incoming < NONE > < NONE >
Outgoing < NONE > < NONE >
Apply Cancel
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QBSS #EMICT BICIE. [H% (Enable) ] #i#IRL. [Dotlle] A VICLET,

[Dot11e] ZAVICT D&, MAD CCAN—U 3> (802.11e BL U Cisco N\—Y 3V 2) KEMICKEDET,
[IGMP 2 X—E>~ 7 (IGMP Snooping) ] #"BXICE>TWS I LZMHRELE T,

[Wi-Fi RILF AT 47 (WMM) (Wi-Fi MultiMedia (WMM) ) ] B"BICB>TWS L ZMRELE T,

" I 1l I " Sayve Configuration Ping Logout Refresh

CIsCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Services = POL = RADIO0-BO211NZ4GHZ V= RADIOT-802.11AGHSHZ =
. e SIS ~ ACCESS CATEGORIES ~ ACCESS CATEGORIES = ADVANCED
Telnet/SSH Hostname ap-1 ap-1 uptime Is 1 day, 4 hours, 47 minutes
Hot standby
cor Services: QoS Policies - Advanced
D IP Phone
Filters
HTTP QoS Element for Wireless Phones : © Enable Doti1e
Qos ) Disable
Stream
ITT IGMP Snooping
SNTP Snooping Helper: @ Enable | Disable
VLAN
ARP Caching
Band Select AWVID Priority Mapping
Auto Config

Map Ethernet Packets with CoS 5to CoS 6: | Yes @ No

WiFi MultiMedia (WMM)

Enable on Radio Interfaces:
Radio0-802. 11N24CHz

Radio1-802.11AC55Hz

[ropy ] cancer |

[ MY —A (Stream) | iEE#ERE. £/ QoS RELIV VY aVDERTFZ IV EAATIV T [R#ECShIEEE
(Optimized Voice) ] #5ERL THEMICT 2581E. T7AIILNMEZEFERLE Y. 802.11b/g Tl 5.5, 6.
11, 12. &KV 24 Mbps, 802.11a Tl 6. 12 H LU 24 Mbps, 802.11n Tl 6.5. 13 H LU 26 Mbps H'&#@
EDOL—MELTT7AILNTEMELEINET,

[RRU—A (Stream) ] H#EEZBMICT BIEFEF. SENT Y NDOHFNZEF1—ICEBMEN3ZE&2HERELE
¥, VTFVVTNRTy MR BEOF 2 —ICBMT ZUNEAHDET, SIP ZREDF 1 —ICANBICIE.
DSCP zEIBF 1 —ICNYYEY T TZ QoS RY—=RBELET,
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Save Configuration  Ping Logout Refresh

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Services [ RADIOD-8021INE4GHZ |°  RADIO1-802.11ACSGHZ )
Telnet/S8H Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 48 minutes
Hot standby
cop | Sorvicos:rogen
DNS Packet Handling per User Priority:
Filters User Priority Packeat Handiing Max Retries for Packet Discard
HTTP CosS 0 (Best Effort) Reliable NO DISCARD  (0-128)
Qos CoS 1 (Background) Reliable NO DISCARD  (0-128)
Stream
SNMP CoS 2 (Spare) Reliaple NODISCARD  (0-128)
SNTP CoS 3 (Excellent) Reliable NO DISCARD  (0-128)
VLAN
ARP Caching CoS 4 (Controlled Load) Reliable NODISCARD  (0-128)
Band Select CoS 3 (Video) Reliable MO DISCARD  (0-128)
Butaitontly CoS 6 (Voice) Reliable NO DISCARD  (0-128)
CoS 7 (Network Control) Reliable NO DISCARD  (0-128)
Low Latency Packet Rates:
6.0Mbisec : ' Nominal " Non-Nominal ) Disable
9.0Mb/sec : ) Nominal ' Non-Nominal ) Disable
12.0Mbisec : "/ Nominal Non-Nominal @ Disable
18.0Mbisec : ' Nominal " Non-Nominal ) Disable
24.0Mbisec : “'Nominal ) Non-Nominal (@ Disable
36.0Mbisec ' Nominal " Non-Nominal () Disable
48.0Mb/sec : ") Nominal ' Non-Nominal € Disable
54.0Mbisec : ' Nominal " Non-Nominal ) Disable
Apply Cancel

BREE

70%Y ARP IE. FIXA I > T ARP EXRICIHE T HDICERIIBEE T,

70O+ ARP ZBMICT BICIE. [9514 7Y MDD ARP v v >4 (Client ARP Caching) 1 % [B%b
(Enable) 1 ICSREL X T,

T, [TRTODIP 7 RL AV T UHBAITHRWMGSIC ARP BREZE RS VT —7 21 AICEET S
(Forward ARP Requests to Radio Interfaces When Not All Client IP Addresses Are Known) ] AV ICH >
TWBIEZHERLET,
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Save Configuration  Ping  Logout Refresh

CISCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Services
Hostname ap-1 ap-1 uptime is 1 day, 4 hours, 50 minutes
Telnet/SSH
Hot standby Services: ARP Caching
CDP - . ~
Client ARP Caching: © Enable Disable
DNS
Filters
o Forward ARP Requests To Radio Interfaces When Not All Client IP Addresses Are Known
QOSs
Stream
e

version 15.3

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec

service password-encryption
I

hostname ap-1
1

logging rate-limit console 9
I

aaa new-model
1

aaa group server radius rad_eap
server name 10.0.0.20

1

aaa group server radius rad_mac
I

aaa group server radius rad_acct
server name 10.0.0.20

1

aaa group server radius rad_admin
1

aaa group server tacacs+ tac_admin
I

aaa group server radius rad_pmip
1

aaa group server radius dummy
I

aaa group server radius WDS

server name 10.9.0.9

1

aaa group server radius Clients

server name 10.0.0.20

1

aaa authentication login default local

aaa authentication login eap_methods group rad_eap
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aaa authentication login mac_methods local

aaa authentication login method_WDS group WDS

aaa authentication login method_Clients group Clients

aaa authorization exec default local

aaa accounting network acct_methods start-stop group rad_acct

I

aaa session-id common

clock timezone -0500 -5 0

clock summer-time -0400 recurring

no ip source-route

no ip cef

ip domain name cisco.com

ip name-server 10.0.0.30

ip name-server 10.0.0.31

I

dot11 pause-time 100

dot11 syslog

1

dot11 ssid data

vian 2

authentication open eap eap_methods

authentication network-eap eap_methods

authentication key-management wpa version 2

I

dot11 ssid voice

vian 3

authentication open eap eap_methods

authentication network-eap eap_methods

authentication key-management wpa version 2

1

dot11 arp-cache optional

dot11 phone dot11e

1

no ipv6 cef

1

crypto pki trustpoint TP-self-signed-672874324

enrollment selfsigned

subject-name cn=10S-Self-Signed-Certificate-672874324

revocation-check none

rsakeypair TP-self-signed-672874324

1

crypto pki certificate chain TP-self-signed-672874324

certificate self-signed 01

30820229 30820192 A0030201 02020101 300D0609 2A864886 F70D0101 05050030
30312E30 2C060355 04031325 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 36373238 37343332 34301E17 0D313630 38303332 33303533
385A170D 32303031 30313030 30303030 5A303031 2E302C06 03550403 1325494F
532D5365 6C662D53 69676E65 642D4365 72746966 69636174 652D3637 32383734
33323430 819F300D 06092A86 4886F70D 01010105 0003818D 00308189 02818100
CB155DD1 3421B13F CD121F42 7A62D9F5 38EBC966 4420F38A 38DFAFF2 D43CD3B9
5F5A1B75 7910F9F5 6E9EDEF4 730942C7 17DCA4CBC E5AE3E49 0AF79419 OBEF34BC
5DCEB4E2 FF2978CB C34D5AEE ED1DFB58 C7BF6592 61C1AD25 3EF87205 15EA58C2
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0A5E2B15 7FO8FAEA 5DA2BFA7 95E56C60 22C229C7 024A91D7 A4FEB50B 5425357F
02030100 01A35330 51300F06 03551D13 0101FF04 05300301 01FF301F 0603551D
23041830 168014FC 2FE6CFOE E0380A40 11381459 5D596E3E A684DA30 1D060355
1DOE0416 0414FC2F E6CFOEEO 380A4011 3814595D 596E3EA6 84DA300D 06092A86
4886F70D 01010505 00038181 0053F55B 5EBB1FE2 C849BC45 47D0OE710 0200404E
A8B174BC A46EB56A 857166C3 BO9FD71DF 7264F5AF DC804A67 16BD35A2 4F39AFD7
0BD24F71 BAF916AC E984343C A54B7395 E5D15237 8897D436 A150BFB2 DC23E8D3
AFFOA51C B6253153 C4E2C022 66F1E361 B2EE49E2 763FCBC7 6381E7F7 61B6E14D
60CDF947 2C044617 37211E5F CE
quit

username <REMOVED> privilege 15 password 7 <REMOVED>
I
class-map match-all _class_Voice0

match ip dscp cs3
class-map match-all _class_Voice1l

match ip dscp af41
class-map match-all _class_Voice2

match ip dscp cs4
class-map match-all _class_Voice3

match ip dscp ef

I

policy-map Voice

class _class_Voice0

setcos 4

class _class_Voice1

setcos 5

class _class_Voice2

setcos 5

class _class_Voice3

setcos 6

policy-map Data

class class-default

setcos 0

1

bridge irb
I

interface Dot11Radio0

no ip address

shutdown

antenna gain 0

traffic-metrics aggregate-report

stbc

mbssid

speed basic-12.0 18.0 24.0 36.0 48.0 54.0 m1. m2. m3. m4. m5. m6. m7. m8. m9. m10. m11. m12.
m13. m14. m15. m16. m17. m18. m19. m20. m21. m22. m23.
power client local

channel 2412

station-role root

bridge-group 1

bridge-group 1 subscriber-loop-control

bridge-group 1 spanning-disabled

bridge-group 1 block-unknown-source
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no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding

I

interface Dot11Radio1

no ip address

]

encryption vlan 2 mode ciphers aes-ccm
1

encryption vlan 3 mode ciphers aes-ccm
]

ssid data

1

ssid voice

1

antenna gain 0

peakdetect

dfs band 3 block

stbc

mbssid

speed basic-12.0 18.0 24.0 36.0 48.0 54.0 m0. m1. m2. m3. m4. m5. m6. m7. m8. m9. m10. m11.
m12. m13. m14. m15. m16. m17. m18. m19. m20. m21. m22. m23. al1ss9 a2ss8 a3ss9
power client local

channel width 40-below

channel 5180

station-role root

dot11 qos class voice local
admission-control

admit-traffic narrowband max-channel 75 roam-channel 6
]

dot11 qos class voice cell
admission-control

1

world-mode dot11d country-code US both
I

interface Dot11Radio1.2

encapsulation dot1Q 2

bridge-group 2

bridge-group 2 subscriber-loop-control
bridge-group 2 spanning-disabled
bridge-group 2 block-unknown-source
no bridge-group 2 source-learning

no bridge-group 2 unicast-flooding
service-policy input Data
service-policy output Data

1

interface Dot11Radio1.3

encapsulation dot1Q 3

bridge-group 3

bridge-group 3 subscriber-loop-control
bridge-group 3 spanning-disabled
bridge-group 3 block-unknown-source
no bridge-group 3 source-learning
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no bridge-group 3 unicast-flooding
service-policy input Voice

1

interface Dot11Radio1.10
encapsulation dot1Q 10 native
bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
1

interface GigabitEthernet0

no ip address

duplex auto

speed auto

1

interface GigabitEthernet0.2
encapsulation dot1Q 2
bridge-group 2

bridge-group 2 spanning-disabled
no bridge-group 2 source-learning
service-policy input Data
service-policy output Data

I

interface GigabitEthernet0.3
encapsulation dot1Q 3
bridge-group 3

bridge-group 3 spanning-disabled
no bridge-group 3 source-learning
service-policy input Voice

1

interface GigabitEthernet0.10
encapsulation dot1Q 10 native
bridge-group 1

bridge-group 1 spanning-disabled
no bridge-group 1 source-learning
1

interface BVI1

mac-address 18e7.281b.3f54

ip address 10.9.0.9 255.255.255.0
ipv6 address dhcp

ipv6 address autoconfig

ipv6 enable

1

ip default-gateway 10.9.0.2
ip forward-protocol nd
no ip http server
ip http authentication aaa
ip http secure-server
ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
ip radius source-interface BVI1
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radius-server local

nas 10.9.0.9 key 7 <REMOVED>

user wds nthash 7 <REMOVED>

1

radius-server attribute 32 include-in-access-req format %h
1

radius server 10.0.0.20

address ipv4 10.0.0.20 auth-port 1812 acct-port 1813
key 7 <REMOVED>

I

radius server 10.9.0.9

address ipv4 10.9.0.9 auth-port 1812 acct-port 1813
key 7 <REMOVED>

I

access-list 111 permit tcp any any neq telnet

bridge 1 route ip

1

wiccp ap username wds password 7 <REMOVED>
wiccp ap wds ip address 10.9.0.9

wiccp authentication-server infrastructure method_WDS
wiccp authentication-server client eap method_Clients
wiccp authentication-server client leap method_Clients
wiccp wds priority 255 interface BVI1

I

line con 0

access-class 111 in

linevty 04

access-class 111 in

transport input all

1

sntp server 10.0.0.2

sntp broadcast client

end

Cisco Meraki 77X R4V

Cisco Meraki 7OV EAXA RA VYV N EB/ET D EZE. ROHA R4V EFRALTLES,

[RTF5vy>a~R—Y (Splashpage) 1 % [5L (None) 1 ICERELZET,
[7UwIE—K (Bridge mode) 1 ZH%ICLET.

[VLAN #¥> % (VLAN tagging) 1 #&%ICLEY.

[#1528$R (Band selection) ] %= [5 GHz #ifdD# (5 GHzbandonly) ] ICS¥EL XS,
WEICIHLT[F—%L—b (DataRates) ] 253 ULET

[Quality of Service (QoS) 1 #:¥EL X9,
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DJA4VYLR XY NT—9 DIER

Cisco Meraki 77t R ;R4A4 > F %8BI L T WLAN H—EXZBHITBRIIC, T4V LR Ry N T—0%ERT
ZNBEHAHDHET,

ROy TT I AZ2—05 [FIEERY bT—2 DIERL (Create a new network) ] ZZ#IRLE T,

XY NT—=9594T7T[714¥ LR (Wireless) ] ZZIRL. [{EF (Create) 1242V v LZET,

‘asee’ Meraki Q

Create network
Meraki MX64
Setup network

Networks provide a way to logically group, configure, and monitor devices. This is a useful way to separate

Network-wide ) . L o
physically distinct sites within an Organization. ©

Security & SD-WAN Network name
Organization
Network type Wireless » 0
Network configuration © Default Meraki configuration
Bind to template Mo templates to bind to @

Clone from existing network hd

Select devices from inventory

You have no unused devices
Add new devices or go to the inventory page to select devices

that are already in networks

Go to inventory

Cisco Meraki 77 A R4V ME, YUT7INBEFLIGEINEEL2IEELTEXRTEXETY,
B3R U7z Cisco Meraki 7 7 X RA4 v M, FERAAIGERA YRV MNJICRRSINET,

Cisco Meraki 7 7 £ ZRA v ME, [RYy 8 T—U DIERL (Create network) 1 £/ [## (Organization) ]>
[(%%F (Configure) ]1>[1 Y~ KU (Inventory) ] R—I T [F/X1 ZADEM (Add Devices) ] #BIRLTE
KTEET,
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o [74F LR (Wireless) 1> [E=%— (Monitor) ]>[77EX/R1 >k (Access points) ] X—JT
[AP DB/ (Add AP) ] #ZRL. [ER (Claim) ] ZBIRLTERT B LHTEET,

Claim by serial and/or order number

Enter one or more serialforder numbers (one per row). Where can | find these numbers?

ER L 7z Cisco Meraki 7 7 Z7R4 v M &, [##% (Organization) ]> [B%E (Configure) 1> [1 Y~V KV
(Inventory) | R—ITHRITA VL ARXRY NT—VICBIMTEET,

vl T Q
asco Meraki
Inventory
Meraki WLAN View used and unused devices in your organization. You can claim new devices to add the list below.

Add to ... » | Unclaim | Unused Used Both | |Search inventory

Network-wide O Existing network — Tt
Meraki WLAN . 9K7 MR53 4/29/2020 2:59 PM
Wireless MNew network

Organization

BRULTZIEARA Y ML [74F7 LR (Wireless) ]> [E=#— (Monitor) 1> [FVEARALV
(Access points) ] X—< T [AP @EHN (Add AP) ] 2EIRUTEMT B EHTEET,
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‘dses’ Meraki a

Add access points

Meraki WLAN

Add access points from your organization's inventory. When you claim an order by order number, the
devices in the order will be added to your inventory. When you claim a device by its serial number, that
device will be added to your inventory. Once in your inventory, you can add devices to your network(s).

Network-wide Search inventory

Wireless MAC address Serial number Model * Claimed on

88:15:44:60:18:8¢ Q2ZMD-MWQS-JaKT MR53 4/29/2020 2:59 PM

Organization

SSID DEYTE
SSID Z{EH 9 3ICId. ROYTI VY AZa1—HE5XHKRXY NT—U%ERL. [71 VLR (Wireless) ]> [§&
%E (Configure) ]>[SSID (SSIDs) ] #&RLF Y.

Webex Desk Series ICIZERID SSID BN U TR L%&HBLET., T—Y 95147V M PZFOMDY A TDY
47V ME. FNEFENEHLS SSID & VLAN Z#FEHIT5MNENHD FT,

fc2 L. SFEXG Cisco Wireless LAN DY RRA YV M EHR—NFTBEDICRESNIEEED SSID H'dH %15
&ld. #O WLAN 2FHATEZEY,

SSID &%/ ET BICIE. [RFEIDEE (Rename) | #ERL XY,
SSID ZA®ICTZICIE. ROy T IV AZa2—Hm5 [FX (Enabled) ] ZZIRLE T,

] Lt Q
asco  Meraki
NETWORK Configuration overview
Meraki WLAN SSIDs Showing 4 of 15 SSIDs. Show all my SS|Ds.
meraki-voice
Enabled enabled [
MNetwork-wide
Name rename

Access control

edit settings

Wireless Encryption 802.1X with Meraki RADIUS
Sign-on method None
Organization Bandwidth limit unlimited
Client IP assignment Local LAN
Clients blocked from using LAN no
Wired clients are part of Wi-Fi network no
VAN tag © 3
VPN Disabled
Splash page
Splash page enabled no
Splash theme nfa
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[74¥ L X (Wireless) ]>[i%%E (Configure) ]1>[7 VX&) (Access control) ] X—I T, [WPA2-
Enterprise] Z#iZRL T 802.1x SRS = HMICLE T,

[WPA2-Enterprise] %iEIR3 BB (E,. Cisco Meraki 25EH — /N4 88D RADIUS H—/N\Z2FRATZET,
Cisco Meraki 85E 1t —/\(& PEAP B3E %= H/R—~ UE 9, PEAP BEETIBMBA—IL PRLAHLNBETT,
tORBEIEY 1 7 (BRIEEF—#RLE) HFERATEET,

[(RFTZ v a~R—Y (Splash page) ] A [ L (None) ] ICERESNTWVWT., 4L I N7 O AV EMICES
TWAZEEEIRELET,

‘ases’ Meraki

Q

Access control

Meraki WLAN . SSID:  meraki-voice o

Network access
Network-wide

Association requirements Open (no encryption)

Any user can associate
Wireless

Pre-shared key (PSK)

-Drganjzanom Users must enter a passphrase to assoclate

MAC-based access control (no encryption)
RADIUS server is queried at association time

© Enterprise with = Meraki Cloud Authentication |5
User credentials are validated with 802.1X at association time

WPA encryption WPA2 only (recommended for most deployments) B
mode

802.11r © Disabled [

802.11w O Disabled (never use) Fel

Splash page © None (direct access)

Users can access the network as soon as they associate

[WPA2-Enterprise] & %IC4 > TULWBIEBIE T Cisco Meraki 585 —/\—% RADIUS H—/\—& U TERT %15
&l [Ry h7—9 24 (Network-wide) ] > [E%E (Configure) ]1>[1—H— (Users) | X—yca1—H—7
HoY M%EERM L. Webex Desk Series A' 802.1x REEICEREE Y —/\—%2FERAIT S LD ICERET 2V ELNHDET,

3% : Cisco Meraki 77 X/R4 > b & EAP-FAST #HR— M LUE A,
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Create user
Account type: Meraki 802.1X

Description:
Email (Username):

Password: Generate

Authorized: No |

[74F7 L X (Wireless) ]> [§&E (Configure) ]>[7 2 tA#I# (Accesscontrol) | X—J T, [FYvIE—
K (Bridge mode) ] #EMICT 2 L %#HBLEI., CZDIHFE. Webex Desk Series (&, FEFIfHPZDftdT Y
RiRA YV RD I T RR=XTHRUWLED,. Cisco Meraki v N7 —2 T3 < O—AJL®D LAN »5 DHCP = EUS
LY.

[7UwIE—K (Bridgemode) 1 ZBMICT DL, VLAN I XV T A TV aUNMERTESLSICHRDET,
SSID @ [VLAN #¥> % (VLAN tagging) ] ZBMICT 2 L ZHERL LT,

VLAN ¥ £V 5 % EAT %EA1E. VLAN 2FR[95 85V E—RICERESIN/XA4 v F /R—BMIC, Cisco
Meraki 77X R4V hhERINS  EZHERLET,

Cisco Meraki MS X1 v F&{ERAT S5/ (L. [Cisco Meraki MS Switch VolP Deployment Guide (Cisco
Meraki MS X4 v F VolP BAHA R) | Z8BLTEE W,
]

https://meraki.cisco.com/lib/pdf/meraki whitepaper msvoip.pdf [&EE

Cisco I0S X4 v F={FEHAT Bi5A . CiscoMeraki 77X R4V MHEHRT D AA v F R—hZ2XDLSIC
BRLT. 802.1q hS UV I %HRICLET,

Interface GigabitEthernet X
switchport trunk encapsulation dot1q
switchport mode trunk

mls qos trust dscp
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'¢':||'s°é|¢;' Meraki Addressing and traffic

Client IP assignment NAT mode: Use Meraki DHCP
Clients receive IP addresses in an isolated 10.0.0.0/8 network. Clients cannot communicate with each other, but they may
communicate with devices on the wired LAN if the SSID firewall settings permit.
LA Bl © Bridge mode: Make clients part of the LAN
Meraki devices operate transparently (no NAT or DHCP). Wireless clients will receive DHCP leases from a server on the LAN or
use static IPs. Use this for wireless clients requiring seamless roaming, shared printers, file sharing, and wireless cameras.

Network-wide Layer 3 roaming

Clients receive DHCP leases from the LAN or use static IPs, similar to bridge mode. If the client roams to an AP where their
Wireless original IP subnet is not available, then the client’s traffic will be forwarded to an anchor AP on their original subnet. This allows
the client to keep the same IP address, even when traversing IP subnet boundaries.

Organization Layer 3 roaming with a concentrator
Clients are tunneled to a specified VLAN at the concentrator. They will keep the same IP address when roaming between APs.

VPN: tunnel data to a concentrator
Meraki devices send traffic over a secure tunnel to an MX concentrator.

VLAN tagging € Use VLAN tagging B

Bridge mods and layer 3

roarming only

VILAND © AP tags VLANID Actions
All other APs | 3
Add VLAN

Content filtering € Don't filter content

NAT mode only

Bonjour forwarding € Enable Bonjour Gateway B

Bridge made and layer 3

roaming only
There are no Bonjour forwarding rules on this network.
Add a Bonjour forwarding rule

[74F LR (Wireless) ]>[8E (Configure) ]>[7 2 ER#lf (Access control) ] X—ITld. BHEICHL
T Webex Desk Series TR % SSID QR FIHERETEET,

Webex Desk Series |&. 5 GHz B TEIfES B %3551, [5 GHz 8 DA (5 GHzband only) ] ZEIRT B2 &
ZHENHULET., 5GHz BB TIIZHDF v v RXINEZFERATESS5X. 24CGHz FIBIFETFHIEZ L BRWN=HTT,

EERENBEN T L\ /cIC 2.4 GHz T2 FHT 22BN H BBEE. [Ta 7LV REA (224GHz B KT 5
GHz) (Dual band operation (2.4 GHzand5GHz) ) ] Z BRI Z2MEBEHNHD XTI, [NV RRAFFZV VT % &
A9 %5727/l KiER (Dual band operation with Band Steering) 1 A 7> a VIdERALEBWVNTLEE L,

XKD 24GHz V54TV RDBTAVYLRALAN [CIEGETEDLDICTIVNENHBIBEEERE. 12 Mbps KFHD
T—45 L—MNIENITEHEEHRLUET,

Cisco Meraki 77 ARA >V NFIRZE, DTIMEHE M1 . E—JVEH MO0 S U] #FERALET, £55%
REZLTEITSHEIITEEF A,

i ol - :
asco. Meraki Wireless options
Band selection and minimum bitrate settings may be overridden by RF profiles. = Go to RF Profiles

Meraki WLAN Band selection Dual band operation (2.4 GHz and 5 GHz)
© 5 GHz band only
5 GHz has more capacity and less interference than 2.4 GHz, but legacy clients are not capable of using it.

Network-wide

Dual band operation with Band Steering

Band Steering detects clients capable of 5 GHz operation and steers them to that frequency, while leaving 2.4 GHz available
Wireless for legacy clients.

Organization Minimum bitrate (Mbps)

P Lower Denshy Higher Density

12 1. E £ 8 54

802.11b devices not supported
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[Z4% L X (Wireless) ]>[§8E (Configure) ]>[SSID ORI (SSID availability) ] X— T3, [A[{RE
(Visibility) 1% [C® SSID /X7 Vv Y(C7 KXY 14 XT3 (Advertise this SSID publicly) ] ICERET 3
LTSSIDE7O0—F+vAMTEZEY,

[AP & & DT At (Per-AP Availability) ] (& [Z® SSID 23 ~XT®D AP THRICT S (This SSID is enabled
onallAPs) | ICERET S L %EHBLET,

MHEICIGLT SSID OAAME AT Y1 —ILBETEEIN,. [RTYr—ILEh/-aA# (Scheduled
Availability) ] 3 [#% (Disabled) ] IC38E T2 &EHRULET,

i T Q
asco Meraki
NETWORK SSID availability
Meraki WLAN SSID:  meraki-voice 2]
Visibility Advertise this SSID publicly [F)
Per-AP availability © This SSID is enabled on all APs o
Network-wide
Scheduled availability disabled [

Wireless

Organization

F|ROME

[714% L X (Wireless) ]> [#8E; (Configure) ]> [#E{RRE (Radio settings) ] X—I T, 77 EARA Vb~
EF—EFIERICEBRLT. BRELEFFOF v U RILEXEENREZEETEET,

Cisco Meraki 77 € AR4 v N &2 FERAT BEEIF. FrYVRILEBLOERESTHIC [BE (Auto) ] Z&EIRL. RF 7
O7 74 TCEEINTVRHDEFATZIE2HRLET,

U, B2 DF7 7 EARAY MDD 5GHz £7-13 2.4 GHZz EZEOWT NI, FrURIVEREEHEEMIICEE
ETE2XYT, Chid. TYZICHENRBRTSREIEFEET 2BSICVEICRZCENHDEFT, —AT, D70t
ZRA Y T [EE (Auto) 1 ZBMICL, FEMNF vV RIDEDLUTONTVWEFrVRILZRBETEET,

el Meraki a

NETWORK Radio settings

Meraki WLAN
Overview  RF profiles

BAND CHANNEL AP TAG RF PROFILE REGULATORY DOMAIN
Network-wide 5 All MR53 All FCC Edit
Wireless

Update auto channels Edit settings... -
Organization
Target power Transmit power
Status AP name a Channel Ch. Width (MHz) (dBm) {dBm) RF Profile ~
MR53 36 (Auto) 20 8-30 8 Basic Indoor Profile
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B [EAXEA 707 74/l (Basic Indoor Profile) | #Z &3 %h. [/\ RiEIR (Band selection) ] % [SSID
& (PerSSID) 1ICRREL. [754 7Y MIXT > % (Client balancing) ] & [A 7 (Off) 1 ICERELTHL
WRFZ7O7 7 ILEERT B 2EBHLET,

cns:lcli' Meraki

Q

RF PROFILES

Edit Basic Indoor Profile

METWOR

Meraki WLAN

General

Network-wide
General

Wireless i
N

Organization

The Access Points configured to use this profile will follow the band selection set on the Access Control page for the respective SSID.
date.

Minimum bitrate © Perband

fi i
conhguration Set the minimum bitrates for the 2.4 & 5 GHz radios separately below.

Per S8ID

The Access Points configured to use this profile will follow the minimum
bitrate selection set on the Access Control page for the respective SSID. Per
SSID minimurn bitrate selection will be moved to RF profiles at a later date.

Client balancing On

Client Balancing uses information about the state of the network and wireless client probes to steer the
client to the best available access point during association. Read more about client balancing here.

RF 7O7 74 )L Tlt. 5GHz EED [F+ >~ KRJLIE (Channel width) ] (&, 20 MHz, 40 MHz. ZF7-I% 80 MHz
Fyv RN EERTELSICEKRETEET,

2.4 GHz E#R(E 20 MHz F v v XILZFERAL. tOF v U RIVIRICRET S &I TEZHA,
IRTDT7 VLA RA VN TRILF vy RIVIBZFERAT S L%HRBLET,

[AutoChannel] TERHENS 5GHz Fv Y XILH RF 7O7 7ML TERETEXT,
[AutoChannel] TERAEIN % 24GHz Fr U RILIE. FryUXRIL 1, 6. BLU 11 OAITHIPRSHTWET,

[EiEAEEAEME (Radio transmit powerrange) ]| H RF 7O7 7 AL THRESNET.
[&/hNEwY ML —bF#8A (Minimum bitrate configuration) ] /' [/A\> K& & (Perband) ] ICERES N TULNSI5

B. SSD R TERESNTLWIABRH LEEZESNET,

WERKD24CGHZz Y SAT7 Y MDRTAVLRXLAN [T TED L DICTIVNENHZIBEZRE. 12 Mbps KED
F—HL—NIEBENIT B LEHEBLET,
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General 2.4GHz &5GHz

sl
ciIsco \Y

5 GHz radio settings

Turn off 5GHz radio See band selection above.
Channel width Auto
N

peass Manual 5 GHz channel width

Organization Disable auto channel width by manually selecting a channel width for the APs in this profile.

20 MHz (19 channels)

Recommended for High Density deployments and environments expected to
encounter DFS events. More unique channels available, reducing chance of
interference.

© 40 MHz (10 channels}

For low to medium density deployments.

80 MHz (5 channels)

For low density areas with few or zero neighboring networks. Higher
bandwidth and data rates for modern devices. Increases risk of interference
problems.

Channel assignment method AutoChannel will assign radios to channels with low interference.
Change channels used by AutoChannel...

Radio transmit power range

{dBm) Transmit shorter distance Transmit farther
D
z 3 4 s S W 1M T2 1 W5 6 17 1@ 19 M 21 2 2 2 5 /T W W M
Set RX-SOP...
Minimum bitrate
Lower Density Higher Density
O
5 a E) ] = 3 a 5

Change 5 GHz channels used by AutoChannel

Avallable channels for AutoChannel

f you deselect a channel, AutoChannel will not assign it to any AP with this profile. Click on a channel to toggle its selection.

U1 Un-2 UNIl-2-Extended

o EXCICACIENCIEERY - o

40 MHz

80 MHz

DFS channels | Deselect DFS channels

cove |

7747 0A=IL& NTT4vY Yx—EVYT

[74 ¥V L X (Wireless) ]1> [(%E (Configure) 1>[7 747 A=INERNT T4 v I x—EYVY (Firewall &

traffic shaping) 1 X—JTlE, FZ74v 0 Vx—EVT IIL—ILZEETEET,
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DAVLRIZA47bDO—AILLAN 7O R%ZEFRIT5L5IC. [LAVY3 7747 7x—I)LIL—)L (Layer
3 firewall rule) ] ARSI TVWE L ZERELET.

NST749 9 Dx—EVT IIL—ILEEETEDLDICTSICIE. [MFT7149v 7D —7 (Shape traffic) 1R
Oy 7T I AZa2—TI[CDSSIDDMZ74v9 %> x—7 (Shape traffic on this SSID) ] #i&RL 7.

[CDSSIDDNS5T7 4y %Y x—7 (Shape traffic on this SSID) ] Z @A L7=%. [HLWL—ILEER
(Createanewrule) ] #&RLT[bTF714vT Y x—EY Y JL—)L (Traffic shapingrules) ] #FE&UL XY,

Cisco Meraki 77X R4V NDF 7 #)L kb Tld. DSCP EF (46) &X—V&ni=FF7L—AIC WMM UP 6
TlE< WMMUP5 W% %%, DSCPCS3 (24) &¥—Zan/=d—)L&fH7 L —AIC WMM UP 4 TlEh<
WMMUP3 0% J%ftHT £,

mim s

asco Meraki a

NETWORK Firewall & traffic shaping
Meraki WLAN SSID:  meraki-voice o

Block IPs and ports

Network-wide

Layer 2 LAN isolation Disabled [ (bridge mode only)
Wireless Layer 3 firewall rules © # Policy Protocol Destinath Port C Actions
Allow Am Local LAN Am Wireless clients accessing LAN
Organization B v v 9
Allow Any Any Any  Default rule

Add a layer 3 firewall rule

Block applications and content categories

Layer 7 firewall rules There are no rules defined for this SSID.
Add a layer 7 firewall rule

Traffic shaping rules

Per-client bandwidth limit  unlimited

details Enable SpeedBurst
Per-SSID bandwidth limit unlimited

details
[i]
Shape traffic Shape traffic on this 551D o

3% : CiscoMeraki 77t RARA Y hTld, =7 RIvavEf/ b5 74y 7 (TSPEC) #HR—ML
FtA.

Cisco Call Control DEY5E

Webex

Webex (&7 579 REFEEMICT B7/=8. Webex Desk Series [CHEHIZEA V5 —F% v NEGENHBRED. VPN s
IVEBEHDFEHEA.
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Cisco

Control Hub

(R Overview
MONITORING

) Organization Health
=l Analytics

- Troubleshooting

MANAGEMENT

& Users

() Workspaces
£ Devices

88 Apps

B Account

4 Organization Settings

SERVICES
(O Messaging
£ Meeting
% Calling

& Hybrid

Overview

Organization Health (7) BETA

69% Experience Score

4 of 9 action items complete
You can provide a better experience for your end users

View All Action Items

Webex Services ALL ONLINE

Me:r\g!. Hybnd?erv\ceﬁ Cum:Hub
Devel:ev API Rao m?evice5 Cunmclo Genter
ucmomouu

Hybrid Services ALL ONLINE

Calendar Calendar (Office Calendar
(Google) 365) (Exchange)
call Messane Virea Mesh

Devices

1 ,029 Total Devices

Online: 29
Online with Issues: 182

Offline: 93
-

Expired: 693
L J

Unknown: 32

What's New

‘ebex
The latest update is here!

(" Learn More )

The March update is here! 41.3 includes Q&A for Webex
Meetings, Moderated Unmute for Video Devices, Pre-
Meeting Lobby for Scheduled Meetings, Enhancements to
the Guest Join Experience and much more.

= Prevent Users from Using Unmanaged Apps
Feb 10, 2021
[ Force Authentication for Users When Changing

Passwords
Jan 5, 2021

Onboarding

1 47 Total Users ()

There is no CSV upload within 180 days

= Inactive
. Not Verified
= Verified
= Active
Potential New Users
Delayed Conversions
Review Enable Directory Sync

Quick Links

Webex

( Learn More )

= Admin Capabilities
Manage Subscriptions
Organization Tasks
Audit Log
Manage Auto-License Template

Onboarding Report

Webex Desk Series (&, Webex [CEBINU T, EAAFERFLEIREFERAOT—7 AXR—2¢E LTI —(CEIDY
TBZEDNTEET,

BARBEER

Webex Desk Series (&, [7/\1 X (Devices) | #HTI—H—IBEANICERATESLDICHEBRTEXY,

I1—H—DOF/INNA AZBMT 3ICiE. [F/IN1 X (Devices) ] Ic#E#L. [T/X14 ADEM (Add Device) ] =&

RLUZET,

ROEET, [BEFDI1—H— (ExistingUser) ] ZZEiRL. RN (Next) 120Uy ULZET,
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Add Device

Assign to a user or a workspace?
Devices for personal usage should be assigned to a specific user. A workspace represents a physical location containing a device not
owned by a specific user, such as a meeting room with a Webex Board 55 or a reception with a shared phone.

PAS
Existing User Workspace
Personal Usage Shared Usage

[“j] Multiple Cisco IP Phones: To bulk activate devices, Import/Upload CSV file

Webex Desk Series #E|D Y4 T21—H—%®ZEL. (RN (Next) 122Uy I LET,

Add Device

Which user will this device belong to?

Bearch for a user

Back

Webex Desk Series ICANT % [PV T4 ~X— 3> 0—RK (Activation Code) ] AFREINXT,

[2—%— (Users) ] T1—H—%BIRL T, Y—EXER/TEFRELTELZET,
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FEF A

Webex Desk Series &, [T/\4€ X (Devices) ] /=l [7—2 AR—ZX (Workspaces) ] /ML TT—U AXR—
AEULTRETEET,

[7/X14 X (Devices) ] 2N LTV =0 AR—-R%ZEMT 5(Cld. [T/NA R (Devices) ] ICBEL. [T/X1 2D
&M (Add Device) | ZERL £ 7.

ROBEMET, [T—9AX—2 (Workspace) ] Z&RU. [R~N (Next) |27y ILET,

Add Device

Assign to a user or a workspace?
Devices for personal usage should be assigned to a specific user. A workspace represents a physical location containing a device not
owned by a specific user, such as a meeting room with a Webex Board 55 or a reception with a shared phone.

Existing User Workspace

Personal Usage Shared Usage

["_—_}] Multiple Cisco IP Phones: To bulk activate devices, Import/Upload CSV file

[BEEDT—2 AX—2R (Existing Workspace) 1 ¥7lE [FrL W7 —2 XAX—2Z (New Workspace) ] & &R
LXT,

BIRLIATYaVICRU T, 7= AR—RGERBEFTIIADLT, BN (Next) 120Uy I LET,
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Add Device

Assign to an existing workspace or a new workspace?
Select Existing Workspace to activate a device if the previous code has been lost or has expired, or to have multiple devices in a workspace.
If you add multiple devices in a workspace that are not designed to work together, it may create interference issues.

Existing Workspace New Workspace

Which Workspace will the device be assigned to?
Workspaces containing devices that are not Cisco IP Phones will not be shown, since you can only have one of these devices in a
workspace.

Search for a Workspace

Back

Add Device

Assign to an existing workspace or a new workspace?
Select Existing Workspace to activate a device if the previous code has been lost or has expired, or to have multiple devices in a workspace.
If you add multiple devices in a workspace that are not designed to work together, it may create interference issues.

Existing Workspace New Workspace

Where will this device be located?

What would you like to call the Workspace that this device will be assigned to?

Insert name of device location, e.g. 'Reception’ or 'Bo:

Back

LLRTIC [ILWT—9 XZRX—Z (New Workspace) ] MEIREhTW /1553, [Webex JL—AFT /XA R
(Webex Rooms device) ] #i#iRL. [k~ (Next) 127U v LET,
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Add Device

What kind of device do you want to set up in this workspace?

Cisco Webex Rooms device Cisco IP Phone
e.g. Cisco Webex Board, Room, and Desk series, e.g. Cisco 8845, 8865, 8800 and Analog Telephone
and Webex Share. Adapter ports

I5IC. BLWIT—2 AR—X (New Workspace) ] ZBRU-I5RIE. DERY—EXEZRELTHS. [RA
(Next) 127Uy o ULZEY,

Add Device

Which services are needed in this Workspace?

% Calllng o] Fr'ee Calling (defa‘u\t)
Cisco Webex Calling

Free Calling features with additional PSTN service provided through Webex.

() Calendar »

Webex Desk Series ICANT % [PV T4 ~X— 3> 0—RK (Activation Code) ] hAFREINXT,
J—J AR—=2%ENUTHEED [7—9 AR—X (Workspaces) ] #BIRLT. Y—EXEREF/IIZTELZET.
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Webex DX v N T—2EMHICDNTIE, XD URL [C3H % Webex Services RF A AV RNDERY NT—0EHAES
BLTLEZL,

https://help.webex.com/en-us/WBX000028782/Network-Requirements-for-Webex-Services#id 135011

EHAICDOULVTIE. [Webex Desk Series IE%#J*( Kl #2BLTLRESI,

series roducts malntenance— uides-list.html

Cisco Unified Communications Manager
Cisco Unified Communications Manager (&, S EIFRHA, REEE. SLUEF1 VT EEZRHLET,

TINA ZDEME

Cisco Unified Communications Manager T Webex Desk Series DF/\A X5 4 72 BHICT BICIE. st 3
FINA RNy r—3 D COP 7 74 )%, & Cisco Unified Communications Manager H#—/X\—® Cisco Unified
Operating System Administration Web X—I M54 VA M—=I)LTZNEBEHHDXT,

FTINARINYT—IDCOP 7714ILDA VA M—)L&IC, & Cisco Unified Communication Manager / — K %
BREHITIVNELNRSZENHDET,

Cisco Unified Communications Manager ®/\—3 3 VICIHL T, RERITLE T,
11.5(1)SU4 BLEE
e I ARTD Cisco Unified Communications Manager /— K% 7—~MULZET,

11.5(1)SU5 AR 7= 13 12.5(1) LA

e I ATD Cisco Unified Communications Manager ./ — K T Cisco Tomcat —E X 2 Bi2&IL X 7.
e X7 wyI+ /—RKRTCisco CallManager Ht—EZXZE{TLTWREBEIE. NTUyI+ /—KT
DHT—ERZBEHLET,

F:YT2954/)/—KD Cisco CallManager H—E 22 BiREITIVEFH D FEA.

COP 7741 DA YV AM=ILAEICDWNTIE., XD URL I8 % [Cisco Unified Communications Manager
Operating System Administration Guide (Cisco Unified Communications Manager A XL —F7 4 V45 Y X T A
PREIZZAML—=Y3 Y H4A4R) ] %’:%ﬂ”b‘((téb\

aIImana er roducts maintenance-quides-list.html

Webex Desk Series % Cisco Unified Communications Manager [CIBIN9 2, 41— XYy~ MAC 7KL R %
5 U TR LAN MAC Z Wi-Fi G2 T ICERT 2 L3 IC7OEYaZ VI3 20ENHD ET,

4 —H% Xy b MAC 7 KL R|&. Webex Desk Series T [/{\—Y 3 VI&E# (About) ] 7=(Z [&E (Settings) ]>
[CDF /X1 ZRICD T (About this device) ] ICBEIL TREDIF 22 ENTEET,
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r Device Information

Iﬁ Device is trusted
MAC Address *

Description

Device Pool* -- Mot Selected -- + | view Details
Common Device Configuration < Mone = + | View Details
Phone Button Template™® -- Not Selected --

Common Phone Profile * Standard Common Phone Profile

[7/X4 ZF—)L (Device Pools) ]

#1 L L) Webex Desk Series Z{Efi 9 % & Z1d. [T/INA€ XA F—J)L (Device Pool) | 258 E T 2NEHNH D ET,

FINA R T—)LTlE. £@EDEETE (Cisco Unified Communications Manager &) . O—3I VYV ICEAEYT 58T
(BB 7 —7, #iginE) . O—AIL IIL—b TJIL—T_RE. T/INA X BEEY T4 [CEET B FRDRE.

BLUVZEDOMHDIIN—TEREZEELET,

TINAR T=I2ERTZE. TNARZ2EFA. EFI 74 TRREICTIL—TILTEET,

r Device Pool Settings
Device Pool Name* Default
Cisco Unified Communications Manager Group® | Default K
Calling Search Space for Auto-registration < None > [~ |
Adjunct C5S5 < None > ﬁ
Reverted Call Focus Priority Default |~ |
Intercompany Media Services Enrolled Group < None > d
— Roaming Sensitive Settings
Date/Time Group™® CMLocal | ]
Region® Default K
Media Resource Group List < MNone > | <]
Location < Mone > | <]
Network Locale < None = |~ ]
SRST Reference® Disable | <]
Connection Moniter Duration * **
Single Button Barge™® Default | <]
Join Across Lines™® Default ﬂ
Physical Location < None > ﬂ
Device Mobility Group < None > kd
Wireless LAN Profile Group < None = Ll view Details

BERYY TVTL—b

#1L L) Webex Desk Series Z1Ep 9 2 & =3, [BEERY T 7L —bF (Phone Button Template) ]| #1859
ZWEBHLHDET,

SEIERBWEICHTTZATYaVvEFERALT. HRATADEFRY VYTV TL—MEERTEET,
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r Phone Button Template Information

*
Button Template Name ™ spandard Cisco Webex Desk Pro

r Button Information

Button Feature

1 Line ** Line

t*aVU57« 7O774)

# L L\ Webex Desk Series 21k 35 & Zld. [FINA4 R X2 YT+ 7A7 74l (Device Security

Profile) ] 2589 2 BIHD T,

tXxaVT4 7O7 74N %2ERT 2L, BT RPEELLE—REZEMICTEET, BELE—REZ2EWICT
L. DTFIVY AT47. BLURE7 71N OBESELABUICHED XD,

£*31YF7 4 707 74 )L T Locally Signed Certificate (LSC) Z{FEHRT 2ICld. R/ 7O+ #AEE (CAPF)
NEELTLWBRELAHD T,

Webex Desk Series ICId, €F 2V 7+« 707 7 14 ILHSHETZE % Manufacturing Installed Certificate (MIC) A%
HOET,

r Protocol Specific Information

Packet Capture Mode * None 8
Packet Capture Duration o]
BLF Presence Group® Standard Presence group 8

MTP Preferred Originating Codec™®

Device Security Profile* Cisco Webex Desk Pro - Standard SIP Non-Secure B
Rerouting Calling Search Space < Maone = a
SUBSCRIBE Calling Search Space < None = a
SIP Prafile® Standard SIP Profile B view Details
Digest User < None = %]

Media Termination Point Required
Unattended Port

Require DTMF Reception

T7ANWMDTFNKARA X2 VT4 7O774)LIE. BELZFEALLZL. Standard SIP Non-Secure Profile
T3,
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r Phone Security Profile Information

Nonce Validity Time* 500

Dewvice Security Mode Non Secure

Transport Type* TCP+UDP
Enable Digest Authentication
TFTP Encrypted Config

Exclude Digest Credentials in Configuration File

Product Type: Cisco Webex Desk Pro
Device Protocol: sIP
*
Name Cisco Webex Desk Pro - Standard SIP Non-Secure Pr
Description Cisco Webex Desk Pro - Standard SIP Non-Secure Pr

r Phone Security Profile CAPF Information

Authentication Mode* By Mull String
Key Order* RSA Only
RSA Key Size (Bits)™* 2048

EC Key Size (Bits)

Note: These fields are related to the CAPF Information settings on the Phone Configuration page.

r Parameters used in Phone

SIP Phone Part* cpep

SIP7O0774I)

#1L L\ Webex Desk Series Z1Ep{9 % & (&, [SIP 7A7 74 )L (SIP Profile) ] %

RETDRENHDET,

Webex Desk Series DH XY ASIP 7O7 71 IV EERT 2 EZHBEHULET (B/INAILT /A ZADIEEE SIP
A7 7A4IIERFEESIP A7 74 ) 2FERALRWNTL S W) .

~ Protocol Specific Information
Packet Capture Mode* Mone
Packet Capture Duration o

BLF Presence Group®

MTP Preferred Originating Codec™
Device Security Profile®
Rerouting Calling Search Space < Mone >

SUBSCRIBE Calling Search Space < None >

Digest User < MNone >
Media Termination Point Required
Unattended Port

Require DTMF Reception

Standard Presence group

SIP Profile® Custormn Webex Desk Pro SIP Profile

Cisco Webex Desk Pro - Standard SIP Non-Secure B

2]
2]
B view Details
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Webex Desk Series FIDARXY A SIP 7O7 7 A ILZ{ERT (T3, BRESIP 7O7 7V EeERBTVTL—h
ELTERALETY.

BXSIP7O7 740 %2E—L. XONFA—5%EZZTELXY,
[LIYZRYDOBXEMROFEME () (TimerRegister Delta (seconds) ) ]1: 30 (FZ#JLKIE5) ICERE.

[F—F7547D5% 14 ALA7 7 NME () (Timer Keep Alive Expires (seconds) ) ]1:300 (FZxJ/LME
120) [CERFE,

(Y7254 T7D7A4 L7 NME () (Timer Subscribe Expires (seconds) ) ]: 300 (F7ZAJ MIE
120) (CE&FE.

[T RS54 7OBFEBROFEM (#) (Timer Subscribe Delta (seconds) ) 1: 15 (F7AJLME5) IC
EQEO

[ ZXF A (System) ] > [Service Parameters (Y —E X/\Z A—%4) ]> [Cisco CallManager] TSIP X57— 3V
DFx—TT7ZA4TA VT —NILHA 120 WHREShcFXICB> TSI EZRRBLET,

ARZLSIPTOT 74 ILDOB
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rSIP Profile Information

*
Name Custon Webex Desk Pro SIP Profile

Description Custon Webex Desk Pro SIP Profile
Default MTP Telephony Event Payload Type™ 101

Early Offer for G.Clear Calls™ Disabled 8

User-Agent and Server header information®  Send Unified CM Version Information as User-Ager B

Wersion in User Agent and Server Header* Major And Minor 8
Dial String Interpretation * Phone number consists of characters 0-9, *, #, an B
Confidential Access Level Headers* Disabled 2]

Redirect by Application

Disable Early Media on 180

Outgoing T.38 INVITE include audio mline

Offer valid IP and Send/Receive mode only for T.38 Fax Relay
Use Fully Qualified Domain Name in SIP Requests

Assured Services SIP conformance

Enable External Qos**

SDP Information

SDP Session-level Bandwidth Modifier for Early Offer and Re-invites® TIAS and AS

SDP Transparency Profile Pass all unknown SDP attributes
Accept Audio Codec Preferences in Received Offer® Default

Require SDP Inactive Exchange for Mid-Call Media Change

Allow RR/RS bandwidth modifier (RFC 3556)

r Parameters used in Phone

Timer Invite Expires (seconds)™® 180

Timer Register Delta (seconds)™ 30

Timer Register Expires (seconds) * 3600

Timer T1 (msec) * 500

Timer T2 {msec}* 4000

Retry INVITE* 6

Retry Non-INVITE®* 10

Media Port Ranges © Common Port Range for Audio and Video
Separate Port Ranges for Audio and Video

Start Media Port * 16384

Webex Desk Series Wireless LAN B A H A R
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Stop Medla Port®
DSCP for Audio Calls
DSCP for wideo Calls
DSCP for Audio Portion of Video Calls
DSCP for TelePresence Calls
DSCP for Audio Portion of TelePresence Calls
Call Fickup URL¥
Call Pickup Group Other URT*®
Call Pickup Group URL®
Meet Me Service URL™
User Info®
DTMF DB Level®
Call Hold Ring Back™®
Anonymous Call Block™
Caller 1D Blocking ®
Do Not Disturd Control®
Telnet Level for 7540 and 7960
Resource Priority Namespace
Timer Keep Allve Expires (seconds)®
Timer Subscribe Explres (seconds)®
Timer Subscribe Delta {seconds)®
Maximum Redirections®
Qff Hoak To First Digit Timer (milliseconds)®
Call Forward URL*
Speed Dial (Abbreviated Dial) URL®
Conference Join Enabled
| RFC 2543 Hold
) Semi Attended Transfer
_| Enable vAD

| Stutter Message Walting

| MLFF User Authorization

32766

Use System Default

Use System Default

Use System Default

Use System Default

Use System Default
®-clsco-serviceur-plckup
x-clsco-serviceuri-opickup
x-clsco-serviceuri-gpickup
¥-clsco-serviceuri-meetme
None

Mominal

Off

Off

Off

User

Disabled

< None =

300

300

15

70

15000

x-clsco-serviceuri-cfwdall

x-cisco-serviceuri-abbrdial

Normalization Script | <« Nane >

" Normalization Script

Webex Desk Series Wireless LAN B A H A R
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Enable Trace

Parameter Name Parameter Value

rIncoming Requests FROM URI Settings

Caller ID DN

Caller Name

r Trunk Specific Configuration

Reroute Incoming Reguest to new Trunk based on™  Neyer |~ |
Resource Priority Namespace List < Mone > |~ |
SIP RellXX Options™ Disabled | <]
Video Call Traffic Class™ Mixed il
Calling Line Identification Presentation™ Default d
Session Refresh Method® Invite |~ ]
Early Offer support for volce and video calls® Disabled (Default value) d
Enable ANAT

Deliver Conference Bridge Identifier

Allow Passthrough of Configured Line Device Caller Information
Reject Anonymous Incoming Calls

Reject Anonymous Outgoing Calls

Send ILS Learned Destination Route String

Connect Inbound Call before Playing Queuing Announcement

rSIF OPTIONS Ping

Enable OPTIONS Ping te monitor destination status for Trunks with Service Type "None (Default)”
Ping Interval for In-service and Partially In-service Trunks (seconds)®

&0
Ping Interval for Qut-of-service Trunks (seconds)® 120
Ping Retry Timer (milllseconds)® 500

Ping Retry Count®

rSDP Information
Send send-recelve SOP in mid-call INVITE
Allow Presentation Sharing using BFCP
Allow IX Application Media

Allow multiple codecs in answer SDP

QoS /\T A—4

SIP BfE. BRERTE. BLUTNA ATEASNZBERN—XDY—EXRICERE NS DSCP {EIF.

Communications Manager DI Y5 —7 54 XAINNTA—F TEEINET,
SIP BIEH L VEFERED DSCP fElE. T 74N M TCS3ICRRESNET .
BREN—ADY—EREF. TTAIITRZAS TT7A—bERNS T4 v 7ICRE
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~ Enterprise Parameters Configuration

Parameter Name Parameter Value
Cluster 1D * StandAloneCluster

Max Number of Device Level Trace * 12

DSCP for Phone-based Services * default DSCP (D00000)

DSCP for Phone Configuration * CS3{precedence 3) DSCP (011000)

DSCP for Cisco CallManager to Device Interface  CS3(precedence 3) DSCP (011000)
3

Connection Monitor Duration * 120

Auto Registration Phone Protocal * SCCP

futo Registration Legacy Mode * False

BLF For Call Lists * Disabled
Advertise G.722 Codec * Enabled
Phone Personalization * Disabled
Services Provisioning X Internal
Eeature Control Policy < None >
Wi-Fi Hotspot Profile < None >

IMS Inter Operator Id * IMS Inter Operator Identification
URI Lookup Policy * Case Sensitive

A—TAABLTETADEY FL—b

Suggested Value
StandAloneCluster

12
[ default DSCP (000000)
d C53({precedence 3) DSCP (011000)
[T ] CS3(precedence 3) DSCP {011000)

120

d sCCp

[ <] False
[T ] Disabled

|4 Enabled
ﬁ Disabled
| T Internal

<]
[

IMS Inter Operator Identification

[ <] Case Sensitive

A—TAABLIVTETADEY b L—hZERET BICIE. Cisco Unified Communications Manager TY — 3~

kT Bh. BEFEDQOU—YaveiR&ELET.

T7AIETIE, EFA O=-ILDEY ~ L—KIF 384 Kbps ICRRESNET.

EBENLERTIE. EFAZXRMY—AIZ 600p (1100 ~ 3000 Kbps) Z7zI& HD 720p (1000 ~ 1599 Kbps)

ZERAI B LEZHHHLET.

ETFAREZLIT3EEF. HD720p (G.722 A—T 4 AZ &) TLET 1064 Kbps) ZFIAT 3EFEFETA
d—JLEY ML —K% 1 Mbps IC. FHD 1080p (G.722 A—F 4 A% &8 TLERT 2064 Kbps) =FIFHT 2EE

JFEFAI—-ILEY AL —F%Z 2Mbps [CRRELE T,

Maximum Session Bit
Rate for Video Calls

None

Audio Codec Preference List Maximum Audio Bit Rate
Keep Current Setting EH O Keep Current
64 kbps (G.722, G.711) d Setting
Use System
kb
RS Default
ﬂ 2000

BEERER + ETA O—-ILTERI A —FT14 A EVY L L—b%Z

Webex Desk Series Wireless LAN B A H A R

Maximum Session Bit Rate for
Immersive Video Calls

© Keep Current Setting
Use System Default
None

kbps

RETBICIF. ROBEHREFEALET,
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A—FT4AA-FvY | A—F4FEYF L—F
AAC-LD 128 ~ 256 Kbps

Opus 6 ~ 510 Kbps
G.722/G.711 64 Kbps

G.722.1 32 Kbps

G.729 8 Kbps

EFAI—-ILTERITZETAEY NL—PMEERETBICIE. XOEHREERALULET,
ERTE SN /-{ET Webex Desk Series ' SEESNICET AR NY —ADBEEINRED LT,

Webex Desk Series &, U—Ja VEREMNERBINY E—MF/\1 ZD#EEICK > T, &K FHD 1080p EF A
XTHETEET,

Webex Desk Series (. IRED XY hT—VEHGEABVWETABGELZ2 Y R—NTERNES. ETAEY ML —
FEEICIGU TREAER, EFATEEEERZ Y R—MLUTWET,

EFA54T | ETFARGE| 7L—AR (FPS) | EFH Ev b L—EH

anHD 180p | 320 x 180 | 30 Bk 128 Kbps

CIF 288p 512x 288 |30 129 ~ 256 Kbps

nHD 360p | 640x 360 |30 257 ~ 384 Kbps

SD 448p 768 x 448 | 30 385 ~ 512 Kbps

WSVGA 576p | 1024 X 576 | 30 513 ~ 768 Kbps

HD 720p 1280 X 720 | 30 769 ~ 1472 Kbps

FHD 1080p | 1920 X 1080 | 30 1473 ~ 4000 Kbps
HNREROREATa Yy

Cisco Unified Communications Manager Administration Tld. Webex Desk Series (X U TXDEEA T a v
ZERATEEY,

INSOATYaVOHRBICDOWNTIE., BRER—IJDOLEEBD [N ZEZI Vv oI LTLIEE,

Cisco Unified Communications Manager Tld. —{&BEY— )L FHAU CERBEBEDREA T a v & —IiETHR
ETEXY,

—BORBEEOREA 7Y 3V E. Ty —7 54 XBE. KBEOBE/O7 71 )b, T OBEL L
THETEET.
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Webex Desk Series (YA 73y (IN\—Y3

?

Room Mame (from Exchange(R))
Web Accecs®

S5H Access®

Default Call Protocol ®

Quality Improvement Server
Multipoint Mode™®

Telnet Access ™

Microphone Unmute On Disconnect™®
Call Logging Mode™®

0SD Encryption Indicator®
Alternate phone book server type™®
Alternate phone book server address
Default Volume

Max Total Downstream Rate

Max Total Upstream Rate

Load Server

WiFi Allowed *

System Mame

Wake-up On Mation Detection®
Custom Message

Settings Menu Mode®

Accessibility Call Notification®
Conflguration Control Mode®
Webex Devices Onboarding Token

Easy Webex join®

—Far End Camera Control Settings

Far End Camera Control™

r Product Specific Configuration Layout

v 12.5 £ D#El)

Parameter Value

Disabled
Disabled

sSIp

Use Endpoint
Off

QOn

0on

Auto

ups

70
15000

10000

On

Unlocked

Default

Unified CM and Endpoint

Auto

Override Enterprise/Common Phone Profile Settings

On

Far End Camera Control Signaling Capability* g

rFacility Service Settings

Facility Service Name
Facility Service Number

Facility Serviee Call Type®  video

Facility Service Type® Helpdesk [ 2]

Webex Desk Series Wireless LAN B A H A R
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rStandby Settings
Standby Mode®™ o (2]

Standby Delay ;p

Serial Port Settings
Serial Port® on a

Serial Port Login Required®  gn a

—Admin username and password

Admin Username

Admin Password

—Proximity
Proximity Mode® On
Call Control® Disabled

Proximity Content Share Frem Clients®  picabled

2 @00

Praximity Content Share Ta Clients™® Disabled

—LDAP User Management
LDAP Mode ® Off a

LDAP Server Address

LDAP Server Port o
LDAP Attribute

LDAP Base DN

LDAP Encryption* LDARS ]

LDAP Minimum TLS Version™ TLSw1.2

@

LDAP Verlfy Server Certificate® oy B

LDAP Admin Filter

LDAF Admin Group

rCustomization Provisioning
Customization File
Customization Hash Type™®  sHas12 4]

Customization Hash

—SMTP Provisioning
SMTP Mode* OFf a
SMTFP Server

SMTP Port 0

SMTFP Security type®  nNone %)
SMTP Username

SMTP Password

SMTP From address

Z4—=ILE% BiAe

A =% (Exchange(R)) Zhld Exchange DEEEZTY, D TelePresence ¥ X7 ANSN
(Room Name (from TEHEREEATVa—ITBEHICERLET., (O CORTEE.
Exchange(R))) Exchange TERI N2 ERIE FREIC—RTZ2VENHDET)
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[Web 727t X (Web CDINTGA=HE, TINA AHD Web 75 0HXEZ0MD HTTP &
Access) | FAT YD SDEREZITANSEHIESHERLET, T/N1AD
Web H—/\#gEZ T E—TILICT B L. BEDARE Web R—Ip—
ZOYR— MEEEAD T /XD TOY I INFETH,. BEDOEMEICIE
FEULEEA, CONFA—FZHMCTSZICE. TNRN1Z2DYEY
NUHETY,

SSH 7ot X CDINTA=5E, TINA AD ssh EHREZZITANDINESHZERLE
o TINAAD SSH Y —)\#eEZz T+ E—7IICT B L. D77 1
IWDOWEREDRKED Y R— MERENATOY I INFITH. BEDRE
ICIIEELEXEA.

[FZx)ba—)L7OK3IL CONFA=F T, TNA ZADOEEBE7ORNILEZRELET,
(Default Call Protocol) ] Cisco Unified Communications Manager [C&$k9 %158, DT /\A
AIESIP 232 R—MNLZET,

[REREY—/C (Quality TINAZADSRERELR—FZRETZIVE—F VRXATLADKRARE
Improvement Server) | FEIP7RLREZEELET,
TILFRSAYME—R D7 4—=ILRIE. BIMEBEDLRA Y MY—FRA Y Md—JLIEME N

EZIC, IIWFRAVNOA=IDEDLSICHEILEIhZENIZEELET,
ITVRKRAVIME—RZFERTSE. TILFRA Y MO—)LOBEED
VILFRAVNI—ILZRIBATZITY RKRA Y NOBEEICHIREhE T,
BEElX, TYRRAVRNETIVE, RILFHA MNREDA TV 3V DEE
ICE>TERBDET, AT VY—RTI—FT VA E—RZ2ERAT
&, BEMISNIEATATZ VY= ITIN—=T VAR ENLTIVER
KAV MTHEATZR VY —ZADFRHEINET. ChiCiF, BEREVE
TARED) Y —ANEFNIBELNHDET,

Telnet 77X CDINTGA—=HF, TINA AP telnet EfmEZZ T ANDIINESI M ETRL
£Y. TINAAD telnet Y —/N\—#EEZT 4 E—TIICT B L. OTT 7
TILDOWNEREDFHEDYR— MEENATOY I INITH. BEDRE
ICIIEELEEA.

YD I A VDI 12— MERR | IRTOO—-ILDYIFTEShizEZIS. IA4 7 Z28HMICI 12— MER
ITEINEIIZEELET., SFEZEFEZOMOEFEIY—XT
F. TOESICLTRDI—HY—DI=DICY AT ALAZEHRKT DIEEN

Hhx9,

J—=-)Lax¥vJE—K VRATFADZEFLIIEETZHI-IINOI-I)ILOFVITE—REZHREL
9, 2—)LOJE. Web 15 —7 x4 AF7/Id xHistory AY >V K%
FRAUTRRTEXT,
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OSD EEEk1 VI —4

BBt VI —% () NERICERREINSBEORESZEERELE
9. CORTEIRF. BELShO-IILEESLEhTWERWI—)L, D
FDEFa1T7REBEFCF L1 7BEBOEMAICERAINE T, BEL
-0y snic#BO74/4 AV TREINW, BEIELIhTULAR
WIA=JLIFNYVEIORW Oy 7 ShicBO 74 IV TRSINEY. [B
& (Auto) ]: Conference Encryption Mode 5ZEH' BestEffort [CERE S
he A—IHPBEELEShTWSEE. BEL1 v Ir—9HI1-ILOK
HOHWEICR TSN X9, Conference Encryption Mode :REN
BestEffort [CRE SN, A—ILHABEELEShTVRWNEE, /NVEIOR
WSk v I r—aha—ILeEKilhichR'RREINET,
Conference Encryption Mode £27EH' BestEffort [CERES N T ULV NS

B, BEltA I T—53E < FRSIhZEtHA, AlwaysOn : BEE1t
4//7 —F A= FIChIEDEELICRRINET., Chid. T
AT D Conference Encryption Mode SBE CTHEB{LEh/i-d—ILLEBE
ftEhTWEBWI—I)LOBMAICERAENE I, AlwaysOff : B>V Y
T—FIFEELICKRRINEEA. InlE. $XTOD Conference
Encryption Mode 22E CHES{LIN/O—ILEBEE{ELEIShTLWRNI—
IWOBAICERAINET,

REEFRT—NOF17
(Alternate phone book server
type)

T7AINT, TV RKRAY MEIEERSHED UCM LD UDS H—/\—%1f&
RALEXIH. RBEEFBRY—/N\—DFERAZFEITZHEEIE. TD/INTA—
YEaRBEFERO7 RLAEHAEDLET. TVRRAIVYMDT7AILE
BEEA—N—FARULET, UDS IREEBFERY 1 7% UDS ICRRE
L. TMS %4 7% TMS ICEREL XTI,

REEBERT—/DF7 KL R
(Alternate phone book server
address)

T7AIKT, TVRRAY MFIEEFFKD UCM LD UDS H—/\%ZEH
LEFTH. RBEERT—N\OERAZFET HH5G1F. CD/NFX=%
ERBEEFIROY A TEHIBEDLET. TVRKRAIVYMNDTT7AIL MR
EEA—N—FARULET, 74 —ILRICITERFEIRY —/\DFT27% URL
HNHETY, UDS tH—/X\—D URL Dfl: https://uds-host-
name:8443/cucm-uds/users £ & U* TMS Dfl: https://tms-host-
name/tms/public/external/phonebook/phonebookservice.asmx

T7AIWEDIKRY 2—A

fElX 0 NS 100 DRETIEETZEY, 1~100 DfEl -34.5dB ~

15dB (0.5dB %) DEHEICHIGLET., EO X, FEEHLSAT7ICHE-
TWbZEEZEKRUET,
FIOVAN)—AREREDR | COBEBHIE. FASh32E0ERZEEYML—ME2EELET.

K&

EyhL—MNIEBORERICEITZ2IRTODT7ZIVT471—ILETY
ZIZHEENET, EBAR—IXDEHEIL 64 ~ 10000 TY,

Y TARNY—ARK
KiE

ERHOR

CDEHIE. FASN22EORKEEEY FL—MEEBELET.
EybML—KMNIFEEDEBAICHITZIXRTDOT7 T4 71—ILETH
ZICNEINET, BEBAR—ZADOEHEL 64 ~ 10000 TI,
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O— K H—/X (Load Server)

TIAADT7 7—AV 7 2BCREBET—N—-DF7 KL R, ZILNR&E
R—BMEIBELTL L, Fl: http://example.com/firmware

Wi-Fi BFFAIE N TWEY

IV RKRA Y NTWi-Fi DB ZEFRIT 2D E S D ZRT RE.

AT A% (System Name)

VATLADER, TINAADKRAMEZGEVLTHERATEEY,

E—2avBMU AT v

BEOH=ZE2ME L& =, TelePresence TV RRA YV A XTIV IN
1E—RZETITENESIHEFIET Z58E.

HhAZ A Ayt— (Custom
Message)

TelePresence TY RRA VY hDI—H—A V5 —T 214 AR KEINhD
DRI LAY E—IDERE.

BEAZ2—F—K

IVRRAVIREZOY I IBINES I ZIBET HEE. 2FH. N
AT7—RIC&B1I——-OJAV2ERLET,

J1—H—#EBa—)LBA

IVRRAY D, BEEEDHZ I —D1—H—HHEIREL L
T, BEBAMICEBIESNEY a7 I ZERAT2RELNHINES N %
NI RE,

BRHIEE—R

=

Xconfiguration &€ VY — X,

Webex /N1 ADA YV R—FT«
VION=0Ov

Webex Cloud TT/I\NA R & &R T D/-DICHEBR 16 TOT V5 A AN
AT—NK,

Webex |CfE B ([CSINATEE

it A S HI

Webex (RSB ([CSMAJREMREEE BN X IFIERRICLUE T,

DE—MI (&iR) ICTE5AOETA V—RDBEREO—HIL AXZ
OFlE (X, FILh, X—A) ZFAITEIHNESHNRETEET,

BIRDAZHIE TV T
HEE

77V TaY—ERYAT

EimlE (H.224) EESHET—REZRELE T,

CDRET, EQLSBY—EANIZRERTEET, 77 VF40—
EXE. 779U 548ET7IVT4—ERBENELLKRES N
TWRWEFIATE XA, vy FaArybO—3TlE, 747H
Helpdesk @ FacilityService Service 1 12| #{ERTEXd, 772V
TA4H—EREFE. VE—bOYFO—-IILEBERLDODAZ 1 —%ERT S
BEICIHERTEEEA,

77U T4Y—ERSA

BI7IVT4—ERDERIZR/ELET, 77U T4H—EZX
l&. FacilityService %—E X% & FacilityService —EXBESOHA
DRENELKRESNTOWRBWEERATZEBA, Yy FIv bO—
S Tl& FacilityService Service 1 23 %#ERATE., ZORRINT 7V
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F4 H—EZX A—)L RYVICEREhES. 77V UF4H—EZX
[F., VE—bFOV MO EERLOAZ 1 —%FERT 2ERICIIER
TZEZFEBA.

77U T4Y—ERES

BIF7VVTAY—ERDEEZRELEY, 77V UT4H—EX
(F. FacilityService H—E X% & FacilityService H—EXHBEDHF D
RENPELKBRESNTVWRWEFERTEX A, FyFavbO—37
Tl&. FacilityService Service 1 2172 FERATEEXY, 77V UT 14—
EXEF. UE—brIVMO—-IILEEAELEOAZ 1 —%2FERAT 2EEICIE
ERTZXEA.

779074 —EX -1 H
17

ATVINAL E—F

BI77VV T4 —ERCOA-INIATZRELET., 772U T4 —
E X &, FacilityService —E X £ & FacilityService H—EX&HS DM
FOBRENMELKREINTWRBRWEFERATEZRA, FyFaybO—
S Tl. FacilityService Service 1 27 &FHTEXd, 77V UF4Y
—EXF. VE—rIVMO—IILEEARLDOAZ 1 —2FHAT2ERICE
FRTEZZEA.

CDINTGA=HFE, VATLAERIVYINAE—RICTBEHEIDERE
LEY,

Standby Delay

U7 ILIR—b

AT VAL BE—RICABHIC. YATALADPTZARIL E—ROEERET
ZEBEORS (DBA) Z2FELET. E: [RFYV/IN1#lfH (Standby
Control) ] "B THZVELNHDET,

CDINTGA=HF, FINAZADBIVYTILIR— M EBRICTEIHIES I E
~LZET,

VUTZNUR—=bOTAVHDE
TY

[Admin —%H'4% (Admin
Username) ]

CONFA=FF, YUTZIR—MIERIDESICOTA VHBE,
EShZEERELET.

EWREI—YHYD1—-HYIDEANLET,

[BHE/NXT—R (Admin
Password) ]

7O%xv X574 E—R

EBEI—YDNRAT—KREAHDLET,

TAFITATTIDNTIVRRA VY MERT UV ITTEBLSIC
LEY,
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O— )Ll TOFVIF4 7 TIVICESHEHFTLUET,
TOFVIFT4 0470y | FAFVIFT4T7TVICEBZAVTYHREEHFAL, ATV ES
YOI S AVAVE: -] LEYT—2avEULTTINA AN S TelePresence TV RRA >V ~IC

HEELET.

TOFIF 47 7TYH TelePresence TV RIRA VY MO STLEYF—
VavATARERETEDLSICLET,

LDAP 1—H—&H

LDAP £—K

EFA Y XF AlL. LDAP (Lightweight Directory Access Protocol) H—
N, I—HFRENRT—RZz—lICRES L UKL Y 235/ E L TE
FA9%2&zYR—bLET., COFREZFEAL T, LDAP RRREZERTY
BZHNESHHRELET, (L. Microsoft Active Directory (AD) H—
ERTFRNEHTT.

LDAP H—/\—7 KL X

LDAP H—/X\—®D IP 7R L AZXIFIRAMZZE/ELET,

LDAP Server Port

LDAP H—/N\—(CE#T D2 R— b E2AVICHRELE T, 0 ICRELIBEE
X, BIRUA7O0RJLNDOTF 7L EFERALET

Ea—]

( TUserManagement LDAP Encryption] 2E%Z08) .

LDAP Et¥

BEDI—Y—ZICYY TT5HICFERTEEM. BELBWVNES.
sAMAccountName AMERAE WX,

LDAP Base DN

BEZHFBIT BTV M) DOHRE (X—X) . f: "DC=company,
DC=com"

LDAP EEE1t

ETFA Y ATALE LDAP H—NEDHDBE%IRET 2 HEEZEELE
¥, R— FFEIL. UserManagement LDAP Server Port 2 EZFAL

TR— BEBEEA—/N—F4 RTEZXY, LDAPS : ;R— b 636 over TLS
(Transport Layer Security) _£® LDAP H—/\[C## L £ 9. None:

R— b 389 £ LDAP H—NICEHILET (BEELRRL) .

STARTTLS : /R— b 389 @ LDAP H—/\ICH#E L. JRIC STARTTLS

ZXEUTTLS BBLZAMICLET,

LDAP M&/NTLS N\—Y 3V

ol 9 AR{E/N—T 3 D TLS (Transport Layer Security) 7O k)L
ZRELET, TLSV1.0: TLSN—Y 3>V 1.0 Ml EEHR—FULET,

TLSV1.1 : TLS XK= 3y 1.1 BEZYR—bULEY, TLSv1.2: TLS

N=I3 V12 0EEYR—MLET,

LDAP #&EFH —/\—:FARE

EFA VA7 A% LDAP H—NICEHET B E. T—NIFETH Y XAF A
ICEFRAZEZIBRULTEHTERLET, TORTEIF. ETA Y RXFANY—
INDIFRREAERTEINEDIIERET B-HICHERALET,
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LDAP 7 1 L5

LDAP 7 1)L % (3. BEEEERIMTESNZ 1T ZHRIT B HICE
FAULEY., BRELES. TDEREIE UserManagement LDAP Admin
Group FEL D HBHEINDLSICBDFT, Bl :

(CN=adminuser) , #XDHICD W\ TIE. LDAP H#EESBLTL 2
=Y AN

LDAP EEJIIL—7

NAIIAZX 774

Z® AD (Active Directory) 7 IL—7T DAV IN—ICIF. BIEEERN
Exnxd., COFRE. (memberOf:1.2.840.113556.1.4.1941:=)
D¥EHERZTY . UserManagement LDAP Admin Filter A8 ESh T3
BE. CORTFEHREINZEI, ffl : CN=admin_group, OU=company
groups, DC=company, DC=com

ARIRAX 7OEIaZV T T74IULNREESNTVWS 7 RL R,
DT 4—ILRICIEF. BRIIAZX NNV RIL 774 ILDOFELK URL,
L 3ERAFD CUCM TIRA M ENTWBIGRIFT 7 1 IILBDHH W
BTY,

NRAIIAZXINY 2 21D

FERTZ/\y Y 1BBOEREZHRELXT,

HRIRA XNy Y2

SMTP £— K

IVRRAVID T 7N DEEMZHEETESLIIC. HRIIAX
7OEYazZv T 774D SERESNICN\Y Y aF v I Y LAZRE
big-o

COFREF. TYRKRAYNTSMTP ZBMEXIFEMICLET,

SMTP #—/\

FRT 2 SMTP H—N\—DF7 KL XEZBELET,

SMTP ;R— bk (SMTP Port)

SMTP H—/N\—(CEAT 2 R— N BESZEELET.

SMTP £xaUFT 4547

FATSSMTP X2 UT 451 T2R/ELEY,

SMTP Username

AT 2 SMTP 21— —Z%2HB/ELET,

SMTP Password

EAT% SMTP 1 —H—RZR/ELE T,

SMTP #fE7T7 KL X

IVRRAY DS SMTP BREHATEFA—IZXET DL EIERT S
EETT7RLAZHRELET,
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Webex Desk Pro B A 73y (IX\—I 3y 12.5 BIE)

~ Product Specific Configuration Layout

? Parameter Value Pull xConfig. from device

®- Note: Endpoints running software versions earlier than CE 9.8 only support provisioning a limited set of parameters from Cisco Unified CM.
These parameters are indicated balow with the # symbol.

m € : se“ings

DefaultVolume |50 id
Bluetooth
Microphones Mute Enabled* | True v |
BYOD Ultraseund MaxVolume | 70 |
CallHistory
rInput
Cameras HDMI 1
Level | 0 |
Conference Mode* | on o |
FacilityService MicrophoneMode* | Focused v |
USBC 1
HttpClient
Ll Level | 1] |
HttpFeedback Mode* [on v
Logging rSoundsAndAlerts
RingTone | Sunrise |
Macros
RingVolume |50 |
MNetworkServices
rKeyClickDetector
Phonebook
Enabled™ | True ~ |
RoomAnalytics Attenuate ® [True vJ

RoomScheduler

sIp

Security

SerialPort

Standby

SystemUnit

UserInterface

Peripherals

Proximity

UserManagement

Video

VoiceContral

WebEngine

Webex

RoomCleanup

Bookings

Miscellaneous
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mkt
Bt

- General Settings

DefaultVolume |50 |#
Microphones Mute Enabled™® | True W
Ultrasound MaxVolume |?ﬂ |
rInput
HDMI 1
Lewvel |ﬂ |
Mode™® | on v |
MicrophoneMode ™ | Focused w |
UsSBC 1
Level |CI |
Mode™® |on v

rSoundsAndAlerts

RingTone | Sunrise |

RingWolume | 50 |
r KeyClickDetector

Enabled * | True v |

Attenuate | True v |
Bluetooth

General Settings

Allowed * | True ~ |

Enabled * | False W |
BYOD

General Settings

HidForwarding Enabled * | False v |

TouchForwarding Enabled® | True wv |

A B PR

General Settings

Mode * | &n v [?
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AAS

r Background
Enabled* [ False w :I
UserlmagesAllowed * | True v |
PowerLine Frequency * | Auto v |
SpeakerTrack Mode™ | aute |
r Camera
Brightness
DefaultLevel 20 |
Mode* [Aute |
ExposureCompensation
Level o |
=R
r DefaultCall
Protocol ® [ Sip w ]'
Rate |6000 |
DoMotDisturb DefaultTimeout [60 |
Encryption Mode* | BestEffort |
FarendMessage Mode™ |: off v :|
MaxRecelveCallRate [6000 |
MaxTotalRecelveCallRate [15000 [*
MaxTotalTransmitCallRate [15000 *
MaxTransmitCallRate |so00 |
MicUnmuteOnDisconnect Mode™® I: on w ]”
Multipoint Mode ® I: Auto w jl"
r FarEndControl
Mode * [on v
SignalCapability * | on v :|’
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779U TF4—EX

rService 1

CallType* [ Video v

Mame |Lwe Suppert |“r

Number | ¢

Type™® [ Helpdesk v |

r Service 2

CallType* | Videao w |

Nare | |

Number | |

Type® | Helpdesk W |

rService 3

CallType* | Videa W |

Name | |

Number | |

Type* [ Helpdesk ~|

r Service 4

CallType® | Video w |

Mare | |

Mumber | |

Type® | Helpdesk W |

rService 5

CallType* | Videa W |

Name | |

Number | |

Type* [ Helpdesk ~|

HTTP 9547V bk

General Settings

Mode * | off v |
AllowInsecureHTTPS* [ False v|
AllowHTTP* [True v|
UseHttpProxy® [ On v :|

HTTP 74 —KR/X\v ¥

General Settings

TisVerify* [on v|

UseHttpProxy ® |: on v ]
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axvJ

rGeneral Settings
CloudUpload Mode*® [ o v
Internal Made * [on v
r External
Mode* off v
Pratocal® | SyslogTLs v
TlsVerify® [on v
Server
Address |
Port |5-14
xs0
General Settings
AutoStart™ [on v |
Mode * [off v
UnresponsiveTimeout | 5
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XY bT—=0 H—EZR

r General Settings

H323 Mode* [off v |
UPRP Mode® [on v
Websocket* [off v
WelcomeText * [on v|
Wifl Allowed * [True v|
r HTTP
Mode * [off v |
Proxy
Mode* [orF v
un | |
LoginMame | |
Password | |
PaCUr | |
r HTTPS
VerlfyClientCertificate™® |off v
StrictTransportSecurity ® [ aff v ]
Server
MinimumTLSVersion* [TLsvia v
rSNMP
CommunityName | |
Mode* (o v
SystemContact | |
SystemLocation | |
rSSH
HostKeyAlgerithm™® |: RSA v :|
Mode® [off v e
rSMTP
Mode ® [off v |#
Server | |*‘
Part o [
Security [ startTis v
Username | |*‘
Password | |#
Fram | [
EEIR (Phone Book)
rSarver 1
D | |
Type* [ cucm v
URL | o
Fagination™* | Enabled v|
Tls\erify* [on v
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Room 4*#1

r General Settings

PeopleCountOutOfcall® | off w |
PeoplePresenceDetector ® | Off v |
r AmbientNoiseEstimation
Mode * | off W
Interval |10 |
W—=ARTSa21—7
General Settings
Enabled*® | False v |
SiP
General Settings
MinimumTLSVersion™ | TLSw1.0 ot
tFaUFq
r Audit
Logging
Mode® | Intermal o
OnError
Action® | 1anere v
Server
Address | |
Port [514 |
PortAssignment™® | Auta v |
Fips Mode™® | Off w |
rSession
Inactivity Timeout | 0 |
ShowlLastLogon® | off w
MaxTotalSessions |20 |
MaxSessionsPerlser [2a |
MaxFalledLogins |D |
FailedLoginsLockoutTirme | 60 |
VY FIR—b
General Settings
BaudRate* [ 115200 ~ |
LoginRequired * | &n w ¢
Mode * | Bn v |7
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AR IA

rGeneral Settings

BootAction™ | RestereCameraPesition |
Cantrol* |: On v :|?
Delay [10 |
Standbyaction® I: PrivacyPosition w ]’
Wakeupaction™® |: RestoreCameraPesition v :|
WakeupOnMotionDetection ® [ on w ]’
rSignage
ur | |
Mode* [on v
InteractionMode * [ Nonlnteractive |
Refreshinterval |D |
Audio® (o v
YVATAIAZY b
rGeneral Settings
Namg 8
r CrashReporting
Mode* [orm v|
URL | [

Webex Desk Series Wireless LAN A H4 K
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i R e 2 eV = 2 .8

r General Settings

!:ﬂ:essibillly IncomingCallNotification [ Default w :|’
Bookings Visibility Title® | Aute v
ContactInfo Type® [ Auto v :|
Diagnostics Notifications™® [Autc- v:l
Branding AwakeBranding Colors® | Auto w |
KeyTones Mode* |off v|
SoundEffects Mode [on v
Proximity Notifications™ | Auto W |
CustomMessage | [
Whiteboard ActivityIndicators® [on v|
Assistant Mode™ [on v|
Security Mode* [ Normal v|
r Features
HideAll® | False v
Call
Start* [ Aute v
MidCallContrals® [ Aute v
End* [ Aute v
JoinWebex® [ Auto v |#
Keypad ® [Aul.o v ]
MusicMode*® [ Hidden v
Share
Start* [ Aute v
Whiteboard
Start* [ Auto v
roso
Encryptionindicator® | Auto w :|"
Output * | 1 v |
HalfwakeMessage | |
Mode ® [ Auto v|
r Phonebook
Mode ® | Readwrite v|
DefaultSearchFilter* [an v|
r SettingsMenu
Mode ® [ Unlocked v [*
Visibility ® | Aute v
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5Pl i

r General Settings

InputDevice Mode * [ o |
Pairing CiscoTouchPanels | On v |
RemotePairing *
r Profile
TouchPanels*® [0 v
Cameras* [0 v|
CaontrolSystems™ |: NotSet v :|
7Aa*¥ Y374
rGeneral Settings
Mode * [ofr v
rServices
ContentShare
TeClients* [ Disabled vt
FromClients* [Enabled v r
CallControl* | Disabled vt
11— —EE
r LDAP
Mode * [ o v
Encryption® | LDAPS v :|’
VerifyServerCertificate ® [or v
BaseDN | |y
Attribute | f
MinimumTLSVersion® [TLsvi.z v |®
Server
Address | |
Part |0 |'r
Admin
Group | |'r
Filker | ¢
- PasswordPolicy
Reuselimit |12 |
MaxLifetime |B |
Complexity
MinimumLength |5 |
MinimumUppercase |CI |
MinimumLowercase |0 |
MinimumDigits o |
MinimumSpecial |0 |
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ETFA

r Input
Connector 1
InputSourceType™® [ camera v ]
Marme |Camera
Visibility ® [ Never v |
CameraControl - .
Camerald* [1 v]
Mode* [on ~|
Connector 2
InputSourceType ¥ | PC w |
Name |Pc (use-c)
PresentationSelection™® | Desktop v |
Quality * | Sharpness W |
RGBQuantizatlonRange™® [Aum i :I
Visibllity * [ 1£signal v
PreferredResolution® | 3840_2160_60 v |
CameraControl
Camerald * [1 ~|
Made* [ o v
cEC ' '
Mode * [on v|
Connector 3
InputSourceType™® [ P v ]
Name |pc (HDMI
PresentationSelection® [ Desktop w :|
Quality * [ Sharpness w ]
RGBQuantizationRange™® [Aut.o w j|
Visibllity * [1fsignal v |
PreferredResolution® [3840_2160_s0 v |
CameraControl - .
Camerald* [ 1 v ]
Mode* |off |
CEC
Mode* [ on g ]
Monitors® I: Auto v ]
DefaultMainSource™ |: 1 v :|
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- Output

Connector 1

BrightnessMode™® | Auto v |
Resolution® | 3840_2160_60 w |
Connector 2
ManitorRole * | Aure v |
RGBQuantizationRange® | Full w |
Resolution * | Auto v |
Location
HarizontalOffset [1
werticalOffset lo
CEC
Mode*® | On v |
r Presentation
DefaultSource® |2 w |
Priority * | Equal v |
r Selfview
Default
FullsereenMede ™ | Current v |
Mode® | Current v |
OnMonitorRole™® | Current v |
PIPPasition * | current v |
OoncCall
Duration | 10
Mode*® | on v |
BEEE
General Settings
’7wakeword Mode ™ | on v
Web I VY
General Settings
Mode ® | off v |
RemaoteDebugging | off W |
UseHttpProxy | @n v |
Webex
General Settings
CloudProximity Mode® | off v

Webex Desk Series Wireless LAN B A H A R

220



=L V—=VTvT

AutoRun

HeurOfDay |D

ContentType

Whiteboards ® | Dally

v |

WebData* | Dally

Tyx>vyJ

General Settings

ProtecelPriority ® | Aute

LT

Z Dt

rGeneral Settings

Configuration Control Mode™®

| Unified CM and Endpoint

w @

Room Mame (from Exchange(R}) |

LoadServer [

Webex Devices Onboarding Token |

Admin username and p ord

Admin Username |admin

Admin Password [

r Customization Provisioning

Customization File [

Custornization Hash Type* | sHAS12

| @

Customization Hash [

|r
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Webex Desk Limited Edition A 73y (/

X

~e

~3

v 12.5 BU&)

r Product Specific Configuration Layout

‘? Parameter Value

These parameters are indicated below with the # symbol.

Pull xConfig. from device

@-Nnta: Endpoints running software versions earlier than CE 9.8 only support provisioning a limited set of parameters from Cisco Unified CM.

m [General Set -
DefaultVolume |50 |’*
Bluetooth
Ultrasound MaxVolume |?D |
BYOD USB Mode* | speakerandMicrophane |
CallHistory
rInput
Cameras HDMI 1
Level | 0 |
Conference Mode * [on v|
FacilityService MicrophoneMode* | Focused ~ |
USBC 1
HttpClient
el Level | 0 |
HttpFeedback Mode * [on v
Logging rMicropt
Macros Mute
. Enabled* True w
NetworkServices
Phonebook NoiseRemoval
Mode * | Manual ~
RoomAnalytics
rSoundsAndAlerts
RoomScheduler
RingTone |Sunri5E |
SIP RingVolume |50 |
Security ~KeyClickDetector
SerialPort Enabled* | False |
Attenuate * | True w |
Standby
SystemUnit
Userlnterface
Peripherals
Proximity
UserManagement
Video
VaiceControl
WebEngine
Webex
RoomCleanup
Bookings
Miscellaneous
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it

=
P~

rGeneral Settings
DefaultvVolume

Ultrasound MaxVolume

|50

|70

USB Mode* | SpeakerAndMicrophone - |
rInput
HDMI 1
Level |l] |
Mode* | on v |
MicrophoneMade * | Focused w |
USBC 1
Level |l] |
Mode* | On v |
rMicrophones
Mute
Enabled* True v
NoiseRemoval
Mode* | Manual W
rSoundsAndAlerts
RingTone | Sunrise |
RingVolume | 50 |
r KeyClickDetector
Enabled* | False w |
Attenuate * [ True w |
Bluetooth
General Settings
Allowed * |True ~ |
Enabled* | False |
General Settings
HidForwarding Enabled * | False w |
TouchForwarding Enabled® | True v |
-
ki i
General Settings
Mode* | &n v |?
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AAS

r Background
Enabled* [ False w :I
UserlmagesAllowed * | True v |
PowerLine Frequency * | Auto v |
SpeakerTrack Mode™ | aute |
r Camera
Brightness
DefaultLevel 20 |
Mode* [Aute |
ExposureCompensation
Level o |
=R
r DefaultCall
Protocol ® [ Sip w ]'
Rate |6000 |
DoMotDisturb DefaultTimeout [60 |
Encryption Mode* | BestEffort |
FarendMessage Mode™ |: off v :|
MaxRecelveCallRate [6000 |
MaxTotalRecelveCallRate [15000 [*
MaxTotalTransmitCallRate [15000 *
MaxTransmitCallRate |so00 |
MicUnmuteOnDisconnect Mode™® I: on w ]”
Multipoint Mode ® I: Auto w jl"
r FarEndControl
Mode * [on v
SignalCapability * | on v :|’
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779U TF4—EX

rService 1

CallType* [ Video v

Mame |Lwe Suppert |“r

Number | ¢

Type™® [ Helpdesk v |

r Service 2

CallType* | Videao w |

Nare | |

Number | |

Type® | Helpdesk W |

rService 3

CallType* | Videa W |

Name | |

Number | |

Type* [ Helpdesk ~|

r Service 4

CallType® | Video w |

Mare | |

Mumber | |

Type® | Helpdesk W |

rService 5

CallType* | Videa W |

Name | |

Number | |

Type* [ Helpdesk ~|

HTTP 9547V bk

General Settings

Mode * | off v |
AllowInsecureHTTPS* [ False v|
AllowHTTP* [True v|
UseHttpProxy® [ On v :|

HTTP 74 —KR/X\v ¥

General Settings

TisVerify* [on v|

UseHttpProxy ® |: on v ]
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axvJ

rGeneral Settings
CloudUpload Mode*® [ o v
Internal Made * [on v
r External
Mode* off v
Pratocal® | SyslogTLs v
TlsVerify® [on v
Server
Address |
Port |5-14
xs0
General Settings
AutoStart™ [on v |
Mode * [off v
UnresponsiveTimeout | 5
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XY bT—=0 H—EZR

r General Settings

H323 Mode* [off v |
UPRP Mode® [on v
Websocket* [off v
WelcomeText * [on v|
Wifl Allowed * [True v|
r HTTP
Mode * [off v |
Proxy
Mode* [orF v
un | |
LoginMame | |
Password | |
PaCUr | |
r HTTPS
VerlfyClientCertificate™® |off v
StrictTransportSecurity ® [ aff v ]
Server
MinimumTLSVersion* [TLsvia v
rSNMP
CommunityName | |
Mode* (o v
SystemContact | |
SystemLocation | |
rSSH
HostKeyAlgerithm™® |: RSA v :|
Mode® [off v e
rSMTP
Mode ® [off v |#
Server | |*‘
Part o [
Security [ startTis v
Username | |*‘
Password | |#
Fram | [
EEWR (Phone Book)
rSarver 1
0 | |
Type* | cucm v
URL | j*
Pagination ™ |: Enabled v ]
TlsVerify* [on v
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Room 9#1

r General Settings

PeopleCountOutOfcall® | off w |
PeoplePresenceDetector ® | Off v |
r AmbientNoiseEstimation
Mode * | off W
Interval |10 |
W—ARTSa21—7
General Settings
Enabled® | False v
SIP
General Settings
MinimumTLSVersion ™ | TLSW1.0 v |
tF*aV7r4
r Audit
Logging
Mode® | Intermal o
OnError
Action® | 1anere v
Server
Address [ |
Port [514 |
PortAssignment™® | Auta v |
Fips Made™® | off w |
rSession
Inactivity Timeout | 0 |
ShowlastLogon® | Off w
MaxTotalSessions |20 |
MaxSessionsPerlUser | 20 |
MaxFalledLoains |D |
FailedLoginsLockoutTime | &0 |
VY FIR—b
General Settings
BaudRate* [ 115200 ~ |
LoginRequired * | &n w ¢
Mode * | Bn v |7
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rGeneral Settings

BootAction™ | RestereCameraPesition |
Contral |: on v :|?
Delay [10 |¥
Standbyaction® I: PrivacyPosition w ]’
Wakeupaction™® |: RestoreCameraPesition v :|
WakeupOnMotionDetection ® [ on w ]’
rSignage
ur | |
Mode * [on v
InteractionMode * [ Nonlnteractive |
Refreshinterval |D |
Audio® (o v
YVATAIAZY b
r'General Settings
CustomDeviceld | |
Name | F‘
—CrashReporting
Mode* | off v |
URL | fel
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r General Settings
::ocessibillly IncomingCallNotification [ Default w :|’
Bookings Visibility Title® | Aute v
ContactInfo Type® [ Auto v :|
Diagnostics Motifications® [Autc- v:l
Branding AwakeBranding Colors® | Auto w |
KeyTones Mode* |off v|
SoundEffects Mode* [on v
Proximity Notifications™® [.Aum v|
CustomMessage | [
Whiteboard ActivityIndicators® [on v|
Assistant Mode™ [on v|
Security Mode* [ Normal v|
r Features
Hideall* | False v
Call
Start* [ Aute v
MidCallContrals® [ Aute v
End* [ Aute v
JoinWebex® [ Auto v |#
Keypad ® [Aul.o v ]
MusicMode*® [ Hidden v
Share
Start* [ Aute v
Whiteboard
Start* [ Auto v
roso
Encryptionindicator® | Auto w :|"
Output * | 1 v |
HalfwakeMessage | |
Mode * [ Auto v|
r Phonebook
Mode * | Readwrite v|
DefaultSearchFilter* [an v|
r SettingsMenu
Mode * [ Unlocked v [*
Visibility ® | Aute v
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r General Settings

InputDevice Mode* [ o |
Pairing CiscoTouchPanels | on w |
RemotePairing *
r Profile
TouchRanels*® [0 v
Cameras* |: 0 v :|
CaontrolSystems™ |: NotSet v :|
7Aa*¥ Y374
rGeneral Settings
Mode* | off v [#
AlternatePort Enabled* | False v |
rServices
ContentShare
TaClients* | Disabled v |#
FromClients* | Enabled v |#
CallControl* | Disabled ~ |#l
d1—Y—E8
r LDAP
Mode * [ o v
Encryption® | LDAPS w :|’
VerifyServerCertificate ® [or v
BaseDN | ¢
Attribute | [t
MinimumTLSVersion™® [TLsvi.z v |®
Server
Address | ¢
Port o |#
Admin
Group | |'r
Filker | |#
- PasswordPolicy
Reuselimit |12 |
MaxLifetime |B |
Complexity
MinimumLength |S |
MinimumUppercase |CI |
MinimumLowercase |0 |
MinimumDigits o |
MinimumSpecial |0 |
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rInput

Connector 1

| camera

InputSourceType* - |
Mame | Camera
Visibility * | Never v
CameraControl
Camerald* | 1 ~ |
Mode * | On ~ |
Connector 2
InputSourceType * | PC w |
Name |PC (USB-C)
PresentationSelection™ | Desktop ~ |
Quality* | Sharpness v
RGEQuantizationRange [ Auto v
Visibility * | ifsignal v |
preferredResolution * | 1920_1080_60 v
CameraControl
Camerald* | 1 ~ |
Mode * | Off ~ |
CEC
Mode* | On ~ |
Connector 3
InputSourceType* | PC v |
Mame |PC (HDMI)
PresentationSelection™® | Desktop v |
Quality * | Sharpness v
RGBQuantizationRange* [ Auto v
Visibility * | Ifsignal v
PreferredResolution * | 1920_1080_60 W |
CameraControl
Camerald* | 1 w |
Mode * | Off ~ |
CEC
Mode* | 0on ~ |
Monitors* [ Auto v
DefaultMainSource™® | 1 v
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rOutput
Connector 1
BrightnessMode * | Auto v |
Resolution* | 3840_2160_60 v |
Connector 2
MonitarRole™* | Auto v |
RGBQuantizationRange * | Full v |
Resolution* | Auto v |
Location
Horizontal Offset | 1
VerticalOffset [o
CEC
Mode* | on w |
r Presentation
DefaultSource * |2 ~ |
Priority * | Equal ™ |
rSelfview
Default
FullscreenMode * | current ~ |
Mode* | current ~ |
OnMonitarRole® | current ~ |
PIPPosition* | current ~ |
OnCall
Duration |1ﬂ
Mode* | on v |
BEE

r General Settings

Wakeword Mode® | on

'

Web I vy

General Settings

Mode™* | off v |
RemateDebugging * | Off w |
UseHttpProxy * | On w |
MinimumTLSVersion* [TLSv1a
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rGeneral Settings

Meetings JoinProtocol * | stp v |

CloudUpgrades Mode* | o v |

r CloudProximity

Mode* | o v |

GuestShare™® | Auto |

V=L V=T vT

AutoRun
HourOfDay |D |
ContentType
whiteboards® | Dally v |
webData* | Dally v |

TyvxvJ

General Settings

ProtocolPriority ™ | Auto ~

Z Dt

r General Settings

Configuration Control Mode™® | Unified €M and Endpoint v [¥

Room Name (from Exchange(R)) | |*‘
LoadServer [ [#
Webex Devices Onboarding Token | ¥

—Admin username and password

Admin Username |admin [#

Admin Password [ [#

r Customization Provisioning

Customization File | |"r
Custornization Hash Type® | sHAS12 w |F
Customization Hash [ |*
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r Product Specific Configuration Layout

~®

~3

v 12.5 BU&)

Parameter Value

Pull xConfig. from davice

@- Mote: Endpoints running software versions earlier than CE 9.8 only support provisioning a limited set of parameters from Cisco Unified CM.
These parameters are indicated below with the # symbol.

-G | Settings

MetworkServices

Phonebook

RoomAnalytics

RoomScheduler

sIP

Security

SerialPort

Standby

SystemUnit

UserInterface

Peripherals

Proximity

UserManagement

Video

VoiceControl

WebEngine

Webex

RoomCleanup

Bookings

Miscellaneous

DefaultVolume | 50 I“
Bluetooth

Input MicrophoneMode * | Facused v |
CallHistory Ultrasound MaxVolume |?D |

* ]

Cameras USB Mode | SpeakerAndMicrophone ~ |
Conference rMicrophon

Mute
FacilityService Enabled * True "
HttpClient

NoiseRemoval

*

HttpFeedback Mode | Manual v
Logging rSoundsAndAlerts

RingTone | Sunrise |
Macros

RingVolume |50 |
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rGeneral Settings

DefaultVolume | 50
Input MicrophoneMode* | Focused w |
Ultrasound MaxVolume |?U
USB Mode™® | speakerandMicrophone v |
rMicrophones
Mute
Enabled* True A4
NoiseRemoval
Mode* | Manual W
rSoundsAndAlerts
RingTone | sunrise
RingYolume |5U
Bluetooth
General Settings
Allowed * | True W |
Enabled* | False v |
=
18 A 1R P
General Settings
Mode * | on v [
AXZ
rBackground
Enabled* [ True v |
UserlmagesAllowed * [ True v |
Powerline Frequency * | Auto 4 |
SpeakerTrack Mode* | Auto v |
rCamera
Brightness
DefaultLevel | 20
Mode* | Auto v |
ExposureCompensation
Level |o
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r DefaultCall
Protocol * [sip v [#
Rate |6000 |
DoNotDisturb DefaultTimeout |60 |
Encryption Mode* | BestEffort v |
FarendMessage Mode* | Off v |
MaxReceiveCallRate |6000 |
MaxTotalReceiveCallRate | 6000 |#
MaxTotalTransmitCallRate |60|DD |#
MaxTransmitCallRate |6000 |
MicUnmuteOnDisconnect Mode* [on v |#
Multipoint Mode * [Auto v |#
r FarEndControl
Mode* | on v |#
SignalCapability * | On v |#
279V T4 —EXR
r Service 1
CallType* [ Video w :|’
Mame |Live Support |“r
Number | |i‘r
Type® [ Helpdesk v |#
rService 2
CallType® [ Video v :|
Mame | |
Mumber | |
Type® | Helpdesk v |
r Service 3
CallType* | Video w |
Mame | |
Mumber | |
Type* [ Helpdesk w :|
rService 4
CallType® [ Video v :|
Mame | |
Mumber | |
Type® | Helpdesk v |
r Service 5
CallType® [ Video W :|
Mame | |
Number | |
Type* [ Helpdesk w :|
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General Settings

Mode * | off v |
AllowInsecureHTTRS * | False v |
AllowHTTP* | True v |
UseHttpProxy® | on v |
HTTP 74 =KXy ¥
General Settings
TlsVerlfy* | &n v |
UseHttpProxy | on W |
axvy
rGeneral Settings
CloudUpload Mode® | off v |
Internal Mode™ | on v |
r External
Mode * | off w |
Protocol® | SyslogTLS ~ |
Tlsverify® | on w |
Server
Address |
Port [514
xs0
General Settings
AutoStart™ | on v |
Mode * | off v |
UnresponsiveTimeout | 5
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- General Settings

H323 Mode™* | o ~ |
UPnP Mode* [on v |
Websocket* | FallowHTTPService v |
WelcomeText® | Oon A4 |
Wifi Allowed* [ True v |
~HTTP
Mode* | ot w [#
Proxy
Mode* | off v |
ur |
LoginName |
pACUr |
~HTTPS
VerifyClientCertificate * | o v |
StrictTransportSecurity™® | Off A4 |
Server
MinimumTLSVersion * [ TLsv1.1 v |
~SNMP
CommunityName | |
Mode* | o v |
SystemContact | |
SystemLocation |
~SSH
HostKeyAlgorithm * | RsA v |
Mode* | off v [t
~SMTP
Mode* | off v [t
Server |
Port lo
Security * | startTls v [#
Username |
From |
IR (Phone Book)
rSarver 1
D | |
Type® [ cucm v |
URL | 4
Pagination™® |: Enabled v ]
TlsVerify* [on v|
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Room 4*#1

—General Settings

PeopleCountOutOfCall* | off v |
PeoplePresenceDetector* | off v |
rAmbientNoiseEstimation
Made* | o v |
Interval |10
r ReverberationTime
Mode* | o v |
Interval [1800
3 _
IW—ARTIa21—75
General Settings
Enabled® | False ~
SIP
General Settings
MinimumTLSVersion * | TLSwi.0 v |
t*aV7T4
r Audit
Logging
Mode™® | Internal ~
OnError
Action® | 1anere v
Server
Address [ |
Port [514 |
PortAssignment™® | Auta v |
Fips Made™® | off w |
-Session
Inactivity Timeout | 0 |
ShowlastLogon® | Off w
MaxTotalSessions |20 |
MaxSessionsPerlUser | 20 |
MaxFalledLoains |D |
FailedLoginsLockoutTime | &0 |
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General Settings

BaudRate* | 115200 v |
LoginRequired ® | on v [*
Mode ® | On v [®
ARV I\L
r General Settings
BootAction* | DefaultCameraPaosition v |
Control* [ on v [#
Delay |10
StandbyAction * | PrivacyPosition v ¥
WakeupAction * | RestoreCameraPosition v |
WakeupOnMationDetection * | off v [#
rSignage
U |
Mode™® | Off ~ |
Refreshinterval | 1]
Audia* | o v |
VATAIAZY b
—General Settings
CustomDeviceld |
MName |
—CrashReporting
Mode* | of v |
URL |
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r General Settings

Accessibility IncomingCallMetification | Default w ¥
x
Bookings Visibility Title® | Aute w |
Contactlnfo Type™ | Aute v |
Diagnostics Motifications® | Aute W |
Branding AwakeBranding Colors ® | Auto v |
KeyTones Mode * | on v |
SoundEffects Mode ® | on v |
Proximity Netifications * | Aute v |
CustomMessage | |
Whiteboard Activitylndicators® | on w |
Assistant Mode™® | on v |
Security Mode™® | Normal v |
r Features
Hideall ® | False w
Call
Start ™ | Auts w |
MidCallControls* [Aute ~|
End* | Aute v
VideoMute * | Aute v
JoinWebex* | Auto w ¥
Keypad™® | Auta W |
MusicMode* | Hidden w |
Share
Start * | Aute v
Whiteboard
Start* | Aute ~
rosD
Encryptienlndicator™ | Aute d
Output® |1 v
HalfwakeMessage | |
Mode * | Auto w
~Phonebook
Mode * | ReadWrite v |
DefaultSearchFilter® | an v |
~ SettingsMenu
Mode * | Unlocked v |?
Visibility * | Auto w |
»
B0
rGeneral Settings
InputDevice Mode® | Off ~ |
Pairing CiscoTouchPanels | On ~ |
RemotePairing &
r Profile
TouchPanels™* [o v |
Cameras* | Minimum1 v |
ControlSystems® | Notset v |
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rGeneral Settings

Mode™® | ofe v [#
AlternatePort Enabled™® | False v |
rServices
ContentShare
ToClients* | Disabled v ¥
FromClients* | Enabled L |"‘l
CallControl* | Disabled v [#
d1—Y—EE
rLDAP
Mode * [ v
Encryption® |: LDAPS v :|?
VerlfyServerCertificate ® |: Off v :I’
BaseDN | ¢
Attribute | [¥
MinimumTLSVersion™® [ TLSv1.2 v ]’
Server
Address | ¢
Fort [ |#
Admin
Group | |'r
Filter | |
- PasswordPolicy
ReuseLimit |12 |
MaxLifetime |B |
Complexity
MinimumLength |E| |
MinimumUppercase |0 |
MinimumLowercase |0 |
MinimumDigits |0 |
MinlmumSpecial |CI |
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rInput
Connector 1
InputSourceType * | camera v |
Name | Camera
Visibility* [ Never v |
CameraControl
Camerald* | 1 v |
Mode* | on v |
Connector 2
InputSourceType* | PC v |
Name |PC (USB-C)
PresentationSelection * | Desktop v |
Quality ¥ | Sharpness v |
RGBQuantizationRange ¥ | Ato v |
Visibility* | ifsignal v |
PreferredResalution * | 1920_1080_60 v |
CameraControl
Camerald* | 1 v |
Mode* [ off v |
CEC
Mode* [on v |
Connector 3
InputSourceType* | PC w |
Name |PC (HDMI)
PresentationSelection * | Desktop v |
Quality * | Sharpness v |
RGBQuantizationRange * | Auto v |
Visibility * | 1fsignal v |
PreferredResalution * | 1920_1080_60 v |
CameraControl
Camerald* | 1 v |
Mode* [ off v |
CEC
Mode* | on v |
Monitors* [Auto v |
Output Connectar 1 Resolution* [ 1920_1080_60 v
DefaultMainSource™* (1 v |
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r Presentation
DefaultSource * |2 v |
Priority * | Equal v |
r Selfview
Default
FullscreenMode * | current v |
Mode® | current v |
OnMonitorRole * | current v |
PIPPosition* | current v |
oncall
Duration | 10 |
Mode™* | off v |
==
=Pk t:1

Wakeword Mode ™ | on -

"Gnnarnl Settings

Web IV IV

rGeneral Settings
Mode* | o v |
RemaoteDebugging ™ | o v |
UseHttpProxy * | on v |
MinimumTLSVersion * [TLsvi.1 v |
Webex
rGeneral Settings
Meetings JoinProtocol ® | sSIP v |
CloudUpgrades Mode* | o v |

r CloudProximity

Mode™® | ofe v |

Guestshare® | Auto v |

W—=ALoV—=VTvT

AutoRun
HourOfDay |D |
ContentType
Whiteboards* | Daily i |
WehData * | Daily v
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General Settings

ProtocolPriority ™ | Auto ~

Z Dt

r General Settings

Configuration Control Mode™® | Unified €M and Endpoint v [¥

Room Name (from Exchange(R)) | |“r
LoadServer [ [#
Webex Devices Onboarding Token | ¥

—Admin username and password

Admin Username |admin [#

Admin Password [ [#

r Customization Provisioning

Customization File | |"r
Custornization Hash Type® | sHAS12 w |F
Customization Hash [ |*

Webex Desk Mini A 73y (I\—I3 v 12.5 D)

~ Product Specific Configuration Layout
? Parameter Value Pull xConfig. from device
@- MNote: Endpoints running software versions earlier than CE 9.8 only support provisioning a limited set of parameters from Cisco Unified CM.
These parameters are indicated below with the # symbol.
m € : SEtﬁ“u’
DefaultVolume | 50 |*‘
Bluetooth
Input MicrophoneMode * | Focused v |
CallHistory Ultrasound MaxVolume |?’0 |
* ; o
E— USB Mode | speakerandMicrophone |
Conference Micropk
Mute
FacilityService Enabled * True -
HttpClient
NoiseRemoval
HttpFeedback Made ™ [ Manual v
Logging rSoundsAndAlerts
RingTone | Sunrise |
Macros
RingVolume |50 |
MetworkServices
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Phonebook

RoomAnalytics

RoomScheduler

SIP

Security

SerialPort

Standby

SystemUnit

UserInterface

Peripherals

Proximity

UserManagement

Video

VoiceControl

WebEngine

Webex

RoomCleanup

Bookings

Miscellaneous

i

=
/M

rGeneral Settings

DefaultVolume | 50 |*
Input MicrophoneMode* | Focused w |
Ultrasound MaxVolume |?D |
USB Mode™® | SpeakerAndMicrophone ~ |

—Microphones
Mute

Enabled* True A4

NoiseRemoval

Mode* | Manual W

rSoundsAndAlerts

RingTaone |Sunri5e |

RingYolume |50 |
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Bluetooth

General Settings

Allowed * [ True v |
Enabled® | False v |
A A R
General Settings
’V Mode * | On w [?
AAZ
rBackground
Enabled* [ True v |
UserlmagesAllowed* [ True v |
Powerline Frequency * | Auto v |
rCamera
Brightness
DefaultLevel |20
Mode* | Auto v |
ExposureCompensation
Level la
rSpeakerTrack
Mode* | Auto v |
TrackingMode* | Auto v |
Closeup® | Auto v |
Whiteboard
Mode* | orf v |
ConnectorDetection
Mode* | Auto v |
CameraRight |2
Cameraleft | 1
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r DefaultCall
Protocol * [sip v [#
Rate 16000 |
DoNotDisturb DefaultTimeout 60 |
Encryption Mode* | BestEffort v |
FarendMessage Mode* | Off v |
MaxReceiveCallRate 16000 |
MaxTotalReceiveCallRate | 6000 |“
MaxTotalTransmitCallRate |EU|DD |“
MaxTransmitCallRate 16000 |
MicUnmuteOnDisconnect Mode* [on v |#
Multipoint Mode * [Auto v |#
r FarEndControl
Mode* | On v |#
SignalCapability * | On v |#
72799 T74H—EX
r Service 1
CallType*® [ Vidao w ]‘
Mame |Lwe Suppert |“r
Mumber | |i‘r
Type™® [ Helpdesk v |
r Service 2
CallType* | Videao W |
Mame | |
Murmber | |
Type* | Helpdesk W |
r Service 3
CallType* | Videa W |
Mame | |
Murmber | |
Type* [ Helpdesk w ]
r Service 4
CallType® | Video w |
Mame | |
Murmber | |
Type* | Helpdesk W |
r Service 5
CallType* | Videa W |
Mame | |
Murmber | |
Type* [ Helpdesk w :I
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General Settings

Mode * | off v |
AllowInsecureHTTRS * | False v |
AllowHTTP* | True v |
UseHttpProxy® | on v |
HTTP 74 =KXy ¥
General Settings
TlsVerlfy* | &n v |
UseHttpProxy | on W |
axvy
rGeneral Settings
CloudUpload Mode® | off v |
Internal Mode™ | on v |
r External
Mode * | off w |
Protocol® | SyslogTLS ~ |
Tlsverify® | on w |
Server
Address |
Port [514
xs0
General Settings
AutoStart™ | on v |
Mode * | off v |
UnresponsiveTimeout | 5
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- General Settings

H323 Mode™* | o ~ |
UPnP Mode* [on v |
Websocket* | FallowHTTPService v |
WelcomeText® | Oon A4 |
Wifi Allowed* [ True v |
~HTTP
Mode* | ot w [#
Proxy
Mode* | off v |
ur |
LoginName |
pACUr |
~HTTPS
VerifyClientCertificate * | o v |
StrictTransportSecurity™® | Off A4 |
Server
MinimumTLSVersion * [ TLsv1.1 v |
~SNMP
CommunityName | |
Mode* | o v |
SystemContact | |
SystemLocation |
~SSH
HostKeyAlgorithm * | RsA v |
Mode* | off v [t
~SMTP
Mode* | off v [t
Server |
Port lo
Security * | startTls v [#
Username |
From |
IR (Phone Book)
rSarver 1
D | |
Type® [ cucm v |
URL | 4
Pagination™® |: Enabled v ]
TlsVerify* [on v|
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—General Settings

PeopleCountOutOfCall* | off v |
PeoplePresenceDetector* | off v |
rAmbientNoiseEstimation
Made* | o v |
Interval |10
r ReverberationTime
Mode* | o v |
Interval [1800
3 _
IW—ARTIa21—75
General Settings
Enabled® | False ~
SIP
General Settings
MinimumTLSVersion * | TLSwi.0 v |
t*aV7T4
r Audit
Logging
Mode™® | Internal ~
OnError
Action® | 1anere v
Server
Address [ |
Port [514 |
PortAssignment™® | Auta v |
Fips Made™® | off w |
-Session
Inactivity Timeout | 0 |
ShowlastLogon® | Off w
MaxTotalSessions |20 |
MaxSessionsPerlUser | 20 |
MaxFalledLoains |D |
FailedLoginsLockoutTime | &0 |
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General Settings

BaudRate* | 115200 v |
LoginRequired ® | on v [*
Mode ® | On v [®
ARV I\L
r General Settings
BootAction* | DefaultCameraPaosition v |
Control* [ on v [#
Delay |10
StandbyAction * | PrivacyPosition v ¥
WakeupAction * | RestoreCameraPosition v |
WakeupOnMationDetection * | off v [#
rSignage
U |
Mode™® | Off ~ |
Refreshinterval | 1]
Audia* | o v |
VATAIAZY b
—General Settings
CustomDeviceld |
MName |
—CrashReporting
Mode* | of v |
URL |
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r General Settings

Accessibility IncomingCallMetification | Default w ¥
x
Bookings Visibility Title® | Aute w |
Contactlnfo Type™ | Aute v |
Diagnostics Motifications® | Aute W |
Branding AwakeBranding Colors ® | Auto v |
KeyTones Mode * | on v |
SoundEffects Mode ® | on v |
Proximity Netifications * | Aute v |
CustomMessage | |
Whiteboard Activitylndicators® | on w |
Assistant Mode™® | on v |
Security Mode™® | Normal v |
r Features
Hideall ® | False w
Call
Start ™ | Auts w |
MidCallControls* [Aute ~|
End* | Aute v
VideoMute * | Aute v
JoinWebex* | Auto w ¥
Keypad™® | Auta W |
MusicMode* | Hidden w |
Share
Start * | Aute v
Whiteboard
Start* | Aute ~
rosD
Encryptienlndicator™ | Aute d
Output® |1 v
HalfwakeMessage | |
Mode * | Auto w
- Phonebook
Mode * | ReadWrite v |
DefaultSearchFilter® | an v |
- SettingsMenu
Mode * | Unlocked v |?
Visibility * | Auto w |
(=] »
RiDH#EER
rGeneral Settings
InputDevice Mode* | of v |
Pairing CiscoeTouchPanels | on v |
RemotePairing 3
r Profile
TouchPanels™® o v |
Cameras* | Minimum1 v |
ControlSystems* | Notset v |
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rGeneral Settings

Mode™® | ofe v [#
AlternatePort Enabled™® | False v |
rServices
ContentShare
ToClients* | Disabled v ¥
FromClients* | Enabled L |"‘l
CallControl* | Disabled v [#
d1—Y—EE
rLDAP
Mode * [ v
Encryption® |: LDAPS v :|?
VerlfyServerCertificate ® |: Off v :I’
BaseDN | ¢
Attribute | [¥
MinimumTLSVersion™® [ TLSv1.2 v ]’
Server
Address | ¢
Fort [ |#
Admin
Group | |'r
Filter | |
- PasswordPolicy
ReuseLimit |12 |
MaxLifetime |B |
Complexity
MinimumLength |E| |
MinimumUppercase |0 |
MinimumLowercase |0 |
MinimumDigits |0 |
MinlmumSpecial |CI |
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rInput
Connector 1
InputSourceType* | camera v |
Name |Camera
Visibility* [ Never v |
CameraControl
Camerald* [1 v |
Mode * | on v |
Connector 2
InputSourceType* | pc v |
Name |pc (usB-C)
PresentationSelection® | Desktop v |
Quality* | sharpness v |
RGBQuantizationRange * [ Auto v |
Visibility* | tsignal v |
PreferredResolution ® | 1920_1080_60 v |
CameraControl
Camerald* [1 v |
Mode™® | off v |
CEC
Made * | on v |
Monitors* [ Auto v |
Output Connector 1 Resolution* | 1920_1080_s0 v |
DefaultMainSource™* [1 v |
r Presentation
DefaultSource * |2 v |
Priority * | Equal v |
r Selfview
Default
FullscreenMade * | current v |
Mode* | current v |
OnMonitorRole * | current v |
PIPPosition™® | current v |
oncCall
Duration [10
Mode* | off v |
BEEEE
General Settings
’VWakeword Mode® [on v |
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rGeneral Settings

Mode™ | o v |
RemoteDebugging ™ | Off v |
UseHttpProxy * | on v |
MinimumTLSVersion * R v |
Webex
rGeneral Settings
Meetings JoinProtocol * | s1p v |
CloudUpgrades Mode™* | o v |
— CloudProximity
Mode* | o v |
GuestShare® | Auto v |
W=ALoV=vT7vT
AutoRun
HourOfDay |I] |
ContentType
Whiteboards™* | Daily v |
WebData * | Daily v |
AL
General Settings
ProtocolPriorty ™® | Auto v
rGeneral Settings
Configuration Contral Mode® | Unified €M and Endpoint v [#
Roam MName (from Exchange(R)) | |'
LoadServer [ ¥
Webex Devices Onboarding Token | |'
—Admin username and p ord
Admin Username |admin i
Admin Password | |“r
r Customization Provisioning
Custornization File [ d
Customization Hash Type® | SHAS12 w [

Customization Hash

|t
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Webex Desk Hub #lA 73y (/

~ Product Specific Configu

?

X

3 12.5 &)

ration Layout

Paramater Value

@-Nota: dpoi running

ity versions earlier than CE 9.8 only support provisioning a limi

These parameters are indicated below with the # symbol.

Pull xConfig. from device

d set of parameters from Cisco Unified CM.

rGeneral Setti

DefaultVolume | 50 |’*
CallHistory
Ultrasound MaxVolume |70 |
Cameras USB Mode* | speakerandMicrophone v |
Conference
rInput
FacilityService HDMI 1
Level |0 |
HttpClient Mode™* | on - |
VideoAssociation
HttpFeedback
MuteOnInactiveVideo™* | on v |
Logging
Microphone 1
Macros Made™ | on v |
* i W
NetworkServices Type | HELophone |
EchoControl
Phonebook Dereverberation* | off v |
Mode* | On ~ |
RoomAnalytics
NoiseReduction™® | On ~ |
RoomScheduler Equalizer
D |25 |
= Mode* | on v |
VideoAssociatiol
Security ! ! n
MuteOnInactiveVideo™* | off v |
SerialPort VideoInputSource * [1 v |
Standb
- Microphone 2
*
SystemuUnit e Lon v
Type* | Microphone w |

Webex Desk Series Wireless LAN B A H A R

258



UserInterface EchoControl
Dereverberation™* | ot v |
Peripherals
Mode® | On ~ |
Proximity NoiseReduction™® | On v |
| Equalizer
UserManagement D | 1
Video Mode™ | oft v
VideoAssociation
VoiceControl MuteOnInactiveVideo™* | off v |
Webex VideoInputSource* | 1 v |
Bookings rMicrophones
Miscellaneous Mute
Enabled* True ~
NoiseRemoval
Mode * | Manual ~
rSoundsAndAlerts
RingTone |Sunrise
RingVolume |50
BE
rGeneral Settings
DefaultVolume | 50
Ultrasound Max\Volume |?0
USB Made* | SpeakerAndMicrophone w |
rInput
HDMI 1
Level |o
Mode* [ on v |
VideoAssociation
MuteOnInactiveVideo * | On ~ |
Microphone 1
Mode* | on v |
Type* | Micraphaone v |
EchoControl
Dereverberation ® | off v |
Mode™* | On k4 |
MoiseReduction * | On ~ |
Equalizer
D |25
Mode* | on v |
VideoAssociation
MuteOnInactiveViden* | off v |
VideoInputSource * [1 v |
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Microphone 2
Mode™* | On ~ |
Type* | Microphone v |
EchoControl
Dereverberation * | o v |
Mode™® | on v |
NoiseReduction * | on v |
Equalizer
ID [1 |
Mode* | o v |
VideoAssociation
MuteOnInactiveVideo™* | o v |
VideoInputSource * [1 v |
rMicrophones
Mute
Enabled * True k4
NoiseRemoval
Mode™* | Manual v
rSoundsAndAlerts
RingTone | Sunrise |
RingWolume |50 |

A B PR

General Settings

Mode * | &n v [?

AAZ

Background

Enabled® |True w |
Userlmagesallowed it |True W |
Powerline Frequency * | Auto hd |
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Hp

=%

rDefaultCall
Protocol* | Sip W -|"'L
Rate |6000 |
DoNotDisturb DefaultTimeout [60 |
Encryption Mode* | BestEffort W |
EndToEndEncryption Identity | |
PreferredDomain
FarendMessage Mode™* | Off v |
MaxReceiveCallRate |6UCID- |
MaxTotalReceiveCallRate | 10000 |"‘t
MaxTotalTransmitCallRate | 10000 |'*
MaxTransmitCallRate |6UCID- |
MicUnmuteOnDisconnect Mode™® | On v .|"'L
Multipoint Made* [Auto v |#
rFarEndControl
Mode™* | On W -|*
SignalCapability * [on v |#
7279749 —ER
rService 1
CallType* [ Video w ]JI
Name |Lwe Support |'
Number | |"
Type* [ Helpdesk wl®
rService 2
CallType® | Videa v |
Name | |
Number | |
Type® |:Helpdesk w |
rService 3
CallType* [ video v |
Name | |
Number | |
Type* [ Helpdesk w ]
rService 4
CallType® | Videa v |
Name | |
Number | |
Type® |:Helpdesk w |
rService 5
CallType™® [ video v |
Name | |
Number | |
Type* [ Helpdesk w ]
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HTTP 9547V b

General Settings

Mode * | off v |
AllowInsecureHTTRS * | False v |
AllowHTTP* | True v |
UseHttpProxy® | on v |
HTTP 74 =KXy ¥
General Settings
TlsVerlfy* | &n v |
UseHttpProxy | on W |
axvy
rGeneral Settings
CloudUpload Mode® | off v |
Internal Mode™ | on v |
r External
Mode * | off w |
Protocol® | SyslogTLS ~ |
Tlsverify® | on w |
Server
Address |
Port [514
xs0
General Settings
AutoStart™ | on v |
Mode * | off v |
UnresponsiveTimeout | 5
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Ry bT—=7 H—ER

rGeneral Settings

H323 Mode* | off v |
UPNnP Mode* | off v)
Websocket™* | FollowHTTPService v |
WelcomeText¥® | On ~ |
Wifi Allowed * | True v |
rHTTP
Mode™* | Off k4 |#
Proxy
Mode* | off v |
url |
LoginName |
PACUr |
rHTTPS
VerifyClientCertificate * | off v |
StrictTransportSecurity * | Off ~ |
Server
MinimumTLSVersion* | TLSv1.1 v |
rSNMP
CommunityMame | |
Mode™® | off v |
SystemContact | |
SystemlLocation | |
rS5H
HostKeyAlgorithm * | RsA v |
Mode™® | off v [#
EZEIE (Phone Book)
rServer 1
D | |
Type* [cucm v
URL | i
Pagination™ | Enabled W |
Tisverify* [on v)
Room 7#7
ReverberationTime
Mode™® | Off ~ |
Interval |lBOD
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IW—ART1—7

General Settings

Enabled * | False ~ |
SIP
General Settings
MinimumTLSVersion* [TLSv1.0 ~
t*all7r4
- Audit
Logging
Mode™® | Internal v |
OnError
Action® | Ianore v
Server
Address [ |
Port [514 |
PortAssignment ™ | Auto v |
Fips Mode™® | off v |
rSession
Inactivity Timeout | 0 |
ShowlastLogon® | Off w |
MaxTotalSessions | 20 |
MaxSessionsPerUser | 20 |
MaxFalledLogins |D |
FailedLoginsLockoutTime | 60 |

YU ZIIR—=b

General Settings

BaudRate® | 115200 ~ |
LeginRequired ® | on Ve
Mode ® [on v [*
AL
rGeneral Settings
BootAction* | DefaultCameraPaosition v |
Control* [on v [#
Delay | 10 t*
StandbyAction® | PrivacyPaosition v [#
WakeupAction * | RestoreCameraPosition v |
WakeupOnMotionDetection * | off v [#
Halfwake Mode* | Auto v |
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VATAIdIZY S

—General Settings
CustomDeviceld

Mame

—CrashReporting
Mode™

URL

A—YHYAV5—Tz4R

r General Setti

A‘ocessibi lity IncomingCallNotification | Default w|F
Bookings Visibility Title® | Auto W |
Contactlnfo Type ¥ | aute v
Diagnostics Motifications® | Auto v |
Branding AwakeBranding Colors™® | Aute w |
KeyTones Mode ® | on v
SoundEffects Mode™® | on v
Proximity Notifications® | Auto W |
CustormMessage | |#
Assistant Mode® | ©n w |
Security Mode™ | Normal v |
r Features
HideAll® | False v |
Call
Start* [Auto v|
MidCallControls® | Aute v
End*® | Auta v |
videoMute™® | Auto v |
JoinWebex® | Auto v |¥
Keypad * | Aute v |
MusicMode™® | Hidden w |
Share
Start® | Auto v
rosD
Encryptionindicator® | Auto ~ |*
Output® |1 v |
HalfwakeMessage | |
Mode ™ | Auto v
- Phonebook
Mode™® | Readwrite v
DefaultSearchFilter® | &l W
r SettingsMenu
Mode® | Unlocked v |F
Visibility * | Auto v |
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5Pl i

General Settings

profile Cameras™®

|0 v
ZOF*Y 374
rGeneral Settings
Mode™* | off v [#
AlternatePort Enabled™® | False v |
Services
ContentShare
TaClients ™ | Disabled v [#
FromClients* | Enabled L |"‘l
CallControl* | Disabled v [#
d1—Y—EE
rLDAP
Mode ™ [ arf v
Encryption® |: LDAPS v :|?
VerlfyServerCertificate ® |: Off v :I’
BaseDN | ¢
Attribute | J¥
MinimumTLSVersion™® |: TLSv1.2 v :|4‘
Server
Address | |*
Port [ |*
Admin
Group | |'
Filter | |*
- PasswordPolicy
ReuseLimit |12 |
MaxLifetime |B |
Complexity
MinimumLength |a |
MinimumUppercase |0 |
MinimumLowercase |0 |
MinlmumDigits |0 |
MinimumSpecial |CI |
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ETFA

r Input

Connector 1

InputSourceType * | PC v |
Name |pC (UsB-C)
PresentationSelection® | onConnect v |
Quality* | Sharpness v |
RGBQuantizationRange * | Auto A4 |
Visibility | Always v |
PreferredResolution® | 3840_2160_s60 v |
CameraControl
Camerald* [1 v |
Mode* | On k4 |
Connector 2
InputSourceType * | camera w |
MName |USB Camera
PresentationSelection® | Manual w |
Quality*® | Mation v |
RGBQuantizationRange* | Auto ~ |
Visibility * | Never v |
CameraControl
Camerald * |2 v |
Mode* | off v |
DefaultMainSource® | 2 w |
rOutput
Connector 1
BrightnessMode * | Auto w |
Resolution* | 1920_1080_s0 v |
Connector 2
RGBQuantizationRange * | Ful v |
Resolution * | Auto v |
CEC
Mode* | off v |
r Presentation
DefaultSource* | 1 ~ |
Priority ™ | Equal v |
r Selfview
Default
FullscreenMode * | current v |
Mode ¥ | current v |
OnMonitorRole * | Current ~ |
PIPPosition™ | current v |
OncCall
Duration | 10
Mode* | on ~ |

Webex Desk Series Wireless LAN B A H A R

267



BEEE

"Ganaral Settings

Wakeword Mode* | on v

Webex

rGeneral Settings
Meetings JoinProtocol * | s1p v |
CloudUpgrades Mode * | o v |

rCloudProximity

Mode* | o v |
GuestShare* | Auto v |
ZvxvJ

General Settings
’V ProtocolPriority ™ | Auto ~

Z Dfth

r General Settings
Configuration Control Mode™® | Unified €M and Endpoint v [¥
Room Name (from Exchange(R)) | |*‘
LoadServer [ [#
Webex Devices Onboarding Token | |

—Admin username and password

Admin Username |admin [#

Admin Password [ [#

r Customization Provisioning

Customization File | |'
Custornization Hash Type® | sHAS12 w |F
Customization Hash [ |*

i BBEOI—Y—RKEINRT—RK, F£/E SMTP XA T7—R2EMICT 2L, TFTP BE{LHAARIICH -
TWARELRTO7 74 I 2FERTZNELNHDET,

Webex Desk Series & & U* Cisco Unified Communications Manager T h % TCP ;R— M E K U UDP 7R—
NDEEHRICDWLVTIE. JRD URL IC#H % [Cisco Unified Communications Manager TCP and UDP Port Usagel
ZSBRLTLLEEN,

https://www.cisco.com/c/en/us/td/docs/voice ip comm/cucm/port/10 5 x/cucm b port-usage-cucm-

105x/cucm b port-usage-cucm-105x chapter 00.html
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EHBIC DLV TIE. [Webex Desk Series BEIBEHA Rl 28BLTLLEE LY,

https://www.cisco.com/c/ja_jp/support/collaboration-endpoints/desktop-collaboration-experience-dx600-
series/products-maintenance-quides-list.html

Webex Desk Series DEYE

Webex Desk Series 2889 3ICld. O—AHIL A—H— A5 —T x4 A= FHALET,

Wi-Fi 7O7 71 ILDRTE

O—AI A—— A V5 —TzARENLTWi-Fi Xy N T—U%FHTERET BICIE. ROHAARFA v &E
HUXY,

ITICHERATZS (TIEHAEROREEICY £y & hiz) Webex Desk Series DIFE. RY—c7 v 7T
A F—RZFRHLUTWI-Fixy b T7T—0%28BELET,

VVelcome

@ Change language

BRATYavid, 7O0-RFrAhShic Wi-Fi Xy b T—=0D 8BRS TWSHD. Wi-Fixy hT—7
DFHTERINTVENIEL>TREDET,

RIS, YIR—bEhBHAFAELREF21VT 1 E—RE BFE—RTHEATESTF—EESLUBESLY
172RLET,
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F—BESLUOEELRYA T (BEELAR) F. 7VERARA Y NOREDREICEDVLWTEIEBRINTE
T, BMCH->-TVWRRLBOLBF—BEY AT (WPA2 &) AETEEI N, RICEMICH-TWS
SLBOLBEELAR (AES KE) HEEENET,

[tF*2UT4%E EAP J55% F—0EH Sk
— K (Security
Mode) ]

A—7> (Open) | &2 L 12U U

PSK ZEBL WPA2, WPA AES., TKIP

EAP FAST WPA2, WPA AES. TKIP
PEAP WPA2, WPA AES. TKIP
TLS WPA2, WPA AES, TKIP
TTLS WPA2, WPA AES. TKIP

« [Wi-Fi] ZZ#RUT Wi-Fi Xy b T7—0 Z8BHRLE T,

&« Network connection
# No network connection
Wi-Fi >

Ethernet Not connected >
Status

IP stack IPv4 and IPv6
IPv4 address (DHCP)

IPv6 address

VLAN off
DNS

CDP On

Advanced network settings >

JO0—KXxv¥ XM Wi-Fi v N7—0 OBE

e Wi-Fixy h7—IHh70—-KF+ AP TWBRESIE. YAMISEBIO Wi-Fi 2y kT —27 %1&IRL.
Wi-Fi Y R T7—2DtF 1V F4BEICKHL THELROSTA VIEREADLET,
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“ Wi-Fi

@ Disconnected

000-JS-Fiber 8 .l
263F70B6 @ 8
2WIRE421 a al
aireap-1 a8 al
airopen-1 all
Join other network >

« A=TUWi-Fixy b T—=JICERY BICIE. Wi-Fixy =080 v I9FBEITTY,

e PSK MISD Wi-Fi R N 7—4 28459 B 1C1E. Wi-Fi X N T7—2%%22 Y w4 L. 8-63ASCI £/-1E

64 HEX X2T7—RZANLZET.
& meraki-psk
Ent
Show passphrase

q w P 1 2 3

d f g h i K 4 5 6

~ b m i ~ 7 8 9

2123 @ com Enter N o #

o EAP WS Wi-Fi 2w R 7—2ICHEET IR, Wi-Fi Xy h7—2£2220 Uy o LTHS. [BIEAR
(Authentication method) ] Z3ZERL £ 9.
« PEAP. EAP-FAST (FAST) . F7/=l|& EAP-TTLS (TTLS) Wi-Fi Xy k7 —4 2R/ FET 2ESIE. [1—Y—
4% (Username) ] & [/XRAT7—FK (Password) ] #AHLEY,
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& xroads

Security Whpa2-Eap

Authentication method PEAP >

Anonymous identity (optional)

Username ‘
Password
Show passphrase
q w e r t ¥ u i ° B & 1 2 3
a B d 1 g h i Kk - _ 4 5 6
~ z x 3 v b n m 11 A~ 7 8 9
[ ] @ com Enter N o #
&= xroads
Security W
Authentication method FAST >

Anonymous identity (optional)

Username
Password
Show passphrase
a w L] r t v u i o P & 1 2 3
a s d f g h i [ - _ 4 5 &
A~ z x 3 v b n m i ~ 7 8 9

]
o
i
®
8
g

Enter
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& xroads

Security

Authentication method s D

Anonymous identity (optional) ‘

Username
Password
Show passphrase
a w p 1 2 3
a K a 5 6
~ b m i ~ 7 8 a
2 23 @ m Ent #

« EAP-TLS (TLS) Wi-Fi Xy N7 —U %83 %581E. T/\14 XD Web R—Ih 5@ G2 —5—5EA
EZL CAIFAEA M VAN —IENTWB I L2 ERITIVNELHD FT,
P xroads =

Security

Authentication method s >

Anonymous identity (optional)

FEZO—KF¥ R+ Wi-Fi XY N T—J DTE

« F7O0—-RFvZb (FFRTE) Wi-Fi 2y N T—0ZFE8THREY 25613, [oxy bT—2c8m] =z
EBRULET,

« RIZC ®XYBMT—U% (SSID) . £FXa VT4 54 TEREL. Wi-Fixy b T—7DEF2UT(RE
KU TR ERAT A VEREATILET,
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<~ Wi-Fi

@ Disconnected

000-JS-Fiber 8 .l
263F70B6 @ 8
2WIRE421 a al
aireap-1 8 .l
airopen-1 all

Join other network

~

s A—=TYWi-Fixy NT7—=V(lEHZTBICIE. XY bMT—0RB%ZANL. [EFa2VUFT+ (Security) 1 %=
[#—7> (Open) ] ICRELET,

= Join other network

Network name

Security Open >

o PSK®IED Wi-Fi Xy h 7= CHEHKET 2ICIE. Ry bT7—98%ANL. [E¥a VT4« (Security) ]
% [WPA2-PSK] I[CEREL TH S, 8-63 ASCIl £7=I2 64 HEX XRT—KEZAHLET,
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& Join other network

Network name

Security Wpa2-Psk >

Password

Show passphrase

q w o & 1 2 3
d ¢ 9 i M B a 5 6

~ 3 b m i ~ 7 8 a
2123 @ .com Enter o #

o EAP E®D Wi-Fi Xy Rk T7—2[C#EHET BICE. Ry bT7—98ZAHN0L. [EFa2UT 1 (Security) ]
% [WPA2-EAP] ICERE L TH S, [EBEEAT (Authentication method) ] ZZIRLE T,

« PEAP. EAP-FAST (FAST) . Z7zld EAP-TTLS (TTLS) Wi-Fi Xy N7 —Y 2H/ET BESIF. [1—Y—
4% (Username) ] & [/XRAT7—R (Password) ] ZANULET,

& Join other network

Network name
Security Wpa2-Eap >

Anonymous identity (Optional)

Identity
Passwort d
Show passphrase
Authentication method PEAP >
a w o & 1 2 3
d f g i K _ 4 5 6
~ 3 b m i ~ 7 8 9
2123 @ .com Enter o #
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<~ Join other network

Enter network information

Network name

Security Wpa2-Eap >

Anonymous identity (Optional)

Identity
Password
Show passphrase
Authentication method FAST >
q w e r t y u o b % 1 2 3
a s d f 9 h i Kk _ 4 5 6
~ x 3 v b n m 11 ~ 7 8 9
(=] 123 @ com Enter N o #
= Join other network

Enter network informatior

Network name

Security Wpa2-Eap >

Anonymous identity (Optional)

Identity
Password
‘Show passphrase
Authentication method TS >

q w e r t % u i o B % 1 2 3
a s d t g h j K _ 4 5 6
~ z x c v b n m i ~ 7 8 9
23 @ .com Enter o #

«  EAP-TLS (TLS) Wi-Fi Xy N7 —9U %8B Y3 %55E. T/\14 XD Web R—IHh 5@ —5 —5EA
EL CAHBPEENAI VAN —ILENTWVWEZ L2ERTINENHD T,
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&« Join other network

Enter network information

Network name

Security Wpa2-Eap )

Anonymous identity (Optional)

Authentication method s >
qQ w e r t ¥ ° b 2 1 2 3
a s d f g h i K _ 4 5 3
~ 3 b n m 11 ~ 7 8 9
= 2123 @ ~com Enter N o "

Wi-Fi Xy 7=V OFlA 7 3 VY ORE

o TOFVERER. [Ry b T—VERERE (Network connection) ] @ [FE#iR Yy b 7—28%%E (Advanced
network settings) 1 €2 a v TERTEZEY,

&~ Advanced network settings
IPv4 and IPv6
IPv4
IPv6

DNS Domain Name
DNS address 1
DNS address 2

DNS address 3
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&« Advanced network settings

DNS Domain Name
DNS address 1
DNS address 2
DNS address 3
Proxy

Auto

Manual

Off N

Reset all to default

&« Advanced network settings 4

DNS address 2

DNS address 3

Proxy

Auto Ve
Manual

Off

Use Auto Discovery (WPAD) a
PAC URL

Reset all to default
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&« Advanced network settings v

aaaaaaaaaaaa

DNS address 3

Auto
Manual
Off

Proxy Host

Proxy Port
Proxy server requires authentication

Reset all to default

ETKIP E70—-RFv AMNTILFFYAMBESELTUNMERATER WS, 7O EZARS Y ME AES
(CCMP128) ZHR—hLTWBRENHDET,

WPA3 [FHR—FEZhTWEHEA,
802.1x-SHA2 F—EBH(FHR—rZhTWEXEA,
CCMP256, GCMP128, &1 GCMP256 BEE{tARXIEHR— b ShTWEEA.

EHBICDWLNTIE., XD URL 1243 [Webex Desk Series EBEHA K] 28BLTLLEE L,

https://www.cisco.com/c/ja_jp/support/collaboration-endpoints/desktop-collaboration-experience-dx600-
series/products-maintenance-guides-list.html

SEREEE

Webex Desk Series (&, EAP-TLS (C X.509 7Y% JLiERAEZF|FA LD, PEAP. EAP-FAST. Z/-|d EAP-
TTLS 2 RT3 EEICH—N—RIEZEMICLIEDT B ENTEZET,

EAP-TLS A9 %155, B ERZNELKHRESNTWS I L2ERIZIVELNHDET,

U247 MEBAEE Y —/\—iEAE(IC(E. Base-64 (PEM) TV I—RDAHZFEHATEXY (DERTVI—KIE
YR—EINTLEEA)

F— Y1 XH 1024, 2048, H KLU 4096 DFEAZEN Y R—bEhFT,

9547V MKV —/N\—FEBAEN SHA-1 £/2(d SHA-2 ZILTY XLADWFThH ZFERALTERSN TV
CEEEFELTLEESEL, SHA-3 ZEZ7ZIILTY XA R—bESTOWEEA,

1—YRERAEFHM O [HiR+—fFEMA (Enhanced Key Usage) 1 €V Y3 vD—BICO 54 7Y MRIINRRENT
Wb LzERLET,

Microsoft® FREE/E (CA) U—N\%ZFRAITZIEZHBLE T, fthd CA —/\—% 1 7| Webex Desk Series
EDRLIBHEEERMN R WNMEENHD X,
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MEAEDTI VA M=)

SFAAZ(%. Webex Desk Series D Web R—IMWSA VA N=ILTZZXT,
BEIAZ0EFRII|ET R—FEThTLWEEA,

Webex Desk Series D Web R—I M SEIHEZ A VA M—=ILF 5T, [EFa2UT+ (Security) ]> [ZEFHE
(Certificates) ] Zi#RL. 1 —HY—FIRAE X /I —/N\—FEHE (IL—bM CA) ODEBESZA VA MN=ILT B H
IZIGU T, [Y—EXR (Servives) 1 £/zlF [AAXAH A (Custom) ] ZBIRLE T,

Lot Deicn o I
Local Device Controls Q Find page @

- 10.81.12.25 .
B Desk Pro Security

@ Certificates %) Sign-in Banner

(7 Home
%, Call Services Custom Preinstalled
SETUP
Add Certificate  Use the form below to add new certificates.
{& Settings
= This system supports PEM formatted certificate files (.pem). The certificate file may contain the certificate and a RSA or DSA
& Users encrypted private key with or without a passphrase. Optionally the private key file may be supplied separately.
B Security Certificate | Browse... | No file selected.
CUSTOMIZATION Private key | Browse... | No file selected.
(optional)

£ Personalization

Passphrase
# Ul Extensions Editor (optional)

= Macro Editor

Lirons

3¢ Developer API

SYSTEM MAINTENANCE Existing Certificates

& Soft
4 Software Certificate Issuer 802.1X Audit HTTPS HttpClient SIP  Pairing Webexidentity Actions

-~ Issues and Diagnostics

£ Backup and Recovery Self-signed Certificate  TemporaryDefaultCertificate () hEECH View Certificate

EAP-TLS ZF|A9 %I(CId. 1—Y—fIAZEZA VY A M—ILITDUENHD T,
MEICIGU T, WEBEFXF—ZiAEE—RICTY vy TO0—-RTEXT,

FAERE & F—ZHMH T BICIE. KR T—RDANDDEICERDZIZEENHD XTI,

802X AIERICA YA b—ILEnics, A—F—AENIBMICH > TVND I LERRELET,

802.1X THMICTZ21—Y—ERAZEF 1 22T TY, LIzA>T. ZODEFAAZE (L EAP-TLS 1 —H—SFEHE &
LTEENICERS N, BINDO WIi-Fi 7O7 74 ILOERITVEH D T A,

I—HIEAE%#HTU/= CA F—YH RADIUS H—/\DEHEY A MNIEBMEh/i-Z L&2ERELET,
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Cisco —
Local Device Controls Q Find page @
- 10.81.12.25 _

Desk Pro Security

| @ Certificates ‘ %) Sign-in Banner

() Home
% Call Services  Custom Preinstalled
SETUP
Add Certificate Use the form below to add new certificates.
& Settings
This system supports PEM formatted certificate files (.pem). The certificate file may contain the certificate and a RSA or DSA
& Users encrypted private key with or without a passphrase. Optionally the private key file may be supplied separately.
Securi |
& Securhy Certificate | Browse... | No file selected.
CUSTOMIZATION Private key [Browse.., \ No file selected.
(optional)

Personalization

Passphrase
# Ul Extensions Editor (optional)

Macro Editor

¢ Developer AP

‘SYSTEM MAINTENANCE Existing Certificates

% Software
@ Certificate Issuer 802.1X Audit HTTPS HupClient SIP Pairing Webexldentity Actions

4 Issues and Diagnostics

£) Backup and Recovery Self-signed Gertificate  TemporaryDefaultCertificate () oG View Certificate

endpoint_eap_cert Cisco D Delete View Certificate

RADIUS ' —/\—DiERRE = FITL/c)L— b CA DFERAE (3. EAP-FAST, EAP-TLS. EAP-TTLS. /(3 PEAP
H—N—1RAZEFHCTBHDICA VA N—ILTEIHENHDET,

AVAN=ILTBE, U—N—REHLPBHFWICEMNICAED. BMO Wi-Fi 7O7 71 ILOBRIIDNESH D THA.

Cisco —
Local Device Controls Q Find page @
- 10.81.12.25 .

Desk Pro Security

‘ @ Certificates ‘ 2 Sign-in Banner

(7) Home
%, Call Services Custom Preinstalled
SETUP
% Sen Add Certificate Use the form below to add new certificate authorities.
ettings N
s system supports formatted files (.pem) with one or more CA certificates within the file.
o Authority This sy: pports PEM f d files (.pem) with CA certifi ithin the fi
Users
@ S | Browse... | No file selected.
ecurity .

CUSTOMIZATION
Personalization
Existing Certificate Authorities
£ Ul Extensions Editor

= Macro Editor Certificate Issuer Detalls Actions

¢ Developer AP|

‘SYSTEM MAINTENANCE
(% Software
“- Issues and Diagnostics

) Backup and Recovery
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RERRE DHIRR
AEREFERICHIRTE £ T,

B 01— —iEHEZEIRT 2ICIE. [EFa2 YT 1 (Security) ]> [FERA#E (Certificates) ]>[H—EX
(Services) ] Z#ZEIR L. [HIBR (Delete) ] ZEIRL X7,

X
Delete Certificate

This will delete certificate endpoint_eap_cert with fingerprint

s €D

Ble D1—H—iIBREZHIRT BICiE. [EF2 VT« (Security) 1> [EEBAE (Certificates] > [H X% A
(Custom) ] Zi#EIRL. [HIFR (Delete) ] ZEIRL X T,

Delete Certificate

This will delete certificate lys-CA with fingerprint
1cd188247f

s €D
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EHBICDNTIE. XD URL 1243 [Webex Desk Series EBEHA K] 28BLTLLEI L,

https://www.cisco.com/c/ja_jp/support/collaboration-endpoints/desktop-collaboration-experience-dx600-
series/products-maintenance-quides-list.html

FRHIE DR

Webex Desk Series (&, S EFIERFHIEH AT AICEBRRTEXT,
A= T7yvTI4—RKE2FERALT. BHNOMEHIES AT AZREIRLET,

= Choose configuration

O fo

Cisco Webex Other services

Webex

Webex NEIRSNTWVBIEEIIE. 16 TO7 VT4 RX—Yavy1—RKREAAL, BEBEICRLUTZOF VATV 3y
HEEREULEY,
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& Register Desk Pro

Enter your 16 digit Webex activation code or get a code from settings.webex.com

Proxy options

Cisco Unified Communications Manager (UCM)

Cisco UCM NEIRE N TW3IEEIE. BIEBERZFERALTRXY 77—V B TRHE IS Cisco UCM H—

N—7 KL 2%FEAT2H. Cisco UCM H—/\—&FBTANLET.,

& Cisco UCM

Detected Cisco UCM server

Express ##H® Cisco Unified Communications Manager

Expressway #ZH® Cisco UCM H'BIREh TWBIHES}E. 1—H—H&, KXAT7L—X, BLUTR A1 VIEHEEA

hLET,

Webex Desk Series Wireless LAN B A H A R
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& Cisco UCM via Expressway

Username

Passphrase
Show passphrase

Domain

Cisco Video Communication Server (VCS)

VCS HEIRENTWBIERIF. RAMY—N—FKLR, 1—H—8, KAT7L—X. BLURAL VEHRZ A
HUET,

<~ VCS

Host server address
Username

Passphrase
Show passphrase

Domain

Bluetooth E}7F

Webex Desk Series (Cld. /\> X7 Y —@&E%A[8EICT % Bluetooth H/R—hhAEFNTVET,
Bluetooth A Ktzw k& Webex Desk Series X7 U VI T 3FEIIXDESE D TT,
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o [ER%E (Settings) ] > [Bluetooth] [CENIL X7,
e [Bluetooth] /' [AY (On) ] ICH/EESNTWVWS I EEZHERELET,

Bluetooth X

Bluetooth is On

Discoverable off

Bluetooth /XA ANRFZ YV ITE—RICHB > TV LZHERBLET.

Bluetooth 7/\4 XA ) A M ICRIRShic5. ThEERLET,

ZD1%. Webex Desk Series (& Bluetooth 7/\1 R E BEIRNICR 7Y v I 2HHAE T,
KBEUIES., 7OV 7 MHREREINAS PINO-RZANLET,

R7 Vv E3nsE. Webex Desk Series (& Bluetooth /N1 AANDFEHmE AT,

Bluetooth /X1 Z =i T 2ICIE. ZDTNA RZ2Y Y TUET., H5—EF v FUTERLET.
[R7Z VYT (Unpair) ] 2 BIRL T, R7 U Y5 Ehi: Bluetooth T/ X & BIBRLE T,

77—LDx7D7YvTIL—R

Webex

Webex Desk Series [CA VA M—ILEnNd 7 7—ADx7/)\—I 3 v(E. Webex Control Hub (ZEhR. X—%
kR, B&#hR) THBHINhEY I8z 7 7Y TIL—R FyYRIICE>TRESh, 2OV I8N0z T7 7y 7
TJL—R FyUXINTHULWI 7— ATz 7HFEREICKEZ E. BFNICT Y a9V EhET,

Cisco Unified Communications Manager

T77—AIx 77w 7T L—K3F3BICIE. Cisco Unified Communications Manager DZE%{tZ COP 7 71 /L
ZAVAM=ILLET,
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COP 774IDA Y AM=ILAEICDWNTIE, XD URL IC%H % [Cisco Unified Communications Manager
Operating System Administration Guide (Cisco Unified Communications Manager AXL —7 4 V7 Y AT A
PRIZZAML—=23 Y H4R) 1 Z8BULTLESEL,

https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-
callmanager/products-maintenance-gquides-list.html

FovO—RENTFINARABR7 71 ILHBEIHEIN. T/NA X2OO—RKHBFAEShFET, D%, Webex Desk
Series lF7 7—AD 7 774N ET7Sv 2l vO0—RUET EESNAA—IPFELETEShTULE
WEE) o

Webex Desk Series D

Webex Desk Series (&, O—AINFEEFI—FT4 VI/RBRATO@ER LIV T YYVOHERE, SFIERIATKRL—
vavATYavEEHUET,

migilles-deskpro > D" Fey

7:04" =

LEEE (Call) | A7 avz@RUTEREZMT. Bl ETAT LR, FEPEFEESZANLET,
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Q_ Names, address or a phone number

Favorites Recents Directory

No recent calls

q w e t y u i ° P el 1 2 3
Avc oeF
a s d f 9 h j Kk | 4 5 6
= o
A z c b n m / ~ 7 8 9
a W owoz
@ 723 @ 0 #

STV a—FaVyT

FINL RAICDNT

EFA7RLZX, IP7RLZAX, MAC7ZRLZR, YUTILEE. BLUN—UaviEHRIE. [RE (Settings) ]>
[CDFINA XICDWLWT (About this device) ] [CRRENET,
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Webex

&= About

General

Device Cisco Webex Desk Pro
Video address migilles-deskpro@novumsoftware.room.ciscospark.com
Organization name novum
IP address 10.81.12.25
MAC address 68:9E:0B:B0:00:0D
Serial number FOC2449NS4C
Software

Installed version RoomOS 10.5.1.1 e8cbc758d40
Software updates Last change: Wednesday, June 30, 2021 12:58:58 PM EDT

Cisco Unified Communications Manager

About X
General
Device Cisco Webex Desk Pro
Video address 1006
IP address 10.81.12.26
MAC address 68:9E:0B:80:00:0D
Proximity fingerprint VKxF7ILLDg33s0keJITGCATK 1 axAczZ6PMpDxheyX0c
Serial number FOC24439NS4C
SIP proxy 10.195.19.40 (Regis
Software
Installed version RoomOS 10.3.0.14 e62C
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XY MNI—OBEHRAT—Y R

REDXRY NT—VEHEAT—Y AL IP 7 KL RERIE. [BBE (Settings) 1> [Ry b T7—2##H (Network
connection) ] ICRRINZET,

&~ Network connection
Connected
Wi-Fi xroads
Ethernet Not connected
Cable connection is recommended if available
IP stack IPv4 and IPv6
IPv4 address (DHCP) 192.168.1.37
IPv6 address 2600:6¢5€:497f:6ead:6a%e bff:feb0:e
DNS 192.168.1.1
Advanced network settings >

A Wi-Fi DR

SSID, RE/FT—%L—b. BERE/Fr kI, FERE. WLAN MAC 7 RL RR EZ2 BT FHMA Wi-Fi iR
&, [ (Settings) 1>[Xv b 7—%$f (Network connection) ]> [Wi-Fi] T iz Wi-Fi xv b7 —
U %ZEIRL. [BER Wi-Fi OF# (Advanced Wifi details) ] ZEiRT 5L RRSNE T,

&« xroads

Connected
Authenticatior

Security WPA-EAP-PEAP
Advanced Wifi details S

Forget this network
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& Advanced WiFi details
Connected

Status

SSID xroads
Speed 173 Mbps
Frequency 5.18 GHz
Signal Strength -43 dBm
Channel 36
MAC address 68:9E:0B:B0:00:0E
Interface enabled On
Region us
Phase 2 method MSCHAPV2

[IRE & B2

[E%%E (Settings) ]> [FIEL M (Issues and Diagnostics) ] ##&iRe 2 &, WAEDRBELEBMA TV 3 V'K
REhEd,

Webex

Webex [CE§KT 5 &, T/ XA % Webex Control Hub i 5EK 9 % hH . [MEEZHET (Issues and
Diagnostics) JAZ 1 —HM5SXEEFETEET. 7/ XA E. Webex Control Hub X 7-I& Webex Series Web X—
IJD[VAFAAYTFVR] > [BELEE (Issues and Diagnostics) ]> [ XFAQO% (System Logs) ] H5
gﬁyu_ I\Tg ig-u

Webex BT X . [FIREE2HT (Issues and diagnostics) ] X =21 —HW SR EHLTEET,

&~ Issues and diagnostics

Everything is looking fine v

SpeakerTrack diagnostics

Pll logging

Extended logging
Call information

Webex connection details

Webex connectivity test
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Cisco Unified Communications Manager

Cisco Unified Communications Manager I[CE#T 5 &, TN\ 2OV 1E. [VATAAYTF VX (System
Maintenance) ] > [[FIEE& 2l (Issues and Diagnostics) ]> [~ XFAO% (System Logs) ] ® Webex Desk
Series Web R—I W55V O—RTEXT,

“ Issues and diagnostics

<) System passphrase v
Wifi security v

Signal interference from other devices v

SpeakerTrack diagnostics

Pll logging

Extended logging

-

FINA AD Web X—3

Webex Desk Series @ Web XR—J(ZlE, Y ATABHR. Yy b7y 7. HAIIARX, BLVVRATA AT
FTURAATVIaVHARRSIhTWET,

Web R—JIZF7 AT BITIE. Webex Desk Series D Web XR— Y THRESNW-EWLREBEFZ AUy O
g4 viEgERTcOs1 v L%,

VAT LB

Webex Desk Series &, Y NT—OXAF—% X, P7RLRAX, MAC7RKRL R, YUZILEE, N\—Y3aViER
BREDVRATABHREZRHILET,

Webex Desk Series @ Web 1 % —7 =14 X (https://x.x.x.x) ZZH8B L. [[K—A (Home) ] ZZFEIRLTZD
BEERRLET,
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Cisco
Local Device Controls

- 10.81.12.25
Desk Pro

I (31 Home

% Call

SETUP
4 Settings
A Users

& Security

CUSTOMIZATION

£ Persenalization

/7 Ul Extensions Editor
= Macro Editor

3¢ Developer API

‘SYSTEM MAINTENANCE
(% Software
- Issues and Diagnostics

) Backup and Recovery

ty b7y

System Information

General

10.81.12.25
IPvd

PG

FOC2449NS4C
Serial Number

Normal
Temperature

migilles-

68:9E:0B:B0:00:0E
MAC Address

= Wireless
Active Interface

deskpro@novumsoftware.room.ciscospark.com

Cloud SIP Address

Software

Stable
Software Channel

RoomOS 10.5.1.1
€8cbc758d40
Software Version

Utilization and Environment

Occupied

Occupants

Sound Level (dBA)

@ @
26/79 54

Ambient Noise
(ARA)

Temperature
(°ri°F

Relative Humidity
(KA}

Q Find page @ @

I () Everything is looking fine

Provisioning

@ Webex ) Workspace
® Registered Device Mode

Calendar

E] No calendar integration found.

Webex Desk Series |, XTI FRBEA TV a v ERT—Y RAERERBELET,

Webex Desk Series D Web 1 % —7 =4 X (https://x.x.x.x) Z&8L. [ty b7 v 7 (Setup) ] TEHRHD
A7 avEBIRLT., COBHERERTLET,
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Cisco
Local Device Controls

- 192.168.1.37
Desk Pro

(A Home

%, Call

SETUP
& Settings
£ Users

& Security

CUSTOMIZATION

Personalization

N B

Ul Extensions Editor

Macro Editor

2¢ Developer AP

SYSTEM MAINTENANCE
& Software
- Issues and Diagnostics

) Backup and Recovery

Settings
# Configurations

Search...
Audio
Bluetooth
Bookings
BYOD
CallHistory
Cameras
Conference
FacilityService
HttpClient
HttpFeedback
Logging
Macros
Network
NetworkServices
Peripherals
Phonebook
Provisioning
Proximity

RoomAnalytics

B Statuses & Send Whiteboard to Email

Configuration / SystemUnit

CustomDeviceld

Name @
CrashReporting

Advanced @ On
Mode @© of
URL

Webex Desk Series Wireless LAN A H4 K

@ Audio and Video

Collapse All Expand All

(0 to 255 characters)

(0 to 50 characters)

(0 to 255 characters)
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192.168.1.37
Desk Pro

() Home

% Call

SETUP
i Settings
£ Users

5 Security

CUSTOMIZATION
E3 Personalization

# Ul Extensions Editor

Macro Editor

3¢ Developer API

SYSTEM MAINTENANCE
(4 Software
-~ Issues and Diagnostics

) Backup and Recovery

Cisco

Local Device Controls

192.168.1.37
Desk Pro

(n) Home

% Call

SETUP
@ Settings
| 2 Users

& Security

Username

admin

Settings
# Configurations

Search...
Audio
Bookings
Cameras
Capabilities
Conference
Diagnostics
Logging
Network
NetworkServices
Phonebook
Provisioning
Proximity
RoomAnalytics
RoomPreset

Security

Spark

Users

[ Statuses

Status

Active

Status / SystemUnit

DeveloperPreview Mode
LastShutdownReason
LastShutdownTime
Productid
ProductPlatform
ProductType

Uptime

Hardware
HasWifi
Monitoring Temperature Status
MonitoringSoftware
ubi

MainBoard

Revision
SerialNumber

Module
CompatibilityLevel

Deviceld
SerialNumber

USBC 1

Connected
DPAltMode

Admin @

Webex Desk Series Wireless LAN A H4 K

™ O

£ Send Whiteboard to Email @ Audio and Video

Off

Restart
2021-05-07T18:20:48Z
Cisco Webex Desk Pro
Desk Pro

Cisco Codec

516

True

Normal

27

CS-DESKPRO-K9 V01 FOC2449NS4C

(o]
FOC2448NPJB

2
7e75011a-0740-5813-8949-4d1cde1d477f
FOC2449NS4C

True
Negotiated

Collapse All

Expand All

arm O

Audit @ RoomControl (D Integrator (@)

User @
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X
Local Device Controls

- 192.168.1.37
¥ DeskPro

(?) Home

% Call

seup
# Settings
& Users

& Security

CUSTOMIZATION

~J Personalization
# Ul Extensions Editor
= Macro Editor

¢ Developer API

SYSTEM MAINTENANCE
& Software
~ Issues and Diagnostics

£) Backup and Recovery

Q Find page [©]

Security

@ Certificates 2 Sign-in Banner

Services Custom  Preinstalled

Add Certificate Use the form below to add new certificates.

This system supports PEM formatted certificate files (.pem). The certificate file may contain the certificate and a RSA or DSA encrypted
private key with or without a passphrase. Optionally the private key file may be supplied separately.

Certificate Browse...  No file selected.

Private key Browse... No file selected.

(optional)
Passphrase
(optional)
Lovons
Existing Certificates
Certificate Issuer 802.1X Audit HTTPS HttpClient SIP Pairing Webexidentity ~Actions

Self-signed Certficate TemporaryDefauttCertificate [ @) Delete

NDAIIAE— 3y

Webex Desk Series (Cld, SXFIFEFRN—YVFSAE—2a3y AT0aVvEZFOMODARIRAIATI oD
BEIhTWxd,

Webex Desk Series D Web 1 % —7 =4 X (https://x.x.x.x) #ZBL. [hA¥ Y1 X (Customization) ]
TEMOA T 3V EBRLT. COBEHRERRLETD.

Cisco \Vebex
Local Device Controls

- 192.168.1.37
Desk Pro

(A Home

% Call

& Security

CUSTOMIZATION

9 Personalization

2 Ul Extensions Editor
= Macro Editor

¢ Developer API

SYSTEM MAINTENANCE
& Software
“~ Issues and Diagnostics

&) Backup and Recovery

Q_ Find page @

Personalization

(3 Branding 3 Virtual Backgrounds Custom Wallpaper £ Ringtones [J Contacts

Branding Branding customization allows you to add your own brand image and logo to your system, while at the same time
Overview maintaining a rich user interface.

Wakeup Preview

When the video system wakes up from standby, the screen will first display the background image, before automatically
showing instructions about how to use it. i will also be di on the touch panel.

The images below show a preview of how the currently configured Branding will affect the system when waking up from
standby.

Awake Preview
When the system is awake, the touch panel will display instructions about how to use the system.

The images below show a preview of how the currently configured Branding will affect the awake state.

Webex Desk Series Wireless LAN A H4 K
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Cisco

Find
Local Device Controls Q Find page @

- 192.168.1.37 . .
W posk pro Personalization

(3 Branding 3 Virtual Backgrounds Custom Wallpaper £ Ringtones I Contacts
(A Home
% Call

Virtual Upload

SETUP Ba‘:kgrounds You can upload up to three virtual backgrounds to replace the background of your video during a call.
i Settings
& Users
& Security
CUSTOMIZATION Drag a background image here or
Personalization browsaforfle

# Ul Extensions Editor
= Macro Editor

¢ Developer API

Cisco Webex

; Find page
Local Device Controls Q pag @

192.168.1.37 & o
Desk Pro Personalization
(3 Branding £3 Virtual Backgrounds Custom V A 0 c
() Home
% Call
Custom Use the form below to upload a custom wallpaper to the device.
serop Wallpaper
Caution: By enabling this feature, you also disable the following features:
& Settings « One Button to Push
« Meeting info
& Users « Default usage prompts
ge p!
& Security
The way to the is using the Branding tab.

CUSTOMIZATION

Enable Custom Wallpaper

Personalization Custom wallpaper is disabled.

Z Ul Extensions Editor @

= Macro Editor

¢ Developer API

Cisco \

Find
Local Device Controls Q Find page (©]

192.168.1.37 . .
Desk Pro Personalization
(3 Branding B3 Virtual Backgrounds Custom fRi 0 ¢
() Home
%, Call
Ringtones Select Active Ringtone
SETUP Please note that the ringtone will play on the video system.
& Settings Sunrise vl ) (=)
8, Users Ringtone volume
& Security 0 50%
CUSTOMIZATION

Personalization
2 Ul Extensions Editor
= Macro Editor

3¢ Developer API

Webex Desk Series Wireless LAN A H4 K
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Q Find page @ @

- 192.168.1.37 . .
% Desk Pro Personalization
3 Branding [3 Virtual Backgrounds Custom Wallpaper £ Ringtones (I Contacts
() Home
% Call N " . . . - —
The section below lets you create, edit, and delete local phonebook entries on the system. These entries show up in the "Favorites” panel under
the Call activity in the device's user interface.
see The complete list of contacts can be exported. Use this feature either to create a backup of the local p or to create a p once
& Settings and then import it into all of your other devices.
L Users
Securi Search contacts X 7 Add Folder {+] Add Contact &) Import [} Export
ty fi]
< Back Favorites Edit Folder

CUSTOMIZATION

B

Personalization

Y

Ul Extensions Editor

Macro Editor

3¢ Developer AP|

VATAAVYTFVR

Webex Desk Series (&, 7/\A AOJ7 283X IETRFAUA TV a v =RHUET,

Webex Desk Series ® Web 1 % —7 =4 X (https://x.x.x.x) #ZBU. [VATAAYFTFY R (System
Maintenance) ] TEHDA 7Y 3 Vv %BIRLT. COBHRERRLET.

— > ©

192.168.1.37
-_ Desk Pro Soﬂware
& Software Upgrade £ Option Keys & Product Keys

) Home

% Call ': Your system is cloud managed, and you cannot manage the software locally.

Go to Cisco Webex Control Hub to change the software channel.
SETUP

& Settings
A Users

& Security

CUSTOMIZATION
3 Personalization

# Ul Extensions Editor
= Macro Editor

€ Developer API

SYSTEM MAINTENANCE
& Software
4 Issues and Diagnostics

£ Backup and Recovery
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i
e Find page
Local Device Controls Q Find pag [©]

192.168.1.37 . .
Desk Pro Issues and Diagnostics
“ Issues B System Logs Q Call Logs 3 User Interface Screenshots
(A Home
« call Diagnostics help identify issues that may cause the system to fail or not work as expected. Rerun
Active Issues
SETUP
& Settings
& Users
& Security
CUSTOMIZATION

3 Personalization

Z Ul Extensions Editor

Macro Editor

¢ Developer API

SYSTEM MAINTENANCE
& Software
- Issues and Diagnostics

) Backup and Recovery

Fi
Local Device Controls Q Find page @

192.168.1.37 . .
o Issues and Diagnostics

- Issues © System Logs % Call Logs 2 User Interface Screenshots

(A) Home
% Call
System Logs Extended Logging
SETUP A full archive of the logs on the device is useful for diagnesing problems. To help diagnose network issues and problems during call setup, the system
) . o . . . can enter a timed extended logging mode. This mode is resource intensive,
# Settings This archive includes all current and historical logs, in addition to current and populates the existing logs with more detailed information.
system configuration, system status, packet captures and diagnostics
& Users information. The extended logging mode can optionally include a full or partial capture of

» all network traffic.
& Security Download logs.

Start l -
Download logs in legacy format... =

CUSTOMIZATION

= P I l () Extended logging is inactive.
ersonalization

£ Ul Extensions Editor

Macro Editor CurrentLogs (o

2¢ Developer API File Name Size Last modified
voTEM MANTENANGE authlog 18kB 2021-05-06 14:41
& Software dhelient.log 4kB 2021-05-06 15:57
“v lssues and Diagnostics
dmesg 79kB 2021-05-04 19:20
) Backup and Recovery
eventlog/all.log 167 kB 2021-05-06 16:32
eventlog/all.log.first 513 kB 2021-05-06 06:42
eventlog/all.log.previous 517 kB 2021-05-06 15:39
eventlog/alllog.truncated 1kB 2021-05-06 15:39
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O

192.168.1.37
Desk Pro Backup and Recovery
[=) Backup C Restore 2 System Recovery 9 Restart and Shutdown
(A) Home —
% Call
Download This page lets you backup a device's configurations. Ci include xC i as well as the configurations for other
Backup features a device might suppont, like macros and U| Extensions.
seTup
% Settings Select items to include in your backup. Leave all items checked to generate a complete backup of the device.
& Users Branding No items installed
S
& Security Favorites No items installed
CUSTOMIZATION Ul Extensions No items installed
[ Personalization Macros: No items installed
& Ul Extensions Editor Sign In Banner Include
= Macro Editor
Configuration Include
¢ Developer API
The configuration listed below can be modified for a partial backup of the configuration.
SYSTEM MAINTENANGE Note: Settings such as Network, SIP URI and SystemUnit Name may specifically apply to
& Software a certain device. Applying a backup with these settings to a different device may result in
it becoming unreachable on the network. To avoid this, consider removing those settings
- Issues and Diagnostics from the list below.
I ) Backup and Recovery Remove system-specific configurations

Apps CallCE CallControlWidgets: On
Apps CallCE MoreCallControlButtons: Off
Apps CallCE VideoView: Off

Apps Share NewShareExperience: On
Audio DefaultVolume: 50

Audio Input HDMI 1 Level: @

Audio Input HDMI 1 Mode: On

Audio Input MicrophoneMode: Focused
Audio Input USBC 1 Level: @

Audio Input USBC 1 Mode: On

Audio Microphones MusicMode Allowed: True

AR

[(%%F (Settings) ] T [TIBHFREEEICYU Y b (Factory reset) ] iEiR9 2 Z & T. Webex Desk Series H
S5IRTDT—HF % HETEET,

VH L OEREENRTS NS, [VEY S (Reset) | ZRIRLET.

Are you sure you want to reset this Desk Pro?

This will delete all data and settings permanently. You will need to
register this Desk Pro again
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TiEHEROUEY M. [VRATAAYTF VX (System Maintenance) 1> [/\y o7y F& U AHIIKY

(Backup and Recovery) 1> [V XFAY AH/XY (System Recovery) ] DTICH S [TIHBHFRDOT 7 AIL N
)£y M (Reset to Factory Defaults) ] #i#iR L T. Webex Desk Series D Web R—IMNSEK{TFBI¢EHT
=2XT,

PELoEFRERSRRSI NS, [TIBHFEROREADY v ¢ (Factory Reset) ] ZEIRLE T,

Factory Reset

Are you sure you want to perform a factory reset?

(oZ1,.-/BM Factory Reset

1A RBEADRAY Y=V 3y hOF Y TF v

Webex Desk Series DIREDFE (L. Webex Desk Series D Web R—I N SFxv 7F v T=2F T,

Webex Desk Series D Web 1 % —7 14 X (https://x.x.x.x) ZZBUL., [VATALAAYTF VX (System
Maintenance) ] > [FIEE & 2 (Issues and Diagnostics) ]1> [1—Y—A Y5 —T 1 ADAIV—=y v b

(User Interface Screenshots) ] ©[0SD XUV —>< 3y k (OSD Screenshot) ] #&RLT, XUV V—Y
YavbharFvrIFrLET,
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https://x.x.x.x/

Cisco V
Local Device Controls

- 192.168.1.37
Desk Pro

() Home

% Call

seTUR

{8} Settings
£ Users
&)

Security

CUSTOMIZATION
£2 Personalization

& Ul Extensions Editor

Macro Editor

2¢ Developer API

SYSTEM MAINTENANCE
& Software
I v Issues and Diagnostics

£) Backup and Recovery

Q Find page ®

Issues and Diagnostics

- |ssues B System Logs @ Call Logs 3 User Interface Screenshots

Screenshots

Create Screenshot

Taking a screenshot of the touch panel or the on-screen dispay (OSD) can be useful for creating user manuals, reporting bugs to Cisco,
and so on.

Note that any on screen video or presentation will not be captured, and that capturing a screenshot may take a while, depending on image
resolution and network bandwidth.

OSD Screenshot

Wake System Up

Use the buttons below to put the system into awake or halfwake state.

Awake Halfwake
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Webex Desk Series ¥—% ¥ — k

https://www.cisco.com/c/ja_jp/products/collateral/collaboration-endpoints/collaboration-room-

endpoints/datasheet-c78-743064.html

https://www.cisco.com/c/en/us/products/collateral/collaboration-endpoints/webex-desk-series/webex-
desk-ds.html

https://assets.ctfassets.net/0osg47g2esuw5/74GbQExgric1vELb11S0OdG/6f86ffcb1cb1bc29e8e54c2f6fb048e
a/CM-3239 - Webex Mini Datasheet.pdf

https://www.webex.com/content/dam/wbx/us/data-sheet/desk hub datasheet cm-1560.pdf

Webex Desk Series BIEEZH 1 K

series roducts malntenance— uides-list.html

Webex Desk Series 1—H—H4 K

series roducts -user-quide-list.html

Webex Desk Series 714y o2V 7 7LV XAHA KR

series roducts user-guide-list.html

Webex Desk Series VU —X /—

https://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-
series/products-release-notes-list.html [Z£EE

Webex Desk Series V7 h U7

https://software.cisco.com/download/home/284711383

Cisco Unified Communications Manager

https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-

callmanager/series.html

Cisco Voice V7 b x 7
https://software.cisco.com/download/home/278875240
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https://www.cisco.com/c/ja/jp/products/collaboration-endpoints/webex-desk-pro/datasheet-c78-743105.html
https://www.cisco.com/c/ja/jp/products/collaboration-endpoints/webex-desk-pro/datasheet-c78-743105.html
https://www.cisco.com/c/en/us/products/collateral/collaboration-endpoints/webex-desk-series/webex-desk-ds.html
https://www.cisco.com/c/en/us/products/collateral/collaboration-endpoints/webex-desk-series/webex-desk-ds.html
https://assets.ctfassets.net/osq47g2esuw5/74GbQExgrlc1yELb11SOdG/6f86ffcb1cb1bc29e8e54c2f6fb048ea/CM-3239_-_Webex_Mini_Datasheet.pdf
https://assets.ctfassets.net/osq47g2esuw5/74GbQExgrlc1yELb11SOdG/6f86ffcb1cb1bc29e8e54c2f6fb048ea/CM-3239_-_Webex_Mini_Datasheet.pdf
https://www.webex.com/content/dam/wbx/us/data-sheet/desk_hub_datasheet_cm-1560.pdf
https://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-maintenance-guides-list.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-maintenance-guides-list.html
http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/collaboration-endpoints/desktop-collaboration-experience-dx600-series/products-release-notes-list.html
https://software.cisco.com/download/home/284711383
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/series.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/series.html
https://software.cisco.com/download/home/278875240

Cisco IP Phone Y—EX 77U —oa VEFE/ —K

https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-
callmanager/products-programming-reference-guides-list.html

Real-Time Traffic over Wireless LAN

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/RToOWLAN/CCVP_BK R7805F20 00 rt

owlan-srnd.html

Cisco Unified Communications %5t 4 R

https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-
callmanager/products-implementation-design-gquides-list.html

Cisco AireOS 74 VYL X LAN O hO—FICETB RF1 AV

https://www.cisco.com/c/en/us/support/wireless/5500-series-wireless-controllers/products-installation-
and-configuration-guides-list.html

Cisco Catalyst IOS XE 74 VL X LAN O hrO—ZICEATBRF a2 AV

https://www.cisco.com/c/ja _jp/support/wireless/catalyst-9800-series-wireless-controllers/products-
installation-and-configuration-gquides-list.html

Cisco Mobility Express [CBF 2 RF a1 XAV~

book.html

Cisco Meraki 74 L X LAN ICBBFd DB RKR*a AV b
https://documentation.meraki.com
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https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/RToWLAN/CCVP_BK_R7805F20_00_rtowlan-srnd.html
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/RToWLAN/CCVP_BK_R7805F20_00_rtowlan-srnd.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-implementation-design-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/unified-communications-manager-callmanager/products-implementation-design-guides-list.html
https://www.cisco.com/c/en/us/support/wireless/5500-series-wireless-controllers/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/wireless/5500-series-wireless-controllers/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ja/jp/support/wireless/catalyst-9800-series-wireless-controllers/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ja/jp/support/wireless/catalyst-9800-series-wireless-controllers/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/wireless/mobility-express/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/wireless/mobility-express/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/atnms-ap-8x/configuration/guide/cg-book.html
https://www.cisco.com/c/en/us/td/docs/wireless/access_point/atnms-ap-8x/configuration/guide/cg-book.html
https://documentation.meraki.com/
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