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% 2. show itd INSIDE statistics

Service Device Group VIP/mask #Packets
mstoe Fo_twstoe o 0%
Traffic Bucket Assigned to Mode Original Node #Packets
INSIDE_itd bucket 1  10.1.0.11 Redirect  10.1.0.11 14467813 (83.69%)
Traffic Bucket Assigned to Mode Original Node #Packets
INSIDE_itd bucket 2  10.1.0.11 Redirect 10.2.0.11 2818951 (16.31%)
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ITD ./ — K sw1-vDC1 DEKTE
feature itd track 1 interface Ethernet3/1 line-protocol
track 2 interface Ethernet3/2 line-protocol
interface Ethernet3/1 track 3 ip sla 10003 reachability
description to VDCL3-3 delay up 30 down 30
ip address 10.0.128.25/30 track 4 ip sla 10004 reachability
ip router ospf 1 area 0.0.0.0 delay up 30 down 30
ip policy route-map INSIDE itd pool
ip sla 10003
interface Ethernet3/2 icmp-echo 10.1.0.11
description to VDCL3-4 frequency 10
ip address 10.0.128.29/30 ip sla schedule 10003 life forever start-time now
ip router ospf 1 area 0.0.0.0
ip policy route-map INSIDE_itd pool ip sla 10004
icmp-echo 10.2.0.11
interface VlanlO01l frequency 10
description INSIDE FP VLAN ip sla schedule 10004 life forever start-time now
ip address 10.1.0.18/24
ip ospf cost 1 route-map INSIDE itd pool pbr-statistics
ip router ospf 1 area 0.0.0.0 route-map INSIDE itd pool permit 10
description auto generated route-map for ITD service INSIDE
interface V1anl02 match ip address INSIDE_itd bucket 1
description INSIDE FP VLAN set ip next-hop verify-availability 10.1.0.11 track 3
ip address 10.2.0.18/24 route-map INSIDE itd pool permit 11
ip ospf cost 1 description auto generated route-map for ITD service INSIDE
ip router ospf 1 area 0.0.0.0 match ip address INSIDE_itd bucket 2
set ip next-hop verify-availability 10.2.0.11 track 4
interface port-channelll
description To ITD-FP-1 PChannellInside itd device-group FP_INSIDE
switchport probe icmp
switchport access vlan 101 node ip 10.1.0.11
vPC 101 node ip 10.2.0.11
interface port-channell?2 itd INSIDE
description To ITD-FP-2 PChannelInside device-group FP_INSIDE
switchport ingress interface Eth3/1
switchport access vlan 102 ingress interface Eth3/2
vPC 102 failaction node reassign
load-balance method src ip
ip access-list INSIDE_itd bucket_ 1 no shut
10 permit ip 1.1.1.0 255.255.255.127 any
ip access-list INSIDE_itd bucket 2
10 permit ip 1.1.1.128 255.255.255.127 any
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feature itd

interface Ethernet3/17
description to VDCL3-1
ip address 10.0.0.17/30
ip router ospf 1 area 0.0.0.0
ip policy route-map INSIDE_itd pool

interface Ethernet3/18
description to VDCL3-2
ip address 10.0.0.21/30
ip router ospf 1 area 0.0.0.0
ip policy route-map INSIDE_itd pool

interface Vl1anlO1l
description OUTSIDE FP VLAN
ip address 10.1.0.11/24
ip ospf cost 1
ip router ospf 1 area 0.0.0.0

interface V1anl02
description OUTSIDE FP_VLAN
ip address 10.2.0.11/24
ip ospf cost 1
ip router ospf 1 area 0.0.0.0

interface port-channelll
description To ITD-FP-1 PChannellInside
switchport
switchport access vlan 101
vPC 101

interface port-channell?2
description To ITD-FP-2 PChannelInside
switchport
switchport access vlan 102
vPC 102

ip access-list INSIDE_itd _bucket_ 1

10 permit ip any 1.1.1.0 255.255.255.127
ip access-list INSIDE_itd_bucket_2

10 permit ip any 1.1.1.128 255.255.255.127
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track 1 interface Ethernet3/17 line-protocol
track 2 interface Ethernet3/18 line-protocol
track 3 ip sla 10003 reachability

delay up 30 down 30

track 4 ip sla 10004 reachability

delay up 30 down 30

ip sla 10003
icmp-echo 10.1.0.18
frequency 10
ip sla schedule 10003 life forever start-time now

ip sla 10004
icmp-echo 10.2.0.18
frequency 10
ip sla schedule 10004 life forever start-time now

route-map INSIDE itd pool pbr-statistics
route-map INSIDE itd pool permit 10
description auto generated route-map for ITD service INSIDE
match ip address INSIDE_itd bucket 1
set ip next-hop verify-availability 10.1.0.18 track 3
route-map INSIDE itd pool permit 11
description auto generated route-map for ITD service INSIDE
match ip address INSIDE_itd bucket 2
set ip next-hop verify-availability 10.2.0.18 track 4

itd device-group FP_INSIDE
probe icmp
node ip 10.1.0.18
node ip 10.2.0.18

itd INSIDE
device-group FP_INSIDE
ingress interface Eth3/17
ingress interface Eth3/18
failaction node reassign
load-balance method dst ip
no shut
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feature itd

interface Ethernet3/1
description to VDCL3-4
ip address 10.0.0.5/30
ip router ospf 1 area 0.0.0.0
ip policy route-map INSIDE_ itd pool

interface Ethernet3/2
description to VDCL3-3
ip address 10.0.0.1/30
ip router ospf 1 area 0.0.0.0
ip policy route-map INSIDE_itd pool

interface Vl1anlO1l
description INSIDE FP VLAN
ip address 10.1.0.19/24
ip ospf cost 1
ip router ospf 1 area 0.0.0.0

interface V1anl02
description INSIDE FP_VLAN
ip address 10.2.0.19/24
ip ospf cost 1
ip router ospf 1 area 0.0.0.0

interface port-channelll
description To_ ITD-FP-1_ PChannellInside
switchport
switchport access wvlan 101
vPC 101

interface port-channell2
description To ITD-FP-2 PChannellnside
switchport
switchport access vlan 102
vPC 102

ip access-list INSIDE_itd bucket_1

10 permit ip 1.1.1.0 255.255.255.127 any
ip access-list INSIDE_itd bucket_ 2

10 permit ip 1.1.1.128 255.255.255.127 any

Cisco FirePOWER #{#fiL 7= Cisco Intelligent Traffic Director EAH 1K

track 1 interface Ethernet3/2 line-protocol
track 2 interface Ethernet3/1 line-protocol
track 3 ip sla 10003 reachability

delay up 30 down 30

track 4 ip sla 10004 reachability

delay up 30 down 30

ip sla 10003
icmp-echo 10.1.0.12
frequency 10
ip sla schedule 10003 life forever start-time now
ip sla 10004
icmp-echo 10.2.0.12
frequency 10
ip sla schedule 10004 life forever start-time now

route-map INSIDE itd pool pbr-statistics
route-map INSIDE itd pool permit 10
description auto generated route-map for ITD service INSIDE
match ip address INSIDE_itd bucket 1
set ip next-hop verify-availability 10.1.0.12 track 3
route-map INSIDE itd pool permit 11
description auto generated route-map for ITD service INSIDE
match ip address INSIDE_itd bucket 2
set ip next-hop verify-availability 10.2.0.12 track 4

itd device-group FP_INSIDE
probe icmp
node ip 10.1.0.12
node ip 10.2.0.12

itd INSIDE
device-group FP_INSIDE
ingress interface Eth3/2
ingress interface Eth3/1
failaction node reassign
load-balance method src ip
no shut
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feature itd

interface Ethernet3/17
description to VDCL3-2
ip address 10.0.0.29/30
ip router ospf 1 area 0.0.0.0
ip policy route-map INSIDE_itd pool

interface Ethernet3/18
description to VDCL3-1
ip address 10.0.0.25/30
ip router ospf 1 area 0.0.0.0
ip policy route-map INSIDE_itd pool

interface Vl1anlO1l
description OUTSIDE FP VLAN
ip address 10.1.0.12/24
ip ospf cost 1
ip router ospf 1 area 0.0.0.0

interface V1anl02
description OUTSIDE FP_VLAN
ip address 10.2.0.12/24
ip ospf cost 1
ip router ospf 1 area 0.0.0.0

interface port-channelll
description To ITD-FP-1 PChannellInside
switchport
switchport access vlan 101
vPC 101

interface port-channell?2
description To ITD-FP-2 PChannelInside
switchport
switchport access vlan 102
vPC 102

ip access-list INSIDE_itd _bucket_1

10 permit ip any 1.1.1.0 255.255.255.127
ip access-list INSIDE_itd_bucket_2

10 permit ip any 1.1.1.128 255.255.255.127
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track 1 interface Ethernet3/17 line-protocol
track 2 interface Ethernet3/18 line-protocol
track 3 ip sla 10003 reachability

delay up 30 down 30

track 4 ip sla 10004 reachability

delay up 30 down 30

ip sla 10003
icmp-echo 10.1.0.19
frequency 10
ip sla schedule 10003 life forever start-time now
ip sla 10004
icmp-echo 10.2.0.19
frequency 10
ip sla schedule 10004 life forever start-time now

route-map INSIDE itd pool permit 10
description auto generated route-map for ITD service INSIDE
match ip address INSIDE_itd bucket 1
set ip next-hop verify-availability 10.1.0.19 track 3
route-map INSIDE itd pool permit 11
description auto generated route-map for ITD service INSIDE
match ip address INSIDE_itd bucket 2
set ip next-hop verify-availability 10.2.0.19 track 4

itd device-group FP_INSIDE
probe icmp
node ip 10.1.0.19
node ip 10.2.0.19

itd INSIDE
device-group FP_INSIDE
ingress interface Eth3/17
ingress interface Eth3/18
failaction node reassign
load-balance method dst ip
no shut
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e Firepower 8000 Installation Guide
e Firepower 8000 Stack Configuration Guide

e Nexus 7000 ITD Configuration Guide
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