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AAA RADIUS Cisco Catalyst 3850
ISE dot1x

aaa new-model
aaa authentication dotlx CLIENT AUTH group radius

aaa authorization network CLIENT AUTH group radius

ISE RADIUS 1 ISE
RADIUS

radius server ise

address ipv4 9.9.9.9 auth-port 1812 acct-port 1813
timeout 60

retransmit 3

key ciscol23
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Cisco Catalyst 3850 ISE [Administration] [Network Resources] [Network
Devices] 2

2 ISE

vl
CISEO  Identity Services Engine ISEL admin logow Feedback

dministration ¥ =0 Task Navigator~ £3
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hotoxk Doiom, Network Devices
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£ Metwork Devces » b
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“ 1P Address: | 5.8.8.8 124 .

e |
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* Network Device Group

Location [ai Locations. G [SetTo Defauit

Device TYPE [l Device Types  © | (.St To Default

~ Authentication Settings.

Enable Authentication Settings

Alarms @ 1706 4 0@ 0 | £ Notifications (0)

| Key Input Format (® ASCII | HEXADECIMAL

: € help
dot1x

dotlx system-auth-control

802.1X
802.1X

interface GigabitEthernetl/0/13
switchport access vlan 12

switchport mode access
access-session port-control auto
access-session host-mode single-host
dotlx pae authenticator

service-policy type control subscriber DOT1X

Cisco Catalyst 3850 Cisco 108 © Auth Manager
SaNet

SaNet
AAA
QoS Modular
Policy Framework MPF
http://www.cisco.com/en/US/docs/ios-xml/ios/san/configuration/xe-3se/3850/san-overview.html SaNet

SaNet
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class-map type control subscriber match-all DOT1X NO RESP
match method dotlx
!
policy-map type control subscriber DOT1X

event session-started match-all

1 class always do-until-failure

2 authenticate using dotlx retries 3 retry-time 60

event authentication-success match-all

event authentication-failure match-all

5 class DOT1X NO RESP do-until-failure

1 authentication-restart 60

802.1X
802.1x  WLAN AAA

wlan Predator 1 Predator

security dotlx authentication-list CLIENT AUTH

ISE ISE
VLAN QoS
dACL

Cisco Catalyst 3850

WCM
dot1X
dACL QoS 3K
Switch#sh access-session
Interface MAC Address Method Domain Status Fg Session ID
Gil/0/13 0024 .7eda.6440 dotlx DATA Auth 0A0101010000109927B3B90C
Cal b065.bdbf.77a3 dotlx DATA Auth 0a01010150£57a300000002e
Cal b065.bdb0.alad dotlx DATA Auth 0a01010150£57ac20000002f

Session count = 3

Key to Session Events Status Flags:

- Awaiting Deletion
Final Removal in progress

- Awaiting IIF ID allocation

g o +H = O o
1

- Pushed Session (non-transient state)

- Applying Policy (multi-line status for details)
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R - Removing User Profile (multi-line status for details)
U - Applying User Profile (multi-line status for details)

X - Unknown Blocker

Switch#sh access-session mac b065.bdb0O.alad details
Interface: CapwapO
IIF-ID: 0xE4S9A0000000008
MAC Address: b065.bdb0.alad
IPv6 Address: Unknown
IPv4 Address: 12.0.0.2
User-Name: userl
Status: Authorized
Domain: DATA
Oper host mode: multi-auth
Oper control dir: Dboth
Session timeout: N/A

<snip...snip>

Server Policies (priority 100)
ACS ACL: XACSACLx-IP-userl-46a243eb
Method status list:
Method State dotlx Authc Success

Switch#sh run int gigl/0/13
Building configuration...

Current configuration : 317 bytes
!
interface GigabitEthernetl/0/13
description dotlX Wired Port in Vlan 30
switchport access vlan 30
switchport mode access
load-interval 30
access-session host-mode single-host
access-session port-control auto
dotlx pae authenticator
spanning-tree portfast
service-policy type control subscriber 802.1x
end
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Switch#sh access-session mac 0024.7eda.6440 details

Interface:
IIF-ID:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Server Policies:
ACS ACL:

Method status list:
Method
dotlx

ACL

3 ISE

3  [Downloadable ACL]

Operations ¥ Policy v Administration v

GigabitEthernetl1/0/13
0x1092DC0O00000107
0024.7eda.6440
Unknown

10.3.0.113

corpl

Authorized

DATA

single-host

both

N/A
0A010101000011334A316CE0
Unknown

0x8B0O0039F

802.1x

XACSACLx-IP-Corp-506f07b4

State
Authc Success

dACL

ISEI1l admin logout Feedback

() Authentication  [8) Authorization [4) Profiling [ Posture  [cy Client Provisioning [ s:umvawp-kms & Policy Elements
Dictionaries  Conditions [ Results’
¢ Donnicadabie ACL Lit > user1
Results AcL
£
A 2 “tore
b i e

Description
» [ Authentication e

[ Authorization

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

» [ Authorization Profiles * DACL Content e ————
* [ Downloadable ACLs permit tcp any any eq domain
permit udp any eg boatps any
(@ DENV_ALL_TRAFFIC permit udp any any eq bootpe
(@ PERMIT_ALL_TRAFFIC permit udp any eq bootpc any
permit ip any any
@ sert 4
» [ Inline Posture Node Profiles 3
» &3 Profiling
» & Posture
» [ Client Provisioning
» [ Security Group Access
=3

Alarms @ 2055 4, 0@ 0 | & Notifications (0)
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ISE ACL 4

ol
€ISCO  Identity Services Engine ISE111  a0min  Logout Feedback

v Administration v 9 Task Navigator = €}
[2) Authentication  [#, Authorization |5/ Profiling [ Posture  [cy Client Provisioning [ Security Group Access ™ &, Policy Elements

A Home Opentions v

Dictionaries  Conditions [T Results )

Resuts b o o
2)
= @. i
s — J
- B2 Muhorstionrofles * Aecess Type
@ Biackhole_Wireless_Access
(@ Bacdist_Access
@om m
(@ Cisco_IP_Phanes
Q@ oerhccess o
Qe
Q@ Permitaccess = O Voice Domain Pemission
2 usert
¥ [l Densiendibla ACls * O web Authentication
(&2 DENY_ALL_TRAFFIC ve
R PERMIT_ALL_TRAFFIC [= I -
_‘Qm" A d Attributes Settings
: g:g::f {f [isco:cisco-av-pair O | = [Method List=CLIENT_AUTH __ @ |
: gi:‘:mzen w Attributes Details
Access Type = ACCESS_ACCEPT
m = uBl_ Method-List=CLIENT_AUTH v
) Hep umoznsuoouv&mmnswl‘é
method-list AAA 4 [Method-List] [CLIENT_AUTH]
ISE
ACL ACL
Switch#sh access-lists
Extended IP access list xACSACLx-IP-userl-46a243eb (per-user)
1 permit udp any any eq domain
2 permit tcp any any eq domain
3 permit udp any eq bootps any
4 permit udp any any eq bootpc
5 permit udp any eq bootpc any
6 permit ip any any
Cisco Catalyst 3850 ACL /
Cisco Catalyst 3850 3K-X
ACL TCAM
1 ACE
1
Ac
IPv4 ACE 3000
IPv6 ACE 1500
L40OP/ACL 8 L4OP
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ACE ACE 1 ACE 1500
ACL PACL 1500
PACL ACL RACL 3000

Cisco Catalyst 3850 QoS

Cisco Catalyst 3850 1
QoS
1
QoS Cisco Catalyst 3850
. QoS CLI MQC
. ID BSSID
Approximate Fair-Drop AFD

. 1 8 1 4

L]

. 2 QoS

« SSID SSID

QoS
Cisco Catalyst 3850 QoS QoS
QoS
Cisco Catalyst 3850
Cisco Catalyst 3850 Cisco Catalyst 3K
Cisco Catalyst 3850 IP
IP Differentiated Services
Code Point DSCP
2
2
L3 L3 DSCP/precedence
L2 L2 N/A
DSCP CoS
L3 DSCP CoS 0
MQC trust cos/dscp CLI Cisco Catalyst 3850
trust device trusted
untrusted untrusted DSCP/precedence/CoS
0
Cisco Catalyst 3850
untrust SSID 0
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Cisco Catalyst 3850 CLI

gos wireless-default-untrust

CLI

table-map dscp2dscp
default copy

Quality of Service

QoS

MQC QoS

ip access-list extended BULK-DATA
remark FTP

permit tcp any any eq ftp

permit tcp any any eq ftp-data

ip access-list extended DEFAULT
remark EXPLICIT CLASS-DEFAULT

permit ip any any
ip access-list extended MULTIMEDIA-CONFERENCING
remark RTP

permit udp any any range 16384 32767
ip access-list extended SCAVENGER
remark KAZAA

permit tcp any any eq 1214

permit udp any any eq 1214

ip access-list extended SIGNALING
remark SCCP

permit tcp any any range 2000 2002
remark SIP

permit tcp any any range 5060 5061

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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permit udp any any range 5060 5061
ip access-list extended TRANSACTIONAL-DATA
remark HTTPS

permit tcp any any eq 443

remark ORACLE-SQL*NET

permit tcp any any eq 1521
permit udp any any eq 1521

match

class-map match-any BULK-DATA

match access—-group name BULK-DATA
class-map match-any VVLAN-SIGNALING

match ip dscp cs3
class-map match-any MULTIMEDIA-CONFERENCING

match access-group name MULTIMEDIA-CONFERENCING
class-map match-any DEFAULT

match access—-group name DEFAULT
class-map match-any SCAVENGER

match access—-group name SCAVENGER
class-map match-any SIGNALING

match access—-group name SIGNALING
class-map match-any VVLAN-VOIP

match ip dscp ef
class-map match-any TRANSACTIONAL-DATA

match access—-group name TRANSACTIONAL-DATA

DSCP

2 table-map  set
table-map
table-map DSCP  CoS
10 0 99 table-map
ignore

table-map

table-map cos2cos

default copy

policy-map cos-trust-policy

class class-default

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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set cos cos table cos2cos

policy-map Phone+PC-Policy

class VVLAN-VOIP

police 128000 8000 conform-action transmit exceed-action drop
set dscp ef
class VVLAN-SIGNALING

police 32000 8000 conform-action transmit exceed-action drop
set dscp cs3
class MULTIMEDIA-CONFERENCING

police 5000000 8000 conform-action transmit exceed-action drop
set dscp af4l
class SIGNALING

police 32000 8000 conform-action transmit exceed-action drop
set dscp cs3
class TRANSACTIONAL-DATA

police 10000000 8000 conform-action transmit exceed-action set-dscp-
transmit dscp table markdown

set dscp af2l
class BULK-DATA

police 10000000 8000 conform-action transmit exceed-action set-dscp-
transmit dscp table markdown

set dscp afll
class SCAVENGER

police 10000000 8000 conform-action transmit exceed-action drop
set dscp csl
class DEFAULT

police 10000000 8000 conform-action transmit exceed-action set-dscp-
transmit dscp table markdown

Cisco Catalyst Cisco Catalyst 3850 2
. QoS
QoS
e VLAN QoS VLAN 3
SvI
QoS

interface fastethernet0/4
description CONNECTED TO PHONE+PC

service-policy input Phone+PC-Policy

QoS
Cisco Catalyst 3850 1 8 2P6Q3T
Voice over IP VolP Expedited Forwarding EF Class
Selector 5 CS5 5 2P6Q3T

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. 13/67



5 2P6Q3T

8UZAETIV 2P6Q3T

Q5 774k Fa1—
DF (25%)

==
Ela

L

A4

AF3

L.
>

—— C S 6 Q2(20%) Q2T2

Q212

e CS4 Q1 PQ(20%)

Fw T —7 54

Inii

DF
cs1 M EF Q0 PQ(10%)

Scavenger

class-map VOICEQ

match dscp ef

class-map match-any VIDEOQ

match dscp cs4

class-map NETWORK-MGMT
match dscp cs6

class-map CALL-SIG
match dscp cs3

class-map CRITICAL-DATA
match dscp af2l af22 af23

class-map VIDEO-STREAM
match dscp af3l af32 af33

class-map Scavenger-Q

match dscp csl

DSCP

policy-map 2P6Q3T
class VOICEQ
priority level 1
class VIDEOQ
priority level 2
class NETWORK-MGMT
bandwidth remaining percent 10

class CALL-SIG

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. 14 /67



bandwidth remaining percent 10
class CRITICAL-DATA

bandwidth remaining percent 10
class VIDEO-STREAM

bandwidth remaining percent 10
class SCAVENGER

bandwidth remaining percent 1
class class-default

bandwidth remaining percent 25

L3

QoS

QoS 2

SSID QoS /

QoS

R— b No No No Yes
Eigid No No No Yes
SSID Yes No Yes Yes
DDA T |r Yes No Yes AFD L-— hiiBR
QoS

policy-map PER-CLIENT
class VOICE
set dscp ef
police 128k 8000 exceed-action drop
class SIGNALING
set dscp cs3

police 32k 8000 exceed-action drop

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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class MULTIMEDIA-CONFERENCING

set dscp af4l

police 5m 8000 exceed-action drop
class TRANSACTIONAL

set dscp af2l
class CLASS-DEFAULT

set dscp default

SSID ISE

wlan open 1 Employees
service-policy client input PER-CLIENT

CLI

Switch# sh policy-map interface wireless client
Client 000A.CC10.0001
Service-policy input: Standard-Employee
Class-map: Voice (match-all)
Match: access-group name Voice
police:
cir 128000 bps, bc 4000 bytes
conformed 0 bytes; actions:

transmit

QoS Set
dscp ef

Class-map: TRANSACTIONAL-DATA (match-all)
Match: access-group name TRANSACTIONAL-DATA
QoS Set

dscp af2l

Class-map: class-default (match-any)
Match: any
QoS Set

dscp default

SSID Cisco
Catalyst 3850

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. 16 /67



ISE 6 ip:sub-qos-policy-in=Standard-
Employee AV

6

B VC-A3 - VNC Viewer

! ISE - PolicyElements Permissions - me-westise-1 - Mozilla Firefox

Ele Edt View Higtory Bookmarks Tools Help

o ~C X & 2N https: jme-westise-1/admin] #pageld=com_cisco_xmp_web_page_pokcy_policyelements_permissions 97 - ,':j;,;;' )Wi
j | ISE - PolicyElements Permissions - m...| - ’—v
I m

€ISCO  Identity Services Engine : me-westise-1 admin Logout Feedback

A Home Operations v Polcy v  Administration v

B —————
|4, Authentication  [e) Authorization [ Profiing  [®) Postwe  [g ClentProvisioning |, Security Group Acce &, Polcy Elements
Dictionaries  Conditions  [TRESUIGT)

Authorization Profiles » New Authorization Profile
Bacues Authorization Profile
( )|
- . gitama
> ccstan Description [ Single Policy For Wired Wireless
~ [ Authoriration
* (£ Autherization Profiles giccese s
G2 Blacklist_access
@ Cisco_P_Phones * Common
& Corporate_approved A
(@ DenyAccess [0 Macsec pocy
@ Employee_Owned O neaT
(@ Partner_Access
@ permitaccess [ web Authentication (Local Wb Auth)
@ wired_cwa [ arespace ACL Name
G2 Wireless_Cwia L
» (3 Downloadable ACLS 3 Dl asaven
» {55 Irine Posture Node Profiles " O use this profile for android devices so that the Wifi Assistant can be downloaded a
v [ Profilng o
> R rosture v Advan tributes Settings
» [ Ciient Provisioning
» (£ Secunkty Group Access IsC0:CiSCO-av-par © | = [1os-polcy-in=Standard-Employes® |
Ciscoicisco-av-par 0 | = [s-poicy-out=Standard-Employee®
v Afttributes S
Access Type = ACCESS_ACCEPT
cisco-av-par = ip:sub-qos-policy-in=Standard-Employee
Cisco-av-pair = ip:sub-qos-policy-out=Standard-Employee
€ Heip 5 Alams @2 4 4@ 1 | 52 Notifications (0)
Transferring data from me-westise-1... a
QoS
WLAN/SSID
CLI WLAN <access
point, radio> SSID BSSID
SSID BSSID SSID
SSID table-map
table-map IP DSCP
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table-map dscp2dscp
default copy

Policy-map TRUST
Table Map dscp2dscp
default copy

QoS WLAN SSID
trusted

wlan open 1 Employees

service-policy input TRUST

QoS
Cisco Catalyst 3850 QoS
SSID QoS
4 2P2Q3T 2
2 SRR 3 2P2Q3T
7
7 2P2Q3T

AFD @ 2P2Q

Q3 Mcast-NRT
(7%)

Xr=t=
=V

(AT e T

AR—Z2F BTH

=

|

Fo b T— S

Q1 RT2
PQ (20%)

QO RT1
PQ(10%)

NAb T74— b DF

1 RT1 RT2 NRT
NRT 4

Q0 RT1 :

Q1 RT2 :

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. 18 /67



Q2 NRT : NRT
Q3 NRT :
QoS
CAPWAP
WCM

policy-map port child policy
class non-client-nrt-class

bandwidth remaining ratio 10

Switch#sh policy-map in gigl/0/3
GigabitEthernetl1/0/3

Service-policy output: defportangn
Class-map: class-default (match-any)
Match: any

Queueing

(total drops) 0
(bytes output) 17633136

shape (average) cir 600000000, bc 2400000, be 2400000

target shape rate 600000000

Service-policy : port child policy

Class-map: non-client-nrt-class (match-any)
Match: non-client-nrt

Queueing

(total drops) O
(bytes output) 17633136

bandwidth remaining ratio 10

Class—map: class-default (match-any)

Match: any

(total drops) O
(bytes output) 0

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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port_child_policy SSID

Switch#sh run policy-map port child policy
Building configuration...
Current configuration : 227 bytes
!
class non-client-nrt-class
bandwidth remaining ratio 10
class voice
priority level 1
police 20000
class video
priority level 2
police 20000
class class-default

bandwidth remaining ratio 25

port_child_policy

class voice class video police 20000
voice video
2
2 Cisco Catalyst 3850
2.4G 5G 200
400 Mbps

Switch#sh policy-map interface wireless radio

Radio dotllb iifid: 0x104F10000000011.0xC9CA4000000004

Service-policy output: def-11lgn

Class—-map: class-default (match-any)

Match: any

shape (average) cir 200000000, bc 800000,

target shape rate 200000000

be 800000

Radio dotlla iifid: O0x104F10000000011.0xCF8F4000000005

Service-policy output: def-1lan

Class-map: class-default (match-any)

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. 20/67



Match: any

shape (average) cir 400000000, bc 1600000, be 1600000

target shape rate 400000000

Service Set ID

SSID BSSID
SSID WLAN
SSID
NRT
WLAN
/ /
/
/ SSID
2 SSID /

Policy-map enterprise-ssid-child
Class voice
Priority level 1
Police 20000
Class video
Priority level 2
Police 20000
Policy-map enterprise-ssid
Class class-default
bandwidth remaining percent 70
set wlan-user-priority dscp dscp2upl
set dscp dscp dscp2dscpl

service-policy enterprise-ssid-child
Policy-map guest-ssid

Class class-default

Shape average percent 20

SSID BSSID

SSID

WLAN WLAN

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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SSID

MAC

Switch#sh policy-map interface wireless client mac b065.bdbf.77a3

Client BO65.BDBF.77A3 iifid:
0x1047D4000000011.0xD7E4C000000076.0xDD94000000028D.0xFCEBC000000373

Service-policy output: egress-client

Class—-map: class-default (match-any)
Match: any
police:
cir 500000 bps, bc 15625 bytes
conformed 404432 bytes; actions:
transmit
exceeded 0 bytes; actions:
drop
conformed 0000 bps, exceed 0000 bps

Flexible NetFlow
Flexible NetFlow FnF Cisco 10S

FnF
FnF

Cisco Catalyst 3850 NetFlow

NetFlow Cisco Catalyst 3850

Cisco Catalyst 3850 FnF
24,000 UADP ASIC 8,000
16,000 Cisco Catalyst 3850 IPv4 IPv6 2 NetFlow  NetFlow
9 TCP Cisco Catalyst 3850
Cisco Catalyst 3850 8 16
Cisco Catalyst 3850  FnF IP Cisco Catalyst 3850
48 2 UADP ASIC Cisco Catalyst 3850 24

1 UADP ASIC
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Cisco Catalyst 3850 NetFlow

FnF

NetFlow

match
collect

flow record vi4

match
match
match
match
match
match

match

ipv4 tos

ipv4 protocol

ipv4 source address

ipv4 destination address
transport source-port
transport destination-port
interface input

collect interface output

collect transport tcp flags

collect counter bytes long

collect counter packets long

collect timestamp absolute first

collect timestamp absolute last

collect counter bytes layer2 long

match interface output

collect interface output

match interface input

input

flow record vidout

match
match
match
match
match
match

match

ipv4 protocol

ipv4 tos

ipv4 source address

ipv4 destination address
transport source-port
transport destination-port
interface output

collect interface input

collect transport tcp flags

collect counter bytes long

collect counter packets long

collect timestamp absolute first

collect timestamp absolute last

collect counter bytes layer2 long

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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/
NetFlow 2 CLI  show
NetFlow

flow exporter Collector

destination 10.1.1.28

dscp 48

transport udp 2055

template data timeout 30

option exporter-stats timeout 30
flow exporter / IP DSCP
Collector DSCP /

NetFlow L4
Netflow / Cisco
Catalyst 3850 8 /
FnF
/
L]
. /

flow monitor v4
exporter Collector
exporter Collector 1
cache timeout active 60
cache timeout inactive 20
record v4

interface GigabitEthernetl/0/1
description Interface for WIRED CLIENT in CONVERGED VLAN
switchport access vlan 10
switchport mode access
ip flow monitor v4 input
ip flow monitor vdout output
load-interval 30

no shutdown

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. 24 /67



WLAN

wlan SSID 1 SSID

client vlan 12

ip flow monitor v4 input

ip flow monitor vdout output

no shutdown
|

VLAN

Vlan configuration 500
ip flow monitor v4 input
ip flow monitor vdout output

snmp-server community public RO

snmp-server community private RO

SNMP NetFlow

Flexible NetFlow

Flexible NetFlow EXEC

monitor

Switch# show flow monitor

Flow Monitor v4:

Description: User defined
Flow Record: v4
Flow Exporter: Collector
Cache:
Type: normal (Platform cache)
Status: allocated
Size: Unknown
Inactive Timeout: 15 secs
Active Timeout: 60 secs
Update Timeout: 1800 secs
Flexible NetFlow EXEC
Interface

Switch# show flow interface
Interface GigabitEthernet2/0/26

FNF: monitor: v4
direction: Input
traffic(ip): on

FNF: monitor: vdout

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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direction: Output

traffic(ip): on

Show flow monitor cache format table

Switch# Show flow monitor v4 cache format table

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 2
Flows added: 26492
Flows aged: 26490
- Active timeout ( 1800 secs) 4
- Inactive timeout ( 15 secs) 26486

IPV4-SRC-ADDR DST-ADDR SRC-PORT DST-PORT INTF-INPUT intf-output bytes-long
pkts-long time-abs-first time-abs-last

10.1.22.102 10.1.1.22 52226 5060 Gil/0/4 LIINO 1038 3 19:52:12.755
19:52:12.755

10.1.22.101 10.1.1.22 51524 5060 Gil/0/3 LIINO 1038 3 19:52:10.755
19:52:10.755

Switch# show flow monitor v4 cache aggregate ipv4 destination add sort
counter bytes long top 4

Processed 4 flow
Aggregated to 4 flow
Showing the top 4 flow

I1PV4 DST ADDR flows bytes long pkts long

10.1.1.22 1 1038 3

10.1.1.92 2 1038 3

10.1.1.82 4 1038 3

10.1.1.52 9 1038 3
N

Switch# sh flow monitor v4 cache aggregate ipv4 source address sort highest
ipv4 source address top 2

Processed 2 flows
Aggregated to 2 flows
Showing the top 2 flows

1PV4 SRC ADDR flows bytes long pkts long
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10.1.22.102 1 1038 3
10.1.22.101 1 1038 3
IPv6 Flexible NetFlow EXEC Show Flow
monitor
Switch# show flow moni v6 ml cache format table
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 12
Flows added: 30
Flows aged: 18
- Inactive timeout 15 secs) 18
IPV6 SRC ADDR [IPV6 DST ADDR TRNS SRC PORT TRNS DST PROT Dbytes long
pkts long
2322::2 FF02::1:FF00:1 0 34560 58 72 1
2322::2 2201::2 1024 1026 17 9166290 43649
2322::2 2201::2 1024 1027 17 9166290 43649
2322::2 2201::2 1024 1024 17 9166500 43650

N IPv6

Switch# show flow monitor v6 ml cache aggregate ipv6 destination address
sort counter bytes long top 2

Processed 10 flows

Aggregated to 2 flows

Showing

IPV6 DESTINATION ADDRESS:

counter
counter

counter

IPV6 DESTINATION ADDRESS:

counter
counter

counter

Switch#
highest

Showing

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

the top 2 flows

flows:
bytes long:
packets long:

flows:
bytes long:
packets long:

2322::2

5
3278889600
15613760

2201::2

5
3221137920
15338752

show flow monitor v6 ml cache aggregate ipvé6 source address sort
ipvé source address top 2

the top 2 flows
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IPV6 SOURCE ADDRESS:
counter flows:

counter bytes long:

counter packets long:

IPV6 SOURCE ADDRESS:
counter flows:

counter bytes long:

counter packets long:

Cisco Catalyst 3850

2322::2

5
3919704180
18665258

2201::2

5
3913954800
18637880

Cisco Catalyst 3850

Cisco Catalyst 3K

IP Multicast Configuration Guide

IP
IP
o IP LAN
. Flexlink
. 3 IPv6
Cisco Catalyst 3850 IP
Cisco Catalyst 3850 2
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CAPWAP
1 CAPWAP 1
UADP ASIC

CAPWAP
CAPWAP BSSID

Cisco Unified Wireless Network
Cisco Catalyst 3850

Switch#conf t

Switch (config)#ip multicast-routing
Switch (config) #fwireless multicast

Switch (config) #fwireless broadcast
Switch(config) #Wireless multicast non-ip
Switch (config)#interface interface-id
Switch(config-if)# ip pim {dense-mode | Sparse-Mode | Sparse-dense-mode}
Switch(config) #vlan configuration <id>
Switch (config-vlan) #ipv6 nd suppress
Switch(config-vlan) #ipv6 snooping

Switch (config-vlan) #end

Switch#copy running-config startup-config

IP IP
VLAN Internet Group Management Protocol IGMP

Cisco Catalyst 3850 ip multicast-routing

wireless-multicast wireless-multicast

wireless multicast non-ip

CAPWAP

WCM  Cisco 10S CAPWAP
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Switch# conf t

Switch(config)# ap capwap multicast <Multicast IP Address>

o IGMP

Switch(config) #ip igmp snooping

Switch(config) #ip igmp snooping querier

Switch(config) #wireless multicast

CAPWAP

Switch(config) #ap capwap multicast 234.5.6.7

Switch(config)#ip multicast-routing

Switch(config) #interface vlan 100

3850

Switch(config)# ip pim sparse-dense-mode

show

EXEC

multicast

Switch#show wireless multicast

show wireless multicast

Multicast
AP Capwap Multicast
Wireless Broadcast

Wireless Multicast non-ip-mcast

Broadcast

VLAN
EXEC show wireless

Enabled
Unicast
Disabled
Disabled

Vlan Non-ip-mcast
1 Enabled
410 Enabled
411 Enabled
412 Disabled
413 Disabled
414 Enabled

Enabled
Enabled
Enabled
Disabled
Disabled
Enabled

Disabled
Disabled
Enabled
Enabled
Enabled
Disabled
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S GV MGID EXEC show wireless
multicast group summary

Switch#show wireless multicast group summary

IPv4 groups

MGID Source Group Vlan
4160 0.0.0.0 239.255.67.250 412
4162 0.0.0.0 239.255.255.250 412
4163 0.0.0.0 224.0.1.60 412

Switch#show ip igmp snooping wireless mgid
Total number of L2-MGIDs =3

Total number of MCAST MGIDs = 3

Wireless multicast is Enabled in the system

Vlan bcast nonip-mcast mcast mgid Stdby Flags
1 Disabled Disabled Enabled Disabled 0:0:1:0
410 Disabled Disabled Enabled Disabled 0:0:1:0
411 Disabled Disabled Enabled Enabled 0:0:1:0
412 Disabled Disabled Enabled Enabled 0:0:1:0
413 Disabled Disabled Enabled Enabled 0:0:1:0
Index MGID (s, G, V)

160 4163 (0.0.0.0, 224.0.1.60, 412)
409 4162 (0.0.0.0, 239.255.255.250, 412)
409 4160 (0.0.0.0, 239.255.67.250, 412)

SVG VLAN IP IGMP
EXEC show ip igmp snooping igmpv2-tracking

Switch#show ip igmp snooping igmpv2-tracking
Client to SGV mappings

Client: 10.33.170.4 Port: Cal
Group: 239.255.255.250 Vlan: 412 Source: 0.0.0.0 blacklisted: no

Client: 10.33.170.33 Port: Ca7
Group: 239.255.255.250 Vlan: 412 Source: 0.0.0.0 blacklisted: no

Client: 10.33.170.75 Port: Cal
Group: 239.255.255.250 Vlan: 412 Source: 0.0.0.0 blacklisted: no

Group: 239.255.67.250 Vlan: 412 Source: 0.0.0.0 blacklisted: no

SGV to Client mappings
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Group: 224.0.1.60 Source: 0.0.0.0 Vlan: 412
Client: 10.33.170.101 Port: CalO Blacklisted:

Group: 239.255.67.250 Source: 0.0.0.0 Vlan: 412

Client: 10.33.170

.75 Port:

Cal Blacklisted: n

no

o

Group: 239.255.255.250 Source: 0.0.0.0 Vlan: 412

Client: 10.33.170

Client: 10.155.156.71 Port:

show wireless multicast

.75 Port:

group vlan

Cal Blacklisted: n

Cal Blacklisted:

o

no

Switch#show wireless multicast group 239.255.255.250 vlan 412

Source : 0.0.0.0

Group : 239.255.2
Vian : 412
MGID : 4162

55.250

4

groups

Number of Active Clients :
Client List
Client MAC Client IP
2477 .0336.e574 10.33.170.
2477 .035e.d848 10.33.170.
6033.4b24 .fa89 10.33.170.
7cd1.c391.c674 10.33.170.
IP IGMP
groups
Switch#show ip igmp snooping
Vlan Group
412 224.0.1.60
412 239.255.67.250
412 239.255.255.250
IGMP

show ip igmp groups

Switch#show ip igmp groups

IGMP Connected Group Membership

Group Address Interface

239.255.255.255 VI
239.255.255.255 VI
239.255.255.250 VI

an413
an412
an412

Uptime

4d18h
4d18h
01:27:

EXEC
Status
MC_ONLY
MC_ONLY
MC_ONLY
MC_ONLY
EXEC show ip igmp snooping
Type Version Port List
igmp v2 Cal0
igmp v3 Cal
igmp v2,v3 Cal, Ca7
EXEC
Expires Last Reporter
00:02:42 10.32.104.1
00:01:39 10.33.170.1

18 00:02:45

10.33.170.75
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ICMP EXEC ping

Switch#ping 239.255.255.255
Type escape sequence to abort.
Sending 1, 100-byte ICMP Echos to 239.255.255.255, timeout is 2 seconds:

Reply to request O from 10.32.104.1, 20 ms
Reply to request O from 10.33.170.1, 20 ms
Reply to request O from 10.32.104.1, 20 ms

EXEC show ip igmp interface vlan

Switch#show ip igmp interface vlan4l?2

Vlan4l2 is up, line protocol is up
Internet address is 10.33.170.1/24
IGMP is enabled on interface
Current IGMP host version is 3
Current IGMP router version is 3
IGMP query interval is 60 seconds
IGMP configured query interval is 60 seconds
IGMP querier timeout is 120 seconds
IGMP configured querier timeout is 120 seconds
IGMP max query response time is 10 seconds
Last member query count is 2
Last member query response interval is 1000 ms
Inbound IGMP access group 1s not set
IGMP activity: 43 joins, 38 leaves
Multicast routing is enabled on interface
Multicast TTL threshold is O
Multicast designated router (DR) is 10.33.170.1 (this system)
IGMP querying router is 10.33.170.1 (this system)
Multicast groups joined by this system (number of users):

224 .2.127.254(1) 239.255.255.255(1)

IP IGMP EXEC
show ip igmp membership all

Switch#show ip igmp membership all
Flags: A - aggregate, T - tracked
L - Local, S - static, V - virtual, R - Reported through v3
I - v3lite, U - Urd, M - SSM (S,G) channel
1,2,3 - The version of IGMP, the group is in
Channel/Group-Flags:
/ - Filtering entry (Exclude mode (S,G), Include mode (G))
Reporter:

<mac-or-ip-address> - last reporter if group is not explicitly
tracked
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<n>/<m> - <n> reporter in include mode, <m> reporter in exclude
Channel/Group Reporter Uptime Exp. Flags 1Interface
*,239.255.255.255 10.32.104.1 4d18h 02:05 3LA V1413
*,239.255.255.255 10.33.170.1 4d18h 02:59 3LA V1412
*,239.255.255.250 10.33.170.33 01:32:53 02:59 2A V1412
EXEC show ip igmp membership

Switch#show ip igmp membership 239.255.255.255
Flags: A - aggregate, T - tracked
L - Local, S - static, V - virtual, R - Reported through v3
I - v3lite, U - Urd, M - SSM (S,G) channel
1,2,3 - The version of IGMP, the group is in
Channel/Group-Flags:
/ - Filtering entry (Exclude mode (S,G), Include mode (G))

Reporter:

<mac-or-ip-address> - last reporter if group is not explicitly

tracked

<n>/<m> - <n> reporter in include mode, <m> reporter in exclude
Channel/Group Reporter Uptime Exp. Flags Interface
*,239.255.255.255 10.32.104.1 4d18h 00:39 3LA V1413
*,239.255.255.255 10.33.170.1 4d18h 01:34 3LA V1412
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Cisco Catalyst 3850
Cisco 5508 WLC WiSM2 Cisco 5760 WLC

Cisco Unified Wireless Network

SPG
1
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VLAN L2
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Cisco Catalyst 3850 1 Cisco

Catalyst 3850 VSS

Cisco Catalyst 4500E Supervisor 7-E L2 VLAN L3 SviI
VSS Cisco Catalyst 3850 VLAN

802.1Q L2 VSS

VLAN 501 VLAN 500 VLAN 601
3 VLAN VLAN Cisco Catalyst 3850

VLAN 601
Cisco Catalyst 3850

ap cdp

ap country US
wireless management interface Vl1ané601l

wireless mobility controller

ap cdp Cisco Catalyst 3850 Cisco CDP
ap country US wireless management
interface CAPWAP CAPWAP

Cisco Catalyst 3850

VLAN WLAN
AAA SSID LAN WLAN
SSID Predator VLAN 500
TKIP  WPA WPA2 AAA 802.1X
SSID WLAN no security wpa PSK

WLAN

wlan Predator 1 Predator
aaa-override
client association limit 2000
client vlan 500
security wpa wpa2 ciphers tkip
security dotlx authentication-list ise
no shutdown
no security wpa akm dotlx

security wpa akm psk set-key ascii 0 skunkworks

Cisco Catalyst 3850

MCl#show wireless mobility summary

Mobility Controller Summary:
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Mobility Role
Mobility Protocol Port
Mobility Group Name

: Mobility Controller
16666
: default

Controllers configured in the Mobility Domain:

Ip Public IP Group

Link Status

defaul

MCl#show wlan summary
Number of WLANs: 1
WLAN Profile Name

1 Predator Predator

MCl#show capwap summary

CAPWAP Tunnels General Statistics:
Number of Capwap Data Tunnels
Number of Capwap Mobility Tunnels

Number of Capwap Multicast Tunnels

Name APName
Cab 3502E_G2/0/25_83A9
Ca4 36021_G2/0/1_3A04
Name SrclP SrcPort DestlP
Cab 20.1.3.2 5247 20.1.3.54
Ca4 20.1.3.2 5247 20.1.3.53
2 CAPWAP
2 3502E GigabitEthernet 2/0/1
20.1.3.2 / IP
63584 20.1.3.54
CAPWAP
1

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Name Multicast IP
t - UP upP
VLAN Status
500 UP
2
0
0
Type PhyPortIf Mode McastIf
data Gi2/0/25 unicast -
data Gi2/0/1 unicast -
DstPort DtlsEn MTU
63548 No 1657
58274 No 1657
GigabitEthernet 2/0/25
3602I
show capwap summary
58274 20.1.3.53 IP
IP

Cisco Catalyst 3850
14
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14 Cisco Catalyst 3850

= R4V En
By [~

Cisco Catalyst 3850

1 SPG

wireless mobility controller peer-group SPG1l

wireless mobility controller peer-group SPGl member ip 20.1.5.2 public-ip

20.1.5.2
wireless mobility controller peer—-group SPGl member ip 20.1.7.2 public-ip
20.1.7.2
SPG SPG1 20.1.5.2 20.1.7.2 SPG1
/ IP
SSID WLAN

MA1
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wireless mobility controller ip 20.1.3.2 public-ip 20.1.3.2
wireless management interface V1an602
wlan Predator 1 Predator

aaa-override

client association limit 2000

client vlan 500

security wpa wpa2 ciphers tkip

security dotlx authentication-list ise

no shutdown

ap cdp

20.1.3.2 / IP VLAN 602 /
VLAN 500 VLAN

MA2 SPG1

wireless mobility controller ip 20.1.3.2 public-ip 20.1.3.2
wireless management interface V1an603
wlan Predator 1 Predator

client vlan 500

security wpa wpa2 ciphers tkip

security dotlx authentication-list ise

no shutdown

ap cdp

20.1.3.2 / P VLAN 603
VLAN 500 VLAN

SPG SPG

SPG

15
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15 Cisco Catalyst 3850

T
ERN [~ =

MC1 MA1 MA?2 MA3
2
SPG 2
Cisco Catalyst 3850 SPG
Cisco Catalyst 3850 SPG 1 16
SPG SPG
SPG 2
SPG

wireless mobility controller peer-group SPG2

wireless mobility controller peer-group SPG2 member ip 20.1.8.2 public-ip
20.1.8.2

SPG SPG2 20.1.8.2 SPG2

MA3

wireless mobility controller ip 20.1.3.2 public-ip 20.1.3.2

wireless management interface Vlan604

All contents are Copyright © 1992-2013 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. 44 ] 67



wlan Predator 1 Predator

aaa-override

client vlan 701

security wpa wpa2 ciphers tkip
security dotlx authentication-list ise

no shutdown

ap cdp
20.1.3.2 /
VLAN 701
VLAN
50
50
Catalyst 3850 16

16 Cisco Catalyst 3850

FrINR
=2

VSS

P VLAN 604

50
Cisco

wireless mobility group member ip 20.1.9.2 public-ip 20.1.9.2 group MG

wireless mobility group name MG
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MG 20.1.9.2

wireless mobility controller
wireless mobility group member ip 20.1.3.2 public-ip 20.1.3.2 group MG
wireless mobility group name MG
wireless management interface V1an605
wlan Predator 1 Predator
aaa-override
client vlan 702
security wpa wpa2 ciphers tkip
security dotlx authentication-list ise

no shutdown

ap cdp

20.1.3.2 / IP MG

VLANG05
Predator SSID VLAN702

VLAN WLAN
CDP
40 Gbps Cisco Catalyst 3850
320 Gbps
8 4 4

802.11ac Cisco Catalyst 3850

Cisco Unified Wireless Network
Point of Presence PoP Point of Attachment PoA

Point of Presence PoP
802.11 802.3
PoP
Cisco Unified Wireless Network
PoP

Point of Attachment PoA

L2 L3 2
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WLC
VLAN Cisco Unified Wireless Network
L2 PoP  PoA
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IP ACL QoS IGMP 17
17 Cisco Unified Wireless Network L2
TR —
FrINAH—EXR
WiSM2s/5508s
CAPWAP
e L3
2 L3
18
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18 Cisco Unified Wireless Network L3

F—RER—
Fr /N H—EA

VLAN Cisco Unified Wireless Network
PoA
PoP PoA

Cisco Unified Wireless Network

Unified Wireless Network
QoS PoA ACL

L2
L2 PoA
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19
MA1
PoP
SPG
19

WLAN

VSS

WLAN

20

MA1
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22

MA1

MA1
MC1
PoA MC2
CAPWAP

PoP MA1

VLAN 3
MA3

MC2

MC1 MA1

L2

SPG

MA1

PoA MC2
MC1
CAPWAP
ACL

MA2

VLAN
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3
MC1

20.1.3.2 - MG
MA1 20.15.2 SPG1 MG
MA2 20.1.7.2 SPG1 MG
MA3 20.1.8.2 SPG2 MG
mc2 20.1.9.2 - MG
23 MA1
23 MA1

= AT
( B~ D

MAl#show wireless client summary
Number of Local Clients : 2

MAC Address AP Name WLAN State

Protocol
b065.bdb0.alad 36021_G1/0/1_66BC 1 UpP 11n(5)
b065.bdbf.77a3 36021_G1/0/1_66BC 1 Up 11n(5)

CLI MA1
MAC 5GHz WLAN 11n MAC

MAl#show wcdb database all
Total Number of Wireless Clients = 2

o N O

Clients Waiting to Join
Local Clients =

Anchor Clients =
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Foreign Clients =0

MTE Clients =0
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 500 20.1.1.53 0x00DC7DCO00000005 RUN LOCAL
b065.bdb0.alad 500 20.1.1.52 0x00DC7DCO00000005 RUN LOCAL

MAl#show wireless client mac b065.bdbf.77a3 detail
Client MAC Address : b065.bdbf.77a3
Client Username : blackbird

AP MAC Address : 203a.076f.abel

AP Name: 3602I G1/0/1 66BC

Client State : Associated

Wireless LAN Id : 1

Wireless LAN Name: Predator
Protocol : 802.11ln - 5 GHz

Channel : 157

IPv4 Address : 20.1.1.53

Mobility State : Local

EAP Type : PEAP

Interface : WIRELESS VLAN

VLAN : 500

Access VLAN : 500

MAl#show mac address dynamic | include Cal
Vlan MAC Address Type Ports
500 b065.bdb0.alad DYNAMIC Cal
500 b065.bdbf.77a3 DYNAMIC Cal
Ca1 CAPWAP MAC Ca1

CLI

MCl#sh wireless mobility controller client summary

Number of Clients : 2

State is the Sub-Domain state of the client.

* indicates IP of the associated Sub-domain

Associated Time in hours:minutes:seconds

MAC Address State Anchor IP Associated IP Associated Time
b065.bdb0.alad Local 0.0.0.0 20.1.5.2 00:00:23
b065.bdbf.77a3 Local 0.0.0.0 20.1.5.2 00:00:35
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P 20.1.5.2 MA1
IP 0.0.0.0

24

24 SPG
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MA1 MC1
MCl#show wireless client summary
Number of Local Clients : 2
MAC Address AP Name WLAN State Protocol
b065.bdb0.alad 3602I_G2/O/1_3AO4 1 Uup 11n(5)
b065.bdbf.77a3 3602I G2/0/1 3A04 1 UP 11n(5)
MCl#show wcdb database all
Total Number of Wireless Clients = 2

Foreign Clients =2

MTE Clients =0
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 500 20.1.1.53 0x00E685C000000006 RUN FOREIGN
b065.bdb0.alad 500 20.1.1.52 0x00E685C000000006 RUN FOREIGN

MCl#show wireless client mac b065.bdbf.77a3 detail
Client MAC Address : b065.bdbf.77a3
Client Username : blackbird

AP MAC Address : 8875.5687.b830

AP Name: 36021_G2/0/1_3A04

Wireless LAN Name: Predator

Protocol : 802.11n - 5 GHz

IPv4 Address : 20.1.1.53

Mobility State : Foreign

Mobility Anchor IP Address : 20.1.5.2
Mobility Move Count : 1

Interface : WIRELESS_VLAN

VLAN : 500

P 20.1.5.2 20.1.5.2
/ MA1

MA1

MAl#show wireless client summary

Number of Local Clients : 2

MAC Address AP Name WLAN State Protocol
b065.bdb0.alad 20.1.3.2 1 UpP Mobile
b065.bdbf.77a3 20.1.3.2 1 Uup Mobile
IP
MC1 / IP
Mobile
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MAl#sh wcdb data all

Total Number of Wireless Clients = 2

Clients Waiting to Join =0

Local Clients =0

Anchor Clients =2

Foreign Clients =0

MTE Clients =0
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 500 20.1.1.53 0x00D03BCO00000002 RUN ANCHOR
b065.bdb0.alad 500 20.1.1.52 0x00D03BCO00000002 RUN ANCHOR

MA1

MAl#sh wireless client mac b065.bdbf.77a3 detail
Client MAC Address : b065.bdbf.77a3
Client Username : blackbird

AP MAC Address : 0000.0000.0000

AP Name: 20.1.3.2

Client State : Associated

Wireless LAN Id : 1

Wireless LAN Name: Predator

Protocol : Mobile

Channel

IPv4 Address : 20.1.1.53

Mobility State : Anchor

Mobility Foreign IP Address : 20.1.3.2
Interface : WIRELESS VLAN

VLAN : 500

Access VLAN : 500
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anchor MC1 / IP
20.1.3.2 25

25 SPG

e /A

MC1 MA1 MA2 MA3
N N
DA A
[ ) @
_________________________________ .)
SPG2
VLAN 500
L3 MA1 IP
MA3 MCA1
MA1

MA3#show wireless client summary

Number of Local Clients : 2

MAC Address AP Name WLAN State Protocol
b065.bdb0.alad 3602I G1/0/1 3A2A 1 UP 11n(5)
b065.bdbf.77a3 3602I G1/0/1 3A2A 1 UP 11n(5)
MA3#show wcdb database all
Total Number of Wireless Clients = 2

Foreign Clients =2

MTE Clients =0
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 701 20.1.1.53 0x00C9D9C000000004 RUN FOREIGN
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b065.bdb0.alad 701 20.1.1.52 0x00C9D9CO00000004 RUN FOREIGN

SPG

MCl#show wcdb database all

Total Number of Wireless Clients = 2
MTE Clients =2
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 0 0.0.0.0 0x00CB4E4000000004 RUN MTE
b065.bdb0.alad 0 0.0.0.0 0x00CB4E4000000004 RUN MTE
MC1#

MCl#show wireless mobility controller summary
Number of Clients : 2

State is the Sub-Domain state of the client.
* indicates IP of the associated Sub-domain

Associated Time in hours:minutes:seconds

MAC Address State Anchor 1P Associated IP Associated Time
b065.bdb0.alad Local 20.1.5.2 20.1.8.2 00:01:24
b065.bdbf.77a3 Local 20.1.5.2 20.1.8.2 00:01:29

MTE MTE

MAl#show wireless client summary

Number of Local Clients : 2

MAC Address AP Name WLAN State Protocol
b065.bdb0.alad 20.1.8.2 1 UP Mobile
b065.bdbf.77a3 20.1.8.2 1 UP Mobile
MAL#
MAl#show wcdb database all
Total Number of Wireless Clients = 2
Anchor Clients =2
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 500 20.1.1.53 0x00D0O3BCO0O0000002 RUN ANCHOR
b065.bdb0.alad 500 20.1.1.52 0x00D03BCO0O0000002 RUN ANCHOR
26 MC
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26

MC2

MG

MC2

MC2

MC2#show wireless client summary
Number of Local Clients : 2

MAC Address
Protocol

AP Name

b065.bdb0.alad 1042 G1/0/1 BDOC
11n(5)

b065.bdbf.77a3 1042 G1/0/1 BDOC
11n(5)

MC2#show wcdb database all

Total Number of Wireless Clients

Clients Waiting to Join
Foreign Clients =
MTE Clients =

Mac Address VlanId IP Address

SPG2
CAPWAP
CAPWAP
WLAN State
1 Uup
1 Up
Auth Mob
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b065.bdbf.77a3 702 20.1.1.53 0x00C33C0000000004 RUN FOREIGN
b065.bdb0.alad 702 20.1.1.52 0x00C33C0000000004 RUN FOREIGN

MC2#show wireless client mac b065.bdbf.77a3 detail
Client MAC Address : b065.bdbf.77a3
Client Username : blackbird

AP MAC Address : 8875.56da.2010

AP Name: 1042 G1/0/1 BDOC

Wireless LAN Id : 1

Wireless LAN Name: Predator

IPv4 Address : 20.1.1.53

Mobility State : Foreign

Mobility Anchor IP Address : 20.1.5.2
Mobility Move Count : 2

Interface : WIRELESS_VLAN_GRAIL

VLAN : 702

SPG1 MC1

MCl#show wcdb database all

Total Number of Wireless Clients = 2
Clients Waiting to Join =0
MTE Clients =2
Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 0 0.0.0.0 0x00DAC94000000001 RUN MTE
b065.bdb0.alad 0 0.0.0.0 0x00DAC94000000001 RUN MTE
Cisco Unified Wireless Network L2
VLAN L2 PoA PoP
ACL QoS
2 1

wlan Predator
shutdown

no mobility anchor sticky

no shutdown

MA1

MAl#show wireless client summary

Number of Local Clients : 2
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MAC Address AP Name WLAN State Protocol
b065.bdb0.alad 3602I G1/0/1 66BC 1 Uup 11n(5)
b065.bdbf.77a3 3602I G1/0/1 66BC 1 Uup 11n(5)

MAl#show wcdb database all
Total Number of Wireless Clients = 2
Clients Waiting to Join =
Local Clients =

0
2
Anchor Clients =0
Foreign Clients =0

0

MTE Clients =

Mac Address VlanId IP Address Src If Auth Mob

b065.bdbf.77a3 500 20.1.1.54 0x00DC7DCO00000005 RUN LOCAL

b065.bdb0.alad 500 20.1.1.55 0x00DC7DCO00000005 RUN LOCAL
MCA1

MCl#show wireless mobility controller client summary

Number of Clients : 2

State is the Sub-Domain state of the client.
* indicates IP of the associated Sub-domain

Associated Time in hours:minutes:seconds

MAC Address State Anchor IP Associated IP Associated Time
b065.bdb0.alad Local 0.0.0.0 20.1.5.2 00:01:04
b065.bdbf.77a3 Local 0.0.0.0 20.1.5.2 00:02:40
20.1.5.2 IP 0.0.00
MA1 MA2
L2

MAl#show wcdb database all

Total Number of Wireless Clients = 0

Mac Address VlanId IP Address Src If Auth Mob

0
MA2#show wireless client summary
Number of Local Clients : 2
MAC Address AP Name WLAN State Protocol
b065.bdb0.alad AP6073.5c90.4e87 1 UP 11n(5)
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b065.bdbf.77a3 AP6073.5c90.4e87 1 )5
11n(5)

MA2#show wcdb database all
Total Number of Wireless Clients = 2
Clients Waiting to Join =
Local Clients =

0
2
Anchor Clients =0
Foreign Clients =0

0

MTE Clients =

Mac Address VlanId IP Address Src If Auth Mob
b065.bdbf.77a3 500 20.1.1.54 0x00EC328000000005 RUN LOCAL
b065.bdb0.alad 500 20.1.1.55 0x00EC328000000005 RUN LOCAL
2
LOCAL

MCl#show wireless mobility controller client summary

Number of Clients : 2

State is the Sub-Domain state of the client.
* indicates IP of the associated Sub-domain

Associated Time in hours:minutes:seconds

MAC Address State Anchor IP Associated IP Associated Time
b065.bdb0.alad Local 0.0.0.0 20.1.7.2 00:00:50
b065.bdbf.77a3 Local 0.0.0.0 20.1.7.2 00:00:50
20.1.7.2 MA2 / IP
0.0.0.0
CAPWAP
MA1

MAl#show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels =1

Number of Capwap Mobility Tunnels = 2

Number of Capwap Multicast Tunnels = 0
Name APName Type PhyPortIf Mode McastIf
Cal 3602I_G1/0/1_66BC data Gil1/0/1  unicast -
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Ca0l -
Caz2 -
Name SrcIP SrcPort DestI
Cal 20.1.5.2 5247 20.1.
Ca0 20.1.5.2 16667 20.1.
Ca2 20.1.5.2 16667 20.1.
Cal CAPWAP 1 Gi1/0/1
Ca0 20.1.3.2
CAPWAP
Ca2 SPG SPG1

CAPWAP

MCl#show capwap summary

CAPWAP Tunnels General Statistics:
Number of Capwap Data Tunnels
Number of Capwap Mobility Tunnels
Number of Capwap Multicast Tunnels

Name APName

mob
mob

P

5.52

3.2
7.2

Cisco

Type PhyPortIf Mode

DstPort

20.1.7.2

unicast -

unicast -

DtlsEn MTU

No 1449
No 1464
No 1464

36021 20.1.5.52

McastIf

Ca0 -
Ca5 3502E_G2/0/25 83A9
Cad 3602I _G2/0/1 3A04

Name SrcIP SrcPort DestI
Cal 20.1.3.2 16667 20.1.
Ca2 20.1.3.2 16667 20.1.
Ca3 20.1.3.2 16667 20.1.
Ca0 20.1.3.2 16667 20.1.
Cab 20.1.3.2 5247 20.1.
Ca4d 20.1.3.2 5247 20.1.

Ca4 Cab5 Gi2/0/1

3502E 20.1.3.54

Ca0 20.1.9.2

CAPWAP

data Gi2/0/25
data Gi2/0/1

P

5.2
7.2
8.2
9.2
3.54
3.53

DstPort

Cisco Access Point 36021 20.1.3.53

unicast -
unicast -
unicast -
unicast -
unicast -

unicast -

DtlsEn MTU

Gi2/0/25
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Cal 20.1.5.2
CAPWAP
Ca2 20.1.7.2
CAPWAP
Ca3 20.1.8.2
CAPWAP
WiSM2 7.3 5508 5760 CAPWAP
CAPWAP
A FnF
interface input Yes - Yes - Yes -
interface output - Yes - Yes - Yes
flow direction Yes Yes Yes Yes Yes Yes
Ethertype Yes Yes - - - -
vlan input Yes - Yes - Yes -
vlan output - Yes - Yes - Yes
dot1q vlan input Yes - Yes - Yes -
dot1q vlan output - Yes - Yes - Yes
dot1q priority Yes Yes Yes Yes Yes Yes
mac source Yes Yes Yes Yes Yes Yes

address input

mac source - - - - - -
address output

mac destination Yes - Yes - Yes -
address input

mac destination - Yes - Yes - Yes
address output

ipv4 version - - Yes Yes Yes Yes

ipv4 tos - - Yes Yes Yes Yes

ipv4 protocol - - Yes Yes Yes Yes / ICMP / IGMP
TCP

ipv4 ttl - - Yes Yes Yes Yes

ipv4 version - - Yes Yes Yes Yes IP_VERSION

ipv4 tos - - Yes Yes Yes Yes IP_TOS

ipv4 ttl - - Yes Yes Yes Yes IP_TTL

ipv4 protocol - - Yes Yes Yes Yes IP_PROT / ICMP /

IGMP TCP

ipv4 source - - Yes Yes - -

address

ipv4 destination - - Yes Yes - -

address

icmp ipv4 type - - Yes Yes - -

icmp ipv4 code - - Yes Yes - -

igmp type - - Yes Yes - -
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- - Yes Yes Yes

ipv6 version Yes IP_VERSION

ipv6 protocol - - Yes Yes Yes Yes IP_PROT / ICMP /
IGMP TCP

ipv6 source - - - - Yes Yes

address

ipv6 destination - - - - Yes Yes

address

ipv6 traffic-class - - Yes Yes Yes Yes IP_TOS

ipv6 hop-limit - - Yes Yes Yes Yes IP_TTL

icmp ipv6 type - - - - Yes Yes

icmp ipv6 code - - - - Yes Yes

source-port - - Yes Yes Yes Yes

destination-port - - Yes Yes Yes Yes

bytes long Yes Yes Yes Yes Yes Yes 18 = FCS

CNT_BYTES_LAYER2_LONG

packets long Yes Yes Yes Yes Yes Yes
timestamp absolute Yes Yes Yes Yes Yes Yes
first

timestamp absolute Yes Yes Yes Yes Yes Yes
last

tcp flags Yes Yes Yes Yes Yes Yes
bytes layer2 long Yes Yes Yes Yes Yes Yes
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