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FÿFèG�Fû 
% $× 
FãFþGlGYGsG0GyFþ% $×FÿF¸Cisco® Catalyst® 3850 GGG2GQGOFþ�ö�•�+�ÕFûFôFÔFö1��ÂFçF¸�_
°FþFïG�Fþ�M+á$×Fú�m

8pFøGAGlG•GWG"�f�jFéG�FãFøF÷FéF¹FãG�G�FþGAGlG•GWFþ0ò(ýFÿ�…FÔG�FëG#F¹ 

�P1ß1�*… 
FãFþGlGYGsG0GyFÿF¸GGGMG•GWG0G{G•Fþ Cisco Catalyst 3850 GGG2GQGOG�FïFÿ Cisco Catalyst 3850 GGG2GQGO GGGMGQG=

H�GGG2GQGOFø/²#'FåG�G�H�FÜ�µG�G�G�G[GQGVG}GŠG=Fþ0¿0£F¸��/æF¸G�FïFÿ'ö#.G"�¸�\FéG�G[GQGVG}GŠG=�•/¡*…FÜ�P1ßF÷

FéF¹FãFþG:G2GWF÷FÿF¸1�*…FÜ Cisco IOS® GKGcGVG4G5G0G"�Q#ÝFçFï)�9‚FÜFÒG�F¸G{GŠG9Gy G6GxG0 G[GQGVG}GŠG;G•G>F¸!“

)zG{GŠG9Gy G6GxG0 G[GQGVG}GŠG;G•G>F¸GzG2Gr 2 FÚG�G�GzG2Gr 3 GGG2GQGOG•G>FúFùFþ�+�ÕFø#Ý1�Fþ%±1‘FÜFÒG�FãFøG"�S

�fFøFçFöFÔG�FéF¹ 

/²0°�2  
FãFþGlGYGsG0GyF÷FÿF¸��Fþ/²0°�2G"�Q#ÝFçFö1��ÂFÚG�G��_��G"/²&gFçFöFÔG�FéF¹ 

�” GAGlG•GW�¡FÿF¸�´�Ð FþGTG;GGGVF÷/²FåG�G�FéF¹ 

�” GEGGGTGnFþ/²&gFÿ screen GcG7G•GVF÷/²FåG�G�FéF¹ 
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�+0[  

���a�æFþ Cisco Catalyst 3850 GGG2GQGOFÿF¸�û��FþG0G=GIGG�™G[GQGVG}GŠG=Fþ#'�~FÚG�G��W�¶Fþ0[�óG" 6FïFçG�FéF¹

FãG�G�FþG[GQGVG}GŠG=FûFÿG�G��¨FßFþGTG=G\G{GFGŠFÜ)�G�3¸G�G�FöFÔG�FïG�F¸�ó
²�öF¸�Ñ�G�öF¸FÚG�G���3>�öG"
�FØFö

FÔG��²0[FÜFÒG�G�FéF¹Cisco Catalyst 3850 GGG2GQGOFÿF¸GEG•GeGyFú�ï�8�öF¸�Ñ�G�öF¸
ƒG�FïG_GcG7GŠGlG•GGG"�f�jFç

G�FéF¹�‚FçFÔ Cisco StackWise-480 GGGMGQG= G0GŠG;GTG=GOGqFÿF¸��#ú�q9×G=GwGGFþGGGMGQG=Fþ�•�æ�œFø�Ÿ
–�ŠG"��

#'FçG�FéF¹ 

Cisco Catalyst 3850 GGG2GQGOFÿ�I�ŠFú���a�æFþ Cisco IOS XE GKGcGVG4G5G0G"GCGkGŠGVFçG�FéF¹GpGFGsGw�ºFþ Cisco 

IOS XE GKGcGVG4G5G0 G0GŠG;GTG=GOGqFûG�G�F¸1Ï�)Fú�µ+�G"�âFñF¸�Ñ�G�öFøGAGGGV� "áFþ9×FÔF¸)+�œFåG�FïGjGŠGNGzGG 

G[GQGVG}GŠG= GCGŠGaGGFÜ��#'FçG�FéF¹ 

Cisco Catalyst 3850 GGG2GQGOFÿF¸�"�MFþ Cisco IOS XE GKGcGVG4G5G0 GgGŠGGFþGeGwGQGVGcG7GŠGnF÷�w)zGCGŠGaGGFø!“

)zGCGŠGaGGFþ�g�‰G"�f�jFéG�F¸�6FþGGGMGQG9GdGy G0G=GIGG�™GGG2GQGOF÷FéF¹ 

FãFþGlGYGsG0GyF÷FÿF¸Cisco Catalyst 3850 GGG2GQGOFþ�_
°Fû�²0[Fú��Fþ�m8pFûFôFÔFö1��ÂFçG�FéF¹ 

1. Cisco Catalyst 3850 GGG2GQGOFþ�6�‡�ì 

2. Cisco Catalyst 3850 GGG2GQGOFþ RTUH�right-to-useH�GwG2GIG•GG GpGUGy 

3. Cisco Catalyst 3850 GGG2GQGOFþGGGMGQG=�S�B 

4. Cisco Catalyst 3850 GGG2GQGOFøFþ)+�œG0G=GIGG 

5. Cisco Catalyst 3850 Switch Database ManagerH�SDMH�GTG•GeGzGŠGV 

Cisco Catalyst 3850 GGG2GQGOFþ�6�‡�ì 

�” GAG•GKGŠGyFþ0¿�� 

�” Cisco IOS XE GKGcGVG4G5G0 G^G•GWGyFÚG�G�G_GQG?GŠGFFþ�+0[ 

�” Cisco IOS XE GKGcGVG4G5G0Fþ2s�· 

�” Cisco IOS XE GKGcGVG4G5G0Fþ�f�‚ 

�” software rollback 

�” software clean 

�” GdGŠGVG{GŠGNFþG0GQGeG>GzGŠGW 

�” G2G•GGGVGŠGy�íG�GpGŠGWG�Fþ&ã/œ 
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GAG•GKGŠGyFþ0¿�� 
Cisco Catalyst 3850 GGG2GQGOH�Cisco Catalyst 3750-X GGG2GQGOFø� �]H�FûFÿF¸�S8�Fþ USB GmGY GAG•GKGŠGy GkGŠGV

Fø*ü8�Fþ RJ45 GAG•GKGŠGy GkGŠGVFþF¸2 FôFþGAG•GKGŠGy GkGŠGVFÜFÒG�G�FéF¹
°�ŠFûFÿH��g�‰F÷FÿFúFßH�FÔFêG�FÛFþ

GkGŠGVG"�Q#ÝF÷FÝG�FéF¹FïFðFçF¸�g�‰FþGkGŠGVFû�–FûGGG2GQGO���ŠFÜFÒG�G�FéF¹ 

GUGcG7GyGVFþGAG•GKGŠGy GkGŠGVFþ3ÿ�Ø0¿��FÿF¸9600 GjGŠF8̧ GUGŠGM GaGQGVF¸G_GxGTG1FúFçF¸1 GGGVGQGe GaGQGVF¸GcG{GŠ�D

�šFúFçF÷FéF¹ 

USB GAG•GKGŠGy GkGŠGVFþ�Q#Ý 

�W 1   USB GAG•GKGŠGy GkGŠGV 

 

USB GAG•GKGŠGy GkGŠGVFÿGUGcG7GyGVFþ'ö#.GkGŠGVF÷F¸G2G•GGGVGŠGy GpGŠGWFøGdGŠGVG{GŠGN GpGŠGWFþ�g�‰F÷GCGkGŠGVFå

G�G�FéF¹ 

USB GkGŠGVG"�Q#ÝFéG��SFûF¸�²0[FúGWGwG2G^G" Cisco.com Fþ��Fþ URL FÛG� PC FûGNG4G•G{GŠGWFçG�FéF¹

http://software.cisco.com/download/release.html?mdfid=282979369&softwareid=282855122&release=3.1 

USB GAG•GKGŠGy GkGŠGVFûFÿF¸1 FÛG� 240 �(Fþ6ëF÷�æ��FåG�Fï�ì6ëFþ)�4#�‹Fû+¬�·$×FûGkGŠGVG"GUG1GIGŠGdGyFûFé

G�F¸0¿���•+�Fú8�G0G=GTG1GaGTG1 GMG2GlGŠFÜFÒG�G�FéF¹8�G0G=GTG1Gd GMG2GnG0G4GV6ë7xG"0¿��FéG�FûFÿF¸��FþGAGlG•GWG"

�Q#ÝFçG�FéF¹ 

 

RJ45 GkGŠGVFþ�Q#Ý 

�W 2   RJ45 GAG•GKGŠGy GkGŠGV 

 

RJ45 GkGŠGVG"�Q#ÝFéG�FûFÿF¸��FþGAGlG•GWG"�Q#ÝFçFöF¸GkGŠGVFþ
ƒ
›8p�)G"0¿��FéG��²0[FÜFÒG�G�FéF¹ 

 

RJ45 GkGŠGVFþ
ƒ
›8p�)G"0¿��FéG�FøF¸
°�ŠFû�PFçFö RJ45 GkGŠGVFÜG2G[GŠGdGyFûFåG�F¸USB GAG•GKGŠGy GkGŠGVFþ


°�ŠFÜGUG1GIGŠGdGyFûFåG�G�FéF¹FïFðFçF¸GGG2GQGOFþ���ŠFÿ�g�‰FþGkGŠGVFû�–FûFÒG�G�FéF¹ 

http://software.cisco.com/download/release.html?mdfid=282979369&softwareid=282855122&release=3.1
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Cisco IOS XE GKGcGVG4G5G0 G^G•GWGyFÚG�G�G_GQG?GŠGFFþ�+0[ 
Cisco Catalyst 3850 GGG2GQGOFÿ Cisco IOS XE GKGcGVG4G5G0G"�Q#ÝFçG�FéF¹Cisco IOS XE GKGcGVG4G5G0FÿF¸�M4�Fþ

G_GQG?GŠGFG"�µG�G^G•GWGyFøFçFö�f�jFåG�G�FéF¹Cisco IOS XE GKGcGVG4G5G0 G^G•GWGyFÿF¸��FþG�FÖFúG2GoGŠGFFþ�è�¡

0d�NG"�Q#ÝFçG�FéF¹ 

<platform_name> -<bundle_feature_set>.<key_ver>.<IOS -XE_version>.<IOS_image_version> .bin  

�[ H�cat3k_caa- universalk9.SPA.03.02.00.SE.150-1.EX.bin 

G^G•GWGyFþ�è�¡0d�NFþ1��Â 

G2GoGŠGF�¡Fþ0[(ò 1��Â  �[  

platform_name  Cisco IOS XE GKGcGVG4G5G0 G^G•GWGyFûG�FóFöGCGkGŠGVFåG�G�GeGwGQGVGcG7GŠGnFþ�¡�SF¹caa Fÿ
)+�œG0G=GIGG G0GŠG;GTG=GOGqG"/²FçG�FéF¹ 

cat3k_caa 

bundle_feature set  Cisco IOS XE GKGcGVG4G5G0 G^G•GWGyFûG�FóFö�f�jFåG�G�GcG1GŠGOGq GIGQGV universalk9 

key_ver  Cisco IOS XE GKGcGVG4G5G0 G^G•GWGyH�G�FïFÿFíG�Fû�µG�G�G�G_GQG?GŠGFF¸G�FïFÿFíFþ�g�‰H�
FÜGUGFGMGy*+�¡FåG�FöFÔG�FãFøG"&gFé 3 �e�ÐFþ�e�Ð�4  

SPA 

IOS_XE_version  G^G•GWGyFþ Cisco IOS XE GKGcGVG4G5G0 GxGxGŠGG$��• 3.2.0SE 

IOS_image_version  G^G•GWGyFû�µG�G�G� Cisco IOS GKGcGVG4G5G0 G_GQG?GŠGFFþ Cisco IOS GKGcGVG4G5G0 G2GoGŠGF
FþG^GŠGFGuG• 

15.0(1)EX 

Cisco IOS XE GKGcGVG4G5G0 G^G•GWGyFûFÿF¸G2G•GGGVGŠGy GeG{GIGG�pFû+¬�·$×Fû�8�BFåG�G�F¸�M4�FþG_GQG?GŠGFFø 

packages.conf  Fø�çG�G�G�GeG{GaGFGuGYG•G> GcG/G2GyFÜ�µG�G�G�FéF¹ 

show version running EXEC GAGlG•GWG"��/œFéG�FøF¸#'�~��/œFåG�FöFÔG�G_GQG?GŠGFFþG^GŠGFGuG•FÜ/²&gFåG�G�

FéF¹ 
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Cisco IOS XE GKGcGVG4G5G0 G^G•GWGyFûFÿF¸��FþG_GQG?GŠGFFÜ�µG�G�G�FéF¹ 

G_GQG?GŠGF�¡ GcG/G2Gy�¡ 
Æ��  

Base  cat3k_caa-base.SPA.03.02.00SE.pkg G9GŠG[GyFþ4Ä�x 

Drivers  cat3k_caa-drivers.SPA.03.02.00.SE.pkg GeGwGQGVGcG7GŠGn GWGwG2G^ 

Infra  cat3k_caa-infra.SPA.03.02.00SE.pkg GEGGGTGn GlG[GŠGFGqF¸G2G•GGGVGŠGwF¸HA GlG[GŠ
GFGqFúFùFþG2G•GcGwGGGVGwG=GOGq GKGcGVG4G5G0 

Cisco IOS Software  cat3k_caa-iosd-universalk9.SPA.150-1.EX.pkg Cisco IOS GKGcGVG4G5G0 G2GoGŠGF 

Platform  cat3k_caa-platform.SPA.03.02.00.SE.pkg Cisco IOS GKGcGVG4G5G0 GeGwGQGVGcG7GŠGnF¸GGGMGQG= 
GlG[GŠGFGqF¸GeGwGQGVGcG7GŠGn GlG[GŠGFGqFúFùFû�[
�wF÷FÿFúFÔGKGcGVG4G5G0 

WCM  cat3k_caa-wcm.SPA.10.0.100.0.pkg G}G2GrGzGG GAG•GVG{GŠGw GKGcGVG4G5G0 

Cisco IOS XE GKGcGVG4G5G0Fþ2s�· 
��FþFÔFêG�FÛFþGpGŠGWF÷ Cisco Catalyst 3850 GGG2GQGOFþ Cisco IOS XE GKGcGVG4G5G0G"2s�·FçFö��/œF÷FÝG�FéF¹ 

�” G2G•GGGVGŠGy GpGŠGWH��N�áFåG�G��·�8GpGŠGWH� 

�” G^G•GWGy GpGŠGW 

G2G•GGGVGŠGy GpGŠGWF÷FþGGG2GQGOFþ2s�· 

�d��FÛG�FÚ���]Fû��,´Få G�Fï Cisco Catalyst 3850 GGG2GQGOFÿF¸G2G•GGGVGŠGy GpGŠGWF÷2s�·FçG�FéF¹Cisco Catalyst 

3850 GGG2GQGOFÿF¸G_GQG?GŠGF GeG{GaGFGuGYG•G> GcG/G2Gy packages.conf  G"�Q#ÝFçFöG2G•GGGVGŠGy GpGŠGWF÷2s�·FåG�

G�FéF¹FãFþGcG/G2GyFÿ�š�fFçFúFÔF÷FßFðFåFÔF¹ 

FãFþ�[F÷FÿFÇisco Catalyst 3850 GGG2GQGOFÿF¸)�G�3¸G�FþGcGwGQGEGs GoGpGxFÛG�+¬�·$×Fû2s�·FéG�G�FÖFû0¿��FåG�

FöFÔG�FéF¹ 

 

show  version GAGlG•GWFþ���ŠFûFÿF¸Cisco Catalyst 3850 GGG2GQGOFþ�·�8GpGŠGWFÜ/²&gFåG�G�FéF¹ 

 

G_GQG?GŠGFFøGeG{GaGFGuGYG•G> GcG/G2GyFÿGcGwGQGEGsFû�A(áFåG�FöFÔG�FéF¹ 

�@H� USB GcGwGQGEGs GWGwG2GdFÛG�F¸G�FïFÿ Trivial File Transfer ProtocolH�TFTPH�G"�Q#ÝFçFöF¸G2G•GGGVGŠGy GpGŠGW

F÷2s�·FéG�FãFøFÿGCGkGŠGVFåG�FöFÔG�FëG#F¹ 

G^G•GWGy GpGŠGWF÷Fþ Cisco Catalyst 3850 GGG2GQGOFþ2s�· 

G^G•GWGy GpGŠGWF÷ Cisco Catalyst 3850 GGG2GQGOG"2s�·FéG�FãFøFÿF¸Cisco Catalyst 3750-X GGG2GQGOF÷�±FÝFú 

Cisco IOS GKGcGVG4G5G0 G2GoGŠGFG"2s�·FéG�FãFøFø� �]F÷FéF¹ 

FãFþGAGlG•GWFÿG^G•GWGy GpGŠGWF÷GGG2GQGOG"2s�·FçG�FéF¹ 
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�@H� G^G•GWGy GpGŠGWF÷GGG2GQGOG"2s�·FéG�FøF¸G2G•GGGVGŠGy GpGŠGWF÷2s�·FéG�G�G�G��¨FßFþGoGpGxFÜ�˜2�FåG�G�FéF¹

FãG�FÿF¸G_GQG?GŠGFFÜG^G•GWGyFÛG��v�“FåG�F¸RAM FûGAGbGŠFåG�G�FïG�F÷FéF¹ 


Æ-¶GcGwGQGEGs GoGpGxF¸�¥4Š USB GWGwG2GdH�usbflash0H�F¸G�FïFÿ TFTP FÛG�G^G•GWGy GpGŠGWF÷GGG2GQGOG"2s�·F÷FÝG�

FéF¹G^G•GWGy GpGŠGWFÿF¸GdGŠGVG{GŠGN GeG{G•GeGVFÛG� Cisco Catalyst 3850 GGG2GQGOG"2s�·FéG�FïG�Fû�Q#ÝFåG�G�FéF¹ 

Cisco IOS XE GKGcGVG4G5G0Fþ�f�‚ 
GGG2GQGOFÜG2G•GGGVGŠGy GpGŠGWFþ���œF¸software Install  GAGlG•GWG"�Q#ÝFçFö�õ�–Fþ�‚FçFÔ Cisco IOS XE GKGcGVG4G5

G0G"G2G•GGGVGŠGyF÷FÝG�FéF¹ 

�@H� FãFþGAGlG•GWFÿF¸Cisco Catalyst 3850 GGG2GQGOFÜG2G•GGGVGŠGy GpGŠGWF÷2s�·FåG�FöFÔG����œFûFþG��µ+�FçG�

FéF¹ 

GGG2GQGOG�FïFÿGGG2GQGO GGGMGQG=Fþ"g�ÂG"&�1�FéG�FûFÿF¸show switch  GAGlG•GWG"�Q#ÝFçG�FéF¹��FûF¸GGG2GQGO 2 FÜ

G0G=GTG1GdFú 2 GGG2GQGO GGGMGQG=Fþ"g�ÂFþ�[G"&gFçG�FéF¹ 

 

��FûF¸2 GGG2GQGO GGGMGQG=FþGKGcGVG4G5G0 G2G•GGGVGŠGyF÷FþGAGlG•GW�S�eFøGAG•GKGŠGy G{G>Fþ�[G"&gFçG�FéF¹ 
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software rollback  
software rollback GAGlG•GWG"�Q#ÝFéG�FøF¸GKGcGVG4G5G0FþG2G•GGGVGŠGy�‹Fû�è�SFþ Cisco IOS XE GKGcGVG4G5G0 G_GQ

G?GŠGFFû�`FéFãFøFÜF÷FÝG�FéF¹software rollback FÿF¸GcG/G2Gy�¡FÜ packages.conf.00- FþG{GŠGyG^GQG= G_GQG?GŠGF

FÜ�aFúFßFøG� 1 Fô�Ñ�~FéG����œFûFðFá�µ+�FçG�FéF¹G{GŠGyG^GQG= GcG/G2GyFÿ Cisco Catalyst 3850 GGG2GQGOFþ Cisco 

IOS XE GKGcGVG4G5G0 G2GoGŠGFFþ�f�‚GeG{GIGG�pFû+¬�·$×Fû�8�BFåG�G�FéF¹ 

��FûF¸�Q#Ý�•+�FúG{GŠGyG^GQG= G_GQG?GŠGFG"�âFôGGG2GQGOFþGcGwGQGEGs GUG1GzG=GVGxFþ�[G"&gFçG�FéF¹ 
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�è�SFþGKGcGVG4G5G0 G2GoGŠGFFû�`FéFûFÿF¸��FþG�FÖFûF¸G{GŠGyG^GQG= G_GQG?GŠGF�¡G"�æ��FçFö software rollback GA

GlG•GWG"�Q#ÝFçG�FéF¹ 

 

softw are clean  
Cisco Catalyst 3850 GGG2GQGOFþGcGwGQGEGs��5�FÿF¸software clean  GAGlG•GWG"�Q#ÝFçFö�ó
²FûGxG9G^GxF÷FÝG�FéF¹Fã

FþGAGlG•GWFÿF¸
Õ6×FúG_GQG?GŠGF GcG/G2GyH�.pkgH�F¸G^G•GWGy GcG/G2GyH�.binH�F¸G�FïFÿGeG{GaGFGuGYG•G> GcG/G2Gy

H�packages.conf*H�G"FéG	Fö�P7VFçG�FéFÜF¸G0G=GTG1GdFú .pkg Fø .conf GcG/G2GyFÿ�P7VFçG�FëG#F¹ 

GGG2GQGOG"2s�·FéG�FïG�Fû�²0[FúG0G=GTG1GdFú .pkg G�FïFÿ .conf GcG/G2GyG"�P7VFéG��•+��öFÜFÒG�FïG�F¸GcGwGQGEGs

FÛG��Y0[FúGcG/G2GyG"�P7VFéG�FøFÝFû delete GAGlG•GWG"�Q#ÝFçFúFÔF÷FßFðFåFÔF¹ 

�@H� software clean GAGlG•GWG"�Q#ÝFéG�FøF¸�²0[FúG{GŠGyG^GQG= GcG/G2GyFÜFãFþ�ï�8FûG�FóFö�P7VFåG�G�FïG�F¸

GGG2GQGOFÿ�è�SFþGKGcGVG4G5G0 G2GoGŠGFFû�`G�FãFøFÿF÷FÝG�FëG#F¹ 

��FûF¸2 FôFþ Cisco Catalyst 3850 GGG2GQGOFþGGGMGQG=F÷Fþ software clean  GAGlG•GWFþ)��ÝFþ�[G"&gFçG�FéF¹ 
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GdGŠGVG{GŠGNFþG0GQGeG>GzGŠGW 

�d����,´�ìFþ Cisco Catalyst 3850 GGG2GQGOFÿF¸)�G�3¸G�FþGcGwGQGEGsFÛG� Cisco IOS XE GKGcGVG4G5G0G"+¬�·GdGŠ

GVFçF¸+¬�·0¿��GNG2G0G{G>G"/²&gFéG�G�FÖFû0¿��FåG�FöFÔG�FéF¹"I�fFúG?GŠGGF÷FÿF¸Cisco IOS XE GKGcGVG4G5G0 G2

GoGŠGFFþG0GQGeG>GzGŠGWFûGdGŠGVG{GŠGNFþG0GQGeG>GzGŠGWFÜ�²0[FûFúG����œFÜFÒG�G�FéF¹ 

��FûF¸Cisco Catalyst 3850 GGG2GQGO GdGŠGVG{GŠGN G2GoGŠGFG"G0GQGeG>GzGŠGWFéG��m8pG"&gFçG�FéF¹ 
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GGGTGQGe 1.   �m�·GdGŠGVG"G2G[GŠGdGyFûFçFöF¸GGG2GQGOFþ7Á ;G"
Ì�ž
°FçG�FéF¹ 

GGG2GQGO�¡G�FïFÿ$��•FøFøG�Fû boot manual  GAGlG•GWG"
°�ŠFçG�FéF¹ 

 

FãG�Fÿ�m�·GdGŠGV�‹FþGGG2GQGO/²&gFþGCG•GeGyF÷FéF¹ 

 

GdGŠGVG{GŠGN GAGlG•GW GeG{G•GeGVF÷GCGkGŠGVFåG�G�GAGlG•GWFþGIGQGVFûFÿ�D7HFÜFÒG�G�FéF¹�Q#Ý�•+�FúGAGlG•GWG"/²&g

FéG�FûFÿF¸$2�e'¢G"
°�ŠFçG�FéF¹ 

�@H� FãFþGlGYGsG0GyFþ�Ü6� A FûF¸GdGŠGVG{GŠGN GAGlG•GWFþ�M0tG"&gFçG�FéF¹ 

GdGŠGVG{GŠGNFþ#'�~FþG^GŠGFGuG•G"/²&gFéG�FûFÿF¸��FþG�FÖFû version  GdGŠGVG{GŠGN GAGlG•GWG"�Q#ÝFçG�FéF¹ 

 

GGGTGQGe 2.   TFTP GCGŠG^FÛG��‚FçFÔGdGŠGVG{GŠGN G2GoGŠGFG"G{GŠGWFçG�FéF¹ 

��FûF¸GdGŠGVG{GŠGNFþGeG{G•GeGVFÛG�GGG2GQGOFû TFTP �K)FG"&�'gFéG��[G"&gFçG�FéF¹ 
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��FûF¸TFTP FÛG�GdGŠGVG{GŠGN G2GoGŠGFG"GAGbGŠFéG��[G"&gFçG�FéF¹ 

 

�@H� USB GcGwGQGEGs GWGwG2GdFÛG�GdGŠGVG{GŠGN G2GoGŠGFG"GAGbGŠFéG�FãFøG�F÷FÝG�FéF¹ 

GGGTGQGe 3.   GGG2GQGOG"GxGIGQGVFçG�FéF¹ 

reset GAGlG•GWF÷GGG2GQGOFÜGxG{GŠGWFåG�F¸�‚FçFÔGdGŠGVG{GŠGN G2GoGŠGFF÷2s�·FçG�FéF¹ 

 

Cisco IOS XE GKGcGVG4G5G0G"G2G•GGGVGŠGyFéG�FûFÿF¸GdGŠGVG{GŠGN GeG{G•GeGVFÛG�G2G•GGGVGŠGy GpGŠGWFû&ã/œFçG�FéF¹ 

GdGŠGVG{GŠGN GeG{G•GeGVFÛG�G2G•GGGVGŠGy GpGŠGWG�Fþ&ã/œ 
Cisco Catalyst 3850 GGG2GQGOFþ Cisco IOS XE GKGcGVG4G5G0 G2GoGŠGFFÿG^G•GWGy G2GoGŠGFFøFçFö4Ä�xFåG�G�FéF¹Gc

GwGQGEGsFûFãFþG^G•GWGyG"%$�KGAGbGŠFçFöF¸GGG2GQGOG"2s�·FéG�FãFøFÿF÷FÝG�FëG#F¹GcGwGQGEGsFû Cisco IOS XE GKGcGV

G4G5G0 G^G•GWGyG"G2G•GGGVGŠGyFçF¸��FûG2G•GGGVGŠGy GpGŠGWG"�Q#ÝFçFöG2G•GGGVGŠGyFåG�FïGKGcGVG4G5G0FÛG�GGG2GQGOG"

2s�·FéG��²0[FÜFÒG�G�FéF¹GcGwGQGEGs GoGpGx
ÆFþ Cisco IOS XE GKGcGVG4G5G0 G2GoGŠGFFÜ%Ú�†FçFï���œFûF¸FãFþ�m8pG"

��/œFçG�FéF¹ 

GdGŠGVG{GŠGN GeG{G•GeGVFÛG�F¸TFTP �K)FG"&�1�FéG�FïG�Fû ping  GAGlG•GWG"�Q#ÝFçG�FéF¹ 

 

TFTP FÛG�GGG2GQGOG"2s�·FçG�FéF¹ 
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GKGcGVG4G5G0 G2GoGŠGF G^GŠGFGuG•FÚG�G�GpGŠGWG"/²&gFéG�FïG�FûF¸show version  GAGlG•GWG"�Q#ÝFçG�FéF¹ 

 

GGG2GQGOFÿ TFTP G�FïFÿ USB GcGwGQGEGs GWGwG2GdFþFÔFêG�FÛFÛG�G^G•GWGyG"G{GŠGWFçFö2s�·FåG�G�FïG�F¸G^G•GWGy 

GpGŠGWFÜ/²&gFåG�G�FéF¹ 

TFTP GCGŠG^G�FïFÿ USB GcGwGQGEGs GWGwG2GdFÛG�GcGwGQGEGsFû�q)
$×FúG^G•GWGy G2GoGŠGFG"GAGbGŠFçG�FéF¹ 

software expand  GAGlG•GWG"�Q#ÝFçFöF¸GcGwGQGEGs
ÆFþG^G•GWGy G2GoGŠGFG"�Ž6äFçG�FéF¹ 

 

G^G•GWGyFÜ�Ž6äFåG�F¸packages.conf GcG/G2GyFÜGcGwGQGEGs GoGpGxFûFÒG�FãFøG"&�1�FçG�FéF¹ 

 

GGG2GQGOG"GxG{GŠGWFçF¸�‚FçFß�8�BFåG�FïGcGwGQGEGsH�packages.confH�F÷2s�·FçG�FéF¹ 
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GUGcG7GyGVF÷FÿF¸software expand  GAGlG•GWFÜGGG2GQGO GGGMGQG=FþG0G=GTG1Gd GGG2GQGOF÷��/œFåG�Fï���œF¸GGGMGQG=
Æ

FþFéG	FöFþGGG2GQGOF÷��/œFåG�G�FéF¹ 

G2G•GGGVGŠGyFåG�FïG2GoGŠGFG"+¬�·G{GŠGWFéG�FûFÿF¸��Fþ�m8pG"��/œFçG�FéF¹ 

no boot manual  GAGlG•GWG"�Q#ÝFçFöF¸�m�·GdGŠGVG"GUG1GIGŠGdGyFûFçG�FéF¹ 

 

boot system  GAGlG•GWG"�Q#ÝFçFöF¸GcGwGQGEGsFÛG�2s�·FéG�G�FÖFûGdGŠGV GAGlG•GWG"�š�fFçG�FéF¹ 

 

copy running -config startup -config  GAGlG•GWG"�Q#ÝFçFöF¸0¿��G"�–�ÑFçG�FéF¹ 

 

show boot  GAGlG•GWG"�Q#ÝFçFöF¸GGG2GQGOFÜGcGwGQGEGs GoGpGxFÛG�2s�·FéG�G�FÖFû0¿��FåG�FöFÔG�FãFøG"&�1�FçG�FéF¹ 

 

Cisco Catalyst 3850 GGG2GQGOFþ Right -to-Use GwG2GIG•GG GpGUGy 

Cisco Catalyst 3850 GGG2GQGOFþ Right-to-UseH�RTUH�FÿFŖMA FþFïG�FþGwG2GIG•GGFþG0GQGeG>GzGŠGWF¸GNG4G•G>

GzGŠGWF¸G�FïFÿ&ã�·G"FÚ���]FÜ(F�"Fú EXEC GAGlG•GWG"�Q#ÝFçFö��3>Fû/œFØG�G�FÖFûFéG�FïG�Fû0¿0£FåG�FïF¸�™8—

GgGŠGGFþGwG2GIG•GG GpGUGyF÷FéF¹RTU GwG2GIG•GG GpGUGyFûG�FóFöF¸FÚ���]Fÿ EXEC GAGlG•GWG"�Q#ÝFçFöF¸GGG2GQGOG�

FïFÿGGG2GQGO GGGMGQG=Fþ% $×FþG2GoGŠGFGgGŠGGFþGwG2GIG•GG GzGgGyH�LAN GgGŠGGF¸IP GgGŠGGF¸FÚG�G� IP GCGŠGaGGH�Fø 

AP-Count G"�æ��F÷FÝG�FéF¹ 
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Cisco Catalyst 3850 GGG2GQGO RTU GwG2GIG•GGFûFôFÔFö 

�” RTU GwG2GIG•GGFÿF¸Cisco Catalyst 3850 GGG2GQGOFøFøG�FûH�G�FïFÿ�9FûH�2N
°FåG�F¸GGG2GQGOFþ�M�–FþGUG^G2

GG IDH�0��� ID + GEGxG0Gy$��•H�FûFÿ6õ4�FçG�FëG#F¹ 

�” GGG2GQGOG"2N
°FéG����œFÿ�@�e�iF÷�æ��FçFïGwG2GIG•GGFÜGeGzG2G•GGGVGŠGyFåG�G�FéF¹ 

�” GwG2GIG•GGG"G0GQGeG>GzGŠGWFéG����œFÿF¸G0GQGeG>GzGŠGW GwG2GIG•GGG"�@�eFçF¸7Á�ÊGwG2GIG•GGG�FïFÿ�3�EFåG�

FïGwG2GIG•GGG"�wFá�vG�FãFøFÜF÷FÝG�FéF¹G6G•GWGtGŠGD GwG2GIG•GG�Î(ÙH�EULAH�G"�wFá
°G�Fï�‹F¸GEG•GeGyFú 

CLI GAGlG•GWG"�Q#ÝFçFöG0GQGeG>GzGŠGWG"G2G[GŠGdGyFûFçG�FéF¹ 

�” 1 �ŽFþGGG2GQGOFÛG��9FþGGG2GQGOFû RTU GwG2GIG•GGG"3?3æFéG����œFÿF¸1 �ŽFþGGG2GQGOFþGwG2GIG•GGG"!“� 

FûFçF¸�9FþGGG2GQGO�VF÷�w� FûFçG�FéF¹ 

RTU GwG2GIG•GG GMG2Ge 
Cisco Catalyst 3850 GGG2GQGO RTU GwG2GIG•GGFûFÿF¸�Ì)F RTU GwG2GIG•GGFø 90 �¥6ëFþ0Û�o RTU GwG2GIG•GGFþ 2 

'�8®Fþ�zFúG9GTGBGxGŠFÜFÒG�G�FéF¹ 

�Ì)F  RTU GwG2GIG•GG 

FãG�FÿF¸�‡7HFþ�)G�FúFÔ�w�qGwG2GIG•GGF÷FéF¹EULA Fû� �–FéG�FøF¸�Ì)F RTU GwG2GIG•GGG"�w� FûF÷FÝG�FéF¹EULA 

FÿF¸�Ì)FGwG2GIG•GGG"2N
°FçFïFãFøG"�S�fFøFçFöFÔG�FéF¹�Ì)F RTU GwG2GIG•GGFûFÿ��Fþ 2 FôFþGMG2GeFÜFÒG�G�FéF¹ 

�” G2GoGŠGFGgGŠGGFþH�G�FïFÿGcG1GŠGOGq GIGQGVH�GwG2GIG•GG 

�” Adder AP-Count GwG2GIG•GG 

G2GoGŠGFGgGŠGGFþGwG2GIG•GGH�FãFþGwG2GIG•GGFÿF¸GGG2GQGOFþ��,´�SFûGEGGGAFûG�FóFö�w� �ìFåG�FöFÚG�F¸G2G[GŠGdGyFû

FéG�FïG�FûFÚ���]
�F÷0¿��Fÿ�²0[FÒG�G�FëG#F¹GCGkGŠGVFåG�G�GwG2GIG•GG GzGgGyFûFÿ LAN GgGŠGGF¸IP GgGŠGGF¸FÚG�

G� IP GCGŠGaGGFÜ�µG�G�G�FéF¹ 

�›GGG2GQGOF¸G�FïFÿGGGMGQG=
ÆFþFéG	FöFþGGG2GQGOFû�PFçFö license right -to-use GAGlG•GWG"�Q#ÝFçFöF¸G2GoGŠGFGgGŠ

GGFþGwG2GIG•GGG"G0GQGeG>GzGŠGWFçFïG�F¸GUG1GIGŠGdGy�ìF¸G�FïFÿ&ã�·F÷FÝG�FéF¹GGG2GQGOG�FïFÿGGGMGQG=G"GxG{GŠGWFçFöF¸

�q9×GzGgGyFþGwG2GIG•GGG"�w� FûFçG�FéF¹FïFøFØG� IP GgGŠGGFÛG� IP GCGŠGaGGFûGwG2GIG•GG GzGgGyG"G0GQGeG>GzGŠGW

FéG����œFI̧P GCGŠGaGGFþGwG2GIG•GGFÿGGG2GQGOG"GxG{GŠGWFéG�Fø�w� FûFúG�G�FéF¹ 

FãFþGAGlG•GWFÿF¸ipservices GwG2GIG•GGG"�w� FûFçFöF¸GGGMGQG=
ÆFþFéG	FöFþGGG2GQGOFþ EULA G"�wFá
°G�G�FéF¹ 
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Adder AP -Count GwG2GIG•GGH�Adder AP-Count GwG2GIG•GGFÿF¸FÂ�QFØFï�(G"3ã�•FéG�FÃGwG2GIG•GGF÷FéF¹G[GQGVG}GŠG=

Fþ�B6×Fû�ÂFèFöG0G=GIGG GkG2G•GV GwG2GIG•GGG"3ã�•F÷FÝG�FéF¹Adder AP-Count GwG2GIG•GGFÿ EXEC GAGlG•GWF÷�w� 

�ìFçF¸GGG2GQGOG"GxG{GŠGWFéG�FãFøFúFßG0G=GTG1Gd�ìFåG�G�FéF¹ 

��FûF¸�w� �ìFåG�Fï  Adder AP-Count GwG2GIG•GGG"�âFôGGG2GQGOFþGwG2GIG•GGFþ�+0[Fþ�[G"&gFçG�FéF¹ 

 

 

��FûF¸!“� �ìFåG�Fï  Adder AP-Count GwG2GIG•GGG"�âFôGGG2GQGOFþGwG2GIG•GGFþ�+0[Fþ�[G"&gFçG�FéF¹ 
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GGGMGQG=FþG2GoGŠGFGgGŠGGFþGwG2GIG•GG 

Cisco Catalyst 3850 GGG2GQGO GGGMGQG=F÷FÿF¸FéG	FöFþGGG2GQGOFÜ� FèG2GoGŠGFGgGŠGGFþGwG2GIG•GGH�IP GCGŠGaGG/IP 

GgGŠGG/LAN GgGŠGGH�FþGzGgGyF÷FÒG��²0[FÜFÒG�G�FéF¹G0G=GTG1GdFúGGG2GQGOFþGwG2GIG•GG GzGgGyFÜ�ö =Fø0bFúFåG�F¸

GoG•G^ GGG2GQGOFþGwG2GIG•GGFÜFíG�Fø�š3QFåG�G�FéF¹�Y�M+´FÜFÒG����œF¸G0G=GTG1Gd GGG2GQGOFûF¸GGGMGQG=�S�BFÜ�»�K

FçFïFãFøG"&gFé syslog GoGQGIGŠGFFÜ/²&gFåG�G�FéF¹ 

FãG�FÿF¸G0G=GTG1Gd GGG2GQGO GAG•GKGŠGyFþ/²&g�[F÷FéF¹ 

 

FãFþGoGQGIGŠGFFÿF¸GoG•G^ GGG2GQGOFþGAG•GKGŠGyFû/²&gFåG�G�FéF¹ 
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GoG•G^ GGG2GQGOFÜGGGMGQG=Fû�g�•F÷FÝG�G�FÖFûFéG�FûFÿF¸G0G=GTG1Gd GGG2GQGO GAG•GKGŠGyFÛG�GwG2GIG•GGG"�w� FûFçFöF¸

GoG•G^ GGG2GQGOH�GGG2GQGO 2H�FþGwG2GIG•GG GzGgGyG"�š�fFçG�FéF¹ 

 

GGG2GQGO 2 FÜ�G�–FûGxG{GŠGWFåG�FïG�F¸G0G=GTG1Gd GGG2GQGOFÜFÒG�GGGMGQG=Fû�g�•FçG�FéF¹ 
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GGGMGQG=Fþ AP-Count GwG2GIG•GG 

AP-Count GwG2GIG•GGFÿ IP GgGŠGGFø IP GCGŠGaGG GwG2GIG•GGFû7HG��Q#Ý�•+�F÷FéF¹Cisco Catalyst 3850 GGG2GQGO GG

GMGQG=Fÿ�q�± 50 �¶FþG0G=GIGG GkG2G•GVG"GCGkGŠGVF÷FÝG�FéF¹AP-Count GwG2GIG•GGFÿF¸Cisco Catalyst 3850 GGG2GQGO

FÜGpGaGxGTG1 GAG•GVG{GŠGwFøGpGaGxGTG1 G6GŠGFG5G•GVFþ�g�‰FøFçFö0¿��FåG�FöFÔG����œFûFðFá�²0[F÷FéF¹Cisco 

Catalyst 3850 GGG2GQGOFÜGpGaGxGTG1 G6GŠGFG5G•GVFøFçFöFþG�0¿��FåG�FöFÔG����œH�GUGcG7GyGV0¿��H�FûFÿF¸AP-Count 

GwG2GIG•GGFÿ�²0[F÷FÿFÒG�G�FëG#F¹GpGaGxGTG1 G6GŠGFG5G•GVF¸GpGaGxGTG1 GAG•GVG{GŠGwF¸FÚG�G�FíFþ�ÚFþ!“)zFÚG�G�GpGa

GxGTG16õ4�FþG6G•GTG1GTG1Fþ0ò(ýFûFôFÔFöFÿF¸Cisco Catalyst 3850 GGG2GQGOFþ)+�œG0G=GIGGFû6õ4�FéG�8oG"�g!·FçFö

FßFðFåFÔF¹ 

Cisco Catalyst 3850 GGG2GQGO GGGMGQG=Fþ AP-Count GwG2GIG•GGFþ)r�XFÿF¸�q�± 50 AP-Count G�F÷F÷F¸FéG	FöFþ�¶

�9GoG•G^Fþ AP-Count GwG2GIG•GGFþ�œ0£Fø'¼FçFßFúG�G�FéF¹GGGMGQG=Fþ AP-Count GwG2GIG•GGFþ)r�XFÿF¸GGGMGQG= GoG•

G^FÜ3ã�•G�FïFÿ�vG�7VFÛG�FïFøFÝFû�s8jG"�wFáG�FéF¹ 

�” �‚FçFÔGoG•G^FÜGGGMGQG=Fû3ã�•FåG�G�FøF¸GGGMGQG=Fþ AP-Count GwG2GIG•GGFþ)r�XFÿ+¬�·$×Fû
Ì0£'ìFåG�G�FéF¹ 

�” GoG•G^FÜGGGMGQG=FÛG��vG�7VFÛG�G�FøF¸�vG�7VFÛG�FïGGG2GQGOFûG�G��s8jG"�wFáFï AP-Count GwG2GIG•GGFÿGG

GMGQG=Fþ�Q#Ý�•+�Fú AP-Count GwG2GIG•GGFþ�œ0£FÛG��ö'ìFåG�G�FéF¹ 

�” �Q#Ý�•+�Fú AP-Count GwG2GIG•GG�XG�G��¨FÔ AP-Count FÜ�K)FFåG�G�FøF¸syslog 1™�ÌGoGQGIGŠGFFû2x4#FÜ

FÒG�FãFøFÜ&gFåG�G�FéF¹GwGQG=FÜGxG{GŠGWFåG�G�G�F÷FÿF¸2x4#�(Fþ�K)F�íG� AP-Count Fÿ�)�•FåG�G�FëG#F¹ 

�” GGGMGQG=FþGxG{GŠGW�‹FûF¸2x4#�(Fþ AP-Count FÜ�œ0£Fþ AP-Count FÛG��P7VFåG�G�FéF¹��FûF¸FãFþGeG{GIGG

FûFôFÔFö1��ÂFçG�FéF¹ 

GGGMGQG= GoG•G^Fþ3ã�•Fþ�[H�3 �ŽFþGGG2GQGOG"�µG� Cisco Catalyst 3850 GGG2GQGO GGGMGQG=F÷F¸�›GGG2GQGOFû 10 Fþ 

AP-Count G"0Á�•FéG� AP-Count GwG2GIG•GGFÜFÒG����œF¸�œ0£F÷ 30 Fþ AP-Count FÜGCGkGŠGVFåG�G�FéF¹�‚FçFÔ 

Cisco Catalyst 3850 GGG2GQGOH�GGG2GQGO 4H�FÜF¸25 Fþ AP-Count G"0Á�•FéG� AP-Count GwG2GIG•GG�ÜFÝF÷GGGMGQG=Fû

3ã�•FåG�Fï���œF¸FãG�G�FþG0G=GIGG GkG2G•GVFþ�œ0£�X 55H�30 + 25H�FÿGGGMGQG=Fþ�D7HG"2xFØG�FïG�F¸GGGMGQG=F÷FÿF¸

�œ0£F÷ 50 Fþ AP-Count FÜGCGkGŠGVFåG�G�FéF¹ 

GGGMGQG= GoG•G^Fþ�P7VFþ�[H��VFþ�[F÷F¸GGG2GQGO 4 FÜGGGMGQG=FÛG��vG�7VFÛG�Fï���œF¸50 Fþ AP-Count FÜGGGMGQG=Fû

�K)FFåG�FöG0G=GTG1GdFûFúFóFöFÔG�FøFÝFÿF¸AP-Count GwG2GIG•GGFÿGGGMGQG=FÜGxG{GŠGWFåG�G�G�F÷ 50 AP-Count FþG�

G�F÷FéF¹GxG{GŠGWFþ�‹F¸GGGMGQG=Fÿ
–Fþ�Í 30 AP-Count Fû�`G�G�FéF¹ 

GGGMGQG=Fþ AP-Count FÜ 50 G"2xFØG�FøF¸AP-Count Fþ2x4#G"&gFé syslog GoGQGIGŠGFFÜF¸G0G=GTG1GdFúGoG•G^ GGG2GQGO

Fû/²&gFåG�G�FéF¹ 
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GUGcG7GyGVF÷FÿF¸Cisco Catalyst 3850 GGG2GQGO GGGMGQG=FÿGpGaGxGTG1 G6GŠGFG5G•GVFøFçFö0¿��FåG�FöFÔG�FéF¹!“)zGwG2

GIG•GG GpGUGyF÷FÿF¸GpGaGxGTG1 G6GŠGFG5G•GVFÿG0G=GIGG GkG2G•GV�XFþG6G•GcG7GŠGGGoG•GV GkG2G•GVF÷FéF¹GpGaGxGTG1 GAG•

GVG{GŠGwFÿG0G=GIGG GkG2G•GV�XFþ'ö#.GkG2G•GVF÷FéF¹Cisco Catalyst 3850 GGG2GQGO GGGMGQG=FÿF¸�_
°0[�óFû�ÂFèFöF¸

GpGaGxGTG1 GAG•GVG{GŠGwG�FïFÿGpGaGxGTG1 G6GŠGFG5G•GVH�G�FïFÿFíFþ�g�‰H�FøFçFö0¿��FéG�FãFøFÜF÷FÝG�FéF¹ 

�W 3 FÿFA̧P-CountF¸GpGaGxGTG1 G6GŠGFG5G•GVF¸GpGaGxGTG1 GAG•GVG{GŠGw6ëFþ�M+á$×FúGwG2GIG•GG GeG{GVGAGyFþG�G��vG�

G"&gFçG�FéF¹ 
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�W 3   GwG2GIG•GG GeG{GVGAGy GAGŠGy GcG{GŠ 

 

�±0d�•Fú�_
°F÷FÿF¸Cisco Catalyst 3850 GGG2GQGO GGGMGQG=G"GpGaGxGTG1 G6GŠGFG5G•GVFûFçF¸5760 !“)zGAG•GVG{GŠGwFÜ

GpGaGxGTG1 GAG•GVG{GŠGwFûFúG�G�FéF¹GpGaGxGTG1 G6GŠGFG5G•GVFøGpGaGxGTG1 GAG•GVG{GŠGwG"�(�mFçFï�_
°F÷FÿF¸AP-Count 

FÿF¸GpGaGxGTG1 GAG•GVG{GŠGw GzGgGyF÷'ö#.FåG�G�FéF¹ 

GGG2GQGO6ëFþGwG2GIG•GGFþ&ã/œ 

Cisco Catalyst 3850 GGG2GQGO6ëF÷���ÆFû RTU GwG2GIG•GGG"&ã/œF÷FÝG�FéF¹G2GoGŠGFGgGŠGG GwG2GIG•GGFø AP-Count 

GwG2GIG•GGFþ�g�‰G"F¸1 �ŽFþGGG2GQGOF÷!“� FûFçF¸�9FþGGG2GQGOF÷�w� FûF÷FÝG�FéF¹GwG2GIG•GGG"!“� FûFéG�FûFÿF¸

license right -to-use deactivate EXEC GAGlG•GWG"�Q#ÝFçG�FéF¹GwG2GIG•GGG"�w� FûFéG�FûFÿF¸license right -to-

use activate EXEC GAGlG•GWG"�Q#ÝFçG�FéF¹ 

��FûF¸FãFþGeG{GIGGFþ�[G"&gFçG�FéF¹ 

�[H�Switch1 Fø Switch2 Fÿ8�GGGMGQG=Fþ"‚'gFçFï Cisco Catalyst 3850 GGG2GQGOF÷FéF¹IP GCGŠGaGG G2GoGŠGFGgGŠGGFþ

GwG2GIG•GGFø 50 Fþ AP-Count GwG2GIG•GGG" Switch1 FÛG� Switch2 Fû&ã�·FéG�FûFÿF¸��FþG�FÖFû/œFÔG�FéF¹ 

GGGTGQGe 1.   Switch1 Fþ#'�~FþGwG2GIG•GGG"&�1�FçG�FéF¹ 

 

GGGTGQGe 2.   Switch1 FÛG�F¸G2GoGŠGFGgGŠGGFþGwG2GIG•GGFÚG�G� AP-Count GwG2GIG•GGG"!“� FûFçG�FéF¹ 
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GGGTGQGe 3.   Switch1 G"GxG{GŠGWFçF¸GwG2GIG•GGFÜ�P7VFåG�FïFãFøG"&�1�FçG�FéF¹ 

 

GGGTGQGe 4.   Switch2 FþGwG2GIG•GGG"G2G[GŠGdGyFûFçG�FéF¹ 

 

GGGTGQGe 5.   Switch2 G"GxG{GŠGWFçF¸G0G=GTG1GdFúGwG2GIG•GGG"&�1�FçG�FéF¹ 
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0Û�o RTU GwG2GIG•GG 

0Û�oGwG2GIG•GGF÷FÿF¸90 �¥6ë!“�qF÷GwG2GIG•GGG"0Û�oFéG�FãFøFÜF÷FÝG�FéF¹0Û�oGwG2GIG•GGG"�w� FûFéG�FûFÿF¸

EULA Fû� �–FçG�FéF¹0Û�oGwG2GIG•GGFþ EULA F÷FÿF9̧0 �¥�è
ÆFû�Ì)FGwG2GIG•GGG"2N
°FéG�FãFøFÜ�•��FåG�FöFÚG�F¸

�Ì)FGwG2GIG•GGG"2N
°FçFúFÔ���œF¸0Û�oGwG2GIG•GGFÿ 90 �¥Fþ)�4#�‹Fû!“� �ìFåG�G�Fé F¹0Û�oGwG2GIG•GGFþ�‡7HFÜ

�)G�G�  10 �¥�SFû!“� �ìFûFôFÔFö1™�ÌFéG� syslog GoGQGIGŠGFFÜ/²&gFåG�F¸�‡7HFÜ�)G�G� 5 �¥�SFûG��9FþGoGQGIGŠ

GFFÜ/²&gFåG�G�FéF¹90 �¥Fþ�‡6ëFþ)
�¢�‹FÿF¸GGG2GQGOG"GxG{GŠGWFéG�G�F÷F¸syslog GoGQGIGŠGFFÜ�–�¥/²&gFåG�G�FéF¹ 

 

�@H� �› Cisco Catalyst 3850 GGG2GQGOF÷F¸1 �GFðFá 90 �¥6ëFþ0Û�oGwG2GIG•GGG"�w� FûF÷FÝG�FéF¹90 �¥Fþ)�4#�‹

FÿF¸� FèGGG2GQGOF÷�‚FïFû 90 �¥6ëFþ0Û�oGwG2GIG•GGG"�w� FûFéG�FãFøFÿF÷FÝG�FëG#F¹ 

0Û�oGwG2GIG•GGG"G2G[GŠGdGyFûFéG�FûFÿF¸��FþGAGlG•GWG"�Q#ÝFçG�FéF¹ 

 

GxG{GŠGW�‹FÿF¸��FþG�FÖFûFúG�G�FéF¹ 
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0Û�oGwG2GIG•GGG"!“� �ìFûFéG�FûFÿF¸��FþGAGlG•GWG"�Q#ÝFçG�FéF¹ 

 

�@H� �GFçFÔGwG2GIG•GG GzGgGyG"�w� FûFéG�FûFÿF¸GGG2GQGOG"GxG{GŠGWFéG��²0[FÜFÒG�G�FéF¹ 

GwG2GIG•GGFþ�Q#Ý"g�#Fþ%�0i 
GwG2GIG•GG�Q#Ý"g�#GzGAGŠGWFÿF¸�¶F»FþGGG2GQGOFû�PFçFö Cisco Catalyst 3850 GGG2GQGOG�FïFÿGGG2GQGO GGGMGQG=F÷�–

�âFåG�G�FéF¹�Q#Ý"g�#Fþ0ò(ýFÿF¸�6�‡GdGŠGVFÛG��›GxG{GŠGWFûG�FïFóFö�–�âFåG�F¸EULA FþGGGTGŠGMGGF¸�Q#Ý"g�ÂF¸

GwG2GIG•GGFþGMG2GeFúFùFþ�_��FÜ�µG�G�G�FéF¹GwG2GIG•GGG"!“� �ìFéG�FøF¸EULA FþGGGTGŠGMGGFÜGxGIGQGVFåG�G�FéF¹

G0G=GTG1GdF÷�Q#Ý�pFþGwG2GIG•GGFþGwG2GIG•GG�_��Fÿ�–�¥�f�‚FåG�F¸show license ri ght -to-use usage GAGlG•GWG"

�Q#ÝFçFö/²&gF÷FÝG�FéF¹ 
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GwG2GIG•GGFþGGGVGzGŠGF'ö#. 
GwG2GIG•GG�_��FÿF¸G0G=GTG1GdFøG^GQG=G0GQGeFþ 2 FôFþ8�/²&gFþGcGwGQGEGs G_GŠGTG1GEGuG•Fû�–�ÑFåG�G�FéF¹��Fþ�_��

F÷FÿF¸GwG2GIG•GG�_��FÜGcGwGQGEGsFû�–�ÑFåG�F¸'ö#.FåG�G��‰�2FûFôFÔFö1��ÂFçG�FéF¹ 

�” FÚ���]FÜ$Î�@FçFïG2GoGŠGFGzGgGyFþGwG2GIG•GG�_��FÿF¸�q�6FûGEGGGAFûG�FóFö�8�BFåG�F¸��,´�ìFþGUGcG7GyGV

FþGwG2GIG•GG GcG/G2GyFû�–�ÑFåG�G�FéF¹ 

�” GwG2GIG•GGFþ0ò(ýGcG/G2GyF÷FÿF¸GCGkGŠGVFåG�G�FéG	FöFþGwG2GIG•GGFþGwG2GIG•GG�_��H�GwG2GIG•GGFþGMG2GeF¸

)/�P�Q#ÝF¸EULA �w#.GGGTGŠGMGGF¸�Q#Ý"g�ÂFúFùH�FÜ)T�âFåG�G�FéF¹ 

�” G0G=GTG1GdFúGwG2GIG•GGFþGwG2GIG•GG�Q#Ý"g�#FÿF¸GwG2GIG•GGFþ0ò(ýGcG/G2GyF÷ 1 �¥Fû 1 �G�f�‚FåG�G�Fé F¹

license right -to-use activate FÚG�G� license right -to-use deactivate GAGlG•GWFÿF¸GwG2GIG•GGFþ0ò(ý

GcG/G2GyG��f�‚FçG�FéF¹ 
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�” GOG5GQG=GCGnFÿF¸GwG2GIG•GG GcG/G2GyFþ�5'`G"75�FFéG�FïG�Fû)T�âFåG�F¸&�1�FåG�G�FéF¹ 

�” G0G=GTG1GgGŠGEGuG•�‹F¸GwG2GIG•GGFÿF¸GxG{GŠGWG�G2GoGŠGFFþG0GQGeG>GzGŠGWFÚG�G�GNG4G•G>GzGŠGW�pG�G0G=GTG1

GdFúG�G��gG�G�FéF¹ 

�” 0¿��G"�˜�dFçFöG�F¸GcGwGQGEGsF÷8�/²&gFûFúFóFöFÔG�FïG�F¸GwG2GIG•GG GcG/G2GyFûFÿ�s8jFçG�FëG#F¹ 

�” GeGwG2GlGx G_GŠGTG1GEGuG•FþGwG2GIG•GG GcG/G2GyFÜ%Ú�†FçFöFÔG�FÛF¸G�FïFÿ�5'`FåG�FöFÔG����œF¸G^GQG=G0GQGe 

G_GŠGTG1GEGuG•FþGwG2GIG•GG GcG/G2GyFÜ�Q#ÝFåG�G�FéF¹ 

�” G_GŠGTG1GEGuG•Fþ�g�‰FÜ%Ú�†FçFï���œF¸GEGGGAFÿ��,´�ìGUGcG7GyGV GcG/G2GyG"�Q#ÝFçFöGwG2GIG•GG GcG/G2GyG"


Ì�8�BF÷FÝG�FéF¹ 

Cisco Catalyst 3850 GGG2GQGOFþGGGMGQG=�S�B 
�+ 0[  
Cisco Catalyst 3K GGG2GQGOFÿF¸GcG7GŠGn GcG/G=GMF¸GGG2GQGOG•G> G;GqG_GEGTG1F¸FÚG�G�G}G2GrGxG•G> G=G{GŠGJGQGVFþ
Õ

6×�öG"�Ñ�GFéG�FïG�FûF¸�û��G[GQGVG}GŠG=FþGGGMGQG;G•G> G0GŠG;GTG=GOGqG"��*OFçG�FéF¹Cisco StackWise® Plus FÿF¸

�Ñ�G�öF¸G_GcG7GŠGlG•GGF¸�Ÿ
–�ŠG"9×G�GEG•GeGyFú4 #ÝG"��#'FéG�F¸�™8—�öFÜ9×FßF¸�œ�ÈFß�_
°FåG�FöFÔG�F¸GAGGGVG_

GcG7GŠGlG•GGFû
ƒG�FïGKGxGsGŠGEGuG•F÷FéF¹���a�æFþGpGFGsGw�ºGGGMGQG=0���G"�S(�FéG�FïG�FûF¸GEGGGAFÿ StackWise 

Plus FþG]GŠGWG4G5G0Fø Cisco Catalyst 3850 GGG2GQGOFþGKGcGVG4G5G0 G0GŠG;GTG=GOGqFû�±�œFú�š�fG"/œFÔG�FçFïF¹�‚

FçFÔ Cisco Catalyst 3850 GGG2GQGOFÿF¸GEGGGAFþ"I��#Ý3õ�¥Fá7Ÿ'��G2°H�ASICH�Fþ9×3ÿ���a�æGTG=G\G{GFGŠG"�ö%�Fø

FçFö�S(�FåG�FöFÚG�F¸�µ+�FÜ1Ï�)F÷�I�ŠFú Cisco IOS XE GKGcGVG4G5G0 G8GhGzGŠGTG1G•G> GEGGGTGnFø)�G��œG�FëFö

�Q#ÝFçG�FéF¹ 

 

�‚FçFÔ StackWise-480 G0GŠG;GTG=GOGqFûG�G�F¸StackWise Plus G�G�G�
ƒG�Fï�µ+�FøGCGŠGaGGFþ�Ñ�G�öF÷F¸9×3ÿFþ

GGGMGQG= GxG•G>G"�S(�FéG�FãFøFÜ�•+�F÷FéF¹�6�‡FþGKGcGVG4G5G0 G^GŠGFGuG•F÷FÿF¸GGGMGQG= GxG•G>G"�g�BFéG�FïG�FûF¸

�q�±F÷ 4 �ŽFþ Cisco Catalyst 3850 GGG2GQGOFþ"@#.GGGMGQG=FÜGCGkGŠGVFåG�G�FéF¹FåG�FæG�FúGkGŠGV�&�Ø0[�óG"GC

GkGŠGVFéG�FïG�F¸FãFþG]GŠGWG4G5G0FÿF¸�"�MGGGMGQG= GxG•G>F÷ 48 GkGŠGVFø 24 GkGŠGVFþ�g�‰FþGGG2GQGOG"GCGkGŠGVF÷FÝ

G�FéF¹GGGMGQG= GpGŠGWF÷�_
°FåG�FöFÔG� Cisco Catalyst 3850 GGG2GQGOFÿF¸�w)zFø!“)zFþ�g�‰FþG[GQGVG}GŠG= GUG^G2

GGG"�µG�Fö 208 GkGŠGVFû&���$×G\G•GdG{GQG;G•G> GGG2GQGOG•G> G_GcG7GŠGlG•GGG"�f�jFéG�G�FÖFû0¿0£FåG�FöFÔG�FéF¹

Cisco Catalyst 3850 GGG2GQGOFÿF¸G]GŠGWG4G5G0FûG�G��•3ÿFåG�FïF¸��� FþFúFÔ
ƒG�Fï)+�œGjGŠGNGzGG G[GQGVG}GŠG= 

GCGŠGaGGFøF¸G6G•GMGŠGeGwG2GHG=GwGGFþGEGGGTGn�Ÿ
–�öG"�f�jFçG�FéF¹H��W 4 FÚG�G� 5 G"�g!·FçFöFßFðFåFÔH�F¹ 

�W 4   Cisco Catalyst 3850 StackWise-480 GGG2GQGO GGGMGQG=Fþ�G8��W 
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�W 5   Cisco Catalyst 3850 StackWise-480 GGG2GQGO GGGMGQG=Fþ*ü8��W 

 

Cisco Catalyst 3850 GGG2GQGOFþGEGGGTGn G0GŠG;GTG=GOGqFÿF¸)+�œG0G=GIGG G2G•GcGwGGGVGwG=GOGqFø1Ï�)Fú)+�œGTG=G\

G{GFGŠFû�š8®FþFúFÔG0GeGxG?GŠGEGuG• G_GcG7GŠGlG•GGG"��#'FéG�GKGxGsGŠGEGuG• G6G•GFG•FøFçFö4
�ìFéG�G�FÖFû0¿0£Få

G�FöFÔG�FéF¹FãFþ�‚FçFÔ Cisco GGG2GQGOFÿF¸G�FéG�Fé0
7§�ìFéG��µ+�1Ï�)FúG[GQGVG}GŠG=G"'ö#.FéG��²0[FÜFÒG�G[GQ

GVG}GŠG='ö#.*…FûF¸GEG•GeGyFúGEGGGTGn�ï�8GRGŠGyG"�f�jFçG�FéF¹ 

Cisco StackWise-480 FÿF¸�›GGGMGQG= GoG•G^ GGG2GQGOFøF¸)+�œFåG�Fï�ö
²7Ÿ�p�ºFþ�D�šFÚG�G�'ö#.GeGzGŠG•FûG�Fó

FöF¸�±0d�•FúG[GQGVG}GŠG=0¿0£Fþ�ï�8G"� "á�ìFéG�FïG�FþF¸��"<Fú�(�SGcG7G}GŠGUG1G•G> G0GŠG;GTG=GOGqG"�f�jFçG�

FéF¹GGGMGQG= GxG•G>Fþ 1 FôFþGGG2GQGOFÜF¸G0G=GTG1Gd GGG2GQGOFû4EG�G�G�FéF¹G0G=GTG1Gd GGG2GQGOFÿF¸G[GQGVG}GŠG=Fø

GtGŠGDFþ�g�‰Fþ0{!lFÛG�GGGMGQG=
²�/Fþ'ö#.GeGzGŠG•G"�D�šFçG�FéF¹�W 6 FÿF¸GGGMGQG= GAG•GcG1G<GsGzGŠGEGuG• GpGŠGW

FþGEGGGTGnFþ"@#.GaGsGŠFø1=#.GaGsGŠG"�š3QFçG�FéF¹ 

�W 6   (F(ò�ìFåG�Fï  Cisco Catalyst 3850 GGG2GQGOFþ"@#.�P1=#.GaGsGŠ 

 

�‚FçFÔ StackWise-480 Fþ��3>�öFþ9×FÔG0GŠG;GTG=GOGqF÷FþGEGGGTGn G{GŠGyFÿF¸show switch  EXEC GAGlG•GWG"�Q

#ÝFçFö&�1�F÷FÝG�FéF¹G[GQGVG}GŠG='ö#.*…FÿGGGMGQG= GxG•G>Fþ�›GoG•G^ GGG2GQGOFþ#'�~Fþ"g�ÂG"�è��FçF¸GiGQGVGGGMG•

G^G2 GpGŠGWFþGGG2GQGOG"1‘�9F÷FÝG�FéF¹GiGQGVGGGMG•G^G2 GGG2GQGOFÿF¸GeGwG2GlGx G0G=GTG1Gd GGG2GQGOFþ7€��G"�è��Fé

G�FøF¸G0G=GTG1Gd G{GŠGyG"�¸FÔG�FéF¹ 

��FûF¸0¿��FþGGG2GQGO G{GŠGyG"/²&gFéG�FïG�Fû�Q#ÝFéG� show switch  GAGlG•GWFþ���ŠFþ�[G"&gFçG�FéF¹ 
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Plug -and-Play GGGMGQG=Fþ�_
° 
GGGMGQG= G0GŠG;GTG=GOGqF÷FÿF¸G}G2GrGxG•G> G=G{GŠGJGQGVFû3ã�•FþGkGŠGVFÜ�²0[Fú���œFûG[GQGVG}GŠG=G"�Ñ�GF÷FÝG�FéF¹

Cisco Catalyst 3850 GGG2GQGOFþG]GŠGWG4G5G0FÚG�G�GKGcGVG4G5G0 G0GŠG;GTG=GOGqFÿF¸�±0d�•FúG[GQGVG}GŠG=�p�•G"$Î

#ÕFåFëFêFûF¸GGGMGQG= GxG•G>Fû�‚FçFÔ Cisco Catalyst 3850 GGG2GQGOG"��
°FéG�FãFøG"�•+�FûFçG�FéF¹GEGGGTGnFÚG�G�

'ö#.�ï�8F¸G[GQGVG}GŠG=0¿��F¸FÚG�G�GVGkG{GFFÜG[GQGVG}GŠG=Fû�PFçFö3ñ4#$×FûFúG�FïG�F¸G0GQGeG>GzGŠGW�pFûG�GaGFG[

GG GAGmGsGYG?GŠGEGuG•FÜ�p�•FåG�G�FãFøFÜFÒG�G�FëG#F¹ 

��FûF¸show switch stack-ports summary  GAGlG•GWFþ���Š�[G"&gFçG�FéF¹ 

 

 

Cisco IOS XE GKGcGVG4G5G0 G]G2G0GgG2GwGaGxGTG1 GcGzGŠGnG}GŠG=FÿF¸Cisco Catalyst 3850 GGG2GQGOFÜ StackWise-

480 GpGŠGWF÷�_
°FåG�FöFÔG����œFÿF¸Cisco Catalyst 3850 GGG2GQGOF÷GUGcG7GyGVF÷G2G[GŠGdGyFûFúG�G�FéF¹�‚FçFßGe

G{GaGFGuGYG•G>FåG�Fï Cisco Catalyst 3850 GGG2GQGOFÿ+¬�·$×FûGGGMGQG= GxG•G>G"�è��FçF¸�·$×Fû)��œFçG�FéF¹Cisco 

StackWise-480 GTG=G\G{GFGŠFÿF¸GEGGGTGnGzGgGy N:1 FþG]G2G0GgG2GwGaGxGTG1G"�G#ÝFçFöFÔG�FéF¹GGG2GQGOG"GGGMGQG=

Fû3ã�•FéG�F¸G�FïFÿGGGMGQG=FÛG��vG�7VFÔFöG�F¸GGGMGQG=F÷FéF÷Fû�w� FûFúFóFöFÔG�G0G=GTG1Gd G{GŠGyFøGiGQGV GGGMG•G^

G2 G{GŠGyFûFÿ�s8jFçG�FëG#F¹ 

Cisco StackWise-480 GpGŠGWFþGGGTGŠGVGcGy GGG2GQGOG8GŠG^GŠH�SSOH�Fþ�Ÿ
–�öG"G2G[GŠGdGyFûFéG�FûFÿF¸� Fè 

Cisco IOS XE GKGcGVG4G5G0 G^GŠGFGuG•FøGwG2GIG•GGF÷�›GGG2GQGOG"0¿��FéG��²0[FÜFÒG�G�FéF¹�W 7 FûF¸GGGMGQG=Fû 

Cisco Catalyst 3850 GGG2GQGOG"3ã�•FéG����œFþ Cisco StackWise-480 FþGEGGGTGn G{GŠGyFÚG�G�G0G=GEGuG•G"&gFç

G�FéF¹ 
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�W 7   Plug-and-Play Cisco Catalyst 3850 GGG2GQGOFþGEGGGTGn G{GŠGyFþ�æ�� 

 

Cisco StackWise-480 0¿0£Fû�[�wFþG]G2G0GgG2GwGaGxGTG1 G0GŠG;GTG=GOGqFÿF¸Flexible NetFlow G� Quality Of 

ServiceH�QoSH�FúFùFþ�(�SG[GQGVG}GŠG= GCGŠGaGGG"G2G[GŠGdGyFûFéG�G�FÛFûF¸FéG	FöFþGGGMGQG= GoG•G^ GGG2GQGOFûGE

GGGTGnGzGgGyFþ
Õ6×�öG"�f�jFçG�FéF¹GGGMGQG=Fþ�ö
²FúGxG{GŠGW�ìFûF¸G0G=GTG1Gd G{GŠGyFÚG�G�GGGMG•G^G2 G{GŠGyFþ

�mG��\FöG"0¿��FéG�FïG�FûF¸FéG	FöFþGGG2GQGOFÜ4E�¥GeG{GIGGFû�g�•FçG�FéF¹GGG2GQGO GeGwG2G8GxGTG1FÚG�G� MAC G0

GWGzGGG"�µG�0
�XFþ�²�óFÜ�š3QFåG�FöF¸GGGMGQG=FþG0G=GTG1Gd GGG2GQGOFøGGGMG•G^G2 GGG2GQGOFÜ4E�¥FåG�G�FéF¹ 

"I��FþGGG2GQGOFûG0G=GTG1Gd G{GŠGyFÚG�G�GGGMG•G^G2 G{GŠGyG"�mG��\FöG�FûFÿF¸GGGMGQG=
ÆFþFéG	FöFþGGG2GQGOFû�P

FçFöGUGcG7GyGVFþGGG2GQGO GeGwG2G8GxGTG1G"0¿��FçG�FéF¹3û�–FÿF¸�6�‡0¿��GeG{GIGG�pFûGeGwG2G8GxGTG1G" 1 �G0¿��Fç

G�FéFÜF¸FãFþ0¿��FÿFÔFôF÷G��š�fF÷FÝG�FéF¹0¿��FåG�FïGGG2GQGOFþGeGwG2G8GxGTG1FÿF¸GGGMGQG=
ÆFþ�›GGG2GQGOFþGdGŠGV

G{GŠGN0¿��F÷�6�ÙFû0¿��FåG�G�FéF¹FãG�FÿF¸GGG2GQGO GeGwG2G8GxGTG1Fþ0¿��FÜF¸FåG�FæG�Fú0¿��GAG•GkGŠG[G•GVFûGeG{

G>GwGnFåG�G�FïG�F¸GGGMGŠGVG0GQGeG�FïFÿ��/œGAG•GcG1G<GsGzGŠGEGuG•FÛG�&�1�F÷FÝFúFÔFãFøG"�–�áFçG�FéF¹GdGŠGVG{GŠ

GNFþGGG2GQGO GeGwG2G8GxGTG1Fþ0¿��FÿF¸2s�·GCG2G=GyFþ6ëFû0Ž�ÒFåG�G�FéF¹NVRAM Fû�–�ÑFåG�FïGGGMGŠGVG0GQGe GA

G•GcG1G<GsGzGŠGEGuG•FÛG�Fÿ1�G��vG�G�G�FëG#F¹ 

GUGcG7GyGVFþGGG2GQGO GeGwG2G8GxGTG1G"�š�fFéG�FûFÿF¸��Fþ EXEC GAGlG•GWG"�Q#ÝFçG�FéF¹ 
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��FûF¸�›GGG2GQGOFÚG�G�FíFþG{GŠGyFþGeGwG2G8GxGTG1Fþ�[G"&gFçG�FéF¹ 

 

Cisco Catalyst 3850 GGG2GQGOFÿF¸�œ�ÈFÔGzG2Gr 2F¸GzG2Gr 3F¸FÚG�G�!“)zFþGGGTGŠGVGcGy�µ+�G"GCGkGŠGVFçFöF¸�p�•

FåG�G�FãFøFþFúFÔG[GQGVG}GŠG=3û�™G"��#'FçG�FéF¹G0G=GTG1Gd GGG2GQGO�VF÷��/œFåG�FöFÔG� Cisco IOS XE GKGcGVG4G5G0

FÜF¸GGGMG•G^G2 GGG2GQGOF÷'�
>FçFöFÔG� Cisco IOS XE GKGcGVG4G5G0FþG2G•GGGMG•GGFûF¸GeG{GVGAGy GGGTGŠGV GlGEG•F¸GK

GcGVG4G5G03?3æGTGŠGdGyF¸FÚG�G�GEGGGTGn0¿��G"GxG0Gy GMG2GnF÷� �‡FçG�FéF¹Cisco IOS XE GKGcGVG4G5G0F÷GiGGGVFåG�

G��ÚFþGeGwG2GlGx GAG0 GCGŠGaGGFÿF¸!“)z�D�šGpGFGsGŠGyH�WCMH�FúFùFþ)+�œG0GeGxG?GŠGEGuG•F÷FéF¹Cisco 

StackWise-480 GpGŠGWF÷FÿF¸WCM FÿF¸G{GŠG9GyFû�K)FFåG�FöFÔFï Cisco Wireless Access PointH�WAPH�F¸!“)zG=

GwG2G0G•GVF¸FÚG�G��(�S�ºGpGaGxGTG1 GbG0Fø3û�™FéG�G0G=GTG1GdFú Cisco Catalyst 3850 GGG2GQGOF÷�·�8FçF¸G{GŠGmG•G> 

G[GQGVG}GŠG= GWGoG2G•G"�S(�FçG�FéF¹GGGMG•G^G2 GGG2GQGOFþ WCM FÿFÇisco IOS XE GKGcGVG4G5G0 GeG{GIGGFøFçFöGiGQ

GVGGGMG•G^G2 GGGTGŠGVFûFúG�G�FéF¹GxG0Gy GMG2GnF÷F¸G0G=GTG1GdFú WCM FÿF¸!“)zGeG{GVGAGyFø Control And 

Provisioning of Wireless Access PointsH�CAPWAPH�GVG•G[Gy�_��FþGGGTGŠGVGcGyFú� �‡G"F¸GGGMG•G^G2 GGG2GQGOFø

��/œFçG�FéF¹G0G=GTG1Gd GGG2GQGOF÷7€��FÜ$Î#ÕFçFï���œF¸GGGMG•G^G2 GGG2GQGOFÜ Cisco WAP FÚG�G�GpGaGxGTG1 GbG0Fø


Ì� �‡FçFöF¸!“)zGAG•GVG{GŠGwFûFúG�G�FéF¹ 

�q�6FþGKGcGVG4G5G0 GxGxGŠGGF÷FÿF¸Cisco Catalyst 3850 GGG2GQGOFÿF¸CAPWAP GVG•G[GyFÚG�G�GNG2GXGmGQG= GVGwG•GG

GkGŠGV�™GIG;GsGxGTG1H�DTLSH�G"GCGkGŠGVFçFöFÔG�FçFïFÜF¸!“)zG=GwG2G0G•GVFþG]G2 G0GgG2GwGaGxGTG1FÿGCGkGŠGVFçFöFÔ

G�FëG#F÷FçFïF¹GGG2GQGOG8GŠG^GŠ�pFûF¸�‚FçFÔG0G=GTG1GdFú WCM Fÿ�q�‹Fû1�1‘FåG�Fï!“)zG=GwG2G0G•GVG"GcGwGQGEGs

FçF¸GUGŠGMGgGŠGGFø3?3æGTGŠGdGyG"
Ì�S(�FçG�FéF¹FíFþ)��ÝF¸!“)zG=GwG2G0G•GVFÿ� Fè�q�6Fþ�m8pH�802.1X 1�0ÉF¸

Dynamic Host Configuration ProtocolH�DHCPH�0[�ÓFúFùH�G"�Q#ÝFçFöF¸�‚FçFÔ!“)zGAG•GVG{GŠGwFøFþ3û�™G"
Ì6äFçF¸

G[GQGVG}GŠG=Fû
Ì�K)FFéG��²0[FÜFÒG�G�FéF¹ 

Cisco Catalyst 3850 GGG2GQGO StackWise- 480 NSF FÚG�G� SSO Fþ�_
°  
�•#Ý�öG"�q�±�ìFéG�FïG�FûF¸Cisco Catalyst 3850 GGG2GQGOFÜ Cisco StackWise-480 GpGŠGWF÷�_
°FåG�FöFÔG����œF¸

SSO �µ+�FÿGUGcG7GyGVF÷G2G[GŠGdGyF÷FéF¹GtGŠGDFÿ Cisco Catalyst 3850 GGG2GQGO GGGMGQG=F÷ SSO �µ+�G"G2G[GŠ

GdGyFûFéG�FïG�Fû0¿��G"/œFÖ�²0[FÿFÒG�G�FëG#F¹SSO FÜ0¿��FåG�Fö�·�8�•+�F÷FÒG�FãFøG"F¸show redundancy 

state GAGlG•GWG"�Q#ÝFçFö&�1�F÷FÝG�FéF¹FãG�FÿF¸GEGGGAFþ StackWise-480 GgGŠGGFþG[GQGVG}GŠG=0¿0£Fþ SSO 
Õ6×

�öG"&gFé���Š�[F÷FéF¹ 
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GGGMGQG= GpGŠGWF÷FÿFÇisco Catalyst 3850 G0G=GTG1Gd GGG2GQGOFÿF¸GGGMG•G^G2 GGG2GQGOFøFþ SSO GeG{GVGAGyFþ� �‡�ì

G"+¬�·$×Fû��/œFçG�FéF¹GUGcG7GyGVF÷FÿF¸Cisco Catalyst 3850 GGG2GQGO GGGMGQG=FþFéG	FöFþGGG2GQGOFþG\G•GGGVGQGe 

GcG7G}GŠGUG1G•G>H�NSFH�GCGdGEGGGTGnFÿF¸NSF GfGyG_GŠ GpGŠGWF÷�·�8FçF¸G0G=GTG1GdFÛG�GGGMG•G^G2H�GzG2Gr 3H�G�Fþ

GGG2GQGOG8GŠG^GŠ�ìFþG\G•GGGVGQGe GUGŠGM3?3æFÚG�G��G�–�G�ŸG"GCGkGŠGVFçG�FéF¹NSF �µ+�G"��/æFéG�FøF¸�‚FçFÔG0

G=GTG1Gd GGG2GQGOFÜ�G�–FûGeG{GVGAGy GGGTGŠGV GlGEG•G"�G�ŸFçFöFÔG�6ëFûF¸GGGMGQG=
ÆFþ�gG�Fþ Cisco Catalyst 3850 

GGG2GQGOFÜGUGŠGM3?3æG")F/œF÷FÝG�G�FÖFûFúG�G�FéF¹GCGkGŠGVFåG�FöFÔG�GeG{GVGAGyFû�PFçFöG>GzGŠGGGcGy GxGGGMGŠGV�µ

+�G"G2G[GŠGdGyFûFéG�FûFÿF¸GyGŠGTG1G•G> G2G•GGGMG•GGF÷�m�·F÷G>GzGŠGGGcGy GxGGGMGŠGV�µ+�G"G2G[GŠGdGyFûFéG��²

0[FÜFÒG�G�FéF¹FãFþ0¿���[F÷FÿFȨnhanced Interior Gateway Routing ProtocolH�EIGRPH�Fþ NSF �µ+�G"G2G[GŠGd

GyFûFéG��[G"&gFçG�FéF¹ 

 

Cisco Catalyst 3850 GGG2GQGOFøFþ)+�œG0G=GIGG 
Cisco Catalyst 3850 GGG2GQGOFÿF¸GGGMGQG=FäFøFû�q�± 50 Fþ%$�K�K)FFåG�Fï Cisco G0G=GIGG GkG2G•GVFø 2000 FþG=Gw

G2G0G•GVFû�PFéG�)+�œG}G2GrGzGG LAN GAG•GVG{GŠGwFøFçFö�µ+�FçG�FéF¹Cisco Catalyst 3850 GGG2GQGOFÿF¸�q�±F÷ 250 

FþGEGGGA G0G=GIGG GkG2G•GVFø 16,000 FþG=GwG2G0G•GVG"GCGkGŠGVFéG��_
°Fþ�ö%�G"�g�BF÷FÝG�FéF¹�¤�ÑFþ Cisco 

Unified Wireless Network Fû)+�œG0G=GIGG�_
°GpGŠGWFÜ�S(�FåG�G�FéF¹ 
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)+�œG0G=GIGG�_
°FÿF¸!“)z LAN GAG•GVG{GŠGwH�WLCH�FÛG�G0G=GIGG G[GQGVG}GŠG=Fþ Cisco Catalyst 3850 GGG2GQGOFû

�µ+�FþFÔFßFôFÛG"�(�SFéG�FãFøFûG�FóFö��#'FåG�G�FéF¹G0G=GIGG GGG2GQGOFÿF¸CAPWAP F÷G9GeGIGy�ìFåG�Fï!“)zGVGw

GcG1GQG=G"G{GŠG9GyF÷)
�¢FåFëF¸!“)zGVGwGcG1GQG=G"�w)zGcGzGŠGnFû�š�nFçG�FéF¹FãG�FûG�G�F¸GGG2GQGOFþ�w)zGVGwGcG1GQG=

Fø!“)zGVGwGcG1GQG=FÜ)+�œFåG�F¸!“)zGVGwGcG1GQG=FûF¸�µ+�FÜ1Ï�)F÷G2G•GTGxGFG5G•GVFú�w)zGCGŠGaGGG"4:#ÝFéG�FãFøFÜF÷

FÝG�FéF¹ 

FãFãF÷FÿF¸Cisco Catalyst 3850 GGG2GQGOFøFþ)+�œG0G=GIGG�_
°FûFôFÔFö0òFçFß1��ÂFçG�FéF¹0ò(ýFûFôFÔFö1��ÂFéG�

�SFûF¸G0G=GIGG GGG2GQGOFû�(�SFåG�G��µ+�G"#.0ŽFéG�FãFøFÜ5�0[F÷FéF¹ 

�(�SFåG�G��µ+�FûG�G���#'FéG�)+�œG0G=GIGG 

��Fþ 3 FôFþGKGcGVG4G5G0�µ+�H�2 FôFÿ�²8rF÷ 1 FôFÿG8GeGEGuG•H�FûG�FóFöF¸WLC F÷!“)zGCGŠGaGGFÜ��#'FçG�FéF¹ 

GpGaGxGTG1 G6GŠGFG5G•GVH�GpGaGxGTG1 G6GŠGFG5G•GVFÿG0G=GIGG GkG2G•GVFÛG�Fþ CAPWAP GVG•G[Gy)
'ƒG"'ö#.FçF¸G{GŠG9

GyF÷��/œFåG�F¸G0G•G9GŠ WLC FÛG�G{GŠGmG•G>FåG�G�F¸G=GwG2G0G•GV G6G•GWGkG2G•GVH�GpG^G2Gy GUG^G2GGH�FþGUGŠGMGgGŠ

GGG"�S(�FçG�FéF¹GpGaGxGTG1 G6GŠGFG5G•GVFÿF¸G{GŠG9GyF÷��/œFåG�G�G=GwG2G0G•GVFûF¸802.1x 1�0ÉF¸GeG{G;GE IGMPF¸FÚ

G�G�GeG{G;GE ARP G"�f�jFçG�FéF¹ 

GpGaGxGTG1 GAG•GVG{GŠGwH�GpGaGxGTG1 GAG•GVG{GŠGwFÿF¸GpGaGxGTG1 G6GŠGFG5G•GVFþGKGcGVG4G5G0�µ+�FþGGGŠG_GŠGIGQGVG"�f

�jFçF¸WLC 6ëG"&ã�·FéG�G=GwG2G0G•GV GGGTGŠGEGuG•Fû�PFçFöGpGaGxGTG1H�G{GŠGmG•G>H�G"'ö#.FçG�FéF¹GpGaGxGTG1 GAG•GV

G{GŠGwFÿF¸DMZ FþG@GGGV G0G•G9GŠ GAG•GVG{GŠGwFø EtheroIP GVG•G[GyG"�S(�FéG�FãFøF÷F¸G@GGGV G0G=GIGG�µ+�G"�f�jFç

G�FéF¹G�FïFŖF GGGhG=GVGwGnH��Y�G�è��F¸�·$×FúGOGqG[Gy�mG��\FöF¸G0G=GIGG GkG2G•GVF÷Fþ��3æG_G}GŠF¸G9G^GzGQGF 

GiGŠGyFþ�è��F¸FÚG�G� Cisco CleanAir® GTG=G\G{GFGŠFúFùH�Fþ�M
–'ö#.G"�f�jFçG�FéF¹ 

FåG�FûF¸GpGaGxGTG1 GAG•GVG{GŠGwG�FéG	FöFþGpGaGxGTG1 G6GŠGFG5G•GVFûG�FïG�G=GwG2G0G•GV GGGTGŠGEGuG•FþGUGŠGMGgGŠGGG"

�S(�FçG�FéF¹GpGaGxGTG1 GAG•GVG{GŠGwFÿF¸FéG	FöFþGpGaGxGTG1 G6GŠGFG5G•GVFþFéG	FöFþG=GwG2G0G•GVFþ Pairwise Master 

Key MasterH�PMKH�FþG;GqGQGEGs�8�BG"/œFÔG�FéF¹FãG�FÿF¸GCGdGWGoG2G•FÚG�G�GpGaGxGTG1 G>GyGŠGe
ÆFþG=GwG2G0G•GV

Fþ9×3ÿG{GŠGmG•G>G"�•+�FûFçG�FéF¹ 

GpGaGxGTG1 GAG•GVG{GŠGwFÿF¸GpGaGxGTG1 GCGdGWGoG2G•G"�D�šFçG�FéF¹GCGdGWGoG2G•FþFéG	FöFþGpGaGxGTG1 G6GŠGFG5G•GVFÿF¸

GpGaGxGTG1 GAG•GVG{GŠGwG�Fþ CAPWAP GpGaGxGTG1 GVG•G[GyG"�g�BFçF¸GpGaGxGTG1 GAG•GVG{GŠGwFûG{GŠG9GyFþG=GwG2G0G•

GVFÚG�G�G{GŠGmG•G>FçFïG=GwG2G0G•GVFþ"g�ÂG"GzGkGŠGVFçG�FéF¹ 

FãG�G�Fþ5�0[Fú�µ+�G"��/œFéG�FïG�F¸GpGaGxGTG1 GAG•GVG{GŠGwFÿ)+�œG0G=GIGG�_
°Fþ�²8r0[(òF÷FéF¹GpGaGxGTG1 GAG•GV

G{GŠGw GKGcGVG4G5G0�µ+�Fÿ Cisco Catalyst 3850 GGG2GQGO GGGMGQG=FþG0G=GTG1Gd GoG•G^Fû�Ñ�~FçF¸G0G=GTG1Gd GGG2GQGO

F÷7€��FÜ$Î#ÕFçFï���œFÿGGGMG•G^G2 GGG2GQGOFû�,FÝ)EFÜG�G�FéF¹GGGMGQG=FþG0G=GTG1Gd GGG2GQGOFÿF¸FéG	FöFþG{GŠG9

GyF÷�K)FFåG�Fï Cisco G0G=GIGG GkG2G•GVFû�PFçFöGpGaGxGTG1 GAG•GVG{GŠGw�µ+�FøGpGaGxGTG1 G6GŠGFG5G•GV�µ+�Fþ�g�‰G"

/œFÖFãFøFÜF÷FÝG�FéF¹ 

G0G=GIGG G[GQGVG}GŠG=Fþ Cisco Catalyst 3850 GGG2GQGOFûFãG�G�Fþ�µ+�G"�(�SFåFëG�FãFøF÷F¸)+�œG0G=GIGG G[GQGVG}GŠ

G=FÿF¸�w)zFþGCGŠGaGGFÚG�G��µ+�FøFøG�FûF¸GGG?GŠGwGdGyF÷��3>�öFÜ9×FßF¸�µ+�1Ï�)Fú!“)zGCGŠGaGGG"�f�jFçG�FéF¹ 

GpGaGxGTG1 G8GwG=GyH�GpGaGxGTG1 G8GwG=GyFÿF¸GpGaGxGTG1 GWGoG2G•FþGpGaGxGTG1 GAG•GVG{GŠGwH�GpGaGxGTG1 GCGdGWGoG2G•H�Fû

G�FïG�G=GwG2G0G•GV GGGTGŠGEGuG•Fþ�•0i�öG")T�âFéG�GKGcGVG4G5G0�µ+�F÷FéF¹GpGaGxGTG1 G8GwG=GyFÿF¸GpGaGxGTG1 G6GŠ

GFG5G•GV - GpGaGxGTG1 GAG•GVG{GŠGw - GpGaGxGTG1 G8GwG=GyFþ7u�™Fþ�õ�–FþG6G•GTG1GTG1F÷FéF¹)+�œG0G=GIGG�_
°FþFïG�Fû

GpGaGxGTG1 G8GwG=GyG"0¿��FéG�FãFøFþ�<!lFÿF¸"IFû0
�XFþGpGaGxGTG1 GAG•GVG{GŠGw#”�CF÷F¸�q�6FþG=GwG2G0G•GV�g�•Fø

G=GwG2G0G•GV G{GŠGmG•G>Fû�PFéG�GAG•GVG{GŠGy G2GgG•GVG" ���FçFö�öG�FéFãFøFûFÒG�G�FéF¹FãFþ�µ+�FÿFÇisco Catalyst 

3850 GGG2GQGOF÷/œFÖFãFøFÿF÷FÝG�FëG#F¹G�FïF¸G0GQGeG>GzGŠGWFåG�FïGKGcGVG4G5G0G"
�FØFï Cisco 5508 WLCFW̧iSM2F¸

G�FïFÿ Cisco 5760 WLC F÷/œFÖ�²0[FÜFÒG�G�FéF¹3û�–F¸GpGaGxGTG1 G8GwG=GyFÿF¸GpGaGxGTG1 GAG•GVG{GŠGw�µ+�G"��/œFç

FöFÔG�GAG•GVG{GŠGw G0GeGwG2G0G•GGF÷GiGGGVFåG�G�FéF¹ 
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G{GŠGyFþ1=#.$×Fú7u�™�ºG>GyGŠGe 

GpGaGxGTG1 G>GyGŠGeH�Cisco Unified Wireless Network FÿF¸G=GwG2G0G•GVFþ9×3ÿG{GŠGmG•G>G"�•+�FûFéG�GpGaGxGTG1 GA

G•GVG{GŠGwFþ1=#.G>GyGŠGeFøFçFöGpGaGxGTG1 G>GyGŠGeG"��*OFçG�FéF¹G�FïF¸GpGaGxGTG1 G>GyGŠGeFÿF¸4E�¥FåG�G�FÛF¸G�

FïFÿ7ü$×Fû0¿��FåG�FïGxGŠGNGŠ GpGaGxGTG1 GAG•GVG{GŠGwFûG�FóFö��/œFåG�G�F¸�M
–$×Fú RRM G"�f�jFçG�FéF¹ 

GGG2GQGO GbG0 G>GyGŠGeH�)+�œG0G=GIGG�_
°FÿF¸1 FôFþGpGaGxGTG1 GAG•GVG{GŠGwH�G�FïFÿGpGaGxGTG1 GCGdGWGoG2G•H�
ÆFþGp

GaGxGTG1 G6GŠGFG5G•GVFþ1=#.G>GyGŠGeFøFçFöF¸GGG2GQGO GbG0 G>GyGŠGeH�SPGH�G"��*OFçG�FéF¹SPG G"0¿��FéG��zFú�<

!lFÿF¸SPG 
ÆFþGGG2GQGOG�G{GŠGmG•G> GVGwGcG1GQG=G"�D7HFéG�FãFøF÷FéF¹GpG^G2Gy G6GŠGFG5G•GVFÜGpGaGxGTG1 GAG•GVG{GŠ

GwFþ 1 FôFþ SPG F÷0¿��FåG�FöFÔG����œF¸GKGcGVG4G5G0FÿGpGaGxGTG1 G6GŠGFG5G•GVFþGGG2GQGO6ëF÷+¬�·$×FûGcGyGoGQ

GEGs CAPWAP GVG•G[GyG"�g�BFçG�FéF¹FãG�G�Fþ CAPWAP GVG•G[GyFÿF¸�"�MFþ VLAN FþGlGyGOGzG2Gr G[GQGVG}GŠG=

0¿0£H�GpGaGxGTG1 G6GŠGFG5G•GVFþGGG2GQGOFÜ L2 7„�KH�FÛF¸GyGŠGTGQGW G0G=GIGG0¿0£H�GpGaGxGTG1 G6GŠGFG5G•GVFþGGG2GQGO

FÜ L3 7„�KH�F÷�g�BF÷FÝG�FéF¹H��W 8 G"�g!·H�F¹ 

�W 8   )+�œG0G=GIGG�_
°Fþ7u�™$×FúG{GŠGy 

 

SPG FûFÿF¸G[GQGVG}GŠG= GtGŠGDFÜ8–)¾FûG{GŠGmG•G>FéG�GWGoG2G•F÷�Q#ÝFåG�G�GpGaGxGTG1 G6GŠGFG5G•GVFþGGG2GQGOG"�µ

G�G��²0[FÜFÒG�G�FéF¹SPG 
ÆG{GŠGmG•G>FûFÿGpGaGxGTG1 GAG•GVG{GŠGwFÿ�µG�G�G�FëG#FÜF¸SPG 6ëG{GŠGmG•G>FûFÿF¸Gp

GaGxGTG1 GAG•GVG{GŠGwG"3û4#FéG�GVGwGcG1GQG=FÜ�²0[F÷FéF¹ 

Cisco Catalyst 3850 GGG2GQGOFûG�G�)+�œG0G=GIGG G[GQGVG}GŠG=Fþ0¿0£ 

�W 9 FÿF¸GpGaGxGTG1 GAG•GVG{GŠGwFøGpGaGxGTG1 G6GŠGFG5G•GVFþ�g�‰FøFçFö�µ+�FéG� 1 �ŽFþ Cisco Catalyst 3850 GGG2GQ

GOG"�âFôF¸�`0d�•GdGwG•GO G8GcG1GG�¥FáFû4:FçFï�_
°G"&gFçG�FéF¹FãFþ�_
°F÷FÿF¸�q�± 50 �ŽFþGEGGGA G0G=GIGG GkG2

G•GVFø 2000 �¶FþG=GwG2G0G•GVFÜGCGkGŠGVFåG�G�FéF¹ 
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�W 9   �`0d�•GdGwG•GOFþ�w)zFÚG�G�!“)zFþFïG�Fþ�"�MFþ Cisco Catalyst 3850 GGG2GQGO GGGMGQG= 

 

�W 10 FÿF¸�p0d�•FÛG��±0d�•FúGdGwG•GO G8GcG1GGFû4:FçFï�_
°G"&gFçG�FéF¹G[GQGVG}GŠG=FûFÿF¸GpGaGxGTG1 GAG•GVG{GŠGw

FøFçFö�µ+�FéG� 1 �ŽFþ Cisco Catalyst 3850 GGG2GQGOFøF¸GpGaGxGTG1 G6GŠGFG5G•GVFøFçFö�µ+�FéG�3ã�•Fþ Cisco 

Catalyst 3850 GGG2GQGOFÜ�µG�G�G�FéF¹GpGaGxGTG1 G6GŠGFG5G•GVFÿ SPG F÷0¿��FåG�G�FéF¹FãFþ�_
°F÷FÿF¸�q�± 50 �Ž

FþGEGGGA G0G=GIGG GkG2G•GVFø 2000 �¶FþG=GwG2G0G•GVFÜGCGkGŠGVFåG�G�FéF¹ 

�W 10   �p0d�•FÛG��±0d�•GdGwG•GOFþ�w)zFÚG�G�!“)zFþFïG�Fþ�"�MFþGpGaGxGTG1 GAG•GVG{GŠGwFø Cisco Catalyst 3850 GGG2GQGO 

 

�W 11 FÿF¸�q�±F÷ 250 �ŽFþGEGGGA G0G=GIGG GkG2G•GVFø 16,000 �¶FþG=GwG2G0G•GVG�F÷�Ñ�GF÷FÝG��p0d�•G;GqG•G_GGFþ

!“)z�_
°G"&gFçG�FéF¹G[GQGVG}GŠG=FûFÿF¸FéG	FöFÜ 1 FôFþGpGaGxGTG1 G>GyGŠGeFû)+�œFåG�FïGpGaGxGTG1 GAG•GVG{GŠGw

H�SPG FþGpGaGxGTG1 G6GŠGFG5G•GVFøFçFö�·�8FéG�3ã�•GGG2GQGOG"�µG�H�FøFçFö0¿��FåG�FïF¸7 �ŽFþ Cisco Catalyst 

3850 GGG2GQGOFÜ�µG�G�G�FéF¹G@GGGV G0G=GIGGFÿ DMZ FþG@GGGV G0G•G9GŠ GAG•GVG{GŠGwFûG�FóFö�f�jFåG�G�FéF¹ 
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�W 11   �p0d�•FÛG��±0d�•FþG;GqG•G_GGFþ�w)zFÚG�G�!“)zFþFïG�Fþ0
�XFþGpGaGxGTG1 GAG•GVG{GŠGwFø Cisco Catalyst 3850 GGG2GQ
GO 

 

�W 12 FÿF2̧50 �ŽFþGEGGGA G0G=GIGG GkG2G•GVFø 16,000 �¶FþG=GwG2G0G•GVG"2xFØFö�Ñ�GF÷FÝG��±0d�•G;GqG•G_GGFþ!“

)z�_
°G"&gFçG�FéF¹FãFþ�_
°F÷FÿFÇisco Catalyst 3850 GGG2GQGOFÿF¸GpGaGxGTG1 G6GŠGFG5G•GVFøFçFö0¿��FåG�F¸GpGaGx

GTG1 GAG•GVG{GŠGwFøFçFö�·�8FéG� Cisco WLCH�G0GQGeG>GzGŠGWFåG�FïGKGcGVG4G5G0FÜG2G•GGGVGŠGyFåG�Fï Cisco 5508 G�

FïFÿ WiSM2 !“)z LAN GAG•GVG{GŠGwF¸G�FïFÿ Cisco 5760 WLCH�FþGbG0F÷FéF¹ 

�W 12   �±0d�•FúG;GqG•G_GGFþFïG�Fþ Cisco 5508 G�FïFÿ Cisco WiSM2 G�FïFÿ Cisco 5760 GAG•GVG{GŠGw G0GeGwG2G0G•GGFø 
Cisco Catalyst 3850 GGG2GQGO 
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G?GŠGG GGGMGUG1H�Cisco Catalyst 3850 GGG2GQGOFøFþ)+�œG0G=GIGGFþ0¿�� 

FãFãF÷FÿF¸Cisco Catalyst 3850 GGG2GQGOFþG}G2GrGzGG GCGŠGaGGG"0¿��FéG��‰�2FûFôFÔFö1��ÂFçG�FéF¹)+�œG0G=GIGG

�_
°FÿF¸�±0d�•GdGwG•GOG�FïFÿ�p0d�•G;GqG•G_GGFþ�_
°Fû$Î�ŽFéG�F¸�`0d�•GdGwG•GOFÛG���G�G�G?GŠGG GGGMGUG1G"

�Q#ÝFçFö&gFåG�FöFÔG�FéF¹ 

�`0d�•GdGwG•GO�_
°Fþ0¿�� 

1 �ŽFþ Cisco Catalyst 3850 GGG2GQGOFÜG0G=GIGG�™G"�g�BFçG�FéF¹FãFþ�[F÷Fþ�(�SFÿF¸�ì�•GGG2GQGOG•G> GEGGGTGn

H�VSSH�0¿��Fþ Cisco Catalyst 4500E Supervisor 7-E GEGGGTGnF÷�S�BFåG�FöFÔG�FéF¹G0G=GIGGFþ L2 VLAN #Ý L3 

GGG2GQGO�ì�•G2G•GMGŠGcG5G2GGH�SVIH�FÜ VSS GEGGGTGnF÷��*OFåG�FöFÔG�GlGyGOGzG2Gr G[GQGVG}GŠG=0¿0£F÷FéF¹Cisco 

Catalyst 3850 GGG2GQGOFÿFéG	FöFþ VLAN G"��3æFéG� 802.1Q GVGwG•G=FøFçFö0¿��FåG�FöFÔG� L2 GkGŠGV GOGqG[GyG"

3ûFèFö VSS Fû�K)FFçG�FéF¹�w)zG=GwG2G0G•GV#ÝFþ VLAN 501F¸!“)zG=GwG2G0G•GV#ÝFþ VLAN 500F¸FÚG�G�GGG2GQGOFø

!“)zFþ'ö#.#ÝFþ VLAN 601 FøFÔFÖF¸3 FôFþ VLAN FÜ�Q#ÝFåG�G�FéF¹G0G=GIGG GkG2G•GVFÿGGG2GQGOFû%$�K�K)FFåG�G�

FéF¹H��W 13 G"�g!·H�F¹ 

�W 13   Cisco Catalyst 3850 GGG2GQGO GpGaGxGTG1 GAG•GVG{GŠGwFøGpGaGxGTG1 G6GŠGFG5G•GV 

 

Cisco Catalyst 3850 GGG2GQGOFþG}G2GrGzGG)
'ƒG"G2G[GŠGdGyFûFéG�FûFÿF¸��FþGAGlG•GWG"�Q#ÝFçG�FéF¹ 

 

ap cdp  GAGlG•GWFÿ Cisco Catalyst 3850 GGG2GQGOFû�K)FFåG�FöFÔG� Cisco G0G=GIGG GkG2G•GVF÷ CDP GeG{GIGGG"G2

G[GŠGdGyFûFçG�FéF¹wireless management interface GAGlG•GWFÿF¸G0G=GIGG GkG2G•GV CAPWAP FÚG�G�FíFþ�ÚFþ 

CAPWAP GpGaGxGTG1 GVG•G[GyFþFïG�Fû�Q#ÝFåG�G�FéF¹wireless mobility controller  GAGlG•GWFÿF¸)+�œG0G=GIGG�_


°FþGpGaGxGTG1 GAG•GVG{GŠGwFþG{GŠGyFøFçFö�µ+�FéG�GGG2GQGOG"G2G[GŠGdGyFûFçG�FéF¹FãFþGAGlG•GWFûFÿF¸GGG2GQGOFþGx

G{GŠGWFÜ�²0[F÷FéF¹0¿��G"�–�ÑFçF¸GGG2GQGOG"GxG{GŠGWFçG�FéF¹ 

��Fþ�m8pFÿF¸!“)zG=GwG2G0G•GVF÷�Q#ÝFéG��P�ÂFéG� VLANF¸1�0ÉFø�/�•�ì�‰�'F¸FÚG�G�FãFþ WLAN Fû�Q#ÝFéG� 

AAA GCGŠG^ GeG{GcG/G2GyFû�‘FóFöF¸Service Set IdentifierH�SSIDH�G"0¿��FçF¸GGG2GQGOFþG}G2GrGzGG LANH�WLANH�Fþ

1�0ÉG"��*OFçG�FéF¹��Fþ�[F÷FÿF¸SSID Fþ�¡�SFÿ Cisco123 F÷F¸!“)zG=GwG2G0G•GVFïFþG�Fû��*OFçFïG=GwG2G0G•GV 
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VLAN 500 G"�Q#ÝFçF¸TKIP F÷ WPAFW̧PA2 G"G2G[GŠGdGyFûFçF¸0¿��Fþ�ÚFþ���dF÷��*OFåG�Fï AAA GCGŠG^F÷ 

802.1X 1�0ÉG"�Q#ÝFçFöFÔG�FéF¹ 

 

open SSID G"0¿��FéG�FûFÿFW̧LAN 0¿��F÷ no security wpa  GAGlG•GWG"�Q#ÝFçG�FéF¹ 

�¦�S
¹�wG;GŠH�PSKH�GIG;GsGxGTG1G"0¿��FéG�FûFÿF¸��FþGAGlG•GWG"�Q#ÝFçG�FéF¹ 

 

��FûF¸show wireless mobility summary  GAGlG•GWFþ���Š�[G"&gFçG�FéF¹ 

 

��FûF¸show wlan summary  GAGlG•GWFþ���Š�[G"&gFçG�FéF¹ 
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��FûF¸show capwap summary  GAGlG•GWFþ���Š�[G"&gFçG�FéF¹ 

 

show capwap summary  GAGlG•GWFþ���ŠFÿF¸2 FôFþGUGŠGM CAPWAP GVG•G[GyFÜ Cisco G0G=GIGG GkG2G•GVF÷�g�B

FåG�FöFÔG�FãFøG"&gFçG�FéF¹G0G=GIGG GkG2G•GV 3502E FÿG<G:GaGQGV G2GŠGCG[GQGV 2/0/25 Fû�K)FFåG�F¸G0G=GIGG GkG2G•

GV 3602I FÿG<G:GaGQGV G2GŠGCG[GQGV 2/0/1 Fû�K)FFåG�G�FéF¹ 

GGG2GQGOFø!“)zFþ'ö#. IP G0GWGzGGFÿ 20.1.3.2 F÷FéF¹FãG�FÿF¸G0G=GIGG GkG2G•GVFûGUGŠGM CAPWAP GVG•G[GyG"�g�B

FéG�FïG�FûGGG2GQGOFÜ�Q#ÝFéG�3æ�™
– IP G0GWGzGGF÷FéF¹ 

G0G=GIGG GkG2G•GV IP G0GWGzGGFÿF¸��
›GkGŠGV 63584 �VFþ 20.1.3.54 FøF¸��
›GkGŠGV 58274 �VFþ 20.1.3.53 Fþ��
› 

IP G0GWGzGGF÷FéF¹ 

�±0d�•GdGwG•GOG�FïFÿ�p0d�•G;GqG•G_GG�_
°Fþ0¿�� 

�"�MGGG2GQGOFþG[GQGVG}GŠG=FÜ�Ñ�±FçF¸G[GQGVG}GŠG='ö#.*…FÿG�G��¨FßFþ Cisco Catalyst 3850 GGG2GQGOG"3ã�•FçFöF¸

G�G��¨FßFþG6G•GWGkG2G•GVFøGUG^G2GGFû!“)zG9G^GzGQGFG"�Ñ�GFéG��²0[FÜFÒG�G�FéF¹ 

�¤�ÑFþ Cisco Catalyst 3850 GGG2GQGOFÿF¸GpGaGxGTG1 GAG•GVG{GŠGwFû�gG�G�FéF¹3ã�•Fþ  Cisco Catalyst 3850 GGG2GQGO

FÜ3ã�•FåG�F¸GpG^G2Gy G6GŠGFG5G•GVFøFçFö0¿��FåG�G�FéF¹GpGaGxGTG1 G6GŠGFG5G•GVFÿ 1 FôFþGGG2GQGO GbG0 G>GyGŠGe

H�SPGH�F÷0¿��F÷FÝG�FéF¹H��W 14 G"�g!·H�F¹ 

�W 14   Cisco Catalyst 3850 GGG2GQGO GpGaGxGTG1 GAG•GVG{GŠGwFÚG�G� SPG 

 

��FûF¸GpGaGxGTG1 GAG•GVG{GŠGw GGG2GQGOFþ SPG ��*OFøGoG•G^Fþ0¿���‰�2Fþ�[G"&gFçG�FéF¹ 
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GGG2GQGO GbG0 G>GyGŠGeH�SPG1H�FÿGpGaGxGTG1 GAG•GVG{GŠGwF÷��*OFåG�G�FéF¹SPG1 Fû�µG�G�G�GpGaGxGTG1 G6GŠGFG5G•GV

FþGGG2GQGOFÿF¸GGG2GQGOFø!“)zFþ'ö#. IP G0GWGzGG 20.1.5.2 FÚG�G� 20.1.7.2 Fû0¿��FåG�G�FéF¹ 

GpGaGxGTG1 G6GŠGFG5G•GVFþGGG2GQGOF÷F¸GpGaGxGTG1 GAG•GVG{GŠGwF¸SSIDFW̧LANF¸FÚG�G�1�0É�‰�'G"0¿��FçG�FéF¹��FûF¸

�W 14 Fþ MA1 FøFÔFÖGGG2GQGOFþ0¿��Fþ�[G"&gFçG�FéF¹ 

 

GpGaGxGTG1 GAG•GVG{GŠGw GGG2GQGOFþGGG2GQGOFø!“)zFþ'ö#. IP G0GWGzGGFÿ 20.1.3.2 F÷FéF¹ 

GGG2GQGOFø!“)zFþ'ö#.G2G•GMGŠGcG5G2GGFÿ VLAN 602 F÷FéF¹ 

GpGaGxGTG1 G6GŠGFG5G•GV GGG2GQGOFûGpGaGxGTG1 GAG•GVG{GŠGw GGG2GQGOG"�K)FFéG�G=GwG2G0G•GV VLAN Fÿ VLAN 500 F÷FéF¹ 

��FûF¸�W 14 Fþ MA2 FøFÔFÖGGG2GQGOFþ0¿��Fþ�[G"&gFçG�FéF¹ 

 

GpGaGxGTG1 GAG•GVG{GŠGw GGG2GQGOFþGGG2GQGOFø!“)zFþ'ö#. IP G0GWGzGGFÿ 20.1.3.2 F÷FéF¹ 

GGG2GQGOFø!“)zFþ'ö#.G2G•GMGŠGcG5G2GGFÿ VLAN 603 F÷FéF¹ 

GpGaGxGTG1 G6GŠGFG5G•GV GGG2GQGOFûGpGaGxGTG1 GAG•GVG{GŠGw GGG2GQGOG"�K)FFéG�G=GwG2G0G•GV VLAN Fÿ VLAN 500 F÷FéF¹ 

�@H� SPG ��*OFÚG�G� SPG FþGoG•G^GŠGEGQGeFÿF¸GpGaGxGTG1 GAG•GVG{GŠGw GGG2GQGO�VF÷FþG�0¿��FåG�F¸GpGaGxGTG1 

GAG•GVG{GŠGw��*OFÿGpGaGxGTG1 G6GŠGFG5G•GV GGG2GQGOF÷0¿��FåG�G�FéF¹�ö
²Fú0¿��FÿF¸�Ü6� B Fû�p6�FåG�FöFÔG�FéF¹ 
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GpGaGxGTG1 GAG•GVG{GŠGwFû��*OFåG�Fï SPG FþGoG•G^GŠGEGQGeFÿF¸GpGaGxGTG1 GAG•GVG{GŠGw GGG2GQGOFøGpGaGxGTG1 G6GŠGFG5

G•GV GGG2GQGO6ëFþG0G=GIGG G[GQGVG}GŠG=FÜGzG2Gr 2 FÛGzG2Gr 3 FÛFûG�FóFöFÿ�š�fFåG�G�FëG#F¹ 

�@H� 9×�ØFú)+�œG0G=GIGG0¿��FÿFÄCisco Catalyst 3850 Switch Services GuideFÅF÷1��ÂFåG�FöFÔG�FéF¹ 

Cisco Catalyst 3850 Switch Database Manager GTG•GeGzGŠGV 

Cisco Catalyst 3850 Switch Database ManagerH�SDMH�GTG•GeGzGŠGVF÷FÿF¸GGG2GQGOF÷G2G[GŠGdGyFûFúFóFöFÔG�GwG2

GIG•GG GzGgGyFÚG�G��µ+�Fû�öFõFÔFöG]GŠGWG4G5G0 GxGKGŠGGG"0¿��F÷FÝG�FéF¹Cisco Catalyst 3850 GGG2GQGOF÷��Fþ 2 

FôFþ SDM GTG•GeGzGŠGVFÜ�f�jFåG�G�FéF¹ 

9×�ØH�FãG�FÿF¸FéG	FöFþGwG2GIG•GG GzGgGyFþGUGcG7GyGV GTG•GeGzGŠGVF÷FéF¹9×�ØFú SDM GTG•GeGzGŠGVFÿF¸NetFlowF¸

GIG;GsGxGTG1 G0G=GIGG GAG•GVG{GŠGyF¸GcG{GŠ SPANF¸GlGyGOG;GqGGGV G>GyGŠGeFúFùFþ�Ñ�G�µ+�#ÝFþGEGGGTGn GxGKGŠGG

G"�q�±�ìFçG�FéF¹ 

VLANH�FãFþGTG•GeGzGŠGVFÿF¸LAN GgGŠGGFþGwG2GIG•GG GzGgGyF÷FþG��Q#Ý�•+�F÷F¸Cisco Catalyst 3850 GGG2GQGOFÜ

GzG2Gr 2 GGG2GQGOFøFçFö�_
°FåG�FöFÔG����œFûG2G[GŠGdGyFûFåG�G�FéF¹!“)z�µ+�FÿFãFþ SDM GTG•GeGzGŠGV0¿��F÷Fÿ

�µ+�FçG�FëG#F¹ 

SDM GTG•GeGzGŠGV GxGKGŠGGH�VLAN FÚG�G�9×�Ø 
/² 1 FûFV̧LAN FÚG�G�9×�ØFú SDM GTG•GeGzGŠGVFþGxGKGŠGG�mG��\FöG"0òFçFß1��ÂFçG�FéF¹FãG�G�FþGxGKGŠGGFþ�mG��\

FöFÿ L2 Fø IPv4 �µ+�Fû�öFõFÔFöFÔG�FéF¹IPv6 �µ+�Fÿ IPv4 GTGŠGdGy G6G•GVGxFþ Ternary Content Addressable 

MemoryH�TCAMH�FþGTGŠGdGy GCG2GHG" 2 �¸�˜2�FéG�FïG�F¸GGG2GQGOFÿF¸IPv6 Fû�PFçFö TCAM GTGŠGdGy G6G•GVGx�X

Fþ���(G"GCGkGŠGVFçG�FéF¹ 

/²  1 SDM GTG•GeGzGŠGVFþGxGKGŠGG�mG��\Fö 

GxGKGŠGG 9×�ØFúGTG•Ge
GzGŠGV 

VLAN GTG•Ge
GzGŠGV 

GxGKGŠGGFþ1��Â 

VLAN Fþ�X 4094 4094 VLAN Fþ�q�±�X  

GtGYG;GqGGGV MAC G0GWGzGG 32768 32768 GtGYG;GqGGGV MAC G0GWGzGGFþ�q�±�X 

G8GŠG^GŠGcG{GŠ GtGYG;GqGGGV MAC G0GW
GzGG 

512 512 GtGYG;GqGGGV MAC G0GWGzGGFþ�D7HFû�?4)FçFï���œFû�Q#Ý 

IGMP FÚG�G�GlGyGOG;GqGGGV G>GyGŠGe 8192 8192 IGMP FÚG�G�GlGyGOG;GqGGGV G>GyGŠGeFþ�q�±�X 

G8GŠG^GŠGcG{GŠ IGMP FÚG�G�GlGyGO
G;GqGGGV G>GyGŠGe 

512 512 �q�± IGMP FÚG�G�GlGyGOG;GqGGGV G>GyGŠGeFþ�D7HFû�?4)FçFï���œ
Fû�Q#Ý 

GiGGGVFû%$�K�K)F 32768 32768 GCGkGŠGVFåG�G�%$�K�K)FFåG�FïGiGGGV GyGŠGVFþ�q�±�X 

6ë�KGyGŠGV 8192 8192 GCGkGŠGVFåG�G�6ë�KGyGŠGVFþ�q�±�X 

GIG;GsGxGTG1 G0G=GIGG GAG•GVG{GŠGy G6G•
GVGx 

3072 3072 GIG;GsGxGTG1 ACE Fþ�q�±�X  

QoS G0G=GIGG GAG•GVG{GŠGy G6G•GVGx 2816 3072 QoS ACE Fþ�q�±�X  

GkGxGEGŠGgGŠGG GyGŠGTG1G•G> ACE 1280 0 PBR ACE Fþ�q�±�X  

NetFlow ACE  1024 1024 NetFlow ACE Fþ�q�±�X  

GcG{GŠ SPAN ACE 256 256 SPAN ACE Fþ�q�±�X  

GVG•G[Gy 256 0 CAPWAP GVG•G[GyFþ�q�±�X  

GAG•GVG{GŠGy GeGzGŠG• G6G•GVGx 512 512 
Æ4ŠGKGcGVG4G5G0 G_GwGoGŠGM 


°�Š  NetFlow GcG{GŠ 8192 16384 
°�Š NetFlow GcG{GŠFþ�q�±�X 

���Š  NetFlow GcG{GŠ 16384 8192 ���Š NetFlow GcG{GŠFþ�q�±�X 

SDM GTG•GeGzGŠGV GAG•GcG1G<GsGzGŠGEGuG• 
SDM GTG•GeGzGŠGVG"�š�fFéG�FûFÿF¸sdm prefer GAG•GcG1G<GsGzGŠGEGuG• GAGlG•GWG"�Q#ÝFçG�FéF¹ 
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GGG2GQGOG"GxG{GŠGWFçFöF¸SDM GTG•GeGzGŠGVFþ�š�fG"��/œFçG�FéF¹ 

show s dm prefer  GAGlG•GWG"�Q#ÝFçFöF¸GxG{GŠGW�‹Fû#'�~Fþ SDM GTG•GeGzGŠGVFþ0¿��G"&�1�FçG�FéF¹ 

 

FãG�G�Fþ�X�ÍFÿ L2 FÚG�G� IPv4 �µ+�Fû4:FçFöFÔG�FéF¹�¸FþG6G•GVGx GCG2GHG"�˜2�FéG� IPv6 FúFùFþ�µ+�Fþ���œF¸��

�(FþG6G•GVGxFþG�G"�8�BF÷FÝG�FéF¹ 

Cisco Catalyst 3850 GGG2GQGO GGGMGQG=F÷FÿF¸SDM GTG•GeGzGŠGVFþ�Y�M+´Fÿ5�0[F÷FÿFÒG�G�FëG#F¹GwG2GIG•GG GzGgGy

FÜ�M+´FçFöFÔG�7HG�F¸SDM Fþ�Y�M+´Fÿ!“0iFåG�F¸FéG	FöFþGGG2GQGO GGGMGQG=FÿG0G=GTG1Gd GGG2GQGO SDM GTG•GeGzGŠ

GVG"�Q#ÝFçG�FéF¹ 

SDM GxGKGŠGGFþ%�0i 
SDM GTG•GeGzGŠGVFþGxGKGŠGGFÿF¸Cisco Catalyst 3850 GGG2GQGOFÜ�G�–Fû�·�8FéG�FïG�FûFÝG�G�Fö5�0[F÷FéF¹FãG�G�

FþGxGKGŠGGFÿF¸�µ+�G��S�BFÚG�G�GVGwGcG1GQG= GeG{GcG/G2GyFû�öFõFÔFö�˜2�FåG�G�FéF¹TCAM GxGKGŠGGFþ�Q#Ý"áG"Gp

GYGMFéG�H�Embedded Event Manager GGG=GxGeGVG"�Q#ÝFéG�FúFùH�FãFøG"�N�áFçG�FéF¹ 

��FûF¸ASIC 0 FþGxGKGŠGG�Q#Ý"áFþ�[G"&gFçG�FéF¹ 
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�Ü6�  AH�GdGŠGVG{GŠGN GAGlG•GWFþGxGGGV 
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�Ü6�  BH�Cisco Cat alyst 3850 GGG2GQGOFþGpGaGxGTG1 G6GŠGFG5G•GVFøGpGaGxGTG1 GAG•GVG{GŠGwFþ0¿
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