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A—FENFEEA,

RET7ITSATUVRATOWeb AV B3—T T A ANDT IV EAD A R—

7Lk

FIE 1

FIg 2

F7 )N TIZ HITP BLORHTTPS A > Z— 7 = A ZAIRBT S5 A4 7 A THSLE N F
Fh,. 2 NoDFa F AV EFNNITACIE. A~ R4y A B —T oA ASERTHHME
NdH 0 FET,

AV RITIA A F =T 2 A AT I RALET A~ R I A F =T =2 A A~DT
7EAB-1 "=V)2ZHRL TSN,

interfaceconfig A ¥ F&EITLET,
Zur 7 hTEnter ¥—%M¥ & TV NMEBZITANLNET,
HTTP B L O HTTPS 7' u> 7 h 2 RBEL MHHT L7 aharz A x—7 0L £7,

FTSATPUAWebh A2 B3—TD T A RAADT LR

FIE 1

GE)

[ZC®HBHIIC
W7 FIZAT VAR L CWAERIXARET T I A T ATO Web A Z—T = A A~
DT TEBADA =T NAL(1-4 X—) 2B TLTE &0,

TSN ERME Wb EX2UT 4 TFXF5AT L ZADIP TRV RA(FHRITARA N EASL
T T I TAT VANERNICHEESNTWRWEARIX. T 7 4V bR EEHEHL £97,

https://192.168.42.42:8443

E s

http://192.168.42.42:8080

Z 2T 192.168.42.42 X7 7 #/V M IP 7T R L A 8080 (L. HTTP DT 7 /L k DEH KR — ks DFR
E.8443 X HTTPS ®F 7 # /L b OFE KR — K TI,

TTIAT UV ANBERES N TODERITIMIA—FDOIP TRV A(EIIARARNE) 2
AL E£4,

TTIAT VAT D EERFAR—NEEEHEANTILERH Y 5 (T 7 4V MFA—h
8080)  Web /> ¥ —7 = f AT V7 BATHEZILR—FNEFERELRZNE T 7 4L K
AR—1 802V [T A A7 L7 v% T (Proxy Unlicensed)] =7 — RX—URFRRINET,
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FIE 2

FIE 3

Cisco SensorBase +rv F7—%~ W

TIIGAT o ADRT A VBHPERSNIEO T T ITAT VAT 78 AT 50—
HEeNRATL =X ATJLET,

TIANDT T T IAT Y AZFUTO2—=FH ENRRAT L —=XR3 R L £7,
. :L*“]j‘% :admin
e /XA L —X:ironport

admin DL —HFH T T AT HDORHD TOERARIT ANAT L =R ICERTH LI KD
bILET,

B Da2—PL TOREDT T T AT 2 ZA~DT 7% AT (Lh, ki & & ie) # FoRmT 51
X T 7V —vary U R0 ED [n7 (2 (Loggedinas)] =2 b U DHIIZH D [fxir
DT 7T 4T 4 (recent-activity) ] 74 2> (ENT i KBTI NE 27V v 7 LET,

Web 1> 2 —J 2 A ATHDEEDELE

~

()

FIE 1
FIE 2
FIE 3

TARTEAI Y DRI EEOBRELLZIT) Z LN TEET,

e

[Z8 ¥ % fife & (Commit Changes) | R ¥ > %27 U v 7 L E£7,
BN D5E.[2 A2 b (Comment)] 7 4 —/VRIZa A b aE AL ET,
[ % % Mg & (Commit Changes) ] 27 U v 7 L ¥7,

Web 1 3—T A ATHODEEABZDI )T

FIE 1
FIg 2

[Z 5 % fife £ (Commit Changes) | R ¥ > & 27 U v 7 L E7,
[4 % % it 3£ (Abandon Changes)] & 27 V v 7 L 7,

Cisco SensorBase *v k0 —%

Cisco SensorBase *v b UV —Z T AT DMELTL DR AL 2B L. A X —Fv b T
T4 7D =) gy TF URNEHFFTDEBOET — X ~X— AT, SensorBase
TBERD A F—=Fy b R AL OEFEEONMZ > 2 2 (TRl 3, Web £F 2 U 7 o
T 7T AT A L. SensorBase T —4% 7 4 — R EZHHAL T Web L ¥ a5 —3 3 A3 7 %[k
EEEFET,
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W Cisco SensorBase kv k7 —4

SensorBase DF|m & TS M/ > —

Cisco SensorBase X b U — 27 ~OBNML. v AaNT —F Z WL L T, SensorBase & & F
T—HNR—RALZOT =G THEEBERLET, 20T — X IIFEREMEICET D 1E
WBLOT T A T ANEREWIT D HENGENET,

VRAIT TANY —EHEFFT O EEEA B L TR 2 — AR T L — X EOfE A
M EIITEBEROINE EZIIEA L FEA, £ 7 7 A4 &R A M 412k < URL Bk
X B A RAET D 12D b SNV E T,/ 5L S HTTPS N 7 %7 2 a2 > Tl
SensorBase X U —ZIZIP 7 RL A Web L BT — gy 2Aa7 BLOHFEHEBRO Y —
NRLEDURL T3V ORHEZIEL T,

SensorBase X N U — 7 ~OBNCRAETAHE. T 77 ATV AnLEEINZT —XIT
HTTPS il L T RICIESNET, T — X2 ILAT 5 & Web X— 2Dk L T,
BOOLDLT 7T 48T AL RERELRET I Aa0fErMEL £7,

Cisco SensorBase Yy F J—O~ADZSMD A +—T Lk

~
(%)

FIE 1
FIE 2

FIE 3

FIg 4

FIg 5

FIE 6

VAT AOBRERZT 7 /L kT [FE%E SensorBase % v b U — 7 (Z& 1 (Standard SensorBase
Network Participation) ] 725 1 £ —7 /LIZ STV ET,

[E% = U 7 1 % —E X (Security Services) ] > [SensorBase] ~X— Z#INL 7,

[SensorBase & b 7 — 7 |25/l (SensorBase Network Participation)] 3 x—7 /L Th D = L %
TERL £9,

T4 —TNDOGET T T7AT > ANNET DT — %% SensorBase v b 7 — 7 H—21%
REINFEHA,

AL L (Participation Level) | €27 3 a » T UL FOL )L DOWT & @R L 5,

o [HIBR (Limited) ], AR RS IMNT Y — 4415 A £ & D SensorBase Ry b U — 727 H#— (T
MD5 Ny a2 NA BT A NEEELET,

o [#ZYE (Standard) ], JL9E S 7= &ML unobfuscated /XA &7 A b & {#H L 7~ URL &K%
SensorBase * v NV —72 Y —NIZEELET . ZOF T aiFx k@O RT — 2 _—2A
DML Z TR L I Web L E 25— g 0 2a 7 0&AEEAR ES® £,

[AnyConnect & ~ U — 27 ~®D &l (AnyConnect Network Participation) ] 7 .+ — /L K ¢, Cisco

AnyConnect Zf L CTWeb X2 VT 4 T ITAT LV AICHRTH I TAT 2 b HINES
NIEEREEDDHNE I MERINL £,

AnyConnect 27 7 A 7~ &, Secure Mobility #EEZEH L TT7 77 47 AT Web 8T 7 1>
7 HEELET,

[Brat &7z R A A2 & IP 7 K L & (Excluded Domains and IP Addresses)] 7 4 —/V K C ALE T

RAALUEZIZIP TR L 2% ASL T . SensorBase " — N IZEEEINTZ T 7 4 v 7 &L
\ij_o

EHzEFEL REFELET
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CHAPTER 2

R AAM—IL BE

o HERE.A ANV BREOHE(2-1 X—)
o RMBTFF3A7 2 ADREMH(2-2 =)

o BMEE—F O (2-2 X—)

o HERE. ARV REICHET DX AT O (2-6 X—)

o TTIAT LU ADEF(2-7 <—)

o RIETHFHMOIEE (2-10 ~—2)

o VAT ARy NT YT U4 HF—F(Q2-11 =)

o Ty AU —A FEFT(2-18 =)

o Xy NT—T A H—T A A(2-20 =)

e NATRATFEN T 4 2FERATEHEODT = — VI —R_— T —FDERE (2-22 2—)
e Web /Xy F—XIZHTLHP2T—F A F—7 x4 ADMH (2-24 X—)

o VXAV I KNEKARNGEY AT L RAN4(2-35 —2)

e DNS OFKJE (2-36 X—)

o B AVAN— N REICETAN T TN 2 —T 47 (2-38 X—Y)

EH. AR =L BEFOBE

Web Security Appliances (21X EHEEL 7T TR Web X =27 4 ax7 4% @2 DOEEE—FR
JARY: SRR S

Web Security Appliances DEHEFEE— R IZIX A A FDOWeb 7 ¥ —E AL L A Y4
N7 4y T2 VT BREERNTOET, 2RO —E 2 F0TRb 77T K Web &
o2 TF g axs 2 E—RTIEIFEHATETETA,

TR WebtX=aUT 4 aRxs ¥ E—RNTRTTT7AT7 AT Web X2 UT 4 R

o — M S 4TV % Cisco Cloud Web Security (CWS) 7' e ¥ ZHifE L TR T 7 4w 7 & L—
TAvTLET,

TTITAT L AIIEEOR— P PEERENATEY SR —MIEV Y THAZ 1 DLl LK
EOT— 2 MEEHL £,
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B gE7ISA7UROEHR

TTIAT AT Fy hU—2 L—hk DNS.VLAN. B L O Z DOFFRE & — A& HHL
T Ry b=k N T 7 4 IRITZEEEHLET VAT LA By N Ty T U 4P —

I} (System Setup Wizard) TIZEA LY —E A LREHBZ Y N T v 7425208 TE. 77
TAT U ADWeb A H—T 2 A AT REDEERBINA 7L a L OFRTEITHI Z ENT
=E7,

KB 7TS5AT7ADER

A Web EX =2 U T 4 77747 L ADREBIZ OV TIL. [ Cisco Content Security Virtual
Appliance Installation GuideJ%Z WL TLIZE W, ZD R F 2 A ME,
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.

html 5 AFTE FE9,

MBP7 TSATUOANIRBT T SAT7 0 AANDBT

WHELT 7T ATV ANLRBT T I 47 ACRBEEBITT DI B0y 7 TER LT
['Virtual Appliance Installation GuideJ, 3 X OME ] L TU Y% AsyncOS D/N— 5 ST Y
Y= J—=FZZHL TZIN,

BEE—FOLR

Web tX 2T 4 77747 AOBEHEHEE—RIZIX AP A DO Web Ty Hh—E 2
ELAY4 T T4y BE=X VU REENTOET, 2NL0Y—E R TN ThY 7T 7
KWebEXx=l7 4 axs/¥ E—RNTIIEHTEERA,

IR WebtX=aUT 4 aRxsd E—RNTRTTIT7AT AT Web X2 UT 4 R

v — 3 40TV % Cisco Cloud Web Security 7 2 NI L Ch T 7 4 v VB V—T
7L ET,

UTFTOERTIE TN CHEATERSEFSERA=a— a~vr FERL . ZRICEVEE—F
TR S ES ERERICOVWTHL £,
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| 2% BEHE.SAORXAL—ILBE

BEE—Fors N

A=a—

E#E—F CHERTE

959K axy 48 E—FTEA
AT e

LAR—F

VAT I AT —H A (System
Status)

B

Users

Web # 1 I (Web Sites)

URL %17 =V (URL Categories)
TN = a r DER
(Application Visibility)

~ /L7 = 7 %3 (Anti-Malware)
7R~ v = 7 B (Advanced

Malware Protection)

7 7 A V537 (File Analysis)
AMP H|FED T v 77—k (AMP
Verdict Updates)

IIAT N AT 2T URY
(Client Malware Risk)

Web L V=27 — gy 7 4V %
(Web Reputation Filters)

VAY4 8T T 4T BE=H
(Layer-4 Traffic Monitor)

2 —HFOEFTHIL AR — b (Reports
by User Location)

Web b~ 7 v % 7 (Web Tracking)

=N

AT LR (System Capacity)
VAT I AT —H A (System
Status)

AV a—VRES IR — b
(Scheduled Reports)

7 —H A7 ViR — b (Archived
Reports)

VAT I AT —H A (System
Status)
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B 2¢E—Fohk

A=a—

E#E—F CHERTE

959K axy 48 E—FTHEA
AT HE

Web ¥ )FT4 <
#— % (Web Security
Manager)

W7 v 7 7 A /L (Identification
Profiles)

JIURN—=T 4T KR —
(Cloud Routing Policies)

SaaS 7" U 2 — (SaaS Policies)
#57R U > — (Decryption Policies)
N—T 4 2 R Y 2 —(Routing
Policies)

7 78X R U —(Access
Policies)

RO 7 EmE O il R (Overall
Bandwidth Limits)

Cisco 7 —# &% =21 7 ¢ (Cisco
Data Security)

FENT 2T A% x
(Outbound Malware Scanning)

SR T — 4 W4 5Bh 1k (External Data

Loss Prevention)
SOCKS 7~ U — (SOCKS Policies)
HAK N URL 7Y

REH#EIFHB L O + —F DEH
(Define Time Ranges and Quotas)

XA /SRR E (Bypass Settings)

VAY4ANT T 4T =X
(Layer-4 Traffic Monitor)

B~ v 7 7 A /v (Identification
Profiles)

IR NV—T 4T R —
(Cloud Routing Policies)

R T — & 14 5B 1k (External Data

Loss Prevention)

71 A4 5 URL 777 = Y (Custom
URL Categories)
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BEE—Fors N

A=a—

E#E—F CHERATE

959K axV 48 E—FTEA
AT RE

X1 UT4Y—ER

Web 7" & % 3 (Web Proxy)
FTP 7’ 1 % ¥ (FTP Proxy)
HTTPS 7' = % < (HTTPS Proxy)
SOCKS 7 1 % ¥ (SOCKS Proxy)

PAC 7 7 AV R AT 4 v 7 (PAC
File Hosting)

fEHFFA 22 > b v —/L (Acceptable
Use Controls)

N2 TRREELVE 2T —V g
> (Anti-Malware and Reputation)

5 — ZiE% 7 ¢ )L & (Data Transfer
Filters)

AnyConnect ¥ =7 B U T ¢
(AnyConnect Secure Mobility)

2 —Y % (End-User Notification)

L4 kT 7 4 v 7 F=% (L4 Traffic
Monitor)

SensorBase

L AR—Fh

Web 7" & % 3 (Web Proxy)

v b 7—% (Network)

A E—T AR

HBRVE AV a v
(Transparent Redirection)

Jb— |k

DNS

& Al

W& SMTP U L — (Internal SMTP
Relay)

A7~ 7 % > (Upstream Proxy)
#hi8 DLP H— /X (External DLP
Servers)

AEBE O & B (Certificate
Management)

= =
RIE R

SaaS DT AT T 4T 4 7T an
A K —

Identity Services Engine

A HF =T AR

BRI XAV T g
(Transparent Redirection)

Jb— |k

DNS

& Al P

WEE SMTP U L — (Internal SMTP
Relay)

#4 DLP % —~ (External DLP
Servers)

SEAA D & B (Certificate
Management)

e

~ 32 ID ¥—1t A (Machine ID

Service)

729K ax % (Cloud
Connector)

zul

E=113
s
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B s X — L BECHTIIRIOHE

959K a2y 48 E—FTEA

Aza— BEE—F THEMTTHE AIRE
VAT LEE AV — b L —A(Policy Trace) |7 7— b (Alerts)

7 7 — b (Alerts)

ay 727 Y7 g (Log
Subscriptions)

EAF57 K L A (Return Addresses)
SSL M &% & (SSL Configuration)
Users

Network Access

A

e % 7E (Time Settings)

B E DO EL

FXIE 7 7 4 /v (Configuration File)
F&BE % — DX JE (Feature Key
Settings)

7 A & A % — (Feature Keys)
TT TV —=RET v TT—D
7% & (Upgrade and Update Settings)
VAT AT v 77 L —R (System
Upgrade)

VAT LY NT T U 4=
(System Setup Wizard)

FIPS & — I (FIPS Mode)

XD FIH

ny 72717 a3 (Log
Subscriptions)

SSL M % iE (SSL Configuration)
Users

Network Access

BALY =
REZIE% & (Time Settings)

FE DR

X E 7 7 4 /v (Configuration File)
7 A & A % — (Feature Keys)
TyTTV—=RET T TFT—D
7% 7F (Upgrade and Update Settings)
VAT AT v 77 L —R (System
Upgrade)

VAT LY T T U4 PR
(System Setup Wizard)

E&ﬁﬁs’r:/;KIN__)bs

EICBETHR2ARXIDBE

2Ry

1. 77947 A%
T 4y T

frb—Fo b kT
éo

TTTAT v ADEERE(2-7 X—)

2. BERHREEL

TRCEk T %,

HETFEWMOINE (2-10 =2—2)

3. VATAEBYNT T U4 —KEFET

T %,

VAT ALY NT v T U AP =R Q11 N—Y)

4. HTTPS o X #iE. .3

07y AV ERE

Wi

PPN 1z

b=l

ERAR

HTTPS 7 u X DA 32 —7 WL (11-4 _X—)
FIFL L L (5-11 =*—2)
W e 7 7 A EFREE(6-9 X—)

5. fER)T v 7 Ak
T 5,

U— A Fuadk h ks

Ty T ARNY =L T rF(2-18 N—)
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77547 20 A

TTS54AT720 ADER

[ZC®HBHIIC

o T IAT UV ALRIETHINI.EEHAT I AT A —7 )V EEH L CEIRIZEER
L. FEDTTITAT L ADN—R T =27 HAKDOFEIC %wit;ﬁ%@%Tw@v%;
TIVOBEFICONWTII RFa A By F(C2 =) 2R TLIFEV,

e BBUX AL I arDFEDICTTIAT v AR WEIIC WCCP v2 L— X [T+ 554
. ET WCCPL—ENRL AF2VE AL 733 CkIGLTWAZ L AR L £9,

o UTFTOUAafFREIZERL T 7EEW,
- RT3 =< AL EX 2T 4 DH EOTEDIC ARG AII VTV T R =T
(EBEREREN T 74y 7HOEMND r—7 ) BEHL £77,

FIE1 BEHACI =T A AR L ET(ELEHEREL THRWVWESR),

A—Hgxy bk
R—Fk -
M1 Bafoe AT REZR B AT IC M1 288k L £97,

o BHNT 7 4 v 7 EEZEFELET,
o (fEB)Web 7 Xy F—H NT7 4 v 7 EBEZEL FT,
MLIZT Y7 by PHEEERL C. T I79AT L AZEHTEET,

7" A K 44 (http://hostname:8080) Z i I L THEEL A o & — 7 = A R |THEfi
THIWLE T T ITAT UV ADREARNLETIP T KL A% DNS $—/ 5 —%

N—Z|ZEML 1,

PIBLOP2UEE) | ¢ BEFAOEHY—E R NT 7 v 7 THEMAFEETT 2 EFHIZITAE
HTExEHA,

o [/A— bk M1 ITEHHMTOHMEM (Use M1 port for management only) |
([*r >~ b U —2 (Network) ] > [f > # — 7 = A A (Interfaces) ] ~X—3)
EAX—T ML ET,

o T H AVHE—T 2 A AEEAT LI - RADOL—FT 4T
FPERELET,
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W 754147 208#

FIE2 EE)T T I9AT L A%2T—X NI 7 4w ZICHEERTOIN BRIV X ALV ay T34
2ENLTERL ET,
1—9xry bk
R—F BRI 7L BRE BZR)FAL9 3y
P1/P2 P1 O Zx: F XA A :WCCP v2 )L — % :

o [R—h Ml ZEHHMTD
ZA# H (Use M1 port for

management only) ] % - R —
Tz £,

e Pl EMIZELDZYT Ry b
W L F 97,

o FRELEEOHFDONT
T4 I EZETEDLHLD
T2y J R =T
AL TP #NExy k
TJ— LA X —F%y FITHE
L ET,

Pl B P2

o Pl A R—T/NIZL T,

e MI.PI.P2 28722507 xRy
ML 7,

o P2EALH—F v MIEER
L.HZGEA Vv —Fv b +T
T4 v I EZELET,

LAY 2UX ALY 3 rDBES
X v— & & BRI P1/P2 (28
Liba‘o

LAY3IUEAL T arD8E
[EOE VI AP N/ A B i 2
(GRE) T/ 7 3 —~ > A LORE
DRAETHAREMDH D D THER
LTLIEE,

T AT A I WCCP —t
AEAERCL £,

TNRAR: LAV 4 AL T

LAY 2V ALV arD8d
T, A A v F EWHEAIC PL/P2 (T
L £,

LAY3IVEAL T arD8E
[EOE VI AP N/ B i 2
(GRE) T/ 7 3 —~ > A LORE
DRET D AREENH D O THE
LTLIEEN,

VAT AL B N T v U 4P — ~

ROETHP2EAF—TNWIZL (GE) TFI9AT L RFIATFTAv

e I F—FZPHR—FLTWEREA,
M1 (EE) [R—h MILIZEBEHBBOTORE |47

JH1 (Use M1 port for management
only) ] 87 4 E—7 L DAL,
Ml IRT 74V s DT —4 K7
74y P AR—NIZRY £,

Il AsyncOS 10.0 for Cisco Web Security Appliances 1—H /A K



| 2% BEHE.SAORXAL—ILBE

77547 20 A

FIF3 [EBEI)LAVLA4 TN T 74w 7 52F=FTHI.TaFy R—rD%ALAE IJTAT U NIPT
RL2ADFy hU—27 TR AEH(NAT) 2 FEITTET A ADHIZ X v T AL v T FT-
INT B L £,

A1—H53Ry b

R—F i

T1/T2 L AVYARNT T 47 F=FZOTayX L T EFRTBIZ2IE . Web X = U
T4 TITIATVALRURAY h T =7 BV AYA4NT T 4w T TR %
BeE L £9,
HELFERAE

TRAR Ry NT—F o7
o X hU—7 FoFTTI 28R L. BEITFATVN VI T74v 0 %%

FLET,
o Xy NIV =T Ao FITMEERL.EEALVF—XYN VI T7 49 0%
ZELET,

FOMOE T g

FTNRAR: X NT—7 o7

e TITT a by A r—TNLEMAL EGBIOREN T 74y 7 2%
2L %1,

TNRAR AL F EOARAMEITI T —fbShiedRm— b

o RIEIVTATU N NI T 4 75 ETHLIICTI 2L AEA
H—Fy b VT T 4w P EZETHIOICT2 2L 7,

o (VEHEID) Y “EHF/ITL_E /I —TAEREHL TTI 286 L &E%E
DWEITONTT7 4y 7 5ZFELET,

FONA A NT

o (BB F oL v 7 A —TEMHL CTI 28542 L EE L RIEOM
FDONT T 4w I EZELET,

TTIAT AT ZN6DA L Z—T 2 A A LEOTXTOTCPAR—KFThT

T4 7k VAL ET,

by

=

FIFgs TR XT BT I ITATADT v AR Y —AIZHR
MHET—HEZETEDLLHIITLET,

LA T aXxs N7 I3 AT A

ROEE
o REHEHRMDINE (2-10 X—7)

B8:&EIE

o XY NIT—I AU H =T 2 A ADA F—T ML EZITETE (2-21 =X—)

e Web /Xy F—HIZHTDHP2T—H A X —7 A4 ADMHH (2-24 X—7)
e WCCP H#—t 20BN &Rk (2-29 ~—)

o BBMUKF AL I arDRIEQR2T =)

o Ty AR —L FuF(2-18 X—)
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N gEERoms

ARE TRERDINE

UFOU—7 v —REHEHL T VAT A Yy N7 v 7 U ¢ —K (System Setup Wizard) D 3
ITRFIC LR EE A LR CEET  H 7 03T 4 DFEMIZONWTUI VAT A By F T v
VAP =R OSEEHR2-12 X—=)EBRL TIEE 0,

VRTFLEYNTFYT D4F—FDI—-H—F

wA=VAC g

]

wA=VAC g

]

T7TAT v ADFM
(Appliance Details)

J— b

T 74N VAT A ARAD
4 (Default System Hostname)

EHN I 7497
(Management Traffic)

2 —J% /L DNS % —N
(Local DNS Server(s))
(f&—Fy b L—]
P—REFEALRZNREEIC
WEE)

TI7ANE T—bT A
(Default Gateway)

DNS —/3 1 (DNS Server 1)

EB)AXT 4 v 7 L—
k7 —7 V4 (Static Route
Table Name)

({£:&)DNS ¥ — X 2(DNS
Server 2)

EB)AZT 4 7 N—
N FT—7VD5E% %y ~
U — 7 (Static Route Table
Destination Network)

({f:&)DNS ¥ —3 3(DNS
Server 2)

(LE) IS —E 2D —
A 7 K L A (Standard
Service Router Addresses)

(B KM DR E (Time
Settings)

EB)T—F b I 74
7 (Data Traffic)

Xy NU—2 AL T
b = v H— 3 (Network
Time Protocol Server)

T7ANKN F—=bT A
(Default Gateway)

(EB) SN v X v D FEM
(External Proxy Details)

ABET 4T —h T—
7 L4 (Static Route Table
Name)

7'aXx v 7 )v—74 (Proxy
Group Name)

ARZT 4y T I— T—
TNDREH Yy N T —7
(Static Route Table
Destination Network)

Ta¥y F—nAOT KL
A (Proxy Server Address)

(f£&) WCCP & E (WCCP
Settings)

adxy R—k %%(Proxy
Port Number)

WCCP/L—4% 7KL X
(WCCP Router Address)
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YATFLtEyrPyToqey—F N

VRTFLEYNTFYT D4F—FDI—-H—F

A B =T = A4 ZADFEHM WCCP /L—H /RAT7 L —X
(Interface Details) (WCCP Router Passphrase)
BHE(M1) R—k BH R E (Administrative

(Management (M1) Port)

Settings)

IPv4 7 K L & (IPv4
Address) (W7H)

IPv6 7 K L & (IPv6

EHENRATL—X
(Administrator Passphrase)

Address) ({E&)

Iy NU—7 %R

VATAL T T—h A=)

(Network Mask) D %{E 52 (Email System
Alerts To)

RA R F— A (f£EE)SMTP U L — /K A b
(SMTP Relay Host)

(ER) 7 —# (P)HR—b

(Data (P1) Port)

IPv4 ({EE)

IPv6 7 K L & (IPv6

Address) ({£&)

Xy NT—7 v R

(Network Mask)

ARA D R— A

DARATLEYNTYT D4 HF—F

[ZL& BRI

43

TTIGAT ARy NT—T LT NARERLET . T 7747 v A (2-7 X—)
PR TLTEEN,

VATFAEBYRNT S AR DT — I — NS ET R THEROINE
(2-10 X—=) BB L T EEW,

BT 7T AT AeRET H2HEIX L TFOFMEICHENET,

— loadlicense A~V RZMMEH L CARBT 779 AT 0 ADTF7 A4 A% —RKLET,5F
2> TIX. [ Cisco Content Security Virtual Appliance Installation Guidell% 28 L T <
IV, ZORF 2 A M,
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-

guides-list.html 725 AFTE £,
- HTTP.BXWEZITZHTTPS A X —T =2 A A HHILET(a~r R T4 (2
% —7 = A A(CLI) C, interfaceconfig 2 ¥ KN FEITLET),
VAT A Y NT v U 0 — R (System Setup Wizard) CTHEH X2 K% EH B O & RIE
HRIT VAT A By N T o7 U4 —FOSHERQ-12 =) I8 I TV ET,

MOTCTIZFATVREAVA—ILT HBECHREOREETLICLEES T HIEEICDH.
SATFL 2y Ty T 94— (System Setup Wizard) ZEHAL TLE &L,
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$£28 BB AVAP—L.BE |

N o xFLtEyr7yT 94H—F

ZFIE 1

FIg 2

FIE 3
FIE 4

FIES
FIE 6
FIE 7

FlE 8

FIE 9

7 Z 7 W % B & Web Security Appliance D IP 7 KL A& AL ET MO T AT A By b
7 w7 U 4% —R (System Setup Wizard) # 1732 L ZIX LLTFOT 74NV EDIP T KL A%
EHL £,

https://192.168.42.42:8443 F 7213 http://192.168.42.42:8080

ZZ2C.192.168.42.421XFT 74V M IP 7 R L A 8080 X . HTTP ®F 7 # /L h DFE KR — bk DR
JE.8443 (X HTTPS OF 7 4/ k OEF AR — K TY,

HDHNNIT T ITAT U ANRBEFRESNTODIEAIEIMI A= DIP TR RAEHEHL £,
TTIAT L ADaT A VHRPRRINTZO. T T ITAT AT 7B ATEH-00 22—
b NAT V=R AN LET T 74NV DT T T ITAT LV AFZUT O =4 L AT
L—AnRf R L £9,

o :L“ﬁ:%:admin

¢ /XA 7L —X:ironport

NAT U —REEHIZERTTHLENRH Y £7°,

[¥ AT L& HE (System Administration) ] > [ AT & v kb 7 v 77 ¢ #—K (System Setup
Wizard)] Z38RL £9°,

TTIAT UV ARTTICRESNTWVAERITREN ) By a3 W) EBERKRIN
T, VAT A By b T v 7 U 4 W — K (System Setup Wizard) Z #1792 1ZIE, [ ERFHRD Y
> b (Reset Configuration) | R 2> %27V 7V LET, TTITAT AR By S 7T 7
FREHENTT T IAT LV ADF— ABEHNRFERINET,

T Ra— T4 AN REINTZD AR ZHATHEL £,

FATT DT By Ty S DOBE (Begin Setup) 1 &7 U v 7 L ET,
MBS U T UL RO v ary TRIEENDV 77 L A T =T A EFEHL T TR TORE
EITVWET VAT LA By T v 7 U4 F—=ROSHER2-12 =) 2L T ES 0,
RETHREWERL TLEESWNW ATV a v EaERTLIMERLLGARIL.EDOE 2 2 T [w
£ ([Edi) ] 227V 7 LET,

[ZDE% A > A b —/V(Install This Configuration)] %227 U v 7 L £7°,

BIENA L AN —=VEND L [KRDAT v 7 (Next Steps) | X—VNFRENFET. 2L By
F7 o 7FPHICERELZIP.AA N DNS REIC L > TUX. ZOBEPETT 75 47 v A~
BRONDZZERHY T, [ R=UB A2 £ A (Page Not Found) | £V H A v B—URT
TUPFICERSNDHEE LT R ARERKREND L HIC URL £ EHL N—V %k
Jr—FLET, Z20% ETTILERDLRAL ¥y b7 v 7 A7 %FITLET,

DATLEY T VT 74 F—FDESRIER

* Xy hU—JIYAT ADORE(2-13 =)

o Xy NI—VIRy bU—2 A F—T = A ZALLOEM(2-15 ~—2)

e BHBIO®T—4% 774y 7D%xy U —7/b—KDRE(2-15 =)
o Xy MNU— I HEHIBR O IE (2-16 ~—37)

o Fv hU—/EHOBRE(2-17 =)
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R2YRIT—=D AT LDOETE

YATFLtEyrPyToqey—F N

Ja/RT74

aEA

T AN VAT A
AR A N4 (Default
System Hostname)

VAT A BRANLITZ UTOMEMTT A7 v ADOBBNEEH &
B SEREMiR A N4 TY,

e AU RT AL A HF—T x4 A(CLD
o VAT AT T—}
o TUR—PHHAL—TB L OHERNL—

e Web Security Appliance 7% Active Directory N A A IS INT 5 & &
|12, ¥ D NetBIOS 4 Z {ERT 2556

VAT A RANBIFA T =T 2 A ZADKRA M EEEMSL TEH
T ITAT U NBNT T ITAT AR T DO INEE A,

DNS #—~/X(DNS
Server(s))

o [fvH—F> kD) —k DNS H— 3%1F H (Use the Internet's Root
DNS Servers) : 7 7 7 AT ANF%y b U —2 F® DNS —3(C
T RATERWGBICL R AL AT —E R VY 7T v A
H—Fy DO/ —F DNS —NEFEHTHZ L 2RINTEET,

G¥) A H—Fv b Jb—hk DNS V= NF, 2 —H)L 5K A b & % fiE
PLERATTIAT AT — NV KA NG & fRI-T 5 Y
EWRH HBEIE. v — /L DNS Y — & H U T3 5 7>,
CLI?»5Hu—J /U DNS ([ZHUR A X T v 7 =2 b U B
TALENRDY £,

[LL R DNS $— % {#i H (Use these DNS Servers)|: 77 J A 7 v AN
RA NG ORI TE 51—/ DNS — 27 K L R & 24k
l_/ ij‘o

IO DOERTEDTFEMIZONTIZ.DNS ORT (2-36 X—) BB T
<TZEUWY,

NTP ¥ —/3(NTP

VATA Iy P EFRYy MU= FERIFA X —Fy b ooy —

Server) N EFRIY S D 720124 9 % Network Time Protocol (NTP) H— /%,
5 7 # L b L. time.sco.cisco.com T9,

B A DS = TTTATVADGFTIIG CTe X A L Y — i RERMt L £5, Ay
=T AN HE—BLORT T ANDE A LAR TSI T,

TTIAT U AOE) | e [EHEEMER AT L I AR O —0@EAICHEHL £,

{f&—F (Appliance
Mode of Operation)

e VTR WebtFx=UT 4 axy ¥ :FIT . CiscoZ7 7V K Web &
Xall7 4 P—BERCNTF T4 X AL ML R > —%
AL CTEEN ST 2 7-0EAL £,

IHHOBEEE— R OFEMIZ OV T BRIEE— R O (2-2 ~—)
ZZRL TLTES W,
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N o xFLtEyr7yT 94H—F

2YFT—D/RY D)= aAVTXRFb

~

) Bloraxy b—R"EETr3 v b U —27 T Web Security Appliance %z i 3 5 5413, 7
nXy —=NOFX T AN —=ALT I7I7A47 2 FDTE DT <IZ Web Security
Appliance ZFliE T 5 Z & A HELEL £,

wA=VAC g Bl
Fy hT—=2712 | Fy NU—=ZIZUTFOXIRBOTax NGB8 5 b,
1ZfhD> Web 7 1

) =7 3 \ 3
eomm 4 |2 NZ7 4y 7N BT HMNENDL T nX
722 (Is there b. Web Security Appliance D7 > 7 A s U — Al b7 ¥
another web proxy | g o g sl 2B AL Fx v IRy 7 A%k F T LET, 2HICLY .
onyournetwork?) || 57 v F 2R Y —A FRFL DT XY FA—FEERTE £4,#
T.EHWE Ty T AN —A X2 BMTEET,
Taxy Sv— [ TTIAT L ATTaxy Z—7 O8N &5 45,
74, (Proxy group

name)

TRV A Ty T AR =L TaFxy —R"OKRAMLELIZIP TR L X,
(Address)

R— b (Port) Ty TAN)—A TuaXy h—R"OR— b FGT,

BEEIEE

o TyT AR —A T EF(2-18 N—)

Ry LT—=2/U30F AR 2DERE

e ExEA

779K WebtXx=V |[Z7F3UK Fakxy —s3(CPS)DT K L A (f:
T A Tadxy P—n proxyl743.scansafe.net)o

(Cloud Web Security
Proxy Servers)

K DNR Y T demﬁﬁﬁﬁFwwk%JU?47D#V~®%ﬁﬁ%%b
(Failure Handling) To%a . Ay Z—3 v MC [E#EHERE (Connect directly) ] 92 2>, [E2RK
% ]\ 2w 7 (Drop requests)] L 77,

Cloud Web Security 33F | N 7 %7 > a U &2 FRGFET 5

FER-ACloudWeb |, ywop px L YT TSI AT ADAMS RTINS TPV T R
Security Authorization L=

Scheme) )
o ZRTUY I aNIEHEENTVDERGEF —, Cisco Cloud Web
Security Portal N CRBGEF — & R TE £,
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YATFLtEyrPyToqey—F N

2YRT—=D/RY D= A2 3= 14 RXELVEHR

Web Security Appliance DEHI L O(T 74V FT) T rX (T —X) N7 7 4 v 7 HICHEH S
NAHZIPTRLVA Ry NT—7 A7 KAN,

TTIATVAEHA L H—T 2 f ATERT D L EI(ET ML AT edy 5—X I
SNBEGHREFIT I X R ET) . I TCRELEAA M EMEATE ST, 722020
KA N4 ZMEDO DNS 1288 L T MLENDH Y £9°,

ﬂgll

E

.'E.EI':

BR

A =¥ Fv b
RN—hk
(Ethernet Port)

WER)T—% b 77 4y 7 HIEBIOR— 2T 25513 [F— K M1
12 HE B 19T O AHfEH (Use M1 Port For Management Only)] 24 12 L 77,

Ml A X =T 2 A AEERNT 7 4y 7EHEL TRETLIHAIE. T —X
NFT7 4 7HOPIL ALV Z—T =2 A AERETIHLENHY 9, £ B8
o742 —4 N T T7 4w VIRV —NEERTDHLENDH Y
FI LB NI 74 0T =X N T T 4y DMl E ML A X —
Tz ARELTHEHTIHAETHLPLA VY —T 2 AERETETET,

VAT A Y 8T v U 4 — R (System Setup Wizard) TiX Pl R — F DA
EARX—T VL TRETCEET PR A I =T =2 A2 A X—TNVIZTD

BElx v AT A By N7 v U — R (System Setup Wizard) & # T L T

MOAT O MERH D £7,

IP 7 KL &/
E A e 4
(IP Address /
Netmask)

DR NI =T A B —T 2 A A LD Web®X2 VT 4 TTITAT A
PEMTABRICHEATAIP TRV AL Xy NU—F A7,

RA K F— L

DX NT—T A HF—T 2 A AFLOWeb EX 2T 4 TTFIF5A4T 2 A
PEITABRICEHT AR N4,

2YRIT—=DILANAST 49D EZRDER

Ja/T7 4

aEA

LAY 4 K7
T4y T E=H
(Layer-4 Traffic
Monitor)

T H—T = f ARSI N T D AR DX A7

o FaFLy I ARy L TIR—NMIBEEEREOHTITONT T 1>
7 EZIELET,

o VTV IARAEBZY L TIR—NMI(ZITAT U MDA T —Fy
FA~D)EENT 7 4 v 7 EZEFE L T2A—MNI(AVZ—Fy b D
TITAT U R~D)ERENT 7 4 v 7 B%ELET,

VAITIE RN T A ABLI N EXF 2V T 2SR N TX

HIO ARERIBV Y T Ly 7 ARMHTHZ L2 HERL £,

TEBELUT—E2FST49IDRY FIT—D/I—FDERE

~
GE)

[R— T M1 T H B ) TOHfEH (Use M1 port for management only) | % A % —7 WIZ L7254
ORI a IR ER,N I T v 2T =X NI T o VHOEBOR® S Vg VIREIRE
NET ENUANDOEEIT 1 DDA I NTEI v a v BERREINET,
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v bD—5 B RERDE

VARTLEYNTFTYT 94 —F

PA=VAG B Bl

TI74HNVE F— BHRBLO®T —Z A =T oA RAZ@BTHNT 7 4w ZJIHMEHT LT
k%= A (Default |74k ¥—FhT=2ADIP T KL A,

Gateway)

ABT 47 BHBIOT =2 NI 74 v VMOE T aDAZT v 7 L— b B

N—hk FT—T )
(Static Routes
Table)

D—hZBINTE T,

o [Aii(Name)]: 2% T v 7 /b— b OB 2 44 i,

o [N¥=% > b U —7 (Internal Network) ]: ZD/NL— b DRy b U —7 D%
D IPvA 7T KL A,

o [N — bk ¥ = A (Internal Gateway) ]: Z D/L— K D5 — K 7 = A IPv4
TRLANLN—=F F—=F 7 =2 IX ZNDPRESNTVLERA L Z—
T2 AAETET—H A H—T =2 A ALR LY T Xy b LICHFEET
HLERH Y 9,

~

E

GE) T7A4NMPTIHIZ7T7UR axZ 2 3ERE—RFCEMIN.VAY4 ALy T EE
WCCP N—T g 2 b—&Z LEERTHAMENRDH Y F9°,

P A= VAL A
L' A% 4 A1 |Web Security Appliance 23 U Z AL 7> a VHIZV A ¥ 4 A A » FITHE
FEILBTAA WENTWDLIE FRBBERV XAV I ay TALREENES .77

A 7¢ L (Layer-4
Switch or No

ATV NN T T AT v AIHRIIZERZEET A2 L 2BEL 7,

Device)

WCCP v2 /L— % |Web Security Appliance 7% WCCP /N —3 3 2 R/ — X IZHER SN T\ 5
(WCCP v2 ZEEEELET,

Router)

T IAT v A% WCCP R—2 3 2 V=X TR T 285681507 b
H 120D WCCP —E RAZAERKT HMENH Y £9°, ZOHiE T, £721%
VAT ALYy T w7 7 4 —R (System Setup Wizard) D #& T 112 L UE
P—bEREAR—=TNVIZTE FHEOX AT Iy 7 = REERT L2
EHLTEET,

RS — R A X =T NMIZT HE N—F EXa VT 12 A X —TIT
LT NNRARTL—AXEANTHZELTEET I ZCHEHESND N AT
L —X I R —E R TN—THNOTXTOT TSI AT AL WCCP
N—ZTHEHTLZLER’H D £,

e —e 2 & A7 (B4 TWeb ¥ ¥ v = [ Hh—E )21 [EE IDIME
o) EHEVX AL 7 b HFRFEEAR— B EESE A — - 180) 238D 24
THNET,

BAFIv 7 =R E AT TIE.HAZLID R—FES.BLOY X A
LI N FTvariua—R RIS AL arEEHRTEET,
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2y D= /EBDETE

YATFLtEyrPyToqey—F N

JanTF«

g&

B

BHENRAT L —
A (Administrator

BEHLD 723 |2 Web Security Appliance (27 7 ¥ A9 5 L &SNS
INAT L —R

Passphrase)

VATFATT—b | TTITAT VAN AT AT F— N2 hETH5EDEFA—L TR
A—ILDEESE LA,

(Email System

Alerts To)

SMTP U L — 7R A |AsyncOS NV AT ATHERINTEE T A—/V Ay =Y DOHEFITHEH
FEHTESFA— | TEDHSMTP YL —HKARDT KL AER—h,

)V % %{E (Send
Email via SMTP

Relay Host) ({1 &)

SMTP U L — R A R NEFRE SN TR WS AsyncOS X MX L 22— R
WUV ARSNTND A=V F—"EHEHAL T,

d— |
(AutoSupport)

TIIAT VANV AT AT IT—h E@BEOAT—Z A LR—FEY
A JALZ<— BR—NMNIEETINEIDEFEEL £7,

SensorBase % v b
T — 72BN
(SensorBase
Network

Participation)

Cisco SensorBase x> b T — 2 Z&MTHME I NEREL FI,2MN7
D5 HIRM XM EZIEEGERR)BZMEXECEET . T 7 4L
MIERETT,

SensorBase * > b U —Z X MRFDME T DR A A %BHL, A
A=y N NTT7 407D a—rVRER Y 2 S 2R RT 5GBS
T — 4 _X—ZT7,SensorBase *xv N T — I BNk A RX—TNIZTDH L,
Web Security Appliance (% SensorBase & b U — 7 7 — & OAfifE % & &

57O HTTP ZRIZBAT 2 EA O#GHEHRZ > A2 TEFEL £,

tXa)F4/EX2)TAHRE

AFvay

L

7a—LRY
V—=DFT T F Ik
7 73 3 > (Global
Policy Default
Action)

VAT ANy NT v U 4P —F (System Setup Wizard) D5E T 4.7 7 +
WET TRTOWeb NTF 7 4w 0 %70y 7350 F=FT 50
WMLEFT . 7o -V TI7EAFRI =D vhaltba—HF -V
VENOBREEWMETHIETHRTIOEEEELAETEET, T 74V
DEREF ST 74y 7DE=FTT,

L4 87747
£ = # (L4 Traffic
Monitor)

VAT Ay NT w7 U W — R (System Setup Wizard) D5E T 2.7 7 +
WET VAY4 T T 4y 7 E=FTE=ATION EOLWWYALY =
ThETuy 7T 50 RIRL T, ZOREFRTELECEET. T 7+

WEDREIX N T T 4y 7 DE=HTT,

ERFFAI = b
7 —/ L (Acceptable
Use Controls)

[ AFF A = > b 2 —/ 1 (Acceptable Use Controls) | & A %—7 /L2 5D
EIMEREL £7,
AF—=TNMNZTDHE T2 b — XY URL 7 4 v 2 Y
WCESWTHRY V—2FECEXET  E. 77— a v onfi L
HEZINZ C.o8—7 =T O EOEAL T g V2 FHTE S
2RV EFT, T 7 HNNDOEREIFZAR—TNTT,
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N 7y7zxry—LFOxy

v BTLL

M7 oz | Ta—rL R = =TI K L T Web LE 27— 3y 7 4K
7" (Reputation Vo T aAR—=TNICTHNEIMEREL £7,

Filtering) Web FEAli 7 /L 4 1%, Web F—/ SO @& 5347 L, #ifi % = 7 % URL (=

WY T URLRN—ADYNLY =7 2G50 ELHET 28X 2 7 o
BERE T, 7 7 4V h O EILA F—T7 L TT,
</ =7 & AN |Webroot,McAfee, ¥ 7213 Sophos IZL D~V T =2 TRANAT =7 DA
AVETDAX Yy |y A RX—TNVICTENEIDERELET. T 74/ EOFET
> (Malware and X3 20047 a N T _RTEMIRY 7,

Spyware Seanning) |y oo g f 3T MZ LERAIE RIS N~ Y 2T 2= T
L7y VT HNGEBRLET T 74V NOREIZ. VT =T OE
=XTT,

VAT Ay T v U 4 ¥ —R (System Setup Wizard) & 52 Ttk ~ /L
VT AF X EBINRETDHIESL TEET,

Cisco 7—4# & CiscoT —H X2V T4 TANEEALX—TNIZTIENE S ELRTE
X254 740 [LET,

gaagezuiﬁlsco I S 2 Nl E\Ciscp Fe X2 VT 4 TANA IR N T —F

o 4 NEFESNDETF—FZiHliL . 2—FF B EXATDT v Fa—RE
Filtering) RET Ry 7T BY AT F—5 ¥Fa )74 KU v —EFRTE ET
F7 4 N OBREEIAF—TNLTT,

&
FYTAMNY =L TAXY
Web 72X 3 Web N T 7 (v 7 555 Web b — N ICEBIZETHZ b NL—FT 47 K
V3 —%FHALTHET v T AN —A 7RI X AL 7 TAZ L TXFES,
e Ty AN —L TaXTDHE AT OWE(2-18 X—)
o Tyl ANY—ATax T axy VI —TDOERK02-19 2—)

TYTRAN)—L7AXFLDERIDEBE

2Ry SHmTEER

1. CiscoWeb X2 UTF 4 TTIFGAT LV ADT v T AT TFAT v AOHE:(2-7 ~2—)
MU — AT m X Ic T A,

2. Ty AN) =L TuxioTaXy JV—T% [Ty T AN =L TuXxiOTaxy J—T OIER
ERRL CTRRET D, (2-19 <—2)

3. uXx IN—TON—T 4T BRI T—EER | A X —Fy NERERET LR > —DER
L. 7y 7ANY)—A Tax|iL—T 40035
NI 4w I EERT D,
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FoFzRrYy—L70%> N

FYvITAM)—=LT7TOoxonTaxd FJIL—TDER

EFIE1 [Fy FU—7 (Network)]>[7 v 7 A b U — 2.7 v % (Upstream Proxies)] Z®IN L 7,
FIE2 [ZV—T7DEM(AAGroup)] 227 Vv 7 L ET,
FIE3 TuXL IA—TORELTTIEET,

wA=VAC g ERBA

[4 #ii (Name) ] N—TFT 4T RV =R ETT T IAT A DT axy J—7
DHBNEH SN D 4FT72E,

Faxy g—n IN—TDTaxy =0T KL A K—F BERRAIT(T2¥ o

(Proxy Servers) MINE LR WGE) MEZE L T A&7 rX Y b —"OfT& B £
FHIBRTE £,

GE) RU7uexy b—z@iEENL . 7oy I —707
0 X ISR AW E DB TE £,

g—R RS2 0F BEOTvTARNI—A Taxvlon—K NS RATEROEDIC

Web 7' - U 3MER T2 ik, R HBIRL £97,

e [72L (7 =—/L4—,3—) (None (failover)) ], Web 7' 71 /%, 7
IN—=THNDO 1 ODHETax i ch T o rira a2k ELE
T, EBRREINTWBIEF T ax s~ L2RAET . H D
TaXNIRFETE WA Web 70X (X ANDLLTFDOY
0 R A A E T,

o [V BEKi (Fewest connections) ], Web 7 2% % . /L —7HNOE
FSERTUX BT DT VT 4 T RBEROKEBYL . EOD
B TS N R b DT ax Ik T o sy a U EEGL
E

o [/Nv ¥ a~— R (Hash based) |, [fx b E W DL T 720 (Least
recently used) |, X COT X NT 77 4 7 ThHDHHHE . Web 7
XV RLEVE NI 7Y a v EZEL TV AN T B X
VN TUH v arv EERELET. ZOREITT Vo Rae
BRI CWET, B D05 . Web T o BApb Tk J
N—T DA NR—=THHTaXVNZELLEN TP I ard
EETDHEVWHIZ LTI, 2F . L7 ux N EEOT e XY
TN—TDVANMIEENTVIHETH RbEWVESHILT
U720 (least recently used) | A7 a L > TED T B X U208
AR DZLIIEEAEDH Y £/ A,

e [77 Rt (Roundrobin)], Web 7 1 2%, U A b IZFl#i &
NWTWBIEF T 7NV —THOTXTOTrX N T F
voa v EBEIZEID Y TET,

GE) BEOTuXF T ZERTLHET[m—RFNTF 7 (Load

Balancing) ] 47> a VXV L —RRSINET,

KDV T | ZOTN—=TOFTRTCOTaX o PWRIELIZGEDT 7 4V~ 77

(Failure Handling) VarEEELET RNBIERL 7,

o [E#EEEKE (Connect directly) |, 58500 — /NICEEE, R ZXE L 77,

o [FR%E R v v 7 (Droprequests) ], ER &2 #5355 L 72V C O BEFEL £,

FIE4 ZEEZXELMRFELET,
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B ryr7—H4058—T14R

ROEZE
o KU —DER(10-7 =—)

2YRNT—D A2 F3—Tx4RX
e IPT7TRLADNA—Y 32 (220 %—)
o Xy hU—T AU H =T 2 A ADAF—T NMELEFITEE (2-21 =X—)

IP7RELADIN—D 3y

FEYEE— R TlX.CiscoWeb X 2 VT 4 7T A7 2 ZERESDOHESITIPv4 L IPv6 7 R L
AxPHR—1FLET,

~
GE) 799K axZ7% F—RTlE.CiscoWebtxa2UT 4 TFF3A47 2 AL IPvd DI R — |k
L/\ijqo
DNS % — XL IPv4 & IPV6 Dl HF DT KL A LR A2IKT 2 LN TE £9,DNS O TH
HIZIZ[IP 7 K L A 3— g 3R E (IP Address Version Preference) ] 35 L CWA D T LLFD
BAITEIT D AsyncOS OEMEA R TETE £7,
AV B—=D A R/P—ERX IPv4 IPv6 EEE
Ml A BZ—TxARA V2B FF g IPv6 7 R LV A& T A1, 7 7 4V

(Required) FDIPV6 7 — b T = A & EFT D IPV6
N—F 4T TF—TIRUETT, Ry
fO—ZickoTig =TT T—
TITIPV6 AXT v 7 L— K bIEE
TAHLERH D 7,

Pl A —T AR FFa v FF g Pl A X2 —7 = AAICIPv6 7 KL AN
RESNTEBY. 77747 v ANNE
=T 47 (EROEENL— K LT —
2 —R)EEHAL TWDEE.PL A
H—T A ATEENL— b EICERE S
NI-IPv6 ¥ — b = A B CTE 4
ROV T—HF N—T 4T T—
TVIZIPV6 ' — U = A ZEEL £7,

PRPAVE—T AR FF g FF g _
T8 FoER P E B
il SOV R — % FHE— PG | P E— R HY (A A=V (T R 2l — O

AH N a7l )L IPve DNLEETT,

AnyConnect Ex =27 EE U 7 4 PAR— xR TR —F —
(MUS)

BE:EEE
o XM=V A H =T 2 A ADAF—T MEEFITET(2-21 X—)
e DNS DOF%E (2-36 ~=—)
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rxyb7—H4v8—z42 N

RYRT—=D A B—T A ADA3—TIIVLFEITER

FIE 1
FIE 2
FIE 3

FlE 4

o AU HA—T 2 AAIPTRLADOBMELIZIETE
o LANYA T T4y I T=HDERBEATDEE
o BHBIVOTF—Z NI 7 4w IONEN—TFT 4T DA F—T L

[y b U —72 (Network) ] > [f > % — 7 = A A (Interfaces) ] ZEIR L £,
[RXE DR (Edit Settings) ] 227 U v 7 L £7°,

AV H =T 2 A ADE TV a VEFREL 7,

AT av H:

Ao =T = A MLPILLERIEP2 A X —7 = A ZADHFH LN IPvA £721TIPv6 7 R L A
Fy AT RANAHOFEME BT 50 BEFOEMEe LT L £,

e MI1:AsyncOS IZIZ M1 (BH) R — K D IPv4 7 R L AN BT IPv4
TRV AICMAZTIPV6 TR L ALIFETEET, T 7 40 F TUEH
AV B—T 2 ARTIT TIAT UV ABLNWeb 712X (F—&)D
T X VT EERT IO SNE T 2 L VBB REH
DMl R—hERETEXET,

e PIBLUP2:T—F R—FDIPv4d 7R L A IPv6 7 F L A E 771
WMGEERHLEST T —F% A F—T A AT Web 7 axi2L5b
T XV T EVAYANT T 4y B2 AL DT R (1
B)CHAINET ., 2NODOA 2 X —T = 4 A%&FHEL T.DNS,
TN 2T TSI —K NTP.B L traceroute & —# ~ J
T A IIREDREY—EAEZVR—FTBH5Z L TEET,
GE) BHBIOTFT—F AL ¥ —T A A2 TRTHRETAEE.FN
FTHICEGLDZY T2y P EOIP TR L AZED Y THELEND D
F7,

BEY— 2O ML Z2FHENT 7 0y ZHEACHIRL T 7 =% b7 7 4 7 HIZhlo
BN —T 47 R EERTOLERD DGEIE ML R— &7 7T A7 AEH
(Separate Routing | —t ZDAHRIZERE T % (Restrict M1 port to appliance management services
for Management only)] #4112 £,

Services) G2) MIEZEELS T ¢y 7 HHICT 2T MOFT Sy b icT B
XN T T4 I ADT =R A =T A ATl B 1D
BELET BN 74w 2 F—2 N 57 4w 2 ICRR D
N—hrEEFZL TLTEEN,

TIIATVAE |UToxy "I —27 Fakharvofz A x—7VERIZT o 2—7 1

HY—b LT EDT 74NV N DR— b ESEHEEL £7,
(Appliance « FTP: 77 4L hTF 4 £—7 MTi Y £,
Management
Services) * SSH

e HTTP

e HTTPS

7 HTTP N5 7 4 v 7O HTTPS ~D Y X AL 7 a7 —T )b
FrET o E—T Iz TEET,

ER2EFEL MRIEFELET
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B N\ FPRASEUTFAEERTREHDT z—LA—N— T L—TOREE

ROEE
e IPV6 7T KL A& BT ABEIXIPV6 LV —T 47 T—T7/V&BIL £,

BEER

o TTIAT v ADER(2-7 =—)

e IPT7TRL ADNR— 31 (2-20 2—)

e TCP/IP b T 7 4w 7 Jb—F OFE(2-25 2—)

\\ — > —
N TRASE T4 ZFRBA]TH5-0ODT 2 —I)LFA—
» » =JL =
IN— T IL—TDETE
HWET7T RV ATET e b2V (CARP) 2T 25 &  WSA Tidxry hU—7 EOBEE DR A b
TIPTRLAZHEECTEDZ LRV ET, 2L IPLEMERERIN. ZENLDORA B
MBI NDZ Y=Y 2D, TRATE VT 4 ZFERETE £,
T =A== 37axy = A TCOAFEHTEET, 72— —— T L —THERK
SnAL Tux T 2 — =R — =T 2 A AL R LET, Lo
T 77X BALPOHEATE Y THE. 72— —R_"—=RB I T—SNET,
CARP {ZIZ.RANHD 3 FEDOAT =X ANH D £7°,
o VAR — KT x—)VF—NRN— T —FICEETELTAL—FRARMI 1 DOHRTT,
s Ny IT v
® jnit
CARP 7 =— /v F—NR— T ) —TFHNOTAZ — RANI . B—H)L Xy NT—TIZT RARZ A
AAVNEEHHNCEEL T Ay I Ty RAMNCABIDNELTEE T THLZ L2 bE
FT(ZDOTRARAA XA FEBRIEZWSA TRETEEN) A I T v 7 RAMR BELE
Iz WD%/@&?/\WAQW@?W/\WA@Z/FU 75 OYIEBIFIAT) =
AR =N T RNREZAZRA N EZE Lo/ 72—V F == N U =& W
TNDDONR Y I T v TR~ AL —D& J%%I%#Lé‘iT

Jx— LA —n—FIL—TFDEM

[ZC®HBHIIC

o TDT = NF—NR— I N—TEHEHEHTHIRBIP TNV AEZRELET . 77 AT
MIZDOIP TRV AZFEHL CVHRHREXRT By TE— R T =2 —)LF—"— J)L—
TITHREL £,

o UFDNRI A=K L T 72— F == TN —TNOTXTDOT T AT A
CEEsEL £,
- 7 xz— )V —s3— 7 L—7 ID(Failover Group ID)
- BFANFR—
- KM TP 7 K L A (Virtual IP Address)

o WBT T IAT LV AZZDOMREEHRTETIHEX KT T IAT LV AEFTORBAAL v TF L

BRBA =T = A ANEERT—F ZEHTLEIICHRESNTWD Z L2l L £,
FHHIZONW T FADRENA NN AP DO~V =2 T VEZRL TIESW,
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FIE 1
FIE 2
FIE 3
FIE 4
FIE 5
FIIE 6

FIg 7

GE)

FlE 8

FIE9

~

G

FIE 10

FIE 11

N FRASEYT4E2ERBT OO Tz—LA—n—TL—Toxe N

[%v b U —7 (Network) | > [/~A 7 XA Z & U 7 ¢ (High Availability) ] Z 3R L 9,
[7 = — VA — "= )L —T7 DB/ (Add Failover Group)] 227 U v 7 L £7°,

[7 = — /A —s3—2 )L —"7 ID (Failover Group ID)] {Z 1 ~ 255 Ofix AL £7,
(L&) [ (Description) ] IZFZ AIL £97,

[ A k4 (Hostname) ] 12748 A R4 & AT L £7 (www.example.com 72 £)

RABIP 7 K L A & X b~ A7 (Virtual IP Address and Netmask) ] {ZfEZ A S L F9, #i:
10.0.0.3/24 (1Pv4) F 7213 2001:420:80:1::5/32 (IPv6) ,

[f > & —7 = A A(Interface) | A=a2—NbA T a L ZBRLET, (A F—T = ADH
B3N (Select Interface Automatically)] 47> a v #&EIRNT B & FHELZIP 7 R L A ZHS0
TAVE—T 2 A APBIREINET,

(A2 X —T = A ADHBEIN (Select Interface Automatically) ] A7+ a > ZZIR L 2 WFEIE,
WRELIAEIP TRV ALRIUY T 2y FNOA L H—T 2 A AZBRINT DM ENDH Y £97,

BERNENL 2 RINL £3 [ A X —Master) | &7 V v 7 L BENEN %2 255 1% EL £9, £7=
X [N 7 7w 7 (Backup) ] Z 384K L | [ SEIANE (Priority)] 7 4 —/V R IZ 1 (B FAL) ~ 254 O
SENERL 2= AL £7,

(ER) P —ERTH L TEX 2V T 42 A X =T NIT DI (T —EADEX 2T 1 G2
{t (Enable Security Service) ] F=v 7R v 7 A AL HEF—2 L v FELTHEMAT A
FH| % [HAF T — 27 L > b (Shared Secret) ] & [FEH T — 7 L v b OF A JJ (Retype Shared Secret) |
74— IVRIZAHL T,

EHE—I 1y b B IP, 7 2=V — = T —T ID L, 7 = — VA —— T L—THND
FTXCDODT I T AT ATR—-TRIFUERY A,

[7 R XHZ AR X DG (Advertisement Interval)] 7 4 —/V RIZ. T _XAFE VT 4 &7 KX
S ARXTDHRANBOBRIEZFSEAL (1 ~ 255) TAHL 7,

ER2EFEL MRIEFELET

BE:EE
o T x— LA — =BT HREA-S5 X—)

SR AMYS O—/NILEEDHRE

FIE 1
FIE 2

[~ b U —2 (Network) ] > [/~ 7 XA Z £ U 7 4 (High Availability)] Z R L 7,

(& Al 27 v — L% 8 (High Availability Global Settings) ] fE8 T [#% i€ % f4E (Edit Settings) ]
7 Uv 7 LET,
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

FIE3 [7 = —/LA—/N—4LPE (Failover Handling) ] A == —bH A7 v a 2% 97,

o [V =TT 47 (Preemptive) |: I FHEZR GG ESRIAAL S B b BV A A B DS HI4EN 2 FH
E3x AN

o [PV 2T T 47 T/ (Non-preemptive) |: & D HEENAZN E WA A R B3MERRIEEIZ /2 - 72
A TH BEGIE 2 H o TW D AR b 3 HIE &2 ke T L £97,

FIF4 [EEGubmit)] 227V v 7 L ET, F2E [Fr B (Cancel) | 227 Y v 7 L CEEEZMIEL
*7,

TJx— LA —NN—FIL—TDRTF—ERADERT

[ b U —7 (Network) | > [/~ 7XA T & U7 ¢ (High Availability) ] Z =N L 3, [7 =—/V
Z—/3—7" )L —7 (Failover Groups) | fHIICHIED 7 = — VA —R_— TNV —T RERINET,
[AT—H ADFH (Refresh Status) | &7 Vv 75 & RRrBEHTEET, o [Rry T —
7 (Network) | > [ > % —7 = A A (Interfaces) ] £7/21% [V A — |k (Report) | > [ AT A AT —H
A (System Status) ] #IRINT 25 & 7 = — /A —_—DFEME R R TE ET,

Web 70X 7—RIZTHP2T—R2 A3 —TJ x4
ADER

T ANV TIHEAR—T NIRRTV DHETH Web 72X 3 P2 TERZ Y v A L&
HA L Web 7 Xy 7—2%2 ) v AT HEIICP2ERECE ET,

N

GE) advancedproxyconfig > miscellaneous CLIZ <~V F&E2HHL CT. 7747 FBEREZ Y v X7
DIEDICP2HAR—T VT D5 BENT 7 4> ZIZPL ZEMT 200 P2 21T 50 %

BINCEFET  RENT 74 7Pl EMEATHICE.T—HX VT 7 4w I DT 740 b L—
FNEEHLTCPIAV AT 2 AADRERINTODLLUTOIP TR AZEEL £9,

(ZC &SI
e P2EAFX—TNIZLETPIBALX—T N> TWRWERIZPL L A X—T I 540

ERHVET) (R T —7 A BZ—T 2 A ADA X —T IWALETITIEE (2-21 X—) %
ZH),

FIE1 CLIICTZ7E®ALET,
FIF2 advancedproxyconfig ->miscellaneous 2 ¥ RZMHL T HE LY 7T 78 AL £9,

example.com> advancedproxyconfig

Choose a parameter group:

AUTHENTICATION - Authentication related parameters
CACHING - Proxy Caching related parameters

DNS - DNS related parameters

EUN - EUN related parameters

NATIVEFTP - Native FTP related parameters
FTPOVERHTTP - FTP Over HTTP related parameters
HTTPS - HTTPS related parameters

SCANNING - Scanning related parameters
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FIE 3
FIg 4

FIE 5
FIE 6

Web 7O%Y F—42IcnT 23 P2F—4 Ao 4—o x4 20ER B

PROXYCONN - Proxy connection header related parameters

- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters

- SOCKS - SOCKS Proxy parameters

[] > miscellaneous
TRHOEBNETRINS LT . Enter T— 2L CTHEERZ AL 4,
Do you want proxy to listen on P2?
OERMICKL Tlyl 2 AL £,
Enter ¥ —Z L T 2%V OEMZ /AL £,
EHRZRAFL ET,

BEEE

o TTIAT LV ADHER(2-7 L—)

e« TCP/IP k57 4 v 7 Jb— kD% (225 ~<—)
o BBV A AL I arDFRIE Q27 =)

TCPAP F 5T 4w IL— b DEFE

N—HMI Ry NV =2 8T T7 4y 7 OEREREOV—T 4 7R ERET DI SN E

9, Web Security Appliance [ LA FTOEO N T 7 4 v V&2 NV—T 4 T L £ T,

o F—H LTI 49T, WebZZBMBL TWVWET K 2—¥nbH D Web 7 123 BNULEES 5 |
T4,

o BENTI T AV I Web AL H—T 2 ARENLTT T ITATVAEERTHZ LIZL-T
B END N T 7 47 BILOT T T AT ANREIRY—E X (AsyncOS DT v 7' 7L —
F.ary®R—x D7 v 77—k DNS AR E) HIHEK T DT 7 1 v 7,

TI7HNVETIERELLDRN T 7 4 7H TRTOREFH LAY NT—7 A0 X —T x4 ZH
WWEZRINNV— b E2MEALET, ZEL BN T 7 0y IRNEHL—T 07 T—T V%A
AL T =% T 7 4w IRT—Z N—T 4T T—TNEHATIE I N—T 4T %
SETHZLEBINTEET, Z2NODN T 7 4 v ZIZFNFNUTO LI IIHEIENE T,

EEFNST1v9Y T—R 37499
e WebUI e HTTP
e SSH e HTTPS
e SNMP e FTP
e NTLMFFFE(R A A a2 br—F12k%) | ¢ WCCP R v T—3 3
o 45 DLP 9 — N2 & 5 ICAP Esk e DNSGRE AlHE
e Syslogs o Ty T—NT v T —R/iRE¥—
« FTP 7 v = (R E P RE)
e DNS (% JE Al fiE)
o Ty T—WNIT w7 7L —R/IEX—
(B & "I 6E)
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

[y b T —72 (Network) ] > [/V— b (Routes)] X—Y D7 v g OBIL. wEIN—T 4 TN
A =T NADE IS E TIREY £9,

s BELNI7 74927 —% 774y 7AOERONL— RERI v a v (HEIL—T 1
YT IIAX—TNVDGEE)EHRA L F =T 2 A AEEHN T T 4y VHEAENT 525G
(Ml R—=hET 7T A7 AES—E 2D RIZIRET S (Restrict M1 port to appliance
management services only) ] 234 X1 —7 VL DLHE) T DOX—=T T NV— b EANTDH2O0
vrvar (RN T4 I MET =2 RTI4TN BRERIRSNET,

e TRTDINIFI T4y 7KL TIODA— REE IV a vy (HEINL—T 4 7T BT 4 E—
TNDGR)ERN T T4y 0T =2 NI 7 4y VOMGITERA L 2 —7 = 2 %Al
MT 256 (MILAR— a7 7747 0 ZEHY—E 2D ZIZRET 5 (Restrict M1 port to
appliance management services only) | 237 « B—7 /L DFHE) | T O~—Z1E, Web Security
Appliance P HERFEINDLTRXRTON T 74w V(EBRN T T 4w I T =2 VT T 4w 7
DEHF)DL—FZAFTH1I OO a3 BNERINET,

GE) NLW—bF =Pz AF. ZTNRBRCEENTWEEHA L X —T 2 A AFEET—H A X —
T2 AALRIUY T Xy b LICHFETILERS D T HEOR— DA F—T (> T
WHEAE Web 70X I . T—% 77 4 v JHICRESNTWDLT 74V F—bhov A
CRILRY NT—2 FDF—F A X —T 2 A ATKT Lo a2 ELET,

EEER
s WHINTI T 4w T =2 NI T4y 2DOREIN—T 4 T oA FX—=T NVIZT DITIE F Y
NI =0 A B =T 2 A ADA X =T MEETITEEL (221 =) 2SR TEE W,

FIAILE IL—FDEE

FIFE1 [ b U —72 (Network)]> [/L— b (Routes)] Z 3R L £,

FIE2 KEIDLU CEH (Management)] 7—7 NV FE20E [T —# (Data) | 7—7 VD [T 7 4V b
Jb— b (Default Route) | 27 U > 7 LET (DEIN—T 4 T B3A X =T VI TR WEE
L A S e B B/7 — % (Management/Data) | 7— 7 /L),

FIE3 [/ — b7V =x=A(Gateway) | W7 AT HRET IR NV —F A F—T = 4 ATHEHI N TN D
Xy RNT—I DRI AN Ry T EOa L a—H% L ATFTADIPTRLAZ AT LTI,

FIE4 ZEEZEELMRELET,

JL—kDiBm

FIg1 [y b T —72 (Network)]> [/V— b (Routes)] &R L F 9,

FIg2 N—IFEEKTDIA =T A RAZHIETD b— bk &BM(AddRoute) | R ¥ &7V v U
L/i—;«o

FIE3 LA ARy Y= BIOT— v =A2 AN LET,
FIE4 ZAEEZXELMRELET,
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Web 7O%Y F—42IcnT 23 P2F—4 Ao 4—o x4 20ER B

W—TF42T T—TILORESLUVO—F

FIF1 [ b U —72 (Network)]> [/L— b (Routes)] Z 33N L £,

N— Tk T—=TNEREFET DI V— b T—T7 V& {RTFE (Save Route Table) | & 7 U v 7 L. 7 7
ANVDORGEGHEREEL £7,

REINTHAEIL—F T7—T NLEue— R332 )V— bk 7—7 V% 12—~ (Load Route
Table) | %27 Vv 7 L. 7 7 ANVEREL THE AHEEAEEL CTHREL 7,

GE) SETRLAMMHERY NT—7 AL F—T 2 A AD1DEREUY TRy b EIZhDHE.
AsyncOS IZRICH 7T Ry PO Ry hT—7 S X —T 2 A AEHA L TCTF—¥2XELE
T N—F 4T T NIIBRENEE A

JL— b DOHIB&

FIg1 [y b 7T —72 (Network)]> [/L— b (Routes)] &R L F 9,

FIE2 4T 250— b [HIERDelete) ] FIOF = v 7Ry 7 At 0L £7,
FIE3 [HIBR(Delete)] %27V v 7 L THERL £7,

FIgEs LEEEEELMREFELET,

BEEIEH
o XY NTU—T A H =T 2 AADA F—T NALFTZITET (2-21 =X—)

“ - = N ]
ER)FAL I3 VDERE
o BZBMIVKE AL IV gy TNAADIRE(2-27 X—)
o L4 AA v TFDEH(2-28 —)
e WCCP ¥ —t ZDO&ETE (2-29 _—)

EBIVFALIOaY TINAADIERE

(ZC &SI
o L AVYAAALYTFEIIIWCCPVIV—HIZT I IAT o AL £,

FIF1 [y FU—7 Network)]>[F 7 AT L vk UK AL 7 3 (Transparent Redirection) ] %
BIRL £9°,
FIE2 [7/314 ADFFHSE (Edit Device) | 227 Y v 7 L £7°,

FIE3 [#A7 (Type)l KuyFH T YARNT NI T 4w 7 &T7 T ITA7 2 ATHBWICY X AL
IRNTDHTHRARADEATELT[LAT4ALyTHLUEXT /A A7 L (Layer 4 Switch or
No Device)] £7-1% [WCCP v2 /L — % (WCCP v2 Router) ] ZEHR L £,
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

FIE4 EFEEELMRELET,
FEIE5 WCCPV2 T A ADHAIF LLTOBMNMTFINEEZ EITL 9,
a TNRAADS=aTVEBRL T WCCP/ILV—F2HEL £7,

b. 777AT7 L AD[NT U AXT Lk UK AL 7 g (Transparent Redirection) | ~~—37
T [V—t 2ADiEN(Add Service) 1 & 7 U v 7 L \WCCP ¥—E 20BN & fRiE (2-29 =—)
DOFBIZHE> T WCCP —t 2 &BIL £1°,

c. 77 I9ATVATIPAS =T 4T NAFX—T NN TWEEASIX. BH 2 F WCCP
PF—e ZAEEMRL £7,

BE:EEE
o T ITAT L ADEE(2-7 ~2—3)
e WCCP ¥ —t ZDORIE (2-29 ~—)

L4 XAy FDEA

BRIV AL 72 a DDl AY 4 ALy FEMHEAL TOWDIEAE ALy TFO
TIE WSA TWL O DBINA Ty a v ERETHLENRDH Y £,

o BHWITIP AT =T 4 T HANIL72NTLKEIWN, Ty T AR —=AIP T KL ADA
T =T 4T EATO G EIT RN —T 0 T =T R L £,

o [Web 7' 1 % 3R E D4 (Edit Web Proxy Settings)] X— ([E¥ 2 V7 4 H—E 2
(Security Services) ] > [Web 7" & % 3 (Web Proxy) 1) D[ 15~ % — & 1 5 (Use Received
Headers)] &7 > = > (GEMIERE) (2 5 [X-Forwarded-For #fiH L7274 7> M IP T K
L A Dkl % A %9123 % (Enable Identification of Client IP Addresses using X-Forwarded-For) ]
EACLET RSO DU EOHNIP TRV A% [FETEAX VAN —LA Tk
v E72iT v — K 2XF ¥ (Trusted Downstream Proxy or Load Balancer)] U A MZ:BIL 77,

o WITRTTuFUEENT A—F 2 LES T TRET HIZIX.CLI 2w R
advancedproxyconfig > miscellaneous %{fﬁﬁ < %‘ i‘é—o

TIZL»

e

= Would you like proxy to respond to health checks from L4 switches (always enabled
if WSA is in L4 transparent mode)? WSA 23~ A ‘7‘1 b4 7 &CFG%“C% 5H X 5 @:'?)L%)
WZIZY EAILE£7,

= Would you like proxy to perform dynamic adjustment of TCP receive window size? .
FEANEDHARIIT 7 AN DY AL ET WSADRIOT rXy TARL R T v
ANV =B HLHEEIEIN EATLET,

— Do you want to pass HTTP X-Forwarded-For headers? ZX-FOI‘W&I‘ded-FOI‘(XFF)“\“/&\“—
DEMET v T ARV — AR NGEIIARETT,
= Would you like proxy to log values from X-Forwarded-For headers in place of

incoming connection IP addresses? : k ?7/[/‘\/1‘—5“/( Vyéfi*fjéj‘é&:&iY k]\j]
TEFT, IVIAT L MIPTRULANRT 7R 0 IR RENET,

— Would you like the proxy to use client IP addresses from X-Forwarded-For headers?
NV —RELVR—PZZIETDHITITY EANTEET,

e X-Forwarded-For (XFF) ~v % — & i 1§ 2581 . XFF ~v X —% 0 J\Zi&kT 5720, 7
JRA T BT A7) Ty a0l s HBML ET,.W3C v 7 ER0GEAIT
cs (X-Forwarded-For) %JEjJ[] L i‘h
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Web 7O%Y F—42IcnT 23 P2F—4 Ao 4—o x4 20ER B

WCCP H—E X DERE

WCCP #—E 2 X WCCP V2 L —Z I —E R TN —T R EHRT AT S FAT v ADHRIET
T HHHTH—E R IDROR— R EDERNEGENET  —E R T —T 2T 5 &

2L Web 7% I WCCPILV—F LD fSL L T L—E0 b VXAV 7 NSz T
T4y BB TE £,

GE) 129077 I9AT LV AZEKRISEOYV—E R T NL—T52HRETEET,

e WCCP H—t ZDiBI & fRE (2-29 *—)
e [P AT —7 47" WCCP ¥ —t RAD/ERK(2-32 ~2—3)

WCCP H—E X DB & iREE

(XL & BRI

e WCCPWV2NV—H&EHHTEIEIICT I I9AT Vv ARELET@EBRBILA AL I ar T
INA ZADIEE (227 2—) B HBRR)

ZFIE 1

[*> b U —2 (Network) ] > i U & A L 7 2 =  (Transparent Redirection) ] Z &R L F7°,
FIE 2

[—E ZXDiBI(Add Service) | 7 VU > 7 L £9, £721EZ . WCCP ¥ —E A &RET HI121T. [T —
v 2717 7 A V4 (Service Profile Name) | 5123 %5 WCCP ¥—t 204 HTA2 27 V> 7 L £,

FIE3 LITOFIEIZHES T.WCCP DA T a v 2R ELET.

WCCP H—

EX A7

ay ShBA

H#—E & |WCCP #—E ZD4Hi,

Tnn] @ CodTYa v EEOLFICL T MY — L X (FREBE) KT 5
" L Tweb_cache] &\ 9 £ B2 FIEIICEI 0 Y CH R ET,

(Service

Profile

Name)
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

WCCP H—
EXAT
ay

A

H—b 2

—BZ DY —E R T N—TDF AT KB ERNL 7,

[#E#EY — " Z (Standard service) ], & DY —E &2 ¥ A 72L& IDIE o ) [E &
V&2 AV N R 57644 — F ) B ESE AR — R 80 3 EI D Y TohrhEd 1D
DIEYEY —E ZADHRERTEET . T 7 T A7 2 ATIEEEY — B AN TITEE
LTCWABE . ZOF T a3l v —FprINET,

[# A7) X v 7% —E X (Dynamic service) |, Z D —E A X A4 7 TlI I AHZ A
ID.R—=FFBS.BIOIVEFAV I N AT varbn—R RS0 07 7V
VEEHRCXFEFT WCCPL— X TCH—E REERTDHEXTI X AFTI v 7 H—
EATHELENRNT A= LREUNRT A= AL ET,

AT Iy 7 = RAEERTLHLEEIT. LLTFOEHRE AL £,

o [¥—t R ID(Service ID)],[¥ A F X v 7% —E A ID (Dynamic Service ID) ]
TA—ARIZ0~255 DIEEDORFEANTEET  LEL. 2077747
YA IS EU EOV—E R T N—TERETDHZ LI TE A,

e [ — b &FE (Port number(s)) ], [~ — bk &5 (Port Numbers)] 7 4 —/L R IZ U &
AVIRNTBEINT T4 ZITHRREODOR—MNEEEATILET,

o [UX AL 7 = ®HEE (Redirection basis) | 55 7R — b F /= idz e — »
WCHEASWTR I 7 4w 72V ALV 7 b THEIICRIRLET . T 74V M
AR — KT,

BBV LAV I ary b IPAT =T 47 &AL TCRAT 47 FIP %
BETHITIEI[Y —AR—=F (U X =2 X)) ZESNWTIHX AL T B
(Redirect based on source port (return path)) ] # &I L  EFTcH— N &
13007 12 EL £7,

o [B—K RT3 OHME (Load balancing basis) |, %~ bV — 27 THED
Web X274 77 I7AT L AZHEHL TWAERIE. T 7747 AM
Wy NEGEBT 5 HEERIRCEET b —A"FELIT I T7A47 8 TR
VAESHN TNy b EEAATEET, 7747 TRLAZRIRL 72
B I TAT Y IOy MIFIZRCT 7747 v AChEAi S E
T T 7 AN NEY =N TR AT,

Jb— 4% TP
TRL A

(Router IP
Addresses)

1 2FF-I3EED WCCP #HG/N—% D IPv4d £ IPv6 TR L 2% AL $4 .4
N—ZEFDOIPEZHEHLFT, L TFFr A TRLVRAFIADNTEEEA LI OD
H—E R T IL—FHNIZIPv4 & IPV6T R L ZZBIESHELZLIITEER A,

JL—H &
*al

7 4
(Router
Security)

ZOY—E R TN —TITH L TRAT L —X 52 ERTIHESIL[—E 20k
X = U 7 ¢ A0k (Enable Security for Service)] 4 2L £9, 4 F—7 VIZLT=
BEEDOY—C R I N—=TEMNT T 7T AT AL WCCP /b—Z [ Z[F LY
ATV =AM TL20ENDY £7,

ERAFTHRAT =X LB NAT L =X AL £,
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FIg 4

Web 7O%Y F—42IcnT 23 P2F—4 Ao 4—o x4 20ER B

WCCP H—
EXAT
ay

A

FERER
(Advanced)

[ — K F v 7 J5 & (Load-Balancing Method) |, # 4% 7 Web Security Appliance
MIZBWTIL—2 BNy hoa—K RT3 7 FTT5 FiEE2REL £
FTRMPHEIRL TLEE W,
o [V AR DHFFA] (Allow Mask Only) |, WCCP /L —Z (I )V —F D/N—FK T =7
EHHL CHREZITVET, Z0HFRFI Ny 2 FRELDEr—F DN
T A=~ A% ST ET L T RTO WCCP L —Z R~ A 7 EHID Y
TEYR—=FLTWDEIDITTEH Y WA, (IPv4 D)

o [Nv =2 DHFFA (Allow Hash Only) ], & D 5=, v v = BT L T,

VA AL 7y a 8T A REEXZTLET, 2o FRT~2 7 FRUTE 2R

TV FEANRN—EZRNZOF T ar L R—F L TWWRWESL H
@i@“ (IPv4)

o [Ny ¥ab L IEvAZ &P (Allow Hash or Mask) ], AsyncOS 73 /L— % &
R aerA 2= TELLTRDET NN RAZEFR—F LTV
D86 AsyncOS (I~ A7 2L £, PR —F L TOWRWERIE Ny
vanifshEd,

[ AT DHAH < AKX (Mask Customization) |, [~ A 7 O &35 7] (Allow Mask Only) |

EL [Ny ¥ 2 D HFFAT (Allow Hash Only) | #3555 v A7 2 D AX <A

ALY By NEERELEZY TEET,

o [WAXLRT(FK6E Y N, FAZERECTCEET IHRELL~A7ITH
AT T%hfu\ét v NS Web A v X — 7:4’7\ IRRSINET,IPv4 L—
ADOEEITHRRSE Y M IPV6 L—ZDPEITRKN6E Y M EFATE £,

o [V AT LR~ A7 (System generated mask) |, VAT ANV AT BAEKTDH LD
ICRECTEETALRC VAT ALV ARSI~ A 712y (1 ~35) %
fRETE £,

[#55% 5 2 (Forwarding method) ], 2 D HFTIX, VX ALV 7 kST v B3
JL—H 5 Web 7 a % ViR S LET,

[V #—2 )i (Return Method) ], 2D S TIX. VX AL 7 &=y bR
Web 7' B X bV — 2 THRR S VET,
R FRB LY = FATIEL U FOWTro 2 Y v KBS ET,

e [LAY2(@2)(Layer2 (L2)]./ 7 v K D% MAC 7 R L A% % —% > kb Web
X DOMACT KL R |ZEXHL 52 LT, 1/4’&20)1\774 DL
AV LETA2 AY vy RIIN—FU =7 LUV TEHEL 8, e o)
T =~ AEFEBL T, 7271, T TO WCCP /V— & 28 L2 51k % YR —
FLTWBDLITTIES Y A, 72 WCCP /L— 1%, (WELIC) B S
AU TV % Web Security Appliance & D L2 x2 v — 3 DA EZFA L £7,

o [MFRN—T 1 7 5174 (GRE) (Generic Routing Encapsulation (GRE)) ],
ZOHFRXIZGRE~Ny X =L VEL AL T N Ny X =5GP Ty NahT
kT 52T LAVITHRT 7 o /7%)57‘/1’1/71\Liﬁ‘ GRE 11V
ThU =T LAULVTEEL NT v RS ET AR D Y £,

e [L2 £721ZGRE(L20rGRE)], ZDA 7> a v #IBETHE T T IAT AT
N—=BFNYPR—=F L TWBFREERAL T N —F T T T AT ADOM S
MNL2 & GREZVR—FTBEETTIAT AL L2 L £,

=B INEHET T T AT AR STV R WSS GRE ZBINT 5 LERH
@ \ij—()

EHRZFEL REFELET
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B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

IPRF—2 4245 @ WCCP H—E XDERL

FIE 1

FIE 2

Web 7 ¥ CTIP AT —T 4 VIR AX—T T > TWBHEEIL.2 DD WCCP —F 2%

ERS L £9,E%ED WCCP M —E R ZERT 20 S ER—MNHESWTN T T 4w 72V FX A

LI RNTAHXEAF Iy 7 WCCP H—t 252 ER L £9,

R —NIESNWT R T 74w 752V LAV I T HL AF v 7 WCCP —E ZA&{ER L

F9,

TJIIE 1 TER LY —E A THEHINDIFR—FEEN—HXIPT LA NL—F X2 T 4
REELRUEEEMHHAL EI,

\
GE) vAaTRHR V=2 RREHT L @EETLAR— MMZES<)WCCP ¥ —E XiZiF
90 ~ 97 DY —E AID FELHTHZ L afEl F3,

EEEA

VIANDEFERIZE DMV F2—T A RAEADMALE

1 DFEITEHD VLAN 2% ETHZ & TCHMAIAENTHEIMERA v X —T = f ZADEKEH
ZTC.CiscoWeb X2 T 4 T T AT VAN ERAGER Xy MU — 7 O EHEINcx 4,

VLAN [Z.[VLANDDDD| & WS ERD T~ )L NP WT-Bf) R[5 —% R—b 1 L L TEREN
7, [DDDD |13 K 4 #HTDFEH D ID T9 (7= & 21X, VLAN 2, VLAN 4094 72 &) , AsyncOS (%,
B K 30 D VLAN %R —K L EJ,

WERAR — i, VLAN TREETDHTEDICIP T R L AZRETHMLENRDH Y £ A, VLAN % 1EKL
bt%ﬁd‘ IVLANUDAND N T 7 4 v 7 aZETDHIP TR AZHRETE 5725, VLAN
®h774/7kVLANu5M> NS T 4y JOMEERIU AL E—T 2 A ATRIETE FE T,

VLAN 2 BB L Pl T —#% R— b TCORERTE £9°,

VSAN DR 5E & B

VLAN O)ﬁzﬁk fﬁ% ki@ﬁuﬁ?%ﬁiﬁ |&.etherconfig T~ r %ffﬂ% L/iﬁ‘o MEEAZL/?LC
VLAN [Z.CLI @ interfaceconfig =~ o/ FZE2HFEHL TE Hﬂéf% iﬁ‘

{5 1: 7 L L™ VLAN D4ERE

FIE 1
FIE 2

ZOFTIE P11 AR —bk EIT2 950 VLAN(VLAN 31 & VLAN 34) Z{Epk L £9°,

Tl FE TR A F—7 =2 A4 AETVLAN Z{ERLRWVWTLEEW,CLIIZT 7k AL $£9,
WD TFNEEFEITL F9,

example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANS.

- MTU - View and configure MTU.

[]> vlan
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FIE 3

Web 7O%Y F—42IcnT 23 P2F—4 Ao 4—o x4 20ER B

VLAN interfaces:

Choose the operation you want to perform:
- NEW - Create a new VLAN.
[]> new

VLAN ID for the interface (Ex: "34"):
[1> 34

Enter the name or number of the ethernet interface you wish bind to:
1. Management

2. P1
3. T1
4. T2
[1]> 2

VLAN interfaces:
1. VLAN 34 (P1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1> new

VLAN ID for the interface (Ex: "34"):
[1> 31

Enter the name or number of the ethernet interface you wish bind to:
1. Management

2. P1
3. T1
4. T2
[1]> 2

VLAN interfaces:
1. VLAN 31 (P1)
2. VLAN 34 (P1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

EHEERFLET,

Bl2:VLAN EDIP £ > 8 —D = 4 ADERK

S

GE)

ZOFTIZ VLAN3Y A —H Ry b A FZ—T A AFICH LWIP AL Z—T7 = 4 ZZERR L
F7,

AV HE—T 2 A RAIERTEMZDE T T ITAT L AEDOERBPALDLZENRNH Y F5,
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B AV A= BE |

B Web 7O0F F—RICHTEPZTF—R AV 4—T =1 ADOHER

ZFIE 1
FIE 2

FIE 3

CLLIiZT 7t AL £,
PLTFOFNEZFEITL E7,

example.com> interfaceconfig

Currently configured interfaces:
1. Management (10.10.1.10/24 on Management: example.com)
2. P1 (10.10.0.10 on Pl: example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- DELETE - Remove an interface.

[1> new

IP Address (Ex: 10.10.10.10):
[I]> 10.10.31.10

Ethernet interface:
1. Management
2. P1

3.

4.
[1]1> 4

Netmask (Ex: "255.255.255.0" or "Oxffffffoo"):
[255.255.255.0]>

Hostname:
[]> v.example.com

Currently configured interfaces:

1. Management (10.10.1.10/24 on Management: example.com)
2. P1 (10.10.0.10 on Pl: example.com)

3. VLAN 34 (10.10.31.10 on VLAN 34: v.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.
- EDIT - Modify an interface.

- DELETE - Remove an interface.

[1>

example.com> commit

KHEAERFL £,

BN A

o XY NT—T AU B =T 2 A ADA F—T NALFTZITET (2-21 _X—)

e TCPNP KT 7 4 v 7 Jb— bk DOFKE(2-25 *—)
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JEALI R cZAFEELRTFLRALE B

JEALO M RRAMREVRATLRANE

VAT LAY N T T DAY =R EETTHE VAT LA RAMNAEV X AL T RARNEN
Fl—Ii272 0 £9, LA L. sethostname I~ REMHFHL TV AT LADFRARNLEEELTH, Y

AL TN RAMGIIERINEEAZOED BEOBREIZRRDMENREGEENDZ LIZ2Y
7,

AsyncOS |%, =¥ K 2 —H@aH L IREHRICU X AL 27 h RAMNAEHEHL £7,

VAT A RARNBIX LT OMERTT 7747 v AOFHBNER S5 22 EMiA A N4 TY,
o avwL KNI AY A F—T = AA(CLI)

o VATATT—Fh

e Web Security Appliance 7% Active Directory N A A NIHNMT 25 & ZIZ, ¥ D NetBIOS 4
e 256

URAF A RANGIA L H—T 2 A ADBA N LEERS L TBL T 2 F AT kBT 7
54T v R DD S EE A,

JFEALIF RANRBDER

FIE1 Web 2—H% A ¥ —T A AT [Fv b VU—72 (Network)] > [iF (Authentication) ] {2 EI L
Er I

FIE2 [V v—LiRE % MWE (Edit Global Settings)] 227 U v 7 L 97,
EFIE3 [VF AL 2 kAR 4 (Redirect Hostname) ] ICHT L VMEZ AL 17,

VATLRANEBDER

FIE1 CLLIZT Z7EALET,
FIE2 Web Security Appliance D4 i 228§ 5 IZ1E, sethostname 2 ¥ R AEHL £,

example.com> sethostname
example.com> hostname.com
example.com> commit

hostname.com>

FIE3 ZAHEZRAFLET,

SMTP ') L— KRR F DERTE

AsyncOS (F, %1, 7 7 — b (Cisco IronPort 7 A % ~— HR—FERARE A7 AT K0 ERL
I %f—zv A=Y EMICEEL .7 7 44 b Tl AsyncOS (XK A A > D
MX L a—RIZVANENTWELIEREFEHL CTEFA A EZEELET ZEL.TTIA4T
VANRMX L a—RIZYARNENTND A= b= NCEHBERETE WSS T 747
A RIEAH7elEB 1 OOSMTP VL — R AN EREL 77,

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
|




$£28 BB AVAP—L.BE |

W onsoEE

~

(GE)  Web Security Appliance [T . MX L 2 — R |ZU A &L TV D A—/b Y — R F 1 I5R T HF
SMTP VL — AR A h LIBECERWVWHEA EFA—N Avt—VaREFTEF . ns 77 M1
WAy =V aEZIALET,

1 DEIFEEDO SMTP VL — KA RN EZRECTE ET LD SMTP VL — RA N ERET D
56 AsyncOS 1T I Al gEZe e EALD SMTP UL — AR A R 2L £9,SMTP U L — KA K
PEHTE WA AsyncOS 1. ZD Y AR 1D FD Y L — FRA DO ZRAAET,

SMTP )L — KRR F DERE

%IFII

FIE1 [* > b U —72 (Network)] > [PNE SMTP U L — (Internal SMTP Relay)] Z &R L £,
FIF2 [REDOME (Edit Settings)] 227 Vv 7 L £,
FIE3 [NE SMTP U L — (Internal SMTP Relay) ] D% E % 52k S & £7,

PA=PAC B4

UL —DHRAREE |SMTP U L — T HHRA N EITIP TR L A,
72 IP 7T R LR
(Relay Hostname or IP
Address)

A — b (Port) SMTP VU L —IZ8# 9 27200 DR — b, 2O 7 a7 ¢ 222 L7
BB T I7AT v AR —F 25 AL £9°,

SMTP ~DO#HAZEE  |SMTP UL —~OEGIHEATET T IAT U ADRYy NI —7
H4s2L1—FT 400 | Z—T7 2 A A(EBREIIT 00T ICBEMf TSN TWS

7 —7 /L (Routing N—T 4T T—=TN, Vb — AT LLERLRY NT—2ZHDHA
Table to Use for VE—T o 4 AEBEIRL £97,
SMTP)

FIFEs (EE)ITZEMAIdRowW)]Z 27 U v Z7LTH®O SMTP VL — AR A MZBIL 1,
FES ZEHFEEEELMRGEFLET,

DNS )& 5E

TTIATVATIE A Z—%v k Jb—bF DNS — " F7/ 132 —F M E D DNS - — % fifi
HATcEEFT . A=y b b— K $=—NEFEHTLEE FFEDOR A A NHEHT 0%
P NERETCETET REDNS b —NFH DR A NTHEHSND T2 HBEN AL D
MER T — N (72 DNS L 2 — R 22 THALERH Y £7°.,

e A7 U | DNS(2-37 =X—%)
e DNSF ¥ v adZ U7 (237 =—)
e DNS & T DmE (2-37 X—)

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
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pns e H

A7) I DNS

T TAT AT NE— SREFED R A A FICERE SN A £ 7213 — b DNS H— 33
O R AL HICHRESNTNDAF U » h DNS R — b L ET, 22—l EoNEHF—-
ZHEHAL CTOWDERITBIFOR A A4 BLXOET 5 DNS b — 2R ETHZ b TEFET,

DNS*vwvs a7

FC & BHII
e DNSF ¥ v ak /U7 T5E %y | ZHAICHMALERIT ST 4 —~ 2 AR —KF
IR T3 22 &b £,

EFIE1 [ FU—2 (Network)] > [DNS] Z®IR L 1,
FIF2 [DNS Fv¥ v =2%HZE(Clear DNS Cache)] %7 U v 7L £,

DNS 2 EDHmE

FIgE1 [~ h T —72Z (Network)] > [DNS] Z &R L £,
FIF2 [REDOHE (Edit Settings)] 227V v 7 L £7°,
FIFE3 MLEILLC C.DNS RTEMEEZHRTL 9,

PA=PAC R £t BA
DNS #—/3(DNS  [[Z# 5 @ DNS H— 3% fifi | (Use these DNS Servers) o 77 7 A 7 > AN
Server(s)) RA NG ORI TE D e — /L DNS $—/3,

[f > #—%v b D/L—k DNS % — 3% H (Use the Internet's Root DNS
Servers) 1o 7 T ATV ANRNF Yy T —27 D DNS —NZT7 7 BAT
ERVWEBIC R AL A — ANV I T v IA X —Fy b D
Jb— bk DNS = "2+ 5 2 L2 BINTE £,

GE) AV ¥—Fv h/b—hKDNSH— NI, B —Hh/L KRN ERL
FRAT FTTAT L AT —R)L R A NG ERIRT D LERD
LA, v — AV DNS — N2 L TR T 20, a2~ R
TA A B =T 2 A ANxB 1 —H )L DNS [CHEIRAZT (v
7 = N EBNTAHMLENRLY £7,

[ 5% DNS 3—/ 3 (47" v 3 ) (Alternate DNS servers Overrides
(Optional)) |, FFED K A A > H DR DNS H—3

DNS F 77 v 27 IDNSH—EZXPIL—b T T4y 7 %N—T 47T HRICREHTD A
MAnv—7 17 VHE—T oA ABREEL £7,

7= —7 L (Routing
Table for DNS
Traffic)
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B g (R BECETENS TN a—T10F

HEAR . A
Y

FlE 4

JanT«

Bl

IP7 RL A N—
¥ a UERGE (IP
Address Version
Preference)

DNS T — 03 IPv4 & IPV6 DTl 5 DT K L A% #2k3 5 554 | AsyncOS I
DEREEZFEHLTIP T RLZADNA— 3 U2 RIRL £,

&
GE) WE) FTP R DN — 3 VERTEICEWVEH A,

AsyncOS X

DNS #i5| & % A I
7 7k (Wait Before
Timing out Reverse

DNS Lookups)

MEINAWBZ DNS /Ly 727 v TN E A LT U 45 FTORERR (7
BANT),

R ALK A
I (Domain Search
List)

SR AN (T JRRENRVEARA N4) 58 TIZERZBET 8IS
N25DNS KAALUHRBRY AR, KR AL LB EMATZHRANLIC—EKT D
DNS NFEET A E I MEFARD DI HBESINTZR AL BN AAIEIC
BaEEsnEd,

ER2EFEL MREFELET

EEEA

e TCP/IP hT7 4 v 7 L— ]k DFE(2-25 2—)
e IPT7TRL ADNRR— 530 (2-20%—2)

A=,

o J o — )L A —/N—|C

BREICETSFI TS a—T 4

(2B % R (A-5 =)

o TOTFARNY —AL X NEAI LT v LESITID 720 (A25 ~X—)
o UITATUVINERNT v T AR —A T X TRKT S (A25 X—)
o RKAR—F =2k U (A-26 *—)
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CHAPTER 3

Cisco Cloud Web Security 7 AFX S ADT7F
S5 AT 2 ADIES

e JIUR axysZ E— R COMBORER LOMHFIEB-1 *—)

e VIUR axs X E—R TORERN(GB2~—)

o JTIUR axsADOHE(B2—Y)

e JVIURDT 4LV I NY ZNA—TDMEHIZLD Web 7 7 £ XD (3-5 X—)

o VTR Xy = ND/NAIXNA(3-6 X—)

e /7 UK axs ¥ E—RTOFTPEBLOHTTPS O3 HIH AR — b (3-6 <X—)

o X T FT—XOPRMPIE(3-7 =)

o TN—TL =L IPT KL ADFER (BT =)

o JVT UK axyH al ~DFE3B-7—)

o JIURWebtEXalT 4 axsZOMHIZLL8 T 27 7 AL &FFE(3-8 X—)

AR 3 E—FTOREBORES S UEA

VUK aRxz oY 7ty MIEENLWEOMM HIEIT ELLEREZRE FEE—F L
LTI MOV T EE—F O (2-2 ~—V) 2L T IE S0,

COBEIAEOI FIRMETLEEL T EHEE—RE 7T TR WebtXx=al T 4 a7
X ET—ROWHICHET D Web BFX 2 UT 4 77T AT 2 ADEEEED —E8I1T. 26 D
FHCREINTWET, 779 R ~OT 4L 27 ) ZA—TOREICHETIHERELO I T
K a2 x 7 ZOREHREZRS BEEFRIIAEOMOMEATICEEE I N TWET,

ORI EEET-F CHEATERW IR WebBX 2 ) 7 0 ax 7 XOREICETS
THEWMN G EFNTWET,

AFE(IZIE, Cisco Cloud Web Security 512 BE 9 2 fF #ILFL# & LTV £ 48 A, Cisco Cloud Web

Security D K & = A2 b %
http://www.cisco.com/c/en/us/support/security/cloud-web-security/tsd-products-support-series-home.

html 265 AFTE £,
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# 3%  Cisco Cloud Web Security 7OFADT IS APV ROES |

B 559F x4 E—FTORM

2279k a3 E—F TORA

TTIATV ADYYRERFIC, 7 TR ax /¥ F—F LEEE—FOEL L TRT
PERLFT MBERTAV AZHAL CWAE/RILBERBENTWDET I AT VAT
VAT LAY NT T AP =R EEEE N TEITL.2NEIT VR ax I X T— KK TH
BHT22LLCEET VAT LA BNy U AP =R E2ETTDE BEOREIT LE
XXM BEOTRTOTFT—2NEIRShET,

TTIATV AORIIEEET—R L7 IR %27 0 TE—RFRDOELLIZBWTY A
TIN. AT A Web 7y —EXBIRVAY4NT T 47 FT=X b—E R, 7
FJURWeb X274 axI ¥ T—RTIHIEHATEEEA,

TR Webt¥=l) T4 ax7 XL HRMBREREET—F £2030GEBET—FN TR T £7,

MHIRERIZZ TUR ax 7 ZOREXEET HITIL [y MU —27 (Network) | > [27 7T R
21 27 % (Cloud Connector) | Z 2R L =97,

BEER
o 2 EIBEE. AL ANV RIE]

59K AR IADERE

FIE 1

FIE 2

FIE 3
FIE 4

ZC & BRI
BT T FZ ATV ATOWeb A HZ—T 2 A A~DT IV ADA F—T L (1-4 =) &5
LTS 7ZEEN,

UTOFIET Wb EX a2 VT 4 T I9AT L ADWeb A Z—T =2 A AT 7 EBAL F7,
A E =2y N TITTFIIWeb X2 VT 4 TTTFTAT L ADIPVA T RV AZ AN L ET,

MOTYAT LBy N T T O 4P —RE2EITTDHEEITUTFTOT 74/ D IPv4 T R L A
AL £9,

https://192.168.42.42:8443
E
http://192.168.42.42:8080

22 C.192.168.42.42 X T 7 4/ b D IPv4 7 K L A 8080 IX . HTTP ®F 7 # /L b OFHKR— k
HRE . 8443 IX HTTPS OF 7 # /L b OEHR— F T,

[¥ AT L% HE (System Administration) | > [V AT & © > b7 v 7 7 4 % — K (System Setup
Wizard) | 2R L £7°,

TA B ABKIOFEICFEL £7,
By b7 v 7 OB (Begin Setup) ] 227 V v 7 L 77,
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FE 5

FIE 6

FIg 7

FIE 8

VAT AREHEHEREL 7,

455k axsanmge A

BE

B9

FTHIKN AT A KRA N
(Default System Hostname)

Web €t X2 U7 4 77747 ADFEREMA A N4,

DNS #— 3 (DNS Server(s))

RALVEHEY—E RN I T THOA X —F v
JL— K DNS #—3,

DNS OFF T (2-36 X—I) b R L T E &V,

NTP #— N (NTP Server)

VAT A 7uy 7 EFAMSEL YT 7 40 ME

time.ironport.com T3,

B ALY =

T TFIGAT VA RIZEAL Y =0 ERELT Ay E—"
Ny E—BIRaS 77 ANDE A LNRAE T NIEHIC
FREND L HITLET,

TTIAT VA FT—
iR L E7,

Fo[779K

Web &% = U7 ¢ =2 %7 # (Cloud Web Security Connector) ]

IR ax s ZORTEHEHEZHRTEL £7,

B

Bl

779K WebtXxalTFT 4 71
& ¥ H—/,3(Cloud Web Security
Proxy Servers)

777K 7kl — N (CPS)DT KL Z (5
proxy 1743 .scansafe.net) ,

KD N R Y 7 (Failure
Handling)

AsyncOS 728 7 7 TR Web X = U T 0 T a0k
WCRIEL 2356 A v — % v M IT [[EH#EHE (Connect
directly) ] ﬁ“éﬁ) [ERERFmy7 (Drop requests)] L £79°,

Cloud Web Security #3FE A % — A
(Cloud Web Security Authorization
Scheme)

h7/‘ﬁ_&/3/%uuniﬁ45j§ﬁ

e WebtXa2VT 4 77747 ADOREEINTND
IPvd 7 R L R

o ZRTUY I aITEEN TV DHFRGEF —, Cisco
Cloud Web Security Portal PN CREFEF — ;EEE}Z'C TET,

Xy RNT—J A H—T 2 A ABLORGEREL £,

BT EL:
A=Y Ry b MIAH—T2AREERNT 7 4 v 7ERLE L CRETDIERIT. T —H
R—T NS4 7HOPI AV E—T 2 A RAERRETHVLENHLY ET 271

(Ethernet Port)

BHNT 740 7T =2 NI 7 4y 7OWS%E Ml A4 — 714’1&L
THERT 558 THPL A I =T =2 RAERETETET,

[P 7 RL *
(IP Address) ]

WebtX=aUF 4 7 I5A4AT 2 AOEIZHEHTA IPvd 7 R L A,
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W 559F ars4208RE

FIE 9

BE Bl

T hU—7 TOXRY " NIT—T A B —T 2 A A LOWeb X2 VT 4 TTITAT 2 A

~ A7 EEMTABIHERAT A Ry N Y —F v A7,

(Network Mask)

RARNLK—L |ZORY NT—F A B —T 2 A A FEOWeb X2 VT 4 TFF5A4AT X
ZEHETHEICHERT DR A 4,

EHBLOT—#

NS T 4 TONL— N EBRELET,

BE EL

T 4NN F— |[EEHALV I T 2 A ART —F A =T 2 A AZBBTDHNT T 1 v
k7 = A (Default |ZIEHATDHT 741008 =072 ADIPv4 T R L A,

Gateway)

[4 Al (Name) | ABT 4w 7 v— ks OFBBNAE 5 4 i,

Wty hT—27 | 2D —hDFy F T —27 EOs5%ED IPvd 7 R L X,

(Internal Network)

WERT — D = A

(Internal Gateway)

CON—FrDF—=FT 2 ADIPVE T L A J—k F—ro=A1F. TN
NDERESNTWEIEH A L X —T 2 A AFERET—H A H—T A A
ERICY TRy b EICHEETIVERD D £7°,

FIg10 HBEOEHORTHBZREL 7,
~
GE) T7ANVETIEHZIUF ax7X3&FRE—RFKTRBAIN.VATY4 ALy T E2iZ
WCCP N—T a3 v 2 v—H LT AMNEND Y £7,
BE SRBA
LAY4 ALy | Web®XaUT 4 T ITAT L ATV ATAAAL yTFICHRSINET,
¥ (.Layer-4 e
Switch)
S o BRBIRERET—R T/ IURN ax7 2 &2EEAL 7,
TNRA AL

(No Device)

WCCP v2 L — %
(WCCP v2
Router)

WebtF a2 T 4 775472 ZFWCCP AN— g 0 2 %S — 2 (20
ShET,

ENRAT V=X FEETHY T XFUNOXLFE2ED DL ENRTEET,
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FIEN ERHREHEAEZREL £,

ISY9EDFALIMY TL—TOEAIZEZWeb 7o ExDOFE W

Bl

(Administrator Passphrase)

Web X a )T 4 T ITAT LV ARLT VAT HIZHDINA
T =X NAT7L—XL 6 XFL T A2HENDY £7°,

VAT T T— b A—LDOiE
15 % (Email system alerts to)

TTIAT LV RAZELSTEEENDET T—FDIELE AT
KL A,

SMTP U L — 7R A MR CTHE
F A —)L % %1{E (Send Email via
SMTP Relay Host)

({EE) AsyncOS 233 AT A L » THAERINTE T A —L
Ay =V DOEBIHEHTAESMTP UL — R A RDHEA N
FEIET RV R,
FIZ4NERDSMTP UL — RARMIMX L a—R|ZU Xk
ENTWA A —L P — RT3,

F 7 F )V kDR —FFEEIL25 T,

Z— k¥ AR — b (AutoSupport)

TIFISAT VRISV AT HAXZ— P R—F VAT AT
S—hEHEEOATF—Z A LR—KEEETXET,

FJg12 L a2—LTA LA —1L FT,

a. AVAN—IVEZHERL £,

b. FIICE> CTEET AL AT~ (Previous) ] #27 U v 7 L E£7,
c. ANLTEMRAEMS > THATT AEEIE [ DORXE %R A > Ak —/L (Install This Configuration) ]

o7 Vv I LET,

BERE

o EX a7 FT—HOUHR I (3-7 =)

o Xy NT—T A H—T x A A(2-20 =)
e TCP/IP F T 7 4 v 7 b—F DFRE(2-25 ~—)
o BBMUF AL I arDREQR2T =)

o T T —hOEH(22-15 X—)

e SMTP UL — /KA F OFIE (2-35 2—)

D92ORDTALI M) TIL—TDFERAIZKS Web 7

4t 2 DI

Cisco Cloud Web Security ZfEHHL .7 4L 7 F U Z N —T 2SN TT 7 ERAEZHIEITE £7,
Cisco Cloud Web Security ~D 77 4 v VN7 UK ax74 E—=RDWebtxalT 47
TIAT UV AEN L TN—T 4 7 ST D4 Cisco Cloud Web Security 1d, 27 /L —7 < —
A7 TR R —FHMHATEDLLIICZTURN axsahb I roar &3k
T4V I MY TA—=TIEREZ TR LERD Y £,

FC & BHII

e Web EX o2 UT 4 TS5 AT ADOBTIZHIEL L AEBML 9,
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B 559K 70%y 5—R0R(/52

ZFIE 1
FIE 2

FIE 3

FIE 4
FIE S5

25F

e AZAN
HR—Fk

[y FT—72 (Network) ] >[Z 7 7 K 22* 7 % (Cloud Connector) ] IZBE L £9°,

[Z7TF7URK KV —F 4127 K~VU ZL—7(Cloud Policy Directory Groups) ] fEI&K CT.[Z/ /L — 7 D
s (Edit Groups) ] 227 U » 7 L £7,

Cisco Cloud Web Security WCTIER L7 7 U K R > —DxtG L5 [2—H% 71— (User
Groups)] & [ 7 /b —7 (Machine Groups)] Z &R L £,

CEM(AdD] 227V v 7 LET,
(56T (Done) | &7 Y v 7 L C. AR ZEL £7,

BEEER
o ZBIFL LA (5-11 ~=2—2)

TOxS Y—/\D/N(I\R

JITURN=T 47 RV —%ENT 5L LLTOREICESNT Web N 77 v 7 %
Cisco Cloud Web Security 7' 2 F INIV—FT 4 7 L) A X —Fy MIEBELV—T 47
TEET,

s BAHITuT AN

e 7 u* N — | (Proxy Port)

e Subnet

e URL 7 =Y

.« Ze W x—TUayh

Cloud Connector £E—R TU F U R L—F 47 RN v —2{ERT 57 n AT FEEE—F %
AL =T 47 R —2fElT 27 vt A LFL T,

BEEIEH
o KU T—DERM(10-7 X—)

OARYV 32 E—F TOFP & KU HTTPS D ER 5 HY

Cloud Connector E— R D Web v = U F 4 77T A4 7 > AL FTP ° HTTPS % Z&IZi1Y
A—FLEHA,
FTP

FTP X7 7 UK ax 8B TCHR—FENEXALT T IAT VAN TR ax s 2 HICHE
ENTVWDLEHE AsyncOS IR AT A7 FIP v 77 4 v 7 RKav 7L ET,

FTPover HTITP (X7 9 UK ax /¥ £— R THHR—F &SN ET,
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%217 F—4aonRAkr W

HTTPS

7R ax 7 2B LEYR—F L TWERAEE(LETICTHTIPS 57 4 v 7 &2EL
jz—g«o

779K axg Z3EEEYR—F L TR AsyncOS IZHTTPS h 7 7 4 v 7 DU F
AT R SNy X —ERITEFILT 7 EATEET A, L2235 T, AsyncOS 1L =k iz
N~y X —IERIRTFT DNV —T 4 7 R —Zi@E L c& %A, ZUE, %l HTTPS
NI H v arTEHbHI LT, &2 X B HTTPS 7% 7 a DA,
AsyncOS [T HTTPS 7 7 A 7> b ~v X —HNOKR—=FFEEFIZT 7 BATE W K—&E
WZESW T —T 47 R —2RETEEHA, ZOHE AsyncOS (X7 7 4 /L F DL—
T4 R —EFHL £,

B RASZ2 HTTPS b T v 7 a v DBAIL 2 >DOHI4 235 Y £, AsyncOS 1. B REY HTTPS
MUYy a DL TFOERICT 7 ATE £,

e URL

o SR —KFEE

BSRAY HTTPS F oW 272 3 v OBEAIZ.URL F-03R— M EBICESWTIL—FT 4 7 R
Vy—%RETEET,

X7 T—2DREEML

[% v b U—7 (Network) ] > [#}&5 DLP $—/~ (External DLP Servers)] C. 27 7 U K 237 X %4
HOT — XML — N EETE £,

BEEIEH
o 16 HIHET — X OIFIRES 1E

GIV—TRA.A—YFZIPF7RKLADERR

25F

FIE 1
FIE 2

FIE 3
FIE 4
FIE 5

BRELIZITN—T4 22— IP 7 F b A% F7 5|21, whoami.scansafe.net (27 7 & AL
\i—é’_‘o

a4 AT ~ADEEE

JIUR ax ¥ a I GRS N2 — RN —F T TR N — BiEF -
IR ax g ZORBEON T TNy a—TF 4 U TICESLOBEBRN G EN TV ET,

[> A7 L% B (System Administration) ] > [2 2 7 27 U 7’ 5 (Log Subsctiptions) | (ZFH)
l./ \i—g_‘O

(22 % A7 (Log Type)] A==—nbH[7 7D R ax2% v (Cloud Connector Logs)] % &R
LET

[2 74 (Log Name)] 7 4 —/V R IZ&BIZ AL £7°,
0y LAV EREL £,
25 W % [FE17 (Submit)] L T [f#ET % (Commit)] L £77,
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B 559K WebtFa)T4 2RI 40OFERICKIBATOT 7 (L EBIE

MEEE
e BA B RIICLDIVAT AT ITAET ADE=H

95OFWebtXal)T 4 ARV 2DEAEIZK S5
:fE]:77”r}Lé:m&nE

779K Web X alT 4 aRx7 XY AR—MIERWRIEIEE NTLM 2R —KF L T E
T REE DS IH L CREAEE N A N AT X £9°, 2 DF— R T Active Directory L /L A % ff 3
Hl BBEOSVUMNLRESINTE R 7/47‘7 varEREHBNTEET, v IDY—E R
IR — N CIIEH CE EHARRET AEERK TH 7 7 U F ax 7 2T [FAERICHEE

LET,

A P4 s N =

o vV ID Y —ERIEHET N TIIMEHTE ZEA,

o TTIAT U ANI TR axyH E—RICHREINTWD5E AsyncOS 1T Kerberos %
TAHR—FL EHA,

N

GX) =2V -V b FEHIE5ENE URLICESS#EINT 27 7 A VX HTTPS s 7 7 4 v 712
L TWEY A,
BEEIEE

o RUT—DwEHICHT B~ v OfH(3-8 X—)

. *%ﬂi~f®52%77ﬁX69&~“)

o WOoHIZU Fa—HVEBIOIVITIAT N VYT MU =T DONHE]
o FISEIZUNZ—Y JLT vy LORT)

RYS—DOBERIZHT H7 L 2 DR

< IDY—EREECTEE . T T IAT v AT RBAFEHRZ—FRLIP T R L AR Y D%
%'J%Tif£< KUY I g EBREEITLE Y KSR —FEATES L)
(272 0 £9°, AsyncOS 13 NetBIOS Z i L T~ > ID Zf5 L £7°,

(X C & B
o <V ID ¥—VE AT Active Directory L' /L A Z L CORFEHTEHZ LICEBEL TLE
S, Active Directory L /L A 713E ﬁéﬂ“(b‘fcﬁb‘ﬁ/\ OV —ERIT =T NMITRY

£

FIE1 [y Y —72 (Network)]>[¥ 3 ID % —E A (Machine ID Service)] Z3R L £7°,
FIF2 [XEDAL LRI (Enable and Edit Settings) ] 27 U v 7 L £9°,
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59K Web t¥alT4 3k 2DERICEZBHTOI 7o eEa B

FIE3 ~ o IDOERTHAEZERTL E7,

B®E aEA
~ v ID ® NetBIOS

DH N (Enable
NetBIOS for Machine

Identification)

Vv A

<V IDY—E RE A F—TINICTIHEEITEIRL 9,

—

NIy a v ERERBL TS~y OMBNCET 5 Active
Directory L /L A

KON RV 7 [AsyncOS B~ il CERWHERIC P T rvarazRny
(Failure Handling) TN RV —OREEFITT 202 EL £7,

FIga EFEZ [FEFT(Submit)] L T [fEET 5 (Commit)] L £7,

RBREAL—TFDTALT7IER

Cloud Connector £ — R T RBIE2—WICF AN T/ R 2B MHET 2L 51 Web X2 7 o
TTTAT v ARRES TS HE  AsyncOS 1 __GUEST_GROUP__ 7/ L — 7|24 A b
a—FEEY YT ZDIFH% Cisco Cloud Web Security (23515 L 3, RBFEL—FIF A~ T
7B AT DI ID EZHEAL T, 2NHDOF A R 2—F EEHT 5 (2I1L, Cisco Cloud
Web Security AN U & — &L £,

EPERCE]
o WILKMBEDST AL T 7B ADFFA(5-33 X—)
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CHAPTER I

Web ZERDHKIT52(E

o Web ZROMRATZAZT OME (4-1 X—2)

o Web ERORITZIEDIZDODH AT (4-2 ~—)

o Web ZROMRATZEDORA N 7777 4 X(4-2 =)

o Web BRAEMRITZET D7D Web 7y 7 2 (4-3 =)

o Web EREZVXZ AL I T DHDDITAT N AT ar(4-128—)
o UIAT U TV r—1aildD PAC 7 7 A VO (4-12 X—)
e FTP 7% #—1E X (4-15 X—)

e SOCKS 7B F¥ #—t & (4-17 X—)

Web ZRDHKITZEDHE

Web Security Appliance (X, F T —2 LDV F7 A7 N FIIIMOT S A A BEREZ LTz
ZoRARITZEL £

TTIAT LV AIMMDO Ry T =0 TRARELBEL TN T 7 4 v 7 2RITZELET.ZD
KXV TNRARLLC BB AA YT N T ART LN VXAV T ay T/NAA,
Fy NU—7 297 BIXOREOMO T 10X —/NFE 721X Web Security Appliance 72 £ 23 & 1F
HILET,

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
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F4E Web BERORITRE |

B Web BRORGTRED-HDERY

Web 2 RORITRIEDT-HDE2RX Y

FIg 2R BEIEEE SUFIE~ADYV Y
1. RAN TF77T 4 ARHFLET, o Web ZRDMATZZDORAN T 77 1 A
(4-2 X—)
2 (FEBE)UTORYy N — 7O 7 ru—T v Z | e Ty FAR)—h FTaF (2-182—)
AT EFRATLET, ] o Ry RNT—J A2 H—T = £ R (220 <— )
. ;27;( M) —A a2 L OEE o FBBUF AL VS a9 DBREQ27 R—)
o . — N I/"—‘ g)-,_‘,—'_, R /\o\—_‘\\\\
e RO MU A AT 4 A Y B TCP/IP 77 4 > 7 Jb— b DFRIE (2-25 ¥)
+5, * VLANOFEICE D A2 5 =7 = A ZHEN O] L
e BBY Y AL Iy 5y T AERET S, (32
e TCP/IP /L —F #RET D,
e VLAN DEE.
3. (fEE)Web 70> D7 40 —=7 v 7 HRA7%FIT | ¢ Web BEREZMITZETH720D Web 7 e A
LET, 7a v (4-3 =)
o BET-NELEHEBE-RFTHETLLIIC | o Web T HF U ORGE (4-3 ~—)
Web 7' %2 & RTET L. o« Web BERZTZIET 570D Web 7 1% o o
o RAITZETHTakanL ¥ 4L IZBMOY—E Fa (43 —)
ABRBERE S PERIET Do o Web 7 OFL Fuwia(46—)
© PAT =T 4 ST ERIET Do « Web 7 XL DIP AT —T 4327 (49 =—)
© Web 7 me v a2 BT 5, o Web 7 2F DS AR (410 ~2— )
o HAH L Web BR~y X —FEHT5,
o —HOERIZKL T X ENANRNRT D,
4. UTDI2I7A4T7 N BRI EFETLET, -W@%ﬁ%Uﬁ4vah?ékwmﬂi47y
. USATLURB Web FRENTERE Y X AL b AT va s @-125=0)
7 N T HEERET D, . &347yk7ﬁ9&fyaymiémc77
« UTATUREITATUR U Y —AEBE ANV D (E-12 ~=2)
T 5,
5. (EBE)FTP 7 uXx v 2G40kl TREL £, e FTP 7 ¥ $—t X (4-15 2X—)

Web ERDRITRIEDRRAE T539T4R
o MERTUXL Y—t RADOKREAF—T VL ET,

e Web EXx =2 UT 4 T ITAT VUV ATERINTNDTNTOHD WCCP ¥—1 ZIZx L T, [H
CHERE SR E Y X —0 FR(L2 FIEGRE) AL £, 2> T .7y g8

A U AN PSHESEICHEREL £9,

o I—YNREERY NT—TDHNEENS PAC 7 7 ATV BATERWZ L 2MRAL £
T ZAUCE ST EANAN T ==X BERXY VT =7 LIZWD E XTI Web B F T %
EH L. Z U DOEE L Web — N ICHEZEER TE £97,
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| B4E WebEBROKRTZIE

Web ERZKTRETE-HDOWeb FOXS T3> M

o BHTEAXFYLVANY—L FaXxTEiida—R NF 805 0 X-Forwarded-For ~ v
H—DIHMN Web 7 THINL LI ET,

o UWNIBARIRERES T ZFEH L TW A TH Web 7B v %27 7 4Lk OFBiRE—FR
DEFICLTBEET . HBEET—F TIL HRMARESEERbFITEINET,

. 4= — . N
Web EXRZRITZETH-OD Web 7AXS A7
N 23
v 3aJ
HM Tl Web 7 73 213 HTTP(FTP over HTTP % &) 3 KX O HTTPS #{# fi4 2 Web R %
RiFZETEET BMo7Taxy EVa— L 2L TCFa b avE&#lizm LS5 2 L0
T EI,
e FTPuxY FIP 7 XL & lifi4 2L, (HTTP Coo a—RE&NZFIP AT 7 4 772
FTRDRAT AT FIP M 77 4 v 7 2fITZETEET,
e HTTPS 7’u %3 HTTPS 7 X (X HTTPS N 77 4 v 7 DEELEZYIR—FLTNED
T Web 7 X T BEBILENTWARWHTTPS ERZ a5 SO D IR ) o —IC
Tz N TEXFET,
~

EES HRE—F TIX HTTPS 7V 2 XN A R —T L THRWIEE Web 7 1 & 2 (3EZEAIZ Y
AL NENTETXRTOHTTPS ERAZ Ry 7L, B#8MICI X AL 7 b &z
HTTPS xRN vy 7 ENTHE. 20EROn S = b VIidfEl S ER A,

e SOCKS 7ur¥+/,SOCKS 7u X #7325 & .SOCKS b7 7 4 v 7 #RITZETEET,

INLDOBNMOTaX T OZFNENNERET ST . Web 72X NUNETT Web 7 2% %

TAE—=TNMITDHE.INLEAR—TNIZTEEEA,

N

GE) Web7uxiIT 74 TAX—TNIZRYET T 74/ 8 TiT o7 v 034
XTCF 4 =TI F1,

BEEIEE
e FTP 7k #—b A (4-15 X—)

e SOCKS 7% #—b % (4-17 _*—)

Web 7OXL DERTE

(X C & BHiIIC
o Web ¥ HAX—T ML ET,

FIF1 [BF =V 7 ¢ ¥ —E A (Security Services)] > [Web 7" 12 % I (Web Proxy)] # &R L 7,
FIF2 [REDOHE (Edit Settings)] Z 27V v 7 L £7°,
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FA4E  Web EROKITRIE

W Web ERERTRETE-0DWeb TOFL A+ T3y

FIE 3

FIg 4

WBEZIS U CTHEAMZ Web 70X U REHEHBAZREL 7,

Ja/T4

aiEA

IRXERET D
HTTP X — | (HTTP
Ports to Proxy)

Web 7' 28 HTTP #5%i% U v A9 5K — b

HTTP CONNECT R—
I (HTTP CONNECT
Ports)

R—hr 77V —2a NI HITPRETREN I 740 7 &2 b1
Vo 73 oGAIERNTFTSET,

Xyrv s
(Caching)

Web 70X L% Y v a2z A X —TNVICTENT 4 B—T1IC
THMNEEL £1,

Web 70X NI N7 4=~ A B ESRELEDIT—ZEF v v
a2l EF¥T,

Fu¥xy E—NR
(Proxy mode)

o [#5k(Forward)]: 7 9 AT N 790V RA 0 X—Fy b X—
Ty FNEHETELEIOICLET Web 70X U 2HT LD
IZ% Web 7 7 U 2l 2 ICRETLHLENRSY £, Z0FE—K
TlX,Web 7 1 % VX RIGICERE S 7U72 Web ZR O 4% (AT
(ENSEE IS

e [i%Zif# (Transparent) | (HELE) :Web 7B X% U N A ¥ —F v b X —
Ty NERETELLHIICLET . Z2OF—R TIX. Web 7 2%
T BRI F TR ER IR S s Web BSR A2 RITZETE
7,

IP AT —7 > 7 (IP
Spoofing)

o [IP AT/ —7 4 7 DL (IP Spoofing disabled) ]: Web 7" 17 & &
T X2V T 42 ESEBHHIT Web 77X DT KL R &
—HT DL ICEROKREFEILIP 7 F L AEERL 7,

o [IP A7 —7 ¢ 7 OF %ML (IP Spoofing enabled) ]: Web 7 1 ¥ 2~
ITIEE LT B U A& MERF9 % 72, Web Security Appliance Tli72
REFTIZIAT IO REINTLEIIICAZET,

MEIZSE L T Web 70X DHMBRTELRTEL 7

wA=VAC g

198

KRB D & A A
7 7 b (Persistent
Connection Timeout)

NI arBDRETL.ZEOMDT 77 4 E7 4 BB S 7

MoTZBIZ Web 70X RN T AT 0 b EEY— & OB A B

W EFIZL TR REERHE (B EALD

o [7T 47 MHl(Clientside)]. 7 7 AT v b EDEEREDH A LT
7 hMH,

o [V — 3l (Server side) |, h—/NE DEEED ¥ A LT T MME,

INODMHEAERE ST D& R DBWV T E EITR > TV DR AE
REN BEROMMAICESSINDOA— =~y RBMERL £7.7272
L 7K foe i) 72 [R] B e D 280703 e KRBT i L 72555012 Web Proxy 2387 L
WA B SBEREB IR T L £

VAT T AN MEEKERFT A EEHELREL 9,
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| B4E WebEBROKRTZIE

FIES

Web ERZKTRETE-HDOWeb FOXS T3> M

A= VAT P 5 EA
ERFERE S A LT |BEORN ST a0 BETLTWRNWE X Web Y BX BT
7 b (In-Use ARNVIRIED 7 T AT 2 N FREV—NEDT — X % LIRS

Connection Timeout)

5 B KIRERE (RP AL ,

e [/ 747 MAl(Clientside)], 7 7 A7 > h EDEEGRD X A LT
7 MM,

o [V — 3l (Server side) [, V—/ 3 E DEEHED X A LT T M iE,

Rl RF A foe O B2 foe (H—
PN KE)
(Simultaneous
Persistent Connections
(Server Maximum

Number))

Web 7B H— 3 H—NZxf L THW e S FICT 8k (V7 v
) ORI,

~v B —DHER

(Generate Headers)

ERICET BB HAET L a— R 5~y X —% 4L TBMML £9,

e X-Forwarded-For ~> % —|3 HTTP Bk A REL -7 T4 T k
DIPTRVAZZYa—RLET,

~

GE) ~y B —DERIE R A 1A 7 9 5121, advancedproxyconfig CLI
2= K ® Miscellaneous 47 3 g > THTTP X-Forwarded-For
~v H—% @il X £ 9°92? (Do you want to pass HTTP
X-Forwarded-For headers?) | Zf A L 97,

~

GE) @?ﬁ“ﬁ’]foﬁﬁii;? vTARNI—ATaXTEMAHL . aXy

FREEIC L W 2 — YRR T 7 B AR AEEHE T I 2D
D~y X —HHEETILEND Y £7°,

e Request Side VIA ~v ¥ —|X, 7 7 A4 7 F Db — " ~DHR
R T AT e A a—RLET,

* Response Side VIA ~y X — X Y — 0B 7 T AT 0 h ~DER
MBS 57 edrrdrra—RNLET,

Received ~v &% — D
& F (Use Received
Headers)

Ty AN —=A T Xl L TEBINZ Web 7 ax o 2w
AR —=ATFaxmnb kg X7z X-Forwarded-For ~ > # — % {# H
LTI 947 M E#AITEALIICLET Web 72X 0%, U AR
W& FNTWARWEETLH S D X-Forwarded-For ~v % —® P 7 K L
RAEZITFANER A,

INEARXR—T VT LRI F VAN =L T ak il
B—=R RZUYOIPT RV ARKIETT(F7 Ry bREARITA
NTEFERA),

il P 22 SR D iRk FPHER DR R A X —T NV ETIEIT 4 B—T I T DI, [HEPHE

(Range Request R DHiEE DO F %1l (Enable Range Request Forwarding)] = v 7R v 7

Forwarding) ZaAM L E, 3T OW TR FHAZRORGE (154 ~—) 25
L TLSIZE,

EREEZFEL RFLET,
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F4E Web BERORITRE |

W Web ERERTRETE-0DWeb TOFL A+ T3y

BEEA
o B KX ALYy DFGE(2-27 =)

Web 7OFxS Fvwia

Web 70X NI N7 4 —<v 2 AR ESEL-DICT—F%EF v v =L ET,AsyncOS (21
=T 16T 7Ly 7 | OFBEDOEREHAFT ¥ v a E—FNROY EFLHWALXZ< A AL
XYy v VU EATEET . F Yy v a RO LRED URL #7562 &b TE £,
INEITIICIE.ZDOURL ZF ¥ v v a b HIBRT 20  BEHT 2L 5CF Yy a2 Z2REL
ESr N

Web 70F> £ vyaDIU7

FIE1 [BEF =V T ¢ ¥ —E A (Security Services)] > [Web 7’ &2 % I (Web Proxy) ] Zi#R L 7,
FIE2 [¥Frvia®iHE(ClearCache)| 27 Vv 7L CT7vaazMELET,

Web 7 OFY Fv v ah o0 URL DHIBR

FIE1 CLIICTZ7®ALET,
FIE2 webcache >evict AU REMFHL T VB RF Yy 7 2V TWZT7E8ALET,

example.com> webcache

Choose the operation you want to perform:
- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[1> evict

Enter the URL to be removed from the cache.

[1>

FIE3 FyvanbHIBRTS URLEZADL F9,
N

GE) URLIZZ® P arRlGERLTORWIGEIIURL I heep: /7 MBS LET (72 & 203,
www.clsco.com (Z]: http://www.cisco.com k 7L£ D ij‘)o
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| B4E WebEBROKRTZIE

Web ERZKTRETE-HDOWeb FOXS T3> M

Web 7OX ko THFry vyl alBEWLWR AL FIE URL DIEE

FIE 1
FIE 2

FIE 3

FIg 4

FIES

FIE 6

FlE7

CLIIZT 7 &AL %7,
webcache ->ignore A~V REZHEHAL C BHERY T A=a—l7 78AL £7,

example.com> webcache

Choose the operation you want to perform:

- EVICT - Remove URL from the cache

- DESCRIBE - Describe URL cache status

- IGNORE - Configure domains and URLs never to be cached
[]> ignore

Choose the operation you want to perform:
- DOMAINS - Manage domains

- URLS - Manage urls

[1>

FHITAHATRL R X AT % AL £9 (bomarns F721% urns),

[]> urls
Manage url entries:

Choose the operation you want to perform:
- DELETE - Delete entries

- ADD - Add new entries

- LIST - List entries

[1>

add AL TH LWL MU EBEINL ET,
[1> add

Enter new url values; one on each line; an empty line to finish
[1>

UToOBOE 219712 1 2T DO R AL FERIFURL # AL £,

Enter new url values; one on each line; an empty line to finish
[]> www.examplel.com

Enter new url values; one on each line; an empty line to finish
[1>

R A A F£7213 URL ZRET DB FFE D EHEH (regex) LTFaEHDH I ENTE ET,
poMAINS AL 3 VT ANCE VA R EZMIT L2 LT vy v v afBnb N AL 20
TRAAVEBERZERINTEET, 72L& 21E  google.com TIE7R < | .google.com & AJITH &,
www.google.com,docs.google.com 72 & # [R5 Z LN TE £,

URLS A7 Y a VI ERER LT XA EHTE 3, ERBHROM A ITIEIZ OV T,
EHRFB (927 =) 2B L T &,

EDOANITEETTHITINEAA Y a<w o RIAy A2 —T = A AR5 £ T Enter F—Z L
ij‘o

ERERFL ET,
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Web 7O0F>DF vy a E—FDER

FIE1
FIE 2

FIE 3

CLIIZT 7 k&AL %7,
advancedproxyconfig -> caching 2~ REZHH L C MBERY T A=2— 7 78 AL E£7,

example.com> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

[1> caching

Enter values for the caching options:

The following predefined choices exist for configuring advanced caching
options:

1. Safe Mode

2. Optimized Mode

3. Aggressive Mode

4. Customized Mode

Please select from one of the above choices:

[2]>

VB Web 7 Fy v vy aRTBICKIGT2ESEZATIL ET,

'.E-Iullzl

AR E—F (Mode) B
-7

' fDE—F LB T % v v oo 7 B b A7 < .
RFC #2616 (13 RIREMLL £,

2 B AL ¥ ¥ v v/ & RFC #2616 ~DUEYLEFE T, & —
77— LW L 7254 Last-Modified ~ v % — 3 TF
FETH LIy vV TRBNEEE N TN RN
LA KEEE—R TIIWeb 7o 47V =7
FaeXyy a2l T . Web 72X NI X HTT 47
m%%%?‘yi/lbi—g«o

3 TSy Xy v RNt % < RFC #2616 (213 e/ NR HEHL
LEI REE—F EHBLEBSAE . Ty v T
F£— R TlE . Web 7 0 X UNIRFEEF T 7,
ETag ® R —%, 3 & O Last-Modified ~ v & —®D 72\
aL TV EXR Yo 2 LET,Web 7 X U1k
Xy aNTA—KXEBEBL FT,

4 HAZ<ARAR | FERTRA—F @2 | THREL £T,
E—F
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FIE 4

FIE 5
FIE 6

Web ERZKTRETE-HDOWeb FOXS T3> M

F7 g A(HAEZ AR ET—R)ZBIRL-BEIL S AZLREDEEASIL £ (£~
. T 74V MEOEEICL 7).

Ay avwry R A E—T A AZRDLET . Enter X—Z2 ML £,
EHERFL ET,

BEEE

Web 7OFSDIPRT—T 404

T 7/ FTIE Web 7' UNFTEREZET LB AF DT F L AZEDE TERDREE T IP
TRUVAZEFLET, ZNICE>TEF 2 T 13 EL T8, Z0FEIXIP AT —7
JEEHT D LICE o TERTEXETIP AT —7 4V 7 2 MT 5 L BERIFEETT R L
A % MEFFS 5 O T, Web Security Appliance 706 TlI7e < (IEEIL 7 FA T F I bREI NI X
IR A FET,

IP A7 =7 4 73 B@EH T RAICER SN2 N T 7 ¢ v 271 L THREL 97, Web
TRFUNFBE—F CEHSHTOLIHAIP AT —7 40 7% FBBOIZY X (L7 F&h
TeBHIC K L TOIA =T AT 20 TR TOHEE (BRI Y & A L 7 b Sz & 9
TIP AT =7 4 V7 e MT 25 ) 4= Ay b Web¥Xa VT 4 7T AT 2 A
=T 4 T T 2Ry b T =0 FTARAARD L I EEHERBL TIIEE,

IPAF—T 4 T NAX—TNT T T TAT AN WCCP IL—Z |[ZHR SN TWAEEI.
250D WCCP #—t A GEEIEAR — MIES S —E A L5 — MIES S —8 R) 2@ E
TAHVENHY F9,

BE#EIEE
e Web 7 BX L DHE 43 2—)
e WCCP ¥ —t 2D HFE (2-29 ~—)

Web T7OXLDARBLANYH—

BEDRERNZ T 7y a AR L~y X —%iBIIL T gEkt — N2 L Rl 7 s %
FRTE £9, 72 & 21X, YouTube for Schools & BIfR3H BIGE AKX L~y X —%&HL T,
YouTube.com ~D ks T W7 a VEREZABHEDO Xy MU — 70 ERIE Sz, Fhl e %
MEE LT HHEREL ClRBISEDZ e TEET,

Web ERADH R R LAY E—ODENM

FIE 1
FIg 2

CLIIZT 7t AL %7,

advancedproxyconfig -> customheaders 2~ R AL CHERYV T A= —IZT7 78 AL
ESc N

example.com> advancedproxyconfig

Choose a parameter group:
- AUTHENTICATION - Authentication related parameters
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W Web ERERTRETE-0DWeb TOFL A+ T3y

- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters

- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters
- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters
- SOCKS - SOCKS Proxy parameters

[1> customheaders

Currently defined custom headers:

Choose the operation you want to perform:
- DELETE - Delete entries

- NEW - Add new entries

- EDIT - Edit entries

[1>

FIg3 MERYTa<wrRNREANLFT,

AT ay

aiEA

HIlER (Delete)

TETDUVAZ L~y —2HfRLET, a2 FTRENZY A hDO~y
A —ICHEMNT ON TV L HESZZMHL THIBRT 2~y ¥ —Z2HEL £,

FIER
(New)

BET DR AL DEMITREES D~y X —ZAFR L £,
~ B =D

X-YouTube-Edu-Filter: ABCD1234567890abcdef

(Z DG OfEIL, YouTube THRIEI LD EAF—TH),
KA A DOf:

youtube.com

fmfE (Edit)

PO~y X —Z B E L e~y F— L ESHBAES a~v o FTiRS Y A
MDA~y F—IZBEMA T TV D E S 2L THIBRT 2~y ¥ — %46 E
LET,

FIE4 AAL a~vr R A2 =7 = ARATRDET Enter ¥ — 2L £,
FIES ZXHEZRFLET,

& O
Web 7OXS D/ /3R
e Web 7 D/ AN (Web BERDIGE) (4-11 _X—)
e Web 7B X DN AR AFHE (Web BRDEA) (4-11 =—)
e Web 70X DNRANRZAHBET TV r—> a3 OBRE) (4-11 =—)
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| B4E WebEBROKRTZIE

Web ERZKTRETE-HDOWeb FOXS T3> M

Web 7OFS D/ 73X (Web EERDIBE)

BEED T T AT v Finb OB ERSCRFE DL~ DB E RN Web 7 2 & /N A /3R
95 & 5 12, Web Security Appliance Z i ETZ £,
Web 7% B NANRRTAZEIZLS T UTOZ ERARRIZAR Y F9,

o T XL P RNADEHICHTTP A — h 2 L TWA 2l U1IHERE L 72\ HTTP FExF I
(FRFMmEO) 7 e b a PSPt oL £9,

o Xy NUT—THNORKEEDTIUNLEDNT T4y IR NI 2T DT AN v iRy,
Fy hU—27 7aXx T BLUOKMBAIALDOEX 2 U F ({Ri#EL T X TAARRT L L2k
WL ET,

INANRZEI Web 7 X NZHBBAICY E AL 7 F ENHERIZHL TOLEREL £9,Web 7

OXF VX BET R THIEET—FNTHL. 77472 ML IRICESE SN2 R TOTER

AL F9,

Web 7 OFX L DINA /INRAERTE (Web BERDIBE)

FIE 1

FIE 2
FIE 3
FIE 4

[Web £ = U T ¢ <~ F—3 % (Web Security Manager) ] > [/X 1 /X 2 5% 7E (Bypass Settings) ] % i3
WL £,

[23 A /X AR E D#EE (Edit Bypass Settings)] 227 V v 7 L £7°,
Web 72X B NANRNATHTRL A ANL E£T,
EREZEFLMRTEL T,

Web 7OFX L DNANRREE(T TV H5—L a3 > DiHE)

FIE 1

FIE 2
FIE 3
FIg 4

[Web % = U 7 ¢ <% —3 % (Web Security Manager) ] > [N 1 /X X Z% 7€ (Bypass Settings) | % i3
L £,

[7 7V —va v DAF y TERGE % fmt (Edit Application Bypass Settings)] % 7 U > 7 L £,
AFx % LV BENANRAT LT TN r—a s aBIRL £,
EEEEEFEL HRFELET,

Web 7' 02

Web Security Appliance Zi%EL T Web 7 7T AT 4 DT 4N HZ ) T =X Y T BT
b TN b a—F BN TEET . TS ITAT A F 22— RO TT ZoHFILT 7 &
AL & o, —EREMOKRIEE, = F 2—FERX—VERRLET, = F 22— iR
NR=UBRERINTEH 2—=F IV 7% 27V v 7 LT ERLIEITLOY A b E72013thd Web
ANIT IV BATLHLMERHY £7,

EEEE

o T U RNa—WA~DT Xy T I a L DEA
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F4E Web BERORITRE |

W WebEREUAALIFTBEHDISAFU ATy

Web ERZUSZ AL I T HEHDIFAF7FT

ay

TTAT S Web 70 UNCHRINCERZHRIRT D 2 EABIRL 25613 E e 32T

TEHEDDITAT L NOREFELIRETHILERS D T U FOFENLERL £,

o HARMARREEZEHEHALTCITIAT UV FERET D Web 7 XV DRANL EFR—MEFE
T IAT U N EREL ET REHFEOHEMIONWTIT HrD T 4T FD~
=2 T VESZBL TLLEEN,

~

GE) T74VFTHEHEWeb 7%y R— IR —FEZ8 L3128 FHHLET . 7747
VMW OR—F B FEATE £,

o FTuXT HEREMPAC) 7 7 ANEFERALTITIAT VY MERETDH,PAC 7 7 A VI,
Web BSRODEELREZ 7 FTA TV MHERLET, 2047y a v 2T E a0
AT A UBOET A —FEHTE 1,

PAC 7 7 A VEM T AL PAC 7 7 A VDIRERTTE 79 AT v FBRENL BT 5

FEEBEBNTLZLERNH D £,

BEEIER
o UIAT U T U — 30285 PAC 7 7 AVOfE (4-12 ~2—3)

DS5ATFToNTPTYV5r—3 2 IC&BPACT7AILD

&M

JOXTHEREMPAC) T 7AILDINT ) a AT ay

VIAT U NBNT 7 REATEDLFNCPAC 7 7 ANENT Vv a T 20 ERD Y £, 6%)
RGHNILL T D LB T,

e Web H#—3,

e Web Security Appliance ©X% = U5 4 775 47 A,PAC 7 7 A /L% Web Security
Appliance IZFE CTE ET, ZAULTZ T AT N THEWeb 77U & L THRRSINET T
TIAT VAT SEEERBAM R = T 7 ANV EEHL TOLERIIHIET S
RE/R E \PAC 7 7 ANV EEHT L7200 DBMA T a v bdH v £,

e T— NNV ITAT LV RDN—K T4 AJIZPAC 7 7 AV a—U)VICEECTE £
T L . ZOFEGF—RR Y ) a—rar bt LTHEAOLERA (BEPAC 7 7 1L
OMHEIZITE L TOWERAR T AN TH2HA5IZITAEHTT),

BE:EEE
e Web X aUT 4 T FITAT L ATDOPAC 7 7 ANVDERAT 47 (4-13 _—)

* UIAT U T TV = arTOPAC 7 7 A/VOFETE (4-14 ~—)
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HSA4FURFIUr—2avickBPAC T 0ER B

JOXHEREMPAC) T 7 AIVERETDISATUONATay
77 AT Y MR LUTPAC 7 7 ANEEATLHEE. 727 A7 B PAC 7 7 A )V ERBET
L HEERIRT DMLERH D ETLLFO 2 DORENRSH D £,

e PACT7 7 ANDEFEZI7SAT Y MNTRETSB, ZDPAC 7 7 A /L EZHHEICZELIET URL
BT TAT U MIREL £9,

e PACT7 7 ANDEFTZHENIZRHTALOIC7T7AT v b 2R ET S, DHCP 721X
DNS & & HIZWPAD 72 ha L2 L TPAC 7 7 AV EZ HEIMICHZE T A L5100 5
AT NEHRELET,

PAC 7 7 1/ /LD BEh#&RH
WPAD [Z.DHCP B X U'DNS /vy 7/ 7 v 7= L T7 7 ¥R PAC 7 7 A VOBEATZ AR T
x5 L0 TH 7T hanTd,

e DHCP & 32 WPAD Z 4 5 12iZ. DHCP #— |2 PAC 7 7 A /L OO URL & 24
g 252 BE ﬁbi#?ﬁﬂ,#AT®77ﬁﬁﬁDmm%%T~thwébif
Y FHEA,

e DNS &3 WPAD #{FEHTBICIX.PAC 7 7 A /LDFR A~ —_%ZFE LT X 912 DNS
La—RE2FRELFET,

WP ERIEm S OA Ty a B R ET%?TWMDiWW DHCP #{#/H L CTPAC 7 7
ANVOBREEZRE RHETERo> 2848 1XDNS 2> TR E£T,

BEEIEE
o VT AT KNTDPAC 7 7 AL HEHH (4-15 _—)

Web tXa1l)F4 PTSATUVATODPAC T 7AILDKRRTF 4

FIE1 [EF=VUTF ¢ % —E A (Security Services) ] > [PAC 7 7 A /L ;K AT ¢ > 7 (PAC File Hosting) | %
BIRL £,

FIF2 [ZEDANL LML (Enable and Edit Settings)] 227 U v 7 L £,
FIE3 (EE)UTORAFEHEEZZREL 7,

*Fvav B
PAC #—/X7R— K (PAC |Web Security Appliance 78 PAC 7 7 A VERD Y v A NfEHT 5
Server Ports) ek,

PACTOZAIDBEHHR 777V v v aTHESN TV DO RE L 721412 PAC 7 7
(PAC File Expiration) AN EHRTIC T 9,

FIE4 [PAC 7 7 A/V(PACFiles)] £ 7 2 > T [ZM (Browse)] %7 U v 7 L ,Web Security Appliance
W7 v 7 a8 —RTAPACT7 7 AN Ea—h/) < U bRIRL T,
~
GE) BIRL 727 7 A /LDLA RN default.pac Tbh HEEIL. 77?%(%):’)?% RETH &

W7 7 AN ERET DHEND D FH A A FTEE S TOVRWGH | Web Security
Appliance IX default.pac EWVDH 7 7 ANEREL ET,
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B 5547 FFFUE—2avIckBPAC T 7ALDER

FIE5 [7v 72—k Upload)|#27 Vv 7 LT AT v 7 4 CTER L PAC 7 7 A /L% Web Security
Appliance (27 v 7 m—R L £7,

FIE6 (LE)[PAC 7 7 A/ h—E X & EERMET 57 X ~ 4 (Hostnames for Serving PAC Files
Directly)] v/ alr T R EBEEERVPAC T 7 AVERDKEA N EH T 7 A V4

#Foav s EA
KRR b R—L Web Security Appliance 23 Z3RK Z JLELJ~ 5 54512 PAC 7 7 A VBRI

EODLVENH DR A ML ERITITIAR— B SR GZENL TRV
W BERIX Web 7% @ HTTP AR — bk ((R— F80) 2 f L CALEE X
AR A NGRS PAC 7 7 AVER &L ClRAIITE 97,

TaXxL R—F#EL FIUITORANAICEEST S5 PAC 7 7 A V4, R A N £ ITR

T:FGET@*I:?\?#:{&" HERIZ.ZITHEELEPAC 7 7 ALEKL £,
JHILRPACTFAIL i - .
(Default PAC File for"Get* |7 7 7 7 — R 74D PAC 7 7 A VD HAETERINT E £,

Request through Proxy
Port)

f1%:8/0 (Add Row) BOITZBML TOBMOKR AN & PAC 7 7 A NVAEIREL £,

FIE7 ZAEZXELMRFELET,

HDS5ATFT N TTY5r— 32 TOHOPAC 7 7AILDIETE

o VI AT NTODPAC 7 7 A NVDOEFTO B E (4-14 =X—)
o VT AT FTDPAC 7 7 AL HEHH (4-15 _X—)

95472 FTDHDPAC D 7 A ILDIHZFROFENERTE

FIE1 PAC 7 7 ANVEERLTNT Y w2 LET,
FIE2 77U HDPAC 7 7 ANVEEMERIZPAC 7 7 ANLVDOEFTE27RT URL # AL £,

Web Security Appliance 78 PAC 7 7 A /L Z KR A KN L CWA LA A#h7e URLIERIILL FO L 9 12
mhET,

http://server_address|[.domain] [:port] [/filename] | http://WSAHostname[/filename]

WSAHostname 1X . Web Security Appliance {Z PAC 7 7 A /L E R A N T 5 & & _prEL# [RA N4
(hostname)] DE T AR R L TWARWEES URL OERIIEMET L CREIckoTiR) 725 4
T MG TR Y £97,

BEEIEE
e Web X a2 UT 4 7T ITAT L ATDPAC 7 7 ANVDERAT 47 (4-13 _—)
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FP7ox>4—Ezx B

D924F2FTDHPAC 7 7 14 I)LDEEHEH

FIE1 wpad.dat & WILREITD PAC 7 7 A )V ZAERL L . Web "j’**/\‘it I Web Security Appliance (2737
Uy 2L 9 (DNS &2 WPAD 2 i 4 25 81X. Web — D /b— K 7 HVZIZT7 7 A
NEBET HLEPRD Y £1),

FIF2 LIFOMIME % AT dat 7 7 ANEHRETHELIIZ Web b —_"EHEL F7,

application/x-ns-proxy-autoconfig

~
(3¥)  Web Security Appliance (X Z 1% HEIRJIZSEITL £,

FIE3 DNS/Iy 277 v 7 aWR—FF 25103, lwpaal 1 BIGE D WEBRIIZAEIR AT REZR DNS 4 & /ERK
Lf(ﬁj.wpad.example.com) wpad.dat = 74/1/%'11—7( ]\ LTU‘%“&_/‘\@ 1P 7}* [/X(:Eg@ﬁf
TETS

FIE 4 DHCP/I// 7w T YR — T HIZIT.DHCP — DA 7L 3 > 252 |12 wpad.dat 7 7 A /LD
BT URL s E L £9 (#: |—http //wpad.example.com/wpad. dat]) URL IZIX IP 7 R L A7
EHDRIEBDORAL TRUVAZMEMNTEET RHEDDNS = F VIIHEDH Y FH A,

BEEH

o UVTIAT U TV r—1aildD PAC 7 7 A VO (4-12 X—)

e Webt¥x=2VUT 4 TFITAT L ATDPAC 7 7 AINDIKRAT 47 (4-13 _—)
* Firefox T WPAD Z{/H TE 22\ (A4 ~—27)

FIP7OxY —EX
e FTP 7 X% — ADOWHE (4-15 X—)
e FTP x> OfFMEEHIE (4-16 X—)

FIP7OXS —E XRDOBE

Web 7% 3 LT 2 fEED FTP Bk 2 RITZETX £4,

o XAT AT FTP, X A7 47 FTPERIZ . HEHAFTP 7 7 A7 v ML o TAKREINET (£
7. T T CHAIRABLD FTP 7 7 AT &AL TARINET) FTP 7 o F 0
%‘%‘@To

e FTPover HTTP, 7 7 7 ¥#ix. % A7 1 7 FTP Z i <+ 58 v I HTTP RPN FTP sk
T a—RTH5Z2E08H0FT.FIP VU iInEDH D £HA,

BE:EEE
o FTP /' ux T OfFAMEEHE (4-16 X—)
e FTPHHI A v B—YDOHFE(17-10 _X—)
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FA4E  Web EROKITRIE

N fAP7oxy4—FX

FTIP 70X DFME EBE

~
(%)

FIE 1
FIE 2

FIE 3

FTP over HITP & Ic @M S s o %o

ZZML TSN,

BEEARTETHITIT Web 7B F T OHRE (4-3 2—)

[E% = U 7 1 % —E X (Security Services)] > [FTP 7' 1 % 3 (FTP Proxy)] Zi®& L £7°,

[ E DA b & #wtE (Enable and Edit Settings) ] 7 U > 7 L T (BRI NDF 7T 9 D8 [
TE O (Edit Settings) ] 7217 DA FTP 7' 2 ¥ U IR EFHTT )

(EBE) AR FTP 7o UREEBZREL £,

JanT«

Bl

Tuxy JRA=7
AN— K (Proxy
Listening Port)

FTP 7' 1 % 273 FTP filififix ) v AL TR —h, 7747 |
&, (FTP Y — T D720 DR — b GEFE TR —F 21 26 [H) &
LTTIEHRLDFIP 7o X P 2R ETDH L ZICZOR— M 2EMNT S
PMERH Y T,

Frovos
(Caching)

EAZ—NLOT — X e X v v aT0E 920,
GE) EL4TIIRWa—PFnbor—Z3xy vy aInEHi,

H— MUl TP 2T —
7 4> 7 (Server Side
IP Spoofing)

FTP 7B XN FIPH—_"DIPTRL A% 3 I2L—FTx5L19)
WL ET, ZNICE S TIP 7 R L ARHIEEEHE L 57— X B TR 7
BB T I a v BHFALRWETP 7 747 2 MICHIET
S

IR
(Authentication
Format)

FTP 7/ A 7> k Li@ET 5 & ZIZFTP 7 v M 2 RFEE
AEBIRTED L ICL ET,

Ry v 7 =R F—
% 7R — | i (Passive
Mode Data Port Range)

NRyv 7 F—RE#EHETFIP 70Xy L OF — XS LT 5729
IZFTP 7 547> M ¥MEHAT 5 TCP A~ — b O&if,

TIT 4T TR
F— X R— &l
(Active Mode Data Port
Range)

TIT 47 FE—R#EFTFIP 7 uXxs L OF — a2+ 57~
I FTP H— "3ME 4% TCP AN — b~ O#PH, Z O EIT R AT «
7" FTP B L OYFTP over HTTP Bt O 7 lc @A S k1,

R—F#HERELSTE L FEL FIP V=050 X HIC% < DB
IS T & 9, TCP £ v 3 3 > ® TIME-WAIT ¥ 4E Gi & 3y) 12

KXo T AR—MIHAINZERIZ. AL FTP B — XTHUMEF T
LX) FHAZOREEFIED FTP — 3BT 7 7 4
7 EF—RTanELLEFTP 7P ic#Em o E¥A,. 22Tl n i,
D7 4=V RIZHRE SR — METT,

7 )V N RS —

(Welcome Banner)

PRI FTP 7 9 A7 2 MICERRIND T =)V b N — IR D3
WLET,

e [FTP ¥ —/ 3 X v —% (FTP server message) |, A v & — 1358 %¢
FTP #—NICEL > TERENET, ZOF T3 iF Web 7 1
UHRFEERE— R ICRE SN TV DGEICORF T BBk
WCOHEHSNET,

o [HAZ L Ay E— (Custommessage) ], ZDA T a &AL
THETXTORAT 47 FIPHERUIKH L TZDOUAZ L Ay
T UNRERINET AT LG AL PRI ERE R A T
7 FTP #fE I S E T,
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socks 7oxo 94—z W

FIFE4 (EE)FTP VXL OFMHRTERTL £4,

pA=PAS P EL:
BB D 2 A LT |BHIEORN S I a BT LTWARWESIZ. T A RLRED

7 b (Control
Connection Timeouts)

FTP 7 7 A 7 ¥ k £7213 FTP ¥ — 30 b Ol #HIEEHE I L 2815 % |
FTP 7' 0 % 373 & B ITHRFES 5 i KIGFA] (RVBAAT) o
o [7 747~ Mil(Client side)], 7 A R /WIRRED FTP 7 F A7 > |k
& OHIIEERED % A LT 7 ME,
o [V— il (Server side) ], 7 A K /VARRED FTP H— /% & O il B2 #5E
DX A LT T ME,

TR O R ADLT
7 | (Data Connection
Timeouts)

BWEDON T arNET L TWRWEAIZ. T A RVIRED
FTP 7 5 A7 > b £721 X FTP U — b 057 — 2 kI L D EE %
FTP 7 1 &% o 3 & & T3 2 B,

e [/ 47> MMil(Client side)], 7 1 K /VIRBEED FTP 7 7 A 7 b
DT —FBEHDOT A LT T MM,

o [Y— Ml (Server side) |, 7 A FIVIREED FTP Y — & DF — & #
feD X A LT T MA,

FIES ZAHEZEELMRELET,

BERE

e FTP 7uXx H—bE ZOHE (4-15 X—)

~ »
SOCKS 7Ax< H—E X
e SOCKS 7ux3i —b ZOWHE (4-17 =X—)
e SOCKS bT7 4 v 7 DWFLD A 3 —7 VAL (4-18 2X—)
e SOCKS a3 OEiE (4-18 <—)
e SOCKS RV > —DER (4-19 ~—)

SOCKS 7 a*> H—E XDHE

Web Security Appliance (Z1£.SOCKS ~ 77 v 7 Z W 572D SOCKS 7' 7 ¥ T NEEi
F9,S0CKS RV —|L.SOCKS NI 7 4 v 7 &2l TH5T 7R R —LREETT, T
A RY = EEBRIC RN T 27 7 A V2L T4 SOCKS R v —Iitk->TED T
Yo arEERTINERECTCEET,SOCKS R v —%2 T ¥ oy a ZillT 5L,

=T 4T R —

WCEThS T4 IOV —F 4 T RECTX F9,

SOCKS 7RrF T CTIL . UL FOAIZERL TIE X,
e SOCKS 7't b a Vit BEHHEESERGOLE YR —KFL TWVET,

e SOCKS 7 X NI . 7Ty 7 AR —A 7aX R R—KF L TWEHFA(T vy 7T AT —
LT aFNREISNEEA),
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W socks 7oy H—E R

e SOCKS 7' & % 2/ |%, Application Visibility and Control (AVC) , Data Loss Prevention (DLP) , 35 &
Oy =7l SN AF vy =027 = 22 ¥R —F L TWEEA,

e SOCKS 7ux i RNV —EBWEZYR—rLTWWETA,

e SOCKS 7a XX SSL F 77 4 v V&2 EH B TEERA NI 7747 b —
NIZhrRrV 7L ET,

SOCKS F 527 1 v IV DUED A r—T )Lk

[ZC®HBHIIC
o Web 7’mF¥H A FX—T ML ET,

FIE1 [EF=VU T ¢ % —E A (Security Services)] > [SOCKS 7 2% 2 (SOCKS Proxy)] # R L £,
FIE2 [REDOMRWE (Edit Settings)] 227V v 7 L 7,

FIE3 [SOCKS 7' 1% %4723 % (Enable SOCKS Proxy)] Z#IN L £,

FIg4 EEZEXEL CHEEL E7 ([%E (Submit) ] & [AH % # € (Commit Changes) ),

[
[

SOCKS 7 A+ DERTE

FIF1 [EX=VU T ¢ ¥—¥ A (Security Services)] > [SOCKS 7' & % I (SOCKS Proxy)] #&R L £,
FIF2 [REDOHE (Edit Settings)] 227V v 7 L £7°,

FIE3 [SOCKS 7' =% % F4hZ3 % (Enable SOCKS Proxy) ] &L £,

FIE4 RKRABIOEEZ SOCKS 77X REZHEL £7,

A= VAT P B
SOCKS 7" = % (SOCKS A X =7,
Proxy)

SOCKS @2 h m—/L iR— b |SOCKS ERK&#ZIFANDR—b, 7T 7 4/ X 1080 TT,
(SOCKS Control Ports)

UDP U 7= A k 7R—k (UDP |SOCKS =NV v AT 50813 é 5 UDPR— K, 7 7

Request Ports) Jb kX 16000 ~ 16100 T,
Tady xrAdvr—vary  (xIAVE—a VEMETSOCKS 77 ATV b T — X EiE
Z A L7 7 b (Proxy ZAET D DEHET DM (EAL) .7 7 4L M X 60 T,

Negotiation Timeout)

UDP bV A LT~ |UDP b2V LCDHENIZUDP 77 47 v b ¥ —30
(Tunnel Timeout) DT — X s AR (BEALL) . T 7 4V M X 60 TY,
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socks 7oxo 44—z M

SOCKS /K1) & —DERKL

ZFIE 1

FIE 2
FIE 3

FIE 4
FIES

FlE 6

FIg 7

[Web &% = U 7 1 ¥ % —3 % (Web Security Manager) | > [SOCKS 7~ U 3— (SOCKS Policies) | %
EIRL £,

[V —%iBM(Add Policy) | 27 U v 7 L £,
[R U > —4 (Policy Name) ] 7 4 —/V R ICARTZHI U 4 TET,

~

GE) BRIV — TN —TLT EBFERITIAR—ALFOLE G, —BOLHT LT 54
ENH Y 7,

(FEBE) DA Z BN £,

[ RECAR U > —% 4§ A (Insert Above Policy)] 7 4 —/L' K T, Z® SOCKS R U ¥ —IZHfi AT D
SOCKS RV > —DOFi @I L £,

~
GE) H#HHDSOCKS RV v —%2RETIHHA SR U —OimBEMNRIEFZREL £T, 1A
NEEIIThNA LI AV —DIEFZHETEL TLEEWN,

[T AT T 4T 4 & 22—V (Identities and Users) ] £ 7 > a T, 2D NV—F KU ¥ — T
T5 12 EDID 23 IRL £,

(EE)[FF# (Advanced) | B 27 > g VR ILIRL TUBMD A N—2 v 7EMAEZTFRL 9,

BELAT

ay BA

Tax R —h |77 UFICERES TR —b,

(Proxy Ports) (EF)Web 70X ~DT 72 AIHENT 57 mFY R—=HMILoTHY

V=TI N—T DAL=y T EERLET [ X A — |k (Proxy Ports) |

74— RIZ DU EDOR—FESEAN L ET . EHOR—NEfRETD
BAE. 73‘/7'@:@] D ET,

%6T %X%%T% THIRETABLIICRESINTZ I TFAT D
Ib%ﬂ)%@f WZER AW RIICHERE T 5 K 9 IZRE S e hl
@7747/F@f/Fﬁ%é%ﬁJﬁmk/ﬁ—kLTT)/wﬁww
TDAVN—Vy TEERTDIENDHD £7,
GE) ZoORYY— TN —T7ICHEEMTON TS ID 28 Z OFFEMEREIC
FoTID AV R=v v 7 HEHEL TWHHA.SOCKS R Y v — 7
=T LAV T ORTHEHEZ2RTETE EHEA,

g&
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B =ROREZEIETEIFSTL a—F10T

BERLAT

ay SiEA

H7 Ry b (EB)Y 7%y P ERIFIMOT R L ATRI O — T —T DA N—
(Subnets) TEEHRLET,

BT O N ID CERTEAT RN L AEERT AL EITEEDOT R
L A% ZZIWCATITE £,

GE) RV v— I A—7ZB#EMTFON TS ID N, TR ALk > TY
N—T DAL= TEERZ L TWVWILEEIL.ZOR) > — 7
N—TZIDDT RV ADH Ty b THHT KL AE AT HH
ERHVFET RV — T NN—TIZT RV RAZEMTAZ LIZLY,
ZOITN—T RV —Il—EHTHENTF 7 a D) ARNERKD
ADET,

REM &P (Time | ((EE) BEMEHEINICAR Y O — N —T DA R—=v v T HEHRL 7,
Range) 1. [FFf#%EPH (Time Range) ] 7> 5 WEE&EPH 2 @I L £7,

2. ZORY T — Z—F RN U - RSP E 2 s A o R L2
AENsNE I EHEEL 1,

FIF8 ZEHEZXEL CHEEL F7 (%3 (Submit)] & [EHE % # & (Commit Changes) ),

ROE%E
o ({EE)SOCKS RV Y —THHT 7DD ID ZEML 7,
e SOCKS NS 7 4w 7 %&#+ %5120 D SOCKS AU > —%BMML £7°,

— p— \ — »
EROREBZEICEHEIT ATV a—Ta2)
e URL W7 UNHDOFIPH A a7 2y 7 LRV (A-6X—)
o RHIFE FTP 526 DO YIWT (A-6 =—2)
o T ANDT v T a—RBICFIP Y —NZEr XA 77 A AREREND (A-6L—)
o Ty ARNY—L TuaX M TFTP EREZ/L—T 4 7 TERN(A25 X—)
e HTTP 5 X UNFTP over HTTP R AN GHAEZ LB L L72WT 7B A R Y v — 2D H—ET D

(A-18 ~X—73)
e HTTPS ZE:RIE L ONFTP over HTTP BER DB Al —F N a— L R Y o —|2—F
(A-19 ~—2)
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CHAPTER 5

o FREICBTANRAN T IT 4 A(5-23—Y)
o FRREDFHHE (5-3 <X—)

o FHIEL LA (5-11 =—)

o MIFY—F v A (5-28 X—)

o FEIEDHEL(5-30 X—)

. 71/7/wwv(5-37~—~‘/“)

FlLAFl

WEBET AR TNy 2—TF 27 (5-39 _—)

R IOL TR ILOEE

T Ra—HF L F oy LOTREOHE (5-1 ~—)

Uy IILOERGDOHME

Y—nR 247U YR—rShdRy 7= F0Ok
ULy REEA R an FEE
Active Directory Kerberos HTTP.HTTPS Kerberos (FfEH#EET — K TO A
S s N—brESNET . 770K axrss
NTLMSSP S °
%A 47 FTP,FTP over HTTP AR | A LA
HA SOCKS (JEAFHFE)
LDAP FEAR HTTP.HTTPS -

* A7 47 FTP,FTP over HTTP
SOCKS
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B ZHcETERRFTS5H9T4R

FORL S AU DHEE

FIE

2Ry

BEEEA S KUFIE~AD) >

1.

SREEL LV AERERRT 5,

Active Directory atall L /L A DOAERL (NTLMSSP 35 &
OHEAR) (5-15 ~—2)

LDAP F8iEL /L L DVERK (5-17 ~=2—)

7 a— N LVEREE %ﬂ”ﬁiﬂ—?)}«éo

7 a— N )VERRED R TE (5-22 ~_—)

%DBH‘LAP E&ﬁzﬁ_é

SEF LDAP %7213 RADIUS H— 376 o —H %38
AETE E,

IERFRRE (5-11 ~X—17)

(R IBINOFRGEL /v b 2 AR L T 2R ET 5,

RT3 TEOKRIETa b aL s A% — LD
%"/\b’@- 7;(41‘];/’( /}73?< CE %) 1 O@nuuﬁl//l/.ﬁ%
ERT %,

FRREY — /T/X@f/EEJZ(S 28 /\_‘:/)

EE) VT oY VOB BLERTET 5,

TV T Y R VR BAL DR E (5-38 X—)

uunﬁg'ﬁ: ﬁ/)b\fﬂ-‘—‘ﬁ‘k774}7/]\ /7]\
V=T BT LN T 0T 7 ANVEAERT D,

2—YPBIRXIITAT N VTN =T OS5
(6-3 ~=—7)

BT a7 7 ANVDOIERRRI G L T o T —Y b
a—H FI—TF 5D Web BERZEHT LR
% ERT D,

AU =D Web BXROEH: XA 757
7 4 A (10-3 =)

&(%?6&1F77774Z

TX5RV DD Active Directory L /b A& AERL L F£9°, 5D Active Directory L /L A % 1E
Ekj_ék uAL‘uE’CLjJDO)};E‘)ZIJ Z‘g ff:@iﬁ—

NTLMSSP % fifi 9~ % 354 1%, Web Security Appliance £721%7 v 7 A~ U — A ¥
Pz L’Clh‘ﬁ‘%ub AEL 9 (W F1IEH TE £ A), (Web Security Appliance %
HELE)

Kerberos % i 1 3~ % %54 1%, Web Security Appliance % f#H L TREAEL £,

BB N T 4 —< U AEREAICIE L OOV L LAEFEHLCRUY TRy N EO S 4T
M EFRRREL £,

—O—Y === ML EFEOEEICEEEL KT T vy LT U v LR
KR OMENH D Z ENHBH I TWET, Inboa—Y z—Y b & DFREZE /N A X
AFTBHEMENRHY ET MEOH D 2—F =—U =0 hOFFED/NA /XA (5-30 X—D) 2R
LT Ean,
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| 5% ITVFa—4YILFY

S xILOEE

lJlLa\ I:IIE o) I:I-I-

e Active Directory/Kerberos (5-3 ~—3)

e Active Directory/Basic (5-4 ~X—)

e Active Directory/NTLMSSP (5-5 ~2—%7)
o LDAP/HEA(5-5 ~—)

o —VDFHMATHR (5-6 ~—)

Active Directory/Kerberos

gxoita B

BRI ERE

BBIPR—ZADFvy vy

i .Cookie R—RADF ¥ v Y

AR

NTLM & LERFE=EAE N7 +—
< A LA EM %73>F’1J:

RAAL 2SNl T3
Windows 7 7 A 7> b & 3E
Windows 7 7 A7 > b O 5 &
L
TRTCOT I ¥ BLOMoF
CAEOT I r—ya T
RAR—hr&EhTW3

RFC ~— 2%
B/NRDA — N — o N
HTTPS (CONNECT) Bk T [l
T35

IRAT L — RANEREE— N2k
BEn2WnWiEd LW EeeThsb

RARRLIP T KL ATERL,
E‘(ﬁiz)\uu LliEé j/bf)

IIAT N TV r—vay
7% Web Security Appliance A
TLHEIICHRESNTNDGS

|2, Active Directory B 5i CEH D
LU YA A B

AR

NTLM & R GE T 3 —=
VA L AR A ER M A B

R AL 0Z&ML TW 3
Windows 7 7 A7~ &3E
Windows 7 7 A4 7 > h O 5 &
HHE

TRCOFET TP THEAT
x5

uunE%‘H_T k [_/Vcl/\fcﬁl/‘ll‘_“ﬁ‘
T—Vxr NEFHT LS.
2—WEYR—hINLH7 T
THRAINIEIES D ETTL W

Fr—N— RSB

:l‘—“*j'ﬁ)‘uﬁﬁ 7 HTTP g;kawu
AES TV B AL HTTPS 2k
THEHTE%

FIR

e NTLM ¢t b= GE N7 —<
VA AEIERMENM

o RAALLIZHEML TWAD
Windows 7 7 A4 7> bk LIk
Windows 7 7 A4 7> DM &
T

o ITRTCHOFEITIUWFTHHAT
x5

b nLAuEﬁ) NS~ I\%‘_’IPT]\ L XTI
7 2—HICEEM T B ND

R

e Cookie IR A AV EHBETHDHT-
?5?) ﬂéﬁfiﬁ@%\ Web K f/r/futuu
7o A RN LB

e Cookie & A Rr—T /WIZT DI
NH D

e HTTPS ZRTHEHTX0
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Active Directory/Basic

BRI ERE

BBIPR—ZADFvy vy

&if.Cookie R—RDF vy VY

l=¢

o TRTOTIZUV BILUOHODIZ
CAnEDOTTY r— g TY
A—h &N TS

e RFC R_R—2

o F/NRDOF—IN—~ K

e HTTPS (CONNECT) B3k Tf#
T3

o NAT L —ANRIFY— Nk
EEhnWid LVELETHD

e RARNRIPT L ATIEARL,
?ﬁ‘f‘)hﬁ)nb nEé né

o VIAT U N T = ay
2% Web Security Appliance % 15 #H
THEIICHESNTWDEE
\Z. Active Directory B&5i CH (D v/
VI A A m

RIR:

o TRTDERTNRAT L =N
7 U7 7% A (Base64) & L T
EEIND

o VUITNH AT UL

. EPEJP@ZL—/\\—/\‘) N RO
&%ji: ﬁ:wun Z)S“/[Z‘g

e FIZ Windows BLOTFET T v
Y TOHYH— b

AR

TRCOFEET Ty THEHT
ERA

nuniE%‘H-—\]‘ ]\ Lfb\fafl/\»j—%—,j-
=Y MEEHRTILIEA.
=PIV R—rENET TV
Tﬂf*ﬂ \—ntuuﬁénéﬁ_ j’“CJ:I/\
Fr—sN—y RS ERE YR
2 — P ALIFNC HTTP Bk T
FEES TV A EAEIE HTTPS Rk
TEHTE %

=g

HIAFZ LT oy N a—Y T
172 < JIP 7 R U AZBHEAF T B
N % (Citrix 3 X O RDP B 5 Tl
ERACTEF . 2—FRIPT KL R
EEELEGAELHEHTERN)

VTN A F UL
WNRATL—=ANIZ VT TF Ak
(Base64) & L TiEE&ENS

AR

o TRTOFEET IFUHFTHIAT
D

72 < oI BT BB

R

e Cookie IR XAV EHABTHDHT-
&) %ﬁﬁ@%Web]\f%/“an
A= R e S N A

e Cookie & A Rr—T NWIZT H B
NdH 5

e HTTPS TR THEHTZ 20

o VTN H AL

o RXATL—ZANIZVT TFAh
(Base64) & L TEEENS
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Active Directory/NTLMSSP

gxoita B

BA R4 8R % &8

AR 4

¢ AT KNSRI ST S AROTD, |« kD RIS
LY 5AeTh D

o RARRIPT RV AT PRI ND

o VI AT~ T 7Y —3 3 ) Web Security
Appliance ZfZHHT 5 L 2 ITRESIN TV H LA
|2, Active Directory BRIE CED T > J )V B A A
> R

R
o WRREDF — N—ry N HHOERT L ICHER

L]ﬂ NTLMSSP [ n
Web 7 uXir7 747 EOBEI

% NTLM F8GE % 1 H 3 2 Fl)
AT 2HE ERECTT,. 272 L . Bl NTLM SREEIZIX

il&LﬁzﬁmuniEk{/LTl/\i—g« =77 N
ERW I U T
FEARNDZ—YLLXZATL —X TR FrL oy
VAR AGRIEEEA L £97,

kﬁ—\’ %zﬁﬂ‘hﬂ

ATV —=ARBIEY —NICEFE SRV END E 52 5F
RBHYV.7T7AT 8 TFYr—3 3 5% Web Security

Appliance ZfEEHT DL O ITRESNTVWDIHFIEFT T V7

BN NP Ao F L BRETEET,
e F(Z Windows BXUFHEHT 7 U TOLYR—h
LDAP/E AR
BRI ERE =i
Fl A FllA:
e RFC ~— 2% o HIIRIYZRERIE L D b ZER,

e NTLM LV 2L D7 T ¥ EHhHR—1

o RNRDOA—/N—~ R

e HTTPS(CONNECT) Z:R CHEHTX %
KRR

o VI NYAUF UL

o TRTOERTNRNRATZL—XANBNIZ YT FTF |
(Base64) & L TEIEEND

B8 5% -
* it HJ—-E@%B&(S 30 ~— )

e NTLM £V $Z< D7 T U HFEHR— |

° uunE;de'ﬁ_T Ik L//Cl/\fcﬁl/\:l‘—‘ﬁ- T—y l\%'fﬁ%
?5%{3\\1”—‘& T R—rENns7 7'7"71_1‘5&;‘@] R
HES DT TR

o FrSmy KA

o —WMLIFNZ HTTP ZR CREGES LTV D541
HTTPS ERCfEATE 5

R

o VI NYAUF UL

o NZATL—ANZ7 VT TX A (Base6d) & L TEE S
b

o WIAEZ LT UV N, =W TIER L IP T R L RICH
AT & 215 (Citrix 38 & O RDP BB Tl © &% 97,
I—PFRIP TRV RAZEBLEGALHEH T2

(BT3RS

LA thE@é&H\&(S 30 /\?‘C\‘)
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21— DEBRIE R

PESde L —F ORI L OFREE T, :L*—‘ﬁ‘ W2 =P/ LR T L —XDANERDOTVEL
f\-o:l“—qj—ﬂ))\jjbfgy VT//JV}]/ nuu ﬁ__/\ J:Ofutuuiéh %0)?& Web7 Elﬂ?/ﬂ)
RRES NIe =Y RHITESNTE TP 7 v a TR Y v —2@EM L %7,

L 7> L . Web Security Appliance |%, = —H# ZFZmANICFEIET D5 KO ICRETHZ LN TEET,
DFEYD T F2—PFICI LT Uy L ERERL FE A BRI TIX BOEETE 2
VALK o TCa—PRFRAF A THL EHEL  EDY —ANOBRG LI/ VT vy L%
ﬁfﬁﬁb’(i*"ﬁ‘%munibf Fﬁ@]iﬁj‘) v %‘_’Lﬁﬁbij«

2 —PEHBBAITFER L CUTZ2EITT 25807 H 0 £7°,
o Z—HRRy NI —J EOTuFTOFELERLZVEIIC VIV A FUREE
T 5,
o TURN a—WIHIHFTuL P REERTCERWITIAT U N TV r—arhbd T
VL a I ER— AR U — AT 5,

:L—JVL@L AIRESIE Web 7' 11 % o N —W 2 2 BG L Tkl 7' 0 7 7 A L& 51D éféﬁ&i
DB B A ET, 2= VPAZERRL TR n 7 7 AL 2EFID 5Ttk Web 7' % (3
Rl 77 7 A DENY élfji/i‘: TR BHERBVMOTNTORY v —2 @ Liﬁ‘

I&LntuniEz))giE&L/t_ B FJUW g /%ﬂﬁ?éﬁff%&ﬁfﬁij« :L%'H-&:b‘x T
7“‘22%114:‘[—91«%)75\%7’» ES=A A WG a7 N EERRTH D kb)f:é(ijﬂ

FiEE) = —YFID OEBIZT LY i/% :L~4ﬂumu SE v N MERE N, RN s L
TV MZEVEGRCRB LSS . 22— DTS AN TV RAZTFATH0E I MnEBEINT
%ij‘o

G¥) WEIEZAFX—TNVICLEBURL 7 AV E IV TIZEsTh I rvarBnyay r73n
TWHHE = N a—FlHaX—URNER RSN Oa—F L L Trr A0 T54 7 900
BEENET 2RV 727V 7 F5 L RIEERDL T v T N BRERRINET
FZ DUV TIE L FRRED KL 5\:7@?57[/7‘//*\"/1/ K DHRRFEDFFA] (5-34 R—V) 5L T
<&,

EBH L —HEAZ DN T

B L —FEANILL T O X THEATE £,

e [ISE (2 X » T —¥ %% ®AIZFH# B! (Transparently identify users with ISE)]: Identity Services
Engine (ISE) % — & AN A 2 —7 )V OGEIZHE A FIHE ([ >~ b 7 — 2 (Network) | > [Identity
Services Engine]) ZILH D b Ty v a v OGS a— A LBET L X2 T 4 7
JL—"7" % 7| X Identity Services Engine — 3705 Fif: S E 97, ISE — B R & F8GER L O
METDHEODH AT (83 X—=D) BB TLIEE,

o [ASA |2 & o> T —H & FHiWHYIZFA] (Transparently identify users with ASA) ]: = —H |
Cisco IS X 2V T TTITAT U ANLZAFELIZBED IP 7 K L A2 —F 40
vy B TICE o TN ENET(VE—F 2—FDHR), Z DA+ 3 > %, AnyConnect
Secure Mobility 73 R —7 /L{Z72 > TH Y | ASA kft/\éﬁ’bflﬂéﬁ/\ EHTEET,
2—PHITASANOEG SN BET 57 4L 7 MU 7 L—7 X Web Security Appliance T
RESNIRBREV LV A RT3y =7 U A b a£d. U £ — b 2—7(10-20 ~—)
ML T IEE 0,

o [FRFEL VAL » Ca— W &2 B A9 25k 5!] (Transparently identify users with authentication
realms) DX S g .1 Ouj:@wu nE]//]/-ZAZ)‘ U\TO)I/\‘?%L#@M ul‘E']j‘*‘/\if’fiﬁH
L CEBRHENEZ TR —F T2 L) ICHES N TV DL HEITHITTE £,
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- Active Directory :NTLM 72 1% Kerberos 8k L /b A &AL L i@ ) = — k51 % A
F—7 WIZL £, 7. Cisco Context Directory Agent 72 & @ Active Directory =—3 =
‘/ ~ ZEBNZ BT 2 BN BV F 77, 5T DUV Tid, Active Directory (2 K 2 251 Y
— A (5-7 X—=) BB T EI N,

-LmWemmmw&LT ﬁbtumpmﬁva%W&L WY = — R & A
A= WAL ET, FEMIZ DUV TIZ L LDAP (2 ﬁﬁﬁl%*ﬁ‘nﬁk%[J(S 8§ N—) 2L M
LCLEEN,

AsyncOS for Web (X eDirectory & 7-1% Active Directory =—3 = >k L EHAICHEE LT8R
RSN —V L LEHEDIP TRV AZRAET D~y BV T HRFL £,

Active Directory [Z & 5 FEiB A1 —F 51

Active Directory |%, Web Security Appliance 72 & Dffid 3 27 LA S HHICHRE TE 5T
a—W vl A R % e L £ A, Cisco Context Directory Agent(CDA) 72 £ ™ Active
Directory =— = & b, FBFEH S 2 — P D5 % Active Directory ¥ = V7 ¢ A Xk v/
THRETLOILERDY £7,

AsyncOS for Web | % Active Directory =— = > h LIEL C.IP T R L Axf a2 —H LD~ v B
7 Our—H) 2 —EE5FL £9, AsyncOS for Web |X IP 7 K L A % = — P4 [ ZBEfT T 5 a4
LR LIGE B~y 7or—HL at—%2F =y 7 LET, —BRRONL RN
A Active Directory T—Y = > MIMEL T—HT 5L 0% Ao7 £7,

Active Directory T—3 = F DA VA F —)L LR EDFEMI OV TIEI Web EX 2T ¢ 77
T AT AIERERMT D Active Directory T— 2 = > b OFRE (5-8 X—) ZEMHL T2
Sy,

Active Directory Z i L T —H 2 FZBAIZHA T 251X LT 2B EL TLEE 0,

. Actlve Directory |Z & % Z i) = — J #3113 . NTLM % 721% Kerberos sk A ¥ — L T D A
HE L $£ 77, Active Directory 1 > A &% > ZIZxt)5 T 5 LDAP @RGEL /L AT TE £ A,

. LI@E/‘]:’-‘_“H‘ ID (% Active Directory =—3" = > b 8% 78— k2% Active Directory ?/3—
TarTEEL £7,

o FHA[HMEAEEHT LD B~ 1T Active Directory T— = > hD 2 HFEHD A > A
B Al AV AR =L TEET, ZDHE % Active Directory =—3 = > M X iD= —
Vb EFAEIZMBOIP T R L AR —H4 vy B 7 ZRFFL £77, AsyncOS for
Web X, 77 A~V ==V x> MIRT 5 ping OFRITH 3 IR L 2RIy 7T v 7 &
L C Active Directory T— = > b i H L £,

e Active Directory T—3 = > bk [Z, Web Security Appliance &5 T 24 T~ K £—
RafHL £7,

* Active Directory =—3 = > k |X, Web Security Appliance (= —¥ D a7 7 MEHE 7 >~
ValET. L. 2—Fou s 7o MEH Active Directory X = U 7 ¢ B JITREES
NRWZ LndH Y £3, Zhid, 774’7’/1\ -?//7%77//;1,7"”) a—FRu sy
TRETICTIrE Yy N XU LESARICRELET . 2 or s T U MERDE
F a2 UT 4 B0 & Active Directory I*—VI/}‘ = IPYFI/Xﬁ%@:’-‘—*fLC%U@
BTOHONTWRNWIEET T ITAT AWM TE A, ZREERET 5 72512, Active
Directory =— =¥ b InHL DT v 77— K B2 WEEIZ AsyncOS 28 IP 7 R I/XXT:’-“—%
DIy TaFyy a2l TBHMORSZERTE 9,73V TIE CLI Z{f
AU 7 g i) = — Pkl O FE MR E (5-10 X—P) 2B L T &0,

e Active Directory =— = ME, 22—V 4O B EZHEERT LD HFEDIP 7 K L A)
bul A 4 AHK 22— D samaccountName ZEtek L F£9,
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o VI A4T7 2 =D Active Directory — NI T H T AT FDIP T R L R &
Web Security Appliance (L[f]—Tod 5 HE R H D £,

e AsyncOS for Web |Z2—HFNET 5 LA OB T N —T 72T 2B L ET XA N ENTT
/I/‘—7oci*ﬁ§ébi“@_‘ho

Web Xal) T4 775470 REREIRHET S Active Directory T—2 = > L DERE

AsyncOS for Web OS (%, Active Directory O EHEZZ 7 AT DO IP T R L AZRfFTE 20D
C.Active Directory T— = ) BH IP 7 R L At —HF4 D~ v U ZIFREZ TGS 2 0E
JARY: SRR S

Web Security Appliance (27 7 £ A TE  ZRSN5HTXTD Windows K A A a br—F L
BIECED3ry NU—27 EO~ T, Active Directory =—3 = & A AN —/V L £, &
FONT —< A EBTH720HIZ, 2 Ox=— = b X Web Security Appliance (Z#ERRIC
TELRETIENVE ZAICERET LIHER S O /MR Ry b U — 7 B Tl Active
Directory ¥ —/NZEH$E Active Directory =— Y = > hE AV A — /LT 5T L TEET,

()  Web Security Appliance & D iEfF 2 H & 415 Active Directory =— = > kD A A X 2 AL,
VAW EX 2 VT 4 TS T AT ARLZE DD Web Security Appliance 7 & fthd T
TAT VALY R—FTEET,

Cisco Context Directory Agent DER&. 1 > A F—IL. B KUHRTE

Cisco Context Directory Agent D% 7 > a— R A A b —/L BLOHEICET D3RI DT
IZ. http://www.cisco.com/en/US/docs/security/ibf/cda_10/Install_Config_guide/cdal0.html % Z i L
TLEE W,

GX) Web Security Appliance & Active Directory =—3" = > [ {Z,RADIUS 7' & s 2 /L2 FEH L THA
WWHELET. 777947 v A==V 2 NI 2 —FONRRT7 L —XZ ¥ T 572D
CHAMEX—ZFHL CTRETILEND Y £3, 20MO2—FRIEIZETLI L EE A,

LDAP | & 5 i&E:@r 1 —H 8 Al

AsyncOS for Web I, Lightweight Directory Access Protocol (LDAP) L' /L A L L TRHIEI LTV D
eDirectory — N EE L IP 7 R L At —HF 4D~ v B F 2 {R5FT & 9, eDirectory 7 7
AT hEHLTar AT 585, 2 —F L eDirectory % — NIk L CTRERES L E 37, FBREIC
Rt A e v A0 Lina—Y DY (Networkaddress) ELTCIZ T AT FDOIP T KL AN
eDirectory % — N IFREk S L E T,

LDAP (eDirectory) i L T —H &2 FMAICTHA T 255X L FEZE L T E &0,

o eDirectory 7 7 ATV b EK I TAT Uk U— 727‘ Ya AV AR =L L =R
2—HFRZNEZEEMH L T eDirectory 1 —NZ K DAL Z T D LI T HHERH Y 7,

e eDirectory 7 7 A7 b OB A THT S LDAP Y U —3 GFEL L AIZERE S LT
L IDAP Y U —LE—~ThILENRHY 7,

e eDirectory 7 7 A 7 2 b ME$D LDAP Y U —Z T 25/ 1E. Y U —Z LIZFRGEL L A
ZAERL L % LDAP #RFEL /L A & 4 2 30EE s — 7/2%¢&Li¢

e eDirectory & L TLDAPRFEV NV AERTET HHEIF. 72— LT v VDXL R
DN ZiRET L HENRH Y £,

o eDirectory Y= . 2=V s A I —Y 7T =7 b D networkaddress JBIEE T
HTDHDEDICEETILERLY £7°,
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AsyncOS for Web [ —HNET D LALOB T NV —T 21T 2 RBLET KA NI
N—TIIRFEL T A,

eDirectory Z—H D Networkaddress J& M Z{F bf\i_ﬁ'@%%ﬁ@ /7 A IP 7KL A
ERFETEET,

BB —HFEANDIL—ILEHARESAY

FEEORIEY — " THB 22—V ID 2 AT 2EEIL U TFOAL— VL ETA R T A BEEL
TLTEEW,

DHCP 2L T/ AT F =~ IP T R L 2&2EI D YT HEAIL. Web Security
Appliance ED IP 7 K L Axt2—H4 D~ B2 7B DHCP U —A L 0 LB ICHE T I
5E L £ T tuicontigCLI 2 v REMHHL C.ovy B 7 OEFHBREEHL 7,
FEMIZ DWW TIL CLI 2 L 7o i iy = — PRk O FE MR & (5-10 X—) 2 S ML T 72
W,

IP 7 KL Akt —V4 D~ v 7 5 Web Security Appliance T S R, = —H
N rnbuZ 7oL AlOa—FRRELC~ a7 A4 LA Web 7 X U0d
AiO2—Y %7747 LTkl £,

FEH L —F ID WL L7 & XIC Web 7 BX VNN T o7y a0 0BT A HEA
fﬁﬂfﬂéiﬁol‘_‘ﬂ_c:&x ]\ 77tx%§¢ﬂ¢éﬁ‘\ if: uunﬂzj ]:l/7 ]\%I/]\ T ‘H-
WCHRFHIIC R R T D e TEET,

@ﬁ%ﬂfﬂﬁD®%M IV a2—ICERET v P N REREIN 22— RNE R LT
VU VIR VERGEICRR L 2 E 22—V DX RN T B RAEHATHNE S nEER
T EI,

FO Y THNTERN T 77 7 ANV 2 —FRFET DEEBO L NV A EELFRiE — 7 v A
ZHEHL TV DA AsyncOS for Web 13 —7 V A T/RINDNEFTL L LB 2—H 7
N—T%WEL 7,

=W EFRANFENT D EOICHN T e T s ANV ERET DGE GGEIEY 2 — M IP
TRUVATRITNI 2D FRHA MO —h XATEBIRTDHZ LI TEEE A,
A—FOFMBR L T F a2 FoRT D L HBHITHA S o2 —3 [Web | T v
X 7 (Web Tracking) ] X— IR REINET,

em B LW x-auth-mechanism HAX L 74— VR ZHHL C BB SN -a—T %
TIrRA BT EWCI RS L;Bﬁﬁ‘é ENTEFT . ssorur Dy = kU id, 2—H4
N B2 — VI L VRBRE SN2 =4 &2 7 TAT U FNIPTRLVALBAET S Z
LIk o TR ENTZZ L& RL TWET, ([AERIZ, sso_asa OfEIZ, = —F 0 U E— |
2—YTH Y 2 —HF 45 AnyConnect Secure Mobility % {# | L T Cisco ASA 7> 5 Bt X 4
- EERLTVET),

Ei@ﬂ‘]i—*ﬁﬁ%i‘:ﬂd)ﬁﬁi

WBEY 72 2 —F OB L FIAEDHREIZHOWTE, = R a—F 7 LT v v VDR (5-1 ~=—)

\—ufb RSN TOWESTIERNRFIRILLTD LB TY,

PRREL L A B AERL L CUBERART £97,
w7 e 7 s ANVEERL . 2—FRBIRITIAT N VT T 2T 2S5 £,
HmEn-a—Wa—F FL—70n5 0 Web BRAEHTHRY O —ZERL £1°,
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CUl #{E M L f=ZEiBa L — 5 Al O BE M ER
AsyncOS for Web [ZLL o TUI B CLI =2~ > R i 2 TWET,

o tuiconfig:éi@é"ji‘—'ﬁ:;ﬁ%l BT AHMBREERELET ANy TF E—RE2HEHL T,
D /RT A =2 ZRIRFICRETE 7,

= Configure mapping timeout for Active Directory agent:AD 31—“/:]:‘/ }‘75‘%@7‘)
TTF =BG AD =V = M X o THRSB SN2 IP 7 R L A% L T IP
7K VXxT:L—#ODV/t YT hF vy val TBLRHOES (4 HAD,

— Configure proxy cache timeout for Active Directory agent:” HFX U[EHADIP 7 KL R
Ma—FD~vy 7 aFk vy al TBIHORS (BEAL), A7 1% 5 ~ 1200 7
T o7 7 A4V MEB L OHESHEIX 120 T, KV IRVMEZIEET H & .7 rX o
T r v RE B RIFLET,

— Configure mapping timeout for Novell eDirectory: T — /3G D7 v T =R
BT eDirectory — A B UG E /2 TP 7 R L ZITH L TP T R L A%t —H D
vy BT EFry v a L TBLRHORES (HAD,

— Configure query wait time for Active Directory agentZACtiVC Directory =z I\
ﬁ\%ODﬁSK’Zfﬁff%%‘?‘éﬁ?%F’aﬁ@Eé (FBOEANL) , 7 ) —IZHES DN Z DX A LT Uk
fE% EREl- 786 BRp) 2 — NI R L7z L R ShET. 2k =k
L ‘H-ﬁ){jggﬁ?éuunﬁgiﬁ)BEﬁEéﬂiﬁ

= Configure query wait time for Novell eDirectoryZeDireCtory “‘j’“—/\ﬁ‘%@mg%ﬁﬁeﬁé
TORHOES (BWHAAL), 7 U —ICET HHNZDOX A L7 U MiE LRl 725
B B — PRI R L 72 L R &N ET, 2L = B 22— EKRT 2
FOREERIE S RE S E T,

Active Directory O &% & 3. LLE/J:L*"HW&%IJ AD =—V = M EMHT 53 XTD AD U
Jb 2T & £ 97, eDirectory O R E 1, B EBAY L — V3B eDirectory Z i 4254 T
@ LDAP L L A IZEA S ET,

WD /RT A—Z DRBFEICRKI L 72HE1T. EoELEF I EE A,
o tuistatus: Z DI NI UTOL 72 AD EOY T a<w FRH v £9,

— adagentstatus: 9 X TCDAD =T— 2 FOBEDO AT —F 2 L Windows K X A
varihe—7 LoERICETAERERTIL £,

- listlocalmappings:Web Security Appliance [ZfRFS IV TWNDHTXTDIP 7 K L A%f
POy B TR AD TPz Mok o TR S NERFC—BER L £,
ZoavryPNE =Yy MIRFSR TS YR BIEY =Y — N ET O
~ v BT E-BRRLEREA,

SOTNBAF U DEE

B 7 v%“//yw%ﬂwﬁfﬁ‘é LTI VTN A BESERTXET . BB
M —FEBLERE L LV ADOBRFEEHD 1 DT,

Internet Explorer D3&1X, VX AL 7k RA R L L CUEBERMKE A A 4 TERL (R Y
hZ2E& E220) EMEE O KR A N4 F 7213 NetBIOS 44 & M3 L T <72 &V, 7213, Internet
Explorer O [B—H/)L AV N TRy MY =V IZT T ITATVADKRA ML EZBINT D Z ENT
SET(Y—M>[(Ar S =%y b ATV av]>[EXa VT 4] ¥7) L, ZofEET
RTCDITAT Y N TIEITTDMLERD Y 3, ZHIZET 23SV TIE [How do 1
properly set up NTLM with SSO (credentials sent transparently)?]% ZH L T 72 &\,
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Firefox 35 & OV DL Microsoft IAAND T T 7 CTlx /X7 A —4
network.negotiate-auth.delegation-uris, network.negotiate-auth.trusted-uris.

network.automatic-ntlm-auth.trusted-uris Z ZEHE—R DU X AL 7 b KA N ZITRET H LT

238 Y F 9, [Firefox is not sending authentication credentials transparently (SSO)JH ZH L T 72 &\,
Z ORI Firefox /N7 A—Z OEFIZET 2 —IGFWMA LI LTV ET,

VZ AL TR RARLAIZOWTIE, 7 02— NLBREDORE., £721% CLI =2~ K sethostname %
ZHLTLEEN,

=1 D | VN

REEL VA X TURRFE — NI T A 1O I M ERGEE RA ER L. 7 74T v N i@
B4 5 &I 2N 2R Li?AmMBi@ﬁ®m£VwA%%T LW

FI UV NLERIEY =T AT N—T D LIk 0 RAEEHNER D 2 —F 2R U R
Vo —TCEBTIZENTEET,

° 571‘ HLHE(S 11 /\\_\\v)

Kerberos 3&ilE 5D Active Directory L /L A DERK (5-12 <—77)

Active Directory #glk b /b 2 DERL (NTLMSSP 35 X OVEA) (5-15 ~—2)
e LDAP GBGELV /L A DIERL (5-17 ~<—2)

o FRFEL L ADHIBRIZ DWW T (5-22 X—)
o T — N LERREDORIE (5-22 X—)
BEEIEE

e RADIUS = —HFH3E (22-9 ~X—2)

o FHEHEL—A L A (5-28 X—7)

S\ EREREE
SEE LDAP F£721% RADIUS ¥ — 3 b 2 — P R FIET X £77,

LDAP H—/\[Z kK BN EREREEDERE

(ZC & BHIIC

o LDAPFEFEL VA ZEAER L. ZEIUC 1 DDLU EDOAWBFEIEY = U — %3 EL £9,LDAP #RiEL
Vv DR (5-17 =),

FIE1 T IAT L ATHIPEELZARNIL £,

a. [V AT LB HE (System Administration) ] > [==—¥ (Users) ] (CBEIL 97,

b. [FMERFRAE (External Authentication)] =2 ¥ 2 T [A%h(Enable)] #4212 L £9°,
c. UTOF7F>ara%EL ET,
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W EsL L
*Fay B1LL]
FBAIE % A 7 (Authentication Type) [LDAP] %EL?RL ESC AN
%HKEAD\ﬁEA’\;’\?‘//J&/])A7'7 }‘ ﬁnunﬂ:@ﬁ_ Z LDAP 'H‘P‘/\‘ ﬁ%%ﬁ—é«é SET
(External Authentication Cache AsyncOS 75>571~nf$mu FEV VT UV )V ERET D
Timeout) T 74V MEERr(0) TT,
LDAP FhifaaE 7 = U — (LDAP LDAP LV AMZEWEES N7 =) —,
External Authentication Query)
=B DFNR L AR AL |AsyncOS BH— 050 7 = Y —1TxT B IGE & Ff
A A 57 77 b (Timeout to wait for valid |3 2 0%,
response from server)
T N—7 < v ¥ 7 (Group Mapping) | T AL 27 b UNDK T L—T4I1Zx L T, a—/L&2E
FIE2 ZEHEEZEEFEL MRFELET,
RADIUS 5 &RE2EED 1 r— T L1k
ZTOHEEIZROME Yy 725 TIEI W,
RADIUS = —#FRGE (22-9 ~—7)
Kerberos E25E75 X D Active Directory L JLLDERK
ZC & BHII
o TITIAT VAN TR axsF E— R TCIERRIEEE—F TRESNTNDLH I L%
AL ET,

e Active Directory —/ 3% #Efj5 L 97,

- UTOYF—ron$ann
2003,2008,2008R2,2012,

IZ Active Directory % A > A k —/L L £ : Windows Server

- RAAUVEBETIN—TEIT T b AR —H TA—T DA NR—ThHBH1—

% Active Directory —/3 L2

E s

fERCL £,

- ROM¥EREZFO—VFLEIERL £,
- Active Directory TO/XA YT — R Ut v hH#ER
- servicePrincipalName -~ FRAEF &35 X 1A I~
-7 AT M RFEO E X AT

- dNShost 44 D E X A FH

- servicePrincipalName & XA

LRI T I9AT o A R AL NIEMERTTT T ITAT V AN5E

EEMERT DI, =4l

BHEREL TWD T
B B /INR D Active Directory #EFR T,
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FIE 1

FIF 2
FIE 3
¥E 4
FIE 5

EEAYANL_

- VAT U RN ERAALIESMERET IR —FEND 7 T A7 M. Windows
XP.Windows 7.Mac OS 10.5+ T3,

- Windows Resource Kit @ kerbtray > —/LVZ{i L T, 7 7 A4 7 > k @ Kerberos 7% >~ k
Z e L £ 7 (http://www.microsoft.com/en-us/download/details.aspx ?id=17657) .

- Mac 747> b TiE.[AA > A==—(Main Menu) ] > [Keychain Access] C, Ticket
Viewer 77V r—3 3 2 L T Kerberos 77 v b iR T& £97,

. ;L;Eﬂ;.jﬁkfciz) Active Directory K A f L ZWeb BFX 2 VT 4 TT7I7A TV AEBMEED
L7 HERRE R A A U EREABGHEA THD Z L 2R L £7,

* Web Security Appliance DEIIEDFRFZ] & Active Directory H— SOBUERFZ| % Lbifg L T, & D
7278 Active Directory ' —/ 3D [ B 2 —% 7 v v 7 R O &K KA (Maximum
tolerance for computer clock synchronization) ] 4 7°v 2 > CTIE SN TWH R A 2 T e
WZ LA L £,

e Web Security Appliance 3 ¥ = U T 4 FHT 7T A T UV ATEHEIEIN TV AL e b
Web Security Appliance J:U)l—JZ, DBFEV VLD T aRT A B KT T TAT V ATERSIN
TV 7 a7 LA —ICRD K ICREL TEE £,

e Web Security Appliance D&% &

- HHTHE— R TIL.WSA R A 4 (sethostname CLI =2 <> R) &2 7 TP TCHTEINT
b‘573%/%kﬂb CTAHMENDH D £,

- BWE—RFRTIEI WSAKRARNELEZIZ AL N RARNLERUCICTALERH Y £
(7D~Awm£® RE(5-22 R—) BB M), & 512 . Kerberos L /L A EVERT DRI
WSARARNLEVE AL I N RANGEBRETAHVLENHY F7°,

o HLWLILAZEETHE LILLADORMT e a2 EHRTERIRLOTEELTLE
S,

o VTN Y ALFL(SSO)EITTAT N TIUYTERETHLERHY (7L
P A A DERE(5-10 X—V) &),

o TV OMHEBETATD smDHAXL T 4— L RONGA—FEFHLTT 7R 1
THhoDAFZ<AAXLET . TR QT DOH AT~ A X(21-30 XR—V) 2B TLEE,

CiscoWeb ZX =2 UT 4 TS T7AT U AWeb A H—T = A AT [y b TU—72 (Network) ] >
[F¥3F (Authentication) ] Z3#IR L F 9,

[LV A% BN (AddRealm) | 227 Y v 7 L £7°,

PRT L A= ZALFIET 2 L CTERREL L A B4R EEI D B TET,
[#3FE~" & b = /L (Authentication Protocol)] 7 4 —/V K C [Active Directory] Z#IR L 7,
Active Directory % —/SXOSEREM N A A A4 FTZIXIP T R A% 3 DETANL £7,

ﬁj ‘ntlm.example.com

IPT RUVADBMBROIZ.T 7T A7 ATREIILTUV S DNS #—/375% Active Directory H—
NDORA L ZRRTERNGHEDH T,

LIV A @ﬁmmﬁﬁwﬂ%ﬁﬁbt B TTIAT L AIFOLLLAND N T o
VDOFIEITRT D ETIT j<3OO)DME%W/\TWWE%.@&%iT

Async0S 10.0 for Cisco Web Security Appliances 1—% i/ K i
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W EsL L
FIE6 T TTAT L AERAALIBIMSEET,
a. Active Directory 7 U > N EREL £77,
& E B
Active Directory K A A > |Active Directory —/ SO R XA A4 ,DNS K A A E TV LA
(Active Directory HIEENET,
Domain)
NetBIOS K 2 A v 4 F v b U—27 T NetBIOS Zfi [l 258X . F A 42 ANL
(NetBIOS domain name) |7,
Evh ZOFT T a v EHEHTERVEGAIL.
setntlmsecuritymode CLI =~ > K Zffi jj L T NTLM &
X2U7 4 F—RFN[R A A2 (domain) ] IZFE I LTV
52 EEMERL TSN,
AV =X ThTY |RAAL EDa e a—2 %2 —EWIZi#B]T 5 Active Directory =2 >
I~ (Computer Account) |Ea—% 7T b G4~ EBRT BT b DBERS NS,
Active Directory K A A4 V' INOBFT&EE L £,
Active Directory Bg¥5 C. 2> B a—X 7V =7 bR —EDORIET
HEICHIBR SN 25613 BEHIBR A ORES TV D a7
NIZa v Ea—% ThU L NORFEEEL T,
b. [F A A 220 Join Domain)] %27 VU v 7 L £7,
>
GE) T TIRBMLTVWDORAAIBMLES ETHL(RCZ7VT vy L Z2MHL TH
H4ATH)  Active Directory N LWVWF— Yy 2 ZD WSA ZE0LE&TCHI T AT
MIEET L7 BFOEGRIIAL N ET HELZTL 7747 M w s/ 47
LThoHEEasZ AT 0ERHY £7,
c. Active Directory EOT7 H U Mu s Ay JLTF oy (a—FAB LU RAT L —X)
ZHEL [T T OER (Create Account)] 227 U v 7 L 97,
FIE7 (EE)ZBEH—FENEZREL £7,
e E%BA
Active Directory Zf£H |77 A~ U Context Directory T— = F I3 A A —/L I LT
L CER2—FHEANE D2~ OV — AL ZNICT VAT HOIENT 2 ELH5/
A#hZ$ % (Enable BOWM 2N ET,
[ransparent User ({£85) /N 7 7 » 7 Context Directory T— = 3 k334 2 2 b — L
e 8 ENTVDYL L OF— 4 L ZOIEREE AN L ET,
Active Directory agent)
FIE8 FvhUV—7 X2V T 42RELET,

e

Bl

74T N DEXHNR
#ZH (Client Signing
Required)

I I7AT v s DB EERT D LD IT Active Directory H—/3H3%
TEINTWAHEAIT. ZOFT v a VEERIRL 7,

ZDOF T a rEIEIRL 728546 AsyncOS 14, Active Directory H—/3
& DIWIZ K Transport Layer Security Z {8 L £9°,

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
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FIE 9

FIE 10

FIEn

EEAYANL_

(EBE) [T APt (Start Test) ] 227 Vv 7 LET, 2L Y 22— FRERICENLLEHEHL
THRIEEZ T AR AN LTEREEZT AP L TELWHAE IMEERTEET. T A MDA
MR AT HIEIC OV T T oBEFD NTLM LV ABMEEL TRV A A 2 D —H 2 3BFET
BTGB NTLM LV A& ERLL £97, (5-22 =) JZ2 BB L T E &V,
FAMPIZRELEMELZ NS TN a—TFT 4 P LETHAMOMED N T TNy a—TF ¢
YT Y= EBRLTLEEW

EHZEEL RFELET,

ROEE
o Kerberos iBiE F R A=W AT 270 7 7 A VEERL T, 2—FBIRIZ7 T4 7 b
V7 U =T OB 6-3 =),

Active Directory F25EL JL LD ERL (NTLMSSP & K UEXK)

Active Directory F2EEL L LD YERL D RITIR S (NTLMSSP 5 K UEXK)

o FBFEIT & 725 Active Directory K A A NI Web X2 U T 4 T TAT L AEBMEED
TeOITEE T MR E N AL NERMETFHEATHL Z L 2B L £7,

e NTLM ¥ =2 U7 ¢ E—F &L CTldomain| Z i H ¥ 5 5A 1%, £ X b L 72 Active Directory
TN—T DI L £, Active Directory 7 /L —7 BN AF A K SN TWRWEARIL. T 7 +
NVMEDTads ] ZEHL £, ZO~=2 T VOfMfikIa~ KNI A F =T = AT
setntlmsecuritymode # ZM L T 72 &0,

e Web Security Appliance D BLTEDFREL| & Active Directory ¥ — /SO BITERFZ % g L T, 2 D
7278 Active Directory F—/30D [2 2 2 —% 7 v v 7 [A# O KFFARHF (Maximum
tolerance for computer clock synchronization) ] 47> = > THE SNV TV SR 2B 2 T\
W L AR L £,

e Web Security Appliance ¥ Ex = UV 7 4 FEHT 7T A T U ATEHEHINTWHAHAIX B2 D
Web Security Appliance FDRIZL DFBIEL VLD T O T AN KT TIT3A TV ATEESN
TWH7 a7 (LA —ICRDEDICREL TEE £,

o LWL ILAZIMETDLE VAVLADORIAET 0 b a2 BERCE b0 TEREL TLE
é l/\o

o WSAIF B TELTRTORNALS DN AL 3 b r—F & NTLM L /L AIZRRE S
NN ALy ar b —FIC8RTHAMLENRS D T, RFENIEL <HRET 5 L 512, NHES
RALBIOAER AL DT XTOR ALy a2 br—=F XL TROF = 20 <
NS Y £,

LDAP (389 UDP # & U* TCP)

Microsoft SMB (445 TCP)

Kerberos (88 UDP)

Ty RF A2 MER AR —F < v 29— (135 TCP) Net Log-on [& &R — b

e NTLMSSP DHIT. 7 F7AT v F 770 TN A4 (SSO) #RETE £,
TN AT DFREB-10 R—D) EBHRL TLEE N,

Async0S 10.0 for Cisco Web Security Appliances 1—% i/ K i
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LT TN

HFHONTIIMUIILLER ALV DFERIZDONNT

Active Directory

FIE 1
FIF 2
FIE 3
¥l 4

FE 5

FIE 6

PLFONL— T DO NTLM LV A E R AL 2T 5288104 L £,
o XK 10 ® NTLM #RIFEL L A B{EKRTE F97,

e HBANTLM UL LADIZFATLYFNIPTRLAN BONILM L ALAD T FAT NIPT
RUVARAEEHEHLRWEIICTLILERH D £,

o % NTLM L /L AL 1 DD Active Directory K A A L IZOHBIMTEETR . ZDOR A AN
BHEHLTWLIHOLWPLIN AL D2 —F 2B CEET, ZOFFIZ. R 7+ A FANOD
OR AL NZT 74V b THEHAIN DR L~ HFHOGBEN/FEL TND 7 4L AR
HEDOR AL A SN ET,

o HEFO NTLM LV ABNEHL TWARWR AL Oa—HF 2T AHI2EGEINO NTLM
NV AEERRL £,

FREEL L LDYERL (NTLMSSP & K UER)

[~ b U —72 (Network) | > [3RFF (Authentication) ] Z &R L £,
[L L A%BI(Add Realm)] %27 U v 7 L E7,
PP AR—ALFIE T E2FEHL CERREL LV AL B4R ZH 0 Y TET,

[FBRE~7" & b =/ & 5 (Authentication Protocol and Scheme(s))] 7 « —/L K T [Active Directory]
ImINL 1,

Active Directory —"DFEREM N A A A FEIITIP TRV A%Z 3 DETANL £,
3 : active.example.com

IPT RUVADBMBROIZ.T 7T A7 ATREIFLTUV S DNS #—7375% Active Directory H—
NOBRA N EFRIRTEIRWVIGEDHTT,

LIV A %fzézﬁz@m —REBRELEZHAE T T IAT L AIZDLILVLAND N T 7 3
v DOFRFEIZRT 5 £ T Fﬁj(30®wun —H‘*‘/\"Cwunﬁ%'ﬁ&i#

TFIAT VAR AL NIBMESEET,
a. Active Directory 7 7V h R EL £,

®’E L]

Active Directory K A 4 |Active Directory —/SD R A 14,

> (Active Directory DNS K A A FiZb v A LB FEENET,
Domain)

NetBIOSK * A >4 Xy FU—27 T NetBIOS ZfiHT 55 51X. R A &2 ANTILET,
(NetBIOS domain name)

A a—H THhHUY |RAALY EOa e a—%% —~BENIZH#RIT 5 Active Directory = >/
I (Computer Account) (B =2—X Th o hGIAT~I AT A0 o b)) PMERENRD
Active Directory K A A VNOEGFTZEEL £,

Active Directory BR¥5 C. 2> B a—X 7V =7 bR —~EDORIET
HEIRICHIBR S N5 5813 BEHIBR ) LRES L TWDH a7
NiZarEa—% 7hor hOBFiEREL 7,

b. [K A A2 iZ&00(Join Domain)] #27 Vv 7 L $£79,

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
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EEAYANL_

>
)

FTTIBMLTWER AL NIBML LS LT 2L (AL LTy gL T

H4ATH)  Active Directory N LWVWF— Y 2 ZD WSA ZE0LE&TCHI T AT
MZEET D70 BEFOBERIIBAL ONET B E2ZT L7 74T M. nos 47

LThLEEa AT 50ENDY £9°,

c. TORAANZaYEa—F ThY 2 NEERT DHERZ S BB Active Directory
Z—%F D sAMAccountName L —W4 L/ XA T L —X%& AN L FT,

% : Tjazzdoe ] (T DOMAIN\jazzdoe | X° [ jazzdoe@domain | IZfEH L 72\ TL 72 & W),
ZOWERIT. AV Ea—Z T AT N EMHNLT DD ERETEH S RESNLEE A,
d. [7 7 ks DVERL (Create Account)] 227 U v 7 L £9,
((EE) ZRRFERE A 3 E L £,

B Bl

FIE 7

Active Directory % i
L CHil = — il &
H#hZ3 % (Enable
Transparent User
Identification using

72 A <1 Context Directory T— = > 3 A A F — /L ZFL TV
LN DY =B L FNIIT VAT DO HT 5 AR
HOWT 2N L £T,

({£&) N> 7 7 v 7 Context Directory =— = > h 28 ' A h — /L
ENTVL =Yy DY =" EZOEELZ AL £,

Active Directory agent)

FIE8 FvbhIV—7 X2 UT 4 E2RELET,
®/E BTLL
IIAT Y NDFELD (7 TAT 2 NDE/HEERT DH KD IT Active Directory P — /335
W78 (Client Signing EENTWAERIX.ZOF T a a8 IR £7,
Required) ZOXF T a v EFEINL 7254 AsyncOS i3, Active Directory H—/3

& OiE[E T Transport Layer Security 2 L £,
FIE9 (EE)[T AN (StartTest)] Z#27 Vv 7 LET, ZAUCE D 2 —FREREICENSG ZHEH L
TBAEZZ T DRI AN LR EET AR L TELWLNE I AR TE £7,
FIE10 EHEZXEL RFELET,
LDAP F25EL L LDYERK

(XL &SI

o fH#kD LDAP ICBAF 2L FOFHREZ BTG L £,
- LDAP ®/8— g
- —RDOT KL A
- LDAP ~"—h

e Web Security Appliance 3% 2 U 7 4 BT 7T 47 L ATEHEHIN TN
Web Security Appliance ED[RA OFEFELV IV AD T 08T 4 IR & T 7 7/]’7/7&“(
TWH 7T ERICTHDLZ LRl £,

e N YA
HFIN

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
|



$£58 IVFA—HFHILTUINYILORE |

N @Zmus
EIE1 [F> FU—7 (Network) ] > [F%3EF (Authentication) ] & L £7°,
FIE2 [L/VA%EM(AddRealm)] %#27 V v 7 L ET,
FIE3 HEHTEALN—ALTFTETEHEHL CRRELV VAL —BOARTZEHI 0 Y TET,
FIg4 [FRFEZ v b 21 & 53 (Authentication Protocol and Scheme(s))] 7 « —/V K T [LDAP] % i#&{R L
ESrRN
FIE5 LDAPRRIEOREZ AL £,

& E Bl
LDAP D/3— 5 [LDAP D/X— g U &EIRL . % 27 LDAP 2450 5 i %
(LDAP Version) WL F9,

T FIAT AT LDAP X"—V 5 2 BION3 2 AR—FLTWET,
t % =7 LDAP IZ1% LDAP N— 3 o 3 SLE T,

Z @ LDAP #— "33 i) = — Bk 5l Tt H 9% Novell eDirectory %
AR—=RLTWENE I NEREINL £,

LDAP ¥ —3 LDAP %— "D IP T RV AFHEFFA ML BLOKR—- M EFEASL
(LDAP Server) FT HKRKI OO —NREREETEET,

RA LT EEEMR AL L THDILERD Y £3,4:
ldap.example.comoIP 7 K LVANKBERDILZ. T T ITAT UV ATHREIIN
TV % DNS =378 LDAP % — 3D 7K A b & & iRk T E e WIGE D A
‘(‘\—;«O

FEAE LDAP OF 7 4/ b DA — h&FEE1L 389 TI, ¥ =27 LDAP OF
T F Vs DFEIL 636 TI,

LDAP #—/373 Active Directory —_OEEIZ N AL ar tr—7F
DRANLEIZIP TRUVABELOIR—MZ AL ET, /[HERED
rua—)v hxad B—r_"OL4FiE AL R— b 3268 %ﬁﬂ% LT,
L. a—r v hxa s = "REICBEN -SRI H D | H—
HIVK ALy aryba—FD2—YDOLEEIETIHLEND D5
n—AN KRAfy arvyiae—9% T2 TEET,

B LV AT ORBREY — N & 3% Ebt BT 74’7/x )
LIVAND TP 7 3a v DR %E&‘é—éif &K 3OO
‘*j_”—/\‘(umpﬁ%f‘it;}‘i‘j—

LDAP ffety#Hmi  |LLFOEOWT 2R £9,
(LDAP Persistent o [AKFERIEERE O (MEHIBR) (Use persistent connections (unlimited)) ],

Connections) BEA7 O BERE 2 0] L 9 B JHC & 2 BEREAN 72 B Ok 37 L U ks
([FEHIER DBV ET,

EAdV\anced)] x4 o [AKFERIERE D ] (Use persistent connections) |, BEAF Ok 2 1 L
vavor) C AR S NSO BRI L £ A MBI & LDAP 4 —

INSDHT LWL S IVET,

o [KFERIEESE % 1 L 72\ (Do not use persistent connections) ], #77°,
LDAP H— 3~ L W R & fER L £,

Il AsyncOS 10.0 for Cisco Web Security Appliances 1—H /A K |
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EEAYANL_

RE

A

L — Y ERGE (User
Authentication)

UTDO7 4 —/VRIEEZATL 7,
[~ — RF&AI44 (~X— & DN) (Base Distinguished Name (Base DN)]

LDAP 7 —# N—2 YV —MDOF 1L 7 U IEEIZ/R>TEY . T
FAT o AFR—=ZDN i L T.LDAP 7 4L 7 b U Y U — NI
Yo Gt icB B L R 2B L £9. A%h7e~—A DN 7 1 b % 355
0i\object—value W 5 ﬂéi‘t@ 1 /DELJ:@:‘ 3/73‘5‘_‘7\\‘/ b ffgﬁkéﬂi
'3‘0 fC E ?_ ﬂi\ ’—dc:companyname, dc=com] D c]: 5 K_j\jj L iﬁ‘o

[=— 4 J& M (User Name Attribute) |
IFOEOWT N ZERRL £7°,

e [uid].[cn].[sAMAccountName], =+ — V4 Z#F T T 5. LDAP T 4 L 7
NYT—EODID,

o [H A X A (custom)], [Useraccount |72 E D H A X I 1D,
[—H 7 1 L% 7 = Y — (User Filter Query) ]

2= 74 72 —F, 2—FD~—Z DN % Ko} 5 LDAP R
TANE T, ZE. 22— F 4L 7 F U BRX—ZDNDO FORBIZH
HES EIFFO2—FDORXR—Z DN Da—HFFEHFa L R—F T
07 AU HNEENTORWGAICHETT,

LR DEO Wz @R £7,
e [72L (none) ], ¢ _XTHOZ—VZHHL £,
o [ A% A (custom)], Z—HF DEED T N—T"%4HE L 7,

Jx)— LT
¥ % /L (Query
Credentials)

FRE— NI 7 ) — T AN E D I EERIRL £77,
FOREY— A\ ES 7 Y — 22 T ANDGEIL [ — N EA O-E M
WX L E 9 (Server Accepts Anonymous Queries) ] Z 3R L 77,
PRREY — ADESL 7 =) —EZ T AN WIGEIL [N 1~ R DN %2
(Use Bind DN) | &38R L (LA F D fF#Ha AL 77,

e [/ F DN(Bind DN)].LDAP 7 1 L 7 | U DR & §F 7l S 1724k
il LDAP #— N EOa—H @ A N DNIZT 4 V27 kU 2k
DIRFZFTFAISILET,

o [/XA 7L —X (Passphrase) ], [/3 1 > K DN(Bind DN)] 7 4 —/L N |Z
AT D 2—HICEHE T D RAT L —X

PLFOT %A NI [ K DNBind DN)] 7 4 —/VRIZAST 52—

FOFERL TWNET,

cn=administrator,cn=Users ,dc=domain,dc=com

sAMAccountName=jdoe ,cn=Users,dc=domain,dc=com.

LDAP #—/373 Active Directory $— 3D ;5 1%, [DOMAIN\username |
AT A N DN 2—PH/EZANTHI L TEET,

Async0S 10.0 for Cisco Web Security Appliances 1—% i/ K i



F58 T UFA—HFILTFUIYILORE |

LT TN

FIE 6

ER)IN—T FT7 V27 N ERFa2—F 47T =2 &L T [ —TFFE (Group
Authorization)] & A X —7 /WL EBRL =47V a v R EL 7,

GN—F#ATzH bk
BRE

A

TN—TF XTIk
NDO T I—"TF A R—

ZOTN=TI/T TN TOa—F & U X 7§ % LDAP Eik % &
KL ET,

v v 7@ (Group . TR
Membership Attribute |2+ | P TEPVT AN EIRRL £
Within Group Object) e [member] ¥ & O [uniquemember], 7 /b —7 AL NRERET S,

LDAP 7 4L 7 s U T—E®D ID,
o [H A X A (custom)], [UserInGroup |72 & D H A X I 1D,

TN—T %G @ik
(Attribute that Contains
the Group Name)

RN = TN —TDORETHMNTE L7 NV—T4%EET 5 LDAP
Bt EIRL =4,

DITFTOEDOWT N ERIRL 97,
e [en], /N—T4%ERETH.LDAPT 4L 7 kU T—EDID,
o [HARE L (custom)]o |_FinanceGroupJ REDH AR NID,

F T BT —
TE D EHBIT S
7 =V CFH] (Query
string to determine if
object is a group)

LDAP A7 V=7 N a2—H FL—F%2FKL TWBENE 55 5]
9% LDAP #RER 7 4V Z &N L £,

UTOEDOWTNEZIERL £7,
¢ objectclass=groupofnames
e objectclass=groupofuniquenames

e objectclass=group

o [ A# A (custom) ], [objectclass=person] 7R EDHAZ N T 4
VA
FE7x) =Lk C RV — I N—THHATE 2 —EDORIES
N—TBEZFINET,

A—HY ATz Hk

e

U R AV
WD T N—T R
W=y T BN
(Group Membership °
Attribute Within User
Object) .

g&

B
COa—FNBTETRTCOIN—T%2Y AT 5EMEEZENL £9,
UTFOEDONT N ZERL 7,

[memberOf], = —% AL NZFETHLDAP T 4L 27 U T—E
@ 1D,

[ A Z I (custom) ], [UserInGroupl 72 & D A X A ID,

TN—"T A=y T RN LDAP 47 ¥ = 7 s & B3 5%k
£ (DN) THHMNE 92 M &EFREL 7, Active Directory H— 3D 4
. ZDOF T arzAXx—T ML £7,

INEAR—TNVCLTZGBIR U TORELIRET DLENRH Y £7,

TN—T" AL —
v 7 @iEiX DN
(Group Membership
Attribute is a DN)

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
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FIg 7

EEAYANL_

A—HFITPxzHk
B

%II':

BA

TN—TZuagiclE (TN —T A=V o RBENDN THLIGEIL. AR v— T —7F

M (Attribute that WRETIN—THELHHTEEERZFEEL i‘h

Contains the Group
Name)

LU DED W 2R L £97,

e [en], Z NV—T 4 EIRETHLDAPT 4L 7 N U T—ED ID,
o [HAKE L (custom) 1o (FinanceGroupJ DA H A ID,

FT e BT LDAP A7V =2 hRa—H F L —T%RKL TWDHNE I 024

=T E S EH | D LDAP BT 4 VX AR £,
T 27 =)y Rz IR L £,

(Query string to )
determine if objectisa | * objectclass=groupofnames

group) e objectclass=groupofuniquenames

¢ objectclass=group
VA,

ﬁ@nu uEy /I/*‘7 ﬁlﬁié%éﬂij«

o [ A% A (custom)], lobjectclass=personl7RE DI AL L T 4

fE: 7 =Y —Z X > T, Web Security Manager /K U > —CH T& % —

(fEE) = — I3 5 /M LDAP RFEA R EL £7,
a. [FMEBEREE 2 = U (External Authentication Queries)] 2R L £9°,
bh. =—% THU U FNEREEL £T,

~—2Z DN(Base DN) BB EZIBETHLDAP T 4L 27 b Y Y U —NDjE

(BB 5 72 DX— R DN,

YI7n 5

49 ') —3C=F 5 (Query String) —EHOBEL S N — T HRT 7 ) —_ i

(& (objectClass=posixAccount) (uid={u}))

ER e

(& (objectClass=user) (sAMAccountName={u}))

A—HDT I R—LDEHMEHT |LDAP B (f: displayName.gecos) o

L5 214 (Attribute containing the
users full name)

c. ((EE)RFC2307 7 H 7 FAZHIIRE LDAP BYEICHK S AR O T Yy MMia

TABERSNET,
d. 2=V NV—=TEREBGT L5272 —2 AL £7,

1 ADZ—Y0NEHO LDAP /v —FIZB L TR  Fnfha—Y o— L3NB84
RO REN e — L OT 78 AFFAA AsyncOS IZ L > TZD2—HFIZft G S ET,

AR —X DN(Base DN) MBRERBETHLDAP T 4L 27 b U —ND#

WCBEIT 5 72 DX— A DN,

i) 70 S ET

HIT)—3=FFH (Query String) (& (objectClass=posixAccount) (uid={u}))

A—YOT I F—LREMEShT |gecos
L)% R 1% (Attribute containing the
user's full name)
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LT TN

FIE8 (EE)[T AL (Start Test)] 227 Vv 7 LET, 2D  2—FREBICENS 2L
THRFEEZ T DN AN LTEREET AP L TCTELWLWLE Y0 EiERTEET . 7 A MDEK
B972 AT HIEIZHOWTIE T o EFFD NTLM L L ANMEFHL TWRWER A A 2 O —H A 3WIET
BTGB NTLM LV A& ERRLL £97, (5-22 X—) J 2B L T E &V,

GE) ZEFEEELCHETDHE B TLALLDRIESa a2 BEFRCEXRLARY £9,

FIEY ZAEZXELMRFELET,

RDEE

o Kerberos iRiE F R AT A7 a7 7 A VEERL T, 2—FBIRIZ7 T4 T b
VT N =T OSHE(6-3 =),

F8;EIE H
° %nﬁuun (5'11 ‘/\O‘_‘T\/)

BHONIIMUIILLER ALV DER

PLFONL—E EE DO NTLM L L A E R AL 2T 5258104 L £,
e KK 10 O NTLM #BAEL LV A ZERTE £,

o HAONTIM VUV AL LADIZF5AT Y NIPTRLAN BIONIIMULADZS5AT Y NIPT
RLRLEEHLZWEIIZTHALERH Y £7,

e & NTLM L /L AIX 1 DD Active Directory K A A SNZDHSIMTEET N EZDR XA M
FBELTWLIHOLWDDHRN AL O —FEFIETEET, ZOFEIZFAL 7+ A MAOD
fMDOR AL NZT 7+ THEHHASN DR EE —FROEBEBFEL TWD 7+ AR
NEHDOR AL C#EHEINET,

o HEfED NTLM L'V APMEFHL TWRWR A A D a—H 2T 5I12iE B NTLM L
VA EERL £77,

EASEL ILLDHIERIZDLNT

PREELV VAR HIBRT B LEET A ID 3T 4 E—T W70  EHIC BEET AR - b %
oo ID BHIBRS N ET,

PRRELV VA EHIBRT D L EDL L AN —7 o ANGHEIBRINNET,

' a—/NJLEREEDERTE

REEL VA OFREET 1 b 3L T Bh& 7 0 — N)LEREEDORR EHEE #3%K E L T X TOREE
VIV AIZEREEEAL £9,

Web 7B %L DEME—FIT B ECTEXE 7 0 — L0 TIHEE IC2E8 L 9, H R res
EE—F LS . BEE— F‘T%Fﬁéhfu\é EOFNLYEL OFEHEBEMHEATE 7,
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ZxLes B
(XL & B
o UTOMELZ L SHML THBNTLIEE W,
- FRRED KL (5-30 ~<—7)
- BAEORB:RAD 7L T vy v T X D HRBFEOF AT (5-34 ~<—)
FIE1 [ h 7T —72 (Network)] > [83F (Authentication) ] Z3#IR L 9,
FIF2 [/ e— LE ﬁ%#ﬁﬁ% (Edit Global Settings)] # 7 U v 7 L £,
FIE3 [V 72— 3LRGER%E (Global Authentication Settings)] ¥ 27 3 2 > TR EEmMEL £7,
E&"E Bl
wun '&%/\ﬁ)%ljﬁﬁf%fib\ H‘FO)'T U“fﬂ?ﬁ b *iji—gd

BDO7T 7 a v (Action if
Authentication Service

Unavailable)

o [BIERLTh T 7 4 v 7 Ol % A (Permit traffic to
proceed without authentication) ], ZLBES | = — PN FHAE S 7z
MO XD ITHIT S ﬂiﬁ_

uun WZRER L 7255 ?AT®}774/7%7D/7
(Block all traffic 1f user authentication fails) ], ZLER 3 H IE X 41,
TRXRTONT T4y 7R T Ry éhi‘j‘o

FKBL L 72 RBREFHe & (Failed
Authentication Handling)

BT BT 7 AN R —Ta—PFIF AL T 7 AEFAT
DAL ZOXEEBICE D Web 7B ¥ 32— &7 2 L
LUTHBILTT 7% A 0 7 \2igkd 5 HiER e L £

=D AN T I AR OFEMIZ OV T RGERRE D7

AN T 7 RBADFFA(5-33 X—=V) B TIEEW,

343 (Re-authentication)

(URL #7=2Y £oid=—
Wy va ORIBRIZEY
T }\‘ a—PRT oy s &
NG AICHRIE S v
k% 4' X TN T B
(Enable Re-Authentication
Prompt If End User Blocked
by URL Category or User
Session Restriction) )

IR EE LW URL 7 4 V& U 7 R Y 2 —IZ &> T, E7idA
DIPT R A~y A2 OFIRIZE > T2 —4% 72 Web ¥4 k
73)%713/73“71’:%/5\&:\;“_% ﬁmuui%nq:j‘bi?—

FLWERGEZ LT vy VB ANTED U 7 niid#isniz7
2y NX=UR2—FIZRREINET LV EL DT 7 vRAEFF
WLV T oy NNEI—TRANT L E BRI Y
NT T FICERSNET,

B ZOREILABENELUWURL 7 4 &) 7 R —FT-
Ta—HY vy ar0flfRlck>Tr uy 7 S BRarE
J_ﬁ_ @#ﬁﬁﬁéﬁ’biﬁ— utuuméhﬁ— #7?/ }\&:ct 07
Oy &N T I g STEERERE A,

FERZ DWW T, FRRED S 5%726571/7*//%/1/ L AHR
AEDOFFA](5-34 =) BB L TS,

NR—y VRFEs— 7
TTL (Basic Authentication
Token TTL)

PBREY — N LS THBRIEESND E T, 2—FD 7L T v b
DF Xy v aNICRE SNDHIMZHIEL £, 2hicix, =—
PHENZAT L =X B P2—FICEEM TN TWET 1 L
TN TA—FNEENET,

T 74N MEFHER SN TWIRETT [PrF—F ¥4 LT

7 b (Surrogate Timeout) ] BFERE SN TRV \EDOMEN [X—T v
7 FFE N — 2 > TTL (Basic Authentication Token TTL)] & ¥ & K

WA IR. Ye S —h X4 AT D f\@ﬁﬁ‘@%éﬂ Web 7 11

ﬁF/ .o a s —r XA LT OWIRIEIIN T BITEREEY — )
THEAEL F9,
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N =smos
FOMOBEFRERFIFRTHEEIZ . Web 7 X U NEMENTWALEE—R (BBRE—RF F-13
BRI Z2 RS — RIS U TR Y F97,
FIg4 Web 7uFx I NEZBE—F CTEAINTWAEAIT UTORE AimEL F7,
RE SRER
TVTF X VDOE | 7747 B S{LHTTPS Bt 2 /L CTWeb 7 izu s (v
1. (Credential IJULTF oy )VEEETINE DD EREL ET,
Encryption) OB EITHAZZE S K & NTLMSPP 223 o FicmA s £

?“75\4% CHATGE S ROBEBITESLD £, ARG S TlL, = —
B ILF ooy AR T —r TFANTRERENSNLS TT,

R OV TR RIE D R (5-30 =) 2B L T &V,

HTTPS VX AL 7 b |HTTPS ##i4 /- L Ca—VWIEREZ VX AL 7 b T 58548124
A— bk (HTTPS $ 2% TCP &~ — b%? ELET,

Redirect Port) ZHICE 2T 727472 RS HTTPS (2L 5 Web 7 1 & v~ Dk
BRI A K — F BRESET, AT 2 LTy U r A DR

A TN fcio((,\éi;,—é.}% TR a3y ha—/LOFEHREC
J_ﬁ— Lnunﬁ%:k&bé %’éibi‘j—

UE AL 7 b ARAR W%7D%Vﬂﬁﬁﬁﬁ%)y1/f5%yFU%74V&*7:
4 (Redirect Hostname) | A ADEWHFA M E AL F9,

iﬁi@%~1<‘“6@%éﬂfb\é??"?%?’/xi_mwﬁ% REL -5
Web 70‘:7%“.‘/ :L"—"j‘@ntuuﬂz@f_&)a 77/],7/ 7é1mj—§))&
A1 273 a>YURL TCIDORANGEZHEAL F1,

UTFoEoOWNTnE A TEES,

e [IFEDA A K4 (Single word hostname)]o 7747 k& Web
Security Appliance 7% DNS ik Al GE7R 1 GEDO AR A M4 & AJ)TE
FT,2NCED 7 T7AT NI T TV HIEHRTETDHZ LR
< .Internet Explorer TH DY 7))L % A A v #FBLITE £,
W3 77 A7 b & Web Security Appliance 7% DNS f#ik A RE72
1FEDORARNAEANTL TLEE W,
722X 72T AT FIRK A A2 mycompany .com {23 Y . Web 7
X TNY v AL LTSS E—T = A ADTERIRHRA NN
proxy .mycompany .com CH DHEIE. 2 DT 4 —/L R T proxy] &
ANNTDVERNHDET, 7T AT b firproxyj IZRFL Ty o
T TR FELTL \Proxy .mycompany .com %ﬁ@ﬁ%f = i‘h

o [SE&fER R A A >4 (FQDN) (Fully qualified domain name (FQDN)) ],
DT 4—/VRIZ.FQDN £72XIP 7T RV AEZASTHZ & TE
F9°, 7272 L. & DA | Internet Explorer X° Firefox 7 7 7 THD
CINYAUF L EFERT HITILATITH FQDN £72iX 1P TR
VAR ITTGAT N TITUFDT T AT MEHEERT A U A
MZEBEMENTWD Z L 2ERT HLERDH Y £7°,
FTITFNMEZ. 7%y NI T 4y VIR END A X —T =
A AT T ML 7203 PL A ¥ —7 = A 2D FQDN T,
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EEAYANL_

RE

e

VAV ANV ED IV
Fyrvia AT a
> :(Credential Cache
Options:)
o —h AT

7 b (Surrogate
Timeout)

JITAT VY MIRIEZ VT oy XY VA FEEERT D ETIZ. Web 7' 12
XUDFHET AR AR EL ET. 7L T U Y VEBEERT L E
T Web 7 BX Vi3t asr — MIRTFEEINZMEAP 7RV A £

Cookie) ZfHL £,

RN T T YR Da—Y ==V = b T, 22—V a7
Loy v AT DUENRNE DI GRIEZ LT v v /LR
FrvvadhnEd,

JUVTUT XN F oy
vaATvar
(Credential Cache
Options:)

JI9AT L RNIPT A
K ZALT T b
(Client IP Idle Timeout)

IP7 L AERGES 05— b L L THAT2HAE, ZORET, 7
FAT UV IMTARNVREDO L EIZHIEILT YNV ETTAT
VRNICHESRT D ET Web o NS A AZFEEL £77

ZOfERY e —k A LT MELD HREWGE, ZOREICIT
NI Y —h XALT T MIGELTERIZZTAT VD
PREEE SR M T E T,

COBREEBHTHLE AL 2 — X ORIV AR VRN S 2 —
DOMeBEtE IR T & £,

VA AN E S
a X Tar
(Credential Cache
Options:)

Fyvva PAX
(Cache Size)

RIEF v vV 2 BT A2 P DOEEREL £T, ZOHEEZHRTE
THEEBIZZOTANA ZAEMHAL TWD 22— O Z 256
TEXET. T 7 4/ MEITHES L TV DHRETT,

L= g il
[# (User Session
Restrictions)

BAEE 2= RNEBEDOIP T R L ADSRIFICA 2 —F v MZT
JRATDHIERHFATIENE I DEREL £,

D PRRFIH 2 —F LI LT v LA LR NE S IT,

1 OO ~DT 7 E2AEZHIBRCTCEET, 2—FRjlo~wr > Tr
TA v TERVERIT. VK a—PF@am—UnErantt, =
D= O [ (Re-authentication) | R EEMH AL . 2 —FNR X
7V L THOa—YH Tl A TEXHNE INERET S

L TEET,

COBREEART—TNTTHHEEILHIREY A LT MEEZ AL F
T, IOEICE ST RIOIP T RL AT el A TxbL89

272D EFTO—YFOFHERFEZEEL 9 IR A 57 v MEI,
Parf—h 2 ALT T MEL Y S REWVETRITNIEZZRY THA,

authcache CLI @< R 2L TRRFEF ¥ v v 2B ED 12—
LT R TCO2—FEHIFRTEET,

Tup

AR & (Advanced)

JVT VX VO ELEIET 78 A a v b r— L EBHHL TW
DGERT T IAT VARZNIRL TWHT VX LAEE L
% — (Cisco IronPort Web ¥ = V7 ¢ 777 AT A T EGEHE) &
AT, 22 CT e —RT BT X LGERAERERT 0%
BINTEET,
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LT TN

FIES5 Web 7’ mX U NHRPRIEEET—F CEASN TV AIHEAIFIUTORTCHBE ZREL £7,

B

A

VT Y X VOGS

{t. (Credential
Encryption)

74T N BEF{LHTTPS #fi# /L CWeb 7 - izu s A v
7V?VV%»%%%?5#&9%%? ELET  Z7LVT v bd
2 b % A % —7 W T DIZIZ HTTPS U X AL 7 b (BF 2T 72)
(HTTPS Redirect (Secure))] Z#RL £, 7 LT v ¥ /LORE L%
AFX—=TNICT D & GRIEDT-DIZT T AT M& Web 72
XAV NTDHHEERETDHEM7 4 — NV ERERENET,

E&ﬁg iﬁzﬁmu niEjiﬁ(E NTLMSPP it nEj]AJ‘@ ﬁ'ﬁjj \—L)EH éﬂjﬁj«
\fF\—*f CHEARGEIE S XD AN S 77, BAGRFE S ATl = — W
JUVTUVRNARNT L —2 THXRARNTERENDINDHTT,

ni'ﬂﬂ ZOWTIL FRRED IBT (5-30 _— );8;"%}3{3]\/"( TZEW,

HTTPS V¥ AL 7 k
A— bk (HTTPS
Redirect Port)

HTTPS #fiZ N L C2—VBFEEREZ VX AL 7 b+ 554126 A
4% TCP R — Mﬂf ELET,

ZHICE ST ZF AT R HTTPS IC X 5 Web 7 1 3% 3 ~D ik
EHMGT AR — N BNEESNET, UL Z LT U v L O SE
BAR—TNIZ f;ofb\é%é}%ﬁ TIRA 3 a— ORI
:l”—qj— umuuﬁ%:kébé %\éﬁibiﬁ—

U ALV~ RAN

(Redirect Hostname)

Web 7 I:f«*vyﬁ%{aﬁfﬁ% VY AVTDHRYy NI —T {2 ¥ —T =
A ADEFEIEDORARNLE AL 7,

FROFEFEE—R & A 2 —TNWIZTDHE Web P aFx it , 2—H D
BIEDT=DIC T T AT MIEETDHIHF AL 739> URL TZ D
RANZEFERHL 7,

UTFOEDOWNFNNE AN TEET,

o [1FEDA A K4 (Single word hostname)], 7 7 A4 7 > b & Web
Security Appliance 7% DNS fifIRFAIREZR 1 GEDO R A M &2 AS)TE
FT.INCED I TAT U NI T IOV HERET D L
< .Internet Explorer THODO Y 7))V H A 4 v #FBLITE £,
V37 7 A7 b & Web Security Appliance 2% DNS fif ik 7] G272
LFEDORA N2 AL TLIZE W,
722X 727 AT MK A A mycompany.com (23 Y . Web 7
BFNY vy AL TNDA L F—T = A ADTERIRBF A B AN
proxy .mycompany . com T&) 513'57/5\51\ D7 A —/J ]\ (: rpJCOXYJ &
ANNTHEVENHYET 7747 b firproxyj IZxtL Ty 7
Ty T HFEITL \Proxy .mycompany .com %ﬁ?ﬂ%’(% F7,

o [SEfEffi K A A 4 (FQDN) (Fully qualified domain name (FQDN)) ],
DT 4 —/VRIZ.FQDN £72XIP TRV AEZASTHZ &L TE
F9°, 7272 L. & DA Internet Explorer <° Firefox 7 7 U ¥ CHED v
VI YA A EEBT DI ATITH FQDN £72X 1P TR
VAN TTAT VN TI70HDI I 4T MEEFAT AN U A
MZBEMENTWD Z L 2R TO2LENH Y 7,
T7ANMEX. XY NI Ty JIERHSNAA X —T =
A RIS T ML £721EPL A > % —7 = A AP FQDN T,

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
| 5-26 | |



| 5% ITVFa—4YILFY

S xILOEE

FIE 6

EEAYANL_

RE

A

JLTUT R F Xy
vadTar:
(Credential Cache
Options:)
Fual—h XA LT

7 b (Surrogate
Timeout)

TIAT Vv MBI VT VX VB BEERT 2 ETIT Web 7' 2
XN T ARMERELET . 7L T U Y VEREERT D E
T Web 7 BX Vi3t asr — MIRTFEESNZMEAP 7R L A £
Cookie) #fEH L 77,

— RN T TR E D —Y ==Y = b T, 22— 2ERE Y
LTy VB AT T BLERRWE S I GBI LT v v RN
FrvraINET,

VA ANV E DI R
Yot Tvar:
(Credential Cache
Options:)

AT NIPT A

K ZALT T b
(Client IP Idle Timeout)

IP7 FLAZREY s —h L THEHT Y DHRTET, 7
74’7/%75)74’%/1/% ED L X \nuuﬁyl/?‘//’(ﬂ/%i’77/l)7
IZCHEBERT D £ T Web P BN+ 2 ZEEL £1°,

’@1 Ny —h ZALT T MELD HRKREIWGE, ZOFKEICIT
NI el —h ZFALT T MIELIZBRIZITATV F~D
FRREER M TN E T,

CORECMHT 5 L. 3B a—ZORNIW R WEH AL V2 —3
DWEFHPE 2K T & £,

VA AN E S
a X Tar
(Credential Cache
Options:)

Fyvva PAX
(Cache Size)

PAEX ¥ v v 2 TN T D= Y OBEREL £, ZOEERE
THLEBIZZOTAAZREFEHAL TWDE 2 —F OEIZLEITHIG
TEFET. T 74/ MEFHEIS N TWDLIRETT,

L= g il
[# (User Session
Restrictions)

BAF 22— REEDOIP TR L ZANS RIS Z—Fy T
JEARATAZLEHFRATEINE Y DEREEL £7,

:L“—“j:ﬁ“ﬂ%munﬁl‘—"j‘kmwﬁﬁ ]/T//'\’/I/é) ﬁbff,’l/\ct 5 L:\

1 OO~ ~OT 7V ERAEZHIRTCEET , 2—FRO~v o Tr
TALTERWEARIT. 2R :Lw*f@‘ﬂf\"—\‘/“b?i'%/%éﬂiﬁ‘o z
D= O [FERFE (Re-authentication) | R EZH AL . 2 —F0RR &
7V 7 LTHlOa—FL4Tr S 4’/“(“% BINE I IERET D
TLEHTEET,

ZOREL A X—TNMCTLHEEIXMIRS A LT 0 MEZ AL F
T ZOEIZLE ST HIDIP TRV AT el A T&H L9
(272 % ETO—YF ORHERFH Z 4 E L I, HIRY A 27 7 MEX
YaF—hr 2 ALT7T MEL DB REVETRITNIETRD FHA,

authcache CLIZ <V R 2L CRRIEF ¥ v ¥ a2 bR ED 2 —F
LT R TOZ—FEHIBRTX £,

[

FEHAER E (Advanced)

VTR VDR EALEZIET 78 A ary b ar— L2 FHL T
LDLGEX T T ITAT UARZENIBEL TWHT ¥V FIVEE#E &
% — (Cisco IronPort Web ¥ = V7 4 777 AT A T EFEHE) &
AT AN 22 TT vy 77— K357 X AGERELERT 20 %
BINTE ET,

TUXANGFAE L —Z2T v 70— K9 5I1201%. [ (Browse)] & 7
VLT .a—h) <~y bORERT 7 AVIZBEIL £,k
BHIOZ 7 A NVERINL TH6[7 7 AVDT v 71—k (Upload
Files)1 %7 U v 7 L E7,

EHRZFEL REFELET
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W =54z

lJlLa\l:l y b-

FREES — A v AT DN T (5-28 ~=X—3)
o FRIEY—H v ADIEM (5-28 R—Y)
o FIEY—7 v ADMREER L WIEFZEE (5-29 X—2)
o I —H L ZDHIK(5-29 ~—3)

BRI —H O RIZDNVT

PEEY — AT A L R EIERWHEY AT e b a LTI O DOIDIZE o Ta—W
%nunﬁf%iﬁouuuﬁ/ b‘/xi 77/1)"\7)nunl~|:j‘7/H/%{%ﬂqf%f£<fﬁof_ ﬂ\_
NPT vl FTvarziftds Echb &b ET,

PR — A i%ﬁ%{@wuuﬁl//l/b@i/\fﬁ— fEHT 2L LA [ IEX FRFREE— R0
REEZ \ b A VAR HEETCTE ET.8RGEL L A DFEMIC OV TIL GRREL L A (5-11 _—) & 5 M
LTL7ZEN,

2EBH OBV LV LA EERT B & [y U — 727 (Network) | > [2RFF (Authentication) ] (2. [T T
DL VA (All Realms)] WD T 7 40 s DREFEY — 7 A& g [L LA v —/ 2 A (Realm
Sequences)] 7 v a U NHBIMICE RS NET [T TO LIV A (Al Realms) ] & —7 > A

X =T RERL ALV LV ARBEENICE TN ET, [T TDOL LA (All Realms)] v —47 v
ANDL IV ADIEFITERETE ETHN [T XITDOL /LA (Al Realms)] & — 47 A& HIRL 72
DN ZIPBLAVLZHIRTLZEITTEEEA,

HELD NTLM GRFEL L A% B3 L 72855 . Web Security Appliance X, %> —2 2 ZAD 1 DD
NTLM #BGEL L A721F % NTLMSSP B8Rk SN CEA L £3, [T TD L /L A (All Realms) ] ¥ —
FUARBED KV — v AND S NTLMSSP T 4% NTLM #2GEL /L A &8 IRT& £,
#ED NTLM L /L A% NTLMSSP T3 2 1213 & L LV Ak L T IZ#B 7 e 7 7 4 v
ZEFRL ET,

FRECHEHIND =7 ANDOFRFEL NV AT L TFIC L o TIREY 7,
o HAENATIESFR WHE NI ZTAT LV MIANILEIZLT ooy L AT THEES

nE9
o V—H U ANTOLIILLDIER(1 >0 NTLMSSP LV AR T2 TX 50T AL L
LDI)
;D
Evbk W@ﬁﬁ7x~v/x%ﬁé X 1OV NV AEFEAL CRICY T2y b ED I TAT U b
lllLA IJEEL/ ij—

BREES —r > RDYERK

ZC&H BRI
d %Eﬁmmuul‘EI//I/A%'ﬂEﬁZLiT(mL‘uEV/I/JA (5 L ~== )%Z_%H\E\)o

e Web Security Appliance 3’ X = VT 4 FHT 7T A T UV ATEHEIEIN TV AL Be b
Web Security Appliance EDRIL DFRFEV VLD T O /RT 4 BN ET T T7AT L ATERIN
TWL7u"7T 4 LRCTHLZ LRl £,

o AsyncOS TiE, L /b A& L CRAEZ LI T HERIC, U A h OJGHHD L b 270 b A (24E
Manzd Z LICERL TIE SN,
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g -2 B

FIFG1 [ b U —727 (Network)] > [ (Authentication) ] Z &R L £,
FIg2 [—7 2 A%EN(Add Sequence)| =7 Vv 7 LET,
FIE3 KETEANALTEFEHL =T A0 —BEOL4RIZ AL £T,

FIg4s [FEAAF—LDL /LA v —/ 2 A (Realm Sequence for Basic Scheme) | fEIk D #) DT T, v —
T AT ED DRAIDOFRIEL L A& ER L £,

FIFS [FEAARF—LODL VL y—5 2 X (Realm Sequence for Basic Scheme) ] fHI& @ 2 & H D17 T,
=T RTED DT DL L A EBRIRL £7,

FIE6 (EE)EAZLFTUT YA EMEHTHMOL L LZBINT A2 [1TOEM (Add Row)] & 7
Uy 7L FET,

FIE7 NTLM LV AZEFKLTS [NTLMSSP 2% — A DL /L A (Realm for NTLMSSP Scheme) |
7 4 —J/VR TNTLM L)L A& EIRL 4,

Web 72 X%, 77 A7 I NTLMSSPERGE 7 LT o v L2 E(ET 5 & %12, 2 D NTLM
VA AEFEHL ET,

FIE8 ZAHZEELMRIFLET,

B — T ADH/ELE LUVIEFEE

FIE1 [> kT —72 (Network)] > [8FF (Authentication) ] Z IR L 9,
FIE2 WEFLEFEFEETDI—F U ADL4FIZZ Y v 7 LET,
FIE3 VALERET DIV~ ANONEEZESIZRIGT 27T [V /V A (Realms)] ey 727
UARDS LA ZEIRL £,
~
GE) [T _TOLALA(AllRealms)] > —47 2 ZADPEIX VIVLADIEFO L ZEETE £7,
VIVAAREERETAHZ EIXTEERA[TATOL VA (AL Realms) ] & —o > ARND

LV DDA 2 22 59 5 12X EF (Order) | ORI Z 7 ) » 7 L TR T 5L L A
DILEZEFL £7,

FIE4 TXTOLALEZVANLTUEFMTTE2FE T HEBEIISCTCAT Yy 32 YEL . FL LA
LN ODDITIZOARFRRINTNDZ ExMERL £,

FIES ZAHEZEELMRIFLET,

SREEY —4 > R DHIR
(ZC &SI
o FEFL L AZHIBRTALEETSIIDNT 4 E—7 IR S5 EHETLIRY > —hb
ZhHDID BHIBRENDZDTHEREL TLEEW,

FIg1 [ v b U —727 (Network)] > [32:F (Authentication) ] Z1®R L £,
FIg2 v AACKHRTLI I IR[/T A2 27 )y 7 LET,
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N S5oxK

FIE3 [HIRDelete)] 227 ) v 7 L C V=7 AZHIBRTA2Z Ea2MTEL £,
FIEs EEERIFLFET,

IJIIJ\I:IIEG) %M

SHEED KB DOUNT (5-30 ~=X—3)
o MEOHLZ—Y =— = FDOFBFED /N A /XA (5-30 X—)
o FRFEEDINAIRNRA(5-32 X—)
o IV —E AREHTERWEADORBIES 77 4 v 7 OFFA(5-32 _—Y)
o BILKMLDF AN T 7B ADFFA(5-33 X—)
o DKM ERD VLT ¥ L D ERIEOFH ] (5-34 ~<—)

FREEDEBIZDINT

LUFOBMIZ LV FEIEICKRI L7272 2= PR Web b7 my 7 END 2 &b £,

o VIAT VNI ==V FOHIR, DI TA TN TV r—a TR
FENHEENCY R — R SNRNWTZ END D ET. 852 MELE LRV e 7 7 AV ERTE
L7 a7 s ANVOEREEZD 7T AT M(BLOT 7 BRATEHLENSH S URL (FE
ENICES)HELZ ET\_?L’B@774’7/I\@wuul%f/\/f/\%“(é“iﬁ‘

o WY —EREHATERV, Xy FU— 7&71&47%/\@?% R T REEY—E 2%
ERATCER2WEERHY T, 20 L) 7RI BAE L 7255 fkwuan:}‘ FT7 4 EFAT
HT EEHERNTEET,

o JUTUVKYNABNEY THD, 2—VIZL o TR BWYUAREILEZEL -0 7L T
A NERETERNZENDHY T (BT H— 8371/7//1?/1/%1#ofb\61~b‘72t
E)FDE S 7 —WICZHIFBIT XD Web 7V B RAEZHR[THMNE I A BRINTX F4,

EEEE

o PMOHD 2~ T2 =k OBALD /A /S (530 $—)

o FELDNAINRK(5-32 ~2—)

o BAET—EABFEHTERWEEORBILL 77 4 v 7 OFA[(5-32 ~—)
o WFERMEDT AN T 7B ADFA(5-33 X—)

BEDHAIAI—HTF I — 2 FDEEED /N8R

o= === NI EEOBEICRET ORREMENH 5 Z LS TV E T,
UFDa—H === b fXEEITnL REZ N ANZTHMERD D £77,

e Windows Update =—< = > |

e MICROSOFT_DEVICE_METADATA_RETRIEVAL_CLIENT

e Microsoft BITS

e SLSSoapClient
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()

FIE 1

FIg 2

e Akamai NetSession Interface
e Microsoft CryptoAPI

e NCSI

e MSDW

¢ Gnotify

e msde

e Google Update

Zioxn N

N7 4w D7 4Z Y (URL T T VICESL) & A% v (McAfee, Webroot) 13, 5] &
X T I EARI BTN TI7EA RIS =L TEITEINET,

BEL2—Y ==V F EDORBEEENARRTLEICH T a7 7 ANV EREL £7°,
a. [Web ¥ = U7 1 < Fx— ¥ (Web Security Manager) | > [#%5] 7" 7 7 7 A /L (Identification

Profile) ] # &R L 9,

b. [#B~7 v~ 7 £ /LDiEN (Add Identification Profile)1 % 27 U v 7 L £97,

c. HHREADLET,

AFay &
[4 Aif (Name) ] a—H% =—T = b O AuthExempt 3§57 =

77 A IV,

Eiz4E A (Insert Above)

WMBEROBRIIOT a7 7 A WVITHREL £,

T Ry kB A D EFE (Define Members
by Subnet)

T OFEFICZLFET,

WREZ & T A 3% TE 7% (Define Members by
Authentication)

RAELFE T,

d. [FEAIERE (Advanced)] > [2—# =— = > b (User Agents)] 27 YV v 7 L £7°,
e. [#EIRN72L (None Selected)] 27V v 27 L E£7,
f. [WAX La—HFx— = b (Custom User Agents)] C.REOH L 22— =—T = D

XA EREL £
TIEARY —ORE

a. [Web %= U7 < %F— % (Web Security Manager)] > [7 7 & A 78 U 2 — (Access

Policies)] ZEIRL £,

b. [V —%iBN(Add Policy) | &7 U v 27 L £,

c. HHREZADLET,
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FE5E IVFA—HFILTUOIOYILOERE |

N ZHoxK
AT a3y &
KU —4% —Y = — = b OIFRGEE
EFEAR Y > —%4# A (Insert Above Policy) WLERNEFF DA DR Y > —IZ3EL £,
kA~ a7 7 AL R Y 3 — (Identification a—H% =—T = b D AuthExempt i3l ~7 =
Profile Policy) 77 A,
FEAMER iE (Advanced) L
FIE3 ZEHEEZXEL.HREFELET,
- — & (]
SREED/INA IR
FIE TR

1. [FEME%E (Advanced)] 7' u X7 4 R EL T,
WL Z T D Web YA N &BE T A X A URL
BTV EERLET,

2. LINOREZ RO T 07 7 ALz B L
£7,

- FEHFAZMELLT A ID BB SN TW5,
- BAXLURL AT DBEENTW5D,

- BBEZTDHITAT N TT Y r—
valrNEENRTWD,

- RFEESLIE L L7720,
3. BRI 7 ANLDORY S —EERL T,

2—YPBINIITAT N VT 2T
DH3FE(6-3 ~—7)

AU —DERK(10-7 ~—7)

BEIEE
o Web 7’2 F T DI/NAINA

RIS —EANERATELGWEADRELES 57 1 v VDFFA
~

G

FIE 1
Fig 2

ZORTEIF B —E RAZMHATERWERICOLMEA I N E T BAICEIEEZ /N A /38R F
DO TED Y FHAMNREBOFIEIZOW TR BIED KEIZ OV T (5-30 X—V) Z#HHR L TL
772X,

[ b U —72 (Network) | > [FRFE (Authentication) ] Z3&R L £,
[ v — N )L RE % fE (Edit Global Settings)] %27 Y v 7 L £,
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FIE 3

FlE 4

Zioxn N

[FRAEYV— DRI HTE 2 WA DT 7 2 3 > (Action if Authentication Service Unavailable) |
74—V R T [RFER L Th 77 ¢ v 7 Ol % 7] (Permit traffic to proceed without
authentication)] 7 U > 7 L £,

ERZEFEL MRFELET

AL RBEDT A+ 7V ZADET]

~
(%)

TANT 7 RBAZFFATHIE U TOFIEZFETTLLERDH D £7°,

1. JAN 7 78RV R—FT 28707 7 AVOEE5-33 X—)

2. FANT 7R ZEZYR—FLTWH#INT 07 7 AILDORY > —TOM (5-33 2—2)
3. (BB AL 22—V OFEMOFE S IEDORE (5-34 ~—7)

TR T ANVINT AN T ERAEFALTEY  EOMMNTe T s AVEMHHL TWD
ZI—PEROR D =B WVIGE FRIEICRIRL o2 — Lt e R V> — XA 7D 7 m—N
VR Y = ERE SN ET, 72 & 21 MyldentificationProfile 7% A ~ 7 7 B A& FFAIL |
MyldentificationProfile Zfi i35 2 —HERXKDOT 7 A KU =N WA GEREIC KRR L 72
2—PFT7a -V T I AR =B LET S AN 2—HFE 70— L RY — LR
ALARVWESIE S AN 2—FIZHEHL TIRXTOT 782 %2 T ny 735K )— 7 —7
o= R —X 0 BICERL £9,

FANTORREYR— T HEINTOI7MILDESR

FIE 1

FIE 2

FIE 3
FIE 4

[Web B = U 7 1 < % — % (Web Security Manager) | > [}l & 7 7 A /L (Identification
Profiles)] Z 1R L £,

[#5~7 v~ 7 A )L @DiBM (Add Identification Profile) | 2 7 U v 7 L TH LWV ID Z B9 5 2> f#
HAT58GF0ID O&4FIZ 7Y v 7 LET,

[7" A b #EFR % 78 — b (Support Guest Privileges)] &= v 7R v 7 A% A2 L £7,
EHEzEEL RFLET,

AN T7OREHR—FLTWAENTOIT7AILDORY) —TOFEH

FIE 1

FIg 2
FIE 3

FIE 4

[Web &% = U7 ¢ ~ % — v (Web Security Manager)] A == —/05HAR U v — X A 7 Z3RL

*7,

RV —TFT—TNAVHNOR) =% 7 Vv 7L ET,

A~ a7 7 A )V L "= — (Identification Profiles And Users)] K2 v 7Z 2 U ARG,
[1 2LA EDFBIT 17 7 A L% 2R (Select One Or More Identification Profiles) ] Z 3R L £ (F
IR L TV ZRWEA),

[#%5~° @ 7 7 A )L (Identification Profile) | IO K v v FHX 7 UA G FA KN T 78R %Y
R—hLTWb7a7 7 A VERRL ET,
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N S5oxK

FIES [7 AP GRREIZKRILL 72 = —) (Guests (Users Failing Authentication))] 47> a > K& & 7
Uy 7L ET,

~

GE) oAV arEMATERVWEAFIEBRLE e 7y ANVNT AN T8 REY
R—=hFDL9 _aﬁﬁéhfu\f;u\ &%:/Tbﬂ\ia“ AT T 4a_)?<oT%IJ®%®
ZS%LT%&M\%Uv~%ﬁ§%b1<7‘:“éu\o

FIE6 ZAHEZXELMRFLET,

FR 1 ORMOREFEORE

FIg1 [ v b U —7 (Network)] > [?2:F (Authentication) ] Z1®R L £,
EFIF2 [7 v— ViR E % W (Bdit Global Settings) ] 2 7 U v 7 L £7°,

FIE3 [ L 7-78FF T & (Failed Authentication Handling)] 7 4 —/L K T RIZRT [ A b 22—H D
1 7 )55 (Log Guest User By) | DA v ay R¥ v %27V vy 7 LET,

FFoarvKRay . EA
[IP 7 K L 2 (IP Address)] |7 Ak 2—=¥ DI T A7 MIPT RV ART 7R v/ lilek
éhia‘

TURa—FRAS L  RONCRFEICRR L =4 R8T 72 u 7 s Ed,
2 — %4 (User Name As
Entered By End-User)

FIE4 ZEEZEELMRELET,

DKL - BB ILTUOIUYIIICEABRDET

o BAAILFTUL YL EDAEHBIAOZFAICHONT(5-34 ~<2—)
o BB ILT UYL DHRIEOFFA (5-35 *X—)

BED29LFoYYILIZEKBABERIEDHFRIIZDONT

ATl ﬁ%bt?vf//kwmmn %%Lt Bl 2—RRD I LTy Vv EERL
Tﬁwunﬂzé’x JBHZ & é’n?j‘—g*%) wunﬁ*}‘& %{iﬂﬂbi‘f :L*"H- j:IEl% \—nunftéhji—gd
WT T BAPRTFAISNRWRY | Web ) VAT 7 ATE ER A, UL GRREIX . REE
L7V T oy vaR) o—IZBTEOIla—YE2#NT 2720 THY .V Y —A~D2—
47“‘0)77?%72%3[(%7”:013%‘&)#5@!&%Ui/%f:“ﬁ%f“*h

FRE A Z T 213 2 —PIFEFITRAES N TV L LERH D 7,

. n—%mﬁODz/]\“nwﬁéiﬂn&wy“fvﬁ%?ﬁ%’% ExfEHIT AL UX AL 27 b URL %
@t % CGL A2 Y 7k T Reauth_URL /8T A—Z Z BT L THHAT 2 LERH O £9°,
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S xILOEE

RigdHIL
FIE 1

FIg 2
FIE 3

FIE 4

Zioxn N

F UL xS & BRI

[x > b U —7 (Network) | > [FRFF (Authentication) ] Z &R L £,
[/ v — S )LE%E % #4E (Edit Global Settings)] =27 U v 7 L £7°,

[URL 773 Floida—P £y aOflRICEYV = F 2a—FRT oy 7 SnHEEICH
FORE~ 1 7" | (Re-Authentication Prompt If End User Blocked by URL Category or User Session
Restriction) | = v 7Ry 7 A% A4 1L £,

[i%15 (Submit) ] 27 U v 7 L £,

HWAFEAH L — Y DB

~
GX) TITI9ATVANT vF— R—=ZRDOBFFI a7 —r2HHT2LIICREESN TV IEEE.T
TZ AT AT HTITP k% L7 HTTPS BEXWFTP D7 T A T v b v b 7 v F —IE il & B
HLEVTA, DD 7y —hba—FHEIETEEEA,
BATRHERTHR—FShBBEYOS—
H+O05—F 2 LTI NILOBEENT 1 71/'7"‘/5"/*'“'03“‘%%1'575‘4*—
147 +t—TILDBE TILDBE
[(Zakan HTTP HTTPS & |4 T« J |HTTP HTTPS 8 |4 T 417
(Protocol)]: U FTP U FTP
FTP over FTP over
HTTP HTTP
Yas—rizL |O O O NA NA NA
IP ~N— 2 O @) O O O O
Cookie ~X— 2 O Ok Okx O x/ Q% Ok
BB ER THR—F ShBHZBEY OS5 —+F
~
GE) 22—V BLOIITIATU N VYT 2TOR8E6-32—)O [FFEY 74— | (Authentication

Surrogates)] 47> a Y OFHHAL B T ZE W,
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N S5oxK

HOs¥—k 8 | JLTFUVRLOBBERT s |ILTUIRILOBRBLEMSSR—

147 t—TILDEE TILDEE

[Fakan HTTP HTTPS RALF 4T |HTTP HTTPS 2T
(Protocol)]: FTP FTP

H s —k7rL NA NA NA NA NA NA

IP X— = O x/O* x/O* O x/O* x/O*

Cookie X — A& O x/O%* x/O** O x/O** x/O**

* 7 Z AT NS HTTP WA MCERZ G L BAES N2 ICHRE L 77, T O RTOEMEIL. K

STy BALTICE o TRRY 9,

FATATFIP b T ¥ I a TP 7y a VBl a AN AL £,
HTTPS v oo ar b7 v ¥ rvarPBRuyrIhEzT, L

Ak & HEg &

%KD HTTPS BR & 56T 5 L HIC HTTPS 7 u ¥ v 2R ETE 7,

#% Cookie N—ADFAEZHEHL TWAHLE Web 7' 1% U X HTTPS, % A 7 4 7 FTP. B LW

FTP over HITP &~ T W 72 g |
T® HTTPS., % A 7 « 7 FTP.FTP over HTTP O EERDFRFEEZ NN A XA T H =8

ifbflh'ﬁ_%uuuﬁfé’fiﬁ/\/o;@%UBE J: .3~
(g

\FJLAFI

NEEA,
*rk = DAL, Cookie N—ADH B —FRREINTWTH e —hMIFHILEEA,

et 2=

A=A A LG (6-9 /\o“—“-\/)

ﬁ rt.\nIE:L_"fa)iEEDT‘
FHRRGEDOT A £ 0 RS bER & FF o2 — P SRGE A RO KGRI D & Web 7' 12 % [ F B E

~

SNTWLHRFET 17— R

WIS U8B o oa2—YoID vy vy =L £9,

[~ 2 3 > Cookie (Session cookie) |, Fitg— VDT AT T 4T 4B 7T HFEHL 5
My aryNIAL T MR ETHEAESNET,

[k #eH) 72 Cookie (Persistent cookie) |, ffHg = —H DT AT T 4 T 4 B . aF—sBH A
LT MTAHETCHEHEINET,

[IP 7 K L A (IP Address) |, ¥i#E 2 —V DT A T T 4 T 4 BN Yo —sBNE A LT b T
LHETHRENET,

[V e — k722 L (No surrogate) ], 7 7 4 /v b Tl Web 7 1 % U358 L Wk = & ICRRGES
FERLFETHN HEERAR—T AOHBEFHTLVERT L meﬁﬁ:gikbi'? EDT
NTLMSSP ff'fﬁﬁﬁj—é &mu uIE"j‘“—/\UD/%1T7j‘imj<Lij— =72 L L.i® uIET&T/I’ = T/f@i’m
MME =PI N LR WEERH D FT AT EAEDT T UFTIL. 770 FRHEAL B
LDETRMEAI—TOI/LT Uy 3F ¥y v 2SN HANEZRD D Z &7 SFRENTH
NHNH T, £ . Web 72X N FEIRE— RN TR I [BIREREZRIZFEC Ve

7 — N R E % 3 H (Apply same surrogate settings to explicit forward requests) ] 47> 3 3 A
= 7/1/(@1,\&5/\ THARB R ERRE ERICERAE Y v — R MEH S FRRREIC L D A
AL £,

GE)

Web Security Appliance 23i8EH 27— K IZ

Cookie ZfH T A2HEBIX. 7L T v v ¥ LD 51k

EAX—T T H I EERELREL £97,

Il AsyncOS 10.0 for Cisco Web Security Appliances 1—H /A K



| 58 T oFA—4HILTUIrILORE

LTV

vy 3y

sLFvowl N

&5
vyl
BT LT o vy M. 22— OT T EREIMNO I TA T TV = a BN LT

=PI I LTy LDATZRODDLZ LIk Ta—n b BB SN £330
DY —=ANHEEICEES N ET,

o EyTalHDILT Y v LOHFHHOB(5-37 ~—)
o WFLEER L OKFRDO KM (5-37 ~—)

e LT x DA (5-38 X—)

o HAFIAD 7L F i v LD EAL (5-38 ~X—2)

hDOLTULYILOBFIREDEHS

’IZ/ va /EF' Z1 @J—ﬁ:%ntuuﬁbﬁ_?(ﬁ uunﬂiﬂ_‘jb— k %ﬂﬁﬂ%@_é k ﬂ?ﬁbb\g;k }:
PEBIET LD TR ZFDOEYy v are2ficBis 7 I/T//k/lxﬂ)ﬁﬂﬂﬂ%ﬁﬁ'ﬂf%iﬁ‘
BEEY A — M 22— DT - AT = a VDIPT RV AERTEy v g B B8 TH
L7z Cookie IZH-S < Z ENRTEFET,

Internet Explorer D3GAIL. VX AL 27 h IRA R E L CTUBBEMRN A A4 TIERLS(Ry

b % E W) ERER O KR A 4 £721E NetBIOS 4 & M3 i L T <723\, £721%. Internet
Explorer O [0 —H/)L AV N TRy MY =V IZT T ITATVADKRA ML EZBINT S Z ENT
EET((V—NM>[A v E—Fv b AT ar]s>s[txaUT 4127 E L. Z0O#REEZT
NTCDOITAT > M TETTDHLEND Y 3, ZHICET 2 FMIC >V TIE How do 1
properly set up NTLM with SSO (credentials sent transparently)?|% 2 L T 72 &0,

Firefox 33 X "% DD Microsoft AN DT Z 7 W Tl /3T A—H
network.negotiate-auth.delegation-uris. network.negotiate-auth.trusted-uris.
network.automatic-ntlm-auth.trusted-uris Z# ZHE— RN DU X AL 7 h RA M KR ET HLE
23& V) ¥ 9, [Firefox is not sending authentication credentials transparently (SSO)JH ZH L TL 72 &0,
Z DRI Firefox /N7 A—Z OEBEICET 2 —IGFWMA G I LTV ET,

VX AL T K FARLIZOWTE, 7 B — L EEREDOFRE, £721% CLI =~ R sethostname %
S TLEEN,

IR K UERZED LK

HNEDR NI FGAT o N TV — a0l RBCXAMBCHRIICEK L -BEEIL S
AN T BAEZHFRITEET,

SREEICR I U 7228 KGRI KRR L 23 B ER L 72 U VY — RA~D T 7 & ANFFR] &5 Al REME:
75>2§%>Zo/”:'J0>71/7//’v11/ Ty Ml iéﬁuhuﬁ%ﬁT“(%iﬁ“

EEER
o WBAERMALEDT AN T 7 ADFFA(5-33 X—)
° /E\:flﬁéﬁl/?:‘/f/*\"/l/ J:éﬁnun u?ﬂ(5—35 /\Q*‘f/)
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F58 T UFA—HFILTFUIYILORE |

H 57000

— ~ -
QLTI v ILOFK
REAR ILToO Y ILOBR
NTLMSSP MyDomain\jsmith
FAR jsmith

MyDomain\jsmith

GE) =—5H Windows K A A& AL > 7-85A13. Web 7' 12
XL A2 TT 7 4/ h @ Windows B A A M Hﬁﬂéﬂi@—

EXRZEDIL T v ILDOESE

ERBREDI L

gLTFoVx)

FIE 1
FIE 2
FIE 3

FIg 4

FIg 5

FIE 6

T )LOBEIEIZDNT
BELL=EX TV T v v /b% HTTPS B CEETHICIE. 2V T vy VO E{bE A
F—T T Lifwjm(bfc%Km£7mtx®f%1)74ﬂﬁﬁbi¢

7 7 4V | Tl&, Web Security Appliance | %, FBAEDZ R Z MR T 272010, B ORERF & %
¥ — %ﬁ%bfﬁ?%?/]k@HTWSEﬁ%ﬁiLiT?ﬁﬂ/k% DT T Y TIEZ

DIEAENEZNTH D Z kﬁ‘l“—"j‘ TEEINET EBORMRAFICET I Ay Va2 —
FICERRLRNWE I IZT AL B THEAL T A RIEHEEL X —DOXT 27 v 7 a—
FLET,

G5 L DELTE

[ZC®H BRI
e PY ST —bFEMHTLLOICT I I7AT7 L RAEHREL £,

o (EE)EMELKFILENT-HEX—ZEBGLET . I CTHELLERAEL X —IX. 72
2 aryhbu— L THHEHEINET,

[~ b U—72 (Network) ] > [#27F (Authentication) | Z &R L £,
[7 1 — VR E % fm 5 (Edit Global Settings)] #27 V v 7 L £9°,

[7 LT v % )L D51k (Credential Encryption) 7 « —/L R T [RFEIZIEKE 51k S 4u7= HTTPS
Hfoe & 5 ] (Use Encrypted HTTPS Connection For Authentication)] 7 = » 7 Ny 7 A%F Tl
E3c a8

(EE)RGERED 7 Z A 7 > b @ HTTPS #f(2%F L C.[HTTPS Y # A L 7 b K— bk (HTTPS
Redirect Port)] 7 4 —/V R TT 7 /b b DR — & E (443) ZiREL 7,

(EB)iEAELX—2T v 7 —F L E7,
a. [FEMIERE (Advanced)] 7 v a v RBEAL 9,

b. [REPAE (Certificate) ] 7 4 —/L K T [ (Browse) | 27 U v 7 L. 7 v 7' m— K4 53 F
T ANERFLET,

c. [F—Key)]”7 4—/VFT[ZHBrowse)| 227V 7L. 7y ma—RNTHMEX—771
IVERREL £75,

d [77A4VD7T v 7 u—FK (UploadFile)] 27 U v 7 L £,
EHEREL REFELET,
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BIHIcET5F5T0va—F405 N

BEEIEE
o ZERAEMEH(22-26 X—),

nn.\nIE' %-d-él“77}l/“/l T'f./a\‘

NTLMSSP (2K~ % LDAP = —H DFRIALD KR (A-3 ~<—)
e LDAP ZHRICER T 5 LDAP FBFED KL (A-3 ~—2)
o HAFIED K (A-3 ~—)
o TIT—EVA—YPRILT U v LEERIND (A4 =)

e HTTP 3 KL UNFTP over HTTP RN FRAEAME L LW T 78 A R =D H—EHT 5
(A-18 —72)

o BAAHR—F L TWARWURLIZT Z7EATER N (A24 2—2)
o UFGATURNERRT v T AN —A XL TERT S (A25 X—)
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CllAJDTEER“ii

IVRA—HELVI95A4TFYT R
DT T DNEE

o I—HBILOITIAT LN VY727 ONFEME(6-1 X—)

o I—HWBILO®ITIAT LN VYTV 2T OB RAN 7777 4 A(6-2 =)
o BT v T 7 ANDEME(6-3 =)

o 2—VRBIVNIIATLU N VTN =T ONFE6-3 —)

o BT T T 7 A LFRIE(6-9 X—)

o BT T FANDRNTTNY a—T 4T (6-12 =)

A—HELVISAT7U YT FDT7OREBE
Wl 7 rANCE DRI~ ==V =2 NI TAT N YT N =T) DGy
FUX. UL TOEMBDIZDIATLIET,
o RUT—DWMAICKTDE T Iy arERkE 7 LV—7{LL £9 (SaaS 2 <),
o I X OREEDOEE O E
AsyncOS (T X TO RN TFUHF 7 v a  Z#Bl7T a7 7 ANV EE DY TET,

o HAXLIHHT T 7 AV AsyncOS (X EDT AT 2T 4T 4 DEFEMFITHESNTH AL A
TaT7 r ANEEY Y TES,

o T u— LT BT 7 AV AsyncOS X D AKX LT a7 7 ANVOFNE TSV T
v Ivaic e —n a7y ANEEIVYETCET, T 7 AL NTIH T e— L T
T 7 ANVIIEERBIEN VL EDH Y FH A,

AsyncOS (AN DIAF IS T 0 7 7 AV ELBL $£9, 72— UL 707 7 A VI3 KxED
7u7 7y AT,

T e T s ATl DOEBRE T EED D I ENTE T EBEOSME ST T 1
77 AMIT R TOFMEMIZTHLEN DD £7,
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F6E ITYVFA—HFELIUVISATUENYILOTOHE |

WM 2 9BXUISATFUF YIRIITFORE: RRAF TS5HF 4R

1 ODORY v —IZ Lo THEDOH a7 7 ANV EERTEET,

Identification Profiles and Users: | Select One or More Identification Profiles

Identification Profile Authorized Users and Groups Add Identity
IdentityPolicy2 - @ All Authenticated Users
Realm: NTLMRealm2 -

—> Selected Groups and Users

Groups: Mo groups entered
Users: No users entered

IdentityPolicy1 -~ All Authenticated Users

> @ Selected Groups and Users
Groups:

Realm: NTLMRealm1
ministratorl ]
rt Publishers
main Guests
Users: No users entered

Gueste (users failing authentication)
_> IdentityPolicyForFTP No authentication required i}
IdentityPolicy4 - All Authenticated Users
Selected Groups and Users
Groups: No groups entered @

Users: No users entered

@ Guests (users falling authentication)

COEATOT 7 AIVIE BEEICKBLIz2A—HITTA+ T
JEREHAL. ZNEQA—VITERINET,

— - @Eﬁﬁﬂ'lj a 7 7 ’f)l«(:[i\ nnunmliﬁm é*’»iﬁ/\l

L COEANTOIFAILTHRESNZI—Y JIL—TIL,
ZORY L —THEIESNET,
COENTOT7AITIHBEY - ANFEHSI N, ZOR
Jo—MNO—H5 D ZAD 1 DOLIILLIZEREINET,

A—HFEEUVISATURNYITIEIIITORE: RX
T3539T4R
. *&%ﬁﬁ%fﬂ774»%9@@&L(”ﬁ&f@l%ﬁitﬁyﬁ@ﬁ%&l%ﬁ7

N—TITHEA L £, KOFEMICERT 255803, 70 7 7 AL TIERIAF T —% 1L
\iTO

. *%®%#T%%7D774W%Wﬁbif

o FZilE—FKCEMTAIESIT.BIELZTFR—FL WY A MO 7T ar 7 A VEAE
L T RO N AR (532 X—=D) BB TLLIEE N,
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| 6 IVFA—HELIUVISAFTURFYILNDITOHE

BRIoor Loy N

AT AT 7 AILDOEHE

A—HEXVCI9FA4TF7U R

FIE 1

FIE 2
FIE 3

INGORTUH I ar OB LTOM T a7 7 A VO ERICHEATEET,

FTay Bz L

Subnet TI7AT N T2y ME RV =DV T Xy b VAMI—HL TWDLL
ERHD F9,

AR =Y KNS v aryTERENS T e k2L (HTTP.HTTPS.SOCKS. 711 %

A7 47 FTP)

A — b (Port)

ZoROT rXy R—MEI RN T 7 7 ALOR—F U A MIR#HS AT
HUERBH Y EF (U A RIS D DB PR RERERO DI, T
FUVICHREINTZR— b T, ZBREFHOE AL A —F ERELC T,

Z—H T—
¥z b (User
Agent)

BRETI AV 2= = NI TAT U 7TV =2 a )3 il
77 ANOa—F 2=V ek UAMIERSNTOLLEDRD Y £
(VANMIERERNSDI LA —HD2—Y =—T = MIFREAZ LB TX 7
WO GREELE L LT a7 7y A NVEERTILENRH Y £, 22—
T—Vx MIX T v 7T —#=7 7 7% (Internet Explorer, Mozilla Firefox
BRE)VREDT R T T ARG ENLTVET,

URL 773
(URL Category)

ZLR URL @ URL w%ﬁ‘uciﬁ%7"a774zm URL 7=V U Z Iz
HWENTWBLERD Y 4 (U 2 MMIEEBDDHE),

FORIEEL A
(Authentication
requirements)

AT e T ARG E ST AGAIE. I TA T N DOREEI LT
XN T e T 7 AN ORFEEM & — ﬁﬁéb%#%@iﬁ

FC & BHII

JYI YT T7DNEE

o FEFEL LA ZEAERL L F97, Active Directory il L /b A D VERL (NTLMSSP 5 X UVEA)
(5-15 =) £721X LDAP FBFEL /L A DAERK (5-17 =) &ML T E &0,

o BT T FANNDEREHREST D L XIT
o VI UK axs X ET—KDEA

=g N l“%%ﬁmuuﬂi#é%‘gﬁ‘&) U iﬁ_
GBI e 7 7 AV A a (= ID) A fEH

TEFT . R —D@EHICHT AT DB (3-8 R—) B L T A X,

s (EE
S,

o (EE)FBHZT a7 7 ANITENRAN 22—V E2ED DY

)nqu/ b‘/x%ﬁzﬁkbiﬁ‘ouunﬁ/ 7/1@{?&(5 28’\‘_“\

)BT

Bl X227 FEE YT 4 E2 A F—

T ET,

o (ER)WRFEY u/ —hMIZHOWTHML TR F4,ikblE A —H DB (5-35 —

) %

ZRLTIESV,

[Web &% 2V 7 1 v 31—

¥ % (Web Security Manager) | > [f#5!]7 © 7 7 A /L (Identification

Profiles) ] Z &R L £7,
(727 7 ALDEM(AdD Profile) ] 7 Vv 7 LT a7 7 A /VEEBML 7,
[7%A 7 a7 7 A L DARN (Enable Identification Profile) ] F = > 7R v 7 A&ZFEHL T. 2D

07y ANEAF—

TN T DN . T 7 7 ANVEHIRETICEEBICT =TI L 9,
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B S 48IUYSAFUF YIRHITORE

FIE 4
FIE 5
FIE 6

FIg 7

(481 (Name) ] I —BED7 a7 7 A V4 &E Y B TET,
?}‘E@% (Description) ] IZfEE T,
2 A (Insert Above) | 7 4 — /DRy 7 X JARNT,. 20707 7 AV ERET HHR
) V= T —T )VNDOAE RN £97,
A

GE) e RE%Z‘ngéﬁi*ﬂ@ﬂ%%u7 27y AVD Iz NN DE%Z‘%& L/fcl:l/\&%”7 a7 yA
NEREEL ET,

[ —H %531 )7 2 (User Identification Method) | &7 3 3 o T8k i A BIR L THE R A—Z %
BELET.EREINAST T a iz BIRLEFEICE > TR Y 1,

3 FEFH D 7 A GREERAN D & BRAS GRAEW o — W) & 2 —F 2 FEA IR 5 3 O ik
(ISE\ASA (AnyConnect % =7 B U 7 ¢ M) WU E I NCRIAL L L) 03D Y £,
% F1ZIE Active Directory L /L I £ 721 Novell eDirectory & L TEXE Z 4172 LDAP L /L A D\
TRPREENET,

a. [—W3%5J5 X (User Identification Method)] K 2 v 7 # 72 U X M Sk F R a8 R L
7,

AFay H L)

SRR/ A % BBk (Exempt | = — W ITIEARMICIP 7 R L A2 K> TlERBI SN E T, 8D R Z
from authentication/ A—HINEH D THA,

identification)

BILEFH»1—Y 2—PIIAN LRI LT ooy Lk » TRl S £,

(Authenticate users)

ISEIC&>TaA—HY%FEBR ISEV—E ARA X—T VOHAIMEATEEST (Y P T —7
B9IZE8& Rl (Transparently (Network) ] > [Identity Services Engine]), ZALHD K Z #2723
identify users with ISE) YOGE . A= PABIOEET L X2 T4 S —T X TT
Identity Services Engine 7> b HUf5 & 71 £ 97, £l DU TIELISE
H— EX’%uqui&J:U\ﬁ ‘é‘éf:&b@&%&(g-3/\°~“/)%72ﬂﬁ
LTLIEEN,

ASA IC&->TaA—H%EE WL CiscolGMEXF 2V T 4 7T ITAT U AMBRIFELTZ
BAYIZEER (Transparently | HEDIP 7 KL A2 —F LD~y B 2L - TRl S £
identify users with ASA) (VE—bh 2=V DOR), ZOF T aii. ExaT :EI:“ VT
WA X =TT 5>TEY ASA LA EIN TV EHAITERS
hi‘?‘ 2—HFHILASA LRGN BEET L s l\ U J—
TR ESNIZRIELV VA EIEy— oAb BEE N E T,

RBELVILLIZEK>»TaA— |ZDFT /5 T OLL EDOFEE L L AN TR A Y AR — R
Y& FEE 235 TAHIIICEBEINTCWALEIEHTE 9,

(Transparently identify
users with authentication

realm)

~

GE) D EL 10T v T 7 A NVICERIEE LB BRI ARESI N TV D EE R
Vo — =TTk, 2—VL4. T4V I ) IN—T %X )T 40 TV—7F Z7|Z
EARY S — A NR— y TOEBDTR—F SN ET,

Z
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A—FELUISAForyIrmz7onE B

b. BIRLZZHRUCHEL 72T A—FZIEEL £, ZORITRLIETXATOE®Z v a iR
TELIZRRINDDITTEDY WA,

RELVILLERIZTS R
BEADTA—ILINY )
(Fallback to Authentication
Realm or Guest Privileges)

o —HWEEE ISE S BETE R WS

. h #EBR % 7R — b (Support Guest Privileges)]: b 7 > 7
“/ 3 ‘/lir’ﬁﬁﬁ’%ﬁﬁféﬂ\@‘f\“fa)%i%ufﬂ 77 ANLDHF A
=P LBBEORY O —FHRAEL 7,

e [T V¥ ar%T7 1y 7 (Block Transactions) |: ISE Tkl
TERVWa—WFZA X —Ry b TV ERAZFAL EHA,

o [7 A N¥sHE%E YR — b (Support Guest privileges) |: #%h72 7 L

TV XML VRBIRICKRR L2 —FICF AN T/ 2%
TR T A58, 20F =2y IRy 7 A4 0L £9,

SRSEL JU L (Authentication
Realm)

[V A FE T Ty — 7 A %581 (Select a Realm or Sequence) |: iE
BEADRBFELV VL ETFT T —F v A 8RR 9,

[ A% — L D3R (Select a Scheme) |: FRFEA ¥ — A Z IR L £,

e [Kerberos]: 7 7 A 7 > b i Kerberos 47 v 2 X - TiFHiwAY
WCRGES L E T,

o [FEARBasic): 7 T7AT > MIFIZ2—FIZILT vy L%k
FERLFT . 2RI VLT oy L EANTDHE W@EITA
LTIV T oy VERGETDNE I DERET DT = v
IRy JANT TP REINET , 22— N7 77 %2
TR IFAT Y MIZVF oy v VO AN EERT 5
LELIFLENCRIEL 2 VT Uy VEFIREL 9,

TJLT oy VI MREISN TR T 7% 25
(Base64) L L CiEfGaNET, 7747 F L& Web X =V
T4 TTIAT VA TORTYy b 2 7 Fvicky 2—
PHNRAT L — AN REIND A HESERH D £,

e [NTLMSSP]: 7 A 7> X . Windows D/ A4 J L5
/kfv%{%ﬁﬁbféﬂéﬁ \—nAL‘nJ.T:L/i—a« :L%—]j- X7 VT//“V
NDANTTEROENFEREA,

FELUTFTOBE. 79547 MIa—HFicrzLrFr i vib
DAITE KD F4,

— Windows Z LT > ¥ LIZ K DEREENKELL 72,

- 79002 VT ARENREKT,. 7747 bR
WebtXa2UT 4 7TFT7A4T7 2 RAEEFEL RN,

TJLVTFUov I3 T AN R A7 (B ATV = A PER
DBV L W BRITEFEENET NAT L —AR i E I L
THEESINDZZEETH Y FHA,

o [ A N¥EMEZE YR — b (Support Guest privileges) |: HE%h72 7 L
TV VK VFBFRICRR L T2 — IS AN T 782 %
HRTB5E6. 20F =y 7Ry 7 A4 2L ET,

TJL—TBEDOLILL
(Realm for Group
Authentication)

. [V/VA F Xy — 7 A% %R (Select a Realm or Sequence) ]:
BEHOBRIEL NV A ETIT Y — 7 AZRIRL 7,
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B S 48IUYSAFUF YIRHITORE

BiEyos—+r

(Authentication Surrogates)

RAEDLNEIZ S T o7 v a v a2 a—PICBHEM T 5 Fikx i

EFLET (AT a i Web 7axTORBEE—RNICEDRARD
F9),

-[W?bvxopmm%m\%b7m#vﬁﬁ%@om7va
DRBIEFE 2 —F 2B L £, 1m0 — B 08541
TOF T a BRI F9,

o [KFEHITR TV 3?*— (Persistent Cookie)]:Web 7’2 %%, 77V
r—va I Ll — T HIZKEN v X —FERTDH D
& J:D q%‘:ﬂi@77 )b“'_‘:/a-/i@muuﬂz{‘%%&:!_“—‘ﬁ‘%ﬁﬁﬂj‘
LET .77V r—arz&TLTH 7 yX—I3HlRSNE
A,

e [y ar 7 v —(Session Cookie)]:Web 7' 2%, 77
Uo—varZ EICE R AL OF—F IR 2 >
X—ZAERTHZLICEY FFEDOT TV r—r 3y EORE
HHL—FEB/RL T, (ZE L. 2—FRERLCT Y 47—
YarvPORIUR AL NI L TRRDZ VT Vv Y VERE
THE 7yF—TLEEINED) . TSV =T a w2 KT
ﬁ_é&ﬁ‘y%—ﬂi‘ﬁwzﬁéﬂi?}

e [Hus— k72 L (No Surrogate) ]:Web 7' (X o’ — K %
AL T/ LTy v ® vy vt 3L TCP i T
k \—nunﬁfﬁﬁi%#%ﬁ@]‘bijﬂo \—@j—7 >a /%@Tﬂ—g«é
& Web A Z—7 = A ZTJEM S R o o2 OMORRE %
T 4= Liﬁ_@ﬁ7/a/ TR R EEE— R
IR E L[y b U —7 (Network) ] > [F2FE (Authentication) ]
N=TTI VT XY NVDOME G ET 4 E—T NI LTZ & X1
DHERTE £,

o [/RM7 U —RERIZFE LY 17— b i%E % i M (Apply
same surrogate settings to explicit forward requests) ] : 1518 Y 23R (2
ERT 2% vl — b 2 RIERICEAT 25814 1L
TV T VOB SENHEIZ A R —T TR0 &
T)IDF T a I Web 7 rFU NI T AT LU
EF—FTRESNATVOHBICOHRERRINET,

GE) [/ m—VLERGERX & (Global Authentication Settings)] C., 7"

NTOBERITHTLHEEI S — DX A LT U MEZE
‘CEET,

FIE8 [A2/3— v T DEF (Membership Definition) ] &7 > 2 & TR L 7235 i L 7= A

WN= o T IRT A—H &R

ELET U FORITRTAT v a 3 T RTOa—FRHIH AT

HATELDTTIEHY XA,

AN—vTDES

A—HDJZ/AETA A /83—
M E 2 (Define Members by
User Location)

ZOHNT e Ty ANVDOEMAKGEL L T [R— 2= DI
(Local Users Only) ][V & — k ==—4 ® % (Remote Users Only) |, &
7213 [ 7 (Both) ] 2R E L £, Z 2 TOEIUL, Z OkHI 7 =
7 7 ANV FTRE R FRRERR B I B L £ 7,

YITRY LB A INDE
£ (Define Members by
Subnet)

ZO#MT a7 ANEEHAT AT RV RAEATILETIP TR

LACIDR 72y 7 BV TRy "2 ANTEET,

GE) MHEANLRWERIE, 77X TOIP 7 R L A2 Z ORI~
o7 AN EAEINET,
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A—FELUISAForyIrmz7onE B

FORaLBAVIIDE ZOHB T T A NEEHATHT e b a AR L $9, 56
£ (Define Members by ﬁ‘éﬁ‘f\’(@7 0L E@EIRL T 7EE,

Protocol) e [HTTP/HTTPS]:FTP over HTTP. 5 L O 7 h 2L b L
CHTTP £721X HTTPS 3 5T X TOERICHH I v E
I, HfE 7 v+ =L 121E FTP over HTTP, ¥ X O HTTP

CONNECT #fEHHL CTh o U7 E3nNd Do 7 v k=2

ML EERET,
e [*A 7 47 FTP(Native FTP)]: * A 7 « 7 FTP R I|ZD A
HanEd,

e [SOCKS]:SOCKS RV ¥ —|Zo B &£,

IIVDICEKBAVIN— | o [ZORY =TI~ IDZHHLZRWTL 7 &0 (Do Not
M 5E % (Define Members by Use Machine ID in This Policy) ]: = —H% (X~ > ID I L - Tilk
Machine ID) BENFEHA,

o [V ID ZR—RAIZL T2 —HRIEAR Y ¥ — D FEF (Define
User Authentication Policy Based on Machine ID) |: = — % [ FiA
Iz~ IDIC K- TR S ET,

[~ 7 b—7 (Machine Groups)] fHig % 7 UV v 7 L T [
AEF A~ Y 7 )—7 (Authorized Machine Groups) | ~<— 3 %
#HRLET,
BMT K7 NV—T7 8127 4V 7 b VU s (Directory
Search)] 7 4 —/V N IZIBIIT % 7 V—7 D4R 2 AL B
MAdd) 1 227V vy 7 LET VA b I V=7 2HERT 5
WX 7 N —"7"% &R L T [HIFR (Remove) | %27 U vy 7 LET,
[56 7 (Done) 1 %#7 Vv 7 L CHIOR—=IZEY £9°,
[7//memMamnﬁﬁ%7)/7bf[Mﬁﬁ&V/
> (Authorized Machines) | X—Y &2 &R L £77,

(FREEF -~ // (Authorized Machines)] C.~3Y > ID # A/)
LCARY —IZBENMT [58T Done) ] 27 Vw7 LET,

GE) <~y IDICKDFEEFIaRT Y F—FDATHR—F S
A1, Active Directory Z 42 & L £77,
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B S 48IUYSAFUF YIRHITORE

S¥#15%5E (Advanced)

OB arEFRELTOEBINO AL R—2 y TEGEERL
F9,

o [EF T AR— b (Proxy Ports) |:Web a2 ~D 7 7 & AT
FEATH 12U EoFexy R—h2HBELET . A— &
FE T > TANL 5, PRI ZRERIERER DG A .
7udy R—NMNIT IV TCREINET,
HREHOLGAIX AR — N LRI TT,

R—=FBDID DEFIX.T 7T AT v ANPIR R ER%E T —
RCREBENTWAIGE . FRE I ITAT IR TTI3A4T
AN RIJICE R ZRET 255 10k b K <HMEL 7.7 7
AT PERPDFEBRICT S TAT AV T AL T RER
DAL A — RO ID DERIZEL > THOBERPES S
nszendbv £1,

e [URL # 7 = VU (URL Categories) |: =—V EFK E 721X EFRFHD
URL 73V &EIRLFT, T 740 TIEEHTD AL 30—
Uy TBERASNET,OFE Y EM(AAD) ] FTER ST
RWNRYD Web 7B X NI TR TONTIY ZMHHEL £,

URL B 7T VLS TAUN—V v TEEXETHLERD S
BE.ZON T VI T DB RD SN T EILEOH B
LEXIFIID SN —FITOREFZL £,

o [Z—HW =—T x> b (User Agents)]: 7 7 A4 7> hERTHD
Molca—H =—TV 2 NI EIZRY V= T —7 A
W=y PEERLET, BPICERSINLTWVWDHIZ—T =
N ERIRT 200 EHERBREZEHL TOMBOT7 70 FE2EHRT
I

Frr.INbDa—F = — = NDIEEEED LRI T D
NHIETELET. DFY A= v FOERICBIRL -
22— =T 2 NDOREGODIN ER L — =V =
v N EBRATENERREL £,

FIFE9 EHAEEEL THEL ET (255 (Submit) ] & [E W % # € (Commit Changes) ])

EEEA

e TLURa—W L F ooy LOBRBEOME(5-1 ~—)
o RYT— HZRI7IZLD Web EHRDOEFL A (10-3 ~<—)

ID DEZE/ESHE

(XL & BRI

o IR T s ANET 4 =T NICTBHEBEETLIRI O —0LZOMHT 2T 7 AR
HIREN A2 DO THEL TLEE VY,

o WHIT Ty ANEHEA X —T VL TH. ZOBINT 07 7 A /IR Y > —ITHOREHE

T Eti,
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masoorsoeEa A

EIE1 [Web ¥ = U T ¢ = F— % (Web Security Manager) | > [~ & 7 7 1 /L (Identification
Profiles) | ZJ#R L £7,

FIg2 W Tm T AN T—TNDOTOT s ANE I Iy I LT EDOTOT 7 AND T 0T 7
A )V (Identification Profile) ] X— & B & £,

FIE3 [Z7T7A4T7 Y Na2—WiB7 77 7 A /LOE (Client/User Identification Profile Settings) ] D& T2
H D [T a7 7 A LDOA%NL (Enable dentification IProfile) | 4 > £7-13A4A 712 L £9°,

FIE4 EEZEXEL CHEL 7 ([%E (Submit) ] & [AH % # € (Commit Changes) ),

AT 077 AL EFREE
WO G 7T 07 7 ANVDPREEHT 2L ICHESNTND L EZIT Web XNy
AT NEDRAEFRR T 0 7 7 AR L TR 2 AR L £7,
o WEEYmFT—h7A2L
o FIEY BT —KRELTOIPTRL R
o BMMEREMEHAT A — L TOT7 vF—

o WRMBERZMENT A sy — LT vF—(I LT v LOREEALD A F—
TN 5 TWAHES)

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
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B mrsoorA BT

& 6-1 B TO77ANEEBHTOCR: HO5—FELLIP XA—IXDHO5— 5L

( Receive request from client. >

.| Compare the dient request against the next (or first)
[dentification Profile in the policies table.

Yes
No

< Is the client subnet in the ldentification
Profile’s list of subnet(s)?

.

Yes, or none defined

No Is the proxy port in the Identification
Profile’s list of ports in the Advanced section?

Yes, or none defined
A,

No Is the user agent in the policy group’s list
of user agents in the Advanced section?

Yes, or none defined
v

No | Is the URL category of the request URL in the Identification
Profile’s list of URL categories in the Advanced section?

Yes, or none defined
v

4"—0{ Does the Identification Profile require authentication?
Yes

A 4
Yes Does the client successfully authenticate as a
member of the applicable realm or sequence?

No

v
Does the Identification Profile support guest No
privileges for users failing authentication?

l il Yes

stign the Identification Profile and then evalu@ ferminate the request

s ¢ acainst the ofher palicy & Reply to client with
€ request against the ofher poficy Types. authentication required.
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BRgnoraoe@a A

WO GBI 7 17 7 ANV 27—k & LT Cookie AL, 7L T v ¥ /LOREEAL
PEINCL T OERDHRMICEREISND L HIICHTESN TS L X2 Web o nr 54
T MEREFH T 0T 7 AR L CEHMET B FEE R L £97,

& 6-2

B T07 71N EEEHT 01X Cookie N—XDYO5—F

( Receive request from client. )

No

Is this a transparently re

directed encrypted HTTPS

transaction received before an HTIP transaction?

w

Yes
y

Is the HTTPS Proxy configured to decrypt
the request for authentication purposes?

No

v

Yes

Compare the client request against the next

(or first) Identification Pr

ofile in the policies table.

Yes

No

A

Is the client subnet
Profile’s list

in the Identification
of subnet(s)?

Yes, or none defined

No

A

Is the proxy port i
Profile’s list of ports in

n the ldentification
the Advanced section?

Yes, or none defined

No

A

Is the user agent in

the policy group’s list

of user agents in the Advanced section?

Yes, or none defined

No

A

Profile’s list of URL categori

Is the URL category of the request URL in the Identification

es in the Advanced section?

Yes, or none defined
v

‘N_o|

Does the Identification Profile require authentication?

Yes
y

Yes

Does the client successfully authenticate as a
member of the applicable realm or sequence?

A,

No

4

Does the Identification

Profile support guest

privileges for users failing authentication?

No

L il Yes

Assign the Identification Profile and then evaluate
the request against the other policy types.

Terminate the request.
Reply to client with
authentication required.
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B m3 077400 T L a—F40

- — N — A
BMATOAT7ANDES TN a—TFT 42D
o JLAGRGEIZEAT 2R (A-3 ~—)
o RNUT—IZHTHIE(A-17 =—2)
o KRUT—HH IRV (A-18 X—)
o RV —Dr I TNy a—TFT 47 V=LK — bl —RZ(A-19 X—)
o T ARNY—L XY 5 REA25 2—)
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SaaS 7/ tXa>hkA—)L

e SaaS 7 /7R ar hbua—)LOME(7-1 X—)

e ID7VuNRAL—LLTDOTTITAT LV ADEE(T-2 =)

e SaaST I/ EA Ay hu— Ve EBHOTTT AT AOMEN(T-4 ~—)
e SaaS TV r—v a VIBGER Y ¥ —DIERK (7-4 =X—)

o VI NH AL A URL ~DTY R a—H 7T 7 v ADORE (7-7 X—)

SaaS 7o/ tXarvh,O—I)LOBE

Web X2 )T 4 77947 AT EX 2T 40 TH—ay vw— 277 v 7 EE(SAML) &
FHLTSaaS 77V r—ay ~O7 7B A%KRL £9,SAML /X— 3 > 2.0 (8 12U
WL TCWBH SaaS 77U r—3ar LHEEL TEMEL £,

CiscoSaaS 77t A a b r— |l K> T LLTOZ ENHEEEICAR Y £,

e SaaS TN —2a T 7 BATEHa—YBLOEFEZHIET 5,

o Z— WA BRBEL AT T RTD SaaS TV r— 3y ~DT VB AELZEBIC
T 5,

o —HW(ZSaaS 2—HW VLT U XINDANERDDL T 4 v THED Y AT 28T 5,

o Z—HEFBEMNIH AL AL ESHEBEINE TV Y A2 FUoiE) 2 —FIZRIE 22— 4
ERAT VUV —ADAN RO DINEERIRT D,

SaaS 7 /A ar hr—LiZd WebtX=2UT 4 777347 ARYR—F L TWDFIEAD
=RALENELE TS SaaS TV r— 3y TOREMEL £3, BIE, Web 7 1% 1%
lPasswordProtectedTransport | 587E A 7 =X L& L T ET,

SaaS 7 7 A arybha— L&A R—TNICTHITIEI Web X 2T 4 TTITAT AL
SaaS 7 7V r—ay OmGTOREEITILENH D £97,

FIR1 Web X =2VUT 4 7795 A4T7 2 R% ID7un”"A X —L L TOTFITAT 2 ADE
ID 7 XA Z—L L TRET D, E(7-2 X—)

FIE2 [SaaS 77V r—3 3 L OFWIERY SaaS 7V r—3 g VEREEAR U S — DOfER
v —EEKT B, (7-4 ~—2)
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EI1E SaaST7H/ERavEO— |

WM DpFan/F—ELTDO7TSATUROERE

FIE3 [SaaST7TFVr—ar 2Ly T H Ay Fr URL ~D Ty R a—HF
A2 FAURIZERET D, T I ADERE(T-T _X—)

FIE4 |(EE)EKDO Web X 2T 4 77 [SaaST 72 ar hua— L L@ OT7T 774
FGAT LV ALHRET D, T ADME (7-4 =)

D7ANAF—ELTDT7TITATURADEKTE

FIE 1
FIE 2
FIE 3

FIg 4

FE 5

FlE 6

Web tx 2T 4 77747 A% ID 7 uanfd—L L CTHRETIHHE.CET IR TCITBE
TAHATRTCDSaaS 77V r—ra v [ZEHENET Web BX 2T 40 777347 XEAE
9 5% SAML 7% —3 3 NIBATHEDIGERELF—ZFEHL £,

[ZC®HBHIIC
e (FE)SAML 7% —> 3 VICBAT LD OFHEPEM BRX) L X —2 MR L £,
o £ SaaST AU A —alEHFAEESTY v FTu—RFLET,

[*% v b U —7Z (Network) ] > [SaaS @ ID 7 1 /N1 % — (Identity Provider for SaaS)] Z &R L 77,
[R% € D (Edit Settings)] 227 U v 7 L £7°,

[SaaS > 7 NH A A P —E X EHFNITT 5 (Enable SaaS Single Sign-on Service) ] %4 2 IZ
l./ \i—é’_‘o

(TAT>T 4T 4 T ax,%Z—DK A A4 (Identity Provider Domain Name)] 7 « — /b R |24
B ALK ANTTIL T,

(TAT T 4T 4 TanNAZ—DxT 7 4 ID(Identity Provider Entity ID)] 7 « —/L R (T,
—BEOT XA MBI & AS L £ (URLERO LT % HELE)

REAE L X —2 T v e — N EIEMRL £,
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| 7% SaaS7H/&Rarvko—i

DFanAE—ELTOFISA7o2nEE A

ik

DD FIE

FEAER L O% —
DT v Ta—NR

1. [Ty 7 r—R IR E & % — %4l [ (Use Uploaded Certificate
and Key) ] Z#3RL 7,

2. [FEBHE (Certificate] 7 4 —/V K T [ (Browse) |7 Vv 7 L. T v
Tua—RTE5T7 7 ANVEREL ET,

GE) Web7uXi it 7 7 ANVHNORMOERETZITT—%2HHL
T GEAEY 7 A VIE PEM ERICT 2 4E N H VY £9,DER
RiFVAR—FENTWVEREA,

3. [F—(Key)] 74 —/LFT[BHBrowse)] 227V v 7 L. 7y 7 a—
R+2D7 7 A NEHRBEL T,
F =B F SN TV DEAIE [F—IIR 5L ST E 7 (Key is
Encrypted) ] Z3#4R L £,

GE) F—0OEI1X512.1024, F72132048 By N THAIVLERH Y F

T X — 7 7 A VI PEM EX T NIXZ2 Y 8 A,DER &
KTV HR—FENTWVEREA,

4. [77ANVDT v 7 ua—FK (UploadFile)] 27 Vv 7 L £7,

5. [REAEA X 71— K (Download Certificate)] 7 U v 77 L T, Web
X2 VT 4 TS ITAT U APEET D SaaS 77V r— a3 i
AT AREHED oY — 2 X v ra—RK L ET,

SEAER L OF% —
DAL

1. [AERSNTFERE L % — %2 £ H (Use Generated Certificate and Key) |
RN £,

2. [HTLWEEBE & % — % 4% (Generate New Certificate and Key) ] % 7
Uy 7 LET,

a. [P & % — % 4k (Generate Certificate and Key) | % 4 7 12 778 v
J AT BEAEFERFICER R T HEREANL £T,

GE) [@4 (Common Name)] 7 4 —/VRIZIZ AT v =2 (/) <
EE O ASCI XLFE AN TEET,

b. [4rk(Generate)] &2 Vv 7 L ET,

3. [FEHAEA X 7> 11— K (Download Certificate)] % 7 U ~ 27 L T, Web
X2 VT4 TTITAT U ADPHEETSH SaaS TSV r— a3 (T
FEEAESIE L £,

4. (LR BAMXENAEEZFEHTHICIT GEAZEZLTEROX T
2 — R (Download Certificate Signing Request) ] (DCSR) V > 7 % 7
Uy 7 L CURRER (CA) IZER A X(F L £, CA 26 BA T ZFE]
EEZEFELEL [ Browse) | 227V v 7 L . BAM ZXEHEOCY
FHCBEIL £9.[7 7 A /VDT v 7 r—F (Upload File) | & 7 U v 7
L%,

~

GE) 7Ty r—FENRERAEELF—OT & ERSNTREAE L X —DOXTOMENRT 77 A
T AL GE T ST AT v A B4 G E (Signing Certificate) ] £ 7 3 =3 o THI{ERIN
SNTWEIEHELF—DOXTOREFEHL 9,
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EI1E SaaST7H/ERavEO— |

FIE 7

FlE 8

SaaS 7/ R AV FA—LEEHDOT TS ATV XOFEA

TTIAT L A ID 7a XA —L L THRETIHHIL.RELEIHOTCBEET ., 20D
DOBREDO—EIT.SaaS TV r—>a v 2 N Ay o HICHET HEICE T 5 08
NhHO ET,

ZEH 2 45 L CHEE L £ 7 ([2545 (Submit) ] & [£ ¥ % f# & (Commit Changes) 1),

RDOFIR
* SAML 7% —3 a v OBEAMEMN T 2EHELF—2EL L K SaaS 77 ) r— =
VIAGEREEZT vy e —RF L ET,

A8:#EIE
o VU NH AL AL URL ~DTZY Ra—HF 7 7B ZADRE(7-7 ~—)

SaaS 7 /X AV hrA—JLEBRODTTSATUARD

{5

FIE 1
FIE 2

FIE 3

FlE 4

(ZC &SI
e IDTFUNRAF—LLTDTFITAT v ADRE (12 2—2)

ZEWeb X2 T 4 TTIT7AT LRI LTHELID 7a XA E—DRK AL 4R EL £7,
ZEWeb X2l T 4 7T I7AT LV ACKHLTHELID 7o XA =D T 4T 4 ID 2T
L£7,

[*r > b 7 — 2 (Network) ] > [SaaS @ ID 7" v /A & — (Identity Provider for SaaS)] ~X—3 C. &7
TIATRICELGEAFE L EX—%2 T v 7 e — R L £7,

RETHE SaaS TV r—a v ICZDaHELY T vy P r—RF L ET,

SaaS 7 ) r— 3 VEBEEAR ) O —DERK

[ZC®HBHIIC
o BT B ID BERLL £,

e D7 uNAF—%RRTELETAD 7uNAX—LLTDOT T TAT L ADERTE (72 X—)
M),

o ID VunNAX—DELIHEELEXF—FASNL £ (> F 7 —7 (Network) ] > [SaaS @ ID
7" v /N A 4 — (Identity Provider for SaaS) | > [#% & DA #hil & #@%E (Enable and Edit Settings) ]) .

o FRREV NV AEERL T GRREV VA (5-11 RX—V) 25 R)
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ZFIE 1

FIE 2
FIE 3

saaS 77U r—avBiaK) v—okn N

[Web % = U 7 1 < % — % (Web Security Manager) ] > [SaaS 7~ U 2 — (Saa$S Policies) ] % &

L/i—g—o

[7 7V r—3 a3 > ®iEN(Add Application)] 2 27 V v 7 L £,
UTOREHBEZREL £7,

wA=VAC g

EiEA

TV r—va v

ORIV =D SaaS TV r—a L EEBT A4 EZ AL £,
BT TV = a i B CTHHIHNENRDHY T, WebtrX 2T 4
TITIAT v RI. T TV r—arBx5 LIy A4
URL Z4Ap L 7,

FEA (FEE) 2D SaaS R U > —DiBHEZ AL £,
Y=t AT N F— | ZOR) T —TEBREINDIT—E A TR, T =5 Rm T AIT—H %
DART—H RELET, V=R T uXfF—DF a7 4 2FE Tt 4 50,

(Metadata for Service
Provider)

F1TSaaS TV r—a il ko TRILENDAZT—X 77 )L
Ty 77—k TcxEd,

Web tx 2T 4 TFT7AT L AFAXT =X ZHEHL T.SAML (12
LV SaaS T XU r—ar(— R FuNgy—) L@ETHHE
EIRELET, AXT — X O 723 EIZDOWTiX SaaS 77V & —
varESRLTLIEEN,

X — O F#h% & (Configure Keys Manually) : Z DA 7> 3 V2RI L 72
LAl U T2 AL £7,

o [P—ERTBENAH—Dx T 17 1 ID(Service Provider Entity
ID)],SaaS 77U r— a U RHGEF—E A T2 =L LT
AT DO T 27 F A S (EHIZURLIER) 2 AL £,

e [£AiID ®F(Name ID Format) ], —E A /X4 ¥ —|Z&(E
TBHSAML 7Y —2a Tl 77 ATV AN2—VFEBHT 57
DIERT 2R . Fay 77X UANMLERLET,22
TANT AL . SaaS 77V r—> a U OstST % E & L
TWAHMENH D £,

e [Assertion Consumer Service ® URL (Assertion Consumer Service
URL)],Web &% =2 U7 4 777 A7 ARERLL 72 SAML 7
Y= a VOERFEHRURLEZANL £ . SaaS T 7V r— a0
~=a T VESLC AT 5872 URL (22 4 > URL) % ik
ELTLIEEN,

[N—=KT 4 AT 7 A% AR —} (Import File from Hard

Disk) |: Z DA T a v 2RI 235813 (3R (Browse) | 227V v 7

L7 7ANnEHRBL[AFA—FUmport)] 227V v 7 LET,

GE) ZORAET—H T7ANMI P —ERATaNNAT—D AL A
VAEHHT D SAML EHEICHEILL 72 XML K% 2 A R T
T, T _RTDSaaS TV r—a v NAZTF—F T7 A )L%&
T IDLITTIEL Y FEANMBHITILIEAIEL. 7 7 A VI
SNWTSaaS 77U r— a7 u s —ZBnaby
<TEEW,
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EI1E SaaST7H/ERavEO— |

SaaS 77U —> a Vv BIRY O—D R

FlE 4

A= VAT P 5 EA

= Fk51/SaaS SSO  [SaaS v v UL WA A UK L T — Y A BI £ 72 ILRRRET B Jik
DFFE (User FREELET,

Identification/

Authentication for SaaS
SSO)

o Z—PITHL T HIC wﬁ”mﬁ7V7//*”@Aﬁ%*@5

e Web 7' XU NiFZBMIC2—V4 2R L 2GA I, 2 —Fioxt
LCr— ﬁwM£7V7//kw®Aﬁ%kbé

e SaaS T —HFDu—HNLEILI/ LTy L EFHL . 2—F%
HEWIZ A A &85,

ZDSaaS TN r—2 a7 VAT L=V EERIET H20
Web 7' ¥ U BMEHT HBEEL VA E Iy — 7/x%@mbi¢
SaaS 7V r— a VIZERIZT 7B AT A%, 22—V ILEREEL L
LFEITFREE — TV AD A N—THDHIUENRH D £, Identlty
Services Engine # &FEIZfEH L Tk v LDAP Z IR L =55
MML&w#%kE$@7y5y7KVWAﬁﬁméhi¢o

SAML —H%# 4D~ v
£’ 7 (SAML User
Name Mapping)

Web 7 2% 8 SAML 7% —3 3 > TH—E R 7o X, X —|Za—
AR T IEERELET. Xy RU—JATHEAIRLTWS 2 —¥4,
TN ([~ B 2772 L (Nomapping)]) . F72IZLL FOWT D)

ETAH2—VF L4 ZNORRICERETE T,

e [LDAP 7 U —(LDAPquery) ], h—E 2 Fm A X —|ZK[FESh
Ha—H413 1O EDOLDAP 7 = U — @M -3 & £, LDAP
BT A — VR EEBOHAZL TX AN E2ELRAEANL E
T, BTy aTHDLELRL Y F T, FB0EOELEE
WAL ENTEET, =& 21X LDAP BN Tuser) & [domain | D
%é\ﬂi\ <user>@<domain>.com t ]\jj < % i j—o

o [[EEN—/ <~ ¥ 7 (Fixed Rule mapping) ], —E & 7' /3o
—IZEEIND 22— AIX AT FE 213 A I E ST % B
L 7=z — 4 125 % £, [X4 (Expression Name)] 7 ¢ —
A RICEESLFEINE NS L FORTEIZH AT 35 ZHT THE
S AT B E R L T

SAML @t~y v/

(fEE)SaaS 77U r— a b ERI N5 AIL.LDAP #BiEV—

(SAML Attribute AN 2 — I %ﬁéﬁm%$%5w577)&~ya/ (AL

Mapping) TEXFET,% LDAP — NEM%Z SAML BIEIC~y B 7 L £,

EEa TR A B Web 70D3’V:/ﬁ§|jiliﬁi_‘v_%uhnﬁb§‘5f_ (z{fﬂqﬁéuuuﬁfﬁ' R A

(Authentication PIEEINL F7,

Context) GE) AL T F A RMIAD P u A X — NN —F DR EE I
ﬂqbfununi)(ﬁ XA%—_’# EX7D/\/])& L%%llbiﬁ—o
—E DY —E 2 Fa N F—T% :L—*f SaaS 7V fr—

araDT 7R AETAIT BT DITRFEDRRIEA 1 =X A
DMETT P —E R Ta X, —=RNID a4 —TH
R=FENTWARWVWRIETTHFANEZME LT HEA 12—
P TN YA F U EBMEALTID oA F =5 —

ERA 7oA X — T VA TEXERA,

W AR5 L CHEE L 9 (%5 (Submit) ] & [ % % ff & (Commit Changes) ]) .

Il AsyncOS 10.0 for Cisco Web Security Appliances 1—H /A K
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SUTNHAY XV RLADIY F1—HF 7o Ezx0H%E B

ROEX

o TN = alrERELEDOELERIUNT A—252FHL T, SaaS 77U 7r— a3 Al
VTN A F R EL T,

UGN YA AV URLADIVRFA—YF 7HEAD

ZFIE 1

FIE 2
FIE 3

FIg 4

GE)

Web X2 l) T4 TTXIAT L AZID 7T unxAZ—L L TCEEL.SaaS 7T 7 r— a0 D
SaaS 7/ U r—a VEBGER Y U —BERT A E T ST AT U RIZEL T I A
> URL(SSOURL) 2MER SN FET . Web X2V T 4 77T AT AXSaaS 77V r— 3
FRER Y O —TCRESNTZT TV r—va a2 L T v 7 A4 URL 4L
F9°,SSO URL OFEXITLL FD LB TT,

http://IdentityProviderDomainName/SSOURL/ApplicationName

[Web &% = U7 1 = — % (Web Security Manager) | > [SaaS 7~ U T — (SaaS Policies) ] ~—3 T,
U N A4 URL B L £,

Tua— AL Ty Ra— N URL 25Xk oI1CL£9,

ID7aR_AZ = ZLoTHMENDG 7 —%8IRTH L T 7 AT AT —V % SaaS 77
Vr—valr itV &AL 7 s LET,

P—E R TR L =L > TRMBEIND 7 u—%8IRTH5E1E. 2D URL % SaaS 77V

F—vary TRETDHLENDY £7,

o HIZ SaaS = — W u X REEEERT B, 22— WITEN R IV T v v E AL T,
SaaS 7 Y r—vavical A LET,

e SaaS 21—V EFBHEMIIH AL A SFE, 2—W (L SaaS TV r—r g CHBRICa Y
AL ET,

TTIAT U ARBRE— RN CRERBEINTWAGAEIC IIRREERERZHFEHL T 97X To
Mﬁﬁﬁn%% T TN A FIMEEEBT LT ID SV —T e RET DB
WL RIS SR IZF U Y v &7 — b 3% € % 1 H (Apply same surrogate settings to explicit forward
requests) | ;X E A BN L £77,
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B o o LAV T BRLADTIY FA—H FHIERDOEE
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CHAPTER 8

Cisco Identity Services Engine D&

* Identity Services Engine #—t A O (8-1 ~—)

 Identity Services Engine M FEHE (8-2 ~X—)

o ISEV—ERXZIEBLUMAET HI20DH A7 (8-3 =)

o ISE —E A~D#EHG (8-6 X—)

* Identity Services Engine (BT AMBED K 7 7Ny a—F 4 7 (8-8 X—2)

Identity Services Engine H-—E X DI E

GE)

Cisco Identity Services Engine (ISE) [Z.ID & Z [/ LS E 5720y NV —7 Lo~ DY —
NWCEITENDT 7V r—3 2 CTF, AsyncOS IL ISE H— 3006 22— W ID FHIZT 7 B AT
EET RESNTWDL AT ETICRES NI 7 77 7 A VKL Tx—F 4B L UM
I DX 2T 4 J—7 X7 ) Identity Services Engine > 5 RS . F o007 a7 7 A
NEFATLE)OICRESNRY V—CHBH— BB AT S £,

ISE ¥V —tY RFaxr % £—K CiIfEHTE 8 A,

BEEIEH
o pxGrid {22V T (8-1 ~—3)
e ISEV—_DOEHE T 2 —/LF—R—TDONT(8-2 2—)

pxGrid [Z2DULVT

¥ A 2 @ Platform Exchange Grid (pxGrid) # i3 2 &. EX 2V T 4 TE=X V7 LRy b
U= AT LD LT 78 RAEHT Ty N7 =L E Xy NIV =T AT TART
JFx DR —R NEREESELZENTEET, INHDa R —FK 2 M pxGrid &l
HLT ATV v aFh3 VT A7 47 AV RIZXOIFREZZHRL 97,
UFD3ODFEHEpxGrid 2 R — 2 b 3& VD £9 :pxGrid /X7 U v ¥ % . pxGrid 7 7 AT
F.pxGrid 2> b ev—7,
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B |dentity Services Engine DEEBAE

o pxGrid /N7 U v ¥ ¥ :pxGrid 7 7 A4 7 > b OIFHRZRZMLL £9°,

o pxGrid 77 AT M7V vy a2 SNEREY T A7 T AT T DEEDY AT 5 (Web
X2 VT4 TTITAT A RE) TV vy vadhdFERIE B2 T 0 7 v—7
HT(SGT) Lt a—H I —"BION T a7 7 AILOFERNEGENET,

o pxGrid 2 b —F KETIX. Z7T7A4T LV MOBE/ERBIR N v 7/ T A7) F g
v Fuv X &EHfE9 5 ISE pxGrid / — K T,

o R—R MIIEHETEIHENLETT, NS OEHEIIE S AN 7T v b
T =LA AP =L L TEBLMLERHY £7,

ISEH—/\ORERE T —ILA—/\—IZDINVT

HB—0DISE /—FDO¥®y b7y AZ R T BHE TR, 201250 ) —RiZk-o

TEH. R Y= - A BLRE=Z ) I RFETESNET, 72—V F— =% P KR— |
L N7 =~ A& L& EDIXBEBEDOISE /) —F &2 58ER I Ty N T v 75045
NHYFET WebtX=2UT 4 T T IAT LV ATISE 7 = — VA — =%V KR—hrFT 5720124
B2 i/ NEDO 2 ISE AIILL T D LB 0 T,

e 250 pxGrid / — K

e 20ODEF=HFY T J—K

e 2ODEH ) —F

e 1 ODORY T —H—EX J—FK

Z OERRIX . [ Cisco Identity Services Engine Hardware Installation Guidel] TIZT R~ v U — 7
JEBH ) E PR TV FE 97, RIS DV Tl [Installation Guide ] % > U — 7 RBAIZB T 5 H %
ZHL TLIZE 0,

EEEE
¢ Identity Services Engine D FEE (8-2 ~—3)

o ISEV—EREZWIEBLOMET H72DDH A7 (8-3X—)
e ISE % —bE A ~D i (8-6 ~<—)
 Identity Services Engine (ZBAT 58D~ 7 7V a—F 1 7 (8-8 X—2)

Identity Services Engine D EEEAE

~

GX) 2 TIXISE #FIC L ERFEAHBIZOWTHHAL £9,ISE VM —E R E2ZBEB LA T 572
DDOH AT (8-3 X—=U) I, IO OFEAEICET 2 FEMERAEH I N T ETGEAED
BH(22-26 ~—) 1Z1%, AsyncOS O — kB2 FEFHE T MO LR I AL TV ET,

Web BX 2 U7 4 77T A7 AL ISE — M OMARIE L ZRRBEDT-DIC, —H#HD

3 ODFEAENLETTY,

-\WA7747/FE%£BE#—Afwwt#1)7477747/X%M£¢6t
RSN ET,

o ISE BHIHE:Web tX 2V T 4 77T A7 ATISE YV —"OFGEIMHH S, AR— |
443 TOISE 2—H 7 a7 7 AV T—HDO—FFX v o a—RF &2 L F7,

e ISEpxGrid fEE :Web EX 2 V7 1 77747 X TISE Y —"OFFEITEH 4, AR —
k5222 TDO WSA-ISEF—% 7 2271 7 3 (ISE b — N5t T 5 ETHONRT Y »
ValP T AU TAT s =) EFFAL T,
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| 8582 Cisco Identity Services Engine D&

ISEY—E REZRBIES L UHETEE-H042- B

ZD 3 OOFEHEIT GEFER (CA)ICLHBATHLHABEATHLNENERE A, CA BAR EFEY]
LRMERA | AsyncOS ([ZITH B4 WSA 7 7 A 7 bRl E, E 72 13REH B 4 2R (CSR)
EAERT DA TV a 8BV 3, FEEIZ ISE — 32  CA B4 A EFEHENS LB R G AT,
H L4 ISE & HIGER EC pxGrid iFIHE, £721X CSR 2RI 4 7V a v b v £9,

<t 2=

H O B4 EOM M (8-3 <—)

CA BT ZiEHEDOFEM (8-3 X—)

Identity Services Engine —bt A2 DO (8-1 ~<—)

ISE —b 2 ZBGEB LA T H7200DH A7 (8-3 X—2)
ISE H—E 2~ (8-6 ~<—)

HCOEARAEDER
HOBAGEAEN ISE —"THEHA SN DGA1E.3 2OT X TOFEHE ISE — " THFE I
72 ISE pxGrid FiFFA £33 L OV ISE & FEFEAAE . WSA TR S 7= WSA 7 7 A4 7 b E £ % | ISE

P—NEOFETEHIEAER N TITEBMNT 2 LENH Y £9 ([ 2 (Administration) ] > [FE]
(Certificates) | > [{E #8 C & % FEHA# (Trusted Certificates)] > [/ > 78— b (Import) 1),

CAEAf+SEAEBDEA

CA BAM EFEHEO LA

ISE #—/ ST WSA 77 47 > FaEBEIZE L 72 CAb— FREBENEHH T X 25EAE R b
TIWZHDH L aE L 9 ([FH# (Administration) ] > [FIFFAE (Certificates) | > [{E1H T % 5 iF
BH 3 (Trusted Certificates) ]) ,

WSA T.i#)72 CA/V— FREFEDEHCE 2FHAEY A MCHD Z L 2R L £ (R
kU — 7 (Network) | > [FEFA #4% # (Certificate Management) | > [{3# T & 5 /L — hiEBHED
& B (Manage Trusted Root Certificates) ]) , [Identity Services Engine] ~X— ([f v kT —7
(Network) ] > [Identity Services Engine]) C.ISE & BFER #E3 X O pxGrid GEBIEH O CA L—
MNEBAENRT v 7o —RF SN TWAZ 2B L 7,

ISEY—E RZFAESKUHMET H5-HDERY

FIgE 2R EEEESLUFIE~DUVH
1a WSAIZ.WSAZ T AT | o CAEZBAMNETERIZBECELD WSA 7 74T > MiEAELZ(E
MEEBAEZBL 9, BT H WSA T v 7a—RLET,
ISE #— b 2 ~D#if55 (8-6 X—) B L N FFHEDE H
(22-26 X—V) S L T &,
1b WSA IZ.ISE #— "~ e WSA VAT MiElAEAZX Y o —FR L THRIFL.ISE #—

Ty Zua—RKHICZo SNICEEEL £97,

WSA 7 I A7 v hFEFBHE
AHETa—RLET,

ISE H—1 ZA~DHHki (8-6 X—) MWL T &,
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B SEY—EXZBIASLUVHETEL-HDDERY

FIE Z2RY

EEBEES L UFIE~ADI Y

2 WSA 7 7 A7 v hiEBHE
DHOCELDOLGEIL. B4
AEAAE & & B I ISE Y —
N7y 7r—RKLET,

e HIDAT YT TWSAMWLHX U —RLIZWSAZZ7A47 b
FERAEAE A AR — b LJISE 4 — DEfETE 2FEHEA LTI
BN F9, (% P (Administration) ] > [FEFA & (Certificates) | > [15
#HC X % REHIE (Trusted Certificates) ] > [ £ 73— k (Import) ]) .

FTE. 2D WSA 7T AT 2 FAEBAEICE L 7= B4 GEEN,

ISEV—N"OEfFETEXAFEHEA N TITEMENTNAZ L%
HERLET(HOBAEAEOMHH (8-3 =)&),

3 ISE #— /3|2 ISE & FEfiE
B #35 K O pxGrid FERAE
ZlamL £,

GE)

[‘& ¥ (Administration) ] > [FIFFH 3 (Certificates) | ~X— 2 IZ &8l

L . ISE & HRAEIA EF & OY pxGrid GEE A BT %700, £721%
7Ty 7Zu—RKLET,

- CA BAN EFEHEDLAIX . Admin & pxGrid HE L T2 D

AERAEBE A ERAZER L GEHEICEA L CHLH W0 ET,
BN SFERHEZZE L b WAEHE L ISE $—NC
Ty 7a—KLET,

MR EICKRT L [CA BAM EFEAZE L AN R &5 #
EZATWET,

ISE — _"OEHTX HIFHER N 712 CA L— FEFE
DEMENTWD Z & AR L £1°,

ISE r—"ZHii#sL 9,

H B4 EOSA 1L, [ P (Administration) | > [FEH]
(Certificates) ] > [ AT AREHE (System Certificates) | (2
#HL .2 508 EAGEYE (pxGrid & EFHHIZ 1 D7)
ZARL 9, (M3 L CHEOREELY 1| 2&ET 5
TEL@®RTEET),

BT DIEFHER M TICHEHEZBML £,
WSAIZA v R—bFTHHCELMEREFELT 7 AR—FL
*7,

A5 @ ISE FERGEIE R KO pxGrid FEFAZICHE L 72 A C
BALFELIZICANL— NEBER EHETXAHEANTIC
BANS N7z Z & &R L £ (Identity Services Engine O ik
HE 82 X—=V) M),
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ISEY—E REZRBIES L UHETEE-H042- B

FIE

2RY

EEBEES L UFIE~DI Y

ISE %h— "8 WSA 7 7 &
AHZIEL KEEINT
Wb Z L ERRT D,

ANy 7 TR T AN(WSAZRE)RNUTILVEALTEY
varyarTXFAMNERETEDLLIICKISEYS—RERETDH
VBN D D £, AR FIEIZLATO LB T,

o [HENEFRD A 2N (Enable Auto Registration) | 234 1272 > T
l/\ 5 Z & &R L E9 (% #E (Administration) | > [pxGrid % —t
A (pxGrid Services) | >[4 _E (Top Right) 1),

o ISEV—DBEEED WSA 77 A7 BT _CHIBRL £
([%& P2 (Administration) ] > [pxGrid % — & & (pxGrid Services) | >
[ 47 > b (Clients) ]),

e ISE % — D7 v ¥ —73 [pxGrid IZ##¢ (Connected to pxGrid) |
ICRREESNTWD Z & 2R L £ (% (Administration) ] >
[pxGrid ¥— & A (pxGrid Services)]).
o ISE¥—ZSGT /N —7 % EL £ ([A U —(Policy) ] >
[#% % (Results) ] > [TrustSec] > [£F% = U 7 1 27 /L —7 (Security
Groups) 1) »

o Z—HITSCGT V' N—T 2 BEMNIT 5K v —%2REL £,

FEABIZ DU T, [Cisco Identity Services Engine documentation] % 2
L TEEn,

WSA 2, =7 AFR—hF &

mnmEﬁﬁ&%ik;

O pxGrid GEFAEF 2B L
*9,

e Z D WSA THRET D% ISE — 30D ISE HHEFHEL L O
pxGrid GEEE 7 v 70— R L £9,ISE ¥+ —E A ~D#HHfi
(8-6 X—V)EZMML T EE W,

- ISE &P & pxGrid O FIZxt L T 120 A CRERE #E %
i 92 85613 [ISE & EEFEA 3 (ISE Admin Certificate) ]
& [ISE pxGrid #E#] & (ISE pxGrid Certificate) ] 7 4 —/L R (2
TNEN7 7 ANVETy7a—RLET(HFE0 A5 2 M
7 v Fu—K L E£9)ISE —b 2 ~DHf (8-6 ~<—)
EHRL TS0,

—CA%%H%&%i%ﬁﬁTéﬁA JUSE FEHZEDOK T
B L TWHRAG ) WSA OEHE T X 50— b FFE
U/’W\Ké.iﬂ’(lﬂé LEMHERLET. ST TN
AEIX.CANL—iEAEEZ AV AR—FLEIT fEHTX D
JL— R EERAEOE L (22-27 XR—V) ML T 7Z &0,

GE) ISE &PEGEWIE & pxGrid FEFEL— b CA FEHEIC
KXo TEALINTWDEAIL.WSA T [ISE & HFEHE
(ISE Admin Certificate) ] & [ISE pxGrid it (ISE pxGrid
Certificate)] 7 4 —/LV R 1Z/b— |k CA #FFAEBAENRT »
THE—RENTWDLZ EaRLET (XY Y —7
(Network) ] > [Identity Services Engine]) ,
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W SEH—FEx~0OEH

FIg 2RV BEEEESLUFIE~DYV Y
6 ISE7 7 EABLUReX e ISE H—bE Z~DFHE (8-6 2—)

CITIWSADREETT | o i A n =X hg n ) T BIBIT SRR B AL
° LTA=NR anZBMLEST (T 7 EA BT DOHAS~ AKX
(21-30 =),

e ISEV—bE 2 o/ WERENTWDZ &2MHRL 9 /ERk S
NTWRWEASIIMER L £ (a7 7 227 U7 g 0B
LR (21-8 X—)),

o ISEV—E A ul BNERSNIZZ & afERL T /ERSNT
WRWEAITEBMLET (v 727072 9 OBMNE R
#(21-8 2—)),

o Z—V O LIBFEDTZDITISE T 7 B AT 5B 7 1
Tr7ANVEERELEFT (2—VFBLOI 74T V7T =
T DLHE(6-3 X—)),

o ISEID ZfifiL Ca—PEROKM LT 7V a v ZERT DT
JEARY —mBHELET (Y —DE (10-11 <—2)),

~

(G¥) ISEY—ANTiERAELZT v 7o —F LV EETLCICISE V—E 22 HE#h§ 2 681 H
DETEL I —ERAEERPELIND ETITEDDLLLZERHY £,

EEEE
 Identity Services Engine #—t Z O (8-1 ~—7)

o Identity Services Engine M FERE (8-2 ~—7)
e Identity Services Engine |8 T AREDO N T 7 Vv 2 —F 7 (8-8 X—)

ISE H—E X ADEH:

[ZC & BHIIC

o ZISEV— XN WSAT 7 EAMIZELLEEINTNWDZ EaMRL FJUASE—E X
ERABLOHATAHEODX AT (83 X—)25M),

o ISE %—o#EEmEHREZ TG L £7,

o H4h72ISE B DOFEAE (7 T A4 T 2 b AR —% /L pxGrid) B L OF—Z2 G L £9, £/,
Identity Services Engine D FEE (8-2 X—I) H B L T &0,

EFIE1 [ F U —7 (Network)] > [Identification Service Engine] % 3R L £,

FIF2 [REDOHE (Edit Settings)] Z 27V v 7 L £7°,

FIE3 [ISE ¥ —t 2% F#hZ7 % (Enable ISE Service) ] &4 12 L £7°,

FIE4 FAMAFELFIIPVETRLREHEHL TSI A4~ ISE pxGrid / —F 25 L 9,

a. WSA-ISEF—X V7 27 )7 g (ISE — 2kt L C#EfTH o 7 = U —) D ISE
pxGrid / —RFFEHAEL AL £7,
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FIES

FIE 6

FIg 7

GE)

FIE 8

FIE 9
FIE 10

ISEH—E 2~0isE B

AFAET 7y AL EBRL TRIRL.[Z 7 ALDT v 7 a—F (Upload File) ] 227 U v 7 L %
T OV T GEHERB L O —D 7 v 7 —F (22-28 =) ML TLEE W,
T x2— N —N_—HIZEI R ISE Y —"ZFEHL TWAEEIFE . FA N EZITIPVE TR L
A& L TEHZ Y ISE pxGrid / —F kB L £,
a. W24V ISE pxGrid / —FiEAEZ A 1L £7°,

MHEZ 7 AL EBRLTRIRL . [7 7 ALDT v 7 m—F (Upload File) | 27V v 7 L %

T HEMIC OV TR GERER L OF—D7 v 7' m—F (2228 =) 2 2L T ES W,
~

GE) 7oA~ UnbtvHF Y ISE— "D T = — /LA —"—f BEED ISE SGT ¥ v v

VallEBEN TN —F T WSA O EITIG L TURRREN LB/ D h, k3 137 A

FRGEDRFID M THNETISE 7 = — A — =R T 55 & #H O ISE F8FEA i35
SHhET,

ISEE=%Y ) )—RNEEIFHEL 7> T —F L ET,

a ISEx—V7u7 7 AT —%%WSAIL LU a—RT570ATE.7I5(4~
YISE®=#Y) v/ ) —RFREHEIEAEL AL 7,

AAET AL EBBL CTRINL (77 ALDT v 7 u—F (Upload File) | 227 U v 7 L %
TR OV T GEHERB LT —D 7 v 7 e —F (2228 X—V) BB L T &N,

b 7 =z— A —R—HIZHIDISEV—NEHEHL T AHEEIE. I ZVISEE=F Y
J—REHEFHELZ AL £7,

WSA & ISE v — RO BRI DO WSA 7747 MEREEXZ AL £,

ZHUEL.CA DEEHTEX 5/ — FEAETH L LE R H D F9, BEfEHIZ OV Tid, Identity
Services Engine DFEE (8-2 X—) &ML T IV,

o [Ty u—F INTCEEHE & & — %] (Use Uploaded Certificate and Key) |
A& & — DT 2% LT[R (Choose) | 2 7 U v 7 L TH T 7 A V2B ML £,

X =P ELE N TV DIGEIE [F—ITRE 5k &L TV £ (Key is Encrypted) ] = >
IRy I AEF L ET,

[7 7 ANDT v 7 ra—F (Upload Files) ] # 7 V v 7 L £9, (Z DA 7L 3 > DOFEHIC
OVWTIEGEHEBLOF—O7 v 7 —F (22-28 =) 2L T EW),
o [ ENT-FERE & % — % H] (Use Generated Certificate and Key) |

[#F L W EERA 3 & % — % 4 % (Generate New Certificate andKey) | 227 U v 7 L £77, (Z D
7T a VOOV TR GEREBL LT — 04k (22-28 =) 2L T K
W),

WSA 77 A7 v haEEEZZ Dy —R L TRFLISE F— N KA MNZT v 7 r—RKLET
GEIN L 72— NC, [ B (Administration) ] > [FIEA E (Certificates) | > [{§ 48 C & 5 FiEH # (Trusted
Certificates)] > [-f > 7" — bk (Import)]),

(UEE) [T A b BA#f (Start Test)] % 27 U >~ 7 L C.ISE pxGrid / — R L OEfiz 7T A b L £7,
[%15 (Submit) ] # 27 U » 7 L £,
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B \dentity Services Engine [CBS 3 2EED F ST L a—F 10

ROEZE
o TURA—HPBINIIAT N VYT FNT 2T ONEG-1 2—)
o AU —Fy NEREFHIET DRI 2 —DOEMK(10-1 <X—)

RE R

e http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-implementation-de
sign-guides-list.html, %¥1Z THow To Integrate Cisco WSA using ISE and TrustSec through pxGrid ],

Identity Services Engine [ZE89 AN ST IV 21—
TA2Y
* Identity Services Engine (287 % & (A-11 ~—2)
- ISERJEDO N T TNy a—TF 47 VY —L(A-11 2—2)
- ISE Y — ORI T 5 R (A-12 ~—2)
- ISEEOEZE RS Ay E—U (A-13 X))
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R S—DERIZxY 5 URL D5 EE

e URL 77 a Dy EOREE(9-1 =X—)

e URL7 ANH VLT =V DFEE(9-4 X—2)

e URL 77 3V &y hOEFOEH(9-4 ~=—)

e URLAITIVIZEBITZ LY I aD7 4F) 27 (9-10 —)
o HWAHXLBIUHER URL # 7 2 U OIER & MR (9-16 ~=2—)

o THIEL ALTUYDT 4)NEY T (9-2] R—)

o TIUERARII—=TOIIT 4y I7DIVL AL T (923 =)

o —WFADEE LEITOFFA(9-24 X—)

o [~ — 2D URL 7 4 /L& DIERK (9-26 ~<—3)

e URLZANKE VT TIT 4T £ DFER(9-26 X—)
o EHIFEDL(9-27 X—)

e URL # 7= V2OV T(9-30 ~—3)

— ~ N ~ *
URL F SIS 3 VDR EDOBE

TN—T R =&AL T BbLWar T Y EE&T Web A b ~DT 7 & 2 &M+ 5
X2V T4 RV —ZERkCEET .7 my 7 FFal E3 Bl LENS T A X KT —
TRV —=DOHTAY TayX S EFRETLRICERT L 7T VIS TRED £75,
URL 7 2 VIS T —W 7 7 X %3 5 21%, Cisco Web Usage Controls % A F—7
NMETHMERSGD ET,. 2T R ALY TV 7 v 7 ALF—U =K% L T URL
BT H~YNVT VATV URL 7 AV F ) ) 2P0 TF,

UFDHAT Z2FEATTHEEIZURL AT T 2T 7,

A7 ay

R — TN —T Ao R_"—y FPOEFR

Hik
URL & URL 773 U DA (9-3 2—)

HTTP . HTTPS. B X O'FTP R ~DT 7 & A
D il H#)

URL A7 VICEB NI T arn7 4
JLE Y 7 (9-10 X—3)

BEDKRANLEIP TR L AZET S,
2—WEFDOH AL L URL AT Y OIER

B AL NE T OSNEE URL 52 Y OFERL &
£ (9-16 ~=—3)
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B BLFSUHFIL IV OREOBRE

KBLI=URL kSUHFHL a3 DNEE

BT R T VA R — DR EFEHL T Web A h~DT VA%
HETHHAICURL Z0HL £ .8 ) v — I —7 A=y T EHBIT LA B S
fERV v —FFvAa 77— X207 4 RV —%2FEHL TWeb¥ A4 b ~DT7 7 ER%
HH3 25 A1 URL 208 L $¥A ZOHEBIT, 2O VU Bkt — b oinEa v
TUVEGHTDHZ EICE > THERET DD T, 2D =05 nE a4y a— KT
HRETOFERIFIZIT ) LERH HRETIT. 2O VU2 EHTE EHA,

RO URL O Web L E 27— 9 A7 75 WBRS OFFA[FiHNICH 554 AsyncOS (1 H)
a7 aireiThTICEREZFHF L £9,

By= T Y g Y AL URL 20 L 72tk 0 7 = ) O & URL 2 —Ff% v v 2 =i
BMLET, 2NICE> T UBO N TP 72 a r TURTIDIRED A% ¥ o 2R LA
TR SERIFIZN I U7 a v EGETEET,

B TN VB A R—TNIITDHE N T I a DR T = AT
BILZEeRHYET ELATEAED N T #7323 X Cisco Web Usage Controls URL
HTFAY) F—=ER=2EFH L THESNLIO T BN a TSt P, ko
Y7o arDZ L —EITHHL TORFERHENET,

BarvToYstHIodo 04— ILE

~

GEF) TEEHFLOURLITIAVEZHERALC.778A R —(FHE3T778A R —THEAESH
LZID) TR V= A N—Vy PR ERTEET EL. T 7EARY —IZLV[ET URL
TAVICHLCT 7y arva T CEETIDET /AR V— T —T A R—2
ZHIIT D & X ERO URL # R ZHHICTHZ EHARETT 22 L. — 3B I0E % %15
L7tk CE a7 o= P TR+ 20803 % U 7, Cisco Web Usage Controls |%
T LD T T VR E BE L RV DO N T v a3 ikt d 5 URL OFE
XTI RSFE IO EFICRY ET E L. ENUBEO N T 7y a 35 &k L b7
TV EFAHTE £,

FIE1 [EF=VUT ¢ ¥ —¥ A (Security Services) ] > [ HFF R = > ;b 7 — L (Acceptable Use Controls) ]
FIEIRNL 9,

FIF2 Cisco Web Usage Controls % A r—7 M2l £,

FIFE3 T T oYM E 7Yy 7L TAFR—T ML £,

FIF4 EHEZXEL CHEEL E7 (%3 (Submit) ] & [£HE % # € (Commit Changes) 1),

X5¥80 URL

KOO URL L I1L EHFEAD URL BT A VICH HEDOH AKX LA URL BT VICH 8L
\» URL T,

~

GE) BRIV =TI N—=TDAN=v T Z2HRTLHEEINIAZLURL BT T VI AR — 7

=T DA NR—=2y I L TRBIREN TWABREIZOL T L—FIZEFN TS L RS
mi—;«o
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| B9E KYS—DBAICKHT S URLDOSE

WRLFSoHsvavosgEnms A

—H LW hTITY ERASREN TP I 3 3T T [L AR — b (Reporting) ] > [URL 7
=)l (URL Categories)] R— T [ﬁj\*ﬁé T2y URL (Uncategorized URL)] L Ti&lﬂﬂ: é e
FT,ROEURLODLZ LI N ARy FU—F7HNDO Web W A b ~DERNLAL 3,0 A X A
URL 7= Y ZfEHL CTHE URL % 7 L—7{t L N Web %4 M XT3 X COERE
P45 2 L 2HERL 7, 2T Ko T A S0 T2\ URL (Uncategorized URL) | & L T
HEND Web N T U a L OBBBAOL NEN T Ty a U [N/ A S iz URL
7 4 v % U 7 (URL Filtering Bypassed) | #aHEHDO —# & L THEIND L H 12720 £,

BEEIEE
o T AUNEZYULUTENOESFEOT —ZIZHONT(9-26 2—)
o HAX LB IUSNE URL 715 2V OERL & itk (9-16 ~<—3)

URL & URL AT T D&

GE)

URL 7 ANV H VT = P37 747 NEROURL & URL 773V #BET5 & X,
FPF ARV — TN —TFICEFATHIHAZLURL AT Y LA L CTURL 3L £,
BEROURLN I NV —TIWZEFENTWDENDAX L AT E—FHLRWEE URL 7 4 LX) v
7 Y% D URL ZEFRKFHO URL A7 2V L L £9,URL 3 H A X L URL h 7=
VICHERBEHDO URL A7 T VICH —H LR WEA ERITARDHEICRY £7,

RV —= T N—T DAL=y T HHRITDHEEXIC AAXLURL AT VE R — 7
=T DA N—2y FIZH L TRBIREN TV BERIZOL TV —TIZEEN TS LR E
nE9,

BED Web A4 FNEID Y THENTWA AT I ZfERT HITIL RSO URL LS
72 URL ®L 7R—k (9-3 ~X—) D URL IZBHEI L £,

BEIER
o KSYHED URL(9-2 ~<—3)

KR7IED URL ERDESh-URLDLKR—

KOO URL BL S EN- URL # 3 A2 ICHETXFT, v A3 Tl O URL % A
FRICREETX A URL EEY — L& Z2a® Web A THEEL TWE,
https://securityhub.cisco.com/web/submit_urls

BEENTZURL D AT —H A EMERTHINE,. ZDOX—=VD [EELT7- URL D AT —H R
(Status on Submitted URLs)] ¥ 7 % 27 U v 7 L $£9, £72 . URL %5 — /%l L CT.URL (2%
DU THNTWSHURL AT T Y 2B TEET,

URLA T3 T—2~R—X

URL BEENDI AT IVIE T ANLZ VT BT T—HRXR—R Lo TREINET,
Web Security Appliance {34 URL 7 4 VX V7 =0 2 LICHEREZINEL ERloT —#
N=2RF L ET . 74N F V7 T3V F—=F_N—=2F Cisco T v 7T — b =70
EMICT v 7T — M E2ZEL 7,
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£98E RYL—OEAICHT B URLDSEE |

W B LEYLTIVSOOBE

URL A7) F—=Z_R—=R IV AaNHERBI NS X —Fy b DI FX Ehy— X TEH L
F—H ) —ARKHENTVWET EHED 1 DTHE2F—T T4 78 7aldcl b
DIFHRIT X RSN THYOL OO RIBICELT I NLET,

BED Web b A MDRE[O U THNTWBELT I Y ZRERT DL RDTEO URL L85 HEEN
7Z-URL DL R —h (9-3 X—) D URL IZBHEIL £,

BE#EIEE
o EXaUT 4 Y=L RO LFR—F NOFTENT LD EH (22-32 X—V),

URL7 IR YT T VDERTE

FIE 1

FIE 2
FIE 3

FIE 4
FIES

FIE 6

77 4/ | TlE.Cisco Web Usage Controls URL 7 A V2 Y o 2 DTV AT LBy BT
T 4P =R TAF—=T IR T,

[E% = U7 ¢ % —E A (Security Services) ] > [f# H7F 7] = > b @ — /L (Acceptable Use Controls) ]
EIRL 9,

[7 1 — VR TE % fm (Edit Global Settings)] #27 U v 7 L £7°,

(MR =2 b v — L&A %23 % (Enable Acceptable Use Controls)] 7' B /X7 ¢ 23 4 31— /L
W7o TWNWHZ L xR L £7,

I TG D A R—T IT BNE I ERNL £7,

URL 7 4N HZ Vo =P BRI TERNEAIC. Web 7 Dﬂ?/ﬁ‘fﬁfﬁﬁ_’\%77j‘ﬂ/] D
77 ary (=% Monitor)] £721% [ v 7 Block) ) ##IRL £J .7 74/ M [£E=4
(Monitor)] T,

B AR5 L CHEE L £7 ([25(5 (Submit) ] & [Z ¥ % & (Commit Changes) ),

URLAT3T Y £y FDEHFOEHE

FHIERESNTZURL AT TV DOy MEIHLWWeb D kL > R EHELT AT ANE =28
b T2 THSNET  URL BTV By FOFHITHH URL OB 3E URL O F
BT AEREIIRRVET AT By FOEFIZL > THFEORY v —0DFKE
NEBRBINDZERHDHTZD ANV EILRY FT,URL ATV y hOEFIIEEDOY

U — A TITH L AsyncOS T v 77 L — R I EDH Y £H A,

INGIZET O HIZ L TO URL b AFTE £
http://www.cisco.com/en/US/products/ps10164/prod_release_notes_list.html,
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| B9E KYS—DBAICKHT S URLDOSE

WRLATIY &y roEHHEE N

LFoO7 7y ar #8370 F7,

RITY HEH Bk

WEENRFEITSINDA] (URL 73 By hOFEFITE HEBIZONT(9-5 X—)

(IR ED—H L |[URL BT Y &y b OFEFOHIME(9-7 2—)

LT:Z}’LE@&X? e > NZIN - —= ] = T2 (Q.Q N0

5B L) ﬁﬁki@x%éﬂtﬁ73)077jwkum®f4 ) \
BTV BIORY) O —DEEIZEHTHT 77— D35 (9-9 X—)

EHNFETENTZHE URL AT 3Y By FOEFICETEIT T — h ~DI&E(9-9 2X—)

URLATIU Y FDEFICKSIHEICDOINT
URL 773 &y hOBEHIBEGFOT 782 R) v — BRI — v RAa F—4 &
Fa2VT 4 RV = BLOIDICUTDOL ) B AE 52 £9,
e URLIT I vy hOEFIZLDLRI) VY — T —T A=y T ADEE(9-5 X—)

e URLATIY By hOEFICLARI S —DT 4 NEY LT T Ig s ~DEE
(9-5 ~2—2)

URLATTY €Y FDERIZKBRYS—TIL—T A=y TADRE

ZOBEONFIZ.URL H T VLo TERBTED AL NRN—V T H2EA/TNDLTXTORY
— AAT BIORIDICEELET RIS — T —F A= v A URL T VI
FoTEREEINTWAEA T By F~DEFIILUTDO X D e Ba KT T REM D &
U SETO

o AUNR=VyTOME—DRETHTh T3 RBEIBRS NS E RN Y > —£7213 1D I
T4 E—=T IR T,

RIS —DANR—2 v TFEEHRL TWEZURLAT I Y RNEHFEIN, FUCfE>TACL Y 2k
LEFEINTIEEIZ Web X NEREIL F1,

URLATIY Y FOEHIZEKBER)S—DITAILEY T FTHO 3 ADEE
URL 773V vy FOEHICEIY HV T —OEENRLL FOLIICEEIND AJREMNELRH Y

e
EENE RUS—ELUVID~OEE
FHLWAHTIURE |[FERY P —ICBW T HTICENMENTATIVDOT 740N T 7 a  Ax, EORY v —
man=5ae D [473H ST/ URL (Uncategorized URLs)] THREINTWAT 7 a v k72 7,

HFIYREIBRSR (BRI b7 U ICEEAT bR TNET 22 g v irER S ET,

- LH /N

S FY L —NHIRS N h TV ICORMEEL TWEBE . 2 0HE ) L —25 4 B —T 72
D \ij—(}

AU —EEL THA ID BHIBRENT-ITIVICORMEEL TWEEES. . FORY o —
75 =7y 9,

HFEY OLTBE |BEORY S —OBEIC T AEE LS D EH A,

RSO T
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F9E KUYL—OBERICHT S URLDSEE

W WwATIY &y FOEHOEE

EERNE RI)—BELVIDADEE
AT YNBEIEN 1 O00TTVNEROFRAT IV LR ER/HY ET . EHLO0FMITIVICE,
et ey TEDOHTIAVICEEMN TN TWET 7y a vy REgEhEd,
B ORAFED T R —DIHDOHT AV FTRTICELT 7y arNED L THATWESRA. v—Y &SN
FYNR—TEN DTIVICETOITITY ERICT 7y arBNEENFEFT O TI VT RTR [/ a—
5BA FOVERTE Z i ] (Use Global Setting) ] IZRRE S L TCWe B v —Y SN 73V [
12—\ )L TE % i ] (Use Global Setting) ] IZ5%E S L E T,
RV =D TIVICEESERT 7 arPE LT R TWERE. ~—Y &N
HTFAVICEDYTOENET 7 a i . ZTORY > —0 [SEEN TRV URL
(Uncategorized URLs)] DR EIZ L > TR EY £,
o [/FA I LT URL (Uncategorized URLs)] 28 [7 &2 7 (Block) [ (£ 721X [/ v — 31
R % i ] (Use Global Settings) ] (7 12— N VR ED [ 2 v 7 (Block) ] D5A) ) IZi%E
SNTWDLIGEIX O TI VBN TRGEIRIEL WY 7V a ryRv—V Tk
HTFAVIEASNET,
o [/ E N T\ URL (Uncategorized URLs)] 28 [7 2 v 7 (Block) ] LIS (721 [/ 1 —
2)VERTE % f# FH (Use Global Settings) | AN (277 2 — L3R EN [ 8 v 7 (Block) ] LAk D
BENICREEINTOWAHEENIE. TOA T VIZBW TR LHIESENT 7 3 >0
~—VENATIVICEASET,
ZOBEE LRI T ey JE3NTWEY A MZa—R T 78X TE 5 L)1 5 REME
NhH Y ET,
RV — A R—=V o PR URL ATV ICE - TERBENTEY  ~—2ICBHES 25—
DOHT I Y FE72T [7FE ST/ URL (Uncategorized URLS)] D7 73 a W iRAR Y 2r— R
YNR=Yy TOERICHEENTORWESIEKEL TOWLIHBAICHL T r— UL K
—OENMEHENET,
o HIROEEL SDIAMIZIRD LBV TT(TRTOT 7y a2 XTOR)— X AT
THHTEA2DITTIEH Y FHA), 7 7 v 7 (Block)
¢ HIEx (Drop)
o 1851k (Decrypt)
o 45 (Warn)
o ]~ — Z (Time-based)
e =4 (Monitor)
e /YA AL — (Pass Through)
Gf) ~— VNI TIVIESNTWNERHR—ZADORY > —TIX DA 73V DN
THICEEMNS T BN TWET 7Y a BB IRE £, (=2 DKRY > —T
LIRS BEL WEIIRBBENT 7 a URBETIIARAWZ 28350 £1),
BR:EE

o =V EINATAY (97 =)
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| 9%

RYS—OBEAIZHT 5 URLD S

v—UEnf-hAT3) H

PLFoHiX, ARV >—d [URL 7 4 /L% U > 7 (URL Filtering) | ~X— DX E
SN TI Y ERL TWET,

WRLATIY &y roEHHEE N

HoSWT~v—v

v—CEhi=h

TDOATIU1 TDOATIY 2 SEEINTAL URL F3Y

£ =% (Monitor) | =% (Monitor) (N/A) T=X
(Monitor)

7wy 7 (Block) |7 1 2 (Block) (N/A) Ty
(Block)

ra—VRE |7 — VR E Z ] (Use (N/A) 7 a— LR E

% f#i FH (Use Global Settings) Zffi ] (Use

Global Settings)

Global Settings)

4 (Warn)

7 v v 7 (Block)

£ = # (Monitor)

TDOHT I VBN TR L HIRIENT 7
oa v R,

4L (Warn)

£ = # (Monitor) e 71w 7 (Block) 771X e 71w 7 (Block) F7-1% Taw
. U SVRERM (Use | o 7 m— SLakiE% A (Use Global (Block)
Global Settings) (7' 7 —/3/1 Settings) (7 v — 328 [7 & v 7 (Block) ]
28 [7 1y 27 (Block) | 1Z#% ICHRESNTNAES)
== \ H _/\ N &
Esh TR o) TEDOHT VBN TR B L W
Joa v R,
~7 v 7 (Block) £ = % (Monitor) £ 7-1% e E=4 (Monitor) £7-1% =X
P a—rLRRE RS (Use |« 7 B — SLakiE %4 1 (Use Global (Monitor)
Global Settings) (7 & —/3 Settings) (7' 2 —/3/L73 [*E = % (Monitor) ]
L3 [ =4 (Monitor) ] |2 ICRESHTWHEE)
HESNTOLHR) TEOHT I VICH TR HRREN T 2
va v EEH,
AVN—V vy |\ ATIVOT 7 aryBDRY | ROGEOURLOT 7y a BRI —TH |[£=4
MNURL A7V |[—THESNTELT . IT |[EEINTELT . RKPHEDO URL DY v —,3L | (Monitor)

Lo TERHS
WTWBRY

—DHA:

&= # (Monitor)

FYDTa— )L R —D

&7y [7 v > 7 (Block) ],

AU —DfED [E =4 (Monitor) ],

URLATI Y v ~ DEHOHIE

F7#/NVETIX URL AT I Y By FOBEFTIHBNICITbAET 2L, 25 DOFEHFIC

LFoTHEFEORY —RENLEEINDAEMENRH D720 T RTCOEBBFEHFZT 4 —7 1

295 2 EaHERL 9,
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£98E RYL—OEAICHT B URLDSEE |

W WwATIY &y FOEHOEE

*Fay Pap: 3

BHixT 4 =7 NVIZLESAIE (VAT | FEINCELD URL 72U £y FOER
LB (System Administration) ] > [7 > 77 | (9-8 XR—) B IO

L—R &7 v 75— O&E Upgradeand | E¥ =2V T 4 =B ZADarKR—32 kDOFH)
Update Settings) ] ~—> D [7 v 77—k |[IZX 5 HH(22-32 X—)

H—X (U & b ) (Update Servers (list))] & 7
YavIlEH I TWAETRTO—E X
TFETCEGTAMLERHY £,
TRCTOHAMEH 2T —7 T 5D Ty T T —RBIOY—E ATy TT—FD
BE DI (22-35 ~—2)

~

G¥) CLIZMEHT 2581 EHHREZEr (0)ICREL THEHET 1 E—7 ML £7,

FEIZLHURLATITY £y FDOEH
~

GE) HEITHOREFEFWEL 2N TLSEE N,

HEEN 27T A =7 N LESA R BLBEIOSC TFETURL A TAY By E T
i‘d‘o

FIE1 [EF =V T ¢ ¥ —¥ A (Security Services) ] > [ HFF Al = > b 7 —/ L (Acceptable Use Controls) |
R 9,

FlE2 77T PR ERENLE 9 D EEL £,

MEAFF =2 b e—b =2 ¥ OFEHi (Acceptable Use Controls Engine Updates)] 7 — 7 /LD
[Cisco Web F| O ill4# - Web 17 = U D A7 = U U A (Cisco Web Usage Controls - Web
Categorization Categories List) ] Z &ML T 7Z 3V,

FIE3 ETHTHITE ST HEH (Update Now) | 227 U v 7 L E7,

TRELUVERESIN-ATIIDTIHILFEEE

URL 773 Y £y hOEHIZL > TBEFEORY > —OBEREREIND Z EBNH Y £9,URL
BT By FBAEHINZEZITHIETEDLLIIC ARV — 2R ETHRIT FFEDERE I

KLTT7ANVEOREEREL TBLERH Y T .5 LW T NBEMS iz
FEOHTITIIRHFLWATIVICY—CENEEE . TR0 TV ITHTAEZERY —DF
AN T arviEEORY —0 [3FEI T/ URL (Uncategorized URLs) | f% E WA
SNET,
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| B9E KYS—DBAICKHT S URLDOSE

WRLATIY &y roEHHEE N

BRI DREDHEE IIEBDRIT

EFIFE1 [Web X = U T 4 <~ F— + (Web Security Manager) | Z 3R L £9°,

FF2 {FTI7EARI—EHRARI— v R2a F—F% X2V 5 1 KU —IZ%x L T.[URL
7 4%V 7 (URL Filtering) ] V> 7% 27V v 7 L E7,

FIE3 [/ STV URL (Uncategorized URLs) ] (2% L TIIRE N TV DR EEHERL £7°,

BEIER
e URLATIY By NOEHFHICLARI S —DT 4 NE YT T I g ~DE
(9-5 _*—3)

ATITVELUVRIO—DERICETS57S5—FDRIE
HFITY By NOEFIZL > T LUFRO2FBEOTI— R MU H—SNET,
o WTIAVDOERTIZONTDT 77—k

o HTAY By FOERIZI - TERELEIT =T MbINTR) v —IZHT 57
7—h

FIE1 [V AT LEH (System Administration)]>[7 7 — b (Alerts) ] %I L £,

FIE2 [ZEFDIEN(AddRecipient)] 227 UV v 7 L TETFA—N TRV A(FF EEOET A —IL
TRLUZ)&EBIML £,

FIFE3 ZETDHTTI7—bD[TT7—b ¥ A7 (Alert Types)] & [7 7 — b O HEH K (Alert Severities) ] %
WEL 7,

FIF4 EEEZEXEL CHEEL EI ([%E (Submit) ] & [EHE % # & (Commit Changes) ),

URLAT3Y £y FOEHICETSHT7IT—FADKEE

NTAY By FOEFIIHET L7 7 - 2B LEBEIX UTEFITTOLERDH Y £7,

o NTTUN—Y BMHIKRENTZHZTHERY > —L ID NG| EHERY > —0 BIEA -
LTCWAZEERERL.

o HEISNIATAVIGENENTZHFHLHR A 7T IV 2iE T 5720 R =L ID %
EETDHZ LEBmatl £75,

BE:EEH
e URL 7V &y bOFEFHICLDEEIZONT(9-52—)
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£98E RYL—OEAICHT B URLDSEE |

W BRLATFIVICEBFSUFILavDTNEY LY

URLATIVICKBESUTFHILa DI E) VT

URLZ7 4NV 2P LT T 78RR v— B bRV — T—% X2
TARVY—=DrNTFoF I a7 g2 )T TEEST R — V=D URL AT =
VERET DI AAZLURL AT Y (ERSNLTWDLEE) EERFAURL VT IV OT
JvarERETEET,

BETZXAURLZANEZN T T a i RIS — ITA—FDEA I TR Y £,

*Fvay Ak

7 7 A KR U —(Access Policies) |7 7 A R Y v — 7 )—7® URL 7 4 V¥ DFHE
(9-10 =—2)

185 bR Y > — (Decryption HBEbAR Y > — Z—7® URL 7 4 V¥ DERE

Policies) (9-13 X—7)

YAAF—R X2 YT 4R |F—H X2V FT 4 R — T IL—FDURL 7 4V #

— (Cisco Data Security Policies) |DF¢E (9-15 ~X—7)

ESPEREYS

s TIRARIY—=TONI T4y I7DIZ AL 7 k(923 =)
o Z—PAOEE LHATOF ] (9-24 =)

o NAKNBLUSE URL 717 = U OIERR &R (9-16 ~<—)

e URLATIY By FOEFICLARI S —DT 4 NEZY LT T I g ~DEE
(9-5 ~_—3)

TFH9ERAR)S—FIL—TDOURL T 4 JLADETE

FIE 1

FIE 2

FIE 3

2=V ERDOT IV BA RV — I —FBLORT a—sL R >— 71— 2% LT URL
TANE) TR ETEET,

[Web % = U 7 1 < F— ¥ (Web Security Manager)] > [7 7 £ A 78 U 2 — (Access Policies) ]
PEIRL 9,

Ry — T =TT MRETHRY > — 7 /L—F D [URL 7 4 /L% (URL Filtering) ] ¥1i2d % U
v Ixr Uy 7 LET,

(EB) I AX LA URL 7T Y DT 4 )% 1Y 7 (Custom URL Category Filtering) ] £ 2+ 3 >
T 77y arvEFETTHHNAXLURL AT IY 2R Y U —ITBINTE £,

a. [B AKX L T3 Y DN (Select Custom Categories)] =27 UV v 7 L £7°,

bh. ORIV —IZEHDHHAXLURL T3 2@ L T [#H Apply) | 227 U v 7 L E7,

URL 7 ANF VT 2P TIITAT Y NEREBETHHI AL LA URL A7) ZEIL
F9 . URL 74NV H VT 2D NE VT4 T PEREEENTWD I AZ L URL BT 2
VALEL £ . SN AZ A URL AT VIEEIRENET URL 7 4 V2 ) T =
VR ERFADOURL 7TV LD HENC EENTWDOIHAFZAURL ATV T T747
v hZERko URL % ik L £,

R —=ICGENTWDADAZ L URL AT AV IE [ WAZLURL DT DT 4VZ ) 7
(Custom URL Category Filtering) ] 7 ¥ a Y IZFR RSN ET,
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| B9E KYS—DBAICKHT S URLDOSE

UWRLATFTYIZ&EBFSoHFovavnrqnsayyy A

FIE4 [HAXALAURL BT YDT 4417 (Custom URL Category Filtering)] €7 v a2 > C. & F
NTWDEEDAXLAURLATIVOT 7y arz2RIREET,

BE Sk BA
Ja—URE (T ae—UL R — =T TREINTWAR IO TIVHOT 731

Z A (Use YEMMLET, 2T 2=V ERORY > — TNV —=TDF 74V T 7
Global Settings) | =2 > T,

a—YPEZORY L — L —FICOBLrBEHAENET,

GE) HWAHXALAURLAITIVNTu—)L T I7HRARNY T —EERIAZ
TWABRAS 22— HFEEOT 7 EA R —IZE&FENTNDHHAX A
URLATIVDT 738 T a it 7 e — ViR EZ i (Use
Global Settings) | Tid72 <, [E=4 (Monitor) ] 12720 £3, 7 A X A
URL AT YN a— )L 7782 R =TSN TN LS
1.7 v — LR E % (Use Global Settings) | &38R T & £ A,

=D Web 70X U X, ZOREC—HTDHN T HFrara2HAELET,

(Block)

VE AL 7 b BHIOSHENZ DA TITYDURLTHD T 7 4w 7% FRESHEEATIC

VA AL NLET, 2T 73 arZRINTHE [UXAL 7 N

(Redirect To)] 7 4 — VK BRREINFET T RXTCON T 74w 75X AL

7 b+ 2AURLEZASNL E7,

AT (Allow) ZOATIVDWeb VA MZHT DI TAT 2 PEREFIZHTL E7,

R ENTZEZRIZUBEOTRTOTZ A4 NVZN TNy 2T AF v %
WNANRAL ET,

BHEHTED Web A ML TCOLZOREXEHL 9, Z0OREIX.HN
WY A MR L THEAT S EnTEET,

e

T X Web 7o X NI EBREFAET . 7oy 7 LETA MDY I MOKRY

(Monitor) = TN —THIHHREWeb L Y 2T — gy T4 VB YT ) LR
LC. 72747 FEROFMZFITL 9,

# 5 (Warn) W Web X3 BRE2 T oy /L TEERX—S2FRLETH, 22—
PITEER—DNANR—FF AN Vo 77y 7352 & TRAITTE
\i—;’_ﬂo

I F—H_R—Z HxDa—FRN BEINTERY a—AFFRITER 7 r—FlcgET 5 L 2
(Quota-Based) |HNRFRENFET 74 —FITETHE . Ty 7 X=UNFRENET I
BI#PHB L +— & (10-15 =) 2B L T E &0,

FRERET N — R Web 7 m X VI HBE SN RMESGEANTEREZ 7 vy 7 ETE=# 1L F
(Time-Based) FTORFMFH B L7 +— % (10-15 X—I) 2B L TLF &,

FIE5 [FHAIEHESNTZURL ATV DT (/v# Y 7 (Predefined URL Category Filtering) ] &7 3 =
YO ENTAVICK L TUTFTOWTNNDOT 7y a 28R £,
o 7 u— LR E % fdi ] (Use Global Settings)
e =% (Monitor)
o & (Warn)
e 71w 7 (Block)
o [l — 2 (Time-Based)
o U 4 —#~— Z(Quota-Based)
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£98E RYL—OEAICHT B URLDSEE |

W BRLATFIVICEBFSUFILavDTNEY LY

FIE6 [/¥HI 4TV URL (Uncategorized URLs)] £ 7 > 5 > CUERF A E2IEH A X LD URL
TAVIZHEENRNOWeb A b ~D T T AT FERICHL TEITTEHT 7 a v 2@RL
FI IOBRTICES>TURLATIEY By hOEFHICE VAL EZHRATIY L~— BT
FIVDOTT7HNVE T arbikEn £4,

FIE7 ZEHEZEFEL CHEL 7 ([ZF (Submit)] & [AHE % # E (Commit Changes) ]) .

o HWWIAI/Ba T LY DT ay 7O 9-12 =2—)

IBHAASBa T YOI Oy OHES

Web A h T,V —A X—U LIZGEARRLR a0 T oY ERZT IV = ar ERRE
NHarys7 oY EflBBANNTE Y BRTHLZENTEET, T 74V 8 TlE. Y —A Web A b
DB ERR S DA ZBRa T o3RS Toneh T 3T 7V r—v =
VIR L7277 v a v ilEonT Ty ay 2R E =4 & NE T AR XA V=T
EFF L THEEN YouTube 77 U r—va vt LCEEn2ar sy Eiiiars
VYANDN I =2 =X A MNIEDDL I ENTEET RV =W T X, =3
E'74 & YouTube Il b7 By 7 ENFETH, =2 — XA NIT7 vy 7 SnEHA,

GE) HORAATUVIIHTHERIITBE . ERNBEINDIVAFOT R ARG ENET
(BERD HTTP ~v & —Dlreferer] 7 4 —/VF &L THOLNTWET), 2D~y X —F#iT. 7
Oy 7 3ND5NTIVERATLIE-OICHEHINNET,

TOMREEFHL THEDIAR/BRI LT YDT TN T a kT AN EERT
EFET 22T =2 —XWeb P A M FELWEFIAV TR N EERTHAZ L DT Y DGR
TOHDIARBR L TV EHATHIENTEET,

GE)  Referer X—Z2DFIMNI. T 7 A RY > —TOHYR—KENEST . HTTPS 57 4 7T
OEZFEHNTHI2X. 7 7 BA R Y v —ThHIANZERT DR BISHIZEIRT D URL 17
T YO HTTPS HHLZRET HLENH Y £, HTTPS H ZALDOFKEIZT >\ L E LR Y
v — ) —T D URL 7 4 LV H DEE(9-13 X—V) ZBMML TLEE W, Z DOFERE & HTTPS 18
FALDOME IR T D3I O W TR VD IAR/B IR a Ty D7 1y 7 OB 5 54
BLOHHRIHEE (A-10 X—) 2B L T E &,

FIE1 FEDOT Z7EAKRY T —0[URL 7 4 /% Y 7 (URLFiltering) ] X— (7 7 BARY > — 7
J—7"D URL 7 4 /L Z DFRIE (9-10 X—) B M) T [(MDIAR/BRa TV DT my 7O
%4} (Exceptions to Blocking for Embedded/Referred Content) ] & 7 3 @ > @ [Referer D Hi4+DEH %)
1t (Enable Referer Exceptions)] = 27 U » 7 L £79°,

FIF2 [nb0hT7IY T LicBBar 7Y OFIs) %% E (Set Exception for Content Referred by
These Categories) | 5D [7 U v 7 L CTH T = U % &R (Click to select categories) ] V> 7 & 7 U v
JLUTC.WURL 7 4 NE VT hTTY)DBBOFINOBR RS- 2 & £,

FIE3 [EXAFABILON AKX L URL 7 =Y (Predefined and Custom URL Categories)] U A v 2
DOBEROBINZERZST DT Y 2@ R [58T (Done) | 227 UV vy 7 L TZDOT 7 EARY
L —® [URL 7 4 /% U 7 (URL Filtering) ] <— IR Y 7,

EFIg4 [ZOBRa T Y OHIS %% E (Set Exception for this Referred Content)] K v v 7 # 7> J X
r B HIGRD & A T 2 IR £ 7,
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| B9E KYS—DBAICKHT S URLDOSE

FIg 5

UWRLATFTYIZ&EBFSoHFovavnrqnsayyy A

o [TRTCOEDIAL/ZI = 7 (All embedded/referred content)|: 2> 7Y D AT Y
WBRRS BELLEATIY ZAT OV A NOMDIAR/BZRa T3~ 7 ry
SNFEX A,

o [BIRL 7=HDIAL/BW 2 T Y (Selected embedded/referred content)]: & DA 7' 3 > &
BIRL 2R BELLZ URL AT A VRO RESNELEAICET ey 7 LT Y &7
TV =y a U EERL £,

o [TRTOMDIAZ/BIa T2 DS (All embedded/referred content except) |: Z D4
arEERTLHE I THRELLURL AT AN LTSV r—v a s ERE BELLED
TN X ATDYANOHDIAR/BZRa TV EF—7ny 7 &nETA,DEN . 22
THRETLHHATNET vy 7SN ERITRY £T,

B ARG L CHETE L 9 ([245 (Submit) ] & [A W % ##E (Commit Changes) ])

[L 7R — I (Reporting) ] ~*—<’ ([URL # 7 = U (URL Categories) |.[=-— % (Users) ]. 35 J: Ut [Web
YA h (Web Sites) ) R [HEZE (Overview) | ~— Y DBEF ¥ — MMCFKRENHRBLOF v— K
(2. [Referrer IZX > THFAISND I N TV Iy ay T—X2RRTHIIICHRTEET,
Fx— b RFA TV a CORBROFEMIONWTUL F v — MMET 27 — X DRI (18-4 ~—2)
EHRBLTIEEN,

BRSO —FTIL—TDURL T £ LB DEEE

FIE 1

FIE 2

FIE 3

2=V EROE SR — TN —TEBLOT a— SV EELERY > — =712k L T
URL 7 4NV HZ ) T HRETEET,

[Web &% = U7 4 < F—+ (Web Security Manager) ] > [{€ 5{b.7R U +— (Decryption Policies) |
ZIEIRL £7,

RNY Y — FT—TNTHHRETLHRY > — 7 )—7F D [URL 7 4 /L% U > 7 (URL Filtering) | 512
oDV IRy I LET,

(EB) [ I AX L URL 72 VD7 404 Y7 (Custom URL Category Filtering)] &7 ¥ = >
T 773 avkFITT 2N AZLURL TV 2R Y U—ITBINTE T,

a. [BAZ L 73U DE (Select Custom Categories)] 227 U v 7 L 77,

bh. ORIV —IZEHDHHAXLURL 73 2@ L T [#H (Apply) | 227 U v 7 L £7,

URL7 A NE VT 2P TIITAT Y NEREBAET DN AX LA URL AT 3 %%
WLET,URLTZANEZ YT 2P NF I TAT FEREEGEENTWDH AKX L
URL #7322 9. A ENT-H AF L URL 7 3 VIXEHR S E9,URL 7 «
NEY T 2D R EREADO URL 7Y L0 LA & EHTWADH B AKX L URL
BTV ETT AT NERD URL 2L 7,

RV —ICHEENTWEIALZLAURL BT A VI [HAZLURL BTV DT A VHEY
7" (Custom URL Category Filtering) ] £ 7 ¥ a Y IZR RSN E T,
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£98E RYL—OEAICHT B URLDSEE |

URLATIYICEDB 0¥ I0a0DIaNEY DT

FIE 4

FE 5

FIE 6

HAZLBILOERFEHDOEURL BT T VDOT 7 3 Z2@IRL £97,

B B 7L
Ju—rIvig | 7= SVES BT V=T TRESN TV IO T A IVOT 7 a
B (Use [HEHLET, 20T 22—V EZORI > — V=T DT 74V T 73

Global Setting)

NG
2—PEFZEORY > — TN —FICOBREHENET,

HALLNURL BT VN7 va— "N EELR Y =5 BRI SN TWDE
B2 VPEEDESIRY O —IZEENTWEIHI AKX LAURL AT VDT
TAIE T I aF 7 ue— L ERE % H (Use Global Settings) ] T72 < |
[ =% (Monitor) ] {272V £9, W AX L URL A7 2 VnT a— 185K
Uy —mbBRIA SN TWDEAIL [Z v — LR E % i (Use Global
Settings) ] ZIBINTE FH A,

IR AL — NS T 4w 7 arTF oY EBRETTICISAT N — O E2 /2

(Pass Through) | A/L—L £,

=X Web 70 N3 BERAZFAET. 7oy 26 LEREA MDY IC MDORY

(Monitor) V= IN—THIEHRE Web LY 2T —ay T4 VB Y TR E)ERE
LC. 72747 N EROFMZHFITL 7,

51k Vs LET B NS 74w 7 av T oV ERELET. T 94T A

(Decrypt) EhF 7 4y 2B ESL. L —2 T AN HITP##5 Th 50D X 512,
WEALLIEN T 7 4o 2T 782 R —2 ML £ EmaiE kL.
TI7RARI—%uEHATHZEICEYV NI T 4w B ATy L TwIL
V=T ERETEET,

HlI 5% (Drop) Hfma Foy 7L b —NICEREREZELESYA T 747 2 A3 %
Fey 7 LzZ tada—Va@mml %A,

~

(GE) HTTPS EROKED URL AT IV % 7z o 2F B8 EHER) v — T —70

FOURL ATV EERALTAHAZEZBRL THL. T 7E8RA R v— JI)—T DI
CURLATIZVE2T vy 7352 LEaEINL $7,

[43#8 & U C72 0 URL (Uncategorized URLs) | £ 27 3 a1 > TUEFRE A £7215 0 A X LD URL 7
TAVIHFEENRNWeb VA b ~D 7 T AT v FERIZHL TEITTDHT 7Y a U E2RRL

£

ZORECEL>TURL 7Y £y FOEFICEVAELLHFRNTIY L= ATV D
FTIANE T I arbiRED ET,

IR A 55 L CHEE L £ ([1%1E (Submit) ] & [£ ¥ % 7 (Commit Changes) ),

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
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| B9E KYS—DBAICKHT S URLDOSE

UWRLATFTYIZ&EBFSoHFovavnrqnsayyy A

— 3 wXa T4 RYS—FTIL—TDURL T 4 ILEZDERTE

FIE 1

FIg 2

FIE 3

FIg 4

2—PEFRDOTF—F EX 2T 4 RU— TN —TBIOT g — L RY o — T —F 2%t
LTCTURLZ7 A4 NVZ ) THRETEET,

[Web &% = U7 ¢ ~ % — v (Web Security Manager)] > [ A2 T — % &% = U 7 ¢ (Cisco
Data Security) ] Z1#R L 7,

RV — T —TNVT MRESTLHHRY v — 7 )—7d [URL 7 4 L% (URL Filtering) ] ¥i2& 5 Y
Yo xRI VY I LET,

{EB) [ AZ L URL 72 Y D7 44 VU7 (Custom URL Category Filtering) ] &7 > 3
T T77varvEFTTHHALZLAURL A7) &R Y v —ZBIMTEET,

a. [WAX L BT 3 Y OEP (Select Custom Categories)] 27 U v 7 L £7,

b. ZORV—IZEDDHAAXLURL B 73V 2L T [@H (Apply) ] 227 U v 7 L £,

URL 7 ANVE) T 2P TITAT L NEREBET DI AXZ LA URL 72 &3
WLUETURLZANE) T 2P NE I T7AT LV FEREEGEENTWVWDE I AHX L
LmLﬁ?j)%w@Liﬁ‘%%éhtﬁx&ﬁimLﬁ?j)@ﬁﬁémiﬁJmL74
NEY T 2P R EBFEFO URL ATV LV AN EEN TSI AKX A URL
ﬁT:)k7747/b£k®LmL%%&Li?

RV V—ICEFENTWDAIIAZLURL AT IAVIE [ IAFXZLURLAITIV DT 4 F Y
2" (Custom URL Category Filtering)] &7 ¥ a » IZFRRmI N E T,

[ AZLURL A 73 UD7 4 /0% Y 27 (Custom URL Category Filtering) ] €27 > a2 > T, &7
ALLURL AT VDT 7y a v ZRINL ET,

#1E 2L

Jua—muik (7= R — A= TRESNTWHZDOATIVHOT 733
ExEMHUse |[VEHFEHLET, CNIEZ. 22—V EBOR) O — I NV—TDFT 7 V8 T
Global Setting) >/ = > T9,

I—HERORY > — T —FICOLBEHEINET,

HAZNURL ATV M7 a—NLpAa T—FtX%a 0T 4 R —
MOEBRAISNTVWEEEG 2—PEZED R T —FEFXx2UT 4 R —
WCEENTWDEINDAXLURLATI VDT 7V T a i [Fa—
7NV ERTE % f# ] (Use Global Settings)] T72 <\ [E=# (Monitor)] 1272 0 7,
HAZLNURL AT I I RT a—R_")Lipg Ras—H X7 0 R —
MHBRINE TV D EEIE [ 71— VR E % 1 H (Use Global Settings) ] %
BRTXEHA,

AT (Allow) ZOHTIY D Web H A FTHLTT vy 7 —RERAZFICHETLET. D
AHZANURL A7 VIZORmEH I ET

TP SN BERIZUBOTRTOT—F EX a2 U T 4 AFX v Z/3A /3R
L.ERIZIT 78RR =15 L CEHME SN E T,
EHETEZDWeb A MK L TOLZOREELFEHL 4, ZORTIT. NES
FAMKHLUTHEHTLIZ ENTEET,

T Web 7 0 N3 ERAZFAET. 7oy 26 LEREAMDYIC MORY

(Monitor) = TN —THIHBEEWeb LY 27— gy T4 LR YT E) LBE
LC. 7y 7 ua—RKEROFMEHFEITET,

=R Web 70X NI ZORTEWC—HTH TP I a s aHAL 9,

(Block)
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£98E RYL—OEAICHT B URLDSEE |

W H24LBLUNBURLATT Y OERLERE

FIES [FAIEZSNTZURL A TF Y DT /%Y 7 (Predefined URL Category Filtering) ] £ 7 2 =
VT ENTAVIIKLTUTONWTOT 7 a o ZBIRL £7,

o 7 u— LR IE Z i H (Use Global Settings)
e =4 (Monitor)
e 71z 7 (Block)

FIE6 [/ AT URL (Uncategorized URLs)] £ 7 > 3 CUERF A L2IEH A X LD URL 7
TA VIS NN Web A F~D7 v 7 —RERIZH L CETT L7 7 a v 2RIRL
FT,ZOREIZELS>TURLATIY £y hOEFICEIVAECEFHI TV E~—2 BT
FYVDT T HNV b T arbikE £97,

FIE7 ZHEAEEL THEEL £ (X5 (Submit) ] & [ % & (Commit Changes) ])

BR:EE
e URLATTY By hOEBICLDZRI S —DT 4 NEV T T I g ~DEE
(9-5 ~_—3)

HRABZLELVCSEBURL AT T DER LTRSS

BEEDKRARNLEIP TRV AZRETDH WAL LBION DT 477 4—K URL T2 Y
EERCEET . EBEFO URL A7) ZfRELIZVHIBRT A2 Z ENTEET . INHDH
AHZNURLATIVERBUT 78 A R — T —7 EEfbR) o — T —7 F13v &
DF—H X2 )T R = TN =T ZED T ENTIVICRRDLT 7 a v 280 4T
HE KLV ENDOHAX L URL HTIT VDT 7 arPERSNET,

GE) NMOHOURLATIYEZFRCTHATEINHTAT 7 4 —RIiZK52CTT . &7 7 A/
WM TED o b U EIIHRK 1000 IZHIBEN TWET AT T 4 —F = U OEE LT
ENRT = ADIKTITOR N £,

(GE)  Web Security Appliance TlE, JEBHIC SCF Te_| 3P E e n A% N URL 17 2 U 4 OO
4FER. T 7R S THEASHET, Sawmill # L T7 7 B2 a7 2+ 5881570
AHLURL BT Y ODARNCEEL TLEEW, B AZ L URL T3V OERPID 4 SLFITA
NR—ZREEFNTVS L Sawmill (37 72 107 = N 2 ELL T CXEHA DD
VR D 4 LTI R — N ENDALFOHEHEM L ET W AX LA URL BT OEEIRA
AiZ7T 7R a7 \l5tekd 25813 %XF 74—~y MEE T2 7 72 a7 \BML £7,

ZC&H BRI
o [EF=VUTF ¢ ¥—E A (Security Services) ] > [ HFF Rl =2 > b @ —/ L (Acceptable Use
Controls) | IZBEI L A2 ha— & 4 X—T7VIZL £7,

FIE1 [Web BFX =2V T 1 ¥ — ¥ (Web Security Manager) | > [ 7 A % A3 L O URL 17 =V
(Custom and External URL Categories) ] % #R L £,

FlE2 HAXALURL AT ZERT HIZIE [ 72 Y DB (Add Category) ] & 27 U >~ 7 L 77, BE
FOHAZLURL A7 2V ZfRHET DI URL 7TV OL4RIZ7 Vv 7 LET,

FIE3 KOlF@REZANLET,
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| B9E KYS—DBAICKHT S URLDOSE

ARBLBEUNEBURL 7T Y DR eEE B

BE Bl

Y= A ZOURL AT OFFE2 AL ET, ZOLHNL. AR >— F—
(Category Name) FIWZURL 7 ANV EZ VU T HBRETDHEXICFETRSINET,

U A b JIE (List HAXLURL ATI VDIV AT, ZOHTIYDIEFZEEL 9,
Order) URANHNOHEIIO URL T2V IZl1j2 AL £9,

URL 7 4 VX2 Y7 2P T FRELTMERFTA A X 5 URL 7
VKL T T4 T NERPFFMS L ET,

ATIAY ZAT [2—Av AR 7372 Y (Local Custom Category) ] E721% [FMT T A
(Category Type) 77 4—NK 7172V (External Live Feed Category)] # 3R L 7,

EEV—E X% [ #H (Management)] £721% [7—# (Data) ] iR L £7°, Z DR,
(Routing Table) (3B —T 4 U T IMNHEINCSN TV DGEEICORITHI ZENTEE
T, OFED . B—H) HAZ L ATITY THBIRTEEHA, EIL—
TAYTOEPICONWTIE Ry T =2 A F—T 2 f ADA F—
TNALETITEFE (2-21 =)L TLE &V,
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£98E RYL—OEAICHT B URLDSEE |

W H24LBLUNBURLATT Y OERLERE

RE

A

YA NT 4—F
7 7 A ILVDBFT
(Sites / Feed File
Location)

(7= Z A7 (Category Type) | &L LT[0 —H/ DAL ATAY
(Local Custom Category) | % &R L 7245515 W A X LD [ A b (Sites)] &
FRELET,

o ZDOHAZLBTIAYDY AN TRLRAZ | DFERITERASL £
T HEEOT R 23 ST ERITZ I~ TR > TANLET. 21
5OT7 KL ZAOBRIT. KOWTINIZL 5,

- IPv4 7 F L 2,10.1.1.0 72 &

- IPv6 7 K L A,2001:0db8:: 72 &

- IPV4CIDR 7 R L A,10.1.1.0/24 72 £

- IPv6 CIDR 7 K L A,2001:0db8::/32 72 &
- K A A 4, example.com 72 &

- 7R A N4, crm.example.com 7 &

- KA NLD—E, example.com 7¢ &, Z #LIL www.example.com &
b L FET,

- EBFRIBUI R T L DI [FEMERE (Advanced) | B 7 2 2 T
ANTEFET,

GE) HEOWAZALAURL BTV CRILT KL A&+ 5 2 L1
RECT MM AT MNY AN INDNERFFFHEAERERICE Y £, 07
LRV =N h T3 ) 2ED T ENTIIRRDT 7
arEERTIOIBREAIAZLURL AT T—7 1D 1%KL
WIUVANSNDEITIVCERINT 7y a NI ET,

e (fFE).[URL DY —h (Sort URLs)] # 27 U v 7 L T [¥ A k (Sites)]
T4V RHNOFTRTCOTRL ZAEY—FLET,

@ THRLVAZY—=bLERIT EDIEFIZRT I ENTE EEA,

[B7 =2V % A7 (Category Type) ] EL CPMBTZ AT 7 4 —R 7Y
(External Live Feed Category) ] Z iR L 7235813, [7 « — K 7 7 A /L OYHT
(Feed File Location) | 1§ & A I L £9, DLV  ZOWAZ L BT Y D
TRV AZGLT7 7 ANVERL X n—RLET,

1. [V AaD7 14— KX (Cisco Feed Format) ] F 721 [Office 365 ®
7 4 — K B3 (Office 365 Feed Format) | Z3%&R L TH 5 @t 72
T 4—K 77 ALDEREATL ET,

o [ Aad7 14— K JER (Cisco Feed Format) |:

- EHTD I AR—F 7 b=/ (HTTPS £7213 HTTP) % 3&
NL TS . 947 74— Z77AVOURLEZANDLET, 2O
Ty ANEH <KV E (esv) TERD 7 7 AL TRITHIERD
Bl ZDT7 7 ANVDFEMIOWTUE AN T 4 —F 7 7 A1V
A(9-20 X—=) EBBL TIEE W,

- WEEISL CLFEER T (Advanced) ] ¥ 7 2 3 > D [FRGE
(Authentication) | IZZ VT ¥ ¥ L EZASILETFEELZT —
R = NCEE T 2D T 52— 4 L RX T L =% A
SILET,
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| B9E KYS—DBAICKHT S URLDOSE

FIE 4

ARBLBEUNEBURL 7T Y DR eEE B

RE

A

74— O
(Feed Location)
(Bt x)

e [Office 365 @ 7 1 — K &3 (Office 365 Feed Format) | :

- [Office 365 7 ¢ — K D5 AT (Office 365 Feed Location)] (2,7 A 7
74— 77 ANOEFT(URL) # AL 7,

D77 ANMEI XML 7 7 ANVEXTRITNIERY AL ZD
77 ANDFEMIZOWNTIZ AT 4 —F 7 7 A LER
(920 X—V)&BHRL TLEEWN,

2. [77ANVDEE(GetFile)]Z 27V v 7 LT 7 4—F —n¢fE
BET AN 7 A4—F Z7ANERBIFTL CTH—IMBX 70—
KL ET,

[7 7 A/VDOHAE (GetFile) | RZ D FICHHTF A Ry 7 AT,
RN FRRENET . 27 —BRAELZLEEIT. FOMENRE
NHOT MEEEEL TroHFRITLET RBETDIAREDH S
T —ZOWVWTIEAINET AT 74— K 77 ANVDX T ma—RIZ
B4 2RI (A-14 X—=2) 2L TLE &,

Evhd TATT4—R BTV OEERLRAFL (I AZ LBIV
A URL %77 =V (Custom and External URL Categories) | ~S—3
([Web % = U T 1 =% —+ (Web Security Manager) | > [ 77 A ¥
LF LU URL 7 7= U (Custom and External URL Categories) ])
T. 2Oy b UISHET B [7 4 —K 2252 (Feed Content) |
FIO [ (View) | 227 Vw735 U4 RUNBRHE XU
a—R L7 [ A3 7 4 — KA (Cisco Feed Format) | £ 7213
[Office 365 7 -t — K #£ =X (Office 365 Feed Format) | D7 4 — R 7 7
ANVIZEENTNDT R ANRKRINET,

SRR E [B7 =Y % A7 (Category Type) ] {2 [R— A1)V AKX I F17 3V (Local
(Advanced) Custom Category) | ZIEIR L 7246 2Ok 7 ¥ a ST BMOT KL *
ty NEBEETHEREKREZANTEET,
ERFHEGHL AN LAY =0 L T 28 EOT KL 2%
ETEET,
GE) URLZANEV T 2o TEE ET [ A b (Sites)] 7 14—
RIZAA LT R A& URL RS g4, h 7% 7 v a v
D URL 28 [¥ Ak (Sites)] 7 4 — /L K O AN & — L =561,
I TANLEXREBII I TONEE A,
ERFBHOMH FIEIZOW UL, EHRFI (927 X—=V) 2B L T
<IEEW,
TA—FOBBE |7 —NOEHAT T 3 v EZRRL T,
i}lég\)uto Update the o [HEITEH L 72\ (Do not auto update) |

e [nHH:MM RlE (Every n HH:MM) |: 7= & 21X, 5 sy Ril@E O 85513 00:05
EANLUEFT L HEIHEHTDE WSA DT 3 —< 2 AT
WETHZ EICHERLTLIEEN,

GE) f(FHARER 7 4 —R Z7ALADBBRAEX Y a— R LET7 7 ALk
WERRDGEEFTLWT 7 ANLNRE Yy a—RENT Ay ra—
REFN T SN E T, 29 TRWEEA. 7 7 A VIZESG S e,
304 not modified) => U A RSN ET,

B AR5 L CHEE L £7 ([25(5 (Submit) ] & [Z ¥ % & (Commit Changes) ),
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£98E RYL—OEAICHT B URLDSEE |

W H24LBLUNBURLATT Y OERLERE

EEEE

o HAZLABIWIMNBURL #7F VDT KL AEAET 4 —F 7 7 AR (9-20 X—)
o EHIFEBL(9-27 X—)

o TUEBATUTDH AL AR (21-30 2—)

o HAXALAURL #73VEBIOSE URL #7=2 VIZBT 5 FEA-14 <X—)

DRAILEBEUHNEBURLATITYVDTZ7RFLABRET A —F 7714
[ Ea
T AL LEZLOIMNT URL 17 = U OFERL &Rtk (9-16 X—) 2 FATT 5L 1 DL ko xy
Y —2 7RV REBRETAVLENDLY ET . B —HIV HARAZL ZTIYVDOT KL AEEET
A FETFIEIANE T AT T4 —F BT 74— R 77 ANVTHEELET KA L AX L AT

T EEOT L AZSAT LI~ TR > TANT LI LERET, ZNHDT R L ADJE
AT RONFHRNITL 795,

e IPvda 7 RFL A,10.1.10 72 &

e IPv6 7 K 1 %2,2001:0db8:: 72 &

e IPv4CIDR 7 R L Z,10.1.1.0/24 72 &

e IPv6 CIDR 7 K L £,2001:0db8::/32 72 &

o R A A4, example.com 72 &

e R A4, crm.example.com 72 &

o KA NLD—ER, example.com 7¢ &, Z iUl www.example.com & —EH L 7,

o BEEDNRY - L —ETHEEBOT KL 2AEEET 5 ERBHR (ERBHROMLEEOFEMIZS
WTIT L IEBIFREL(9-27 X—) 2B R)

GE) #HEOIAXALURLAZTIYTRILT RV AZERATAHZ EIERGETT N, T I U RN
VAN SNBDIEFTHAERBRBRICEY FT. AERVI =22 h 7TV 25D T, %
NEWCRRDET 72 a v B8R TDIHENAXLURL A7) T—7 10D 1%& LI
VARNEINDAIAITIVICEBRBINEZT 7y aryRNEflanEd,

k=11

BEIER
o HNET 4 —F 7 7 ANEA(9-20 =)

NET 4 —F 77 ALK

T AZLFZLOSNHB URL 7 2 U OFER & fatk (9-16 X—) 2 FATTH L EI (AT X
A 7 (Category Type)] & L C [4MH7 A7 7 4+ —F #7 =V (External Live Feed Category) | % i3
WT 25515, 7 4 —REX ([ A2 7 14— KB (Cisco Feed Format) | & 7213 [Office 365

7 4 — K £ (Office 365 Feed Format) ]) #3&RL CT.#%4 757 1 — K 7 7 A/ % —,3D URL
ERETHLERDH Y £7,

TA4—RK 7Z7ANZ LTSN ERIFZ KO EEBY TT,

o 2z 7 ¢ — R JEA(Cisco Feed Format) : 7 >~ X8) U E (.esv) 7 7 A /b (Lcsv YL DT
WIZTHR AN T AN BRET OMENRHY EF,esv 7 7 ANDHFT R VIE TR A
1B =T R AZATDOEXT AHIOITICEER T DHENH Y FJ (www.cisco.con, site
KL ad2.*\.com, regex IR E) AN T KLU AHX A 7L site & regex TT RIZ. VAT 74—
RIERD csv 7 7 A LD &R L £,
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| B9E KYS—DBAICKHT S URLDOSE

eI L Y PPZA.

www.clsco.com, site

\.xXyz, regex

ad2.*\.com, regex
www.trafficholder.com, site
2000:1:1:11:1:1::200,site

GE) T 7 AIVHND site T MU DO—EE L T http:// F721X nttps: // %‘—fé\&biﬁb‘w@< 77X
W, T —MNRAELET . DED www . example.com L 1E L < FENT S AU E T3,
http://www.example.com T&iii_ﬁ)%ibi‘a—o

e Office 365 7 ¢ — K &= (Office 365 Feed Format) : Microsoft Office 365 H— NFE 721X 7 7 A /L
RAFED L —Hv B — " EiZH D XML 7 7 A /LT 7, Office 365 ¥ —E ANMEHEF 5 D
TEETDHZ LI TEERA 77 ANVNDO Ry T —2 7 K b AL, products > product >
addresslist > address DIEIEIZHED XML # 7 CHENE T, ﬁ?{@%%fﬂi addresslist Y
(21X IPV6. IPv4, F72iX URL(R A A U RIEREB 2 GTe 2 &b Al) Z457E T & 9, KkIZ,
Office 365 7 41— F 77 ANVDA=y N& L F7,

<products updated="4/15/2016">
<product name="0365">
<addresslist type="IPv6">
<address>2603:1040:401::d:80</address>
<address>2603:1040:401::a</address>
<address>2603:1040:401::9</address>
</addresslist>
<addresslist type="IPv4d">
<address>13.71.145.72</address>
<address>13.71.148.74</address>
<address>13.71.145.114</address>
</addresslist>
<addresslist type="URL">
<address>*.aadrm.com</address>
<address>*.azurerms.com</address>
<address>*.cloudapp.net2</address>
</addresslist>
</product>
<product name="LYO">
<addresslist type="URL">
<address>*.broadcast.skype.com</address>
<address>*.Lync.com</address>
</addresslist>
</product>
</products>

FEILE QAVTFIOYDT4NLEYY

—HEBD Web MR Web B A hINDLT AN 2T oY ET 4NE Y T T 5 K HI2, Web
Security Appliance # #%E C& £9,AVC =2 VU [X URL X Web 7 v ¥ —%2 E &z CTk—7
ET—RZ2HMETHZETHRHTED Web A MIEESHTWEE—7 E—RNEEZFIH L.
=T p—FRY A 3TV L—FT 4T EEHL ET,

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K
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£98E RYL—OEAICHT B URLDSEE |

W 758LFa0FoYDTANAYLYT

()

LTFTOMIREIZESTTE LN avTo s 7 4002 ) 7L T,

TF7vav B2
t—7 —F D H HETIOIMBERNE—7 —FHEHRE L TET P ICE
(Enforce safe searches) REND L H 1T, Web Security Appliance X ET DI ENTEE

T, ZIUC L o T — PR R T D v 2 L TR RE TR Y
UL TLED 2L aBIETE £,

A arToY L— —foar T VEEY A N TIERMBOE—T Y —F e A i
7 4 7 Ol (Enforce [T 2 TH NV ar TV ~DT 78 AET 0y I D0
site content ratings) FLEMGE2FETTLHZEICE>T YA NDTHELE a T

VADA—PIZE DT 7B AEHIRL T ET, Z O E~EREIT.
—fRENC T Y =T 4 T TR T ET,

=T =T HREE IV A b 2Ty LT IRER AT A RY v —iT T
NCRERT IV T RAFR) =L ARSNES,

=T H—FE&UVYAS VTV L—TFT1 VT DER

FIE 1

FIE 2

FIE 3

FIg 4

FIg 5

FIE 6

FlE7

GE)

FIE 8

IR BRI

=T P—=F BRI A ar Ty b—=T 4 T ERENTDHE BRI D201,
AVC = VU N7 7 r— a v EEIT O REERZT IR ET .01 2& LT,
AVC = VNI ER L AX v L RET SV r—var ERHLET . ZORR. T 77
AT ATHEF S H—FHRE L FH AL

[Web % = U 7 1 < % — ¥ (Web Security Manager)] > [7 7 £ A 78 U 2 — (Access Policies) ]
EIRL 9,

[URL 7 4 /L% U > % (URL Filtering) ] 5112 5. 7 7 £ A R ¥ — F L —F £7=137 m—3 1
RV — T N—TDV %707 LET,

I—PEREDOT VAR O —ERmET L25E.[2 7Y 7 ¢/ % (Content Filtering) ] & 7
varo[aryryY 7 4)vE AR LAEIE % iE % (Define Content Filtering Custom Settings) | %
WL £77,

[—7 $—F 2 HF%h2 3 % (Enable Safe Search) | F = v ViR vy 7 A4 L C.b—7 P —
THEREZ A X —T VI L £7,

Web Security Appliance D2 —7 H—FETBIEY RN —F SN TV RWREBT P vnd 22—
FETay 7 3TH0EINERRL £,

[V A b =227 VRl & 4 #1129 % (Enable Site Content Rating) | = v 7R v 7 A& A4 2L
T HA s avsry v—F7 v IifeE A x—7VIZL £7,

PAR—bSNdar TV b—FT 4T Web VA EDHDOTH IV ar TV ETRTT
By 73 HMN T Ra—W URL 7 4 V& U v TEER—U R RRT D0 &L £7,

PR—=FINTWNBENTIUDNOBRB L Vo FiFary 7Y b—T7 427 Web A b D
URL 25, [F Al (Allow) ] 7 7 ¥ a U DN SN TWAE B AX LA URL 7TV IZEENRTWEE
ERBERIIT oy 73 NT . TXTOa T YNERINET,

B ARG L CHETE L 9 ([245 (Submit) ] & [ W % #E (Commit Changes) ])
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| B9E KYS—DBAICKHT S URLDOSE

FHEARY—TOrST4vo0yZ4Lor A

BE:EEH
o I— W ADEE LEATOFFA](9-24 X—)

> — Y &~

FRILE OAVTIOY THORAROOXDS
TI7FNVETIE T 78R a3 L2770 07 A% OHENRGENTEY HE
EEZ NV OWDy aNICREEBEINTWET  BERT T UV T AX ¥ VOHEIT, E—7
P—FFEEFTA s arT oY =T THEENR N T 7 a ZEAI N TWENE
AMEBRLET BRBRT TV T A OHEERET /78 A ns/LW3ICT 7R m
JTIBEMTHZ s TEET,
o T IUEA ul %XS

e W3C 7 7/ & A 17 :x-request-rewrite

i HL

ensich — |5ED 2 547 PERNRLZETHRL B—7 y—FHENEN S E L,

enert DI FTAT 2 FERPLETR AL 2r Ty L= ¢ 7R A
SINFELT,

unsupp | JEDZ G A 7> FERAYFE— R SR TOARVRETL YU ITTLE,

err DY TAT Y PERILZETHED Y FHAN, =T —DFdict—7 —F

b AN arTry L—FT o0 VBERELEHENETATLT,

) HEENNARRAEINTZTZD(F T I a B AKX A URL 4732 THFAIE
NEBEERE)  FHRIFVR—FENTWARWT Y r—y g TERNETEN
Tl =7 F—FEREL YA b IL TV LT L TR 2 T ATk
ERICEA S NEEATL,

=T b —FFRITV AN 2T =T o TR s T vy SN ERITIE T
JHA T TUTFOWNWTNANLD ACLT VY ay X7 NS ET,

e BLOCK_SEARCH_UNSAFE

e BLOCK_CONTENT_UNSAFE

e BLOCK_UNSUPPORTED_SEARCH_APP

e BLOCK_CONTINUE_CONTENT_UNSAFE

BR:EE
e ACLT Y ay Z27(21-19 _—3)

th’Z RY)—TDORIT7499D)F AL

TEDBHN D AZLURL A T7TITVDURL THDLI N T 7 4w 7 EBELESGANICI A AL 7 b
T5EIICWebEX2 VT 4 TTITAT LV AERETEET, ZNIZE Y 56— Tt
S TTIAT VAN T T4 7B VA AL N TEET HAXLT VAR — 7
N—TFERZ T o=V RV — TN —TDN T T 4w 7% VE AL 7 NTEET,
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SN Y 1

(XL & BRI

o NI T 4w I EIVZAL I FTHITIEARLEL 1 OODAZX L URL ATV 2EHRT
HVENRH D F9,

EIE1 [Web X = VU7 ¢ = F— % (Web Security Manager)] > [7 7 & X 7K U — (Access Policies) |
ZImINL 7,

FIE2 [URL 7 /L% U2 (URL Filtering) | 5126 % . 7 7 B XA RV ¥ — Z—TF %7137 m—rb
RV — T N—TDV %70 v 7 L%ET,

FIE3 [HAFXLURLITITY DT ¢/L% Y7 (Custom URL Category Filtering) ] €2 > 2 > T, [# A
& 73 Y OEFEP (Select Custom Categories)] &2 27 U v 7 L £7,

FlEs [ZOKRIV—DOH AKX LT T T Y &I (Select Custom Categories for this Policy) ] % A 7 & 7
Ry JAT VXAV I 8T LHHAZLURL AT T VK LT[R Y —I2&H 5 (Include in
policy) ] Zi#IRL £,

FIFES [EHApply) ] 227 Vv 7L FET,

FIE6 VXAV IETDHHAXLATIVD[VE AL 7k (Redirect) |5 E 27V v 7 LET,

FIg7 [VX AL 7 FHE(Redirectto)] 7 4 — /LRI T 7 4 7DIUX AL 7 MEDURLEZATIL 97,
FIE8S AFAEEEL CHEEL 7 ([2%5 (Submit) ] & [Z ¥ % i & (Commit Changes) ),

GE) "9 749 0%V F AV I NI DL TTFIATV AERETIHEAITVERL—FITD
BRWEIITHEEL TLLEE N,

BE:EEE
o NAHXABIONES URL 52U OERL & RE (9-16 =—2)

AxX> g ELR—

NI 4w 0B VEAL T T DHE ROICERINEZWeb YV A DT /AT 20U
REDIRECT_CUSTOMCAT /> 545 F 5 ACL # 7 Mt & £9, UK. 7 7 & A2 1 7 GEEIZKRDIT)
WCUX AV NED Web A FD= FUDBRERREINET,

[ | (Reporing)) 712465 B L = 1 UEAL IR SRR TF S A
1 [FF 0 (Allowed) ] E/RENLET,

A—HFADELE LGTDIFR

%4%%%&&@%Wﬁ%z%ﬁﬁixtwﬁb\ Lrhoa—P L CcE T BRI L o Ca—Y
AIMERAIREIC 2 o TWABRE. T 7 A a2/ Clia—Y4 TCa—REl s n, 2 — 4 0l
HTXRWEASIZIP TR L AL - TSN E T,

UTFTOWTNrOFEEZEHL T a—HIcBEE LY SIiT2d T 552 &R TEET,

o TIUERVARYY— I N—TDOURL Z7 2 VI LT[ (Warn)] 77 v a 28R L F
I, F 2T

o A M arvT UV L—T 4T EEAIX—TNVMIZLT . TENLVE av TV T 78R
Tra—VE27ny 7350V, 2—PFITEEL £7,
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| 9%

RYS—OBEAIZHT 5 URLD S

[TV RA—F T4 R)VTEE

>
()

~
(%)

FIE 1
FIE 2
FIE 3

FIE 4

A—HF~AoEL LETOHFT N

(End-User Filtering Warning)] R—< DE&E

M | CHERE I BEAEIZ HTTP I oo a v CIEBILE - HTTPS T 7o a o Txt
LCOHREELET . XAT A7 FTP NS5 F 7L a T L S8 A,

URL 7 4N Z VT mo D3 BEOERIZCOWNW T — | 2L A 512 Web T2 X3
N Raa—PFICEETIEER—V AL FT, 2720 TXTDO Web A N TR

Z—PIZEER—UNERREINDI DT TED Y ERAZRINRWVGE, 22— (5
(Warn) 1 72 a U REO B THENTWDH URL ST By 7 ENET B EkmEFDH 1 M
T EATEHEZF v ATEZONER A

[ = U7 4 H—¥ A (Security Services) | > [~ — 1 i#i % (End-User Notification) ] # #&{R L £,
[#% & O (Edit Settings)] 227 U v 7 L7,

[ R a—W 7 ¢ v & Y v 7845 (End-User Filtering Warning) ] ~X— Y CLL F O EHEH % #%
ELET,

FFay ik
EORFFMME  [[ZS5 ORME MBS (Time Between Warning) ] TiX,Web 7' B o 28, 22— % 2
(Time Between WK URL 72 VIR L C [y Ra—W 7 o v ) o 7k
Warning) (End-User Filtering Warning) ] “X— Y % R T HHELHEEL £, 2 O%
ElL, 22— AL o TERENL 22— L IP T R XL > GERRES
Ha—WPlzEHshET,
30 ~ 2678400 B (1 7° ) DAEE DO AZFRE L 3.7 7 /L b id 1 I
(3600 #) T,
HAB L A HAZL Ay =L, 2—PFIZLH>TANENDETFARNTHY T
t— (Custom | TO [T Ra2—H% 7 ¢ )L &1 /%45 (End-User Filtering Warning) ] ~X—
Message) VICERRINET WL OO EMA HTML # 7 # AR TF A N %
EXRETEET,

[2%1E (Submit) ] 27 U v 7 L £,

BEIEE
o THIK ALTUYDT 4E YT (921 X—)
o HHNNR— FEOITARZL AyE—T(17-11 _X—)

e TR Z—HW URL 7 4NE Y TEER—DHE (17-9 _—)

Async0S 10.0 for Cisco Web Security Appliances 1—H H 1 K




£98E RYL—OEAICHT B URLDSEE |

W ERR—XOURL T 1 LEDER

BFEIR— XD URL 7 1 IL A DYERK

FIE 1

FIg 2

FIE 3

FIE 4

FIES

FIE 6

FIg 7

¥eiE 17 =Y O URL O ERZ HIFHNZALEE T 2 1 5 (2 Web Security Appliance % & & T& 7,

FC & BHII

[Web ¥ = U7 4 < F—3 % (Web Security Manager) | > [ €% 4 B [ 4 (Defined Time
Range) | (2B EIL (1 DLl EOREREHEZ TR L £7°,

[Web &% = U7 ¢ ~ % — v (Web Security Manager) ] > [7 7 2 A 78 U 3 — (Access Policies) ]
N L T,

RV — T —T VT RETHHRY >— 7 A—7® [URL 7 4 /L% (URL Filtering) ] 5i2&H 5 Y
I EIZY I LET,

B IS IS W CERIET A M A Z LA URL 73 ) £7213EFHEA URL AT 2 VISR L T [0
]~ — 2 (Time-Based) ] Z &R L £7°,

[FF[E % FH PN (In Time Range)] 7 « —/V K C.URL # 7 = V2l 3 % & #6757 O RE[E 4600 % 13
KL £,

[7 7+ a ¥ (Action)] 7 4 —/V R CERMMEHENICKBIT SO URL A T7I VDN Z %7
VaviCwfT AT 7y a U AEBEIRL £97,

[E LS DA (Otherwise) ] 7 4 —/L R T EHRRFHHEHAUZBITHZO URL H 7TV DT
VI a EAT AT Vv a v EEINL £,

IR A 55 L CHEE L £ ([1%1E (Submit) ] & [£ ¥ % 7 (Commit Changes) ),

BE:EEH
o MrM#EMHIB L OV +—# (10-15 2X—2)

URLZ A IRV T PIOTAET L DRT

[L A" — b (Reporting) ] > [URL # 7 = U (URL Categories) | ~<— 121X, —F L 7= L ® URL 7
TaAY ETmay 7 &N EALO URL 77 2 VICET 2 1EHE ST A 17 URL #iiHEH £
RENFET, FHIRIEOHIKE Web N 7o 7o a i T AT VEADT —HF b FoR
SNET,

BEEIEH
e TURZ—HDOT VT AT 4 EEF=FTHLR—NDERK(18-1 2—)

T4ILR) T ENBEWRSEOT—RIZDNT

[L R— k (Reporting) ] > [URL 7 7 = U (URL Categories) | ~—3"C URL ¥t at1%#H 2 MHst3 5 B
X ULFOT —Z OfIRGIEEZBEL TR < 2 &R KRETT,
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| B9E KYS—DBAICKHT S URLDOSE

eRxn B
—2 347 B
URL 7 4V Z U T DISA 78R URL 7 4 V&V U T ORNZFATINDHRY — R —h
(URL Filtering Bypassed) BLOEH2—Y ==V DT X T E2RL
£7
PF S U TR WURL (Uncategorized |URL 7 4V Z Vo T 2o DU AZBE LR AT
URL) MW=L roTRTON T HF I aramwRKLT
l/\iﬁﬁo

7oA A5 ADOURL AT NDisF

TR Ty ANLTIEIE U NI DOAF Yy U HEBREZa T I a D
URL 72 U BidkInEzd,

BEEIEH
o NJIWLELDBVAT AT ITAET 4 DE=H (21-1 X—)
e URL 7=V I{ZHOWT(9-30 =—)

IEFRE

Web Security Appliance THE/H S 415 IEHRBUESTIL MO Velocity NF—2 vy F o7 2y
VORETHEMEIND ERRBEL L ITORER R > TWEST  ER 77 74T RE RNy 7
A7 alliHATyyaDT A —F IR =ML TWERA, EHETHTAT v 2%
BRI OIUERDLGE XNy VAT v afL TAT vy ak AL ET,

GE)  HFAI1ZIE, AsyncOS for Web Tl Flex IEREKRIT I A FRHEHI LT ET,

ERRIUILL T OfEFr Ci T £

. 79?X?)V—®ﬁx¢AlmLﬁ7ﬁ)77%tXT)/%7W%7Tﬁm¢éﬁX
2 AN URL 73 Y ERT D80T, ERFHREFEHL T AN LAY —0 & —ET58%
D Web F—R"EHETEET,

o TRy IFTAEIARIL A—YF =V 2V N T I VAR V=TI N—T%T 0y 735K
INT TV r—varafmET ORI EREREZMEHL .7 ny 7T 2 REDL—F
=Yz MEANTEET,

GE) AR XTRAEZETTLERRBUIY Y —AZHEBEL VAT L N7 v AR EE
ADAREMNDH Y ET, Lo CTUIERRBUIEREICEMN T 2L E R H Y £7,

BE:EEE
o NAHZABIONES URL B2 U OERL & RE (9-16 =—2)
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£98E RYL—OEAICHT B URLDSEE |

N Exzxm

IERRIBDAAL

ERRBIT, RIS  RBEICBT L —BUZFHTHL—A T, 2o x@mMT 52 & Tk
JE D URL 585X Web 1 — NIZ—HSELH 2 N TEET 2L 2L L FOESEKBIX
blocksite.com %E.@/\& Ve *ﬁbi@—

\.blocksite\.com

LUFDIERFB OG5 2 TIIEEW,

server[0-9]\.example\.com

Z @WJVCﬂi\ server [0-9] 0i example.com ]\ A /r D server(0,serverl,server2,...server9 k *ﬁ

L/i‘j‘o

uT@{ﬁUTfi\Efﬁﬁfﬁfi downloads 7;/( vz ]\ U W@ .exe, .zip\bin T%é‘?bé 775 /])}]/G:*ﬁ
LE9,

/downloads/.*\. (exelzipl|bin)

~
G ZEAFEEETUNO LT G RIERRIUTASCI S A CHLLERD Y £,

RIS —Z2B#IT 5-HDEEFE

HE:63 XTL L2 IRTIEERKRBUIRL BHR= PO T =D ERENE T 47,63
XFLU 2R T AR S R WERKRBEZERL TIEE W,

KAET 7 —Z i/ NRICINZ 5720 L FOFEBEFEICHE > TLEE W,

o FEEZRMRV . UANRKI—FKRH vy aTHALAN TR VT IAXEHHL TIEE W,
U0l iT . [1trs as easy as aBC123 | D LI REARICTNTEIN TV WTHF A T
T, ZDOHRULX [1t7s as easy as [a-C1{3}[1-31 (3 ] ZMEHT 5 L0 & RMT 5 TREMEDMK <
20 FT HEOXNTIT MR E L CHREEARA —F~ o (NFA) = N UDBEL ST
D SLBRFRI N KIBIZR <R D RN H £,

o TR —TLTWRWNWE YA ROMHIZAEERIR VD #ET T Z W, B U A RITFRRIZR ER
RELFTHY BUTXFUNOH B DL LFIC—H L EFT .72 21E Turl.com) 22 E D5
B VAR E—HEIEEWEESIT furiv.com] DE DTN LFEHEALTCE VAR ZT X
=7 LET AT =T ENTE VA RIFIVTINVANE RSO T MEPEL F
A,

o YUFRDHIT63 XFL EEZ KT NNE =0 NOZAr—7ENTWRNWE Y A4 RIiL, /\5(~
VR FU T 2ok o TESLENE T, %@%ﬁiﬂkob\f@77~mxn~#
fEEN N =V BEEEFIIERTIECTCEHO-NCT I— N eZELET £,

THERIBY = 27— L TN U F R Tl i@ﬁ%é’m Foy— L
TLESW T EXIT EAIT T DOEF D i< URL I I H5I1TIE, Turl. | TlEZe <,
luriro-91) ZfEHL £9,

e RWIEBIRBITZ A —7 L TCWRWE VA RZMHTLZ L3 FFICMEEZS I SR T 0
T\Jﬂjﬁé%ﬁﬂ% ) i‘?“o 7’?_ <E })T_&i\ ’—Four score and seven years ago our fathers brought
forth on this continent, a new nation, conceived in Liberty, and dedicated to the
proposition that all men are created .quallld@™ 7 — FHEEZTAREELNH Y FT,E
VAR &2Etel. quallZz T I vdD |—equalj %%*ﬁlé & F%%Zﬁﬁ%ﬁ%b F7,

Flo NP =V NOZ AT =T IR TWRNE VAR E R F—r vy F T v
Ko TE VA RNBEDNZSINT%.63 LFUEEZRL £, X8 =0 ZEET L0 8 &
ZTLTEZEN,
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| B9E KYS—DBAICKHT S URLDOSE

Efzsn B

o EMRBZK T EITHGT 258X TCEEH A, E/Z URL IC—HSEL 72D
W EERLZY  ZORKBICE y FEEHTL2ZLI3TEEEA,

o UANKN =R LAy aDiAhEbdiX MELZIEEZTREERSY T, Z0MALE
PEETEAMROUMEHALARANI YL TLEEW 2 20T,
[1d: [A-F0-9](8)-[A-F0-9]{4}-[A-FO-9]{4}-[A-F0-9]{4}-[A-FO-9]{12}\) Gecko/20100101
Firefox/9\.0\.\sJIZTT T —% 5| &R Z L £7T M. [cecko/20100101 Firefox/9\.0\.1\$ 11X
BEH Y FHABZBEORIETV ANV =Ry a THENEZABREEINTELT . F
. EHLLDATHL R —7INTEE VA RPMEHINTHET,

TANKA—RKRhy a THENREZREZHERTER2WVWESF. RO A X EEHESZWO T
FolcL TV e 2 T0-9a-z1 (e JITZ T —MF| R Z T REMELRH D £97,
[10-91(64} ) F721E10-9a-21 (40} IO L DI LV W EZIFT LY B KRHIEET T35 &
ROE DR L E7,
T =RRELTGEIX. VANV =R (T T+ 72 E)R0h v a T ENKITHHR D
N— VAL T REE R L TE a0,

B

(5I) CLI 2]_7O:/ =RV advancedproxyconfig>miscellaneous > Do you want to enable URL lower case
conversion for velocity regex? %ffﬁ% L T, j(j(? L d‘j(?% X 1] L7gun—~ b4 7‘:/7(7){"757/5\01
INCFICERS DT 7 4V ks DIEREBERE A F—T N EET 4 E—T T HZENRT
ETET,ZOFT Y a 3 RLFENLFO KB EEZR CTRBEN AT 256 L
EFT.20F TV a VOISOV TIEI Web ¥X 2 VT 4 TFIF7A T ADCLI 2~ R
(B-6 ~—)ZZML TIIZE,

ERRBEOXFT—T I

AEXF

%II':

BA

WATLF (0x0A) ZBRAEBOXLF L —FH L 9. 72 & 2L ERFH - 13T
Fllrat.rut.rt & —F L F9 M root LI1T—FHL £HA,

EWVWRZ— N FHIZEWRT = OBRP T A —7 L TWRWE Y A R 2
THEAILEEREIIT> TLES W FEIC YW T RAET T — 2 BT 5720 0
HEEFEE (928 X—V) 2L T E &,

ERTOERFHO 0 B E 238G EROHBE —FK L 3,72 & 202 T IHEED
XEHE L To-91+ITEFEOKF L —FHL £7,

CDOAZLFEERTHEA R U AR & HITHERT285E8) 13 EmEICHE
LN, A —TEINTWARNWE YA RZ2ERNZ— 3 B U A RN
I o 121412 63 XF LT LKL F97, s SOV Tk BiGET 7 — Z [al#E3
L DEEFIE(9-28 R—V) BB T E &,

TR =T LFLTDAZLFHBEDOLTFTLEL TR LDDOLFTT 7oLz

NI ATORBETIE RS Fr by Ml (M) & —BIELHEITHTL £,
FERIC IV EED 1 XFTERL EROE VAN L —HSEL58ITMML
iTO

ﬁi@flﬁia E *ﬁb ij‘o 7’:’_ & 2 bi\ Efﬁ%ﬁ“when in matches| fj:\ FWhen in the
course of human events| D 4EEE & —% L £9°73, [What and when in the] & 13— L F
A,

ITERIIXTFINORRE L =B L £7.72 & 21X Tos\ . HIKRER b D H &P 51T
FEXFHNE—BL £,
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£98E RYL—OEAICHT B URLDSEE |

W wLAFIYIzDWnT

AAXF

.'E-EI;

BR

EATOIERFHO 1 B EOHBE—FKL F3 .72 & 23X IEHFEH 94113 9,99,
BILU999 & —FHL £9,

ﬁﬁﬁ@Eﬁ%iﬁ@ 0 @iflli 1 Ewtﬁ@a k *ﬁb 35—’9‘} 7’?_ <1_”_ 7:!1\ |—colou?rj Li\ ruJ
NEETH D70 Teolour) & lcolor] DEHBH L —F L £97,

O

EEDOH Y adBoRE 1 2D —FL L THERW O A Z SCFOF 2 HIFR L
F4 7 21T (abe) s NI SCFH Tabe | O 1 [FLL EOHELE —F L £, labcabeabe |
labcl123] 1 — L £33, labab | Rlab123] L 1T —FH L 8 A,

FELAN (OR) A D/ F — 2 FIF R A DAY = & —B L £3 .72 & 2,
['(him|her) J1E. 1T Tit belongs to him | X>lit belongs to her| & —£ L | it belongs to
them| & IX—F, L £H A,

By aTHENZLFTHND 1 CFIC—H L FET, 728 2, ERFHR v raou1e 113,
lrat]. lrot], lrut] & —F L Tret) L 13— L ¥ A,

LTFOFBBITEE LT NA T BLOKRTXTFETHELET & 21X, % —
Vo9 IHMEEOHTFEBL ET HBOREBEbIEECEET, NF -
(A-zZa-z] IERLFEELII/NLFERL TWET, #HESN (WES) O XFEE2RET
DITIT eIy ADBRIZHEXTFERT XYy Ly sz L £3.72 & 203,
K (72692-21 12 2.6.9. BILOKRLFUND LT —FL 7,

)

AIDORE— & —HTHEEEREL £,
Wil zE R L 7,
D{13} . XFD N 1 ~ 3 EHHATIHEAEIC KL £,

AT/ E —2 PRFED AL ((ny) E7IXFFERELLE (10, ) HBLT 25A 10— 2L
FT. 722X K ar0-91 3 ITBRAICIHTOETERHLS AL E—FLET, 2FD .,
TA123) &3 —B L £33, TA1234) L i3 —# L AKX 10-91¢4, 1 1T 4HLLED
FEEOHT & —EL £,

w9

SIATFCHENT-XF 2L FEBVHRL £7°,

URLAT3T YJIZTDLT

Z DIA|Z1E. Cisco Web Usage Controls @ URL 77 =2 U 2N Ge#i S CTWE T, FRICIX URL 7=
UADEBEL RSN TWET, CNODOEKIBIT. T 7 8A 1l 77 A =k U D [Web
V¥ a7 —vay 7 4% U7 (Web Reputation Filtering) | ° [ /b7 = 7 KIRAF ¥
(Anti-malware Scanning)] ¥ 7 ¥ a VIR RENDHZ ERH Y £,

G¥) 7 7 A vz Tl Cisco Web Usage Controls ® URL 772 U ODEEMIEORNZT LT 4 v 7 A
MW_IDMTDTWEST, 2ED Tart) U7 2 VXMW _art) L7220 £,

Il AsyncOS 10.0 for Cisco Web Security Appliances 1—H /A K



| 9%

RYS—OBEAIZHT 5 URLD S

WRLAFTYIz>nt N

URL A7 1) #MAE a—F B9 URL 05
T X (Adult) |adlt 1006 BRAFITOa TV EIREL E428 .48/ / |www.adultentertainmentexpo.
P TIEH Y ERATH L NEITOF A |com
777 (AN T ITT ATy ELT T ww adultnetline .com
FTAMEY—E X AR Y v RX—=7p )
% &x R D iR (R & iBE%%
FRUN) MERRE T A T AL b T o S i,
V=T 47 1—F \%J%E%DFJ“BEJ@M%0)
MATHICET AR EL g End
GENH Y T,
RS adv 1027 Web R—JICEREINDHZ EDE VWIS —  |www.adforce.com
(Advertisements) INERR Y 7T v TINE EOMODIRE T | ww doubleclick com
T AL TV B A EBEE Web Y1 |,
INE—E AB I WVAEEEIT [EVRAB
X OV (Business and Industry) ] 77 =V (2
SEINET,
T a—)u alc 1077 [REAFSHE L COWE B — LU A > O, | www.samueladams.com
(Alcohol) HITNDL L YF 2= MRV AT |y ww whisky.com
V=7 RURE E—/VTH 7va—/LEHD
WRIEIC7R & TV 3 — UARTHE L [T K
%7 (Health and Nutrition) ] 7 7 =2 U 124y
HINET, /\‘*—ioJZU\‘I/Z}\i/ (AR
(Dining and Drinking) ] # 7 = V \Z/3FH S U
e
1M (Arts) art 1002 ﬁfi@ K OUBRE  EINFE B L OEEMS,  [www.moma.org
HE, j(?zio L Qi%a N 'é‘i%:?ﬁia JZ [6N:1EN WWW.Nga.gov
Ra— U AN EMEE TV A
%Bﬁ%@%;(ﬁ%vwi [Ty H—T A A
I (Entertainment) | (203N E T,
5 2 astr 1074 5%1}[‘1 Ao Rxa—7 En EN.EREE WWWw.astro.com
(Astrology) LS.y b www.astrology.com
F—r g auct 1088 T TAVFERIETIATTIA L DE—T 3 www.craigslist.com
(Auctions) VA= a et A —r v a VENA www.ebay.com
HR L,
EURABLEOWE busi 1019 | w— b7 g7 g et AT ). | www freightcenter.com

2 (Business and
Industry)

MM GER AR RE . B 2 ) T g bRy

Fr— FX XL AT 0 AR, T¥EERE
OMT AL &) Bk & Bt s 2 7 A gk &
M AENVEEE B T R AR TR | R | [
IRIER ., 4B RUE S b A EY RS,
PAZE LTV A0 R BEEH, @%k
B (EMEIRZES . b 7 v Jlnk EEE

Il N 7?@%%%‘&?%7 o — % &k
T a—7 HEY—E R GEERE vy T
7 GBBRE B L — R BRIE R Vs

0—R 7 4 —4 Y—E X FloBL RE),

www.staples.com
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http://www.adultentertainmentexpo.com

BT

RUS—DBAICKT S URLDHE |

W wLAFIYIzDWnT

URL A5V 13 a—F EH URL D451
F ¥ v bEB LA |chat 1040  |Web X—ZAD AL AKX N AvE—TB L |wwwicq.com
\/252‘/ b Ay OF ¥ v b =L, www.meebo.com
& —” (Chat and
Instant Messaging)
RIEfT 2435 L K |plag 1051 RIEfTAZBELLZY WHEBEMTEH KR |(www.bestessays.com
J# (Cheating and X EOFENERTET 5 O, WWW.superiorpapers.com
Plagiarism)
REERf=2 > 7 |cpm 1064 S oL WEEREffa T Y, —
* (Child Abuse
Content)
oV a—H& B |csec 1065 a2 —BIOFEa—FEiTOEx 2 www.computersecurity.com
X=2UT Vo8B BI0EX2 )T 4 —E A&, WWW.symantec.com
(Computer
Security)
o a— AL [comp 1003 A a—2BIXRXY TN =TICETS www.xml.com
WA =% B ‘%ﬁ&(/\—l\:?IT\‘V7]\‘7:577\77l\  lwww.w3.org
(Computers and JxT PAR—=FRE) VTN =T =Y
Internet) =T ETOER. a7 Ry b
U — 7 Web %A FEkEl . Web B LA
A—Fy N A a—FRF av
o= 7974y 27 20y 7T —R 2
E V=07 =27 =273 (7 —
72T RBEIORY =7 7 =7 (Freeware and
Shareware) | 77 I VIZpEINET,
HiZ V% (Dating) | date 1055 HEWRY A b RSB TTR L, www.eharmony.com
www.match.com
FYH I KRA R |card 1082 FUOHNLRAN I — OB H— K OEE, (www.all-yours.net
71— I (Digital www.delivr.net
Postcards)
@£ (Dining and  |food 1061 REE VAN T AN—_FERE V7 L 2 |www.hideawaybrewpub.com
Drinking) NI HARVARNT L LE 22— L, www.restaurantrow.com
DIY a7 | |diy 1097 ITH AN—NCHEMFOXELZ I Y |www.familyhandyman.com
(DIY Projects) u”ni ’i’ﬂ?ﬁi BE, ’ﬁi L EET D700 www.diy-tips.co.uk
TAH v 28 L O,
¥ A4F 3w L |dyn 1091 Tua—RKR_XUR U 7DIP 7 RV Al |http://109.60.192.55
[ONZRZ AN I F A=A xR ];7“—7A0)7? A 7 I http://dynalink.co.jp
(Dynamic and TWha—HErERrLET LEIT . F—2A _
Residential) AL a—H~DYE—h v g nkg |http//ipadsl.net
BlRETY,
#% (Education) |edu 1001 HERED Web A b il 2 K, KRS, | www.education.com

HObE 20 R B AR RN TS AR A
TAyv b—=V 7 HEME HEEOR ., F
BAEE . FR B AR A R R L,

www.greatschools.org
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| 9%

RYS—OBEAIZHT 5 URLD S

URLAFTTYIZDT

URL AF3TY KW a—F |§H URL 45l
T A —T A A |ent 1093 BRE ZH N R TULE =AY 72 U |www.eonline.com
>k AR EUH =T A A D 22— A KR | wwew.com
(Entertainment) DAYy =T A A NG
B2 BEAICHERE, [ (Arts) ) h 7T Y &
DEWEZMERL TIEI W,
7% (Extreme) extr 1075 MR EITIEEOH DL O F B L |www.car-accidents.com
O AT 2% BRI THSLT T2 5 Ly www.crime-scene-photos.com
GHGEERE( G L) LSRG R LR
EEOCHEMMETOEE BEIZHDWEDR
LERLGH HEARNED Web 1 |
Trviar fash 1076 [ ACkF, MRfifi, 652 AbpEdL. 7 7 &Y VU (5ffi | www.fashion.net
(Fashion) TR %’{AKE&JHE:FF%@?? %%‘)j{iﬂ:\ 4 www.findabeautysalon.com
Ny — BT A ETVEBIT, K B R
1% [fEEE S & OV 2% (Health and Nutrition) ] 7
TIVICHEINET,
7 7 A VR EY— |fts 1071 Foyra—RK B—EZARLKRAT 472k |www.rapidshare.com
E" 2 (File Transfer 6 77 {/Vijéﬁ%ji B ET57 7 A1i5 www.yousendit.com
Services) EY—E 2
7 4 &Y A |filt 1025 IR WESL O Web FIIF 2Rt L8 [www.bypassschoolfilter.com
B (Filter XI5 Web A1k, W’J:cgi\php\glype ZAf www filterbypass.com
Avoidance) HALEEA 7 oXxy —E X,
4% (Finance) fanc 1015 LR IZEEE T B O, ] 23 EH .4 |finance.yahoo.com
Fh b ERBLL B ERAT L PRIR B E F AR www.bankofamerica.com
NEPEE P (KHERIR, 7Ly N I—F @
NIBBk S FESL T B PEFE R, v — o fE
Eu—r ) T [Ar T4 PL—F
(Online Trading) ] IS E T,
7 U— 7L |free 1068 TV —= VT b7V T U7 V7 |www.freewarehome.com
R =T7vxT JxTEA T a—RTE5H A, www .shareware.com
(Freeware and
Shareware)
Xy 7 gamb 1049 |\ B2 ) A IA4y Fx TN Ty A—  |(www.888.com
(Gambling) 7 s IR ¢ \/7?/1/@355‘3‘5%5\0? ¥ lwww.gambling.com
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