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VORI LT7 5400 HAR [EEBI #SRBLTES,
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4. Web 95ATFUPDIN—U3 % FERLET, v6.0 DIF AL, v6.5,v6.7, Tl vi0 27y
JU—K3T2RENHYET, FIBIZDULTIX. VMware HARFESBLTLIEELY,

r ~
About VMware vSphere

Upgrade Required
vSphere Web Client Version 6.0.0 ﬁ

Client Integration Plug-in || |
H B BN BNEeE |

5. XRDEIZHEAET,

2. VMware 1R AN D FEER

RDOFIEIZHE>T ESXi RARERETRL. v6.5, v6.7, [ vi0 AV RR—ILEN TS LETE
FBLET , Secure Network Analytics 7 754 7 AMEHDHRAMIA VU AR—LENTLSIEE
(. BRANEERLET

VMware Ul DA=a2—&E5 570900 —8%. CSIZRIIEREFELIBENHYE
oYY TIZEAT AEEMIZDOULNTIL, VMware HAFZSBLTIEELY,

1. [F7E45—% (Navigator)] XA > T [vCenter 42Nk 1) X (vCenter Inventory Lists) ] %58
RLET,

2. [RAF(Hosts)] Z#:&RLET,
3. RRFEZEVIYILET,
4. [H<)—(Summary)] 2T%#51)vILET,

0 1< 1 ACTIONS v Upgrade Required
Monitor Configure Permissions VMs tor
| Hypervisor: (\.-’Mware ESXI, 6.0.0, 3620759

4 Model: UCSC-C220-M45

' Processor Type: Intel(R) Xeon{R) CPU E5-2697 v4 @ 2.30GHz
Logical Processors: 72
NICs: 4
Virtual Machines: 53
State: Connected
Uptime: 518 days

5. WAINR—INAY DIN—D3 % FERLET , v6.0 DIFEIL. v6.5, v6.7, £f=IEvI0IZTVT
GL—KTE2HENHYET, FIEIZDULTIE. VMware TARZSHRLTLIEELY,

6. Secure Network Analytics 7T SA TV AMA VA= ILEN TSt DHRRMNIFLTFIE 1
~ 5 &RYIRLET,
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Edge DEFH/N\—avE Y R—LTULVET,

* Microsoft Edge : Microsoft Edge [Z[&, 774 A XDHIRNH A ATREENHYET,
Microsoft Edge ZfE AL T. VI+Dx7 7T T—k Z74IL(SWU) ET7vTA—KRLAEWLZ &
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TSATOADT TIAT O RAEBA U Z—TIARIZTIEALTNRIES . BEH7OEAD
SETRIE -V ERELEWZEAHYET . TDHEEIL, a—rhvbE—BHIBKRL
THBERL TS,

o EERAE: —EDITSIYTIX. TTSATUAR TATUTATAEBREDEHHAIRDEHEM
EHEINTWET, TITSATURIZTIERTER MG S X, [SSL/TLS Certificates for
Managed Appliances Guide J&#S B L CIIBAZEZE T X 5\, Cisco Y R—FETHRBILE
HhE<{F=ZEly,

A SHBDY—ERD=—XEHEFEL. Secure Network Analytics 7 TS5A T2 RIZT7 1R
FTHEREBEAZZAMNLTEWMELABYET,

ROWTNHADA T a2 ZEFEHALT Secure Network Analytics 7T SA TV RIZTHOERRATESS
EEFEZL TS,
FBEF7ISA47UR 20— Q=L R—bADI) T L)

KVMZNLTT7TSA T RIZ7 IR TBIZIX, Virtual Manager DR F 1A ESBLTLES
LY, =&, VMware ZN L TT7 T 54 72 RIZHESE I BI1Z(E. vSphere M vCenter Server Appliance
EEWAA—DTIAADRFX A MESHBLTLESLY,

N—FHx7:a V=)L @ary—ILiR—b~ADI) 7 JLEESR)

YT TELIEEZA—FEF—R—FEFEALTT ISA 7O RICERH T BICIE 1A —
WET VT T LU—FHAR IR=DIZYRIESN TS EREFT D Secure Network Analytics /N\—FH 7
HENAF [EEBIESHBLTLESL,

N—F*) L7 :CIMC(UCS 7TSLT7VR)

CIMCEZNLTT7TSA T RIZT AT BIZIE. Cisco Integrated Management Controller
(CIMC) Configuration Guides R—UZY RSN TR TSV IA—LDRFDHAREZSELTL
=&y,

ADH

SHEY—EXDNREIZLES=BEIZHA T ROFIEIZHELY. Secure Network Analytics 7754
TORIZTOERTBADAEEZRBMLET,
REEIEIN—FITT7OHEZEEFALTTISATURICAT AV TERWNSEIX. TTSA4T7>
ADFYRT =0 A B—TzARAT—HRIZSSHEBEMIZITEET,

EER. T—AIR—REZT7YITIL—FFE=FEET SRi1IZ. [SSHOEZNE (Enable

A SSH)1 AT L3 % #IRL T, R TO Data Node T SSH MERIZEH->TWNBI ELTER
TEALENHYET . SSHEFNZTHE, VATLDEZTIVRIMNEMLES . SSH (X
WEBIISEEDAHEMNZTEHENEETY , SSH (X, FHKRTRIZEMICLET,
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ROFIEICHST BIRLIZTTFATUAD SSHERWTEMICLET,

[Central Management] > [7 TS5 A4 72 AT *— 4 (Appliance Manager) ] ZBZ=£ 9,
TITSATVAD [793> (Actions)] A=a—%&9) I LET,

[T TS5A 72 AR D#RE (Edit Appliance Configuration)] ZZIRLET .
[7FTS5A4T7 > A (Appliance)] 3T EEIRLFET,

[SSH]I o2 avE EROIHET,

SSH7 O RADHEBNZT M, L— T IEREFNZTHENEERLET,

2L T o A

o [SSHOEZNE (Enable SSH)1: 7T S5A T2V AAMD SSH 7O REHA T BIZIE. 2D
FvIRVIREAUIZLET,

e [JL—FSSH7 XD HEZNE (Enable Root SSH Access): 7 TS5A T AAD I)L—k
TORADENEEHATBIZIE, COFVvIRYIREAUIZLET,

7. [ERE DA (Apply settings) 1 &4 wHLET,
8. EIEICRTRINBIERICK--T. THLERELET,

I A sSHIZ, ERAASKRT LELBFEMIZL TS,

13xMB T4 ANDEHFD—IRELT,. ROFBREXZRELTH—/N\—D D HIEDEHZH-LT
WBIEFREELET

o [BEEBENY NRTFES (TLSFEEH D Syslog) (Audit Log Destination (Syslog over TLS))]
e SMTPERE (CEEENDEFA—ILER)

Ej)_?’éf‘aﬁ&“'d’éﬁulm*ﬁﬁ’éﬁﬁuwa(téb\ BHANEHEB/-LTLVGELMES . EHITEKL

EEATDREEDEH
BEENT DREDRENROFS DBHEBIZLTNHLERRBL TS,

* Syslogover TLS #H7R—F9 5 syslog H—/\—M 5D JL—EEEERE (CA)SSL EEBAE AT
TIAT U RADEBARNTICEEN TS LEHERALET . EEQNT DBENREINTL
BETITIAT U RADEBANTEHERLET,

o syslog B—/\—® ID SEBAZE D [T P Uk (Subject)] T4—ILRFEX [T ILDFI
£ (Subject Alternative Name)] 74— JLKIZ syslog —/\—®D IP ZRL AN EFEN TLVELY
HEIF. PTRLRAZEBEONT DREFEDNEESNTVSRTIIA TV ADIEREANTIZE
mLEd,

EHERRNTICT VAT BIZI&. SMC(Manager) BT 4 LTh i, [’7“1:1—/&‘)1/;&% (Global
Settings)] 743> > [Central Management] DIBIZEIRLET . TTTATURAD *+* ([BEEE
(Ellipsis) ) 7AAY &9V vILES [T T AT REB DO #RE (Edit Appliance Conﬁguration)] s
BIRLFET , [£4% (General) ] 2T %:#IRL . {EFER LT (Trust Store) ] 93 FTRYA—ILL
FI, FMICOVTIE. BEERMET I SATUAD SSL/TLS SEAEAAF vI3 [EEFI 2S5 BLTK
=&y,
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SMTP 2 EDEH
H—/\—D ID RIFIZIE. ROVTIADA TS 3L EFALES,

o IR (CA)MSD SMTP H—/N\—®D ID SFBHZE(Z B2FEL-IP PRLAMNKRRANR E—FT
% [H T Y (Subject)] Ff=E [HT 2D B4 (Subject Alternative Name)] H\dp 5
LEREZRELET, T3,

o EEEARTIZSMTP H—/N\—®D ID ZEBAZE%EMLET,

[ERERNTI7 o2 AT BIZIE. SMC(Manager) (A4 A2 LTHS ., [4H—/ LT (Global
Settings)] 743> > [Central Management] D IBIZEIRLET . SMC (Manager) D *** ((HABEEE S
(Ellipsis) ) 74> 9V ILET [T T5A4T7 2 AER D #REE (Edit Appliance Configuration)] %
BERLET , [£f% (General) ] 3T%EIRL ., [EFEA LT (Trust Store) ] £ a>FTRYAO—/LL
T, M ONTIX, BERET ISAT7UAD SSL/TLS SEBAEHAF vI3 [HEEE] #SHBL K
=&y,

TIZATORIZARBL T TFGAT VAR TATUTATARAEN AV R —LENTWVDIHE(E.
TNODHENEIIN ORF THAILEERELTHL. BH IO RAZRIBLET . BHES-
FHIRUIND T ITSATUR TATUOTATARAETIX, TTSATUORERH TEE LA AR
BLTTSATURID SEBAZEEEEH# X A1, [SSL/TLS Certificates for Managed Appliances
Guidell (v1.3 F1=[Z v7.4) DFIBIZHLET,

FISGAT VR TFATOTA4T1DEH

A —3vk PEM (.cer. .crt., .pem) Ef=I& PKCS#12 (.p12. .pfx. .pks)
RSA ¥—D = 4096 EvbhEIL 8192 Evk
s H—IN\—,OSATUNDEIX. TTZGATURTATUOTA

TAEREIZLETY,

v1.3.0 M5 v7.3.1,v132. BEUVIAO ANDEHFHICIE, D RADNUR)LIZE>THEAFDREIC
RIRENEELLGNCEEZHER T A-ODRAEFIVINEENTNET,
SIRAEFFRALTWAEEL. SIREDTELHF—U N R D T74)LELT) Central
Management D{EEEA N7 ICHFET AL MHALET . EEANPICIURIVTATAEBRED H
NHBEEIE. TYTITL—FIFIEKBLET,

EBMENTEEAZE DT LG FT—2h Central Manager DIEFEAN P ICHFELGLNMEE .
A Seccure Network Analytics v7.3.0 Mo D EHFHIFELBLET , vi31 F£=lE vi32 BTy
T9L—F3 5588, COFvIIdEBIhEEA.
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L BHIIZ

BHOVAIADNURIVICHBEBOBEFRNVFRAAP—IILEN TSI ELHERLTZE, 7%
#IZDULVTIZ. Cisco Bundles Common Update Patch M readme ZZSBBL TLIEELY, 7 NwFIZIE,
UTOEENABHYET:

o BOELT-L—FEREER (CA) DERIRIEFA DT URIVGIAEZRIMLET .
o DRAMY—EREDEMIFERT HATIHHE/NUFILE, DRSO —EREDHE
IZEAT HHMEREEBAE NV ILAEENET

(2. 18w F DA O—F 1 FIBIZHE->TLEEL, ==L, FE 3 TlX. [&H')")—X (Latest
Release)] 5T [GEBAZ/\> KL (Certificate Bundles) ] #:ZIRL T, IO RAD/NURILDH
BEH/NNYFIZFHIERALET,

BRI Data Store WEEFNTLVSIGE L. EFHZERIBT HHIIC. §XTOD Data Node T SSH A
Ao TWAIEFFEELTLEELY,

o SSHOEML  REFTIVEADFIEIZH>T. TXTA DataNode T SSHZEHZNIZL.
[JL—KrSSH7Z 7t XD E %L (Enable Root SSH Access)] A7 a D hHYIZ, [SSHDOH
%1t (Enabling SSH)] Fx v IRy I REAIZLET,

o SSH MEML :Data Node TSSHEEXNIZTBEEX. 7yvT I L—KTORRENYFDA
AR —ILMFTET LS. DataNode &2 SSHZESIZTEET,

o BYUARAL L CDEFICHELGA YU ALLIZDODVWTEZAHIEEE. AT YFR—FC
BRIWLWEHELEE,

o Data Node # v7.4.1 [ZCE T BHIEE. VIO 7 DEH%(Z4 Data Node [Z/VyF SWU
FAVAM =T EREIIHYFELTA (vVIA0 TIIHETLE),

v7.4.1(LABE) ~DEHIZH LT, BEED Flow Collector {3 % . #LL) Flow Collector 3B
AL THS Data Node ZBAINF B EIZKY . Secure Network Analytics M JE Data Store IRIEZ i
BRTEFET, M OVTIE TU) =R/ =R AT L IV T4Fal—2a0 AAREIDOFIEE
S L TLFZELY, Cisco Secure Network Analytics Data Store DT # A ZEEFE T HIZIL. Data.
Store MV 21— a B EEHEFELTIESLY,

v7.4.1 LI[&. Secure Network Analytics [& TS5/ RX—F LAND IP PRLRIZHEDEHEERALE
T TTAR—FLAN D IP PRLAZFERAL TERESNTLVS Data Node DI R THRDEH%5E
F=LTWA T EEREZEL TS,

o TYUID 3IAIT YN 169.254.42 THBHZ &,

o HIXRYMN /24 THBZE,

| 0 51:169.254.42.x/24 (x (T HAMZK->TEY K TOENT-FEE (2 ~ 255))
FHHMIZONTIX, Y RO R—=FZELEHhETLESLY,
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L BHIIZ

V1A ICEFHTARIZ.ISEDFIBAZEFI—UNTELTHAHEEEZRL TS0, 35
[ZDULVTIZ. Cisco Secure Network Analytics ISE $ &KW ISE-PIC O J4¥al— 3>
HAE 7.4 [3EE] D 5 R—IUhnI8FE Al Option 1 - Deploying Certificates Using ISE

A Internal Certificate Authority (Recommended) ] 293> #SBL TS0, FEIREA
ETLTUSEDL T —2a0 75— LORBEHEIEL TZEN, IS DL TIE,
[)—ZR/—FIOTEEEDOEE 1o av (CREBSh TV AEET S ISE EDRHEE
SHRLTESLY,

o E{:SMC(Manager) TISE E£1=(X ISE-PIC #EARALTWAHEE(X. 9547 T IL—T I
IS E Ry kD —O % fH (ANC) MEFEN TS EEHREL THLEHZERIBEL TS,

o FEERISEHOSATNMZIAT A LET,, [BEHE (Administration)] > [pxGrid H—E X (pxGrid
Services)] MIBEIZEIRLET , [SMC]([Manager]) > [954 7> k4 JL—T (Client Group)] Il
T. JAFADE SMC (Manager) ZHEFELE T, Cisco Bt E v kT —UllfEl (ANC) IR
SNTULELME S L, [SMC]([Manager]) Fx v I RvIREAVICLGERLES [T IL—TF
(Groupg ;g:’J'J 949 LTANC % [4 )L—F (Group)] 74— JLRIZEBAL ., [fR7F (Save)1 &4
JyOLET,

ANC [T 74 L TEMIZESTEY . pxGrid NEMZE->TUVBIESIZOABERIZT
0 ZFT ANCEARNZLERTEMNZTBIZIE. BER—AIHNSFETH—ERTE
L TLEEELY,

o HAK:EEHMIZDULVTIX. Cisco Secure Network Analytics ISE £ & U ISE-PIC O3> 74F% 2
L—ay 4K 7.4 [3EEE] 8L Cisco Identity Services Engine J\)—X 22 EHEN (K&
SHLTZEU, ISE 2B 5:BMD B R EERIZDULVTIE, Cisco Identity Services Engine
R—=DIZT7 AL TLEELY,

VAT LE VIS0 FERIE VI3 M VIATIZCEFHTHEEIE. COEIIaVDOFIRIZH-TLIZS
Wov732 Mo VIAT ICEFHTHES. COEIIaVITERTEEY,

CSRF WX x4 B15E%81L T B1=DIZ. HTTPS #5447 MMFIREELZ T HTTPS YU TR D
—E8ELT CSRF b=V U FRETHLENHYET , CSRF b= iEtyiavBETHY. 323
BFIZTXSRF-TOKEN | &0L\5 Cookie TIRENFET , HTTPS V54 7 MME  HTTPS YU TR 1T
EZIZ HTTPS AyA —IX-XSRF-TOKEN |Z Z M Cookie DIEIZEHTETADHENHYET, IBI0E

N=CODRED—IRELT, BEEAPIRY)TRA HTTP 401 TS5—TERBIT B EAHYET,
API ZH) T B #H I HFIEIL. BIRICK>TERLDGEAELAHYET, VT5RFE vI30F=(Z
v131 DS vIA0 [CEHTAHIZ. API RV TMIRDEREEMA -2 EEERL TS,

1. HTTPS 54 7 hDEREERFIZ. XSRF-TOKEN Cookie TR &t 1= CSRF b—4 2R ELE
ERS

2. IRTDOHTTPS YHUTRMTGET1ZRL) T, RIUTFEITX-XSRF-TOKEN J&£LVS HTTP
ANYE—HFNLTCCDRESN-EEZRTBHENHYET,

3. ROVTMIBREED =V, RTFSN TS CSRF FM—O  DIEZEHTIALELHYE
ERS
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L BHIIZ

o ! RAOVTEBEHT BRNISRAEERHTHAILENH DB EIF. VAT HR—FH
BUWEh <=z,

X F4oHEQX S (A2 TLIR)

A EFLITARHEAFLT (FLVTLIR) DLURID/N—23VE T oAV AR—)LLGEL
TLIZEW UMV RM—=LT %L BEREDT—2HEIBRENET,

Secure Network Analytics v74x [CIEBICE#FEN=56. T vXaTqofeEnxo o (Fo7L
SR)FEVII0IZTYTIL—RLTLEEW, 7TV =23 D URTID/N—2avd vidx EE
MENBHBYFER A, TYTTL—RLEWNE EX ) TaREQX T (FVTUER) TP HERTE
FH A, Software Central No W BL I7/)LEA o O—KRLz6b, ROFIEFEFTLT ¥
TAREQAXUT (AU TULIR) BAVAR—ILLET,
. T54 < Manager IZAT A2 LET,
. [U'a—/\)LE%TE (Global Settings)] 7A4aA>&#9)voLET,
. [EE®E I (Central Management)] Z:EIRLFET .
7TV =230 —2 v — (App Manager) ] 37 %&IRL., 774 ILESRBLET,
EEIZRTESNBIERIZEST, Z7MILET7yTO—KLET,
XA TARWERX VT (AUTLIR) BREDFHMICOVTIE ROFF1AVMESRLTE
=0y,

o EXAUTARHEAXLT (FUTLIR)DY)—R/—b

e LRIADEXATA4NMEAX LT (FAUTLIR)RE— T YTHAER

o X aT4HEOAXIT (AU TLUIR) Firepower AIRNUMMEEHAF

LR—kE LA —

BED LR—RE LS — 7T —Sa v [E 7oA A= L LAEN TS, LR—k
A ELEF—FETUAVRN—LT L BREFHDLR— N O—BI7(ILESH T, B
FFENTWNDTRTODI7SILHEIBRENET,

v140 TlE, LIR—FENWSF—ZRIDT T )r— 30 na7 o AT LIZHEBEILE L=, Secure
Network Analytics & v7.3x M5 V741 IZE#HTRE. TOBEHO—IRELTT IV —avidHE
BRICHIBRESNFET,

BEOT7I)r—avE T oAV AN—=ILT 2REIHYFEE A, LIR—FENLF—FTUA VR
f—ILT DL, REFEFAHDLR—FO—EI7MILEZEO T, BEMTONTWVNEITRTOI7AIL
MEIBREINET, LIR—FE LT =7 TUIFBIBRLANTEELY,

TARIBRE

BHOEBOD—RELT. I\YFEVINIITEHI7AINEAVA—=ILT =D+ R1EEE
TARIBRENE T ITSAT U RICH B ELEHEZRLET SEMICOWTIE, 7. EHATREL T4 RS
BEOER1ZSELTIZAL,

o B EBMETISATUVARZEIZ HLRDYINITTEFHF I7AIL(SWU) D 4 FLL LD
H A XHDHETY , SMC(Manager) Tl&. Update Manager [C7vTO—K3 5T RTHOT7T

AW =

o
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L BHIIZ

SATUASWUI7ZAILD 4 fELL LD A ADRBHETT,

o BEWMRTTSAT7 A T=£ZIL. Flow Collector @ SWU 774 JLH 6 GB DIFE . Flow
Collector (/lancope/var) /IN\—T 423|275 E$ 24 GB DEZRENDHETT (1 DD
SWU 7714J)L X6 GBX4=24GB),

e SMC(Manager) :1=£Z1E. FNFNG6GB D 4 DD SWU I7A(ILET7YyITO—KTBEE.
/lancope/var IN—T 432K EL 96 GB DEZARENDETT (4 DD SWU T7AMJL
X6GBX4=96GB),

o B BRTIFATURIZIEI—EDRANERDETT MDD TITSA T RERANE HE
— DT TIATVREEH TEEF R A 2. BT TSAT UV ADKRARE A A—F v kiR
ARDA A=Y MEEBEHZEm-LTWAEEHERLET,

o FEEE:SMC(Manager)IZOS A4 LTHh 5, [ O—/VILERTE (Global Settings)] 742> >
[Central Management] DBIZRIRLET . KT T4 T2 AD [(RA R4 (Host Name)] 5l %
BEZELET,

s B BT ISATVRICIEZREBEHRAAVENBETT  RAMUDNZEDT IS4 TR
BHTEFHA,

o FEEE:SMC(Manager)IZOF A4 LTHh 5, [ O—/VLERTE (Global Settings)] 744> >
[Central Management] DIBIZEIRLET , TTSATUAD [7H23 (Actions)] A=a1—%
)9 LET [TTTAT7 2 AERDHRE (Edit Appliance Configuration)] Z:&IRLET, [7
TS54F7 2 R (Appliance)] 2T T, [7RA+4 (Host Naming) ] #FERLE T,

o B RTISATURIZHIEKEL 1 BDNTP H—N\—HRETT,

o FEEE:SMC(Manager)IZOT A4 LTHh 5, [ O—/VLERTE (Global Settings)] 744> >
[Central Management] DIBIZEIRLET , TTSATUAD [7H23 (Actions)] A=a1—%
D)9 GLET, [TTIA 7 AER D #RE (Edit Appliance Configuration)] Z:#RLET .
[k —4H—E X (Network Services)] #T T, [NTP H—/\—(NTP Server)] #HRL E
9,

o FEAREM3H S NTP:130.126.2453 NTP H—/A\—HH—/N—DYAMIEENTLSIBE (FHI
BRLET . COY—/N—IZIEMENHAHIENFIBALTEY ., RN T IHILED NTP H—
IN— RS IET TIZRAA SN TOVET,

(RET7TSATUREAVA—=ILLI) IREERA S H—/\—D R ERZIHMNIELLEZ
A ZBEERTVNDIEERRLET, ELEWNES . 7ISA T U RERBTERNZ &
RHpYET,

FTRTDT7TSAT7 U RIGEH R (UTC) ZEALET,

o B EHERMIBT AR, TTFAT7UAMNUTCICHESN TS EERHERLET,

o RBARXM—/I\— RERXY—/A—H UTC ICH L TELWEFZIIZERESN TSI E
THERELES,
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TFISGATVRET—BR—ZADINYIT YT
DRTFLENYITITTEE-ODOBEETE LTSN, /NI 7T IT7MILIE. BEHTREEN
HKELEBSICWETY . 2/ \wolE. VRS R—FZI&B ST I a—T4U B EIC
TYE9,

NI TITLTULVELNE, E%ﬁjlﬂtxﬂpIZFnElﬁfJfﬁiLT:%’S‘(:77*()L€|E?§'C‘%$
A L, E=- BEYYIEL. SAAYR—KZI&KBIST I a—T4V T N ERIBAIC
‘’IBET,
CDAARTIE. ROFIEIZDOWLWTERBALET,
o BT ITZATUVARDINYITYT
o ZER/NYIDIER
e SMC(Manager) T—HR—XD/I\YHIT7 v
* Flow Collector T—RR—ZXD/\vIT7vT
o Data Store M/\ o7 v
INVITITEIBO—RELT, T —EIR—AD/\VIT7 v T DHI#%IZ. SMC (Manager) & Flow

Collector DT —HAAN—R R+ v T avbhFHIBRLET , F1=. Flow Collector D/ \ o7 v TE|EIZ
[T T—3R—ADN)IVTEEENTLET,

S DULVTIL. 5. SMC (Manager) & Flow Collector DT —#R—ZAMN\wHPvT 1S BLTL
it AW

Data Store MEB A SN TULVSIHE A L. Flow Collector T—AR—ZX DX 1Y |Z Data Store
F—RAR—ZHEINYITITLET, EHMIZDULVTIL. [6. Data Store D/ \wHT7vT 155
LTS,

7.4.0 LIRID'))—AD sFlow PITSAT R
740 ) )—RLIEE. sFlow [Z{ERID ISO A A— LT —RENFEH A, Flow Collector NetFlow

% sFlow [TYIY B Z BT EMTEF T, FMIZDOWTIX AUTAUNILTDOINEHEMETE INE Yo%
SHLTESLY,
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B RE R

B T C B 75 ]

TIFAT O RERHTH-HODEME) ) —REE T HMRICIE. RO [REREFL TS,

INFBEERYINIZT 7T T—F I7A4ILDOE I O—FIZIZERADI N ET , ChibEE
ANCA O O—RTEET, FEMICOVTIX T2 Ny FEEFI7AMILDOAH0A—F 1S BLTL
Vir={ AN

s BR:COEHFDNNYFHETISFATURIZAVA—ILENDETIZRK 90 B H Sl
MHYET VI IITOEFHITOER(E, FIFAT VAT EIZTE T $HETH 30 nhH
VEF, =L RUbT—ODRRIZE S TRGHIENHYFET  COBMBERREIZ(E,
A—H—REBICEO>TRLGDN\VIT YT EBH/ VI DERIZBBEGRREIFEENTLE

A,

o LB VATLDNS T4y ENLBRMDLRNEEIZ, VAT LERE—EICEHT I L%
BEIOLET,

« BEE: 7ISAT7UVRIE. BRI TOLRPIEIT—HERNELFEA. L. BEDT—
AFREFINFET,

o BIROBBEREIFEIITIT4T :VI3x MO EHFHT BHE . SMC(Manager) & Flow Collector
. BEHTOERAZEFHIBTDRIIZ 1 BELLE 7 BRBEH TEITINTLWIRENHYE
T, COFHEFB-LTLELMEE . BITORERMYFIZLY SWU T7MILIEA 2V AR—IL
SINFTA, COBRBBOEHIL, /NyTFDARA—ILIZITERINEE A,

* Flow Collector: Flow Collector B #iL TE1T9 % &. SMC (Manager) NE#HINDE T,
SMC (Manager) [Z3E2{EEN DT —4 D Flow Collector [CFyyasnEzd, f==L. BT
AR IITEERYERB TEROLERVWEDTY , TDF=H. T RTODTITSATUADE
HFEBZAT—EICEHFTLION. RULBNTSH7IO—FTHIEEZAFT,

Central Management /55 Flow Collector ZHIFRLAEWLTLIESLY, HIBRT 5&. TN
Flow Collector D § X TDHFEET—42H SMC (Manager) MHiEKLET

EHTOLRDEITHIE SMC(Manager) E7 TS5 T XM D@EEHELLL ., BFHEFLEHT
HNFEI,

[Central Management] DA VARV TIE, TTSAT UV ADRAT—RAAMN [BREFYRILDEI
(Config Channel Down)] ICEDOYFET , BFHINSET I 5L BIENBHEIIN, TTSATURAD
RAT—RAM[TYT(Up)] ICRYET  M9.v7.41 VIR 7 VT T—rDA U A—)L 1% S HEL
TLIZELY,

A DSRBRADRDT T SAT VO REBHT BRI TITSATUVADAT—EAN [7vT
(Up)] ERTREN TR EERHERLET,
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BHTOERDOBE

BHITOCRADHE

A BINYFEEYL SWU TZ7A4ILIZDNT VIR IZT DAV AM—IVIEF I T #->TLEE
SV EFERUIESESEOIZIE. COAAMRFDFIEICHSICEEEETY,

BHERNESE. THERER/NRICHIZS7=OICE, FIRZIEEICRTIOILENHYFET .

1. DSR2 DHER

2. IRYFEEFHI7ANLDSFo0—F

8. 7TSATVADBRED/INVIT VS

4. /O DIER

5. SMC (Manager) & Flow Collector DT —HRR—XD/\vHI7vS
6. Data Store M/ \wH7vS

1. ERAF LG TARIOBEDHER

8. N\YFDAV AL

9.v141 VI IIF 7 YTTF— DAV R—)L

10. N TRAZEYTADERE

1. FRIMNTIZLAT DAV R—IL

12. SMC (Manager) 71— JLA—/\—O— L D HEER
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1. 95 RN

1. 95 R2DHER

A TRTCDTITFATVRICELW IR D7 N—030BA VA= ILENTNSI LS
HRELET . L EFERIEESOICFARGFIETY,

HSRAETERLTC . BRTITFATURADY IR 9T 7 N—2a 0 FHELET R T TSATURDE
EDYIRITT/IN—230h 7.3x(7.30, 731, 7.3.2) Fl=IE v140 THAHEEZHER T BHICTIT X
DFIEZFETLET,

1. SMC (Manager)|Z admin ELTRAT A2 LET,
https://<SMC IP address>

. T ([F'B—/\LERTE (Global Settings)) 74V ESYvoLET,
3. [Central Management] ZERLFET,

4. [7vTT—hIR—T ¥ (Update Manager)] 3T %:&IRL . [ AT LT YT T—k(System
Updates)] €9 ar& RDOITEY,

5 [AVRAR—ILENTULVE/A—2 32 (Installed Version) ] FIIZFEELT. $RTDTTSAT7Y
ATI13xDRELCN—2avDBNAVAR—ILEN TS EZHERLET,

Bl—/I\—3 T RTDTTISAT AT I3xDRILY IR T 7 NN—23oNEFHSAT
WA EFRERL TS, 122 E . SMC IZ 732 MMV RR—ILENTUBIEES . 95X 4
RDOMDT TSATURIZEH 132 AV A= IILENTWDRHENHYET,

System Updates @

APPLIANCE TYPE HOST NAME IP ADDRESS LAST REBOOT INSTALLED VERSION READY TO INSTALL UPDATE STATUS ACTIONS

SMC ) 2 hours ago @ 732 S
patch-smc-
ROLLUP004-7.3.2-01

SMC il T XS W 3 2 hours ago @ 7.3.2 - (S)
patch-smc-
ROLLUP004-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 O
patch-fenf-
ROLLUP005-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 = O
patch-fesf-
ROLLUP004-7.3.2-01

UDP Director 19 hours ago @ 7.3.2 - (S}
20210409.0329-58b666896 1ea

Flow Sensor L a month ago @ 7.3.2 = O
20210409.0329-58b666896 1ea

BHITOLRERBLERIE. 7TSAT7UoRDEME-LZEIKR. VSR PEEDER,
TISATVARATDRELER. 7ITSATUADITI—I)LA—/I\—O— )LD LT HEILITHE
LTS,
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2. INVFEBHI7ZAILDAE I O—K

2. INYFEBFHI7AILDFHO—F

FA B REEBTBIZIE. N\yTFESHoO—KRL, B I7MILERHO—KL T, Cisco AY—
7 H™9 2k (https://software.cisco.com) ICAT A LET,

RDOFIBIZHST. THIOUMIEHIN TS/ SyFEVIATISWUES HO—KLET,

1. https://software.cisco.com T Cisco Software Central [ZAZ A4 LET,

2. [F9>a—K&E7 YT L—FK (Download and Upgrade)] £ a>® (A A—KEERE
(Download and manage) ] R—U T, [F 92 A—KRIZF7 U1 X (Access downloads)] Z1EIRL
F9,

3. [B D& IR (Select a Product)] 74— JLKIZ Secure Network Analytics EA 1L, 7754
TOREERLET .

ROFDESNZ BRBEANTDEEITIZATUREEDHDHIELTEET,

Select a Prod Uct Q_ Secure Network Analytics Manager| x

Secure Network Analytics Manager

Secure Network Analytics Manager 2210

Secure Network Analytics Virtual Manager

4, [YIbHz7 DS O—K (Download Software) ] R—UMNKRREShET,

o BHFHTJTOLRERIIAT BHIIZ. [Stealthwatchs \'wF (Stealthwatch Patches)] Z&RL
THEATAIUBENHD/NVFIFAIIZTIERLET,

Software Download

Downloads Home / Security / Network Visibility and Segmentation / Secure Analytics (Stealthwatch) / Secure Network Analytics Manager / Secure Network Analytics Manager 2210

Select a Software Type

App - ETA Cryptographic Audit
App - Host Classifier

App - Network Diagrams

App - Report Builder

App - Security Analytics and Logging On Prem
App - Visibility Assessment

Stealthwatch Patches|

Stealthwatch Upgrades

o F1-I&. [Stealthwatch® 7 v 7% L —FK (Stealthwatch Upgrade) ] Z:8IRL TEEH I 71
IS OERLET,

Software Download

Downloads Home / Security / Network Visibility and Segmentation / Secure Analytics (Stealthwatch) / Secure Network Analytics Manager / Secure Network Analytics Manager 2210

Select a Software Type

App - ETA Cryptographic Audit
App - Host Classifier

App - Network Diagrams

App - Report Builder

App - Security Analytics and Logging On Prem
App - Visibility Assessment

Stealthwatch Patches

Stealthwatch Upgrades
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2. 1N FEBHI7AIILDFHoO0—F

FEH IO XEBET B8], [Stealthwatch/ V=F (Stealthwatch Patches)] Z&IRL T
6 BRI ADHENHB/INYFIZTIERALET, FHIZDOLNTIL., /YT D readme TSR
LTLEEELY,

[Stealthwatch/ X'y F (Stealthwatch Patches)] Z&iRTBE, FTSATUVAR—UNKRREINE
7,

1. PTSAT7VRIZIREAVAM—ILENTLVS Secure Network Analytics D/ 3—2 3% &R

LET EXRX. TTSATURIZTII2 DA Rb—)LENTNSIGEE(E, [7.3.2] #RRL
E I

Downloads Home / Security / Network Visibility and Segmentation / Secure Analytics (Stealthwatch) / Secure Network Analytics Manager / Stealthwatch Management Console 2200 / Stealthwatch Patches- 7.3.2

(@ searn.. ) Stealthwatch Management Console 2200
Release 7.3.2 Related Links and Documentation
A My Notifications - No related links or documentation -

All Release v
Certificate Bundles >
Hirmene > File Information Release Date Size

7.3.2-PATCH SMC Rollup #5 24-Aug-2021 2581.34 MB R, .

7.3 v

patch-smc-ROLLUP005-7.3.2-01.swu

7.3.2

7.3.1

2. #Hoa—k: [ 0—K (Download)] 7AaAYE9) v o3 5h ., Ti=1d [A—MIEM
(Addto Cart)] 742 &9 )y LET,

BIRLETITSATUOADTARTO/NNYFEAHO—KLET,

TISATRABEOO—ILT7 YT INFRO—BHLET T T—rF (FRTDOT7TS
0 ATURIZEAEINS CIMC 77— LT F7/IN—230 S RAMINURILINYFEED) %
EL N3 DI RTOI7AILES HoO—KLTLEELY,

3. INOLDFIEEBRYIRLT, I9S5REINDTARTDTIZATURIZTRTODINYFES I
A—KRLET, COEFHIHELRIRTODI7ZAILAE I O—REINTWSILEHERTH
(21, SWU 77/ ILDTRESEL TS,

® BEDN—3vDI7AIVTRTIZTIERTEIRUMENLG A EELTIE. ZRYIC
SMC (Manager) Z:#RLFE T,

[Stealthwatch® 7y 7% L—K (Stealthwatch Upgrades)] ZiZBIRT 2L FTSAT UV AR—UNEK
ReSNEzT,

1. [741]1 %:&RLFET,

2. #Hon—FK:[4H>0—K (Download)] 74V &9y o$ Hh\ ., £i=1& [A—HMEM
(Addto Cart)] 7AaAVEIYVILET,
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2. 1N FEBHI7AIILDFHoO0—F

e BRULIETFISATVR: TITIAT U RICRTRENTWBREH I7/IILES9oO0—K

L/i?—o

o BEEYVILYT [BEEY I T (Related Software)] o3> ZFERAL T, TNt
ITRTCDTITSATVADEHI7AINES DoO—KLET , COEIIaVITN\YF
MRERINTWDIGEIL, BHRICENLSD/NNYFEALAL—ILLET,

3. COEFHIIMEBLRIRTDIZAILNE Y O—RENTNAIEEZFHERTHIZIE. SWUI7
AIVDREZSBLTLEEWV AL DEHI7AILNLEWNES (X, ChoDFIEFHEYRL
T RDTTSATUORDEHI7AINLES HoO—KLET,

COEHITHELRTRTDIZFAIAT I O—RINTWDIEERERELET . I7MILHATFEL
TWBEBEIE. 2. /1y FLEFI7AILDOFHoO—F IICEHAFET,

0 Cisco Software Central [Z[&, CCIZTTRENTVWBAE S LYELFHLLV Sy FO— LTV TE
SHHARREELBHYET . PFTD/NVFEFLHA—RLTAUAR—ILLTLIEELY,

FISATUR

UDP Director
(A114 Flow Replicator)

UDP Director VE
(Bll4& Flow Replicator
VE)

Data Node

Flow Collector +—%4
~R—X 5000 1)—X

Flow Collector
(NetFlow)

(Flow Collector 5000 <
J—X IO VITHE)
Flow Collector
(NetFlow) VE

Flow Collector (sFlow)

Flow Collector (sFlow)
VE

v13x oD EH
VI T EH
27144

update—udpd—
7.4.1.20220411.1352-
0674092e2d2e—-0-01.swu

update—dnode—
7.4.1.20220411.1352-
0674092e2d2e—0-01.swu

update—fcdb—
7.4.1.20220411.1352—-
0674092e2d2e-0-01.swu

update—fenf-
7.4.1.20220411.1352—-
0674092e2d2e-0-01.swu

update—fcsf—
7.4.1.20220411.1352—-
0674092e2d2e-0-01.swu

v7.40 DS DEH
YIrYTIT7ES
2714

update—udpd—
7.4.1.20220411.1352-
0674092e2d2e—0-v2-01.swu

update—dnode—
7.4.1.20220411.1352-
0674092e2d2e—0-v2-01.swu

update—fcdb—7.4.1.20220411.1352-
0674092e2d2e—0-v2-01.swu

update—fcnf-7.4.1.20220411.1352—
0674092e2d2e-0-v2-01.swu

update—fcsf-7.4.1.20220411.1352-
0674092e2d2e—0-v2-01.swu
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FIZATUR

JB—t Y —
20—t Y —VE

SMC (T R—¥)
SMC (¥ —+)VE

v1.3x VoD EH
YIrHIPEH
2714

update—fsuf-
7.4.1.20220411.1352-
0674092e2d2e—0-01.swu

update—smc—
7.4.1.20220411.1352-
0674092e2d2e—0-01.swu

v140 SO EH
YOI 7ES
271IV4

update—fsuf-7.4.1.20220411.1352-
0674092e2d2e—0-v2-01.swu

update—smc—7.4.1.20220411.1352-
0674092e2d2e—0-v2-01.swu
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3T TSAT UV RADERED NI TV

3. 7TSATVRDEEDINYIT YT

INYITITLTWVENWE, B 7O RPICHENEREL-GRIZTI7MILERETEFE A, Z
NEDFIEX, T—REEEZR/NRICINZ A-OIZEETT,

| 0 BT TIATUADEZEEZWLT 1\ 7V TL TS,

RDOFIBIZHEST [TTSAT7 2R T—+ (Appliance Manager)] W7 TS5A4 T A% EIRL .
BREOHREDN\vITYT I7AIVEERLET,

1. [Central Management] > [7 TS5A4 7 AT H—T+ (Appliance Manager)] ZBEE 9,
2. SMC(Manager) D [7 493> (Actions)] A=a2—%&2)vIL%Ed,

o [TRTDHEBEERNRT TS5A7 > A (Al Managed Appliances)]: Central Manager [
TEEISNTWATARTDTISATUVRADEBREEZ/INYITYTTBIZIE. T547)
SMC (Manager) Z#RLE T,

o AR NDEEXMERT TS54 T A (Individual Managed Appliance) ]: [Central
Management] DB R DT IS4 T2 ADREE /NI T ITITBITIE. FTTFATUR
D [7U3> (Actions)] A=a—FFBIRLFET , Fz&A X, 78— o H—D /vy
7‘V;Tfl7bfﬂ\gﬁi§éfi~ 20— oY —0D [7U3> (Actions)] A=—a—%FER
l./i o

[Support] Z:ERLET

[Configuration Files] #7Z&IRLET,

[/ N\ 7 v T2 4E (Backup Actions)] KA T AU E D)o LET,
[/\v9 7T DYER (Create Backup) ] ZEIRLET .

[4. B2/ Ny DIERLICEAFET

N o gk~ ow

SMC (Manager) /Central Manager: 754 <') SMC (Manager) & Central Manager Z/\-w/2 7y
?Té&s SMC (Manager) D /\v 97 v THFE T 74 JL & Central Management D/ N\ 7T
REFFAILDEREINET .

SMC (Manager) & Flow Collector Z/\ w97 v T T BEEIE. T—E~N—RE/1\voT7vT
FTALELIBYET , WD T ITSATURERRIZETITAIZIE. BAD/NYITYT

A HrpETS, sMe (Manager) & & U Flow Collector T—AR—ZXMD/\w o7 v T DEEHIZ
DL\ TIZ. 5. SMC (Manager) & Flow Collector D T—2_R—XD/\wHTPvT 12 SEBL
TLEEELY,
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4. DNV DIERL

= bls o >
4. 2\ DYERL
/N IDBDDE. DAY R—MNMIKBEEDNS T I a—T AV BN ELRIBEIZEILE
9, HFELVD Secure Network Analytics D/ \—2 3> D FBEIZHE>TLIEELY,

o v1.3.x: v1.3x TOEM/ VI DYERL
e v1.40: v1.4x TOEMW/ NV DIERL
v1.3x TODEW/ NI DIERK
FISGATOREEBEHERAL TR 7 ITSAT UV RADEW /Ny IEERLET,
1. PISAT7OREBAUA—TIARICATAVLET,
2. [HR—F(Support)] > [E2Mr/\v% (Diagnostics Pack)] DIBIZZvILET ,
3. [EZBr/ N\ D{ER (Create Diagnostics Pack) ] 7w ILFET,

FlowCollector for NetFlow VE

Diagnostics Pack

Create New Diagnostics Pack

Create Diagnostics Pack

4. [ O0—FK (Download)]1 %45 vo LT, Z#i/\vY (GPG) 7714 ILEFEEDIGATICHREL
F9, COTOERIZIFIBOHINBAREENHYET,

Creating Diagnostics Pack

Diagnostics pack created.

5. [FIC% (Close)]1 &0 v L TESHKIRI4FIZEFALCET

BALT IR RIIELD AT LTIE, BALTIOMNRRE T/ NV I DERKIZKEKT S
ZERBYET . CNITHLT BIZIE TTSATUAD SSHaAVY—ILERE.
0 doDiagPack ARUKREETLET , CNITKY. BM/ NI DEREFIZAA LTI E

HCSEMNTEET,
W/ v 1% /lancope/var/admin/diagnostics [ZHYFET .
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4. DNV DIERL

v1.4x TDEZM/ NI DYERK
VRTFLBREEERALTE T ISATUVRDLE /v IEERLET .,

1. 7TS5A472RaAVY—)LICZrootELTAG A LET,
2. SystemConfig EASILET , Enter ZHLET,
3. [UAs31) (Recovery)] Z:&IRLET,
4. [E2Wr/\v% (Diagnostics Pack)] Z&EIRLFE T,
5. B/ IENRIAIARXTBICIE, A2 —FEIRLTHRE (Edi 1 E0)vILET,
A=a— St
I7AILEDTL BNV DITAINBITTL IV I AEEBMLET (RK 127 X
499 R Fo
SRR —R BN I DI T AW ISNAT—REERLET . T7 A /ISXT—F
P FERLEWE S BB/ XNV IETI74ILED L (Cisco ¥—) T
assword) i
EEiESnEzT,

CDATarEERL. BEOIERICES> TR/ AW IITHER D
BRDN\YITYT NI TITEEDHET . N\VITVTDFEHMICDOLTIE. AT
M T Backup Configuration Files JZZS BB L TLIZ&LY,

ESa—)L ?bé#%id)%ﬁl—lb’éigﬂb’c\ PHNVIDANBERELE

6. [SET (Finish)]ZVJvILEY, BIRDIERIZHEST, W/ NV IZERLET
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5. SMC (Manager) & Flow Collector DT —2X—ZAD /Ao 7S

5. SMC (Manager) & Flow Collector DT —%3~R—
ADINYIT D

INYITITLTWVENWE, B TORPICHABENREL-IGEIZTI7MIILERIETEE

A Bho FIBICHKST, T—EAR=ZADN\VITITDITRTOFIEEZEITLTLZEL, =
D F|ElL. Data Store Flow Collector LASMZDHFBREINBHELNSIZEIZEHETEL TS
W Y R—FDAREBLZIFE L, DAY R—FETEBLEDHELESLY,

SMC (Manager) & Flow Collector D2/ N OEERLT=0, T—FR—RXZ T /\woT7vTLTL
a0, Y R—MELZBEIE, VRO R—FE TG HhELEEL,

—O7OtXRIIZIE. ROFIELEENET,

1. Flow Collector T—A2~R—RAND)I2 5
2. T—AR—RADRXFvFTavtDHIR

S UE—FIZAIVVRTLADINYITYT
4. T—HAR—RADRXFYvFT a3yt DIk

1. Flow Collector T—AR—XD KI5

Flow Collector T—AR—RD/I\VI TV E. BT THETICHBEI MBS ELHYET, F-.
T—AR—ZANKEWNGEIIRIENT—IDRENMETLET , T—ER—RE/\VIT7 VT BHi
[Z. Flow Collector T—HAR—RER ST FTHRIELXHRELET , CNICEKY ., 7A—DREEFIZER
TEDBTARIBRENEBREIN ., T—ER—ZD /NI Ty IZHhNBERNEREINET,

Flow Collector [Z[&, T4 RVfEEE. 1 BH-YICIRESN =T —2EIZE DLW THERXKBENRE
SNET ., I K (/lancope/var /I\—T 433> D 15%) |I2FET BE. T—EAR—R IHVIZHRDLEL
T—A%EHIBRLTHLWLWT —2ERETEDHLIICLET,

1. T—AR—R A — D#FEHEHR D FER
ROFIEIZHST, T—EN—RAN—VFFERLET,

1. Flow Collector 7T SAT7 U AEBA L A—TJA(RIZAT (2 LET,

2. [HHR—F(Support) ] > [T—ER—R AL — D#iETHIEER (Database Storage Statistics) ]
#EIRLET,
3. [/ T4 (Capacity)]. [Z7B—FT—2DHLE (Flow Data Summary)]. LU [CIA R+

T—ADHLE (ClEvent Data Summary) [ (F=& [EFX )T ARV AT —2DOE
(Security Event Data Summary) ) [CTIRTFSN TS MEERLET,
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5. SMC (Manager) & Flow Collector DT —2X—ZAD /Ao 7S

Database Storage Statistics

Capacity

Average Wol
Capacity in Days 50 49

Remaining Days 22 21

Database St
Stalistics

Bytes Per Day 545 46M 56.

Flow Data Summary >
Rows B !'
Average Per Largest
Data Days | Containers Total Day Day Tok
Flow Details 28 32 148.75M  5.31M 5.49M 3.-3
Flow Interface 14 20 213.3M  15.24M 15.65M 5.
Details
[
Total 28 52 362.05M | 20.55M 21.15M 9.4

Fe) Cl Event Data Summary

Rows Byte

- G4 et

Average Per Largest
Data Days § Containers Total Day Day Total
Cl Events 28 29 35117k 1254k 12.85k 8.53M
Cl Event 28 29 35117k 1254k 12.85k 4 DBh{
Details
Total 28 58 70234k 25.08k 2571k 12 Sﬁi
: i il Sl

2. ABZ—TTARADEHMOK)IY

TO—AVA—TIA R T—RE, THORKR—EDA U B3—TzA RIZHEST 5T —2TT,
Stealthwatch TIA— AU A—J1A R T—A2E LV 7O0—T—32% R E LFT, 7O—(42—Tx
ARADTIAIIEETIE, VAT ALIZESDTIA—F =N Ty ad8n b=, aTEELRRY . 3R
TDAVEZ—DIA ADMREHIBEREFREFTEET . COHEEEIX. Data Store VAT AIZITBEAHSIN
WA Y= ILELTTRIMNT DS5AT7 N FERLET , NS FEN Data Store AT Ls
LUNMZDABEHINDZEETTE=OIC, /—FAREIZHBEENHYET,

Quick View for Flow =
Server Exporters 1P (IF)
e E — €0 — =
-
[ pscP %] FlowAdion ¢ Exporter ~!| Exporter Type ¢ | interface ¢ | Owecton #| T ']  psce  #| FlowAdin ¢
| 1 Permitted Gisoo 17 ifindex-2 Inbound Permitted
Permited Qsco Mndex-3 Outbound Permitted

COF—AD AT TR EEREAHAIYET , TRTOTF—ANRELDH TN S
. RESEEELES Bl 70). COBMEYLENT— & EhhEd,

BELEREFHRIYBENA VA —JI( R T 2D T —3X—RZHEL. 70— RET
BE=OIERAIRRLG T A AV HEBERRT HIZE. ROFIEEZRTLET .
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5. SMC (Manager) & Flow Collector DT —2X—ZAD /Ao 7S

1. admin 21— —¢,LTTRIMNT H54700 2ATAULET,

2. [f% (Enterprise)] *Y!)—T Flow Collector R DITFE T, TSR (+) EBEE4)voLTayv
TTERELET,

3. [Flow Collector] ZH&49")voLET , [% 7 (Configuration)] > [FA/\F 1 (Properties)] 1
RLETF,

4. [Flow Collector 7' E/XF 4 (Flow Collector Properties)] # A 7 AT Ry O R T, [FFH%E
(Advanced)] #21)vILET,

5. [2A— A3 —TxA R T—RDRTE (Store flow interface data)] Z3EIRLET,

6. REPMZEGRELE Y. EAL HMZRX T BIZRET L. 7 BRIKYEHWNT—4
FERHNFT,

7. [OK1&ED)vHILET,
8. 5NFOTHORDFIBIZEAET,

3. 70—MFHMECIARUT—EDNZVT

Flow Collector T—AR—ZXNT7O—D & ClARU MDY A XEHE/NT BIZ1E RaY
R—HMZHBBNEHLELEEN, COFIEIFEETHY. NIV TTORRIEIRETETIZEH S LM
MIWNYEBAD, TOCRIZIEHAETVADNBETYT .

NetFlow Zr)3I2 T 9§ BEE(d. Flow Collector T—AR—XMD7O—DFFHE ClARU N/ %
RETHIRHEREELET . CORETIE. XD 2 O ELET,
o T—AR—XIF. AALE-BHHEEZTYYEBTONET,

o T—AR—R[E JFAAEVBMEDSNTHWNT—EANoA—)LT7 IrERIBLET A, TE
BETFTEEREFELIIEEFLEE A,

NG TITIT7AIVEERT BRI, RO FIBIZHE>T SMC (Manager) £ £ U Flow Collector
T—AR—RIZRESNTNDRFTYT L avrFHIBRLET,

A SMC (Manager) & XU Flow Collector T—RR—ZXD X F v T avhFHIBRLTEELY,
NIE NI TYT RSB BT RGFIETT

1. SMC(Manager) & & U Flow Collector 7 75 ATV AN T —AR—ZX MDY —)LIZ admin &
LTRIJA1ULET,

2. RFvFavbORER : RDELSIZAHDLET,

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select * from
database snapshots;"

3. RFvILavyb(FEETHEE) DHIR: RDKSIZAHALET,

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select remove
database snapshot ('StealthWatchSnapl');"

4. RFYFavhIA T HEIBRENDETHE: REEZELED,

ls /lancope/var/database/dbs/sw/v_sw node0001 data/Snapshots/
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5. SMC (Manager) & Flow Collector DT —2X—ZAD /Ao 7S

BRISETRWMERIE. TOFEFHLET . T IN—ZAD YA X(Z&2TIE, THILEA
HIBRSNDETHI NN DIGEELHYET .

5. FIE 1~ 4%EYIRLT, REFESNTLNDT A TD SMC (Manager) & KU Flow Collector
T—AR—ZRDRF VT avrEHIBRLET,

F—BAR—ZRFYE—RITFAILL AT LIZNNYITYTTBRIZIE. ROFIEEEFTLET,
o SEEL:UE—FTFAILDARTLIZ, T—ER—=AD/I\YITITERITFTH-OD+H01HZE
EENHDIEEHRLET,
o Bfl: T —AR—RZ 1 EIN\VITVTTBE URBITRIBIO/NNYITYTNDEERTET
MG TvTENDBT=0. I\ T7vTIZhMBERIFEHRYET , 2OTAaEXTIE. 1
PH1=YUH05GB ~ 2GB DT —EMNN\YIT7YTEIhFET,

1. PISATUOREBAUA—DIARICRYET (FFZL. TRIMTOSATUMIEFALENT

{EEELY),
2. ROFIEBZEFTLTIE—FI7AIL DRATLEITHELGDT—EIN—X I\ IT7vTR
FREEHELES,

o [(R—L (Home)] &9y LET,
o [TA4RYEHE (Disk Usage)] £V aVE#RDOITET,

o /lancope/var 774 ILY AT LD [Used (byte)] BIZEFEZLET , T —EIRN—AD/\YY
TITERET DI VE—LT7AIL D RTLLEIZDEELTOEIEIZZD
15% ZELI-DDEESHFENVETYT,

et AR et P A et s A e AP A A A A P e AT\ s e e s i AN A o P PR A

Disk Usage

Name Used Size (byte) Used (byte) Available (byte)

/ 37% 492G 168G 299G

flancopefvar 68% 37.03G6 24.48G 11.79G

3. [E&%E (Configuration)] > [J)E—F 774 )L AT L (Remote File System)] MBIV v I LE
ER

FlowCollector for NetFlow VE

Remote File System

IP Address: 15.32

Port Mumber: 445
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5. SMC (Manager) & Flow Collector DT —2X—ZAD /Ao 7S

4. INVITIT I7AINEREFETBH)E—L IT7MIL SATLDEREZFERALT, Z9—ILRIZA
HALZET,

774 )LEE Tl CIFS (Common Internet File System) . Fll4& SMB (Server Message Block)
cWSTarahEREINET,

5. LEA (Apply) 1 &2y LT, REIT7AIVICEREZERLET .

ISRAT—RZABLTE GEHA (Apply) I REAU DB RSB S ., [VE—FI7MILV R
T Ls (Remote File System)] R—UDZEBERE 1 BV IS HEFNHYET,

6. [TAM(Test)]1ZH)vHILT. FTSATURE)E—RIF7AIL AT LDMEIZEBIETES
CEEHERLET,

TAMTETITEENE—RTFAI VAT LOR—DTEIZRD Ay EE—INERIREN
FI,

7. [H7R—bF(Support) 1> [T—ER—ZD/\vI 7 v 7T K UE It (Backup/Restore Database) ]
DIEIZHY 9O LET  [T—ER—ZAD /v 7w 7 (Backup Database)] R—U A BHEET
(RDBEZESER),

FlowCollector for NetFlow VE ‘

Backup/Restore Database !

Backup Database

Backup database and configuration to previously configured file share.

Please see the help page for information on restoring database backups.

8. /NI Ty TDYER (Create Backup)] #9UvoLET ., COTOERITREBANDES
NHYET,

o« NYIT7vT TOEADEREE, ITVRER—UMLRLTELETOER (T RSN E
BA, 2L, NI 7 vTDRTHIC, [Fro )L (Cance) ] EV) VIS HE. TTS
AT REBEEBLGENEN\YIT YT BRATEGLDHZENHYET .

. NITYIHETTHET. BEICRTINDETICHVET,
. %f‘y’JT\yj"?"DtXODEHEHEEﬁ?'él:li~ (05 DEF (View Log)] E5Uv s LE

9. [FAC% (Close)1 &0 v L TEBHKIRI4FIZEFALES,
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5. SMC (Manager) & Flow Collector DT —2X—ZAD /Ao 7S

BT TBRNN\YITYTEX Yo vILTEEEE BT T—IN—RDRFvTavk
O z=EEsRLCEaN, ERATIEIZOVTE. T4 F—AR_R—2D R Fv T avkD
HIg1ZSBL T,

4, T—RAR—ADRAFvTavtDHIEK
INVITYTIT7ANERFLIZE. RO FIBIZHE>T SMC (Manager) F1z[& Flow Collector 7—4
N—RADRFvTavh&HIBRLET .

A SMC (Manager) & & U Flow Collector T—2N—XMD A F v T avbhZHIBRL TS,
hiE. BERNSES-OICFRAREFIETT .

. SMC(Manager) &7=(% Flow Collector 7 T SA T2V ADT—BR—ZAMD3A*)—)L(Z admin &
LTy 1oLET,

L RFYTLavhORER: RO ESICAHALET,
/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select * from
database snapshots;"

. RFYTLavk(FETHHE) DHIR: RO KSICAALET,
/opt/vertica/bin/vsqgl -U dbadmin -w lanlcope -c "select remove
database snapshot ('StealthWatchSnapl') ;"

. RTVTavhIF LI DNHIBRESh S ETHME: REEZELET.

ls /lancope/var/database/dbs/sw/v_sw node0001 data/Snapshots/
ERNETEMGE X EDFFFELES . TEAX—RD YA X(&2 T TAILFH
HIFRSNAETHA DD DIEENHYFET,

. FIE1 ~ 4%#4YRLT, RESN TS T RTD SMC (Manager) $ & U Flow Collector
T—RAR—ZADRAFTY T3y HHIBRLET,
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6. Data Store D/ \y o7 v T

Data Store Z RO THEAT HIGE . BEFRAIDETEERE(ZDLNTIK,. Y Ra7a7xy
aFIL H—ERIZEBLEHhELESLY,

Data Store T—RR—XD/\vI 7V T DEEMIZDULNTIL, Data Store /N\—F Iz 7EAH LU
7\4:\'—“11/—’/3‘/ 774K [35E] £1=1& Data Store Virtual Edition E AH LAV T4FXaL— 3>
AR [RE]ZSRLTZEL,

Data Store #/\w9 7 VT T BICIE, L TOFIEEETTILENHYET,

1.1\ T7YTHRAMD AN —SERERTEDLS

2. 18997y TIRAMZ Python 3.7 & rsync 3.05 ZA 2 A+—ILT 3
3. N\YITVTRAMEERTS

4. dbadmin /SR T—KL R SSH 7HERAEHIZTS

5. 1\VITITRACDINVOTITT1LIMNZNHILT S

6. Data Store T—RAR—RZE/I\WIOT7YvTT S

1.IN\VIOT7ITHRAMDAN —CEH{EZRTEL S
NI TYTHARXERELBICIE. ROFIEEETLET,
1. DataNode M3 —/JLIZ root ELTAS AV LET,

2. ROARVEZIAE—L,. ATURZAUIZBEYSF T T Enter Z3L T, vsql ZEALTT—4
R—R[HERMLTYTVERTLET . TAVTMRRIN5 SRT—FEABLFET,
BREAELET,

/opt/vertica/bin/vsgl -U dbadmin -c "SELECT SUM(used bytes)
FROM storage containers;"

0 INVGTITRAMZNYIGTITHA XD DI EL 2 EDRAN—CBRENHDHLEHE
FELTLIEELY,

3. BEHIZ2&BITT. NVIT VT RAMIBELGAN —CREEZRBLVET,

REBEE AN —CEHIZEDWT, \I 7Y TEEIMNT 54 vT—9 LT Linux &
FITLTWARANEHEET HH . BELAN —CEHREZET-T Linux 2E21TLTLNS
RARERBILET , Stealthwatch 7T 547 R EIERID Linux A—ADRAREFEAL
E
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6. Data Store M/ 7y

Stealthwatch 775472 A EILRID Linux A—XDRAREFERAL TSI EEFERLTH L, /3y
57w THRARZ Python 3.7 & rsync 3.05 A AR—)LLET,

1. Y7 YITHRADALY—ILIZ root ELTAYTAULET,
2. AXUR7AV T Tpython --version EAALTEnter L., 1V AR—ILENTLVS
Python M/\—2 3 % fEZELET,
e Python 3.7 AV Ab—ILENTLVEWEE(E, FIR 3 ITEAFET,
¢ Python3.7 MG TITAVRAR—ILENTWDIGRIX. FIES [TEAET,
3. sudo apt-get update EAFILTEnter L. Python 2L/ \v7r— DEFH/N—
DavESADUA—RLET, TAVTIRRREINFZEH, NRT—FEAALET,
4. sudo apt-get install python3.7 &EAHLT Enter Z#L. Python 3.7 %A/ A +—
IWLEY,
5. AYRFAU TR Trsync —version EA AL T Enter L. 1V AR—LENTLVS rsync
DN—23aVEHERLET,
o rsync 3.05 MAUVA—I)LENTWVEWMEEIE. FIE6 ITEAFET,

o rsync 3.0.5 MNI TITAVRAM—ILENTWWBIGEIL. 3. 1\ O T VT HRAME#EET
BIHEAFET,

6. sudo apt-get update EAFILTEnter &L, rsync 2L/ N\ —  DEH/N—3
VEAUA—RLET, TAVTINRTREN 5 /SRT—FEASLET,
7. sudo apt-get install rsync EAHALTEnter &L, rsync EA 2 AR—ILLET,

NI TITRANVEEFTHIZIE. ROFIEZEFTLET,
1. NI TYTHRARDIAVY—ILIZ root ELTAT AU LET (FFEOT AU LTULVENS
&)
2. AYR7OV T Tgetent passwd | grep dbadmin EAFALTEnter ##L. 2D
RAMZ dbadmin A—H—FTHOUMREETEINEINEHERELET,
e dbadmin A—HF—TFHIUMAEELLGWNMEE (X, CORAMI dbadmin —H—
ThHOUREERLTLEESWD, FIE3 ITEARET,
e dbadmin A—HY—FHOUNFELTNBIEE . /I\VIT7 YT RAMDERKIITET
T9, 4. dbadmin D/SRT—FUL X SSH 7O REERITRIEAFT,
3. Ov> ROV TFTuseradd dbadmin EAALTEnter L. doadmin A—H—7H
IUREERRLET,
4. passwd dbadmin EA LT Enter Z#L. dbadmin [Z/ART—RZEYHTET,
5. FILLWVART—RE A AL TEnter ##L ., dbadmin D/NAT—R#ERELFET,
6. TOVTRARRENT=H, EEDE=HIZNRAT—LFE#BAALET,
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dbadmin A—H—FHIURD/INRT—KL X SSH 79 REZEH T BIZIE. ROFIEEEST
LEd,

1. NI T7YTHRARDAY—ILIZ root ELTAT AV LET (FEOT A2 LTS
&)

2. SSH AIZ/\wHT7vTRARESR Data Node DEI THR—k 22/TCP #FAE . rsync BIZ/\w%
7T RARES Data Node O fE T7R— 50000/ TCP ZBAZEE T,

3. OpenSSH M ssh-copy-id IZBF S F AV M TEEMZHEZELET,
4. ¥ DataNode [Z root ELTAT A LET,
5. ROARVEEFIE—L., TL—rTF AR TARIZBEYFITET,

ssh-copy-id -i dbadmin@[hostname]

6. [hostname] ZINYITVTRACDRANGICEESHRZFET,

7. BHFHL-av U RZaE—L, avoR7ay T RZBEY 41+ T Enter 2L T, dbadmin @
SSH BRI X —Z&/ N\ 7 YT HRAMZIOE—LZET,

8. MDATURZEIAFE—L. TL—oTFF AT T42IZBEYFITET,

ssh 'dbadmin@[hostname]'

. [hostname] ZINYIT VT RACDRAGICESHRAZET,
10. EFHLI-a< RZaE—L., A< RFTAa T RZBEY{FHH T Enter 3L . 20D Data Node HY
5/8RAT—R#EL T SSHZRHATYE—MRRMDAVY—ILIZAS AV TEBEEMHRLE
ERR

o INAT)—FHLTSSHEERTYE—FRRAMDIVY—ILIZAT AV TERIEEHEZLT
SRR

NI TITRANDINGGT T TALIMIZDHIE T BICIE ROFIREEITLETS

1. F#)D DataNode DAY —JLIZ root ELTAT A LET,

2. AXRFFAV T+ Tpython --version EAALTEnter L., 1V AR—ILENTLVS
Python M/\N\— 3 % FEZELET,

Data Node [Z/\w 97w T3 5EEIZFEILC Data Node Z{F T B1=8H. /1\vo7vTT4L Y
0 ) DWEAEIZEFA T % Data Node ZEZ B HTHEFET (6. Data Store T—AR—2R
#1\WIOT7vFTB1).

3. su - dbadmin EAALTEnter ##L ., UBEDITYUF% dbadmin A—H—&LTEST
LET,

4. ROAXRETFARITA4ZIZaE—LE T, ssh [backup-host-ip]
5. [backup—host-ip] Z/\yO TV TRALDIP PRLRIZEEH]Z FT,
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BHLF-avURZEaE—LTav o RTayTMMIBEY AT THS Enter Z3L ., /\w o7V T
RAMDAB—TTARIZ dbadmin ELT/ISNAT—FLZLTAT A TEAILEERLE
T o INYITITRANMNSINRAT—RDANEROONDIGE L, REEHEILET,

7. c¢d /home/dbadmin EAFLTEnter L. TALYMNIZZEELET,
8. mkdir backups EAFALTEnter ##L. backups TALIM)ZERLET,
9. exit EAHNLTEnter L. DataNode DAY KRSATAVTMIRYET,

vi pw.ini EAFILTEnter L. pw.ini /NI TV T IRRT—K 7/ )LEERKLT
wm&ELET .

setup-sw-datastore-secure-connectivity A9 ThEFEALT dbadmin
D/INRT—RFEBEHTBHEE L, pw. ini N ITFVT IRRT—R T7A VIR EFSNT
WBNRRT—FELEHTIBENHYET . CEITHOENENVITYTNERRLET,

11.

12.
13.
14.
15.

16.

17.

ROFTETL—UTF AT TA4RIZaE—LET,

[Passwords]

dbPassword = [dbadmin-password]

[dbadmin-password] % Data Store M dbadmin /NAT—RIZE#FHLET,
BHLIATZOE—L. . pw.ini NI 7 VT IRRT—F 7L )LIZBEYFITET,
Esc #HLTHMD, :wqgEANLTEnter 2L, ERZREFLTRTLET,

chmod 640 pw.ini EAFALTEnter L. pw.ini J7MILDIEREZEELT.
dbadmin A—HF—IZT7MILDHEAHIY LRELZHFRALET,

vi config.ini EAFALTEnter ##L. config.ini I\ F7YTREIT7AILEVERL
LTHRELET .

ROTEIAE—L, TL—oTFAPITARICBYRITET,

[Mapping]

v_sw node0001 = backup-host-ip:/home/dbadmin/backups
v_sw _node0002 backup-host-ip:/home/dbadmin/backups
v_sw _node0003 backup-host-ip:/home/dbadmin/backups

[Misc]
snapshotName = data store backup
passwordFile = /home/dbadmin/pw.ini

enableFreeSpaceCheck = True
retryCount = 2
retryDelay = 1

[Transmission]
encrypt = true
checksum = true
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concurrency backup = 2
concurrency restore = 2

18. backup—host=ip Z/IN\Y DT I THRALD IP PRLRIZEEHZ FT,

19. [Mapping] DT DHRALE A Data Node E—HEILIELME R [E. TNODRANEZERFHL
F9,

0 4 DLL kD DataNode #IRIZIZEEAL-5 S L. & DataNode DITUR) D HDHEEHE
BLEY,

20. E#FHLI=172E—L. config.ini F7AILICBEYRIFET,
21. Esc ZHLTH B, :wgEAALTEnter 2L, ZEFREFELTKRTLEY,

22. vbr -t init -c config.ini &EAFILTEnter ##L . Data Store D/ \YI 7V T4 %
ET /N7 VT HRARD /home/dbadmin/backups T4LIM)EHMEIELET,

6. Data Store T—ARN—X&E/\YIT7VvITT %

1. NV OTVT KRR TA4LOMN)DEEIZFERALI=D ERL Data Node DY —)LIZ
root ELTAT AV LET (5. 139O FPYTHRAMDINVO T YT T4LHOR)Z#HA1ET
31

2. su - dbadmin EAFALTEnter L., LIEDITY K% dbadmin A—H—&LTET
LET,

3. vbr -t backup -c config.ini --debug 3 --dry-run &AFLTEnter 1§
L.\ 79T xR ET I\ IT7YTDTFANEERITLET,

o N\YITYTDTAMMZEIILT-1EE &, Data Store Z/\v o7 vITLET, FIE 42
AHET,

o IN\VITITDTRAMIKELIZBEIE, /tnp/vor TALVNIDT/INYT AT T74
IWEHERL, RRRREZERLTHSN\VITIYTDTANEBERITLET,

| O mEzmrcERMESE. L ROYR—RIBHLNE b ETEEL,

4. vbr -t backup -c config.ini &AHLTEnter Z#L . Data Store Z/\y o7y TR
AR®D /home/dbadmin/backups T4LIRIZIN\yOT7YTLET,

5. M. ERARHETARIOBEOHREIIEAET .
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1 ERAREETARIBREDHESR

1 {ERAIRRIGETARIBEDHER

BT ITFATVADTARIBRBEFTVIL T IV FEI T I TEHIFAVAD T RGEE
BENHDHELEHRLET,

Update Manager [C7YTA—F T 2§ RXRTDTITSAT A SWU 774 JLIZDLNVT, SMC
(Manager) |2+ R HEERENHIELEHERLET . £ KT TSAT ORI+
EERENHIILEMHRLET,

e SMC(Manager) : SWU A\ Central Management @ Update Manager [C7v7O—KahbdE. &
# 52 SMC (Manager) DBMABEMNFERINET , T7MILIE. RLAATDRIDT7A )L
[ZEHTEZHZ 5N BDFET. Central Management M SMC (Manager) LIZREENET,

Update Manager [Z7 Y TA—K3 B3I RXRTDTTSATU A SWU T7AJLIZDLNT, SMC
(Manager) I+ R HEERENHAHEEHERLET, =& Z (X, [Central Management] D
[7vTT—kIH%—+ (Update Manager)] {8 FAL T Flow Collector # B H L1155 . #lL
L\ Flow Collector SWU 774 )LET7vFTA—R T BE T, 774 J)LI& SMC(Manager) 771 JL
VAT LTREINET,

o BEWRTTS5A4F R [Central Management] D [7vTT—k<H—+ (Update
Manager) | # AL CT7 ISA TV REZRHTHE BHMNTETLEZRIZSWU AT TSA7
DADITFAIVORT LD SLHEIBREINET , 1z&Z L, [Central Management] D [7v T T—k
T $#— 4 (Update Manager)] Z{#FHL T Flow Collector # B LT-15& . BEHMNTT TS
& FDTF7AILIL Flow Collector 774 LY AT LM GHIBRESNET,

UTDFIEIZHEST, SMC(Manager) ER EBXMRT T SA TV RIZINYFEV IO TEHI7
ANEAVAN=ILT B1=0D+REEESHENHAHLEERLET,
TISATVREEBAUA—DIA R (AT A4 LET,

[(R—L (Home)1 &2 vwILET,

[T4RAY{EHAE (Disk Usage)] 2o avEROTET,

[ZEZRE (Available) ] (/N1 1) 5| ZHEEEL . /lancope/var/ IN—T 43V I BRREEHE
MHEHEEMHERLET

L =

s B EEBXMRTISATURZEIZ BALRDYILIITEH I7AIL(SWU) D 4 15
LIEDY A XHHETT , SMC (Manager) Tld. Update Manager [Z7v7O—K3 3
FTRTCDTTSATUASWUIT7Z7AILD 4 ELUEDY A XHBRBETT,

o THEWRTTSATUR:1=EZIE. Flow Collector ® SWU 771 JLHY 6 GB DIHE.
Flow Collector(/lancope/var) IN—T 423 T EH 24 GB DEZTERENNET
(12D SWUT7AILx6GBx4=24GB),

e SMC(Manager) :1=¢Z1E. FNFN 6 GB D 4 DD SWU 774 L% SMC (Manager) |Z
7y7O—RFBIHE. /lancope/var IN—T 4325 KEE 96 GB DEEZREMN
WWETT (A DDSWUIT7AILX6GBX4=96GB),

Disk Usage

Name Used Size (byte) Used (byte) Available (byte)

I 40% 955G 354G 552G

14% 27.946 381G 23546
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5. TIZGATVADTARIBELNIRT AVELHDIGEEIE. FRALTWETITSATUAD
A AL— )L AF [#5E] DI Data Storage | 203> aSBLTLEELY,

6. RTVT 1 ~5FBYUBLT. BT TSAT7VADEERELHRLET,
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8. INYFDAVAR—IL

8. INYFDAA—)L

VI IT T YT T—NERRY BRI, TITSAT U RITRFD/INFEAVAR—ILLTINS I E
FRERL TSN, v FDEIUA—RIZDWNTIE, M2 Sy FEEFHFI7AIILOFHUA—F T
FESRLTZSL,

A INVTFEAVAM—ILT BRI VFRAIADT R TCOEERRET IS4 T ATFIE3

~TMWETLTWSIEEHERELTIZELY,

INYFEADAR=ILT BEZL, RDRRNTSOTARIZHSIZEEEEDOLET,
e Readme BEEDTITSATUVADEH/NYF SWU I77AIIWLET7yTO—KT 50, F=1E

[Central Management] DI R THDT7 TSA TV RIZERASNA X EOEH/ NVFET VT
A—KLET . BFEDOEH/ NYFDEEMIZ DL TIX., cisco.com (285 readme 2SR L T
=30y,

o IBF:CDtI a3 THRESNEIBF TNYFETITFAT D RICAVAM—ILLET, CD

BEHTIX., RAIEHDUF SMC (Manager) [ZA— LT YT I\ FEAA—ILLET,

o R CNODINYFRETITSATURIZTAVAM—ILENBETIZERKRK 0 HhMNBIEMN

HYUFET . REDEENRBR. FEREFrRILNEIULTWBBERK. TTFA4T7Y
AEHEREELENTEZSUY,

o FERE:RDNYFDAVAM—IVERRIRT BHIZ, INVTFHNA VA= ILEN, BT TSATY

ADAT—RAN[TvT (Up)] ERTFREINTNBIEERHERLET,

[Central Management] D [7 7T —k < #—+ (Update Manager)] 2/ Sy FE 7Y TO—K T 3I(Z
. ROFIEZFEALET,

1.

H LN

754<1) SMC (Manager) IZAT A2 LET .

L3 ([’ O —/\LEETE (Global Settings) ) 7AaV & w L ET,

[Central Management] ZEIRLFE T,

[7T5A4 72 AR T—4R X (Appliance Status)] FIEHERL . KT T4 T RAH [Up] EFRTR
SINTWBSILEHEZELET,

[7vFT—hTHR—+ (Update Manager)] 27 &2#IRL . [ AT LT YT T—h(System
Updates)] 923> #RDO+ET,

[MAR—)LENTLVS/N\—2 32 (Installed Version) ] B ZEHERELET, /\—23 7.3x
(130, 7.31,732) F=L 740 DHDBAVAR—ILENTEY . KT T4 T RIZ—EHEMN
HHELEHERELET,

ROFNE. T RTDTTSIATUVADAVA—ILENTWNS/N—230 M v132 THAIE
#RLTULET,
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System Updates @

APPLIANCE TYPE HOST NAME IP ADDRESS LAST REBOOT INSTALLED VERSION READY TO INSTALL UPDATE STATUS ACTIONS

SMC ] 2 hours ago @ 732 - (S}
patch-smc-
ROLLUP004-7.3.2-01

SMC ol I NE W 3 2 hours ago @ 7.3.2 - (S)
patch-smc-
ROLLUP004-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 (S)
patch-fenf-
ROLLUP005-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 - (S
patch-fesf-
ROLLUP004-7.3.2-01

UDP Director 19 hours ago @ 7.3.2 - )
20210409.0329-58b666896Tea

Flow Sensor 1 a month ago @ 7.3.2 = O
20210409.0329-58b6668961ea

v1A41 [CEHTBENIZ. BDER vI3Xx(v7.3.0,v7.3.1 . v71.3.2) F-[Ev140 /1\yFEALA—)LLT
{f2&Ly,

ROFEIZHE ST, SMC(Manager) IZERFOOA—ILT VT INyFEAAM—ILLET, 2 DD SMC
(Manager) M7 x— LA —N\—RIZHRESNTWDE &L, T54<1) SMC (Manager) DREIZtEH
A1) SMC (Manager) IZ/ Ny FEA 2 AM—ILLET,

754<1) SMC (Manager) IZ/ Ny FEA 2 A— LT BRITIZEAF) SMC (Manager) [Z
INYTFHEAVAR—ILL AV A= LIV T LI=CEFERLET,

[7Yv T T—kY#— ¥ (Update Manager)] R— T, RDFIBEETLET,

1. [7v7B—K (Upload)] #5)vHLET,
2. SMC (Manager) DEBRFIDO—ILT YT /N0F SWU J7AILEERLET,

3. [7YyTT—hIH— (Update Manager)]> [ AT LD EH (System Update)] o3>
T. SMC(Manager) D [/ A+—ILDEfESE T (Ready to Install)] §|ZE R T/ VW FMNF RS
NTNWATEFTERLET,

4. £H2F1) SMC(Manager) D [74933> (Actions)] A=a—%#9) v LET,

754<!) SMC (Manager) : £H>%1) SMC (Manager) TD/\YFDA 2 A—)LNT TIZ5E
TLTWBEEIX, T54<) SMC(Manager) D [74933> (Actions)] *=a2—%491)vILZE
ERS
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5. [EFF DA Ar—)L (Install Update)] ZEIRLET,
6. BIEICRRSNDIERICHK T, EHEHEZELET,

o BHARAT—ARR [BE#HAT—AX (Update Status)] Fll L., [ RAb—)LiF#...
(Waiting to Install...)] 55 [/ Ab—)L (Installing) ] [CZEHUET,

- BEE: 7ISAT7UANEHNICERELET,

FTRTCDNYFNTISAT U REBRBTEDITTRHYFEE A EEFRETITSFAT7UR
ZHEEBLELTZSL,

INIFINETTFATVRICTAV A= )LENDETITRK IO DMMNBIEAHYFET,
REDEENREDR ., FRIFEBEEFrRILNTOULTWBRERIX. TITSATUREE

A EELEWTLESW, TTFATUVADART—RAAMN [T YT (Up)] THHLEEHERTD
[Z[Z. [Central Management] > [7 TS54 7> AT %—+ (Appliance Manager)] R—T%
SHELET,

7. ARM—ILDFER:

e SMC (Manager) @D [74< 3> (Actions)] A=a—%49) v LET,

o [EHNOY DT (View Update Log)] ZEIRLET

o INFMNTEEIFIITAVRAM—ILEH IELTRREIN TSI EEXHERELET,
INVFHRRBLIGE . T5—#BELTEERITLTESL, I DL TIE. TH
ST a—T420T7 1S BLTIEELY,

8. [Central Management] > [7 547> AT %—+ (Appliance Manager)] R— T SMC
(Manager) #HERLET . TTTAT UV ADAT—ARAN [7YT (Up)] ERTEN TR E
FHEZELET,

9. 2D0) SMC (Manager)Z7x— LA —/\—RIZHELTWSEAIX. FE 4 ~ 8 E#EYRL
T. 754" SMC(Manager) [/ Ay FEAAR—ILLET,

10. ;57\’5”7?0)11*2@?”<’C®77°547‘/ZI:’)L\’C\ ROIEFTINLDFIEZE#EYRLE
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152 TIZA4T7UR

g T UDP Director
(1] 4 Flow Replicator)

G ARTD Data Node F7-1%
2. Flow Collector 5000 !)—X F—%4
R—X

Flow Collector 5000

S yy—xTovy

4 ZFDMDFT XTD Flow Collector
' (NetFlow & KT sflow)

5. Flow Sensor

EE

N TRASE) T4 IS ARREBOIGE
(%. &=#¥IZtH>H1) UDP Director [Z7%w
FHEAAN—ILLET,

5 A A2 Data Node & Flow
Collector 5000 /1) —X F—4
R—Z2ADW\MANFETDHIEE
HYFEH A,

Data Node

Data Store 3 ~XTA Data Node [Z
INYFEBRALET , 79 S,
Central Management TY X TO Data
Node 7TSA TV ADAT—ERAMN [Ty
T(Up)] ERTRENBDEFBET,

Flow Collector 5000 1) —X F—A~R—X

IOV DEFHERIRT HHEIIZ. Flow
Collector 1) — X FT—HRAR—ZAHV/ \yF
DAVAM—=IVETRTL. FTZATUAD
AT—HZAN [Ty (Up)] ERRSNTLY
HILEMRLETS

IOV DEHEFRIRT DRI, Flow
Collector ') — X FT—HARN—ZAHV/ \yF
DAVAC—=IETETL. TITSATUAD
AT—HZAN [Ty T (Up)] ERRSNTLY
HTLEHERLET,

DSRBRDRDT TS5AT U RIZINyF
A2 AM—)LF BHIIZ. Flow Collector A
INVTFDAVAN—IVERT L. 7TS547
VADAT—RBAMN[TYT (Up)] ERRS
NTWBIEERERLET,
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1. AAM—ILDOTER:

e SMC (Manager) D [743 3> (Actions)] A=a—%#91)voLET,

« [EFHAY DEK(View Update Log)] #ZERLET

o INYFMIEE IFIFTAVA—ILEAIELTRIREIN TS EXTERLET,
INFHRRBLIZIGE . T5—FBIELTHERITLTIIZEL, FFlIZ DL TIE. TH
FINa—T40T 1BRBLTIIZEL,

12. [7vTT—bh3 21—+ (Update Manager)] > [ AT LD EH (System Update)] 253>
T ETTFATVAD [ AR—ILD#HSE T (Ready to Install)] FIZEFEFEL . RSN T
WBO—ILT7yTN\yFEHERLET,

INVFRETTFATURITAD A= ILENDETITERK 90 POMNBIENHYET,
BREDEENREDR ., FEIFEBEEFrRILNTOULTWBEERIX. TTSATUREZE

A BHLENTLESD, TISATUADRT—EAN (7T (Up)] THBEEHRT
[Z1%. [Central Management] > [7 54 72 A +—+ (Appliance Manager)] R— %
SHELET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -46 —



INTA1 Y IR I T TYTTF—bDA U AR—)L

ONVIAN IO T TPITT—DA A =)L

YOIz T7 7T T—rTIE, 5IEHE [Ty T T—h<R—T+ (Update Manager)] R—Z{FHL

i—é—o

(VI3x DB ITBIGE) VI I T 7T T—rERIA3 BRIIZ. SMC(Manager) &
Flow Collector DIZEFFEIA 1 BB L 7 BRE THAZEFHERL TS,

VINIZTTITT—READ RNV T HEZL RORRNTZVTARIZHSIEEHENDHLE

j-o

B : 77547 A IEFRBYICEFLET . FIRT SaIICIEFHIERF 203> TiElE:
LTS,

HH: V13X DOBEFHTBIGEIE. 741 VI T 7T T— BB T HRI1IZ. SMC &
Flow Collector DA 1 BFELIE 7T BRETHAIEZTHEZELET,

BB ROTITSAT O ADBHERILT BRI BHDAAVAR—ILEINTEY. &T7T5
ATVRADRT—RAMN [T YT (Up)] ERFESN TSI EFERLET,
BEOT7TS5AF7 >R :SMC (Manager) . Flow Collector 5000, & 8] A4 (HA) ) UDP
Director. # & U DataNode ZRE. 7T SA T RABATHRILTHAERIE. 7ITS5AT
ANEHIEFETRICROTERD T T SAT U RERBICEHFTEET,

Data Store:Data Store NEHSN TGS BFERICT —EAN—REZT7YITIL—FE
F-IXEBE T BRINHEL, TR TO Data Node TSSH AEMIZHE->TWNAIEEHERELET
([SSHOE%NE (Enable SSH)1 A T3 % &IRLET),

RETFHIELADFIBIZHST. TXTD DataNode TSSHEEHZIIZL. JL—FSSH7 X
MDA %NE (Enable Root SSH Access)] AT ar DR HYIZ, [SSHDOE 1L (Enabling SSH) ]
FrvIRyHIREAIZLET, DataNode TSSHZERNZTBIEEIE. 7vIFL—K70O
TRAMFTET L5, & DataNode ) SSH B EEIZTEET,

RDIEFT,. FTSAT U RERHLET,

IEFF FIZATUR B

N TRASE) T4 VS RAREDZE L. R
[Z+H>%1) UDP Director B #LET,

UDP Director BHMNETL. hH UDP Director 7 T54 7

(Bl 45 Flow Replicator) DRDRAT—AZAM [F7vT (Up)] EFRTENTLY
BILERRELTHN S, 54! UDP Director &
BHLES,

9 T Data Node F=( . 275 X322 Data Node & Flow Collector

Flow Gollector 5000 1) —X 5000 ) —X F—AR—ZDEH T

T—RAR—X ETHIEEHBYFEEAS
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INTAN I IRIT T TV T T—h DAV RAL—IL

Flow Collector 5000

> D RV N AV
ZDDT XTD Flow
4, Collector
(NetFlow # XU sflow)
5. Flow Sensor
6 tHh41) SMC(Manager)

*EALTWSIESE

Data Node

BEHEBIIAT HHEIIZ. & DataNode T SSH A'F
N> TS EFFEZRLTLEEY, EEMIZD
WTIE. TIZL®HIZ 1D Data Store IZS B L TLSE
=AW

Flow Collector 5000 1) —X F—R~_R—2X

IOV DEHEEIRT SR, Flow Collector &
=X T—AR—RDEHNETL. TTSAT>
ADAT—RAAMN[TvT (Up)] ERTRENTULNS
ZEEHERRLET,

IDSRABNDRDT TS5AT o RERHT BRI,

IVOVDEHFNETLTEY. TTSATUAD
AT—HZAM[TYT (Up)] ERTFREN TS EE
HEZELET,

(VI3x Do BT HIGE) BFERIET HATIC.
Flow Collector MR EFFFEIAS 1 BEREI LA E 7 BH K
THAHIZELEHERLET,

DSRBNDRDT T S5AT U REEH I BRI,

Flow Collector DEEFHMET L. FTFATUAD
AT—HZAD [TYT (Up)] ERTRESNTINDILE
HEZELET,

Flow Collector SWU 77 A JLE7v7O—KLET,
v13x Mo T7vTYI L—K 9 %1545 . Flow Collector
DT TFAT IV RRT—RAN [BREDNDEEEZRE
/1 (Config Changes Pending)] ERREN B EMN

HYET,

(VI3x o BT HI5E) BFHEFIIBT DA,
SMC (Manager) DIZ @AY 1 BFfEILLE 7 B
M ChHhD_ETHEELET,

AT LTEHUHF) SMC(Manager) Z{E AL TLY
AEEIE. T54<") SMC(Manager) D E#H %4
19 BHEIIZ. EH A1) SMC (Manager) D EEFHMN
SETLTEY. EHhA1) SMC(Manager) 7 754
TOADAT—RAM[7vT (Up)] ERRENT
WHIEZEHERLET,

BT T T HE. @A D SMC(Manager) hith
UA)O— )L THEREETIIENHYET, 0I5
& 1%. [12. Manager(IH SMC) 7x— /LA —/\—
O—)LOFER 1ZSBL TS, Iz—I)LA—
N—O—)LIE. WA D SMC (Manager) WE TSN
BHETEBLALTLESLY,
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(VI3x WO T HI5E) BB T A1,
SMC (Manager) DiZFEBFEA 1 BFREILLE 7 BX
BTHHEXERLFET,

AT LTEAUF) SMC(Manager) Z{E AL TLY
AIEEIE. 7547 SMC (Manager) D E#H %4
189 BHIIZ. TH A1) SMC (Manager) D EEFHMN
SETLTHY. EhA1) SMC(Manager) 7 754

7. 754<") SMC (Manager) TFUORADAT—RAMN [T YT (Up)] ERTRENT
WA EFRERLET,

BHIMNT T I SHE WAD SMC(Manager) HitH
UA)O— )L THEHTLIIELHYET, TDiH
& 1%. M12. Manager(IH SMC) 7x— /LA —/\—
A—)LDFERIZSRL TSN, Tz—/)LA—
N—0O—)LI&. @A D SMC (Manager) NEFHh
HETEERLALTLESLY,

RDFENEIZH>T. [Central Management] ID T TSA TV RIZY IR T T7ITT—REAUR
}‘_)[/Lzasj—o

TFISATURI IO I T DT VT T—hI7AIVEENIZAVAM—ILLET , T7MIL
YA X Web 7TUr—2a> DFIRIRH D=, VI ITTEHI7AILDEHE R/
VRYVTIEHRINEE A,

1.741SWU O 7v7a—K

. SMC (Manager) I2AZ A4 LET,
. TS9O TRLR/N—I|Z https://<SMC IP address> EAHTLET,

1
2
3. £ ([’ O0—/\JLER5E (Global Settings) ) 74 E S v LET,
4
5

. [Central Management] Z:EIRLET .

. [Py T T—hR—T v (Update Manager)] 27 % FERL . [ R T LT YT T—k(System
Updates)] 2 avxRDITEY,

BRI BHIIC. TISA T REIEFEYICEHL CTHMZEZEL TSV, ROTTS
A (T7OROEHEBBT BN, BEHAIURF—IILENTEY., BFTSATUAA
[7Y7 (Up)] ERFTEINTWNRIEERERLET,

6. [MVArR—=ILENTLVA/N\— 32 (Installed Version)] B ZFEERELEST . KT T5A T X
73x DEIL/NA—232(7.3.0. 7.3.1.7.32) F=1L 740 BNA VR —ILEN TSI EXTERL
*9,

ZOPFIE. TRTDTITSATURIZEIL/NA—230 (132) AV ARR—ILENTNAZEE
RLTWET T RTODTTSATURIZBAILN—23 RSV AR—ILEN TR EWNS T E
(TEBRLTLESLY,
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System Updates @

APPLIANCE TYPE HOST NAME IP ADDRESS LAST REBOOT INSTALLED VERSION READY TO INSTALL UPDATE STATUS ACTIONS

SMC ] 2 hours ago @ 732 - (S}
patch-smc-
ROLLUP004-7.3.2-01

SMC ol I NE W 3 2 hours ago @ 7.3.2 - (S)
patch-smc-
ROLLUP004-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 (S)
patch-fenf-
ROLLUP005-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 - (S
patch-fesf-
ROLLUP004-7.3.2-01

UDP Director 19 hours ago @ 7.3.2 - )
20210409.0329-58b666896Tea

Flow Sensor 1 a month ago @ 7.3.2 = O
20210409.0329-58b6668961ea

7. [7v7A—FK (Upload)] Z9UvoLET,

8. BEIEICRTRINDZTAVTMIHESTSWU I7MIILEEIRLET . —EIC1 DDIT7AILE
7v7O—KLEY,

o B :[Central Management] AN {7 TSATF7URIZSWU I7/IILE7yvTO—KLE

ERS

* Flow Sensor: SMC (Manager) # B #L1=1%. Flow Sensor SWU 774 L& 7v7O—KL
F9,

o TARVRE HMIZOWTIE, 7. FATBRLETARIBEDHEZ 1ZSBEL TS
LY,

2.741SWU DA AR—)L
RDOFIEIZHELY, [Central Management] Z{ERALTY b0z 78 HLET,

| O 7757 AHERFBYIEHL TERISH TS,

1. [7T 5472 A% —T+ (Appliance Manager) ] 8 7 & BIRLET . TXTDFTIF1T7UR
DT TFATYART—BRM [Fv7 (Up)] ERREN TS EAHRLET

2. [7yvTT—hH— (Update Manager)] 27 &:EIRLET .

3. [V RTLDHEFH (System Updates)] ¥ a3V F#HERLET . 7T SATUVRADRD %
Fry LT BHEBNTETNSIEEHERLET

o [AVRM—ILEHESE T (Ready toInstall)]: 7.4.1 SWU J7A LR REINTINSIEE
EBLZE T, Flow Sensor SWU 774/ ILHMVEESN TULVEWMEE (X, SMC (Manager) &
BEFLERICZYIO—FLET,

e [XZEDBEIEE (Last Reboot )] (SMC (Manager) & Flow Collector) : (7.3.x MNoE#H 9
HIGE)REDOHEEIMN 1 LU LRI, A D7 BRETHHIEXHEELET,

o 1 FFARFBDEEIE. NEBEORTEFLET,
o THULERBLTWAIGZAIX. [77 3> (Actions)] A=—a—>[FTSATUR
D EFCE) (Reboot Appliance)] DIEIZH) Y IL T, FTTSAT U RAEHREHLE
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INTA1 Y IR I T TYTTF—bDA U AR—)L

T DKED 1 B THL. TR TOTOEREXR L F VI DERMNT
ETWBHILEHERLEY,

REDEENRER, FEEREFIYRILNEIULTWAGEIE. TISAT7URER

A BELGWTLZEN, TTFATVRADRAT—EAN [7YT (Up)] THHLEHERT D
[Z1%. [Central Management] > [7 54 7> A +—+ (Appliance Manager)] R— %
SHELEY,

4. FITSATUARD [7H3> (Actions)] A=a—%&HYvHLET,
5. [BEFH DA Ak— )L (Install Update)] ZEIRLET,
6. EEICKRTRSNBIERICHE-ST. BEFFEHERLET,

o BHIRAT—AR :[EFHFAT—4X (Update Status)] Fll (K., [/ A b— )L .
(Waiting to Install...)] )5 [/ A—JLH (Installing) ] ITEHYET , B@EIZ 1 &
[CEFHINFET,

s BEER.TISATURIX. VI IZTT7YITT—rD=-OIZBEBICERELET,

A FISAT AN EBNICEBREELET . XREDEENRETORMIX, 7TTSA4/TUR%E
Bt S 0TS,

7. [V AR—=ILENTULVA/N\— 3> (Installed Version)] Bl ZF v LT, /\—23> 74197
O T 7T T—hDIRRENTNSIEFFERLET,

o [AURL—)ILIZRIILELT= (Installation Successful) 1: 7T 54 F7URAD [A 2V A—IL
SN TULVE/N\—2 32 (Installed Version)] EL T 7.4.1 ARRSNTWBEE L. XD
FIBICHEHS . TTFAT UV ADRAT—RREREZRLET,

o [ RAM—ILIZSBALFE LT = (Installation Failed)]:[EEEFF A T—4A X (Update Status)]
I [4 2 RA—ILIZKBLZELT= (Install Failed) ] ER RSN TWBIGEIL. [V 3
> (Actions)] *=a2—@) [EFH A DR (View Update Log)] #9)v I L THMEHE
BLET, MEZERTESEE L. EHEERAITLTZE0, EFMICOLTIE TR
ST a—T40T 1S BLTIZELY,

8. [7TS5AT7 U ATH—+ (Appliance Manager)] 37 %8RLET , /AR KITTTSA7
VAERDITET,

o PYTELIFEHIHES TISFATURADAT—EAMN [7YT (Up)] ERTFSN TS
CEEHERLET,

7547 Manager AV AR—ILTBE, EBICAVAR—ILENF=TRTOTTSA
TFUORADT TIAT UV ARRT—RAD [HE#EFH (Connected)] ERFRSNET,

o FIARIR—=V%: TS5AT) IRX—XDT TS5AT VO ART—RAN [FEfiFH
(Connected)] ERREIN TSI LEMHERLET . TT7471) Manager NEFHSNDHFE
T. hYH) Manager DAT—ERIE[TYT(Up)] DEETT, ZDE. TATDT
TIAT U RADRAT—RAN [ EH (Connected)] ERTRENFET,

9. ZDtHUaUN2.741SWU DAV AM—=ILIDEFIEERDT TZAT 2 ADT=HIZHE YR
LET ., 7TSAT7 U RITNIEBIZEH LT EZSLY,
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10. [Central Management] TIRTDT TS5A T REVIATIZEFHFLESEE.T10. /4 7A
ASEY T4 DEHFE JIZEHFET (UDP Director DH) . BEFIZ UDP Director MEZFENTLVE
WEEIE. T TFRIMTISATIORDA D AR—IL IIZERET

I5—DBAEIFHTIY

[BFHD A Ab—JL (Install Update) ]
RAVIEERTEEE A,

SMC (Manager) L EBRER T T54(47
DAY T =YD U

KB CODIFAINETORIER &
B & TEFHBATLE. I7MILEE
E7vy7O0—RLTHTLESY. B
MR LAV S X, S XadR—k
[ZHR LE HE<FEEL,

TINARIZEZBR EHHYFETA N

space left on device)

=3 0

[EH DA ZAh— )L (Install Update) ] B BT L—FK
RSN TWBE=OIZO)Y I TERWMESIX [AAR—
JLEETE T (Ready to Instal ) ] FIIZ T TSATURAD
SWU 774 ILINRIRSN TSI LERERLET . 775
AT 2 AN Flow Sensor MiHE (L. SMC(Manager) 8
HLIzRIZSWU D7/ ILET Y TO—FLET,

F71-. [REDBEFE (Last Reboot)] 5l T SMC
(Manager) & Flow Collector D& D BIEENHY 1 BFfE LL
LHI. N DT BRETHAHAZEEHERLET (VIi3x h5
B#HTHER)

« 1HERFEDGEIL. VEORTZ/HLET

s THULBRIBLTWAHEIX. TISATURAY
NUN)IZBEILE T, [7232 (Actions)] #
Za—D>[TITSATU ADBEHEE) (Reboot
Appliance) 1 0O LTT7 T SAT U RAEBEH
LET, Ve 1 BEF>THL. TXTOTR
tX§§é1ﬁ?I‘y7®i§1ﬁﬁ7§§'@%TL‘Za::‘:%ﬁﬁ
E%J\L’ [e]

FYRD—YEGEREL. KT ITSATUVADNTISAT
DRAURUR)Z[TYT (Up)] ERTREN TSI EE
HELET . TISAT7URADRT—EAN [HERF v+
JLDA 79> (Config Channel Down)] DIFZ &, 1A
F—LELUVTaF¥alL—a> HAR [EE]ID

[ Troubleshooting | 293 FSBLTLZELY,
TR —OEGENRIEL-CEEFERLTHD, /YT
i;—?‘nW:?E%ﬁ?wf)b@{/xb—)biﬁ.ﬁm
L/ o

ELLSWU BAHBHEFTERLET IELLYSWU LB D
MESIHLEHIBTERWNGE (L, XY R—FZRL
BEhtEET,

BT TFGATUVADTARIBEETFIVIL T, 1\wyF&
YIRNIITEHIFAILDA VAU +DHESE
EHAHEIEEEELET,
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INTAN I IRIT T TV T T—h DAV RAL—IL

IS5—DERAFE=IEHTIY FHHE

BEWNRTITSATUARATEIZ BLRDYINITTERH
T7AIL(SWU) D 4 5L EDH A ZXNBETT, SMC
(Manager) Tl&. Update Manager IZ7v7O—K3 39
RTDTTZATURASWU Z7MILD 4 EULEDH AR
b“%‘g‘t“?o

o BEWNKRTISAT VAR 1=EZ L. Flow Collector
M SWU 774 JLHY 6 GB MI54E . Flow Collector
(/lancope/var) /IN\—T 433> T 7%{¢% 24 GB
) DEZBFENVETT (1 D0 SWUT7A)L x6
GBx4=24GB),

o SMC(Manager) : f=,Z L. FNFN6GBD 4D
M SWU 774 JL% SMC (Manager) [Z7v7O—K
I BI;E . /lancope/var IN—T 432075k
£ 96GB DEERENMETT 4DD SWU T7
A4)LX6GBX4=96GB),

o ZTMMMDIEHR: M DLNTIEL. 7. ERTEEL
TARIVBEDER 1S HBLTESLY,

COIS—MRELEBEEF UTORANEZONE
ERS

o AURMILDEFHIZH—ERZEEIZEFILT
=Ehot=
o BHEIMNYIT—FEHFmI-TRIICEABEINT

BT TZATVADNT ITSAT AL RN [Ty T
(Up)] ERTFREIN TSI EERERLET . 7ISATUR
DRAT—RRAM [BEF ¥ ILDHF > (Config Channel
Down)] DIFE L, AV A—ILE LV T4F¥alL—
a2 AAFE [#EEE] D Troubleshooting |23 %5

i}
el

(TARYE

FTHELHIR T AT—32X BLTLEELY,
(Unexpected exit status!) F1-. [xEBE DB E) (Last Reboot)] 5T SMC

(Manager) & Flow Collector M i & DB IZEHY 1 BrfE LL
FRI. M DT BRFETHEICEZFERLET (vI3x M5
BT HER)

o 1RRREDHEE, NEBEORTZEZRHLET,

« THULERBLTWAEEIX. TITSATURAY
RNUR)IZHEEILET , [7223> (Actions)] *
Za—>[T7TSAT7RADBEHEE) (Reboot
Appliance)1 &9y ILTT7 T4 T REBEEE
LEFT, DiEt 1 BEF->THD,. I XTHOTA
tz;géﬁaﬁz\yb@iﬁﬁhff%u\é:aé‘ﬁ'ﬁ
E%J\L/ o
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INTA1 Y IR I T YT TF—bDA U AR—IL

I5—DBAEIFHTIY

SIVR-CHECK

Warning! RO & Zik 9 &k A
£ D% 5L OfE - MR DAWFEL 1=,
(We found certificate
validation issues that
will break the following
integrations.)

7y7Aa—R Ik B LELTz (Upload
Failed)

=3 0

EERXOY DIELEFET-IL SMTP EBEDHZEMN, H—/—
O DRIEODEHEFH-LTLWELATL =, EFEHIZDOL
Tl —/I"—DIDBREE(7.3x ~ 741 DH)ESEL
TLEES W, REFEBIELT, EFHEHRITLTEESL,

—EIZ1 DDI7AINET7YyTO—KLET, EHHD SWU
J7AIVERBIZZYIO—RT BRI EIETEEH A,

RD SWU Z7AILDT7yvTO—FERIET 5H1IZ. &
7yTO—KMNTETL. MV RAM—ILEESE T (Ready to
Install)] B[R RSN TWNBI EXFEELF T, [9.v7.4.1
VYINIZTTVITT—MDAV A= )L 1ESRBLTES
L\o

| @ z5—smncaniman. cxavr—rizsmuanecs,
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10. 1\ FRASEYTADERTE

10. 7\ FRAZEY)TADHTE

#5300 UDP Director " ABEIEL. TITSATUARABEBA L A—J1( A FALTCE I AMEH
EFLET,

o SR[AM(L. UDP Director N—RFR TP 7 ISATURATOMHERTEET,
SR RA%EX. KRBT ITSATURATIIERTEEE A,

UDP Director = A] A4 (HA) Tl. L& UDP Director DR EZHRE CEEFI . AN/ —KHhTL
MERTIN. FEOEATI DO/—REITHRASAUIZEYET,

UDP Director TERI M RESINTEHY. Cisco Secure Network Analytics Z v7.4.0 LA
O ic=md 218403, THEICT1. FS54<1) UDP Director i 1] It D35 | O FIEIS
- TEAAREBRRELET .

RPDRATHUZAY J—RETFAR) A TFAY /—REEA T EVWVET  RTDTF47
)/—RTCRENRELGE. EhU T /—FD5IERNTTZM2YITRYET,

o BL¥E)L—)L SRR AT LD UDP Director BDE5iE)L—)LE 1 DU ERTFLET,

o JL—ILERTET7AIL%ERTE: UDP Director D IL— LN TIZEHRESNTLNDIES.
UDP Director L—)LEIVRR—b(OL—ILERETFAIWVERTF) LET . RIS, ZDT7 M)
% 2 & B ® UDP Director [T/ R—FL T, ENEFNDIL—ILHA—ET BHKSILET,

o JEF:&#IZTS54<") UDP Director ZERELT=%. ThUF ) THREERYRLET,

o HIRFELIIHRTEFH  EBLLEEHLLYUDP Director THAES . FNFNIZDOLNTINDAHA
FDFIEIZHREWNET, 1=1=L. hF UM T TIZ Secure Network Analytics VAT L EDT
TSATURELTEREFHADGZEIL. £H 1) UDP Director (CAST AL, ZODEIT IV
DFHBIZHE->TERAAEaVR—RUMEEHRTELET,

1. 754<"') UDP Director [cA4 A4 LET,
2. [E%3E (Configuration)]> [Z 8] A4 (High Availability) ] 91y LET,

SR AMEED (B A Y —E XD HF XL (Enable High Availability Service)] FxyoRv I A%
FUIZLET,
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10. 1\ FRASEYTADERTE

[J Enable High Availability Service

High Availability Settings

Node ID 1 2

Virtual IP Address

Subnet Mask

Shared Secret L@n HA
Sync Ring #1(eth2) Unicast IP Address

Sync Ring #1(eth2) Subnet Mask

Sync Ring #2(eth3) Unicast IP Address

Sync Ring #2(eth3) Subnet Mask

Paired Node Host Name

Paired Node Sync Ring #1(eth2) IP Address

Paired Node Sync Ring #2(eth3) IP Address

3. [/—KFID(NodeID)] ZEIRLET, 754 <) UDP Director DIFE (L. 1 Z:EIRLFET . &H
A1) UDP Director D5 &, 2 Z:# IRLET,

4, [RABIP7KRL X (Virtual IP Address)] 74— JLKRIZ, ethO /23— A/ R ERICY T RvbE
[ZHARERDIP PRLREAALET , [T R YT XY (Subnet Mask) ] % . eth0 1>
B—DIARTHEAINDEZ Y ITRIMIRIDIEIZERELET,

| 0 R IP FRLANEAD/—FTRILTHAHZLEHERLET,

5. [# B % (Shared Secret)] 74— JLK T, A D UDP Director DX FINZEAALFET,
(CNFEF a7 LEERAICESEENET,)

6. [RIHAY> 91 (eth2) 2=F ANPF7 KL X (Sync Ring #1 (eth2) Unicast IP Address)]
TA4—ILRIZVIP PRLREH T RYNTRYEANLET , (A=ZF VYA IP FRLRIFE—D
TR —O5EEZHMLET )

7. [RI#AY > 452 (eth3) 2=Fx ANP7 KL X (Sync Ring #2 (eth3) Unicast IP Address)]
TA4—ILRIZVIP PRLREV T RYNRRIEAALET,

8. & IP 7KL R (eth0, eth02, eth03) [, ZNZNFEDIL=_F ¥+ Ar ST XYL ETHINE
BHYVET, (RTUVTEN=/—FREHA) 5 1 (eth2) DIP7KEL X (Paired Node Sync Ring
#1(eth2) IP Address)] 74—JLKIZ, #H>41) UDP Director @ Eth2IP 7RLXRZAHLE
ERR
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10.

11.

12.
13.

[R7YTENT=/—F DA+ (Paired Node Host Name)] Z74—JLKIZ, H> %) UDP
Director DTRALRZANLET,

(R7YUTENT-/—FRRERIHI) Y 1 (eth2) DIPF KL X (Paired Node Sync Ring #1(eth2) IP
Address)] 74— JLKRIZ, h24& 1) UDP Director @ Eth2IP PRLRAZAALET,

[R7YTENT=/—FREIHA) % 1(eth3) DIPF7 KL R (Paired Node Sync Ring #1(eth3) IP
Address)] 74— JLKIZ. H>%1) UDP Director ) Eth3IP PRLAFZAHLET,

REFHELS.GEA (Apply) 1 ZF0UvIL T REZTEALET,
OS5 RAMD 2% B D UDP Director ZERXTE T DIZIE. RDEIIIVIZHEAFET,

o BIRDFE 4 T/—KID 2 Z8IRLT1=1BEE. TS54<") UDP Director [ZX{LTLLTF D

FIEZRTLET

4> %1) UDP Director #3XE T BDICIXRDFIEEETLET .

5.

6.
7.

. tH2A1) UDP Director IZAST A LET .

[E%5E (Configuration)]> [& 8] FATE (High Availability) ] 2y LEY,
(RF7YoTENT=/—FDRAR4 (Paired Node Host Name)] 74— ILKIZ, A EFY

UDP Director D7RAREZEAALET,

CHEETIRTD/NTGA—EERELEFT (RIDTITSA T RATHM/INTA—2EEE
LB RIZIFENEEHFTET) . TOE. ROEBEBEBRT R TOIA—ILRT. RIIDT T
FAT o REFS=KEICIEZFHREL TS0,

o [BIEAY Y 1(eth2) 2=F+ R IP 7KL X (Sync Ring #1(eth2) Unicast IP
Address)]: 754 DZDT4—ILETEHRELI=ZRLREIFELSDIP FRLRAZA S
LETH. TS5/ THEELEZREIUY 1 A=2X Vv RAMPRLAERLC YT RYMNIH
DHENBHYET,

o [RIEAYU Y 2(eth3) 2=F XL IP 7KL X (Sync Ring #2(eth3) Unicast IP
Address)]: 754 DZDT4—ILETHRELI=ZRLREIFELSBIP FRLRAZA S
LETM. TS5ATYTHEELEREYLY 2 A=FvRAMPRLRERILY T RUMIH
DHENBHYET,

o (R7YLHENTF-/—F DA% (Paired Node Host Name)]: 2D 74— ILRIZ. TS5
A <') UDP Director D7TRAEZEAHLET,

o [RPYUHENTI=/—FREIHIY2 T 1 (eth2) DIPF7 KL X (Paired Node Sync Ring #1
(eth2) IP Address)]: 2D 74— ILKIZ, 54 <) UDP Director M Eth2 IP 7KL X% A
ALFET,

o [RPYUHENTI=/—FREIHIY2 1 (eth3) DIPF7 KL X (Paired Node Sync Ring #1
(eth3) IP Address)]: ZM 74— ILKIZ, 54 <) UDP Director M Eth3IP 7KL X% A
ALFET,

GER (Apply) 120V ILTERRNBREREFL. COTTSATVADISREZ) T H—E
AERIBLET

TS5AR) TTSAT U RERET BIZI1E. [F4E (Promote) ] REVEI I LET,
BB [121E (Operations)] > [7TS5A 7 AN BE#2E) (Restart Appliance)] ZEIRLE T,
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N TFRINTISAT DA R =)L

. TRINTISAT DA AN—)L

0 v7.4.0 LIfE, SMC DEFRIEIR—DXICEBINTVES , cDEYI 3V NTIL, SMC
FIr—UvERRELTOET,

Data Store Flow Collector M &% {# FHL T Secure Network Analytics VAT LZEZREHT S

A SE . TARAINT HSATUNEFERT A EIEHYERE A /\ 1T YK Data Store/3E
Data Store VAT LDIGZE . TAIMT 9547 ME JE Data Store KA DH LEHE
LET,

ROFERIE. TRIMNTOSAT MDAV A= ILEFERICERINET,

o TRIOMNYTHIATURDEIEEEHN—30FO—HAILIZAVR—ILTEET,

o TRUMYTHSAFTURZIE. Stealthwatch Management Console X2 SMC (Manager) 72 & M
Stealthwatch FHEEMNEZENTLVET,

o TRUMITHSATUMDERDN—2aVZTIERTBICIE. EIR—DXIZBULTEL
BETI7FAILHBRBEICHYES,

o TS5ARNVBIUVEHVE) IR—VrDEAZFERALTWSE AKX, —ADIR—¥%0
GAILTHSEI—ADIA—XICATAVTEIRERHYET,

o FRIMTHSATUCDEHDN—2a 0 ERBIZEKENTEET,

o Secure Network Analytics DRI/ N—CaVICEIHIT BB EIE. TRIMNTHSATULD
HLOWN—Da0F ARV T 2R ELRHBYET,

 Data Store ZBEAT AHE (L. Web 7T — 3% FFHL T Secure Network Analytics A
DAM=IVEEZA—BXUVERELET . TRAIMYT OS54 7&K Data Store ERENH
VEHA,

TARAINTOZAT DAY A—ILFIEIL. Windows & macOS DEELEFERALTLNDAIC
SO TERYZET,

e Windows ZL=TRIMTHSATURDAU AL
e macOSEFRALI=TRIMNTHSAT7UMDALV AL

F7-. Windows & macOS DELLEFERALTWAMNIIGL T, A BYG AR ERLBZAEZTERLE
9,

o Windows Explorer W A EYH AL XELEET D
o Finder NS AEYH A XEEET S

Windows Z{ERALI=T AUV T ISAT7 DA A =)L
o TRIUMNITOSATUNEAVAN—ILT BI=OD+HIFIERNBLETT,
o TRIMITHSATUMIIE. 64EVRDARL—T AT VAT LNRBETT, 32
EvrDARL—T 420 O RXTFLFEFIE Linux TIEEFTTEEFH A,
LUT®DOFIET., Windows #FARALTTRIMNTOSATUNEAAR—ILLET,
1. IR—TvlcabdA4oLET,
2. [#r9>0—K (Download)] 7Aav&#2)wILET,
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M. TFRINITHSAT MDA R =)L

a1 2(y)

exe Z7AIEIIYILT AV AL TORZHIBLET,
4 —RDFIEEETLTTRINTISAT UM EAVAM—ILLET,

FROMT EDFROINT 55T T4V 2 09 bLET .

6. [SMCH—/\—% (SMC Server Name)] 74—JLRIZ, YR—D v —/N\—RFF=XIP 7RL
Z(IPv4a £=1ZIPvB)EAHLET,

7. T —x% A—HLZENRT—REAHALFET,

8. EEICRRENDIERIZESTTRINT 9SATUNERE. TITSATUVRADTATY

TATA4EBAEZEEFELE T,

Windows Explorer N AEYH A XEEET S

o &~ »

O TRIMNT 94T AV BA—DAREETT 502, V74T bavE2—3TE|
YETESUH LT IERAEY) (RAM) DEFXEBETEET,
ALTLWSZHDRF AV MOREDT—4 vk (100,000 BEEZHLI—FNEFEN-TO—
HTNEE)EZHFRSBEIE. Y HTHAAR)FEOTEERETLTEELY,

1. Windows Explorer T, ik— LT 4L IR IZFEEILET .

2. IHIEERDIBIZBAZEZET . [AppDatal > [A—=>% (Roaming)] > [Stealthwatch],
THILEHIERTDIGE L. [Stealthwatch |ZRRTE2DLENHIEELHYET,

3. Stealthwatch T4L 27K T. BRI®D Stealthwatch /N\—3 R EENTWNBITAHILE ZRHE
F9,

4. WYIERETT)r— 3% AL T application.vmoptions 771 L=, #REZRIEL
FT(CDT7AIIE TRIMNTOSAT UL ERDICHAWNRIZERINET),
B/IAE)H AL X (Xms) :512MB UL EZEY B TR LEEREFOLET . COBESX. 774
LD 3IBEEHDITIZRIREINZET,

aAVTUVEERLIZ1ITTRERTDITAEADGEIL,. TOEB TRARTINTLSH
FESBLT, EOHFHIRNAE) YA XERL TN EFFEEL TLIEELY,

# Enter one WM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

BAAEYHALZX (Xmx) : R RKAE)HAX(ZIE. FRXTAVEL—E2DO RAMDESDH AR
FZEYYTEHENTEET, COBSX. 771D 4 BB DITIZRTEINET,

AUTUVEERKLIE N ITTRARTDITAEIDGE (. TOEGR THEARTINTNDH
FESRLT RARAEV YA XERL TV SHFEREIL TZELY,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m
TRTOEBZERALET ., =&AL Xmx0.5m TlEAEL, ~xmx512m # A ALET,

| T TR ISAT BRI N T T SRR AT ATERELF
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M. TFRINITHSAT MDA R =)L

LTEZEZERLTLESLY,

macOS Z{FAL=TRIMNTISATIMDA2R—)L
‘ o« FRIMNTHSATUNEADRN—ILT B1=0D+DHIERIDBETT,

| o Java [CBE T HIS— AvtE—UNRTREINDBEE, ChEYBPNSHEAEEY

o TRIUMNITHSATUMIIE. A EYRDARL—T 4T R TLNBHETY, 32
EvbDARL—FT424T AT LFIE Linux TIEEFTTEFE B A

LT DFIET. macOS ZERALTTRIMNTISATUMEAVAM—ILLET,

1. vr—oxlzad4ULET,
2. [F9>0—K (Download)] 7Aa>&2)yoLET,

a1 2y

3. dmg I7AILED)YILT . AVAM—IL TOEREFHIBLET,
FTAAVETAHIF X, ULTFISRT KIICEZA—IZRTREINET,

-0. [ L]

nnnnnnnnnnn

4. [TRUMYT US54 T 2k (Desktop Client)] 7432 (E) &7 I —ar T+ LIRS
JLET,

FAaAVIE RE9—k SyRIZBMEnET .,

5. TRIUMNT ED [TRIMYTHIS54F7 2k (Desktop Client)] 74> ([:) #=)voLET,

6. [SMCH—/\—% (SMC Server Name)] 74—JLRIZ, I%x—D % H—/N\—ZF=IXIP 7FL
A (IPv4a E=1XIPv6)ZAHDLET,

1. RR—x A—HRZENRAT—KEAALET,
8. BEEIZRTRINDIERIZHESTTRINT 9S5AFUNERHRE . TISATUADTATY
TATABAEFEELET,

Finder Do AEYH A XEEET S

0 TRAINT DSAT O AV RA—DA RERITTBH=OIZ, 54T haVE1—43TE|
YHTBEIUELTIERAAE)(RAM) DEFXFEETEET,

FHOWTWAEHDRF AV MOKREDT—S Yk (100,000 BZEBAZSHLa—FKFNEENF=-T7O0—
HINNEE)ERSIBEIL. B|Y LB THAERFEOTEERITLTIEELY,
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M. TFRINITHSAT MDA R =)L

1. RET./R—L TALIMNIIZBHLET,
2. Stealthwatch 74 )L ZZHEET,

3. Stealthwatch T4LZ k)T, BHI®D Stealthwatch /N\— 3 MEENTLNETAHILE ZHE
*9,

4. WYIERET ) r—3 % E AL T application.vmoptions 771 ILZFE. fREZRIBL
FFT(CDITFAINIE TRIOMNTOSAT UM e RN =RIZERSNET),
B/INAE)H AL X (Xms) :512MB L EZEY LB TR LEREFOLET . cOBSX. 774
LD IEFEBDTIZRTINET,

AVTUVEEHKLI- 1T TRARTDITAEIDIEE . TOEGR TRARTINTDH
FESRLT, EOBFINRPAE) YA XERLTVENEFERL TS,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

BAAEYHALZX (Xmx) : R RKAE)HAX(ZIE. FRXTAVEL—E2DO RAMDESDH AR
HE|Y U TRIENTEET . COESIE. I7MILD 4 BB DITIZRRTSNET,

AVTUVEEGLIZ T TRRI DI TA2D5EE, TOERTRARTINTNDHH
FESHLT. RARAEITARXERLTVDHFEREEL TS,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

FTRTOEBEEZFERALET, =& 1E. Xmx0.5m TlEEL, - xmx512mZ A HDLET .
. ;Z?F‘y77547>Fﬁ§5~E¥l:rl \UJ 1T BEEIL ARV YA XERELE

o Java [SAE T HIT5— Ayt—UARTEINDEZEE T ChEYBNSGAEYEY
HTEELERLTIZSLY,
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12. Manager (I8 SMC) 7x— LA —/N\—O— )LD FER

12. Manager (|H SMC) 7x—)LA—/\—A—)L D
EEEIC.\

o JRA2F :v1.40 LIBE. SMC DERIFIIR—DFIZEBINTWVET . COEYaVH
TlX.SMC &I R—I v ERBHEHLTLNET,

I A Jr—)LA—/N\—0O—)LI&. @A D Manager NEFHENBETEBLLZLTLESLY,

Central Management TD 7 7547 ADEBMPHIRIX., 7T—ILA—/\—DHREET
A T L. Central Management TEHUE) RR2—I DT TS5AT U RART—RAD [
FEH (Connected)] ERTRIN TS EZHERTHETEITLELTLEZLY,

ROFIEEFEALT. EHRRDT ST IRr—Tretho 5 IR—DrDA—ILHEHOT
WRWCEERERLES .

tHhoH) 2R —OvICEBEIL—F—-LLTRTAULET,

[4'a—/\)LEEE (Global Settings)] 7A4a>&E5)vHLET,

[Managers% 5 (Manager Configuration)] Z&RLFE T,

[Zx— LA —/\—E&E (Failover Configuration)] 27 &# 42w LET,
Tz—)LA—N\—O— )L EA T ) ELTRRIN TSI EERHRLET .

Manager Configuration

o~ b~

| Name: i IPAddress: 121 © Model: | Serial: 23eaf

Data Retention  DSCP Configuration  Failover Configuration

Failover Configuration

Make sure you add all required certificates to your Manager Trust Stores. Also, configure the
secondary Manager before the primary Manager. For instructions, please refer to Help.

Failover Role™

Secondary

Other Manager

P Address” Failover Role
[ 141 | primary

6. F5A4) TXx—¥I2ATMLET . FlIE2 ~ 4[> T, Fz—)IVA—"—O— )LDV
FAR)ELTRRSINDEEHERLET,

7. WA D Manager AU F)ELTRRSINTWNDIGEIL, Jz—ILA—/I\—O—)LEZE R
LT 12DT5A4R) IRx—Txe 1 DEHVE IR—D 8 BNHBHIREICLET, 7z—)L
A== T4Fa2L—ar HAR[EB] DHREDIEF EFIBIZHK-TLIESLY,

0 FIEZDWTIE, Tz—)LA—/N\— O T4FaL—a HAF [EE]ZSRBLTGES
Ly

8. ¥hoF) Rx—Ty (2OATAULET,
9. [ZA—aL %< 3> DB (Flow Collection Trend)] ZFERLET .
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12. Manager (I8 SMC) 7x— LA —/N\—O— )LD FER

Flow Collection Trend

blank trend indicates
flow collection stopped

l

Sep-24 4:00 AM B:00 AM 12:00 PM 4:00 PM 8:00 PM Sep-25 4:00 AM B:00 AM 12:00 PM

10. 20— ALy avhETRDBE . 7IVIVETRETT . RORATYTIEAFT,

Ja—aL o armMBEIELTLVAIE S &, [Central Management] Z{$EFAL T Flow Collector
EtHhoR) RRx—OrEBERELET,

T34 v +—x(cad /4 LET,

[ 0—/\)LE&E (Global Settings)] 7Aa>& 2w LET , [EHEIE (Central
Management)] Z:#ERLET,

[77‘“5,{7>X7*_¢/—\4 (Appliance Manager)] A — T Flow Collector ZROITFE
EE

<o+ ([BB&ECS (Ellipsis) ) 74V &)V ILET,

[7TSAT7 2 ADBEILE) (Reboot Appliance)] Z&8IRLET , BIEIZR TN BIETR
[CRE->TRELET S

Flow Collector: FEZ#EYIRL T, [EEH B (Central Management)] TY X T® Flow
Collector ZH#CEILE T,

THUF) R R2—T v FIEEBYEBRLT, EHUF) IR2—OvZBEIHLET,

1. 7547 32— xIcad14oLET,

12. [Central Management] > [7 F54 7 AT —+ (Appliance Manager) ] #H52LET, &
7]?/@% IF—XDTITSAT U ART—RAN [$EHRiFH (Connected) ] ERTREINTULNS
CEEHERRLET,
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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