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o T—RALT

(i ) T—R/—FOEHFIRIE. COEHICEADFIETY , Data Store ZREIL TLVDI5
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4. Web 95ATFUPDIN—U3 % FERLET, v6.0 DIF AL, v6.5,v6.7, Tl vi0 27y
JU—K3T2RENHYET, FIBIZDULTIX. VMware HARFESBLTLIEELY,

r ~
About VMware vSphere

Upgrade Required
vSphere Web Client Version 6.0.0 ﬁ

Client Integration Plug-in || |
H B BN BNEeE |

5. XRDEIZHEAET,

2. VMware 1R AN D FEER

RDOFIEIZHE>T ESXi RARERETRL. v6.5, v6.7, [ vi0 AV RR—ILEN TS LETE
FBLET , Secure Network Analytics 7 754 7 AMEHDHRAMIA VU AR—LENTLSIEE
(. BRANEERLET

VMware Ul DA=a2—&E5 570900 —8%. CSIZRIIEREFELIBENHYE
oYY TIZEAT AEEMIZDOULNTIL, VMware HAFZSBLTIEELY,

1. [F7E45—% (Navigator)] XA > T [vCenter 42Nk 1) X (vCenter Inventory Lists) ] %58
RLET,

2. [RAF(Hosts)] Z#:&RLET,
3. RRFEZEVIYILET,
4. [H<)—(Summary)] 2T%#51)vILET,

0 1< 1 ACTIONS v Upgrade Required
Monitor Configure Permissions VMs tor
| Hypervisor: (\.-’Mware ESXI, 6.0.0, 3620759

4 Model: UCSC-C220-M45

' Processor Type: Intel(R) Xeon{R) CPU E5-2697 v4 @ 2.30GHz
Logical Processors: 72
NICs: 4
Virtual Machines: 53
State: Connected
Uptime: 518 days

5. WAINR—INAY DIN—D3 % FERLET , v6.0 DIFEIL. v6.5, v6.7, £f=IEvI0IZTVT
JL—KTE5HEAHBYET . FIEIZDLTIL. VMware HARZSBEBLTLEELY,

6. Secure Network Analytics 77547V AMA U A— LN TSt DARAMIXLTEIE
1~5%&YIRLET,
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o Bt HDTS59Y: Secure Network Analytics & Chrome. Firefox. £ &1 Microsoft
Edge DEFH/N\—avE Y R—LTULVET,

* Microsoft Edge : Microsoft Edge [Z[&, 774 A XDHIRNH A ATREENHYET,
Microsoft Edge ZfE AL T. VI+Dx7 7T T—k Z74IL(SWU) ET7vTA—KRLAEWLZ &
=REOLET,

o a—bthybk:TSOHDIa—bhybEERALT, LT DD Secure Network Analytics 7
TSATOADT TIAT O RAEBA U Z—TIARIZTIEALTNRIES . BEH7OEAD
SETRIE -V ERELEWZEAHYET . TDHEEIL, a—rhvbE—BHIBKRL
THBERL TS,

o EERAE: —EDITSIYTIX. TTSATUAR TATUTATAEBREDEHHAIRDEHEM
EHEINTWET, TITSATURIZTIERTER MG S X, [SSL/TLS Certificates for
Managed Appliances Guide J&#S B L CIIBAZEZE T X 5\, Cisco Y R—FETHRBILE
HhE<{F=ZEly,

A SHBDY—ERD=—XEHEFEL. Secure Network Analytics 7 TS5A T2 RIZT7 1R
FTHEREBEAZZAMNLTEWMELABYET,

ROWTNHADA T a2 ZEFEHALT Secure Network Analytics 7T SA TV RIZTHOERRATESS
EEFEZL TS,
FBEF7ISA47UR 20— Q=L R—bADI) T L)

KVMZNLTT7TSA T RIZ7 IR TBIZIX, Virtual Manager DR F 1A ESBLTLES
LY, =&, VMware ZN L TT7 T 54 72 RIZHESE I BI1Z(E. vSphere M vCenter Server Appliance
EEWAA—DTIAADRFX A MESHBLTLESLY,

N—FHx7:a V=)L @ary—ILiR—b~ADI) 7 JLEESR)

YT TELIEEZA—FEF—R—FEFEALTT ISA 7O RICERH T BICIE 1A —
WET VT T LU—FHAR IR=DIZYRIESN TS EREFT D Secure Network Analytics /N\—FH 7
HENAF [EEBIESHBLTLESL,

N—F*) L7 :CIMC(UCS 7TSLT7VR)

CIMCEZNLTT7TSA T RIZT AT BIZIE. Cisco Integrated Management Controller
(CIMC) Configuration Guides R—UZY RSN TR TSV IA—LDRFDHAREZSELTL
=&y,

ADH

SHEY—EXDNREIZLES=BEIZHA T ROFIEIZHELY. Secure Network Analytics 7754
TORIZTOERTBADAEEZRBMLET,
REEIEIN—FITT7OHEZEEFALTTISATURICAT AV TERWNSEIX. TTSA4T7>
ADFYRT =0 A B—TzARAT—HRIZSSHEBEMIZITEET,

BEH. T —AR—RETYITIL—RE-ITRE T BH1Z. [SSHO B #NE (Enable

A SsH)] AT EBIRLT. T RTOT—E/—FTSSH BB TWNBIEaHE
BIEIBENDYET . SSHEAMZT L. VATLOREYRIHEMLET , SSH
IHBRIBEDH BT EIIENEETT, SSHIL., HRETRIZEMIZLET,
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ROFIEICHST BIRLIZTTFATUAD SSHERWTEMICLET,

[Central Management] > [7 TS5 A4 72 AT *— 4 (Appliance Manager) ] ZBZ=£ 9,
TITSATVAD [793> (Actions)] A=a—%&9) I LET,

[T TS5A 72 AR D#RE (Edit Appliance Configuration)] ZZIRLET .
[7FTS5A4T7 > A (Appliance)] 3T EEIRLFET,

[SSH]I o2 avE EROIHET,

SSH7 O RADHEBNZT M, L— T IEREFNZTHENEERLET,

2L T o A

o [SSHOEZNE (Enable SSH)1: 7T S5A T2V AAMD SSH 7O REHA T BIZIE. 2D
FvIRVIREAUIZLET,

e [JL—FSSH7 XD HEZNE (Enable Root SSH Access): 7 TS5A T AAD I)L—k
TORADENEEHATBIZIE, COFVvIRYIREAUIZLET,

7. [ERE DA (Apply settings) 1 &4 wHLET,
8. EIEICRTRINBIERICK--T. THLERELET,

I A sSHIZ, ERAASKRT LELBFEMIZL TS,

?%ﬁ(}) BLELT.ROEBZRBELT. Y—N\—O D RBRIIOEHEZ B LTSI LERHERL

o [BEEDOST DIRTFESL (TLS #BH® Syslog) (Audit Log Destination (Syslog over TLS))]
e SMTP R E (ICEEBDEFA—/LEA)

?j)_?’&ﬁﬁ#“?’éﬁulm%m’éEEu.LL,’C(téL\  BHMNEHEZH-LTLVEWMES ., BHIEKRRL

EEOJDRELEDEH
EENJ OLEDRENROTEHDEHEH LTSI LERBL TS,

e Syslogover TLS ZH7R—F9 % syslog —/N\—H 5D J)L—MEEER (CA) SSL EFBHEM 7
TSATVRADEBEANTIZEENTWALEFHERLET . EEOY DIEEINFKESN T
BETITFAT U ADEBANTEHERALET,

e Syslog H—/N\—®D ID SEBAZ D [H T (Subject)] T4—ILRFEIX [T HRDHI
% (Subject Alternative Name)] 74— JLFIZ Syslog H—/\—® IP ZRL AN EEN TLVELLY
BEIE. FRLRAZEEOT DRENRESNTWNBE T TSATUADIEBANTIZEML
E3

BEARNTICTIRATHIZIE. SMCIZAST AU LET , [J A—/VLERE (Global Settings)] 743
> > [Central Management] Z#3ZIRLET . TTTATUAD *** ([HBBEEES (Ellipsis) ) 7AAV &4
I LET , [TTSA T XERBDHRE (Edit Appliance Configuration)] ZEIRLET , [£A%
(General)] 27 % &R . {EEERAF7 (Trust Store)] £ 3 FTRYO—)LLET , SFMIZDLY
TIE. EEXMRT T IATAD SSL/TLS SEFAE A AF v7.3 [EEB] #SHL TS,
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SMTP 2 EDEH
H—/\—D ID RIFIZIE. ROVTIADA TS 3L EFALES,

o FREER (CA) MM SMTP H—/3—® ID EBAEIZ. F=IX THRELEZIP PRLRAEIER
AR E—FT B [T (Subject)] =X [T RDFI4E (Subject Alternative
Name)] A EFERLET,

o [EEALTIZSMTP H4—/\—0D ID SEBAZZEEMLET

SMC {EERNTIZT7 V2R BIZIE. SMC IZAT A2 LET, [ B—/\)LELE (Global Settings)]
7 A3 > [Central Management] ZERLET, SMC D *+* ([BBREE S (Ellipsis)]) 74>V 0w
DLET L [TTSAT7 U AEB DO #HRE (Edit Appliance Configuration)] Z&IRLET , [&A%
(General)] 87 % #IRL . [{E8A LT (Trust Store) ] £ a>F TRYA—)LLET . EEHIZDLY
TIX. EEBRETISATAD SSL/TLS SEBAEHAF v7.3 [(EiE] £ BLTZELY,

TFISGATVRIZARBL T ITSGATOAR TATUOTATAEAENA VA= ILEN TR E L.
FNODHEN NN ORFT THALEHERLTHL, BEHTOERERBLET , BUFES:
FEARYIND T TSA TR TATUTATAERETIE, TISATUVREZBEHTEEFE A DX
BITITZGAT VR TATUOTATAAAEZBEMZBICIE, EEXNETISATUAD
SSL/TLS SFFAZAHAK v 7.3 [EEE] OFIEIZHLVET,

FIZGAT VR TFATOTAT1DEWR

A —3vk PEM(.cer. .crt, .pem) E7=I&X PKCS#12(p12, .pfx. .pks)
RSA ¥—MD &S 4096 EvhFEFIL 8192 EVk
@i HB—IN—E9SATUNDRINE. TTSGATUVRATATOTA

TAAREICLETY,

v71.3.0 M5 v7.3.1,v132, BLUVIAO ADEFIZIE D ROADNURILIZE>THEAFDRIEIC
RIRENEAELLGNCEEHER T A-ODRAEFIVINEENTLET,
SIRREFFRALTWAEEX. SIREDTEEHF—U N R D T74ILELT)Central
Management D{EEA NP ICFEET AL MHRALET  EEANPICTURIV T4 TAEBRED H
NHBEEIL. TYTITL—FIFKBELET,

EBIMEINI-EIBRE DT LG FT—2 M Central Manager DIEFERAR7IZEELLMG S,
Secure Network Analytics v7.3.0 Mo D EHFH X LML ET , v7.31 £l=E vi32 BTy
T9L—F3 588, COFvIIddEBIhEEA.
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L BHIIZ

RFDVAADNURIVICEBOBF/NVFRAVRA—ILEN TSI EEHERL TS, 5
#AIZDULVTIZ. Cisco Bundles Common Update Patch @ readme ZZ L TLEELY, 7V F:
o BOELT-IL—IEREER (CA) DFERIEEEEADTOZIGIBAZEXIRELET,

o VROAMY—EREDERICFERTDHATIRAES/N\URILE, D AOUNDY—EREDE
BICERTANEEBEENRILLAEENET,

(2. 189F DA HO0—F 1 FIBIZHE>TLIEEW, 7120, FIE 3 TlX. [HRE")')—X (Latest
Release)] %Il T [GEBAZ /K )L (Certificate Bundles) ] Z:EIRL T, &FTDRAaD/ANUR)LD H
BEF/INYFIZTIEALET,

FERAIZ Data Store NEFENTWDIGEE L. EFHZFAIBT DRI, TRTHOT—F/—FTSSHMN
BNNIEH> TSI EEHERLTLEEEW, BHFER. &7 —3/—FRIZN\YFEAAL—ILLET,

o SSHOEML  RET7IVEADFIEIZH-T. TRTOT—E/—KFTSSHEERIZL.
[JL—FSSH7 Yt XD EZNE (Enable Root SSH Access) ] A7 ardbHYIZ. [SSHOH
1L (Enabling SSH) ] Fx v IRV HIREAVIZLET , T—2/—KTSSHZEMIZT BH5E
. 7Y L—F7ateRENYFDAUAN—ILATETLEEL, T—32/—KRZEIZSSHE
EHIZTEET,

o NYFDAVAL—IL. T RTDTITSATUREVIAOIZEFH LIS, KT —5/—KIZ/\y
FEAVAM=ILLET . EFDIEFE/NNYFDAVAN—ILDIEF F—ETHA=H. 17
FIBIZH LTSN, T9.v140 VIR I T FITT—h DA AR—IL1E L UT10. T—4
J—RFADINYF SWU DA AM— )L 1EZSBLTEEL,

o BYUALL . COBFHITWHEBELGI IUEZALIZDODVWTERELHAIGE(E. DAY R—FIC
BEWLEHELLZSLY,

V140 [ZEFHT BRI, ISEDIIAEFI—UNTELTHAHIEFRERL TZEY, 54
[ZDULVTIZ. Cisco Secure Network Analytics ISE $ &N ISE-PIC O 74X al— 3>
HAE 1T4[HEEE] D 5 R—IU M ibiRFE S Option 1 — Deploying Certificates Using ISE

A Internal Certificate Authority (Recommended) | 73> FSBL TS0, FEIFE A%
ETLTUISEDL T r—23v 75— LDBBEHEEL TS,

HHMIZONTIX vI40 ) —R/—FDBERA DB IV I ARSI TS EET
B ISE & DEEESHEL T ZEL,

o E{4:SMC TISE F/=IXISE-PIC #FALTWBIGER(X. 7547 T IL—T BB 2~y
RO —S %I (ANC) NEEN TS EFHERL THLEFHZRFHIBL TS0,

o FEERISEHSATINZAT A2 LET, [EH (Administration)]> [pxGrid H—E X (pxGrid
Services)] DIEIZEIRLET , [SMC] > [U954 7+ JL—T (Client Group) ] FZFERLE
T, VAMADE SMC #FERLFE T, Cisco BIHE R~y bT—2HI1E (ANC) ME RIS TLY
BUMEEIE. [SMCl Fz IRy I REAUIZLGEIRLET . [YIL—F (Group)1 &9 woL
TANC % [F'JL—F (Group)] Z4—ILRIZIBML. [RT7E(Save)]1 9w LET,
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L BHIIZ

ANC [ET 74 L TEMIZE->THY . pxGrid NERIZHG-TWRIBEICOABRIIZT
0 EFT ANCEAZZLI=ERTEMZITBIZIE, BER—FILHOSFETH—ERTE
MIZLTLEELY,

o HAK:EEHMIZDULNTIX. Cisco Secure Network Analytics ISE B &N ISE-PIC O J4F%a
L—ay 14K 74 [FEEE] 8 LU Cisco Identity Services Engine J1J—X 22 EEEH A K%
SHBLTEELY, BINOR RIEERIZDUNTIL., Cisco Identity Services Engine R— (274
AL TS, ISE

VAT LE VIS0 FERIE VI3 Mo VIA0ICEFHTHEEIE. COEIIIVDFIRIZHE -TLIZS
W V732 MEVIA0IZEFTHIGE. CDEIaVIEERTEET,

CSRF ¥ (Zxtd H{E#EFRIL T BT-DIZ. HTTPS Y547 MIIRELE HTTPS YL TR, D
—#ELT CSRF b=V U ERETHMLENHYET, CSRF M=o Tty avBETHY. i
B2 XSRF-TOKEN | &L\D Cookie TIRENET , HTTPS 54 7 h L  HTTPS YO T AREITS
EEZIZ HTTPS ANyA —IX-XSRF-TOKEN |Z Z M Cookie DIEIZERTE T AHENHYET, BIIS
NE=COBRED—IRELT, BEEAPIRIYTIAHTTP 401 T5—TRETBHIENHYET,
API ZHV) T B #H T HFIEIL. BEBICK>TELDGELHYFET . V5RFE vI30F=IE
v131 DS VvIA0 [CEHTAHIZ.APIRVYTMIRODEFEEMA -2 EEFERL TS,

1. HTTPS 547 DRI IZ . XSRF-TOKEN Cookie TiR&M - CSRF hb—o %R ELE
ER

2. TRTHHTTPS YHUITRM(TGET 1ZFRL) T, RYTRETX-XSRF-TOKEN | £LV5 HTTP
ANYE—FENLTCIORESN-EEZRTVELHYET,

3. ;’7')7#[1%5%’\&0)7“:0511 RESNTLVD CSRF MUV DIEZEH T HIVELAHYE

o M ADUTNEBH T BRINISRZEH T ILENHHEEIF, DAY R—FIZH
BLah <=z,

A XA TA4REQAXUT (FUTLIR) DUBION—230F 7oA AR—)LLEL
TLESW, FUAV A=V BE BEDT—AHEHIBREINET,

Secure Network Analytics v7.4.0 [CIEEIZCEHFH NS, T X)) T40HeEQxo 9 (07
LER) v3.00IZ7YT T L—RLTLEEEW, 7TV —2a D UETID/N—23a 0 [, v1.40 EH L
HEWNGEWNO . TYTTL—FLEVNE EXa) T4 MEAFUT (AU TLIR) [T VERTEE
A, Software Central WNSLBLI7AILEA IV O—KLE=6, RO FIEEZEFTLT EF1UTo
SrEQXUT (AU TUIR) ZAUAM—=ILLET,

1. 754<") Manager IZAZ A2 LET,
2. [9'O0—/\)LEXTE (Global Settings)] 7A4av %5 )voLET,
3. [EEh & (Central Management)] Z3E&IRLET,
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L BHIIZ

4. [PI)r—30TR—2v— (App Manager) ] 97 %8IRL . 771 ESBLET,
5. EEICRRINDIERIZKST, Z7MIILET7YyITO—KLET,

X)) T4RHEQAXUT (FUTLIR) BRAOFEHMIZONWTIE, ROFF 1AV MESRELTE
=0y,

o X alTaptEOXLT (FLTLIR)DY)—R/—b

o LRADEXA)TAHMEAXUYT (FAUTLIR) RE— T YTHAR

o X )T4nEAXLYT (2 TLZR) Firepower ANV MNESHAR

BEFED LIR—FE WS — 7T ) r—2a [ d 7oA AR—IL LN TLESLY, LIR—k
A ELET—FETUAVRN—ILT L BREFHDLR— N O—EI7(ILESH T, B
FHHENTNBTRTOI7AILAEIBRENET,

v1.40 Tl LIR—FELZ—ZR DT TV r—2aohoaT7 o AT LICEEILEL ., COEHOD
—RELT. 7T r—2av FBBMICRIBRENET,

BEOTI)r—a & T oAV AN—ILT 2REIHYFEE A, LIR—FENLF—FTUAUR
F—ILTBE. REFEFAHDLR—FO—EI7MILEZEO T, BEMTONTVNEITRTOI7AIL
MEIBREINFET, LIR—FE LT =7 TUIFBIBRLANTEELY,

BHOEBO—RELT. I\YFEVINIITEHI7AINEAVAM—=ILT BN+ R1EEE
TARIBENE T ITSAT U RICHABEEHEZRLET EMICOWTIL, 7. EHATREL T4 RS
BEOERE1ZSEL T,

o B BEWRTISATURIEIZBARDYINITTEHRI7AIL(SWU)D 4 ELLED
YA XANKETY, SMC TlE. Update Manager [C7YTA—KFTBITRTHDT7ITSATUR
SWUI7MILD 4 ZEL LD AXNRBHETT,

o« BEWNFTTSAT7U R T=£Z L. Flow Collector M SWU 774 /LAY 6 GB DiHFE . Flow
Collector (/lancope/var) /IN\—T 4332 7%5KEH 24 GB DEZRENVLETT (1 DD
SWU 774J)L X6 GBX4=24GB),

e SMC:T=,ZIE. FNFNE6GB D 4DMD SWU J7AI)LESMC IZ7vTO—KT 3154,

SMC (/lancope/var) /IN\—T 433|207 EH 96 GB DEESRENNBHETT (4 DD SWU
J74)LX6GBX4=96GB),

o B RTISATUVRIZIF—EBEDRANMEDNDETT  MDTITSA T RERRANE D E
— DT ITFATVREBH TEEF R A T2 BT ITFAT UV AD KRR E A A—FR YRR
ARDA A=Y MEEBEHFHR-L TSI EEHEELET,

o FEZR.SMC AT A LFET [ B—/\ILERTE (Global Settings)] 743> > [Central
Management] ZRIRLET , BT TI5A T AD [(KRRA 4% (Host Name)] FIZEFERLET
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L BHIIZ

o B RTISATUVRIZIIZELEBEHR AV EANBETY  RKAMUDNEDT TSA4T U RIE
B TEEE A,

o FEFR:SMCIZBT A LET [ B—/VLERTE (Global Settings)] 743 > [Central
Management] Z#IRLET . TTSATUAD [7H3> (Actions)] A=a—%91)vILE
T, [T7TSAT7 2 REB D #RE (Edit Appliance Configuration)] Z2:&IRLET, (7 TS54 7>
A (Appliance)] 2T T, [{fA+ 4 (Host Naming)] ZFEZRLET .

s BH:BTITSFATURIZNIEKEL 1 EDNTP H—N—HRETT,

o FEFR:SMCIZAT A LET, [ O—/V)LERTE (Global Settings)] 743> > [Central
Management] Z#RLET . TTSATUAD [7H3> (Actions)] A=a—%91)vILE
T, [TTSAT7 2 REB D #RE (Edit Appliance Configuration)] Z2&RLET , [RYrT—%
4 —E X (Network Services)] 27 T, [NTP 4 —/S— (NTP Server)] #FEELE T,

o FEIfED#H S NTP:130.126.24.53 NTP H—/\—H B —/N\—DJAMIEEN TS E LHI

BRLET ., cOY—N\—IZIXEELHAHAEMNFBELTEY ., XD T IAILED NTP H—
N—YRMDSITT TIZRA S TLET,

RET TFA T READZR— LU RIBARR S 4 —/ A — DB E B LA ELLEZ
A (:ééfgg;u\é:aéﬁﬁﬁbﬁn ELBWNEE, TISATURERBTERINIL
NHYES

FRTCDTITIATRAFBEERE(UTC)EERALET.

o B - FHHARATARIC. TISATUAMNUTCIZEESN TSI EEHERLET,

o REARRAMY—/— RIERRA—/\—H, UTC [T L TELLEZIIZERESNTINAZE
=HRLET,

DARATLEINYIT YT B0 DORERBZETELTEEWL, N\ IT7 T IT7M4ILIE, BEFHTRIEN
RELESEITBWETT, ZW/\wold DAY R—FZKB STV a—T4V T BIZRHE|C
BYET,

NI T7YTLTWVEWNE, BHTORRICHENREELIISRIST7AVERETER

A Sh E - BERYIIE. AT RN EBN ST I a—T AT AR ELRIES(C
‘’IBET,

ZDHARTIX. ROFIEIZDWNTHREALET,

o BT TSATUADINYIT YT

o BZH/INVIDIERR

e SMC T—AR—Z2M/I\VHI7vT

o JO—OLYRAT—HBR—ZAMDINYHIT7YT

e Data Store D/\vo 7w
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L BHIIZ

INVITITEIEO—BELT, ET—AR—AD/\WIT7ITDREIEIZ. SMC BLUT7O—aL ¥y
BDT—EARN—R ATy T avbZHIBRLET, =, 70—aL 280N\ 7vTFIBIZIF. T—
AR—ZDM)ZVTEEFNTOET,

FHMIZDOULTIX, T5.SMC BEU7O0—aL V8D T—ER—ZADI\vIT7vT 1S BLTLIES
(AW

Data Store ME AT TULVBIE A L. Flow Collector T—ARR—ZXMD X1V [Z Data Store
FT—RIR—REINVHITVITLET, SFFH#MI-DUL \TIL. 6. Data Store D/ \wHIT7vT 125
BLTLEELY,
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B RE R

B T C B 75 ]

TIFAT O RERHTH-HODEME) ) —REE T HMRICIE. RO [REREFL TS,

INFBEERYINIZT 7T T—F I7A4ILDOE I O—FIZIZERADI N ET , ChibEE
B Y O—RTEET, EMIZOVNTIE T2 18YF DA ILETVTT—R TPLILDE ™
O—F1ZSBLTEE,

e Bl:COFEHDINNYFRE T TSATURIZAVAM—ILENBETIZTRK IO HHhMNEIE
AHYET, VIFIZTZOEHTOVRIE, P7ITSATURTEIZTETTHETH 0 0
UET, =L, RYFT—ODIKRRIZEHOTRGAHZELHYFET , OB EREIZ1E,
A—H—BIBICE>TELRD/N\VITYTELWH /I DERIZHELEBIEEENTULE
A,

o LB VATLDNS T4y ENLBRMDLRNEEIZ, VAT LERE—EICEHT I L%
BEIOLET,

« BEE: 7ISAT7UVRIE. BRI TOLRPIEIT—HERNELFEA. L. BEDT—
AFREFINFET,

o FIEOHRENFE=ITFTYT17 :SMC & Flow Collector |E. B 7O A ERtET BRTIZ 1
BREILLE 7 BREBEHRTETINTOIDELHYFET , COFHERBLTLEWNES.
BIIOREAAYFIZEY SWU TF7AILIFAVARM—ILENFEE A, COBEFHDEH(L.
INYFDAVRAM—)LIZIZBERINEE A

e JO—OLYA: 70—l Y% BHLTEITTHE,. SMC HEFHINDE T, SMC [TEES
NE3T—AMNT7a—alL Y3 FvyiadnEzT, L. EHTOERIETESRY EHR
TEROLEEWEDTY , FD=H. TR TDTTSIATUVADEFERZ T—EICEHT
BON. ZLBENT A7 IO0—FTHHEEZAET.

A Central Management /75 Flow Collector ZHIRLAEWLVTLEESWY, IR T &, TN
A—aLY2ICET HBEET—4H SMC hokbhhET,

BHTOCLRADETHIE, SMC ET7TSAT U ARDRBEMNMFLL, BEFES LV T Thh
E S

[Central Management] DA VARV TIE, TTSAT UV ADRAT—RAAMN [BREFYRILDEI
(Config Channel Down)] ICEDOYFET , BFHINSET I 5L BIENBHEIIN, TTSATURAD
RAT—RAM[TYT (Up)] ICRYET  M9.v740 VIR 7 FVTT—FDA U A—)L 1ESBEL
TLIZELY,

A DSRBRADRDT T SAT VO REBHT BRI TITSATUVADAT—EAN [7vT
(Up)] ERTREN TR EERHERLET,
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BHTOERDOBE

BHITOCRADHE

A BINYFEEYL SWU TZ7A4ILIZDNT VIR IZT DAV AM—IVIEF I T #->TLEE
SV EFERUIESESEOIZIE. COAAMRFDFIEICHSICEEEETY,

BHERNESE. THERER/NRICHIZS7=OICE, FIRZIEEICRTIOILENHYFET .

1L.OSREDHER

2. I\YF I7ANETYTT—F I7LLDFEHA—F
8.7TSATFVADEEDINVITYT

4. WV IDIERR

5.SMC XU 70—aLI8DT—ER—RAD /IO 7Y
6. Data Store M/ \yHo7v7

1. ERATBEE T ROBEDOHER

8. NYFDAARR—IL

9.v1.40 VI T 7T T—b DAV A—)L

10. T—HR/—F~A®D/3yF SWU DAL A=)V
.\ TRASEYT1DEE

12. FROMTDZATURDALUXb—)L

13. SMC/Manager 7x— /LA —/A\—0O— )L DFER
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1. 95 RN

1. 95 R2DHER

A TRTCDTITFATVRICELW IR D7 N—030BA VA= ILENTNSI LS
HRELET . L EFERIEESOICFARGFIETY,

HSRAETERLTC . BRTITFATURADY IR 9T 7 N—2a 0 FHELET R T TSATURDE
EDYIr T IN—2a0h 730,731, F=(£ 732 THAZEZHERTHIZIE. LTOFIEE
ETLET,

1. SMC [T admin ELTRYAULET,
https://<SMC IP address>

. T ([F'B—/\LERTE (Global Settings)) 74V ESYvoLET,
3. [Central Management] ZERLFET,

4. [7vTT—hIR—T ¥ (Update Manager)] 3T %:&IRL . [ AT LT YT T—k(System
Updates)] €9 ar& RDOITEY,

5 [AVRAR—ILENTULVE/A—2 32 (Installed Version) ] FIIZFEELT. $RTDTTSAT7Y
ATI13xDRELCN—2avDBNAVAR—ILEN TS EZHERLET,

Bl—/I\—3 T RTDTTISAT AT I3xDRILY IR T 7 NN—23oNEFHSAT
WA EFRERL TS, 122 E . SMC IZ 732 MMV RR—ILENTUBIEES . 95X 4
RDOMDT TSATURIZEH 132 AV A= IILENTWDRHENHYET,

System Updates @

APPLIANCE TYPE HOST NAME IP ADDRESS LAST REBOOT INSTALLED VERSION READY TO INSTALL UPDATE STATUS ACTIONS

SMC ) 2 hours ago @ 732 S
patch-smc-
ROLLUP004-7.3.2-01

SMC il T XS W 3 2 hours ago @ 7.3.2 - (S)
patch-smc-
ROLLUP004-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 O
patch-fenf-
ROLLUP005-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 = O
patch-fesf-
ROLLUP004-7.3.2-01

UDP Director 19 hours ago @ 7.3.2 (S}
20210409.0329-58b666896Tea

Flow Sensor L a month ago @ 7.3.2 = O
20210409.0329-58b666896Tea

BHITOLRERBLERIE. 7TSAT7UoRDEME-(LZEIKR. VSR PEENDER,
A 7IS54F7 R THBREER, FISATV AN IT—ILA—N—O— LD EELTHH
LTLEEELY,
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2. IN\YF T7AIWETYTTF—b T7AILDEHA—K

O Ot RS
2.INYF T7AIWETITT—RIT7ALILDI I
O—Ffk
FAEVREEBTBICE. Ny FEAYO—KRL, BEFHI7MILEAH2O—KRL T, Cisco A¥—
r7H ok (https://software.cisco.com) IZTAT A2 LET,

ROFIBIZH ST, THOUMIBEH IN TS/ Y FEVIA0SWU EAHO—RLET,

1. Cisco Software Central ~DOY (>

1. https://software.cisco.com T Cisco Software Central [ZAZ A4 LET,

2. [ForA—kEEHE (Download and manage)] £33 T, [F I VA—FRIZ7 Ut X (Access
downloads)] Z:ERLFE T,

3. [AEDEIR (Select a Product)] 74— ILEMRBRENAETTFIZRYO—ILLET,
4. Stealthwatch /NYFIZFTI2AL. F7MIVEB#H T HIZIE. RD 2 DDA ENHYET,
o ZRITHRE:[BENEIR (Select a Product)] 74— JLKIZ Secure Analytics
(Stealthwatch) E A 1L E T, Enter ZHLE T,

o Aoa—TRR:[TRXTESH (Browse A1 ZVUVILET, [EFXa)To
(Security)] > [Secure Analytics (Stealthwatch)] > [Cisco Secure Network Analytics
(Stealthwatch) ] Z#iRLET .

Select a Product Q Product Name e.g. 2911

Downloads Home / Security / Network Visibility and Segmentation / Secure Analytics (Stealthwatch)

Security

Cloud and Systems Management Cisco Telemetry Broker [ Secure Network Analytics (Slea\lhwmch)]
Collaboration Endpoints Cyber Vision Secure Network Analytics Data Store
ISE Passive Identity Connector Secure Network Analytics Endpoint Concentrator
curity Identity Services Engine Secure Network Analytics Flow Collector
Network Admission Control Secure Network Analytics Flow Sensor
Data Center Analytics Secure Access Control System Secure Network Analytics Manager
Hyperconverged Infrastructure Secure Analytics (Stealthwatch) Secure Network Analytics UDP Director
10S and NX-OS Software Security Packet Analyzer S nalytics Virtual Data Store
Optical Networking Virtual Security Packet Analyzer S nalytics Virtual Flow Collector
Routers S nalytics Virtual Flow Sensor
S

nalytics Virtual Manager

2. .\yFNDFHrO—k

1. [Cisco Secure Network Analytics (Stealthwatch)] A=a—MS PTSA T U AETILEER
LEYS,

O BEDN—23vDI7AILTRTIZTIERTERLMEBENL A XL &¥)IZSMC(F
=[X Manager) 1 ERT B 5% T,

2. [VIrHTT7HA4TDEIR (Select a Software Type)] D T (235 [Stealthwatch 7 VyF
(Stealthwatch Patches)] ZERLET .

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -22-


https://software.cisco.com/
https://software.cisco.com/

2. IN\YF T7AIWETYTTF—b T7AILDEHA—K

Select a Software Type

App - ETA Cryptographic Audit

App - Host Classifier

App - Network Diagrams

App - Report Builder

App - Security Analytics and Logging On Prem
App - Visibility Assessment

Secure Network Analytics System Software
| Stealthwatch Patches |

Stealthwatch Upgrades

3. [#F'1)—XR (Latest Release)] 5 T, FTZA TV RIZAVAR—=ILENTWBRIRENDY I+
DIFN—2aVEBIRLET  12ERIL. TTSATURIZTI2Z DAV R—=ILENT VD5

al&. [7.3.2] =&Y 9
S1E.[7.3.2] #:#IRLFET,
Downloads Home / Security / Network Visibility and Segmentation / Secure Analytics (Stealthwatch) / Secure Network Analytics Manager / Stealthwatch Management Console 2200 / Stealthwatch Patches- 7.3.2
(U searcn.. ) Stealthwatch Management Console 2200
Release 7.3.2 Related Links and Documentation

A My Notifications - No related links or documentation -

All Release

Certificate Bundles

Firmware File Information Release Date Size

7.3.2-PATCH SMC Rollup #5 24-Aug-2021 2581.34 MB LA ]
patch-smc-ROLLUP005-7.3.2-01.swu

< v v X<

4. Hyo0—K:[4H>0—FK (Download)] 74V &H)yo 3 Bh ., £=1& [H—MEN
(Addto Cart)] 74 &9y LET,

BIRLIZTZITSAT UV ADT AT/ FEFHoO—RLET,

TISATVRABREDOO—ILT YT INyFO—BHLET v T T—r\yF(TRTOT7TS
O (7oRIERENB CIMC I7— LY 7 A—SavES RIADNUE LAY FEED) %
EL. N3 DT RTDI7AILES HoO—KLTLEELY,

5. CNODFIEERYIRLT, 95REINDTARTDTITZATVRIZTRTDINYFET I
A—KRLET, COEFHIHELRITRTODI7ZAILAETHIUA—REN TSI LEFERT S
[ZIE. SWU 74 ILDRES LTS,
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2. IN\YF T7AIWETYTTF—b T7AILDEHA—K

REH IFAILDA I A—k

1. [Stealthwatch] A=a—IZRYET  FISA TV REIATETTIAT U RETIVEERLE
ERR

0 BEDN—30DI7AILTRTIZTIERT HHERUMBMLAEIL, &I SMC(F
=& Manager) &R 9 5 5L T,

2. [VIrHTT7BALTDEIR (Select a Software Type)] D T IZ#H 5 [Stealthwatch 7vT45 L —
K (Stealthwatch Upgrades)] ZERLFE T,

Select a Software Type

App - ETA Cryptographic Audit

App - Host Classifier

App - Network Diagrams

App - Report Builder

App - Security Analytics and Logging On Prem
App - Visibility Assessment

Secure Network Analytics System Software
Stealthwatch Patches

|Stealthwatch Upgrades|

3. [&#")')—X (Latest Release)] 5l T, [7.4.0] Z:EIRLFET,

4. Av9o0—K: [ 0—K (Download)] 74V &) wo 3 Bh ., =& [H—HFZEM
(Addto Cart)] 74L& )voILET,

. %iﬁ_gl:rﬂj’i»ﬂyx:77"547>x1:§%éhuxé%%ﬁvﬂ)w&@rbyu—lf
L 0

o BEEYVINYT [BEEY I T (Related Software)] 203> ZFERAL T, FD it
TRCDTITFATVADBHI7AINETIVA—RLET , COEIavIT/\yF
RRERSINTWDIGEIL, BERRICENSD/NNYFEAA—ILLET,

5. COEFIMWEBLRIARTDI7ZAILNT O O—RENTWNBIELXTERTHIZIE. SWU T7
AINDRESBLTLIEZSW, fIohADEHIT7AILHLGEWNGEE L. CNoDFIEFEYIRL
T RDTTSATUVRADEHI7AILES 2oO—RLET,
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COEFIMERITRTODI7AILNET I O—RENTNAIEEZERLET, 77M1ILNTEL
TWBIBEIX. 2. 189F TPAIETYTT—E 274D F 00— |IZEAET,

o Cisco Software Central [Z[E, CCIZTTRENTVWABE S LYELFHLLV Sy FO— LTV TE
SHABHASAREELABYET . RFID/NVFEL I O—RLTAUAR—ILLTLEEELY,

FTIS5ATUR
UDP Director

(%Il 4 Flow Replicator)

UDP Director VE
(%A% Flow Replicator VE)

F—8/—F
Flow Collector T—#~N—X
5000 21J—X

Flow Collector (NetFlow)
(Flow Collector 5000 +!)—X
IVDVITIHE)

Flow Collector (NetFlow) VE

Flow Collector (sFlow)

Flow Collector (sFlow) VE

SMC (¥R —+)
SMC (¥ xr—4) VE
JAa—to 59—
JO0—+t>H%—VE

JYINITT PITTF—LI71IVA

update—udpd—-7.4.0.20210915.1752-1eb7bcbb6a85-0-01.swu

update—dnode—7.4.0.20210915.1752-1eb7bcbb6a85-0-01.swu

patch—dnode—DatabaseUpgrade—v2*.swu

update—fcdb—7.4.0.20210915.1752-1eb7bcbb6a85—0-01.swu

update—fenf-7.4.0.20210915.1752-1eb7bcbb6a85-0-01.swu

update—fcsf-7.4.0.20210915.1752-1eb7bcbb6a85-0-01.swu

update—smc—7.4.0.20210915.1752—1eb7bcbb6a85—0—01.swu

update—fsuf-7.4.0.20210915.1752-1eb7bcbb6a85—-0—01.swu
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3T TSAT UV RADERED NI TV

3. 7TSATVRDEEDINYIT YT

INYITITLTWVENWE, B 7O RPICHENEREL-GRIZTI7MILERETEFE A, Z
NEDFIEX, T—REEEZR/NRICINZ A-OIZEETT,

| 0 BT TIATUADEZEEZWLT 1\ 7V TL TS,

RDOFIBIZHEST [TTSAT7 2R T—+ (Appliance Manager)] W7 TS5A4 T A% EIRL .
BREOHREDN\vITYT I7AIVEERLET,

1. [Central Management] > [7 TS5A4 7 AT H—T+ (Appliance Manager)] ZBEE 9,
2. SMC D [743 3> (Actions)] A=a—%H)vILET,

o [TRTDHEBEERNRT TS5A7 > A (Al Managed Appliances)]: Central Manager [
TEEISNTWATARTDTISATUVRADEBREEZ/INYITYTTBIZIE. T547)
SMC Z:#IRLFET,

o AR NDEEXMERT TS54 T A (Individual Managed Appliance) ]: [Central
Management] DB R DT IS4 T2 ADREE /NI T ITITBITIE. FTTFATUR
D [7U3> (Actions)] A=a—FFBIRLFET , Fz&A X, 78— o H—D /vy
7‘V;Tfl7bfﬂ\gﬁi§éfi~ 20— oY —0D [7U3> (Actions)] A=—a—%FER
l./i o

[Support] Z:ERLET

[Configuration Files] #7Z&IRLET,

[/ N\ 7 v T2 4E (Backup Actions)] KA T AU E D)o LET,
[/\v9 7T DYER (Create Backup) ] ZEIRLET .

r4. 22/ Ny DR,

N o gk~ ow

SMC/Central Manager: 754 <!) SMC £ XU Central Manager Z/\wo7v T3 5L, SMC
DINVI TV THEFET7A L& Central Management DN T Vv THEIT7AILDMER SN ZE

o

SMC XU 70—aL98%&/I\vIT7vTTBGEEIL. T—EX—REN\VO 7T T B0

A EPHYFS, NOEDTITSATUREREIZETTBICIE. MAD/INYITvThis
ETY,SMC HELUT70—aLYET—ER—ZAD/\yIT7vTDEFMIZ DL TIE, I5.
SMC XU 7A—aAL 2D T—ER—ADINVITvT 1S BL TS,
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4. DNV DIERL

=/\ Dl © . >
4. 2/ NI DYERK
SO EE VAT R—MIEBBBEDORNSIT IV a—TFT AV DB BRI EICRILE
ERS
FISGATOREEBEFERALTEW/ N\ IZERTBIZIE. ROFIEEZEITLET,
1. PISATUOREBAUA—DA(RIZAT (U LET,
2. [H7R—b(Support)] > [2/\v% (Diagnostics Pack)] DIBIZVvILET,
3. [E2Mr/ N\ v DYERL (Create Diagnostics Pack)] #21)wo L%,

FlowCollector for NetFlow VE

Diagnostics Pack

Create New Diagnostics Pack

Create Diagnostics Pack

4. [4>0O—FK (Download)] Z#4')w oL T, Z#/\vY (GPG) 771 ILEEEDIGFRIZREFEL
T3, COTAERIZHA D MNEERHYET,

Creating Diagnostics Pack

Diagnostics pack created.

Download | | Close

5. [FAC% (Close)]1 V) v UL TEBHIKR V1 FOZEFALET

BALT I KRGV RATLTIE BA LTI RERERTEM/ Sy DERKIZREKT S
CENBYFET, INIZHOT BIZIE, TTSATRAD SSHOAVY—ILEREE,
0 doDiagPack ARVKREEITLET . ChITKY. B/ NI DEREFIZAA LTIV

S ZEMTEET,
Z W/ N\ (X /lancope/var/admin/diagnostics [ZHYET ,
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5.SMC E&LUTA—aALIEDT—EN—ZAD
INVIT 9D

Nys7yFLTOENE, BHTOE AR EENRELISSIT TP L EEETEE
A w4, FIEHEST T—ER—ZADNAYITITDTRTHOEIEERTLTES, H
R—rABREAIESE. LAY R—FETEEALEhELESLY,

SMC LU 7O—aL V2D EZM/INVIEERLI=E., T—EARN—RENT /Ny o7y TLTLIES
W HR—MRELZIEEIE. D RO R—FETBRELAEHhELESLY,

COTOERICF. ROFIENEENET

1.28—aL 98T —8R—XDOK)2VY

2. T—RAR—ZADRXFvFavrDHEIk

S UE—FIZAIVRTLADINYITYT
4, T—AR—RAMDRAFv T3y OHIkk

1. 70—l P33T —3R—=XDKJZY5

20—aL P8 T —ER—ZADN\YITIVITNETITRETIZHEAIINDHELHY. F-. T—4
R—ZANRKEWNGEFRVNT—IDFEENMETLET , T—ER—RE/N\YIT7VTT B, 7
A—aL Y3 T—ER—REN)ZVTFTHIEEHRLET, CNIZKY ., JO—DRFIZERATES
TARIBENBREN, T—EIR—ZAD NI 7T IZh M BERNERHENET,
J0—aLdB(2IE,. T4 RV EEE N BHEYIZREShE-T—2EICE DV TERBHINRE
INFET ., =K (/lancope/var IN—T 432D 15%) IZ5FE T HE. T—AR—RIIBRAIZRBEL
T—REHIBRLTHLWT—2ZRETEDLSIILET,

1. T—AR—RZAL—L D EHEHRDFER
ROEIBIZHE-T, T—IR—RRAN—CEHELET,
1. J2A—alL Y93 7 IS5ATUOREBAA—DJ( R A4 LET,

2. [HR—b(Support)] > [T—RAR—R AL —U D#EETIEER (Database Storage Statistics)]
ERLET,

3. [F/3> T4 (Capacity)]. [ZA—T—2DHEE (Flow Data Summary)], HEX U [CIARU+
T —ADHEE (Cl Event Data Summary) [ (F1= (X [£F ) TA ARV TF—2DHME
(Security Event Data Summary) ) [CBRFSN TS BEEHEELET,
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Database Storage Statistics

Capacity

Average Wol
Capacity in Days 50 49

Remaining Days 22 21

Database St
Stalistics

Bytes Per Day 545 46M 56.

Flow Data Summary >
Rows B !'
Average Per Largest
Data Days | Containers Total Day Day Tok
Flow Details 28 32 148.75M  5.31M 5.49M 3.-3
Flow Interface 14 20 213.3M  15.24M 15.65M 5.
Details
[
Total 28 52 362.05M | 20.55M 21.15M 9.4

Fe) Cl Event Data Summary

Rows Byte

- G4 et

Average Per Largest
Data Days § Containers Total Day Day Total
Cl Events 28 29 35117k 1254k 12.85k 8.53M
Cl Event 28 29 35117k 1254k 12.85k 4 DBh{
Details
Total 28 58 70234k 25.08k 2571k 12 Sﬁi
: i il Sl

2. A B —DTTARDEMDRIZDY

TO—AVA—TIA R T—RE, THORKR—EDA U B3—TzA RIZHEST 5T —2TT,
Stealthwatch TIA— AU A—JI AR T—R2H XV 70—FT—42%RE LETT ., 70— 32—Tx
ARADTIAIIEETIE, VAT ALIZESDTIA—F =N Ty ad8n b=, aTEELRRY . 3R
THRAVEZ—DA RADHEHERERFTEET,

=] Quick View for Flow L
Genersl Interfaces Tabie
Chent Exporters IP (IF) Server Exporters IP (IF)
cen Ml pgn ¢ — ciere I -—G‘!n-—'g e
- -
or 77 rter Type & | interiace | Dweation #|  TTL  Ti|  0SCP 8| FlowAcion & Bxporter ™[ oponerType 3| merface #| owecwon ¢| Tni |  psce ¢ [ Flowamwen @
[ Gsco Findex-2 Outhound ‘ | T Permitted Cisco (17 iAindex-2 Inbound Permitted
Csco flndex-3 Tnbound Permitted Cisco Mndex-3 Outbound Permitted

CDT—EDINYITYTREBIZFEFEANNNET . TRTOT—ENRELDITTIRIENES
(. REHBEZELET B 70) . COERKLYELH VT —2IEEbNET,

EEL-REHABEVEENA A —TIA R T —2DT—EIN—REHEL, 70—%RFT
BI=OIZFERAARER T A RVBEERERT HI2IE. ROFIEEEFTLET .
1. admin A—H—ELTTRIMNT 954708 IZATA4VLET,

2. [12% (Enterprise)] W) —T270—aLY3%&RDOITET, TSR+ EB5&0)voLTarT
FTEERRLEY,
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3. [Za—aL %% (Flow Collector)] ZH 42w LET , [E&7E (Configuration)] > [T A/ T+
(Properties) ] Z:#RLET

4. [78—aL%A2MO 7 8/374 (Flow Collector Properties)] # A 7 A4S Rv O R T, [FFH#LE
(Advanced)]1 &2 vIL%ET,

5. [ZA—AUA—TxA R T—ADIRTE (Store flow interface data)] #ERLE T,
6. REFHARZEERELET,

REZR BEERKRT BIZERETSE. 7 BRILYEWT—2EEHbNhET,
7. [OK1Z2')yILET,
8. 5 RFHFOTUMLRDFIEICEAFTT,

3.70—MHMECIARUIT—EDIIZVT

JO0—aL BT —RR—ZADTAO—NFHEME ClARUNEFHOT A X EMHEINT BIZIE, S ATY
mR—rZBRBWEDHLELEEN, COFIEIFEETHY. NIV TORR IR TETIZE S LM

MHOYETAN. TAERIZIZFHAEVANKETT,

NetFlow Zh)ISF T 5EEE, 70—aL I3 T—ER—ADT7O0—NDFHME ClARU N/ EFH%E

RETHIEHHBEFRELET ., COHRETIE. XD 2 OA”KELET,

o FAR—RIF. AHLEBHETHYVIRTONET,

o TAR—RE  FIEVAMIESVTHWNT—4NoA—LT7 IrERIELET A, TE
BT EEREFELIIEFLEE A,

INVITITI7AINEERT BRI, ROFIELZFAL T, SMC F&LUPT7A—aL YT —EAR—
RIZRBFSNTWBRFyToavhFHEIBRL TS,

A SvC FFT70—aL YT —ER—ADAFv T avbEHIBRL TS, T,
NI TITEBIESEB=OHIZF I REFIETT .

1. SMCF=F70—aL IR 7TSAT UV ADT—ER—ZANDAY—/)LIZ admin ELTAY A
LET,

2. RFvFavrORER: ROLSITAALET,
/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select * from
database snapshots;"

3. RFvTayh(HHETHHE) DHIBR: RDELIICANLET,

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select remove
database snapshot ('StealthWatchSnapl');"

4. ZFVTavh I+ IV E D EIRESNAE TS REHELET,

1s /lancope/var/database/dbs/sw/v_sw node0001 data/Snapshots/

BRIETRWNERIF. TOFEFHLET . T IN—RAD YA X(ZE2TIE, THILEH
HIBRSNDETHI MM DIGEELHYET .
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5. FIE1 ~4%8BYRLT, RESN TS TARTO SMC LB 7A0—aL 93T —ER—X
DRAF VT ayh#EIkRLET,

F—RAR—2FE—RITFAILRTLIZNNYITYTTBIZIE. ROFIEEZEFTLES,
o FEI:UE—FITF7AIL ORTLIZ, T—ER—ADINYITVTERIEFTH-OD+ 0%
BN DI EEFERLET,
o BT —AR—RF 1 BN\ IT7YvTTBE LRITRIRIO/NNYIT TN ERE T
Mo T7vTENDB=D . I\ I Ty TIZh B IR EGYET ., COTAaERTIE., 1
PH-YE05GB ~ 2GB DT —AMNN\vI7vTEINET,

1. PTTSATUOREBAVA—DTIARICRYET (f=fZL. TRIMTOSATUMIFLCENT

<f=Eby)o
2. ROFIEEZZEFTLT NE—FI7MIN DRATLLEICRBEEGDT—ER—X N\vI7vTR
FEEEHRLEY,

o [[R—Ls(Home)]1 &V OLET,
o [T4RY{EH= (Disk Usage)] £ avERDITET,

e /lancope/var 774 JL AT LD [Used (byte)] BIZTERELE T, T —HARN—RD/\vT
TYTERTFTBEOHITIE VE—F T7AIL P RTLEIZDELELZORIEIZZD
15% %R LI DEERENVETYT,

et AR et P A et s A e AP A A A A P e AT\ s e e s i AN A o P PR A

Disk Usage
Name Used Size (byte) Used (byte) Available (byte)
! 3IT% 4.92G 1.68G 2.99G
flancope/var 68% 37.03G 24 483G 11.79G

3. [E&%E (Configuration)]> [JE—FI74M )L AT L (Remote File System)] DIEIZH") v o LZE

o

<}

FlowCollector for NetFlow VE

Remote File System

.

IP Address: 156.32

Port Mumber: 445

T NN Pl A A

4. INVITIT I7AINERFTDIIE—L IT7MIL DATLDEREEZFERALT, 79—ILFIZA
HLZET,
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T74 )L E Tl CIFS (Common Internet File System) . %ll4 SMB (Server Message Block)
cWS7OrarMERESNET,

5. LER (Apply) 120y IL T BRET7AMIVICEREZERLET .

INNAT—R#AALTH LEA (Apply) ] REVAERIZESHEWNGES ., [VE—FI7A/ILIR
7 1s (Remote File System)] R—UDERBERE 1 BI)VITHEFNEYET,

6. [TAM(Test)]1ZHD)VILT. FTSATUARE)E—RIF7AIL AT LDEIZEIETES
CEEERALET,

TAMTETTEENETE—RT7AIN S RTLOR—=DDTEIZRD Ay E—I NERIREN
FI,

File sharing appears to be properly configured.
7. [YR—F (Support)] > [T—ER—ZAD/\vI 7 v T E LU 1E 5T (Backup/Restore Database) ]

DIBIZHD) O LET  [T—EAN—RAMD/\vIF7 v (Backup Database)] R—UMEAEFET
(RDOFEZESER),

FlowCollector for NetFlow VE ‘

Backup/Restore Database ]

Backup Database

Backup database and configuration to previously configured file share.

Please see the help page for information on restoring database backups.

8. /\wOT7 v T DERL (Create Backup)1 &2 voLET, COTOERIIREFMIDEE
NHYET,

o N\YITYT TOVRDEIEZIE, Y ORER—UMSELTETOER (FhEEIhE
BA =L, NI T7YTDERITHIZ, [Frt/L(Cancel) ] &IV ITHE. 7T
AT REBRIILGNENAVI TV ITEBRTELHGRBERHYET .

o INYITYIMETTHET, BEICKREINDIERICHNET,
. ;‘v’]?v?"j"utxd)éﬁﬂi’&ﬁﬁﬁ?‘él:la [O5 DFRT (View Log) ] &0 voLE

9. [FAL% (Close)1 &V )y ILTEHBIRR V4 FOZRALES

BRTITBRINNVITYTEX Yo vILTEEEIT BT T—EIRN—ADRF YT avk
O =B, BEATIEIZONTIE, 14, F—a_R—2ZD AT a9k D
HIfx1Z2SBLTESLY,
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INVITITIT7AIVERIFELEER. RO FIEIZHE-TSMC £=(X70—aL 98T —4R—ZAD R
FyTavhFEIBRLET,

A SMC FF70—aL O3 T —ER—RADAF T avbZHIBRL TS, Chid. B
HERNSEDE=OIZFRAIREFIETT,

1. SMC F1=1¥7A—aL VR 7IFAT7 v ADT—ER—ZAMALY—)LIZ admin ELTES A
VLFEY,

2. RFYFLavrORER: ROLIITANLET,
/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select * from
database snapshots;"

3. RFvFLayb(FHETHHE) DHIBR: RDKLIICABLET,
/opt/vertica/bin/vsqgl -U dbadmin -w lanlcope -c "select remove
database snapshot ('StealthWatchSnapl') ;"

4. RFvToavb I VEDREIBRSh S E TR REMEZLET,

ls /lancope/var/database/dbs/sw/v_sw node0001 data/Snapshots/
BRNETHEWMERE, EOFFFHLETS . T —EIN—AD YA XZE> T, THLEH
HIRSNAETHA DD DIGEENHYFET,

5. FIE1 ~4%8BYRLT. RESNTNSTARTHO SMC LU 7O0—aL Y37 —ER—X
DAFvTayhEHIBRLET .
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6. Data Store D/ \y o7 v T

Data Store Z RO THEAT HIGE . BEFRAIDETEERE(ZDLNTIK,. Y Ra7a7xy
aFIL H—ERIZEBLEHhELESLY,

Data Store T—RR—XD/\vI 7V T DEEMIZDULNTIL, Data Store /N\—F Iz 7EAH LU
7\4:\'—“11/—’/3‘/ 774K [35E] £1=1& Data Store Virtual Edition E AH LAV T4FXaL— 3>
AR [RE]ZSRLTZEL,

Data Store #/\w9 7 VT T BICIE, L TOFIEEETTILENHYET,

1.1\ T7YTHRAMD AN —SERERTEDLS

2. 18997y TIRAMZ Python 3.7 & rsync 3.05 ZA 2 A+—ILT 3
3. N\YITVTRAMEERTS

4. dbadmin /SR T—KL R SSH 7HERAEHIZTS

5. 1\VITITRACDINVOTITT1LIMNZNHILT S

6. Data Store T—RAR—RZE/I\WIOT7YvTT S

1. INVITITHRAMDAN —CEH]EZRIELS
N7 THARXERIELBICIE. ROFIEEZETLET,
1. T—R/—KF®Oary—)LIZ root ELTATAULET,

2. ROARVEZIAE—L,. ATURZAUIZBEYSF T T Enter Z3L T, vsql ZEALTT—4
R—R[HERMLTYTVERTLET . TAVTMRRIN5 SRT—FEABLFET,
BREAELET,

/opt/vertica/bin/vsgl -U dbadmin -c "SELECT SUM(used bytes)
FROM storage containers;"

0 INVGTITRAMZNYIGTITHA XD DI EL 2 EDRAN—CBRENHDHLEHE
FELTLIEELY,

3. BEHZ2&BITT. NVIT VT RRAMIMBELGAN —CREXTRBLVET.

RIEEL AN —CEHICEDWT. NI TYTERINT 51y bT—Y LT Linux &
EITLTWARRAMNETET A0 BDEBELGAN —VEHFET-9 Linux ETL TS
RALEBRHRLET, Stealthwatch 7T 547U R EEFBID Linux R—ADHRARZFE AL
*9,
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6. Data Store M/ 7y

Stealthwatch 775472 A EILRID Linux A—XDRAREFERAL TSI EEFERLTH L, /3y
57w THRARZ Python 3.7 & rsync 3.05 A AR—)LLET,

1.
2.

NI TV TRARDALY—)UIZ root ELTATAULET,
O R7AY TR Tpython --version EAFALTEnter Z L. A1V AR—LEN TS
Python D/\—2 3 #HEZELE T,

¢ Python 3.7 DAV RAR—ILENTWVEWMEE (. FIEI [CEAFET,

e Python 3.7 N9 TITAVRAM—ILENTWDIGEIX. FIES ITEAFT,
sudo apt-get update EAJILT Enter L. Python 2L/ N\ — DEH/N\—
DavESAHUO—RLET, TAVTIBIRTREIN=5, NRAD—FEAALFET,
sudo apt-get install python3.7 EAFILTEnter L. Python 3.7 &A1 A+—
IWLET,

av > RFTO2 TR Trsync —version EAFILT Enter 3L, 1V AM—ILENTLVA rsync
@/f—t)ﬂygﬁéﬁbij}
e rsync 3.05 MAUVA—I)LENTWVEWMEEIE. FIE6 ITEAFET,

o rsync 3.0.5 MI TIZTAV A= LN TWWBIEBEEIL. 3. 13O T7 VT HRA N #£ET
BIEHET,
sudo apt-get update EAFILTEnter L. rsync ZE2L/\wr— DEFH/N—3
VEFHUA—KRLEYT, TOVTRRRENTS NRT—FEADLETS,
sudo apt-get install rsync EAFILTEnter &L, rsync A/ AM—JLLET,

NI T YT RANEERBT BICIE. ROFIEEETLET,

1.

NI TITRARDIALY—)UIZ root ELTAYTAULET (FZAT 1V LTV
8o
aOvUR7OV TR Tgetent passwd | grep dbadmin EAFILTEnter 3L, 2D
RAMI dbadmin A—HF—FADUDFEET EINEINEHERLET,
e dbadmin A—H—FHOUIHAEELLEWNMEES (L. ZORAMI doadmin A—H—
TAIEERRLTIZEWD, FIE3 [TEAET,
o dbadmin A—H—FAIOUENFEELTVDIGEE. NV ITYITHRACNDERKIETET
T, [4. dbadmin D/SRT—FL R SSH 7V REERIZTBIEHET,
AYYURTAV TR Tuseradd dbadmin EAALTEnter 2L, dbadmin A—H—75H
DUNEERLET
passwd dbadmin EAFILT Enter Z#L. dbadmin [Z/NRT—FZE|YHTET,

5. ILLWART—RZ# A AL TEnter ##L . dbadmin D/NRAT—F#EHELFET,
6. TOVTERRTRENT =L, FERD=HIZ/IKRAT—FE#BAALET,
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6. Data Store M/ 7y

dbadmin A—H—FHIURD/INRT—KL X SSH 79 REZEH T BIZIE. ROFIEEEST
LEd,

1. NI T7YTHRARDAY—ILIZ root ELTAT AV LET (FEOT A2 LTS
&)

2. SSH AIZ/I\YO T YT HRANER T —2/—F D THR—k 22/TCP ZBE. rsync BIZ/\wS
TIITRANER T —2/—R DR T/R—k 50000/ TCP ZHEE Y,

3. OpenSSH M ssh-copy-id IZBF S F AV M TEEMZHEZELET,
4, WD T—R/—FKIZroot &LTAYAVLET,
5. ROARVEEFIE—L., TL—rTF AR TARIZBEYFITET,

ssh-copy-id -i dbadmin@[hostname]

6. [hostname] ZINYITVTRACDRANGICEESHRZFET,

7. BHFHL-av U RZaE—L, avoR7ay T RZBEY 41+ T Enter 2L T, dbadmin @
SSH BRI X —Z&/ N\ 7 YT HRAMZIOE—LZET,

8. MDATURZEIAFE—L. TL—oTFF AT T42IZBEYFITET,

ssh 'dbadmin@[hostname]'

9. [hostname] ZINYITITRACDHRAMGIZEZ]ZFT,
10. EFHLI-a< RZaE—L., a7 R7a T RZBEYHFTEnter 2L, COT—42/—K
ME/NNRAT—FHLTSSHERTYE—IRAMDIVY—ILIZAT A TEHIEEHERELE
ER

o INAT)—FHLTSSHEERTYE—FRRAMDIVY—ILIZAT AV TERIEEHEZLT
SRR

INVDTITIRARDING O T YT TAL IR )H NI T BIZIE, RO FIEEZEITLET,
1. RYIOT—R/—FDa>yY—)LIZroot ELTATAULET,

2. A RFOV T Tpython --version EAFALTEnter #L., AV AR—ILEN TS
Python D/\—3 % ERLET .

FAR—R(ZN\VITIT T BEEICRACT—4/—REERT B0 NI TvT Ty
O Ly onsiicERT AT —8/—FEEEBHTHEEET (16, Data Store F—4
REZERITYTFS).

3. su - dbadmin EAFALTEnter ##L ., UBEDITYUF% dbadmin A—H—&LTEST
LEd,

4. ROARRHETHFRALNITARIZTOE—LET ., ssh [backup-host-ip]
5. [backup—host-ip] Z/\VITYTRALDIP PRLRICEEHZET,
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6. Data Store M/ 7y

BHLI-aTURZOE—L, v R7ay T MIBEY 4+ T Enter Z3L T, /Ao 7y TR
ARDABZ—TTA RIZ dbadmin ELT/ISRT—KRELTAY AU TERIEFHERELET,
INYITYTIRAMMNSNRAT—RD ANERONDZIGE L, REEHERLET,

7. cd /home/dbadmin EAFALTEnter L. TALORMIZZEEBHLET,
8. mkdir backups EAFALTEnter ##L. backups TALIM)EERRLET,

exit EAALTEnter 2 L. T—4/—FOaTURSATAVTFIRYET,

vi pw.ini EAALTEnter L., pw.ini /Ny I 7Y T ISRT—K J7A/ILEERLT
mELET,

O 0/ RT—FEEFTBEEE. pu.ini NvITYT KRT—F I7ALISRESNT

setup-sw-datastore-secure-connectivity AZYTrEFAL T dbadmin

WB/IRRT—RLEHTIDEADYET . ChETHOLBNENVITITHRRBLET

11.

12.
13.
14.
19.

16.

17.

ROTEITL—VTFANITA4RIZAE—LET,

[Passwords]
dbPassword = [dbadmin-password]

[dbadmin-password] % Data Store M dbadmin /NAT—RIZE#FHLET,
BHFHLTEOE— L. pw. ini 1\ I TV T INRT—K J7A)JLICBRYRITET,
Esc ZLTH D, :wqg EATLTEnter 2L, ZHERFELTRTLET,

chmod 640 pw.ini EAFAALTEnter L. pw.ini J7MILDIEREZEELT.
dbadmin A—H—[ZT7MIILDHEAWMY LRELEHALET

vi config.ini EAJILTEnter ##L. config.ini I\ ITYTREIT7AILEERK
LTHR&ELFYS,

RDFTEIAE—L, TL—TFAMI T RIZBEYFITET

[Mapping]

v_sw node0001 = backup-host-ip:/home/dbadmin/backups
v_sw node0002 = backup-host-ip:/home/dbadmin/backups
v_sw_node0003 backup-host-ip:/home/dbadmin/backups

[Misc]

snapshotName = data store backup
passwordFile = /home/dbadmin/pw.ini
enableFreeSpaceCheck = True

retryCount = 2
retrybDelay = 1

[Transmission]
encrypt = true
checksum = true
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6. Data Store M/ 7y

concurrency backup = 2
concurrency restore = 2

18. backup—host=ip Z/IN\Y DT I THRALD IP PRLRIZEEHZ FT,

19. [Mapping] D TDHRAMENT—E2/—FE—BLEWNMGEIL. TNODRAMNEEEHL
F9,

© ‘2N LOT— 5/ —FERRICRBLIBAE. T 5/ —FOIVMABEILE
BLET,
20. B#HL=1T7EFE—L. config.ini FZ7AILIZBRYFTIFET,
21. Esc ZHLTH B, :wgEAALTEnter 2L, ZEFREFELTKRTLEY,
22. vbr -t init -c config.ini EAFALTEnter ## L. Data Store D/ \yHI7vT% %
ET /N7 VT HRARD /home/dbadmin/backups T4LIM)EHMEIELET,

f-&Z (£, [Central Management] D [7 v 7T —k < %—+ (Update Manager)] Z{#FHL T Flow
Collector B H LI5S . HHLL) Flow Collector SWU J7AJLETFvTAO—K3BET. T7M4I/LIL
SMC 7ML AT LIZEYZET,

1. NPT HRAN T4LONJOMEEIZERALEDERCT—42/—RFOary—)Liz
root ELTATAULET (5. 1O PITHRRANDINVITvTT4L o)L T
51,

2. su - dbadmin EAFAALTEnter L., LIEDITY K% dbadmin A—H—&LTET
LEI,

3. vbr -t backup -c config.ini --debug 3 --dry-run &AJILT Enter %i#
L. /\YO 7Y TEEBRET I\ T TDTFANEETFLET,

o INVITYTDTANMZEINLI-5E . Data Store Z/\vO7vITLET, FIE4IZH#
HET,

o INVITYTDTAMIKBLIZGEIX., /tnp/vbr TALIRI DT /NI AT IT74
IWEHERL. BRRRZERLTHLN\VITIYTDTANEBERITLET,

| O mEzmrTERMES . LRIYR—RIBRNEhEESN,

4. vbr -t backup -c config.ini &AL TEnter Z#L . Data Store Z/\y o7 vk
AR®D /home/dbadmin/backups T4LIRIZINYOT7YTLET,

5. 1. ERARELETARIVBEDHRIZEAET,
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1 ERAREETARIBREDHESR

1 {ERAIRRIGETARIBEDHER

BT ITFGAT UV ADTARIBREEZTFIVIL T INYFEVIRNIITEFHI7AILAD+HEES
RENHDHLEERLET,

Update Manager [C7YTA—F T 2§ RXRTDTTFAT A SWU 774 JLIZDLVT, SMC
[T+ R EEERENHIEEHAELET . £z, BT T ATV RITTRLBEERFEN
HEEEHERLET,

e SMC:SWU 5" [Central Management] D [7 v 7T —k < #—+ (Update Manager)] 27y
A—R&hdé, BEFHDICSMC DEBMBENMERINE T, Z7MILIE. AC2A4TDHID
T7AIVIZE>TEEZTMZ 515FE T, SMC([Central Management]) LIZIRIFEINFET,
Update Manager [Z7YTA—KRT 35T R TDTTSA4F7 A SWU 774 JLIZDUNT, SMC [
TRHREERENHDIEFHETELET, =& A (X, [Central Management] D [7YTT—r<
F—+ (Update Manager)] Z{# FHL T Flow Collector B #L1=15 & . FHLL\ Flow
Collector SWU 77 JLET v TA—R T BHE T, F7MILIE SMC 7ML AT LIZFEYE
-d—o

o BEEBMNRFTTS5A4F R [Central Management] D [7 YT T—bIR—+ (Update
Manager) | Z AL TCT7 IS4 7V RERBHTHE. BEHMNTETLI-RIZSWU BNTTSA47
DADITFAID AT LI SEIBRENET , =& Z &, [Central Management] @D [7vTT—k
Y #—2 ¥ (Update Manager)] Z{#£ FAL T Flow Collector Z B HL1-18& . BEFHMNTET TS
E.FDT7AILIZL Flow Collector 77 L AT LMGHIBRENET,

UTOFIEZFERALT,.SMC LR BEBMET I SAT U RIZINYFEI IO TEFH I7MILEA
VA=V T BN+ R BEETRELNHHEEHERLET,

1. PISAT7REEBAA—DJ(RIZAT A LET,

2. [/k—L (Home)]1 &0 LET,

3. [T4RY{EHAE (DiskUsage)] £ avE=ROHET,

4, [ZZEARE (Available)] (/N1 1) 5 ZFEEEL . /lancope/var/ IN—T 4 AV I BREET RS
NHBEEERLET,

o B - BENRTISATUVARIEIZ. BALRDYINITTEHI7AIL(SWU)D 4 &
LLEDY A ZXHWHETT , SMC Tl&. Update Manager IZ7 v TA—K$T 3T RTD7T
TSATUASWU Z7AILD 4 EL EDHA XD ETT,

e BEWNBETTSATUR -2 1L, Flow Collector ® SWU 774 JLHS 6 GB DS
Flow Collector(/lancope/var) IN\—T 423 T EH 24 GB DEZTERENNET
3 (120D SWUT7AJLx6GBx4=24GB),

o SMC:1=,ZIE. FNFN6GB D 4D SWU I74(J)L%E SMC IZ7yTO—KT 515
& . SMC (/lancope/var) IN—T 433V (2 75<{EH 96 GB DESHRENNETT (4
D0 SWU 774 JL X6 GBX4=96GB),

Disk Usage
14% 27.94G 381G
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1 ERAREETARIBREDHESR

5. TIZGATVADTARIBELNIRT AVELHDIGEEIE. FRALTWETITSATUAD
A AL— )L AF [#5E] DI Data Storage | 203> aSBLTLEELY,

6. RTVT 1 ~5FBYUBLT. BT TSAT7VADEERELHRLET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -40-


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh#veinstall

8. INYFDAVAR—IL

8. INYFDAA—)L

I T7 7T T—rERBTAHIZ. TTSAT U RIZRF DNV FEAAM—ILLTWNSZE
FHERL TS, Sy FDA Y A—RIZDWTIE. 2. 289F D7AILETYTT—R T74ILD
Fyo0—F I TEHERESBL TS0,

A I NITFEAVRN—ILT BRI, DSRIRDT A TDEBRETISATUATFIES
~TMWETLTWSIEEHERELTIZELY,

o Readme $FEDTITSATUADEHFH/NYTF SWU I7AILET7yTO—KTBh, F=1&
[Central Management] HD T R TD T TSA TV RIEREINSEEDEFHF/NVFET VT
A—RLET . HFEDEFH/ NV FDEEMIZDULNTIX, cisco.com (28D readme S HEL T
fZ&0y,

e IEF:CDEI AV THRESN-IEBFE TINYFETISATURIZAVAMN—=ILLET . 2D
BHTIE. JRIIEHAUFY SMC ICA—ILTYT N FEAR—ILLET,

o BE:CNODIRYFNETITSATURIZTAVAM—=ILENDETITERK 0 DI EMN
HYUFET . REDEENRE DR, FLEREF Y RILHBTHIULTWSIEEIX. 7TTS5A4T7Y
AEBFEHLELTZEN,

o BEE: RDINYFDAVAN—ILERRIRT BRIIZ, INVFBRAVAR—ILEN BT TSATY
ADAT—ARAZAN[TYT (Up)] ERTRESN TS LEHERLET,

[Central Management] D [7 7T —k < #—+ (Update Manager)] 2/ Sy FE 7Y ITO—K T 3I(Z
IE. ROFIEZ=FRLET,

1. 7547y sSMcizas 4o LEd,

$¥ ([£'O—/\JLERSE (Global Settings) ) P4V ESYvoLET

[Central Management] ZERLFE T,

[7T5AT7 2 ART—AR A (Appliance Status)] BIZEHEFEL. &7 T34 T AN [Up] ERR
SINTWAELERERLET,

5. [7yTT—bT+— ¥ (Update Manager)] # 7% #IRL . [V AT LT YT T—h(System
Updates)] 03 av & RDOITET,

6. [AAR—ILENTULVB/N\—32 (Installed Version)] B ZFERLET, /\—23> 7.3.0,
7131, F=X 132 DALV R—ILEN, KT TSATURIC—EUNH D EEHEELE
T, SMC (2732 MMV RAR—ILENTWBIGE DT ITSA T RIZH 132 AV A—
IWENTWWARELHYFET . ROBIE,. TRTDTTSATUVADAVAR—ILENTIVS
N—230 M v132 THAHAZEHERLTLET,

Ll
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8. INYFDAVAR—IL

System Updates @

APPLIANCE TYPE HOST NAME IP ADDRESS LAST REBOOT INSTALLED VERSION READY TO INSTALL UPDATE STATUS ACTIONS

SMC ] 2 hours ago @ 732
patch-smc-
ROLLUP004-7.3.2-01

SMC il 1 XD W 3 2 hours ago @ 7:3'2, - (9
patch-smc-
ROLLUP004-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 (S}
patch-fenf-
ROLLUP005-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 - (S
patch-fesf-
ROLLUP004-7.3.2-01

UDP Director 19 hours ago @ 7.3.2
20210409.0329-58b666896Tea

Flow Sensor 1 a month ago @ 7.3.2 = ()
20210409.0329-58b6668961ea

vIA0 IZE#HT BRI HLEL vI3.0,v731, F=EX V132 /\wFEA2AR—ILLTLZELY,
ROFIBIZHS>T. SMC IZTRFDOA—ILT VT INFEAAR—ILLET . 220D SMC ATz —
WA —N—RIZRESNTWDIGEIE. T54<1 SMC DRI, EhoF1) SMC [Z/\FEAUR
I\_”/in'a_o

A TS54< SMC [Z/I\YFHEA VA= LT BRIz, EAF) SMC 2/ FEA VA —
L AVARM—ILATE T LI=CExfERLET,

[7Yv T T—kY%— ¥ (Update Manager)] R— T, RO FIBEETLET,

1. [7v7B—K (Upload)] #5)vHLET,
2. SMC O®RFOO—ILT7YT/\F SWU T7MILEBIRLET,

3. [7yTT—hIH— (Update Manager)]> [ AT LD EH (System Update)] o3>
T.SMC D [/ A— LD (%52 T (Ready to Install) ] FIZFEZRL . RRSN TS/ \WF
HEZELFET,

4. EHUHY) SMC D [752 3> (Actions)] A=a—%5)vILET,

54 SMC: £H2A 1) SMC TO/XYFDAVAL—ILAT TICETLTWSEE(E. 7
FA4<) SMC D [7933> (Actions)] A=a—%F91)yILFET,

5. [EFF DA ArR—)L (Install Update)] ZEIRLET,
6. BIEICRRSNDIERICK T, EHEHEZRLET,

o BHARAT—ARR [BEHAT—AX (Update Status)] Fll L., [41 A b—)LiF#...
(Waiting to Install...)] 55 [/ Ab—)L (Installing) ] [TZEHUET,

- BEE: 7ISAT7UANEBHNICERELET,

FTRTCDNYFNTISATUREBRBTIDITTRHYFEE A EEFRETITSFAT7UR
ZHEEBLELTZS,
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8. INYFDAVAR—IL

INYFDETITFAT U RIZAVRA—=ILENDETIZR K 00 20D BIGEELHYET,
REDEENRER, FHIEEBEEFrRILDTIULTWBERIX. TISATUREE

A BELAVTESND, TTSATUADRAT—ERN [Ty T (Up)] THDLERRET S
[Z[Z. [Central Management] > [7 T54 72 AT %—+ (Appliance Manager)] R—T%
SHBLEY,

7. AAM—=ILDOFER:

e SMC M [7H 32 (Actions)] A=a—%&9)vILET,
o [FEFOS MK (View Update Log)] #:&IRLET,

o INYFMIEE I1FIFTAVA—ILEA IELTRIRIN TS EXTERLET,
NYFHRKBLI-EE . T5—42BELTHEERITLTESL, EFHICOLTIE. TR
ST a—T420T 1ZSBLTESN,

8. [Central Management] > [7 T 54 7> A %—+ (Appliance Manager)] X— T SMC % HE
FBLFET TITSATUVARADRT—EAN [7YT (Up)] ERTENTNDEZHERLET,
9. 22M SMC #7x— /LA —/N\—RIZERELTWSI5EI1E. FlIE 4 ~ 8 E#EYRL T, T34
<') SMC [Z/\yFEAVAM—ILLET,
10. _3_57(5”7\]0)1111.0)'3"{'CO)'7'7°5'('7‘/XI:’Jl,\'Cs RODIEFTINLDFIEZFEREYRLE

JEFF FIFATUR B

N TRASE) T4 VS RFZREDIZE(E.
=#IZtAH>%1) UDP Director IZ/ Sy FEA>
Zl“_)l/l.zgz-g_o

4 R T® UDP Director
(%Al 4 Flow Replicator)

SRR T—R/—K & Flow
© collector 5000 2 —X F—HA—X
DEANFEET I EIEHYEEA,

7t/
. . . Data Store HDFT AR THDT—2/—KIZ/\yF
TARTOT—3/—FFLI& FEALET, #it1T9 HHIIZ. Central
2. |:_|°W COl"-"_fitO" 5(100 Management TG RXTDT—2/—RF7TS5A47F
I)=RT—EAR=R DADAT—RAMN[TyF (Up)] ERTREND
DEFHFHLET,

Flow Collector 5000 1) — X F+—H~_R—2X

IOV DEHFHZERET DRI, Flow
Collector V1) —X T—RR—ZAMN/I\YFDA>
AR=IWETETL. FITSATUVRADRAT—ER
M[7v7T (Up)] ERTRENTWNBEFREEL
TLIZ&LY,
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IOV DEHEFIRYT DRI, Flow
Collector V) —X T—HAR—ZXADBN/INYFDA>

Flow Gollector 5000 AR—ILERT L. TIFATYADRT—ER

YN=R Ty M7 F (Up)] ERTRENTNBI LA
TLEE&LY,
IDSRABRDRDT TSATURIZINYFEAY
. Ak—JL T BHEITIZ. Flow Collector H37/ SyF DA
a ggﬁgi’;g‘fﬂzm Collector  + 2 r—ILERTL. 7T T RADRAT—H
AM[TYT (Up)] ERTENTWNDI EFTESR
LTLEESLY,
B, Flow Sensor

1. AAM—=ILDOFEE:

e SMC ®D [743 3> (Actions)] A=a—%H)voILET,

o [E#0O%5 DX (View Update Log)] Z3EIRLET,

o INYFMNIEEIFEIITAVRM—=ILEHIELTRTRINTNVSEEZHERLET,
INYTFNKBL-GE. T5—2BELTEERITLTESN, I OWLW T, T
ST a—T40T7 1S BLTIEELY,

12. [7vTT—kT—2+ (Update Manager)] > [ AT LD E$ (System Update)] o3>
T ETTSFATVAD [ AR—ILD#E(HSE T (Ready to Install)] FZHEFEL ., RSN T
WBO—ILT7yTI\FEHERLET,

INIFINETTFATVRICAV A= LENDETITHRK 00 NS EELHYET,
BREDEENMRE D, FHEREFYRILBNETIULTWRGEIE. TISATUREER

A BHLANTLSD, PTSATURADRATF—2AD [7y7 (Up)] THBILERRT S
[Z1&. [Central Management] > [ 54 7> A %—+ (Appliance Manager)] R— %
SHBLET,
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9INV1A40Y IR ITTTYTT—bDAV AR—)L

Ov7IA0YY I DT T7VTT—bDA A =)L

YOI T 7T T—hTIE, 5IEHE [Ty T T—hTR— 4 (Update Manager) ] R—I#{FHL
*9,

A VI T Ty T—hERIRT BRI, SMC KLU T70—aL V2 DIREEFREA 1 B
LLEMWD T BRETHAHEEHRL TS,

o IBFF:7TS5AT7 U REIEBEYICEFHLET . BRI BRI TISAT U ADEHIEFT
AL T ESLY,

o 740V TM T TV T—ERIRT BHIIC. SMC XU T7O—aL Y5 DIREE
MN1EMUEND T BRETHDEZEZL TS,

o R RDTITSATUVADEFHERIBT DRI, BEFNAVA—ILEN, BT TSATY
ADAT—RAMN[TYvT (Up)] ERTFREN TR EEXFERLET,

o« BEDTTS47> R :SMC. Flow Collector 5000, & a] AE (HA) D UDP, B LUT—4/—
RERRE, TISAT UV RIATHRILTHIGE X, TISAT UV ADEHIERF &FEEIZH
W BEBROT7ITSAT7 U RERBICEHFTEET,

o Data Store:Data Store NERSN TS B EIE. BFERIZT—IR—RET7YIITL—FZE
F=IEEET AR EL, T RTHDT—H/—FTSSHABRIZAE->TWAIEEFERLE
F([SSHDOEZH1E (Enable SSH) 1 A T3 a:8IRLET),

REFIEADFIEIZH-T, IRTOT—F/—FTSSHEEF®IZL. [JL—FSSHT7 It
AMDEZE (Enable Root SSH Access)] A7 3> D XHYIZ, [SSHDFH L (Enabling
SSH) ] FxyIRYOIREAVIZLET . T—F2/—RTSSHEEMIZTREE(X. 7vTT
L—RF7Ot€ANZTLES, KT —5/—F0O SSHEBEEMIZTEET,
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#Update_order_6%2010.3%20_new
#Confirm_Software_Update
#Update_order_6.10.3_new

IVv1A40YIRIT T T ITT—hDAVRAL—IL

RDINEFT, FTTSAT U RERHLET,

IEFF FTIATVR
1 UDP Director
' (Bl 4 Flow Replicator)
TRTOF—5/—FEEIF
2. Flow Collector 5000
SY—Z F—HR—2
3 Flow Collector 5000

D R N A

EE

N TRASETA4 ISR ZRBEDIGEIL.
B¥IZtAH 51 UDP Director R #HLET .

BHMNETL. EHUH) UDP Director 7 75
AT ADAT—ERAM [7vT (Up)] EREN
TWBIEEFEZELTH L, T54<1) UDP
Director # BF#TLET .

PSRBT —H/—K & Flow
o Collector 5000 /1) —X F—AR—X
DEANFETHEIEHYEE A,

F—R/—K

BHERRTBEIC. & T—3/—FTSSHAM
AWM TWBIEEFERL TS, 40
[ZDWWTIE, TIECDIZIDTF—EANT 125

BLTLIZELY,

FTRTCDTITSATURE 140 ITEHFLI=H,
BT —R/—RIZINyFEARAR—ILLET,
AXEHEFIEIZDOWLTIX.T10. 7—%2/—F
ADINYF SWU DAV RAR—IL1ESHRLTL
=&y,

Flow Collector 5000 ') —X F—H~_R—2X
IVOUDEHERMIRT AR, 7A—aLI4
I)—ADT—ERN—ADEHMNTETL. 7T
SATUADAT—ERAMN[7vT (Up)] LR
SNTWSIEEREREL TIZELY,

DSRBRADRDT ITZA T AEBHT B
. IVOVDEHNETL.FTSATUAD
AT—RAMN[T7YT (Up)] ERTREINTIVSZ
EERERLTLIESLY,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

_46_



IVv1A40YIRIT T T ITT—hDAVRAL—IL

FDithdD 3 X TD Flow Collector
(NetFlow & XU sflow)

5 tho A1) SMC
' (ERATSIHE)

6. 754<') SMC

7. Flow Sensor

B AR AHIIZ. Flow Collector D IR {&F¥
A1 BRI EMNAD 7T BRETHAZEELHE
FELTLEELY,

DSRBRADRDT ITZAT 2V AEBHT B
[Z. Flow Collector DEEFHMNZETL. 7547
VADRAT—EAN [7vT (Up)] ERRENT
WBIEEREELTEELY,

BEHERIAT ARIIZ. SMC A 1 BEfElLlE 7 B
REHERELTWNAILERERLET,

AT LTEAVA) SMC ZFERALTLSIES
X, TS54<") SMC DEFHEFIRIT BRI,
HhoF1) SMC DEHMETL. EHhoF 1) SMC
FISZGATOADRT—RAMN 7T (Up)] &
RIRSNTWNDIEERERL TS,

BHMNET T 5E AHD SMC BtEhoF1)
O—/)LCHEET S EEELAHYET ., D5
&1%. I13. SMC/Manager 7x—JLA—/\—
O—)LDFERR | CEEMZERERL TIEELY,
Jz—)LA—/\—0a—)LI&, @A D SMC HE
HEINDETERLGZNTLIZSLY,

BHZFAIAT HAEIC. SMC DIREEFREAS 1 BF
B LMD T BRETHHEEHEL T
Sy,

AT LTEAUAE SMC ZERALTNSIEE
(X, 754~ SMC OE#HEEIRT HHIIC. &
HhF1) SMC DEFHMETL., EAVA1) SMC
FIZGATOADRT—RAMN [7YT (Up)] T
HDHEEFTERL TSN,

BHMNET T HE AHD SMC BtEhoF)
AO—/)LCHEET S EEEAHYET . D5
&1%. M'13. SMC/Manager 7x—JLA—/\—
O—)L DR | TEHMZERERLTZALY,
Jx—I)LA—/"\—0O—/)LIX,. mAD SMC IE
HENDFETEBLELTEELY,

SMC#E#HLI-%. 70—t H—0D SWU
274N ET7yFa—KLET,
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9INV1A40Y IR ITTTYTT—bDAV AR—)L

VIO T TIvTT—hDA A —)L
RDFIEIZH>T. [Central Management] HD T T SA TV RIZY I I T T7VTT—hEAUR
}‘_)[/L/gz_g—o

TISATUORIINITT DT VT T—hI7AIEERIZAVA—ILLET , T7AIL
A FAZOWeb TT V5 —2 3 OHIRNH D10, VIR T 7 EHI7 AL DIEMER/A
URYL S IR RSN E R A

1.740SWU O 7v7Aa—K

1. SMCIZRTAULEYS, (TFVHDTRLR/N—(T https://<SMC IP address> &EA FILFE
EDB

2. T} ([F'O—/\JLERTE (Global Settings)) 7AaA%#01)vILET,

3. [Central Management] Z3ERLFET,

4. [7vTT—hIR—T ¥ (Update Manager)] 3T %:&IRL. [ AT LT YT T—k(System
Updates)] 923> #RDITET,

BT BRIIC. 7 IS4 7V RAEIEEBY I EHL THAERRAL TSN, RDT TS
A (FUROEHERET BRI, BEHHOAVR—ILEIN, BT TSATUAN[TYT
(Up) 1 ELTRRENTNBCEEREALET .

5. [ A= ILENTULVS/N\—2 32 (Installed Version) ] FIZFERLET . KT TS5A4 T RIZ
73x DEIL/NA—232(7.30, 731 F=IE 132) MAVAR—ILEN TSI EEZFEZELE
ER

ZOFNE. TARTDTTSATURIZRIL/NA—23y (132) MLV RR—ILENTINA I EE
RLTWET T RTDT7TSAT7URIZAC/NA—2ay MLV A= ILENTNB L ETEER

S
LTLZEby,

System Updates @

APPLIANCE TYPE HOST NAME IP ADDRESS LAST REBOOT INSTALLED VERSION READY TO INSTALL UPDATE STATUS ACTIONS

SMC ] 2 hours ago @ 7.3.2 - 8]
patch-smc-
ROLLUP004-7.3.2-01

SMC il 1N W 2 2 hours ago @ 7.3.2 - (8]
patch-smc-
ROLLUP004-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 - (8]
patch-fenf-
ROLLUP005-7.3.2-01

Flow Collector 2 hours ago @ 7.3.2 - [S)
patch-fesf-
ROLLUP004-7.3.2-01

UDP Director 19 hours ago @ 7.3.2 - O
20210409.0329-58b666896Tea

Flow Sensor f a month ago @ T
20210409.0329-58b666896Tea

6. [7v7O—K (Upload)] &2 voL%ET,

7. Eﬁliﬁﬁg_éhéﬁﬁﬂ:ﬁﬁof, SWU 7/ IVEZIRLET . —EIC1 DDIT7AINETYT
I:l—lsl/i o
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9INV1A40Y IR ITTTYTT—bDAV AR—)L

o EEHi:[Central Management] ADE T TZA 72U RIZSWU 77 I)LE7yTO—KLZE

ERR

e JO—t H— SMCEEHL-#%. 70—t H—0) SWU 77/ /ILE7vTO—KL
E3 I

o TARVBRE FHMIZOWTIK. 7. FAARETARAIVBEDHEZE 1ZSBLTES
(AW

2.740SWU DA AR—)JL
RDOFNEIZHELY, [Central Management] Z{FEFALTY Iz 7EE#HLET,

| O 7757 AFERFEYICEHL TERISH TS,

1. [7TSA4T72 AT H—2 4 (Appliance Manager) ] 87 Z&IRLET , I RTDTISAT7UR
DT TSGATUORRT—EBAM [7YT (Up)] ERRSNTWBIEFHEZELET,

2. [7YTT—bI3+—U+ (Update Manager)] 2 7% ZEIRLET

3. [V RTLDHEF (System Updates)] ¥ a3V w#HERLET . 7T SATURADRD %
FryIL T, BFHEBNTETCNAEEERLET

o [AURP—)LEEETE T (Ready to Install)]: 7.4.0 SWU 77 ILIMNFREINTNB I &%
BEZELET, 70—t H—0 SWU I7/IILAEESN TGS (X, SMCEE#H
Lf-#Iz7vy70—FLET,

o [Fx12M')TJ—k(Last Reboot)](SMC LU 7A—aLY43)  JED)T—rMi5 1 B
B EMND 7T BRFZBLTNSIEEHERLET,

s 1HEXRBEDNDGEIL. LB TEEFLET,

e TEUERBLTWAEEIX. [7Y3> (Actions)] A =a—>[F7TS5AT2R
DB L&) (Reboot Appliance)] DIBIZH) I LT, FTSAT7UoRAZHRILE
T DKEBL 1 BRFE - THL. TRTOTOCREZEMFIVIDEBMNT
ETWNBIEERERLET,

REDEENREDR, FHIFEBEEFrRILNT DL TWBREEIX. TITSATUREE

A EBLGLTLZSL, TISGAT UV ADAT—RAMN [TV T (Up)] THAHZLEHERT S
[Z[X. [Central Management] > [7 T 54 7> AT %—+ (Appliance Manager)] R—T%
SHELET,

4. FITSATURD [7H3> (Actions)] A=a—%&HYvHLET,
5. [EFF DA Ar—IL (Install Update)] ZEIRLET,
6. EEICRRINDIERIZH-ST. BEHFEHERLET,

o BPIRT—RR:[E#HAT—HFX (Update Status)] Flll&. [F1A—)LiFHh..
(Waiting to Install...)] 55 [4 2 Ah—)Ld (Installing) ] [CEDHYET . BEIZ 1 7 TE
[CEFHINFET,

s BEE:TISATURIX. VI IZTT7YITT—rD=-OIZBEBICERZELET,
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9INV1A40Y IR ITTTYTT—bDAV AR—)L

TIFATV AN EHNIBRELET . REOEENRBHROMIL. TIFA7UR%E
A

BiRFsEEh TS,

7.

[ A—ILENTLVS/\—2 32 (Installed Version) ] 51ZF v oL T, /\—232 74097
I\,.7177‘\/7"7_—“—beﬁﬁ?éhf({\é:t%ﬁﬁgﬁbij—o

| O SMC DAFIH IH-—I¥ [CEBIN-ZEITFELTESLY,

System U

Flow Collect

Flow Sensor

nnnnnnnnnnn

tor " 7 hours ago @ 7.40

pdates ©®

3 hours ago @ 7.40
20210820.2004-723528073a67-0

4 hours ago ) 7.40
20210820.2004-723528073267-0

hours ago @ 7.40
20210820.2004-7a3528073a67-0

20210820.2004-723528073a67-0

20210820.2004-723528073267-0

3 hours ago @ 7.40
20210820.2004-7a3528073a67-0

8.

10.

o [AVRM—ILIZEIILZELT= (Installation Successful) : 7 TSATZ U AD [AVA—IL
SN TULVSH/N\—2 32 (Installed Version)] EL T 7.4.0 BARRESNTLBIGE L, XD
FIBIZHEHS . TTIATUVADAT—ERAEHERLET,

o [V AR—ILIZRBELFELT=(Installation Failed)]: [ AT—4 X (Update Status)]
I [4 2 RA—ILIZKBRLZELT= (Install Failed)] ERTENTWRIESIL. [7H23
> (Actions)] A*=a—® [E#FHOT DK (View Update Log) ] &9y oL TEHEM%EHE
BLET, MEZBRTETHEE L. EFHEEAITLTZE0, EFMIZ DL TIE TR
FITWoa—T40T7 1S BLTIZELY,

[7TS5AT AT R—~ (Appliance Manager) ] 37 % &RLET . ARV N)TFITSA7
VAERDITET,

o PV TITFGATUVADAT—EAN [FVT (Up)] ITE> TSI LEHERLET,

o IR—=V¥:TS5AT) IR—Txv EHhoF) IRx—Tv BHBGEE. & IFR—
Ox D [TTS5AT7 2 ART—R A (Appliance Status)] A [7v 7 (Up)] EFRRSN TLY
BHLERERLET,

ZDtHral2.740SWU DAVAR—ILIDEFIEBEZRDT TZ3AT U ADT=HIZH#EY R
LET, 7ITSAT7 U RIFNIEHBIZEH LTS,

[Central Management] TIRTD T TSAT7 U AEVIAO IZEH LIS &I . M10.7—4
J—=FEADI8F SWU DAV A=)V IIZEAFT (T RXTOD Data Store BEIZHE) , ZD
FIETIE., 5IEHE [7yTTF—rH—T+ (Update Manager) | ZERALET,

BRBIZ Data Store NEFENTUWVEWEEIE. 1.\ FRASEYTADETE I EAETT
(UDP Director M) , EEBAIZ UDP Director MEENTWVEWMEEIX. M12. TR TS
ATIOCDAA—ILIIZEARAFT .
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IVv1A40YIRIT T T ITT—hDAVRAL—IL

I5—DBAFEFHTIY

[BEFHD A Ab—JL (Install Update) ]
RAVIEERTEEE A,

SMC EBEEBRETTSATUAED
T =GO U

TINARIZEZBEHHYFETA N

space left on device)

(FAROBE)

w

i

[BEFH DA A+—)L (Install Update) ] RE AT L—FK
RENTWBEHIZH) VI TERWNMEE (X, [/ A—
JLHEESE T (Ready to Instal ) ] BT TSATURAD
SWU I7AMILMRRSNTWBRIEFHERELFET . 775
ATAN 70—t Y —DiGE (X, SMCEE#HL-#%
[ZSWU 77A4IIWLE 7y O0—FLET,

F1-. [&E D) T —k(Last Reboot)] 5| TSMC LUV
A—aLP3D&EBEDT— b 1 B LMD T H
RiEFBLTWAIEEEELET,

« 1RERBEDERIL. VEORTZ/HLET

s TAULERBLTWSIEEIX. TTSATURAY
RNURIZEBEILET , [7223> (Actions)] *
Za—>[TITSAT U RADEHEE) (Reboot
Appliance) 1 0O L TT7 T SAT VR EBEH
LET ., DiEt 1 BEF->THD, I XTHOTA
tz;gz_éﬁ%ryb@%ﬁbffgfL\é:a’&ﬁ'ﬁ
E%J\L/ [¢]

TR —0EGEREL, KT TSAT AT ISAT
DRAURUNZ[TYT (Up)] ERTRENTWNSI R
BRALET . TITFGATUADAT—EAN [T+
JLDA 5> (Config Channel Down)] DIZFE L. 1A
=B LUV TaXaL—3 HAR[EE]ID
[Troubleshooting | £ a>rESBBLTLZE0Y,
IR =G RIELI-CEZRERLTHS., /YT
i;— _I;_t‘/?F'?I?E%ﬁ??*f)b@ffzxF—)b’&ﬁnﬂiﬁ
L .

BT TFGAT UV ADTARIBRELEFVIL T, /1\yF&
YIRITTEFIFAILDAVAR—ILIZHDHREER
ENHIH_EEHERLET,

BENETISATUARI LI BRDYINITTEH
T7A4IL(SWU) D 4 fELLEDH A XHABETT, SMC
TlZ. Update Manager IZ7vTA—K3 23T RTD7T
SATUASWU I7MILD 4{ELLEDH A ZXHAKET
j_o

o BEWNFERTISAT AR 1=&Z L. Flow Collector
D SWU 774 J)LH 6 GB Di5E . Flow Collector
(/lancope/var) /IN\—T 433> TAH1E{E$ 24 GB
DEZREMNBETT (1 DD SWUIT7A)L x6
GBx4=24GB),
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IVv1A40YIRIT T T ITT—hDAVRAL—IL

I5—DBAEIFHTIY

FHEHRKR T AT—45X

(Unexpected exit status!)

SIVR-CHECK

Warning! RO#E ZR 5L
£ D% R DR - MR DAWELT=.
(We found certificate
validation issues that
will break the following
integrations.)

=3 0

e SMC:1z,RIX. ZENEN6GB D 4D SWU T7
4I)L%E SMC IZ7yTa—K9 3B 4&. SMC
(/lancope/var) I\—T 423127 E% 96 GB
DEZFEHNVETT (4 DDSWUT7AIL X6
GB X 4=96 GB),

o FDMDIER: SFMIZDOLNTIEL. 7. ERTEEL
TARIBEDHEZR 1ZSBL TS,

%_0)15—75“%?._[,7‘:%‘%(3; LUTORENEZONE

o AURM—IILDE[FERIZYH—ERZEEIZELT
TlEhot=
o« BIA)IT—LEHEE-TRIICEIBSINT

BT TSAT RN T ITSAT U RARMIZ[TYT
(Up)] ERTRENTNDEZHERLET . TITFATUR
DRAT—EAN [BRRTF ¥R ILDHF 9> (Config Channel
Down)] DIFE X, AV A= E LUV T T4FalL—
232 7AFK [3#EE] DI Troubleshooting | 2o 3> %S
BL TS,

F1-. [RE DT —k(Last Reboot)] 5 TSMC LUV 7
A—aL Y40 RED)T—thio 1 BREUEND 7R
RiGFBL TSI EFHEELET,

o 1 RREIRBEOSEIX. NEBORTEFLET,

s TAULERBLTWSEEIX. TTIATURAY
RNURIZEBEILET , [723> (Actions)] A
Za—>[T7TSAT7URADEHEE) (Reboot
Appliance) 1 #9)wILTT7 T34 TV A= Bt E)
LET ., Diaet 1 BEF>THhHD, I XTHOTA
tx;?ﬁ";’ﬁ‘-rybd)iﬁﬁﬁbffén\Za.:té‘fﬁﬁ
=l .

AN DIBEET-IX SMTP ERFEDREMN., H—/—
O DRBRIEODEHEZFH-LTOWERATL =, EFMIZDL
Tl H—/3—D ID BEIESBL TSN, REXE
EELT. EHZEEAITLTLESLY,
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9INV1A40Y IR ITTTYTT—bDAV AR—)L

IS5—DERAFE=IEHTIY FHHE

—EIZ1 D077/ ET7YyITO—RLET, 55D SWU
TJ7AIIEREIZ7YIO—RTARILIETEE AL

7vFO—R 2R B LELT= (Upload AID SWUI7AILDTyTO—RERIRY HRTIC. &

e les) FTvTA—FMNTET L. [V RA—ILEHSE T (Ready to
Install)] TR RSN TS EEFEZELET, [9.v7.4.0
YINITFTT7ITT—hDAV A=)V 1S BLTLES
LY,

| @ z5—smncaniman. cxavr—rizsmuapecs,
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10. T—H/—KAD/3yF SWU DA AR—)L

10. T—R/—KA~AD/\YF SWU DA R+—)L

DIREFRADTRTCDTITZAT o R%E 140 ICEFLIZL, BESNZIEFTT—4/—FIZ/\yF
HFAVAM—=ILLET , VAT LINTA—IRE T H—U+ (|8 Stealthwatch Management Console
FE SMC) LD I T, BFHFHFOEHFED —EHBEILELSZEITERLTIESLY,

FERHIZ Data Store MEENTULVEWMESIX. T11. /N1 PRASEYFT4DERTE IIZEHZET (UDP
Director MH) . BBIZ UDP Director WEENTULVERWESI(X. 112. TRAIMTHSAT DA
‘/ZF_)LJ[:ﬁJ"iTO

CDFEERIET BT, Manager (SMC) M v740 ICIEEBICEHFIN TSI EEFEEL
A TLESW, COTAERZIEFIZEITLALVE, Data Store HAME A TEALVREEIZA S ]
BEMEAHYET,

1.INSYTFDAAR— LD HE

o FER.TAN—RETYIITL—FRFE-ILIEEIT DHIIZ. [SSHDH%HE (Enable SSH)]
FATLavEBIRLT. TRTODT—E/—KRTSSH BN H->TWNBRI LR T INE
AHYET I DOLTIE,. COEILavDIELE 1ZS LTS,

o J541) Manager (SMC)[Z 740 AV A—ILENTWNAIEEZHERLET,

o T—R/—FEEZEL. ROFIETI1 DFEITEIRLET . [2.1 DDT—E2/—FADIVyFD
’ryxh_)bjo

COFIEFRIRT AHIZ. FER. T—EIN—RET7TVITTL—FFE=ILEET BHIIZ.
[SSHD AL (Enable SSH)]1 AT L3 %8R T, §RTHDT—2/—KTSSHMNE
NGO TWNBILEHERT IBHENHYET,

A F—5/—FTSSHEEMTZBEF. Ty TIL—FTOERANET LD, &F—4
/J—FD SSHEZBEEMICTEET . COHAIRORET I EADFIBIZH->T. T
DT—R/—KTSSHZEAZZL. JL—,SSH7 7t XD B L (Enable Root SSH
Access)] AT arDRHYIZ, [SSHO AL (Enabling SSH)]1 Fxy IRy I REF >
[ZLET,

2.1 DDNT—3/—F~ADINYFDAA—)L

T—R/—F% 1 DEEIFTERL, ROFIEIZHELY, patch-dnode-DatabaseUpgrade-
v2¥* . swu T—AR—RBEHI7AINEAVAM—ILLET,

1. [7YTT—bh<3x—2 ¥ (Update Manager)] R—U T, [7v7O—K (Upload)] #9wHLE
T, BHICERRINDIERIZHST, patch-dnode-DatabaseUpgrade-v2* . swu
T—AN—RBEHI7AIERRLET,

0 Central Management DT R TDT—H/—FIZ/N\yFAF7yvITO—KENFET, COFIE
Tl A D2FFOT—2/—KRIZINYFEAAR—ILLTLEEELY,

I A EHDOT—8/—RIZ/89FEALV A= LT BE . Vertica DAV AR—ILHFEIELET .
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10. T—HR/—F~®D/39F SWU DAV Ab—)L

2. [7TS5AT7 AT A — (Appliance Manager)] 37 % &8IRLET . I RTHDTTSATUR
DT TZATUVRRT—EAM [T YT (Up)] ERRESNTNDIEEHRLET

3. [7YvTT—hTH— (Update Manager)] 7 & #IRLET .

4. INVFEAVRMN—=ILTBHT—R/—F%& 1 DFERLET,

5. [ RTLEH (System Updates)] €923V T, T—4/—FDRDHNEFvoIL T, BFHF#E
M TETWNAIELEERLET,

o [MUAP—ILEHESET (Ready toInstall)]:
patch-dnode-DatabaseUpgrade-v2*.swu 77 ILMIBREINFET,

o RIRSNTULVELMEEIX. FIE1IZRYET,
6. T—H/—K®D[7H a2 (Actions)] A=a—&D)yHoLET,
7. [EH DA A—/L (Install Update)] ZERLET .
8. BIHICRRINDIERICKE-T, BEFEHEZELET,
o BEARAT—ARR [BE#HAT—AX (Update Status)] Fll X, [ Ab—)LiF#...

(Waiting to Install...)] M5 [/ XA k—)L (Installing) ] [CEDHYET . BEIE 1 5 &
[CEHFINET,

s BEE:7ISATURIE. VINIZT7YTT— D= EHMICEREEHLET,

A TIFATVANEHNICHREBLETS  REOEENREPOMIE. 7TF1TUR%E
BEBSELQLTIESL,

9. A1VRM—ILDFER:

. F—H)—ED [7H3a> (Actions)] A=1—EHvHLET,
. [EHOY DR (View Update Log)] ZZIRLET .

o INFMNIEEIFIITAVRA—ILEH IELTRRIN TSI EXHERELET,
INYTFNKBL-EE. T5—2BELTEERITLTESN, IO T T
ST a—T420T7 1S BLTIEELY,

10. [7TS5AT7 2 AT H—2+ (Appliance Manager) ] 37 % #IRLET . 7TTSAT U ADRAT—
AZM [T (Up)] ERTRESN TS EEHERLET,
11. SSH 7t RAZ{EAL T Vertica T—3N—X M node_state #FEZELE T,

e DataNode 77547 AR —)LIZroot ELTAT A LET,
e RODATXUFHEANLET,

/opt/vertica/bin/vsgl -U dbadmin -c "select node name,
export address, node state from nodes;"

o JOVITIMMRTENT=S, dbadmin /ISAT—FZAALET,

o TRTDT—A/—K® node_state M [7 VT (Up)] ERFRSN TSI EEFFERLE
ERR
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10. T—R/—F~A®D/yF SWU DAV RAh—)L

node_name | export_address rnude_state h
_______________ P S
v_sw_noded@8l | 18.8. =]
v_sw_noded@a? | 10.0. up
v_sw_noded@@? | 12.8, P
{3 rows) . >

0 [7YZ (UP) ] ICRLHWT—2/—FhH 5B E . YA R—FIEBVnEhE<ZS
LY

3.RBRYDT—R/—R~ADINYFDAURAR—)L
BYDFTRTOHOT—4H/—K T, patch-dnode-DatabaseUpgrade-v2*.swu T —AN—XHE
HFIFANEARN—ILLET . BIIDT —2/—KTIYFDAUAR—ILET T T LR,
BYDT—R/—FEBEHTEET (2.1 D2OFT—E/—F~ADINVFDAA—)IL])
1. [7TS5A4T72 AT H—2 4 (Appliance Manager) ] 87 Z&IRLET , I RTDTISAT7 VR
DT TFATUORRT—RBAM [7YT (Up)] ERRSNTWBIEFHEZELET,
2. [7YFTF—hk<—+ (Update Manager)] 37 & #IRLET,

3. [ RTLEH (System Updates)] €923V T . &ET—2/—FDRDHINEFzvILT. BH
BN TETWDIEEFHRLET,

o [MARM—ILE{ESE T (Ready to Install)]:
patch-dnode-DatabaseUpgrade-v2*.swu T7A1ILIRRTRESNET,

o RINENTWEWMERE, I7MLVEBET7YIO—FLET (2.1 D2DT—8/—F~
DINVFDAVAP—IL IDEADFIEZSHR) .

4, T—R)—KD [7H 3> (Actions)] A=a—%EH)vHILFET,
5. [BFH DA AL—)L (Install Update)] Z:8IRLET,
6. EIEICKRRINBIERICHK ST EHEHEZELET,

o BHARAT—ARRX [EHAT—AX (Update Status)] Fll (L., [41 RAb—ILiF#h ...
(Waiting to Install...)] hvi5 [ A—)L A (Installing) ] ITEDHYET . BEIX 1 5 T&
[CEFHINFET,

« BEE:7ISATURIE. VI T TYT T D=-OICEHMICEREFLET,

A T7FATVANEBNICBEBLET  SEDEENREPOMIL, TTF(TVRE
BEIHSELZLTZE,
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10. T—HR/—F~®D/39F SWU DAV Ab—)L

7. AVA—ILDFERR:

o T—R/—K®D [T 3> (Actions)] A =a—&9)vHILFET,
o [B#HOY DK (View Update Log) ] ZEIRLET

o INYFMNIEFE IFIFIAVAM—=ILEH IELTRIRSNTINDZEXEZRLET,
INVFHRERBLE-EE . T5—FBELTHERITLTESWD, E#EMIZ DL TIE, T
ST a—T40T 1S BLTLIEELY,

8. [7FTS5A4F7 2RI H—+ (Appliance Manager)] # 7% ERLET , TT S/ TV RADRAT—
BAM[TVT (Up)] ERTRENTWNSIEEHERLET .
9. BYD T—3/—FETRTEHITHET. 8. BYDT—2/—F~ADIvFDA A —
JLIDFIEERYRLET,
10. $RTOT—E/—FTINYFDALAR—ILOELI=CEEHRELELS BEICHLTS
T—R/—KTSSHZEMZTEET, FIBIZDOWTIX, RET7IVERAESEL TS,
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1.\ FRAZEY)TADEHTE

#5300 UDP Director " ABEIEL. TITSATUARABEBA L A—J1( A FALTCE I AMEH
EFLET,

T ARBT7TSAT7 U ATIHERTEEE Ao

UDP Director = A] A4 (HA) Tl. L& UDP Director DR EZHRE CEEFI . AN/ —KHhTL
MERTIN. FEOEATI DO/—REITHRASAUIZEYET,

| o S AL, UDP Director N—F Oz 77 ISAT7UARATOAERTEET . ;oA

0 UDP Director T A] FHEMERTE SN TLVT. Cisco Secure Network Analytics Z v7.4.0 LA
RICEFHITHIEEE. BEHRICUTOFIEEXZFERALCSATAMEZERELET,

RPDRTHAUZGAY J—FETFAR) A TS540 /—FEEh TV EVNET  ATDTF47
1) /—FTEENRELIGZE., EhUF) /- ENESIZRNTTSAIITHYET,

o Bk )L—)L SRR AT LD UDP Director BDEGE)L—)LE 1 DU ERTFLET,

o JL—ILERTET7AIL%ERTE: UDP Director D IL— LN TIZEHRESNTLNDIEE.
UDP Director JL—JLEIIAR—F(L—ILEREIT7 A ERF)LET . RIS ZDT7A)L
% 2 & H D UDP Director [T/ R—FL T, ENZENDIL—ILHA—ET BHKSI1ZLET,

o lEFF : & #0IZT 54 <) UDP Director ¥R LTz, EHhUH ) THRELFRYERLET,

o IRFELIIHBRTEFH EBLLEEHLLYUDP Director THAES . FNFNIZDOLNTINDHA
FDFIEIZHREWNET, 1=1=L. hoF UM T TIZ Secure Network Analytics VAT L EDT
TSATVRELTEREFHDGZEIL. £H 1) UDP Director (CAST AL, ZDEI IV
DFRBIZH - TEHAIAMIVR—RUMERELET,

1. 754<"') UDP Director [cA4 A4 LET,
2. [E%7E (Configuration)]> [/ ] FAT4 (High Availability) ] 2y 2L %9,

SR AMRED [BF AT Y —E XD F %N (Enable High Availability Service) ] FTv IRy I A%
AolzLEd,
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1.\ A TRASEYTADERE

[J Enable High Availability Service

High Availability Settings

Node ID 1 2

Virtual IP Address

Subnet Mask

Shared Secret L@n HA
Sync Ring #1(eth2) Unicast IP Address

Sync Ring #1(eth2) Subnet Mask

Sync Ring #2(eth3) Unicast IP Address

Sync Ring #2(eth3) Subnet Mask

Paired Node Host Name

Paired Node Sync Ring #1(eth2) IP Address

Paired Node Sync Ring #2(eth3) IP Address

3. [/—KFID(NodeID)] ZEIRLET, 754 <) UDP Director DIFE (L. 1 Z:EIRLFET . &H
A1) UDP Director D5 &, 2 Z:# IRLET,

4. [{REIP7KFL X (Virtual IP Address)] 74— JLKRIZ, eth0 /> 3—TJ A RERBICL YT Ryb L

[ZHARERADIP FRLRZANLET [T R VTR (Subnet Mask)] {EZ . eth0 1>
B—DJIARATHEREINEZ Y ITRINIRIDEIZHRELET,

| 0 R IP FRLANEAD/—FTRILTHAHZLEHERLET,

5. [ H#% (Shared Secret)] 74—JLK T, M5 D UDP Director BN XFFZE=AHNLET,
(CNnEEX a7 ERICEEEINET,)

[BI#AY 41 (eth2) 2 =F v AFP7 KL X (Sync Ring #1 (eth2) Unicast IP Address)] D 74— JLK
[P PRLAREHTRIRNIRIEANALET, (A=F Y ANIP PRLRITE—DHRYNT—I5E
SEHEAMLET,)

[EI#A1)> 52 (eth3) 1=F+ AFP7 KL X (Sync Ring #2 (eth3) Unicast IP Address)] D 74— JLK
[Z.IP PRLREHTRIMIRIFEASLET,

& IP 7L R (eth0, eth02, eth03) [&. ZNZNAEDIL=_F v A+ Y TRV L THINE
NHYET,
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10.

[R7YTENT=/—F DA+ (Paired Node Host Name)] Z74—JLKIZ, H> %) UDP
Director DTRALRZANLET,

(RF7YTENT=/—FREIEAY T 1(eth2) DIPF7 KL X (Paired Node Sync Ring #1(eth2) IP
Address)] 74— JLKIZ. /> 41) UDP Director @) Eth2IP PRLAEZAHLET,

(R7YUTENT=/—REHI) S 1(eth3) DIPF7 KL X (Paired Node Sync Ring #1(eth3) IP
Address)] 74—JLRIZ, £/h>%1) UDP Director M Eth3IP PRLRZADLET,

REEHZEL-S. EA (Apply) 1 Z2)vIL T, BREXZEALET
DS ABZM 2% HE D UDP Director #E&ET DIZIEX. RDEIaAVITHEAFET,

BB DFIE 4 T/—FID 2 Z:#IRLI=BE X, T54<!) UDP Director IZfLTLLT D
FIEEETLET .

74> %1) UDP Director #ERE T BICIXRDFIEEZETLET .

. 5> 41) UDP Director IZAY A LET,

[E% 7€ (Configuration)] > [& R B34 (High Availability) ] 21wy LEY,

[(R7YoTENT=/—FDRAR%E (Paired Node Host Name)] 74— JLKRIZ. A A

UDP Director D7 RALEEAALET,

CHOEETIRTDNGA—EEHELEFT (RUDTIZAT UV ATHM/INTA—REER
LIS EBICIETNIEAET) . TOE. ROBEEEBRT R TDI(—ILRT, RVIDT T
FATVREFST=KELCIEZFHREL TLEE0Y,

o [BI#AU Y 1(eth2) 2=F XL IP 7KL X (Sync Ring #1(eth2) Unicast IP
Address)]: 754 DIDT4—ILETEHRELIZZRFLREIXELSIP PRLRAZA S
LETH. TSATYTIEELER#AY VY 1 A= ANPRLRERCH T RUMZH
SHENHYET,

o [FIHEAY % 2(eth3) A=F AL IP 7KL A (Sync Ring #2(eth3) Unicast IP
Address)]: T4 DZDIT4—ILETHRELIZZELREIXELDIP FRLRAZA S
LETH. TSATYTIEELEREY LY 2 A= ¥ ANPRLRERCH T RUMZH
DHENHYET,

o [(R7YUTEINTz/—FDRAR4 (Paired Node Host Name)]: 2D 74—JLRIZ, TS
A4<') UDP Director D7 RAMZZEZANILET .

o [RPYUHENTI=/—FREIRIY T 1 (eth2) DIPF7 KL X (Paired Node Sync Ring #1
(eth2) IP Address)]: 2D 74— ILKIZ, 54 <) UDP Director M Eth2 IP 7KL X% A
ALFET,

o [RPYUHENTI=/—FREIRIY2 1 (eth3) DIPF7 KL X (Paired Node Sync Ring #1
(eth3) IP Address)]: ZM 74— ILKIZ, 54 <) UDP Director M Eth3IP 7KL X% A
ALFET,

GER (Apply) 120V ILTERRNBREREFL. COTTSATVADISREZ) T H—E
AERIBLET

TS5AR) TTSAT U RERET BIZI1E. [F4E (Promote) ] REVEI I LET,
BB [121E (Operations)] > [7TS5A 7 AN BE#2E) (Restart Appliance)] ZEIRLE T,
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12. FRIMNYTHSAT MDA R =)L

12. TRINTIDSAT DA AN—)L

A Data Store Z =1 Secure Network Analytics BNERSNTWBIEEIX. TRAIMNTHS
AT7UMEERALEE A,

RDERIE. TRINTISAT MDAV A= )LEFERICERSNET,

o TRIUMNITOSATUMDESESEFH/N—230720—HILIZTAV A= L TEET,
o TRIUMYTHSA T MZIL. Stealthwatch Management Console > SMC 22 E D
Stealthwatch FHEENEENTULVET,

o TROMTHSATUCNDEBDNN—23aVIZTHERTBIZIE. & IR—T¥ IZBLVTE
BABETI7AILARBEIZRYET,

o TS5ARNVBIUVEHUE) IA-—Vr DEAZFERLTLAEEF. —AD I-—r &
AT AILTHBEI—AD IA—Vx AT AT HIRELAHYET,

o TRUMITHSATUMDERDN—2a3 2 RIBFICEKSENTEET,

o Secure Network Analytics DR/ N\—2avVIZEH I BEEE. TRINTHSATURD
HLWA—23 AV RN— LT RREAHYET,

o Data Store ZEBRT AHE (L. Web 7T — 3% FHL T Secure Network Analytics 4
VA= LEEZA—BFUERELET , TRIMT U547 ME Data Store EHE AL H
YVEHA.

FRIMNYTOSAT DA A—ILFEEIE . Windows & macOS DELLEFERAL TSI
FOTERBYZET,

o Windows ZEHLI=TRAIMNTHOSATURDAVRA—IL
e macOS ZFRALI-TRIMYTISATULDAV A —IL

F7-. Windows & macOS DELLEFRALTLAMNIGEL T, A BYS A R ERLDIAEZTERLE
ERP

o Windows Explorer WO AEY A XEEET S
o Finder DA EYH A XEEETD

Windows Z{EFALI=T AUV TISAT7URDA U AM—)L
‘ o« FRIMNTHSATUNEADRN—ILT B1=0D+DHIERIDBETT,

o TRIUMNITHSATUMIIE. A EYRDARL—T AT AT LNRBHETY , 32
EvbDARL—FT424T AT LFIE Linux TIEEFTTEFE B A

LLFDFIET. Windows ZERALTT RO TISAT7 U bEA U AR—ILLET,

1. ¥R—x 2ad14ULET,
2. [F9>0—K (Download)] 7Aa>&2)yoLET,

a1 2y
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S

exe Z7AMIED)vILT AV RAM—IL TOERERIBLET,
4 —RDFIEEETLTTRINTISAT UM EAVRN—ILLET,

FRIMT EDFRINT H54F Uk FAav 2 w0 bLES,

[SMCH—/3—% (SMC Server Name)] 74— ILKIZ, RR—D v H—/N\—ZF =X IP 7RL
A(Pva F1=1XIPve) ZAHLET,

THR—9 A—HZENRRT—REAHLET,

8. BIEICKRIRNEINDIERICHSTTRIMNT USATUNERE . TITSATUVADTATY

TATAEAZZEELET,

Windows Explorer WS AEYH A XZEET S

() TARINT DSAT U AV B—TIARERTTH=HIZ. VF14T7 AV Ea—4TE|

YBTEHEIUE LT IEAAEY) (RAM) DEEXEETEET,

FOWTWAEHDRF 1AV MOKREDT—4S Y (100,000 BEBZHLa—KFNEENF=-70—
HITYEZE)ERSIBEE L. YL TEHEAERYZFEOFTIEEREFL TS,

1.
2.

Windows Explorer T, fk—LTa4L IR IZRELET,
THILEERDIBIZEAZEZET . [AppDatal > [A—3> % (Roaming)] > [Stealthwatch],

THILEHIERTDIGE L. [Stealthwatch IZRR T I2DHENHIEELHYET,

Stealthwatch T4L 2k T, BB Stealthwatch /N\—3U MEENTWNATAHILS S
*9,

WY RET TV — a3 % F AL T application.vmoptions 771 JLZF= . IREZRIAL
FI(TDIT7AIIE. TRIMNTOSAT UM ERIZHAWNERICERSNET),
B/IAEYH A X (Xms) :512MB UL EZE|YH TR EEHEHHLET . COBES(X. 774
LD IFEDTIZRRENET,

AVTUVEEHKLI- 1T TRARTDITAEDIEEE. TOEEGR TERARTINTLDH
FESRLT, EOBFINRPAE) YA XERLTVEINEFERL TS,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

BRAEVY AL X (Xmx) : RARAE) YA XIZIE, RATIAVE2—SD RAM DESFDH AKX
ZEYETHIENTEET . COBESIE. T7MLD 4 BB DITITREREINFET,

AVTUVEERKLIZ T TRERTDITAEDSE (., TOER THEARTSNTNDE
FESRLT, RRAEV YA XERL TV BHFERERL TZEL,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

FTRTOFEZHERALET, =& 1E. Xmx0.5m TlEEL, ~xmx512mZ A ALET .

. Z—:x%\y?"’ys»r‘;’ylvﬁf*ﬁﬁﬁﬁl:rl\y’j‘J?;“éi%ﬁm ARYHAXERELE
o Java [CEAE T BIS5— Ayt—UMNRREINBGEIEX. ThEYEHNSHAEYEY
BTEFERLTLZSLY,
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macOS ZFALI-TRIMNYTHSATUOCDAA—IL
‘ o TRIMNTHSATUNEAVAN—ILT BN+ HHIERNBETT,

o TRIUMNITHOSATUMZIIEK. 64EYRDARL—T AT VAT LNBLETT , 32
EvrDARL—TFT425 O RT LZET=IE Linux TIEETTEEE A,

LTDOFIET. macOS ZHERALTTRIMNTISATUREAVRM—ILLET,

1. Tx—2y cad1oLET,
2. [F>0—K (Download)] 7Aa> &0 )voLET,

a1 2y

3. dmg I7AIED)YILT . AVARM—=IL TAOERERFHIBLET,
TAADETAHIA L, LTFIZSRT EIIEZRA—IZRTEINFET,

-0. [ L]

nnnnnnnnnnn

4. [FRIMTHSA T Desktop Client)] 74T (L) ET7 T r—as T4 LIRSy
JLET,

FAAUIEL RE—F NyRIZEBMENET,

5. TRIOMT ED [TRUMYT US4 T2k (Desktop Client)] 7Aa ([:) =99 LET,

6. [SMCH—/\—4% (SMC Server Name)] Z4—ILRIZ, R%2—Tx H—/N\—RF=IXIP 7RL
A(IPv4 E1= X IPv6)EZAALET,

1. RR—x A—HRENRAT—KEAHALET,

8. BIEICRIRINDIERICHSTTRINT USAT7NERE. TTSATVRDTATY
TATAEBHEFEELET,

Finder Do AEYH A XEEET S

O TRARINT DSAT I AV RA—DIAREERITTH=DIZ, 54T haVE1—43TE|
YUTBEIUELTIERAE)(RAM) DEFXZEBETEET,

FOWTWAEHMDRF AV MOKREDT—4E Y (100,000 BZEBAZLHLa—FNEFEN=-70—
HITYBE)ERSBEE L. E|Y L TEHIAERZFEOFTIEEREFL TS,

1. BET."—L T4LIM)IZFEILET,
2. Stealthwatch 74 )L ZEHEET,
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12. FRIMNYTHSAT MDA R =)L

3. Stealthwatch T4LZK!)T. BRID Stealthwatch /N\— 3> NEEN TR ITAHILA ERE
EX I

4, BYLGHRET T)r— 3% FEAL T application.vmoptions 77 JLEB=. IREXRAAL
FFT(CDIT7AIIE. TRIOMNTISAT UM RN RIZERSNTET),
BR/IMNAE)HALX (Xms) :512MB LLEFEI|Y LB TEHILEHENOLET . COBE S 774
LD IBFBDOTICRTSINET,

AUTUVEEHKLIE 1T TRARTDITAEIDIGE (T, TOEGR THEARTINTNEH
FESRBLT, EQHFLIR/NAE) YA XZRLTVEDEHERL TS,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

BAAE)YAX (Xmx) : RARAE) A XIZE JRATAVE2—FD RAMDFE53DH (X
ZEYETHIENTEET . COBESIE. T7MLD 4 BB DITITRERSNET,

AVTUVEEHGLIZ 1 ITTRARTDITAEIDEE (. TOEGRTERARTINTLDH
FESRLT, RARAEV YA XZERLTVSHFERERL TZELY,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

FTRTDBESZHFERALET ., -2 1E. Xmx0.5m TlEAL, - xmx512m Z A HLFET,

o TRIUMITYZATUNDEERIZINST 1T B5E (& AT A XERELE
ERS

o Java [CBHE G HIT5— AvtE—UNRTRENDBEE. CHEYBINSEAE)EY
LTEEERLTESLY,
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13. SMC/Manager 7x—)LA—/A\—O— )L DHER

13. SMC/Manager 7x—)LA—/\—O—)L0O)
TR

A Jrx—)LA—/\—O—)LI&. @A D SMC/Manager NEFHINDAETERLLELTES
LY

[Central Management] TDT T5A 7 ADBIMPHEIBRIX, TJz—ILA—IN—DEZTEE
52 T L. [Central Management] TEHAUHY IR2—2% FITSAT U ADRAT—RAMN
[7v7 (Up)] ERRENDETEITLANTLEELY,

ROFIREFERALT, BEHFRDT ST I-—Dv L2HUF) IR—T% ODA—LLAEHDT
WAEWIEEHERLET,

EEE1—HY—LLTEAVA) IR—Dr [CRTAVLET,

[ B—/\JLERTE (Global Settings)] 7AaV&E 9w LET .

[¥HR—T+ B 7E (Manager Configuration)] ZZERLET

[Zx— LA —/\—E&E (Failover Configuration)] 27 %49 wHLET,

TI— LA —N—O— LA F)ELTRRIN TSI EERERLET

Manager Configuration

o >~

| Name: i I Address: 121 : Model: i serial: s3eaf

Data Retention ~ DSCP Configuration  Failover Configuration

Failover Configuration

@® Meake sure you add all required certificates to your Manager Trust Stores. Also, configure the
secondary Manager before the primary Manager. For instructions, please refer to Help.

Failover Role*

Secondary

Other Manager

IP Address* Failover Role
141 | Primary

6. 54T TR—(ZATAULET . FIE2 ~ 42> T. Fz— A —/3—aA—)LINS
AT ELTRRSINDEEHERLET .

7. @AHD Manager BNEAV A ELTRRESNTWAEEIE. Jx— LA —/\—O—)LEZZER
LT A2DTS5AT) IR2—x E1D2EHVE) 32— BNHDHREIZLET, Jz—)L
A== T74FaL—3> HAF KB DEREDIEFEFIBIZHK - TIZELY,

0 FIBIZDOWTIE, Zz—I)LA—/\—a 0 TJ4FalL—ar HAR [EE]I ESHELTES
Ly

8. BHhUH IR—Tx (2OTAULET,
9. [ZA—aL 23> D{ER (Flow Collection Trend)] ZFEERLFE T,
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13. SMC/Manager 7x—)LA—/A\—O— )L DHER

Flow Collection Trend

blank trend indicates
300 flow collection stopped

l

8:00 PM Sep-24 4:00 AM B:00 AM 12:00 PM 4:00 PM 8:00 PM Sep-25 4:00 AM B:00 AM 12:00 PM

10. 20— ALy avhETRDBE . 7IVIVETRETT . RORATYTIEAFT,

JA—aL i3 mMELIELTLVSE S L. [Central Management] Z{E AL T7A—aL o4&
thoF) Ix—T v EBERELET,
o TJ5A IF—TXI(CATAULET,

o [ O—/\)LERE (Global Settings)] 7/ &9)voLET , [P EHE (Central
Management)] Z:#ERLET,

o [7TSAT72ARTH— (Appliance Manager)] R— T Flow Collector Z R DI+F
ERR

o+ ([HBREES (Ellipsis) D 7AAVED IV ILET,

o [7TSAT7ADELE) (Reboot Appliance)] Z:ZIRLET, B HICRKR TSN DIET
[CRE->TRELET S

 Flow Collector: FEZ#EYIRL T, [EEF B (Central Management)] TY X T® Flow
Collector ZH#CEILE T,

o THUEY) TR —T v FIRERYRLT, EHUF) IRr—Ov ZBEELET,

1. 754 I3x—2x 12AJAULET,

12. [Central Management] > [7 F54 7 AT —+ (Appliance Manager) ] #H52LET, &
ﬁ;g ) RXPB—2% TITSATUORADRAT—EBAMN [T YT (Up)] ERFREIN TSI EERERR
L o
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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