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O—& CPU AL—Y
o Data Node & 71-1) 800
= F—R/—KVE®H= T—2/—KVE®H GBT—%/—F
BAB0000 y35Ga 76 . 320 F—8/—K T
&5t2471B
o Data Node 7=V 1.92
= F—HR/)—KVEHt- T—R/—KVEH TBT—%/—FK
BA120000 15568 =Y 12 . 300 F—2/—R T
£5t5.76 TB
o Data Node #71=1) 3.52
= T—2/—KVE®H- T—2/—KVE®H TB5—42/—K
BAR 220000 ) 64B f=y 16 . 32D F—5/—F T
&5 1056 TB
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Stealthwatch Tl&. Flow Sensor VE @ NIC D #IZIGE LT, SEIFLS AT D Flow Sensor VE
MNAEBEINTLVET,

e Fryia:[7O—Fv v a4 X (FlowCache Size)]5I[ZI&. FlowSensor H\[E] B 240
BTELT7IT4770—DRREAREINET, Tl aldFHHEHAAT)DETH
BIn, 70—F60 LTIV aEINET, [7O—F vy a4 X (Flow Cache
‘Sdize)] #FERALT, EZARRIN T4 IDEICH L TILBELGATR DR EZXSTELE

o BN IREBICWHERYY—RADEX, SEIEFHAIEMNER (FH/r A X 13—
ARLU—b, ZDHD RV RT =T ERARDIKR) IZIECTELGY ET,

20—
NIC-E WET BAZ/IIN— if’r;(/ -+
=5y WEB FOTPIRHE FHERBRL—Tob Mz
S HR—+ CPU HATE) D—‘O)Baik
#0)
1X1
Gbps 4GB 850 Mbps 32,766
1,850 Mbps
2x1Gbps |4 8 GB PCI/NARR)L—ELTEREINTLNVS 3l
A2 3—T AR (igh/ixgbe FEHLFT=
e1000e ZEHL)
3,700 Mbps
4X1Gbps 8 16cB PCLISRRL—ELTHREEN TG 01073
A2 3= A R (igh/ixgbe EHLFT= L
e1000e ZEHL)
8 Gbps
1X10 ~
Gbps* 12 24 GB PCISRZIL—ELTHEESRTNG 012000
{99—7141(’(‘/7_'”/ ixgbe/i40e
ZEH0L)
16 Gbps
2x10 ~
Gops* 22 40GB PCLISRRL—ELTHEER TG 000000
AV Z—=TTAR (LT )L ixgbe/i40e
L)
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*10 Gbps RIL—TYFDIBE . TRTH CPUE 1 DDV YMIERTELET , JBIND 10 Gbps
NIC Z&(Z. 10{80) vCPU & 16 GB D RAM #EBNLET .

FA7Lay B VMARRNT1 DLLLE®D 10GNIC #FFATEET,
NHDEIFE., KEEH LT- CiscoUCS C220 M4 TOTAMZIEDILTLET,
o 7AtYY: 2ED Intel(R) Xeon(R) CPUE5-2620 v3 @ 2.40 GHz, 2 DV vk, Viry
kpr-Y 1207
o »FE:128GB
o« AL —0:800GB
o ESXi:VMware vSphere 6.7.0
o BEZARVUT A2B—DIAR PCI/IRNRRIL—E KLU 1 Gbps/10 Gbps f B —T AR

Flow Sensor VE 2wk —HIRiE

Flow Sensor VE EAVAN—=IILTBHIZ. CHEAORYENI—IREBEDOAATEERL TS
LV 2DHAKIL, FlowSensor VE TEZATESTARTDARYNI—IIREZH/RH>TLVET,

H % : Stealthwatch [ VDS IRIEZ#H 7 R—kLTLVE T AY. VMware Distributed Resource
Scheduler (VM-DRS) ZH7R—kLTLVEH A

AR YT —-BIE: Flow Sensor VE (&, XRDEAATDRER VI —IIREBEFEHRLET,
e REO—HI)L YT Ry T—4 (VLAN) RS XU G EFERLE-R Y T—5
o (A—HILKRYS—EEDERT)1 DUULED VLAN TSy AT TINAAD
BEHEMNZEIEIN TS, 2 BELT- VLAN
o J5A4R—FVLAN
o NAIX—/\AH KA (VLAN LLS})

HE HMEFMRIZDOLITIL. IStealthwatch Flow Sensor JZ S BB L TLE &0,
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Flow Sensor VE k57419
JA— Y —TIld. XD Ethertype ThS 74y OZEMIBLET,

Ethertype Jakai
0x8000 BE®D IPv4
0x86dd BEE®D IPv6
0x8909 SXP
0x8100 VLAN
0x88a8
0x9100

VLAN QnQ
0x9200
0x9300
0x8847 MLPS =%+ Xk
0x8848 MLPS W JLF X+ Xk

c JO0— oY —I, & EHFID MPLS SARJLE=IL VLANID #REL. THORKR—KML
9, NI ERIBLTWAIGEIX DT RILENA/INALET,
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UDP Director VE
UDP Director VE Tld, (REIL U NRDEBEH/Z G-I ENBETT,

WATHEHSCPU  DHEFHEAAE) BIMT—2AN—Y BKFPSL—F

2 4GB 60 GB 10,000
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TISGATUORDT—R AN —DE PTSAT AL BRETHEBEICHRENET .
Ff-. NITA—TVRZERLESER=OIZ. TTSATUAD)—RENY Y TEILETHIEL
TEET, ROEHREFEALT. BT TSATURADRAN—CFENYHTET,

DRTLITHER)Y—REBERL TSN, COFIEIE. D RTLNTA—IVR
[2EHTEETY,

LWE)Y — AL VIR BE T Cisco Stealthwatch 7 7S5 A7 A2 BRI 5B S 1E.
FTISATUADY) V—AERAREIERCEERL, BRICHLT)Y—RZEE L,
BHEOEEMHSIUVHEEEEZEYIZHIFTLINELNHYET,

VRO RET7 TS T7U RET—2 AL —DI2H —/\D# 75% ZERAL . 25% %
ARL—TFA T VRTLEX Yy alTELET, LIS T RELRE LY., HE(Z40
% ZLT—R AL —UFHRERLET .

« FPSOEE: BADVATLEHOEF 1,000 70—(FPS)C&IC1GBUAEDT—4R
ARL—UFRIVIRY ., D0 —2REFIHRUERLEBEZIIVLETEI e E ¥
AT LDFH 2,000 FPS T30 HEI7O—%{RETBIZ(E. 60GB(2X 30) LA EDT—
AR —VBREFENYHTET,

o Syslog: A ERA R MLIE (syslog) HEREXF T HHE L. KYUZBLDAE)ELUVUNIE)
‘/_175‘\512‘%'670

. ?;;ZF&-’):K@%%EFE LT &7 TSATVRICHELRT—EAN —CFRE
LEY,

o BER: NN AFHRATHDOLEZEZEALTREIIU DAEYZEMSE D

BEIE. ERERELERICTISATUORZHEHLES,

A
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Stealthwatch VE €T /)L

Stealthwatch Management Console VE

Flow Collector NetFlow FE7=I& sFlow VE

T—45/—F VE

Flow Sensor

UDP Director

WWARIMNN—FOT
TFT—RAN—T

125 GB
200 GB

FEHIIZDULNTIE,
Data Node VE D)

Y—AZRESRLT

fzabys,
60 GB

60 GB

A
FZRLU R EAIRE
AL—Y/
BZ%/N\—KFHx7

5.6TB

%47 L. Data Store [Z
KET—2RLT

SFMIZDULNTIE. Data
Node VE D) —RE
HESRBLTEELY,

AR
n/a
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RETITFAT o REAVAM—ILT BRI, ROFIEEZRTLTRYNI—IEERKLET,

1. PTSATOADERE
2. BERI7ZATI+—IDETE
3. Stealthwatch Flow Sensor

BREIARTISATUVADREEREHERLET,
e Stealthwatch Management Console (SMC)

e Flow Collector

e Flow Sensor
o UDP Director

Stealthwatch Management Console

&I T /\1 AT Stealthwatch Management Console &, T—AZFEELTLAITARTOT
NARIZT I RAREER YT —Y EICERELFE T,

Stealthwatch Management Console D 71— LA —/N\— R7HAHBEE(E. T54<) v
‘J-)bttﬁ\)’f'} VY —ILEBMICBNTZISFTICERE T S LEHBDLET . CDE
BRIZKY ., TA4HFRAVANIEE (WERIGE) NdbIhEzT,

Stealthwatch Flow Collector

INESLVE=A)Y TINAL ATH S Stealthwatch Flow Collector [&. Flow Collector [ZT—
7% 15159 S NetFlow F7z(E sFlow T/AA R BIUVEBAVI—T A ANDT 7L RICHEH
;6%%0)3'&“’(0)7“/WZ(:TO-&XEI’FTE?E*“JI~'7—Oiwi%FﬁI:EQET%uZ\%#&SUi
Flow Collector #7747 04— ILDN B E T HIGE L. EFEDITIRAR—EN6D S
199 % 5019 % (Accept traffic from any exporter) | DX EZA IICTHI LT HENHLE

o

Stealthwatch Flow Sensor

IP7OTAETADEEREELEFEDI=HOIZ. 13T E=R) 24 T84 REL T Stealthwatch
Flow Sensor Z % vhT—9 EDEHDRAVMNIBBETEET , CNIZKY . RYNT—ODE
EMENREIN, EX ) TERNEESINET, Flow Sensor [Z[E, FRFEF(IUE—ID
WITNHADEEBHEEEEEITIHMEE Web R—RXAD BB AT LAHYZET,

ROESNZ, LERINT—HO EDODEEES A M FlowSensor VE 7 TS5AT7 U AZBRE T S
ERBVIRITT,

o« FPATIA—IDRAl, bST7400FFZELT, T7ATVA—ILERNFEELIZNE
IMEHERTEEY .
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o FPATIF =DM, FS5T7490 7JO—2F=EL T, F7AT7 94— ILIZESTER
EEBELDENITEEY,

o RYNT—VLDBBLT AL, FRBEFOREBRCIL—FTIEREREZRD/\Y
W= T HREEZEEHTEET,

o VE—FAT4R, VE—FAT4RIEHR YT —DHRIZE VTS O — 3> T,
o EDRARYINI—H, JOPIIIDEREEETEET (;=EAIX. 7\wH—h Telnet %0
FIPERTLTHENEMT —3ERELTVINEINERER T BHIZE, ST

AV H—EXHYITRYbEICEBRELEY),

MEICHAIEELGEREEE

Stealthwatch Flow Sensor VE [, SFEIFHRybT—o MROY, 79/00— aViR—xy

FHETES T HEZEMEZERATLVET , Flow Sensor VE "‘c_’f‘{xl*—)lf?_%)ﬁﬁl:\ vk

z;%%%qg_%:’iﬁif(Z’JLVCL‘(’N'J‘@EEE?&ET%)LZ\Eﬁ‘%('J 9, REHEETH
\ T o

o FYRT—UDMRAYD—E BEDER-_—XEFHDHLET,

o EZARMERYRNTI—VEDBTHRYNTI—IIEEEZIEL. BEIZISCTATRYNT—
IMEEBLRIETESH LI, Flow Sensor Z#HEfRLET

o FlowSensor AL THIER YNNI —Y STy I BERTHEEICHERBELE/NTH—T
DAEBBIZIE, EBEOMIERAND NIC ITEETSIH2 AL T (igh £1=1d e1000e ZEHL
D PCI/INARRIL—ZFFRHTSH%E) . FlowSensor VEFERELET .

LBDEIa Tl RDA—F 2RIk 2N T—9 TINA REFRALTRYLT—HIZ
Stealthwatch Flow Sensor VE 7 T 5A 7V R #E T A AEIZCDWLWTEHRIALET,

« TAP
o SPANAR—F

IRTORYNT—VRELECCTHAT O LETET AN, T2 T DEGICRER
REZRET DIAT, iLHINTWIPESEICTHIENTEET , ChoDBITYERY
FO—=ODIFIFEFHRATHEDTIA, (RERAMRLI LA ETRETEET .

TAP

TFANT I AR—N(TAP) Ry —HEfICEDHhE TCEESNSE. TAP (X1 DL EDE
BDR—FTEHGERYRLET , AR A — Ry —TILICEDETERESNT-
Ethernet TAP (L. BRI DAR—FTENENDIEEARERYIRLET, LI=H > T, TAP%1E
A9 5HZ&IL, FlowSensor AT A-ODHRLEBEEDESWVNVAETT . FHTHTAP DA
A7, FYRT—HIZIECLTERYET,

o Flow Sensor D& RLEHIZDULNTIX. [Stealthwatch System Configuration Guide
v1.32]ESBBLTZELY,
CDEYIIVTIE. RIZRT TAP DEREICDOLVTEHRBALET,
o Electrical TAP 0){# FH
« Optical TAP O

o« I7ATIF—ILIEBTD TAP D {EF
o FPAT7 94 —ILIRERIZ Flow Sensor ZBE T D
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TAPEZFRTBRYNT—ITIE AVINIURET IOV RDOE B DS T4 0% XN
F¥ 9 HEH TAP [Z Flow Sensor VE BERHSNAIGEIZDH, INTH—IV A EZAZYVY
T—R3% XN TFTEET, B R—FT1ARDI S Tav 9 1TE X TF 3 HE AR TAP
[Z Flow Sensor VE D ig#s SN TLVDIEE . Flow Sensor VE [$/\DA—I2 R EZAYY T—
BEXTvTFYLEFA,

Electrical TAP M {& FH

RDEAIL. Ethernet Electrical TAP [Z#E# St TL\5 StealthWatch Flow Sensor VE Z7RL T
WET, COBRZEERTBHIZE. BIZRT K322 DD TAP -R—k% Flow Sensor VE =4
R—k1 &2 128KELET,

Ethernet Electrical
Network

Sweitch or Hub

Tap

Manitor Ports

& -

Optical TAP M {s FH

FKIFAINR—ZADI AT LIZIE 2 '300)747°U YEAMBWEBETT, KIT7A4/N5—T )L AT v4%
’f?ﬁ%ifﬂ_ﬁl:ﬁbﬁ’(ﬁaﬁbs AT yR%EFERALTI DDIEEF RO AIETERYRTZ
T o

ROBEE, TF7AINR—=AD YT —IIZHEHFTEIN TLNVS Flow Sensor ZRLTLVET , =
?*ﬁgﬁ;&%fﬁﬁ_é(:(i\ HIZRT £ RT) y A% Flow Sensor VE E=A R—k 1 &£ 2 (T3
wmLES,

Managernent Port

Optical Splitters

Switch or Hub
- I/—}-\I IIIIII
Network T Sddada

Monitar Ports

& -

EZAW R YT —IBDEHEI L ER TH S5 S . Stealthwatch Flow Sensor VE 7754
TIURIE 2 O@ﬁ'ﬁxj')‘y’)'l(;TﬁﬁéhiTo EEAR—MI, EZARERIVET—ID R
F . FEBDRAYF/NTIZHEHFSNET,

Communication Port
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T7AT DA —ILIERTD TAP DA

Flow Sensor VE IZ&>TI7AT7 DA —ILEMD R YT —ODRBID NS T4vIFE=29 BIC
[X. Stealthwatch BIBR—rE 774 T OA—ILAED Ry F E = (FR—MIEHKELET,

[CTAP ZfE AL TS,
RDOBEAIZ. Ethernet Electrical TAP Z{ERALI=CDEB DO HIZRLET , E=AWERRYET—

JDRAYFEIINTICEBR— M ERTIVLENBYFET, COEVNTYT I, Rk
D—OEDBDIT T4V IFE= T BT YT IZUTNET,

Ethernet Electrical
Network

‘ A TAAROBEARER TRy T~ DT LENESITT b, C O

Sweitch or Hub

Tap

3
@‘x“?’ﬁ

Maonitor Ports

aq

TF7ATIA—ILTRYNT = FTRLZAEB(INAT) ZRITL TV ISR, 74704 —IL
EDTRLREFEERTETT .

T7AT7 94— ILINERIZ Flow Sensor B2 E 9 5

RERYRT—DETFATIA—ILDBD ST 49 9% T=Z2F BIZ[L. Flow Sensor VE H
T7AT70A—ILEREBAYRT—ODE DT RTDRS T4 IIZT I CRATEDDLELHYE
T CNEFERIRTBIZIE A RAYTF TIFPAT IA—I~ADEHZEIT—I T THI5—
R—rEERELET . ROKIZRT &SI, FlowSensor VE E=A iR—k 1 S5 —R—MZHE
BMLTWWAZEEREZRL TS,

Managerment Port

Sweitch or Hub Swiitch

a ~— Management Port
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TAPZERALTI7AT7 74— IVREBD NS D490 E=RF BDICIE. T7 AT oA —ILEAY
AAYFFEIFNTDORBIZTAP £ ERRTYvAEHEALET, TAP DERERIZRLE

[o}

Ethernet Electrical

Sweitch or Hub

------
......

MWanitar Ports

Wlanagement Port
a8 —

HKRTVBDEHERITRLET

Optical Splitters

Manitor Ports

MWanagement Port
& -
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SPAN /R—k

Ff-. Flow Sensor VE # RAYF[ZHEHT A ELTEET, I-EL RAYFEER—FDITAR
TORST1v9%#2YIRTH (T TIEAELND T, Flow Sensor VE M IE L<#ERET BIZIE. 1 DL E
DRAAYF R—rEDETIEESND /NN T YN RV F TIRYIRT EMNTELNELRHYE
T o CDRATDRAYF R—MEZI5— iR—hrFET=[E Switch Port Analyzer (SPAN) EFE(ENL S
ZEBHBYFET,

2y T —H % IR —E B T Stealthwatch Flow Sensor VE [ZHE§5 9 52 T DIEREE
WILHAEFZRORAIZRLET,

- Switch
@\;ﬂ‘_{ P —

Sweitch "Mirror" Port

Monitor Port

E«-

OB TIE, HERRAMNESS—RRANDBD TR TOIS T4 IFBEYIRT ISR YF
R—FES—R—NEERETIVHENHYET, FlowSensor VE EZZR—r1ZZDI5—
R—MiEET BBREMNBHYET, ZhIZLY. Flow Sensor [FLZHR YT —IEDRIDIS
499 BEMMEDRYRT—IANDIS T4 IFEZATEDLIIHYET, CDGHE. T
TORAMERITI—EBDRANDI RS YFICEFHESND YT —IE BN RIEETT,

AAYF TCRYNT—V%EBRTETH—MRIEFEELT, RN T—0%) —VICEZ LT RR
MIEER TR EGREER THARBO—HIL TUT7 2T —Y (VLAN) [CR 5 EMT
EFT, IT—R—FDVLAN F = FRAMYF DT RTOR—FESIT—IU T THEIIRES
NTLSIEE. FlowSensor VE (£, HEZRVNT—0EZF DD RV T—ODREBE I UVRY
RIO—OBDITRTDIS TV I EE=ITEET,

o ¥ERL:Flow Sensor MIEZEMIZDULVNTIZL. [Stealthwatch System Configuration Guide
v1.32]FSHEL TS,

o FEXath: L_"‘f*bd)i’%’%f"ﬁu AAYFDEETDRF LAY F’é’i}?ﬁbf~ ARAYF =
F—HR—FDZBEEHEE ST—R—MNIBYREINDNT Ty 0% EZRL TS,

Wlanagement Port
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Stealthwatch UDP Director

Stealthwatch UDP Director B2 B 9 HME— D E (L. Stealthwatch 7T 5472 AD LD &R
ST THITFONTOVEWNEE/NNADNH B ETT,

20 ACI AAFIIFAEN THY . Unicast Reverse Path Forwarding (uURPF) E£1=I& [

TXRYMIx 93 IP FE 4R (Limit IP learning to subnet) ] AN ERIIZE> TS IR

1512 UDP Director Z &R Y &, A—A)L Ry —4 5 UDP Director 1\ D ExiE

FoT4v0%ETOV O AHAEEEAHYET, OF T—3FRNETHV—ILH+S

497 DEADERBTEMDEMNTEDHEIIC, & )L—/)LD—ERELTUDP
A STV DERT =400 FTHBERHYET,

— D552 UDP Director M IE EHENMEZRIET BIZIE, *YT—O D uRPF E£1=
(& [HTRyMIxd B IP EE IR (Limit IP learning to subnet) ] Z##EXHZTE 5

GEE. NEREYIZ) &R 4212 UDP Director ZERBALZE 9, UDP Director (& L3 7k (IP
?%St;u [CERE CEEJ, 40+ Tl VRF CEIZIVRRAV N EBEZEYICTEE

Stealthwatch Data Node

20— YRZ&->TREESN 7B —T—2D)RIMJEL T, Fi= Stealthwatch
Management Console MV L) #E1TFHEFE)KROIN)ELT, §RTOT7A—aLI4RE
Stealthwatch Management Console M7 AR[HEL R YT —0 L DIGFRIZ TF—4%2/—F
HAAM—)LLET, EFMIZDULVTIE. [Data Store Virtual Edition Deployment and
Configuration Guide|Z2S B L TLZ&LY,
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FISAT o ANEYNBIETESLIITT B, T7AT VA —ILFETIER Vb
B—)L YRMZ & TREGHBA TAYISNEBVLIIR YT —DERETILELNHY
FY . COBISRENSEREFRAL T, TTFAT VAR RV T —VENLTRIETED LS
[SRVbD—DERELET .

F—TR—k

Stealthwatch Management Console (SMC) ., 7a—aL 943, T7—43/—FK . Flow
Sensor, # & UDP Director

FYRT—OEBEITERLT, ROR—IHIHAVKET, BHERO TV ERAZFIRHETESS
LERERRLTZELY,

. TCP22

. TCP25

. TCP 389

. TCP 443

. TCP 2393

. TCP 5222

. UDP53

. UDP 123

. UDP 161

. UDP 162

. UDP 389

. UDP514

« UDP 2055

. UDP 6343
Ff. T—H2/—FERVET—VICERHTHIHEE L. ROBR—rHFELIREET, EBFIEDT
D RAEIRMTEHZEEERL T EE,

. TCP 5433

. TCP 5444

« TCP 9450
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BER—FEIUTERINL
Stealthwatch TTR—FBRED KSIZFEHIN LI N ERDRITRLET,

EET(USA4T7UR)
EEEI—HDPC

IRTDTITSATY

A
Active Directory

Cisco ISE

Cisco ISE
fEpays v—=x
Flow Collector
UDP Director

UDP Director
UDP Director

Flow Sensor
Flow Sensor

Identity

NetFlow TH AR—4

sFlow TH AR—4

SMC

SMC

SMC

SMC

Sk (H—/%)

TRTDTISATYR

2y bI—0 DEFLIIR

SMC

SMC

SMC

SMC

SMC

Flow Collector

Flow Collector

Y—RNN—TADANVIEEIR

TL

SMC

Flow Collector
SMC

Flow Collector
Flow Collector
Cisco ISE
Cisco ISE

DNS

Flow Collector

:sFlow

:NetFlow

:NetFlow

:NetFlow

:sFlow

R—k

TCP/443
UDP/123

TCP/389,
UDP/389

TCP/443
TCP/5222
UDP/514
TCP/443
UDP/6343

UDP/2055%
UDP/514

TCP/443
UDP/2055
TCP/2393
UDP/2055%
UDP/6343%
TCP/443
TCP/5222
UDP/53

TCP/443

Jakrai

HTTPS

NTP

LDAP

HTTPS
XMPP
SYSLOG
HTTPS
sFlow

NetFlow

SYSLOG

HTTPS
NetFlow
SSL
NetFlow
sFlow
HTTPS
XMPP
DNS

HTTPS
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EET(OF4TUL) Tk (H—N) R—k Zakan
SMC Flow Sensor TCP/443 HTTPS
SMC Identity TCP/2393 SSL

SMC Flow TY RR—4 UDP/161 SNMP
SMC LDAP TCP/636 TLS
aA—HPC SMC TCP/443 HTTPS

;:h(i??d-)lxh R—hTYH, FED UDP R—bE TV RAR—FTHRETESE

FTarvn@EER—
RORIZ, FYFT—V BB TREBEBOREERLET .,

EET(OFA4TR) 5k (H—N) R—k ZakajL
1&10)770347’ aA—4HPC TCP/22 SSH
I, o= Sa £t K = — k=5
SMC z FIN—TADARNEERRT UDP/162 ;NMP A
—R/8—F S RSB, 2T
SMC Z FN=TADANVEEEZAT  pp/s14 sYSLOG
SMC BFA—ILHT—roxA TCP/25 SMTP
SMC EBRATIVOT R T4—K TCP/443  SSL
1—HPC TRTDTITSATUR TCP/22 SSH
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DERFE

StealthWatch 0 FE R3]

ROE L, Stealthwatch [CEH>THEAINSIEIFLEHELZRLTWVET, CbDHR—

—&RIEA T3> TY,
L ()4

Users

—ED TCP/443 (https) Stealthwatch

TCP/22 [ssh - optiona Management Console
: (Central Manager)

. TCR/UDP
Directory teeee gpg

TCP/2393
(ssl)

Protocols (all appliances)

UDP/53  (dns)
UDP/123 (ntp)
TCP/25  [smitp - optiona
UDP/514 |

UDP/162 [snmp

; : 1 S : :
| uop/3sia 7 | ioTcpfaaz Lo -

: ‘ ; i i | UDP/161 (snm
= TCP/443 [https) : (hetps) ¢ T o &

\ - o

i Stemlthwatch Stemlthwacch
, Flow Sensor Flow Collector

H Exporters:
-------------- Il Rt Routers and Switches

LIDP/ 2055 [Net Flow]
UDF 2432 [sFlow)

UDP/123 (ntp) UDP..-:‘ZDED
UDP/S3 (dns) ;

ajn

Endpoints
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T—RRANT E&D Stealthwatch M EE I

RDOEA L. T—RANT DNERENT- Stealthwatch 7—F T F ¥ DHIZRLTLNET, K5I
EHULBE RSN =R—FDREFFERL TS0,

Admin
Accessing
@e® swmC
)]

@)

SMC-Data
Node Comms

Doo

NTP -
Server Data Store Interclzz;c?nzlode
(3 Data
% Nodes) 1756 @
8 9 11
FC-Data Node
Comms
8
Flow Flow O
Collector Exporter
>
< SMC-FC
®
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1. 74T 94— IILER—FDERTE

EET (V547
“h)

SMC

—8/—k

!

SMC. Z7E—aL
8. BFLVT—
2/—F

NTP H—/\

SMC
JO—aLs94

F—5/—F

NetFlow TH X
R—4a

F—5/—F
F—5/—F

F—5/—F

SMC., 7O0—aL
9. BEV T—
R/—K

F—5/—f

SE5E (Y—/%)

JO—aLv3E&
v 7F—42/—FK

DT RTH T—
2/—F

NTP H—/\

SMC. 7a—aL %
2. BV T—42
J—FK

JA—aLvas&
v T—4%/—F

SMC

SMC

Flow
Collector: NetFlow

DI ~THD T—
2/—F

DT ~RTOH F—
5/—F

D ~TD 7—
5/—K

F—5/—F

HOTRTD F—
57—k

R—bk

22/TCP

22/TCP

123/UDP

123/UDP

443/TCP

443/TCP

443/TCP

2055/UDP

4803/TCP

4803/UDP

4804/UDP

5433/TCP

5433/UDP

T—RANT BT 5:=OIZ774T7 04— ILTRGEER—MERIZTRLET,

JakaLE-IXBEm

SSH(T—2ARF7 T—AR—X
DIELEIZKE)

SSH(T—BAKY T—HR—2X

DHMRILE LV T —IN—RE
BAIZRYITBHE)

NTP (BFZIBEHAICIAE)

NTP (BFZIEIHAIZIAE)
HTTPS(7 7547V AED+
FaT7REITVE)

HTTPS(7 7547V ANt
FaT7REIZDE)

HTTPS(7 7547V AED+
Fa7EEICWBE)

NetFlow D HXY) 1A A

T—5/—FEAvE—DUT
H—ER

T—R/—K EAyE—08
H—E R

T—5/—FEAvE—DUT
H—ER

Vertica 754 7 > MEf:

Vertica *yt—S 9 H—EX
DE=HZ)YG
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sFlow T AXHR—  Flow

L -
10 3 Collector: sFlow 6343/UDP  sFlow MDHRY:AH
= s hDgRTHD F— T—2/—KRAvE—T2YT
1 F—2/—K Jogid 6543/UDP [ 27

Data Store IB{ER—FDEEMIZDULVTIL. [Data Store Virtual Edition Deployment and
Configuration Guide]Z# S B L TLEELY,
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2.VEAVR—ILIF7AILDEHIoO0—K

2VEA A= ILI7AILDEHoO—K

RODFIBIZHSTARET T SATUADAVAM—ILAD ISO 77/ I)LERE HoA—KLE
T o Z7AIBATEHIRITBIZIE. A AR—=IL TPALIL1ZSBLTIIESLY,

FI5ATUR )
RE<IY A=) =30
2714V
VMware vCenter Z{F AL TIRET7 7
2 Ul et 150 SATUREAVAR—LLETS
o e s ESXi RAVRE 7 AVRR M —/\Z{R
3 VWware ESKIRSVEZBY 150 BT IFAT Y REAVAR—LLE
Z el
e , KVM & Virtual Machine Manager Z{&
Manager F—ILLET,

1. https://software.cisco.com T Cisco Software Central [CTAZ A LET,

2. [ O—K &% (Download and manage)]> [ o> A—K &7y T4 L —K (Download
%Qd Upgrade)] 23> T, [ A—KRIZ79 1 A (Access downloads)] 3 EIRLE

3. [BFDEIR (Select a Product)] 74— ILEMRIRESNADETFIZRZO—ILLET,
4. Stealthwatch Z7AILICIEX. RD 2 DD HETTIERATEET,

o BAITHRE (B FNDEIR (Select aProduct)] 74— JLKFIZ Stealthwatch & A 1L
F9 . Enter #HLFET,

o Aoa—TRR:[FTRTESHE (Browse A)1ZEV)vILET, [EFXa)To

(Security)]> [RybT—o DRI {BEEES AT— 32 (Network Visibility and
Segmentation)]> [Stealthwatch] D JEIZE RLET,
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2.VE AV A= ILITF7AILDE I O—K

Select a Product Product Name e.g. 2911 Browse all |

Downloads Home / Security / Network Visibility and Segmentation

uptical NeTworking " Enapoint >ecurnty "

Cyber Vision

Routers Firewalls ISE Passive Identity Connector
Intrusion Prevention System (IPS) Wy S e e

Servers - Unified Computing DUZ T2 ST Network Admission Control

Service Exchange Secure Access Control System

Storage Networking Next-Generation Intrusion Prevention System Security Packet Analyzer

Unified Communications Security Management Virtual Security Packet Analyzer

Universal Gateways and Access Servers VPN and Endpoint Security Clients

Video Web Security

Wireless Workload Security

2. 7AW EAHoO0—FK9 5
1. FISATUREATEEIRLET,

o Stealthwatch Management Console iR 7 S5 4/4 7> X
« Stealthwatch Flow Collector R 7 TS5/ 7> R

o Stealthwatch Data Node (RFB7 TS5/ 72 X

« Stealthwatch Flow Sensor (RAE7TS5A4 7> X

« Stealthwatch UDP Director {RAEB7 F54 72 R

2. [Stealthwatchi AT LY TR 7 (Stealthwatch System Software) ] Z:ERLET .

3. [R#E)')—A (Latest Release)] FIT. [71321(F=FA2A—ILT B 13xD/\—37
EERLET,

4. AyoO—K:ISOAVA—ILI7AIVERDITET, [F > O—K (Download)] 74/
UE-IZ[H—HMZEM(Addto Cart) ] 7LV E YV HILET,

5. ZOFIEZEEYBELT. FTTSATUREIATEIZT7AIILES D O—KLET,
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3a. VMware vCenter Z{E L= IRET7 IS4 7
SADAAR—IL(ISO)

S

VMware vCenter Z{FE AL TRET7 TSAT U REAVAM—ILTBIZIE. RO FIEIZHELNE

EE

T—%/—K % Data Store D—#ELTRHAT HHE L. BIa T HAETIZ. TISA47
AN EROEYZIEFZST . Data Store D#HALIZEE T A5 TFIBE DL
T. [[Data Store Virtual Edition Deployment and Configuration Guide | CHEERL TLZ
=0y,

AMDAFEEFERTHIEEIL. RESHELTIESILY,
e VMware ESXi RA R 7O H—/\:T3b.ESXi RV R 7RV —INADRET7TTS5A47

DADAVAR—)L(ISO) 1ZFALET,

o KVM:T3c. KVM KRR DREFT FTSA T ADA2 A—IL(ISO) 1ZERALET,

(XL BHIIC
LU RP—ILEIRH BEIIZ. ROEBEIEER T LTI,

1.
2.

3.

Bt . THR OBEBREEGEHEZELET,

) —REH 1)) —REH | DIEFMHERL. TISATURITHEREY L THERELE
T UY—RT—=ILEIIREAZEFRALTIV—REEYLETET,

TFAT 24—V BIEDIFATIA—IVERELEFT, sFMISDOWVTIE, 1. 7747
A —ILER—FDERTE 1ZSBL TN,

D74V TTSATURADISO T7AILESEHO—KLET, FIEIZDWLWTIX, T2 VEA
DAR=ILIFAILDE I O—K 1 ZSBLTESL,

B RET7TSAT U REAV AM—ILT % VMware IREBER D/ \ (/18— /\(HFRAMZ
HESNIEBZMNELVELIZRL TSI LEHRLET  ELAWNES, (RET7S
ATV RERETELRNENBHYET,

Stealthwatch VAT L FTSAT U RAERCYIB I SRR/ O AT LIZEFETELL
MBI UFE - IREI U EA AR—ILLENTIES0Y,

T TIZTAVAP—ILENTWBHARRL IN—2a0 R EEEZTINGT-0.
Stealthwatch R 7 TS5 A4 7 XIZ VMware Y —ILE A A—ILLENTLEELY,
;ryég_—)bd’éa RETITSATUADNEBERBEIZRY . BAVRAM—ILHABE|Z
HYUEY,
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3a. VMware vCenter ZEFAL={RET7 T 547 AD AV Ar—JL(ISO)

vCenter Z{EHAL-ARET7 ITS3A4T7 U AD A2 A—)L (1SO)
VMware vCenter (£ [EEIFRDIRIE) B H A5G EIL. ROFIEZFERAL. ISOZFEALTRE
TIZAT U REAAM—ILLET,
TatERAOHE
g?ﬁ?\'}"j’i47"/7\0)'f‘/ZF—)lz'C‘('cts CHETHATIRDFIEEZETTOILENHYE
1.VMware Web Client ~D 045 1>
2a. 57490 BRI HI0— Y —DERTE
2b.7T—5/—F EEE A DIRIL LAN DE&TE
SARBTISATVADALV A=)
4. BME=2) > R—bD5EEK (Flow Sensor D#)

1. VMware Web Client ~DO5 A2
RET7ITSATUREA AR—ILT BIZIE. VMware Web Client [CAZ A4 LET,

O) AZa—ET 57497 D—EBIE, CCISRYIBEREIEGHGEENHYET, VIb
Y 7IZEATAEEMIZDOLNTIL. VMware HARZSHBL T ALY,

1. VMware Web 7547 MZAT AV LET,

VMware vCenter” Single Sign-On

2. ROZFBIRBFELAHYET
JO0—t Y — FISATUANIO—t o —DBE . N2a. V57490 EERT D
O— oY —DEEIEAFT,
JT—43/—K:Data Node Z BRI 515 & (L. [Data Node [E:81E FHDIHRIT LAN DEEE |
[ZHEHFET,

FOMITRTCODTISATUOR: TITSATUOANIOA—E o —THWNES. 3. {FE7
TSATPUORDAV A=)V IIZHHAFT,
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2a. NS4 O EBERTHT70— U —DEETE

Flow Sensor VE [Z1& VMware IRIEZ AIfRIL I D EENHY . O —FEXtSEEBOTIO—T—
FEERTEET  ENAN—NAF RRAMABICA LV R—ILENBRET T4 T REL
T. Flow Sensor VE [$7R A vSwitch Mo/ —H Rk IJL—LZEZZHMIZTNYTFvL., Y
NE—230 R7 EvkL—h LUy L—MMIBRTIEELG Y av#fiitiEHRE
S0 70— La—FEERLET, SFMIZDULTIL. TFlow Sensor VE 1B LU Stealthwatch
Flow Sensor |Z S B LTS,

Kg)jllﬁ’éﬁﬁﬁ LT. vSwitch ED 7490 %BE1RF 5K, Flow Sensor ZRD KIIZEKTE
LFI,

o TBEHDARRANTD vSwitch D EZR

o H—DHRAMTD vSwitch DEIHR
PCI /SRR IL—IZLBNEBES T4y I DEZRIT
Ff, EWT B PCINRRL—ZFEALTEE RN T—IEZ=4 2 BIZ Flow Sensor VE
HEHRETHIELTEFET,

o E{f:igb/ixgbe #EHL FT-(Z e1000e #EHLD PCI /AR JL—,

o )Y —X1EHR: [Flow Sensor VE1Z S BB L TLIZ&LY,

o B N.IFPATIF—ILER—FDEREIZSBLTIIESLY,

o FIE:FlowSensor VE [ZPCI R YT —0 A2 B3—T A R%BMT BIZIE. VMware D

ZaT7IVESRBLTIIESLY,

FEEDHRARTD vSwitch DEZ1H

Flow Sensor Z{#F AL T. 8D VM £ XI5 R 2D 58 vSwitch LD 749 0% E1RT 5
21X, COIEDFIEZFEALET,

CDEIavDANRBL, VDS RyRT—VIZDHFHBLET, VDS LIS DIRERNIZHR U
=D H5EHEE . TBE—DHRANTO vSwitch DER IITEAF T

HREEH
COEREICIE. ROBEHELAHYET,
o NEURAER— (dvPort) : EH]7%% VLAN % E # 1T 7= dvPort ' JL—J % Flow Sensor
VE TEStR T 5% VDS [ZIBMLET , Flow Sensor VE MRk —%4 LM VLAN & VLAN

PUSNDEADRS T4 ERTHERIE. ENETNADE4TI21 29D, 200
dvPort R—k JIL—T & T HRELHYET

o VLANID:IRIZETVLAN(VLAN RS X2 5 F = TZAR—F VLAN LISV) Z{EARALTLY
BIGE. COFIEEEITTHIZIE VLANID BHAETT,

. BENE—F:FZN,
o HEEER|FR—:vSwitch [ZERE,

VDS AL TRYRNT—I% R ETDIZIEIRDFIEZEZETLET,
1. [RybT—F2% (Networking) ] 74 EH) v LET,
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2. [y T—F2% (Networking) 1'V!)—T, VDS &G0y ILET,

3. [9ER—K4 )L—7 (Distributed Port Group) ] > [EFifR 9 B8R —r T IL—F (New
Distributed Port Group) ] ZERLFE T,

&3 Actions |
( Distributed Port Group * | & New Distr I:urie-ha Port Group. )
ﬂfp Agd and Manage Hosts Import D-s:r}fﬂ:e;‘ Port Group
Edit Notes 4 Manage Distnouted Port Groups
Upgrade o
Settngs |
Move To
Rename
Tags & Custom Attributes
X Delete

4. [FRHEAR—RS )L—T (New Distributed Port Group) ] #4704 Ry X&EFHALT.
ROFIEOHEHEEHTR—IIIL—TEEELET,

5. [BHIESFATDEIR (Select Name and Location) ]:[& Bl (Name) ] 74— IJLKIZ. 2D
dvPort 7 IL—T%H AT HBHEAALET,

6. [EXTEHE R (Configure Settings)]: [fR— k%X (Number of Ports)] 74— ILKIZ. RARIS R
AR D Flow Sensor VE D#ZEAHALFET,

MNew Distributed Port Group

+ 1 Salect name and location Configure settings

2 Confegure seitings Sat genedal properies of the mse poft ghoup

3 Ready (o complete

Sl B Stabc b

G- Ll Elast

ST 1 8
Metw ree (el
WLAN
VLAN type Mong
Advanced

Customize default poicies configuraton

7. [VLANZAZ (VLANtype) KOV TH&H Y &S o LET,
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o IRIEATVLANZERLIEWGE L. [1EL (None) ] #:EIRLET,

. E?"‘W'GVLAN #HEHATHEEIE. VLANIATEEIRLET, RO KLSITEREL

VLAN &4~ FHiH

VLAN [VLANID] Z4—JLFIZ. IDIZ—E9 5
BS(1~4094)FAALET,

FTARTDVLAN S T4 OEFERTBHIZ
[E. [VLANKZ > 2 &5 F (VLAN trunk
range)] 74—JLKIZ0-4094 EA HLE

o

VLAN FSo 25

- e KOy THE ) ARG [EZE R
I 54—k VLAN (Promiscuous)] Z1ERLET,

8. [i%_?ﬁ{ﬁ@}‘?;? (Ready to Complete)]: ER EZfEALE T, [#& T (Finish)1Z&21JvoL

9. [k T—F2% (Networking) 1Y) —T., FLLNdvPort T IL—TEH V)V ILET,
(5% F DHRE (Edit Settings) 1 £ EIRLET,

10. [23F 2T 1 (Security)] Z:EIRLET .

1. [#EZHIE—F (Promiscuous Mode) ] KA FA DU RLE D) LET , [
(Accept)] Z#IRLFET

doc-portgroup - Edit Settings

Ganeral

Advanced C H .
Promisliugas mode Accept

WLAMN )
MAC aOdress changes Acoept

Taaming and failover Forged transmits Accept @

Tratfic shaping

Manitarnng

Mige allan o

12. [OK1Z2YyILT. A7 T Ry REFLCET,

13. Flow Sensor VE AX VLAN YT —4 57499 EJEVLAN RV RT—9 NS5 T 090Dl
HEEZRALETH,

c MAZERI DGR, COTEHDHAANTD vSwitch DEHR I/ DF
IEZ#EYIRLET

o TLWWZIDIGEIL. ROFIEIZHEASET,
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14. VMware ¥R3%(Z. Flow Sensor VE [Z&kDEItR IR ELDRID VDS hiddYFETH,

o BMD VDS BHBIGEIL. CHOTEHDARANTD vSwitch DER IDIED FEZ
R®D VDS TEYIRLET,

o HWNMEE . T—432/—FZ#EBETAHEE(EData Node E:EIE D IR LAN DEX
ENEA. BRLGWEE X RETISATUADA VA=V IIZHERAET,

BH—@QRAMTO vSwitch M EZtR

Flow Sensor Z{F AL T, BE— R XrD VSwitch LD +S T4y 0 EEERTBIZIE. COEDF
IBZFERLET,

O DI AVDRBIL, JEVDS RYRT—DIZDHZLELET, VDS FHRybT—
JTHERALTWAIGE L., THEHDARANTO vSwitch DEER IIZEAFT,

BREEH
CHDHFRTEICIEX. ROEHELHYET,
o EERR—L T IL—F :FlowSensor VE TER T HERB RSy FIZEZRIR—~ 4
IW—TJEEBMLES,
o EENTE—F:FZ,
o FEZERIAR—F:vSwitch [ZTERTE,

R—k T I—TDEENE—F~DETE

RDFIEEFRALTR—N IL—THEMTEHh., R— T IIL—T%#HwmEL T, [EEH|
(Promiscuous)] IZERELET,

1. VMware ESXiRAMEEBIZ O 1V LET .
2. [y T—F2 45 (Networking) 14w LET,

Ymware ESXi

Wirua| dwilches Proyscal NICs Viiemel NICs

3 Add perl group * Refresn

Nama w | ACHE DOt
Slonag 3 & dsVLAN_d 3
f metwurking 2 b & o 2

= viaichd
Mo mebworics...

3. [[R—Kr IL—TF (Port groups) 1 27 & &IRLET,
4. FILWR—MIL—TEERLIZY., R—F T IL—T&#HmELI-YTEET,
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o [(R—FT IL—T D ERL (Create Port Group) 1: [(R—k4 JL—F M1E 10 (Add port
group)1 &)U LET .

o [[R—FJIL—T D#RE (Edit Port Group)]: IR—FJ IL—T%EIRLET, [(RED
#m&R (Edit Settings) ] Z#7)vOLFET,

5. 8475 Ry REFERALT. h—r IL—TZHELET, VLANID /=1L VLAN S5

DRV EERELET,

VLAN 24

VLAN ID (Admin.
VLANID)

VLAN hSo x4

#
VLANIDZERALTE—DO VLANZIEELE

o

[VLANID] Z4—JLRIZ. ID[Z—E3BFE S (1
~4094) %= ANLET,

VLAN RSV FL TEERALT, $TOD VLAN
hST490EE=FLEYS . TIAILEOEEIE
0 ~ 4095 TY,

w

6. [txa')7 4 (Security) ] KENE2)vHILEY,

%3 Add port group - vland_promisc

Name |v|an-i_pmmlsc
VLAN 1D 2
Virtual switch | vSwitch0 ]

@ecum\f ) Click to expand

Add || Cancel |
- e
_J

7. [EEZERITE—F (Promiscuous mode) ]: [ 8 (Accept) ] ZEIRLFET,

£4 Add port group - vian4_promisc

Name viand_promisc
VLAN ID |4
Virtual switch wSwitchO

~ Security

Promiscuous mode :1 Reject () Inherit from vSwitch

MAC address changes ® accept O Reject O Inherit from vSwitch

Forged transmits ® accept O Reject O Inherit from vSwitch

Add || Cancal |
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8. Flow Sensor VE A%, ZM VMware IRIEAD R DRB RV FEER/LETH,

o MEWIDIZE ., 2. 574w 0EERTHI7O0—tEOH—DFREIZRY.,. TT
DFIEZRDRBAAYF TRYIRLET,

. 7_:;(:‘1’3“3[:~ T—R/)—KR ZRBETAEE(LData Node [EEE A D IR LAN D
BEINEAR, BRELGWEEIEIB.RETITSATUoADA A=)V IIZHEHF

[e}

2b.7—43/—F MBER DI LAN DRE

T—4/—FVEZRVET—VICRFATSHEE. T—4/—FHBEERADethl ENLTT—
B/—K P HEEIZRETESAIIIC. RERMYFEFERALTHIL LANZERELEY .

FTRTD T—2/—RVEZRLCESXiRRNMIBATEHEEHEOLET, Bl2D
6 ESXitRAMZ F—%/—K %ﬁl’d’é%ﬁ(i, Cisco Professional Services | Z3E#&L
T. ML= LAN DR EICET X FEEXZITTZELY,

vSphere BEXRAMYFEHRET HICIL. ROFIEZEITLET,

1. VMware RRAMRIEICAST AV LET,

2. VMware Host Client />R KT, [RybT—F2 5 (Networking) 1ZH 2w oL . [E
#vSwitch® 3B AN (Add standard vSwitch)]1 Z#21)woLFEd,

vSwitch 5Z AHNLET,

R XAy F DYER (Create virtual switch) ] &) v LET .

MBI T —Oh—RETvT IO ELTERELGEVNTEEY,

[Cisco Discovery Protocol] Z3ERLET,
LEM(AdD)]EI)vILES,

. RDIBIZERFET, [BARBTTSATUoADA VA=V IITEHRET,

© N o oA W

| @ \sonere stz 1oz 2118, ROFIRERITLET.

-y

. VMware RAMREICOT A1V LET,

2. A=a—m5, [RYrT—F2 % (Networking) ] Z:&IRLET,
3. T—AREA—EHFY)vIL. [HFELRAYF (Distributed Switch) 1> [FT R 7 BIR AV F

(New Distributed Switch) ] DJIEIZEIRLET,

ZHIZ ANLTLERAN (Next)1Z0UvILET,

ESXi N—2aV[ZEDVWTHBRAYFDIN—23 258 RU R (Next) 150109

LET, &R ESXiT0 LIEEEALTWAIGEIX. [7.0. 0] Z:&IRLET,

6. [7v 7)o D# (Number of uplinks)] T. [0] Z:ZFIRLFET , MEBRYENT—VUh—F%
ToT) P ELTERELGBNTESEL,

7. [T A4 IVEIR—RT )L—T D YERL (Create a default port group) ] Z#RL . R—KJ JL—
T2EAALET,

8. [RA(Next)1Z&VUvILET,

o &
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9.
10.

3.

[#&7T (Finish)1Z#21)voL%9,
RDEBIERAET, B RWETISATUVADAVAN—IVIIZERAET,

M7 ITIATADAV A=)l

BT TSAT Y RENAIN—INAF RAMI AV A—ILL RET7 TSI TV ADEEE &
VEZAYVT R—rEEETAHIZIE. ROFIEEERITLET,

AZa—¢ET574099D—EIE, CTITRTIEREFERLGSRHEENHYET ., YIH
D 7IZETAFHMIZDOLNTIL, VMware HAFZS L TLIESLY,

1.

Cisco Software Central Mo A IV A—KLIRET7TSATU AV IR T7 T74)L
(ISO) &R DITFT,

. vCenter CISOZFRATESALSICLET , XOFBIRFTHAHYET,

o vCenter T—ARRLTFIZISOFE 7y TA—KLET,
o AVTUYZATIYIZISOZEMLET
o O—NILTD—DRT—2avICISOEREL. EDIT7MILESRIDIIIERME
RELET,
FEHIZ DT, VMware DR =37 ILESEBL TS,
\L/,(;e_r;’fer UL, [A=a—(Menu)]> [fRRRESD S XA (Hosts and Clusters) ] DJIE[ZFE IR

FEHZ =3 4 RO T, 9ZRZEIERANER )y oL, [FHRRETS D (New
Virtuagl_;_chine L] ZEIRLTEIR{REE <S> (New Virtual Machine) ] 94 —KIZ75
ALZET,

[{ERL R AT MD3iEIR (Select a creationtype) ] 74 R T, [FILLMREETL D DER
(Create a new virtual machine)] Z3#1RL . (R~ (NEXT)]1 &0V ILET,
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New Virtual Machine

1 Select a creation typ Select a creation type

2 Select a name and folder How would you like to create a virtual machine?

3 Select a compute resource

Create a new virtual machine This option guides you through creating a new virtua| machine. You
4 Select storage

Deploy from template will be able to customize processors, memory, network
5 Select compatibility

Clone an existing virtual machine connections, and storage. You will need to install a guest operating
6 Select a guest OS5

Clone virtual machine to template system after creation

7 Customize hardware
Clone template to template
8 Ready to complete
Convert template to virtual machine

CANCEL NEXT

#
6. [BRTET ALY DiEIR (Select aname and folder) ] VAU R T, RBILUE£E AN
L. RETIUDGRERRLT. [RANNEXT)]E DY ILET .
New Virtual Machine
+ 1Select a creation type Select a name and folder
Specify a unigue name and target location
3 Select a compute resource
Virtual machine name: New Virtual Machlne|
4 Select storage
5 Select compatibility
6 Select a guest OS Select a location for the virtual machine
7 Customize hardware
v
8 Ready to complete
CANCEL
4
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7. AYEa—T4291)Y—RDEIR (Select a compute resource)] V4RI T, TT54
TFUOREERRTBISRE, AR, YY—ZAT—)L . vApp Z3&IRL. [R~N(NEXT)]1 &%

o LET,

New Virtual Machine

+ 1Select a creation type Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation

3 Select a compute resource|

4 Select storage

5 Select compatibility
6 Select a guest OS

7 Customize hardware

8 Ready to complete

R L T I I I

) PO DO | 2992990

>

<

Compatibility

+* Compatibility checks succeeded

CANCEL BACK NEXT
4

8. [RFL— MiEIR (Select storage)] 4 KT, KAV T AU MS [VMARL —URY)
2 — (VM Storage Policy) | & iRL. REFGHAZZEIRLTLRAN(NEXT)1E VUV ILE

-d-o
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New Virtual Machine

+ 15Select a creation type
+ 2 Select a name and folder
+ 3 Select a compute resource
5 Select compatibility
6 Select a guest OS
7 Customize hardware

& Ready to complete

Select storage

Select the storage for the configuration and disk files

VM Storage Policy: AN
[ Disable Storage DRS for this virtual machine

Name Capacity Provisioned Free Type Cluster

.|

<

Compatibility

+/ Compatibility checks succeeded

CANCEL BACK NEXT
#

9. [E#1EDEIR (Select compatibility) ] 742 FH T, HERBSN TLVS ESXi/N\—D3
IZEDLT, [JX&E?@; (Compatible with) ] FEY A UMb {RIET D D /N—3
VEBIRLET, FEZIE. RDORYY)—2 39 bhTIEESXi 710 NERSN TS0
[ESXi7.0LAF% (ESXi7.0 and later) ] ZEIRL TLVET , RN (Next) I Z#0)vILET,

New Virtual Machine

+ 1 Select a creation type
+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Select storage

& Select a guest OS5

7 Customize hardware

8 Ready to complete

Select compatibility

Select compatibility for this virtual machine depending on the hosts in your environment

The host or cluster supports more than one VMware virtual machine version. Select a compatibility for the virtual machine.

Compatible with' [E5xi 7.0 and later v ®

This virtual machine uses hardware version 17, which is compatible with ESXi 7.0 and later. Some virtual machine hardware features are
unavailable with this option

CANCEL BACK NEXT
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10. [ AROSMEIR (Select a guest OS) ] EIE T. [7 AFOST7=1) (Guest OS Family)] &L
T [Linux] Z&. [ AROS/N\—3> (Guest OS Version)] &L T [Debian GNU/Linux 10 (64
Ewk) (Debian GNU/Linux 10 (64-bit))] Z#3ERLFET . [R~N(Next)1EVVILFET,

New Virtual Machine

+ 1Select a creation type Select a guest OS
v 2 Select a name and folder Choose the guest OS that will be installed on the virtual machine

+ 3 Select a compute resource
Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system installation.
+ 4 Select storage

+ 5 Select compatibility Guest OS Family” [ inux .
6 Select a guest OS P

7 Customize hardware

8 Ready to complete

Compatibility: ESXi 7.0 and later (VM version 17)

CANCEL BACK NEXT

@

1. N—F9x7DHAETA X (Customize hardware)] 94 KT, RIE/N—KHT7HE%
E(L;’_igo FTIZGATUOREBATIZCEEDHREEIEIZDOLNTIL, Y—REH 1 ZSEL
TLIEEY,

COFIEIE, VAT LINTA—RVRIZESDTEETY , BMERY—ADEN
A JRRE T Cisco Stealthwatch 77547V RAE BRI 2B EIX. 7TTSATUR

D)) —RAERAREZFIEFCEERL. BEICRLCTIY—RZEEOL, BED

EEMRIUHEETEYIHFTINENRHYET,
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New Virtual Machine

+ 1 Select a creation type

+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Select storage

+ 5 Select compatibility

+ 6 Select a guest OS

7 Customize hardware

8 Ready to complete

Customize hardware
‘Configure the virtual machine hardware

Virtual Hardware VM Options

> CPU*

w

Memory *

New Hard disk *

v

New SCSI controller *

v

v

New Network ™

New CD/DVD Drive *

ADD NEW DEVICE ¥

6 - @ 2
16 v GB ~
200 GB

VMware Paravirtual

v Connect

Status

CD/DVD Media

Device Mode

Virtual Device Node

> Video card *

Datastore ISO File b

[ connect At Power On

Passthrough CD-RCM v
IDEQ -~ IDE(0:0) New CD/DVD Drive

Specify custom settings ~

v
v
CANCEL BACK NEXT
2

) —RBEHICMAT, ROFREERRLET

o FLLVN—KTARY (NewHarddisk)1Z22) oL T BRA T avxzEBRLE
T [T4RHTOE 3=2 % (Disk Provisioning) | KA A U5 [LyoT0OE
£3=>% (Lazy Zeroed) (Thick Provision Lazy Zeroed) ] & RLE T,

[ LL\CD/DVDRS 47 (New CD/DVD Drive)] 74— JLR T, ISO #{&7FLI-15FR
[CEDNTISO DIGFRERIRLET, [FLLICD/DVDRFZ 47 (New CD/DVD
Drive)1Z 2w O LT, AT avERBELET, [ERIZARICES
(Connect At Power On) ] ZAIZLET,

[#FrLLISCSIa> ka—> (New SCSlcontroller) 1241 wo LT, A T3 %
EBRLET, [FC1TDZLEE (Change Type) | KOV TE U M [LSIZHIESAS (LSI
Logic SAS)] #:#BIRLFE T, [LSIZRIESAS (LSI Logic SAS)] ZBIRLALE ., {48
TIZAT U ANELLBREINGVLATREEAHYET,

T T 5472 AH8 Flow Sensor T, NIC [Z 10 Gbps RJL—TYrERTELTNSI5E
(X, [CPUlZEHUYI LTHERA T avERBHLET . TRXTOCPUMN 1 DDY
FyNMZUREDELSIZ. [V k=Y D2 7% (Cores per Socket) | ZHELET,
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12. T—83/—R BT ISAT7 U REREATHHEEIT. 2BB DR VNI —IT7H T4E1B0
LET, BrLLVT /AL RDE 00 (ADD NEW DEVICE)1 %49 vo L. [RybT—H 75 T4
(Network Adaptor) 1 %58iRLES, 1 BB DRI —H 74 THTIL, F—4/—K VE
PINT )O3Ry T—) LD T ITSATUOREBIETESLIITTERAYFEER
LET, 2&BDRYNI—HF7H TETIE, T—2/—F VE B\ D T—4/—K LBIET
EBDEIICTT DR YFELT, IData Node [EBE DI LAN DEETE ITHERLIZR
AV FEERLET,

BERADITATO T—5/—RI2DOVT, ENEND T-2/—F EREATHIRIC.
FYRT =T ETRERBRAyFEBYNEY HTHEIITLTHEELY,

New Virtual Machine

+ 1Select a creation type Customize hardware

+ 2 Select a name and folder Configure the virtual machine hardware

+ 3 Select a compute resource

+ 4 Select storage Virtual Hardware VM Opticns

+ 5 Select compatibility

+ 6 Select a guest OS ADD NEW DEVICE ~

7 Customize hardware » CPU* 6 v @ 2

8 Ready to complete

» Memory 16 v GB v
> New Hard disk ™ 200 GB ~
> New SCSI controller * VMware Paravirtual
> New Network * Connect..
> New Network ™ Connect
> New CD/DVD Drive * Datastore I1SQ File ~ Cconnect
> Video card * Specify custom settings ~
> Security Devices Not Configured

VMCI device
> Other Additional Hardware

v
v
CANCEL BACK NEXT
El

13. Efi;?_iéﬁ_ﬁ (Ready to complete)] 74> RO T, BREZHEL. [T (FINISH)]1ZE21)y
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New Virtual Machine

+ 1Select a creation type Ready to complete
+ 2 Select a name and folder Click Finish to start creation.

+ 3 Select a compute resource

+ 4 Select storage

+ 5 Select compatibility Virtual machine name New Virtual Machine
+ 6 Select a guest OS5 Folder

+ 7 Customize hardware

Resource pool
8 Ready to complete

more recommendations

Guest OS name Debian GNU/Linux 10 (64-bit)
Virtualization Based Disabled

Security

CPUs 6

Memory 16 GB

NIC 1 network

NIC 1 type
SCSI controller 1 VMware Paravirtual
Create hard disk 1 New virtual disk

v
CANCEL BACK FINISH
&

14. BRAIZ/ NV DT 5O RTRIBENE T, [RILD AR (Recent Tasks) | 2V 3> TR
BDETIRREE=ALET . RO FIEIZHEDRIZ. BEMNTETL. /R R) Y1) —
[CRRSNTWAIEFERLET,

15. 28—t oY —: 7 ITSAT7o AN T7A— o —THY. VMware IRIBRDE DR E
AAYF . F=IEISRFADERD VDS BRI HIGE L. RDIEN4. EME=R) >
5 R—b D E# (Flow Sensor DH) |IZEHET,

16. SATLHNDRDRETTZAT72 RIZxt LT, [3a. VMware vCenter Z{ERL={RE7
TSGATADAVA—IL(ISO) IDFTARTHOFIEZHEYRLET .

SRATLRTEIRTDRETISATUVADAVA—ILEE T LIHE (&, 4. 9)E
EUNPYTEERALERIBORE ISEAFET .
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4. BINE=HR)>2Y R—bDEZ (Flow Sensor DH)

CDFIEBNDELIEDDIL. FlowSensor VE HY VMware IRIBERDEHDIRER M vF . Ff=
(XOSRAENDELED VDS #8510 9 515 E T, Flow Sensor DE=Z T ¥ TIN5
BlE. M4 9EEyr 7Y TE#FERAL-REOREIIEAFT,

Flow Sensor VE E=42> Y R—rZBMTBIZIE. ROFIEEEITLET,

1. AR KN) YY) —TFlowSensor VEZH D)y ILET, [BREDHwRE (Edit Settings)] &
EIRLET,

vSphere Client

@ @ FS-TEST

summary Monitor

pr— . Alarm Definitions

% Fs
[E R&D !"\’ >

Power
Guest 05 L ]
Snapshots
@ Open Remote Console

| & Migrate

|

| Fault Toleranca

VM Paolicies

Template 3

Compatibility

(ﬂ'} Edit Settings )

Recent Tasks Movwe to folder

Task Mame Rename
mport OVF pack Edit Notes
Tags & Custom Attributes

Add Permission

2, %&E@_ﬁ% (Edit Settings) | A 7AT Ry I RZFEAL T, ROEESNT-REEHE

3. HIRT/NAMRADEN (Add New Device) 1 #901) v LET, [RYNT—HOTF7FTA
(Network Adapter)] Z#ERLFET,
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Edit Settings

Virtual Hardware

FS-TEST

WM Options

» GPU

» Memory

Hard disk 1

» SCSi controlier O

» Network adapter 1

» Network adapter 2

» CD/DVD drive 1

» Video card

VMCI device

Other

100 GB

LSl Logic Parallel
dsVLAMN_4 ~
dsVLAN_10 ~

Datastore SO File

Network Adapter

ADD NEDE\I’ICE

CO/DVD Drive
Host USB Device
Hard Disk

RDM Disk

Existing Hard Disk

SCSI Controller
USB Controller
SATA Controller
NvMe Controlier
Shared PCI Device
PCl Device

Dievice on the virtual machine PCl bus that prowides support for the

virtual machine communication interface

Additional Hardware

4. FLWLWRYNI—OTFH TR ROTES . REZEV)VILTAZ 2 —ERFAL. RDOA

RE

RELET

o [T —4 88 (New Network) ]: REIY K THOEERHR—NT IL—T%&E

RLFET,

o [7HTRDZAT (Adapter Type)]: [VMXNET 3] Z:EIRLET .
o [RT—HX(Status)]:[/\T—7 2 B Z$EHE (Connect at Power On)] Fx v IRy

DREAVIZLET,

Network adapter 1

» Network adapter 2

Oraw Network *

Status

Adapter Type

DirectPath VO

Shares

Reservation

Limit

MAC Address

» CD/DVD dnive 1

dsVLAN_4 ~

dsSVLAN_10 v

-portgroup ~
B3 Connect At Power On

VMXNET 3 ~

Benabie

s

Normal

E Mbit/s ~

Unlimited

Datastore IS0 File

El Mbit/s ~

Automatic ~

Connected
B connected

Connected

Connected
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5. BREZHERRE. [OKIZV)vILET,
6. BEICHLTHDA—HRIETHTHZEMT BIHE L. COFIEZRYERLET,

TRTDA—YRYETFHE Ta%EBMLI-5EE. T4 Ry Py TEERLE-RED
BEIEHSET,
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3b. ESXi AZV R 7 AV —I\~DRBT7 TS
ATV ADA2 A—)L(1SO)

S

ESXi RAVR7AV Y —/\EEZT=- VMware IREZFRALTIREB7ISA 7o REAV AL
FBHIZIE. ROFIEIZHEWNET,

T—%/—F % Data Store D— 8 ELTREATHHE L. R I DRI, 7TF347
0 DADERDEYLIERFZESL . Data Store DHHEALIZEE TS 3FMEFIEIZDULY
T. [Data Store Installation and Configuration Guide ] CFHEERL TLFZELY,

MDA EEFERTHEEIE. RESHELTIESLY,
o VMware vCenter: [ 3a. VMware vCenter Z{#EFALI={RE 7 TSA T AD L2 A—IL
(ISO) I1ZEALEY,
e KVM:T3c. KVWM KRR DERB7 IS4 T ADAV A—IL(1SO) 1% FEALET,

(ZL&HBHIIZ
LU RP—ILEIRH B, ROEBEFIEER T LTS,

1. B THR OBBREEGEEZELED,

2. ))—REH T)Y—REHE DIEFHEDREL. TISATUVRHELRE|Y S TERELE
T NI—RT—ILFLIEIREAEZFERALT)YV—REFHYLHTET,

8. TF7AT 74—V BIEDITFAT IA—IVERELET , FMICDONTIK, 1. 7747
A —ILER—FDERTE 1ZS B LT,

4. T7AIWFTITZATUADISO T7AINEA o O—RLET, FIEIZDWLWTIX,. T2 VEA
DAR=ILITAILDE I O—F 1 ZSBLTESL,

5. Bzl AR T7ITSATUREA AR—ILT % VMware IREER D/ \ A /X\—/\ A HRAKZ
HESNI RN ELVELIZRLTNSCLEHRELET  ELAWNES, (RET7T
FAT VO RERENTERWNZENHYET,

A Stealthwatch & 27 Ly TIZATUOREBRUYIB IS RR/ D AT LIIEFETELEL
MBI UEIIREII U EF A AR—ILLENTEES0Y,

FTITAUVRAM=ILENTNBHREL IN—230 N EEEINBT-6.

A Stealthwatch RET7TSAT2 RIZVMware V—ILE A2 AR—IL LIV TLEE S,
;r‘j;;_—)bé’éts KRBT TSAT ANEEREEIZRY . BAVAM—ILHLE(C
&b o
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ESXi RZ K78y —N\~ADRET7ITSAT72AISO) DA
A=)

ESXi RAV R 7R Y —/\E{FEZ - VMware REBEZFERALTRET7 IS4 7o RE AV A—IL
FBHIZIE. ROFIEIZHEWNET,

JO0tERDPE

gf.\ﬂ'}"j%'f?‘/;w)/f.‘/ZF—)b'Gli CHOETHATIRDFIRERTIILELNHYE

1.VMware Web Client AR5 1>
2.1SO > DiEE)

JO0—t Y —  7ISA TR TA—tH—DIHE L. [Stealthwatch Flow
Sensor |ZZHBL T, RELZEMDERTEFIEICDLVTHEAEL TS,

1. VMware Web Client A O45 (>

Y 7ICEATAEMIZDOLNTIL. VMware HARESHBL T ALY,

‘ O AZa—&ETTT7490D—EBIE, CCISRIEREEELDZEAHYES, VI

1. VMware Web Client [CBS 42 LET,

2. BT DERL/ % % (Create/Register a Virtual Machine) 122y LET,

3. [#FiR{RAE <> (New VirtualMachine) ] # A 7O Ry I AEFRAL T, RO FETHE
ESNTWBESITITSATURERELET,

4. {ERS AT DEIR (Select Creation Type) : [FTLLMREE <S> D YERKL (Create a New
Virtual Machine)] Z#:ERLE T,

%41 New virtual machine

b 1 Select creation type

2 Select a name and guest OS

Select creation type

How would you like to create a Virtual Machine?

3 Select storage

4 Customize settings

Create a new virtual machine

5 Ready to complete

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

5. g':XF 0S L& TN EIR (Select a Name and Guest OS) : RDIFEHEZ A AW F=IFTERLE
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2 A (Name) : B EIZHE A TEBRLSITITSATUADEBIZEANLET,
B 214 (Compatibility) : {9 5/8\—32 (v6.5 F1=1E v6.7) #&EIRLET,
o AR 0OS 7731) (Guest OS family) : Linux,

o A0S /A—32 (Guest OS version) : [Debian GNU/Linux 10 (64E ) (Debian
GNU/Linux 10 64-bit) ] ##RL £,

#11 New virtual machine

+ 1 Select creation type Select a name and guest OS

2 Select a name and guest 05 Specify a unique name and OS5

3 Select storage

4 Customize settings
5 Ready to complete

Name

Virtual machine names can contain up to 80 characters and they must ba wniqua within each ESXi instance

Identifying the guest operating system here allows the wizard to provide the appropnriate defautts for the operating system

instaliation

Compatibility ESX| 6 7 virtual maching
Guast OS5 family Linunc

Guest OS5 version ( Debian GNU/Linux 10 (54-bit)

6. [RAFL—L MIEIR (Select Storage)]:77‘|2ZE_[_'F|‘E7§37_'\‘—9Z|~7€5§?RL$'§'0 r)y—
AEH |ZHERELT. T RLERENHLILEHRLET,

)

?ﬁ New virtual machine - stealthwatch-SMC (ESX/ESXi

+ 1 Select creation type Select storage
v 2 Select a name and guest OS

i 3 Select storage

4 Customize settings

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for

5 Ready to complete the virtual machine configuration files and all of the virtual disks.
Name v | Capacity v Free v | Type v | Thinpro...~»  Access v
datastore1 192.5 GB 188.6 GB VMFS5 Supported Single
1 items

M) —2Z#4 1 2RLT, + 95V —RZENYETET, COFIEIE. VAT L

INTA—TORIZESDTEETY,

BT — XAV VIR BE T Cisco Stealthwatch 7 7547 A& BT 315814,
TISGAT VAN ) ) —AERARETEREERL, BEITISLT)Y—REHE L.,
EROEEESIUVHMEEZ B HIETILELADYET,

7. BBEDHRSTA X (Customize Settings) : 7T SA TV ABHE ANFT-ITERLET
(BEMIZDOWWTIEU Y —REHESRBLTZELY),

ROEZERL-CEEHERLET,
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SCSIa>kA—5: [LSIEH¥ESAS (LSI Logic SAS)]
RYRIT—2 7HTH(Network Adapter) : 7T SA T ADEEBTRL AEHEELE

[o}

IN—FFARY: [y TAE D 3=2% (Lazy Zeroed) (Thick Provisioning Lazy
Zeroed) ]

FISAT AN IA— LY —DFEF, [FYbT7—- 7HETEDEM (Add
Network Adapter) &2y L TCRIDEBF (X T /U A—DJ(R%E
ITEET, FMIZDOULVTIL. [Stealthwatch Flow Sensor 12 S BB L TLZE0Y,

T TS5A4 T2 A Flow Sensor T. NIC [Z 10 Gbps RIL—TYEHRTELTNDIES
(%, [CPUIEVYHILTHERBA T avERBRLET . IXTOCPUZ 1 DDY
TYMZERELET,

FTS54T7 2 AhDataNode DIHE . T—2/—K BEEZTREIZT H=HIZFID
FTYRT =D AVBZ—DIAREBMTEIULENHYET, [RYET—OF7ETEAD
1B AN (Add Network Adapter) ] Z#91wHoLET 1 BEDRYNT—IFTRTAT
(. T—%/—KVERNT) IRy, T—9 L THDTITSATUREBIETES
ST BRAYFERIRLFET 2B B DAY T—OTFRTATIE, T—432/—F
VE D\MidD 7—2/—K EBIETEDLIITTHRAYyFELT, IData Node [EIE(E
FHDIHIL LAN DERE ITHERLI-RMyFEERLET,

New virtual machine - stealthwatch-SMC (ESX/ESXim

)

M 3 Select storage

5 Ready to complete

M 1 Select creation type Customize settings
M 2 Select a name and guest OS

Configure the virtual machine hardware and virtual machine additional options

i 4 Customize settings

» i cpu 2 N i ]
» @& Memory GB v
» (3 Hard disk 1 GB v
» & scsi Controller 0 LS Logic Parallel v
USB controller 1 USB 2.0 b4
O Network Adapter 1 VLAN_10_MGMT v | ¥ Connect
» () CD/DVD Drive 1 Host device v
¢| Connect
’ Video Card Specify custom settings v

8. RYNIT—Y FETADMIZHEHERENED)VILET,
9. [7HTRDHAT (Adapter Type)] T. [VMXnet3] Z:BIRLET,

10. SREFHEDRAL. TIONELW EFRERLET,
11. [#87T (Finish)1Z 92Uy oLES, RETL Y OV TFHFHMERESNE T,
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2.1SO M 5D FE EY

1. VMware A —ILZFFHEET,

2. %J?Lél,\{}iﬁ'?’/‘zli ISOZ#EHLET . SEMIZDLVTIE. VMware DA AFZSEBELTK
=&y,

3. ISOMSRETIUERELET . /AN EITIN . BEFMICEESLED,
4. AR ILEBREMNTETITHE. QA TOVTRRRTRENET,

File WView WM

mp & 8 @ B & f

E?

Welcome to StealthWatch Management Console VE Uersion 7

=mc—01 login:

5. IRETIUMNSISOZYIMLETD,
6. RORET7TSATURIZRLT, 3. ESXi RAVE AV H—INADRET TS54A4TY
ADAAR—IL(ISO) IDT AR THOFIEF#EYRLET,

7. 28— Y — TITSATUOANTA—t H—NDIEE L. [Stealthwatch Flow
Sensor JZHERL. CORZaT7ILORRDIEEZSBLTEYNZYTEZRTLET,

o 2.,V OERERTEHIO0— o —DERTE (TBE—DHRANTD vSwitch D
BEfRI1ZEA)

o JA—t Y —MN VMware IRERNDEHDRBRAMVF ., £V RIADE
D VDS ZERI BEAX. 4. BME=FY >4 R—b0D EEH (Flow Sensor D
) IIZHEAHFT,

8. YVATLRNTIRTDRETIZATUVADAVAM—ILETET LIHE(E. 4. 4)E
Py TEERLEREOREIEATT
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3c. KKk M TRAMADIRETZ TSATUOADAY
A k=)L (ISO)

S

KVM & Virtual Machine Manager #{# AL CTIREB 7 TSA 7V REAV A—ILT BIZIE,. XD
FIEIZHELNET,

T—%/—F % Data Store D— 8 ELTREATHHE L. R I DRI, 7TF347
0 DADERDEYLIERFZESL . Data Store DHHEALIZEE TS 3FMEFIEIZDULY
T. [Data Store Installation and Configuration Guide ] CFHEERL TLFZELY,

MDA EEFERTHEEIE. RESHELTIESLY,
o VMware vCenter: [ 3a. VMware vCenter Z{#EFALI={RE 7 TSA T AD L2 A—IL
(ISO) I1ZEALEY,

e VMware ESXi RAV R 7O H—/\:[3b.ESXi RV K 7OV Y —INADEETTS5A47
DADAAR—)L(ISO) 1ZFEALET,

(XL BHIIC
LU RP—ILEIRH BEIZ. ROFIEESE T LTIEEN,

1. B THR OBRBREEGEEZELED,

2. )Y—REBEH T)Y—REH | QEBEFHEZREL,. TISATURHERENY Y TERELE
T UY—RT—=ILEIIREAZEFALTIV—REEYLETET,

3. I7ATIA—IL . BIEDIT7AT I+—ILEHRELET, FMIZDOWWTIX. M. 7747
A —ILER—FDERTE 1ZSBL TN,

4. D74V TTSATUADISOT7A4ILESE 2 O—KL, KYMRRAFD T4 )LA [2aE—

LET ., COEIZHAHITIL., var/lib/libvirt/image 74 I A ZEALEDT . FIBIZDULNT
(X, T2.VEAVRAR—=ILI7AI DA A—F 125 BL TS,

5. Bl ARBT7ITSAT o REA A—)LT % VMware IRIEBARA D/ \ A 78—/ HFRAMZ
HRESNT-FFZIAIE Lb\ﬁilléﬁbfb\éltéﬁgﬁbi?’o ELLGWNEE ., RET7T
FGAT UV RERENTELRWNCEAHYET,

A Stealthwatch VAT L P T SAT U RAERCYIB I SRR/ O AT LIZEFETELL
MBI EIXREBTI D EA A—ILLIENTLIEELY,
KVMRACANDRBTZ TSAT O AD A2 A —)L (1SO)

K\%M_gzhxm%éi%é(;n ROFIEIZHL, ISOZERALTIRETTSAT U REA AL
LET,
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JAOXANDPE

gﬁ77"547>x0)4>7xl~—)b'€(i~ COETHATIRDFIEZRITIORLENHYF

F—43/—FK ML LAN DERE
1.KVM RAMDIRBTITSA T ADAV A—)L

2.NIC (Data Node. Flow Sensor) # & U Open vSwitch T &2 Bll7R—~ D B5$R (Flow
Sensor D& ) MIE M

T—R/—K ORI LAN DEEE
T—8/—RVEZFRYEI—DICBRISEEF. T—2/—FEBERADeth1 ZNLTT—
B/—K DM EIBRIETESIIIC. RBRAMYFEFERALTHIL LANZRELET, HHiL
LAN DERDEMIZDWTIE, RERAMYFDI=aT7ILESHBL TS,

FTRTOD T—2/—KRVEZRLCESXiTRAMIEBEAT L EEHEHLET, Al 2D
0 ESXitRAKMZ F—%H/—K ZB A9 H15F 1L, Cisco Professional Services [ZE#EL
T HILZLAN DR EICETHXEEZITTZEL,

1.KVM T RAMADIRET ITSGAT O ADAVAN—IL

ISO 77/ IVEFERLTKYMARAMIREIL U EAVAM=ILT B HEIWNOMHBYET,
RDFNET. Ubuntu 78y A TEITI 5 Virtual Machine Manager &LV GUIY—)LZ{FE AL T
{R %8 Stealthwatch Management Console (SMC)Z A Ab—ILF 5 —HlZFRLET . BHLED
%ngux TAARNE2A—a dEHTEXY ERMEOEMICOWLTIE, TE# 1 ZSHEL
-C E L\O

cSTO49IDEZR) Y
Flow Sensor VE [Z[Z KVM IREEZF AI{RIL T HHaEA HY . 7R—IEREEH D IO—FT—4%
HERTEFT, HEKYMARRAMNAZIZAV AR—=ILENBRBET7T IS4 T2 AEL T, Flow Sensor
VE FERRERDIS T IhbA—8 Rk IL—LEZRFMICFrTFrL, hot—
3V RV EvhL—FEEUNT Y L—MNMZBRTIEEL Y AU HEHEREST D
A—La—FZERLET, 5EMIC DUV TIL., [Stealthwatch Flow Sensor: Yk J—o A~ D
Flow Sensor VE D#fi & 1ZSBL T30,
REEH
CDHREIZIEIRDEHELHYET,

o EERTE—F:BM

o EERIFR—:Open vSwitch IZERXTE
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KVM FRAMADIRETZ TSZAT O RADAVAR—)L

KRBT TSATREAAR—ILL. Flow Sensor VE #BMZL TS 70w o5 BT BIC
. ROFIEEZEITLET,

1. Virtual Machine Manager # {8 FAL T KVM /R XML . ROFIBIZH>TT TF47
VAERELET .

2. [T74)L(File)1> EHLLMREE TS > (New Virtual Machine) ] #49')w o LET,

W Virtual Machine Manager

Fle Edit View Help
Add Connection...

New Wirtual Machine

Ctri+w

ctri+g

3. [A—HILAU AR—ILAT 47 (ISOA A—F1=1ZCDROM) (Local install media (ISO
image or CDROM)) 1 & EIRLFET , [Forward] Vv LFET,

W New VM T Pt

m Create a new virtual machine

Connection: QEMU/KNM:

Choose how you would like to install the operating system
(o) lLocal install media (150 image or COROM) |
() Network Install (HTTP, FTP, or NFS)

() Network Boot (PXE)

() Impert existing disk image

» Architecture options

‘ Cancel || Back |[ Forward |

4. [ISOAA*—T%{EH (UseISOimage)]1 &9 Uv o LET,
5. [BH (Browse)]1 &2y LET, @G AA—DFEIRLET,
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8 New VM >

‘ m Create a Artual machine

Locate your install media
() Use CDROM or DVD

| SlackDVD (jdevfsrl) o4 |

(s) Use ISO image:

| o]
Choose an operating system type and version
05 type: ‘ Generic 6.4 I
Wersion: ‘ Generic | - |
Cancel J ‘ Back | | Forward

6. ISO I7AILERIRLET, R 21—LDFEIR (Choose Volume) 1 #0') v I LET,

KVMRRARAISO T7AILICT O EARATE R EEHERLET,

13% default Size: 3680.48 GiB Free / 550.95 GiB In Use
Filesystem Directory Location: /var/lib/libvirt/images/imagerepo0
imagerepo0
olumes (] €
2% Vol 4 s Format
Filesystem Directory 'olumes ize ormal
12 Spindle SMC-6.8.3-2016.10.28.2005-0.is0 114GiB__iso

Filesystem Directory

+ >0 BrowseLocal | | Cancel | | Choose Volume

1. [ARL—T42T SRATLDRAATEN—32 DEIR (Choose an operating system
type and version)] C. [0S#4 7 (0OStype) ] FOYTH 2 1) AR5 [Linux] Z:&IRLE

8. [/\—T3> (Version) ] KAV TR 1) RHVi5 [Debian Jessie] Z3#RLET , [Forward]
=0)vOLET,
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@ New WM s

‘ m Create a new wvirtual machine
| =

Locate your install media
() Use CDROM or DVD

| SlackDVD (jdevysrl) x: |

(s) Use ISO image:

[,l\.'ar,flibjhbmrtj\mages/templatefFlowReplic‘ - H Browss...

Choose an operating system type and version

OStype:I Linux - ] .

Wersion: I Debian Jessie | - I

Cancel I‘ Back H Forward J

9. AEY(RAM)ECPUZET)Y—REH | DEICTTRIBEETHEOLET,

M) —2EH 1 #HEZELT, +9E)Y—REENY YU TET, COFIEX. SATL
INTA—TORIZESDTEETY,

a W)Y — AL VIR BE T Cisco Stealthwatch 77547 A2 BT 5B S5 1E.
770547‘/Z0)'Jyfxﬁmgﬁii%ff%(%*EL\}IZ\EICFE'T\C'CU‘/—X’EE'VJL\
BHOEEMHS IV EYIHFTIRELADHYET,

al machine

Choose Memory and CPU settings

Mernory (RAM): 8192 — + |MiB
e — e

Up to 772465 MIE available on the host

CPUs: 4| = | +

Up to 72 available

| cancel ‘| Back || Forward

10. IRE<SUADTARY A A= DYERKL (Create a disk image for the virtual machine)] %
ERLET,

1. TYY—REH |1 £92a0 TTIFAT U RCDVWTREN TS T —ERAN—VREF
AALET, [Forward] 0y I LET,
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W New VM x

‘ m Create a new virtual machine

|+ Enable storage for this virtual machine
(s) Create a disk image for the virtual machine
| 500 = + | GiB
4169.6 GiB available in the default location

() Select or create custom storage

I Manage... ‘ |

Cancel ‘ | Back ‘ |~F0nn\rard

M) —2EH 1 ZHELT, +9EY—RZENY L TET, COFIEE. SRAT L
INDA—TRIZESTEETT,

WLWETR)Y)— AL VIR EE T Cisco Stealthwatch 77547 A= BT 3584,
TISATUAD) V—AERAREIERCERL, BDEICKLCT)Y—REE L,
ERDOEBEHSIUBEEEZ B CHIFITIDHENHYET,

12. REIVODAUERELES . CNDRTRIZES = RTREOFOTVREZEE
RLTLZE0Y,

13. [A2 AM—ILHIIZH¥ERBZ HRRT A X (Customize configuration before install) ] Fx w4
YO REAUIZLET,

14. [Ryr7—2D3&IR (Network selection) ] KAV T A DRI AT, A2 RAh—)LIZE Y]
BRI —ER—MTIW—THERLET, T—2/—F DFEE. T—%/—FK H¥/%
7")‘775?~‘y|~'7—7J:'G11ﬂ0)77054791&iﬁ1§'5§’6&5(:?’6*‘7F'7—7&PSJ:U:
R—rTIIL—T%&RIRLET,

© 2021 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -70 -



3¢c. KVM FRRARADRET TSA TV AD A A +—)L (ISO)

EE New VM x

m Create a rtual machine

Ready to begin the installation

Narne: | Debian 10

05: Debian Jessie
Install: Local CDROM/ISO
Mernory: 8192 MiB
CPUs: 4
Storage: 50.0 GiB ...irtJimages/flowReplicator-692. qrow2

(w1 Customize configuration before install

» Metwork selection

Portgroup:[ | b |

| Cancel ‘I Back ‘| Finish l

15. [#&7T (Finish) 1% 21y LET , [EX7E (Configuration) ] A= 2 —hFAEE T,

¥ flowreptest2 on QEMU/KVM: X

e

{:} CPUs Name: | flowreptest2 l
E= Memory uuID:

?U Boot Options Status: I shutoff (Shutdown)

_'|| Wirtlo Disk 1 Title: | l
(%) IDE CDROM 1 Description:

. MIC:16:45:43

@ Tablet

[:‘ Display Spice

i Sound: ichs Hypervisor Details

p- d — Hypervisor: KM

Cfi.") _ Architecture: x86_64

g Channel spice Emulator:  fusr/binfqemu-kvm

! Video QXL Firmware: [ BIOS -

Controller USB : P—
MF . Chipset: i440FK -
@ IUSB Redirector 1

@ UUSB Redirector 2

Add Hardware Cancel |I Apply
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16. TEH—23> R4 T INIC]1ZZBIRLET,

17. RERYRT—D €2 2—T A X (Virtual Network Interface) ] D [T/A\A R ET L
(Device model) ] KA T A 92 iR X Te1000] ZBIRLET . [E A (Apply) 1291y

18.
19.

20.

21.
22.

OL/i-a_o

«/ Begin Installation

@ Owverview

{:} CPUs

Memo

== ry
3} Boot Options
_'|| Virtlo Disk 1

) IDE CDROM 1

|;_v_/| Tablet

!_il Display Spice
i Sound: ich6

(;;;a Console

é_—;a Channel spice
[ video QL

m} Controller USB
@ USB Redirector 1
@) usB Redirector 2

' flowreptest? on QEMU/KVM:

| Add Hardware

@ Cancel Installation

Virtual Network Interface

Metwork source: I virtual network 'ovs-pod-net! : Bridge network « |

Portgroup: |

=

Device model: | virtio

| -

MAC address: | Hypervisor default

rtle139

virtio

| Rermove || Cancel |[ Apply

[VirtlO T4 &% 1 (VirtlO Disk 1)1 &9 v o LET,
[Eiff\‘ﬂﬁ'?o’/ﬂ‘/ (Advanced Options) ] KA TR Y ZAR®D [T4RX% 73X (Diskbus)] K
Ay 750 Ry A T[SCSII ZFIRLET, [EH (Apply) 19U LET,

Flow Sensor VE TR—h Bt 572, =& T—%2/—FVETT—4%/—F @&
{EZTIREIZT BH=OIZ. NICZEMTH2ULENHYETH,

o TEXLVMIDIHE . 2.NIC (Data Node, Flow Sensor) £ & U Open vSwitch T HEE
BAR—FDEE R (Flow Sensor D) MBI I IZHEHFET

o TWWZIDBE . ROFIEISEAET

[ A—)LDEALE (Begin Installation) ] 2w 9 LET,
[4. RNy TEERL-BIEOREIEHFT,
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2. NIC (Data Node. Flow Sensor) £ & U Open vSwitch TO
= RlFAR—k D EZ R (Flow Sensor M &) M1

Flow Sensor VE Es R R—rAFE=I1X T—4/—F VE AD NIC ZEML. A1V AM—ILETET T
BIZIX. ROFIEFETLET,

1. [E%5E (Configuration)] A=a2—T. /\—FH 7 ®D3EM (Add Hardware)] Z41) v LE
R A8/ \—F 9T 7 DB 10 (Add New Virtual Hardware ) 1 5 4 704 o VR
RenZxzd,

o Begin instailation acan(eslnualutmn

ER

=]

.{‘I
-

i
.

=

Owerview Virtual Disk

cPUS Source path: fearflibAibvirt/images/Mowsensor.goow

" o Device bype: VirtiO Disk 1
ks, Boot Options Storage size: Unknown

WirtiO Disk 1 i =

|DE COROM 1 Shareable:

MIC 265 3d80 » advanced options

Tablet

Display Spice

Sound: ichs

Console

Channed spice

Video QXL

I controlier usa

e

2. BERIOFES—Lay D1V RI TR ybT—5 (Network) 1 5w ILET
(@ admeatianmee |

YT YLE L

= J 4 €

Storage
Metwark SOUMCe: | yirtual nebwork '
fjpaal
Graphics e
Sound
Serial MAC address
Farallel
Consobe Deévice model: e 1000
Channel

ush Host Device
PCl Hosl Device
Video
whatchdog
Filesystem
Smartcard

USHE Redirection
TR

RPL

Panic Hotilier

: Bridge network =

Cancel Finish
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3. JO0—t o — DG EIE. [/‘I'f—|~7‘)l/—\7°(Portgroup)] ROyTH ) RNED)wY
L. BEHIEZRENYYTOEERNR—N IIL—TERIRLET,

[T/31 X ET )L (Device Model) ] FOYTH o YRRES) w4, [e1000] ZEIRLFE

EE

T—3/—K DHEF. [T—32/—F QML LAN O E I THERL-EREFERL T,
I LANTD T—%/—F BREEMREIZT DR VNI IV —RERRLETS,

o Storage
B controlber

Inpask

Graphics

Sound

Saiial

Parallel

Console
Channel

usSh Hast Device
PCl Mot Device
Video
watchdog
Filesystem
Smartcard

USHE Redirection
TP

AL

Pafle Mathlier

t\.l'..‘m:t\‘.'r

aE JR W § |

Mebwork

Netwark SOUFCE | wintaal network

: Bridoe network =

Portgroup ‘\r

b

MAC address &

Device model ‘ 1000

2

4. [#27 (Finish)1Z&2') v LZET,
5. AlDERR— EEMTI2BHENHIEZEIL. CNETOFIEFRYIRLET,
6. TARNTHOERNR—IZEEBMLIZS. [412AM—ILDEIE (Begin Installation) ] #491) w49 L

FI,
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4. HEEYNT YT EERALEREORE

o =
4 WERY Ty TEERLBEOSRE
VMware F1=[& KVM Z{# FHL T Stealthwatch VE 7T SA 7V RE AV AR—JLLE=S, TN
DIRBREZHRTETEET,
BHET BT TSATUADFIEEEATLESY,

o Stealthwatch B> Y—/LFE(XT7A—aL V2D ERE

o DataNode DERTE

o Flow Sensor E1=[3 UDP Director D&} E

Stealthwatch B Y —JLE-(Z70—aLV2DETE

1. NAIN—=N\AF RRAFRBETIY RAR) IZEHELET,
2. NAIN—NNAF RAFCREITLOHFRDOTET,
3. REITLUDERNADTWNSZEFHERLET,
BTV DERNMASTWVIVMER L, FARTREAEIOFZICEHTHITI— Ay
=% ZELGE . ROVWT AN EEITLET,
. YU—R:TISATURBA Y AR—LENTNB YR T LDERA R —RE
BOLET, SFMICONWTIE, TDY—REH 203 0FSRBL TS,
o VMware BIE: 775472 ADAE) FHHFIBRE) Y —R T—)LEEHOLET,

[)Y—REH |1 ZHZELT, +9EY—RZENY YU TET, COFIEE. SRAT L
INDA—TURIZESTEETY,

A WLWETR)Y)— AL VIR BE T Cisco Stealthwatch 7 7S5 A7 A= BT 31554,

FITATLADY Y—R R EE TR REEL, BDEICHLTY Y —REHEBL
EBHOEEMHS LU EEEYIZHHIFTINENHYET,
4. RS AVY—IUIZTIVERLET . RETISA TV RADBEMNTETLET,
5. avyY—iLTagA4ULET,
e AY ALY root
o TIFILE ISR —K:lan1cope
o VATLERETDHEEIZ, TIHILLDNRT—REEBLET,
6. A¥KF7OVTRT, SystemConfig EANILET, Enter T—ZFHLET,
7. KL= AR ITORHREEZELET, [OKIZEIRLTHEITLET,
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8. MEtLYNTYT DB ELZHEZELFET, [OKI ZZIRLTHREITLET .

9. ;‘;—ax r7ZEEBLZET H?(Do you want to deploy a Data Store ?)] T. [Yes] Z:&RL

SMC &78—aL%#%:SMC EFlow Collector|ZDUNTIE. [Yes] ZiEIRL T ELY,

F—BANF LELIZERT A0 SMC E- 3 70—aL V45 RET S LER
RIS, COBRIZEETEE A, FUNT—IZ F—HALT £ BHT 535
A BIEDH. Nes] #RRLCIZSN,

BREFLS-1GEF. HFILWMRETISAT7UOREZEBRI AN, RE7ISA47UR
# RFD LTLIE&ELY,
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1lgggggagaagdadddaaadaddddgaaadaddgaaaadaaadgaaaaadddgadadaaadddaaaaadadadad

-4
-4
-4
-4
-4
-4
-4
-4
-4
-4
-4
-4
-4
-4
-4
-4
t
-4

L2 L s L L (L L s L o o s L o L L PR RT AT R AT AT R e G L L L L o [ L o s L [ s L o L O 3 s L o L o o s o L

B

10. [BXaUT1oHEaxX T E2HIZLETH?(Do you want to enable Security
Analytics and Logging?)] C. [Yes] &£7=1d [No] ZZIRLET,

E¥HATH R : Security Analytics and Logging (> FTL I R) ZH®ZT BB E &,
Stealthwatch® B Bfi% {# AL TFirepowerA N MEHRZERELET , N IZKH>To7O—
L% T NetFlow YREMEMCAAH I EITERLTZELY,

« SMC &7A—aL 9% :SMC TEFa) T4 ERFX U TEAMTIIHEEE.
Flow Collector CSAL ZE - HALENHYET,

o HAR EEMIZDULVTIZ. [Security Analytics and Logging: Firepower Event
Integration Guide|Z#S BB L TLI=30Y,

o« 7T)Hr—3 a3 B Security Analytics and Logging(A> LI R) 2R ET 515
&%, Stealthwatch Management Console TSecurity Analytics and Logging(#4 > 7
LER)7TIVEAVA—ILLET,

Security Analytics and Logging (> L3I R) EEBLIZFEHTA-HIZSMC &

=IET0—aL V4% ETHETERLI-ZE. COBRITIEETEFE

A, Security Analytics and Logging (4> 7L 2 X) [ZStealthwatchZ{# FHL T
A Firepower AU MERERIFT BIHAIZDH. [Yes] R IRL TS,

BRELBS-EAF. HLWMRET7ZISAT7UOREEBRTSAH. RET7TS54
T2 A% RFD LTLEEELY,
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4 EEYr Ty TEEALREBORE

s (o oo (s (x 0n (o oo (o (o s (m 0o (o (o o o U o oo o (o o o oo (o (o o m O o o (o (o m o oo o (o o o m o (o o m O o o o (o (o o o o o (o o o m 0 oo o m m

L5 (0 (0 (0 (3 (5 (5 (5 (3 (3 (3 (0 0 0 0 0 0 0 0 0 L 0 0 0 0 0 0 0 0 0 0 0 (0 0 0 0 0 0 0 0 3 3 (3 3 3

X =3

m

11. [OK]Z@IRL TCEIREHEELE T,

s s o (o (= (o (& (3 (3 (3 (3 {9 (0 (o (o (o 0 0 0 0 0 0 (0 (0 (0 0 0 0 0 0 (0 0 0 0 0 0 0 (3
|
|
|
|
|
|
|
|
|
|
|
|
|

-4

-4

=% o (0 {5 (= (3 (3 (3 (3 (9 [0 [0 0 1 0 0 0 0 0 0 (0 (0 (0 0 0 0 0 0 0 0 0 0 0 0 0 (0
x < 0K .

|

12. BEEAA—TIAAD [IP7RL A (IP Address)]. [rv ;< A% (Netmask)]. [F—rHT
4 (Gateway)]. [ B—FF*+ X (Broadcast)]. [RAF% (Host Name) ], [FAA >
(Domain)]Z# A AL, [OK]ZFERLTHEITLET,
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13. BREEHERLET . [Yes] ZEBIRLTHRITLET .

14. [OK]ZBIRLTEIRZEELET . BEICKR TSNS BRI > TRBIREZHR TL.
TISAT v REBEBLET .

15. Ctrl+ At Z¥L T, avV—ILERTLET,

16. T4 #ELYr7YTE2ERALE-BEOEEIOTATOFIEL . PATLRADRD SMC
F71=ILFlow Collector[ZDULNTHEYIRLET,

YIEItEYR7 Yy T TTRTD SMC &EFlow Collectorz iR ELT-15 & [&. [Data Node D%
ENIEAET,
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1. A=A RAFRETI Y RAR) [CEHELET .
2. NAN—INAF RANCREITVERDTET,
3. RBETIUDEBRMNASDTNSIEEHERLET,
BT DERNADTWNVEVMGE O, ATTRGAEIDFRICETHII— Ay
T—CFZELESE. ROVWTANERITLET,
o V=R FTITSGATUVAMAVAR—=ILEN TS AT LDFERAAEE) Y —R%
BOLET, FMICOVWTIX, T)Y—REH 123 FSBLTESLY,
o VMware BIE: 7 TSA 7 ADAEY FHIFIRE)Y—R T—ILEEHOLET,

M) —2REH 1 Z#HZELT, 95V —RZENY LU TET, COFIEX. SATL
INDA—TURIZESTEETY,

A N — XML VIR EE T Cisco Stealthwatch 7 7S5 A7 A2 BT 555 1%.

FTIZATAD) foﬁﬁﬁﬁjéfif%f%(%*ﬁbs \LIZ\EIZFE\ CTUY—REEHL,
BHOEEMES IV EYIHFEITLIRELAHYET,
4. BT AVY—IUIZTIERLET . RETITSA TV ADEEMNTETLET .
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