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Welcome to the StealthWatch Appliance Setup Tool!
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1. Stealthwatch DX E

b  JEmlEREn Management Network Interface

] 5 ! X Enable communication befween this appliance and the network. Default network settings for this appliance appear

- Managen-nent Network Interface below. Before changing any of these seitings, confer with your network administrator.

Warning! If you change your IP address, host name, or network domain name, the appliance identity cerlificate is
replaced automatically. If you have a custom ceriificate, save the cerlificate and private key before you change
these fields so you don't lose data.

Enable IPv6
IP Address:
Prefix Length:

Default Gateway:

3. ﬂiéb% ERA Y FRAMRER YT =R A BT ANLET (RN (Next) 1 &0 w0
FY9,

o RAMR BT TSATVRIZIE—EDHRANEABETT . ERDTITSAT7URIZ
BILRRARRZENY L THIGE. TNLIFXEREICAVRM—ILESNERE A,

Flrz. BT TSAT UV RADKRARE DAV Z—F I RAND A B—Fy MEEEHZ
FLTWAIEERERLET,

o RYRD—HD RA: BT TSATURIZITREBMFAN DV E DB ETY,
o Stealthwatch FASLY (SMC D) : Stealthwatch 7 754 7> A Stealthwatch K A4
VEAALET,

o IPPRLAMDEH (SMC DH) : Stealthwatch RyrT—4o M IP PRL REEEEIRL
x5,
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1. Stealthwatch DX E

4. DNS T : T 74IMDIELWWZ EZHERT M KA —/N\—IP PRLRAZAALZE
T o RN (Next) ] #0)wILET,

DNS H—/\—®DEMEF(LEIR (AT aV)
o BM:[+] TAaED)VILET,

o BIRR:FrvoRvHRES)YILTDNS H—N\—%8IRLET . [F] 7A/aVE Dy
LET,

5. NTP DFRFE: T 7AIMDSIELWZEZHER T HM, [FA=a—Menu)] 743V %ED)vILT
Network Time Protocol (NTP) H—/\—ZZIRLE T, [ (Next)] ZH)voLFET,

s BBONTPY—N— ARULBEEZHERT S-OITERD NTP U—/N\—ZHET
BIEEHEDLET,
o INTYYH =R NTP D#EN % /8T1) w4 )—RELT pool.ntp.org HELTLVET,

NTP H—/\—DEME = ILEIR (AT ar)
o BM: [+ T7AVEHIIVILET .
. ﬁllli%_d:_?rybrl"i‘ybxéb'bybb’c NTP —N\—%ERLFES, 1 7AaAVF0)v5
LET,

6. 7TSAT AN SMC DiZEE (X, 3. Stealthwatch Management Console M & & | [ZHEAF
ERR

T TS5AT AN SMC THLULMEE L. [4. Central Management AD T TSA T RAD B |
[TEAFET
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1. Stealthwatch DX E

3. Stealthwatch Management Console )& £k

1. BREERB . TISATUVADRERIPEHETHHEEHERLET,
2. [EF (Apply)] E£7-I& [BFEENL THefT (Restart and Proceed)] #2') v LET,

TIZAT o AOBEHPIL, BEICRRENSIERICHNET,

i)jbb\DX?AEQEEbWET@Jl:ﬁéi’@%&ﬁﬁ%iﬂ'o R—UDEHFADLELGBENHYZF

3. Stealthwatch Management Console [CAZ A2 LET,
4. FTFATUREEY—ILDBUREET [B1T (Continue)1 £ vILET,

5. [FTS5A4 72 AMDZEE (Register Your Appliance)] 27 TIP PRL AZFESRL . [{£7F (Save)]
=0V)vILET,

e Stealthwatch Management Console [Z Central Management M4 AM—ILENFET,

« SMCIP7FLRIZEEMICERE SN G-, EETEFE A,

6. TISATUADEZEENT T LIS, [FvL 2 R—KIZ#E) (Go to Dashboard)] 41w L
*9,

7. ['B—/\)LEXTE (Global Settings)] 7A A&V v ILET , [SEHEHE (Central
Management)] Z:Z#IRLET

a 2(®)

Central Management

Global Settings

SMC Configuration

Packet Analyzer Configuration
UDP Director Configuration
External Lookup Configuration
User Management

Threat Response Configuration

Select Language »
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1. Stealthwatch DX E

8. ARV EHERELET  ,SMCT7ITSATUADRAT—EAN[7vT (Up)] ERTENTLY

DILEERLFT
‘éll's'élo" Steahhwatch Oe ntra| Management Appliance Manager Update Manager App Manager Smart Licensing
Inventory

1 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS

o
MICVE-K\V/M-

DSRAEZRNDRDT TZAT U ADREZFRIBT BRI, T34 SMC ERTTIA7T
A D ZDRF—BAM[TYT (Up)] ELTRREN TR EEHRL TSN (B EDE
BLEHmESER) . -

9. VATLADKRDT TS5ATVRERETAIZIE. M. AL HEH 5. FTS54TF7UR
AT—HADFEZIFZFTOFIEEZTLET,

BRETDHNDTITSAT VAN GG EIX. 2. FISATUORABEDTET IIZRYET,
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1. Stealthwatch M X TE

TITSATOREZRTEY—ILEFEHALT. Central Management T T TSA TV ADREERITE
?"?’E—":;ﬂgilllﬁli~ FISATVRIZE>TEBDIGELHYET , BHEIZKRRSNBIERIZHKST
% L/ o

1. [£0E 18 (Central Management) ] 27 T, 754 SMC D IP PRLREAALET,
T54<1) SMC [&. Central Manager TY,

2. [RTE(Save)1&x0)vILET,

3. EHEAIZRRESNBIERIZHEST. TS5AIYSMC T ISATUVRADTAT T4 T1IBHEZE R
Eﬁﬁbiﬂ'o (XL (Yes) 1 ZEH )OI L TEEHAEFEFEL. 7TS5A4/ TV RESMC EDBIELEF
ALES,

4. FS54)SMCOOST ALY ILTUoIvILEARALET,

5. Stealthwatch FAS & EIRLET,

o [ZB—aL %% (Flow Collectors)]: 7A—UREDR—+BEBEEZAHNLET,

NetFlow DT 74 JLk:2055
sFlow DT 74 JL:6343
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it

1. Stealthwatch M

e [7A—+>HY—(Flow Sensors)]:Flow Collector Z:&RLFET,

% Flow Collector for sFlow VE

Central Management Settings

IP Address.

e and Domains

Stealthwatch Domain:

Flow Collection Port:

Step 6:
Central Management

plete

6. [Central ManagementlZ#8&f (Go to Central Management)] 24y LEST [5. 7TS54 7
AARAT—AADHERIFTOFIBEETLET,
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1. Stealthwatch DX E

5.7 T AT VR RAT—RADHEER
TISATVAREBREY—IVTT T SAT U RAEHRTELI=H. Central Management TP IS4 TV AD
1. 7TS5AT7UREETEY—ILH Central Management {2 A2k

Z%_gxéﬁgﬁbijo
a 2@+
YTHEET . HBLE ROFIETHC LN TEET, Siobal Settngs
Central Management
o 754<) Stealthwatch Management Console [CA% SMC Confguration

AULFET,
e [5'B—/3JLEETE (Global Settings)] 7 AL &S )b Packet Analyzer Configuration
L,af'd' ° UDP Director Configuration
o [ EH (Central Management) ] Z:#RLFET External Lookup Configuration
User Management
Threat Response Configuration
2. Appliance Manager f U ANUKNJTT7 IS4 T REEZRLE Select Language >

_d—o

o FISGATUVAMAUARUN)IZRREIN TS EEHERLET,
o FISGATVADRT—RAM [T YT (Up)] ELTRRESN TSI EEHERLET,

"':|I's‘é|c',' Stealthwatch Central Management Appliance Manager Update Manager App Manager Smart Licensing

Inventory

3 Appliances found

Q Filter Appliance Inventory Table

When an appliance is
added to Central APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
Management, the status
updates from Initializing \o Initializing 25 Flow Collector 25 8]
to Up. FONFVE-KVM-«

Config Changes Pending 124 SMC .24 @
When you add SMCVESKVRGS
appliances to Central
Management, the SMC Up UDPD-example UDP Director 94 O
shows configuration UDVE-KVM-
changes in progress.

HSRANDRDT TS5AT U ADBELEBIBT BB, 54T SMC E&TTS5A7
A D ZDRTF—BAM[TYT (Up)] ELTERIN TR EEHRL TSN (R EDIE
B LEHmERER) . -

3. DRATLADRDTIZATVARERETHICIK. M. OTA 2 IIZHEH 5. FTSATUR
AT—BANFERIEFTOFIEEZTLEY,

BRETAHNDTISAT AN ENGEIE. (2. FTSATOAREDTT IIEAET,
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2.T7TSATUVARAREDTET

2. VT ATV REREDTET

BT TFATVADEREET T AICIE. ROFIEZFERALET

0 BEND VM ARRFDFEE(ZESTIE, T RTOHY—ERADFEEITHETIZ 30 FEEM
MBIELHYFET,

1. BELTWBTITZATUVAD) 9% D)9 ILET

FIZA4TVR

SMC

Flow Collector

1
I
Ny
)
+

UDP Director

Flow Sensor

WIRRRTE FTavERE

Stealthwatch D EEBfIEF(Z Data Store ZEBRALIZWME S .
EBMEREFBHEHYEEA,

Stealthwatch M B (Z Data Store Z BF T 5155 .

Stealthwatch O BEBAFIRD M DL TIE, EER 2
['Stealthwatch Data Store Hardware Deployment and

Configuration Guide|Z&E =& [ Stealthwatch Data Store

Virtual Edition Deployment and Configuration Guide &2
BLTLEELY,

Stealthwatch D EERfIEF(Z Data Store ZEBEALZWLME S .
EBMEREFIBHEHYFEEA,

Stealthwatch & Data Store EEHICERT 558 .

Stealthwatch D EBFIFIED FEMIZDULNTIX. BEER
['Stealthwatch Data Store Hardware Deployment and

Configuration Guide & =& [ Stealthwatch Data Store

Virtual Edition Deployment and Configuration Guide &2
BLTLEELY,

Data Store T—2N—XDEFAEMHAE. Vertica
Management Console M %€ . & U Data Store T—4
RFIRAEIDREDFFMIZDULNTIL. [Stealthwatch Data
Store Hardware Deployment and Configuration Guide &
7=1&[Stealthwatch Data Store Virtual Edition Deployment
and Configuration Guide |2 &L TLIZ&LY,

N TRAZE
54
(IN—Fzx7T
D H{FE AT HE

T r—iay

TI)r—23> D BEURAO—FK DAl

2. RADETTSAT UV ADHRELLIUVBILEINT T L=, 3. Stealthwatch TAZyT &
FAT MDA A=)V IIZEHFET,
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2.T7TSATUVARAREDTET

UDP Director DEREZ5E T I HICIX. ROFIEEFERALET,

o S A AL, UDP Director N\—F9x7 7 ISAT7UARATOAERTEET . ool A
F ARBET7ITSAT7URATIIEARATEEE A

s BRENL—I:SURAMERETSHE. VEKEE 1 DDEREIL—IILEERELE T, [EniX
IL—ILDEE 1ESRL TS,

« A FfE: 53O UDP Director B H 5156 . BAIAMENT7ERET H LN TEFT . &
HAMEHRETHIEE. VEEH 1 DDEEIL—IERELEFT ([N FRASFET14DEE
E1ESR),

BRik)L—ILDERTE
UDP Director H\i5 Stealthwatch Management Console (SMC) A Ayt— % {E1Z1d SSL AVE A
INET,

1. sSMc [zas 14> LET,

2. [’ O0—/\)LERTE (Global Settings)] 7Aa>%&%9'1)w4o LET , [UDP Directori% % (UDP
Director Configuration)] Z:ZERLFE T .

a L@i

Global Settings
Central Management

SMC Configuration

Packet Analyzer Configuration o
| o ornrin
External Lookup Configuration

User Management

Threat Response Configuration

Select Language >

3. PISATVAD 73 (Actions)] A=a—%2vILET, EEEIL—ILDERTE
(Configure Forwarding Rules)] Z#&RLFE T,

4. [Add New Rule] #91)vo L%,

5. EiBA (Description) : )L— L&A T 5= DEEREBAFE A BLET,
6. EETIP PRL R :7/K—k (Source IP Address:Port) : UDP Director [CT—4%£{ET 5T /N

AADIP7RLRZEZAAL, T—2ZERAODKR—IBESEANLET,
o BRK:[IP 7PRLRLKR—IEES] DEXEFFEALET,

o #i[#: Classless Inter-Domain Routing (CIDR) RiE;ZZ#{FHAL TIPZRLADEFHZE A
NTBHENTEET,
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2.T7TSATUVARAREDTET

FART:TAINEAATIIE, ZCOR—FTREEDEETIP FRLANST—E2EZ (T
AnhohExd,

HAEDOE [EETIP PRLRR—FIOBEAEDLEZIL—ILIZENT BIZE. Z
NoZEHLWMTIEMLET,

#i -

10.11.16.38:5322
192.168.0.0/16:9000
e All:2055

7. 385 IP 7RFL X (Destination IPAddress) : UDP Director Mo T —A%Z (TEAT/N\AAD IP
TRLREZAALET,

8. F3ES/R—IES (Destination Port Number) : Z2IET AT /NAADKR—+EBEEZANLET,
9. [R¥FE(Save)1 &YV HILET,
10. A7 ay EBZREATHIZ1E. [ (Sync) 1 #0)vILET,

1. BEICHLCTEEIIL—ILEFEMT BFIEEEYRLET,
12. BRI ABRTEERTEITBIZIE, [/ FRASEYTADEEIHEHFT,

o S A AL, UDP Director N\—F9x7 7 ISAT7UARATOAERTEET . ool Ak
F ARET7ITSAT7URATIIERATEEE A

SR AURTERET DRENGWNERE. 2. FIFATUAREDET IIZRYFET,
N TARASETADERTE

£ 31D UDP Director NH BB EIE. FITSATUREBA U A— (R EFRALTE T ALEE
ELET,

o SR FAME(X. UDP Director N—FO 7 7 ISAT U ATDHAHERTEE S, S A%
X ARETTSATUATIRERATEEE As

UDP Director HA (& A FB'4) TlZ. TU& UDP Director ¥ 2 E C=xEd . AN /—FHARLTET
THEEDERTI DO/ —FEITNAZAUIZHYET,

T7547) /J—FEXUVEHVEFY) /J—F

RT7DPTHUSAY /—RETS5A) A 7542 /—FEEAFVENNET RT7DTS5A4<
) /J—RTCEENRELBE. EAVE) /—KNFNESISHNTTSATUIZHRYET,

Coghs

o B3 )L—IL:HA > XF LD UDP Director BDERE)L—)LE 1 DU LEERFELET,
o JL—ILEREI7AILEIRTE: UDP Director HDIL— LT TIZHRESINTLVSIHE . UDP

Director L—)ILEZTHRAR—F(IL—ILERET7AINERTF)ILET . RIZ. ZDIT7AILE 2
Z B ® UDP Director [CTAR—FL T, TNFNDIL—ILN—ETFT D ELIIZLFET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -26 -



2.T7TSATUVARAREDTET

o JBFF: & #IZTS54<") UDP Director ZEXELT-%. ThUF ) THREERYERLET,

o FREIXBERA :EH5EEHLL) UDP Director THABE . FNEFNIZDNTIDHA
FDFIEIZHEWNET , 1=1ZL. EHhUHFUMNT TIZ Stealthwatch VAT LEDTTSATUR
ELTEHERATOHNIE. £HH1) UDP Director [CAT A2 L. CHDEH a3 DERBAIC
HOTHAOVR—RUPERELET

1. 754 <") UDP Director HA D& TE
1. 754 UDP Director 7T 5A TV REBALA—TARICAT AU LFET,
2. [E%%E (Configuration)]> [&a] FAT4 (High Availability)] 21y LET,

3. EFTHAMEED [EFAMY—E XDEZINE (Enable High Availability Service)] Fx w4
Ry OREFUIZLET,

P ey,
Enable High Availability Service
High Availability Settings
Virtual IP Address 0.235
SRR Mol 255.265.224.0
Shared Secret L@ncog HA
Sync Ring #1(Eth2) Unicast [P Address 411
i
Sync Ring #1(Eth2) Subnet Mask 955 955 (1.0
b
Sync Ring #2(Eth3) Unicast [P Address 42 1 j
E
Sync Ring #2(Eth3) Subnet Mask 955 265 (1.0

4. [{RFBIPF7RL X (Virtual IP Address)] 74— JLRIZ, eth0 /23— A RAERULHY T Rvb L
IZHBRMEADIP FRLREANLET T RYIIRIEZ. eth0 A B3—TTA AT
HAEShdHITRycTRIDEIZHZELET,

I 0 RAEIP PRLANEAD/—FTRIL THAHZEEZHERLET,
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2.T7TSATUVARAREDTET

5. [#£F—SL vk (Shared Secret)] 74— JLE T, 1A D UDP Director DX F5Z A AL
FY, (INFEF 17 LREERICESIESNET,)

6. FEEAY>ST 1(Eth2) A=F ¥ AP PRLRAADI4—ILRIZ IP FRLARESTRYM IRY
#AHLFET, (A=ZF ¥ AP FPRLRIGFE—DRYNI—OREF#HINLET, )

7. BEAY ST 2(Eth3) A=F ¥ AR IP PRLRAADI4—ILRIZ IP FRLARESTRYN ITRY
#AALFET,

& IP 7L R (eth0, eth02, eth03) [&. ZNZNAEDIL=_F v A+ Y TRV L THINE
NHYET,

8. IRELEHERLIS. EA (Apply) 1 ZI) Y LT REZEALEY .
9. 95X3—M 2 FE B D UDP Director ZRTET DIZIX. XD LI AVIZEAET,

2. 2/>41) UDP Director HA D EXE
7> %1) UDP Director #ERE T DICIXRDFIEEETLET .

1. £h> A1) UDP Director 7T S5A TV REBA U A—TARIZAT AV LET,

2. [E%7E (Configuration)]> [& A A4 (High Availability) ] #2') v 2L FE T,

3. COEMETINTDNTGA—REHRELFET (RUWDTITFAT U ATHMNTA—FEER
LIZGEICIETNEEAET ) TOE. ROBEERT R TOI—ILFT. RODT T
FAT U REFSTKRILEEEREL TS,

o EHEA)T 1(Eth2) A=F+ARIP PRLR : TS5A4) EDZDT4—ILRTEHRELT=-
PDEFERGBIPTFTRLRAZAALEFT A, TS5ATUTHRELE=RUV T 1 2=
FrRARTRLARERILY T RYMIHEIDENHYET ,

o FEHA) T 2(Eth3) A=F+ARIP 7PRLR : TS5A4) EDZDT4—IILRTEHRELT=-
PDEIFERGBIPTRLRAZAALEFT A, TS5ATUTHRELI-RUV Y 2=
FrRARTRLARERILY T RYMIHEIDENHYET ,

4. [EAApply) 1 Z V)9 ILTEERNBEREL.COTTSATVRADIZRR) T H—E
AEFIELET,

5. T5AR) TTSATURERET BIZIE., [FHE (Promote) ] REVE S I LET,

6. FHEE: [#21E (Operations)] > [7 T4 72 A D BHHEE) (Restart Appliance)] ZEIRLET .

1. 2. FPITSAT7UORREDRT ICRYET,

1. 77— D BELURS/O—KFDETE
JO0— o H—ZR/ETRIZIE. 7TI)5—230 D ERAMO—FEBRETIEMDFIEBNANHET
T,

1. FlowSensor 77 SA TV RABBALA—JA R O A4VLFET,
2. [5%5E (Configuration)] > [E¥#lE% T (Advanced Settings)] #5')voLE T,

[E¥#AE% 7 (Advanced Settings) ] R—UMBEFET,
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2.T7TSATUVARAREDTET

3. RYRT—VICBT HBEUEREERDIIITERLET

IRHE

Nk RAO—KD
T4 R7R—k (Export
Packet Payload)

Sﬁl‘:

3

20— oY —nNalyREBT—ADHIZ, ID 26 N1 +D /A
F1) RAO—K T—REEHEINEINEIRETEET,

ALYBICT—R%EEDENZ. 78— o —R7TU5—2 3> DR
FRADOMESIHEIRETEET , SHIC. ROFELDEERIZT (I
. COREZFNTIVLELHYET,

Ipv6 =285 (Include IPv6) : 70— 2 H—TIPv4 & IPv6 DE A D/
TN OMEINEIRETEET . CORTEFENICTHE T
A— oY —I(X IPvA N ybDHEDHTLET,

7IYsr— a0 HTTPS ANYH — 7_'\‘—’)"031717?{’\—|~(Export HTTPS Header Data) : 7
BROTIRK—F B— EYY—ADILIRITEST—ED R HTTPS TJAO—NDAY
(Export Applications 2 — 7 —FEBHONEINEIRETEFEYT . T—FICIL SSL @R L
Ident|f|cat|on) SSL %ﬂ.ﬁs@% h‘ﬁgs;higs_d—o :@E&Eié{EFﬁ_d—%)l:(i‘ JA— 9’(7’75‘
IPFIX [CERESN TSR ELHYET , &K 256 /NI +HATRETT ,

HTTP ANY& — T —ARM T 4H A7R—k (Export HTTP Header Data) : 70—
o H—0HalLYBITEDST—EDHRIZ, HTTP 70—DAYSE — T —
BEEDIMEIMNEIRETEET . CORTEFERLI-GE. EHUF
1y 24—I)LRZFERLT,. 78— oY —T270— T—2(Z&EHAB HTTP
NADTRRE (NG FIEETEFET . CORTEXFEARATHIZIE,
20— 34 THIPFIX [TERESN TSI ERHYET,

FlowSensor A\ Virtual Extensible Local Area Network (VXLAN) h 7 &)L

LR BEZ T M EINEI/ETEET . VXLAN h T )L1L kR

#FERALULMG A FlowSensor [SEHIZ 2 DDRBL RILIVRRA
VXLAN BT tjLiefie M VTEP)EDT7E0—&ELT VXLAN AT RILIERNS T0v 0L E
BOBEDE Enable o DT RIVEBIREFERT L, boRILESNIZNST000E 53 HTL

VXLAN T RAYNT—=VADISI T4\ 3—2% LY FHICIBIETEST-80. &
Decapsulation) YEEGIVTUOVERETEEY,

FlowSensor [&. 12#0) VXLAN ;R—k (4789) [T R ZEIESH
= VXLAN b5 24992175 hTvILILBRRLET,

gﬂEBZEO\)/?EﬁZ)?;?)Mt 20—t Y —MNEZSF—) T R—FTRIELIZFSTavII2x LT
(Er;;ble G)I(ENEVE Generic Network Virtualization Encapsulation (GENEVE) h 7+ )L{t &%
ZERTEIMNEOINEIRETEET,

Decapsulation)
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RH B2

20—t Y —ThHT L) E—k RAVF R—k 754
) (ERSPAN) DAT UL BERREREZ A 2L T, /ATy FROD
ERSPANAT)LIE  ERSPAN AYA —ZRHLTAYE —DHTEILILZERL. hTtILiE

ACIDE=E L2 SN TW /Ty D BERET ENESHEIEETEET,
éizzb'fuiﬁifw JO—t Y —0 ERSPAN U R LER T TEDELSITT BICIE, =
P A= A R—TARIZIP PRLRZEY U THRRENHYET,

FS 4210 M ERSPAN QAT JLILEERR(F I R—FESh TOEE A,

FlowSensor HY X—Forwarded—For (XFF) ALIBZFHL T HTTP 7OX%
X-Forwarded—For . F1=IFA—F/N\SHZ LT Web H—/\—[ZHEEL TSI/ T7 Uk
BOAE (Enable PFEETIP PRLREHA T ENEINEIRETEET .
X—-Forwarded—For
Processing) | 0 gzt X-Forwarded-For JLIB&— &2 E T HEILTEE

FlowSensor HY ETA JLEZ{FHL T, IDP J4—ILFE KUV SPLT 74—I)L
FZEHEBLTSMC [TEETAINEINFIBETEET,

ETAZERIZTHE. 452 v9 EARFD NetFlow TrigiiiE 0 {5
O =rEmlEd. J0—THRR—MRICIL IPFIX 2 & AT

ETA LD E L HLLEHEOLET,

(Enable ETA

Processing) 0 ETA & X-Forwarded—For LI &E —#E ISR E I A &L TEE
A,

ETA % Dell £7=1% PowerEdge FlowSensor ET )L CHZNIZT
L5 EIFTEFEE A,

e e ~ . ..  FlowSensor4000 ) —XAEHDTA—ILYZIT7O—T —2%E(E
O—FN\TUDYT 2 ESHEIRETEET,
DAL (Enable . - — R o

TAZBAAEAICIE. COA T avEFEARALET,

Flow Sensor 4240 /3 2 x 40G A 3 —J A R&{ERT5H 4x 10G
(SFP)A 23—z A REFERIT N EHRETEET,

. . COREMNEEICHEET HICIE. EHDT7O—aLy3&FERALTE—F
G- ITAARR (SUULTEERICLTRBENBYET  FMISOLTIE, [Flow
DE=F—)27T Sensor and Load Balancer Integration Guide [Z# &L TLEE0Y,

AT avidk, 70—k Y — 4240 TOAEHTEET,
TIHILEDERTEIL 2 x 40G TT,
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2.T7TSATUVARAREDTET

RH B2

ROVWITNODRELTERTEET

FTRTHDERR—MNIBE—DHEF vy 1% FH (Use single, shared,

cache for all monitoring ports) :

FyyiaE—F
(Cache Mode)

XN —TA T HNEETIEEIFERLET,
FTI)Vr—La  EEBEEEIC1 DORET—T L,
KYDIEWNAEY ZEFEA,

SRRIIZEYIELY pps MLIEER
HRELTERDAUEI—TIARAEEKRT 1 DD NetFlow 1Rk
MMERRENFET,

20— oY —|ZTFR—kA 2 DEEIFTEFEL . TAP TS TLY
BIGEIZDH. ChEFERLET,

BN — RS &I SI L= vy 1% {# FH (Use independent caches for
each monitoring port) :

20—t Y —AUB—TzA R EITN\TIrD EEHRNITH
nEzY,

KYBLDAEYEFA,

2EMIZEYE L pps MEEER,
BAVE—DIARIIIHBEDBEETT)T—30 T—ER—X
FHEELETS,

HRELT.BEDNNT YN ERHBT I I—T(RAZEICEE
D NetFlow La—FAERENhET,

4. [EF (Apply)1 &9 L TEREERELET,
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2.T7TSATUVARAREDTET

2. 7T r—a3 %8BT 516D Flow Sensor DERTE (AT 3aV)
20—t oY —TT7IVr—a %8Rl 5568, ROISIIZERELET,
1. FlowSensor 7 I SA 7 RABEBAA—TIA(RICATAULET,
2. [E%7E (Configuration)] > [F¥#li5% T (Advanced Settings)] &9y LE T,
3. [7TUVHr—32IDDITH RHR— (Export Application Identification)] Fx v v I RE74 >
(ZLET, TIAILTIH,. COAToavIdBRESNATOEE AL
4. EHDEBNC NHDHBE. [Fyya E—K(Cache Mode)] £ a>TROVNT LD
ATavHERRLET,
o TRTDE=A—NT R—ME—DHEX vy 2% HERHT S (Use single,
shared, cache for all monitoring ports) : i @& . TAP AR TOO—%E=4—1) 5§53
DRATLICHLTERLET,

o E=A—YG R—IZEIZEB DX v 1ZE AT S (Use independent caches for
each monitoring port) : i % . SPAN AX TOVA—%E=42— T BVRTLDIG
B.BFUNTF—TURERILTIVLENHSEZEITERALET,

3.T7TSAT7 U RADEIE)
1. [324E (Operations)] > [7TS5A4 7 AN B2 &) (Restart Appliance)] Z3&IRLE T,
2. 2.F7ITFATVABREDETIRYET .

_32_
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3. Stealthwatch TRIbY T 9S54 T bD AV AM—)L

3. Stealthwatch T XY T 9547 bDA R
N—J)L

Data Store Z& ¢ Stealthwatch MWERESN TULVSIH S (X, Stealthwatch TR+ TH5
AT7UMMIERALEE A,

LLTFDFET. Windows ZE1=[& macOS 2 AL T Stealthwatch T ROV T 9547 U hEA VR
I"_)[/inj—o m@ﬁf:fi%bf(fféb‘o

Stealthwatch T AUV T 954 T URDSESEE/N—230FO—DILITAVR—ILT D
CEMTEFEY,

Stealthwatch TRAIMY T DSA T CDERD/IN—23 (27 0€ATBIZIE. & SMC IZH
WTELRBRITIZFAUDARBEICRYET,

T34 SMC &thoF1) SMC Dl AZEFERALTLNSIGEEF. —AD SMCZEO5 4L
T.FDEES—ADSMC AT AT EIRHERHYET,

Stealthwatch T AT US4 T UL DBEHDN—23 0 FRIRFICEHCCENTEET,
Stealthwatch DRFTD/N—TaAVITEEFT BI5E (X, Stealthwatch TRIMYT 54Tk
DHLWWNAN—3 AV A= LT BDERHYET,

Data Store Z BB 315 & L. Stealthwatch Web 7 1) —< 3% {# FAL T Stealthwatch
AR ILEEZA—BIUVEERTFELET , Stealthwatch T ROy T 9547k Data
Store EEEABHYEE A,

Windows Z{ERALI=T ROy T 95472 hDAA—IL

o Stealthwatch TRAIMYT 95AT b A Ah— LA BEIAERZ > TV %
ENHYET,

o Stealthwatch TRAIMYT OS54 T UMIIZ. 64 EVFDARL—FT 42T O RT L
PHETYT,R2EYRDARL—T 42T D RATLFEIE Linux TIXETTEEE
Ao

>

. SMceIzagd A4 LET,

[4 > O0—K (Download)] 74V & v ILET,

Q.Lﬁ@

exe 77AIWNED)IILT AV R—)L T RAZEFIBLET,
4 —RDFIEFEEITLT Stealthwatch TRIMYT 9547 EAVAM—ILLET,

5. TRYUMYT LD Stealthwatch TRV T 954 Tk 7439[2 &) ILET,

SMC A1—H—&EFLUP/NRT—FEANLET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -33-




3. Stealthwatch TRIbY T 9S54 T bD AV AM—)L

7. SMC H—/N\—ZF=(XIP FRLRA(Pv4 =X IPv6) E A ALET,
8. EEICRRINBIERIZKSOTTRIMNT USATUNERE. TITSATUVADTATY
TATABAEZEELET,
AEYHAADER
Stealthwatch TAIMYT 9S5A T AV B—DIAREETTBE=HIZ. 9547 haVE1—4
TENWWHTEIUVEALTIERAAEY(RAM)DEFEEBTEET , ALVTLEZHDRF ARG
REDT—% vk (100000 BAFEBZSLa—RFAEENT-70—HT)EE)#RKSBEIE. Y
LTHAE)EEOFTTEERETLTESLY,
1. Windows Explorer T, 7k—LT4L IR IZRRELET,
2. TNEDITAHIEERDIEIZEEFET , AppData > O—3% > Stealthwatch,
THILEMIERTDIZEIL. [Stealthwatch IZRFETILELRHDIGELHYET,
3. Stealthwatch T4LZ k)T, BHI®D Stealthwatch /A\—230 MEENTWNVAIAHILE EREE

ij_o

4, BEYLGRETT)r— 3% FE AL T application.vmoptions 774 JLZRZE. fREZEHIEL
FFT(CDIT7AILIL, Stealthwatch TRIMYT 54T U eI =RICERESNE
EDP

B/IAE)H AL X (Xms) :512MB L EZEY LB TR LEEREFOLET . cOBS(X. 774
LD IFEEDTIZRTINET,

AVTUVEEHLI- 1T TRARTDITAEIDIEE . TOEGR TERARTINTDH
FESRLT, EOBFINRPAE) YA XERLTVENEFERL TS,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

BAAEYHALZX (Xmx) : R RKAE)HAX(ZIE. FRXTAVEL—2DO RAMDESDH AR
HE|YUTRIENTEET . COESIE. I7MILD 4 BB DITIZRRTSNET,

AV TUVEEGLIZ T TRRT DI TA2D5EE, TOERTHRARTINTNDHH
FESHLT. RARAEITAZXERLTVDHFEREEL TS,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

FTRTOEBEEZFERALET, =& 1E. Xmx0.5m TlEEL, ~—xmx512mZ A HDLET .

e Stealthwatch TRIMYT 9S4 TUMHBEEIZIND T 1T B5EE AE) U4
0 RERELET,
o Java [ZBHET AT T— AytE—UARTRINDIGEE (X ShEYB/NSLEAE)E|
YETEFBRLTZEY,
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3. Stealthwatch TRIbY T 9S54 T bD AV AM—)L

macOS ZFERARALF=TRAIMYT HS5AT7rDA A —)L

o Stealthwatch TRAIMYT 9S54 T e A A— LA BEIGHERZ > TS0
BEAHYET,

e Stealthwatch TAIMYT 9S54 T UMLK, 64 EVRDARL—FT 42T O RT L
PAHETT,REVRDARL—T 40T D ATLFEE Linux TIEETTEFE
Ao

1. sSMCIzES A4 LET,
2. [%9>O0—FK (Download)] 7Aa>& 0w ILET,

Qlﬁ@

3. dmg Z7AIEIIYHILT AV AM—IL TOLRERIKLET,
TAAVETAHIA L, LTSRS KIICEZR—IZRTEINFET,

Do Bmarvaiedn o [ 00

fo69) A
(A X))

\J ’ S ’—

[= ~ % WS TE

4. Stealthwatch TRIMYT 9547 UMD T A% E) TFI)r—230DIHILE RSy
JLEY,

FAAUIE, RE—F NyRIZBMENET,

T Ay T £ Stealthwatch TRAO YT 5S4 Tk 743“/@ #=9)voLEd,
SMC A—H—& B LUV /NRT—FZAHLFET,
SMC H—/N\—&F=XIP PRLRA(Pv4A £1=1X IPv6)Z A D LET,

EEICRRSNBIERICESOTTRINT VSATUNERE. 7TSATUVRADTATY
TATAEEBHEFEFELET,

®© N o o
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3. Stealthwatch TRIbY T 9S54 T bD AV AM—)L

AR AXDER
Stealthwatch TRAIMYT HS5A T A BA—TIA REETTH=HIZ. Y954 T arE1—4
TEYYTEIUFLTIERAAEY)(RAM)DEFZERTEEFT, HLWTWWSZHDRFAUMS
RKEDT—4 Y (100000 BAFBASLI—RAEENT-70—HT)LEE)#/RSBEIE. EY
LTHAEEZEOTIEERETLTESLY,

1. BET.R—L TALIMIIZBHLET,

2. Stealthwatch 74 /LA ZREET,

3. Stealthwatch T4L 42T, HHID Stealthwatch /N\—2aU REETNTWND T4 ILS EREE

E I

4. WYIERET ) — 3 % E AL T application.vmoptions 77/ ILZHE. fREZRIBL
_?_T (CDT7AILIZE, Stealthwatch TRV T S5 AT U bR AWV -RIZERSNE
)o

B/INAE)H AL X (Xms) :512MB L EZEY B TR EEZREOLET . COBEE(X. T74
LD IBFBBDITIZRREINFET,

AVTUVEERKLIE1N T TRARTDITAEDISE T, TOEGR THEARTINTLEH
FESRLT, EOBFINRDAE) YA XERLTVENERERL TIZELY,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

BARAEYHAX (Xmx) . RARKAEYHAXZIE. RATAVE2—2DO RAMDESDH A X
FENYLETEENTEFEFT . COFSIX. 77MILD 4 BB DITIZRTSINFET,

AUTUVEEHKLIZ 1 ITTRARTDITAEDE S, TOEGR THRARTINTDH
FESRLT RARAEVH A XZERL TV SHFERERL TZEL,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

TRTODEBEEEZFALET ., =215 Xmx0.5m TlEAEL ~xmx512mFAALET,

o Stealthwatch TRIMYT 9S54 T U MHBEIZIN T 1T B5E1F AF) YA
0 RERELET,
o Java [ZEET HIT— Ayt—UMRTRINDIGE(X. CNEYB/NSHEAEE|
YHBTEEERLTIZEL,
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4 BEOER

4. BIEDHESE
RDOFEZE{FHALT. Stealthwatch Management Console H NetFlow T—4A2ZZ{EL TR LA
BEZELET,

Stealthwatch % Data Store EEBIZBRILIZIGE . BIEZ MR T HICIL[Stealthwatch
0 Data Store Hardware Deployment and Configuration Guide & f=I&[Stealthwatch Data
Store Virtual Edition Deployment and Configuration Guide|ZZ& L TLfZ&LY,

NetFlow T—2UNE D fEER

1. Stealthwatch TRAYEYT VSAT DI BA—T 54X W)—T, 70— aL93&G9)y
ILFET . [AT—AR A (Status)] > [NetFlowaL o< 3> AF—4 X (NetFlow Collection
Status)] DIEIZEIRLET,

%% Enterprise

[T SMC

= ‘e ACME Corp

# Host Groups

[z Network Devices
{0 vM Servers

E',; Maps

{3 FlowCollectors

[Z2 R~ rlowiCollector VE-01

(3 Identity Services « FlowCollector Dashboard

. i [} External Devices

[+ e Test Domain Status > | @ FlowCollector Dashboard
Configuration " | Alarm Table
Expand All Ctrl+Shift+E | 4 Flow Collection Trend
Collapse Al Ctrl+Shift+C | @ rjow Collection Status
Refresh Tree 1 NetFlow Collection Status [ |

1 Mitigation Actions

2. [NetFlowalL 273> X T—4 X (NetFlow Collection Status)] R—U T, KExa A bD EERIZ
35 [IR7E DNetFlowb=7 1% (Current NetFlow Traffic)] 74— ILRZSBLET , CD#E
SHEIRITEHE SNz NetFlow FS 749D EZRLET,

o FITAVIRRTEINTNDEEIE. ROFIRICEAET,

o FIT4YINRTRENTUWVEWNZERIF, TVAR—EELIVIL—IDHRELHEZELE
9, FEMICDONTIE, SMC UZATURDF US4 NVTESRL TSN RD
FIEIZEHET
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4 BEOER

¥ Filter & Domain : Lancope

& FlowCollector for NetFlow : FlowCollector-Primary (

Summary
Interface Current NetFlow Average NetFlow Maximum NetFlow
Count Traffic (bps) Traffic (bps) Traffic (bps)
FlowCollector-Frimary: | 28 250.47k ) 264.87k | 203.12k) | ¢
Status ¥ Exporter +f[Longest Duration Export (seconds) % [YExporter Type “? | Average Flow Rate (fps) ™! | Average NetFlow Traffic (bps) % | Interface Count %
L' core0l 71 Exporter 159 58.86k 7
(W—.0.1)
g .04 67 Exporter 92 128.94k 3
v W—200.2 60 | Exporter 74 31.62k 3
L% asa0l Cisco ASA 49 40.95k
(e #.200.1)
¥ 0241 60,  Exporter 2 2.67k 9
M—Mﬁwm g it

3. [RPEUWVEEGEER O T X7R—k (Longest Duration Export)] 5| ZS BB L TLIEELY,

SIDEM: ZDF5EF v aR—FRIZEMT BIZIK, FINVFT—EHGI)vIL, A=a—mb
(bR GEER DT X7R—k (Longest Duration Export)] ZEIRLET .

4. ZBIHAR—EDIEIL 100 KYELTTTH,

o TEWVIDJBE, FrvPaDIHVAR—F Z(I—IFEETY,

o TV IDHE . BIMBIFF vy 1DIIRKR—k 2L I—MNIELGNEZERL,
BT I—LNRETDHARMELHYF T TVAR—IELIVIL—FDRELHE
BLES FHMIZDOVTIE SMC U547 DA US40 NVTESRU TS,

5. Congratulations! Stealthwatch D AT LEREMNTE TLELT=.

6. RDFIF:15. AR 1Z2HEFEL . FHBHAR AR T I BRI Cisco RAX—FTFHI MR
mAVARIVRAEBHRLET

90 BRI DA AR T I BRI E RA U RA A EEFL TS0, FHIEEAR AR
T95E 7O0—RENMELELFET, 70— NEZBERKBIBHICIE. RFAVREVR
E&RLET,

7. Stealthwatch [ZRIDH—E REMEEZBINT BIZIE, RD)Y—RESHBLTLEEELY,

e SMC 7x— /LA —/I\—FBERDEE
o BRBAUTIVSIVARI—RDERIE
« SAML SSO DE&E

Cisco.com ZZ ML T Stealthwatch DA A FZ#EZEL . Cisco Threat Response. Cisco
Identity Services (ISE) . TACACS+ 7% E D BNMMEAEZETELE T,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -38-


https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-and-configuration-guides-list.html

4 BEOER

Stealthwatch DERAZBART BIZIE, COAMRDRDIELSRLTIZEY,
o [FL®IZ:Stealthwatch DIEE JDIEIZ(X. BREOEE, IMEDRE. BE~ADX
I E AT AN RS INTLET,
o Central Management: 7 7 SA 7 ABEERTELZHDFMMDOLTIE. ZOHAFD
[ Central Management |DIBEZ SR L TLIEELY,
o FSTNA—TFAVT  ZDOHARDINST IV 2a—T42 T IDEESBLTES
LY,
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5514tV

5. 24tV X

DRAARI—bYTRDIT 542U TEFERLT. Stealthwatch D7 TS5 TV A B L UHEEE
54t LET, EHIZDOULTIEL, cisco.com DAI—R AT ESBLTLESLY,
o AUTAY RS A T B XU Stealthwatch 4 54 THEAT BIZIE.
[Stealthwatch Smart Software Licensing Guide|ZZSBLTLZELY, COEFEIZITA 25—
TYNTOERADBETYT,
o 7540 : 90—/ TT7 Xy TRIRT—IDSAVRAF T3> DERBIZDOLTIE,
Cisco Stealthwatch YR —kZEHKL TS0,

e Cisco A¥—F7Hk:Cisco AX—h 7 HOUREERTET BHIZIE,
https://software.cisco.com TEEkY HH . BIEFIZEBEILVEHELIZELY,

FHE—F
Stealthwatch ZEHIE—R CEAT S, FE RSN -HEEE 90 HiE{ERA TEZE 9, Stealthwatch

DT IAILNEREE R RRISGEARAL TSI/ U REMBEE T HOUMIBMT BIZ(F, RY—k Y TH
VDIT FAEV T DERBAVREIVREFRRLET,

90 BRSO SMEARI AR T F BRTICH B A2 RE REBF LTS, LR AL
A THRE JO—IEAELLET, JO—INEEBEBLTICIE. BRIV RER

EEHELET.
Smart Software Licensing Status
Registration Status: A Unregistered
License Authorization Status: ( A Evaluation Mode (31 days remaining) )
Export Controlled Functionality: Not Allowed
Product Instance Name: c9b048’
Transport Settings: Direct View/Edit

o BHE I ——: Stealthwatch Management Console TAY—,SA LIV T DAT—RR
LERAKRDOFMERERET SICIE. EBELI—Y—LLTRTAIULET,

s RYB#:FHEE—FDRKRYBRERERT HICIE, EEEHEI—H—LL T Stealthwatch
Management Console [CA%' 4> LZE T, [Central Management] > [AR—,SA4 5
(Smart Licensing)] DIBEIZFEELE T, [S1 2 RE B X T—42 X (License Authorization
Status) ] #fEERLET S

o BlRAVARRAVR BIRAVRAY REEERRD Stealthwatch DE AV R AV RIZFEHT
LEAFTHY. StealthwatchBEALY—ILEBB T ISATUANEENET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -40-


https://www.cisco.com/c/en/us/products/software/smart-accounts/software-licensing.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html
https://www.cisco.com/c/en/us/support/index.html
https://software.cisco.com/

SMC Zx— LA —N—FZRDES

SMC Zxz— /LA —/"\—FBZDEE

TJx—)LA—N—RTFEFEATHE. 2 DD Stealthwatch EEILY— )L (SMC)RIZ7z— LA —
IN—RTEREIL, —AD SMCEE5—AD/\v o7y Ta)—)LELTHEES B A ENTER
ERS

ELEEELTERT BIZIEL. [Stealthwatch Failover Configuration Guide | CE4ZHEZEL. FDF
JBIZHE>TLI=E0Y,

TS54<T1) SMC WA TSAIZH->TH, SMC DO—/LIZBEEIMICRKBINZ AT
A ELTLE&LY, [Stealthwatch Zx— LA —/N\— a2 Ja4F¥al—ay HARIZEEHS
NTWBIEFTSMC OA— )LEZZEEBELTLESELY,

TJI—I)LA—IN\—DE&TE
SMC Z 71— LA —/N\—RF7ELTEFET BIZIL. [Stealthwatch Failover Configuration Guide ] D
FIBIZHLET,
CDAARIZIE, EEIZERETH-OICEEL, RESOHMBENTZHINTLET,
o BFEAE . 7ISA 7V RABICEEEZZRELTCT IIA TV RARIETNEETESELSIZT =6
S BEBELBTISATUADEEANIZELWIAZZRELTWAIEEHELET,
. Q;;J_77“17774)b:71—)lx7]'—/ \—REERIRT BRI TTSAT U RENITITL
o BEDIEF: zHF1) SMCEIz—)LA—N—RIZRELTHETS54T!) SMC & EL
F9,
e O—J)LDZEE: 7547 SMC BNAITSAUNZH-=1BEIE. ZOHARIZRENTWBIER
TSMC DA—)LEEBLTEZEL, IBFIFEE T, O—/LIZBEIMICKRBINEE A
o FMSTNaA—TFTo2T R FIZDOULTIE, [Stealthwatch 7T —)LA—/N\— a2 TJ4F 2
L—ay A4RIESBLTZEL,

A ELGEELTERT BICIE, [Stealthwatch Iz —)LA—/3— a0 T4FaL—2av 7
ARIDFIBIZHE> TSN,

T75A4R)ELVEHAFYDOO—)L
RED—EELT. TS547) SMC &tHUE) SMCEEIY LU TET . BEZRTETHE. XD
ENfTHhNET,

« T34 SMC: F54<! SMC [FZDFAVERE, I—HF—8RE. BIUKRI—E+th
R SMCIZF Y alEzT ., 54X SMC TlE. FTSATUADER . 7TSATUR
BREDEE,. NRT—FDER, 75—LDEE. RIO—DERLEEXITVET,

o« EHhUH) SMC:h2F) SMC (FEBDHREFHIBRLET, LI=AA>TTS/,4<!) SMC D
BRELVRELRPATEET, T, EHUF SMC HNFTRTOI—HF—|Zx L THRAH
YERIZEEINET, LI=A2T. EHhoF1) SMC DEISLIvIZ7IERTRIELEHY
1) SMC Mo T77AIVERIGT AL TELRRYET,
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BRHAUTICIVRIT4—RDERIE

EZBAVT)OI AT —RDEIE

EBAVT )OIV RT4—RIE, YT =9I T 5ERBICET S 0—NILEBRA Ty
ARI4—F oD T—R%RHLET, T4 —FIIBEICEHF N, BEEOHSTIT,ETAIZEH
SN=2ERHLMOTWNSIP PRLR R—hES., TALIL, KA, BXUP URL AEFENTLY
*9, I4—FIZlE. a<w R 7R avkO—)L H—/\—_ bogon. LW Tor DEHRARN )L—TF
NEFENTNET,

ZEATIC IR ITA—RDSA( 2 R% Cisco AX—RFHAHUNIEBMLES, FIBIZDOLNT
[%. Stealthwatch AZ—k VY IrH 17 S48 HAR [HEEB E2SBLTESL,

Central Management TI4—REFRNTTBIZIF. AVSAUANLTOFIBIZHWNET , FIEO—
EELTDNS Y—/N\N—ET7AT7 74— IVERTET AT EITEFRLTIIZELY,
1. 754" Stealthwatch Management Console (A4 A2 LET,
2. ['8—/\)LE%E (Global Settings)] 74V &E 9y LET,
3. [ & (Central Management)] ZERLET .
4. [A—H—(User)] PAaLEIYvILET , & [Stealthwatch 725> AL T
(Stealthwatch Online Help) ] Z3#iRLFET .

5. [77S547 > RE&%E (Appliance Configuration)] > [BEA>T) P12 AT74—K (Threat
Intelligence Feed)] Z3EIRLET .

EZRAVTIOIRTA—RDNERIZIE-TULVNSIG A . Stealthwatch Labs Intelligence Center D7
A2 Stealthwatch T RO TISATURDREV) — 2T 5—LARAT—RREELIZR RS
N BBIEERANM V=T DTSV FIZRREINET , 5FMICDULVTIL., Stealthwatch T ATy
T 9547 A—— HAF [REB] F=FA U TAANILTESRBLTESLY,

FUOTGANNT :F o SAUANITIZT I RT BIZIL, [StealthwatchZRA TP TV R
17> 32— (Stealthwatch Labs Intelligence Center)] TS FEH9voL . [RTE
(Configuration)] > [SLICE B 74—R E% %€ (SLIC Threat Feed Configuration)] M JIEIZZFEIRL
F9 . [NILT (Help) 1 %#9)wILET,
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=L =
SAML SSO DX TE

UTOFIEIZH-T,. EXa)T4 7 H—2a30 v—9F7VvTEEB VT IL A4 (SAML
SSO)ZH/RELET,SSO [T, a—HF =M1 HHDILT ULV IILTERODT IV r—2avIZ7o+
ARG BHEETREICT BRI TAERTT,
RDBENYR—FSNTLENEIMTEFELTLESLY,

HR—hx& BR—bxR5

SAML/SSO % fits Microsoft Active Directory
Federation Services (ADFS)

Stealthwatch T XYMy T 9547k
Microsoft ADFS DA > TLIAY)a—3>  Microsoft ADFS D59 RH—E X
# & Windows Z2EF (IWA)
EBmooxy

&85 —E R (External Services)

SSO ZRET DICITRDIEHRHANVHETT,

B o
.. _ N CODURLIIZITEEEBEN A B FEIXIPVA T
VAT BN L FLREERT ZRENHYET,

IDP @ URL MITHTTPS | CIREAIHZE L. CAEE

— = ,— N\AA DEFER=
FATUTA4T4 TANAE DFEAE BAEE4 o A—RL TS,

FATUTATA —EX FO/A(4 (IDP) D URL BTHTTPS I TIaF 55 &(E. JL—F CASEEASE
% SMC SRR 7ITEBMLET .

0 IDP @ URL MTHTTPSITIRELH WAL, COFIEERFTYTLTROENS. H—E
ATONAFTDHREIELENTEET,
UTDOFIEIZH->T, JL—k CASIBAE % SMC S8R M7IZEBMLET,

1. [Central Management] @ [Appliance Manager] R— T, SMC @ [74933> (Actions)] *
:1_§7IJ‘V7L$¢O
2. [775A47 2 RAERD#RE (Edit Appliance Configuration)] Z2ZRLET,
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N o g &

oo

[Appliance Manager] > [£fi% (General)] 27 T, [{E§8AF7 (Trust Store) ] o3 %R D
+F9,

[#7#RB 00 (Add New)1 &0 LET,

[ZL K1) 4 (Friendly Name)] 74— JLRIZ, SEBRE D ZRIZAALET,

[D74ILD:EIR (Choose File) ] 0w ILET  HTLLGEASZSZERLET,
[EEBAE DB NN (Add Certificate) ] #9)v I LET , UEFERANT (Trust Store) ] ) AMIFTLLY
SEAEN RTINS EFERLET,

[EXTE DEF (Apply settings)] 0w LET , BIEICRREINSIERICH>TIEMHELET,

Up:[Appliance Manager] R— T, SMC W R EERZE TL. 7ISAT U RADRAT—EA
MNUp ICRBZEHFFERLET,

| A

REDEENRBAROMIE, TTFAT7 v REBREBIEALTZEL,

10.

11.

o ~ w D=

tHUF) SMC HHZIHE X, COFIEF#EYIRL T, JL—r CASEBHZEF AU A1) SMC
EBALTIZEMLETS,

JL—b CASEEAZE % SMC EEEARTZIZEMLI-E A X ROEIavVIERFT,

SMC a2V —/)LIZroot ELTET AV LET
SystemConfig EANLET , Enter ZHLET,
[E¥#lE% € (Advanced)] Z#EIRLET,

[SSO] &#RLFET

[SSO B/ %% (ssoEnable/Disable)] HY [#E3%) (Disabled)] ERIREINTINVAEFFERLE
ERR

System Configuration
Select an S50 configuration setting.

W

Qs s (o (0 0 (W00 (8 (% (% 1% (808 (8 (B R IRRIR{8 (%08 (808 (RIBCRIRISIRIR(% (B (BN (RIBERINARIN (818 (WIRLRIBARIN (%1% (808 (R (RIRARIE(WIWIEI%(R(BIRARIE 1N, =
bo4 soEnable/Disable

b4 CredentialDescription

X IdentityProvider (IDP)

4 DownloadIDP Disabled

b4 ServiceProvider (SP) HNot Awailable

b4 s300nly Disabled

b4 Status Hot Configured

X SaveChanges Save Configuration Changes

m

< Cancel >

Ui bt ;o bbb bbb BB BB b M oMM

JOIOep ] 1 CI I CI T 1 CI I CI T I CICICCop I CICICCop I I

[7AT2T4T4 FANA( S (IDP) (IdentityProvider (IDP))] Z:&4RLE T, [#i4T (Continue)]
OV ILET,
FATFUTATA TANAE DRET7ANEL IO~ TEH RLEANLET,

Requirements (B#) : T2 MR AM VB F =X IPvA FRLRZAADLET,
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8. [II;P _;_D’Sl“ 7> B—F (DownloadIDP)] Z:#RLE T, B IZRRINDIERIZHE-T, IS
L o

9. [ZEFE DIR¥F(SaveChanges)] ZEIRLET , [#t1T (Continue) 1 #71)vILFET,
BIEOERICEST.IDP EREI7AILEFO—RLET,

10. [SSO]Z:&IRLFT,
1. [H—E X FA/\( 4% (SP) (ServiceProvider(SP))] Z#:2LE 93, URL ZaE—L TLIEELY,
NIETAToTAT4 TONAFTDEFIZFERLET .

12. [<7\7__C;—91(Status)] ZHEEELET , Chdt K (Ready) ] ERTSN TSI EZEHERALT
=&y,

AIIAIIIIITIIIITITIITITITT s iaisiisisniss(eisisisiaisis s s nisinis (s (n]

k
=
=
=
=
=
b4
b-4
=

(e(= (e (e(e(e (= (s (s (e ee el (s (e (e e (e (n (o e e (s (s s o fae (e (s (s (o (oo (e (e s (s (e{e(e (e (s (e e e (e (e (s (e (e (e (s (a o a e (e (s (s m{a{e (e = (=]

QI aaaIqaaaqaaaaaaaaoaaqaaaaaaaaaaaaaaaaaaaaaqaaaaaaaaaaaaaaaaaaqaaaaaqdd

L
=
[
[
[
[
=
|
|
= tatus Ready]
[
[
[
[
[
|
|
[
[
[

4.SSO ME®MIE

1. [SSO B%h/#E%H (ssoEnable/Disable) ] #:&IRLET,
2. EIEICRRSNDIERIZHEST. SSOZEMIZLET,

3. LTI ILMDERBA (CredentialDescription)] #ERLE T, (1T (Continue) 1 &) vy
LEI,

4, A—H—H0TA2FB=HITHER SSO Y—ER LTI vIILDERBAEAALET,
5. [OKIZVUYILET,

6. [IDP A 7> 00—k (DownloadlDP)] Z:#iRLET , HTLLVSSO BREEXRFTIVNELNHD
*T[DP W& > O—K (DownloadlDP)] ZEMIZLET,

o [#%1T (Continue)1 &V vHILET,
o HEIZKRRSNBIERIZH-ST, [IDP DF > 0O—K (DownloadDP)] #EXHZLE

o

7. [EEDORTF (SaveChanges)] Z:&IRLE T, [#:1T (Continue) ] 01y LET,
8. VATLEEFEHKRTLET,
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1. TS DTRLR T4—ILRICH—ER TONAF D URLEAHALET,
2. Y—ERTOANAZ DA T—RIT7A )L spxml &I O—FLET,
3. spxm ZERALTCTATUTAT4 TANATEHRELET,
4. BIEIVL—LA(TI2TA—F—DEFA—I TRLADEEN TSI LEHRELET,
 Pl: BIERLT A Active Directory DIHE . RIEIL—L 814T% LDAP BESA(T D
A—H—ID DEFA—IL PFLRIZRELET .
* Microsoft Active Directory 757 L—3> H4—E X (ADFS) :IDP %4 hS ADFS @
BEIX RODRIL I —ILRRREN TSI EEHERLET
c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue
(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, Value = c.Value, ValueType = c.ValueType, Properties

["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://<IDP FQDN>/adfs/com/adfs/service/trust", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<SMC FQDN>/fedlet");

SSO A—H—%EBMIT BIZIF. ROFIEEFERALET . A—F—IETF7AToT14T4 TAN(E%
NT(FPATUTA4T4 7ANAFZ&>T) RBEIShET,

H L~

SMC (Stealthwatch Web 77 —au) 2R AU LET,
[ B—/\JLERTE (Global Settings)] 7AaV&E 9w LET .
[1—H—& I (User Management)] ZEIRLET,

[{ERK (Create)] > [1—H— (User)] DIEIZEIRLET

FIBICDWTIE, [2—H—(User)] 74V ESY v LET , B [Stealthwatch 7251
A LT (Stealthwatch Online Help) ] 3@ IRLEY . 1—HF—DEBMDFHMIZ DN TIE,
[1—H—0EIESBL TS,

T4—ILRICAALT. HFLWA—HF—FERILET . RO LS 2 —F—% R ELTLES
LYo
o EBEFH—FE X (Authentication Service) : [SSO] Z:EIRLE T,

o 1—H—4% (UserName) :IDP 7H IO UL DEFA—IL TRLADRHDERREAHL
FI.IDAOTAUBFIZSSO ITERAINSEDERILTH A EEFMRLTZELY,
f=&Z L. name @ cisco.com DIFE . ZDT4—ILRIZI name JEAFILET .

6. [fR7F(Save)1ZV)vILET,

[1—H—& I (User Management)] [Z [SSO —H—(SSO User)] RSN TSI LA
ERLET .
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[SAML] #:E&IRLFET,

S

Dashboard)] MBEFET,

SFUE

Tho OO YIT IR

IDP XML 4 9> A—K TE4LY

IDP BXREZREF TS

ZDHDREE

SMC (Stealthwatch Web 7 )4 —3) (AT A LET,
A A R—=ST . KAyTEH x50 )vILET,

GLToov L REVED )V ILET,
ATA2 LTI IVEAALET, [EF ) T42H 2 v 27K—FK (Security Insight

FEC

RETHIOVNTHOEREFERLTOATLERETI[SSO
MDH(SSO Only)] ZEEMIZLET,

IDP SEBAZE M SMC EEERMZIZ7 YT A—REh TS
CEEERALET,

IDP EREZRART. AALI=T—ENEET. KRHEAX
R—ZANEENTIVEWNEZHERLET - IDP A
AU ERRFET,

FRALTWATSHHED SAML kL—H—%4 9>
A—KFLZEYT,SSORT A% #YRL T, IDP & SP DE
DRPEHERLET,
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Stealthwatch DI E

Stealthwatch M HFE

TITSATOADEZEEMNTE T LI=5. Stealthwatch A2 SANANIILTT. BEOEE ., $IMEDRAE.
ZBADOXIGEEICEAT HIETREBONET,

Stealthwatch DHEEIZDUVTIZ. Stealthwatch A2 SAUANILTDIEFEHREZS B L TLEELY,

[1—H—(User)] 7AavEH v LET, B
[Stealthwatch =254 > ~JL T (Stealthwatch Online Help)] Z:&RLET,
R—T M L& Zd 5 [Stealthwatch ~JL T (Stealthwatch Help) ] A =2 —%&IRLFET,

[Stealthwatcha7R—F >k (Stealthwatch Components)] > [Stealthwatch Management
Console (SMC) M#EZE (Stealthwatch Management Console (SMC) Overview)] >
[Stealthwatch Web 7 1) —a> M /3\—2 3> (About Stealthwatch Web App)] D JIE(ZEER
LEd,

L =

FYRT—0F 2 )TABBD—IRELT, WO DEBEELXITOIVLELHYET . ER—D
[ZT7OERTBHDAZ 21—, ROBELEVIEELIZTRTEINET, FIBIZOWLWTIE, FED
R—hvi, [l [A—H—(User)] 7A > > [StealthwatchA >S54 >~ JL T (Stealthwatch Online
Help)] Z#R L THESEL TKIEALY,

o RANTIL—T DE&TE ([E%E (Configure)]> [(RRAN JL—T & (Host Group

Management)]))
o RUI—DEREER ([ERTE (Configure)]> [[R1) L — & (Policy Management)])
o JO—RBRFEDER ([H#7 (Analyze)] > [7A—1&F (Flow Search)])

o Stealthwatch #{FE R T A=D1 —H—ERDEE ([&/ B—/\JLEXTE (Global Settings)] 7
A4 > [1—H5—%EH (User Management)])

TS5—Li ARV, RAMEEDFRAEIZDULNTIX, Stealthwatch A SAUNILTDIERESHEL
TLIESELY,

R ——(Usen] 71avEHYVILETS
. [Stealthwatch >S54 > ~ )L (Stealthwatch Online Help)] Z2:&IRLE T,

1
2
3. R—T M LEEBIZH S [Stealthwatch ~JL T (Stealthwatch Help) ] A=a2—%8RLET,
4. [ENEDEAZE (Investigating Behavior)] Z:&IRLET .

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -49 -



Stealthwatch DI E

Z B~ DRI
RS —IEHRIZDULNTIX, Stealthwatch 2 SAUNIILTDIFEHRES L TS0,

1. B [a——(Usen)] 7rav g5 v oLET,

2. [Stealthwatch 254> ~JL T (Stealthwatch Online Help)] Z5&3RLET

3. R—=T D LEERIZ&H B [Stealthwatch ~ LT (Stealthwatch Help)] A=a1—%3&IRLFET,
4. [BEA~ DX (Responding to Threats)] Z&IRLET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -50-



Central Management

Central Management

Central Management Z{E AL T. 754 < SMC W7 FTS5A 7R EEE LET, CZTlE.
Central Management D ZEIZDWVTERBALE T, &IP3 DEFEMIZDULNTIL, Stealthwatch 7
DAY NIVTESRBLTESLY,

o Central Management [ZDUL\T : 7 754 72 AN Central Management [Z& > TEEIN TLY
BI5E. %h%@X?—QxéﬁﬁgﬁfééwliﬂﬂiT~ FIZATOREEDwRE. VIbDT
TOEH. BEEH ., DyyhI OV LR EEEEBTEEY,

o Stealthwatch >S4~ )L : Stealthwatch =254 AL TEBKIZIE, [ —F—

(User)1 7Aav %5 w9 LET , B [Stealthwatch7 >S54 >~ LT (Stealthwatch Online
Help)] Z:&RLET

T 7T 54 T AN Central Management TEIEINTWRIEE. 7T SA4T7 U ADHEEEIZIL. Central
Management 8LV T T SA TV RAEBAVA—DIA R (T ITSATUREE) ST IOEALET
(ROKRESR),

Central Management FISATIOREBAA—TIAR

FISATURERDRE Y RT LEFEHERORT

SAtUR RF—AADHR HE)

BRI7ANDINVITIT T—ER—=RITF7AINDINYIT T

EEOTDORE /NI DIER

HBiLE FYRT—IHRRREIP DIEE

D o) e Ry Ny XY TFv

VIR IT DERH DNS F¥vi a7
TISAT7 O REEDRE

Data Store ED B MM EHER T AESICTIO—aLIPEBRTETEE. TTSATUORER
O (5T AR(FTIATUREE) ICEoTREDHENERRICAYET, 70—
LOBXOZDMDBEERRIEIRTET BHIZIE. Central Management AL ET,
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Central Management Z (<

1. 7354 sSMclzasd 1o LET,
2. [4'B—/\)LEETE (Global Settings)] 7/ av&49)voILET,
3. [P & (Central Management)] Z&IRLET,

a2(® s
Global Settings
Central Management
SMC Configuration
Packet Analyzer Configuration
UDP Director Configuration
External Lookup Configuration

User Management

Threat Response Configuration

Select Language >

TISAT7 U AEBFRK
TISATOREEAA—T A4 RIZIE, Central Management Z@LT. £=IX7TS5A4T7 2RI
BEHEOY (VT BHIETTIRRTEET,

Central Management Z @ TCT7 IS4 7 AEE A

1. [Central Management] O [Appliance Manager] R— T, P ITSATUAD (73>
(Actions)] A=a—%9vILET,

2. [FTSAT7REHIEHRD T T (View Appliance Statistics)] ZEIRLET,
3. PISATUVAREBALA—DJIARIZOT AV LET,
BEEOQTAVENLTTISATUOREEERK

1. TII9HDTRLR T4—ILRIC. RDEKSIZTTZATURADIP PRLREABLET,

https://<IPAddress>

e SMC:IP 7RLRAM#%AIZ /sme/index.html ZBMLET,
o fl:https://1.1.1.1/smc/index.html

2. Enter Z#LFET,
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TITSAT U REREDRE
1. [Central Management] @ [Appliance Manager] R— T, P ITSATUAD (7O 3>
(Actions)] A=a—&0vILEY,

2. [7FTS5472 RAERDO#RE (Edit Appliance Configuration)] Z:&IRLET .

Inventory

4 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS HOST NAME TYPE IP ADDRESS

Up fr-732-10-0- UDP Director 4 S}

UDVE-KVM-c Edit Appliance
Configuration

Up fs-732-10-0- Flow Sensor p (8]
FSVE-KVI. View Appliance Statistics

Up nflow-732-10-0- Flow Collector ¢ Support %
FONFVE-KVM-
P Reboot Appliance

Up smc-732-10-0-3 SMC € Shut Down Appliance @
SMCVE-KVM-|

Remove This Appliance

w

[E%7E (Configuration)] A=a2—%#J1)vILFET, UAMNBIEEZERLET .

EJFS
BETEDI)ILT. ERENTIVEHERLET,

el Stealthwatch Central Management Applance Mansger  Update Manager  App Manager

Inventory | Appliance Configuration

Appliance Configuration - SMC
Cisco-example / Last Updated: 08/19/2018 11:50 AM by admin
configuration
configuration Appliance Network Services General menu
tabs
Appliance Network Services General
Advanced Intrusion Detection Environment
Additional SSL/TLS Client Identities Audit Log Destination (Syslog over TLS)  External Services
Advanced Intrusion Detection Environment  DNS Gache FIPS Mode
[] Enable AlDE Host Naming DNS Server Opening Message
Network Interfaces. Internet Proxy Password Policy
SSH Local Resolution Protected Sessions Time-Out
SSL/TLS Appliance Identity NTP Server Trust Store
SNMP Agent
Network Interfaces ® Modification Requires Reboot

4. BEICHLT, HERELILAVICEREMAFTT . ERELI TR EROREHTIVE
WETDHIENTEETS,

| i ] FIBIZOWTIE, [2—H—(User) I 7oavzsUvsLET,
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5. [EXEDEH (Apply settings) 1 &0 v I LET , BEICKIRINDIERICH ST BREER
=RELET,

—HDEEICF, PATLOBEFNVETT . FHIIBEL. EEEZRICRLT. AT
REEmRELTHEBLEY,

TISGAT RN BENICBESLET . REDEENRBFOREIL. TTSATURE
A BREBSEAVTIESND, TISATUADRATF—EZAN [FyF (Up)] THEHLEHER
3 BI1Z[Z%. [Central Management] > [Appliance Manager] A2 AR ZSBBLET .

6. Up:[Appliance Manager] R—U T, P T SA TV ANKRELEEEZTTL. 7TSATUVADR
T—RAMNUp ITRDHZEZERERELFET

RIN— BT TSATUORA RT—RADEMERERT HIHE X AT—FRADLIZTYX IR RA 5%
BEFET,

AT LDREHER., —ER, TARAIERE, E&U Docker —E REMHRT BIZIE. 7T
ATOREBA3—DA( R IZAT A LET,

1. [Central Management] 0 [Appliance Manager] R— T, P TSATUAD [T 3>
(Actions)] A=a—&0vILEY,

2. [775A47 R EHRD R R (View Appliance Statistics)] ZEIRLET .

8. PISATUVARBEBALA—DI(RIZAT A4 LET,

RDOFEIZHE ST, Central Manager WO T TS5A T AZEHIBRLET,

1. [Central Management] 0 [Appliance Manager] R—S T, 7TSATVAD [7 O3>
(Actions)] A*=a—%#9)vILET,

2. [CHTTS5AT72 A%HIE (Remove This Appliance)] Z2:&RLET,

BREFYRLDE I BEFrRIUDNTIILTNSOT TSAT U RAEHIRT 154,
(FSTINoa—TA4o T IDTERTF Y RILDE I IICBELTEMDFIEESHBL TS
LYo

cNSINoa—TFAVT TITSATUVRBEEBAUA—DIA R AT A LTH. TTSATUR
M Central Management DS EIBRENGZLMEE X TFST LS a—T40 T IDOTERTF v+
ILDEH IDFIBIZEHS . VAT LEEZFEALTHIRRLED,

Central Management: £755 Central Manager [C7 TSA T AEEBMTBIZIE. 7TS5A47
VAREY—ILEFERALET,

TISAT O RIZARBLEIBAEN HBI5E . 7T 5472 A% Central Management [Z1B
A MTBRN. TATUTATARABRELIASTF T~ UL—hE LV HH) % SMC fEHER
RZIRTFEL TS0, FIBIZ DLV TIK, [SSL/TLS Certificates for Managed Appliances
GuideJZZHRL TZELY,
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Central Management

Central Management [Z7 TS5A 7V REBMTBIZIE. TTSATUREEY—ILEFRALET . X
*WERTHENEETY,

o WAALRRAE: 7ITSAT7 2V RIZHARALIBAENHAIHEE . 7T 547 A% Central

Management [Z:BN9 B HilZ. 74?97‘47’4&%%&51?%%?1—9 (L—kB LU HFE)
ZDHBEBDEBANTE IV SMC EFARZITRELTLIZEWLY, FIBIZDWVTIE,
[SSL/TLS Certificates for Managed Appliances GuidelZ#Z B L TLfZE0Y,

SMC BEDHL T v )l:Central Management [C7 TS5A T AEBIMNT BIZ(L. SMC.
1—H—D. BLUNRT—FKFHARETT,

RFD: 7 7SA 7 U ATIHBHEFEROT I4ILNMIUY LIz E . 7TS5A4 7 A% Central
Management [ZIBIIT BRIICZED IP PRL R, RAM ., BEXUR AU EFRELET (RFD B
[ZR YD —O B EFRBELTWAIEETEERELEY ).

TITS5AT72ARAY)—)LIZ sysadmin ELTAY AL, BEIZR RSN DIERIZHESTIP
TRULR,RRAME . BEURALZEERELE T, FIBEIZDULNTIX, Stealthwatch /\—F DT
TFEEIFN—F I IT42a DHEEHARFESRBLTESLY,

FRAVAM=IL: FRARA—=ILDIGFE L, 12 A—ILE5E T L. Central Management
(ZEMTBFINZIP PRLA, RRAME . BEUVRAMUFRELET , FIEIZDLTIE,
Stealthwatch N—R Dz 7 E[EIN—F X IILI T4 a3V DEREHARESHBL TS,

A MFBRN TATUTATAEHBLARAETF—2 OL—hE LU M) & SMC fE58R

TISAT O RIZHRBLIERENHDIHEE . 7T 547 A% Central Management (218

FZIRTEL TLIZEUY, [SSL/TLS Certificates for Managed Appliances Guide &2 B8 L
TLEEELY,

N o a ks~ w0

L TITGATORAEEBAUA—DIARIZAT AV LET,

TITSATUADNTSI9H PRLR IN—T. IP 7RLADEAD URL D#EHYZ%E /lc-ast I
BERzFET,

https://<IPAddress>/Ic—ast

Enter ##LET,

[ (Next)] #4')yo LT [Central Management] #T7ZXo0—)LLET,

IP 7KL X :SMC/Central Manager D) IP PRLRZAHALZET,

[{R7F (Save) 1 20wy ILET,

BEOERICESOTSMC EBEOEREREANL. REEZRTLES . 7ISM4/T7UX
DFEFEICE-TIL EMEREANTIDLENHYET,

TITSATUREREY—ILDFHMIZDULNTIL, 1. Stealthwatch MEETE 12 S HBLTLESLY,
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Central Management

ZDtUavIE SSH(EFa7 YxIV)EFERALTT ISA TV RIZT O ERTERNESI I FHH
TAHAGEIZERLEY,

TIAIb

A SSH FEDNZTHE VRATLDODEZTIVRINMEMLET , SSH (INBLIZEEDAEM
(2T HENEETYT, SSHIL, FRETRICEMILET,

SSH %<
RDOFIEIZHST BIRLE=TTISAT7AD SSHERAEET,

1. Central Management ZBEE T,

2. FTSATVARD (793> (Actions)] A=a—%#9vILET,

3. [7TSA 7 AER D#RE (Edit Appliance Configuration)] Z:#RLET .
4. [PFS5A4F72 X (Appliance)] 3T ZHIRLFET,

SSH &1t

1. [SSHI &Y avERDITET,

2. TISATUAAD SSH 7 REHA T BIZ(%. [SSH D E%H1E (Enable SSH)] Fx vy
RO REAUIZLET,

8. PIZGATVAADII—F 7O EZADEMLEHTHIZIF, UL—k SSHTIERDE L
(Enable Root SSH Access) ] F Ty IRV IREAUIZLET,

4. [EXTE D@ (Apply settings)1 &7y ILET
5. BEICRREINDIERIZK>TEELET,
SSH M #EZh1E
1. TTSATUAAND SSHT7 U RZHIBET BIZ1E, [SSH DFEFNE (Enable SSH)]1 Fx vy

RO REXTIZLET,

2. TTSATOAANDIL—k THORRZHIBRT 121X, UL—k SSH 72X DE#H1E (Enable
Root SSH Access)] Fx vy REATIZLET,

3. [EXFEDEMA (Apply settings)] &4y LET,
4. BEEICKRTRINDIETRIZH>TIRELET,
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KNSV a—T429

Appliance Manager T. 77534 T2 A RAT—RAELT HEREF YR ILDH 9> (Config Channel
Down)] MBEREINTULDIGE X, REMHERLET,

s BEDHRE: FYNT—VBIEDRTELHEZRLET,

e BYEAN7  TITSGAT VAR TATUOTATABAENELIMEEARZIZRESN TSI E
ZHEZELET, FIBIZDULNTIL. [SSL/TLS Certificates for Managed Appliances Guide]Z#%
BLTLIZELY,

o fIAR:.7ISAT VR TFATUOTATAIIAZEAEEELIGEIE. TDFIEEHEEL . iIH
ENELWMEBEARARNTIZRESN TSI EERHERLET . FIBICDOLVTIX, FSSL/TLS
Certificates for Managed Appliances Guide]ZZ B L TLIEELY,

o SAEUADEINEIR  HEMIZDULVTIE., Stealthwatch R<X—k YIRS 7 SA4t2 04
HAF [EEE]ZSHRLTESL,

o PISATVADHEIKG: BRFvRILDE I RZTTSATUREHIRT B5E(F. VAT
LERENSYLT T4 T RAZHIBRL TS,
o 7TZAT7 VARV —)UIC sysadmin ELTAYAULET,
o SystemConfig EASILET , Enter ZHLFE T,
o [\ (Recovery)]1 > [7 T 5472 ADHIFR (RemoveAppliance)] Z:&IRLET

TFITSATUOREEB A A—TD 14 RIZIX, Central Management Z LT, £=IEX7TSA4 7RI
EEOQJ AT BHETTIRATEET,

ST IV a—TFT 42T D=8 Central Manager H 5 SMC ZHIRRLI=B & E. 7TS5A T RAER
[COJA T 2HENHYET,

1. TSV DTRLR T4—ILRIS. RDESIZTTSATVADIP FRLRAEANLES

https://<IPAddress>

e SMC:IP 7RLAM#AIZ /smc/indexhtml ZEMLET,
o #l:https://1.1.1.1/smc/index.html

2. Enter #fLET,

Stealthwatch /N\—230 Ix TITSAT7 VAR ENEN . BAEDBECERT I FAT VR TATY
TATAEBAEE—RICAVAN—IILENET  TTSAT VR TATUTATAEREERIER NS
DIIAZEICETHRZADIHEEDFIBIZDULNTI, [SSL/TLS Certificates for Managed Appliances
GuideJZ#ZBRLTZELY,

A SEBAEIIV AT LDEFX ) TAIZEDTEETY . AEY)ICEIRAEAXE F T 54,
Stealthwatch 77547 ADBEMNFEIEL, T—2EENEELET,
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RARE FA R FIXIPPRLADESE

TIZATORDEBES FUVERERIC. TTFATUVADKRAN  RYRT—IR ALV F1=(&
IP7RLARZZEE T AIZIE. [SSL/TLS Certificates for Managed Appliances Guide D FEIZHELY
EX I

FIEND—IREL T, 7T 547 A% Central Management N S—BERIIZHIBRLET . 7TS5A4T7U R
TATUTATAEAZEAN BBMICESRAONET,

7;547‘/1 TATUoTATAEAZE R, COFIEN—RELTEBMICESTA SN
FY,

FITSAT VAR DRSLEREZFERALTNABEIE. ChODBREDERIZDINT
Cisco Stealthwatch Y R—FZHRBLEHELZEW, RIZSRT FIEEFRALEGLNTLE
S HRALEEFAZEEMZ X —DaAE—AHEAZEFEZRL TS,
TIAT O REREY—ILEEK
TIZGATVADEERICT T FATURAEREY—ILERKIZIE. ROFIEEFERALET .

A

TISATUREBREY—ILEFRALTHRAM . RYNT—IRAM & F1=(XIP TRL R
EERT AR . TIFATUVARTATUOTATAIAENEFICES BRI ONET,

FISGATORABNAR R LEERELZERLTOSIESIE. CNODEREDEEICDINT
Cisco Stealthwatch H7/R—FIZERBIWLEHELIEEW, RITRT FIEEEALLZLTLE
S DRALFERAZEEMZ X —DaAE—AHEHZEEFEZLTLESLY,

A

1. PTSATURADTSHHY FRLA IN—T. IPPRLAD#EAD URL DEHYZE /Ic-ast [
BEHRZET,

https://<IPAddress>/lc—ast

2. Enter Z#LFET,

3. M OVWTIE. M. 7TSATUVADEETE 1ZSBL TS,
VAT LERTEDHE
HLWAZ A —BETURTLARENEFSINEL-, ZLDGEE . VATLEREIZIZNSTIL
a—TAVTEHWET , HIR— DL ELIF AL, Cisco Stealthwatch H7R—kRZE#&L TS
=0y,

o [A—H—(Users)]: EAAREGA=2—I(X, B4 4> ID(root. sysadmin, E1=I& admin) [

KO TRFYET,
o SSH:AZaA—[CTT7 VRS BICIE. SSHEEHICT 2MENHYET,

1. PFSAT7RAVY—LIZATAVLET,
2. SystemConfig EASILET , Enter HLFET,
3 AMIUAZA—MoRDA=1—%FIRLET,
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o RYMD—9:.T7TSAT7 U REBR—FRYLNT—Y EFETESRRAL, BLUVRYET—0 A
URB—TIARFERT BT, [FYbT—2 (Network) ] ZEIRLET .

o EXAUTANART—FDEFFIE) Yk, Syslog AV TSA T ADEBEEITT HIC
[&. [% ") T4 (Security)] Z:ERLET .

o 1JH/\1):Central Management MDD T TSA T ADEIRR., TISH RO MERE~DY)
b EEITT HIZIE, [UA7\) (Recovery) ] ZEIRLET .

e Ml 7TISATURETILDEH . L—o DA =T EBIA—HF—THIOUIDE
BOFERREOVTWNY AT DEREEEITTHITIE. [ (Advanced) ] & EIRLE T,

DATLEREEFERT AL EBETELRANDIVARNET ITSATUVADTIHILENOERTEE
T, 1=1ZL. EFETEARAMEZEE T HHEIIZ. Cisco Stealthwatch 7 R—FZHBIWVEHELES
LY,

I A EEETEAHRAMELEE T BHIIZ. Cisco Stealthwatch HiR—rIZEBIWLVEHELFEELY,

EHETEDRRALDYRET I+ LM SEE T BIH5E . & Stealthwatch 7 7547V ADEEA
DD T RXTD Stealthwatch 7T SA TV ADIEFETEDHRALCDYRMIEENTINVDLEHE
BLTLESW, B5LEWEE. 7ISAM 7o RABICRIETEE F A,

1. 7TS54F72 A —)LIZ sysadmin ELTAT AU LET,

2. [RybT—%2 (Network)] > [{E8B TE AR A (Trusted Hosts)] ZE&IRLET .

3. HEIZRRINDIERIZH ST, EEETES KA (Trusted Hosts) ] ZZEELFET,

FISAT U RZTIEBHFEOT 4L (RFD) I wybh T BIZF. ROFIEXERALET, T—
AETERITHETAICIE, TIHHEABOT I4)LEE 2 EEy LTS,

e RFDZ2[E: F—A%ZLITHETAICIF. THBHEAROTI4ILME 2 Yyl TLES
Ly,

o BMEDNVITVT TISATVADEREEETTIEEIE. I\VITIVTHREET —HEN—
ADINGITITIT7AINERFLTIZEL, EMIC DU TIE. Stealthwatch 254 AJL
7 M TBackup Configuration Files (in Central Management) | & U Backup/Restore Database
(Appliance Admin interface) |ID & FE WO ESIBLTIZELY, RFD RIZ/N\W I 7V TEETT
BIZ[Z. Cisco Stealthwatch H7/R—kZHBNVEHELEELY,

A TIFATURETBHFROT I+ LAREIS LYk (RFD) T 5L, TRTOBRET—
BEBEEHROEBREIN, NI TV TEERLIB B OHETTEET,

TISAT U RETITIBEHEEHOT 74 ILNZYtyh3 b &, Central Management Z{E AL
A TEREEETTEFTA YR—IDARERIFE (X, Cisco Stealthwatch H7R—k [ ZEH&
LTLEESLY,

1. 7TSAF72Ra2Y— )Ll sysadmin ELTAT AU LET,
2. [UAH7/\1) (Recovery)] > [TIHH DT 74 )Lk (Factory Defaults)] Z:EIRLET .
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3. gﬁgj&_\ﬁéné?ﬁﬁﬂ:ﬁtorﬂ%mi"a?ﬂ%@-‘r“?;r)bH:Ut‘yhu TISAT U RAEBRE
LED,

| A F—aEELITEETBINE, T TS FUATRID £2 B ETLTEEL,

4, FTTS5AT72RAY—)LIZ sysadmin ELTASG AL, BEICRTENDIERIZE-TT T
FATVADIPFTRLA, KRR BEUVRASVERTELET . FIBIZDULTIE,
Stealthwatch /N—F 9T 7 F=F3N\N—F v ILIT T3V DREBEHARZEZSHBLTLESLY,
DFIEE. RFD BIZR YD — VB EEZRIFLTWAIGETLHETY,

5. TTSATUREZREY—ILIZAS A4, Central Management [C7 TSA T RZEBMLE
T, FEMICDULNTIL, TCentral Management ~DT7 TS5 7 ADENMIZSHRL TS,

Flow Collector M RFD (45505 18)

RDFIEE. NetFlow FF2[E NVM FL AN (BT —2 A7 E = [FERBTF—2 X+
T)VEeERTEIEERDANKETY . SALOAZZHRADEEHRADZEIHYFE
Ao

BRM DD 7T 51F X T RFD #1772, Flow Collector & RFD § 5% BIRTEE
. v7.32 TIE, ShizdkY, #LRFD &M= Flow Collector A%, 3 TI< DB (NetFlow, sFlow) (2
570—ID AN D #BAATITREMLNHYET . TORR. Bo-VTURRERENRAEYS
HEREMEMNHYFET

h#ERETBIZIE. ROFIEIZH ST Flow Collector & RFD T HMHEMNHYET .
1. Flow Collector [ZEEIN TSNS T4y 9% EIELET,
2. Flow Collector # RFD LE 9,
3. COMEITHELR/N\yFEBERALET,

TIANWCDEEETAIOUNEBNEEENCT LTI ROFIEEZFERALES,

7 IS4 7R —)UIT sysadmin ELTAT AU LET,

[E¥#E% F (Advanced) ] Z:&#IRLFE T,

[Admin—+— (Admin User) ] Z#IRLE T,

EEICRRSNDIERICEN., EBEL—F— ThOU M EENEIETEDICLET,
LEEDFIEF#EYIRL T, Stealthwatch VS REIRD T AR TD T IS4/ F VA TEEL—
Y—TFh OV EBNFELIEENLES,

o >~

INZAT—RD)ybEREE B NEE L EIE T HICIE. ROFIEEFERALET, [(BxhE
(Enable)] #3#iRJ B&. GRUB AR U RSAY AU B—DzA REFARALT/ART—FET I+ ILRER
EIZ) Y TEET,

IRRAT—RDYEyhEEMEL, SR T—RELSBEE. TTSATURIZRESH
A TWBF—EADTIERBEDIWET . BETISATURIZTIERTZIZ1E. T
HEEOT 74Uy L THERELTLESLY,
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TTS5AT7RAVY)— )T root ELTRTAULET,

SystemConfig EA FALFE T, Enter ZHLET,

[t¥ ') T« (Security)] Z:EIRLET,

[IXRT—k®D") vk (Password Reset)] Z#EIRLFET

B IR IRSNDIERIZHEN. NRD—FD)ybEENFITEIICLET,

a b~ =

INRAD—RHETIAINRTEIZUEYNT B AEIT 2 2HYET,

e admin /AT —FK:TSMC M admin /SRAT—F DO tyk 1 FEALEY,

« admin, root, sysadmin /NAJ—F:Tadmin. root. sysadmin /SAT—F&FT 4Lty
FZEFERALET,

TISATUADINAT—RETIAHILNZ) b Li=b, b T NRAT—FEEEBL T
A =0, COFIBE. £F1)TAIZESTEETT, FIBIZDONTIE, (1SR T—FDZEH |
#SBLTEEL,

SMC @ admin /N\XJ—KND) vk
ROFIEZEFEALT., admin /XRAT—F% SMC D F 74 IILEREICYEYRLET, RIZ, ¥
TAERABRICEDD=OIZTITIATURADNAT—REEBLET,
s B ROFIBETZTITBIZIK. TTSATUADIL—F NRAT—FHBKETT,
o FNOMDA—H—: XDOFIEIZLY. admin —HF—MTFTIT#+ILE SAT—KR[Z)EvbEh
35_‘3—0 @Al_-ﬂs_a)/\oxg_ls(iggéhiﬁ/\lo
s TFOMDTISATUR:CNLDFIETIL, 1D Stealthwatch 7T 54 F7 R (ZA—aL Y
A, JA—+t>H—_ £1=1& UDP Director) @ admin /XA —KI(IvhrEhFEz A,
1. 7F7SATF7 AR —)LIZroot ELTAT AV LET,

2. rm /lancope/var/smc/config/users/admin/user.xml EAFILET , Enter &
HLET,

3. docker restart smc EAFALET, Enter #HLFET,
4. docker restart nginx EANLET ,Enter ZHLET,

ZNIZ&KY ., admin /ISRAT—KDBTIAHILMEIZY EyhEhFET,

5. 7IS5AT7RAVY—ILERTLET,

6. admin /INAT—RETIHILMMSERTBIZIE [/SRAT—FOEE |[ZH#AET, COFIE
X, EFa1TAIZEHLTEETY,
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admin. root, sysadmin /N\XJ—F&T 74 J)LNZ) Yk
aAVY—IVTOEREFRALT. 7ITSAT7 2 AD admin, root, H LU sysadmin /SAT—KZET I+
ILREREIC) YR LET , RIZ, XU TAERARKBIZEDE:=OIZT ITSATUADINRT—F
EHELET,

1. 77547 >R —IL(CIMC £ [F/NA /=4 [2AF AV LFET,

2. TTSATREHEELET,

OV —)LVEEIZ GRUB A= a—MRmeni=6, lelEA DL TIHREE—FRIZUYEAZE
7,

GNU GRUB wversion 2.02-2

Single User Rescue Mode [Consolel
Single U 1e Mode [Seriall
Force file em repair [Consolel
Force file system repair [Seriall

> the T and 1 keys to select which entry is highlighted.
;s enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘¢’ for a command-1line.

4. 2BBDITICTH—YILERBELET,
ARURSAVNE . TTSATUADN—2a 2 & ThIMNCBLGREEIHYET,

GNU GRUB wversion 2.02-2

setparams ’Stealthwatch [Defaultl’

linux /bootsuml inuz-Skern_ver $kern_args Sconsole_args pci=realloN
c=of f _
initrd /boot/initrd.img-$kern_ver

Minimum Emacs-like screen editing is supported. TAB lists
completions. Press Ctrl-x or F10 to boot, Ctrl-c or FZ2 for
a command-line or ESC to discard edits and return to the GRUB menu.
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5. c=off M&IZ resetpassword EANL T, ATUR SAUERDBIDLIIZLET,

linux /boot/vmlinuz-$kern ver Skern args S$Sconsole args
pci=reallo\
c=0ff resetpassword

GNU GRUB wversion 2.02-2

setparams ’Stealthwatch [Defaultl’

linux sboot/uml inuz-Skern_ver Skern_args Yconsole_args pci=realloN
c=off | resetpassword
initrd /bootsinitrd.img-Skern_ver

Minimum Emacs-like screen editing is supported. TAB lists
completions. Press Ctrl-x or F10 to boot, Ctrl-c or F2 for
a command-line or C to discard edits and return to the GRUB menu.

6. Ctr+X ZHL CREEIZHBMRALET,
admin, root. H & sysadmin /NRAT—FMTIAILMEIZ) ybEnET,

7. NRAT—FETIHILEDOERTBICIE [1SRAT—FDER ITEAFT . COFIEE. &
Fa)TAIZELTEETY,

TIHIEDISAT—FE=IZLUBID/INRT—KENS/INRT—REZEE T B(ZIE. RO FIEZER
LET . ROEEFFRAL TSI EEHERLET,

e EX:8~256 XF
o TH HLWARRT—KALBID/INAT—RERIE 4 XFELGO TSI LEREDRLE

ERe
aA—H— FIHIVk ISR —F
admin lan411cope
root lan1cope
sysadmin lan1cope
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sysadmin /INAT—KDZEH
1. 775472 AR —)UIZ sysadmin ELTAST A LET,
2. [F2) T4 (Security) ] Z:EIRLFET,
3. [/XRATJ—F (Password)] Z#ZERLET,
4. BIEIZRREINDIERIZHE ST, sysadmin /INRAT—FEEELET,
5. VATLEREERTLET,
I—bISRD—FDEE
1. 77547 Ra>Y—)LIZroot ELTASTAULET,
2. SystemConfig EASILET , Enter HLFET,
3. [£F2) T4 (Security) ] #:EIRLET,
4. [/XRJ—F (Password)] ZEIRLET,
5. BIEICRRSNDIERIZHK ST, L—F RRT—FEZZEELFET,
6. DATLEEERTLEY,

SMC @ admin /NAT—KNDZLEE
1. SMCI[Zadmin &LTOY A2 LET,

e URL:https://<IPAddress>
e O 4> :admin
o TIHILE/XRTT—FK:lan411cope

2. [ O0—/\)LERTE (Global Settings)] 7AaAVE 7)o LET , [ —H —EE (User
Management)] Z&ERLET,

3. YJRAFATadmin A—H—%#RDI+%E 9,
4. [7H53> (Actions)] A=a—F9) v LET [/SRT—FDEF] %ERLET,
5. BEIEICRRINDIETRIZH ST, admin ISRV —RE#ZEEBLET . ROBEELXFHLET,

e £X:8~256XF

o EEHLWART—RATIFHILE NRT—RERIE 4 XFEGHO>TNHILEHER
LET,
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DT ARTODTTSATUAD admin INAT—KDZEE
JO—al4%4, 7a—+t>HY—_ F£1=[& UDP Director @ admin 1—H— /SR —KEZLEE I B[
. ROFIEZEFEALET S

1. admin ELTT7TSA TV REBAUA—TJA( R IZAT AV LET,

e URL:https://<IPAddress>
e O 4> :admin
o TIAILR/SRT—K:lan411cope

. [A—Y—DEHE (Manage Users)] > [/ SR —KF M ZFE (Change Password) ] Z:#IRLET .
WED/ISRAT—REHFLWWIRT—RFEAHALET,

. GEA (Apply) 120y ILET , BIEICKRRSNDIERICH ST NRT—RZEELET,
BIDTTFATVAD admin /ISRAT—REERTBITIF ATYT 1 ~ 4 & 8BYIRLETS,

g~ W N
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INYFDAARR—=ILEY TR DT T7DTVTT—F

BEVDYINIITN—23 (6T ERFTD/INVFEAAR—IL T BHIET, Stealthwatch iz
HOIREIZERDESIZLTLEESWY, P LU FIEIZDULVNTIZ. Cisco Software Central [Z7 91
AL THEEZEL TLEELY,

YIRS T7 7T T—hkIE. Cisco Software Central @ Cisco AR—RFZ A UMIEEEINET,
EEICEHTBICIL. Stealthwatch BEFTHAF [ZEZEB] DFIEIZHK > TSN,
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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