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#AEHL)

A7y B VM ARRART1 DLLE®D 10GNIC ZERTEEY,
NHDEIE., KEEH LT CiscoUCS C220 M4 TOTAMZEDILTULVET,
. Oty Y: 2 HD Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40 GHz, 2 DV vk, Y47y
bpf-U 1207
« »F!:128GB
o« AL —:800GB
o ESXi:VMware vSphere 6.7.0
EZAYT A2 B—TTA R :PCI/ISRRIL—E KU 1 Gbps/10 Gbps 1 F—TT A R
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Flow Sensor VE 2wk —SIRiE

Flow Sensor VE # A Ab—IL T BHIIZ. CHEADRYFITI—IREBDIA(TEERLTES
LYo DA AR, FlowSensor VE TEZATED TR TDARYNI—IIREBEFKR-H>TLVET,

B #1% : Stealthwatch [ VDS IRIEZ#H7R—kLTLVYET AY. VMware Distributed Resource
Scheduler (VM-DRS) #H7R—rLTLVEE AW

RER YNNI —HIRIE Flow Sensor VE [&. RDBATDRER VT —VIREZERLET,
o REO—HIL VT YT —5 (VLAN) FSU XU 5 ERLERYRT—2
o (A—AHILKR)—HEDERT)1 DLLED VLAN TN YN EZRY G TINARD
EHEAZIESh TS, 7BfLT= VLAN
o JS5A4~R—FVLAN
o INAIN—INAH FRAK(VLAN LL4})

HE HEFHMIZDOLTIL. Stealthwatch Flow Sensor |Z S BB L TLIE&E0Y,

Flow Sensor VE k571w
JA0— Y —TIld., XD Ethertype ThS 74y OFMIBLET,

Ethertype ZJakall
0x8000 BED IPv4
0x86dd BEE®D IPv6
0x8909 SXP
0x8100 VLAN
0x88a8
0x9100

VLAN QnQ
0x9200
0x9300
0x8847 MLPS =% %X
0x8848 MLPS ¥ JLF ¥+ R

O 7°— oY —IE. FERD MPLS SANJLFEF L VLANID ZR7FEL. THORKR—KL
F9, N UNEREBLTWSES X, thDSNILENA/NALET,
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UDP Director VE
UDP Director VE Tld, (REIL U NRDEBEH/Z G-I ENBETT,
« 8GBRAM
. YUTELFLY FOEVAZUY LY TOESaS U BRTEET A, TARVEE
MNEHIESNTWRIEEIEIYY TAECazZ U E R LET,
Endpoint Concentrator
IVRRAV a2 —2 1000 DEHIE. RO ESY T,
WAFHNEH CPU WEBEFTHEAFAE) BRKFPSL—b

2 8 GB 20,000

BANTRERIVERAU A VN —EDHERES SRR, 70—aL 5D
BEZERITDDENDYFET.
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TISGATUORDT—R AN —DE PTSAT AL BRETHEBEICHRENET .
Ff-. NITA—TVRZERLESER=OIZ. TTSATUAD)—RENY Y TEILETHIEL
TEET, ROEHREFEALT. BT TSATURADRAN—CFENYHTET,

DRATLITHER)Y)—REBERLTESWD, COFIEX, SRTLINTHF—IVR
[2EHDTEETY,

A W)Y —ZAHVEEL VIR BE T Cisco Stealthwatch 7 7547 A BET A5 5L,
FTISATUADY) V—AERAREIERCEERL, BRICHLT)Y—RZEE L,
BHEOEEMHSIUVHEEEEZEYIZHIFTLINELNHYET,

VRO RET7 TS T7U RET—2 AL —DI2H —/\D# 75% ZERAL . 25% %
ARL—TFA T VRTLEX Yy alTELET, LIS T RELRE LY., HE(Z40
% ZLT—R AL —UFHRERLET .

« FPSOEE: BADVATLEHOEF 1,000 70—(FPS)C&IC1GB U EDT—4F
ARL—UFRIVIRY . D0 —2REFIHBEUERLLBEZIIVLETES, XL Y
AT LDFH 2,000 FPS T30 HEI7O—%{RETBIZ(E. 60GB(2X 30) LA EDT—
AR —VBREFENYHTET,

o Syslog: A ERA R MLIE (syslog) HEREXF T HHE L. KYUZBLDAE)ELUVUNIE)
‘/_175‘\512‘%'670

. ?;;ZF&-’):K@%%EFE LT &7 TSATVRICHELRT—EAN —CFRE
LEY,

o BER: NN AFHRATHDOLEZEZEALTREIIU DAEYZEMSE D

BEIE. ERERELERICTISATUORZHEHLES,
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Stealthwatch VE €T )L

Stealthwatch Management Console VE
Stealthwatch Management Console VE 2000
Flow Collector NetFlow VE

Flow Collector NetFlow VE 2000

Flow Collector NetFlow VE 4000

Flow Collector sFlow VE

Flow Collector sFlow VE 2000

Flow Collector sFlow VE 4000

Flow Sensor

UDP Director

WARINT—E2R
rN—

150 GB
200 GB
200 GB
600 GB
1.5TB

200 GB
600 GB
1.5TB

100 GB

100 GB

ABTFLRE
ERRERRL—T/
B /N\—FHx7
56 TB

727TB

1TB

2TB

727TB

1TB

2TB

727TB
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D499 YI7LUR J—4H 70—

DA49H J)I7L R JD—ooA0—

CDHAKRTIL. Stealthwatch VAT LDAVAM—ILE L VEREIZHELIEREIRHBLET,
WELERZRBR(ERE DT, vy T IZEAISNGEVMEREZ AT YT TER LS. V9%
BELTHYET,

Stealthwatch /\—K 7
RDI—970—%EALT, Stealthwatch /N\—FDT7HNEEMRIZGY. WMOTITSATY
AREBIETEDLIIZERELET,
1. Stealthwatchx210 ) —X N\—F9x7 AV A —2a> HAR[EHE]ZEALT.
Stealthwatch MIIB7 IS5 A7V RE AV A—ILLET .
2. NFELHIZIOEEEIWIN=FzT7 ) )—RAEH 1 %SBLTREXTELET,
3. I5.Stealthwatch VAT LDEETE IIZHEH . COHAFDEHOYETIERIZRVET,

Stealthwatch /\—F ¥ JLTT 13> (VE)
ROIT—70—%#FHALT. RET7ITSATUREFAVAMILELUERELET,

1. TECHDICIDEE LU/ S—=F ¥ )L TT423> (VE) D)) —AEH 1ZERLTVED
AVAP— LB XUVEEZETELEY,
2. COHAFORDFIEZFERALTARBT7ISATUREAVAM—ILLET,

o LREFZISATUVARDAVA—=IV: TFAT 9+ —ILER—IDERTE

o 2VEAVAM—=ILI7LIILDFEHO—F

A A=)V A EDRER:
o 3a.VMware vCenter ZfEAALI=RE 7 TS5AF7 AD A2 Xb—)L (OVF)
e 3b.ESXi RAVEFRAVY—I\~ADERBTTSATADA2 A—)L(1SO)
o 3c. KVMRRAMDIRBTFTSA TV ADA2 ZA—IL(ISO)

o 4IPPRLRADERE

3. 5. Stealthwatch VAT LDEETE |IZHEHA . COHARDEDHDYETIERIZEWLNET,
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| ARE T ITZAT I ADAV A=)V T7AT
A —ILER—FDERE
HE

BT ITSAToREAVA—ILT BRI, ROFIEEZERITLTRYNTI—IFEHB LET,
1. PTSAT7RADERE
2. BERIFATI+—ILORE
3. Stealthwatch Flow Sensor

TIOAT 2V ADERE

BREBEIARTISATUOADRBEEREHERLET,

e Stealthwatch Management Console (SMC)
¢ Flow Collector

e Flow Sensor
e« UDP Director

Stealthwatch Management Console

BT /\1 X Th5 Stealthwatch Management Console (&, T—ARAEEIELTKDITRTDT
INARIZT A REG RV RID— EIZERELFE T,

Stealthwatch Management Console D 7T —)LA —/\—RT7NRHBGEEIF. T54<) 3>
V— L thU Y A — L E MBS Eh - BT RE T B R BBHLET ., < OB
BRICKY . TAFRZVANVER(WEGIFE) b SnEzT,

Stealthwatch Flow Collector

INEBIVE=ZARYDYT TINA A TH S Stealthwatch Flow Collector (&, Flow Collector [ZT—
FE LIS B NetFlow Ffz[d sFlow T/HAA R BRUVEEAVI—TIAANDT I RIfEH
;é%i@?"f@?ﬁ \MRIZT7 R RARELG R YN T —I L DIGRRIZRET AN ELHYE

Flow Collector #7747 DA —ILDHNZERE T HEEIL. EEDIIRR—EHNLDRS
19 9% A9 % (Accept traffic from any exporter) ] DX EE A TIZT 5L HEHLE

[o}

Stealthwatch Flow Sensor

IP7OTAETADEREEZDT=DOIZ, /8T E=ZR) Y T/NALAELT Stealthwatch
Flow Sensor Z YT —9 EDEHDRAVMNIEBBETEET, CNITKY ., RYRT—HDE
BENRESN,. EX 1) TAERIPEHEINET , Flow Sensor [Z[X, AR FE-(XUE—FD
IO DEBHEEZEETEIHEE Web R—XADEEB AT LNHYET,

RDESIZ, DERYNTI—HILEDEEXEY AV MIFlowSensor VE 7 T S5A 7 RAEZBET S
EEBINEMTT,
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o Z7AT7A—NDRA bST49IEE=FLT. I7AT7 04— ILERDEELIZAE
INEHERTEEY,

o TPATOFA—IDNEl, FST74v9 JO—2FZRL T I7A4T94—ILIZESTER
LEBEDEDITEEY,

o RYNT—VLDWE T AV, FmEHOREBECIL—FTIEREREZFED/\Y
W= T HREEZEHRTEET,

o YBE—PAT4R, VE—FATA4RIER YT —DHRIZEWNTHETE O —3> TY,

o ESRARYRNI—Y, TJOLIILDEREEEBTEET (;=EAIE, 7/\vH—h Telnet 10

FIPZETLTHEEDEMT —2ERELTLENEINETHER T HICE., MUY
Ay Y—ERYITRYLEIZEELET),

MEICHATIEELGEREEE

Stealthwatch Flow Sensor VE (X, SEIFHARvrT—Y MROY  79/00—, aAVR—3RY

RARETESTRLEEHMEEHEATLVET , Flow Sensor VE A A—ILF BRI, vk

zﬁ %%%0_;_:5 AFEIZTDVTULKOLIDEIEEZRETIDLELNHYFET, REMHRTH
\EEC

o FYRT—UDMRAYD—E BEDER-_—XEFHDHLET,

o EZARMERYRNT—HEDBTHRYNTI—IIEEEZIEL. BEIZIEC TR RYNT—
NMEEHZIETESELDIZ. Flow Sensor Z#EHLET,

. FIowSensor’éﬁFﬁLT%ﬁ*Jl‘U IS4 ERITHEEICHRELGT/NNT+—T
VREB/BITIE, EBEOYIERARD NIC ITEE 77t AL T(igb =14 e1000e ZEHL
D PCI/NARR)L—%{E T H%E) . FlowSensor VEZERXTELET,

UBEDtE a3V TR ROA—H R yb 2T =0 TNNAREFERALTRYNT—2IZ
Stealthwatch Flow Sensor VE 7T 5A 7V R BT B AEICDWTHRIALET,

« TAP

o SPANHR—
IARTORYNT—VREECCTHATHCEETEF AN, T2V T DEHICRER
REZRET DIAT, BN TWDBIESEICTHIENTEET . coDHIIEHIERY
rO—ODFIAZHRATHEDTTH., RERAMEBLCLIHAETEHRETEET,
TAP

TANTZ I RIR—K(TAP) ARy D —VEfICEHETEEEINDE, TAP (X1 DL EDOE
A OR—FCTERFERYRLET, EAEL A —Rub7—TLICEHOE TRESNT:
Ethernet TAP (&, fEBI DR—bTENENDIREAAEBRYRLES, LIz > T, TAP &
A9 52 &L, FlowSensor 235O DHELIEEENDTEWNVAETYT . EHTS TAP DA
AF1&. RYRT—HIZBCTERYET,

BE: EELRTERICOLTIL. TFlow Sensor | (I'5. Stealthwatch S AT L DERTE JDIE) %
SHBLTLEELY,

ZDEIAVTIE RIZERT TAP OFEAEICDOLNTEHBALET,
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Electrical TAP D {s# FH

Optical TAP D F

T7AT 24— ILIVERTD TAP D

D747 94— ILIREBIZ Flow Sensor B2 B 95

TAP ZFRTARINT—ITIE. AUINIURETIMNOVRDBAD NS T4 %X T
F 9 HEHI TAP [Z Flow Sensor VE hMERISN DGR ICDH . /N TA—IVRAEZZ) T
T—REX N TFvTEET . B R—,T1ARDIS Tav I TE X TF 3 58 AR TAP

(: Flow Sensor VE ﬁi?gfﬁﬁéhfb\éi%ﬁ\ Flow Sensor VE ‘i/ \0771——7>X :E:@IJ ‘/7\\ 7_—‘\_
XN TFrLEEA.

Electrical TAP O {# A

RDOEAIL. Ethernet Electrical TAP [Z#E# St TL\5 StealthWatch Flow Sensor VE Z7RrL T
WET, COEREZERTAICIE. KIZTRT LIIZ2 DD TAP ;R—b% Flow Sensor VE E=4
R—k1 &2 128KELET,

Ethernet Electrical
Network

Tap Switch ar Hub

Monitor Ports

& -

Optical TAP O {# FH

HKIFANR—=ZADVATLIZIE 2 DDRAT) VAN BETT , £IT74/4/N 57— )L RT1)v4A
’f)ﬁ%jh‘:%z;d_ﬁl:ﬁbﬁfﬁaﬁu AT YAEFERLTI DDIEEARDIIESERYIRTZ
T o

ROFIE, HT7AINR—=RD AV T—I SN TUVS Flow Sensor ZRLTULVET , =
?*ﬁﬁf?‘eiﬁd’él:li\ KRS KSIZHRT) A% Flow Sensor VE E= R R—k 1 &2 (28
mLET,

hWlanagerment Port
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Optical Splitters
- m IIIIII
Network T Yyggwg

e

Switch or Hub

Monitar Ports

& -

EZARRAYRT OB DEHZEI I IEH THSI5HS | Stealthwatch Flow Sensor VE 7754
TURIE 2 ’DO)ﬁ'l':Z?oU“J@(;TﬁﬁéhiTo EEAR—MI, EZARERRIENT—IDRAY
F . FIERDRAYTF/INTIZHEHFESINET,

T7AT DA —ILIOERTD TAP DA

Flow Sensor VE IC&2TIF7AT0A—ILEMD A YR T—O DB DS T4v0FE=3F BIZ
[X. Stealthwatch BER—,ET7A4 7 I+ —ILAEDAA Y F El=ITR—MNIEHLET,
TNAZRDEENRRTRYNT IR ANT OV LGNEIITT S8 COEBICTAPZ
FERTHILHEHELET,

ROEIZ, Ethernet Electrical TAP Z{E AL DB DHIZERLET, TR RV T—

IJDRAYFFE=IINTIZEBR—IEERTIDELAHYFET, OV TYTIE, Ryk
D—EDBDNT T4V I%FE=EFT B EINT YT IZRTNET,

Ethernet Electrical
Network

Communication Port

Sweitch or Hub

Tap

o
?@.@

Monitor Ports

FS

T7AT IA—=ILTRYRT—0 FRLRAZEH (NAT) ZETLTWDEEIX. I7A4T7 04—l
TOT7RLRFEZITH#ERTEET,

T7A4T7 04— )LINERIZ Flow Sensor ZERE T S

REARIRD—DETFATOA—ILDED ST 0EE=29BHIZIL. Flow Sensor VE HY
T7AT0A—ILEREBAYRT—IDE DT RTDNSI T4V I T I RATELILELHYE
T CNERIRTBIZIE A RAYF TIFAT I+—IADEZREIT—) T T HI5—
R—rEERELET , KOBRIZRI LS. Flow Sensor VE E=R ih—hk 1 MI5—R—MZHE
BLTWVA I EZmERLTEALY,

Management Port
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— § Switch or Hub Switch
Network

L
?@q@

Monitor Port

ﬁ ~— Management Port

TAPZFERALTI7AT 4 —ILREBD NS T4 90 E=RT BICIE, T7ATIA—ILEAY
:;yr‘ﬁif:l;t/ T DREIZTAP FIERRT UV AERALE S . TAP DEHERITTRLE

Ethernet Electrical
Tap Switch or Hub

------
......

@‘ﬁ*’q@

MWanitar Ports

& -

KRT)EDERERIZRLET

Optical Splitters
Network

Wlanagement Port

e Swiitch

f*’\‘\‘{ e ooy

?‘@ﬁ\

Manitor Ports

Management Port
s

SPAN 7/R—Fk

F1-. FlowSensor VE Z RAAYFIZHEHKTHELTEET, f-FL. RAAYFEEZEHR—FDIT A
THDORST4vO%E#EYRTHITTIEZELND T, Flow Sensor VE NIELLHERET HIZIE. 1 DLLE
DAL YF R—bEDHBTIEESND N T YNERAYF TIRYIRT ENTET IR ELRHYE
3’2:?}9; ?9: DAL vF R—rEZI5— R—bFE 1= (& Switch Port Analyzer (SPAN) ERE[EN 5
_ENHY o
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2y —H % EHER—MEH T Stealthwatch Flow Sensor VE [Z#Eft 3 A E T DIERMEE
BRI5AERORAITRLET,

- Sweitch
@;’R 2 3 % o3 o=

Sweitch "Mirror" Port

Monitor Port
Lo, -

CDERTIE., HRKRAMNST—HRAMBIDTRTOI T49 9% YRS LIIZRMYF
R—FE5—R—NFHRETHIDLENHYET, FlowSensor VE E=ZZR—F 1 ZZDI5—
#i’—hl:?ﬁff\ﬁﬂjéuz\%b%%?o —NIZ&Y. FlowSensor &R YRT—OEDRED RS
497, BEUOMDRYRNT—IANDIT TV I EEZATELIIILBYET, CDHFE. I
TORANERIE—EDRAM R YF IR SN DRV NI —IE DRI EETT,
AAYFTHRINT—DEH/RTETDH—MRLEHEELT, RV T—0F —VIZR AL T, KRR
MY EG CIEAGREER THAIREO—hDIL TUT RYbT—Y (VLAN) [ZH B2 EMNT
EFT, IST—R—FBVLAN E = [ZRAYFDITARTOR—EZIST—Y T TEHEIIHRES
NTULBI5E. FlowSensor VE (&, HEZRVrI—0EZ DD RYNT—ODREE LUy
FI—ORIDTRTDOMS T4V IEEZRITEET,

o BRE EELETEFEICOULITIL. IFlow Sensor ] (['6. Stealthwatch > AT L DEETE 1D
) E=SBLTEE,
o BEaAVROTROBETE. AAVFORETORFLAVNESELT, R(F 3
F—IR—rDBREHEE ST—HR—MIIBYREIND S T1v %R L TS,
Stealthwatch UDP Director

Stealthwatch UDP Director ZBCiE 9 HME— D EH (L, Stealthwatch TTS5AT O AD D ER
ST L THITONTULNVELNEENADHAHZETT,

Management Port

20 ACI A FIFHEINTEY . Unicast Reverse Path Forwarding (uRPF) F£71=(& [+

THRYMIx B IP 2 E % 4R (Limit IP learning to subnet) ] A B RIZE>TULVSIR

%12 UDP Director #BEA9 % &. O—AHJL Ry T —%4H% UDP Director Hh > D ERi%

b5 O4vHETOVITHAREEL HYET, OY T—3FUNETHY—ILHS

49 DRYDERETEMD_ENTED LI, EREIL—/)LO—HERELTUDP
A FIVIERT 4TS HRENHBYET .

ZMDI5FEIZ UDP Director D IEBFENMEZREL T HIZIE. RYFT—U D uRPF E£1=
[ [T RYRIxtT S IP FEE ZHIR (Limit IP learning to subnet) ] Z EXZTZ 5

(B . NEBRYIZ) BB 43 (Z UDP Director Z B RBAL E 9, UDP Director [& L3 7~ (IP
?E't—ﬁb) [CEEE CEET, 40+ Tl VRF ZEIZIURRAVNEEEZEMNICTEE
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TISAT o ANEYNBIETESLIITTBIZE, T7AT VA —ILFEE TRV
B—)L YRMZ & TREGHEBA TAYISNEBVLIIR VT —DERET ILELNHY
FY . COBEISRENSEREFEALT. TTFAT VARV T —IENLTRIETED LS
[SRYbT—DEERELET .

F—TR—k

Stealthwatch Management Console (SMC) . Flow Collector. Flow Sensor. & &
UDP Director

FYRD—0EBEISERL T, ROR—IHFANKET, BERDOT7 I/ LRERHTESS
EERERL TSN,

. TCP22

. TCP25

.« TCP 389

« TCP 443

« TCP 2393

« TCP 5222

. UDP53

« UDP 123

« UDP 161

. UDP 162

. UDP 389

« UDP514

« UDP 2055

. UDP 6343

Endpoint Concentrator
DI AVDR—MEREFERALT. TTSATURD RV NI —Y L CRIETES LIS
TYNIT—DFBRELET,

e TCP 22

e TCP 443

« UDP 53

« UDP 123

o UDP 161

« UDP 162

« UDP514

o« UDP 2055

« UDP 3514
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BER—FEIUTERINL
Stealthwatch TTR—FBRED KSIZFEHIN LI N ERDRITRLET,

BER (HF47UN  HEH—/9 H—h 7aka
EEEI—HDPC FTRTOT7ISA4T7UR TCP/443 HTTPS
2“10)770747“ Iy —H DEEZIR UDP/123 NTP

) ) TCP/389.,
Active Directory SMC UDP,/389 LDAP
AnyConnect Endpoint Concentrator UDP/2055 NetFlow
Cisco ISE SMC TCP/443 HTTPS
CiscoISE SMC TCP/5222 XMPP
Endpoint Concentrator Flow Collector UDP/2055 NetFlow
NEOT V—X SMC UDP/514 SYSLOG
Flow Collector SMC TCP/443 HTTPS
UDP Director Flow Collector : sFlow UDP/6343 sFlow
UDP Director Flow Collector : NetFlow UDP/2055% NetFlow

N AT R

UDP Director g P FA=TADANEEYR  pp/51a SYSLOG
Flow Sensor SMC TCP/443 HTTPS
Flow Sensor Flow Collector : NetFlow UDP/2055 NetFlow
TATOTATA SMC TCP/2393 SSL
NetFlow TZ X7R"—%  Flow Collector : NetFlow UDP/2055% NetFlow
sFlow TH RR—4 Flow Collector: sFlow UDP/6343%* sFlow
SMC Cisco ISE TCP/443 HTTPS
SMC DNS UDP/53 DNS
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EET (V1T
SMC
SMC
SMC
SMC
SMC
SMC

21— PC

55k (Y—/%)

Flow Collector

Flow Sensor
FATUTATA

Flow TV RR—4
Endpoint Concentrator
LDAP

SMC

At

TCP/443
TCP/443
TCP/2393
UDP/161
UDP/2055
TCP/636

TCP/443

ZAkra
L

HTTPS
HTTPS
SSL
SNMP
netflow
TLS

HTTPS

* ZNIET IAILED NetFlow IR—hTE M, FE D UDP iR—rEITHAR—ART

BETEET,

AT avmREER—K
RORIZ, FYRT—VBEICE>TRFELAEBEDHREELZRLET,

EE/IT (V14T

TRTDTITZAT7>
A

SMC

SMC

SMC
SMC

21— PC

5e5k (Y—/%)
a1—%PC

Y—rN\N—TADANVEEIRT
Ly

HY—RN—FTADANVEERIRT
Ls

BEFA—I S —+oxA
EBAOTIOIVRAIT—K

IRTDTITZATUR

R—k

TCP/22

UDP/162

UDP/514

TCP/25
TCP/443

TCP/22

ZJakrai

SSH

SNMP - k5w

SYSLOG

SMTP
SSL

SSH
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1 RETITSATUVADAVAN—IL: D7A T 94— )L ER—

NOE' ¥

ROE L. Stealthwatch [CE>TEAINSSEFSFLEHREFRLTWVET, ChbDHR—
—EEA T3> TY,

aN

D0

Active
Directory

..

TCP /443 U'Tttps;
TCP/22 fssh -

TCR/UDP
Tt 389

TCP /2393

" upp/3sie
TCP/443 [itpg

*. -

Stealthwatch
Management Console
(Central Manager)

(R —

TCRf443
{https)

UDP/123 (ntp)
UDPR/53 (dns)

@ﬂ-UDPIZDSS rrrrr D

Endpoint Concentrator

Steafthwach Steafthwatch upp
Flow Sensar Flow Collector Director
UDP/2055

Protocols (zll appliances)

UDP/53 (dns)
UDP/123 (ntp)

TCP/25  [smtp- optiona
UDP/51

UDF/16

! UDP/161 {snmp)

. L

E

e
—_

Exporters:
Routers and Switches

LIDP/2055 [ Net Flow|
UDF 63432 [sFlow)
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2.VE AV A= ILITF7AILDE I O—K

2VEA A= ILI7AILDEHoO—K

ROFIBIZHST ARE T TSATURADAVAR—ILA®D OVF £=IXISOT7AILEZ DY
A—RLET ., F7MIWEBATE#HIBNTBIZIE. AV A=V 7ML 1ESBLTEELY,

AVAM=ILT7AIL

FISATUR _
% AV Rl B4
274V
3a. VMware vCenter OVF VMware vCenter Z{£ AL =R 87 7

TGATVADAVA+—IL

ESXi RAVR7AVKRANF— /D H

3. VMware ESXIAZYEFRH— 154 A, COFEEERLTT TS

A AT OREAVA—ILLES .

KVM B & U Virtual Machine Manager
3c. KVM $ L U Virtual Machine 1SO #FEALTRET7 IS4 T REAY
Manager AR—=ILTBEEIE. COAEEFER

L/ij—o

1. Cisco Software Central ~DO%5T 4>

1. https://software.cisco.com T Cisco Software Central IZCAT 42 LET,

2. AHoa—KEF7 vy TS L —K (Download and Upgrade) ] 493> T, [V 7 DS
9> A—K (Software Download)] Z#ZEIRLE T,

— : thaln s
— Cisco Software Central '
- cisco Q O
by
M & &
Download & Upgrade Network Plug and Play License
( Sof ) Plu
Do i current software De
,and

3. [ G DEIR (Select aProduct)] 74— ILEARRENDETFIZRYO—)LLET,
4. Stealthwatch Z7AILIZIX, RD 2 DD AETTIEATEEY,

e BRAITRE:[BLENDZEIR (Select a Product)] 74— JLKIZ Stealthwatch & A 1L
F9, Enter #HLET,
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https://software.cisco.com/

2.VE AV A= ILITF7AILDE I O—K

o Aa—TREK:[FTRTESE (Browse A1 ZEV)vILFET, [EFXa)T+
(Security) 1> [RYrID—IDaI1REEE T A T—2 3> (Network Visibility and
Segmentation)]> [Stealthwatch] D IEIZEIRLET,

Select a Product Product Name e.g. 2911 Browse all I

Downloads Home / Security / Network Visibility and Segmentation

Uptcal Networking " EnapoInt Securnty A

Cyber Vision

Routers Firewalls ISE Passive Identity Connector
Intrusion Prevention System (IPS) Identity Services Engine

Servers - Unified Computing Y Network Admission Control

Service Exchange Secure Access Control System

Storage Networking Next-Generation Intrusion Prevention System Security Packet Analyzer

Unified Communications Security Management Virtual Security Packet Analyzer

Universal Gateways and Access Servers VPN and Endpoint Security Clients

Video Web Security

Wireless Workload Security

2. 77AIWNEAHoO0—FK9 5
1. PTSAT7RBATEEIRLET,

« Stealthwatch Management Console {RE7 TS A7 R
« Stealthwatch Flow Collector R 7 IS5/ 7> R

« Stealthwatch Flow Sensor (RAE7TS5A4 7> X

« Stealthwatch UDP Director {RAEB7 F54 72 R

o IVFRAVLAVEIN—AEBTTSATUR

2. [Stealthwatch AT LY TR 17 (Stealthwatch System Software) ] ZEIRLET,

3. [®#")')—A (Latest Release)] FIT., [7211(F=FAAM—ILT B T72xD/\—37
U)EERLET,

4. By 0—K:OVF £=LISOMVRM—ILIF7AINERDITET, [FyrO—FK
(Download)] 7/ E =& [H—F BN (Addto Cart) ] 7AaAVE D) I LET,

5. COFIEZEEYRLT. FTTSATUREIATTEIZT7AILES Do O—KLET,
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3a. VMware vCenter ZERALI={RET7 TSA T AD A2 A+—)L (OVF)

3a. VMware vCenter Z{E L= IRET7 IS4 7
S ADAAR—IL (OVF)

=
\_;_Mware vCenter #E AL TRE T TSATUREAVAM—ILTBIZIE. RO FIEIZHELE
RDAZEEFERTHEEE. XESHBLTESLY,
e VMware ESXi B R7AH—/\:[3b.ESXi REVF AV Y—IADRET7TS5A47T
DADAVAR—)IL(ISO) 1ZFEALET,
o KVM:[3c. KVYMRAMDIRBET TSA T RADA AM—IL(ISO) 1ZFERLET,

(XL BHIIZ
LU RP—ILEIRD BRI, ROEEFIEER T LTS,

1. Bttt THR OEBREEHFHERLET,

2. )Y—REBEH T)Y—REH |QIEBEFHEREL. TISATURICHERENY L TERELE
To U\J_X j —)bif:(ifﬁgﬁ}f%ﬁﬁﬁ L/—CU\/_X%%“ ('J é’lfij—o

8. IF7ATIA—IL BIEDITFATIA—IVERELET, FHMICONTIE M. RE7
TIATVADAV A=)V : TPAT IA—ILER—FDRTE 1ZSBL TS0,

4. J7A4IV:TTSAT2UAD OVF I7A)LEFHoO—KLEYS, FIBIZDULTIE, M2.VE
AV AM=ILIFPAILDE I O—F 1ZSBLTESLY,

5. Bz AREBT7TSATUREAAR—ILT % VMware IRER D/ \ A 13—/ A HFRARZ
EESNIEBZMNELVERIZRL TSI LEHRLET, ELGWLMES. RETT
SAT U ARE R TSR ENBYET,

A Stealthwatch DRTLTTSAT U ARERUMEBISRE/ O AT LIZIEETELL
WIBT U FIIMRET U HF A AR—=ILLEN TS0,

FTTITAVRM=ILENTWNBHREL IN—2a0 R EEEZSIN S8,

A Stealthwatch (R 7 FS5A4 72 XIZ VMware 'V —I)LE A2 AR— )L LI TLEELY,
;r‘jél_;_—)lfg'éc‘:\ RETITSATUANIMEREEIZLEY . BAV AL E|Z
&b o
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3a. VMware vCenter ZERALI={RET7 TSA T AD A2 A+—)L (OVF)

vCenter 2 AL 7 ISAT7 A (OVF) DAV A—)L
VMware vCenter (1= [ERIHRDIRE) BHHIGE L. RO FIEZFERAL. OVF ZFEHRAL TR
BT ITSAT U REAVR—ILLET,

TJOEADBRE
§¢§77°547‘/7\0)4>ZI~—)VG(3; CHETHATIRDFIEEZETTOILENHYE
1.VMware Web Client ~)A%5 (>
2. :57490EERTHIA— U —DERTE
SARBETISATUADAV AR—)L
4. B8MNE=HY> % "—r0) 2K (Flow Sensor DH-)

1. VMware Web Client ~DRA5 (>
RET7ITSZATUREA AR—ILT BIZIE. VMware Web Client IZAS 42 LET,

O) AZa—ET 57497 D—EBIE, CCISRYIBEREIEGHGEENHYET, VIb
Y 7IZEATAEEMIZDOLNTIL. VMware HARZSHBL T ALY,

1. VMware Web 7547 MZAT AV LET,

VMware vCenter” Single Sign-On

2. JA—toY— FIFATUANTIO— o Y—DIBE (2. 5719 0%ERTET
O— oY —DBREITEAFT

FOMIRTODTITSATUOR - TISATUANIIA—tL o —THWNMEE . 3. {EE7
TSGATOADAV A=)V IIZHERET,

2. 8549 OEBIRT H70— U —DRTE

Flow Sensor VE [Z[& VMware Iﬁﬁ%ﬁ*ﬁ‘ft?’éﬁ%ﬁﬁﬁﬁ)u C7a—3ERSfEEO7O—T—
BEERTEET, FNAN—NAF RAMREICA LV A—ILENDBRETTSA T REL
T. Flow Sensor VE [£7R A vSwitch M4 —H Ry bk TL—LEZEMIZT T FrL. hY
NtE—30 R7 EvbLb—h, XU YL L—HMNZBRITIEEL Y IV ERE
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S0 70— La—FZERLET, EFMIZDULTIE. TFlow Sensor VE1E KU Stealthwatch
Flow Sensor |ZZ BB L TLZE0Y,

m;);}illﬁjéﬁﬁﬁ LT. vSwitch ED S 7499 %Ef89 5K, Flow Sensor RN KHIZERTE
LFI,

o TBEHDARRANTD vSwitch D EZR

o H—DHRAMTD vSwitch DEIHR
PCI /SRR L—IZLBNEBNS T4y I DEZRIT
Ff-. EWT B PCINARRL—ZFEALTEERY NI —IEZ=4 2 BIZ Flow Sensor VE
HEHRETHIELTEFET,

o E{f:igb/ixgbe #EHL FT-(Z e1000e #EHLD PCI /AR JL—,

o )Y —X1EHR: [Flow Sensor VE1Z S BB L TLIZ&LY,

. A THMEICEATIEELEREIE 1 ZSBLTZE,

o FIE:FlowSensor VE [ZPCI R YT —0 A2 B3—T A R%EBMT BIZIE. VMware D

ZaT7IVESRBLTIIESLY,

FEEDHRARTD vSwitch DEZ1H

Flow Sensor Z{#FAL T, E8D VM £ XIS R 2D 528 vSwitch LD 749 0% E1RT 5
21X, COIEDFIEZFEALET,

CDEIavDANBIL, VDS RyRT—VIZDHFHBLET, VDS LIS DIRTEANIZHR U
D—ohBh(EE L. [E—DHRARTO vSwitch DER I ITEHFT,

HREEH
COEREICIE. ROBEHELAHYET,
o DE{RIER— (dvPort) : E]7%: VLAN %X E & 1T 7= dvPort ' JL—J % Flow Sensor
VE TEStR 9 5% VDS [ZIBMLET , Flow Sensor VE MRk —%4 LM VLAN & VLAN

PUNDEADRS T4 0 ERTHERIE. ENETNADE4TI21 29D, 200
dvPort R—k T IL—TE e T DR EAHYFET .

o VLANID:JRIEETVLAN(VLAN RS2 F 2 JFEFIETIAA—FVLAN ISM) AL TL
GG . COFIEZEITTDICIEVLANID R ETY

. EENE—L. BN
o FERAR—F:vSwitch [ZEETE

VDS #HERALTRYN I —O%F R ETHICIXRDFIEEZETLET,
1. [RyrT—F>2 % (Networking) ] 74V &) v LET,

= 5 ()

2. [y —F2 % (Networking)]'!)—T, VDS #HV)vILET,

3. [DEhiR—k45")L— (Distributed Port Group) 1> [#T R/ EiAR—r 4 JL—7 (New
Distributed Port Group)] Z&IRLET,
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Settings

¥ Delete

4. [#FR 9 EAR—R JL—7F (New Distributed Port Group) 1 & 4 7S Ry XZEZFEHRALT.

ROFIEDEHREEH TR—M L —TEHRELET,

5. [BHIESFATDEIR (Select Name and Location) ]:[& Bl (Name) 74— JLKIZ. 2D

dvPort JIL—T## AT HEHEANALET,

6. [EXTEHERL (Configure Settings)]: [fR—F2% (Number of Ports)] 74—ILKRIZ. (RRARIS R

AR D Flow Sensor VE D#EAALET,

New Distributed Port Group

+ 1 Salect name and location Configure settings

2 Configure seitings Sai general propeties of the new port group

3 Ready o complete

7. [VLANZAZ (VLANtype) KOV TFHEH Y AREH v LET,

o RIEATVLANZFERALGWEEIE, [[EL (None) ] Z#:EIRLET,
e BERNTVLANZFEATRIEE(E. VLANISTEERLET, RO KLSIZEHRTEL

EX I

VLAN &4 B

VLAN [VLANID] Z4—JLRIZ. ID [Z—E3FBEE (1
~4090) %= ANLET,

— ae o TRTOVLAN NS DqvOEERT BIZIE.
VLAN RS2 27 [VLANRS > Z &5 (VLAN trunk range)] 74—
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VLAN B4 e300
JLURIZ0-4094 LA ALET,

ROwT &) ZAHvS [EEZE R
(Promiscuous)] ZZERLET,

754 ~X—KkVLAN

8. ﬁg}%ﬁoﬁfz?(ReadytoCompbte)]:?ﬁi’éﬁﬁﬂbiﬂ'o [#&T (Finish)1&2')v%

9. [k T—F2% (Networking)1'V)—T., #FLLNdvPort T IL—T&H Y1)V ILET,
(257 DR E (Edit Settings) 1 2 #IRLE T,

10. [T (Security) ] ZEIRLET,

1. [EEZRIE—F (Promiscuous Mode) | KA TR VY X&)y LET , [BFA]
(Accept) ] ZZIRLFT,

doc-portgroup - Edit Settings

Genera

Advanced ( " )
Promiscucus moge ACCEDl

WLAN
MAC apdress changes Accept

Teaming and fallover Faorged transmits Accept @
Traftfic shapmg
Monitorng

Misg ellanscus

12. [OK]IZEHD)wILT. F4705 Ry REFALET,

13. Flow Sensor VE AY VLAN Ry T —4 57499 EIEVLAN RV NT—9 NS5 409 0D
HEEZZLFETH,

e MAZERTHIGEEIX. COIEHDKRARTOD vSwitch DEER IDED FIEZE
fEUIRLET,

e TLWWZIDIZEIE. ROFIEIZEAFT
14. VMware 2152, Flow Sensor VE [CX A BRI R EMLDRID VDS BdHYUFET H,
e Al VDS B®HBIGEEILX. CDIEHDKRANTO vSwitch DEFRIDIED FIEZE

RO VDS THEYRLET .
o BWMGEIX. B EET7ISATUADAVAM=ILIIZHERFT,
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BH—@QRAMTO vSwitch M EZtR

Flow Sensor Z{F AL T, BE— R XrD VSwitch LD +S T4y 0 EEERTBIZIE. COEDF
IBZ{FERLET,

O DAV DRBIL, JEVDS RYRT—DIZDHZLELET, VDS FHRybT—
ITHERALTWAIGEIX., THEHDARANTO vSwitch DEER IIZEAFT,

BREEH
CHDHRTEICIX. ROEHELHYET,
o EERR—L T IL—F :FlowSensor VE TER T HERB RSy FIZEZRIR—~ 4
IW—TJEEBMLES,
o J|MEFT—F: B
o fEZRIR—bF:vSwitch IZEXFE

R—k T IW—THEEZRET—FIZERTE

RDFIEEFRALTR—N IL—THEMTEHh. R— T IIL—TE#HwmEL T, [EEH|
(Promiscous) ] [ZERELET,

1. VMware ESXi7hRAMEREIZOS 12 LET .
2. [Networkingl #2')woL%ET,

Ymware ESXi

Wirua| dwilches Proyscal NICs Viiemel NICs

3 Add perl group * Refresn

Nama w | ACHE DOt
Slonag 3 & dsVLAN_d 3
f metwurking 2 b & o 2

= viaichd
Mo mebworics...

3. [[R—Kr IL—TF (Port groups) 1 27 & &IRLET,
4. FILWR—MIL—TEERLIZY., R—F T IIL—T&#HmELI-YTEET,

o [(R—FT IL—TDYER (Create Port Group)]: [fR—K4 JL—T M BN (Add port
group)1 &)V ILET,

o [(R—FJ IL—T D#R%E (Edit Port Group) 1: IR—FJ IL—T % FIRLET, [BRE
D¥mE (Edit Settings)1 &2y I LET,
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3a. VMware vCenter ZERALI={RET7 TSA T AD A2 A+—)L (OVF)

5. 47O RYyIREFALT, R—rJIL—TEKRE

DERVTERELES

VLAN 2414~

VLANID (Admin.
VLANID)

VLAN k52 X245

L&Y, VLANID &#7=[& VLAN 5

w

#
VLANID Z#{#HALTE—®O VLANZIEELE

o

[VLANID] Z4—JLRIZ. ID [Z—E3FBHEE (1
~4090) = ANDLET,

VLAN F52 £ T @ERALT, TOD VLAN
NSO vDEE=ZZLET, TIHILEDEHIE
0 ~ 4095 T9,

6. [L¥ )74 (Security) ] XENIZFI)v oI LET,

24 Add port group - vlan4_promisc

Name

VLAN ID

Virtual switch

| viand_promisc

L

| vSwitch(

G

) Click to expand

Add || Ccancal |
T

7. [EEZERIE—F (Promiscous Mode) ]: [E &9 % (Accept) ] Z:#E IRLFE T,

Name

VLANID

Virtual switch

+ Sacurity

Promiscuous mode

MAC address changes

Forged transmits.

£4 Add port group - viand_promisc

viand_promisc

| 4

wSwitchD

: e

® accept O Reject

® accept O

O Inherit from vSwitch
O Inherit from vSwitch

Reject () Inherit from vSwitch

| Add || Cancel |

8. Flow Sensor VE A%, Z®M VMware IREBEARA DRI DIRB RV FEER/LETH,

o TRWIDIZE, 2. F5709v0Z2BHRTH70— o —D®EIRY. IT
DFIEZRDIRERAF THEYIRLETS,
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3a. VMware vCenter ZERALI={RET7 TSA T AD A2 A+—)L (OVF)

o TWWAIDZAIX., B RBFISATUVADAVAM—IVIIZEHAET,

QARET T ZAT UV ADAVAR—)L

RETTSAT U RENAIN—INAF RAMIAVA—ILL, RET7ITSA T ADEEE &
VEZRY T R—bEERTHICIF. ROFIEEZRTLET .

0 AZa—ET ST D—ERIEL, Clliﬁf'fﬁiﬁtliiﬁéi%ﬁﬁﬁ)Uiﬂ_o Ik
DI T7IZETSFEMICDLNTIX. VMware HAFZESHELTIZELY,

1. Cisco Software Central NoA 2 O—KLI={RET7ITSAT7R YT T T74IL
(OVF.TGZ) =R DITFE Y,

DT AINERRETAOENTHL, BRELET,
o J7AIERRATAIZII. TAILETRHNDI7AILETATHE. FALZHELE

e TGZI77AIDIEREIT2BEDTOLRT, FHALTWAYIRNITTIZES>TF
IEMNELGDIGEENHYET,

. TRAREEDY)YILET, [OVFFoTL—rDERI (Deploy OVF Template)] 3 #IRLE

4. [OVFTo 7L —FrDRREE (Deploy OVF template) ] A 7S Ry REFRALT. RDF
B CIEESNTWNBAELSIZTISAT7UREERELET,

5. [OVFF 7L —hr®M3iEIR (Select an OVF template): IR T7 TS A7 X OVF B&LD

VMDK 774 JLEEIRLET,

N

w

Deploy OVF Template

1 Select an OVF template Select an OVF template

2 Select a name and foide Select an OVF template from remote URL or local file system
le
. Enter a URL to download and install the OWF package from the Internet, or browse to a
i ocation accessible from your computer, such as a local hard drive, a network share, or a
- CD/DVD drive
./ URL
® Local file
| Choose Files |
& Select a tempiate to deploy Use multiple selection to select all the files associated with an Y\
OWVE tempdats { ovl, vmdk efc |

6. [BRIETAHILA MDFEIR (Select aname and folder) 1: BRI —E(IZHEBIIIZKRZE
BLET, PISATVREZRETHIGRERRLET,
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Deploy OVF Template

+ 1 Select an OVF template

3 Select a compute resource
4 Review detalls
5 Select storage

& Ready to complete

— Specify a unigue name and target location

Select a name and folder

Virtual machine name: doc-udpd

Select a location for the virtual machine

- 5 sw-vcB7
HLw
» [ Ral

com

[AVE1—T42 T )V —ANDEIR (Select a compute resource)]: RN AV E 1 —T 4«

DT))—REERLET,

Deploy OVF Template

+ 15elect an OVF template
« 2 Select a name and foider
4 Review detalls
5 Select

storage

& Ready to complete

Select a compute resource
Selact the destination compute resource for this operation

v [ LWR
[ sw-esxi67-0. i.com
» [ sw-asxi67- com

Compatibiity

v Compatibility checks succeeded

CANCEL BACK

BLEY,

[ D FEEE (Review details)]: OVF EA D

HMEHERLES . ROFIRT)Y—R%ER
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Deploy OVF Template

+ 1Select an OVF template Review details
+ 2 Select a name and folder Verify the template details

+ 3 Select a compute resource

4 Review detalls
5 Lice greements
£

Publisher No certificate present

Download size 22GB

Size on disk 3.1 GB (thin provisioned)
0.0 GB ( P e

9. [SMtEREH (License agreements)]: TVRA—H 54U A2 ZHERELTRIELE

10. [RRL—U D8R (Select storage) ]: T—3 77 A IV E R TFTAIBAEERLET,

o RIETA4RIREHK D1EIR (Select Virtual Disk Format)]: [°/“J77\°I:l 5\3)3:‘/7\\
Lazy Zeroed (Thick Provision Lazy Zeroed)] F1=(& [y T AE 3=> % Eager
Zeroed (Thick Provision Eager Zeroed) ] ZEIRLFE T,

Lo FAE VAL HRIE, TARIBRAHBSN T HHAC DA EALE
I, FFHIZDULNTIEL. VMware DHARESBBLTLIZELY,

. [;_iH/—“‘) (Storage)]: )Y —REH 1% HERLT, +THHBEAR—RZFE|YHTE

Deploy OVF Template

+ 1 Select an OVF template Select storage
+ 2 Select a name and folder Select the datastere in which te store the configuration and disk files
+ 3 Select a compute resource

« 4 Review details

+ 5 License agreements

Select virtual disk format C Thick Provision Lazy Zeroed )
6 Select storage

7 Select networks VM Storage Policy. Datastore Default

& Ready to complete [ Disable Storage DRS for this virtual machine

M) —2EH 1 ZHELT, +9EY—RZENY L TET, COFIEE. SRATL
INDA—TRIZESTEETT,

WLWETR)Y)— AL VIR EE T Cisco Stealthwatch 77547 A= BT 31584,
77‘35'{7‘/Z0)'J‘/\—7\ﬁﬁﬁ$€‘5 ERERL, BREICISLT)Y—RZEE L.
ERDOEEHSIUBEEZ B CHIFITIDLENHYET,
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11.

12.

13.

14.

15.

[y kT —2 DE1R (Select networks) |: R T TSA 7o AD 1y T—H%&IRLE

o

[DO—+t > —(FlowSensors): 7T S5AT7 U AN 70—t H—DB &I, ERLT-
R—rE8IRLET, FIEICOWTIE. 2. FS570v 97 BERT570— 2o 9—0EE
E1ZFSHELTESLY,

Deploy OVF Template

" 15elect an OVF template Select networks
~ 2 Select a name and foider Select a destination network for each source network

« 3 Select a compute resource

¥4 4 Review deta"s Source Network T Destination Network
+ 5 License agreements VM Metwork dSVLAN_4
+ 6 Select storage . = ;
g 1Port doc-portgroup .
7 Select networks :
[:\5‘ 2 iterns

B Ready to complete

IP Allocation Settings

P allocation Static - Manual

[#2 T #EfHED5E T (Ready to Complete) |: SREDMEZFHEZELET, REMNELLMES
(X, [#&T (Finish)]Z2)v o LET,

BRIZ/ NI 5O RTRAESNE T, [RENDFZY (Recent Tasks) ] £ a> TR
BDETIRKREE=2LET . ROFIEIZEDFIZ, BEAMNTETL. 1RV VI —
[CRIRSNTWBIEEERLET,

IO0— oY —7ITSAT7U AN 70—t H—ThHY . VMware IRIBEBRDEH D RIE
AAVTF | FIEOSRINDERD VDS #E R T 55E (L. ROIEN4 EME=2)>
5 R—r D EZH (Flow Sensor DH) JITEAFT,

SATLRNDRDRET T S5AT7RIZx LT, [3a. VMware vCenter Z{EAL-{RE7
TSATOADA2 A—IL(OVF) IDFTRTHOFIEEEYIRLET,

SATLRATIRTDRETISATVADAVRAM—IVER T LIHE (&, T41P7F
LADBEEIEAFTT
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4. BINE=HR)>2Y R—bDEZ (Flow Sensor DH)

CDFIEBNDELIEDDIL. FlowSensor VE HY VMware IRIBERDEHDIRER M vF . Ff=
[EOZRAAARNDEED VDS %%}ET%E“%'E‘TO Moo —tw 9 —0EFE=F)THRFET
[FELMEEX. TAIP PELADETE IITEHFT

Flow Sensor VE E=42> Y R—rZBMTBIZIE. ROFIEEEITLET,

1. AR KN) YY) —TFlowSensor VEZH D)y ILET, [BREDHwRE (Edit Settings)] &
EIRLET,

vSphere Client

@ @ FS-TEST

summary Monitor

pr— . Alarm Definitions

% Fs
[E R&D !"\’ >

Power
Guest 05 L ]
Snapshots
@ Open Remote Console

| & Migrate

|

| Fault Toleranca

VM Paolicies

Template 3

Compatibility

(ﬂ'} Edit Settings )

Recent Tasks Movwe to folder

Task Mame Rename

mport OVF pack Edlit Notes

Tags & Custom Attributes

Add Permission

2, %&E@_ﬁ% (Edit Settings) | A 7AT Ry I RZFEAL T, ROEESNT-REEHE

3. HIRT/NAMRADEN (Add New Device) 1 #901) v LET, [RYNT—HOTF7FTA
(Network Adapter)] Z#ERLFET,
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3a. VMware vCenter Z{ERLI=RET7 IS4 72 RAD A2 X +— )L (OVF)

Edit Settings

Virtual Hardware

FS-TEST

WM Options

» GPU

» Memory

Hard disk 1

» SCSi controlier O

» Network adapter 1

» Network adapter 2

» CD/DVD drive 1

» Video card

VMCI device

Other

100 GB

LSl Logic Parallel
dsVLAMN_4 ~
dsVLAN_10 ~

Datastore SO File

Network Adapter

ADD NEDE\I’ICE

CO/DVD Drive
Host USB Device
Hard Disk

RDM Disk

Existing Hard Disk

SCSI Controller
USB Controller
SATA Controller
NvMe Controlier
Shared PCI Device
PCl Device

Dievice on the virtual machine PCl bus that prowides support for the

virtual machine communication interface

Additional Hardware

4. FLWLWRYNI—OTFH TR ROTES . REZEV)VILTAZ 2 —ERFAL. RDOA

RE

RELET

o [T —4 88 (New Network) ]: REIY K THOEERHR—NT IL—T%&E

RLFET,

o [7HTRDZAT (Adapter Type)]: [VMXNET 3] Z:EIRLET .
o [RT—HX(Status)]:[/\T—7 2 B Z$EHE (Connect at Power On)] Fx v IRy

DREAVIZLET,

Network adapter 1

» Network adapter 2

Oraw Network *

Status

Adapter Type

DirectPath VO

Shares

Reservation

Limit

MAC Address

» CD/DVD dnive 1

dsVLAN_4 ~

dsSVLAN_10 v

-portgroup ~
B3 Connect At Power On

VMXNET 3 ~

Benabie

s

Normal

E Mbit/s ~

Unlimited

Datastore IS0 File

El Mbit/s ~

Automatic ~

Connected
B connected

Connected

Connected
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5. BREZHERRE. [OKIZV)vILET,
6. BEICHLTHDA—HRIETHTHZEMT BIHE L. COFIEZRYERLET,

TRTDA—YRYNTE TA2%EEBMLIIEEIE. T4IP FELADEREIZEAET,
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3b. ESXi AZV R 7 AV —I\~DRBT7 TS
ATV ADA2 A—)L(1SO)

S

ESXi RAVR7AV Y —/\EEZT=- VMware IREZFRALTIREB7ISA 7o REAV AL
FBHIZIE. ROFIEIZHEWNET,

AMDAFEEFERTHIEEIL. RESHELTIESLY,
o VMware vCenter:[3a. VMware vCenter Z# AL {RE7TSA 7L ADAV A —)L
(OVF) 1Z{fERALZET,
o KVM:[3c. KVWMRRARDIRBETTS5A TV ADA AR—IL(ISO) 1ZERALET,

(XL BHIIZ
LU RP—ILEIRD BRI, ROEEFIEER T LTS,

1. Bttt THR OEBREEHFHERLET,

2. )Y—REBEH T)Y—REH |QIEBEFHEREL. TISATURICHERENY L TERELE
To U\J_X j —)bif:(ifﬁgﬁ}f%ﬁﬁﬁ L/—CU\/_X%%IJ ('J é’lfij—o

8. IF7ATIA—IL BIEDITFATIA—IVERELET, FHMICONTIE M. RE7
TIATVADAV A=)V : TPAT IA—ILER—FDRTE 1ZSBL TS0,

4. T7AIVTITSATUADISOT7AILEAHoO—KLES, FIEIZDNTIE, 2. VE
AV AM=ILIFPAILDE I O—F 1ZSBLTESLY,

5. Bz AREBT7TSATUREAAR—ILT % VMware IRER D/ \ A 13—/ A HFRARZ
HEINFEBZNELOEZZRLTWAIEEHEZELET, ELLGWNMES . RET7T
SAT U ARE R TSR ENBYET,

A Stealthwatch VAT L P T SAT U RERCYIB I SRR/ O AT LIZEFETELHL
MBI EIXREBTI U EA A—ILLIENTLIZELY,

FTITAVAM=ILENTWBHREZL IN—D30 M EEEZTINST-6.

A Stealthwatch RET7TSAT2ARIZVMware Y—ILE A2 A—)LLIELNTLIEELY,
;y;;—»%a BT ITZAT ANBMEREEIZLEY . BAUR—ILHBE(C
) o

ESXi RZ K78y —N\~ADRET7ITSAT72AISO) DA
JAM—=IL

ESXi RAVR7AV Y —/\EEZT- VMware IREZFRALTIRE7 IS4 7o REAV AL
FAHIZIE. ROFIEIZHEWNET,

JO0tERDPE

gf.\ﬂ'}"j%'f?‘/;w)/f.‘/XF—)b'Gli CHOETHATIRDFIRERTIOILELNHYE

1.VMware Web Client AR5 1>
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3b. ESXi RAVRT7 AU Y —NADRET T ZA T AN A2V AR— )L (ISO)

2.1SO Hh s> MDEED

20—t H—7ITSATUANTAO—t P —DIHE L, [Stealthwatch Flow
Sensor %S BL T, ELEMDEREFIEIZDLVTHEAELTZSLY,

1. VMware Web Client ~DO45 1>

@ AZa—ET 57499 D—EBIE. OISR EREFEGDZEAHYES VI
Y 7IZEATAEEMIZDOLNTIL. VMware HARZSHBL T ALY,

1. VMware Web Client [2O5' /2 LET,
2. <2 DERL/ % % (Create/Register a Virtual Machine) ] 22y LET,

3. R AE <> (New Virtual Machine) ] 3 4 70T Ry I XZ&EAL T, RO FETHE
EFSNTWNBEIITTSAT7UREHRELET .

4. {ERB4A T DEIR (Select Creation Type) : [FTLLMRAE TS > DYERKL (Create a New
Virtual Machine)] Z#:&RLET,

91 New virtual machine

b 1 Select creation type

2 Select a name and guest OS

Select creation type

How would you like to create a Virtual Machine?

3 Select storage

4 Customize settings

Create a new virtual machine

5 Ready to complete
Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

5. X 0S LA HTDEIR (Select a Name and Guest OS) : XD IEHE A D FF-IFEIRLE

o

A BT (Name) : B EIZH R TEBLSITISATURADERIEANLET,
B #a1% (Compatibility) : {9 5/3\—32 (v6.5 F1=1E v6.7) FEIRLET,
Ak 0S 7731) (Guest OS family) : Linux,

A0S 7/3—23> (Guest OS version) : [Debian GNU/Linux 10 (64E v k) (Debian
GNU/Linux 10 64-bit)] ZRiRLET,
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#11 New virtual machine

" 1 Select creation type
3 Select storage
4 Customize settings
5 Ready io complete

Select a name and guest OS

Specify a unique name and 05

Name

Virtual machine names can centain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
instaliation

Compatibility

Guast OS family

Guest OS version

ESXi B.7 virtual machine

Linux

( Debian GNU/Linux 10 (54-bit)

)

6. [RFL—MER (Select Storage)]:TUtZE[ﬁEfJ?—QZFTEE?RbiTO [1)s)—
AEH 1ZHERELT T RLERENHLILEHRELET,

41 New virtual machine - stealthwatch-SMC (ESX/ESXi

)

v 1 Select creation type
v 2 Select a name and guest OS

i 3 Select storage

4 Customize settings
5 Ready to complete

Select storage

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for
the virtual machine configuration files and all of the virtual disks.

Name v  Capacity v Free v | Type v  Thinpro...~v Access v
datastore1 192.5 GB 188.6 GB VMFS5 Supported Single
1 items

)Y —2EH 1 ZEZLT, +0E)Y—REEYLHTET, COFIEE, VAT LA
INTA—RVRIZESDTEETY,

W)Y —ZAHVEEL VIR BE T Cisco Stealthwatch 77547 A BET A5 5L,
FTISATUADY) V—AHRAREIERCEERL, BRICHLT)Y—REE L,
BHEOEEMHSIUVHEEEEZEYIZHIFTLINENHYET,

7. BBEDHRHTAL X (Customize Settings) : 7 T SA T ABHE ANFT-ITERLET
(BEMIZDOWLWTIEU Y —REHESRBLTZELY),

ROEZEIRL-CEEHERLET,

o SCSIa>kA—5(SCSIController) : [LSI Logic Parallel]
o RYNI—4 7HTH(Network Adapter) : 7T SA 7 ADEEBT7RL AZHEZRLE

o

FISAT AN IA—toH—D/EX, [RVhT—0 7HETEDEM (Add
Network Adapter) &9y L TRIDEEBE (X T AU 3—DJ (A R%E
MTEET, EFHIZDOULVTIL. IStealthwatch Flow Sensor |2 S BB L TLEELY,
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791 New virtual machine - stealthwatch-SMC (ESX/ESXi B s s )
M 1 Select creation type Customize settings
¥ 2 Select a name and guest OS Configure the virtual machine hardware and virtual machine additional options
VM 3 Select storage
i 4 Customize settings
5 Ready to complete » dcpu 2 v
» @l Memory ‘ 16 GB v
» (2 Hard disk 1 ‘ 50 GB v
> SCSI Controller 0 LS! Logic Parallel v
USB controller 1 USB 2.0 v
Om’ Network Adapter 1 VLAN_10_MGMT v  [¢] Connect
» (5) CD/DVD Drive 1 Host devics v
#| Connect
» [ Video Card Specify custom settings b

8. FYRT—U THETADMEIZHIEINEI)VILET,

9. [FETAMDRAT (Adapter Type)] T. [VMXnet3] Z:&IRLET

10. SREEFERL. TNONELNIEERERLET .

1. [T (Finish) 120Uy ILES, KRBT avTHIMERESNET,
2.1SO MM EEEY

1. VMware A —ILEFHEET,

2. iﬁgb\ﬁfﬁﬁ\vvyl: ISO ZHEMLET . SIS DL TIE, VMware DA A FESHL TS
ZE0Y,

3. ISOMBRETLUERBLET , AV AN SAETIN. BEMIZBEEEHLES,
4. AVAM—ILEBREIMNTETITDHE. AT A TAVTRRRTENET,

Welcome to StealthWatch Management Console VE Uersion 7

smc—01 login:
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5. (RTINS ISOEYIMLET,
6. RORET7TSATURIZHLT, I30.ESXi RAVE AV H—INADRET TS5A4TY
ADA A=)V (ISO) IDTARTHOFIEZEHEYRLET,

1. JA—t Y —FTITZAT AN TO—t o H—Di5E(E, Stealthwatch Flow
Sensor JZHERL. CORZaT7ILORRDIEEZSBLTEYNZ7YITEZRTLED,

o 2051w EERTHIO0—toH—DERTE (TBE—DHRANTD vSwitch D EE
HIEER)

o 70—t H—h VMware IRIERNDEHRDIRERMVTF . FITVTRFNDE
D VDS ZEHT B AL, M4 BINE=41) >4 R—+D EH (Flow Sensor D
) IITEAFET,

8. 3:&10){&7@77"547*/7&4‘/xh—)bbf:i%éta [4.IP PRLRADERTE IIZEHE
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3c. KKk M TRAMADIRETZ TSATUOADAY
A k=)L (ISO)

=
KVM & Virtual Machine Manager Z AL CTIRBET7 TS5A 7V REA 2V AM—ILTBIZIE, XD
FIEICREWNET,
AMDAFEEFERTHIEEIL. RESHELTIESLY,
o VMware vCenter:3a. VMware vCenter Z{EALI=RE 7 TSA 7L RADAL AM—IL
(OVF) 1Z{fERALZET,

e VMware ESXi RA R 7O H—/\:T3b.ESXi RV R 7RV —INADRET7TTS5A47
DADAAR—IL(ISO) |ZFERALET .

[ZL&HSHEIIZ
LU RR—ILEWBD BETIZ. ROEIEER T LTS,

1. Bt THR OEBREEHZERLET,

2. )Y)—REBEH T)Y—REHK | QIEFHEREL. TISATURHELREY L TERELE
To U\J_X j —}bif: ‘i{ﬁ%ﬁ;ﬁ%ﬁﬁ L,'CU‘/—Z§§“ ('J %—Cgs-d_o

3. D7ATIA—IL: BIEDI7AT7I+—IILEHELETT, FHMIZDOLTIE. M.FE7
TSATVRDAV A=)V : TFAT 24— ILER—PDRTE 1S BL TS,

4. F7AN:TISAT Y ADISO T74A)VEF IV A—RL KYMIRR LD T4 )LF [2aE—
LET, COBEIZHAHITIL, var/lib/libvirt/image 74 I A ZFEALET ., FIEIZDLY
TIE.T2Z2VEAL A=V 7AIILDFE I O—K 1S BL TS,

5. B RBT7TSAT U REAV AR—)LY % VMware IRIBRD /\ A 78—/ \(HR M
HESNBRMNELVEZERL TSI EERERLET, ELGWNES, RETT
FAT U RERH TELRNIENHYFET

A Stealthwatch & 27 Ly TIZATUOREBRUYIB IS RR/ D AT LIIEFETELEL
MBI UEIIREII U EF A AR—ILLENTEES0Y,
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KVMRARADRE T TSA T2 AD A2 A—)L (1SO)

K\%Mj_rkxm%éi%ﬁli\ RDOFIEIZHL, ISOZFERALTRET T SAT U REA AL
L/ o]

JOADEE

§E77547>X®4>XI~—)VGM~ CHOETHATOIRDFIRERTIDLENHYFE

1.KVM  RRAMDREF7 T4 TV RADA XAb—IL
2. Open vSwitch ~ 0 NIC & K UMEZE RI7/R— D BE 1R D 3B N (Flow Sensor D& )

1.KVM T RAMANDRET ITSGAT O ADAVAN—IL

ISO 77/ IVEFERLTKYMARAMIREIL U EAVAM=ILT B HEIWNOMHBYET,
RDFNET. Ubuntu 78y A TEITI 5 Virtual Machine Manager &LV GUIY—)LZFE AL T
{R %8 Stealthwatch Management Console (SMC)Z A Ab— LT 5 —HlFRLET . BHED
%ngux TAARNE2A—a dEHTEXY BERMEOEMICOWLTIE, TE# 1 ZSHEL
-C E L\O

NSO DEZR) D

Flow Sensor VE [ZI& KVM IRIEZ A[RIL T H#REN HY . 7O —FERIGHRIFDTIO—T—4%
ERTEET, EKYMARRMAZIZA 2V RM—ILENBRIET7 IS4 7> AEL T, Flow Sensor
VE [FERFARDISTav oA —HRob TIL—LEREFIHFYTFrL, honNt—
2ay R7 EVvbL—bBLUN Ty L—NMIBRTIEELG Y A M EREST D
A—La—rZEERLET, 5FMIZDULTIL, IStealthwatch Flow Sensor: 2y kT —oA~®D
Flow Sensor VE D& 12 SRLTZELY,

RTEEH
COEREICIEIRDEHELHYET ,

o EERTE—F:BM

o EERIFR—:Open vSwitch IZERXTE
KVMRACANDRET ITSAT O ADA 2 A=)

RETFTTSAT2REAL2 AR—JLL. Flow Sensor VE B NZL TS 74 v O EEERT BIC
X, ROFIEZZETLET,

1. Virtual Machine Manager Z{EFAL TKVM FRAMZHEH L. RO FIEIZHE-TT7TS547
VAEERELET,

2. [Z74IL(File)]> FrLLMRAE < > (New Virtual Machine) ] &2y LET,
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8 Virtual Machine Manager

File Edit View Help

Close
Quit

Add Connection..

New Virtual Machine

Ctrl+w
ctrl+0

3. [A—HIL A2 A=) AT 47 (ISOA H

~

—3F1=IXCDROM) (Local install media (ISO

image or CDROM)) 1 Z:E#RLFE T, [Forward] =0y ILET,

W New VM

m Create a new virtual machine
I :

» Architecture options

Connection: QEMU/KNM:

Choose how you would like to install the operating system

() Network Install (HTTP, FTP, or NFS)
() Network Boot (PXE)

() Impert existing disk image

‘ Cancel || Back

|[ Forward |

4. [ISOA A—T%(FEF (UseISO image) ] &4 v LET,
5. [BHB (Browse) ] &% 7w I LET, BUYLHAA—DFERLET,

W New VM

‘ m Create a hew virtual machine

Locate your install media

() Use CDROM or DVD

| SlackDvD (fdevfsrl)

(e) Use ISO imags:

I

‘ - || Br'gn;ée:-_,|
Cheose an operating system type and varsion
0s type:‘ Generic - I
ersion: ‘ Generic | - |
Cancel j ‘ Back | | Forward

6. ISO77AILEEEIRLET, [[R)1—LDiEIR (Choose Volume) 1 ZF7') v LET,
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KVMRRARDISO D7 AIVIZCT IR TESZEFHERLET,

3680.48 GiB Free / 550.95 GiB In Use
Location: /var/lib/libvirt/images/imagerepo0

Volumes | & | @

Volumes - Size Format

SMC-6.8.3-2016.10.28.2005-0.is0

+ > Qe BrowseLocal | Cancel | | Choose Volume

1. [ARV—T42T P RTLDRALTEN—232 DR (Choose an operating system
tg:pe and version)] T. [0SAA4 7 (0OStype) ] FAYTH ™ ) AR5 [Linux] Z2:8IRLE

8. [/3—23> (Version)] KAYTH o2 1) A S [Debian Jessie] Z3EIRLET . [Forward]
=0y ILET,

8 New ¥M bis

| m Create a new virtual machine
| =

Locate your install media
(") Use CDROM or DVD

| SlackDVD (fdevysr1) hd |

(e Use ISO imags:

[Narfllbj‘hbvwr‘tj‘\magesftemplatefFluwRepllc‘ v H Browse...

Choose an operating system type and version

Qas type:l Linus¢ A I .

Wersion; IDeb\anJessie | v]

Cancel I ‘ Back ‘ ‘ Forward

9. AE!(RAM) & CPUZET/N—F ¥ )L TT42a> (VE) D)) —RAEH | QBEIZTRIREE
THEHOLET,

M) —2EH 1 ZHELT, +9EUY—RZENY L TET, COFIEE. SRATL
INDA—TRIZESTEETT,

A WLWETR)Y)— AL VIR EE T Cisco Stealthwatch 77547 A= BT 31584,
7735'(7”/Z0)'J‘/\—Xﬁ}5ﬁ$€‘5 ERERL, BREICISLT)Y—RZEE L.
ERDOEEHSIUBEEZEYCHIFITIDLENHYET,
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' New VM x

‘ m Create a new virtual machine

Choose Memory and CPU settings

Mernory (RAM): 8192 — + |MiB
e — e

Up to 772465 MIE available on the host

CPUs: 4 = | +

Up to 72 available

| cancel ‘| Back || Forward

10. {RETIUADTARYT 42— DYERL (Create a disk image for the virtual machine)] %
ERLET,

1. [3=F )L TF42a2 (VE) DV —RABEIDBEDT TSA TV RITREIN TS T —
BAN—CBEFZANLEY, [Forward] 20y LET,

|1 Enable storage for this virtual machine

(s) Create a disk image for the virtual machine
| 50.0 = + | GiB
4169.6 GiB available in the default location

() Select or create custom storage

I Manage .. ‘ |

Cancel ‘ | Back ‘ |‘Forward

M) —2EH 1 #HZELT, +9HEY—REENYHTET . COFIEE. AT L
INTA—TORIZESDTEETY,

A WWEL) YY) —ZAMVEL VIR EE T Cisco Stealthwatch 77SA 7 R E=BHT 5155 (%,
TISATVAD) ) —AERARETEREERL, BEITISLT)Y—REE L.
EROEBESIUHEEEZ B CHFTIDENRHYET,

12. BT UDEFERELES . CNARTRABITEST=H, BRTROFOTVRRTZEE
RALTLZEY,
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13. [ A—ILRINIZ#EBZEHAZT A X (Customize configuration before install) ] Fx %

RO REAUIZLET,

14, [RY;T—2DER (Network selection) ] KAV THHURY IR T, 41V A—)LIZEY]

By —9ER—T L —T%EIRLET .

R New VM *

m Create ar ual machine

Ready to begin the installation

Marne: | debiang

0S: Debian Jessie
Install: Local COROMISO
Memory: 8192 MiB
CRUs: 4
Storage: 50.0 GiB ...ittfimages/flowReplicator-692. qcow2

(v -Customizeﬂconﬁgﬁ.rati.ori before install

» Metwork selection

| Virtual network 'ovs-pod-net' : Bridge n.e{:.\n\ror.l-c - |

Portgroup:[ | - |

| Cancel ‘| Back ‘| Finish ‘

15. [#&7T (Finish) 1% 2') v L%, [EXE (Configuration) ]

A= a—HABEFT,
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¥ flowreptest2 on QEMU/KVM: >

{:} CPUSs Name: | flowreptest2 l
B= Memory uuID:
?‘-.J Boot Options Status: I shutoff (Shutdown)
.| wirtlo Disk 1 Title; |
() IDE CDROM 1 Description:
MIC :16:45:43
@ Tablet
[___i_‘ Display Spice
i Sound: ichg Hypervisor Details
p- t Hypervisor:  KWM
£=5 Console

ay _ Architecture: x86_64
g Channel spice Emulator: fusrfbinfgemu-kvm
Bl video QXL Firmware:

[ BIOS -

Controller USB ; P—
MF . Chipset: I440FK +
@ IUSB Redirector 1

@ LUSB Redirector 2

| Add Hardware | Cancel |I Apply

16. FEH—30 RAU T, INIC]ZZIRLET,

17. URERYET—0 A2 3—T A X (Virtual Network Interface) ] [TINARAETIL
(QDC;(:; model) ] KA TH 5> Ry X T [e1000] Z:FIRLET , LEA (Apply) 1 Z#49V)w
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' flowreptest2 on QEMU/KVM:

J Begin Installation @ Cancel Installation

W Virtual Network Interface

{:} CPUs Network source: l wvirtual network 'ovs-pod-net’ : Bridge network + |

== Memory Portgroup:[ | = J
?‘1.:? Boot Options

Device model: | virtio | v

I Virtlo Disk 1

Hypervisor default

B \CeEDROM 1 MAC address:

b

MIC 116:45:4a

|z| Tablet (HEtse
[§| Display Spice
ﬁ Sound: iché

é;;*; Console

ﬁhr_\a Channel spice
[ video XL

ﬁ Controller USB
@ usB redirector 1
@) usB Redirector 2

wvirtio

| Add Hardware | [ Remove |[ Cancel |[ Apply

18. [Virtlo T4 X% 1 (VirtlO Disk 1)1 &4 wHLET,

19. [F¥#i4 7> 3> (Advanced Options) ] FEY T2 Y YLD [T4R% 73X (Diskbus)] F
OyTH Y Ry ATISCSIERRLEY . GEM (Apply) 127 ILES,

20. Flow Sensor VE D7R—rDESIRAIZNIC ZEMTHZAHENHYEITH,

o TIZLVIDIHBA . 2. 0penvSwitch ~D NIC B X VHEZERIAR—rDEERDIBEMN
(Flow Sensor D#H) IIZHEAHFET,

o TLMWZIDIGE. ROFIEIZEAET,

21. [A2 A+—ILDERAA (Begin Installation) ] #42') v LET,
22. T4 IP7RLADEE IIZHEAET,
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2. Open vSwitch ~M NIC B KV EERIR—FDEER D E M

(Flow Sensor D &+)

Flow Sensor VE Bsf87-R—RFA®M NIC ZBMML ., 1V AM—ILESE T T BIZIE. RO FIEEET

LET,

1. [E%5E (Configuration)] A=a2—T. /\—FH 7 ®D3EM (Add Hardware)] Z41) v LE
T, [FRIRAE/N—F 7 DN (Add New Virtual Hardware )1 % 4 7O 5 Ry A&

RENFET,

o Begin instailation acan(eslnualutmn

B overview Virtual Disk
{3 cPUS Source path: fearflibAibvirt/images/Mowsensor.goow
— o Device bype: VirtiO Disk 1

Storage size: Unknown
5 Boot Options 9

— Virtio Disk 1 ;::::: =
IDE CDROM 1 :
MIC 265 3d80 » advanced options
| Tablst
Bl Display Spice
' Sound: ichs

..,.‘... Console

fasy Channel spice
B video QxL
I controlier usa

e

2. BERIOFES—Lay D1V RI TR ybT—5 (Network) 1 5w ILET
(@ admeatianmee |

% MEtwRrk SOUTCE | yirual network '
W Inpu

Graphlcs Portgroup

Sound

Sarial Mac sddress &
Farallel

Console
Channel

ush Host Device
PCl Hosl Device
Video
whatchdog
Filesystem
Smartcard

USHE Redirection
TR

RPL

Panic Hotilier

Dévice model: 1000

A4 ALAN

= J 4 €

: Bridge network =

Cancel Finish
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3¢c. KVM FRRARADRET TSA TV AD A A +—)L (ISO)

3. [(R—FJ'IL—T (Portgroup) IKAY TR YRMED )L, BT HREIY U TOHE
ERR—F T I—THEZEIRLET, [T/\A R ETIL (Device Mode) ] KA THH 1) X
t&451)woL . [e1000] Z&IRLET,

o Storage
B controlber

Nebtwark SOUrce: | wirrual network " : Bridge network =

Inpaat
Graphics Portgroup ‘\r ¥ }

Sound

Savial MAC addiess &
Farallel
Cansole Drevice model G1D’.‘Iﬂ :)
Channel

ush Host Device

PCI Host Device

Wideo

watchdog

Filesystem

Smartcard

USH Redinection

TP

RAME

Panile Motifier

t\.l'..".:t\‘.'r

=L I Y ¥

Canoel Finish

4. [#87 (Finish) #2999 L%ET,
5. AlDERR—IEEMTEI2BHENHIGEEIL. CNETOFIEFRYIRLET,

6. ;;T@%’i*ﬁﬁ-l*’&iﬁﬂﬂ L=5. [ A—IL DEAE (Begin Installation) ] 22w oL
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4P FTRLADETE

4.IP PRLRADKRTE

VMware F7= (£ KVM Z{EFL T Stealthwatch VE 7 IS4 7V REA U Ab—)LLT=5, Thb
DREREZHE TTFT .

1. NAIN—=N\AHF KRR RBETI Y RAR) IZEHLET,
2. WAN—INAF RAMCREILVERDTET,
3. RBETLUDERNASDTNAIEEHELET,

REIDEFERNADTWVEMEE L, ERATRGAEIORRICETSIIS— Ay
T—UFZELEBE. ROWVWTANEERTLET,

o VWI—=R:FITSATUVAMAUVAR—ILEN TSV AT LDFEHAEE) Y —R%E
EHOLET, FHICDOWTIX., [1N\—F¥I)L TT423> (VE) D) —AREH | DIE
#SHBL TS,

e VMware BBIS: 7 TS5A 7 ADAE) FHIFIRE) Y —R T—)LEEOLET,

M) —2EH 1 #HELT, +9E)Y—RZENY YU TET, COFIEX. PATL
INTA—TRIZESDTEETY,

A WNE)Y —ZAMTEL VIR BE T Cisco Stealthwatch 77547 A2 BT 5B S5 1E.

FISATVAD) ) —AERARETEREERL, BEITISLT)Y—REE L,
ERADEEESIUHEZEYICHBIDIBLENHYFET,

4. RBE<T Y aAY—ILIZTOEALET,

5. RET7ISAT7ADORBEBMNETLES  RET7ISAT7URAD [EEIPTRLXR
(Administrative IP Address) ] R—UD\EHEET,

[(BEEIP7RL R (Administrative IP Address) ] R—U DN BEFMICRRSINGWNEES(IE. O
Y= )ILERTOS AU LET,

e A4 ALY :sysadmin

o« TIFHILEIRRI—K:lan1cope
o VATLERETDHEEIZ, TIHILMDINRAT—REEEBELET,
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4.1P PRLAMDEEE

| @ maemernsacy. sEme—reantonErsyET.

6. R=SHIILET ARBTIZATURADIP FRLAZAHALET,
7. [OK]%ZEIRLFET , Enter T—%LFET,
8. IPRYNI—IIRIDTRLRAEZHERLET,

o TIHINEZDEEFERTIMN. HLLWTFLRZAALET,
o [OKIZZEIRLET , Enter F—ZHL T, FATLET,

g&=s

9. JO—FXvXFIP PRLREFERLET,

o TIAINEZFDFEFEATEII ., HILLWFRFLRZAHALET,
o [OK]ZZEIRLET , Enter *—%# LT, HITLET,
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4.1P PRLAMDEEE

10. 5—k9xA H—/NNIP PRLRZFERLET,

o TIAHNINEZDFEFEHEAT LM HILLWTFRLRZAALET,
o [OK]Z#IRLET , Enter F—ZHL T, #1TLFET,

m-.:

1. RRAMEZFEAHILET,

RAMB N —BTHY . 13— YMNRAMD A =Ry MRERBOERZ LT
WHTEERERLET

. [OK]IZEIRLFET,
o Enter ¥*—%#LT. H1TLET,

12. RYRT—=G KA ZHEAHDLET,
SEEBMFA V2 FEALET.

. [OK]IZERLET,
o Enter *—%##LT. H1TLET,
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4.1P PRLAMDEEE

13, REEHBLET §RTHELHNIE, Enter ¥—EHLET .

< Yes >

14, BEICKRRSNDIERIZE>TREBIRIEEZR TL. 7ISATUREHBREEHLET,
15. Bi£gEE. O 1> JAV TR RINET,

(i ) 72;3;7>;<(:7’7txr-%m\i%é(i‘ (h2T ) oa—T42 T IOFIRESEL
TLEE&LY,
16. [LMNZ (No)] ZZEIRLET , Enter F—ZHLET,
17. Ctrl+ At Z3L T, avY—ILEKRTLET,
18. SRATLHNDRDRBT7TISATURIZH LT, T4AIPFRLADEEINDTRTOFIE
#=RUIRLET,

TARTDRBET7ITSATURIZKLTIP PRLRAZEZREL=5., [5. Stealthwatch AT
LDEBEIHEHSET,

FST LY a—TFaY

SERETS—

VMIREDEREABGS L. AV IT—MNFELEL, —MOANUEDIEF R TEE
GROAREMEADHYFTT  GEAE TS — (crt) NRRTHERIMEB SN D EVLIRD KILGTS—
ARIRSNDIGEIE. ROFIRERITLET
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4.1P PRLAMDEEE

. TPTS5AT R —)bTsysadmin ELTAT AU LET, TIAHIED/IIAZAT—RIZ,

lan1cope T9 .

BOFIRTT IAISNRT—REEELET, SIS DOVTIE [T T4 )L/ RT—F
DERE |Z#S LTSN,

ROARFERTLEYS,

/lancope/admin/plugins/update/.98-FIX-SECRET-PERMS.sh

SystemConfigZ#=E{TLEY,

[IP7RL AME%TE (Configure the IP Addresses) ] [CRY (RTv 75 LARE) . CDIED TN
TORTYTEFETLES P FRLADETE TT ATV RICT IR TELNGES
[X. Cisco Stealthwatch H7R—HrZHEBLVEHELIEELY,

FTIZATVANDT IR
BREBRICTIFATVRIZTVEATERMERIT ROFIEERTLET,

1.
2.

root ELTAY AU LET,

?w:vy F#E{TLT. Docker AV TFHLIUH—E RN FBL TSI LEHERELE
e docker ps
e systemctl list-units --failed
e systemd-analyze critical chain

$ARTD Docker AV TFHELUVHY—E AN BFEIKEIGST-6, ATV BHTLE

T TITTATURIZT O EATELRG AL, Cisco Stealthwatch Y7 R—FZHEBILVE
HHE<FEE,
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5. Stealthwatch Y AT LD EKE

5. Stealthwatch > AT LDERTE

MOTTISATURIZAT AT BIBE . TIIATVREREY—IVEFRALTTISA4TY
A% ERTE L. Stealthwatch Management Console (SMC) TEEBTESLIIZLET,

RELFIAY DA, FIBEZHEREL T, TISFAT7VRADREIERF . SANTSI9T4R BLU
EMEHZEFBEL TSN,

. ;747"7#—)1/(‘:ACL(77‘lzZﬂi‘|HﬁI1'JZI~)f77t1b§§¢ﬁféhfb\élkéﬁﬁﬁﬁbi
o TITGATUVAMRAREERDIP PRLRAZUNELET,

o« TIZATUR

o« HIRYETRY

o TIHINT—bozA4LTO—RXY AT — DA
e NTP H#—/\&DNS H—/\

o Central Management M SMC M IP 7FL X

TIZAT U ARBREY—ILDEITO—RELT, FF47") Stealthwatch Management Console
(SMC) [ZE-TEBEBEINBKLIITISATUREHRELET,
T TS54 T2 A Stealthwatch Management Console (SMC) IZ& > TEEINTL\AIES.

Central Management FERALTTISATUREREDRE. VINIZTTOEH., BiLH,
DY O UIRENTEEY,

2 300) Stealthwatch Management Console (SMC) M#$ 515 & . SMC Jx—ILA—/I\—RT7%
HELT.SMC D 1 2FMAD/NYIT7yTaI—)ILELTENMES B DI EMTEET,

o« BSMCERETDICIE. PITFATUREEY—ILEFERALET,

o« 774VIZTSHSMC AU F)IZTSHSMC ZETEILET .

o {H4<ZMDSMCE#HFELT=5. Central Management (S A7 H &K U Stealthwatch T X%
M T O9SAT7UREFERLTSMC 72— I)LA—/N\—BEEZHRELET, SFMIZDLNT
(. TSMC 7z—)LA—/\—FRDEZE IZSBLTZEL,
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5. Stealthwatch Y AT LD EKE

DATLEEBIZERETBIZIE. COHAMRDOFIEIZH - TSI EFHRELET,
HREZEHEIRODERYTT,
c 1 29D —EICI1 DDTITFAT UV RZRELET . BEVDISRZRNTRDT T 54
Zt;gsﬁi%ﬁtﬁ?éﬁm; FTIZGATUOAN [TV T (Up)] RT—EATH A LEHE
o IEFF SREDIERFIZHLET,

o H# D Central Manager: > X T LIZIZHEE D Central Manager ZERE CTEET, =712
%_: BT TSATURIE1 DDTS54<!) SMC/Central Manager DML > TEETEE

o 7O X:CentralManagement [IC7 VAT BH=-ODEBEEERNVETT,
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5. Stealthwatch Y AT LD EKE

RDNEFTTITFAT U REREL. BT TIAT UV ADFEMEEEBOFT

IR
FF

FTIZATVR

754<') SMC

UDP Director
(A4 FlowReplicators)

Flow Collector 5000

754<') SMC [£. Central Manager T9,
““/Z?AW'C“&O)T?O?{T“/XO)EQE%
BRI B HiIIZ. SMC A’ [7‘?70(Up)] &ELT
RIRSNTWWAZEEHEELET,

IO DHRTEZERIRT HHIIZ. Flow
Collector 5000 1) — X T —HAR—ZA N [T

S Ly—xX F—s~—2 F(Up) ] ELTRIFENTNBCEERALE
ERR
IO UNDERTEZEFHIRT SHEIIZ. Flow
4. Flow Gollector 5000 Collector 5000 1) — X T —HAR—ZA N [Ty
U LY s DAY T(Up)ELTRRESNTNDIEZHERLE
ERS
5 FD DI R T D Flow Collector
" (NetFlow &K sflow)
J0— oY —DEREEFHIRT HREIIC. 7
6. Flow Sensor A—aLo4M [7vyF(Up)]l ELTRTREN
TWBIEFTERLET .
7. ITURRAbaENL—S
THU %) SMC DEREERIAY DRI, 7
S421) SMC ¥ [7vT (Up)] ELTRRE
NTWAEETEZELET,
+H%1) SMC tHhUH1) SMC 1L, B 5% Central
8. - .
(ERT 555) Manager ELTEIRLET, IRXTDT TS
ATOADEERIZTT—IA—IN—%H
FLET, FHIZOLTIX. TSMC 7z—)L
A—N—EROEHE I ZSHBL TS,
o ;x;—?(:cto'cm CZITRENTWBTTIATURAD—ENFELLGNMEEMN
L o
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5. Stealthwatch Y AT LD EKE

1.854>
%7_7547‘/7\§§E‘y—)b§1§}5ﬁ LTETTSATURERETAIZIE. ROFIEEFEALE

1. T59DTRLR 74—ILRIZ, https// BEFUVTTZATVRADIP PELRE A ALFE

[o}

o« 754 SMC: HZWIZTS54<T) SMCEETELET,

o TVT :BEVDISRAINTRDTIFAT 0 ADREERIRS DA, 7T 54
TUOAM[TYT (Up)] RT—R2ATHAZEEHERELET,

o BB 7ISATUANERICERIETALIIC. T EThoFEEBLELSYEELE

o

O TISATORIZT IR ATERWMER X TR TV a—T12 7 1(T4AIP PRL R
DEEFE 1V aV)ESRLTESLY,

2. RDILToov)LEAALT, OTA4ULET,

o« A—H4%:admin
o /INXTJ—R:lan411cope

2. T ITSATADETE
MDTTITSATURICAT AT BB TITS5AT VAR EY—ILIZE>TREEFIEN
RenZET,

CAAHEA VA=V TRV S TR a—T420 7 ITHEL T, RAK
A %i_j:“/ FI—D RAMV B IPPRLRIGED T ITFAT VA RYNI— VR TEEER
LET,

to the StealthWatch Appliance Setup Tool!

u configure your StealthWatch appliance step by

Continue =
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5. Stealthwatch Y AT LD EKE

1. T4 ISAT—KDZEE :admin. root. 2]’—3J:U\ sysadmin DEFHLLVISRT—FKZ A B
LET [RANext)]Z#IUvILTEI—HIZRIB—ILLET,

ROBEZFERALETT

o« £&:8~256XF
o TH HLWLWARRT—KATIAILMNRT—RERIE 4 XFELES>TWNSIEEHE

ZBLET,
a—4 FIHIE IR —F
admin lan411cope
root lan1cope
sysadmin lan1cope

Change Default Passwords

- Change Default Password

2ment Network Interface

and Domains

Note: You must change the password for all the users before continuing.

@ ADMIN

Current Password:

New Password:

Confirm New Password:

JTITN—R I 7HRBERHICTIHILE SRT—REEBL TV SHE(E.
O [sysadmin] A= 2—E [root] A= 1—IEERTEE A, SISO TIE.
[Stealthwatch x210 Series Hardware Installation Guide |Z2Z BB L TLf=&0Y,

2. BERYNT—D AU8—DIAR:IPTRLABEVRYNT—D A B—TIA X T4—
IWRERERLET . TIHILMEEMNELLNCEERERLET  [RN(Next) 1527wl

© 2020 Cisco Systems, Inc. and/or its affiliates. All rights reserved. =77 -



https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/m5/hw/SW_x210_Hardware_Installation_DV_1_0.pdf

5. Stealthwatch Y AT LD EKE

i-d-o

 EE:COBHRELETDICIF, FVIT—VEBELGEL, FSTIL 1—T4
UG ESBLTEEL,

o IPV6(FTLay):IPv6 ZBIZTBIZIE. [IPv6]1 Z D) v LET, [IPv6 DE
1t (Enable IPv6) ] F v ORI REAIZLT, F4—ILRICAALET,

% StealthWatch Management Console VE

N Piiedie Management Network Interface

_GDP Enable communication between this appliance and the network. Default network settings for this appliance appear

== Management Network Interface below. Before changing any « se settings, confer with your network administrator.

T Step Warning! If you change your IP address, host name, or network domain name, the appliance identity cerlificate is
% Hosi e and Domains replaced automatically. If you have a custom cerfificate, save the cerfificate and private key before you change
these fields so you don't lose data.

Enable IPv6
IP Address:
Prefix Length:

Default Gateway:

3. in(é?_&lf}*f‘/ IRARR ERYRT—IR A B ANLET o (RN (Next) 1201w

o RAMR : BT TSATVRIZIF—BEDRAMNEDNBETT  EHDTTSATUR
[CRICARRMBZEIY YU TGS . TNSIEEEICA VAN —ILESNFER A,

F BT TSATUADKRANENA B—RYNRARD A B—Ry MEEE 4
WL TWNAIEEERLES,

o RYNT—YGRA: BT TSATVRIZITREEBMRAN VDB ETT,
« Stealthwatch FAASLY (SMC D H ) : Stealthwatch 7 754 7> A M Stealthwatch F
AMOEAHILET,

. I¢P 7;1;_10)&@ (SMC D) : Stealthwatch Ry T —o D IP 7KL R&EEFH % E
RL o
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5. Stealthwatch Y AT LD EKE

4. DNSE&RE : T 7A4ILEMRIELWWZ EFFERT M, RASY H—/NIP PRLREASBLE
j-o [;k/\(NeXt)] gbu‘ygl/ij-o

DNS H—/\DEMFET=IFHIBR (AT ay)
o B+ TAAVEHIYVHLET,

. @lﬁéglv’]:‘l’iv’]x%b'J‘y’be DNS H—/N\ZERLFES , 1 7A/a>F 7))y

5. NTP DERFE: T 74 I ELWI EZFERT DD, [A=a—(Menu) ] 74T D)0 D
L T Network Time Protocol (NTP) H—/\ZZIRLET, LR (Next) ] =0y LET,

o MBONTPY—/\.ARMLBEZHERTHOICEBDNTP Y—NEHET
SEEHEOLET,
o INDYyHY—X:NTP D4/ 8T1) v ) —RELT poolntp.org HNBLTLVE

o

NTP H—/\DEMFET-LEIR (AT aV)

o BM:[+]TAVEDIVILET,
. ﬁ)flﬁi:;l‘yﬁﬁ‘VOX%?'J‘y?LT NTP H—N\ZERLET . 1 71z o)y

6. TTSATU AN SMC DiFE L. 3. Stealthwatch Management Console )& &% |12
HET,

TISAT72 AN SMC TGS (X, 4. [EEhEHE (Central Management) ] ~DF7 TS5
ATOADEMIIEHRFET,
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5. Stealthwatch Y AT LD EKE

3. Stealthwatch Management Console 0 & £k
1. REZHER . TISATVADERNPEETHLILEHERLET,
2. EA (Apply) 1 F£7- & [BEEEIL THi1T (Restart and Proceed) 1 #421)vILET,
FTISATAOBEEFIE., BEICKRRINDIERICKNET,

iﬁ;m&xﬁ-AEﬁiﬁﬁ?ﬂl:@éi’@%ﬂlﬁﬁ‘é FTA—COEHFHABERZISEENHY

3. Stealthwatch Management Console [ICAS A4 LET,
4 TISATOREEY—ILHDBUHEET, 1T (Continue) 1%y ILET,

5. [7T54 7> AN % % (Register Your Appliance) ] 37 TIP PRL X% HEZEL. [IRE
(Save)1&21)vILET,

o Stealthwatch Management Console [Z Central Management M/ Ab—)LENFE
9,

e SMCIP7FLRIZEFMICKREINS-O. EETEFH A,

6. Z?";;(_7>Z0)E§f€7ﬁ‘“§_67 L=, [y a/R—FIZ#E) (Go to Dashboard) ] % 2')w
L 0

7. ['O—/\)LERE (Global Settings)] 7/ #9) v LET, [EHEHE (Central
Management)] ZEIRLET,

a 2(®) =+

Global Settings
Central Management

SMC Configuration

Packet Analyzer Configuration
UDP Director Configuration
External Lookup Configuration
User Management

Threat Response Configuration

Select Language »
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5. Stealthwatch Y AT LD EKE

8. AUNUN)EHERLET ., SMC 7T FAT UV ADAT—RAN [7YT (Up)] ERTREN
TWBHIEEMERELES,

‘éll's‘élo" Steahhwatch Oe ntra| Management Appliance Manager Update Manager App Manager Smart Licensing

Inventory

1 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS HOST NAME TYPE |P ADDRESS ACTIONS
o

DSRBNDRDT IZAT ADHRFELERIRT HRTZ. TF74< SMC ERT TS
A A7 2ORT—HZA[TYT (Up) ] ELTRFESN TS EEFERL TS
(EXEDIERF LeFMZEFER) o

9. DATLRDRDT IZATVRAEHEETSICE. M1.OT AU JITEHR 5. 7TZ4T7Y
AART—BADHERIETOFIRETETLEY,

BETDANDTITZFAT U ADNGMGEE L, [6. 7T SAFTURABREDTT IICRYET,

4. [EEh B (Central Management) | ~NDT TS5A4 T2 ADE
i

TISATUREBREY—ILEHERALT, Central Management TDTITSAT U ADHREEHIT
F9, —EBOFIEIX. TTSATVRIZEH>TELDIGENHYFET, BEICRRSNSIETR
[CRE->TIRELFET,

1. [Central Management] #7 T, 754X SMC D IP 7RLRAZAHLFET,

754<") SMC [%. Central Manager T9 ,

2. [R¥F(Save)l&=0)vILET,

3. EIEICRIRSNDIERIZHST, T34 SMCTIZAT U ADTA T T4T45EH
EBXEBLET, I (Yes)]1Z V)Y ILTIERAZEEEEL. 7TSA TV RESMC ED
BIEFHAILET,

4. F5AYSMC OOTAY HLToIvIILEANLET,

Stealthwatch FAAL % EIRLET,

o

o [ZA—aL %% (Flow Collectors)]: 7A—URENDHR—IESEZANLET,

NetFlow DT 74 JLk:2055
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5. Stealthwatch Y AT LD EKE

—_—

sFlow DT 274 )LH:6343

e [ZA—t Y —(FlowSensors)]: 7A—aL 3% ERLFET,

% Flow Collector for sFlow VE

Central Management Settings

ent Metwork Interface IP Address.

e and Domains

Stealthwatch Domain:

Flow Collection Port:
he defa,

Step 6:
‘Central Management

Complete

6. [Central Management|Z#% &} (Go to Central Management)] Z%1)vHLEd, 5. 7T54
FTORAART—RAADMEBIEFTOFIEEZTZETLET .
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E

%IPII

5. Stealthwatch > AT LD

5.7 T5AT VAR RAT—RADTER
FISATUREREY—ITTITSAT U R%EHRE LIS, CentralManagement TF 75447
ADAT—RRAEEZRLET,

a 2(®) =+

1. FITSAT72UREETEY—ILH Central Management >/
RN THEFET, HAWIE, ROFIETHKZENT

Global Settings

% 35 _a_ o Central Management
_ SMC Configuration
e 7547") Stealthwatch Management Console [Z
| 7,{‘/ Li—d'o Packet Analyzer Configuration .
° [ﬁ‘l:l—/ Q}LEQ;"E (Global Settings)] FAaAES UDP Director Configuration

U ‘77 ng—d—o External Lookup Configuration
o [EEPEH (Central Management)] #ERLET,

User Management

Threat Response Configuration

Select Language >

2. Appliance Manager f RN T TSAT U REHER
LFEd,

o PTITGATUAMAURU N IZRTENTWAEEERLET,
. ;7547*/;(0)7(—?—97\75“ [7yT (Up)] ELTRRESN TS EEFREZELE

‘,';llls‘élc',' Stealthwatch Central Management Appliance Manager Update Manager App Manager Smart Licensing
—

Inventory

3 Appliances found

QFilter Appliance Inventory Table
When an appliance is
added to Central APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS
Management, the status
updates from Initializing @ Initiaiizing 25 Flow Collector 25 8]
to Up. FONFVE-KVM-+

Config Changes Pending :24 SMC 24 8]
When you add SMCVENVALS
appliances to Central
Management, the SMC Up UDPD-example UDP Director 94 @]
shows configuration UDVE-KVYM-
changes in progress.

DSRAENDRDT ITZAT 2 ADREEFRIBT DRI, T3A4<SMC E£T7TS
A (7 ZDRTF—AZN [TV T (Up)] ELTHRRINTNDS EEHERL TS
(BEDIEFEEEMEFER) .
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5. Stealthwatch Y AT LD EKE

8. SATLADRDTIFAT Y RAERES BICIE. 1. AT AV NEH 6. 7TFA4T>
AART—BADTERIETOFIEEZETLET

BRETDHNDTITFAT U ANGEMEE (X 6. FTSATUOAREDTET IITRYET,
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6.7TSATUABREDTET

6. 7T ATV AEEDTT

ETITFATVADEEETT THICIF. ROFIEEFEALET.

() EHEND VMARARDEEIZE ST, $RATOH—EZXNEETHETIZ 0 742
EMNEIENHYET,

1. MELTWBSTITSZATUARD) U 9EI I ILET,

= o WA AFay
FIS5ATVR o Sk
Flow Collector 1 F & & 4% 1 FA xR 5%
N TRAZE) T4
UDP Director (IN—FOTT7TCOHFE
FAnlgE
Flow Sensor Zgz?;:_:/ap ID H&UA T IVr— 3> DR

Endpoint Concentrator NetFlow AL 23 ~ D&k

2. RRDETITZATVADHRES LUVBEINSE T LI=5. 7. Stealthwatch TAI by
TISAT MDA A=)V IIZHERFT
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6.7TSATUABREDTET

UDP Director DR EZEE T3 AIZIE. ROFIEZFERALET,

0 S A%, UDP Director /N\—F Iz 7 7T SATUVATOMAMERATEES, 5 H
X, IRET7TSAT7 AT FERTEEZE A

o BEN—IV SEAMEREIDBE. DIKEL 1 DDEFEIL—IVERELES, i
EIL—ILDEEE 1 ZSRBLTIZEL,

« =R B2 D UDP Director B HI5E, mAIAMEATERE T O ENTEET,
SR AMERETDI5E . DEKEL 1 DDEFEIL—IVERELES (TS TRASE
)TADEEEIEAFET),

BRik L—ILDERTE
UDP Director H\i Stealthwatch Management Console (SMC) ANMD A ytz—U%E{E1Z1 SSL AY
RSN ET,

1. SMCIza&Y 4> LET,

2. ['A—/\)LE%E (Global Settings)] 742> %491)w-LE9 , [UDP Directors% E (UDP
Director Configuration) ] ZE&RLET,

a L@i

Global Settings
Central Management

SMC Configuration

Packet Analyzer Configuration ”
|
External Lookup Configuration

User Management

Threat Response Configuration

Select Language >

3. PISATUVAD [7Har (Actions)] A=a—%H)voLET, ErEI/L—ILDHRE
(Configure Forwarding Rules)] Z&RLFE T,

4. [AddNewRule]lZ2) o L%,

5. §iBH (Description) : )L—ILZ# AT H-HDELVEREAZ A ALET,
6. EIETTIP PFL R :7"—k (Source IP Address:Port) : UDP Director [T —43%%{E9 5
TINAADIPTFRLRAZAAL, T—2AEXERDKR— B SEZAHLET,

o BK:IPFFLRIR—IES]IDEXZEEALETT,

o #0BH: Classless Inter—-Domain Routing(CIDR) REZ;ZZ{F AL TIPZRL XD EEH
EFANTHENTEET,
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o TRT:TANNEAATNIX, ZOR—FTREEDEETIP FRLANST—4% %
(TANLNFET,

o HAEDHE EETIPFRLRAR—FIDHAEHEZIL—ILIZEMT BIZIX,
ZFhoEHLLMTIZEMLES,

£ -

e 10.11.16.38:5322
» 192.168.0.0/16:9000
o All:2055

7. 3B IP 7RL R (Destination IPAddress) : UDP Director BT —AEZ (TEDT/N( R
DIPFRLREAALET,

8. z_ﬁﬁ';iﬁ—FE% (Destination Port Number) : 229 AT/ \f ADF—FEFEEEZAHLE

9. RE(Save)1ZxVwoLET,

10. A7 ay BRI AIZIE. [FHA(Syne)]1E0)voLET,

1. BEIZGCT, ERX/L—ILEEBMT5FIEEEYRLET,

12. S AMRTEHRTETBICZIE. [/\A TRLSEYTADEEIHEHAET,

0 S A%, UDP Director /N\—F 7 7T SAT UV ATOAMERATEET, 5 H
(X ARET7ITSAT7UoATIIERTEZE A,

BAARARTERETOBDENENEEE. (6. FISAFUABREDET IICRYE
N TARASETADERTE

E2 D UDP Director BHAFE L. TIFATVAEBAU3—TJx( A& MAL TEAIRAKE
ERELEY.

O SR A%, UDP Director /N\—F Iz 7 7 TSATUATOHEATEET, 5 H
ik AREBT7TISATUATIEFERTEEE A

UDP Director HA (E A] FB#) TlX. T & UDP Director ¥ FE C=Fd . AN /—FHARELT
ETIMN. FEDOEATI DO/—KREFTNAUSAUIZHYET,
T547) /J—FELVtEHUEY) /J—FK

R7DHRTAUSAY J—RETFAR)  FI540 J—FEEHAIEVNNVET K7D TS
A%) /J—RTEENRRELIGE. EHUF ) /—FRENESIEHNTT A7) (IZHYE

[o}

© 2020 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -87-



6.7TSATUABREDTET

=24

o BE3¥EJL—)L:HA S RTF L@ UDP Director D #5i% )L—ILE 1 DL ERFELE T,

o IL—ILERETF7AILEIRTE: UDP Director BD IIL—ILHA T TIZHREINTULSIES.
UDP Director L—)LE LY AR—(L—ILEREI7AINERFE)LET . RIZ, ZDT7
;gl:é 2 #& B D UDP Director [2TA 7 R—FL T, ZNENDIL—ILH—ET B KSIZL

o IBFF:=AZTS4<') UDP Director #EXELT-&. tHhU A THREFEYRLET,

o FIRFELIIREFHA - EBDLHFLLY UDP Director THAEE. FNEFNIZTDONTIOD
HARDFIEIZHEWNET, T:T5L3 ‘t’jj‘/’ju M9 TIZ Stealthwatch RATLEDTTS
AT7URELTEHEEFTHATHNIL, £H 4 1) UDP Director [CAT A L. 2SI 3
DERBAIZHE-DTHAOVR—R U MNEERELET,

1. 754 <') UDP Director HA D& 5E

1. 754<") UDP Director 7T SA T ABEBA U A—J(RIZAT A4V LFET,
2. [E%7E (Configuration)]> [& AT AT (High Availability) ] % 2') v L%,

3. BRTAMRED (B AEY—E XD EHNE (Enable High Availability Service) ] F T
DRI RE=FUIZLET,

P IR Y AP Y

Enable High Availability Service

High Availability Settings

Virtual IP Address 0.235

Subnet Mask 2552552240

Shared Secrat

L@ncop HA
Sync Ring #1(Eth2) Unicast [P Address 411
]
Sync Ring #1(Eth2) Subnet Mask 955 265 (.0
: : )
Sync Ring #2(Eth3) Unicast [P Address 472 1 j
kS
Sync Ring #2(Eth3) Subnet Mask 9EE 25K (1.0
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4. [REIPF7KL X (Virtual IP Address)] 74—JLKIZ, eth0 /> R3—D A RERLC YT Rk
LIZHHRERDIP7PELRZEAALET YT RYIIRAVIEZ. eth0 (2 F—TT(X
TEASNBZ Y ITRYMNIRAIDIEIZRELET,

I O FEPFRLAAELED/—FTCRALTHE EEHRLET.

5. [xB—YL vk (Shared Secret)] 74— )LK T, M5 UDP Director D X F 5% A
ALFET, (ChiFteFXFoT7HEmEAICES{ESNnES, )

6. FEAUD 1(Eth2) A=F v AP PRLRAEAD I74—ILRIZ IP PRLRES TRV T
AO9EANLET , (A=ZF VAP PRLRIZE—DR YT —I5BEZHAILET, )

7. BEAU Y 2(Eth3) A=F ¥ ARIP PRL RN I74—ILRIZ. IP PRLAREH T Rybk T
A9 AHILET,

% IP7RL R (eth0, eth02, eth03) (&, ENENFEDI=F+ I TRV LETHD
WWELBHYET,
8. FREXHEZELI=S. EHRA (Apply)1Z2) v LT, ZREZEALET,
9. 95RA2—M 2ZFE B @ UDP Director ZEXTE T DIZIF. RDEILIAVITEHAFET,
2. /h>%1) UDP Director HA M ¥ E
52 31) UDP Director # X E 9 AICIXRDFIEEEITLET,
1. £H2%1) UDP Director 7T SA T ABBA U A—JTA( R IZAT AV LET,
2. [E&7E (Configuration)]> [& I AATE (High Availability) ] % 2') v o LET,
3. CHOEE TIRTDNGA—AERELET (RVDTISA T ATt/ \SA—5%

ZELEGSICEENIEHTET) . TOR. ROBEEZRTATOI(—ILFT. &
DT TZAToREFSTALEZFEREL T,

o« BHIULY 1(Eth2) =X ¥ ARIPPRLR: FS5AIULEDZDT—ILRETHREL
FADEIFRGBIPTRLREAALFETA, TS5ATUTIREL-RAY VS 12
ZX Y AR TFRLRERILH T RYMIHIDBENHYET,

o BIHIULY 2(Eth3) A=F ¥ ARIPPRLR: FS5AIULEDZD T —ILFTHREL
ADEIFRLTBIPTRLREAALFETA, TS5ATUTIREL-R#AY VS 22
ZX Y AR TFRLRERILH T RYMIHILENHYET,

4. GER (Apply) 1 &0 ILTEERNBREREFL. COTTSATURADISRE) YT
Y—ERERIRLET .

5. TSR FISATURERET BICIE, [FH (Promote) I RAVE VI LET
6. FEIZED:[($21% (Operations)]> [7 T 517 RADBHZE) (Restart Appliance) ] & RIRLE

[o}

1. 6. 7TSAT7VAREDET IICRYET,
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1.7T)r—230 D BEXURA/O—KRDERTE

%EI ;_‘t'“/"j'—é"ﬁi'a_élilis TIVr—30 1D ERA(O—REHRTETHEMDFIEA W
—G (e}
1. FlowSensor 7 I SA 7V ABEEBA U A—J(RIZAT A4V LET,
2. [E%5E (Configuration)]> [E¥#lZ% E (Advanced Settings) ] Z21) v LET,

IHRAR—MRER—UDFHEET,

FlowSensor VE

Advanced Settings

) Export Packet Payload

| Export Application |dentification

Include IPvG
¥ Include HTTPS Header Data {Applies only to IPFIX exports.)

¥ Include HTTP Header Data (Applies only to [PFIX exports.)

Export bytes of the HTTP Requast Path.

Il Enable VXLAN Decapsulation
I Enable X-Forwarded-For Processing

)" Enable ETA Processing

Flow Export Format:
IPFIX

(o

MNetFlow v9

3. RYNIT—VIZBEHT HEUEERTEERDIOITERLET,

g‘]‘:‘

RH BA

INTYR RS IJO— o H—RALYRTEST—EDHIZ, RHD 26 /XA ~D/1FY
A—FDIVR RAO—KT—ERE2EHEINEINERETEET,
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RH

7R—b (Export
Packet
Payload)

7 r—i3
D AEERD
THRKR—k
(Export
Applications
Identification)

VXLAN h7+
VLR DE
%h1t (Enable
VXLAN
Decapsulation)

X—Forwarded—
For WIBMDEH
%h1k (Enable
X—-Forwarded-
For
Processing)

LYARICT—2%&E DR, 70— o3 —0T7T)r—Sas DEAE
AADMEIDNEIRETEFT, SHIZ, ROBENMRERIFTTICE,
DEREZEINTIDLENHYET,

Iov6 &8 3 (Include IPv6) : 7A— £ H—TIPv4 £ IPVv6 DTl A D /N
TN RN TENEINEIRETEET , CORTEZTEMNCTHE, 70—
o —IEIPVA T YLD HERHTLET,

HTTPS Ny& — T—AM ITH AR—k (Export HTTPS Header Data) : 70—
o —M5alLYRIEST—EDH(Z, HTTPS 7O—DAYE — T—4
EEDEIMEIDEIRETEET, T—RIZ(XSSL HEBERAESSLABE N
EFENFET . COXRTEXFRTAICIE. 20—FA4THIPFIX [CERFESNT
WAL ENHYET , 5xK 256 /N\A M A[EETT,

HTTP A& — T—AM T4 X7R—k (Export HTTP Header Data) : 70—t
oH—hbalbYRTEST—EADOH(, HTTP JA—DAYSE — T—43%
EHBEINEIDEIRETEET, CORTELTREIRLI-GE. EHUFY
TJ4—ILRZEFERLT,. 70— o —To70—T—2(ZEH B HTTP / R
DERAR(NAMMERDEIEETEET . CORTELXFRTHICIE, 70—
BATMIPFIX [CRESNTWNDIRDELHYET,

FlowSensor H' Virtual Extensible Local Area Network (VXLAN) A7t )L 1t
PRI REL T AN EINEIRETEET , VXLAN AT UL EERR & &
ALLULMES . FlowSensor (FE#Z2 DDREF S RILTURKRA U+
(VTEP)BI®D70—&LTVXLAN W TR ILIERNS D4 0% BB LET, hT
TIVILEEBREFERT5E. FoRILIESNI=,S T4 9F D HL T, 2k
D—IRDETTav 01\ 3—2 % KYEFMICIBIETES =0, KYEERD
DTUOVERBTEET,

@ FlowSensor [X. 1ZEE D VXLAN 7R—k (4789) It R FESN 1=
VXLAN 524991217 % DT IJLILBRIRLET,

FlowSensor HY X-Forwarded—For (XFF) {LIEZ{FE AL T, HTTP 7A¥T %
T:(il:l—‘ls/ i‘%‘_ﬁf{—ﬁb’c Web H—/N\IZEHEL TS IS4 T7 UMD HEE
TTIP 7RLRZH# AT HAMEINEFIRETEET,

‘ @ ETA & X-Forwarded-For ALIE%E —#EIZRTE T ALl TEEE
Ao
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= anEA

FlowSensor W ETA LI {FEHAL T, IDP 74— ILFB LU SPLT 74—JLK
#HEHMLTSMC [SEETAMNEINEIBEETEET,

ETAWMIENDA
%h1E (Enable

ETAZEMZTHE, 4512 v FEHFFD NetFlow HISIEDERE
MEMLET, 7B—THRR—MERKIZIZIPFIX 2 {ERTHE
=REOLET,

ETA

Processing) ‘ o

ETA & X-Forwarded-For MLIEE —#E (R ETH_EIETEFEE
Ao

ETA % Dell £1= 1% PowerEdge FlowSensor ET L CHZNIZT 5
EIFTEFEE A

JO0—IJR

R—rER JA— o —AaLYRIZT0— T—R2%EESHEEIZIPFIX F= (3 NetFlow
(FlowExport VvIDELLEFERTEIMNEIEETEET,

YINDDREEERTEEY

TARTDERR—MNIBE—DHEBEF vy 1% EF (Use single, shared,

Format)
KDL
cache
Frya ’
E—FK (Cache
Mode) *

for all monitoring ports) :

ERFFFI—TAV T DFEETIHEEICFERLETS,
T r—a v EBEREIC1 DORET—T L,
KYDEENATEYEFERA,

SIARMIZKYIEL pps ANLEREE

BRELTEHDAUI—TITARERT 1 DD NetFlow A R RHME
BEnZEzd,

JA— oY —IZTR—rA 2 DIEITEIEL. TAP TIEHEISN TS5
BIZOH. ChEFERLET,

BIfRAR—RZ &I LT=F vy 1% # A (Use independent caches for
each monitoring port) :

;g_— o — A A—TIA R LTI D EEEERATHN
KYZLDAEYEFEA,

2RMIZEYF U pps JLERER
BAVA—TIAR(FIHMBDEEELETT)r—3y T—AR—X%
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= anEA

BLET,
o HERELT.BFEDNTINERBT DA A—DTIAARZEICEERD
NetFlow LaO—FMNERESNhET,

4. ER (Apply)1Z 9y I L CEREXFRELET,
2. 7T —3 %8R9 B1-8 D Flow Sensor NDEXTE (T 3>)
20—t oY —TF7T)r—2a BT 558 ROKSITHKELET .
1. FlowSensor 7T SA T AEBAA—JA R (ZOT A4 LET,
2. [E%5E (Configuration)]> [E¥#lZ% 5E (Advanced Settings) 1 Z21)vILET .
3. [Z7F)Hr— 32D T4 RX—h (Export Application Identification) ] F T vy X%
AUNILET, TIAHILTIE, 2OF T avIHE RSN TOER A,

4. EHDEHENC HAHBAES. [FyvylaE—K(Cache Mode)] O3 TROWLWT
MDA T3V ERIRLET,

o IRTDE=S)VT R—MBE—DHEFEX vy 21EHERAT S (Usesingle,
shared, cache for all monitoring ports) : @ % . TAP A X COA—%E=4U> 535
DATLITHLTEARLET,

o E=AYLYT R—rZEIZER DXy 2% E T % (Use independent caches
for each monitoringport) : %, SPAN AX TIO—ZE=4UU T $BHVRT L
DBE . BLUVINTH+—I U RZRILTILEAHIBEICFERALET,

3.7 T ATV AD B

1. [#24E (Operations) 1> [7 T 547> AD B2 E) (Restart Appliance)] #:&IRLET,
2. [6.7TSAT7VAREDSTET IIZRYET,
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IVRRAVRaYE N —RIZIE. ROEEEHILHYET,
o IVRRAVNTTSATUAND NetFlow 70— AL OEIANDEHFEZEZELET,
o« BETEHI7O0—aLYR(FE1 DDHAHTY,
1. IVRRAV oyt —2(2BT (O LET,
2. [E%7E (Configuration)]> [UX£E (Collection)1 &2 v I LET,

3. [NetFlow AL Z4MDE|L) LT (Assign NetFlow Collector)] 74—ILKRIZ, T RRA kO
UL =N T —5% % ET HT70— 3L U8 FE =13 UDP Director D IP 7RL RE &£
VR—rEESEAALET,

R—kDTIFIUk: 2055,

4. GBI (AAD)] &YV ILET, kY, IPTRLRER—IAREES N, TURUH
T—IIITBEINFET,

Assign NetFlow Collector
IP Address 752
— 2054

5. BEMMAELWMEE(E, GEA (Apply) 120y ILET ., ChIZKY, FHLWMERTY—E
ANBFEELES,

CDITL—ILRIZANTEBEIF 1 DOATY . ZFIEBELZEBNMTILELHIBEEIL.
Cisco UDP Director D{FEHZERETL TS,
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NetFlow Collectors

IP Address Ports Delete

752 2055 O]

R—U EEBBDOT—TILIZ, NetFlow ALV AD R ENTRRSINET

ALVADREEERET DRENHDIGEEIX. [HIFR (Delete) ] FTv I Ry I RZEF I
LTHRAEDILVFZHIBRL TH L GER (Apply) 120V ILET , T D&, FHLL AL
DIERETEFY,

6. ;’;_‘/ A=a—T, [(k—L (Home)1 &) v LET, Docker Y —E R T—TJLEHEZEL

3

Docker Services
Name Status Started Action
Kafka Running Dec 06
Metflow-Parser Running Dec 06
Netflow-Generator Running Dec 06
Legacy-Auth Running Dec 06
Token-Authority Running Dec 06

7. $RTD Docker H—E XA [EFTH (Running) ] ELTRRESNTWAEEIE. 7754
TUOREZHEZELET, 2/ (Operations) 1> [7TS5A 72 AN B2 &) (Restart
Appliance) ] ZEIRLET . TDE. (6. FTTFAFUABREDTETIZRYET,

Docker —E XA [E1TH (Running)] ELTRIRSNTULVEWE S IE. TTURFRAU R
AV —ERDNS TN a—T AT IITERET,
IVRRAV AL —2DNST IV 2a—T 4T
AnyConnect T—U U hEIURRAV OV —2DERTEER . VAT LNEFHELTLNS
MEIMNFHITB=OICHERTELLONDIEEELHYET , DATLIAFERYIC

© 2020 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -95-



6.7TSATUABREDTET

T—AENEBLTWVENI EAOM S BEIE ROFIELFEATEET .

1.

IURRAUb avtey kL —4H AnyConnect T—U o bMNSaALIAANDTO—% 5
ELTWAZLE/EELET,

. Web_d"jéifﬁ&—°)fﬁ§EEO)I‘/P7l'§"f‘/l~ AVt kL—EAD SSHT7 O REZHZIZ
LE9,

o [E% 7 (Configuration)]> [HF—E X (Services)]: [SSHZ F x4t (Enable SSH) ]
IVRRAV AV —2 a0 y—)LIZaS 4 LET, [docker pslEEITLET,

o kafka. netflow—parser, zookeeper. B E WY netflow-generator =¢84 DD Ik
'Jg%é:&%ﬁﬁ%bij'o AVTFTIDEA A= N—23 0 [HESZEITEELTK
=&Ly,

o EITENTULWEWMERIX. TTSATUANSY—ERZBEHLET,

T4L O K) %[ /lancope/var/logs/containers |IZZ & L. [tail -f svc—endpoint—
enginevxxxloglZRITLEY . ST xxxx [FT7AIVAISRSNTND/N\—D3 VT
Ty AT—RAD TR PO CHEAELOTIEARNWI EEHERLET , AT—2ANE
ALRRSNDIGEE. TURRAU a2 b —421E Netflow ZE L TULEE A,
Any%o_g_nect I—x VM IVRRA AV B —B( T —3% X ETEHLETHE
BLET,

e AnyConnect T—U U REEITLTLAWVNTNMADTUU T, IR ITAVThET -
(Zavwo kK F7arFrERZE. ping<IPofEndpointConcentrator> |ZE{TLET .

o ENAMHBBE. TV MIIVRRAV a2 N —RIZT O RR—
rCEBHEZEZLONTET,
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7. Stealthwatch T AV T 95472 DA
A—JL

LT DFET., Windows F1=[% macOS Z{# AL T Stealthwatch TRAOIMY T 9547 a4
:/XI\_)l/l.zi-d—o ;Xo):lﬁl:ii%l./f(ffé[l\c

Stealthwatch TR T 9547 D ESFEIFLH/N—230FO—HILIZAV A —IL

FTHIENTEET,

Stealthwatch TR T US5A T RDEHD/IN—23 0TI ERXTBHIZ1E, & SMC
[CEWTELSETIFAIDREIZLRYET,

7543 SMC &th A1) SMC Dl AZFEALTLSIGEEIE. —ADSMCZEOJ A
ILT. FDHES—ADSMCIZAT (VT EIRLEAHYET,

Stealthwatch TR YT U5A T LDERHD/IN—Da 0 FRBEICFACCENTEET,
Stealthwatch D wRFT D/ NA—IVIZEH T BIHE L. Stealthwatch TRIMY T 954

TURDFHLWWIA—D3 0 F AV RN—ILT BRENHYET,

9 TIZ Stealthwatch TR T OSAT UM HY  vI1 ICEFHTEHES.
Stealthwatch T A YT 925 A7 T Oracle Java Z{FERATE ALY ET,

o Stealthwatch TFRINT GSAT AV A= )L A BEIHERZH->TLVS
WHENBHYET,

o Stealthwatch TRUMYT US54 T UMIIE, 64 EVRDARL—T42 T LR
7‘?7?%\%'@?% REYMDARL—T12T U RTLFET L Linux TIEEST
TEEH A

1.

w

L

StealthwatchWeb 77— 3> DIEEDR—CDA LBIZHA [(ForO—FK
(Download)] 74> & 2 )vILEY,

Qiﬂ@

exe F7AIVED)yILT, AV AM—)L 7O REFHIRLET,
A4 —KRDFEZEZEITL T Stealthwatch TR T 954 T7 A2 AM—)LLE

[o}

TRy T ED Stealthwatch TR T 9547 TA(aY [x_‘ x#7voLET,
SMC A—H & B ELUV/RT—KEZAHLET,
SMC H—/\ZFE=IXIP PRL R (Pv4 £1=IXIPv6)Z A HLET,

EE LR RSNBIERICHSTTRIMNT YSATUNERE . FTFATURADTAT
UTATARLAEEERELE T,
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AV AXDEE

Stealthwatch T XY~y ?5’(7‘/|~ AVRA—DIAREETITH=OIZ. 9547 hay
Ea—43TEYLETEIUA L TIELRAAE)(RAM)DEFERTE=ET, LTS ZHD
RE1AVNOKREDT—2 V(100000 BZEBAHLI—FNEENT0—ITVRE) &
FOTEEIL, Y B THAER)FEPT EEREFL TS,

1. Windows Explorer T, ik—LTAL IR IZFELET .

2. INBLDIAINETHERDIBIZEAEET , AppData> O—=2% > Stealthwatch,

THILENIERTRDIGZE L. [Stealthwatch |1 ZREBETILENHIEENHYET,

3. Stealthwatch T4L 2k T, BHID Stealthwatch /N\—3U MEENTNDTAILAS &
BEEI,

4. BEYIIRET ) — 3% #E AL T application.vmoptions 771 ILEFE . iRELZH
ggi;%%@??{)bli; Stealthwatch T ROIMY T U547 e BRI -#IZ4E

BRINAE)H AL X (Xms) :512MB UL EFE|Y Y THEEHENDLET . COBSIL.
T74ILD IFBB DITIZRRSNET,

IV FUVEESLI 1 TTRTTAITAOEEE. FTOEZTRARTIATY
PUFEBELT. EOMFHR/IATY FARERLTVENERERL TS,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

BRAEY YA X (Xmx) : HARAEY S A XIZE, HATIAVE 2—5D RAM D+ 5 D4
AREBBTHIENTEEY . COBFFIE. T7MLD 4 BEHDITICRRSNFS

A TUVEERGLIZ I T TRTIDITAIDGE L, TOEBZR THARTSATL
BHEFESHELT RARAEV A XZRL TV DHFEHRL TS0,

# Enter one WM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

FRTCOFBEZFERALET . =2 1E. Xmx0.5m TlEHL, ~xmx512mZEZ A HDLET,

« Stealthwatch TR T 9S5AT DRI N T 1T BEEIE AEY
0 YA XE=RKELFET,
o Java BB T HI5— Ayt—IUMRBREINDGESIE. ChEYENSEAE
JENY B TEFERLTESLY,

o Stealthwatch TFRINT GSAT e AV A= )L A BEIHERZH->TLVS
WHENHYZET,
(i o Stealthwatch TRUMYT US54 TUMIIE, 64 EVRDA L —T42 T LR
?giiﬂ\gfa'o REYMDARL—T12T U RTLFET L Linux TIEEST
TEFEHFA.
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S

. StealthwatchWeb 7T — 3> DIEEDR—CDALBIZHS [ForO0—K

(Download)] 74> & 2 )vILEY,

CL.L{I@

Admg Z7AILED Y ILT. AV AM—I)L TOtwREHBLET .
TAAVETAHIA L, UTFIZTRT EIITEZRIZRRESNET,

Stealthwatch TRYMYT V54T DT (0% ([F) TI)r—3>DI4ILE IR
IvILET,

TAaAVIE, RE3—k Sy RIZEMINET,

TRy T ED Stealthwatch TROMT 9SATF7UNTA(aY [T =999 LET,
SMC A—H & B LUV/RT—KZAHLET,
SMC H—/\ZF=IXIP PRLRA(UPv4A E£= (X IPv6)F A ALET,

BE R RSNDIERICESOTTRINT ISAFUNERE . TTFATVADTAT
UTATAIBHEZEELET,

ARG AXDEE

Stealthwatch T Xy ?5’(7‘/|~ AVBR—DTIAREETITHE=HIZ. 9547+
Ea1—A2TENYYETEIUF L TIERXAAE)(RAM)DEFEETEET, LTS ZHD
FEX1AVROREDT—F V(100000 BFEZSLa—RAEENF-TO—HIITVEE) %
TG EE. BY L TEAE)EEOT EEFRETL TS,

1.
2.
3.

4.

BRFET.h—L TALIMIZBELET,

Stealthwatch 74 ILZ ZFEET,

Stealthwatch T4L 2 kJT. BBHID Stealthwatch /A\—av MEFEN TS T+ ILA %
FREET.

BYSHRET T r—a % {FERAL T application.vmoptions 774 ILERZE . fRELH
ggi;%%@??{)bli; Stealthwatch TRIMYT V547U e BRI -#IZ1E

BIMNAEYH AL X (Xms) :512MB UL EFE|Y B THEEREDLET . COBSIL.
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7. Stealthwatch T AUV T 9S4 T URDA VR — )L

T74ILD3IBBDITIZRREINET,

VT VEEGLE | FTRETAIFAOBEE. FOBEETRARRSATL
BUFESELT. EDOHFABNAEY FAXERL TN DA ERAL TR,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

ﬁjg%%l)*f»fX(me) RARKAE)HAXIZIE, K ARKTAVELI—E20DO RAMDFES DY
ARZE|N YU THRENTEFT, COBSIL. I7MILD 4 BB DTIZRREINET,

A TUVEERKLEZ 1T TRARIDITAIDERIE, TOER TRARTSA TN
BHFESRLT ZRRARIHAXZRL TS HFEHREL TSN,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

FTRTCOFBEZFRALET . =2 1E. Xmx0.5m TlEAEL, ~xmx512mZEZ A HLET,

« Stealthwatch TR T 9S5ATRDEEIZI N T 1T BEEIE. AEY
0 "j"ij&j(:5<bi_‘j—o
o Java [CETAIS— AytE—UNRRINDIGEIX. TNKYBLNSHAE
JENYETEEERLTEEY,
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8. BIEDHER

L 1_ D) EE At

RDF|EZE{FRAL T, Stealthwatch Management Console H' NetFlow T—4ZZ{ELTL\AZ
CEHEELET,

NetFlow T—4XUNE D HFEER

1. Stealthwatch TAOMYT 95AT DIV A—T 54X W)—T, 7O0—aL Y 3%H
D)o LET [AT—H A (Status)]> [NetFlowaL <3 AFT—4 X (NetFlow
Collection Status) ] D EIZZEIRLET .

{S Enterpnse
[ T SMC
= ta ACME Corp
¢ [ ) Host Groups
| [ & Network Devices
f Lo wMm Servers
- E (3 Maps
E| {3 FlowCollectors

R Y- |ovCollector VE-01)

- 3 Identity Services « FlowCollector Dashboard
i [ External Devices
[ h Test Domain Status > | @ FlowCollector Dashboard
Configuration Y1 Alarm Table
Expand All Ctrl+Shift+E | 4 Flow Collection Trend
Collapse Al Ctrl+Shift+C B sFlow Collection Status
Refresh Tree l NetFlow Collection Status [} |
1] Mitigation Actions

2. [NetFlowalL 23> XT—% X (NetFlow Collection Status)] R—I T, PZ\T-J.)‘/F@J:
28D BRFE DNetFlowh=>7 4% (Current NetFlow Traffic)] 74— JLFZSHBLZE
T, COHHERITBRE SN T= NetFlow ST 0 DEZRLET,

o FMIT4VINRTSINTWDIGHE T, ROFIEIEAFT

o FITAVIDBREREINTLWEWMESIX, TVRR—EELPIL—EIDHZTEFHERL
*9, B DULNTIL. SMCOSATUMDASAY /\)w"é%ﬂ.ﬁbﬂtéuo
ROFIEIZEHAFET,

[¥] NetFlow Collection Status x

Interface Current NetFlow Average NetFlow Maximum NetFlow
Count Traffic (bps) Traffic (bps) Traffic (bps)
FlowCollector-Primary: | 28 250.47k|) 264.87k | 29312k
Deta
Status = Exporter ={|Longest Duration Export (seconds) = [\Exporter Type “?| Average Flow Rate (fps) ™" | Average MetFlow Traffic (bps) = | Interface Count +
L' core0l 71 Exporter 159 58.86k 7
(—_—.0.1)
4 .0.43 67 Exporter 92 128.94k 3
("4 .200.2 60 | Exporter 74 31.62k 3
v asall Cisco ASA 49 40.95k
(e 99.200.1)
v .0 241 60/  Exporter 2 2.67k %9
-“.Mﬁwm — e

3. [RBHERUVVEEEEFE D TH R7R—b (Longest Duration Export) ] 5l S BB L T2 ELY,
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8. BIEDHER

FIDEM: ZDFIER Y aR—RITEMT BIZIE, FINyET—EHH )y oL, A=a—
Mo [FEbEO#EEEER 0O 9 X7R—k (Longest Duration Export) ] 2 #IRLE T,

4. FEITHRAKR—EDEIX 100 KYETTI D,

o NMENWIDZE. Tyl aDIHYRAR—FFAI—ILEETT,

o TR IDHE . BWMEFFYYL1DIIAR—F /I —MNIELIENZ EETR
L. BRo=7I3—LMNRETHARENHYET . TVAR—EELVIL—2DHK
Egﬁﬁgﬁbiﬂ"o HMIZDOWTIE. SMCOSATU MDA USAY NIV TES L
TLEELY,

5. Congratulations! Stealthwatch M AT LEREMNTE TLELT=,

6. RDRATVT :19.54 A 1B L. FHEAAMAHE T I HHIIZ Cisco RX—FFH™
UMIEHRAV RV REBEFRLET

90 H D FHEHR AR T I DRI R A R0 REFHL TS, FHEHIRS
A HPETIEE Jn—IENELLES, JO—IREEZBERILTHIZIE. 8Ra1
RAUREBELET,

7. Stealthwatch [ZRIDH—E AEMEBEFBINT BIZIEX. RD)Y—RESHBLTLESLY,

e SMC 7x— /LA —/N\—PRDESE
« BRAUTISIVRI4—FDERE
« SAML SSO DE5E

Cisco.com Z#Z BB T Stealthwatch WA A K& #EZEL . Cisco Threat Response.
Cisco Identity Services (ISE) . TACACS+ 7% E M BIMBEREZ R ELE T,

Stealthwatch D EAZRIRTDIZIE. COHTAFDRDIEZS LTS,
o BEE:Stealthwatch DIEDIRICIL, IRIEDEE. BEDHAE. BEEADXIG
HEICEAT AN EEH INTHET,
o CentralManagement: 7 7 SA 7V ABEBEZTELEEDFEMIZCONTIE, ZOHA
KDl Central Management |DIBZ S L TLIZE0Y,
o« ST aA—F4VY  COHARDIST I a—T4 T 1IDEESRBLTES
LY,

© 2020 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -102 -


https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-and-configuration-guides-list.html

9.5/4tvR

9. 24t R

YA AX—hYThIxT SA4t T %#FERL T, Stealthwatch 0)770347‘(Z33J:U
*%Eﬁﬁfizrtyby’j LET, FFHIZCDULNTIE. cisco.com DAI—boAM T %SBLT
{230y,

o AVTAY  RAR— oAU LU Stealthwatch A 54 TERTBIZIE.
[Stealthwatch Smart Software Licensing Guide|[ZZSBLTLZELY, CHHRTFIZITAY
BR—2INT I ADBETT,

o« 754 HO—AR/TT7XvvTRINT—IDSA U AA T3> DERBEIZDONT
[X. Cisco Stealthwatch HR—FZEHL T ELY,

e Cisco AV¥—hF7HHObk:Cisco AR—F 7 HOUMEERTETHIZIE.
https://software.cisco.com TE T HH ., BEEFIZHRHWLEHELIEE0Y,

Stealthwatch Z 5l E—F THERAT S & FBIRSN -#EEE 90 HEERATEE T,
Stealthwatch DT 74 )L MEREZ RAMRICERL TV AEMEEZ T AV MNIEMT S
[ZIE. RR—b YT T7 SAE DT DERAVRIVREERLET,

90 B IO SEMEARIAE T 3 BRTITH R A XA RE BEL TS, SRR
A 27T+ 2E Jn—NEMELLES, JO—INEEZBERLT A B

ARV A=ZH&LFET .

Smart Software Licensing Status

Registration Status: A Unregistered

License Authorization Status: ( A Evaluation Mode (31 days remaining) )
Export Controlled Functionality: Not Allowed

Product Instance Name: c9b048’

Transport Settings: Direct View/Edit

o BEHEI—: Stealthwatch Management Console TRAY—,SA T DAT—4H
AEFERARRDFHMEER T HICIE. EBEFEIL—YELTRTMULET,

. BRYBE:FHEE—FORKRYBHZHRE T SHICIE, EEEI—H LL T Stealthwatch
Management Console [ICAZ A2 LET , [EEF E I (Central Management)] > [RY—F,S5
A+t 3% (Smart Licensing) ] DIBIZFEEILE T, [T1 Y REFZERXT—F X (License
Authorization Status)] 2L FE 9,

o BMRAVABVR  BRAVRIV XIEEEFRD Stealthwatch D& G AV RE2 R {FE A
I B BIFThHY. Stealthwatch Management Console EBEIET7 TSATUAMEENTE

o
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SMC 7x— LA —/N—BZOES

SMC Zz— LA —/\—FBZNDESE

2 D@ Stealthwatch Management Console (SMC) D 7z — /LA —/\—FE{&Z LTS &I
FY. FNED—FNES—AHADN\I Ty T A —)LELTHEET B ESIZT BIENTEE
o JT—IA—N—EFREEETBHEEE. 1 DD SMCETS54A4TY) 120D SMCEtHY
FVELTEELFET . TIARINA T4V DB EIE, £HUF ) SMCEFETIS/<Y
SMC [ZERELTURTLDE=ZR) VT EMRTHENTEET,

§MC Jx— LA —N—EZEEEETBIZIE. Stealthwatch A 5S4 NILTDFIEIZHELVE

. ﬁf_ggti:vﬁ 1) SMC £8&EL T, 7517 SMC iz h % REL TRIETESH LIS
LET,

o« TAEVR HMIZDOULTIE., Stealthwatch RR—k VIR T7 SAtE 09 HAR
[EEE]ESHBL TS,

o EBEANTHRAR:COFIRO—RELT, REGEBANTITTISATUVRTATY
TATAEBAELEMLET . FIBIZHK - TS,

o PTSATURNDBIMFET-ILHIER: Central Management TD T TS5A4 72 AMBINKOH]
BRl&., Zz—ILA—/\—DEZEFEZE5 T L. Central Management TAA!) SMC 775
ATV ADAT—RAD [7YT (Up) ] ERRENDETITHHENTE &Y,

1. T54<)IZFBHSMC EtHhUR)IZFTSHSMC EEHELET,

2. A4 LET,
3. PATLATODIT—ILA—/\—O—)LEERTET HHIIZ. Stealthwatch A 51 ANJL
TDFIEEHEZEL. ZDFIEICH-> TS,

o« IVA—TSAXY)—T,SMCZEHYJVILET,
o [E%7E (Configuration)]> [SMCT7x—/JLA—/\—(SMC Failover)] Z#ZEIRLFE T,
o [NLT (Help)129)vILET,
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BRHATICIURT4—RDOEMIE

BEAVTIOIVRAT4—FDHEMIE

BEAVTIDIVRTA—RIE, 2T 3 DB EICE 50—/ \LBEAV T
DIV ARTA— DD T—RERMLET , T4—FITREICEHh, BEEOHDTIT4E
TAFERSNCEN DM TS IP PRL R R—FES ., TOL KRN, XU
URL AEENTWET , Za—FIZIEX, a7V k7UR a2 bA—IL H—/\, bogon, & Tor
DERAN L—THREENTNET,

BREAVTIOIURT4—RDFA 12 X% Cisco AR—rFHIUMIBMLEYS, FIEICD
LVTIE, Stealthwatch AX—b VIO rD 7 541200 AAF [REBIZSHBLTIZE0Y,

Central Management TIA—REBRCTBICIE, AU FAUNILTDFIRIZRWVET , FE
D—HBELTDNS H—/N\ETF7ATIA—IILERET D EITEELTEZELY,

754" Stealthwatch Management Console [CAY' A2 LE T,

[4'A—/\)LERTE (Global Settings) ] 74 &9y LET,

[(eh &8 (Central Management) ] ZEIRLET,

[2—4 (User) 1 74> %EHYvoLET, B [Stealthwatch 25142 AT
(Stealthwatch Online Help) ] Z3#RLET,

5. [7FS547> RE%E (Appliance Configuration)]1> [BEA TP XA 74—K (Threat
Intelligence Feed)] ZERLET,

L~

BRAVT )OI RT—RERE#IZIE-TUIVSISE A . Stealthwatch Labs Intelligence Center

DT A Stealthwatch TRIMYTISAT UMD EEY ) —IZF75—LAT—RAEEDIC

KRN, BRUTIERANM V=T DTS FICRRTINET, FFMICDLTIE,

?’;—eﬁc{lthwatch TAIMT 54T A— HAF [EEBIE(EAUFAUANILTESELT
=alY,

FoSAANINT o TAANIVTIZT IR T BIZIE, [StealthwatchSRA TP T
> At 23— (Stealthwatch Labs Intelligence Center)] 7S5 F&#H v oL. [BRE
(Configuration)]> [SLICE B 74— E%%E (SLIC Threat Feed Configuration)] M JIEI 255
RLET, [NLT (Help)1E2 9w HLET,
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BRHATICIURT4—RDOEMIE

€

% Enterprise
= T SMC
= ta Lancope
= 2 Host Groups

’{B Inside Hosts

i gt cide Lln ot

= Q, &, Command & Control Servers\

£, Armageddon
- 6B, %, parracuda
- @, £, Bho-jba

%, Blackenergy
+ Colddeath

+ Darkshell

+ Ddoser

+ Dirtjumper
+ Emo

+ Graybird

+ Grum Id

+ Grum Tasks
+ Gumblar

+ Haxdoor

+ Hitpop

+ Hitpop Checkin
+ Http Post

+ Icepack

2 Tllusion

» Ircbot

+ Mpack

+ Nethelper

2 Nitol

+ Optima

+ Pandora

+ Pincher

bbb

ol

bbb

bbb

=

ol

=
=y
w

+ Torpig

+ Tsunami

+ Wsnpoem Config
+ Wenpoem Drop
Yzf

bbb

[}
m
=
m

AEDPPIPPIDPIDIDPIDIPIDPPIOPIDS

L. Zonebac J
T ices

H- [ VM Servers

H- L& Maps

F- [ FlowCollectors

- [ Identity Services
- [Lg External Devices
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SAML SSO D&

SAML SSO D &%5F

LTOFIEIZH-T. X T4 T7H—2a3ry v—OF7vTSE VT IL A7 (SAML
SSO)H#H’RELET ., SSOIE, A— N 1HDIL TV IILTERODT IV r—avIZTy
ARG BHIEFTREICTHRIETAEATY,

FYR—F:SSO [ Stealthwatch TRYMYT V547U hTIEHR—FENTVEE A, SSO
[#£ & Windows FR3F (IWA) Tl R—kE=h TWOWEE A

SSOZH/RTETAIZIXRDIERAVHETT,

24 =30
- e @ URL [CIFSELREEMF A VBT =X IPv4 T
FATYTAT4 TR AT =D URL RUREERT HBERBYET

—. — = N = IDP @ URL MITHTTPS | TIRE S5 (L. CAEE
— M = . . .
TATYTATA TR — DL BEES L O—RL TS,

TATUTAT4 Y —E X TO/N(5 —(IDP) M URL MIHTTPS 1 TR FE A5 & 1. JL—FCA
FEEAE%# SMC {EEERN7IZEMLET,

@ OP O URL ANTHTTPS I TR EL LGS &, COFIRERFYTLTROE IV Iy
3.9 —ERATO/NAT—DETE N EL ZENTEET

LT DOFIEICHEST, JL—k CAGEBAEZ SMC EEARTITEMLET
1. [Central Management] @ [Appliance Manager] R— T, SMC M [74933> (Actions)]
:1_€7U\y7b3€3—0
[7TS5AT7 2 AEB D #RE (Edit Appliance Configuration)] Z&IRLET,

[Appljia_r;:e Manager] > [£fi% (General)] 27 T, S8 RAL7 (Trust Store) ] £ a %R
2lF o

[#r#RB N (AddNew)1 & 2w I LET,

[ZL > K1) 4 (Friendly Name)] Z4—JLRIZ, SEBAZE DA FIZANDLET,
[T74ILDER (Choose File) 1% 01w LET , HILLGIBAZEEEIRLET,
[EEBAZ M1E NN (Add Certificate) ] &) v LEYS , [{EFEANT (Trust Store) ] ') A Z
FLWGERAZENRRENDZEEHERLET,

8. é’x;?@i@ﬁﬁ (Apply settings)1 &2 v LET , BIEICRRENDIERICHS>TRIFL

9. Up:[Appliance Manager] R—C T, SMC WERELEEEZTTL. 7ISATU ADAT—4
X?ﬁ\Up( ﬁ%) téﬁﬁnbbij—o

w N

N o g ks

| A srozmEsgasoms. 77517 xemEBSEALTES,

© 2020 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -107 -



SAML SSO DEEFE

10.

11.

thoF) SMC A HAEEIL. COFIEF#EYIRL T, I—FCASERRZEZEHUFY)
SMC {E88AR7IZEMLET .

JL—h CAZIBAE% SMC EfERMZIZEBNMLEES X RO/ avIZEHFET,

3. H—E R 7N/ F—DEFE

S I

10.
11.

12.

SMC a2 —JLIZroot ELTEST AU LET,
SystemConfig EANLET, Enter ZHLFET,
[F#05%E (Advanced) ] & RLFET,
[SSOIZ&:EIRLFET

[SS% F%h/#E3 (ssoEnable/Disable)] AY [#&%) (Disabled)] EFIREIN TINDZ EEHERR
LFET,

o eimin (s (uis (v iu (s iniuininiui n (s nin (s ain s iu | (o (win (= in(s (v imininiuininin i (o (e i in = a m s iu (o s in

k
X
X
b4
b4
b4
b4
4
b4

L= e (e (e = (o (v (e (e (n (o (e (= (oo (o (= (e (o (o (o (e (= (o (n (= (2 (e o (o (= (o0 (o (o (e (= (e (o (e (n (oo (s (e (o (= (e (= (oo (e (s (e (v (= (e (= (o (v (= (= (e ]

L
=
=
=
=
-4
=
=
=
-4
=
=
=
=
=
=
-4
et
=
.

e eimin (s (uis (ximininiminininin e e nin (s iaiein e (oin s o in (v inin = (e in (s a e (e i e (o (e e (o in i (xR (e (= (o (s (e n w m (i (o (m n (m (= A (o L (B L= v

[FAT2T4T4 TB845 —(IDP) (IdentityProvider (IDP)) ] Z:&3IRLE T, [Hi1T
(Continue)1&91)vILET,

FAToTATA TANAT—DHREIT7AILER I O—KRTEBURLEAALET,
Requirements (B#) : T2 BN AV B F =X IPVvA PRLRAF A SILET,
[IDP M % 77> B—FK (DownloadIDP) ] #:&IRLFET , BIEIZRRSNDIERIIH-ST. &

MZLFET,
[ZEE D {RTF (SaveChanges) | ZEIRLET , [#i1T (Continue) 1E91)vILET,

EEDIERICEST,IDPREIT7AILEAHoO—KLET,

[SSO]Z#ZEIRLFET,
[H—E X 7O/844 —(SP) (ServiceProvider(SP))] Z#2 L% 9, URLZaEF—LTK
280, ChIE, FAToTA4T4 TONAF —DEEICERLET,

[RT—% A (Status) | ZHEEELET . DY [ (Ready) ] ERTSNTNH T EEHERR
LTS,
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1 gogagaaggaaaaaaaadadggadd s (s (o (o (s o (o (o (3 (s o o (o (3 o (3w (w g s (3 L

k
x
x
x
X
X
b4
x
x

(e(= (e (e(e(e (= (s (s (e ee el (s (e (e e (e (n (o e e (s (s s o fae (e (s (s (o (oo (e (e s (s (e{e(e (e (s (e e e (e (e (s (e (e (e (s (a o a e (e (s (s m{a{e (e = (=]

Lo e s s = U L L s o U U A L o O s (U 0 3 o U 0 O 0 U s O o o o U A 0 L o s s o 0 o s s o R s s

[
[
[
[
[
[
[
[
=
[
[
[
[
[
[
[
I
[
[

4.SSO DEMIE

1. [SSO B/ #%) (ssoEnable/Disable) ] Z2:&IRLET .

2. BIHEICRIRINDIERICHE-ST, SSOEFMICLET,

3. [DL T2 I)LDERBA (CredentialDescription)] Z:&RLE T, [#:1T (Continue) 1 %4
yILET,

4. A—HHAOT AT E5OITNERSSOY—ERILTUIXIILDHRBAEAALET,

5. [OKIZVJvILET,

6. [IDP DA 7> A—K (DownloadIDP) ] ZZERLFE T, FTLL)SSO BREZRFTIWHED
BHAETIDP MDA 9> A—K (DownloadIDP) ] Z&ESHIZLET .

o [#E4T (Continue)]1 &2 v ILET,

. ;?lziﬁéhé?ﬁﬁliﬁiﬁf~ [IDP M & 9> A—K (DownloadIDP)] Z#&E3hIZL

1. [EBEDORTF (SaveChanges)] #:#EIRLFE T, [#1T (Continue) 1 %01 vILET,
8. VATLEEHFHERTLET,
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ITSOFDTRLR I4—ILRIZH—ER TO/NA/F—D URLFAHLET,
H—EXRTONAT—DAZ T—RT7AI)L spxmlEF I O—RLET,

spxml ZERALTCTA T TA4T4 TANAT—%HZELET,
CREIL—LBATITA—YFDEFA—IL FRLADREEN TSI EFHERLET,

A w0 N =

. fil: E'HEZIjTﬁ Active Directory DIF&E . FIEVL —L 214 T% LDAP BES24A
TOA—HID DEFA—IL PRLRIZRELET,

« Microsoft Active Directory 274 )L H—/\(ADFS) :IDP 247 H' ADFS DIF &
[T RODRZLIW—ILINRIREN TSI EEHERLET,

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]
=> issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, Value = c.Value, ValueType = c.ValueType, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://<IDP FQDN>/adfs/com/adfs/service/trust", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<SMC FQDN>/fedlet");

SSO A—H#EBMTBICIE. ROFIEEERALES . A—HFETATUoT4T4 TONAF—
ENLT(TATUTAT4TANAE —I2&>0) RS FET,

SMC (Stealthwatch Web 77 —a) AT AV LET,

[4'O—/\)LE%5E (Global Settings) ] 7 A& 91)vHoLET,

[1—H &I (User Management)] Z:&IRLET,

[{ERK (Create)]> [1—H (User) ] DIBIZEIRLET,

>~

FIBIZDWTIE, [—H (User) ] PAaEHYvHLET, & [Stealthwatch >S54
> AL (Stealthwatch Online Help) 1 Z25&iRLE T, 2 —H DBIMDEEHMIZDULNTIZE.
[A—HDHRTEIZSELTIESLY,

5. ZA—ILRIZAALT HLWLWA—HEERLES . ROKSITA—HEHREL TS
LYo

o EREIY—E X (Authentication Service) :[SSO] Z&RLFET,

o« A—H4 (User Name) :IDP 7 HI VD EFA—IL PEL ADRADERSTE AN
LET . DAATAUBFIZSSOIZHERASINSGEDERLTHAZ LEHERL TS
LY, =& Z &, name @ cisco.com DIFGE ., ZDT4—ILRIZI name |EAFILET,

6. [RTF(Save) &)V ILETY,

7. [A—HY &I (User Management)][Z[SSO 11— (SSO User) | AR RENTNBI L%
BEZELET,
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[SAML] & Z#RLZET,

a o np -

Dashboard)] A FH=FE T,

vFyt

TAhAOEDOOYIT I

IDP XML ZA 2 O—KRTE4AL

IDP X EZ RF TSR0

Z Dth DRAE

SMC (Stealthwatch Web 771) r—<a2) 1A A4V LET,
A4y R—OT, RAYITEHUE D)9 ILET,

LTIl REUES) I LET,
a4 JLToovLEAALET, [EFX) T2 5 v 217K—K (Security Insight

BRETHOUNTOREFRALTORATLERETI[SSO
NDH (SSO Only) ] ZEINIZLET,

IDP SEBAE A SMC B R M7 [C7vyTA—FEn TS
SEEMRELET

IDPEREZFNT, ANLF-T—ENEFET. ROLGAR
R=ANFENTIVGENIEZMHERLET . F/=. IDP A
ANUbOTERRET,

FRALTWAISHHAD SAML FRL—H—Z 49
A—KLZET,SSO A5 1% #Y5RLT. IDP & SP M
DRPEHEELET,
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Stealthwatch D&

?77054795(0)5&%75‘\;_37[,7':6\ Stealthwatch 7254 UNIILT T IREDEE, B{ED
RE. EBRADORIGEEICETHIEREZIONET,

Stealthwatch MEE[Z DUV TIE. Stealthwatch 72 S AN ILTDIFHRES B LTS,

[1—4 (User)] 71> &S v LET, &
[Stealthwatch > 54> ~ )L (Stealthwatch Online Help)] Z&RLE T,
R—2 D LEBIZH B [Stealthwatch N LT (Stealthwatch Help) ] A= 21 —Z#IRLET,

[Stealthwatcha>7R—2 >k (Stealthwatch Components)] > [Stealthwatch Management
Console (SMC) M#EZE (Stealthwatch Management Console (SMC) Overview)] >
[Stealthwatch Web7 J'1) iy —23> () /3\—3 2 (About Stealthwatch Web App) ] D JIEIZ
BRLET,

>~

FYRT =XV TAEED—IRELT, WOMDERBEREITOLENHYFTT . &
R=DIZTTVERGTBDHODA—2—, ROBLEVIEELEBIZRREINET , FIEIZDULT
. FEEDOR—=UMS [2—H (User)] 742 > [StealthwatchA >S4 A LT

(Stealthwatch Online Help) ] Z3# R L THEFEL T &L, Y

o TRANT IL—TDEETE ([%FE (Configure)]> [(RAR JL—T &I (Host Group
Management)]))

o RS —DIEREETE ([E%TE (Configure)]> [RY) L —E I (Policy Management) 1)
o 7O0—RBZEDER ([947 (Analyze)]> [78—4& % (Flow Search)])

o Stealthwatch Z{F AT 5= D 1—FHERDEE ([ O—/\JLERTE (Global Settings)]
7AaY > [1—YEHE (User Management)])

TI5—L AR RRANZEDPEIZDULNTIL. Stealthwatch 2S5 AUNILTDIEHRE S
BL TS0,
1. [—¥H (User) ] 7AaEHYvoLET, B
2. [Stealthwatch A2 54> ~JLF (Stealthwatch Online Help) ] Z3&RLET
3. R—=I D LEERIZ&H S [Stealthwatch ~JL T (Stealthwatch Help)] A =21 —%EIRLFET,
4. [EEDEAE (Investigating Behavior) ] 3 EIRLE T,
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Z B~ DRIt
RS —IEERIZDULNTIE., Stealthwatch 772 SAUANIILTDIEHRAESBLTESLY,

1. [A—H (Usen)] 74V EI v ILET, &

2. [Stealthwatch >S54 > A JL T (Stealthwatch Online Help) ] #:8#RLFE T,

3. R—=TD EERIZH B [Stealthwatch AN JL T (Stealthwatch Help) ] A= 2 —%&IRLET .
4. B~ DXt (Respondingto Threats) ] #&IRLET,
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Central Management

Central Management Z{# LT, 7547 SMC o7 IS5AT7 U REEELET, ZZTlE.
Central Management D ZEIZDWVTERALE T, KU a> DEEMIZDOLNTIE,
Stealthwatch 77> 54> NIILTESHBLTESLY,

« CentralManagement [ZDUL\T: 775472 AN Central Management [C&E>TEESh
TWBEE. TNODRAT—EREHRTELDICMAT, TIZAT U RREDRE.
VIR T7DEH . B, Vv M OV EER BB TEET,

o Stealthwatch 7> 54 A JL T : Stealthwatch 254N LT EBKIZIE., [—
(User) 1 7A4a> %45 woLET ., W [Stealthwatch #2542 AJLT (Stealthwatch
Online Help) ] & EIRLFE T,

T T S5AT 2 AD Central Management TEEINTWAIGEE . 7T A7 ADHERE(ZIE.
Central Management BEUVT T ZA TV RABEBAUVA—DTIAR(TITSATUOREB)NSTY
TRALET (RDOKRESE),

Central Management FISATORBBARA—TIAR
TISAT U AERDIRE AT LEHER DR T
ALV R RT—FRXDER (BE)

BRI7AINDINIT T T—AR=RIT7AINDINVIT T
BEEOJDOXRT W/ VI DIER
B FYRT—ORIAREIP DIRE
Ty EOY NIk v TF v
VIO IT7 DEH DNS ¥yl a7

TIZAT o RERHDHRTE
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Central Management Z <

1. 7547 sSMc lzas 1 LEY,
2. g:;;l—/ \JLER5E (Global Settings) ] 7/ &#91)voL
3. [EhE I (Central Management)] ZEIRLET,

TIoAT7 o RAEEFFHC

FTISAT O REBAA—DJ A4 X([ZIL. Central
Management Z &L T, £EXT7TSA7VRIZEEDT 1V
TEH_ETTIERRTEEY,

Central Management Z 8L CT7 7oA 7 A EHE
z A<

a2 (®) =+

Global Settings

Central Management

SMC Configuration

Packet Analyzer Configuration
UDP Director Configuration
External Lookup Configuration
User Management

Threat Response Configuration

Select Language >

1. [Central Management] @ [Appliance Manager] R— T, ZTSATUAD [FH a3y

(Actions)] A=a—%&01)vOLZET,

2. [7FS5472 R#EEHEFEHR D FR R (View Appliance Statistics)] Z:&RLET,

3. PISATUREBALA—DIA(RIZOATALET,
BEQTAVENLTTITSAToRAEEERHK

1. TS0 DTRVR T4—ILRIZ. RO ESITTSATURADIP FRLREANLET,

https://<IPAddress>

e SMC:IP 7RL XM AIZ /smc/indexhtml ZB/MLET,

o {8l :https://1.1.1.1/smc/index.html

2. Enter ##LZEY,
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TITFAT O RAETEDRE

1. [Central Management] @ [Appliance Manager] R—U T PTSATUAD [T
(Actions) | A=a—%& D)y ILET,

2. [7TS5A47>2 AERKD#REE (Edit Appliance Configuration)] ZE#IRLET .

Inventory

5 Appliances found

Q Filter Appliance Inventory Table

APPLIANCE STATUS HOST NAME TYPE IP ADDRESS ACTIONS

up Flow Gollector )
FCNFVE-KVIM- Edit Appliance
Configuration
Up Flow Sensor

FSVE-KVM-1 View Appliance Statistics

Up SMC Support
SMCVE-KVM-{
Reboot Appliance
Up UDP Director (8}

Shut Down Appliance
UDVE-KVM-2

Remove This Appliance
Up Endpoint Concentrater 0D
ECVET000-KVM-c

3. [EX7E (Configuration)] A =a2—% V) yILET ., VA LIEEEZRIRLET,

EJidl
BHEITED)vILT EREHTIIVEHERELET,

il Stealthwatch Central Management Appliance Manager Update Manager App Manager

inventory | Appliance Configuration

Appliance Configuration - SMC
Gisco-example / Last Updated: 08/19/2018 11:50 AM by admin
configuration
configuration Appliance Network Services General menu
tabs i
Appliance Network Services General
Advanced Intrusion Detection Environment
Additional SSL/TLS Client Identities Audit Log Destination (Syslog over TLS) External Services
Advanced Intrusion Detection Environment  DNS Cache FIPS Mode
[[] Emable AIDE Host Naming DNS Server
Network Interfaces
SSH lutie
SSL/TLS Appliance Identity NTP Server
SNMP Agent
Network Interfaces @ Modiification Requires Reboot

4. BEICISLT, HERELILAVICEREMAFY  HFREFI T EROHRENATI
VERETDHENTEFT,

| 0 FIBIZDWTIE. [2— (User) 1 7ravxsywsLET,
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5. [FRXTE D& A (Apply settings)1&2)vILET, BIEICKRRINDIERIZHES T, 5RE
EEEFREFELET,

—BOLEE(IF, VAT LAOBEBHABETT, HTHBEE. TEETICELT,
B CHTERELCBEDLES.

FITSATUANE ﬁﬂﬂ‘]l:ﬁﬁ@]biﬂ'o REDEENRERORE L. TTS547

A VAEBERBSELBVDTIZEWN, TITSATVADRAT—EAN 7T (Up)] THS
ZEETEER T BIZIE. [Central Management] > [Appliance Manager] 1> A M) %S
BLEYS,

6. Up:[Appliance Manager] R—U T, FISAT U ANRELEETTL. 7TSA4T7UR
DAT—RAN Up [CRDZEEHERLET

RIN— BT TFAT VA RT—BADFRERRT DIHE L. AT—FAD LIZT IR Ry
FEBEFT,

VAT LDMENER, —E X, 7_‘\‘4'X"7ﬁﬁﬁ$~ HE U Docker H—E REFERT BIZIX. 7
TSATOREBAUA—DI(RICAT AV LET,

1. [Central Management] @ [Appliance Manager] R— T PTSATUAD (73w
(Actions) ] A=a—&9)vILZET,

2. [7TS5AT7 A KEHIEER D R~ (View Appliance Statistics) ] &R LET .

3. PISATUVREBAVA—DIA(RIZOTA(LET,

RDF|EIZHE>T. Central Manager N7 TS5A T R ZHIBRLET,

1. [Central Management] @ [Appliance Manager] R—U T PTSATUAD (73>
(Actions) ] A=a—& V" )vILFET,

2. [CDTTS5A4T7> A% HIB& (Remove This Appliance) ] 1 ZEIRLET,

BRFrRILDF I ERF v RILNT I TSI T ISAT7 U AZHIRY %15
BTN a—TFTao T 1DTERTFrRILDE O IIZBREBLTGEMDFIEEXSE
LTIy,
NI a—TA4 T FTITZAT O REBALUA—TIARIZ AT AL TH. TTZA4T
> ZAH Central Management MG EIBRENEWNMES X TSI a—T40 T 10D0E
BFYRIVDE I IDFIRIZEHS . AT LEREEZHEALTHIBRLED,

Central Management : 2754 Central Manager [C7 7547V AZEBMT BHIZIE, 7T5
ATOREEY—IEFERLET,

TISAT O RIZHRALIIBAEN HBI5E . 7T 547> X% Central Management

A 1SEMT BRI, PATUTATAERAELAAETF 1— Ub—bELUHRM) %
SMC EB RN 7IZRFL TLZELY, Stealthwatch DA US4 NILTDIEFERNT
DFIEZS L TZELY,
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Central Management [Z7 FSA 7V REEBMT BIZIK,. TTSATUVREREY—ILEFRLE
T REMERTHENEETY,

o WRSLEEAR: 7T ATV RISHABLFERAENHDIHE . TTF747 2 X% Central
Management 23809 A RIIZ. 7{?97‘47‘4&%%&%&%%%1—9 (JL—kB LU
M) ZEZ DB DEBERANTHE LU SMC EFERXNPIZRTFLTLZELY, Stealthwatch @
FUOSAU ANILVTDEBAN7DFEIEESRBLTESLY,

e SMCEEHMD/IL T2+l :Central Management [C7 TS5AT7 2 REEBMTBIZIE.
SMC, A—HID, BEUV/SRT—FNRLETT,

o RFD:7ISA7 o ATIIEHBR DT IH MU EIbLIZG S TTSAT U RERE
Y—=ILD—EELTHRRAME  FAMV B BLUVZDMDOERIERZADLET,

o FRAVAM—IL:INDFBAURAM—ILTHY . TT ATV AN ERESN TGS
BIE. 94992 ) I7PLo AR T—y70—1ICBELET,

FISAT U RIZCHAZLIERREL HDIGE . 7T 547> A% Central Management

A 1SEMT BN, PATUTATAERAELAAEF 1~ Ub—bESLUHM) %
SMC {EFERRZIZIRTFEL TLIEELY, Stealthwatch DAL SAY ANILTDIEBERNT
DFEZSRLTZELY,

1. FISAT O RAEEBAUA—DIARIZ AT AV LET,

2. TTSATVADTZ9H FRUAN—T, IP7FRLAD#% 5D URL D#EHY% /Ic-ast
[CESH]AFET,
https://<IPAddress>/Ic—ast

Enter #HLEY,

[RA (Next)]ZE4')w- LT [Central Management] 272X 0—)LLET .

IP 7KL R :SMC/Central Manager ® IP 7RL RZAHLET,

[R7F (Save)]1&E V)V ILET,

BEEOIERIZH>TSMC BEEEDERBEREANL, REERTLES . 7I547
VADFERAIZE-TIE., BMERZEZANTILELHYET,

8. FI)Hr—a X e y—)LDEFMIZ DL TIE. 5. Stealthwatch AT L DERE 125
BLTESLY,

N o ok w0

© 2020 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -118 -



Central Management

CDEII IV, SSHEF AT VIV EFFERALTTISATURIZTORRATESNEShE
HiETHIEEIFEARALES .

FIAILN: ESh

A SSHEBBCTDHE, VAT LOREIAINEMLET , SSHIFBBEGIHEDH
AT HENEETY, SSH[F. AR T RICEMICLET

SSH #f<
ROFIEICHEST BIRLETTSAT7URAD SSHERZET,

1. Central Management ZBIZFE 9,

2. PTSATURD [PHL A (Actions) | A—a—EFHvwHLET,

3. [7TS5AT7 2 AER DS (Edit Appliance Configuration)] ZZIRLET,
4. [PFTS5AT7>2 A (Appliance)] 2T ZEIRLET,

SSH OB xh1k

1. [SSHIEZLavERDOITEY,

2. TTSATVARAND SSHT U REHAT B[, [SSH D E N1 (Enable SSH)]1 F v
YRy O REFIZLET,

8. PIZGATVAANDI—rTIERADEMLEHFAIT S, UL—SSHT7 IV EADEH
%81k (Enable Root SSH Access) I F Ty IRy O REAIZLET,

4. [BXTED:EF (Apply settings)1 &9y LET,
5. EEIZRTRSNBIERICHE-TIRELET,

SSH M #Ex1E
1. PTSAT2UAAND SSHT7 I AZHIBRT BIZIE. [SSH DEFN1E (Enable SSH)] Fxv

DRV YREFTIZLET,

2. TTFGATVRANDIL—k 72 R%HIBRT BIZIE. UL—FSSH 7 VXD E L
(Enable Root SSH Access)] Fx v IRy I REATIZLET,

3. [BXTEDE A (Apply settings) ] &2 vILET,
4. BEIZRTRINBIERICE-TIRELET,
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INYTFDAVA—=ILEY TR DT DTYTT—hk

o N o
IRUF DAY RR—ILEY TR T DT 9T
T—hk
BENDY IR TN—=23 V(T TERFTD/INYFEA2 AR—)LF BT ET, Stealthwatch
FERITDIKEIZRDEIICLTIEZSWY, B L UFIBIZDLVTIE, Cisco Software Central
(27O ALTHERLTEELY,

Y IR T T7 7 v T T—k &, Cisco Software Central D Cisco AX—r7ZHHOUMIEEESNFE
9, IEEICEEFH T BIZIL., Stealthwatch B H AF [EEE] D FIEIZHEH->TLIEELY,
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KNSV a—T425

Appliance Manager T, 77 SA TV A RAT—RRELT R F R ILDHF 9> (Config Channel
Down) 1 AR IRENTWDIGE L, REFERLET,

o BEEDERE : XYM —VBEDHRELHERLET,

o« BHEARN7 . TITFGATUVRTATUOTATAAAENELIMEBERNTIZRESN TS
CEEMERRLET, Stealthwatch 7254 NLTDFIEESHBLTIZELY,

o BT TISAT VR TFATUTATAEAEZ R EL-B AL, ZDFIREFEIL.
SEBAZEANELILMERERNZIZRIFSN TSI EZERLET, SEIZOWWTIX 7T
SATOARATATOTATA4DEH1ESBL TSN,

o T4 ADEFTHER  FFMIZDULVTIX. Stealthwatch AX—k VIO T7 5423
o AR [EEEBIESHBLTIESLY,

o TIFGATVADHIBR: BHEFvRILDEIRIZTITZATURERIRT HEEF, &
AT LERENSETTSAT7 2 RAEHIBRL TS0,

o 7IS5AT7 A —)LIZ sysadmin ELTAY A LET,
o SystemConfig EAILET , Enter ZHLFET,
o [VH7\1) (Recovery)]> [7T 5472 ZAD IR (RemoveAppliance)] ZERLE

[e}

77054792%55499—714;((:(3:, Central Management #@L T, £=X7TS547>
ACEEQTAVTBHETTIRRTEET,

|~57‘)b°/:‘|.—7_'»f‘/7‘0)7':~&')l2 Central Manager 55> SMC ZHIBRL-15& X, 77547 X
ERIZOJAVTHIDELRHYET,

1. TS0 DTRVR T4—ILRIZ. RO ESITTSATUADIP FTRLREANILET,

https://<IPAddress>

e SMC:IP 7RLAM#AIZ /sme/indexhtml ZEMNLET,
o fll:https://1.1.1.1/smc/index.html

2. Enter #HLZEY,

Stealthwatch /\—232 7. TFISATOREIENEFN. BEDE E%% 7705_47‘/7\ TAT
TATAIREE—EICA LV RN—=ILEINET . TISAT U R TATUTATAEREL.
Stealthwatch &S AU NIVTDITITSATUOR TATOTATADBH BB INI-FIE
#FEALTEHTEET,

1. [Central Management] > [Appliance Manager] ZB= %9,

2. TITSATUAD [P 3ay (Actions) ]| A=a—%&0)vILET,

3. [T A7 RER D #E (Edit Appliance Configuration) ] Z3#RLET .
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4. [PTS5AT7>2 A (Appliance) ] 2T % EIRLFET,

5. [SSL/TLSTTSA TV AT AT T4T4(SSL/TLS Appliance Identity) ] 293 12%
EBLET,

6. [FAToTAT14DEH (Update Identity)1 &2 v ILET,

7. BET, Stealthwatch A 54 ANILTDY 9% D)9 ILET,

8. FIBIC-TIIBAZEZLEEL., EBEANTZEHLET,

SFRAZEIFX AT LDEFX2T4IZ &OTEETT REYIZEAEZE R T 5L,
Stealthwatch 77547V ADBEEIMEILEL., T—REENFKELFT,

TIFGATUVRKRRAM  RYNT—I FAMVE T X IP FRLREEE T DI,
Stealthwatch 7> 54> NILTDFIBIZHELNET,

FIED—IREL T, 7TS5A4 7> A% Central Management M 5—EFRIICHIBRLET . 7754
FORTATOTATAIAZENBEMICESRIONTE T, T, BRICK>TETTS47
VADEEANTEHERTIBLENHYZET,

?;Egjyx TATUTATAREAE L. COFIRD—RELTEHMITESRZ
=] °

FISATUARARALEEAREFERALTOAEAX. CNODBREDEE(ZDLY
T Cisco Stealthwatch H7R—FRZHBNVEHELIEEY, RITTRT FIEZFERALAL
TS, ARALGERAE LB T —DOE—AH LS EEERL TS,

RANBDEE

RAMEMN—ETHY ., 13— INRRAID A Z—2 Y MEERIEDEHZFH/ LTS
LERERELET,

[Central Management] > [Appliance Manager] ZBZ %9,

TITSATURD [PHa> (Actions)] A =—a—%9) oI LET,
[7TS5AT7 2 RAERD#REE (Edit Appliance Configuration)] 2 #IiRLET,
[FFS5A47 > R (Appliance) ] 8T %E&RLET

[RRF4 (Host Naming) 1 £22a> T, [1BH (Info) ] 7/ &= D) v I LET,
Stealthwatch 7> 54 NILTDYLHF )9 ILET,

. FIEIZH->THRAMNEEERELE T,

FTIRNT—D RABDER

W EEEBIMIEA B EFEALTZS,

[Central Management] > [Appliance Manager] ZB= %9,
TIZATURD [FPHOaY (Actions)] A=—a—%#91)vHLET,

[7TS5AT7 2 RAERD#REE (Edit Appliance Configuration)] 2 #IRLET,
[7TS547 > X (Appliance) ] 3T % EIRLET,

A

No oAs N =

-y

> own
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5. [fkAF4 (Host Naming)] 23> T, [[E#H (Info)] 74L& D) v ILET,
6. StealthwatchA US4 NILTDYH9%9)vHLET,
7. FIEITRSTHRYNT =D RA L RHEEERBLET,

IP7RLANZEE

[Central Management] > [Appliance Manager] ZR= £ 9,

TISATURAD [PHaY (Actions)] A =a—%9) o LET,

[7T 547> RE K D #R%E (Edit Appliance Configuration)] Z:&RLET
[7TS547 > A (Appliance) ] T % EIRLET,

[(RYbT—0 423 —T A X (Network Interfaces) [ 273> T, [1FH (Info) ] A%
29 ILET,

6. StealthwatchA >S4 ANILTDYO%ED )9 HILET,

7. FIBIZHSTRYNT =V FAAVZEERBLET,

ok~ ow =

TISATUVADERERIZTITSATUREREY—IVERKIZIEX. ROFIEZFALET,

FISATURABEY—LERRBLTRRAM  7uRT—IFEA(U S EF P PR
LAERRT 5. FIGATURTATUTATAEH BN BB EERAD

FISATUADRARALIEAZEAFERALTLRIERIK. CNODEBREDEEIZDLY
T Cisco Stealthwatch Y 7R—FRZHERBWNEHELIESWY, RITRT FIEZFEALAEL
TLEEW, ARALFEFAEZE LM E T —DOE—AH D EEERL TS,

1. PISATUADIT 59 FRLRAN—T. IPZRLAD%AD URL D#&HYZ% /Ic-ast
[CEEMZAFET,

https://<IPAddress>/Ic—ast

2. Enter 3L FET,
3. MBI DULVTIX, 5. Stealthwatch VAT L DERTE 1ZSBLTEELY,

%ﬁbl"}ZJT$§E'G°/X7_'A§91E75‘:E¥ﬁ§ﬂ¥l,1’:o ZLDHE . VAT LEREIZIZNSTIL
2/7‘_1_5—7_'4‘/7 ZEHEWVET HR—M R ELIZ S X, Cisco Stealthwatch H7R—RZEHK LT
fat<l AW
o [A1—H (Users)]: {FEATRIBEIEA=2—I&, O €2 ID(root. sysadmin, F7=I& admin) IZ
KO TRFYET,
o SSH:AZaA—IZT7UERTBIZIX. SSHEEHICTLDLELHYET,
1. 7TSAT7RaAV)—LIZAT AV LET,

2. SystemConfig E A FILET , Enter ZHLFET,
3 AMUAZaA—MHRDA=1—%&IRLET,
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o RYNT—H . TITSATUREBR—I RV T—D AEETEDLHRA BLURYIT—
DAVA—DIAREERTBIZIX, [RYET—% (Network) | ZEIRLET,

o TXA)TA:INRT—FDEEZ=(X) YR, SyslogAVTSATUADEEEETT
AIZlE. [xa) T4 (Security) ] ZEIRLET,

o VAN . EFEEASDTITIATUADEIR. THEFROWMEIRE~D)EYLE
1T BIZIE, [UA7\) (Recovery) ] & EIRLET,

o Bl TITSATURETILDEH. L—F DA =T EBA—HFTHIOUIDE
f;%s FEO TN AOF D DEREEZETTHICIE, [E# (Advanced) ] ZFEIRLE

DATLEREEERATHE, EHETELRAMNDYRNET TSATUVARADTIAILENSEERT
%%ﬁé =1L, EEETESHHRAMEZEE T BHHIIZ. Cisco Stealthwatch H7R—KZHERELVE
<=3,

A f%ﬁ'@%éﬂﬂ%%%?éﬁm; Cisco Stealthwatch H7R—kZHRBWNEHELTE
LY,

EHETEDRAMDYANET IAIIDSEE T BI5A . & Stealthwatch 7TSA TV AN E
FARADD I XTO Stealthwatch 7T A7 ADEBETEHRAMDYRMIEFN TS
CEEREEL TSN, B5LEWMGE . TISA T ABGRIETEE A

1. 7FS54A7> AR —)LIZ sysadmin ELTAT A LET,

2. [T —% (Network)]> [{E3E T=Z SR A (Trusted Hosts) ] 1 ##RLE T,

3. EEICKRIRSINDIERIZHKEST, EETESHRAMTrustedHosts) ] #ZELEY,

TIS5AT U REITIBHAEBOT I4ILMRFD) 2T BIZIE. ROFIEEFERALET,
T—ARAZTEEITEETHICIE, THEERFREOT I4ILEE 2 [E) 2y kL TLESLY,

. ?F_C‘E:) 20 T—AERLITEETHICIE, TIHEEFEFEOTI4IILNE 2[E) vk LT
==l

 BEDAYITYT FISATURDBEEETS BBAE. s Py TREET—45
R—=ZDINYITITI7AINERELTLESLY, FMIZDULNTIE, Stealthwatch A>3
A2~ LT DI Backup Configuration Files (in Central Management) 18 & U
Backup/Restore Database (Appliance Admin interface) ID & RE v OESBHBLTLIEE
‘é;'o gFD Bz Ty TEEITLT BIZIZ, Cisco Stealthwatch HiRk—rZHEBWLVEHE

r AW

TIFATURE B EBOT I+ ILMNEEIZU Y (RFD) 55, TATOH
BT —RERERERIHIBREN . NI TV TEEBLIGEICOHETTEET,

7735’(7“/Z€Ii’37&ﬁ5#0)7_:771')b|*(2pt“J k9% &, Central Management &
A FRALTEREEZETXTTEEFE A YR—DRELIZ A (X, Cisco Stealthwatch
R—RIER LTS,
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1. 775472 R —)LIZ sysadmin ELTAT A LET,
2. [1J$/31) (Recovery)]> [TIGHFERED T 74 )Lk (Factory Defaults) ] &R LET .

3. BIEICRRENAIERIZE->TITIBHEAR DT IHILMI YL, TTSATUR%E
BEBLET.

I A F—s%ERLITEETDIZIE. KT TSATUATRFD 22 @ 2FLTLEEL,

EEEL—HTOEML/ENL
FIH I DEBET NI EARELLENIT HIE. ROFIBEEALES .

TI5AF7RAVY—)LIZ sysadmin ELTAT AU LET,

[F¥H#HE5% € (Advanced)] Z:ERLFET,

[Admin1—4 (Admin User)] ZZIRLFET,

EEICRTINDIERICHEWN., EBEI—F 7THOUMEEDFEITEDIZLET,

LFEEDFEEHRYEL T, Stealthwatch 7S5 RARNDIT AR TD T I SAT7 A TEE1L—
Y T7h oV BNEITEMNZLET,

INAT—RFD) 2 ybDEEE=ITESE

INRAT—RD) 2y MEREZ B E E - (X ESNE T BIZIEX. ROFIEEFERALES . [(B31E
(Enable) ] %##iRTHE. GRUBAIYUKRSAY AU 3—D A REERALTNRT—RET I+
JLREREEIZ 'y hTEET,

o~ =

NRAT—ED)EIREREMIEL, SRT—RERLIHEIE. TTSAT U RIZRE
A ShTWBT—ANDTIEANEKDNET, BET IS/ 7V RITTIERT BT
(. TIHEHFEOT IAHILMNI) v L TEREL TS,

TIS54F7RA)— )L root ELTET AU LET,

SystemConfig LA ILET , Enter ZHLFET,

[txa') T4 (Security) ] Z:EIRLET,

SRT—KD)t vk (Password Reset) ] ZEIRLET,

5. BIHICRITINDIERIZHEL, NRT—FD) b EBNEXEDICLET,

INAD)—RZETIAHILRERFEIZ) Yk
INRAT—RETIHILNEFEIZU YT B AEIEZWNOMHYET,

e admin /SXJ—K:TSMC M admin /SAT—FDUtvk1ZFERLET,

« admin. root. sysadmin /SAJ—K: Tadmin. root. sysadmin /N\AT—FZT 74 JLKZV
Ykl ZERLET,

L~

FISATUORDINRAT—REFIAIILNZYEYrLES T /INRT—REZEELT
A FEE0, COFIER. X2 YTAIZESTEETT, FIEIZONTIE, [7$2T—F
DEE | ZSBLTLESN,
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SMC M admin /AT —K®D Yt vk
ROFEZFEALT, admin /SR —K% SMC DT 74 ILREEFEIZUEYRNLET, RIZ. &
X )TAERKRICEDB=DIZTTSATURADINRAT—REEBLEY,

e B RDOFIEET T IAICIK. TTSATUVADIL—F ISRT—KHABETT,

o TOMDLI—F  ROFIEIZLY, admin I—FWNTFTHILE SRT—RIZ)ybEhE
T BAL—HFDIRRT—FRFEESNELE A

o TRWMDTITSATUR:INLDFIETIE. thDT7FTS54 7> X (Flow Collector. Flow
Sensor, UDP Director. E£f=IZTURRA a2 FL—A) D admin /ARAT—KI[EY
tybENFEHE A, Stealthwatch

1. 77547 R0 —)UICroot ELTASTAULET,

2. rm /lancope/var/smc/config/users/admin/user.xml EAHALET,
Enter Z1LET,
3. docker restart smc EANLFET, Enter #HLET,

4. docker restart nginx EAALEY, Enter Z3LET,
NITKY, admin NRT—FBTIAILMEIZ) ZYRENET,

5. PTTSAT7ARAVY—ILERTLED,

6. admin /INRT—RETIAHILEDSEERTBHIZIE, [NRAT—FOER |ITEHFET ., D
FlEIE., €F2)TAI2ESTEETY,

admin, root. sysadmin /NATJ—KRZT 4L YR

:I\‘/‘/—)l/_77t7\7éﬁﬁﬁ LT.7FTS5AT72AD admin. root. KU sysadmin /NAT—K%
‘73771')lzl~$ﬁil:')t‘yl~b$'§'o RIZ, X1 TAEHBRKRKBRICEDB=DIZTISATURAD
NAT—REZEBLET,

1. 7TSAT72 R —IL(CIMC Ef= NS /X\—\( ) AT AV LET,

2. TISAT O REBEFLET,

3. ;‘;_‘J—)LE@(: GRUB A=—a—hARRrEN=H. le]lEADLTIHREE—FIZUYEZ
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GNU GRUB wersion 2.02-2

Single User Rescue Mode [Consolel
Single r Rescue Mode [Seriall
Force file tem repair [Consolel
Force file system repair [Seriall

the T and |1 keys to select which entry is highlighted.
enter to boot the selected 0S, ° to edit the commands
before booting or ‘¢’ for a command-1line.

4. 2FBBDITICH—YILEBBLET,
ARURSAUNE FTSATUADIN—23 0 [2E2ThITNNIELGREENHYET,

GNU GRUB wversion 2.02-2

setparams ’Stealthwatch [Defaultl’

linux /bootsuml inuz-$kern_ver Skern_args Sconsole_args pci=realloN\
c=of f

initrd /boots/initrd.img-Skern_ver

Minimum Emacs-like screen editing is supported. TAB lists
completions. Press C -x or F10 to boot, Ctrl-c or FZ2 for
a command-line or ESC to discard edits and return to the GRUB menu.

5. c=off M#&IZ resetpassword EAALT, ATURSAVERDBFID XSIZLET,

linux /boot/vmlinuz-Skern ver Skern args Sconsole args
pci=reallo\

c=off resetpassword
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GNU GRUB wversion 2.02-2

setparams ’Stealthwatch [Defaultl’

linux /boots/uml inuz-Skern_ver $kern_args $console_args pci=reallo\
c=off | resetpassword
initrd /bootsinitrd.img-Skern_ver

Minimum Emacs-like screen editing is supported. TAB lists
completions. Press Ctrl-x or F10 to boot, Ctrl-c or F2 for
a command-line or ESC to discard edits and return to the GRUB menu.

6. CtrX #HL CEEBIZBHLET,
admin. root, H KX sysadmin /IS AT —KNT I+ ILMEIZ) ZyhEhET,

7. IR —RETIAIINOEERETBHIZIE AT —FOEE |ICEHFET . COFIR
[F. EXaTAICESTEETY,

T 24 IEDINAT —FFFLURD/INRT—END/RRAT—FEEETHICE, ROFIEZE
HERALET . ROEFEZEALTNDELEHERLET,

e £X:8~256XF

. ?ﬁfﬁﬁuvﬁxv—lfﬁuﬁﬁo)/ﬁxv—lﬁ&%ﬁ4X?E?‘;oﬂ\é:aéﬁﬁﬁ
LET,

a1—4 FIAIEIRRT—F
admin lan411cope

root lan1cope

sysadmin lan1cope

sysadmin /NAT—RDZEE

775472 R —)LIZ sysadmin ELTAST AU LETS,

[t a') T4 (Security) ] Z:EIRLET,

[/XA)—FK (Password)] ZEIRLET .
BEICRTEINDIERIZHES T, sysadmin /NRAT—FZZEEHLET,
DATLEEERTLEY,

a o np -
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IL—h INRT—FDER

T7IS5A4F72 R —)UIZroot ELTAST AV LET,
SystemConfig LA ILET , Enter 3L FET,

(X a') T4 (Security) ] Z:EIRLET,

[/NAJ—FK (Password)] Z:EIRLET .
BEEICRRINDIERICHEST, W—F NRRT—FEERELFET,
DATLEEERTLEYS,

SMC @ admin /N\ATJ—FNDZEE
1. SMC[ZadminELTAT AU LET,

o gk wn

e URL:https://<IPAddress>
e AG 4> :admin
o TIHILEINAT—K land11cope

2. [’ O—/\)LE%E (Global Settings) ] 74> &9V voLET, [1—F B (User
Management)] ZEiRLET,

3. YAFATadmin L—HZRDIFET,
4. (793> (Actions) | A—a—%9)vHoLFET, [/\AT—KFDZLEE]ZERLET,
5. BEIZRRSNDIERIZHST, admin /SRAT—RELEELET, ROEELZFRALE

[o}

« EX:8~256F

. ﬁﬁiz%é?_bb\/fx'j—lfﬁ???}')bF/\°7\'7—I~°t35'§1l—_’$4K?E@O‘CL\ZD:&EEE
ZLET,

MDITARTDTTSATURAD admin INAT—KNDZEE

Flow Collector. Flow Sensor, UDP Director, FrIEIRERA a2 R —B D admin
A—HYNRD—RZZEEBITHIZIE. ROFIEFEARALET,

1. admin ELTTFTSAT7URBEEBAUA—J(RIZAT A4 LFET,

e URL:https://<IPAddress>
e AS 4> :admin
o TIHILEINAT—K land11cope

2. [A—H D EIE (Manage Users)]> [/ SR —K M Z FE (Change Password)] ZiZiRLE

3. MAEDNRIT—FEHLWLWVART—FEZAALET,
4. [EHA(Apply)1ZE9)vILET , BEICKRRINDIERIZES T, NAT—FEZEELE

[o}

5. DT TZATUAD admin INRAT—RZZEEHTBIZIE ATYT 1 ~ 4%4YRLE

o
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"j'l_l_:_l"\d)ﬁ:ﬁb\ébﬂ'

TOZHIL B R—IDABEIZE (T ROVT hERITLTESL,

o MBEYDI RO IN—FF—IZTELLIESLY,

o Cisco Stealthwatch 7 R—rDHRLVEHHE 5k

e Web T —RZRAKIEE  http://www.cisco.com/c/en/us/support/index.html

o BFA—ILTH—RZRIKIH A :tac@cisco.com

o BETHR—IEZRIT5H155 :800-553-2447 CKE)

e T—ILRJAK H7R—FES : https://www.cisco.com/c/en/us/support/web/tsd—cisco—
worldwide—contacts.html
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ZFHEIRHR

Cisco B LU Cisco AT (X, Y ROAF I ZDEESHDKELS LV ZDMDEICHITHE
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