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<&y,

Data Store # BB 9 5IZ(X. & DataNode ICUATZENY L TET , BEHENERFTHIERIE. [
ATLAVT4FaL—2ay AAFIEFERAL TRV YT TRESNET,

o JL—T 47 AIRELL IP PRL R (eth0) : Secure Network Analytics 7 TSA TV RIZRTRE
I EYRAA, JTY@EEICERALED,

 Data Node ;818 : Data Node @S (CERAIN ST 54—k LAN £1=1Z VLAN AD
169.254.42.0/24 CIDRTOYIMSIL—TAV T FRalgeR IP PRLRAZHRELET,
AIV—TYMINTA—T U RAER EEEBIZIE, eth2 Eeth3 FEUR—MFYRILEES

LZET ., & Data Node Mo BRAYFE=IXIHILRYET—IZFNLTEDMITRTD
Data Node [ZEETEAHEFMHEZELFE T, Data Store D—EREL T, Data Node (X E I8

ELEY,

o RYRNI—YiER: EE. BMYIAH . VT EIER & Data Node [RIBIERD 2 DD ARYET—2

EBRABETY,

RDFKIZ. Data Store 3Y D Secure Network Analytics ZBEH T ABEDRYNT—F 2T EXAY
FUUICETAEEETEOBMEERLET,

RYrJ—HICE8
TH5EEEE

Data Node B @15

Data Node DX
AYF9

gil]l;

Data Node W EEIEETEDLIIC RERAMyFEFRHLTHIIL
T=LANZERELET,

Data Node [BICOHEINDSIURM) Y TERH (RTT) DEZEZ 200
IAYOMKRBIHRELET,

Data Node f[RID VYU RFa2—% 1 UTICREET,

Data Node Bl COHE R JL—T % 6.4 Gbps LLE (10 Gbps £ —F
AAyFHERG) ICSRELET .

Data Node (&, Data Node @B {EZAIREIZT H=HIZHEB DL AV 2
VLAN L E L LE T, Data Node VE D ERAEIZHLE T, {R%8 Data
Node ZIRII R YT —Y(ZIETE=ET,
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Data Store D ERHE 4

» Manager £ XU Flow Collector (&, X T® Data Node [ZE[ETES

Secure Network NEAHYES
Analytics 7 754 < «e7r
FREIE e Data Node [&. Manager, X T® Flow Collector, $ KU % Data

Node [CEIZETEANELAHYET

IR7E . Data Store TlZ. 754 <) Data Node HMZ1ELT-15E D AT Data Node &) B
O 35 oA TOER A HAFURITONTIE. D RIHHE—FBENED
<&y,

ethl #4rL7= Data Node I MDBIEZXE T HIZ(X. IR XA vF T Data Node I DEIEFHIZIR
L= LAN £ X VLANZFRELE T . CDORMB XA yF ([ Data Node RIDBEEAICLET,

F71=. Data Node 0 Manager £ & U Flow Collector &M eth0 BIERAIZ/NT ) v%S LAN £f=1&
VLAN ZERELET . HlELTRODRZESEL TSN,

Virtual Switch 1

(public VLAN 1 Data Store
(eth0), isolated
Manager VLAN 2 (eth1)) 192.0.2.10

192.0.2.40mgmt o id—mgmt, ingest,‘ query- ethO ‘ Data
‘ query | <@—inter-Data Node comms eth1 ‘ Node A

Flow | 169.254.42.10
Collector 1 i 192.0.2.20
192.0.2.50 ; :M—mgmt, ingest, query: ‘ Data
mgmt, |
‘ ingest <@—inter-Data Node‘ comms ‘ Node B
Flow | 169.254.42.20
Collector 2 i 192.0.2.30

<4——mgmt, ingest,‘query ethO ‘ Data

|

'<¢—inter-Data Node comms eth1 ‘ Node C
|

”””””””””” 169.254.42.30

Data Store 77X ATl 3L VLAN HD /—KF 8 TG/ \—rE —bDARBETT , 2D /\—hk
E—kAVEL e, Data Node DA TS5A 2D ATHEME D ®HY . Data Store KM LLTBYRINEE
UEd,

I 0 BADEEIZDULNTIE, Cisco 7ATZTyiaF /LY —ERIZERBILEHELIEELY,
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Data Store D ERHE 4

Data Node [&. FNFNHTF X TA Flow Collector, Manager. & LUt Data Node &EBIETES
FOITERELET , mBELE/NTAH—I A% 1HF5IZ[L. Data Node & Flow Collector Z R U5 IZED
BELTRIEDEEZHK/NRIZHNIAZ . Data Node & Manager ZRBILIHZRTICEREL TY T D/A\TA4—
TURERBEIELET .

o DPAT DA —IL: RAAATIL, DataNode #7747 04 —ILRA(NOC REE) ICERET H_&
ZFRR<HESELTLVET,

o MBHRANNAIN—INMY BREEBHIZT H1=012, T XTD Data Node Virtual Edition
#RICYIEBARRAME (XN /N—N\AHFZRBBELET, 2KV, 33T LAN T Data Node
BOREEHEIZITAET,

« BN:BENORKON—FDVIT7DEZFMNIRE T Data Store NMFLLT HE, T—2HEE O
T—REEDIVRAINELGEYET , Data Node DEREICH L TIE, BICIFEFREO HIFS
NBEIIEELET,

Data Node DEBENFEAE T 12k, TTSAT U RE)T—RLI=15E . FD Data

@ Node DT —AR—RAAVRAVANBENICHESLEWNZEAHYET, T—FR—X
DTN a—T4 T EFHTOBREHICDOLTIE. [VATL OV I FaL—30
HARIZESBL TS,

Secure Network Analytics (&, # 41 F3IV0 ToT4T74 ET VT EFERALTRYNT—UDIKEE
BELET , Secure Network Analytics DAV TFANMIBITAIIUTA4T1EIE FYRT—U LD
TRARPIURRA MWDz, AIGHADRRFIIZEBIH TEDLDTT A AFIVI IUT4T4E
TIITIE RYRT =IO TEEINSN STV ERITINDT IVTAETAIZEDNT, T T+
TAIZBET HIBHREUNELET , FFMIZ DUV TIL, [ Analytics: Detections, Alerts, and Observations
GuideJZZHL TZELY,

Analytics ZBRNCT BIZIE LT OERGTRAZHET DVENHYFT,

o EE DD Flow Collector Zlg A= FE=[L/\—FJ 7 Data Store B TEHRET 5,
e Secure Network Analytics Data Store KAA (X1 DDA FEHT 5,
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) —REH

) —REH
DI AV TR AREBTISATUAD ) —RERERLET,
D3> NREFERAL T, Secure Network Analytics Virtual Edition 7 75472 AD A R
P—ILEREICHELGRELTRLHELET .
¢ Manager Virtual Edition
¢ Flow Collector Virtual Edition
¢ Data Node Virtual Edition
¢ Flow Sensor Virtual Edition
¢ UDP Director Virtual Edition
« 1 BEYDIO—DOHE (AT ay)

AT LITHELR)Y—REHERLTESWD, ZOFIEX, D AT LINTA—I U RIZ
EOTEETY,

ILWETR))— A DR VIKBE T Cisco Secure Network Analytics 7 7547 A E BT S
BERIF. TIFATUORAD) Y —RAEREEZIEFREESRL BEITSLTYY—REEO
L. EHOEEMSSUKEEEEUICHBFTIDLENHYET,

e ROBODFHNALEZIZGB DSHEIX. RDELSICEERINET ., 2D 30 F., BEFIC
(£ 1,073,741,824 INA M ZZHLULMEIRD B 4L,

CPURREDIEHE

EXSi7RAR T CPUZFH T HEZICRAD/INTA—I U RE1FDIZIL. [CPUERTE (CPU Settings)]
T. CPU R D [F#J (Reservation) ] FZEICRDEAENFHIN TSI EFHEZELTES
A

<Recommended number of CPUs> * <Core Frequency> = <Frequency Reservation>

CPU Qa7 AR (TOtyH 24 7) (F. INAIN—NNAHDIRACDEM 253 TR TE
9,

ROFITIE, 8 @D CPU [T EEE(ZDIHFE L 2,400MHz (F1=(X 2.4 GHz) ) Z#MTET . Th
[2&kY . BIREBFHIZERT S 19200 MHz DEENELNET,
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) —REH

Edit Settings = perfi-esxig80 %
Virtual Hardware VM Options Advanced Parameters

ADD NEW DEVICE v

Cores per Socket

Sockets: 8

CPU Hot Plug Enable CPU Hot Add /

Reservation 19200 v MHz /

Set
Limit ﬂ‘ Minimum: 0 MHz al

Maximum: 19,200 MHz
Shares Nc o

EMIZDOUNTIL, T3b.ESXi RAVR 7RV Y —INN—ADRBEFT ISA TV AD A AL (1SO) |
ERALET,

Manager Virtual Edition D&/ND)Y—RE|Y B TEFRE T AIZIL, Manager [CAOT AT HTE
bi?iﬁééhéﬁﬁl—*f—wﬁ’éfi&)iﬂ'o JY—RENY Y THERET HICIE. ROETHESHEL
TLIEELY,

YR —Tx
FFREHE LAFPHEH DEAFPHES DERD 1BHEYD AR
a—#—* CPU AE) AL—Y  JO0—¥ RRk
®K9 6 40 GB 200 GB KX 100,000 100,000
10 #8 12 70 GB 480 GB 100,000 #2 250,000

* Iﬁﬁ;-_—*f—l:li Manager 7547 U ERFFIZERT SR 71— ILEHLR—MOEANE
FNFEI,

Flow Collector Virtual Edition D)V —RXBHFRET HIZIE. FYLT—OTFEEINS 1 #HT-Y
70—, BEUVEBRITEIFEDIT IR R—RERACNDHETELE T, SFMIC DT,
NMHYDI0—DEE I avESBLTZE0,

FI-. FPS DFH ELRFEHICIOTRINRMN —VBRENBRILIEABYET,
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Data Store A Data Node [&. Flow Collector TlZ7x{T7O—% N3 51=H. TEL TS ER
(Data Store %L . F1=1d Data Store HY) DEHZ LT SBL TS,

Flow Collector (Data Store 7&L)

DR/
1PH-YD RETH DEFHE T—3AF A2 5— THRA—A B
70— FHCPU HAEY L— JxA4R HBAR

(30 HRED

£X10000 2 24 GB 600 GB 2?525 £X1024 25000
2430000 6 32 GB 900 GB g?%s 2551024 100,000
5£X60000 8 64 GB 18TB 2?%5 £X2048 250,000
= mA = 250,000
£ 120000 12 128 GB 36 TB 65535 BKA096 4

Flow Collector (Data Store #Y)

19HYD  DEFH DAFHEFE LARDM (05— THRA—4 R

70— F#HCPU HAEY A=Y TTMR KRR
&X10000 2 24 GB 200 GB 2521(35 &KX 1024 25000
A 30000 6 32 GB 200 GB 2?;35 A 1024 50,000
&=A60000 8 64 GB 200 GB 2521‘35 £X2048 100,000
£X 120000 12 128 GB 200 GB 2?;35 A 4096 250,000

RDIEHREHERL T, Data Node Virtual Edition D) —REHEHELET,

s 1BI-YD7O—DHE : AT —OTFEIND 1 HEYDOTO—FRELET, ¥4
[ZDOWTIX. M BAHBEYVDOIO—DHE 1t/ a3 ESBL TS,

o DataNode D :1 D DataNode, F1=1& 3 DLLED DataNode ZERHTE=EI (3 DT 1
tyk), FHEHIZDWTIE, TPTSA T ADEH (Data Store HY)) 1FSBLTLIEELY,

1 BHEYDITO—DHEICEINVTROUERESREL, VYV —REHEZRELET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -23-



) —REH

B — %8 Data Node Z{i§ X f= Data Store

19HEYD  DEFRES DEFHEH
*EY

J0—#
%X 30,000
%X 60,000
XX 120,000

=X 225,000

CPU

6

6

12

18

32 GB 225TB
32 GB 45TB
32 GB 9TB
64 GB 18 TB

3 DM {18 Data Node % {5 2. 7= Data Store

1#HEYD
20—

%X 30,000
%X 60,000
%X 120,000
%X 220,000

X 500,000

BAF BEAT
wEH HEH

CPU

6

6

12

18

18

IE
32 GB
32 GB
32 GB
64 GB

64 GB

% Data Node DHZETR/INR

kL—< (30 BfSIERER)

Data Node d7=1) 1.5 TB
Data Node $%7=Y 3 TB
Data Node & 7= 6 TB
Data Node d7=1) 10 TB*

Data Node &% 71=Y) 15 TB*

Bi— Data Node D ER/INANL—D
(30 HFE&E)

3 D Data Node Data Store
DHBERIMNAR—2 (30 H
R E)

Data Store FHIZ& 51 45TB
Data Store FHIZEET 9 TB
Data Store FHIZRE 18 TB
Data Store FHIZ& &t 30 TB*

Data Store FHIZ& &t 45 TB*

* RKIRBIRIBETIX, TUAN) DREREMNZEINZ 5= 12 Data Store IRBE{LASERAINET,

ZMDt3>TIlX. Flow Sensor Virtual Edition [ZTDULNTERBALE T,

o Xyl [7O0—Fvvyat A X (Flow Cache Size)] Fl|IZIZ. Flow Sensor HA[EIBFZALIE
TEBT7ITAT7A—DRREMNTEINET , T vl alEFTHEAAT)DETHES
n.7a—FX 60 EITTIVasnFET, [TO—F vyl a2t 4 X (Flow Cache Size) ] &
FARALT. E=3—RELIT4vIDEICHLTREGAERIDREFEELFET,

s B IRBICHERY—ADE(L, SESEFLAEMER (E8/7 b4 X 13 —X bk
L—bk, ZOD R T—0ERARDIKR) IZICTEBYET,
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WA/ -
NC-E=5— RAFH N—Fozy ZERD
Yo R—k  EHCPU FRFHA |

£ L=
1 X 1 Gbps 2 4 GB 75 GB
2 x 1 Gbps 4 8 GB 75 GB
4 X 1 Gbps 8 16 GB 75 GB
1X10Gbps* 12 24 GB 75 GB
2x10Gbps* 22 40 GB 75 GB

FRASHhEIRIL—
Tk

850 Mbps

1,850 Mbps

PCI /SRR JL—&LT
RESNTWNSIY
R—2J x4 R (igh/ixgbe
ZEPNFET-1E e1000e #E
#)

3,700 Mbps

PCI /SRR JL—&ELT
RESNTWNSIY
R—2TJ x4 R (igh/ixgbe
HEPNFET-1E e1000e #E
#)

8 Gbps

PCI/SRRJIL—&ELT
BESNTWNSTIY
B—DIAR(ATIL
ixgbe/i40e ZEHL)

16 Gbps

PCI/NRRJL—&ELT
BRESNTWNSTY
B—DTAR(ATIL
ixgbe/i40e ZEHL)

70— vy
agA4X
(RIFFZB—
DERKEH)

32,766

65,537

131,073

7512,000

1,000,000

*10 Gbps RIL—TYRDIBE. TRTHDCPUZE 1 DDVUrYMIERELET . 1B 10 Gbps NIC

Z&IZ 108D vCPU & 16 GB ) RAM #iBiNLE T,

AT ay B VMARART1 DL E®D 10GNIC #FATEEY,
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) —REH

Flow Sensor Virtual Edition R~y cJ—2IxiE

Flow Sensor Virtual Edition 24> Ah— LT BRIz, CHEAD R YT —HIRENDRA4TEZHELT
{FZ&L, 2D HAKIZ. Flow Sensor Virtual Edition TEEIR TEA I AR THD RV T —VIREZHK-T
WEY,

Btk : Secure Network Analyticsld VDS IRIEZ S /R—kLTLVYE T HY. VMware Distributed
Resource Scheduler (VM-DRS) Z#H 7/ R—kLTULVEH A,

g_?f*‘yl*'j—7ﬂiﬁ : Flow Sensor Virtual Edition [&. RDAA T DRER VT —VRELTERL
o REO—AHIL TYT RYRT—H(VLAN) FSo X5 EFERLE=RYNT—5
o (OA—AHILR)S—EEDERBRT)1 DLULLED VLAN T/ Yk BEZ8—) 00 TINA ADIE
A ZIEIN TS, 7BELT= VLAN
o 754~ —kVLAN
o INA/N—/\AH ;KRR (VLAN LLS})

Flow Sensor Virtual Edition D +5 744
Flow Sensor [&. XD Ethertype DT T4 v 7%= NEBLET .

Ethertype ZJakajL
0x8000 BE®D IPv4
0x86dd BE®D IPv6
0x8909 SXP
0x8100 VLAN
0x88a8
0x9100

VLAN QnQ
0x9200
0x9300
0x8847 MLPS =%+ Xk
0x8848 MLPS ¥ /LFX Xk

Flow Sensor (&, fx LI MPLS R )LFEF=[E VLANID R ES LU IV RKR—ILFE
o INTYNERIBLTWSBEE, thDSRILE/NRA/RALET,
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) —REH

UDP Director Virtual Edition Tl (REYUARDEBEH/EFH-THENHYET, F/=.FPSD
HELREBEHRICI O TRINAN—CBENMNEZRTEAHYET .

AT HFH CPU WAFHEHAEY BINT—3 AL—D B X FPSL—p

2 4GB 75GB 10,000

AR DT 3 TRUELDEFERLGRAN —CREICEDVWT)Y—REBEHREZHET DIE5E
%, IR 1 H-YDIO—(FPS) DEtEEXFERTEEY,

Flow Collector AkL—MD 1 #rdp =Y D 70— EH & (Data Store ZEL TOD E
)

Data Store 7L T Flow Collector (NetFlow) BT 2G5 IL. RD LSRN —PDEIYHTH
HELET,

[(B 19 FPS/1,000)X 1.6 X B #4]
e daily average FPSZEHLFEY,
o« CO¥EZ 1,000FPS TEIVET,
. ;@%ﬁlﬁﬁ(:ZH/—’)O) 1.6 GBZHNTDHE N BODARN—DIZHATHENGEONE
o COHIEIZ Flow Collector DERAN—UDT7O—%REFTHAHMEHITES,
EZIE. RDVATLDIGE:
e 50,000 daily average FPS ZALIE
e 30 BMIZO—%R%
Flow Collector C&IZRD KSITETELET .
[(50,000/1,000)X 1.6 X 30] = 7,200 GB(7.2 TB)

« AR FPS = 50,000

« HFfFH 50,000 FPS / 1,000= 50

e 50 X 1.6 GB = 1 HHIEYDRFL—UHEE 80 GB

e Flow Collector 7Y 80 GB X 30 H = Flow Collector 7=V 2400 GB

Data Node AL—UD 1 B =V 70—DEE

3 D Data Node Virtual Edition |Z Data Store Virtual Edition ZEE9 535 & 1%, Data Node = &
(2. ARL—DEIY B TERD B ETHETHEFHRELET,

[(ABFEY FPS/1,000) X 1.6 X B%] / Data Node #

e daily average FPSZEHLFEY,
o CO#EZE 1,000FPS TEIVET,
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o COBUEIZARL—U M 1.6GBERHMNTAE. 1 HODAMN —YVIZHYTHENGELONE
ERP
o COOHYEIZ. Data Store DERCL—DT7O—FRETHEEERENTET,

o ZMDHE% Data Store N0 Data Node #{ TE|->T. DataNode HI-UDALL—TFEH
LFE9,
FEZIE. RDVATLDIGE:
e 50,000 daily average FPS ZALIE
« 90 AM7O0—%&R%E
e 3 DM Data Node ZifH

Data Node 7=V DEIEZRDLSICEHTEFET,
[ (50,000/1,000) X 1.6 X 90] / 3 = Data Node Hi=Y 2,400 GB (2.4 TB)

« HEFFH FPs = 50,000

« H¥E 50,000 FPS / 1,000 = 50

e 50 X 1.6 GB = 1 BHFYDAFL—CHHE 80 GB

e Data Store $71=Y 80 GB X 90 H = Data Store #$7=Y 7,200 GB
e 7,200 GB / 3 Data Node = Data Node #®71=Y 2,400 GB(2.4 TB)
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1L EBERI7A7I+—ILDERTE

L BIERI7AT7 24— ILDERTE
TIZAT o ANBEYIRIETEDLSICT BICIE, T7AT7I+—IILFEET VX 2V bO—IL
YRAMZE D TREREGEN T OV IEINLENESICR YN T —IFRETINELHYET , CDIE
[CRENBEHREFALT. TTSATUVANRYENT—IF N L TRIETED LSRN T—V%
HRELET,
F—TUOR—MIFTRTDTITFATUR)
ROBR—EHBALIREEIZE > TT7 TS5 4 7 X (Manager. Flow Collector, Data Node. Flow
?ggiczn UDP Director) CHEHIBRDT7 VAN AEEIZLE S KIIZ, RFYRT—IEEBHLFELE>TK

e TCP22

e TCP 25

e TCP 389

e TCP 443

e TCP 2393

e TCP 8910

e UDP 53

e UDP 123

e UDP 161

e UDP 162

« UDP 389

e UDP 514

e UDP 2055

e UDP 6343

Data Node D ZF DDA —T7R—F
F 1=, DataNode Ry b T—IIZBRAT HEE (L. ROKR—EHFHWIRET, EFIEDOT7TIEX
FIRMTEHIEEHEZEL TS,

. TCP5433

« TCP 5444

« TCP 9450

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -29-



1L EBERI7A7I+—ILDERTE

Secure Network Analytics TIR—FMED ISIZFREINEINEFRDRIZRLET,

EIETT
(D95472H)

EEEIL—H—OPC

TRTCDTTZATY
A

Active Directory

Cisco ISE

Cisco ISE
nEay -2
Flow Collector
UDP Director
UDP Director

UDP Director

UDP Director

Flow Sensor

Flow Sensor

NetFlow THXR—42
sFlow TORR—%
Manager

Manager

Manager

Manager

ek
(H—/\)

TRTDFIFATUR

YT =D DEFLIIR

Manager

Manager
Manager
Manager
Manager
Manager

Flow Collector (sFlow)

Flow Collector (NetFlow)

Y—FIN—TADANVEEIRT

Ls

Manager

Flow Collector (NetFlow)

Flow Collector (NetFlow)

Flow Collector (sFlow)
UDP Director

Cisco ISE

Cisco ISE

DNS

R—bk

TCP/443

UDP/123

TCP/389.
UDP/389

TCP/443
TCP/8910
UDP/514
TCP/443
TCP/443
UDP/6343*

UDP/2055%

UDP/514

TCP/443
UDP/2055
UDP/2055%
UDP/6343%
TCP/443
TCP/443
TCP/8910

UDP/53

ZJakraji

HTTPS

NTP

LDAP

HTTPS
XMPP
SYSLOG
HTTPS
HTTPS
sFlow

NetFlow

SYSLOG

HTTPS
NetFlow
NetFlow
sFlow
HTTPS
HTTPS
XMPP

DNS
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1L EBERI7A7I+—ILDERTE

=& TT
(95472H)

Manager
Manager
Manager
Manager
Manager
Manager

a1—H¥—PC

SE5E
(H—n)

Flow Collector
Flow Sensor

Flow T XR—4
LDAP

CRL 73 87K A b
OCSP L AR

Manager

R—k ZJakan
TCP/443 HTTPS
TCP/443 HTTPS
UDP/161 SNMP
TCP/636 TLS
TCP/80 HTTP
TCP/80 OCSP
TCP/443 HTTPS

* ZNIETIAHILE R—FTT A FED UDP R—rEITHRKR—ETHRETETET,

Data Store # BT 51=DIZT7A 7O +— L THGBER—FERIZRLET,

4 EEX

(OZ4F72H)

Manager

F—R/—F

Manager. Flow

Collector. LU
Data Node

NTP H—/\—

Manager

Flow Collector

SE5E (H—/3—)

Flow Collector &
Data Node

DI RTD Data
Node

NTP H—/8—

Manager. Flow
Collector. LU
Data Node

Flow Collector &
Data Node

Manager

R—hk

22/TCP

22/TCP

123/UDP

123/UDP

443/TCP

443/TCP

Ak EIZEB

SSH(Data Store T—A3~X—X
DHEEICHE)

SSH(Data Store T—A~N—X

DPRILEE LV T —IRN—RE
BARIBE)

NTP (Rl B # S &)

NTP (B3 ZI|EHAC A )
HTTPS(Z7 7547 ARBD+
FaT7BEIBLE)

HTTPS (7 FTSA 7V ARID+
FaT7BEITVLE)
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1L EBERI7A7I+—ILDERTE

3 T—%/—F

NetFlow TS X
R—%

5 T—%/—F

6 T—%/—F

7 T—8/—F

Manager. Flow

8 Collector. LU
Data Node

9 T—82/—K

10 sFlow THORHR—A

11 F—%/—K

RORIZ, FIET—VBBICE O TREDEED

= {ETT
(D547 2F)

TRTDTITFATUR
Manager
Manager
Manager

Manager

1—%—PC

HTTPS (77547 A BN+
Manager 443/TCP o TR CHE)
Flow .
L

Collector: NetFlow 2055/UDP NetFlow DERY3A7%

fth D3 X TO Data Data Node [l Avt— 04

e 4803/TCP H—E 2

DI RTO Data Data Node fil A vt—o 04

Node 4803/UDP F—Ex

fth DI X TO Data Data Node [l Avt— 04

e 4804/UDP H—E 2

F—R/)—K 5433/TCP  Vertica 754 7 MESE

DI R TD Data Vertica *yt—SU 5 H—E X

Node 5433/UDP DE=H—1)GT

Flow Collector 6343/UDP  sFlow DEIY3AH:

(sFlow)

fth D3 X TO Data Data Node fii Avt— 04

e 6543/UDP H—E 2

REERLET,

JESE o
(H—/%) R—bk Jaran
d1—4%—PC TCP/22 SSH
H—KF/IN—TFADAREERXT L UDP/162  SNMP - k5w
H—KR/INN—TFTADAREEBIXT L UDP/514  SYSLOG
BFA—IL T —boxA TCP/25 SMTP
EZBI1—F TCP/443  SSL
TRTDT7TSATUR TCP/22 SSH
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1L EBERI7A7I+—ILDERTE

RDOE(Z. Secure Network Analytics VAT LIZE > TERASNASEIFLEHKERLTULED,
NoDR—bD—EFA T3> TT,

j D TE-;J/443 (https)

TCP/22 (ssh - optional) Manager

(Central Manager)

Active :
------ TCP/UDP - .
Directory D R 3‘;9 Protocols (all appliances)

UDP/53  (dns)

UDP/123 (ntp)

TCP/25  (smtp - optional)
UDP/514 (syslog - optional)
UDP/162 (snmp-trap - optional)

(ssl)

IDentity :
A ' N N
: ubp/3514 i | Tcefasz |
! < ; : h {1 UDP/161 (snmp)
* . TCP/443 (https) ] i (https) 3
'.-“ ;--------:?"-’-----------------------------!---------SPAN/TF;P "{:..*.-.'E‘ ~‘5-':-‘ .
A A E A A
------ UDP/2055----J DR —
Secure Network Analytics Secure Network Analytics | | uDP
Flow Sensor Flow Collector I Director
i § : Exporters:
Sesssosssssseseoooees re- Routers and Switches
3
§ UDP/2055 (NetFlow)
UDP/6343 (sFlow)
UDP/123 (nip) UDP/2030

UDP/53 (dns)

ajn

Endpoints
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LITOREIZTRT LI, Secutje Network Analytics 77547 A lE. REBRYRT—5 RykJ—
SED., F=IEDMZADWTNTH-TH, RV T—IE R TEELRYNT—IET AV MDD E
WEHNL YD RSN AL ICERMICEBRT A2ENTEET,

Admin
Accessing
'.’ Manager
L\
@ l Manager
ik Manager-Data

Node Comms
poo
NTP Inter-Data Node

Server Data Store Comms

(3 Data
% Nodes) 175 Y6 @

A 8 9 |11
FC-Data Node

Comms

8
Flow Flow @
Collector Exporter
> < Manager-FC
®

Q0
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2. Virtual Edition 1 AR— L7 L DA O—K

2. Virtual Edition 1> AR—ILI77ALILDE Y
O—K

ROFIBIZH ST ARETTSATUADAVAM—ILEAD ISO J7/ILEA D O—RLET,

s TISATIRAVR .
Lk b M—IL J74IL Fr

VMware vCenter Z{# AL CTIRET7 754
3a. VMware vCenter ISO PUREAVA—ILLET,

3b. VMware ESXi AR K7

ESXi RAV R 7OV RA M —/N\—[Z{x %8
- 2 I1SO
Ay H—/\—

TISGAT VO REAVAR—ILLET,

KVM & Virtual Machine Manager Z{& FAL

lc\z,/lc. KVM & £ U Virtual 1SO TRETISATUREAVAR—ILLE
achine Manager Ch

1. https://software.cisco.com T Cisco Software Central ICAS 4/ LET,

2. [ 0—KEEE (Download and manage)] > [F > A—KEF7w T4 L—K (Download and
Upgrade)] 93> T [FHO—KRIZ7 51t X (Access downloads)] Z2:&IRLET,

3. [EFDEIR (Select aProduct)] 74— ILERRTRENDETFIZRIO—)LLET,
4. Secure Network Analytics 77 JLIZIZ. KD 2 DD FETTIERATEET,

o RUITHRE [R5 NDEIR (Select a Product)] 74— JLFIZ Secure Network Analytics
EANLFET Enter ZHLET,

o Aa—TRR:[TXTESHE (Browse AN EV)VILET, [Fa)T+
(Security) 1> [RYbT—ODAIRE LY AT — 32 (Network Visibility and
Segmentation)] > [Secure Analytics] ([Stealthwatch]) DJIEIZFEIRLET .

1. PTSATURBATEEIRLET,

e Secure Network Analytics Virtual Manager

e Secure Network Analytics {% 48 Flow Collector
e Secure Network Analytics {% %8 Flow Sensor

e Secure Network Analytics {& 8 UDP Director
e Secure Network Analytics {% 8 Data Store

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -35-


https://software.cisco.com/
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2. [Secure Network Analytics AT LY T 7 (System Software) ] Z1ERLET,

3. [&#H")')—R (Latest Release)] 8T, [7.4.2] (FT=IFA 2V Ab—=ILT B T4x DIN—23) %
ERLET,

4. Ao —R:ISOAVARAM—=ILITF7AILERDITET, [F 90—k (Download)] 74> E
f=I& [A—HZEM (Addto Cart) ] 7AAVES )Y HILET,

5. ZOFIEZHEYRLT. TITSATUREIATZEIZT7AINLES HoO—KLET,
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3a. VMware vCenter Z{ERALI={RET7IS14T7>
ADAAR—IL (1SO)

B2
VMware vCenter Z{F AL TIRE 7 TSA T REAVAM—ILT BIZIE. RO FIEIZHELNET . Tl
DHEEERTDEHEREX. RESBL TS,
e VMware ESXi RAV R 7AH—/\—:[3b. ESXi RV R 7 AV —/IN\—~ADRET7TS547
DADAAM—)L(ISO) I1ZEALET,
o KVM:[3c. KVYMTRRMDRBT TSAT7UADAUA—IL(ISO) 1%ERALET,

Secure Network Analytics v7.4.2 [&. VMware 7.0 £1=1% 8.0 EH#EMN HYET , VMware

0 6.0. 6.5, =7=1% 6.7 & Secure Network Analytics v7.4.x [ HR—rLTULVEE A SEHIC
DUVTIZ. [vSphere 6.0, 6.5 ,and 6.7 End of General Support]®D VMware DY =217 L%
SHELTESLY,

(L HSHIIZ
AV A= ILEIROBHEIZ. RO EHEFIEZFSTE T LTS,

1. Bt . THR OEBEEHEEZELET,

2. JY—REH T)Y—REH | DEBEFHERL. TISATURIBEREY LB TERELET,
JY—R T—=IVFEEIERBAEEFERLTIY—RZEYHTET,

3. D7ATIA—IL. BIEDIF7AT IA—ILEERELET, FMICOWTIE. M. BERT7A
T IA—ILDEE/RTE 1 ZSRLTIZEL,

4. T7AIVTTSATUADISO 774 ILESFHO—RLET, FIEICDULTIX, 2. Virtual
Edition 1> AR—ILIZPAILDF 2 O—FR 1S BLTIEELY,

5. Bl ARBET7 TSAT U REAVAR— LT B VMware BERD /A /\— /N HFHRAMIEETE
SNEBZAELWLEZERLTWAIEFERLET . ELLLEWEE . RE7TSAT7UR
FRETELRLIEABYET,

A Secure Network Analytics 7 7547 RAERCYIBIS AR/ AT LIZEETETEL LY
I UFEEIFRETIEADAR—)LLIENTLZELY,

FTTIZTAV A= ILENTWNBHARRLIN—230 BN EEEZEINBT-8 . Secure Network
A Analytics (RIEET TS 72 RIZ VMware Y—IJLEA Y ZAR— LU N TS, AV R
f—ILT B ARBTITSAT U ANMEREEIZRY . BAVAMILARE(ZRYFET,

vCenter ISO)Z{FRAL=RBT7ITSAT U ADA 2 A—)L

VMware vCenter (E1= R DEE) NHIEE L. ROFIEZFEHAL.ISOEFALTRET S
FGATORGEAVAMN—ILLET,

Data Node E7=[& Flow Sensor # BT 515 &1L, BELFIEDIT R TERETL TSI X
LTLEEELY,
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F—B/—F
RDOFIEZERTLFET

1. Data Node [E:&{E DI LAN DERTE .

SARBTITSATUADAV A=)V IZHEHFE T, DataNode (RFET TSA T REAVR
=L BEEE. 2 DDRVET—ITFEZTEEAVRM—=ILTBRELRHYET,

Flow Sensor
ROFIEEETLET,

2. 552499 % BT B Flow Sensor DEXSE
SRBEFISATUADAU A =)L
4.  BMNE=4—1)> % R—bDEZH (Flow Sensor DH)

FTOMIARTDTISATUR
7 TS5A T2 A Data Node F1=1d Flow Sensor TIHELMES X, RO FIEEZEITLET,

BARBT7 ISATUVRDAVR—)L

0 A=a—¢ET 574090 D—FIE, ISR BREFELGDIEENHYEST, VIO T
[ZR89 AEEHMIZDULNTIL. VMware B4/ REZSBBL TS0,

1. Data Node fEI:8{E FHD L LAN DEETE

Data Node Virtual Edition v cJ—2IZRE 9 5155 &, Data Node [EB{ERA D eth1 /LT
Data Node W EEICEETEDLIIC REBRA/yFHFHL THIL LANZRELET,

AAYFDHREIZIE 2 DDA T avrbyET,
o vSphere #EX M YFDERTE
 vSphere AR AYFDERE

vSphere Z2# X /Y FNDEXTE

1. VMware RAMREICAT AV LET,

2. vSphere BERX A/ YFDEREIZDLNTIX, VMware D vSphere 12X A F DVYERLIZET %
R Ak [FEEE] 2> TS, FE 4 Tl BB# X A wF (Standard Switch)] A7 3
o0 [rIE<R—K84 )L—T (Virtual Machine Port Group)] &R 32 &I25FE L T
=&y,

3. ROBIEAET 3 EETISATUVADAVAC—=ILIICERAET,
vSphere D EXR A YFDERTE
1. VMware RRAMREIZOT A LET,

2. vSphere DEXR A YFDERFEIZDULNTIL., VMware @ vSphere D8I AA v F DIERLIZEIT 5
FEXatA b [HEE] (TR TLESW, FIBS5a DT YT IDEIZIE, LEEH1DDTY
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TVoODRRBETYT M EROKRIMNI/—REFBESEDHATHEVRY, 7TV 0EH
B DREEIHYEEA EBDKRAMI/— DT ILENHIESF. AT Y
A=k IZBENEHEESEL,

3. ROBEIZEAFT, B FEBTITFATUVADAVAR—ILIITEHFT

2. +b57490%EZ$H9 5 Flow Sensor DERTE

Flow Sensor Virtual Edition [ZI& VMware IRIZEZ AItR{\L T HHeEN HY . 7O—IEXIIEFEZD D
A—T—A3% £ M TEFET, ENA/N—NAHFRRACAEIZA VR —ILENBEEBTTSATUR
&L T. Flow Sensor Virtual Edition [&7R Ak vSwitch Mo —H Ry TL—LEZZEIRIIZ T T
Frl.,Aon\t—230R7 EvbL—b, Ty —MNIBERT I EEG Y IV HFHEST
JA—La—REHERELUERLET .

| O =54 2BERORRRNIIO—t o —E AV R — LT EZBENRBYET,
RDFIEIZH-ST. vSwitch LDIST1vOZEER T SHKS. Flow Sensor Virtual Edition & RMD &5
[ZERELET,

o FBROKRANTD vSwitch DEELR

o BH—MRAFTO vSwitch DEER

PCINRRI—IZ&KBNENS T4 DE=R—) T
F1=, T B PCINAR I —FFHALTEERYNT—IFE=41)> % FIZ Flow Sensor Virtual
Edition #EXETH_EELTEET,
o B :igh/ixgbe ZEHL F1=1X e1000e ZEHLD PCI /AR R JL—,
o 1)) —R1EHR: [Flow Sensor Virtual Edition]ZZS BB L TS0y,
e AN BERIFZFATI+—ILOERTEIZSELTIZEL,
e ZF|IF:Flow Sensor Virtual Edition [Z PCl Ry, —0 A2 B8—T 1A REI1EMT BIZIE,
VMware DY =27 JLEZSHL TS,
BFHDORASTD vSwitch DEZH

Flow Sensor Virtual Edition Z{E AL T. 8# D VM TRALE =X UT R R =B 7 8L vSwitch £
D749 0EERTBIZIE. DIV DFIEIZHRELNET,

DI AVDRBEIE. VDS RYRT—I(ZDHEZLELFET . VDS USNDIREBERIZRYRT—IH
HHEEIE. TBE—DHRANTD vSwitch DEER IIZHEAFT .

REEH
| @ surzmsmostaron—t y—srar—1tsnErmYET.
COBREIIE. ROBHLBYET .

o DEURAEAR— (dvPort) : BN VLAN SR EE1To 1= dvPort 4 JL—F % Flow Sensor Virtual
Edition TES 9 5% VDS IZIEMLZE T, Flow Sensor Virtual Edition M®xyrT—42 ED
VLAN & VLAN USATE B DS T4 00 BERT DEEIE. TNTNDZC4TIZ1 DT D, 2
DD dvPort T I —TH# T DLELHYET,

o VLANID:IRIEETVLAN(VLAN b5 XU T F X T4 R—K VLAN LISV ZEAL TS5
5. COFIEEZEITTAIZIZVLANID ABHETT,
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o BERIE—F . H%,
o HER|R—b:vSwitch IZERE

VDS # AL TR YN T —IZFRETAICIERDFIEEETLET,
1. [RyrT—F2%4 (Networking) ] 74V x v LET,

" 5 (D)

2. [ybT—F>2% (Networking) 1Y) —T. VDS ZH7)vILET,
3. [9E7R—k%5 )L—T (Distributed Port Group)] > [E1#R 5 Bi7/R—b 4 JL—7 (New Distributed

Port Group)] Z#EIRLEY
& Actions |
Distributed Port Group L4 & New D\str-bu'i:ﬂ Port Group.
G Acd and Manage Hosts Import D 5zr}{i-j; Port Group
Edit Notes & Manage Distributed Port Groups
Upgraae
Settings .
Move To
Rename
Tags & Custom Attributes
X Delete

4. [HriE D ER—k4" )L—F (New Distributed Port Group) ] # A 7S Ry X EFRALT. X
DFEIEDEHEEDTR—I IIL—TEHRELET,

5. [ARIEBFTDEIR (Select Name and Location)]: [ Bil (Name) 74— JLKRIZ. 2O dvPort &
IW—TEHNTHLHEAALET,

6. [EXTEHERK (Configure Settings)]:[7R—F4{ (Number of Ports)] 74— JLRIZ, RRANIS R4
R D Flow Sensor Virtual Edition D#ZE A ALFET,

MNew Distributed Port Group

» 1 Salect name and location Configure settings

2 Configure sattings San general properties of the new port ghoup

3 Ready to complete

arl Binang Stabic b J
fl allocation Elast
UM f parts 8
Bt SOurCe [
Do
WLAM
VLAN type Mone
Advanced
Customize default pobces confguraton

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -40-



3a. VMware vCenter 2 ALTzRB7 TS54 7V AD A2 A +—)L (ISO)

7. [VLANZAZ (VLAN type) ] KA TA YR RES) I LET,

o IREBEANTVLANZFERALLZWSEEIL., [%L (None)] ZEIRLET,

o IRIENTVLAN ZEAT %155 (L. VLAN
ERR
VLAN 247
VLAN

VLAN kS %24

TS54~_R—k VLAN

[(#8 T 2E{HD5E T (Ready to Complete)]:
ERR

D¥mE (Edit Settings)] ZEIRLET,
[t )T« (Security) ] Z:#IRLET,

[# 2= B E—F (Promiscuous Mode)] KEw 4™
ERLET,

10.
11.

[y —F 2% (Networking) ] V) —T, FiLLN dvPort FIL—TEH Vv ILET . [

BATEBRLET . ROKSITHRELE
=2

[VLANID] 24—JLRIZ. ID [Z—% 3 &
S50 ~4090)EANLFET,

FRTOD VLAN S 7499%FEIRT BIC
(X, [VLANRZ > &0 E (VLAN trunk
range)] 74—JLKIZ0-4094 EA HILFE
£

KOyTH O RS [EE R
(Promiscuous)] ZZEIRLET .

RELHRLET BT (Finish) 1201y LE

o

ax ;&

DARNED ) ILET  [BF I (Accept)] &

doc-portgroup - Edit Settings

Ganeral

Adnvanoed

1 ProfmisCugus mose

WLAN

Teaming and fallover

MAC aodress changes

orgad transmi Coep

Traftfic shapmg
Manitaring

Mise ellan s

12. [OKIZDUyHILT. FA7R0RyIREFHLET,
13. Flow Sensor Virtual Edition T VLAN & VLAN LSV A DRV T—H S5 T490EBEERLE

ERAR

s MAZEMRTIEEE. COMEHDARANTO vSwitch DERI1EIavDFIEE

BYIRLET
o TWWZIDGEIF. ROFIEIEAFES .
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14. VMware ¥215[Z Flow Sensor Virtual Edition TEEfR T SR VDS [ZHYET H,

o BlD VDS H'pAi5E X, ZOTEHDARANTOD vSwitch DEER IDIED FEERD
VDS THYUIRLET .

15. ROEIZEHAFT B RETITSATUADA 2V A—ILIIZHEHRFT,

BH—ORANTO vSwitch D ET R

Flow Sensor Virtual Edition Z{E AL T, B—/RXF®D vSwitch ED ST v ZERTBHIZIE.
DEIIAVDFIRIZREVNET,

0 DI AVDOREIE, IEVDS Ry T—IIZDHZHLET, VDS ER YT —ITE
ALTWWAEEIE. TEHOARANTO vSwitch MEER IIZHEHF T,

BREEH
CDRFEIZIE. RODEBHELAHYET,
o HERIR—I IL—T :Flow Sensor Virtual Edition TEER T AR ARBER A vFIZEER|FR—
FIIL—T&EMLET,
o MEMNE—F:FZ,
o EERAR—b:vSwitch [ZERTE.
R—rTIL—TOEEANE—F~DEKTE
ROFIEEFALTR—RT IL—TEEBMT B, R—rTIL—TE#HEL T, [FEEH
(Promiscuous)] [CERELET .
1. VMware ESXi RRAMREICAY AV LET,
2. [RYbT—x2% (Networking)1 9w LET,

Ymware ESXi

1 Mahworking

Wirua| dwilches Proyscal NICs Viiemel NICs

& Relvazh
M aimay w | At ot
; daWLAN_4 2
f Metworking B v 2

= viaichd
Mo mebworics...

3. [(R—k5 JL—T (Port groups) 1 2T ZEBIRLET,
4. FILWR—MT IV —TEERLIZY ., R— T I —TERELIZYTEET,
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o [(R—FT IL—F DY (Create Port Group) 1: [7R—k4 JL—F M1E A0 (Add port
group)1 &0V ULET,

o [[R—=FJ IL—T D#RE (Edit Port Group)]: FR—rJ JIL—TZ:E RLET . [

=1 —]

=

DL TES

(Edit Settings) ] 22 vILET,

5. 47O RyIREFALT, R—r IL—TZHBELET, VLANID F/=[L VLAN bS5+

VUHEHRELET,
VLAN 32147

VLAN ID (Admin.
VLANID)

VLAN k5o x5

Eed
VLANID #{FFLTE—O VLANZIEELET,

[VLANID] 24—JLRIZ. D [Z—E3 AEE (1 ~
4094) A HALET,

VLAN FSoF 25 % FERL T, 3 TH VLAN
F7499FE=R3—LFET, TIAHIFDERHIL O
~ 4095 T9,

6. [¥X )T« (Security)] KENZEVJvILET,

£4 Add port group - vland_promisc

Name | viand_promisc
VLAN ID 4
Virtual switch

| vEwitch(

@jecumy ) Click to expand

Add || Cancel

|
4

7. [EZRIE—F (Promiscuous mode) ]: [Z&

# (Accept) ] Z3EIRLFEY

£4 Add port group - viand_promisc
Name viand_promisc

VLANID |4

Virtual switch wSwitchD

~ Sacurity

Promiscuous mode

MAC address changes

Forged transmils.

:: Reiem

® accept O Reject

® Accept O Reject

O Inherit from vSwitch
O Inherit from vSwitch

O Inherit from vSwitch

| Add || Cancel |

8. Flow Sensor Virtual Edition TZ M VMware IRIEBEHRN DB DRBER A/ vFEZEHRLETH,
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9.

NEW DB EIE. 2. V57499 %F 84T 5 Flow Sensor DEBEFEIIZRY . TRTHOFIEEZ R
DIRBRAYFTHEYRLET,

ROBEITEHSET 3 RETTSATUOADAV A=) ]

BARETITSATURADAAM—IL

RETITSATURENAIN—INAF RAMIAV A= LU RET7TSATUoADEEBLUE
ZR—Y G R—rEEETDIZIE. ROFIEEETLET,

A=a—&T 57490 D—EIE, CSITRTBEREIGEGDIIGEENHYEST . VIO T
[ZR89 BAEFHMIZDULNTIL. VMware A/ RESBBLTLEE0Y,

1.

VMware Web 2547 MZBT AV LET,

Cisco Software Central MR I O—RUL=ARBT7TS5AT7 A YT 7 T74I)L(ISO)
#BOHEY,

vCenter TISO ZFERATEALIICLET . ROFERELAHYET
o vCenter T—AAL7IZISOZ7v7O—KLET,
o AVTUYFATIIIZISOZEMLET
o O—HNILT—URT—2aV[CISOEREL. EDIT7MIVESRI HIIICEMEK
ELET,
HMIZDOULTIE. VMware DY =27 IILES L TLEELY,
\_/fenter UL Vs, [A=a2—(Menu)]> [(RRAREDS A Z (Hosts and Clusters)] DIEIZFEIRLE

FESF =23 04 R DT 9SREZFEIFIHRRANER Y vIL., [FiRRETI 2 (New
Virtual Machine ...)] Z:&RL T [FifR{RIE <> (New Virtual Machine)] 94 —KIZ7 o+
ALZFET,

[{ERL S A T D383R (Select a creation type) ] 74K T, [HLLMRIET L > DERL (Create
anew virtual machine)] Z:ERL . R~ (Next) ] Z2')vILET,
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New Virtual Machine

1 Select a creation type Select a creation type

2 Select a name and folder

How would you like to create a virtual machine?
3 Select a compute resource

Create a new virtual machine
4 Select storage

Deploy from template

This option guides you through creating a new virtua] machine. You
will be able to customize processors, memory, network
5 Select compatibility
Clone an existing virtual machine connections, and storage. You will need to install a guest operating

6 Select a guest OS

Clone virtual machine to template

system after creation
7 Customize hardware

Clone template to template
8 Ready to complete

Convert template to virtual machine

CANCEL NEXT

#

7. [BRIETAILE DEIR (Select a name and folder)] 94 KT, RIS 24 (Virtual
machine name)] Z AL, (RETL U DIEMEZEIRL T, RN (Next) ] 29I LET,

New Virtual Machine

+ 1Select a creation type Select a name and folder

2 Select a name and folder Specify a unique name and target location
3 Select a compute resource

Virtual machine name: New Virtual Machine|
4 Select storage

5 Select compatibility
€ Select a guest 05 Select a location for the virtual machine
7 Customize hardware

e ’ _—

CANCEL BACK NEXT
@

8. [AvE1—T4291))—RMEIR (Select a compute resource)] WAV KI T, 7ITS5AT Y

;5@%7675Z9~ RAR, UY—RT—)L, vApp Z3&IRL . R~ (Next)]1 &9y I LE
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New Virtual Machine

+ 1Select a creation type Select a compute resource
+ 2 Select a name and folder Select the destination compute resource for this operation

3 Select a compute resource|

4 Select storage

3
>

5 Select compatibility
6 Select a guest OS
7 Customize hardware

8 Ready to complete

VY VY VY VY VY VY Y Y VY Y v v v

) @ PP D ‘ 29992999 ®

<

Compatibility

v Compatibility checks succeeded

CANCEL BACK NEXT
r

9. [RFL—U M3EIR (Select storage)] 4RI T, FOYTEHOUMES [VMRR—U RIS —
(VM Storage Policy) ] = RL . RFGATEZBIRL TR (Next) ] &0 vILET,

New Virtual Machine

+ 1Select a creation type Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files

+ 3 Select a compute resource

VM Storage Polic
4 Select storage . v fat

5 Select compatibility O Disable Storage DRS for this virtual machine

6 Select a guest OS Name Capacity Provisioned Free Type Cluster

(=]

8 Ready to complete

<

Compatibility

+ Compatibility checks succeeded

CANCEL BACK NEXT
4

10. [E#2% DE IR (Select compatibility) ] D4R T, MERR SN TLVS ESXi /N\—3av(C
HEOUT, [KREFRH: (Compatible with) ] FKEYTE O MWS{RBIL D DIN—23 0% EIR
LET LA RDARY) =23y TIE, ESXi 7.0 BNBRSN TULVAT=8 [ESXi 7.0LL[E
(ESXi 7.0 and later) ] ZZIRL TLVET , R~ (Next) ] &0 ILET,
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New Virtual Machine

+ 1Select a creation type
+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Select storage

6 Select a guest 0OS

7 Customize hardware

8 Ready to complete

Select compatibility

Select compatibility for this virtual machine depending on the hosts in your environment

The host or cluster supports more than one VMware virtual machine version. Select a compatibility for the virtual machine.

Compatible with” | EgXi 7.0 and later . 6]

This virtual machine uses hardware version 17, which is compatible with ESXi 7.0 and later. Some virtual machine hardware features are
unavailable with this option.

CANCEL BACK NEXT
4

11. [ AFOSMEIR (Select a guest OS) ] [EE T. [Linux " AROST731) (Linux Guest OS
Family)] EL T [ AROS/N\—32 (Guest OS Version)] &L T [Debian GNU/Linux 11 (64
Ewhk) (Debian GNU/Linux 11 (64-bit) ] Z#EIRLET . [N Next)]ZEV)vILET,

New Virtual Machine

+ 1Select a creation type
+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Select storage
« 5 Select compatibility

7 Customize hardware

8 Ready to complete

Select a guest OS

Choose the guest OS that will be installed on the virtual machine

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system installation.

Guest OS Family: [Linux  |v]

Guest OS Version: | Debian GNU/LInUx 11 (64-Dit)

Compatibility: ESXi 7.0 and later (VM version 17)

CANCEL BACK NEXT
#

12. [IN—F 27 DHARHZTA X (Customize hardware)] D1 F T, R
FT, 7 ISATURAATICEBDOHREEICOVTIE TYVY—REH 1%

ll\o

AH

nwa

Z g

= nn

N—FDIT7EREL

LTS

A

CDFIEIE. VAT LINTF—TVRIZESDTEETY , MELRYY—INELVR
HE T Cisco Secure Network Analytics 77547V AZRBHTREBEIE. 7547
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S JFUHREE B IHR T AR ENHYET

waUv—xﬁmﬁ’éiii,aﬁzzmﬁﬁu DECIGCT)—REZEBDOL EROE

New Virtual Machine

+ 15elect a creation type Customize hardware

+ 2 Select a name and folder Configure the virtual machine hardware

+ 3 Select a compute resource

+ 4 Select storage Virtual Hardware VM Options

+ 5 Select compatibility
+ 6 Select a guest OS

7 Customize hardware 3 CPU*®

& Ready to complete
> Memory *

> New Hard disk *

> New SCSI controller *

> New Network *

New CD/DVD Drive *

ADD NEW DEVICE v

6 ~ ® 2
16 v GB v
200 GB ~
VMware Paravirtual
~ Connect

Status

CD/DVD Media

Device Mode

Virtual Device Node

> Video card *

Datastore ISO File hd

[ connect At Power On

BROWSE.

Passthrough CD-ROM

IDEO ~ IDE(0:0) New CD/DVD Drive ~

Specify custom settings

W
v
CANCEL BACK NEXT
s

)Y)—RBHIZMA T, ROFBREIBERSN TS LEERLET .
o [FILLWVAN—FFT4RX%Y (New Hard disk) 1 &9y oL T, BRA T avEBELET,

[T4ARHTAE23=>2% (Disk Provisioning) ] FKAY T & U his [LvsTOESI=Y

47" (Lazy Zeroed) (Thick Provision Lazy Zeroed)] Z:&IRLE T,

[# LU SCSIa> kAa—5 (New SCSI controller)] 49w o LT, #EBA T aV =R

LET ., [FA T DZEE (Change Type)] FOYTH 9o hvis [LSIERIESAS (LSI Logic

SAS)] #8IRLET ., [LSIZRIESAS (LSI Logic SAS) 1 #ZIRLE WL (RET7TSAT

DANELLEBREINGWNEIREEABHYET,

[£7LL\CD/DVDRS4 7 (New CD/DVD Drive)] 74— JLKT. IS0 Z1&7FLI-B I

DUVTISO DIBFTEEIRLET , [HLLICD/DVDKS4J (New CD/DVD Drive)] %%

%“J7L'C~;§f7]'7°°/3?/§§ﬁﬁbi?o [ERE % A B ZH#k (Connect At Power On)]
Iz o

T TS5A4T7 2 A Flow Sensor T, NIC [Z 10 Gbps RIL—FVhEHRTELTLRIEE L.
[CPUlZEVILTRERA T avERBRELET ., TTD CPU A 1 DDV YR
IRESEIIZ [V ybHT=Y D7 # (Cores per Socket) ] #E&ELFET

13. DataNode:Data Node {RIE87 IS4/ 7V RAZEBHTABEX. 2B B DRI —HT7 5 T4

LEMLEY,

[FHLWT /N1 AD:E N (Add New Device) 1 #9')v oL THL [RybT—9F7 4 T3 (Network
Adapter)] Z38IRL . [7H TR 2 4A T (Adapter Type)] K [VMXNET3] THAZEEMERLE

o
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e 1BHDARYNI—HF7HTATIL, Data Node Virtual Edition H3/ 8T 1) wHo Rk
D= L TCHMDTITSATUOREBIETEDLSIZTHRAVFEREIRLET,

e 2EBHDOARYNI—H TS TATIL, Data Node Virtual Edition M TS5/ R—kRwhk
)—7% £ Tih® Data Node EBIETEDHLIIZT DA yFEL T, 1. Data Node [
BERADIRIT LAN DFRE ITERLE=RMvFEEIRLET,

o EBERNOT XTD Data Node [ZTDLT, ZNZ D Data Node ZEBHT DEEIZ, vk
D=7 B TRERBRAYFEBIIZEY B THEIIZLTLEEELY,

New Virtual Machine

+ 1Select a creation type Customize hardware

+ 2 Select a name and folder Configure the virtual machine hardware

+ 3 Select a compute resource
+ 4 Select storage Virtual Hardware VM Options

+ 5 Select compatibility

+ 6 Select a guest OS ADD NEW DEVICE ¥

7 Customize hardware > CPU= 6 v @ -

8 Ready to complete

> Memory * 16 v GB v
> New Hard disk * 200 GB v~
> New SCSI controller * VMware Paravirtual
> New Network * Connect.
> New Network * Connect.
> New CD/DVD Drive * Datastore ISO File ~ [ connec i
> Video card Specify custom settings
> Security Devices Not Configured

VMCI device
> Other Additional Hardware

v
v
CANCEL BACK NEXT
&

14. EETT D %1% (Ready to complete)] V4RI T, F/REZHESRL. [ET (FINISH) 1 &#5)voL
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15.

16.

17.

New Virtual Machine

+ 1Select a creation type Ready to complete
+ 2 Select a name and folder Click Finish to start creation.

+ 3 Select a compute resource

+ 4 Select storage

v 5 Select compatibility Virtual machine name New Virtual Machine

+ 6 Select a guest OS Folder

+ 7 Customize hardware

Resource pool
8 Ready to complete

Datastore

more recommendations
Guest OS name Debian GNU/Linux 10 (64-bit)

Virtualization Based Disabled
Security

6
Memory 16 GB
NICs 1
NIC 1 network
NIC 1type
SCSl controller 1 VMware Paravirtual

Create hard disk 1 New virtual disk

v
CANCEL BACK FINISH
4

[EBIRA> (Power On)] 74 V&V )T 5E. BRAMNBBEINE T, [(REDZRY
(Recent Tasks)] 73> TRHEDETKREZE=F2—LFET ., ROFIEIZEDFTIZ. B
METL AR I —ZRIREIN TSI EFHERLET,

RDFIE:

Flow Sensor: 7 754 7> A Flow Sensor Tl . VMware IRIERNDEHRDIRE R VF.
FHIEVSRINDEHD VDS 28R T HHEE. ROV avl4 BME=S—1)2T
R—FDE S (Flow Sensor NDH) |ITEHFT,

FOMTRTOTISATUR: ZDOEI 3y 3 REET7ISATOADAVAR—IL]) D
TRTDFIEERYIRLTHORET IS4 7o REREALET,

RATFLRNTIRTORETISATURADAVAM—ILETR T LB & L. T4. Secure
Network Analytics VAT LDREIIZEHFET,

4. BINE=F—1)>%5 IR—FDE Z (Flow Sensor D &)

COFIENNHEELZDDIL. Flow Sensor Virtual Edition AY VMware IRIEBERNDEHDIRE XA VF.
FIEVTRINDEHD VDS BRI HIHEE T,

0 Flow Sensor TCDKIBEZAYV T BREEITO>TCWVEWMGEES . COFIEFTT T 50

BIHYFEE A

Flow Sensor Virtual Edition E=4 o R—rEEMT BIZ[F. ROFIEEETLET,

1.

AR R)Y1)—T Flow Sensor Virtual Edition 25 42) v L% T, [(REDHHE (Edit
Settings)] ZEIRLET,
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vm vSphere Client

i g8 9 & FS-TEST
3 sw-vc67 i Summary Monitor
- R ]
E sw-eswi67 " Settngs
5 sw-ve67 KRR options
[ sw-esxie7 e
ﬁl FS&ER Alarm Definitions
FReD | {9 Actions - FS-TEST
Power [ |
Guest OS5 L
Snapshots .4
W Open Remote Console
(& Migrate
Clane 3
Fault Tolerance .
VM Policies L4
Template 3
Compatibility *
(@ Edit Settings )
Recent Tasks Move to folder
Task Name Rename ~
Import OVF pack Edit Notes Eisc
Tags & Custom Attributes L
Add Permission

2. %E_QE@%E%(Edit Settings) | # A 7T RYIREFAL T, ROIBESN-HREEERLE
3. [T /NM RMENM (Add New Device) 1 &9 vILET , [y T—0 75 T4 (Network
Adapter)] #:EIRLFET,
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» GPU

» Memory

Hard disk 1

» SCSi controlier O

» Network adapter 1

» Network adapter 2

» CD/DVD drive 1

» Video card

VMCI device

Other

100 GB

LSl Logic Parallel
dsVLAMN_4 ~
dsVLAN_10 ~

Datastore SO File

Network Adapter

Edit Settings = Fs-TeST %
Virtual Hardware VM Options

ADD NEDE\I’ICE

CO/DVD Drive
Host USB Device
Hard Disk

RDM Disk

Existing Hard Disk

SCSI Controller
USB Controller
SATA Controller
NvMe Controlier
Shared PCI Device
PCl Device

Dievice on the virtual machine PCl bus that prowides support for the

virtual machine communication interface

Additional Hardware

FLWRYND =07 FTRERDITET . KENEV)VILTAZ1—ZRBFHAL. RONEZE

RELFES .

o BHBARYFT—2 (New Network) ]: REIY B THOEERKR T IL—TEERLE

ER

o [FHFTRDARAT (Adapter Type)]:[VMXNET 3] Z&:&IRLET .
o [RT—A X (Status)]:[/\T—# > B¥IZ#E#E (Connect at Power On)] FxyoRv I X

AILET,

Network adapter 1
» Network adapter 2
Ofaw Network *
Status

Adapter Type

DirectPath VO

Shares

Reservation
Limit

MAC Address

» CD/DVD dnive 1

dsVLAN_4 ~

dsSVLAN_10 v

-portgroup ~
B3 Connect At Power On

VMXNET 3 ~

Benabie

s

Normal

o E Mbit/s ~

Unlimited

Datastore IS0 File

El Mbit/s ~

Automatic ~

Connected
B connected

Connected

Connected
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5. BREEMEDRE.[OKIZVUvILET,

6. BEIZISCTHDA—HRYETRETIZEBMNT BIHEE. COFIEEBRYRLET,

7. ROFIE:

o [ZO—+> Y —(Flow Sensor)]: Al Flow Sensor ZEXTE T A&, 2. FS 74 V0% RT
% Flow Sensor DERTE | [TEAFT

s TOMIRTDTISATUR:ZDEI AV B AREFTISATUADAVAR—IL]) D
TRTDFIBEERYIBRLTHRORET7T IS/ 7O REREALET,

o VATLHNTIRTODRETISATUADAVAM—ILER T LI=B &L, 4. Secure
Network Analytics > AT LDERE | [ZHEHFT
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3b.ESXi RAVEF7 AV Y —/IN—~DRET7 TS
AT ADA 2 A+—IL(1SO)

S

ESXi RAVR7OVH—/I\—ZEZ = VMware BIEZFERALTIRET7 IS4 7o REAV ALY
BIZIE. ROFIEIZHWET,

Secure Network Analytics v7.4.2 [, VMware v7.0 £1=(£ 8.0 L EBEAHYET,
VMware v6.0. v6.5. 7=Id v6.7 & Secure Network Analytics v7.4.x [EHHR—FLTLVEE
Ao BEEMBIZDUNTIZ. ['vSphere 6.0, 6.5, and 6.7 End of General Support]® VMware MY
ZaT7IVESRLTEZEL,

AMDEEEFERTHESIL. RESELTZSLY,
o VMware vCenter: [3a. VMware vCenter ZERLI=-RB7 T34 7L ADA12 A—IL (1SO) |

=HERALET,
o KVM:I3c. KM TRRARADIRBE 7 TSA T AD A A—IL(1SO) 1ZERALE T,

[ZL&H BRI
LU RR— LR BRI, ROEBFIEER T LTS,

1. Bt TE# OB EGHEHERLET,

2. VY—REH . T)Y—REH | QOEZHERL. TISAT U RIZHELREY L TERELET,
JY—R T—)VFEEIEIRBAEEFRALTIY—REZEYLHTET,

3. T7ATIA—IL: BEDI7FAT IA—ILEHRELET, I OWLWTIE. M. BEERT77A
T oA—ILDEERTE I1ZSHBLTIZEL,

4. T7A4IV.TTSATUADISO T7A4ILESFHoO—RLET, FIEIZDULTIE, 2. Virtual
Edition 1 AR—ILI7ALILDF 2 A—R 1S HBLTIEELY,

5 BZ:IRETFITSATUREAVAR—ILT B VMware IRIER D/ N\ /I\—I\AHFHRAFZERTE
SNEBZAELVLELERLTWAIEFERALET, ELLLEWGE . RE7ITSA7UR
ERETELRVEAHYET,

A Secure Network Analytics 7 7547V RERIUMEB ISR B/ AT LIZIEFETELR LY
B UFRIIERETI UV EAA—ILLIEWNTLIZELY,

FTTIZTAV A= ILENTWNBHRRALIIN—3 0 RN EEEZINBT-8 . Secure Network
A Analytics FEET TS5 T2 RIZ VMware Y—JLE A ZAR— LU N TS, AV R
F—ILT BEMBETITIATURADNEREEZLY . BAVAM—ILARBEIZHRYFET,

ESXi RAVKR7AV Y —IN—A~ADIRIEF7 TSA4 T2 X (USO) D
A2 RXA—)L

ESXi RAVR7AOVH—/I\—Z A= VMware IRIRZFERALTIRET7 TSA 7o REAV ALY
BIZIE. ROFIEBIZRWET .
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JOANDEE

RETITZATUADAVA—=ILTIE, COETHPTIRDFIEEEITTIHENHYET,
1. VMware Web Client ~D R4 1>
2.1SO ™S> DEEEN

F—5/—K

Data Node ZEBB T A5 & (L. Bk DtE-2 3211, Data Node [EE{EHA D IR LAN DEEFEIDF
IEZZETLTHhLDEILIVDFIEETZETLET .

1. VMware Web Client ~NDASG (>

o AZa—ET57499D—F L, ISR TBEREFIELZGENHYET ., VILIT
(BT BEMIZDULNTIL, VMware HARZS L TLEELY,

1. VMware Web Client [CRZ A2 LET,
2. R DYER/% Tk (Create/Register a Virtual Machine) ] 21w LEY,

3. [FR{RFE < > (New Virtual Machine) ] # A 7AY Ry I RAEERAL T, RO FIETHRES
NTWBESIZTTSATURERELET,

4. YERZ AT MiEIR (Select Creation Type) : [FTLLMRAE YL > DERL (Create a New Virtual
Machine)] ZZEIRLE T,

91 New virtual machine

b 1 Select creation type

2 Select a name and guest OS

Select creation type

How would you like to create a Virtual Machine?
3 Select storage

4 Customize settings

Create a new virtual machine

5 Ready to complete

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

5. 7 A0S L& HIDEIR (Select a Name and Guest OS) : RDIEFFHEA AF=LEIRLET,

o AT (Name) : B EIZEAI TEDXIIIT TSAT U RADARIEANLET,
o H Mt (Compatibility) : T 5/\—23> (vI0 E£F=(X£ 8.0) & FERLET,
o A0S 7731) (Guest OS family) : Linux,

o Xk 0S/N\—3> (Guest OS version) : [Debian GNU/Linux 11 (64E k) (Debian
GNU/Linux 11 64-bit)] Z:&RLET .
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#11 New virtual machine

" 1 Select creation type

2 Select a name and guest 05

3 Select storage

Select a name and guest OS

Specify a unique name and 05

4 Customize settings
5 Ready io complete

Name

Virtual machine names can centain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropnate defauits for the operating system
inzstaliation
Compatibility ESXi 7 0 viftual machine

Linux

( Dabian GNU/Linux 11 (54-bit) D

Guast OS family

Guest OS version

6. [ARL— M#3R (Select Storage)1: 7O RAR[RELR T —R2AN T ZEIRLET (VY —RE
H1ZHELT, TREBRErHHEEHELET,

41 New virtual machine - stealthwatch-SMC (ESX/ESXi

)

v 1 Select creation type
v 2 Select a name and guest OS

Select storage

Select the datastore in which to store the configuration and disk files.

i 3 Select storage

4 GBI ED SHHNES The following datastores are accessible from the destination resource that you selected. Select the destination datastore for

5 Ready to complete the virtual machine configuration files and all of the virtual disks.

Name v  Capacity v Free v | Type v  Thinpro...~v Access v
datastore1 192.5 GB 188.6 GB VMFS5 Supported Single
1 items

)Y —REH 1ZHERLT, +HHIY—RZENYYETET . COFIEIF. S RT LN
TA—TRIZESTEETT,

LB — X HAVELVIREE T Cisco Secure Network Analytics 7 7547V RAE BT 5
EEIE. 770547‘/Z@'J V—AEAEREFIERERL. BEICHLT)Y—RZFED
L. BHROEEMSIUBEEEZEY ZHIFITINELHYET,

7. BREDHRXATA X (Customize Settings) : 7T SA T ABEHEZANFTITERLEIT (5
HMIZOWTEIY—REHESRBLTZELY),

ROEZBIRLI-CEERERLET

o SCSIavhA—7:[LSIiHEESAS (LSI Logic SAS)]
o RYrTI—H 7HFH (Network Adapter) : 7 TSA TV ADEETRLAZHERELET,

o IN—FT4RY: [y TOETY3=2% (Lazy Zeroed) (Thick Provisioning Lazy
Zeroed)]

T T54T7 2 A5 Flow Sensor DIJ/BE (X, [RybT—OU 75 T2MD BN (Add Network
Adapter) 1 Z 2L TN EEE (XL T A R—TIA( AT EMTEET,
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T FS5A4T 2 AN Flow Sensor T. NIC [Z 10 Gbps RIL—FVhrEHRTELTULRIEE L.
[CPUlZHVYILTHERA T avEBRALET . I XTOHO CPUE 1 DDV VMR
ELEYS,

T TS54TF7 2 AM Data Node DS . Data Node @B IEEAIREIZT BT=OIZRID Ry
FI—D AV B3—DIAREEBMLET , [RYLT—HT7F TADEM (Add Network
Adapter)]1 & 2w ILET,

e 1ZEBDRYNT—HF7HTRTIL. Data Node Virtual Edition A7 8T1)wo Ry k
D—) L THDTITSAT U REBIETEDLSIZT IR YFEERLET,

o 2ZBBDRYNTI—HFTHTRTIL, Data Node Virtual Edition BT 54 R—kFy
7 —2% LT Data Node EBIETESDLIIZT HRAYFELT, 1. Data
Node [ {EFADIRIL LAN DEETE I THERIL =R/ FEBRLET

771 New virtual machine - stealthwatch-SMC (ESX/ESXim )

IV 1 Select creation type Customize settings

¥ 2 Select a name and guest 0S Configure the virtual machine hardware and virtual machine additional options

MV 3 Select storage

i 4 Customize settings

» [ crPu

2 v O

5 Ready to complete

» L Hard disk 1

50 GB v
4 SCSiI Controller 0 LSI Logic Parallel v
USB controller 1 USB 2.0 i
O Network Adapter 1 VLAN_10_MGMT v | ¥ Connect
» (5) CD/DVD Drive 1 Host device M
|#) Connect
» Video Card Specify custom settings M

8. RYRT—Y TR TADIEIZHBEENED)vILET,
9. [FHTRADEAT (Adapter Type)] T. [VMXnet3] ZERLET,

2 Z2l%. E1000(1G dvSwitch) . 1GPCI /SRR )L—, BEUN VMXNET 3/ 3—T( R
0 DFEAZYR—LLTWET A, YROADRETITSAT U RIZREDRYRT—IN
TA—I L REH=5FT EMNEBASINTIVS, VMXNET3 AU A—J A/ REFHTHE
#H<BEFOLET,
10. BREZHDREL. TNONAELWNZEERHERLET .
1. [#&T (Finish)]Z2UvoLET KRBT OV TFHFMEREINET,
2.1SO D FEEY

1. VMware AV — LZRZEET,

2. FILLMRAETS UIZISO ZHERLET  BEMIZ DLV TIX. VMware DA A RESBL TS
LYo
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3. ISOMWSRETLUERELET ., AV AN —SNETIN., BFMICBEELET,
4. AVAM—)LEBREINTTITSE. QT4 TOVTIARTEINET,

é}j
File View VM

mi|pr @ Q@ @ B2 @ 8

Welcome to StealthWatch Management Console VE Uersion 7

=emc—01 login:

5. (RTINS ISO #HIELET,

6. RORETTSATURIZX LT, 13b. ESXi RV EFAVY—/IN\—ADRBFTISATUA
DAVAR—ILISO) IDT RTHOFIEZ#EYIRLET,

7. Flow Sensor: 7 75472 AN Flow Sensor NIFEIE. CHOR=-aTFILDREIHBEDEHI 3%
SHBLTEYNT7YTETTLET .

o 2.5574v0%ERT B Flow Sensor MEETE (TEE—DRRAFT® vSwitch D E 1R 1%
SH)

e Flow Sensor A% VMware IRIEBERDEBDRER A vF | T=IFXIVTX2NDEHD
VDS 2B HRT 51581, 4. BINE=2—1) > R—FDE = (Flow Sensor DH) |1
EHFET,

8. VATLHNTIRTDERETITSATUADNDAVA—IILETE T LS SL., T4, Secure
Network Analytics Y AT LDERE IZHEHET
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3c. KM TRRAMADRET T SAT U AD
A2 A—)JL(ISO)

S

KVM & Virtual Machine Manager Z L CTIRE 7 IS4 TV REAVAM—=ILT BIZIE. RDFIE
[ZHELVET,
RADHEEFERTHIEEIL. RESBL TS,
» VMware vCenter: [3a. VMware vCenter ZERLI=-IRET7 TS5AF L AD A2 A—IL (1SO) |
#FEALET .

e VMware ESXi RAVR 7OV H—/\—:T3b. ESXi RAVET7 AV Y —/IN\—~ADRBT7TS5A47
DADAAR—IL(I1SO) 1ZFRALET,

Linux KVM [, SETELZ KVM RRAMN—23 0 TTFRAMB LURREIF SN TULVET,
o Secure Network Analytics /A\—3> 7.3.1 LI TTAMS LUREEEN = KVM OV R—
RO ZAMZDWTIE, TKVMIZES L TLESLY,

(ZC 8 BH]IZ
LURR—ILERDBEIC. ROFIEETE T LTSN,

1. Bt TH# OB ESZHERELET,

2. JY—REH T)Y—REH | DEBEFHERL. TISATURIBEREY LB TERELET,
JY—R T—=)VFE=IERB A EEFERALTIY—RZEYHTET,

3. D7ATIA—IL. BIEDIF7AT IA—ILEERELET, FMICOWTIE. M. BERT7A
T oA —ILDEERTE 1ZS LTS,

4. J7A4IV:TTSATURISO I74IERIoO—KRL, TNEKVMKRRALDTAILF 2O
E—LET, cOEIa TIREEINBHBITIE, ROTAHIAZEFEHLE
9 :var/lib/libvirt/image, FIBIZDULNTIE. 2. Virtual Edition 12> AR—ILI7AILDFE I
O—F 1Z8BL TS,

5. B ARBE T TSATUREAUAR— LT % VMware IRIEBRD /A /8\— /N FHRAMIRTE
NN ELVEEZZRL TSI EZHERLET  ELBWMES RETISA4T7UR
ERETELRNIEAHYET,

A Secure Network Analytics 7 7547 RERUYIBI SRR/ AT LIZETBETEL LY
B UFRIIRETVEAAN—ILLEWNTLEELY,
KVMIRRACADIRET TS5A T ADA 2 A—)L (1SO)

KVM RRA D H BB E (L. RO FIBIZH W ISOZFHALTRE7ISAT7 U REAV AN —ILLE
ERS
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JOtEXNDEE

RETITSATUOADAVA—ILTIE, COETHBETIRDFIEEZERITTIDLELHYET,
Data Node (D34 3L LAN D& TE
1.KVM KRR DRBETZ TSA TV RADAV A—IL

2. Open vSwitch ~® NIC (Data Node. Flow Sensor) 8 LUV EERIFR—ME=2> T DB
0 (Flow Sensor &)

Data Node D37 LAN DEX5E

Data Node Virtual Edition v+ —2IZBB T 535 & L. Data Node I EBIERA D eth1 7L T
Data Node W#EEIZEIETEALSIC RERAMyFEFERALTHIL LANZRELET , J3TL LAN
DERDEMIZDWNTIE., (RERAYFDI=_aTILESBL TS,

1.KVMFRAMADRETITSATUORADAAR—)L

ISO 774 IVEFERALTKYMRRMIRETL VEAVRM—ILT HHEFIWKOMHBYET . RD
F|ET. Ubuntu Ry XA TE$T9 5 Virtual Machine Manager &LV5 GUI YW — LA AL TRAE
Manager AV Ab—IL T 5—Fl%RLET, ERMEDH S Linux TAAMNIE 12— a3V FRATE
F9, BEEOFMAICOLTIX. TE#1ZSBL TS0,

NS4 DE=ZR—) Y5
Flow Sensor Virtual Edition [Z[& KVM IRIEZ I {1 T H#EaEA HY . 7O—IEX L FEE D T7O—
T—REERTEET , & KYIMKRRAMRERIZA VA= ILENBRET T4 7 REL T, Flow
Sensor Virtual Edition (BRI R DS T4 v oA —H Ry IL—LEZERIZT ¥ T FrL.
hont—2a30R7 Evbb—h, XU YL —MNZBEGRIIEEL Y IVHETEET T
A—La—F&ERLET,
REEH
CHDERFEIZIFEROEELAHYET,

o BERME—F A

o HERIFR—F:Open vSwitch [ZER T

KVMRAMZARE T TSA T REA 2V AM—ILTF BIZIX. virt-manager 2.2.1 Z{F A3 S
CEEBEBOLEY,
KVMIRRACADIRET ITSAT U RADA 2 AR—IL

KRBT TSATAEA2 XR—ILL. Flow Sensor Virtual Edition #B®NZLTrS T4y O EEERRT
BIZlE. ROFIEEEFTLET,

1. Virtual Machine Manager Z{# L T KVM /KRR Z#EHL . RO FIBIZH-TT7TSA4T7 VR
FERELET,

2. [Z74I)L(File)]> [#FTLULMRAE < > (New Virtual Machine) ] 49y L%ET,
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8 Virtual Machine Manager

File Edit View Help
Add Connection...

New Virtual Machine

3. E#EIZ [QEMU/KVM] Z#IRL . [B—HILA 2V Rb— )L AT 4T (ISOA A—T F = ILCDROM)
(Local install media (ISO image or CDROM))] Z#ERLE T , [#E1T (Forward)] &0y LFE
ERP

W New VM b *

Create a new virtual machine

Connection: QEMUJKWM:

Choose how you would like to install the operating system
(®) Local install media (150 image or COROM)
() Network Install (HTTP, FTP, or NFS)

() Network Boot (PXE)

() Import existing disk image

» Architecture options

‘ Cancel || Back |[ Forward |

4. [BH8 (Browse) | Z#9Uv I LT. FISAT U RA A—=D%EIRLET,

W New VM X

‘ m Create a new virtual machine

Locate your install media

() Use CDROM or DD

SlackDwD (jdevfsrl) v |

(s) Use ISO image:

I ‘ - || Bﬁgu;e’:e:ri,
Choose an operating system type and version
QS type:‘ Generic > I
ersion: ‘ Generic | - |
cancel J ‘ Back | | Forward I

5. ISO 774ILEEIRLET , [R)21—L®DiEIR (Choose Volume) 1 #71)vILET,

KVM FRRARMNISO D7 A ILICT VR TERZEFHERLET,
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Choose Storage Volume (<]

Details | XML

Size: 3184 GiBFree/30.41 GiBInUse
Location: /var/lib/libvirt/image

Volumes + | C | W

Volumes. v | size

FlowCollector-NetFlow-7.3.2-20210409.0329-58b6668961 ea-0.is0 3.45 GiB _iso
1 -

iB iso
0.00 M8 dir

+|»>|O0|® BrowseLocal || Cancel || Choose Volume

6. [MURM—ILATAT/)—ADHBERIIZHRH 9% (Automatically detect from the
installation media/source)] FTYIRYIREA TIZLET , [ARL—TAV T RTLEAT
B EV/N—232 0 E IR (Choose an operating system type and version)] T. [Debian] &A
HALIBHBERTRENS [Debian 11 (debian 11)]1 AT 3% 8IRLET , [Forward] 51w

ILFEY,

Jal machine

Locate your install media
() Use CDROM or DVD

I SlackDVD (fdevfsrl) - |

(s) Use ISO image:

[Narflibjhbvwr‘tj\mages/template,‘FIowReplic‘ - H Browse...

Choose an operating system type and version

QS type:l Linux - I

wersion; I Debian11 |']

Cancel I‘ Back H Forward j

7. AEY(RAM)&ECPUZETN)Y—REH | DOEITRT BEEFTEOLET,

M) —2ZH 1ZHERLT +0LEIY—RZEYYETET . COFIBIF. S RT LN
TA—TRIZESDTEETY,

ILWETR))— A MV VIKBE T Cisco Secure Network Analytics 7 7547 A E BT S
HEIE. 7703’(7“/7((])'J‘/-Zﬁﬁﬁﬁ’éﬁ%ﬁfﬁ?(%?ﬁbs WEIZIHLCT)Y—RZEIE
L. RO EEMSIUBEEEZEYIHF T IBELAHYET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -62-



3c. KYMFRARADIRET TS5A 7o AD A2 A—)L (ISO)

' New VM x

‘ m Create a new virtual machine

Choose Memory and CPU settings

Mernory (RAM): 8192 — + |MiB
e — e

Up to 772465 MIE available on the host

CPUs: 4 = | +

Up to 72 available

| cancel ‘| Back || Forward

8. REETLADTARY A4 *— DYERK (Create a disk image for the virtual machine)] 3
RLET,

9. T)Y—REHIDEDT I FATVRITRENTWNAST R ANL—CREFZANALET,
[Forward] Z#49')yoL%EY,

R New VM x

rtual machine

|1 Enable storage for this virtual machine
(s) Create a disk image for the virtual machine
| 500 = + | GiB
4169.6 GiB available in the default location

() Select or create custom storage

I Manage .. ‘ |

Cancel ‘ | Back ‘ |‘Forward

)Y —ZZH 1ZHERLT +9H8)Y—REZEYYTET, COFIBIE. P AT LN
T+—IRIZESDTEETY,

LB — X HVELVIREE T Cisco Secure Network Analytics 7 7547V RAEBHT 5
BEIF. TTSATUVAD)Y—RAFERAELZTERECERL. BEIZIGLTYY—REED
L. EFROEEMSIUBEEEZEYZHIFITINELHYET,

10. RETUDBHMEIEELETS . CNARTAICLED=0, BTROFPTNRATZFERAL
TLIZELY,
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1. [ A—ILETIZHE R Z DR R T A X (Customize configuration before install) ] Fxvoivs

AEAIZLET,

12. [RybT—2®M584R (Network selection) ] KAY T A ™RV IR T AV AM—)LIZE YA

R2YRT =D ER—MT IL—TEERLET,

Data Node : Data Node M5 & (. Data Node hA/ ST )y ORI —H L THID T TSA T

AREBETEDLIICT BRI —IBLUVR—MIL—TERIRLET .

New VM

m Create a new virtual machine

Ready to begin the installation

Name: ‘ Debian11

0S: Debian 11
Install: Local CDROM/ISO
Memory: 8192 MiB
CPUs: 4
Storage: 20.0 GiB ...al/shareflibvirt/images/Debian10.qeow2

¥ Customize configuration before install

» Network selection

virtual network '6vs-pod-ﬁe'f' ; Brid'g'e ne,g:worl-( - |

Por‘cgroup:l | = |

Cancel Back

13. [#&7 (Finish)1 &2 v oL %Y, [EXE (Configuration)] A= a—MBEET,

Finish
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¥ flowreptest2 on QEMU/KVM: >

L

{:} CPUSs Name: | flowreptest2 l
B= Memory uuID:

?U Boot Options Status: I shutoff (Shutdown)

&3 virtio i ile: | ]
I Wirtlo Disk 1 Title:

|7} IDE CDROM 1 Description:

o MNIC:16:45:4a

@ Tablet

[__i_‘ Display Spice

i Sound: ichg Hypervisor Details

Hypervisor:  KWM
Architecture: x86_64

Emulator: fusrfbinfgemu-kvm

! Wideo QXL Firmware: [ BIOS -

Controller USB ; P—
MF . Chipset: I440FK +
@ IUSB Redirector 1

@ LUSB Redirector 2

= Console
~ z
=5 Channel spice

| Add Hardware | Cancel |I Apply

14, FEHF—230 RAU T INIC] 2 #IRLET,

15. R R YT —H 428 —T 1A X (Virtual Network Interface)] @ [T /314 X ET )L (Device
model)] FAW T A2 7RI X T [1000] Z:EIRLET . LE A (Apply) ] 0w ILET,
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16.
17.

18.

19.
20.

' flowreptest2 on QEMU/KVM: >

J Begin Installation @ Cancel Installation

W Virtual Network Interface

CPUs Network source: l wvirtual network 'ovs-pod-net’ : Bridge network + |

Mermory Portgroup:[ | - ]

Boot Options . —
Device model: | virtio | v

Virtlo Disk 1

Ch¥w N

Hypervisor default

IDE CDROM 1 MAC address:

s

MIC 116:45:4a

|z| Tablet (HEtse
[§| Display Spice
ﬁ Sound: iché

é;;*; Console

ﬁhr_\a Channel spice
[ video XL

ﬁ Controller USB
@ usB redirector 1
@) usB Redirector 2

wvirtio

| Add Hardware | Remove |[ Cancel |[ Apply

[VirtlO 7424 1(VirtlO Disk 1)1 &4 vHLET,

(35§47 < 3> (Advanced Options) ] KO T A2 YRR®D [T4 RS 713X (Disk bus)] KAw
TEY Ry A T[SCS Z:&IRLET , LEA (Apply) 10UV ILET,

Flow Sensor Virtual Edition TR—hr485%8 9 57-8 (. F7=I& Data Node VE T Data Node
BLEEZAREIZT B=0HIZ NICZEMTALERHYETH,

o TELVIDIZBE L. T2. Open vSwitch ~ D NIC (Data Node. Flow Sensor) $ & U &= Hil
R—rE=A1)> %5 D3EM (Flow Sensor DH) .

e TWWAIDIGE. ROFIEICHEAET .

(A2 A +— )LD ERAE (Begin Installation) 1 & 2) v LE T,
[4. Secure Network Analytics Y AT LDERTE I EAHAFET .
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2. Open vSwitch ~@ NIC (Data Node. Flow Sensor) BXUEE]R
R—rEZ=AR1)>5 DB (Flow Sensor M &)

Flow Sensor Virtual Edition E=41) >4 7R—k & f=(& Data Node Virtual Edition FH0D NIC Z3i&inL
TAVAM=IILETETTBIZIE. ROFIEEETLET,

1. [E% % (Configuration)] *=a2—T. [/\—KF 7 ®EN (Add Hardware)] Z9)v o LET,
[T/ \—KFH 7 DB (Add New Virtual Hardware ) ] ¥ 4 7045 Ry ANKRREN

P[ARY

35?_0

o Begin installation acancennqalutmn

Virtual Disk

B overview
Zource path: fvarflibfAibvirtfimages/Mowsensor.goow?

CPUs
— o Device type: Virtio Disk 1
Y Storage size: Unknown
~10r Boot Ophons Aaadont
e Virtlo Disk 1 b: =
IDE CDROCM 1 S .
MNIC :65:3d:87 * advanced options [
| Tablet

Il Display Spice
' Sound: ichs
..;. Console

ety Channel spice
B video QL
B controlier use

g
Add Hardwarne Remove Cance: Apply

2. ERIDFES—23> 4RI TIRYET—2 (Network) 120w ILET

Data Node D15& (&, Data Node H/ Ty HORYNT—I L THD T TSAT U AEBIETE
BEIINT BRI T—UBLUR— T IIL—TEERLET,
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gotrolls
i npu

B Graphlcs Partgroup

w sound

=% serial MAC sddress ﬁ

=5 Parallel

= Console Device model 1000

= Channel

ush Hast Device
Pl Hail Devics
Video
watchdog
Filesystem
Smartcard

USH Redirection
TPM

R

Panie Motifier

aF TR 4 § |

: Bridoe network =

3. Flow Sensor: 70—+t H—MDi5E (X, [[R—FJ JL—T (Portgroup) ] KOY T XU X k%
1)L, BRI ARENY Y THOEERR—F T IL—TEEIRLET,

[T /31X ET )L (Device Model) ] AT A2 YRREH1)wIL, [e1000] Z:EIRLET .

Data Node: Data Node D15 & [&. [Data Node MIHIL LAN DEETFE ITERLI=ZEZFAL
T. J3L LAN TO Data Node B @EZAIREIZT DRV T—0Y—REEIRLET,

- Storage
B controller

Inpuk

Nebwork

Metwark source

Virtaal nebwork "ovi-pod-net’ : Bridoe network =

Graphics
Sound

Portgroup ‘w_’l- 1 0-0-48

2

Serial MMAC pddress ﬁ LAl i o e -1

Farallel

Console Device model ‘ e 1000

t\.l'..‘\_.t\‘.'r

>

Channel

ush Host Device
PCI Hoit Device
Video
watchdog
Filesystem
Smartcard

USHE Redirection
TPM

AL

Panic Motilier

aF TS W F |

4. [#27 (Finish)]Z&2UvoL%EY,

5 BlDEERAR—FEEBMTE2LENHIEEIL. CNETOFIEERZEYRLET,
6. TRTOERKR—FEFEML=S., [/ RA—ILDEAIR (Begin Installation)] #51)w-oLE

j—o
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4. Secure Network Analytics & AT LD ERTE

4. Secure Network Analytics AT LDERTE

Virtual Edition 77547V RAON—K Iz T7T7ITSATURADA VAN —ILAT T LIS, BEEXER
2 AT Ls[Z Secure Network Analytics Z TEE 9,

=L

Secure Network Analytics ZE%E 9 5I[Z(&. [Secure Network Analytics System
Configuration Guide v7 4 2JDFIBIZ > TS COFIEIX. S AT LDERTELEE
A FZEBECRETIEILOIEETY,

T VAT LEBHEAARTHEESNTVSIEF T IS4 7 REHREL TS,

%Evm—/ SRR RV URARN ENLTT TSAT7 o RAVY—ILIZT IR TEDEE
ZBLET,

ROKREFEALT. BT TIAT VR ELREREERLET

BREEH Fi FISATUR
. eth0 BER—MIIL—T A J AIRELIP PRLRAZE|Y

IP7RL R Ny

YR TRY

F—bozA
TISATVRIZIF—BEDRANEDABETT, D7
TS5ATVRERANENR—DT TSAT7 U RIFEHRET

RARE EFECBA T BT ITSAT UV ADRARE A 25—
TR RRANDA U A—F Y MEEEHFHI-LTLNDE
EREELET,

RAL & BT TSAT U RICIEZE MR A BDBETT K
AMIUNEDTTSATURFAVRA—IILTEEE As

DNS H—/\ ZHIRRDT=HDMAER DNS H—/\—

H—N\—RREAD=HDAE2A LY —/IN\—, &T7 TS
AT VRIZDELEL 1 BDONTP H—N\—RBETY,

NTP H—/3 130.126.24.53 NTP H—/\—H—/N—DY RAMZEE
NTWAEEIFBEIRLET , COH—N\—([ZIXHELH
AIEMNHIBALTHY . S RADTIAILED NTP H—
IN— Y ZADSIET TIZRASNTLET,

A—)LYL—H%—

JN— To—hERBMEEIEFET D SMTP A—)LH—/\—
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4. Secure Network Analytics & AT LD ERTE

Flow Collector Flow Collector D& IZIHAETT,
THAR—h— "
< NetFlow DT 274 JLk:2055

Data Node D& IZIHETY,

o N—KHx7 eth2, £f=lL eth2 & eth3 DRV T+«
U0, mK20G DRIL—TYREERIRTBRUT4
U ENT-LACP eth2/eth3 IR—hFr R )LEE
B9 % &, Data Node D & RAEEH AT REIZAL
L) . Data Store A~ Data Node M EANX3ZHE AR
RIZHYET , LACP IR—r R T4 1, /1N —F
917 DataNode CEATEAM—DRU T4
ATarTHBHIEITEELTLESLY,

o {78 etht

TIAR—bLAN P PRLR:B#t&NT- IP PRLREHERT %A, Data

FIEVLANA  Node BBIENRDEHEH-TEEANTEET,
DIV—T42TF

AIREL IP PRL o 169.254.42.0/24 CIDR 7 Ov% (169.254.42.2 ~
A (Data Node fif 169.254.42.254) DIV—T 47 FRIBELR IP PRL
BIER) R

o JAID 3A T VH:169.254.42

o HIRYh:/24

o = %IV AT FUORERGIZTBHI=H
(2. EHLI-IP 7RL X (169.254.42.10,
169.254.42.11, 169.254.42.12 77 E) &38R LE T,

RYRIRY:

IR T A% 255.255.255.0 [Z/\—Ra—RahTHY.
EBETEFEEA,

T—RRNT IN—FROxT7 7TSAT U REERTS
Secure Network Analytics TOHNHETY ,

s YR—Tx
eth(d): /}—FrbIT  Flow Collector
B — e Data Node
eth0 N—R Oz 7#EEHRHR—r T3
* SFP+:
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PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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