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Data Store D ERHE 4

RDFKIZ. Data Store 3Y D Secure Network Analytics ZRBFH T AIBEDRYNT—F 2T EXAY
FUUICHATAEEEEOMELTRLET,

YT —HIC

B95EEE A

]

e DataNode MME(IZEETESLIIC IRBERAMyFEFEHRALTHIILI-

LAN ZEXELFT

Data Node f&] + FRTD DataNode VE ZRIL ESXi RRANZEBAT B EEHENOLE

&S 9, Bll 2 O ESXi 7R A< Data Node ZE A3 5154 1%, Cisco
Professional Services [ZE#&L T, JIIL7= LAN DR EICRET X iEF
=T TS0y,

Data Node 0 * DataNode [&. Data Node F'H'ﬂiﬁ%’&ﬁfﬁﬁliﬁ'éf:&)l:&i@@l/’f’(’ 2

ZAIFH VLANZHELLFET , DataNode VE DEBRAEICIEL T, {18 Data
Node ZMIL RV —VIZHEHRTEET,

Secure e Manager & & U Flow Collector (&, X T Data Node [ZE;ZETE S

Network ELRHYET

Analytics 770_ o Data Node [&. Manager, 3 X T® Flow Collector, & X 1U'% Data Node

FATVAEE [CEETEANENHYET

IR7E . Data Store Tld. 754 <) Data Node HMEIELT-1ZE D AT Data Node END B
O IR SR TOER A HAFVRIZDNTIE. YA E—FZBELAD
RCRG k= AW

ethl %41 L7= Data Node B @{EZAIGEIZ T BIZIE. (R XA yF T Data Node [E:8{E FIZIHRIL
LAN E£1=IZ VLAN #RELE T, CORBE XA YFIL Data Node D BIEZEAIZLET .

F71=. Data Node 0 Manager £ & U Flow Collector &M eth0 BIERIZ/NT ) w4 LAN £f=1%
VLAN #5XELET , flELTRORESEBL TS,
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Data Store D ERHE 4

Virtual Switch 1

(public VLAN 1 Data Store
(eth0), isolated
Manager VLAN'2 (eth1)) 192.0.2.10
1 92.0.2.40mgmt | iq—mgmt, ingest,‘ query ‘ Data
‘ query-H :<—inter-Data Node comms ‘ Node A
Flow | 169.254.42.10
Collector 1 i 192.0.2.20
1 92.0.2.50mgmt «—mgnt, ingest,‘query ‘ Data
ingest <@—inter-Data Node comms ‘ Node B
Flow | 169.254.42.20
Collector 2 l 192.0.2.30
192.0.2.60 Ed—mgmt ingest, query: ‘ Data
mg?stt :<—|nter—Data Node‘ comms -‘ NOde C
S —— 169.254.

Data Store 75 XA TI&, 3L VLAN AN /—FE THGEHLE/N\N—FE—FDARETT, ZD/\—F
E—bkMZ L E, Data Node A TS A 2B RIREME A BH Y . Data Store NELET B RINEE
UFET,

I o BADEHEIZDULTIE, Cisco 7Oz yiatF /LY —ERIZERBILEHELIEELY,

—8/)—KlE. FNFNHTRTD Flow Collector, Manager. BLUMD T —2/—KEBIETE
%)J:DI FRELET , mBELE/NTA—IURAFFBIZIE. T—43/—F & Flow Collector R LG
EELTREDEEZR/NMNEIZHA ., T—4/—K& Manager ZRICIBFRICEEEL T DN
7+ — U RAEmBEIELET .

o IJ7ATDA—IL:2RXAATIL, DataNode %7747 A—ILR(NOC R4 E) ICELET D&
FRCHERLTLVET,

o MBRANNAIN—INMYF REEBHI12TB=01Z, TXT® Data Node Virtual Edition
#RICYEBARRNE(FNA /=LA FIZEBRALET , SN IZkY, 3L LAN T Data Node
FIDREFEHHEIZITAES,

. Eﬁ %ﬂ@i@%b/\—l*"7170)f5$£75§ﬁ.'€ Data Store HMEIETHE, T—2EEE S
T—HEBED)RAINELLEYET, Data Node DR BEICHWTIE., BIZREREAHIFS
NEEIIZEBELET .

Data Node D EBRMNFHIE T 12, TTSATUARE) T—rLI=15E . ZD Data

0 Node DT —RZR—RAVARAVANEHEICBREELLZWNEAHYET , T—ER—X
DTN a—T4 T EFHTOBREIIZCDOVTIE. [V AT LIV I4FaL—30
HARIZESBLTZEL,
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Data Store D ERHE 4

Secure Network Analytics [&, #4F IV ToT4T4 ET VT H#FERALTRYNT—IDIKEE
BELET , Secure Network Analytics DAV TFAMIBITAII Ta4T1EIE FYRT—U LD
RRAMPIURRA U REV STz LA DRFHICEBITEDEDTT A A FTIVI IUTATAE
TIUT &, FYRT =IO TRERESNBI S T4V I ERITENBDTITAETAIZEDNT, ToT4
TAIZBET AIEREINELFT T FFMIZDULNTIL, [ Analytics: Detections, Alerts, and Observations
GuidelZZBRL TS,

Analytics # BT BIZIX. UTOEUTERHRAZERETHIVLELHYET,
o EE DD Flow Collector ZE AL =R FE - (X/\—FI 7 O Data Store N EBEITELT

ER
e Secure Network Analytics Data Store KAS (£ 1 DD AFEHT B,
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) —REH

) —REH
DI AV TR AREBTISATUAD ) —RERERLET,
D3> NREFERAL T, Secure Network Analytics Virtual Edition 7 75472 AD A R
P—ILEREICHELGRELTRLHELET .
¢ Manager Virtual Edition
Flow Collector Virtual Edition
Data Node Virtual Edition
Flow Sensor Virtual Edition
UDP Director Virtual Edition
1 $Hi-Y0I70—0HEFTaY)

AT LITHELR) Y —REHERLTESWD, ZOFIEX, P AT L/INTA—I U RIZ
EOTEETY,

ILWETR))— A DR VIKBE T Cisco Secure Network Analytics 7 7547 A E BT S
BEIX.TISFATORD) ) —RERAXRFFTEFRERL. REICIGLT)Y—REFEO
L. EHOEEMSSUKEEEEUICHBFTIDLENHYET,

A
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O ka)i%@#jj/vrhit(ieBw,,Ji RDESIZEZINET, 10109/ Ak,
(21X 230 /N MZEHLLVERODE L,

EXSi 7 RAR T CPU ZFHITBHEEZICRAD/INTH—I U AE1FBIZIL. [CPUERTE (CPU Settings)]
T. CPU BlIIR# D [F £ (Reservation) ] R EIZRDETEMNFEHIN TS EEEELTES
LY,

<CPU & & (GHz B{I) >/<@®E T 0ty HHD *<CPU ¥

LITOHITIE, RARD 143.95 GHz % 96 DRBEa7 TEIS L. RE7 (CPU) 7=V 1.5 GHz 124
YFES, RIZ. COIERAFDOFHEH CPUDEERITET,

= vsphereClient Q

<

B perfl-esxi70-2 i ACTIONS
[ ] E @ Summary Monitor Configure Permissions VMs Resource Pools Datastores Networks Updates

a7 ’

= Hypervisor: VMware ESXi, 7.0.0, 16324942 CPU Free: 137.26 GHz|
= Model. UCSC-C240-M55X a

o Used:669GHz [ Capaci ity: 143.95 GHz
a2 Processor Type: Intel(R) Xeon(R) Gold 6248R CPU @ 3.00GHz

- Free: 659.13 GB]
& [Cogical Processors: 96 M*’“"’V_ s
@ o e Used: 364.53 GB Capacily: 1,023.66 GB]
. Virtual Machines: 7 _— .
& State: Connec ted (O
& Uptime: 74 days Used: 6957 TB
Ml () perfl-esxi70-2

&

o Hardware ~ Configuration v
&7

on
© Manufacturer Cisco Systems Inc
& Related Objects A
e Model UCSC-C240-M55X

= N
& > CPU [ 48 cpus x 3 GHz one
&

Memory [ s6a536B/102366 68  DETAILS
v B

@ > Virtual Flash Resource 0B/0OB

o

LTOFIDESZ 12D CPUEFERTAIVATLDIBE . 1.5GHz [Z 12 CPU Z#+5&. [CPU
F %39 (CPU Reservation) ] EX E D #E 18 GHz BN E{ELNFET,
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Edit Settings = stdperf-cdsve-large-esxil %

Virtual Hardware VM Options

ADD NEW DEVICE ¥

Cores per Socket v
Scckets;: 12

CPU Hot Plug

Reservation X ) MHz ~

Limit Current value: 18 GHz v MHz,

Shares Minimum: O MHz v

Hardware virtualization Maximum: 18 GHz irtualization to the guest OS @

Performance Counters Enable virtualized CPU performance counters

CPU/MMU Virtualization Automatic v @
> Memory v GB v
> Hard disk 1 75 B v ]
» SCSI controller O VMware Paravirtual

FEHMIZDULTIL, T3b. ESXi RAVR 7OV Y —IN—ADRBEFTTSATURADAL 2 AM—IL (1SO) |
#=ERALET,

Manager Virtual Edition D&/NDJY—RE|Y Y TEZRE T AIZIL. Manager (COT AT B
bisziéﬂéﬁﬁl—*f—d)ﬁiﬁ&)i?o JY—RENYETERET HICIE. ROEHRESEL
TLIEELY,

Manager

FEERHE DAFHF LATHH LARDAN 1BBEYD AR

a—H—x* # CPU HFE) L—o J0—# wRAk
=K9 6 40 GB 200 GB =X 100,000 100,000
10 #8 12 70 GB 480 GB 100,000 #2 250,000

*Iﬂhﬁ%:;_—f—l:li Manager 7547 bR ICEAT 2R 71— ILEHLR—LOEALE
ENFEY,
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Flow Collector Virtual Edition D)V —RBHFRET HIZIE. RYET—OTFEINS 1 #HT-Y
D70, BEVERITIFEDIIVRAR—RERAMNDHETE LTS, SEMICDOLVTIE,
NMpH-Y0I0—0EE 17 avESBLTEE0Y,

F1=. FPS Dt EERFEHICIOTHR/INAMN—VBENMEZLENHYET

Data Store ]I Data Node [ Flow Collector Tl 7 O—% T 51=H. TEL T\ ERH
(Data Store ZEL . 1= Data Store HY) DEHZE LT SBLTLEELY,

Flow Collector (Data Store 7%L)

WRBIINT—

18HEYD0 HAFH DEAFHE 22— A3— IHR &R
Z0—# FH CPU HHAEY (30 BRE) ITMfR R—% KRRk
£K 10000 2 24 GB 600 GB BK 65535 |A1024 25000
2K 30000 6 32 GB 900 GB 2K 65535 A 1024 100,000
XX 60,000 8 64 GB 1.8TB X 65535 #xKX2048 250,000
£X 120000 12 128 GB 36TB BK 65535 Sk 4,006 go,ooo
Flow Collector (Data Store &% Y))

19HYD HWEFH DAFHE BHERND A53— IHR AR
I0—¥ FH CPU HAEY A= IxMR R—% KRRk
2K 10000 2 24 GB 200 GB 2K 65535 |A1024 25000
£K 30,000 6 32 GB 200 GB K 65535 A 1024 50,000
£K 60,000 8 64 GB 200 GB £ K 65535 %K 2048 100,000
£K 120,000 12 128 GB 200 GB B K 65535 EA4096 250000
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RDIFHZEFEEEL T, Data Node Virtual Edition D)V —RABHEETELFE T,

e 1PHIYDTIO—DOFE RV TD—ITFEINS 1 BHI-YDTO—ZRELET , 14
[ZDWTIE. T BHEYOI7O0—0FE It7 a0 ESBLTESY,

o DataNode D% :1 DD Data Node, £f=Id 3 DLLE D Data Node ZEFTEEIT (3 DT
1EYR), FHICDOWTIE. T7TSAT7 U ADEM (Data Store $HY) 1ZSBLTLEESLY,

1HEYOIO0—DOHEIZEDNWVTROEHESHEL VY —RBEHERELET,
B — %8 Data Node Z{i§ X f= Data Store

70—# ZARL—2 (30 HREERER)
A 30,000 6 32GB 2.25TB

X 60,000 6 32 GB 45TB

%X 120,000 12 32 GB 9TB

&K 225000 18 64 GB 18 TB

3 DM {18 Data Node % {jif 2. 7= Data Store

e o > 5 & DataNode D788 3 D@ Data Node Data
1BHIYD BAFHFE LEFHF  \ZLL—o @0 BEE  Store DRERMRE

TR RO PE L—3 (30 BRI ERES)
BA 30000 6 32GB Data Node #7=Y) 1.5 TB 2?5? stwe RIc&&t
&K 60000 6 32 GB Data Node #7=1) 3 TB g?ts Store FAIZ& 5
A 120,000 12 32GB Data Node 7-1) 6 TB ?;’EraBStore BIz&t
X 220,000 18 64 GB ?St;Bhiode 1=y :I;)S’EraBS*tore A&t
XX 500,000 18 64 GB ?Sa'fraBl\iode H1=Y E;tTaBs:ktore BIzast

* KIFRIRBETIE, TLAN) DIERIEMNZE N Z 5= (2 Data Store FRBEIEL A BEAHINET,
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Z Dt 3> TlE. Flow Sensor Virtual Edition [CDULNTERBALE T,

o Xyya:[7A—F vy a4 X (Flow Cache Size)] FIlZ(Z. Flow Sensor H\[E] B ZALIE
TEBT7IT4770—DHR KRB REINTET , TrvdalTFHEHAT)DETHRES
. 78— 60 TEIZTSviasinEz T, [7A—F vyl ot A X (Flow Cache Size)] &

FRALT,. E2F4—MRISTVIDEICHLTRELGAEIDEE

FRELET,

s B RBICVDERY—ADEIF, SESFLAAEMER (FH/ T ybo 4 X /A—Xb
L—bk, ZOMD YT =0 ERRARDIRT) ISISCTRBGYET .

NIC - E=
S
R—F

1 X 1GBps

2 x 1 GBps

4 X1 GBps

1 X 10 GBps *

2 x 10 GBps*

BEF
HEH
CPU

12

IR/
N—LHx7
FRFH A

Y

4GB

8 GB

16 GB

24 GB

40 GB

WA
T—HR
L—o

75 GB

75 GB

75 GB

75 GB

75 GB

FRAIhBIRIL—FvE

850 Mbps

1,850 Mbps

PCI /SRR JL—ELTEHRTE
INTWBAEZ3—TIAR
(igh/ixgbe ZEHLFE - F
e1000e 2£H1)

3,700 Mbps

PCI /SRR JL—ELTEHTE
SINTWBMEZ3—TIAR
(igh/ixgbe #EMFE =&
e1000e #£41)

8 GBps

PCI /SRR —ELTEHRTE
EINTWNBAE—TI(R
(A>T )L ixgbe/i40e ZEHL)
16 GBps
PCI/SRRIL—ELTETE

INTWNBAE—TI(R
(42T )L ixgbe/i40e HEHL)

70— Xy
YaY4X
(FERFZO0—0
=AH)

32,766

65,537

131,073

7512,000

71,000,000

*10 GBps RIL—TYRDIBE . TRTH CPUZE 1 DDVUYMNIHRTELET, BN 10 GBps NIC
ZLIZ. 10D vCPU & 16 GB D RAM #3BiNL %9,
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AFay B VM ARART1 DLLE®D 10GNIC ZEATEEY,

Flow Sensor Virtual Edition Dy k7J—4IR1E

Flow Sensor Virtual Edition 4> A— L3 BRIIZ. CERADO RV —VIBEDAATEHEZELT
{IZELY, 2D HAKIZ. Flow Sensor Virtual Edition TE#H TEA3IT R TORYNTI—VIREZHR-ST
WEY,

B 1% : Secure Network Analytics (& VDS IRiEZEHR—FLTULVET HY, VMware Distributed
Resource Scheduler (VM-DRS) ZH 1 R—kLTLVEH AW

R Ry —4HB1E : Flow Sensor Virtual Edition (&, RDEA T DRIV T —HRBEZEHL
E3
o REO—HIL TUT RYRT—S(VLAN) FSU XU T HFERALI=RYNT—2

e (A—AIR)—LBEDEAT)1 DLLED VLAN T/ Yk BZA—U2H TINA ADE
BN ZIEINTINS, 7 BELT= VLAN

o J54~R—KVLAN
o INAIN—/NAH KRR (VLAN LLA})
Flow Sensor Virtual Edition D5 274v%9
Flow Sensor |&. X Ethertype DT 74w I ZMIBLET ,

Ethertype ZJoka
0x8000 BED IPv4
0x86dd BED IPv6
0x8909 SXP
0x8100 VLAN
0x88a8
0x9100

VLAN QnQ
0x9200
0x9300
0x8847 MLPS =% Xk
0x8848 MLPS % JLFF+ R+

Flow Sensor [&, fx LI MPLS SAJLEF=IL VLANID ZRES IV I IRR—ILE
o INTYRERIBLTWNDIGE (X, thDSNILENA/SRLET,
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UDP Director Virtual Edition Tl (REYUARDEBEH/EFH-THENHYET, F/=.FPSD
HELREBEHRICI O TRINAN—CBENMNEZRTEAHYET .

AT HIFEH CPU WABTFREHAEY BINT—2 AL—D BXFPS L—bk

2 4GB 75GB 10,000

BIRDEIL a3V TRULELDEFZERGARN—VREICEDVWTYY—RERZHETHEE
F.ZCIZRT 1 H-YDI0—(FPS) DEtEEFERATEET,

AL—DD 1 #HT=-YDT7A—0DFlow Collectorst & (Data Store ZZL TH E
)

Data Store 7L T Flow Collector (NetFlow) BT 2G5 IL. RD LSRN —PDEIYHTH
HELET,

[(H T FPS/1,000)X 1.6 X B %]
e daily average FPSZEHLFEY,
o COHEE 1,000FPS TEIYET,
o COHBEIZAFN—D 1.6 GBE#HNTAHE N BA DAL —DICHETHENEONE
ERR
o« ZOHUEIZ Flow Collector DEARL—DTO—%RTFTHH B EHNTFET,
FEZIE . ROVATLDIES
e 50,000 daily average FPS ZALIE
e 30 HEIZO—%&%E

Flow Collector 7=V DHIEZRD LSIZEHTEET,
[(50,000/1,000)X 1.6 X 301 = 7,200 GB(7.2 TB)

« AR FPS = 50,000

« BEFEY 50,000 FPS / 1,000= 50

e 50 X 1.6 GB = 1 HHFEYDRAFL—UHEE 80 GB

e« Flow Collector #7zY 80 GB X 30 H = Flow Collector #7zY 7200 GB
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Data Node AL— D 1 BV D70—DEE

3 D Data Node Virtual Edition [Z Data Store Virtual Edition # B9 515 & L. Data Node =&
(2. ARL—DBIY B TERDAETEET HEEHELET,

[(ABEFEY FPS/1,000) X 1.6 X B%] / Data Node #
e daily average FPSZEHLFEY,
o COOHYEE 1,000FPS TEIYFET,
o COHEICANL—VD 1.6GBEFHENTDHE 1 BRDAN—VIZHETHENAEONE

ERS
o COHME(IZ. Data Store DEAMN—LDT7O—%FREFTHIEEZEZHITET,

o CMM#YE% Data Store N Data Node # TE|->T. DataNode HI-UDAL—FEH
LFEd.
2R IE RDVATLDIGE:
e 50,000 daily average FPS ZALIE
« 90 BM7O0—%R%E
e 3 D0 Data Node Z#fi

Data Node H 1=V DEIEFX XD ISIZEHTEEY,
[(50,000/1,000) X 1.6 X 90] / 3 = Data Node #71=Y 2,400 GB (2.4 TB)

« HEF FPs = 50,000

« BH¥HJ 50,000 FPS / 1,000 = 50

e 50 X 1.6 GB = 1 B®HEYDAFL—UHHBE 80 GB

e Data Store #71=Y 80 GB X 90 H = Data Store 7Y 7,200 GB
e« 7,200 GB / 3 Data Node = Data Node #7zY 2,400 GB(2.4 TB)
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1L EBERI7A7I+—ILDERTE

LBERI7ZAT70+—ILDRTE
TISAT O ANEYBIETED LI BICIE T7AT 04— LFZET /X avbA—)L
YRAMZE D TREREGEN T OV IEINLENESICR YN T —IFRETINELHYET , CDIE
[CRENBEHREFALT. TTSATUVANRYENT—IF N L TRIETED LSRN T—V%
BELET,
F—TUOR—MIFTRTDTITFATUR)
FYRD—UEBEITERLT, ROR—IHBHLKREIZL, 7T 5472 X (Manager, Flow
Collector, T—%./—F Flow Sensor, $ & U UDP Director) L CEFIBR D7 IV RERETESZ
EERERRLTIZALY,

e TCP22

e TCP 25

e TCP 389

. TCP 443

e TCP 2393

e TCP 8910

e UDP 53

e UDP 123

e UDP 161

e UDP 162

« UDP 389

e UDP 514

e UDP 2055

e UDP 6343

Data Node D ZF DDA —T7R—F
F 1=, DataNode Ry b T—IIZBRAT HEE (L. ROKR—EHFHWIRET, EFIEDOT7TIEX
FIRMTEHIEEHEZEL TS,

. TCP5433

« TCP 5444

« TCP 9450
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1L EBERI7A7I+—ILDERTE

Secure Network Analytics TIR—FMED ISIZFREINEINEFRDRIZRLET,

EET (V14T
EBEL—H—DPC
IRTCDFITSATUR
Active Directory

Cisco ISE

Cisco ISE

SfERT v—2x

Flow Collector

UDP Director

UDP Director

UDP Director

UDP Director

Flow Sensor

Flow Sensor

NetFlow TV RR—%
sFlow T RAR—%4
Manager

Manager

Manager

Manager

Manager

Manager

S (H—/\)
TRTDTITIATUR
YT —I DEFZIR
Manager

Manager

Manager

Manager

Manager

Manager

Flow Collector (sFlow)
Flow Collector (NetFlow)

H—K/\—F4D
ARUNEESRT s

Manager

Flow Collector (NetFlow)
Flow Collector (NetFlow)
Flow Collector (sFlow)
UDP Director

Cisco ISE

Cisco ISE

DNS

Flow Collector

Flow Sensor

R—bk

TCP/443

UDP/123

TCP/389, UDP/389
TCP/443
TCP/8910
UDP/514

TCP/443

TCP/443
UDP/6343%

UDP/2055%

UDP/514

TCP/443
UDP/2055
UDP/2055%
UDP/6343%
TCP/443
TCP/443
TCP/8910
UDP/53
TCP/443

TCP/443

Zakan
HTTPS
NTP
LDAP
HTTPS
XMPP
SYSLOG
HTTPS
HTTPS
sFlow

NetFlow

SYSLOG

HTTPS
NetFlow
NetFlow
sFlow
HTTPS
HTTPS
XMPP
DNS
HTTPS

HTTPS
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EET (V4T
Manager
Manager
Manager
Manager

a1—H¥—PC

Sk (Y—/Y\)
Flow T RR—%
LDAP

CRL S ERA b
OCSP LRRUA

Manager

R—Fk
UDP/161
TCP/636
TCP/80
TCP/80

TCP/443

ZJakan
SNMP
TLS
HTTP
OCSP

HTTPS

* CNIETIAHILE R—bTETMN, FED UDP R— 2 THRR—ATHETEET,

Data Store Z BB 21=DIZT7A 7O+ —IILTHGBIER—FERIZRLET,

.  RETOFATY

~)

1 Manager

1 FT8/—F

Manager. Flow

2 Collector . LU

F—8/—F

2 NTP H—/\—

& Manager

3 Flow Collector

3 T—3/—K

3

NetFlow T4Z XH—

S5 (Yr—/3—)

Flow Collector&
T—3/—FK

D9 RTD Data
Node

NTP H—/\—

Manager. Flow
Collector . LU
F—8/—F

Flow Collector&
S )—f

Manager

Manager

Flow
Collector: NetFlow

R—k

22/TCP

22/TCP

123/UDP

123/UDP

443/TCP

443/TCP

443/TCP

2055/UDP

JaralFEIZEN

SSH(Data Store T—H~N—X
DIEAEIZKE)

SSH(Data Store T—H~N—X

DB VT —ER—X
BEARYIHE)

NTP (FrZI B C L)

NTP (FF%I| B HA (2 A 22
HTTPS(Z7 7547 ABID+
FaT7BIEIZBE)

HTTPS(7 7547 AE D+
FaT7EEIZVE)

HTTPS(Z7 7547 ABID+
FaT7BIEIZBE)

NetFlow M HEXY) A A
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1L EBERI7A7I+—ILDERTE

10

11

RORIZ, FIET—VBBICE O TREDEED

F—B/—F

F—B—F

F—B/—F

Manager. Flow
Collector . LU
F—5/—K

F—5/—f

sFlow T AR—4A

F—5/—f

EET(VF1TUH)

FRTDTISATUR

Manager

Manager

Manager

Manager

1—%—PC

fthdD 9 R TOD Data

Data Node Bl Avt—24

o 4803/TCP P

DI RTOH Data Data Node fEl Ay tE— 4

Node 4803/UDP F—Ex

DT RTD Data Data Node [l Ayt— 24

o 4804/UDP P

F—R/—FK 5433/TCP  Vertica 754 7> MEf:

fthdD 9 R TOD Data Vertica *yt—o 5 H—EX

Node 5433/UDP DE=H/—1)G

Flow Collector 6343/UDP  sFlow D EXY AR

(sFlow)

DT R T Data Data Node il Ay t—20 %

e 6543/UDP H—E2

REHFTRLET,

e 5t (B—/%) R—k Zakan
a1—4%—PC TCP/22 SSH
H—KRNN—TFADANVEEXT L UDP/162  SNMP - k5w
H—KR/IN—TFT A DAREEBIXT L UDP/514  SYSLOG
BFA—IL T —rDxzA TCP/25 SMTP
ZRHI4—K TCP/443  SSL
TRTDTTSATUR TCP/22 SSH
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1L EBERI7A7I+—ILDERTE

RDOE(Z. Secure Network Analytics VAT LIZE > TERASNASEIFLEHKERLTULED,
NoDR—bD—EFA T3> TT,

j D TE-;J/443 (https)

TCP/22 (ssh - optional) Manager

(Central Manager)

Active :
------ TCP/UDP - .
Directory D R 3‘;9 Protocols (all appliances)

UDP/53  (dns)

UDP/123 (ntp)

TCP/25  (smtp - optional)
UDP/514 (syslog - optional)
UDP/162 (snmp-trap - optional)

(ssl)

IDentity :
A ' N N
: ubp/3514 i | Tcefasz |
! < ; : h {1 UDP/161 (snmp)
* . TCP/443 (https) ] i (https) 3
'.-“ ;--------:?"-’-----------------------------!---------SPAN/TF;P "{:..*.-.'E‘ ~‘5-':-‘ .
A A E A A
------ UDP/2055----J DR —
Secure Network Analytics Secure Network Analytics | | uDP
Flow Sensor Flow Collector I Director
i § : Exporters:
Sesssosssssseseoooees re- Routers and Switches
3
§ UDP/2055 (NetFlow)
UDP/6343 (sFlow)
UDP/123 (nip) UDP/2030

UDP/53 (dns)

ajn

Endpoints
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LITOREIZTRT LI, Secutje Network Analytics 77547 A lE. REBRYRT—5 RykJ—
SED., F=IEDMZADWTNTH-TH, RV T—IE R TEELRYNT—IET AV MDD E
WEHNL YD RSN AL ICERMICEBRT A2ENTEET,

Admin
Accessing
'.’ Manager
L\
@ l Manager
ik Manager-Data

Node Comms
poo
NTP Inter-Data Node

Server Data Store Comms

(3 Data
% Nodes) 175 Y6 @

A 8 9 |11
FC-Data Node

Comms

8
Flow Flow @
Collector Exporter
> < Manager-FC
®

Q0
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2. Virtual Edition 1 AR— L7 L DA O—K

2. Virtual Edition 1> AR—ILI77ALILDE Y
O—K

ROFIBIZH ST ARETTSATUADAVAM—ILEAD ISO J7/ILEA D O—RLET,

FISATIRA )
B2 VAN TPA 2
I
#
3a. VMware vCenter ISO VMware vGCenter ZfE AL CIR 7 7

SATUREAVAR—ILLET,

T ESXi RAV R 7RAVKRARF—/3—[C
3. VMware ESXiAFE7B2F— 150 RE7TSATUREAVRR—ILL
N *9,

e . KVM & Virtual Machine Manager Z{&
o KUM &5 £ VitualMachine. 15 Pt Al
—g F_)Lbasj—o

1. https://software.cisco.com T Cisco Software Central [CAY A4 LET,

2. [F9>0—KEEHE (Download and manage)] > [A o A—KEF7w T4 L—K (Download and
Upgrade)] 233> T, [ O—FRIZ7 1A (Access downloads)] Z:#EIRLET,

3. [AFDER (Select a Product)] Z4—ILEMRBRESNAETTFIZRYO—ILLET,
4. Secure Network Analytics Z77AILIZIE. RD 2 DD HFETTIERATEET,

o AHITHRA: [ 5 DEIR (Select a Product)] 714—JLKFIZ Secure Network Analytics
EANLFET Enter ZHLFET,

o Aa—TRR:[TRXTESHE (Browse A1 &0V HILET, [EF2)T+
(Security) 1> [y b —Y DA RIEEET AT — 3> (Network Visibility and
Segmentation)] > [Secure Analytics] ([Stealthwatch]) DJIEIZEIRLET .
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1. PTZATVREIATERIRLET

e Secure Network Analytics {R 28 Manager

e Secure Network Analytics {% %8 Flow Collector
e Secure Network Analytics {% %8 Flow Sensor

e Secure Network Analytics {& %8 UDP Director
e Secure Network Analytics {% 28 Data Store

2. [Secure Network Analytics AT LY TR)x 7 (System Software) ] 1 EIRLET,

3. [Ex#1)1J—X (Latest Release)] 5 T, [74.2](Ff=[FA VA=V T B 14x D/IN—23) %
ERLET,

4. A9o0—K: ISO MV AM—ILI7AIERDIFET, [F>O—K (Download)] 7/ %
f=I% [H—HKIZEM (Addto Cart) ] AV ES)VHILET,

5. COFIEZERYIRLT. 7ITFAT UV REATZEITT7AILES D O—RLET,
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3a. VMware vCenter 2 ALTzRB7 TS54 7V AD A2 A +—)L (ISO)

3a. VMware vCenter Z{ERALI={RET7IS14T7>
ADAAR—IL (1SO)

B2
VMware vCenter Z{F AL TIRE 7 TSA T REAVAM—ILT BIZIE. RO FIEIZHELNET . Tl
DHEEERTDEHEREX. RESBL TS,
e VMware ESXi RAV R 7AH—/\—:[3b. ESXi RV R 7 AV —/IN\—~ADRET7TS547
DADAAM—)L(ISO) I1ZEALET,
o KVM:[3c. KVYMTRRMDRBT TSAT7UADAUA—IL(ISO) 1%ERALET,

Secure Network Analytics v7.4.x [&. VMware 7.0 EH #itE MBHYET , VMware 6.0, 6.5,

0 F1=1% 6.7 & Secure Network Analytics v7.4x [EHR—FLTWVEB A BEHIZDOULNTIE,
['vSphere 6.0, 6.5 ,and 6.7 End of General Support]® VMware DY =217 JLZS L TS
=0y,

(L HSHIIZ
AV A= ILEIROBHEIZ. RO EHEFIEZFSTE T LTS,

1. Bt . THR OEBEEHEEZELET,

2. JY—REH T)Y—REH | DEBEFHERL. TISATURIBEREY LB TERELET,
JY—R T—=IVFEEIERBAEEFERLTIY—RZEYHTET,

3. D7ATIA—IL. BIEDIF7AT IA—ILEERELET, FMICOWTIE. M. BERT7A
T IA—ILDEE/RTE 1 ZSRLTIZEL,

4. T7AIVTTSATUADISO 774 ILESFHO—RLET, FIEICDULTIX, 2. Virtual
Edition 1> AR—ILIZPAILDF 2 O—FR 1S BLTIEELY,

5. Bl ARBET7 TSAT U REAVAR— LT B VMware BERD /A /\— /N HFHRAMIEETE
SNEBZAELWLEZERLTWAIEFERLET . ELLLEWEE . RE7TSAT7UR
FRETELRLIEABYET,

A Secure Network Analytics 7 7547 RAERCYIBIS AR/ AT LIZEETETEL LY
I UFEEIFRETIEADAR—)LLIENTLZELY,

FTTIZTAV A= ILENTWNBHARRLIN—230 BN EEEZEINBT-8 . Secure Network
A Analytics (RIEET TS 72 RIZ VMware Y—IJLEA Y ZAR— LU N TS, AV R
f—ILT B ARBTITSAT U ANMEREEIZRY . BAVAMILARE(ZRYFET,

vCenter ISO)Z{FRAL=RBT7ITSAT U ADA 2 A—)L

VMware vCenter (E1= R DEE) NHIEE L. ROFIEZFEHAL.ISOEFALTRET S
FGATORGEAVAMN—ILLET,

Data Node E7=[& Flow Sensor # BT 515 &1L, BELFIEDIT R TERETL TSI X
LTLEEELY,
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F—B/—F
RDOFIEZERTLFET

1. Data Node [E:&{E DI LAN DERTE .

SARBTITSATUADAV A=)V IZHEHFE T, DataNode (RFET TSA T REAVR
=L BEEE. 2 DDRVET—ITFEZTEEAVRM—=ILTBRELRHYET,

Flow Sensor
ROFIEEETLET,

2. 552499 % BT B Flow Sensor DEXSE
SRBEFISATUADAU A =)L
4. BMNE=4)>4 R—rDEZ (Flow Sensor DH)

FTOMIARTDTISATUR
7 TS5A T2 A Data Node F1=1d Flow Sensor TIHELMES X, RO FIEEZEITLET,

BARBT7 ISATUVRDAVR—)L

0 A=a—¢ET 574090 D—FIE, ISR BREFELGDIEENHYEST, VIO T
[ZR89 AEEHMIZDULNTIL. VMware B4/ REZSBBL TS0,

1. Data Node fEI:8{E FHD L LAN DEETE

Data Node Virtual Edition v cJ—2IZRE 9 5155 &, Data Node [EB{ERA D eth1 /LT
Data Node W EEICEETEDLIIC REBRA/yFHFHL THIL LANZRELET,

AAYFDHREIZIE 2 DDA T avrbyET,
o vSphere #EX M YFDERTE
 vSphere AR AYFDERE

F AT Data Node Virtual Edition ZRIC ESXi IRAMZEBEL TLEEELY, Bl < D ESXi 7~
0 A2 Data Node Virtual Edition 38 A9 515 & (&, Cisco Professional Services [Z3EH&L
T ML= LAN DEREICET A ZIEETZ (T TS,

vSphere Z2# X /Y FNDEXTE
1. VMware RAMREICAT AV LET,

2. vSphere ZBEX A YFDEREIZDLVTIX, VMware @ vSphere 12X Ay FDIERLIZEET 5
R Ak [FEEE] [THE> TS, FE 4 Tl BB# X A wF (Standard Switch)] A7 3
20 [rIETR—KE4 )L—T (Virtual Machine Port Group)] &R 52 &IZ5FE L T
=&y,

3. NB.IBT7TSATUVADAVAM—ILIZEAET,
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vSphere IR MY F D EXTE
1. VMware RAMRIFEIZCAOT AV LET,

2. vSphere BEIRAYFDEETEIZ DL TIE, VMware D vSphere B EIAA v FDIERLIZEET 5
FEa Ak [EE] TR TLEEWL, FIES5a DT VT IDEIZIE, DElEEHE1 DD Ty
TV ODBETTA, ERDOKRANMI/—RFEDESEREETRVLRY., 7vT) o o%%
ETADEEHYEFA. EHDRANI/—FERETIHENHIBEEIL. VAT H
R—k IZEBWEHLELEEL,

3. BBTIFATUVRADAVAM—IVIIZEAET

2. :57499%ESZtH9 B Flow Sensor DERTE

Flow Sensor Virtual Edition [ZI& VMware IRIEZAI{RI\L T H#EEENHY . 7O—IERIGFEE D D
A—F—3ZE M TEET, FENANN—NAHFRAMABIZA VA= ILENBRETITSATU R
&L T. Flow Sensor Virtual Edition [&7R Rk vSwitch Mo A —H Ry IL—LEZZEIRIIZT T
Fvl., Aon\t—230R7 EvbL—b, Ty —MNMIBERTIEELG Y IV HFHEST
JO0—La—FZEHEESICERLET,

| 0 BRI ABREADERANMIZO—t Y —F AV RA—ILTERDERHYET,
ROFNEIZHST, vSwitch LEDIZT1v 0% E R 5L, Flow Sensor Virtual Edition ZRD K5
[ZERELET,

o BRDOKRAFTD vSwitch NDEZHR
o H—MARAFTO vSwitch DES1R

PCI /AR RIL—IZKBNEBNS T4V I DE=R—12YT
Fl=. EHT B PCINRRL—ZFERALTEERYNT—YFEZ4) 2T RIZ Flow Sensor Virtual
Edition %X ETH_ LB TEET,
o E:igh/ixgbe ZEHL F1=Id e1000e ZEHLD PCI /AR X )L—,
o JY—Z1E# : [Flow Sensor Virtual Edition |Z S B L TLEELY,
o BEFEMOVWTIX. M BERIZFATI4—ILOETE I1ZSHBLTZEL,
o ZFJE:Flow Sensor Virtual Edition [Z PCI 2y T —9 A 3—DJ A4 A%F1EBMT BHIZ(X.
VMware DY =7 ILEFSHLTLZELY,
BEHDRART®O vSwitch NDESR

Flow Sensor Virtual Edition Z{E AL T. BH# O VM RRALE =X VTR R =578 vSwitch £
DS 749 0EERTHIZIE. COEIIVDFIEIZHENET,

DI AVDORNAIE. VDS AU T—IIZDOHEZELET . VDS LIS DEREBERIZRYET—oH
HAEEIE. TE—DHRANTO vSwitch DEER JIZHEAFT .

RERM
| O =5 2BEROERRNITIA—t Y —F AV R— LT IREADHYET .,
COEFREICIE. ROBHAHYFEYS .
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3a. VMware vCenter 2 ALTzRBE 7 TS/ 7 2V AD A2 X +—)L (ISO)

SEURIBAR—F (dvPort) : B LN7%: VLAN & EZ{To71= dvPort ' )L—J % Flow Sensor Virtual
Edition TESfR9 A% VDS IZIEMLZE T, Flow Sensor Virtual Edition MRycT—o LD
VLAN & VLAN ST A DS T4 OZEBERTIHEEIX. ThENDEALTIZ1 DT D,
2D dvPort T I —TH# T DL ELHYET,

VLAN ID: B85 C VLAN(VLAN k52X 0 F 1= ET5A4X—k VLAN LISV #EARAL TLVS15
5. COFIEEZETTAICIZVLANIDD BNHRETT,

|ERE—F %,

#E R 7R—b : vSwitch TR E .

VDS ZEAL TR T —VZRET DICITRDFIRZEZREITLET .

1.

2.
3.

[y —F2 %5 (Networking)] 7AaALEHD)ILET,

[RybT—F>% (Networking)] V') —T. VDS ZHIIVILET,

[4387R—b% JL—T (Distributed Port Group) 1 > [## 5 Bk?R—~ 4 JL—F (New Distributed
Port Group) ] #:ZRLE T,

Settings

[ R 9 8 R—k % JL—7 (New Distributed Port Group) 1 ¥ 4 7 A4S RO REZFERALT. X
DFIEDEHEZEHTHR—ITIL—TEHRELET,

[ RTEIS AT E IR (Select Name and Location) ]: [& Bil (Name) ] 74— JLKRIZ. 20 dvPort &7
W—TEHNTDLHEAALET,

[E% E 48 Ak (Configure Settings)]: [ZR—F 4 (Number of Ports)] 74— JLRIZ, RRRI SR 4
R Flow Sensor Virtual Edition D ZE A ALET,
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MNew Distributed Port Group

+ 1 Sslect nama and location Configure settings

m et geneal propestiex of e newrpart groug

3 Ready o complete

WLAN

7. [VLANZA T (VLAN type)] KOy TR Y RRED)VILET,

|

RIEMA T VLAN Z{F LALLM E X, [4L (None) ] Z:EIRLET .
EBANTVLAN ZERAT 2B E (L. VLAN A/ TEEIRLET . RO LSIZEELE

a}- 3

VLAN #4147 i

VLAN [VLANID] 74—JLRIZ. ID [T—E 3 5 &
50 ~4090)FAALET,

FTARTD VLAN bS5 700 9%FBIRT 51
(&. [VLANNS &5 (VLAN trunk
range)] 74—JLEIZ0-4094 EA HILFE
ERS

KOyT AU RS [EE R
(Promiscuous)] Z:ERLET,

VLAN ko225

754 ~X—k VLAN

8. gf:%Tii"Eﬁ%O)F—ET (Ready to Complete) ]: R EZMEFELET . [#& T (Finish) ] &2 woLZE

9. [#ybT—F2% (Networking) ] 'V1J—T, #LL) dvPort T IL—T&#H V) ILET, [BRE
D#wE (Edit Settings)] Z:&IRLET,

10. [¥a1T4 (Security)] ZZIRLET,

11. [EZEFIE—FK (Promiscuous Mode)] KAy T A1) ARES) v LET , [550] (Accept)] &
ERLET,
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doc-portgroup - Edit Settings

General

Advanced ( " )
Promiscucus moge ACCEDl

WLAN

MAC aodress changes Accept
Teaming and fallover Forged transmits Accept b

Traftfic shapmg
Manitaring

Miscelansous

12. [OK]1Z#DUvHOLT. FA7ATRyIREFLCET,
13. Flow Sensor Virtual Edition T VLAN & VLAN ISANE A DRI T—HRS T4 0% ERLE

Th,
s MAZERTIEEIL. COTEHDKRANTO vSwitch DER I a>DFIEE
BYURLET,

o TLWWAZIDBEIZ. ROFIBIZEAFET,
14. VMware IB1E(Z Flow Sensor Virtual Edition TEHd 55D VDS [ZHYET H,

o BlD VDS HpA15E X, ZOTEHDARANTOD vSwitch DER INDIED FIEERD
VDS THEYRLET,

15. RO URLIIZF7IERALTLEEW, 8. BT ISATUVADA VAV JIZHEHZET,

B—@OHRXNTO vSwitch DEZR

Flow Sensor Virtual Edition Z{E AL T, BE—/RXF®D vSwitch EDFZ T4 v HIZFERTBHIZIE.
DEIIAVDFIEICRENET,

o DI aAVDRAABIE, JEVDS RYRT—IIZDHZULET, VDS F YT —ITfE
ALTWAEBEEI1E. TEHOARANTO vSwitch DERJIZEAFT .

HEEMH
COERFEITIE. ROEHELHYET
o HERR—IT IL—T :Flow Sensor Virtual Edition TEER T AR ARBER A vFIZEERIFR—
FMIIW—T&EEBMLES,
o MEMNE—F:FZ,
o FEERAR—bF:vSwitch [ZERTE,
R—=rJIL—T DEERNETE—F~DEE

RDFIEEFRALTR—FTIL—TH#EMT Bh., R—rTIIL—TEHwEL T, [EEH
(Promiscuous)] IZERELET,
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1. VMware ESXi ARAMRIB(COT A LET,
2. [RyrI—F24 (Networking) 122 woLET,

Prysical MICs Vadernel NICs

& Rafracn
Hama = | ACtve ports
‘ dsWLAN_4 2
f mMetworking & e 2

= vHaichd
Mo mebworis...

3. [(R—k2' JL—T (Port groups) 1 27 & EBIRLE T,
4. FILWR—MTIL—TEERLIZY, R— T I —TERELIZYTEET,

o [(R—FJ IL—T D YERL (Create Port Group)]: [fR—F4 JL—T MBI (Add port
group) 1 &) ILEY,

o [(R—FT IL—TD#RE (Edit Port Group) ]: TR—k 4 IL—TZ:&IRLET , (REDHRSE
(Edit Settings) 1 &) v IL%EY,

5. 4 FOT R REMALT, K—h5 L—TEHELET, VLANID F=[£ VLAN RS54
SO ERELET

VLAN 247 E
VLANID (Admin. " -ANID gﬁmbf‘%—@ VLAN é?amLfa“o
VLANID) [VLANID] 74— JLRIZ. ID IT—HTBEE (1 ~

4094) = A HLFET,
VLAN FSoF 25 %FERL T, $TH VLAN

VLAN b5 X200 SO499FE=L—LET, T74ILEOEEIZ O
~ 4095 T9,

6. [Fx )T+ (Security)] KENZD)vILET .
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£3 Add port group - viand_promisc

Name | viand_promisc
VLAN ID .
Virtual switch

| vSwitch( ]

@Secumy ) Click to expand

Add || Cancel |

i
=]

7. [EZERIE—F (Promiscuous mode) ]: [ & (Accept) ] ZEIRLFE T,

£4 Add port group - viand_promisc
Name viand_promisc
VLAN ID 4
Virtual switch SwitchO
~ Security
Fromiscuous mode ’ Reject () inherit from vSwitch
MAC address changes ® Accept O Reject O Inherit from vSwitch
Forged transmits ® Accept O Reject O Inherit from vSwitch
- o [ paa_][_cancel |

8. Flow Sensor Virtual Edition TZ® VMware IRIERN DR DRER A/ v FE=EHR/LETH,

NELMDBEIE. T12. M54 0 %8519 5 Flow Sensor DERFEIICRY . ITRTOFIEER
DIRERAYFTRYIRLET,

9. B AREFISATUADAVAN—IVIIZEHET,

AR T TSATUADAA—)L

RETITSATURENAIS—INAH RAMIAVAR—ILL AR T TSAT7oADEEBE LUE
ZA— T R—EEETBIZIE. ROFIEEETLET,

@ AZa—&T 57490 D—FIE, CSITRTBEREIEERLGLIGEENHYET . VILDT
2B AEEMIZDULNTIL, VMware AR EZSEBLTEELY,

1. VMware Web 7547 MBS ALET,

2. Cisco Software Central WSR2V A—KLI=RE T ITSA TR YT L7 T74)L(ISO)
#ROITEY,

3. vCenter TISO ZFRATEADLIICLET . RDZBIREAHYET
e vCenter T—ARARFIZISOZ7v7O—KLET,
o OAVTUYTATIIZISOZEBMLET,
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. D—;%EU—OZ%—*‘/E‘JIZ ISOZJREL. FDI7MILESEBITILSICEREE
ELET,

HHMIZDOLTIE., VMware DY =27 IILESBLTLIESLY,

4. vCenter Ul M5, [A=a2— (Menu)]> [(RRAFESDIS XA (Hosts and Clusters)] DEIZEIRLE
9,

5. TEH—La s R T, 9S5RAE=IFHRANEE ) v IL ., [FREE<I D (New
Virtual Machine ...)] Z3ZiRL T [#FR{RE <> (New Virtual Machine)] 94 —KIZ7 4+
ALET,

6. [{ERRA T MDiFER (Select a creation type)] D4 F T, [FILLMRIETL U D YERK (Create
anew virtual machine)] Z3ERL . R~ (Next) ] Z2')vILET,

New Virtual Machine

1 Select a creation type Select a creation type

2 Select a name and folder How would you like to create a virtual machine?
3 Select a compute resource

Create a new virtual machine This option guides you through creating a new WtuaI machine. You
4 Select storage

Deploy from template will be able to customize processors, memory, network
5 Select compatibility

Clone an existing virtual machine connections, and storage. You will need to install a guest operating
6 Select a guest OS

Clone virtual machine to template system after creation.

7 Customize hardware
Clone template to template

8 Ready to complete .
Convert template to virtual machine

CANCEL NEXT

4

7. [BBIETAHILE DEIR (Select aname and folder)] 94RO T IRETLUEEANL. IR
BT DIGAEZEIRLT, (RN (Next) 1 E01)vILET,
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New Virtual Machine

+ 1Select a creation type
3 Select a compute resource
4 Select storage
5 Select compatibility
6 Select a guest 05
7 Customize hardware

8 Ready to complete

Select a name and folder
Specify a unique name and target location

Virtual machine name: New Virtual Machine|

Select a location for the virtual machine.

CANCEL BACK NEXT
4

8. [AEa1—T4291)Y—AM&EIR (Select a compute resource)] AR I T,. 7ITSATY
REEBRTEIS5RE RAR, UY—RT— )L vApp ZEIRL . [ZKA (Next)] ZHOUvHLE

o

New Virtual Machine

+ 1Select a creation type
+ 2 Select a name and folder

4 Select storage

5 Select compatibility

6 Select a guest OS

7 Customize hardware

& Ready to complete

Select a compute resource
Select the destination compute resource for this operation

> & ~
> ®
> ®

v

) PO DD ‘ 2929290 0®

<

Compatibility

# Compatibility checks succeeded

CANCEL BACK NEXT
&

S

9. [RRL—U MIEIR (Select storage)] D4R T, KOYTE UM [VMRAMN—U RIS —
(VM Storage Policy)] Z:#1RL . RESAZEZFRL TR (Next)] 0V ILET,
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New Virtual Machine

+ 1Select a creation type

+ 3 Select a compute resource

Select storage
+ 2 Select a name and folder Select the storage for the configuration and disk files

6 Select a guest OS Name
7 Customize hardware

8 Ready to complete

<

Compatibility

VM Storage Policy
4 Select storage

5 Select compatibility O pisable Storage DRS for this virtual machine

.|

Capacity Provisioned Free Type Cluster

# Compatibility checks succeeded

CANCEL BACK NEXT
#

10. [E#2MMDEIR (Select compatibility)] D4R T, IWERBHSIN TLVS ESXi /A—23 (2
HEDONWT, [REEHE: (Compatible with)] FKAY TR UM RETI L D/IN—230 %8R
LET, =EAIX. RDRY)—2239bhTIE, ESXi 7.0 BNEEASN TULVST=8 [ESXi 7.0L4BF
(ESXi 7.0 and later)] Z:# RL TLVET , R~ (Next) 1 01w ILET,

New Virtual Machine

+ 1Select a creation type Select compatibi
+ 2 Select a name and folder

+ 3 Select a compute resource

lity

Select compatibility for this virtual machine depending on the hosts in your environment

6 Select a guest OS
7 Customize hardware

& Ready to complete

The host or cluster supports mare than one VMware virtual machine version. Select a compatibility for the virtual machine:
+ 4 Select storage

5 Select compatibility Compatible with: | £5xi 7.0 and later -] @

This virtual machine uses hardware version 17, which is compatible with ESXi 7.0 and later. Some virtual machine hardware features are
unavailable with this option

CANCEL BACK NEXT
s

11. [ AFOSMEIR (Select a guest OS) ] [EE T, [ AROST 7= (Guest OS Family)] &L T

[Linux] Z. [ AROS/\—

S

vy

(Guest OS Version)] &L T [Debian GNU/Linux 11 (64E k)

(Debian GNU/Linux 11 (64-bit)] Z:#IRLET . [RANNext)] &0V ILET,
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New Virtual Machine

+ 1Select a creation type Select a guest OS5

+ 2 Select a name and folder Choose the guest OS that will be installed on the virtual machine

+ 3 Select a compute resource

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system installation.
+ 4 Select storage

+ 5 Select compatibility Guest OS Family: | Linux .
6 Select a guest OS

Guest OS Version: | Debian GNU/Linux 11 (64-bit)
7 Customize hardware

Ready to complete

Compatibility: ESXi 7.0 and later (VM version 17)

CANCEL BACK NEXT
5

12. [/\—F9x7DHAATA X (Customize hardware)] 94K T {RE/N—FHTT7ZEHEL
T TITZATURIATICEBDHEREBIEICOVTIE, VY —REH 1S RLTZS
LY,

CDFIBEIE. AT LINIA—TURIZESDTEETY . LB —IANELVK
A HE T Cisco Secure Network Analytics 7 7547V AE BT DB EIE. 7T547

DAD))—AFERARETEFRERL. BEICHLTYY—RZEDOL, EFADIE

EHESIUBREEEY T ORENHYET,
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New Virtual Machine

+ 1Select a creation type Customize hardware

+ 2 Select a name and folder Configure the virtual machine hardware

¥ 3 Select a compute resource

+ 4 Select storage Virtual Hardware VM Options

+ 5 Select compatibility
+ 6 Select a guest 05

7 Customize hardware 5 CPU*

8 Ready to complete
> Memory *

> New Hard disk *

> New SCSI controller *

> New Network *

ADD NEW DEVICE v

6~ o &
16 v GB v
200 GB ~
VMware Paravirtual
~ Connect...

New CD/DVD Drive *

Status

CD/DVD Media

Device Mode

Virtual Device Node

> Video card ®

Datastore ISO File o

[ connect At Power On

Passthrough CD-ROM  ~
IDEOQ ~ IDE(0:0) New CD/DVD Drive

Specify custom settings v

v
v
CANCEL BACK NEXT
#

Y —RBHEIZMA T, ROBEINEIRSN TSI EEHERLET,
o [FHLLWN—KT4R% (NewHard disk)] 51y LT BRA T avE=RBRALET,

[T4RHTOEP3=>% (Disk Provisioning) ] KAy T & his [y 7OEDI=Y
47 (Lazy Zeroed) (Thick Provision Lazy Zeroed)] Z:&IRLE T,

[HLLSCSIar kA—5 (New SCSI controller) ] 24 wo LT, A T a2 RE
LEd ., (A4 T DZEHE (Change Type)] KAV TE ™ M5 [LSIERIESAS (LSI Logic
SAS)] ZEIRLE T, [LSIERIESAS(LSI Logic SAS)] #ZEIRLAGWNE (RETTSA7
DADNELLEBRSNGVLATREEAHYET,

[#7LL\CD/DVDKS4 7 (New CD/DVD Drive)] 74— JLKT.ISO Z{&7FLI=1BFRIZE
SUNTISO DIBFTEEIRLET , [HHLLICD/DVDRS4J (New CD/DVD Drive)] &%
YO LT RBRA T avH#BRALET, [BRRABIZHSE (Connect At Power On)]
=AUILET,

T 7TS54 T2 A Flow Sensor T, NIC [Z 10 Gbps RIL—TVEEBRTEL TSRS S (E.
[CPUlZVV)YI L THERA T avEBBELET ., TTD CPU M 1 DDV YR
IREAISIZ [V ybdH =Y DT (Cores per Socket) ] ZERELET ,

13. Data Node:DataNode (REE7 TS5A 7V AEBRATAEEIL.2BBDRYNI—HOT7 R TH

HEMLET,

[FTLULNT /8 ZAD3E N (Add New Device) 1 #91)vILTH L [FyhT—9 74 T4 (Network
Adapter)] Z38IRL . [75 TH2% 47 (Adapter Type)] HY [VMXNET3] THAZ EEFERLE

j-o
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e 1BHDARYNI—HF7HTATIL, Data Node Virtual Edition H3/ 8T 1) wHo Rk
D= L TCHMDTITSATUOREBIETEDLSIZTHRAVFEREIRLET,

e 2EBHDOARYNI—H TS TATIL, Data Node Virtual Edition M TS5/ R—kRwhk
)—7% £ Tih® Data Node EBIETEDHLIIZT DA yFEL T, 1. Data Node [
BERADIRIT LAN DFRE ITERLE=RMvFEEIRLET,

o EBERNOT XTD Data Node [ZTDLT, ZNZ D Data Node ZEBHT DEEIZ, vk
D=7 B TRERBRAYFEBIIZEY B THEIIZLTLEEELY,

New Virtual Machine

+ 1Select a creation type Customize hardware

+ 2 Select a name and folder Configure the virtual machine hardware

+ 3 Select a compute resource
+ 4 Select storage Virtual Hardware VM Options

+ 5 Select compatibility

+ 6 Select a guest OS ADD NEW DEVICE ¥

7 Customize hardware > CPU= 6 v @ -

8 Ready to complete

> Memory * 16 v GB v
> New Hard disk * 200 GB v~
> New SCSI controller * VMware Paravirtual
> New Network * Connect.
> New Network * Connect.
> New CD/DVD Drive * Datastore ISO File ~ [ connec i
> Video card Specify custom settings
> Security Devices Not Configured

VMCI device
> Other Additional Hardware

v
v
CANCEL BACK NEXT
&

14. EETT D %1% (Ready to complete)] V4RI T, F/REZHESRL. [ET (FINISH) 1 &#5)voL
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15.

16.

17.

New Virtual Machine

+ 1Select a creation type Ready to complete
+ 2 Select a name and folder Click Finish to start creation.

+ 3 Select a compute resource

+ 4 Select storage

v 5 Select compatibility Virtual machine name New Virtual Machine

+ 6 Select a guest OS Folder

+ 7 Customize hardware

Resource pool
8 Ready to complete

Datastore

more recommendations
Guest OS name Debian GNU/Linux 10 (64-bit)

Virtualization Based Disabled
Security

6
Memory 16 GB
NICs 1
NIC 1 network
NIC 1type
SCSl controller 1 VMware Paravirtual

Create hard disk 1 New virtual disk

v
CANCEL BACK FINISH
4

[EBIRA> (Power On)] 74 V&V )T 5E. BRAMNBBEINE T, [(REDZRY
(Recent Tasks)] 73> TRHEDETKREZE=F2—LFET ., ROFIEIZEDFTIZ. B
METL AR I —ZRIREIN TSI EFHERLET,

RDFIE:

Flow Sensor: 7 754 7> A Flow Sensor Tl . VMware IRIERNDEHRDIRE R VF.
FIEVSRINDERD VDS £ERTHHE(E. ROEIavl4 BNME=S)2T
R—FDE S (Flow Sensor NDH) |ITEHFT,

FOMTRTOTISATUR: ZDOEI 3y 3 REET7ISATOADAVAR—IL]) D
TRTDFIEERYIRLTHORET IS4 7o REREALET,

RATFLRNTIRTORETISATURADAVAM—ILETR T LB & L. T4. Secure
Network Analytics VAT LDREIIZEHFET,

4. BMME=A) Y R—bkDTE Z (Flow Sensor D &)

COFIENNHEELZDDIL. Flow Sensor Virtual Edition AY VMware IRIEBERNDEHDIRE XA VF.
FIEVTRINDEHD VDS BRI HIHEE T,

0 Flow Sensor TCDKIBEZAYV T BREEITO>TCWVEWMGEES . COFIEFTT T 50

BIHYFEE A

Flow Sensor Virtual Edition E=4 o R—rEEMT BIZ[F. ROFIEEETLET,

1.

AR R)Y1)—T Flow Sensor Virtual Edition 25 42) v L% T, [(REDHHE (Edit
Settings)] ZEIRLET,
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vm vSphere Client

i g8 9 & FS-TEST
3 sw-vc67 i Summary Monitor
- R ]
E sw-eswi67 " Settngs
5 sw-ve67 KRR options
[ sw-esxie7 e
ﬁl FS&ER Alarm Definitions
FReD | {9 Actions - FS-TEST
Power [ |
Guest OS5 L
Snapshots .4
W Open Remote Console
(& Migrate
Clane 3
Fault Tolerance .
VM Policies L4
Template 3
Compatibility *
(@ Edit Settings )
Recent Tasks Move to folder
Task Name Rename ~
Import OVF pack Edit Notes Eisc
Tags & Custom Attributes L
Add Permission

2. %E_QE@%E%(Edit Settings) | # A 7T RYIREFAL T, ROIBESN-HREEERLE
3. [T /NM RMENM (Add New Device) 1 &9 vILET , [y T—0 75 T4 (Network
Adapter)] #:EIRLFET,
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» GPU

» Memory

Hard disk 1

» SCSi controlier O

» Network adapter 1

» Network adapter 2

» CD/DVD drive 1

» Video card

VMCI device

Other

100 GB

LSl Logic Parallel
dsVLAMN_4 ~
dsVLAN_10 ~

Datastore SO File

Network Adapter

Edit Settings = Fs-TeST %
Virtual Hardware VM Options

ADD NEDE\I’ICE

CO/DVD Drive
Host USB Device
Hard Disk

RDM Disk

Existing Hard Disk

SCSI Controller
USB Controller
SATA Controller
NvMe Controlier
Shared PCI Device
PCl Device

Dievice on the virtual machine PCl bus that prowides support for the

virtual machine communication interface

Additional Hardware

FLWRYND =07 FTRERDITET . KENEV)VILTAZ1—ZRBFHAL. RONEZE

RELFES .

o BHBARYFT—2 (New Network) ]: REIY B THOEERKR T IL—TEERLE

ER

o [FHFTRDARAT (Adapter Type)]:[VMXNET 3] Z&:&IRLET .
o [RT—A X (Status)]:[/\T—# > B¥IZ#E#E (Connect at Power On)] FxyoRv I X

AILET,

Network adapter 1
» Network adapter 2
Ofaw Network *
Status

Adapter Type

DirectPath VO

Shares

Reservation
Limit

MAC Address

» CD/DVD dnive 1

dsVLAN_4 ~

dsSVLAN_10 v

-portgroup ~
B3 Connect At Power On

VMXNET 3 ~

Benabie

s

Normal

o E Mbit/s ~

Unlimited

Datastore IS0 File

El Mbit/s ~

Automatic ~

Connected
B connected

Connected

Connected
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5. BREEMEDRE.[OKIZVUvILET,

6. BEIZISCTHDA—HRYETRETIZEBMNT BIHEE. COFIEEBRYRLET,

7. ROFIE:

o [ZO—+> Y —(Flow Sensor)]: Al Flow Sensor ZEXTE T A&, 2. FS 74 V0% RT
% Flow Sensor DERTE | [TEAFT

o FOMTRTDTISATUR:CDOEI AV (B FEBETISATUOADAVAR—IL]) D
TRTDFIBEERYIBRLTHRORET7T IS/ 7O REREALET,

o VATLHNTIRTODRETISATUADAVAM—ILER T LI=B &L, 4. Secure
Network Analytics > AT LDERE | [ZHEHFT
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3b.ESXi RAVEF7 AV Y —/IN—~DRET7 TS
AT ADA 2 A+—IL(1SO)

S

ESXi RAVR7OVH—/I\—ZEZ = VMware BIEZFERALTIRET7 IS4 7o REAV ALY
BIZIE. ROFIEIZHWET,

Secure Network Analytics v7.4.x [&. VMware v1.0 EE#ENHYET , VMware v6.0,

o v6.5. F1=1& v6.7 & Secure Network Analytics v7.4.x [EHHR—RLTWVEH A, 5FfIZD
LVNTIX. ['vSphere 6.0, 6.5, and 6.7 End of General Support]® VMware DI =17 L% S
BLTLEELY,

AMDEEEFERTHESIL. RESELTZSLY,
o VMware vCenter: [3a. VMware vCenter ZERLI=-RB7 T34 7L ADA12 A—IL (1SO) |

=HERALET,
o KVM:I3c. KM TRRARADIRBE 7 TSA T AD A A—IL(1SO) 1ZERALE T,

[ZL&H BRI
LU RR— LR BRI, ROEBFIEER T LTS,

1. Bt TE# OB EGHEHERLET,

2. VY—REH . T)Y—REH | QOEZHERL. TISAT U RIZHELREY L TERELET,
JY—R T—)VFEEIEIRBAEEFRALTIY—REZEYLHTET,

3. T7ATIA—IL: BEDI7FAT IA—ILEHRELET, I OWLWTIE. M. BEERT77A
T oA—ILDEERTE I1ZSHBLTIZEL,

4. T7A4IV.TTSATUADISO T7A4ILESFHoO—RLET, FIEIZDULTIE, 2. Virtual
Edition 1 AR—ILI7ALILDF 2 A—R 1S HBLTIEELY,

5 BZ:IRETFITSATUREAVAR—ILT B VMware IRIER D/ N\ /I\—I\AHFHRAFZERTE
SNTFBFZINELVEEZZERL TSI LEHERLET  ELBWMES . RETISA4T7UX
ERETELRVEAHYET,

A Secure Network Analytics 7 7547V RERIUMEB ISR B/ AT LIZIEFETELR LY
B UFRIIERETI UV EAA—ILLIEWNTLIZELY,

FTTIZTAV A= ILENTWNBHRRALIIN—3 0 RN EEEZINBT-8 . Secure Network
A Analytics FEET TS5 T2 RIZ VMware Y—JLE A ZAR— LU N TS, AV R
F—ILT BEMBETITIATURADNEREEZLY . BAVAM—ILARBEIZHRYFET,
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ESXi RZR7AY H—/IN\—~DERET7TSAT72RASO) DA
AL

ESXi RV R 7OV Y —/N\—ZEZT- VMware BREZFHLTRET7 IS4 TV REAV ALY
BIzlE. ROFIEIZHVET,

JOANHPE

RETITSATUADAVA—=ILTIE,. COETHPATIRDFIEEETIAIHENHYET,
1. VMware Web Client ~D A5 1>
2.1SO hoDEEE)

FT—R/—K

Data Node ZE 3 5158 &, BTk D+ 32 11. Data Node 8 {E A DIHL LAN DEESEIDF
IEZZETLThLIDEIaVDFIEETETLET,

1. VMware Web Client AT (>

0 A=a—¢ET 574090 D—EIE, ISR BREFELGDIGEENHYEST . VILIT
[ZBET BEEMIZDULNTIX, VMware HARZSBLTLEELY,

1. VMware Web Client (A A2 LET,

2. BT D1ERL/Z % (Create/Register a Virtual Machine)] #91)v2 L%,

3. [FrR{RFE < > (New Virtual Machine) ] # A 7R RV I AZFEHAL T, RO FIETEES
NTWBESIZTTSATURERELET,

4. YERBZ AT MD3iEIR (Select Creation Type) : [FTLLMRAE YL > D ERK (Create a New Virtual
Machine)] #ZERLE T,

%91 New virtual machine

b 1 Select creation type

2 Select a name and guest OS

Select creation type

How would you like to create a Virtual Machine?

3 Select storage

4 Customize settings

Create a new virtual machine

5 Ready to complete

Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

5. 7 A0S L& HIMDEIR (Select a Name and Guest OS) : RDIEHREA NF=LEIRLFET,

o &HT(Name) BHE(CHEANTERLIITITSATURADEHEANLET,
o E 1% (Compatibility) : fE A9 %/\—23> (vI0) EE&IRLET,
o 7 A0S 7731) (Guest OS family) : Linux,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -57-
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o Xk 0S/V\—3> (Guest OS version) : [Debian GNU/Linux 11 (64E k) (Debian
GNU/Linux 11 64-bit)] Z:&RLET .

#11 New virtual machine

" 1 Select creation type

2 Select a name and guest 0§

3 Select storage
4 Customize settings

Select a name and guest OS

Specify a unique name and 05

Name

5 Ready to complete

Virtual machine names can contain up to 80 characters and they must be uniqua within 2ach ESXi instance

Identifying the: guest operating system here allows the wizard to prowide the appropriate defautts for the operating system
instaliation
Compatibility ESXI 6.7 virtual maching

Linuoc

q Debian GNU/Lnux 11 (64-bit)

Guest OS5 family

Guest 0S version

6. [ARL— “/G)J_?R(SelectStorage)] TR BT —RANTEEIRLET UV —RE
H1ZHELT, TR ENHHELEHRELET,

?fr_‘l New virtual machine - stealthwatch-SMC (ESX/ESXi

)

v 1 Select creation type
v 2 Select a name and guest OS

b 3 Select storage

4 Customize settings
5 Ready to complete

Select storage

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for
the virtual machine configuration files and all of the virtual disks.

Name v | Capacity v Free v | Type v  Thinpro...~v Access v
datastore1 192.5 GB 188.6 GB VMFS5 Supported Single
1 items

M) —2ZH 1ZHERLT, +9HUY—RZENYYETET, COFIBIE. S RT LN
T+—IVRIZESDTEETY,

LB — A MR VIR BE T Cisco Secure Network Analytics 7 7547 A EZ BT S
BRIE.TIFATVAD ) ) —AERARETERERL . REICIELT)Y—REHED
L. EROEEMSIUBEEEZEYCHIFITINELHYET,

BEDHARZTA X (Customize Settings) : 7 T SA 7 RABEH®EANFT-(LBIRLET (G
HZOWTIEVY—REHFSHELTEZEW),

ROEZERLI-CEEHERLES,

e SCSIaxvhAO—5:[LSIERIESAS (LSI Logic SAS)]
o RYPI—H PHTA(Network Adapter) : 7 TSA T ADEET7RLAZHRELET,

o WN—FF4RY:[>vHTAEa=2% (Lazy Zeroed) (Thick Provisioning Lazy
Zeroed) ]
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FFS5A T2 RH Flow Sensor DIFE L. [RYbT—I 75 TADIEM (Add Network
Adapter) 1 &0y ILTRID EBEIEE VT AU A—TI(REBMTEET,

T TS5A4T7 2 A Flow Sensor T NIC [Z 10 Gbps RIL—FyhEHRTELTLRIEEIE.
[CPl£ g’;u‘y’]bﬂ%&d’j DIAVERBEALET . TRTDCPUZE 1 DDV YRR
EL o

T 75472 Ah Data Node DIFE . Data Node @B IEZATREIZT BT=DIZFHID Ry
RI—D A B—DzAREEMLET, [RYLT—IF7H T2DEN (Add Network
Adapter)]1 &)y ILET,

e 1ZBBDRYNTI—HTPHTARTIL. Data Node Virtual Edition A3/ 8T 1)y Rk
D= L THDTITSAT U REBIETEDLIITT IR VFEERLET,

e 2BBHDRYNT—HF7HTARTIL. Data Node Virtual Edition WM TS5 A R—k Ry
D —2% LT Data Node EBIETESDLIIZT HRAYFELT, 1. Data
Node [l {E FADIRIL LAN DEZTE I THERILI= XMV FEBRLET,

91 New virtual machine - stealthwatch-SMC (ESX/ESXim )

I 1 Select creation type Customize settings

¥ 2 Select a name and guest 0S Configure the virtual machine hardware and virtual machine additional options
M 3 Select storage

i 4 Customize settings
» i cru

5 Ready to complete 2 v O
» (2 Hard disk 1 cB v
» SCSI Controller 0 LSI Logic Parallel v
USB controller 1 USB 2.0 v
0 Network Adapter 1 VLAN_10_MGMT v  [¢) Connect

» (o) CD/DVD Drive 1 Host device v

|#] Connect

» [@ video Card

Specify custom settings v

8. rNT—H FHETADMEICHAIKRENED)VILET,
9. [FHATHRMDAAT (Adapter Type)] T. [VMXnet3] Z:&IRLET,

2 22l E1000(1G dvSwitch) . 1GPCI /SRR JL— . LU VMXNET 3 /A —Tx A R

) DFEARAZHR—LTWET A, PRADRET7TISAT7 U RIZEREDRYRT—58
TH—IVRELHFT EMNBHEINTINS, VMXNET3 A 23—/ RE{ERTHE
HR<HEIDLET,

10. BREZHERL. TNOAELWEZHERLES .
11. [#7T (Finish)] &2 )y ILES  RET LY VT HAMERShET,
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2.1SO LMD EE BN

1. VMware OV —ILZRHEET,

2. FHILLMRIETIUIZISO ZEHRLET  5EMIZ DLV TIX, VMware DA ARES L TZE
LY

3. ISO M RETUEREILET . AV AM—SAETEIN, BEMWIZEEHLET,

4. AVAR—)LEBREINTTITHE. QT4 TOVTIARTREINET,

é}]

File WView WM

— [ S - R I R T A R

Welcome to StealthWatch Management Console VE Uersion 7

smc—01 login:

5. RTINS ISO ZYIELET,
6. ROIRETTSAT7URIZH LT, M3b. ESXi RAV R 7O Y —/IS\—~ADEET7 IS5A4T A
DAVAR—=IL(ISO) IDT RTHOFIEEHEYIRLET,

7. Flow Sensor: 7 75 A7 AM Flow Sensor NDIHZ L. COI=aTILDHIHBRDEIL 3%
SHBLTEEERETLET,

o 2. :57490%ERT B Flow Sensor MERTE (T BEE—DRAMT® vSwitch DEZ 1R 1%
SHR)

o Flow Sensor A% VMware IREBRDEHDRER M vF | T=IFXIFAZRADEHD
VDS iR 3 3158 (1L, [4. BIME=4) >4 R—FDES (Flow Sensor DH) J1Z5E
HET,

8. VATLHNTIRTODRETTSATUADAVA—ILETE T LE-ESL. T4, Secure
Network Analytics VAT LDRE I EHFT,
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3c. K\ M IRRAMADIRBETZ I ATV ADAV R
k—JL (ISO)

=

KVM & Virtual Machine Manager Z#{F AL CTIRBE 7 T SA TV REA 2V AM—=)LTBIZIE. RDFIE
[ZHENET,

AMDAEEFERTREEE. RESBLTLESL,

» VMware vCenter: [3a. VMware vCenter ZERLI=-IRET7 TS5AF L AD A2 A—IL (1SO) |
#FEALET .

e VMware ESXi RAVR 7OV H—/\—:T3b. ESXi RAVET7 AV Y —/IN\—~ADRBT7TS5A47
DADAAR—IL(I1SO) 1ZFRALET,

Linux KVM [, SETELZ KVM RRAMN—23 0 TTFRAMB LURREIF SN TULVET,
o Secure Network Analytics /A\—3> 7.3.1 LI TTAMS LUREEEN = KVM OV R—
RO ZAMZDWTIE, TKVMIZES L TLESLY,

(ZC 8 BH]IZ
LURR—ILERDBEIC. ROFIEETE T LTSN,

1. Bt TH# OB ESZHERELET,

2. JY—REH T)Y—REH | DEBEFHERL. TISATURIBEREY LB TERELET,
JY—R T—=)VFE=IERB A EEFERALTIY—RZEYHTET,

3. D7ATIA—IL. BIEDIF7AT IA—ILEERELET, FMICOWTIE. M. BERT7A
T oA —ILDEERTE 1ZS LTS,

4. IPAIV:TTSATURISO D7/ ILESEIoO—KL, FhE KVMARRDT74I/LA (2O
E—LET, cOEIa TIREEINBHBITIE, ROTAHIAZEFEHLE
9 :var/lib/libvirt/image, FIBIZDULNTIE. 2. Virtual Edition 12> AR—ILI7AILDFE I
O—F 1Z8BL TS,

5. B ARBE T TSATUREAUAR— LT % VMware IRIEBRD /A /8\— /N FHRAMIRTE
NN ELVEEZZRL TSI EZHERLET  ELBWMES RETISA4T7UR
ERETELRNIEAHYET,

A Secure Network Analytics 7 7547 RERUYIBI SRR/ AT LIZETBETEL LY
B UFRIIRETVEAAN—ILLEWNTLEELY,
KVMIRRACADIRET TS5A T ADA 2 A—)L (1SO)

KVM RRA D H BB E (L. RO FIBIZH W ISOZFHALTRE7ISAT7 U REAV AN —ILLE
ERS
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TAtADHE
RETITSATUADAVA—ILTIE, COETHPATIRDFIEEETIAHENHYET,
Data Node MJ#3I LAN DR E

1.KVM KRR DIRBFT TSAT U AD AV A—)L

2. Open vSwitch ~® NIC (Data Node. Flow Sensor) 8 &K UWEERIR—FDE=HRYLT D
3B/ (Flow Sensor M &)
Data Node M J# 3L LAN DEXTE

Data Node Virtual Edition v+ —2IZBB T 535 & L. Data Node I EBIERA D eth1 7L T
Data Node W#EEIZEIETEALSIC RERAMyFEFERALTHIL LANZRELET , J3TL LAN
DERDEMIZDWNTIE., (RERAYFDI=_aTILESBL TS,

F R T Data Node Virtual Edition ZR]IC ESXi RRAMZEB AT A EEZREHOLET,
O Bl 7 M ESXi - A Z Data Node Virtual Edition Z8 A3 5154 (. Cisco Professional
Services [TEIRL T I MIZLT= LAN DB EICEE T AXIEEZ (T TLIEELY,

1.KVM A RAMDIRETITSATUORADAVAN—)L

ISO 774 IVEFERALTKYMRRMIRBT L U EAVRAM—ILT HHEFLKDODBHYET , XD
F|ET. Ubuntu Ry XA TEFTI 5 Virtual Machine Manager &£ULV5 GUI YW — L& {FE AL TR4E
Manager AV Ab—ILT B—HlERLET . EEEDHS Linux TAAN)Ea— a3 aEHTE
T3, BRMEOEMICOVLTIX, TE#IZSEBLTESLY,

cST49ODEZS—1)VT
Flow Sensor Virtual Edition [ZI& KVM IRIEZAIfR1L 3 HiREA HY . 70—IEXR BB D 70—
T—REERTEFET . & KWMKRRMREIZA LV RM—=ILENBRET IS4 72 RAELT, Flow
Sensor Virtual Edition [(IE AR DS T4v oA —H R Y IL—LEZERIZ T ¥ TFrL.
hont—aoR7 Evbb—h, BXUNTYAL—MZBERIIEEL Y aVHiETEET T
A—La—FZ&{E/RLET,
REEH
CDREIZIFRODEELAHYET,

o BMERIE—F: B

o HEZERI7R—F: Open vSwitch [ZEXTE

KVM FRRANZARAE T TSA T REAVAM—ILT BIZIE, virt-manager 2.2.1 Z{F A3 3
CEEREIDLET,
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KVM IRRAMADIRETZ ITSATUADA R —)L

KRBT TSATAEA2 XR—ILL. Flow Sensor Virtual Edition #B®NZLTrS T4 v O EEEIRT
BIZlE. ROFIEEEFTLET,

1. Virtual Machine Manager Z{# AL T KVM TR R Z3EHL . RO FIBIZH->TT7 TSATUR
FRELET,

2. [T74IL(File)]> [FHLLMRE T > (New Virtual Machine)]1 49w LET .

W Virtual Machine Manager

File Edit View Help
Add Connection...

New Virtual Machine

Ctri+w

ctri+g

3. ¥EFEIC [QEMU/KVM] Z#Z4RL . [A—HILA 2V AR—ILAT 4T (ISOA A—LFT=[XCDROM)
(Local install media (ISO image or CDROM))] Z#IRLF 9, [#c{T (Forward) ] Z#91)vHLFE
9,

W New VM T Pt

virtual machine

Connection: QEMU/KNM:

Choose how you would like to install the operating system
(o) lLocal install media (150 image or COROM) |
() Network Install (HTTP, FTP, or NFS)

() Network Boot (PXE)

() Impert existing disk image

» Architecture options

‘ Cancel || Back |[ Forward |

4. [BH8 (Browse)1 &9 vIL T, FTSAT U RAA—DHFFRIRLET,
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8 New VM >

‘ m Create a ni rtual machine

Locate your install media
() Use CDROM or DVD

| SlackDVD (jdevfsrl) o4 |

(s) Use ISO image:

| o]
Choose an operating system type and version
0s type:‘ Generic 6.4 I
Wersion: ‘ Generic | - |
Cancel J ‘ Back | | Forward I

5. ISO 774ILEEIRLET , [[R)21—LD3iEIR (Choose Volume) 1 #71)vILET,

KVM 7RARDNISO 7 A ILICT7 O ERTERZEEZHRLET,

Choose Storage Volume (]

Details | XML
Size  31.84GiB Free/30.41 GiBInUse
Location: /var/lib/libvirt/image

Volumes + | C | W

pool =T
3% Filesystem Directory Volumes size | Form

FlowCollector-NetFlow-7.3.2-20210409.0329-58b6668961ea-0.is0 3.45 GiB _iso

Fl 3.2-20210409.¢ iso  275GiB iso
0.00 MiB  dir
+|>|O|® BrowselLocal || Cancel | Choose Volume

6. [AVAR—ILAT AT/ )—AMSBERIIZHRH T S (Automatically detect from the
installation media/source)] FT Y IRV IREFTICLET , [(ARL—TAV T AT LEAT
HEUV/N—232 0D E IR (Choose an operating system type and version)] T. [Debian] &A
ﬁbﬂﬁg)ékiﬁéhé [Debian 11 (debian 11)] AT 3 & BIRLET , [Forward] 9w
7[/$ o
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@ New WM s

‘ m Create a new wvirtual machine
| =

Locate your install media

() Use CDROM or DVD

| SlackDVD (jdevysrl) x: |

(s) Use ISO image:

[,l\.'ar,flibjhbmrtj\mages/templatefFlowReplic‘ - H Browss...

Choose an operating system type and version

OStype:I Linux - ] .

Wersion; I Debian11 |']

Cancel I‘ Back H Forward J

7. A1) (RAM)ECPU )Y —RAEH | DIBIZTRT BEEFTHEOLET,

M) —2ZH 1ZHERBLT, +0EUY—RZEYYETET . COFIEIF. S RT LN
TA—TRIZESTEETT,

B — AL VIR BE T Cisco Secure Network Analytics 7 7547 AE BT 5
BRIE.TIFATVAD))—AERREIERERL BEICIECT)Y—REHE®
L. EROEEMSLIUHEEEZEYICHFITILELHYET,

rtual machine

Choose Memory and CPU settings

Memary (RAM): 8192 — + |MiB
T N N—.

Up to 772465 MIB available on the host

CPUs: & — | +

Up to 72 available

|_ Cancel ‘| Back || Forward

8. URETLUADTAARY A A— DYERL (Create a disk image for the virtual machine)] %8
RLET,

9. T)Y—REH IDEDOTISAT UV RIZTRENTWST—2 AN —VBREFASLET,
[Forward] Z9')v I L%EY,
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W New VM x

‘ m Create a new virtual machine

|+ Enable storage for this virtual machine
(s) Create a disk image for the virtual machine
| 500 = + | GiB
4169.6 GiB available in the default location

() Select or create custom storage

I Manage... ‘ |

Cancel ‘ | Back ‘ |~F0nn\rard

M)y —ZZH 1ZHRELT, +9H5)Y—REZEYYTET, COFIBEIE. P AT LN
TH—TRIZESDTEETY,

LB —XHVELVIREE T Cisco Secure Network Analytics 7 7547V RAE BT 5
BEIF. TITSATUVAD)Y—AFERAELZTERCERL. BEIZIGLTYY—REED
L. EFROEEMHSIUBEEZ B ICHIFTIHENHYET,

10. ﬁ?@'g)*/@%ﬁﬁ’&?ﬁibiﬂ'o CNARTAICGD=0, BTROFPTNRATEFERAL
TLIZELY,

1. [ A—ILETIZHE R Z D AR T A X (Customize configuration before install) ] Fxvoivs
REAUICLET,

12. [T —YDER (Network selection)] KAV TE DRV IR T, A A—)LIZ#E L)%
FYRT—=DER—R T IL—TEZIRLET,

Data Node : Data Node D15 & (&, Data Node M/ \T ) yHo Ry T—H ETHD T TSAT >
AREBIETERLSICTBRYNT—IELIVR— T IIL—TEERLET,
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New VM (]
Ej Create a new virtual machine

Ready to begin the installation

Name: ‘ Debian11

OS: Debian 11
Install: Local CDROM/ISO
Memory: 8192 MiB
CPUs: 4
Storage: 20.0 GiB ...al/shareflibvirt/images/Debian10.qcow2

¥ Customize configuration before install

» Network selection

virtual nstwork 'ovs-pod-nat' ; Bridge rwe,g:\«rorkv |

Por‘cgroup:l | > |

Cancel Back Finish

13. [#&7 (Finish)1 &2y oL %Y, [EX7E (Configuration)] A=a—MBEET,

¥ flowreptest2 on QEMU/KVM: X

g

g:} CPUs Name: | flowreptest2 l
== Memory uuID:

?L-f Boot Options Status: 9 shutoff (Shutdown)

:“II Wirtlo Disk 1 Title: | l
() IDE CDROM 1 Description:

o MIC :16:45:4a

|Z| Tablet

[_i| Display Spice

i Sound: ichs Hypervisor Details

é&) — Hypervisor:  KWM

Architecture: x86_64
Emulator:  fusr/binfqemu-kvm

Bl video oxL Firmware:

{;;a Channel spice

| BiOS -
Controller USB : P—

HF . Chipset: i440FK -

@ IUSB Redirector 1

@ UUSB Redirector 2

Add Hardware Cancel |I Apply

a
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14. FEF =230 RAUT,INIC] #R#IRLET,
15. RERYcT—9 428 —T 14 X (Virtual Network Interface)] @ [T /34 X ET JL (Device
model)] FAY T A2 Ry X T [e1000] Z:ERLFET . LE A (Apply) 1 20y LET,

' flowreptest? on QEMU/KVM:

J Begin Installation @ Cancel Installation

|i_| GVEREI Virtual Network Interface

{3 CPUs Metwork source: I virtual network 'ovs-pod-net! : Bridge network v |

== Memory Portgroup:[ | = ]
S{“) Boot Options
L virtio Disk 1

Cevice model: | wvirtio | -

Hypervisor default

MAC address:

) IDE CDROM 1

= rtle139
[#] Tablet
!:‘ Display Spice

ﬁ Sound: iché

-
=3 Console

virtio

é;;g Channel spice
[ video QL

MF Controller USB
@ USB Redirector 1
@) usB Redirector 2

| Add Hardware Rermove |[ Cancel |[ Apply

16. [Virtl0 T4 A% 1(VirtlO Disk 1)1 #21)voLET,
17. [E¥$4 7 3> (Advanced Options)] KA T A > YRLD [T4RX% 73R (Disk bus)] KAw
TR Ry A T[SCSI &:&IRLET , LE A (Apply) 1 0w ILET,

18. Flow Sensor Virtual Edition TAR—rZE5#8 9 57-8 (2, E£7=[X Data Node VE T Data Node
BLEIEZRREIZT B=0HIZ NICZEMTALELRHYETH,

o TIFLVIDBE L. 2. Open vSwitch ~® NIC (Data Node. Flow Sensor) & KU EZ Al
R—bDE=R> T DEM (Flow Sensor DH) 1ITEAET

o TWWAIDGE . ROFIEIEAET

19. [42RA—ILDEALE (Begin Installation)] 42w oLET,
20. 4. Secure Network Analytics AT LDERTE IIZEAET,
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2. Open vSwitch ~@ NIC (Data Node. Flow Sensor) BXUEE]R
R—bDE=A2% ®EN (Flow Sensor D )

Flow Sensor Virtual Edition E=41) >4 7R—k & f=(& Data Node Virtual Edition FH0D NIC Z3i&inL
TAVAM=IILETETTBIZIE. ROFIEEETLET,

1. [E% % (Configuration)] *=a2—T. [/\—KF 7 ®EN (Add Hardware)] Z9)v o LET,
[T/ \—KFH 7 DB (Add New Virtual Hardware ) ] ¥ 4 7045 Ry ANKRREN

P[ARY

35?_0

o Begin installation acancennqalutmn

Virtual Disk

B overview
Zource path: fvarflibfAibvirtfimages/Mowsensor.goow?

CPUs
— o Device type: Virtio Disk 1
Y Storage size: Unknown
~10r Boot Ophons Aaadont
e Virtlo Disk 1 b: =
IDE CDROCM 1 S .
MNIC :65:3d:87 * advanced options [
| Tablet

Il Display Spice
' Sound: ichs
..;. Console

ety Channel spice
B video QL
B controlier use

g
Add Hardwarne Remove Cance: Apply

2. ERIDFES—23> 4RI TIRYET—2 (Network) 120w ILET

Data Node D15& (&, Data Node H/ Ty HORYNT—I L THD T TSAT U AEBIETE
BEIINT BRI T—UBLUR— T IIL—TEERLET,
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gotrolls
i npu

B Graphlcs Partgroup

w sound

=% serial MAC sddress ﬁ

=5 Parallel

= Console Device model 1000

= Channel

ush Hast Device
Pl Hail Devics
Video
watchdog
Filesystem
Smartcard

USH Redirection
TPM

R

Panie Motifier

aF TR 4 § |

: Bridoe network =

3. Flow Sensor: 70—+t > H— DIFE (X, [(R—FJ JL—T (Portgroup) ] FKOY T XU X h%&
1)L, BRI ARENY Y THOEERR—F T IL—TEEIRLET,

[T /31X ET )L (Device Model) ] AT A2 YRREH1)wIL, [e1000] Z:EIRLET .

Data Node: Data Node D15 & [&. [Data Node MIHIL LAN DEETFE ITERLI=ZEZFAL
T. J3L LAN TO Data Node B @EZAIREIZT DRV T—0Y—REEIRLET,

- Storage
B controller

Inpuk

Nebwork

Metwark source

Virtaal nebwork "ovi-pod-net’ : Bridoe network =

Graphics
Sound

Portgroup ‘w_’l- 1 0-0-48

2

Serial MMAC pddress ﬁ LAl i o e -1

Farallel

Console Device model ‘ e 1000

t\.l'..‘\_.t\‘.'r

>

Channel

ush Host Device
PCI Hoit Device
Video
watchdog
Filesystem
Smartcard

USHE Redirection
TPM

AL

Panic Motilier

aF TS W F |

4. [#27 (Finish)]Z&2UvoL%EY,

5 BlDEERAR—FEEBMTE2LENHIEEIL. CNETOFIEERZEYRLET,
6. TRTOERKR—FEFEML=S., [/ RA—ILDEAIR (Begin Installation)] #51)w-oLE

j—o
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4. Secure Network Analytics AT LDERTE

Virtual Edition 77547V RAON—K Iz T7T7ITSATURADA VAN —ILAT T LIS, BEEXER
2 AT Ls[Z Secure Network Analytics Z TEE 9,

Secure Network Analytics ZE%E 9 5IZ(&. [System Configuration Guide v7.4.2MF B
A (RSO TLIEZEW, COFIEIE VAT LDEREEBIEXEREICKETIELS-OICEET
9,

T VAT LEBHEAARTHEESNTVSIEF T IS4 7 REHREL TS,

%Evm—/ SRR RV URARN ENLTT TSAT7 o RAVY—ILIZT IR TEDEE
ZBLET,

ROKREFEALT. BT TIAT VR ELREREERLET

BREEH Fi FISATUR
. eth0 BER—MIIL—T A J AIRELIP PRLRAZE|Y

IP7RL R Ny

YR TRY

F—bozA
TISATVRIZIF—BEDRANEDABETT, D7
TS5ATVRERANENR—DT TSAT7 U RIFEHRET

RARE EFECBA T BT ITSAT UV ADRARE A 25—
TR RRANDA U A—F Y MEEEHFHI-LTLNDE
EREELET,

RAL & BT TSAT U RICIEZE MR A BDBETT K
AMIUNEDTTSATURFAVRA—IILTEEE As

DNS H—/\ ZHIRRDT=HDMAER DNS H—/\—

H—N\—RREAD=HDAE2A LY —/IN\—, &T7 TS
AT VRIZDELEL 1 BDONTP H—N\—RBETY,

NTP H—/3 130.126.24.53 NTP H—/\—H—/N—DY RAMZEE
NTWAEEIFBEIRLET , COH—N\—([ZIXHELH
AIEMNHIBALTHY . S RADTIAILED NTP H—
IN— Y ZADSIET TIZRASNTLET,
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A—)LYL—H%—
IN—

75—

REBENZEIXIET B SMTP A— LY —/\—

Flow Collector Flow Collector D& IZHETT,

IHRR—IR—

k NetFlow 0T 7 )L k:2055

Data Node DHIZIHLETY,

IN—FI7 eth2, F1=Id eth2 & eth3 DR T4
DY K 20G DARIN—TYRERRTEZRU T4
U ENT= LACP eth2/eth3 IR—hFr R JLE4E
B9 % &. Data Node fEID =&AL EE M ATREIZAE
L), Data Store A~ Data Node M ENNXO3ZH2 AR
RIZHYET , LACP iR—r R T4 T X, /1v—F

)17 DataNode CERTEAM—DRUT125

ATa o THAIEITEEL TS,
{48 etht

TIAR—FLAN [P PRLR: 2SN IP FRLRZEHEAT 5H . Data
FIZ[EVLANA  Node BIBIEDORDEHEHE-TEEANTEET,

DI—T42TF
ATRETL IP 7KL .
A (Data Node [
B{ER)

169.254.42.0/24 CIDR 7' Av%7(169.254.42.2 ~
169.254.42.254) D JL—T4> 7 A ATRERZ IP PRL
3

B0 34T Y:169.254.42

HIRyh:/24

=l o)L AT FUORERZIZT A6
2. &E#EL=IP 7RL X (169.254.42.10.
169.254.42.11, 169.254.42.12 1L &) & EIRLET,

RYRTRY:

YR A% 255.255.255.0 I/ \—RFa—KEhTEHY.
EETEEEA,
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T—RRANT IN—KR 97 FTSATUREERTS
Secure Network Analytics TODHIHE T,

e Manager 2210

e Flow Collector 4210

e Data Node

eth0 /\—KHx7

B —h eth0 N—RY TP HER— A T3y

o SFP+:SFP+:eth0 M 10G SFP+/DAC 774 /\
'-I_s_l\o
e BASE-T:100Mbs/1GbE/10GbE

eth0 FA( BASE-T ##R7R—k, BASE-T BN T 74+
JLRTT,
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PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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