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BiE 9, Bl 2/ D ESXi R A R Data Node ZE A 5 A (L. Cisco
Professional Services [ZE#&L T, JIIL7= LAN DR EICRET X iEF
=T TS0y,

Data Node 0 * DataNode [&. Data Node F'H'ﬂiﬁ%’&ﬁfﬁﬁliﬁ'éf:&)lliﬂiEO)I/«(’V 2

ZAIF A VLANZHELLZET , DataNode VE DERAAEICIGLC T, {48 Data
Node ZMIL RV —VIZHEHRTEET,

Secure o YR—TxHE KU Flow Collector [, X T Data Node IZEETES

Network WENBHYFET

Analytics 770_ e DataNode &, ¥H— v, T X TD Flow Collector, & & U% Data Node

A7V R@E [CEETEANENHYET

IR7E . Data Store Tld. 754 <) Data Node HMEIELT-1ZE D AT Data Node END B
O IR SR TOER A HAFVRIZDNTIE. YA E—FZBELAD
RCRG k= AW

ethl Z4L71= Data Node BB {EZAIREIZ T BIZIL. {RIE XA vF T Data Node [E1:E{E FAIZIH3T
LAN E£1=IZ VLAN #RELE T, CORBE XA YFIL Data Node D BIEZEAIZLET .

F71=. Data Node DI HR—TxHE KU Flow Collector EM eth0 BIEAIZ/NT w4 LAN £=1%
VLAN 25X ELET . HIELTROREESEBLTEEL,
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Data Store D ERHE 4

Virtual Switch 1

(public VLAN 1 Data Store
(eth0), isolated
Manager VLAN'2 (eth1)) 192.0.2.10
1 92.0.2.40mgmt | iq—mgmt, ingest,‘ query ‘ Data
‘ query-H :<—inter-Data Node comms ‘ Node A
Flow | 169.254.42.10
Collector 1 i 192.0.2.20
1 92.0.2.50mgmt «—mgnt, ingest,‘query ‘ Data
ingest <@—inter-Data Node comms ‘ Node B
Flow | 169.254.42.20
Collector 2 l 192.0.2.30
192.0.2.60 Ed—mgmt ingest, query: ‘ Data
mg?stt :<—|nter—Data Node‘ comms -‘ NOde C
S —— 169.254.

Data Store 75 XA TI&, 3L VLAN AN /—FE THGEHLE/N\N—FE—FDARETT, ZD/\—F
E—bkMZ L E, Data Node A TS A 2B RIREME A BH Y . Data Store NELET B RINEE
UFET,

I o BADEHEIZDULTIE, Cisco 7Oz yiatF /LY —ERIZERBILEHELIEELY,

Data Node [&. FNFNHT R T Flow Collector, TH—T v, E LMD Data Node EIB{ETE
BEIINEHELEY , mBELE/NTH—T 2 RA%EFSIZIL, Data Node & Flow Collector Z & CI5FTIZ
BEELTREDEEZHR/NEIZHIZ . Data Node EXR—U v ZFRICEHFFICEEL T D/
THr—IRZRBEILLFET

o IJ7ATDA—IL:2RXAATIL, DataNode %7747 A—ILR(NOC R4 E) ICELET D&
FRCHERLTLVET,

o MBRANNAIN—INMYF REEBHI12TB=01Z, TXT® Data Node Virtual Edition
#RICYEBARRNE(FNA /=LA FIZEBRALET , SN IZkY, 3L LAN T Data Node
FIDREFEHHEIZITAES,

. Eﬁ %ﬂ@i@%b/\—l*"7170)f5$£75§ﬁ.'€ Data Store HMEIETHE, T—2EEE S
T—HEBED)RAINELLEYET, Data Node DR BEICHWTIE., BIZREREAHIFS
NEEIIZEBELET .

Data Node D EBRMNFHIE T 12, TTSATUARE) T—rLI=15E . ZD Data

0 Node DT —RZR—RAVARAVANEHEICBREELLZWNEAHYET , T—ER—X
DTN a—T4 T EFHTOBREIIZCDOVTIE. [V AT LIV I4FaL—30
HARIZESBLTZEL,
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) —REH

) —REH
DI AV TR AREBTISATUAD ) —RERERLET,
D3> NREFERAL T, Secure Network Analytics Virtual Edition 7 75472 AD A R
P—ILEREICHELGRELTRLHELET .

o ¥F—% Virtual Edition

¢ Flow Collector Virtual Edition

¢ Data Node Virtual Edition

o J7A—+z> Y — Virtual Edition

¢ UDP Director Virtual Edition

o JY—REH

e Analytics: VAT LEH

o 1B&HYDOIO—DEHE(FTaY)

DRATLIZTHER))—REERLTZEWD,, COFEIX, AT LINTHF—T U RIC
EHOTEETY,
A LB — X HVELVIREE T Cisco Secure Network Analytics 7 7547V RAERBHT 5
BEIF. TITSATUVAD)Y—AFERAELZTERECERL, BEIZIGLTYY—REED
L. EFROEEMSIUBEEEZEY CHIFITINELHYET,

< 1~—<4 Virtual Edition

I 4— ¥ Virtual Edition DER/NDYY—REIY Y TEZRETDIZIE, IRr—Pr(COT10F B
CENFHEEINIEBEI—F—DHERDFET,

JY)—RENYETERES BIZIF ROEHFESREL TS0 ChoD)Y—REY S TITMA
T, UATZEHERL TS,

e Analytics:Analytics ZEXE T D FEICLTLSIEE (X, [Analytics : AT LEH | T:EMD
EHEREZEL TS,

IR—¥

WA WIR M7 -

A=F= Ry J i A
=K9 6 40 GB 200 GB £ X 100,000 100,000
10 #8 12 70 GB 480 GB 100,000 #B 250,000

*ERL—HF—Z[E IR —Dr VSAT UM ERBFICERAYT DRV 1—LFEHLR—FPEAN
BENFET,
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) —REH

Flow Collector Virtual Edition D)V —RBHFRET HIZIE. RYET—OTFEINS 1 #HT-Y
D70—H. BLVERTIFEDIVAR—FERAMNDEHEIHELE T, FMICOLTIE M1
BH=YnI70—0E 1to 3 ESBLTIESL,

F1=. FPS Dt EERFEHICIOTHR/INAMN—VBENMEZLENHYET

Data Store I Data Node [&. Flow Collector TlF%HT7O—% &N T 5. FTEL TS ER
(Data Store 5L . E£71=[& Data Store $HY) DiEtEZE LT SR LTSN,

Flow Collector (Data Store 7%L)

RDIEHREHERL T, Data Node Virtual Edition D) —REHEHELET,

e 1WHEYDIO—DHE : fVT—ITFEIND 1 H-YDIO—ZRELET, 35
[ZDWWTIE. T BHE-YDIO0—0HE 173 F2SBL TS,

RS/
N WHETFH HEBEFH T4 . ]
CPU 1) o
(30 HRED
ZA10000 24 GB 600GB =K 65535  =K1024 25000
[ |
=X 30000 6 32 GB 900 GB =X 65,535 =X 1024 100,000
BX60000 8 64 GB 187TB B X 65,535 BX 2048 250,000
=X 120,000 12 128 GB 3.6 TB =X 65,535 =X 4096 250,000 #2
Flow Collector (Data Store 3 Y)
N WHABETH HBFH BERDN . .
RBEID gam  Fase zf— [T zpzp—g PEX
CPU 1) o
Bf:j( 10000 24 GB 200 GB B X 65,535 BA 1024 25,000
|
=X 30000 6 32 GB 200 GB B X 65,535 BA 1024 100,000
%X 60,000 8 64 GB 200 GB K 65,535 =X 2048 250,000
=X 120,000 12 128 GB 200 GB =X 65,535 =X 4096 250,000 #2
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) —REH

e Data Node M#:1 D Data Node, F£7=[& 3 DLL LD Data Node ZEFR TE=EI (3 DT
tybk), EHEHIZDWTIE, TP TSA T ADEH (Data Store HY)) 1FSBBLTLIEELY,

1 BHEYDITO—DFHEICEINVTROERESRL, VYV —REHERELET,

B — %8 Data Node Z{i§ X f= Data Store

1#&H1-Y
N7O—K

WEBTH WA
EHCPU  FHEHATEY

= A 30,000 6

=K 60,000 6

=X
120,000
=X
225,000

12

18

32 GB

32 GB

A—H—1 AHYDARBAY
o SV S RSl

64 GB

3 DM {18 Data Node % {5 Z 7= Data Store

1961
Yn2
A—&

=K
30,000
=X
60,000
=X
120,000
=X
250,000

=X
500,000

BEAP
HFH
CPU

12

18

18

WA
FHEH AT

32 GB

32 GB

1—H—1 AHEYD
ABA 23—yt b5
PEAES

64 GB

64 GB

Bi— Data Node D HZET/NAF
L— (30 BRERE)
225TB
45TB
9TB
18 TB
% Data Node D% 3 D) Data Node Data

®/PAL—2 (30
BRE&RE

Data Node %7=Y 1.5
B

Data Node &%7=Y 3
TB

Data Node &% 7=Y) 6
TB

Data Node &% 7=1) 10
TB*

Data Node #7=Y 15
TB*

Store DB/ A—
< (30 BREIRE)

Data Store FHIZ&E145TB

Data Store FAIZHET 9 TB

Data Store FHIZ&EF 18 TB
Data Store FAIZ& 5t 30
TB*

Data Store FAIZ & ET 45
TB*

* RKIRBIRIETIX, TUAN) DREFEMNZEINZ 5= 12 Data Store IRBE{LASERAINET,

DI 3> Tld, 70—+t H— Virtual Edition [IZDUWVTERBALE T,
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) —REH

o Xowda:[7O—Fvvat A X (Flow Cache Size)] F|IZIE. 7A—tH— A REIEFIZAL
BTELRT7IT4770—DHR AN TREINET, FyulalFFHEAAT)DETHES
h,.78—(F60EIZTTvvadnFET, [TE—F ¥y a2t 4 X (Flow Cache Size)] &

FEALT. E24—{RIS T4V IDEITHLTRELATIDEE

HELET.

s B RBICVDERY—ADEIF, SESFLAEMER (FH/ 4 yb A4 X /=X b
L—bk, ZDMD YT =0 ERRARDIRT) ISISCTRBGYET,

-y IH
Syl B
Rk CPU
1X1

Gbps 2
2x1

Gbps E
4X1

Gbps 8
1X10

Gbps * I

BAR

DS RABMNT—SAR—
#Far =

£

4GB 75 GB

8 GB 75 GB

16 GB 75 GB

24 GB 75 GB

FRThDR
W—"Tybk

850 Mbps

1,850 Mbps

PCI /SRR JL—
ELTERESN
TS 33—
T4 R
(igh/ixgbe ZEHL
F1=1d e1000e
ZEHL)

3,700 Mbps

PCI /AR JL—
ELTERESN
TWHI3—
(R
(igbh/ixgbe ZEHL
F71=1d e1000e
L)

8 Gbps

PCI /SRR JL—
ELTEESN
TWS1 53—
TIAR(AT

JU ixgbe/i40e #£

#L)

JA—
Fryia
Y4 X
(RIEFZO—
DERKE)

32,766

65,537

131,073

7512,000
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) —REH

NC- pm ZAR 70—
oy I DL BEBAT—sAN—  FEEhER  STRT
Ly BB gana Y L=k A
e = DBAH)

16 Gbps

PCI /SRR JL—
ég 10* 22 40GB  75GB ELTERESN 71,000,000

" T 15—

T4 RAVT

)L ixgbe/i40e %

L)

*10 Gbps RIL—TYFDEBEE . TRTHCPUE 1 DDV YMZEFELET, :BID 10 Gbps NIC
Z&IZ 108D vCPU & 16 GB D RAM #1BiNLE T,

ATLay B VMAART1 DLLED 10GNIC ZFERATEEY,
SN, REERSEHLT= Cisco UCS C220 M4 TOTARZEDILTULVET,
o FAtyH: 2 EOD Intel(R) Xeon(R) CPU E5-2620 v3 @ 2.40 GHz, 2 DV /7 vk, V/irvkd
f=y12a7
o XE!J:128GB
« AFL—¥0:800GB
e ESXi:VMware vSphere 6.7.0
o BEZA—NUHG AB—DTAR :PCI/IARRIL—FE KLU 1 Gbps/10 Gbps 1B —TT AR

JA—+z> Y — Virtual Edition QD Rk —9IRiE

70—+ — Virtual Edition /> AR—IL T BHIIZ. CHEADRYNT—IREBEDA/TE#HERL
TLEEEW, COHARIL. 70—+t H— Virtual Edition TERTEATRTHORYNT—HIBES
FTHOTLNET,

B 1% : Secure Network Analytics (& VDS IRiEZEHR—FLTULVET HY, VMware Distributed
Resource Scheduler (VM-DRS) ZH 7 R—kLTLVEF AW

Ry —HBEE . 70—+ H— Virtual Edition (&, RDPA T DRE Ry —HIBIELE
BLET,
o REO—AIL TYT 2YET—Y(VLAN) SO F DT EFERALER YT —Y
o (A=A RIS—HFEDEHAT)1 DUED VLAN TRy b E28—U0 T T4 2D
A ZIEIN TS, 7B L Tz VLAN
o 754 R—kVLAN
o NAIN—/\AH FRAF(VLAN LL4})
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) —REH

70—+ Y — Virtual Edition DS 71490
20—t Y — [, RD Ethertype DTy OFNIBLET,

Ethertype ZJakajL
0x8000 BED IPv4
0x86dd BE®D IPv6
0x8909 SXP
0x8100 VLAN
0x88a8
0x9100
VLAN QnQ
0x9200
0x9300
0x8847 MLPS 1=* Xk
0x8848 MLPS W JLFx ¥ Ak

0 JO0—t Y —d. JFEFGDO MPLS SRJILFEIXVLANID #RES LUV I IRKR—I
T, /YR EREBLTWSIGEIE MDSRNILE/NAIRALET,

UDP Director Virtual Edition Tl {REYIUARDEBEH/EFH-THENHYET, F/=.FPSD
HELEBEHRICEI O TRINAN—CBENEZRTEAHYET .

AT HFH CPU WATFKIEHATEY BINT—8 AL—D =KX FPS L—p

2 4GB 75GB 10,000

Analytics DHEREL Y EFD—RIREIT. BEDFATORERICBESNTHEY. §E DY) —X
CEIZEFEINDAEEENAHYET VAT LD ELLRRICERML TNAIEEHERL TS
Lo R T AERRICERMLTOVEVW S RTLAPSERDU AT LTI, N\TA—T X (EFEHE.
RSB CEZENRASNTREEADYET .

e Analytics ZAMB IUVENIZTZSHDIL. EBEIL—YF—DATI,

o Analytics & ¥R — 4 (IH Stealthwatch B2 — L) Tz —ILA—/I\—RTF7 THERT S
ZEFTEFEAS

Analytics Z BT BICIE. L TOEBTRHAZEET SILENHYET,
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o FEDED Flow Collector Z g A =R FE =L/ \—KF T 7 Data Store BRI TEHRET 5.
e Secure Network Analytics Data Store KAA (L1 DDA FEHT 5,

| 0 SEMIZDULNTIE. Analytics A RZESBLTLEELY,

AR DT TRUELDEFERLGDIAN —CREICEDVWT)Y—REHREZHET D5
%, CCITRT 1 BH-YDIO0—(FPS) DEtEXFERATEEY,

AL—2D 1 #HT=-YDT7A—0DFlow Collectorst & (Data Store ZZL TH R

g

Data Store 7L T Flow Collector (NetFlow) ZEBH T 5B 8 IE. RO ISR —DDENY Y TH
HELET,

[(AFEH FPS/1,000)X 1.6 X B %4]
o HEFEY (FPS)ZRELET .
« ZO¥IEZ 1,000FPS TEIYZET,

o COBUEIZARL—U M 1.6GBERHMNTAE. 1 B DA —UIZHYTHENELONE
ERS
o CDHYEIZFlow Collector DEAN—PDT7O—%REFETHB HEHNTET,

ez L. RODUATLDES:
« ABFEY 50,000 (FPS)
e 30 HEIZ7O—%&R7F

Flow Collector 7=V DHEZRD LSIZEHTEFET,
[(50,000/1,000)X 1.6 X 301 = 7,200 GB(7.2 TB)

« HEFFJ FPs = 50,000

« HFEFH 50,000 FPS / 1,000= 50

e 50 X 1.6 GB = 1 HHEYDAFL—UHHBE 80 GB

e Flow Collector 7Y 80 GB X 90 H = Flow Collector #7=Y 7,200 GB

Data Node AL—UD 1 =V 70—DEE

3 D) Data Node Virtual Edition [Z Data Store Virtual Edition Z BB 515 & (%, Data Node &
2. AN —PBEIYHBTERDAETHET HILEHELET,

[(AEFFEY FPS/1,000) X 1.6 X B#] / Data Node #

e BEETEY (FPS)ZTRELET,
o ZO¥IEZ 1,000FPS TEIYET,

o COBUEIZARL—U M 1.6GBERMTAE. 1 B DA —VIZHYTHENGELONE
ERP
o COOHYEIZ. Data Store DERCL—DT7O—FRETHEEERNTET,
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) —REH

o COHE% Data Store N Data Node # TZI->T.DataNode HI-YDALL—IZFHH
LFEd,
FERIE.RDVATLDEE:
« BEFFH 50,000 (FPS)
. 90 BMI7O—%Z%
e 3 DM Data Node Z%{H#

Data Node H7=Y DHEZRD ISICEHTEET,
[ (50,000/1,000) X 1.6 X 90] / 3 = Data Node #7=Y 2,400 GB (2.4 TB)

« HEFEY FPS = 50,000

« H¥1 50,000 FPS / 1,000 = 50

e 50 X 1.6 GB = 1 BH®HFYDAFL—UH Y E 80 GB

e Data Store #7zY 80 GB X 90 H = Data Store #7zY 7,200 GB
e 7,200 GB / 3 Data Node = Data Node #&7=Y 2,400 GB(2.4 TB)
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1L EBERI7A7I+—ILDERTE

L BIERI7AT7 24— ILDERTE
TIZAT o ANBEYIRIETEDLSICT BICIE, T7AT7I+—IILFEET VX 2V bO—IL
YRAMZE D TREREGEN T OV IEINLENESICR YN T —IFRETINELHYET , CDIE
[CRENBEHREFALT. TTSATUVANRYENT—IF N L TRIETED LSRN T—V%
HRELET,
F—TUOR—MIFTRTDTITFATUR)
ROBR—EHBALIREEIZE > TT7 TS5 4 7 X (Manager. Flow Collector, Data Node. Flow
?ggiczn UDP Director) CHEHIBRDT7 VAN AEEIZLE S KIIZ, RFYRT—IEEBHLFELE>TK

e TCP22

e TCP 25

e TCP 389

e TCP 443

e TCP 2393

e TCP 8910

e UDP 53

e UDP 123

e UDP 161

e UDP 162

« UDP 389

e UDP 514

e UDP 2055

e UDP 6343

Data Node D ZF DDA —T7R—F
F 1=, DataNode Ry b T—IIZBRAT HEE (L. ROKR—EHFHWIRET, EFIEDOT7TIEX
FIRMTEHIEEHEZEL TS,

. TCP5433

« TCP 5444

« TCP 9450

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -28-



1L EBERI7A7I+—ILDERTE

Secure Network Analytics TIR—FMED ISIZFREINEINEFRDRIZRLET,

EEFT (VAT UR)
EEEHEIL—F—D PC

IRTDTISATY
R

Active Directory

Cisco ISE

Cisco ISE
SEng v—x
Flow Collector
UDP Director

UDP Director

UDP Director

JO0—t Y —
JA—t 59—
FATOTATA
NetFlow TH AR—4
sFlow T X7R—4
Rr—Tx
Yr—Tx
RAR—Tx
THR—Tx

Yr—Tx

S (H—/%)

TRTDFIFATUR

FyRI—5 DELIE

THR—Ty

YR —Tx

Ipr—T¥

THR—x

TrR—Ty

Flow Collector (sFlow)
Flow Collector (NetFlow)

Y—RNN—FTADANVNEEHIRT
Ly

THR—x

Flow Collector (NetFlow)
IHR—Tx

Flow Collector (NetFlow)
Flow Collector (sFlow)
Cisco ISE

Cisco ISE

DNS

Flow Collector

JO0—t 59—

H—F

TCP/443

UDP/123

TCP/389.
UDP/389

TCP/443
TCP/8910
UDP/514
TCP/443
UDP/6343

UDP/2055%

UDP/514

TCP/443
UDP/2055
TCP/2393
UDP/2055%
UDP/6343*
TCP/443
TCP/8910
UDP/53
TCP/443

TCP/443

ZJarajL

HTTPS

NTP

LDAP

HTTPS
XMPP
SYSLOG
HTTPS
sFlow

NetFlow

SYSLOG

HTTPS
NetFlow
SSL
NetFlow
sFlow
HTTPS
XMPP
DNS
HTTPS

HTTPS
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1L EBERI7A7I+—ILDERTE

EET (V4T
THR—Tx
YR—T¥
IR—Tx

a1—4%—PC

FESE (Y—/Y)
FATUOTATA
Flow TYRR—4
LDAP

IpR—T¥

R—k ZJoran
TCP/2393 SSL
UDP/161 SNMP
TCP/636 TLS
TCP/443 HTTPS

* CNIETIAHILE R—FTIMN IEED UDP R—F2 IO RKR—ATHRETEET,

Data Store # BT 51=DIZT7A 7O +— L THGBER—FERIZRLET,

, RAETGIM7
8

1 THR—
1 T—%/—F

I 3—+ . Flow
2 Collector & Data
Node

2 NTP H—/3\—

3  Ir—T¥
3 Flow Collector

38 T—%/—F

NetFlow 4o X
R—4

5 T—%/—F

SESE (H—/3—)

Flow Collector &
Data Node

DI XTD Data

Node

NTP H—/\—

T3 — . Flow
Collector & Data
Node

Flow Collector &
Data Node

THR—Tx

RR—Tx

Flow

Collector: NetFlow

D9 RXTD Data

H—

22/TCP

22/TCP

123/UDP

123/UDP

443/TCP

443/TCP

443/TCP

2055/UDP

4803/TCP

JakaiLFIZEK

SSH(Data Store T—H3~N—X D
HEAMEIZHE)

SSH(Data Store T—H3~N—X M

MPIEE LV T —EIR—REHE
RRYICWHE)

NTP (FF%I| B HA (2 H 22)

NTP (B5ZI| B HAZH )
HTTPS(Z7 7547 RAEID+
Fa1T7BIEICNKHE)

HTTPS(Z7TSA 7V ARDt
a7 BIEITRKLE)

HTTPS(Z7 7547 RAE D+
Fa1T7BIEICHE)

NetFlow M HXY 1A &

Data Node Sl Avt—o 29 H—
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1L EBERI7A7I+—ILDERTE

6 T—5%/—F

7 T—8/—F

I 3— %, Flow
8 Collector & Data
Node

9 T—%/—F

sFlow T RAR—
10 P

11 F—%/—FK

Node

DT RXTD Data
Node

D9 RTD Data
Node

—8/—k

!

LD R TD Data
Node

Flow Collector
(sFlow)

a9 RTD Data
Node

4803/UDP

4804/UDP

5433/TCP

5433/UDP

6343/UDP

6543/UDP

EX

Data Node [l AvtE—2 95—
EX

Data Node Bl Ayt— 9 H—
EX

Vertica 754 7 > ME#TE

Vertica Ay tt—oU 5 H—E X
DE=Z—Y2YT

sFlow D HY A H

Data Node Sl Avt—o 29 H—
EX

ROKRIZ AV TV BEHICE O TRESREEDEEEZTRLET

EET(VF1TH)
ITRTDTITZFATUR
THR—Tx

XHR—Ty

RAR—Tx

Y=y

1—H#—PC

S5 (Y—/%)

aA—H#—PC

Y—FNN—TFTADANVNEERT L

Y—FN—TFTADANVNEERT L

BFA—ILT—bz4a

ZBI1—F

ITRTDT7ITSATUR

R—bk ZJoka
TCP/22 SSH
UDP/162  SNMP - k5y 7
UDP/514  SYSLOG
TCP/25 SMTP
TCP/443  SSL

TCP/22 SSH
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1L EBERI7A7I+—ILDERTE

RDOE(Z. Secure Network Analytics VAT LIZE > TERASNASEIFLEHKERLTULED,
NoDR—bD—EFA T3> TT,

j D TE-;J/443 (https)

TCP/22 (ssh - optional) Manager

(Central Manager)

Active :
------ TCP/UDP - .
Directory D R 3‘;9 Protocols (all appliances)

UDP/53  (dns)

UDP/123 (ntp)

TCP/25  (smtp - optional)
UDP/514 (syslog - optional)
UDP/162 (snmp-trap - optional)

(ssl)

IDentity :
A ' N N
: ubp/3514 i | Tcefasz |
! < ; : h {1 UDP/161 (snmp)
* . TCP/443 (https) ] i (https) 3
'.-“ ;--------:?"-’-----------------------------!---------SPAN/TF;P "{:..*.-.'E‘ ~‘5-':-‘ .
A A E A A
------ UDP/2055----J DR —
Secure Network Analytics Secure Network Analytics | | uDP
Flow Sensor Flow Collector I Director
i § : Exporters:
Sesssosssssseseoooees re- Routers and Switches
3
§ UDP/2055 (NetFlow)
UDP/6343 (sFlow)
UDP/123 (nip) UDP/2030

UDP/53 (dns)

ajn

Endpoints
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1L EBERI7A7I+—ILDERTE

LITOREIZTRT LI, Secutje Network Analytics 77547 A lE. REBRYRT—5 RykJ—
SED., F=IEDMZADWTNTH-TH, RV T—IE R TEELRYNT—IET AV MDD E
WEHNL YD RSN AL ICERMICEBRT A2ENTEET,

Admin
Accessing
'.’ Manager
L\
@ l Manager
ik Manager-Data

Node Comms
poo
NTP Inter-Data Node

Server Data Store Comms

(3 Data
% Nodes) 175 Y6 @

A 8 9 |11
FC-Data Node

Comms

8
Flow Flow @
Collector Exporter
> < Manager-FC
®

Q0
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2. Virtual Edition 1> AR—ILI77ALILDE Y
O—K

ROFIBIZH ST ARETTSATUADAVAM—ILEAD ISO J7/ILEA D O—RLET,

FISATIRA )
B2 VAN TPA 2
I
#
3a. VMware vCenter ISO VMware vGCenter ZfE AL CIR 7 7

SATUREAVAR—ILLET,

T ESXi RAV R 7RAVKRARF—/3—[C
3. VMware ESXiAFE7B2F— 150 RE7TSATUREAVRR—ILL
N *9,

e . KVM & Virtual Machine Manager Z{&
o KUM &5 £ VitualMachine. 15 Pt Al
—g F_)Lbasj—o

1. https://software.cisco.com T Cisco Software Central [CAY A4 LET,

2. [F9>0—KEEHE (Download and manage)] > [A o A—KEF7w T4 L—K (Download and
Upgrade)] 233> T, [ O—FRIZ7 1A (Access downloads)] Z:#EIRLET,

3. [AFDER (Select a Product)] Z4—ILEMRBRESNAETTFIZRYO—ILLET,
4. Secure Network Analytics Z77AILIZIE. RD 2 DD HFETTIERATEET,

o AHITHRA: [ 5 DEIR (Select a Product)] 714—JLKFIZ Secure Network Analytics
EANLFET Enter ZHLFET,

o Aa—TRR:[TRXTESHE (Browse A1 &0V HILET, [EF2)T+
(Security) 1> [y b —Y DA RIEEET AT — 3> (Network Visibility and
Segmentation)] > [Secure Analytics] ([Stealthwatch]) DJIEIZEIRLET .
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1. PTZATVREIATERIRLET

e Secure Network Analytics R8T R—T+

e Secure Network Analytics {% %8 Flow Collector
e Secure Network Analytics {&38 7A—t>H—
e Secure Network Analytics {& %8 UDP Director

e Secure Network Analytics {% 28 Data Store

2. [Secure Network Analytics AT LY TR)x 7 (System Software) ] 1 EIRLET,

3. [Ex#1)1J—X (Latest Release)] §I T, [T41](F=FAVAM—=ILT B T4x D/IN—23) %
ERLET,

4. A9o0—K: ISO MV AM—ILI7AIERDIFET, [F>O—K (Download)] 7/ %
f=I% [H—HKIZEM (Addto Cart) ] AV ES)VHILET,

5. COFIEZERYIRLT. 7ITFAT UV REATZEITT7AILES D O—RLET,
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3a. VMware vCenter Z{ERALI={RET7IS14T7>
ADAAR—IL (1SO)

S

VMware vCenter Z#{F AL CTIRBT7 T SA TV REA 2V AL—=ILT B2 RO FIEIZHLET . 5l
DAHEEERTHIEEIE. RESHELTZEL,

e VMware ESXi RZ R 7O H—/N\—:[3b. ESXi RZV R 7OV Y —IN\—~ADRETTS5A47F
DADAAM—)L(ISO) I1ZEALET,

o KVM:T3c. KKk MTRRARADRBEFZ TSAT U ADAVA—IL(1SO) 1ZERALET,

Secure Network Analytics v7.4.x [&. VMware v6.5, v6.7. 8 LU v7.0 EEHMENHYE
0 9, VMware v6.0 & Secure Network Analytics v7.4.x [ HR—RLTWVER Ao BEHIZDLY
TIlX. ['vSphere 6.0 End of General Support]® VMware DY =217 L ZS L TLZELY,

(ZC 8 AH]IZ
LU RR—ILERS BEIIC. ROEBEEIEER T LTIE,

1. Bt TE# OB ESHEZHERELET,

2. VY—REH . T)Y—REH | QEZHERL. TIFATVRIZHELREY L TERELET,
J)—R T—IVEIFRBEAEEFALTIY—REEIYHTET,

3. T7AT IA—IL: BEDI7FAT IA—ILEHRELET, FFMICOWLTIE. M BEERT7A
T oA —ILDEERFE IZSBLTIESY,

4. T7AIVTTSATADISO 774 ILEFHO—RLET, FIEICDULTIXL, 2. Virtual
Edition 1> AR—ILIZ7ALIILDFE 2 O—F 1S BLTIEELY,

5. B ARE T TSAT U REAVAL—ILT B VMware BBIER D /A /3\— N FRAMIEEE
SNEBZAELWLEZERLTWAIEFERLET . ELLGWEE . RET7TSAT7UR
EFRBTELRLCEAHYET,

A Secure Network Analytics 7 75 A7V RAERUMIB IS AR/ R T LIZIEFETER LY
B UFEIFREBYO U EADAM—ILLIGENTLZELY,

FTTIZTAV A —=ILENTWBHARALIN—D3 0 N EEEEIN B -8 . Secure Network
A Analytics RIEET TS 72 RIZ VMware Y—ILE AV ZAR— LU N TS, /2R
f—ILTBE ARBTITSAT o ANMERREIZRY . BAV AL E(ZHYET,

vCenter ISO)Z{FRAL=RBT7ITSAT U ADA2A—)L

VMware vCenter (E1= IR DIRE) NHIEE L. ROFIEZFEHAL.ISOEZFALTRETS
FGATOREAVAMN—ILLET,

Data Node E7=[& Flow Sensor Z BT 215 A (L. RELFIENDIT RTESE TLTWSIEFTER
LTLEEELY,

F—48/—R

RDOFIEZEEITLET,
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1. Data Node [&1:& {8 A MR LAN DERTE

SRBETITSATUADAV A=)V IZHEHF T, DataNode (RET7 IS4 T REAVR
F—ILTBEEZE. 2 DDV T—OT7FTAEAVAN—ILT DRELHYFET,

Flow Sensor
RODFIEZEEITLET,

2. ’FS5249OEBERTH 70—t Y — DRE
SARBT7ISATUADAU AL
4,  BNE=4—1)>2 Y R—bDE S (Flow Sensor DH)

FOMIATDTISATUR
T TS5A T2 AN Data Node Fi=ld 70—t H— THWEEIE. ROFIEEZETLET,

SARBETFTISATUADAV AL

0 A=a—&T 57490 D—FIE, CSITRTBEREIGELGDIIGENHYEST . VIO T
[ZR89 AEEHMIZDULNTIL. VMware A/ RESBBLTLEE0Y,

1. Data Node fEI:8{E FH DL LAN DEETE

Data Node Virtual Edition vt —2IZRBE T 5355 L. Data Node [RLB{E D eth1 Z/-L T
Data Node ANEE[ZIBETEA IS RERAMYFEFRALTHIL LANZRELET,

AAYFDHREIZIX 2 DDA T avhiHYET,
o vSphere B#EX M YFDERTE
 vSphere AR AMYFDERE

9§ RTD Data Node Virtual Edition B L ESXi RAMZERL T, Bll 2 D ESXi 7~
o A Z Data Node Virtual Edition 38 A9 515 & (&, Cisco Professional Services [Z3EH&L
T ML LAN DEEICEATHIXIEEZITTZELY,

vSphere 12#EX A/ Y F DELTE
1. VMware RAMREICAT AV LET,

VMware Host Client £ > AR T, [y bT—F 25 (Networking) 1 ZH71)woL ., [1E#
vSwitch® 1B i (Add standard vSwitch)] 221w LET,

vSwitch BZ A HALET,

R EB XA v F DYERK (Create virtual switch) ] 91w LET,
MBI T —Oh—RETYT) O ELTERELEVLTEZSLY,

[Cisco Discovery Protocol] Z:ERLET,

LEM(Add) 1 &) ILET

ROBIZEHET [BARBTITFATUVADAVAR—=ILIIZERFT

N

®© N o gk~ w
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vSphere IR A YFDELTE
1. VMware RRAMREIZOT A LFET,
2. A=—a—m5, [RybT—F2 % (Networking) ] Z:EIRLFET,

8. T—REUE—FEHV)YIL. [H5BARA YT (Distributed Switch)] > [FTFR D EXAR 1V F (New
Distributed Switch)] DIEIZERLET

4. ZEIEAALTLIRA (Next)]ED)VILET,

5. ESXi N—2au[ZHEDWTHRRRAYFDNA—23 0% RIRL ., RN (Next) 1 29w ILE
T, =&AL ESXi 7.0 LIEFEALTWSIGAEX. [7.0. 01 #RIRLET,

6. [7v7T12Y D% (Number of uplinks)] T, [0] #BIRLET . WER YN IT—Oh—KETYT
) ELTHELELTZELY,

7. [T ILR—RT IL—F DYERL (Create a default port group) ] Z:&IRL . R—rT IL—T &
#AHALET,

8. [RA(Next)]&EHJVILET,

9. [#7T (Finish)1&2JvoLET,

10, ROBEIZEAFET 3. RET7ITSAToADAVAM—=ILIICEHET,

2. 5504V OEERTH IO— Y — DERTFE
70—+ H— Virtual Edition [Z[& VMware IRIEZA[fR1L 3 DHEREA HY . 7O—IEX BB D T
A—T—3%5 B TEFET . ENAN—NAHFRAMABIZAV A= ILENBRETTSATU R
EL T, 78—+t Y — Virtual Edition [£7R Ak vSwitch M4 —H Ry IL—LEZ BT T
Fol., hont—avR7 Evbb—bk, 1\ ybL—MZBERTHIEEL Y aAVHTEED
JO0—La—REHEESLICERLET,
RDOFIEIZH-ST, vSwitch LD T71vIEER T HLS. 7B—+t > Y — Virtual Edition R D
FOIZERELET,

o FBEBDKRANTD vSwitch DEER

o H—@MHRANTD vSwitch DEER

PCI /SRR IL—IZKBNERNS T4 I DE=RZ—) YT
Ffz. #EPI S PClL/SRZL—ZFALTERRYNT—VE=2I T RIS TR—t2 49—
Virtual Edition #5495 EHTEET,

o E{f:igb/ixgbe #EHL F1=1d e1000e #EHLD PCI /SRR JL—,

o 1) —RIEH: I O0—+t>H— Virtual Edition 12 S BB L TS,

e ME M BERIZFATIA—ILDEREIZSHELTIZELY,
FIE: 70—+ > Y — Virtual Edition [ PCI RY LT —9 A R3—DJ A R%E1BMT I,
VMware DY =27 JLZSBERLTLZE0Y,
BHDHRANTOD vSwitch NDEFR
70—+ — Virtual Edition ZE AL T, 5O VM RA X=X ISR RIZHT-% 58X vSwitch
DS T4vHEERTBICIE. ORI IVDFIBIZHLNET,

DI aAVDRNABIE. VDS FYRT—IIZDHEZELET , VDS LS DIREBRIZR YT —IH
HAEEIE. TE—DHRANTOD vSwitch DEER | IZHEAET .

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -38-



3a. VMware vCenter 2 ALTzRB7 TS54 7V AD A2 A +—)L (ISO)

BREEH
COHREICIE. ROBHELAHYET,
o SEURAEAR—b (dvPort) : #1745 VLAN 2R E%1To1= dvPort ¥ JL—T% 70—t H—
Virtual Edition TE R 9 5% VDS [ZIEBMLFEYT ., 7A—+t > H— Virtual Edition By T —

7 E® VLAN EVLAN U A DS 7490 FBERTHHEEIE. ThENDEA4TI21 0T
D.220 dvPort T IL—TH BT AHELHYET,

o VLANID:IRIEET VLAN(VLAN b5 XU T F X TFA4R—K VLAN LISV ZFEAL TS5
5. COFIEEZEITTAIZIZVLANID ABHETT,

o« WMERIE—K - H%,
o HEERIR—b:vSwitch [ZERTE,

VDS #EAL TR YN T —I%FRET AICIERDFIEEETLET,
1. [RybT—F>2 % (Networking) ] 74L& D) v LET,

E-:ﬂ@

2. [*ybT—F2% (Networking) 1 W' )—T, VDS EEVJvILET,
3. [9ER—k45 )L—T (Distributed Port Group)]> [#1#R 9 Bi7/R—b% JL—7 (New Distributed

Port Group)] Z:#RLET,
& Acti |
( Distrib &, New Distributed Port Group
B Acd a Import C Group
Edit N éhr.ig ort Group:

4. [FR P ER—KS JL—F (New Distributed Port Group) ] # A 7Y Ry IR ZEFERALT. X
DFIEDHEHESOTR—IIIL—TERELET,

5. [&RI&ESFTDEIR (Select Name and Location) ]: [ Bil (Name) ] 74— JLKIZ, 20 dvPort &7
IW—TEEHANTHREEANLET,

6. [E%E#RK (Configure Settings)]: [R— % (Number of Ports)] 74— JLRIZ, RRMIS R A
RO 78—+ H— Virtual Edition DEZAHLFET,
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MNew Distributed Port Group

+ 1 Sslect nama and location Configure settings

m et geneal propestiex of e newrpart groug

3 Ready o complete

WLAN

7. [VLANZA T (VLAN type)] KOy TR Y RRED)VILET,

|

RIEMA T VLAN Z{F LALLM E X, [4L (None) ] Z:EIRLET .
EBANTVLAN ZERAT 2B E (L. VLAN A/ TEEIRLET . RO LSIZEELE

a}- 3

VLAN #4147 i

VLAN [VLANID] 74—JLRIZ. ID [T—E 3 5 &
50 ~4090)FAALET,

FTARTD VLAN bS5 700 9%FBIRT 51
(&. [VLANNS &5 (VLAN trunk
range)] 74—JLEIZ0-4094 EA HILFE
ERS

KOyT AU RS [EE R
(Promiscuous)] Z:ERLET,

VLAN ko225

754 ~X—k VLAN

8. gf:%Tii"Eﬁ%O)F—ET (Ready to Complete) ]: R EZMEFELET . [#& T (Finish) ] &2 woLZE

9. [#ybT—F2% (Networking) ] 'V1J—T, #LL) dvPort T IL—T&#H V) ILET, [BRE
D#wE (Edit Settings)] Z:&IRLET,

10. [¥a1T4 (Security)] ZZIRLET,

11. [EZEFIE—FK (Promiscuous Mode)] KAy T A1) ARES) v LET , [550] (Accept)] &
ERLET,
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doc-portgroup - Edit Settings

General

Advanced C ) )
Promiscucus mode Accep

WLAM
MAC aoOress changes Accept

Teaming and failover Forged transmits Accepl b

Traftfic shapmg
Manitaring

Miscelansous

12. [OK]ZV)vILT. ZBAT7RT Ry I RERALET .

13. Z7A—+>H— Virtual Edition T VLAN & VLAN ISANE A DRYRT—H ST 090 %FBERRL
EFIh,

s MAZERTIEEIL. COTEHDKRANTO vSwitch DER I a>DFIEE
BYURLET,

o TLWWAZIDBEIZ. ROFIBIZEAFET,
14. VMware IR1E(Z 70—+t Y — Virtual Edition TESH B RID VDS (THYET H,

o BlD VDS HpA15E X, ZOTEHDARANTOD vSwitch DER INDIED FIEERD
VDS THEYRLET,

15. RO URLIIZF7IERALTLEEW, 8. BT ISATUVADA VAV JIZHEHZET,

B—@OHRXNTO vSwitch DEZR

70—+t >4 — Virtual Edition Z{E AL T, B—RALD vSwitch EDFS 70 0%FER T HIZIX.
DI aAVDFIEIZHELET,

o DI aAVDRAABIE, JEVDS RYRT—IIZDHZULET, VDS F YT —ITfE
ALTWAEBEEI1E. TEHOARANTO vSwitch DERJIZEAFT .

RERN
COREICIE. ROEHELHYFET

o |EMNR—FTIL—F : 70—t H— Virtual Edition TERTAERERMYFIZEER
R—bT L—T%EEMLET,

o EERE—F:EHM,

o FEERAR—bF:vSwitch [ZERTE,

R—rTIL—TDEEFNE—R~DHE

RDFIEEFRALTR—FTIL—TH#EMT Bh., R—rTIIL—TEHwEL T, [EEH
(Promiscuous)] IZERELET,
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1. VMware ESXi ARAMRIB(COT A LET,
2. [RyrI—F24 (Networking) 122 woLET,

Prysical MICs Vadernel NICs

& Rafracn
Hama = | ACtve ports
‘ dsWLAN_4 2
f mMetworking & e 2

= vHaichd
Mo mebworis...

3. [(R—k2' JL—T (Port groups) 1 27 & EBIRLE T,
4. FILWR—MTIL—TEERLIZY, R— T I —TERELIZYTEET,

o [(R—FJ IL—T D YERL (Create Port Group)]: [fR—F4 JL—T MBI (Add port
group) 1 &) ILEY,

o [(R—FT IL—TD#RE (Edit Port Group) ]: TR—k 4 IL—TZ:&IRLET , (REDHRSE
(Edit Settings) 1 &) v IL%EY,

5. 4 FOT R REMALT, K—h5 L—TEHELET, VLANID F=[£ VLAN RS54
SO ERELET

VLAN 247 E
VLANID (Admin. " -ANID gﬁmbf‘%—@ VLAN é?amLfa“o
VLANID) [VLANID] 74— JLRIZ. ID IT—HTBEE (1 ~

4094) = A HLFET,
VLAN FSoF 25 %FERL T, $TH VLAN

VLAN b5 X200 SO499FE=L—LET, T74ILEOEEIZ O
~ 4095 T9,

6. [Fx )T+ (Security)] KENZD)vILET .
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£3 Add port group - viand_promisc

Name | viand_promisc
VLAN ID .
Virtual switch

| vSwitch( ]

@Secumy ) Click to expand

Add || Cancel |

i
=]

7. [EZERIE—F (Promiscuous mode) ]: [ & (Accept) ] ZEIRLFE T,

£4 Add port group - viand_promisc

Name viand_promisc
VLAN ID 4
Virtual switch —
~ Security
Promiscuous mode = Reject () inherit from vSwitch
MAC address changes ® Accept O Reject O Inherit from vSwitch

Forged transmits ® accept O Reject O Inherit from vSwitch

| Adda || cancal |

8. Z7O—+z> Y — Virtual Edition TZ M VMware BIER DR DRER AV FEERLETH,

NIV DB EIX. (2. V549 O0ZFERTH 70—t H— OHBREIZRY . IRXTOFIE
ERDRERAYFTRYIRLET,

9. RODIBIZHEHFET 3. WEFTSATUOADAV AL

AR T TSATUADAA—)L

RETITSATURENAIS—INAH RAMIAVAR—ILL AR T TSAT7oADEEBE LUE
ZA— T R—EEETBIZIE. ROFIEEETLET,

@ AZa—&T 57490 D—FIE, CSITRTBEREIEERLGLIGEENHYET . VILDT
2B AEEMIZDULNTIL, VMware AR EZSEBLTEELY,

1. VMware Web 7547 MBS ALET,

2. Cisco Software Central WSR2V A—KLI=RE T ITSA TR YT L7 T74)L(ISO)
#ROITEY,

3. vCenter TISO ZFRATEADLIICLET . RDZBIREAHYET
e vCenter T—ARARFIZISOZ7v7O—KLET,
o OAVTUYTATIIZISOZEBMLET,
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e O—AINT—IVRT—avIZISOZREFL. TDI7MIIVESRILHLIICEMAEZEE
ELET,
HHMIZDOLTIE., VMware DY =27 IILESBLTLIESLY,
4. vCenter Ul )5, [A=a2—(Menu)] > [[RARESD TR A (Hosts and Clusters)] DIIBIZEIRLE
ERR

5. TEH—La s R T, 9S5RAE=IFHRANEE ) v IL ., [FREE<I D (New
Virtual Machine ...)] Z3ZiRL T [#FR{RE <> (New Virtual Machine)] 94 —KIZ7 4+
ALET,

6. [{ERRA T MDiFER (Select a creation type)] D4 F T, [FILLMRIETL U D YERK (Create
a new virtual machine)] Z3#RL . (R~ (NEXT) ] Z&0UvILET,

New Virtual Machine

1 Select a creation type Select a creation type
2 Select a name and folder How would you like to create a virtual machine?

3 Select a compute resource

This option guides you through creating a new w’tuaI machine. You
4 select storage

Deploy from template will be able to customize processors, memory, network
5 Select compatibility

Clone an existing virtual machine connections, and storage. You will need to install a guest operating
6 Select a guest OS

Clone virtual machine to template system after creation.

7 Customize hardware
Clone template to template

8 Ready to complete .
Convert template to virtual machine

CANCEL NEXT
4

7. [BBIETAHILE DEIR (Select aname and folder)] 94RO T IRETLUEEANL. IR
BT U DIGIEZEIRLT, [RNINEXT) ] &)V ILET,
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New Virtual Machine

+ 1Select a creation type Select a name and folder

2 Select a name and folder Specify a unique name and target location

3 Select a compute resource

Virtual machine name: New Virtual Machine|
4 Select storage
5 Select compatibility
6 Select a guest 05 Select a location for the virtual machine

7 Customize hardware
v
8 Ready to complete N

CANCEL BACK NEXT
4

8. [AEa1—T4291)Y—AM&EIR (Select a compute resource)] AR I T,. 7ITSATY
AERBHTBHITRE, KA, V=R T—)L, vApp ZEIRL ., LR~ (NEXT)1 E91)vILE

o

New Virtual Machine

+ 1Select a creation type Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation

3 Select a compute resource
> & ~

4 Select storage

> @
5 Select compatibility .

> ©
6 Select a guest OS N

7 Customize hardware

& Ready to complete

<

) PO DD ‘ 2929290 0®

Compatibility

# Compatibility checks succeeded

CANCEL BACK NEXT
&
S

9. [RFL—U D4R (Select storage)] W4 RO T, FOYT AU NS [VMARL—URY S —
(VM Storage Policy)] Z:#IRL . REFGEFTEFBIRL T [RANNEXT)IZEDVYVILET,
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New Virtual Machine

+ 1Select a creation type

+ 3 Select a compute resource

Select storage
+ 2 Select a name and folder Select the storage for the configuration and disk files

6 Select a guest OS Name
7 Customize hardware

8 Ready to complete

<

Compatibility

VM Storage Policy
4 Select storage

5 Select compatibility O pisable Storage DRS for this virtual machine

.|

Capacity Provisioned Free Type Cluster

# Compatibility checks succeeded

CANCEL BACK NEXT
#

10. [E#2MMDEIR (Select compatibility)] D4R T, IWERBHSIN TLVS ESXi /A—23 (2
HEDONWT, [REEHE: (Compatible with)] FKAY TR UM RETI L D/IN—230 %8R
LET, =EAIX. RDRY)—2239bhTIE, ESXi 7.0 BNEEASN TULVST=8 [ESXi 7.0L4BF
(ESXi 7.0 and later)] Z:# RL TLVET , R~ (Next) 1 01w ILET,

New Virtual Machine

+ 1Select a creation type Select compatibi
+ 2 Select a name and folder

+ 3 Select a compute resource

lity

Select compatibility for this virtual machine depending on the hosts in your environment

6 Select a guest OS
7 Customize hardware

& Ready to complete

The host or cluster supports mare than one VMware virtual machine version. Select a compatibility for the virtual machine:
+ 4 Select storage

5 Select compatibility Compatible with: | £5xi 7.0 and later -] @

This virtual machine uses hardware version 17, which is compatible with ESXi 7.0 and later. Some virtual machine hardware features are
unavailable with this option

CANCEL BACK NEXT
s

11. [ AFOSMEIR (Select a guest OS) ] [EE T, [ AROST 7= (Guest OS Family)] &L T

[Linux] Z. [ AROS/\—

S

vy

(Guest OS Version)] &L T [Debian GNU/Linux 10(64 Ewk)

(Debian GNU/Linux 10 (64-bit))] Z:#E RLET ., [R~Next)]Z2)vILET,
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New Virtual Machine

+ 1Select a creation type Select a guest OS5

+ 2 Select a name and folder Choose the guest OS that will be installed on the virtual machine

+ 3 Select a compute resource

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system installation.
+ 4 Select storage

+ 5 Select compatibility Guest OS Family: | Linux .
6 Select a guest OS

Guest OS Version: | Debian GNU/Linux 10 (64-bit)
7 Customize hardware

Ready to complete

Compatibility: ESXi 7.0 and later (VM version 17)

CANCEL BACK NEXT
5

12. [/\—F9x7DHAATA X (Customize hardware)] 94K T {RE/N—FHTT7ZEHEL
T TITZATURIATICEBDHEREBIEICOVTIE, VY —REH 1S RLTZS
LY,

CDFIBEIE. AT LINIA—TURIZESDTEETY . LB —IANELVK
A HE T Cisco Secure Network Analytics 7 7547V AE BT DB EIE. 7T547

DAD))—AFERARETEFRERL. BEICHLTYY—RZEDOL, EFADIE

EHESIUBREEEY T ORENHYET,
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New Virtual Machine

+ 1Select a creation type

+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Select storage

+ 5 Select compatibility

+ 6 Select a guest 05

7 Customize hardware

8 Ready to complete

Customize hardware
Configure the virtual machine hardware

Virtual Hardware VM Options
> CPU®

> Memory *

> New Hard disk *

> New SCSI controller *

> New Network *

ADD NEW DEVICE ~
6 ~ o -

16 v GB v

200 GB ~

VMware Paravirtual

~ Connect...

New CD/DVD Drive *

Status

CD/DVD Media

Device Mode

Virtual Device Node

> Video card ®

Datastore ISO File o

[ connect At Power On

BROWSE...

Passthrough CD-ROM  ~

IDEQ w IDE(0:0) New CD/DVD Drive

Specify custom settings v

v
v
CANCEL BACK NEXT
#

Y —RBHITMAT, ROFEFERLET,

o [FILLWVN—FRT4RX%Y (NewHard disk) 1 &7y oL T, BRA T avEBEALET,
[T4RHTOEP3=>% (Disk Provisioning) ] KAy T & his [y 7OEDI=Y
47 (Lazy Zeroed) (Thick Provision Lazy Zeroed)] Z:&IRLE T,

e [#HLLICD/DVDKS4J (New CD/DVD Drive)] 74—ILKT.ISO #1&7FL1=15RTIZE
DUNTISO DIBFTEEIRLET , [HHLLICD/DVDRS4J (New CD/DVD Drive)] &%
%‘;Jj?bfsiﬁfj'j:/a CEEBRLET . [BEREARIZES (Connect At Power On)]

L o

e [HHLLISCSIa>ka—5 (New SCSI controller) 1 #42wH LT #REA T ar % EH
LEd ., (A4 TDZEHE (Change Type)] KAV TH ™ M5 [LSIERIESAS (LSI Logic
SAS)] #8IRLET , [LSIZRIESAS (LSI Logic SAS) 1 #ZIRLEG WS (RET7TSA7
VAN ELLEBRASNAWNEREENHYET,

o PTSATUAMN 70—t — T, NICIZ 10 Gbps RIL—TYrEBRELTLSIBE
(X, [CPUlZEHUYHILTHEBRA T avERBELET . $TDHD CPUA 1 DDV vk
[CURFED IS, [V ybHT=Y DT # (Cores per Socket) ] R ELET .

13. Data Node:DataNode (REE7 TS5A 7V AEBRATAEEIL.2BBDRYNI—HOT7 R TH
HEMLET,

[FTLULNT /8 ZAD3E N (Add New Device) 1 #91)vILTH L [FyhT—9 74 T4 (Network
Adapter)] Z38IRL . [75 TH2% 47 (Adapter Type)] HY [VMXNET3] THAZ EEFERLE
ERP
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e 1BHDARYNI—HF7HTATIL, Data Node Virtual Edition H3/ 8T 1) wHo Rk
D= L TCHMDTITSATUOREBIETEDLSIZTHRAVFEREIRLET,

e 2EBHDOARYNI—H TS TATIL, Data Node Virtual Edition M TS5/ R—kRwhk
)—7% £ Tih® Data Node EBIETEDHLIIZT DA yFEL T, 1. Data Node [
BERADIRIT LAN DFRE ITERLE=RMvFEEIRLET,

o EBERNOT XTD Data Node [ZTDLT, ZNZ D Data Node ZEBHT DEEIZ, vk
D=7 B TRERBRAYFEBIIZEY B THEIIZLTLEEELY,

New Virtual Machine

+ 1Select a creation type Customize hardware

+ 2 Select a name and folder Configure the virtual machine hardware

+ 3 Select a compute resource
+ 4 Select storage Virtual Hardware VM Options

+ 5 Select compatibility

+ 6 Select a guest OS ADD NEW DEVICE ¥

7 Customize hardware > CPU= 6 v @ -

8 Ready to complete

> Memory * 16 v GB v
> New Hard disk * 200 GB v~
> New SCSI controller * VMware Paravirtual
> New Network * Connect.
> New Network * Connect.
> New CD/DVD Drive * Datastore ISO File ~ [ connec i
> Video card Specify custom settings
> Security Devices Not Configured

VMCI device
> Other Additional Hardware

v
v
CANCEL BACK NEXT
&

14. EETT D %1% (Ready to complete)] V4RI T, F/REZHESRL. [ET (FINISH) 1 &#5)voL
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15.

16.
17.

18.

New Virtual Machine

+ 1Select a creation type Ready to complete
+ 2 Select a name and folder Click Finish to start creation.

+ 3 Select a compute resource

+ 4 Select storage

v 5 Select compatibility Virtual machine name New Virtual Machine

+ 6 Select a guest OS Folder

+ 7 Customize hardware

Resource pool
8 Ready to complete

Datastore
more recommendations

Guest OS name Debian GNU/Linux 10 (64-bit)

Virtualization Based Disabled
Security

6
Memory 16 GB
NICs 1
NIC 1 network
NIC 1type
SCSl controller 1 VMware Paravirtual

Create hard disk 1 New virtual disk

v
CANCEL BACK FINISH
4

BRRIE/N\Y OISOV RTRIBENET , [RIEDFARY (Recent Tasks)] o3> TREAD
ETRREE=2—LFET, ROFIBIEDFTZ, BT TL, AR R)Y)—[ZFRTR
SINTWAZELERERLET,

Flow Sensor:

RDOFIE:

Flow Sensor: 7 7547V AM 20—t H— THY. VMware IBRIERNDEHDRER Ay
F.F XIS RFADEHD VDS BRI HIGE T ROV avl4 EME=S4—)Y
5 R—M D 5E % (Flow Sensor DH) |IZHEHAF T,
FOMIRTDTTISATUR:CDEI2ay (B EETFISATUADALUAR—IL]) D
TRTDFIEERYIBRLTHORET IS4 7o REREALET,

DRATLATETRTDRETITSATUVADAVAR—ILESE T LI=15 & (X, [4. Secure
Network Analytics VAT LDERTE IIZEAET,

4. EME=Z—1)249 R—FDEZ (Flow Sensor DH)

ZDFIEBNADBELLEDZDIE. 7O—+t2H— Virtual Edition AY VMware BRIENDEHDIRE R Ay
F . F=IXUSREADOERD VDS #ERIT HBEE T,

JO0—toH— TCIDIIBEZAR) T EREEITO>TLNVEWNMGES . COFIEFETTH
WEFIHYFEEA,

70—+ > — Virtual Edition E=42!) U R—hEBMT BIZIE. RO FIEFETLET,

1.

AR NI —T Z7A—+t>H— Virtual Edition 2B 42)vILET , [REDHHE (Edit
Settings)] ZZEIRLET,
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vm vSphere Client

i g8 9 & FS-TEST
3 sw-vc67 i Summary Monitor
- R ]
E sw-eswi67 " Settngs
5 sw-ve67 KRR options
[ sw-esxie7 e
ﬁl FS&ER Alarm Definitions
FReD | {9 Actions - FS-TEST
Power [ |
Guest OS5 L
Snapshots .4
W Open Remote Console
(& Migrate
Clane 3
Fault Tolerance .
VM Policies L4
Template 3
Compatibility *
(@ Edit Settings )
Recent Tasks Move to folder
Task Name Rename ~
Import OVF pack Edit Notes Eisc
Tags & Custom Attributes L
Add Permission

2. %E_QE@%E%(Edit Settings) | # A 7T RYIREFAL T, ROIBESN-HREEERLE
3. [T /NM RMENM (Add New Device) 1 &9 vILET , [y T—0 75 T4 (Network
Adapter)] #:EIRLFET,
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» GPU

» Memory

Hard disk 1

» SCSi controlier O

» Network adapter 1

» Network adapter 2

» CD/DVD drive 1

» Video card

VMCI device

Other

100 GB

LSl Logic Parallel
dsVLAMN_4 ~
dsVLAN_10 ~

Datastore SO File

Network Adapter

Edit Settings = Fs-TeST %
Virtual Hardware VM Options

ADD NEDE\I’ICE

CO/DVD Drive
Host USB Device
Hard Disk

RDM Disk

Existing Hard Disk

SCSI Controller
USB Controller
SATA Controller
NvMe Controlier
Shared PCI Device
PCl Device

Dievice on the virtual machine PCl bus that prowides support for the

virtual machine communication interface

Additional Hardware

FLWRYND =07 FTRERDITET . KENEV)VILTAZ1—ZRBFHAL. RONEZE

RELFES .

o BHBARYFT—2 (New Network) ]: REIY B THOEERKR T IL—TEERLE

ER

o [FHFTRDARAT (Adapter Type)]:[VMXNET 3] Z&:&IRLET .
o [RT—A X (Status)]:[/\T—# > B¥IZ#E#E (Connect at Power On)] FxyoRv I X

AILET,

Network adapter 1
» Network adapter 2
Ofaw Network *
Status

Adapter Type

DirectPath VO

Shares

Reservation
Limit

MAC Address

» CD/DVD dnive 1

dsVLAN_4 ~

dsSVLAN_10 v

-portgroup ~
B3 Connect At Power On

VMXNET 3 ~

Benabie

s

Normal

o E Mbit/s ~

Unlimited

Datastore IS0 File

El Mbit/s ~

Automatic ~

Connected
B connected

Connected

Connected
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5. BREZEHERRZ.[OKIZV)YILFET,
6. BEIZISLTHDA—HRUNTHETLZEBMT DB, COFIEERYIRLET .

. RDOFIE:

Flow Sensor: Al 70—t Y — %/ ET DI, 2. V5749 0%8EHRTH 70—
H— DEHREIEHET,

FRMTRTDTISATUR: D93y 3 FEBETISATUADAVAR—IL]) D
TARTOFIEZZEYRLTHDIRETISA 7o RERRLET,

VAT LRATEIRTCDRETTSATUADAVAR—ILET T L-184& (%, T4 Secure
Network Analytics VAT LDRE I EHFT,
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3b.ESXi RAVEF7 AV Y —/IN—~DRET7 TS
AT ADA 2 A+—IL(1SO)

S

ESXi RAVR7OVH—/I\—ZEZ = VMware BIEZFERALTIRET7 IS4 7o REAV ALY
BIZIE. ROFIEIZHWET,

Secure Network Analytics v7.4.x [&. VMware v6.5, v6.7. 8 XU v7.0 EEHMENHYE
0 9, VMware v6.0 & Secure Network Analytics v7.4.x [FH 7 R—rLTULVER A, EEHIZDULY
TIl&. ['vSphere 6.0 End of General Support]® VMware DY =217 JILZS L TLZELY,

RADBEFFERTDIEEIL. RESBLTIIESLY,
e VMware vCenter: [ 3a. VMware vCenter ZERAL-RB7FS5A4 7 ADA2 X+—)L (1SO) |
#=FEALET,
o KVM:T3c. KVYMTRRMDRET T AT ADAAL—IL(ISO) 1ZFERALET

[ZL&H BRI
LU R — LR BRI, ROEBFIEER T LTS,

1. BEifgt . TE# OB ESHEZHERLET,

2. VY—REH{H . T)Y—REH | QOEZHERL. TISAT U RIZHELREY L TERELET,
J)—R T—=IVFELIEFREREEFEAL TV —REEYHTET,

3. I7ATIA—IL: BEDI7FAT I4+—ILEHRELET, FEMICOWTIE. M BEER77A
T IA—ILDEZRTE I1ZSHBLTIIZEL,

4. T7A4IVTTSATUADISO J74ILESFHoO—RLET, FIEIZDULTIE, 2. Virtual
Edition f 2 AR—ILIZ7A I DFEHO—F 1S BLTIEELY,

5. BZ RE T TSATUREAVAM—ILT B VMware BER D /\ (/83— /I\NAHFHRAMNIETE
SNTFBFZIMNELVEEZZRL TSI LEHERLET  ELBWMES RETISA4T7UR
ERETELRVIENAHYET,

A Secure Network Analytics 7 7547 RERCYIBIS AR/ AT LIZEBTEL LY
BILUFERIIRBIOUEAVRM—ILLIENTLIZELY,

FTTIZTAV A= ILENTWNBHRRALIIN—23 0 RN EEEZEINBT-8 . Secure Network
A Analytics (RE7 T 5472 RIZ VMware YV —ILE AV AR—)LLENTLESLY, /12 R
=L BEARBTITSATURANEMERREICRY . BA VAL EIZHEYET,

ESXi RAVKR7AY H—IN\N—A~ADRETITSAT2RXASO) DA
DAR—)L

ESXi RAVR7AOVH—/I\—Z A= VMware BRIRZFERALTIRET7 IS4 7o REAV ALY
BIZIE. ROFIEIZHEWLET,

JORANHBE
RETITSATUADAVA—=ILTIE, COETHPATIRDFIEEETIAIHENHYET,
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1. VMware Web Client AR5 (>
2.1SO hi>DEEEh
F—s—

Data Node ZE T 3158 &. BTk D4 3211, Data Node EEE D IHL LAN DEEEIDF
EZEFTLTHLIDEILaVDFIEETETLET,

1. VMware Web Client ~DA5 (>

O) A=a—&T 57490 D—EIE, CSITRTBEREIGEGDIIGEENHYEST . VIO T
[ZR89 BAEFHMIZDULNTIL. VMware A/ RESBBLTLEE0Y,

1. VMware Web Client [COS 42 LET,
2. BT D1ERL/Z % (Create/Register a Virtual Machine)] Z21)voLEd,

3. [~ > (New Virtual Machine) ] ¥ A 7RV Ry Y REFALT. ROFIETHEES
NTWBESIZTTSAT7URERELET,

4. YERARA T DiFER (Select Creation Type) : [FTLLMRIE Y > D ¥ERK (Create a New Virtual
Machine)] ZZRLET,

91 New virtual machine

b 1 Select creation type

2 Select a name and guest OS

Select creation type

How would you like to create a Virtual Machine?

3 Select storage

4 Customize settings

Create a new virtual machine

5 Ready to complete
Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

5. 7 XAk 0S LA RIMDEIR (Select a Name and Guest OS) : RDEFHZE A N FE=ILERLET,

o ZHT(Name) B (CHEANTERLIICT ITSATURADEHEZATLET,
o E a4 (Compatibility) : A9 %/3—23> (v6.5 £z v6.7) EEZIRLFET,
e Xk 0S T7731) (Guest OS family) : Linux,

o AL 0SS /V\—3> (Guest OS version) : [Debian GNU/Linux 10(64E k) (Debian
GNU/Linux 10 64-bit)] #ZIRLET
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#11 New virtual machine

¥ 1 Select creation type Select a name and guest OS

2 Select a name and guest 05 Specify a unique name and 0F

3 Select storage

4 Customize settings
5 Ready io complete

Name

Virtual machine names can centain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system

inzstaliation
Compatibility ESXi 6 7 viflual machine
Guast OS family Limunt

Guest OS version ( Debian GNU/Linux 10 (54-bit) D

6. [ARL— M#3R (Select Storage)1: 7O RAR[RELR T —R2AN T ZEIRLET (VY —RE
H1ZHELT, TREBRErHHEEHELET,

)

41 New virtual machine - stealthwatch-SMC (ESX/ESXi

v 1 Select creation type Select storage
v 2 Select a name and guest OS

i 3 Select storage

4 Customize settings

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for

5 Ready to complete the virtual machine configuration files and all of the virtual disks.
Name v | Capacity v Free v | Type v | Thinpro...~»  Access v
datastore1 192.5 GB 188.6 GB VMFS5 Supported Single
1 items

)Y —REH 1ZHERLT, +HHIY—RZENYYETET . COFIEIF. S RT LN
TA—TRIZESTEETT,

LB — X HAVELVIREE T Cisco Secure Network Analytics 7 7547V RAE BT 5
EEIE. 770547‘/Z@'J V—AEAEREFIERERL. BEICHLT)Y—RZFED
L. BHROEEMSIUBEEEZEY ZHIFITINELHYET,

7. BREDHRXATA X (Customize Settings) : 7T SA T ABEHEZANFTITERLEIT (5
HMIZOWTEIY—REHESRBLTZELY),

ROEZBIRLI-CEERERLET

o SCSIavhA—7:[LSIiHEESAS (LSI Logic SAS)]
o RYrTI—H 7HFH (Network Adapter) : 7 TSA TV ADEETRLAZHERELET,

o IN—FT4RY: [y TOETY3=2% (Lazy Zeroed) (Thick Provisioning Lazy
Zeroed)]

FISATAN 20—t 3 — DFEE, [RybT—oT7FT20EM (Add
Network Adapter)]1 &2y L TCRIDEBE (X T AU A—TTAR%EEBMT
=F7,
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FTISATPUARMN 70—t H— T NIC 2 10 Gbps RIL—TYLEHRELTLNSIES
(X, [CPUIEVYHILTHERA T avERBELET . TXTHO CPUZE 1 DDV vk
[ZERELET .

T TS5A T2 AH Data Node DIFE . Data Node [EH@EIEZEAIEEIZT AT-OIZRID Ry
D)= A B—DAREBMLET , [FYET—OF7F T2D B0 (Add Network
Adapter) ] &)y ILET,

e 1ZEBDRYNT—HF7HTRTIL. Data Node Virtual Edition A7 8T1)wo Ry k
D—) L THDTITSAT U REBIETEDLSIZT IR YFEERLET,

o 2ZBBDRYNTI—HFTHTRTIL, Data Node Virtual Edition BT 54 R—kFy
7 —2% LT Data Node EBIETESDLIIZT HRAYFELT, 1. Data
Node [ {EFADIRIL LAN DEETE I THERIL =R/ FEBRLET

771 New virtual machine - stealthwatch-SMC (ESX/ESXim )

IV 1 Select creation type Customize settings

¥ 2 Select a name and guest 0S Configure the virtual machine hardware and virtual machine additional options

MV 3 Select storage

i 4 Customize settings

» [ crPu

2 v O

5 Ready to complete

» L Hard disk 1

50 GB v
4 SCSiI Controller 0 LSI Logic Parallel v
USB controller 1 USB 2.0 i
O Network Adapter 1 VLAN_10_MGMT v | ¥ Connect
» (5) CD/DVD Drive 1 Host device M
|#) Connect
» Video Card Specify custom settings M

8. RYRT—Y TR TADIEIZHBEENED)vILET,
9. [FHTRADEAT (Adapter Type)] T. [VMXnet3] ZERLET,

2 Z2l%. E1000(1G dvSwitch) . 1GPCI /SRR )L—, BEUN VMXNET 3/ 3—T( R
0 DFEAZYR—LLTWET A, YROADRETITSAT U RIZREDRYRT—IN
TA—I L REH=5FT EMNEBASINTIVS, VMXNET3 AU A—J A/ REFHTHE
#H<BEFOLET,
10. BREZHDREL. TNONAELWNZEERHERLET .
1. [#&T (Finish)]Z2UvoLET KRBT OV TFHFMEREINET,
2.1SO D FEEY

1. VMware AV — LZRZEET,

2. FILLMRAETS UIZISO ZHERLET  BEMIZ DLV TIX. VMware DA A RESBL TS
LYo
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3. ISOMWSRETLUERELET ., AV AN —SNETIN., BFMICBEELET,
4. AVAM—)LEBREINTTITSE. QT4 TOVTIARTEINET,

é}j
File View VM

mi|pr @ Q@ @ B2 @ 8

Welcome to StealthWatch Management Console VE Uersion 7

=emc—01 login:

5. (RTINS ISO #HIELET,

6. RORETTSAT7URIZH LT, [3b. ESXi RAVEF 7OV Y —/IN\—~ADFEET7 TSATUA
DAVAR—IL(ISO) INDTRTHOFIEZEEYRLET,

7. FlowSensor: 7 7SAT72UAN JA—tEoH— DBEIE. COI=aTILDHIRDEI 3
VESBLTEYNT YT ERETLEY,

o 2.:5D4vOEERT S 70—t Y — OFE (TE—DHRXFTO vSwitch DEEHR |
*SHR)

o« 70—t Y — M VMware IREADEHDRBERAMVF . £=IEISRXINDEHRD
VDS 2B HRT 51581, 4. BINE=2—1) > R—FDE = (Flow Sensor DH) |1
HEHFET,

8. VATLHNTIRTDERETITSATUADNDAVA—IILETE T LS SL., T4, Secure
Network Analytics Y AT LDERE IZHEHET
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3c. K\ M IRRAMADIRBETZ I ATV ADAV R
k—JL (ISO)

=

KVM & Virtual Machine Manager Z#{F AL CTIRBE 7 T SA TV REA 2V AM—=)LTBIZIE. RDFIE
[ZHENET,

AMDAEEFERTREEE. RESBLTLESL,

» VMware vCenter: [3a. VMware vCenter ZERLI=-IRET7 TS5AF L AD A2 A—IL (1SO) |
#FEALET .

e VMware ESXi RAVR 7OV H—/\—:T3b. ESXi RAVET7 AV Y —/IN\—~ADRBT7TS5A47
DADAAR—IL(I1SO) 1ZFRALET,

Linux KVM (. Secure Network Analytics /\—3> 7.3.1 L&D Slackware 14.2/QEMU
O 500 THR—FENTNET . Slackware & QEMU D/A—Sa o RC DEEE KL TL
BWMEEIE ARBT7ITSAT U REAVAN—=ILT BRINLT 7T I L—RL TS,

(ZC 8 BH]IZ
LURR—ILERDBEIC. ROFIEETE T LTSN,

1. Bt TH# OB ESZHERELET,

2. JY—REH T)Y—REH | DEBEFHERL. TISATURIBEREY LB TERELET,
JY—R T—=)VFE=IERB A EEFERALTIY—RZEYHTET,

3. D7ATIA— IV BIEDIF7AT I+ —ILEERELET, SFMICOWLTIE. M. BERT77(
T oA —ILDEERTE 1ZS LTS,

4. IPAIV:TTSATURISO D7/ ILESEIoO—KL, FhE KVMARRDT74I/LA (2O
E—LET, cOEIa TIREEINBHBITIE, ROTAHIAZEFEHLE
9 :var/lib/libvirt/image, FIBIZDULNTIE. 2. Virtual Edition 12> AR—ILI7AILDFE I
O—F 1Z8BL TS,

5. B ARBE T TSATUREAUAR— LT % VMware IRIEBRD /A /8\— /N FHRAMIRTE
NN ELVEEZZRL TSI EZHERLET  ELBWMES RETISA4T7UR
ERETELRNIEAHYET,

A Secure Network Analytics 7 7547 RERUYIBI SRR/ AT LIZETBETEL LY
B UFRIIRETVEAAN—ILLEWNTLEELY,
KVMIRRACADIRET TS5A T ADA 2 A—)L (1SO)

KVM RRA D H BB E (L. RO FIBIZH W ISOZFHALTRE7ISAT7 U REAV AN —ILLE
ERS

TJAtADHE
RETITSATUADAVA—=ILTIE, COETHPATIRDFIEEETIAIHENHYET,
Data Node M4 3L LAN D&’ E
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1.KVMRRAMDREFT T SA T AD AV AL

2. Open vSwitch ~® NIC (Data Node, 7A—t 9 —) BLUEERAR—ME=LRY T D
3B (Flow Sensor M &)
Data Node MDH37 LAN D EXE

Data Node Virtual Edition vt —2IZRE T 5355 L. Data Node [RLB{EFA D eth1 /LT
Data Node MHEEIZHEIETEALIIZ KRB R Ay FEEAL THIL LANZEELFET , I3 LAN
DERDFHMZDONTIX, REXRAYFDI =T ILESHBLTIESLY,

9§ R T D Data Node Virtual Edition @ L ESXi TRANZEATEHEEHEOLET,
o Bl 2 M ESXi 7k A Z Data Node Virtual Edition & A 9 515 & [d. Cisco Professional
Services [J3EFEL T, JMILLT- LAN DERFEICET A IEFZZ (T TS,

1.KVM A RAMDIRETITSATUORADA 2 AN—)L

ISO 774 IVEFERALTKYMRRMIRBTL U EA DV RAM—ILT BHEFLKDODBHYFET , XD
F|ET. Ubuntu Ry XA TEFTI 5 Virtual Machine Manager &£LV5 GUI YW —)LZ{ERAL TREY
F—TXEAVARN=ILT B—hlERLET  EMEDH S Linux TARAMNIE2—SaVEERTE
T3, BMEOFEMICOVLTIK, TE#I1ZSEBLTESLY,

SO0 DEZS—YT
70—+t Y — Virtual Edition [ZI& KVM IRIBZ A fRI1E T S#EEN HY . 70—IEXFIGFEEL DT
O—T—A2%4 M TEET & KYMRRMAEICA U RAM—ILSNBRBT IS4 T RELT. 7
A—+z> 4 — Virtual Edition [XEERT R DS T4 9O ML —H RYNIL—LEZHMIZF T
Fxol,. hont—aoR7 Evbb—bh, BEUNTYRL—MIBERTIEELR Y aVU#HETE
2L 70—La—KFZERLET,
REEH
COERTFIZIFXRODEH®LAHYZET,

o BERITE—F A%

o HER|AR—bF:Open vSwitch [ZEXTE

KVM FRAMMZ R T TS5A T REA AM—ILT BIZIE, virt-manager 2.2.1 ZERT 5
_EEREIOHLET,
KVMRRAMADRET TSA T ADA 2 AR—IL

RET7TSAT7 U RAEAAM—ILL, 70—+t > H— Virtual Edition ZBERL TS T4 v FER
TBHIZIE. ROFIEEETLET S

1. Virtual Machine Manager Z{# L T KVM FRAMZIERHEL . RO FIBIZ>TT7TS5A4T7 VR
HRELET,

2. [Z74)L(File)]> [FHLULMRAE TS > (New Virtual Machine)] 4" w9 LET,
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8 Virtual Machine Manager

File Edit View Help

Add Connection...

New Virtual Machine

3. E#:IZ [QEMU/KVM] #:ZRL . [A—HILA 2V RAR—ILAT 4T (ISOA A—LFE = [£CDROM)
(Local install media (ISO image or CDROM))] % #RLE T, [#&1T (Forward)] -1 v L%

j-o

W New VM

| m Create a new virtual machine

Connection: QEMUJKWM:

() Network Boot (PXE)

() Impert existing disk

» Architecture options

Choose how you weuld like to install the cperating system
(s} Local install media (IS0 image or COROM) |

() Metwork Install (HTTP, FTP, or NFS)

image

‘ Cancel || Back

|[ Forward |

4. [BE (Browse)120 v ILT. 7IFAT v RA A—VEERLET

W New VM

‘ m Create a new virtl

Locate your install media

() Use CDROM or DD

ual machine

| SlackDwD (jdevfsrl)

=i |

(s) Use ISO image:

I

‘ T || Bﬁgu;e’:e‘:ri.
Choose an operating system type and version
QS type:‘ Generic > I
ersion: ‘ Generic | - |
cancel J ‘ Back | | Forward I

5. ISO 774ILEEIRLET , [R)21—L®DiEIR (Choose Volume) 1 #71)vILET,

KVM FRRARMNISO D7 A ILICT VR TERZEFHERLET,
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Choose Storage Volume (<]

Details | XML
Size: 3184 GiBFree/30.41 GiBInUse
Location: /var/lib/libvirt/image

Volumes + | C | W

Volumes. v | size

FlowCollector-NetFlow-7.3.2-20210409.0329-58b6668961 ea-0.is0 3.45 GiB _iso

iB s
0.00 M8 dir

+|»>|O0|® BrowseLocal || Cancel || Choose Volume

6. [MURM—ILATAT/)—ADHBERIIZHRH 9% (Automatically detect from the
installation media/source)] FTYIRYIREA TIZLET , [ARL—TAV T RTLEAT
B EUV/N—232 0D E IR (Choose an operating system type and version)] T. [Debian]&E A A
Lk . TRESN 5 [Debian 10 (debian 10)] A7 3> %:&IRLET , [Forward] 4')v oL E

ER

Jal machine

Locate your install media
() Use CDROM or DVD

| SlackDVD (fdevfsrl) - |

(s) Use ISO image:

[Narflibjhbvwr‘tj\mages/templatefFIowReplic‘ - H Browse...

Choose an operating system type and version

QS type:l Linux - I

wersion: I Dehian Jessie | - I

Cancel I‘ Back H Forward j

7. AEY(RAM)&ECPUZETN)Y—REH | DOEITRT BEEFTEOLET,

M)Y—XEH 12EELT, 9V —REEYETET . COFIEX, PR T LS
T+—IRIZESDTEETY,
A ILWETR))— A MV VIKBE T Cisco Secure Network Analytics 7 7547 A E BT S

BRI TIFATIAD))—AERRETERERL. BEICIELT)Y—REHE®
L. ERDQEEMS IO EYIHETIDEAHYET,
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' New VM x

‘ m Create a new virtual machine

Choose Memory and CPU settings

Mernory (RAM): 8192 — + |MiB
e — e

Up to 772465 MIE available on the host

CPUs: 4 = | +

Up to 72 available

| cancel ‘| Back || Forward

8. REETLADTARY A4 *— DYERK (Create a disk image for the virtual machine)] 3
RLET,

9. T)Y—REHIDEDT I FATVRITRENTWNAST R ANL—CREFZANALET,
[Forward] Z#49')yoL%EY,

R New VM x

rtual machine

|1 Enable storage for this virtual machine
(s) Create a disk image for the virtual machine
| 500 = + | GiB
4169.6 GiB available in the default location

() Select or create custom storage

I Manage .. ‘ |

Cancel ‘ | Back ‘ |‘Forward

)Y —ZZH 1ZHERLT +9H8)Y—REZEYYTET, COFIBIE. P AT LN
T+—IRIZESDTEETY,

LB — X HVELVIREE T Cisco Secure Network Analytics 7 7547V RAEBHT 5
BEIF. TTSATUVAD)Y—RAFERAELZTERECERL. BEIZIGLTYY—REED
L. EFROEEMSIUBEEEZEYZHIFITINELHYET,

10. RETUDBHMEIEELETS . CNARTAICLED=0, BTROFPTNRATZFERAL
TLIZELY,
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1. [ A—ILETIZHE R Z DR R T A X (Customize configuration before install) ] Fxvoivs

AEAIZLET,

12. [RybT—2®M584R (Network selection) ] KAY T A ™RV IR T AV AM—)LIZE YA

R2YRT =D ER—MT IL—TEERLET,

Data Node : Data Node M5 & (. Data Node hA/ ST )y ORI —H L THID T TSA T

AREBETEDLIICT BRI —IBLUVR—MIL—TERIRLET .

New VM

m Create a new virtual machine

Ready to begin the installation

Name: ‘ Debian10

OS: Debian 10
Install: Local CDROM/ISO
Memory: 8192 MiB
CPUs: 4
Storage: 20.0 GiB ...al/shareflibvirt/images/Debian10.qeow2

¥ Customize configuration before install

» Network selection

virtual network '6vs-pod-ﬁe'f' ; Brid'g'e ne,g:worl-( - |

Por‘cgroup:l | = |

Cancel Back

13. [#&7 (Finish)1 &2 v oL %Y, [EXE (Configuration)] A= a—MBEET,

Finish
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¥ flowreptest2 on QEMU/KVM: >

L

{:} CPUSs Name: | flowreptest2 l
B= Memory uuID:

?ii Boot Options Status: 9 shutoff (Shutdown)

L wirtio pisk 1 Title: | l
() IDE CDROM 1 Description:

o MIC :16:45:4a

@ Tablet

[___i_‘ Display Spice

i Sound: ich& Hypervisor Details

% T Hypervisor:  KWM

Architecture: x86_64
Emulator: fusrfbinfgemu-kvm
! Wideo QXL Firmware: [ BIOS

é;;g Channel spice

a4
Controller USB ; P—
MF Chipset: I440FK +
@ uss Redirector 1 l—J
@ uss redirector 2
| Add Hardware | Cancel | I Apply

14, FEHF—230 RAU T INIC] 2 #IRLET,

15. R R YT —H 428 —T 1A X (Virtual Network Interface)] @ [T /314 X ET )L (Device
model)] FAw T A2 Ry X T [1000] Z:E IRLET . EA (Apply) ] &2V VILET,
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16.
17.

18.

19.
20.

' flowreptest2 on QEMU/KVM: >

J Begin Installation @ Cancel Installation

W Virtual Network Interface

CPUs Network source: l wvirtual network 'ovs-pod-net’ : Bridge network + |

Mermory Portgroup:[ | - ]

Boot Options . —
Device model: | virtio | v

Virtlo Disk 1

Ch¥w N

Hypervisor default

IDE CDROM 1 MAC address:

s

MIC 116:45:4a

- rtla139
[#] Tablet
[_iJ Display Spice

ﬁ Sound: iché

g
&= Console

wvirtio

ﬁhr_\a Channel spice
[ video XL

ﬁ Controller USB
@ USE Redirector 1
@ USE Redirector 2

| Add Hardware | Remove |[ Cancel |[ Apply

[VirtlO 7424 1(VirtlO Disk 1)1 &4 vHLET,

(35§47 < 3> (Advanced Options) ] KO T A2 YRR®D [T4 RS 713X (Disk bus)] KAw
TEY Ry A T[SCS Z:&IRLET , LEA (Apply) 10UV ILET,

70—+t Y — Virtual Edition T/R—r #8589 571=8IZ, E1=I1& Data Node VE T Data
Node EL@B{EZTAIBEIZT B1=HIZ. NIC ZEBMTILENRHYETH,

o TIZLVIDIBEIL. T2. Open vSwitch A NIC (Data Node, 7A—t Y —) B LU
ERAR—rE=HY) 2% DB (Flow Sensor DH) | IZHEAE T,

e TWWAIDIGE. ROFIEICHEAET .

(A2 A +— )LD ERAE (Begin Installation) 1 & 2) v LE T,
[4. Secure Network Analytics Y AT LDERTE I EAHAFET .
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2. Open vSwitch ~@ NIC (Data Node, 7ZA—t>H—) B XU E
ERR—rEZ=21)2%5 @B (Flow Sensor M &)

70—+t — Virtual Edition E=41)> % 7R— kB ZE 1=1d Data Node Virtual Edition FE0 NIC %318
MLTAVA—ILETE T T BIZIE. ROFIEFETLET,

1. [E% % (Configuration)] *=a2—T. [/\—KF 7 ®EN (Add Hardware)] Z9)v o LET,
[ FRRIE/N—F 97 DEN (Add New Virtual Hardware )1 £ 4 7 AT Ry AMR RSN

35?_0

o Begin installation acancennqalutmn

Virtual Disk
Zource path: fvarflibfAibvirtfimages/Mowsensor.goow?
Device type: Virtio Disk 1

ks oot Options Storage sioe: Unknown

E Readonly:

1 Wirtio Disk 1
— -
IDE COROM 1 Shereebie [

B overview
CPUs
B Memory

MNIC :65:3d:87 * Advanced options
| Tablet
Il Display Spice
' Sound: ché
..;. Console
ety Channel spice
B video QL
B controlier use

g
Add Hardwarne Remove Cance: Apply

2. ERIDFES—23> 4RI TIRYET—2 (Network) 120w ILET

Data Node D15& (&, Data Node H/ Ty HORYNT—I L THD T TSAT U AEBIETE
BEIINT BRI T—UBLUR— T IIL—TEERLET,
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gotrolls
i npu

B Graphlcs Partgroup

w sound

=% serial MAC sddress ﬁ

=5 Parallel

= Console Device model 1000

= Channel

ush Hast Device
Pl Hail Devics
Video
watchdog
Filesystem
Smartcard

USH Redirection
TPM

R

Panie Motifier

aF TR 4 § |

: Bridoe network =

3. Flow Sensor: 70—+t > H— DIFE (X, [(R—FJ JL—T (Portgroup) ] FKOY T XU X h%&
1)L, BRI ARENY Y THOEERR—F T IL—TEEIRLET,

[T /31X ET )L (Device Model) ] AT A2 YRREH1)wIL, [e1000] Z:EIRLET .

Data Node: Data Node D15 & [&. [Data Node MIHIL LAN DEETFE ITERLI=ZEZFAL
T. J3L LAN TO Data Node B @EZAIREIZT DRV T—0Y—REEIRLET,

- Storage
B controller

Inpuk

Nebwork

Metwark source

Virtaal nebwork "ovi-pod-net’ : Bridoe network =

Graphics
Sound

Portgroup ‘w_’l- 1 0-0-48

2

Serial MMAC pddress ﬁ LAl i o e -1

Farallel

Console Device model ‘ e 1000

t\.l'..‘\_.t\‘.'r

>

Channel

ush Host Device
PCI Hoit Device
Video
watchdog
Filesystem
Smartcard

USHE Redirection
TPM

AL

Panic Motilier

aF TS W F |

4. [#27 (Finish)]Z&2UvoL%EY,

5 BlDEERAR—FEEBMTE2LENHIEEIL. CNETOFIEERZEYRLET,
6. TRTOERKR—FEFEML=S., [/ RA—ILDEAIR (Begin Installation)] #51)w-oLE

j—o
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4. Secure Network Analytics & AT LD ERTE

4. Secure Network Analytics AT LDERTE

Virtual Edition 77547V RAON—K Iz T7T7ITSATURADA VAN —ILAT T LIS, BEEXER
2 AT Ls[Z Secure Network Analytics Z TEE 9,

=L

Secure Network Analytics ZE%E 9 5I[Z(&. [Secure Network Analytics System
Configuration Guide v7.4 1D FIEIZHH>TLESW, COFIEIX. VAT LDERELEE
FERBICETIEA-HIZEETT,

DATLERTFEEHR

NAIN—INAHFRANREIL VURANEFNLTT TSA T RAVYY—JLIZT O RATESL S
EZELET,

ROKREFEALT. BT TIAT U RICRELGIEREERLET .

. _ 7FS547F
BEEe =2k T
. eth0 BBAR—MIIL—T T A[gEZ IP 7R
A2 LREEY S TET,
RYRIRY
F—bozA
JA—KX v Xk

FISATURICE—BEDHRANE NBET
T DT TSATURERANE DR —DF
— TIATORAIRETEE Ao T, £T TS
ATV ADRRRE DA A=y MR DA
A= IMRERRERIZL TSI LETE

FLET.
BT TZATVRIZIETEE B AV B D
KA % BTT RAMUDNEDTITSATURIEAVR
I\_)L-—Ggiﬁho
DNS H#—/\ BHERRDT=HDNER DNS H—/\—
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11—

4. Secure Network Analytics > AT LD EXTE

NTP H—/\

A=) L—H—/\—

Flow Collector

IHRR—bIR—F

TS54R—k LAN F=1&
VLAN AD IL—TF 124
FAEEERIP PRL R
(Data Node fHB{EFR)

H—N\—TERIEAD = DRNEZA LY —
IN— BT TSATURIZDLELELET1BED
NTP H—/N\—HDRKETY,

130.126.24.53 NTP H—/\—h\H—/A—D1J R
MIEFENTWASEIZEIRLET . COH—
N—IZIXEBRH A ENFIBLTHY., VX
AN TIAILED NTP H—/3\— YR S(ET
TIZBRAShTOET,

To—hEBRZEFEET S SMTP A—)LH—
IN—

Flow Collector D & IZIHETY,
NetFlow DT 74 Lk :2055

Data Node D& IZIHETY,
o IN—F 7 eth2, £f=l& eth2 & eth3
DHEE
o {R78 ethi
IP7RLR RS- IP PRLRAZERT S

/). Data Node I B{ED XD EHZimT-9E
#ANTEET,

e 169.254.42.0/24 CIDR 7 A%
(169.254.42.2 ~ 169.254.42.254) ) JL—
TAVT ARG IP FRLUR

o BRAID 3IAITYR:169.254.42

« $ITRbk:/24

o VIR AT FIRERBICY
5=, EFELI=IP PRL R
(169.254.42.10, 169.254.42.11.
169.254.42.12 12 E) ZEIRLE T,

L2YNTRY:

RYRYRY(F 255.255.255.0 [T/ —RaA—RE
nNTEY. EETEFER A,
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T—B ARNT IN—KRILT FTSAT U R%EE
9 5% Secure Network Analytics TD A HE
T,

¢ Manager 2210

¢ Flow Collector 4210

e Data Node

eth0 N—KROz7#EHRAR—rtr T30

o SFP+:SFP+:eth0 FA0) 10G SFP+/DAC
HKIT7A1\HR—k,
o BASE-T:100Mbs/1GbE/10GbE

eth0 FI BASE-T fR#R~—bk, BASE-T
NTIA+ILETT,

eth0 /\—R T 7iEfER—k
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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