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Collector T—AR—X[ZA—HILIZIRET DKM D Flow Collector #ERET HEMNAHETT
(5000 =X DH) o

HRENELLTONEES . RDIEFTTITSATURERA VEERELET,

1. #¥E+Yr7 v T TDataStore LD T T SATVAREERELET . RODTTSAT7 U REH
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AAL.[OK] #ZIRLTHRITLET S
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1. 9EEy b7y T EFERALIIREDRE

12. BEEHRLET [Yes] ZERLTIHEITLET S

13. [OK]I & EBIRLCRIREMEELF T . BEICR RENSIERIC->TRBIREERTL. 77
ATV REBEHLET,

14, Ctrl+ AR ZHL T, OV —ILERTLET,

15. S RATLODRD Flow Collector IZDLVT. Data Store &Y @D Flow Collector ME%FE JIZEEH
SINTWWBITRTOFIEEZEYRLET,

#1777 T Data Store D3 R T Flow Collector X ELI=BEIX. [PTS5A4T7>
ADBEDHE IR TEDMDTITSATURERELET,
Data Store 2L @ Flow Collector M % 5E

Data Store Z{E A L7EL KL SIZ Flow Collector ZEXE 9 % & . Flow Collector [, 7L AR!)% Flow
Collector A" Flow Collector T—A2_A—X[ZA—AJLIZEFELE T (5000 1) —XDH) o

1. a>Y—JLHV5 Flow Collector [TAST A LET,

e O%4 4 :sysadmin

o T4 73RT—FK:lan1cope

o DRATLEBRETHEEZIC. TIAIEDISRT—FEERLET,
2. DRTLERE (SystemConfig) A FEET,
3. RELI-ATAVRITORMERRLET . [OKI ZERLTHRITLET,
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1. MEEVr 7Y TEERALEREDRTE

4. MEEVNT YT OMEERERLET , [OKI &BIRLTHITLET

5. Tsysadmin&EL THEITLET A ? (Are you sure you want to continue as sysadmin?) |ER RS
=5, &Ly (Yes)] ZFEIRL T, Data Store L TOHREEFITLET,

W9 [[ELY(Yes)] Z3BIRL TLIEELY, Data Store 351 T Secure Network Analytics & &
R 2BENHIIGEEE. COEILa>DFIETIE%L. [Data Store Y D Flow

A Collector DEBFEIDOFIEIZHKWNET,
BIRELES-HEEX. HILWMRETISAT7UoRERRAT AN RET7ISA470R%E
RFD L TL=E0Y,
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1. MEEVr 7Y TEERALEREDRTE

6. Data Store ZZL T Secure Network Analytics ZBEIL TL\DZ&FFEZELFET , [OK] ZFEIRL
THRITLET .

7. EBEALUE—TTAAD [IP7RL A (IP Address)]. [Yh<T R4 (Netmask) ], [F—kI A
(Gateway) ], [ A—KF+ X (Broadcast) ], [fKA~4£4 (Host Name) ], [K A4 > (Domain)] %
AALET, [OKI E#BRLTRHRITLET .
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1. 9EEy b7y T EFERALIIREDRE

8. BREZEHRELET, [Yes] ZERLTHRITLET S

9. [OKIZBIRLCRIREMEELF T . EEICKRRESNDIERICH - TREREEZRTL. 77
AT RAEB/EHLET,

10. Ctrl+ AR ZHL T, OV —ILERTLET,

1. S RTLODORD Flow Collector [IZDULVT. Data Store 7L @) Flow Collector M E&E |IZE0EL
SINTVWBTRTOFIEZZEYIRLET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -40-



1. 9EEy b7y T EFERALIIREDRE

e #[E+ty k77 T Data Store ZLL TF R T® Flow Collector ZEREL-IB &L XD
430 (oa—tHY— £7-(% UDP Director DERE ) ITHEDL M. [PTSATUR
DEEDBE ITR>TEDMD T TSATUREERELET,

o MEItLYNTYTTIRTDTISATUREZERELEIESIE. 2. EEHNE AT L
DERENIEHET,

00—+t Y — E£ 1= UDP Director MERTE
1. avY—)Lhvis ZA—t 2 H— H UDP Director [CAS AV LET,
o O%4 4> :sysadmin
o TIHILE IRRT—F:lan1cope
o VATLERETHEZIZ. TIHIEDNRT—FEEBLET,
2. VATLERTE (systemConfig) BBHEET,
3. REILI-AT AR ITOREHREERELET . [OKI ZERLTHRATLET

4. FMEEVNT YT OMEEHERLET , [OKI ZBIRLTHRITLET
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1. 9EEy b7y T EFERALIIREDRE

5. EBAA—TTAAD [IP7FL A (P Address)]. [FY;< RS (Netmask)]. [ —kD x4
(Gateway) ], [ A—FF+ X (Broadcast)]. [[RAR£ (Host Name) ], [F A4 > (Domain)] %
AAL.[OK] #EIRLTHRITLET S

6. FREEHRELET  [Yes] ZEIRLTRITLET
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1. 9EEy b7y T EFERALIIREDRE

7. [OKI ZEIRL CGEIREEELE T BEICKR RTINS BRI > TRBREEFRTL. 77
SATUREBEHLET,

8. Ctrl+ARZIALT. aVYV—ILERTLEYS,

9. I'7A—+t>H— F7=(& UDP Director DEETE ID FIEZEHEYIRL, VAT LTRD 70—t
>H— H UDP Director 258 ELE T,

MR T YT TETRTDTISATUREREL-SE X, 12 EEHE VAT LOE
EIUEHRET,

NI a—T428
AEBAE TS —
VM BB QEREABES(E, 813V T5—MNREL, —BOIRUIIERRATRET S

AIREEABHYET  EFAZE TS — (crt) NREATHERNMEE SN D EVIRD LB IS—NERT
SNBEEIE. ROFIRERITLET
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1. 9EEy b7y T EFERALIIREDRE

1. 7TS5A72 R —)LIT sysadmin ELTAT AU LET , TIAIEDISRT—RIE,
lan1cope TY,

2. [5%#A (Advanced)]> [JL—F )L (Root Shell)] DIBIZEIRLET,
3. ROATREEFTLET,

/lancope/admin/plugins/update/.98-FIX-SECRET-PERMS. sh

4. SystemConfig #ZE{TLEY,

5. VATLEREERTLET,

6. [PTSATUOADHBEDBEIZRY. €23V DITRTCOFIBEETLEST . 7I347

VARIZTHRRATERWNG S X, DAY R—FIHBBLEHELEEN,

FISATUANDT IR
BRERICTISATURIZTIVERATELRWNGAX. RO FIEFETLET,

1. root&LTAY AU LET,

2. ROOAIYULEZEFTLT, Docker AV TFTFE LV —E XD REL TS EEHERELET,

e docker ps
e systemctl list-units --failed
e systemd-analyze critical chain

3. TRTD Docker AV TFE LU Y —ERADBRENKREEIZH-1=6, AT AV EBHATLET,
FIZATORIZT I RATERWMGS L, DAY R—FIERBLEHELLESLY,
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2. EERNEUATLDHKTE

2. EBWRIATLDKRTE

NDTTITSZATURIZAT AT BIHER . TIFATVAREY—ILVEFERALTETIFMT7U A
EREL,. XR—OFTEETEDLIICLFET,

BREEFIRT DA, FIBZHRLT. 7IFATURADEREIERF . RANTSUT14 X HXVIEM
BHEERL TS,

o J7ATIA—ILEACL(TOERFIEI)RAR) TTIRANHFRASIN TSI EEHERLET,
o PTISATUVADKRRANGERD IP FRLRAEIRELET

s TIZATUR

s HIRYMTRY

o TIAINSF—bozA4ELTO—RFYRANT— 1A
e NTP H—/\—& DNS H—/\—

o Y X— ¥ Central Management D IP 7KL X

HBIOWTIK [PIFATURABREEH 1ZSRBLTIIZEL,

FTISATUVAREREY—ILDRITD—IRELT, T34 IR—¥IZE>TEEINEELIIZT
TS5ATUORERELET,

FTISATOAMIRZ—T X ZE>TEEINTUVAIE A, Central Management Z AL T7 754
TOREBREDRE. VIO T OEH. BEEE)., vy IUGENTEET,

BEOIR—2vHIGEE . IR—v T2— VA —N\N—RTEHRELT. TNHD 1 DEMA
DINYITYTA)—ILELTEMES BB IEMNTEET,

o BIR—UNERTEITBICIE. TISAT7UREBEEY—ILEFALET,

o T5AR)EEHVFIZTBIR—UXEETELET .

o PITSATUREKREY—ILEFEALT Manager EZDMMTRTD T TSAT AT A ZETE
Liz&. I3x—V% Jx—ILA—N\—EREEELET FEMICOLTIL. 3. 7R—Dy
Tx— LA —/I"—EROEE 1 ZSBL TSI,

Manager Z % F 93 B EZIZ, Secure Network Analytics 7 754 72 A Data Store KAAL 2 HIE
Data Store FAMVEERBLET . TITSATUVREREY—ILTHD T ISATURERET HEE
(2 AERLIZRAMUIZENOEBIMLET , HMICOVWTIE VAT LEBREDTS0=05 145
BL TS,

RUDRAN LV TORTLEREEZTE T LI REICRAMVEEBMTEET ([FAMUIESER), JE
Data Store KA/ > % {# AL T Secure Network Analytics X E T AEE . VAT LEENDTT#
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2. EERNEUATLDHKTE

[ZERAIZ Data Store ZBINITEE T, [ FE Data Store FEB () Data Store MBI JIZEFH SN T
WASFIRIZHELET,

DRATLEEREICERETAICIE. COHMRFDOFIEICR-TWDZEFHERLET . ROEETER
LTLEELY,
e 1 DFD:—EIC1 DDTIFATUVRERELET . VIRINTRDT T IAT 2V ADEKRTE
BRI BRI, TTSAT U RD [$E#HEFE A (Connected) ] (FF= (& [Data Store AN ¥ AL S
NTLVER A (Data Store Not Initialized) 1) [TTE>TULNA T EEERLET .

o JEF:T7J5A7VADEREIEFINZHNET,
o ¥ D Central Manager: 2 AT LIZIF4EE D Central Manager %R ETC=FE 9, I=L. &
TITSATVRIE 1 DDT 547 Y4—2+/Central Manager TDAH EBTEET,

o 72+ RX:Central Management [IZ7 VR T 5= DEEBEIERINVLETY,

RDIEFTTIFAT v REREL. BT ITFAT7V ADFHFMEESBHET .

IBF FISA4FUR 22 0

T547) TH—T ¥, Central Manager T
ERS

VATLRNTRODT TSAT U ADEFEERR
T BRI, IR—h [$EfES

1 Primary T —3 %_Connected)] ERIRESNTWDIEZHERELE

Manager 5% 9 5&Z (2, Data Store HY
(Data Store A4 >/) H Data Store 7EL (FE
Data Store K A4>) T Secure Network
Analytics FAS U Z4ERRLET .

Data Store ERICWHETY,
’Jaxamwz@?g’%fr?*/xééﬁi'é’éﬁﬁ
2 THF—4H)—R [Z. DataNode D7 T 3A TV RAART—RAN
I T8 [Data Store BN #HIIE SN TLVEE A (Data
Store Not Initialized)] IZEE>TULNA I EEFEREL
x5,
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2. EERNEUATLDHKTE

Flow Collector 5000
V=R T—ER—=R

Flow Collector 5000
V=R IUDY

5. Z DD T R TD Flow Collector

UDP Director
(Bll4& FlowReplicators)

7. Flow Sensor

Data Store 3 Y ® Flow Collector: T D%
EZFFIRT BRI, T—EIR—ADTITSA47T
VART—HRAN [Data Store BN FIHAE TN T
LYEH A (Data Store Not Initialize)] [ZZZ>TLY
HILETERLET,

Data Store %L @M Flow Collector: T2 D E%
EEFRT BRI, T—EAR—RADTTSA47T
VARART—HAN [$EfTiEH (Connected)] 12
HHOTWAIEFTERLET,

IOV DERTEZERHET DHAEIIC. Flow
Collector 5000 /1) —X T —HR—ZH [$E#T
F & (Connected)] H [Data Store NN FJEAIEE
NTULVEH A (Data Store Not Initialized) ] &3k
RN TWAIEFMERLET,

Data Store %Y @ Flow Collector: 75 AR AN T
RDTITSATVRERETDHINZ. TTSA4T
DARART—RAAM [T—RANTHBHEAIESN T
LVEH A (Data Store Not Initialized) ] [IZ75> T
WA EFRERELET,

Data Store %L @ Flow Collector: 75 A XN T
RDTITSAT U RERET DRI TTSA4T
VART—HAN [##EFH (Connected)] I
HHoTWAIEEMHERLET,

DSRANTRDT TFZAT 2 REHRET B
[Z. UDP Director D7 TS5A TV ART—HR
P [ FH (Connected) ] ITHE-TULNA I EE
EZELET,

UDP Director MfX#>Y[Z Cisco Telemetry
Broker #A4 > A+—IL T BiHE L. Secure
Network Analytics D AT LEREFSETLE
3, FD%. [Cisco Telemetry Broker R 77
3;2_‘/7\%)&3’34:(}%&%73“4Fﬂ@%llﬁ!:ﬁ
Ly o

20—t Y — DOFREERMIRT DHEIIC. 78—
oY — DT ITSATURRAT—RAD [
F# (Connected)] [CHE>TWV\AZ E&FERLE
ERS
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2. EERNEUATLDHKTE

ThUF) IR—T v DERTEXRIRT DRI,
T54R) IFR—T¥ DT ITSAT O RRAT—H
AN [ F A (Connected)] ERRSNTLY

BHlLETERLET,
8. Secondary ;?*—9’(' thoR1) I +—x(E, BE% Central
(ERYT55EE) Manager ELTRIRLET , 7T SA TV RKRTE

Y—ILTETRTDTISAT U REHRELI-.
[Z27x—ILA—N—ZEERELET, FEMIZDOL
Tk 18.RR—Vv Jx— LA —I—FERD
EZEIFSHELTIEELY,

(i ] SRATLIZESTIE, SSITRENTWBT T IA TV AD— BN FELLEWGE L HY
FI,

TFISATUORBREY—INEFRAL TR T ITSATUREERETHIZIE. ROFIEEFERALET,
1. TS59HDTRLR T4—ILRIZ, https// BXUVTTSATUADIP FRLAZAALET,

o I5AT IR—VN :BUITSAT) IF*—TrERELET,

o BEH VSRINTRDTISZAT o ADEREEFHIRT DRI KT TSATUR
hY [E#EEH (Connected) ] H [Data Store N #IHA{E S TLVEH A (Data Store Not
Initialized) ] 12> TW\A & HERLET,

o IRE:TISATUANERICRIETHLIIC. BT ENLEIEELEBYRELET.

0 TISATORIZTORRATELGWES X, M. WALy 7y 72 F AL BEDRE ]
DINST IV a—T405 1ZBBLTESN,

2. ROHULTUoIvwILEAALT. ATAVLET,

e 1—H—4% :admin
e /NATJ—F:lan411cope
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2. EERNEUATLDHKTE

afra],
CISCO

Welcome to the Secure Network Analytics Appliance
S 1

ntation.

Continue =

NDPEA A= ILTHEWNEEX, (COHIRDFEED) TV a—T425 112
A BHLT KRN RIRT—HRALL S P FRLRABED T FSA TR Ry T—4
REELEELET,

2?177"547*/7\1:1:!’7“4*/'9*6%& FISATUREBEY—ILIZE>TEBREFIENTEN

1. T4 1SR T—FRMZEE : admin, root, XU sysadmin DEFLLVIRT—FZEAHLE
T o (RN (Next) ] #0)wILTEI—HY—(TXUO—)LLET,

ROBHEZEFERALES .

e £X:8~256XF
o TEHHLLVIRT—KEMTIHILE IMRT—RERIE 4 XFELE->TWNAILEHEDR

LEd,
a—H— FI4IVk 1SR —F
admin lan411cope
root lan1cope
sysadmin lan1cope
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2. EERNEUATLDHKTE

% Manager VE
Appliance Setup

I Nur : SMCVE-KVM

@ ?,Eg.‘;:g,mmsm Change Default Passwords

it Network Interface

Note: You must change the password for all the users before continuing.

@ ADMIN

Current Password:

New Password:

Confirm New Password:

O FTTCITN—FRYTPEBEIZT I4ILE ISRT—REZELTULAESIL. [sysadmin] A
Za—¢& [root] A= a—(FFERHATEEE A

2. BEHRYNTI—Y L2 8—TxA R IPFRLABEUVRYNT—D A2 B—TA R T4—)LK
FHEZELET, TIAIIRENELWCEEERLET . (RN (Next) 1 Z#01)vILET,

o EH:COEWMELEITBICIK. RYNT—HUBEBELRETHEELIZ. TFSTIL
a—T407 1% SBLTLIESL,

o IPV6(FTFSay):IPv6 #BZNZTBIZIL, [IPve] 5w LET , [IPv6 DEZNE
(Enable IPv6)] Fx IR yIREAIZLT, Z4—ILRIZABLET,
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2. EERNEUATLDHKTE

oy Step 1:
Change Default Password

| | -
== Management Network Interface

%

and Domains

Enable communication between this aj
below. Before changing any of these si

Management Network Interface

nce and the networkc. Defauli network settings for this appliance appear
gs, confer with your network administrator.

Wamning! If you change your IP address, host name, or network domain name, the appliance identity cerlificate is
replaced automatically. If you have a custom cerfificate, save the certificate and private key before you change

‘these fields so you don't lose data.

Enable IPvé

IP Address:

Prefix Length:

Default Gateway:

8. IRAMBRERAIY : RDEHREANLET . (RN (Next) 1 20V ILET,

J4—ILF4

RA R4 (Host Name)

PRI —2I R AL (Network Domain)

Manager K A4 > (Manager Domain)
(Manager M &)

Manager K A4 >34~ (Manager Domain Type)
(Manager M &)

Fic

FISATORIZIE—EDHRANE N BHET
T EBHDTITSATURIZRILHRA R ZEEY
LTHEEES . FALIEERICAVAM—ILEN
FEAN F=. BT TSAT U RADKRRANE DA
A= YRRAND A A— Y MEEEHF
WL TWACEERERLET,

BT TZATURIZIETEEEBEHR AV B DD
=T,

Manager BREDR A BZEAALET .

Data StoreR A > : #)[El 2y~ 7 7 T Data
Store BYDT T SAT7 U AEHRELI-EE(X.
[Data StoreF A > (Data Store Domain) ] Z1&
RLET,

JEData StoreF AL >/ : #)[El 2V~ 7y T T Data
Store LD T TSAT7UREZEZTELI-EB A,
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2. EERNEUATLDHKTE

[JEData Storel A4 > (Non—Data Store
Domain)] Z:#ERLET .
CDHARDIVARTLEREFTETLI-G., EF
[SRAMVZEBMTEET, [FAV 1 ZSHEL
TLIEELY,

IP 7KL R &3 (IP Address Ranges) Secure Network Analytics R YR T—OD IP 7
(Manager M &) FLUREFHZERLET,

% Manager VE
Appliance Setup

er: £

B

Ya Step 1:
w2 Change Default Password

Host Name and Domains

P Step 2: Enter identifying information for this appliance and the network domain where it it ed.

#== Management Network Interface

Wamning! If you change your IP address, host name, or network domain name, the appliance identity certificate is
w replaced automatically. If you have a custom certificate, save the certificate and private key before you change
"2 Host Name and Domains these fields so you don't lose data.

Host Name:*
Network Domain:*

Identify your organization's domain and the IP addresses that Sec
our Appliance be monitoring.

Manager Domain:*
# Complete

Manager Domain Type: *

Select Data Store if you're planning a domain with Data

ess Ranges:
Lriiinee R Nodes, Flow Collectors, and Managers

Select Non-Data Store if you're planning a domain with

Flow Collectors and Managers.

Data Nodes are not available in this domain. However,
you can create a Data Store domain later.

4. DNSERTE: T 74 LA IELWNZEZHERT DM RASY H—/N—IP PRLRZAALZE
T o [RAN(Next) ] =0 voLET,

DNS H—/SA—MDEBME=(LHIFR (T ay)
o BM:[+] TAaLED)VILET,
. Hll&%j:_?-z‘ybrl*{\ybxi—b')‘ybb'c DNS H—/N\—%FERLET . [-] 7T/ EI)vH
LET,

5. NTP DERFE: T 74 ILEMNIELWWZ EFRERT DD, [A=a—(Menu) ] 7AaVED)VILT
Network Time Protocol (NTP) H—/\—Z & IRLE T, [ZA~(Next)] 51 vHLET,
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2. EERNEUATLDHKTE

o EBONTPY—N— TR EBEZHERT H=HITEBD NTP H—/N\—%HFET
BILEHEOLET,
o« INTYY Y—R:NTP DiELN%/8T1) w4 )—AELT pool.ntp.org HEL TLVET,

NTP H—/\—DEME = LHIR (A Tar)

o BM:[+]T7AVEDIVILET .
. EIJRT’:_?I“JOTI*C“J'77\’&7'J‘V7L'C NTP H—N—ZZRLFET, (1 71av&I)vy
LET,

6. 7547 ¥*—T¥ld. Central Manager TY , KM KLSIZ Central Management [Z7 T54
TUREEBMLET,

o Manager: 7 7 SA TV AMIA—U v DIGE L. 3. Manager D ZE R D E 8% II1TEH
F9,

s TOMTRTDTFISFATUR . TISATUADNIR—U v TRHRINMES L, T4,
Central Management NDF7 FS5A 7 ADBMIIZHEAFT,

1. BREEHR: 7 I JAT UV ADERNERTHLHIILZHERLET,
2. [EF (Apply)] E£7-1E [BFEEIL THefT (Restart and Proceed)] #2') v LET,

o PISATVADBEE T, BEICRTEINDERITHVETS,
. ;}J?L,L\;/_X?Aéﬁféfﬁiﬁﬁlliﬁéif*ﬁiﬁn\ﬁféiﬁ'o R=CDEFNDLEGHEN
YET,

3. TR—rlzas4oLET,
4. TITSATOREREY—ILHABUKEET , [H1T (Continue) 1 25y ILET,

5. [7FTS5A4T7 2 AMDE % (Register Your Appliance) ] # 7 TIP 7RL R ZHESEL . [{£7F (Save)]
=0 ILET,

o YR—TUXIPTRLRIIBEFHMNICKREINS-O. ZEETEEEA,
o ZOF|ETYHR— [ Central Management MA U A—I)LENFET,

6. TTSATUVADHREMNTT LIS, [FyLaR—FIZ#8h (Go to Dashboard)] #4')voL
E3
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2. EERNEUATLDHKTE

7. 3 ([5'B—/3)LE (Global Settings)]) 74V ES v HLET , (£ &I (Central
Management)] ZERLE T,

8. AURUN)EHRLET . IR— DT ITSZATURART—RAN [#EHiiFH (Connected) ]
ERTRENTNDIEEZHERALET,

,;:.’" Central Management Appliance Manager ~ Data Store Update Manager  App Manager  Smart Licensing

Inventory

1 Appliances found

Q_ Filter Appliance Inventory Table

HSRANTRDT TSATUADBEEBIET BRI, TS5 IR—Sv DT T54
A 7oRZRF—BRA [$EEEFH (Connected)] ERFENTNDIEEHEILET (RED
IEFE LA )

9. SATLATRDTIZAT UV RERETBIZIE. M. FTITSATUREREEY—IbADOOT A
VIZRY . 9S5RAATRDT ITSAT U REERELET,

4. Central Management ~NDT7 TS5A 72 AMIEN

TISATUOREEY—ILEHEHALT. Central Management T T TSA T U AN HREEF(ITE
?'O’E—leﬂng-llﬁli~ FISGAT O RIZEDTELDIGENHYFET . BEICKRRSNDIERIZHKST
SIELET,

1. [£EH (Central Management)] 37T, 7547 Y4+—vD IP PRLRZEAALET,

2. [{R7E(Save)]1&9)vHoLET,

3. HEAIZRREINBDIERIZH ST, TS5AR) IR— TITSATVARDTATUTATAEE
BAZEAEELET [(XLV(Yes)] ZVV I L TIEBAZEAEEL. 7T SATURETR—DF
DBIEZFEHFALET,

4. TS5A) X=X DATAIL T IILEATLET,

5. [KAA> (Domain)]: Secure Network Analytics KA/ ZZBIRLET . CHld. Manager D&
$%EF(Z Data Store KAA > MVIE Data Store FAA 2 ELTERELIZRAMTY,

e [ZA—aL %% (Flow Collectors)]: 70— REDNDHR—FBE EEZAHNLET , NetFlow D
T4 )Lk :2055

o [Flow Sensor]: Flow Collector Z:&IRLET,

Secure Network Analytics KAf > DRIR
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2. EERNEUATLDHKTE

%% Flow Collector NetFlow VE
A ance Setup

Central Management Settings

IP Address

Domain: DSdomair _

Flow Collection Port:* 2054

Note: The defauit netflow port

Settings
Central Management

# Complete

6. [Central ManagementlZ#8&f (Go to Central Management)] 249"y LET [5. 7TS54 7>
ARAT—HAADERIETOFIEFTZETLET,

FIGATOREREY—IVTT ISAT U REHRELT=5, Central Management T IS4 T2 AD
AT—RAREHRELET .

1. 7TS5ATURETEY—ILH Central Management A AU M) TRAZET . HALE. RDF
JE TR EMTEET,

o 354 X —Tx(COT AU LET,

o L ([4'O—/\JLEETE (Global Settings)) 74L& SYwHLET .
o [EEhEIE (Central Management)] Z:EIRLET .

2. Appliance Manager 1 AN TT T SA T RAZHERLET,

o PISATUANAUARUNJIZRREN TSI EEZERLET,

o [7TSAT72UARRT—4AX (Appliance Status)]: 7S5 RAANTRDT TSAT U ADER
EEFIBT BRI, T4 IR—V v ERTITSAT AN B EH
(Connected)] ERTRSN TS EFMEZELET,

o [Data Store A #JHI{E S TLVEH A (Data Store Not Initialized)]: Data Store KA >
AR D Flow Collector & Data Node IZBIL T, 7T S5A 72V AR T—%S AN [Data Store
A #HEIE SN TLYER A (Data Store Not Initialized) ] ITHE>TWNAZ EEERLET .
BOFIETHHILERT T TNODTITVr—L a3V AT—2 AL EHREHS
(Connected)] ERTRSINET .

o [447 (Type)]:Flow Collector [ Data Store 24 M $H BH15E . 7A—% Data Store
T—AR—RITEETEALIIREINTLET,
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2. EERNEUATLDHKTE

[
2—_.__ | Central Managemen’[ Appliance Manager Data Store Update Manager App Manager Smart Licensing

Inventory

3 Appliances found

Q, Filter Appliance Inventory Table

'4 N
Appliance Status A~ Host Name A~ Type ~
Connected 3-2 Manager
A Data Store not Initialized 47-2 Flow Collector | Data Stare
A Data Store not Initialized -148-1 Data Node
L. vy

DSARBNTRDT TSAT O ADEREERIRT BRI, T5AT) IR—T%ERTTS
AT AN [HEHEEH (Connected) ] (F =& [Data Store A ¥ EA{E TN TULVEHR A (Data
Store Not Initialized)]) ER RSN TS EFERL TSV GEREDER L35 HAZ{E
A,

3. VATFLADRDT ISATURERETBIZIF. . FISATUREBEEY—ILADOST A
DNEH 5. TFITSGATOARAT—RADHERIZFTOFIEEZTETLET,
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3.XHR—Sx Jx— LA —N—BERDOESE

3.XH—Ux Jx— LA —N\—BRDEE

TI—)VA—N—EBEZFERAT HE. 2 DD Manager BIZTT— LA —/N\—RF7EHEILIL. —FH%
25—ADN\YIT7YTA)—)LEL THERES B BT EMTEE T, Data Store HY D Secure
Network Analytics ZEBEL TL V515 & (L. Data Store Z 8L T BRI Tz—ILA—/\—ZF KT
FTEHEMEETY,

THUR) T2—2 AN EUVMEE . T4.v741 1ISF DAV AR—ILIIZEAET,

Tx—)LA—/N\—ZELLERELTERT AIZIL. [Secure Network Analytics 7=—)LA—/\— 3
I4F L= a3 HARITEREREZEL. TOFIRICH - TIIESLY,

T54A) IA2—2vMNA IS4 U125 TH Manager DO—)LIZBEIRIIZZ SN
LD TEELTLIESLY, [[Secure Network Analytics Failover Configuration Guide ] [ZE2 &}
SINTWBIEFTIYR—orDA—)LEEBL TS,

Data Store

Data Store &Y M Secure Network Analytics ZERIL TLVA15E S (&, Data Store Z# i3 BHIIZ
T— LA —/\—%ERTEL TSN, Data Store Z#HEL =R 1Tz — LA —/N\—ZF KR TE T 515
& 1%. [Secure Network Analytics 7T — LA —/N\— 22 D4 aL—3 HAA(RIOFIBIZHE- T,
Data Store EDEF AT BIED=OIZEAVF ) IR2—TFEFHRELET,
Jx— LA —/IN—DEETE
Manager 71— )LA—/N\—RTF7ELTERET BIZIE. [ Secure Network Analytics Failover
Configuration Guide JMD FBIZHELNET .
CDAARIZIE, EBIZERETH-OICEEL, RESOHMFBEINZHINTLET,

o SEASE : TISA T RBIZIEEELRTE L'C77°_3473/X|E]iﬁﬁ%'@%%}cﬁﬂij’éf:&)

2. DEBERTISATUADEBEALTICELWVIBAEZEZREL TSI EERERLET,
o« INVITYTITFAIV: Tx— LA —N—REERIBT DRI TISATURENVITYTL

E I
s BREDIBEF:thoF) IRX—V%EI—ILA—N\—RIZRELTHDT A4 T1—
OvEHRELET,

s O—LDER: T34 IR—v A ITZAUNGSBE L COAMFITTRENTNS
IEFTIYR—rDO—)LEEREL TSN, IBFFEET, O—/LIFBEBMICK SN
FA,

o FSTNLaA—T42Y fRRFEIZDULNTIL. [Secure Network Analytics Failover
Configuration GuideJZ&ZS ML TIZELY,

A ELLERELTGERT BIZIX. [Secure Network Analytics Failover Configuration Guide ]
FIEIZfRE>TLIZELY,
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3.XHR—Sx Jx— LA —N—BERDOESE

T5A4)BLUEAVA)OAO—)L
BED—EELT. T5ATY RR2—Svbtho S Tr—SrEEY S TET ., BEERET S
ECROUEATHONES

o TR IR—D% . T34 IR—V v FEDRAVERTE . 1—F—F/E. BXUR
—FEAUE) IR—DxITTYalFT T4 IR—IN T, TISATUAD
B TIFATUVRABREDER. NRT—RDER. 75— LDEE. R —DERALGE
ZITWET,

o BAVF)IR—Dv HhoR) IR —Uv B BDORELHIRLET, LIzA>TTTFM47
) IR2— X DEABELVORELRTEET . =, hUF) IR—Dr NI ATD
A—Y—ITHLTHRAMYERICEREINET, LI=A o T, £AUF) TRr—Dv Dt
;_aM:?Otx?‘éC&%th‘/’f') RR—VvNDT7ANERIGET DL TEGRYFE
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4NTA INYTF DAV RAR—IL

4NVv1A1 INYTF DAV AL—)L

TFITSATUORIZRIFD vIAL INyFEARM—ILLET,

1. Cisco Software Central (https://software.cisco.com) @ Cisco AY—rZHO U ENSLERFTD
v141 IXwFEAHoO—KLET,

2. /1\YF D readme T7AILDFIRIZHS T, F/\WFEAA—ILLET,

8. RIIDNYFTTITSATUVREEH L. ZCOHAMRDRDFIBIZEAFET,

o Data Store FAA> :[5. Data Store DFEAE IO FIEIZKWVET,

o JEDataStore FAL:[6. TRIMYTOSATUCDA AR—ILIDFIBIZHELNE
ERS
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5. Data Store M #HA1E

5. Data Store M #JHAIE

9:{7‘-;35&%’&@% L T Data Store Z#)#iLLET . COFIED—IREL T SSH = —HFHIIZHE®h
[ZLET,

o ZDFEEEAIRT BHIIZ. Central Management DA ARUKJIZFTRTDTTSATUR
ZEML TS,

Manager 7 754 7> X32"Y)— )L (SystemConfig) [Zroot ELTAST A2 LET,
A= a—M5 [Data Store] ZEIRLET .

[SSH] Z:#IRLET , BEICER TSNS TOVTMIE->TSSHEEMIZLET .
[Data Store] A=a—m5 [#IHA1E (Initialization) ] ZEIRLE T,

E@EIZR RTINS TOUTHZHE> T Data Store ##NHAELLET

S

[Data Store] A=21—%$ T3 5HE. D ATLTLERID SSHEREMNETTSINTET,

6. ROFIET7. BEDOTHERIEHET,
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6. TRINITOSAT DA R =)L

6. TRIONYTHOZAT MDA AR—)L

0 v7.4.0 LIfE, SMC DEFRIEIR—DXICEBINTVES , cDEYI 3V NTIL, SMC
FIr—UvERRELTOET,

Data Store Flow Collector M &% {# FHL T Secure Network Analytics VAT LZEZREHT S

A SE . TARAINT HSATUNEFERT A EIEHYERE A /\ 1T YK Data Store/3E
Data Store VAT LDIGZE . TAIMT 9547 ME JE Data Store KA DH LEHE
LET,

ROFERIE. TRIMNTOSAT MDAV A= ILEFERICERINET,

o TRIOMNYTHIATURDEIEEEHN—30FO—HAILIZAVR—ILTEET,

o TRUMYTHSAFTURZIE. Stealthwatch Management Console X2 SMC (Manager) 72 & M
Stealthwatch FHEEMNEZENTLVET,

o TRUMITHSATUMDERDN—2aVZTIERTBICIE. EIR—DXIZBULTEL
BETI7FAILHBRBEICHYES,

o TS5ARNVBIUVEHVE) IR—VrDEAZFERALTWSE AKX, —ADIR—¥%0
GAILTHSEI—ADIA—XICATAVTEIRERHYET,

o FRIMTHSATUCDEHDN—2a 0 ERBIZEKENTEET,

o Secure Network Analytics DRI/ N—CaVICEIHIT BB EIE. TRIMNTHSATULD
HLOWN—Da0F ARV T 2R ELRHBYET,

 Data Store ZBEAT AHE (L. Web 7T — 3% FFHL T Secure Network Analytics A
DAM=IVEEZA—BXUVERELET . TRAIMYT OS54 7&K Data Store ERENH
VEHA,

TARAINTOZAT DAY A—ILFIEIL. Windows & macOS DEELEFERALTLNDAIC
SO TERYZET,

e Windows ZL=TRIMTHSATURDAU AL
e macOSEFRALI=TRIMNTHSAT7UMDALV AL

F7-. Windows & macOS DELLEFERALTWAMNIIGL T, A BYG AR ERLBZAEZTERLE
9,

o Windows Explorer W A EYH AL XELEET D
o Finder NS AEYH A XEEET S

Windows Z{ERALI=T AUV T ISAT7 DA A =)L
o TRIUMNITOSATUNEAVAN—ILT BI=OD+HIFIERNBLETT,
o TRIMITHSATUMIIE. 64EVRDARL—T AT VAT LNRBETT, 32
EvrDARL—T 420 O RXTFLFEFIE Linux TIEEFTTEEFH A,
LUT®DOFIET., Windows #FARALTTRIMNTOSATUNEAAR—ILLET,
1. IR—TvlcabdA4oLET,
2. [#r9>0—K (Download)] 7Aav&#2)wILET,
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6. TRIMNTOSAT DA RAN—)L

o &~ »

Q.Lﬂ@

exe Z7AIEIIYILT AV AL TORZHIBLET,
4 —RDFIEEETLTTRINTISAT UM EAVAM—ILLET,

FRIMT EDF RO T H54T ok FAav L &0y bLET,

[SMCH—/\—% (SMC Server Name)] FZ4—ILRIZ, 32— —N\—RFF=IXIP 7KL
A(Pv4 Ff-XIPv6)ZANLET,

7. Rr—Tx A—HZENRRT—FEAALET,
8. EAICRTRINBIERIZKSOTTRIMNIT 54T UNERE. TITSATUVADTATY

TATAEAZEZEELET,

Windows Explorer N AEYH A XEEET S

@ TAINYT ITATUN AV E—TIARERITT RO, HFAT YAV E2—5TH

YETBESUALTIERAAEY(RAM) DEFEETEET,

FOWTWAZEHDRFT 1AV MOKREDT—4S Y (100,000 BEBAZSLa—FNEENF-7O0—
HITYBZE)ERSIBEE L. B|Y L TEHIAERYZFEOFTIEEREFL TS,

1.
2.

Windows Explorer T, th— LT AL IM)IZFEILET,
THILEEZRDIBIZEIZEZE T, [AppDatal > [A—3> % (Roaming)] > [Stealthwatch],

THIVENERTDIZE L, [Stealthwatch |ZIRRT DV ELAHIEENHYET

Stealthwatch T4L 2k T, BRI Stealthwatch /N\—2 a3 MEENTLNBEI7AHILE ZHE
F9,

WY RET ) r—a % E AL T application.vmoptions 771 L=, iREZRIEL
FT(CDT7AIIE TRIMNTOSAT UL ERDICHAWNRIZERINET),
B/IAE)H AL X (Xms) :512MB UL EZEY B TR LEEREFOLET . COBESX. 774
LD 3IBEEHDITIZRIREINZET,

aAVTUVEERLIZ1ITTRERTDITAEADGEIL,. TOEB TRARTINTLSH
FESBLT, EOHFHIRNAE) YA XERL TN EFFEEL TLIEELY,

# Enter one WM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

BAKAE)HAL X Xmx) : R RKAE) YA XIZ[E. FRKTIAVELI—2D RAMDFESDH AR
FZEYYTEHENTEET, COBSX. 771D 4 BB DITIZRTEINET,

AUTUVEERKLIE N ITTRARTDITAEIDGE (. TOEGR THEARTINTNDH
FESRLT RARAEV YA XERL TV SHFEREIL TZELY,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

FTRTOBEZFERALET, &2 1E. Xmx0.5m TIEEL, ~xmx512mZ A HLFET .
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6. TRIMNTOSAT DA RAN—)L

. Z—:ZOF“J7°7547‘/|*75§5\H§':“ \UJ 1T BIGEE ARV A RXERELE

o Java [CRETHIT— Ayt—UMRTEINDGEEIL. ChEYE/NIHEAEE|Y
LTEFERL TS,
macOS ZFALI-TRIMNYTHSATUOCDAA—IL
‘ o FRIMNTHSATUNEADRN—=ILT BN+ HEEBRALETT,

o TRIUMNITHOSATUMZIIEK. 64EYRDARL—T AT VAT LNBLETT, 32
EvrDARL—TFT425 O RT LZET=IE Linux TIEETTEEE A,

LTDOFIET. macOS ZHERALTTRIMNTISATUMEAVRM—ILLET,

1. Tx—2¥vlzad1oLEY,
2. [F>0—K (Download)] 7Aa>&0 )y LET,

a1 2y

3. dmg I7AIED)YILT AVARM=IL TAOEREFHIBLET,
TAADETAHILA L, LTFIZTRT EIICEZRA—ITRTEINFET,

-0.

oot Wimaivaadein o P 010

)

4. [FRIMTHSA T Desktop Client)] 74T (L) ET7 T r—as T4 LIRSy
JLET,

FAAUIEL RE—F SyRIZBMENET,

5. TRIOMT ED [TRUMYT US4 T2k (Desktop Client)] 7Aa ([:) =9I LET,

6. [SMCH—/\—4% (SMC Server Name)] Z4—ILRIZ, R%2—Dx H—/N\—RF=IXIP 7RL
A(IPv4a E1= X IPv6)EAALET,

1. RR—x A—HRZENRAT—KEAHALET,
8. HAEAICRRINBIERIZHSTTARAINT USATUNERE . TISATURADTATY
TATABAEFEELET,

Finder Do AEYH A XEEET S

O TRAINT DSAT I AV RA—DIA RERITTBH=OIZ, 54T haVE1—43TH|
YUTBEIUELTIERAE)(RAM) DEFXZEBETEET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -63-



6. TRIMNTOSAT DA RAN—)L

FOWTWAEHDRF 1AV MOKREDT—4S Y (100,000 BEBZHLa—FNEEN=-7O0—
HITYEZE)ERSIBEE L. YL TEHAERYZFEOFT IEEREFL TS,

1.
2.
3.

BRET."—L T4LIMNIZFEEBILET,
Stealthwatch 74 LF #BEFET,

Stealthwatch T4L 2k T, BRI Stealthwatch /N\—3U MEENTWNATAHILA RS
EX I

WY RET ) —a % H AL T application.vmoptions 774 ILERE . fREZRIBL
FT(CDT7AIIE TRIMTISAT b ERDICHANZRICHERINET),

BIMNAEYH AL X (Xms) :512MB UL EZE|YH TR LEEHHLET . COBES(X. 774
LD IBFBDOTICRTSINET,

AVTUVEERKLIE 1T TRARTDITAEIDIGEEFE, TOEEGR THRARTINTNDEH
FESRBLT, EQHFLIR/NAE) YA XZRLTWEDEHEEL TZELY,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2048m

BARKAEYHAL X Xmx) : R RKAE)HAXIZ[E. RRKTIAVEL—2D RAM DFESDH AR
FEYYTEHENTEET, COBSX. T7MILD 4 BB DITIZRTEINET,

AVTUVEEHLIZ 1T TRARTDITAEIDEE . TOEER TERARTINTDH
FESRLT, RARAEV YA XERLTVSHFERERL TZEL,

# Enter one VM parameter per line# Use -Xms to specify the initial Java heap size and Use -Xmx to specify the maximum heap size-Xms512m-Xmx2848m

FTRTOBESZHFERALET ., -2 1E. Xmx0.5m TlEAL, —xmx512m Z A HLFET,

. ;':ZOF‘7707547>F75§5‘E§§[:D \U T 1T B5EEF ARV A XERELFE
o Java [SEAE T HIT5— AvE—UARTINDBEE T ThrYB/NSGAEYEY
HTELERLTLESLY,
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7. BIEDFERR

L 1_ D EE At

1.[Z78—IRE DKL K (Flow Collection Trend) ] MFESR
1. 754 <) Manager |25 A4 LET,

21— LA —IN—8&5E: TS54 <) Manager EtH A1) Manager ([CAST A2 LET,

2. [7O—IR&E DKL K (Flow Collection Trend)] ZFEEELET,

Flow Collection Trend

400

blank trend indicates
300 flow collection stopped

l

Flows Per Second

100

0
8:00 PM Sep-24 4:00 AM 8:00 AM 12:00 PM 4:00 PM 8:00 PM Sep-25 4:00 AM 8:00 AM 12:00 PM

Deselect All Select All

2. Data Store T—AR—ZXANDAT—RANHIER

0 Data Store &Y D Secure Network Analytics Z BRILEGMN>=15 & (L. 3. LIR—FE L
—TOLR—FDEITIERFT,

1. FS543) TR—Sv D v aR—RT 3 ([ 0—/LEETE (Global Settings)]) 742 %
2V ILET,

2. [ & (Central Management)] Z3E&IRLET,

3. [Data Store]l #7%#5vILET,

4. DataStore T—ARN—RADAT—ARAN [7YT (Up)] ERREIN TSI EEHERELET,

T—AR—=ZDRAT—RAD [F 2 (Down)] DIFE L. TDT—ER—RD [FH 3>
:](:Actio_r;)] 5@ - ([BEEEES (Ellipsis)) 7AaA> &9)voLET , [RF—I(Start)] &
RLET,

5. ¥ RT®M DataNode DRAT—RARAM [7YT (Up)] [TH-TWAEEHERLET,
Data Node D A T—ARXM [FH2 (Down)] DIZE L, £ D DataNode D [FH 3>

(Actions)]1 5@ +++ ([HREECS (Ellipsis) D 743> &0V ILEYT  [RE—F(Start) ] &2
RLET,
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7. BIEDFERR

| 6 [Data Store] 27 MEEMIZDULVNTIZL. [Data Store T—ER—R | ZSBL TLEELY,

3. LIR—FEILF —TOLR—FDEST

a b~ =

o

[T 159 (Security Insight) ] # v aR—FIZRYZET,

[4wS 27R—K (Dashboards)] * =1 —%&RLFET .

[L7R—FE JLF — (Report Builder) ] ##IRLET

[FLUL\LR—FDERK (Create New Report) ] #51)voILET,

[Flow CollectorlZ&BA7A—URE D FL > K (Flow Collection Trend by Flow Collector)] 77
L—br&D)YILET,

WEIZIGCTNGA—2EZRLE T, [ET(Run)] &IV ILET,

LAR—r%#SHBBL T, Flow Collector N 7A—%Z{ELTW\AEEMHEELET .

8. Flow Collector T—#A~R—X (5000 ') —X M H) H Data Store MPHHHE L. LIR—FE L

F—DF Y a2 R—FIZROTFIE 4 ~ 7T ##YRL., 20—T—4R—RMYA#H L UFL
R—FEETLET, T—IR—RZFETf=[L Data Store NITA—FZ{ELTWBIEXHERLE
ERR

| O Lk rELS—DEEITONTIE AL TOERESBLTIEE,
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8.7 ISATUVAREREDNTET

8. 7T ATV REREMDTET

TIFAT ORI ELGREN TR TR T LTSI EEHRELET,

FIFATVA WABTE AT AV
T—REHE

T—2/—K A 20— B3—DJ A Rk
E

Flow Collector L NetFlow % sFlow [ZZ &
= A%

UDP Director 7L (IN—F9xz7TOHERA
Al EE)

7)) r—23 1D BEUAN
48—k

Flow Sensor

TV r—ar OFEA

Flow Collector D 7A—EFNDZEE

1. Flow Collector [CAY' A LET,
2. [HR—F(Support)] > [EE#E% 7 (Advanced Settings)] DIEIZ2') oI LET,
3. engine_startup_mode 74—JLRIZ. XRDOWWITNHODEZADLET,

o ETILIFAILDTIAILNME:O
e NetFlow:1

e sFlow:2

engine_startup_mode 74— /)LD [FE#E% F (Advanced Settings)] Y AR ZRREINALY
O 523 R—STFEO [FHLLATL 32 038 (Add New Option)] Tr— LR B LU [#
7231 (Option Value)] 74— ILRZEFERAL TEBMTEET,

[Apply]l Z#0') L. [OKI &V LET,
Ir—T¥ IZATAULET,
[E% % (Configuration)] > [Flow Collector] M EIZEIRLET,

[E=2—7R—k (Monitor Port)] 74— ILRIZROWNWIT IO DEEZADLEFT (ChdlE

NetFlow &1 sFlow DERIZETHDT IAIWNFDR—IEETT , TUVRKR—EHNIELZ

;—;Eg—;;é_ﬁﬁﬁ?'éJ::)liéﬁiéi’tf“éi’%ﬁ(is ROYIZZDOR—+BEEEERATIHE
HY) )o

N o g &

e 2055:NetFlow
e 6343:sFlow

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -67-



8.7 ISATUVAREREDNTET

8. [{R7F(Save) &2V ILTERRARERELET,

E—FDYYEZ (NetFlow M5 sFlow, ET=[Z sFlow H5 NetFlow) W T35 &, BIDE—
FO7O—IZEDICRDIEENIITENFET,

o Xyl RAM Yy A, JA—Fyyia, X aATA ARk Fryia
o BEFHDR—RSA2T7ALIL

20— LWE—F TREBINTWANEINER Y2 Rh—RD 70— U RT STTFIVIT
L5 ET,. E—FDOYYBAZHRETEEY,

ROFEIZHE>T. UDP Director Z =5 Al AERT7ELTERELE T,

o SR AL, UDP Director N\—KR Iz 77 ISA TR TOMMERTEET . &AM
. ARETTSAT7UATIIERTEEFE As

e BRIEIL—IL:. SHHAMERTETHIHEE. VIEL 1 DDEREIIL—ILERTELET, TRk
IL—ILDRE/TFE IZSRLTZELY,
« BRI D UDP Director HHHIHE  MAIAMATERETTET . SAIALESR
ETDEE. VEEBH 1 DDEREIL—IILERELET ([N FRASE)TADEEIZS
B,
L )L—ILDETE
UDP Director Mo X R—Ux ADAy—IUFEIZIX SSLAMFERSNET,
1. TR—Tvlzabd (4o LET,

2. 3} ([4'B—/3)LTE (Global Settings)]) 7422 %41) w4~ LEF . [UDP Directorsy 5
(Manager Configuration)] Z#RLFET,

8. FISATVAD 7 av (Actions)] A=a—%0)vILET, EREIL—ILDRE
(Configure Forwarding Rules)] Z&RLET .

4. [Add NewRule] #91)voLZ%E9,

5. EiBA (Description) : L—JLZF# AT - DEWERBAZANILET,
6. BIETFTIP7FL X :A"—F (Source IP Address:Port) : UDP Director [ZT —H3%E{ETHT /N1
ADIPF7RLRZAADL, T—2EEHDKR— ESEANLET,

o B[P FRLRIR—MES] DBXEERLEYS,

o #H: Classless Inter-Domain Routing (CIDR) Ri2;&ZZ{FRALTIP7RL AN EEZE A
NTHENTEET,

o TRT:TANNEAATIIX, ZOR—FTHEEDEETIP FRLANST—E2EZ(T
AnbhZET,
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8.7 ISATUVAREREDNTET

HAEDOE EETIP PRLRR—FIDOBEAEHLEZIL—ILIZEMT BIZIE. Z
noZEHLWNMTIZEMLEYS .

1B

10.11.16.38:5322
192.168.0.0/16:9000
All:2055

7. 3ESEIP7 KL X (Destination IPAddress) : UDP Director Mo T —AR3EZ(TEBT/INA XD IP
TRLRZAHALET,

8. SRS R—IEE (Destination Port Number) : Z{E3 3T /N\A ADTHR—+ B EEZANLET,
9. [fR%E(Save)1 &9V ILET,
10. A7 ay  EHZRAT DL, [FH (Syne) 1 #0)vHILET,

1. BEICHLUT, ERE/IL—ILEFEBMT AFIEEEYRLET,
12. SARABRTERETBIZIE. (/1A FRASETADEE N HEHET,

0 S AL, UDP Director N—RFR Iz F7 7 ISAT U RATOIHERTEE T, ;o A%
X AR T TSAT7UATIIERTEEZE As

N TRASE)TADHRTE
1E 3D UDP Director BNHAEEIE. TITSAT U RBEEBALA—TJxA( RZFRALTE R AEEZR
ELET,

0 S AL, UDP Director N—RF Iz 7 7 ISAT7 VA TOHERTEET , ;o A%
X ARBT7TSATURATIXERTEEE A,

UDP Director & 0] 4 (HA) Tl&. U UDP Director DR EZITOCEMTEET . MAD/—FK
NEETLRTIN. FEDEATI DO/—REITNASAUIZHEYET,

UDP Director Tia A] FHEAER TE S TLVYT, Secure Network Analytics Z/\—2 3>
a 7 40 LIRICE#H T HIGEE. EHRICUTOFIEZFERAL TS AAZERELE

Secure Network Analytics DB FTDFEMICDLTIX, BEFHHAFESHBL TS,

T34RY) /—RELVEHVEY /=

RPORTAUZAY /—RETZARY AT /—REEHI TV EVNET  RT DT TR
) J—FTEENKELLGE . €AV E Y /—FHRZNESIERVTTSMIVITBYET,

2

o BE¥E)L—)L SRR AT LD UDP Director BN E5iE)L—)LE 1 DU ERTFLET,

o JL—ILERTE T 74 IL%ERTE: UDP Director D IL— LN TIZEHRESNTLNDIES.
UDP Director L—ILEITHRR—L (JL—ILEREI7AINEREF)LET . RIC. ZDT7A)L
% 2 Z& B ® UDP Director [T/ R—FL T, ENEFNDIL—ILH—ET BHKSI1ZLET,
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o JEF:&#IZTS54<") UDP Director ZEXELT=%. ThUF ) THREERYRLET,

o IMFLIIBEFA:EE5ELFHLLYUDP Director THABE . TNFNIZDOLNTIDHA
FDFIEIZHREWNET, 1=1=L. hoFUMNT TIZ Secure Network Analytics VAT L EDT
TIAT7RELTEREFADE AL, A4 UDP Director ITAT AL, 2DEYI Y
DB~ TEATRAEIVR—R U MERELET,

1. 754 <') UDP Director & 8] AEDERE
1. 754<') UDP Director [ZAZ A4 LET,
2. [E%7E (Configuration)]> [ A A4 (High Availability) ] 21y 2 LE T,

3. EFTHAMEED [EFAMY—E XDEZINE (Enable High Availability Service)] Fx w4
Ry OREFUIZLET,

[J Enable High Availability Service

High Availability Settings

Node ID 1 2

Virtual IP Address
Subnet Mask
Shared Secret L@n 1HA
Sync Ring #1(eth2) Unicast IP Address

Sync Ring #1(eth2) Subnet Mask

Sync Ring #2(eth3) Unicast IP Address

Sync Ring #2(eth3) Subnet Mask

Paired Node Host Name

Paired Node Sync Ring #1(eth2) IP Address

Paired Node Sync Ring #2(eth3) IP Address

4. [/—FID(NodeID)] #:&IRLET, 754 <) UDP Director DIZE (L. 1 Z:EIRLET, H
> 4'1) UDP Director DiF& (. 2 Z:EZRLFET,

5. {RFEIP7ZFL X (Virtual IP Address)] 74— JLKIZ., eth0 {28 —T A RERLC YT Rk E

[ZHARERADIP FRLREZANILET , [T RYFT R (Subnet Mask)] {E% . eth0 1>
B—IDIARTHERAINDIHITRYNIRIDIEIZRELET .

| O REPFELAAELD/—FTRALTHHZLERELETS,
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9.

10.

11.

12.
13.

[ HF4% (Shared Secret)] 74—JLK T, @A D UDP Director AN XFFZ#=AHNLET,
(CNFEF 7L ERAICESIEESNET,)

RH) T 1 (Eth2) A=F ¥ AR IP PRLRAADIA—ILRIZ IP FRLAREY T RYNTRY
EAALET, (A=ZF VAP PRLAIZE—DRYM I —5EEEHRILET )

R T 2(Eth3) A=F ¥ AR IP PRLRAAD IA—ILRIZ. IP FTRLAREH T RYRTRY
#AHALET,

& IP 7L R (eth0, eth02, eth03) [&. ZNZNAEDIL=_F v A+ Y TRV L THINE
NHYET,

[R7YTENT=/—F DA+ (Paired Node Host Name)] Z74—JLKIZ, H>41) UDP
Director DTRALRZANLET,

(RF7YTENT=/—FREIEAY> T 1(eth2) DIPF7 KL X (Paired Node Sync Ring #1(eth2) IP
Address)] 74— JLKIZ. /> 41) UDP Director @) Eth2IP PRLAEAHLET,

(R7YUTENT=/—REHI) S 1(eth3) DIPF7 KL X (Paired Node Sync Ring #1(eth3) IP
Address)] 74—JLRIZ, £/h>%1) UDP Director M Eth3IP PRLRZAHILET,

REEHZEL-S. EA (Apply) 1 Z2)vIL T, BREXZEALET
DS RABZM 2% HE D UDP Director #ERE T DIZIEX. RDEIaAVITHEAFET,

2.¥5H>%1) UDP Director =SR] B DL FE

BIRDFEIE 4 T/—FID 2 Z:#RLI=HE L. TS54<') UDP Director IZxfLTLLT D
FIEEETLET .

7> 41) UDP Director ZE&E T DICIIRDFIEEZETLET .

. £H2&1) UDP Director [CAT A LET .

[£% 7 (Configuration)]> [= v 14 (High Availability) ] Z#421)voLE9,

[R7YTENT=/—F DAL (Paired Node Host Name)] 74— JLKIZ, AU A1)

UDP Director D7RAREZEAALET,

CHEETIRTD/INTGA—EERELEFT (RIDTITSA T RATHM/INTA—2EEE
LEBEICIXENEEAET ), TOE. ROWEEZRTRTDIA—ILE T, RIDTT
FATVAEFEST{EILIEZRTEL TS,

o [FIHEAY > T #1(eth2) L=F v AMP7 KL X (Sync Ring #1(eth2) Unicast IP
Address)]: 7547 EDZDIT4—IILRTEHRELIELDEIZELEBZIP PRLRAZA D
LEITM. TS5ATYTHEELEREYLY 1 A=FvXMPRLRERILY T RUMIH
BDLELHYET,

 [EI#A1) > #2 (eth3) 1 =F ¥ XMP7FL X (Sync Ring #2(eth3) Unicast IP
Address)]: 7547 EDZDIT4—IILRTEHRELIELDEIZELBIP PRLRAZA D
LEIMN. TS5A7UTHEELERZYVY 2 22X v AFFPRLRERLCY T RYMIH
DLELHYET,

o [RPYUTENT-/—FD7HAF4 (Paired Node Host Name)]: CD71s—ILKIZ. TS5
4<') UDP Director D7RAREZEAALET,
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o [RPYVGTENT-/—FEHA) >4 1 (eth2) DIP7KL X (Paired Node Sync Ring #1
(eth2) IP Address)]: ZD 74— ILKIZ, 754 <) UDP Director @ Eth2 IP 7RL A% A
ALET,

o [RPYVGTENT-/—FEHA) >4 1 (eth3) DIP7KL X (Paired Node Sync Ring #1
(eth3) IP Address)]: ZMD 74— ILKIZ, 754 <) UDP Director M Eth3IP 7KL A% A
ALET,

5. LEA (Apply) 10V VI LTEBERNBEREL. COTTSATUADIZARR) T H—E
AEBRLET,

6. T4 FTSATURERET BIZIL. [FHE (Promote) | RALEI) v LET

1. 77— D BELURA/O—KFDETFE
;_El—t‘/*j'— HFRETABICIK. TITVr—a2 D ERAO—FREXREITHEMDFIENLET

1. 20—t Y —TFITSAT7UVREBAU3—TJ(RIZATA1VLET,
2. [E%5E (Configuration)] > [E¥#5% %€ (Advanced Settings) ] #2JvHoLET,

[E¥#HE% 7 (Advanced Settings) ] R—U D RHEET,
3. RYRT—HIZBEET B LERELEZRDELIIERLET,

IRHE B L

INTIR RLB—FD 70—t — M Collector [TEBT—RDHIZ, FFD 26 /N1 D7\

;:77(71'\—|~ (Export AFYRAO—RT—R%EEOHIMEIDIEFIRETEET,
acket Payload)

Collector [T —A%ZZE AR, 7A—t Y — N7 T)5— 30 D
AEHRAHDINEIMEIRETEET, SOIZ, RDBELSNRERITT
21X, COREEFNTIDLELHYET,

IPv6% & 85 (Include IPv6) : 7A—t>H— TIPv4 & IPv6 A D/
TR ToMESIINEIRETEET . CORTEFENICTHE T
A—t Y — (X IPV4 NI DHEDTLET,

T ) r—Sa @Rl

BEDIVRAR—F  HTTPSAYA —F—ARMD LY XAR—hk (Export HTTPS Header Data) : 7

(Export Applications O—+z> 4 — M5 Collector [TEDT—RDHIZ, HTTPS 7A—DAY

Identification) B—T—REEDEINEINEIBETEET, T—RIZIXSSLEERE
SSLIAf BN EFENT T, COXRTELXFEATHICIE, 7B—24TH
IPFIX [ZERESNTWLAIULENHYET , K 256 /N M AIEETT,

HTTPAYS —F—A2MD I A7R—k (Export HTTP Header Data) : 70—
25— M5 Collector TEDT—ADHIZ HTTP JA—DAYH —
T—AEEHENEINEIEETETET . CORTEZTEIRT HE. 70—
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RH

VXLAN A7t )L L g
RO AL (Enable
VXLAN
Decapsulation)

GENEVEA Tt )L1E
fERDOEFE I
(Enable GENEVE
Decapsulation)

ERSPANAT /L1t
A EOE=E |4
(Enable ERSPAN
Decapsulation)

X-Forwarded—For 4L
EDHZE (Enable
X—-Forwarded—For
Processing)

BL

o —NIO0—FT—2D—EELTEDDHTTP RRDTFAE (/\(F
BEDEEH A I —ILRTIRETEET, COREEFFERTHIZIX.
20— 34 THIPFIX [CERESNTLWBILELRHYET,

70—+ — M Virtual Extensible Local Area Network (VXLAN) h 7+
ILBRBRAEBEZ T A ESHEIBE TEE T, VXLAN hT /L 1LfE
BEFEALGEWMES. 70—t Y — (RBEHMIC2 DORE N RILTY
RARA2 M (VTEP) B 7A—&L T VXLAN AT EILIERS D4 o% iR
LET . AT ILILBRREERT 5E. boRILIEENTF=FS D00 9% S
WLT. R T—=IOHDS 749D\ 3— % LY SFICIEIETE 51
H. KYEELGZIAVTUOVERBTEET,

JO0—t Y — 1% BE D VXLAN R—(4789) [T R EES
= VXLAN bS5 D409 912 132 TvIVIEBRBRLET,

J0—t Y — NEZRY T R—FTRZIELIZNS T4 v IR LT
Generic Network Virtualization Encapsulation (GENEVE) h 7tz )L{t 2[4
FFERTEINEIMNFRETEET,

70—+t — T Encapsulated Remote Switching Port Analyzer
(ERSPAN) D AT )LIL fRBRIEBEZ AL T/ /7y bR D ERSPAN Ay
F—%FRHL. AVE—DHT IV EREEL THTEILESh TV /X
TIRDEEERIBST HEMEIMEFIEETEET,

JO—+t 2% — M ERSPAN bR JLER T TEBHLIIZTBIZIE. E=4
oG A B—DARIZIP PRLAZEY Y THRRENHYET,

FS 4210 D ERSPAN AT VLR T R—bEh TOEE A,
JH—+t > H— HY X-Forwarded-For (XFF) {32 %#F AL T, HTTP 70

FOFEIXA—FNSUHENLT Web H—/N\—IZEH LTS IS5/(47
JPDRETIP PTRLREHATEINEINEIBETEET .

0 ETA & X-Forwarded—For JL¥E%—#& IR ET A &L TEFE
-E-Ajo
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RH

ETARLEDHE®E
(Enable ETA
Processing)

= A WAL
DA NE (Enable
Load Balancing)

ABR—DA RER
DE=Z—Y2YT

FryaE—k
(Cache Mode)

BL

70—t Y — NETANEEZFRLTIDP 8KV SPLT 71— ILFEAE
BL. IR— ¥ CEETIMEIMNEFIEETEET .

ETAZEZZT BE. 42 vI [FFEEFD NetFlow HiEigD & A
O =riEmlzEd. Jo—THRE—MBIZIE IPFIX 2R
BILEBBOLES,

‘ 0 ETA & X-Forwarded-For JLIBA — &R E T A LI TEE
A,

0 ETA % Dell £1=(&% PowerEdge 7A—t>H— ETILTHZNIZ
FEHEIFTEFEEA,

00—+t 25— 4000 ') — XA EEE D Flow Collector [CT7A—FT—4%
ERETCEAMNEINEIBETEET .

JAO—t2 Y — oD T7A—T—4H 1 DO Flow Collector D/
TAEBZABEEIZIE. AT a x=FAHALET,

JO0—t Y — 4240 N2 x40G A B —DAREFERT DM 4x 10G
(SFP)AM 2 A—DJx A REFERT AN EHEETETET,

CORTEMNEFEICHEET DICIE. EHO7O—aL Y% FRALTA—F
NSOV ERICLTELENDYET, SEMIC DL TIX. [7a—
oY —EO—FN\SUYD#HEHAEIZEZSBLTESULY,

AT avidk, 72—tk Y — 4240 TOAEHTEET,
TIHILEDEZRTEIL 2 x 40G TT,

ROVWT N DERELRIRTEEY

FTRTDERKR—MNE—DHF X vy 1% A (Use single, shared,
cache for all monitoring ports) :
o ERFI—TAVITNEETHEEITERLET,
o 7I)r—La v EBEEITI DORET—T L,
o KYDIENAEYZEER,
o BRMIZKYIEL pps NI,
o FBRELTHEHDAE—TIARAEMAKT 1 DD NetFlow 1R+
MERENFET,
o JO—tH— TR—FA 2 DIZIFHFTEL. TAP THfSN TV
BEEICOAMERALET .
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RH BL

BERAR—R &I L=y 2% {# A (Use independent caches for
each monitoring port) :
o £ IJO—t Y —AUE—DIA AT YEDEEHREFATT
B
o KYZLDAEYEFEHR,
o 2FMICKYSEL pps LI,
o BAVA—DIARFMBEDRBIELET T )r—ay T—ER—2X
HEFELET,
e BRELT. BED/N\TILEREBT I/ I—T( R EICER
®D NetFlow La—FMNEREINET,

4. [EA (Apply)1E2UvILTEREXZRELET,
2. 7 T)r— 3 EHANT B-H0 70—k — DORE(FHTar)
JA—t oY —TF7I)r—a BT 558 (F. ROKSIHELET,
1. 20—t Y —FISAT7UVREBAUA—TIA R AT (U LET,
2. [E%5E (Configuration)] > [E¥#5% & (Advanced Settings) ] #2JvHoLET,
3. [Z7FVH5—avIDDITH AR—b (Export Application Identification) ] FT IR wHI RE 4>
[CLET . TIHILTIE, SOFTLavIHE RS TOER A,

4. EHDEERNIC AHBIHE. [Fvvia E—K(Cache Mode)] 43> TROWVT A D
FTavERERLET,

o TRTDE=AS—NVT R—MBE—DHBF XYy 1E AT S (Use single,
shared, cache for all monitoring ports) : % . TAP AR ToOO—%E=4—> 45953
AT LIZHLTERLET,

o E=A—YLT R—rZEIZERBID Xy 2% E AT 5 (Use independent caches for
each monitoring port) : 1% . SPAN AR TOO—%E=4—) I F 5V ATLDIE
B.BLUNTF—TUREZRILTIDENHLHEEITHERLET,

3.T7IT AT AN BIEE)

1. [324E (Operations)] > [7 T4 T7 2 AD B2 & (Restart Appliance)] Z3&IRLET,

2. Central Management T7 T 5A TV ART—R AN [HE#EFH (Connected)] IZHE>TLNS T
CEHERLET,
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9. TL AN DERTE

Data Store &Y ® Secure Network Analytics ZBBAL =35 & (. NetFlow, Network Visibility Module
(NVM) . B&UT7ATIA—ILAT EIRET 5128 Flow Collector BT TAILFTERSNA TLY
F9 . EMIZOLTIX, M. FEEY 7y TEEALBEOREIZSBL TS,

RTEEH
Secure Network Analytics TIBMDTLANIBATERTTBIZIE RDESITNYM ET74A4T
DA—ILOTDEREETZTTLET,

o [Network Visibility Module — NVM] : [Network Visibility Module - NVM] Z2iRL THRET D&
Flow Collector [ NVM Z7A—ZHY;AA THREFLET . FIBIZDULTIE. [Cisco Secure
Network Analytics Endpoint License and Network Visibility Module (NVM) Configuration
GuidelZZBRL TS,

o [D7AT72A—)L0O% (Firewall Logs)]:[Z7 47 9+—J)L 0% (Firewall Logs)] Z:&IRL TH
TE 9 B&. Flow Collector [& Cisco Security Analytics and Logging (A>T L3IR) DI7A4 7
DA—IL AR AT ERYIAATEREFELET . FIRIZTDULTIE. [Security Analytics and
Logging: 77 AT 24— ILARNUMMEEH AR IS BL TS,

o PV —Sa B W [J7AT794—ILO% (Firewall Logs)] Z:#IRL THRETHIHA(X. 7
F—IXIZ X aT4omEQAXUT (FAUTLIR) 7TV r— 30 F A AM—ILLE
ERR

Cisco Telemetry Broker

UDP Director D {X4>YIZ Cisco Telemetry Broker 4> Ah— )L BIZI&. [[Cisco Telemetry
Broker (RET7ISAT UV ABABIUVREANALIDFIBIZFHELET,
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10. Cisco Secure Network Analytics DS/t 25

" . — ~
10. Cisco Secure Network Analytics DS54tz
N N
2y
DRAARIR—FYINIIT A4t T HERLT. Secure Network Analytics D7 754 TV R
BLUOBEEES AT LET, FHMIZ DL TIE. cisco.com DAIY—, AUV T ESREL
TLIESELY,

o FUSAU AR —, AT E LU Secure Network Analytics 4S54 TEAT S
[Z1&. ['Secure Network Analytics Smart Software Licensing Guide [Z#Z B L TLEEL, 2D
REICIFAVE—RINT I ERADRBETT,

« A3 YR—AR/ITT7 XXV TRYNT—=I DALV AT aV DERBAIZONTIE,
2 R—RZEHK L TS0,

o Cisco A¥—rFPHI2bk:Cisco AN—hF7HOUNEERTET BIZIE,
https://software.cisco.com TE# T 5h . EEFIZEHLEHELZELY,

AHlE—F
Secure Network Analytics ZEHIE—F CERTH&. FBIRSNI-H#EEZ 90 BHRIERATEE Y,

Secure Network Analytics DT 74 L MEREZRRRISERAL TSA U REMEEE T H OV MIE
MFBIZIE. RR—b VI T AT DREBAVREZ RAEEERLET,

90 AR D EMEHARI AR T T BREIICH A RI R EZEFL TS, SHImEI M AR
A T JO—IENELLES, JO—INEEBERLTHIZE. MRSV REVR

EEHELET,
Smart Software Licensing Status
Registration Status: A Unregistered
License Authorization Status: ( A Evaluation Mode (31 days remaining) )
Export Controlled Functionality: Not Allowed
Product Instance Name: c9b048’
Transport Settings: Direct View/Edit

o BEFEN—H— IR—CNYTARAY—IIMEUI VT DRT—RAEERIRRDFMEEDR
FAIZIF. EEBEEL—Y—-LLTATAULET,

s RYB# A E—FORYBHEERRTSICIE. EBEFEL—HY—LLTIR—Dr(CATA
> LET, [Central Management] > [RAX—r, 541> 2% (Smart Licensing) ] DJBEIZFEEIL
9, [TME REABAXT—4 X (License Authorization Status)] Z#ERELET .

o MBAAVARRIVR BIRAVREAU AL, BEFRD Secure Network Analytics DEFHA 2 X
BORIMERTREANFTHY ., IR—V v EEBHURET I SATUANEENTET,
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11. Cisco Secure Network Analytics ) & I#

TIFATVADBRENTET LI AILTTREDOEE, BIEDRAE. BEAOXMGHLEITET
SFIEZHRTEES .

@ FESOVLTE, FREORX—TNS [ ([2—H (UseN ) TAA2 1> [~NILT (Help)] D
IBIZZEIRL TRESRL TSN,
RANTIW—TDERTE
1. Manager [COGA42LET,
2. [E%% (Configure)] > [[(RAKT JL—T &2 (Host Group Management)] DJBEIZEIRLET .

RS —DIEREERE

1. Manager (AT A42LET,
2. [E%5E (Configure)]> [FR1) S —E& I (Policy Management)] DIBIZEIRLET,

JO0—REDIER

1. Manager (AT A2 LET,

2. [53#7 (Analyze)] > [70—#% 3 (Flow Search)] DIBIZERLET
LAR—FEIILZ —TDLR—FDELT

1. Manager [CAT 42 LET,

2. [ a2/ R—FK (Dashboards)]> [L7R—FE JLA — (Report Builder)] DJEIZEIRLET .
A—H—ERDEE

1. Manager [T A2 LET,

2. T ([£'O—/\JLER5E (Global Settings)]) 74 &S wILET,

3. [A—H—E&EH (User Management)] Z:#RLFET,
FEDRE(To7—L. LX) TAARNUNGEE)
TI5—L, ARV RAMEEDRABIZDOWTIE AT DIEHRESBL TS,

1. Manager (AT A2 LET,

L ([2—H (Usen) 71> EVIvILET,

[NV (Help)] & #RLET

R=2D LERIZH S [NIVT (Help)] A= —%FIRLET S
[Bh4E D FAE (Investigating Behavior)] Z:#RLET

A
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Z A DX

RYD—IEBRICDOVTIE AT DEHRESELTIZS,
1. Manager [CAY A LET,

A ([2—4 (Usen)) 7Aa2 EVUVILET,

[NV (Help) ] & #IRLET

R=UDLEEIZHD [NILT (Help)] A= —FFERLET,
[E B~ DXt (Responding to Threats)] Z#EIRLET,

A
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7 =3y

O ~ I
7o) r—oay
Secure Network Analytics 7 T4 — 32 1d. Secure Network Analytics DIEREZIRIEH K ULEIE
5 MBS —RATEEGA T av DHEETT
Secure Network Analytics 7 7)o —3> DY) —R R 1—)LIE, #E®D Secure Network
Analytics D7 YT L—R 7Ot REIFEREFRETT . ZD71=8. Secure Network Analytics D7)
J—REYHEFHLTEH LEIZIEL T Secure Network Analytics 7 U —S a2 BHTEE
9, Secure Network Analytics DEFTLLIV) ) —RIZRET BEIIZFHZETSN=7TUH., FCITAVR
R—ILTELRWMEENRHYET ., 7TV —avDEH/N—av N RBE SN B ETIZEER M H
HEELHYET,
RH D Secure Network Analytics 7 7)) — 3> DIER. IREIRR . BEXUEBRMEIZDLNTIE,
ReSHBLTLESLY,

o Secure Network Analytics 7 TUr—a> DN —23  BEBRER) IR
e Secure Network Analytics 7 745 —3> D)V )—X/—k
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R/

FREE/EF ]
Secure Network Analytics [C&ADKFREEFE-ITEFAIDEREDEEMICDOLTIX. RO FIEESHEL
TS,

[£ #7 (Name)] Fg

NILVTDFIBIZHENET
1. Manager [COG A4 LET,

2. ¥ ([F'O—/\JLEEE (Global Settings)]) 7
A3y > [2—H—EE (User
LDAP Management)] DBIZERLES,

3. [EBRE&EF T (Authentication and
Authorization)]1 27 %51y LET,

4. A([A—H (User)NTAar >IANILT
(Help)] MIEIZEIRLET,

X aAFATH—230 TI—OF7vTEE ZDHARDISAMLSSO DEEFE LI avE S
U WY AA L (SAML SSO) BLTLZELY,

RS o -~ » _ . ~ o %EIH“E\
TACACS+ R H AR Et?gﬁ%sa O J4F%al—ar A4R]%E

LTOFIEICHST,. X)) T4 7H—230 v—9F7VTEEVTIL YA A4> (SAML
SSO)&ZHRELFET,SSO [T, Aa—HF—H 1 HDILT ULV IILTERODT IV r—2avIZ7o+®
ARG BHIEETREICT BRI TAERTT,

HiR— kD EEH
ROBELSHR—FENTOENESAITEEL TS,

HR—hx& BR—bxR5

SAML/SSO %itits Microsoft Active Directory ) e s
Federation Services (ADFS) Microsoft ADFS D V57 kH—EX

Microsoft ADFS DA TLIAYI)a—3Y  #E Windows EREIE (IWA)
EMOTOxS 5\ &85 —E X (External Services)

SAML)JIZRXLDEA

| o FARAIMYT OS5 A T E. Data Store BRI TlIE U R—bEhEE A
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R/

1.5RTEDEH
SSO BT T BITITRDIERIVBETT

2 A
.. _ © e CD URLIIZITEEEBENAC B FE=IXIPVA T
TATZT 474 TRAAT O URL RLREERT AU ERBYET,

. — NPT IDP @ URL MTHTTPS | CIREAIZE L. CASE
= = . N .
TATYTATA TONAT OFERE BREAEA S O—EL TS,

2 {EEANTADIBAZED7YTO—F
TATUT4T4 H—E X FTO/N(4 (IDP) D URL MIHTTPS I TlAE 5155 1. JL— CARFEAE
EIR—UNEHEANTIZEMLETD,

o IDP @ URL MTHTTPS I CIRELHWMEE L. COFIEFRAFYILTROIENS. H—FE
A TONRAFDFREIHEDENTEET,

UTOFIBICH-ST, JL—h CAEBRAEE TR —O X ERALTISEMLET .
1. [Central Management] @ [7 T 5472 A x—+ (Appliance Manager)] R—U T, Y R—
oD [TUav (Actions)] A=a—%&0)vILET,
2. [7FTS5A4A72 RER DO #RE (Edit Appliance Configuration)] Z:&IRLET .

[Appliance Manager] > [£fi% (General)] 27 T, [{E88 A+ 7 (Trust Store) ] #H3V %R D
TFY,

[F#RB 00 (Add New) 1 #0v I LET,

[ZL R4 (Friendly Name)] 74— JLRIZ, SEBAZE D ABIZAALFET,

[Z74)LD3EIR (Choose File) ] &0y LEY , HLWVGERAZEEZERLET,
[REBAZE DB N (Add Certificate) ] 22w LET , ({EREART (Trust Store) ] AMIFTLLY
SIBAENRRSNDIEEHERLET,

[EXEDEFA (Apply settings)] 0y ILET , BIEICRRSNADIERIC>TERMAELET,

9. [¥EHEEHA (Connected)]: [Appliance Manager] R—U T I A—U v NERELEEEZTTIL.7
TSATUOARART—RAN BEHEFH (Connected)] ITRAZEEZTEZRLET .

w

N o g B

o

I A ZEOZENRBEROMIE. TISATUREBRBS AL TEE,

10. EHUA) 2= BHBIGE(F. COFIEF#HEYRLT, I—F CAFIBAZEZEHUF Y
IR—TEBANTISEMLET,

11. JL—F CASFBAZA T R—J Y EBANTICEMLIEEIE. ROIEICEAET,

LDP M A2 T—REEH Y HE, SSO MERMSNILBNCENHYES AT —FEEHT
O 2uEnpUET. CNEFSRLBBEAAL. VAT LY —ILTHLL SSO 1%
HREEHL-RICBERDTH-ETT,
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REL/EF T

3. H—EX 7ONAETDETE

THR—Sw aryY—)lIZroot ELTAGTAULET,
SystemConfig EAJILE T, Enter ZHLET,
[E¥#A5% 7 (Advanced)] ZEIRLFE T,

[SSO] #ZEIRLET

[SSO H%h/#E%N (ssoEnable/Disable)] HY [#E3%) (Disabled)] ER RSN TINVAEFFERLE
ERS

o s> L=

10.
11.

12.

[(7PAT2T4T4 70314 (IDP) (IdentityProvider (IDP))] Z:#iRLFE 9", [#:1T (Continue) ]
=)y ILET,
TATOTATA TANAEDRET7AINETHA—RTEDURLEFAHNLET,

Requirements (BE#) : T2 BEHR ANV B F =X IPVvA PRLAZADLET .

[IDP M4 r9>O0—FK (DownloadiDP)] Z:#IRLET . BEICR RSNBIERICHE-T. ARIC
LEY,

[ZE DR (SaveChanges)] Z#EIRLFE T, [#t1T (Continue) ] =0V ILET,
EEOIERICHEST. IDPREI7AILETIA—RLET,

[SSO]l Z&IRLET,
[H—E X FO/81% (SP) (ServiceProvider(SP))] Zf#:2LE 9, URL ZaE—L TLFE&LY,
NIE.TAToT4T4 TANAETDHEFIZFERLES .

[xsé—az(aatus)] ERBLET, Chht M (Ready)] ERTENTOBIEERRLT
&L,
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FREL/EF A

4.SSO ODAHEMIE

1. [SSO B%h/#%) (ssoEnable/Disable)] #ZIRLET,
2. EEIZRREINDIETRIZESOT.SSOFEHIZLET .

3. [UL T2 )LMERBA (CredentialDescription)] Z3#IRLE T, [§:1T (Continue) ] 5w
LET,

4 A—H—PNOTA0TBE=OITBELSSO Y—ER LTI IILDHRBEANLET,
5 [OKI&DYvILET,

6. [IDP WA 7> O—F (DownloadIDP)] Z:#RLET . FTILLVSSO BREFRETAINENHD
FTI[DP MDA O—K (DownloadIDP) ] #&EIZLET .

o [#%1T (Continue) 1 Z#0UvoLET,

o BHEIZKRRINBIERIZHKST, [IDP DF > O—K (DownloadIDP)] #EHIZLE
ERS

7. [ZEBE D{RTF (SaveChanges)] ZEIRLET , [#1T (Continue) 1 #21)vILFET,

8. VATLEEFEHRTLET,
5. H—ERX TANAS—TAOXLDHRTE(FTLay)

1. [SSOE#h/#&3h (ssoEnable/Disable)] A% [H% (Enabled)] ERIREINTNNSI LEHERLE
ERS
[ServiceProviderProxy] Z&RLE T,
FRTZIZH—ERTONAE—TOX L DELBIMRAC A (FADN)EFAALET,
[OK] &2y ILET,
IHr—oxF)IT—rL T, 7OFVEETOERERETLET,

a >N
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6. 7ATUTA4T4 TOANATDERTE

TS5SH9HDTFRLR T4—ILRIZH—ER 7ONA(5 DO URLEZEAHALET .

H—ERX TONAFDAR T—EIT7A) spxml ZH 2 O—KLET,

spxml ZFERALTCTAToTA4T4 TANAFEHRELET,
FREIL—LBATITA—HF—DEFA—IL PELANEEN TSI EEZHRLET,

H Lo~

o fil: EERRT D Active Directory DIFE . IEVL—L Z14T% LDAP BHER2A4TD
A—H—ID DEFA—IL PRLRIZRELFET,

 Microsoft Active Directory 7T L—33> H—E X (ADFS) :IDP 44 7H\ ADFS @
BEIE.RDHAREL JL—ILHARTRSN TSI EEERLET,

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"] => issue
(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
= c.Issuer, Value = c.Value, ValueType = c.ValueType, Properties

["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://<IDP FQDN>/adfs/com/adfs/service/trust"™, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<SMC FQDN>/fedlet");

7.SSO A—H—MiENN

SSO A—H—%EMTBIZIE. ROFIEZFERALES . A—F—ET7AToT4T4 TAN(T %
NLT(TFATUTA4T4 TANAFIZE>T) RIS E T,

RAR—Tx (Web 7T r—2aV) ICRTAULET,

[¥'0—/)LER5E (Global Settings)] 7432 & 0w ILET

[1—H—E I (User Management)] ZEIRLET,

[ Rk (Create)] > [1—H—(User)] DIEIZEIRLET,

L~

FJEIZDNTIE, [2—H—(Usern)] PAavES Y woLET, B [AJLT (Help)] #5&84RL
F9, I—HF—DEMOFHEMDOVTIEL, [ 1—F—DHREIZSEL TS,

5. Z4—JILRIZAALT. #HILWWA—HF—ZERLET , RO LS —F—FHELTLIES
LY,
o BRI Y —E R (Authentication Service) : [SSO] Z:EIRLE T,

o O—H—% (UserName) :IDP 7HOURDEFA—IL TELADRNDEREASIL
F9,IDAATAUBEIZSSO [TFERAINDEDERLTHDZEEFFERL TSN,
=& Z X, name @ cisco.com DIFE . ZDT4—/ILKRIZI name JEAALET,

6. [fRTF (Save)]1Z&0)wILET,

7. [—H—%& 3 (User Management)] [Z [SSO —H—(SSO User)] MRTRSN TSI &%
HEELET,
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R/

8. SAML O /4> DT Ak

1. WebUIAG A R—U T [SSOTAS A (Login with SSO)] & IRLET,
2. JLToIxILREVED)VILET,

3. AV HLTUIURINEAALET , IR—VrTlEF T4y a2 R—FK
(Security Insight Dashboard) ] ARZEE T,

NI a—TFaY
A

Thovkooyor7ok

IDP XML &4 > A—RTEALY

IDP B EZERFTEEL

Z Db DRHE

RETHIOUNTOEREFERALTU AT LERETI[SSO
D H(SSO Only)] ZEMIZLET,

IDP SEBAZMNIR—U X EFBALNTIZTYyTA—RENT
WBIEFREELET S

IDP BEZFART. AALIET—AEANEFET. RPHAR
R—ANEEN TN EEEELE T, £=. IDP A
AUk O ERERET,

FRALTWATSHHED SAML R L—H—%45 9
A—KRLZFES,SSO AT 1% #YRLT. IDP & SP DHE
DRBEERLET,
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ALY

KA. BERB LUV BRI ARANFDMDTNAAD T IL—TTF, ALV RHNIZIZ Flow
Collector BNFETEL . 1 DD Secure Network Analytics VAT LN TEBDRAM O EFERHTEET FAS
VIFHDEA NS LEICHILTEY ., TRTORAUIZ [[RAMT IL—T (Host Group)] V') —HY
SENFET, (KA IL—T (Host Group) ] Y —IZTEE T BHRALT IL—FIZDOWWTIE AILTDIR
AT IWN—TDEBERTE IZSBLTZEL,
DI AVIE. ROFEYITHEREINTWET,

o Data Store KAA> &JE Data Store KA/

o RACODEMERTE

o AL DEIR

Data Store F A/ > &3E Data Store KA/

TIT5AT O ARRTEY—)L T Manager #EXEL TR T LEEYNT YT T B EE(Z, Data Store HY)
(Data Store FAA>) H Data Store %L (FE Data Store K AA>) T Secure Network Analytics A%
ERLET,

o Data Store FAA > :Flow Collector [&. Data Store Data Node [ZTL AR ZEELTRELE T,

o JE Data Store FAA > :Flow Collector [&. Flow Collector F71=[& Flow Collector T—AXN— X CT
LAR)ZO—HILIZRELET (5000 ) —XDH)

o NATYYRERSE: /\ 1T yRERTE D Secure Network Analytics Tld. Data Store KA/ E3E
Data Store KAV % ZRFE TEZEY , Flow Collector ZRE T HLEIT. AT DAL ZERIRLT
T—ADEERERET HEMERETY,

0 JE Data Store FEBA|Z Data Store KAAL BN 515 & . [ FE Data Store BB~ Data
Store MEMIIZFEEH IN TS FIEEREZL TS,

AL DIEMEERTE
ROFIEIZHSTRASZEBML, FA VR EEZEELET , HLL) Data Store K A2 [Z3E Data
Store FREZ A R—FTHEELTEET,
o O—JLIER :FAMUERTETHICIE, EEBEEFIIREIR—IyO—ILHARETYT , /NT—7F
FTIVADITABDIIF A DRTDHTY .

o Data Store FAA >/ : 3E Data Store FERfIZ Data Store KAS U ZEBMT BEEIE. COFIEEFLE
9 BRI JE Data Store R~ D Data Store MIENM I ICERE SN TS FIEZFEZRL T,

1.FAL DB

1. A=a—n\—mi5, REDK AL (Current domain name)] > [KAA > DB (Add Domain)] M
JBIZEIRLET,

d.\.j‘ Network Analytics L My_Dormain | Deta Store ((+ ) ‘ Dashboards +  Monitor - Analyze +  Jobs+  Configure +  Deploy +

=)

DATA STORE DOMAINS

Security Insight Dashboard _

NON-DATA STORE DOMAINS

Add Domain
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RALY

2. ROIT4—ILREHRELET,

o [FAAL> 4 (Domain Name)]: AL (ZE|Y B TR AT, CDAENE [RART IL—T (Host
Group) ] Y —IZRRENFET,

o [HEDRIR (Select Method)1: BT BRAAVIZFERAT B HRAN IL—THEEEZIEET
B=BIZ. ROKXRTHBEINTNDEHEOWTNAMEEIRLET,

COHFAERRTDHE..

FIAILE

Import from File

ROBE

Secure Network Analytics (&, T 74 ILFDRRAN L —THEEZEFEAL.
Flow Collector Z{F BT 1K AV ZERLET,

Secure Network Analytics [Z&Y . TORR—FLI=EEDR A TIY
(RRRT =T FAD DT A) ITE DDV TRAS U HMERS
N BUEERENMERINET  FAMUEREEST XML 77/ ILDIIR
R—MZDWTIX, TEREDITVRAR—F 123 ESRBLTESLY,

o RAMVERTEZEL XML I7AILIZIE, TREBRENHYFEE A, =
nNoDI7AILIE, B RTLN—2a0BERNTOHFEBREL D
VUZFE 3 (f=&Z (L. Flow Collector vi.0 EXHR—U+ v7.0) o

o Ft=. [[RRAR JL—T &I (Host Group Management)] R— % {# FH
LT . KRR IWL—TRELBEEFAR—bTBHEETEET,

o BIDRA IS [FRART JL—F (Host Group)] V) —® [RykT—
9T 181 X (Network Devices)] TS FICABA—DTT ARG IL—TF
EAUR— T AULENRHDIGE(X. C@T?“/El‘/’éﬁﬁﬁ‘biﬁ'o 4
AN TIL—TEEEZ XML I7AI)LELTA—HIL RSATIZTHR
R—rT2LERBHYET,

o XML Z7AJLIZEZE NS Flow Collector (A R—kShEH A,

o BETED R AL 12 Flow Collector ZBINT %&. TDRAMVEHDHRE (R)>—, 7o—LA
ERE. Y—EX, THRKR—4% SNMP %:.E) HBZ D Flow Collector ITBRAINFET .

3. [FAL> DiBNN (Add a Domain)] Z#IRL T, FAS A TZEEIRLET , Data Store AL
Data Store Z{# FHL TLY% Secure Network Analytics > AT LA THY . JE Data Store KA (L
Data Store Z{# AL TL ALY Secure Network Analytics AT LA TY , SEHIZDULVTIL. Data
Store FAA > &JE Data Store KA > 1ZSBL TS0,

Data Store KA/ Z1EBNNT 155 &, [Data Storek A4 &L TE&RE (Configure as a Data Store
Domain)] Fx IRy IREAIZLET,

A B D Data Store FAMUZEERLL TULVDIZE S X, Analytics D/NTA—I U AN KRB SN
M=, Analytics ZBNZLAEW TS,

4. BEFXRFTHICIE.LEMAD)]ZEIIVILET,
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BEE D JE Data Store RAS U ERTE DA > 7R—k &% Data Store KA DYERK (F
733Y)
IR7EJE Data Store KAA > EIZ&HY . 533 Data Store |ZHE3E T B71=81Z Secure Network Analytics X

T Ls1Z Data Store KAAZEIBINT H15E &, JE Data Store FHFEZHLL Data Store KAS U ZAR—
T BZETRAMUEEBMTEEY,

BEFDRAVEAVR—IT 256, 77— LVCKRAN WV—THREDEBEBERET ILEIHYE
FA BEFDRA DDA VR—ME FILLR AV DERIZBITOET A BIF DR EEZERALE

]

RALZFH ULMERL LT3 & (L. Secure Network Analytics ZEXELE T HEMABHYET .
LUTDFIEIZHE>THLLY Data Store RASZEBML ., ZDERFE DT N THIE Data Store KAS M5
’r\/ﬂ_{)_l\l./ij_o
1. [FAL>DENM(Add a Domain)] KAY T A ™ A= 2—%{FEHALT. JE Data Store FAS L %&1R
LET,

2. byTAZa—Mm5, [ERTE (Configuration)] > [F A/ > DT O/3T 4 (Domain Properties)] MBI
RLET,

3. [TRTOEFEDIYATR— (Export All configuration)] SV A REU NA IS TWNBI EETE
BLET . TVRR—PEINET—RADJRNERTT DIZIE UTDIEAAVEFEDIEE IR
2aAVESRLTZELY,

4. [THRKR—k(Export) ]7TRAED1) 9L T XML 774 ILERAHoO—RLET,

5, R=YDELRBIZHIAM A= 2—DEIRT., BREDF A2 4 (Current domain name)] > [F A
A2 MD3BN (Add Domain)] DIBIZERLET,

6. [KAAS> 4% (Domain Name)] 74— ILRIZEH LWV AL DL RIZADLET,

7. [HEDEIR (Select Method) ] FAYTHE Y AZa—%9) oL, [T74IL DDA R—k
(Import from File) ] A 7T a & RIRLET,

8. FlE4THEHYA—RLE= XML 77 ILEBIRLET,

9. [Data StoreK A4 > &L TERTE (Configure as a Data Store Domain)] FT vy RX%E9)vH LT
FoIZLET,

10. EM(AAD)IREZED)IL T, FILWLWAS U FEMLET,
2. A VERTEDIERE
1. BT ERAMUICEATHRDEEEFTTLET,

g&

BRE
Domain Name WHEDRA DA,

BA

KA HNDE Flow Collector MT RTDAV NI T S HERIZEER

ETEFET 0~ 23 DEHEANTEES 0 FA—AILEALT—2D

FRHIOBETY) . A—HIARAA LY —UIE., [F—HA T8 (Archive
7—hA T BSRS hour)] 74— LR DBBIIZRTENFET,

Flow Collector [£. EEL-FBICTRTDAUTYIRNDIURE0IC

bk LET, T5IZ. Flow Collector (383 24 BFfSIZUNEL-O04
T7AILEWeb T7MILERFL. FLWLWT—AUNEBZERBLET,
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NEPEES AT L (AS) E
& (Internal autonomous
system (AS) number)

[REBASEE (Internal AS Numbers)] 14— ILERZED) oL . AS HS
FANLFET . ERDODINIZHOITRYSED, FIUMDET
Enter ¥—Z#L TR IVMNIZR R DITICEELET

REFBE RS AT L (AS) B EIXL. Flow Collector ZZL R AL IZDHE
YL TAHIEMTEET, Secure Network Analytics (£, 7A—F—A2TZ
NoNBEBEZECIST1vIEBRETHE BEVATLNS I VIR
FAANNTEDNS T4 0%ETRAIN Ty IELTHEELET Ak
F7490&EIE. RYRT—=IODD ST IR IRT—IORNERD RS
T499TE, ThIZRL, HAEBRVRT—IOhBLRIEShTRYNTI—H
FRBTDHNTT4v0ERBET T ELNNET,

BEVATL RS T4 KX AVMIDWTIX, TRIMNTHSATY
FDOANIVTIZHBTBRE AT LS T4 INEYIESBLTIESLY,

2. THARR—IPEREFEELET,

[KAA> T O/3F 4 (Domain Properties) ] #4705 @ [T AR—k (Export) ] R— T HEDK
AMAVTUOVEIYAR—FCEET , SREBMITIRAMODTUTL—RELTEDIAVTY

VERERATETY,

ERARIRELZERE DL TIE, ROKRESHL TS,

RDFzvIRYIR%E
FUICLE-8BA.

FTRTDHBEFEEZIVR
7R—k (Export All
configurations) *

RAR T IL—THED
T4 RAR—bk (Export
the Host Group
configuration) *

RASUEREDIVR
R— (Export the
Domain configuration) *

Secure Network Analytics IO RXAR—kF B T—4...

LIFTDIRALEETFE DI Y A7R— (Export the Domain configuration) J(Z52
HEINTWETRTOT—4, &5, Flow Collector, 8 KU T HRR—AE
FDABZ—TIAAD) AT RR—bENFET,

RAR T IL—TDEFEIP PTRLREHEESDT . KhAN T IL—T E&HEE
2K, ZOBAIZIFR)O—FEFENFTEA.

o [FAL>F /T4 (Domain Properties) | # 4 7RI WD T—hA7T
RFREIES 7E o

o IRTOY—ERER, $—ERIIDVNTIE, TRIMNTIS5/4TY
FDANILTIZHBTH—E R INEVIESBLTIESLY,

o TRTDTVIT—LERE, 7I—LDHREICDODNTIE, TRIMTS

SATURDANTIZHBTI—LDOEKREICDWTINKEYIES

BLTLEELY,

KA IL—TDEHEEIP PRLREREZED . AN IL—T i

2K, I DUV TIE. Secure Network Analytics DAL T I1ZH S

[TRRARNT V=T DOEBERTEINEVIESBLTIIESLY,

o IRTDORYL—, FEMIZDULNTIL. Secure Network Analytics DA
LWFIZHABa7RI—DEERIFNEVIESBL TS,

BHMT7S5—LT7I 3V d. FEHTTIHILCOOEBRSINT-BE (DFEYIE
BRI EINEEE)ICOAITHIRR—rENET,
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?8'?5;{%1;‘}71’& Secure Network Analytics TV RAR—+F 2 T—4...

*CNHNARURIZE O TEFBEINS XML 77 ILEFAL T, RRAMNM IL—THREEZBBRTE=ET,
I DONTIER. TRIMNTOSATURDALTIZH B RRAN I —T R EEBEMZ 4%+
EvoESBLTESLY,

3. [THARKR—k(Export) 1 ZH)vILET,

Secure Network Analytics [Z&kY . o O—RENT= XML 774 )LD R IET HERENE I
A—FI7+ LT ITRESNET,

0 RKALODIHRAR—ME BED/INVITITEIFRGYET  FTITSATURETEZ/INVITY
TTBIZIK T PTSATOARABED I NI 7T DR 1ZSBL TS,

AL DEIRR
RALLEBIBRS BRIIS. ChHOFIBEHRL TEAZEBEL T T,

RALVEBIRT BE. ZDORAUIZDNTIRESHN =T RTOT —RIZF IR TELELIEY
A %‘9“0 Ex?m RASORDIRESNI-F— 22Tt R T BRENL TS S 12D A
&L TLFESELY,

1. Central Management H\i5 Flow Collector ZHIBR 9 %

KAA2IZ Flow Collector MEENTWBIBEE L. FALUZHIBRT BHEIIZ. F 5% Central Management M5
HIF&RLZE T , Flow Collector ZRI DK AL B TEXT A, FIBIZIXTHBHEBEDO T IAHILEAD) Yk
(RFD)MNEENET, FIBIZDWTIL, L TFESBL TS,

1. Central Management D™S>D T FSA T2 A D HIlEk
2. TIHHFHOTIAHILEAD) YL
3. Central Management ~DF7 FSA T ADEM

Flow Collector Z Central Management M5 EIBRL TR AL ZHIBRT &, BEE T 5 Flow Collector
DT—ENEOHNET,

2. FAZRIBRYT S

1. BYIZRAUIZTZOERTHAIULENHABAX. FOYTE IO AZ1—m5 [BEDRAV 4
(Current domain name)] Z:ZEIRLFE T,

ﬁ-\g) Network Ana|yUCS L My_Domain  DataStore t - ) ‘ Dashboards » Monitor » Analyze ~ Jobs + Configure Deploy =

DATA STORE DOMAINS

NON-DATA STORE DOMAINS

Security Insight Dashboard

Add Domain
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RALY

2. AMUA=a—hi5, [RTE (Configure)] > [FAL 2 DT 0O/ 8T« (Domain Properties)] DJEIZEIRLE
9,

3. [FAL> DHEI (Delete Domain)]1 &2 v ILET,

RACVEBIRT BE. FDRAAUIZDNTIRESN =T RTOT—RIZF IR TELEIY
A [?s;n KA (£, RAAVRDIESh - F—2I2T7 942 2T BBENLEL T8 S (2D i
s LTS,

TARAINT 9SA4T Uk KA DHEI R
Data Store ZZL M Secure Network Analytics TT AOMYT U547 UM FERALTWAEE X, TRAIMNT 5
FAT DR A U FBIRRT HZEELTEET,

HIBR T ARAMUIZDWTIRESN =T R TDT—RIZT VA TEGLAED1=0., BT 5T RY
b T 9SAT N RAMVERET DESILEENVLETT,

B : T AT TOSAT MDA ERS>TIT RN THIBRLTLELY, Manager Web 7 1) 45—
avhibOvI T INSNIEEIE. TRAINT OS54 7 R THLULIE Data Store KA ZEERL
LET, INIZLY. Manager Web 7T —2a0 AN T O ERAZRIETEE T KAV DERIC
DWTIE, TRIMNT GSATURANILTDIRAL O DBIMINE VI ESBL TS,
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AN > =JL =
%}E [m= t JE)]D 0) X JE
ROEBMOMELFZENHEINTLET,
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products—installation—and—

configuration—guides—listhtml $E&IZBEAL Tl&,. SOURRKY ZLMGELRHYET,

Stealthwatch [Z NSEL # TV RR—FF 578D Cisco ASA DEXTE
Customer Success Metrics #ERH A K

FEH D NetFlow T RR—2DHZNIE

IURRAURS A RE LU Network Visibility Module (NVM) 3> 74 F aL—3y HAK
Flow Sensor 8 KUWA—K NS4 avI74Xal—i3> HAKR
JA—NIVEBT7—MERAAR

ISE £ KW ISE-PIC #R A (K

Secure Network Analytics SecureX fiaH MK
EEXMRTITIATURD SSL/TLS sSEAEH K

TACACS+ &AM

Cisco Security Analytics and Logging(A>> 7L 2 X)
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INRT—FK

INRATT—F
INRAT—RIERDFETEETEET,
o IRAT—FD)EYrDEREE=ITHESE
o IRRAT—FDTIHIIREAD) Y
e RRAID—FDERE
o Data Store T—AR—AD/ARAT—FDEE
* Flow Collector T—3R—ZX M/ A —K D ZEHE (JE Data Store FASL)

INRAT—FD) 2yt B EFIEENE

INRAT—FD) Y aeE AL E(XEMNET DL, ROFIEEFRALET, [BxhiE
(Enable)] %#31#EiRF DL, GRUBOATYURSAY AU A—TzA REERALTNNRT—RET I+ ILAER
FIZYtybTEET,

NZAT—RD)EIrEENEL. NRT—FRZEX-S=58(X. 7TSAT7URIZRESH
TWBT—ANDT IR EONET . BETITSATURIZTIERTHICIE, ITi5
HEEOT 74Uy L THBEREL TLESLY,

TTS5AT7ARAY)—)LIZroot ELTATAULET,

SystemConfig E A ALFE T, Enter ZHLET,

[tF ') T« (Security) ] Z:#IRLFET,

[/XRT—K D)tz (Password Reset)] ZZEIRLET

. BEEIZRREINDIETRIZHELD, NRT—RDUy b ET/EIXEMIZLET,

INAT—RFDTIAHILLEEADY YR
INAID—RE#TIHILREREIZ NS B AEIF 2 DHYET,

o BEHEEH/NAJ—F:Manager @ admin /SAT—FD) vk ZFEALET,

« admin, root, sysadmin /AAJ—F:Tadmin. root., sysadmin /SAT—K&FT I4+JLHZty
FZEFERALET,

o k=

TITSATVADINAIT—RETIHILNZ)ybLizb, b T NNRAT—FEEEBLTLE
A s, COFIEE, X 2UTAITES>TEETT, FIEZOVTIE [SRT—FDZEE
£SBLTESL,

Manager @ admin /NATJ—K®D vk
ROFIEZFFEALT, admin /SRT—FEIR—T v DT IAHILRREIZUEYMNET, RIZ, &
FXalT4EBRKRIZCEDBIE=-OIZTTSATUADINRAT—FEZEELET,

s B ROFIBEZTITBIZIK. TTSATUVADIL—F NRAT—KHBKBETT,

e FOMDA—H—: XDFIBIZKY. admin I—HF—MNFIA4)LE AR —K[Z)vhEh
FT BAALI—HY—DNRAT—FEFEESNFEA.
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INRT—FK

o FNMDTISATUR:CNHDFIETIL., D Secure Network Analytics 7T 54T R
(Flow Collector. 7A—+tz>H—_ FE1=[& UDP Director) D admin /NAJ—KIE)vbkanZE
A,

1. 77547 R332 —)bICroot ELTRTAULET,

2. rm /lancope/var/smc/config/users/admin/user.xml EAFALET, Enter &
BLET,

3. docker restart smc EANLET, Enter ZHLFET,
4. docker restart nginx EAALFET, Enter ZHLFET,

ZhIZkY. admin /ISRT—KNTIHILMEIZ) VRSN FET,

5. 7ISAT7RAVY—ILEKRTLET,

6. admin /INAT—KRETIHILMMSERTBIZIE. [IRT—FOLEE | [ZHEAET, COFIE
[T, X)) TAICELTEETY,

admin. root. sysadmin /N\XJ—KZTFJ4+JLMZ Yk

A= VT OEAEFERALT. Z7TSAT7 2 AD admin. root. E LU sysadmin /ISNRAT—KE T4
ILREREICEYRLET , RIZ, XU TAERARRBIZEDSZE=OIZTTSATUADINRT—K
#EHELET,

1. 7TS5A72RAVY—IL(CIMC E£f=ld/N\A /18— () I2OF A4 LET,
2. PTSAT7UREBREHLET,

3. AVY—JLVEMEIZ GRUB A= a—MNRRENT=5, TeJEANLTIHREE—FICUIYEZE
T

GNU GRUB version 2.02-2

Single Us ue Mode [Consolel
Single 3 Mode [Seriall
Force f repair [C solel
Force file system repair [Seriall

Use the T and ! keys to select which entry is highlighted.
ess enter to boot the selected 0S, ‘e’ to edit the commands
before booting or ‘¢’ for a command-line.

4. 2BEHDITICH—YILEBILET,

ARVR SAUIE,. TTSAT U RADN—=2aV &2 Th TN BLEIBENHBYET,
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INRT—FK

GNU GRUB wversion 2.02-2

setparams 'Secure Network Analytics [Default]'

linux /boot/uml inuz-$kern_ver $kern_args $Sconsole_args pci=realloN
c=off

initrd /boots/initrd.img-$kern_ver

Minimum Emacs: screen editing is supported. TAB lists
completions. ~ I-x or F10 to boot, Ctrl-c or FZ for
a command-line or ESC to discard edits and return to the GRUB menu.

c=off M&IZ resetpassword EAAL T, ATUR SAVERDBFDKISIZLET,

linux /boot/vmlinuz-$kern ver Skern args Sconsole args
pci=reallo\
c=o0ff resetpassword

GNU GRUB wversion Z2.02-2

setparams 'Secure Network Analytics [Default]'

linux /boot/uml inuz-Skern_ver Skern_args Sconsole_args pci=realloN\
c=off | resetpassword
initrd /bootsinitrd.img—Skern_ver

Minimum Emacs-like screen editing is supported. TAB lists
completio . l-x or F10 to boot, Ctrl-c or FZ2 for
a command-line or ESC to discard edits and return to the GRUB menu.

Ctri+X ZiRL CEEBIZBRALE T,
admin. root. B LU sysadmin /NAT—FMNTFTIAILMEIZ) ybEanET,

INAT)—RH#TIHILMDSERTTBICIE [INRT—FOEE | [ZHEAET, COFIEIZ. &
Fa)TAIZELTEETY,

T IAIVEDINAT—FFEIELURID /AR T = Mo/ RAT—RZEET BT ROFIEZERA

LET . ROEEZFRAL TSI EZMHELET
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INRT—FK

e £X:8~256XF
o TH FHLLWVIRT—KMNLEID/INAT—KRERIK 4 XFREGOTWNAILEERLE

ER
aA—H— FIHIVk ISR —F
admin lan411cope
root lan1cope
sysadmin lan1cope

sysadmin /N\AT—RFNDZEHE
. TTSAF7 AR —)LIZ sysadmin ELTRT AU LET,
. [F2) T4 (Security) ] #:EIRLET,
. [/XRAT—FK (Password)] ZEIRLE T,
BEICRRENDIETRICHKS T, sysadmin /INAT—KRZZEELFET,
DATLEREEHRTLEYS,
IW—b ISR —FDEE
. TTS5AT7 RV —)LIZroot ELTAT AU LET,
SystemConfig LA ILE T, Enter ZHLET .
. [Fxa) T4 (Security) ] #EIRLET,
. [/XRATJ—FK (Password)] ZEIRLET,
EEICRTESNDIERICESDT, L—F NRAT—REEEBELET,
DATLEEERTLEY,
Manager ) admin /N\XAT—KDZEE

1. EEFELTIYR—DyICATAULET,

oW o

S

e URL:https://<IPAddress>
e O A2 :admin
o TIA4ILM/NAT—K:lan411cope

2. [’ 0—/\)LERTE (Global Settings)] 742 &0 )vILET , [1—H—E I (User
Management)] Z&ERLET,

3. YRFAT admin L—H—%RDI+%E7,
4. [7H93> (Actions)] A=a—%&D0)vILET, V\AT—FDEE] Z:EIRLET,
5. BIEICRRINDIERIZHST, admin /SART—F#ZLEELET, ROBEELXFHALET,
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INRT—FK

e £X:8~256XF
o FTHFHLLWVSRT—KNTIHILE IMRAT—FERIE 4 XFEERLGHOTWNAIEETEDR
LEd,

HDITRTDTTSATURAD admin /INRAT—RKDEE
Data Node. Flow Collector, ZA—+z>H—_ F1=I& UDP Director M admin 1—H—/\XJ—K%
TR HICIE. ROFIEIZHLET,

1. admin ELTFITSATURBEEBAUA—TJIA R (AT A LET,

e URL:https://<IPAddress>
e O 4> :admin
o TIHILE/XRTT—FK:lan411cope

. [A——D B (Manage Users)] > [/ XA —K M Z HE (Change Password) ] Z2:&IRLE T,
BRAED/IKRAT—REHLLWIRT—FEAALET,

. GEA(Apply) 120y I LET , BIEICKRRSNDIERICH ST NRT—FRZEEBELET,
. BDTTSATUAD admin INRAT—REERTBICIE ATYT 1 ~ 45 URLET,

a AW N

DRAT LW ZEFEALT, Data Store T—#A—XM /R —k (dbadmin & & U readonlyuser) &
ZELEFT . COFIED—IRELTSSHE—RMICENIZTILELHYET,

Manager 7 754 7> X3a>Y)— )L (SystemConfig) [Zroot ELTAST A LET .
AZa—H\i5 [Data Store] Z:ERLET

[SSHI Z:#IRLFET, BIEICKRRINSGTAVTMIE->TSSHEFMICLET,

[Data Store] A=a—h\i5 [/XAT—F (Passwords)] #:#E IRLFET,
EEICRTRINDIERIZHLOT. NRAT—REZLEEBLET,

a b~ =

[Data Store] A= —%$& T BH&. LIRID SSHZREMNETEINET,

[Central Management] R—T D [T—AN—X (Database)] 27 Z{#E AL T. JE Data Store KA
DT XTD Flow Collector T—HR—Z[ZDLVT, Flow Collector T—HAN—XD/NRAT—REE
,ILES,

WY T IAIEDIART—FEERLTZEN, HLLIa—aL v 2h Central
Management [2IBIEN D E, T—FR—ZAD/INAT—FKRIXBED/ISAAT—KE—HT S
FOICEFMICEFINET,

1. [EhEE (Central Management)] ZFHIE=ET .

2. [T—A~R—X(Database)] #T&#H2)vILET,
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3. IV LINRT—FREERTBIZIE, NRAT—F DAL (Generate Password) ] RE &4
JyILET, FNLNDITEE L. [/SRT—F (Password)] 74— ILEE XU [/SRT—F®D
FE 2 (Confirm Password)] 74— JLRIZ/ART—RE A HILET,

4. [/XRAT—KDZKT (Show Password)] Fx v IRy IREAUIZLT, EIRLIZ/\RT—KZEE
~LET,

5. [EXTE D (Apply Settings) ] IRAE DI LT. EREZRELET,
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SSL/TLS 7T SAT VAR FATUTATAE BID SSL/TLS YSA TN TATUOTATA

SSL/TLS P I FAT VA TAT o TATAE
BID SSL/TLS VSAT N TATOTATA

SSL/TLS 7TSAT VAR FATUTATAERBMD SSL/TLS YS5A TN TFATUT4T14%F AL
T BIRLET7ISATURADEF2T Y4 yk LAY (SSL) & Transport Layer Security (TLS) SEBA
EXEELET GIAZCEAELI-IRTOEERTIE. EEXNET IS4 T AMD SSL/TLS 5 A
EHAF [EE] OFIEIZHEVNET,

SBAZEX AT LDEX ) TAI2E-TEETY  SLRAEZ T EYIZEE T 5L,

A Secure Network Analytics 7 7547 ADBIEMNZILEL, T—2EIXODERERELYET,
SERAEICEELI-TRTCOERTIE. EERMET I FATAD SSL/TLS FFBAEAAF
[EEEB] DFIEIZHRLET,

TFISGATVRTATUOTATA

Secure Network Analytics /N\—230 IX TP ITSATURIEFNEN . BEOBCELT7IS5A4T7Y
ARTFATUOTATAERELE—RICAVAN—ILEINET . TTSAT VR TATUTATAERES
BEMZBICIE. EEWNETTSATAD SSL/TLS SFFAEH (K [EE] O FIEIZHEWLET,

TISAT ORI, SSLEIAZZFERALTCEDTAToTATADIEBEEE MDD T IS4 72 X IZHt
LTEERALE T, A IE, ¥Rx—P v oO0—o ) Z4E B L T Flow Collector SBIET 556, 7
F—x(EBEDY—/\—ID SIBAZEZEIRM T HE TR INET . Flow Collector [£, Rt SN
f=H—/\—ID SEBAENEFE CTEHAMBHENE I EERLET .

DIAT N TATOTATA
DZAT N TATOTATAIENT Y —EXBOBEICHERINET, FMICOVTIE. BEXR
TISATVAD SSL/TLS AEHEH A F [HEE] O FIEIRVET,

SEBAE D HEEE

ROFIBICHST BIRLIZTITSAT U RDT T ZAT R TATOTATARRAEFEV54
TUNERAEEMHERELET,

Central Management ZF=E 9,

TITSATURAD *++ ([ (Ellipsis) ) 7y £59)vILET,

[7T 547> R$& R DR % (Edit Appliance Configuration)] Z3&RLET
[7TS5A4T7 >R (Appliance) ] T & EBIRLET,

FISGATORFATUTATAAEREERET B, [SSL/TLSTTSATUR FATY
T 47T 4 (SSL/TLS Appliance Identity) ] 23 avIZHBEILET,

o > =

DIATINFATUTATAREABERER T HIZIE BN SSL/TLS YZAT U ATy
T 4T« (Additional SSL/TLS Client Identities)] 22 a2 &LFET,

SEBAZEII VAT LDEX A TAIZE>TEETY  SIRAEEZ A EYICEE T 54,

A Secure Network Analytics 7 7S5 A 7V ADBIENFEILEL., T—2EEXDRERRELYFET,
FRAEICEELI-TRCOERTIE. EEFHRT T IAT AN SSL/TLS FFEAEAAF
[RE]DFIEIZRWNET,
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SSL/TLS 7T SAT VAR FATUTATAE BID SSL/TLS YSA TN TATUOTATA

HRAB LEIBHEZ{#E A LT=- Central Management ~ND T TS5A T
AMDIENM

M DULNTIX, Central Management ~AD 7 TS5A TV ADEMIZSRBLTLIESWN, 7TS547
DRIZHRBLEIBAENHBIEE . 7TS54 7 A% Central Management [ BN BHIIZ. 74T
UTATABAEZELRAEFI—2 (UL—rBLUHRM) I R—D v EFE AT ITREL TS,
FIEIZDULNTIL., [SSL/TLS Certificates for Managed Appliances Guide JZZ BB L TLFE &L,

TITFGAT U RIZARBLEIAEN $HHHEE . 7T 547 A% Central Management |38

A MIEBRIS. FATUTATARARASEIARAETF T~V UL~ BLUVHED EX 1 —Dv
EFERANTIZREFELTLESLY, FINEICDULVTIE, [SSL/TLS Certificates for Managed
Appliances GuideJE&SHRL TZELY,

RARE  RYRT—IR A B FIEIPTRLADER

TISGAT O ADHZELIUVERERIZ. TIZATUADKRAN YR T—IR A&, F=1&
IP7RLRZZEE T BHIZIE. [SSL/TLS Certificates for Managed Appliances Guide M FEIZHELY
*9,

FIED—]REL T, 7T 547 A% Central Management N> —BFHIIZHIBRLES , 7T FA4T7 2R
TATUTATAAE N EBM IS BERALNET,

;;547*/1 FTATUTATAIAZR. COFIENO—BRELTEHIMICESHRZON

FISATUABHRELTRFEEAL TV SBAR, ChEDREDEEITONTY
2BV EHEIEEN, RISRT FIEEERALAVD TSN, ARELIE
PELHEF—DIE—HBHHLERBLTLEED,

A
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BZBHI1—K

EZRHI—K

Cisco Secure Network Analytics Z & 7«1—F (I8 Stealthwatch ZEi A>T )T A T74—K) &,
FIRT—=IZx T BBEICEAT S5 O—NILEBB I — oD T—2%RHLET, 71—FIE
HEICEH N, BEOHLSTITAETAIERAINI=CENHMOTLVSIP PRL R, R—FE
5. 78r3)L KRR BEPURLAEENTUVET , 74—FIZE, TR 7R avba—)L
H—/3—_ bogon, BEXU Tor DR KRR IL—THREENTLET,

BEI—RDSM4t2 A% Cisco AX—rT7HOUMIEMLET , FIBIZDULTIE, [Secure
Network Analytics Smart Software Licensing Guide [ZZ BB L TLFE&0Y,

Central Management TI4—RZ BT BIZIX AILTOFIBIZHLNVET , FIBEO—EELT
DNS H—/N\—,T7A4T7 04— IVERET HIEITTEELTIZELY,

. ToAR) R —Tw(nd 4V LET,

. [Z'8—/\)LERE (Global Settings)] 74V & 9y LET,

. [ZEhEE (Central Management)] ZEIRLET,

4. [1—H—(Usen)] FAaAVES)yILET, & [NV (Help)] ##IRLET

5. [PFS54 7> R#ERK (Appliance Configuration)] > [BB714—K] #:&RLE T,

W N =

EZRIT14—F D EIZIE-TULNVSIE S, Stealthwatch Labs Intelligence Center D 7 AV MNT XY
b TISATUNDIVE—TSA RV =TT 53— LARAT—RREEDITRREN, BRI ERRL
TIN—TDITZUFICRIREINFET , FMIZ DL TIL. [ Desktop Client User GuidelFE =&~ IJLT
=SHRLTIZELY,

[NILF (Help)1: NLTIZ7 1R T BIZIE, Stealthwatch [SARATFYS o X 5—
(Labs Intelligence Center)] 75> F&H%4')v- L. [BX5E (Configuration)] > [SLICEE 71—
KE&5E (SLIC Threat Feed Configuration)] D BIZEIRLET , [NILT (Help)]1 E0)woLZE
ERS
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[=n
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- 6B, £, Armageddon
- 6B, %, parracuda
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LT
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. Blackenergy
- R, %, Colddeath

il
o
a
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+ Ddoser

+ Dirtjumper
+ Emo

+ Graybird

+ Grum Id

+ Grum Tasks
+ Gumblar

+ Haxdoor

+ Hitpop

+ Hitpop Checkin
+ Http Post

+ Icepack

2+ Tllusion

2 Irchot

+ Mpack

+ Nethelper

2 Nitol

+ Optima

+ Pandora

2+ Pincher

o
=y
w

+ Torpig
+ Tsunami
+ Wsnpoem Config
+ Wenpoem Drop
Yzf

eu

Zeu
Zonebac J
ices

AODPPIPPIDPIDIIDDIPIPIDDPEOPS

= ﬂ]{ﬂ]::ﬂFﬂfﬂf-ﬂfﬂKﬂfﬂfﬂf-ﬂf-ﬂf-ﬂfﬂfﬂfﬂf-ﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂxﬂ

H- [ VM Servers

H- L& Maps

F- [ FlowCollectors
- [ Identity Services
- [Lg External Devices
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Central Management (7 7547V AN EIE)

Central Management (7 7S5AT7 2V ADEE)

Central Management Z{EFL T, 7547 IR—Sv Mo T ISATUREEEB LET, ZZ Tl
Central Management D E(IZDWVTERBALET , FEIaVDFHMIZDOVNTIE. AILTESHEL
TLEEEY,

o Central Management [ZDUL\T : 7 754 72 AN Central Management [Z& > TEEIN TLY
DIHE . TNODAT—FREER TEODITMAT, FIZATOREEDwRE. VIbDT
TDEH. BEE., vy OV EEEETEET,

* AT ANLT (Help) 1 2BAIZIE. & ([2—H (Usen D 7MY &5UvILET  [NLT

(Help)] Z:Z#RLF T,
COIETIE, ROEHIZDOWTEHREALET,

o Central Management 8&U P TSA T RABEBAV8—Tz( R

e Central Management ZBi<

o PISAT7VRAEEERK

o PISATUVAREDMRE

o PISAT ORI DERT

o Central Management >N T T5A4 72 XD Hllkk

 Central Management ~NDTF7 FS5A 72 AMDEMN

o« PISATURRED/IN\VITITDIERL

« SSH DHEFL/ ML

Central Management 5 &
TIDAT VRAEEBAUA—T(4R
T TS5AT7 2 AN Central Management TEIESNTWAIGE. 7ISA 7V ADEEEIZIL. Central

Management 8LV T TSA TV RAEBAVA—DIA R (T ITSATUOREE) ST IOEALET
(RORESER),

Central Management TTSATOREBSAUA—DI(R

FISATURERDRE L RT LEFEHERORT

FAEVR AT —RADHER (BE)

BREI7ANDINVITIT T—ER—=RITF7AINDINYIT T
BEEOJ DR P/ VI DER

B FYRT—IRANE P DR
rIbEIY AV S P
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YOI 7DEH DNS ¥4viady)7

FISATREEDRE

Data Store ED B HED =812 Flow Collector ZZF T HE. T ITSATUARAEEAY
O 5T R(FTFATUREE) [E>THEDHEEDIERRITRYET, Flow
Collector P Z DD EAER RV EERTE T HIZIL. Central Management ZEALET .

Central Management &<
1. 547 34+—2x(cad(4oLET,
2. ¥ ([’ O—/\JLER5E (Global Settings) ) 74 EH v LET,
3. [EEh & (Central Management)] Z3E&IRLET,

TISAT7 U RAEBERHK

TITSATOREEBA R —T14RIZIE. Central Management Z@LT. £=IXT7TS5A4 7RI
EEQTALTBHRIETTIERTEET,

Central Management @ C7 IS4 7 A BB A<

1. [Central Management] @ [Appliance Manager] R— T P ITSATUAD [FH 3>
(Actions)] *=a—%&2)vILFET,

2. [7TS5AT7 2 R#EHEHRD TR T (View Appliance Statistics)] Z:&RLET,
8. FISGATVARBEALA—TIARIZAT AV LET,

BEOTAUEFNLTT IS4 T RAEEERK
1. T59YDTRLR T4—ILRIZ. RDESINZTTSATUVADIP PRLREAALET,

https://<IPAddress>
o IR—T¥:IP TRLADRIZ /THR—U ¥ /index.html ZEBIMLET,
o Pl:https://1.1.1.1/F—%/index.html
2. Enter #fLET,
TIOAT U RBRTEDwRE

1. [Central Management] @ [Appliance Manager] R— T, P ITSATUAD (7O 3>
(Actions)] A*=a—&%9voILET,

2. [7TS5A7 RAERDFRE (Edit Appliance Configuration)] Z:&RLET,
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Inventory

4 Appliances found

Q Filter Appliance Inventory Table

inventory | App

APPLIANCE STATUS HOST NAME TYPE IP ADDRESS
Connected fr-732-10-0- UDP Director 4 O
UDVE-KVM-C Edit Appliance
Configuration
Connected f5-732-10-0-" Flow Sensor i (8]
FSVE-KVM. View Appliance Statistics
Support
Connected nflow-732-10-0- Flow Collector B
FCNFVE-KVM-
: Reboot Appliance
Connected SEEEEEL, T € shut Down Appliance @
SMCVE-KVM-;
Remove This Appliance
. [EX7E (Configuration)] *=a2—2%& 9w ILET YA LEHEBZERRLET,
EJFS
oL T, FRENTIVEHZELE
&5T&0)vIL REHNTI ALET,
g-:“‘ Central Management Appliance Manager ~ Data Store  Update Manager  App Manager ~ SmartLicensing  Database 4 | el cecuRE

e Configuration

Appliance Configuration - Manager [ concer |
Cisco-example / Last Updated: 08/19/2018 11:50 AM by admin
configuration
configuration Appliance Network Services General menu
tabs

Appliance Network Services General

Advanced Intrusion Detection Environment
/Additional SSL/TLS Client Identities Audit Log Destination (Syslog over TLS) External Services
Advanced Intrusion Detection Environment  DNS Cache FIPS Mode

Enable AIDE
[ Enable Host Naming DNS S o
Network Interfaces Internet Proxy
SSH Local Resolution
SSL/TLS Appliance Identity NTP Server
SNMP Agent
Network Interfaces @ Modification Requires Reboot

4.

WEIZIGLT,. BRI aAVICEREZNMAT T KREXT TR EHDEEHTIVE
WEITHIENTEET,

| 0 FIEZDNTIE, [2—H— (User) | 7aavEsyusLET,

5.

ERTE DE A (Apply settings) ] &7V LET , BHEICR RENDIERIZESOT. RELERE
=RELET,

—HOEEIZF, SATLOBEHNSBDETY . FHEIHERIE. EEZTITRLT. KT
REZMELTHEBLEY,

TISFAT o ANEHMICBESHLES . REDEENRBPOMIE. 7IS(T7UR%E

A BEHIBELEOLTLEEWN, TTSA TV ADAT—EAN [E#EFH (Connected)] TH

B EEHERT BHIZIL. [Central Management] > [Appliance Manager] 41 >R ) ESEEL
E

6.

(38 F A (Connected) ]: [Appliance Manager] R—S T, 7 TS5A 7V ADEBEELEENT T
L/s 770547~/XZ_7-_§Z7§§ [?&ﬁiﬁﬁ (Connected)] [:Eé:&gﬁém\bia—o
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RIN— BT TSAT VR RT—RADEMERERT DIGE X AT—FRADLIZTYIR KA 5%
BEFET,

SRTLOEER. U—ER TARVFERAE, 5&U Docker Y—ERZHERT BHIZIE. 7T
ATOREBAR—DIARIZAT AV LET,
1. [Central Management] O [Appliance Manager] R— T, P ITSAT2UAD (73>
(Actions)] A=a—%9)vILET,
2. [7TS5A4T7 2 RA#EHERD KRR (View Appliance Statistics)] ZEIRLE T,
8. PIGATVAREEBA L A—TA(RICAT AV LFET,

RDOFEIZHE ST, Central Manager WO T TS5A T AEHIBRLET,

1. [Central Management] 0 [Appliance Manager] R— T, P TSATUARAD (73>
(Actions)] *=a—%&2)vILET,

2. [CDOTTS547>2 A%H|B& (Remove This Appliance)] Z:&RLET

o Data Store 7TSA 7R BMDEHIZDULNTIL. Central Manager /50 Data
Store 7 IS4 7 ADEIK1ESBL T,

e 7A—aLY4R: 70—l %943% Central Management o EIRT HE AL M SEHEI
BRENFET, AIDRAMUIZEMT A FEDGZE(X. THEHRAEOT IAILNIU By
~(RFD)F AMLEMNHYET , FIEIZDULVTIL. [Central Management ~DT TS5A7
L AMD:ENN &M Central Management AD T FS3A TV ADBMNIZSBL TS,

s BEFYRVDEID BHEFYRILDT VL TN =T TS1T7 0 RAZHIRY %
BENSITN a—T420T IDOTHERTFYRILOE I 1IZFEL TEMD FIEE
SHLTIESLY,

o NSINLaA—TFTAVYT TITSATUVRBEEBAUA—DIARICATALTH,. TTSA
7 2 AN Central Management MBS EIBRENELMES(E. TSI L a—F429 1D
ERTFYRILDE I IDOFIBIZHEHS, AT LERELXFEALTHIRLET .

o Central Management: 2753 Central Manager |27 TS5A 7 REZEBMTBIZIE. 7T
FATOREREY—ILEFRLET,

TITFGAT O RICARRLIERAED $HBHIHEE . 7T 547 A% Central Management |28

A MTBRNS TATUTATAIASEARATTF 2 OL— B LUV M) &R —Dv
EEERAMZICRTFELTLEELY, FIEIZDULNTIE., [SSL/TLS Certificates for Managed
Appliances GuideJZ#ZS ML TIZELY,

Central Manager Hh 5@ Data Store 7 754 7> A D ElI k&

Central Manager H\i5> Data Store 7 7S5 A 72 A (¥ —+ . Flow Collector, Data Node) Z Bl k&L
T%. Data Store BAAMGIFHIBRSMNFE A, Data Store BAMNGHIBRT BIZI1E. FEITD ) —
TV TDRBETY,

* Manager & Flow Collector: Manager & Flow Collector [ZBL TIE.
/lancope/var/services/config—datastore—inventory—snapshot 4L 2 NS HIBR TEE
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3—0

+ Data Node:Data Node DHIR(ZTO AN KVEHM TH S, > A YR—FTEHKLT
HR—rEKEEL TS,

Central Management [C7 TS5 A7 REBMTBIZIE. TTSATUREREY—ILEFRALET . X
*HERTAHENEETT,

o DAALEERE: 7T 547V RICHRILIIRAEN HDIHEE . 7T T4 T A% Central
Management [ZIBINS BRIIC. A T o TATAAAELIEBHAEF—2 UL—bE KU F )
FZDHEDOEBEANTELIVIR—U X EHEANTICTRFLTEZEW, FIBIZDOWLTIE.
[SSL/TLS Certificates for Managed Appliances Guide]Z#Z B L TLf=ZE0Y,

o YR—IUNEEHILTUU¥IL:Central Management [P TSA T RAEEBMT BIZIE. 7
2= D1—H—ID ENRT—KNRBRETT,

o RFD: 7 7SA 7V ATILIGHARD T 74Nyt LIzHE . 7T 5472 X% Central
Management [ZIBINS BRIICZED IP PRL A TRAME . BEUR ALV FRELE S (RFD B
(2RI D=/ EEZREFLTWAIGEETEERELET) .

TITS5AT72 AR —)LIZ sysadmin ELTAS AL, BEICRTEINBIERIZHESTIP
TELR, KRR BEUORAMVEHRELET , FIEIZDULVTIX, Secure Network Analytics
IN—F )7 F1=[F Virtual Edition DFEHARZESHEL TS,

o FIRAVAM—IV:FBAVA—ILDIHEEIX. A1 A—ILE5E T L. Central Management
[ZEMTBFNZIP PRLAR, TRRME . BEUPRAMUFRTELET . FIEIZ DT, 1. 4]
By c Py TEFERALEBREORTEIZSBL T,

TITSAT O RIZHRALAENHSIGE . 7T 547> A% Central Management (2318

A M BFNI. PATUTATAERAELAEF— (L— B LUV EZIR—D v
EFERANT7IZRTFELTLZELY, [SSL/TLS Certificates for Managed Appliances Guide | %
SHRL TS,

1. 7IS547 R 254 LET,

TSIV DTRURN=IZ. RODKSIZTTSATADIP PRLRZEAJALET,
https://<IPAddress>

2. ROELIIZURL DEKREZF /Ic-ast ITEZTHAET,
https://<IPaddress>/Ic—ast

Enter ##LE T,

[~ (Next)] Z41)w% LT [Central Management] A7 1ZX4B8—)LLET,
[IP7KL X (IP Address)]: ¥f—3 4 /Central Manager D IP 7RLAZAALET,
[RF (Save) 120w LET,

EEICRRENDIERITHOTIR—OFEEOT A IEREAAL. REEZRTLET .
TIFAT7 o ADEEIZE>TIE, BIMEREANTILENHYFETS

N o a s~ »
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8. PISATUREBEY—ILOEMIZDULNTIX, 1. Secure Network Analytics 1S HBLTLE
=0y,

TISATOREREDINYIT VT DIER
Central Management Z{E L T. 7T SA 7V REBEZ/\vIT7YILET,

TISATUREINYITYTTBHNZ AT DFIBIZH TSI EFFERL TS
o L\, Data Store /Ny 779 BIZ(%. [Data Store D/ \v o7V TDIERK 1ZSHBLTL
&LV, Flow Collector T—AR—RE/I\Y I T VT T BIZIE, [T—ER—=ZAD/INVIFY
T DR (JE Data Store KAL) 1ZSBL TS,

. [EEHE I (Central Management) ] ZBEE T,

L TITSATURD +++ ([BB&EEE (Ellipsis) ) 74> #4999 LET,
. [Support] Z:ZERLET ,

. [BR%E 774 )L (Configuration Files)] 2 7 Z#RLET,

L ([2—H (UsenN]) 7AaY EBIRLET . ALTOFIBICHVET,

a b~ ow N =

TIZATORERED /NI T YT EE LT BITIE AT DIERITHESTEZEL,

SSH O & xhib/#Exh1k

DAV, SSH(EFa7 PoIV)EFERALTT ISA TV RIZT O ERTESENESI D ZEHH
TAHGEEITERLEY,

TIH IV R

A SsH FEMZTBHE VRATLDEZTIVRINEMLES , SSH (INBELIZEEDAEM
[CTBENEETT,SSHIE FERETRICEIZLET,

SSH K
ROFIEIZH-T, BIRLI=TTSATUAD SSHEFHAEFET,

1. Central Management ZBEE9,

2. TISATURAD [THa> (Actions)] A =a—%#0)vHoLET,

3. [7FTSA472 RER D ¥R (Edit Appliance Configuration)] Z:&IRLET .
4. [PFS5A4F 2R (Appliance)] 3T ZEIRLET,

SSH O F#1E

1. [SSHI oL avERD21ITET,

2. TISATVAAND SSH 7V REHA T BIZ(X, [SSH D EHN1E (Enable SSH)] Fx vy
RO REFAUIZLET .

8. FISGATVAANDI—tTOEZADEMLEHT T BIZIE. UL—k SSHT7 VXD EMIE
(Enable Root SSH Access) JF TV wIREAIZLET,

4. [EXTEDE M (Apply settings)] &7y ILET,
5. BIEICRRSNDIERIZKE>TIEELET,
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SSH M #EZh1E
1. PTSATURAD SSHT7UER%FHIBRT HIZI1L. [SSH DE#h1E (Enable SSH)] Fx vy
RO READIZLET,

2. TTSATUOAANDIL—t THORRZHIBRT 521X, UL—k SSH 7R DE#h1E (Enable
Root SSH Access)] Fx v REATIZLET,

3. [EXEDE A (Apply settings)] &4 vHoLET,
4. BEEICKRTRINDIETRIZH>TIRELET,
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T—RR—=ZD/\YI 7T DYERK (3E Data
Store FAA )

Manager & Flow Collector DT —4R—R%E/\V I 7V T T B2, RDFIEIZHLVET , Data
Store #/\wH 7T 9§ BIZ(&, Data Store D/ NI TV TDIERE 1FSBLTIIEELY,

INYITYTLTWNVEWNE, B TOERPICHENREL-IGEICT7/IILERETEE

A Bho FIBICHKST, T—EAR=ADN\VITITDITRTOFIEEZEITLTLEZSL, Z
MDF|EIX. Data Store Flow Collector LM DA ERINBHENSIZEIZHFEL TS
W Y R—FDREBLZIFEE L, DAY R—FETEBLEHELESLY,

—O7OtXRIIZIE. ROFIELEENET,

1. 70—aL Y3 T—ER—ZADOK)=VT

2. T—=AR—=ZADXFvFTavrDHIkk

S UE—FIZAIVVRTLADINYITYT
4. T—AR—RAND ATV T3yt DHIkk

1.20—aL P33T —3R—=XDK)ZY5

Flow Collector T—AR—ZXD /NI TV L. ETTHETIZHBAINBEENHYET, F1-.
T—AR—ZAMKENGEITRIVNT—IDFEENMETLET . T—ER—RE/N\VIT VT T BHHE]
(2. 70—l 98T —EAR—REZNJITFTHIEEHELET ., iKY, J0—DREICFEA
TEDTARIBENEREN, T—ER—RAD/N\YIT7ITIZhhBEENERESNET,
20—aL9%IZIE. T4RYMEEE. 1 BHEVIZIRESK =T —22IZE OV TR RKBHENRE
SNET ., I K (/lancope/var /I\—T 433> D 15%) |I2FET BE. T—EAR—R IHVIZHRDLEL
T—A%EHIBRLTHLWLWT —2ERETEDHLIICLET,

1. T—AR—R A — D#FEHEHR D FER
ROFIEIZHST, T—EN—RAN—VFFERLET,

1. 2A—aL9R 7 ISAT7UOREEBAA—DJI( R IZAT AV LET,

2. [HHR—F(Support) ] > [T—ER—R AL — D#iETHIEER (Database Storage Statistics) ]
#EIRLET,
3. [F/3 T4 (Capacity)]. [ZA—T—2DHEZE (Flow Data Summary)], HE U [CIARU+

T—ADHLE (ClEvent Data Summary) [ (F=& [EFX )T ARV AT —2DOE
(Security Event Data Summary) ) [CTIRTFSN TS MEERLET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. =111 -



FT—AR—=2MD /w77y TDYERK (JE Data Store KAL)

Database Storage Statistics

Capacity

Average Wol
Capacity in Days 50 49

Remaining Days 22 21

Database St
Stalistics

Bytes Per Day 545 46M 56.

Flow Data Summary >
Rows B !'
Average Per Largest
Data Days | Containers Total Day Day Tok
Flow Details 28 32 148.75M  5.31M 5.49M 3.-3
Flow Interface 14 20 213.3M  15.24M 15.65M 5.
Details
[
Total 28 52 362.05M | 20.55M 21.15M 9.4

Fe) Cl Event Data Summary

Rows Byte

- G4 et

Average Per Largest
Data Days § Containers Total Day Day Total
Cl Events 28 29 35117k 1254k 12.85k 8.53M
Cl Event 28 29 35117k 1254k 12.85k 4 DBh{
Details
Total 28 58 70234k 25.08k 2571k 12 Sﬁi
: i il Sl

2. AVE—DIARDEMDI)ZIY

TA—AA—TA R T—RIE. TVRR—EIDAA—TA XIZE&ET ST —RTT . Secure
Network Analytics TIA— AU A—JIA R T—2E LN 70—T—2%REFLET,
TA—AVB—TIARADTIAILNEETIE, AT LICK>TIA—T—2NTyadn btz
&, ARELGRY., TR TDA U F—Tz A ADHFHFHRERIFTEET , COBEBEIX. Data Store &
AT LIZITBERASNGENASY—ILELTTRIMNT U547 FERALET, NSV FIEN
Data Store VAT LUNZDAHBEHINASELXTT-OIZ, /—FDBBEIZLLGEENHYFE
ERP

L& Quick View for Flow =
Server Exporters 1P (IF)
e E — €0 — =
-
| bsce #| FlowAdion ¢ Exporter ~!| Exporter Type ¢ | interface ¢ | Owecton #| T ']  psce  #| FlowAdin ¢
| 1 Permitted Gisoo 17 ifindex-2 Inbound Permitted
Permited Qsco Mndex-3 Outbound Permitted

COF—AD AT TR EEREAHAIYET , TRTOTF—ANRELDH TN S
X, REBEEELES Bl 70). COBMEYLENT— & e hhEd,

BRELEREFEHRIYBENA VI —JI( R T 2D T —3X—RZHEL. 70— RET
BE=OIERAIRRLG T A AV HEBERRT HIZE. ROFIEEZRTLET .
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1. admin 21— —¢,LTTRIMNT H54700 2ATAULET,

2. [1% (Enterprise) W) —TI7A—aLY2ERDO+ET, TR EBEEIUvILTavT
FTEEREALET,

3. [Za—aL %% (Flow Collector)] ZH 42w LET , [E&7F (Configuration)] > [FA/\ T«
(Properties)] ZZ#RLET .

4. [78—aL 9207 8/374 (Flow Collector Properties)] # A 7 A4S Ry O R T, [FFH%E
(Advanced)] #21)vILET,

5. [2A— A3 —TxA R T—RDRTE (Store flow interface data)] Z3EIRLET,

6. REMMEEERELET. L2 3. HHERA T BICRET 5L, 7 BRILYBEDT—4
[FEbhET,

7. [OK1&ED)vHILET,
8. 5NFOTHORDFIBIZEAET,

3. 70—MEME CIARUT—2DRN)IVT
JO—aL93T—AR—ZADOTO—DFEHE ClARNUN DY A XEHE/NT BIZIE o ATY
R—HMZHBBNEHLELEEN, COFIEIFEETHY. NIV TTORRIEIETETIZEH S L,
MIWNYEBAD, TOCRIZIEHAETVADNBETYT .

NetFlow RIS J 5L, 7O0—aLIRAT—ER—ADO7O0—DFME ClARU N %
RETHSEHMERTELEFT . COXRETIE. RO 2 ONRELET,
o T—AR—X (. AALE-BHETUVIETONET,

o T—AR—R[E JFAAEVBMEDSNTHWNT—EANoA—)LT7 IrERIBLET A, TE
BETFTEEREFELIIEEFLEE A,

INVITITI7AINEERT BENZ. ROFIBIZHE ST, IH+—P ¥ H KU Flow Collector T—4
R—=RIZRFINTWBRFT YT avhET R THIBRLTLESLY,

A T 1R—I¥E KU Flow Collector T—EAN—ADRAFT YT aybMILTHIBRL TS
W S, N7V TERNESEB-OIZRAREFIETT .

1. ¥R—2¥ B LU Flow Collector PTSA TR F—EAR—ZX a2V —)LIZadmin &ELTAY
A1LFET,

2. RFvFavbORER : RDELSIZAHDLET,

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select * from
database snapshots;"

3. RFvILavyb(FEETHEE) DHIR: RDKSIZAHALET,

/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select remove
database snapshot ('StealthWatchSnapl');"

4. RFYFavhIA T HEIBRENDETHE: REEZELED,

ls /lancope/var/database/dbs/sw/v_sw node0001 data/Snapshots/
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BRISETRWMERIE. TOFEFHLET . T IN—ZAD YA X(Z&2TIE, THILEA
HIBRSNDETHI NN DIGEELHYET .

5. FIE1~4ZRYBLT. RESNTNDTARTOIR—IvE KU Flow Collector T—4
N—ZADRAFvTavhEHIBRLET .

F—BAR—ZRFYE—RITFAILL AT LIZNNYITYTTBRIZIE. ROFIEEEFTLET,
o SEEL:UE—FTFAILDARTLIZ, T—ER—=AD/I\YITITERITFTH-OD+H01HZE
EENHDIEEHRLET,
o Bfl: T —AR—RZ 1 EIN\VITVTTBE URBITRIBIO/NNYITYTNDEERTET
MG TvTENDBT=0. I\ T7vTIZhMBERIFEHRYET , 2OTAaEXTIE. 1
PH1=YUH05GB ~ 2GB DT —EMNN\YIT7YTEIhFET,

1. PISATUOREBAUA—DIARICRYET (FFZL. TRIMTOSATUMIEFALENT

{EEELY),
2. ROFIEBZEFTLTIE—FI7AIL DRATLEITHELGDT—EIN—X I\ IT7vTR
FREEHELES,

o [(R—L (Home)] &9y LET,
o [TA4RYEHE (Disk Usage)] £V aVE#RDOITET,

o /lancope/var 774 ILY AT LD [Used (byte)] BIZEFEZLET , T —EIRN—AD/\YY
TITERET DI VE—LT7AIL D RTLLEIZDEELTOEIEIZZD
15% ZELI-DDEESHFENVETYT,

et AR et P A et s A e AP A A A A P e AT\ s e e s i AN A o P PR A

Disk Usage
Name Used Size (byte) Used (byte) Available (byte)
/ 3T% 492G 168G 299G
flancopefvar 68% 37.03G6 24.48G 11.79G

3. [E&%E (Configuration)] > [JE—F 774 )L AT L (Remote File System)] MBIV v I LE
ER

FlowCollector for NetFlow VE

Remote File System

IP Address: 15.32

Port Mumber: 445
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4. INVITIT I7AINEREFETBH)E—L IT7MIL SATLDEREZFERALT, Z9—ILRIZA
HALZET,

774 )LEE Tl CIFS (Common Internet File System) . Fll4& SMB (Server Message Block)
cWSTarahEREINET,

5. LEA (Apply) 1 &2y LT, REIT7AIVICEREZERLET .

ISRAT—RZABLTE GEHA (Apply) I REAU DB RSB S ., [VE—FI7MILV R
T Ls (Remote File System)] R—UDZEBERE 1 BV IS HEFNHYET,

6. [TAM(Test)]1ZH)vHILT. FTSATURE)E—RIF7AIL AT LDMEIZEBIETES
CEEHERLET,

TAMTETITEENE—RTFAI VAT LOR—DTEIZRD Ay EE—INERIREN
FI,

7. [H7R—bF(Support) 1> [T—ER—ZD/\vI 7 v 7T K UE It (Backup/Restore Database) ]
DIEIZHY 9O LET  [T—ER—ZAD /v 7w 7 (Backup Database)] R—U A BHEET
(RDBEZESER),

FlowCollector for NetFlow VE ‘

Backup/Restore Database !

Backup Database

Backup database and configuration to previously configured file share.

Please see the help page for information on restoring database backups.

8. /NI Ty TDYER (Create Backup)] #9UvoLET ., COTOERITREBANDES
NHYET,

o« NYIT7vT TOEADEREE, ITVRER—UMLRLTELETOER (T RSN E
BA, 2L, NI 7 vTDRTHIC, [Fro )L (Cance) ] EV) VIS HE. TTS
AT REBEEBLGENEN\YIT YT BRATEGLDHZENHYET .

. NITYIHETTHET. BEICRTINDETICHVET,
. %f‘y’JT\yj"?"DtXODEHEHEEﬁ?'él:li~ (05 DEF (View Log)] E5Uv s LE

9. [FAC% (Close)1 &0 v L TEBHKIRI4FIZEFALES,
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BT TBRNN\YITYTEX Yo vILTEEEE BT T—IN—RDRFvTavk
O z=EEsRLCEaN, ERATIEIZOVTE. T4 F—AR_R—2D R Fv T avkD
HIg1ZSBL T,

4. T—RR—=XDRAFvTavtDHIR
INVITITIT7AINERELEER. ROFIEIZH O TIR—D¥E LU Flow Collector T—H2R—
ADAF YT avhEHIBRLET,

A IH+— ¥ H KU Flow Collector T—EAR—ZADRAF v T3y bILTHIBRL T ES
W S, BFHERIESES=OIZRAREFIETYT,

1. ¥R—T¥F =& Flow Collector 7T SA TV R T—HAA—X Oy —)LIZ admin ELTEY
A2LET,

2. RFYFLavrORER: ROLIITANLET,
/opt/vertica/bin/vsgl -U dbadmin -w lanlcope -c "select * from
database snapshots;"

3. RFvFLayb(FHETHHE) DHIBR: RDKLIICABLET,
/opt/vertica/bin/vsqgl -U dbadmin -w lanlcope -c "select remove
database snapshot ('StealthWatchSnapl') ;"

4. RFvToavb I VEDREIBRSh S ETHRHM: REMEZLET,

ls /lancope/var/database/dbs/sw/v_sw node0001 data/Snapshots/
ERNETEMGE X EDFFFELES . TEAX—RD YA X(&2 T TAILFH
HIFRSNAETHA DD DIEENHYFET,

5. FlE1 ~4%BRYBRLT. RESN TV TR TOIR—IvE LU Flow Collector T—4
R—ZADRAFYTavhEHIBRLET,
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F—RR—=Z2D /NI 7T DETT (JE Data Store KAL)

T—R3R—ZD /N7 T DIE T (JE Data
Store FAA )

Manager & Flow Collector DT —R2N—RZEE LT B2, RO FIEIZHLVET , Data Store 18
79 BIZ1&, Data Store M/ NI 7V TDE T I1FSBLTIIEELY,

| A FER—REETT B, LRI H—HSERT BEEBBOLET

T—AR—RERBEEZRTTEHE BEDT —HIR—RERENURD/N\VITYTDRABETE
EENFTT BIFORVNI—IREF LEESSNFEEA,

e BL/N—T3y: LIBITD/N\—232 D) Secure Network Analytics 7TSA T AD NI TS
T7ANEFERLTT TSATURT—EAR—REETTHEIETEFTHE A NV IT7YT
T7AINDIN—23 NTTSATORADIN—23 06— L TWA I EERERELET,

o LEIDNYITYTDERT: AR SA0 AV B—TT(RE[MALT, T—IR—D U]
DINVITYTE/ATEE T \WITVTENHT —IN—R [ BEICRESNIZE—
RI2FAIWRTLOF7AIVEE)NIZEETHT—FRN—ATT,

© TIHIMERTET—IN—RADBRERELGNE. TIFIVNE (VAT LOVT IV
EE)DNFERINET,

T—AR—RERBREEETTHE BEDT —IR—REREDNURD /NI TITD
A PETLESSNET . BHFOIVNI—IBRER LEESSNFERA,

EXTOEADREEIE. COTOEREFRELELTEEL,

BEDRIBRIC. COR—UNLHND (RVAN—VILER-—UHNEINBENIT D) CEMTER
T, TAERFFEE T (THITINET . REAERT—EIRBREHINET,

sysadmin ELTT7 TSA 7Ry —)LIzcagd 4oL IL—b oz )LIZ7OEALET,
sysadmin A ZIL T, Enter L E T,

NNRAT—RTOVTRARIRENT=5. lanlcope EA LT Enter 3L ET,

[ AT L E%TE (System Configuration)] *=a1—T. [E¥#15% F (Advanced)] Z#IRL . Enter
#LET,

[J)L—F2 )L (Root Shell)] Z:2#IRL T, Enter ZHLET
6. L—hTJL/ISRT—FEANLT, Enter ZHLET,

7. ROARVEEEFTLES,

cd /var/tmp

nohup doDbRestore -c —-gq &

H Lo~

o

CDY—I)L CERATAREG Ry FEHER T BIZIE. doDbRestore -h aAV¥KREANLE
7,
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F—RR—=Z2D /NI 7T DETT (JE Data Store KAL)

A Eigﬁ;ﬁ—_’ﬂ&—xd)% AZHEELEWNE, TIHILMER (CRATLDVITILES) M
A °

8. EITHDETIRIEDRT—AREHRTHIZIX. XD 2 DD 77/ IVERRLET,

/lancope/var/logs/VerticaRestore.log

/lancope/var/logs/DatabaseRestore.log

DATLIR ERREERT 4L BEBLTT —2INEERBLET.
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Data Store T—H#~N—X

Data Store Z{# FAL T Secure Network Analytics 5% 7€ L1=15 & [&. Central Management M [Data
Store]l 3 T2 7V ATEEY,

Central Management @ [Data Store] 27 Z&E AL T, XRDIEEEITLET,

o [RT—AR (Status)]: T—ARN—RFE[LEED Data Node DRAT—HRERRLET , &
DL TIL, Data Store T—AR—ADAT—RAD TR IESHBLTIESLY,

o [#2B(Start)] Ef=Id& [{BIE (Stop)]: T—FR—XFE = IFXEE D Data Node ZFCENT HH\=
IETEFET, FHMIZDOULVTIX, [Data Store T—AR—ZADAT—E2ADRRIZSHBLTLE
=0y,

o [RRL—U{E A= (Storage Usage)]: T—AN—RADIRED AN —FEHEICEAT 5# 5T
FRRLET, JB—AUA—TIA R T—ADGRBFRAT—HAREZEETHIELLTEFET 7
HIZDWTIE, T[F—2R—X£¥F (Database Retention)] DFR 1ZSHBL TS,

o [EHAT—AA (Update Status)]: BEFHHDT—4/—K I RTDRAT—ERERRLET,
FHMIZDLVTIL, TData Node DEHAT—RADER I1ZSHBL TS,

Manager (TR A4 LET,

L ([4'B—/\JLERE (Global Settings)]) 7 A AV ESYwoLET ,
[Central Management] ZERLFE T,
[Data Store] 27 %9y LET,

Lo~

Central Management @ [Data Store] 37 &9 v9 3 b & . [T—ER—RXArA—)L (Database
Contro) ] 3T R—UWRAZEET , CORTIE, T—ER—RERT—H/—FDRAT—RANKR
SNFEY,

o [V—I(Sorting)]: ZM3RT D Data Node I&. T I+ ILETIETZAR—k LANIP TY—FEh
9, V—MMFERTRIIANVET—E9)vIL T, T—2/—FD/—FE=BY—+TEET,

o [RT—ARX(Status)]: EEDIKETILX, T—EAR—RETFT RXT®D Data Node D XA T—R R
[7vT (Up)] ERTFEINFET, T—ER—ZAN[TYT (Up)] IZH-TWTH, LWTFhhD
Data Node MDA T—ARRAN [F 2 (Down)] [ZTEH>TWWAIENHYFET  EENFKLELT-
Data Node MEIE T BE. T—EIRN—AM [7YT (Up)] ERTESNTULNTE., FHi=IZEIELT=
Data Node (&I [EIfE R IDIRREIZHZYET,

o [793a> (Actions)] A—a—: T—AR—X (Ff=IL Data Node) FEEF /- (LT ILTHLEE
&, h9 [7o3> (Actions)] A—a—%FERALET .
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@' Cel"ltra| Management Appliance Manager Update Manager App Manager Smart Licensing

Data Store

Database Control Database Retention Database Update Status

Database Control

Database Status

Up

Data Node Status Host Name Management IP Private LAN IP

Up sdbn-

Data Last Retrieved: Mar 03, 2022 4:09 PM
From Data Node: sdbn-741-10-0-74-149-7

T—AR—X (F7z[& Data Node) ZREBIF 1= IEfFIL T HEEIE. T [7Ha>
(Actions)] A =—a—#{FHL TLZELY,
T—AR—ZXDIECEN
1. [T—H~R—Xa>kO—)L (Database Control) ] 27 M BIRESN TWNAIEETERLET,

2. T—ARAR=D [T7H3> (Actions)] FID *++ ([BBEEE S (Ellipsis)]) 74> #9)voLE
ERS

3. [R#—I(Start)] Z:#IRLFET .
4, T—ERAR—ZADRAT—ERAM[TYT(Up)] ERTREN TR EXHEELET,

F—BR—ZDEL
1. [T—H2~R—X2a2kA—/L (Database Control)] 2T A BIREN TWNAIEZHERLET,

2. T—AR—ZD [T 3> (Actions)] FID *++ ((HAREEEE (Ellipsis)]) 74> 0o LZE
ERR

3. {=1E(Stop)] Z:&EIRLFET .

4, T—AR—ZADAT—RAM[F 2 (Down)] ERTRSN TS EEHEZELET,
T—3/—FDFCEY
ROFIRIZHEST, T—2/—FZEREILET,

1. [F—R2R—X3a>hrO—)L (Database Control)] # T MEIRESN TS EFERELET,

2. #2895 DataNode ZRDIFET, [7U a2 (Actions)] FID +++ ([ABEEE S (Ellipsis)]) 7
AaAv &0 vILET,

3. [#2&h (Start)] Z1ERL T Data Node ZH2ENILE T,
4. DataNode DAT—ARAMN [TV (Up)] ERFREIN TSI EEMHERELET,

Data Node D=1k
RDFNEIZH>T, DataNode Z{Z=LELFET .
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1. [T—E2~R—X2akA—)L (Database Control)] 2T AN BIRESN TWVAIEZHERLET,

2. {Z1k9 % DataNode #RDITET , [77 3> (Actions)] FID *++ ([BREEE S (Ellipsis)]) 7
132 &9)vILET,

3. [{Z1E(Stop)] ZFEIRL T Data Node Z{ZIELFET,

4. DataNode DAT—ARAM [FH2 (Down)] ERRENTWBIEFERLET,
REDTIIAVERDOER
A—H—HIZEFRLEL, —EBIZETTEST72av(E 1 2T, 7oL avhEITHh 05 4.
MOTIL AV IEETTEEFLTA. TIVAVNRET T4, BIELEED/NF—IZFRTOHI—
*f;@%?xﬁ'—gxﬁﬁﬁ?éhij} REDT I AVEREHERTDIZIE, LTOFIEIZHREL
x£9,

1. [T—E2~R—X2akA—/L (Database Control)] #T A BIRESN TWVAIEZHERLET,

2. BIEDTEIZHA [ZREDT I aVFER (Last Action Results)] ) 9% 9 )y oLET . [7
a3 45 R (Action Results) ] /N F—I&, BFALAE CEAICR RSIN=FFIZLGYET,

[T—RR—X DR $F (Database Retention)] 2T 21 RO KSHBERMIHTHEENHYET,
¢ TEARN—ADEEEEFEDEETIT D,

o ZTLANJAALT (NetFlow, NVM, Z7AT7A—)LAS) IZE->TEDRREFRINTIVE
Th,

. BH, F—AR—RIHCREEINET— AR EDRETT A,
. FoAR—RORBEFEDBETTH,

c CDOR—D DI RTODFr—hrE [T—E2AML—UHiET (Data Storage Statistics)] 24
avORAIE. 1 BIZ1BIEHINET,

[Data Store] - [T—2FR—X M {R#F (Database Retention)] 27 Z[A<

. L ([£'a—/3 LT (Global Settings) ) FAaVE v oLET,
. [Central Management] Z3EIRLET .

. [Data Store] #T%#0 v LET,

. [F—AER—X DR (Database Retention)] 27 &#91)vwHLET,

A WO N =
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—
<o) Central Management Appliance Manager ~ DataStore  Update Manager ~ App Manager  Smart Licensing & | b SECURE

Database Fullness @ Per Telemetry Contribution @

Daily Storage Store Flow Interface Data

=========== Daily Storage Rate GB/Day © As much as possible

Total Capacity: 0.020 TB

[T—AR—ZXDFEi#E (Database Fullness)] Fv—Kk

[T—RR—ZXDFEHE (Database Fullness)] Fv—H I, Data Store T—AN—ZADFERFHE
BEEETRENKRTINET,

[TFL AR Z LD FEFAE (Per Telemetry Contribution)] Fv—k

[FLARYZ EDEAE (Per Telemetry Contribution)] 74— ZI&. Data Store T—2X—X KD
T—ADRNRNRTENET,

[BXAXRL— (Daily Storage) ]

[BXARL— (Daily Storage)] 2o av(Zld, BIBICT —42R—X(ZEMESN =T —2NDEH
ENRRINET, BRRN—VL—EERTEHIET, T—IR—ZADU D ENTHEDRE
EBTUAN)ZATHNERAN —VDERBICHE ST HREF M TEET,

JA— A3 —TJIA R T—EDREDEE

TO—AUA—DIA R Tl LY TO— st EREZHRATEET  BEOTO—ITRL
THARYRT—IRIZEHDOERRAVEDHY ., D 7O0—T—2DST IV a—T 42T 05
BIZRIABET, EAIEL. BEHDITHVRAR—FORILTIRR—EADEH DAV Z—T A AT
O—AEEINT-IEE. JO— AU 23— DA A REFEINET,

Data Store TIET—2M A RELRYREFIN ., RIFHMIE AT LDRYAHL—HZ&k>TRE
UFEY, Data Store NRABEITETHE. ZFIHWLWT—2D B EBEIRABIBINET,
J2O0—AUB—TTARFEHFIRAN—CEBREAEL FNICL>THOEELT—42(70—#Et
BE)#RIFTELHRMNELLDTEELAHYET,

CCTIA—AUA—DIA R T—EADREFHEZEERLTH, EEEZ(THDIELRT
0 LHADAR—ZEHELTWAST—4ED NetFlow B3 DHTT ., TI4ILMNE 7 BTY,
DEIZGELT, BEBREZEET LB ETHIELLTEET,
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1. B—A23—TxA A T—R2DIRTE (Store Flow Interface Data)] £ 3> T, [AIREX[RY
(As much as possible)] A [BR K A% (Up to days) [((E FRHIZ VYO L TAMELER) Z:E
RLET,

2. [EREDE A (Apply Settings) ] #91) v LZET,

« FEFHRZRVWHIMICEE Y H5E. RESNDST IV REREICERIC—HT
BEINGEHET. REAEEBFRDHFDENEB I HDE/HLETS . TORRE
T. T —RIEAMRGRLBRL SN (HRLEVD) S BREEFEALTRRINET,
FEAE REFHPMZ 3 AL 10 BICEEL-SHE. RESNST — 20V REFRE(C
EHEIC—HTHFETICTAMMNYETS,

o TARYDERAKRICIELI=T—2DMN)IUTI2LY G BIRL-REFHAFLIEBRT D
BIST =20 EIRENSENHYFET , T2 Z A REERYRET 5K IIERLE:
155 . Data Store WRABEICET HERFLH VT —HDHIBRMNFHIBENET,

Central Management (D Update Manager H'5 Data Node D EFHZFIALI=& . [T —3XR—RAF#H
AT —2A X (Database Update Status)] #7Z{# AL T. & DataNode [ZHFEHT—ER—XH—E
ADBEFHOETIKRZERLET,

[Data Store] - [T—HAN— A B E#H A T—A X (Database Update Status)] 27 %
A<

. £ ([F'0—/\LEETE (Global Settings)) 7AaVE S vILET,

. [Central Management] Z:EIRLET .

. [Data Store] #7%#H1)wHLET,

. [T—AEAR—REBEH R T—A X (Database Update Status)] #T&2)vHILET,

T—AR—ZADBEFHAT—IADER

ET—3/—FRDEHIZ—EDIREERTEITLET , [Data Store HF 7 —4 70— (Data Store
Update Workflow)]1 )29 9) v oL T, BFHTOCRE R EMICHERTEEZT (LLTIZERTR) .

AW =

A EEICEHFIT BIZIL, Cisco Secure Network Analytics S AT LEBEHTAF [FEEE] DEH
IEFHEUFIBIZHE-TLEELY,

O, BEOEHFHIIBBREHEZRTELVGEEAHYET,

[T—AR—XEH A T—A X (Database Update Status)] #TJ[ZI&. Data Node DIRTEDEFH A
TF—RAMKRRENZFT , Update Manager TY I I 7RI (TYT I L—RFERIZ/N\VFER) %
BATALTI=5. ZMDAT T DataNode DA T—ARAREHBLTEHMNTE TLI-CEFHEELET . E
FDT—U70—%MREMIZRTTBHICZIE, [BDFRR (View Diagram) 1 #01)vILET,

BHMSE T LI=5, Data Store T—AR—RZBEL T, T—EIRN—RADRAT—EAN [TV
(Up)]IZH->TWBZEFERLET , SFMICOVLTIE. [EFHAAFIZSBL TS,

| (i ) UTDERIZRREINTODIREEBEO—8IE. EHTOLARICHEEICRET S1-
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Data Store T —A~N—X

@ Central Management Appliance Manager ~ Data Store

Update Manager App Manager Smart Licensing

Data Store

Database Control Database Retentiol

Database Update Status

Data Store Update Workflow

Data Node Status Description

Last Status Change Host Name Management IP Private LANIP |
Never Updated February 28, 2022, 5:03 PM sdbn-741-10-0-74-149-7
RMDEIZ Data Store DEFHDT—Y7A0—%RLET,
Data Store Update Workflow X

P §
: %

Never Updated Local Update Waiting for Peers Database Update Schema Update Update Successful
or Update Failed
All Data Nodes Data Nodes wait for One Data Node
perform local each other to complete . updates the database
updates local updates Waiting for Leader

(while others wait)

Close
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Data Store M/ \v9I 7 v 7 DIERL

@ -NEPERIDEEEREICDONTIL, Cisco TATz Y aF LI —ERIZHEHMLED
#HLEELY,
Data Store Z/\v o7 v 7T BIZIE. ROFIEEZETLET,
1. 1N IOTP7ITRAMDRAN—CEH#ZRESLS

2. 1IN\9ITITRALEHEFGTH (RN —DBREDNINNVITITHAXD 2 ED NI TV
RAR) o 1\ 7T HRAMZ Pythonv3.7 & rsync 3.05 A4 A—)LLET,

| 0 Secure Network Analytics 7 7547V R EXBID Linux A—ADHRAREFRLET,

3. dbadmin M/ARXAT—FUL R SSH 77 EREEMIZT H, T XTD Data Node H3/ XX —F
LR SSH 7R ZEARALT/\YI 7 YT RANMIEETEAILEHERLET,

4. 1INV TIYTRANDINYOTITT1LIMNZEDRET S
5.Data Store T—4R—R%E/\WHIT7vTT B

1. 1NV T7ITRAMDAN —CEH{EZRIELS
1. DataNode MY —)LIZ root ELTRSALET,

2. ROATEZIAE—L. ATURTAUIZEEY{FT T Enter 3L T, vsal ZEALTT —4
R—RIEBLLTITVEZEFTLET . TOVT AR RSN AT —FEAALET,
BREAELET,

/opt/vertica/bin/vsql -U dbadmin -c "SELECT SUM(used bytes)
FROM storage containers;"

3. Atz 2Z#T T, NI TYTRAMIMDERAN —CREZREBEVYET,
2. 1N\ TP VI RANE#(HT S
1. TN ITITHRACDAN —CEHE RS I TREE S I-AN—CEHIZEDLT,

INVITITERINT B89 T—9 LT Lnux EEITLTVSHRAMNENET D EHER
Fo—CEHZERE-T Linux ZEITLTVSHRANRRALET

| 0 Secure Network Analytics 7 7547 R EIXFID Linux R—ADHRAMEEARALET .

2. INVYTYTRARDALY—)UIZ root ELTRTAULET,
3. O URTAV T Tpython3 --version EAFILTEnter #L, 1V AR—/LENTLY
% Python DN—23 aHERLET . ROBRBEMAHYET,

e Python 3.7 BN/ RAL—ILENTWSIGEE(X. FIE6 ITEAFT,
o ZNLSDIZGE(XL., Python3.7 AV AM—ILLET , FlIE 4 ITEAFET,
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4. sudo apt-get update EAFLTEnter L. Python &/ \wr— DEH/N—
DavESAHUO—RLET, TAVTIBIRTREINT=5, AT —KEAALET,

5. sudo apt-get install python3.7 EAFALTEnter ## L. Python 3.7 %4> A +—
IWLET,

6. AYRT7OV TR T rsync -version EAFILT Enter ZHL, 1V AR—/LENTLVS
rsync DN\—U 3V EHERLET . ROBERELAHYET .

e rsync 305 MA VA= )LENTWDIGEE(L. FIEI [TEAFET,
o TNUNDIZEIL. rsync3.05F A AM—ILLETS, FIE 7 I2EHFFET,

7. sudo apt-get update EAFILTEnter L. rsync 2L/ \Tr—CDEFH/N—3
VEADUA—RLET, TAVTMRTREIN =5, NRT—REAALET,

8. sudo apt-get install rsync EAJLTEnter ##L. rsync A/ A—JLLET,

9. aY¥RTFAV T Tgetent passwd | grep dbadmin EAHLTEnter ZH#L., 2D
RAMZ dbadmin A—HF—FAVUINEETENEINEHERLET . ROBRKZAHY
F9,

o dbadmin A=Y —=FAVUIEELTONIE NI T YT RACDEFIFET T
3, 3. dbadmin D/SRT—FL R SSH 7V 2REH T BIIHEAFET,
o TNUSNDIZEIFT, CORAM dbadmin A—H—FHIUMEERLES  FIE
10 [2EAHFET,
10. a¥YRF7AV T+ Tuseradd dbadmin EAFILTEnter ##L . dbadmin A—H—7H
DUrEERLET
11. passwd dbadmin &AFLTEnter ##L. dbadmin [Z/XRT—FZEIYHTET,

12. HILLVWVSRT—FKZ A AL TEnter L. dbadmin M/NAT—RZHRELET, TOVTH
NRIREN=H, EEZD=HIZNNRAT—FEBAHNLET,

1. SSH RIZ/N\Y I 7 YT RRANER T—2/—F DRI THR—k 22/TCP #BAZE. rsync AIZ/\wY
TYTRRMERT—R/—F DR TR— 50000/TCP Z#fEF 7,

2. OpenSSH M ssh-copy-id ICBAT AR F AN THMEREELET,

3. F#)D DataNode [ root ELTATAULET,

4. ROARUREIAE—L. TL—UTFRRITFARIZBEYFITET S
ssh-copy-id -i dbadmin@[hostname]

5. [hostname] &/\YI T YT RACDRAGICEERAFET,

6. EHFLIzavrrFEaE—L., 2w RTOUTMIBRYAT T T Enter 2L T, dbadmin @
SSH REEF—%/\v I 7Y THRANMIAE—LET,

7. ROARUFEIE—L. TL—UTHFRRITFARIBEYFITET

ssh '"dbadmin@[hostname]'

8. [hostname] ZINYITYTRACDRANGICEESHRZFT,
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B LI-av U RZaE—L,. v R7arFRZBEY 417 T Enter Z3#L T, 2 Data Node
MSYE—RRARDIVY—ILIZSSHE N LT/ART—FLELTAY AU TELIEERERL
E3

. =)D DataNode DAY —)LIZroot ELTAT AU LET,

o EALT., BDFIE (5. Data Store T—2R—R%/\w9F7vS4 %) T Data Store T—

INYITITTALIR) DHEAMEIZE T % Data Node #AELE T, AILT—4/—F%

AR—RHEIN\VITYTLET,

su - dbadmin EAFALTEnter L., LIEDNDITUR%E dbadmin A—H—ELTET
LET,

3. RDAXRETXFRMITA4RIZOE—LZET, ssh [backup-host-ip]

[backup—host=ip] Z/\Y I TV THRALDIP PRLRIZCEESHAET,

5. EFHLI-avw U REaE—L, av > RTAV T RIBEY T Enter 2L T, /\v o7 VT 7R

© © N o

ARDAUB—TTARIZ dbadmin ELT/SRAT—FLELTAY AU TEHIEEHRLET,
INYGTITRAMMNBIRRT—FDAANEROONDIGE X, REEHERLET,

cd /home/dbadmin EAFALT Enter ##L . TALIMN)ZEBLET,

mkdir backups EAFALTEnter ##L . backups TAL YN ZEERLET,

exit EANILTEnter L, T—4/—FDaXURSATAVTMZIRYET,

vi pw.ini EAFILTEnter 2L, pw.ini /NI F7vT IRRT—K 7/ )LEERKLT
wm&ELET .

setup—sw—datastore—secure—connectivity 22 T rZ{F L T dbadmin D/NRAT—K%

0 BT BEEIE. pw.ini /NI T VT IRRT—K I7AJLIZREFESN TS/ RAT—RE

BEHFTIDENHYET  ChETHRNENVITYTNERELET,

10.

11.
12.
13.
14.

13.

16.

ROTEITL—UTFANITA4RIZAE—LET,

[Passwords]
dbPassword = [dbadmin-password]

[dbadmin-password] % Data Store M dbadmin /NAT—RIZE#FHLET,
BHLI=TEIE—L, pw.ini NI TVT IRRT—F T7ALIZBEYRITET

Esc ZHLTH D, :wqg EASLTEnter 2L, ZHERFELTRTLET,

chmod 640 pw.ini EAHLTEnterZ#L. pw.ini Z7MILDIEREZLEEL T,
dbadmin A—H—[ZT7MIILDHEAWYLRELEHALET .

vi config.ini EAJILTEnter ##L. config.ini I\ ITYTREIT7AILEERK
LTHwRELF,

&/—FIZDULVT, -0 AllowUsers=dbadmin LU -o
AllowTcpForwarding=yes &4 1T% /etc/default/ssh Z7AILIZIEEBMLET,
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17.

18.
19.

20.

21.
22.
23.

RIZ, systemctl restart ssh&@FEITLFET,
RO{TFEIAE—L, TL—oTF AT TARIREYRFFET,

[Mapping]

v_sw _node0001 = backup-host-ip:/home/dbadmin/backups
v_sw node0002 backup-host-ip:/home/dbadmin/backups
v_sw node0003 = backup-host-ip:/home/dbadmin/backups

[Misc]
snapshotName = data store backup
passwordFile = /home/dbadmin/pw.ini

enableFreeSpaceCheck = True
retryCount = 2
retryDelay 1

[Transmission]

encrypt = true

checksum = true
concurrency backup = 2
concurrency restore = 2

backup—host=ip & /N\V I T YT RALD P TRLRIZEE]ZFT .
[Mapping] DT DRARE D DataNode E—HILGWMGE X, TNODRANEEEHL
F9,

3 D&Y %< Data Node ZIRFBICERALIZIGS L. TNETNDIUNINHEHIEEHETEL
E3 I

BHLE-THFIE—L. config.ini Z7AILIZEEYFTITET .
Esc #HLTHMD, :wqgEASLTEnter 2L, ERZREFLTRTLET,

vbr -t init -c config.ini &AFILTEnter ##L . Data Store D/\vI 7V T %%
59 %/\v 7 YTRALD /home/dbadmin/backups T4LIM)Z#EAELLET .

. root ELT, T4 NI PYTRANDINVITYTT4LIMNZ DL T B 1T\ O 79T

RALDT AL IR EDEAIE LTz Data Node DAY —)LICAT A2 LET,
su - dbadmin EAALTEnter L, LIBEDOIYUFE dbadmin A—H—&ELTET
LEY,
vbr -t backup -c config.ini --debug 3 --dry-run &AFALTEnter 1§
L.\ T7vTH#ERETIZN\VITYTDTAMERITLET . ROZBRELAHYET,

. Q;}_ﬁ?“/j’FZHZEEIJJ L71=154& (&, Data Store Z/\v o7V I LET, FIE 2 IZ#EH
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o N\YOTYTTRAMIKELI-EAIE. /tmp/vbr TALIR)DT/Av5 O T7A( )L
AL BARREREZFERLTHS. N\VITVTDTANEBEETLEYT  HEEMHE
RTELGWEEIE, D AOYR—KIBBLEHELTESLY,

4. vbr -t backup -c config.ini &AFILT Enter Z# L. Data Store Z/\vY7v 7R
AR®D /home/dbadmin/backups T4LIRIZINyOT7YTLET,
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Data Store M/ \v o7y T DET

Data Store D /\ v 7T MDIETT

@ -NEPERIDEEEREICDONTIL, Cisco TATz Y aF LI —ERIZHEHMLED
B<ZELY,
Data Store Z/\v o7V 7§ BIZIL. ROFIEEETLET .
LNV TYTREVINITTIN—2a BT D
2. Data Store T—AR—X%EEILTH
3. 1\ 7y T H 5 Data Store LTS
4. Data Store Z#CEBIT %
5. catalog A+ v avhEHIRT 5
6. ETLLI=T—IR—REHERET S
LN TYTREIITNIITN—2aVEfERT S
1. Data Store T—AR—XM /Ny 7w T & Data Store 0 Data Node % & Data Node £ ASE L
THAHEEHERELET,

2. Data Store T—AR—XMD/\wH 7 v T & Data Store [ZEIL/\—3> D Secure Network
Analytics BAA U AR—)LEN TS EEHERLET,

° DRAlE NI T YT IN—2a LR BN—23 0 ADT—EAR—ADETE Y R—k
LTWWEEA,

2. Data Store T—AN—R%{F1LT S

Manager [CAS A2 LET,

L ([4'0—/\JLERE (Global Settings)]) 74 A& 2w LET,

[Central Management] Z:#iRLE T,

[Data Store] 27 &5 vHLET,

T—RR—RERDITET,

[7 923> (Actions)] FID +++ ([BHEEES (Ellipsis) ) 7 (a2 0y ILFET,
[{F 1k (Stop) ] Z#FEIRLF T,

[Data Store T —A~"—X > kA—/L (Data Store Database Control) ] 2 7 Z#BL M -FFIZL
THEEFET, CDATIFEDFIETHERLEYT,

3. 7\ w7 v ITHh 5 Data Store Z1EITT B

HBDFE=OIZ, T—ER—ADETDORRIZBHT ROATUFERITLET .

0 /opt/vertica/bin/vsgql -U dbadmin -w <password> -c "select*
from partitions;" >/lancope/var/tcpdump/partitions-full-
DBbackup

—_
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Data Store M/ \v o7y T DET

1. setup-sw-datastore-secure-connectivity X2 T+EFEALT dbadmin M/
AD—REBEHLIIGEIE. pw. ini 1\ ITYT INAT—K 7L JVIZRFSNTLNS/IR
D—RELEBHITIBELHYET . ChETHEVNEETARBLET,

2. config.ini N\WOTVTEREIT7AILE{RTELT= DataNode #45EL . DY —ILIC
root ELTATAVLET, F#MICDOWTIE, T4 N\ IO T VT RACDINVOTITT4L Ik
VR B 1S RL TSN,

3. su - dbadmin EAALTEnter Z#L ., LIBEDIYURE dbadmin A—H—ELTET
LEY,

4. AvRTFOVT T vbr --task restore --config-file config.ini &AAL
T Enter Z1L ., /Ny I 7 v TRALHS Data Store ZETLET .

1. Central Management ? [Data Store T —A~N—X > kA—)L (Data Store Database
Control)] 2T IZRYET .

2. T—ARAR—RERDOITET,
3. [7H3> (Actions)] 5D *++ ([BREEEE (Ellipsis) ) 74> 0V ILET,
4, [RA—F(Start)] Z:EIRLET,

Data Store ZHFEEILT=5. catalog ELVIBRBIDRFT YT avbEHIBRLET . CORFvT
DAYMIETITHILIZRIEIFETHY. HIBRLAELE Vertica ICKARBFEENERITINEE
Ao

1. DataNode M2 —)LIZ root ELTRYAULET,

2. su - dbadmin EAFALTEnter #L ., UBEDITYUF%F dbadmin A—H—&LTEST
LEd,

3. RDAYUFZEIE—L. TL—TF AT TARICBEURITET S
/opt/vertica/bin/vsgl -U dbadmin -w [password] -c "select
remove database snapshot ('catalog');"

4. [password] ¥ dbadmin M/NAT—RIZEZFHZIFT,

5. BHFLf-av REaE—L, avoR7aY TMIBEYFF T Enter #3L T, catalog R
FvTLavhEHIBRLETS,

HEBED=HIZ, T—ER—RDEROFEICHT ROATUFEETLET,

0 /opt/vertica/bin/vsql -U dbadmin -w <password> -c "select*
from partitions;" >/lancope/var/tcpdump/partitions-full-
DBbackup
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Data Store D AT F R

Data Store DA TF2 X

Dt avlE. XD Data Store DREY I TSN TLVET .

« Data Store THDT—2ERHDAEIE

 Data Store FAA> DB MM

o Data Store F1Hl{L & DAL A1) TR —T ¥ E I Flow Collector D3EN
 Data Store ~ @ Data Node ;&I

e Data Node D 3Z# (/\—FITTF7 DH)

() @;ﬁ?ég%%lﬁgf%ﬁbt(ﬁéb‘o —EMOFIEIZIF, DAY R—b~DHR—+D
EANEFENTLET,

Data Store TOT—2EHaDE 1L

Data Store A EXTE S#17= Flow Collector DFIRA U AM—ILTlE, T—2EEBHA T I+ ILETER
2> TWET, T—2EHEZFE AT L. Flow Collector & Data Store [E] D & igi g {5 F & 2Bl
TEE9, Thld. Flow Collector /5 Data Store ~ND Ry b —omBEAFIRESh TS F1)
A THIZERTY,

EfEEATHE. COFEIBEERK90% B TEET, T—2EMHBIEMIH-O>TLNDIGE
|&. Flow Collector B THMIZTEE T, Data Store ITEESNBZT—ADEHEEZEHNIZTBIZ
[&. Flow Collector f 23—z A A TCRDZREEETEXETLET .

1. Flow Collector P TSA 7V RABEEB A A—TJzA R I AT (U LET,

2. [U7R—k(Support)]> [F£#E% % (Advanced Settings)] DIBIZV)YILET,

3. ingest_enable_compression 74— JLRIZRODWNTF N MEADLET,

o T REMREANITT S,
o 0:T—HEMEEMIZT D,

4. [EA (Apply)1ZE2UvILTHhG, [BHRIA4FDTOKIEOUVILET,
COR—TUDERTEDNDEZLIEI. BOTERETDENTAF—IVRICEZELXSZAHAREELAHYET
M. T—2EHEOEIIEIZEEL TIL. Flow Collector & Data Store DB DT —RERE(ZRHT SR
TLNTF—IVANELETHUNDEZIEHYFEE A,

Data Store AL M E N

CDEIIVITTT LS5IZ. BEFFE D Data Store |Z Manager. Flow Collector, &1 Data Node &
EBINTEET , BRAMAIZ Data Store KAS DLV & (&, [JE Data Store FEBI~ @ Data Store 0D
EBMIDFEIEIZHE>TLEELY,

Data Store #]8i{LZDEHF) TXR—T v F =& Flow

Collector MBI

Data Store 3 TIZHIHIIEL TLVBIEE (X, RDFIEIZHE> T Data Store [CEH A1) Manager £
T=1% Flow Collector ZEBMLET,
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Data Store D AT F R

thHUH1) Manager BEUVTz—ILA—/N\—FREDFMMDOLTIE. 3. THR—V v TJz—)LA—
N—EFROEE I1ZSHLTZEL,
Data Store ZEL THEAT A LSIZHTELI=EEFD Flow Collector BB EIE. KT TSATU A%

TIHSHREEOT IA4ILNI) Yk (RFD) LTH S, Data Store HY THEAT D LIIZEREL TEEH
(ZEBMTHI2UBENRHYET,

1. Data Store 7L M BEXFFE D Flow Collector: [ TIHHFED T I+ ILEAD Y 2y 1D FIBIZHE
WEY,

{ REORYNI—IREERFITONHET OINERRTEFTY  WEITDHEEE. £
NoDFYET—IREEVCVETREAHYFEYT,

2. N.AEEYNFYTERRALEZREORE ], 8&U2. BERFORTLOREIOFIRIC
W-TT7TSAT 2 REHRTEL. Central Management [Z:BINLET,

RR—T% TITSAFTRAVY—)UITroot ELTAYAULET,

SystemConfig EAJILT, Enter ¥—%#LFET,

[7—42AL7 (Data Store)] ZEIRLET,

[SSHI ZZBIRLET . 7T AT R T SSH BB ML ETHLET

[Data Store] A=a2—M5 [HILWVZ TS54 7> X (New Appliances)] Z:EIRLET . BENDIE
RIZHELET,

N o g bk ow

o 7OLEAMSET LS. Central Management =F v LT P TSATUARART—RR
HY [BEHEEH (Connected) ] [THE>TLNA I EZHEELE T,

o [Data Store] A=—a1—%# T3 5&. VATLTLEREID SSHEREMNETTSNET,

0 NEDARTDEHEERZIZDUNTIE, Cisco ATy aF L H—ERIZBELVE D
<= aEly,

24
Data Store [Z Data Node ZBH09 BRIIZ, ROBHZREZEL TS,
e Data Store [&. 1 DF7=1& 3 DLLE®D Data Node ZH7R—rLZET , DataNode (3D 1Y
FCEMTEET,

e Bi— DataNode (1) BRAMNHBIZE L. 2 DO Data Node ZEIL T. BE%E 3 DM Data
Node Dty (B XVEBM®D 3D 1 yh) ITHRETEEY,

e Data Node A2 DUAVELY Data Store [EHR—bENFEH A
ERAIZ Data Node ZBIN3 AIZIX. RDOFIEFETLET,

1. Data Store M/ \v O 7 v TEERT 5

Data Node Z3iB 09 ARIIIZ. Data Store Z/\vo 7 v I LET, FIEDEMIZDLVTIL. [Data Store
DINYITITDER 1 ESBLTIIESLY,
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2. Data Node Z#E% % L T Central Management 2309 5%

1. Yk —%4(Z DataNode ZEBLET, FIBDEEMICDOLNTIE, [x2xx 1) —X /Nnv—F™H T
T P ITS5AT U RZREH A RIFEI=IZ[Virtual Edition 7 TSA T REBBEHARIZSRLTL
=&y,

A Ak—)LH|Z Data Node Virtual Edition [Z 2 DD RYcT—H 7S5 TREE|Y L TTL
&0, RV T YT DORIBEIZ2BEH DR YNNI —IT7 R T3ERE TELRITNIEAE
RIZHKBL . Data Node IBIEICERTHIL—TA T FulEEZ IP PRLRZEE|Y LTS
CENTELGELHYET,

2. #[Eltyb7 v T T DataNode ZRELET . COFIETIX, IL—T 12 FIHELL (eth0) B IR
IP 7RLRZZE|Y L TTDataNode B BEEZRTELET,

3. 7IS5AT7AEHETEY—)LEEALT Central Management [Z Data Node ZBILET .
3. Data Store [Z Data Node ZE/N9 5

IR—Tx TTZAT AV —)bITroot ELTATAVLET,
SystemConfig EAFALT, Enter F+—ZH#LFET,

[T—AXF7 (Data Store)] 3 &IRLET ,

[SSHI ZBIRLET , 7T AT AT SSH AB RIS ETHLET

[Data Store] A=a2—H 5 [FLL Data Node (New Data Nodes)] & IRLE T, EEIZEK RS
hBERICE-STRIELET,

S

o 7OLEAMTET LD, Central Management =F v LT . PTSATUART—RR
HY BEHEH (Connected) ] ITHE>TWNAZ EEHERELET,

o [DataStore] A=1—%## T3 5HE. DATLTLEID SSHEZRENETINET,

4. Data Store D T—RZFHBFAET 5

Data Node ZiBANL =5, & Data Node [ZHZ (T —2DMRTFSN S L SIZ Data Node I TT—4
=HARLET,

Bi — Data Node FERfl[Z Data Node Z1E/IL =15 & X 3 D Data Node h’&HH71=. 2D
O zEz=rA+20EEHYER A COFIEIL. % Data Node EEIIZRID 3D 1 &y
R Data Node ZEML=&IZITOBRABIERAINET,

1. Central Management ZBEE T,
2. [Data Store] 37 & &IRLET .

3. DataNode DRAT—AREFEZRL. FTITSATUVART—RAMN [7v7 (Up)] ERTRESNTLY
% DataNode 44 ELET . RO FIETID DataNode [CAT A LFET,

4. AIRDFIETHELT= DataNode T, (SSHZEFERALT)IL—F z)LEFIKH ., (SSHEEMA
+9°[Z)Data Node 7T 547 A —)LIZroot ELTAGTAULET,

5. su - dbadmin EAFALTEnter ##L ., UBEDITYUF% dbadmin A—H—&LTEST
LEYS,

6. XDATURZFIAE—L., TL—UTFF AT TARIZBRYFIFET,
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Data Store D AT F R

/opt/vertica/bin/admintools -t rebalance data -d sw -p <dbadmin
password> -k 1

7. [dbadmin-password] Z& dbadmin M/NRAT—RIZEZEFHRZFT,

8. EHLI-av REaE—L., av ROV TMIBEY T Enter 2L T, T—2D B\
#FRLET,

CNIZIF, TSI avDEOT—ADELEDSEEFLERICEY., LIESEFREAH
MNBGEENHHEITERELTLZE,

RDFIRIZHES>T, RDIFVARIZFHLL (A7) Data Node ZHEHLFET .

e BIDIP 7RLAZEDAARTF Data Node [Z& 5 Data Node (D3 ik
o InZEL7%ILY Data Node MDA
o BETE®D Data Node hMZ1ELT=1& D XX 7F Data Node DB
EDTF)ATEH, FiLLN(RRT)Data Node Z#{iL . DAY R—FEEELTRBEFTETLE

o

o NEDEARIDEEEEEIZDNTIL, Cisco 7ATTvIaF L H—ERIZBEWEDH
L&,

1. $1LULN (A7) Data Node ##1{# 9 5

1. BEfF® DataNode 7 T 547V ALRL S Y7y b7y TRIZH LY (XX ) Data Node 77
SATURERELES . REOFIEZOVTHE. [x2xx VU—R N—FIF 7TFAT Y
REESAFIEBBLTULESL,

ROREFIILET,

o #LL\DataNode MEICR A yF/IR—HMIIEHMIN TS EXFERLET,

o #7LL\ Data Node ', BE7F ) Data Node D TS5AAN—rE LN/ TYvHO (2 8—DxA
AERLC VLAN RICHAHZEZEFHEELEFET

2. DataNode #ERICIEZLTEREANE T,

3. BE7FD DataNode TY TIZETINTWNBA A= E—T H LI, #LL) Data Node DA
A= TYIT I L—RLET U R—MDRELZG &L, D AOYR—FETHERBILAEHEL
it AW

4. #)E1t Y77 T Data Node #E%XE L FE T , Data Node [Z@E 7L eth0 I IP 8LV TS5A
R—KIP PRLRAZZE|Y YT, 0 Data Node HEETF D Data Node ) eth0 B LUV TS5AR—
MIP ERILC VLAN RICH B EEHEZELET .

5. ROFIRZERITLT. ERATETHAH_EEHRLETS,
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Data Store D AT F R

o YR—UxEFTANTD Flow Collector M5FTLLY Data Node M eth0 IP 7KL X2 ping

#ETLET .

o BETEMD T R T Data Node N SHETLLY Data Node DTSAR—KIP [Z ping ZEITLE
ERR

o #iLL\Data Node MBI R—UvEFT RN TD Flow Collector M eth0 B IR IP [Z ping &
ETLET,

o #7LL\ Data Node N SEE7F D Data Node TR TDTSAA—KIP [T ping ZETLE
ERR

2. Data Store M/\ YO T7 Vv I%={ERRT S

FIEDEFEMIZDULNTIL., Data Store D/ NI T v TDIER 1ZSBL TS,
3. P ROYR—bDEME

DRAOAYR—ERL TR BRET TLET,
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JE Data Store BB~ D Data Store MBI

JE Data Store BB~ @ Data Store ) E N

oD FEEHES SRIIZ. JE Data Store KAAL 2 EE T Secure Network Analytics B9 TIZA Y
AR—ILENTWBIEFRERL TSN, FIBIZDWTIK Y ARATFABEDTS0=0T 125
LTS,

JE Data Store BRZ AV AM—ILLTEREL=5. % E T S5FIEIZHE>TIE Data Store BRI
Data Store ZEMMLET,

o BEFED Flow Collector [Z& A Data Store M3EHN
o ¥1LU> Flow Collector [Z& & Data Store 3B 10

o Data Store @ B #4EFERIZDULNTIL. [Secure Network Analytics /N\—K T 7 HEIUY
bz 7N\—=23 DY R—kT RO R ESBL TS,

BE7E D Flow Collector [Z& 5 Data Store MBI
RDOFEIL. BETED Flow Collector ZBFIAT B FUA T,

1. PTS5AT7 U RE V1A IZEEHLET, [Cisco Secure Network Analytics BETHARIDFIIE
[ZHEWLET,

2. Secure Network Analytics [~ Data Store KA/ ZEBMLET, FFMIZDOLNTIE. COHAK
Ml Data Store ALV DIERL 1YL aVES L TLEESLY,

3. Central Manager H\i5 Flow Collector ZHIBRLFEJ . Flow Collector 52xx Z{ERAL TL\55 &
[&. Central Manager H\5 Flow Collector T—3X—XZHIfR T AL ELHYET . SFMIZD
LNTIZ. Central Management WD T T5A T ZADEIRR 1ZS B LTSS,

4. Flow Collector TP U E LUV T—EAR—R T, [TIHHFEREDOT 74 /ILE~D vk JIZEE
HEINTWATO0REETLET.

5. Flow Collector TR BtV 7vTEEFTL, W49 [Data Store] ZEIRLET,

6. Central Manager [ Flow Collector ZBEBMLZET , Flow Collector 52xx Z{HHL TL 515
& (%. Central Manager [Z Flow Collector T—%~—X & Flow Collector T % (ZDJER
T)BEEBMLET,

7. FIEIZE-THEIEVRT7 YT TET—R/—REZHEL. 7ITSATUAEZEEY—ILEFERAL
T#FMN 5% Central Management [ZIBILET .

8. DataStore [C7TSAT U REEBMULET . EEMIZDULVTIL, MData Store #HI{EE D
Manager Z71= (% Flow Collector MBI 1ZSBLTLEELY,

H LU\ Flow Collector [Zd&k 5 Data Store 1B

1. PTS5AT7 U ARE V1A IZEEFHLET, [Cisco Secure Network Analytics BETHARIDFIE
[ZHELET,

2. Secure Network Analytics |Z Data Store KA/ ZEBIMLET, FFMIZDOLNTIE. COHAK
Ml Data Store FAMV DIERL 1L aVES LTSN,

3. N—Fx7ZE=1E{R%E Flow Collector & Data Node ZERL TA 2 AM—ILLET , I
DWTIE, [x2xx V=X IN—F DT FITSAT U RAZREH A FIFF=IL[ Virtual Edition 77
FATOAZREBENARIESBLTESULY,
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JE Data Store BB~ D Data Store MBI

4. Flow Collector TO#EItYr7vTERITL., 4T [Data Store] #1BIRLET,

5. Central Manager [Z Flow Collector Z1B/MLZEJ , Flow Collector 52xx Z{ERAL TL\S1E &
|&. Central Manager |Z Flow Collector +—4~—X & Flow Collector T2 % (ZDNER
T)BEEMLES, COFIETIE. F27=<FHLL) Flow Collector Z{FAL T Data Store &
EBMLTWAERELTWNET,

6. FIBIZHE->THEIELIrT7 YT TCRET—H/—FREHTEL. 7ISATUAEFREY—ILEFERAL
T#FMN 5% Central Management [ZIBILET .

7. DataStore [CF7 TSA T REBMLET , M DULVTIX, Data Store #EAEE D
Manager Z1= (% Flow Collector MBI 1ZSBLTLEELY,
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FSTINa—TFaY

NIV a—T42
TIGATVARRT—RR FERF YR ILDA > (Config Channel
Down)
Appliance Manager T. 77534 T2 A AT—RAELT HEREF Y RILDH 9> (Config Channel
Down)] MBEREINTWDIEE L, REHERLET,
e BEDRE: AV I—VRBIEDHRELHRLET,
e BYEAN7  TITSGAT VAR TATUOTATABAENELIMEEARZIZRESN TSI E
ZHEZELET, FIBIZDULNTIL, [SSL/TLS Certificates for Managed Appliances Guide]Z#%
BLTLZELY,

o fIAR:.7ISAT VR TFATUOTATAIIAZEAEEELIGEIE. TDFIEEHEEL . iIH
ENELWMEBRANZIZRESNTWAIEEMHERLET, FIBICDULTIX, FSSL/TLS
Certificates for Managed Appliances Guide JZZ BB L TLE&E0Y,

o PISATVADEIR:BRFYRILDE I RZTITZATUREEIBRT R5E1E. VAT
LEEENSET TIAT U REHIBRLTIESLY,
o 7TSATARALY—)LIZ sysadmin ELTAT A LET,
o SystemConfig EAALE T, Enter THLFET,
o [JHs3\1) (Recovery)] > [7TSAT7 2 ADEIER (RemoveAppliance)] ZEIRLFET .

TITZGATORRT—ERR . T—R2ANTHIEIESh TOEEA
(Data Store Not Initialized)

Secure Network Analytics D AT LREESTE T T ALELAHYET,

3 R TD Manager. Flow Collector. $ & Data Node % Central Management WA A2 M) [ZEHN
L TH\5 Data Store Z#EAL T DL ELHYE T, FIEIZDULNTIX, 5. Data Store DENHAIE 1%
SHELTIESLY,

TIGATORRT—ERR . T—RRANTHERESNTVEEA
(Data Store Not Configured)

Data Store [ZFTLULNYH—2 4, Flow Collector, F7=1& Data Node ZEBML=15E (X, S AT LK
EETTITADLENRHYET , FIEICDLVTIL, [Data Store DA TF RIS LTS,

TISGAT O REBAA—D x4 A% HK
TITSATOREEBA R —T14RIZIE. Central Management Z@LT. £=IXT7TS5A4 7RI
EEQTALTBHRIETTIERTEET,

STV a—T 429 D1=8HIZ Central Manager Mo T R— v ZHIBRLI-EEIE. 7TS54T7UR
BEIZOVAVTEILENHYET,

1. T29YDTELARN—=IZ, ROESIZFTITZATVADIP FRLREAALET,

https://<IPAddress>
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FSTINa—TFaY

o Manager:IP 7KL XM /Manager/Index.ntml Z1BMLE T,
o {5l : https://xx.xxx.xx.xxx/Manager/index.html

TISGAT VAR TATOTATA DR

Secure Network Analytics /A—23> Ix PITSATURIEENEN . BIEOBCERT7IZA4TY
RATFATOTATARRAEE—RICAV RN IEINE T  TISZAT VR TAT T4 T4 EAEZE
IO DIIAEIZEZTRZ RIS D FIEIZDULNTIE., [SSL/TLS Certificates for Managed
Appliances Guide J&SBEL TSN,

SEBAEIIV AT LDEX ) TAIZE>TEETY L SIRAEEZ AR EYIZE R T 54,
Secure Network Analytics 7 7547V ADBIEMNMEIEL, T—2BELXDERERELYET,

Central Manager H\50) Data Store 7 754 72 A D ElIf&

Central Manager M5 Data Store 7 754 72 X (X H— . Flow Collector, Data Node) ZHlIB&L
T%. Data Store BIAMNGITHIBRESNEH A, Data Store BIAMNGHIBRT 521X, FEITD V) —
VTV ITDLETY,

e Manager & Flow Collector: Manager & Flow Collector [ZBEL TI&.
/lancope/var/services/config—datastore—inventory—snapshot 7 4L 2 NS HIBR TEE
ERS

o Data Node:Data Node DHIRRIITOERNKYEH THD=8 ., LAY R—FEKLT
HR—hERELTZEL,

RARE  RYRT—IR A B FIEIPTRLADER

FIIAT UV ADHRES LXUVERTERIZ. TITSZATUVADKRANG , YR T—IR A& Fi=1&
IP7RLRZZEET BHIZIL, [SSL/TLS Certificates for Managed Appliances Guide D FIBIZHELY
*9,

FIED—IREL T, TTFA4T A% Central Management Ao —BRIIZHIBRLET . 7T /470 R
TATUTATAAEREN BBMICEERAONET

;;547*/7( TATUOTATAIAZR. COFIENO—BRELTEHIFMICESHRZON

FISATUABHRELTRFEEAL TV SHAR, ChEDREDEEITOVTY
2BV EHEEEN, RISKT FIEEEALAVD TSN, ARELIE
PELHEF—DIE—HBHHLERBLTLED,

[KAA > DT A73FT4 (Domain Properties) ] ZBi<

A AZa—m 5, [EETE (Configure) ] > [KAA 2 DT O73F+ (Domain Properties) ] DJBEIZZEIRL
3

FHHIZDOWTIE, TFAM V1SR T ZE,

A
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FSTINa—TFaY

HIBR T AR AU DWTRESN =T RTDT—RIZT IR TELLLS1=86. HIBRT

BTARIMNT DSAT U RAVERET HEEXEENVETY,

BIEE: TRIMNITISAT MDA EBROTT R THIBRLTLELY., Manager Web
A 77— aohsnvs T rESNEEE, FRAIMY TS5 T R TH L Data

Store RASVEERLET . ZhIZKY ., Manager Web 77— 3> ADT7 IR %[0

BTEFET FAMCDERKICDWTIE, TRIMT ISATURANILTDIRAL DB

MIRE Y HESIBLTZSL,

TIFAT O ADRERIZT ISAT Vv AREY—ILERICIE. ROFIREFERLEYS

TISATOREREY—IEFERALTHRRAN ., RYNT—ORAS V& F=XIPFRLR
EERSAGR. TIFATUVARTATUOTATAAIAENBFNICEESRZAONET,

FISATURABNDAL LIIAEREZFEALTNSEEIE,. CNODRENEEIZDLNTY
AP R—FIBBNEHLELLESL, RIZTRT FIBEFERALGWL TSN, DRASLEE
BRELMEXT—NDIE—DHHIEEHRL TS,

A

1. FTSATADT SO PRLRA N—T. IP7RLADEAD URL D#EHY%E /Ic-ast [
BBz FET,

https://<IPaddress>/Ic—ast

2. Enter Z##LZET,
3. BHEHICDOWTIE. XESBLTKESW . 7TS5ATUVADERFEIZSBL TS,

LA —RBETURTLAERENEFH INELz, ZLDOBEE. VATLEREIZIENSSTIL
aA—TAVTEHFNET  HR—MRERIFEIE. DAY R—FETERIVEHhELLESLY,
o [A—H—(Users)]:{ERAIEELA=a1—IL. A4 4> ID(root. sysadmin, ZE7=I& admin) [
O TRFYET,
o SSH: AZa—[Z7VERTBICIE. SSHEEMIZT EMBENHYET,

1. 7FS5AF7 Ravy—)Lizcad 4o LEY,

2. SystemConfig EALET , Enter #HLFE T,

3 AMIUAZA—MoRDA=1—%FRLET,

o RYMIT—9: 7 ITSAT U REBR— b RYNTI—Y AEETELHRAM, BLURYENT—H A
B—TIAREERBT BITIE, [RYbT—5 (Network) ] #ERLET,

o EXaTA: AT —KRDEEF-IEZ YT/ RAT—F1%258) . syslogAVTS5AT7 >
ANEBEERITTBIZIE. [EFX )T+ (Security) ] ZBIRLET,
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o 1JH31):Central Management WD T T 5A TV ADHEIR., TIHHFTROT I4ILEADY)
tyb, BNV DIER., £ (EA A= DEHEEITT HIZIE. [JH/\ (Recovery) ] &
ERLET .

Bl L—PTLOF T EEI—F—T I DEE, LU LY AAL DR
E.)T—k, F=Ev YT O UERETTHICIE, [3H# (Advanced) ] ZEIRLET .

e Data Store: ZMDA—1—I[J, Data Store Z{FEHT D KLIIZERELT= Manager THEHATEE
T cDA=a—Id, SSH DFE®E. #H1E. Data Store ~DFTL LY Manager & Flow
Collector M 3B, Data Store ~@ Data Node 03B/, Data Store T—ARX—XMD/\AT—K
DZEETHERALET, FIBIZDULTIL. Data Store DA TF A 1ETIRAT—R 1S BL
TLZ&Y,

VAT LEREEERTHE, EETEARAMNDYRNE T ITSAT UV ADT IAHILINSCERTEE
T =1L, BB TEARANEERE T BRI, YA R—HMIEBLEHELEELY,

I A EETEIRRMEEET HAIC. LRI Y R—RIBENADETEEL,

EFETELRRANDYRNET IHILEDLEERT 554 . & Secure Network Analytics 7 7547
A ERRND DT T Secure Network Analytics 7 S5 7V ANIEFETESHRALD) Ak
[CEFENTWAEFHERAL TSN, BOLBWMES . TISA 7 RABCTRIETEEE As

1. 7FS5A4A72RAY—)LIZ sysadmin ELTAT AU LET,

2. [yt T—% (Network)] > [{E#E TE SR A (Trusted Hosts) ] Z3EIRLE T,

3. BHICKRREINDIERICHE-ST, EFETESHHRAM Trusted Hosts) | ZZEBLE T,

NI D BB E. Cisco YTR—HMIKBBBEDI ST IV a—TA4V T AL EBELRIGEIZERILE
T MERDTITSAT U ADZWINVIEERTBIZIE. ROFIEEFEHRALET,

1. 7FS5A7 A3 —)IZroot ELTATAULET,
2. [J77\1) (Recovery) ] #:ZIRLET,
3. [E2#r/\v% (Diagnostics Pack)] ZERLFE T,
4. ZEINVIENAZTARTBIZIE, A =2—%EBIRLTHRE (Edit) ] #9Uv o LET,
A=a— EizLz]
R WISV IDITFAINRIZTTL I I R%E
I7ANBDILTAITA BIMLET (B 127 XF).

BV IDITFAILISRT—REERL
SN FT . IT7AMILINRT—REERLIELNE
AT (Password) & B YDIEF T4 L DFE (Cisco
*—) TREILShET,
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XT3 EEIRL. BIEDIERIC
WO TEW/NNVIIBR DNV I T T%

BRD/NNvIT7vT BOFET, N\VITYTDERMIZDOLNT
[£. ANJLF DI Backup Configuration Files |
=SHBL TS,

ESa BHHBEDEI1—LERIRLT, BE
Ry OREERELET .

5. [#7T (Finish)1&0)yILEY  BIEDIERICHST, B/ NV IZERLES .

FISAT U REZTIBHFEOT 4L (RFD) 2 ybhd BIZF. ROFIEEEHALET ., T—
BETELITHETBICF, THHFEOT I4/ILE 2 Ay LTS,

e RFD#2[\: T—A%Z2ITHETAICIE. THHAEABOT I4ILEE 2 A EykLTLES
LY,

s MEDNVITVT TITFATVRDEEEB/TTDHEEE. N\VITVTEELT—HR—
ADINVITITI7AINEFRFELTZE, FHHIZ DL TIE, AL T D IBackup
Configuration Files | (Central Management) & & U} [ Backup/Restore Database (Appliance
Admin interface) | D & FE Y IES L TIZEL, RFD RIZ/N\Y I 7V TEETTHICIE. &
A R—FRZHEBULEHELIZELY,

A TIFATURETBHFARDT IHILNREIC) Yk (RFD) T 5L, TR TOBREFT—
BERFIERMNEIREN, NI T YT EERB LB B ICDOAETTEET .

TISAT U RETITISBHFEEHOT 74 ILNZYtyh3 b &, Central Management Z{E AL
TEREEETTEFTA HR—IDARERIFE(X, DAY R—FETEBLEHEL
=&y,

1. 775472 ARa2Y—)LIZ sysadmin ELTAT AU LET,
2. [UAs31) (Recovery)] > [TIHHFEBEDT 74 )Lk (Factory Defaults)] Z:EIRLET .

3. FﬂﬁI;fﬁéhé?ﬁﬂ_?(:?ﬁofl%ﬁ?ﬁﬁ@??#)lxH:'J't"yH.M TISAT7 o RAEHEIR
gFLET,

I A F—5EZLITEETBIZE. ETTSAFUATRD £2 @ £FL TS,

4 7TS5AF72 AR —)LIZ sysadmin ELTASY AL, BHICRRESNBIERIZHE->TT T
FATVADIP PRLRA RARE . BEUVRAMVEHRELET . FIBIZDOWTIX. COHAK
DIYEy 7y I EFEALEZREDRE 127 avE S BL TS, COFIEIE. RFD
BFIZR b —O R EXREFELTWSIEETEVETY,

5. TITSATUAREEY—ILIZAS L2, Central Management [C7 TS5A T2 AZEEBMLE
T, EEHICDULVTIE, TCentral Management (P 7547 AMERE) 1S BL T,

TIANWCDEEETAIOUNEBNEEENCT LTI ROFIEEZFERALES,
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TTS5AF72 R —)UIZ sysadmin ELTAT A LET,

[E¥#HE% 7 (Advanced)] #:&RLET,

[Admind1—% — (Admin User)] Z:&IRLET,

BEEICRRINDIIERICEN., EBEL—HS— ThOUEENEIETEMLET,

LEEDFIEE#2EYIRL T, Secure Network Analytics 75 RABHRNDTRTDT TSA T AT
B —H—ThOUrEeEDELIEMLET,

a b~ =
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Data Store DEA DN ST IV a—T425

IN—F9TTF7DEADCS TV 2a—T45
TISAT Vo ADEBRFEIFREICETAREDFMIZDOLTIE., [x2xx V) =X N—F9xz7 7
TS5ATOAFEHARIZSBLTIEE0

BT ITSATUAORBRDNS T IV a—T40T
Virtual Edition 77 S5A 7V ADRBEE- LR EIZEAT ARIED EMIZ DL TIE, [Virtual Edition
TISAT O ABREHARIEZSRLTZEL,

#Etvk7 w7 & Data Node Virtual Edition

AV A= )LRIZ2 DD YT —H TS T 2% Data Node Virtual Edition [ZEY K THULE, 2 FH
DERYRT—ITETREBRETERWEO, MYy T TRIRICKBRLET , ChizkY,
Data Node BIEEICIL—T AT FA[REIEIP FRLRZEY Y TEHIENTELLHRYET , FEMIC
DUVTIZ, [Virtual Edition 7 75A 7 AZEBEHARIE#SBLTEEL,

Data Store DS IV a—T425

Data Store M EIEFHIZ Data Store TFHSNAAMN —VBREIX. RATHEARRGELGAN —UA
B0 40% TY ., RATEABTED 60%ETLAN) DREFIZFEATEET,

Data Node D EEMNKHN T )T —kLT=12(Z Vertica Analytics

Platform AN BEIRIIZBREEIL 4L

DataNode D EENFHET [Tk, TTSATURE)T—LI=GE. T—4HHET 57
BEMEM LY . F D Data Node D Vertica Analytics Platform (Vertica) 4/19/175‘ BEMIZBE
FLIEWZENHYET , Data Store DEITEMET TES T 273D Data Node MEZFEITINT
LyhuIE, Data Store (& Flow Collector o T—42DERYAHERITET , 1=1=L. TEHE(H:EOH
[Z Data Node ZH#2E) 9 H_& T, Data Store [CBESMEE. REL-T—42%BET % Data
Node MSERGL . 55Y @D Data Node ERICIREEIZT AL ENHYET,

Data Node ZHHEEI T BIZIEX. RDEFHEFHALTIIZEL,

o [Central Management] > [Data Store] #7 T Data Node Z#2EILFE T, FFMIZDLNTIE.
[F—4/—FDiEE 1 Z#SBLTIEEY,

o [Data Store] 27 H\i5> Data Node HFEEN LA LVE S [, DataNode ICAY AV LTEHT
VerticaZBEIHILET , iKY, BIBLI=T—2HEIBRS ., Vertica A @Y [CHBIEENS
nEzv,

Data Node /\—KR™x7 7IS54 7 RIZELTIX., B#2ET SHIIZ Data Node D EJRE TR
O—DEHFNDEIZEDIGENHYET, BRETAR) S —MN [EBIRA T (Power Off) ] IZERTESN
TWAIEE L, BIRFE%LRIZ DataNode ZF B THEMNTINENHYET , CIMC TDEIRE
FTARYS—DEHFEDFFMIZDULNTIL. [UCS C-Series GUI Configuration GuideJZ# SRR L TS
Ly,

1. DataNode 7 FS5A4 7> RAY—)L(Zroot ELTAT A LET,
2. ROARLEEIE—L. THFARITARIZBEYFITET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -145-


https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/4_1/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41_chapter_0100.html

Data Store DB ADIST IV a—F425

tail /lancope/var/database/dbs/sw/v_sw_[node_name]
catalog/ErrorReport.txt

3. [node_ name] #T—%/—F®DLARI(node0001 &) ITEEHZ FT,

4. BHLI-OTUREZIE—LTavUR 42 A2 3—TJ A4 RIZERY 4T, Enter 2L T
ErrorReport.txt TI3—I7MILDRFDINIEHELET . T 2EEHDOT—4
BWHEOEBEOAREEN IS —AvE—UICREINTVNSIGEE L. RO FIEIZHEA T Vertica
FRFICEEELET,

5. DAY RZEIAE—L. THFAMITARIZBRYFTITET,

admintools -t restart node --hosts=/[data—node—ip—address] —-
database='sw-datastore' --password="[dbadmin-password]" --force

6. [data—node-ip—address] %5449 % DataNode @) IP PRL RIZEZHZ £9, 49 [Data
Store] T [ZRRESNTWBTSAR—FIP PRLRAZEALET , eth0 BE IP PRL X (&
FERALGELTLEEL,

7. [dbadmin—password] % Data Store ) dbadmin M/NAT—KR[ZEZFHRZFET,

8. B LI-a<w > rRZarE—L. CLIICEEY AT+ T Enter 3L T, 5249 % DataNode T
Vertica Z5&HIMICHBRIILET, WIEL-T—2HMHIRSh ., ZOT—42h T % Data
Node MLETINET,

9. Ipbo you want to continue waiting? (yes/no) [yeS]J&L\57°D“J7°|~75§§
TRENDIGEIX., yes EAALTEnter L., FiEHEITET,

Vertica [£5% 249 5 Data Node D1F#HiE 1% 9 5 Data Node MHIEITTT 57, HED
Data Node MME1EL TUL\AEIZF NS D Data Node N RKEDT7A—,S Ty ZERYAAT
LW =155 . [RED Data Node MEIE T HE TICHEBANIMNEIELAHYET,

10. DataNode ~DEHEMICET L RODHRBIEFHERLET , FFMICT DL TIE, [x2xx
=R N—RYITF7 FTSAT U RAREH A RIEF=IE[Virtual Edition 7T SA 7V ARE
AAFIZBRLTIEZS,

[Central Management] @ [Data Store] 27 CTT —AR—ADAT—RAFHEZELET . TohbT—
AR—RFEFz[ Data Node ZHREENTEE T, I DULVNTIL, [Data Store T—ER—ZADAT—4
ADFTRIZSBLTIZEL,
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INVFDAVAR—=ILEI TR ITT DT VT T—h

INYFDAARR—=ILEY TR DT T7DTVTT—F

BEWNDY IR T N—23 020 T 2RmFTD/INYFEA2 AR—)LFHET. Secure Network
Analytics ZERFTDIREEIZRDESIZLTLEEWY, HHMPB LU FIEIZDULNTIZ, Cisco Software
Central IZ7 AL THEZRL TS,

YIRS T7 7T T—hkIE. Cisco Software Central @ Cisco AR—RFZ A UMIEEEINET,
EREIZEEH I BIZIE. [Secure Network Analytics BETH A FIDFIBIZHE>TLIEELY,
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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