atfren]n
CIscCO

Cisco Secure Network Analytics
Jy—Z/—k 750




=P/

(Ol 4
B 4
BB 4
BT DIl 4

N T T I A 4
VMware B 2T B O aB R 4

HIR—RSNTWNBN—RDTT TIYNTA—L 4
CIMC J7—L DT T I =32 4
R I N R Il 5
MoONgOD B 5
AR—=bFA B RADIT D RATR—=RERTE oo 5
B AL 5
H—RIN—T A BT T ) —aY 6
TIVr—230@N—23 QB 6
D 6
B T T R 6
Data Store M TS5 A4 X—k LAN DEXFEE DataNode DILIE . 7
Data Store 7T SA T ADYIR—N 8

BT B 9

ANalytiCS . 9

Cisco XDR A 7 T— D3 E S 9
A T 9
Cisco XDR A 7 T— D i S 9
B BB E AL 7 oD EE 9
TITSATUORBIRNT YT =)l L 10
T—RAR—ZD/I\YIF7vT(JEDataStore KAL) 10
Data Store /XU T 10
TITURRAUMS At RE Network Visibility Module ... 10
FYRD—OREBDITFATOF—IVET 10
RANTIL=TEIR 10
IPVe D TR — I 11
*UDP Director YralR—b . 11
YR T = B 11

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -2-



TN R R 12
FIREN=OTUR SAU AV B—DTIARTIBER 12
Cisco Secure Network Analytics MBRANDA L TL IR 70— %S : Secure Cloud
ANalytiCs . 13
SSL/TLS BB 13
TLS D /N3 13
EERANTADRAEDEM(ARFLEEAE) 13
Central Management ND 7 TSATUADMEBIN 13
HREMUINTWVEWS ROODBEEBRT I FAT VR TATUTATAAIAEDER (BE
B D B 1) o 13
Manager L—H — A = DA R 14
Network Diagrams ... . 14
Secure Network Analytics 7 ) — 3 14
FTIVT—=30ANDT IR 14
ANILTADTARDIEEY 15
BERNDRARE : DRZ L o ) T4 AR 15
B D R R 16
HR—bADBWEDLE 18
B A B 19
DU—RGHR—MER 20

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -3-



[EL&HIZ

FLC&HIZ

ZDRF1AMTIL. Cisco Secure Network Analytics (|H Stealthwatch)v7.5.0 )!) — X D FHtrE &
WEE.N\TBE. BLUBRMORBEIZOWTHRBALET,

Secure Network Analytics D EEHIZDULNTIE. Cisco.com ZZELIEELY,

CMDHAKTIZ. Secure Network Analytics Flow Sensor Virtual Edition (VE) I EDRBH REZEL TN
T® Secure Network Analytics B GRIZH LI P TSIA PR IEVWSHEEZFEFALTOET,

9S54 1. Manager WM& IEF B Secure Network Analytics 7 TS5A T ADT IL—TTI,

BHTOERZEIBT DRI, [ Update Guide JZFEZRL TSN,

YOI T IN—3Y

TITSAT VORI I T E/IN—230 150 ICEIHITBICIE. TTSAT7 U RIZN—232 740,
141, F=3 7142 DAV A= ILENTWARLENHYET LT RICEHFELTLESLY,

VMware B Z B DB EN

Secure Network Analytics v7.5.0 [, VMware 7.0 £1=1 8.0 EH#E M HYFET , VMware
o 6.0, 6.5, F7=1% 6.7 & Secure Network Analytics v7.5.x [ HR—rLTULVEB A, EEHEIC
DUVTIZ. [vSphere 6.0, 6.5, and 6.7 End of General Supportl]® VMware DY =217 L%
SHELTIESLY,

HiR—,rENTWBN—KHTT7 TS5V TA—L

Secure Network Analytics (&, TRFTHAD UCS /\—FHx7 (M6) CHERATEET . FVATL
N—=Sau THR—FERTVNBN—RITF TS5k T —LAIZDNTIE, Hardware and Version
Support Matrix ZS L TS,

CIMC 77— LT F7/\—3>

HBOEHTOERFLFN—FOz7ICEEOEXBEDEH/NVFEFALT, CIMC I7—L
DIF7N—2avENT BEL TS,

RORIZRTTISAToADSGE M EBEFH I OELR(FUCSC U —AMA/N—FHTTIC
BRAIN.MS EXBEHF/NVFIEMS N—KOz7IERIN M6 X @BEEH/ SYFIE M6 /\—FHT
FIZEAINET,

M4 /\—FHx7 M5 /\—KHx7 M6 /\—FHz7
SMC 2200 (Manager 2200) SMC 2210 (Manager 2210) SMC 2300 (Manager 2300)
FC 4200 FC 4210 FC 4300

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -4-


https://www.cisco.com/c/en/us/support/security/stealthwatch/tsd-products-support-series-home.html
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-device-support-tables-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-device-support-tables-list.html?cachemode=refresh

[EL&HIZ

M4 /\—KHx 7 M5 /\—KHx 7 M6 /\—F™Hx7
FC5020 Ty

FC 5020 T —A2~R—X

FC5200 T LY FC5210 TPy _
FC 5200 T—A~R—X FC 5210 T—A~N—X _
FS 1200 FS 1210 FS1300
FS 2200 _ _
FS 3200 FS 3210 FS3300
FS 4200 FS 4210/ FS 4240 FS4300
UD 2200 uD 2210 _
_ DS6200 DN6300
=) VAVIN]Y

RFDVAAQNUEVIZHBOEFH/AVFHRA U R—ILEN TSI EERERL TS, 5
#AIZDULVTIZ. Cisco Bundles Common Update Patch @ readme ZZ L TLZELY, TD/\YFT
(&, BOEL=J)L—FEREER (CA) DFEFIRIEREA DT URIILVGEBAZEFRHELTLET, ChiZIEY
AOADY—EREDEHIZFERTRATIERAE/NURILE, SRTAUNDH—EREDERIZER
T AHNEREEBAZN\URILAEENET,

MongoDB

v150 ADEHFDMEIZ. MongoDB [ v6.09 [C7VvTH L —KFEhFET,

CPU Si5styFEH: CPU AN AVX/AVX2 Bty IxIGL TWVWAZEEHERELE T ESXi DIHE
[E. VM N—FRz7/1\—23>0 11 P EEERLET . KVM DIFE L, KRR SRR IL—ZF AT
HIETHRLET,

AX—hS5AMEVADMS AR—MERE

AYX—b,SAM D AD ISV RAR— R EBEGNERINFELT -,

TITSATORE VLA YRIDLTYT I L—RTBI5EIE. TTSATUAN
smartreceiver.cisco.com [T TEHEFMERRL TZALY,

Bt

UDP Director T o] MRS TULV T, Secure Network Analytics & v1.5.0 ICTEH T H5FFE
DIGE L. BFEFAIRT BHiIZ. UDP Director DS R IR EZ LT EEFHTHULTLEELY,
BHMNTETLEL. S AMZEHEERTIVENSHYET , Secure Network Analytics DB EFT D
HIZDOWTIE, BEFAARESBLTZELY,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -5-


https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-release-notes-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html

[EL&HIZ

Y—RN\—FA&TT)r—3>
Secure Network Analytics &, 7T SA T AAND Y —RKNN—FT4 &7 T)r— 3> DAV A—)L
#=HR—LTULWVEEA,

TI)5r—230MN\—2a3 O H ik

0 LURIZ7 TVEAVRAM—=ILLI=CENBHBEE L. 1 AR—ILF B Secure Network
Analytics D/N—2 3 BN H L EEHERLET .

AVRAR=ILENTWNBT T r—2a3 D) ANEHER T B 55 ERFTD Cisco Secure Network
Analytics 7 ) r—ar OB M IEREEZR T A EIZT DL TIE, Secure Network Analytics 7
T)r—30DN—=Dav BERETR) v RESBLTESLY,

7594

o Bt #HDTS59Y :Secure Network Analytics I& Chrome. Firefox. & &1 Edge D E= T
DFEYR))—REHR—FLTWVET,

* Microsoft Edge : Microsoft Edge [Z[X, 7714IL A XDHIBRNH A AIREENHYET .
Microsoft Edge ZfE LT, YIbD 7 7T T—h Z74IL(SWU) ET7vTA—KRLAEWL &
=HEOLET,

o a—bhyk:TSOH DI a—rhAYREFERLT. WIF DD Secure Network Analytics 7
TSATVADT TIATVAREBAVA—TIARIZT7IEALTWSEE . BEH7OEAD
SETRIE A—FOYMDBEELEWIZEAHYET . TDHEEIE. a—rhvbE—BHIKRL
THhoBERL TS,

o SIBAE: —EDITSOYTIX. FISATUR TATUTATAIBAZDOEDERDEHEMN
EHEINTWET, 7TSATVRIZTIEATELWESIL, [SSL/TLS Certificates for
Managed Appliances Guide S B L CAIBAZEXE T Z 5\, Cisco Y R—FETHREILE
HhE{=aly,

KBET7Ot€X

A SHBDY—ERD=——XEHEFEL. Secure Network Analytics 7 TSA T RIZT7 1R
FTHEARBAEZZEAMLTEWMELAHYZET,

ROWTNHIDA T3 ZFERALT Secure Network Analytics 7T SA TV RIZTHOERATESZ
EEFEZL TS,
FE7ISAF7UR :a0Y—)L@AVY—ILIR—bA~D YT ILEES)

KVWMZNLTT7TSA 7 RIZ7 IR TBIZIX, Virtual Manager DR X1 AV ESBLTLES
LY, =1L, VMware 2N L T7 T S5A4 72 RIZHERE I BI1Z(E. vSphere M vCenter Server Appliance
EEAA—TIAADFF AV MESBLTSEN,

N—F9x7:a0Y— )L (A y—ILiR—bADIN) T IVIESE)

ST TERIEEZA—EF—R—FZFERALTT ISA 7O RICER T BIZIX T4 AR—
JVET VT T LU—FRHAR IR—=D(ZYAREN TSR DI Secure Network Analytics Hardware
Installation Guide]ZS BB L TLZ&ELY,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -6-


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-device-support-tables-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-device-support-tables-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh

[EL&HIZ

IN—FTF7:CIMC(UCS 7TSA 7> R)

CIMCEZNLTTZTSAT7 U RIZF AT BIZIE. [Cisco Integrated Management Controller
(CIMC) Configuration Guides] R—ZIZY RSN TWNA TSV IA—LDHERFDHARESHELT
{fZ&Ly,

AMDFE

SHEI—EXDPBE(ZHES-BEITHEA T, ROFIEIZHELY, Secure Network Analytics 7754
TORIZTOERTBADAEEZBNLET,

REEIIN—FIT7OAZEFERALTTISATURIZOT A TERWNGEIX. 7TS54T7
ADAIRT—D A B—TA A T—HMIZSSHEEMIZTEET,

A SSH AT BE CATLOEEYVRINENLET . RELIBEIZOASSHEZHR
L. FANET LEOENCTEENEETY,

Manager [CAS A4 LET,

[#&RE (Configure)] > [/ O—/\JLSEh & 3 (GLOBAL Central Management)] #:&iRLE T,
FTISATUARD [793> (Actions) ] FID [+ (BBBEFB)7AaU]1E0)vILET,
[7T547 2 A& D #RS (Edit Appliance Configuration)] ##IRLE T,

[7TS547 > A (Appliance)] T % EIRLET,

[SSH] o2 avERDOITE T,

[SSHD E%H1E (Enable SSH)] Fx I RYIREAUIZLT. FTSATUVA~ND SSHT7 O+
AEHALET,

8. [EXTE D& M (Apply settings)] &)y ILET,
9. EEICRRINDIERICHK-ST. ERELEFELET,

N o gk~ e =

I A SSHIE. ERART LT EMIL TS,

Data Store M TS5A4RX—k LAN D% E & Data Node D ILIE

v1.4.1 LAF%. Secure Network Analytics [ TS5AR—FLAN D IP PRLRAIZHEDEHEZEALE
T TTAR—FLAND IP PRLAZFERAL THRESINTLVS Data Node DI R THRDEHZE
T=LTWAIEFRERL T EELY,

o RUID 3AIT VNN 169.254.42 THBHZ &,

o HIRYMN /24 THBZE,

| 0 151:169.254.42.x/24 (x (T HAMZK->TEYHTONT-FE S (2 ~ 255))
FHMIZDOWTIE, Y AaYR—FIZEWEHhE TS,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -7-


https://www.cisco.com/c/ja_jp/support/servers-unified-computing/ucs-c-series-integrated-management-controller/series.html
https://www.cisco.com/c/ja_jp/support/servers-unified-computing/ucs-c-series-integrated-management-controller/series.html

[EL&HIZ

Data Store 7 75472 ADHHR—k
RADOEKT. Data Store 7TSA T ADYHR—MZDWVTEHRBALET,

FISATUR WAEMNESH Y R—rENBETIL
e DS6200 W /LF/—K (v14 LI&) Ft=Ex o5 )L
/=K (v1.41 LUBE) . N—F ¥ LI T3>

e DN6300 W JLF/—FFE=IEI2oTIL/—K(v14.2
L&) . IN—F ¥ )L T a3

Data Store Yes

e Manager 2200, /\—F ¥ J)LTT 43>

e Manager 2210 7= Manager /\—F ¥ LT T4
23y (V1.4 L) o NR—=F ¥ LT T423>TlE 4
DDETILHFIFAATRE

o Manager 2300 E7=I& Manager /N\—F ¥ LT T«
:/3:/(V742 U\K%) o

Manager Yes

e Flow Collector 4200 & & . 5200 &S . Virtual
Edition

 Flow Collector 4210 & FE71=I& Flow Collector
Virtual Edition (v7.4 LLB&) *

Flow Collector  Yes  Flow Collector 4300 & & % 7=I Flow Collector
Virtual Edition (v7.4.2 LL[&) *

 Flow Collector 5210 & & E7=I Flow Collector
Virtual Edition (v7.4 LL[&) *

* N—FVI)LITT42arTIE 4 DDOETILAFI AT EE

o M5SX LIBTDHIDIZE . v14 LIEDEEDET
JLTY,

e N
owsensor | o . M6SX tHMIBA . Flow Sensor [Z v74.2 LIET
DHYR—rENFET,
UDP Director  No e VISLIBDOIT RTHETIL

Data Node DR R—bENTOWER A T—2ARNZETRTERE/N—KHIF7T
O 525 TRCN—FIIFTHIBEASY . BN/ N\—RH T (F T DS 6200
F1-IZFTXTDN6300) THALENHYET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -8-



HikRE

T e

Secure Network Analytics v7.5.0 J!) — XD RELRE R TRDESY T,

Cisco XDR~ADT75—FD1EE

Manager I Analytics ##EZ {8 FHL T. Cisco Secure Network Analytics 75—k % Cisco XDR [Z
BEETESEIITHYELT=, Cisco XDRIZT T—brZE1X{ET H L. SecureX [CHEEINBHZEITE
BELTLEELY,

#EAZRE
Cisco XDR [Z75—FEEETBIZIK, A—F—IZ7 UV RENAVETT , A—F—[ZT7 I RHE
#H593BICIEX APIOSATUNERETHILENHYET,

Cisco XDR[ZAT AL, HILWAPI US4 7 U R EESE T LET ([EHE (Administration)] > [API
2547k (APIClients)]) . [754 7> +4 (Client Name)] 74— JLRIZ. TR ZAALET,
DIUR)IE BEBIZ XDRD [U954F7 >k (Client)] BIIZREREINBZSAN)LIZHEYET  [Ra—T
(Scopes)] a3 T [T RTER (Select A1 Z VUL T, TRTHDFTVIRYIRELY
[ZLZET , Cisco XDR M EFHMIZDULVNTIZL. Cisco XDR MY A FESHRLTLIEELY,

Cisco XDRADT7S5—rDEE

Analytics T Cisco Secure Network Analytics 7 5—hrZ12{E9F BIZIE. [75—FDEEHM (Alert
Details) ] R—2 D[4 T hM%EE (Post an Incident)] 74— LRZE AT 5. [CEEET
IW—ILEERRLET,

o [75—bFDEEH (Alert Details) ] R—UIZF I ERTBIZIE, A AZa—h S [E=F—
(Monitor)1> [75—k (Alerts) ] Z:#IRLFE T, [75—MEZE (Alerts Summary)] B FHEET,
75— RIRTDHE FDT5—RD [75—FDEHM (Alert Details) ] R—U A BHEFET,

o [[GZEEHE/L—)L (Response Management Rules)] R— 270X T BIZIE. [BRE
(Configure)]> [#H (DETECTION)] > [i5%& & ¥ (Response Management)] > [JL—JL
(Rules)] #EIRLFE T,

[T bMiE{E (Post an Incident)] 74— JLRZ{ERT BIZ1E, £ SecureX FREH
0 BT BEMRHYET , HiEIZTDTIE. [Cisco SecureX Integration GuideJZSHRL
TLEEELY,

Secure Network Analytics 7 5—k% Cisco XDR [TEETAAEDEFEMICDOLTIZ AILTD
[Analytics: Cisco XDR ~ND 7 5—hrDiEE IFEYVIES L TS0,

EEBEFERALE7I—MDIEE

F- B BERNTEFA—IL. syslog. H KU webhook 793284 T%#{FFHL T Cisco Secure
Network Analytics 7 5—hr&EETEDKIICHRYELIZ(BRE. ChoDT UL a4 TH#FERLT
Cisco Secure Network Analytics 77— ALZIRBTEADELRIRTY ) , B EEEEFHLT- Secure
Network Analytics 75—k DEEDFMIZDOLTIX . AILTDINEEEE . J—HJ0—FNEVI%
SHBLTIESLY,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -9-


https://www.cisco.com/site/us/en/products/security/xdr/index.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh

HikRE

TISATVADREIZT ITFAT VR T vT V= VEERESNGRBYELZ TT 4T
AADPEIAT AUz, EEyb Ty TY— I EFFERALTE T TIA TV REHRTEL . Manager
TEHETEALSICLET, EEMIZDULNTIL. [ System Configuration Guide JZ S BB L TLFEE0Y,

JE Data Store KAL DT —BAR—RN\YITITEERTHEZIZ, T—ER—ADAFvT3v
REHEIBRT 2L ELLLIEYEL =, EEHIIZDULVTIX, [ System Configuration Guide &S BB L TL=
(AW

Data Store M/ Ny o7y T IO ANEFHEN, 7TS54 7> R —)L (SystemConfig) 9L T

EITINBESIZHYELT-, [Data StoreD /w47 w7 (Data Store Backup)] A*=—a—AVEBIIEH

FLzo COAZ2—TIX, VE—FRRALDERE. \VITITDTANEH A XD RBELYD-HD
Data Store /Ay 7T DVIN—HILDET. N\ ITVTRIEDEER, B LU\ I TV TDET
FITOITEMNTEET, FHFMICDULVTIL, [System Configuration Guide &S BB L TIZELY,

v7.5.0 TlZ. Cisco Secure Client (AnyConnect Z&¢>) Network Visibility Module (NVM) k5214
#HRY) AL Data Store BEAIZRDEEEAEMSNELT =,

o NVMFST49ITURRAUMIP ENLIZARRAMN V=T ~DITURRA DB

o TURRAVMERICEDCHRAL X ) T4 ARVEDIERK

o NVM ;5 749912F < NetFlow 1R H

e Report Builder TOA 7Ry T —070—DRFEERT

Flow Collector M ¥ #5% E (<. nvm_to_flow_cache & nvm_filter_untrusted flows @ 2 DD FH L LY
T4—ILRAEBIMENELTz, EBLETIHILME 0 THY . NVM DIEFETEHELNS Ty DA
BEWETDICIFNICERTTLIBHELHYET, 5EMIZDULVTIL, [Secure Network Analytics
Endpoint License and Network Visibility Module Configuration Guide v7.5.0]ZZBL TLf=&lY,

Cisco Security Analytics and Logging (A>T LI R) T—RIZE I RvrT—oREZEEMLEL
Tze COBREZTENZTDE T TavIINEF—2 YR BLUHEDEHHEZLYEFMICIRET
=FEz9,

e EX5E:[Cisco Security Analytics and Logging (On Premises): Firewall Event Integration Guide/
DIETRIZH L TLZELY,

- 91U JO0—RFR. DAL XTIV, BEVLR—FE LT —TIFAT 04—
LagEYT)TEET,

RANT =T EEBENEHEIN.IP FTRLADNEMFIEIZY—bENBESI1HYEL, KRR
I—TEBEOFHEMZDOLTIE AILTDIRRAMN IL—TDOEBREHTE I1ZSBL TS,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -10-


https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/security-analytics-logging/products-installation-and-configuration-guides-list.html

HikRE

v150 TIX.IPv6 BV T T ILAZYIIZH L TRO S R—EDRIE SN ET,

FTSATOR/ IPv6 BELUTATILAZYHD

TRINTHSL TR HiR—k IPv4 O #HHR—b
Manager v y
Flow Collector v v
Flow Sensor v y
Data Node v
TRINT 9547k v

UDP Director*

*UDP Director Hik—k

« M5 UDP Director: M5 UDP Director (UD2210) & E 9 AFEIZIL. [IPv4] & [TaTILARAYY
(Dual Stack)] AR TEE T, [TaAT7ILRASYY (Dual Stack) 1 AT a3 %:8IRT 5E.
UDP [X IPv4 2 TOAERIEEITLVET , F=1=L. EEICIX IPv6 Z{EHATEES, UDP
Director @ IPv6 B5iE D EEHMIZDULNTIZ. [Cisco Telemetry Broker 1—H—H AR 1#SBBL
TLIEELY,

o M4 UDP Director: M4 UDP Director (UD2200) 2% EJ 1B & . IPv4 DAY R—IShFE
9, M4 H KU M5 UDP Director DEFHRIZDULNTIL., TCIMC 77— L7 /IN—2av 155
BLTLESLY,

o RXYNT—HDE—KRDER: 7ISATUADRYNT—DF—FDZEE[ZDULVTIE. [System
Configuration Guide ]Z&Z ML TL=3LY,

TFISATUOAD YN T —IF—RIERONTNHID A EZTERTEET (DataNode 7TS5A47
2 A& UDP Director #f2E%9),

o [IPVADH MBI TaATILRAYY ]
o [IPv4 DA |1BTIPVE D H )
[FaT7ILREYT 1DTIPVE D |
[FaT7ILRAYT 1MBIPvA D]
[Pv6 M Pv4 D]

[Pv6 D#H 1B T AT ILARAYY ]

Data Node THHR—rENBHRYRT—HOE—KIL IPv4 DH T, Data Node DRy —
O =—FOTFE 150 TIRHFE—FSATOEL A,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -11-


https://www.cisco.com/c/ja_jp/support/security/telemetry-broker/products-user-guide-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh

HikRE

M5 UDP Director (UD2210) 5% €9 BFEIZI&. [IPv4] & [T 27 L RA Y% (Dual Stack)]
MBIRTEET, [TaT7ILASYY (Dual Stack)] A7 3% EIRT SHE., UDP (X IPv4
BHETOHRELEFITVVET, =1L, BEIZIX IPv6 ZFERTEE 9, UDP Director M
IPv6 B5E D EEMIZDULNTIZL. [Cisco Telemetry Broker 1—H —H A K]S BLTLEE
LY,

M4 UDP Director (UD2200) 3% 9 BB & (L. IPv4 DAY HR—rENFET M B LU
M5 UDP Director MEEHHIZDULNTIL. [CIMC J7— LT TF/IN—U3y |28 BLTLES
LY

TITSATOAD R YR T—OF—FDZEEIZDULVTIE, [System Configuration Guide]Z&
SHEL TS,

SEHAIZDULNTIL, [System Configuration Guide]ZZ B L TLZELY,

Ny TFrDOTOER(EvIS0 TEFEINEL =, FMIZDWTIE. ALTDN/ 4 yh v
TFrv 1 LU TManager TO /Ny X TFr IDREYIESBLTESL,

v15.0 TlEX. RONAT—FEENTHhhEL]=,

e root DT IAILMART—KMNELEEY  root INAT—R 7O ANGHIBINEL-, EEMH(ZD
WTIE THIEBEN =T UF SA AV 3—DzA A TORR 1ZSBLTESLY,

o NRT—FtybT—rFTaL EBES B SystemConfig TS5T 1A HIBREN ELT =,

o admin & sysadmin /XA —RET 74 JLNZY YR TEET , root FHOUMIIF/SZAT—F
#HEALTTZIEATELGW O, INAT—FDJ YR AN LIEHYEE A, FEMIZDOL
TIX. THIBREN-aIUR A4 A BR—DAR T IRR 1S BLTESLY,

o Manager TD admin /AR —FZ)tyb3d 560D TOEREEELEL-. cOTOER
[E. [EF 2T+« (Security)] A =a—D T TS5A 7> A —)L (SystemConfig) LT
HINSLIITHYEL =, 3FMIZ DL TIE. [System Configuration Guide|[Z SR L TLZE
LYo

v150 1) —RATEX T4 REINEMEINI=T-. ARV A AV B3—TAR T IAD VI
RBENFEL =, ST a—TaF ERTAYR—NIZIXK, BIERETITSAT7RaAVY—IL
(SystemConfig) #FRTEFET , ROKRTIE, PR Y R—+ZFEHALT—FHGZITUR 54
DAVR—DTIAR T I RERMETEET,

o TURRIF NFGTNLa—T4VTERIFIVAN)IZOAERSNET,

o 7OERIE . DRADIARUIR FAY AVBA—TA XTI EAR)—IZH->THEASINE
ERS

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -12-


https://www.cisco.com/c/ja_jp/support/security/telemetry-broker/products-user-guide-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html?cachemode=refresh

HikRE

Cisco Secure Network Analytics WS RANDATLIRXT7A—D
1%51E : Secure Cloud Analytics

TR T7A—%1%({ET B8 D Flow Collector % E % . Cisco Secure Network Analytics Hh 5
Cisco Secure Cloud Analytics [CFEBILEL =, FIED—IREL T, Flow Collector 7 7547 R0
Y )—JL (SystemConfig) ICAY A LET , SFHIZDULNTIL. [Send On—Premises Flows from
Cisco Telemetry Broker or Secure Network Analytics to Secure Cloud Analytics Guide ]Z &R L T
=30y,

SSL/TLS EfBR=E

SSL/TLS 7TSA7 VA D EAEDEH, X T4Fv . BLUVT—U70—ZEHLEL
2o TRTHDT—YI7A—TIEEIZHRET D1=0IZ, Wb T [SSL/TLS Certificates for Managed
Appliances Guide]IZEEE SN TWLVSFIBIZH > TLFZELY,

TLS D/ \—3>
TIZATURD TLS N—DaV B EERD&LSIGEIRTEE T vIS0IZT7 VT I L—RT %L,
N=2a2 12 BEXPN1 3BT IHILNTHR—FEINFET,

e TLS1.2 B KU 1.3(TTAILE)

e TLS 1.3 M# (Data Store TIEHR—rSNhTLVEEA)

BHEANT ~DERAZEDEM (WAZLFERAE)

FISATORTATOTATARBREEDAALEBREICEESBRASIZIE., LRI TAToT4T4
SIBAELFr—2 (L—EEBAE L REIAE) R T I SA TV ADEBARNT AR IZT7 VT
A—RFgHBLENHYELT,

v15.0 Tl BRLEFIBICIHL T, BEEBRIAEF T —MNIAEEZT7ISAT7UADIEE
ARTITEMT 512 TEAET . AIAEDEHELUVUFIEIZDLTIL, [SSL/TLS Certificates
for Managed Appliances Guide JZZ L TLfZE0Y,

Central Management ~NDT7 T S5A 7 AMDEM

ZLDEAEREN T —4-70—|Z[Z. Central Management ~ND T TS5A T ADEBMNEEN
TWET . CDAZa—(X . TTSATUVR CINTYT V=L TTS5AT7 RV —)L
(SystemConfig) [CFBBEISN FELT=,

HENMINTWVEWS RONBEEER T ISFAT VA TATUT14T145LAZE
DEHRGIBAZDEH)

FISGAT IR TATUOTATAEAE L. BIRUINIZARDRNH T EESHRZ TS,
HIPR B ZHEEE 9 AIZIL., [SSL/TLS Certificates for Managed Appliances Guide JIZE2 &k &
NTWSFIEICHRWLNET,

BT DIAZEDAMHARNS TN TOEWNEEIZ. HILLW ROOBEERZTIFATURATAT
UTATARERAEZ AR T =0 DT—Y70—mERIEEShEL-,

Manager 7 754 7> X32Y)— )L (SystemConfig) M [EEBAZE D E #H (Certificate Refresh)] #
Za—%FERALT. IR TCOEBEBRNRT I SATURELIEBIRLBLRDTISATUVADTAT
UTATAIIAEEE R TEET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -13-


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh

HikRE

o IRAMER: 7TSATURADKRAMER (P FRL R KRR FALVR) [FRFBSNhFET,

e ZFE|{:[SSL/TLS Certificates for Managed Appliances Guide|[3EEE] D FIEIZHELNE T,

o WAALRAE: 7ITSAT VR TATUTATABAE X, COMRAEEHRFIETL RN
BEERTISATUVRTFTATUOTATAIIAEICBEMNICEEZT A ONET , h AR LA
EAXFEHT AIZI. [SSL/TLS Certificates for Managed Appliances Guide|][3EE] D
[SSL/TLS FTSAT VR FTATUTATAIBAZEDER IO FIBICHWVET,

Manager Ul DA hEBEEBLELT -,

v7.5.0 Tl&. Network Diagrams ZRIDT7 F1)r— 32 537 D Secure Network Analytics [ZFE &)
LZEL 7=, Secure Network Analytics & v7.4x MBS VIS0 ICEHTHIEES . TNTORNREShE
T =L COEHDO—IRELT, A =2—DRIDIBFRH S Network Diagrams 7)) r—3 (2
TOEATHEIITHBYELIZ(UTESER),

BETE D Network Diagrams 7 T —a | d 7oA AR— LU TLEELY,, Network
A\ Diagrams E7 AV AR—ILT BE . BEVORO—EI7/ILESHT, BER TSN
TWATRTOI7AILHOEIBRESNET,

TEEFHAARIDFIEIZHE>TLIEELY, Secure Network Analytics & v7.5.0 ICEEFHLI-H. RD LS
[Z Network Diagrams [IZ7 7t ALET,

IR—TylzasdAoLET,

. [LAR—F (Report)] A=a—%E&IRLET,

. [Network Diagrams] Z&RLET,

. FIBIZOWTIE. @A) TAa > AT (Help)1 9w oL TLEELY,

AW N =

Secure Network Analytics 7 1) — 32 1d. Secure Network Analytics DHEEEZRIEH LU LR
95, BB —RAIRERA T3> DHEEETT .

Secure Network Analytics 7 74 —a> DY) —R RV 1—)UIL, BE D Secure Network
Analytics D7 YT L—RTOVREIZERERTT . TD7T=8. Secure Network Analytics D7)
J—REYHEEHLTEH . EIZILC T Secure Network Analytics 7 7Y —Sa B TEE
ERR

Secure Network Analytics DEFTLULNY —RIZK T D EIIZEHRFASNE=TITUN, T4 A —
IWTELRWGEELHBYET, 7TV —2ar DRFI/N—DaV MRS S FETICEER A NS
BELHYET,

=D Secure Network Analytics 7 TS — 3> DIEHRETAMEIZ DL TIE. RESBL TS
LYo

o Secure Network Analytics 77 ) —avDN\—Ua  BE<RR) IR

e Secure Network Analytics 7 ) — 3> DY) —R/—k
TI)r—ao~DT7IER
V150(27v T L—RLE=o ROFIEERTLTTZ IV —avIZ7OEALET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -14-


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-installation-and-configuration-guides-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-device-support-tables-list.html?cachemode=refresh
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products-release-notes-list.html?cachemode=refresh

HikRE

1. A A= a—m5 [#ERK (Configure) ] > [ A—/\ )L E B EIE (GLOBAL Central
Management)] Z&ERLET,

2. Secure Network Analytics [7 T — 32—+ (App Manager)] 37 % 91)v o LET,

LLRTE . RDF A K% cisco.com [ZHBEL TLVELT=, v1.50 Tl ZOERIINILITTOHAERT
TFET,

HARD 48 AILTRE YD
75— LN 75— LAE OB E
TIHILEDHRE L = o HRBLKRNS—DHRTE (HWREL EFX2)TAANUEL)
F2UTA ANVEDETE o KRN L—TDEEELVHEE
ARBLYTTITHED  pmiyr7yToEE

H—ER . TIIVr—2a30 F=EHRRAMN IL—TZHIBRLTEH, A RAZL X1 T ARUEND
IZBEEMICHIBRENER A, FTDT=HO. HAZL £FXa1UTA ARUCDBRENESNZEY ., T5—
LDRERPERBARET HAREEL HYET . BERIC. BB I —FEENICTHE, BINSNnT=

ﬂv; h;)é/_—7°0)7\l/‘yl~“7»r—r~“fﬁﬁll BRENd=0. hHRAEL EX1) T4 AIRVNEEHITINE
NHYET,

HREFHEEIRDELYTT,
o R ROFIEZFERLT,. TRTODHAREL X2 )T4 ANUNEHERL. ENOHIERE
THHEEHERLFTT

o BHE:Y—EX. 7T —3> FIEHRAN IW—TZHIkT S80I, FIEEBR T —F
EEMCTHRNC. DRRL X 2)TA ARVNEHERLT. ThoZBHTILELHD
MEIMZEHIEL TS,

1. Manager (AT A2 LET,

2. [E%5E (Configure)]> [# 7K1 —E&HE (DETECTION Policy Management)] Z:&RLE T,

3. ?Zi@_t#:ﬂ}?{ ARVRTEIZ, = (EBFS) 7TA3V%ED )y, [#R&k (Edit)] Z:E
RLET .

o R HRIL EXa)TA ANV EBTHAIMNIL—ILENGZWMGEE ([, AU
ZHIBRT oM ANV ERELTEMGIL—IVEZERALET .

o FHE:AIBRFELITENLTEFEDIL—ILE(H—EXORAN IL—THEE) AR
LX) TA ARNVMIEFENTODIGE L ANV IERIBRT S5 AU EiR
ELTEMGIIL—IVEZERALEY.

I o HMAFIECOVTIE. @ (AL TA4a0E5 ) v LTS,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -15-



BREN D SRR

BN D [ 8

DI aVTIE, COV)—RIZHFEHETDRREE D H D/ (RKE) I T H1EHRERHELET .
B REaIZIE. Xt 9 B Cisco Defect and Enhancement Tracking System (CDETS) HF S A HYET,
CDETS U2 9% Vw9 HE. BREDEGFHANKRIRIEINET,

CDETS

CSCwi37680

CSCwi33350

CSCwi37953

CSCwi37948

CSCwi37946

CSCwi37945

CSCwi37950

CSCwi39002

CSCwi37944

CSCwi37947

CSCwi37952

CSCwi19387

CSCwi37949

B4R

Data Node fJ‘:'HJI \‘[J L'CL\%)%‘S\ Data Store Retention Manager AARKAw 7
AT —AINZTETLHIELNHD

FQDN H—/\—7 KL RAZEHALTLDAP 1 —H—ERiIH—EXFEBMNT S
& . Manager [Z default_error AR REN 5

T4IVBEFERLILR—FE LT —DBREBEHERICT I RRSNAGL

Flow Collector @ [E%5E (Configuration)] R—U TEEE{RF T S&. Flow
Collector [Z 500 TS—MFERINB

SWAEntity (F71=1% SWAType) M XSD T partner—ip—address DRI SN 3",
TvTTL—FDORENRLET D

Tv7TIOL—FR#&IZ. EH S 1) Manager DY Flow Collector 5000 0D 525824
5, 7Y

Update Manager D\ swu(I7—LDT 7 ONYFEH I7AIL)ZT7y7O—FK
TEHL

LIR—FE LS —[Z AR—RTRYLNT=IP PRLADEDLZIP PRL R
F-FERIS—MNRRSNAL

Central Management D/\w I 7 VTR EXE LT HE. FO—NILEBET
S—rDERENEINIZED

Central Management @ [7 754 7> A% TE D#RE (Edit Appliance
Configuration)] @ IPv6 EFHE—F DT T 54T RIZ, eth0 D IPv4 & IPv6
DEAMNRTRIND

IPv6 ERE—RTIPv6 7RLREZER T & VAT LNEICI—H—IZHL
BRAENBERERDLSTOVTIERTT S

LIR—FE LS —D7O—ERT—RALR—FH TR TD NetFlow /\—
DavEHR—RL TV

TFISGATUORTATUOTATAGZBEBRZDEEICHRALIIBAENERS
N1=1%4& . Central Management [Z&>THLWWI7AILD 7 yTO—KNT
Avo&nhd

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -16 -


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37680
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi33350
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37953
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37948
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37946
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37945
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37950
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi39002
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37944
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37947
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37952
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi19387
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37949

BREN D SRR

CDETS BALRIL

TFRAINTOSATINDERIGBDRALU NS ISEERET HE. TIAILED

e s I KAL) ISE R—I ALK

CSCwi37951 Network Diagrams Hh'5 [7R!) & —& I (Policy Management)] Z1EiR3 5 L. 1
22 Weloy L—2av o w RS —TR AR L—T AR RENAL

CSCwi37954 TyTTL—REICIPve TOFXH#ERTHE, TINARZBEFAT—RAMN

I — [& §kiF A (Enrolled)] M5 [{ERA T (Unavailable) ] ITEEIN S
CSCwh66159 RART IW—TDEHRFEICEKRT DL Manager DT 7A IV AT LI AN
S T74ILT100% EHHRLEN S

CSCwe25793 FIPS/CC E—RMNEMIZIE>TLVSIHEE . DataNode S UL MDD T7AILD

BEZIAYITELL

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -17-


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi39016
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37951
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi37954
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh66159
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwe25793

YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -18-


http://www.cisco.com/c/en/us/support/index.html
http://tac@cisco.com/
https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

EEEE

T=aT7ILDON—D3y  ABEA B
10 20234 12 A 13 H BHID/IN—30,
— antE Y A K N
1_1 2024 ﬂz -I ﬁ 22 E Hx;EL\(GA)o r%ﬁ*ﬁ%ﬁbjtb/ﬂ/@

lAnalytics DRBEEFHLELT =,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -19-



YU—R 4 R— MR

)1) =R R—MEER
J1)—R 750 DARX—AE B (GA)BIX 2024 £ 1 A 22 HTY,

— RIS TR I T DAV TFURYIR—b, 1\ F | — B AT F R —RIZET %Y
R—r2A LS4 1EHR. £ LLIZL Cisco Secure Network Analytics VI T7 SAT7HA9)L 4
R—MZET2FDMDEEHRIZDULNTIE. [Cisco Secure Network Analytics® Software Lifecycle
Support StatementJ[2EFE] S HBL TSN,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -20-


https://www.cisco.com/c/en/us/products/collateral/security/stealthwatch/bulletin-c25-742163.html
https://www.cisco.com/c/en/us/products/collateral/security/stealthwatch/bulletin-c25-742163.html

- 4= 1=k
Z1E1ERER

Cisco XU Cisco AT L, P RAOF X ZDEESH D AKRBEES LUV ZDMDEICE 1T HBEEET-
[FEEREIZETT . D AODEIZEND—E (L. LD URL TTRERWVEITET,
https://www.cisco.com/c/ja_jp/about/legal/trademarks.html, SEEE SN TS FE =EHEI D BEHIE
X, ZENETNDOFREZIZRELET, [/\—hF—1E WS HBOFERIE RAabtittEDE D/ —
F—2yTBREZEKRTDEDTIEHYFEE A, (1721R)

ol I (N I 1 © 2024 Cisco Systems, Inc. and/or its affiliates.

c | S c o All rights reserved.


https://www.cisco.com/c/ja_jp/about/legal/trademarks.html

	はじめに
	概要
	用語
	更新する前に
	ソフトウェア バージョン
	VMware 互換性変更の通知
	サポートされているハードウェア プラットフォーム
	CIMC ファームウェアバージョン
	シスコのバンドル
	MongoDB
	スマートライセンスのトランスポート設定
	高可用性
	サードパーティ製アプリケーション
	アプリケーションのバージョンの互換性
	ブラウザ
	代替アクセス
	Data Store のプライベート LAN の設定と Data Node の拡張
	Data Store アプライアンスのサポート


	新機能
	Analytics
	Cisco XDR へのアラートの送信
	初期設定
	Cisco XDR へのアラートの送信

	応答管理を使用したアラートの送信

	アプライアンス セットアップ ツール
	データベースのバックアップ（非 Data Store ドメイン）
	Data Store のバックアップ
	エンドポイントライセンスと Network Visibility Module
	ネットワーク検出のファイアウォールログ
	ホストグループ管理
	IPv6 のサポート
	*UDP Director サポート

	ネットワーク管理
	パケットキャプチャ
	パスワード
	制限されたコマンド ライン インターフェイス アクセス
	Cisco Secure Network Analytics から次へのオンプレミスフローの送信：Secure Cloud Analytics
	SSL/TLS 証明書
	TLS のバージョン
	信頼ストアへの証明書の追加（カスタム証明書）
	Central Management へのアプライアンスの追加
	期限が切れていないシスコの自己署名アプライアンス アイデンティティ証明書の置換（証明書の更新）

	Manager ユーザーインターフェイス
	Network Diagrams
	Secure Network Analytics アプリケーション
	アプリケーションへのアクセス

	ヘルプへのガイドの移動
	既知の問題：カスタム セキュリティ イベント

	既知の問題
	サポートへの問い合わせ
	変更履歴
	リリースサポート情報

