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Store Flow Collector IZF{TLTWT, T—2REFRIL—HLH DG, COREFRTHLE.

[;ai’)c? S;;;q|:¥J?LL\?—thfhff(fﬁéb"éﬁﬁgbs BITERETIADICmELERZMNSZ
‘—G o

FEMIZDULNTIL. [System Configuration GuideJZS BB L TLEE0Y,
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HERER

@ Central Management Inventory Data Store  Update Manager ~ App Manager ~ Smart Licensing A | b SECURE

Data Store

Database Control  Database Retention  Database Update Status

Database Retention

Use this tab to review your database fullness (used and free space), storage by telemetry type, and the incremental amount of data that was added to your database on the previous day.
We show the storage status of your database for the previous day (computed nightly). The status is not updated throughout the day.

Database Fullness @ Per Telemetry Contribution @

NVM: 0%
Used: 0%
Firewall Log: 0%

— Used — NetFlow
— Free — NvM
— System Firewall Log
72%
L NetFlow: 100%
Daily Storage Oldest Data in Data Store @
Telemetry Type Daily Storage Rate GB/Day © By Telemetry Type Oldest Record (days ago) Oldest Date
NetFlow 0.000 NetFlow No data to display N/A
NVM 0.000 NVM No data to display N/A
Firewall Log 0.000 Firewall Log No data to display N/A
Total 0.000
By Flow Collector (0) 1 Oldast Racord (days ago) Oldest Date
Total Capacity: 0.020 TB
No data to display

Store Flow Interface Data
As much as possible

O Uptodays) | 7 g

Screensl hot

Data Store K AA > &3JE Data Store KAAL > D [ HA

Flow Collector M#{TH . #1THID JE Data Store F AA > & Data Store FAA > DRI TR TE £
DEIZH#HIFL-WMGENHYET , EEMIZDULVTIX, [System Configuration Guide ]S L T
=&y,

MRV AREETE
HACDRTEMZFERTIE FBUOTTSAT7UREEALE-ENOERZEL 2 D0 Cisco
Secure Network Analytics 4/ rD ISR TIZIZTTREEZEILTEET,

HALCDTTEEIZEY ., TS5AT)HARTRASL L Analytics EERZH#IFL. TEYANFETH
T HIENTEET T, T2 3—WEELSESICETANRELXRZELET . A+
DREUZFATEIE. ARISAZOVWT AN ZOTAULT., FIERCT—42 KRR TEET,

HArDOTEMEDEFHMIZDULNTIE. [ System Configuration Guide [Z S L TLFEE0Y,
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HERER

7;\“. .
;Q) Network Analych Data St... DataStore v Monitor v Investigate v Reportv  Configure v Q @ A& | M sEcure
—
Manager
Name: SMC IP Address: Model: Manager VE Serial:
Data Retention DSCP Configuration Failover C: ion Site R ey Cor

Redundant Site
Identify the redundant site whose configuration will be overwritten with this site's configuration. Before you start the configuration,

review the instructions in the Help.

() Enable Configuration

Name of Manager at Redundant Site* @
Enter FQDN or IP Address

[ AT L 5% 5 (System Configuration)] @) [Data Store] A=—a—Z2BH LEL-c SNOED A= a1 —
. FHLWERIBEFORROIGRIZERLEYS . VAT LREZELATICIK TV ATL OV
J4xaLb—2a3r HARIDOFIBIZHE>TLEELY,

e SSH:ZCMDA=—a1—%{#FHLT. [Data Store] A=—a2—DHDFIBIZHEL SSHE—BFRIIZH
MLET VATLEREER T IT5H5E. VATLTURIN SSH/REMNETINET,

o #JHA{E (Initialization) : 3~~~ T Manager. Flow Collector. # & Data Node % Central
_I\;I_anagement DARUR)ZEBMLTZE., COA=1—%FFHL T Data Store ##)#A{LLFE

o HLWLWZFS54 72X (New Appliances) : 3R T Manager. Flow Collector. &1 Data
Node % Central Management DA AR [ZEMLI=E. COA=21—%{F AL T Data
Store EDEF AT BIEMNEILINSELIITHLLY Manager & Flow Collector X ELET ,

o H LU\ Data Node (New Data Nodes) : "X T Manager. Flow Collector, 3 & U Data Node
% Central Management DA AN [ZIEMLzE . COAZ=1—%{E AL T Data Store &M
XA TEEIEILEINDEIIZHLL Data Node ZEEELET S

e /NAT)—F (Passwords) :Data Store T—A2X—X D/ \AJ—K (dbadmin LV
readonlyuser) ZZ B L FE 9, JE Data Store KAA > T Flow Collector T—AR~RX—X MD/\R
) —K%#Z B3 B(Z[L. [Central Management] > [T—R~R—X (Database)] 2 T 12 &L E
3-0

o [#1T(Transition)]: CDA=a21—%{FHAL T. JE Data Store Flow Collector % Data Store
Flow Collector [ZF#1TLE T,

v7.4.2 TlZ. Cisco Secure Client (AnyConnect &%) Network Visibility Module (NVM) k52194
#HRY 1AL Data Store BEAICRDBEREABIMEINFELT -,

o NVM FS 74O TURRAURNIPENLIZARRNT IL—FADITURKRAU L DEM
o IVRRAVMERICEICHREAL EXa)T4 ARXUEDIER

o NVM ;574912 & < NetFlow & H

e Report Builder TOA 7Ry, T —070—DRFERT
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HERER

Flow Collector M MR EX{FRAL-FHT-EMITs—ILEDERTE
nvm_to_flow_cache & nvm_filter_untrusted_flows M 2 DDFH LN Ts— LR EMENFELT=, EH
53T IAILME0 THY.NVM DIEBRTERNNS T4 v DNBEHET HICIE 1 IZERT D
ENHYET,

0 CHDFIEEBRIET BRI, BT H=EH D Flow Collector NetFlow A— L7 VT /Ny FHEAL
Ah—ILLTLEELY,

ROFIEZEEITLET

1. Manager [CAY A LET,

2. A A=a—h5 [#ERK (Configure)] > [ O—/\)LEFEIE (GLOBAL Central
Management)] ZZERLFET,

3. AUARUR)R—TU T Flow Collector D *++ ([HBEEE S (Ellipsis) ) 7AavE9)vo L. [FF
FAT 2 AHET D R (View Appliance Statistics)] ZEiRLE T, Flow Collector DEE A
9_7I4X7§§F3Iﬁ§35j-0

4. [H7R—k(Support)]> [B¥#A5% € (Advanced Settings)] #:ZRLFE T,

5. NVMHYRAHATO—DRYRT—IR—ZADEHE X ¥ TF¥ 9 BIZIE. nvm_to_flow_cache
T4—ILREDIEF 1 IZRELET . COTA—ILRDTIAILEE 0 TT,

6. nvm_filter_untrusted_flows 74— JLEDIEZF 1 IZERELET . CDITs—ILREEBRNIZT HE.
RYRT—OR—ZDBRENSEBETELEWNT T4V IDNBENA SN IP TRLRADEEEHEED
FEMNEEEINET, COT—ILRDTIHILRE 0T,

;E) Flow Collector NetFlow VE

Home max_periods_with_drops
Configuration ® max_valid_ping_len

Manage Users @ min_asymmetric_flows

Support min_emails_per_period

Audit Log .
min_threat_confidence_level

C}g Operations

nat_fw_subnet_len
(% Logout
nvm_age_limit_days

© Help

nvm_endpoint_retention_minutes 1440

[ nvm_filter_untrusted_flows

nvm_interface_retention_minutes 1440

nvm_netflow_port

= N = N = w al >
o S o o o
w
o

[ nvm_to_flow_cache

0O 0O 0o oo o o o o o oo

7. GERA (Apply) 1 &0y ILET,
8. HEREAVE—UMNRFRENT=5.[0KIZV)VILET,
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HERER

Data Store 733 Y) . nvm_filter_untrusted_flows 74— JLKDEZ 1 2R FE T S &, (EEETE

@ BRI PEBRNSNFET I, TURRAUMS T 499 (NVM) LIR— D AERKIZfE
BAENANVM T—IJILIZIERESN-FFIZHEYE T, Data Store HNEWVGE ., EEET
ELVLNSTqu o REEShEE A,

FEHMAIZDULVTIL. [Secure Network AnalyticsEndpoint License and Network Visibility Module
Configuration Guide v7.4.2]Z&SBLTLIEELY,

V142 TIE. 7TS5A4T7 2R eth0 RYRNT—D AU B—DIA ADRKIGEEL (MTU) ZHER TEE
T COERTIE, eth0 A A—T A AN HF a0 TEITEETEDRR/N\TYMNF A X%
RELET, 1500(T74JLE) ., 9000, F= IRy T—OEREBEHZE-ITHEFXAALEFT ., F
JBIZDWTIE [V AT LAV T4FaL—230 HARIZESBLTESWN, I74T79+—)LO%s
TlE 8,192 /31 k., NetFlow. sFlow. 8LV NVM 7O—TI% 9,216 /NfFDHR K MTU SR EEHHR—
FLTWET , X aUTAFERALTIZATI4—ILATEBRYRAATWNSIEGES., EX21)T40M
EOXT (A UTLIR) BEUVRIDTLAN)ZATTIE, 8192 1\ B2 D MTU REZIHREL
HNTLREELY,

A MTURBTRYRD—OMBICHEBLET  COBFELEET HHEIE, 2V —IRT—
BELTHEEIN TSI EZREFELTZELY,

Secure Network Analytics [Z Flow Collector T—AR—RXEFHROVT 75— LMBMNESNELT -,
COFS—LlE ROFLAEAT EHLEE) DF—AR—ZABFHRAEL DY TEN TS
ZEETRTEDTY,

o« T7ATIA—IL AT ARUEDEFH

e NVM 7O0—DEH

o NetFlow 7ZO0—MDE#H
ZDIREE(LEE | Flow Collector AY Data Store T—A2R—X[ZE|ZE TE%4L VA, Data Store T—4
R—ZMN KRB EETELGUOMKEABROTLDIEEICRELET,

EEHIZDULNTIL. T7S5— LA RAR:Flow Collector VAT LT 5—L]1EWSIELMLDANIILTRE VS
&lSecure Network Analytics NEF 75— L ID HARIDOWAZES L TLEELY,
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BER

BIER

ZDEIarTE, BV —RATEEHEINOHRESN-FE(NT/FES)ICELTIDUI—X
TITHON=-BEAROBEERLET , SHEAIZ. Secure Network Analytics 5178 (SWD FE1=[%

LSQ) B EMNTRENTULET,

fEE Bzl

LVA-719 TL—oTFRNTINRT—RZERTFT B Active Directory Ly 7 v Tt
BOBBEIEELELT=,

~ A=AV AR—UDRRICEET HHEBEIBELEL -,

SLURRIELE (LSQ-5156)

SWD-15941 Rest API D 2k HIfRZ R KSR Fa A MEREHFLEL=, (LSQ-5262)

SWD—15957 ntpdate M EITHAN KL F=F=OITFEEL TLFREEFE A NTP [ZEEET
HEREEIEELELT=, (LSQ-5285)
Flow Sensor Virtual Edition & VMware [ZAf>>X+—JLL . PCI /N RX X JL—
THEBLER. AV3—TzA ADIEFHIELLGVEEEEIELEL-,

SWD-16424 JEEE:VMware TPCINRRIL—FHERT HIGEIL. REAV2—Tx4
2 eth0 THY. BIND A A—TTA XM ethl, eth2 GETHAHZ L%
FESEL TS,

S GETT AX—bSA D RT A NDEGREFICERRIEAHEEL GO EEEE
IELELT=, (LSQ-5449)

SWD-16603 &ef UIADATAVEIZZBAD 4R IR RTENIBEEEEELE

_ Manager C7O— @ EMNB AR E CHAEELLZ UV EBAEELELT,

SLRSEe (LSQ-5106)
INYIRSY 1 ¥ XFEEL SMTP A—H—Z TEFA—ILDTH

SWD-16618 AVEREFRITIERLESETDE. CEEEBAEE VDR
Y ABEEEBELEL .

SWD-16724 AY—hrSA4EURAFH (SLR) IZEEET ARIEEZEELELT-,

SWD-16844 LDAP A4 L7 DB EEELELT=, (LSQ-5652)

SWD-17233 SMTP 4 —/N—TDBFA—ILIF—Avt—L D RS ICREET SRR

#EBIELELT=,
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BER

PEE
SWD-17309

SWD-17379

SWD-17394

SWD-17452

SWD-17526

SWD-17599

SWD-17612

SWD-17617

SWD-17628

SWD-17648

SWD-17653

SWD-17656

SWD-17668

SWD-17672

SWD-17675

BL

Flow Collector DB EEH R (T I/TA4T 1 —F—tyiarhibTs—IL
F(SGT.SGTID. B&LUA—H—FR) BN RET IHEEIEELFELS .

UDP Director A E!) 75— LIZEAET SHEEEEBIELELT -,
SecureX i S IZEET AR XAV NEREFHLEL=,

LEIREN1=#18] (Selected Observations) ] R— DERAIT—T ILIZF
EHGHERNRRINSBBEEIBIELEL -,

TARETI—LDFMICEEY ST AVNEREHLEL .

macOS Monterey /A\—232 1221 BLUP 123 TOTRIMNTHSAT
UrDMEEENREINF L IR IRBICTRIMNTOSATUME
FNTWWAEEIE., &FH/\—2avE S oo O0—RLTLEELY,

TIITT—rIRL—2vD [TRTHDT—H/—KREE#HI % (Update All

Data Nodes) ] RAUEFRALTYINIZ T 7Y T T— b AV A—ILT
BEZIZAVAM—ILIFT—ONF—INRFTINGOREFEELEL
1=

T CDTIN—TDRIRFDA—ISAAMEDEBEEINIBEET BRFa A
F%E%ﬁbi Lf:o

R—=RSAVITFAINDT IN—TATIIRADNKRANT IL—TDEERL
TH5i54 . SIGABRT BB HAE T HRBEHEIELELT -,

MongoDB 3 Web Ul by T L R—FDRIFR TS 24 FEfEH 5 48 B
ERL. BEARBBETINTWALR—NMI7IERTBH=HIZKY
ZLDBEMIERBLET,

SIRAMHETHERIN=I I A LAY E—DEmEF-ITREFTEL
WEBZIEIELEL =,

JO0—toH— Ny TFoR—SDHmARHRIZFEELTLV
Ia_jéﬂ%IE ng L/T:O

[4123—TxA A (Interfaces)] D [ LD T TV r—ay bS5T74099
(Top Application Traffic)] 2T —A2MNRRSNEVEIREEIEELELT -,

JO0—DRFFERICTO—DAED TCP BEEENRTINIEEEE
IELFELT=,

Manager [Z& 55 CPU FAZRICEEY MBI L LELT-,
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pEE

SWD-17681

SWD-17743

SWD-17745

SWD-17756

SWD-17788

SWD-17832

SWD-17872

SWD-17874

SWD-17888

SWD-17936

SWD-17950

SWD-17964

SWD-17966

SWD-17972

SWD-18019

B L

IHRAR—BTHEDT I—LNRREIN-EEIZ, [E=4— (Monitor) ]
>[4 B—T A R (Interfaces)] Z:EIR T L5020 AEH—/N\—T
S—INRRSNAEEEEELEL-,

TRTDAA—TTA X (eth0 EXU ethl) TERTDTL AR (NVM
#E20)ZHEZEIZAET S K512 Flow Collector T &FiR1ELELT=.

VMware TH UEFIE—FDAZIED, 2 —F—NT7TSA4T7U R Yk
TITY—IL(AST)IZ7 O ERT B EEWITARIBEEIEELELT -,

IPFIXAVC 74— ILRED Y R—rAEMEhELT=,

AnyConnect /A\—32 4.10.0407 LIREIC k> TTHRKR—hEN BT T
L—hk 272 5KV 273 ZHEEIZZ (T AN S KD Flow Collector T
#g{bLELT -,

v1.41 MW/ Ny system—stats T4 ILE B LEIEEZBIELELT -,
SecureX YRUIZEEET AR XAV MEEHLEL=,

Manager [ZRTFESNTULVS TrustSec T—A DY, Vertica T—EARN—XT—
TILTHAI SN TWARN —UFBA TV -BEEBIELEL-,

ARL—FT42T SRATL H—RILDEFRI T DEEDH R MTU S
A9 AMREEBIELEL -,

v141 ~DT7 YT L—FEZ, Flow Sensor 4240 7 7S5 A7 Ry —
JUIZ[UNREG] F£7=[& [RZ$% (Unregistered)] R RSN DREBEIELE
ngELlT:o

BEENDRIRED) ) —RARF AV MEEFHLELT -,
JO0—%BETHESIZTECNEYREELIR T HESIZ Flow Sensor T
UEEBLFELIE IPAYE—OECNEYRNEERINT-1=. TPV
ERILZA—D /Ny hERID7A—[ZANTLNVELT =,

REARER T T r— 3 74V AEBALT=T=8. PACE2 7 ) —
2avID At Eh, 7BE—tE H— Ao EESNEE A

Manager CIHERDETHN LR T HEBEEIEELELT -,

4D NBARID % Flow Collector IZIX{ET ALSIZE B TEBHRVNT
A—Y—ILERDYTREEBMLELT=,
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EE
SWD-18033

SWD-18036

SWD-18136

SWD-18170

SWD-18237

SWD-18264

SWD-18297

SWD-18329

SWD-18330

SWD-18343

SWD-18357

SWD-18404

SWD-18424

SWD-18453

SWD-18501

SWD-18650

SWD-18674

SWD-18775

SREA
MongoDBRestore 2B &3 ARAREIZ XL ELT=,
Flow Collector 4240 M nicspeed BIEMNBIREIN A EEFIEELELT-.

RARY T REST TURRA VDT S—LIZKH L TR ELR T —EN—X
I FITOMBEEBIELELT -,

A=Y —N—DFEFHA R EHLGERZRZEL OV MBI LLEL
il

Flow Collector T UM RA S SGT 25 2 70—(Z@ AT &, #FiLlVE
THERINDIETOAESESICHBEEBIELEL=,

Data Store D/ \ O 7T (ZBEET ARFa A MEEHLELS -,

HLOWREEBEIL—LEERTHEEIT, M3 RA(O—FNKRETEF
FTIELSIT— AV E—UNRTINDBEEBELFE L=,

7_“";’51/—}30)%%)?(:55?’6 REILAVRDABNIEETHLI_EXTER
LELT=.

LU\ inactive purge days FFHlE% TE IR E T HREEZAERLELT=,
SecureX Orbital VTS DRIEEEIELE L=,

TITT— DA RAR—ILIZIZ SMTP BREMNT 74 I/LNEEIZEYHIE
SNBHEEBIELELT-,

RKEL XML I7AMILZEALIES S Flow Collector T (ZR8&E T A RE
#EIELELT=,

API A, RILFINA X FEIA—RTIXHERARN L—TE2DE-=-XF%
RTRTHEEFEELELT-,

MTU ZEEHAY 2048 /N A KUY KEZFLERTESNTULVNSDIHEEIZ, Flow Collector
IOV TOA—RIS—%R T HEBEEELELT=,

RO FEREIZREE 3 % UDP Director DREREEIEIELELT -,
Cisco /AR JUIZBEES HRREICx L ELT=,

Manager A% SNMP 7R—1J2J DN ZFFF I L TULNVEM o= EWVSEHER
DEEEBIELELT-,

FICZHDOaTONEIZREET HEEIHLLELT =,
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SWD-16381

SWD-16394

SWD-16406

SWD-16487

SWD-16501

SWD-16599

SWD-16634

SWD-16718

SWD-16755

SWD-16764

SWD-16828

SWD-16844

SWD-16856

SWD-16868

gil]l:l

BA

BEENTIVIDATLLRILDZRIARRENGVDEELTIEELEL
f=. (LSQ-5564)

[Data Store Virtual Edition BEI#IZEH 4K v7.3.2] (LSQ-5592) DR F 1A
VrDRYEEBIELEL-,

FyvoaR—RDT75—LICHEBOBARARTENSHEEBEIELEL
7= (LSQ-5440)

Flow Collector @ CPU {FREMNELHAH KA EFR A/ A—5
DT IZBEES HHEEEEELELT-, (LSQ-5614)

SSO SAML YU T RREZ D HR—FENTULVEWNZEETT =HIZK
FaAUNEEHFLEL=,

V131 ADT7YT T L—RRIZAT Ao R—=URKRRENG O EBEEIELE
LZELT=,

SSE a9 AN T )y HFEBAEFFE AL T sve—ctr-service E@{ELAELY
RIREZIEIELELT=,

v1A1 DB v121 ADTYT T L—FREIZ Tomecat AT 774 ILD T HER
AN EDLSBIEEBIELEL=,

Flow Collector f A—Jx A/ A BT T— LA HEIZFHIRSN S/
BEBELEL -,

VPN EF Ty RA U hE@iEBT S ASA DT TL—RH UDPD EFi59
HEEEEIELELT =,

AB—TIARAD LHILR—FIRO =R AR RSN SBEBEEEIEL
*L71=,

—EMDBNIA LT INDRIREICT LT H1=IZ, LDAP FBEEY L) A
YIRDINTA—I U RERELELT-,

Smart License Manager TITU R4 >k (AnyConnect NVM) D{EFHEMN
0 ERRSINABBEEIEIELELT =,

Flow Sensor /% (eth0 4> eth1 ZHED) ALY TRV LD EEH LU T—
RAVB—T A REHR—LTULVEA o= v7.32 DEEEZEELEL
=
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pEE

SWD-16891

SWD-16897

SWD-16902

SWD-16929

SWD-17057

SWD-17097

SWD-17172

SWD-17178

SWD-17252

SWD-17265

SWD-17311

SWD-17361

SWD-17376

SWD-17409

SWD-17424

B

v121 127y 75 L —KLT-%. Flow Collector DTF —ZAR—ZA N EIL7E
hor-fEREEIEELEL=,

CTREMEAN)VRLUR—MIAEHGERNREINSEBEEIEELE
L=,

KA DEMERERBETH=02. 39 =F4T 41O RM—IL HAK%E
BHLEL=,

pxGrid 2.0 TISE £y a a2 ETA=ODN\YI7H A XANT+ 51>
T-fEREZEIELELT -,

IO HEMTE JSON ZEHZE S L flex security events 77 ILEE R
I HMIRBEIEIELELT-,

A—H—MNISO MSVvILA0EARM—ILLTY)T—FLTH. VD
AST R EEEALEICEDEOVEIBEEELEL:,

KIRELZVM D 1G A3 —T A REHR—F3F 5 E51Z Flow Sensor
Virtual Edition Z#53RLELT=,

GRUB 247 0700 DT 4R /8—T 422 % R# LA v7.4.0 DRERE
#EELELT =,

RE¥aA b v73.2 LIBED ISEfiER—FDIEHREEHFLEL -,

L7#R—k API(/tenants/{tenantld}/flows/queries) D FHILZ LY http T
Z—I—NIZBAET SMBEEIEIELELT -,

Network Based Application Recognition (NBAR) #£8E & Secure Network
Analytics * XY ERICTHE T SAHEERELFELT -

Flow Collector 5K 7 75 A 7V A THRAMS KU 7O0—F vy ah@g]ic
A=) ENBESZTBEHIC. TRy —) S RO
BEEBELEL-.

IO UNRRTHRAN IL—TEREDEHHIZ SWAAgent HiAyt—
SH—N\—F)tyhL, Sa—TYIROVIREIZRABBEEBELEL
1=,

HR—,rENTWVEWAYE—DF IO UITEETHE FCI—2T 0k
(fc—core) NIELL#EREL A LVRAEZ B ELE LT,

ROS OV T T Dm A% 1,024 52,048 (2, £ ETF—LL/IN—%
700 /15 1,700 [CHEXPTFTTETT7o—LDBBEEEELELT -,
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pEE

SWD-17439

SWD-17450

SWD-17532

SWD-17551

SWD-17574

fEE

SWD-15701

SWD-16053

SWD-16075

SWD-16087

SWD-16206

SWD-16217

SWD-16296

SWD-16314

SWD-16340

B

REDYT IL—THEIYKREZENT IL—TID MR—ZXSAT74 )LD SH
BENS=UIZHK4ET 5 SIGABRT DREIEEBIELEL,

IOV DI IR TARRADIET L—RT LI hF )T stop.
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