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E3

EERARNTICTOERT BIZIE, Manager TR AU LET [V B—/NLERTE (Global Settings)] 7
A2 > [EEFEIHE (Central Management) ] 38IRLET . 7TSATURD *++ ((BEEE
(Ellipsis) ) 7AaAY &9V LET [T TSA T AER DO FRE (Edit Appliance Configuration)] %
FIRLET , [£A% (General) ] 2T %:ERL . USFER LT (Trust Store)] 023> FTRIO—/LL
F£9, FIBEIZDULNTIL, [SSL/TLS Certificates for Managed Appliances Guide JZZ BB L TLZ&LY,

SMTP SR E D E 4
FEHF O, SMTP FEARDEHEDWT A EHE-LTLBIEEREREL TS,

o EREER(CA) MDD SMTP H—/\— D EFBAZ(Z. Secure Network Analytics TERELT=IP 7
RLRFERIFRRAMRE—FT D [P TP (Subject) ] =X [Tz IMDFIE
(Subject Alternative Name)] BB EFTERLET , Tzl

o YR—UYDIEBANTIZSMTP H—/\—ID SEBAZZEMLET,

IFR—UXEBRANTICTIERT BIZIE, Manager I2OS A LET, [ O—/VLE E (Global
Settings)] 743 > [ & (Central Management) ] Z:BIRLET , TR—T v D -+ ([HE&EE
& (Ellipsis) N 7AAVED)VILET, [T TSAT7 2 RER D #mEE (Edit Appliance Configuration)]
#ERLET, [£/#% (General) ] 2THFIRL ., [EEEART (Trust Store)] £V a>FTRY/O—)L
LET, FIBEIZDULTIE., [SSL/TLS Certificates for Managed Appliances Guide][ZZSBBL TLIZ&
LY,

Manager H' Cisco Identity Services Engine (ISE) & 7=[& Cisco Identity Services Engine Passive
Identity Connector (ISE-PIC) 5 RA A/ —RLBIET HEEITHY—/N\— D BEAFZERT HIC(F. B
1T ISE H—/N\—ID BREAFEMIZLET,

LX) TAFTVIIZMA T ISE H—/N\— D EEBAENARDOWLNT WA EFH-TIZSIL. &EE
#EFAILET .

o INIZIX. ABRFLFYIDHIMEBRELTYRMENTUVS pxGrid /—F & FF=(X D
1R (FADN G E) REFENFE T, T=1E.

e Manager DIEFERNT7ADIAZEL—HLET,

LIBTMD/N—32 (7.3.x LLRIT) M5 Secure Network Analytics B EH T A &L, CORTEEZE
29 BT EEBIRTEE T, Secure Network Analytics DEFTLLNVNA—23> (V140 LIE) ZA 2 R b—
)w“é& CDRTEIETIAHINTERIZLHYET,

REEZANEITESNIZT HIZIE, [BRH (Deploy)] > [Cisco ISEERTE (Cisco ISE
Conﬂguratlon)]’éﬁ?ﬂbi'd" SEMAIZDULNTIL. [ISE and ISE-PIC Configuration Guide ]2 &ML T
{f=&Ly,

ol
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HERER

Secure Network Analytics 7 714 —<,3> (Apps)

Secure Network Analytics [d. Secure Network Analytics DiEREZIRIEH LULET A JEIZY
)—RARERA T a0 DHEEETT,

Secure Network Analytics 7 74 —a> DY) —R RV 1—)LIE, BE®D Secure Network
Analytics D7 YT L—R 7Ot REIFEREFRETT . ZDT=8. Secure Network Analytics D7)
J—RENHEEEHLTEH EIZI LT Secure Network Analytics 7 7Y —Sa B TEE
9, Secure Network Analytics DET LWLV —RIZHIET BRSIZHZETSN =7 TUM, I<CIZT/VR
F—ILTELRWNGELBYET . 7IVr—2 a3 DEFH/N—Dar NRESN A ETIZEGER D
555LHYET,

B D Secure Network Analytics 7 T —a DIEFHREFTAEIZDLNTIX, RESBL TS
LYo

o Secure Network Analytics 77— 3> DN\—2a v B#ETR) IR
e Secure Network Analytics 7)) r—3 D)) — R/ —k

Analytics

V141 TIH 7I3—RF v ah—FT7S5— &)L T, ZDFHEMESR— S DBEERTRT
EEY . T IO—DWETNAALR—MIER YT HIELARETY

SEHAIZDULVNTIZ. [Secure Network Analytics Analytics Beta Guide JZ S BB L TLZELY,

B — @) Flow Collector f A—[Zxt9 5 NetFlow & KU sFlow
Support

netFlow & sFlow [ZBE—® Flow Collector f A—UFERE TEDKLIITHYEL -, TNIZEKY ., E—
K% NetFlow D5 sFlow [Z., E£71=1& sFlow /5 NetFlow [THIYE Z AT ENTEET, FIEIZDULNT
[E. AT L OV T4FXaL—2ar HARIZSBLTESLY,

Data Store TODT—AREHa

fzITA2AM—ILT B v141 AT LTIE. Flow Collector & Data Store [ D s g {3 FH = % HIl
BT BE-ODT—2EHENT IAILTEIZE->TULVET . Zhld. Flow Collector H 5 Data
Store AD XY T —OFEHIEBAFIBREIN TS FIA THIZEF T, T—2EMBIZE>TH
HiIEERAEZR K 90% B TEET, FIBICODWTIF. [V ATL AV I4Fal—3r H4K]
=SHRLTESLY,

Data Store 7 7 S5A 72 ADHR—k

T—RART DEBAZFTEIL TS5 S (&, Cisco ATy aF LY —E RITEHRKL.
0 2 {KBY7%E Secure Network Analytics BREDEFH AL IUERAND—IRELT. EEE. B
. BEUBROXZEEZ (T T,

RADKRT. Data Store 7T SGA T AD Y HR—MZDWNTEHRBALET,
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HERER

WA

FISATOR WNES HYR—FEhBZETIL

H

Data Store Yes

IR—T¥ Yes

Flow Collector Yes

70—ty
e

UDP Director X

IRARALb

2eoki— RY | @ TUFRALE b5 Data Store OB RIS K-

A

e DS6200 WI/LF/—KR (V14 LIE) Ef=FX 2T I /—F (v141 L
[%) . Virtual Edition VNRIE, R#E, - ITKEE)

o THR—T 2200, Virtual Edition VMR, FIRIE. BLU KR
)

o YXR—TN 2210 =L R—+ Virtual Edition (v7.4 LL

%) Virtual Edition [Z[&, /MRIE, BiRE, KFFED I ODDET
ILNAESINTULET,

e Flow Collector 4200 F& . 5200 & & . Virtual Edition (/NR1E.
PR, B LU KRIE)

e Flow Collector 4210 & & F 7= Flow Collector Virtual Edition
(v7.4 LIR&)*

e Flow Collector 5210 & & F 7= Flow Collector Virtual Edition
(v1.4 LIf&)*

* Virtual Edition [ZI&, /MEHE., FEE. KBED 3 DOETILAAE
SnTLET,

e VI3LUBEDITRTHOETIL

e VI3LUBEDITRTHOETIL

FEhTLWFEEA,

0 Data Node OERTEIEHR—FEN TULVER A, Data Node [, TRTRIEIZTHh . H5
WMEITARTN—FROIT7ICTHIRLENHYET,

v741 TlE B EDEHT THB—/—K Data Store MY R—rEhZ 3, SEMIZDULVTIZL, Cisco
Secure Network Analytics DERBEHAREQA T4XaL—a HARESBLTESLY,

—RR RO

e B2 K 4 D0 Flow Collector N R—bkENFET,
o BHi— /—K Data Store VAT LEVILF/—FL AT LIZHRET DA ToavmnBAESATL

35‘#-0
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HERER

Analytics D E &

o Analytics #FE1T9 521X, Manager (2473 6 ED CPU & 40 GB D RAM BNIAETY,
o VATLIZRHEL)Y—AFHERLTIESLY,

o AR D Data Store F7OT7AJLDIGE . Data Node T Analytics ZIEH(ZE{TI BIZIE.
»713{&+ 64 GB D RAM DML ETT,

B—/—FREBNANTAnalytics BIZLTLBIEE . NERIP RxvF T —LIGEDT
(i P
T EBTELVLAIEENAHYET,

Data Store M H4EEYL IR

v7.4.1[Z[&, R®D Data Store DHEREYLRMNEFENTULVET , FMIZDULVTIX, Cisco Secure
Network Analytics 7T SA TV ADHZBEH AR (/\—K 97 FET=I& Virtual Edition) £ AT LAY
J4xalb—23r HARESBLTESLY,

HLWTFISAT RO IS —IKEE
ROFLWTFTTSATUORADIS—IREMNBMENELT-,
Data Store M #J#A{L S TULVEH A (Data Store Not Initialized)

Data Store M #JHIEL SN TULVELVME A . [Central Management Appliance Manager] 27 M [7 754
T2 RARXT—45 X (Appliance Status)] 51| Data Store M #FIE {E SN TULVEH A (Data Store not
Initialized) 1ELNIAYE—UNRREINTET , COIT—MNRRSNE=EBE L. T Manager.
Flow Collector. $ &1 Data Node % Central Management DA AR JIZEML =2 Data Store
LT IR ENHYET IBFINEETHOIZLITEFRELTLESW [P ATLA OV T4Fa
L—>ay AAFEIDOFIBIZHREVET,

@. Centra| Ma nagemeﬂt Appliance Manager Data Store Update Manager App Manager Smart Licensing

Inventory

3 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status A HostName A Type A IP Address A Actions

Connected smc-741-10-0-74-150-8 Manager
SMCVE-KVM-

A Data Store not Initialized nflow-741-10-0-74-151-7 Flow Collector 'Data Store
FCNFVE-KVM-¢

A Data Store not Initialized sdbn-741-10-0-74-152-8 Data Node
DNODEVE-KVM-

Data Store M iR FE N TLVYEHE A (Data Store Not Configured)

Data Store MEXTE SN TULVELVIE S | [Central Management Appliance Manager] 37D [7 7547
DV RAART—A R (Appliance Status)] FllIZData Store h 5% E s TLVEH A (Data Store not
Configured) |EVVSAYE—UNRRESNET . COTT—MRRSNIHEEE, TTD
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HERER

Manager. Flow Collector., & & T} Data Node % Central Management DA AR R [ZEMMLT-
[Z. Data Store ED X A7 BEMNEILINDEIICHLWT ITSATUREHRETIVLELRHYE
TLIEFENEETHAICEITEFEL TSN [V ATL OV I4FaLb—ar HARIOFIBEIZHE
WET,

@ Centl’a| Management Appliance Manager Data Store Update Manager App Manager Smart Licensing

Inventory

3 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status ~ Host Name ~ Type A IP Address A Actions
Connected smc-741-10-0-74-150-8 Manager
SMCVE-KVM-
A Data Store Not Configured nflow-741-10-0-74-151-7 Flow Collector | Data Store
FCNFVE-KVM-2
sdbn-741-10-0-74-152-8 Data Node

DNODEVE-KVM-

Central Manager 7 7S5 A7 AMDIKREE  [7v 7 (Up)] M5 [HEE§RFHA (Connected) ]

[Central Management Appliance Manager] 27 M [7 54 72 AR T—4 X (Appliance Status)] 5l
(21 [$EHFH (Connected) ] ELVST TSATUARART—RAMBRENTT A, CORT—RR(L
LRI [7v 7 (Up)] &fEoTULVEL Y=,

@- Cer‘]tra| Maﬂagement Appliance Manager Data Store Update Manager App Manager Smart Licensing

Inventory

3 Appliances found

Q_ Filter Appliance Inventory Table

Appliance Status A Host Name A Type A IP Address A Actions
nflow-741-10-0-74-143-6 Flow Collector Data Store

FCNFVE-KVM-,
Connected sdbn-741-10-0-74-149-7 Data Node

DNODEVE-KVM

Connected smc-741-10-0-74-140-7 Manager
SMCVE-KVM

[Data Store |24 T Bl &t 5 Data Store Flow Collector

Flow Collector |~ Data Store #49 h\$ A5 S . 7A—% Data Store ITIZEIETALIITEHEESNTLY
F 9, Data Store FAS D EEMIZDULNTIZL, IData Store FAAMELTDRAMVDEETE 1 ZSEL
TS,
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@ Cel"ltra| Management Appliance Manager Data Store Update Manager App Manager Smart Licensing

Inventory

3 Appliances found

Q Filter Appliance Inventory Table

Appliance Status A Host Name A Type A IP Address A~ Actions

Connected nflow-741-10-0-74-143-6 Flow Collecto
FCNFVE-KVM-!

Connected sdbn-741-10-0-74-149-7 Data Node
DNODEVE-KVM

Connected smc-741-10-0-74-140-7 Manager
SMCVE-KVM

[Data Store] 7
Central Management [ [Data Store] 27 &ELV3EH LWV T ANBMENFEL =, CDHTIZIE RDY
T2TRHBYET,

o [F—RAR—ZXa>bO—)L (Database Control)] 27

o [F—ER—RD R (Database Retention)] 27

o [T—RR—RBE#HRXT—AX (Database Update Status)] 27

MM Data Store DY T AT TIL, RDKSEZEMNTAET,
o T—AR—XFIIEED DataNode DAT—RRAERTTT S
o T—AR—ZRNBWHEDAMN —UFEREICETIMEAERTT S
o E#FH D DataNode TR TDRAT—HARERRYT D
o T—AR—RFILFEE®D DataNode DFCENFE = IF =1k
e JO—AVB—TI(A R T—EDRFAT—ERZEEET S

[F—HA_R—RXa>kA—)L (Database Control)] 27

[T —AA—X3a2hkO—)L (Database Control)] 37 Z&FERAL T, T—2A—X &% Data Node DR
TFT—RAGZERTEET, TAEARN—RADRAT—AEAMN [7vT (Up)] TH. & DataNode DAT—4
AN [F 2 (Down)] H [[EIE H (Recovering) ] IZIE>TWVSIGEAHYET

T—AR—X (FTzI& Data Node) #H2ENFE = IEF LT HEEE. T [FUav
(Actions)] A=a—Z{FAHAL TLZELY,
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@ Central Management

Data Store

Database Control Database Retention Database Update Status

Database Control

Database Status

Up

Data Node Status U Host Name

Up sdbn-

Data Last Retrieved: Mar 03, 2022 4:09 PM
From Data Node: sdbn-741-10-0-74-149-7

Appliance Manager Update Manager App Manager Smart Licensing

Management IP Private LAN IP

[F—HAR—Z DR #F (Database Retention)] 47

[T—32R—ZXD{R¥F (Database Retention) ] 37 ZFERAL T, L TEREZELET,
o TARN—RADFEHEE (ERFHDMEFHEEEMEE)

o TLANJBATRIDREE

o HTAIZT—AR—X[ZEBMENI=T—2NDT

=
EnE

(BBREHEIND)FIHD T —IR—RADAN —DRT—HERERLET,

BEDT—ER—ZADAN—CRT—ERADHIRRENET , T—ER—AD A
L—CRTF—42R (BB fENET . 1 BZELTEHINSIDITTEHYEE AW

—
<o) Central Management Appliance Manager ~ DataStore  Update Manager  App Manager

Database Control | Database Retention | Database Update Status

Database Fullness @

[— Used: 2%

— Used

— System

Daily Storage

Telemetry Type Daily Storage Rate GB/Day @

NetFlow 0204
NVM 0.000
Firewall Log 0.000
Total 0204

Total Capacity: 0.020 TB

Smart Licens

sing Ll SECURE

Per Telemetry Contribution @

NVM: 0%
r— Firewall Log: 0%

L NetFiow: 100%

Store Flow Interface Data

As much as possible

O Up to (days) | 7 =
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HERER

[T—RR—RAEHFRAT—4H X (Database Update Status)] 27

[T—AR—XEH A T—A X (Database Update Status)] #T[ZI&. Data Node DIRFEDEFH A
TF—RAMKRRENZET , Update Manager TY IR I 7RI (TYTIL—RFERIZ/N\VFER) %
BRLT=5. ZDH T TH DataNode DA T—RRAZE AL TEHMNETLI-CLEHEALET . &
FOT—U70—%RMREMIZRTT DI, [BDFRR (View Diagram) 1 #71)vILET,

BHEMNTTLEL, [T—2_R—Za>kO—/L (Database Control)] 27 IZ#EL T, T—2~A—X
DAT—HRN [$E#HFH (Connected)] [T TWNWDIEEREELET L, SEMICDOWLTIE, TEHH
AFIESBRLTZEY,

‘o@, Ceﬂtra| Management Appliance Manager Data Store Update Manager App Manager Smart Licensing

Data Store

Database Control Database Retention Database Update Status
————

Database Update Status

Data Store Update Workflow

Data Node Status Description Last Status Change Host Name Management IP Private LANIP |
Never Updated February 28, 2022, 5:03 PM sdbn-741-10-0-74-149-7
) vl [— —
RDOEIZ Data Store DEFDIT—H7O0—%RLFET,
Data Store Update Workflow x

P 3
®-0@ @ 0 0 9D

Never Updated Local Update Waiting for Peers Database Update Schema Update Update Successful
or Update Failed

All Data Nodes Data Nodes wait for : One Data Node
perform local each other to complete e updates the database
updates local updates Waiting for Leader (while others wait)

. No Update Running . Update Running * Update Started by User
Close
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HERER

[T R TDData NodeZFFE #7195 (Update All Data Nodes)] R & >

1E 30 Data Node ZRIEFICEFTESLDIZ. [Central Management] > [Update Manager] [Z [T~
TMData NodeZFE #7395 (Update all Data Nodes)] RAZFEBMLELT =,

o RT—AX:Update Manager [Z[X AL EHRAT—IAADNRTIN, BEFINTE T T5EH
LAV RR—= LN TN —D3 U BRRRENE T, 7T TAT VR IEEH T O RFIIHEE
G B=D. TITZAT AN ISAUNHBE AT—2RBEHROEHHIENDIGENDH
UFE T, & DataNode DT —EAR—RH—ERBHDETRREERT B, [Data
Store] > [T—AR—XEH A T—4H X (Database Update Status)] #T(ZFBEILFE T, F1-.
BR—TFBHLTCRIDRAT—AREHERELET .

e FH: ERICEFH I BIZIZL. [Cisco Secure Network Analytics > AT LEHAARIFEIE
/\YF D Readme 77 I)LIZEBE SNT=-BHIEFEFIBIZHK >TSS,

o RZNFS5HT4R:%& DataNode Z{ERI [CEFH TEET A, [T X TDData NodeZE#H T 5
(Update all Data Nodes)] RRAZ{F AL T4E D Data Node FFIRFICEFHTAHELEHEND
LET,

<eJ Central Management Appliance Manager  Data Store | Update Manager | App Manager  Smart Licensing 2|l cecupe

Update Manager

Update Information @
Use the Update Manager page to apply software upgrades, updates, and patches. For best results, perform the update procedures on each appliance in the following order

@ Al UDP Directors (also known as FlowReplicators) @ ©  AllFiow Sensors
Upload
All Data Nodes and Flow Collector 5000 Series Databases e Secondary Manager
Upload one f

le at a time.
©  Flow Collector 5000 Series Engines @  Primary Manager

For important instructions, download the Update Guide from CiSCo.com.

Al other Flow Collectors

Update files are available on Cisco Software Central.

e S
Appliance Type Host Name. 1P Addres: el Installed Version Ready To Install

KEa Ak

V141 TRFAAVNEBERLEL =z, #FHLL vI4T OERRIZOLTIE,
https://www.cisco.com/c/ja_jp/support/security/stealthwatch/products—installation—guides—
list.html [2BHBRDH AR D FIEIZHE> TS,

1. x2xx V) =X IN—=K 917 FTSATURREH AR v1.4.1 £1=[Z Virtual Edition 7T 547
DARBEHAR v14a

2. VRAFLAVT4FXaL—ar HAK v141
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HERER

Secure Network Analytics D7R—LR—IU M5 Data Store KA ZBHL T, Data Store & AT L
[ZBITTEAISICHYFELI VAT LAV D42l —ay AARIDOFIBIZHELET,

JE Data Store KAA >/ : Data Store MERISN TULVELVR AL, 7O—IZ Flow Collector T—
AR—R[ZRFSNET (5000 L) —XDH ),

Data Store KAA >/ :Data Store NEBIN TLVARAAS>, 7O0—I[d Data Node [Z{RfFESNE
ER

<o) Network Analytics [ Non-bata store -

Security Insight Dashboard

DATA STORE DOMAINS

Autobots

NON-DATA STORE DOMAINS

Add Domain

[ AT L E% TE (System Configuration)] @ [Data Store] A=a—Z#EHLFLI=c CNODA=21—
. FHLWLWERAIRFOREDILRIZERALEYS . VAT LEREZELATICEK . TATL OV
J4F¥2Lb—23> AARIDOFIBIZHRE-TLIEELY,

SSH:ZMA=a1—%{FFAL T, [Data Store] A =21 — DD FIEIZWHEL: SSHE—BRIICH
MLFET VRATLREFRTITHE VATLTLREID SSHERENETINET,
FHAME (Initialization) : 3~ T Manager. Flow Collector, &1 Data Node & Central
Management DA AR R [ZIEMLTzE . COA=1—%FHL T Data Store Z#) 8L LE
ERP

HLWWTZTSA47>2 X (New Appliances) : X T Manager. Flow Collector. £ & U, Data
Node % Central Management DA AU RJ[ZEBMLI=#. COA=21—%{F AL T Data
Store EDEF AT BIEMNHEILINSELIITHLLY Manager & Flow Collector 5% ELE T,

#H LU\ Data Node (New Data Nodes) : 9"~ T Manager. Flow Collector, # & U Data Node
% Central Management DA AR R)IZEBMLT-E . COA=1—%{FHAL T Data Store &M
XA T7BEENEILINDELSIZHFHLL Data Node ZERELE T,

ISNA ) —F (Passwords) :Data Store T—H~N—ZX D /AT —K (dbadmin LU
readonlyuser) #Z BE LFE 9, JE Data Store KA1 > T Flow Collector T—2~X—X M/ X
J—KR%Z B9 5IZI&. [Central Management] > [T—4 A —X (Database)] 27 [ZFEEILE
j-o
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HERER

Secure Network Analytics [Z Flow Collector T—AN—XBEIHRK AV T 75— LHEMENELT=,
DT F—LALIX, ROTLUARNIZAT (AW EIGE) DT —EIR—IXBHFNRAEROYTIN TS
ZEERTINTY,

o JFATIA—IL AT ARUEDEH

e NVM 7O—DHEH

e NetFlow 7O0—MDE$
CDIREEITBEE | Flow Collector H¥ Data Store T —HAN—R[ZE|ZE TEZiL VA, Data Store T—%4
RN—2ZNREBRZETEEOMRENMRELTWSIEEICRELET,

HMIZDLTIX. TPS5—LURR:Flow Collector VAT LT 5—LIEVWSIZARILDANIILTRE VS
&l'Secure Network Analytics NE 75— L ID HARFIOMEAZSHRLTLIEELY,

Data Store ZBEL TLW\AEE (L. RDTLAN) 24 TH#RFFIZHEY AL K512 Flow Collector &
BRETEET,

¢ NetFlow

e Network Visibility Module (NVM)

e Cisco Security Analytics and Logging(AZ>> T L2 R) DI 7AT794—)LAS

RIVFTLAN &, REFERLTHERTEEY

o #EItyt7 v (First Time Setup)

e Flow Collector F£#liZ% E (Advanced Settings) , [F¥#lE% E (Advanced Settings)] IZ7 Ot X
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