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[EL&HIZ

FLC&HIZ

CDHARTIE. AT LIRT7A—F—4AH Cisco Telemetry Broker F1=I& Secure Network
Analytics (LLEI] @ Stealthwatch) HVi5 Cisco Secure Cloud Analytics (LRI Stealthwatch Cloud)

EESNDEIIBRT DA EICOVTHRALES,

1z

Z 2 TLIRAT7A—F—4% Secure Cloud Analytics [Z3%£{E§9 A2, Cisco Telemetry

O Broker ZF T 5 EHHENDLET , =X, 7O—T—F%E# Secure Cloud
Analytics [TIXET A LIICT7A—aLVAZERTEFET . sFflllc DLV TIE. [Z8—aL
D580 —AEH 1ZSRBLTIZEL,

B R—tShTW370—T—204547
Cisco Telemetry Broker =& Flow Collector Z 1 FHL T Secure Network Analytics A\ Secure
Cloud Analytics [ZE{ESNE70—TF—2DFATIERDEBY T,

e IPFIX /\yb

e NetFlow v5(Cisco Telemetry Broker v1.3 LL[%)

e NetFlow v9(Cisco Telemetry Broker v1.3 LL[%)

Network Visibility Module (NVM) M- T—4 & Secure Cloud Analytics TlEHR—hEN T

0 LVEH A, Secure Network Analytics BB TNVM T—A2ZFMYALHE L. EHD D
A—A~_—X DT L AR Flow Collector # AL TAL TLIRTA—T—4%EEL. 3l
@ Flow Collector ZEHALTNVM T—42ZBMYIAL ZEEHEHLET,
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Cisco Telemetry Broker %7€

Cisco Telemetry Broker % 5E

ROFNEEZFERALT. A>T IR T7A—TFT—4% Secure Cloud Analytics [Z3%1E9 b &5(Z Cisco
Telemetry Broker Z# L ET . 1 =YD TO—E (FPS) A1 50,000 # B X AIREETIE. DA
FEFERT LA EEREIOLET,

=

Bl SEE
e Secure Cloud Analytics 7h™H 2k
e Cisco Telemetry Broker v1.2 LIf&

0 Cisco Telemetry Broker Z B9 BIZI&. [Cisco Telemetry Broker Virtual Appliance
Deployment and Configuration GuideJ[3EE] D FEIZHELNE T,

Cisco Telemetry Broker D% TE

1. Secure Cloud Analytics Web R—%JLIZAST A LET,
2. [E%5E (Settings)] > [Z>H—(Sensors)] &9 yoLET,
3. R—UND—FBTFTFTRYO—)LL, Y—ERF—EH—ERRRANDEREZRELET .

Service key:
Service host: https:// .obsrvbl.com

4. Cisco Telemetry Broker [T A2 LET,

R—IU DA LIBT. 3B DB (Add Destination)] > [SCA%E 5t (SCA Destination)] &%)
ILET,

SRS D [& BT (Name)] ZAHLET,

[SCAH—E XRF—(SCA Service Key) | #F AALFET , b T F—2AKEIEY T TS,
[SCA7RARURL(SCA Host URL) 1 Z A HLET . b3 URL £/RZFREYAFF TS,
[#R7F (Save) ] &V ILET,

10. Secure Cloud Analytics IR—% )LD [P —(Sensors) ] R—UIZRYZET , oY —1 Xk
ZEENTLVS Telemetry Broker DRRA MG EFEHRMARTSNET .

o

© © N o

- | Settings v |
Hostname: ctb
Heartbeat Received: o 2022-07-31 12:40:30 UTC
Heartbeat Sent: 2022-07-3112:40:33 UTC
Last Flow Record: e 2022-06-22 10:47:42 UTC

all sensor details =
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Cisco Telemetry Broker %7€

i
iﬁ!{:
I~
N
W
o
A

/\

| o SR DIBRLDFEMIZDULNTIZL, [Cisco Telemetry Broker User GuideJI[
=&y,
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Flow Collector %7€

Flow Collector % &

ROFIEBZFEHALT, A TL IR TA— T—4% Secure Cloud Analytics 23159 5 &5 Flow
Collector L ET .

AUTLIRT7O—F—42%1E{E5F HES1Z Cisco Telemetry Broker 1L TL\D5E
A 13, Flow Collector ZHR T 2HEIEHYER A, RYFT—IDTY T ElCTA—F—
4% Secure Cloud Analytics [CTHYRR—rFT2HENHDLD (L 1 BFZHTT,

e Secure Cloud Analytics Z7h9 >k

e Secure Network Analytics Flow Collector v7.4.1

Z>2TL 2R T7A—F—4A% Flow Collector M5 Secure Cloud Analytics IZEEEET DB A (.
Flow Collector [ZRMD')V—REENYHTTHLZEEZRENOLET,

1phi-Yynrn— .. o2 DARINT—H
 (FPS) WETFHEHAEY WERFHFH CPU Z b
&K 50,000 70 GB 8 200 GB

0 50,000 FPS ##B Z AIRETIX. AT L IR T7A—F —4%1%{ET S LSIZ Cisco
Telemetry Broker Z4& 3 A HEIOHLET,

1. Secure Cloud Analytics Web R—AJLIZAS A LET,
2. [E%E (Settings)] > [t —(Sensors) 1 &9y ILET .
3. R—UND—FBTFETRYO—)LL, Y—ERF—EH—ERRRANDEREZRELET

Service key:
Service host: https:// .obsrvbl.com

4. SSH T Flow Collector [Zroot ELTAT A LET,
5. B —DBREIAHIVFETHBETDHICIE. ROIATUFEZAHALET,

cd /lancope/var/containers/sna-sca-sensor/config/

6. sna-sca-sensor.conf J7MILEHEET,

7. FIE3 TRELIZY—ERF—EH—ERRRMEOE—LTREYFITET,
sca_key = —EXF—]
sca url = P—EXRRK |
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Flow Collector %7€

sna-sca-sensor.conf

8. J7MIERELET,

9. Secure Cloud Analytics R—%Z )LD [ H—(Sensors) ] R—Y[CRYET , T H—J X+
[CEFENTWA7O0—aLYFDKRAME EFEHRNRRINET,

Heartbeat Received: 2022-06-28 18:01:08 UTC
Heartbeat Sent: 2022-06-28 18:01:09 UTC
Last Flow Record: 2022-06-28 18:01:12 UTC
SNA Flow Collector: 2022-06-28 22:39:58 UTC

TOXT DERK
A B —2 YA DEEELD Flow Collector [Z7ELME & 1E . Secure Cloud Analytics IZEIE T 5 &
SITA A=V TAXLEERTIBHELHYET,
1. ¥x—ov 2AT14ULET,
2. FEH—LavA=a—T, 3 ([F'O—/\LERTE (Global Settings) ) 743> #9woL . [&
& I8 (Central Management) ] Z:E&IRLFE T,

3. Flow Collector @ *** ([&#&EEE (Ellipsis) ) A VUV ILTHS [FTTSATURE
R D %7 EE (Edit Appliance Configuration)] 2w L%,

4. [RyrkT—HH—E X (Network Service) 1 2T EH) oL, [A2 32— ybTOXY (Internet
Proxy)] 233> EFTRIAO—)LLET .

5. IP PRLARER—FDIBEHEAADLET,
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Flow Collector %7€

A= TOXS OB AEICDONTIE, & ((2—F Usen)) 7Aav &5
0 L. [NILT (Help) 1> [A 23—y bTOFx (Internet Proxy) ] 49 v LE

T IP7RLAR, R—k, BLUOTOxo 051 ERIE. Ry T—2(BEETT .

HR—FDAIRELIZES (. Ry T =0 BB EIZTEKLZE,

Appliance Configuration - Flow Collector

Appliance Network Services General

Internet Proxy Modification Requires Reboot

A Confirm your DNS server is configured.

Proxy Setup

Enable @
IP Address * Port *

Proxy Login Credentials (if applicable)

User Name

Authentication Type
(@) basic
(@ ntlm
6. [EX7E D A (Apply settings)] &2 voILET,
7. BIEICKRREINDIERICRSTRELES , 7ISA T U RN BBMICEEHLET,
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FRELE

RDFEZEFEAL T, Secure Cloud Analytics WA TLIRTIO—FT—2%Z{ELTNAI LA
ZELET,

¥ER£ . 30 9 LLAIZ Cisco Telemetry Broker F£71=(& Flow Collector MNHSD7A—La—FK
o Y Secure Cloud Analytics IR RENDLSIZHEYET , RSB WESIX,. X0
R—hETITEHLIEELY,

1. Secure Cloud Analytics Web R—&JLIZAT A LET,
2. [EAZE (Investigate)] > [ N2 RE 2—7 (Event Viewer) ] IZREEILE T,
3. [zviarmEtHl (Session Details)] #9)vILET,

T, .
b)) Secure Cloud Analytics Monitor ~ Investigate Report Settings
o

Event Viewer
Session Traffic @ Rejected Traffic @ Cloud Posture @ Azure Activity Logs @ AWS CloudTrail @ ISE @ Session Details @ Passive DNS @
™
| B 2022-07-08 22:41:55 GMT+5:30 ‘ 2022-07-08 23:41:55 GMT+5:30 ~ | Q_ switch to query-mode above to enable
Timestamp Start Time sourcelPv4Address destinationlPv4Address sourceTransportPort
Y s s
p 2022-03-11 14:26:44 EST 2020-03-17 14:.07:12 UTC = W~ - v 56254
B 2022-03-11 14:26:44 EST 2020-03-17 14:07:12 UTC p=s v - v 51808
p  2022-03-11 14:26:44 EST 2020-03-17 14:07:12 UTC -1 v - v 53 (domain)

4. Cisco Telemetry Broker £7=1% Flow Collector ™Mo D T7A—L a—KMNRRENFET,
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TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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1.0 2022 %3 A 31 H #hiR

2.0 2022 48 A 8 H Cisco Telemetry Broker &z B0,

2.1 2022 %£ 11 A 3 H REXaARDEAARILEBERSS IVEEIH,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -11-



=== _; ‘i

=1EHETRER

Cisco BK U Cisco AT L, P RAFIEZDEHESH D KESF LUV ZDMOEIZE 1T 5EEET-

[TZEZEIETT, P RAODBEED—EIZDULVTI, URL: https://www.cisco.com/go/trademarks
CELZEWD BBSN TV E=FHEAOEEZE. TNTNOREEIZRELET . [/3—+

F—I1EVWVSREDFERIES ROttt EDB D /N—rF— v TERREERT LD TIEHYE

HA,(1721R)

ol I (N I 1 © 2023 Cisco Systems, Inc. and/or its affiliates.

c | S c o All rights reserved.


https://www.cisco.com/c/ja_jp/about/legal/trademarks.html

	はじめに
	サポートされているフローデータのタイプ

	Cisco Telemetry Broker 設定
	前提条件
	Cisco Telemetry Broker の設定

	Flow Collector 設定
	前提条件
	リソース要件
	Flow Collector の設定
	プロキシの構成


	検証
	サポートへの問い合わせ
	変更履歴

