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CIsco

3
@ﬁ TS5 TV ADA VA b—
)

8t

COETCE ARIE T T IA TV AEA YA MIVT B IECOOTEH L&Y,

Stealthwatch DY 77541 7> A% A > A b—v§ 2775 (DL Tld . [ Stealthwatch System
v6.x Hardware Installation Guidell %% i L T <2 8w,

H#: A—F vl 2742 DA VA M LIZIEIROWT a2l Cx &4, it 0z
AiconTik Tz Lo Ol E#M | OIE 25 06 LT 280,
« VMware vSphere Client v6.x Dl %
e fEE D Linux 7 4R NYea—y 2 %F B Lz KVM
Note: R4 7754 7> A% A Y A b= T BRI KA b H—/NEK € SR ZI A31E L
BZ 2R LTOWAIERER L ET, IE LTI, 7794 7Y A% 8 T X720 WG & »
HNEJ,

CAUTION! T TCIZA VAP IS T BHARL N—Y 3o L E XS 3120,
Stealthwatch i 18 77°54 7> A2 VMware V—iLb &1 Y A b—)L LZE W T LS, /1 VA b—
W BEARIB T T SA TV ABEIEARBE W2 0. FA VA ML ABE IC R NES,

70t ADNEEL
RAE T ATV ADA VA ML TlE . COZE CHH T2 OFE#FE4T L &7,

2L 2

1. BEH 777+ VDK E
2. VMware vSphere Client &7zid KVM 2 |l L1ARAE 7754 7Y ADA > A h—)L

4 12 Flow Collector VE (Zxf L 2 5OF I #5217 L Th 6. SMC VE T H[A UFIE 24¢ iR
THERHVET,
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'('.‘II'S:;:Ig R 7754 T ZADA VA b=

WEM 77477410
nXXE

T7 AT A Y WIS CEBENT B 7A T 74— ERIE 772 A 3y mv‘w')
AMESTRE LG AT Oy SN L NEINI Xy NT— 0 %5% %Téﬁ\%ﬁ%‘?i@“
THICR SN BEREEH LT 774 TV AN A v b7— 2% LT E T& 3L U 4 /I\'7—*
sERELET,

Foy NT7— 7 H L LT IROR— MR WIREE T, EHIR D7 /v 2%kt c& 32
CEMETR L T2 &0,

« TCP22

« TCP25

. TCP 389
o TCP 443
o TCP 2393
o TCP 5222
« UDP53

« UDP 123
. UDP 161
« UDP 162
« UDP 389
« UDP514
« UDP 2055
« UDP 6343

A5 A— b

Stealthwatch > A7 A THE— MIED & NfHi F SN 205K DF IR L EFT,

BEH 12— D PC i“‘f@ 7777 1cpraas HTTPS
: ST oy h7— 2D %
TRTCOT77 547> 7»7 ol UDP/123 NTP
2 W
. . TCP/389.
Active Directory SMC UDP/389 LDAP
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BEm( 274
7¥h)

585G (9—)

Endpoint Con-

7' by

AnyConnect UDP/2055 NetFlow
centrator
Cisco ISE SMC TCP/443 HTTPS
Cisco ISE SMC TCP/5222 XMPP
Endpoint Con- Flow Collector UDP/2055 NetFlow
centrator
I ey ) — A SMC UDP/514 SYSLOG
Flow Collector SMC TCP/443 HTTPS
TCP/443 1=
(=
SLIC SMC T HTTPS
&
. Flow
UDP Director Collector: sFlow UDP/6343 sFlow
. Flow %
UDP Director Collector: NetFlow UDP/2055 NetFlow
. P R8T 4D AR
UDP Director  MEE S 27 UDP/514 SYSLOG
Flow Sensor SMC TCP/443 HTTPS
Flow
Flow Sensor Collector: NetFlow UDP/2055 NetFlow
TAT T AT 4 SMC TCP/2393 SSL
NetFlow =7 x+— Flow %
& Collector: NetFlow UDP/2055 NetFlow
sFlow = /2f—x | HIOW UDP/6343* SFlow
Collector: sFlow
SMC Cisco ISE TCP/443 HTTPS
SMC DNS UDP/53 DNS
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7'm fay
SMC Flow Collector TCP/443 HTTPS
SMC Flow Sensor TCP/443 HTTPS
SMC FAF VAT TCP/2393 ssL
SMC Flow = #24£—% | UDP/161 SNMP
SMC Egr?t‘r’:t'g: Con- UDP.2055 HTTPS
22—+ PC SMC TCP/443 HTTPS

* IHET 740 D NetFlow £— FCY 23, /L5 D UDP A— P T/ AR —KXCRETEET.

ORI Ay NT— B E TR T EOREE R LET .

EBEx(771 . .
—N 7= =%
73 M) RFE(F—)
PREOTTIATE sy e TCP/22 SSH
S ST DA N L
SMC A UDP/162 SNMP - 547
Fm B AT DA |
SMC A UDP/514 SYSLOG
SMC T A—n r— vl | TCP/25 SMTP
SMC SLIC TCP/443 ssL
24 PC FRCDTT AT VR TCP/22 SSH

X DX 4 . Stealthwatch System (2 & > T Sh 28384t an LT0wET., 772 3

SELTv—ranfA— M. Ay bhy— 28 S LT & £7.

© 2019 Cisco Systems, Inc. All Rights Reserved.

AR 7754 7 ADA v A h—)L




A8 7754 7> ADA VA h—)L

wlvale.
CIsco

TCP/UDP UDPR/53

389 E_IF[::P!}_ZS

TCP/2393 UDP/514
------------- ' UDP/162 (snr

UDP/514 (syslog)

UDR/162 (snmp-trap - optiona

i Stemtthwat :
i =] ch
H FlowSensor
S T Y TR .
; Exporters
B Routers and Switches
L UDP/2055  [UDP)2085 (NetFlow)
TCP /443 (https) UDP/6243 [Flow)
UDP/123 (ntp) TCP/22 [ssh - optiona
UDP/53 (dns) i

\)
oy
=N ..

@ a--LUDPf2055 "~ g
Qm Endpoint Concentrator D D

Endpoints

Note: VMware vSphere Client Z7zid KVM D55, il L TO BRI 7754 7> ADA >~ R
h—VER B RIS § 22 70 i & £
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'éll'g::lé' VMware vSphere Client #ffi i L/ARKE 7754 72 AD A > A h—L D

VMWARE VSPHERE CLIENT %ﬁ

l\")l/O)

188 22

ZODE Tlx « VMware vSphere Client v6 41 ffl L TIRAE 77 54 7> 2% A Y A h—vF 27
EERPLET,

& U B2

AV AMIVELR O BRI IR OMEM FIE 258 T LTI S0,

1. Xu>o—RFBLUV IRy X—n60VF 77/ v eXvro—RL&T. FIHIZDOWLT
i& « [ Downloading and Licensing Guide]l % & L T {2 8wy,

2. T 10 MR 2R LET.

BIEDOZHA T+ IVERELET,

4. T)y—28/F JOIEEMHER L. 77547 A0 Y] 5 E 04 THIRELEST. V—RA7—
WERLBRE TEEEH LTI —RA2E 04 TLd,

5. A 77 AT A%EA YA MILE BESX 4—/NIEE 5T S 2 23 L0 Z 278 LT
WRIEEER L E&T . IELGUNIE IR 77747 A% BE TEA WG E R VL
T

w

WARNING! Stealthwatch > A7 4 7754 7V ALE U 2 5AK > AT LS TE C& L
IR s v ERRAR IR L VA VA ML L BT RS0,

CAUTION! T TCIWZA YA M IVESN TOBHRARL N—Y 2B L& X8 3128
Stealthwatch g 18 77°54 7> A2 VMware V—iL A > A b=l L& W T IS0, f VA b—
W BEAE TT ATV ADEIERBE WL O A VA M VAL EIC R DET,

7't ADMEEL
RAETT ATV ADA VA M IVTIE . COE Tl T 3K DOFE #FEAT T 2L ERHNE
T,

1. VMware vSphere 774 7> MO a7 A >
2. R T7IA T ADA A b=
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VMware vSphere Client 2l H LRI 7754 7> AD A~ A b= D 'éll's:::lg

VMware vSphere 724 7> MOl A~

WA T7 54T v A% A Y A b=V T B2 IROFH 23T LT, £9 VMware vSphere
Clientv6 LAf& o/ 4 >4 20 B B3HVET,

Note: VMware vSphere 751 7> M L Ty 25, &fzld Web 254 7> b A v &—7 =
ARG LTHBHNT, /57497033 FO— AR LZER (e B % 25 4 4

"
HE&d. V7 7HE OFEA DT, L Tw 2 VMware vSphere D74 { K%
M LT 2 &0,

1. VMware vSphere Client V7 7 =7 %28 L 9. u/ A > XA 70/ Hh &7,

VMware vSphere™

Client

2. ESX4—2RDIP 7L R¢nlZ Ay 2LT >y v EN T LET,
3. [274A(Login)] #2UvsL 4. h—ia R—UnH &7,

Note: Web 751 7> M2 l& . [4 Bl &5 FT D2 4R ( Select name and location) ] & [#% & ## ik
( Configure settings)] &> 92 DD E KA 7as/hH V&7 .

REE T4 TV ADA VA )L

RAE 7754 TV AEESX H— A YA MV IR 7754 7 ADE B LU E=RYY
J AR MERT B IROFIEEZETLET,

1.

Z7oa—RBEUVIA YAy Z—eR 7 a—RNUIRE 77 S5A TV A Y7 727 77
1 IW(OVF.TGZ) #/ D &4,

2. TAIWERRE T 20 WThrs, BHLET.

o ZAIWERM T 22E. ZAVEHN D77 (A IVETNTH &, 20 o5 LT,

o TGZ 77ANDRHEIZ2EED7 o AT FH LTWARY 7 7271 & >TFEHE
ARG ENDNET,

3. vSphere Client x=2—"7. [7 71 )\ File)] > [OVF 7>7'L— bDJ& B ( Deploy OVF
Template) ] #7Vy7L £,
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'éll's:::lé' VMware vSphere Client #ffi i L/ARKE 7754 72 AD A > A h—L D

xi

Web 754 7> b KA NeAT 7Vw oL &F . [OVF7>7'L— bDJE B ( Deploy OVF Tem-
plate) ] ZER L £7 .

File | Edit View Inventory Adminisi

MNew 3

‘ Deploy OVF Template... |
Export 3
Report 3

Browse VA Marketplace...

Print Maps
Exit

Note: Web 751 7> hOVF 7> 7L — b 4 —Rid . TR SN TWL B A=V RIE IR &
Bud5ahbEds. FIEEER CT. 1 O06] £LT. Web 2514 7> bClE [V—2R
(Source)] Tl % {[V—AD; A (Source Location)] #ffi I L £ 4. N DA A—Y Tl J&
B OUE M 3 of- OVF 7> 7' L— bDEMICFIE AR R ST ET,

Deploy OVF Template 2)

1 Source Ready to complete

Review your settings selections before finishing the wizard
'  1a Selectsource

~ 10 Review details OVF file hitp:/h 1451% JFlowCallectord 6.0/latesUOVFILancope%20F]
«  1c AcceptEULAS Collectort20NetFlow.ovf
2 Destmation Download size 993.0 MB
Size on disk 50.0 GB
 2a Seleciname and folder Name Lancope FlowCallector NetFlow
' 2b Select storage Target of
2c Setup networks Datastore Eng
Folder Peak
¥ 3 Ready to complete
Disk storage Thick Provision Lazy Zeroed
Network mapping VM Network to dvPG-205Net
IP allocation Staic - Manual, IPvd

[ Power on afier deployment

Back Finish Cancel

[OVF 7 >7'v — D& Bl ( Deploy OVF Template) | 7 4 — R4 & £ 9.

© 2019 Cisco Systems, Inc. All Rights Reserved.



VMware vSphere Client Zf#i ] LR A8 7754 7> ZAD A > X b— D Clsco
_@ Deploy OVF Template - m} X
Source

Select the source location,

Source

Deploy from a file or URL
|\\vmware -host\shared Folders\Downloads\FCNFYE2000, ovf EJ Browse. ..
Enter a URL to download and install the OVF package from the Internet, or

specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

< Back | Mext = | Cancel I

y

AN

ER

5. [k ~(Next)] #2Vv7L. [OVF7>7'L— rDFf 4l ( OVF Template Details) | X — 23
w~LET.
Web 7354 7 k: 1.b. [5f41 Ok 32 ( Review details) ]| ~—v 238 X 7.

4. [ZHE(Browse)] 27Uy L &9 . B8 L TR 7754 7> AD OVF 7 71 )L &IE IR L &

© 2019 Cisco Systems, Inc. All Rights Reserved.
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'::Il's:::lé' VMware vSphere Client #ffi i L/ARKE 7754 72 AD A > A h—L D

(&) Deploy OVF Template = m} X

OVF Template Details
Verify OVF template details.

Source
OVF Template Details
End User License Agreement Product: StealthWatch FlowCollector for NetFlow VE 2000

Vendor: Lancope Inc

Download size: 3.0GB

Size on disk: 4,2 GB (thin provisioned)
50,0 GB (thick provisioned)

Description:

< Back | Nl\ét> I Cancel |

6. [K~(Next)] #2VvsL 4. ToF 2—H 54 L  ARK E LR L &7,
Web 254 7> h: 1c. EULA 2K L £

7. Wk EERR LIo1E L KR (Accept) ] #27 Uy 2L &3 . (R ~N(Next)] #27 VU7 L &7 . [4 0]
&% It (Name and Location) ] X—Y 230 & £ 3
Web 754 7> b: 2a. [4 1 &% i (Name and Location) ] *— 235 & £ 9.

© 2019 Cisco Systems, Inc. All Rights Reserved.
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VMware vSphere Client Zf#i ] LR A8 7754 7> ZAD A > X b— D

wlvale.
CIsco

(&) Deploy OVF Template =

Name and Location
Specify a name and location for the deployed template

Name:

]Stea\fhwatl:h FlowCollector for NetFlow VE 2000

The name can contain up to B0 characters and it must be unigue within the inventory folder,

Inventory Location:

= Hl

< Back | Mext = I

Cancel |

8. ATV WM 7T IA T ADUH UG A E L&T . ChE— R DL AT 205
RBHNET . SO HA 2R MY Y I—2 KR ST, [R~A(Next)] #2Uv2L &,
9. [RbL—Y(Storage) | N\—Y T\ 7 —X 77/ )VDIRAF S #38IR L £ 5. (R \(Next)] &7

DyZ7L &9,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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VMware vSphere Client 2§ f| L7ARAE 7754 7> 2D A ¥ A b—)L D

XV

(&) Deploy OVF Template

= (] X
Storage
Where do you want to store the virtual machine files? k
Source Select a destination storage for the virtual machine files:
QVF Template Detalls -
S O it Name | Drive Type | Capacity | Provisioned Free | Type | Storage
L 80.00 TB 2549 TB 54.51 T8 Enabled
il Unknawn 47.78 GB 34.64 GB 13.14GB NFS

<

I Disable Storage DRS for this virtual machine

| rive Type | Capacity

Provigioned Free | Type Thin Provi

680 TH VMFSS
6,82 TB VMFSS

Suppoited

10,00 TB Supported

10.00 TB Supported
10.00 TB 449 TB
10.00 TB 3.61TE

10.00 TB 4.48 TB

10,00 TB 4,98 TR

10,00 TB 5.03 TB

10. [7 4 A 2JF i ( Disk Format) ]

N—Y T, [ v 7' rEY 3=>7 Lazy Zeroed( Thick Pro-

vision Lazy Zeroed) ]| £7-id [> vZ7 7'y a=> 7 Eager Zeroed( Thick Provision Eager
Zeroed)] #1#R L £9. (R (Next)] #27VvoL £7 .
o Y7 meYa= IR TARIE B IR SN TO 25 E DA H LT,

o FEANIZDOWLTIE . VMware OD~v=27 )L 5% I

LT3,

N

© 2019 Cisco Systems, Inc. All Rights Reserved.



VMware vSphere Client 2§ ] /AR 7754 7> 2D A > X b= D 'éll's:::lg

(%) Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Datastore Cluster: IENG
Available space (GB): 55814.5

* Thick Provision Lazy Zeroed
Ready to Complete
" Thick Provision Eager Zeroed

" Thin Provision

< Back Next > | Cancel I

1. [#vb7—20D~vE>7(Network Mapping) | X\—Y C AR 7794 72 AD A v h7— 2%
EIRLET. [IR(Next)] #27Vv7L &7

Web 754 7> b: 2¢. [# v 87— 275% %€ ( Setup Networks) | X\—Y 236 & £ 7,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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'::Il's'::lé' VMware vSphere Client i ] L7 48 77 54 7> AD A > X b— D

() Deploy OVF Template - m} x

Hetwork Mapping
What networks should the deployed template use?

Source

OQVF Template 5 Map the networks used in this OVF template to networks in your inventory
Source Networks | Destination Networks
VM Network dvPG-
Disk Format
Network Mapping
Ready to Complete
Description:
The VM Network network

<« Back | Next > I Cancel |

12. [58 7 ¢ 2% T & £ L/2( Ready to complete) | "\—Y C. #% € OME E W2 L £ .
FE MIE LW &L [# T (Finish)] 22Vv 7L £7 .

© 2019 Cisco Systems, Inc. All Rights Reserved.
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VMware vSphere Client Zf#i ] LR A8 7754 7> ZAD A > X b— D Clsco
(%) Deploy OVF Template - [m] >
Ready to Complete

Are these the options you want to use?

=
?ﬁmu\ te Details When you click Finish, the deployment task will be started,
End User Agreement Deployment settings:
Name and Location OVF file: \\vmware-host\Shared Folders\Downloads\FCNRYE000.0..
Storage Download size: 3.0GB
Disc Format Size ondisk: 50.0 GB
Network Mapping
Ready to Complete Name: StealthWatch FlowCollector for NetFlow VE 2000
Folder: |
Host/Cluster: engineering
Resource Pool: Stealthwatch
Datastore Cluster: ENG
Disk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "M Network"to "t
L
r
-

< Back | Finish I Cancel |

13. [J& 5 (Deployment) | X4 7 a7 K v A0 & 9,

Deploying Lancope SMC

Deploying disk 1 of 1from C:\Users\bfield\Documents\OWF
files\SMC-VE-6.2.0-2012.02.06.2131-1-OVF\Lancope_SMC-disk 1.vmdk

lll Cancel I

2minutes and 31 seconds remaining

14, BEHE T Lica [ L 2(Close) ] #2702/l & o A VA MV LIARR 77 54 72 A
ARy MY Y)—ICER R SN FT,

SR E A
B
@ QA Testing Cluster
B df VMDRS
018
B 019

B @ Appliances
@& v5.10Group
@ v6.1Group
g @ v6.2Group
s Fs253-esx18
3 FS254-esx19
{1 Lancope FlowCollector NetFlow
= () Lancope SMC
@ nf-Weee-17-110
& st 17101
[y sme- -17-120
V6.xReleased

© 2019 Cisco Systems, Inc. All Rights Reserved.
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éll'sélé KVM R A M DRI 7754 7 ADA > A b—)b

15. +XTDFlow Collector VE ¢35 NXTDSMCVE 127 L. COZE DT XTOFJE 258
T LELID

o NIV DIGE . TR AR O E 1A £T,
e TLWZ DS . IR 7754 7> AZH LD DT NTOFE 548 ik L £
TO

KVM F X MR 77547

CD#E Tlk« KVM 8 & T Virtual Machine Manager %1#i ] L TR 77°54 7> A% A >~ A
b= T BRI DL L&

X U BRI
A A MIVELR  BETIC. IR OEERFFIH 258 1 LT IS0,

1. X7>o— R8P IR L Z—056ISO 77/ v EX 70— L. KVM KX D 7 4)v
KA A—v & ab—L &7 . IKIR 6] Tld . 741K varllibl/libvirt/image T4 . FJIE
DTl [ Downloading and Licensing Guidell #% ff L T {2 8wy,
THEZE JOH AP 3R 2R L &7,

BEOZAT 74— IVERTELET.

Ty —2Z M | QIR #HERR Ly 77 94 7 A0 Y] 2% 04 TERE L &7

WH 7754 T > A% A v A b= BARAE KA b H— MR S5 % 28 E LR %) %
INLTWBIEEMHER LET . IELGUNIE R 7794 7 AERE TEL WG H Hd
NEd.

o

WARNING! Stealthwatch > A7 A 775 7V AEE CHIFE FSAK S AT LS FE T &%
VCHITHE =3 Y EIG R AR w2 YA VA ML L WT 2 &y,

7't AN EL
R 7T ATV ADA YA M=V TClE COE TR T 2ROFNEE2ET T 2L ERDHVE
T

© 2019 Cisco Systems, Inc. All Rights Reserved.
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KVM 4 2 M OIUAE 7754 72 AD 4 2 2 b1l thab,

o KVM KA MDA 7754 7> ADA > A b—)L

KVM = A MDARAE 7754 7> 2D A > A
h—IL
ISO 77/ WA H L TKVM A MR AR v > A Y A b= 3051k E W <Ondb VEd.
K OFJIE T Ubuntu & v2 ZA T3 4T § % Virtual Machine Manager &0 9GUI Y—L 418 i L

TR SMC 7754 7> A% A YA M—vT 2—Hl 2 LET. B DH 3 Linux 7 1A ~Y
Loy 3 c&xEd. BHRMEOHAM OO T Lo Ol E#M | OIE 25 0 L

TS0,

WA T7 ATV REA VA M—=VT B2l LR OFIHAFITLET.

1. Virtual Machine Manager %1 A} L T KVM R R Mc4Z&t L 7,

2. [Z771V(File) 1> [# L8 ~ 2 >( New Virtual Machine) ] #2Vv27 L £9 .

W Virtual Machine Manager

File Edit View Help

Add Connection...

New Wirtual Machine

3. [B—=V A YR v AT 4T7(1SOA A—¥ £72i& CDROM) ( Local install media (ISO
image or CDROM)) ] #1#4R L. [#i1T (Forward)] #27 Vv L &7,

¥l New VM b X

m Create a new virtual machine

Connection: QEMU/KNM:

Choose how you would like to install the operating system
(=) lLocal install media (150 image or COROM) )
() Network Install (HTTP, FTP, or NFS)
() Network Boot (PXE)

) Import existing disk image

p Architecture options

Cancel | | Back | | Forward

© 2019 Cisco Systems, Inc. All Rights Reserved.
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'é':'s'":lc'a' KVM & 2 bADR A 7754 72 AD A ¥ A b—1

4. [ISO4 »—v %1 Fil (Use ISOimage)] # 7V v L &4 .
5. [Z M8 (Browse)] &7y L &4 . @) 4 A A= 2L £4.

W New VM bt

m Create a irtual machine

Locate your install media

() Use CDROM or DVD

| SlackowvD (fdewssr1) - |

(o) Use ISO imags:

| [ - |[Cerewee. ]
Choose an operating system type and version
OS type: | Generic = |
ersion: ‘ Generic | - |
Cancel J ‘ Back | | furwrardr |

6. ISO 771 )W &ER L T, [£V2—2L DI (Choose Volume)] #7VvoL &7,
Note: KVM H & YISO 77/ WL T 7R AT E B E5TER L ET.

Choose Storage Volume

13% default Size: 3680.48 GiB Free / 550.95 GiB In Use
Filesystem Directory Location: /var/lib/libvirt/images/imagerepo0
imagerepod
Filesystem Directory Volumes f g 9
12% vme " NI
Filesystem Directory Volumes size Format
125 spindle SMC-6.8.3-2016.10.28.2005-0.i50 1.14GiB__iso
Filesystem Directory

&> Qe BrowseLocal | Cancel | | ChooseVolume

7. [ANv—T 427 Y AT LD KA 7 &N— 3> Di% R ( Choose an operating system type
and version) ] T. [0S &4 7{ OStype) ] Fav7' X 7> YR bps[Linux] ZIE IR L 9,

8. [/¥—¥ =x/(Version)] Fo v X7 YR p5[Debian Jessie] #i# 4R L £9 . [Forward] %
VAPVAVE & 2"

© 2019 Cisco Systems, Inc. All Rights Reserved.
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KVM R A MODIRIE 7754 7> ADA > A b—)b

wlvale.
CIsco

W New VM

m Create a new virtual machine

Locate your install media

(") Use CDROM or DVD

| SlackDVD (fdev/srl) - |

(s) Use IS0 image:

|Nar}‘lib;\ibmrtjimagesjtemplatejFluwReplic‘ - || Browse...

Choose an operating system type and version

Qs type:l Linux e I

Version: I Debian Jessie | v.|

| Cancel |‘ Back |‘ Forward |

9. xE)RAM) ECPU 4T Uy —2% {f |OIHIR R $ TP L &7,

irtual machine

Choose Memory and CPU settings

Mernory (RaM): 8192 — + |MiB
e —— . A

CPUs: 4 = | +

Up to 72 available

Up to 772485 MIE available on the host

| Cancel ‘| Back || Forward

10. [Forward] #7Uy7L &9,

1. [ v > \ODF 127 4 =Y DfE % ( Create a disk image for the virtual machine) ] %

EIRLET.

12. T)Y—2FE M JOIED 7754 TV AR SN TH AT —R AN —VEEENILET,

[Forward] #2Vv7L £,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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KVM R A M DRI 7754 7 ADA > A b—)b

xxiii

irtual machine

| Enable storage for this virtual machine

| 500 - + |GB
4169.6 GiB available in the default location

() select or create custom storage

(s Create a disk image for the virtual machine

| Manage... | |

| Cancel ‘ | Back | |~Fono\rard

13. R~ DL AT 28 B LET . INDRIRNKZ L4 B0, 18 TR OTP T WA AT 2ff

H LT sn,

14, [ >R b—IVET (RS % % /1 A X~ A A ( Customize configuration before install) ] 7 =v 7+ v

JAEA L ET

15. [# v h7—2DIiE I ( Network selection) ] o v7 X 7> Ry AT, A > A b=l Yl %

Ay NT—=2ER— b IN—THIEIR L ET

' New VM

m Create a new virtual machine

Ready to begin the installation

Name: | debiang

05: Debian |essie
Install: Local COROM/ISO
Mermory: 8192 MiB
CPUs: 4
Storage: 50.0 GiB ...irt/images/flowReplicator-692. qcow2

[+ Custormize conﬁguratioﬁ befare install

~ Metwark selection

| Virtual network 'ovs-pod-net' : Bridge ne;work - |

Por‘tgroup:| | - |

| Cancel || Back || Finish

16. [#% 7 (Finish)] #27Vv2L £ . [#% & ( Configuration) ] X=2—25 &7 .

© 2019 Cisco Systems, Inc. All Rights Reserved.



KVM R A MODIRIE 7754 7> ADA > A b—)b

wlvale.
CIsco

I:[ Owverview

CPUs
Memory
Boot Options
Virtlo Disk 1

IDE CDROM 1

ol e

MIC 116:45:4a
Tablet

Ml Display Spice

Sound: iché

Console

Vol

Channel spice

B video QL

MF Controller USB

@ USB Redirector 1
@ USE Redirector 2

¥ flowreptest on QEMU/KVM:

@ cancel Installation

MName:

uuiD:
Status:

Title:

Description:

Hypervisor:

Emulator:
Firrmware:

Chipset:

| Add Hardware

Basic Details

| flowreptest2

9 shutoff (Shutdown)

Hypervisor Details

KM

Architecture: x86_64

Jusr/binfgemu-kvm

| BIOS

| 1440FX w

c

a

ncel |[ Apply

17. 7 —> 2 XA 2T, [NIC] ZER L £,

18. [RAH & v b7 —2 4 > X—7 =1 Z( Virtual Network Interface) ] @ [7 /31 2 €7 )L( Device
model)] Fov7’&7> K v7 2T [e1000] &R L £3 . [EH (Apply)] 27Vy7L .

© 2019 Cisco Systems, Inc. All Rights Reserved.
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'é':'s'":lc'a' KVM & 2 bADR A 7754 72 AD A ¥ A b—1

' flowreptest? on QEMU/KVM: =

%;7 Begin Installation @ Cancel Installation

|i| CVErE Virtual Network Interface

{3 CPUSs Metwork source: I Virtual network 'ovs-pod-net! : Bridge network |

== Memory Portgroup:| vdi-10-0-46-net | - |

B Boot Options
s R Device mode|:| virtio | v |

1 virtio pisk 1
_— MAC address: | Hypervisor default

) |DE CDROM 1

rtle1z9

|£/| Tablet

[il Display Spice

ﬁ Sound: iché

g
=3 Console

virtio

é;; Channel spice
[ video oxL

MF Controller USB
§ UsB Redirector 1
@ USE Redirector 2

| Add Hardware | Rermowve || Cancel |[ Apply

19. [VirtlO 7 422 1( VirtlO Disk 1)] £ 2 Vv L £5 .
20. [FE40 47> =( Advanced Options) ] R v7" &> YR hD[7 4R 27 /X A( Disk bus) ] Fa v
TR £ 9 AT [SCSI| HRAR L. [ 1 (Apply) ] 22Uyl £7.

21. [ > & L OB 4 ( Begin Installation) ] # 27Uy 2L &§ .
22, T AT EE D% WA £7

© 2019 Cisco Systems, Inc. All Rights Reserved.
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(i 28 3R 3% Drx &

8t

StealthWatchVE 7754 7> A5 A > A b= B &, T 6O MHER B 45% € ¢ 2HEAf VK
WEFT, COZOX AT COF T ¢+ 2K OFE 2#E/T L ET.

21

1. IP 7 FL A0 &
2. T4 b 2—% RAT— DL H

4 12 Flow Collector VE (Zxf L 2 5OFIH #3217 L THh 6. [H CFE 2 SMC VE (2 51T
TAELERHNET,

IP 7 KL A 5E

A T7 AT ADIP 7 KL A% 8 § B2k IRDFNE#FEAT LET,

1. ANANR= A RANARA w2 > RA N S L &7,
2. NANR=AAYF KR MR 2> v AR DT £T,
3. A2 > DBEPFEAN >THBIEEHER L £,

Note: {4 <> Y OE I BN o T4 WG S O 7] B8 AT VDR B I DVWTIIF— Ayk—Y
EZE LSS . IROWTNAEEIT LET,
o TTIATYREAYVA M IWT B AT LADMHTIHE YUY —RA2BEIN L £ 3, 41 ICD0 T,
[y —2REAF | OIH S L TS0,
o ESXH—/: 7754 7 AD AR YT AR LUV —R 7—n &80 s¢ £9

4. R <> avy—n TR ALET,
5. R 77 AT ADRE HTE T L&T AR 7774 7 AD [F B IP7 ML A( Admin-

istrative IP Address) | X— 43 & £7.

© 2019 Cisco Systems, Inc. All Rights Reserved.
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Note: i &1k 2K /8 T2k S WA T—FEE T BERD VLY.

6. \—YEIUysL&T. M TTIA T ADIP 7L AEAN T LET .
7. [OK] #1&R LT . Enter 2 L &9 . 774 MDA v b7—2 v AZDIP 7 FL ANE R &
N1z[IP A v b2 2(IP Netmask) | S—Y % &&£9 .

8. KOFIHERATL&T.

o TI7HIVMEERZIANDZ D IR DOTH LLVEZAN I LET.
o [OK] #i%4R L. Enter #ff L T4i4T L &,

T 740V D7 a—RF v A NP 7 RL ANER R SN [IP7o— R+ xR b7 ML A(IP
Broadcast Address) | X—Y 23 & £,

©2019 Cisco Systems, Inc. AllRights Reserved.
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CIsco

9. MOFNE#FIT L &7,
o T7ANVMEEZIANNDD BB CEIOTH LLEEANTILET.
o [OK] #i%4R L. Enter 1 L T4:4T L £,
T 74 DT — 72— P 7 L A%R ¥ [7— b7 =1 7 KL X( Gateway
Address) | \—YH6] & &7,

10. ROFE&FEITLET.
o TI7HVMAEZIANZ BIFICHODOTH LVMEEZAN I LET.
o [OK] Z4R L. Enter 24 L C&HifT L &,

AT OB R 275 § X—V 0 &£,

© 2019 Cisco Systems, Inc. AllRights Reserved.
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cisco A8 B 35 D% &

StealthHatch SMC Version 6.2.8 build 2812.82.86.2131-1 serial UMware-423535a36

11, H [ O R EMER LEd . BE & IE LWL T 2%

o TEWIDEE . ROFIECHEA FT.
e TLWZ DS, FIE13 A £,

12. Enter ¥—%M L 9. Y A7 LOHEER—U 2 27,

13. Enter ¥—#f L &3, Y A7L0HEES L. BEIRE SN ET.5E T $5& 0f/(>
7oy MR SN ET .

14. [\ Z(No)] ZIER LT, Enter 2 L 9. [# ELIP 7 KL A( Administrative IP
Address) | R—Y W &9, FIHS ~ 10 242 VIR LT M E LA H T W ET. VAT
LD EFR—UHE &7,

15. Enter ¥— %3 L 9. A7 L40HEFH L. BEIFEHE SN ET. E 7 T8 a7/ (>
7y MR IN S ET .

©2019 Cisco Systems, Inc. AllRights Reserved.
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o AH T 2L 2y I'I'I'I'l
AR ER 5T DRLE cisco

Setting up networking. ...
INIT: Entering runlevel: 2

Helcome to StealthWatch SMC Version 6.2.8

smc-B1 login: _

16. Ctrl+ Alt 28 LT, a>v—wza& 7 L 7.
17. OB OWRDIF 74 b 22— NSAT— OIS H |12 A £,

7 74 b a—% RZA7—RFODAH

Important: # v h7—20% 4= PE 2HE R ¢ 21214 . sysadmin &L— b 2—H D7 74)b kS
AT—REREE TN ERDHVET.

sysadmin /X 27— FDZE H#
sysadmin /A Z27— R H 42101 IROFH LT L £,
1. B/ A R=U T, ROBAEERITLET.
a.sysadmin( K X7 &ML 72X AL &F) &A1 LT, Enter 287 L 9.
b. SAT—F 7o MK R S fz 6. lan1cope &N 17 L CEnter 24 L £,

2. [+ A7 L% % ( System Configuration) ] #==2—T. [/3A7— N(Password) ] #i# R L
Enter 21 L £

System Configuration

S5elect one:

Change the Management Port Networking

Change the password for the current user
Change the Trusted Hosts
Advanced Operations

<Cancel>

© 2019 Cisco Systems, Inc. All Rights Reserved.
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'ctgct; 1 ﬁdﬁﬁiﬁio)é%iE

Important: {536 T&X 34K A MDY b&T 741 b SZE B ¢ 385 4 . % Stealthwatch 77
SA4 7> ADNE B N Ol D4 X TOD Stealthwatch 7754 7> ADEHH T& 2K A D YR K
W ENTOWRIEEER T2V ERDNET, 2LV S 7754 7 A Cilifg T
EFth.

IREDNAAT—ROT O Y7 MAAZ2—D N R RIN 7,

Change the Management Port Networking
B T Change the password for the current user
TrustedHosts Change the Trusted Hosts
Advanced Advanced Cperations
< OK > <Cancel>

3. WEDRRA7—FEAN 1 LT, Enter ## L £,
HLWART—RD7' >y 7 MR R SN ET .

Select one:

Management Change the Management Port Networking

E Change the password for the current user
TrustedHosts Change the Trusted Hosts
Advanced Advanced Operations

Passwort

< OK > <Cancel>

4. HLWLWAZRT7—FEAN S LT, Enter 28 L $7.

&
o NAT—RE, AR—Z2FE DT I8~ 30 L FDEHFILTILERD VLT,
$.71@#% _=?.,{() DR R L M T & &5

© 2019 Cisco Systems, Inc. All Rights Reserved.
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o AH T 2L 2y I'I'I'I'l
AR ER 5T DRLE cisco

o BH T2 32A7—RE, LRI ORSAT—REA L FU FR 5 20 BER8H0ET,

5. T LOWARRAT—FEHE NI LT Enter 2 L &9 . AAT—RFRIEH CHE T Sz les
N AvbE—UNE IR SN ET .

<Cancel>

6. Enter ##f L T. [ A7 45X 2 ( System Configuration) ] 2>V —)L x=2—IZJR D& ¥ .
7. WOIAT )L — | AAT— RO T 1A £ 7.

J— kN A7— FDZAS
W— b SAT—FEEEH 42120 IROFIEEFEIT L ET.

1. [¥ A7 L% %E ( System Configuration) ] 2>V —L 4= 2—"7. [#£4ll ( Advanced) ] %% R
L CEnter 23 L £ 9. [#f4ll(Advanced)] A=2—0 & £ ¢,

Configuration

System
S5elect one:

Management Change the Management Port Networking
Change the password for the current user
Change the Trusted Hosts

Ldvancec dvanced Operations

<Cancel>

2. [#£40(Advanced)] #=2—T. [RootShell] Zi# R L T Enter %4 L £7 .

© 2019 Cisco Systems, Inc. All Rights Reserved.
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'ctgct; 1 ﬁdjﬁiﬁio)i%IE

StealthWatch SMC W build 20 0.02.0 1 serial VMware-423548681

Select one:

actoryDefaults Restore S5ystem to its Factory Defaulcs
Refresh the System Image
Change Management Port Interface Settings
1 Expand Platform Data Storage

Open a Root Shell]

rd at the prompt to O

3. BAEDLV—br"A7—Flan1cope # A\ /7 L C. Enter ##f L 9. v—h> D7 0>
IR IR SN ET .

4. SystemConfig ( K3 F &N X F#X L &F) &N LT, Enter 24 L &7,

NI & 5T [ AT L% 5E ( System Configuration) ] A=2—IZJR 0, L— k RAT— %
BHTEET.

5. [/8A7— K(Password)] L T, Enter 2 L &9 . AA7—FO7 0 7 MR IR Sh
£,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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K T e )2 o Hmm
AR IR 35 OF% E cisco

(<5
o

Select one:

Change the Management Port Networking

Change the password for the current user
Host=s Change the Trusted Hosts
Adwvanced Advanced Operations

<Cancel>

6. HTLLIWL— b RAT7—FEN S LT.Enter 2 L& 4. A=2—DF 2O D7 o7 b
RRINET,

<Cancel>

NRAT—RRIEFICE I SN2 bR T Ave—URE RSN 7,

8. NATV—RDEFH BRI Lizs, exit EANJT L CEnter 24 L &4, N T, 7740 D
sysadmin /A 27— R &b— k /AZAT— ROl J5 28 B s L7z,
9. Ctrl+Alt ## LCary—IgE #8& 7T L7,
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1 Inn 1 N
JKL 585340k &

10. ¥ ~T® Flow Collector VE # & U4 X T®D SMC VE (2%} L. CO&E OFNE 4 RCT%5% T
L EFLDw

o FEIFLTLRGEG TIRET77IAT VAV AT LD E I A 7.

o FEITLTHLRWLEGEWE.TIP 7 FL ZADRKE JWR 5T IRDARAE 7754 7> Akt L
TIOEDITNTCOFNEEGE R LET. 2018 [ A7 L0 E W& £,
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A7 hORSE
M 22

COE T NT7490 T — RO ZF46 + 2008 7754 7V A5 E 5 E #3284t L
T, COEDFIEEZE T T2 A VA MBIV EDT L ANTE T LET,

Note: Jc 1CHE CRT L B L FE R COVTE TG Lo ZET1C1(1 X—2)DF 29I YR b
Z ML TS0,

7' ot ADOMEEL

i 48 Stealthwatch System D% € (2id COFE THH 4 2. IROFMHOFEAT W Fn &£,

1. fHl 7 D77 54 7 v ADFK &

2. VAT LDFKE

3. TR A —UE LNV —RADE| N4 TOIL IR
4. 77 AT VAEM AV 2—T 24 Z%fd H U128 E

Note: # vy b7—20T7=—)LA—"—SMC #fFH LTW2BIG & 72— A—N—TT7 547
VAERPNCRE LET. 743 YSMC £ E §6& 7=—LA——SMC D IP 7 KL
AERRECTELT,

412 Flow Collector VE (2xf L 2L 5OFH #5E 4T L Th 6. SMC VE (Z[F] U 2 21T b B
NHNES .

% D77 547 > ADER TE

TXRCDTTIA T ADWH AR E & TT AT VAR E Y —IWTCEITSINET . 7754 T
ACHI D TT 7Y RT B T7IAT VAR E Y —IVHE R SN ET,

RONEF TIRAE 77 AT REA VA M VE SR E T EIENEETT

1. UDP Director VE
2. Flow Collector Database 5000 2>V —L(fi Fl L T 335 4)
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g N _ AL,
'clls:clo' VAT LD E

Z DA D3 X T D Flow Collector

3 X TO Flow Sensor

IR A4V A Ay PL—X&
IVRFRA > harvey hL—X&

t 71> &Y Stealthwatch & B 2>V —)1
8. 771 ~!Stealthwatch & # 2> v —)u

BHER 9 BRT . Tid Co 2T 1C1(1 A—) TREAIIE 3R 2ULE L £7,

N o gk w

Note: IRIF(CF-TIE HH L CCWERR SNZLDEE T R 225 65 0H0NET.

HET B IROFIEEFEAITLET,

1. 727907 KL A 74— RiZhttps:ll EN T L. ZOR AR 774 7> ADIP 7 FL A
#NJ1LT. Enter 4 L £7.
2. SMCVE %% & LTWE T ho

o NIV DG E., FIHACEA XY,
e TLWZ 1D E . FIEI CEA £,

3. B F o/ X—UhH &7 . admin 8 S land11cope (] 7 &6 K 35 N
EIX L EF) EAH LT, [224 A Login)] &2 Uv7 L &3 FIE 5 it & £,

EEEEEEE

Sign In

Vision to secure,
Intelligence to protect ™

R7A 2T I IRDOFIHEFEITLET .

User Name

Password

© 2019 Cisco Systems, Inc. All Rights Reserved.
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>
=
ait

a.[2z—%'4 (UserName)] 71—v Nicadmin EA J1 L 9.

b.[/3Z27— K(Password) ] 71— FiZ lan411cope ¢\ /1 L £9 .
c.[1>1A(Signin)] #2VUysL &7,

5. [&52%(Welcome) | X—Y 53 & £9 . [T (Continue)] Z2Vv/L £7 .

N
STEALTH

By Lancope

Welcome to the StealthWatch Appliance Setup Tool!

This tool will help yo Na e

For more information, refe y ¥ mentation.

Continue =

(& % v h7—24 > 2—7 A A( Management Network Interface) | X—Y 435 & £ 7.

% StealthWatch Management Console VE
System
Hur

Step1: A Add Enterprise Domain Information

Domain & IP Addresses

maonitoring

Bulk Upload: [l

© 2019 Cisco Systems, Inc. All Rights Reserved.
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cllsclo VAT LD E

6. AIICA S LIcikg 2R LT [IRN(Next)] #2VUv7L &¢ . [/3A7— & H ( Password
Management) ] X\—Y 256 & £ 7,

% stealthWatch Management Console VE
plianc: p

Password Management

E Step 2:

Password Management

Required

7. WY 74— NICH LOE I E SZA7—F2 AN LT [IRN(Next)] #2707 L &§. [F
A M4 &R A1 >(Host Name and Domain) | X—Y 235 & 9

Host Name and Domain

Enter identifying information for this a|

" Host Name
' 5 Step 3:
HostName and Domain

€3 Step4:
A or

e Step 5:
NTP S

© 2019 Cisco Systems, Inc. All Rights Reserved.
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CIsco

ur

fals

8. WY % 74— IV RIZHANM X v bhT—0 KA 2N S LT[R~ (Next) ] 227 Vv2L &
7. [DNSF & (DNS Settings) ] X\—Y 235 & £ 9,

¥ stealthwWatch Management Console VE

Delete  DNS Server

| 2111

48 Ho Jomain
E, Step 4:
DNS Settings

e Step 5:
NTP Settings

# Revie
Rey

9. [+] £&> %292 T. DNS #— 10D IP 7 FL 28N/ L &4 . [R~(Next)] #2Uv2L &
T . [NTP# 7€ (NTP Settings) ] N—Y 25 & &9,

Note: 1 DH O NTP #—/3% pool.ntp.org (27% & L T {23, IhiZ & 5T, Stealthwatch 77
54 7> RiE NTP 4—D 52K L% ntp.org 7—WE 7 28 AL TT 754 7> A0W; ] 7% 7€ T
E2&NHVET.

© 2019 Cisco Systems, Inc. All Rights Reserved.
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cllsclo VAT LD E

NTP Settings

Delete  NTP Server

e Step 5:
NTP Settings

# Review:
R

10. 7740 NRE &% AN 20 NTP +—1DIP 7 FL & PO e —
ENTTT B EREVANTA 3> %2 27)97L T Ray7X &
7 YR M SG AT HIE IR L THI OH— NN+ 3R
TEFTNTTHATVREBA v 2—T7 2 A% L1z

2L 2

AxX &

11. IR ~\(Next)] #27Uy27L &7 . [L Ex—(Review) | R—Y B & £7.
## stealthWatch Management Console VE

B otepg e Review Your Settings

Management Network Interface Host Name and Domain

H Name:

DNS Settings NTP Settings

DN

G Step 5
NTP E

# Review:
Review Your Settings Finalize O Restat @ 5

© 2019 Cisco Systems, Inc. All Rights Reserved.
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N — 21U 2y el ]l
AT LD E cllsclo

12, 7%0E #HERR L CL [ H (Apply)] 22Uy L &9 lER XA 70/ 05 &9 .

|

This appliance will now restart. Are you sure
you want to continue?

13. T LO S AT AR E AN L BETH T 0 0ET . DK [IRN(Next)] 27Uy &
T T T 28 T7AT7AD0T A > X—UHk &7,
14, /4> L7 vveN I LT, [B71>(Login)] #2YysL &9,

15. WRE T AMMDT7 54 7 AMNHVET H,

e NIV DA, FIEAWCR O IRDTTIAT YA LEOTE 58 R L ET . 754
vUSMC VE #HZ ICRE T3 &IiFER LT EZS0,
e TLWZ DS . IROTFE A 3.

16. 1B D, F12ldME— D SMC VE %258 5€ L2488 IRDIAT v A7 L D% E 1WA £1.

AT LD E

SMC(VE) #5 6T XTDT77 54 7Y ADRRE 8 T § 88, VAT LARE TE&F .

CAUTION! SMC OE B M R DIXRTDTI ATV AEB L T 20 ERHVET. 2L
HWIGS  SMCVE & 7o— L 7REE (S5 C&F VAT LA5HE VR E TN T&F
A,

Important: 7x—)L A—/3—SMC %#i% & T2 &5+ Y AT LD N A >4 DA %F5 E L.
B ODX—Y TR N(Next)] #2Vv/3 2L BE LD VET. 7714 ~)SMC (X Li% € 33
EEWN VAT LER ETEET,

AT LR E YLD [ & D2 F(Welcome) | XR—U 2 & £ 7,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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cisco A

LD SE

\1/
N

2\
STEALTH
WATCH

By Lancope

Welcome to the StealthWatch System Setup Tool!

vill help Sy

Continue =

1. [#t4T(Continue)] £ 27Uy L &3 . [T Z—7"F54 X N AL A 3R i I ( Add Enterprise
Domain Information) | X—Y 5B & &9,

% stealthWatch Management Console VE

Step1: A Add Enterprise Domain Information

Domain & IP Addresses

IP Address Ranges:

Bulk Upload: 48l

2. YATLDIP 7 KL AOH B (CIDR. K v 2T4E ALZHIHH . KB I My bDH 7 F v by
IPv6 #1fi [l C&&9) 2N J1 3 25, IP 7 KL ZDHFH D CSV 77/ L 54 > R— g 3—

© 2019 Cisco Systems, Inc. All Rights Reserved.
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fals

wlvale.
CIsco

797 o—FeFET LT [IKN(Next)] #2Vv2L &4 . [77 51 7> A( Appliance) ] X—
UHB &ET .

Note: CSV 7714 IVDIP 7 KL Rid . H> s IV TEAR—R, AR—Z, AT OWThHTX Y]
ZULERHNES .

% stealthWatch Management Console VE
5 m Setup

Appliances > FlowCollectors

= Step 2:

—  Appliances

Click the '+ button

Licensing

nplete:

3. [F] AKX EIYyIL ET . [7o— 2L 2 ZDIE I ( Add Flow Collector) | £4 70/ 55 & £
T

] Add FlowCollectors

Establish communication between the FlowCollectors and the
SMC.

IP Address

4. 70— AL 2ZDIP 7 FL ZEAH L. [k ~(Next)] #2Vv2L £ . [ {3 (Com-
munication) | X4 7o/ M5 &£ 9.

© 2019 Cisco Systems, Inc. All Rights Reserved.
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cllsclo VAT LD E

] communication Established

Review the information below, and click 'Add” to finalize the process

IP Address Model
22.32 FCNFVE

Host Name Version
gs- -fc1 6.9.0

FlowCollection Port
Receives data on this port

oo

AT EFE: COFET7o— aL s R&fE 7ao— vod—4B M T 354, £9 70— 2
L 7 & &1zl 7o— & >4 — & Stealthwatch Management Console( SMC) ] 0% B 7 v 4L %
EMLTBWMERDVET AR SN TR0 E . FIHDOIOR N TTo— Ave—Y»
KRENFT., 70— AL 2X—B LV T70— Lo —FN TN L CEH F vxoL #{E R T
BIIEIROFNEE#FEAT LET .

1. 720%—=,77 A7V ADIP 7 NV AR LT 3 377 24 70 AE B A > Z—
Tz A7 AL ET,

2. EMlOFer—y 3> 74> F7T, [#% € ( Configuration) ] > [ # » 27 4 D% 32 (Man-
agement Systems Configuration) ] DJIE 2 7V 7L £9

3. [Hr LOEH > 27 4 DiB il ( Add New Management System)] %27V v2L £ .

4. [ H >~ 27 LDIP 7 KL A( Management System IP Address) ] 74— FiZ. SMC @
IP7FLAZANTIL &,

5. [SMC(IsSMC)] Fxv2 Rvs A% AL &7

[& H (Apply)] #2Vv2L £9 .

7. AT L 2y T v7 =D [T F—(Error) ] X4 72 T [+ v>tiu(Cancel)] #7Vv
L. [JEH(Apply)] 227UvrL &7,

e

5. [BA(Ad) ]2 Yyl 5 . 7o— aL 2 K(VE) v A7 MBI Sh & ¥ .

6. (X \(Next)] #2VvsL &3, [77 747> A7a—+ >+—(Appliance Flow Sensors) |
R—U0H &,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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Sry e alale
LD E cisco

# StealthWatch Management Console VE

Appliances > FlowSensors

= Step2:
—  Appliances
& FlowCollectors.
O FlowSensors. Click the '+ button

S

# Complete:
P nished

7. BT 370— > H—0H0FET h.

e TEWLIDGE [+l K& &Yy, FTIEH Wil A F7,
o TLWWWZIDGE IR (Next)] 22Vy7 L IROFNHICHE A L7,

8. B X b—URKR SN ET. [OK] 22YvsL 4. FIE 14 23 & £,

S

You have not added any FlowSensors. If you
continue, you must add the FlowSensor(s)
later in the FlowSensor Appliance
Administration interface to establish
communications.

Click Cancel to return to the page_If you are
sure you want to continue, click OK.

9. [+] K& E /Yy L &3, [7o—+t >+ —0DiB il (Add Flow Sensor) ] X1 7 0/ 7&K/~ Sh
7,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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Py VAT LDEEE

] Add FlowSensors

Establish communication between each FlowSensor and the SKC.
MOTE: FlowSensors cannot be added to sFlow FlowCollectors

IP Address

NEXT

10. IP 7L A& AN 1L, [OK] 22y L & . B 15 ¥ 37 S £ L 72( Communication
Established) ] X1 70/ 7R/~ St &7

ﬁ Communication Established (]

Review the information below, and click Add to finalize the process

1P Address. Model
27.139 FSVE
Host Name Versior
sy 650
lowCollector

A "
Receives data from this FlowSensor

m

1. FoyZ Xy YR Mps7a— aL 7R%ER L, [BEIN(ADD)] 227Yy7L &9, [7o—t >
H—VEBn/ A > 7L 7 > v (Flow Sensor VE Login Credentials) | X1 70/ 75 & &

o
ﬁ FlowSensor VE Login Credentials

VM Server Address:

A

Username:

Username

Password:

Note: Ifyou skip this step, the FlowSensor VE will not provide
accurate information about the virtual envirenment.

12. @Y % 74—V K2, 70— >3 —VE 70— 3L 2 REE(E 4 2010 B 2R O IR %
ANSTLET.
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e« VMH—/NRN T KL A
o« 70— L H—Da2—H4
o« NAT—F

13. [BIN(Add)] 27Yy7L &7 .

Jo— Y —hE I SN £9.

% stealthWatch Management Console VE

3

Appliances > FlowSensors

—  Appliances

& FlowCollectors

O FlowSensors.
FSVE1000

FSVE

Step 5:

Licensing

14. [k ~(Next)] #2Vv2L &7 . [SMTP 5 (SMTP Setting) | ~—Y % & £ 4.

© 2019 Cisco Systems, Inc. All Rights Reserved.

xlviii



1 Inn _ Al
cllsclo VAT LD E

# stealthWatch Management Console VE

Optional Settings > SMTP Settings

= From” Email Address:
& FlowCollectors

G FlowSensors

Q Step 3: '
Optional Settings

O SMTP Settings.

SMTP Relay Address:

O SNMP Poling

15. SMC 2 T A=V &IE(E 32 L&D, [Z 1 A (from)] 74—V NIZIBE T 38/ A=V 7
FLZAZANTTLET,
16. SMTP YL— 7 FL Z&ZAN /1 L. (R N(Next)] #2Vy7L £9 . SNMP X—U A £ &4,

Optional Settings > SNMP Polling

Modify

Enable SNMP Polling

SNMP Version: 2c

Poliing Interval: 60 minutes

Community:

17. BEIGSCTOREAEE (TR 1 DODOLFH DAKE TEET) LTH6. IR
(Next)] #2UvsL &9
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Note: [SNMP /*— 3 3( SNMP Version 3) ] ## R L7235 A« 2—F 4% 2N 1 T 20 E 23bH
0. SBIATY s EL CRBFE G S 21BN TE T,

18. [ > &X—*4 v 7 7€ A(Internet Access) |(SMC H) X—Y 53] & £7 .

# gtealthWatch Management Console VE
Internet Access

Q Direct Access
e Mo

@ Access Via Proxy Server

= SNMP Poling

,l Step 4: .

Internet Access

Step 5:

Licensing

19. A2 &2y T 72 AD Y] £ ZA 7 HIEIR L £,

o [E #2771 A(Directaccess) ]: SMC 731 > &—x v MCEH 4t Sh &4 (7 o¥y
PN EZEH L V) . [IRN(Next)] #2Yy2L T, [4>F1>(Online)] X—> %[ &
9,

o [77¢R% L(Noaccess)]: SMC & 1> X—# v MIFht S E€ A. Kv>o—RETA
YR XY E—ETA LY RAERWAG T 210D T 7 AME FIAS T AL EHRDHVET .

[+ 754 (Offline) ] X—Y D [k ~(Next)] #2Vvr¥ 3¢, [58 T (Complete) ] X—2
D &E T
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% stealthWatch Management Console VE
System Setup

Licensing > offline

& Internet. Ifthis is to return to
onment.

& FlowCollectors

& FlowSensors

Step 5:

Licensing

# Complete:

o [7'mFH—EH T7 7+t A(Access via Proxy Server) |: SMC & 7' 4—/3%%
HTA X2y NG SN ET. 7OF o ENR R SN ET.

Internet Access

>roxy Server

7aF L H— DR E EEIT LTHe [IRN(Next)] £2Vy7L &7,

20. [X14L 27 7 7 A(DirectAccess)] #i#ER LIzl & . Flold 7 uF i@ 5% 7 Lich &
WZlx [ZA1 £ > A(Licensing) ] N\—Y 230 & £ 77,
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click Back to return to th

= FlowCollectors

= FlowSensors.

Step 5:

Licensing

21. [Kv>o— KRB LU 71 > A+ > %—(Download and License Center) | D V> 2% 7 Vv oL

%9 . [ Downloading and Licensing Stealthwatch Products)] % = x> bD&BH (ZHE 5T
T4 ARG LET

22. AL AEHAS L2158 . [F #h 1k (Activate)] #2Vv 7L £
Note: 77 54 7V AEGF SN TH R WG E . Avk—URNKR R SN £

23. [OK] #2Vv2L &7, [5€ T (Complete) ] R—YHf & 7,

Complete

' FlowCollectors

& FlowSensors

q, Step 3

# Complete:
Process is Finished

Launch =»

© 2019 Cisco Systems, Inc. All Rights Reserved.



g . _ AL,
'clls:clo' VAT LD E

24. [#2#)(Launch)] £#27Vv24 2&. SMC 254 7> MDS> 7 407 X—UHBH & & T, Av
—YHH &EET, TITIA TV ADGA LY AL WIGE . ED A LV ADL DI DN
TOBEREGS C Ave—VBR RSN ET . Ave—YOH 2L PR L ET,

You have not added any FlowSensors. If you
continue, you must add the FlowSensor(s)
later in the FlowSensor Appliance
Administration interface to establish
communications.

Click Cancel to return to the page. If you are
sure you want to continue, click OK.

25. £ LMD [& 5228 # 22—+ (Welcome AdminUser) ] Ko y7' &> VA Mpbs, [77 54
7 > 204 i ( Administer Appliance) ] # 27Uy 2L Ty 77 94 7> AE L A > X—T7 =1 A%
Bl &R DX 7y 2D TT A T AE A > Z—7 = A% L #2372 ” on page IviiZ
AT,

26. HhEB A X &I § 3 SMC VE( syslog) £7:1& Flow Collector VE %% 5E L T &4 A

o TIXWDHE . ROIEIF—X Z FL—y B L)Yy —20%] 04 TOHLHE W & F

j_o
o TOWZIDIGE  “TT ATV REH A > &—7 2 A% H] L3 £ ” on page vilz i
HET,

T—RAM—YBE LV —RDE 024 TD
Y 5

A 77 AT R A VA M= BE A RE 27— K A M —VEILIR L OUE &

BV ENRDONET ., &l N Tr—v A%M L SE 23D, T7 54TV AD Y)Y —RE] )

MTEINR T 2280 TC&EET . COFJEIE. Flow Collector VE T ¢4 0Fd,

o T—RANN—VODFHH BLIP VY —RE| Y TicONTE T )Y —2AEf . 7T — XA L —
VIOEES IR LT IS0,

« Flow Collector VE Tlid. 74— ADBE Y] 2 LXUIZH B LN AEVEIENN 4 200
BHNET,

o NANR=AAYF KZANCH OV EEH L TRAE v > D AT VA &8 285 &1k 25
ERAGLIBCTTIA T AEHEH L ET.

R TTIA TV ADT =R AN —VEILTR T BI2E IROFNEHEZRAT L ET.
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Note: {48 <3 M ] 1 i1z RF w7y av bsd 255 4 1« SMC VE £7-1% Flow
Collector VE D7 —&R A PL—V 5¥E5R T22ENTEERA. 7 —K A MN—Y DL TR 23
ST BRI AF vy ay baHT R LT 2 a0,

INANR—=NAH RANRIE v > RARN WG L LT,
INANR=NAHF KA MR v V&R DT &7

. R DR AL ET

Ry a7 /e AL ET .

R=L %IV IRDENTFEIT L LT

R

a.sysadmin &\ /7 L C. Enter ##f L 7.
b. S\2A7—F7'or7 MK IR SL1z 6. lanicope &N\ /1 L CEnter #4 L £7

[+ A7 45% 52 ( System Configuration) ] #==2—%] &£,

6. [#£4l(Advanced)] # 7> 2> %8 L. Enter 2 L £ ¢ . [ 41l ( Advanced)] #=2—
N—Y0H &7,

ataStorageExpansionfExpand Platform Data Storage

© 2019 Cisco Systems, Inc. AllRights Reserved.
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7. [7—&ZX bL—y 0L 5k ( DataStorageExpansion) ] 47> s> #IER L &7 [T —KA b
L — 01 5k ( Data Storage Expansion) | X\—Y 736 & £ 9,

8 WHMAMR L. LIS CTEH L &T. B ARG 7212 [l (Yes)] 22Uy
L. Enter ¥—#4f L &9, [% 5 (Warning) ] *—Y 25 & X7,

9. [l&x(Yes)] IR LT, Enter 23 L& 4. IRM 7754 7> A2 L8 L TE T 23 %
L7,

10. Ctri+Alt 28 L Ca>y— VIR 28 T L &7,

M., 7—RAM =V A 2R L &7
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77 ATV AEH AV &—T2A A& H L1
IE

DX Iy Tl TTIATVRE AV 8— T2 A% L TR 7754 7> A0 E %
T TAROFINECOOCER LT,

1. 77AT7VAE M AV RA—T 2 ANDa /A~

2. VAT LR Oz

3. IRA 7754 7> ADF L F)

T IAT SV AEH A Z—T 24 AND m7“4 V%
T7 54 T ARG (ADmIn) A Y 2—7 A Az aZ 42T Bild IROFE 247 LT

(¥E)
o Stealthwatch %4 — hL Ty 275744 . Internet Explorer /3— 3> 11 DL [ & 3 —
¥ 2> Firefox. Google Chrome. & &' Safari T
o N—YDo—FIMENELE LIIGE G HO7 IV &l I TI7FDOF vy 2877
L. 79794 CTHEM & 45— E /1L &7,

1. 7999 D7 LR 74— Bz httpsidl] EN 1 L. ZOR AR 774 7Y ADIP 7 FL A
%N 7J1L7TC.Enter 24 L 7.

Note: B WD VM F A MDE JF I £ >Tld . TRXRTOH—EARE B 2 £ T 30 7 12 F 3
BIENDHNET,

2. SMCVE 7754 7V AE A v Z2—7 2 A& W T &

e NEWLIDBE . [5v7 1>7(Landing) ] X— 258 & &4 . A LB O [3% € (Set-
tings)] 714 3> %2V LT [77' 94 7> AD% # ( Administer Appliance)] #27Vv7
L7,

hatlle - Srealthwatch

Sign In

Vision to secure, p— e
Intelligence to protect ™ i [ a
—

o TOWLZIDEE R 77547 AD [/ A Login) ] ~\—Y A & £7,

© 2019 Cisco Systems, Inc. All Rights Reserved.
Ivi



alvalen 2 s

cisco LD

N
X

~~ N\
STEALTH

FlowCollector for NetFlow VE
6.9.0

Username:

Password:

3. [2—#4 (UserName)] 71— Fizadmin &AJJ L &7

4. [/SRA7—P(Password)] 74—V NiZ\ 7754 7Y A% € TR LI B H 27— %
ANTTLET,

5. [m/4(Login)] #2UvsL&F. 7754 72 A B A 2 &—7 24 ZDF— b <— 13 &
9.

STEALTH =
kwﬁE". StealthWatch Management Console VE 4 C] =
i Info! This page automatically refieshes every minute - last refreshed at 13:35-22
System
IP Address 26141
Host name: 16-6-sme-v Domain eng lancope local
name:
Total Memory- 36
Load Average: 0.0, 0.03, 0.05
VM Server Memory: 1G resemved. unlimited
VM Server 1.02GHz reserved, unlimited
Free Memary. 343G CPU:
Uptime: 2 days, 21:36:04
Version 660
Build: 2014.09.09.1223-1 Platform Vware Virtual Platform
Serial No SMCVE-VMware-4.
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N
STEALTH Endpoint Concentrator VE 1000
-

i Info! This page automatically refreshes every minute - last refreshed at 13:50:24.

Systemn
IP Address: 26 .40
Host name: ec-01 Domain
name:
Total Memory: 791G
Load 0.05, 0.07. 0.06
Free Memory- 486G Average:
Uptime: 22:06:42
Version: 690
Build: 2016.12.05.2349-0 Platform: KVM Virtual Platform
Serial No.: ECVE1000-+

6. WODIAT 2 27 AR Z| O E WA £7,
3 AT LR Z) DFEK E

Network Time Protocol( NTP) & & U8 A7 ARG %I ( &4 b V' —>) i 5E #1148 7794 7V AT
HMET A IROFIEAEATLET.

CAUTION! SMC (215 4R #1% 2 70— IL 2020t DF A R/ FH ST 380D LA
CNTP H— % L &7

1. 77 ATV AEH A > Z—T 2 ADF &7 — 3 X—Y T, [ ik ( Configuration) | D
D7 ZAG T (+) £#27Vy7 LT, [ AT LI ZI] ENTP( System Timeand NTP) ] 227Uy 2L
9,

STEALTH std
(WATEH ]

l'ﬁ‘.
#~ Configuration

Naming ar

System Time and NTP

T7 AT > ABGE Vv el L THIRE TR LIz NTP 4 —30K R s i
INTP4#—/3(NTP Server) ]| \—»b & £7 .

© 2019 Cisco Systems, Inc. All Rights Reserved.
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N

VAT LODFRE

R

System Time and NTP

A Warning: You should restart the system after applying changes to system time
settings.

NTP Server

Enable Network Time Protocal

NTP Server Delete

335 0

Select a NTP server to add:

Enter a server name to add: Add

e | o

Time Zone

2. R=YERNIZAZa— LT\ [&1 LYV —TimeZone)] £ 7y = CIRIE 77 54 7> AD
AT LR ERR E LT

R P i e e S e e N o TN
Time Zone £
Current Server Time Zone: Etc/UTC i
Select Continent: [=] !
Select Country: IZ‘
Select Timezone: lz‘ ‘
ot A,

3. WOFIHZEFEITLET .

o FOYZ Ry YZ M6, KFEFIBIRL £7.
o NOYZ Ry VA M, EH ##IRL 7.
o ROVIZRTIY VRIS, ZA LY —VEER L ET.

[3& F ( Apply) | 3% 7 Sh £,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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Time Zone

Current Server Time Etc/UTC

Zone:

Select Continent: North America -
Select Country: United States v
Select Timezone: America/New_York — Eastern Standard Time [GMT-5] |w

4. [IEH(Apply)] #27Vv/ LT EE N R 2T LET. R 71> N &7,

Are You Sure?
You should restart the system immediately

after making changes to these settings. Are
you sure you wish to apply these settings?

Cancel

5. [OK] #27VUv7L &9
6. XOIAMRI 7754 7 2D L E) ]I A £ 9.

AR 7754 7 > A0 H &)
IRA 7754 T AERER T2 IROFEEET L ET,

1. 77 ATV AEH A > Z—T 2 A A=2—7T. [#1E (Operations) | > [77 71 7> ADH iZ
) ( Restart Appliance) ] #3i#4R L £ .

Audit Log

Operations

W XA T7a/H &£7.
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Please Confirm

Are you sure you want to restart the
appliance?

It may take a while.

No | Yes

2. [IFwv(Yes)] #7UyoL &9,
9. SMC VE #7-i Flow Collector VE %% 52 L £ L7225

e SMCVE %#&% % LTWwWalg & Hild#fg . 7o— av 7R Elfs 2B L & 9. A8
T AT VADA VA MIVERENTE T LELI. 54l cDWBTIE. SMC 254 7> b
D4 > NV T7EZIR LT IS0,

o Flow Collector VE ##& & L T 28 A « IR OFTIH 5 OWE R 1WA 9,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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IE 5 DRERE
1 %

Stealthwatch 77541 7> 2D 1 £ > At 51% . NetFlow 7 —X%% {5 L T\ B 2 L& R
DULENHNET R T2, COE T LTORROFNE4FEIT L ET.

CAUTION! COIEOF B #5115 ¢ 28710 & 7754 7> Akt LET OIE O 54 € > AF JE
EFINTHE T LIR30 Frb&d.

NetFlow 7 — KX & D 52

SMC N7o— aL 2&%BIN$ 28 70— aL 2KE SMC 2 70— 215 2. 83845
EENLTC2—H 7L RU—LHFETIOBIR 2R 8 LET . NetFlow 7 —X&EA 24 124
LTWBRIERMER T 2123 IROFEEFEAT L 7,

1. TYR—T' A X Y Y—=T, 7o— aL 78%&4 7UvoL.
[A7—%A( Status) ] > [NetFlow 2L 73 3> 27 —%Z( NetFlow Collection Status) ] DJIH i
BIRL &7

L2 Enterprise

it 53, SMC

1 ACME Corp

- B Host Groups

- Network Devices
- u_] VM Servers

4 Maps
FlowCollectors

. & FlowCollector VE-01

- (3 dentity Services « FlowCollector Dashboard
- (¢ External Devices
l % Test Domain Status * | & FlowCollector Dashboard

Configuration ' Alarm Table

Expand All Ctrl+Shift+E
Ctrl+Shift+C | g
Refresh Tree S

@i Flow Collection Trend

NetFlow Collection Status l,\\) |

Mitigation Actions

NetFlow 2L 73 2> D AT — XA T2 FF 24> M3 & &7,

© 2019 Cisco Systems, Inc. All Rights Reserved.
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[] NetFlow Collection Status x

Interface Current NetFlow Average NetFlow Maximum NetFlow
Count Traffic (bps) Traffic (bps) Traffic (bps)
FlowCollector-Primary: 28 259.47k 264.87k 293.12k
Deta
Status Exporter +{|Longest Duration Export (seconds) = [\Exporter Type “? | Average Flow Rate (fps) ™' | Average MetFlow Traffic (bps) = | Interface Count =
L core0l 71 Exporter 159 58.86k 7
G e
v 043 67 Exporter 92 128.94k 3
L' WT.200.2 60 Exporter 74 31.62k 3
L% asa0l Cisco ASA 49 40.95k
(0 #1.200.1)
N ooz W 60/ Exporter 2 2.67k 9
e P stenne Ay— e e o ittt

2. FF 242 b EERICH 2 [FLAE DNetFlow 571 v2( Current NetFlow Traffic)] 7 +—v ¥
B L TS0, COFEHE IR G H Sz NetFlow h574v /D8 4R/ LET. 7
0—®D 747K N ST ET He

e TEWLIDGAE . ROFIHICHE A £,
o TLWZIDEE . T/AR—KB SV —RORRE &R L £4 . (41 [SMC Cli-
ent Online Help]l %2 IR L T2 SV IROFNEICE A £ 4.

3. [ b WAk %L R ] © = 2 248 — N Longest Duration Export) | 71| #Z 1& L T <2380, 4
NYR =54 2w Ly Ry7' T v7 A=a—m6, [B bR OAkGERF [ O =7 28— |
(Longest Duration Export) ] ## R L T. O %18 § 20 ERH 25 E5R"H VLS.
H LI AR—KDMHEIE 100 VLR T A

e TEWIDEE . Fxvy 20T/ AKX— XA v—IF IEH T

e TLWZIDEE . BB F vy 20T 72K — K XA w—DIF LW EER Ly
Rl T I LR T B R A D VES . TOAR—RB LU — RO E EHERR L
9. (#£411& . [ SMC Client Online Helpl %% [ L T /2 8uy)

4 TATYTATAT A ABDNET b

o TIXWODE4E . IDETCisco ISE DB i J12i#E & 7,
e TLWZ D& IROFNEICHE A £7,

5. SLIC #&fE 1L HVET P

o TIxW]DE4A . TSLIC & i, 74— FHERE O Zh ik OB il & £ 7.
o TLWWZ DS, 77547V ADKE G T 1.

© 2019 Cisco Systems, Inc. All Rights Reserved.
Ixiii



wlvale,
CIsco

Cisco ISE D& i
o 3

TATYTAT AT NAARDHNIE . Zn 62 SMC BN T& &9 . COF 121 . CiscoISE
(Identity Services Engine) #1& I 4 2 FE & s £ 7.

Cisco ISE DiE

(¥)

o EE DAL LI Cisco ISE 27AKE AL VBN T & &F,

« StealthWatch > 27 42 Cisco ISE-PIC #ZE N §2FH X CCTHH L THW2LD LR LT,
Cisco ISE-PIC D% & DFEAH 12D Tk Cisco ISE D ~=27 1L 55 L TLEE0,

CiscoISE #iE M 4 212id . IROFE 5EAT L £4

1. SMC Web App { > &—7 A AD »=2—" [}& B ( Deploy) ] > [Cisco ISE D% & ( Cisco
ISE Configuration) ] DJIE (1€ R L £ .

abal - Steglthwatch
CISCOo.

Maonitor Analyze Jobs Configure

& Security Insight Dashboard (inside Hosts)

Active Directory

[Cisco ISEDiE il ( Add Cisco ISE) | &4 7u/» & & .
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Cisco ISE D3 b

CIsco
oo | g

2. CiscoISE 772D Hi #NJ1 L &3 . i H h 2 StealthWatch 3 27 A D% B XA > D
CiscOISE / 7AR%GR E T 2L ENDH VLT .

3. MM TR EHEIRL LT, NI TTIAT VAN 7 heL CTID 258 FE T& 3
(D&HWSMC HISE Wikt 2754 7> MEWE) . 7754 7> A% # ( Admin) 1 > &—
7 2 20D [SSLiF B & ( SSL Certificate) ] X— D [ 7L > F V4 ( Friendly Name) ] 74—
N([7A T >7 474D 7 v7'o— K(Upload an Identity) | £ 73 a>N) IC A\ ] L1=D &F] L4
—ﬁ-ﬁ‘(\‘—j—o

4. 77 IA TV AEG S T BISE 7FARXDT 54 v UpxGrid /—RDIP 7 KL Z# AN 1 L &
‘a_o

5. (A7> ) T7 ATV R%8 A T BISE 772D /1> KX VpxGrid /—RDIP 7 KL 2%
ANHLET. CO/—RE, 7= A—N—DHIfFiH s ¥, 751~V /— k0D
GRS e, €AY /—FMERH s &7,

6. CiscOISE 7\ A 2D 2—H 7HVY MR E Lica—H 2N T LET. COX AT IE
ISE 7754 7> ADISE 75 AZD pxGrid 754 7> ~ YA MIFE R S &4,

7. [BN(Add)]>[OK] #2YVv2L £7 . Cisco ISE #°ldentity Services 7+ )L XD K AA (2
Bnan s,

8. SLICHEREIEX H D& T H

Ixv

o NIV DIGE . IRDEISLIC & i 71— I RE Of ik e A &9,
o VW2 IDGE . 77 ATV ADRKEIE5E T T,
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4

?huc 2B 71— N sk OF R

StealthWatch /A v7—Y DA > A b= &% 8 D18 OFNEIE . SMC D754 7> b A v Z—
71 ZA&AFEH LTSLIC & B 74— FEH /T B2ETT .
WOFNE #FEAT L &7 .

1. T2 &—7"Z4X Y )—T, [Stealthwatch Z+ { > 7YY > X £ > &—( Stealthwatch Labs
Intelligence Center)] 7 7> F 41 7VvZ L. [a% & ( Configuration) | > [SLIC# & 74— I
#% 7€ ( SLIC Threat Feed Configuration) ] DJE (2R L 3.

't3 Enterprise

= T sMC
- Lo Lancope Status 3
Configuration * | SLIC Threat Feed Configuration |\,
Ctrl+Shift+E |[@ StealthWatch Labs Intelligence Center
Ctrl+Shift+C
Refresh Tree

[SLIC# & 7 +— F#& 5& ( SLIC Threat Feed Configuration) | £ 7 07 733 7~ S &9

i, SLIC Threat Feed Configuration ‘ ﬂ

The StealthWatch Labs Intelligence Center (SLIC) is an online threat intelligence service from
Lancope that delivers a regular feed of threats to StealthWatch via a secure channel.

This service provides dynamic information about specific command and control (C&C) servers that
are suspected of being responsible for bot activity.

@) Note: T you require a proxy for your SMC to access the Internet, please dick here to configure it.

Enable the SLIC Threat Feed

SLIC Feed Key:

Neote: Contact your Lancope representative to obtain your key.

© 2019 Cisco Systems, Inc. All Rights Reserved.
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SLIC & & 7 +— i fit OF 31k

2. [SLICE i 71— F%&H 3% ¥ 2( Enable the SLIC ThreatFeed) ] 7 =v /K v/ A% L

9,

3. [SLIC 74— F*—( SLIC Feed Key)] 71—l FiZ ¥ —

ENTILET

4. [OK] 22V &T. 100 AN I, T2 &—F' 54X Y Y=k, av>» F& ¥ bp—)L #—
N(C&C) RA NI N—T DT F>F&#HH LT B F AD7 7747 7% C&C H—/ D YR

PERRLET .

BHTEITI W&, LT, StealthWatch & 27 4D
Z ADLF 2744y NT—2DE=RY> T DF| 5 %
WWH TE&2E 4 D& T, FFATCDLT,

[ Stealthwatch Management Console User’s Guide]
E2lE SMC 7247 MY Z—=T 2 A F> 74 >~ NV
TEZI L TZS0, [NV T7(Help)] #2Yv 2L 9,

= Enterprise
B SM::
E} il Lancope
= Hu:ust Groups
. ;g Inside Hosts
'ﬂ = 1+ =id L1~
=&

/
£, Agent.nfx
£, aldibot

£, Armageddon

:.
|

E

- B, L. arracuda
|

72
o&
=
El
=]
[1:]
-

Grayblrd

+ Grum Id

+ Grum Tasks

*a Gumblar

'+ Haxdoor

'+ Hitpop
Hltpop Checkin

pack
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