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TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDARUNEFERHETT h,
CDARUKE INJT R R—
AFELIFLEVMER—ZRD VT
nTIH,
BEEE B AT DY
e

R/ILEME

RALELME

INJT U R R—ZTIFELVANT
A—REFRALTARUEFRE
TEETH.

ZEYHIGE . ARARGEN
EBRFIIFATT A,

BEDRI—IT143%FRAE

W&

EEFTHRANTCEF T4 A2k Bad_Flag ACK ZH 3
LEd,

[RER7R Rk (Inside Hosts) ], [4} 887 Rk (Outside Hosts) 1.
[954 7> kPR < — (Client IP Policy)]

A ILAK RS KU SMSH—/\— (Antivirus & SMS
Servers)]. [F7AT724—IL. TOXL BEUNATT /N R

(Firewalls, Proxies, NAT Devices)]. [RyrT—OEEE LUV
AF+F (Network Management & Scanners) ]

Tl

RERAR X (Inside Hosts) . SRR R~ (Outside Hosts) . 75
AT RIP(ClientIP) RS —, T ILAFRE LY SMS
+H—/\— (Antivirus SMS Servers) . 77147 94—)L. 70OF%
<. BEY NAT 773514 X (Firewalls, Proxies, NAT Devices) .
YT —OEEBE LUV RXF 7 (Network Management &
Scanners)

AYAY4

ZEGL

ZEL
ZEL

ZEL

ZEL

ZEL

ZEgL
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wF2YTAARUA—E

ARVHMIBET5ERM W&
FIARNUERBETEEI D,

LT HHE . WEARLED 5w
RBOy—ravifEcyan,  FE

ANVMNSTIHIVEOBERRD =y are
BESATOET A e

ZEITDEE. ENIEATI A, ZEGL

DX TAARUMNIATIYIZEDISIZEELET A,
ARUMZET B e
ARVEDEETIERTT HY, RGNy EEELZRAR

B—YMEIRITTH, REGZNNTYRDFEIEELTY RSN =KX
ARVEDI)H—%BIERBITR = — oyrs

o —(EENTT A, EETDRRAR)S

EETT,. X)) T MR

NE5FR7S5—LHTIVEE BEBAVTIIR BYRIALTIIR
NTTh.

HEXZEDIRET o BEEAUTYIRX True
ERAE e Cl:True

BA—TYLT, BFXF2)T0 MR
ST B75—LATIVIE BE2—4 Yk 12T 949 X (High Target Index)
ENTI D,

z_;&?%l)ifd)ﬁfi’é . TI:True

Secure Network Analytics THI AR gEZL R (F{o] TT HY,

ARUNZBIT B E R
e e R LR P ST
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TFaUTAARUN—E

ARVHMET5EM W&
TARINTIZAT U B

) Manager: {ETERARDEH 1T (A AU MR RENE
P LOREEI I THE g R HITAARLIARS
AARRSNET D, . a
R menET FRIMYTISAT U L
Manager: 7A—ILEETXH LUV E—7T YR IP, 1 RUFDE
DT HTATHELD 5 AN AR OBIET 5T (T B

ZFETHOEEE R . <port>/TCP H LU <port>/UDP &L T

BEIO—SOLTEDEIBR g ftitohfk—t, H&U TOP TILAMEBENFE
HARTSNES N, PR M

FRIMTHSAT M 7O—XERID 5 DB TI1ILEN
BINhFET,

CDEFL)TAARVIDIEEIZDNTE D LS IERHFIA A
RETY DY
ARUMBIT BER B

ARKID [FAI T H, SEC ID BAD FLAG NO ACK(267)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Bad_Flag_All

TCP Header

URG ACK PSH RST SYN FIN

1 1 1 1

11

\

n

203.125.234.84

port 1024

port 445

> 3

50.56.217.21

ost _*?| Concern Index 2|

Security Events s]

Target H
6.217.21 | <Clvaliex* |
i

Bad_Flag_All-445(1) ‘

nalytics assigns to an event based on

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMEED L SGENMEIC
KO TEIEFRISNFTT D,

CDARUEAR)H—SNn 515
B, AZERLTOET D,

RIZEFTIRERTYTEMAIT
ERAN

FIFREDTO— T—EANBET
gh

(FlowSensor. 7AX> 747
DA—ILIEE)

N =
’I =]
LT

W&

TRTHTCP 754 (FHA. #ER. Utyk, Tuia BEA,
BTIDNEENTWWSNN YRR D=5 E . EE TR
ARTEFXF T4 ARVIDN)A—SNFET,

TCP /X YMZTRTDIZT DEYRMNERESN TSI E
. BEEHYBFEEA. TOISILEEFHNREOM--BE
. NTYEDREEXIIVICETHIERINEXFBRIELT
ERICITHONTWAEEEELAHYET, ELVSDH, VR
TLERENERLGNIL, BEHHAEHOEDEETST 10
LTELGBICENITHONDRIREENHDEIMNSTT,

CDARULDYY—ADNATHRRANTHAEE . IS D
ERFEOIRBELFTMELHYET, AL, RRAME
REHRIST DA EHEEERDARIMIZEELTULVEL
TL&EID, RILR—FTEHDHERRANERF Y LTULVELT
L&Sh 1 DDRRARETEHDR—FERX X2 LTV
TL&OM, REHRANMI KB EELAHNIL, TNIFEELL
§L\77'7'4t“7_'4‘k51§%0)Jlsﬂic‘:L,’C?Ei%)C&fﬁ’G‘c‘?i

Flow Collector NetFlow T-F7 133> TlX. FlowSensor N iHE
T, Flow Collector sFlow Tl&. »ELEMIVHR—R UM
[T4FIZHYFEEA.

ZEIL

CDEXF1)TAARUNIFERTELR) O —BRENHYFIT D,
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ARVHMIBET5ERM W&

o Y BEETARARTEFAUT( (<h Bad Flog Al 31
OSBRI %,

REIXETI A,

7 AT DAT I T a8k b (inside Hosts)]. [5H817RR + (Outside Hosts)]
TIHIWETEDARUIDETT pup
HHERIS—FENTT A, e

T A SO Gl T (ERR L nside Hosts)]. [5HEIRR + (Outside Hosts)]
TIHIWETEDTI—LBAT
THAIRIO—FERTT A,  FF<

COARUMERETETTH. DL

CDARUNE N)TUORR—
AFRIILEVMER—RDWVT  ZL4iL

NnTIh,

BEEEEAIERTY A,

HRME ZEL
=/PLEVME ZETL
=ALELME ZEL

INYT R R—RTIEELVNS
A—BEFRALTAINUIZRAE ZH4L
TEFEITH,

ZUTHIGE. ARARELEMS sy pr L
EEMIFATT A, A=

Eﬁo)#{)'}:/_ I?{@’E1§Fﬁﬁ' §;—§7«.~L
FIEARNERBTEE T, H O

ZEYDIEE. AREARRGED

KEBOS—oauldfcdm, XL

ARUNZTIHILEDBEEL  BZL4L
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ARVHMIBET5ERM W&
BESNTLET D,
ZEITDEE. ENIEATI A, ZIGL

DX TAARUMNIATIYIZEDISIZEELET A,
ARUMZET B e
ARVEDEETIERTT HY, RGNy EEELZRAR

A—yREAITE A, REGNTIRDIBFEELTIRNENTZARA R
ARVEDI)H—%5IERITR ==

IS ERTE T RERORAR K~

EET T, EFaTa AR

NE5FR7S5—LHTIVEE BEBAVTIIR BYRIALTIIR
NTTh.

HEXZEDIRET o BEEAUTYIRX True
ERAE e Cl:True

BA—TYLT, BFXF2)T0 MR
EOEETB75—LATIVIE BE2—4 Yk 12T 99 X (High Target Index)
ENTI D,

z_;&?%l)ifd)ﬁfi’é . TI:True

Secure Network Analytics THI AR gEZL R (Tl TT H,
ARVMZBEETHEM T

TI—LOFHMICIEE D &S7lE Manager: FHRRSINET
WARRSNET Mo FROMTOSAT U ML

Managor: BEETEARR R DEF 2T AR HET
Fo— LOBEES T HE g BRI QERANTAARLNTRSNE

ERENES B, | _
AL 5 FROMYTHSAT b BBLL
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EFAYTA AR~

ARVHMET5EM W&

Manager : 7D“—lii§1§ﬁ:3’5$09—’f‘yf~ P, ’f’*“/l*@ﬂ?i
DT IT14THEZID 5 ﬁj\ﬁﬁh\64&2F®ﬁfﬁ§777‘47E§
ZETOREERE. <port>/TCP LU <port>/UDP &L T

BEIZO—[ZDW\TEDKSLFE Ef T Font-R—k. BEU TCP TIqILA2MNIE
Biloo - IouTe BT Kb 55U AVSESNE

FRIMTHSAT UM 7O—XERID 5 DB TI1ILEMN
BIhFET,

ZDEXFLYTAARIDIGEIZDNTE D ESEIERAFI BT
BETI DY,
AR HERM &

ARKID AT H, SEC ID BAD FLAG_XMAS (263)
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TXLTA AR —E

CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Bad_Flag_NoFlg

TCP Header

URG ACK PSH RST SYN FIN
o o 1) 0 o o0

\ .
_._ port 1024 port 445 E
203.125.234.84 50.56.217.21
Resulting potential ity event entry’
[ ost Groups | e Host | Target Host Groups = [ st | concern md [ Events B
| gapore ‘ 5.234. | pe Corpe | ‘ I value ‘ ad_Flag_NoFlg-445(1) ‘
€1 value> repi merical point value that Secure Netws gns to an event based
various con. ditions.
— \} '—.ﬂ
XA TAARNVEDRAE
—_— Sa -
CDARVMNETHEM B

CDARNVMIED LS ENEIC
LOTEIERISNFT D,

CDARNVEDR)H—EN 55
B, @ZERLTOET D,

RICEFTITARERTYT (AT
R

FRFEDTIO— T—EARET
I h

(FlowSensor. 7% J74(7
DA —ILIEE)

:I:&r_
=]
A=

TCP 759 MEEN TGV YN H-T-1B S (L. 2EE
FTHRAMTCEX )T ARV N)H—ENET,

TCP /b ICENGE TS NBRESN TSI LT, BF
FHYVFEFERBA EDIIBEHINROMNOHEIL, /N
TIRDEEEIVUICEHT HERINEEBHELTER
[SIHDNATOWDEBREEABHYET  ELVOIDH, VAT LR
ENELGNIEL, BERSEAEOEDEETISTICHLTE
BRIGENMTONAEREENAHENSTY .

ZDARUEDY—RADREHRANTHDHE. LS D
ERFHORKEEZIFTMELHYET , =X X, RRME
REHRITST DA EHEEERDARINMIZEELTLVEL
TL&OD, RACR—FTCEHDRRANER T LTULVEWNT
L&Sh 1 DDRRAMETEHDR—LERX X2 LTV
TL&OD, REHRANMIKBEELAHNIL. TNIFEELL
3}\7’7-7-45‘7‘-4’(51%%0)Jlsﬂé‘etbﬂﬂi%):&;bfféi

Flow Collector NetFlow T7 133> Tl&. FlowSensor HAiHE
T9, Flow Collector sFlow Tl&. »ELEMIVHR—FRM
[T4HFIZHYFEEA.

ZEL

CDEX)TAARUMNIFERTEDR) O —RENHYFIT D,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

_26_



wF2YTAARUA—E

ARVMZBET 5 ER
—DExXTA ARUEHR)
H—ENBE=OIZRELR) S —
REIXFTT H,
TIAIRTIDARUENA T
HBER)—EENTTH,

FIFIRTIDARNATT
HBR)—EENTTH,

TIAINTIDTS— LT
THHIRI—[EENTY M,

TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDARUNEFERHETT h,
CDARUKE INJT R R—
AFELIFLEVMER—ZRD VT
nTIH,
BEEE B AT DY
e

R/ILEME

RALELME

INJT U R R—ZTIFELVANT
A—REFRALTARUEFRE
TEETH.

ZEYHIGE . ARARGEN
EBRFIIFATT A,

BEDRI—IT143%FRAE

W&

EEFTRANTCEX T4 ARk Bad_Flag NoFlg ZE %2
LEd,

[RER7R Rk (Inside Hosts) ], [4} 887 Rk (Outside Hosts) 1.
[954 7> kPR < — (Client IP Policy)]

A ILAK RS KU SMSH—/\— (Antivirus & SMS
Servers)]. [F7AT724—IL. TOXL BEUNATT /N R

(Firewalls, Proxies, NAT Devices)]. [RyrT—OEEE LUV
AF+F (Network Management & Scanners) ]

Tl

RERAR X (Inside Hosts) . SRR R~ (Outside Hosts) . 75
AT RIP(ClientIP) RS —, T ILAFRE LY SMS
+H—/\— (Antivirus SMS Servers) . 77147 94—)L. 70OF%
<. BEY NAT 773514 X (Firewalls, Proxies, NAT Devices) .
YT —OEEBE LUV RXF 7 (Network Management &
Scanners)

AYAY4

ZEGL

ZEL
ZEL

ZEL

ZEL

ZEL

ZEgL
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wF2YTAARUA—E

ARVHMIBET5ERM W&
FIARNUERBETEEI D,

LT HHE . WEARLED 5w
RBOy—ravifEcyan,  FE

ANVMNSTIHIVEOBERRD =y are
BESATOET A e

ZEITDEE. ENIEATI A, ZEGL

DX TAARUMNIATIYIZEDISIZEELET A,
ARUMZET B e
ARVEDEETIERTT HY, RGNy EEELZRAR

B—YMEIRITTH, REGZNNTYRDFEIEELTY RSN =KX
ARVEDI)H—%BIERBITR = — oyrs

o —(EENTT A, EETDRRAR)S

EETT,. X)) T MR

NE5FR7S5—LHTIVEE BEBAVTIIR BYRIALTIIR
NTTh.

HEXZEDIRET o BEEAUTYIRX True
ERAE e Cl:True

BA—TYLT, BFXF2)T0 MR
ST B75—LATIVIE BE2—4 Yk 12T 949 X (High Target Index)
ENTI D,

z_;&?%l)ifd)ﬁfi’é . TI:True

Secure Network Analytics THI AR gEZL R (F{o] TT HY,

ARUNZBIT B E R
e e R LR P ST
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TFaUTAARUN—E

ARVHMET5EM W&
TARINTIZAT U B

) Manager: {ETERARDEH 1T (A AU MR RENE
P LOREEI I THE g R HITAARLIARS
AARRSNET D, . a
R menET FRIMYTISAT U L
Manager: 7A—ILEETXH LUV E—7T YR IP, 1 RUFDE
DT HTATHELD 5 AN AR OBIET 5T (T B

ZFETHOEEE R . <port>/TCP H LU <port>/UDP &L T

BEIO—SOLTEDEIBR g ftitohfk—t, H&U TOP TILAMEBENFE
HARTSNES N, PR M

FRIMTHSAT M 7O—XERID 5 DB TI1ILEN
BINhFET,

CDEFL)TAARVIDIEEIZDNTE D LS IERHFIA A
RETY DY
ARUMBIT BER B

ARKID [FAI T H, SEC ID BAD FLAG NOFLAG(269)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Bad_Flag_Rsrvd

TCP Header

bit 8(CWR) bit 9(ECN)
1 1

\

port 1024

> i
>
port 445

50.56.217.21

n

203.125.234.84

Resulting potential security event entry:

+3[_concern Index ¢ | Security Events
‘ <CI values>* | Bad_Flag_Rsrvd-445(1) |

2 | Target Host Groups * |  Target Host
| Lancope corporata | 50.56.217.21

I Source Host Groups “l
| Singapore |

Source Host
203.125.234.84

* <CI value> represents a event based on

various con ditions.

numerical peint value that Secure Network Analytics assigns to an

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMEED L SGENMEIC
KO TEIEFRISNFTT D,

CDARUEAR)H—SN 515
B AZERLTOET D,

RIZEFTIRERTYTEMAIT
ERAN

FIFREDTO— T—EANBET
gh

(FlowSensor. 7AX> 747
DA—ILIEE)

==
’I =]
LT

W&

N YMZREID TCPRETFHISNI-TCP ISV N EF
NTWBIEE  RIETHRRANTEFYTA ARSI
A—shFEY,

TCP /4 yb [CEMEITST R ESN TSI EIE. &F
EHYBFEFA. ZTDIILBEFNROMo=EEIE. /N
TIrDEERTUICETHERINEZENELTERRM
[ZITHONTWBRIREENHYET, ELVIDH, P AT LK
ENELENIX, BLSAEHEDERETISTICRLTE
BARERTONSAREELHEINSTT .

CDARULDYY—ADNATHRRANTHAEE . IS D
ERFEDOIRBELFTMELHYET, AL, RRAME
REHRIST DA EHEEERDARIMIZEELTULVEL
TL&EID, RILR—FTEHDERRNERF Y LTULVELT
L&Sh 1 DDRRAMETEHDR—FERX X2 LTV
TL&OM, REHRANMI KB EELAHNIL, TNIFEELL
§L\77'7'4t“7_'4‘k51§%0)Jlsﬂic‘:L,’C?Ei%)C&fﬁ’G‘c‘?i

Flow Collector NetFlow Edition TC DA RO R)H—Eh
BElEHBYEB A, Flow Collector sFlow Tl AEZTEM
AV R—RUMEEIZHYEE A,

ZEIL
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TXLTA AR —E

DX TAARMNERATESR)O—ERENHYETH,

ARVMZETHERM
SDEF)TA ANV
A—ENB-DIZBELRY S —
BE[FTY A
TIH IR TEDARUINA LT
HEIR L —FENTI D,

FIHILRTCIDARUNATT
&é’-ﬁjl):/_(ig;h:f—d—b\o

TIHIVNTIDTS5—LDF Y
THAHARIO—FENTI A

TI4INTIDT S—LAHD
THAIRII—FENTT A

CDARNUNEIRAERRETT HY,
CDARUNE NYTURR—
AFEFEIFLEVMER—R DT
nTIEh,
BEEEEEALIZATT H,
HARE

R/ILELME

BALELME

INYT R R—ZTlEELVRS
A—REFRALTARU LR
TEFETH,.

ZEYDIHE. ABARGEL
EBLLEATT A

W&

EETHRANTCEFX ) T4 ARk Bad_Flag Rsrvd Z#H 3
[ZLET,

[RAERARR (Inside Hosts) ], [+ &f78 R k (Outside Hosts) ],
[©954 7> rPR1)<— (Client IP Policy)]

[I4IL AR E S LUSMSH— /73— (Antivirus & SMS
Servers)]. [P7A4T794—I)L. 7OFS  BEUNATT /AL R

(Firewalls, Proxies, NAT Devices)]. [fRYrT—OEEBE LV
A&7 (Network Management & Scanners) ]

L

REB7R R b (Inside Hosts) . 44 EB7R Ak (Outside Hosts) . 75
A7k IP(ClientIP) RS — DA LA ERE KU SMS

4 —/\— (Antivirus SMS Servers) . 7747 4+—)L. FOXx
<. BEUNAT 7734 X (Firewalls, Proxies, NAT Devices) .
TR —OEBE LU RAF 7 (Network Management &

Scanners)

ARV

ZEITL

ZEIL
ZEL

ZEL

ZEL

ZEgL
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ARVHMIBET5ERM W&

BEORS— ITASEERY opup
FTIoARU P ERBETEET S, 0

BLYHEE. WEARLED  w,
REOT—SavFEATT R, P

ARUMNIT IAILEDERRD syt
BEINTLNETH, A=

ZEITDBEE. ENIEATI A, ZIGL

CDEXL)TAARNVMIATIVICEDLSICEAELFT H,
ARUMBET B =
ARV DRERFATT A FER/ ST obERELIRAR

A—FYMERTT Y, REGNTYRDIEFEELTY RSN TIZRRE
ARV DR H—FBIFRITHR o N
U:/_(it;hl-c—a-b\o 1E|7|3 KRRk _I_\U/

EETT, X)) T MRk

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIh,

HEFIEDIEET e BERAVTYIX True
ERAE e Cl:True

BA—TYLT, EFxF2)T0 MR
EOEETB75—LATIVIE BE2—4 Yk 12T 99 X (High Target Index)
ENTI D,

?%iigdﬁigf‘ . TI: True

Secure Network Analytics THI AR gEZL R (F{o] TT H,

ARV T S8R W&
To—LDFEMIZIXEDLSEE Manager: EFEHARTENET .
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ARVHMET5EM W&
HWARTSINET A, TARINTIZAT U B

) Manager: {ETERARDEH 1T (A AU MR RENE
P LOREEI I THE g R HITAARLIARS
AARRSNET D, . a
R menET FRIMYTISAT U L
Manager: 7A—ILEETXH LUV E—7T YR IP, 1 RUFDE
DT HTATHELD 5 AN AR OBIET 5T (T B

ZFETHOEEE R . <port>/TCP H LU <port>/UDP &L T

BEIA—SOVNTEDEIGE g oNiAR—F, &Y TCP TIILANEENE
HARTINET D, PIRATS M

FRIMTHSAT M 7O—XERID 5 DB TI1ILEN
BINhFET,

CDEFL)TAARVIDIEEIZDNTE D LS IERHFIA A
RETY DY
ARUMBIT BER B

ARKID [FAI T H, SEC ID BAD FLAG RESERVED (265)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Bad_Flag_RST
TCP Header
URG ACK PSH RST SYN FIN
1 0o o 1 1 1
\ .
_-_ port 1024 port 445 E
203.125.234.84 50.56.217.21
Resulting potential
| Host Groups ~* | et Host **| Concern Index ™%| Security Events +
| ingapo ‘ 21 ‘ <CT value>™ ‘ Bad_Flag_RST-445(1) ‘
CI value> rep lork Analytics assigns to an event based on
s conditi
— > ==
XA TAARNVEDARE
- > f= 7
COARUMBETSHEM &

CDARVMMEED L SGENMEIC
KO TEIEFRISNFTT D,

CDARUEAR)H—SNn 515
B, AZERLTOET D,

RIZEFTIRERTYTEMAIT
ERAN

FIFREDTO— T—EANBET
gh

(FlowSensor. 7AX> 747
DA—ILIEE)

N =
’I =]
LT

TCPYEYMIMATT YL aF-ITHELUNDISTIE
FNTWENTYENR DM o=158 . ZIETHRAMTEF2
T4 ANV H—ENFET,

TCP /4 yb [CEMEITST R ESN TSI EIE. &F
EHYBFEFA. ZTDIILBEFNROMo=EEIE. /N
TIrDEERTUICETHERINEZENELTERRM
[ZITHONTWBRIREENHYET, ELVIDH, P AT LK
ENERLENIX, BLSHAEHEDEREISTICRLTE
BARERTONSAREELHEINSTT .

CDARULDYY—ADNATHRRANTHAEE . IS D
ERFEOIRBELFTMELHYET, AL, RRAME
REHRIST DA EHEEERDARIMIZEELTULVEL
TL&EID, RILR—FTEHDHERRANERF Y LTULVELT
L&Sh 1 DDRRARETEHDR—FERX X2 LTV
TL&OM, REHRANMI KB EELAHNIL, TNIFEELL
§L\77'7'4t“7_'4‘k51§%0)Jlsﬂic‘:L,’C?Ei%)C&fﬁ’G‘c‘?i

Flow Collector NetFlow T-F7 133> TlX. FlowSensor N iHE
T, Flow Collector sFlow Tl&. »ELEMIVHR—R UM
[T4FIZHYFEEA.

ZEIL

CDEXF1)TAARUNIFERTELR) O —BRENHYFIT D,
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ARVMZBET 5 ER
—DExXTA ARUEHR)
H—ENBE=OIZRELR) S —
REIXFTT H,
TIAIRTIDARUENA T
HBER)—EENTTH,

FIFIRTIDARNATT
HBR)—EENTTH,

TIAINTIDTS— LT
THHIRI—[EENTY M,

TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDARUNEFERHETT h,
CDARUKE INJT R R—
AFELIFLEVMER—ZRD VT
nTIH,
BEEE B AT DY
e

R/ILEME

RALELME

INJT U R R—ZTIFELVANT
A—REFRALTARUEFRE
TEETH.

ZEYHIGE . ARARGEN
EBRFIIFATT A,

BEDRI—IT143%FRAE

W&

EETHRANTCEF ) T4 Ak Bad_Flag RST #H %I
LEd,

[RER7R Rk (Inside Hosts) ], [4} 887 Rk (Outside Hosts) 1.
[954 7> kPR < — (Client IP Policy)]

A ILAK RS KU SMSH—/\— (Antivirus & SMS
Servers)]. [F7AT724—IL. TOXL BEUNATT /N R

(Firewalls, Proxies, NAT Devices)]. [RyrT—OEEE LUV
AF+F (Network Management & Scanners) ]

Tl

RERAR X (Inside Hosts) . SRR R~ (Outside Hosts) . 75
AT RIP(ClientIP) RS —, T ILAFRE LY SMS
+H—/\— (Antivirus SMS Servers) . 77147 94—)L. 70OF%
<. BEY NAT 773514 X (Firewalls, Proxies, NAT Devices) .
YT —OEEBE LUV RXF 7 (Network Management &
Scanners)

AYAY4

ZEGL

ZEL
ZEL

ZEL

ZEL

ZEL

ZEgL
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wF2YTAARUA—E

ARVHMIBET5ERM W&
FIARNUERBETEEI D,

LT HHE . WEARLED 5w
RBOy—ravifEcyan,  FE

ANVMNSTIHIVEOBERRD =y are
BESATOET A e

ZEITDEE. ENIEATI A, ZEGL

DX TAARUMNIATIYIZEDISIZEELET A,
ARUMZET B e
ARVEDEETIERTT HY, RGNy EEELZRAR

B—YMEIRITTH, REGZNNTYRDFEIEELTY RSN =KX
ARVEDI)H—%BIERBITR = — oyrs

o —(EENTT A, EETDRRAR)S

EETT,. X)) T MR

NE5FR7S5—LHTIVEE BEBAVTIIR BYRIALTIIR
NTTh.

HEXZEDIRET o BEEAUTYIRX True
ERAE e Cl:True

BA—TYLT, BFXF2)T0 MR
ST B75—LATIVIE BE2—4 Yk 12T 949 X (High Target Index)
ENTI D,

z_;&?%l)ifd)ﬁfi’é . TI:True

Secure Network Analytics THI AR gEZL R (F{o] TT HY,

ARUNZBIT B E R
e e R LR P ST
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TFaUTAARUN—E

ARVHMET5EM W&
TARINTIZAT U B

) Manager: {ETERARDEH 1T (A AU MR RENE
P LOREEI I THE g R HITAARLIARS
AARRSNET D, . a
R menET FRIMYTISAT U L
Manager: 7A—ILEETXH LUV E—7T YR IP, 1 RUFDE
DT HTATHELD 5 AN AR OBIET 5T (T B

ZFETHOEEE R . <port>/TCP H LU <port>/UDP &L T

BEIO—SOLTEDEIBR g ftitohfk—t, H&U TOP TILAMEBENFE
HARTSNES N, PR M

FRIMTHSAT M 7O—XERID 5 DB TI1ILEN
BINhFET,

CDEFL)TAARVIDIEEIZDNTE D LS IERHFIA A
RETY DY
ARUMBIT BER B

ARKID [FAI T H, SEC_ID BAD FLAG BAD RST(266)
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TXLTA AR —E

CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Bad_Flag_SYN_FIN

CDARVMMEED L SGENMEIC
KO TEIEFRISNFTT D,

CDARUEAR)H—SNn 515
B, AZERLTOET D,

RIZEFTIRERTYTEMAIT
ERAN

FIFREDTO— T—EANBET
gh

(FlowSensor. 7AX> 747
DA—ILIEE)

N =
’I =]
LT

URG ACK PSH RST SYN FIN
o 0o o o 1 1
\ . B
_._ port 1024 port 445
203.125.234.84 50.56.217.21
Resulting potential ty event entry
| ost Groups “* e Host | Target Host Groups = | st ~| Concern Index %[ Security B B
| gapore | 5.234 | pe Corp | 1| lue>*  [Bad_Flag _FIN-445(1) |
CI value> rep merical point value that Secure Netw ics assig| n event based
s conditi
— \} '—.ﬂ
X1 TAARVEDARE
—_— Sa -
CDARVMNETHEM B

TCP REAE LR T IS ANEENTWLS/ N ybhdHoT=
HEIFEETRRANTEF LT ARV N A—S
F9,

TCP /4 yb [CEMEITST R ESN TSI EIE. &F
EHYBFEFA. ZTDIILBEFNROMo=EEIE. /N
TIrDEERTUICETHERINEZENELTERRM
[ZITHONTWBRIREENHYET, ELVIDH, P AT LK
ENERLENIX, BLSHAEHEDEREISTICRLTE
BARERTONSAREELHEINSTT .

CDARULDYY—ADNATHRRANTHAEE . IS D
ERFEOIRBELFTMELHYET, AL, RRAME
REHRIST DA EHEEERDARIMIZEELTULVEL
TL&EID, RILR—FTEHDHERRANERF Y LTULVELT
L&Sh 1 DDRRARETEHDR—FERX X2 LTV
TL&OM, REHRANMI KB EELAHNIL, TNIFEELL
§L\77'7'4t“7_'4‘k51§%0)Jlsﬂic‘:L,’C?Ei%)C&fﬁ’G‘c‘?i

Flow Collector NetFlow T-F7 133> TlX. FlowSensor N iHE
T, Flow Collector sFlow Tl&. »ELEMIVHR—R UM
[T4FIZHYFEEA.

ZEIL

CDEXF1)TAARUNIFERTELR) O —BRENHYFIT D,
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CFATA ARV —E

ARVMZBET 5 ER
—DExXTA ARUEHR)
H—ENBE=OIZRELR) S —
REIXFTT H,
TIAIRTIDARUENA T
HBER)—EENTTH,

FIFIRTIDARNATT
HBR)—EENTTH,

FIHILETIDTS—LDAY
THHAR)—IEENTIT H,

TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDARUNIAZERIRETT H,
CDARINE INYTUR R—
AFEEIEILEVMER—RD VT
nTIh,
BRTE(E BT IXfAITT A
HRE

R/LELME

mALELME

YT R R—ZTlEEL NS
A—REFRALTARNEERZE
TEFEITH.

ZEYHIGE . ARARGEN
EBRFIIFATT A,

BEDRI—IT143%FRAE

W&

EEFTRANTCEFX T4 ARk Bad Flag SYN.FINZ &
MZLFET,

[RER7R Rk (Inside Hosts) ], [4} 887 Rk (Outside Hosts) 1.
[954 7> kPR < — (Client IP Policy)]

A ILAK RS KU SMSH—/\— (Antivirus & SMS
Servers)]. [F7AT724—IL. TOXL BEUNATT /N R

(Firewalls, Proxies, NAT Devices)]. [RyrT—OEEE LUV
AF+F (Network Management & Scanners) ]

Tl

RERAR X (Inside Hosts) . SRR R~ (Outside Hosts) . 75
AT RIP(ClientIP) RS —, T ILAFRE LY SMS
+H—/\— (Antivirus SMS Servers) . 77147 94—)L. 70OF%
<. BEY NAT 773514 X (Firewalls, Proxies, NAT Devices) .
YT —OEEBE LUV RXF 7 (Network Management &
Scanners)

AYAY4

ZEGL

ZEL
ZEL

ZEL

ZEL

ZEL

ZEgL
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wF2YTAARUA—E

ARVHMIBET5ERM W&
FIARNUERBETEEI D,

LT HHE . WEARLED 5w
RBOy—ravifEcyan,  FE

ANVMNSTIHIVEOBERRD =y are
BESATOET A e

ZEITDEE. ENIEATI A, ZEGL

DX TAARUMNIATIYIZEDISIZEELET A,
ARUMZET B e
ARVEDEETIERTT HY, RGNy EEELZRAR

B—YMEIRITTH, REGZNNTYRDFEIEELTY RSN =KX
ARVEDI)H—%BIERBITR = — oyrs

o —(EENTT A, EETDRRAR)S

EETT,. X)) T MR

NE5FR7S5—LHTIVEE BEBAVTIIR BYRIALTIIR
NTTh.

HEXZEDIRET o BEEAUTYIRX True
ERAE e Cl:True

BA—TYLT, BFXF2)T0 MR
ST B75—LATIVIE BE2—4 Yk 12T 949 X (High Target Index)
ENTI D,

z_;&?%l)ifd)ﬁfi’é . TI:True

Secure Network Analytics THI AR gEZL R (F{o] TT HY,

ARUNZBIT B E R
e e R LR P ST
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TFaUTAARUN—E

ARVHMET5EM W&
TARINTIZAT U B

) Manager: {ETERARDEH 1T (A AU MR RENE
P LOREEI I THE g R HITAARLIARS
AARRSNET D, . a
R menET FRIMYTISAT U L
Manager: 7A—ILEETXH LUV E—7T YR IP, 1 RUFDE
DT HTATHELD 5 AN AR OBIET 5T (T B

ZFETHOEEE R . <port>/TCP H LU <port>/UDP &L T

BEIO—SOLTEDEIBR g ftitohfk—t, H&U TOP TILAMEBENFE
HARTSNES N, PR M

FRIMTHSAT M 7O—XERID 5 DB TI1ILEN
BINhFET,

CDEFL)TAARVIDIEEIZDNTE D LS IERHFIA A
RETY DY
ARUMBIT BER B

ARKID [FAI T H, SEC ID BAD FLAG SYN_FIN(264)
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TXLTA AR —E

LX) T ANVMNIBEERM ToN TS T I—LICH T HEMRIIHYEE A,
Bad_Flag_URG

TCP Header

URG ACK PSH RST SYN FIN
1 0 0 o 1 1

\

»
_-_ port 1024 port 445 E
203.125.234.84 50.56.217.21
Resulting potential security event entry:
| Source Host Groups =* Source Host 2 | Target Host Groups % | Target Host ~?[ Concern Index ~¢| Security Events 2|

| Singapore | 202.125.234.84 | Lancope Corporate | 50.56.217.21 ‘ <CI value=* | Bad_Flag_URG-245(1) |

* «CI value> represents a nu event based on

various con ditions.

merical point value that Secure Network Analytics assigns to an

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMEED L SGENMEIC
KO TEIEFRISNFTT D,

CDARUEAR)H—SN 515
B AZERLTOET D,

RIZEFTIRERTYTEMAIT
ERAN

FIFREDTO— T—EANBET
gh

(FlowSensor. 7AX> 747
DA—ILIEE)

==
’I =]
LT

W&

TCPBAIZVIZMATHERLUNDIZINEENTILNS
INTYRDRR DG E X EETARANTCEX T A
RUMRRJH—ENFET,

TCP /4 yb [CEMEITST R ESN TSI EIE. &F
EHYBFEFA. ZTDIILBEFNROMo=EEIE. /N
TIrDEERTUICETHERINEZENELTERRM
[ZITHONTWBRIREENHYET, ELVIDH, P AT LK
ENELENIX, BLSAEHEDERETISTICRLTE
BARERTONSAREELHEINSTT .

CDARULDYY—ADNATHRRANTHAEE . IS D
ERFEDOIRBELFTMELHYET, AL, RRAME
REHRIST DA EHEEERDARIMIZEELTULVEL
TL&EID, RILR—FTEHDERRNERF Y LTULVELT
L&Sh 1 DDRRAMETEHDR—FERX X2 LTV
TL&OM, REHRANMI KB EELAHNIL, TNIFEELL
§L\77'7'4t“7_'4‘k51§%0)Jlsﬂic‘:L,’C?Ei%)C&fﬁ’G‘c‘?i

Flow Collector NetFlow T-F7 133> TlX. FlowSensor N iHE
T9, Flow Collector sFlow Tl&. »ELEMIVHR—RUM
[T4FIZHYFEEA.

ZEIL
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TXLTA AR —E

DX TAARMNERATESR)O—ERENHYETH,

ARVMZETHERM
SDEF)TA ANV
A—ENB-DIZBELRY S —
BE[FTY A
TIH IR TEDARUINA LT
HEIR L —FENTI D,

FIHILRTCIDARUNATT
&é’-ﬁjl):/_(ig;h:f—d—b\o

TIHIVNTIDTS5—LDF Y
THAHARIO—FENTI A

TI4INTIDT S—LAHD
THAIRII—FENTT A

CDARNUNEIRAERRETT HY,
CDARUNE NYTURR—
AFEFEIFLEVMER—R DT
nTIEh,
BEEEEEALIZATT H,
HARE

R/ILELME

BALELME

INYT R R—ZTlEELVRS
A—REFRALTARU LR
TEFETH,.

ZEYDIHE. ABARGEL
EBLLEATT A

W&

EETHRANTCEF ) T4 ARk Bad_Flag URG ZE %I
LEd,

[RAERARR (Inside Hosts) ], [+ &f78 R k (Outside Hosts) ],
[©954 7> rPR1)<— (Client IP Policy)]

[I4IL AR E S LUSMSH— /73— (Antivirus & SMS
Servers)]. [P7A4T794—I)L. 7OFS  BEUNATT /AL R

(Firewalls, Proxies, NAT Devices)]. [fRYrT—OEEBE LV
A&7 (Network Management & Scanners) ]

L

REB7R R b (Inside Hosts) . 44 EB7R Ak (Outside Hosts) . 75
A7k IP(ClientIP) RS — DA LA ERE KU SMS

4 —/\— (Antivirus SMS Servers) . 7747 4+—)L. FOXx
<. BEUNAT 7734 X (Firewalls, Proxies, NAT Devices) .
TR —OEBE LU RAF 7 (Network Management &

Scanners)

ARV

ZEITL

ZEIL
ZEL

ZEL

ZEL

ZEgL
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wF2YTAARUA—E

ARVHMIBET5ERM W&

BEORS— ITASEERY opup
FTIoARU P ERBETEET S, 0

BLYHEE. WEARLED  w,
REOT—SavFEATT R, P

ARUMNIT IAILEDERRD syt
BEINTLNETH, A=

ZEITDBEE. ENIEATI A, ZIGL

CDEXL)TAARNVMIATIVICEDLSICEAELFT H,
ARUMBET B =
ARV DRERFATT A FER/ ST obERELIRAR

A—FYMERTT Y, REGNTYRDIEFEELTY RSN TIZRRE
ARV DR H—FBIFRITHR o N
U:/_(it;hl-c—a-b\o 1E|7|3 KRRk _I_\U/

EETT, X)) T MRk

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIh,

HEFIEDIEET e BERAVTYIX True
ERAE e Cl:True

BA—TYLT, EFxF2)T0 MR
EOEETB75—LATIVIE BE2—4 Yk 12T 99 X (High Target Index)
ENTI D,

?%iigdﬁigf‘ . TI: True

Secure Network Analytics THI AR gEZL R (F{o] TT H,

ARV T S8R W&
To—LDFEMIZIXEDLSEE Manager: EFEHARTENET .

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -44 -



TXLTA AR —E

ARVHMET5EM W&
HWARTSINET A, TARINTIZAT U B

) Manager: {ETERARDEH 1T (A AU MR RENE
P LOREEI I THE g R HITAARLIARS
AARRSNET D, . a
R menET FRIMYTISAT U L
Manager: 7A—ILEETXH LUV E—7T YR IP, 1 RUFDE
DT HTATHELD 5 AN AR OBIET 5T (T B

ZFETHOEEE R . <port>/TCP H LU <port>/UDP &L T

BEIA—SOVNTEDEIGE g oNiAR—F, &Y TCP TIILANEENE
HARTINET D, PIRATS M

FRIMTHSAT M 7O—XERID 5 DB TI1ILEN
BINhFET,

CDEFL)TAARVIDIEEIZDNTE D LS IERHFIA A
RETY DY
ARUMBIT BER B

ARKID [FAI T H, SEC ID BAD FLAG URG(268)
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NFEEDEIGEXIVTAANUETI DY,

CDARVMNMIETHER

CDARVMIED LS ENMEIC
FOTEIERIESNFET D,

CDARVEDR)H—EN 55
B, {ZERLTOET H,

RIZEITIARERTYTEMAT
Tﬁ\o

FRFEDTIO— T—EARET
I h

(FlowSensor. 7% J74(7
DA—ILIEE)

N =
’I =]
LT

W&

RERRARENEBRARED IP &BIE (ST P& —ABED
), [BWIA—EREGTETITHERLRF M (Seconds
required to qualify a flow as long duration)] MEZEZFEBZ TLY
EX I

E—a v RIERAME., BIORACNSDEHFPIATRER
FTBHRANTT , SO TavI(FF—T 7547 (1\—F
E—RMGEDSEIFHEHTHEATE., Command and
Control (C&C) H—/N\—DoFRA —4 —ZFmELIY. &
EAOoO—RLIZYLET, COFEIX, TILDITTIC
FOTRETHENAHYETH., BITTILVITHARET
[FHEWCLFEBETHIIENEETT,

E—aVRIERAN A RUINERAET HIHE. TOEHHMIETS
HRARDNERRIZ CRC H—/N\— THANEIMZ T S
ZETY, ZLNDIHEE . Secure Network Analytics DR ERE 4}
DM A TCIDRAEFAET HERIBET,

Secure Network Analytics I CITORADBEU L FIEIE.
B— YR RART [Fx EGLIE 7 (Top Peers) 1 (F1E) LR—Fk
#FAKCETT , ThIZKY AR RREBIELI=T—422C
I —,ENTF=RAFETDURERENET . TORE
Mo, ZDRADREBAD—RULZE T THEIMNEI I E
FIBFCTEET .

2EZFBEDFIRIE. FETEF—TIMEADIZIT40 71853 —2
ZRRIETH570—F5T40ILR—bDEITTY, C&C
Y—N—LDBIEF. —EDT OIS T4 I EE
5 ABIE NN E—ERLET,

Tl

CDNEF—=UE—ARDEFEHLLLVRENVIO—DIFEEERILT
IO FEHOLLWRWIO—DORDOYICTOARUNTRIH—
NFEY,
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TXLTA AR —E

DX TAARMNERATESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY
H—ENB=OIHELGR)—
ERE(FMITT D,

TIH IR TEDARUINA LT
HEIR L —FENTI D,

FIHILRTCIDARUNATT
HBER)—IEENTIH,

TIHIWNTIDTS—LFY
THHIRII—EENTT M,

TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDARNUNEIFAERBETT HY,
CDARUKME NYTUORR—
AFEEIZLEVMER—ZADIVG
ncTTh,

BEEEEE AT DY
AE

&/PLEVME

BALELME
INYTURRN—RTIFELVNS
A—REFRALTARUIEERE
TEETH.

ZEYHIHE. ARARGES
EBLLEIRTT A

BEDRI—IT45%FAE
FIARNUERBETEEI D,

ZYUY DR, AREARGED
KBOT 232 AT,

W&

EETRRANCTEF L TAARUF [E—aVEERXE
(Beaconing Host ) ] B ®IZLET,

[RERAR A (Inside Hosts) 1. [4} &R A b (Outside Hosts)]

FL

[AERAR A (Inside Hosts) ], [§+&R7R R (Outside Hosts) ]

ZEL

ZEL
ZEIL
ZEL

ZEIL

ZEEL

ZEGL

ZEIL

ZEGL
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TXLTA AR —E

ARVHMIBET5ERM W&

ARUNZTIAHILEDBEIMEDL
BESNTHETH,

ZETDEE. ENIXFTTH,

CDEXL)TAARNVMIATIVICEDLSICEAELFT H,
ARUMBET B s
ARUFDRETEATT D, E—aVERELTNSRRR

BA—YMIATT H, E—a RBERRIMSIST4v9EZELTLVSHRAR

ARVEDI)A—%5IERITR == e

Jo—IFENRTT . BEIETTARRIRY S

EET T, EXaUTa MRUK

MWEEYET7I—LATIVIERE

nTIH,
HEFEDEET « Command and Control EfiI4>Tv9 X :True
T e Cl:True

B—HIRT, HLT1 AR
FAEET ETS—L AT
ENTT .

z_ﬂ%iigdﬁifi’é . TI:True

Secure Network Analytics THIFA R gEZL R (Tl TT H,
ARVMNMZBET 5ER rete=3

B I, .. Manager JEETTRAMW X, B—7 Yk Z 2T HETELT
T7I—LOFEMZBEDLIGRE x4—L 248 (v FOraL) EFERALTOET,

D o \ )
BWARRENET FROMYTHSAT U BEEL

To5—LDEMED)YITHE Manager: EETTHRACD LX) TAARUIMRRINE
fAIMNRRSNFETH, ERS
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TXLTA AR —E

ARVHMET5EM

BEO—IZDWVTED KSH4IE
BWARTREINFETH,

W&
TARINT 547U BEEL

Manager: 7O0—I[IZEETIP BEUVEA—T YR IP, ARUED
TOT4771HDRBEZ (JEyhEZ) oA R bD&E
DT ITA4TEL., 95ATRNAE XV —N\—/ 1+
(MAELOLLLE) TOqILRAMEBEINET,

TRIMNTHSATUN . JO—ILERID 5 DB TI1ILEZN
BIhET,

CDEXFIYTFAARVIDIGEIZDWNTE D ESEIERAF| BT

AETI M
ARUMZEAT HHP
ARUFID RETE A

W&

SEC_ID BEACONING HOST (39)
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LT AR~

NIZEDELSLGEEXA)TA ARIITITH,
CDARUMNZETAHEB &

FALTWSIIRERADORRNA, FEIEHHI (C&C) H—/N\—&
ARV H—ENBE  LTEMETAIEICEY . BEFBATHORANDEEEZX

B AZEKRLTOET D, BT AEHICFERAINTNAIEERLET, CORIANEIK
HEESNTLAEEEENEREICENTT,

DX TAARVMNFERTESR)O—ERENHYET H,
ARVMZBET5ER B
CDARUKE INJT R R—

AFEEIFLEVMER—RD VT
nTIh,

LX) TAARUNMIATINIZEDLSIZEELETH,

ARVMNIBETHER &
%gg;%g:\;ili%;;;i;t Command and Control LAV TR HIRIAT VY
nTT ~

HMEFEDRET e Command and Control LA > T Y9 X :True
ERAE e Cl:True

A—7YRT. XA T ARY
OIS TETI—L DTV
ENTI D,

HEFEDEET
ERAS

CDEFA)TAARNVEDIGEIZDNTE DL IEERAFI A
RETY DY
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ARVMNMZBET 5ER &
ARKID [FAI T H, SEC ID_ COMMAND_AND CONTROL_HOST (43)
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LT AR~

INFEDFIGEFLITAARUNTT D,
COARUMET HEM W

FZYrT—9 LEORA BEMDAT U R E SR
(C&C) H—/N\—EBIELESELFEL =, RAMMIZDEREIS
ARV A—N5E  RELELEA AISHDREICE>TRAMI D L%
B, fAZERLTOET D, EESRITLI=CEMN L, BENERYES . TILDIT7EEIFE
BEOHHIFALIMCOBEESISET AIREEAH D
RITSEEL TS,

CDEXI)TA ARV REL-IGE ., —RICEZAT
DRI FENIZFERBESNER AN, ARVEDE—F Yk
EFDMORRARDEIDZ7O—cLTI7A— 2T FELT
L. thDRRARHEEHLLY C&C &E—/ \—EXEELTLNVS N E
S 2 =S\ VT DEARS Ry =

RIZEFT RERTVTRAT o) e SCC e TTUORME A~ hRFET

\

bl BEO#MGERBICHLT. CO/T)EFALTEETRR
RAY, B84 LLY C&RC H—/N\—E D BIEX R L-RFRIE 4
ETEET . Z—H Y RAREBIELTLA KRR S $d
HI5E. FIXBEREEFERT H5E81L. C&C H—/\—
MBS THESNhTWAATEEEAHYET .

X)) TAARUNM{FERTELRID—EERENHYETH,
ARVMNMCEET5EM T3

CDARIMI INYTUORR—
RAFEFEIFILEVMER—ZXDVT
nTTh,

CDEXIYTAARNKNEIATIAVIZEDISIZEAELETH,

ARVHMET5ER o=

SIS T Ty AR [5££7%517R1) S —: Command and Control LA T VIR,

BISIT LITA AT BIRTAVTYIR

NEETE7I—LATIUEE T =

nTEh, rnllij_El’i@.JTI‘\') o= Command and Control LA Tv9
A EIVRIATIIA
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ARVMNMZBET 5ER &
[SELG IR —:
e Command and Control EfiA/ > T v X : True
HEXZEDIRET * Cl:True
G &R IR S —
e Command and Control EfiA/ > T v R : True
e Cl:True

B=TIRT EFAVTA AN [2mek RS — BA—SF YA LTI R
CARE B BT — L U FIR)—J/I—=T I TV

ENTTH, MR EE IR — @E—TIMMUTIIR
FEEZIR)S—:
BEBFEDEET * ThiTrue
R MERS R IR S —
e TI:True

:OD'I;_#:L')7_'44&“/F@FE%I:OL\TEODJ:'Bﬁ'l%*&?ﬁ“*ﬂﬁiEI
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BIZERT DRI T—ITHY, TORRYNT—IFER TS
BHNZEHD) L —ZRALTEREXET HETHEEL
F9 ., ToRIUM) /—FI&. ToR BN ToR Rk —4%
BEL. R TIHRICEBETAIRIDY—/N—TT, 2Dt
Xal)T4ARKMZIL. Secure Network Analytics|Z&YEZ
B—ENTLT,. ToORIVN)/—REDBIEEFRA - R
AIZEHMILI=CENERR VIELWVRRRDYE
AR AR H S B 15 2?;( BIL=CEMNERISNh TUOELWRRAMEENT

&, [AEEn \ N

5 FERHL T L AT TT A SRR ST SRR L
LSEL-FIREMEAHYET , A—HF—IZLBIBEDIES.
A—HF—DrST4vIDREF-IF1A—F—DOBEETOO
—a EHRIELESELTULV=TATREE A HYE T, ToR
IVRN)/—RO—EE. DY —ERELEIMEST 5 H—/\T
FMETHEREITHAENEETY, I=&A (X, DuckDuckGo
[IRREETITHE=OITTIREN=R LY —/\—LT
ToRIVM)/—REEFTLEYS .

CDEFL)TAARNVNMIFERTEDR) S —REAHYET M
ARVHMBEY HEM g

ZDARUME, INYFUR A—

RAFEEIFLEVMER—ZD LT

nTEH,
CDEXI)TAARVMNEATIVIZEDLSIZEAELET H.

ARVHMIBET5ERM W&

RIETT, £FaUTA A Uh
HEETETI—LATIIEE BRI BRALTYIR BIRIATFIIR
TTh.

HEIXEDEET e BARV—ERATYIR True
ERON e Cl:True
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BHNZEHD) L —ZRALTEREXET HETHEEL
F9 ., ToRIUM) /—FI&. ToR BN ToR Rk —4%
BEL. R TIHRICEBETAIRIDY—/N—TT, 2Dt
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A—ENTLVT,. TORIVK)/—RERBIELTLARRMNAE

COARUIN)A—EhBlg FATOET,

B AEERLTOET A, hiF.a—v—FE& F=E7ILHU7IZ&S Command
and Control b5 74y DRITOAIREENHYFET, 1—
H—IZ&BIREDEE. A—F—DrST4 I DL ET-
[Fa——0BExTOO r—avziRibLESELTL
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ZDEXA)TAARNFERTESRIO—FBELHYETH,
ARMNMZBEET5ER g3
ZDARIKE NYTUOR R—
RAFEEIZLEVMER—ZAD VG
nTIh,
LX) TFAARUMNEIATIIIZED LSIZBEEELET H,
ARMNZBETHER rege-3
FEETT,. X)) T MR
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HEIXEDEET e BARVV—ERATYIR True
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CDARVMMEED L SGENMEIC
KO TEIEFRISNFTT D,

CDARVIDR)H—EN 515
. fZERLTOET D,

RIZEFTIRERTYIEFAIT
ERAN

W&

RARNDT T r— 3 Y RNEBHTH5E . MBI T
WBT7 ) r—avT—anNan 7 ) r—arhESh
FH T B=OITAYYRDAFVHEINET AR T T )r—
Laradyod BETARAMDIEFREESIZ, BESH
hO7O0—MNoT—2FWELET ., 7ILTOUXLTIHZD
T—A%FEARALT, FRIhTLSTOra/L(TCP Ef=(%
UDP) &R—IAS, Al =D T T ) r—avE—8
FTENESIHDEIEREINET , 7TV —a> D#ERIE.
2R —ODER A EIZIELC T, FlowSensor, Palo Alto 7
TS5A4 T2 X PacketShaper 7TS5A TR, £f=[ANBAR 7
TSATORADNTNODTNARIZEDNTIThET,
BABEHRINTWNST7T)r—3(&, Telnet, SSHFTP,
A—I)LH—E A NTP, XU DNS HETT  1ZHET T
r—a  TIBER—IIMERINTILVAIHZE (123/UDP
BHODDNSLE) P BEDR—KMNZFOR— EBETHEE
LTWBIEZEET T r—2ar 554 (80/TCP EHD
SSH#EE) . 7o5—LMN)A—ENZET,

COFEFZLDGEE. ERESN-Y—E XTI EWNS—E
AEFALT—BICHFTSN = R—IDS ST o%EE
FBIEIZKY ANFEIETTIr— a0 o443
DO ERBLESELTLVDIRIZETYT , £f=. TCP 8022 #2H
D SSHDEKSIZ, EHU R R—rE#ERTBHT7TIr—3
U TREENT AAEEE N H D ZELUNDR— I EFERT H1E
7T )r—avBOoMYET,

EOBMIL. EEIO—%2R DT, T—42RKRO
Command and Control D IKIEDHELH|ET HLIZHYE
ERS

CDARVDRAEDRZRIIDRATIT L ANV MZBEER T
HNTWAR—re, BET A RAMFRITTHETT =&
ZIE A=Y RADA T H A 1\ O TV T H—/8—T
HY.R—k 8022 TARUINMH—ShI-1BE. BT D
_EEHYERA, — A F—7 Y RAHIFREAT, 53 UDP
ZHDIEDNS FS T4 v D HERINDIGE L. FELEARD
HERHYET,

REFAEIEINVOIHYET . ANV TEER—FD—EF
ERL. ZD—EXFERALTERBICRENLE I ILIAEER
TEFET, e X BRI BRI ERBHT S, BRI H2
DORAMNEO7O—E#HEL., @I 7TV r—av%
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HOIVA—%RETIHE) ARV REDEREGEST=T
A—MRE2HMYET,

Fiz. KHYICKY—EHEIT)EETL. ARXVRBIZE
(THRARUEDEETELVE—T Y RRAMZTET(ILE
MBI BHENRIDGEEHYFET, kY, R—/T
T)T—3vDA—EAH570-Lsnoo0—1LRDH
BAIENHY . FOESIHEIO—DEEIFAEIZSNTCESE
BAVTEXAMIRYET,

HMEDTO—F4HELS. IREROKIELZELD, FEER
AN EBRE. BEXUT—2R) 1 —LEEZELET,

FlowSensor. Palo Alto 7 754 7> X Packetshaper 7 75
AT VR, EZIENBAR 7T SA TV ADFHMIERABHET
9,
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DX TAARUMN ERTESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY
H—ENB=OICHELGR)—
ERE(FMITI D,

TIAIRTIDARUENA LT
HBER)—EENTTH,

FIHILRTCIDARUNATT
HER)—EENTIH,

T 74 TIDT F—Lbit Y
THHIRYS—[FENTT D,

TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDANVMEIRERRETT A

W&

[RERAR A (Inside Hosts) 1. [4} &R A I (Outside Hosts)]

[AERAR A (Inside Hosts) ], [§+&R7R R (Outside Hosts) ]

X
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BEE BB AT D,
HAE

B/ILEME

EALELME

INYT R R—=ZTIEELVNS
A—BEFRALTANERAE
TEEIH,

ZEYDIEE. ARARGEN
EBFIIFATT A,

FIARNERETEET A

ZEYHHE . AEARTED
1’%§D’7'—:/39[i1ﬂ'6—§_75‘o

ARNUNITFIAILEDBEIEDL
BESNTULETH,

ZETRIEE. ENIXFTI A,

W&

ZEL

ZEL
ZEL
ZEITL

ZEEL

ZEIL

ZEL

ZEL

ZEL

CDEXAYTAARNKNEIATIAVIZEDLSIZEAELETH,

ARV SEM
ARVEDEETIEFTI D,
’5’_’7"\‘7Hi1ﬂ—5'§_73\o

ARVRDR)H—%SIEFREIT R
o—IXENTTH,

EETXTT, X710 AUk
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ZEIL
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MNEETE7I—LATIVIEE =2

nTIh,
HEIZEDEET e Command and Control LI/ 2T w9 X :True
ERAR e Cl:True

B—TYRT, EF2)T0 MR
FABEETEH75—L ATIVIE &F—4 vk 42T Y9 X (High Target Index)
ENTTh,

?%iif@ﬁfﬁ’@ . TI:True

Secure Network Analytics THIFA R gEZ (&R (T TT HY,

ARVMIBET5ERM &

i o M RRAMEAR—K/ TRV (H—ERL)BHTX%E
TI—LOFEMRIZITEDLSLIE ﬁa%ai;ru:o }

MR A . _
BATRENET TARINTIZAT U B iGL

. M EETHRANDEF ) TAARUVINRREINE
PI—LORME I T T HITAARS IR
AR IRSNETH, . i}

R FROMTHSAT I BB
Manager : 7Dflii§1§i3’3$lﬁg—’72‘yF IP. /RN ER
BT I 71 IELD 35 HEMSAIFOBREDT 74
BETO—2oWTED LS THRZIFTORREER. <port>/TCP & & U <port>/UDP &

AR TRINETH, LTREE R (T o= R—bTIOAIILAMEBENFT,
TRAIMTOSAT U TO—LERD 5 SETIILZ20
HSnFEY,

:bw-g_ﬂgl')v‘»r/r&‘/ FDIGEIZDWNTE D KSEIEEAFI AT
ﬁb—é \o
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ARKNIDD [FAITTH, SEC ID_FAKE_APP (62)
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RAEHRRALT 1 DOR—FERAHLTHDORERANEREE
TEHZHDOITO—DEEINTWAEEIE. FRERDT
BEEMEAHYET , SESFLHR—FEIZREPRRACAD T

A—MNEHIEBINDIESIL. EETHAAREENHYE

T, ZNEIERIZ, SNITEBKENED TIEARNEHIBTLT
WBIEERAMEITLTWARKIETT . 14— Uk L

DAREBARAOSTOvIEN-70—TlE, EDRAEFER
LESELTNADONEWLNS AV THXFAMNRE(IZLZYET A,
FhnEFBEFEEL RAMEEF )T RS —TEITITAR
ETIFEVERELTWAIEEZETLTLET,

JO—BEZHRETH-0O0BULEHEE, ARVEDEE
FTHRAMNCEF A TA ARV DT EETITHETT A
RUMBIZHLTOITIZETL. RPD7O—EEAARE
DEETICHDEETHRAMNEREL, ZDMMOTO—ER
ARV DHEEDHBIATEHRELET, kY, KRR
DI RTHIA—EBFARVIRRTEINDLIIZHYET,
BENEHREMNS, AN 1 DDIEFTIO—THAIDH. [
—h— BB TAR—HRAMDZHNDIERZIO—THD
D, F— R—rEREBTIELGLIRANMNDZHDIESRT
A—THE2DM, RLRAN T IL—TADEHDEEFIO—
tﬁ;é@b\mtéﬁﬁa ITEET, ChIZkY ., RRARHERRIC
STWSEIMEEHERTEET,
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ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,
ARVHZEIY B R
FEETT. EX)ToMRUR

NEETET7I—LATIVEE BERAVTIIRGIRIADTIIR
nTIh,

HMEXEDIRET o BEEAUTYIRX True
ER o Cl:True

B—YLT, X)) T4 MR
EBEET275—L ATIVIE SF—vb 42T 99X (High Target Index)
ENTTh,

3&%1&"8@&&*‘2'@ S T

:bwg_ﬂgl')7‘-44&“/#@ﬁﬁ%(:oL\'CEO)&’B@’I‘%*&#‘*IJJ%EI
ﬁl:.-ts \o

ARVMIBEETHEMA W&

ARKID AT DY, SEC_ID FLOW DENIED (310)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Frag:Packet_Too_Long

Total reasse

mbled payload size > 65507

-

203.125.234.84

port 1024

Resulting potential security event ent

port 848 —» L

50.56.217.21

Security Events 0|

Frag:Packet_Too_Long- 848(2)

an event based on

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMEED L SGENMEIC
KO TEIEFRISNFTT D,

CDARUEAR)H—SNn 515
B, AZERLTOET D,

RIZEITIARERTYTEMAT
ERAS

FRFEDTIO— T—EARET
I h
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G DRATLRN=Da o RNEENIRSEN RS ATREE
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CDARVEDY)—ADNRATRHRANTHSEE . UMD
EREFHOKERZZFETMELHYET, AKX RRME
L TST ANEEBDRANMIZEELTOVENTLES
Mo FALR—FTEHDHRRRERF Yo LTOENTLELS
Mo 1 DDHRRF ETEHDOR—FERF v LTLOENT
L&D, RERAMIKBEENHNIE. ZNITEFELLA
WTZIOTAETAOREDRKIFELELTHRADENTEET,

Flow Collector NetFlow T-F7 133> ClX. FlowSensor BN iHE
T9, Flow Collector sFlow Tl&. »ELEMIVHR—FRM
[T4HFIZHYFEEA.

ZEL

CDEX)TAARUMNIFERTEDR) O —RENHYFIT D,
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[RERAR R (Inside Hosts) 1. [} &R Ak (Outside Hosts) 1.
[954 7>k IP(ClientIP)] RS —

A ILAK RS KU SMSH—/\— (Antivirus & SMS
Servers)]. [F7AT724—IL. TOXL BEUNATT /N R

(Firewalls, Proxies, NAT Devices)]. [RyrT—OEEE LUV
AF+F (Network Management & Scanners) ]

Tl

RERAR X (Inside Hosts) . SRR R~ (Outside Hosts) . 75
AT RIP(ClientIP) RS —, T ILAFRE LY SMS
+H—/\— (Antivirus SMS Servers) . 77147 94—)L. 70OF%
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ARUMZET B e
ARVEDEETIERTT HY, RGNy EEELZRAR
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HEETE7I—LATIIEE BEALTIIR BURIAVTIIR
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BA—TYLT, BFXF2)T0 MR
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Secure Network Analytics THI AR gEZL (R (Tl TT H,
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50 byt 725 byt 725 bytes
_-— offset 0 Offset 1 Offset 2 O
203.125.234.84 50.56.217.21
Resulting potential security event entry:
Source Host Groups # | Source Host % | Target Host Groups ¢ | TargetHost ~* [Concern Index™* [ Securit y Events |
singapore 203.125.234.84 ‘ LLLLL pe ‘ 50.5 7.2 CI o= ‘ rag:Fi Too_short-445(1)
I p value that Secul twork An: g went based
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G DRATLRN=Da o RNEENIRSEN RS ATREE
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AT RIP(ClientIP) RS —, T ILAFRE LY SMS
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EDBWNDT—ENBEIL, ZDT—ENETHBEZIZMH

MNOTWWADOMIEHFELET . cnERETHEBMNL AL

(&, EETHRAMIFLTIZIA— Y TYEETTHETT,

HT DERFEZIZE . BEEM TN TS EXa)Ta AR

FOBIREFZID 5 D RIICERTEL, (FPI—LNEFEET S5

BIRTHRNETI—LOETRRIZERELES . V5147
?f):?éﬁ#’&%x-‘r\yj [FRIT Uk RRMEIEY—N— KRR S EETHRANEEE

\° Li_a-o

BEILREIN-L. REEDT—FDREEFT-IIRETE
FARET , CNEITIICIE, BEINMMTHEREZF T, B
M. ZBHLF-70—%RDIT452ETT,

EHLF-7A—ZRDF=RIEX. ChABEShESETH
EMEIIERERLET .
DX TAARIMNFERTESRIO—ERENHYET H,
ARVMZEE T2 E/M g =3
ZDARUME INYTURR—
AFEEIZLEVMER—RD VT
*L-G—q-b\o
ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,

ARVMIBET 5B W&

FETT. X)) ToMRUE
?EF;EI?@%T%—A HT7aAVEFE BEAUTYIR.BURIAVTIIR
TIhH.
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tFLUTA AN

ARVHMZET 5EM e
HEIFEDEEET o BEEALUTYIA True
EROE e Cl:True

B—TYLT, X)) T4 MR
ErABEETS75—L AT3)IE
ENTTH,

HEIZEDIRET

T H,

CDEXFIYTFAARVIDIGEIZDWNTE D ESEIERAF| BT
BETY H,
ARV 5ERM rRte =3

ARKID (AT HY, SEC_ID_HI TRAFFIC (30)
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TXLTA AR —E

NFEEDEIGEXIVTAANUETI DY,

CDARVMNMIETHER

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,

CDARVIDR)H—ENh 515
. fZERLTOET D,

RIZEFTIARERTYTIIAT
ERAS

FFEEDNDTO—
j-h\o

(FlowSensor. 7O¥S J74A47
DA—ILIEE)

TE
7 [=]
=

F—ANRET

W&

BT A— LY —N—EL TS TLENS  EEE(
B LU A— L DO L & ) BB TR - K B O FoAE
BFA IR ITEINTWNSAHRANERZRLET,

77—#75\%1-3&@\61-\;(#[& BEFA—ILT—LTIL
DITICBELTLNAD., RINZVSTDE=HIZBFBASINT
WSATEEMENHYFET .

EESINTWWE70—CEDT—4E22. BLUEEICFEAS

NTWBR—FZEZELET,

2200 [REFET (Top Peers)] Lik—k(1 DT OralL

TI4IILENIE, £51 D78 —TIqIILZNEBEINT-L
—RM)EEFTLT. RAM R YT =120 —LFEE LT

WBD, FIEARRAMRINNLIEEID =2 SMTP 1 L—&

LTHERSNTOANESINZERLET,

HESN-T—EED>5. CNoDET7HMLEEINTIND
TN EESN-EIENEINEHERELET

NetFlow ZEWS L TGEFSE AIZ(L. FlowSensor MILET
ERR

ZEGL

DX TAARUMNIERATESR)O—ERENHYETH,

ARVMZET5EM
CDEFLTA ANV

A—ENBT=OITBELR) o —

REIXATI A

FIHILRTIDARUDNA T

HdRI—[FENRTT D,

TIHIRTIDARUEAFTT

W&

[RERRR K (Inside Hosts) ], [§}&B7R Ak (Outside Hosts) ]
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TXLTA AR —E

ARVMNIETHER W&
HERII—[FENTY D,

?_C_;)z)/%bg:—ol)i_};zb_fg?;?_y [RERAR Rk (Inside Hosts) 1. [54&F7R Rk (Outside Hosts)]

TIHIWETEDTS—LAT
THIRI—[EENTT H,

CDANUNIERAEAIRETY A ves

CDARUKE INJT R R—
AFEFEIFLEVMER—RDLVT  [LELME (Threshold)]

nTIh,

BEBEEAIERTY A, ZETL
HRME ZEL
=/ILEVME ZEL
=ALELME ZEL

INYT R AR—RTIFELVNS
A—BEFERALTANUNERE Y4l
TEFTH,

ZEIHIGE.ARARELGREYE TI—LMNNA—END. 5 FEICKEEFA—ILTF—F
EBLLERITT A, MREELEI: TI4HILNE 1,

BEORIS— ITASEERY o
FTIoAR P ERBETEETH, T °

BLTOHE. AETRLED  up
REBEOS—Sav(ZATTH, A=

ARUNZTIAHILEDBEIMEDL
BESNTHETH,

ZETDEE. ENIXFTTH,

CDEF2)TAARVMNEIATIVIZEDKSICEHELET H,
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TXLTA AR —E

ARVMIRETSER
ARUEDREETIHETY D,
g_br‘yhli1ﬂ—6j_7b\o

ARUEDRN)H—%S|ERRITHR
U:/_(j:gh-c:—d-h\o

RIETLT, £F2UTA ARUb
MNE5TH75—LNTIUEE
nTem,

HEFEDEET
R

B—HIRT, HLT1 AR
FAEET ETS—L AT
ENTT .

HEFEDEET
R

&
AF v ENTWSHHRAL
9_,72‘\/ me I"fd:L/o

e BRUL—EBRAVT VIR True
e Cl:True

Secure Network Analytics THI AR gEZL[EER (F{o] TT H,

ARVHMET5ER

T5—LDFHMIZIZEDKS1IE
EHARTINETH,

TI—LDFEMEI )V ITHE
AIARTSNET N,

RBE7O0—(2DWVTED KS5711E
WARTRENET D,

o=

Manager: ¥R RSNFET .
TRINTOSAT UM BE%EL

l\él_anager: FEETRACD X ) TAARVINRTRENE
TARINTOSAT U ZEGEL

Manager: 7A—IEETTIP, A RUEDT7 U747 B DRAA

Bz ()Y b)) MOARUNDEREDTIT1TEZ., &
KU 25/TCP TIAIILANEBEINFET,

FRIMTHSAT M 7O—IXERID 5 DB TI1ILEN
BINhFET,

CDEFA)TAARVEDIEEIZDVNTE DL EEHRMNFIA A

BTT
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wF2YTAARUA—E

ARV 5EM T3
ARKIDD [T TT H, SEC_ID HIGH_VOLUME_EMAIL (9)
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wF2YTAARUA—E

EETHRAN, [EEEINBIEZXZIELTLVET (communication is administratively prohibited) |
EWVSICMP Ayt—UFZELELz, COAYE—V X, BB IAILRIZESTIL—E2D\ Ty %
A CELWGERICRTEINET,

ZDEF)TA ARVMIBEEMTON TS TSI —LIZH T HEMKREHYFEE A,
CDEFI)TAARNUMNIFERATEDOIRIO—BRELHYFET D,
ARVMZEET5ERM W&

SOARUNE, NYTFUR R—

AEEFLEVMER—ZADLVY

nTI M,
CDEFANTAARUNMIATIAVIZEDKSIZEELET H.,
ARV HEM g

BEIETT, EF2Ta ARUE

AEETET7I—LHATIVRE BEEAOTIIRBIRIAOTIIR
nTIh,

HEXZEDIRET o BIEEAUTYIRX True
ERON e Cl:True

B—TYLT, X2 )T0 MR
EBEET575—L ATIVIE SF— b 42T 99X (High Target Index)
ENTI D,

?%ngﬁifﬁf . TI:Trye

:bw—_lg_igl')v‘»fff&“/ FDISEIZDNTE D EHZRFEHRMFI AT
ﬁb_ts \o

ARVMIBET 5B W&

ARKID (AT HY, SEC_ID_COMM _ADMIN_PROHIBITED (302)
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wF2YTAARUA—E

EIETRAMY, [EIB L FEERAMMNEZEIEEIN TULVET (destination host is administratively
prohibited) J&LV3 ICMP Ayt—U%#Z{ELELT=,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID DEST HOST ADMIN PROHIBITED (299)
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TFaUTAARUN—E

EIETTRARDY, 5 F R A SMABA (destination host unknown) | T5—MDFEZE T T ICMP Ay
t—UFZELEL,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID DEST HOST UNKNOWN (296)
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wF2YTAARUA—E

EETHRANY, TEBEMNEILER YT —IFZE1E L TLVET (destination network is
administratively prohibited) &LV ICMP Ayt—U#ZELELT=,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID DEST NETWK_ADMIN_PROHIBITED (298)
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wF2YTAARUA—E

EETTRAM, [FEFE Ry T —2 M FBA (destination network unknown) | T5—MDHEEETRT
ICMP Ayt—I % 2{ELFELT,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID DEST NETWORK_UNKNOWN (295)
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TXLTA AR —E

NFEEDEIGEXIVTAANUETI DY,

CDARVMNMIETHER

CDARVMIED LS ENMEIC
LOTEIERIESNFT D,

CDARVIDR)H—ENh 515
. fZERLTOET D,

RIZEITIARERTYTEMAT
ERAS

FIREDTO— T—EINBET
j-b\o

(FlowSensor. 7O J74A7
DA—ILIEE)

=3
[=]
1L

W&

EIETTRANE, 5 D EITBEIZGED ICMP /N4 ybhEEEL
*L71-,

ik, EETHRAN DS KB (BELEZ(T-F-F1—
F—DEELMNZE>THRETHRIREEILHYET) . REK
EShf=RrybD—0 7T)5r—ay  FIFEE vk
MNINSIET IV —TTIIHIERBICILEFED IP #FERALTE
EENTWEES) ICEARLTWNASIEETRLET,

BEIEINTWSICMP N\ ybDEPL—, FIEDZAIZ
J.BLVRELEFRERLET ., CNEHRETHEEMLGA
EIE L EETTRAMIRLTIA— 9T EETTHIET
T, VT DRABEZE . BEM TN TS EXFaTa A
RUDORBEFZID 5 DRIZEREL. (FI—LNEFEETD
BE)VRTRANITS—LORTHRIZFZRELEFT, Ak
)L T4ILE%E [ICMP D& (ICMPonly) 1 IR ELET . fER
MiRENT=5, BREAB B IZKE 2D D ICMP /Ny R ET
NEEINT=ONEFERLET , COAMNRUEDRERH, K
2D ICMP N\ yr B3 HE70—DI5A4A T RANTH D

58 . [ V54T b\ (Client Packets)] £1=1& [95
AT by kL —F (pps) (Client Packet Rate (pps))] T
V—hTEFT, BWIE, BHL-7R—%RDIF5HZET
T, EBHLE-7O—2 B2 (. ChhBESN=-EE
THAIMNEINEHEZELET,

ZEL

DX TAARUMNIERTESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY

H—ENB-OITRELGR)—

W&
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TXLTA AR —E

ARVHMIBET5ERM
RE XTI D,

TIHINTIDARNU AT
HHR)—[FENRTI M,

TIFINTIDARNA DT
HBER)—IEENTITH,

TIAINTIDT S—LhFY
THHARI D —FENTT D,

TIHIWETEDTS—LAT
THIRI—[EENTT H,

CDARUNEFERHETT h,
CDARUKE INJT R R—
AFEEIEILEVMER—RDNVT
nTIEh,
BEE{E B AL T DY
e

R/ILEME

RALELME

INYT R AR—RTIFELVNS
A—REFRALTARUERE
TEETH.

ZEYHIHE . ARARGEN
EBRFIIFATT A,

BEOKYL— TF(SEERAE
FIARUIEAETEET b,

ZEIRIGE . AEAREZED
KBOT 23V AT,

ARUNZTIAHILEDEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,

[RER7R R K (Inside Hosts) 1, [4}&B7R A k (Outside Hosts) ]

[RER7R R K (Inside Hosts) 1, [4}&B7R A k (Outside Hosts) ]

(&Y

[E4/E& L =L ViE (Behavioral and Threshold)]

75
5 %[ 1,800 ICMP 734wk

5 53T 1 F75 ICMP /7 wk

ZEL

ZEL

ZEgL

ZEL
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TXLTA AR —E

ZDEF)TAARINIATIIVIZEDLSIZBEELE T,
ARV HHEM BE

ARVEDEETIXATT A ICMP /X ybZZ{EL TSR AL

SA—TYMEATT b, AL

ARURDRH—FBIE R K
U:/_(ign_céj-b\o

FEETT. X2 T AMRUE

AE5TE75—LHhTIa)IEE

NTIhH,
HEXIEDIEET e B DDoSY—RAUT VIR :True
ERAR e Cl:True

BA—FYrT, X )T AR
rBEET575—L4L AT3UIE
ENTI D,

HEFEDEET
ERAN

Secure Network Analytics TH| A ELLIEERR XA TI HY,

ARUMZBY 95 EM &

_ oo M EURIES Tz X ppSm, FAE(EIL Y ppSm. Z DEFR(E
Tz—Ao_Eiff;H(;ggo);j@% liaﬂ%—fjgs%ﬁYﬁpﬂmo ppom fBI% Y pp5m e
NE T Vo . . )
AT FRINTHSAT U HAEL
- M X ETRRANDE T4 AR EDRT
S L DA E B ;onager EAE T Fa)TAARNUEDRTEINF
MR AR . -
FIASRREnET FRIMTISAT IS HBHL
Manager: 7A—[FEETIP, A RUND BRI DT I T4 B

: _ e BID 5 ATINDAR S DBREDTHT 1T BHIETORR
B0 —ISoLTEDEISE g, 55U IOMP TIALAMEBENET

RETENES B, \
RpERELET A F RO THSAT b TA—EERID 5 B TILAA
BEnET .
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TXLTA AR —E

:bwg_ﬂgl'ﬁ-»r»f&‘/#@ﬁﬁ%(:oL\'CEO)&")@’I‘%*&#‘*IJ%EI
ﬁl:.-ts \o

ARVMMZBET S E R B
AREIDD [FAITThH, SEC_ID_ ICMP_FLOOD (7)
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TXLTA AR —E

EETHRAM, [IP T—29 5 LA KETEE T (the IP datagram is too big) &LV ICMP Ayvt—
CHEZELEL . 1Nk IS A T—2av AR ETI N IPAYE—IZDF EVENERESH
TWET,

ZDEF)TA ARVMIBEEMTON TS TSI —LIZH T HEMKREHYFEE A,
CDEFI)TAARNUMNIFERATEDOIRIO—BRELHYFET D,
ARVMZEET5ERM W&

SOARUNE, NYTFUR R—

AEEFLEVMER—ZADLVY

nTI M,
CDEFANTAARUNMIATIAVIZEDKSIZEELET H.,
ARV HEM g

BEIETT, EF2Ta ARUE

NEE5TBET7I—LATIVEFE BEAUTIIR.BIURIAVTIIR
nTIh,

HEXZEDIRET BEEATYIRX True
EROE o Cl:True

B—TYLT, X2 )T0 MR
EBEET575—L ATIVIE SF— b 42T 99X (High Target Index)
ENTI D,

?%ngﬁifﬁf . TI:Trye

:bw—_lg_igl')v‘»fff&“/ FDISEIZDNTE D EHZRFEHRMFI AT
ﬁb_ts \o

ARVMIBET 5B W&

ARKID (AT HY, SEC ID FRAG_NEEDED DF SET(293)
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TXLTA AR —E

EETTHRAM, [TRAMES1E X (host precedence violation) |DFE AR ICMP Ayt—I %%
ELFEL, CNIERYIDTRYT IL—EMNSTRAMIZEESNI LD T, EETT/FBIARANET-
[FRryrkD—5, B ETOrIL . BEUEET/BER—FDEFEDHEAEHLE T, BERSNT=-
BEIERAHF RSN TGN EFRLET,

CDEFIITA ARVMNIBEERFTON TS TS —LIZH T SEHMEXHYEE A
CDEFL)TAARNUMNIFERATEDIRIO—RELHYFET D,
ARVMNZETSER &

CDARNUMENYT R R—

AEEFLEVMER—ZADLVY

nTIhH,
ZDEFA)TAARUNMIATIAVIZEDKSIZBEELET A,
ARVMNIBETHER g =S

EETT, EFaTa ARUE

NEE5TET7I—LATIVEE BEAOTYIR.BIRIATIIR
nTIh,

HMEXEDIRET BEEATYIRX True
ER o Cl:True

B—YLT, X)) T MR
EBEET275—L ATIVIE S vb 42T 99X (High Target Index)
ENTTh,

3&%1&"50)&&*‘2'@ S T

:bwg_ﬂgl')7‘-44&“/#@ﬁﬁ%(:oL\Tawotiﬁ'l‘%%&hﬁiﬂuﬂEI
ﬁl:._cs \o

ARV 5K W&

ARKID AT DY, SEC_ID HOST PRECEDENCE_VIOLATION (303)
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TFaUTAARUN—E

FEIETHRARD, [2—4 'y FRRAMZEZE TEEH A (target host is unreachable) 1 &LV ICMP Ay
t—UFZELEL,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID HOST UNREACHABLE (290)
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wF2YTAARUA—E

EEFTRAMY, TEESN =Y —E R 24T TIEE—4 vk RAMZEETEE A (target host is
unreachable due to the specified Type of Service) 1&ELVD ICMP Ayt—U%Z{ELFELT =,

DX TA ARMNIEEMITONTWNATI—LIZH T HEMKITIHYEE A
DX TAARIMNAFERHTESR)O—EENHYETH,
ARUM-EET 2 ER s
CDARNIKME INYTUORR—
AFEEIFLEVMER—RDLVT
T,
DX TAARMNIATIVIZEDISIZBEAELETH,
ARMZBEET5ER &
FIETT. X To MR-
ﬁ%gﬁ'é‘)’%—f.\ HTINIEE BEAVTIIRBIRIAVTIIR
—G b\o

HEIFEDEEET e BEEAUTYIR True

ERAS e Cl:True
BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTIThH,

?%iigdﬁifif . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID HOST UNREACHABLE_FOR SVC(301)
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wF2YTAARUA—E

FEIETHRARD, 23—y Ry T —D(ZE|ETEFE B A (the target network is unreachable) 1&
LS ICMP Ay t—T%Z{ELELT=,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID NETWORK UNREACHABLE (289)
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wF2YTAARUA—E

FEEFTHRAMY, HEESN-H—E R ZA/TTIERYNT—IIZRIZETEEE A (network is
unreachable for the specified Type Of Service) 1&ELYD ICMP Ayt —U%ZELFELT=,

DX TA ARMNIEEMITONTWNATI—LIZH T HEMKITIHYEE A
DX TAARIMNAFERHTESR)O—EENHYETH,
ARUM-EET 2 ER s
CDARNIKME INYTUORR—
AFEEIFLEVMER—RDLVT
T,
DX TAARMNIATIVIZEDISIZBEAELETH,
ARMZBEET5ER &
FIETT. X To MR-
ﬁ%gﬁ'é‘)’%—f.\ HTINIEE BEAVTIIRBIRIAVTIIR
—G b\o

HEIFEDEEET e BEEAUTYIR True

ERAS e Cl:True
BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTIThH,

?%iigdﬁifif . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID NETWK UNREACHABLE_FOR_SVC (300)
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wF2YTAARUA—E

EETAHRAR, [FE5ER—FZEZE TEFEH A (the destination port is unreachable) | &LV ICMP
Iyt —UFZELEL BESNFSURAR—K TORIL (UDP HRE)NT—ET S LEHS
EILTEFT AN ZEFBITEMT ETOIL ANWZXLBBYFEE A,

CDEXI)TAARVMNIBEEMTON TS T7S—LIZH T HEMEIEIHYEE A
DX A)TAARUNM{FERTELRID—EERENHYETH,
ARVMZBET 2 ER g =3

CDARUNE N)T R R—

AFEEIEILEVMER—RD VT

*L-G—q-b\o
ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,

ARVMIBET 5B W&

EERXTT, EFa)T1 M1k
?E&ﬂ??‘é?%—l.\ ATIAVEFE BEBAVTIIREIRIATIIA
TIH,

HEXZEDIRET o BIEEAUTYIRX True
ERON e Cl:True

B—TYLT, X2 )T0 MR
EBEET575—L ATIVIE SF— b 42T 99X (High Target Index)
ENTI D,

?%ngﬁifﬁf . TI:Trye

:bw—_lg_igl')v‘»fff&“/ FDISEIZDNTE D EHZRFEHRMFI AT
ﬁb_ts \o

ARVMIBET 5B W&

ARKID (AT HY, SEC_ID PORT UNREACHABLE (292)
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TXLTA AR —E

EETHRRND TBEIRCLODYEF TINFENTHAHENS ICMP Ayt—DFRFELELT=, Ry
D=0 ARL—4H BEICLELGRIEOBELANILZRFELTVNET . T2 5L0. COL
NVETRSEBEIRMLTERESNEL

ZDEF)TA ARVMIBEEMTON TS TSI —LIZH T HEMKREHYFEE A,
CDEFI)TAARNUMNIFERATEDOIRIO—BRELHYFET D,
ARVMZEET5ERM W&

SOARUNE, NYTFUR R—

AEEFLEVMER—ZADLVY

nTI M,
CDEFANTAARUNMIATIAVIZEDKSIZEELET H.,
ARV HEM g

BEIETT, EF2Ta ARUE

NEE5TBET7I—LATIVEFE BEAUTIIR.BIURIAVTIIR
nTIh,

HEXZEDIRET BEEATYIRX True
EROE o Cl:True

B—TYLT, X2 )T0 MR
EBEET575—L ATIVIE SF— b 42T 99X (High Target Index)
ENTI D,

?%ngﬁifﬁf . TI:Trye

:bw—_lg_igl')v‘»fff&“/ FDISEIZDNTE D EHZRFEHRMFI AT
ﬁb_ts \o

ARVMIBET 5B W&

ARKID (AT HY, SEC_ID PRECEDENCE_CUTOFF (304)
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wF2YTAARUA—E

FEETARAR, [5E5T ORI JLIZEE TEEH A (the destination protocol is unreachable) 1&LY
SICMP Ayt—T %2 ELELT -,

DX TA ARMNIEEMITONTWNATI—LIZH T HEMKITIHYEE A
DX TAARIMNAFERHTESR)O—EENHYETH,
ARUM-EET 2 ER s
CDARNIKME INYTUORR—
AFEEIFLEVMER—RDLVT
T,
DX TAARMNIATIVIZEDISIZBEAELETH,
ARMZBEET5ER &
FIETT. X To MR-
ﬁ%gﬁ'é‘)’%—f.\ HTINIEE BEAVTIIRBIRIAVTIIR
—G b\o

HEIFEDEEET e BEEAUTYIR True

ERAS e Cl:True
BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTIThH,

?%iigdﬁifif . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC ID PROTOCOL UNREACHABLE (291)
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TXLTA AR —E

INFEDFIGEFLITAARUNTT D,
COARUMET HEM W

e g tp 7em | TR A—H YRR RS DoS HEDE—A YR ZERTLY
SOANIDIIT—SNDE 2o “sminer s oo kD — 5 P I —a T DL
(=1 1E.|-€,§\D*L/—CL\3ET75\O ;&-_Rbaz_d—

’7 K‘oJ:UJEEJT:’EEE; Lid'o uh’énﬂﬁé'éfi*ﬁﬂ’mji
’CT OIUODF'aﬁ!IL‘EI#?IIE F';EIEHHM’L'CL\étﬂF:L'Jv‘-»r
ARV DRRBEEZID 5 RHIIZEKREL., (F5—LNFEET
%)iﬁA)%5‘?E#W(i?v—A(D‘f*TB#?IJIZEQELE‘% -0
r3JL T4IL3% [ICMP D& (ICMP only) ] [ICERELE T,

RIZEFTITRERATYTIIAT FERHIARSIN5, BREBIFIZKERS D ICMP /4y kA

ERAR EIQLREEINF-ONEHERELET , COAMRUEDRR
M, KEDICMP N7 yb N H5HI70—DI5AT7 UV RART
HAEE. [ VT4 T 2k 137 yb#(Client Packets)] F7=1&
[95A4T7 2k 137y L—F (pps) (Client Packet Rate (pps))]
THREZSHIENTEET, BMIE. BHLI-ZO—%RD
[TA5Z&TY,

EHLF-7A—ZRDF=RIEX. ChABEShESETH
EMEIIERERLET .
DX A)TAARUMI{FERTESLRID—EEBRENHYETH,
ARVMZEE T2 E/M g =3
ZDARUME INYTURR—
AFEEIZLEVMER—RD VT
*L-G—q-b\o
ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,
ARVHMNMZET 5ER rRte =3
ZETT, X 1TA AR

AEETE7I—LATIVEFE
nTIH,
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tFLUTA AN

ARVHMET5EM W&

HEFEDEET
ERAS

9—\’7“‘yl~’6\ tXal)Ta ARy ‘
rABEETS75—L AT3)IE B DDoS A—HS YNV TYIR . BRA—TIMNITIIR
ENTTH,

HEITENDRET e 5 DDoS A— YA T VIR True

ERAY e TI:True

CDEXFIYTFAARVIDIGEIZDWNTE D ESEIERAF| BT
BETY H,
ARV 5ERM rRte =3

ARKID (AT HY, SEC_ID ICMP_RECEIVED (50)
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wF2YTAARUA—E

EETRAMY, EETHRAM EEE SN TLVSIT5— (source host isolated error) |DFHEEZE T
T ICMP Ayt—I%Z{ELELT=,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID SOURCE _HOST ISOLATED (297)
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TFaUTAARUN—E

EIETTHRARDY., [EIETTIL—FRBX (source route failed) ] T5—MDHFHLEZERT ICMP Ayt—%
ZIELFELT=,

CDEF2YTA ARV ERFDNTNDTS—LICHT HBMEEHYELE A
CDEFA)TAARNUNMIERTESR) O —EENHYFET D,
ARUMZBET 2 EM 773

CDARNUME NYTUR R—

AFEEIZLEVMER—ZADVG
nTTh,

DX TAARMNIATIVIZEDISIZBEAELETH,
ARVMNZEET HERM g3
FEETT. EXa)T1 4Rk
;Jz%?:é‘)’%—!.\ HTFTYFE BEATIIR.BURILITIIR
—G \o

HEIFEDEEET e BEEAUTYIR True

ERAS e Cl:True
BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTIThH,

?%iigdﬁifif . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID_ SOURCE_ROUTE _FAIL (294)
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TXLTA AR —E

CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

ICMP_Timeout

TCP SYN/ACK

/ (% 200) \

l 1P packet with -
—— X 10 — TIL=1 desired 63 —
192.168.0.1

203.125.234.84 for

Resulting potential security event entry:

& L]

50.56.217.21

rce Host Groups % | Source Host $ | Target Host Groups # [ Target Ho:

Singapore

various con ditions.

e> represents a numerical point value that ure Network Analytics assigns to an event ba:

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,

CDARVIDR)H—SNh 515
A, fIZERLTOET D,

RIZEFTTRERTYTIIAT
ERAS

FEFEEDOTO— T—EANRET
ER:AS

(FlowSensor. 7A¥S J74(7
DA—ILIEE)

IE
7 [=]
=

W&

rL—RIL—FY—IL, EFMELTULDRYRT—IT /(R
W—TA T IW—THE) . T7AT9+r—o8dMi (LAY 47T
AkaJLZEEFRILT= ACL ZHIRIT BT=IZICMP 2A LT
rER) DFERELTE RS- ICMP_TIME_EXCEEDED
Iyt —UFRELET,

=z A 0T7ATo+—ILEN LTSN TS LA
Y 470raLEHIERT B0, RARN R YR T—H%F R
X oFEIFTIELT LTWARIREEENHYET,

RARAY, ICMP U HLEEBIZ R—FDRAF YU EFEITL
TWBANESIMEFERLET,

ICMP D/ Z3— OZEIELRR—IEEFNT 51=612, R—
FEEUTOraLBIIZETERTTHLR—FEETLE
T, BEFETHETRRYIRLET,

RAMDSEEEN TS T =2/ 3—U NEESN-BIE
(BX2UTAY—IV/TINARIGE) DEIDEHIFLET

NetFlow Z%9'#19 A(ZI&. FlowSensor NIAETY,

el

—DEXFITAARUMNIERATESR)O—ERELHYETH,
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TXLTA AR —E

ARVHMIBET5ERM W&

CDEF2I)TA AR
A—ENB=OITBEGR) o —
REIXETI A,

7 AT DAT I T a8k b (inside Hosts)]. [5H817RR + (Outside Hosts)]
T IR TEDARUHATT
BHRIS—EENTT D

TIHINTIDTI—LDAY
THARI—IEENTT H,

7‘(—;)2%55:_%11—(@%?7 [RERARZ (Inside Hosts) 1. [§4&F7R Xk (Outside Hosts) ]
CDARNUNIERAEAIRETYT A X

CDARUNE N)TUORR—
AFRIILEVMER—RDWVT  ZL4iL

NnTIh,

BEEEEAIERTY A, ZEL
HRME ZEL
=/PLEVME ZETL
=ALELME ZEL

INYT R R—RTIEELVNS
A—BEFRALTAINUIZRAE ZH4L
TEFEITH,

ZUTHIGE. ARARELEMS sy pr L
EEMIFATT A, A=

Eﬁo)#{)'}:/_ I?{@’E1§Fﬁﬁ' §;—§7«.~L
FIEARNERBTEE T, H O

ZEYDIEE. AREARRGED

KEBOS—oauldfcdm, XL

ARUNITFIAILEDBEMEDL
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LT AR~

ARVHMIBET5ERM
BESNTLET D,
ZETDEE. ENIXFATT D,

W&

X)) TAARUNIATFINIZEDLSIZBEEELETH,

ARVMNIETHER
ARVEDEETIXEATT A
B—FyMMIATY A,

ARVEDR)H—%5IERIT R

U:/_(j:gh—c\-d_h\o

EEXTT, EFa T MRk

AEAETE7I—LHTIVEFE

e,

HEFEDEET
ERAS

B—HYRT, EF2UTA AR
MBS BT 5— A AT
ERTTD,

HEFEDEET
ERAS

W&
NI DFEFTH DR

INTYRDIEETTTHAHRAL

o BEERAVTYIR True
e Cl:True

o TI:True

Secure Network Analytics THI AR gEZL R (Tl TT H,

ARVHMIET5EM

TI3—LOFHMIZIXEDEIGIE
HARTSINET A,

TI—LDEMEI ) ITEHE
AIARTSNET N,

&
Manager: SR RENET,
TRAINTHOSATU 3mHL

Manager: EETTRARD XA TAARUERRREINE
ERR

FRYMITISLT U BB
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TXLTA AR —E

ARVHMET5EM W&

Manager : 7Dflii§1§i3’5$09—’72‘yF IP,. /1 RUMDEx X
: i o i ge DDTITATBIO 5 RUD A DREDT HT 1T
BIEZO—ISOWTEDEIER  pgixcor . 550 ICMP TIALALESNET,

ATRASAET s SRy TISAT b TO—EERID 5 ST LA
BInEd .

CDEFL)TAARVIDIEEIZDNTE D LS ERHFIATE
RETY D%
ARUMBAT HEM B

ARKNIDD [FAITTH, SEC_ID ICMP_TO(258)
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TXLTA AR —E

NFEDLIGEEF)TAARNURTI D,
COARUMET HEM W

ToR(EERIZ[E Onion JL—H) [T, 1 2—RYMNERDES
EIZERT 2RI —ITHY ., TORFINT—I%ETT
BHNZEHD) L —ZRALTEREXET HETHEEL
*9, ToRITUM) /—KRIE. ToR M ToR vk —4%
BEIL, RT3 HF1ICEET ERNDDY—/A—TT,

- AR AR H — = DX T4ARNUMIIE. Secure Network Analytics(Z&

g?&g%ﬁd%{?ﬁ?ﬂ?iﬁ YEZS—SNTVT. ToRTUM)/—RELTTRNFALXE
NTVWARAMEENTWVET, TORIVMN) /—FEHRAL
FTHEFIMT LLEBTIEHYE AN, RV T—IDE
BENKINEONSBICHRAETHENLTNLSIZTEHION
RETY, TOR¥ET/—FREIFELRY, TORIVN) /—FIE
ToRRYNT—ORNDES T4V DHEERET HD T, 4
BEeFEIEEFREIETY,

CDANVEDRED EZBHIEEMHGEELDTEIHYEE
Ao ToRIUN) /—FZEFZBHL TSI —H =AM ED
M BEEV ToRIVK) /—RDFFAISN TSN EINEH
MILET, LLESTHNIEL HEDFRASNIZRARDAA
UNEESICLET . RAMDEF )T ARUNEEET R
RLT.RAMMN ToRIUR) /—RELTTRNZLXENT
WARISBIEZFAB LR REHEE T HLLTEEY,

RIZCEITIARERTYTEMAT
RS

ZDEFXFATAARMNFERTESRIO—RELHYET H,
ARVMNZBET 5 EM 773

CDARUNE NJT R R—

AFEFEIFLEVMER—RDNVT

nTIh,

DX TAARMNEIATIAVIZEDLSIZEHEELETH,
ARVMZBIT 5 EM g =3

FEETT. X YTA AMRUR

NEETET7I—LAHTIAVIEE BRID—ERAVTIIR.BIVRIAVTIIR
nTIn,
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wF2YTAARUA—E

ARV 5EM e
BEITENDIEET e BRI —ERAVT VIR True
ERAE e Cl:True

B—FYr T, £FXaA)T4 MR
ST 575—LHDTaVIE &2 Vb 42799 X (High Target Index)
ENTITH,

?%ngﬁifﬁf . TI:Trye

CDEXFIYTFAARVIDIGEIZDWNTE D ESEIERAF| BT
BETY H,
ARV 5ERM rRte =3

ARKID (AT HY, SEC_ID TOR ENTRY_INSIDE HOST (515)
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TXLTA AR —E

NFEDLIGEEF)TAARNURTI D,
COARUMET HEM W

ToR(EERIZ[E Onion JL—H) [T, 1 2—RYMNERDES
EIZERT 2RI —ITHY ., TORFINT—I%ETT
BREINZEHD) L —%#RHLTEREEIET HETHREL
F9, TOR#E T /—KIL. ToR N ToR Ry b —H% &
T?éﬁﬁl:iﬁi@jéﬁ?ﬁwug—ﬁ%u}*‘yw—%ﬁﬁ
"E‘L ‘\EH: JIZ "':E'l. X g_ L °9 6
CDARUARH—E N B DEFENZRUICEZEOXETERLTETLDOTYT

& faExEn \ \, DX )TAARURZIE., Secure Network Analytics(Z 4k

5. FEBRLThETA YEZA—SINTWNT. ToRET/—FELTTRN\ILXEN
TWARAMMEENTNET , ToORE T /—FERRANTS
—EF. BT LEMETIEHYE AL, RV —VEEE
MAHSEWNESIIEETT, ToORE T/ —FOHRATAT
[ZRET HELRBEICIE. FEBEOFERS/—FEERLTT
JTAETADERIESNDZEDENLBBESAHYET,

CDARUDFED T B HIERAFHEEDTEHYEE
Aoo TR T /—FEBHL T D I—F —HNBIE S,
REUToR BT/ FAGFIIEN TLBHE D EHIIL 2
et T, ALESTHIIE. BEDHFASIIRARDARUIE
QIROTREATYVIRAT =L s 4, AR F 271 IRUHBEERALT,
: ToR$ET /—FELTTRNBA RSN . BIEZBIALF-DA
NDIERERT B TEET, £1-. [BEAE T (Top
Peers)] LIR—FEZEITL, Y—/\HDHELI-HEIBEDEL.
EHIEOBHEERRTEET,

X)) TAARUNMI{FERTESGRID—RENHYEITH,
AR HERM &

CDARNIKME INYTUORR—
RAFEEIZLEVMER—ZADNVG
nTIh,

ZDEXIYTAARINEIATIYIZEDESIZEELETH,
ARVMNZBEE T 5ERM B

EERXT. 2Fa)T1 1RV BRUD—EBERAVTIIR.BIRGAVTIIA
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TXLTA AR —E

ARUMNMZBET HER” W&

NE5TEHT75—LAT3VIEE

nTIh,
HEFEDRET e BARVV—ERATYIAR True
ERAE e Cl:True

A—TYRT, EFa)Ta AR
FABEE T H75—L ATIVIE &F—4 vk 42T 99X (High Target Index)
ENTITH,

?%FEQEE'@ . TI:True

:bw-g_ﬂgl')v‘»r/r&‘/ FDIGEIZDWNTE D K7EIEEAFI AT
ﬁb—é \o

ARV 5ERM &

ARUKID [FRITY DS SEC_ID_TOR_EXIT INSIDE_ HOST (319)
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TXLTA AR —E

EiE 5 DD RRCDEHRS T oM, BINEREETE>TOET,
ZDEXAI)TAARNFERTESR)—BENHYETH,
ARUNZEET 3 ER o=
CDARUIE YT UR A—
RAFEFEIFILEWVMER—ZXD VT
nTEh,
DX TAARUMNIATIAVIZEDEISIZEEELET H,
ARUNZEET 3 E g
EETT. XU TA ARUE
ﬁ@gﬁ%TE—Atﬁdvma BEAVTIIR . BYRIAVTIIR
TEh,

HEIFEDEEET o BEAUTYIR True
ERAS e Cl:True
B—H9RT, £FaUTA AR
EAEET 575 —LATIVIE
ENTEh
HEIXEDIEET
ThH,

ZDNEXFLYTAARIDIGEIZDNTE D ESEIERAFI BT
BETI DY,
AR HERM &

ARKID [ TT H, SEC ID LOW _TRAFFIC (29)
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wF2YTAARUA—E

BHROT—NATEREILIE. RARD MAC PRLADEE@EMHA . HREMMEDBZ EL -,
ZDEXAI)TAARNFERTESR)—BENHYETH,
ARUNZET 5 E BE

CDARUIE YT UR A—

RAFEFEIFILEWVMER—ZXD VT

nTTH.
DX TAARUMNIATIAVIZEDEISIZEEELET H,
ARUNZEET 3 E et

EETT. XU TA ARUE

;ﬁzﬁj}?‘éT%—A HFIEE BRIS—BRAVTIIR BURIAVTIIR

TEh,

HEXZEDIRET e BARV—ERATYIR True
ERON e Cl:True
BA—YLT, X)) T4 ’ff{“/ \
EBEET575—L ATIVIE SE— vk 42T 99X (High Target Index)
ENTIThH,
Z_xﬂl%iigdﬁifi’@ . TI:True

:bmg_ﬂglU-ﬂ«f&“/h@ﬁ&%(:oL\’CEO)&B?&'I‘%#&NFIJH%EI
ﬁb? \o

ARVHMIET5EM &

ARUKID [FAI T, SEC_ID MAC_ADDRESS (25)
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LT AR~

NFEEDLIGEXI)TAANUETT H

CDARVMNMIETHER

CDARVMIED LS ENMEIC
LOTEIERIESNFT D,

CDARVIDR)H—ENh 515
. fZERLTOET D,

RICEFTITARERTYT (AT
R

FRFEDTIO— T—EARET
I h

(FlowSensor. 7AXS, D747
DA—ILIEE)

:I:&r_
=]
1L

W&

SMTP (A—JL) Y —/\—TIFHZ KRR NS DB E|LE A—)L
BEEAYE—UFRELET,

A— LY —/N\—TIEHWRRAMLELMEZBZ DD A—
BB Avt—C%ZELELz, A —IILEEBAvE—DFE
FIFELERTRELET, A E EERY—/N\—/IP
MRINLY—/N\N—ELLTEHINTWT, ERILIzA—ILE
EEINFEELGNMEELHYET,

TRARDIA=)LDEZIEFBHELI-RRANTHEINEINE
HEZELET,

R—k/Zak3a)L (25/SMTP) B [ EHIE 7 (Top Peers) ]
LR—,EEFTLT. H—N—DBEBRFEHELET,
A—IILDEZEZBHELIZRAMDIGE L., SMTP DEE
EFTy LT . BENELWLEERERLET,
SYLEE DR INLPA—ILTSVIYRMEFTVILT, F
DHRARP BNY RSN TNEINEIIERERLET,
Y—N—DEBFA—ILDEZEZXTBHMELI=Y—/\—TIX
BWMEE X RRARERART, Y—ERANAVRAb—LENT:
BAZYT BEUVRAMA VA= ILER T T 5=-0IZE
EEZTTWAIMNESINIERERLET,

70—+t Y —I[& NetFlow 09 2=OITHETT,

ZEL

CDEX)TAARUMNIFERTEDR) O —BRENHYFIT D,

ARVMZBET 5 ER
ZDtEFa)T4 ARUEHN)

H—ENB-OITRBELGR)—

RE XTI D,

W&
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wF2YTAARUA—E

ARVHMIBET5ERM W&

TIAIRTCIDARUEDNA T
BERYS—[EENTE D, AR

FIAIRTIDARUDATT 4
BHERYL—FENTT D, SHERARA b
T 74 TIDT F—Lbit Y

ThERUS—FERTT A, RAR

TIHIWNTIDTI—LNFD N
ThERI —[EERTT S,  TENAR
COARUNIABARETT A, [EL

SDARUMME NITUAR— FS=LPMNA—END, 5 FREICA—IERTS—HE
RFEFLEMER—RDOWNT  ELFEH:TIHINI 5 FI—LMAMNH—ENS. 55

nTIH, FICIEBA—ILAERESN =B TI4+/LRE 5,
BEE B & B E AT D

HEME ZEGL

RINLELME ZEaL

RALELME ZEaL

INYT R R—RTIFELVNS
A—BEFERALTANVNERAE 3Zu4iL
TEETH.

ZEYDIHE. ARARGER
EELLEATT A

BEOR)S— IT(8EERE
FILARUERETEET D,

ZYYDIEE. AREARGED

REOy—SaviRTE ., SO oC
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NEETET7I—LATIVEE BERAVTIVIRGIRIAOTIIR
nTIh,

HMEXEDIRET o BEEAUTYIRX True
ER o Cl:True

B—YLT, X2 ) T MR
EBEET275—L ATIVIE SF— b 42T 99X (High Target Index)
ENTTh,

*b = > B3 R 7=
?iiitwhr;r . TI:True
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Ping_Oversized_Packet

ICMP Echo Request

.l with > 90-byte payload

203.125.234.84

Resulting potential security event entry:

50.56.217.21

Ping_Oversized_Packet events
also apply to ICMP Echo Replies

| Source Host Groups ** Source Host % | Target Host Groups % |  Target Host ~*| Concern Index ~2| Security Events

| Singapore ‘ 203.125.234.84 Lancope Corporate

<CIvalue>*  [ping_Oversized_Packet(58) |

* <CI value> represents a numerical point value that Secure Network Analytics assigns to an event based on
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T4 IVRTIDARUEAFTT
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THARIO—IEENTT H,
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THHARIO—IEENTIT H,

CDARVMEIFERIRETT HY,
CDARUMI INYTUORR—
AFEFEIFLEWMER—RD VT
nTIh,
BEE(E B AL XA T A
HAE

=/LELME

EALELME

INYT R R—XTIEELVS

T

[AERAR A (Inside Hosts) ], [§+&R7R Rk (Outside Hosts) ]

[RERAR A (Inside Hosts) 1. [4} &R A I (Outside Hosts)]

LVZ

ZEIL

ZEL
ZEL
ZEL
ZEGL

ZEITL
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ARVMZEYHEM e
A—BEFRALTIAU L ERE

TEETH,

BUTHEE. HETREEE ...
CEMIIETY M, L

BEORIS— ITASEERY o
FTIoARU P ERBETEET S, 0

BLTOHE. AETRLED  up
REBEOF—Sav(ZATTH, A=

ARUNZTIAHILEDEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,

CDEXL)TAARVMNEATIVIZEDLSIZEAELET D,
ARVMNBT5EM W&

ARVEDEETIHETI N, T ubEEELRRR

B—FyNMEATE D, N ybzeRELIZRAL

ARURDRN)H—%S|IERITR
U:/_(j:gh-c:—d-h\o

EETT, X)) T MRk

NEETE7S—L ATIVIEE

nTI N,
HEIZEDREET e Command and Control EfiIA4>T v X : True
Ih, e Cl:True

B—HIRT, HLT1 AR
FAEET BT S—L AT
ENTT .

?%ii&‘dﬁifi’@ . TI:True

Secure Network Analytics THI AR gEZL R (F{0] TT H,
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P — BRI ED Lt Mansser: B ERENET,
BARRENET D FROMYTHSAT U BB
; M GEETTRAND T JTFA4ARNU DR
S L DSy hE Bk j_alcnager EE TR Fa)TAARVEDRTEINE
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Manager: 70— EETIP E3—SYNIP, ARUEDT Y
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Ping_Scan port 80

port 80
- port 80
203.125.234.84 port 80

port 80

port 80

50.56.217.21
1l 50.56.217.22

50.56.217.23
L]

| 50.56.217.24

50.56.217.25

50.56.217.26

L]

Resulting potential ty evs ry:
| s st Groups ~* | st + | Target Host Groups = | st [ Index ~%| Security Event |
T [ oere o | ST emesen |

* <C 1! rep merical point value that Secure Netw: Al g ev b, d

various con ditions.

— > =
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R—ZADRAFYTHA=6H. EGEHIZEIL, UDP £/=IL TCP
AFX YU TITILIE, EDLIBHEEDH—ERRI—4y
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WEETT, Flow Collector sFlow TT 13> TlE. :B0a>
R—RMEFETT,
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nTIH,

HEFEDEET
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Reset/tcp

/ TCP RST (reset) \

X %
W

-

203.125.234.84

port 110
port 143 L]

50.56.217.21

\ TCP RST (reset) /

‘ singapore | 203.125.234.84 | aaaaa pe ‘

* <CI vaiue> represents a numerical point value that the Secure N
based on various conditions.
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| Source Host Groups = | Source Host | Target Host Groups | arget Host 2 Ind | Secunty Evel |
Singap: ‘ ‘ LLLLL pe .56. | I | g ggj Eg;
<CI vali rep s I p val hat Secu twork Al assig Ve based on
various con ditions.
— > =
XA TAARNVEDARE
- \UMZ 17
COARUMETHEM &

B—YRIR—EDLD, RO EEZEm-LTLNS UDP )ty
_ NN _ MR EBRFRELET . DHTTP TEASN TULVELY, 2)
T OISR PLILIEE  Uop 7 oF BT AT ALY, 3) TS EETRE) D
= ° ICMP 2147183, 4) SNMP TIX7ARLY, 5) JE4FER—
(1024 LAFZ) ZfERAL TULVELY,

FALTLBh ., FXFEATELRL UDP R—b~ADEEHN

HITSINZIHZEICT, UDP Yy rybhEEShET, S

h%@éﬁ’rgzi %f@ﬁq;%:éﬁiﬂtﬁbfl,{\é?/;m:
- QL [ s SO TCEESINY, R—FARLTLENAERTERL
SPASIBE A SNBB B cs ko TR EShEILET, REDBE.
s me= ° BEHOR—BIDFHETHELTNT, FhoDR—kA
TJIL—TIZEENTLSD., FIE—HLTWSI5E. 85
. RRFCERATRELG Y —ER (FETH5HE) RIS
F=2DIZHRYRT =IO RF v MEITINTULET,

EETITR LT EHRLEBE T (Top Peers)] LTR—REZEFTL
’Cﬁgn—’éﬁﬁéh’cm%ﬁﬁ’—h(:/W—wﬁ%é#&i#
EHRLET,

RIZETTRERTYT (AT

FRFATEATIIRAT ygrm 2% v g WTEN TV B E2UTARRE, 7
INAR FETTSATUORTHEINEINEZHERLET,
HFrlEhTULWVEWEEIE. RRFERART, XX+ LTS
YIrIIT7 O —ER BLUVEEDIIEHERLET,

FFEDOTO— T—ANRET
ERAS

(FlowSensor, 7AXS  IJ7A47
A —ILIEE)

70—t Y —I& NetFlow #R T3 B=DITLETT,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -182 -



TXLTA AR —E

CDARVMNMETHEM W&
TE Tl

X)) TAARUNMI{FERTELRID—EERENBHYETH,
ARVNMCEET5ERM T3

CDEFa)T4 ARUEAR
H—ENB-OITRELGR)—
RE XTI,

;g?%lj;—i%ﬁ%\_&y;g\\jy—c [RERAR Rk (Inside Hosts) 1. [44&R7R Rk (Outside Hosts) ]
TIHIWETEDARUNATT
HERI—IEENTT D,

TIAIWRTIDT S—LbFY
THAHIRIL—[FENTT A,

A T ST AR (inside Hosts)]. SRR (Outside Hosts) ]
COARUMFRRAETT A, LLX

CDARVME NYTFT R R—
AFEEEFLEMENR—RDLVY  ZHLL

nTIh,

BEEEEAIIRTY A, ZEL
HEE ZEL
s/ILEVME ZEL
mALELME ZEIL

INYT R R—RTIEEELVNS
A—BHEFRALTARUMERE ZY4L

TEETD,
BLTOHE. WEARCEYE  up
ERFATE D, P

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -183 -



CFATA ARV —E

ARVHMIBET5ERM

BEORYS— 7 SEERE
FIARNERETEES b,

ZE T RIGE . AR REEED
KBOT 23V AT,

ARUNZTIAHILEDBEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,

W&

ZEgL

ZEL

CDEF)TAARVMEIATIVIZEDLSICEHELET N,

ARVMIRETSER
ARVEDREETIHETY D,
g_br‘yhli1ﬂ—6j_7b\o

ARURDRN)H—%S|IERITR
U:/_(j:gh-c:—d-h\o

EERXTT. EFa)T1 M1k
AEAETE75—LHATIVEFE
nTIH,

HEFEDEET
R

B—HIRT, HLT1 AR
FAEET TS —L AT
ENTT .

HEFEDEET
R

W&
NI DIEFTHAHRAL
INTYRDIEETTTHAHRAL

o BEBAUTYIRX True
e Cl:True

e TI:True

Secure Network Analytics THI AR gEZL R (F{o] TT H,

ARV 5ER
TI3—LDOFMIZIZEDLIGIE

e
Manager: i TR REINFET,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

-184-



TXLTA AR —E

ARVHMET5EM W&
HWARTSINET A, TARINTIZAT U B

M EETRRRDEF LY TFAA AU
FI—LORMEIITHE 4 BETRADEF 2L TAARNIRTINE

A MBREINFET H, . ;
RIS FRUNTHSAT U Skl
Manager: 7O0— (X EETH LIV EF—T YL IP, ANV FDEx

VDT ITATREZD 1 DEIDSARNVNDRET IT14TH
BETIO—(2OWTENLSHE  ZIETOEREEE. <port>/UDP EL TREESf TN FR—

AR TINETH, b XUV UDP TI/IILZUMEEINET
TRIMTOSAF7 U TA—IXERID 5 S TI(ILZAL
HIhFEY,

:bw-g_ﬂgl')v‘»r/r&‘/ FDIGEIZDWNTE D K7EIEEAFI AT
ﬁb—é \o

ARV 5ERM &

ARUKNIDD [FAITTH, SEC_ID_UDP_PROBE (261)

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -185-



LT AR~

NFEEDEIGEXIVTAANUETI DY,

CDARVMNMIETHER

CDARUMNEIED LS FNEIC
SOTBIEFRIINETH,

CDARNVEDR)H—EN 55
B, AZERLTOET D,

RIZEITIRERTYTEMAT
j-b\o

FIREDTO— T—EINBET
j-b\o

(FlowSensor. 7O¥<  J74A47
DA—ILIEE)

=3
[=]
L

W&

YR T =% ZAFX v L TWRAM, AF v iFADLY
ITNODEI—T Y RRAMERAREEEITO>TWVET . Ch
(X, RAEBRRRR) —ENEBRRARR) —DEAIZH T
TIAIWRTCERIZLE O THET, =L, Ry —O &
BEUVRFYF O—ILDORYL—TIET 74 ILNTERIZ
ToTULVET,

TFRULRRF Y FELTIST TSN, R¥ v
BHONWTNHADIDUEBELTVET  EETHARAS
NE=AF v FTIILEWMGEIX. AF YT HRZOHERINL
E—HITB4—IrERRLTREICHRYLECEERLT
WBHEEEMEHYET,

EEAARBASN-AFvFTTHAINEINEHERLET

EETHABASNEAXT YT TIEHRWNMEE (X, FEETITx
LTE7ZLAR—FEEFTLT. BELTWV DRI EHEER
L. 70—0#HO70—H A XA KLI-ET7EEIRLET,

EETEI—TINERANTESTDRIEZHEIELET,

DX TAARMNERATESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY

H—ENB-OITRELGR)—

RE XTI D,

TIHIWETEDARUDA T

HdRI—[FENRTT D,

W&

[RERAR A (Inside Hosts) 1. [4} &R A b (Outside Hosts)]

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

-186 -



TXLTA AR —E

ARVHMIBET5ERM W&

TIHIRTEDARUEDATT
HEIRIL—FENTI D,

z;g—ltb?/:—a();;?—rlggy [RERARZ I (Inside Hosts) ], [§4ER7R Rk (Outside Hosts)]

TIHIWRTIDT I—LKT .
THHIRYS—[FENTT D,

CDANUNIERAEAIRETI A X

CDARUKE NYT R R—
AFEEIFLEVMER—ZDNT 4L

hTyh,

BEE B LB AT AN T
Sl BAL
B/LELME HAL
BALELME BAL

INYT R R—RTIEEELVNS
A—REFERALTANUNERE 44l

TEETH,
BUTOBE ARTRTEYE  u,
EHGL(ZATT A, A=

BEORYS— T T A5 FERE Ic_threshold value addr_scan talking stale timeout (&, 7 A—

F AR R CEES . /;‘:bxﬂwy'Jx#ﬁ'}t‘yhénéim)E#Faﬁ’éﬁﬁll'ﬁﬂbi

RLTHBE. WEARGED
REQF—aV(ZATTH, <

ARUNITFIAILEDBEMEDL
BESNTULETH,

ZEITRIGEE. ENIXFTI A,

CDEXAYTAARNKNEIATIAVIZEDISIZEAELETH,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -187-



TXLTA AR —E

ARVMIRETSER
ARUEDREETIHETY D,
g_br‘yhli1ﬂ—6j_7b\o

ARUEDRN)H—%S|ERRITHR
U:/_(j:gh-c:—d-h\o

EERXTT. 2Fa)T1 M1k
AEETE7I—LATIVEFE
nTIH,

HEFEDEET
R

B—HIRT, HLT1 AR
FAEET ETS—L AT
ENTT .

HEFEDEET
R

&
BIERDORFvT

BEFDAFvURRKERAR

FEETTRRMRY S —

o MEBA2TYIR:True
e Cl:True

e TI:True

Secure Network Analytics THI AR gEZL[EER (F{o] TT H,

ARVHMET5ER

T5—LOFEMIZIZEDKSTIE
B|ORTSINETH,

TI—LDFEMEI )V ITHE
AIARTSNET N,

BEIO—IZ DL\ TEDKS5LE
MOAKRIRSNFETH,

o=

Manager: st R RSNET,
TRIMNTOSAT UM ZAELL

Manager : iIZ{E TTRARD X ) TAARUIHRTEINE
ERR

TRIMNTOSA4T7 U 3ZEEL

Manager: JA—I[ZHEIETT IP 8LV Z—7 IR IP, AR +D
RODTITATEZD 5 DEIDDARDREDT D

TA7BRNETORERER., 9547 oM\ AMbE KUY —
N—NNAr([[E\AEDH 1 ULE)TIqIILANEBEINET,

TARINTYSAT b 75— LBERIZFHIBESNE Y5147
UhEH—N—REOTO—,

DXL TAARIDIGEIZDNTE D ESEIERAFI BT

BT AN

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

-188-



TFaUTAARUN—E

ARV 5EM T3
ARKIDD [T TT H, SEC ID ADDR SCAN_TALKING(63)

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -189 -



TXLTA AR —E

CDEFA)TA ANVMEIEDKIEELDTI H,

CDARVMNMIETHER

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,

CDARVEDR)H—SN 515
B AZERLTOET D,

RIZEFTIARERTYTEFAIT
ERAN

FEFEEDTO— T—EANRET
ER:AS

W&

EETARANME., BEILGHOEREREE—DEEITEE
LEL=. FEHZORHI=YD /Ty L—EDIEREIZEL
HoTULWET,

IRAMIEEIEL/ A yk L—FTE—S YA DERDIE
HERIRL TSI EETRLET . SO KO% KD BRI,
ZLDFEEZDHELEETICHONTWSEREMFT L
TY o cZT7TTITr—230 H—ERHE (DoS) REND—
BT, L. RKEDHEBEZVHELETTICHFERATELGL
H—ERZELUA) T TED=5H. B HEARAMNIXLTHE
?l}:;ﬂf’&%ﬁ'@%éd:’)(:tﬂh ZLDIGEREHEEHIC
d:L o

B, S— YA DEBRMNELTHINEIHI, B&LU
B—YRTNTA—T U RADMETLTNENESI I E T
BIETY, nIX. 2 DDREHRRANETEEDHDENIMET
HAHMEEENHYETH . REHRRSENEBRRMNETIE KLY
BREWNARU N THDRREELAHYET . FTT . A ULH
(LT ARVRDEERTS IV F— Y EToO— 9T
JEERITLET, 70—DHELTOEINESIHIEAELET,
BELTUOVEWNESIX. Y—ERELIFRELTHELT . [
RETIEEWATREMESHYE T, T, EETEFI—TYEDOF
FHDRACDEX)TA ARVNBERLFIVITEET &
EFXARRANTIX ERDA—T VMR LT, TR
CDARNVIDFEEL TS TLEID,, MEFRIIZRELTLY
BIEEE. HELGAETAIVENHYET , F—7 vk KX+
T. G TIIH—EIZ, 32— Y RAMIRLTZ D
RARDRZDARURER)H—LTWBTLEID, Ch(EH
BE Y —E X 35E (DDoS) MEB D KX TH A AT REME L BHY
T4, Tl ARV BREEICHRAELTWRESX. H—F
AMKRARLTWBAILADT TV r—ar DEEDENE
THAENHBYET , COFE . BEDRAMIFLTAN
UREADICT B EEFRFFL T EZEWD AET B85 T71095
NoO— oY —Z&koTERHRBISN =G & X, N\ THr—< >
A LIR—FEETL. FST749 0D MED =62 SRT (H—
N—ICEER) AZEEZ T TLVELNESILEFERLE

T o CNMIEEBBNS T4V I THAINESIMNERLTILNSTH
REMENHYET,

Tl

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -190-



TXLTA AR —E

CDARVMNMETHEM

(FlowSensor, 7AX< J7A7
IA—ILIEE)

IE

CDEFA)TAARUNMIFERTESR)—

ARVMNIETHER
CDEF2)TA AR
A—ENBF=OITBEGR) o —
REIXETI A,

FIHILRTCIDARU AT
HBER)—EENTITH,

TIAIRTIDARUINATT
HHR)L—[EENTI D,

TIHINTIDTI—LDAY
THARI—IEENTT H,

TIAIWRTCIDTI—LDAT
THER) O —EENTTH,

COARUNERAETETT D
CDARURNE INYTUR R—
AFELFLEVNMER—ZRDVT
nTIh.

B ELEALIEATT H,
HAE

R/ILELME

BRALELVE

YT R R—=ZTEERLWNS

A—REFERALTARUAEFRE
TEFEITH

W&

Tl

W&

=
axX

EDRBYFT M,

[AERAR A (Inside Hosts) ], [§}&R7R R (Outside Hosts) ]

SRR AL

[ELy

[LELME (Threshold)]

&HEL
L
30

ZEEL

(&L

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

-191-



TXLTA AR —E

ARUHBY HE i
P BT HIBARERIE 5o et i—T 30 R BLIEEEGOR

BEORIS— IFASEEAY us
FIARUMERETEETH, T

ZYUYDIER. AREARGED

REQT—S AT, Do C

ARUMIT T4 ILEDFEFED
BESNTULET D,

ZETDER. ENIIFETTH,

ZDEXI)TAARVMNMIATIVIZEDLSIZEESLET H,
A RUMBET HEER et

ARVEDEETIFATT A, BEIGHORREREEELTLARRR
A—YMERTT H, BEGHOEREREZZELTLESERRL

ARURDRH—FBIE R K
U:/_(ign_céj-b\o

FEETT. X2 T1 MRUE

AE5TE75—LHhTIa)IEE

NnNTIhH,
HEZEDIEET e B DDoSY—RAUT VIR :True
ERAR e Cl:True

BA—FYrT, X )T AR
rBEET575—L4L AT3UIE

ENTTH,
HEITENDRET e B DDoSA—H YA TYIRX True
R o TI:True

Secure Network Analytics TH| Al 8EZL (B IR L] TI HYs

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -192 -



TXLTA AR —E

ARVHMET5EM W&

_ . M A=Y RRAR X (F . R—bZZEALRZY OE
To—LDFHEMBIZTEDESLE ppasn?gg%dégﬁ;gqcibf:o

MET . \ _
PR ET FRIMNITIFAT U B L

Manager: EETTHRARD XA TAARUERRREINE

[o}

FRYMITISLT U BB

TI—LDEMEI ) ITEHE
AIARTSNET N,

Manager : 7D“—lii§1§i$$lﬁg—’72‘yf~ P, /RN X
DT IT1ATHFZID 2 ﬁﬁﬁh‘64&>F®§T£®77f4j
BETO—2oWTEDLSHfE  FXIFTORREERE. /R—k 80/TCP, 443/TCP, LU

AR TINETH, 8080/TCP TI4/ILAMEEINFET,
TARAIMNTOZAT UM TA—LERID 5 B TIILEL
HBIhFEY,

:OD'I;_#:L')7_'44&“/F@FE%I:OL\TEODJ:'Bﬁ'l%*&?ﬁ“*ﬂﬁiEI
RETY A,

ARVHMET5EM W&

ARUKID [FAI T, SEC ID_SLOW_CONNECTION FLOOD (44)

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -193 -



TXLTA AR —E

CDEFA)TA ANVMEIEDKIEELDTI H,

CDARVMNMIETHER

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,

CDARUEDR)H—SN 515
B, AZEERLTOET D,

RIZEITIARERTYTEMAT
ERAS

FIREDTO— T—EINBET
j-b\o

(FlowSensor. 7O¥<  J74A47
DA—ILIEE)

=3
[=]
1L

W&

BELGEDEFA—IETRELTWEEET. F-IEXTRL
REAYTE—DDHEMNB KL (DFEY 1 DD AvE—VIC
ZLDZEBIPND) EETERELTULET,

H—N\—F ANLEFA—ILDEEIZFERHIN TS
BEMENBHYET, RHIE. RBECERESHETHSAIHEEN
HYET, COFER. NTUY TIPTS5V AR R/NL)
ANMZ&E-TITAYIESNBIENRBHYET,

BEETNEFA-IDEZEZHNELI-EETTHS M
ESDERERLET . BFA—ILDEZIEZBMELTLVE
WMBEEIE. RIEEFA—ILDOENEZ RO T-FHEAZETHEAL
9, TOBHDFIET. REDOKED, 1V A—ILEh
EEOHAHVINIZTEIELET,

EETNBEFA—ILDEZREZEMELTVDEZARIL, E
EXNAEDIRYNT—JICHBRLERRZHERALT. &F
DIMERZRLET

70—+t Y —I[& NetFlow Z 029 5=OITHETT,

ZEL

DX TAARUMN ERTESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY

H—ENB-OITRELGR)—

RE XTI D,

TIHIWETEDARUDA T

HdRI—[FENRTT D,

FIHILRTCIDARUNATT

HAIR)—[FENTI M,

W&

RERRR L

SRR AL

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

-194-



wF2YTAARUA—E

ARVHMIBET5ERM W&

T IHILNTCIDT I—LA Y

ThHBERYS—FENTT;,  PIEPRAR

TIHIWNTIDTI—LNFD N
ThERI —EER T,  TENAR

CDARVNEIFARREETT A, [EL

CDARUNE NYTUORR—  FS—LDBM)H—N5S.5 DBICRNLEETTS—FA
AFEEIZLEVMER—ZADWVG RBELFBEE: T IAILEL 5, RINLABFA—ILTS5—FN

nTIhH, RETHIEFA—ILHYDOTRELRADE : TI74ILEE 10,

BEEEEMIERTY A,

HFEE ZETL
=/PLEVME ZEL
mALELME ZEL

INYT R R—RTIFELVNS
A—BEFERALTANVNERAE 3Zu4hL
TEETH.

BLTOHE. WETRLRYE  up
ERLFEATT D, A

FIcARUrERETEET S, T

BLTOHE. MEARGED  up
REOr—laviE@cyr. T

ARUNITIAHILEDEFEN
BRESNTULET D,

ZEIDER. ENIEFTITH,

CDEFAVTAARVMIATIVIZEDLSIZEAELFET N,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -195-



LT AR~

ARVMIRETSER e =3
ARUEDREETIHETY D, AFX v SN TWSHRAR
g_br‘yhli1ﬂ—6j_7b\o 9_17\-\“/ I"ﬂ_\XI\t;L/o

ARVEDM)A—%BIERIT R —[FENTI M,
EEXT. X ) T4 ARUMDEETET7I—LATIVIEEN

TFh
- BRUS—BRAY
BEIFIEDEEETT D, TYI X :True
e Cl:True
B—FYNT, EX 2 )T ARUEETEH75—L AT3VIEE
*L—Gj—b\o
BEIIEDEEETT D,

Secure Network Analytics THIFA R gEZ (&R (T TT HY,

ARVMIBET5ERM &

75_1_\0)%*%5(:[3:80) 4:57:;"‘%5 Manager: Eiﬁ*ﬂ]f)‘\ﬁféﬂij-o
WHARTINTT D TARINT 54TV 3EBL
- M X ETRRANDE T 44N RHRTR
S LR b T Bk j_aonager EETH FXa)TAARIDREREINE
MR He . i}
Rt FRINTHSAT UL HEEL

Manager: 70 —(FEETTIP, [ RNV MDT U747 BDEHE
. _ . - BEZ () y bR oA RUADREBEDTIT14ITHZ. H
BE0—[COWTEDLIER  £15 25/TCP TIALLZMBESNET .

RETENES B, |
RpERELET A F RO THSAT b TO—ERID 5 B TILAA
BEnET .

:bw-_ldz_ﬂgl')7‘-44&“/FGDFE%(:OL\'CEO)J:’)?ZI’I‘%#&#“*IJH%EI
ﬁb—c: \o

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -196 -



EFTAARU—F

ARUMIETHEM W&
ARUEID R TT A SEC_ID_SPAM_SOURCE (11)

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -197 -



TXLTA AR —E

IPT—37 3 LDFEETKRANA—TINRAMBELTY . BEZDEF2) T4 1RUKNE,
W—T427 OhlE BRELTHRISN /Ty REICESTOET,

LX) T ANVMNIBEEMToNTWASTI— LIS T HEMRIEHYEE A,

Src=Des

l Any Packet "
X32
50.56.217.21 50.56.217.21
(Spoofed)

Resulting potential security event entry:

Source Host Groups ** Source Host ¥ | Target Host Groups ¥ |  TargetHost **| Concern Index ™* Security Events
Singapore 50.56.217.21 Lancope Corporate 50.56.217.21 <CI value>* Src=Des(32)

* <CT value> represents a numerical point value that Secure Network Analytics assigns to an event based on

various conditions.

DX TAARIMNFERTESRIO—RENHYET H,
ARVMZEET5ERM g3

CDARUNE NJT R R—

AFERIFLEVMER—ZDULVT

nTIh,

X)) TAARIMNEIATIVIZEDLSIZEELET H,
ARVMZET5HERM &

EETT. X)) T MRUR
NEE5TET7S—LATIVIEE BEAOTYIR

nTIM,
?%lif@ﬁfif‘ s ERAVTYIR True

BR—FYR T, xa)T4 4R
EOBEET275—L AT3UIE S5 vk 42T 99X (High Target Index)
ENTIH,

= S =M=
iiiitwizf;'c . TI:True

:OD‘Ié_'_jF:L')7_'44’*“/F@FE%(:’JL\’CEODJ:'B?QI'I‘%#IM“*IJHEJEI
BETI M,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -198 -



EFTAARU—F

ARV 5EM T3
ARKIDD [T TT H, SEC ID BOOMERANG (273)

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -199 -



TXLTA AR —E

NFEEDEIGEXIVTAANUETI DY,

CDARVMNMIETHER

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,

CDARUIDR)H—SNh 515
A, fAIZZRLTOET D,

RIZEFTTRERTYT AT
ERAS

FFEDOTO— T—ANRET
ERAS

(FlowSensor, 7AXS  J7A7
A —ILIEE)

IE
7 =]
=

W&

YINN—RTJLIZRZDSSHEY 3V ERHELET ., SR
zl;ZH:i%Eéi’L%)?—@fJ‘l ZIETEHT—FELE->TLVE

—DEXL)TA ARV TS5—LDOBRIIE, SSH/N—X
DIWNERDIFTAHIETY , WEHIL, FIE SSHEHRED LS
[CRABEHRENLT, BRELI=RYNT—IOADA LTIV
R 7OwREMHEILTHAEELT.SSHYN—R L T)LAEE
BT5EMHYET, CNICKYKBEL, T7A4T7 04—
LDESBLD TEEEENTOVIINBIBEAETEVAT
LADTIREHMFTHENTEET,

ZDEF2)TA ARVERETHEEL, ZLULAEBARYE
D—JEIZEMM TS, EETHRANDEEIZIELZRD
CENEETYT, BBICHE>TWA KA ERLGEEBED
SSH F£7=I& SFTP H—/N\—THDIEE. TN(LXB-1=75—
LTHAIENHYET , COESLETINAANLINLDT
F—LZEHIBRITBIZIE RRAMRY S —DRENDELIGE
NHYET, LHL. RERRAMIZFD LS T /N4 XD ERTE
BERELNHZWMGEIZIE., BBIZHE>TLAHNERACD T A
TUOTATAEEIL T ADRENHBYET . BRAND I T4T4
[CKOTRBSNTWSNEHERRL. T5THAGEIFRoT
ToI—LTHAHREEENHYET . RO I T4 T4 TIEA
WEEIF. 23— b RAMT R EGIE T (Top Peers) ] (F
EB)LR—,EEITLET, COLR—MIIE, S EBRANER
ESnf=T—22ZHE(ICHRBZION-. REETDUR
rARENTUWET , ChiF. CERDEERNTIESEIZ—#2
MEBET THANEIDETRL, BIEAFTHEINTLSED
THAINEIHIFHIT D ETERIDIEAHYET .

el

Tl

CDEFL)TAARUNIFERTEDR) O —RENHBYFET D,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

—-200-



wF2YTAARUA—E

ARVMNIETHER
CDEF2I)TA AR
A—ENB=OITBEGR) o —
REIXETI A,

TIHIETIDARUAA T
HHR)—FENRTI M,

TIAIWRTIDARUEINATT
HBER)—EENTTH,

TIHINTIDTI—LDAY
THARI—IEENTT H,

TI4INTIDT S—LAHD
THAIRII—FENTT A

CDARUNEIAERRETT A,
ZDARUKE TR R—
AFEFEIFLEVMER—R DT
nTIh,

B EEEEALIZAITT H,

e
BLEME

mALELME

INY TR R—RTIEELVRS
A—BEFRALTAIRU I ERAE
TEETH.

ZEYDIEE. ARARGER
EERLLEATT AN

BEORY— IT 522 ERAE
j:(:,fxyhgéjﬁ%’ééiﬁ'ﬁ‘o

LT HIGE. FARARELED
REOy—2 a3 I RITT h,

[AERAR A (Inside Hosts) ], [§}&R7R Rk (Outside Hosts) ]

[RERAR A (Inside Hosts) 1. [4} &R A b (Outside Hosts)]

[ELy

[LELME (Threshold)]

ZEL
ZEL

E>7499H8 10,000 NA +EBZDERBFIZ, V54T 0
FT—RADIN—ET—UMN60%FBA 5,
DSATINT—BDIN—ET—UMN 8025,

ZEIL

ZEL

ZEL

ZEL

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -201-



LT AR~

ARVHMIBET5ERM W&

ARUNZTIAHILEDBEIMEDL
BESNTHETH,

ZETDEE. ENIXFTTH,

CDEXL)TAARUNMIATIVIZEDISICEAELET H,
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DT ITATEZD 5 REIDSARDREDTIT47
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Stealth_Scan/tcp

port 848
port 848 L
port 231 50.56.217.21

port 1024
port 1024
port 1024

u

203.125.234.84

Resulting potential security event entry:

Stealth_Scan/udp probes
operate In the same manner
as Stealth_Scan/tcp probes

Source Host Groups % | Sous

rce Host _$ | Target Host Groups $ | Target Host *?[Concern Index™* |

Securit y Events O

Singapore 203.125.234.84 Lancope 50.56.217.21

<CI value=*

Stealth_scan/tcp-848(2)
Stealth_Scan/tcp-231(1)

* <CI value> represents a nu
various con, ditions.

merical point value that Secure Network Analytics assigns to an

event based on

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMIED LS ENMEIC
FOTEIERIESNFET D,

CDARVEDR)H—SN 515
B, AZERLTOET D,
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FEZEOIO— T—ENNET
ERAN
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ARVMNIETHER
CDEF2I)TA AR

A—EINB-OITLELGR)—

W&

EETHRRAMY, BLEETR—IEERALT, 2—7 Yk R
A EDEHOFR—ZBEFIZEHRELTOEL-, COFE

I%. raw VA vk EEALT TCP £1=1d UDP 45T 5
TI)r—2a0h bl earmLTVWVET . COEX T
ARURTIE, EXaA)Ta ARV DREHBINDRICRRIC
TOEALIE=A—5 vk IR—bSRENFET,

ZEIL

ZEGL

Flow Collector NetFlow T T 43> Tl&, 7A—tE>H—MN
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R—RMEIFETT,

ZETL

W&

—ERENDYFET D,
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CDARUNE N)T R R—
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BEBEEAIERTY A, ZETL
HRME ZEL
=/ILEVME ZEL
EALELME ZEL

INYT R R—ZTIEEELVNS
A—BEFRALTAIRUMERE ZY4L

TEETH,
BLTOBE AETRLEYE  up
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BEORS— ITASEERY opup
FTIoARU P ERBETEET S, 0

ZETDIHE. ARARGED

REOS—SaVRETI R, DL

ARUNZTIAHILEDEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,
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ARNVEDEETIERTI D,
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W E
AF v ERITY HRAL
AX v ENTVSHHRRE

ARUPDMH—EBIFRIT RIS —FENTT D,

EELT, Xl T4 ARUHDEETET75—L ATIVEER
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HEFEDREETI D,

MRS —:
e Cl:True
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s BIEERAUTYY
A :True
e Cl:True

B—HYRT, £F2UT1 ARUMBEET BT S—L hFTEE

nTI M,

HEILEDEETI N,

MRS —:
o TI:True
r800017R1) S —:
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Secure Network Analytics TH| Al EZL (B IR LA TI HYs

ARVMET5ER”

TI3—LOFHMIZIXZEDLIGIE
HARTSNET N,

TI5—LDFEMEI VT HE
AIARTSNET N,

BEIO—IZ DL\ TEDLSLIE
WHOARTRINTET H,

W&
Manager: st R TSNET,
TRAINTOSAT U 3ZEHL

Manager: EETTHRAMD XA TAARUEARRENE
ERS
TRINTOSAT UL G

Manager : 7Dfliﬁ1§iﬁ$09—’72‘yh IP. ’f’*“/l*@ne‘i'
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ARVHMET5EM W&

ZFETOEREF . <port>/TCP ELTREAE TN I=FR—
F. BEEUPTCP TIAIIWLAMEBEINET,

TFTRIMNTHSATUN . JO—ILERID 5 DETI1ILEAN
BINhET,

CDEFA)TAARVIDIEFEIZDNTE DKL EHRMFIAT
RETY MY
ARV HEM S

AR ID (FRITY DY, SEC_ID_TCP_STEALTH(272)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Stealth_Scan/udp

— port1024 port 5000 ——
—_  port1024 port 5000 —
1 — port1024 port 5001 — .
203.125.234.84 port 1024 port 5001 > 50.56.217.21
Resulting potential security event entry:
Source Host Groups # | Source Host % | Target Host Groups % | Target Host *?|Concern Index™! Security Events

Singapore 203.125.234.84 50.56.217.21

Lancope

=CI value>*

Stealth_Scan/udp-5000(2)
Stealth_Scan/udp-5001(2)

* <CT value> represents a
various con ditions.

numerical point value that Secure Network Analytics assigns to an

event based on

XA TAARVCDARE

CDARVNMZBETSEM

CDARNVMMIED LS ENMEIC
LOTEIERIESNFT D,

CDARNVEDR)H—EN 55
B, @ZERLTOET D,
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ZDtEFa)T4 ARUEHN)
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RE XTI D,

HE
CDARNUNE ARL—T AT VAT LIZE>TEHRAIZAE
BEn =t D TIFAE WS T199% Secure Network

Analytics MR G HER)H—Eh  BREZEITHT-DIZE
B/ Ty AMEREN TSI EZRLTLETY,

ZEGL

ZEgL

Flow Collector NetFlow TT 433> Tl&, 70—t H—MN
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ZEL
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—EENBYFTT M,
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INYT R R—RTIFELVNS
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TEETH,
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EEMIFATT A, A=
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ZYYDIEE. AREARGED
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ARUEDREETIHETY D,
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W&
AXrUERTT HRRE
AF v SN TIVSRR

ARVEDM)A—%BIERIT R —[FENTI M,
EEXT. X ) T4 ARUMDEETET7I—LATIVIEEN

TIh.

HEIEDEETI N,

MRy —:
e Cl:True
18000 7K1 —:
s BIEERAUTYY
A :True
e CI:True

B—FIhT, X 1YTA ARVMSEES BT5—L HTFTYEE

nTIh,

HEFEDEETI N,

MRS —:
e TI:True

18000 7R —:
e TI:True

Secure Network Analytics THIFA R gEZ (&R (T4l TT H,

ARVMIBET5ERM

TI—LOFHEMIZIXEDLIGIE
HWARTSINFI D,

TI—LDFEMEI ) ITEHE
RARRENET D,

RBETIO—(2DLVTED &S511E
FARTENETD,

W&

Manager: i T REINFET,

TARAINTHSAT R ZEIL

Manager: EETTHRARD XA TAARUEDARTREINE
ER

TRIMNTOSAT UM BZEEL

Manager: 7O0—I[IZEETH ELUVE—T YRIP, ARUEDHK
DT IT4TEZD 1 SRINDARDRETIT1IH
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k. XUV UDP TI/IILZUMEEINET
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ARV HEM W&
TRAIMTHSAT U TO—LERID 5 HETI(LZL
BIhFT.

ZDNEXL)TAARUIMDIGEZIZDODWNWTE D LSLIFHRAF| AR
BETY H,
ARVMNMZBET 5ER B
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NFEEDEIGEXIVTAANUETI DY,
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CDARUMNEIED LS FNEIC
SOTBIEFRIINETH,

CDARVEDR)H—EN 55

B, {ZERLTOET H,
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ERAS
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A —ILIEE)

F—ANRET

IE
7 [=]
=
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W&
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BREMNLEMEZBAT-B AT/ BENET . CD
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FETHRETHENTEET,
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DB HE KYLRBRGAE T —2DF Vo O0—FDEfEE
LTWWAHIEETRLTLSHREMEDHYET
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NFRETHIEE. [RLEBMET (Top Peers) 1 (FEIE) L

'T' FERITTIONREEHETT, VT)HEEA Rk
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Ak (Server Host)] A EFX ) T4A R MDEIETTIP T

[ZDthD7RZA K (Other Host) ] AY [AERAR Rk (Inside Hosts) ]

KAk 7)b —TJTHBEI. LIR—FETAIILZLEBLET,

gﬂ’]tli ;_‘ BDKEHZEFEIELT-. BHELI-ET7ZRDIT
—¢cT
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SNETMHREESNTWST—EANEESIN-ENENES
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ZEEL
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A—BEFALTIRNUIERR
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EBFIIFATT A,

BEDR)— IT43%FERAE
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ZEIRIGE . AEAREEED
KREOT -3 (T D,

ARUNZIT IAILEDEFIEDN
BESNTHETH,

W&

UNEEYICTIRELNHYET,

[RERR R (Inside Hosts) 1, [} X b (Outside Hosts) ]
T7AT74—IL,. TOXL BEUNAT T/ R

L

,m{ié.‘rﬂfx#; WEBRAN, D747 04—IL. TAXS NAT T

(&>

IN)T O AR—=RF[FLELVMEN—Z,

92
20 BEBDISAT U RAO—FD /N1 +7:500 M
0BT O O—RENTE=RAO—KRD/NAMG T

(&L

RNR—AFAVFFHBREERRLTOEWNRED /1 M
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LVZ

ZEIL
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ZETRGE. ENIXETI M, FZELL

LX) TFAARUMEIATIVIZEDLSIZEEELET H,
ARUM=BEY B E S
ARVEDEETIFRITT H, RAO—K T—32%Z{ELTLSREHHRI+

RAA—K T—2%EEL TS 1 DFEIFEBONEHRR

g_br‘yl“'i1i.[—c°j-7h\o }\

ARURDIA—EBIERITHR iz — )
Jtiychelins BET DR~

RERT, bFUTA 4RI - ‘
NEE5FTBE7I—LATIAVEFE ST 3 HR—TA42T AVTIIREIVRIATIIR
nTIn,

o BT —ARAHR—TAVT AT VIR True

*b = > B RF 7=
?&E'i&o)*ir;—c—a—h\o e CI:True

B—7YbT, EFa) T ARY
FBEES ST I—L ATV
ENTI N,

HEFEDEETI N,

Secure Network Analytics TH| B ELLIEER XA TI HY,

ARVMZBY 95 EM &

_ . M BLRBISNIZ WAL FAMBIX XA Y OHFRE
7 —LORMEEDEE [kt 23, . =

# 75§ I~ ;| Li ; ;b\o N 0y — =
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7 BOREEZ] () 2y L) Mo AR UMDREDT IT 4
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=
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T—AREE=4—LET . IEDHRRACTT—2EMNLEL
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R—RSAMEIZE->THBWIZEKTET SH . FEITHRET
BLEMTEET,

CDARUME N BULEDORABRANBEBELYVEZNT—
FEETEDRAEHRRASOSUREL TS ATHEME L, RBOR
EFEROERTHARREEZERLTLVET,

%@%éhf:—‘f‘—@%&:@—%?—amﬁbfféﬁﬁﬁbi
NEFHET DEmBEEAEIE, X)) T4 A RULDIEE
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ETITHETYT,, [VFM4T7 2k (Client)] =& [—/\—
RA K (Server Host) ] B\ EFx ) T4 A RUMDEA— VR IP
T. [FD D ARZF (Other Host)] AY [RAERAR R+ (Inside
Hosts) ] 7TRAR JIL—TTHA XS, LIR—FET1)LR0EE
LEd. BHIX,. 7y7O—K T—2DOKEHEZIELI=. B
HLEE7EZRDITAZETY,

ZHLEET7ZERUEL=L, RIS =T —2E0D55. Ch
SDETAREL TS T —ANBESNEBENES0E
FITLEY

ZEEL
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—DEXFITAARMNIERATESR)—ERENHYET H,

ARV 5ERM
—DEXITA ARV
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FIFILNTIDARDNALT
HBER)—EENTIH,
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HBER)—IEENTIH,

TIHINTIDTI—LDAY
THARIO—ITENTT H,
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ZEYHIHE . ARARGEN
EBFIIFATT A,
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FIARNUERETEET D,

ZEIRIGE . AEAREEED
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UNEEYICTIRELNHYET,
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T7AT74—IL,. TOXL BEUNAT T/ R

L

,m{ié.‘rﬂfx#; WEBRAN, D747 04—IL. TAXS NAT T
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IN)T O AR—=RF[FLELVMEN—Z,
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20 BEBDISAT U RAO—FD /N1 +7:500 M
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RNR—AFAVFFHBREERRLTOEWNRED /1 M
ER)A— AT BEIMNVNERET HIENTEFY,
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ZEIL
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ARVHMIBET5ERM W&
ZETRGE. ENIXETI M, FZELL

LX) TFAARUMEIATIVIZEDLSIZEEELET H,
ARUM=BEY B E S
ARVEDEETIIETE H, RAO—K T—2%ZELTLSREHRRE

RAA—K T—2%ZEL TS 1 DFEIFEBONEHRR

g_br‘yl“'i1i.[—c°j-7h\o }\

ARURDIA—EBIERITHR iz — )
Jtiychelins BET DR~

EETLTT, EFXal)T1 A4 Uk
AEETETI—LATIVEE
nTIH,

HEBLEDIEETT I,
i BT BF A=Y AV TYIA, HE— I TY
EnTT, 2

s BT —AR—TALT AVTYIR True

*b = > B RF 7=
?&E'i&o)*ir;—c—a—h\o e TI:True

Secure Network Analytics TH| B ELLIEER XA TI HY,

ARVMZBY 95 EM &

_ . M BURISH = WA b, FRIEL XA Y DFFR
FI—LOBMEEDEHE (ke 23, . =

\ '_\ h o » (e} — =
AERRENET FRINYTISAT U BEGL

TS5—LDEMES) v BHE  Manager: 83— YbDEX A TAANUINRTENFT,
FIRRTSNET B FROMYTISAT b S

BETO0—I2DVTED&S%ME  Manager: 20—[FF3—5 Yk IP FREHRRAS, AR DTH
WOARTINETH, T4 B ORIBEZ (JEyhBEZ]) MoA R LDREDT
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ARVHMET5EM W&

HTATEEL 1 I EDH—/A—/3( k. BEU 1000 /31 RLL
LDEFHNAMTIAILZNEBEINET,

TFTRIMNTHSATUN . JO—ILERID 5 DETI1ILEAN
BINhET,

CDEFA)TAARVIDIEFEIZDNTE DKL EHRMFIAT
RETY MY
ARV HEM S

AR ID (FRITY DY, SEC_ID_TARGET_DATA _HOARD (316)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Timeout/tcp

_._ TCP Packet

——» port 520 l
with TTL <2 . P —
203.125.234.84 50.56.217.21

Resulting potential security event entry:

Source Host Groups ** Source Host + | Target HostGroups ~ | TargetHost “*| Concern Index ™* Secunty Events

Singapore 203.125.234.84 Lancope Corporate 50.56.217.21 <CI value>* Timeout/tcp-520(10)

* <CI value> represents a numerical point value that Secure Network Analytics assigns to an event based on

various conditions.

X)) TAARECORAR
CDARINZETHHEM HE

EETHRAMEEL=TCP /Ry yrAD TTL M 2 KiFE T
_ Sy B - LI=o R(L—RIJL—HFF UDP THET B8, TCP /X4 ybD
TOAOLEECDLLIES TinEL B AR, 3<0BE . BEOBHET I T(E T
. ° OFAT A=V E)FEFIET—IDFEE (L—
TG W—THE)ERLET,

ZDARUINR)H—EN 515 Bt
A AIZEERLTOET A, = LAY

?;ﬁi\%ﬁﬂ"*%}h“yﬂiﬂ’é sl

FEEEOIO— T—EHNBET
IhH,

(FlowSensor. 7AX> 747
DA—ILIEE)

NetFlow Z%9'#19 AIZI&. FlowSensor NHAETY,

IE FL

LX) TAARUNIFERTELR) O —BRENHYFIT D,
ARVMZBE T HER &
COtF T4 AR

H—EINB-OITRLELGR)—
RE XTI D,
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FIHILERTCIDARUNATT
HER)—EENTITH,

T IHILNTCIDT I—LBA Y
THAR)O—IEENTTH,

?_C_;)g),-lli\ll];c/:—ol)izz;cl%?;?-j [REBAR R (Inside Hosts) ], [#4&BAR Rk (Outside Hosts)]

CDARVNEIARERETT A, LIVR

CDARVME, INYTFTUR R—
AFEEIELEMER—RDLVG  BZELL

nTIh,

BEEEEMIERTY A, ZEL
HFEE ZEITL
=/PLEVME ZEL
mALELME ZEL

INYT R R—RTIFELVNS
A—BEFERALTANVNERAE 3Zu4iL

TEETH,
BLTOHE. WETRLRYE  up
EEMIFATT A, A=

FIcARUrERETEET S, T

ZYYDIEE. AREARGED

REOy—SaviRTE ., SO oC

ARUNITIAHILEDEFEN
BRESNTULET D,

ZETDER. ENIEFETITH,

CDEFAVTAARVMNIATIVIZEDLSIZEAELFET N,
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ARUMBET HER S
AR DRETIEFTE A e
SN TT N, (VTIEDRETHELR

ARVRDR) H—EBIZFREIT RO —IEENTTH,
BEEFTT, X a)TA ARVIAEETET75—L ATT)IEEN

TIhH.
« SIERAIUTYY
HEIFEDEEETT N, A :True
e Cl:True
B—TYLT,. X 2) T4 ARVDEETET75—L AT7IJIFE
nTIh,
BEIIEDREETT D, o TI:True

Secure Network Analytics THI AR gEZL R (Tl TT H,

ARVHMIETHEM &

TI—LOFHMIZIEED&S7lE Manager: FHARTSINET,
WARRSNET Mo FROMNTOSAT U ML

M :‘* 5_, \X t I |= &\ N ’—\
P LOEMES gt pe | Manager B ETRALDEF L) TAINVERRREINE

: ¥,
ERENES B, | _
AL 5 FROMYTHSAT b BBLL

Manager : 7D“—lii§1§i$$lﬁg—’72‘yf~ P, ’f’*“/l*@ﬂ%i
VDTITATEZD 5 DEINSARVNDRETITATHE
BETO—I2oWTEDLSHE  ZIFETORREEE. <port>/TCP ELTHEER TN =R—

AR TINETH, b XU TCP TI/ILLZMEINET,
TRAIMNTOZAT UM TA—LERID 5 B TIILEL
HBIhFEY,

:OD'I;_#:L')7_'44&“/F@FE%I:OL\TEODJ:'Bﬁ'l%*&?ﬁ“*ﬂﬁiEI
RETI D
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ARV HEM W&
ARUKID [FEITT D SEC_ID_TCP_TO(260)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Timeout/udp
UDP Packet
; x10 —— port 520
A with TTL <2 B L
203.125.234.84 50.56.217.21
Resulting potential security event entry:
Source Host Groups ** Source Host + | Target HostGroups ~ | TargetHost “*| Concern Index ™* Security Events
Singapore 203.125.234.84 Lancope Corporate 50.56.217.21 <CI values* Timeout/udp-520{10)

* <CI value> represents a numerical point value that Secure Network Analytics assigns to an event based on

various conditions.

XA TAARVCDARE

CDARVNMZBETSEM

CDARNUMEIED KSHEEIC
Lo TBIFRIINET H.

CDARVIDR)H—EN 515
B AZERLTOET D,

RIZEITIARERTYTEMAT
Tﬁ\o

FEIZEDOIO— T—ENNET
ERAR

(FlowSensor, 7AX< J7A7
A —ILEE)

IE

W&

EIETTHRRARZEELF-UDP /Sy rAD TTL A 2 RET
L7z, UDP ThL—XRIL—FDNTHNBT=8. CDEFXa)
TA ARNUKIN Y BEEICRET DRIREELHYET, 1=
L. BEAKXEWNGEESIERYNT—IDTFESL—T1>
GIN—THE)ERLTWAERNHYET , Norton
Antivirus H—/\— (X} 59 B 1=, 7R— 38293 A UDP 4
ALTIRDSBRAShTONET,

ZEL

ZEGL

NetFlow 919 5I1Z(%. 70—t —NRETY,

Tl

CDEX)TAARUNIFERATELR) O —BRENHYFIT D,

ARVMNIETHER
CDEF2)TA ARV

W&
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ARVHMIBET5ERM W&

AH—EINB-OITLELGR)—
RE XTI D,

T 74 WA TEDARUEAF LT
BoRUS—HENTE i, | PERAR AR

FIHILRTCIDARUNATT
HBER)—IEENTIH,

TI4INTIDT =LA FY
THAHARI D —FENTT D,

TIHIWNTIDT5—LWAT
THBEY—ZENTTH, REBARAR, SA 8RR
CDANVMEERETRETT AN,  LWZ

CDARUKE NYT R R—
AFEEIFLEVMER—ZDINVT AL

hTyh,

BEE B LB AT AN T
Sl BAL
B/LELME HAL
BALELME BAL

INYT R R—RTIEEELVNS
A—REFERALTANUNERE 44l

TEETH.
BUTOBE ARTRTEYE  u
ERIFATE D, A

ﬁﬁo)l_ﬁ'):/_ I?49§1§Fﬁﬁ' §;-%7L.L’
FIoARU P ERBETEETH, T

ZUTHIGE. HEARELIED sy pr
REQF—aV(ZATT D, A=

ARUNZTIAHILEDBEMEDL
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ARVHMIBET5ERM W&
ZETDER. ENIIFETTH,

ZNEX1)TAARUNMEIATINIZEDLSIZEEELETH,

ARVMZEY 3 HM &
ARV DRETIEATT B LY ROEETTHEN
BN, (VTR DRETHERA

ARUEDR)H—EBIERIFT RO —IEENRTI D,
BETT. X 1UTA ARV EETZ7S—L AFTYIEER

TEH,
s BERAVTYY
HEITEDEEETT N, A :True
e Cl:True
B— YT, X)) T4 ARVDEETE7o—L ATIVIEE
nTcTh,
HEIEDEETT D, o TI:True

Secure Network Analytics TH| ARl 8EZL (B IR L] TI HYs

ARVMZET 5EM W&

FS—LDHMIZITED LS Manager: BN RITSNET,
WORTSNET D FRINTHSAT IR BSBL
_ M SEETRRRDEF YT AAAU DR
75—A@3¢L§§%.J\,7¢& TR EETTAR F2YFAAAUIDERRENE
NERTR N, ) )
PR ET FRINTHOSAT U BEEL
Manager: 7A—[LEETHE LUV FI—T VYR IP, ARV MDD

BE70—SOWTEDSSTR = g = B
L — NDTIT1TEZID 1 REIMSARNUSDRET VT4
AERTENETD S CORRIERE. <port>/UDP EL TRIER 145 <rti—
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ARVHMET5EM W&

. 8LV UDP TI/ILALEEINFET,

TRINTOSATUL: TO—FERID 5 S TI1LEL
BHINFET,

ZDNEXL)TAARUIMDIGEZIZDODWNWTE D LSLIFHRAF| AR
BETY H,
ARVMNMZBET 5ER B

ARUKIDD [T T H, SEC ID_UDP TO(259)
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To5—LXNRKRANGEVAIATIIA T Z5—LFE =& Trapped Host BFa )T 4 ARURHHE
HLTWASRARN) hod—S vk IRAADEFEZELFRIB SN, T—AXKBEHNITHNELT=,

ZDEXA)TAARN FERTESR)O—ZBENHYETH,
ARVNMCEET5ERM T3
CDARIMI IINYTUORR—

AFEEIZLEVMER—ZADLVG
nTIh,

DX TAARNIATIVIZEDISIZEEELETH,
ARVMNZEET HERM &

FEETT. EXa)T1 4Rk

HNES275—LHTIIEE

nTThH.

BBIEEDRET

T
B—H YT, HHLUT A ARY
MEET 75— L HTIUE WEALTIIR EE—S YU TYIR
ENTTH,

HEIFEDEEET o MBALTYIA True

ERAS e TI:True
ZDEXI)TAARNVIDIEEIZDWNTE D LSRR AFI BT
BETI Y
ARVHMZET 5EM g

ARKID AT H, SEC_ID TOUCHED (28)
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TXLTA AR —E

BEBEHDYF—ERICEEFNTLWVENR—FT, FIYTRAN IL—TORIED 1 BHYD
HBRBEEATHOLEWMEEZRANBZFEL . NI DEKTEWVRFT YO T ITAETAD
ATREMZERLTUVET VAT LI WEEH . AX v ENTVSR—k AF¥vo SN TLVSHRAE
PEEHINEWNESIZ, SHIZIET—LDOV)—RBNIFHERF YU EETT SOOI ThiDid
FDRFYUEETLET,

RART IL—T D [[RART IL—TEHE (Host Group Management) ] R— T2 DT IL—T D XRE
B7RLRZERX YT BHRANENS YT T 3 (Trap hosts that scan unused addresses in this
group) ] FTYIRYIREFAUIZL T, ZYRAN =TT HDEEDT7IT(AET1DIE
MEBEMMICLET . COMBRBEREX,. —EHDRANEEN. EE IP PRLRZFEAT S+ 71
EEINBEDNSHRANM V- (EELEHRY—N\—LBE) IZHLTOAEDICL TS
W 3T BHIET. RVNT—IVDHRIBVEELRIVTIZRATHRANERETEEY .

[V &8 7R R b (Outside Hosts) ] TRRAR T IL—T DR FRTRLRAZERAX v 5RAMNE, FSvTEh
= RARDHEMNS IR SN BT=8 . [FFERRRA S (Outside Hosts) ] TRRAR IL—T T DERTEL
ﬁ;}n:—m;ﬁxaamzaﬁma NBDHRAMEINS YT ENFRACD T S—MOTS—LEERK
LEEA.

DX TAARIMNFERTESRIO—RENHYET H,
ARVMNZBET 5 EM 773

CDARUNE NJT R R—

AFEEIFLEVMER—RDNVT

nTIh,

DXL TAARKMNEIATIAVIZEDLSIZEHEELETH,
ARVMZBIT 5 EM g =3

FEIETT. X YTA AMRUE

NEETET7I—LATIVEE BERAVTIVIRGIRIADTIIR
nTIn,

HMEXEDIRET o BEEAUTYIRX True
ERO e Cl:True

BA—FYr T, X a)Ta AR
EEETE75—LATIVIE 2= Vb 12T 99X (High Target Index)
ENTIH,

HEFEDEET

+ e TI:True
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COARUHET BHEM R
BAETERA ML, 5 S RIBEAHD UDP /7y ERIEL

FLzo oL, U—E RIHE (DoS) B F=ILFERXTILR
HEDRX YT IOTAETADAREEZRLTVVET,

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,
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NRETTHAAREELHYET) . IRBESNT-R YT —
HT7T)r—2ay  FEETI LD HI=YD UDP /X
TYMNEIMNEBICEVERICEFZRLTWNAIEEZRLTLWVE
T o SHIZKEZLDDoS BN —IFEEL T 4—F VD HEE
« X B4 EETAENTRED/ ST YMSEEINBIEMNLL
AR —SN 515 HYFET,
B AEEKRLTLET A,

f=f2L.UDP /7 yk L—EAELDIE, SYN /N 7yk L—bk
AEWIELYEL— MRG0, TRLEVMEPLHFBRERTE
AEETRKEDRBRIMARELET DIGEELHYET . ZHD
P [CX LTI/ AT MIN D RWNE S ERITAZ
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EESIN TS UDP /Ty DAL —b, EEDRAII
J.BLVRELEFRERELET, CNERETHEEMEA
EIEEETARAMIRLTIA— 4T EETITHIET
T, VT DEIREZZE. BEM o TS EFa)Tr A
RNULDOEAREEZID 5 D FIIZEREL., (FP5—LNEET S
BE)VRTRANITS—LOBRTHRIIZHRELEFT, Ak
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HEERMNREINT=6., REIAR P ICKE DD UDP /N4y hY
RICEFTIRERTYIIMAT ECARESNE=ONEERELET, COAIRUEDXRA,
ERAN KE®D UDP I ybNHBI70—DI5A T NRANTH S
58 . [V54T7 2k 1Ny (Client Packets)] £1=1& [95
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—&TY,
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ARURDR)H—%BIERITRIS—IEENTIT H,
EETXTT,. EXa)TA ARV EETET75—L ATIIFEN

TFh
. Ej— DDoSYV—RA Y
HEFIEDEETT D, TYI X :True
e Cl:True
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BEITIEDEEETT H.
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400

19,200

FYRT—=IRDY—R RANEF([EZ— T YMRAM 1 DU EDRAMNCERELGED T —2M

ArooaO—kLfzCEERLTVET,

Data Hoarding 75— AIZBAEF (TN TS EF T4 ARVERIZRLET . 2EFEEH DX,
X A)TAARVNDEERIZTS—L ATIVIZENYETOENS T IHILEDRA UM ERLE
T —EHDEX2TA ARUMIERAVIDNEESNTOERF A CNEDARUMNIAIETY,
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Suspect Data Hoarding EEfRxt&RoO—IZE&E DL,
Target Data Hoarding & IO—I2E DL,

RARH DDoS HEDY—ATHAHEH|BAL-CEERLTVET,

DDoS V—ART7S—AIZEEM TN TS EF A TAARUMERISRLET . 2FBE DX, &
FaA)TAARVIDERERICTS—L ATIVICEYLETONBET IHILEDRA UM ERLE
T o —EDEX)TA ARUMIUFIRAUVIRRESNTOER A cNBEDARNUNEIAIETY,

XY TA ARV DAR T+ TERYETONSRAU MK
Half Open Attack 12,600

[ICMP 25wk (ICMP Flood)] ESfR R oO—IZH DL,

Packet Flood 5,600

Slow Connection Flood 10,800

[SYN 75YK (SYN Flood)] ESfR R IO—IZH D,

[UDP 5k (UDP Flood)] BEfRxRIO—IZE DL

RARD DDoS MEDNA—S Y THAEHIBALI-CEERLTULVET,

DDoS #—4 w7 o—LIZEEMITON TS X TAARNUERIZRLET 2 BFEH DS
[T, XA TAARVDRERFIZTS—LATIVIZEY Y TOENET I7HILEDIRA U M E TR
LET, —EDEXa)Ta ARNUMMIFIRAVIDNEESNTOEREA CNODARUKIFET
ERS

XTIV DAR TI4HILTEY ETONSRAU M
Connection From Bogon Address Attempted 900
Connection From Bogon Address Successful 14,400
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Half Open Attack 12,600

ICMP &%15 EfRxgIn—I2E DI,

New Flows Served ERXEIO—IZE DL,

Packet Flood 5,600

Slow Connection Flood 10,800

SYNs Received B oO—(2& DL,

UDP Received B RIO—IZE D

EEREDT —INEESNDINIRRANESNEPHRRANEBHLET . RARTINOD AR
?%ﬂlh')ﬁ—éhs ZTDEMNBRESNTVSLEWMEZBASE. T—ERHETI—LDBFRELE

T—ARBTI—LICEEMTON TS EFa) T ARUNERIZRLET 2FBDIIIE, &
Fa)TAARNVEDRERIITI—L ATIVIZEYETOENES T IAILEDRA UM IERLE
T —EHDEF1TA ARUMIFRAVIAEEENTOVER A CNEDARUMIAETY,

XaT4 AR DAR TIHINTEIYETONDRA MY

Suspect Data Loss BEfRxgIO—(ZE DL,

— LDIEBFERR LY DIy X T EEBL - RAMIEBHEICEBALESETHEEDSR
HEBELET,

IHRTOAM 75—LIZEAEMFLNTONDEFA)TAARULERIZRLET 2 ZFB DX,
X ATAARVEDRERFIZTS—LATIVICEYETOENS T IHILEDRA UM ERLE
T, —EDEXI)TA ARUMMIIIRAVIDRESNTOWERF A CNEDARUMNEIRIETY,

X)) T4 ARV DATH] T4 TERYHETONSRA VMY

Brute Force Login 10,800
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TXYTAARVEDARE
Frag:First_Too_Short
Frag:Sizes_Differ
Frag:Packet_Too_Long

High SMB Peers

Scanner Talking

Suspect UDP Activity
Touched

Worm Activity

Worm Propagation

T4 TEYETONSRSA MY
6,000

6,000

6,000

32,000

180

9,000

8,000

400

19,200

IO OMI. BEDRYNT—Y RYL—I2ERT DEMEERLTLVET,

Policy Violation 72— AIZBEER TN TS X)) T4 A RVNERIZRLET . 2FZB D5
&, EXA)TAARVDFEERICTS—L HATIVICEYLETONE T IAHILEDRA U E TR
LET, —FDEX1)Ta ARUMMIIRAVIDBRESNTOWERF A CNEDARUNEIRIET

ERS
XV T4 ARV DAH]
Connection from Tor Attempted
Connection from Tor Successful
Connection to Tor Attempted
Connection to Tor Successful
High File Sharing Index
High Volume Email

Inside Tor Entry Detected

T4V TRV ETON SRS
1,000

4,000

5,400

5,400

EEEXRIO—IZE DL,

3,200

32,000
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Inside Tor Exit Detected 32,000

MAC Address Violation 6,300

Mail Rejects 2,400

Mail Relay 2,400

New Host Active 2,800

Spam Source 9,000

Watch Host Active 32,000

Watch Port Active 32,000

TCP E=(X UDP ZEAL. B D HRARERIILTWARIET, BEMNICEEDHIATYVDF
EERLTWET, oD AT L, [MERIEEFEIEINFTET L., RV T—IIZx0T5HEDE
HIEEETHY . CORFvr UL, BB DO AN LKEEENHYET,

Recon 72— LIZEAEM TN TS EXFTA A RVMERIZRLET . 2FB DAL, ¥
T4 ARNVEDRERFIZTS—LATIVIZENYETOENST IHILEDRA M ERLET , —
BOEX2) T4 ARUMIFIRAVEDRRESNTOER A cNBDARUMNEIAIETY,

X UTA ARVEDARE] T4 TERYETONSRA VMY
Addr_Scan/TCP 4,000
Addr_Scan/UDP 4,800
Bad_Flag ACK 4,800
Bad_Flag All 4,800
Bad_Flag NoFlg 4,800
Bad_Flag Rsrvd 4,800
Bad_Flag RST 4,800
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TXYTAARVEDARE
Bad_Flag SYN_FIN
Bad_Flag URG

Flow Denied

High SMB Peers
ICMP_Comm_Admin
ICMP_Dest_Host_Admin
ICMP_Dest_Host_Unk
ICMP_Dest_Net_Admin
ICMP_Dest_Net_Unk
ICMP_Host_Unreach
ICMP_Net_Unreach
ICMP_Port_Unreach
ICMP_Src_Host _Isolated
ICMP_Timeout

Ping

Ping_Scan

Port Scan

Reset/tcp

Reset/udp
Stealth_Scan/tcp
Stealth_Scan/udp

Talks To Phantoms

TI4IETEYETOMSRSA MY
4,800

4,800

162

32,000

7

7

14,400

10,800

5,200
4,800

1,440

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

—-283-



T7Z—LATI)

TXa) T4 ARV D AT T4 TRYETONSRA MY
Timeout/tcp 4

Timeout/udp 3

Trapped Host 11,700

REBRASDNERDHFBARGRAT VYU FEEDMDEEDHIKRBDZEETHo-CLE
TLTWEY,

DRGADTYIRER—T I AT IIR ATIVIERLEX 2 TAANUREFRALET ARV
ESREETARAMIE DTN A—ENBE NVRIAVTIIRTS—LNRELEFT , ARNVEN
B—F YR IRAMZI&>TR)H—EN D&, TargetIndex T5—LMNRELFET,

Target Index 7 o—LIZEEF TN TS X)) T4 A RUNERITRLET . 2FB DFIIE,

THA)TA ARVIDRERITTS5—L ATIVICEY HTONST IAIMDRA U MEERLE
Yo —EHDEFTA ARUMIFRAVIAEREENTOER A CNODARUMIFAETY,

XAV TA ARV DA TIHIETERY L TOMERA MY
Bad_Flag ACK 4,800
Bad_Flag All 4,800
Bad_Flag NoFlg 4,800
Bad_Flag_Rsrvd 4,800
Bad Flag RST 4,800
Bad_Flag_SYN_FIN 4,800
Bad_Flag URG 4,800
Beaconing Host 9,000

URR AR CRCHTBERAT 72 400
(Bot Infected Host — Attempted C&C Activity) ] ’
[RRRDSARY MR CRCITEIRLTA

(Bot Infected Host — Successful C&C Activity) ] 32,000

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -284-



T7Z—LATI)

TXYTAARVEDARE

Brute Force Login

Connection From Bogon Address Attempted
Connection From Bogon Address Successful
Connection From Tor Attempted
Connection From Tor Successful
Connection To Bogon Address Attempted
Connection To Bogon Address Successful
Fake Application Detected

Flow Denied

Frag:First_Too_Short
Frag:Packet_Too_Long

Frag:Sizes_Differ

Half Open Attack

High SMB Peers

ICMP Received

ICMP_Comm_Admin
ICMP_Dest_Host_Admin
ICMP_Dest_Host_Unk
ICMP_Dest_Net_Admin
ICMP_Dest_Net_Unk

ICMP_Frag_Needed

ICMP_Host_Precedence

TI4IWETERYHETONSRAU MK
10,800
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14,400

1,000

4,000

8,100

14,400

4,000

162

6,000

6,000

6,000

12,600

32,000
ERxRIO—IZE I
7

7

700

700
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TXYTAARVEDARE
ICMP_Host_Unreach
ICMP_Host_Unreach_TOS
ICMP_Net_Unreach
ICMP_Net_Unreach_TOS
ICMP_Port_Unreach
ICMP_Precedence_Cutoff
ICMP_Proto_Unreach
ICMP_Src_Host Isolated
ICMP_Src_Route_Failed
ICMP_Timeout

Inside Tor Entry Detected
Inside Tor Exit Detected
MAC Address Violation
Max Flows Served

New Flows Served
Packet Flood

Ping
Ping_Oversized_Packet
Port Scan

Reset/tcp

Reset/udp

Scanner Talking

T4 TCERYHTONSRAU MR
7

2,800

2,800

700

700

700
1

32,000

32,000

6,300
ERMRIA—ZE D
EfRxgIn—I2E O,
5,600

7

2,400

10,800

180
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TXYTAARVEDARE
Slow Connection Flood
Src =Des

SSH Rev Shell
Stealth_Scan/tcp
Stealth_Scan/udp
Suspect Long Flow
Suspect Quiet Long Flow
Suspect UDP Activity
SYNs Received

Talks to phantoms
Target Data Hoarding
Timeout/tcp
Timeout/udp

Touched

Trapped Host

UDP Received

Worm Propagation

TIHIWETERYHETONSRAU MK
10,800

4,000

11,700

5,200

4,800

4,000

4,000

9,000
BEExZIO—(2E DL,
1,440
EHRgIO—IZE DL,
4

3

8,000

11,700
BEfRxRIO—IZE DL

19,200
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