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AR TINETH, TIAIWANEBEINFET

FRIMNTHSA TN 7O—IXEFID 5 DR TI1IL2M
BINET,

ZDEFXFA)TAARIEDEEIZDNTEDKISLERAFI AT
BETY D,
ARVMZBETZER B&

ARKID AT H, SEC_ID TCP_ADDR_SCAN (276)

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -12-



TXLTA AR —E

CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A
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_.- port 80 50.56.217.23
203.125.234.84 port 80 ‘ 50.56.217.24
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rce Host Groups ~! | Source Host ¢ | Target Host Groups # | TargetHost +*| Concern Index <[ Security Events +]
singapore ‘ 202.125.234.84 ‘ Lancope Corporate | 50.56.217.21 | <CI value>* | Addr_Scan/udp-80(6) ‘

* «CT value> represents a numerical point value that Secure Network Analytics assigns to an event based on

various conditions.
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T o RIT. [T4ILA(Filter) ] FAT AT @ [RR (Host)] 27
T, BUEY—/\— J0)LA%EERTEL. [ (Advanced)] %
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© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -13-



TXLTA AR —E

CDARVHNIETHERM W&

JRALD EEZ7O0—F-FET7RICHVEZ T, FilEEE
B0, HEANFEBICEVHIEEZ RI BELI-R—
BRELET . IP7RLREGY)vILTI7A—IZERYNT S
CET.SEIFLRIP PRLRAZRRLEY. BEDRARS
IW—TRELE—FIREES>TNAIMNES M EHIBTLI-YUL
9, F-. 5V)vILT[HRLFET (Top Peers)] LiR—k
[CERYNT BIET, M T4 v I 3—F v EARIZHEIC
TEE->TLWANEIHLEFHITEET , X v UITH BT
BRAMDERIZEBTAHIELTEETT , COB R THRAR
FRAFX v oLiza—H—¢ERFroantiz R—rE I TES
FOFTBIULERHYET,
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ARUMZB 9 5EM
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Bad_Flag_ACK

TCP Header

URG ACK PSH RST SYN FIN
1

o 1 L]

o o

\

=

203.125.234.84

port 1024

> i
port 445

50.56.217.21

et Host 3| Concern Index ~?| Security Ew
| Bad

Tar
6.217.21 ‘ <CI value>*
nalytic:

ecurity Events E]
_Flag_ACK-445(1) ‘

alytics assigns to an event based on
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CDARVNMZBETSEM

CDARVMMEED L SGENMEIC
KO TEIEFRISNFTT D,

CDARUEAR)H—SNn 515
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TCP /4 yb [CEMEITST R ESN TSI EIE. &F
EHYBFEFA. ZTDIILBEFNROMo=EEIE. /N
TIrDEERTUICETHERINEZENELTERRM
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L&Sh 1 DDRRARETEHDR—FERX X2 LTV
TL&OM, REHRANMI KB EELAHNIL, TNIFEELL
§L\77'7'4t“7_'4‘k51§%0)Jlsﬂic‘:L,’C?Ei%)C&fﬁ’G‘c‘?i

Flow Collector NetFlow T-F7 133> TlX. FlowSensor N iHE
T, Flow Collector sFlow Tl&. »ELEMIVHR—R UM
[T4FIZHYFEEA.

ZEIL
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L
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TR —OEBE LU RAF 7 (Network Management &

Scanners)

ARV

ZEITL

ZEIL
ZEL

ZEL

ZEL

ZEgL

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

_19_



TXLTA AR —E

ARVHMIBET5ERM

BEORYS— 7 SEERE
FIARNERETEES b,

ZE T RIGE . AR REEED
KBOT 23V AT,

ARUNZTIAHILEDBEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,

W&

HAL

ZEL

ZEgL

ZEL

CDEFA)TAARVMIATIVIZEDLSICEAELFT N,

ARVMNIETHER
ARVEDEETIXETT A
B—7yMMIMATY A,

ARURDRN)H—%S|IERITR
U:/_(j:gh—c:—d-b\o

EETXTT, EFa T MRk
AEAETE75—LHATIVEFE
nTIH,

HEFEDEET
R

B—F YT, EFa)TAARY
FABEE ST S—L ATV
ENTI N,

HEFEDEET
R

T3
RGN T YR EREELIZRAL
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BEiE70—SDOWTEDSIHR  maEft(FonfR—b, S&UTCP TIALALBSNE
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\

n
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port 1024
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50.56.217.21

ost _*?| Concern Index 2|

Security Events s]

Target H
6.217.21 | <Clvaliex* |
i

Bad_Flag_All-445(1) ‘
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CDARVNMZBETSEM

CDARVMMEED L SGENMEIC
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CDARUEAR)H—SNn 515
B, AZERLTOET D,
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ERAN
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TCP /X YMZTRTDIZT DEYRMNERESN TSI E
. BEEXHYEEEA,. TOIOILEFHARDIDN-HE
. N\ IEDEEXRTIVICEATHERINEZBNELT
E-lE’]("‘bhfb\é‘l‘“'li?b\&t)iﬁ' ELVSDH, VR
LEBRENERLGNIL, ELGHHEAEHEDEE TSI
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ERFEOIRBELFTMELHYET, AL, RRAME
REHRIST DA EHEEERDARIMIZEELTULVEL
TL&EID, RILR—FTEHDHERRANERF Y LTULVELT
L&Sh 1 DDRRARETEHDR—FERX X2 LTV
TL&OM, REHRANMI KB EELAHNIL, TNIFEELL
%_L\?’JT&-rﬁbFEwélsﬂ%c‘:t,ﬂﬂié:afﬁt%i

FEEDTO— F—SHBET _ .
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© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -22-



TXLTA AR —E

DX TAARMNERATESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY
H—ENB=OIHELGR)—
ERE(FMITT D,

TIH IR TEDARUINA LT
HEIR L —FENTI D,

FIHILRTCIDARUNATT
HBER)—IEENTIH,

TIHIWNTIDTS—LFY
THHIRII—EENTT M,
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CDARNUNEIFAERBETT HY,
CDARUKME NYTUORR—
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BEEEEE AT DY
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INYTURRN—RTIFELVNS
A—REFRALTARUIEERE
TEETH.

ZEYHIHE. ARARGES
EBLLEIRTT A

BEDRI—IT45%FAE
FIARNUERBETEEI D,

ZYUY DR, AREARGED
KBOT 232 AT,

W&

EEFTHRANCEFX T4 ARk Bad Flag Al ZB#ZL
*9,
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ZEIL
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ZEIL
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VDT IOTATEZD 5 DEIDNSARNUDRET IT1T 8
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Bad_Flag_NoFlg

TCP Header

URG ACK PSH RST SYN FIN
o o 1) 0 o o0

\

n

203.125.234.84

port 1024

> @
port 445

50.56.217.21

XA TAARVCDARE

CDARVNMZBETSEM

CDARNVMIED LS ENEIC
LOTEIERISNFT D,

CDARNVEDR)H—EN 55
B, @ZERLTOET D,

RICEFTITARERTYT (AT
R

FRFEDTIO— T—EARET
I h
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DA —ILIEE)

:I:&r_
=]
A=

W&

TCP 759 MEEN TGV YN H-T-1B S (L. 2EE
FTHRAMTCEX )T ARV N)H—ENET,

TCP /b ICENGE TS NBRESN TSI LT, BF
FHYVFEFERBA EDIIBEHINROMNOHEIL, /N
TIRDEEEIVUICEHT HERINEEBHELTER
[SIHDNATOWDEBREEABHYET  ELVOIDH, VAT LR
ENELGNIEL, BERSEAEOEDEETISTICHLTE
BRIGENMTONAEREENAHENSTY .

ZDARUEDY—RADREHRANTHDHE. LS D
ERFHORKEEZIFTMELHYET , =X X, RRME
REHRITST DA EHEEERDARINMIZEELTLVEL
TL&OD, RACR—FTCEHDRRANER T LTULVEWNT
L&Sh 1 DDRRAMETEHDR—LERX X2 LTV
TL&OD, REHRANMIKBEELAHNIL. TNIFEELL
3}\7’7-7-45‘7‘-4’(51%%0)Jlsﬂé‘etbﬂﬂi%):&;bfféi

Flow Collector NetFlow T7 133> Tl&. FlowSensor HAiHE
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LEd,
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[©954 7> rPR1)<— (Client IP Policy)]

[I4IL AR E S LUSMSH— /73— (Antivirus & SMS
Servers)]. [P7A4T794—I)L. 7OFS  BEUNATT /AL R

(Firewalls, Proxies, NAT Devices)]. [fRYrT—OEEBE LV
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L
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A7k IP(ClientIP) RS — DA LA ERE KU SMS
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R
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1 1

\

port 1024

> i
>
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50.56.217.21

n

203.125.234.84

Resulting potential security event entry:

+3[_concern Index ¢ | Security Events
‘ <CI values>* | Bad_Flag_Rsrvd-445(1) |

2 | Target Host Groups * |  Target Host
| Lancope corporata | 50.56.217.21

I Source Host Groups “l
| Singapore |

Source Host
203.125.234.84

* <CI value> represents a event based on

various con ditions.

numerical peint value that Secure Network Analytics assigns to an
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TCP /4 yb [CEMEITST R ESN TSI EIE. &F
EHYBFEFA. ZTDIILBEFNROMo=EEIE. /N
TIrDEERTUICETHERINEZENELTERRM
[ZITHONTWBRIREENHYET, ELVIDH, P AT LK
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Servers)]. [P7A4T794—I)L. 7OFS  BEUNATT /AL R
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53D THAINEHIBHLET , —fRIC. REDT—FF=IE
INTYR . DoS MED KIETT .

RISRATTAERTVTEMAT 2 BAQEMIZERDICIE, £F 1Y TAARUPDRIE LK
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TJIZ(X. Bogon RARMEEE L TWSAIEEE D H D Z DL D
FIENRTEINT T, XEIZ. Bogon RRARDEF)T0 A
RUREERAAN ., Bogon RARMK EELI-MEDRA N HEHME
IMIEFERLET,

X)) TAARUMN(FERTESR)O—ERENHYETH,
ARVMZBIT5EM &
CDARUNE N TR R—

AFEFEIFLEVMER—RDNVT
nTIh,
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TXLTA AR —E

ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,
ARVHMZEETHERM B
ZETT. X 1YTA AR
?EI%?#%T%—A ATINEE BEATIIRBIRIATIIAR
TIhH.

HMEXEDIRET o BEAUTYIR True

ER e Cl:True
B—YLT, X)) T4 MR
EBEET275—L ATIVIE SF—vb 42T 99X (High Target Index)
ENTIThH,

= 4 =

ﬁi({i& DIEET . TI:True

:bwg_ﬂgl')7‘-44&“/#@ﬁﬁ%(:oL\'CEO)&’B@’I‘%*&#‘*IJJ%EI
ﬁl:.-ts \o

ARVMIBEETHEMA W&

ARKID AT DY, SEC_ID_ CONN_TO BOGON_SUCCEEDED (516)
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LT AR~

NFEDEIGEEFL)TA ARUETT DY,

CDARVMNMIETHER

CDARVIDR)H—SNh 515
A, fAIZERLTOET D,

W&

ToR(IEXK(Z[E Onion JL—5) (X, 13— U MNEHGDE S
EIZERT SRV T—ITHY . TORRIYNT—D%ET T
BRNZBEHD)L—ERBHLTHEREEIET S THEREL
F9, ToRIVK) /—KRIL, ToREHEMN ToR RykT—H%
BEL. R TIHRICERT IRVIDY—/IN—TT, 2Dt
Fa)T4ARUMZIE. Secure Network AnalyticsIZ&YE=
A—INTWT., ToRIUM)/—KREDBIELR A =DV LT
@EE_;_‘Z(:&IJJ L= ERERBIESN TULVERLWV KRR EENT
L\i o

A—H—F=ETILDITH, EBEHFINS Ty IEFHEEL
FOELI=AIREEAHYET , A —HF—IZKDIEEDIFE.
A—HF—DrS T4V IDREE-IFA—F—DEETOO
F—2a m#RELESEL TV =aTREENHYET , ToR
IVR)/—RFO—E X, hDH—ERLEET HH—/\T
FMETHEREITHAENEETY, I=&A (X, DuckDuckGo
IRREFETTH=DIZTI/EREN=RLCHY—/\—LT
ToRIUR)/—FEZEITLET,

DX TAARUMNERATESR)—ERELHYETH,

ARVHMET5ER

ZDARUNE NYTUR R—
RAFEFEIFILEVMER—ZXDVT

nTI M,

&
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ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,

ARVHMZEETHERM B

ZETT. X 1YTA AR

?EI%?#%T%—A ATIANIEE BRIV —ERAVTIIA.EIRIATIIR
TIh,

HEFIEDIEET e BRI —ERAVTYIR True
ER e Cl:True
A—TFYRT, EF2 )T ARy
&S 575—L4L ATIVIE
ENTTh,
HEFIEDIEET
I h

CDEFL)TAARVEDIEEIZDNTE D KSIERMFI A
HETY A\,
ARYMBIT B s

ARKID AT DY, SEC_ID TOR ENTRY ATTEMPTED (513)
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TXLTA AR —E

NFEDLIGEEF)TAARNURTI D,
COARUMET HEM W

ToR(IEZKIZ(E Onion JL—H) (&, 1 A—RYMEHKDE S
BIZERT DRI T—ITHY, TORRYNT—IFER TS
BHNZEHD) L —ZRALTEREXET HETHEEL
F9 ., ToRIUM) /—FI&. ToR BN ToR Rk —4%
BEL. R TIHRICEBETAIRIDY—/N—TT, 2Dt
Fa)T4ARUMZIE. Secure Network AnalyticsIZ&YE=
A—ENTLVT,. TORIVK)/—RERBIELTLARRMNAE

COARUIN)A—EhBlg FATOET,

B AEERLTOET A, hiF.a—v—FE& F=E7ILHU7IZ&S Command
and Control b5 74y DRITOAIREENHYFET, 1—
H—IZ&BIREDEE. A—F—DrST4 I DL ET-
[Fa——0BExTOO r—avziRibLESELTL
T=alREEA BHYET . TORITUN) /—FD—ER L. fthDH—
ERLEMET DY —/\TEMET HLRHMIHENEET
9, f=&Z 1K, DuckDuckGo [ FEEZEITTA:=HIZT7It
AEnt=RILY—/N\—LETToRIVMJ/—REEFTLET,

ZDEXA)TAARUMN(ERTESR)O—RENHYET H,

ARVHMIETHEM &

CDARNIKNE INYTUORR—
RAFEEIZLEVMER—ZAD VG
nTIh,
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TXLTA AR —E

ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,

ARVHMZEETHERM B

ZETT. X 1YTA AR

?EI%?#%T%—A ATIANIEE BRIV —ERAVTIIA.EIRIATIIR
TIh,

HEFIEDIEET e BRI —ERAVTYIR True
ER e Cl:True
A—TFYRT, EF2 )T ARy
&S 575—L4L ATIVIE
ENTTh,
HEFIEDIEET
I h

CDEFL)TAARVEDIEEIZDNTE D KSIERMFI A
HETY A\,
ARYMBIT B s

ARKID AT DY, SEC_ID TOR ENTRY_SUCCEEDED (514)
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TXLTA AR —E

INFEDFIGEFLITAARUNTT D,
COARUMET HEM W

RARNDT T r— 3 Y RNEBHTH5E . MBI T
WBT7 ) r—avT—anNan 7 ) r—arhESh
FH T B=OITAYYRDAFVHEINET AR T T )r—
Laradyod BETARAMDIEFREESIZ, BESH
hO7O0—MNoT—2FWELET ., 7ILTOUXLTIHZD
T—A%FEARALT, FRIhTLSTOra/L(TCP Ef=(%
g_DP) ER—RAY, E&ﬁllﬁh?ﬁij@?j"ﬂr—’/apt—ﬂ
_ S b= e _ BENESIIDHIBTEINE T, 7TV Tr—a>DERlE.
l?g;;g%égi%%?n’ﬁk 2RI —ODFERRAEIZIE LT, FlowSensor, Palo Alto 7
= ° TS5A4 T2 X PacketShaper 7TS5A TR, £f=[ANBAR 7
TSATORADNTNODTNARIZEDNTIThET,
BABEHRINTWNST7T)r—3(&, Telnet, SSHFTP,
A—I)LH—E A NTP, XU DNS HETT  1ZHET T
r—a  TIBER—IIMERINTILVAIHZE (123/UDP
BHODDNSLE) P BEDR—KMNZFOR— EBETHEE
LTWBIEZEET T r—2ar 554 (80/TCP EHD
SSH#EE) . 7o5—LMN)A—ENZET,

COBEREDBE, BEENH—EXTRANG—
RERELTMIB AR ER(E
RS g | TACEILEY ANBELRT T A bt h 4L
SPASSED T SO S EERLSSLL T BRIETY . T, TOP 8022 R
oheE ° D SSH D &SI, EHU Y R+ EFERTE7 T r—3
L TR B AR DS, BEL DR~ EERT 51
#77)r— A b ROMYET,

EOBMIL. EEIO—%2R DT, T—42RKRO
Command and Control D IKIEDHELH|ET HLIZHYE
ERS

CDARVDRAEDRZRIIDRATIT L ANV MZBEER T
HNTWAR—re, BET A RAMFRITTHETT =&
ZIE A=Y RADA T H A 1\ O TV T H—/8—T
RIZEFTIREZFYTIRAT HY.KR—F 8022 TARUVINRIH—SN-BE . BT 5
4, _EEHYERA, — A F—7 Y RAHIFREAT, 53 UDP
ZHDIEDNS FS T4 v D HERINDIGE L. FELEARD
HERHYET,

REFAEIEINVOIHYET . ANV TEER—FD—EF
ERL. ZD—EXFERALTERBICRENLE I ILIAEER
TEFET, e X BRI BRI ERBHT S, BRI H2
DORAMNEO7O—E#HEL., @I 7TV r—av%
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TXLTA AR —E

CDARVMNMETHEM

FELEOIO— T—EHNRET
ERAD

(FlowSensor. 7O¥S  J74A7
DA—ILIEE)

=3
[=]
1L

W&

FRT570—%K5N 9 5154 (3E DNS D7R— 53 UDP #F
HOIVA—%RETIHE) ARV REDEREGEST=T
A—MRE2HMYET,

Fiz. KHYICKY—EHEIT)EETL. ARXVRBIZE
(THRARUEDEETELVE—T Y RRAMZTET(ILE
MBI BHENRIDGEEHYFET, kY, R—/T
T)T—3vDA—EAH570-Lsnoo0—1LRDH
BAIENHY . FOESIHEIO—DEEIFAEIZSNTCESE
BAVTEXAMIRYET,

HMEDTO—F4HELS. IREROKIELZELD, FEER
AN EBRE. BEXUT—2R) 1 —LEEZELET,

FlowSensor. Palo Alto 7 754 7> X Packetshaper 7 75
AT VR, EZIENBAR 7T SA TV ADFHMIERABHET
9,

alo

DX TAARUMN ERTESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY
H—ENB=OICHELGR)—
ERE(FMITI D,

TIAIRTIDARUENA LT
HBER)—EENTTH,

FIHILRTCIDARUNATT
HER)—EENTIH,

T 74 TIDT F—Lbit Y
THHIRYS—[FENTT D,

TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDANVMEIRERRETT A

W&

[RERAR A (Inside Hosts) 1. [4} &R A I (Outside Hosts)]

[AERAR A (Inside Hosts) ], [§+&R7R R (Outside Hosts) ]

X
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wF2YTAARUA—E

ARVMZBIT5EM
CDARUMNE YT R R—
AFEFEIFLEVMER—RD VT
nTIh,

BEE BB AT D,
HAE

B/ILEME

EALELME

INYT R R—=ZTIEELVNS
A—BEFRALTANERAE
TEEIH,

ZEYDIEE. ARARGEN
EBFIIFATT A,

FIARNERETEET A

ZEYHHE . AEARTED
1’%§D’7'—:/39[i1ﬂ'6—§_75‘o

ARNUNITFIAILEDBEIEDL
BESNTULETH,

ZETRIEE. ENIXFTI A,

W&

ZEL

ZEL
ZEL
ZEITL

ZEEL

ZEIL

ZEL

ZEL

ZEL

CDEXAYTAARNKNEIATIAVIZEDLSIZEAELETH,

ARV SEM
ARVEDEETIEFTI D,
’5’_’7"\‘7Hi1ﬂ—5'§_73\o

ARVRDR)H—%SIEFREIT R
o—IXENTTH,

EETXTT, X710 AUk

o=
ZEIL

ZEL

ZEgL

Command and Control £/ TYIR EURIATYY
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LT AR~

ARVMNIET5EM W&

MNEETE7I—LATIVIEE =2

nTIh,
HEIZEDEET e Command and Control LI/ 2T w9 X :True
ERAR e Cl:True

B—TYRT, EF2)T0 MR
FABEETEH75—L ATIVIE &F—4 vk 42T Y9 X (High Target Index)
ENTTh,

?%iif@ﬁfﬁ’@ . TI:True

Secure Network Analytics THIFA R gEZ (&R (T TT HY,

ARVMIBET5ERM &

i o M RRAMEAR—K/ TRV (H—ERL)BHTX%E
TI—LOFEMRIZITEDLSLIE ﬁa%ai;ru:o }

MR A . _
BATRENET TARINTIZAT U B iGL

. M EETHRANDEF ) TAARUVINRREINE
PI—LORME I T T HITAARS IR
AR IRSNETH, . i}

R FROMTHSAT I BB
Manager : 7Dflii§1§i3’3$lﬁg—’72‘yF IP. /RN ER
BT I 71 IELD 35 HEMSAIFOBREDT 74
BETO—2oWTED LS THRZIFTORREER. <port>/TCP & & U <port>/UDP &

AR TRINETH, LTREE R (T o= R—bTIOAIILAMEBENFT,
TRAIMTOSAT U TO—LERD 5 SETIILZ20
HSnFEY,

:bw-g_ﬂgl')v‘»r/r&‘/ FDIGEIZDWNTE D KSEIEEAFI AT
ﬁb—é \o

ARVMIBET5ERM &

ARKNIDD [FAITTH, SEC ID_FAKE_APP (62)
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TXLTA AR —E

CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

XA TAARICDARB
CDARUM=EET BB Ty

_0)4’\/I~75‘I~'J73 Nbdi5
A \EE

R
ERAR

=

=17

BRLTLVET D

FARERTYT(IET

CNIFAVTFRAMIREURTFLET &R K, 15—
FYR EDRRAMMNSDT7O—EER(X, F=LVTUL, $FIZE—D
ARVNELTHEKRZNVEDTIEHYEE A RERRARDD
REPRAADT7O—ERITAEIOHEREFELRYET,
F= AELRYIRLITHONBBEILHRR N R—k RF7YY5
DRITIE. SEITFEmEEIIHLTIAVISNBIEEFTK
EEBYFET,

RAEHRRALT 1 DOR—FERAHLTHDORERANEREE
TEHZHDOITO—DEEINTWAEEIE. FRERDT
BEEMEAHYET , SESFLHR—FEIZREPRRACAD T

A—MNEHIEBINDIESIL. EETHAAREENHYE

T, ZNEIERIZ, SNITEBKENED TIEARNEHIBTLT
WBIEERAMEITLTWARKIETT . 14— Uk L

DAREBARAOSTOvIEN-70—TlE, EDRAEFER
LESELTNADONEWLNS AV THXFAMNRE(IZLZYET A,
FhnEFBEFEEL RAMEEF )T RS —TEITITAR
ETIFEVERELTWAIEEZETLTLET,

JO—BEZHRETH-0O0BULEHEE, ARVEDEE
FTHRAMNCEF A TA ARV DT EETITHETT A
RUMBIZHLTOITIZETL. RPD7O—EEAARE
DEETICHDEETHRAMNEREL, ZDMMOTO—ER
ARV DHEEDHBIATEHRELET, kY, KRR
DI RTHIA—EBFARVIRRTEINDLIIZHYET,
BENEHREMNS, AN 1 DDIEFTIO—THAIDH. [
—h— BB TAR—HRAMDZHNDIERZIO—THD
D, F— R—rEREBTIELGLIRANMNDZHDIESRT
A—THE2DM, RLRAN T IL—TADEHDEEFIO—
tﬁ;é@b\mtéﬁﬁa ITEET, ChIZkY ., RRARHERRIC
STWSEIMEEHERTEET,

CDEXF)TAARUNIFERTEDR) O —BRENHYFIT D,

ARVMZET 5ER

CDARUNE NYT R R—

AFEEIZLEVMER—ZADVG
nTIH,

W&
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TXLTA AR —E

ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,
ARVHZEIY B R
FEETT. EX)ToMRUR

NEETET7I—LATIVEE BERAVTIIRGIRIADTIIR
nTIh,

HMEXEDIRET o BEEAUTYIRX True
ER o Cl:True

B—YLT, X)) T4 MR
EBEET275—L ATIVIE SF—vb 42T 99X (High Target Index)
ENTTh,

3&%1&"8@&&*‘2'@ S T

:bwg_ﬂgl')7‘-44&“/#@ﬁﬁ%(:oL\'CEO)&’B@’I‘%*&#‘*IJJ%EI
ﬁl:.-ts \o

ARVMIBEETHEMA W&

ARKID AT DY, SEC_ID FLOW DENIED (310)
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tFLYTA AR —E

CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Frag:Packet_Too_Long

Total reassembled payload size > 65507

-

203.125.234.84

port 1024

Resulting potential security event entry:

port 848 ——

50.56.217.21

Singapore

Source Host Groups * | Source Host _+ | Target Host Groups + | Target Host “?|Concern Index™* |

203.125.234.84 ‘ Lancope

50.56.217.21 | =CI value=* ‘

Security Events 0|

Frag:Packet_Too_Long- 848(2)

* <CI value> represents a nu
various con ditions.

merical point value that Secure Network Analytics assigns to an event based on

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMEED L SGENMEIC
KO TEIEFRISNFTT D,

CDARUEAR)H—SNn 515
B, AZERLTOET D,

RIZEITIARERTYTEMAT
ERAS

FRFEDTIO— T—EARET
I h

(FlowSensor. 7% J74(7
A—ILIEE)

:I:&r_
=]
A=

W&

RRNNTYNREBRDEILETIT A MEZHES /N ybhY
ROhoi=5E . EETHRANCEF ) T4 ARV
A—hZFET,

IPINTYRD IS A T—aENEMTHAH L. &
BIEIHYEBA TDEIBEFNRDOMoGE(E. /N
TILDIEEDIIVIZETHIERINEZEHHELTERRM
[ZITHNTWSAREEL HYET . LELVOIDE, ARL—T 0
G DRATLRN=Da o RNEENIRSEN RS ATREE
NHENDHTT,

CDARVEDY)—ADNRATRHRANTHSEE . UMD
EREFHOKERZZFETMELHYET, AKX RRME
L TST ANEEBDRANMIZEELTOVENTLES
Mo FALR—FTEHDHRRRERF Yo LTOENTLELS
Mo 1 DDHRRF ETEHDOR—FERF v LTLOENT
L&D, RERAMIKBEENHNIE. ZNITEFELLA
WTZIOTAETAOREDRKIFELELTHRADENTEET,

Flow Collector NetFlow T-F7 133> ClX. FlowSensor BN iHE
T9, Flow Collector sFlow Tl&. »ELEMIVHR—FRM
[T4HFIZHYFEEA.

ZEL
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CFATA ARV —E

DX TAARMNERATESR)O—ERENHYETH,

ARVMZETHERM
SDEF)TA ANV
A—ENB-DIZBELRY S —
BE[FTY A
TIH IR TEDARUINA LT
HEIR L —FENTI D,

FIHILRTCIDARUNATT
&é’-ﬁjl):/_(ig;h:f—d—b\o

TIAINTIDT S—LhFY
THHARI D —FENTT D,

TIA IS TIDT =LA T
THAHIRIS—FENTT M,

CDARNUNEIRAERRETT HY,
CDARUNE NYTURR—
AFEFEIFLEVMER—R DT
nTIEh,
BEEEEEALIZATT H,
HARE

R/ILELME

BALELME

INYT R R—ZTlEELVRS
A—REFRALTARU LR
TEFETH,.

ZEYDIHE. ABARGEL
EBLLEATT A

W&

EETHRAMNTEF 21 T4 ARk FragiPacket_Too_Long &
BNNTEIBELHYET,

[RER7R R K (Inside Hosts) 1, [4}&B7R A k (Outside Hosts) 1.
[95 4T~ IP(ClientIP)] 7R S —

[I4IL AR E S LUSMSH— /73— (Antivirus & SMS
Servers)]. [P7A4T794—I)L. 7OFS  BEUNATT /AL R

(Firewalls, Proxies, NAT Devices)]. [fRYrT—OEEBE LV
A&7 (Network Management & Scanners) ]

L

REB7R R b (Inside Hosts) . 44 EB7R Ak (Outside Hosts) . 75
A7k IP(ClientIP) RS — DA LA ERE KU SMS

4 —/\— (Antivirus SMS Servers) . 7747 4+—)L. FOXx
<. BEUNAT 7734 X (Firewalls, Proxies, NAT Devices) .
TR —OEBE LU RAF 7 (Network Management &

Scanners)

ARV

ZEITL

ZEIL
ZEL

ZEL

ZEL

ZEgL
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CFATA ARV —E

ARVHMIBET5ERM W&

BEORS— ITASEERY opup
FTIoARU P ERBETEET S, 0

BLTHBE . AETROED  ur
REOT—LavlEATTmn, oo

ANVMNSTIHIVEOBERRD =y up
BESATOET A, HEe

ZEITDBEE. ENIEATI A, ZIGL

CDEXFA)TAARNUREIDATIVIZEDLIITESLET D,
ARUMBET B =
ARV DRERFATT A FER/ ST obERELIRAR

B—HYMERTE H, RERNTYEDIREELT) RSN IZARRE
ARVMDR)H—%FBIERITR e — e

Do—ZENTTH, REEFTRANRYS

FEETT, X2l T4 1R

AEETETI—LATIVEE REAVTYIR BIRIAVTIIR
nTIH,

o WEBATYIRX True

HEEEOBETT A, ey

BA—TYLT, EFxF2)T0 MR
EOEETB75—LATIVIE BE2—4 Yk 12T 99 X (High Target Index)
ENTI D,

HEFIEDEETIT D, e TI:True
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TXLTA AR —E

Secure Network Analytics TH| ARl 8EZL (B IR L] TI HYs

ARVMZET 5ER

TI3—LOFMIZIXEDLIGIE
HARTENET D,

TI5—LDFEREI VDT HE
AARTEINET D,

BE7O0—IZDWTEDLSLE
BOERTSNFET D,

W&

Manager: Sl T RINFE T,

TRAIMNTOZATUR 3ZZEHL

Manager: IZ{ETTRARDEF 1T ARV IMNRRESNFE
ERS

TARINTHSAT UM ZEIL

Manager: 7A—[XEETH LUV FI—T YR IP, 1RV FDEx

VDTITATEZID 1 DRIDDARVDREDTHT4T
BZIETOBRBER. SEU TCP TIAIILANEBINET,

FRIMTHSA TN 7O—IXEFID 5 DR TI1IL2M
BINET,

CDEXFLYTFAARIDIGEIZDNTE D ESEIERHF| BT

BT AN
ARVMZEET HE R
ARUKNID [FRITT D,

&

SEC_ID_FRAG_PKT_TOO_LONG (282)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Frag:First_Too_Short

1500-byte payload

1
Fragment

50 bytes 725 bytes 725 bytes
_-— offset 0 Offset 1 Offset 2 O
203.125.234.84 50.56.217.21
Resulting potential security event entry:
[ Source Host Groups # | Source Host % [ Target Host Groups % | Target Host ~* [Concern Index™* | Security Events +]

singapore 203.125.234.84 ‘ LLLLL pe ‘ 50.56.217.21 | <CI value>* ‘ Frag:First_Too_short-445(1)

* <CI value> represents a nu
various con ditions.

merical point value that Secure Network Analytics assigns to an

event based on

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMEED L SGENMEIC
KO TEIEFRISNFTT D,

CDARUEAR)H—SNn 515
B, AZERLTOET D,

RIZEITIARERTYTEMAT
ERAS

FRFEDTIO— T—EARET
I h

(FlowSensor. 7% J74(7
DA —ILIEE)

:I:&r_
=]
A=

W&

TS5 AT—a3VDRENFEREIZEW=HTArIIL AY
F—hPYBTON TS/ YN RO o =18 E& . EE
FTRANTCEX ) TA ARVENR)H—SNET,

IP N YRD IS A T—a ENEDTHDZ L, B
BIEIHYEBA TDEIBEFNRDOMoGE(E. /N
TILDIEEDIIVIZETHIERINEZEHHELTERRM
[ZITHNTWSAREEL HYET . LELVOIDE, ARL—T 0
G DRATLRN=Da o RNEENIRSEN RS ATREE
NHENDHTT,

CDARVEDY)—ADNRATRHRANTHSEE . UMD
EREFHOKERZZFETMELHYET, AKX RRME
L TST ANEEBDRANMIZEELTOVENTLES
Mo FALR—FTEHDHRRRERF Yo LTOENTLELS
Mo 1 DDHRRF ETEHDOR—FERF v LTLOENT
L&D, RERAMIKBEENHNIE. ZNITEFELLA
WTZIOTAETAOREDRKIFELELTHRADENTEET,

Flow Collector NetFlow T7 133> Tl&. FlowSensor HAiHE
T9, Flow Collector sFlow Tl&. »ELEMIVHR—FRM
[T4HFIZHYFEEA.

ZEL
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EFTAARU—F

DX TAARMNERATESR)O—ERENHYETH,

ARVMZETHERM
SDEF)TA ANV
A—ENB-DIZBELRY S —
BE[FTY A
TIH IR TEDARUINA LT
HEIR L —FENTI D,

FIHILRTCIDARUNATT
&é’-ﬁjl):/_(ig;h:f—d—b\o

TIAINTIDT S—LhFY
THHARI D —FENTT D,

TIA IS TIDT =LA T
THAHIRIS—FENTT M,

CDARNUNEIRAERRETT HY,
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T SR ASRINID . BEEDT— 2D AT A RIETE
FRET, ChEFS (L. B AR CE_B2ES, B
Hl2. T 0—% RO BoETT .
EHL-70—F R D=2 ChhABEINEFETH
BMESHERTELET .

DX TAARUMNERATESR)—ERELHYETH,

ARVMIET5EM o=

CDARURE NYTUR R—
AFLEFLEWNMEN—ZDWNT
nTI
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TXLTA AR —E

ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,
ARVHMZEETHERM B
ZETT. X 1YTA AR
?EI%?#%T%—A ATINEE BEATIIRBIRIATIIAR
TIhH.

HMEXEDIRET o BEAUTYIRX True
ER o Cl:True

B—7 YT, EFa)TAARY
FOBEETEHTI—L DTV
ENTI D,

HEFEDEET

gh,

CDEFL)TAARVEDIEEIZDNTE D KSIERMFI A
HETY A\,
ARYMBIT B s

ARKID AT DY, SEC_ID TOTAL TRAFFIC(16)
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TXLTA AR —E

INFEDFIGEFLITAARUNTT D,
COARUMET HEM W

BEBIUVRENST4VIDOBAENINT 5120 BX
BEST749 D XRELGEBEDKIETY . BENS<ELEDD
CDARUENNA—ENDBE  HE, RENSEHHEEE. FEFID 2 ODBAED
B @AZERLTOET D, T THAZELHYET P FEIC, BERBICTKEDIS T4
Z’gﬁgg_hiﬂ'o EIEFET-ILFIE DoS ZRL TS ATREE
Ndpl) R

EDLWDT—EADBEIL., ZDT—2HNETHLEZIZH

MO TWBADOMIERELET . CNERETHEBENLAE

[T, EEFTARAMIFLTIZO— VT EEITTHETT,

HT) DERFEZIZ . BEEMITON TS EXa)Ta /R

FOBAIREEZID 5 BETIZEREL. (FS5—LDWEET 15

BIRTHRNETI—LOETRRIZERELES . V5147
?ﬁ:?@ﬁ#’&%x-‘r\yj’liﬁ’é Db RRRER Y — A — RRANIH B R ETHRRNERE

\0 L«i_d—o

BEILREIN-L. REEDT—FDREEFT-IIRETE
FARET , CNEITIICIE, BEINMMTHEREZF T, B
M. ZBHLF-70—%RDIT452ETT,
EHLE-7O—Z2R DO =&IF. ChhBESh -8 TH
EMEINERERELET,

CDEX1)TAARUMNIFERTEDR) O —RENHYFIT D,
ARVMZBE I HER M
COARUME YTUR R—

AFEEIZLEVMER—RD VT
nTIh,
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TXLTA AR —E

ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,
ARVHMZEETHERM B
ZETT. X 1YTA AR
?EI%?#%T%—A ATINEE BEATIIRBIRIATIIAR
TIhH.

HMEXEDIRET o BEAUTYIRX True
ER o Cl:True

B—7 YT, EFa)TAARY
FOBEETEHTI—L DTV
ENTI D,

HEFEDEET

gh,

CDEFL)TAARVEDIEEIZDNTE D KSIERMFI A
HETY A\,
ARYMBIT B s

ARKID AT DY, SEC_ID_HI TRAFFIC (30)
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TXLTA AR —E

NFEEDEIGEXIVTAANUETI DY,

CDARVMNMIETHER

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,

CDARVIDR)H—ENh 515
. fZERLTOET D,

RIZEFTIARERTYTIIAT
ERAS

FFEEDNDTO—
j-h\o

(FlowSensor. 7O¥S J74A47
DA—ILIEE)

TE
7 [=]
=

F—ANRET

W&

BT A— LY —N—EL TS TLENS  EEE(
B LU A— L DO L & ) BB TR - K B O FoAE
BFA IR ITEINTWNSAHRANERZRLET,

77—#75\%1-3&@\61-\;(#[& BEFA—ILT—LTIL
DITICBELTLNAD., RINZVSTDE=HIZBFBASINT
WSATEEMENHYFET .

EESINTWWE70—CEDT—4E22. BLUEEICFEAS

NTWBR—FZEZELET,

2200 [REFET (Top Peers)] Lik—k(1 DT OralL

TI4IILENIE, £51 D78 —TIqIILZNEBEINT-L
—RM)EEFTLT. RAM R YT =120 —LFEE LT

WBD, FIEARRAMRINNLIEEID =2 SMTP 1 L—&

LTHERSNTOANESINZERLET,

HESN-T—EED>5. CNoDET7HMLEEINTIND
TN EESN-EIENEINEHERELET

NetFlow ZEWS L TGEFSE AIZ(L. FlowSensor MILET
ERR

ZEGL

DX TAARUMNIERATESR)O—ERENHYETH,

ARVMZET5EM
CDEFLTA ANV

A—ENBT=OITBELR) o —

REIXATI A

FIHILRTIDARUDNA T

HdRI—[FENRTT D,

TIHIRTIDARUEAFTT

W&

[RERRR K (Inside Hosts) ], [§}&B7R Ak (Outside Hosts) ]
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TXLTA AR —E

ARVMNIETHER W&
HERII—[FENTY D,

?_C_;Jg{%bg:_ofilz;&%?;?_y [RERAR Rk (Inside Hosts) 1. [54&F7R Rk (Outside Hosts)]

FIHILENTIDTS—LDAD
THHR)—IEENTITH,

CDARUNIRAERGETT M,  ves

CDARUKE INJT R R—
AFEFEIFLEVMER—RDLVT  [LELME (Threshold)]

nTIh,

BEBEEAIERTY A, ZETL
HRME ZEL
=/ILEVME ZEL
=ALELME ZEL

INYT R AR—RTIFELVNS
A—BEFERALTANUNERE Y4l
TEFTH,

ZEIHIGE.ARARELGREYE TI—LMNNA—END. 5 FEICKEEFA—ILTF—F
EBLLERITT A, MREELEI: TI4HILNE 1,

BEORIS— ITASEERY o
FTIoAR P ERBETEETH, T °

BLTOHE. AETRLED  up
REBEOS—Sav(ZATTH, A=

ARUNZTIAHILEDBEIMEDL
BESNTHETH,

ZETDEE. ENIXFTTH,
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TXLTA AR —E

ZDEXI)TAARUNMIATIVIZEDLSIZEAELET H,
ARVMNIBETHER g =S

ARVEDEETIFAMTT . AFroEhTOSHRRL

A—TYMEAITT DY A—7yRRMEL,

ARVEDR)H—%5|IZFRITR
U:/_(ign_céj-b\o

FEETT,. X )Ta MRV

NEETE7o—L ATIVIFE

*L—Gj—b\o
#HEIFEDEET e BRUL—EBRAVT YR True
ERA e Cl:True

B— YT, X)) T MR
ST 575—L4L AT3aVIE
ENTIh,

HEFEDEET
ERAN

Secure Network Analytics TH| A ELLIEERR XA TI HY,

ARUMZBY 95 EM &

FI—LOHMIZITEDESE Manager: HlIARRENET,
WARTINFETH, TRINTOSAT U BBEIL
_ M AEETHRAMNDE T4 AR AR
TE—AODi%HEOU“J’JTZD& j_aonager EE TR XaTAARVIDRTRENE
yANE i o . ;
FAEASNET FROMTHSAT U L

Manager: 7O—[FEETTIP, A RUEDT U747 BDEHLA
. _ . - Bz ()Y bR MBARUNDEREREDTIT4TEZ. &
BEEIA—ISOVTEDLIER 118 25/TCP TIAILAMEBEINET,

BARRSNETD TRIMNTHSATUN . JO—ILERID 5 DETI1ILEZN
BIhET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -109 -



TXLTA AR —E

:bwg_ﬂgl'ﬁ-»r»f&‘/#@ﬁﬁ%(:oL\'CEO)&")@’I‘%*&#‘*IJ%EI
ﬁl:.-ts \o

ARVMMZBET S E R B
AREIDD [FAITThH, SEC ID_HIGH_VOLUME_EMAIL (9)
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wF2YTAARUA—E

EETHRAN, [EEEINBIEZXZIELTLVET (communication is administratively prohibited) |
EWVSICMP Ayt—UFZELELz, COAYE—V X, BB IAILRIZESTIL—E2D\ Ty %
A CELWGERICRTEINET,

ZDEF)TA ARVMIBEEMTON TS TSI —LIZH T HEMKREHYFEE A,
CDEFI)TAARNUMNIFERATEDOIRIO—BRELHYFET D,
ARVMZEET5ERM W&

SOARUNE, NYTFUR R—

AEEFLEVMER—ZADLVY

nTI M,
CDEFANTAARUNMIATIAVIZEDKSIZEELET H.,
ARV HEM g

BEIETT, EF2Ta ARUE

AEETET7I—LHATIVRE BEEAOTIIRBIRIAOTIIR
nTIh,

HEXZEDIRET o BIEEAUTYIRX True
ERON e Cl:True

B—TYLT, X2 )T0 MR
EBEET575—L ATIVIE SF— b 42T 99X (High Target Index)
ENTI D,

?%ngﬁifﬁf . TI:Trye

:bw—_lg_igl')v‘»fff&“/ FDISEIZDNTE D EHZRFEHRMFI AT
ﬁb_ts \o

ARVMIBET 5B W&

ARKID (AT HY, SEC_ID_COMM _ADMIN_PROHIBITED (302)
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wF2YTAARUA—E

EIETRAMY, [EIB L FEERAMMNEZEIEEIN TULVET (destination host is administratively
prohibited) J&LV3 ICMP Ayt—U%#Z{ELELT=,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID DEST HOST ADMIN PROHIBITED (299)

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -112-



TFaUTAARUN—E

EIETTRARDY, 5 F R A SMABA (destination host unknown) | T5—MDFEZE T T ICMP Ay
t—UFZELEL,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID DEST HOST UNKNOWN (296)
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wF2YTAARUA—E

EETHRANY, TEBEMNEILER YT —IFZE1E L TLVET (destination network is
administratively prohibited) &LV ICMP Ayt—U#ZELELT=,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID DEST NETWK_ADMIN_PROHIBITED (298)
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wF2YTAARUA—E

EETTRAM, [FEFE Ry T —2 M FBA (destination network unknown) | T5—MDHEEETRT
ICMP Ayt—I % 2{ELFELT,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID DEST NETWORK_UNKNOWN (295)
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TXLTA AR —E

NFEEDEIGEXIVTAANUETI DY,

CDARVMNMIETHER

CDARVMIED LS ENMEIC
LOTEIERIESNFT D,

CDARVIDR)H—ENh 515
. fZERLTOET D,

RIZEITIARERTYTEMAT
ERAS

FIREDTO— T—EINBET
j-b\o

(FlowSensor. 7O J74A7
DA—ILIEE)

=3
[=]
1L

W&

EIETTRANE, 5 D EITBEIZGED ICMP /N4 ybhEEEL
*L71-,

ik, EETHRAN DS KB (BELEZ(T-F-F1—
F—DEELMNZE>THRETHRIREEILHYET) . REK
EShf=RrybD—0 7T)5r—ay  FIFEE vk
MNINSIET IV —TTIIHIERBICILEFED IP #FERALTE
EENTWEES) ICEARLTWNASIEETRLET,

BEIEINTWSICMP N\ ybDEPL—, FIEDZAIZ
J.BLVRELEFRERLET ., CNEHRETHEEMLGA
EIE L EETTRAMIRLTIA— 9T EETTHIET
T, VT DRABEZE . BEM TN TS EXFaTa A
RUDORBEFZID 5 DRIZEREL. (FI—LNEFEETD
BE)VRTRANITS—LORTHRIZFZRELEFT, Ak
)L T4ILE%E [ICMP D& (ICMPonly) 1 IR ELET . fER
MiRENT=5, BREAB B IZKE 2D D ICMP /Ny R ET
NEEINT=ONEFERLET , COAMNRUEDRERH, K
2D ICMP N\ yr B3 HE70—DI5A4A T RANTH D

58 . [ V54T b\ (Client Packets)] £1=1& [95
AT by kL —F (pps) (Client Packet Rate (pps))] T
V—hTEFT, BWIE, BHL-7R—%RDIF5HZET
T, EBHLE-7O—2 B2 (. ChhBESN=-EE
THAIMNEINEHEZELET,

ZEL

DX TAARUMNIERTESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY

H—ENB-OITRELGR)—

W&
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TXLTA AR —E

ARVHMIBET5ERM
RE XTI D,

TIHINTIDARNU AT
HHR)—[FENRTI M,

TIFINTIDARNA DT
HBER)—IEENTITH,

TIAINTIDT S—LhFY
THHARI D —FENTT D,

TIHIWETEDTS—LAT
THIRI—[EENTT H,

CDARUNEFERHETT h,
CDARUKE INJT R R—
AFEEIEILEVMER—RDNVT
nTIEh,
BEE{E B AL T DY
e

R/ILEME

RALELME

INYT R AR—RTIFELVNS
A—REFRALTARUERE
TEETH.

ZEYHIHE . ARARGEN
EBRFIIFATT A,

BEOKYL— TF(SEERAE
FIARUIEAETEET b,

ZEIRIGE . AEAREZED
KBOT 23V AT,

ARUNZTIAHILEDEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,

[RER7R R K (Inside Hosts) 1, [4}&B7R A k (Outside Hosts) ]

[RER7R R K (Inside Hosts) 1, [4}&B7R A k (Outside Hosts) ]

(&Y

[E4/E& L =L ViE (Behavioral and Threshold)]

75
5 %[ 1,800 ICMP 734wk

5 53T 1 F75 ICMP /7 wk

ZEL

ZEL

ZEgL

ZEL
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TXLTA AR —E

ZDEF)TAARINIATIIVIZEDLSIZBEELE T,
ARV HHEM BE

ARVEDEETIXATT A ICMP /X ybZZ{EL TSR AL

SA—TYMEATT b, AL

ARURDRH—FBIE R K
U:/_(ign_céj-b\o

FEETT. X2 T AMRUE

AE5TE75—LHhTIa)IEE

NTIhH,
HEXIEDIEET e B DDoSY—RAUT VIR :True
ERAR e Cl:True

BA—FYrT, X )T AR
rBEET575—L4L AT3UIE
ENTI D,

HEFEDEET
ERAN

Secure Network Analytics TH| A ELLIEERR XA TI HY,

ARUMZBY 95 EM &

_ oo M EURIES Tz X ppSm, FAE(EIL Y ppSm. Z DEFR(E
Tz—Ao_Eiff;H(;ggo);j@% liaﬂ%—fjgs%ﬁYﬁpﬂmo ppom fBI% Y pp5m e
NE T Vo . . )
AT FRINTHSAT U HAEL
- M X ETRRANDE T4 AR EDRT
S L DA E B ;onager EAE T Fa)TAARNUEDRTEINF
MR AR . -
FIASRREnET FRIMTISAT IS HBHL
Manager: 7A—[FEETIP, A RUND BRI DT I T4 B

: _ e BID 5 ATINDAR S DBREDTHT 1T BHIETORR
B0 —ISoLTEDEISE g, 55U IOMP TIALAMEBENET

RETENES B, \
RpERELET A F RO THSAT b TA—EERID 5 B TILAA
BEnET .
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TXLTA AR —E

:bwg_ﬂgl'ﬁ-»r»f&‘/#@ﬁﬁ%(:oL\'CEO)&")@’I‘%*&#‘*IJ%EI
ﬁl:.-ts \o

ARVMMZBET S E R B
AREIDD [FAITThH, SEC_ID_ ICMP_FLOOD (7)
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TXLTA AR —E

EETHRAM, [IP T—29 5 LA KETEE T (the IP datagram is too big) &LV ICMP Ayvt—
CHEZELEL . 1Nk IS A T—2av AR ETI N IPAYE—IZDF EVENERESH
TWET,

ZDEF)TA ARVMIBEEMTON TS TSI —LIZH T HEMKREHYFEE A,
CDEFI)TAARNUMNIFERATEDOIRIO—BRELHYFET D,
ARVMZEET5ERM W&

SOARUNE, NYTFUR R—

AEEFLEVMER—ZADLVY

nTI M,
CDEFANTAARUNMIATIAVIZEDKSIZEELET H.,
ARV HEM g

BEIETT, EF2Ta ARUE

NEE5TBET7I—LATIVEFE BEAUTIIR.BIURIAVTIIR
nTIh,

HEXZEDIRET BEEATYIRX True
EROE o Cl:True

B—TYLT, X2 )T0 MR
EBEET575—L ATIVIE SF— b 42T 99X (High Target Index)
ENTI D,

?%ngﬁifﬁf . TI:Trye

:bw—_lg_igl')v‘»fff&“/ FDISEIZDNTE D EHZRFEHRMFI AT
ﬁb_ts \o

ARVMIBET 5B W&

ARKID (AT HY, SEC ID FRAG_NEEDED DF SET(293)
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TXLTA AR —E

EETTHRAM, [TRAMES1E X (host precedence violation) |DFE AR ICMP Ayt—I %%
ELFEL, CNIERYIDTRYT IL—EMNSTRAMIZEESNI LD T, EETT/FBIARANET-
[FRryrkD—5, B ETOrIL . BEUEET/BER—FDEFEDHEAEHLE T, BERSNT=-
BEIERAHF RSN TGN EFRLET,

CDEFIITA ARVMNIBEERFTON TS TS —LIZH T SEHMEXHYEE A
CDEFL)TAARNUMNIFERATEDIRIO—RELHYFET D,
ARVMNZETSER &

CDARNUMENYT R R—

AEEFLEVMER—ZADLVY

nTIhH,
ZDEFA)TAARUNMIATIAVIZEDKSIZBEELET A,
ARVMNIBETHER g =S

EETT, EFaTa ARUE

NEE5TET7I—LATIVEE BEAOTYIR.BIRIATIIR
nTIh,

HMEXEDIRET BEEATYIRX True
ER o Cl:True

B—YLT, X)) T MR
EBEET275—L ATIVIE S vb 42T 99X (High Target Index)
ENTTh,

3&%1&"50)&&*‘2'@ S T

:bwg_ﬂgl')7‘-44&“/#@ﬁﬁ%(:oL\Tawotiﬁ'l‘%%&hﬁiﬂuﬂEI
ﬁl:._cs \o

ARV 5K W&

ARKID AT DY, SEC_ID HOST PRECEDENCE_VIOLATION (303)
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TFaUTAARUN—E

FEIETHRARD, [2—4 'y FRRAMZEZE TEEH A (target host is unreachable) 1 &LV ICMP Ay
t—UFZELEL,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID HOST UNREACHABLE (290)
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wF2YTAARUA—E

EEFTRAMY, TEESN =Y —E R 24T TIEE—4 vk RAMZEETEE A (target host is
unreachable due to the specified Type of Service) 1&ELVD ICMP Ayt—U%Z{ELFELT =,

DX TA ARMNIEEMITONTWNATI—LIZH T HEMKITIHYEE A
DX TAARIMNAFERHTESR)O—EENHYETH,
ARUM-EET 2 ER s
CDARNIKME INYTUORR—
AFEEIFLEVMER—RDLVT
T,
DX TAARMNIATIVIZEDISIZBEAELETH,
ARMZBEET5ER &
FIETT. X To MR-
ﬁ%gﬁ'é‘)’%—f.\ HTINIEE BEAVTIIRBIRIAVTIIR
—G b\o

HEIFEDEEET e BEEAUTYIR True

ERAS e Cl:True
BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTIThH,

?%iigdﬁifif . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID HOST UNREACHABLE_FOR SVC(301)
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wF2YTAARUA—E

FEIETHRARD, 23—y Ry T —D(ZE|ETEFE B A (the target network is unreachable) 1&
LS ICMP Ay t—T%Z{ELELT=,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID NETWORK UNREACHABLE (289)
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wF2YTAARUA—E

FEEFTHRAMY, HEESN-H—E R ZA/TTIERYNT—IIZRIZETEEE A (network is
unreachable for the specified Type Of Service) 1&ELYD ICMP Ayt —U%ZELFELT=,

DX TA ARMNIEEMITONTWNATI—LIZH T HEMKITIHYEE A
DX TAARIMNAFERHTESR)O—EENHYETH,
ARUM-EET 2 ER s
CDARNIKME INYTUORR—
AFEEIFLEVMER—RDLVT
T,
DX TAARMNIATIVIZEDISIZBEAELETH,
ARMZBEET5ER &
FIETT. X To MR-
ﬁ%gﬁ'é‘)’%—f.\ HTINIEE BEAVTIIRBIRIAVTIIR
—G b\o

HEIFEDEEET e BEEAUTYIR True

ERAS e Cl:True
BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTIThH,

?%iigdﬁifif . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID NETWK UNREACHABLE_FOR_SVC (300)

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -125-



wF2YTAARUA—E

EETAHRAR, [FE5ER—FZEZE TEFEH A (the destination port is unreachable) | &LV ICMP
Iyt —UFZELEL BESNFSURAR—K TORIL (UDP HRE)NT—ET S LEHS
EILTEFT AN ZEFBITEMT ETOIL ANWZXLBBYFEE A,

CDEXI)TAARVMNIBEEMTON TS T7S—LIZH T HEMEIEIHYEE A
DX A)TAARUNM{FERTELRID—EERENHYETH,
ARVMZBET 2 ER g =3

CDARUNE N)T R R—

AFEEIEILEVMER—RD VT

*L-G—q-b\o
ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,

ARVMIBET 5B W&

EERXTT, EFa)T1 M1k
?E&ﬂ??‘é?%—l.\ ATIAVEFE BEBAVTIIREIRIATIIA
TIH,

HEXZEDIRET o BIEEAUTYIRX True
ERON e Cl:True

B—TYLT, X2 )T0 MR
EBEET575—L ATIVIE SF— b 42T 99X (High Target Index)
ENTI D,

?%ngﬁifﬁf . TI:Trye

:bw—_lg_igl')v‘»fff&“/ FDISEIZDNTE D EHZRFEHRMFI AT
ﬁb_ts \o

ARVMIBET 5B W&

ARKID (AT HY, SEC_ID PORT UNREACHABLE (292)
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TXLTA AR —E

EETHRRND TBEIRCLODYEF TINFENTHAHENS ICMP Ayt—DFRFELELT=, Ry
D=0 ARL—4H BEICLELGRIEOBELANILZRFELTVNET . T2 5L0. COL
NVETRSEBEIRMLTERESNEL

ZDEF)TA ARVMIBEEMTON TS TSI —LIZH T HEMKREHYFEE A,
CDEFI)TAARNUMNIFERATEDOIRIO—BRELHYFET D,
ARVMZEET5ERM W&

SOARUNE, NYTFUR R—

AEEFLEVMER—ZADLVY

nTI M,
CDEFANTAARUNMIATIAVIZEDKSIZEELET H.,
ARV HEM g

BEIETT, EF2Ta ARUE

NEE5TBET7I—LATIVEFE BEAUTIIR.BIURIAVTIIR
nTIh,

HEXZEDIRET BEEATYIRX True
EROE o Cl:True

B—TYLT, X2 )T0 MR
EBEET575—L ATIVIE SF— b 42T 99X (High Target Index)
ENTI D,

?%ngﬁifﬁf . TI:Trye

:bw—_lg_igl')v‘»fff&“/ FDISEIZDNTE D EHZRFEHRMFI AT
ﬁb_ts \o

ARVMIBET 5B W&

ARKID (AT HY, SEC_ID PRECEDENCE_CUTOFF (304)
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wF2YTAARUA—E

FEETARAR, [5E5T ORI JLIZEE TEEH A (the destination protocol is unreachable) 1&LY
SICMP Ayt—T %2 ELELT -,

DX TA ARMNIEEMITONTWNATI—LIZH T HEMKITIHYEE A
DX TAARIMNAFERHTESR)O—EENHYETH,
ARUM-EET 2 ER s
CDARNIKME INYTUORR—
AFEEIFLEVMER—RDLVT
T,
DX TAARMNIATIVIZEDISIZBEAELETH,
ARMZBEET5ER &
FIETT. X To MR-
ﬁ%gﬁ'é‘)’%—f.\ HTINIEE BEAVTIIRBIRIAVTIIR
—G b\o

HEIFEDEEET e BEEAUTYIR True

ERAS e Cl:True
BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTIThH,

?%iigdﬁifif . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC ID PROTOCOL UNREACHABLE (291)
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TXLTA AR —E

INFEDFIGEFLITAARUNTT D,
COARUMET HEM W

- LS s hlE A= YR KRARD DoS BN HA— Yk ZEh TLY
SPANIEMIT =SNG o e ant-ruh—0 7T r—SauThoHoE
[= N 1E.|-€,§\D*L/—CL\3ET75\O j&ﬁtbij—

ZESNTLSICMP /YD EOL—bk, ZIEDRA(ZY
J.BFVEEREHRALET . CNFRAEITLIEENGA
EIK A=Yk RRAMIRLTIZA— 9TYEEFTTHE
TY ., 7T DRIREZZ. BEEMfIFon TS EXa)To
ARV DRRBEEZID 5 RHIIZEKREL., (F5—LNFEET
BEE)VRTERIE7S—LORTHZIZEELET, 70O
k3L 74J)L3% [ICMP D& (ICMP only) ] [CERELE T,

RIZEFTITRERATYTIIAT FERHIARSIN5, BREBIFIZKERS D ICMP /4y kA

ERAR ECHLEEFEIN-OIEREZELET . COAMNRUFDIR
A KED ICMP /N7 yb B dI0—DI5A TV RART
HHIEE. [ VFA4T bk 1Ny # (Client Packets)] F£1= (&
[95A4T7 2k 137y L—F (pps) (Client Packet Rate (pps))]
THREZSHIENTEET, BMIE. BHLI-ZO—%RD

[T452ETY,
RHL-70—ZR DT -&IE. ChABESN-EETH
EMEINEHERLET

CDEX1)TAARUMNIFERTEDR) O —RENHYFIT D,
ARVMZBE I HER M
COARUME YTUR R—

AFEEIZLEVMER—RD VT
nTIh,
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TXLTA AR —E

ZDEXA)TFAARUMEIATIVIZEDESIZEEELET H,
ARUMZBIY B E R s

FIETT. X To MRk

MAEE5ETE75—L ATIVIEE

NTIH,

HEFEDEET
ER:AS

’)"f’f‘ﬂ*'(\ X7 ARy
rMEETE75—L HATIUIE & DDoSEA—S YN UTIUIR . BE—TINUTIIR
EnTEh,

MEITENDRET e 5 DDoS A— YA T VIR True

ERAY e TI:True

CDEFL)TAARVEDIEEIZDNTE D KSIERMFI A
HETY A\,
ARYMBIT B s

ARKID AT DY, SEC_ID ICMP_RECEIVED (50)
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wF2YTAARUA—E

EETRAMY, EETHRAM EEE SN TLVSIT5— (source host isolated error) |DFHEEZE T
T ICMP Ayt—I%Z{ELELT=,

COHEFTA AAUMNIEER FENTNSTI—LAICHT BEHEEHYEE A,
DXL TAARNUMNIFERATEDGRIO—BRENHYFET D,
ARVMZETHERM g =S

CDARNUME NYTUR R—

AFEEFLEVMER—ZRDVT

nTYh,
CDEFATAARUNMIATIVIZEDLSICEAELEFT N,
ARUMNZET5EM W

RIET T, £F 2 T4 ARV

NEETET7I—LATIIEE BERAVTIIRBIRIAVTIIR
nTIH,

HEXZEDIRET o BEEAUTYIRX True
ERAE o Cl:True

BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTI D,

?%iigdﬁifif‘ . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID SOURCE _HOST ISOLATED (297)
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TFaUTAARUN—E

EIETTHRARDY., [EIETTIL—FRBX (source route failed) ] T5—MDHFHLEZERT ICMP Ayt—%
ZIELFELT=,

CDEF2YTA ARV ERFDNTNDTS—LICHT HBMEEHYELE A
CDEFA)TAARNUNMIERTESR) O —EENHYFET D,
ARUMZBET 2 EM 773

CDARNUME NYTUR R—

AFEEIZLEVMER—ZADVG
nTTh,

DX TAARMNIATIVIZEDISIZBEAELETH,
ARVMNZEET HERM g3
FEETT. EXa)T1 4Rk
;Jz%?:é‘)’%—!.\ HTFTYFE BEATIIR.BURILITIIR
—G \o

HEIFEDEEET e BEEAUTYIR True

ERAS e Cl:True
BA—TYLT, X)) T4 MR
EOEETB75—LATIVIE BE2—4 vk 12T 949 X (High Target Index)
ENTIThH,

?%iigdﬁifif . TI: True

CDEXFLYTFAARIDIGEIZDNTE D ESEIERAF| BT
HETI DY,

ARVMIET5EM o=

ARKID AT H, SEC_ID_ SOURCE_ROUTE _FAIL (294)
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TXLTA AR —E

CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

ICMP_Timeout

TCP SYN/ACK

/ (% 200) \

l 1P packet with -
—— X 10 — TIL=1 desired 63 —
192.168.0.1

203.125.234.84 for

Resulting potential security event entry:

& L]

50.56.217.21

Source Host Groups £ | Source Host $ | Target Host Groups # [ Target Ho:

Singapore

* <CI value> represents a numerical point value that ure Network Analytics assigns to an event based on

various con ditions.

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,

CDARVIDR)H—SNh 515
A, fIZERLTOET D,

RIZEFTTRERTYTIIAT
ERAS

FEFEEDOTO— T—EANRET
ER:AS

(FlowSensor. 7A¥S J74(7
DA—ILIEE)

IE
7 [=]
=

W&

rL—RIL—FY—IL, EFMELTULDRYRT—IT /(R
W—TA T IW—THE) . T7AT9+r—o8dMi (LAY 47T
AkaJLZEEFRILT= ACL ZHIRIT BT=IZICMP 2A LT
rER) DFERELTE RS- ICMP_TIME_EXCEEDED
Iyt —UFRELET,

=z A 0T7ATo+—ILEN LTSN TS LA
Y 470raLEHIERT B0, RARN R YR T—H%F R
X oFEIFTIELT LTWARIREEENHYET,

RARMICMP FEUHLEEDIZ, IR—FDRF Y EFEFTL
TWBMNESHEHIBLET,

ICMP D/ Z3— OZEIELRR—IEEFNT 51=612, R—
FEEUTOraLBIIZETERTTHLR—FEETLE
T, BEFETHETRRYIRLET,

RAMDSEEEN TS T =2/ 3—U NEESN-BIE
(BX2UTAY—IV/TINARIGE) DEIDEHIFLET

NetFlow Z%9'#19 A(ZI&. FlowSensor NIAETY,

el
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TXLTA AR —E

DX TAARMNERATESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY
H—ENB=OIHELGR)—
ERE(FMITT D,

TIH IR TEDARUINA LT
HEIR L —FENTI D,

FIHILRTCIDARUNATT
HBER)—IEENTIH,

TIHIWNTIDTS—LFY
THHIRII—EENTT M,

TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDARNUNEIFAERBETT HY,
CDARUKME NYTUORR—
AFEEIZLEVMER—ZADIVG
ncTTh,

BEEEEE AT DY
AE

&/PLEVME

BALELME
INYTURRN—RTIFELVNS
A—REFRALTARUIEERE
TEETH.

ZEYHIHE. ARARGES
EBLLEIRTT A

BEDRI—IT45%FAE
FIARNUERBETEEI D,

ZYUY DR, AREARGED
KBOT 232 AT,

W&

[RERAR A (Inside Hosts) 1. [4} &R A b (Outside Hosts)]

[AERAR A (Inside Hosts) ], [§+&R7R R (Outside Hosts) ]

ZEL

ZEL
ZEIL
ZEL

ZEIL

ZEEL

ZEGL

ZEIL

ZEGL
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TXLTA AR —E

ARVMZET5EM &
ARUNZITIAILEDEFIEN
BESNTOETH,

ZETDEE. ENIXFTTH,

CDEFA)TAARUNMIATIVIZEDLSICEAELFT N,

ARVMNIETHERM rege =3
ARVEDEETIXETT A NI DIEFTHAHRAL
B—7yMMIMATY Y, INTYRDIEETTTHAHRAL

ARUEDR)H—%ES|IERITR
U:/_(j:gh—c:—d-b\o

EEFTT,. X)) T MRUE

NEE5TH75—L AT3VIEFE

nTI N,
HEFIEDIEET s BERAVTYIX True
ERAE e Cl:True

B—HIRT, HLT1 AR
FAEET ETS—L AT
ENTT .

?%ii&”dﬁifi'@ . TI:True
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TXLTA AR —E

Secure Network Analytics TH| ARl 8EZL (B IR L] TI HYs

ARVMZET 5ER

TI3—LOFMIZIXEDLIGIE
HARTENET D,

TI5—LDFEREI VDT HE
AARTEINET D,

BE7O0—IZDWTEDLSLE
BOERTSNFET D,

W&

Manager: Sl T RINFE T,

TRAIMNTOZATUR 3ZZEHL

Manager: IZ{ETTRARDEF 1T ARV IMNRRESNFE
ERS

TARINTHSAT UM ZEIL

Manager: 7A—[XEETH LUV FI—T YR IP, 1RV FDEx

VDTITATEZID 5 DRIDNDARVDREDTHTAT
BZIETOBRER. BLUICMP TILANEBINET,

FRIMTHSA TN 7O—IXEFID 5 DR TI1IL2M
BINET,

CDEXFLYTFAARIDIGEIZDNTE D ESEIERHF| BT

BT AN
ARVMZEET HE R
ARUKNID [FRITT D,

&

SEC_ID_ICMP_TO (258)
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TXLTA AR —E

NFEDLIGEEF)TAARNURTI D,
COARUMET HEM W

ToR(EERIZ[E Onion JL—H) [T, 1 2—RYMNERDES
EIZERT DRI T—ITHY. ToORAYNT—IFKR TS
BHNZEHD) L —ZRALTEREXET HETHEEL
*9, ToRITUM) /—KRIE. ToR M ToR vk —4%
BEIL, RT3 HF1ICEET ERNDDY—/A—TT,

- AR AR H — = DX T4ARNUMIIE. Secure Network Analytics(Z&

g?&g%ﬁd%{?ﬁ?ﬂ?iﬁ YEZS—SNTVT. ToRTUM)/—RELTTRNFALXE
NTVWARAMEENTWVET, TORIVMN) /—FEHRAL
FTHEFIMT LLEBTIEHYE AN, RV T—IDE
BENKINEONSBICHRAETHENLTNLSIZTEHION
RETY, TOR¥ET/—FREIFELRY, TORIVN) /—FIE
ToRRYNT—ORNDES T4V DHEERET HD T, 4
BEeFEIEEFREIETY,

CDANVEDRED EZBHIEEMHGEELDTEIHYEE
Ao ToRIUN) /—FZEFZBHL TSI —H =AM ED
M BEEV ToRIVK) /—RDFFAISN TSN EINEH
MILET, LLESTHNIEL HEDFRASNIZRARDAA
UNEESICLET . RAMDEF )T ARUNEEET R
RLT.RAMMN ToRIUR) /—RELTTRNZLXENT
WARISBIEZFAB LR REHEE T HLLTEEY,

RIZCEITIARERTYTEMAT
RS

X)) TAARUMN(FERTESR)O—ERENHYETH,
ARVMZBIT5EM &
CDARUNE N TR R—

AFEFEIFLEVMER—RDNVT
nTIh,
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TXLTA AR —E

ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,

ARVHMZEETHERM B

ZETT. X 1YTA AR

?EI%?#%T%—A ATIANIEE BRIV —ERAVTIIA.EIRIATIIR
TIh,

HEIFEDEEET e BRUL—EBRAVT VIR  True

ER e Cl:True
B—YLT, X)) T4 MR
EBEET275—L ATIVIE SF—vb 42T 99X (High Target Index)
ENTIH,

*b = > B3 R 7=

ﬁi({i& DIEET . TI:True

:bwg_ﬂgl')7‘-44&“/#@ﬁﬁ%(:oL\'CEO)&’B@’I‘%*&#‘*IJJ%EI
ﬁl:.-ts \o

ARVMIBEETHEMA W&

ARKID AT DY, SEC_ID_ TOR ENTRY_INSIDE_HOST(515)
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TXLTA AR —E

NFEDLIGEEF)TAARNURTI D,
COARUMET HEM W

ToR(IEZKIZ(E Onion JL—H) (&, 1 A—RYMEHKDE S
BIZERT DRI T—ITHY, TORRYNT—IFER TS
BRNZBEHD)L—ERBHLTHEREEIET S THEREL
F9, TOR#E T /—KIL. ToR N ToR Ry b —H% &
TTéﬁﬁl:iﬁiﬁféﬁ%fﬁO)U;—’G%U}*‘yhv—b?ﬁﬁ
"E‘L ‘\EH: JIZ "':E'l. 1 g_ L °9 6
CDARUARH—E N B DEGBENREBWIZEROEIETERLGITEDTY

& faExEn \ \, DX )TAARURZIE., Secure Network Analytics(Z 4k

5. FEBRLThETA YEZA—SINTWNT. ToRET/—FELTTRN\ILXEN
TWARAMMEENTNET , ToORE T /—FERRANTS
—EF. BT LEMETIEHYE AL, RV —VEEE
MAHSEWNESIIEETT, ToORE T/ —FOHRATAT
[ZRET HELRBEICIE. FEBEOFERS/—FEERLTT
JTAETADERIESNDZEDENLBBESAHYET,

CDARUDFED T B HIERAFHEEDTEHYEE
Aoo TR T /—FEBHL T D I—F —HNBIE S,
REUToR BT/ FAGFIIEN TLBHE D EHIIL 2
et T, ALESTHIIE. BEDHFASIIRARDARUIE
QIROTREATYVIRAT =L s 4, AR F 271 IRUHBEERALT,
: ToR$ET /—FELTTRNBA RSN . BIEZBIALF-DA
NDIERERT B TEET, £1-. [BEAE T (Top
Peers)] LIR—FEZEITL, Y—/\HDHELI-HEIBEDEL.
EHROBHAERATEET,

ZDEXA)TAARUMN(ERTESR)O—RENHYET H,

ARVHMIETHEM &

CDARNIKME INYTUORR—
RAFEEIZLEVMER—ZADNVG
nTIh,
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TXLTA AR —E

ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,

ARVHMZEETHERM B

ZETT. X 1YTA AR

?EI%?#%T%—A ATIANIEE BRIV —ERAVTIIA.EIRIATIIR
TIh,

HEIFEDEEET e BRUL—EBRAVT VIR  True

ER e Cl:True
B—YLT, X)) T4 MR
EBEET275—L ATIVIE SF—vb 42T 99X (High Target Index)
ENTIH,

*b = > B3 R 7=

ﬁi({i& DIEET . TI:True

:bwg_ﬂgl')7‘-44&“/#@ﬁﬁ%(:oL\'CEO)&’B@’I‘%*&#‘*IJJ%EI
ﬁl:.-ts \o

ARVMIBEETHEMA W&

ARKID AT DY, SEC_ID_ TOR_EXIT INSIDE_HOST(319)
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TXLTA AR —E

EiE 5 DD RRCDEHRS T oM, BINEREETE>TOET,
ZDEXAI)TAARNFERTESR)—BENHYETH,
ARUNZEET 3 ER o=
CDARUIE YT UR A—
RAFEFEIFILEWVMER—ZXD VT
nTEh,
DX TAARUMNIATIAVIZEDEISIZEEELET H,
ARUNZEET 3 E g
EETT. XU TA ARUE
ﬁ@gﬁ%TE—Atﬁdvma BEAVTIIR . BYRIAVTIIR
TEh,

HEIFEDEEET o BEAUTYIR True
ERAS e Cl:True
B—H9RT, £FaUTA AR
EAEET 575 —LATIVIE
ENTEh
HEIXEDIEET
ThH,

ZDNEXFLYTAARIDIGEIZDNTE D ESEIERAFI BT
BETI DY,
AR HERM &

ARKID [ TT H, SEC ID LOW _TRAFFIC (29)
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wF2YTAARUA—E

BHROT—NATEREILIE. RARD MAC PRLADEE@EMHA . HREMMEDBZ EL -,
ZDEXAI)TAARNFERTESR)—BENHYETH,
ARUNZET 5 E BE

CDARUIE YT UR A—

RAFEFEIFILEWVMER—ZXD VT

nTTH.
DX TAARUMNIATIAVIZEDEISIZEEELET H,
ARUNZEET 3 E et

EETT. XU TA ARUE

;ﬁzﬁj}?‘éT%—A HFIEE BRIS—BRAVTIIR BURIAVTIIR

TEh,

HEXZEDIRET e BARV—ERATYIR True
ERON e Cl:True
BA—YLT, X)) T4 ’ff{“/ \
EBEET575—L ATIVIE SE— vk 42T 99X (High Target Index)
ENTIThH,
Z_xﬂl%iigdﬁifi’@ . TI:True

:bmg_ﬂglU-ﬂ«f&“/h@ﬁ&%(:oL\’CEO)&B?&'I‘%#&NFIJH%EI
ﬁb? \o

ARVHMIET5EM &

ARUKID [FAI T, SEC_ID MAC_ADDRESS (25)
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TXLTA AR —E

NFEEDLIGEXI)TAANUETT H

CDARVMNMIETHER

CDARVMIED LS ENMEIC
LOTEIERIESNFT D,

CDARVIDR)H—ENh 515
. fZERLTOET D,

RICEFTITARERTYT (AT
R

FRFEDTIO— T—EARET
I h

(FlowSensor. 7AXS, D747
DA—ILIEE)

:I:&r_
=]
LT

W&

SMTP (A—JL) Y —/\—TIFHZ KRR NS DB E|LE A—)L
BEEAYE—UFRELET,

A— LY —/N\—TIEHWRRAMLELMEZBZ DD A—
BB Avt—C%ZELELz, A —IILEEBAvE—DFE
FIFELERTRELET, A E EERY—/N\—/IP
MRINLY—/N\N—ELLTEHINTWT, ERILIzA—ILE
EEINFEELGNMEELHYET,

RADA—ILDEZEZBHELIZRRANTHAINEINE
FIBTLET

R—bk/Zak3a)L (25/SMTP) B D [ EHIE 7 (Top Peers) ]
LR—,EEFTLT. H—N—DBEBRFEHELET,
A—IILDEZEZBHELIZRAMDIGE L., SMTP DEE
EFTy LT . BENELWLEERERLET,
SYLEE DR INLPA—ILTSVIYRMEFTVILT, F
DHRARP BNY RSN TNEINEIIERERLET,
Y—N—DEBFA—ILDEZEZXTBHMELI=Y—/\—TIX
BWMEE X RRARERART, Y—ERANAVRAb—LENT:
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Manager: 3—4 W RAME X TY,
TRAIMNTOZATUR 3ZZEHL

Manager : EETLRRA DX 1 TA ANV ENRTEINE
ERS

TARINTHSAT UM ZEIL

Manager: 7A—[XEETH LUV FI—T YR IP, 1RV FDEx

DT IT1TEZD 5 REMSANUDREDTIT147
FrZlFE CORREERE TIO L ZNEINFT,

FRIMTHSA TN 7O—IXEFID 5 DR TI1IL2M
BINET,

CDEXFLYTFAARIDIGEIZDNTE D ESEIERHF| BT

BT AN
ARVMZEET HE R
ARUKNID [FRITT D,

&

SEC_ID PACKET FLOOD(8)
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EIETRAMICMP TO—R{EZEEL. 7—F YEMSICMP TO— L& E2ELE L=,
ZDEF)TA ARUNMIBEEMFTONTNA T S—LALIZRTHEMEEHYEE A,
Ping

+—— ICMP Echo Response x11
1 — x11 ICMP Echo Request ——» |
203.125.234.84 50.56.217.21
Resulting potential security event entry:
| Source Host Groups “‘ Source Host 4 | Target Host Groups = | Target Host ‘5‘ Concern Index ‘z‘ Security Events : ‘
| Singapore ‘ 203.125.234.84 | Lancope Corporate | 50.56.217.21 ‘ <CI value>* ‘ Ping(11) ‘

* <CI value > represents a numerical point value that Secure Network Analytics assigns to an event based on
various con: ditions.

DX TAARMFERTESRIO—ERENHYET H,
ARVMZBET5ER B
CDARUKE INJT R R—

AFEEIEILEVMER—RDNVT
nTIh,

ZDEXIYTFAARINEIATIVIZEDESIZEAELETH,
ARUNZBET B ER s

FETT. EXA)ToMRUR
?EI%?#%?%—A HTaANIEFE BERBAVTIIRA.BIVRIAVTIIR
T9hH,

HMEXEDIRET o BEEAUTYIRX True
ER o Cl:True

B—7YRT. XA T ARY

EBEET275—L ATIVIE SF— b 42T 99X (High Target Index)
ENTTh,

*b = > B3 R 7=
?iiitwhr;r . TI:True
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:bwg_ﬂgl'ﬁ-»r»f&‘/#@ﬁﬁ%(:oL\'CEO)&")@’I‘%*&#‘*IJ%EI
ﬁl:.-ts \o

ARVMMZBET S E R B
AREIDD [FAITThH, SEC ID_PING_PROBE (257)

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -165-



TXLTA AR —E

CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Ping_Oversized_Packet

ICMP Echo Request

.l with > 90-byte payload

203.125.234.84

Resulting potential security event entry:

50.56.217.21

Ping_Oversized_Packet events
also apply to ICMP Echo Replies

| Source Host Groups ** Source Host % | Target Host Groups % |  Target Host ~*| Concern Index ~2| Security Events

| Singapore ‘ 203.125.234.84 Lancope Corporate

<CIvalue>*  [ping_Oversized_Packet(58) |

* <CI value> represents a numerical point value that Secure Network Analytics assigns to an event based on

XA TAARVCDARE

CDARVNMZBETSEM

CDARNVMMIED LS ENMEIC
LOTEIERIESNFT D,

CDARUEAR)H—SNn 515
B, AZERLTOET D,

RIZCEITIARERTYTEMAT
ERAS

W&

EHEH A XD 90 /N A KUY KRELVICMP N ybEREBELE
o X Z/ N yhE, ICMP TO—E R GRRARA /Ay D 5E
SEDIBE)EILICMP TO—0& GRAR /Sy DiEE
TTDIHE)TY,

T—ARRFELIBBREDI=HDIN—FFYRILHE
ASN TSI EZERLTLSRTREMAHYET . ICMP [,
REMLGHIEOIS—EED BN TERSINET N, D
DT —2EERIETHDITF o RILETEET,

[fx it —E X (Top Services)] LIh—rEETLT. BE|
ZICMP F50499% . IRARNTEZEINDSIZTDMTRTDH
Oy EXRBILET,

EETRARE—FYNRAMETR T, RIS TULVELY
H—EANETINTVEINEINEHERLET, =& E.
TGS LFERIEIY—ERERRL, =Sy, FEZFD

WA TEITL.ICMPrS 74w F v TFvEITEIETS
WHERHYET,

ICMP 77 —3ar TO4 LN EBEN - [REGET
(Top Peers)] LIR—FEEIT(LLTDFESHB)LT. EET
F= 32— YD BE|LZ ICMP 2N L THDE 7 EBIEL T
WA, FERVRT =0 DIFFELLLGWVET EBIE (T —
ARB) LTI EIDEREZELET . 7IVr—30D
ICMP TLR—FET0LANEBLET,

¥ : [#E#t (Connection)] €93 T, EEET7 LiR—F %
RETBIZIE [FTUVr— 3> (Applications)] DT D [5E
R (Select)1%#2') v LET,
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CDARVMNMETHEM

FEIZEDOIO— T—ENNET
ERAR

(FlowSensor, 7AXS  IJ7A7
A —ILIEE)

IE
7 =]
=

W&

el

Tl

ZDEXA)TAARUMN(FERTESLR)O—RENHYET H,

ARV 5ERM
—DEXITAa ARUEHN)
H—ENB=OICHELLR)—
REIIMTT D,

FIHILRTCIDARUDNA VT
&é’-ﬁjl):/_(ighf—a-b\o

T4 IVRTIDARUEAFTT
HER)—FENTI M,

TIFINTIDTSI—LDBAY
THARIO—IEENTT H,

TFIHILNTCIDTS—LNAD
THHARIO—IEENTIT H,

CDARVMEIFERIRETT HY,
CDARUMI INYTUORR—
AFEFEIFLEWMER—RD VT
nTIh,
BEE(E B AL XA T A
HAE

=/LELME

EALELME

INYT R R—XTIEELVS

T

[AERAR A (Inside Hosts) ], [§+&R7R Rk (Outside Hosts) ]

[RERAR A (Inside Hosts) 1. [4} &R A I (Outside Hosts)]

LVZ

ZEIL

ZEL
ZEL
ZEL
ZEGL

ZEITL
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ARVMZEYHEM e
A—BEFRALTIAU L ERE

TEETH,

BUTHEE. HETREEE ...
CEMIIETY M, L

BEORIS— ITASEERY o
FTIoARU P ERBETEET S, 0

BLTOHE. AETRLED  up
REBEOF—Sav(ZATTH, A=

ARUNZTIAHILEDEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,

CDEXL)TAARVMNEATIVIZEDLSIZEAELET D,
ARVMNBT5EM W&

ARVEDEETIHETI N, T ubEEELRRR

B—FyNMEATE D, N ybzeRELIZRAL

ARURDRN)H—%S|IERITR
U:/_(j:gh-c:—d-h\o

EETT, X)) T MRk

NEETE7S—L ATIVIEE

nTI N,
HEIZEDREET e Command and Control EfiIA4>T v X : True
Ih, e Cl:True

B—HIRT, HLT1 AR
FAEET BT S—L AT
ENTT .

?%ii&‘dﬁifi’@ . TI:True
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ARVMZET 5ER

TI3—LOFMIZIXEDLIGIE
HARTENET D,

TI5—LDFEREI VDT HE
AARTEINET D,

BE7O0—IZDWTEDLSLE
BOERTSNFET D,

W&

Manager: Sl T RINFE T,

TRAIMNTOZATUR 3ZZEHL

Manager: IZ{ETTRARDEF 1T ARV IMNRRESNFE
ERS

TARINTHSAT UM ZEIL

Manager: 7O0—[ZZEETIP 45— YN IP. A RUEDT Y

T47 BOREFREZ () yhER) DDAV NDREDT Y
T4 BEUICMP TIOAILANBENET,

FRIMTHSA TN 7O—IXEFID 5 DR TI1IL2M
BINET,

CDEXFLYTFAARIDIGEIZDNTE D ESEIERHF| BT

BT AN
ARVMZEET HE R
ARUKNID [FRITT D,

&

SEC ID LONG _PING(278)
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Ping_Scan port 80

port 80
- port 80
203.125.234.84 port 80

port 80

port 80

50.56.217.21
1l 50.56.217.22

50.56.217.23
L]

| 50.56.217.24

50.56.217.25

50.56.217.26

L]

Resulting potential ty evs ry:
| s st Groups ~* | st + | Target Host Groups = | st [ Index ~%| Security Event |
T [ oere o | ST emesen |

* <C 1! rep merical point value that Secure Netw: Al g ev b, d

various con ditions.

— > =

XA TAANVEDARE

-_— S -

COARUMETHEM &

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,

CDARVIDR)H—EN 515
B AZERLTOET D,

RIZEFTTRERTYTIIAT
ERAS

FIEEDOIOA— T—ENNET
ERAR

(FlowSensor. 7A¥S J74A47
DA—ILIEE)

ROABMNELWMEE . REVYUARUIEERSNTT
S—LMNRJH—ZINET, 1)ICMP T—25 S LDEALT
HREBBEL TS, 2) —E RERTIEHAL, 3) EE T
ARDFEERARTIEALY, 4) IEETTH LUIEEAR—RH
38293 (Norton AV Host Discovery [Z{& ) TIE74E0Y,

ICMP & (&, EHDRANMIH =5 EDHR—rE=IE
1 DDRARLEDZHDOKR—FDRAFrUEFERLGY, —iBHY
(2. B EDY—ERXTIFELBEIZEE T HHRAMDRRTH
U AEEBDBRHDEALTTT, KAk ping Fv 2 [E—ARHY
(2. SBIZRABZTORREELH D, YR T—U LDMD T
D747 RARERDIFLSELTULVET,

RAMIAF v LTV -ABZHELES, IZ ICMP
R—ZADRAFYTHA=6H. EGEHIZEIL, UDP £/=IL TCP
AFX YU TITILIE, EDLIBHEEDH—ERRI—4y
MZZEBDO M TIEEL, EDQXSIERAMNRAF Yo EINTINS
DHIVEIRIETHIETT, Thldk, 78— HT)EFETTH
LTHRETEET . COEE, )54 T7 UM RRMERIEH—N
RARMIAARUEDREETTHY., HIFIZARUrDHE, FAk
JJLIXICMP TY , AF YU RBAMINE—0 DB HME
IMEMERT B . ET7DIP £=IIHRAN T IL—TIZED
WTHRZUEREBZFET,

Flow Collector NetFlow T T 43> Tlk, 7A—t>H—AH
WEETT, Flow Collector sFlow TT 13> TlE. :B0a>
R—RMEFETT,
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CDARNUNMZETHERM T3
AR none

X)) TAARUNMI{FERTELRID—EERENBHYETH,
ARVNMCEET5ERM T3

CDEFa)T4 ARUEAR
H—ENB-OITRELGR)—
RE XTI,

;g?%lj;—i%ﬁ%\_&y;g\\jy—c [RERAR Rk (Inside Hosts) 1. [44&R7R Rk (Outside Hosts) ]
TIHIWETEDARUNATT
HERI—IEENTT D,

TIAIWRTIDT S—LbFY
THAHIRIL—[FENTT A,

A T ST AR (inside Hosts)]. SRR (Outside Hosts) ]
COARUMFRRAETT A, LLX

CDARVME NYTFT R R—
AFEEEFLEMENR—RDLVY  ZHLL

nTIh,

BEEEEAIIRTY A, ZEL
HEE ZEL
s/ILEVME ZEL
mALELME ZEIL

INYT R R—RTIEEELVNS
A—BHEFRALTARUMERE ZY4L

TEETD,
BLTOHE. WEARCEYE  up
ERFATE D, P
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ARVHMIBET5ERM

BEORYS— 7 SEERE
FIARNERETEES b,

ZE T RIGE . AR REEED
KBOT 23V AT,

ARUNZTIAHILEDBEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,

W&

HAL

ZEL

CDEFA)TAARVMIATIVIZEDLSICEAELFT N,

ARVMNIETHER
ARVEDEETIXETT A
B—7yMMIMATY A,

ARURDRN)H—%S|IERITR
U:/_(j:gh—c:—d-b\o

EETXTT, EFa T MRk
AEAETE75—LHATIVEFE
nTIH,

HEFEDEET
R

B—F YT, EFa)TAARY
FABEE ST S—L ATV
ENTI N,

HEFEDEET
R

W&
AXrUERTT HRARE
AF v SN TS HRRE

o BEBAUTYIRX True
e Cl:True
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ARVMZET 5ER

TI3—LOFMIZIXEDLIGIE
HARTENET D,

TI5—LDFEREI VDT HE
AARTEINET D,

BEO—IZDWVTED KSH4IE
BWARTESINFETH,

W&

Manager: Sl T RINFE T,
TRIMNTOSAT UM &AL

Manager  iIZE T RARD X ) TA ARV IHRTEINF
ERR

TARINTHSAT U 3mELL

Manager: 70—I(%. EIETTIP. Q—E‘VF@T?15)L75Z
CAHRYRT—4(/24)  ARDTHIT47 BDRIREZ| (1)

YRR DA RUEDREDTIT1TELZ.,. BELV
ICMP TOAILAMNIBEINFET,

TRIMNTHSATUN . JO—ILERID 5 DB TI1ILEZN
BIhET,

CDEXFAIYTFAARVIDIGEIZDNTE D ESEIERAF BT

SR
ARVMNZEEY HE R
ARUKNID [FRITT DY,

W&

SEC_ID_PING_ADDR_SCAN(277)
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NFEEDEIGEXIVTAANUETI DY,

CDARVMNMIETHER

CDARVMIED LS ENMEIC
FOTEIERIESNFET D,

CDARNVEDR)H—EN 55

B, AZERLTOET D,

RIZEITIARERTYTEMAT
ERAE

FEEDTIO—
j-h\o
(FlowSensor, 7AXx>, 747
A —ILIEE)

F—ANRET

IE

W&

R—rRFv2 Tl HARADBIDHRAEBIET B
FHEND., R— h%mﬁ\mmu?aﬁ‘%# OV
IUREINET . HRR—FDRERRELGLEMEZBZ 5E
ARUEDR)H— éniaﬁ)

RAMBIDRRAD I R—FRF ¥ |ZToTLNBIEFT
LET, . RX ¥ TDHRRAMY, AX YU HRDHRR
Mk TIREAIEEG Y —EREHELLSELTLNAI LR

ERLET , CNEHNERANAEITLTNVSS A, THR
7°n«rho>.,mo> RIJKTHHEREMENHYET (F=FZL. 1>
B—RYEDSDRAF YU NBEINTT) , AX v TTDR
ARDRERARTHBIEEE. KEEXZ-IIREIN-7R
ARD HRBD R YT —ORATKEARIZFEEILELSELT
WA EETRTKIZETHAAREELHYET

—DEFX21)TA ARUEDEETRANNERRRANTH D
BEIE. AFX v SNRRAM#GEL TEELTWAMNES
IEEZRLET ., COEDHIZIX. EETARRANSE—S R
AMETI7A— 9TV EREET RIETARRMNBH Oy
FO—ORIDTRTDIS T4 IR T DT THLEDL
BALHYET, CORAMDEETHARNERRANTH D5
Bl 70— 91T)EFERALTEETES—FvEODTO—
L. TN EESN-FETHAIDOFHIELET,

EETR—FDEEMN 1024 EELULVD ., FREYEKRELVA]
REMENHYET,
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DX TAARMNERATESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY
H—ENB=OIHELGR)—
ERE(FMITT D,

TIH IR TEDARUINA LT
HEIR L —FENTI D,

FIHILRTCIDARUNATT
HBER)—IEENTIH,

TIHIWNTIDTS—LFY
THHIRII—EENTT M,

TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDARVMEFRAEAIRETT D,
CDANUME NJTFURR—
AFEEIELEMER—ZRDVT
nTEhH,
BAEELBEALIEfAITT hs
HRIE

R/ILELME

mALELME

INYT R R—=ZX TN

A—BEFERALTAN U ERE
TEEI M.

ZEYDIEE. ARARGEL
EBFIIATT A,

BEOR)—IT2Z2FERYE
FIARNUERBETEEI D,

ZETRIGE. AR RGED

W&

AX v EERITTHRANTR—F RX v 2H/HIT D0
ENHYZFET,

[RERAR A (Inside Hosts) 1. [4} &R A b (Outside Hosts)]

FL

[AERAR A (Inside Hosts) ], [§+&R7R R (Outside Hosts) ]

(&L

LELME~N—R

ZEL
ZEIL
ZEL

ZEIL

(&L

FARAEIRNTGA—BRE ARV AR B -DIZLEL
AFx v EN=R—bDE T, TIAHILLTIE 10 1ZH-TLVE
ER

ZEL

ZEGL
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ARVMZBIT5EM &
REOy—2 3 I RITT h,

ANVRSTIHIEDBRHMRD =y
HEINTOET A, A=

ZETREE. ENIXETI M. FZEEL

CDEFAVTAARVNMIATIVIZEDLSIZEAELFET N,

ARYMBIT BER 2
ARUPDRETRATT D, AFrUERATHHRAS
S—HIETE REPUERTNSRRR
ARUIDMA—EBIFRITH e

U ERTT D BETARRR

EET T, EFa2Ta ARUE

NEETET7I—LATIVEE BERAVTIIRGIRIAOTIIR
nTIh,

] s BEEATYIRT
HEILTEDEETTH, BIEEAT VIR True

e Cl:True
A=Y T, EF 2T AR
EABEESTE7I—LATIVIE BE—7 Yk 12T 99X (High Target Index)
ENTIH,

HEIEDEETT D, e TI:True
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ARVMZET 5ER

TI3—LOFMIZIXEDLIGIE
HARTENET D,

TI5—LDFEREI VDT HE
AARTEINET D,

BE7O0—IZDWTEDLSLE
BOERTSNFET D,

W&

Manager: Sl T RINFE T,

TRAIMNTOZATUR 3ZZEHL

Manager: IZ{ETTRARDEF 1T ARV IMNRRESNFE
ERS

TARINTHSAT UM ZEIL

Manager: 7O0—[ZZEETIP 45— YN IP. A RUEDT Y

T47 BOBREFEZ () 2y ) DA R NDREDT Y
TATBEZNTI I ZANEBEINET,

FRIMTHSA TN 7O—IXEFID 5 DR TI1IL2M
BINET,

CDEXFLYTFAARIDIGEIZDNTE D ESEIERHF| BT

BT AN
ARVMZEET HE R
ARUKNID [FRITT D,

&

SEC_ID_PORT_SCAN (55)
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Reset/tcp

/ TCP RST (reset) \

X %
W

-

203.125.234.84

port 110
port 143 L]

50.56.217.21

\ TCP RST (reset) /

‘ singapore | 203.125.234.84 | aaaaa pe ‘

* <CI vaiue> represents a numerical point value that the Secure N
based on various conditions.

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,

CDARNVEDRN)H—EN 55
B, AZERLTOET D,

RIZEFTIRERTYTEFAIT
ERAN

FEIZEDOIO— T—ENNET
ERAR

(FlowSensor, 7AXS  IJ7A47
A —ILIEE)

W&

B—YRR—E LD, ROEHEEHT=-L TS TCP 1ty
RS yRERRZBELET, 1) HTTP TEHAINTLVELY, 2)
TCP 7OTAETAMFEIELALY, 3) IFEXLELETRREID
ICMP 2147183, 4) SNMP TIX7ARLY, 5) JE4FER—
(1024 LAFZ) ZfERAL TULVELY,

TCP REENFEEINT-IHGE . F-IIEEICHELHSEE
(2. TCP Ut yb/ My b hEESNE T, oD/ vk
(X, 2EFDOFEPITEBEMEL TR T /NS R (A—KNSUH
BE)ZE->TEESINY . R—FD RN TWVEWLNMERT
ELRVMEEAICE—F YMNIETEESN-YLET . BED
BE. EHOR—IAZDFETHELTLNT, ZhbD
IR—kNTIL—TIZEFEN TS, F-IE—HL TS5
. BB, RAMNCEATREGY—ERXR(FETH5E8)%
HRT ORI T =AU NEFTSNTLET,

EETITH LT [HRLEFE T (Top Peers)] LIR—FEEFTL
T. 7B—THERASNTVER—KNI/N =R H 50 ESH
#HEZELET,

EETHN. REYUEHA SN TS X )T RAMN T
NAR FRRETTSATUORTHAINEOIIZHIBLET,
HAIENTULWEWNMER(X, RRARERART, ¥ LTS
YILDIT7 O —EXR, BLUEREDIINFHEZELET,

70—t Y —I& NetFlow #R T3 B=DITLETT,
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CDARVMNMETHEM W&
TE Tl

X)) TAARUNMI{FERTELRID—EERENBHYETH,
ARVNMCEET5ERM T3

CDEFa)T4 ARUEAR
H—ENB-OITRELGR)—
RE XTI,

;g?%lj;—i%ﬁ%\_&y;g\\jy—c [RERAR Rk (Inside Hosts) 1. [44&R7R Rk (Outside Hosts) ]
TIHIWETEDARUNATT
HERI—IEENTT D,

TIAIWRTIDT S—LbFY
THAHIRIL—[FENTT A,

A T ST AR (inside Hosts)]. SRR (Outside Hosts) ]
COARUMFRRAETT A, LLX

CDARVME NYTFT R R—
AFEEEFLEMENR—RDLVY  ZHLL

nTIh,

BEEEEAIIRTY A, ZEL
HEE ZEL
s/ILEVME ZEL
mALELME ZEIL

INYT R R—RTIEEELVNS
A—BHEFRALTARUMERE ZY4L

TEETD,
BLTOHE. WEARCEYE  up
ERFATE D, P
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ARVHMIBET5ERM

BEORYS— 7 SEERE
FIARNERETEES b,

ZE T RIGE . AR REEED
KBOT 23V AT,

ARUNZTIAHILEDBEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,

W&

HAL

ZEL

CDEFA)TAARVMIATIVIZEDLSICEAELFT N,

ARVMNIETHER
ARVEDEETIXETT A
B—7yMMIMATY A,

ARURDRN)H—%S|IERITR
U:/_(j:gh—c:—d-b\o

EETXTT, EFa T MRk
AEAETE75—LHATIVEFE
nTIH,

HEFEDEET
R

B—F YT, EFa)TAARY
FABEE ST S—L ATV
ENTI N,

HEFEDEET
R

W&
NI DIEFTHAHRAL
INTYRDIEETTTHAHRAL

o BEBAUTYIRX True
e Cl:True

e TI:True
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ARVMZET 5ER

TI3—LOFMIZIXEDLIGIE
HARTENET D,

TI5—LDFEREI VDT HE
AARTEINET D,

BEO—IZDWVTED KSH4IE
BWARTESINFETH,

W&

Manager: Sl T RINFE T,

TRAIMNTOZATUR 3ZZEHL

Manager: IZ{ETTRARDEF 1T ARV IMNRRESNFE
ERS

TARINTHSAT UM ZEIL

Manager : 7D~_‘i5£1§ij‘5;69_l72“/|“ P, ANUFDER
DT ITATREZD 5 DRIDARNUNDRETIT14T0E

ZFETOHORFREEFH. <port>/TCP &L TEAE TS5 TI=R—
. BEUPTCP TIAIILAMEBEINET,

TRIMNTHSATUN . JO—ILERID 5 DB TI1ILEZN
BIhET,

CDEXFAIYTFAARVIDIGEIZDNTE D ESEIERAF BT

SR
ARVMNZEEY HE R
ARUKNID [FRITT DY,

W&

SEC_ID_TCP_PROBE (262)
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ZDEF)TA ARVMIEEMTON TS T S—LICH T HBRMKREHYFEE A,
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BEEEEEALIZAITT H,
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BALELME

YT VR R—R TR
A—SEERLTIRU I E TR
TEET D

ZEIHIGE. AR RGREN
EBLLEIRITT A,

BEOR)—IT2Z2FERYE
FIARNUERBETEEI D,

ZETRIGE. AR RGED

W&

[RERAR A (Inside Hosts) 1. [4} &R A b (Outside Hosts)]

[AERAR A (Inside Hosts) ], [§+&R7R R (Outside Hosts) ]

(&L

[LELME (Threshold)]

ZEL
ZEIL

r>T4995H10,000 /A REHBR B ERBEIZ, 54Tk
T—RDN—ET—UMN60EBZ 5,
OSATIINT—EDIN—EoT—UMN 8052 5,

ZEL

ZEGL

ZEL

ZEGL
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ARVMZET5EM &
REOy—2 3 I RITT h,

ARUNZITIAILEDEEFED
BRESNTLET D,

ZETREE. ENIXFTI A,

ZDEXA)TAARUMNEIATIVIZEDLSICEELEF T H,
ARVMNZEEYT 5ERM &

ARV DEETIEATT D, NERRARD SSHR—bADRS T4 03HZERE KA
B—YRIRTT H, SSH ;57499 ZELTLAHHERRR R

ARVEDR)H—%5|IZFRITR
No—[FENTI M,

EEXT, EFa)T1 M0k

MNEE5TETI—LATIVEE

nTI M,
MEIZEDRET e Command and Control LA > T Y9 X : True
ERAE e Cl:True

B—H YT, £HLUT A AR
MBS 7 5—L HTT U
ENTTH,

?%li&@ﬁfi’@ .« TI:True
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ARV 5 E R B

M :‘ E_/ \Z )5 O 3 '—\
Po— LOBEES T Hr g s AR ERANTAARLNIRSNE

MRIRSNFET D, . i
R H TARINTHSAT R ZEIL
Manager : 7D~_‘i5£1§i3‘5;69_l72‘y|“ P.ANUEDER
VDT IT4THEZD 5 ﬁﬁﬁ]ﬁ“‘o’(’*‘“/l\@ﬂ%f&@T??‘«rj
BETO0—(2oWTEDNELSHE RZIFEFTORREERE. 5XUR—k22/TCP TI«ILALE
WOARTINETH, SNFET,

TRIMNTHSATUN . JO—ILERID 5 DB TI1ILEZN
BIhET,

CDEXFAIYTFAARVIDIGEIZDNTE D ESEIERAF BT
BETY D,
ARV 5ERM rRte =3
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Stealth_Scan/tcp

port 848
port 848 L
port 231 50.56.217.21

port 1024
port 1024
port 1024

u

203.125.234.84

Resulting potential security event entry:

Stealth_Scan/udp probes
operate In the same manner
as Stealth_Scan/tcp probes

Source Host Groups % | Sous

rce Host _$ | Target Host Groups $ | Target Host *?[Concern Index™* |

Securit y Events O

Singapore 203.125.234.84 Lancope 50.56.217.21

<CI value=*

Stealth_scan/tcp-848(2)
Stealth_Scan/tcp-231(1)

* <CI value> represents a nu
various con, ditions.

merical point value that Secure Network Analytics assigns to an

event based on

XA TAARVCDARE

CDARVNMZBETSEM

CDARVMMIED LS ENMEIC
FOTEIERIESNFET D,

CDARVEDR)H—SN 515
B, AZERLTOET D,

RIZEITIARERTYTEMAT
j-b\o

FEZEOIO— T—ENNET
ERAN

(FlowSensor. 7AX> 747
DA—ILIEE)

IE

CDEFL)TAARUMIFERATELRS

ARVMNIETHER
CDEF2I)TA AR

A—EINB-OITLELGR)—

W&

EETHRRAMY, BLEETR—IEERALT, 2—7 Yk R
A EDEHOFR—ZBEFIZEHRELTOEL-, COFE

I%. raw VA vk EEALT TCP £1=1d UDP 45T 5
TI)r—2a0h bl earmLTVWVET . COEX T
ARURTIE, EXaA)Ta ARV DREHBINDRICRRIC
TOEALIE=A—5 vk IR—bSRENFET,

ZEIL

ZEGL

Flow Collector NetFlow T T 43> Tl&, 7A—tE>H—MN
WAETY, Flow Collector sFlow TT 43> Tl&. 180>
R—RMEIFETT,

ZETL

W&

—ERENDYFET D,
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ARVHMIBET5ERM W&
REZETT M,

FIHILRTIDARU AT

HERUS—ZENTE [RERAR Rk (Inside Hosts) 1. [54&F7R Rk (Outside Hosts)]

TIFINTIDARNA DT
HBER)—IEENTITH,

TIAINTIDT S—LhFY
THHARI D —FENTT D,

z;g%bg:_oﬁiia;g%?%?j [RERR AL (Inside Hosts) 1, [} &R A b (Outside Hosts) ]

CDANUNIERABAIRETT A X

CDARUNE N)T R R—
AFEEIZLEVMER—ZADNVT  ZH4L

nTIh,

BEBEEAIERTY A, ZETL
HRME ZEL
=/ILEVME ZEL
EALELME ZEL

INYT R R—ZTIEEELVNS
A—BEFRALTAIRUMERE ZY4L

TEETH,
BLTOBE AETRLEYE  up
EH(ZATT A, A=

BEORS— ITASEERY opup
FTIoARU P ERBETEET S, 0

ZETDIHE. ARARGED

REOS—SaVRETI R, DL

ARUNZTIAHILEDEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,
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ZDEX)TAARNMIATINIZEDLSIZEEELETH,

ARVMNBIT 2 E M &
ARV DRETZTTT A R v ERTTBRRE
B—H YR HTTT D, 2 v ENTNBRR S

ARVRDRIH—ZBIERIT RIS —XENTITH,
BEERTT. EX1UTA ARV EET 75— L AT IRER

TIhH,
M) —:
e Cl:True
HEIXIEDREETI M, mmmﬁug—:
s BEERAVTYY
A :True
e Cl:True
B—FYRT. X A)TA ARUIDEETH75—L ATIVIEE
nTIh,
MR)S—:
3 > o TI:True
HEIEDRETTH, 0
18000 17K —:
e TI:True
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ARVMZET 5ER

TI3—LOFMIZIXEDLIGIE
HARTENET D,

TI5—LDFEREI VDT HE
AARTEINET D,

BEO—IZDWVTED KSH4IE
BWARTESINFETH,

W&

Manager: Sl T RINFE T,

TRAIMNTOZATUR 3ZZEHL

Manager: IZ{ETTRARDEF 1T ARV IMNRRESNFE
ERS

TARINTHSAT UM ZEIL

Manager : 7D~_‘i5£1§ij‘5;69_l72“/|“ P, ANUFDER
DT ITATREZD 5 DRIDARNUNDRETIT14T0E

ZFETOHORFREEFH. <port>/TCP &L TEAE TS5 TI=R—
. BEUPTCP TIAIILAMEBEINET,

TRIMNTHSATUN . JO—ILERID 5 DB TI1ILEZN
BIhET,

CDEXFAIYTFAARVIDIGEIZDNTE D ESEIERAF BT

SR
ARVMNZEEY HE R
ARUKNID [FRITT DY,

W&

SEC_ID_TCP_STEALTH(272)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Stealth_Scan/udp

— port1024 port 5000 ——
—_  port1024 port 5000 —
1 — port1024 port 5001 — .
203.125.234.84 port 1024 port 5001 > 50.56.217.21
Resulting potential security event entry:
Source Host Groups # | Source Host % | Target Host Groups % | Target Host *?|Concern Index™! Security Events

Singapore 203.125.234.84 50.56.217.21

Lancope

=CI value>*

Stealth_Scan/udp-5000(2)
Stealth_Scan/udp-5001(2)

* <CT value> represents a
various con ditions.

numerical point value that Secure Network Analytics assigns to an

event based on

XA TAARVCDARE

CDARVNMZBETSEM

CDARNVMMIED LS ENMEIC
LOTEIERIESNFT D,

CDARNVEDR)H—EN 55
B, @ZERLTOET D,

RIZEFTTRERTYTIIAT
ERAS

FEBEDOIO— T—ENBET
EROE

(FlowSensor, 7AFXS J7 A7
DA—IRE)

=3
=]
1L

CDEF)TAARUMIFERTELRS

ARVMZBET 5 ER
ZDtEFa)T4 ARUEHN)

H—ENB-OITRBELGR)—

RE XTI D,

HE
CDARNUNE ARL—T AT VAT LIZE>TEHRAIZAE
BEn =t D TIFAE WS T199% Secure Network

Analytics MR G HER)H—Eh  BREZEITHT-DIZE
B/ Ty AMEREN TSI EZRLTLETY,

ZEGL

ZEgL

Flow Collector NetFlow TT 433> Tl&, 70—t H—MN
WAETY, Flow Collector sFlow TT 43> Tl&. 180>
R—RMEFRETT,

ZEL

W&

—EENBYFTT M,
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ARVMNZBET5EM T3
;g%{?;’iﬁﬁ%{)@tg\\#yf [RERRR K (Inside Hosts) ], [§} 887 Ak (Outside Hosts) ]

FIHILERTCIDARUNATT
HER)—EENTITH,

T IHILNTCIDT I—LBA Y
THAR)O—IEENTTH,

?_C_;)g),-lli\ll];c/:—ol)izz;cl%?;?-j [REBAR R (Inside Hosts) ], [#4&BAR Rk (Outside Hosts)]

CDANVMEREATRETI M. X

CDARVME, INYTFTUR R—
AFEEIELEMER—RDLVG  BZELL

nTIh,

BEEEEMIERTY A, ZEL
HFEE ZEITL
=/PLEVME ZEL
mALELME ZEL

INYT R R—RTIFELVNS
A—BEFERALTANVNERAE 3Zu4iL

TEETH,
BLTOHE. WETRLRYE  up
EEMIFATT A, A=

FIcARUrERETEET S, T

BLTOHE. MEARGED  up
REOr—laviE@cye. T

ARUNITIAHILEDEFEN
BRESNTULET D,

ZETDER. ENIEFETITH,
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ZDEX)TAARNMIATINIZEDLSIZEEELETH,

ARUMZBIT B e
ARUDEETRETT A, JRYVERGTORA
2= YMEIRITY D, AXrENTVDRAR

ARVRDR)H—%BIEFRRTRI)O—ITENTT D,
BEETXTT. EX1TA ARV EETA27S5—L ATFaYILEN

T hY
M) —:
e Cl:True
HEIZEDREETIT M, r800017R1) > —:
s BEERAVTYY
A :True
e Cl:True
B—FYRT. X A)TA ARUIDEETBHT75—L ATIVIEE
nTIhH,
M) —:
. o TI:True
MEFEDBRETT o
18000 7R —:
o TI:True
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ARVMZET 5ER

TI3—LOFMIZIXEDLIGIE
HARTENET D,

TI5—LDFEREI VDT HE
AARTEINET D,

BEO—IZDWVTED KSH4IE
BWARTESINFETH,

W&

Manager: Sl T RINFE T,

TRAIMNTOZATUR 3ZZEHL

Manager: IZ{ETTRARDEF 1T ARV IMNRRESNFE
ERS

TARINTHSAT UM ZEIL

Manager : 7D~_‘i5£1§ij‘5;69_l72“/|“ P, ANUFDER
DT ITATREZND 1 DRIDARNVNDRETIT14T0E

ZFETORREEHE . <port>/UDP L TREEE T ITHNf=AR—
k. XUV UDP TIAIIL BB EINFET,

TRIMNTHSATUN . JO—ILERID 5 DB TI1ILEZN
BIhET,

CDEXFAIYTFAARVIDIGEIZDNTE D ESEIERAF BT

SR
ARVMNZEEY HE R
ARUKNID [FRITT DY,

W&

SEC_ID_UDP_STEALTH(271)
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NFEEDEIGEXIVTAANUETI DY,

CDARVMNMIETHER

CDARUMNEIED LS FNEIC
SOTBIEFRIINETH,

CDARVEDR)H—EN 55

B, {ZERLTOET H,

RIZEITIARERTYTEMAT
ERAS

FEEE£EDTIO—
ERAN
(FlowSensor, 7AX> 747
A —ILIEE)

F—ANRET

IE
7 [=]
=

X)) TAARUMNMFERHTESRYS

ARV 5ERM
—DEXITA ARV

W&

Suspect Data Hoarding TIL., )ty R HIZ, HDHAERA
ADISATURELTHIDATKRANOSA HO0—KT 5
TCP/UDP T—AREMNE=FA—NFET, IEDRALTT—
BREMNLEMEZBAT-B AT/ BENET . CD
LELMEIE. R—RSAUEIZE>TEHBIMIZERTET 5H .
FETHRETHENTEET,

CDARUMNE FEDRANT—2ZIREL T, FELE
DB HE KYLRBRGAE T —2DF Vo O0—FDEfEE
LTWWAHIEETRLTLSHREMEDHYET

Aoon—Rahf-T—48L,. EIhDEorO0—KREht-
MNEfERLET,
NFRETHIEE. [RLEBMET (Top Peers) 1 (FEIE) L

'T' FERITTIONREEHETT, VT)HEEA Rk
BIZSERELET . [9547 > Client)] £z [H—/\— 7k

Ak (Server Host)] A EFX ) T4A R MDEIETTIP T

[ZDthD7RZA K (Other Host) ] AY [AERAR Rk (Inside Hosts) ]

KAk 7)b —TJTHBEI. LIR—FETAIILZLEBLET,

gﬂ’]tli ;_‘ BDKEHZEFEIELT-. BHELI-ET7ZRDIT
—¢cT

EHLI-ET7ZHELE=L, BRlSn-T—22D56. h
SNETMHREESNTWST—EANEESIN-ENENES
MNEFIBLET,

ZEEL

ZEEL

—EBRENHYETH,
7283
[AERARA R (Inside Host) ] RA R T IL—F 12X LTI DAAR
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AH—EINB-OITLELGR)—
RE XTI D,

FIFILNTIDARDNALT
HBER)—EENTIH,

FIHILRTCIDARUNATT
HBER)—IEENTIH,

TIHINTIDTI—LDAY
THARIO—ITENTT H,

TIAIWRTCIDTI—LDAD
THAR)O—IEENTT A,

CDARUKNIAETTRETT H,
CDARINI IINYTUORR—
AFEEIFLEVMER—RDNVT
nTIh,

BRTE B BT IX AT A,
HRE

R/ILELME

mALELME
INYTUORR—=XTIEELVNT
A—BEFALTIRNUIERR
TEETH.

ZEYHIHE . ARARGEN
EBFIIFATT A,

BEDR)— IT43%FERAE
FIARNUERETEET D,

ZEIRIGE . AEAREEED
KREOT -3 (T D,

ARUNZIT IAILEDEFIEDN
BESNTHETH,

W&

UNEEYICTIRELNHYET,

[RERR R (Inside Hosts) 1, [} X b (Outside Hosts) ]
T7AT74—IL,. TOXL BEUNAT T/ R

L

,m{ié.‘rﬂfx#; WEBRAN, D747 04—IL. TAXS NAT T

(&>

IN)T O AR—=RF[FLELVMEN—Z,

92
20 BEBDISAT U RAO—FD /N1 +7:500 M
0BT O O—RENTE=RAO—KRD/NAMG T

(&L

RNR—AFAVFFHBREERRLTOEWNRED /1 M
ER)A— AT BEIMNVNERET HIENTEFY,

LVZ

ZEIL

LVZ
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ARVHMET5EM W&
ZETRGE. ENIXETI M, FZELL

ZNEX1)TAARUNMEIATINIZEDLSIZEEELETH,

ARVHMIET SR W&
ARVEDEETIXATT A RAA—F T—4ZZELTLHRARRRE

By M TS A RAA—K T—2ZEEL TS 1 DELIFBEHDORNEBHRR
° ~

'f’*“ F@F'Jﬁ—’&%l%ﬁ:?ﬂ'{’ = — 21 1<

I RER T BETORY >~

EETT, EFa)T1 MUk

?i&ﬁ?‘d’é?%—A HTIVERE BT B HR—TA2T AVTIIR BIRIATIIR
TTh.

« BT —AR—TAT AVTYI X True

*b = > B RF 7=
?&E'i&o)*ir;—c—a—h\o e CI:True

B—F YT, EFa)T1ARY
FBEES ST I—L ATV
ENTI N,

HEFEDEETI N,
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ARVMZET 5ER

TI—LOFHEMIZIZEDEIGIE
HARTSINET N,

TI3—LDFEMED)VITHE
AARTSNET N,

BEA—IZDOWWTEDLSKETF
WHARTRSINFET D,

W&

Manager: RIS I= W/ Ak, TEUEIX X /NAF. Y DHFE
EIXFTZRKTZ /N,

FRYMTHSLT U BB

Manager: IE{E T RARDEF 1) TAARUEMRRIRENZE
ER

TRINYTISAT U BELL

Manager: 70—I( . FETRHNEBRRAS, A XD T O T4
T HOBEREZ (YRR DA R NDEREDT IT4
JB%|. 53/UDP. 67/UDP. 68/UDP. 161/TCP. 161/UDP.
162/TCP, 162/UDP, 9S5A T hNALE XV H—/\—/3 A
MAEAEELTLLE) . BKU1000 NARLLEDEET/ AR
TIO/IILAMBENET,

TFTRIMNTHSATUN - JO—ILERID 5 DETI1ILZAN
BINhET,
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SEC_ID_SUSPECT DATA HOARD (315)
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ZDARUIDN )T =N =B EIE. RERARISAT
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A—RT—2DRBEEHNEHRINMIBEHIN TSR
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li%_?—é"@ﬁﬁﬂﬁ\’z'gﬁbf:\ EHLIET7ZERDIT5ZE
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ZHLEET7ZRUEL=L, BAISh=-T 28055, Ch
BDETNZELTWAST —2ABESN-EENESI N E

FIBFLET .
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(FlowSensor, 7AXS J7A7
A—ILIZE)
FE ZHiL

X)) TAARUNMI{FERTESLRID—ERENHYEITH,
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FIHILRTCIDARUNATT
HBER)—IEENTIH,

TIHINTIDTI—LDAY
THARI—IEENTT H,
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THHER)—IEENTTH,
CDARNVNEIFAEREETT HY,
CDARUNE NYTUORRN—
AFERIFLEVMER—ZRD VG
nTIhH,

B EEEEALIZATT H,
HrAE

=/PLEVME

BALELME
INYTURR—ZTlIELVRS
A—BEFERALTANUERE
TEFETH,.

ZEYDIHE. ABARGEL
EBLLEATT A

BEOR)S— I T145%%2FAE
FTITARVEFRETEETH,

ZETRIGE. AR REED
1‘%% EI/7-_:/3~JI11EI—G¢75\O

W&

[RERARR (Inside Hosts) 1, [4+ &R & (Outside Hosts) ],
[95A4F K IP(ClientIP)] 7R —

[D74794—)L. TOxL BEUNATT /31 X (Firewalls,
Proxies, & NAT Devices)]. [7 AT AL X (Guest
Wireless) ], [A—JLH—/\—7R1) < — (Mail Server Policy)].
{EFETESH M F—2yrRAF (Trusted Internet Hosts) ]

[RERAR R (Inside Hosts) 1. [} &R R I (Outside Hosts) 1.
[954 7>k IP(ClientIP)] R —

[D7AT724+—IL. TAX | BLUNATT /A X (Firewalls,
Proxies, & NAT Devices) ], [7 AT 1L X (Guest
Wireless) ], [A— )L —/\—R1)< — (Mail Server Policy)].
EFETE DM F—23 v RX I (Trusted Internet Hosts) ]

(&L

INJTOAR—REELEVMER—Z,
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20 BN IZAT o RAO—FD/NA:1G
24 BEEDISAT s RAO—RD /A +$8:100 G
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ZEgL
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IREEZ ()Y B DA RUNDREBEDT VT4 THEZ.

/;'fM’SJ:U/(’T“JH_mﬁﬁt% 1 RKiifi) TI1ILZNESNF

TRIMNTHSATUN . JO—ILERID 5 DB TI1ILEZN
BIhET,

CDEXFAIYTFAARVIDIGEIZDNTE D ESEIERAF BT

SR
ARVMNZEEY HE R
ARUKNID [FRITT DY,

W&

SEC_ID TALKS TO PHANTOMS (59)
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TXLTA AR —E

NFEDEIGEEFL)TA ARUETT DY,

CDARVMNMIETHER

CDARUMNEIED LS FNEIC
SOTBIEFRIINETH,

CDARVEDR)H—EN 55
B, {ZERLTOET H,

RIZEITIARERTYTEMAT
ERAS

FEFEEDTO— T—EANRET
ER:AS

(FlowSensor. 7A¥S J74(47
DA—ILIEE)

IE
7 [=]
=

W&

Target Data Hoarding Tl&, Uty AR IZ, HAHREHRR
A —/R—EL THD NERHRANZEE{ES S TCP/UDP
T—AREE=4—LET . IEDHRRACTT—2EMNLEL
EEBA-GEICTARNVIDERIBEINET , COLELMEIL.
R—RSAMEIZE->THBWIZEKTET SH . FEITHRET
BLEMTEET,

CDARUME N BULEDORABRANBEBELYVEZNT—
FEETEDRAEHRRASOSUREL TS ATHEME L, RBOR
EFEROERTHARREEZERLTLVET,

?Eéht—‘f‘—@%&:w—%-?—awizéﬂﬁ%ﬁﬁﬁbi
NEFHET DEmBEEAEIE, X)) T4 A RULDIEE
ST CHARANT [FRLEFIET (Top Peers) ] (F{E) LIR— E
ETITHETYT,, [VFM4T7 2k (Client)] =& [—/\—
RA K (Server Host) ] B\ EFx ) T4 A RUMDEA— VR IP
T. [FD D ARZF (Other Host)] AY [RAERAR R+ (Inside
Hosts) ] 7TRAR JIL—TTHA XS, LIR—FET1)LR0EE
LEd. BHIX,. 7y7O—K T—2DOKEHEZIELI=. B
HLEE7EZRDITAZETY,

ZHLEET7ZERUEL=L, RIS =T —2E0D55. Ch
SDETAREL TS T —ANBESNEBENES0E
FITLEY

ZEEL

ZEEL
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DX TAARMNERATESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY
H—ENB=OIHELGR)—
ERE(FMITT D,

TIAIRTIDARUINA LT
HEHR)L—[EENTT H,

FIHILRTCIDARUNATT
HBER)—IEENTIH,

TIHIWNTIDTS—LFY
THHIRII—EENTT M,

TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDARNUNEIFAERBETT HY,
CDARUKME NYTUORR—
AFEEIZLEVMER—ZADIVG
ncTTh,

BEEEEE AT DY
AE

&/PLEVME

BALELME
INYTURRN—RTIFELVNS
A—REFRALTARUIEERE
TEETH.

ZEYHIHE. ARARGES
EBLLEIRTT A

BEDRI—IT45%FAE
FIARNUERBETEEI D,

ZYUY DR, AREARGED
KBOT 232 AT,

W&

[RERRR S (Inside Host) ] IRA R FIL—F 2/ LTIDAAN
UrEEMNZTEILENHYET,

[RERAR R (Inside Hosts) 1. [44&R7R Rk (Outside Hosts) ]
T7AT 24—, TAXD  BEUNAT T/AAR

L

Vg*ﬂi;xh; NERRAN, D747 04—IL, TAXS NAT T
/

(&L

IN)TORAR—RFE[FLEWMER—Z,

92
20 BEBDISAT U RAO—FD /N1 +41:500 M
20 BB T O—RENE=RAO—KD/NAM 1T

(&L

R—RAFAVF=(FHBIEERBRLTULVEVEE D/ 1 MY
ERN)A—ADITTBEIMRNUNERET HIENTEET,

AYAY4

ZEGL
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ARVHMIBET5ERM W&

ANVMSTIHIVEOBAMERD || 5
BESNTOET M,

ZEITDBEE. ENIEA/TI A, ZIGL

ZDEXA)TAARNIATIVIZEDISIZEELET A,
ARVMZBIT5EM &
ARV DEETIEATT N, RAO—K T—2%EELTLARNEIARRE

T (AB—K FSERELTS | DRLHEROBHAR

ARUPDMH—EBIERITHR e o)
IS EERTS EIETORY S —

EERTT, EFa)T1 1Rk

AEETE75—LHTIVEFE
nTIH,

HEIEDEETT D,
BA—FYRT, EF1)TFa ARy . . . o . .
S = - ST 3 R—TA4T ATIVIR, LF—T IR TY

o BT —ARANKR—TALT AT YI R True

*h= s B RF 7=
HEIFEDEEETT N, .« TI:True
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Secure Network Analytics TH| ARl 8EZL (B IR L] TI HYs

ARVMZET 5ER

TI—LOFHEMIZIZEDEIGIE
HARTSINET N,

TI—LDEMEI ) ITEHE
AARTSNET A,

BEO—IZDWVTED KSH4IE
BWARTESINFETH,

W&

Manager: RIS I= W/ Ak, TEUEIX X /NAF. Y DHFE
EIXFTZRKTZ /N,

FRYMTHSLT U BB

Manager: 2— DX 1TAA RV EDRTEINET,
TARINTHSAT U 3mELL

Manager: 70— 42— vk IP Xt REPHRRAS, /XD TH
T4772 B DRREEZ () EYREZ) Mo/ RURDREBEDT
DT4TEEZ 1 LLEDH—/A—/ A, BEU 1000 /31 EL
L DOEFHNAETIALANIEBEINET,

TRIMNTHSATUN . JO—ILERID 5 DB TI1ILEZN
BIhET,

CDEXFAIYTFAARVIDIGEIZDNTE D ESEIERAF BT

SR
ARVMNZEEY HE R
ARUKNID [FRITT DY,

W&

SEC_ID_TARGET_DATA_HOARD (316)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Timeout/tcp

_._ TCP Packet

——» port 520 l
with TTL <2 . P —
203.125.234.84 50.56.217.21

Resulting potential security event entry:

Source Host Groups ** Source Host + | Target HostGroups ~ | TargetHost “*| Concern Index ™* Secunty Events

Singapore 203.125.234.84 Lancope Corporate 50.56.217.21 <CI value>* Timeout/tcp-520(10)

* <CI value> represents a numerical point value that Secure Network Analytics assigns to an event based on

various conditions.

X)) TAARECORAR
CDARINZETHHEM HE

EETHRAMEEL=TCP /Ry yrAD TTL M 2 KiFE T
_ Sy B - LI=o R(L—RIJL—HFF UDP THET B8, TCP /X4 ybD
TOAOLEECDLLIES TinEL B AR, 3<0BE . BEOBHET I T(E T
. ° OFAT A=V E)FEFIET—IDFEE (L—
TG W—THE)ERLET,

ZDARUINR)H—EN 515 Bt
A AIZEERLTOET A, = LAY

?;ﬁi\%ﬁﬂ"*%}h“yﬂiﬂ’é sl

FEEEOIO— T—EHNBET
IhH,

(FlowSensor. 7AX> 747
DA—ILIEE)

NetFlow Z%9'#19 AIZI&. FlowSensor NHAETY,

FE none

LX) TAARUNIFERTELR) O —BRENHYFIT D,
ARVMZBE T HER &
COtF T4 AR

H—EINB-OITRLELGR)—
RE XTI D,
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ARVHMIBET5ERM W&

;gfr_{:),lj;—ifﬁ%\fy;g\\#)—c [REBAR b (Inside Hosts) ], [#} &R Rk (Outside Hosts)]

FIHILERTCIDARUNATT
HER)—EENTITH,

T IHILNTCIDT I—LBA Y
THAR)O—IEENTTH,

?_C_;)g),-lli\ll];c/:—ol)izz;cl%?;?-j [REBAR R (Inside Hosts) ], [#4&BAR Rk (Outside Hosts)]

CDARVNEIARERETT A, LIVR

CDARVME, INYTFTUR R—
AFEEIELEMER—RDLVG  BZELL

nTIh,

BEEEEMIERTY A, ZEL
HFEE ZEITL
=/PLEVME ZEL
mALELME ZEL

INYT R R—RTIFELVNS
A—BEFERALTANVNERAE 3Zu4iL

TEETH,
BLTOHE. WETRLRYE  up
EEMIFATT A, A=

FIcARUrERETEET S, T

BLTOHE. MEARGED  up
REOr—laviE@cye. T

ARUNITIAHILEDEFEN
BRESNTULET D,

ZETDER. ENIEFETITH,
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TFaUTAARUN—E

ZDEX)TAARNMIATINIZEDLSIZEEELETH,

ARVMZEY 3 HM &
ARV DRETIFATT LY ROEETTHEN
BN, (VTR DRETHERA

ARVRDMH—%FIERIT RIS —EENTT A,
BEERTT. EX1UTA ARV EETZ7S5—L AT IRER

I
s BERAVTYY
HEIFEDEETT N, A :True
e Cl:True
B— YT, X)) T4 ARVDEETE7o—L ATIVIKE
nTcTh,
HEIEDEETT D, o TI:True

Secure Network Analytics TH| ARl 8EZL (B IR L] TI HYs

ARUMZB 9 5EM W&

FS—LORMIZEEDESHE Manager FMINRTENET
WORTSNET D FRINTHSAT IR BETL

Manager: IE{E T RARDEF 1) TAARUEMNRIRENZE

o

FRIMNITIFAT N BB

TI3—LDFEMED)VITHE
AARTSNET N,

Manager: 7Dfli%1§iﬁ¥lﬁ@_’7r‘yF IP. ’f’*“/l*d)ﬂ%
MDTIOTATHELD 5 DRIDDARNUDRET VT4
BETO—(2oWTENLSHE  ZIETORREERE. <port>/TCP EL TR EST (TN f=R—

HAFRINET A, b, BEXUV TCP TIAILAMEBEINET
FRIMTHSAT UM 7O—IXERID 5 DRETI1ILEM
BEnEY,
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:bwg_ﬂgl'ﬁ-»r»f&‘/#@ﬁﬁ%(:oL\'CEO)&")@’I‘%*&#‘*IJ%EI
ﬁl:.-ts \o

ARVMMZBET S E R B
AREIDD [FAITThH, SEC ID_TCP_TO(260)
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CDEXF1)TA ARNVMIBEERFONTVNDT I—LIZH T HEMKEHYFEE A

Timeout/udp

UDP Packet
with TTL <2

a

203.125.234.84

Resulting potential security event entry:

——— %10 —— port 520 | ]

50.56.217.21

Source Host Groups ** Source Host % | Target Host Groups +

Target Host  *?

Concern Index ™* Security Events

Singapore 203.125.234.84 Lancope Corporate

50.56.217.21

<CI values* Timeout/udp-520{10)

* <CI value> represents a numerical point value that Secure Network Analytics assigns to an event based on

various conditions.

XA TAARVCDARE

CDARVNMZBETSEM

CDARNUMEIED KSHEEIC
Lo TBIFRIINET H.

CDARVIDR)H—EN 515
B AZERLTOET D,

RIZEITIARERTYTEMAT
Tﬁ\o

FEIZEDOIO— T—ENNET
ERAR

(FlowSensor, 7AX< J7A7
A —ILEE)

IE

W&

EIETTHRRARZEELF-UDP /Sy rAD TTL A 2 RET
L7z, UDP ThL—XRIL—FDNTHNBT=8. CDEFXa)
TA ARNUKIN Y BEEICRET DRIREELHYET, 1=
L. BEAKXEWNGEESIERYNT—IDTFESL—T1>
GIN—THE)ERLTWAERNHYET , Norton
Antivirus H—/\— (X} 59 B 1=, 7R— 38293 A UDP 4
ALTIRDSBRAShTONET,

ZEL

ZEGL

NetFlow 919 5I1Z(%. 70—t —NRETY,

Tl

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

- 246 -



TXLTA AR —E

DX TAARMNERATESR)O—ERENHYETH,

ARVMZET 5ER
ZDEFX2)T4 ARUEHRY
H—ENB=OIHELGR)—
ERE(FMITT D,

TIH IR TEDARUINA LT
HEIR L —FENTI D,

FIHILRTCIDARUNATT
HBER)—IEENTIH,

TIHIWNTIDTS—LFY
THHIRII—EENTT M,

TIHINTIDTSI—LDBAD
THARIO—IEENTT H,

CDARNUNEIFAERBETT HY,
CDARUKME NYTUORR—
AFEEIZLEVMER—ZADIVG
ncTTh,

BEEEEE AT DY
AE

&/PLEVME

BALELME
INYTURRN—RTIFELVNS
A—REFRALTARUIEERE
TEETH.

ZEYHIHE. ARARGES
EBLLEIRTT A

BEDRI—IT45%FAE
FIARNUERBETEEI D,

ZYUY DR, AREARGED
KBOT 232 AT,

W&

RERRA R, SRR AL

REBR AL, SRR A b

LWNZ

ZEL

ZEL
ZEIL
ZEL

ZEIL

ZEEL

ZEGL

ZEIL

ZEGL

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

-247-



TXLTA AR —E

ARVMZET5EM &
ARUNZITIAILEDEFIEN
BESNTOETH,

ZETDEE. ENIXFTTH,

CDEFA)TAARUNMIATIVIZEDLSICEAELFT N,

ARUMBET HER S
ARV DRIETRETT A, A )
B—BUb AT (VTIEDRETHELR

ARVRDR) H—%BIZFREIT RO —IEENTT H,
BEEFTT, X aA)TA ARVIAEETET75—L ATT)IEEN

TIhH.
« SIERAIUTYY
HEIFEDEEETT N, A :True
e Cl:True
B—TYNT, X)) T4 ARVDEETET75—L ATIVIEE
nTIh,
BEIFIEDREETT D, o TI:True
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Secure Network Analytics TH| ARl 8EZL (B IR L] TI HYs

ARVMZET 5ER

TI3—LOFMIZIXEDLIGIE
HARTENET D,

TI5—LDFEREI VDT HE
AARTEINET D,

BEO—IZDWVTED KSH4IE
BWARTESINFETH,

W&

Manager: Sl T RINFE T,

TRAIMNTOZATUR 3ZZEHL

Manager: IZ{ETTRARDEF 1T ARV IMNRRESNFE
ERS

TARINTHSAT UM ZEIL

Manager : 7D~_‘i5£1§ij‘5;69_l72“/|“ P, ANUFDER
DT ITATREZND 1 DRIDARNVNDRETIT14T0E

ZFETORREEHE . <port>/UDP L TREEE T ITHNf=AR—
k. XUV UDP TIAIIL BB EINFET,

TRIMNTHSATUN . JO—ILERID 5 DB TI1ILEZN
BIhET,

CDEXFAIYTFAARVIDIGEIZDNTE D ESEIERAF BT

SR
ARVMNZEEY HE R
ARUKNID [FRITT DY,

W&

SEC_ID_UDP_TO(259)
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To5—LXNRKRANGEVAIATIIA T Z5—LFE =& Trapped Host BFa )T 4 ARURHHE
HLTWASRARN) hod—S vk IRAADEFEZELFRIB SN, T—AXKBEHNITHNELT=,

ZDEXA)TAARN FERTESR)O—ZBENHYETH,
ARVNMCEET5ERM T3
CDARIMI IINYTUORR—

AFEEIZLEVMER—ZADLVG
nTIh,

DX TAARNIATIVIZEDISIZEEELETH,
ARVMNZEET HERM &

FEETT. EXa)T1 4Rk

HNES275—LHTIIEE

nTThH.

BBIEEDRET

T
B—H YT, HHLUT A ARY
MEET 75— L HTIUE WEALTIIR EE—S YU TYIR
ENTTH,

HEIFEDEEET o MBALTYIA True

ERAS e TI:True
ZDEXI)TAARNVIDIEEIZDWNTE D LSRR AFI BT
BETI Y
ARVHMZET 5EM g

ARKID AT H, SEC_ID TOUCHED (28)
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#High_CI
#TrappedHost

TXLTA AR —E

BEBEHDYF—ERICEEFNTLWVENR—FT, FIYTRAN IL—TORIED 1 BHYD
HBRBEEATHOLEWMEEZRANBZFEL . NI DEKTEWVRFT YO T ITAETAD
ATREMZERLTUVET VAT LI WEEH . AX v ENTVSR—k AF¥vo SN TLVSHRAE
PEEHINEWNESIZ, SHIZIET—LDOV)—RBNIFHERF YU EETT SOOI ThiDid
FDRFYUEETLET,

RART IL—T D [[RART IL—TEHE (Host Group Management) ] R— T2 DT IL—T D XRE
B7RLRZERX YT BHRANENS YT T 3 (Trap hosts that scan unused addresses in this
group) ] FTYIRYIREFAUIZL T, ZYRAN =TT HDEEDT7IT(AET1DIE
MEBEMMICLET . COMBRBEREX,. —EHDRANEEN. EE IP PRLRZFEAT S+ 71
EEINBEDNSHRANM V- (EELEHRY—N\—LBE) IZHLTOAEDICL TS
W 3T BHIET. RVNT—IVDHRIBVEELRIVTIZRATHRANERETEEY .

[V &8 7R R b (Outside Hosts) ] TRRAR T IL—T DR FRTRLRAZERAX v 5RAMNE, FSvTEh
= RARDHEMNS IR SN BT=8 . [FFERRRA S (Outside Hosts) ] TRRAR IL—T T DERTEL
ﬁ;}n:—m;ﬁxaamzaﬁma NBDHRAMEINS YT ENFRACD T S—MOTS—LEERK
LEEA.

DX TAARIMNFERTESRIO—RENHYET H,
ARVMNZBET 5 EM 773

CDARUNE NJT R R—

AFEEIFLEVMER—RDNVT

nTIh,

DXL TAARKMNEIATIAVIZEDLSIZEHEELETH,
ARVMZBIT 5 EM g =3

FEIETT. X YTA AMRUE

NEETET7I—LATIVEE BERAVTIVIRGIRIADTIIR
nTIn,

HMEXEDIRET o BEEAUTYIRX True
ERO e Cl:True

BA—FYr T, X a)Ta AR
EEETE75—LATIVIE 2= Vb 12T 99X (High Target Index)
ENTIH,

HEFEDEET

+ e TI:True

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -251-



TXLTA AR —E

:bwg_ﬂgl'ﬁ-»r»f&‘/#@ﬁﬁ%(:oL\'CEO)&")@’I‘%*&#‘*IJ%EI
ﬁl:.-ts \o

ARVMMZBET S E R B
AREIDD [FAITThH, SEC_ID_ TRAPPED HOST(34)
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INFEDRIGEFLITAARUETE D,
COARUHET BHEM R
BAETERA ML, 5 S RIBEAHD UDP /7y ERIEL

FLzo oL, U—E RIHE (DoS) B F=ILFERXTILR
HEDRX YT IOTAETADAREEZRLTVVET,

CDARVMMEED LS ENMEIC
LOTEIERISNFT D,

EIETTRARDY, DoS BE (BRELf=ARR b, F=lEa—H—
NRETTHAAREELHYET) . IRBESNT-R YT —
HT7T)r—2ay  FEETI LD HI=YD UDP /X
TYMNEIMNEBICEVERICEFZRLTWNAIEEZRLTLWVE
T o SHIZKEZLDDoS BN —IFEEL T 4—F VD HEE
« X B4 EETAENTRED/ ST YMSEEINBIEMNLL
AR —SN 515 HYFET,
B AEEKRLTLET A,

f=f2L.UDP /7 yk L—EAELDIE, SYN /N 7yk L—bk
AEWIELYEL— MRG0, TRLEVMEPLHFBRERTE
AEETRKEDRBRIMARELET DIGEELHYET . ZHD
P [CX LTI/ AT MIN D RWNE S ERITAZ
RLTWBIGEENHYET,

EESIN TS UDP /Ty DAL —b, EEDRAII
J.BLVRELEFRERELET, CNERETHEEMEA
EIEEETARAMIRLTIA— 4T EETITHIET
T, VT DEIREZZE. BEM o TS EFa)Tr A
RNULDOEAREEZID 5 D FIIZEREL., (FP5—LNEET S
BE)VRTRANITS—LOBRTHRIIZHRELEFT, Ak
aJL 74J)L5% [UDP D& (UDPonly)] IZERELET ,

HEERMNREINT=6., REIAR P ICKE DD UDP /N4y hY
RICEFTIRERTYIIMAT ECARESNE=ONEERELET, COAIRUEDXRA,
ERAN KE®D UDP I ybNHBI70—DI5A T NRANTH S
58 . [V54T7 2k 1Ny (Client Packets)] £1=1& [95
A7k 184y L—Fbk (pps) (Client Packet Rate (pps))] Tilfi
&‘%i;):tb“’c%id'o BRIk, BHL-2O0—%2RDI+5
—&TY,

THLE=7—%2B D=2 (F. INABEESh=-FETH
EMEINEHERLET  BESN-EMEDHIELTIL, UDP
R—Z M VPN $#5%+° UDP Z{FE L= Web H—/\—~D
7v78—K (Google TLEONFEN)BELAHYET .
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CDARVMNMETHEM

FEIZEDOIO— T—ENNET
ERAR

(FlowSensor, 7AXS  IJ7A7
A —ILIEE)

II:‘\
=

W&

ZEL

ZDEXA)TAARUMN(FERTESLR)O—RENHYET H,

ARV 5ERM
—DEXITAa ARUEHN)
H—ENB=OICHELLR)—
REIIMTT D,

FIHILRTCIDARUDNA VT
&é’-ﬁjl):/_(ighf—a-b\o

FIFIRTIDARNATT
HBR)—EENTTH,

TIAINTIDT =LA FY
THAIRID—FENTT D,

TFIHILNTCIDTS—LNAD
THHARIO—IEENTIT H,

CDARVMEIFERIRETT HY,
CDARUMI INYTUORR—
AFEFEIFLEWMER—RD VT
nTIh,
BEE(E B AL XA T A
HAE

=/LELME

EALELME

INYT R R—XTIEELVS

T

[AERAR A (Inside Hosts) ], [§+&R7R Rk (Outside Hosts) ]

[AERAR A (Inside Hosts) ], [§+&R7R Rk (Outside Hosts) ]

(&L

M7/ (Both)

HEL

75

5 51T 3.6k UDP /X4 wk
5 }fE1T 10M UDP / V7w

ZEITL
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ARVHZBET HER S
A—BEBALTIRULERE

TEET A

BRUTDIHE . AEARLEE o w.
EEFIEMTT D, HAEL

BEORIS— ITASEERY o
FTIoARU P ERBETEET S, 0

ZETDIHE. ARARGED

REOF—savgmTm,  Boel

ARUNZTIAHILEDEIMEDL
BEINTHETH,

ZETDEE. ENIXFTTH,

CDEFA)TAARUMIATIVIZEDLSICEAELFT N,

AR 35 e
ARV A DEIETIFATT A, %E;E\’/_'(\F’T“Jh’éiiﬁbf Ly
A—H R ZETE H, L

ARURDR)H—%BIERITRIS—IEENTIT H,
EETXTT,. EXa)TA ARV EETET75—L ATIIFEN

TFh
. Ej— DDoSYV—RA Y
HEFIEDEETT D, TYI X :True
e Cl:True
B—INT, ER2UTA ARUMEETETT— b NTFIYIEE
hcon,
BEITIEDEEETT H.
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Secure Network Analytics TH| ARl 8EZL (B IR L] TI HYs

ARVMZET 5ER

TI—LOFHEMIZIZEDEIGIE
HARTSINET N,

TI3—LDFEMED)VITHE
AARTSNET N,

B EO—IZ DL TED KS%IE
WHARTEINFETH,

W&

Manager: ELBIE L T= W pp5m, FBMEIL X pp5m. Y DHFRE
fEIXHR KT Zppd5m,

FTRIMNTHOSAT U AL
Manager : iIZ{E TTTRARD X AT A ARV EARTENE

o

TRINYTISAT U BELL

Manager: 70—I[X1EETTIP. 4’*‘>F0)HE§*‘JJO)777_'47‘E%
ZlD 5 ﬁﬁﬁ@‘%'f’*“/l‘@ﬂ%f&@777—‘4’7 BF %I E T B
#iFH . 5K UDP TISILANEBEINFET,

TRIMNTHSATUN . JO—ILERID 5 DB TI1ILEZN
BIhET,

CDEXFAIYTFAARVIDIGEIZDNTE D ESEIERAF BT

SR
ARVMNZEEY HE R
ARUKNID [FRITT DY,
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TXYTAARVEDARE
Stealth_Scan/tcp
Stealth_Scan/udp
Suspect Data Hoarding
Suspect Data Loss
Suspect Long Flow
Suspect Quiet Long Flow
Suspect UDP Activity
Syn Flood

Talks to Phantoms
Timeout/tcp
Timeout/udp

Trapped Host

UDP Flood

Watch Host Active
Watch Port Active

Worm Activity

Worm Propagation

TIHIVETEIYHETOASRAU MK
5,200

4,800
BERxtgIO—IZE D
BERxgIO—IZE DL,
4,000

4,000

9,000
ERZRIO—IZEDI
1,440

4

3

11,700
ERZRIO—IZED
32,000

32,000

400

19,200

FYRIT—IRADY—R RALEIFZ—T VRIS 1 DU LD RAMDSERELED T—2H

ArooO—KLI=CEFRLTWET,

Data Hoarding 72— AIZBHEfT 1T HN TS X T A RUIERITRLET . 2 FB DI,
X AT ARVEDREREIZTS—L ATIVIZEYETOENE T IHILEDRA U ERLE
T —EDEX2TA ARVMIEHRAVIDEESNTOERF A, CNEDARUMNIAETY,
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Xa)T4 ARV LDARI T4 TEIYHTONI RS
Suspect Data Hoarding EERxt&RO—(ZE DL,
Target Data Hoarding BEHAxEIO—(2E DL,

RARH DDoS HEDY—ATHAHEH|BAL-CEERLTVET,

DDoS V—ART7S—AIZEEM TN TS EF A TAARUMERISRLET . 2FBE DX, &
FaA)TAARVIDERERICTS—L ATIVICEYLETONBET IHILEDRA UM ERLE
T o —EDEX)TA ARUMIUFIRAUVIRRESNTOER A cNBEDARNUNEIAIETY,

XY TA ARV DAR T I+ IR TEIYETONSRSAU MK
Half Open Attack 12,600

[ICMP 25wk (ICMP Flood)] BEfR&IO—IZ& D,

Packet Flood 5,600

Slow Connection Flood 10,800

[SYN 75YK (SYN Flood)] BEfR & TIO—IZH& D,

[UDP 5k (UDP Flood)] BERRIA—ITE DL

RARD DDoS MEDNA—S Y THAEHIBALI-CEERLTULVET,

DDoS #—4 w7 o—LIZEEMITON TS X TAARNUERIZRLET 2 BFEH DS
[T, XA TAARVDRERFIZTS—LATIVIZEY Y TOENET I7HILEDIRA U M E TR
LET, —EDEXa)Ta ARNUMMIFIRAVIDNEESNTOEREA CNODARUKIFET
ERS

XTIV DAR TIHILNTEIYETONSRAU MR
Connection From Bogon Address Attempted 900

Connection From Bogon Address Successful 14,400
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TXYTAARVEDARE T4 INTEYETONERA UMK
Half Open Attack 12,600

ICMP &%15 BER{RIA—ITE DL,

New Flows Served ERXgIO—IZE DL,

Packet Flood 5,600

Slow Connection Flood 10,800

SYNs Received EfRxtgoo—IZH&H DL,

UDP Received B RIO—IZE DL

BEELGEDT —IMNEmESNSRERASENEBRANEBILET . RARTINLDARUEA
??ﬂlh')ﬁ—‘éhs ZDENBRESNTNDLEMEZBRDE, T—RRBTS—LNRELE
T—ARBTI—LICEEMTON TS EFa) T ARUNERIZRLET 2FBDIIIE, &
Fa)TAARNVEDRERIITI—L ATIVIZEYETOENES T IAILEDRA UM IERLE
T —EHDEF1TA ARUMIFRAVIAEEENTOVER A CNEDARUMIAETY,

Xa)T4 ARV NDART TI74INTEIYHTONIRSIU M
Suspect Data Loss EHEgIO—(2E DL,

— LDIEBFERR LY DIy X T EEBL - RAMIEBHEICEBALESETHEEDSR
HEBELET,

IHRTOAM 75—LIZEAEMFLNTONDEFA)TAARULERIZRLET 2 ZFB DX,
X ATAARVEDRERFIZTS—LATIVICEYETOENS T IHILEDRA UM ERLE
T, —EDEXI)TA ARUMMIIIRAVIDRESNTOWERF A CNEDARUMNEIRIETY,

Xa)T4 ARV DAR] TFIAIATEYHTONSZRA UMK

Brute Force Login 10,800
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TXa) T4 ARV D AT T4 TEYHETONSRA UMK
Frag:First_Too_Short 6,000

Frag:Sizes_Differ 6,000

Frag:Packet_Too_Long 6,000

High SMB Peers 32,000

Scanner Talking 180

Suspect UDP Activity 9,000

Touched 8,000

Worm Activity 400

Worm Propagation 19,200

HIOIYME BEDRVENT =Y RO —ITERT HEELRLTVET,

Policy Violation 72— AIZBEER TN TS X)) T4 A RVNERIZRLET . 2FZB D5
&, EXA)TAARVDFEERICTS—L HATIVICEYLETONE T IAHILEDRA U E TR
LET, —FDEX1)Ta ARUMMIIRAVIDBRESNTOWERF A CNEDARUNEIRIET
ERS

XU T ARV DAERHT T TRV L TOA SRS M
Connection from Tor Attempted 1,000

Connection from Tor Successful 4,000

Connection to Tor Attempted 5,400

Connection to Tor Successful 5,400

High File Sharing Index ERxgIO—(ZE DL,

High Volume Email 3,200

Inside Tor Entry Detected 32,000
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TXYTAARVEDARE
Inside Tor Exit Detected
MAC Address Violation

Mail Rejects

Mail Relay

New Host Active

Spam Source

Watch Host Active

Watch Port Active

TIANWFTEIVHETONERA MK
32,000

6,300

2,400

2,400

2,800

9,000

32,000

32,000

TCP E=(X UDP ZEAL. B D HRARERIILTWARIET, BEMNICEEDHIATYVDF
EERLTWET, oD AT L, [MERIEEFEIEINFTET L., RV T—IIZx0T5HEDE
HIEEETHY . CORFvr UL, BB DO AN LKEEENHYET,

Recon 72— LIZEAEM TN TS EXFTA A RVMERIZRLET . 2FB DAL, ¥
T4 ARNVEDRERFIZTS—LATIVIZENYETOENST IHILEDRA M ERLET , —
BOEX2) T4 ARUMIFIRAVEDRRESNTOER A cNBDARUMNEIAIETY,

X T4 ARV EDETH]
Addr_Scan/TCP
Addr_Scan/UDP

Bad_Flag ACK

Bad_Flag All

Bad_Flag NoFlg

Bad_Flag Rsrvd

Bad_Flag RST

TIAIWETEIVETOENS R
4,000
4,800
4,800
4,800
4,800
4,800

4,800
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TXYTAARVEDARE T4 TEYHETONSRA UMK
Bad_Flag SYN_FIN 4,800
Bad_Flag URG 4,800
Flow Denied 162
High SMB Peers 32,000
ICMP_Comm_Admin 7
ICMP_Dest_Host_Admin 7
ICMP_Dest_Host_Unk 7
ICMP_Dest_Net_Admin 7
ICMP_Dest_Net_Unk 7
ICMP_Host_Unreach 7
ICMP_Net_Unreach 7
ICMP_Port_Unreach 7
ICMP_Src_Host _Isolated 7
ICMP_Timeout 1

Ping 7
Ping_Scan 14,400
Port Scan 10,800
Reset/tcp 3
Reset/udp 2
Stealth_Scan/tcp 5,200
Stealth_Scan/udp 4,800
Talks To Phantoms 1,440
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TXa) T4 ARV D AT T4 TEYHETONSRA UMK
Timeout/tcp 4

Timeout/udp 3

Trapped Host 11,700

REBRASDNERDHFBARGRAT VYU FEEDMDEEDHIKRBDZEETHo-CLE
TLTWEY,

DRGADTYIRER—T I AT IIR ATIVIERLEX 2 TAANUREFRALET ARV
ESREETARAMIE DTN A—ENBE NVRIAVTIIRTS—LNRELEFT , ARNVEN
B—F YR IRAMZI&>TR)H—EN D&, TargetIndex T5—LMNRELFET,

Target Index 7 o—LIZEEF TN TS X)) T4 A RUNERITRLET . 2FB DFIIE,

THA)TA ARVIDRERITTS5—L ATIVICEY HTONST IAIMDRA U MEERLE
Yo —EHDEFTA ARUMIFRAVIAEREENTOER A CNODARUMIFAETY,

XAV TA ARV DA T TRV L TOA SR
Bad_Flag ACK 4,800
Bad_Flag All 4,800
Bad_Flag NoFlg 4,800
Bad_Flag_Rsrvd 4,800
Bad Flag RST 4,800
Bad_Flag_SYN_FIN 4,800
Bad_Flag URG 4,800
Beaconing Host 9,000

[RRARHRY MR CRCITEIZEX1T (Bot

Infected Host — Attempted C&C Activity) ] 22,400
[RRMSRY MERE: CRCITBIAY (Bot 4, 000

Infected Host — Successful C&C Activity) ]
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TXa) T4 ARV D AT

Brute Force Login

Connection From Bogon Address Attempted
Connection From Bogon Address Successful
Connection From Tor Attempted
Connection From Tor Successful
Connection To Bogon Address Attempted
Connection To Bogon Address Successful

Fake Application Detected

Flow Denied
Frag:First_Too_Short
Frag:Packet_Too_Long
Frag:Sizes_Differ

Half Open Attack

High SMB Peers

ICMP Received
ICMP_Comm_Admin
ICMP_Dest_Host_Admin
ICMP_Dest_Host_Unk
ICMP_Dest_Net_Admin
ICMP_Dest_Net_Unk
ICMP_Frag_Needed

ICMP_Host_Precedence

TIAIETEYHTONZRA UMK

10,800
900
14,400
1,000
4,000
8,100
14,400
4,000
162
6,000
6,000
6,000
12,600
32,000
BERdRIA—IZE DL,
7

7

700

700
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TXYTAARVEDARE T4 INTERYETONBRA UMK
ICMP_Host_Unreach 7
ICMP_Host_Unreach_TOS 2,800

ICMP_Net_Unreach 7
ICMP_Net_Unreach_TOS 2,800
ICMP_Port_Unreach 7
ICMP_Precedence_Cutoff 700

ICMP_Proto_Unreach 700

ICMP_Src_Host Isolated 7

ICMP_Src_Route_Failed 700

ICMP_Timeout 1

Inside Tor Entry Detected 32,000

Inside Tor Exit Detected 32,000

MAC Address Violation 6,300

Max Flows Served EEfRxtgoo—IZH& DL,
New Flows Served BEfRxZIO—I2E DL,
Packet Flood 5,600

Ping 7

Ping_Oversized_Packet 2,400

Port Scan 10,800

Reset/tcp 3

Reset/udp 2

Scanner Talking 180
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TXYTAARVEDARE
Slow Connection Flood
Src =Des

SSH Rev Shell
Stealth_Scan/tcp
Stealth_Scan/udp
Suspect Long Flow
Suspect Quiet Long Flow
Suspect UDP Activity
SYNs Received

Talks to phantoms
Target Data Hoarding
Timeout/tcp
Timeout/udp

Touched

Trapped Host

UDP Received

Worm Propagation

TIAIWETEIVETONS RS
10,800

4,000

11,700

5,200

4,800

4,000

4,000

9,000
ERxgIO—IZE D
1,440
ERxgIO—I2E D
4

3

8,000

11,700
ERxgIn—IZE D,

19,200
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