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Ready to Complete
Verify the settings for new port group.

Properties The following port group will be created:
Ready to Complete Mame: FlowSensorPortGroup
Number of Ports: 128
WLAN type: VLAN Trunking

WLAN Trunk Range: 0-4094

Help

< Back I Finish I Cancel |
=)

9. EMTEEHEELIR. [#¥& T (Finish)] &2 vILET , [Rvk 7—F> % ( Networking) ] *V')—
[ZFF LU dvPort T IL—THR REhET

T Ty

8 vM-Mgmt
&
S Net1DVS-DVUplinks-1354
& MONNELI-6.0

Net1
2, Promisc-Net1
Net2DVS

10. #FH LU vdvPort JIL—T%&H U)oL T, [% E OfF 5 ( Edit Settings) | ##RLFET .

© 2017 Cisco Systems, Inc. AllRights Reserved.
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cisco
R N N
& vMm-Mmgmt
O @ NetiDvs
B Net1DVS-DVUplinks-1354
%I :nunNet:l-ﬁ.Ow Alarm »
% E:;isc-Netl [ EditSettings.. |
Net2DVS Delete
[ 1PvETestBed
[E Regression Test Bed
[E% 7 ( Settings) | # A 7RI R RO BHEET
r@ FlowSensorPortGroup Settil
o Mode: .
MAC Address Changes: ‘Ac:ept j
Forged Transmits: ‘Actept j
Help Cancel
1. ERIDORAUT, [£F2)7+(Security) ] ZEIRLFET .
12. [ £ Bl T—F ( Promiscuous Mode) | F OwI & YRS DA Bl DRA2 T, [E R
(Accept)] Z:EIRLFET,
13. [OK] &9l T, FA4T7RIEFALET,
14. Flow Sensor VE HVLAN vk 7—2 k57499 &3E VLAN Rk 0—9 E 5740900
TE=RLFT D,
o TIELIDHEE . BB TEHRTYIERYRL TdvPort JIL—TEEBMLET,
o TLWRIDBZE . RORTYIHEAFET,
15. ESX H—/3\IZ, Flow Sensor VE IZ&BE=4x R &2 55 D VDS HHYET H

18

o NEWVIDBE. XOVDS TR LT YT HIRATYIERYRLET,
o TLWWAIDZEE . XRODEILIVITHEHET,
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MORE T NEE G TEDLIC REBTTIATURIZILEF D CPU EATEY
Y —ZHE Y THNI=)—R T—ILHWLE T, ZOFJIE TIX. Stealthwatch R 88 775
ATUADBE Y HENYY TEETHLLWY—R T—ILEE M T EHEKIZDOVTEHBALET,

(GE) BEICELTRETISATVRIBEF D)) —R T—)L&E A TEET, 1=1ZL.
ROFIBEER LT ARBTISATURDE Y] IZE E THDIT+ 5 )Y —RHBEE7FE DY
Y—R T—)UZB| YL TON TSI EEHE B T2 B HHYFET . VMware Web Client v5.5
AVA—TIAREE R T5EE . CSITR R INBLKOHDE H IR BYVET, TDI=0.
HEIZIECTHI avmE NVERLET,

))—RT—IHEETHESX Y—NIR B T7ISATURAA D)) —R T—)VEEB IS 5IC

F. ROFIEEZEITLET .

1. ERIDAARUN)Y—T, ESX H—/\DIP PRLRZEH VIOL . RvT 7T A=a—h
5 [#7 #8 )Y—R T—JU New Resource Pool) ] Z:# iR §5h. Web V547U T[T RTD
vCenter 7%33>( AllvCenter Actions) | > [#7 R )Y —X 7—J{ New Resources Pool) ]
TERLES,

File Edit View Inventory Administration Plug-ins Help

4 G4 €y Home b g Inventory b [ Inventory

i =)
e :
1
ﬁ G New Virtual Machine... Ctrl+I

|6“ Mew Resource Pool... Ctrl+0

E Enter Maintenance Mode
Rescan for Datastores...
Add Permission... Ctrl+P ]

% Shut Down
B

Reboot

Report Summary...
Report Performance...

Open in New Window... Ctrl+Alt+N

[)Y—R T— )LDk pf ( Create Resource Pool) | 4 7O5hBH EE T,

© 2017 Cisco Systems, Inc. AllRights Reserved.
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Edit Settings

Name: Ilancnpez

[~ CPUResources I
Shares: INnrmal ;I I 4000
Reservation: 0] MHz

J

FiN
v Expandable Reservation

Limit: -—J [ seese=] mhz

¥ Unimited
—Memory Resources
Shares: INnrmaI jl 163840 =
Reservation: = 8192 MB
/
A

v Expandable Reservation

Limit: —_— 177617 | MB
J I sl

™ unimited

& Remaining resources available

2. [&EI(Name)] Z4—ILRIZ, SOV —RTI—TDHE R IFERTHEH1EADLET,
3. [CPU JY—X(CPU Resources) ] 273> N’ TE (FZ B LAZ LTS,
4. [AE)")Y—Z(Memory Resources) ] €93 T, R DIEEEETLET .

o [)—REH |(3R=D)DTTFATUVADER THEINTWBEIIZ[FH
(Reservation) ] 21—ILF EZZEELFEFY,

o [E %R (Unlimited) | FvoRWIREI IIL TAIIZLET .

! 4GB R DAEIE YR EhFEA, 4GB R HEIYE Tonde, AEIF
B 77—LD)A—SNT, JA—ET—ER—RIR FINFELA,

7. [OK] &9 WWILET , J—RT—ILHBAURUR) V=D ESX H—/\DTF IZR RENFE
ER

File Edit View Inventory Administration Plug-ins Help
(<] |Eﬁ Home b g Inventory b [l Inventory
& &
ERE| J0.80
e i [ S —
& wercope / [efoa LS EG By, Summary - Virtual Machines | Resource Allocation
& [lancope2
e P What is a Resource Pool?
v} -fenf
i} -smc Resource pools can be used to hierarchically partition
@ buntu01 available CPU and memory resources of a host.
i} -fe-nf
B sme Creating multiple resource pools allows you to think morg
[ us ESX about aggregate computing capacity and less about the]
total capacity of the host Ig addition, you do not need tq
N a N
el il

© 2017 Cisco Systems, Inc. AllRights Reserved.
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8. JJ—RT—)LEEIRL. [J/—ADE| YL T(Resource Allocation) ] #7%49')voL T
CPU LAY Y —RDE YL TERRBLET , Web 2517k Tl [ ( Manage) | &
J%&91)v9L T, [CPU JJ—RBELUAE!1))—Z( CPU Resources & Memory
Resource) | #2' )L FEY,

Getting Started | Summary | Virtual Machines [EELIAIME LN, Performance | Tasks &Events | Alarms = Permissions ' Maps

Py Memory
CanfiguredReservation: 0 MHz ConfiguredReservation: 8292 MB
Reservation Type: Expandable Reservation Type: Expandable
Used Reservation: 0 MHz Used Reservation: oMB
AvailableReservation: 31960 MHz AvailableReservation: 39357 MB

View: CPU Memary Storage

Name Reservation - MHz Limit - MHz Shares Shares Value % Shares

i
i o "l

9. Flow Sensor VE #3E VDS B [CAV AR —ILLFET H, (U TR B DM IZDLNT
X, 5B LTS,

o NI DBE .. RONEZE R R—k JIL—TOEMN €I avlSEHET,
o TWWAIDIBE . TRETIFATUADA AR —)L)(29 X—D) [THEHFT,

© 2017 Cisco Systems, Inc. AllRights Reserved.
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1
Z1VN

= Bll7R—k 7 IL—T M1 N

(X)) SO aDARIE. FE VDS R T—UIZDHEZ E LET, Ky T—ITVDS %
FRALTWSIE S IE. IRETISATUADA AR —ILI(9 R—D) [TH#E ATLEELY,

W) —RE|YY TEF TV —R T—)LEE & LT=#% . Flow Sensor VE TOE=Axt

REGBRBRAVF L BERNAR—F JIL—TEEMTILELIHYET, COBMIE
ETERD2DOODFIRZEITVET

R—k JIL—TDE M

2. R—k TIL—T D = Il T—K ~DK T

R—k JIL—TDE M

22

R—k JI—TH#EBMTBIZIE. ROFIEEETLET,
. AURURY D )—TESX H—/\EE R L . [5% 5 ( Configuration) ] 279 )ILFET,

File Edit View Inventory Administration Plug-ins Help
E E |E} Home b g Inventory b [l Inventory
+

g @

VMDemoB80 lancope.com VMware ESXi, 4.1.0, 260247
“h Summary | Virtual Machines ' ResourceAllocation | Performance  Configuration ' Local Users & Groups | Events | Pern
close tab

What is a Host?

A host is a computer that uses virtualization software, such Virtual Machines
as ESX or ESXI. to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

You can add a virtual machine to a host by creating a new Host l

one or by deploying a virtual appliance.

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it. such as Windows or Linux.

vSphere Client
e, e S s, =l ‘—‘h . o S,

[% 7 ( Configuration) | R—UH\BAEET,

© 2017 Cisco Systems, Inc. AllRights Reserved.
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|Eﬁ Home b gf] Inventory b [l Inventory

& &

5] .0.80

Hardware

» Health Status

Storage Adapters

Processors
Memary

Metwork Adapters
Advanced Settings
Power Management

Software

Licensed Features
Time Configuration
DNS and Routing
Authentication Services

Virtugl Machine Starﬂ irSE gdown

Configuration

Sensor | Status
[@ DellInc. PowerEdge 1950 & Norma

i

2. [/\—F 9z 7(Hardware) | XA > T [vk T—F> % ( Networking) | #0'JvILFT,
[£% € ( Configuration) ] #7IZ1&. 4 VAR —ILEN TSR 18 X1 YFDYRE HiFk RS

3.

FY,

Getting Started

YMDemo80.Jancope.com VMware ESXi, 4.1.0, 260247

summary | Virtual Machines

Resource Allocation

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profie

System Resource Allocation
Advanced Settings

1 Management Netwark
vmk0 : 10.192.0.80

Hardware View: lm
Health Status Networking
Processors
Memary Virtual Switch: vSwitchd
Storage Virtual Machine Port Group
q »  Metworking L3 WM Netwark
Storage Adapters B |8 virtual machine(s)
Metwork Adapters proteus_ESX
3 Advanced Settings mary-smc
} Power Management Ichqubuntudl
{ Flows: VE
Sl FlowSensor-VE2
H Licensed Features mary-fc-nf
I Time Configuration Steve-fo-nf
1 DNS and Routing Steve-smc
% Authentication Services WMkemel Port
{
i
4

Virtual Machine Port Group
(1 WM Network 2

FlowSensor-VE

Virtual Machine Port Group
51 WM Network 3

WLAN ID: All (4085)

Virtual Machine Port Group
54 VM Network 4

B |1 virtual machine(s) | VLAN ID: All {409

FlowSensor-vE2

Performance

= |1 virtual machine(s) | VLAN ID: Al (4095)

oyl Local Users & Groups | Events

e
Physical Ada

E@ vmnico 100 Full |03

2
2
]

e
e

-

5
LB

)RR ZRYO—)LL T, Flow Sensor VE IZ&2E=45% R LR BRI vFER DIF, [F
A/\74( Properties) | U2 9%&9' )L ET . IR B XA vF D [FOs \T1( Properties) | 347

© 2017 Cisco Systems, Inc. AllRights Reserved.
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IRy AN EET,

) vSwitch0 Properties

Parts |Netwnrk Adapters I

—wSwitch Properties

Configuration | Summary ‘

3F vSwitch 120 Ports ‘ Number of Ports: 120

g WM Network Virtual Machine ...

g ManagementMet... vMotionandIP... [~ Default Policies

@ VvMNetwork2 Virtuzl Machine ... Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: =
Burst Size: =
Failover and Load Balancing
Load Balancing: Port ID
Metwork Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Active Adapters: wmnic)
Standby Adapters: None

(ﬁ — Unused Adapters: Nane

—

Close Help |

4. [(BH(Add)]E2)ILFET, [Ryk T—Y D8 N ( Add Network) ] o4 H—K ABHE. [#E
#: 24 7( Connection Type) | R—U R RehZd,

5. [##E#t 247 ( Connection Types) ] DT T [k 28 <> >/( Virtual Machine) ] &R L . [R~
(Next) ] 9 JILFT . [ 5% F ( Connection Settings) | R—UHBAEET,

24

Connection Type
Networking hardware can be partitoned to accommodate each service that requires connectivity.

Connection Type
Connection Settings
Summary

Connection Types

¥ Virtual Machine
beled network to handle virtual machine network traffic,
" vMkernel

The YMkernel TCP/IF stack handles traffic for the following ESXi services: YMware vMotion, iSCSI, NFS,
and host management.

Help

Cancel

< Back | Next > I

|

© 2017 Cisco Systems, Inc. AllRights Reserved.
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Virtual Machines - Connection Settings
Use netwoark labels to identify migration compatble connections common to two or more hosts.

Connection Type Port Group Properties
Connection Settings
Summary Metwork Label: IVM Metwork 3
VLAN ID (Optional): All (4095) 2
Preview:
Virtual Machine Port Group e - Physical Adapters
WM Netwark 3 e E@ vmnico

VLAN ID: All {4095)

Virtuz!| Machine Port Group

WM Network g«
\ikams] Port

Management Network gq
wmk0 :

.0.80

v
VLAN 10: Al {5085)

gq

Help | < Back | Next > I Cancel |

6. BEIZGL T, R—k JIL—TD[ vk T—2 5~ Network Label) | ZZE B LFT,

7. Flow Sensor VE BCDR—bk JIL—T# B T RTDVLAN Db ST 00%BE R TEDELS
(29 B1=%IZ, [VLAN ID] K BT E )RR E91 )09 L T[T XT(4095) (Al (4095)) ] Z:&
RLET,

8. [RA(Next)] #9UvILFET, HI—R—UHBHE, BMLIR—k JIL—THRRTEIhFE

Ready to Complete
Verify that all new and modified virtual switches are configured appropriately.

Connection Type < Host networking will indude the following new and modified wSwitches:
Connection Setfings Preview:
Summary

t Group Physical Adsptars Lag
g BB vmnico

VLAN 10: Al {5085)

- o Gen
WM Network g«
\ikams] Port
Management Network gq
wmk0 : .0.80

rtus| Machine Port Group
VM Network 2 o 4

VLAN 10: Al {5085)

Help | <tace |[ Esn | concel

© 2017 Cisco Systems, Inc. AllRights Reserved.
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9. [# T (Finish)] &0 9 d&. R 1BRAVFD[F0O/5T4( Properties) | ¥4 7RJIZR Y.
#FLULR—k JIL—THZIIZR RSNET,

&) vSwitch0 Properties

Ports |Network Adapters I

I Configuration | Summary | RN DA = -
T vsuitch 130 Ports Network Label: WM Network 3
@ VMNetwork virtual Machine ... VLAN ID: All (4093)
g Management Net.. vMotion and IP ...
@ vMMNetwork2 Virtual Machine ... [~ Effective Polides
| @ VMNetwark3 Virtual Machine ... Security
g WM Network 4 Virtual Machine ... Promiscuous Mode: Accept
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: - =
Peak Bandwidth: =
Burst Size: =
Failover and Load Balancing
Load Balancing: Port ID
Network Failure Detection: Link status only
Notify Switches: Yes
Failback: Yes
Active Adapters: wmnicO
Standby Adapters: None |
Add... Edit... Remove Unused Adapters: None i

10. RO AVITEHAFET .
R—k JIL—TDEZERE—FDEFE
h"—hk TI—TE2EERNTRIZRETDIZUE. ROFIEEZETLET,

1. R XA YFD[FOs\T+1( Properties) | #4 7AYHRWIRT, B LIzR—k JIL—T%%E
RLTHRE(Edit) | 2V IILET .
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Configuration
vSwitch
VM Network

VM Network 2

| Summary |
120 Ports
Virtual Machine ...

Management Net... vMotionandIP ...

Virtual Machine ...

D VMNetwork3

Virtual Machine ...

Ports INetwurk Adapters I

—Port Group Properties
Network Label:
VLAN ID:

WM Network 3
All (4095)

r— Effective Polides

Security
Promiscuous Mode:
MAC Address Changes:
Forged Transmits:
Traffic Shaping
Average Bandwidth:
Peak Bandwidth:

Burst Size:

Reject
Accept
Accept

Failover and Load Balancing

Load Balancing:

Network Failure Detection:
Motify Switches:

Failback:

Active Adapters:

Standby Adapters:

Add... | (DI Remove |

Unused Adapters:

Port ID

Link status only

Yes
Yes
vmnicO
None

None

m

-
Close | Help |

R—k ZIL—T D [F0s%F4( Properties) | ¥4 7AT R AN EET

[ VM Network 3 Properties

TraFﬁc Shaping I NIC Teaming
Port Grote-Properties

MNetwork Label:

WLAN ID (Optional):

VM Network 3

o Ga095)

VERRLEYS,

© 2017 Cisco Systems, Inc. All Rights Reserved.
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2 VM Network 3 Properti (23]

General Security WTrafﬁc Shaping ] NIC Teaming I

Policy Exceptions

v ‘Accept
MAC Address Changes: - ‘Accapl

Ledlelled

Forged Transmits: - ‘Accept

[4& Z 5| E—F ( Promiscuous Mode) ] FTIRwIREAIZL ., K BYTH )R His [
2 (Accept) | ZEIRLET,

[OK] &9 )v9L T, R 38 XA vF D [F0/s \T4( Properties) | ¥4 7RJIZRYET,
[BAC3(Close)] #9')9L T, R XA YyFD[FO/\T4( Properties) | FA 7RI T L
F9, FHLLVR—k JIL—Th, [E& 7 ( Configuration) ] #7 M [Ruk T—F2 %
(Networking) | R—2 2R R ENFET S
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VMDemoB0.lancope.com VMware ESX|, 4.1.0, 260247

Getting Started ' Summary | Virtual Machines ' ResourceAllocation | Performance

Hardware

View: |Virtual Switch

Health Status
Processors

Memory

Storage

MNetworking

Storage Adapters
Metwork Adapters
Advanced Settings
Power Management

Networking

Virtual Switch: vSwitcho

Virtual Ma t Group
£ WM Network
= & virtual machine(s)
proteus_ESX
mary-smc
Ichqubuntu0i

Software

FlowSensor-vE
FlowSensor-VE2

Licensed Features

Time Configuration

DNS and Routing

Authentication Services

Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile

System Resource Allocation
Advanced Settings

mary-fe-nf
belan-fenf
belan-smc
VMkeme! Forc
[ Management Network
vmk0 : 10.192.0.80

= VM etwarl

6. Flow Sensor VE A%, M ESX H—/\Lt DRI DR 18 RA vy FEE=HALETH,
TAR—=k TIL—T D (22 R—2) IZR Y, RO B R UFITHL

o TEILIDIEE

FlowSensor-VE

FlowCollector NetFlow VE

wrtua| M. 2 Port Group
= VMNetvnrki

SMCVE

= 2 virtual machine(s) | VLAN ID: All (4095)

[ 1 virtual machine(s) | VLAN ID: All (4095)

Configuration

e

Physical

Local Users & Groups | Events b

Remove...

Adaptars

B vmnic0 100 Full

s &
5% =
s &
&

-4
&5
(-4
-4

[CE %

[CE %

&
@

gﬂ:

TIRTDRTYIERYBLES

o TLWWZIDGE

x 28 77°54 7>x0)4 L —)b

RONEIETTSATOADA A — )32

Properties...

]

EAHFEYT,

’7‘!'\

ETE %?%au& RDFIE &%ﬁ L,i'd“o
. B O—REFEHRORBTIZATURI IO T(OVF) D7/ IVERELET .

2. vSphere Client x=2—T. [774 JU File)] > [OVF 7> 7L — O B ( Deploy OVF
Template) | #9')v9LFF ., Web 95147k Tlk, RRNEH )99 T[OVF 7o L—
+ D B ( Deploy OVF Template) ] Z#iRL %9,

File | Edit View Inventory Administ

Mew 3
‘ Deploy OVF Template...

Export 3

Report »

Browse VA Marketplace...
Print Maps

Exit

© 2017 Cisco Systems, Inc. AllRights Reserved.
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(3¥) Web 954 7D OVF ToTL—bk 45 —K TREFIE DR R &F2/ o ThHEHh
ICRGUETH. FIEIER L TY, 1 2D EL T, Web 954 7 b TIE [/ —X(Source)]
T34 [V —AD5 Fit (Source Location) ] Zf# FALF Y, T DA A— T, & B O i A
5= OVF 77—k OK il ITF I AR R ENTLET,

Deploy OVF Template 2)

1 Source Ready to complete

Review your settings selections before finishing the wizard
+  1a Selectsource

~ 10 Review details OVF file hitp:/h 1451% JFlowCallectord 6.0/latesUOVFILancope%20F]
«  1c AcceptEULAS Collectort20NetFlow.ovf
2 Destination Download size 993.0 B
Size on disk 500 GB
 2a Seleciname and folder Name Lancope FlowCallector NetFlow
' 2b Select storage Target of
+  2c Setup networks Datastore Eng
¥ 5 Ready to complete Foler Pear
Disk storage Thick Provision Lazy Zeroed
Network mapping VM Network to dvPG-205Net
IP allocation Staic - Manual, IPvd

[ Power on afier deployment

Back Finish Cancel

[OVF 7> 7L —h O B ( Deploy OVF Template) ] o4 —K AR EET

(Gommorere . ==

Source
Select the source location.

Source
OVF Template Details
Name and Location
Host / Cluster
Resource Pool
Disk Format Deploy from a file or URL

|e:\sers\bfield\Dacuments\OVF files\SMCVE-6.2.0-2012.02 +| | Browse...
Enter a URL to download and install the OVF package from the Internet, or

specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Ready to Complete

Help < Back Next Cancel |

3. [BH(Browse)] &9UvIL. IRETITSA T AOVF D74 IVEREL TEIRLET,
4. [R~(Next)] &9 )03 %, [OVF ToTL—k D # ( OVF Template Details) ] R—

30

(Web 2547k : 1b. [5% #ll (DHE 52 ( Review details) |) A&k RSN FET
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OVF Template Details
Werify OVF template details,

Source
OVF Template Details
End User License Agreement
Name and Location

Host / Cluster
Resource Pool vend
Disk Format o
Ready to Complete Publishe

Product: Lancope SMC

Download size: 1.8GB

Size on disk: 3.1 GB (thin provisioned)
50.0 GB (thick provisioned)

Description:

Help < Back | Mext > I Cancel |

5. [RA(Next)] 0 IILET, [TVF A—H S/t XZ2 #( End User License
Agreement) ] HBAEET( 1c. [EULA D& 53 ( Accept EULAS) ]) »

End User License Agreement
Accept the end user license agreements.

Source
OVF Template Details
End User License Agreem< [y ST CAREFULLY READ THE TERMS AND CONDITIONS OF THIS CLICK WRAP SOFTWARE o
Name and Location LICENSE AGREEMENT ("AGREEMENT") BEFORE TNSTALLING OR USTNG THE SOFTWARE OR.
Host / Cluster DOCUMENTATION (THE "SOFTWARE®). BY CLICKING "ACCEPT ALL LICENSE AGREEMENTS” BELOW

Resource Pool AND/OR OTHERWISE PROCEEDING WITH INSTALLATION OR USE OF THE SOFTWARE, YOU |
Disk Format ACKNOWLEDGE YOUR ACCEPTANCE OF THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF

- YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THIS AGREEMENT, THEN DO NOT CLICK
Ready to Complete "ACCEPT ALL LICENSE AGREEMENTS" BELOW AND DO NOT INSTALL OR USE THE SOFTWARE. IF
YOU ARE ENTERING INTO THIS AGREEMENT ON BEHALF OF AN ORGANIZATION, ALL REFERENCES
TO "CUSTOMER," "YOU™ OR “YOUR™ IN THIS AGREEMENT WILL MEAN COLLECTIVELY THE
ORGANIZATION AND THE INDIVIDUAL END USER OF THE SOFTWARE. ALL REFERENCES TO
“LANCOPE” OR "WE" WILL MEAN LANCOPE, INC., A DELAWARE CORPORATION.

FOR GOOD AND VALUABLE COMSIDERATION, THE RECEIPT AND SUFFICIENCY OF WHICH ARE
ACKNOWLEDGED, LANCOPE AND CUSTOMER AGREE AS FOLLOWS:

1, License of Software. This is a license to the Software, The Software is provided to you subject
to the following terms and conditions which define what you can and cannot do with the Software,
as well as limitations on warranties and remedies.
2. Grant of License; Intellectual Property Rights.

2.1. License to Software. Lancope hereby grants to Customer a personal, non-transferable,
non-exdusive, world-wide, perpetual (except as limited by Section 9 below) license (with no right to
sublicense) to (i) use the Software (with any updates, upgrades, changes or enhancements that -

< m | » Accept I

Help < Back MNext = Cancel |

6. [EHREHEE LR, [RE T 5H(Accept) | #7')IL T[R~(Next) | &0 IILET, [4
Al &35 F (Name and Location) ] RS—U A\BHEES( 2a. [£ I E7A4)LE DE R ( Select
name and folder) ]) ,

© 2017 Cisco Systems, Inc. AllRights Reserved.
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MName and Location
Spedfy a name and location for the deployed template

Source Mame:
OVF Template Details
End User License Agreement
Name and Location
Host / Cluster
Resource Pool
Disk Format
Ready to Complete

The name can contain up to 80 characters and it must be unique within the inventory folder.

Inventory Location:
B [ ¥C.lancope local
LCHQ QA

m Help < Back | Mext > I Cancel |

7. BEIIGLCT, ARV Y—IZR RENDR BT ISATUORADRZ R ZERL ., [
(Next)] &0 ILET,

o [4% ERAk DFE E ( Specify a Specific Host) | R—U B L=, R B 7TS54 7o AN
BHETEIRANEIVTRIEEIRLET .

Fiﬂepkxy OVF Template [F=rE |

Specify a Specific Host
0On which host within the duster should the deploved template run?

Source Choose a specific host within the duster.

o i . .

QVE Tem Ifihe Detais On dusters that are configured with VMware HA or Manual mode VMware DRS, each virtual machine must
End User License Adreement  pa agsigned to a specific host, even when powered off.

Name and Location

[E] Host / Cluster Select a host from the list below:
Specific Host Host Name: |
Resource Pool ] 0.18

Disk Formz:

Ready to Complete

‘l‘ Help < Back | Next > I Cancel |

o [(RRR/DZRH(Host/Cluster) | R—U B LM=E, TITSATURDEE T 5RRMFEiZ
(FOSRPEEIRLFT,
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@Dephy OVF Template. E.L

Host [ Cluster
©On which host or duster do you want to run the deployed template?

Source LCHQ QA
OVF Template Details ﬁ QA Testing Cluster
End User License Agreement VM
Name and Location [E] .20.20
O Host { Cluster
Specific Host
Resource Poal
Disk Format
Ready to Complete

Help < Back | Mext > I Cancel |

8. [RA(Next)] &#2')ILET, [JV—R T—) Resource Pool) | R—UHBHEET,

Resource Pool
Select a resource pool.

Source Select the resource pool within which you wish to deploy this template.
OVF Template Details
End User License Agreement ~ Resource pools allow hierarchical management of computing resources within a host or duster, Virtual
machines and child pools share the resources of their parent pool.

MName and Location
Host / Cluster

B

Resource Pool = g v
Datastore = & Appliances.
Disk Format & vs.10Group
Network Mapping @ v6.1Group
Ready to Complete =]
@ Ve.xReleased
& Desktops
@ servers
@ vMotionEven
@ vMotion0dd

Help < Back | Next > I Cancel |

9. LIRTICEZ LIz —RT—ILEEIRL T, [RA(Next)] 9 IILFET,

a.[T—42Ak 7(Datastore) | R—UhB L=, FIE 10 [SEAHFT
b. [T4 2% = ( Disk Format) | R—C AR LM=5. FIE 11 ITEAHET,

(3¥) Web 95147k TlE, [RFL— DiE R ( Select storage) ]| R—UABHE, T—42 AT
ETAROR K D1 5 R RSNET,
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10. [T—%Ak7(Datastore) | R—C T RBT7ISA T RERBETHIGRERIRLT, [~
(Next)] #2')ILET,

(6 oot S - ==

Datastore
Where do you want to store the virtual machine files?
Source Select a datastore in which to store the VM files:
QVF Template Details - -
End User License Adreement Name | Capacity | Provisioned | Free | Type | Thin Provisioning | Access
Mame and Location [qa-storage-isc. 55775GB  331.01GB  288.48 GB VMFS Supported Multip
Host / Cluster [ga-storage02] 29975GE  12245GB  177.30GB VMFs Supported Multip
Resource Pool [ga-storagel3] 1.64TE  957.15 GB 781,57 GB VMFS Supported Multip
Datastore [ga0i] 94975 GB  957.27 GB 190.03 GB VMFS Supported Multip
Disk Format [qa02] 94975GB  979.85GB 17164 GEB VMFS Supported Multip
Network Mapping [datastore1 (2]] 46025GB  42L55GB  14L60GB VMFS  Supported Single
Ready to Complete
] [ | 3
Help < Back | Next > I Cancel |

[T4 A9 = ( Disk Format) | R—U AR EFT,

) Deploy OVF Temgl _ y

Disk Format
In which format do you want to store the virtual disks?

Source, Information about the selected datastore:
OVF Template Details
End User License Agreement
Mame and Location
Host / Cluster
Resource Pool Select a format in which to store the virtual machines virtual disks:
Datastore

Mame: datastore1 (2)
Capacity: 450.3GB
Free space: 141.6GB

5]

" Thin provisioned format

Disk Format

Network M The storage is allocated on demand as data is written to the virtual disks. This is
=twerk Mapping supported only on VMFS3 and newer datastores. Other types of datastores might

Ready to Complete create thidk disks.

Estimated disk usage: 3.1GB

@ Thick provisioned format
All storage is allocated immediately.
Estimated disk usage: 50.0 GB

Help < Back | Next > I Cancel |

(3¥) vSphere Client v5 LL % Tl&. Lazy Zeroed & Eager Zeroed &LV5 2 DD vy FAEY 3=y
KX HIBYET, CHEHADTARY ANL—VD=—X(THREHEBDERR L TS, 0 T
AE 3= IR K (& TARVBREMHI R SN TWDIGE & ICOAMERLET, FEMICONTIE.
VMware @dY=a7)L%% B L TZELY,
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1. [T1RY% K ( Disk Format) ] R—2 T, [Pwy TREYa=24 R = ( Thick provisioned
format) ] Z:E IR L T, [R~(Next) ] &7 ILFET, [Fuk T— TvE> S ( Network
Mapping) ] R—2(Web 2547k : 2¢. [ vk 7—95% E ( Setup Networks) 1) B EFE
E

%) Deploy OVF Template [ R

MNetwork Mapping
What networks should the deployed template use? !

Source
OVF Template Details
End User License Agreement

Map the networks used in this OVF template to networks in your inventory

Name and Location Source Networks | DestinationNetwaorks |
Host / Cluster VM Network .0.0/18 |

Resource Pool

Datastore

Disk Format

Network Mapping
Ready to Complete

Description:

The VM Network network -

Help < Back | Next > I Cancel |

12. [3E % vk 7—%( Destination Networks) | K T4 YRR DS, R BB T7TS5A4 T AD
EBA—LERIRLET,

) Deploy OVF Template [E=REen

Network Mapping
What networks should the deployed template use?

Source
OVF Template Details

End User License Agreement
Name and Location Source Networks | DestinationNetworks |

Host / Cluster VM Network e 00f19 hd
Resource Pool

Datastore

Disk Format

Network Mapping

Map the networks used in this OVF template to networks in your inventory

5]

Ready to Complete

Pa—

S
L e

13. [RA(Next) | 0L ET, % E OB EZR L[5 T A1 O 2 (Ready to
Complete) | R—UHBREFET,
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) Deploy OVF Template (o] o |

Ready to Complete
Are these the options you want to use?

Source When you dick Finish, the deployment task will be started.
OVF Template Details .
End User License Agreement Depk et 5 s
Mame and Location SVF ﬁl\e:d ) EIZJEV.JGs;rs\bﬁeId\Documents\DVF files\SMC-VE-6.2.0-2012.02.06. 2131-1-OvF\Lancope
. ownload size: .
Host { Cluster Size on disk: 3.1G8
Resource Pool MName: Lancope SMC
Datastore Folder: LCHO QA
Disk Format Host{Cluster: VM
Network Mapping Spedfic Host: 0,19
Ready to Complete Resource Pool: v, 2Group
Datastore: datastorel (2)
Disk Format: Thick Provisioning
Metwork Mapping: "VM Metwork”™ to ™ J0.0/18"

] m | »

Help < Back | Finish I Cancel |
=

14. BREEER LR, [#& T (Finish) ] 0 ILET, EB R RAAT7OIDBEFET,

T

Deploying Lancope SMC

Deploying disk 1 of 1from C:\Users'\bfield Documents\OVF
files\SMC-VE-6.2.0-2012.02.06 2131-1-OVF\Lancope_SMC-disk 1.vmdk

lll Cancel I

2 minutes and 31 seconds remaining

15. BEADSE T L1z, [BALS(Close) ] V')vIL TEH KR FATRIEFHALES . RE 7T
AT VA NI —IZR R ENET

e
=
] QA Testing Cluster
= Ef VMDRS
S 018
019
B & Appliances
& v5.10Group
@ v6.1Group
B @ v6.2Group
3 FS253-esxiB
Iy Fs254-esx19
{1 Lancope FlowCollector NetFlow

= 1 Lancope SMC
@B

nf- E-17-110
& ¥ -17-101
i sme- -17-120

ﬁ V6. xReleased
il -3

16. ESX H—/\E OE 1 DR 18 XA VvFF=[FISRAZA DE D VDS ZE=49 5 Flow
Sensor VE 242 Ak—ILF BF E TT H?

o NILMDBE . ROMEME=R)T R—FDEZE 1 VI IVISERATT,
o TLWWZIDBE .51 R—UIMRIE T ISATUA L ATLDE E IITERAFET .
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1B INEZAR) 1"—k DFE &

(GE) COFIEHW E L2 BDIE. Flow Sensor VE AAESX H—/\DE 1 DR 18 XA vF.
F=EHSREA DE B D VDS #E=429 518 & FFI4TYT,

Flow Sensor VE E=A>J ih—h ZB N T BICIE. ROFIEEETLET,

1. 4Rk Y')—T Flow Sensor VE &% V'L . [8% E O & ( Edit Settings) ] ZE 1R
LET,

File Edit View Inventory Administration Plug-ins Help
a a €y Home b gf Inventory b Bl Inventory
n o & @& B2 @

=0 ® -10.10 FlowSensor-VE
Debian
O @ FlowSensor Getting Started | Summary )
G [Fig P N
@ sw ower
Guest 3

Snapshot 3
= Open Console

|55  Edit Settings...

Add Permission... Ctrl+P
Report Performance...
Rename

Open in New Window...  Ctrl+Alt+N

Remove from Inventory
Delete from Disk

[Flow Sensor VE ik 28 << > D70/ 7 4( Flow Sensor VE Virtual Machine
Properties) | #4 7R hHEET,

© 2017 Cisco Systems, Inc. AllRights Reserved.
37



'é':'s'":lc'a' RETISATUADAVRR—IL

& FlowSensor-VE - Virtual

Hardware |0Dhon5 | Resonces | Virtual Machine Version: 7
—Memory Configuration
™ show Al Devices e
259GB ™ Memory Size: si2=] [MB~
Hardware Summary |
W Memory S12MB | 128 GBH Maximum recommended for this
= < guestOS: 255 GB,
CPUs 1 64 GBH
— " Maximum recommended for best
Video card Video card A performance: 32764 M8
" : 32 GB|a ) !
S VMCIdevice Restricted Default recommended for this
e sCsl controller 0 LSl LogicParallel 16 GEH 4 guest 0S: 334 MB.
S Hard disk1 Virtual Disk Minimum recommended for this
By cojovo Drive 1 ide1:0 8GBH <l guest 0S: 255 MB.
BB MNetwork adapter1 VM Network 4c8H
BB Metwork adapter2 VM Network 2
& Floppydrive1 floppytl 2 GBH
1GBH
512 MBI~
=
256 MBe]
128 MBH
64 MB H
32 MBH
16 MBH
SMEH
4mpH
Help Ok Cancel |

2. [BMN(Add)] &2 )ILET, [/\—F Dz F7DE N ( Add Hardare) | D4 H—K ABEE, [T/\
A RD3 4 F(Device Type) | R—U DR RENFET,

E:Add At ==

Device Type
What sort of device do you wish to add to your virtual machine?

Device Type
Metwork connection
Ready to Complete

Choose the type of device you wish to add.

(D) serial Port - Information

A‘_" Parallel Port This device can be added to this Virtual Machine.
=4 Floppy Drive

5 CD/DVD Drive

& USE Controller

USE Device (unavailable)
[& I Device {unavailable)

§2, 551 Device

‘l‘ Help < Back | Mext = I Cancel I

3. TINARBALTDYRN DS [4A—H vk TR TH( Ethernet Adapter) | 2 3RL . [RA~
(Next) ] Z9ILFET, [k T—oD3 4T (Network Type) | R—UHBHEET,
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(Do . ==

Hetwork Type
What type of network do you want to add?

Device Type | Adapter Type
Network connection Type: -

Ready to Complete

Adapter choice can affect both networking performance and migration compatibility.
Consultthe VMware KnowledgeBase for moreinformation on choosing among the
network adapters supportedfor various guest operating systems and hosts.

Metwork Connection

@ Network Label

Imun 0.0 ;I

Port:  NfA

" Spedfy Port: (Advanced)
DVSwitch: |

Port UUID: |

Device Status
’7 ¥ Connectat power on

=
=

Help | < Back I Next > I Cancel I

4. ROFIEERTLES .

o [7HTBDEAT(Adapter Type) ] £33 T[VMXNET 3] 2 ®#iRLFT,
o [FubT—4 8 (Network Connection) | £33 T, REIYY TOEE FIR—k &
W—TERRLET,

o [T/AARDRT—AX( Device Status) ] 723> T, [EIR % A B (23§ ( Connect at
power on) ] FTWIRIRDA NI > TNDIEEREELET S

5. [R~(Next) 1&7'JvIL T, ¥I)—ZRRLFT,

G . ==
Ready to Complete
Review the selected options and dick Finish to add the hardware.

Device Type Options:

Network connection

Ready to Complete Hardware Type: Ethernet Adapter
Adapter type: VMXMET 3
Network Connection:  mon 0.0

Connect at power on: Yes

Help < Back | Finish I Cancel |
4
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B EEREER LR [# T (Finish) ] #7'vILFES

[Flow Sensor VE {8 <> > M 707 \74( Flow Sensor VE Virtual Machine Properties) ]

FAT7ATHBRE. FITERLIZE=E Rt KRR ENFT,

() ¥Switch0 Properties

Ports ]Natwcrk Adapters 1

Configuration

it vowitch

@ VMNetwork

g Management Net...
@ VM Network2

Summary
120Ports

Wirtual Machine ...

vMotion and IP ..,

Virtual Machine ...

@ VMNetwork3

Virtual Machine ...

aid.. |

Edit... Remave |

ol |

Port Group Properties -
Network Label: VM Network 3 P
VLAN ID: Al (4085)
Effective Policies
| Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept

Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:
Failover and Load Balancing
Load Balancing:
Network Failure Detection:
Notify Switches:
Failback:
Active Adapters:
Standby Adapters:
Unused Adapters:

o

m

PortID

Link status only
Yes

Yes

vmnicO

None

None

Flow Sensor VE T, ESX H4—/\/95245 L DRI R 8 R4 vF/IVDS ZE=2FBFE T

$hV

—_—

Close Help

o TENDEE . RORBRAVFITH L TCOF IBEER VR LET
o TLWWR D5 A& [OK] £9')29L T vSphere U517k R—LR—I(C

RO FIRE DR E |DEISEAFT .
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RYFET,



wlvale,
CIsco

R B IR IE DA
BE

StealthWatch VE 7FS5A 7V REA VAR —)LL = . CNoDT7TS5ATUAR DIREIRES
RETEFET, COTOCRATIE, COETHBAITAIRDFIEEETLED,

1. IPPRLADEF
2. T4 A—H/RO)—FDEE

IP 7RL ADL 5E

RBTISATUVADIP PRLAER ETDICIE. ROFIEEERITLES,

1. E(ZG LT, vSphere Client Yz 7R L TOJ1LET,
[IZL &1Z( Getting Started) | R—CHBHEET .

|2 [ VClancope local

= [ LeHe Qa
Bl QA Testing Cluster
= g v
B 0.8
7S 019

B @ Appliances.
& v5.10Group
& v6.1Group
B & v6.2Group

Wh Summary | ResourceAllocation | Performance ' Tasks &

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

s Fs253-esx18
(@ FS254-esx19 Because every virtual machine is an isolated computing
{51 Lancope FlowCallector NetFlow environment. you can use virtual machines as deskiop or
i workstation environments, as testing environments, or to
& - -17-110 consolidate server applications.
s sf- -17-101
s sme- 17-120 In wCenter Server, virtual machines run on hosis or
@ Vb.xReleased clusters. The same host can run many virtual machines.
& Desktops
& servers
@ vMotionEven
& vMotionOdd Basic Tasks
i) -11-82 ) ) *___._.-—-
B 1183 [ Power on the virtual machine
B B 20 2101 o & Edit virtual machine settings
i, T ey P pr— oSNy

R

2. AR YI)—T, % F ¢ 5 StealthWatch R 7 TS5A 7 REEIRLET,
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3. [IFLHIZ( Getting Started) ] R— T, [{R 88 <> U DOE R 1% A ( Power on the virtual
machine) | o9& JILET . OV IEFR R T AICIE. TARADRYO—)LHWLE
([Z7: 535 & HBHYFES

(GX) REIUDERMASTLVELE & O A a] GE ATR)DR B I2OVWVTIS— Avte—D
EZELEES . ROVWThIEEITLED,

o TIGATUADAEIFHFIRE)Y—R T—ILEEMLET,
o PISATUREAVAN—ILT B RTLDE ARG —REEMLET,

4. [3>Y—J) Console)] 2T%#I')ILET, (Web V54 F7Uh T, [ E(Summary) | 27%
2L T [avy—ILOFE B ( Launch Console) ] Yo 9% oL ES ) RET7IS5A47>
ADBEASE T LET, RET7ISAT7UAD [E E IP 7K L X( Administrative IP
Address) | R—U AR EFET,

() BEEEAERTIDICE. £EEE—F(Ctrl+Alt+ Enten) #B N [TT 20 EHAHYFE
ER

5. R=UEIIHLTHS, REBTISATUADIP PRLRAZA BLET,
6. [OK] Z:ERL T, Enter 2L FET, TIAIL DRVET—I TRY IP PR LADR RSN
f=[IP vk %RH(IP Netmask) | R—UABHEET,

7. ROFIRZERITLET

o TIAIWNMEZZITANSD, BBICEDWVTHLIMEZA ALFET,
o [OK]Z®#iRL. Enter ZLTHITLET,

FI4Ik OITO—K F0Zk IP 7R LRAE T &N [IP TO—K FvRR FRLZ(IP
Broadcast Address) | R—U B EET,
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8. ROFIEZEETLES,
o« TIHINEZEZIFANSD. BBICEDVWTHLIMEZA ALFETS,
o [OK]ZZE4RL. Enter # L THEITLET,
T4 DT —bk oA H—/\IP PR LADER R SNtz [F—b x4 7K L X( Gateway
Address) | R—UABHEET,

9. ROFIRERTLEY .
o TIANLNMEZZ TANSD, BEBEICEDNVTHLIMEZA ILES,

o [OK]%Z®#iRL. Enter L THRITLET,
ATNABOBEERIR—UMNBHEET,
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StealthHatch SMC Version 6.2.8 build 2812.82.86.2131-1 serial UMware-423535a36

SysteM Configuration

IP Address="" 8 .1.11
NetMask=uii. . 255.8
Broadcast=#" & .1.255
Gatemwap=/rt . 1.1

Are these the correct settings?

10. ENEOWHRERBLES. BEFELLTT A,

o ELWMEE . ROFIEISEAFT
o ELLWMEE., FIE13IEAFT.

11. Enter ¥—%#LFd, VATLOBRER—USHRHEET,

System Configuration
Primary network parameters have been modified. Please note that
modifying the settings for the primary network interface may
disable network access to this system which will require console
access to repair. This system will now be restarted to
implement these changes.

12. Enter ¥—Z#LET, YATLABEIHL. EEMNEEINFT ., T T I5H& AT1Y
TavTr R REINFET,

13. [LMYZ(No)] Z=ZEIRL T, Enter Z#H L FET, [F E IP 7F L X( Administrative IP
Address) [ R—UHBREET, FIES~ 10EBUYRLT. R BELREBEFTVET, VAT
LOBRER—UHBHEFET,

14. Enter ¥—%#LFT, SRATLHBEEGHL. EENEREINFT, T T T5H& ATAY
Jarv I R IREINFET,
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Setting up networking. ...
INIT: Entering runlevel: 2

Helcome to StealthWatch SMC Version 6.2.8

smc-B1 login: _

15. Ctrl+ At ##L T, a>V—ILE . T LFET,
16. COEDRDI TIAI 1—H /SATV—K DZE E JITEAET,

FIAI A—F )I\RT—KDE &

Tk T—ODR L EEERLHDITT B, sysadmin DT IAIE /SRT—KR LR B 7TS
ATOARDI—b INRT—F Dl A EZE BT LELELIHYET .

sysadmin /SAT—K DZE &
sysadmin /AAT—FZZEE 35121 ROFIEZETLET,
1. BJAU R—IUT, ROBIEEERITLET,

a. /\RJ—Fk FOUT R R ENfz5, lanicope EA AL TEnter ## L ET,
b.sysadmin( K X F LN XFE#X A LFET) EA DL T, Enter #HLFET,

2. [V ATLERTE (System Configuration) ] #*=21—T, [/XAJ—K ( Password) ] Z®iRL T
Enter Z# L &7,

System Configuration

Select one:

HManagement Change the Management Port Networking
Change the password for the current user
TrustedHosts Change the Trusted Hosts

Advanced Advanced Operations

<Cancelz>
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BE: (S TEHHRANDYRNETIHILE HhoZE B 5154 . & Stealthwatch 77547
D ZHDE B N Dfth DT R T O Stealthwatch 7TS5A4 7 ADIE 8 TEBHRARDYRMZE F
NTWBIEERE R TILEIBYET, DOLEITIIK, TTSA 7 XM Tl {5 TEFEE
Ao

REDQ/SRT—RKOTAV T HBAZAa—DTF TR RShET,

Change the Management Port Networking

Change the password for the current user
Hosts Change the Trusted Hosts
Advanced Cperations

< OE > <Cancel>

3. MED/N\RIJ—K%EAHNLT, Enter #LFT,
HLLVRD—F OTOV TR AR T ENET,

Select one:

Management Change the Management Port Networking
B Change the password for the current user

Change the Trusted Hosts
Advanced Operations

< OK > <Cancel>

4. FHLLWVIRT—RZA AL T, Enter # L FT,

(iE)

o INRAT—R[F, AR—RZEHTIT5~ 0 XFDERFITTIHEIHYET,
$.71@#%_=7.,3() DY X FHE A TEFS,
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o ZEIEHRT—FIE LETDONRT—R E4XF L L RLGDZBHEIHYET,

5. HILLWARD—FZBEAALT, Enter ZHLEY . / RV—FAEE [CEH SNnf-CLz
R AE—UBRIRENET,

<Cancel>

6. Enter Z# L T. [ AT LE& % ( System Configuration) | > —IL A Za—ZRYZFET,
7. ROVIL—k 1NAT—F DE B |2 I2avITEAFT

N—b IRRAT—FDEE
I—b INRT—RZ2ZE B I BI2F. ROFIEEEITLES,

1. [V ATLER TE ( System Configuration) ] 3> —JL *=2—T. [ #( Advanced) ] Z:& iR
L TEnter ## LFY, [ #( Advanced) | *=a—hBAEFET

System Configuration
S5elect one:
Management Change the Management Port Networking
Password Change the password for the current user

TrustedHosts Change the Trusted Hosts

Ldvancec dvanced Operations

<Cancel>

2. [E£#A( Advanced)] #=21—T. [RootShell] #:&$R L TEnter 2L %7,
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StealthWatch SMC Versiom 6.3.0 2012.10.02.0047-1 serial VMware-423548681
System Configuration

Select one:

Restore S5ystem to its Factory Defaulcs

Refresh the System Image

Change Management Port Interface Settings
n Expand Platform Data Storage

Open a Root Shell]

3. BAEDIL—t /\RTJ—K lanlcope #A 1L T, Enter L FF, IL—k DT T
FARRSNFET,

rd at the prompt to open a root shell.

4. SystemConfig( KX FELNXFE#XAILFET)EANLT, Enter 2 LFET,

NIZ&oT, [ ATLER E ( System Configuration) ] *=a—IZR Y., JL—k /\RT—FK %
EBETEFEY,

5. [/\R—K (Password)] Z:&1iRL T, Enter 2 LFE3, / \RTJ—K DFOVTR AR RTSh
F9,
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Change the Management Port Networking

Change the password for the current user
Change the Trusted Hosts
Advanced Operations

<Cancel>

6. FILLIL—k /SRTD—KZA AL T, Enter #LFET, A=a—DTFIZ2 DB OTAVTRA
RITRINFET,

<Cancel>

INRT—R DIEE [CEFHEIN-CEER T AV E—UDARTEINET,

8. /I\RT—FDEBEHIHEINL =5, exitEA AL TEnter 2 LET, TNT, TIAHILED
sysadmin /XRT—K &)L—bk /\RT—F O A HE B SnFELT=,
9. Ctrl+ AR Z#L T, OV —IVRIEZE TLZET,
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10. TRTORBETISATURH LT, COEICRE INTVDTRTOFIEFETLEL
T:b\o

o NMIWMDBE . TRETIGATURA LV ATLDEE IITEAET,

o TLWWZIDBE.TIP7RLADETE 1(41 A—2) [ZRST. RORET7TISATUAD
FDICCDEDIRTOFIBERVRLES, 2Dk, [EET7ISA TR AT LD
RIE IITHEHFET,
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B TFISATRADEE TE
B

COETIEARBTIFATUREREL. bI7090 T—2DNEZERAIR T HFIEICDLNT
HBALET COEDFIRER T §5HE AVAN—IILELIURE TOEZANTE T LES,

FITECHTND BB HMISOVTIE, [ELDBRTIZI(2 X—2) OF YIRS R L T
J<I<I AN

JOt XD E

{R 48 Stealthwatch 77547 RERE T AICIE. COETHBATIRDFIEEZT TLE
ERB

1. R DT7ITZATVADEE
2. Flow Sensor VE MAFE!)%1E 59
3. FISATUVREB AL A—DTIA RIZKDETE

B R DT7ITIATVADEETE

FTRCDTISATVADNE R E (X, TITSATUREREYV—ITERITINET, TTSAT>

AZHOTTIERT BE, TISGATUARREY—ILIAR RENFET , VATLIZEOTIE,

UDP Director M IZ Flow Sensor &1 Flow Collector 258 F L T. JZICSMC £&{ E
LILELHYET, SMC DI EAZ EET T §5&. VATLEEE V—ILHEE. Stealthwatch
DRATLERTE TEEFY,

a9 BRI, [[ELHARTIZI(2 ~A—2) THMBIBEBRZINELFT,

(3F) RIRITEOT, CTITR RSN TUVSE E EHTMNIR L DE B AR R SNEHIEDDH
YFEJ,

TIFATOREHRE T BHICIE. ROFIEEETLET,

1. TS9P DFTR LR J4—ILR [Chitps:/ EA AL, ZDR IR B TISATURADIP PRLR
#AHLT. Enter 2L FET,
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2. EEERIA R—UHBHEET, admin LU and11cope( @ A LR X F LN F
ZRBLET)EAALT, [ATC2(Login) | #0)vLET, FIE 5 ITEHET,

) o
STEALTH
WATCH

By Lancope
FlowSensor WVE

6.9.0

Username:

Password:

3. [&3Z%(Welcome) | R— AR EET, [#51T ( Continue) ] 2oL ET,

N
STEALTH

By Lancope

Welcome to the StealthWatch Appliance Setup Tool!

This tool will help you configure your StealthWatch : y step.

n documentation.

Continue =9

[& I Rk 7—9 423 —T 14 A( Management Network Interface) | R—C B EET,
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% FlowSensor VE

A etup

Management Network Interface

Subnet Mask:

4. WICAALFBEEERLT, [RN(Next) | EOUSLET, [/ SRT—F GE
( Password Management) | S—U A EFET

% FlowSensor VE
Appliance p

Password Management

-~ Password Management

(= Step
& HostN

o] Step
W onss

-

Required

# Review:
Res ur S

5 WY I—IRIZFHLWVEEE/SRTJ—RZEA AL T, [R(Next) | 20 IILET, [k
Ak % ER AL (Host Name and Domain) | R—U A &% T,
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% FlowSensor VE

Enter ide

Host Name
5 Step 3:
HostName and Domain

# Review
Re!

6. WY ITA—IRITRRR B ERIRT—I R AL B EA SIL T, [RA(Next)] 090
F9 ., [DNS % 7E ( DNS Settings) | *—U B EEY,

DNS Settings

lick the + button. To del
the con ing checkbos, :

Delete  DNS Server

g Step '
DNE Settings

e

# Review:
B

7. [+ REVESHL T, DNS H—D IP PELREA ILET . [R~(Next) ] £9U5L
F9, [NTP 2% % (NTP Settings) | R—UhBH EE T,
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(3X) 128 ONTP H#—/\% pool.ntp.org [Z5% T L TS, ShIZ&-T, Stealthwatch 775
AT RIENTP B—/\DSUF L ntp.org T—JUZTF 92 AL TT7TSA T AN B 5% & T=
B&INTITYFET,

# FlowSensor VE

NTP Settings

+ button. Tt

Delete  NTP Server

e Step 5:
NTP Settings

# Revi
R

8. TIHINEREEZITANDD, NTP H—/\DIP PR LR O e —
A NTEH. FIXVRS PAa2 &I )L TR ayTS &
U YRR DDA BT EE R L TH OH—/\FA T BHIEMN
TEET, [FISATUVRAE B AU A—DTA RIZKDERTE J
=SB L TS,

9. [R~(Next)] 20 )vILET, [LEa—(Review) | R—UhBHEET,
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# FlowSensor VE
lianc
Review Your Settings

‘-“I Step 2- Management Network Interface « Edit Host Name and Domain
4/ Pass

agement

QB Step 3:
+*& HostName and Domain

G‘ Step 4:
~"" DNS Settings DNS Settings

DHS Server:
e Step 5:
v NTP Settings

/ Review:
Review Your Settings

Apply =

10. BREEHERL T, [BR(Apply) | &V IILES R ZAT7OTIHEET

Ka

This appliance will now restart. Are you sure
you want to continue?

1. LW RTLEREIE SAZDETH D DIWET, FDE . [R~(Next)] 200 FE
T BT TBE TTSATADOAGAY R—UHREFET,
12. Q9142 HLToovIVEA LT, [AF 142 (Login) 1 #9)vILFET,

13. BETIMDTIZATURALBHYES H

e NMEINVIDZE . FIE1ICRY. ROTTFATUVRZ LIDFIEZRYRLET, T4
T)SMC #W T i & (23R T L TKEALY,
o TLWZIDIBE . RORATYIIHEHAFET,

R DI Flow Sensor VE MAE)EIE 0T DB AVITEHAET,

Flow Sensor VE MDA €% 18 57"

AEYDHA XEE 0T (ZF, ROFIEEZETLET,
1. PTSATUREERLET,
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|E} Home I gf] Inventory P [l Hostsand Clusters

mu » 5 BB B=S e

B [ VClancope.local

[y LcHQ
B [ LeHo a

:24.1 FlowSensor

Summary  Resourt
QA Testing Cluster
g P10 Cluster What is a Virtual Machine?
=] @ R620 Cluster
B 0.220 A virtual machine is a softwarg
[N 0.221 physical computer, runs an op
5@ 123 applications. An operating sy$
([ 24,1 FlowSensor| machine is called a guest ope
@ .24.2 Nflow 6.6.0
;] .24.3 SMC 6.6.0 Because every virtual maching
[+ +24.6 Sflow 6.6.0 environment, you can use virig
@ FCNF-VE-performance workstation environments, as

2. BWEIELT, TIFATVREATIZLETS,

24.1 AlowSensor

Summary ' ResourceAllocation ' Performance = Tasks

What is a Virtual Machine?

A virtual machine is a software computer that, lke a
physical computer, runs an operating system and
applications. An operating system installed on a viriual
machine is called a guest operating system_

Because every viriual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.

Basic Tasks
Power Off the virtual machine
00 suspend the virtual machine

& Edit virtual machine settings

3. BAV'YIL TR E O & ( Edit Settings) ] ZERLFT .

f QA Testing Cluster
% R410 Cluster
Bl [ R620 Cluster

R 0.220
& 0.221
=] @ DDiSanza
%[ 24,2 Nflow 6. R '
& 24,3 SMC 6.5 Guest g
24.6 Sflow 6. Snapshot H

SMC-VE-performance E‘ﬂ
Ubuntu-1SE-users
1 5MC

Migrate...

Upgrade Virtual Hardware

g ZCNF—VE-perfonnance B8  Open Console /

reg

@ Radware-tools |@ Edit Settings... |
e

e

@

4. [/x—K Hx7(Hardware) ] 27T [AEJ(Memory) ] ZEIRL ., AE) S X% 4GB (I 4>
LET,
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Hardware | options | Resources | Profiies | vServices | \ Virtual Machine Version: 7
—Memery Configuration
I Show All Devices Add... Remove
255 GB 1 Memory Size: b= |cB ~
Hardware | Summary | I
= M Maximum recommended for this
g Memery (edited) 4096 MB @ guest 0S: 255 GA.
CPUs 1 64 GE
. . Maximum recommended for best
Video card Videa card 4 performance: 195532 MB
: : 32 GE * '
VMCI d Restricted

= evice estr Default recommended for this

@ scslcontroller o LSI Logic Parallel 16 ceH 0 guestOS: 512 MB.

S Harddisk1 virtual Disk Minimum recommended for this

@y co/ovD drive 1 C€D/DVD Drive 1 8GN  < guestOS: 256 MB.

BB Network adapter 1 WM Network 468

EB Network adapter2 Replay

& Floppy drive 1 Floppy drive 1 ZGEBH

Y

5 [OK]|ZV)wILTEBHEERALET , 103—T7xA R [IZL HIZ( Getting Started) ] R—
PIZRYFET,

24.1 FowSensor
[IESem Summary | ResourceAllocation | Performance | Tasks & Eve

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as deskiop or
workstation environments, as testing environments, or to
consolidate server applications.

In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.

Basic Tasks /

[ Power on the virtual machine

& Edit virtual machine settings i

6. [7TSA TV ADE R &4 123 5( Power on the appliance) ] 9" )IL TF7 IS4 7 R%
BEHLET, A—COTHIHER Av— AR TEINET,

Recent Tasks Name, Target or Status contains: ~
Name | Target | status V{mmmd by | vCenter Server | Requested Start Ti... — | Start Time. | Completed Time

¥ Power On virtual mach... G 24.1Fl.. @ Completed System 7] peloc. 7/21/20144:13:45PM  7/21/20144:13:45PM  7/21/2014 4:13:47 PM

e =

7. RONTT7TSATOREB A A—DTA RIZLBETE | I avIHEAFET,

—
STEALTH
(WATEH

>

(hun|

TIFATVOAEBAR—DIARIZK o

:n, |—l—| UDP Director Configuration

Ot 3 TlE FTSGATRE B A ARA—DIA R FE AL TR E T ISATUOADE EE
SETITARDODFIEBIZOLNTEHRBALET,
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1. PISATUOREB A A—TIAA~NDOTA
2. DATLEZDETE
3. IRETFISATRADBEREH

TISGATORE B A A—DTIAAANDOT A
TISGATORE B A A—DIARIZAGA T BIZIE. ROFIEEZETLET,

()

« Stealthwatch [ZDW\THR—k SN TLINB TSI IL, Internet Explorer /x—3> 9 LI &
Firefox /\—>3> 3 LIETY,

o R=UOO—KRIAEIRELIZE KX TF9FOFvy 22970, T5VHEFALTHE
ERE. 15— ERJ1LFES,

1. TIUHDTR LR I4—ILR [Chttps:/ EA AL T, ZDRITRBTITZATUADIP TR L
AZAABL. Enter # LFET,

2. SMCVE 7ISAT7URE B AUA—DA REFH LTLET H,

3. [A—#4 (User Name) ] Z4—/Ui IZadmin EA AL FET,

4. [/ \RJ—K (Password) ] Z4—ILR I, TISATURERE CERLI-EBE /\RTJ—F %

AALFET,
- — o
: [ JILFES ., TIFA7 B A=A ADR—LR—UHFHE
5. [AY 4> (Login)] &'}y T o TISGATUORE B A B—D 1A ADTR—L R— HEE
F9,
STEALTH =
W‘:‘l‘f". StealthWatch Management Console VE ? C] =
i Info! This page automatically refreshes every minute - last refreshed at 13:35:22
System

IP Address: 26.141

Host name: r6-6-smcv Domain eng lancope local
\\\\\

Total Memory: 8G
Load Average:  0.00, 0.03, 0.05

VM Server Memory: 1G reserved, unlimited
VM Server 1.02GHz resemved, unlimited

Free Memory: 3.43G CPU:
Uptime 2 days, 21:36:04

Version: 660

Build 2014.09.09.1223-1 Platform VMware Virtual Platform
Serial No SMCVE-VMware-4,

Lacasane.

O AT L Z| D% TE

Network Time Protocol( NTP) B&UL RT LRI (A4 LYV —2) B EER BT ITSZATUAT
RETDICUE. ROFIEEEITLES,
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EE! SMC IEHEZ 570— ALV PEDM DT/ A RIE A SN TLHDER L NTP
Y—\EERALET,

1. TISATORE B AUEA—DIA ADFES— 30 R—U T, [# B ( Configuration) | d##
DTSR S (+) E0)IL T, [V RTLEEZ| ENTP( System Time and NTP) | #4090
F9,

—
T TH

WA siq

& Admin User

#A Home

4~ Configuration

Naming and DNS

System Time and NTP

TISGATUARREY—IVEE R L THHRE THRELIENTP H—/ R REhiz
INTP 4—/3(NTP Server) | R—Uh B EFT,

System Time and NTP

A Warning: You should restart the system after applying changes to system time
settings

NTP Server

Enable Network Time Protocal

NTP Server Delete

335 0

Select a NTP server to add:
Enter a server name to add: Add

== || i

[ Reset ] nonr | {

Time Zone i

2. R=UD[BFALJ—(TimeZone) | 2O avETFICRYA—IL T, REF7ISATUR
DATLEREZRELET,
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TN A A e T T et e\ S,

Time Zone
Current Server Time Zone: Etc/UTC
Select Continent: |Z|
Select Country: B
Select Timezone: IZ‘
Ll . At

3. ROFIEZRITLES .

o KOYTEL YRS, KEEZEIRLET,
o ROYTHEOL YRRMS, EEFRIRLET,
o ROYTEIL YRRHS, ALY —UFRIRLET,

[ F (Apply) ] R RENFT,

Time Zone
Current Server Time Etc/UTC
Zone:
Select Continent: North America s
Select Country: United States s
Select Timezone: America/New_York — Eastern Standard Time [GMT-5] [w

4. [ER(Apply) | Z0'NWILT. KERNREHELFTT BRI EIDBREET,

Are You Sure?

You should restart the system immediately
after making changes to these settings. Are
you sure you wish to apply these settings?

Cancel

5. [OK] Z#0)vILET,
6. ROWIMRETIZAToADERLRE) JITEHAET,

R TISATO AN IS &
RETISATIREBRY TSI, ROFIRERFTLETS
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1. PISATUOREBAUA—TIA R A=2—T, [i&1E(Operations) | > [7T514 7 ADH ik
& ( Restart Appliance) ] &R LZ 9,

STEALTH
WJ:.TEH

& Admin User

HRFATOINREET,

Please Confirm

Are you sure you want to restart the
appliance?

It may take a while.

No | | Yes

2. [IELN(Yes)1 &0 IILET,
3. BEEH . Flow Sensor VE (X VM IR hioT—2%UN & L TENE NetFlow aLY4(Z
EETHLIINGYET,

Flow Sensor VE D12 Xk —)LEEE E ASE T LEL Tz, [SMC 954 F7h TA—T54 X

( SCM Client Enterprise) ] *Y')J—® [Flow Sensor( Flow Sensors)] 75>F & [VM 24—
(VM Servers) | 75 F DT 2. 2D Flow Sensor 5k ;R SN ET , Flow Sensor Hk 57195
%1% H L T Flow Collector [TT—2%iX{§ L. SBIZTFIHS SMC [ZER1E SNDELIITHDHFE
T. Flow Sensor [& SMC T 2—T0354 X Y)—IZIEFR REINFEE A

FHICOLTIE, SMC 9547k DA A2 NVTES BB L TEZELY,
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4 SEHr]:terpr\se
[=}- £4 Lancope

(43 Host Groups

- i FlowCollectors
[=} % FlowCollector
& Exporters

FlowSensors

1000

- G A—
2 ] vM Servers
[+ i@ esd79

[=}- & VMDemo150

- € FlowSens|

FlowSensor VE
0241

Virtual Server
VMDemol50

Currently Active Alarms

i - P FlowSeD None
Internal

 Peripherals
- [ External Devices

T
[
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