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TSAR—k RYLT—H EZH— Y —[ZDUVT

TZAR—k 2YrT—Y EZ8— £ H—ITD
NT

Cisco Secure Cloud Analytics [, A TLIRAE XUV ITIRR YT —ODa[ B ELEERRE
FRRLFET AVILIRARYNT—IDHE . AT —070—T—2%INELTYSIRIZEE
9 B1=8(Z Cisco Secure TIAR—rRYNT—ODEZR) T RET7ITSATURANBETT,
RE7TS54 7> A&, Ubuntu Linux £ A —2 D —EREL TWHEZL Secure Cloud Analytics 7 w4 —
CHEELISO ELTHERTEEYT  ARE7TSA47 XY T 7 & Secure Cloud Analytics H—
EXRIZEFENTEY., I —HF—IEBEER—FILMOEEL Y —ISOEF O A—RTEET, =
M Secure Cloud Analytics J 77U AHARTIE ARB T T SAT o ADAV A= ILE XVEFEIC
B9 5EMA T avIZDWTEHEBELET,

Y —I[& NetFlow HEDOA—HIL ZTYRT—90 T—EDTLAN)ZREL ., V5VRIZREITE
ELET,

Core Switching Data Center Segment

ﬁ Trer N
| 1 1 rrww AN

TrYY N

[T T rrvr |\

Encrypted Private Tunnel [ T ]
MGMT.
PA
NetFlow

Accounting Segment

SaasS Portal

SESFELRYRT—IMROCHABRSIN TS O RET7TSATUORADEAEZRISESIC
(FEMBENDBELBENHYET, COHARTIE, AV R—IL HARTHRONTUVROEER
BREENTTIN a—T42JIZDNVTERBALET,
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oY —DN—T3 DR

o —DIN—23 DFESR

B H—RRYN T =Y LICEBRASN TS EFERT AL, AT RS/ EFED
o —DN—T3FERARET,

FIR

1. BRSN TSt Y —IT SSH THERLET .

2. 7OV TR T, cat /opt/obsrvbl-ona/versionE AALT Enter ##LET , VY —
VIS5 ERTFSNGBWNES X, BREEDEV U —TT,
oY —ETVT LR T ERENHLEEIE. H&ED - o —DT7vT I L—F 1%
SHRLTZELY,
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Linux A RL—F 425 VAT LRNYT—CDFEIAVRAL—IL

Linux A RXL—T 429 SRAT LR/ —2M
FE)(AF—IL

FEEDISO [TMAT, ROANL—TAV T VAT LTREBTIFAT U RAEREATHIENTEE

—d—O

Ubuntu Linux /3\—32 18.04(32 EWRE KU 64 Ewhk)

Ubuntu Linux 7/A\—°32 20.04 LM% (32 EwwkE KU 64 Ewbk)

Red II:|)at Enterprise Linux (RHEL) /A—23> 7. B LU EBRMED $H D Cent0S /3—3> 7(64
Ew

Red Hat Enterprise Linux (RHEL) /\—23> 8. B LU E S D 3H 5 CentOS /N\— 3 8(64
Ewk)

Raspberry Pi OS &, Raspberry Pi 2 Model B (32 E Yk armhf)

Core0S TTALEH D Docker (64 Evk)

NetFlow UREZZE1T9 5 Ubuntu ~DA U A—JL
[ZC&BHIIC

F g

EEELLT Ubuntu VAT LICATAVLET,

AVURSAY AVA—DIARTRDFEIEEZETLET .

1.

wget https://assets-production.obsrvbl.com/ona-packages/obsrvbl-
ona/v5.1.1/ona-service UbuntuXenial amd64.deb &AFLT Secure Cloud
Analytics /X7 —S %A oO0—KLET,

sudo apt-get install -y net-tools tcpdump EANLTREREFREAAL—
IWLET,

sudo apt-get update && sudo apt-get install -y libglib2.0-0
1iblzo2-2 1ibltdl7 EARALTTYITT—FELVEMN\VTr—DF AV A—ILLE
ER

Enter wget https://assets-production.obsrvbl.com/ona-
packages/netsa/v0.1.27/netsa-pkg.deb EAALTI\VT—Y IR2—D v T74
WEZHA—KRLET,

sudo apt install ./ona-service UbuntuXenial amd64.deb ./netsa-

pkg.deb EAAL T —D IR_—2% TJ7AILEAVRM—ILLET,
sudo rebootEANLT Linux #BEFLET .

H—EANETINTWSIEEFHERLET . Y—ERIZDWTIX. g C-H—ER 125
LTS,
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Linux A RL—F 425 VAT LRNYT—CDFEIAVRAL—IL

[FZC&SHIIC
o BEHLLT Ubuntu VAT LIZAYAULET,

FIR

AYURSAY AVR—TIARATRDFIEEZETLET .

1.

wget https://assets-production.obsrvbl.com/ona-packages/obsrvbl-
ona/v5.1.1/ona-service UbuntuXenial amd64.deb &AFILT Secure Cloud
Analytics /\yr— %A O0—KLET,

2. sudo apt-get install -y net-tools tcpdump EAALTEKFEZREARA—
IWLFET,
3. sudo apt-get —f install EAALTRFBEBZENELLAVRAR—ILENTNNSI LS
HFELET .
4. sudo apt install ./ona-service UbuntuXenial amdé64.deb ./netsa-
pkg.deb &AFILT Secure Cloud Analytics ¥ —E R&F AV A+—)LLET,
5. Y—EAMEITEIN TSI EEHRLFES  Y—ERITDWTIK. TR C-Y—ER 125
BLTLZELY,
RHEL 8
[FC&HHHTIC

o EIMHELLTRHEL8 VAT LIZAY AU LET,

F g

AVURSAY AVA—DIARTRDFEIEEZETLET .

1.

curl -L -0 https://assets-production.obsrvbl.com/ona-
packages/obsrvbl-ona/v5.1.1/ona-service RHEL 8 x86 64.rpm&AAL
T Secure Cloud Analytics /\w4o—U & HoO—KLET,

sudo yum install -y net-tools tcpdump EANLTEKEFERFREZAAR—ILL
F9,

sudo yum updateinfo && yum install -y libpcap libtool-1ltdl lzo &
ABLT7YTT—bBLCEBMIVT—SF AV A= ILLET,

curl -L -0 https://assets-production.obsrvbl.com/ona-
packages/netsa/v0.1.27/netsa-pkg.deb EAALT/IAVT— IR —Dxw T7A
WEZH O—RLET,

sudo rpm -i netsa-pkg.rpm EAALTNNVT—D IR—T% T7MILEA AR—
IWLET,

sudo rpm -i ona-service RHEL 8 x86 64.rpm &EAHLT Secure Cloud
Analytics H—E AZ AV A—IJLLET,
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Linux A RL—F 425 VAT LRNYT—CDFEIAVRAL—IL

7. Y—EANREITEIN TR EFERLFT , H—ERIZDVWTIE. i C-H—EX 155
LTS,

RHEL 7
[FZC&SHIIC
o BHHLLTRHELT VAT LIZAYAULET,

FIE
ORRSIA A RA—TARATRDFIEEEITLET,

1. curl -L -0 https://assets-production.obsrvbl.com/ona-
packages/obsrvbl-ona/v5.1.1/ona-service RHEL 7 x86 64.rpm&AAL
T Secure Cloud Analytics /\w4 —UFAHoO—KLET,

2. sudo yum install -y net-tools tcpdump EAALTREFEEFREZAAM—ILL
F9,

3. sudo yum updateinfo && yum install -y libpcap libtool-1tdl lzo &
AALTT7YTTF—rBEVBMIYT—DF AV AR—ILLET,

4. curl -L -0 https://assets-production.obsrvbl.com/ona-
packages/netsa/v0.1.27/netsa-pkg.deb EAALTN\YT—L IR2—T% T74
WEFHO—RLET,

5. sudo rpm -i netsa-pkg.rpmEANLTNNVT—D IR—V% T7MILEAAR—
IWLET,

6. sudo rpm -i ona-service RHEL 7 x86 64.rpm&AFLT Secure Cloud
Analytics —E X& AV AR—ILLET,

1. Y—EAMEFTEIN TSI EEHRLES  Y—ERITDWTIK. R C-Y—ER 125
LTS,
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Web IR—F )L AD S —D T

Web IR— R ILAD 2 H—D

oY —DA A= LT T LD, R—2ILIZY IS ENHYET , TD=HIZIE.
oY —DINTYvTIP PRLRAZEHELTWeb R—RILIZAALFET, o H—D/TYy o IP
FRLAZHETELHOLVE R, — B0V —ERX—2FHALTCFETEOY—FR—42I/LIZ)Y
HEHBIENTEET,

oY —IE. ROR—FIVIZEHRTEET,
e https://sensor.ext.obsrvbl.com (K &)

e https://sensor.eu—prod.obsrvbl.com(EU)
e https://sensor.anz—prod.obsrvbl.com (AZx—AXF5')7)

BHEHOE Y —DNMSSPHEDF RO —L 3V ([CRT—UV T SN EHOEEHEN

O HRIZHEH>TWAGEEIL. OB ERERTETH-LIZ/NNTIvI IPEEIRT SHE
PNHYET  AT—CU T BEOINTYYYIP PRLRAZERD Y —IZFERAT L.
oY —MNBRo - R— LI @Y RSN DA REEA HYFET,

[ZC®H BRI
o« U —|ZSSH THEfKL. BEELLTATAVLET,
FIE

1. aA<v ROV TR TClcurl https://sensor.ext.obsrvbl.comlEAFIL, Enter &
LFET, error fEM unknown identity &, B H—HR—2JLIZEER T5TL
HWIEEZEKRLET  RODRY)—2 23y THIZSRLTIZELY,

servabledona-e3 SS:/optsobs bl-ona/ 15 /ipfix https S ex

identityIP PFRLRZIE—LZET,
o —Hhoag 7o ET,
HAREEELLT Web R—2)LIZAT AV LET,

oY — ()74 > [T )yJIP (Public IP)] Z:&IRLET,

[/871)yIP (Public IP)] 74— JLRIZ identityIP PRLRZAHALET . RDRY)—>
aybhTHIESIBLTEELY,

S
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https://sensor.ext.obsrvbl.com/
https://sensor.eu-prod.obsrvbl.com/
https://sensor.anz-prod.obsrvbl.com/

Web 7R—ZILAD 2 H—D T

Sensors
iE Sensor List Public IP

Enter the public IP address your sensor will use when sending data.

Public IP:

+ Add IP

7. IPOEM(AIIIP)] EH)vILET , R—FILEoH—NE—2 LR, /8T )vD
IP 7RLATIEAGLF—FFEALTUBOEGENEIINET,

() LWL —DR—FILTRBENDSETIC. RK 10 20N BBENBHYE

o

K= DT —ERAF—DRADFEIZLLEM: T —

CDFIEIF. £ —D/NT)yIIP FRLAM Web R—A)LIZT TIZEBIMSN TLND

BEIIVEBYEBA. COFIEEHAITT HRICEMTIIEFHRELET . R—2ILD

Y—ERFX—DE Y —~DOFEREMIE, (2, 2018 £ 12 A= CEMAAEER ISO
O —=

ona-18.04.1-server-amd64.iso

KYRNZEBRLI=EWE H—E R/ RELTINVET , 1=, Web /R—2)L TER A RELLIR

HEDON—23>oDE Y —ISOZFERALT. GV —2BEMATHIELTEET,

oY —D/NTY) YT IP FRLR%E Web IR—AJLIZEBINTELR MG S . £1-(X MSSP THEH®D
Web R—RILEFEEBLTWAES(X. EoY—O config.local REI7AILEREL. K—4
IWDHY—ERFT—EFETEMLT, oY —FR—2JLIZEEMITET,

| O 10EQTUVH P FRLREERT 5L, COF—BABBMICTOIET,
FC&HBHIIC
o BEEELLTR—FILWebUIIZOYTAULET,
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Web IR—F )L AD S —D T

FlE

. [E%%E (Settings)]> [2>H—(Sensors) ] Z#EIRLET,

Y —RLDREICEEL T [H—ERXF—(Service key) ] #AE—LFET . RDRY')—
AvhTHIESRL TS,

Service key: 7785¥GXksPsBF1tFAZUiD7uUA3YaT73VE{613bMX

EWELLTEY—IZSSHARY /U LET,

4. O RTOV I, ZOaAvTUREAANL.,

sudo nano opt/obsrvbl-ona/config.local Z AL, Enter L TEHREI7A
IWERELET,

# Service Key D TFIZRDITEEMLET,
<service-key> [ERDR—RILDH—E XX —|ZEEFHZ TESLY,
OBSRVBL SERVICE KEY=" <service-key>"

RIZHZRLET

@ observable@ona-e37255: ~

GNU nano 2.5.3 File: opt/obsrvbl-ona/config.local

6. Ctrt0FIMLTERZHREFLET .
7. Ctr+X ZHLTHRTLET,
8. AT KF AV T hTClsudo service obsrvbl-ona restartlZaAFAL. Secure

Cloud Analytics Y —E RZBREEHLE T,
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Web IR—F )L AD S —D T

o —FR—FILIZEMLS., EHEEESRLET,

PY—ERXRF—%FEALT config.local EEIT7MILEEHFHL. FEITELH—% Web
0 R—RILIZYDSEGE L, curl AU REFERAL TR Y — o DiEHxZEAL T
L Web R—RILD BRI BENGNIEMNHYET,

[TL&BHIIC
o BEELLTEUY—IZSSHEHKLET,
F g

1. Av ROV TR TClcurl https://sensor.ext.obsrvbl.coml&EAFAL, Enter &

WLET . Lo —F R—FLDRMERLES . RDRY—2LavbThIESEL TS
rZEby,

2. oY —Hmsas7YRLETS,
3. R—AJLWebUllZES A LET,

4. [E%7E (Settings)]> [zt —(Sensors) ] & BIRLFET , Lo H—NTAT7A LY AMIFRR
SNFET,

ona Settings

Heartbeat Received: 2022-04-27 17:12:22 UTC
Heartbeat Time: 2022-04-27 17:10:39 UTC
Last Flow Record: 2022-04-27 17:00:00 UTC

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -11-



J0— T—3%NET D —DERTE

J0— T—3ZNETH U —DERE

oY —IE. TIAIWSTA—H RIS A BZ—TIA R LD STy LT70— LO—REERL
FT, DT IAILMERTEX, oY —H SPAN F£=E35— 41— Ryb R—MIEHINTLNVS
CEHFRMHRELTVET , RYRNT— LMD T NARATIO—LO—REE K TEREES. D
DV—AMH7A—La—rERELTITVRIEET HEI12, Web R—4)L Ul TV H—%ER
ETEET,

FYRT—H TINA RATEESEFRAATOI7O—NERESNBBEIL. AT EIZE% S UDP
R—FTCIET DL —FRTETHEESHOLET . XY, ST a—TaY
JHLBRBITHYET, TIHILRTIE. O—HIL oY — T74T794+—I)L (iptables) DR—bk
2055/UDP. 4739/UDP. £ &1 9995/UDP MEALNTULVET , 1800 UDP R—hE{E AT BIZIE.
Web R—%JL Ul TENLDR— KL ENRHYET,

ROBR—FEFERALI-. XDTO—ZATDINEEHRFTEET,
e NetFlow v5:7"—k 2055/UDP (T 74 /L TRILYVTLNS)
e NetFlow v9:#R—k 9995/UDP (T 74 LN TRALYTLND)
o IPFIX:7R—k 9996/UDP
e sFlow:7/R— 6343/UDP

—EDRINT—0 TTSATU AL, ELLBEBES B BHT=81Z Web ;R—%)L Ul TIEIRT ZHEMN
HYET,

e Cisco Meraki:— 9998/UDP
e Cisco ASA:7R—k 9997/UDP
e SonicWALL:9999/UDP

[XL&HBHTIC
o BEEELLTR—FILWebUIIZOYAULET,
FIIig

1. [EX%E (Settings)]> [2>H—(Sensors)] Z#EIRLET,
2. BMLI=tEY—I2DWT, [BRE D ZE FE (Change settings) ] #7vILET,
3. [NetFlow/IPFIX] Z:&IiRLET,

CDATIAVIZEBHN—Cav Do Y —DNMETT , ZOFTLav KRS
@ HEWBERIEINLT(?) (Help )] [AVTLIR U H—D AV RP—IL

(On-Prem Sensor Install) ] Z:#IRL T, ®REF/\—2av DL —ISOEF O
A—RLTLEELY,

[FHLLVTO—T DB (Add New Probe) 1 221w LET,

[FO—T %47 (Probe Type)] KA T AU YRS T7O—2 A4 THERLET,

R—FESEAALET,

[Zaka)L (Protocol)] Z&IRLET,

N o g &
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J0— T—3%NET D —DERTE

8. FOwTAHU)ZREME E(ETTT /N1 X (Source device)] ZEIRLET,
9. [fR%E(Save)1 &9V ILET,
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TERA-FSTIa—TFTa4Y

FEEA-FIT N a—T42T

TIHILETIX, B —(ENTP BZIFEAIZ pool .ntp.org ZEAL . R—2IILTEYIIZT—4
MIBREINDIIITERESNTNET , TR NDTURNTP AHFRIEN TLVELMEE X, NTP D%
EEBHTODLENELHIELAHYET, Lo —DEZIMNELLREASN TULELGEE L.
IR—BILICZBERRTREINET . RDRY)—2 3y THZESRBL TS,

A Clock skew detected - These sensors appear to have an unsynchronized clock, which will cause data display problems. For help with fixing this problem please contact

(XL BRI
o BIELLTEUY—IZSSH THEHLET,

FIRDOBEE

1. timedatectl status EAFALTEnter ##L . NTP AAEIEASN TLNEMEIMEFRESEL
*9,

sudo apt-get update && sudo apt-get install -y ntpdate ntp
sudo service ntp stop

sudo ntpdate pool.ntp.org
TIORINDURNTP BEFRI SN TULVELME S L. pool.ntp.org DEHYIZAERIP 7RL
AEHEELFET,

6. sudo service ntp start

a DN

1. AT R7AV TR T timedatectl status EAHLTEnter 3L NTP AREIEIESN T
WEMNEIERERLFET  IELSNTP ERIE SN TULVEWE B —DFIZ DN TIE, RDR
)= aybESRLTIZELY,

2. ROAXUREASLTEnter L, ELLNTP /A7 —I DA U Xh—)LEh  mFT DK
ETHAHLEHERLES

sudo apt-get update && sudo apt-get install -y ntpdate ntp

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -14-



fHFEA- ST a—T1405

3. sudo service ntp stop EAFALTEnter L, NTP U—E XZZFIELET,

4. sudo ntpdate pool.ntp.org&EAFALTEnter #3L . BEAICFERT S NTP H—/\
ERELET,

TR URNTP DR ESNTULVEWMEE X, — R RDONSHNIEERTIoO—
IYE—IUMNRREINET . RORY)—22aybhTHlIZSRLTIIZELY,

6. sudo service ntp start EAFALTEnter ##L ., NTP H—E XZBIRLET,

Secure Cloud Analytics H—E X [&, £ H—DI WA R 7O—FRHEH L TOVEWNESIZFDEF
BRELET, EAIE RIEFITFEETCP S T4vIDHDRAMIZSHEFEET HEHEE(X. T—
BILA—FD—ENRETDHEEERLET . TDHEEIL. BUIIRESNTULVENIS— R—
k. ROMSHELVLAN, LR ENELLEWIZATIA—ILDEZETTRTDA2—Tz4
ALETEFIAO— T—ANEESNGWNVEEDOMENEEINE T ST7— R— = EBTHMS
Tav0ERZRL. BEARMNARNERETEET,

[ZC®H BRI
o BHEHELLTEUY—IZSSH THERLET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -15-



TERA-FSTIa—TFTa4Y

FIRDBE

1.
2.

FIE

ifconfig —a EANLET,
RDARREANLET,

sudo tcpdump —-i <mirror-interface-name> -n -c 100 "tcp"

Enter L CI5—A U A— T/ REBIBT B5 7490 FvTFrL, TO—KF v X+
EST499121F THLTCP b 749 RSN D EFFERLET .

ROAREREAALET,

sudo tcpdump -1 <mirror-interface-name> -n -c 100 "port 9996"

Enter 1L T, 7R—F 9996/TCP [Z— T B+S5T4v0EF ¥ TFvLET,
ROAXKREAALET,

sudo tcpdump -1 <mirror-interface-name> -n -c 100 "src 10.99.102.180"

Enter #3BLT. ZFIETTIP PRL X 10.99.102.180 IT— T BT T4voF X v TF v LET,

. aOYUR AV TR Tifconfig —a EASALTEnter #3L, AV —TzAAD) ALER
RLET . BE.I5—R—F AU 3—TzA RIZIXEE M (FDNT P FRLANEL, 135y
FEENAPRIIMD A A—T A REY B ZLTGEHOTWET . RORY)—2 23 vbDBIT
[X. enp0s8 A A—TTARDIS T4V IDNIEEIZZL IT—R—IFTHAHAZEEZRLTVE

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -16 -



TERA-FSTIa—TFTa4Y

2. ROAREZEAALFETS,

sudo tcpdump -1 <mirror-interface-name> -n -c 100 "tcp"
(<mirror-interface-name> [, eth0 HE DAV A—T A RZ LB T A TFEELY)
Enter ZL CI5— AV A—JIA(RERBBY Hb57490EF v TFrL, TA—FFr Xt
bST49 01213 TGS TCP M4 RSN AT EZHRELEFET . RODRY)—2avh
THIZSBL TS,

Bt

8. RMDARUFZEAALFET,

sudo tcpdump -1 <mirror-interface-name> -n -c 100 "port 9996"

(<mirror-interface-name> &, ethO HEDA U A—TTA RGEBEZTHZ TLZELY)

Enter LT, R—k 9996/TCP I[Z—H T D570 v X v TFoLET . LEIZHLT,
BEDNS I4vIERRTAIIOAIVRERETEET . RDRYY—2 a3y THES
LTS,

4. ROARIEEANALET,

sudo tcpdump -1 <mirror-interface-name> -n -c 100 "src 10.99.102.180"
(<mirror-interface-name> &, ethO HEDA U A—TTA RGEBEZTHZ TLEELY)

Enter #3RL T ZEETIP PRL X 10.99.102.180 [T—HT BS54 v9FFvTFvL
F9, ROARD) =239 THIZSEBLTLESLY,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -17-



1% B - & 158K

{18k B - S &G
Secure Cloud Analytics & $4

RIZ,. oY —DEAIZ{FEHTES Secure Cloud Analytics FEF a1 A T7—2 322DV TERBALE
ERS

Yy—2 BieA
ZDHARIZIE. VM EERT AR Y —/N—TO £ H— DA
VA= IVFEIBE. AT LIRS —F BRI AEMBELUVA

oY — AR —IL EHICBETARRNT SV TARBEHRMAEENTULET,

A4k BENIFATIA—ILIL—ILERETIVENHBESITHER
T. Secure Cloud Analytics Y —E A THERHT B IP PRL ALEEEL
ShTWET,

Amazon Web Services [d14/% CDHAKTIZL. Secure Cloud Analytics [IZ&E>TE=ZAENDS

JUvH H59F E=5—1)2 ‘I, Seoure. s124T
T hAv5 AL BAE  AWSTATUMERRIST STAERISONTEHALTLET,

Secure Cloud Analytics 77 JILETALIR)
RO TS5ARN—F,R2YRT—ODEZRY2Y Linux TALIR) B LUV IT7AILIRIZIF. BELGEY
Y—RENEENTHET,
e /opt/obsrvbl-ona:Z®DT ALY JIZIL. Secure Cloud Analytics DERTE T 71 )L
(config, config.auto, config.local). B&LUEI Y —DA U AM—)LEFIZIERS
NBSESFELHTTALIOMN) (BT T7AILTALIRNIBE) BNEENTLNET,

e /opt/obsrvbl-ona/config: o —DAUA—ILEIZERENDEZDTFRANTI7A
WK, TIAHILRDEUH—BENEFENTUVET . COT7MILEEERET HILEH
HOLETA. EE(L config.local TITHORBELHYET . COT7MILERET D15
BlE. RNV TITHEEBRLTLIEEWN, ZOT7AIVIE, config.local Z7MIL%E
BHTBRICSBTEET, config.local Z7MILDHRERNBIZELT, TIAILED
config Z7AILEREN LESTINFET,

config RTE 77 A ILDEF/\—3a (4. Secure Network Analytics GitHub 1 k
6 (https://github.com/obsrvbl/ona/blob/master/packaging/root/opt/obsrvbl—
ona/config) IZHYET .

e /opt/obsrvbl-ona/config.auto:ZDTFARI7AILIZIE, —HH Web /R—%JL
NofTot o b—ERENDERERNBENSENTNET, A X, P —[2kD Web 7R—
RILING syslog Ef=[E SNMP ADOF U T ZEH T HE, Web R—FILIEDI7AIL%E
?%ﬁbs CNODREDEHZEMLET , COT7MILEFEERELLZVNEEHELE

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -18-


https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/products-installation-guides-list.html
https://github.com/obsrvbl/ona/blob/master/packaging/root/opt/obsrvbl-ona/config
https://github.com/obsrvbl/ona/blob/master/packaging/root/opt/obsrvbl-ona/config

1% B - & 158K

e /opt/obsrvbl-ona/config.local:CcDTFARIZAILIZIE. O H—DHRA
LEENEFENTOVET . COT7MILDEREDEHFHIZEL ST, config EEI7MILDER
Elﬂi@b\iiééhiﬂ' A—AILEREDHIZIE. 7A—REDEXL, 7O0—IREL2(T
2% 7€ (NetFlow V5. IPFIX 72 &) | Suricata L EDTOT S LED Y —RIN—T 4B DB
1t7§“’§$h$'§’f3‘l HNITRESNSDITTIEHBYEE A,

JO—IRENREIZHEAT S configlocal 77/ ILDEHIL, 12018 F 12 ABF
o B CEAREEZ ISO /N\—23 0na-18.04.1-server-amd64 . iso KYRIIZ
BRALEWE H—FRRELTNVET  Web R—R L TERATARELGIRED

N—=230DEH—ISOZFERALT. WU —2BEBHETEET,

e /opt/obsrvbl-ona/logs/PNA:CDTALIRIIZIE, £ —DA—HRybiR—
ERESNzo0—CEET 50T 7/ ILINEENTULET, EoH—IETEHHIZSThED
T7ANEIZORIZTYTA—RLT, TALIMZEZEIZLES , 1 —H—R vk R—KIAS
T—EDHAXIZEAEL T, OF I7MILDNAMEBENEZ DD T, S5— R—rHHE
UICHBET B LIICEDTALYRNIEZE=ZATEET,

RDRY)—=223yhTlE BT T7AILDEEITINE A —FRYMR—FD STy I M
MNEYDIEWZERDLMNYET, =L, Y—EREETHRTHY. 77471205 774)L
FHERLTOET,

o ona-e37255: Jopt/obsrvbl

e /opt/obsrvbl-ona/logs/ipfix:ZMDTALYRJIZIL. NetFlow X IPFIX 2 ED T
A—T—374—RIZE o TRESN AT T7 ML EFENTVET . COTALINIDE
HIAHE. 70— REFEEICHEMESNTRZEINTVET . COTALINIDFEL
AN L\i’a‘A(i ZO0—RENEME>TLVEWAEEELHYE T,

XODZ?'J D aybhTIE. BT 7LD EME T ICEDKRETT , oY —(X, 70—
T— ’5"&11.:&'(“&'@'&

e /etc/iptables:ZDTALIRIIZIE, EoY—®D iptables Z7A T4 —ILERET7
AILHNEENTVET,
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fHkc-Y—EX

fF#xC-H—EX

Secure Cloud Analytics [£XR® Linux H—E XZFALET .

H—EX

obsrvbl-ona

log-watcher
pdns-capturer
pna-monitor
pna-pusher

hostname-
resolver

netflow-—
monitor

netflow-pusher

notification-
publisher

ossec-alert-
watcher

suricata-
alert-watcher

FI4IET
A R—=TILH
ES5h

(&Y

(ELy
(ELy
(&Y

(ELy

(&Y

(ATAY-4

AIAY4

LZ

AIAY4

LVZ

BTLE

REDEREE-SFL, HBEHZNELFTT, COY—
i;g—_?ﬁ&é?é& BESN TS MDY —ERLFIAS

o —DRFATEBHLES,
Ny T DNS VT ZUNELET,
IPRST490 DA T—R3%FINELET,

I9FIRIZIP FS 7490 D AR T—R%EEELET,

TOT4TIP 7RLAZO—AI RRAMRIZERRLET .

IW—EBELVRAYFIZEK>TEIESNS NetFlow T—4
)RV LET,

NetFlow T—A% U7 ORIZEELET,

Syslog £71=IX SNMP ' L CEEfREERET S —FEL—
LET,

OSSEC 75—h&E=ZFALFET (A A—IILEN TS5

B)o

Suricata 7 5—hFEEZALET (A RAR—ILENTLVS
58,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

_20_



fHxCc-H—EX

o —DARURSAUD G, SESFLT—EANEFTIN TSI EEHERTEET,
[TL&BHIIC
o« LY —|ZSSH THEHIL. BEELLTRTAVLET,

FIEDOBEE
ps —-ef | grep obsrvbl

FlR

1. Av ROV T+ Tps -ef |grep obsrvbl EAALTEnter #HLET , RDRYY)—
vayvhTHIZSRL TS,
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F8%D- oY —DT7 VTSI L—FK

+8kD-toHY—DT7YTIL—F

oY —DREEBICHELTVWSIGEERIE. 7TYTIL—FTA2RERIHYFER A, 12120, FTLULEEE
B —EREDHERE) AT RBLTVDISE X ROVWT A DFIREFERALTT VIS
l/_lsbgs_d—o

o UbuntuTODT7YTTL—F XM Web TR—ZJL UL IS EUH— A A—T (ISO)EX IV
AO—KLE=EEIX. ROFIEEZSHBL TSN, I R — M)A TT,

 Red Hat Enterprise Linux A—Z2DFARU—F AT RATFLTOT YT L—FK
UbuntuCTHD 7Y TSI L—K
L AAAM Web R—2)L UL DS U — A A—T (ISO) EF o O—KLI=8 & 1. Ubuntu ZfEAL
Tt —%7v79L—KLET,
[ZC®H BRI

o T —DIN—Da3 0 DERIOFIBIZK T BED LY —D/N—D3 % EELE
ERR
o BEIELLT Ubuntu VAT LIZAGTAULET,

FIRDBE

sudo systemctl stop obsrvbl-ona.service

—_

2. sudo cp /opt/obsrvbl-ona/config.auto ~/config.auto

3. sudo cp /opt/obsrvbl-ona/config.local ~/config.local
4. rm -f ona-service UbuntuXenial amdé64.deb
5

. wget https://assets-production.obsrvbl.com/ona-packages/obsrvbl-
ona/v5.1.1/ona-service UbuntuXenial amd64.deb

. sudo apt remove --purge ona-service UbuntuXenial amdo64.deb
. sudo apt install ./ona-service UbuntuXenial amd64.deb

6

7

8. sudo cp ~/config.auto /opt/obsrvbl-ona/config.auto
9. sudo cp ~/config.local /opt/obsrvbl-ona/config.local
0

. sudo chown obsrvbl ona:obsrvbl ona /opt/obsrvbl-ona/config.auto
/opt/obsrvbl-ona/config.local

11. sudo systemctl restart obsrvbl-ona.service

FIg
BEU a3V TCaATUREEFLT. oY —%2T7 YT L—RT5FIEERETLET,
H—ERZEBILL. BEFEOREZ/\WITYILET,

1. aAvoR7OyFhT. 2OavUREA AL,

sudo systemctl stop obsrvbl-ona.service

EAAL.Enter 2L TH—ERFFLELFET,
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2. sudo cp /opt/obsrvbl-ona/config.auto ~/config.auto &AFL, Enter %
BLEY,

3. sudo cp /opt/obsrvbl-ona/config.local ~/config.local &A AL, Enter
HLET,

HFLWWwr—Pnaon—k
4. rm -f ona-service UbuntuXenial amdé64.deb EAFL.Enter ZHLET,

9. wget https://assets-production.obsrvbl.com/ona-packages/obsrvbl-
ona/v5.1.1/ona-service UbuntuXenial amd64.deb &EAANL. Enter ZH#LE
ER

By —UFHIRL, HLLW Y —OF (O AM—ILLET,
6. sudo apt remove --purge ona-service UbuntuXenial amdé64.deb EAN
L.Enter Z#LFEJ,
7. sudo apt install ./ona-service UbuntuXenial amd64.deb &AAL.
Enter Z#ILFE Y,
INVITITHREDET
8. sudo cp ~/config.auto /opt/obsrvbl-ona/config.auto &AAL. Enter %

BLZEY,

9. sudo cp ~/config.local /opt/obsrvbl-ona/config.local &EAAIL. Enter
ZHLET,

10. sudo chown obsrvbl ona:obsrvbl ona /opt/obsrvbl-ona/config.auto
/opt/obsrvbl-ona/config.local EAAL. Enter Z#LET,

DRATLDOEEE:
11. sudo systemctl restart obsrvbl-ona.service EAAL. Enter #HLET,
EEHORER:
12. TEoH—DR—2VEFOERIOFIBIZHE>T, B —DNYRMIRFEIN, T—4%
ZIELTWSILERERLET,
13. T2 Y —DN—2av DR IOFIRICHST, B —D/N—VavAEHIN TS
LEHERELETS,

CentOS % & M Red Hat Enterprise Linux R—ZADARL—T AV T AT LEFERALTLSIGE
. ROFIEIZ->TEY—4,TVTIL—KLET,

[FL&BHIIC
o [BUH—DIN—30DHEZIOFIBIZH ST BED L H—DN—a 5 R LE
ER

o« T H—(ZSSHERKL, EBELLTAYAULET,
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FIEDBEE

1. sudo systemctl stop obsrvbl-ona.service
sudo cp /opt/obsrvbl-ona/config.auto ~/config.auto
sudo cp /opt/obsrvbl-ona/config.local ~/config.local

rm -f ona-service RHEL 7 x86 64.rpm

o B LN

curl -L -0 https://assets-production.obsrvbl.com/ona-
packages/obsrvbl-ona/v5.1.1/ona-service RHEL 8 x86 64.rpm

sudo yum remove ona-service
sudo yum install ./ona-service RHEL 8 x86 64.rpm
sudo cp ~/config.auto /opt/obsrvbl-ona/config.auto

sudo cp ~/config.local /opt/obsrvbl-ona/config.local

© © © 4 o

sudo chown obsrvbl ona:obsrvbl ona /opt/obsrvbl-ona/config.auto
/opt/obsrvbl-ona/config.local

11. sudo systemctl restart obsrvbl-ona.service

FIg
BV a3V TCaAvUREEFLT. Y —%2T7 YT L— KT 5FIEERETLET,
H—ERZEBILL. BEFEOREZ/\WITYILET,

1. aAvoR7Oy IR, 2OavURrEA AL,

sudo systemctl stop obsrvbl-ona.service

EAFSL.Enter ZHLTH—EREFLELET,

2. sudo cp /opt/obsrvbl-ona/config.auto ~/config.auto &EAAL, Enter %
BLET,

3. sudo cp /opt/obsrvbl-ona/config.local ~/config.local &AL, Enter
ZHLET,

LSy r—onFyrn—k:
4. rm -f ona-service RHEL 7 x86 64.rpm&AJIL. Enter #HLET,

9. curl -L -0 https://assets-production.obsrvbl.com/ona-
packages/obsrvbl-ona/v5.1.1/ona-service RHEL 8 x86 64.rpm&AN
L.Enter Z#LFEJ,

BLRr—UFHIBRL . HLLV T —OF AV R—ILLET,
6. sudo yum remove ona-service EAJAL. Enter ZLET,

7. sudo yum install ./ona-service RHEL 8 x86 64.rpm &AAIL. Enter L
EX I
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INVOTITEEDET
8. sudo cp ~/config.auto /opt/obsrvbl-ona/config.auto &AAL. Enter %
HLET,

9. sudo cp ~/config.local /opt/obsrvbl-ona/config.local &EAJIL. Enter
FHLET,

10. sudo chown obsrvbl ona:obsrvbl ona /opt/obsrvbl-ona/config.auto
/opt/obsrvbl-ona/config.local EAAL. Enter Z#LET,

DRATLDOEEE:
11. sudo systemctl restart obsrvbl-ona.service EAHNL. Enter #HLET,
BHOMEE:
12. T2 —DR—2)VEGEOEZIOFIEIZH>T, EoY—MNYRMIRTSh, T—4%
ZIELTWAILERERALET,
13. T2 —DN—DaVDHERIDOFIBITR->T, B Y —DNA—2aV BNEHINTNSS
LERERRLET,
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A Y
SN
BEE Y —X
Secure Cloud Analytics MEEHAIZDLNTIE, XESBLTLESLY,
e BEEIZDULVTIZ. https://www.cisco.com/c/en/us/products/security/stealthwatch—

cloud/index.html ZZ& ML TLZELY,
e 60 HEDEHNSATILIZEFFKT BHIZIE.

https://www.cisco.com/c/en/us/products/security/stealthwatch/stealthwatch—cloud—

free—offer.html [C7 7 RALTLZELY,

o FFxaAUM)Y—XIZDVTIE.
https://www.cisco.com/c/en/us/support/security/stealthwatch—cloud/tsd—products—
support—series—home.htm| ZZS L TZELY,

* Secure Cloud Analytics fI#iB AN A FiEE A AM—ILE LV AV ToF¥2L—aY AAF
[ZDULVTIE. https://www.cisco.com/c/en/us/support/security/stealthwatch—
cloud/products—installation—guides—list. html ZZS BB L TLIZ&0Y,
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html

o Secure Cloud Analytics S A7 ILDRARKICEFA—IL T —RZHIGE:

swatchc—support@cisco.com
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