atfren]n
CIscCO

Cisco Secure Cloud Analytics

Amazon Web Services [A]1F/NT 1) w9 D508 £F=Z3—1 5 D499 RE—k
HAKR




=P/

INTYY 955 9RDE=4R)>% Amazon Web Services RIITDERTE ... 3
S3/NFybTO— 0T T—B AR —UMERTE 3
S3 /N YRD VPC ANDBEERT (2 3
J0—07 73170 tRT 5D AWSHERRDEEE ... 4
JO0—A5 T—RIZF I RTHEREF ORI —DER: 4
JO—05 T—ZIZ7 9 ERTH=HDIAMBA—ILDERTE ..o 5
JO—0JT—RICT7 R T HEREFEDIAMO—)LORE: .o, 5
SNy T7O—AS T—RIZT IR T 51=8 D Secure Cloud Analytics DEXTE ... 6
S3/ Wy ZRESIN TS TO—05 T—2%FYIAL =8 D Secure Cloud Analytics
) B T & oo 6
Secure Cloud Analytics M 270—049 T —42ZRYRALT=HD S3 1\ ybiRY o —DER
B e 7
AWS ED R D R 8
AWS BB D 8
DD — R B E LY R— 9
TERBEE 10

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -2-



INTUYDHZFIRDE=S) % Amazon Web Services 8] 1T DE&E

INT VY95 HRDE=AR1)>2%4 Amazon Web
Services [ TN EXTE

Cisco Secure Cloud Analytics /N 1)w 995K DE=41)>%4 (I8 Stealthwatch Cloud /8T w9 4
SR EZA—1)2%) &, Amazon Web Services (AWS) AT D AEI#RIE . BBIFE . B LUPa TS
AT 2 A Y —E X TY, Secure Cloud Analytics [&. AWS /8T Ywd H59K RykD—O R8T
FAR—KIZHR(VPC) 7O—ATHBEDRYNT—D b ST4v9 T—2FWMELET . RIZ.FD
TR TAMEETLTEBEREORKELTRE T HIEICES T AAFTIVI IUTATA
ETYVUT%#EITLET, Secure Cloud Analytics . B ZEREZFODVORT AU IAM O—
IWEFERALT.AWS 7HY UM SEHE VPC 70— 05 % HELE T, 52, Secure Cloud
Analytics (£, BIIDALTHFRAREEZZ—) 2T D=HIZ, DD T—42 J—ZX (CloudTrail 4°
IAMBGE)ZHBETHENTEET,

78—AJERET S S3 /N rybke ShonT0—0% YA Secure Cloud Analytics 5% 5E
TBIZIE, ROFIEEETLET

1. AWS T, VPC @ VPC 7O0—OFX U JEFRICL. 70—OT DI HRKR—RED S3 /37 vk
EHRELET, S#MICOLTIEX. IS8/ yk 70— 0 7—42 ARL—U DR E 1ESHEL
TLIZELY,

2. AWS T, IAM 7t RXR1) > —& 1AM O—)LEE&ETEL T, Secure Cloud Analytics D 70— 1
TADTIRAERGBEAREIZLET FHISOVWTE, 178—AJF—2IZ7912RT 3
=D AWS R DR E 1S LUV IA—AT T—2IT7 V1R T 518D IAM A— )LD
EIESRBLTIZEL,

3. Secure Cloud Analytics Web 7/R—4& )L UITC, S3/\whEIAMA— )LZFHAL TR EZEH
LT AWS 70—A5 T—2DEEEaRECLET , EEMIC DLV TIE., 1S3/ rybhin T
AO—A45 T—RIZ7 912X T 51=8 D Secure Cloud Analytics DEBFE I1ZSHBLTIEELY,

I D S3 /w70 —0) T—2%RETEET, JO—AX I 2/ MICTHEEIT, FHLL
S3NTYNEER T B2 L TEET,
S3 /Ny kD VPC ~DEEE T
[ZC&H BRI
o AWS EEOLY—)LIZAY AV LT. VPD By aiR—FRIZ7VEALET,
F g
1. EALTLVS VPCHERLET .
2. VPCEHH)yHL., [7a—0O% OER (Create Flow Log) ] #ERLET,
3. [D4ILA(Fiten) I FOYTEIUME, ROATLavDWFhhERRLET,

o HFEIESNI=IP RS T4V HIEEBEINT=IP FST4v DM AZERERT BIZIE. [TRT
(AID] %:#IRL. Secure Cloud Analytics TRADEA T DS T4y IERRTEDL
SIZLET,
o [E57] (Accept)] ZEIRT DL, SFAISNT=IP FT T4 I DHHEEERS., Secure
Cloud Analytics [CIXEFRISN I, S T4 VI DHDRIREINET,
4. [3B5E (Destination)] [Z [S3/\4 W Z3%4{E (Send to an S3 bucket)] ZEIRLET .

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -3-



INTUYDHZFIRDE=S) % Amazon Web Services 8] 1T DE&E

5. JO—AJ T —A3%RETHS3I/NNYRARNEAALET,

o s Ny FEELGWVMES (X ZEREZISYMLRICAWS [T TS F
ER

6. (A5 La—F#= (Logrecord format)] R4 T, [HAZLFZZ (Custom format) ] ZEIRL
x99,

7. [AT K (Logformat)] FKOY T A DY ARSI RTHORBRHEERIRLET,

8. [YERk(Create)] &V vILET,

RDYEE

 Secure Cloud Analytics [Z&DT7A—0Y T—A~NDT I RA%EEFRIT 5 AWS HERZFHEL
9, BEMICOWTIE. T7A—A5 T—RIZF7 2R T 512D AWS H#ER DR T 1ZS L
TLIEELY,

Secure Cloud Analytics Web Ul [ZFR&hN 5 JSON SR FEFFAL T, HILLVIAM AR —FERKL
*9 ., CORIJS—IZIL. Secure Cloud Analytics [IZ&AT7A—AS T—RADT I REHTT5
MERNEENTHET,

AWS 59 RIRRAFrZEE T BIZI1E. AWS D IAM R —IZEBMD T I RAGRZ{F 53 i)
EAHYFET, Secure Cloud Analytics D [AWSDHEZE (AWS About)] R—I[Z "sid":
"CloudCompliance" I TIRESD JSONA TV MDHETIERN—ERTINET,

Secure Cloud Analytics & AWS Z#IO THIE T HEEHR T, CNoDEBIMDIERZE T 5L =<4
BEIX. COFTOzIMFBIRTEET A, VT IRRAFvLR—MIERTELRLLBYET,
20—0JT—3I7 7 tRT HERERF ORI —DIERK:

[ZL&H BRI

e AWSEHEOVY—ILICAT AV LT IAM A v aR—RIZ77EALET,
o EEET NPT Secure Cloud Analytics Web Ul [CA5' A LET,
g

1. Secure Cloud Analytics Web Ul T. [E%E (Settings)] > [# & (Integrations)] > [AWS] > [1E¥R
(About)] ZZIRLFET,

2. AWS JY—RIZ7UERTBFIEERHEELET,

3. RYS—RF2AULD JSON F/EFIE—L., TL—FTFRLITFARIBRYFITET,

4. Secure Cloud Analytics T AWS Cloud RRF ¥ Z 5l 57O ITIA BB MDIERIZDLY
T."Sid": "CloudCompliance" TIED JSONA T HREHERLET , RDEIR
EHHYET,

o CNHLMEMDIEREFELEWNFGEIX, "sid": "CloudCompliance" TIRE

A JSON AT rEHIBRLET , Secure Cloud Analytics TAWS 759K RAF v %
Ml A LI TEELKBYET . ROFIBICHEAET

o CNLDEMDERZNFELTAWS V5V RRAFYEFHET H5HE1E. ROFIEIC
EAFT,

5. IM &3 2/ R—K T, [7R1) L — (Policies)] #:&RLFE T,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -4-



INTUYDHZFIRDE=S) % Amazon Web Services 8] 1T DE&E

6. [RY) —DYERL (Create Policy)1 &)y LET,

7. [USON] 2T %#ZERLFET,

8. TL—UFFXARITAEMBRYL—D JSON EZEEZIE—L., JSON TF42IZBEY FI+E
ERR

9. [[R)>—D R (Review policy) 1 #2vILET,

R)O—REEY— LA TS5—ZRO—L=58 X, AaE—LTRYMF=TF A HERLE
ER

10. [®&Hi(Name)] 74—JLRIZ swe _policy EANILFET,
11. Secure Cloud Analytics DARULEOATT—REH AWM BDEEEF ] 5K —73
ED [EiBA (Description) ] Z AHLFET
12. [R)>—D1ERL (Create Policy) 1 #49')voLET,
ROVEZE

 Secure Cloud Analytics [C&kDT7A—AY T—AADT I RAZHATE5HLIVA—ILEERL
LET, HMISOWTIE, I70—05F—2IZ7 91T 500 IAMO—)LDOERE 125
BLTLZELY,

IAM R o —Z4ERKLT=5. Secure Cloud Analytics [Z&AT7A—AS T—E~ADT I REHAT
AHIAMO—)LEERLET .

JA—AJ T—RIZ7 7 2RATHEREHFDIAMO—)LDEETE:
[ZC&H BT

o« AWS BEEOLY—)LIZAY AV LT IAM A Y aR—RIZ7I2ALET,
F g
[B—JL (Role)] Z:#EIRLET .

[A—)LZ{ERL (Create role) ] Z:#IRLET .
[BIDAWS T A9k (Another AWS account)] A—JLAA TZEIRLET,

[7 59> KND (AccountID)] Z4—JLKIZ 757972810156 EA HLFET,
[SFERID MDA ZE (Require external ID)] A7 a & EIRLET .
&4 EB ID &L T Secure Cloud Analytics DWeb Rh—A2 L& ZEAHLET,

o a > =

Web R—%JLZ L. https://portal-name.obsrvbl.com DK THR—4%
JLURL [THEHAENF T, F=EZ X Web R—%)LD URL A
https://example-client.obsrvbl.com DFE ., HERID &L T

example-client # ANLET URLEAXRZANTHLE HERTEITRBMLE
ER

7. [R~:#EPR (Next: Permissions)] #2voLET,
8. YERkL 7= swe policy RS —ZBIRLET,
9. [RA~:2X2 Y (Next: Tagging) 1 &0y ILET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -5-



INTUYDHZFIRDE=S) % Amazon Web Services 8] 1T DE&E

10. [~ :LE 21— (Next: Review)] #91)woLET,

11. [A—JL4 (Role name)] £L T swe_role ZAALET,

12. YORTHIUSTHRREH 7 9 50—)LEE D [FiBA (Description) ] £ AILET
13. [A—)LZ&{ERk (Create Role)1 &0 )voLET .

14, O—JLARN ZaE—L, FL—UTF X APITA2IZBY M ITETS

ROEE
e IJAMO—)L& S3 /354 % Secure Cloud Analytics Web UL IZ3EA0L . AWS [ZEiLLY S3 /8

FybiR)S—2 7y TO—KLET, IO TIX, IS8 /vy no0—ad 7—42I127
1t RTB1=8 0 Secure Cloud Analytics DERTE 1S B L TLE&LY,

JO—0O5 DB TEETT T BIZIE. Secure Cloud Analytics Web Ul TIAM O—JL & S3 N\ yhE %
AAL.S3 /Ny EEMNT HEZIZ Secure Cloud Analytics [Tk > TIRtEN A EXF AL
T.AWS TSI /NNy RYL—%ZEBLET,

FHYURTVPC 72O8—A5#EFHIZLEIENAYDIESIZ 10 0 F-~THL, 70— F—4%
189 B &L 51Z Secure Cloud Analytics 2 TE L TLIEELY, S3 /YR ZATAEFENLLY, FD S3
INRZZEBMTHE TT—MRINDIENHYFET AWS [, 510 2T &ICVPC 7E—AT %
ERLET,

S3/NTYNIRFESNA TS T7O0—0T T—2Z YA 1=8 D Secure Cloud
Analytics MEXTE :
[XL&HBHIIC
o EEET NPT Secure Cloud Analytics Web U (A5 1 LET,
F g
1. [E%E (Settings)]> [#i & (Integrations)] > [AWS] > [ZL T4 )L (Credentials) ] ZEIRLFE

o}

2. HLWWILTUOv)LDENM (Add New Credentials)] 24 v LET,
3. MY TVRERIZAALET,

4. RELI=O—ILARNZTL—TFARI T o440 5aE—L., [A—J/LARN(Role ARN)]
T4—ILRIZBEYFIHET .

5. [k (Create)] &9 vULET,

6. [ERXE (Settings)] > [# A& (Integrations)] > [AWS] > [VPCTZO—H% (VPC Flow Logs)] Z:#4R
LET,

7. [VPC7O—O% %380 (Add VPC Flowlog)]1 4w L%Ed,
8. [S3/XA(S3Path)] 74— ILRIZ, 78—AJ T—4%EL SI/N\TIYrDLRIZEANLET,

0 BEHDHRTEFEH S\ yhEEBIMTEET , Secure Cloud Analytics & AWS D7
BIZIZFADDIAM TR RS —EO—)LERETIHELETAHYET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -6-



INTUYDHZFIRDE=S) % Amazon Web Services 8] 1T DE&E

9.

10.

S3 /N yk®D [T %)L (Credentials)] ZERL . [EXE F)[E (Setup Instructions)] %%
JyoLET,

SINTYRINREGLT UL ILEFERLTEHRIN =/ yhR1)— JSON SREMN KRS
nEy,

§7T<énf:/i"7\yr~rt-€u~>— JSON SR EZ#aE—L. TL—U T X AT T42IZBEY F1+E

0 CDIT 9O RDFRWN=FFIZLET, S3 /1 ybR) O —ZERELI- .
Secure Cloud Analytics Web Ul DR FEZE TLET,

Secure Cloud Analytics M7O—A4 F—42%ZRYAL =6 D S3 /4yl

—MEETE
[ZC&HBHIIC

FIR

H L~

© ®©® N oo

10.
11.
12.
13.

14.

AWS EEEOY—)LIZAT AV LT IAM Ay 2 R—RIZ7O9EALET,
EIRFE T ™ T Secure Cloud Analytics Web Ul [2AZ A LET,

IAM 53 2 R—K T, [[R1) > —(Policies)] #:#RLET

[R) S —DERL (Create Policy)]1 9w LET,

[JSON] 2T Z:ERLFET,

TL—oFTFRRITFT 4805 yhR) & — JSON R EEaE—L. /R —I T4 2IZBEY
FFT.BRFED/NTIbR) O —F EEELFET,

RS —DFEER (Review policy) ] #9v o LET .

RS —D [T (Name) ] ZADLET,

FE TR —D [ERBA (Description) ] # A ALET,

[R) S —®DERL (Create Policy)]1 9w LET,

IAM #w>27R—F T, [A—JL (Roles)] Z:#EIRLE T,

swc_role ZZEIRLFT,

[#EFR (Permissions)] 27T, [[R) L —%& 72y F (Attach policies) ] #0')vILET,
ATV 6 TAALIEAR) O —EEERLET,

[R1) S —% 752 yF (Attach policy) 1 #01)wHoLET,

Secure Cloud Analytics Web Ul ©, A1LT= S3 I\ Y/ XRETGL T ILIZH LT [ERL
(Create) 1 &0 vILET,

S3 /Ny b7O—00 T—2FWYIAL - DEYLIERNEWNGE . VAT
6 LIFIS5—%4RTRLET, U R—IDRELIFE (L. support@obsrvbl.com [Z7R—
BV E S IR E T EKLEESLY,

ROEE

AWS i B ZHEZELE T, SHMIZDOULTIX. TAWS LS DFEZR 1ZSBL TS,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -7-



mailto:support@obsrvbl.com

INTUYDHZFIRDE=S) % Amazon Web Services 8] 1T DE&E

AWS LD BZETE T 9 BHE. [XTE (Settings)] A=21—00 Cisco Secure Cloud Analytics 22—
(|H Stealthwatch Cloud Sensor) R—U 2 RDAFIDFHF LWV H—MNRREINFET,

AWS: S3-bucket-name

DY —IURJIZIFHEDBEMF-IE SN YR ENRTREINET A o —DR—
UhOERERETHEETEFEA,

@ rcM DEREFTTLTHLIS T4vIB LUV IV TAT4 T—2DRTMNFABEINDET
(2K 24 FEINMNYET,
AWS i & DHEER
[ZC&HBHIIC
o BHIETFTHY2KT Secure Cloud Analytics Web Ul [IZES A2 LET,
FE

1. Secure Cloud Analytics Web Ul T, [EX7E (Settings)] > [Sensor(Sensors)] Z#EIRLET,
R—=UIZSIN\TYRERRRIN TS EEHERLET .

2. [#4& (Integrations)]> [AWS] > [#¥E[R (Permissions)] DIEIZEIRLE T, RS- AWS &
RAEFERSY THAZEEMHRLET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -8-



ZOMD) I —RAELVHHR—k

N N N °
ZDMD))—RABE LU Y R—F
SHIZHR—MRELZIZB A L. support@obsrvbl.com ETCEFA—ILTERBILVEHHELFEE0Y,
Secure Cloud Analytics MEEHAIZDLNTIE, XESBL TS,

e BEEIZDULVTIZ. https://www.cisco.com/c/en/us/products/security/stealthwatch—

cloud/index.html ZZ& ML TLZELY,
e 60 HEDEHNSATILIZEFFKT BHIZIE.

https://www.cisco.com/c/en/us/products/security/stealthwatch/stealthwatch—cloud—
free—offer.html [T AL TLIZELY,

o REXaAVMJY—RIZDLNTIE,
https://www.cisco.com/c/en/us/support/security/stealthwatch—cloud/tsd—products—
support—series—home.htm| ZZS L TLIZELY,

 Secure Cloud Analytics R SATILDHARLEE AV AM—=ILEXUVEREHARIZDINT
[&. https://www.cisco.com/c/en/us/support/security/stealthwatch—cloud/products—
installation—guides—list.htm| ZZS BB L TLIZ&LY,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -9-


mailto:support@obsrvbl.com
https://www.cisco.com/c/en/us/products/security/stealthwatch-cloud/index.html
https://www.cisco.com/c/en/us/products/security/stealthwatch-cloud/index.html
https://www.cisco.com/c/en/us/products/security/stealthwatch/stealthwatch-cloud-free-offer.html
https://www.cisco.com/c/en/us/products/security/stealthwatch/stealthwatch-cloud-free-offer.html
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/products-installation-guides-list.html

EEEE

PAS = FE
REER

YEYar  HETH

1.0 201843 A 7H
1.1 20194 5 A 30 H
1.2 20194 6 A 14 H
1.3 2019 10 A 22 H
1.4 20204 8 A 13 H
15 2020 £ 10 A 16 H
1.6 2021 41 A 26 H
1.7 202142 A 18 H
2.0 2021 £ 11 A 3 H

EiEA

ROD/IN—23,

S3 /NI DIE RIS OVTER,
BREDIAT—FE#,

BEFIEEEH.

JO0—AT DRI RERDLUF T HEIE,
Ul DEHICESCEH . BLUT70—0TBREHE,

Secure Cloud Analytics IRR F v E IR BH (LW ELIER
TE),

UIBEBED-HDERH,
HMENDITSUREEEH,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved.

_10_



=== _; ‘i

=1EHETRER

Cisco BK U Cisco AT L, P RAFIEZDEHESH D KESF LUV ZDMOEIZE 1T 5EEET-

[TZEZEIETT, P RAODBEED—EIZDULVTI, URL: https://www.cisco.com/go/trademarks
CELZEWD BBSN TV E=FHEAOEEZE. TNTNOREEIZRELET . [/3—+

F—I1EVWVSREDFERIES ROttt EDB D /N—rF— v TERREERT LD TIEHYE

HA,(1721R)

ol I (N I 1 © 2022 Cisco Systems, Inc. and/or its affiliates.

c | S c o All rights reserved.


https://www.cisco.com/c/ja_jp/about/legal/trademarks.html

	パブリッククラウドのモニタリング Amazon Web Services 向けの設定
	S3 バケット フロー ログ データ ストレージの設定
	S3 バケットの VPC への関連付け：

	フローログデータにアクセスするための AWS 権限の設定
	フローログデータにアクセスする権限を持つポリシーの作成：

	フローログデータにアクセスするための IAM ロールの設定
	フローログデータにアクセスする権限を持つ IAM ロールの設定：

	S3 バケットからフローログデータにアクセスするための Secure Cloud Analytics の設定
	S3 バケットに保存されているフローログデータを取り込むための Secure Cloud Analytics の設定：
	Secure Cloud Analytics がフローログデータを取り込むための S3 バケットポリシーの設定：

	AWS との統合の確認
	AWS 統合の確認：


	その他のリソースおよびサポート
	変更履歴

