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Cisco Secure Cloud Analytics
Amazon Web H—E ZDIFEE T/ VI RA— AR




=P/

S3/\rybkJB— AT F—B AR —UDEETE 3
S3/NYRD VPC AND BB T 3
ORMER/IMET BT20D S3 /Ny b DERTE (HESE) 4

IJA—AJT—RICFIERT =D AWS HEBDRE 5
J0—05 T—3IZT7 O RTEREFDRYS—DER .. 5

IJO—AYF—RIcFIERTBEHO IAMO—ILOEBE 6
JO0—A7F—RIZ7 0 ERTHERZFDIAMO—ILDERTE .o, 6

S3 Ty BETIA—AT T—RIZ7 VR T 578D Secure Cloud Analytics DEXFE .......... 7
:SQ?’ NTYRMIRTFESN TS T7O0—05 T—2%EY AL 26 D Secure Cloud Analytics @

B T 7
Secure Cloud Analytics B 70—0%5 T—42%RYAL =8O D SI /Ny R)—DERE .. 8

AWS EDBE B DR 9
AW S B B D T L 9

S3 /3 ybk CloudTraill AL O3y DERTE .o 10
CloudTrail S3 /N R DB R . 10

FSIN =TT ARBTSAR—o35HR(VPC)ZB—BS 12
NAT R A 12

AWS [ZNAT 5 —hozA DS ENT S VPC JO—FREFETEEIT N 12
ARRLVPC 7O—ATHEMNT TP THRESNTOEINEINEHERT HITIXEST
U R U T DN o 13
Secure Cloud Analytics [ AWS M5M VPC 7O—O45 #EDESIZEEBLET M, ... 13
JO0—IZEALT NAT S —r 0/ @B T HST4v DB ESN -2 EEF T S0
B DY T DN 13
Secure Cloud Analytics [EZURRA U REZNA BB T D NAT 7F—bozA/ZEED KIS
BT I E L E T D e oo 13
pkt—srcaddr & & U pkt-dstaddr 74— JLEREFENTWAIEEICIEIED IS5HT7O—I K
R AU T D0 oo, 14
AWS O R I S 14
Secure Cloud Analytics (£ YrT—20—R/\ZH (NLB) @B 55749 0%&ED
E T T T o T D e oo 14
Secure Cloud Analytics W7 ) —ay O—K NSUHERBETEINS T v0ETvT
T B A 15

B R 16

HR— A RNE D 17

B B BB E 18
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S3N\yk 70— 0y F—2 ANL—UDEERTE

S3/N\A wykoJO—0a4Yg T—3 ARL—DDERTE

20—045 T—3%BED SN\ YMIRETHH. JA—AT /T HEEZ(THFHLLYSI N
FyREER T AIENTEET , RIZ. 78—A5EF=ZAYU T D RN —CaRMNEEIF T 5128
(2. REIZH-=70—0O7 ZHIBRT ARSI INERTET A EEREOLET,

BHOBEEFED VPC TVPC JO—AJ#HRET HICIE. BREEZXIETHRITH
(https://github.com/obsrvbl-oss/aws—setup) ZF|FA TEE 9, AWS Cloudshell Z{ERL

O <PITrEEATEAEOEMIZOLTIE,
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting—started.html ZZ ML
TLIZ&LY,

S3 /Ny kD VPC ~DBEE T+

AWS EEOLY—)LIZAT AL T, VPCH Y aR—RIZ7EALET,
FRALTLS VPCEREIRLET .

VPC #H41)voL. [78—0% OERL (Create Flow Log) ] Z#:#IRLE T,
[J4)LA(Fiter) ] KAV TH O MS, ROFTavDWWTF I EERLET,

o HAINZIP ST D EBBEINTZIP M S T4 DMAZRERT BIZIE. [TRT
(All)] %:#E4RL. Secure Cloud Analytics THRAD AL T DS T4 vIERRTEDK
JITLFET,

o [EF™ (Accept)] #ZBIRT DL, BFRISNTIZIP FS T4 v I DA D FEERS 4L, Secure
Cloud Analytics [CIXEFRISN I, S T4V I DHMNIRIRINET,

5. [385¢ (Destination)] [Z [S37V45 v Z3%{E (Send to an S3 bucket)] ZEIRLET,

6. 7O0—0O5 T —4%FRETSHS3/\ryEARNZEZAALFET,

H L=

o S Ny EFEELGVMES (X EEZISYMLRICAWS [TEoTERISNE

7. [AF La—FK#2= (Log record format)] RA 2T, [HR AL (Custom format)] Z:EIRL
3

8. [AU MR (Logformat)] FOYTH IV AT RTOEMEEZRIRLET .

T RTFYTTE8IZHSTEESW TR TN a—Fa2 5 RETS5AA—
@ s-rvpc)To—05 s avicit. CheDEIBEERFLEM 1B IR
SMDEBRMNEHINTULET,

. [¥ER (Create) 1 &I LET,

©

IPIZEDNTID SINTYCADTIERZHIBRTRIGE (L. BEETBHIP EDEEN

o HA[ENTWAIEFFEZELTLEELY, Secure Cloud Analytics Web IR—4&JLIZFS L .
[E& % (Settings)] > [ & (Integrations)] > [AWS] > [/N\— 3 1F#R (About) ] Z:EIRT %
&. Secure Cloud Analytics TERENE/8TY YD IP DYRMRRENFET,
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https://github.com/obsrvbl-oss/aws-setup
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html

S3N\yykJO— AT F—2 ANL—C DERTE

RDFETIEK., 728—ATFETN\TIYNADTRTOATOIMA 1 BRIZHIBRSh
%9, Secure Cloud Analytics TERT 31=HIZDH VPC 7O0—AO5EZD/\ryb R
FIH581X. COREERENOLET,

1. SSDAWS OVY—)LIZAT AV LET,

2. [/347 Yk (Buckets)] JRART, VPC 7O0—AJ 2R EFET A/ \ YDA RTERIRLET,

3. [B¥ (Management)] 37 ZEIRLET,

4. [SA7H49)LIL—)L (Lifecycle rules)] €923 T, [SATH AL IL—ILDYER (Create
lifecycle rule) 1 2w LET,

5. FATHAIIIL—ILD—EDLFZANLET (Hl:Expire after 1 day),

6. SATHAIIIL—ILDEHAELT, [CDIL—ILENTYCADTRTOA T HIMNIER
95 (This rule applies to all objects in the bucket)] Z:ZEIRLFET .

7. [CDOIL—ILDINTIYRHRADTARTOAITOHIMIBERINDZEIZRET 5 (1 acknowledge
that this rule will apply to all objects in the bucket)] FTvIRYHIREAIZLET,

8. [SATHA49ILIL—ILT 3> (Lifecycle rule actions)] T, [LABID/N\—3> DA T xH
;4522 28I BR (Permanently delete previous versions of objects)] Z&IRLET,

9. (AT HMDIERIT/IN—23 %L IZHIFR (Permanently delete noncurrent versions of
objects)] T. [A Tz HRMIERITIZAE>TH S D B2 (Days after objects become
noncurrent)] % [1] IZERELE T,

10. UL—JLDYERL (Create rule) ] &0V LET,

11. [SA4T7HY 49 ILEETE (Lifecycle Configuration)] [CRY . fERLT=IL—ILDREIZHBA T aw
REEDYvIL., [THar (Actions)] FKOYTEHUTUL—ILDEHZNE (Enable rule)] &
99 LET,
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JO0—O9F—RIZ79ERT 51D AWS #ER DR E

J0—A7 T—2IZ77tXT 51D AWS 1E
[BEDEETE

Secure Cloud Analytics Web [ZFRreh b JSON #ERZFERALT. HILWWIAMARYS —Z#4ErLE
9, ZMDR—IZIZ. Secure Cloud Analytics IZ&BTA—AYT T—I~DT I REH0A T HHE
BEBNEENTLNET,

AWS 59 RIRAF ¥ EHET DI, AWS D IAM RS —[BMD 7 It AH R 59 %1%
EHhHYET, [AWSDHEE (AWS About) ] R— (Secure Cloud Analytics) [Z[X. LI T TIRES
JSONA Tz VPDLERIERMN—ERRSINET :"sid": "CloudCompliance",

AWS & Secure Cloud Analytics Z#H THME T HEEFHT. CNODEBMDERZT 5L
BEIX. COF TP HIMFBIRTEET A, VT IRRAFvLR—MIFERTELRLLBYET,

Secure Cloud Analytics Web TR— 2 JLIZEEEELTAT AU LET,
[E% 7€ (Settings)] > [# & (Integrations)] > [AWS] > [1F#R (About) ] #ERLFE T,
AWS )Y —RIZF7 I 2RTBFIEZHERELET .
RYS—RFa2AVRD JSON BREFIE—L. TL—UTFRRITAZIZBEYRITET,
Secure Cloud Analytics T AWS Cloud RRAF v Z &l 7 57- [CH BT B IMDIERIZ DL
T."Sid": "CloudCompliance" TIRED JSONA T HrEHERLET  RDEIR
EAHYET,

o INHLMEMDIEREZFELLEWNEEIX, "sid": "CloudCompliance" TIE

% JSON ATV xHr%HIBRLZET . Secure Cloud Analytics TAWS 959 R RAFv%
Ml 52 &I TEGLRYET , ROFIBITEAFT S

o CNODEMDIERZFTELTAWS V5V RRAFvZEEE Y H5E (X ROFIEIZ
EAFT,

AWS BEO Y —)LIZAT AU LT IAM A Y 2 R—RIZ7 V2 ALET,

[7R1)<— (Policies)] Z#RLFET .

[R) S —DERL (Create Policy)]1 49w o LET,

[JSON] 2T % #IRLFET

10. ;’;b—yv‘-#x#lv‘-“mfa\t‘oﬂ-i"w—@ JSON 2 EZIE—L. JSON TT 1 RIZBEYfFI+E

11. [[R)—DHEE (Review policy)]1 Z91)woLET,
g:fut/—mgm‘y—)mfﬂﬁ—’éxﬂ—bf:i’%%fi~ aE—LTREY T =T X X ERERLE

12. [#&H1(Name)] 74—JLRIZ swe _policy EANILFET,

13. Secure Cloud Analytics MBARUKEQTT—REFHR AR DELFHF I T 5R)—711
E D [EiBA (Description) ] Z AALET .

14. [R1)>—D1ERL (Create Policy) 1 #49')voLET,

S

© ®©® N o
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IJO0—0Y T—RIIT VRSB0 D IAM O—LDERE

20—07 T =327V 1RXT5=6HD IAM O—
ILDEXTE

IAM R o —%4ERKLLT=5. Secure Cloud Analytics [IZ&AT7A—AS T—E~ADTHEREHAT
5IAM O—)LZEERRLET,

J0—AJ 7—3RIZT7 RS HERZFHEDIAMO—/LDEKE
AWS B Y —)LIZAS AL T IAM B Y aR—RIZ7O9EALET,
[A—JL(Role)] Z:#ERLET,

[B—I)LZ{ER (Create role) ] Z:#IRLFET .
[BIDAWST A9k (Another AWS account)] A—)LAATaERLET,

[7579 2D (AccountID)] 74— JLKIZ 757972810156 EAHALET
[SMERID AN WA ZE (Require external ID)] A7 3 ZEIRLET,
&4 EB ID &L T Secure Cloud Analytics DWeb R—2 )L & ZAHLET,

N o g s~ =

Web FR—4AJLZ L. https://portal-name.obsrvbl.com DK THR—4
JUURL [TIB®RAENFES , =EZ X, Web R—5)LD URL A
https://example-client.obsrvbl.com DIFE . S ERID ELT

example-client # ANILET URLELAKRZANTHE HEHRTEIFRBMLE
ER

8. [k~ :#EPR (Next: Permissions)] Z#42')wHoLEd .
9. YERkL 7= swe_policy RS —%FIRLET .
10. [RA:RFX2 % (Next: Tagging)] &9y LET,
1. [ZA~:LE 21— (Next: Review)] &) w9 LET,
12. [A—)L 44 (Role name)] £LT swec _role ZANLFET,
13. JARTHIOUNTHOER%EE v 350—)L5E D [EiBA (Description) ] Z# AALET,
14. [A—)L%&{ERK (Create Role)1 &0 )voLET,
15. O—JLARN Z3E—L. FL—FF AT T RICBEUR ITET S
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S3 NI STO—AS T —RIZT IR T BT=HD Secure Cloud Analytics DX TE

S3/NTYRMSTA—BT FT—RIITIERT S
=8 @ Secure Cloud Analytics M%7

J0—045 DOERESE T 9 5IZ1%. Secure Cloud Analytics Web R—% )L CIAM B—)L & S3 /35y
FE2ZEAAL. SN\ YREEBINT HEZIZ Secure Cloud Analytics [CX>TIRIE SN SR E(E
FALTAWS TS3 /NNy RS —FEBLET,

FHYURTVPC 7O0—O5ZBHZLEEAYDESIZ. 10 DF-THL, JO—0O4 F—4%
189 5L 51Z Secure Cloud Analytics 2 FE L TLIEELY, S3 /Ny ZATNEFENLLY, FD S3
IRABEBMT HE, TS—BRINDZIENHYES , AWS &, # 10 3T LI VPCTO—0S%
ERRLET,

S3/NrYMIRBESN TS TIA—AY T—2ZRYRAL =D
Secure Cloud Analytics D% 5E

1. Secure Cloud Analytics Web R—2JLICEBE 7 HHhTcOT AU LET,

2. [E%5E (Settings)]> [#f & (Integrations)] > [AWS] > [ZL T >+ )L (Credentials)] Z:&IRL %
ERP

3. FHLWIL T+ )LMIEN (Add New Credentials)]1 &2 vILET,

4. YT NRRIEADLET,

5. #FELEO—ILARNZTL—UTFFRITF 440 5aE—L . [A—)LARN (Role ARN)]
T4—ILRIZBRYSHITET,

6. [{ERk (Create)] &=V voLET .

7. [E%5E (Settings)]> [#i & (Integrations)] > [AWS] > [VPCZHA—0O% (VPC Flow Logs)] Z#&iR
LFEd,

8. [VPC7O—O%4 % 3B M (Add VPC Flowlog) 1 4w oL%Ed,
9. [S3/YR(S3Path)] 74— IJLRIZ, 7O—AY T—2% &L S3N\T YLD EFTEATLET,

0 BEHDETEFH S3 /N yhEBMTEET, Secure Cloud Analytics & AWS D
BIZIZ A DDIAM 7R RS —O0— LEBTFETIDELITABHYET,
10. S3/\ 7 ybk® [V T2+l (Credentials) ] Z:#RL . [E%7E FIIE (Setup Instructions)] &%
JwoLEY,
SINTYRINREIDLTUIvIILEFERLTEHINT=/ N yhiR1)2— JSON BREMNR RS
n%Ev,
11. ﬁf\émt/wkuv— JSON R EZ#aE—L. TL—TF AT T4RIZBRY FI+FE

| 0 CDITZVY DAV RIERNFHICLET, S/ TR —ZRFEL-#E.

Secure Cloud Analytics Web R— 2L DZFEEZT TLET .
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S3 NI STO—AS T —RIZT IR T BT=HD Secure Cloud Analytics DX TE

AWS BEOVY—LIZRT AV LT IAM Ay 2 R—RIZ7 9 ALET,

IAM 53 2 R—K T, [[R1) > —(Policies)] #:#RLET

[R) S —DERL (Create Policy)]1 9w LET,

[JSON] 2T Z:ERLFET,

TL—UFFRRIT AN/ yhR1)JS— JSON BREZIE—L., RUL—IT(2IZ85Y
FFT.BRFED/NNTybR) O —F EEELFET,

RS —DFEER (Review policy) ] #9voLET .

RS —D [&Hi(Name)] ZAHLET,

FE TR —D [E7BA (Description) ] # A ALET,

[R) S —®DERL (Create Policy)]1 9w LET,

10. IAM % y>aR—R T, [B—JL(Roles)] ZFEIRLET,

11. swc_role ZERLET,

12. [#BR (Permissions)] 27 T, [[R) L —% 72 yF (Attach policies) ] &0 vILET
13. AT7TYT 6 TAALIzAR)—BEBIRLET,

14. [R) S —%TF 5 yF (Attach policy) 1 &7 vILET,

15. Secure Cloud Analytics Web IR—%J)L T, AFALT= S3 /N5 ybk/ AR EAT A ERIZXT LT
[YER (Create) 1 &% LET,

S

© ®© N o

S3 N YRS TIO—OY F—AEIYRAS 1= O EEIERALMES LR T
O LiiTs5—%5RLFT, YR—IAREREEIL. L RAOYH—FR—%LZ
& S3 Iy ETERKRLIEELY,
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AWS LD#E DHERR

AWS DS DFER

AWS DB ESE T3 HE. [ER5E (Settings)] A=a—D [z —(Sensors) ] R—U 2, RDEH]
DEFELW U —BRREINFET,

AWS: S3-bucket-name

DY —IURNJIZIFHEDBEMF-IL SI NI ENRTRENET A o —DR—
UhOERERETHEEFTEFE A,

0 AWS DERETE TLTHODIN S T4V IEIUTATAT—EADRENEABINBIETIZE
K24 BREAMMNYET,

AWS it & DHEER

1. Secure Cloud Analytics Web R—&JLICEEELELTOAT AU LET,

2. [E%7E (Settings)] > [z —(Sensors)] ZEIRLET . R—V (2SI N\ YREHRTRSNT
WAHIELERERLET .

3. [#& (Integrations)] > [AWS] > [#£[R (Permissions)] DJEIZEIRLET , Rms = AWS #E
EAEFERSY THAZEEMHRLET,
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S3 /34y CloudTraill ALY 3> DERE

S3 /A5y CloudTrail AL 3> DEEE

AWS CloudTrail [£. AWS ZHOURDEBEREJRVEE . ANF A LAV TSATUREHR
T BDIZH/IDAWS DY —ERTYT, a—H— O—JL, F=IX AWS Y —E RIZLH>TEFT
INF=7HavlE. CloudTraill ITA R RELTRRSFEINE T,

#H LU\ CloudTrail S3 /NRZEERKT BIZIE. RDFIEEETLET .

1. Secure Cloud Analytics Web R—AJLICEEBELLTOAT AU LET,

2. [E%3E (Settings)]> [#i & (Integrations)] ZEIRL T [AWSDHEE (About AWS)] R—D (27
HEALET,
& Cloud Analytics

Monitor v Investigate v Report v Settings
. Now part of Cisco XDR

Dashboard Alerts
Integrations

Alerts Overview Entity Groups
1 ] 3 k § I Account Management
OPEN ALERTS __..—.- -.._ Subnets
Webhooks/Services
Sensors

3. [E%E (Settings)]> [# & (Integrations)] > [AWS] > [CloudTrail] Z:&$RL T [CloudTrail AWS]
&_:)':77txtz$—d-o

.. Cloud Analych Monitor v Investigate v Report v Settings v
. Now part of Cisco XDR
Settings =N -
Alerts/Watchlists > About
Credentials

Integrations >

Entity Groups VPC Flow Logs

Account Management Permissions
Confi
Subnets onfig
Webhooks/Services Auth Logs
Inspector
Sensors
[ CloudTrail

> HEE Azure

4. [CloudTrail S3/NA M BN (+Add a CloudTrail S3 Path)] #21)vwoLEd,
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S3 /34 yh CloudTrail ALY 3> DERE

“aey Cloud Analytics

Monitor ~  Investigate ~  Report »  Settings “

Settings (=) aws  CloudTrail
— AWS @

Alerts/Watchlists

Integrations >

Entity Groups

Account Management

Subnets

Name S$3 Path Account ID
Webhooks/Services
aws-cloudtrail-logs- B ©
Sensors
aws-cloudtrail-logs- | ©

20 v |Per Page 1-2 of 2 results

QK Pas 0,4 ¢ |":'.'s'é2'SECURE

-+ Add a CloudTrail S3 Path

By default, SCA uses the CloudTrail Lookup API to collect CloudTrail events, however for larger environments, it's strongly recommended to configure CloudTrail collection via S3.

-

]

[CloudTrail S3/ XXM YEFK (Create a CloudTrail S3 Path) ] 4 7 AT RO ANKRITEINE
ER

Create a CloudTrail S3 Path X

Name*

| |

S3 Path*

l J

Account ID*

‘ Select Account ID v ’
> Policy Document

5. 3B/N9 % CloudTrail S3 /N RD—EDNLAREANLET,

S3 /N RIZ bucket_name & prefix name (FL IV IANEZEESNTLNBRIES) NS
o FNTWSIEEMHEELET, S3/8RIZIE, /XAD AWSLogs B LIEE & HAELY
TLEEELY, EEHIZ DUV TIE. [Finding your CloudTrail Log Files|Z & B L T=E

Z
(I\o

#HLL CloudTrail S3 /82D S3 /R IEHEASLET,
[7HH2KD(AccountID)] Z:EIRLET .
[ER (Create) 1 &0y ILET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -11-



https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-find-log-files.html

cSITN2—F42 T AR TSAR—9F5 9K (VPC) 7E—RY

NSNS a—Ta0 T AREBTSAR—FIFIK
(VPC)Z7O—0O%

ZMDt4H 3> Tl&. Cisco Secure Cloud Analytics H¥ AWS R TS A R—KrH5HK(VPC) 78—A
T IR T —OTRLREBR(NAT) A —h 24 AWS O—RN\SUHEFERT 557490
HEWETHAEICOVTHBALEY,

CDEI IV THERASNDIEEE:

Wi B
ALB T7I)r—ary a—k N\SoH
AWS Amazon Web Service

EC2 Elastic Compute Cloud

ENI Elastic Network Interface

NAT FYRT—Y TRLRAE

NLB Tk —oO—kNFH

S3 Simple Storage Service

TCP fmEHET oL

VPC RBTSAX—kU5IF

NAT F—kozA 1, 2YFT—OFRLRAZE# (NAT) H—E R T  NAT ¥ — x4 %EHT S
BE . TSAR—MTRINHAD AU RAEU XL VPC DOV ER DY —E RITHEHRTEE T A, 4488
ﬂ';l:“xl:t%;’_t%®4>Z9>ZW’G?§$ﬁ€Fﬁ§ﬁ"G%$ﬂ'A;O NAT 55—/ (XRIETIERAD
HEHRLET,

AWS [ENAT 5 —rD A4 h\oiEI9 5 VPC JO—ZRIFTETEITH,

AWS [FHRARL VPC 7O—OY REFERAL T, 754~ X—k Elastic Compute Cloud (EC2) /—F
M5 NAT S —hzA~D VPC 70— NEBA L Z—FYEAD VPC 7O—DEAZRET 1
BEZFIRMLET  AWS (X, RIETD ST 49 —R% pkt-srcaddr 71— )L K & pkt-dstaddr 71—
IWRIZREFELET,

o Vs DY VPC D NAT TINAADNSD RS T4v 0% BB HHEDFMIZDOLTIE.,
[Traffic Through a NAT Gateway]ZZ BB L TLEELY,

BN WNIET 14— LK (pkt—dstaddr 35 & U pkt-srcaddr) ZiB 9 5 &, Secure Cloud Analytics [&
AWS [ZE o THRESN-RETTIELTERRLET,
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html#flow-log-example-nat

cSITN2—F42 T AR TSAR—9F5 9K (VPC) 7E—RY

o AWS (X, pkt-addr 74— JLRIZBRTFESNTWSIURRAUMENAT ZEARAL TS 7490 %
RMLET,

* pkt—dstaddr & & U pkt-srcaddr 74— JLRIZIE, RIETIVRRAU T T4 ENAT 45—
FITARZ T4 DEADRTINET,
NWABLVPC IA—BYREMNT T UL TRESNTLDINEINEHERT D
[ZIXESITNIEXNTT DY,
IREDHZTEETEZR T BHIZIE. Amazon Simple Storage Service (S3) D VPC 7A—AS IJ7A )LD
ANy —EFEZRLET, RIZ. pkt-srcaddr 5 KU pkt-dstaddr 74— LR Z#EELET,

S IZTNLDT—ILEDELVE, Secure Cloud Analytics (X, NAT 4 —hko A DEEIZ
O 52L=TFIR—F P HBAUI—RUMIRIESh BN T vV EARIE TEEY
Ao

Secure Cloud Analytics [& AWS M5 VPC 7O0—O5#EDKSICEELET
AL

pkt-dstaddr > pkt-srcaddr N 70 —IZ#F7E 9 535 . Secure Cloud Analytics [& srcaddr 5 & U
dstaddr DR HYICINED T4 —ILREFERALTIHREFERELEFT (Ttrue IR YT —XETTEIR
£ELET ), AWS [, pkt—dstaddr 1> pkt—srcaddr ELNDTRJLD NAT S—hozA/Z&HFED>70—%)
1) —XLZET, Secure Cloud Analytics [X. CN5DT7O—% NAT S —r O/ AL EEFREINT-T
DELTH/UWVET,

0 oD IT4—ILEDEFEMIZDULNTIL. [Traffic Through a NAT Gateway|ZSBL TS
(I\o

2O0—ICBELT NAT S =k AZ@EBT D574 ES N 0=28%F
MBI LHDHENHYETH,
Secure Cloud Analytics[Z[d, XD 2 DO 7O—h KRS, EBEFRSNTLVET,

e NATS—bIzAENLIZTURRAU FES—2arDTA—
e NATH#—kz/BADTO—

Secure Cloud Analytics [ETVRRAREFNI BB T ANAT Y —F (4%
EDEIIZETIVIELET HY,

Secure Cloud Analytics [&. TVRRA U RENAT S— O/ BADEAZ 2 DOERD I T4
TAELTETIVELET . TURRAUMT AL RICEEMA FONz70—(E, TURKRA MR
EFoNETNAT S —r A TS RICEEF TN TS TA—(E, NAT 5 —b AR
EFITonES,

BENAT S —bOzA IR LTI —RENEHENAT S —h I/ EFNLIZTORRA - F
EX—2a TlE 131 O—BIIRE S FEE A, Secure Cloud Analytics [, BBEDEEIZE DL
TEBERZELFET . TVRRAUMNMIEELZIBHEDTOT7AILBHBYET , fzEZ X NAT
F—r9zAZ N LEIVRRAVN FES =3V D RIENS T4V I D EE X NAT S — (4B
RIZESTEETREWGENHYET,
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html#flow-log-example-nat

cSITN2—F42 T AR TSAR—9F5 9K (VPC) 7E—RY

pkt-srcaddr B LU pkt-dstaddr Z4—ILEDRNEENTULDEZEIZIXED K54
7D_h‘§a__\éh$j—h\o

KDL, pkt-srcaddr 74— )L K & pkt-dstaddr 71— ILEDE AN EENTULNBIE S, NAT
F—rY1A%BBTHESITAWS VPC JO—A S50 9Z QS 1288 T 5 AEERLTNE
ERS

I ]

EC2 I?lode in NAT Internet
Private Gateway | *| Workstation
Subnet Y
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