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Cisco Secure Cloud Insights [ZTDUVT

Secure Cloud Insights [&. Yt/ 0L f=tF ) T4 V—ILREZERT VIV RAT1T DL
Fa)T1 TR TH—LTHY YA N—T b IZN—ZRL2EKD X2 TV ARIIX T BE
EYOLEVWAIREEEBRLEY , COMREAREL TSV I+ — L, B AREGRET —2DH%E
RTOGEEDOE R, AVISANSIFv. BLUERICRBORIRMEEIRBLET,

Secure Cloud Insights Z{# A3 3= DZ YD ATv T &, Secure Cloud Insights [Z7—4%HY)
AL TETT  AVAM—ILOEETHENOT L, RO EIHZHEINTEY.,. To4%)La
ZN=RDHBHBIRTTIVRY—IUROYAN—=F eyt RE., 207X X BENEE
EHWTBHIEMNTEET, Secure Cloud Insights Tl . Secure Cloud Insights [ZT—4% A > iR—bk
L. T—32ETIERVEL T HBBT HFIEEZRLET,

Secure Cloud Insights [2[&, EFX )T/ EEBDIT R TOEEIAVR—RUMIEIIDE DT T
nepyET BEy)voLTTTUERBL TSN,

Landing My Security
— <
= —_—

~—

Assets Policies

Al &

Alerts Compliance
P
O - -
6% Q.
Graph Viewer Insights

7tk
F—A%E A R—RLT=5. Assets TTUEFEALT. AV TSRS OFvEtX)T4IBT 54

AN=TFEIMM IR EFESTLTAIRILTEE T, TBIC, Assets 7TV FIAEL TS
BAN—TEICDIATEISR BELUVETNLDBERICEAT HEBREIRBLET,
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R)S—
Policies 7 7UEMEA Y H&. MAMDR) L —EBRHEICL T RYL—2aVTSA TV ARG BE
FFHTENTEFEY,

BRVO—EFIBDRFAUME, ENZENEFID Markdown 77 A ILIZEERSNTEY ., thd
T7ANNTI T BEIINBRRIS—T7AIERETEET . T TL—IE, Policies 77 % {E
ALTAU SO TEERETEDF—TVV—XTT,

BEE(ZFBEZBIRTE &SI, Secure Cloud Insights IZI&. #ifEMN X 1) T4TOTSLEER
EHEETIDITRID 120 ULEDR—LFIBEDTUTL—FARAEINTVET, ThHDT
> L —kI&. Secure Cloud Insights D AR —EFIEMSIRELF-BDTHY . AV TS5A4T7Y
REmAE R ELE-ETERSNTLNVETD,

75—

Secure Cloud Insights TlX, #GHNLEBLEBOERD-H. FEDVI)EFHLT Alerts 7
TI)TT7S—MIL—ILEZERTEET, 75— M) A—FBIC1E DEKER 1 DDTOTATHT
F—RIL—ILHBBETY, IL—ILETI—MNIEBNT 5t E 8% 5 %L, Secure Cloud Insights

THEINTWAIL—ILINVIEAVR— T BETT  DRELIL—IIVEERT HEETEE
ERR

AVTSATUR
Secure Cloud Insights (&, AV T SA 7 RIEEEF T TL—LT—HZF—EDaAVrO—/LET=IE
BEHELTEETA-ODERHETSVNIA—LERHBLET . COTSYNIA—LTIH. XD
EMTEET,

o AVTSATUREBEF T X2 TAIZETEITor— A R— T3

o RYL—FIEZKIVIO—IILFFEHIZTIELT TS

e YT DEMIZEL>TT—AXTERDIALTSATURADIIETVEL T T3

o VIVHBERICESWTEEFXyWIRHEETTS

o AVTIFGATUR T—T4770 T HRR—M T B (BEHNFIIXZELEN N\ —)
J57Ea—7
Secure Cloud Insights [T —2F BRI NI ST7T 5y ITA—L EIZHEEIN TUVET , JupiterOne
Query Language (J1QL) (X, CD T S7FbIN\—ALTHIT I S7%2RT . F=EXHT TS0
7_‘47_‘4334:@1‘)’) (BEREE) MDD T—E2ERT LSRN TWET  FED J1QL YT
BRI YITIST7ERTLUTIRETEET,
AP Ak
Insights 77 TIE. J1IQL Y TUZEFERALTLAER— v a R—FEBETEET,
EFYVAR—FRIE DT Hh O D A—F—EHEFTEF—LAR—F, FEEL2ODI—F—
DEANR—RELTERETEEFT . ER—FDLATIMI, F—LR—FDLATIrEEDHTIL—
H—"EIZEICREFEINSGO . F1—F— It A —F—IZEEF 5 X 5L B DHF

AL TLAT IR ETEET, EEEX, F—LR—FOLAT7 I RE D I—F—DT
THILLELTRETEET

MEDHRELAE Y A R—FEEET ST EL. Secure Cloud Insights 3 TIZHEEIN TLVEEF
DR—FEFATHELTEET,
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Secure Cloud Insights ([, A /\—7 Y DREDIRELTMT E-0OD . FHIBES LV
SEINABLOITIAHBYET  FEDREVIICETEITIET L ZNELIZY ., BRFED
DI EBHLTHBDARZILYIIT)EERLIZY., MKERATH2REZREL TR THEIZSE
LI=WTEET IT)SATISVIZTORRTBIZIE. SOTAVTR—=2D © 9)9yoLET,

QUESTIONS

what workloads

What Workloads are in my environment?
Find Workload

Returns a list of workloads in your environment.

What types of workloads can access controlled
data?

find unique * with _class!="AccessPolicy' as asset
that (u igned) Acce e
that (uses|assigned) AccessPolicy
that allows DataStore with
classification=("critical’ or ‘'sensitive’)

return asset__type

Demonstrate that we only access controlled data with short-lived
workloads (thus automatically purging transient data).

What training courses are available?

find Training as t
return

t.displayName, t.description

Find all training courses available.

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -7-
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Ask Anything R ZE /\—

HIT)S5A4TS)ZEERT B2+ THL, Secure Cloud Insights DIEEZEDR—JF =X T7TUM SR
BN—IZEBRZEANTBIELTEFT, T IAHILET, Secure Cloud Insights [T F ArEA—k
;j'J—HA A—H—F (X1 —F—DHEBROMOHEN N BR-FHAET HERE)RANF

| ".I what workloadsl

ENTER to
What is Carter?
What Lambda functions are in my environment, and what triggers them?
What applications are we developing?
What are my documented riskssssss?

What is the network architecture?

D Include recently deleted entities in query/search

Enable autocomplete for J10L

JupiterOne Query Language

JupiterOne Query Language (J1QL) (X, TURAIWBREBAD I T4 T4 LR ERETH-ONDIT
JEFETYJIQL TlE. B, @ XRERDET. FEIER LI T T1BERI 7D ITIE
Wof-#Rex A B O ETHERTLHIENTEET,

JIQLIFE#H T A, FHIZILDOFa—MN)ZILAAEBESINTULVET , 512, Secure Cloud
Insights TIXEC A7 ILITVEET7TITUTHA JIVABERHELTLET,, chlFa—KRFETHT
e TEDY—ILTY,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -8-



TH—TRHADRE

RA—UNREDERTE

Secure Cloud Insights 75 YR 74— LDMEEEFI BT BIZIE. COTSYRITA—LIZT—EHEF
ETABENBYET, T—ENZWNEE . COTSUNIA—LDOEEIZRAIZHYET,

FTCIEATERI—F—REDIR—PFHEIFX 10ZBATEY . SOICEHMIZEMEINT
WET, TAanNA S —DREIZGEUT A EICEIERTED AN X LN ZVELRIEENH
UFET, -EZ2IE. AWS A TIE. 7IERBIZIAMA—)LEO—)LDEER) S —FFHALET,
D E TIE, APl F—/b—22 OAuth, FH=IEE R ERTHEENHYET,

MNZ T. Secure Cloud Insights API1 954 7 hE=IX CLZFERL T, DI R—U RS D4t
BT —2%T7yTA—RTBHENTEET, CNIZKY ., AV TLIRVRT LX) T4/3
VISAT R T—TA77IMNEEDHLP BT —2%—TTHIEH, BifR. B TEFET,
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BRERDERE

=L
BREDETE
SUTAT—UMBEEE. Secure Cloud Insights EE R SN =T ORI RIESARZTIEORERE
LTAVHAREB/HIIENTEFET . RRIZIEIRD I DDE—FHLHYFET,
1. F—D—FRZAHDLTERL., 95—/ RESNF-TRTOERZRERT D
2. TONRTAEIZEDVWTIRTDIVTATAEEXRERT D
3. JupiterOne Query Language (J1QL) Z{FHALTCI T4 T4 LB RZEREICITIT S

3.4 57, Raw JSON. FE1=[L Pretty JSON D 4 DD B LA $ER R TE—RZYYEZHIEMNT
=F9,

NIF—IVRAEDERANS, REHKRIIFZK 250 T4 T LEFRT ISIZHIEETNA TLY
O 2orcEBEL TSN, ABDRE UM L RELLAELEEBHNDIBE L. &
TUERELCLY ERAEEEERL TAH TS,

RDESEF—T—F (F=EF—T7—FDEAELE)EANTHEZFTTT GIAFIEIFRE),
e 7OtR
e FSTaVY
e ssh

e data encrypted
o Eiz@E

FrE ROISLGERZELET

e Who are my vendors? (B DAUE—[L?)

o What lambda functions do I have in AWS? (AWS [ZIZE D KSHS LA BEEABHYET N ?)
o What is connected to the Internet? (f U A—RYMIEHFEFRDELDI(X ?)

e Who has access to ..? (M- [T VR TEEFIT N ?)

EXREFHBTDIZIE. F—T—FE5|HFTHAFET ("F—T7—K"), £, F—T7—F%
AALTEnter ¥—ZHLFET , RIZHIZRLET,

o "sg-123ab45c” EANTBHE. CDHTIL—TIDEHDAWSEC2 XTI —T4BE
LET,

o "Charlie” EANTBE. CORBBDAY/ 21— —  BEUVFDOAY/ 21— —IZFET S
)Y —REBRELET,
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BRERDERE

C ZTl&. JupiterOne Query Language (J1QL) ZFEFRAL T, I RXTOIUTATsEBBRDERHER
ELEY,

BEXWGIOTVBEIIRDEEYTY,
s IUTATAMBIRDET,
FIND {class or type of an Entity}
o BEIZHELTIKDOADTONRTAIT4IILEEEBMLET,
WITH {propertyl}={value} AND|OR {propertyl={value}

« TOREFRERELET,

THAT {relationship verb} |RELATES TO {class/type of another
Entity}

RIZHZRLET

FIND * WITH tag.Production="true’

(ERRDTAIEA—F * [TTARTZEDDHITFERASNTLDIEITERELTESLY)

AP THHIL—H—ZERT

EHEGEZRADOMSEMESIL. F—TJ—F RELATES TOZEHRAT L. HoWAEFRETRIC
EHBENTEET,

FIND User THAT RELATES TO Person

IA)F7AERS {something} Z—#IEALT. TVTAT4F-IXBRIZARZ(TITHIEN
TEFET, TAYT7RIE. WHERE TEETBREEBMDITAILE) T F =T LEBMNEITSN.,
RETURN CEATAEEENDTONT4ERTZENTEET,

RIZHZRLETS

FIND Firewall AS fw

THAT ALLOWS AS rule (Network|Host) AS n
WHERE

rule.ingress=true and rule.fromPort=22
RETURN

fw._type, fw.displayName, fw.tag.AccountName,
n._type, n.displayName, n.tag.AccountName

VT EBETE. ROGEZERE AXFENXFARFNSNER A,
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e Find MEMD TitleCase TTATA4F¥—"T—F& {relationship verb} [X.ZD Y
FADIUTAT1ERELET (il : CodeRepo),

e Find D&MD lowercase T TA4TA4F—T—K& {relationship verb} [X. ZFD A
ATOIUTATAERRLET  EROEEEEL I TATA3A4T L BE. snake
case [ZHYFET (Hl:github repo),

¢ IUFATADTORTFADRFEE. BEUITYO—BELTERSNITAUTRAI.
AXFENXFHRASNET

FTEXRREITV. RICHOLEZFEAL T RYIDRRBERESHITTANERI T THIELT
EFET RITHIZETRLET,

Find "Administrator" with _class='AccessPolicy' that ASSIGNED (User|AccessRole)

Find 'security officer' with _type='employee’

Find 'roles responsibilities' with _class=('Policy' or 'Procedure')

—ESIAF(FLEZESAF (M F. @XBRRF—T7—FETONTAXFIEDTS TH
BEY BT EITERL TR,
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TSI DIRE

I — =
TSNk
Secure Cloud Insights (I T—2FEE NI 57T 5V IA—L LIZEBEINTOVET . HEDE-
WFELES=R—)—IZDWTIE, 2H6NTATEITELLESLY,

JupiterOne VTYEFEWIQL) (X, CDT 3TEMIN—ALTH T I S5T7%RT  F=EFHTT 357
D/ =R (I TATARE) ETV D (BRBE) NN T —FERT LIRS TVES /L)
HBRMAYITITITERTLTRIETETY,

LUTDRIY—223vk &, Ask Anything RBEN—DITUMNSDER T STDHZEZRLTNE
ER

Find Account that relates to Root return tree

QUERY Find Accoun t that relates to Root return tree |

OWNS dev-589921-admin (preview)

e OWNS

‘ jldev

ALERBORIOIFO—)LEYRE. ROZEEFZTVVET,

Control  #%RE

©

Ea—DYYEZx:7—T /L. 257, Raw JSON. Pretty JSSON ZYIYE Z E 9,

91%?4#75 AE—BIUVHBAD Web VUV E BT E—F IRV T T YTHRTRS
nFEy,

YTVERTF E—FIWRYTTIITHARTINDODT, FAMILOHA, BEIZISLT
BTERELT. MBDITISATIVITRETEET,

P B

X BRZHIR: COBREDIT)/ERDHERER—SE2—DBHIBRLET .

TI37LDEBD/—F(ToTATAGE)EEIRT L TN /—FERFETESAUIO—ILD
TYRHREDTCLIZRTENFT , ChoDIAVPO—)LITRDEREZIRELET
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Control

®

HRE

HBARIRRIVER EBIRLZIOTATAOFEMLGTO/NTA 8T BLUAZT—4
ZRRLFET,

HARNRKILTIVOEERL. TOTONTAEHERTHIEELTEDILITEELT
{f2Eby,

RANR—%O—F:aE—BLUHERAD Web YU UEELE—F LRV T T7vThi%
TENFET,

BRU/—FEFERT T SONBRSERRBLET . ETOIVMA—ILNG. T
RTOERTD/—FEBERRTEET,

i—FeEnt-/—FZ B RCE ./ —F£&E2RILA1TD/—F#RELE T,
FS5IDT—BRIZE2TIF. DA T av EEIZERATESLIBRYEEA,

/—FEHRYVE=-0 AR/ —RFEFDRL2M1TD/—FET LTV -f-#F
T I ITDT—RIZESTIE. CDATLavFEICERATELLFIRYER A,

REOIVIA—ILEYMNITITDETRIZHY . ROBIEEETLET,

Control

HRE

EEEE-FTY 572 BRIELFET,

HIVERAVKR—R DT ST BRLET,

T4 IVBIRRIVERK  THIVROBALT T ST LD/ —RFE T4 ILRNE (RR/3E
xR TEET,

ERRD/—FZERR:COAROA—ILTAAVIE FTSTIZERTD/—KHH S
BEIZOHTRIRINET,

Property /N~ JL & Filter /N\RILEFIWTIREED T STDRY)—2iavbhERISRLET,
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QUERY Find cve that is Finding that relates to * return tree

= Filters X

v ACCOUNTS

~ TYPES < CVE-2019-3855
> S

P N = CVE-2019-8912
<& aws_inspector

CVE-2018-9568 CVE-2019-0816 N
€ aws_inspector_assessm.. =
. i Q B CVE2018-16864  cve 2019-3863
| [:l aws_inspector_finding

YRR \.m.[;.ozal'éi'?ﬂﬁié‘é’ﬁfm“}ﬁES&%E?J%WS&"J%‘S;%V“"”“’”2
. . ©

(e to CVEYERIBSP

£2d s vulnerable to CVE-2019-3863

| B aws_instance AN
| S cve CvE2018-18559

Instance i-0244e47 4603 120

=
Ipstance :0244e3
1S CHUERY CVE-2018-18397

HAS' &

N 5] HAS  Has M s |,

HAS i Inst 24adiSBeppiai2a let6 CVE.2018.5407
. oo it ‘,
— .HAS HAS HAS \
[\
] CVE-2019-6133

18445
CVE-2019-6111

[mRe

)

Instance -0244e47d8e801312d is vulperablelto CVE-2019.3
N e oo PR B g b el Y 201817972
3 = CVE-2018-18445

@
CVE-2019-6109

N
CVE2019-3856
x\ CVE-2018-17972
= CVE-2019-6110
CVE-2019-3815

A
()

A—LEFUVEEH
Control  H4HE
®

vulnerable-server

aws_instance (Host)

Properties Tags Metadata

displayName
vulnerable-server

_source
integration-managed

subnetld
subnet-08flecéd

virtualizationType
hvm

weblLink

https://console.aws.amazon.com/ec2/v2/hom
e?region=us-east-1#instances:search=i-0244
e47d8e801312d

securityGroupNames
default-sg

ownerld

TYR/AYFINYREFERALTRYA—)LLT. 575 K/MEINLET,

Q

TYR/AVF IR EBRALTY ST EDZEEDERFE YUvILTRSYS L. 557
$ EBEHLET. BIRLE/—FESUvILTRSYS 55, ZDEED /—FHRBEL

35-;—0

RARF7A2 D Galaxy/Graph Viewer 7 )&, RCavkO—LeybEFERLET,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved.
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JupiterOne VL) EE(ZDULVT

DT)DERITIRVEZEDESLMEETI M. Secure Cloud Insights TOARYIUZANDHTHE
HLELL PYNRVDOBHAERTT . VTUSEBIZEANIE, ChETRRESA TV G =H50
BIEEDA YA T —A0ORERTEHIETLLD,

JupiterOne Query Language (J1QL) &, TORILIRBRND I T4 T4 LEBREREFET H=HDHT
JEFETY . JIQL TlE, B, @ XBREDELT., FEBH LI T TBRIZTDITIE
Wol-HREE AL B THERTHENTEET,

FOINVT—IEENTF=OTUNEZ(ZHY . Ask Anything BFR/N—TCHEEICFERTIIEE. VT
JSATSYTSHBITBHELTEFET, ZOF2—RIT7ILTIEE. ThoDEbYIZ, hREZLHTY

FEHOTERTEDALSICTAELICERFETET,

COFa—R)T7ILIE, JIQL DFMGET =T ILIZE DT, LD D— M1 — R —R%E
FHALTEEINTVET,

| 0 CCTHRNTAHUTINOTIF . T3 —ADEBEENBEICEONWTEETEEY,

FY..RODIVTVEHALTHELLD.

Find Account that relates to Root return tree

BFRDEBERZICHE<AHEIE. KXFENXFHARFNSNDZEITFELTZEL,
e TitleCase MEEIX. TDIVSADIVTATAERET DHIIIVTYIZHERLET
({5 : Account. Firewall, Gateway. Host, User, Root, Internet %&&),
o snake case DEEEIL. TDIATDIUTATAERET HLIIVTYITHERLET

(451 - aws_account, aws_security group.aws internet gateway.aws
instance. aws iam user.okta user,user endpoint Z&),

RODISLGERNEBONBIET TT (UIYD return tree DEDIE. TIAHINTTSTE 21—
ERTRTDHEIITIERLET),
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Find Account that relates to Root return tree

QUERY Find Account that relates to Root return tree OM

* jupiterone-demo
@ .ee & o

OWNS i o )
a OWNS dev-589921-admin (preview)

* jldev

A
L J

LEDHITERSIN TS/ —FIE, MilERITIFRNGL Root /—FTT, TBELTWSHEHER
DL T, RRSNDEHRDTTHOURDOEIIELY ., Root TUTATA4HRINBD Account
I TAT4%AE (oWN) LTWAIZEERLET,

BRARILD I DDAV A— LY EIELZED BENLETADIEICRTHEET,
PO RA— LY (U D) TIE. ROZENTEFET,

o =)L, 557, Raw JSON, Pretty JSSON DI CE2—%YEZFT,

o VINEHRE QAE—BLUEERD Web Yo OFELRYTTYTRYIANKRTINET,

. ;;‘)’éﬁ':ﬁ BANLRERA BEISISC TRV E/ T T RMBDITISATSUIZREFL

o CORNARILZEFALED . A—UHLHIBRLET
2FB DA FA— LY GERLIEIUTAT4/—FD L) TR RDIENTEFT,
o BIRUIVTATADFMETONTA 3T BIUAIT—RERELET,

o IVTAT4ZRBELT  EHEINTOBRAN—FESIZRRELET, CIZKY ., TDHTY
TIERENGEMNSI=AIREEDHDEBMD T —EDR TN RREDTESHIZEDH DL
MWTEET,

o BIRLIE-TUTATA4/—FRETSTEA—DLERFRIZLET . TUTATAZERTRIZTS
ETSTDETIZHAIBZBBDIVFA—LEYMIBRFTRIVARTINET , COHRE
VEFRALT. BEERTRIEOTVWDATRTDIVTATAEBRIITEET,

REDIAVIA—)LEYE(ETR) TIE. ROZENTEFET,

« TEERTEVYEZET,

o TAINBNRRIERE, THIUNELRIEIVTATA3A4TNTSTRADIUTFATAERTE
JERTRIZLET .
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s BAFRTRDIVTATAZIANTHERTLET (EDRY)—2aybTRRTSNTNE
BA PECEB I DDERTDIVTATADHAGEICDARTINEY ),

5523 ka—)LOFEMIZDOWTIE. 500 BEI1ZSRBL TS,

| 0 DI AVDFITIE., DiEEE 1 DD AWS B RENKLETT,

AWS fEE DEREMTE T LI=n, SHIZEKRRVEREZHAL THELLI RDITIEANT DD,
AE—LTREYITETY,

2a — SSH Key Usage Examples

Find AccessKey with usage='ssh'

FBHEEC2AVARBVAAND SSHT VRRIZEASNS aws_access_key TUTATADEVE
MEDNBIET TT (ZDLIEIVTATAMNKDONHY ., SSHT VT EREFHAT HLIITHES
NTWHERELET ).

DIATIRGLIUTATARATTOTVERTTHELTEFT . ROV T TERILHERMNGES
NFET (DS (AWS LISV EF=[X UL/ API ABIEMLT= SSH X —3.H 558 IXBREFT).

Find aws_key_pair

TIE RDFSITREREDUIRIRLEL LS,

Find Host as h

that uses AccessKey with usage='ssh' as k
return
h.tag.AccountName,
._type,
.displayName,
.instanceld,
.region,
.availabilityZone,
.publicIpAddress,
.privateIpAddress,
.platform,
.instanceType,
.state,

-_type,
.displayName

A A IS SIS SIS S oSS o

NIZ&Y., & BccessKey ZFER(USE) T B Host TUTATA4NRESN . BEDTONT4D
TYRDIRENFET  BEICIGL T RSN =T A/NTAZBMEIZBIBRTEET,
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*—J—F that X, ZO®RICERISRERT BIMENT, FS5TEFSN—RLT
5 f‘gv‘%v‘%?&l@?&%ﬁ/l@ﬂ%iﬁﬁh‘%)J:BI:’JI'Jl:?ﬁﬁ:d’é%@f&é:&(:&%ﬁbf(
XN,

F  JI7E1—ITHYBZHE. FUYBRBEMWLBHRRER T 104230 T4TITRIILE I V%R
BIENTEFET,

%_:'C*%Iﬂ’l‘%l:\ FYBRKRMBI O TATA3ATEFERALTITVEERTTEEY , RITHIERLE

Find aws_instance that uses aws_key pair

FF. ChoZlEAEDLET—HESEDHIELTEET,

Find Host that uses aws_key_pair

| O BrROF—7 R/ BRATEAXFLNXFARYSNANEISEEL TS,

2b -EBS 7R!) 12— L D1
=T BEEINTOANEBS RYa—AAHEINEIAEEILELLS,

Find aws_ebs_volume with encrypted != true

o LFEODIVT)TIE  with F—T—FIEXZFDICERDI T4T4DRBERIZ/NAUFL,
FDIUTATADTOANTAETRRE DI T TEBZEITEELTEELY,

LROHITYTHESIESNTULVEWNEBS R a—LNR O o5& ANEALZHERALTLS
WEHRLTHELELD,

Find Host that uses aws_ebs_volume with encrypted != true

aws ebs volume I TATAEZDERET STE—FTRRL. BTV TAT14/—RFEITHA
BRIVODTONTAZEEHITTARDIENTEE T, BRAL. RSN =IO T4T1LBEESS
[ZRIRTH_ELTEET,

NSDIUTATAITITATIFERINTNATLEOD  ABRETIXESTLES,

Find Host with active = true and tag.Production = true
that uses aws_ebs_volume with encrypted != true
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NEDAVARAVRAIEED Y TRYMIH A TLEID, T, CORRICEETHIUTAT1DA
AT OIDEELTOANTAERLTHELES,

Find Network as n

that has Host as h

that uses aws_ebs_volume with encrypted != true and tag.Production = true as e return
n.displayName, h._type, h.displayName, e.displayName, e.encrypted

?LB%/\A TOT4TIEREIA T EBS R 21— LIFESITLEID, —EBIFBIBRTES M EL
FEA,

Find aws_ebs_volume that !uses Host

LROITYFEAREEBLSN ML EE A, MEHYEE A, ST, BEOHHEMN
HIRLFIIHRELET . VTV T IAILTIUTATA DALV T RTOTANT (%
BY FSIBRESNTNS=H. VTN HRERFIZTHANMRELTNST —4E L YUBHEIZE
BTEDGEENHYFT,

HEAMTEIIZIE. Find Host that !uses aws ebs volume as v return v.* DAMIE
LOLWEEDNENELNFEEADN ANDNDLEBRSDIEHENTT,

2c-FEElESnhTWENWNT—4

AWS [CIZSEIELHRBEOT —2ANTHEHYET , =LA (X, EBSRJ1—L S3 /4y, RDS
HDSAB—EAL ABU A DynamoDB 7+—7J )L, Redshift 75 RAA—15ETYT , BT —4%RET
BIEE. INLDT—RRANTEEEILTHIELEEZHEDHLET,

EDBE EDQFSIBREINIERINTLEIMN,

Find (aws_s3_bucket|aws_rds_cluster|aws_db_instance|aws_dynamodb_table|aws_redshift_
cluster) with encrypted!=true

LRI ILFEMNZHERELFE T M. HMEYIEM T, 2T T. Secure Cloud Insights (&> TEE)
BICEY L TONMBRISADINILF TR ZEOBMER-TEITHRYET . VSR EITHT
YEETTIANEEINEHETT,

Find DataStore with encrypted != true

CNT, TANRTATANBEVOMBIMLTRREZSSITRYIAH, /A XERLLEZY . BEEE
FLIEYVTBHIENTEET  RIZHIZERLET,

Find DataStore with
encrypted != true and
tag.Production = true and
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(classification = 'confidential' or classification = 'restricted')

2d — Tagging Resources

BIR DL DI DBFIMSHNB LS, JY—RERT F T HERELIEFIZERTT, ZDT1=
B Y—RTYNY—RIZATEFT B EFBLBEDLET . CNHD A [ Secure Cloud Insights
[ZE-THRYRAEN, W RZLHY I THERTEEYS,

FTIAIRT,. DIV S4TSYIZR RSN . Compliance 7 7") T{E FHEh 5 Secure Cloud Insights
MR B\ vTr—UikEn=oTUIE. ROATIEKEFELET .

e /%8 (Classification)
o [A—F— (Owner)]
PIT Ffzl& PHI Ffzl& PCI(boolean #Y TT—4EERT)
o 7HOUM% (AccountName)
o RIRE
Secure Cloud Insights DA ZE>TRYRAENF=FT R TDHRELAT(ZIE. tag.<TagName>

b¥;74‘y’7Z&L’CﬁHBh$'§’O NEDTL I IRFITITEDFFEFERTILELNH
VET,

Classification#4 & oOwner 2J (XFTONTAELTEEBMIZF Y TFrEndl=®. tag. 7
LI ORGLTYIY CEEFERTEE Y, classification = '..."' £=[& owner=
L DEIINTTRTINEFETHERALET .

tag.AccountName (string) 8K tag. Production (boolean) 2 (. B EERDEH
WA T3> D—EELTEBIMTEET , Secure Cloud Insights

2e — RyLT—D1) ) —RERERK

FYRT =) ) —RABLVEDEAIIONT, BEFCHERFELNHIGENHYFET . RITHIZ
~LET,

FYRT—=D))—REZTDEMDBERENSIROFEL LD,

Find (Gateway|Firewall) with category='network"
that relates to *
return tree

WHEIZIECT R ET—IIE1—(CYIYB R BIENTEDZLITEELTESLY,
FYRID =L TRYMMIESITLEID,

Find Network that contains Network return tree

VPC AMD)Y—RIZESITLELID,
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Find Network that has (Host|Cluster|Database) return tree

BRIEARDEIIIHYFET (CCTTERENORTEINDGLDIVLZHDERARTEND IS
BHBHYFEYT),

QUERY Find Network that HAS (Host|Cluster|Database) return tree @ |1] ﬁ X

subnet-ddcb48f1(172.31.80.0/20) X

[] aws_subnet (Network)

[ ] wazuh-elastic-server

Properties Tags Metadata

\
i-0600ee51689
(ONRRER . .
subnetld

HAS

\‘ wazuh-agent-sample-hoskubnet-08f1ecéd (172.31.0.0/20) subnet-ddcb48f1
subnet-ddcb48f1 (172.31.80.0/20) internal
™ true
wazuh-server Webl.lnk

https://console.aws.amazon.com/vpc/home?reg

o BIRLTz aws subnet DFTA/NTA/IRJLIZIE, AWS Web 32— L TEEY—RIZT
(EXLKTHOERATES webLink MHAIEITEELTLEELY,

AWS Tl. [FEAEDIFZE . S3 THRAMSN TS API S —h A F = (FXEM I TH AL
T499%F D BT HE3(Z. CloudFront TARAMJE1—2a R ELTVWET , chlFED KSR
RENBTLEID,

Find aws_cloudfront_distribution that relates to * return tree

SEOFERIIDVLERLTEOITT . THOUMIIXERHD AWS HEEBRAHY . hMEUDEHD
aws_cloudfront_distribution T T4 T4ELUVE %R AHYET .
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QUERY Find aws_cloudfront distribution that relates to * return tree

uuuuuuuuuu

leSottBacoudfrant net
devjopitroneio

((((((((((

uuuuuuuuuuuuu

vvvvvvvvvvv

Plttomact

ZDT571%. S3 13y (B8 Web A /AT YA) E AP —R 9T/ DE A DT1 AR
Ea—avitEfRIn-BRAERLTVWET, S5I2, INLDEBEICK>THERASIN TLVS ACM
FERAE L. ChoZRETHISICERARSINTINVS WAFACL(BNILE) MERRESNET,

TSTRADEBDIUTAT4/—REERLTE DM T O/ ATAERANTY . Web U VERR
LTAWS Web a2V —IILDY—RIZF[EOLKT VALY TEHZEITERELTZELY,

AWS Transfer for SFTP Z{# A9 51546 . EgE H—/\—, 1—H— ZFhS(CEYHTOE RTINS
IBIMO—JL, XUV —HT7IOERTEESINTYF BRI HIENTEET,

Find aws_account

that HAS aws_transfer
that HAS Host

that HAS User

that RELATES TO *
return tree

RDEIGED 1T ILHRRENET
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QUERY Find aws_transfer © 0 v X

sftpuser
aws_transfer_user (User)

@

Internet

Py Properties Tags Metadata
(4

JupiterOneProdDemo (ot HomeDirectory
jupiterone-demo /jupiterone-demo-1/sftpuser

webLink

ranster o G https://console.aws.amazon.com/transfer/ho
ry
U HAS - me?region=us-east-1#servers/s-4eaf33cf83d
READ s-4eaf33cf83dc476ca
jupiterone-demo-1 erkang

@ ®\ Role

WRITE arn:aws:iam::195479668431:role/Developer

c476ca/users/sftpuser

5)

name

sftpuser  ASSIGNED g Sy

arn
LT arn:aws:transfer:us-east-1:195479668431:us
er/s-4eaf33cf83dc476ca/sftpuser

A= region
us-east-1

2f - H—/\—L REE %K
P—N—LRA(SLFEAEZFERALTOWEI N ?FERALTWSIGE. TORELEZZEETLID
[ZRIIDVTYELONTHBNMLET,

SLEBEBE—ERTTHENIROELELD,

Find aws_lambda_function

[Simplel, TlE, HEABER)HT—F 2HD I TLEIN,

find aws_lambda_function as function

that TRIGGERS * as trigger

return

trigger._type, trigger.displayName, trigger.arn, trigger.weblLink, function.functionName,
function.arn, function.webLink

VPCIAMD')Y—RIZT IR TERSLSAE#IIH D TLLID,

Find aws_lambda_function that has aws_vpc return tree

tioox) (‘i~ SLFE#E. TNODT LA BEHERAET TEITTALIIERINTLNS VPC
DRBEHLGT S I7HRELET,

ERIZIEX. VPCADY)Y—RX(EC2 A2 AR A RDS T—AR~R—X _ ElasticSearch/ElastiCache 7%&
EVITEETIERTEHELENGLEY . VPC ADTIEALG LTI LABMEEITLLEN EAAN
ANTSUT4ATY,

NEBRRANE=[ERYRT =MD 39K SSH FEEHFTSA TS TLLIN,
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Find Firewall as fw

that ALLOWS as rule (Host|Network)

with internal=false or internal=undefined as src
where rule.ingress=true and (rule.fromPort<=22 and rule.toPort>=22)
return

fw._type,

fw.displayName,

rule.fromPort,

rule.toPort,

src.displayName,

src.ipAddress,

src.CIDR

FEOIVTUTIE., RO TONTAEEZTAILZNE T 51802 where NERAINT
WBZEITEFELTLEEL  with & where DEAEEALT. TVT4T4DTO/NT 4

o EEJILANEBTEES, FEMICOVTIE, JIQL DML =27 IILESBL TS
W F= . FSE1—ICYIYBEZ LT, LEEDHERZLIYREHNDAIUE59T4T
[CRRTEDZEITEHTIELTEALY,

A58 —2yM (2 R) ICEEEE () ShTOSERE)Y—RXERTLESD,

Find (Internet|Everyone)

that relates to *

with tag.Production=true and _class!='Firewall' and _class!="'Gateway'
return tree

BADRYNT—=ILAVYD))—RFEENTLEID,

Find (Firewall | Gateway) with category='network'

X )TATN—TDOREEESITLEID,

Find aws_security_group that PROTECTS aws_instance return tree

@ CoHIITNOTYSERRS L. £F2UTT =T L—LOEM(TySOTO
RFA1BE) RERENET .
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Okta E71=I& Onelogin DB ERTEL=5. RIZFRT VT DHIELL DML TH TS,
3a—-IdP A —H—¢,7 01X

| O ZDEIIVDOFITIE, ID TANAF —D i S (Okta £f=I& OneLogin) KAHETT,
BrOUEXE/A—F—ICBIBVRATFLTPHIVMEHBTLESID,

Find User that !is Person

Secure Cloud Insights M User T T4 T4, BEIMIICXET % Person( type:
'employee ') T TATAIZIVE LT EINFET (Okta (& Onelogin & DE<&EH 1 DD ID
TONAZ—(dP) M EBREDFEET DEE)

EVRIP 7HOURDA—H—TOT7AILD userType TANT1%E system] F=lE
lgenericl&F=Ebot JIZKRET HE. FDL—H—D Person TUTATAHMERS
N7t YEY , Secure Cloud Insights

Evbk aws iam user FIzEZDMDIEIP 1—H—D username ZEAN/HKEED

@ ETANTRLRREETDE, TOI—Y—aHET HENBBHIIIEL T T
ZFF T, Secure Cloud Insightstzld. TYEV T W EEET & 51T aws iam user(Z
email 3T ZEBMT HELTEET,

ZBERZBIANEUTEVWT IT4ITLHEI—F—FHAVUMMIENTLLID,

Find User with active = true and mfaEnabled != true
that !(ASSIGNED|USES|HAS) mfa_device

BEDIPPHEIZE-TIX, User TUTAT«lE. mfaEnabled 759 %O/ T1LLTEHEE
EI DY . mfa device NDEABRIVELITHAHIGEGENHYET,

LEA>T. LEBDHYITYIE,. TANFA4Tactive IS MNBRESNTLVAHA ., mfaEnabled 75
O true ITRESNTULVEWTRTOH User TUTATAEZBREL, SBIT, FD User EEYHT
LNTWSMNMERFD mfa device EDBEICBERNEFEETHINEINEFIvILET,

MFA ZFEAE T ICTAWS1 7T —2avIicPoEAL TS A—HF—[ELBTLES DY,

Find User with active = true and mfaEnabled != true
that ASSIGNED Application with displayName = 'Amazon Web Services'

AMDTIT)Vr— 3 %R T HIZ1E, displayName DX FIEEZBESHRZET,
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IdP THEH D AWS SAML 7 T MNERESNTLVSIHZS . shortName = 'aws' ZFALT. TR
TOAWS 7T r—av AV RV REFTvITHIELTEET,

REAOTRTCOEAREFLNBL—Y—ERELELLS,
Find User that IS Person that !EMPLOYS Root

LEDITIIE, #i (Root T TAT1) ICEREASNTORWMEANICEY 21— —ThY
VREBRRLET

Find User as u that IS Person as p
where u.userType='contractor' or p.employeeType='contractor'

tROIVTVIE. FEEEOI—YV—EBRELET,
3b-I5ORI—HF—LT7IER

| O -otr o BITIE P1EEL 1 DD AWS HEBENBETT,
AWS TEBEFEDOILTVERAENBYHATONTLSDIEHETLELSD,

find (aws_iam_role|aws_iam_user|aws_iam_group)
that ASSIGNED AccessPolicy with policyName='AdministratorAccess'

EDIAM O—)UICED IAM AR —HEY HTHATNVSTLEID.

find aws_iam_role as role
that ASSIGNED AccessPolicy as policy
return
role._type as RoleType,
role.roleName as RoleName,
policy._type as PolicyType,
policy.policyName as PolicyName

3c — Combined Users and Access Across All Environments

O) ZDEIavDHIL, IdP & AWS Dl A DFEERENEIIZLE>TNSIEEITHREE
PIZ#8ELFE 9, Secure Cloud Insights

HEREDYRTL/))—RICTIERTESTLLID,
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Find (User|Person) as u

that (ASSIGNED|TRUSTS|HAS |OWNS)
(Application|AccessPolicy|AccessRole|Account|Device|Host) as a
return

u.displayName, u._type, u.username, u.email,

a._type, a.displayName, a.tag.AccountName

order by u.displayName

DI 3D ELDHITIE., Secure Cloud Insights T Okta & AWS DA D& %
O i okta THYURTER TSN AWS SAML 7 FU ABETE , — DA T (. 5K
D AWS BN H LSS IR EYHEELET,

ST ALA (SSO)ZENMLTAWS ZHIUMITHOERATEZDIEEHTLEID,

Find User as U

that ASSIGNED Application as App
that CONNECTS aws_account as AWS
return

U.displayName as User,
App.tag.AccountName as IdP,
App.displayName as ssoApplication,
App.signOnMode as signOnMode,
AWS.name as awsAccount

H5AWS ZHO UMD DNEBI T4 TAANDOA—ILDEFENBEINTIVATLLID,

Find aws_account

that HAS aws_iam

that HAS aws_iam_role

that TRUSTS (Account|AccessRole|User|UserGroup) with _source='system-mapper'
return tree

EREDITUMG.  source='system-mapper' (X (EETELILTATAHHE
BEICEH>TRYRAENLDTIHLGL, 7AVUED IAMA—)LOBEA—ILRY) S —

0 DA HHIZ Secure Cloud Insights [T& > TIYVE LT B XUERSN = EERT AP
r—3—THAHEITERELTZEW, LIz ST DI To T4 N T T4
TATHAAREENZRIEHEYET,

=& Z £, Secure Cloud Insights AWS 7™ hA®D TRUSTS %% D Secure Cloud Insights #f
B 1IAM O— /LA FFHEEICR RTINS TLELI,
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o —DtUarDHITIL, Stethoscope 7 TUDREET B4 <EH 1 DD IURKRAUE
AVTSATIOR I—=VzNETIT4TIELTWARELRHYET,

IVRA—H—FTNARTA—HILITFPAT I A—ILBREZIIE>TLNBTLEID,

Find HostAgent as agent
that MONITORS user_endpoint as device
return
device.displayName,
device.platform,
device.osVersion,
device.hardwareModel,
device.owner,
agent.firewall,
agent.compliant,
agent._type,
agent.displayName

EDA—HF—DIURRAIRERLTLVELTLESID,

Find Person as person

that OWNS (Host|Device) as device
that MONITORS HostAgent with compliant!=true as agent
return

person.displayName,

person.email,

device.displayName,
device.platform,
device.osVersion,
device.hardwareModel,
device.owner,

agent.compliant,

agent._type,

agent.displayName

EhoDA—YF—RREDT IV r—2avITF O ERATESTLEID,

Find HostAgent with compliant!=true
that MONITORS (Host|Device)

that OWNS Person

that IS User

that Assigned Application

return tree
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LEEEDS55, AWS [C7VERATEDHI—F—[LLVBTLLID,

Find HostAgent with compliant!=true

that MONITORS (Host|Device)

that OWNS Person

that IS User

that (ASSIGNED|HAS) (aws_iam_role|aws_iam_policy|aws_iam_user_policy|aws_iam_group)
return tree

BROTITERDELSIGYETS,

QUERY  Find HostAgent with compliant!=true that monitors (Host|Device) that owns Person that is User that (assigned|has) (aws_tam_role|aws_tan_policy|aws_ian_user_policy|aws_tam_group) ® 0 % X

Developer
aws_iam_role (AccessRole)

Properties Tags Metadata

displayName

[=n] Developer
ASSIGNED

_source
stethoscope_agent. #7920

(] Developer integration-managed
A ¥ roleld
7920 - S ——
-
—— e @lifeomic.com b

https://console.aws.amazon.com/iam/home?#/r

oles/developer

createdOn
2017-04-28T18:50:37.000Z

path
/

|
A
Lo
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Ty RN)TT)TOD I ILEZDFEH

FIELTWS T RTOTURILT YN (T T4T4)% Secure Cloud Insights TRRT B2, [7
Z1) (Apps)]1 > [tk (Assets)] [CFBEILE T,

Assets 7T [ZRRENBKREDIVTATAD)ANETAILEI T T BIZIE LD DFEMN
HYET,

o BELRTEINDIAYITAILE

o USR/BATRHIDEMIT1ILA

o TONTARDEHEMI1ILE

|*“J7°/;?'—0) [EEXL7 Yk (Critical Assets) ] 7w I LT RPEELG IO TA4T/IZEER
FLET,

2387

AccessRole

477 ‘ 3503
AccessKey AccessPolicy

BELT7yMEREERFERTHE. VTVETS— M ERLT. REEELRT 2T (XTI
ATEET, TIAHILTIK,. TEUNERBEET, LEI>THRBIRIABEVNEDELTEET S
E#E (X Secure Cloud Insights NRELET A . BB IICDEREZHRET AENTEET,

B xs)vHLT. EBELTEIMNETET AT IALMESRELET . 45X, TO/T1. BLU
EEEALT AEEBELTANERETEET,
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Define your critical assets

Use classes, properties, and values to define which assets are critical to
your organization.

Assets labeled with any of the classes and matching the property key/value
pairs listed below are considered "critical assets". This should be a small
subset of all assets that are the most important (of the highest risk) in your
organization.

Which asset classes are critical? Which properties and values are

critical?
et ©
of the
properties
DataStore a Database ﬁ

ey = Walue *

. . X
tag.Production true

X + +

CANCEL UPDATE DEFINITION

HBICE->TEEL T YNGR ETEYNISARETONT(ZENML., [EEDEH (UPDATE
DEFINITION)] &49UwoL%Ed,

BUISRERT 1 DULEDTAAUEBEIRTHEICKY., IFRFNZTEIRET(XOTAILEY Y
GJTEFET V=IUFYTLEICHh—YILEBHTIHE, VTASNILARTEINET,

Asset Inventory

FILTER BY CLASS v

ITATADISAIE, X2 T BRADBRICENTIVTATAZEERT DHMEINILTY,
I OVWTIE T—2ETILDORF 1AV MESRLTIZEL,

1 ;g;@b%w&%mbt& IoTATA4/TybhE 24T (Type)] SEIZEBIZTAILE) YT

Asset Inventory
(=S)
FILTERBYTYPE ~ v aws_dynamodb_table 197 ] aws_s3_bucket B  aws_ebs_volume ®  aws_db_instance
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@ I T(TADIATIE ZDY—RITEoTEBENBHEDI(TDILTAT1ERL
T, BT F—FEFLORF LA MESRLTULZL,

[95 X (Class)] Z4 L AZEREALT. §®VFADHIUNEET . By ah—RIU=ToT4T4/
TEIrDFEMEL—ERTIHELTEET,

Asset Inventory
FILTERBY CLASS ~ CodeReview PR AccessPolicy AccessRole Function
? Workload DataStore CodeRepo Key Firewall
Host Database User AccessKey Service Image
Resource Network ControlPolicy CryptoKey UserGroup
Gateway Vulnerability Person Application PasswordPolicy
Account HostAgent Vendor Device Project Cluster
Certificate Assessment Organization Risk

—_

T—RE. A9 T4INEADTDRTOFERIZHIELES , RO THIZHEIR—DR— 3> O
FO—ILITEELTLESY,

DataStore  Database aws_dynamodb_table  jupiterone

DataStore  Database aws_dynamodb_table  jupiterone

50
100

Rowsperpage: 150  1-500f479 <>

T—TITIUTAT4%RIRTBE. BRI Y ARNRIVICERLGETONTAHARREINET,

Asset Inventory b oy =
FERBYCLASS v A R RN OO QRSO0 GNAETBE OO0 AR QO0LSBNH A0 OO0 G jupiterone-integration-
o W & JupiterOneRole-
DISPLAY NAME cLass TYPE © ACCOUNTNAME . CLASSIFICATION

Properties  Tags  Metadata

M roleld
AROAJKQ7Vis

. webLink
https:

& oles/j

a

% createdOn

&  jupiterone-integration-JupiterOneRole- & jupiterone-d 2018-08-30T20:22:39.000Z
path

N /

% name

n jupiterone-integration-JupiterOneRole-1T1RS
roleName

User okta_user jupiterone-integration-JupiterOneRole-1T1R5
Rows perpage: 50 ~ 1-500f 8650 <> am

TJO/NTARDOFEHT1ILAR
BEODTONTAEZEIRTHET, MG I LN EBEERHTEET,
BLERBIZHD A O—ILT AV ZERAL T, [T4ILR (Filter) ] INRILEBREET .

Asset Inventory + & =
mmeveus v AR N OO0 RB0 6N AGEI 0 0o ad A - 16GE
s FILTER BY PROPERTYVALUES  / x
W &
AccountName
FILTERBYTYPE A ®  aws_dynamodb_table . aws_s3_bucket L] aws_ebs_volume L] aws_db_instance
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T4NEAEERTHTANTAERRL, T1IIWAEFERT S 1 DFELISERDEEFRRLES [T
0874 (Property) ] FOY T A Ry O X TLRIRIRLI-EZ Yo 5E. BIRODERESN

353_0

+ %

FILTER BY PROPERTY VALUES X

bucketName v

classification

141 internal
62 critical
12 public
10 Internal

9 confidential

createdOn v
databaseName v
defaultEncryptionEnabled v
displayName -

= FILTER ¥ CLEAR

EVh: XYM T O/NTAI4IIVEEERT BRI, T 94997403 FERALTIS
() ﬁ/@*f?’éi%?)ﬁ'é:téﬁ&b&bbid'o NIZEYTO T4/ EOHEHRY EIRLOT
HYES,
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TI—rDEFE

= ==
7 7 I\ 0) axX ;&
Secure Cloud Insights TI&, G E B LEBDERDI=HIZ. FED JIQL VT ZEFEHALT
To—hIL—ILERETEET, CNld Alerts 7T TITLVET,

TI3—beb)A—FBICIE, DELEHB 1 DDTITAT BT 5—ML—ILHBETY , BHDI)L—
WEEBMY SRUBELHTERIE. ROFIRICHESTIL—IL/NwIESVIR—bFHIETT,

1. Alerts 77Y)MS [JL—ILDEHE (Manage Rules)] IZFEILET,

3. TBHBEUL—ILINYIIS)L—ILEA > 7R—b (Import Rules from Rule Pack)] E—4& JL™o4>
FOMBREINDD T, IL—ILINVIEIFIL—IL/IAYIRDE LR D IIL— )L EEIRTEFE
9. [RFF(Save)] 0yl T BRLIZIL—ILEAUR—ILET,

Import Rules From Rule Pack IMPORT YOUR OWN RULE PACK (JSON) X
AwsConfig v
AwsThreat v
CommonAlerts ~

high-severity-finding - Findings with a severity of High or a numeric severity rating higher than 7 that were new within the last 24 hours.
prod-resources-with-high-severity-finding - Production resources impacted by high severity findings
prod-resources-with-critical-finding - Production resources impacted by critical findings

™ unencrunted-critical-data-stares - LInencrvnted data store with clascification Iahel of 'eritical’ or 'sensitive' ar 'canfidential’ ar 'rectricted’

CANCEL

MBDARZLTZ—MIL—ILEERT BICIE. ROFIEEZETLET,
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75— DHTE

1. Alerts 77 H 5 [JL—)LDEEE (Manage Rules)] [CFBEILE T,
2. JL—ILDERL (Create Rule)] 7o arRALE 0 yIL T, E—FILO4ROERRLE

o

3. NARAALIL—)LIZRDFMIEBEHRZEASL., [RTEFE(Save) ] V)V ILET,

o [ AT (Name)]
o EiBR

o [VESTA(EXE) (Severity) ((FAYTHE I A 5ER)

e [£T1)(Query)J(EE®D J1QL YY)

Create Rule

Severity
Name r CRITICAL
Description

Q

Type, d.encrypted as Encrypted

SHOW ADVANCED X

uery
Find DataStore with classification='critical' and unencrypted=true as d return d.tag.AccountName as Account, d.displayName as UnencryptedDataStores, d._type as

CANCEL SAVE

HRBLIIL—ILAENSNh, B8 . B, HEAWNIIVI—TSAXBEEDIHEIZAN)—IVTF
k> TEHEINET , L—ILTERELEITIADELERL 1 DO—HBERTIGE. 75—LH

KR)H—ENFET,
EBMDT7S5— AT DETE

TI3—bM5T =704 ) A—F HHENHYET MALEWA T avDFvIRvIRE

AL RAYTF I OT4— LR BERIFHREADLET,

Create Rule
Recipient Email Addresses

[J © SEND_EMAIL Email Body
Affected Items: <br><br>* {{queries.query0.datalmapProperty('displayName')ljoin('<br>* '}

nnnnnnnn
# SEND_SLACK_MESSAGE

Slack Message Body

Affected Items: <br><br>* {{queries.query0. perty(displ ioin(<br>*")}}

cription
{{alertWebLink}}
“*Affected Items:™*

* {{queries.query0.data|mapProperty('displayName') join(’
Project

[0 & CREATE_JIRA TICKET Issue Type

SHOW ADVANCED X

cANcEL  [NONYS |
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75— DHTE

—BDT7S— AT avIZE, BMOHEE/IERNERSNET,

1. Slack: XD FEIZH>T. Secure Cloud Insights Slack D EEHRTETHAIDLENHYET,
W9 #channel X TFYURILEIETELTESLY,

2. JIRA: RDFEIZHE>T. Secure Cloud Insights JIRA LD EFERET DLELHYFET .

3. SNS:FEEELD AWS FHIUMIAWS FEELL TERESN TV LMENHY . FITED
AWS ZHHO 2 r®D IAM A—JLIZIE SNS: Publish ¥ER A WHETY Secure Cloud Insights

4. SQS:EEFKLD AWS THOUMEIAWS FEEELELTERESN TV DOIRLELHY . FHITED
AWS ZHDUR® IAM O—)LIZIE SQS: SendMessage RN UHETY Secure Cloud
Insights

To—RIL—ILDOEE X T 74 IILbTERITHhA., £IXEFEDIIL—ILTIEELI-HR 2 LR
(BEFEF309IL) TSN ET,

FOTATET 53— TS5—RIL—ILDFHAREC—FT DL, Alerts 7T DRD KSHT—4
FJYyRIZRRTESNET,

sssss

5555555555555555555

sssssss

sssssss

AAAAA

sssssss

e BRDOTS—MMTEVIVILTERT L. 75— FDFEMANRTINET,
o ELAFALSIZIE, [AI T (DISMISS)] REVEH)YHLET,

TI—rDEITENGNE VTURBRICERNGVRY . 740—7vI75—MBHMILEESINE
Ao

LW/ TOT4TR8T7 55— DBHMEEHZITIRAICIE. REBRLET,

¢ Manage Rules

e [HZA—)L (Daily Emails)]

o [Z{E% (Recipients)] 74— ILRICA—H —F=EF—LDEFA—ILTRLRZAALE
ERR
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https://support.jupiterone.io/hc/en-us/articles/360046977154-Slack
https://support.jupiterone.io/hc/en-us/articles/360022721154-Jira

Visual Query Builder M {# A

Visual Query Builder M {# FH

Visual Query Builder (VQB) [Z. JupiterOne Query Language (J1QL) X ZEZIEXHG<TEHEOIT) & 4E
BT AIEMNTES, O—FFETRSYIT 7URRAOY T TIRIETERAE D A7 ILAUA—TT( R%E
IB#tLZE 9, Secure Cloud InsightsSecure Cloud Insights

FERR
VQB Z{#FH 9 5I1ZIE. accessLanding $ & U readGraph YL EDO— LKL ETTY,
AR

##81ET—%% Secure Cloud Insights [CA 2 R—F T B1=OIZF TIZHEEZEALTLEIRELDH
UFEd,

VAB ZERAL=VT) DER

VQB 279t RF BIZIE. Ask Anything ZR/A—MD 0 £5YwsLET,
VQB 7 —YAR—RDERERIZRLET,
o ERAVIZIIUTHREENET,
s TIFIIDTHEIYNITA
e JIQLEBEDT—E2ETILT L3147
o TERMERO*xVAILRID—FEECZFDMDIUTA4TA

O BLYT CTXAMEET YR TAIRA—RT7 b EERTHILFTEE
‘A,
o ARFVINARAY
o ARIDIFEBRRAUIZIE, VTV TLEa—"I4 RO E, FRF v /NRORBIZE DUV
AVTHFRAMERAEENET,
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1. 7EINEERAUNOHRRI YU NRITFSYT LTRIBLET

%%, J1QL Visual Query Builder [BES

General Filters Returns

© Draga node (class/type/other) from the left to the canvas to
<script>alert(1);</script> start.

© Clickand drag from one entity group to another to create a
#  chdefense_alert relationship.

Alert O Select an entity group or relationship to see its details here.

Query Preview

FIND Alert AS el

> cLear | DS RUNQUE%
4 »

FRXYUNRICTATLERET L. BRIORA2D VT TLE 2—(Query
Preview)] D4 RO TOTDERRDBRIBESNFE T,

HJIYEFERLTHREILTIF AN FIN T ST7LARDEXREEFRITIHEEIL. L8
DRA2T[FDh (Other)] 0oL, TXFANTEYFEIZFSYILET , HREZLTX
AREAATBIIITKROHONET , ADAZLTFRANLEIIIL—FT IR THILELH
51z, COFIBIEIT)DIERDRDIZDHEITTEET,

2. BBREHEETIITRTDISRATEYNBAT7EINERSYS LET,

o 7EYrETIL—TItTBEEIE. TEVNEELDLEIZFSYI LT IL—TEHEL
E I

o BT EIYNERIEXT VNI IL—TOELERIZ. TAYFAIDHAHYET,

o« TN IN—TEH)vo5 5L, ARIDFERRAVICEMARTINET,

o RWIZFSVILI=THyb, T=IE&EDIIERLE=TEINT IIL—TH, [ZD1ith
(Other)] A =a—DTFXF A7 EYNTEHULRY . L— 7Y ERET7EVNTIL—T
[ZHRYET,

3. HAETEYNELIIT YN IW—TRYOREH)VILTIDT b E=IET7 YT IL—
TRYHRIZRSYS LT, BEREERLET,

o HBARICITEANFHLHYET,

o BREBAFEIVVITEHE GRIDBRARAUIZZDFHMANRTINET,

e BARISRIE. TIAINTHEBARREL T RTOEFFAICH L TERESNET . JIQL

(X, ZOERISEATEST N TOEBAZRLEY . BRIZRZUVEZAT. /T
DIRFBHEERETEEY

)37 RELATES TO (. o ABEEREENEGRZEH/N—LET =L, 2T D /N
() 3; TURER LEERICIE. BEOBEGBHAEERT 5o L5 BmBEOLE
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Visual Query Builder M {$ A

E\'/I‘:, J1QL Visual Query Builder BET‘ X
Classes Types Other General Filters Returns
slack X Relationship classes default to all -

available relationship verbs.

lack_ch |
slack_channe ® HAs (@) selectone

&l
or more
slack_team User slack user @ MANAGES specific

relationship

verbs from
slack_user o
this list

"X Query Preview

FIND (User | slack_user) AS el
THAT (HAS | MANAGES) AS ri (Account |
slack_team) AS e3

e3

Account slack_team

4. BIERETEINERSVI L. T —TEETNO DR DBEREIERLET,

TAILEHh—FDER

FEOERERIT=OICERTESTAILFA—RT7 YA BYET  xEEDI TAT)EY
YL T, FXoNRITESVITLET , RIZ. BRDORAU T, VTVIZE OO BERZEZIRER

LET . TMILLH—FT7EevrhEERTEE ZDTAILRA—RT YN AIN—ZIEHOTINST

IR IL—TRHDTRTDFT7 I F—N—FARENFET,

=2 1E. ROBITIE. TERANT YR Security INIL—RT7EYRTT , VITYIZEST. LWNT b
DT T 11 security _IEWVSBEFFERTHIT AR TDTI— LT RTOT7S— L7 EYRIHL
T.EXRBFEETEITLET, Secure Cloud Insights T ILRA—K 7 YMIIE. ZASNETRTDH
BEBRMNJRARSNTVWET  BRETHIEFRICELC T, GRIDRAUIZY RSN TS ERBEOA >
EFTENYBZDHENTEET,

% J1QL Visual Query Builder BET‘ X

Classes ur= Other General Filters Returns
Use the entity below to search by a text e4 &l @ HAs ® Se‘\etq on:_or ml:,refspec't:c»
relationship verbs from this

value. Drag it onto the canvas to be ‘ ALLOWS list

prompted to type in your search text. . “ .
* ity S
(any entity) ecuri ® DENEES

RELATES TO @ Alternatively, RELATESTO
coversanyandall

(D Atextnode can only be added to the root

relationship verbs. It is highlv

node group, and there may only be one ) 4
node present in that group. g ’ .
™ Query Preview
) FIND "Security" AS el
Use the entity below to search for any THAT RELATES TO AS r1 (Alert | jupiterone_rule_alert)

entity. AS e2

e2

i *(any entity)
perone e s

(@ Ifthis entity is added to a node group, it
will override all other child nodes in that
group, and create a search with the
wildcard character (7).
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ST RUNEE TR L — TR QBEREEET LS L. L— Ty (el HE)
O o T TNEEET ST Uk (ed 5E) RSV TLTHD. BEICHLTHDT
N ERET AREABYET,

T4ILE3) 5

FoUNATERLETEVRDITARTOTANTAIZE DN =DV EZERTEE T, T0ILAIC
I AND OR &M% EHT 5 EHTEFET,

General Filters Returns

Filtersforthe el group of entities

M Operator

OR undefined
el.level = warning
OR el._createdOn <= undefined
~ AND
Q fiew
FIND Alert

WITH ( level = "warning"
OR _createdOn <= undefined ) AS el
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X T RERREDERE

X)) T/ RERBROEE
Secure Cloud Insights Tl&, —JtibSNIzURI M) EF VL aR—FBRRAEINTNSzH . RD &
SHSEFISFRY AN XTI 5RAERREHHICEEBTEEY,
e AWS Inspector DFIELER
o AWS GuardDuty DEAERER
e Veracode DEFFMINITEEBHI N T DRAERER
e WhiteHat 7 7)7r—2a3>DtFa)T4ICET LR EHRER
e Tenable Cloud ¥+ DRAELEE
e HackerOne LR—FDIFEHER
s CVEBFVZDMDHEHEMEDRERR
s FEMRATANDRAERER (APIERTAUR—K)

MESBERXT YT DMENSSITEMINTNET , BEDA—RT YT IZ(X, Rapid7,
Qualys. Bugcrowd. White Source. Source Clear, LU Snyk NEENET,

RAERRDFEEDIE, Alerts 7T D [FAEFER (Findings) ] 3T T VLR TEE T AT —4T
;(2:gﬁ&?ﬁb\’d\é%ﬁﬁ%ﬁﬁd)é%%ﬁ?ﬁﬁ’%ﬁ?éhi?% EIRY HE. FMOTRERREL—D
BE 0

<7 GETTINGSTARTED RN ON |

57 216

ALERTS OPEN FINDINGS

Type Severity Finding Title / Description Created On

Instance i-0244e47d8e801312d is not compliant with rule 4.1...

Description Monitor changes to file permissions, attributes, ownership

and group. The parameters in this section track changes for system calls

that affect file permissions and attributes. The chmod , fchmod and

fchmodat system calls affect the permissions associated with a file. The

chown, fchown , fchownat and Ichown system calls affect owner and

group attributes on a file. The setxattr, Isetxattr , fsetxattr (set extended 04/11/1%
file attributes) and removexattr , Iremovexattr , fremovexattr (remove 7:53pm
extended file attributes) control extended file attributes. In all cases, an

audit record will only be written for non-system user ids (auid >= 1000)

and will ighore Daemon events (auid = 4294967295). All audit records

will be tagged with the identifier "perm_mod." Rationale Monitoring for

changes in file attributes could alert a system administrator to activity

that could indicate intruder activity or policy violation.

aws_inspector_finding CRITICAL

Instance i-0244e47d8e801312d is not compliant with rule 4.2...
Description Log files stored in /var/log/ contain logged information from

aws_inspector_finding CRITICAL many services on the system, or on log hosts others as well. Rationale It is )
. . 7:53pm
important to ensure that log files have the correct permissions to ensure
that sensitive data is archived and protected.
Outbound portscan from EC2 instance i-031f61bc80ca33ceb. 04/20/19
aws_guardduty_finding EC2instance i-031f61bc80ca33ceb is performing outbound port scans 2.25
against remote host 10.51.17.149. e2am
Outbound portscan from EC2 instance i-09a81dbcd8d99ebb2. 04/1/19
aws_guardduty_finding EC2instance i-0%a8 1dbcd8d9ebb2 is performing outbound port scans 12:28 pm

against remote host 10.51.12.142.

Secure Cloud Insights [, SABERDY—ANSAFTEELEHEIZEDOVT., KAEE
DEEHZITEH)V—RA PR AERERICEET H)V—REBENICIVELTLE

0=
—g_o
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TFUTARERREDERE

YRS RABERREZEIRT 5L CNLDBERERT IV ITNRRSINET, ChIZKkY ., aVTF
xvgiﬁ_gﬁbt FEEROEELSSICHNL. BEDEODTHI I IA—RERETHE
ANG o

TYPE SEVERITY FINDING TITLE / DESCRIPTION CREATED ON

instance i
Description The Permitt tion all t t optionsto Rational

aws_inspector_finding CRITICAL 04/11/19 9:54 pm

bility to set H
security controls (e.g. setting an execution path that has ssh executing trojan'd programs)

QUERY  Find Finding with _key="z0RksUOOiiuLbSF6RSSHTHDBV2n4zSqhvRBSVBUQHIE=" that relates to * return tree ®

wazuh-elastic-server
aws _instance (Host)

Properties  Tags  Metadata

nnnnnnnn

T

integration-managed

subnetld
subnet-08f1ecéd

=|rn virtualizationType

by

1047d8e801312d, TCP port 9:
P ssocial

hich s as

FEFBRIZHTEHET7T— M 1ERT S
JIQLZFERAL TR T LHEBEEITVD. B EDEREEMT DHRILTS5—ML—ILEE
RTEET,
151 -
Common Alerts JL—JL/XYIIZ[E. RD 3 DDIL—ILHAEENTULVET,
e VESTA(EXE)DEVRAESRE

BE 24 BEURICHICERESh -, YESTA(BEXRE) NS I1FE T2BAAER
%(:i‘ja—é75_l~o

04/11/19 9:54 pm

Find Finding with
(severity="High' or severity='high' or numericSeverity>7) and
_createdOn > date.now-24hours

¢ prod-resources—with—high—severity—finding

~>t“57;r (ERE)DBEVRAERRICI S TEAR Y- ANEEEZTIERICTS— %
HLET,

Find (Host|DataStore|Application]|CodeRepo|Account|Service|Network)
with tag.Production=true
that has Finding with severity=('High' or 'high') or numericSeverity=(7 or 8)
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¢ prod-resources—with—critical—-finding

D)TFAHIVERABERRICE > TEAB)Y —ANEEEZTAEEIZ7S5— M HELET,

Find (Host|DataStore|Application|CodeRepo|Account|Service|Network)
with tag.Production=true

that has Finding with severity=('Critical' or 'critical') or numericSeverity=(9 or
10)

AWS Treat JL—IL/XYDIZIE. RDIL—ILINEFENTLET,

¢ aws—guardduty—inspector—finding—instance—correlation

MEg8% EC2 AV RAV A (FFERIIEL— MDA —TUHAVARGADAERKER) ##AIL
F9, hEFEDLLWVTITFAETADE—5 b TEHYET (FEEFEL—OA—T
GuardDuty DFRAERER) .

Find aws_guardduty_finding with numericSeverity>5 and open=true as guardduty

that relates to aws_instance as i

that has aws_inspector_finding with numericSeverity>5 and open=true as inspector
return i.*, guardduty.*, inspector.*
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TFUTARERREDERE

JIQLY T TS50 FRALTRAERRODE 2 —% 4Rk

J1GL HT)EERTLT RAERRE. Thoz#AIL-I—2 oM Ay F/H—EX BEUZEN
OAEEEEZ2D))—ABOEBRESNTAIDIZRIDOVENLTSTEERTEET,

:M:WJ%%L&@“O

Find cve that relates to (Host|HostAgent) with active=true return
tree

NIZKY RDEIBED AT N GEONET (/—F BB SETHNEZRARTILENH DS
BHHYFET).

QUERY  find cve that relates to * return tree

CVE-2016-5131

cve (Vulnerability)

displayName
CVE-2016-5131

_source
system-mapper

severity
medium

package
libxmi2 2.9.1

weblLink
https:/nvd.nist.g..ve-2016-5131

findings
libxml2 2.9.1-6.3.52.amzn1.x86_64

targets
i-08704343ec15f1cc7,i-06b850be795cealch,i-
0be38077820211cf1,i-05958 1def4e861cda,i-0
393afe33481f9739,-020820b58a69a93ac
173f791c1e5bbd8,i-0eb3fb6455b35c210,i-069
08548171299¢6,-0f3f127b876e24307,i-0c7ff
9dd3de338ed9,i-04db12b2b992ebe69

name
CVE-2016-5131

vector
network
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Secure Cloud Insights DR —EFIBD EIE

Secure Cloud Insights MR —&EFIED & E

Secure Cloud Insights [, 2 —H =M DEFa) TR —EFIBEERB IV EETES
&3129 % Policies 7 TV ERMLET . COTTVICITRDBEREAHYET S

s TUTL—MLDRYS—EFIEDER

s Web 7TVENLIzA LS4V TORY—EFIEDEE

o AVTSATUREH#AOIVIA—IL/FIBDTVELS

« RUYI—ELF—CL

Policies 7 7)I(ZIE, SN EX ) T4T7 00 S LEEBREZEONLIBET HDIZRID,. 120%F
BAZAR)—EFIEOTUTL— by ABEINTVET , ChoDTUTL—h I, HtEB
@?;Bﬁ’)&—&%llﬁb%ﬂﬁi LE=6DTHY. AV TSAT7 U R MERELR-LTERSINT
WVET,

BBR 9 BIZIZL. Policies 7 7 IZ#8EIL . Web TA—LDRD 3 DDIEHREIIVICAALET,

o FHIER

s FELBEABR(EFLVTABIUVTSAN—HYELE)

e X al)T & DevOps V—ILIZEET B1EHR
RI)O—BLUOFIEBEZNOTERTIEE. OO MNIEELHYET,
T8
Markdown T AKZI&., {variableName}} DX T/ O—/NILEHEO—AHILEHOEAN
BENTWAIEISEEL TSV, FUTL— MDD E#H . BET 2T X AN BEMICES
Mz ond-0. mELLENEEZEEOLET .
FIEEZIZIE. AT aoDO—HIL {{provider}} ERESOHDIENTEFET, ChIZKY. F
DFIEFERE TS, FEZOFIEEETTHEENESNFEHTOANAFT —ZHRETEET,
FEZIE TOUT Y AUF D 1IDTOINAF—[E, [Okta], IOneLogin]., 'JumpCloud]. Google |
BETT, M provider ElX, FF1AVIT42—ZBL=EEIC EEAIZR RTINS £
AUREARILD TFIZAATEEY,
FIBTT42—IZIE. BLEHINE=AAMEF UV ADGBAERTEINET . SHIZ BEDFIBZERA
TEHREBMTETVINEINIGLT. RABEH 1TV DA EF TEYYBZLHIENTEE
ERR

IN—D3

RO —EFIEEERELI-IGE . REFBICEIMNICA—DavEEBINET,
{{defaultRevision}} EHIZIX. FFa AV RRICIHRESNE-BEFNADSAET,

IR7E. Web 7TYIZIE LRTDN—230 DRFaAVMERTT 510D UI B HYFEE A,
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Secure Cloud Insights DR —EFIBD EIE

R)O—EFIEEDF Do O—K/ITHRR—k
BEEOALEIBIZHD [ZpDITHATR—k/F 90—k (Export / Download Zip) ] IRAZEH1)wH 3
BERDIDDIFAINEINEED zip T7AILHAERHSNFET,

e Markdown ‘BER DT TL—bk

» Markdown B X DL HIGER) S —EFIE

o HTML RE X D &IEHGER) L —EFIE

Secure Cloud Insights (&, R —EFIEZEA T4 TFzEA X git JARDRM)Da—RELT) BB
L.EICIECTTZHhOUMIRAHTESA 754 CLIZR#LZE T, Secure Cloud Insights

MBEOBRFER)—ZFERATS

Policies 7 IV I&. T5YRIA—LDA T3> DAVR—RUTT . FNLUND TSV TH— L
DENREHTIEHYFEE A Compliance 7T (X, AV TSAT7UR IL—LD—ODEH LUK
A—)LADBEY T VEL ST DT-81Z Policies 7 7YIZ{K1FT AME—DT7 ) TI,

Secure Cloud Insights TIRtEN TSRS —/FIBETUTL— 2 ERTEREEIHYEE A,
BB )T RO —EFIBICEAT ARF AT TIZHY . AV TSATURTTVEFD
IVETHEEEFIRALI=WMEE L. BRFEDR L —%ZE#L T Secure Cloud Insights [Z2ABAT %
ZENTEET,
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Secure Cloud Insights 7 h™ > b/ D 1 —F —DBH

Secure Cloud Insights 7 A/ #E8 D 1 —H —
DT

FHIUN/ BRIt 1 — —%BNT ZIC1E., HEABE IO RAEFERLET . Secure Cloud
InsightsiBIFZ#EETBIZIEX. RO FIEIZHEWNET,

1. {’é} [E% 5 (Settings)] [ZFBEHL . fg\)\ [1—H—¢ET7 Ot X (Users & Access) ] Z5&IRLET,

2. E=FIILEENRYT7YTRREIN, REDI—F =T IL—TBRRTENFET [T IL—T
MIEN (Add Group) 1 REZED) L THLWT IL—TZEMmL. LW IL—TF(Z&HiE
FF. AT avTHBAFANTEHIENTEET,

(o]
3 [A—H—D:EN (Add User) ] RAVED)vIL, A—HF—DBEFA—ILTELRAZEA

ALT., q 3845 D1%£(E (Send Invitation) ] &2 v ILET,

4. THIUNBBICSMT 5O DBFA—IHDI—F—ITEESN, AT A UBFICHBHFE
ERETDEIITKROONFET , HrLL I —F —IZIE Secure Cloud Insights T—H—F7HH >
FDERDKRDONET

- MO —FBHF T BRI, HEEF ** JIL—TOAN—THILELNHYET .
- PR CEATH OBBERRT SAML SSO0 ZE AL TS5 & &, [255] (. /configure-sso-
integration.md) DF IEZES B L TZELY.
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Secure Cloud Insights API M 1{# A

Secure Cloud Insights API D {#

RDEH L. Secure Cloud Insights APl DFEFAZEAIR T 51=HOICHELEAREIED —HEIZHEL
9,

Secure Cloud Insights 75 vk 74 —LAldk, ZLD/XTYY%Y GraphQL TURRA U hEABLTULVE
ERS
AR—X URL [ https://api.us.securecloudinsights.cisco.com T, RDIKRA

VrBHYET,

o« YTNET 57D /graphqgl
o 7o—hEIL—ILDEYE: /rules/graphgl

Secure Cloud Insights API [, ZREFICART7S—bb—o a2 FALET . 1T APl F—ERT7S5—h—
HELTAYS —[ZE 8. JupiterOne—Account [EAYA —/INTGA—B—LLTEHTLIESLY,
APl —

APl ¥ —Z 4T HICIE. ROFIEEETLET,

1. [E%5E (Settings)] > [7 ™ FEE (Account Management) ] (CFEILET .

2. EBIDNRILT, © ([F—Key) D T7AAVF2)vILET .

3. [1—¥— API &—(User APl Keys) ] R—I T, GEM (AdD) 1 #9)vILET,

4. gpl F—E—HFILT. T—DEFEEDRNUINDETOBEEADL. (ERIEY)vIL
*9,

5. APl F—I[E 1 ALAFIATELUL 0. AE—FIFXRELTHS, [SET (Done) 1 &0y ILFE
ER

T2 kID(AccountID)

RO INQLHYTYFEEFTLT. THOU DT HI 2R ID (JupiterOne—Account fE) & R D52 &M
TZEEY,

FIND jupiterone account as a return a. accountId
RIZ, BEEAFED cURL AT RFDFIETRLET

curl --location --request POST
'https://api.us.securecloudinsights.cisco.com/graphgl' \

--header 'JupiterOne-Account: accountId' \
--header 'Authorization: Bearer 123456abcdef' \
--header 'Content-Type: application/json' \

-—-data-raw '{"query":...}
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e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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