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Cisco Secure Cloud Insights [ZTDUVT

Secure Cloud Insights [&. Yt/ 0L f=tF ) T4 V—ILREZERT VIV RAT1T DL
Fa)T1 TR TH—LTHY YA N—T b IZN—ZRL2EKD X2 TV ARIIX T BE
EYOLEVWAIREEEBRLEY , COMREAREL TSV I+ — L, B AREGRET —2DH%E
RTOGEEDOE R, AVISANSIFv. BLUERICRBORIRMEEIRBLET,

Secure Cloud Insights Z{# A3 3= DZ YD ATv T &, Secure Cloud Insights [Z7—4%HY)
AL TETT  AVAM—ILOEETHENOT L, RO EIHZHEINTEY.,. To4%)La
ZN=RDHBHBIRTTIVRY—IUROYAN—=F eyt RE., 207X X BENEE
EHWTBHIEMNTEET, Secure Cloud Insights Tl . Secure Cloud Insights [ZT—4% A > iR—bk
L. T—32ETIERVEL T HBBT HFIEEZRLET,

Secure Cloud Insights [2[&, EFX )T/ EEBDIT R TOEEIAVR—RUMIEIIDE DT T
nepyET BEy)voLTTTUERBL TSN,

= <

B S

Assets Policies

Al &

Alerts Compliance

Q.9 > X .

6% Q.
Graph Viewer Insights

7evk

T—R%AIR—KRLT=5, Assets TTVEFERL T, A1V ISR IFvétx 1 )T4ICETHY
AN=TF I URUM) 2EKER L TRAIRIE TEE S, 51T, Assets 7T [, FIAEL TS
YAN=TEINDIATEISR BLUTNLDOBERICEAT HERERBLET,

R —
Policies 7 )& FERTHE SABOR) S —FBAEICLT. RYL—FaV TSA 7O RAEH(ZBEE
T3 ENTEET,

BRIV —EFIBDRFAUME, FNZENEFI D Markdown 77 A ILIZEER SN TEY ., thd
T7AIINZI DT BEIINCER) O —D7 A IVERETEET . T TL—FE, Policies 77 %{#
ALTHA U SAV TEERETESH—TVY—XTT,
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EHEIZFBEZBIE TEAK5(Z. Secure Cloud Insights IZI&. #ifEMN X 1) T4TOSSLEER
FEEITIDITHRID 120 UL LEDR) O —EFIEOTUTL—IBABESINTLVET, ThioDT
L —FkI&. Secure Cloud Insights #t ADR) O —EFIEMSIRELI=EDTHY . A TSA4T >
REMEEELFE-LETERSINTLNET,
75—
Secure Cloud Insights TlE, #GHLEBLEBDESRDI=O. FEDIITUZFERLT Alerts 7
TI)TTo—bMIL—ILEBRTEET, 75— M) A—FBIZIE, DEKER 1 DDTIOTATHT
F—RIL—ILHBABETYT, IL—ILETS—MNIEBNT 5L E B %5 %IL. Secure Cloud Insights
THEINTWAIL—ILI\YIEAR— T BETY  DRALIL—ILEER T H5EEHTEE
ERR
AT IAT R
Secure Cloud Insights (&, AV T 54 T7 U RIZEF - (XTL—LT—YF—EDIVrA—)LE=(E
BHULLTEEBTA-ODEHET VNI —LERELET . COTSYNITA—LTIE, RO
EMTEET,

o AVTSATUREBREF T X2 TAIZETETor— A R— T 5

o RUL—FIEEZIVbO—LELRBERIIIVELT TS

« VTVOEMIZFHSTT —2EBEDALTSATUADFUEIVEL T TS

s VINKERICEDVLWTEEF YW IRNEETTS

o AVTISAT VR T—TAT7 I HRR— T B (BHFIETEHIN/ v —)
9S57Ea—7F
Secure Cloud Insights (& T —2 X8R DI S5T7T5vNIA—LEIZHEEINTLVET , JupiterOne
Query Language (J1QL) [X. DT 57FbIN\—ALTH IV S7%2RT . F=EXHTFTS7DT
7_-47_-4;}‘54:0:11‘y~“) (BEREE) MDD T—E2ERT LSRN TWET  FED J1QL YT
BRI YITIST7ERTLTIRETEET,
A1k
Insights 77U TIE. JIQL VTUZEFEALTLAR—M v 2 R—REBETEFET,
EEYAR—KRIE DT Hh O D A—F—EHEFTEF—LR—F, F=EEL2ODI—F—
DEAR—FELTERETEET . R R—FDLAT ORI, F—LR—FDLATOrEEDHTIL—
H—EIZEMNIZRTFEINSO . E1—F—FMthD 21— —IZEEF 525K BHDHF
HIZIGLTCLAT IR ETEET, EBEIL. F—LR—FOLAT7 I E D I——DT
THILLELTRETEFY .

BBDHRILF YA R—REBETLHIEL, T TITEESN TV SEFEDOR—REFIAT L
EXLTEZE T, Secure Cloud Insights
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Secure Cloud Insights ([, A /\—7 Y DREDIRELTMT E-0OD . FHIBES LV
SEINABLOITIAHBYET  FEDREVIICETEITIET L ZNELIZY ., BRFED
DI EBHLTHBDARZILYIIT)EERLIZY., MKERATH2REZREL TR THEIZSE
LI=WTEET IT)SATISVIZTORRTBIZIE. SOTAVTR—=2D © 9)9yoLET,

QUESTIONS

what workloads

What Workloads are in my environment?
Find Workload

Returns a list of workloads in your environment.

What types of workloads can access controlled
data?

find unique * with _class!="AccessPolicy' as asset
that (u igned) Acce e
that (uses|assigned) AccessPolicy
that allows DataStore with
classification=("critical’ or ‘'sensitive’)

return asset__type

Demonstrate that we only access controlled data with short-lived
workloads (thus automatically purging transient data).

What training courses are available?

find Training as t
return

t.displayName, t.description

Find all training courses available.
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Ask Anything R ZE /\—

HIT)S5A4TS)ZEERT B2+ THL, Secure Cloud Insights DIEEZEDR—JF =X T7TUM SR
BN—IZEBRZEANTBIELTEFT, T IAHILET, Secure Cloud Insights [T F ArEA—k
;j'J—HA A—H—F (X1 —F—DHEBROMOHEN N BR-FHAET HERE)RANF

| ".I what workloadsl

ENTER to
What is Carter?
What Lambda functions are in my environment, and what triggers them?
What applications are we developing?
What are my documented riskssssss?

What is the network architecture?

D Include recently deleted entities in query/search

Enable autocomplete for J10L

JupiterOne Query Language

JupiterOne Query Language (J1QL) (X, TURAIWBREBAD I T4 T4 LR ERETH-ONDIT
JEFETYJIQL TlE. B, @ XRERDET. FEIER LI T T1BERI 7D ITIE
Wof-#Rex A B O ETHERTLHIENTEET,

JIQLIFE#H T A, FHIZILDOFa—MN)ZILAAEBESINTULVET , 512, Secure Cloud
Insights TIXEC A7 ILITVEET7TITUTHA JIVABERHELTLET,, chlFa—KRFETHT
e TEDY—ILTY,
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TH—TRHADRE

SSKR4HE A ML=
I‘ %}E d) ax A
Secure Cloud Insights 75 YR 74— LDMEEEFI BT BIZIE. COTSYRITA—LIZT—EHEF
ETABENBYET, T—ENZWNEE . COTSUNIA—LDOEEIZRAIZHYET,

FTCIEATERI—F—REDIR—UFHEIFX 10ZBATEY . SHICEHMIZEMEINT
WET,

TONAE—DHEIZISECT AT EICERIERTED AN ALNEVELDIGEENHYET,
T=EZIE AWS#HE TIE. 77EXAICIAMO—)LEO— )LDEER) O —&FRALET, Dk
B TlE.API F—/F—D>  OAuth, T X EKRZBHZFRHIIEELRHYET,

f0Z T. Secure Cloud Insights AP1 7547 bE X CLZFERALT,. ChoDIR—PFR#E D5
T —AR%T7YyIO—RFTBIENTEEFT, cNIZKY . AV TLIRAVATLPEX T4/
VISAT R T —TAT7IMNEEDHLD BT —2%—TTHITER, BEfR. BB TEFET,

© 2022 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -8-



BREERMIET S

REEHIBT S

SUTAT—UMBEEE. Secure Cloud Insights EE R SN =T ORI RIESARZTIEORERE
LTAVHAREB/HIIENTEFET . RRIZIEIRD I DDE—FHLHYFET,

1. F—D—FRZAHDLTERL., 95—/ RESNF-TRTOERZRERT D

2. TONRTAEIZEDVWTIRTDIVTATAEEXRERT D

3. JupiterOne Query Language (J1QL) Z{FHALTCI T4 T4 LB RZEREICITIT S

3.4 57, Raw JSON. FE1=[L Pretty JSON D 4 DD B LA $ER R TE—RZYYEZHIEMNT
=F9,

NIF—IVRAEDERANS, REHKRIIFZK 250 T4 T LEFRT ISIZHIEETNA TLY
O 2orcEBEL TSN, ABDRE UM L RELLAELEEBHNDIBE L. &
TUERELCLY ERAEEEERL TAH TS,

RDESEF—T—F (F=EF—T7—FDEAELE)EANTHEZFTTT GIAFIEIFRE),
e 7OtR
e FSTaVY
e ssh

e data encrypted
o Eiz@E

FrE ROISLGERZELET

e Who are my vendors? (B DAUE—[L?)

o What lambda functions do I have in AWS? (AWS [ZIZE D KSHS LA BEEABHYET N ?)
o What is connected to the Internet? (f U A—RYMIEHFEFRDELDI(X ?)

e Who has access to ..? (M- [T VR TEEFIT N ?)

EXNREFHBTDIZIE. F—T—FE5 | HFTHAET (Bl: "keyword”) , £z, F—T—F%
ABLTIEnter J7ZHLET , 2R,

o "sg-123ab45c” EANTBHE. CDHTIL—TIDEHDAWSEC2 XTI —T4BE
LET,

o "Charlie” EANTBE. CORBBDAY/ 21— —  BEUVFDOAY/ 21— —IZFET S
)Y —REBRELET,
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BREERMIET S

C ZTl&. JupiterOne Query Language (J1QL) ZFEFRAL T, I RXTOIUTATsEBBRDERHER
ELEY,

BEXWGIOTVBEIIRDEEYTY,
s IUTATAMBIRDET,
FIND {class or type of an Entity}
o BEIZHELTIKDOADTONRTAIT4IILEEEBMLET,
WITH {propertyl}={value} AND|OR {propertyl={value}

« TOREFRERELET,

THAT {relationship verb} |RELATES TO {class/type of another
Entity}

RIZHZRLET

FIND * WITH tag.Production="true’

(ERRDTAIEA—F * [TTARTZEDDHITFERASNTLDIEITERELTESLY)

AP THHIL—H—ZERT

EHEGEZRADOMSEMESIL. F—TJ—F RELATES TOZEHRAT L. HoWAEFRETRIC
EHBENTEET,

FIND User THAT RELATES TO Person

IA)F7AERS {something} Z—#IEALT. TVTAT4F-IXBRIZARZ(TITHIEN
TEFET, TAYT7RIE. WHERE TEETBREEBMDITAILE) T F =T LEBMNEITSN.,
RETURN CEATAEEENDTONT4ERTZENTEET,

RIZHZRLETS

FIND Firewall AS fw

THAT ALLOWS AS rule (Network|Host) AS n
WHERE

rule.ingress=true and rule.fromPort=22
RETURN

fw._type, fw.displayName, fw.tag.AccountName,
n._type, n.displayName, n.tag.AccountName

VT EBETE. ROGEZERE AXFENXFARFNSNER A,
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e Find MEMD TitleCase TTATA4F¥—"T—F& {relationship verb} [X.ZD Y
FADIUTAT1ERELET (il : CodeRepo),

e Find D&MD lowercase T TA4TA4F—T—K& {relationship verb} [X. ZFD A
ATOIUTATAERRLET  EROEEEEL I TATA3A4T L BE. snake
case [ZHYFET (Hl:github repo),

¢ IUFATADTORTFADRFEE. BEUITYO—BELTERSNETAUTRAI.
AXFENXFHRASNET

FTEXRREITV. RICHOLEZFEAL T RYIDRRBERESHITTANERI T THIELT
EFET RITHIZETRLET,

Find "Administrator" with _class='AccessPolicy' that ASSIGNED (User|AccessRole)

Find 'security officer' with _type='employee’

Find 'roles responsibilities' with _class=('Policy' or 'Procedure')

—ESIAF(FLEZESAF (M F. @XBRRF—T7—FETONTAXFIEDTS TH
BEY BT EITERL TR,
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TSI DIRE

I — =
TS5 MEE
Secure Cloud Insights (I T—2FEE NI 57T 5V IA—L LIZEBEINTOVET . HEDE-
WFELES=R—)—IZDWTIE, 2H6NTATEITELLESLY,

JupiterOne Query Language (J1QL) (X, 2DT 57 S/N—ALTHIT TSR, =57
9570 /—K(2F YIT4T4) BEUOITYT (DFYRER) MDD T—2%EIRT KSIZEHRETSNT
WET . VITUERINOY T IS TERRLTIRETEET,

LUTDRIY—223vk &, Ask Anything RBEN—DITUMNSDER T STDHZEZRLTNE
ER

Find Account that relates to Root return tree

QUERY Find Accoun t that relates to Root return tree 0 T,

OWNS dev-589921-admin (preview)

e OWNS

‘ jldev

ALERBORIOIFO—)LEYRE. ROZEEFZTVVET,

Control  #%RE

©

Ea—DYYEZx:7—T /L. 257, Raw JSON. Pretty JSSON ZYIYE Z E 9,

91%?4#75 AE—BIUVHBAD Web VUV E BT E—F IRV T T YTHRTRS
nFEy,

&

g YIVERE E—FIRYTTIVITNRRINDIDT, FAMIL PGB BEIZISCT
BUERELT. HADITISATSVIZRETEERY,

X

BRZHIR: COBREDIT)/ERDHERER—SE2—DBHIBRLET .
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JS57LEDEED/—FR(DFEYIUTA4T)EBERTDHE TD/—RERFETESaMA—ILD
YN ZEDICLIZRRTENET, ChoDarbO—)LIETROMEEZFIRELET,

Control

®

HRe

BARNRRIER BIRL-IUTATADFEMETONT A 3T BLUART—4
ERRLET,

HARIRRILTIVOEEIRL, FDTONRTAEHRTHELTEDIEITTELT
f=2by,

RMN—ZO—F: JE—BLUHBERAD Web U VEETLE—FILKRYTTVITHER
RENFET,

BRI/ —FEERT T SIMNOBMSERRELTS . ETOAVA—LAL. T
RTOFRTD/—FEBRRTEET,

In—FeEhiz/—FZBR: RLHE/—FEHORLA1TD/—FEREALET,
T37DT—REoTIK. COATLav [FRITERTEDELERYFEE A

/—RFEHRYVE-0 RCHR/—FEFDORLA2A1TD/—FET LT Y -F-#F
T IITDT—RIZEOTIF. COFTLav FEICERATESLFRYEE A,

REOAVIA—ILEYNEITITDETREICHY . ROBHEEETLET .

Control

HRe

LEEE—RFTIS7% HZRKIELET,

HINERIAVR—R DTS BRLET .

TLIVBIRRIVERL: THIVROBRLT TS LD /—FE T4V (RR/3E
xR TEET,

ERROD/—FEBEERR:.COAMA—IILTAAVIE. TSTIZERTD/—FLH5B
BEICOHRTINET,
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FS57MiRE

Property /\~JL & Filter /N\RILZEBAWNIRED T STDRY) =2 avbFERITRLET .

QUERY

Find cve that is Finding that relates to * return tree

= Filters X

v ACCOUNTS

A~ TYPES

CVE-2019-3855

2 aws_inspector

CVE-2018-9568 CVE-2019-0816

€ aws_inspector_assessm..

| [:l aws_inspector_finding

| B aws_instance

| S cve

A
()

S

X
N

CVE-2019-8912

CVE201818559 ;
Instance 024447

Instance -0244e4708660E8 D2 AAAIBIHO NS CHEEY
HAS

R HAS  HAS Hi
HAS  jas Inst
e

HAS

g

HAS HAS

Hiias Inst; : i-0:
o
-bzaﬁ??a:wm.sw

CVE-2018-16864.

YRR \.m.[;.oul’éﬁ'?ﬂﬁié‘é’ﬁfm%'ﬁEE&%E?J%WS&"J%‘S;%V“"”“’”2

CVE-2019-3863

e tocVESERRIBERIP7

£2d s vulnerable to CVE-2019-3863

CVE-2018-18397

244¢4748e801312d is vulnerable to CVE-2018-18397
Inemlﬂe‘ to CVE-2018-5407

5

12

CVE-2019-6133

CVE-2019-6111

[mRe

Instance 1-024447d8¢801312d s vt
Instance i-0:

S

SR BRI g peresstsngye e 7972

CVE-2019-6109

CVE-2019-3856

©

CVE-2019-3815

A—LELVBH

Control

O}
Q

$

HRE

CVE-2019-6110

@

CVE-2018-17972

18445

CVE-2018-18445

® 0 %% X

vulnerable-server
aws_instance (Host)

Properties Tags Metadata

displayName
vulnerable-server

_source
integration-managed

subnetld
subnet-08flecéd

virtualizationType
hvm

weblLink

https://console.aws.amazon.com/ec2/v2/hom
e?region=us-east-1#instances:search=i-0244

e47d8e801312d

securityGroupNames
default-sg

ownerld

RVR/ZVFINIREFERALTRIA—IL T TS 7EmLK/MBINET,

TOR/BYFINREERL T S7 LEOEBOGmME 2)vILTRSYI L. 57
ERHLET . BIRL/—FEVIVVILTRSV T T 5L ZDHED/—FHBEIL

35-;-0

RARF7A2 D Galaxy/Graph Viewer 7 )&, RCavkO—LeybEFERLET,
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JupiterOne Query Language (J1QL) DFa—krJ7JL

JupiterOne Query Language (J1QL) DF1—K1)
7L

DT)DERITIRVEZEDESLMEETI M. Secure Cloud Insights TOARYIUZANDHTHE
HELL DPYNVDHAERTT . VTUEEIZEBIANIE, ChETERINA TGN =HDR
BIEEDA YA T —A0LRERTEHIETLLD,

JupiterOne Query Language (J1QL) &, TORILIRBRND I T4 T4 LEBREREFET H=HDHT
JEFETY . JIQL TlE, B, @ XBREDELT. FEBH LI T TBRIZTDITIE
Wol-#REE A LB THERTHENTEET,

FOINVT—IEENTF=OTUNEZ(ZHY . Ask Anything BFR/N—TCHEEICFERTIIEE. VT
YSATSYTSHBITHELTEFET, ZOF2—RMIT7ILTIEE. ThoDEbYIZ, hRELHTY

FEHOTERTEDALSICTAELICERFETET,

COFa—R)T7ILIE, JIQL DFMGET =T ILIZE DT, LD D— M1 — R —R%E
FHALTEEINTVET,

| 0 CCTHRNTAHUTINOTIF . T3 —ADEBEEDBEICEOWTEETEEY,

FY..RODIVTVEHALTHELLD.

Find Account that relates to Root return tree

BFRDEBERZICHE<AHEIE. KXFENXFHARFNSNDZLITFELTZEL,
e TitleCase MEEIX. TDIVSADIVTATAERET DHIIIVTYIZHERLET
({5 : Account. Firewall, Gateway. Host, User, Root, Internet %&&),
o snake case DEEEIL. TDIATDIUTATAERET HLIIVTYITHERLET

(451 - aws_account, aws_security group.aws internet gateway.aws
instance. aws iam user.okta user,user endpoint Z&),

RODISLGERNEBONBIET TT (UIYD return tree DEHDIE. TIAHINTTSTE 21—
ERTRTDEIITIERLET),
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Find Account that relates to Root return tree

QUERY Find Account that relates to Root return tree OM

* jupiterone-demo
@ .ee & o

OWNS i o )
a OWNS dev-589921-admin (preview)

* jldev

A
L J

LEDHITERSIN TS/ —FIE, MilERITIFRNGL Root /—FTT, TBELTWSHEHER
DL T, RRSNDEHRDTTHOURDOEIIELY ., Root TUTATA4HRINBD Account
I TAT4%AE (oWN) LTWAIZEERLET,

BRARILD I DDAV A— LY EIELZED BENLETADIEICRTHEET,
PO RA— LY (U D) TIE. ROZENTEFET,

o =)L, 557, Raw JSON, Pretty JSSON DI CE2—%YEZFT,

o VINEHRE QAE—BLUEERD Web Yo OFELRYTTYTRYIANKRTINET,

. ;;‘)’éﬁ':ﬁ BANLRERA BEISISC TRV E/ T T RMBDITISATSUIZREFL

o CORNARILZEFALED . A—UHLHIBRLET
2FB DA FA— LY GERLIEIUTAT4/—FD L) TR RDIENTEFT,
o BIRUIVTATADFMETONTA 3T BIUAIT—RERELET,

o IVTAT4ZRBELT  EHEINTOBRAN—FESIZRRELET, CIZKY ., TDHTY
TIERENGEMNSI=AIREEDHDEBMD T —EDR TN RREDTESHIZEDH DL
MWTEET,

o BIRLIE-TUTATA4/—FRETSTEA—DLERFRIZLET . TUTATAZERTRIZTS
ETSTDETIZHAIBZBBDIVFA—LEYMIBRFTRIVARTINET , COHRE
VEFRALT. BEERTRIEOTVWDATRTDIVTATAEBRIITEET,

REDIAVIA—)LEYE(ETR) TIE. ROZENTEFET,

« TEERTEVYEZET,

o TAINBNRRIERE, THIUNELRIEIVTATA3A4TNTSTRADIUTFATAERTE
JERTRIZLET .
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s BAFRTRDIVTATAZIANTHERTLET (EDRY)—2aybTRRTSNTNE
BA PECEB I DDERTDIVTATADHAGEICDARTINEY ),

5523 ka—)LOFEMIZDOWTIE. 500 BEI1ZSRBL TS,

| 0 DI AVDFITIE., DiEEE 1 DD AWS B RENKLETT,

AWS fEE DEREMTE T LI=n, SHIZEKRRVEREZHAL THELLI RDITIEANT DD,
AE—LTREYITETY,

2a — SSH Key Usage Examples

Find AccessKey with usage='ssh'

FBHEEC2AVARBVAAND SSHT VRRIZEASNS aws_access_key TUTATADEVE
MEDNBIET TT (ZDLIEIVTATAMNKDONHY ., SSHT VT EREFHAT HLIITHES
NTWHERELET ).

DIATIRGLIUTATARATTOTVERTTHELTEFT . ROV T TERILHERMNGES
NFET (DS (AWS LISV EF=[X UL/ API ABIEMLT= SSH X —3.H 558 IXBREFT).

Find aws_key_pair

TIE RDFSITREREDUIRIRLEL LS,

Find Host as h

that uses AccessKey with usage='ssh' as k
return
h.tag.AccountName,
._type,
.displayName,
.instanceld,
.region,
.availabilityZone,
.publicIpAddress,
.privateIpAddress,
.platform,
.instanceType,
.state,

-_type,
.displayName

A A IS SIS SIS S oSS o

NIZ&Y., & BccessKey ZFER(USE) T B Host TUTATA4NRESN . BEDTONT4D
TYRDIRENFET  BEICIGL T RSN =T A/NTAZBMEIZBIBRTEET,
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*—J—F that X, ZO®RICERISRERT BIMENT, FS5TEFSN—RLT
5 f‘gv‘%v‘%?&l@?&%ﬁ/l@ﬂ%iﬁﬁh‘%)J:BI:’JI'Jl:?ﬁﬁ:d’é%@f&é:&(:&%ﬁbf(
XN,

F  JI7E1—ITHYBZHE. FUYBRBEMWLBHRRER T 104230 T4TITRIILE I V%R
BIENTEFET,

%_:'C*%Iﬂ’l‘%l:\ FYBRKRMBI O TATA3ATEFERALTITVEERTTEEY , RITHIERLE

Find aws_instance that uses aws_key pair

FF. ChoZlEAEDLET—HESEDHIELTEET,

Find Host that uses aws_key_pair

| O BrROF—7 R/ BRATEAXFLNXFARYSNANEISEEL TS,

2b -EBS 7R!) 12— L D1
=T BEEINTOANEBS RYa—AAHEINEIAEEILELLS,

Find aws_ebs_volume with encrypted != true

o LFEODIVT)TIE  with F—T—FIEXZFDICERDI T4T4DRBERIZ/NAUFL,
FDIUTATADTOANTAETRRE DI T TEBZEITEELTEELY,

LROHITYTHESIESNTULVEWNEBS R a—LNR O o5& ANEALZHERALTLS
WEHRLTHELELD,

Find Host that uses aws_ebs_volume with encrypted != true

aws ebs volume I TATAEZDERET STE—FTRRL. BTV TAT14/—RFEITHA
BRIVODTONTAESILITHARDIENTEET, BRL. EfSN I T4 T LB FRESSIC
RRTBHELTEFET,

NSDIUTATAITITATIFERINTNATLEOD  ABRETIXESTLES,

Find Host with active = true and tag.Production = true
that uses aws_ebs_volume with encrypted != true
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NEDAVARAVRAIEED Y TRYMIH A TLEID, T, CORRICEETHIUTAT1DA
AT OIDEELTOANTAERLTHELES,

Find Network as n

that has Host as h

that uses aws_ebs_volume with encrypted != true and tag.Production = true as e return
n.displayName, h._type, h.displayName, e.displayName, e.encrypted

?LB%/\A TOT4TIEREIA T EBS R 21— LIFESITLEID, —EBIFBIBRTES M EL
FEA,

Find aws_ebs_volume that !uses Host

LROITYFEAREEBLSN ML EE A, MEHYEE A, ST, BEOHHEMN
HIRLFIIHRELET . VTV T IAILTIUTATA DALV T RTOTANT (%
BY FSIBRESNTNS=H. VTN HRERFIZTHANMRELTNST —4E L YUBHEIZE
BTEDGEENHYFT,

HEAMTEIIZIE. Find Host that !uses aws ebs volume as v return v.* DAMIE
LOLWEEDNENELNFEEADN ANDNDLEBRSDIEHENTT,

2c-FEElESnhTWENWNT—4

AWS [CIZSEIELHRBEOT —2ANTHEHYET , =LA (X, EBSRJ1—L S3 /4y, RDS
HDSAB—EAL ABU A DynamoDB 7+—7J )L, Redshift 75 RAA—15ETYT , BT —4%RET
BIEE. INLDT—RRANTEEEILTHIELEEZHEDHLET,

EDBE EDQFSIBREINIERINTLEIMN,

Find (aws_s3_bucket|aws_rds_cluster|aws_db_instance|aws_dynamodb_table|aws_redshift_
cluster) with encrypted!=true

LRI ILFEMNZHERELFE T M. HMEYIEM T, 2T T. Secure Cloud Insights (&> TEE)
BICEY L TONMBRISADINILF TR ZEOBMER-TEITHRYET . VSR EITHT
YEETTIANEEINEHETT,

Find DataStore with encrypted != true
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CNT, TANRTATNEEVOMBIML TRRZSSITRYIAH, /A XERBLLEY . BEEE
FLIZYTHIENTEFS  RICHIERLET,

Find DataStore with

encrypted != true and
tag.Production = true and
(classification = 'confidential' or classification = 'restricted')

2d — Tagging Resources

AR DL DD BI NS BESZ, VI—RERT T BE4BELEREIZER T, ZD1=
H.V—RTYI—=RIZATEF 1T B EFBLBEDLET . ChHD A [ Secure Cloud Insights
[C&->THRYRAEN, D RZLY T THEATEET,

T 74 ILNT, DT S4TSR RSN, Compliance 771 TEF SN S Secure Cloud Insights
MR T B/ —2ieSh =o)X ROE2TI1IKEFELET,

o ©3%A (Classification)
o [#A—F— (Owner)]
o PII &F7zI& PHI FfzlE PCI(boolean #Y TT —42E%ERY)
o 7HIULA (AccountName)
- EBH
Secure Cloud Insights DA C&>TEYAENT=FT R TDOARZLRTIZIE. tag. <TagName>

fJ“?"jlf?»r“J?ZtL'Cﬁl'fBi’Liﬂ'o NEDTL I IRFIVTITEDEFEFERTILELND
VEI,

Classification®% & owner 2J (XTONTAELTEBMIZF Y TFrEnd=0. tag. 7
L4 YO RGLTHOIT ) CEEERATEE S . classification = '..."' £zl owner=
L DEIINTTRTIMNXFTERLES,

tag.AccountName (string) H&U tag.Production (boolean) 27 (&, EHEEH D
A TarD—EEL TEMTEE T, Secure Cloud Insights

2e — RYRT—01) ) —REER

;?~‘y|~'?g_—7u‘/—Z}'SJ:U%0)1%15'2(:’DL"Cs BfOHREBELNHIGZENHYET, RIZHIZE
~LFET,

FIRT—=D1) ) —REZDEHDIRENGIRDODELLD,

Find (Gateway|Firewall) with category='network'
that relates to *
return tree

DEIGLT BRET—ITIWE1—ITHYBZDIENTESEITTFREL TS,
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FYRT = EHTRYMIESITLEID,

Find Network that contains Network return tree

VPC AMD')Y—RIZESITLELID,

Find Network that has (Host|Cluster|Database) return tree

HBRIIRDESHGYFET (CCTTERENORTEINDILDIVLSHDBERARTSNDS
BHHYFET).

QUERY Find Network that HAS (Host|Cluster|Database) return tree @ lil ﬁ X

subnet-ddcb48f1(172.31.80.0/20) X

] aws_subnet (Network)

[ ] wazuh-elastic-server

Properties Tags Metadata

N\
i-0600ee51689
! ce @ Q . .
: subnetld

”AS\‘ wazuh-agent-sample-hostubnet-08f1ecéd (172.31.0.0/20) subnet-ddcbh48f1
subnet-ddcb48f1 (172.31.80.0/20) Internal
a true
wazuh-server webLink

https://console.aws.amazon.com/vpc/home?reg

BIRLTz aws subnet DT O/NTA/IRILIZIE, AWS Web T2 — L TEEY—RIZT
[FXOKT VA TED webLink BNHHIEITTFELTIIZELY,

AWS Tl. [FEAEDZE . S3 THRAMSN TS API S —h A F = (XEM I TH AL
D499 58T HES1Z. CloudFront T4 RARJE 2—S3 R ELTLVET . ChlFED KSR
TReNBTLEOID,

Find aws_cloudfront_distribution that relates to * return tree
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SEDHRRIIDVILERLGEIITT  7HVUMIFERD AWS HESHERNHY . HMEYDED
aws_cloudfront distribution IVTATABIVEAGRNHYET .

QUERY Find aws cloudfront distribution that relates to * return tree

nnnnnnnnnn

ieSottBa doucran et
devjopiteraneia

((((((((((

uuuuuuuuuuuuu

(((((((((((

Plttomact

ZDT571%. S35y (B8 Web A /AT VA) EAPI S —F 9T/ DE B DT14ARY)
Fa—lavtEfcn-BRERLTVET ., S5, ThoDiEmIZE>THERSh TLYS ACM
BEAS L. ChoZRETHEIITHEHSN TS WAF ACL(HNIE) RSN ET,

JS5ORDIEEDIUTAT4/—FEZIRLTEDHFMLTONTAEFART-Y Web YU OFRE
LTAWSWeb a2V —ILDY—RIZT [T IEALIZYTESZEITERL TS,

AWS Transfer for SFTP Z{# 9 5156 Egid Y —/N\—, 1—H— Zh5CEY L TOEN TS
IIMO—)L, 8LV A—HF—DDNT7HOERTESE SIN\TYNERFRTHENTEET,

Find aws_account

that HAS aws_transfer
that HAS Host

that HAS User

that RELATES TO *
return tree
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RDEIGED AT ILHRTRENET

QUERY Find aws_transfer © 0 v X

sftpuser

@ aws_transfer_user (User)

Internet
Properties Tags Metadata

7'y o
JupiterOneProdDemo (ot HomeDirectory
jupiterone-demo /jupiterone-demo-1/sftpuser

webLink

ranster o G https://console.aws.amazon.com/transfer/ho
ry
U HAS - me?region=us-east-1#servers/s-4eaf33cf83d
READ s-4eaf33cf83dc476ca
jupiterone-demo-1 erkang

@ ®\ Role

WRITE arn:aws:iam::195479668431:role/Developer

c476ca/users/sftpuser

5)

name

sftpuser  ASSIGNED g Sy

arn
LT arn:aws:transfer:us-east-1:195479668431:us
er/s-4eaf33cf83dc476ca/sftpuser

A = region
- us-east-1

2f - H—/n—L Rk

Y—N—LRA(SLFEAEZFERALTWEI N ?FRALTWSIGE. TORELEZZEETLID
[ZRIIDVTYELONTHBNMLET,

SLEBEBE—ERTTHENIROELELD,

Find aws_lambda_function

[Simplel, TlE, HEABER)HT—F 2HD I TLEIN,

find aws_lambda_function as function
that TRIGGERS * as trigger
return

trigger._type, trigger.displayName, trigger.arn, trigger.weblLink, function.functionName,
function.arn, function.webLink

VPCAMN')Y—RIZT IR TERS LSBT H D TLLID,

Find aws_lambda_function that has aws_vpc return tree

tioox) (‘i~ SLFE#E. NSNS LA BEBERAET TEITTALIIERSINTLNS VPC
DRBEHLGT S I7HRELET,

ERIZIEX. VPCADY)Y—RX(EC2 A AR A RDS T—AR~R—X _ ElasticSearch/ElastiCache 7%
EVITEETIERATIZBLENLGLEY ., VPCADTIERLGEL TS LT EABMEZETLELENA
ANTSUT4ATY,
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NEBRRAME=[ERYRT =D DA 39K SSH REEHFAISA TS TLLIN,

Find Firewall as fw

that ALLOWS as rule (Host|Network)

with internal=false or internal=undefined as src
where rule.ingress=true and (rule.fromPort<=22 and rule.toPort>=22)
return

fw._type,

fw.displayName,

rule.fromPort,

rule.toPort,

src.displayName,

src.ipAddress,

src.CIDR

FEOIVTUTIE., RO TONTAEEZTAILZNE T 51802 where NERAINT
WBZEITEFELTLEEL with & where DEAEEALT. TVT4T4DTO/NT 4

o EEJILANEBTEES, FEMICOVTIE, JIQL DML =27 IILESBL TS
W F= . FSE1—ICYIYBEZ LT, LEEDHERZLIYREHNDAIUE59T4T
[CRRTEDZEITEHTIELTEALY,

A58 —2yM (2 R) ICEEEE () ShTOSERE)Y—RXERTLESD,

Find (Internet|Everyone)

that relates to *

with tag.Production=true and _class!='Firewall' and _class!="'Gateway'
return tree

BADRYNT—=ILAVYD))—RFEENTLEID,

Find (Firewall | Gateway) with category='network'

X )TATN—TDOREEESITLEID,

Find aws_security_group that PROTECTS aws_instance return tree

o EVMTSTRADIVOHEERTHE, X )T IL—TIL—ILDFEM (DFEYZD
IyoDTONTA)DBRREINET,
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Okta E71=I& Onelogin DB ERTEL=5. RIZFRT VT DHIELL DML TH TS,
3a—-IdP A —H—¢,7 01X

| O ZDEIIVDOFITIE, ID TANAF —D i S (Okta £f=I& OneLogin) KAHETT,
BrOUEXE/A—F—ICBIBVRATFLTPHIVMEHBTLESID,

Find User that !is Person

Secure Cloud Insights M User T T4 T4, BEIMIICXET % Person( type:
'employee ') T TATAIZIVE LT EINFET (Okta (& Onelogin & DE<&EH 1 DD ID
TONAZ—(dP) M EBREDFEET DEE)

EVRIP 7HOURDA—H—TOT7A4I)LD userType FANTAZ systen) F-
[ElMNgenericlF¥=Ebot IICRET HE. TDA—H—D Person TUTATADER
N4 YE T, Secure Cloud Insights

Evbiaws iam user FFZDMDIE P 11— —D username ZEAN/HEER

@ PETANTFLRICEETRE. TOI—F 2T HEANCBBHISIVELYT
TZEFEY . Secure Cloud Insights F7= &, TYEL T DHEET 5L 3IC aws_iam user
[Cemail BT EEBMTHELTEET,

ZBERZBIANEUTEVWT IT4ITLHEI—F—FHAVUMMIENTLLID,

Find User with active = true and mfaEnabled != true
that !(ASSIGNED|USES|HAS) mfa_device

BEDIPPHEIZE-TIX, User TUTAT«lE. mfaEnabled 759 %O/ T1LLTEHEE
EI DY . mfa device NDEABRIVELITHAHIGEGENHYET,

LEA>T. LEBDHYITYIE,. TANFA4Tactive IS MNBRESNTLVAHA ., mfaEnabled 75
O true ITRESNTULVEWTRTOH User TUTATAEZBREL, SBIT, FD User EEYHT
LNTWSMNMERFD mfa device EDBEICBERNEFEETHINEINEFIvILET,

MFA ZFEAE T ICTAWS1 7T —2avIicPoEAL TS A—HF—[ELBTLES DY,

Find User with active = true and mfaEnabled != true
that ASSIGNED Application with displayName = 'Amazon Web Services'

AMDTIT)Vr— 3 %R T HIZ1E, displayName DX FIEEZBESHRZET,
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IdP THEHD AWS SAML 7 TUDERESINTLVSIZE S, shortName = 'aws' ZFEALT. IR
TODAWS PTG —23 AV RRAVREF I T HIELTEET,

REAOTRTCOEAREFLNBL—Y—ERELELLS,
Find User that IS Person that !EMPLOYS Root

LEDITIIE, #i (Root T TAT1) ICEREASNTORWMEANICEY 21— —ThY
VREBRRLET

Find User as u that IS Person as p
where u.userType='contractor' or p.employeeType='contractor'

tROIVTVIE. FEEEOI—YV—EBRELET,
3b-I5ORI—HF—LT7IER

| O -otr o BITIE P1EEL 1 DD AWS HEBENBETT,
AWS TEBEFEDOILTVERAENBYHATONTLSDIEHETLELSD,

find (aws_iam_role|aws_iam_user|aws_iam_group)
that ASSIGNED AccessPolicy with policyName='AdministratorAccess'

EDIAM O—)UICED IAM AR —HEY HTHATNVSTLEID.

find aws_iam_role as role
that ASSIGNED AccessPolicy as policy
return
role._type as RoleType,
role.roleName as RoleName,
policy._type as PolicyType,
policy.policyName as PolicyName

3c — Combined Users and Access Across All Environments

O) ZDEIavDHIL, IdP & AWS Dl A DFEERENEIIZLE>TNSIEEITHREE
PIZ#8ELFE 9, Secure Cloud Insights
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HEREDVRTL/)Y—RICTIEATESTLLID,

Find (User|Person) as u

that (ASSIGNED|TRUSTS|HAS |OWNS)
(Application|AccessPolicy|AccessRole|Account|Device|Host) as a
return

u.displayName, u._type, u.username, u.email,

a._type, a.displayName, a.tag.AccountName

order by u.displayName

DI 3D ELDHITIE., Secure Cloud Insights T Okta & AWS DA D& %
O i okta THYURTER TSN AWS SAML 7 FU ABETE , — DA T (. 5K
D AWS BN H LSS IR EYHEELET,

ST ALA (SSO)ZENMLTAWS ZHIUMITHOERATEZDIEEHTLEID,

Find User as U

that ASSIGNED Application as App
that CONNECTS aws_account as AWS
return

U.displayName as User,
App.tag.AccountName as IdP,
App.displayName as ssoApplication,
App.signOnMode as signOnMode,
AWS.name as awsAccount

H5AWS ZHO UMD EBI T4 TAANDOA—ILDEFENBEINTIVATLLID,

Find aws_account

that HAS aws_iam

that HAS aws_iam_role

that TRUSTS (Account|AccessRole|User|UserGroup) with _source='system-mapper'
return tree

EREDITUMG.  source='system-mapper' (X (EETELILTATAHHE
BEICEH>TRYRAENLDTIHLGL, 7AVUED IAMB—)LOBEA—ILRY) S —

0 DA HHIZ Secure Cloud Insights [T& > TIYVE VT B XUERSN = EERT AP
r—3—THAHEITERELTZEW, LIz ST DI To T4 N T T4
TATHAAREENZRIEHEYET,

=& Z £, Secure Cloud Insights AWS 7™ hA®D TRUSTS %% D Secure Cloud Insights #f
B 1IAM O— /LA FFHEEICR RTINS TLELI,
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o —DtUarDHITIL, Stethoscope 7 TUDREET B4 <EH 1 DD IURKRAUE
AVTSATIOR I—=VzNETIT4TIELTWARELRHYET,

IVRA—H—FTNARTA—HILITFPAT I A—ILBREZIIE>TLNBTLEID,

Find HostAgent as agent
that MONITORS user_endpoint as device
return
device.displayName,
device.platform,
device.osVersion,
device.hardwareModel,
device.owner,
agent.firewall,
agent.compliant,
agent._type,
agent.displayName

EDA—HF—DIURRAIRERLTLVELTLESID,

Find Person as person

that OWNS (Host|Device) as device
that MONITORS HostAgent with compliant!=true as agent
return

person.displayName,

person.email,

device.displayName,
device.platform,
device.osVersion,
device.hardwareModel,
device.owner,

agent.compliant,

agent._type,

agent.displayName

EhoDA—YF—RREDT IV r—2avITF O ERATESTLEID,

Find HostAgent with compliant!=true
that MONITORS (Host|Device)

that OWNS Person

that IS User

that Assigned Application

return tree
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LEEEDS55, AWS [C7VERATEDHI—F—[LLVBTLLID,

Find HostAgent with compliant!=true
that MONITORS (Host|Device)

that OWNS Person

that IS User

that (ASSIGNED|HAS) (aws_iam_role|aws_iam_policy|aws_iam_user_policy|aws_iam_group)

return tree

BROTITERDELSIGYETS,

QUERY  Find HostAgent with compliant!=true that monitors (Host|Device) that owns Person that is User that (assigned|has) (aws_iam_role|aws_iam_policy|aws_iam_user_policy|aws_iam_group)

. o
ASSIGNED

stethoscope_agent. =i 7920

o @
7920

e " s s @lifeomic.com

|
A
Lo

Developer

Developer
aws_iam_role (AccessRole)

Properties Tags

displayName
Developer

_source
integration-managed

roleld

webLink

Metadata

https://console.aws.amazon.com/iam/home?#/r

oles/developer

createdOn

2017-04-28T18:50:37.000Z

path
/
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Asset Inventory 77 T4 ILE3Z={E RIS A%

FIELTWS T RTOTURILT YN (T T4T4)% Secure Cloud Insights TRRT B2, [7
Z1) (Apps)]1 > [tk (Assets)] [CFBEILE T,

Assets 7T [ZRRENBKREDIVTATAD)ANETAILEI T T BIZIE LD DFEMN
HYET,

o BELRTEINDIAYITAILE

o USR/BATRHIDEMIT1ILA

o TONTARDEHEMI1ILE

|*“J7°/;?'—0) [EEXL7 Yk (Critical Assets) ] 7w I LT RPEELG IO TA4T/IZEER
FLET,

am? ‘ 3503 ‘ 2387 ‘ 282 ‘
AccessKey AccessPolicy AccessRole Account

BELRT7ERK VTV ET7S— I ERLTRVEELG T —RIZTIEOKTIERTEHIEMNT
EETEIYNITRATY , TIFHILLTIE, TEYMNERBEET, LIzA P TRVVRINEVED E
LTEERT HEX(L Secure Cloud Insights ANRELFET A, EEEFIXZDERTHRETHENT
=F7,

5yl T, EBHTEUNEES T AT I MERRELES . H5R. TOF41. BLU
EEERALC. A4 EBLTINETCETEET,
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Define your critical assets

Use classes, properties, and values to define which assets are critical to
your organization.

Assets labeled with any of the classes and matching the property key/value
pairs listed below are considered "critical assets". This should be a small
subset of all assets that are the most important (of the highest risk) in your
organization.

Which asset classes are critical? Which properties and values are

critical?
et ©
of the
properties
DataStore a Database ﬁ

ey = Walue *

. . X
tag.Production true

X + +

CANCEL UPDATE DEFINITION

HBICE->TEEL T YNGR ETEYNISARETONT(ZENML., [EEDEH (UPDATE
DEFINITION)] &49UwoL%Ed,

BUISRERT 1 DULEDTAAUEBEIRTHEICKY., IFRFNZTEIRET(XOTAILEY Y
GJTEFET V=IUFYTLEICHh—YILEBHTIHE, VTASNILARTEINET,

Asset Inventory

FILTER BY CLASS v

ITATADISAIE, X2 T BRADBRICENTIVTATAZEERT DHMEINILTY,
I OVWTIE T—2ETILDORF 1AV MESRLTIZEL,

1 ;g;@b%w&%mbt& IoTATA4/TybhE 24T (Type)] SEIZEBIZTAILE) YT

Asset Inventory
(=S)
FILTERBYTYPE ~ v aws_dynamodb_table 197 ] aws_s3_bucket B  aws_ebs_volume ®  aws_db_instance
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@ I T(TADIATIE ZDY—RITESTEBRENBHEDIATDTLTAT1ERL
T, BMISOLTIR. F—2ETFLOFF 1AV MEBRL T,

[95 X (Class)] Z4 L AZEREALT. §®VFADHIUNEET . By ah—RIU=ToT4T4/
TEIrDFEMEL—ERTIHELTEET,

Asset Inventory
FILTERBY CLASS ~ CodeReview PR AccessPolicy AccessRole Function
? Workload DataStore CodeRepo Key Firewall
Host Database User AccessKey Service Image
Resource Network ControlPolicy CryptoKey UserGroup
Gateway Vulnerability Person Application PasswordPolicy
Account HostAgent Vendor Device Project Cluster
Certificate Assessment Organization Risk

—_

FA—ILISEELTZELY,

DataStore

DataStore

Database

Database

aws_dynamodb_table

aws_dynamadb_table

jupiterone

jupiterone

Rows per page: 150

T—3E VA9 T74NEADTORTORRICHISLES . ROTEIZHEIN—DR—avay

50

100

1-500f 479 <>

T—TITIUTAT4%RIRTBE. BRI Y ARNRIVICERLGETONTAHARREINET,

Asset Inventory + & =
FILTERBY CLASS v RBOoGHNAETBE OO NAZ a2 B L < I3 1000 @ E jupiterone-integration-
JupiterOneRole-
DISPLAY NAME cLass TYPE . ACCOUNTNAME . CLASSIFICATION
[ Workioad | Function  aws lambda function

AccessPolicy

aws_jam_policy

Properties  Tags  Metadata

5 Datastore aws_ebs_volume roleld
AROAJKQ7Ve =z=m
Application okta_application
webLink
1 CodeReview PR bitbucket_pullrequest
https://consol com/iam/home?#/r
r 3 AccessRole aws_fam_role oles/jupiteron ion-jupiteronerole-1t1r
a Firewall aws security_group
% CodeRepo bitbucket_repo createdOn
&  jupiterone-integration-JupiterOneRole- - AccessRole aws_fam_role jupiterone-dev 2018-08-30T20:22:39.0002
Vendor ‘saas_provider path
1 CodeReview PR bitbucket_pullrequest 4
% CodeRepo bitbucket._repo name
jupiterone-integration-JupiterOneRole-1T1RS
[ CodeReview PR bitbucket_pullrequest gy
AccessPolicy aws_fam_policy

User

okta_user

Rowsperpage: 50 ~ 1500f8650 < >

roleName
jupiterone-integration-JupiterOneRole-1T1RS

am
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TO/NTARDOHFHTAILAE
BEDTONTAEZRIRT HET, FElE I L ANEEZERTEEY,
BLERBIZHAHaO—ILT AV EERAL T, [T4ILR (Filter) ] INRILEBREET .

Asset Inventory + & =

ILTERBY CLASS @ 8 B! QO { 4 v 3 &0 ’
— % FILTER BY PROPERTY VALUES X
NG

uuuuuuuuuuu

= aws_dynamodb_table ¥ aws_s3_bucket B aws_ebs volume ®  aws_db_instance

TAIWEZEBERTHTAONTAEREL, T4V EPZEATH1 DEIIERDEEERLET [T
[/37 4 (Property) ] RO T A DRy R TLUETNI R IRLI-EEF I 5L EIRHERSN

iTO

+ & =
FILTER BY PROPERTY VALUES X
bucketName v
classification
-
141 internal
62 critical
12 public
10 Internal
9 confidential
createdOn v
databaseName v
defaultEncryptionEnabled v

displayName

= FILTER ¥ CLEAR

EVh: KYRMGET O/ T4 IV 3ZBAY DRI, T VAV ITILFAEERLTIS
5 ;/(?«f;"%%?ﬂ?‘é:é:éd’o‘@&bbi?‘o CRIZEYTOATA/AEDBAEY . BIRLY
HYET,
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75—k

Secure Cloud Insights TI&, G E B LEBDERDI=HIZ. FED JIQL VT ZEFEHALT
To5—RIL—IVEBRETEET , NI Alerts 7T TITLVET,

TI3—beb)A—FBICIE, DELEHB 1 DDTITAT BT 5—ML—ILHBETY , BHDI)L—
WEEBMY SRUBELHTERIE. ROFIRICHESTIL—IL/NwIESVIR—bFHIETT,

1. Alerts 77Y)MS [JL—ILDEHE (Manage Rules)] IZFEILET,

3. TBHBEUL—ILINYIIS)L—ILEA > 7R—b (Import Rules from Rule Pack)] E—4& JL™o4>
FOMBREINDD T, IL—ILINVIEIFIL—IL/IAYIRDE LR D IIL— )L EEIRTEFE
9. [RFF(Save)] 0yl T BRLIZIL—ILEAUR—ILET,

Import Rules From Rule Pack IMPORT YOUR OWN RULE PACK (JSON) X
AwsConfig v
AwsThreat v
CommonAlerts ~

high-severity-finding - Findings with a severity of High or a numeric severity rating higher than 7 that were new within the last 24 hours.

prod-resources-with-high-severity-finding - Production resources impacted by high severity findings

prod-resources-with-critical-finding - Production resources impacted by critical findings

™ unencrunted-critical-data-stares - LInencrvnted data store with clascification Iahel of 'eritical’ or 'sensitive' ar 'canfidential’ ar 'rectricted’

CANCEL
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77—k

ROFIBIZEY  HMBDHRILT F—MIL—ILEFRIZERTEET,
1. Alerts 77UHS [JL—)LDE I (Manage Rules) ] IZBBEILE T,

2. [JL—ILDYERL (Create Rule)] 79 avRA2%5 D)y IL T, E—F I 94K 9% RRLE
ERS

3. ARALI—IVIZRDEFMEHRZEANL. [RF (Save) 1 Z0)vILET,
 [&HT(Name)]
- ERHA
o [EKE (Severity) (FOYT AU R inER)
o [TV (Query)]({EE®D J1QL Y TY))

CreateRue . SHOWADVANCED X

Severity
Name &= CRITICAL

CANCEL SAVE

ARZLIL—ILDEMEN, BH., BF. HHWNEIVF—TIAXBEDHEIIAN)—IVJFF
ﬁﬁl:J:o'Cin_‘c"#’Li?'o IW—ILTHERELEIZUNDEES 1 DO—HZRTIGEE. 75—
I\Ujj‘_é 35 o
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77—k

TS5—bM5T—970—%MN)H—F B#ENAHYET,
FRALEWAT avDF IRy IREFVIZL, FOYTE DU 0T4— LRI LB ERE A

ALFET,

Create Rule

[J & SEND_EMAIL

4% SEND_SLACK_MESSAGE

[ & CREATE_JIRA TICKET

Recipient Email Addresses

Email Body

Affected Items: <br><br>* {{queries.query0.datalmapProperty('displayName’)ljoin('<br>* '}

Integration Instance -

Channels.

Slack Message Body
Affected Items: <br><br>* {{queries.query0.datalmapProperty('displayName')ljoin('<br>* '}

escription
{{alertWebLink}}
**Affected Items:™

* {{queries.query0.data|mapProperty(displayName) join(’

— 8BTS AT avIlE, BMOHEE/IERNERSNET,
1. Slack: XM F|[E Secure Cloud Insights [T > T. Slack EDHE B LR ETHILELADHYE
9, T #channel B TF Yo RILEIRBELTLESLY,
2. JIRA: XD F|[E Secure Cloud Insights [Z#> T, JIRA LDMEEHRET IDELHYET,

3. SNS:EEFZD AWS PHOUMIAWS G ELTERESN TSI ELHY ., HITED
AWS 7 A kD Secure Cloud Insights IAM O—)L[Z[& SNS: Publish #ERMNNE T,

4. SQS:EFKLD AWS THIUMIAWS FEEELTEESN TV OILELHY . FHITED
AWS 7H™ k@ Secure Cloud Insights IAM O—)LIZ[& SOS: SendMessage #ERANE

TY,

SHOW ADVANCED X

CANCEL SAVE

T5—MIL—ILOF@IET 74 I TERITHON., FIXEBEDIL—ILTIEELIZAR 2 LENE
(BEFEX309TL) TSN ET,

FOTATBT I— DT 5= — L DFFHEEEIC— BT HE, Alerts 7T DRD &S5 T—4

TVIRIZRRENFT,

TYPE SEVERITY ALERT TITLE / MESSAGE COUNT

[ e

| Alert

AAAAA

LAST ALERTED ON

05/3/197:01am

05/3/197:01am

05/3/19 6:58am

05/3/196:48

05/2/197:01am

sssssss

sssssss

sssssss

sssssss

sssssss

sssssss
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https://support.jupiterone.io/hc/en-us/articles/360046977154-Slack
https://support.jupiterone.io/hc/en-us/articles/360022721154-Jira

77—k

e BRDOTS—MMTEVIVILTERT L. 75— FDFHMANRTINET,
o ELLFALSIZIE, [AI T (DISMISS)] REVEH)YHLET,

TI3—bBEAITENGNE, VTVRBRICEEALGVRY, 740—7yI75—rRAITEESNE
BA,

HAGBERHA—ILDERTE

LW/ TOTATRTS—rDBEHMNEBAZITIDICIE, REERLET,
¢ Manage Rules
o [BXRA—)L (Daily Emails)]

o [Z{5%# (Recipients)] TA—LRIZA—HF—F[EF—LDBEFA—ILTRLRZEANLE
ER
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Secure Cloud Insights Visual Query Builder

Secure Cloud Insights Visual Query Builder

Visual Query Builder (VQB) [Z. JupiterOne Query Language (J1QL) X ZEZIEXHG<TEHEOIT) & 4E
BT AIEMNTES, O—FFETRSYIT 7URRAOY T TIRIETERAE D A7 ILAUA—TT( R%E
R LFE T, Secure Cloud InsightsSecure Cloud Insights

FERR
VQB Z#{FEH T AIZ1&. accessLanding & KU readGraph UL EDO—)LINHETT,

IR Jaa
T —4% Secure Cloud Insights 4/ > R—, 5= ICHBNHKEEZT TITFERLTWARELHY
EX I8

VAB ZE AL DERL

VQB [Z7 V1A 9 HIZIE. Ask Anything %/ \—H o =09 ILET,
VQB 7 —IRAR—RDEMRERIZRLET,
o ERAVIZIIUTHREENET,
s TIAXIMDTEYNITA
e JIQLEBEDT—H2ETILT 347
o TXAMRERWP* VAIKAD—FEELCZFDMD I T4T4

o BICLOTYTTERAMERT EYRETAILRD—FR 7 b ERTHEIETEE
A,
o ARFYINARSLY
o ARIDIFEBRRAUIZIE. VTYTLEa—I4 RO E, FRF v /NRORBIZE DUV
AVTXAMEHRMNEENE T,

1. TEIrEERAUMLHRREPUNRIZRSYSI LTHRIBLET,

%, J1QL Visual Query Builder [BER)

Clesss WE= CiiEr General Filters Returns

© Draga node (class/type/other) from the left to the canvas to

#  <script>alert(1);</script> start.

£ azure_monitor_activity_log alert
© Click and drag from one entity group to another to create a

& chdefense_alert relationship

google_monitoring_alert...

Alert © Select an entity group or relationship to see its details here.

#  jupiterone_rule_alert

Query Preview

FIND Alert AS el

- CLEAR
4 3
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Secure Cloud Insights Visual Query Builder

FRFYUNRIZTATLERETDHE, ARIORAD [VT)TLE 2—(Query
Preview)] D4 RO TOIT) DERDRRIRSNET .

JIEFERALTHREILTIF AN FI T S72ARDEXNREEERITITHIEEIE. £8)
DRAUT[ZFD (Other) 1 EH)VIL. THFART YR LIRS YT LET , hDRALTH
AREANTBISITKOONFET  DAZLTFANFHEIIIL— LTI THLILELSH
51z, COFIBIEITDIERDRDIZDHAEITTEET,

2. REBEITIIRTOISRT IR ELT 7N ERSYILET,

o FHYrET =TT BEEIE. TEINEREWDLEIZRS YT LTI IIL—TEHRL
*9,

o BT EIYNEREFT YN IIL—TDELRBIZ. TAJF7RIDAHYET,

o TN IN—T%E0)vo3 5L, ARIDFERRAVICEHEMARTEINET,

o ANRZYILETEYb, FERDIERLET IR IL—TH, [ZD
(Other)] A=a—DTF AT EYNTHEWRY., L— 7Ry rERIE TRV IL—T
[Z7EYET,

3. HBAITEINELIEZT YN IL—TRYIRE=D)yILTRDTEyhEIET7T YT IL—
THRYIRIZRSYT LT, BEEREERLET .

o BEERICITEAFLAHYET,

o BRBAFEV)VITEHE, BRIDBHRRAVIZZDFHLRTINET,

e BBRISRIE. TIAIPTCHEARIBEG TR TOEIGFE I L THRESNET , J1QL

[T, ZDBERISEATEDT N TOEAZTRLEY . ERISRAZEYYEAZAT. /T
DIRRAFERETEET

)57 RELATES TO L. HoR HBFZREFAZEH/NN—LET, fzF=L. 7T D /N
O i~ zERLEERciE. BEOEGBALERT - LERBEDLE

ER
%y J1QL Visual Query Builder BETR) X
B ry Builder
Classes Types Other General Filters Returns
slack X Relationship classes default to all -

available relationship verbs.

= lack_ch |
slack_channe ® HAs (@) selectone

&l
or more
#  slack_team User slack_user @ MANAGES specific

relationship

verbs from

i slack_user L
this list

X Query Preview

FIND (User | slack user) AS el
THAT (HAS | MANAGES) AS ri (Account |
slack_team) AS e3

e3

Account slack_team
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Secure Cloud Insights Visual Query Builder

4. BIERETEVRERZYI L. VI —TEZTNSDOROBEREERLET,

JAIILEA—RD{ER

AEOBFRERTEOICFERTERTAILRA—R 7Y HYET  x(EEDITAT1)EY
YL T, FXUNRICERSYTLET , RIZ. BRIORA2T, VT IZEHHEVEFZREZIRER

LET, TMIRA—RT7evbEERATEE. ZDTAIRA—R 7Y AUN—[ZIE>TINDT

IR IL—TAHADTRTOFT7 VDA —N—FARENET,

=&EZIE. ROBITIE, TXFANT YR Security IDNIL—F7EYNTT . JTYIZELT. LW\TFhh
DTORT 41 security JEWSBEFFRT 23 RTOT7S5—hTRTOTS—F7EYMIXL
T.EXBREZFZZEITLET, Secure Cloud Insights T/ ILEA—K 7 ykZld,. Z2A6NBTAATD
BEBEMNURRENTWET . BRRTBHERICIEL T, HRIDRAUIZY RSN TWNDERBE DA
EXTHEYYEZADEMNTEET,

% J1QL Visual Query Builder BEY‘ X
Clsss WEES ity General Filters Returns
Use the entity below to search by a text e4 el . HAS ® Se‘ecf one.or more Spec'ﬁcl
) relationship verbs from this
value. Drag it onto the canvas to be . ALLOWS list
prompted to type in your search text. .
* (any entity) ®
DENIES
W RELATESTO (@ Alternatively, RELATESTO
(D Atextnode can only be added to the root coversany and all
node group, and there may only be one ) 4 relationshio verbs. It is highlv
node present in that group. " " .
™ Query Preview
. FIND "Security” AS el
Use the entity below to search for any THAT RELATES TO AS r1 (Alert | jupiterone_rule_alert)
entity. AS e2
e2
i *(any entity)
Alert

T RUNEEE TRy L— TR OEREEE T REE L. L— Ty (el E)
O o T FNEEET ST Uk (ed 5E) RSV TLTHD. BEICHLTHDT
N ERET AREABYET,
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Secure Cloud Insights Visual Query Builder

4R

FvUNRATCEIRLE7EYRNDITRTOTANTAIZE DN =TI EEERTEET, T4ILAEIC
X AND OR &H-&ERATHZLBTEET,

General Filters Returns

Filtersforthe el group of entities

Froperty name N Operator -

Attribute value OR undefined
el.level = warning
OR el._createdOn <= undefined
~ AND
Q riew
FIND Alert

WITH ( level = "warning"
0OR _createdOn <= undefined ) AS el
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RERR

A B o
Secure Cloud Insights Tl&, —mibkaSn =) RO ) EX YL 2 R—RHBAESIN TS =H . RD L
SHSEFISFRY AN XTI 5RAERREHHICEEBTEEY,
o AWS Inspector DFRAEFER
e AWS GuardDuty DREHFE
e Veracode DEFFMINITEEBHI N T DRAERER
e WhiteHat 7 7)7r—2a3>DtFa)T4ICET LR EHRER
e Tenable Cloud ¥+ DRAELEE
e HackerOne LR—FDIFEHER
s CVEBFVZDMDHEHEMEDRERR
s FEBRATANDHAERER (APIEHTAUR—K)

MESBERXT YT DMENSSITEMINTNET , BEDA—RT YT IZ(X, Rapid7,
Qualys. Bugcrowd. White Source. Source Clear, LU Snyk NEENET,

RAERRDFEEDIE, Alerts 7T D [FAEFER (Findings) ] 3T T VLR TEE T AT —4T
;(2:gﬁ&%ﬁ_bVCM%)EHE%%%@é%%ﬁ?ﬁﬁ’%ﬁ?éhi?% EIRY HE. FMOTRERREL—D
BE 0

<7 GETTINGSTARTED RN ON |

57 216

ALERTS OPEN FINDINGS

Type Severity Finding Title / Description Created On

Instance i-0244e47d8e801312d is not compliant with rule 4.1...

Description Monitor changes to file permissions, attributes, ownership

and group. The parameters in this section track changes for system calls

that affect file permissions and attributes. The chmod , fchmod and

fchmodat system calls affect the permissions associated with a file. The

chown, fchown , fchownat and Ichown system calls affect owner and

group attributes on a file. The setxattr, Isetxattr , fsetxattr (set extended 04/11/1%
file attributes) and removexattr , Iremovexattr , fremovexattr (remove 7:53pm
extended file attributes) control extended file attributes. In all cases, an

audit record will only be written for non-system user ids (auid >= 1000)

and will ighore Daemon events (auid = 4294967295). All audit records

will be tagged with the identifier "perm_mod." Rationale Monitoring for

changes in file attributes could alert a system administrator to activity

that could indicate intruder activity or policy violation.

aws_inspector_finding CRITICAL

Instance i-0244e47d8e801312d is not compliant with rule 4.2...
Description Log files stored in /var/log/ contain logged information from

aws_inspector_finding CRITICAL many services on the system, or on log hosts others as well. Rationale It is )
. . 7:53pm
important to ensure that log files have the correct permissions to ensure
that sensitive data is archived and protected.
Outbound portscan from EC2 instance i-031f61bc80ca33ceb. 04/20/19
aws_guardduty_finding EC2instance i-031f61bc80ca33ceb is performing outbound port scans 2.25
against remote host 10.51.17.149. e2am
Outbound portscan from EC2 instance i-09a81dbcd8d99ebb2. 04/1/19
aws_guardduty_finding EC2instance i-0%a8 1dbcd8d9ebb2 is performing outbound port scans 12:28 pm

against remote host 10.51.12.142.

Secure Cloud Insights [, SABERDY—ANSAFTEELEHEIZEDOVT., KAEE
DEEHZITEH)V—RA PR AERERICEET H)V—REBENICIVELTLE

0=
—g_o
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YRS RABERREZEIRT 5L CNLDBERERT IV ITNRRSINET, ChIZKkY ., aVTF
xvgiﬁ_gﬁbt FEEROEELSSICHNL. BEDEODTHI I IA—RERETHE
ANG o

TYPE SEVERITY FINDING TITLE / DESCRIPTION CREATED ON

Instance i
Description The Permitt tion all t t optionsto Rational

aws_inspector_finding CRITICAL 04/11/19 9:54 pm

bility to set H
security controls (e.g. setting an execution path that has ssh executing trojan'd programs)

QUERY  Find Finding with _key="z0RksUOOiiuLbSF6RSSHTHDBV2n4zSqhvRBSVBUQHIE=" that relates to * return tree ®

wazuh-elastic-server
aws _instance (Host)

Properties  Tags  Metadata

nnnnnnnn

T

integration-managed

subnetld
subnet-08f1ecéd

=|r2 virtualizationType

by

1047d8e801312d, TCP port 9:
P ssocial

hich s as

FEFBRIZHTEHET7T— M 1ERT S
JIQLZFERAL TR T LHEBEEITVD. B EDEREEMT DHRILTS5—ML—ILEE
RTEET,
151 -
Common Alerts JL—JL/XYIIZ[E. RD 3 DDIL—ILHAEENTULVET,
s EXENEBLRAEHER

B 24 B LIRIZH=[CRESh -, EXENEIFEF T 2BAMAERRICHTS
73_I\o

04/11/19 9:54 pm

Find Finding with
(severity="High' or severity='high' or numericSeverity>7) and
_createdOn > date.now-24hours

¢ prod-resources—with—high—severity—finding

EXREOEVIRAERRICESTAB) Y —ANEEEZTHGRITTI—EHLES,

Find (Host|DataStore|Application]|CodeRepo|Account|Service|Network)
with tag.Production=true
that has Finding with severity=('High' or 'high') or numericSeverity=(7 or 8)
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¢ prod-resources—with—critical—-finding

D)TFAHIVERABERRICE > TEAB)Y —ANEEEZTAEEIZ7S5— M HELET,

Find (Host|DataStore|Application|CodeRepo|Account|Service|Network)
with tag.Production=true

that has Finding with severity=('Critical' or 'critical') or numericSeverity=(9 or
10)

AWS Treat JL—JL/NYJIZIE. RDIL—ILHBIEENTNET,
¢ aws—guardduty—inspector—finding—instance—correlation

MEZ87% EC2 AV RAVA(DFEY ., FFEIEE L —FDA—T % Inspector DIRAEFER) 55
ALET, cNIEEFHOLWWTITAETADE— I TEHYET (0FY., bEf=IFEL—F
DA —T 2% GuardDuty DEAEREER)

Find aws_guardduty_finding with numericSeverity>5 and open=true as guardduty
that relates to aws_instance as i

that has aws_inspector_finding with numericSeverity>5 and open=true as inspector
return i.*, guardduty.*, inspector.*
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RERER

JIQLOIYESSOIZLAPATEEDEE L

J1GL HT)EERTLT RAERRE. Thoz#AIL-I—2 oM Ay F/H—EX BEUZEN
OAEEEEZ2D))—ABOEBRESNTAIDIZRIDOVENLTSTEERTEET,

:M:WJ%%L&@“O

Find cve that relates to (Host|HostAgent) with active=true return
tree

NIZKY RDEIBED AT N GEONET (/—F BB SETHNEZRARTILENH DS
BHHYFET).

QUERY  find cve that relates to * return tree

CVE-2016-5131

cve (Vulnerability)

displayName
CVE-2016-5131

_source
system-mapper

severity
medium

package
libxmi2 2.9.1

weblLink
https:/nvd.nist.g..ve-2016-5131

findings
libxml2 2.9.1-6.3.52.amzn1.x86_64

targets
i-08704343ec15f1cc7,i-06b850be795cealch,i-
0be38077820211cf1,i-05958 1def4e861cda,i-0
393afe33481f9739,-020820b58a69a93ac
173f791c1e5bbd8,i-0eb3fb6455b35c210,i-069
08548171299¢6,-0f3f127b876e24307,i-0c7ff
9dd3de338ed9,i-04db12b2b992ebe69

name
CVE-2016-5131

vector
network
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Secure Cloud Insights TD7RY S —EFIED EIE

Secure Cloud Insights TODR) L —EFIED EIR

Secure Cloud Insights [, 2 —H =M DEFa) TR —EFIBEERB IV EETES
&3129 % Policies 7 TV ERMLET . COTTVICITRDBEREAHYET S

s TUTL—MLDRYS—EFIEDER

s Web 7TVENLIzA LS4V TORY—EFIEDEE

o AVTSATUREH#AOIVIA—IL/FIBDTVELS

« RUYI—ELF—CL

Policies 7 7)I(ZIE, SN EX ) T4T7 00 S LEEBREZEONLIBET HDIZRID,. 120%F
BAZAR)—EFIEOTUTL— by ABEINTVET , ChoDTUTL—h I, HtEB
@?;Bﬁ’)&—&%llﬁb%ﬂﬁi LE=6DTHY. AV TSAT7 U R MERELR-LTERSINT
WVET,

BBR 9 BIZIZL. Policies 7 7 IZ#8EIL . Web TA—LDRD 3 DDIEHREIIVICAALET,

o FHIER

s FELBEABR(EFLVTABIUVTSAN—HYELE)

e X al)T & DevOps V—ILIZEET B1EHR
RI)O—BLUOFIEBEZNOTERTIEE. OO MNIEELHYET,
T8
Markdown T AKZI&., {variableName}} DX T/ O—/NILEHEO—AHILEHOEAN
BENTWAIEISEEL TSV, FUTL— MDD E#H . BET 2T X AN BEMICES
Mz ond-0. mELLENEEZEEOLET .
FIEEZIZIE. AT aoDO—HIL {{provider}} ERESOHDIENTEFET, ChIZKY. F
DFIEFERE TS, FEZOFIEEETTHEENESNFEHTOANAFT —ZHRETEET,
FEZIE TOUT Y AUF D 1IDTOINAF—[E, [Okta], IOneLogin]., 'JumpCloud]. Google |
BETT, M provider ElX, FF1AVIT42—ZBL=EEIC EEAIZR RTINS £
AUREARILD TFIZAATEEY,
FIBTT42—IZIE. BLEHINE=AAMEF UV ADGBAERTEINET . SHIZ BEDFIBZERA
TEHREBMTETVINEINIGLT. RABEH 1TV DA EF TEYYBZLHIENTEE
ERR

IN—D3

RO —EFIEEERELI-IGE . REFBICEIMNICA—DavEEBINET,
{{defaultRevision}} EHIZIX. FFa AV RRICIHRESNE-BEFNADSAET,

IR7E. Web 7TYIZIE LRTDN—230 DRFaAVMERTT 510D UI B HYFEE A,
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Secure Cloud Insights TD7RY S —EFIED EIE

RYS—EFIFEEDH Vo O—R/THRKR—k
BEOAE LRIZHS [ZipDITHYRKR—L/F > A—F (Export / Download Zip) | RAVED) v
BERDIDDIFAINEINEED zip T7AILHAERHSNFET,

e Markdown ‘BER DT TL—bk

» Markdown B X DL HIGER) S —EFIE

o HTML RE X D &IEHGER) L —EFIE

Secure Cloud Insights (&, R —EFIEZEA T4 TFzEA X git JARDRM)Da—RELT) BB
L.EICIECTTZHhOUMIRAHTESA 754 CLIZR#LZE T, Secure Cloud Insights

MBOBEGFERI—FFERHTS

Policies 7 )&, TS5YRI4—L DA T3> DAVKR—RUMTT , FRUSND TSI TH— L
DEMREHTIEHYEE A, Compliance 7IJIE, AV TSAT7U R IL—LT—HDEH LIV
A—I)LADBEYEIVE T D=1 Policies 7 ) IZIKkEFET AHEE—DT7 )T,

Secure Cloud Insights TIRItENTWA RS —/FIETUIL—r2ERTHILEIHYFEE A,
B X TARYL—EFIBIZETAREF AV MDERIZHY . Compliance 7TYEF DT VE
VUOHEEEFIALE-WMES (X, BEEDRY L —%ZE#L T Secure Cloud Insights [ZAB3 A2 &M
TEE9Y,
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Secure Cloud Insights 7 U b1 —H —%1BE# 35

Secure Cloud Insights ThHOUN/FE&EIZ1—
Y—Z181F9 5

FHIUN/ BRIt 1 — —%BNT ZIC1E., HEABE IO RAEFERLET . Secure Cloud
Insights 1B % E£{ET B2 RO FIEIZHRLET,

1. {é} [E% 5 (Settings)] [ZFBEHL . fg‘?‘. [A—H5—&T79+t X (Users & Access)] B IRLET .

2. E=FIILEENRYT7YTRREIN, REDI—F =T IL—TBRRTENFET [T IL—T
MIEN (Add Group) 1 REZED) L THLWT IL—TZEMmL. LW IL—TF(Z&HiE
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