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FEHOTWARELRHYET,

o VROAtYXa)TAT IR
e AMP for Endpoints 7>k
e Cisco Threat Grid 7 Ak

SEHAIZDULNTIE, [SecureX Sign—0n Guide JZS BB L TLIEELY,

BERE A ERORE T TIo. BRATEOREISYRTLERONTANDT
O o EEBLOBEA L. BEOTHYUNEERL TS0, HLOT AU REERL
RNTLFEELN,

SecureX 7O AT 51=DTH O DVER

FHYURDERDEEMIZ DL TIL., [SecureX Sign—0n Guide]ZS B LTSN,
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Secure Network Analytics T SecureX fi 8% ET & RDIEMNTBEIZHEYET,

e Secure Network Analytics D Ul T SecureX DA=a1—%{E RIS,
e Secure Network Analytics @) Ul T SecureX DR Z{FERT B,

o Cisco SecureX Threat Response 75 A A—k A2 TP X ARTIZ Secure Network
Analytics 75— LZFEX{ET 5,

CIEAE Jas
e Managerv7.2.1 LIf&

o SecureX IZ7IERTB=ODTHIUELHS ([SecureX ~DT7 I AIZHELTHI
FIESR),

e Manager M5 Cisco Cloud., SecureX 754 _R—k /TP X AP, B XU gD
SecureX IR—ARJLIZT7 O MND U REHGTES,

o KT

® api-sse.cisco.com, Rh— 443

® visibility.amp.cisco.com. 7h— 443
B private.intel.amp.cisco.com. f— 443
B securex.us.security.cisco.com, f— 443
° EUYZILk:
B apieu.sse.itd.cisco.com. R—k 443
B visibility.eu.amp.cisco.com, 7R— 443
B private.intel.eu.amp.cisco.com. 7R— 443
B securex.eu.security.cisco.com. 7h— 443
o FUFT(APJC)ITIEK:
B api.apjc.sse.itd.cisco.com. R— 443
® visibility.apjc.amp.cisco.com. fR—k 443
B private.intel.apjc.amp.cisco.com. 7h— 443
B securex.apjc.security.cisco.com. h— 443
° Orbital L—H—D&H: ROBIARRNMZIT IRV REGEHFRIT 5,
m JtK:orbital.amp.cisco.com. 7R—k 443
®m 3—0Ow/\:orbital.eu.amp.cisco.com, 7k— 443
m 77 :orbital.apjc.amp.cisco.com. 7h—k 443

o Secure Network Analytics DEARBETEXATAARUNETS—LDNEFEBYIZAER
INTLS,
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FII&

SecureX i ZRTET HICIZ. RDOFIEFZETLET,

1.

2.

3.
4.

9.
6.

SecureX DT IS IRIZHEILE T,
o JLKYSIK :https://securex.us.security.cisco.com

e I—0Ow/\JT)K : https://securex.eu.security.cisco.com
o 7T (APJC) TR :https://securex.apjc.security.cisco.com

I RHRA AT SecureX. Cisco Threat Grid, £1=E RaADtLFXa)F4 FTHHOU DY
LToiv)LEFERALTHIVAIVLET,

[& I8 (Administration)] > [API 754 7> (API Clients) ] Z:#RLFE T,
VO TETET HES L. [BAE (Get Started) ] REE D wHILET,

'::lllslélcl,' SeCU rex ‘ “ Demo ‘ Dashboard Incidents Integration Modules Orchestration Insights Administration

&3 SecureX APIs Keep Your Data Secure

Cisco SecureX is built upon a collection of APIs that can be used to integrate your Cisco and third-party security products, automate incident respon
intelligence and security context data in a single location. With SecureX, you can:

® Enrich an IP address or file hash

® Load threat intelligence into your private intel store

® Manage your casebooks and investigation snapshots

® Automate response actions

@ Provide a link for users to click and investigate an alert or observable

For more information on SecureX APls, see Cisco DEVNET

Set up your first integration to start benefiting from SecureX APls

Get Started

SecureX YRV ZEIRL . [EP 12— LD EXTE (Configure a Module) ] IR ZEIRLE T,
[Secure Network Analytics] 24 JLZEIRL . [E%h (Enable)] REZEHYwHILET .

The Cisco Secure Email Appliance (formerly Email Cisco Secure Email and Web Manager (formerly SMA Secure Endpoint (formerly AMP for Endpoints)
Security Appliance) provides advanced threat Email) centralizes management and reporting prevents threats at the point of entry, by identifying
protection capabilities to detect, block, and... functions across multiple Cisco email and web... and halting advanced threats before they reach you...

() Enable #% Free Trial () Enable % Free Trial () Enable % Free Trial

Secure Firewall ‘ Secure Malware Analytics @ Secure Network Analytics
Formerly Firepower Formerly Threat Grid @ Formerly Stealthwatch Enterprise

Secure Firewall (formerly Firepower) provides Cisco Secure Malware Analytics (formerly Cisco Cisco Secure Network Analytics (formerly
complete and unified management over firewalls, Threat Grid) combines advanced sandboxing with Stealthwatch Enterprise) provides enterprise-wide
application control, intrusion prevention, URL filterin... threat intelligence into a powerful solution to protec... network visibility and applies advanced security...

() Enable #3 Free Trial () Enable #% Free Trial () Enable #% Free Trial
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. #LL> [Secure Network Analysis] #i&E 1—IL ZEML. KAYTE YA ST /A
REBIRLET, [FvLaR—KFDYERKL (Create Dashboard)] FrvoRwHIREAIZLT
[{R#F (Save) 1 01w OLET,

— .
Integration Modte Name: Quick Start

Steaitwaich Entermrise

i by L you st
st register your Steaibwatch Maragement Consode (SMC) in
Securty Services Exchange (SSE), add the drvice and regiater
. After this s completed, you add the Stealteatch Enterprie
intigeation madula in Secun.

Prevequishe: Steaittwatch Enserprise Version 71,2 o kater,

1. i Secure, chck Go to Device Manager or Manage
Devites en =0 Add New Stisithwateh Emterprive
Integration Module form to launch Security Senvces
Exchange.

B Croste Dashbosrd

Croate & dashios associsted with this e which can 2. Chck the Dewices 138 aned then click the « icon o add &

organization new device:

cocel | (R 3. Chek the Cloud Services (b and ersure that Cisce
SacxraX thrast revponsa o enabiad

4, Sipescity the token expiration time the defaut ks 1 howr)
and click Continue,

5. /Ciopy the gensrated tikin and conkres the devics han
been created.

[# & €2 1—)L (Integration Modules)] T Z:EIRL . [#E & (Integration)] Z:E RLFET
bl SecureX | 4% Demo |

Cisco

AN smA web
(o)

The Cisco Content Security Management Appliance
(SMA) centralizes management and reporting
functions across multiple Cisco email and web...

Dashboard Incidents Integration Modules Orchestration Insights Administration [ 0 Cisco | Admin

Secure Access by Duo : Secure Cloud Analytics

Formerly Stealthwatch Cloud

Continuously verify user and device trust to protect
access from everywhere with MFA, SSO,
passwordless, and more.

Gain the visibility and continuous threat detection
needed to secure your public cloud, private network,
and hybrid environments.

RWTWSFA470OY T APIVSAT7 UMD RAFIEGHRBAZ A DL, ROBGEZRIRLET

¢ Admin e Casebook e Enrich:read

e Feedback ¢ Global Intel:read e Inspectiread

¢ Integration ¢ Notification e Qauth

e Orbital o Private Intel o Profile

e Registry e Response o Telemetry:write
o Users o Webhook

| O AP oSATUMERESNERIIEEEEETEE R A,

10. [FHLWWISA T rDEN (Add New Client) ] #421) w4 L%,

0 HFLWWIZAT UMD e BIZ1E, [EE (Administration) ] > [AP1 754 7 >k (API
Clients)] Z:#ERL . [AP1 V5472 kD & i (Generate API Client) 1 2w LEY,

1. PATALIE. 94T URID E9SAT USRI —FEERKLET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved.
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Add New Client

The Client Password cannot be recovered, once you close this window.
Please store securely.

Client ID - Copy to Clipboard

Client Password - Copy fo Clipboard

Close |

| O o RkHERLSE. 51T UMRT—RERETEE R A

12. 754 EBEFHITHBREETHELLT Manager [CAYA2LET,
13. FEHF—3A=a2—T. [E%7E (Configuration)] > [SecureX & (INTEGRATIONS
SecureX)]1 &)y ILET,

14. [SecureX ME%E (SecureX Configuration)] £33 T, [FTLLVEREZ BN (Add New
Configuration)]1 &9 L%E9,

Cisco SecureX Integration Configuration

SecureX Configuration @ Add New Configuration

No SecureX information available. Click Add New Configuration to begin.

Device Registration @ New Device Registration

No Device Registration information available. Click New Device Registration to begin

15. BALWTWVD 74 —L T APIISAT7ULDERIZERL =I5 RE&EIRL, ATV 11
DISATURID EOSAT MR T—RZRYFTET,

16. AT BMEA T avE:8IRL ., [RTE(Save) 1 0V ILET , VAT LI API LT
DU )VEREEILTRELED,
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SecureX Configuration @
© Tosend Alamms as Incidents to Cisco Threat Response, use the Threat Response Incident action in
Response Management
Domain [ ]

SecureX Connection Details

Cloud Region @
North America (US) v

API Client ID

[enr o1 crt D

API Client Password

e

No API Credentials? Get it from: hitps://securex.us.security.cisco.com

SecureX Integration Options

SecureX M) RV EAZ1—D AR

SecureX NHZEMFE T LT=5. Manager DIEEDR—UIZH DR F=ld [SecureX DERTE
(SecureX Configuration)] R—IU M5, SecureX DYR EAZ1—%RKETEET,
[SecureXM % 7E (SecureX Configuration)] R— (285 SecureX DRV DEBEE 1P T ybZIE.
YRV DBMEDEZBRAT—ARANRTSIN, URVEERZELIY., RPBEEMBRLI-YTEET,
SecureX MR M5 DEER

1. Manager DR—L D T ERIZH S SecureX DRV EREREALET .

SecureX Ribbon

Take the power of SecureX wherever your investigation leads.
Configure a module to access the Ribbon.

% Secure Endpoint @ Threat Response @ Chrome Extension ¢ Umbrella L ‘j Firepower

Edge & Firefox Too!

[ e SN curo ] T eEm

Configure a Module

2. [SecureXZHR1F (Get SecureX)] &9y LET , SecureX AT AU R—=J([Z)FE AL YIRS
nEv,

LT )LEFERLT SecureX [CAGT AU LET,

4. 3EELT-E1F T SecureX [ZT7 I ERT B1=8IZ. Manager SecureX DR IS4 T E&
RIBHLITKOHLNFET,

5. PORREEZFSLET . YR HAELVZIREE T Manager R—2 2 Z A LIRS . Manager
TIRVEFERTEDSLSICHYET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -17-
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[SecureXM &% FE (SecureX Configuration)] R—IUMBSDHKER

1. Manager [COG A4 LET,
2. [E% % (Configure)]> [SecureX #i & (INTEGRATIONS SecureX)] Z:&IRLET,
3. [SecureX ¥ al)T4R MDEREE (SecureX Security Ribbon Authentication)] 4wk

D [793> (Actions)] A=a—FEE. [ [K&FE9 5 (Authorize)] Z:ERLE T,
SecureX AT A R=(ZYFALIRENFET,

SecureX Security Ribbon Authentication @

nnnnnnnn

Admin User - - A Unauthorized

4. JL T )LEERALT SecureX [ZAT AV LET,

5. $8ELT-%0F T SecureX [C7IERT BH1=8IZ. Manager SecureX DR IS4 T E&
RIBHLITKOHLNFET,

6. PORREZFSLET . YR HAELVZIREE T Manager R—2 2 Z AL RS Manager
TIRVEFERTEDLSICHYET,

Bl SecureX FHU T SecureX DURLEERT BHENBH BB A, BEDI—F— DK
BEBBRLTHOHLLWA—HF—TEERZRTILELHYET,

IRFED SecureX )R DR REE R

1. [SecureX ME%TE (SecureX Configuration)] R—U T, [SecureX X aT4JRDERE
(SecureX Security Ribbon Authentication)] 74 T yb 85 [79 3> (Actions)] A=a1—
ZEZE. [.] 2B [KEZHFR (Unauthorize) ] 20w ILET,

2. LEROFIEIZH-T, AlOI——TRIELFET,

19—

Threat Response 1> TP O3> NDETE

LIBITD /\—32 M Secure Network Analytics (IB Stealthwatch) T Cisco SecureX
0 Threat Response [Z Secure Network Analytics 77— LZEETHLOICHEELI-EE
[&. Threat Response Incident D 723> A BEMIZIERLENE T,

¥t B T Threat Response DAV TN I AV HFRTET AIZIE. ROFIEFETLET,

1. Manager (AT A2 LET,

2. [EX7E (Configure)] > [4#& i *$ i B 2 (DETECTION Response Management)] MBI #RLE
ER

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -18-
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3. [7Har (Actions)] B2TE9) oL THB, [FHLWLWF YL a2 D BN (Add New Action)] >
[Threat Response Incident] DIEIZZ') v o LET,

Response Management

Rules Actions Syslog Formats

Actions Add New Action v

Syslog Message

Name + Type Description Used By Rule:
Email

Send email Email Sends an email to the recipients designated in the To field on the Email Action page. SNMP Trap

B ISE ANC Policy
Sends a message to the syslog server designated in the Syslog Address field using the

default Syslog Message format Webhook

Send to Syslog Syslog Message

q Threat Response Incident Jp
——

4. TA—LIZAAL, [REF(Save)] &0V ILET,

Rules Actions Syslog Formats

Threat Response Incident Action cancel |
Name Description
\ Test Testing|
() Enabled Disabled actions are not performed for any associated rules. Y

Incident Confidence Level @

‘ Low v

Create a new Target entity in SecureX Threat Response for alarms processed by this action.

(®) Create targets in Threat Response for internal hosts only.

() Create targets in Threat Response for internal and external hosts.

Use host details from the alarm data: | Source and Target Hosts v

TOar DA TarDEFMIZDOULNTIL. TCisco SecureX Threat Response ~@ Secure Network
Analytics 75—LDFEEIZTDVTIENMEBEDRTEIDANILTREYIESBL TS,
FRELE
1. Manager T SecureX DA=a—,RUAMEHATABETHAEEMHRLET,
o SecureX DA=1—NDIHFE:
o ZYUFTBHIPTRLRAEZEL Manager DIEEDR—IFFHETET,
°© ZEIDHIPTRLADIEIZHD *** (HBFS)TAIVE0)vILET,

°© RIRSNBDRYT TV TAZ1—T, [SecureX] DIEIZHDHKRENED)vILET,
F2DRYTFYTAZa—PRAZa—a TV ERIZRTEINET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -19-
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Host

Sorted by overall severity @

+ Host Address + Host Name + Last Active sl
10 P
9 = |P Address
View Flows Edit || Investigate in Threat Response |
Top Reports N AMP for Endpoints |
Search for this IP
External Lookup > Orbital
Show Effective Policy Orbital Query
SecureX [j h SecureX Orchestration |
“ Perimeter Block |
Subject IP- 10 Secure Network Analytics
from: 06/10 3:04 PM ) Host Report
to: 06/10 3:09 PM Talos Intelligence
Search for this IP

10 Umbrella-Protection

IP view for 10
10,

e SecureX DURDEBE:
°© Manager DIFEEDR—(ZBREILET . R—CDTEIZHD

il (SecureX DURL) FAAVESY v IL T4 TUME

BRALZET,

wwwww

2. SecureX T Secure Network Analytics 7o—LZEZELET .
a. Secure Network Analytics X7 TANWIVEIXEXGEF 1) T4T75—LERETS
M TAMEF AU TATS—LNERSINIETHELET,
b. SecureX DK YT IRICOATAULET,
c. SecureX MR D Incidents 7 '), F1=1& Cisco SecureX Threat Response M
Incident Manager [T 8ILE T,

d. YAMIZS5—LARTEINTNET,

Cisco Security Services Exchange (SSE) 72K (X, —TTEE D Manager TEATE=%E9 ., SSEY

S KT Manager Z&§%9 5&. SecureX T Manager NoZX ) TAARUNGEEDIN)yF A

F—A2ZRELTHAEBET—I70—I12&8HT1=Y. SecureX & v 27R—K D (Stealthwatch &R RS
N TULV3)Secure Network Analytics A4 ILZEFLI-YTEET,

FEHAIZDULNTIL. TSecureX M Secure Network Analytics TV ) F A RT—AR[ZDNT]. BEYL
[SecureX & 27R—K @ Secure Network Analytics Z4 JLIZ DWW T INIBZSBLTLESLY,

o SSEIETIAINTERNZLEL>TLET,

@ . BEEGEERATHRAL. SSE TAYURRT—F SAEUR FAYUREY
ChTBBENRBYET,
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T4 ILED Manager 7A T TATAEBAE TR SN BELDEITERLGDIHR AL
A Manager 7 AT T4 T4iEBAEZEZERAL TS5 S (L. Manager TIEMD R E FIEH 2
BZRBIENH B0, TO=ZHIL Y R—FZBBENEHELESLY,

BENE&FIE
ROEH-EMNE=SNSDE, Manager [£ SSE V5O RICEHERIIZERSNET .
e SSEA T aviE. 44 & —E AT Manager IZRLTEBIZEYET,
e Manager [FFE 1= SSE [T&E RSN TWEE A,
o BHELDERBIIRAI—FYIIIT T4V RIZEFINTILVET , FIBIZDOULTIE,
[Smart Software Licensing]l A KZSBLTLEELY,
SSEZEBMEITEMICTAICIE. ROFIEEETLET,

1. Manager [CAY A LET,
2. [E%5E (Configure)]1> [ B—/\JLE T E I (GLOBAL Central Management)] Z#RLET,

3. Manager D [79a> (Actions) 1 FID FIZH D *** (EBRFB) 71 E0)vIL. [TTZ
AT 2 RE%TE D #mEE (Edit Appliance Configuration)] 2w o LET .

4. [£##% (General) 1 ZE2JvILET,

5. [4}&8H—E X (External Services)] T. [Cisco Security Services Exchange] FxvoHRvI R
FAUELIIATICLT, BRERERDEEEMLET,

6. [E%%E D& M (Apply Settings)] &)U LEY , SSEZAMMICLIZGE L. FIE T [T
TNAREBERLET

7. [EF¥ T4 #r (Security Insight) ] # v aR—KIZERYEY,
8. [EX7E (Configure)]> [SecureX & (INTEGRATIONS SecureX)] Z:#IRLET,

9. [T /31 R &% (Device Registration)] €923 T, [FLLVT /N1 XD & £% (New Device
Registration)] 2" )v9LEd .

10. [B#h%& % (Register Automatically)] ZERLFE T,
THIOUEDYLYD

AT—k T4t R 7Hb% Cisco Security Services Exchange 7HhDO MU 9F B2 R
DFIEZEETLET,

1. SecureX MM IS IKRIZFEEIL . Cisco Advanced Malware Protection for Endpoints. Cisco
Threat Grid, £fz(X> RO EF1)T1 THOULOOT AU IEREFEALTRTAVLET,

2. [EIE (Administration)] 37 &2) O LET, [T/ \1 X (Devices) ] > [T/INAADEE
(Manage Devices)] Z1Z1#R L T Security Services Exchange [ZH &1 TEAL5IZLET,

‘‘‘‘‘‘‘‘‘‘‘
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3. R([Y—IL(Tools)) 7AAVEZ)vHIL [RR—F/RETHIU D% (Link
Smart/Virtual Accounts)] Z#91)voLZET,

o % 9

C_Link Smart/Virtual Accounts

.é||ls'tl:|o" Security Services Exchange Dashboard ~ Devices  Cloud Services  Events Audit Log

Devices for Cisco - Integration Link CDO Account

Downloads

4. THIVRD)ANEEOLRYTTITNORI—RTHDOUNEERLET,
FHEEFIE
Security Services Exchange [Z Manager ZF 1 TE 8T AIZIEX. ROFIEFETLET,

1. SecureX IS HIRIZFEEHL . T RRA > FREIIT SecureX. Cisco Threat Grid, E&f=[E X
AtvXa)T4T7HhoorOOT A EREERLTAOTAULET,

2. [EI8 (Administration)] 37 &) I LET, [T/\1 X (Devices)] > [T/INARADEE
(Manage Devices)] Z121#R L T Security Services Exchange [ZF &1 TEAKL5IZLET,

.........

3. [F/3A X (Devices)] #T%HYvHIL. R—CDEBIZHD T ([FHAARDEMEN—H>
D 4 B (Add Devices and Generate Tokens)]) #91)voL%Ed,

'éll‘s‘élt;‘ Security Services Exchange Dashboard ~ Devices  Cloud Services  Events 0 %
Devices for Cisco - Integration

Y [ Device Nar

0 Rows Selected @2' (]
% L Name Type Version Status Description Actions
> 1 © Registered Vi

I > 2 © Registered e
> 3 © Registered ra
> 4 © Registered s u
> 5 © Registered sac

4. FAWLWTWBHE 4705 T, [#:1T (Continue) ] 0oL, TINARAD—I2%E AT LIZE
REEET,

Add Devices and Generate Tokens @ X

Number of devices
1

Up to 100

Token expiration time

1 hour v

Cancel Continue
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5. &EpiEnt=k—I %Dy THR—FICaE—F 5 Al ENTI-h—I2ET7/ILIZIRTFL
F9,

Add Devices and Generate Tokens @ X

The following tokens have been generated and will be valid for 1 hour(s):

Tokens

Close Copy to Clipboard

6. 7oA EBREF-IIREEFTEELLT Manager ICATAVLET,
7. [E%5E (Configure)] > [SecureX #i & (INTEGRATIONS SecureX)] Z:ERLFE T,

8. [T /N4 X&#& (Device Registration)] 23> T, [FHLLVT /A1 XD & £ (New Device
Registration)] #21)voLZ%E9,

f\oj Network Analytics Dashboards »  Monitor »  Analyze = Jobs+  Configure ~  Deploy » Q A | W SEcURE

Cisco SecureX Integration Configuration

SecureX Configuration @ Add New Configuration

No SecureX information available. Click Add New Configuration to begin

Device Registration @

No Device Registration information available. Click New Device Registration to begin.

9. BALVTUL\AH 4704 T, SecureX DI H5HRE—ET BT R % EIRL. FIES
TH L TRFFLTz Security Services Exchange k—2 > Z1E AL . [{R7F (Save) | 01wy oL
9,

Device Registration @

Cloud Region @

North America (US) v

Device Token

[ Enter Device Token |

No Token? Get it from: https://admin.sse.itd.cisco.com

10. T /34 R[& Cisco Security Services Exchange [C& kS, AT—RRIE [FFEH
(Enrolled)] ELTERREINFT

11. Cisco Security Services Exchange IR—Z )L CTINA ADAT—RAEZERLET, T/N (R
DAT—RRAIL, [BE%KFHA (Enrolled)] ELTRRSNADLENRHYET,
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SecureX T Secure Network Analytics $i 8 EV 21— ILDEERTE
SecureX T Secure Network Analytics MBIy F AT —REFT YL 2 R—R A IILERIGT S
[CIE.MEBED 21— ILERETHIDLELHYFET,
GOk aa
e Manager H\ Cisco Security Services Exchange 75 RIZ& I TLVS,
e Cisco SecureX Threat Response H'. Cisco Security Services Exchange IR—A )LD ISR
Y—EXTEMIZHE-TULVS,
FFHMIZDULNTIL, Cisco Cloud TM Manager M &% 1DIEZSBLTLIEELY,
FIg

SecureX T Secure Network Analytics EVA—JLEZ R E T BHIZIE. RO FIEEZETLET,

1. SecureX DHIFEISHKRIZFEEIL . Cisco Advanced Malware Protection for Endpoints. Cisco
Threat Grid, F1z[&> X ¥ 2T« 7HAObOOT AU EHREFERALTRTAULET,
2. [#E&FET 21—/l (Integration Modules)] > [# & (Integrations)] Z3EIRLFE T,

3. FLWLVED 2 —)L%EN (Add New Module)]1 #21)wHLET , [{# ARTEEL KA (Available
Integrations)] R—U A BHEET,

.'clllslél'.;l Secu re)( Dashboard  Integrations  Orchestration  Administration

Settings

Integrations

Intelligence within Cisco Threat Response is provided by modules, which can also

Your Account
Devices
API Clients Your Configurations
> Integrations e q

Users

_____________________________________________________

Built in Modules
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4. Stealthwatch Enterprise E2a—JLZRDIF T HLWWED 12— )L ZEE NN (Add New
Module)]1 &21)yoL%EY,

.ICIIIS'éIOII SecureX Dashboard  Integrations  Orchestration  Administration o & 1

Auvailable Integrations

Select a module you would like to add, or click here to leam more about modules configuration.

Settings
Your Account
Devices

API Clients AMP for Endpoints {6/l Cisco Threat Intelligence API Email Security Appliance

~ Integrations

Available Integrations AMP for Endpoints prevents threats at the point of entry, by identifying The Cisco Threat Intelligence API (CTIA) is a REST API designed to The Cisco Email Security Appliance (ESA) provides advanced threat
Users and halting advanced threats before they reach your endpoints faciltate the rapid storage and retrieval of cyber threat intelligence data protection capabiltes to detect, block, and remediate threats faster,

PREIENICET Learn More - Free Trial Add New Module [IIECRYVES PRV Learn More - Free Trial

Firepower [l Orbital SluE) svA Email

Firepower provides complete and unified management over firewalls, Cisco Orbital is a new advanced capability in Cisco AMP for Endpoints Cisco Content Security Management Appliance (SMA) centralizes
application control, intrusion prevention, URL fitering, and advanced designed to make security investigation and threat hunting simple by management and reporting functions across multiple Cisco email and w

PRI Learn More - Free Trial Add New Module [IIEERNVSS PRIl Leam More - Free Trial

SMA Web Stealthwatch Enterprise Threat Grid
i i o

Cisco Content Security Manages ide network visibility
detect and respond to threat.

Appliance (SMA) centralizes

The
m 0ss multiple Cisco email

Add New Module [TV

Umbrella 2 VirusTotal

and w.

5 BALWTWLSHAA7OY T, ROKIIZLET,
a. EDa—)LICARETEMTET,
b. [Z8%FHAT /31 X (Registered Device)] KA T A M5, Manager # RDITET,
c. [RTF(Save)]ZVJvILET,

'::III.';(I:IC.)I Sec LJI'C'X Dashboard Integrations Orchestration Administration

Settings Add New Stealthwatch Enterprise Module
Your Account Module Name*

Devices Stealthwatch Enterprise

API Clients

. Registered Device*®
~ Integrations

Available Integrations Search registered devices by name
Users
=n

6. Cisco SecureX Threat Response 1\ Manager Mo T yF AT —RZEIG TER LW
BALES, FIEIEXXDELYTT,

a. Manager DtEF T2 Y1 R—REHRL. EX2)TAARUNEERTEIPE
ROITET,

b. Cisco SecureX Threat Response MFABERFE/NRILICCOIPEAALET,

c. TI57I2F BEREINF-HRAMED X TAARUMNIBEET HMDARADR TS
nEzd,

d. Sightings [(FERINF=AHRRMIBEEMITOENTNSEF L) TAARNUERLET,
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Secure Network Analytics BA ) E{[EHLT- SecureX A v ak—
NOE#3
(Stealthwatch EFRREMN TULVS) Secure Network Analytics 241 JL% SecureX & wi o

o R—FIZB T BHiIZ. Secure Network Analytics B ED 12— ILEHRTEITHILENHY
F9,

(Stealthwatch EFRREN TLVS) Secure Network Analytics 24 ILESF W aR—KRIZIEMNT BIZ
. ROFIEZEEITLET,

1. TS50 40RO T, BEEDHIZEOD SecureX R—RILICHBEILET

o Jt3K:https://securex.us.security.cisco.com

e J—0Ow/\:https://securex.eu.security.cisco.com

e 77 (APJC) :https://securex.apjc.security.cisco.com
2. RO tFa)FT1FET=I& Cisco Threat Grid 7H U hEERALTAT A2 LET,

3. YL aR—ROAZ21—/N\—T, [#FRF v 27R—K (New Dashboard) ] #4714 L T.
[ZvL 2 R—R D YERL (Create Dashboard)] 74— LFFAEET,

'::IIIS'::LI’ ' Secure X Dashboard Integrations Orchestration Administration

Mew Dashboard
Applications & Integrations - Dashboard
I

~ Applications

Threat Response

4. W= 47045 T, [F v aR—K4£ (Dashboard Name)] Z A AL . FEHATEELZCILD
TIZ&% 5 Stealthwatch Enterprise E2 21— JILZRDTET,

5. Stealthwatch Enterprise ZBRAL. ¥ v a2 R—FIZEMT B2/ IILERRLET,
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Create Dashboard

Dashboard Name

[oastboora ]

Available Tiles

AMP Global Intelligence
> AMP for Endpoints
Email Security
Firepower
# Private Intelligence
SecureX Orchestration

s Stealthwatch Enterprise

Alarming Hosts by Category

Number of hosts in the alarm categories since the last reset hour.

Top Outside Host Groups by Traffic
Top 10 Outside host groups by traffic.

Network Visibility

Statistics for the number of hosts and the amount of traffic.

Top Inside Host Groups by Traffic
Top 10 Inside host groups by traffic.

Visibility Assessment

L T R T T

6. [fR7F(Save)1ZV'JvILET,

BIRLEZAAID . BET DT —R2EEBITT YDA R—FLA 7 IMMIKRREINET,

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved.
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BE %N 0D [l w8 &Il PR 52 1R

o Jx—)LA—/\—I[&, v1.5 D SecureX A TIEHHR—FEN TLVEH A, Secure Network
Analytics 7T—)LA—/A—RT7 DA D Manager MO A EHEESE DIZIE, AV F )
Manager CEXEZRYBRTHENHYET,

e Backup and Restore |&. Cisco Security Services Exchange Cloud IR—2JL DT /\f A& §% T
[FHR—rENTULVER A Manager @D [SecureX MEXTE (SecureX Configuration)] 285
[T 7\A4 R & £% (Device Registration)] /XRILIZIE, 9T5IRIZETATINA REEFDERD
AT—BANRTREINET , LEENST, TNHNARBED NI T7YTHLEREEETTH
;g'@%iﬂ'/\/o NI T7YTRICHEIBRLIE-EE L, EXxRICBRBEFEBETIIDELHY
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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EEEE

T=aT7ILDO/NN—D3y ABEH iR
10 2024 %1 A 198 BYID/IN—3,
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