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Cisco SecureX (&, BH DA FJOYV—ANLENIN-T—2ZFALT. BBORE. SAE. &
. SEZETIDIZHZILD Cisco Cloud DTSV IA—LTY,

ZDESEFHEIZEKY . Secure Network Analytics (IH Stealthwatch) TRDZEMAIEEIZHEYET .
e SecureX & v 17R—F D (Stealthwatch &R RSN TLVS) Secure Network Analytics 241 JL
#FERALT. FBLEBAN)OREEZL2—TF 5,

e SecureX NDA=a1—%FALT O RatEX 1) T4BEVHY—FNN—T1DHEIZERY
c %,

o SecureX DYIRUADTHAEIRET S,

* Cisco SecureX Threat Response (|H [Cisco Threat Response]) 754 X—k ATV R
A BT 12 Secure Network Analytics 75— LZEIET 5,

e Threat Response 7—4270—@DREITIXALERILT B1=8IZ. SecureX T Secure
Network Analytics MHEDEF Y TA ARV IEERTEDLIIZT S,

SecureX MEFMIZDLNTIE. D) o%FSHEL TS0,

e SecureX Web A~
e SecureX¥=a7)L

v7.4.0 TlZ. Cisco Stealthwatch Enterprise & DTS5 K4 % Cisco Secure Network Analytics [Z
ZELEL =, AU RMIDWNTIE, JJ—R /—F ZSHBL TS, ZOH AR T, LIETD
K A THD Stealthwatch ML EIZE L THHESEHIF T H1-OIZHEHASIA. Stealthwatch
Management Console ¥> SMC 72 E D HEEHERASINTULVET,

IH7E. SecureX Tl Secure Network Analytics [ Stealthwatch Enterprise EFRRSN TLNAZ &I
FELTLESLY,

7.3 M SecureX M E%TE T Cisco SecureX Threat Response |Z Secure Network Analytics 7 5—L%
EIET BT arNEBEHIHEO>TWBIEEIE. 75— LEEELSEITHEIIC Threat Response
Incident D77 avHNBEHMIZEKRESNET,
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&Y,

o« BB USVFADT—AZENELIIT—UTHLETEEEA,
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SecureX YR EAZ 1 —DIEE

SecureX YR

SecureX MR E, R—U DT ERZFH S Cisco Secure Network Analytics Manager (|H
Stealthwatch Management Console) M Ul [ZRREND V4P TYNTT , CDURU L, AR HED#E
B.BHELOER. /L TUMNIRT—70—DORE L, BRI/ N\ TAT DHELTHI—E
DB BBREZ IR LET . CNODBEEEIL. YRV RIZT TV —2a2 (7T ) EV—ILDREK
TRERSINFET,

YRUERTET HEL Manager DIEEDR—I MWD, AV TR —RTYIDERE, Observable
DRE siﬁf_‘;—&%@z/ \o T4 DEALR. SecureX EMESN-MMDE/ADT I EREEEITS
:tb§—6 o

AR ZEERTE T BIZIE. [SecureX DR EAZ 1 —DEZE |DIEFES L TLEELY,

Wckiunts Paew bckiont K- Packet Flood Imstgate Incicert RS
9, Search X W The soute host has sant an excessive number of shor packits 10 the target host. This security event is sien a5 & result of brute Sorce attacks, Do attack It -
Open - Created By Cisco Stealifratch Enterprise on 2020-07-08 17:46:55 UTC

~ Assigrad to me - Open (1) ASSQNoBS - A
Summary  Obsenables  Timed ne  Sghings  Linked Roferences {1) 5 —

Torgets {1} + ivewstigate those Targets Wy Properties
10.301.0.23
] 1P - Targeted by 2 utique cbasnvables, 2 Bmas in the Last 7 montha

;202 L : e
Incident Cbsenables (2 - Ime ater it vobie -

10.201.0.23 ~

scepss - 1 Taegat - 1 Sighting
First: 20 Last
10.201.3.18 [+

AR DEFMIZDULNTIL. [Cisco SecureX Getting Started GuideJ@M T Cisco SecureX Ribbon | IB
=SB TS,

SecureX A=a1—
A= a2—TIl&. SecureX [Z&E2T MDD RAB R DT —REEBIZORADERB AT RY
Y—REFRATELHLDHLET IR RAU DR ENET,

A=a—(%. SecureX EIBESNTWWAMDE G ET IL—TITYUILTWVET A2 —T—E®D
;793‘/’&@%%?—{3’6:&’& HERNRICERYNLTEMD TV aVvERITTHELTEE
Secure Network Analytics TlE. SecureX i & DERE &R IZ. Manager DEZ U T HIP 7EL ADHEIZ
H5  ([BRREES (Elipsis) ) 7AAY &0 w 93 b ETAZA—ZFHATEET,
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108317963 see

View Flows Edit
Top Reports

Extamnal Lookup

Show Effective Policy

SecureX

(|4 10.83.170.62

IV 1354 AM
I 1254 AM
A 2:54 AM

HE2N 12:54 AM

B 4%

- P Address

Subject IP; 10.83.179.63

Investigate in Threat Response

from: 02702 12:51 AM
to; D2/02 12:56 AM

Craate Judgermarnt

AMP for Endpoints

108317928 sas

Saarch for this IP

AMP Read Write June 2020

108317927 wes

Search for this IP

SecureX Orchestration

108317988 vee

10.83.179.46 ++:

108317910 +++

Perimeter Block

Stealttvaatch Ermerprise

Hest Regor

Talos intelligence

10.83.17

10.83.179.72 ==

Search for this IP

Umbrella-Protection
1P wigsw for 10.B3.179.63

Ao a—SEATEAEEDSFFMIZ DL TIE., ISecureX menu] DANIILTRE YO ESRBLTLE

LY,

| 0 A=a—DANIVTERRTBIZIE. SecureX IZTAT AT HRELABHYET,

SecureX & wi a7Rk—K @ Secure Network Analytics A4 JLIZD0Y

T
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ﬂ
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T4T2H-TLNT. 7
S—LEKXKERIZY—
RENI=LEBLTHRLET
DRNEBRRE,

HOURRID LA 10 451
DT75—LERT,

RNERYRT—O XX
7. Remote Access {&

=, BREOTREELH
B0z T . 5T
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(Stealthwatch ERREN TLVS) Secure Network Analytics Z{# AL T SecureX &y aik—K%
BET DAEIZDOULTIZL, I'Secure Network Analytics 21 JLZE{EFALT- SecureX F v aR—K D
REIDIEESHEL TS,
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SecureX MiAZERTET HE. TI—LAFT—AMNLIERHEINT=. 35T B Sighting, Observable.
H LW Indicator 7T LI+ E D Incident £L T. Secure Network Analytics 75—, hVi5 Cisco
SecureX Threat Response TS3ARN—F AU TP IV R ARTFIZORTLERBTESLSICHEYE
ERR

ZDIERIL. Incident MSIREL =35 B Sighting S KU Indicator EL THRAET ORI
Incident Manager NG, E7=. Threat Response M Web > — LN CERTEET,

B D Threat Response 1 T U7 O3 Tl — BT I3 INTA—2DBIZR
DA TLIVEHRETEET,

e [Incident{E#8E L N JL (Incident Confidence Level)]: Cisco SecureX Threat Response |Z3%{E
END Incident [CERE T HIEFHELANILEERTEET,

o [FiLU \TargetT T4 T4 DYERKL (Create a new Target entity) ]: Secure Network Analytics HY
Cisco SecureX Threat Response O Target EL TT7 7— LML HRANEIBETESLSICLE
9, M= DULNTIE. ISecure Network Analytics 75— LD CTIMA Tz HOMADLEHLIZ
DWTINEZSEL T ZEL,

° Cisco SecureX Threat Response |Z3E{ETAUNENHAHARANEHRERET HEE(C
NEIP PRLADHZEEHHIHE . [Threat Responsel ZTargetZ AL T % (&R
ARMDH) (Create Targets in Threat Response for Internal hosts only)] A7 3% &
RLET,

° Cisco SecureX Threat Response [ZIE{ET AU EMNH LI RANMERERE T LI
REBENEBRE A D IP FRLRZEEHDHIHZE L. [Threat ResponselZTargetF {ER T 5
(RERRARESL BB R R) (Create Targets in Threat Response for internal and external
hosts)] AT a3 & BIRLET,

o [7S5—LT—INELDHRAMDEEMZ{F A (Use host details from the alarm data)]: 3—4" vk
AT O EEETRRANAR— Y RANRIZEET H . EETHRAMDAFE (54—
TIYNRAMDAHBICHEET OINEFIEETEET,

M OVWTIX. TR EEBDEREIDOANILTIE v IESBL TS,

o LIRTMD/N\—3> M Secure Network Analytics (IB Stealthwatch) T Cisco
SecureX Threat Response [Z Secure Network Analytics 77— LZF1XET HLDIC
RELI=H A L. Threat Response Incident D7V ar N BEMIIZIERESNE

ERS
o BABARYS—DSIRELETS—LRAIZERESNI=A T UMIIE, ZOIERHRIE
o T o—LTHEBTELE=8., Observable ELTD IP PRLRIFEENFEH AL

e Incident [Z[Z. Secure Network Analytics 75— LD CTIMA IO HRADEHR
[COWTINETIERELI-BEDEHED Target A Tz VMMNEENFET,

 Secure Network Analytics 7 7—LMBIER STz Incident (&, #IgOTOREE
HICEBEINT-CTRAVY—ILMLRRTEET, HMIZDULVTIL, SecureX D
g IZ IR IDEESRL TS,
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Manager H' Cisco Security Services Exchange [ZZ % &4 . Secure Network Analytics TV a— LAY
SecureX ’GE&E‘E'&*L%)_&, Threat Response 7 —%20—T Secure Network Analytics MM I
JF AT —REHERTELLIIIHBYET,

SABETERINEITARTOEEGIP PRLXIZDULVT. Secure Network Analytics &, 2D IP [ZE§
BTN TS EF)TAARURE X 6T 5 Sighting B KU Indicator ATz VDB H T
RLEY,

[SecureX MEXFE (SecureX Configuration)] 74— LTREN D EF 1) TAARUMI  RD/INT
A—BERETEFY,

o SecureX Mo DFAEBEVITRANEHFRTHMNEDH,

o TXA)TAARUEEIRT Secure Network Analytics KA/,

o EFESNLLEARULDH,

o LX) TAARUIEIRT HiME,

SecureX [Z3E{E9 B Hi]IZ. Secure Network Analytics 75— LEtFa)F4A XD Cisco
Threat Intel Model (CTIM) AT U MIE#SINE T,

CTIM D EEHMIZDULNTIZL, [Threat Intel Model documentation]ZS BB L TLEELY,
COEBRTHERAINSTELI U TAT4ERITRLET,

o Incident: $A#ICHE T AIBIZDER DAV REIVARE, AV TUMIGIZBEET BH1ER.

e Sighting: HFE D BEFCH A /\— L TEHBISW-T—2(ZH+5528%.

e Observable: —EMHDHDID ZHFb ., ERFELIIFE(RAALZ . IPTRLR, 7MLy
DA BEDTNAREEA—H—) TR EINDIDITHAEREENH D, BHT
[RI5HY75{E . Secure Network Analytics Tl&., IP 7KL X247 D Observable [ZDLNTD &
FHREHEABLET,

o Target: EBDIZMELEST=T/NA A, ID, £ EVY—R, 23— Ik E 1 DUED
Observable [ZE>THEFISNET .

e Indicator: BEEDHAHENEE TR I EME/NI— F - [E—EDEHIZDOLNTDER R,
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Secure Network Analytics 75—L®D CTIMA T HOMADEHLIZDULNT

Threat Response DA T RT3V ETEEINZTRTOTS—LIE. AT,
BREER. 1O O7r—2E TN oDBOBRICEBRSNET  ROBK(E. CTIM ET /LT Secure
Network Analytics 77—LDRTERLTULET (BIZhR) .

Incident | -«——member-of— Sighting

part of part of
member -of  Loooooo D A N o,
T Vo i
| E Target E i Observerables E
| I

Indicator

Incident @ Sighting 77 U MFER T 515 S . Secure Network Analytics (21, RD&HIFINH S
Observable MEENFET .

e YL—2a T RO — ARVEIMSIRELT=75—LAIZIX, Sighting ATz IR
Observable #Z7 TN HYFEE A,

o EEXINEBDEETIFIEZ—T I TEROEELRITHIT S —LICIEK. ZET
% Observable [&. Sighting DA Tz IMIEFENFE A,

BREEROI—T I T OO EBET E-HDIL—ILIE. ROBMDEHEFEFRALTTS—
LHLIRS B Threat Response DA TURNT O avhoRESNET,

o Po—LMREETFLIXBENERDELE IDIGE. F—T I Tz IMIEENFE
Aso
Secure Network Analytics X 1) T4 ARXUED CTIMA T HRADEHLIZ
2L\ T
SecureX MDD FFEY I T AL T, Secure Network Analytics (& IP 7KL R IZE&EF 150 1=
X ) TAARUIERLET,

FTRTDEFL)TAARUME ROBITRT LI IL—23r oy TE2ERLTCTIMETIL
D Sighting H & Indicator AT PO E#EINFE T,

Indicator | -e——sighting-of.

Sighting

Secure Network Analytics X1 TFAARUEE CTIMA IOz HMILEMT HI5E . ROHIFIEIE
EIL—ILAEREINET,

o A—HFYrAT UMK, EXAUTAARNUED Sighting AT zHOMIEENTULVER A,
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Cisco Cloud 71>k

SecureX NDT IV RAIZWHELZT AU+
SecureX BLUBHEY—IILZFERTHICIE. FRFEDHIFEIZIRTROVWT IO T HIR
EEHOTWARENHYET,

e YROAXVXaUTATHIUR

e AMP for Endpoints 7>k

e Cisco Threat Grid 7 Ak

BERE IS ERORE T CIo. AT EOREISYRTLERONTANDT
O o EEBLOBEA L. BEOTHYUNEERL TS0, HLOT AU REERL
RNTLFEELN,

SecureX [T IR TH1=80DTH IO DIERK

FHYURDERDEEMIZ DL TIL., [SecureX Sign—0n Guide]ZS B LTSN,

DR EXa)TATHIUANDTIERADEE
BEEN R X2 TATHIOUCOMAEEZILEEEDEE(E. O 1—F—IZHBD
DRAEFA)TATAIVADT IR EEF S TE BFOL—Y—4EEBTEEXT (THY
DRDTITAR—3 DEFA—IEBEFETHEE)
A—H—%EBETHICIE. ROFIEEZEFTLET,
1. 75994 RO T, BEOMBOL RatX1TF4ThOUMIBELET,
o JtK:https://castle.amp.cisco.com

e I—0Ow/\:https://castle.eu.amp.cisco.com
e 77 (APJC) :https://castle.apjc.cisco.com
2. [A—H—(Users)] &IV ILET,

3. A—HY—THULRIEEZEBMFE-IIRELET.,
[7Hh o EEE (Account Administrator) ] Z:&IRLI-H5& L. 2—H—ZX1—H—77
T RIEFHELTERTIERNEZAONET,
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Secure Network Analytics T SecureX fi 8% ET & RDIEMNTBEIZHEYET,

e Secure Network Analytics D Ul T SecureX DA=a1—%{E RIS,
e Secure Network Analytics @) Ul T SecureX DR Z{FERT B,

o Cisco SecureX Threat Response 75 A A—k A2 TP X ARTIZ Secure Network
Analytics 75— LZFEX{ET 5,

CIEAE Jas
e Managerv7.2.1 LIf&

o SecureX IZ7IERTB=ODTHIUELHS ([SecureX ~DT7 I AIZHELTHI
FIESR),

e Manager M5 Cisco Cloud., SecureX 754 _R—k /TP X AP, B XU gD
SecureX IR—ARJLIZT7 O MND U REHGTES,

o KT

® api-sse.cisco.com, Rh— 443

® visibility.amp.cisco.com. 7h— 443
B private.intel.amp.cisco.com. f— 443
B securex.us.security.cisco.com, f— 443
° EUYZILk:
B apieu.sse.itd.cisco.com. R—k 443
B visibility.eu.amp.cisco.com, 7R— 443
B private.intel.eu.amp.cisco.com. 7R— 443
B securex.eu.security.cisco.com. 7h— 443
o FUFT(APJC)ITIEK:
B apieu.sse.itd.cisco.com, 7R—k 443
® visibility.apjc.amp.cisco.com. fR—k 443
B private.intel.apjc.amp.cisco.com. 7h— 443
B securex.apjc.security.cisco.com. h— 443
° Orbital L—H—D&H: ROBIARRNMZIT IRV REGEHFRIT 5,
m JtK:orbital.amp.cisco.com. 7R—k 443
®m 3—0Ow/\:orbital.eu.amp.cisco.com, 7k— 443
m 77 :orbital.apjc.amp.cisco.com. 7h—k 443

o Secure Network Analytics DEARBETEXATAARUNETS—LDNEFEBYIZAER
INTLS,
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FE
SecureX i ZRTET HICIZ. RDOFIEFZETLET,

1. SecureX DMK ISORIZHEELET .
o JLKYSIK :https://securex.us.security.cisco.com

e A—NAw/N\IT K :https://securex.eu.security.cisco.com
o 7T (APJC) TR :https://securex.apjc.security.cisco.com

2. TRRA2 AT AMP, Cisco Threat Grid, £1=IEZ> RaDEFX1)T4 7HhOUDILT
Div )LEFERALTYHAUAULET,

3. [# & (Integrations)] AT ZFEFIL . [ER7E (Settings)] A=a2—D [API V547>~ (API
Clients)] &0y ILEY,

4. [AP1 OS54 T7 2 bD AR (Generate API Client)] #91)woL%Ed,

alvaln can o
il SecureX Dashboard o = 2

Settings API Clients 3

Your Account A

Devices

automate Cisco Threat Response by calling the collection of APIs it is buit upon.

API Clients

> Integrations User D Description

Users

5. BLVTWAFATOT T APIYZAT UMD BRIEHRBAZA AL ROGEZERLET,

¢ Admin o Casebook e Enrich:read

o Feedback ¢ Global Intel:read o Inspectiread

o Integration ¢ Notification o Qauth

e Orbital o Private Intel o Profile

o Registry e Response o Telemetry:write
o Users o Webhook

| O AP HSATUMERSN R R EREEETEE LA,

6. [FTLLNVISA T RDENM (Add New Client)] 24Uy HLET,
7. SRATLIE.9FATURID E9SAT RN RAT—REERRLET,
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Add New Client

The Client Password cannot be recovered, once you close this window.
Please store securely.

Client ID - Copy to Clipboard

Client Password - Copy fo Clipboard

Close |

| @ covirvemeac. s517otsx—rsmmCEEL AL

8. FoAT)EBEFIIRTEEEEELELT Manager AT A LET,

9. FEF—S 3 Az a—pD W ([Fa—/\LERTE (Global Settings)) 74> #9')voL.
[SecureXM % 7E (SecureX Configuration)] Z:&RLET,

10. [SecureX MEEE (SecureX Configuration)] £ a> T, [FHLULVEREZ BN (Add New
Configuration)] Z#91)vyHLZEd,

<o) Network Analytics Dashboards~  Monitor+  Analyze+  Jobs+  Configure »  Deploy + a4 f 4| Wb ccure

Cisco SecureX Integration Configuration

SecureX Configuration @ Add New Configuration
No SecureX information available. Click Add New Configuration to begin

Device Registration @ New Device Registration

No Device Registration information available. Click New Device Registration to begin

1. AWWTWBI74—LT APIISAT U rDERIZERL =Y SO REEIRL. ATV 6
DISATURID EDSATURNRT—RZERYFTET,

12. AT DHEATLavEEIRL, [(RE (Save) 127V ILET
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SecureX Configuration @

@© Tosend Alarms as Incidents to Cisco Threat Response, use the Threat Response Incident action in
Response Management

SecureX Connection Details

Cloud Region @
North America (US) v

API Client ID

[enr o1 crt D

API Client Password

e

No API Credentials? Get it from: hitps://securex.us.security.cisco.com

SecureX Integration Options

13. SRTLIZAPIOLTUOvLERIILTRELET,

SecureX MR EAZ 21 —D AR
SecureX MEREMSE T LT=5. Manager DIEEDR—T(2H DR Fi=1d [SecureX DEXTE
(SecureX Configuration)] R—IU M5, SecureX DYR EAZ1—%RKETEET,

[SecureX MEXTE (SecureX Configuration)] R— 285 SecureX DRV DFREE V1P Ty
X URVDBREDEBRAT—ARAMTRIN, URVZERFELIY . RBEMIRLIYTEET,

SecureX M)RU MDD AR
1. Manager DR—U D TERIZH S SecureX DRV ERBEHALET .

Cisco SecureX
Cisco SecureX provides access to threat intelligence and
powerful incident response capabilities from the context of
your Cisco investments,

ebook hreat Response Incident Manage Orbital

A powertul tool for . sharing, and enriching your Triage, investigate, and track high-confidence security Query your endpoints like a database. Improve threat
analysis. Quickly identify and remediate malicious fle incidents from integrated products. hunting, incident response, IT operations, and vulnerability
hashes, domains, IPs, and more, assessment,

© 2021 Cisco and/or its affiliates. All rights reserved

2. [SecureXZHN15 (Get SecureX)]1 Z91) I LET, SecureX DAGT A R—IIZYHE A LIRS
nxEvd,

LT v )LEFERLT SecureX (AT AU LFET,

ETE LT=%6F T SecureX [ZT7 I RT B1=8HIZ. Manager SecureX DR IS4 T E&
PRI HEIITKOHENFET,

5. TORAREEFELET, VARV HABEALIKEE T Manager R—2 (2R ALY L&A, Manager
TYURVEFERATESXSICHYFET,
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[SecureX ME%E (SecureX Configuration)] R—IU M5 D AR
1. Manager [COG A4 LET,

2. $} ([4'B—/3 )L (Global Settings)]) 743 £491)y L TH 5. [SecureXDETE
(SecureX Configuration)] Z9')yIL%ET,
3. [SecureX X)) T4 R MEREE (SecureX Security Ribbon Authentication)] 94 vk ®

[793a> (Actions)] A =a—%BAZ., [KE2 (Authorize) 1 &1y LET , SecureX AT A
IR=DIYFALIENFET,

SecureX Security Ribbon Authentication @

‘‘‘‘‘‘‘‘

Admin User - - A Unauthorized
© Refresh
+ Authorize

4. JLToIw)LEERALT SecureX [2AT AV LET,

5. I8ELT-EFE T SecureX [IZ7 VR T 51812, Manager SecureX DR ISA T A&
BRI HEIITKOHLNFET,

6. TORAREEFHSLET , VAR HBEALVZIKEE T Manager R—U YA A LIRS, Manager
TIRVEFERATEDLSITHRYET,

BIO> SecureX 7 AT SeoureX DYRUE AT 2BENHHBE L. BEDL—F— D&
BERBLTHOH LV 1—F—CHERRT SLENBYET,

IRTED SecureX )R> DR ZBHEIR

1. [SecureX ME%5E (SecureX Configuration)] R—I T, [SecureX X2 F4JR DERE
(SecureX Security Ribbon Authentication)] D4 T ybZ#h 5 [72 3> (Actions)] A=a1—
#BA=. [AFREZER (Unauthorize) ] & 9') v LET,

2. LEEOFIEICHH-T, BlOL—Y—TRIELET .

I

Threat Response 12T N7 O3V DERTE

LIRITD /\—32 M Secure Network Analytics (IB Stealthwatch) T Cisco SecureX
6 Threat Response |Z Secure Network Analytics 77— LZEETHLIIEZELI-EE
[&. Threat Response Incident D 723> N BEMIIZ{ERLESNFET,

1B I8 T Threat Response DAV TURNT I3V H#H/TET HICIE. ROFIEEETLET .

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -17-
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1. Manager (AT A2 LET,
2. [E%5E (Configure)] > [X1i5 & I8 (Response Management)] DJIBIZEIRLET .

Jobs Configure » Deploy

Policy Management
Alarms
Host Group Management
Network Classification
n Services Target

7\

)

Response Management

plu

Eleun Pallactare

3. [7U3 3> (Actions)]12TE0)yILTH L, [FHLLVT I a> DENM (Add New Action)] >
[Threat Response Incident] DIEIZZ') v ILET,

Response Management

Rules Actions Syslog Formats

Actions Add New Action v

Syslog Message

Name + Type Description Used By Rule:

Email
Send email Email Sends an email to the recipients designated in the To field on the Email Action page SNMP Trap
Sends a message to the syslog server designated in the Syslog Address field using the ISE ANC Policy
Send to Syslog Syslog Message g R — & ey g
default Syslog Message format. Webhook

o Threat Response Incident

4. Tr—LIZAAL, REF (Save) 120y ILET,

Incident Confidence Level @

o 3

Create a new Target entity in SecureX Threat Response for alarms processed by this action.

(® Create targets in Threat Response for internal hosts only.

(© Create targets in Threat Response for internal and external hosts.

Use host details from the alarm data: ‘ Source and Target Hosts v ‘

T3 DA TarDEFMIZDOULNTIL, MCisco SecureX Threat Response ~@ Secure Network
Analytics 7 5—LDFEEICDVTIEMHRIGEEDHE IDANILTFEVIESRELTIZELY,
I
1. Manager T SecureX DA=a—,RUAMERAARETHAEEHERLET,
e SecureX NDA=—a1—DIFE:
o ZBYUFTBHIP TRLAREZEL Manager DIEEDR—TFHEET .
° BZHEIDHIPTFLRADIEIZHD *** ([HBBEFES (Ellipsis) ) 74> #0')vL
E3
o RIRSNBRYT T YT A=Z2—T. [SecureX] DWEIZHBKENZEIIVILET,
E2ORY TP YT AZa—PAZ1—a TV EHRIZRTENET,
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Host

Sorted by overall severity @

+ Host Address + Host Name + Last Active sl
10 P
9 = |P Address
View Flows Edit || Investigate in Threat Response |
Top Reports N AMP for Endpoints |
Search for this IP
External Lookup > Orbital
Show Effective Policy Orbital Query
SecureX [j h SecureX Orchestration |
“ Perimeter Block |
Subject IP- 10 Secure Network Analytics
from: 06/10 3:04 PM ) Host Report
to: 06/10 3:09 PM Talos Intelligence
Search for this IP

10 Umbrella-Protection

IP view for 10
10,

e SecureX DURDEBE:

° Manager DIFENDR—JIZBELET . R—S D TERIH 2 ikl
(SecureX DUR) FAALES 9oL TISTorE RBILET .

%7 Network Analytic

2. SecureX T Secure Network Analytics 7o—LZMEZRLET,
a. Secure Network Analytics MO TA4DIVFERIFEXRGEXF 1) T14T75—LEZBHETS
N TAMX ) TAT7S5—LREREINDETEHELET,
b. SecureX MMIFEIZHRIZ AT AU LET,

c. SecureX MR D Incidents 7J'1), F1=1& Cisco SecureX Threat Response M
Incident Manager [Z#881LFE 9,

d. YAMIZS5—LARTENTLET,

Cisco Security Services Exchange (SSE) 25 KI&. —It B0 Manager C{EHTEE 9, SSEY

59K T Manager & 4839 % &. SecureX T Manager Dot X ) FAARUMNEEDI ) F A

F—A2ZRELTHAEBET—I70—I12&88H1=Y. SecureX & v a7R—K D (Stealthwatch ERRE
N TLVS) Secure Network Analytics FA4IILEEFLIZUTEET,

SEHIZDULNTIEL., I'SecureX @M Secure Network Analytics TV F A RT—RIZDNT]. LY
[SecureX & 27R—K @ Secure Network Analytics 34 JLIZ DWW T IDIBEZSBLTLEELY,

o SSEXTIAINTEHIIZL-O>TLET,

@ . BEEREEATIEAEE. SSETAYURERT—F SAHUR FAYUREY
T BRERBYET,
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A

T4 ILED Manager 7A T TATAEBAE TR SN BELDEITERLGDIHR AL
Manager 7 AT T4 T4iEBAEZEZERAL TS5 S (L. Manager TIEMD R E FIEH 2
BZRBIENH B0, TO=ZHIL Y R—FZBBENEHELESLY,

BENE&FIE
ROEH-EMNE=SNSDE, Manager [£ SSE V5O RICEHERIIZERSNET .
e SSEA T aviE. 44 & —E AT Manager IZRLTEBIZEYET,
e Manager [FFE 1= SSE [T&E RSN TWEE A,
o BEVDERIEIRI—FYILIIT SAEVRIZEFINTNET, FIBIZDLTIE.

[Smart Software Licensing]lH M/ FZESBL TS0,

SSEZEMFITEMICT BT ROFIREERITLET

1.
2.

Manager [CAS A4 LET,

T ([F'O—/\JLEESE (Global Settings) ) 74> &0y L. [—TEH (Central
Management)] Z#2') v L%ET,

Manager D [7 933> (Actions)] FID TFIZdH D *** ([BEEEES (Ellipsis)) 7AaA> &)y
L [TTZAT U REEDHRE (Edit Appliance Configuration)] #4)vILET,

4. [£##% (General) ] ZE Vv ILET,

5.

6.

[4} &84 —E R (External Services)] T. [Cisco Security Services Exchange] Fxvohwo R
FAUFEEIEIATICLT, BEREREEDF-IXEIICLET,

[E%5E D& A (Apply Settings) 1 92Uy LET,

ThIOUEDIY

AY—bk 542 R 7H™2 k% Cisco Security Services Exchange 7HDO M) 99 BIZI1E. R
DFIEEETLET,

1.

SecureX OIS HRIZFEEL . Cisco Advanced Malware Protection for Endpoints. Cisco

Threat Grid, £z Ra X a)Ta 7hooboOd (U fgREFERLTOT AU LET,

[Z I (Administration)] #7%9vHLE 9, [T /31 X (Devices)] > [T/N\A AN EHE
(Manage Devices)] Z121#R L T Security Services Exchange [ZH &I TEALSIZLET,

Dashboa

evices

uuuuuuuuuuu

K (Y=L (Tools)] 7AALEZ ) YIL [RR—FRETHIURD % (Link
Smart/Virtual Accounts)] Z#91)voLZET,

0 % 9

alnaln
cleco Security Services Exchange

Devices for Cisco - Integration

THAIURD)RNEEORYT T YT NORAT—R T HOUNEERLET,
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FEERFIE
Cisco Secured Exchange Cloud |~ Manager ZF B TE T 521, ROFIEEZEITLET,
1. SecureX DHIFEISHKRIZFZEIL . Cisco Advanced Malware Protection for Endpoints. Cisco
Threat Grid, £f=[&L X X a7« 7hoorOOd A EHREFERALTOT (U LET,

2. [&IE (Administration)] 27 %&421) v LET , [T/51€ X (Devices)] > [T/IN\A ADEER
(Manage Devices)] Z3&#R L T Security Services Exchange IZBBEITEALIIZLET,

il SECURED,  oasroos

Devices

3. [F/31 R (Devices)] 4T%5YvoL, A—COEAIZHS T ([FHRLRDEBMEF—H
D 4 B (Add Devices and Generate Tokens) ) #9')v o LET,

'éllls‘tl:lt;. Security Services Exchange Dashboard  Devices  Cloud Services  Events o =
Devices for Cisco - Integration

Y | Device Nam:

0 Rows Selected @‘J (]
W L Name Type Version Status Description Actions
> 1 © Registered s

I > 2z © Registered /W
3 a © Registered suc
> 4 © Registered B
> 5 © Registered F

4. FLTWBHA7OT T, [#1T (Continue) ] &2y IL. TNARAD—I V&V AT LIZE
REEFET,

Add Devices and Generate Tokens @ X

Number of devices
1
Ip to 100

Token expiration time

1 hour v

Cancel Continue

5. £RENTh—IUFAEYNYTFIZTIE—TF oM ARSI b—IUET7AILICRTFLE
ERS
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Add Devices and Generate Tokens @ X

The following tokens have been generated and will be valid for 1 hour(s):

Tokens

Close Copy to Clipboard Save To File

6. 7oA EBEEFIIREEEEELELT Manager AT AU LET,

7. FEF—LavAza—ms I ([F0—/\LERTE (Global Settings) ) 74 4w,
[SecureXM % 5 (SecureX Configuration)] ZE&IRLF 9,

8. [T /31 R &% (Device Registration)] £93>T, [FTLULVT /31 XD & £% (New Device
Registration)] Z#91)v L% 7,

fQj Network Analytics Dasfiboards »  Monitor »  Analyze»  Jobs+  Configure ~  Deploy ~ QL ou |

Cisco SecureX Integration Configuration

SecureX Configuration @ Add New Configuration

No SecureX information available. Click Add New Configuration to begin

Device Registration @

No Device Registration information available. Click New Device Registration to begin

9. FALVTWLNAA A T7HA%Y T, SecureX DMIFIT IR E—ET B0 IR ERL, FIES
THE L THRTFELT= Security Services Exchange b—2 &AL E T, [{RTE(Save)] &4
Yo LET,

Device Registration @

Cloud Region @

North America (US) v

Device Token
[ Enter

No Token? Get it from: https://admin.sse.itd.cisco.com

10. T /34 R[& Cisco Security Services Exchange [C& kS, AT—RRIE [FFEH
(Enrolled)] ELTRRESNFET,

11. Cisco Security Services Exchange IR—A )L CT N/ ADAT—RRAEEZRLET ., T/ (R
DAT—ARRIE, [BEKEH (Enrolled)] ELTRIRSNDIDELRHYET,
Secure Network Analytics T SecureX $i8EV1—ILDETE

SecureX T Secure Network Analytics WO T Yy F AT —RER YL aR—KREA/ )ILETET S
[CIE.MEED 21— ILERETIDELNHYET,
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Rl &4
e Manager A\ Cisco Security Services Exchange 75 R[Z& RSN TS,
e Cisco SecureX Threat Response H'. Cisco Security Services Exchange IR—2 )LD ISR
H—EXTEMIGSTLVS,
FEHIZDULNTIL. lCisco Cloud TM Manager M &% |DIEZSBLTLIEELY,

FI&

SecureX T Secure Network Analytics EV 12— )LEZERTET AIZIE. ROFIEEZEFTLET,

1. SecureX DHIFEISHKRIZFZEIL . Cisco Advanced Malware Protection for Endpoints. Cisco
Threat Grid, £f=lE> X wXa)T4 7hoorOOT A EREFERLTATALET,

2. [# & (Integrations)] 2T ZFFL . [EXE (Settings)] A=a2—0 [ & (Integrations)] &%
JyoLET,

3. [FILLVED 21— )L %E N (Add New Module)] 9w LET , [{FE AR EELHK S (Available
Integrations)] R—UDBHEFET,

.'clllslé!'.;l Secu reX Dashboard  Integrations  Orchestration  Administration

Settings

Integrations

Intelligence within Cisco Threat Response is provided by modules, which can also

Your Account
Devices
API Clients Your Configurations
> Integrations e q

Users

_____________________________________________________

Built in Modules
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4. Stealthwatch Enterprise E2a—JLZRDIF T HLWWED 12— )L ZEE NN (Add New
Module)]1 &21)yoL%EY,

.ICIIIS'éIOII SecureX Dashboard  Integrations  Orchestration  Administration o & 1

Auvailable Integrations

Select a module you would like to add, or click here to leam more about modules configuration.

Settings
Your Account
Devices

API Clients AMP for Endpoints {6/l Cisco Threat Intelligence API Email Security Appliance

~ Integrations

Available Integrations AMP for Endpoints prevents threats at the point of entry, by identifying The Cisco Threat Intelligence API (CTIA) is a REST API designed to The Cisco Email Security Appliance (ESA) provides advanced threat
Users and halting advanced threats before they reach your endpoints faciltate the rapid storage and retrieval of cyber threat intelligence data protection capabiltes to detect, block, and remediate threats faster,

PREIENICET Learn More - Free Trial Add New Module [IIECRYVES PRV Learn More - Free Trial

Firepower [l Orbital SluE) svA Email

Firepower provides complete and unified management over firewalls, Cisco Orbital is a new advanced capability in Cisco AMP for Endpoints Cisco Content Security Management Appliance (SMA) centralizes
application control, intrusion prevention, URL fitering, and advanced designed to make security investigation and threat hunting simple by management and reporting functions across multiple Cisco email and w

PRI Learn More - Free Trial Add New Module [IIEERNVSS PRIl Leam More - Free Trial

SMA Web Stealthwatch Enterprise Threat Grid
i i o

Cisco Content Security Manages ide network visibility
detect and respond to threat.

Appliance (SMA) centralizes

The
m 0ss multiple Cisco email

Add New Module [TV

Umbrella 2 VirusTotal

and w.

5 BALWTWLSHAA7OY T, ROKIIZLET,
a. EDa—)LICARETEMTET,
b. [Z8%FHAT /31 X (Registered Device)] KA T A M5, Manager # RDITET,
c. [RTF(Save)]ZVJvILET,

'::III.';(I:IC.)I Sec LJI'C'X Dashboard Integrations Orchestration Administration

Settings Add New Stealthwatch Enterprise Module
Your Account Module Name*

Devices Stealthwatch Enterprise

API Clients

. Registered Device*®
~ Integrations

Available Integrations Search registered devices by name
Users
=n

6. Cisco SecureX Threat Response 1\ Manager Mo T yF AT —RZEIG TER LW
BALES, FIEIEXXDELYTT,

a. Manager DtEF T2 Y1 R—REHRL. EX2)TAARUNEERTEIPE
ROITET,

b. Cisco SecureX Threat Response MFABERFE/NRILICCOIPEAALET,

c. TI57I2F BEREINF-HRAMED X TAARUMNIBEET HMDARADR TS
nEzd,

d. Sightings [(FERINF=AHRRMIBEEMITOENTNSEF L) TAARNUERLET,
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Secure Network Analytics BA ) E{[EHLT- SecureX A v ak—
NOE#3
(Stealthwatch EFRREMN TULVS) Secure Network Analytics 241 JL% SecureX & wi o

o R—FIZB T BHiIZ. Secure Network Analytics B ED 12— ILEHRTEITHILENHY
F9,

(Stealthwatch EFRREN TLVS) Secure Network Analytics 24 ILESF W aR—KRIZIEMNT BIZ
. ROFIEZEEITLET,

1. TS50 40RO T, BEEDHIZEOD SecureX R—RILICHBEILET

o Jt3K:https://securex.us.security.cisco.com

e J—0Ow/\:https://securex.eu.security.cisco.com
e 77 (APJC) :https://securex.apjc.security.cisco.com
2. R tF2)T4FT=I& Cisco Threat Grid 7hH U hE{FERLTAT A LET,

3. YL aR—ROAZ21—/N\—T, [#FRF v 27R—K (New Dashboard) ] #4714 L T.
[ZvL 2 R—R D YERL (Create Dashboard)] 74— LFFAEET,

' ::IIIS'::L: ' Secure X Dashboard Integrations Orchestration Administration

]
Mew Dashboard
Applications & Integrations [&= Dashboard
I

~ Applications

Threat Response

4, AW A4T7aY T, [H v aR—K 4 (Dashboard Name) ] Z A L. EARIEELZAILD
T 123 5 Stealthwatch Enterprise E2a1—J)LZRDITET,

5. Stealthwatch Enterprise ZBEL. v ah—RIZIEBMT 22/ ILERIRLET,
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Create Dashboard

Dashboard Name

[oastboora ]

Available Tiles

AMP Global Intelligence
> AMP for Endpoints
Email Security
Firepower
# Private Intelligence
SecureX Orchestration

s- Stealthwatch Enterprise

Alarming Hosts by Category
Number of hosts in the alarm categories since the last reset hour.

Top Outside Host Groups by Traffic
Top 10 Outside host groups by traffic.

Network Visibility
Statistics for the number of hosts and the amount of traffic.

Top Inside Host Groups by Traffic
Top 10 Inside host groups by traffic.

Visibility Assessment

[ T O S T

6. [fRTF(Save)] &0V ILFET,
7. BIRUBAIHD EEST ST —REEBIT VY aR—FL AT IOMIRRENET,
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BE %N 0D [l w8 &Il PR 52 1R

o Jx—)LA—/\—[X, V74 D SecureX A TIEIHR—FSINTWER A, HEEHRESES
[ZI&. £hAF1) Manager TEHREZEYIRTHELAHYET,

e Backup and Restore |&. Cisco Security Services Exchange Cloud IR—2 )L DT /\f A& §Z T
[ZHR—rESNTLVEE A, Manager M [SecureX ME%TE (SecureX Configuration)] (245
[T 731 R & £% (Device Registration) ] /XRJLIZIE. 9T5IRIZETATINA REEFDERD
AT—BANRTREINET , LT, TNHNAREBEDN\VITYTHLEREEETTH
;l;t:@%itf&o NITITRICHIRLIZIGE X, EXRICEBREBETIZILELHY
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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