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LB DI L 3
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B 3
IURRAURS A AE DataStore BERE . 3

B T 5
AnyConnect TD NVM T T ZA LD ERTE oo 5
NVM kS 7499%BIYIAL =8 D Flow Collector MERTE ..., 7

MEEYRT YT DR (Data Store D) 7
Flow Collector D EFER B DI B 10
A IRV T—H Fy270—0 Flow Collector DEXRTE (A FSa>) 12
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TO—1RFR (FE Data Store MAF) ..o 13
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[EL&HIZ

[FLOHIZ

CDHARZFERALT., L TZE L TESLSIZ Cisco Secure Network Analytics (1B
Stealthwatch) & Cisco AnyConnect Secure Mobility Client Network Visibility Module (NVM) % E% %€

TEFEY,
e NVM 74— ILRDRFLERT
e NVM 70—m5DEEFDR) D —ERIL—ILDR)H—
o NVM ;5740 991ZF < NetFlow & H
o TURRAVMERIZEDICHREL £FX2)TA ARUPDIER

A Secure Network Analytics (NVM Z{# FB) [&. UDP Z 4L 7= IPXIF/NetFlow v10 Z4H/H—k
LTWET A, DTLS [FHHR—FLTLEE A,

o Cisco Secure Network Analytics TVRRA US4 X DB Secure Network Analytics
v150, TVRRAVISA D ADFEMIZDNTIF, AX—rVYIrIT7 A4 0T A4
k75 [XEE] S RL TS,

o AnyConnect v4.7 L&

IRRA RS A1 R [& Cisco Secure Network Analytics T—AR A7 (2L THHR—rEN B &
SIZHEY U TORBERHBLET,

o FURYNT—=DEFTRYNT—IDT—E%EL . TURRAUMIX T HRLLEAIR M
LIR—RELFE =T TUDIURKRAU ST 4959 (NVM) LFR—RD NVM T4— LR IZx S
SRR
NVM F—4® 30 BRI L DRTE
MIBLHT)DINTH—T U RE L
NVM ;571972 E < NetFlow & H

o TURRAUMERICEDICHREL £FXa)TA ARUPDIER
ézg)lil:? ZRENEEE(RBOOEER) DS T7490T0T7AILIZEAT HHE/NTH—I VR

N °

o A —_—
1 B&H Y DITA—H(FPS) NVYOT7ITI7ALIL INYOTITI7AMIL
NetFlow NVM FC 4210 D ¥ DS 6200 D& /R EH#AMK 31 B
300,000 150,000 1 3

© 2024 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -3-


https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-licensing-information-listing.html

[EL&HIZ

FNEFNIRETONITA—TURE, RAMIOTO—DFEHH A XHE  LKOHIDE
O Fici-oTtEErZHITMENABYET. ARARYATADERICT—4% T -
HITREERLTOETH. B k> CRRANELDBEENHYET .
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=JL ==

axX ;B
AnyConnect T NVM 7AJ7A )LD EETE

AnyConnect 7O774 JLIZT4%(%. Cisco Adaptive Security Device Manager (ASDM) %
0 MLT, F=IERFVR7AVELTIRIEENE T, AnyConnect 7 AT 7 A LT T4 2D E
AAZEOFHIZDULTIL. [AnyConnect Administrator GuideJZZS BB L TLZ&LY,

1. Network Visibility Module WA AR—I)LENTWNBZEEFERLET,

@ Cisco Secure Client

asco SECURE
Secure Client

© Copyright 2004 - 2023 Cisco Systems, Inc. All Rights Reserved

Terms of service

Privacy statement

Notices and disdaimers

Third-party licenses and notices

Installed Modules:

Name Version

Close

2. FYRT—IDEREES 21— ILDTAT7AILITAR3EHEET,

3. [aALY2MERTE (Collector Configuration)] 2233 TC. Flow Collector @ [IP7KL X (IP
Address)] & [[R—k (Port) ]2 A HALET,

FIAILRR—ED 2055 TldA< BR—k 2030 2T A LabEFHOLET, R—k
2030 MY TIZHEHINTWWSIEE X, FHEATHEWMEEDR—IEFERTEEY,
A DR—KkIE. TFlow Collector MERTFE 1203V THERALET,

R—k 2055, 514, 8514 [Z{FRALZLTLEELY,
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AnyConnect Profile Editor - NVM Profile - O *
y
File Help

NVM Profile Desktop -
Profile: Untitled

Collector Configuration Cache Configuration
IP Address/FQDN [ Max Size 50 MB
Port [] Max Duration days
Periodic Template Report | 1440 mins

Mote: Valid range: 5mins - 24hrs{1440mins).

Periodic Flow Report [ |s0 seconds
Mote: Valid range 60-360. To send at the start of the flow: 0.

Aggregation Interval 5 seconds
Throttle Rate 500 Kbps

Mote: Valid range: 12 - 2048, To disable: 0. l}
Collection Mode All Networks w
Collection Criteria [] Broadcast packets

[ Multicast packets
Data Collection Policy Add

Edit
Delete

Trusted Network Detection |;

@ Help

[D74)L(File)]> [{R7F (Save) 129y JLTNVM TET7 M LEREFLET,

NVM Z7R77A/ IV T43%FACET .

VPN 7O77M LI T4 3ERAEET,

[E2%E (/X\—F2) (Preferences (Part 2)) 1 Z#9')woLET .

[BEVPNA S — (Automatic VPN Policy)] FxvORv I REAIZLET,

[{EfETE DRy T—471R1) S — (Trusted Network Policy)] T, KA TR Ui [

(Connect)] Z#EIRLFET .

10. [{EFETEHLVR YT —97R1) S — (Untrusted Network Policy)] T, FEY TS i ol
L7ELY (DoNothing) 1 & IRLET

11. [{EEETZADNSKAA > (Trusted DNS Domains)]. [{E#8 =5 —/\(Trusted Servers)].

H LU [EEBAZE /w3 a1 (Certificate Hash) ] ICAALET,

© ®© N o g ks

o {ERETZES DNS KASL I, Flow Collector WEITEINTWBRASVELERILTH S
o HEMNRHYET,DNS BTy IRATIE, TAILEH—K (x) Y R—bEnFET,
o EHETEAY—/NIE . RKYET—H LD DNS H—/A\DIP PRLATHADLELDH
UFEd,
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[B& AnyConnect Profile Editor - VPN — O *
File Help
ven | Preferences (Part 2)

B preferences Part D) | [3poile: Untitled

Preferences (Part 2)
Badwp Servers Automatic VPN Palicy .
-J# Certificate Pinning Trusted Network Policy Connect ~

Certificate Matching

= Certificate Enrollment Untrusted Network Policy DoMothing e
; - Mobile Policy
i Server List Trusted DNS Domains *,cisco.com

Trusted DNS Servers
Mote: adding all DNS servers in use is recommended with Trusted Metwork Detection

Trusted Servers @ https:/f<server=[: <port>]

=ty add
Delete
Certificate Hash: Set
[] Always On (Mare Information)

Allow VPN Disconnect
Connect Failure Policy Closed

Allow Captive Portal Remediation
Remediation Timeout {min.) 5

Apply Last VPN Local Resource Rules

[[] Captive Paortal Remediation Browser Failover v

6 Help

12. [Z74IL(File)]> [{R#F(Save)1 %0 v I L TR EZREFELET,
13. AnyConnect 7OJ77A LI T4 R%FHLET,

FEEyc7 T OE A (Data Store D& )

Data Store Z{# FHL THFL L Flow Collector TNVM bS5 74090 DRYAHZEFHMIZT HIZIE. XD
FIEEETLET,

1. Flow Collector MEZ LT BT IZATUAAVAL—=IL HAE DFIEIZH TS, &
[SOART LAV T4FaL—230 AAFEFERALT.BROTLANI AT OTTSATY
AERICEAT S FIEEHERELET .

2. RIS AVY—IZTIRALET  RET7TITSATUoADEBMNTETLET .

3. AVY—ILTRTAVLET,

o A5 4> :sysadmin

o TI#ILE IRRT—R:lanlcope

o DATLEHRETAHEEIT, TIAINMDNRT—FEEELET,
4. RELE-OTAVRATOREREERLET, [OKI ZEIRLTRITLET,
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5. MEEYNT YT OMEEFERLES , [OKI ERIRLTHRITLET

6. TLAR)BAT1) REHS [Network Visibility Module — NVM] Z5&3RLET , [Yes] Z:EIRL T
HITLET,

I O 774 LhTlE TRTOFLAN B TRBIRSNTVET
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7. [Network Visibility Module = NVM] @ UDP ik—k& A AL, [OK] Z:&IRLET,

[AnyConnectTM NVM ZOT77A LD EERTE 13> DFIE 2 THRELF-R—F
[CEFZRELET , R—bk 2030 AT I#+ L R—FTI, R—hk 2055, 514, 8514
[Z{FERLAZLTLESLY,

A TLAN)R—I R —BETHHEEHRALET, TLANIR—FEEELTERET
AL, JO0—T—ENBEEREEEET B-OIZTR—EAREDT IAILMEIZ Yk
SNET, F=£Z (X NetFlow & NVM BEICTL AR R—KZTHRR—FENB
ENVM F—E2E I HRR— T B3R TN/ AN TO—aL YR THIRR—2%E
L. Z70—alL 3T o0 0 DIHRKR—E)Y—REFE N> TLESI=H. 7
A—T—4hE%kLET,
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8. BREZEHERELET, [Yes] ZERLTHRITLET

9. EEICRRINDIERIZHK > TREBIREERTL. 7TSAT7 U REBREHLET,
Flow Collector M ¥ E D E A

0 :@%Jlﬁféﬁzﬁégéﬁm; W3 B D Flow Collector NetFlow A— L7y T 1Ny FHEAL>
AR—ILLTLIZELY,

X TE F 7D Flow Collector TNVM bS5 749 I DEYRAHZEBIIZT BICIE. ROFIRERITLE
9,
1. Manager [CAY A4 LET,
2. AMUAZa—h5 [HERK (Configure)] > [ O—/\)LEFE I (GLOBAL Central
Management)] Z:#RLET,
8. AURUF)R—UT Flow Collector M *** (HBEFE) 712 EV ) IL [TTSFATVR
#ET D TR (View Appliance Statistics)] ZEIRLFE T, Flow Collector D EFRA 2 Z—T A
ADBHEFET,

4. [H7R—b(Support)]> [FEHAER TE (Advanced Settings)] Z#ERLFET,

T4—ILEBRRREINTVVEWMEE L R—C DT EETRIA—ILL TS, [FHLLY

0 A7 3> MENM (Add New Option)] Z4—ILEES1)w oL TLIZELY, Flow Collector T
DFMRTEDREDFEMIZDOULNTIE, [EEMIZRE (Advanced Settings)] DNILTRE WS
#SHBLTESLY,

5. [enable.nvm] 74— LR T, EZ 1 IZERELET . CDT4—ILEDTIA+ILEE 0 T,

6. [nvm_netflow_port] 74—JLK T, [ AnyConnect T®D NVM TOTJ7MILDKRE 1£Ia>D
ATV 2 THELIZAR—MIEEHRELET . &AL R—F 2030 IZERELET S
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TULANR— N —BTHAHEEHERLET  TLANR— N EELTHET HE. 7
O—T—4DHREEET B-DITR—FIREDT IAILMEIZY EyhShETS,

A 127 1F NetFlow & NVM ASRILTL ARYR—R IO RR—RrENDE, NVM F—5%
IHORR—FTBETNAANTA—aLIRIZIHIRKR—E%ERKL. 7E—aL Y2 Ty
SUDIHRKR—EY—REBN>CLES, 7JO—F—2hEELET,

7. NVNMBYRAHAT7A—D R YR T—IR—ZADEHEFT ¥ TF¥9 BIZI1E. nvm_to_flow_cache
T4—ILREDIEZE 1 IZERELET . CDOT4—ILREDTIAHILRE 0 T,

8. nvm_filter_untrusted_flows 74— JLFDEZ 1 [ZERELE T, COT1—ILRZERIZTHE.
RYRT—OR—ZDBRENSEBETELENSI T IDNBRA SN IP PRLRADEHEEHEED
RIREMNEREEINE T, CDT4—ILRDTIA4ILRE 0 T,

;&)‘ Flow Collector NetFlow VE

Home max_periods_with_drops ‘4 I
Configuration ® max_valid_ping_len lgo I
Manage Users B min_asymmetric_flows |50 l
Support q . .
min_emails_per_period {30 ]
= Audit Log .
min_threat_confidence_level l 10 I
£ Operations
nat_fw_subnet_len | 24 l
(% Logout
nvm_age_limit_days {o I
© Help
nvm_endpoint_retention_minutes l 1440 I
[ nvm_filter_untrusted_flows |1 l ]
nvm_interface_retention_minutes { 1440 |
nvm_netflow_port l 2030 I

[ nvm_to_flow_cache | 1

0 0o o o oo o o o o oo

Data Store m&% Y . nvm_filter_untrusted_flows 74— JLEDEZ 1 [ZERET S &, (EFETE
0 BWRSTa99F BN SnFETH, TURRAURS 7099 (NVM) LAR—FDERLIZ{E
&3 NVM T—DILIZITRTFESN=FFIZHEYZFE T, Data Store HEWNGE ST

EREVRI TV IEREFSNFEA,

9. GEMA (Apply)1&0)vILET,
10. FEEAVE—UNRRTENT=S, [OKIZEH)vILET,
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FAITRIRT—I NVM bS5 D490 ZWET B=02F vy 2 70—NIBERTETAICIE. ROF
IEZ=ERLET,

FIRYET—INVM bS04I DIREIT VAT LDINTA—IVRIZEELEFT, =
DT—R3FWNEF- IR TIDENGZWNEEX, CORTELXTEHIICLELTLES0Y,

o REEAVILTUORTLDONIFA—IVANBE T LB A, RAYMLL— 2R
F Bh ([AnyConnect Administator Guide]ZZE8) . nvm_age_limit_days D{EZ/NELLT
fEZEWNW(CDEILavDFIEESE),

CDFEZEEET SHIIZ. BIDFIEZESE T LTLZELY, [Flow Collector® 5E#lE% 7€ (Flow
Collector Advanced Settings)] R—U T, COEHRTEEZHEITLET , 7O—aLIF2A BV TULVELS
BlE.EEOTA0THN. ROFIEEZETLET,

1. IR—=ox [CATAVLET,

2. A AZa—hi5 [HERL (Configure) 1> [ B—/\)L & EH (GLOBAL Central
Management)] ZERLFE T,

3. AURURK)R—IT Flow Collector M *** (BEFZ)7AaAL%ED0)vIL [FTTFA4ATUR
#iEt D F R (View Appliance Statistics)] ZZRLZE T, Flow Collector DEE A F—T 1A
AWBEES

4. [H7R—b(Support)]> [EHIE% E (Advanced Settings)] Z#ERLFET,
5. RDI4—ILEEEHLET,

e [process_old_nvm_flows]: ¥ vradn =270 —7 Flow Collector K> TUIEEIN B K
ST HIZIF A EAALET,

e [nvm_age_limit_days]:Flow Collector [IZ&>THF v yasnfzo0—ZINET 5= D
BRAGEHRHE (AR ZAALET AKX T2ZAANTHE. HRKRTHEIOF Y
asnt=70—»rNEBINET,0(E)EANTEHE, Tyl adnz TN
;;ﬁﬂﬂéhid'o BRABDNTA+—I U REF/HICIE. FIRDHHEHEEHZTEL

T4—ILEDRRTREINTLVEWNGE L, R—V D TEETRIO—)LL TS0, [Frly

o A7 a>@®ENM (Add New Option)] 74— ILRIZIEEHRZ A HLFE T, Flow Collector TD
MR E DREDFMIC DOV TIE, [FHELE (Advanced Settings)] DNILTRE Y%
SHELTESLY,

6. LEFR (Apply)1 &0y LET,
1. EREAVE—UARTEN=L 0Kl EHYvILFET,
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REE

FRELE

Secure Network Analytics BRIZIGC T NVM T—aM 70— R F = [ELR—FE LT —IZFR R
SINET,

Manager [CRS A2 LET,
A A= 2 —m5 [FE (Investigate) ] > [Z7A—4& 3R (Flow Search)] Z#ERLFE T,
JO0—RERERITLET,

[DO0—#&F#EE (Flow Search Results)] T, [H 72z / O+t X% (Subject Process
Name)] ZFERALTT—TIILETAILANIEBL NVM 7O0—FBEL TS EEHERLET,

H Lo~

L7R—KE JLA —I&. Data Store T Secure Network Analytics @) 3 D0 NVM &L HR—rEIBEHEL
*9,
o NVM TF—ER—MYRAHLLUFRIZIE, T—ER—R([CT—EANEEICIRYIAEN-EEIC
BEATRESNZET,
o NVMUIREFL U RIZIX. NVM A5 Flow Collector ~NDTA—D FERANREINET,

o IVRRAUIS T4 (NVM) [ZIF, ST EZIIZE DNV THRFD 300 La—KARTRSh
9,

O —hoOLR—toFEMIZOLTIE, © (LT (Hel)) 7TV B YL TLA R
ELFT—DANLVTIZT IR TS,

22X TURRAU IS T4 (NVM) LIR— R TTBIZIE. RO FIEFETLET,

1. Manager [COJ AV LFET,
2. A A=a1—T, [LR—F(Reports)]> [LAR—KE LA — (Report Builder)] Z#RLET,

3. L AR—bFDYERK (Create New Report)] 491w oL, [T RRAU ST 495 (NVM)
(Endpoint Traffic (NVM))] Z:EIRLET,

4. [ETRuNIEIIVILET,
5. LIR—KINVM ;S0 IMBBREIN TS EXREZELET,
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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