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[EL&HIZ

FLC&HIZ

ZDRFAAMTIL. Cisco ISE (Identity Services Engine) T Cisco Secure Network Analytics (|H
Stealthwatch) Z BT AL RN I O =7 EEEHRIZ. ISE pxGrid [Z Secure Network Analytics
V150 ZHER T A-OITWELGERET—IV70—DEERZRLET,

Secure Network Analytics & ISE Z#$&#t 9 5I1Z(3. SEFAZZEUIZERAL T2 DO R T LR TE
ECELREEHIITAIVENHYET GIAZSOERATIE, SESTEFLHEROT T r— 3>
DAZ—TTA R (Web 7T — 3> Central Management £ A3 —JT 1A X ISE —/\—&
BAR—2IL)EERATI2HENHYET, BT HRIICEADTNEHEZEL. EH4EFIEEZL-MY
EEEELTLEELY,

AERAEDEMS

Secure Network Analytics [&. ISE pxGrid /—F 283 5= D US54 T7 U MNIBRZEZ A R—RL
T I9TAT N TATUOTATAABREIZDWTIE. ROAARSAUIZHE-TLIESLY,

e Central Management T CSR Z#4 ik : Central Management T CSRZ4 3 5158 . itEich
=EHTE)MNFTFSN-IBEE A CSRIZEENF T ([Central Management T CSR Z & R |
DINESR),

 Central Management T CSR X ¥ : Central Management LA9} T CSRZAE T 15 H.
L= CSRNZDRIZEH IN-BEHZE B/ LTS EEHEZRELTIZEL ([ Central
Management T CSRZXX v |DFESH),

o FEBAEZEHDHERR: Central Management TCSREZ4A KT %H . CSRERFYT T HMITH
MH53 | FEBAZE% Manager [TEMMT BHIIZ. CORDEHZH/-L TS EEHEZRLTK
=&y,
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[EL&HIZ

= CSR DYERL CSRDARXxvS
(Central Management THR4E) (Central Management THR4E)
=t PEM (.cer. .crt, .pem) £7=I&
ITARRS b osH12(p12. px. pks) PKCS#12(p12. pfx. pks)
{FATREL RSA F—DES: ©)
2048 Ewh (FEH#E) . 4096 Evh, = DEERSAF—ORE:
F—x EJES
ECDSA H—J - 3 WELECDSA ¥—Hh—7:
A7 R NIST P-256. P-384. E£7=1% P-521
B DIATUNTATUT4TAEAE DSAT N TATUOTATAEHE
Z. BCERITHN. B/ CAD (X. BCERLRTHH. FEER/(CAD
EREZITHENTEET, EREZTHRIENTEET,
R RS AP (ol 54TV FATFUT4TAAEBEIC
GiEE—0f g7 217N ClientAu B TS 4 L b (clientAuth) EBEEA
FRAR ) * e ETY,
Bt DEE SIBRZEDHMMNRFTHY., HiIEA FIBHEOHMANZEHTHY. HABRHL

U TWVEWIEEHRELET,

TN TWVEWZEZHERELEFT,

* Central Management T CSRZ4£ 9 BI5E . BEIN TV BEMH T ) A FIVTIVAIER HY
CSRIZCEFNFT,

BEDT A
SIBAZEZERLE=S.ISE DM ST ILY a—T 42 12T 5 TechNotes 523
(https://www.cisco.com/c/en/us/support/docs/security/identity—services—engine/217511-

troubleshoot—sna—ise—integration—conn.html) ZZ ML T. ISE & Secure Network Analytics D#i &
MIELLERESN TSI EFFEFEL TIZELY,

v15.0 IZE#HLT=1%. Cisco Secure Network Analytics TISE BEIEF v RILMA I LTWNSIES
[X.ISEZBEELTEHRETHEZELET, RIZ. Cisco Secure Network Analytics T [ISED % %€ (ISE
Configuration)] R—CHBEHLET , SFHICDOVWTIE. NISEDBRER—COEHF I1ZSHBL TS
=0y,
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SEAE DR

L BAE D R

AT a1 ISE R/ ALI-IEAZE D B (#1E

EAZ DEAIZIE, ISE AEREEGER (CA) ZERT A EZH#BHLET ud)jili"é%ﬁ’ﬁ?'él_
T AT OFIREEALET,

Secure Network Analytics pxGrid 754 7 MEEBAZE D £ B
Central Management M50 54 7 EBHEZE D CSRZEZ4ERL

Central Management 1 23—t A AL T CSREEMKT HIGEIL. CDEIaVEFER
FvILTIISE MAER CA Z{EFLT-GEARED CSR DIERIITEHFT . FIEZEIAT
BHHEINZ. CSRMTEEASDEH JITREINTVDIEHFH LTS EFEZEL TS
LY,

1. Manager (I8 Stealthwatch Management Console) [CAG 4> LET,

2. AMUAZa—hi5 [#ER (Configure)] > [ O—/\)LEHEIE (GLOBAL Central
Management)] ZERLFE T,

3. [4 Rk (Inventory)] R—I T, ISE 23549 5 Manager D *** (BRFB) 7/ %D
JuoLET,

4. [T7TS5A7 2 RERD#RE (Edit Appliance Configuration)] ZEIRLET .

5. [7FT5A47 > X (Appliance) 1 2T D LEM®D SSL/TLS YA TN FTAToTATA
(Additional SSL/TLS Client Identities)] £ avIZBEILET,

6. [FriREH0 (Add New)] &4 v L%,

7. CSRGIAZEZERER)ZERTIDLELHDEEIL. [T (Yes) ] B IRLET , (R~
(Next)]1&2UwILET,

8. [RSA ¥ —&K (RSAKey Length)] Z:#E4RL . [CSR MDAk (Generate a CSR)] £ 3> D %Y
DI1—ILFEAHDLET,

9. [CSRMDYERK (Generate CSR)1 %#9)vHILET . £ERTOCR IO MDD ELHYET .

10. [CSRMA > A—F (Download CSR)]1%#%51)w%YL.CSR 77 IILEFAVE1—RIZRELE
ERS

ISE DNER CA Z{EALT-SEBAE D CSR D1ERL

1. ISEEEBAA—DJxA( RIS (U LET,

2. [& ¥ (Administration)] > [pxGrid—E X (pxGrid Services)] > [754 7 & (Client
Management)] > [EEBAZ (Certificates) ] DIEIZFEIRLET , [pxGrid SEBAZE D E /K
(Generate pxGrid Certificates)] 74— LMNFHEET,

| O <2iLISE-PIC LIXREBBANRBYET

3. [MEBDFER (Iwantto)] 74— LR T, [E—DIIRED AL GIRAZE R EKRHY)
(Generate a single certificate (with certificate signing request))] ZERLFE T,

4. CSRETHFAMITA4HATHZE. RIFAZE L ZERD M (Certificate Signing Request
Details)] 74— ILFIZT7MILOAREZIE—LFET,
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SEAE DR

5. MEICIGLT, BRBAZANLET,

6. GEBAZN Ay O—F#2 K (Certificate Download Format)] 74— JLK T, [PKCS12#2 = (G
BEFI— 8, AAEFI—2EF—DEMATIDDT7AIL) (PKCS12 format
(including certficate chain; one file for both the certificate chain and key))] ZERLFE T,

7. [EEBAE /XX —K (Certificate Password) ] H LU [/SAT—F D HEER (Confirm password) ]
T4—ILRIZISRAT—FEAALET, CO/NRT—K(E. GEMDSSL/TLSYSA T RD
(Additional SSL/TLS Client Identities)] £93> CIAIBAZZ*EhEB A 2—T( X[
7y7O—RTHEEIZERINET,

8. [{ER (Create)]Z#H)woLZET,

SEBAZE DA RIZLBLT=15 & X, pxGrid_Certificate_Template M F—FKHY. Secure

0 Network Analytics TERL7= CSRDF—RE—HLTWBDIEFREZEL TZELY,
PxGrid_Certificate_Template D ¥ —RZ#HwE T BI1ZI1L. [FEBAZ T T L —k (Certificate
Template)] 74— ILEDIEIZHBI 0D )V ILET,

9. EHEEAUA—TIA AT CSREZEMLEMNOT-IHZEX. PKCS12 T7 A ILEB/\vT—D
ELTMEXF—2EHET,

Central Management NDISA TN 7AToT4T4SEBAZE DB
1. LEROETERLIZI7MILERRELTPKCSI2 I7AILICTV2ALET,

o :?%;le;ﬁég‘?;_gfl—lf@%t&x Ry TT7YT A= a1—%TOVIEBRTHIENARE
[ZTEBIEE N HL o

2. Central Management T [Manageri% 5 (Manager Configuration)] @ EIMDSSL/TLSYSA4 7
N7 AT T 4T 4 (Additional SSL/TLS Client Identities)] €92 av (2L ET,

3. Central Management T CSRZ4 K LI=35E . LBMDSSL/TLSYSA TN T AT TATA
(Additional SSL/TLS Client Identities)] 2o avIZl&. fERLTI=9S5 A4 7 U NEBREZ 1>
R—bTBE=ODT+—LBNEENET,

Central Management T CSRZ# XX v LI=15E (L. [FFFENM (AddNew)]1 0y ILET,
e [CSREEMTHALENBHYZET M, (Do you need to generate a CSR?) 1D Ayvt—
(2L T, [LMNVE (No)] 58 IRLET S
o [RA(Next)]&ED)VILET,

4. SEAZEDTILUR)BEIEEL. [7A4ILDER (Choose File) 1 &)y L TEEBHE T 7ML
#=ELET,

5. BIDEHIL 3V TAALEARART—REAALET,

6. [DTSATUNTATUTA4T4DEN (Add Client Identity)] #2') v I LT AT LIZEEBAES
BMLET,

7. [BRE %@ (Apply Settings) ] &) v L TEREZREFLET,
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Secure Network Analytics {EEE A7~ D ISE Sub—CA EFBAZ M E N

CISEBBAUA—TJIA(RIZATALET,

[E 22 (Administration)] > [ X7 L (System) ] > [REBAE (Certificates) ] ICFEEIL T, [RRELH
ZFBAE (Certificate Authority Certificates)] Z2') v ILET,
REAZY—ERIURRAUMT CADEAEZR DI CavEa—2ITTVRR—LFE
9,

ISE Sub—CA SEBAZE AV ISE pxGrid /—R CERASNSIBREFXHRITLI-ZRIARDELDT
(FHRNMESIE. COFIETEFD CASIAZZMB T ANENHYET,

4, Manager IZAT A2 LET,
5. A AZa—h 5 [#E R (Configure)] > [ A—/\)LE & IE (GLOBAL Central

10.
11.

12.

Management)] ZZRLET,

6. [41> Rk (Inventory)] R— T, Manager @D *** (BBEBFB) 71/ %)y ILET,
1. [TTSAT7 2 RERBD#RE (Edit Appliance Configuration)] ZERLFET,

8.

9. [E#EART (Trust Store)] Y avI#BEIL. TV RR—KREHAD ISE CASIRAEZ 1>

[£4% (General) ] 2 7% ERLET,

ﬁ_hbij_o
(#7780 (Add New)] 0w ILET,

SERAEDTLURYRZEIRELT[I74ILMDEIR (Choose File) 1 #1)wo L, THORKR—LEF
# 0 ISE CA SEBAZE##IRLFET .

[REBAE DB (Add Certificate) | 27y IL TEEZREFLET

CNTIIRAZENERIN . 2 DD X T L (Secure Network Analytics & ISE) (BB IZEEET B LD
[Z75Y)FE T, ISE pxGrid /—R A~ DR E R T T DICIE., NISE FREDEMIDEITEAFET,

Secure Network Analytics pxGrid 254 7> MEEBHE D A B
Secure Network Analytics pxGrid 754 7> MEEBHZE D CSR D AL

1.
2.

3.

Manager TR A4 LET,

A A= a—m5 [FERL (Configure)] > [ A—/\)LEFEIE (GLOBAL Central
Management)] Z&ERLET,

[42 R K (Inventory) ] R— T, ISE (2358595 Manager D *** (BBBFTFE) 7/ %)
JyoLET,

4. [TTSA7 0 RERDHRE (Edit Appliance Configuration)] #:&IRLET,

[7TZ54F7 > A (Appliance) 1 2T D GEAM®D SSL/TLS 95A T TATUTATA
(Additional SSL/TLS Client Identities)] o< a I EILET,

6. [FrEREN (Add New)] Z4)voLET,

CSR(GEFAZEZER ER)ZAE M T IV ENHLEZE L. [IEL (Yes) | ZBIRLET . [~
(Next)1Z&2UvILET,
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8. [RSA F+—E& (RSAKey Length)] Z:ERL . [CSR DA B (Generate a CSR)] o3> D%l
DI1—ILFEAHDLET,

9. [CSRMDYERK (Generate CSR)1 &0 vILET . ERTOERIIHM O MDD ELAHYET .
10. [CSRMA > A—F (Download CSR)]1%%5')y%YL.CSR 77/ JLEA—hAILIZRELET,

44 EB CA Z{E FHL 7= Secure Network Analytics pxGrid 754 7> FEEBBZE D 1ERL

o %_0)15'1'6‘[3:;1 MS S:E?%er 201; 0)_;/Iicrosoft Active Directory SEBAZEH—E X & ERALE
- AlD 5+ ER CA ATZEEY,

1. Microsoft Active Directory SEBAZEH —E X (https://server/certsrv/) [ZFEEILE T, ZZT.
server [& MS H—/\® IP F£1z[& DNS TT,

2. [REFAZZE KT % (Request a certificate) ] 7 ) v ILET,
3. [EEZEEBAEE K (Advanced certificate request)] MEEEEIRLET .

4. FIDEIaVTHERMLIZCSRI7ZAMILDAEE [RTFEINT-EK (Saved Request)] 71—
)l/F‘l::lto_LzasTo

5. [EEBAZET> FL —k (Certificate Template)] T [pxGrid] &R L . [3E{E (Submit)] 451w
LFET,

6. £ SN T-SIBAE% Base—64 i2X TH 7> O0—KL. pxGrid_clientcer FL TRELET .
Manager ~@) Secure Network Analytics pxGrid 754 7 > FEEBHE DB 1N
1. Central Management T [Manageri% & (Manager Configuration)] @ [EAIDSSL/TLSYSA T
N7 AT 2T 47T« (Additional SSL/TLS Client Identities)] o avIZBELET,
2. GEM®D SSL/TLS US54 T2 b 7AT 2 T4T« (Additional SSL/TLS Client Identities)] 2%
AVIZIF ERLI=05A 7 U NERREZ AV R— T 24— LN EFNTULET,

3. SEIBHZEDTILUR)ZBEEEL. [F7M4ILD:EIR (Choose File)1#4') v I L TIEBAEZE I 7ML
#ELET,

4. BIDEHILIAVTAALIZIRRT—FE#AHDLET,

5. [95AT7 N TATT14T4DEN (Add Client Identity) ] #491) w4 LT AT LIZEIBAEZE %S
BmLEd,

6. [ERTEZ#EF (Apply Settings) ] Vv I L TEREZRELET,
Manager {E38 AR 7 AD CA JL—FEEBAZE DA iRh—k

1. Microsoft Active Directory SEBHZH—E XDHR—LR—IIZF7 1AL [CASEBHZ . SEHA
EF 11— F-1E CRL WA > O—FK (Download a CA certificate, certificate chain, or
CRL)] Z&EIRLZFET,

2. [Base-64] B¢ X% ERL T [CA SEBAZ DA 7> O—K (Download CA certificate)] &%) w4
LFET,

3. EFBAEZE% CA Rootcer L LTHREFELET .
4. Manager [CAYJ A2 LET,

5. A A=a—h 5 [#ER (Configure) 1> [ A—/N)LE T EHE (GLOBAL Central
Management)] Z:#ERLET,

6. [41> Rk (Inventory)] R— T, Manager D *** (BBEHFB) 71/ %50)voILET,
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1. (77547 A ERD#RE (Edit Appliance Configuration)] 2 ZRLET,
8. [£#% (General)] T %&#EIRLET .

9. [{E#ERLT (Trust Store)] £ avIZBEL ., THORKR—FEH D CA_Root.cer SEBHEZE A
‘JTI_{)_}‘L/QETO

10. [ErEH0 (Add New)1 =2 voLET,

11. SEAZEDTILUR)BFEELT[I7M4ILDFEIR (Choose File)1 49"y L, THRKR—IF
#0) ISE CASEBAZEHEIRLET,

12. [GFBAZ MBI (Add Certificate) ] 9y L TLEHEZRELET,
ISE H—/\— pxGrid SEFAZ D 4 A,
ISE H—/\— pxGrid ESFBHZ D CSR N AR

1. ISEBEBAUA—JI(REREFET,

2. [ (Administration)] > [ AT L (System) ] > [FGFBHZE (Certificates)] > [EFBAZ D EIE
(Certificate Management)] > [EFBAZE E 4 E 3K (Certificate Signing Requests)] [ZFEEILFE
ERR

3. [EFBAEE L E K (CSR) M{ERK (Generate Certificate Signing Request (CSR))] Z:ERLF

o

[SEBAZ ) A& (Certificate(s) will be used for)] 74— JLK T [pxGrid] Z:&IRLET,
EBAEEAEMT D ISE /—REBEIRLET,

WHEIZIGLT, ZOMDEERAZEDFEMEANILET,

[4 Ak (Generate) ] &)y I LFET

8. [TVRR—F(Export)]ZEV)vILT, I74INEO—HILIZREFLET,

SV ER CA Z{EFL 1= ISE Y—/\— pxGrid SEEAZ D ERL
1. Microsoft Active Directory SFBAZH —E X (https://server/certsrv/) IZFEEILE T, CZT.
server [£ MS H—/ D IP E£71=[X DNS TY,
2. [EFBAEXE K9 5 (Request a certificate) ] #91)voLET,
3. [EELGRERAZ ZE K (Advanced certificate request) ] DEEZEIRLET S

4. QiDL AV TERLT- CSRDARE [REFESNT-=E K (Saved Request)] 74— JLKIZO
E_in'd_o

5. [GEBAZT>JL —(Certificate Template)] T [pxGrid] Z3&IRL . [E1E (Submit)] &9 v
LFEd,

6. £ SNT-5IBAZE% Base-64 Fs X TH V> O—KL. ISE_pxGrid.cer E LTHRFLE T,
ISE S8 RN 7 A®D CA JL—MEBAED AV R—F

1. Microsoft Active Directory SEBHZEH—E RDHR—LR—UIZF7 1AL, [CASEBHZE SiFEA
ZF 11— F1-IL CRL MHF ™y O—FK (Download a CA certificate, certificate chain, or
CRL)] Z:&IRLFET,

2. [Base-64] X% ZIRL T [CAEIHAZMNA 9> O0—FK (Download CA certificate) ] #4)w%7
LEd,

3. ZFBAEZE% CA Root.cer ELTHREFELET .

N o o k&
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4. ISEEBAA—D(RIZAY A LET,

7.

8.

[&= I8 (Administration)] > [ AT L (System) ] > [FGFBHZE (Certificates)] > [EFBAZ D E1E
(Certificate Management)] > [{E#83FBHZE (Trusted Certificates)] D IBEIZEIRLET,

(1> R—bk (Import)] > [REBAZ 77 1 )L (Certificate file) ] DIEIZEIRL . JL—FEBAEZ A
7R—H.,$'a_o

[ISERNMDEREEAHIZ{EEE T A (Trust for authentication within ISE) ] Fx v Ry I REZ AT 4>
[ZLET,

[E{E (Submit) ] 01w ILET,

SEBAZEEZER (CSR)AD ISE SEBAZED /AR

1.
2.

®© N o o

9.

ISE BIBA U A—JIA( R (AT A LET,

[‘E 2 (Administration) ] > [ X T L (System) ] > [FGFBHZE (Certificates)] > [EFBAZ D E1E
(Certificate Management) ] > [EFBAZE E 4 E 3K (Certificate Signing Requests)] DJIBIZ:FEIRL
F9,

BIDEI a3 TERLT- CSRZEERL. [REBAZ D /N1 K (Bind Certificate) ] 49')voL
F9,

[CA ZL {TZ=EFBRZEM /N1 F (Bind CA Signed Certificate)] 74— LT, £ FAD ISE_
pxGrid.cer SEFAE%EIRLFE T,

REAZEDILURYRZEREL T LEE (Submit) ] 20y ILFET,
BESZROLNTL [[EL(Yes)] Vv ILET,
ERAEORMEROONT=G (KN (Yes) ] 2DV ILFET,

[‘E 2 (Administration) ] > [ X T L (System) ] > [RGEBHZE (Certificates)] > [ AT LEFBHE
(System Certificates)] MIEIZERLET,

S EB CA ICK > TE B SINT-AEREA D pxGrid SEBAZEN) AR TREINFET,

NTIIRAZENERIN., 2 DD X T L (Secure Network Analytics & ISE) (X E(ZEEET B LD
(27 FE T, ISE pxGrid /—F A~ DG EFZRE T AICIE. NISEREDEMIDEICEAHFET,
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I — N
ISE X E DB
REDRAUIZISE VS RAZEHRTET DIZIE. ROFIEEETLET,

o ISEVSRAIL., FHEIMNS Secure Network Analytics RAM UV EIZERET HANLE
NHYET,

o FEHDIRILLT-ISE V5 R 3% Secure Network Analytics DRAA U IBINTEE
'é—fAJ} BICRAMVADTRTDIZAZITRICIP PRLREZFERATHILEIETEE
A,

(i ) e Manager & ISE M7R—hk TCP/8910 & 18 TCP/443 £/ L TBIE TE B L5312,
TF7AT IA—IVEERTETIHENHYET , pxGrid MAEMMIZHEHTULVEWNSEE
TH. EEB/—FEMNT /—REELIZ, ERARND T RTD pxGrid /—RIZHL T,
Manager M5 ISE ADR—k 8910 TIREZHMLENHYET,

o ANC B&U Trustsec 7—470—NEE/—KEMNT /—FEDBIENFEILSN
TWAZE. BEW Manager Nty a v iEmEFERTEAZEEERLET,

1. [E%%E (Configure)]> [Cisco ISEM#fi & (INTEGRATIONS Cisco ISE)] DIEIZERLET,
2. R—UMA LT, FHLLERE DEN (Add New Configuration)1 #7') v ILET,

ROFBEEERLFET .

o [D5R%H% (Cluster Name)]: ZD & HIE. TRIMT 95A4T7 D E V') —& Manager
Web Ul @ ISE SRE D) AMZRRSINFET,

 [FEBAE (Certificate)]: M[E. Manager BREA 2 A—T A XD EMDSSL/TLSYSAT >
N7 AT 2T 1T+ (Additional SSL/TLS Client Identities)] €23z b [JLUR) £
(Friendly Name)] 24— JLRIZAAL=LRIERILTY , COEFREIZKY .. 7TS5A4T7 U RIE
FTATOTATAEISAT o ELTERIETEE T (DFY Manager AN ISE [ZIRET 59547
UREBHETY),

o [PxGrid/—F1(PxGridNode 1)]: 7T SA TV ADEE SN TS ISE VSRELEDTS4A4Y
1) pxGrid /—F D IP 7RL X, A RE . E£1=1E FQDN,

o [PxGrid/—K2(#+7<3>) (PxGrid Node 2 (optional))]: 7 T SA 7 U ADFEE SN TLVS ISE
DS RZEDEHF) pxGrid /—F D IP PRL R, kAR E , £1=IX FQDN, 2D /—FI(%.
TI— A —N\—D=HIEAINET . RFID/—F~DEH{ENKETDHE, AT
J—FMERINFET,

o [PxGrid/—K3 (A7 3> ) (PxGrid Node 3 (optional))]: 7 TS A 7 ADHE SN TIVASISE
DS RZEDA— 1) pxGrid /—F D IP 7RL X, RAME ., £1=IX FQDN, —D/—FIZ.
TI—)VA—N\—D=OIFEREINET . REID/—REEHU R ) —R~DEHRMN LT
BEBZ—I¥)/—RFHhERSNET,

o [U54F7 >4 (ClientName)l: CD—EDRZBIMNISEFITSA T ATISEISREZLED
pxGrid 7547 M) AMIRRENET,
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o [BRBRTIRISEH—/\—ID#&REIE D B h1k (Enable Strict ISE Server Identity
Verification)]: Manager DN ISE V5 RA/—REBIET HESITH—/N\—ID HREIEEKRT BIC
F.COEREEERILET . D EFa)T4FTvVITIA T ISE /—F D SEBAZE A RD
WO EE=TIEE(X. BENHFAIINET,

o ZNICIX,FIAZEDHBLOYIVIMBRLRELTURREIN TS/ —REFET (X
ID B (FADN L E) BNEFENFE T,

e Manager DIEFERNT7ADIIAZEL—HLET,

o ISEfiEMNEREINTLNSVIAKYFIDY)—ANSTYTITL—FT 554, [#
FITISEH—/\—IDIREE D A %11k (Enable Strict ISE Server Identity Verlﬁcatlon)]
7J“7°~/a/li-ﬁ?ﬂbhf#?(:txou\ﬂ’o AT aviE via LD ISE
HEDRETIET IAIITEUICHLTNET,

o o BIRLEMET TV FERBITEES JUBEESE 1T, Manager HVISE
H—/3—(PAN, Mnt, SXP. pxGrid i E DD EIREBEDIFEIEIITRTH/—K) D
FQDN(SE2 BN A/ B) iR R TESHESIZ, Manager D DNS SR EZEITLVE
T o NED/—RIZE>TRESN D —E R EHMIZRBESN, /—FD
FQDN Z{EALTSRBRINFET,

HEITHISERBMEBIRLTZEY,
o [ISEl: T RTOHEAEA T avcEMILTEET,
e [ISE-PIC]: &y avBHDAHEEMILTEET,

ISEVSRZIZHLTEMNTIMEA T avEEIRLET,

o [T Ry —4 %I {EH (Adaptive Network Control) ]1:ISE D T RiRA > MMZ4 58 (ANC 7R
)o—)ZE@RAL. ISE [ICSRESNTVSRERI S —ITH S TRIYNTI—IT VEREZEET
TET,

o [E%BY TrustSec % %8 (Static TrustSec Classifications)]: ZREF 7O A LIS TIURTRA b
IP LERRICERE S (5N Tz TrustSec X2 T4 IL—T 2% (SGT) IZBE T 21EHREZ(E
TEET, UL ISE, PO EALAVYTNARIZFHTHRESNT -, F=LSXPTOER
ATHOL R T LNSFEE L IP-to-SGT NIV T4V DU EEMEAHYEST . COTF—4
. TO70—[CTURKRAURIP PRLAN—ET % SGT NEFEHEET . SGT AZEIYHTS
*L;EI*/I%I-{’/(*/# IP 7RLRIZEY AV BELEM TN TOVENWIA—DIEKIZERSN
i [¢]

o [Zviar(Sessions)]:1—HE, TURRAUED MAC FRLR, TINARTAT7MIL.
KU TrustSec X ) T4 IL—TIETREREST . A—F vl avDEHEHRER
ETEET, COBEMIL. TrustSec X2 )T4T IL—TEHmRMNHHI7O0—FHE KL,
Manager LAR—k LD A—H—,tya H BRI 5-OIZFERINET, [YIUFREND
BHENT=-tv 3> DIEHR (Track sessions derived from machine authentications)] ZH %1
[ZLT. 2—HtviarvORFERE—EIITI Uy ay ORIERVZIELET,
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ISE EX%E DB

/=K RT—B3R AT —A
ZIPFRLRI4—ILRDIEIZRESNT=/—FK AT—E2X A7 —41%. EmEntf=-%/—F®
BRAT—R2RZERLET, hblE. RO/ —FDOREERBFRIZRRTEINET,

« ORBAT—RR)TAAVIE, /=R ADEEAEILSNTNDIE, BIUTRT LA
pxGrid ICB T 2R BEGT R TORMIE Y IE S TRISATLTNSIEERLTVET,

o (HBRTBRR)TAAVIF. /—FEDERNMREBP N DEITHN, FIXISED
[pxGridH—E X (pxGrid Services) | R—UTDISA T U NDEBEFHPTHSHEETRL
TWET,

o O (FRBRT—AX)TAAVIE, /—RFADFEHEHHEIL SN TR E, FF=1E pxGrid (2B
TRABLEBEGFERINEVIDHITRY) T avIZkBLI=CEERLTWET , COT7AaVED
Yy d bE EGENFELEWVLER, £IEEBLEY IR TLavERTIS—HAy
- FHERTEES,

BEFHT7Aa
< (EH) TAOVEDYvITHE BETBRISRAEDEENEHINET,

1. ROWTNOERTLET,

a. ISEZERALTWAERIX. COT7TSATURIZATAUL A UA=a—hib [BE
(Administration)] 21y ILET , BALf=R—U T, [pxGrid Y —E X (pxGrid
Services)]1 27 &9)vILET,

b. ISE-PICZFERALTWAIGERIX. COT7TSAT7 o RIZAT AL A AZa—T[H
T R954 7\ (Subscribers)1 &9 v LET , BLN=R—I T, [954F7 >k (Clients)]
2T%D)9ILET,

2. RIERENT=T—TILD [954T7 >4 (Client Name)] FI T, %L T B HIT RIS/ \D LRI
DIEIZHBFVIRYIREF L. T—TILDLEEIZH B P TA=1—T[ER
(Approve) 1 &I LET,

1. Web 77—V D ISEDHRER—VIZRY, R—UEFFHLET,
2. ZUTBDIPFRLARITA—ILRDHEIZHA/—FDRAT—RRA T —E M ISE VTR EE
T=IX ISE-PIC VS5 RAAANDIEGHNEIL SN TNBAILETIRBTHAIEEZHRALET,

ISE DS T IV a—T42 T 12ZB89 % TechNotes it E
(https://www.cisco.com/c/en/us/support/docs/security/identity—services—engine /217511~
troubleshoot—sna—ise—integration—conn.html) ZZ BB L T. ISE & Secure Network Analytics D#i &
MELLEESNTNAEFFEZREL TS,
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RELZISE VS RADwREF-ILHIBR

REFELIZISE VS RAADMmEZT=FHIF

[Tg*‘/a‘/(Actions)] 5T, BBEEEEZYY L TH I Ao 1 —%FEE . EYLHA T3 E8IRL
*9,

e Secure Network Analytics EIZTEEL TS ISE 95 RANLERZBIZHKER-T-/—FZHIBRT 5
_ElFTEFEEAS

o [SAEUAEEIN TULVELVEEEE (Unlicensed Feature)] 75—LMISE VSRR LTT
T4 TWTH, TARTDISE VS RAZZHIBRTEET . TNEITOTHLE S LUAIC
To—LDETIOTA4TIZHRYET,

o ISEVSRAZHIBRLTE. BEDIZHIZ. V54T bA——LR (X ISE M SHIBRSNEE
Ao —H—2& L. [pxGrid1—H —4% (pxGrid Username)] ) A+D ISE Ry R 25| &=
KRSNFET,
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ISE¥iE Tz —ILA—IN—DEKRE

ISE#i& 77— ILA—/\—DHTE

ISEfiE7T—ILA—/A—TIL ISE vl av DRFEREZIETHLIICTSMRIELU A
A1) Manager X ETEET . ChIZLY . TS5SA4TY Manager IZEENFELEL. EHUAY
Manager W7 54 <) O—)LIZHIYEH--15E TH, 21— —IZB 3 B 1EH%E Manager LR—
THIEHMEFERATEEY

ISE#iE T —ILA—/N\—ERETIE. ROBENBETT,
o 754 <') Manager £t/ A 1) Manager DI A TISE i8R ELE T,
o J54<) Manager £t H1) Manager Dl A IZREBISE VSATUREREFAERLE
ERR

o J54<1) Manager £t 41) Manager DA D ISE BRETELBITATUMNBEIREL
E3

@ Vanaser T— VA —N\—BREEILFADGZEIL. ISEMERELEET H=0IC,
T HH1) Manager #7514 <) Manager IZHIY B ZALEAHIEENHYET,
ISEMiEIz—IILA—N—ZHRTETDICIEX. ROFIEEETLET,
1. TISER&EDEMIDOFIBIZHST, T34 Manager ZRELET . —EDISEVSA4T>
REEBREZERL. —EDISATURRZEEIY HTHEIIZLTLIESLY,
2. EAHF) Manager [T L TINODFIEZEEYRL, —BE D ISEVSA T U MEAZEZEA K
L.—BDISAT7UMEEENYHTHEIIZLET,

pxGrid /—RE&EISE #iE A T ar N TS54<!) Manager DDA T3 E—BLTLNS
CEEHERELET,
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Hi3R ISE D BEAZ Y R—b 3 5718 D Secure Network Analytics 5% E M 5%

Y5k ISE D ERAZ Y R—b9 571=8 D Secure
Network Analytics % 5E 0D i 22

T4 )LRTI&. Secure Network Analytics Flow Collector BNLIE CEARBE 7T 2yl a>n
I TITSATURTHEARELGATDBEIZE>TREYET,

ROEHRESRL TS,

4%t RAM tyiar DB
16G ~ 128G 524,288
128G LI E 2,097,152

Flow Collector 3T 74 )L THIR— T HHEFHEZ D ISE byl a LB TESLIIZTBHIZIE,
TISATVRIZEBNDERENBETYT , RRA, A—H ., yiay TNARBEDEEL AT
DM TAERERIFTAIATRIAT —IEED T A RERETHEITHYET,

TISAT Vo ADRELEHES HEE L. LAY R—FIBBLEHELESL,
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YR—,~DOEVEDE

PR—r~DRENEDE

TOZHIL HR—DIBEGIHZRIF. ROWVT N ERITLTIZEL,

o EHEYDL AT IN—FF—IZTERKLIZSLY,

o DROYR—IDERKL

e Web T —R%ERI<IEE :http://www.cisco.com/c/en/us/support/index.html
o BFA I T —RERIHEE (tac@cisco.com

o BEETHR—IERIT5155:800-553-2447 CKE)

e TJ—I)LRIAK YR—+EE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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