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Cisco Secure Email Threat Defense ZIEEICEREL THERT 2 HDEHIIRODESD T,

®m  Cisco Secure Email Threat Defense ZBEA L. VIILHAA—ILEZELTWS,
B ROWThHIDT T ORH/N—IavaFRLTWS,

Google Chrome
Microsoft Edge

Mozilla Firefox

B Ayt—IDERETTH Microsoft 365 TH 3 h . AIRME LEEET— K T Microsoft 365 FEREZHERA L TL3I5E :

7 O—/N)VEBEWER %D Microsoft 365 7Y R EFELTWVS,

BEFEER Y v —FILLIR—NEZETZE D Microsoft 365 IBIEDEFA—ILZ RLAZFELTWS, FEHIL
BEFA-NTRLRREFYYy—FUvTEhFtHFA. Cisco Secure Email Threat Defense DN HRE TS 7 K
LZAEFERALBRNTL SN,
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Secure Email Threat Defense M8 TE

Cisco Secure Email Threat Defense DEREICIE. XDOFIEHFEETNET,

—

TAVYRADTA VALY (11 R=Y)

2. Cisco Secure Email Gateway (SEG) OERE (12 R—Y)

3. AV E—YDREETDER (12 X—Y)

4. AIREDEER (12 R—Y)

5. AvtE—UDEETORE (14 X—Y)

6. Microsoft E X—JL R XA VDA VR—k ERY S —HEROER (15 R—)
ROFIRIF, B (9X—Y) ZWELTVSEZFRELTVET,

PO IANDYA VA
1. VZAADSDVZINHAA=IDERICE>T, I—F—THIOV FEERELXT,
Cisco Secure Email Threat Defense |3, Cisco Security Cloud Sign On R L 1 —Y—Ri#EBL X9,

Security Cloud Sign On H« 7 v Os#BICD LV TIE. https://cisco.com/go/securesignon 2B L TL &L\,
BE#F D Cisco Threat Response, Cisco Secure Malware Analytics (|H Threat Grid), F7=(Z Cisco Secure Endpoint
(I8 AMP) OBE#KIE. BFEOOJT A VERTHI VA1V LET. BEOI—F—TRWVNGEIE. UL\ Security

Cloud Sign On 7 hU v b Z{ET B ENH D ET,
2. YA VA VICHELIES, MARWICARLETY.

3. [ &5 Z#% (Welcome to) ] Cisco Secure Email Threat Defense XR—J(C7 VA TER L3I FE LT,
COR=VICIF, Fhoty b7y TFIHOMEBELIRTRENE T, ROEIVa v THASNTWSLSIC,
[BH%2 (GetStarted) ]2V Vv oL, EY Py TU4HF—RICEVET,

Welcome to [~ 5] _

Cisco Secure Email Threat Defense N T J

It's almost impossible to run any business without email. With more
workers accessing their email over the cloud and working from
anywhere, email remains the number one threat vector. Attacks like
business email compromise, phishing, malware, and account lakeovers
can damage a company's brand and impact its bottom line

Set up Cisco Secure Email Threat Defense following these 3 simple
steps.

q oote oue
Soeure Emuail Gatewsy

Indicate if you have a Secure Email
Gatuewary (SEG] and what the
hoader is

=
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Secure Email Threat Defense MDE%E

Cisco Secure Email Gateway (SEG) OE#HE

(kDI vavTEIR) Ayvt—IDXETICERE <. Cisco Secure Email Gateway (SEG) MEEI BT & E. ZE
Jv—FILTD SEG DFEBICERTERZAYY—%RT E&ICLD. Cisco Secure Email Threat Defense TAYtE—I D
BOREEZRETEZLIICTZENEETYT., CORTEETHREVE, SEGMSREEINLEIRTOAYE—IMEK
Rah., BREHIFERETDAEEELNHD XTI,

1. [ &), Cisco Secure Email Gateway [IFETELE 9 ( Yes, Secure Email Gateway is present) ] /=13 [ LW\ X
Cisco Secure Email Gateway [2F#fELUEtHA (No, Secure Email Gateway is not present) ] %#i#iR L T. Cisco
Secure Email Gateway (SEG) NEET BN E>hERLET,

Welcome to Cisco Secure Email Threat Defense

o Secure Email Gateway |
Secure Email Gateway (SEG)

Do you have a Secure Email Gateway?

‘ (® Yes, Secure Email Gateway is present No, Secure Email Gateway is not present

Indicate type of SEG and header
@ Cisco SEG default header (X-IronPort-RemaotelP)
Cisco SEG custom header

Mon Cisco SEG custom header

2. [1ZLy (Yes) ] £EBZ-BEIIE. SEGDY A TEANY Y —%RUET,
3. [k~ (Next) 122 VUvoLEY,
Ayt —IDXETDEE

1. Microsoft 365 F 7zl Cisco SEG DAY —Y DEETEEIRLET, BIDFIET[ LWV X, SEG (No SEG) | #i®iR
L7388, Microsoft 365 B’ Ay —IUEETE LTEEEN., COFIFETIOA4HF—RIARF Yy TEINET,

Welcome to Cisco Secure Email Threat Defense

Message source

@ Secure Email Gateway
Select message source

o Message sources @ Microsoft 365
Cisco SEG

2. [R~ (Next) |22 Vv I LEY.

AREDESRE
1. [ AI4RM (Visibility) ] Z&RLE Y,

12



Secure Email Threat Defense MDE%E

AIRMEE. BETESEBERY D —DEEEZEELET, FAAERA TV avid, sI0BRICE>TERDET,
Welcome to Cisco Secure Email Threat Defense

'::\/:] Secure Email Gateway Visibility
- Select Microsoft 365 permission mode for visibility and remediation.
':\_\j,:' Message sources @ Read and write (Recommended)
« Visibility
o Visibility

» On-demand remediation
» Automated remediation (cptional)

» EML Download

Read
« Visibility
» Mo remediation

» EML Download

Mo authentication
= Visibility
Microsoft 365 F25E (Microsoft 365 Authentication)

- BARDBELUVEERLASG : AIRYE. BLUOAVYTIVRILIEHOEER EDLWAYyE—JOBEHIF
HIFR) D'AIRET Y. FAHED B LVEZIAHERIT. Microsoft 365 NSERENE Y.

- HHHD (Read) : AIRMDHZFFAIL. BEEFAILIEA. ZHED ERERD' Microsoft 365 M S5EKREh
9.

T RARDBLUEZFAHEBIRLER., By NPy TRTHR. BE (17 R=Y) TEERY Y —E2AVICT
ZRENHDET., IXNTONIE X—)LICEENEEZEAT 31213, [#M (Configuration) 1. [ X—)L70—
#r (Mail flow configuration) 1. [ KA1 Y~ (Domains) ]1/{X/L QIEICEIRL., [ LEBOYRAMCHEWRXALY
Ic7RY & —%35EAT 2 (Apply Policy to domains not in the listabove) ] F v 2Ry 7 XA VICLUET,

Microsoft 365 §25FE— K Tld. Cisco Secure Email Threat Defense n S Microsoft ICk 27 7 L AFAI 2 ERLE T,

S DERIE. SARDBLUVEZIALFLEFRAIRDE—ROEESEZFTRLIENCL>TERDET, 7U/EX

HFRIOFHMICDOWNTIE, Y3 TUWS Microsoft DRFa AV RMESBLTLIESN,

A D Microsoft F83EE— K h* 5 DEX : Organization.Read.All 5 £ U User.Read

— https://learn.microsoft.com/en-us/graph/permissions-referencetforganizationreadall

— https://learn.microsoft.com/en-us/graph/permissions-referenceftuserread

FAHID B LUEEIAHTE— KDEK : Mail.ReadWrite

— https://learn.microsoft.com/en-us/graph/permissions-referenceffmailreadwrite

RHED E— KD 5DEX : Mail.Read

— https://learn.microsoft.com/en-us/graph/permissions-referenceffmailread

FBEE4 L (No Authentication)

CDATavid, Avt—IDEETE LT Cisco SEG ZFHL TWRIBEICEATE XY, OREOHEEHL
9., AvtE—I%BEITZLETEZFEA,

2. Microsoft 365 FEEE# IR L 72158 1&. Microsoft 365 [CEHRLE T,

13


https://learn.microsoft.com/en-us/graph/permissions-reference#organizationreadall
https://learn.microsoft.com/en-us/graph/permissions-reference#userread
https://learn.microsoft.com/en-us/graph/permissions-reference#mailreadwrite
https://learn.microsoft.com/en-us/graph/permissions-reference#mailread

Secure Email Threat Defense MDE%E

a. [~ (Next) 1%&2% Y w% LT Microsoft 365 |C#E#LE T,

b. #§RICHE>T. Microsoft 365 7AU Y MCOVA Y LET., COTFAVY MIRI/O-/NILEBEERNIVDET
9., Cisco Secure Email Threat Defense TIE7Hh VY F DREXIFEAEFRITSNELEA. ThSDERI Y
BREHICDWTIE, Cisco Secure Email Threat Defense M FAQ 'Why are Microsoft 365 Global Admin rights
required to set up Secure Email Threat Defense?] 22 L T Z& LY,

c. [#%ZE (Accept) 122 w4 LT, Cisco Secure Email Threat Defense 7 77U 4 — 3 v DIEREZEZELE T,
Cisco Secure Email Threat Defense OFREXR—JICUFA LI MENhET,

d. [R~N (Next) ][22 Uy o ULET,

Atz —I DIEETDERE
[#EZ (Summary) 1 R—IU T, E X—JLF—% % Cisco Secure Email Threat Defense [CIX{ET B L DI Ay E—IDix
ERERETEFIEBFEREINET. AvE—VRERICEITZIUTOFIEEZST sh £7.

Microsoft 365 M X vt —I DEETT

Microsoft 365 & X vt —Yx{Exe U TEIRLIBAE. ¥+ —F )L % Cisco Secure Email Threat Defense (232595 & 5
IC Microsoft 365 # T Z2WENHDET., ThETIICIE. Yv—FIIL—ILEEBMLET, Y— bz %2BELT
WBIBEIE. Jv—FILIL—IL%EBIMY %HiIC. Microsoft 365 ([COX V7 #EBMULET,

1.

Cisco Secure Email Gateway (SEG) %R U TW31—Y—0DIFE : Microsoft 365 [CAXKIZ ¥ #EBMULET,

¥ v —F LA Cisco Secure Email Gateway Z#EHT % Z &£/ <. Microsoft 365 A5 Cisco Secure Email Threat
Defense [CEIEXEEND L SICT D76, Microsoft 365 I[TEEARI Y EEMT A LEHRELEY, ORIV
v —FILERETZENTEMTZ2UHENHD XTI,

Microsoft 365 Exchange BBt v #—H 5, [ XI5 DiEM (Add aconnctor) ] U4 H—RKRDXDEREZFERALT
HLLWIXRIYZERLET,

— [ ##t (Connection from) ] : Office 365,
— [ ###5 (Connection to) ]: /X— b F—#A#E,

— [3x% %% (Connector name) ] : Cisco Secure Email Threat Defense ADF7 7 RNV R ([AVICT S
(Turniton) 1 F v IRy o X%&ER),

- ARIVIDEAH  EA-IAYE—IDNNEDRASVITEEZINDIGEEDH (ILXREBDIZEIE
mail.cmd.cisco.com, I—0O v /\IREDIHEE(F mail.eu.cmd.cisco.com, A—X T U PIRIEDIZEE
mail.au.etd.cisco.com. 4 » REIEODIEEIE mailin.etd.cisco.com £7/= 137 S 7B REEERDIES I
mail.ua.etd.cisco.com ZEBL £7).

- [JL—F4>v% (Routing) ]: I\—bF—DRAA VICEERIFTSN-MX L OI—K%EFER,

- [tEF2YFT1DHIR (Security restrictions) ]: % {RET 270, FHETE DB (CA) IT&>THRIT
bV AR—KNEBEF 21U T« (TLS) ZEICHER (HE).

- [MEEADOEFA—)L (Validation email) ] : Cisco Secure Email Threat Defense DFRER—I DI v—FIL7 KL X,
3E : Microsoft 365 77> K T. Exchange F SV AR—MIL—I)LEFEAL T, XEA-ILEZBREENIXRIYIC
W—TFT 4V TFTBEENEA-ININ—TFT 4 VINTTICRESNTNDIES., ARV IRIEICKKTEZENHD
FY, Iv—FINAYE—JICRBIATLBELNHD. FTYVAR—MNIL—ILOFEZZITERAN, AXIFR
ETAMDEFA—IVICIIFEDL LB, FSYVRAR—MIL—ILOEEEZITET,

CORIADOEEERT BICIE. BEEDO NSV AR—BMIL—IL%ZERDIFT. Cisco Secure Email Threat Defense
Uv—FILT7RLADHENEZEBMULET., COEEHEIICRZOEF-o>THS, HILLWIARIYDRIEEZHFT R
FLTLIEELY,

. Cisco Secure Email Threat Defense I3 v+ —F )L &IX(ET % & 5 IC Microsoft 365 ZFRELE T, chZziT5ICIE.

Jy—FIIL—IILEZEMLET,
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Secure Email Threat Defense MDE%E

3.

a. Cisco Secure Email Threat Defense DRER—I A S, JYv—FIF7RKLRAZIAE—-LEXY, #Ton7/OtEx%
BORIVWENHZHSIE. [FE (Administration) ] XR—ITIv—FIL7 RL A ZERITZIEHTEET,

b. Microsoft Purview JY 754 7 XARk—4% )L (https://purview.microsoft.com/) ([CIBEIL X9,

c. [YYa—3Y> (Solutions) |>[7—%F4 784U ILEHE (Data lifecycle management) ] > [Exchange
(L#A<—) (Exchange (legacy)) 1> [+ —7ILJL—IL (Journal rules) | DIBICFEELE T,

7 BRETELR—PMDOEEHRERDIETA-INZEZLEEL TLWARWESIE. [RE (Settings) 1>[7—% 7
4 7942 E®E (Data Lifecycle Management) ] > [Exchange (L 4 —) (Exchange (legacy)) ] IC#8&/L.
[BETEER Y v —FILLR— h DE(ES (Send undeliverable journal reports to) ] 7 « —JL K(C Exchange D&
EEZEBMUT[RE (Save) |20 Vv I LET., BFRINZBFA-ITRLARGIv—FUVITIhFEA,
Cisco Secure Email Threat Defense ORI HRETZ 7 KL AEZFRALBEVWTCESI WL, COEBNTHERT 3%
EEPVLBWNEEIE. ZEEEERTIVELNBDET, TTULES. [Yv—FILIL—IL (Journal rules) ] R—
JIKRDET,

d. FHLWIvy—FILIL—ILZERT BICE. [+ HIRIL—IL (+ Newrule) ] 22U v ILET,

e. Cisco Secure Email Threat Defense MERER—IDIv—FILF7 RLR%E [ v —FILLR—FDEEKL (Send
journal reports to) 1 7« —JLRICBED T E T,

f. [Yv—7FIJLIL—ILE (Journal rule name) ] 7 « —JL K IC TCisco Cisco Secure Email Threat Defense] & A 7]
LET,

g. [Yvy—FILAyvtE—IDEZETT (Journal messages sent or received from) ] T. [£E (Everyone) ]| %i&iR
LEY,

h. [Yv—FITBAvE—IDY AT (Type of message to journal) ] T, [TRTDOAYyE— (All messages) ]
ZERLET,

i. [XRAN (Next) 120UvwoLET,
i BIRABZEZELTH S, [XE (Submit) 127Uy LTIL—ILDEREZRTLET,

Cisco Secure Email Threat Defense DFREXR—JICED T, [RU P —DHERR (Review policy) ]| 27Uy I ULET,

AyE—IDEET T-hT A

Ay E—IDEETICT — b oA/ %BIRLBA L. Cisco Secure Email Cloud Gateway @ Threat Defense 117 ¥ %
BMICL., X vt—I% Secure Email Threat Defense ICEETESLDICLET,

1.

o a A~ W

Cisco Secure Email Threat Defense DERER—I DS, AVvE—IREF7RLXZIE—-LEY, #Tcon7O0EX
ZEDERIVNENHZESIE. [ EIE (Administration) | R—ITAYE—ISEFRL AZHEETEET,

. Cisco Secure Email Cloud Gateway Ul "5, [T+ 2V 7« H—E X (Security Services) ] > [Threat Defense

Connector] DJEICEBIRL X9,

. [Threat Defense Connector ®E%{t. (Enable Threat Defense Connector) | Fx v IRy IR &2AVICLET,

. Fli& 1 T Cisco Secure Email Threat Defense 5 AE—ULicAvE—IZREPRLAZANLET,

. [*f§ (Submit) 122Uy I LTEEZEELXT.

. Cisco Secure Email Threat Defense DRFER—JICED 9, [/RY I —DFEEE (Review policy) 122Uy o LET,

Microsoft E X—JL R XA VDA ViR— bk ERY S —ERLOWESE

Y NPT O —RARTTRE., V=KD [BHE (Summary) | R—=IDNRREINFET, [RYI—%FREE
(Review policy) 1 #2 U v o LT, RUY—EBREERELET. RUY—BREICDOVTIE. BE (17R=Y) #88BLT
Q=1 AN
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Cisco Secure Email Threat Defense (&, Microsoft 365 77 hMSBFA—JLSEEEIF DR A Vv EAS VIR—MLET,
[#5% (Configuration) ] > [ XA—)L 7 O—#rE (Mail flow configuration) ] > [ K X >~ (Domains) ] /¢x%)L DJEICEIR
ULTRASMVEAVR—NTBE FEDRAM VICBEERZBERATZ X9, Cisco Secure Email Threat Defense (.
[VRBMICEWR ALY (Unlisted domains) | SREDA VX EA7ICEL> T HFILK A VYR—F SN R ALV ERR
BZHETUELET,

B [UZRNZRWE ALY (Unlisted domains) ] A, [ ERBDY XA MICRWER XA VICRY ¥—%8R9 % (Apply policy
to domains not listed above) ] Di5&. RUIV—lFA VR—bShEHLUWR XS VIERASINET,

B [YZRNMNIHEWRAACY (Unlisted domains) 1A% [ EREDY R MCRWL R AL VITRY —% @A LKL (Do not apply
policy to domains not listed above) ] DiFE. KU I—F. 1 ViR—bFSNEFHFLLWRAMVITBRAZWE A,

[UZRKICHWER XA Y (Unlisted domains) 158EDT 7 AL MBI, [ FROYRAMIBWRASVICRYY—%2EAL
#ZL\ (Do not apply policy to domains not listed above) ] T9, X v tE—IVRETH LUAHEMEE LT, Microsoft 365
SAEDBLUVUEZAREREIRLIZIBEE,. MEDODRAAM VY EASAVYR—KNULESTCIC, [ERBDOURBMCHBWERXAAL VIR
Yy —%iEAT S (Apply Policy to domains not in the list above) | ICERET DZHENHD T,

FE1 vR—b

Microsoft 365 BFA—IL KA VEFENTA viR— b T BICIE. ROFIEZEITLUET (Cisco Secure Email Threat
Defense O#IEtz v b7 v THEICHER).,

1. [#FR% (Configuration) ]>[ A—)L70O—8&%E (Mail flow configuration) ] X—J D|EICEIRL X T,

2. [ RAA > (Domeins) 1 /NI T, [VRNZEH (Updatelist) ] 22U v L. KRXAA % Cisco Secure Email
Threat Defense [T/ Y R—kULE T,

3. [ KAA Y (Domains) 1 /NRILDBLEMBICHZMETZ7A AV EI UV I LT, FSRAASMVOBEEEEREEFHELET,
[Save]l #7 U v I LTEEZRELVLET,

4. [ RAA Y (Domains) 1 /XRILT, [URARERTWERWRAA Y (Unlisted domains) ] DEREZHREL T. [ EICUR
FERTWERWRXAS VICRY >—%8FT % (Apply policy to domains not listed above) ] [CERET 5 Z L2 HED
LEY., chickh, RUI—HIXRTORZE A—/LEETEHENICA VR—MEShE KA VICERASIhEY.
B&1 vR— bk
UZANERFICTBEHIC. RAS VI 24 BRI EICBFNICA VR—hENET,
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= L=
axX AE
o ZOETIH. MANC TRYY—BE] EFENTWEREICDOWTHBLET,

[#EX (Configuration) ] R—MERET. Cisco Secure Email Threat Defense N A — )L Z BT 2 E%IEELE T,
Secure Email Threat Defense METFE (11 XR—Y) OFIETIE. T 7 A MRENBEBHINE T, REZHEIEL T, Cisco
Secure Email Threat Defense A EFEED ICA—ILZWBLTWS A ZERLET,

BREREIR. RD 3 DOERICAMNTVET,
B A—)L7O-HR

B JO—-/NLERE

B RYY—ER

INSDR—IDIEEZHRET 2ICEF. NRXILVOBELBEICBITOREICHZMETAVEI VY I LET, MET (]
VEVIYIITRE BREZZEEIZLODYA 7OV ERBFT7—o70-ICBBLET, f:

Unwanted message analysis &

Spam and Graymail

Select options for Spam and Graymail analysis.
@ Analyze messages for Spam and Graymail.

@ Apply policy to Microsoft Safe Sender messages.

Edit Unwanted Message Analysis

Spam and Graymail

Select options for Spam and Graymail analysis.
Analyze messages for Spam and Graymail.

Apply policy to Microsoft Safe Sender messages.

Cancel

A—)L 7 O—#ERY

[ A—=JL7O—#E (Mail flow configuration) ] R—JI(ZlE, Ay E—IDiEETT. Microsoft 365 DEJRME. LU K AA
VEEDBERIARRINET,

YAAVATALAXEREY  www.cisco.com/jp
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A—)L 7 O—ER

[AytE—I NS5 T7 499 (Message traffic) 1 /NRILICIE. A vtE—IDEETT. Microsoft 365 5REE & AIRIEDREN H
D £3 ., Microsoft D+ —F+)L7 KL RXRFf=IZ Cisco Secure Email Gateway (SEG) XA v E—IZEF KL RICH., D
NNRILDSTIEATEEYT, MET7/AVEIVYILT. ThSDREZZEELEYT., Chickbh, BEZTOILHD
J—4s70—-ICBBLET.

Message traffic

Message source (Microsoft)

Secure email gateway (SEG) Visibility
G Incoming & Internal O Outgoing Cisco SEG Default header Microsoft 365 Authentication for
ke - visibility and remediation.
Microsoft 365 is configured to send journals to Secure Email Threat Defense. Z;lconBark-Remotel ¥
Read and write
Journal Addrass
7 Copy = Visibility

* On-demand remediation
* Automated remediation {optional)
* EML Download

[ FXA > (Domains) ] /XRILICIE. EX—ILRAS YD —BRREINET. 1 VR—FShcRAMVE AvE—JD
AMZRETBDICRIIEET, HEDR A VG, BEMEERKRY D —HNSRITTEXT,

RAASVYZRNE, 24 BB CEICEBEITEHFEINET., 3. [F1YR—FMU XM (Importlist) ] 20U v o 935ER
ALV ETCICEFTEET,

Domains 2 auto-remediated, 2 total

Domains are imported to help determine massage directions. Domains can be excluded from Automated remediation policy.

| Q Search & Import list |

Domain name

Apply Policy

@ Applied

© Applied

Unlisted domains

© Apply Policy to domains not in the list above.
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A—)L 7 O—ER

[ RXA > (Domains) ] X\RILOBELRRICHZIMET A AV I Y v I LT, RUI—ZBRTZRXAVZR/ELIED,
DAMIBWRAA VIR Y—Z@BALIEDULET, RASYDELEAVR—PFERTORWNGER. YAKIEELE
WEELHDET.

Edit Domains

| Q Search 2 results
Domain name Apply Policy
Apply
Apply

Unlisted domains

Apply Policy to domains not in the list above.

Cancel
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A—)L7 O—ER
=1 A=)V 7 O—HERRE
ERTE Bl A7 3y (Options) F7AIb
Ay E—IDREET Ayt—IDE{ETETEE | B Microsoft 365 Cisco Secure Email Threat
(Message Source) LY, B Cisco Secure Email Gateway | Defense ZRETBHLEICFH
(SEG) (BHEAvt—vps) | CHRLET
AjRME BRATE3BE/RYY—D | B Microsoft 365 585F (Microsoft | Cisco Secure Email Threat
Y14 T2ERLET, 365 Authentication) Defense Z3E T % & ZICFH
- BAROBLUBERS: BN UET
A8, BLXUAYFTY | [Microsoft 365 525F (Microsoft
RE/IZFEEIDEE (5FH | 365 Authentication) | ¥E%2Z
LWXytE—J0BEE - | E9 % &, Microsoft 365 DIERR
IZBIRR) A AIEETT . X ZEybhTBEOICUTTIL
foo EMLOS U vO—RE |V hEhFxzd, Iv—FVUVT
TEEY, SAEDBE LY | ZRET 2L OICERSINBI5
EXAHEMRIE, Microsoft | HHDET, I TICYv—F
365 Mo ERINET, Yy JEFJRELTLSESIE.
- BARD  ARtossy  -OTREEMTEST.
AL, BESLV EML 04 | i : [Microsoft 365 F2FF : Fid*
JvO—REHFALEE b | £Z5A% (Microsoft 365
ho FRHELD ERERD Authentication: Read/Write) ]
Microsoft 365 M SERkE | ZiBIRT BEF. KUYV —1ER
h%xd, RELEZTTZIVNELNHDET,
[##ED (Read) ] %&i&EiR
Licimald, [HE774
LT (Attachment
Analysis) 18 LU [ Ay
T—J D5 (Message
Analysis) ] DA RDHERTE
ITEMELHDET., BE
RUY—FERSIhE A,
B ERREAL : RO HAZERFAIL
ig-o
Cisco Secure Email Cisco Secure Email B (\V%, Cisco Secure Email Cisco Secure Email Threat
Gateway (SEG) Gateway (SEG) OHE Gateway (IELELFHA Defense 2 E T % & EZICFE)
"ri‘reg'lslggf:r?;:rg‘i?;% B (IL), Cisco Secure Email TERLET,
o Nl Gateway FEELET FMICOWTIE Y—bhUxAa
IP Z&AI9 2 AEICHEL DERBRTE (24 R—Y) 28R
9, — CiscoSEG F7 AL b bT(nffilA =
Ay & — (X-IronPort- c=Te
RemotelP),
— Cisco SEG h X5 ANy

9‘_0 (/\‘y y—%ﬁ?b
x9)

— Cisco SEG St Hh X% A
ANYH—, (NyHT—%R
LEY)

RALY : RAS V%A
365 M S EEMIICA VR

VIR=hTBEAVE-—IDHTAZRET BDICRIEETY.
—hEhFI, RASVIE BEERR) S —NSRITTELY,

RAA

Vi, 24 B[ < & (T Microsoft

B#nfe’

RAAS VY ZBMTIRULWEREX
1 VICERINET,

[#IR (Checked) ] Eicld [ BIRE
F&% (Unchecked) ]

ZIRERR (Unchecked), Smd*
MO BLUREAHDAEERESE
AVICTBGEER}R. COFy

IRV I REAVICLET.
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7 O—INILERE

Ay t—IDEETOUIDEZ
Ay E—IDEETELEET 5IC(E. [ (Configuration) ]1>[ A—)L 7 O—D#RL (Mail flow configuration) ]
R—IDIBICEIRLET.

1. MEFAAVEIIYYILT, AVvE—JDOEETEZEETZFIEZFHAT 2V F—RICBBILET,

2. Ayt—VDEETEZTDEAZ I LE2RTBHIERRINET. [Continuel 27V v I LET,

3. [ Ay E—YDRETOYID E X (Switch Message Source) ] ¥4 7 AT HERRENF T, Cisco Secure Email Threat
Defense ADA Yy E—IDXREEELETBICIE. MREIDOAYE—IDEETERETIVENHDET., CORESAE
DEEMIC DL TIE. Cisco Secure Email Threat Defense ¥+ —FJLIL—ILDHEIR (71 R—Y) FllgAvtE—IDix
BEEFELETZLSICT— UM ZEBHT S (72 R—V) 28RBLTZEL,

4. PHIOR B TI v —FINE R AYE—VDOEEEFELELUECEZRTF VIRV I RZAVICLTH S,

[R~ (Next) |22 VUv o LZEY,

5. 94 7AJICKRREINZAYE—IZEFRLAFLRIy—FILT7RLAZFRALT. HiILWAYE—IDEETE
HELET., BIMTDOAYE—IDEETZRETZFIBICONTIE. AvE—IJDEETORE (14 R—)
THEHUCKEBALET.

- R =1 ==
JO—/V)LERE
[/ O—/CLEEE (Global settings) | R—I T, M9 2V TFYVaEEELET,
[ Ay F>Y4#7 (Content Analysis) ] /8% JLICIE. Cisco Secure Email Threat Defense THT T DA v E—I EHRMAT 7
1ILDABPRTENET., [FELAYE—IHH (Unwanted message analysis) 1 /SRILICIE. RISAB LT T LA

A=AV E—IZRHENLFBETZEZBIRULIDESHDPRRENET, REZHEEIT BICIE. B/I\KXILDOEICH
ME7(AVEVIYVILET,

Content analysis & Unwanted message analysis &
Messages Analysis Attachment analysis Spam and Graymail
G Incoming & Internal O Outgoing G Incoming @© Internal @ QOutgoing Analyze or remediate Spam and Graymail.
Select direction(s) of messages to be dynamically Select direction(s) of attachments to be @ Spam @ Graymail
analyzed. Analyzing an internal message will also dynamically analyzed. Attachments will be sent
include any external recipients that are included. to Cisco Secure Malware Analytics for analysis.
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RY 2 —DRE

x2 ' O—/VILERRE
ERAE Bz * 7 3> (Options) F7AILk
AVF VYRR Ay t—INiF B Ayt—JDAM (Direction | B XyE—ID7M
of Messages) (Direction of Messages)
BRI Nhd Ay t— _ . s — e
SDHMA. - &f& (Incoming) - AvtE—YOREETH
e Microsoft 0365 DIHEH
H iE[gxT (Al) ]
- %8 (Outgoing) W — =T
T 71 L OB e - AveoYoRER)
(Attachment Analysis) B &7 71 I)LDARA (Direction T—hY I‘fa.)iﬁn s
of Attachments) [%&fE (Incoming) ]
FHT 7 A LOAH &8 (Incoming) ot o7
- A Attachments)
- %{8 (Outgoing) - &2 (Incoming)
AER AvE—Ia | ANAVTLAA—)Lz¥| | m [EIR (Checked) ] F/cld [iE | 2023 F£ 5 A 9 HYRRIC/ERR S
ETBHICAYE—I% REEF (Unchecked) ] nNisXTO7HhoV A7
M9 % Ic93%
REPIXEFEE : ANA | SORYIADBAVICHE> | [BIR (Checked) ] F7z(d [iBIRE | BIRMIR (Unchecked)
Fl@FIL—XA—)LE | TWBEE., Yv—FI B& (Unchecked) ]
Y| X h/= Microsoft | Aw 4 —T Microsoft [C &
Safe Sender Xy tz— | D Safe Sender £ LT#H# Y
JigEEIhIEtA. FlranfcAvytt—yn>5
%5, Cisco Secure Email
Threat Defense [C& > TX
INLAFRET LA A=) E
YIEShi-bDIBESZN
Tt A,

o >, §}'[,|—'—|
M) —DERTE
[/RYU Y —#m (Policy configuration) ]| R—ITld. AF v FHSIRINHEICHU T AT ANERTREE7 V3
VP, BEDREEELSEEZEICEDVTIVRTANERT 2050 2R TEET.,

Policy configuration

Configure the remediation actions the system will use for verdict returned by the scanners and exceptions the system will use based on specific senders and recipients.
® Incoming & Internal (& Outgoing
Incoming rules Internal rules
Rule name Sender Mo verdict Threat Spam Graymail Status
Default Base All Mo Action Move to Quarantine Move to Junk Mo Action @ Enabled &
Policy

TI7A)IMXR=ZR) o —

FIAIWRR=ZRYY—F, TIAINIDBEFIVavEaEFELET., SEIFRIAMITOAYE—Y (BE. R/
A, BEUTTLAA=I) PEEIERAYE—IVDOARICKHUTERSD 77V aVvaiEETCEET,

[ 774 ER—=ZRY — (Default Base Policy) ] {TOERIICHZHRET7IAVEZIUY I LT, [F7AILIR=ZK
1) & — (Default Base Policy) 1 ¥/ 7OZICBRLEY, CITlR. SEIERABAPHATITVERRTEET, Ay
T—IDARCEICRBDZRIY—%RETEET,
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RY 2 —DRE

RERA v E—I DEETE

&, EEBEDOA-ILRY I ARDEEA Y E—JICHBRAINET., =& ZE. bob@yourcompany.com

DBRA VHOZEEICA v E—IBIXET DIEE. [AEAYvtE— (Intemal message) 1 DRTEIL, EEFHAVE—ITA
IWTRADZEDA Y E—IICERINET,
Edit Default Base Policy

Default Base Policy

Configure the remediation actions the system will use for verdict returned by the scanners.

Incoming rules

Internal rules

Category Action
Threats (O |Eﬁauanlma ~ |
Spam © ({Move taiin; >
Graymail @ [ Mo Action v |
Mo Verdict Mo Action
Cancel
=3 RY I —BRERE
FRIE B! * 73> (Options) F724Ik
F7ANWIR=ZKRY | AvtE—IDFT7AINE | m TIFICHEE (MovetoTrash) | ZEE : [ [EEEICHEE (Move
V- Brovavid. UKTOE to Quarantine) 1]
DTY, B EBA—JLICEH (Move to
Junk) B [ Z/CA (Spam) ]- [ k2%
m ER (BEC. FEHR. A—JLIC#E) (Move to
Tawovy, iz |0 REEICEE (Moveto Junk) ]
EEDHD) Quarantine)
B [JLA A=)l (Graymail) ]
E Spam B 7233viL (NoAction) -[7o¥3viL (No
_ . Acti
B SLAA= i 1 EEET KL R Exchange ction) ]
DOEEEHFATY ZAMIELTW
358, £EAvE—IH
Microsoft 365 IC& > TF TICIBIE
INTWBIEE. BE7IVavid
BRAIhIZEA.

RY 2 —DEI5}

[ &3 (Administration) ]1>[ X vt—J)L—J)L (Message Rules) | D RICHZI—ILEFERTDE, T7AILRKRY
—DPINEERTEES, ZOMORY I—FISNA T a Vi, $EBDUY—XT[RYI—#ER (Policy

configuration) | R—Y(CEBMENBFETT .
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T—bU A DEBBRE

T—bT A DFERERE

CiscOEA—JL EFaVUT« PTISATVAERLIIEUTETF— b1 2BBELTWSES. XORELFERTZIL%E

METLET,
=4 =Rz A THEINDZRY —FE
BEZ HRINZER
Cisco Secure Email Gateway (SEG) [ [EL). Cisco Secure Email Gateway [FFEZEL £ ( Yes,
Secure Email Gateway is present) 1. NV ¥ —%&XKR
AVTVYRMR TERBAYE—IHT (RIRAET LA A=) A7
Remediation Actions [ ZB (Threats) ] - [ BRBEIC#ESE) (Move to Quarantine) ]

Cisco Secure Email Gateway (SEG) WEET BT L &, REVY v —FILTD SEG DHFEAICHERATEEZAY Y —%RT
&IC& b, Cisco Secure Email Threat Defense TAY EL—JDEDREELIIETEDLIICTZENEETY, <D
BEZITHLRVE, SEGHIOEESNLEIRTDAYE—IHERREN, BRENSRET HAREENHD T,

Cisco Secure Email Cloud Gateway (|H CES) Z7:Id Cisco Secure Email Gateway (ESA) DA v ¥ —DHERF /- 138
DEFEMICDONTIE.
https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-email-threat-def
ense ZZBL T EE L,

Fi. Ay t—IDEETTIC Microsoft 365 ZHEA L TWLWSIHEIE. ¥ v —F LA Microsoft 365 A5 Cisco Secure Email
Threat Defense [CEEIZESNE LIS, PTFATVRENANRTBHI L= HBLET, N1/XRX T BICIE. Secure
Email Threat Defense MERE (11 XR—Y) THASINTWB L ST, Microsoft 365 ([CAXI 7 %ZEBMULET,
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https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-email-threat-defense
https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-email-threat-defense
https://docs.ces.cisco.com/docs/configuring-asyncos-message-filter-to-add-sender-ip-header-for-email-threat-defense

e
CISCO.

Aytz—v

[ Avt—Y (Messages) | R—VICIEAYE—Y EMRFBERIERRSIN., BEORAIEELZAXRDZENTEFTT, 1 R—
IHEDRK 100 EOAYE—IERRTEET,

BESLIVT74ILY

ALy —arvrO—-)L&EALT. EESNHE (BED0H. #. £/IEA) OF—4». #F 90 BURDHRAY A
FALLAT7L—ADT—5%2XRRLET,

Day Week Month Custom I | Oct 30, 2024 10:27 - Nov 29, 2024 23:58

BRET4—ILRZFEAL T XFIERELID.

Q Search Messages for a URL, subject line, recipient, or IP

ANV aP URLIBREDTIBET BBIEZRELET.

[ 71 JL% (Filter) ] /XXJL

4N NRXINEFERAL TREBEZRDIAHEY ., LEXF FHEDEEEDNSEFSNICINTDA—)L. KEDHED
A=), BT 7ANPLV Y IDHEA—IL, BAESNICA—IL, [EEA—IL (Junk) [ ICBEIShIcA—ILBEER
RCTEXT,

1. [Z4J)L% (Fiters) 122Uy o LT74IL9N\XIEEBELET,

= Filters

YAAVATALAXEREY  www.cisco.com/jp
25



Ayt—

2. BRZ1TV. [EA (Apply) 122Uy ULET., [HE (Verdict) 10D EH 1 DDIEEZRIRT Z2WENH S
CEITERELTLCESL,

Filters X
Verdicts ~

All Threats

BEC
Scam
Phishing
Malicious

Spam
Graymail

Neutral

No Verdicts
a Last action -~

Move to Junk
Move to Trash
D Move to Inbox

Move to Quarantine

Delete

No Actions
Message rules ~

Allow List
Verdict Override

Bypass Analysis
Mo Rules

74N ET7AILMIVEY FFTBICE [TXTUEY ~ (Resetall) | Ry v ZFERALET,

Ayt —=I0537E049 0 T4ILY
[ Ayt—Y (Messages) | R—IDLEEICHZAYE—ITZ3T7E09A4 VI T74IN5IE AvtE—I8FT740v0DTS
TAHANELI—%2REHELET, COTVST7EFRALT. AvE—IEFTEPLKTAIFUVEBLET, FF7I1CF. XDBHLD
FEEhTWEY,

B BREATFTOAVOTL—U7IKMILD., GFt2ERRL. BRZEGHICT I IRELET,
B ARTTIEPL 7 AINIUNIEST BHICERTES [ AvE—IYDAM (Message Direction) ] D&Et
B BIRU/ABEMESEEO ML Y RO

Threats 201 Total Messages 1331 Total Trend comparison ~ Custom =4 Threats 201 - Messages 1331

O M eec:s2 O [ incoming: 642 329702t *Nov

(m] Scam: 52 (m] Internal: 15 / ] B - 3 " - —

O M Pishing: 42 O ougoing: 674 /\AA/\—/MMA\
0

O [ Malicious: 55 30311 2 3 4 56 7 8 910 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29

H%E

Cisco Secure Email Threat Defense [&, ROBEHIEE Ay E—VICERALEY,
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Ayt—

Ayt—IJLIR—b

B [BEC]: EVXZXA—JLFEHR (BEC) E. V=Y v LIV IZF IV T ERARMZFERL CHEEICRENEEZSZ

ZEERFERTT,
B [FEHR (Scam) ]: #EHRIF. EK UFERVREEMB EOFEZEAL T, AACEENESEZ525LICEREY
TTWEY,

B [J4vYv% (Fishing) 1: ShoDAyE—Jld, 2—H—%&, IXXAT—RK, JL Iy MH—RBEELE ORISR
ZFEBELLSELT, EROY—ERXRZAREICOAE—F/EEMLUI-E LTERYREZ(TTWET,

B [EEDHD (Malicious) 1: ThEDAytE—Vid, BEEOHZYV I Iz 7OREZIIILEEZSE. BHT 5.
F3XBITHE L TERYAEZIITVET,

L NOXRT T4 TIR¥E
L FhORRYTF 4 FTHEEIX. X vt—IAH Cisco Secure Email Threat Defense IC&k > TRIICAFrvan-#oH3
R TAYE—YICEBAINEZHDTY,

Cisco Secure Email Threat Defense @ L FOZXRT 74 7REEE, MO Z2ADEFa1 VT BREFETELRDZET,
Cisco Secure Email Threat Defense (34 VT4 Y A—IL7OtY Y TRED FEAD, AvE—IJOHENTERT TS
e DEIEDRFEEEMNH D T, Talos DF 4 —7 URL MR E. AMEFRARVFHFLLWIYFTFYYI VIV, L O
ARV TATRAAEELVLTHERDNET ., HIEHNEND L. BELENET. LA > T, Cisco Secure Email Threat
Defense IFCh S D¥IEZRREICY FFIFLET.

LNOZRYZF4 7THEHEE. [ AvE—Y (Messages) | R—ID [$IFE (Verdict) | DBICEVWF A AV TRINET,
FPAAVICA—=VIZzEHhEZE. LMOXRI T4 TRHUEN BRI N E, Ay E—IZ2RE UL EHEHNE
RAEnicFRIOERIPRRENET,
! Retrospective verdict
Applied at: 8:36 am

b | +J Phishing

Difference: 2m

L NOZART T 4 TIR¥|EDEF A—)LEBA]
LhAOARI T4 TRHUEDEFA—ILBHMZA YV EEATZICTRICIE. XOFIEERITLULET,
1. [ &HE (Administration) ]>[ EJ XX (Business) ] DJEICERLE T,

2. [ #¥18HERRE (Preferences) | T. [ L NOZRRI 74 7R¥IE DB %ZiX{E (Send Notifications for Retrospective
Verdicts) | ZZIRE - (LBIRERLE T,

CDFYIRYTANAVDIFE. LMOZART T4 TRHEDEFA—ILBAINBHAICIEES NICEFA-ILTRL
AICEFEESNET., CNSOBHIEFT 7 AN TAVICE>TWET,

Avyt—I LR—b
AvtE—ILR—b2FERTZE. AvE—JICEHITZFMERABTELT, [.I> [ LR—FDERR (View Report) | =i
RIBD, AvtE—ITOEEDIBREIVYILT. ZFOAYE—IDLR—MIT7IVEALET,

Scam 2 = Oct 26 2024 09:24 AM GMT+2 ) O ® Incoming

E‘J -
(m] = Oct 26 2024 09:24 AM GMT+2 (3 5 5 O

— Oct 26 2024 09:24 AM GMT+2 3 y O| Email Preview

- Oct 26 2024 09:24 AM GMT+2 u ®| Download Email |
= Oct 26 2024 09:24 AM GMT+2 (3 7y ¢ | Cconversation View I
AytE—ILR=FCTE ROELSBAYE—VICHT BFHMIARTEINET.

B Ayt—IDAM. Microsoft Message ID, ELMEERICA Yy E—IbEFHSI NN ESIH

0O 00
| |
(]

|
|
N
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Ayt—

Ayt—IJLIR—b

B 5ALTAY

B HEEFE

B A EEER

B EEEAVE—Y

B ZEFE. IUNO-TZEE. ARy I IABREDOZEFEEER

m Jvy

B RMITFAIL

B EFA-ILOTLEa—

AyE—ILR—bTlEF AVNE—2Y3VE21—PEMLY O YO—-RICETIEATELT,

Subject: TYFL*68B8.DIA5*TTEVT-SCAM-FRAUD-TEST-EMAIL*V399DI1E8VK.GJHZ*YRHA [ @ Ppreview Email | [ L. Download EML | [ Conversation view [7 |

G Incoming (Received Oct 26 2024 09:24 AM GMT+2) Message ID &
Timeline
Oct 26 2024 09:24:40 AM Oct 26 2024 09:25:21 AM
[ ] [ ]
Received Incoming Verdict Scam Automatic
Verdict & Techniques Sender Information

¥ scam Remediate & Reclassify ©
Low conent neeuraron © ©
Email content has a bad reputation -

@

FREQUENT SENDER FOR RECIPIENT i

Sender communicates frequently with recipient ¢-Originati
Not Available
FREQUENT SENDER FOR RECIPIENT'S DOMAIN
N Sender Messages (Last 30 Days)
Sender communicates frequently with recipient domain
BEC: 14  Scam: 13  Phishing: 12  Malicious: 0 B Messages(134) Il Threats(39)
3 35
g s, 3 Ao
26 27 28 29 3 234568 8 910 111213 14 15 16 17 18 19 20 21 2 24 25 26

TALZAY

AvE—IDILALATAVIE AyvtE—ILR—MIRRENET,

Timeline
Feb 13 2024 01:29:41 PM Feb 13 2024 01:40:10 PM Feb 13 2024 01:42:18 PM
Received Incoming Verdict Phishing Manual Manual

Reclassified by Remediated by

Unable to remediate 1 ma

TAATAVICIFRDBERIRRENET,

B [ (Received) ]1: Avt—I%RELILREL. $LUAYE—IDAMICET B
B [I—) (Rule) |: BAENIAYE—YIL—ILICET 2ER

B [HIE (Verdict) | : REhicH @B BASNHEICET 2BHRE. 7oV avoxRTE
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Ayt—

Ayt—IJLIR—b

B [7U23Y (Action) ]: Ay E—JICHUTRITENLT I aVICETBRERE. 7723 Y ORITERDHEED
BEFENTVEY,

- AvtE—JOBESMEBHTE
- AvE—JOBEIZ—ICHTREHRE. T-HIRELIA-IKRY IR

HE LEFE

[ #F & Fi% (Verdict and Techniques) ] /XRILICIE. XAvE—YICHEAShIZHEE., BRESh-FETHEICEELL
TREMED H DL DHREWICERSINT T, FEE, ZOEREZRIEHICENTEIHhTVET, BEDHZ 771D

AH] /SHA256 &LV URL (3. BIRIICRRSNE T (BNBRRHIAERSE). BNTFZAMERATERVNVGEIF. 7
HRHRANRRSNET,

CONRRILHSEEAYE—VZEBELLEIBENMETEET. [BEELHENE (Remediate and Reclassify) 1 Ry v %4
Uy U, AvE—JDBHEBME (32 R—YV) CRBHESNTVBFIRICEWVET,

Verdict & Techniques

tJ  Phishing

Email content has = bad reputation

FREQUENT SENDER FOR RECIPIENT

ommunicates frequently with recipient

%S B

[ X{E&1EER (Sender Information) ] /XRJLICIE. BET. BFA—ILTZ KL R, UF—V/)RR, REFK. SMTP H—/\—¢&
754 7Y D IP, X-Originating IP &, XAyvt—IDXEFICHT 2BADBERIERSINTET,

Sender Information

Mot Availzble

29



Ayt—

Ayt—IJLIR—b

EEEAVE—Y

[%EEAYyt—Y (Sender Messages) 1 75 7ICid. BE 30 HEICA Y E—IDEEENEELIAYE—IDEFHE
EERBAYE—VDEHBHIERRENET., chiTED, I—HF—DSOEBAYE—IDNIY—UHHDIHIEI L ZETIE
PLFERTEEY,

Sender Messages (Last 30 Days)

BEC: 10 Scam: 12 Phishing: 14  Malicious: 11 B Messages(70) [l Threats(47)

. Hulllal.s i Il-llllllllll.;_
12 13 14 15 1 2 12 3 456 7 B 9

16 17 18 18 20 21 22 23 24 25 26 27 28 29 3 10 1 12 13

=7 /= ==
Z(EE TR
[ ZE#& (Recipients) 1 /{xJIL & [ TYRO—7%{E#& (Envelope Recipients) ] /XRILICIE. Ay tE—IDEEXICET
BEHRHIRRENET,
Recipients (1) Envelope Recipients (1)
© ©

A=ILRy T XU R b

A=ILRy I AV AN, BEAVE—VERBAYE—VEZZEBELEIVRI—HF—DA—=I)LIRY 7 ZADY X NHERR
ShET, COURNCTIE., AVvE—IDNREDEERT7 IV avORICHEIhENESI I E, XyvE—JDEBEIS—1
BERINFET., BEIT—E. YRATANBEZHASZHICI—Y—HI Ay E—IZHIRELEIBIHLIBEICRET ZH
HEMEMHDET,

Mailbox List (3) |

L Download Error Log |

Mailboxes Status at time of remediation Remediation Errors

@ [ Mot Read MNone

@ Unknown Resource is not found

@ [ Mot Read MNone

oo ERTT7AI

[Uvy &Rt 7 74)L (Links and Attachment) ] /XX ILICIE, Ay E—IRATROD 2LV VI EFRAT77MILICET S

BHRHARTEINET,
Links (2) Attachments (0)
Email Link File Name
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Ayt—

Ayt—IJLIR—b

BFA-ILDOTLE1—

BEFA-ITLE2—%FERATDE, XY MNT—VBEEESLVUEEEILI—Y—(F. EML 7 7A/IILE5Y DO vO—-K95%T
RS, IVRA—Y—ICRRINZAYVE—IZEBRULTERRTEZXT, AvE—JFAA-IELTERRENET,
[EFA=ITLE21—%F< (OpenEmail Preview) ] /R V%22 Uv o LT, 7LE2—%2FRLET,

Email Preview (available)

Email

©

Test emall body with

A—H—pAyE—UrFLE21—F3L BEEOSLI-RIMERESNET, BEEFEOSE. [ EE (Administration ) ] >
[EY%Z (Business) ]> [ #IHAERE (Preferences) | "S54 U O—KTEZET,

hyN\tt—rg3vEa1—
HhyNt—ravbEa—7TlF, hyvNkt—ravoeFEbar—»rMRErSInEd, hv\t—ravEa—%EFRLT. AV

NE—23VADAYyE—IJZEBIL. A—IL70-2Z2(CEELET. cnid. BRORERSMBEAN TR 274E
ZHM T 2DICRIEET,

Ayt—ILR—FT. R=VDHLIZHZ [ Av/\2—Y 3 Ea1— (Conversation View) | Ry &7 Uv oI LT,
FIEDEFA—INICEET Ay E—IERRLET,

[+]17q4avE Uy LThHYNE—2a3vyD/ —RZ2BHTZE. hvN\E—Y a3V DFIEBEOAYE—VAHERTE
9, BHShiz/—RIZ. /—ROTICRTEINZAytE—IF Uy RICEMENET., /—REAyvE—JF, AR
(BEE. FE. £IEA) zRIHICENTINTVET,
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Ayt—

Ay E—JOBBEBNMER

/—RAADEFEF. AvE—JDEEXRT7RFLABZRLEYT. /—FADT7AIVIE, BEIMRHS N ESH. £
FERHENBRASNIAEINZRLET, /—FZBRIBE WARTBAYE—IHT Uy FRTHARTEINIET.

® O OO0

Verdict Action Rule Received Sender | e Recipients Subject Direction

Mar 15 2024 12:... & Conversation @ Incoming
Mar 15 2024 12:... o Re: Conversation o Outgoing

Mar 15 2024 12:... o Re: Conversation & Outgaing

XDR E/RY b A= 2 —

Cisco Secure Email Threat Defense E'3/ 2 X H' Cisco XDR LR SN TWBIBA. AvtE—YLR—FAHLS XDR E7RY
FAZ2—ICT7IEATEXYT, XDR EDIHFEEDFMICDOVTIE. XDR (63 R—V) #BBLTLEEL,

Ay t—I D EBNE

BROoTHESNEEBRDLNEIAYE—VUBEIELIEENETSICIE. [ AvE—Y (Messages) | XR—IEFERALET,

1 R=VICRREINZ AV E—IVHEZTFETZET. —EBIIRK 100 FOA Yy Et—I 2B IIBNMNETEET,

[ Ayt—YLR—b (Message Report) 1 R—I D [ #IFE & Fix (Verdict and Techniques) 1 /XRILDSEEAYE—Y
ERHBLUBENMNETDIELTEXT,

BELEMEAPI ZHEALT. Xvt—JZBEBELUBRETHILEHTEXT., FMICOWVTIE. APLAHTR
(https://developer.cisco.com/docs/message-search-api/) ZZBLTLZE L,

BN, BIRULEAYE—VDHIEICOAEELET., Chid, BIRULCEEBEISDSEDAYE—IICHTT S,
FEAYE—IDARICEDILKT7IVaVDEEERTILDTIEHDEFFA, Avtz—IlE, Cisco Talos [Tk BHERD
feHICF 2 —ICANShET, Talos I, SEDDEICHEEESZDHICCDT4— RNy I EFERTZIH5EFHDET,
BEREAYE—JICD2WTIE, FIEDA—/IN—F4 K)L—JL (59 R—Y) OEBMERETL TS,

JINA 7w K Exchange 7H oY MZDWT

Cisco Secure Email Threat Defense (&, Exchange Online (0365) ICTEET DA —ILIRY I XA L TOHEMELE T, A—
LRy 7 2% AV 7L I 2D Exchange »* 5 Exchange Online (0365) [C{THDIEE. B1E (BIX/-I3HIR) .
Exchange Online (0365) ICH2A—ILRY I AICHUTOH:MEELFT, A~ 7L I XD Exchange A—JLRY T ZDE
ErKBLEECEIIERNEShEEA,

A EDBEETE—R
FAERDE—RTIE. AvtE—J0FNE (BERZHEDER) AAEETT,
1. BREITH AV E—IZEIRULET,
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https://developer.cisco.com/docs/message-search-api/

Ayt—

Ay E—JOBBEBNMER

2. RAOY T IIAZ1—DSHEEBRLUET, Avtz—Yld. [BEC]. [FEHR (Scam) |. [ 7«4 v ¥ >4 (Phishing) ].
[BEEDHS (Malicious) ]. [ R/INA (Spam) | [F L4 A=)l (Graymail) ]. [Z2—FZJL (Neutral) 1 ICHEHEY
. FTF [HEZFE (Keep verdict) | £ BIRTE XY,

O ]l Request action v Cancel

n Message selected | Reclassify l[ Select verdict

BEC

Scam 2
B verdict Action Phishing d Sender @ Recipients Subject Direction &
Phishing | & Quarantine & falicious 2024 08:24 AM GMT+2 (3 ® Incoming

I
I:‘ Phishing Quarantine 2024 11:59 AM GMT+2 & £ Outgoing
O  Pphishing Quarantine 2024 04:07 AM GMT+2 & & Outgoing
|:| Phishing Quarantine — Nov 16 2024 04:11 AM GMT+2 € & & Outgoing

3. MLWAKRZBEAY 3ICIE. [E#H (Update) [ 20U v I LET.

FAID B LIVUEEZAHEEE—R

PR BLUVEEAHMEBBE—R TR BOLWAYE—I 21— —DREM LA D OEKBEA-ILEFTIFEICEE
TZH. - D7V EATERMRET ANTICBEHTEEY. AERIC, EEXA—)L, TIMH. FPIREICBEISH
Ay E—IDEDOULSBNWEHITLISERE. ZOXAYvE—J 21— —DREMLAICRIZENTEEY. Avt—
VERLICHIRT S EHTEET, COTOCATRE, Avt—JZzENE (RLB2HEZEA) §52LH6TEEY,

1. BBIXICEBENET AV E—JZERLET,

2. [B748 (Reclassify) ] ROV FH I AZa—hS¥EEZERLET, AvtE—Ild, [BEC]. [FEEL (Scam) 1.
[Z4wv2>vT (Phishing) 1. [BED#H S (Malicious) 1. [ R/XA (Spam) I. [ 7L 1 A—JL (Graymail) ].
[Za2—bFJ)L (Neutral) JICTENET DL, TE [ HEZRTF (Keep verdict) | #BIRTEE T,

n Message selected | Reclassify [[ Scam ( )J] Request action | Select action l Cancel
BEC
Seam ~
B verdict Action Phishing d Sender @ Recipients Subject Direction &
Phishing | & Quarantine A ous 2024 08:24 AM GMT+2 (3 @ Incoming 5
[J  phishing Quarantine 2024 11:59 AM GMT+2 & & & Outgoing |
(O Phishin Quarantine 2024 04:07 AMGMT+2 € & & Outgoins
12} & going
O  phishing Quarantine — Nov 16 2024 04:11 AM GMT+2 € & € Outgoing
[J  Phishing Quarantine — Nov 152024 12:14 PM GMT+2 € & & oOutgoing
O  Phishing Quarantine — Nov 14 2024 12:40 PM GMT+2 (3 & € Outgoing e

3.[UJTRNF7Y 3y (RequestAction) ] RO T IV AZa—h570avaEERLET, [ BEA—ILICHE
&) (Move to Junk) 1. [ T3#5Ic#8) (Move to Trash) |. [Z{ENL 1 IC#8) (Move to Inbox) ]. [ FREkIC#2E)
(Move to Quarantine) ]. [#lIf& (Delete) 1. F/ld [#EL AL (Do Not Move) | #BIRTEZ T,
(=)

[ Q Ssearct l =Filters  34results Resetall
©)

n Message selected | Reclassify [Scam ] Request action [[ Select action

Movs

Movs a
B Vverdict Action Rule Received i pients Subject Direction &
Phishing 2 Quarantine 2 = Nov 21 2024 08:24 AM GM Move to Quarantine ® Incoming

i
[0  Phishing Quarantine s Nov 18 2024 11:59 AM G . & 6 Outgoing

Do Not Move
O  Pphishing Quarantine — Nov 18 2024 04:07 AM GMT+2 (3 . & £ Outgoing

. [E# (Refresh) 122Uy I LTHULWAMEZERAL, AvE—JICHLTT7IaveRTLET.

N

Ay tE—IHBEINIEEIE. [REDF7 Y3y (Last Action) | FIICREhE T,

T REAVE-—IVERBAYE—IDIFE. [ZIENLICHEE (Movetolnbox) 1 7o avid, AvtE—IEREN
LA TlER<., XAyvtE—IDRIPDEEED [ AEEH (Sent) | 7AILFICBEILET,
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Ayt—

Ay E—JOBBEBNMER

Ay t—UZHIRT S

A—N—BEESLVUBEEI—Y—. BNE/BETV—/70-08IKR7 Va3V EFERLT. A=ILRYIZINEXY
t—VEZLICHRTEEY. HIFRShic XAy z—J . recoverableitemspurges 7 # LY [CBEIShE T, 1—H—(2F
DT ANFICTOERATEF . Cisco Secure Email Threat Defense TldHIfrEs i A v E—IEZENLAICETTE
XA,

1. HIFRT 2 A v E—IU%BRLET,
2. [B74E (Reclassify) | kO 7O AZ 21— SHEZBERLET, AvE—I(d. [BEC]. [FEEK (Scam) ].

[Z4wv2>T (Phishing) 1. [BED#H % (Malicious) 1. [ R/XA (Spam) I. [ 7L 1 A—JL (Graymail) ].
[Z2—bF3J)L (Neutral) ] ICEBAET L. FE [HEEZHRE (Keep verdict) | #BIRTEXT,

n Message selected | Reclassify [[ Select verdict OH Request action Cancel

Scam )
B verdict Action Phishing d Sender @ Recipients Subject Direction @
Phishing & Quarantine 2 Malicious 2024 08:24 AM GMT+2 @ Incoming

I
(J  Phishing Quarantine G 2024 11:59 AM GMT+2 7 & € Outgoing
) Phishing Quarantine o 2024 04:07 AM GMT+2 y & € outgoing
(J  Pphishing Quarantine — Nov 16 2024 04:11 AMGMT+2 (3 i & & outgoing

3. [UYTAMFY¥ 3> (RequestAction) | ROy 7H I A= a2—h5 [Hikk (Delete) | ZBIRLE T,
o g ify [Keepvermcl

Do Not Move

] Requestaction || seiestaction @) Cancel
B verdict Action Rule Received Lienls Subject Direction © &
Phishing & Quarantine R — Nov 21 2024 08:24 AM GM M @ Incomin g
D
[ Phishing Quarantine — Nov 18 2024 11:598 AM G & € Outgoing I

4. [E# (Update) |20 v I LTAYvE—IZHIRLET,

5. [ HIBRDFESE (Confirm Deletion) 1 4«4 PO IC. AvE—VFETTERNI EARTEN, HITIT I ESIHER
INFEY, HITIBICIE. [HIBR (Delete) 120Uy LET,

[RXEBEDT7 V3> (Last Action) ] FIICHIRARREINE T,

Ay tz—IDIRE

BEZ7AIWNTIEIA=ILRY A EICEEFRNICER S . Outlook I—H—([CldRRSINFLEA, V—7L Yy b T7AILTEIL.
[ &#E (Administration) ]>[ ESYR R (Business) ] X—J T, Xy hT—VBEBEERLVEBREI—H—ICRRINIET,
Outlook Tl EZ A ILFTAD Ay —IlE, HIRBEHIEEDHEEREICHE > TEHMICEESINE T . Cisco Secure
Email Threat Defense TlE, BT A LTI SBEESNIAYvE—IE1I—F—DFENLAICETI D EETEEEA.

AvE—JZFHTREICEBHTZICE. ROFIEZXRITLET.
1. [REEICBENIT 2 Ay E—JZBRLET,

2. [B2¥E (Reclassify) 1 FOY 7OV AZ 1 —HSHEZRIRLET., AvtE—Ild, [BEC]L [FEER (Scam) 1.
[Z74 w4 (Phishing) 1. [EBED#H 2 (Malicious) 1. [ R/VA (Spam) 1. [ LA A—JL (Graymail) ].
[Za2—bF)L (Neutral) 1 ICEBHET M. £k [HIEZHRF (Keep verdict) ] TEXT,

] = Filters 41 results  Resetall

(a

n Message selected | Reclassify " Select verdict OI] Request action Cancel

B verdict Action L Sender ©® Recipients Subject Direction @ ;
Phishing — 2024 04:12 AM GMT+2 o & € Outgoing -
[ Phishing — 2024 02:42 PM GMT+2 a & 6 & Outgoing

(D Phishing — 2024 04:08 AM GMT+2 - & 6 & Outgoing

O Pphishing — — Nov 28 2024 12:06 PM GMT+2 = & & Outgaing

O Pphishing — — Nov 28 2024 12:04 PM GMT+2 £ = & & Outgoing
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Ayt—

BEEROYVvO—K

3.[UJVTRNF7Y 3y (Request Action) ] RO 7O AZa—h5 [[REEEICIEE (Move to Quarantine) ] #3i#

RULET,
| Q search ] = Filters 41 results Resetall
n Message selected | Reclassify [ Keep verdict . ] Request action [I Select action ]] Cancel
Move to Junk
Move to Trash g
B verdict Action Rule Received ients Subject Direction )]
Move to Inbox [
Phishing — — Nov 30 2024 04:12 AM G Move to Quarantine & & Outgoing .
Delete
O phishing — — Nov 29 2024 02:42 PM GM pg Not Move & 3 & outgoing
[ Phishing = =i Nov 29 2024 04:08 AM GMT+2 & & & Outgoing

4. [E3 (Update) 122U v I LT, Avte—I%REHLET,
[ BEE#IC#8E) (Move to Quarantine) ] &, [ ZE&DF7 Y 3> (Last Action) ] FllICRRSINET,

REHFROYVvO—K

BREEROA Y E—JICEIET—YDCSV 7702V YO—RTEELY., ¥7O—K(F 10,000 Xy t—J(CH]
RENTVWEYT., T—525UrO0—-RFT3ICEF. ROFIEZRTLET.

1. [¥v0O—K (Download) ] R¥ v Uy L. [Fo>vO—KRDO¥ER (.csv) (Create Download (.csv)) ] %iEiR

LET,

| Create Download (.csv) |

| View Download History I

2. ERNETHTHZEZ2RTNF—DHRREINET, TFXANEIUYILT, [FovO—R:  Ayte—Y
(Downloads: Messages) | R—JICBELXT,

Your request is in progress. Click here to view the status.

3. 40 vO—RDEENTZERLS, [7U7 3y (Actions) ]FD [Fo>O—K (Download) ] 7AAV&E Uy oL
T774 ) &5 ovO—KULET,
Ay O— RER

FovO—KEREIX 90 HEEIEIhEY, [¥ovO—K (Download) 1 Ry V& Uy o L. [ForvO—REBEEODERR
(View Download History) ] #&IRL T [ ¥ o >vO—K : Avt—Y (Download: Messages) ] R—JICBEILET.

| Create Download (.csv) |

| View Download History |

ZOR—Y(CIF, BNER. ForyO—KRz2EBEXRLiE1I—Y—, FovO—KHPEBEShBN. $LTRT—F ADERE
EhEI, [P 3y (Actions) 15D [Fo>O—K (Download) 1 74 AV &BRLT. 774/ ovO—KL
9,
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Avte—Y

REFBROYVO—R
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e
CISCO.

5 vHad—FR

BEEALEEBO [ ¥ >vO—K (Downloads) | AZa2—NM5S57 I EATEBZR—ITIE. UT2ERSLUERTEXT,

BRERZREAYE—IF—% CSV
EEITS5—0% Sscv
EML ¥ yvO—REX

Aytz—

tXalUT4, AVTSAT VR 5. FLERBEEOBNTEFA-INT Y2 ERAITIVENHZIHEEF. REHERD
Ay E—I7F—5Z CSVIEEHATHY U vO—RTEEY., CSV TR, ROBERICL>TT—9HBEINTVET,

Ayt—I ID

¥IE (BEC. FFHR. 71 v vV, BELHS. ANA, TJLA A=), Za—krFIL. HIERL)

SRO7IVayY (BE. IYvvoA—Ib, THHE. ZERLA)

BEAE (B8, F8. API)

L bAORRT T4 713HE (TRUE E7cl& FALSE)
& (Bff&r1)

O

HEE

RIS

&y =X

X
il

IVRO-T7%ESE
(=M IP (Sending IP)
(=M IP (Receiving IP)
X Originating IP

REE

Y7ok
w77

URL

Al (EE. RBE. W)
JL—IL% (Rule Name)

YRAAVATALAXERAEH
37
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Fovao—k

EML ¥ ovO—K

LI e v

" Y-

B S5k

B IURO—T7EEL

Ayt—IF—=FIRD2DOOAEFETY 7O—-—RKRTEET,

B BREFEROYUYO—K (35R—Y) THHEZINTWSEELDIC, [Avyt—Y (Messages) | R—Ih5, BEDT 4
WV TEnfz7—9FEIREBEOT—5 %2450 vO0—- K925, COATYavEFERALEYT, REDKRE
WERETAINIFERICHDAYE—IDT—YDCSV 7714 IR LET,

B B TTHAIhTVWSESIC, [F9>O—K (Downloads) ]>[ Xwt—3 (CSV) (Messages (CSV)) 19 7h 5,
Zhid. B 24 B, BE7 BAE. FEOBVELGE, HEDHEOINTOAYE—ITF—5%25 IO VvO0—-KT3
BEICERTY,

[#9>vO—FK (Downloads) | XR—IUhSAYtE—IF—4D CSV ZERLTFIYO—RTBICIE. XOFIEEETL
9,

1. [¥o>vO—K (Downloads) 1>[ Xvt—< (CSV) (Messages (CSV)) 1 #ZEIRULXY,
2. [CSV ={ER (CreateCSV) ]2 Uv o LEY,
3. ®RESh35147077T. ¥yorO—R=EMT 2EHEHEZERL. [CSV Z{ER (Create CSV) 12U Vv o LZET,

4. ¥ovO—ROEHENTZLS, [72 3> (Actions) ]FD [Fo>O—K (Download) ] 7Aav&E Uy oL
T774 ) &5 o>vO—KULET,

EMLY o >vO—FRK
ZA—N—EBBRESLVEBRELI—HY—13. BESh/AytE—YE21—NIS5EMLY O YO—KRZ2EBERTEET, 1 XD
MNEWFTyO—REICICETEINET, P XDOKREVWSIO—-RIE, FovO0—-RKRDET E 7 HEBZBOWThH
BWAZET. [y >vO—K (Downloads) | R—IMSFHATEXYT, [F7>O—K (Downloads) | R—IHh5EHD
TJ774I)2—BIc¥ovO—RTEZXxd, [FUO—FK (Downloads) 1> [EML ®4 o>~ O—K (Download EML) ]
HISEE[F7>vO—K (Downloads) | R—JICTF7IVEATEXT,

EML 7 7L ZEBRLTHF I YO—RIBICIE. ROFIBICRWNET,

1. Ayvt—YLHR—KFT, [EMLY D> O—RDEXR (Request EML Download) | RZ V&I UV I LET, NS AY
T—IJFICICFIvyO—RKRINEY,

2. BEOINZD YO O—RICDOVWTIE. EXNEITHTHD I EERINFT—DERREINET., TFAMEIUYIL
T. [¥9>0O—K :EML4% 9 >O—K (Downloads: Download EML) | R—JICBEILET,

3. ¥ vO—RDEENTZS, [7U7 3> (Actions) ]FD [¥7>O—K (Download) ] 7AaAv&E7 Uy oL
T77/4 ) &5 o>vO0—RKULET,

/= — .
BEI->—07
BEIS—HIRET DL, [BF (Notifications) ] (RILF A V) AZa2—DTFISEMIERRShET, BEIS—0OY
#FERATRE, HL2DA—ILRY 7 ADBELXKMEZRABETELY, LEZE. A—IRYIRAOMBEZBICE>TAYE—Y
NI TICHIFRES N TWBIFE. Move to Trash UV T X MMIKRET ZAIEEMA H D FT., BEIZ—OJICF. VY —H
BorsiRWT ENRINET,
BEIS—O7F. ROBETT—9EBELCSV77/4ILTY,

m EXID
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Fovao—k

gET>—0s

B Timestamp

B 1—H—DBEFA—/LID
B TAIILTEKX

B X—JLiRy Y X (Mailbox)
B FoyavEeALT

= IR

BAZEBRLTC[YYyO—ROEK (Request Download) |27 Uy o 95E, BANSEEIS—OJDY o vyO—K
HERTEEY,

A Notifications | ciearan | X

@ Remediation Error v

Request Download Cleat

Lleld. ROFIEZRITLT, BEIS—OV =R LYY vyO—-RLET,
1. [#9>vO—K (Downloads) ]>[{&EI>—0O% (Remediation ErrorLog) ] #i&IRL X9,
2. [CSV Z{ERL (Create CSV) 122 Vv LZET,
3. RRENBY47OJ7T. FovO—RZEld 2ANEEZERL. [CSV Z{FRL (Create CSV) |20 Vv I LETY,

4, ¥ovO—ROEENTES, [72 3> (Actions) ]FD [F7>O—K (Download) ] 7AAVv&E7UvoL
T77/4 ) &5 o>vO0—RKULET,
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BEI>—0Yy
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e
CISCO.

14 b

ML VR

[FLYER (Trends) 1 R—=VICId. EFA-IT—HYICETZI S 714 HILBEBIFERRENET. FLYRERRTBIC
. [41 Y1k (Insights) ]>[ LY F (Trends) | #&RU XY,

B AlLyy—3arvirO-)IzFERALT. BHEDH. B. FLEFADT—7EXRRLET,
B JSTADFETRTF—9%520Vvo35%E. [ XAvytE—Y (Messages) | R—IDTF—5 DFMICHEHILET,

B FBIEEZIUYILT, [AvE—Y (Messages) | R—IDEETF—FICBELET., &2, [BE
(Incoming) 1 &7V v 993, Fr—hMIRERTINTVWRZIRTOEEAYE—IHERRINET,

B FovO—-R @Ry I7Uyo2LT. bLYRTF—=5%E5FovO0-RLET., #ERIF. XREELCSVI771ILEL
TIVRAR—bENZET,

- BE2LURHICIBEOHZRTLTINSGSE. BF 90 BEOT—50 1 KEcLOO-LT7v 7
- BE30HEOT—¥ZRRLTWVWRIHE, BF 90 BHEOT—5 D 24 BEOO—-ILTY v T
B ARlERYYZIYyILT. [1VH4 b (Insights) 1 OFv—MZEHRIT%H PDF E LTIRELET.

ALY —2ICDNT

BED[H (Day) 1 Fyr—bDOEER. 1 BEAIOT—92RLET. ChHDFr—hE, 75900 —-HILYA A
V—VICEDWTWET,

Threats 10 convictions (@]
BEC Scam J Phishing Malicious
0 o% 0 0% 6 60% 4 40%

From: Dec 17, 2024 03:00 PM GMT+2
To: Dec 17, 2024 03:5% PM GMT+2

2
® Phishing 2
® Malicious 1

12am 2am 4am 6am 8am 10am  12pm 2pm 4pm 6pm 8pm 10pm

BED[BE (Week) 1 Fv—hZF/IE[A (Month) ] Fvy—hO&EEL. 1 B (24 BE) o7—7%RULET,
Hix UTC 00:00 ~ 14 11:59 #B¥ L L, 750 0oO0—-h/ILEMICTBRINhET,

YAAVATALAXEREY  www.cisco.com/jp
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YAk

FL2VE

fe&zld, KFFERRM (PDT) T UTC 07:00 ®F&. [B (Month) 1 Fvy—hD#EICIE, 7 B 20 HOF& 5 BHS
7821 HOFH ARSI DETOT—INRTEENET,

Threats 223 convictions o)
BEC Scam J Phishing Malicious
13 6% 13 6% 112 s0% 85 38%

62

3
® Phishing 3

® Malicious 2

From: Jan 2, 2025 12:00 AM GMT+2
To: Jan 2, 2025 11:59 PM GMT+2

H{ Frrrr et
12/4  12/6  12/8 1210 12112 12114 12116 1218 12720 12122 12724 12726 12728 12130 1M 13
Day

BABA Yy Z—

[3B%RIA vt — (Messages by Direction) ] 75712, BFA—IES T4 v 7 DENRRESNET,
A=JLIE. XOAFTVICADPNTWET,

B [ #{S (Outgoing) ]1: 0365 F7F M DREHICEEINEA-I
B [NE (Internal) ]: 0365 77+ Y RNATEES Iz A—/L
B [EfE (Incoming) ]: 0365 7+ rAASZELIEA—I

RBICIE, BATTVDOAY E—IBDBRRENET,
Messages by direction 875 messages

A Outgoing 7|K Internal Incoming
570 5% 0 o% 305 35%
200
150
100
50
e —
0
12/4 12/6 1206 1210 1212 1214 1216 1218 12/20 12022 1224 1226 12028 12/30 n 113
Day
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—
ZE
[ZBRE (Threats) ] /5 7IClE. BRIEHIESNIEAYE—IDRFTyTay MBARTREINWET, ChiCld BEC, FEER.
Tawovy, BLIUVEEDHZDHDNEENET, APICIE. FHTTVOAYE—IEBIAERRSINET., T—5 %75
Yy LT, [ AvtE—Y (Messages) | R—JICBEILE T,

Threats 223 convictions &
BEC Scam J Phishing Malicious
13 6% 13 6% 112 so% 85 2a%
62 .
31 I
==___=I By o
P | Py || | [ | | (eyeyeyee. T 1T

1204 1216 1218 12110 1212 1214 12116 1218 12/20 12022 1224 1226 1228 1230 11 13
3;.1','

Y YAVN
[ R/XA (Spam) 1 75 7ICIE. ANALEHESNIEAYE—IDRF YTV a3y MARTRENET. ABlICIE. R/IXALE
HESNAYE—JDRBLARRINET,
Spam 110 convictions

27

0 s e e [ --___.-II--.-----------
124 1206 12/ 1210 1212 1214 1216 1218 12020 12/22 1224 12126 12/28 1230 11 13
Day

TJLA A=)

[FLA A=) (Graymail) 17 Z7ICId. TLA A=W EHESINIEAYE—IDRTFTY Ty hPRRINET,
FBIUSIE, TLAA=ILEHES Ay E—JDEHEBINERRSINET,
Graymail 100 convictions

25
13

0 || e ] ] ] __l-.l--------------
12/4 1206 1208 1210 12112 1214 12116 1218 1220 1222 1224 1226 12128 1230 11 113
Day
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194k

FELR—b

B2 $BB 2
=2 L /K— b
22| /R— bk (Impact Report) ] ICI. % 30 HRIC Cisco Secure Email Threat Defense AH,7=5 L= A U v hHERFR

SNET, COLR—FERTTBICIE. [1VT 1K (Insights) | > [EZLR— bk (Impact Report) | ZBRLE T,
LR—MHDEETDT—5%27UwoTDE, [ Avt—Y (Messages) | R—IDTF—45 DFHMBICIBEILE T,

RRENBT—FRFRDELEHTY,

B #EIRU7- 30 HREIC Cisco Secure Email Threat Defense THRHESNIEEBRBA Y E—IBLUVYUZT—5YD 1 ERFDOF
Al 1 EEOFAIE. 1 HOFIC 365 NI TEHEIhE T,

Threat messages 223 total

o, 9, o, o,
6% =co E 6% o m 50% Phishing @ 382 wicous B
13 158 13 158 112 1.4K 85 1K
Dec 04 - Jan 03 1 year projection Dec 04 - Jan 03 1 year projection Dec 04 - Jan 03 1 year projection Dec 04 - Jan 03 1 year projection

B [FRELAytE—Y (Unwanted Messages) 1. iEIRU 7 30 HREICHBRHEENIRNRAB LTI LA A—IL Ay E—Y,
BLUYUEZT—YD 1 EFDOTFEL, 1 ERFOFAIE. 1 BOFIC 365 I THEShE T,

Unwanted messages 210 total

52% Spam @ o
A 110 1.3K
Dec 04 - Jan 03 1 year projection
48% Graymail ® a

100 1.2K
Dec 04 - Jan 03 1 year projection

B [ZENS74 v (Threat Traffic) ], TOF+—kICIE, BIRLI- 30 HEDHENERRENE T, COFv¥— MIFE
FRC 74 IVFNIBTEEXT,

Threat traffic Al Traffic v

The graph below shows the distribution of convictions over the selected date range.
EEC Scam J Phishing Malicious

13 13 112 85

62 .
N
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B [Cisco Secure Email Threat Defense |C & %{R5& (Protection by Secure Email Threat Defense) ], D F v+ — k&,
BENDOZEEDA—ILR Y 7 RIS h 1R Cisco Secure Email Threat Defense ZRL TWVE T,

Protection by Secure Email Threat Defense

The data below shows the protection Secure Email Threat Defense provided to recipient mailboxes in your environment.

112

Recipients protected from
112 Phishing messages

13

Recipients protected from
13 Scam messages

13

Recipients protected from
13 BEC messages

[
[
@]

«
«
«

W 85 W 110 W 100

Recipients protected from Recipients protected from
85 Malicious messages 110 Spam messages 100 Graymail messages

B [Fuy—7v b (TopTargets) . CDFZ7ICiE, BIRLAE 30 BEICBI2ERA Y E—YOREHY—7 'y M LT

10 FhRREShE Y.
Top targets
The statistics below indicate the addresses which received the most threat messages over the selected date
range.
# Recipient BEC Scam  Phishing Malicious Total
1 9 il 18 2 40
2 4 2 21 10 37

B HNEHOBEEESZ. COFvr—bMCiE. BEAYE—IYORERHREE LA 10 EARRINET,
Internal threat senders

The internal addresses listed here were seen sending malicious or phishing messages from within the
arganization.

# Sender Number of messages
1 65
2 a7
3 34
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VXA IRZ 3TV — )L DET

LWIL—ILZERT BICIE. ROFIEZERTLUET.

. [&3® (Administration) ]>[ Xvt—Y)L—JL (Message Rules) ] DIBICSEIRLE T,
. [IX4 X297 (Bypass Analysis) 1 ZBIRLE T,

. [#FRIL—ILDEM (Add New Rule) | R V&I YUY I LET,

W=V BEERLET. FIL—IICIEEEOZFHIMDETT,

AERTBN—NIATE. [T4 v VT FT XM (PhishTest) | &cld [€Fa2 YT 1 A—ILiRy T X (Security
Mailbox) ] DWFThHhMNS5ERLET,

74y TFZ K (Phish Test) | IL—ILDFEIE. BEY A T% [XEBEDEFA—IL7 KL X (Sender Email
Addresses) | £7=ld [ EEED K A1 > (Sender Domains) . [ ZEZDIP 7 KL X (IPv4) (Sender IP
Addresses (IPv4)) ]. [X{EZ®DIP 7 KL X (CIDR) (Sender IP Addresses (CIDR)) 1 DWFhhHh SEIRULET,
RIS, AV TXYI>THEBZAALET,

[EF2UF a0 A=ILiRYy U X (Security Mailbox) ] IL—ILDIFEIF. RIEEEDEFA—IT7RLAEIVITXY]>
TAHNLEY,

. [*f8 (Submit) 122Uy LT, IL—ILDERERTLET,

=LY ZRMTEMENET, ZENERASNSETICRAT 20 00D BHBENHDET,

pEd

: TAMRIRNKA NRZAMTIL—ILZ R L I5E . REMZM < D ICEBYIGERIEB L cRICIL—ILZBIRE Y 2

DENIHDEY. NANRIL—IZEHRELERT HRICEEINE, EERIEFRZSRL TS,

61



Xyte—JIL—I

IL—ILDiRSE

JL—IL DiFEE
WETEZDOR>AIRIL—NDHTY, RAZHEET ZICIF. ROFIEZRITLET,
1. [ (Administration) ]1>[ Xvt—YJL—J/l (Message Rules) ] DJEICEIRL X9,
2. REITDIL-INDIYA TEBRLET,
3. [7Uvav (Action) 15IT. wRETZI—ILOBICHZMETAIAVEIYYILET,
4. WEREEZ{To1S. [EEODREF (Save Changes) |27 v I LET,
IW—ILHEFHENFE T, ZEHNBEASINDETICRAT 20 20D BHEENHDET,

=L DB LT IF I
BEDOIN—INEBMEEENICTBICE. ROFIEZRTLET.
1. [ & (Administration) ] >[ Xvt—Y)L—Jl (Message Rules) ] DJEICEIRL £,
2. BMEIFEMCTBIL-ILDOY A TEERLET,
3. [PV 3v (Action) ]5IT. RT—9 RZZEITBIN—IIOEICHREHEBIEN T IV E2s Vv I LET,
W= DRT—5 ZAWEHENET, ZENERASTNSETICRAT 20 00D BBENHDET,

JL—IL DHIFR
W= ZHIFRY BICIE. ROFIEICEVNET,
1. [ & (Administration) ] >[ Xvt—YJ)L—Jl (Message Rules) ] DJEICEIRL £,
2. HIFf 9 BIL—ILDY A TZBIRLE T,
3. [7U 3 (Actions) 15T, HIRRY 2IL—ILOEICHBHIBRTAIV2I Vv I LET,
IL—ILHEIBRENET,

Microsoft EFa] U X h L R HIXEE

Cisco Secure Email Threat Defense (. Z/INABLUPT LA A—=)L Ay tE—IICEA UL T, Microsoft 365 D X/NAT 4 ILF
HFAIV A MCEMENEEEBE RAMVERZITANTT., MSHAIU A ME. BREOHIE (BEC, FEE. EEHLH D.
74y vy) TRERAINFEA. Ch5DEBIE. RUI—REICKE>TEBEINET, SEMICDOWVTIE, [Cisco
Secure Email Threat Defense FAQ: Secure Email Threat Defense and Microsoft 365] ZZB L T fE& Ly,

BeDI—F—DA—ILKRY 7 ANDOHFAY A N ERET D EEBBIHALTLBIRRET. BEDAYE—IHI1—
H—DFFa Y X A& TN BIHE. Microsoft ZFal Y X k' Cisco Secure Email Threat Defense TEICERASI NS Z &EH
D £t A. Cisco Secure Email Threat Defense TS DEREEBAT 2HESE. [/RY Y — (Policy) | R—=I D [ /XA
Fcld T L1 A=)l EHIFE S hic Microsoft Safe Sender Xy —I%#{EE LKL (Do not remediate Microsoft Safe
Sender messages with Spam or Graymail verdicts) | Fx v 2Ry I XA%Z2AVICUE T, Safe Sender 775 1E. X/XA
ETLAA=IIDHETITERAINETHS, BEELET74v IV IOHETIIERINEEA, DFED. ANAXLETLA
A—)LEH|E SNz Safe Sender AvtE—JHBIEEEShF A,
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Cisco XDR

CiscoXDR [E. Y 2D EF a1 VT A RHRBEFRET T Y b7 x—AlIC#E#HR LU £, Cisco Secure Email Threat Defense [&.
Cisco XDR £ £ U Cisco XDR YRV EFEEEShTWET,

B XDR 2EAT 3L, ZFOMOYRAADEF 1Y T4 BRI SDT—4 &—4#IC Cisco Secure Email Threat Defense M
IEHREREREL., PO/ YaVERITTEEY,

B XDRURVZFEATZE, YRAADEFa1 VT4 REBZBELILD, T—RTvIICT7IEALED. ATH =N
TN ERBELIED, A VITYRERRULEDTELY,

CORFAAYMIRBHEINTWARL XDR OFFMAICD LV TIE, CiscoXDR DY =27 )L
(https://docs.xdr.security.cisco.com/) Z#SBL T3,

XDR

Cisco Secure Email Threat Defense |C[%., Cisco XDR v ¥ 2/R— R TERRTCEDRDIAILHIHD FT,

B [5E5%RIAYytE— (Messages by direction) ]1: BFA—ILNT 74 v I DEHPEEMCEREINET, EFA—I
l&. [Xf§ (Outgoing) ]. [AEB (Internal) . S&LV[ZE (Incoming) 1ICHITS5NET,

B [Z&E (Threats) ]: BEC, FFER. 714 v vy, IR EBEDHDLHESNIAYE—IDAFTY T3y MHARER
IhEY,

B [ ZX/NA (Spam) ]: ANAEHESNIEAYE—IDRFYyTay MHARREINET,
B [JLA A=)l (Graymail) ]: LA A=ILEHIESNIEAYE—IDRAFTY T3y MARRINZET,

XDR #'y ¥ aR— R DFEHMIC DL TIE, Cisco XDR WY =21 7 )L (https://docs.xdr.security.cisco.com/) &L T
-1 AN

Cisco Secure Email Threat Defense [A]1F @ Cisco XDR M8

Cisco Secure Email Threat Defense @ Cisco XDR % &89 % (C(d. Cisco XDR D7 AU v b %#%5. Cisco XDR #HBD—
BERDZVENHDTT, SFHMICDLVTIE, Cisco XDR DY =17 )l (https://docs.xdr.security.cisco.com/) ZZ&8BL T
<fE&ELY,

3E : Cisco Secure Email Threat Defense 7 hD v hE, —EIZ 1 DD Cisco XDR & DA HFEETEET,

Cisco Secure Email Threat Defense D%y N7 —V EBES LU EEE 1 ——I(d. Cisco Secure Email Threat Defense
A YVRAYYARAIFIC CiscoXDR EY 2 — )L &#FEBTEET,

1. [ (Administration) ] >[ EY X X (Business) ] ®EICEIRL X,

2. [ #18988 %€ (Preferences) ] > [Extended Detection and Response] T. [XDR & D&FE (Authorize XDR
Integration) ] =2V v oI ULET,

3. A7 O—%=%TULEY,
XDR BRENHIN LI L BRI NF—HIERINET,

XDR %'y & 1 7/8— K (Z Cisco Secure Email Threat Defense @7 A/ )L ZBMTED L SICHED L. ZORTHEICONT
I&. Cisco XDR DY =2 7JL ( https://docs.xdr.security.cisco.com/Content/Control-Center/configure-dashboards.htm)
#BRLTIESN,
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Cisco XDR

XDR YRy

Cisco Secure Email Threat Defense [a] 17 M XDR &ZEDE D E L

I A-N—BEEXLIBEEEL YNNI DIRVER{TTCEZZEI, Cisco Secure Email Threat Defense 1 ¥ X%
ZEIFIC XDR #&RBLI-A—H—TR<THIDY RV ERITTEET,

XDR MAGEZEEDHETICIE. KOFIBICRWVWET,
1. [ (Administration) ] >[ EY X X (Business) ] DIEICEIRL X T,

2. [ #J8AE87E (Preferences) ] > [Extended Detection and Response] T. [ &EZH D &3 (Revoke Authorization) ]
#UvILET,

XDR ERENERICEFH INA I EEZRINFT—HRRINET,

XDR Y RY

XDR URVER—IVDTEICEBESNhTH D, ZHEAERIEAT Cisco Secure Email Threat Defense & ZDD Y 21D+
A UTABBEERBRHL TCHFERSINET, ITOD Cisco Secure Email Threat Defense 1 —#H—[, XDR YR D{E
AEERTEEY, YVRVEFERALT, Y2I0tEFXaVUFq 77U r—yavlEBELED. ¥—XTv 070
2UED, ATH—=—NKTINERELED, 1V TFVMERRLIEDLET,

XDR UKy DFHAIC DN TIE. Cisco XDR DY =2 7JL (https://docs.xdr.security.cisco.com/Content/Ribbon/ribbon.htm)

#SBLTLEE,
ERYy M AZ 12—

YR %&ESRT B &, Cisco Secure Email Threat Defense D Ay t—J LR—MARIC XDR E7RY M A= 2 —HBMEhE
T, INSDAZa—lF, BALAEYZOADEF2VTF BRI UT, EATH—NTILICETZEMBERICTZ IV ERT
5t E D ET,

F#%IC. Cisco Secure Email Threat Defense & XDR D#EFICE D, ERY M A= 2—%FEAL T XDR A5 Cisco Secure
Email Threat Defense IC7 7 X TE %Y., ERY N TEZEAERIIXDESD T,

u BFA—JL7 KL X (Email Address) ]

B [EFA-IAYyE—YID (Email Message ID) ]
B [EFA-ILOHE (Email Subject) ]

m [774)L% (File Name) ]

B [%{E% IP (SenderIP) ]

B [SHA 256 (SHA 256) ]

® [URL (URL) ]

ERyY hAZ2—ZFRALT. ROBEZERITLET :

B BEOESRAERAYE—IZERY hAZ1—h S5 EEZEREEL X9, Cisco Secure Email Threat Defense (&, <h
5QAYyt—IHNXDR A—HY—[CL>TFHTBEINI-CELERLET,

- F:ERYMAZ2—HISOREEIE 100 Xy E—JFLTICHEESNTWET,

B RBELAAYE—IEZENLAICRULET. Cisco Secure Email Threat Defense (&, Th 5D Ay tz—IhH XDR
A—H—ICL>TFHTEES LI EZRLETY,

- T RENSTENLAADBHIL 100 Ay E—IETICEHIRENTVET,
XDR DERY FAZ a2 —DOFMICDODWVTIE, XDRDODIY=a 7l

(https://docs.securex.security.cisco.com/SecureX-Help/Content/pivot-menus.html) 2B LT &N
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XDR YRy

XDR U 7R DGR

XDR YRV FA—HF— LRI TEEEIhET, URVAEIE [ I——FRE (User Preferences) ] A=a1—h5URY
HARTEXT,

FE:URYEARITZENINC, XDR7ZHVVNET7 T4 73 20EBELNHDEY. Ch%E{TSICIE. Cisco Secure Email
Threat Defense [+ @ Cisco XDR M&EER (63 X—Y) OIERICIESH. DEI 2 —I)L% XDRITHEEL XTI,

XDR YRV A S DAEER
YRVAMS XDR YRV ZEFET BICE. KOFIEEERITLET,
1. XDR U7R> T [XDR OHfF (GetXDR) 120Uy Y LET,

2. [ZFUr—2av 7o ER0OFA (Grant Application Access) ] 4«4 704 T. [Secure Email Threat Defense U 7k
v % 7&:2 (Authorize Secure Email Threat Defense Ribbon) 122 Uv o L% 9,

XDR URVHEEINE U, XDREBREHLNEEICEH SN EZRINFT—DRRINET,
Cisco Secure Email Threat Defense @ 1 —H—8%FEH 5 DEER
[ 2—H—F%E (User Settings) ] A=a2—H5 XDR YRV ZERT 5ICIE. KOFIEEZRITLET.
1.[2—%— (User) ] (7OT7«4—IF7A43Y) >[ 21— —58FE (User Settings) ] #&IRLE T,

2. [ #18988 %€ (Preferences) ] > [XDR U7/RY (XDR Ribbon) ] T. [XDR YR ®D#&&EE (Authorize XDR Ribbon) ]
20V vILET,

. [77UTr—2 a3y 7o ADHFT (Grant Application Access) 1 4«4 704 T. [Cisco Secure Email Threat Defense
1)7/R> % &SR (Authorize Cisco Secure Email Threat Defense) 1 %2 U v L%,

XDR YRV HEBEINELc, XDRRENERICEFH SN LZRINT—IRRShET,

XDR YRy DEFEDED EH L
XDR YRV IEA—F—LARILTEEINET, URVHEIE[ I—HY—ERE (User Preferences) ] X=Z 1 —h 5&E%E
BDEITENTEET,
XDR URYVAH S DEBDELDE L
URVAMS XDR URY DAEREZRDBETICIE. ROFIEEETLET,
1. XDR YR T [BE (Settings) ] > [ &2 (Authorization) ]>[EXDEL (Revoke) ] ZiEIRL T,
2. [ERD;EL (Revoke) |1 7OJ T, [#ER (Confirm) 10Uy I ULET,
XDR YR H' Cisco Secure Email Threat Defense 1—H—7 AU Y MU TERES B EDE LT,
Cisco Secure Email Threat Defense O 1 ——E3EH 5 DFEZEDE D H L
[ 1—%—E8%E (User Settings) ] XA=a2—Hm5 XDR URVDEBEZEDETICIE, ROFIEZETLET,
1. [2—%— (User) | (FOZ74—I7A43Y) >[1—H—5_E (User Settings) ] ZBIRL X T,

2. [ JHAERE (Preferences) ] > [XDR U/R> (XDRRibbon) ] T, [ #&B%ZH D EHYT (Revoke Authorization) ] %%
Uy ULET,

XDR 1) /R H' Cisco Secure Email Threat Defense 1—H—7 AU Y MU TEBEIhGE<ED E L, XDR FREHLEE
ICEFiENcEERITNFT—HERRINET,
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Cisco Secure Email Threat Defense APl 2T 2 & BRETRT—Z 7INBAETTATZANST—FICT7IEALT
EARTZIENTEET, FMICDOLTIE. APl K+ 1 XV b https://developer.cisco.com/docs/message-search-api/
#2BLTLESL,
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Splunk #tMm 3 Cisco Security Cloud 77 7
Jo—3ay

Cisco Secure Email Threat Defense (d. Cisco Security Cloud 777U 4 —Y 3 V2B T, Splunk #t &AL, ERS LU

MTADOERE Sy b7 x—A%ZEBMHUZE T, Cisco Secure Email Threat Defense & Splunk R TS KT BIC
IE. Splunk #t@ElF Cisco Security Cloud 7 U4 —Y 3y A—H—HA K

(https://www.cisco.com/c/en/us/td/docs/security/cisco-secure-cloud-app/user-guide/cisco-security-cloud-user-g
uide.html) ZZBL T EE W,
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Secure Email Threat Defense M EEsH4L,

A wtz—3I MIX{ETT : Microsoft 365

Ayt — I DREETH Microsoft MIZEIC Cisco Secure Email Threat Defense 237V 74 7L T BICiE. FITKD 2 D
DIRIDHDET,

B Microsoft 365 EHt >4 —h S Cisco Secure Email Threat Defense Y+ —F LTV MU ZHIBRT 3

B Microsoft Azure 77 kH 5 Cisco Secure Email Threat Defense 7 77U —> 3V %2HIRT %

Cisco Secure Email Threat Defense &+ —+JLJ)L—JL DE|fR

Cisco Secure Email Threat Defense ¥+ —7F)LJL— )L DBIRAE :
1. Microsoft 365 &It >4 — (https://admin.microsoft.com/AdminPortal/Home#/homepage) ICHEL X,
2. [BEEt Y% — (Admincenters) |>[ Y7547 X (Compliance) 1> [F—% 54 794V ILEHE (Data
lifecycle management) ] > [Exchange (L i< —) (Exchange (legacy)) 1> [ ¥+ —7IJLJL—JL (Journal rules) ]
DIEICEELE T,

3. Cisco Secure Email Threat Defense ¥+ —7J)LIL—)L%&&RUL T, [HIBR (Delete) 122V v o ULET, [IELY (Yes) ]
HBEIRLT, Yv—FIIIL—=ILZEIRT B & &2ERELET,

Azure H 5@ Cisco Secure Email Threat Defense 77 77U o —< 3 > O
Azure H*5 Cisco Secure Email Threat Defense 7 7Y 45— 3 V2 EIlRT 2 5% ©

1. portal.azure.com ICBBEIL £ T,
2. [TV —TS5A4XF7 7TV — 3y (Enterprise applications) | #R DT TEIRLE T,
i Azure THWE21—2FALTVWSIEE. ChiZ7Z7FVOEREMIENDZZENHDET,

3. Cisco Secure Email Threat Defense % 7-(3 Cisco Secure Email Threat Defense (Bi#EIDEMFH) 77U — 3
vERDITTEIRLET,

4. ZROXRA T, [ 7O/IXF 1 (Properties) 1 ZiBIRLE T,

5. [HlIB& (Delete) |7/RZ>ZE Uy LTHS [IELY (Yes) ] #iEIRL. Secure Email Threat Defense 77 7Y # IR
5 LEHERLET,

Ayt—UDKETL: T—hbJxA

Ay E—VDRETICT— I 14 ZEAL TLVS & Z(C Cisco Secure Email Threat Defense Z3E7 7 7« 71L9 311,
FICRD2DDIRIDHDET,

B Cisco Secure Email Threat Defense AND A v E— I DEEEELTEILIICT— Iz 1 2BET S
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Secure Email Threat Defense M %11t

AyE—IDORFET: U—bT A

B Microsoft Azure =7 kH 5 Cisco Secure Email Threat Defense 7 77U —> 3 v %HIRT % (RE4 LE— R DI
BlIETRE)

Ay —IDEEEFELTDLOIICT— MU A %2EBRT S

Cisco Secure Email Threat Defense ADA Y E—I DEEZEFELTZELSICT— NIz AZRET S HE:

1. Cisco Secure Email Cloud Gateway A~ Y —J)L T, [ E¥ 21U 7T 4 H—E X (Security Services) ] > [Threat Defense
Connector] ICHEILE T,

2. [Threat Defense Connector] % [ #%) (Disabled) ] ICEREL X7

Azure H 5D Cisco Secure Email Threat Defense 7 7)o — 3 v OHEIR

Azure h'5 Cisco Secure Email Threat Defense 7 7)o —> 3 Y % HllR9 % 5% :
1. portal.azure.com ICBBENL £ 7
2. [TV —T54 X7 7V — 3> (Enterprise applications) | # DT TEIRLE T,
i Azure THWE2—2FERALTVWREE. CThiE7ZTVDEBREFENZZEAHDET,

3. Cisco Secure Email Threat Defense % 7-(3 Cisco Secure Email Threat Defense (Bi#EIDEMFH) 77U — 3
vERDIFTRIRLET.

4. ERlORSvT, [ 7O/IXT« (Properties) ] #&RULET,

5. [HlIB& (Delete) |7/RZ>ZE Uy LTHS [IELY (Yes) ] Zi#EIRL. Secure Email Threat Defense 77 7Y # IR
5 LEHERLET,
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F < FEF 5N 2ERIE Cisco Secure Email Threat Defense FAQ TS TZ%X9 .,

YAAVATALAXERESY  www.cisco.com/jp
73


https://www.cisco.com/c/en/us/td/docs/security/email-threat-defense/faq/secure-email-threat-defense-faq.html

F<HESNBEH (FAQ)

74



	はじめに
	要件
	Secure Email Threat Defense の設定
	アカウントへのサインイン
	Cisco Secure Email Gateway（SEG）の定義
	メッセージの送信元の定義
	可視性の定義
	a. [次へ（Next）] をクリックして Microsoft 365 に接続します。
	b. 指示に従って、Microsoft 365 アカウントにログインします。このアカウントにはグローバル管理者権限が必要で す。Cisco Secure Email Threat Defense ではアカウントの保存または使用は実行され...
	c. [承認（Accept）] をクリックして、Cisco Secure Email Threat Defense アプリケーションの権限を承認します。 Cisco Secure Email Threat Defense の設定ページにリダイレクトされます。
	d. [次へ（Next）] をクリックします。

	メッセージの送信元の設定
	Microsoft 365 のメッセージの送信元
	a. Cisco Secure Email Threat Defense の設定ページから、ジャーナルアドレスをコピーします。後でこのプロセスを 繰り返す必要がある場合は、[管理（Administration）] ページでジャーナルアドレス...
	b. Microsoft Purview コンプライアンスポータル（https://purview.microsoft.com/）に移動します。
	c. [ソリューション（Solutions）] > [データライフサイクル管理（Data lifecycle management）] > [Exchange （レガシー）（Exchange (legacy)）] > [ジャーナルルール（Journal rules）] の順に移動します。
	d. 新しいジャーナルルールを作成するには、[+新規ルール（+ New rule）] をクリックします。
	e. Cisco Secure Email Threat Defense の設定ページのジャーナルアドレスを [ジャーナルレポートの送信先（Send journal reports to）] フィールドに貼り付けます。
	f. [ジャーナルルール名（Journal rule name）] フィールドに「Cisco Cisco Secure Email Threat Defense」と入力 します。
	g. [ジャーナルメッセージの送受信元（Journal messages sent or received from）] で、[全員（Everyone）] を選択 します。
	h. [ジャーナルするメッセージのタイプ（Type of message to journal）] で、[すべてのメッセージ（All messages）] を選択します。
	i. [次へ（Next）] をクリックします。
	j. 選択内容を確認してから、[送信（Submit）] をクリックしてルールの作成を終了します。

	メッセージの送信元：ゲートウェイ

	Microsoft E メールドメインのインポートとポリシー構成の確認
	手動インポート
	自動インポート
	設定


	メールフロー構成
	表 1 メールフロー構成設定
	メッセージの送信元の切り替え

	グローバル設定
	表 2 グローバル設定

	ポリシーの設定
	デフォルトベースポリシー
	表 3 ポリシー構成設定

	ポリシーの例外

	ゲートウェイの構成設定
	表 4 ゲートウェイで推奨されるポリシー設定
	メッセージ
	検索およびフィルタ
	[フィルタ（Filter）] パネル
	メッセージグラフとクイックフィルタ

	判定
	レトロスペクティブな判定
	レトロスペクティブな判定の電子メール通知


	メッセージレポート
	タイムライン
	判定と手法
	送信者情報
	送信者メッセージ
	受信者情報
	メールボックスリスト
	リンクと添付ファイル
	電子メールのプレビュー
	カンバセーションビュー
	XDR ピボットメニュー

	メッセージの移動と再分類
	ハイブリッド Exchange アカウントについて
	読み取り修復モード
	読み取りおよび書き込み修復モード
	メッセージを削除する
	メッセージの隔離


	検索結果のダウンロード
	ダウンロード履歴
	ダウンロード


	メッセージ
	EML ダウンロード
	修復エラーログ
	インサイト

	トレンド
	タイムゾーンについて
	宛先別メッセージ
	脅威
	スパム
	グレイメール

	影響レポート
	影響力の高い人員リスト

	影響力の高い人員リストにユーザーを追加する
	影響力の高い人員リストのユーザー情報を更新する
	影響力の高い人員リストからユーザーを削除する
	ユーザーの管理
	マルチアカウントアクセス

	ユーザーロール
	表 1 ユーザーの役割
	表 2 役割別の機能へのアクセス

	新規ユーザーの作成
	ユーザの編集
	ユーザの削除
	ユーザー設定

	詳細
	初期設定
	XDR リボン
	テーマ
	管理設定


	アカウント
	ライセンス
	初期設定
	通知メール
	監査ログ
	Google アナリティクス
	ログのエクスポート優先設定
	Cisco XDR
	メッセージルール


	許可リストルール
	判定のオーバーライドルール
	バイパス分析ルール
	バイパスルールの作成と使用に関するアドバイザリ

	メッセージルールの追加
	新しい許可リストまたは判定のオーバーライドルールの追加
	新しいバイパス分析ルールの追加

	ルールの編集
	ルールの有効化または無効化
	ルールの削除
	Microsoft 許可リストと安全な送信者
	Cisco XDR

	XDR
	Cisco Secure Email Threat Defense 向けの Cisco XDR の承認
	Cisco Secure Email Threat Defense 向けの XDR 承認の取り消し

	XDR リボン
	ピボットメニュー
	XDR リボンの承認
	XDR リボン内からの承認
	Cisco Secure Email Threat Defense のユーザー設定からの承認

	XDR リボンの承認の取り消し
	XDR リボン内からの承認の取り消し
	Cisco Secure Email Threat Defense のユーザー設定からの承認の取り消し
	API
	Splunk 社向け Cisco Security Cloud アプ リケーション
	Secure Email Threat Defense の無効化



	メッセージの送信元：Microsoft 365
	Cisco Secure Email Threat Defense ジャーナルルールの削除
	Azure からの Cisco Secure Email Threat Defense アプリケーションの削除

	メッセージの送信元：ゲートウェイ
	メッセージの送信を停止するようにゲートウェイを構成する
	Azure からの Cisco Secure Email Threat Defense アプリケーションの削除
	よく寄せられる質問（FAQ）



