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e RESTAPI1.2.2.200 ®'J ') — X |& CSCux92088 NZEE (APl —#FERKI > U D ER%1000 EICENT) 2EaH
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REST API 1.2.1 O#fiEE :
e TIIFAVFTFHFAM E—RDEZHVUVYT HR—b,

o RD ASAHREDYIR— b : DHCP #—/N\&E KU DHCP UL —, DNS V54 7Y b B LY 1FI vV DNS, 7Ok
W ZA4L7TK (PTO) . GTP A Y AR V3,

REST API 1.1.1 O#i4se :
o ~—=UY R—=RFBEDHR—hK,

e KD ASAHEEDHIR—b : FTUT—3y A VAR Y3y 7OKIIL (DNS over UDP, HTTP, ICMP, ICMP
I5—. RTSP, DCERPC, P A 7Y gv) . N\w o7y FELER. EHEHIR. <JILF AT+~ (REMGRYR—
) . NTP BLUAEVYEZAAOTY K APL,
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V=) b=V VREREAPIBLUVEZFYVTDRHD. JILF AVTFAM E=RTHR—FIZFT, FHICOVLWTE. T¥
IF AVTFRAN =K1 #8BLTLESL,

N LXNILDT—FT I F+F
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e RESTVS4 7Y MIERDBIAANY F—EHIC API ER%E ASA [TEELET.

e ASAHTTP H—)\Hh US4 7Y NEXZWRIIL., NELXT,

e ASAHTTP H#—/NIZ TCP Fv¥ XL %Z2FEEATZ RESTI—V 1Y hADEHZHZ, RESTT—Y Y MC HTTP &R
HBEXZAHET,

e ASAHTTP H—/AMNRESTI—Y vk 7OELZAHISOREEZFEET,
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JYy—2Z 1D
e LINABE/N\YRZIFCLOYYREWNEL, HROHAHZERELET,
e LINAIFCLI ORYRERICHT ZI5E%Z RESTI—I TV MIEELET.
e RESTI—3Y Y hId REST API ERADREZZEHL T ASA O HTTP H—/NISEELE T,

o ASADHTTPH—NEFI ATV MNIIEEEEHEELEYT, H—/NIE, RESTI—Yz Vv bk 7OCXADSRELERE
ZUBULEEA,

Y —X1D

INRTON Y —RICIEEFHANF A7V b ID] BHD. ChiFI—FHEDLUTIREDY A TO—EDOBRBABME
ER—BOBEEBENSERSNI/N\Y Y 20VWTANICKEDEY., CLIICIZERH#IF (VD) OMEH &<, REST T—
VIV MIRAT—RLRATHB/c®H. RESTI—I v MIFIOBEFHMNFEZERTERVWILITEFRELTLEE,

) :

{

"kind": "object#AccessGroup",

"selfLink": "https://<asa ip>/api/access/in/inside",

"ACLName": "inside in acl",

" direction": "IN",

"interface": {

"kind": "objectRef#Interface",

"refLink": "https://<asa ip>/api/interfaces/physical/GigabitEthernetO API SLASH 1",
"objectId": "GigabitEthernetO API SLASH 1",

"name": "inside"

}
}

Uy —2Z URL: TselfLink] B

IselfLink] BHlE, ZOATI U bD JSON EERNTEESNLEYY —ADTL URL T, 2FH, ATV TV NEED
ERICTHUATI TV NIDDURL ZBET D EBLKIAILI N PO ADAEETYT, COBEIF. IXTOUY—X AT
UV D JSON EETIERESINET,

selfLink DA 7S =& b ID &40 E. selfLink »* JSON [§E /IO —v a3y Ay SF—DEE5D—ETHBNICEREL<
URLTvId—Kahxd,

APIERZZITMZ L. ZEFLFPBEIYI—TAVJICHIBERELTF v /D, BERURL TRITENFET, URLHZE
IvI—ROFEEIE. 1400 Bad Request] ARENE T, URL KIEELF v VISR LIES. EXRURL (FFd—Kah.
ZDERDOWEDI-HICEFEEINET,

E:JSON IBEARADA T/ M IDFURL Ty O—REhFHFA. URL A (selfLink ZEFAT 5D TIE74 <) JSON IHEH
S50A7 Y b ID ZERAL THRWICERERS N SI5E. BYICAT7Y 27 b ID%Z URL TYI—RULARICIO URL
ZERT HRENHDET,
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YR MERTIBES., FOAT I M Tcollection#{type}l &L\ kind BEEICAD XY, #nSTlE. XDOIBTHABT S
& 5IC Tobject{type}l . £/ETUIZIFT 4T kind BEDW DHODERIHD XTI,

Bl :
kind: collectiont#taccessPolicySet => ACL T~ kU DY X k
kind: object#networkobject => networkobject] ¥4 7DA Tz o ~

kind: objectrefi#tnetworkobject => networkobject] ¥ 1 7DA T U hADSERE
kind: IPAddress => TipAddress] 14 7O7VIF4 T VY —2X

7)) X5 4 7 kind
P7KLR, RYbT—5, FQDN, H—EX AL TREDEI DBV DD TI I F 4 THMIOV Y —X 514 TERET S

&, Tkindl ZFERALTRI ZENTEFT ., CDIFE. Tkindl I THI ZFERAEITERIEETEET. COLS5BVY—
AlE FEBICVYTITHD, Tkindl BOMIIE, EZIEET S lvaluel BHEITNEENE T,

) :

{
"kind: "IPv4Address "
"value": "1.1.1.1"

}
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1. RBBEBAT IV M ZEKDZDEEFEEI BNV IA Y ATV b 2ERTS. COF770-F3. F
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-
{
"kind": "objectref#networkObjectGroup" ,
"refLink": "http://host/api/object/networkObjectGroups/548292" ,

"objectId":"548292"
}

Frclx

{

"kind": "objectref#networkObjectGroup" ,

"refLink": "http://host/api/object/networkObjectGroup/Lab%20Printers" ,
"objectId": "Lab Printers"

}

A7 2 b Trangeinfo

FEAEDOAL Y3y VY —RIF Trangelnfol A7V ME2EHET, COATI I ME. ALY avIZETFhTY
ZIERDHEEICO VTOFMAZRMELET., GETEREI I APl FER—VZEYR—FL. ELEEESNEABLDES
CIEEEZRTCEEHDFEA. LD >T, XY NT—=0 ATV bH 20,000 H35EE. BE—OID—/LTITXTEE
B9dcLldTEFEA. T/, APIEXRTIE. A7y FBLUVERTERIVDEDHZD. TDA 7Y FOFIREZEETEE
¥, CORRICIE. A7ty FORAA., BSh2HIR. IEEOHREEZEET 2 lrangelnfol TV MUHEICETFIhET.

"rangeInfo": {
"offset": "integer",
"limit": "integer",
"total": "integer",

by

SIBRDRAHFAMEIE 100 TY, 100 U EDIEHD REST I/ S44 7V JTUAHD. 100 YU EDIEBIERAARERISE.
100 B IIARE N, TEEH IERAAERIERRERLEY.

REST API F83IE

EF2T7RHTIPS h SV AR— M Z2ERAT % HTTP B LlE b =0 ¥ XR—=ZFEEN Y R— b Sh, 8L, ERCL
ICXfTEShET,

£ ASA Tl REF (CA) RITEMIAZSDEANEREIN TN/, SSLIEREHETITSEE. RESTAPI V54
7Y hH ASA H—/GIFHE AR TEX Y,

T UYY API 2O T ICIF. #R 3 U EANETY, GET API ZUHTICIE,. #ER S U EARETT,
PUT/POST/DELETE ##{FZMUH T ICId. &R 15 ULEARETT,
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HTTP PUT EX(E. BEREY V—ADEM. . FLEFEEICHERALET, —A. HTTPPOST FFILWLWI Y —X (F
2lE PUT O&END T IV 3y) OERICERALES, UY—REERT BHICHTTP PUT ZERALABWTL
éll\o

F BBV IVERARAMNPACEREAT IV MD—EDIATIE. ATV FOBBOINTA—5 ICEDWVTE
BEEIns/N\vYaETHMNENET, HTTPPUT ZEFRALTINSDNFTA—52EET DL, ATV bD
INY D2 ELNEDDET, COEEFATI U M ZEAIT S7Hd. HTTP PUT O—ILTHLWAT I 2o M HMER
SNEIDLSICRZEFTHA, ERIFERSTLWEEA.

HTTP PUT BERDEXRAXIE. VYV —XADXLEAREDRE2BRIANEFTNTVLILENHDET,

HTTP PUT (&, BT2R VY —X2ZITANEYT., Chid. BEOEH/N—VavERLIFEA. ZEINZYY—2X
ARETEEESNLBWES, HTTP AF—4 X d—RE, HTTPAY Y —S& T 204 ([CHEDET (OK @ 200 Tl
AN AYIR

HTTP PATCH (&, B7RIICY Y —RZEB#FH T BBEICHR—rEhET., EESNTLEBVERRER. Y—/\EDEZ
BELET.

S HTTP PUT TERBAL /=& ST, HTTP PATCH 2ER9%&A 7V x b EERITZ/\ Y Y 2 BN ETEI NS AJHE
MAHDET, HTTP PUT ELEIHEIC. ThiE HTTP PATCH O—JLICKk > THFHLWA T I 7 FAMERE NI &
H#EKTZELOTIEHDEFEA,

HTTP POST Z&XI(CId. JSON EHX TR T LW YV — R DFENEENE T,

Create BXX(|CXH9 % HTTP POST [S&E®D HTTP Ay 5 —(Cld, D O—K 201 & LKER SNz Y —ZD URI
%38 Location Ny —hHDET,

BEMER I NS E (VY —2X) 2. ERBLUHIBR REST 2 HR—MLEHA. DED. HTTP POST 8L U
DELETE BX(ZH D FHA. b zld. OFVI/EEDOREZEMREIFERIETEZTEAN,. EF (PUT) £7/IFE
B (GET) lITEZ9,

HTTP GET % HTTP DELETE H ERAXIZH D Tt A

DY —Z2DAL Y3 »® HTTP DELETE (&, URL THEES )Y —XZHIBRLTULE S e, Y R—hEhZE
Th, ZOVY—ZBEIRSNBE. Y7V Y- (ALY 3 VDIEEB) ZERTE A,

HTTP GET [S&ICIE. ATV MRFLEAT Iz b0aL Y32 % 1Y Tkindl BENHD X,
IARTD REST APl ERE L VIHE L JSON XX THZMLEHH DX,
IARTD JSON EIE. TCamelCasel DB RANZFERTI2HENHD XTI, fc& I, TpolicyTypel BRETT,

JSON BEONXFSN Y 4 I _EF| AR TEHOMLRELH D, T—IMEX/IIBEY 1 7 _E3| AT TEOMEIIHD
FtHh, 7—ILEIR/NIFET true £7:I3 false TY,

IANTDRAE HTTP EK(F, REST &N JSON X THB &% REST V54 7Y hMHABEL TVWS I EZRY.
Z @ TAccept: application/json] XAF—k AV MHHTTPAY Y —ICHZEEBELTVET,

IARTOD HTTP POST E3K(C JSON DAX (Bl) #&8H3MEBELHDET,
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e HTTP G D Location Ny ¥ —(3FXTD POST (fEfK) Y F U ADTRELIE URL #ZATWET,
o RF—Y®DJISON RIBICHB [<items>] DLSBT T v M, P4 TLDY XM ERLET,
o HICIBENBWES. HTTP GET BIRERESN TV REZIRLET,

o EARVNSEICEBENBRINDDEINE. ENHIATVaVvEEIEINCL>TERDET, ATV a3 VD5
&, HTTP GET & TEBEINB e HDET, ATV a v TRWNGES. EREUEIXFEINY A TDGEIFEBT
KAREh, BEDEZESIF0 (FO) TERRENET,

o WR—=VEPHR—FZINTED., GET F/iFV TV API A—)LICL > TEETZZIEEDRAEZHIRL X7,

REST APl O— R

HTTP T 35— d—Rid. XOEBEE[CEDWTHRESNE T,

HTTP ANy 5 —R®D HTTP T5—

Bl
=B A

EHRITY INSA—F FBHEINBONSTA—F, KELTWBINS A%, FIZEH

400 Bad R
00 Bad Request B,

URL ABEEDV Y —R E—BILRW, =& ZIE. YUY —RD HTTP DELETE (&, U Y —X b5

404 Not F
04 Not Found ATERNEHICKKT BIEANHDET.

405 Method not Allowed RARMDERYY—XT, POST RED, FFaEhixly HTTP S5,

P—NIT—, ZOMHODIRTODIT—: ZOMOEEI— RIMMFERATERVNGEDREDE

500 Internal Server Error
*ﬁ?a_o

IZ5— O—RICMAT. BENEREICKE., T7—0FM%ZREHITZII— ATV N EFODRAXHEENET,
HTTP O Ihd— R IR DEBEICEDVWTHRESINET,

HTTP ANy 4 —KH®d HTTP MRLIH

=
mE e

200 Success OK DY —2RlF, GET AV Yy RZFEAUTEEICRESIE L,
201 Created JY—2XlE, POST AV vy RZFERALTERICERSIhE L.

)Y —2ZF PUT £7clE PATCH XV v R ZER U TERICEHchE L. FIRERE

204 No Content [CHIl=hF Ui (DELETE) .
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JSON DTS5 —F/cFEEDINERF—Y

{

"level" : "string",

"code" : "string",

"context": "string",

"details": "string"

}

Z7ONF 4 Y147 | A

level XF5 lError] . TWarningl E7zid linfol .

code XF5 FREAD-ONLY-FIELD] D& 5 RISEI— K. IIHEDHEEANDI— RIEE.

AVvTFRb XF5  COIT—. BE BFRORENERASINIEMLDOAHL.

details XFH CDIT—. BEE BRORBEOFHEBAY -,

ASA @ RESTAPI T—Y v b

ASARESTAPI T—Y Y bDA YA M—=ILEBE

I ASA DA, RESTAPI T—Y v k&, Cisco.com D ASA A A—VEE@BIICIKTY Y aadhEzd, DEh. HEH
HDYIER ASA 4 A—JICIE RESTAPI 75714 Ny o—Jd&FEhEFA, RESTAPINNY T—IFTFNAADT7Zva
IC#o>vO—RLU. Trest-apiimage]l AYY RZFALTA VAM—ILTZRELNHDET, ZDH%. RESTAPIT—I TV
Nid Trest-apiagent] AYY R&ERLTEMICLET,

{38 ASA (ASAv) Tld. BA/NY T —JIT RESTAPI 4 A—=UhEFN. lboot] N—F 4 avTRHEINET., ASAv (&
F7#4)LNTREST APl AT 2 LS ICHRESIN TR, lrest-api image] A< Y K& %fT L 7=1&IC. lrest-api agent]
OVYREFETUTRESTAPI I—Y Y h2BMICTINELNHDET,

TILF AVTHEAM E=KTIE, RESTAPIZT—Yz v b OV REVATA AVTEFAMNTOMRMERATEET,

F:RESTAPIT—Y YV hiE, JavaR—XDF7 FYU4s—2 3> TY ., Java Runtime Environment (JRE) (& REST APl @
Ny T—=JICEaEFNTVET,
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ASA D RESTAPIT—Y v b

[rest-apiimage] O~X¥ YV K

COATYV R, BREPRIEF v 7 2RTUT, BEFHNIETEMLET. IRXRTOF v 7IC/INRT S &, RESTAPI A
A—TBAVAM=)ILET, PYALVAM=ILTBICIF. OAXV KD nol BREFERALET,

[no] rest-api image diskO:/<package>

image : COF—7—RKRZFEHALT. ASADRESTAPI A A=Y %A VAM=)LELRFITYVAVAM=ILUET, #ik (2
DIFEIE. ASADT7 Ty ¥a AEY®D ldisk0:] ) BLU RESTAPI A A=Y Ky T—IZEANLET,

rest-api N\ T —I %A VAM=ILEIEEFLIE. ASAFYT—REIhFEtEA,
COERKIF. RI—rT7y T AV T4 FaL—vay F7MIICRESNET,
1l
RIC, RESTAPI Xy —I% TFTP H—/\Hh S5 V00— RKRUTA VYA M=ILT5H%RLET.

copy tftp://<tftpserver>/asa-restapi-121-Ifbff-k8.SPA diskO:
rest-api image disk0:/asa-restapi-121-Ifbff-k8.SPA

PR—FHRE—R
VT AVFERANERERTILF AVFFIAM, L—FYRFLEFNSYZIRTLY

RESTAPI T—Y Y MMIHEREMOT—bXANTv T

o HTTPH—NZB/BMICLT, BBA VY —T A RENLTIFA TV M EERLET,
http server enable
http 0. 0.0.0 0.0.0.0 <mgmt interface nameif>

o RD&ESIC. API T4 v IRADRI T4y Y IL—h%& ASA ICRRELE T,
route <management interface nameif> 0.0.0.0 0.0.0.0 <gwip> 1

o OV REFAIHNEBD AAA H—NZEFERTZLDICHRES N TLSIH5E (# : aaa authorization command
<TACACS+_server>) . B2 <Y RIER%ED lTenable_1] L WS EZRIDI—FAZFDH—NICHEELTWSH
BAHDET,

OV Y REFAIA ASA @ LOCAL F—HIR—RZFERAT 2L I/ESINTL\S5E (aaa authorization command
LOCAL) . 9XTD REST APl Z—HH, ZDERICE>HERL NILT LOCAL T—IRX—XITEFKINZNED
HDET,

o EZHVVIBRZHUHTICIF. #ERLANIL 3 UEAVETT,
o GETERZMUHTICIE. ERLANILS UENMBETY,

o PUT/POST/DELETE #{EZ U ICIF. #ERLNIL 15 U ELNRETT,

1
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ASA @D RESTAPIT—Y Vv bk

lrest-apiagent] ON¥ YV K

RESTAPI A A—J%A VA M—)LU7%. RESTAPI T—Yz v b EEMIITBICIE, Trest-apiagent] AV KEFEHL
F9, RESTAPI T—Y Y M ZEMCTSICIE. COIATXYRD Tnol EXEFERLET,

[no] rest-api agent

agent : ASA D RESTAPI I—Yz vk 7OEREFMIBLET.
AR : HTTP ' —/\(d, RESTAPI T—Y YV MDA MEET 2 LD ICHEMICT ZMENHD T,

REST APl T—3 =¥ MAERIDIES. [/apil URL BRHY ASA HTTP H—/\AS RESTAPI T—Yx Y MUY AL I ME
h%xd,

PR— P ERE— K

DTN AVTEFANELERILF AVTFRAM =Ty RFLFrSIVAXRT LV K

[show rest-api agent] I~¥ Y R

[show rest-api agent] VY Kit. RESTAPI I—Y Y hODIREDAT—5 XEZRLET,

ciscoasa(config)# show rest-api agent
The REST API Agent is currently enabled

E/{s

ciscoasa (config)# show rest-api agent
The REST API Agent is currently disabled

RESTAPI I—J v hHEMDIHSE. [/apil URL EXIE, 404 Z7—4% X I— RORET ASAHTTP H—/NIC & - TER
ShZEd,

PR—FHRE—R
UVZIL AVFERANERRTILF AVFFRAM, L—FYRFLEFNSYZIRTLY

12
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ASA D RESTAPIT—Y v b

[show version] O~X Y K

REST APl ®/X\— 3 vId. Tshow version] XY ROHBAICETRTINET,

ciscoasa (config)# show version
Cisco Adaptive Security Appliance Software Version 9.4 (1)

REST API Agent Version <version number>

RESTAPI T— x>V b F/)\w Y
ldebug rest-apil AV KiE, CLI#RAKD RESTAPI T—Y v bk FNvY FL—XZBMLET,

COIARYREZHUHT E. 7y O ZBMCUERRT 57-6)IC. RESTAPI F—E VS RESTAPI T—I vV MTAY
t—I%RMNYAH—-ULET, £ T, RESTAPII—Y v MiE. RESTAPI F—EVICTCP LTF/N\yv ¥y OV %X LET,
ZhsoOJiFECltyyayvhlCRREhET, CLItyYavaBLU%EE. F/E Tno debug rest-apil A< Y KAH
fTEN3&E. RESTAPI F—EVIR, By oayoOFXFyizEicdsL5 RESTAPI I—Y Y MIBHMULET.

debug rest-api [agent | cli | client | daemon | process | token-auth] {event, error}

agent : REST APl T—Y v MRIEDT /Ny V1B,

cli : RESTAPI T—Y v h & DEBE®D REST API CLI F—EV D F/\y J1ER.

client : RESTAPI V54 7Y M & RESTAPI I—Yz Y MED Ay =V DI —F 4 VI DF Ny JiE#R,
daemon : RESTAPI T—J z ¥ b &EDBED REST APl T—E Y DT/ V&R,

process : REST APl T—Y ¥ NORBE L IFELELEBO T /Y JiEH.

token-auth : REST APl k—7 VEREIE DT/ V' 1EER.

PR—bARE—F

DTN AVFTFFANELEERILF AVTFRAM LTy RFLFISVAXRT LV H

show XY RDOHA
ldebug rest-api agent is enabled] F7z(& ldebug rest-api agent is disabled]
ldebug rest-api cli is enabled] F7zl& ldebug rest-api cli is disabled]
[debug rest-api daemon is enabled] F7=|& ldebug rest-api daemon is disabled]

ldebug rest-api http is enabled] F7-I& ldebug rest-api http is disabled]
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syslog

ldebug rest-api process is enabled] F7zId [debug rest-api process is disabled]

[debug rest-api token-auth is enabled] F7z(d ldebug rest-api token-auth is disabled ]

syslog

Syslog #342001
PRBAMRHL/BEE -
RESTAPI T—Y Y MHIERBICEEILE LT,
TI7AILE LRI :
7
Syslog HE & :
%ASA-7-342001: REST API Agent started successfully.
B :
RESTAPI 7547 T ASA 28 E T 3ICIFE. ZDRIICRESTAPI I—Yz v 2 FHEICEET D2UENHD X T,
ERER/I772ay:

ANV}

Syslog #342002
BEAARYL/ R -
RESTAPI I—Y v hAREELE LT,
TI7AILE LRI :
3
Syslog HFE & :
%ASA-3-342002: REST API Agent failed, reason: <reason>
<reason> REST APl T—Y v M AVKRBR U F-E2H,
B -

RESTAPI T—Y Y hH, SESERBHTEFHCKKRLEN ISy a LaiEdArH D Ed., BHD 1 D& LT, REST
APIT—YJ VR TAEUDSRRBLTWVWB I EDNEZSNET, £/-ld. RESTAPIT—V Y b EEWEIIEMCT B0
ICEITESNZ A E—IVIDPRBRLUTWSAEEEH D FT.

ERERI7I72ay:

EWREFEMERITL ( Tno rest-apiagent] ) . #:lL\T [lrest-apiagent] ZFHAUTRESTAPI T—Y Y N2BESD
ICT2EBEAHDIET,
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syslog

Syslog #342003
BRI/ E -
RESTAPI T—Y z Y MIEENFEEL. BEFHL TSI LZEBALEY.
TI7AILE LRI :
3
Syslog EB LK :
%ASA-3-342003: REST API Agent failure notification received. Agent will be restarted automatically.
B :
RESTAPI I—Y z Y MCEENREEL, I—Y Y FOBEBIVELASNTVET,
WRER/I772ay:

ANV

Syslog #342004
AR/ -
RESTAPI T—Y z v BB ORITER. ERICEFTEIEATL
F7AILE LR :
3
Syslog &8 &= :

%ASA-3-342004: Failed to automatically restart the REST APl Agent after five unsuccessful attempts. Use the 'no
rest-api agent' and 'rest-api agent' commands to manually restart the Agent.

SRER :
REST API T—Y x v M i3EHRORITER. BHICKRBULEL.
WREIF/ 73y :

KMOEHZRET BICIF. syslog ASA-3-342002 (FBFESNTLBIHR) 28RL T LEW, RESTAPI T—J v b
=8 ( Tnorest-apiagent] ) ICLT. BEEX ( lrest-apiagent] ) ICLTL &L,
Syslog #342005
AR/ E
REST APl A XA—INEEICA YA h—)LEahF L,
F7#AIE LRI
7

Syslog BEB LR :
%ASA-7-342005: REST APl image has been installed successfully.
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syslog
A :
REST APl f A—3(d., RESTAPI I—Y Y hZEETZFICEREICA VAN —ILTEZRENHDET,
WRER/773y:
A

Syslog #342006
FHEA/R YL/
RESTAPI £ A=Y DA YA M=)LICKKLE UL,

F7AILN LRI :
3
Syslog EB LK :

%ASA-3-342006: Failed to install REST APl image, reason: <reason>

<reason> The reason why the REST API Agent installation failed
B :
REST APl A X—Jh', RDOEBETA YA M—ILICKBUATEEEAH D FT.
N=93aY FxvIDKREIA A—IRAEDERIAA—=T T7AIVDBRODSBEVIT IV 1DBRETRIVI Y MRK
ERER/7V23av:
EEEL, BEEZBEL. [lrest-apiimage <image>] ZHEALTAA—JZBAI VYA M—ILTDIRENHDET,

Syslog #342007
FRAA/RHL/ R -
REST APl A A—IMNERICT VA VYA b—ILEahF LT
F7AILE LRI :
7
Syslog H& &R :
%ASA-7-342007: REST API image has been uninstalled successfully.
BiEA
FLWAA—IZA VA M—ILTBHEIC, HWRESTAPI A A=V ZIEBICT VA VAN =T ZHENHDET,
ERERI7V23av:

AN}
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T NATINY REENE

Syslog #342008
BRI/ E -
RESTAPI f XA—J D7 VA VA —ILICKRBLE LU .
TI7AILE LRI :
3
Syslog #8 & :
%ASA-3-342008: Failed to uninstall REST APl image, reason: <reason>.

A -
RESTAPI A A=Y D7 VA VA M=ILH, ROBHTREUIATEENAHD XT,
IOV MEBROKBIrest T—=Y Y MHBEWICHE-TNS
EREE/7I7v3v:
BEEII RESTAPI A A= & T YAV AM—=)LFTBRIICREST I—V YV h 2 EMICT INELNHD T,

N

7 AT I\ REEUIE

RESTAPI EXRZMEBLTWBEEICT I MNATNY REENRELIBEIE. EXZLET SR1IC RESTAPI I—Y TV M
BREMNMO—KREZhZEY,

TiR—bh&h b ASA BEeE

AAA
AAA API (. FREE. BFA]. BLUOT Y REFED AAA BEEEDEBREZYR—NLET,

AMA =N TIN—=TELCT7AI T4V TIRFEESR—FEhTWEEA,

api/aaa/authentication

Y hT—URRELDRTE

HIREIR :

BE. O—AL B—NJIL—TDOHYR—rEhFT,
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HIR— b Eh 3 ASA Hiie

=H=
AcvA

api/aaa/authorization
2y b T —VREEDRRE

5 AAA SEEEDONERD AAA —N\NEFERT B LS ICRES N TLSIHEE (F : aaa authorization command
<TACACS+_server>) . REST I—J 1V hTld, T2 IY Y R1ER%Z$FD lenable 1] & VWS ZRIDI—HH AAA
P—NTEEINTWVWRBRENHDET, SHMIC DL TIE. [Cisco ASA REST API Quick Start Guide] @ TEnable and
Configure the REST APl Agent] #8BL T &L,

OV Y RistE
api/aaa/commandprivileges
A=A IV REHELNILERELE T,
HIFREIR

B

77l IL—=IL

lapilaccess

W=—F YR IT7ALT7 4= E—ROBELISVARTZLY N 774 704—IL E—RDIFEDH, Ry hT—U 7R
ZERTET BICIE. Access APl Z{ERHLE T,

REST APl #ERALT7 7R JIL—TD70 R )IL—IL%& GET TEF9, RIYDT7 IR IL—ILHEFEDS VY —T 4
ABLUVARICH UL TIER S NZ ET7 7R FIL—THEEMICER S NET, ARRIC. REOD7Z 72X IL—ILHEIREZ NS
ETIER FIN—TREIBRENES, FO-/NIL 77X IIL—ILBYR—FENET,

REST APl 29 5& 79t X JL—)L% GET. POST. PUT. PATCH, DELETE T&%*d., 77X URIF. 1 v5¥—7Tx
A REABTSEICTIL—FLE N, Jaccess DE URI JL— hHH D LT,

DU EDY—ER AT IV b EBRIZTIERFIEHIL-IILEZERT BHERE. ThSDY—EX ATI I MAY
TICHEELTVWRRELHDEY., 2&FDH. 7/ ERFEHIL-IOFICHERY —ERXR AT Iz M I RNTERLET.

HIREIR :
HIRIEH D LA, ASDM 7 TUT—2 3 v ERUBREZYR—KFLET,

Back Up and Restore
ASA SRED/INY I 7y TICIdZ D APl #{ER L £, /api/backup
ASA SREDETTICIFT D APl ZERAL X3, /apilrestore
HIFREIR :

B
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HIR— bk 32 ASA e
ALEHEEE

lapi/certificate

CDAPI ZERALTHF— X7, PATYT4T4iAE. BLU CAIREZERS LVEELIY.
HIRFIR :

ZYRRL

DHCP

/api/dhcp
D APl ZERHULT, DHCP 9 547 & DHCP UL —%8RELE T,

HIPREEIS :
RSYZARTZLY M E=KTIEDHCP UL —FHR—bShTWEEA,

DNS

lapi/dns
Z®D APl Z{FEFHL T, DNS #5%ELE 9.

HIREIR :

BB

JZx—I)lA—)\—
lapi/failover
HIBRETE :

BB

AV—Tx4 R

AVI—T 14 ABEDREZANT Z-HICHERATES 6 T EEHD APIAHDFET, MBIV IY—T7 14 AFHD

lapilinterfaces/physical, VLAN « >4 —7 = 4 ZF® [apilinterfaces/vlan, ;R—k Fv RIL 1 V5 —T =4 ZAHD

lapifinterfaces/portchannel. TTRA v % —7 =4 RE® [apilinterfaces/redundant, 7 vy JIL—T A V5 —T 4R
(BVI) F® Japifinterfaces/bvi (b TV ZAXRT7 LY b E=RTERAAIETY., £, F7O0-NIL 1V 5 —T 241 ARE
(/apilinterfaces/setup) HH D x9,

BIRSIRA :

B
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HIR— b Eh 3 ASA Hiie

P EEE
[api/firewall/ipaudit
HIPREIE :

7L
PA

KATZACVRABLIV TV T4R=23 Y F—D7/4EVR
api/licensing/activation

F—R—ADFA BV AERR. BRETRHD AP, XKAZAEVRIE, PITF4RX=Yay SV REFHIC GET %
NMUTHEINET,

BIREIR

ASAlE, 7UFT4R—Y3aY SAEVADHREEZZE FHLLWSAIEYRADEMB LTS 1Y ADEHLLEDLAZE) L
=%, FFTVO—RIBZVELRHDET,

Shared License
api/licensing/shared

TITATRIAEVATERSNHRBIA BV R (VFA4 TV MERBY—/IEEFEFMEVR) [REOERZEYR—MT
% API,

FIFREIE :
B
ARN—h 2412V R
api/licensing/smart
ARX—h SAEVRZREL., Y R—FENBTSYRTA—ADIVIA MNILAYNZEZYT S APL,

api/licensing/smart/asav/register AN®M POST &K (., EXL b—2 > ID THO—K 201 (FTh) ZRI &ITFELTLE
L\, ASAV BIR(E. b=V Y ID ZERTEEXEA. ChIIRIEADZ /Y X H—NICEELET. ULHL. 12V R —
INOHFEUHUIE, b= DA ASAV ICEDZITESNh S E. IEABARICRITEShUEEINET,

BIREIR

BB
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HIR— k&5 ASA #ae

Oxy o

Syslog t—/X
api/logging/syslogserver
syslog #—/\® CRUD #{E%ZH7/R— b3 % AP,
FIFREIR :
BB

syslog Y —/\DERE
lapi/logging/syslogserversettings

syslog Y —/\H ¥V LicEZ2DOF VY F1—DFREL TCP OF Y/ DFAIZ AT, syslog Y —/\DFHHFREZ Y R— b
9% AP,

BIREIR :

7L

syslog X vt —3 DR
lapi/logging/syslogconfig
LALELTAY E—IDOFMLEIIEILEET. syslog Ay E—I DFFHADERZ Y R—MT % APL
HIREIR :
ZERL
syslog X vt —J DIRTE
lapi/logging/syslogconfigsettings

JEEMBLEM 6k, 91 ARY VT, FhlEVTAT IP (RUTZEE) DT/NIRXID ZEHBKRED syslog Ay t—I%
EDEREYR— 9% AP,

BIREIR

1AV

Netflow DFERL

/api/logging/netflow

Netflow #R{ D CRUD ##1E% H7R— k93 AP,
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HIR— b Eh 3 ASA Hiie

FIFREIE :
Bl
Netflow L 7 % DF&E
Netflow T L % %5 D CRUD /%4 7K— 93 API,
HIFREIE :

Netflow ODH—EX RY Y — JL—)LiIdHR—FEhTWOWEEA,
EE7I1ER

NAEEY X
api/mgmtaccess
Telnet. SSH. H LT HTTPS (ASDM) (CESET % ASA 7V L ARE BT 5/-HICTD APl ZFERALE Y.
HIFREIS :

BB

RA b

lapi/mgmtaccess/hosts
Telnet, SSH, H KLU HTTPS (ASDM) EHEDEE 7V X /RA MDD CRUD BIEZATEEICLE T,
HIBRETE :

7L

TSIV
lapi/monitoring/
ThoD AP, BEMREE, KXT74—T VR, BLURESTAPI DE=ZY U VI HetEHREeNET 5DICFERATEET,
NILF AVTHFAMN E—RTR, YRTAIVTHFAMNZEUREDIVTFAMDEZY ) Y IHEHERZEG T 5IC(E
https: //<asa_admin_context_ip>/api/cli?context=<context_name> & L\ 5 lcontext] /XTA—%ZFHAL T I Y %#IBM
LEY., lcontext] YTV NSA—=FHNEZF YV IERICHKRWEGES. RESTAPII—Y v N HBEOY—Fy ~ VT

FAMNEZRELEY, CPU JOCRFEREBREDVRATA AVTHFANTOMEATZES VY —ATR. BRIV ZATA
AVTHFRAMIEESNE T, tOIT Y RIE, BEIVFTFIAMIEEINET,

HIRSIR :

7L
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HIR— k&5 ASA #ae

NILFAVTEFAS E—R

TIWF AVFEAM E—RDYR—NE, SRACLI OY Y K Executer APl, h—2 VEREF APl EEZS UV TICHIPRE W E
9. IR¥E. REST API (£, CLI A< > K Executer APl #H%ZRE. YILF AVFFXM E—RD ASA DR EHR—NLT
WEXtA.

bz

¢ RESTAPIT—VYzVhEF JILF IAVFTFFRAM E—RTEMICTBIENTEET, RESTAPIT—Y >k CLIHF
VRATA AVTFANDHRBEEShTVWET,

o MU VEENI%EFERYT %54, RESTAPI OX Y RER{TT BHIIC
https://<asa_admin_context_ip>/api/tokenservices IR TR b —7 Y 2REB T 2HEHAH DX,

BEEAVFXFAMNTRELEN—I V. ZOMOAVTFERAMNDREPEZVICHFEATESLITEFELTLE
=Y AN

e NA CLI O< Y K Executer API (E, https://<asa_admin_context_ip>/api/cli?context=<context_name> & LT3V
THFANZRETZDIFERATEZT., lcontext] VI NFTA—=FHRVNGE. EXEIEEIYFTFXMIERES
n¥xd.

. fcontext] ZTY ISSA—FDEZH YV ITERICHIES., RESTAPI I—Y V&, MBEODY—4y N OVF
FAMNERELET, CPU VO RFEARLREDVRATA AVFTFFANTOMEATED YUY —RATIE. BEXIFVR
FAIAVTFAMIGEEEINEY, oYY R, BEIOYVFFAMNIEEINET,

HIFREIR :

RESTAPI AR Y RIFYRATA AVTHFANTOHMERTEE T, RESTAPI I—Y Y I ASARY YTV AVTHI K
E—RASTILF AVTHERAN E-RICTINEDS. FRBZORICYIDBEDLELEIC. BEFITZLENHDXT.

NTP

Japi/devicesetup/ntp/
HIBRETE :

BB

NAT

[api/nat

NAT API {&, TwiceNAT (BI&F & NAT) & & U ObjectNAT (B4 AutoNAT) Z2HR—hk LE T, & NAT ¥ 1 FIC—ED URI
hdp D 9, Before AutoNAT & After AutoNAT [E, R2ICHR—FEhET (L—FTY RBLVU TV ARTLY N E—K),

InterfacePAT, DynamicPAT (JERR) . PAT 7—ILZH{EITZEMHL. APIICEENET,

BLUUZRRADITRTD NAT ¥4 7 (Twice BEL U Auto) ZRIE—DYRKNFHR—rShTWETA,
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HIR— b Eh 3 ASA Hiie

ObjectNAT (AutoNAT)

HIREIR

NATIL=ILTDAYZA4Y XY NT—0 ATV 2V FOERBYR—bEhERA, BEORXYNT—0 XTIz DA
7IxU b NAT ZHEERT B ICIE. EESNDRY NT—0 AT IV R ERT RLRICEET 2RENHD T,

TwiceNAT (ZFFj NAT)

Before NAT & After NAT (Z, 2 DD VYU X MTHEIZTHh, HBED URI BEEShE ., Before NAT JL—JLD After NAT JL—
IADEE., £EZOHOBEIIHR—FSIhEtEA.

BIREIR

BB

AT7TxUk

lapi/objects/

ATV MNIBFATELREIVR—RXRVYINTY, ATV MNE ASAOY 74 FaL—Ya v TEELT, 1V
SA4VIPPZRLAR, Y—EX, GEIBEDRKDODICTERTEZXY, RESTAPI I XDA Tz I b 5472 R—FLTW

ig-O

L3R ACL, 77 R IL—ILEERE. HiER ACL 1. RAID ACE BMER S hic & ZITER S h, R%O ACE MEikka
nicE EITHBRESNhE T,

O—A) A—YEa1—H JIL—7,
XYNT—=U ATIzONEATIZIN TIL—T,

(BRIERSNIXY M7= Y—ERZEL) XY MNT—U H—EREY—N T -7, BRIERES Y —EX
ATV NI EEELLBHRIZIERTEERA. FRIEESNIEY—EX XTIV MI A VT4V =
EXZAY N PYR R=ZAMTBD. FEY—ERATIz I MEERT R ESICERTEET,

RS,

EF2UF4 ATIIY N TIL—T.
BERIEE .

A-FATIzR,

ASDM & [E#;IC. RESTAPI F, 7V ERABDA Y SAY ATIz 9 NBLUATI I b FIL—TDFER. NAT L UH—
EXRUY— IL—ILDEREYR—MLET,

HIREIR

O—AI A—YDOHHIYR—bEhZET,
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HIR— k&5 ASA #ae

JORJNDTA LTI K

lapi/firewall/timeouts
0=/ 7O NELTEY Y3y §1LAT7 T NERET S APL,
HIRREIS :

7L

Routing

[lapi/routing/static
A9T4v97 I—bD#. BEYR—FIhTWET,
FIFREIE :

BB

Service Policy

lapi/servicepolicy/
RESTAPI (I xo7ORIIL A VARG Y avaEHR—MLUET,

DCERPC
DNS over UDP
ESMTP

FTP

GTP

HTTP

ICMP

ICMP ERROR
IP Options
NetBIOS
RTSP

SIP

SNMP
SQL*Net

ERERC EEHRRIOY Y— URI & LTHR— R ShET,
ISR :
BB L

TLS

lapi/ firewall/tisproxy/

TLS 7O0F 2 %5/ET S API TY,
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%551 API

BIRSIR :

7L

[VPN]
lapi/vpn/

¥4 FR VPN BREDJH REST APl THR—FENKT, IPvA BLT IPv6 ODEALS Y R—rEINET, ¥4 FE VPN ODEZ
FIVTRYR—bEhTEEA,

BIREIR

YA PERDREDHYR—bENET, ASDM [CRRSNBEREEREFIYR—rShTLEEA.

#5731 API

—1E API

EEL COAPHF, SFEITHEHY Y —RIIXHT Z1EED POST, PUT, PATCH & & U DELETE EX%Z B—) HTTP POST J—
WIZTN—=THLET, D2FD, 1 DDERTEBDO) Y —RZZETEZET., EFNTVBBZERE. R4 O—-FRDOHIRIE
ICREENFET, L. —BEBEROARE. V7hIvIRBRREEEL U TREINS I LITERELTLLS L, Z20WTh
DDERNMEKBLUIIZE, ERXAO—RHIETS N, ASAREDEERThhEtA.

BRONRAAO— R ERBEBEDOFHHRIIRDESE D TT,
POST URL: /api

Request payload format: [{}, {}, {}, ...] where each JSON object is an operation wrapper:

{

method:<HTTP REQUEST METHOD FOR RESOURCE >,
resourceUri:<RESOURCE URI>,

data:<POST CONTENT FOR THIS URI IF APPLICABLE>

}

Z0O/)XF« Y47  |FREE
method string TGETJ . TPOSTJ . TIDELETE] . TPATCH] d—ILhAHR—rINhTWET,

resourceUri  |string BERHPEBTITOhTVWBIEEDY Y —X URI,

EXRHMIMEFNCITONTWSIHE, raw AXE L TEEE NS JSON F—%, TDELETE] XV RT3

data SUN9 s cgmbxth.
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#5731 API
—EERNEEZRIRDEESED TY,

{
entryMessages: [{}, {}, ...1,
commonMessages: []

}

entryMessages (gAT7I Ik PLAT, EAT IV MI—FERIYMIICHIGLET,

VA CLI O~ > R Executer API
OB APLE, YV TINTAVERLIERILFSA YO CLI AT Y REFEALT, APIIREZE LT CLIEhERRTEET,
POST URL: /api/cli

BERARAO—ROER :

{

"commands": ["command-1", "command-2",.., "command-n"]
}
'/, S
ISEDR :
{
"response": ["command-1 response", "command-2 response",.., "command-n response"]

}

iR 1R

FNy T ATV RIE CLUNRRZRI—TIEHR—bEnFtA. TNy T AIVRE, IRTY—ZIFIL Yy I3y ETH
b, 0=/l Av74Fal—yavTlEbbFEtA,. T/NvY ATV RIFE. CLIKXZRZRIL—%ANULUTEESh, TS5
EHDBINEEDIDEESHEIRLETH,. TINARICIEFELLZEA,

h—72 VFREE AP

RESTAPI 7 547> M. BRRRIENY ¥F—D1—HiEERE HIC [/api/tokenservices] IC POST XK zZ&EEL. 201—Y
D=V VERBITZVNENFHDET, #ULVT. RESTAPI V547 M. #%#0D REST AP O—)L0 X-Auth-Token] B
KANYF—TIDh—rvaFRATEEY, Th—=o V] IF. BXABIAANYF—0I1—H—BEHR=ZFEMAL T, [DELETE
/api/tokenservices/<token>] BEXTHARMICEMLINDET. Frldtyyavdd4 AT VMBI ETENTY.

POST URL: /api/tokenservices

BRRAO—-REBETY. I—YERIF. BERTIANYT-RICHDET.
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%5731 API
BEIxRDEEDTY,
pi:il=z| HTTP X57—#% X O—R
AAA REET 5 —F 2 3FFAINY T —HEFEEL XA, 401 Unauthorized
FREER I, 204 No Content + X-Auth-Token <token id> (header)

ANYF—PS51—YRZEBFINXT—RZERETEE LA, &

400 Bad R t
T ZFDMOBREEF v I ARKLEL, ad Reques

Rty avBICEELELL.

F:OAvFFRMEDRKREY Va3 VEIE 25 T, 503 Service unavailable

k—2 v %&HIRY %IClE. DELETE % /api/tokenservices/<token> & LV URL ICEITU X T,

BERRAO—RERETY, I—VEHRIE. BFFENYT—AICHDET,

BEFxrDEEDTY,
2 HTTP 27 —#% 2 J—K
AAA RBRIFT S —F /- REMBN—D v, 401 Unauthorized
27358 204 No Content

ANYFT—DS51—YZFIFNAT—R2RETEE

. 400 Bad R t.
Bh. TEZOMOREMETF 1 v o HEBLE LT, ad reques

e BE7ED syslog 605004 & LU 605005 ¥ k—2 v DER X/ (FEIBRICERENET,

o BEED syslog 109033 (. FREEH—/\A' Challengel ZEXLIBHICENATR—bShTWRWTEZI—Y
ICBAMT 2HICFERAINET.

e RESTAPIEXR%ZZE95&. [X-Auth-Token] Ny 5 —HRAICHERINET., FELBRWSESEF. U—/\HEX
BEEICT7A—IL Ny I LET,

k—47 »E85F I Oauth 2.0 D RFC 6749 HkICEMUTWE A,
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RESTAPI DAY Z4 Y X=a7 )l

o HERENfcb—UY T—HIR—=XEF, ASADAEYELICHD, 7z—INA—N—RF7EFITAIETERZN
FBA. DED, Tx—IIA—N=DT 2= A—N= RTFRTRELIBE. £FIFTRY IR — TN/ AN
EESINISHH. BAZBERTIBWENHDET.

e VWIFAVFTFAMTNARTR, b—JVREEEIVTFAMNAICREESNZLARIC, ZOMOIVTHFIMZE
BRETHEHICHERATEXT,

AXEYEZAH AP

REST APl O—J)LIC& > T ASA OFFFICIZ SNIZEEIE. EEREICIERMEINEEA. 2FD. ZEIFRITHRRERLITIC
EhYUTENET, CO TATEUEEIAH AP (T, BHREICIREDRITHERELEREI S-HICERITSCENTEET,

POST URL: /api/commands/writemem

BERX/O—REIFETT,

RESTAPI DAY ZA4Y X=Za 7))l

AVSA Y RZaATPIDAVI—=T A A (TRF2AVMUL ) T, - A V5—T 1 AEEE. AR APIX=2
FIMCEEFNTVNEZIRTOBFERIMESNTVET, RF2 AV MU ROTZTVHOVNThMNTEITTEE T, Chrome

(E2%FHR) . Firefox (5x#TkR) . Internet Explorer 9+, Safari 5.1+, Opera (8%kR) . |[B/A\— 3 Y THEI{EL X T A, Internet
Explorer 8 L FTIFEMEL £ A

RESTAPII—YzVhE, RFaAVPMUIIKTIELATERZLDICRETZIVENHDET., RFa AV K UG,
https://<asa management interface ip>/doc/ MBTFPVEATEZXT (RED /] ERF2 AV UIIZTIVERT
BI=HICETT) .

FE:O—ANDRESTAPI DN Za7IL R=VICTIERTRE. T7THIEFZEDR—ID ASA [TEREEFEL., TFIF
X Web 4 NDRED jQuery 8LV ISON 7 7 ILEHBKRKLET. CThSDIZBMD 1 DA%
https://cdnjs.cloudflare.com CTY,

772U, FirePOWER #—EXZHMICL T ASA # @B L /=& =, [Categories: ad portall 7Oy F*>V T 74 ILFH
HRESINTWSE, ZOERMN FirePOWER BV 2 —/LICE D 7OV I SN BAEEMENH D £T . cloudflare B4 b
=70v 7R 2ICE. ARNICCOY A hEFUIT2 77X Ay bO—)L IL—ILZ{EH L. Tad portals] &7
Ovo3377V5r—yavEtaEa8TIl—ILOLMNICZDIL—ILEZRELET.

URL 7AW F VTR 7TV T—o 3 FHIEIICED Web o hELT Web 77U —oavph7OvyIaning
SICTBAEICDNTIE,
http://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117956-technote-sourcefire
-00.html#tanc9 =&ML T3 LY,

AT )T D&

JavaScript, Python, Perl ® 3D R I U T ME. RFa AV M UINSERTES/H,. RESTAPI AXRL—Y 3V EEH
kTExd,

29


http://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117956-technote-sourcefire-00.html#anc9
http://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/117956-technote-sourcefire-00.html#anc9

ASAREST APIv1.3.2 [CD\T

RESTAPIOAYZA4Y X=Za7 )l

RSNV T NEFERT B-HDEHRSEME

JavaScript ® X2 J 7 ~ICIE. http://nodejs.org/ I3 % Node.js DA Y A M—JLHAMETY, Nodejs IC&D. (Python %
feld Perl d&5%) ARVKRIAY RV VT MNBEDT T HFMIFICEER RS hic JavaScript 7 7V —o 3 V& FEHT
E2FY, A VAM=IFIBICK TR KOLSICENORI U SN E2EITLET,

node script.js

Python X% U 7k Tld. https://www.python.org/ IC3 % Python 24 Y A b—)L T DZHENH D £, Python 4 VX b—
IWTBE RORIVTIHAERITTEZT,

python script.py <username> <password>

Perl 7 U7 kiE. WS DOHQ DEMBEHNNETY, Perl BiE. 4 DD Perl 4 7ZUD 5 DDAVKR—KXY MHRETT,

Perl /\w 4 —3(E, http://www.perl.org/ ICH D £,

Bundle::CPAN (&, http://search.cpan.org/~andk/Bundle-CPAN-1.861/CPAN.pm ICH D £ T,

REST::Clien (&, http://search.cpan.org/~mcrawfor/REST-Client-88/lib/REST/Client.om I[C& D £9,

MIME::Base64 |Z. http://perldoc.perl.org/MIME/Base64.html I3 D 9,

JSON (&, http://search.cpan.org/~makamaka/JSON-2.90/lib/JSON.pm ICH D £7,

RICTET DI, Macintosh [C Perl 24 Y A =)L 2HITT,

Boot strapping for MAC:

$ sudo perl -MCPAN e shell

cpan> install Bundle: :CPAN

cpan> install REST:: Client
cpan> install MIME: :Base64

cpan> install JSON

IRKEEREA VA M—/LEIC. RORXIV T E2RITTEET,

perl script.pl <username> <password>
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MOEFEZEDLBEVWEDELET., COVZa7ILICEEHINTWRRRBOERE. IXTI—FRAIOFEICLED T,

TWHRBRADY IR I LT SAEVABLURERIEIE. BRISHAE iz Tinformation Packetl] ICEREH SN TWET, &t
SNTVWRMESICIE., REBIEICSERCESIL,

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of
California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved.
Copyright 1981, Regents of the University of California.
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COYZaFZITHEALTWSIP 7RLABLVEEEER, REROFRLABLIVEBEFEELZRTOIDOTIEHDEFEA, <
ZaZ)IHoF, AV RHEA. 2y bT7—2 FROVE., $LUTZ0MORIE. HEO&ZBHNE L TERAESATVWET,
SEOHICEKEBOT7 KLABLVEZFEINEHAI N TV EELTH, ZhEERNGHOTIELEL., BRO—HBICLZED
T9,

N—F JAE=&LVVYT7 b AE-DERHEEIAAREBBENE A, SHRIEA YT VRESBL TS,

VZAFHREZE 200 ERTICA 7 4 RAZRBLUTVWET, A7 1 XDEFT. ERBES. FAXBESIZDOWTIE. 2300 Web
YA bEELES L (www.cisco.com/go/offices) .

V2 ADEE

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other
countries. Y XA DHEIED—EICD LV TIE. www.cisco.com/go/trademarks & &L 2& W\, BH SN TWEIE=FDEEIL
FNZNOENEZEDMETY, [/IX\—kF—] F/ld Tpartner] WS AEIF. YA &Mt EDBD/I—MF—2y TREHZR
ZEKITZLDTIEHDEEA. (1110R)

© 2014-2015 Cisco Systems, Inc. All rights reserved.

31


http://www.cisco.com/go/offices
http://www.cisco.com/go/trademarks

