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DNTA—N/—FWNTITATITHBEINE T, CNlI. TLANIZEZTEL, ANV I %

Cisco Telemetry Broker [CIRIE T D EEERLET , HBYD /—RIX. /v TIZHEESA
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N TARASE)T 4 VT RE

T, NIE. IBEATTLUANZEST . ANy OZRELEWIEEZEK®RLET, 72
T4 T O—h—/—FDTLAN) D Z(TELEZ1IE T HH). Cisco Telemetry Broker &M
EHEEESE. WIThhD/\vdJa—h/—KN 774757 0—h—/—RIZEKL.
TLANDZITELZRIBLET .

DFRABRNZDNTIE, RO BITEREL TSN,

o« £T7O—H/—KRIX, BEIZ1 DDISREADHIZETHENTEET,

o BEDYSRATEDTA—H/—KBRTIT4TTHAIMNEERTHEIETEEE
Ao

o HEDRBIP FRLADTIT47TA—h/—RICEENEETSHE, BILITARE
RO/ TTA—H/—FD 1 DHBZDREIP PRLAD T I T4 TA—H/—F
[ZRVET, BENRELL-TO—D/—ROEIRTSE. /\yiTTO—h/—RDIK
BEHFLES . TO/—FEBET7IT(IICTH5E(F. RitSh TW5a<ok
ZERALTFHTRETILELNHYET, (ChoDaIUERFT HITIE.
['Cisco Telemetry BrokerVirtual Appliance Deployment and Configuration Guidel @ .
VIP DFED/—F~DFZENIZET HIEEZSRLTZELY),

o« JA—H/—FHE1 DDHFEDVSAFEERTEFI M. COTA—H/—FIZEE
MEELBE. 7OT47H70—h/—FIZEETESRTO—H/—FRDIS R4
MHYFEE A, AHRIZ VTRFADTRTOITO—H/—RIZEENREL-IGE
(X, 7OT47%TO—h/—RIZEKTESHTO—h/—FlEHYERE A, TO—H/—
RICEENREAELGR(X. TESLEITRA USAUVIZERSE TS,

o 7A—H—/—FREHLLHWNVISRIEERL, BTIO—h—/—FZEBMTEET,

o RIEBIPVAFEIFRBIPVE PRLRADWT b FEEAZIFTRRIZEIYETS
ZEMTEZET, Cisco Telemetry Broker (X, CDRIEIP PRL RAZ{FERLTISRA
EBIEL. 7OT147%5TB—h—/—F & Cisco Telemetry Broker MiEf A LHnt=-
BEIC/\YTDITA—h—/—RET I T4 0—h—/—FIZFESEET,

1. Cisco Telemetry Broker A > A= 21— 5 [J A—HhH—/—K (Broker Nodes)] %3#1R
LEY,

[95ZAMEH (Add Cluster)]Z 41O LET,
HHYPTWNIZREZEAALET,

ISRRZEDHB 12U LEOTO—h—/—FEERLET,

HS5 AR IPvA 7TRL R, IPv6 PRL R, F= (X ZDEAZAHNLET,
[95ZAMEH (Add Cluster)]Z 41O LET,

o oA w N

(i BRMERESN ., VIP TRL AN R YT =) THEARTREIZASETISR KR I H
MYET,
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RR—T¥/—k

1. Cisco Telemetry Broker * A2 A= a1—hi5 [T A—H—/—K (Broker Nodes)] &R

LFET,
2. [IO—Hh—/—K4% (Broker Node Name)] %I T, %49 5J0—h/—F&5)yoLE
ERS

3. 552507 (BE)TFAALEIvILES,

1. Cisco Telemetry Broker * > A= 21— 5 [J A—HhH—/—K (Broker Nodes)] #3&1R

LFEY,
2. [O—Hh—/—FK4% (Broker Node Name)] % T, %495 0—h/—F&#9)voLE
ER

3. #5220W ) 7O ESvoL . BIREERLES,

0 DS RAZNEEIZDULVTIL., [Cisco Telemetry Broker Virtual Deployment Guide]
DINA TRASE) T4 IS RN ERICEATHEEZSHBLTESLY,

= /—kK

[Cisco Telemetry Broker ¥r— 4 (Cisco Telemetry Broker Manager)] E 2—[Z[&. Cisco
Telemetry Broker YR— v DAR) VI MIRIREINET , ROFHNRREINET,

o YHR—UvH KA BLUVIP LR

o« YR—TXYDBAEDAT—HR

e WEDAEFERELFERATRELGERTATY

o BEDTARIVAN —CERELFERTIREGTIRIAN—CFREDNE

RA—UVIEETHANIVIERTIDELTEFY,

.I.

| O =vERzEEcEEEA.

o (AT (Load Average)]: 1 £ f510) CPU BB, x & (BRI R T/KFH) D L
[Ch—YIEEHERE. BIHDEEDNEERTEET, CPUBIITEHRESNT-LE
LME (y i CREINBE) F AR TN BREE, FYNT—IFL AN DT7O—L—
MNMETLET,

o [AEY{FEHAZE (Memory Usage)]: AT DHBEEESIERTIRES T AT, x B (FF
MZERIKELZ)DEICHh—YILEEDLEDRE. BZIDEFED 3 pREREHEZRTE
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F9, LELME®D 80% ZHEZHL—MIFAEDDLELNHYET, CholEBEESSND
KRTHB-HTT,

o [T4RVARL— (Disk Storage)]: FEHIN TS TA RV AN —UBE LU EEHE
FARIBERARN —2, x B (BREIZE R I KER) D LICTh—YILEEHESE. BRI
FEDINEREERTEET, LELMED 80% EBZAL—MNIFABEDLENHYE
T, CNBIETBEINSIKRTHA-HTY,

@ MDAV IDVTNAAAEESTHLELMEZEATLNDISEEE. VM D)
Y—REY B TEHRLES .

[AR) YT (Metrics) ] £02a> DA LRBICHAHBHDRREBRZEI)VITEHE ROEHD
IR TN D AN Y I ERRTEET,

o 1BE 1 FiE

. MBE 4 B

. BX1H

. 1BE 15EfE

s BE11A

1. Cisco Telemetry Broker A/ A= a1 —Mi5 [¥H—T 4 /—K (Manager Nodes) ] &%
RLET,

2. ROWVWTNHLDIEZERLT. TOEARBND ANV I ERRLET,
o B 1B (Last Hour)
o B 4 B5RE (Last 4 Hours)
o B 24 B (Last 24 Hours)
« 1®% 7 BfE (Last 7 Days)
« @7 30 Hf# (Last 30 Days)

=)

Cisco Telemetry Broker #i & (Z(&. VPC 7O0—0O4 B3 B EMMARTSINE T, [RET
SAR—KrI5HK(VPC) 7B —A% % Cisco Telemetry Broker [CTZORAR—rF B LI
AWS BB EL. VPC 7O—0O4 % IPFIX [ZZ#L THESEHAERY A8 B £S5 Cisco
Telemetry Broker %€ C=F 9 .

Cisco Telemetry Broker A/ A= a—Mi5, [#i & (Integrations) ] ZZIRLET,
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AWS DFERL — 78\ —HM

JO0—0X>7 OEME
12ULEDVPCD7O—OFFEEFMIZL, 70—A5 % SI/NTYMNIEETHIZIE.
RDOFIEEETLET,

1. AWS @D VPC A A= a—hi [EFATSHVPC (Your VPCs)] Z:&BIRLE T,

2. VPCZEHH)yHILT, [7A—A%5 DOERL (Create Flow Log) 1 &% ERLET

3. [Z4ILA(Fitter) IRAYT AU, [T RTAN]ZEEIRLTERZESN-S 7095
LIEBEINNS D49 0%F0 T 2588k T D . [KEB (Accept) | B IRL TEREINT-
D4y DHEOTZER8FLET,

4. [S3/\4 vy BB 5E1Z3%{E (Send to an S3 bucket destination) ] ZEIRLET,
5. 70—045 T—4%RFTDHSI/NTYRARNEAALET,
6. [YERL (Create)]1 =2y ILET,

IAM 1—H—D1ERL
S3NTYMIT U EARATED IAM A—HF—ZERL. 7O ERAF—ID E—ILURTIER
F—ZRHFI DI ROFIEZEITLET .
1. AWS @D IAM AL A= a—hvi5, [A—H —(Users)]> [1—H—D BN (Add user) ]
DIEISERLES
[1—H—4% (User Name) ] IZAHILET,
[FO49 S5 LIZ&LD T A (Programmatic access)] & RLET,
[k~ #E[R (Next: Permissions) ] &%) L%EY,
[R5 (Next: Tag) 1& 2V ILET,
[~ : L E 2—(Next: Review)] &9y LET,
[Create User] &91) v LEY,

TOERF—ID E—IL YT IOERAXT—DOEAIZDNT, [RR(Show)1Z& 01w
LET,

9. 7U9ERFX—ID E—YILYRNTOERXT—%5E8%T 5 H . [4 7> O—FK (Download)]
7)o L THF—=REREFRIZRELET,

Cisco Telemetry Brokerfg il — 78—k 1

AWS 7HtEXD7v7a—K

AWS 7Ot RXx—E—H Ly k7Ot RAE—% Cisco Telemetry Broker [C7vTA—KT 3
21X, ROFIEZFZETLETS .

© N oA wN
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e

. Cisco Telemetry Broker A A= a1 —hi5, [#E (Integrations)] > [VPCT7O—0O%

(VPC Flow Logs)] ZZ#IRLET,

2. [AWSEY A 1EEHRD B (Add AWS Credentials) | & 21)v o LET,
3. [AY A 1E#H 4 (Credentials Name) ] [Zf2Y XO5F LNEBIZAHDLET,
4. [AWST71RXFX—ID(AWS Access Key ID)] E[AWSS—O LY h 7Ot XF—(AWS

Secret AccessKey)]Z AALEY,

5. fR7F (Save)] &9 ILZET,
6. IBID SIATAUEHRIHSEEIL. FlIBE1 ~5%FRYIRLET,
VPC 70—A%4S EETDHRTE

VPC 7O0—O%5 X ETEHREL. N7y RS —%F AWS 27y TO0—K3FBI12(%,. RDF
IEZF=TLET,

1.

2.

Cisco Telemetry Broker A/ A= a—M 5, [# & (Integrations)]> [VPCT7O—0O45
(VPC Flow Logs) ] & ZERLFET

BALT= (A5 12158 (Credentials) ] IE B T, [VPCZH—O4% (VPC Flow Logs)] %l
D LEM(AD) ] ZEIYvILET,

[vPCcZO—O4 MEN (Add VPC Flow Log) ] 54 7O A BHExET,
[S3/\45y /YR (S3 Bucket Path)] 74— JLKRIZ, S3 1\ b ENRREAHALET, S
RIZHZRLET .

[bucket-name]/ [path]
[')—_3>a—F (Region Code)] 74—JLKRIZ, S3 /Ny hE4ERKLT- AWS 1) —2 3y
#AHDLET,
[O4 41 (Credentials)] T, 7w7O—KL=79ERFX—,E—4L TR R
F—(ZEOWTOT A UIERERIRLET,

(A9 bR —(Policy touse) ] &9 vI LT RAVEERILET . S3/\r kiR
)S—#%aE—L. AWS D S3 N\ bR EIZFEALET,

AWS DIERL - 78—k 2
S3 /N ybk RS —DYERL

L

AWS D IAM A A= a1 —hvi, [R1) S —(Policies) ] & RLFET

RS —D1ERK (Create Policy) 122w LET,

[USON] #T&#IRLFET .

Cisco Telemetry Broker M i5aE —L71=7R!) S —% JSON T TR IZBLYUFHITET,
RS —DHEEE (Review policy) 1 Z#0)wHoLET,

[ 81 (Name)] Z4—ILRIZ, RUL—ZEANTH—EDRAIZANLET (i ctb_
policy) .
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7.

8.

GAAZ A NLET (I : VPC 7A—AST AN Tt X% Cisco Telemetry Broker [Z5F
E.I-a—éﬂ-fu:/_) o
RS —D1ERK (Create Policy) 122w LET,

A—Y JIL—TDIERK

A—H—5 I —TZERL. R)—ZF IAM S IL—TIZEY YT, IAMM A—HF—% IAM S
IW—TI2EBMT BIZE, ROFIEFETLET,

1.

© © N G A W N

10.

AWS D IAM AL A= a—hi5, [9IL—TF (Groups) 1> [FILWWT IL—T DYERL
(Create New Group)] DIEIZEIRLZET,

JIW—TaEANLET,

[RDRTvT (Next Step)1 &0V ILET,

YERLT= Cisco Telemetry Broker 8" ) —Z& EIRLE T,

[RDRTvT (Next Step)1 &0V ILET,

[Create Group]l V') v I LFEY,

IAMO2Y—)L T )IL—T (Groups)] ZEIRL. JIL—TBEFRLET,
[A—H—(Users)]1 2 T&0)vILET,

[A—H—%% JL—T 2B (Add Users to Group) 1 & %1) w4 L. Cisco Telemetry
Broker 1—H—#%#iRLE T,

[Add Users] &)y LET,

Cisco Telemetry Brokerkg il — 78—k 2

Cisco Telemetry Broker TMD AWS Z7O—0O% M & £k

VPC 70—045 T—4% B LTIPFIX [ZTZE#2 T B K512 Cisco Telemetry Broker X E 9
BIZIEX. ROFIEEETLET,

1.

Cisco Telemetry Broker @ [VPCZ7O—A% MiE 10 (Add VPC Flow Log)] & 47 A%
(TvPC 2O0—A5Y—ADEFEIDATYT 2%S5 M) T, [V—R4 (Source Name) ]
#AALET,

LE{ETTIP7RL X (Source IP Address) ] A J1LE Y, Cisco Telemetry Broker [,
VPC 7O—O45 Mo SNz IPFIX T—2% £ {ETHLEEIC. 2D IP PRLR%E X
EXTRLRELTERLET . CNIEHEBIP PRLRATHABLENHY . rybT—
JEDMDIP PRLREFRELLENWKIICTTHIULENHYET,

Cisco Telemetry Broker Tl&., /Ny D@ 4T O—h—) U F % RT 501,
EIETIPEICRDFBRNERESNTNVET , ROWVWTNHODEHENBH I TL
ULVME B L. Cisco Telemetry Broker [CTS—AyvtE—UMNRRENET,
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o EETIPIX., [BIYHTEHA/—F (AssignedNode) ] DTL AN )AL B2—TxA
ADYITRyREEHELTIIWITEE AW

o EETIPIE. PRATLADBRFDEETIP ERELTIIWNTEE AN

o« EETIPIE. DATLADIEIP EFEELTIINNTER AL

1. FOYT R A= a—h5 [BY HTEH/—F (Assigned Node) ] #:8IRLFET , ZD
JO0—h—/—FKIE. S3 N\ Yo DTRTHOT7AO—AY T—3%NEBLET,
2. 70—045 T—3%FmRY;AL 1 DL EDIEEZEIEIRLET , Cisco Telemetry Broker
(X, VPC 7O—0A45 % IPFIX [ZEBTHLITEELTEALY,
3. [VPCT7O—O4 %3810 (Add VPC Flow Log) 14w LET,
4. BETHVPCITO—OT W E#HIEEX. FRETSHVPCIO—OT ZEICRDF
IEZZETLET,
a. [VPCOA—AJEETODBREIOTRTOFIELRYIRLET,
b. TS3 /7y o—DERR DT R THOFIEEHEYRLET,
c. (A—BFITN—TDEBIDTRTOFIEEZEZEYIRLET,
d. COEDRATYT1~5%#EYIRLET,

RDFIETIE., Azure RENOHTADT—2ENETHE=R) G T7T)r—av%
YT YT T BAEICODNTEHLGRALE T , =)V BREBEIRTOHYITRY)
Taronso—nNILEEBEAD O—ILELUVFEEOD—/ILEZEYYTONfz2—F—&L
T. ROFIBIZHRESZ L BEIOLET,

DR AIREIG & (X, Azure AD BEEE(CRILVEHE T, EZAREDEHFTRY)T
2AVIZDNT, A—F =D Azure VY—R (BBEE. RYbT—0 ARL—UFHOU R, £
BT HOERTESELSICLTLEZSW, 2hETIICE, A—F—I2a—H—T 9+t
AEEEO—)LEOVNEa—2O0—)LZEYLETHIBHENHYET,

BIiRSHE
NSGTZO—OJ Z#ER T BRI1IZ. ROFIEEZETLED,

1. AzurelZ¥ESET B Azure R—R)LIZ7 AL, BRIZE->THAV A0 LET . a7
URSAVT O EADGEIT. BFEN—ORBIZHHAV)—ILTAaAVEERALT
basha> Y —)LZEEILET .

2. NetworkWatcher 2 YbPvT§D E=RILTRED))—RTIL—THEETS
1J—23> M Network Watcher H—E RZ b7y T LET,

a. A A= a—h5, [Network Watcher] > [ (Overview)] ZZIRLET,
b. *** (BBRE) 74 %0y IL,. HTRI) T av LN ILERIEE—S Y
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e

k) —23> T [Network Watcher M E %11t (Enable Network Watcher)] &R
LET,

3. RRL—UF AU NEERT B NSG 7O—05 28T BI<(E, 54—k U—R
GIN—TERUEGRT CRERELEE) ITRN —C 7 AU MDA ETT, 3—4 w0
=V |TEFERN—UTHD U MGG S 1L, BLOB R —U#ERE
(StorageV2 F1=[% BlobStorage) Z AL TTh I bELOMMERT DR ENHY
E3 I

NSG 7O0—A%5 O EX1E
EZAFTBHNSGIZDONT, ROFIEEXEFTLTCIA—AX I EZEAMTHILELHYE
ERR

1. A2 A= a2—M 5 [Network Watcher] > INSGZE—HE% (NSG Flow Logs)] D JIE (2%
RLFET, RV T—0 X 2)TA TIL—T DA RRTEINET,

2. JO0—AJ DREEREERTT DICIE A AZ2—MENSGEREIRLET,

3. RDEBEEZANLT, 74—LZETEHLET,

o [RHE (Status)]: 4>
« [Z8—0% M /\—32 (Flow Logs version)]: /A—23> 2

o [RRL—UF7H™H 2 (Storage account)]: LLRTIZAERL LIz AL —TF AUk
FERLET,

o [T iar #iM (Retention)]: IRTE . Microsoft [ZIX, Z70—0O45 D R#EFIZE
FTEHEAMDOEIENAHYET , SEHIZDULNTIE. Microsoft K31 A T Enable
NSG Flow Log| 223> DRATv7 11 MFRESHBLTIZELY,

o [FS5T4995 81 (Traffic Analytics)] RAT—RR: A7 (T3> T, ThEEM
29 BIENTEET)

4. [{R7E(Save)1Z4) v oL NSGZEIz70—05 D7y TH#BYRLET,

® EZRTBNI—RTIN—TEHLMERTHTEIZ NSG7O0—O5EFEFEMIZT
BLERHYET,

5. Azure R—RJ)L T, AU AZa—M5 [RNL—UFH I b (Storage Accounts)] > 7
DO ER > [A2TF (Containers) ] DIEIZEIRLZET . [A>TF (Containers)]
M) AR Z insights—logs—networksecuritygroupflowevent TN ) AR IRENTLVA T
CEHERLET . RIRSNDETHS MDD ENBHYET,
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BLOB #—E X SAS URL M ER %
Cisco Telemetry Broker TWAELBLOB H—E X SASURLZ&E T BIZIE. XD FEEZE
TLET,

1. Azure R—R)L DA A= a—h5 [ARL—UFH 2 b (Storage Accounts)]> 7

DO REER > [(HEF 71 XE L (Shared Access Signature) ] DIBEIZEIRLET,
BAW =D+ —LIZIE ROIUMN)BREENTULVET,

. [EATESY—E X (Allowed Services)]: [Blob]

o [EATZES)Y—RX52147 (Allowed Resource Type)]: [t —E X (Service)]. [2
277} (Container) ], [ 7YYk (Object)]

o [EFRISh H#EPR (Allowed Permissions)]: [t A& HY) (Read)]. ['J Ak (List)]

o [BAMREH KU %R) B B (Start and Expiry Times)1: Cisco Telemetry Broker 274
T REEHA T HMERICEELET

2. [SASE A Rl (Generate SAS)] % E IR TEHZEXFINFEIRLET,
3. BLOBHY—E XSASURLZaF—LZ%E9d,

0 NSG 7A—H% % Cisco Telemetry Broker [Z:B019 5 &= BLOB H—E X SAS
URLZHEELFT .

© 2021 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -25-



TIVr—2avDEEE

y N L~
TIO)r—o3 MEETE
TT)r—3 R EIZKY., Cisco Telemetry Broker D BBZFIEILET . U FTDHREE
ERTEET,

2%
VI T7EH
AY—b 514t R
TLS REBAE
a1—YEHE
=H%
1. BERE)TAaVEI)vILET,
[FZ ) r— 320587 (Application Settings) ] N—HBHEFE T,
2. [£#& (Genera)127%#49)v 9 LET,
ET7 T4 ERDEETE

FT—2)— XD E%TE TlL. Cisco Telemetry Broker M T—H2Y—R%ZET7HT14TELTT—
T BDETHOEMERETEET,

1. [V—R(Sources)] 93> T, [FE7I T4 kR (Inactivity Interval) ] KEY TA ™
V)ADSIET I TATMRE D BATEIRLETS,
2. RTFE(Save)] &V oILZET,
HTTPS 7OFX L NETFE
HTTPS 7O% S & FEw{F AT HE. Cisco Telemetry Broker AAHTTPS 7OFL &AL T
A B—RYMNEHRITAEEICHTTPS JAX H—N\—Ex R TE=ET,

0 Cisco Telemetry Broker [, HTTP 7AFX L H—/\—DERAZ S R—FLTLVEE
Ao

1. [HTTPST O &< (HTTPS Proxy) 923> T, [HTTPSTOF L% E A (Use HTTPS
proxy) ] ZBMIZLET,

2. [IP7RL R (P Address)] & [F/R—k(Port) ] % A ALET,
3. (RfE(Save)l&V v LET,
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TI)r—a v DERTE

[V Ib9 77y T T—k(Software Update) ] R—I(ZId, ¥R —D v /—RKETJO—h—/—
KD IRTE D Cisco Telemetry Broker /IN\—3 R RSN  TPFTDJY—R/N—23 (27w
T9L—KTEET,

COEHICKY, IR—Tr I RTOEEBRFZIO—H—/—FBRmFH/NN—avIc7yT
JU—KREnExd ., BEHEEITT DRI, Cisco Telemetry Broker VM @D VM Xy T 3wk
FERT A EEREFMOLET, CORFT YT avbEFERLT, FHLAWIS—HFEAL
G EICIREDIKRREICRET CENTEFET,

BHIORPESRTLNGELEFRA FTIR—DvEEH L. RITTO—h/—F%
BHLET, IR—OvDEHF I, Cisco Telemetry Broker DB DIREEMIE LR RS
NEWSEENHYET, TO—H—/—FOEFHFIL, EESINIZ,S Ty IEFEIELIZIELL
ETIENTEEFRA. T 22D /—FAHAYSRAERIZFETSEES. TNLIE—FE

[C1 DT DEFHSIN, ISRZAD 1 DO /—FHREFINTULSME., thAD/—FIFiREL
TWEY,

Cisco Telemetry Broker BN 7 v L—K

BHI7AILDA HA—R

1. Cisco Software Central [CRBEILET,

2. (FH9>oa—KE7 vy TS L—FK (Download and Upgrade) ] 293> T, [F 9> A—KIZ
727t X (Access Download)] ZEIRLET,

3. #®FIJ1—I)LKRIZICisco Telemetry Broker |EALZET,
4. [Rx—x% /—FK Y TR 7 (Manager Node Software) ] ZEIRLET,
5. CTBE#FH/\URILIT7MILER D O—FLET,

BEHI7AILDOTyTA—FK

1. Cisco Telemetry Broker ¥ — 4T, &t (BE) 74V EI)vILET,
[7 T r— 320587 (Application Settings)] N—HBHEE T,
2. [VIrD 7 DEH (Software Update) | 2T E#=I1 v LET,

3. R=UDAHLRBIHS [EFHI74/ILDTvFO—F (Upload an Update File) 1%51)
ILFEY,

4. BrooO0—KLE=I77/ILEEIRLET,

RRSNSETHEICEDE, 7yTO—FHT T T EETHADDBEENBYES . T71ILH
FYIA—RENBE, VIR D I T 7T T— RO FIARIREIZ 0 1=C LEBHNT Ay — OV RRSE
nfj—o

5. [E8#1 (Update)ICisco Telemetry Broker #4') v o L%,
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TI)r—a v DERTE

VHR—24 /=R REF/IN—23 N BEF SN TLVDIEIL, Cisco Telemetry Broker AZFBEI TEF
Ao BEFZOEXIZIZF 10 2D DYET S

6. BEMTET I 5E. BE Cisco Telemetry Broker [ZAY AT B ESTKROLNFE
9,

B#BDETO—h—/—FDMEIZO— R4 2 r— A RrInFEzd,

[RY—FYIrITT7 SA41 % (Smart Software Licensing) ] R—[Z Cisco
Telemetry Broker AN—h, 54 ADIKENRITREINET,

Cisco Telemetry Broker S/ R (&, TA—h—/—KH 1 BIZEYAL GB[ZEDEE
ER
1. & (BE)F7AaAEI)vILET,
[FTVr—2 3257 (Application Settings)] X—ZHBHEE T,

2. [RR—FS5A4t> % (Smart Licensing) 1 27 &2y LET,

1. B&E)7AavED)vHILET,
[7 T r— 320587 (Application Settings)] N—HBHEE T,

2. [A—Y5—%& 18 (User Management)] 3T & 9w LET,
A—H DB
1. [A—Y DiEM(AddUser)1Z9)woILET,

2. 1—4Y—0 [£ (First Name)] & [#4 (Last Name) ] Z A ALFET .

3. [Username] # A ALFET, BEEEHELI—H—F, ZOI—F—LBIXMERRIIEET
=FEEA,

4. [FHLLV IR —F (NewPassword)] Z4—JLRIZH LUV AR —FZ A AL, [/ R
J—KR DR (Confirm Password) ] 74— ILRIZES5—EANLET, T /ART—F
DHARSAUIZHFEDTLIESLY,

5. [A—H DEN (AddUser)1 &9 v LET,

A—HDHFEE

1. WMETDH1—F—EFTITT, - (Poav)7A4avx=0)yoL. [FaIr( LD
#mE& (Edit Profile) 1291y LET,

2. MEZTTLEY,

3. [(RE(Save)]Z#=V1)voILET,
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A—H—DHI
1. RETHAL——FELITT. Foav71arxEo)yoL, [A—F—0DHIk
(Remove User) 1 %42 voL%ET,
2. [HIBRIZV)YOLET,
A—H—NDINRAT—FELET 5
1. KRD—F%#ZERT 51— —5SLITTPIIaAVTAaA w0 )voL, ISRT—
K Z & (Change Password) ] 242w LET,

2. [/XRT7—F (Password)] Z4—ILRIZHLLVWVARD —FE A AL, NXRT—FDHERR
(Confirm Password)] 74—JLRIZE5—E A ALET

3. [/NRTJ—FK®MZE & (Change Password) ] Z&91) v LET,

TLSEEBAZEN7y7O0—FK
1. & (B&E)7AMavED)vILET,
[Z ) r— 320587 (Application Settings) ] N—HBHEFE T,

2. [TLS EFBAZ (TLS Certificates) 127 & 2w oL%ET,

3. R—=UNHELERIZHS [TLSEEAZE D7 YT O —F (Upload TLS Certificate) ] &)
ILFET,

4, RRENB[TLSEFBAZ M) 7 v 7O—K (Upload TLS certificate) ] ¥ 470245 T, 7v 7
O—R3AKRMAZELEZMEFXT—D [T71ILD1EIR (Choose File) 1% 71) v LE
9,

BHES 771D FIZFIBAEDHMH R TRENBT=0, T NTDETEIFHEAIELIC LEHZETE
i?—o

5. [7vFA—K (Upload)] &) vHoLET,
JO—h—/—KFDOBEZEE%

EEATLS SEHEE 7y TO—RLiz %, KT 0—h—/—REEERLT. TH—Sv/—
RETO—h/—FREDEGEENITIREAHYET.

1. SSHE=IEVM H—/N\—a Y —)LZEFERAL T, admin ELT7TSAT7U R (AT A
VLET,

2. ROAXKREAALET,

sudo ctb-manage
IR—OXRENT TITHEETHENBIHSINET,
3. 777232 CIRe—fetch the manager’s certificate but keep other other 1% &R L%,
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1. & (BBE)7AavED)voLET,
[FZ ) r— 320587 (Application Settings) ] N—HBHEFE T,
2. [Notifications] 27 &2 v LET,

RONTNDODTI—IHNERSNT-EEZ syslog BENZEXIET HKSIZ, Cisco
Telemetry Broker [Z}ERCEE T,

‘E-EI:I

75—k BH
Ja—h—/—FF—R%L BEEMfIToNnfz/—FIE. RED X BT —2% 85t
(Broker Node No Data) LTWWEHA.

JO—h—/—FD/\7ryk
KO (Broker Node ZEL—IRFY /I TAEBITOET,
Dropping Packets)

58 Fc A3 destination unreachable ICMP vt — %1%

FIEET e ELELE,

| O s HRELTFI—MAITERETEE A

Syslog H—/\—MD K F
=2, Syslog b—/N\—%FHBETHIDLENHYET,

1. [Syslogh—/\—®M 7KL X (Syslog Server Address)] 74— JLKT. [E%E (Configure)]
=0 ILET,

2. %Y9 5 SyslogH—/\—DTFRLA(IP PRLRAZET=IEDNS &) & R— B EEZ AN
LEd,

3. [(R%E(Save)]Z#=V1)vILET,
Syslog Y —/\—TBMEZETESEIIZTH
RIZ, ROFIEEZEITLET,
o [Syslogi@4N1M1%{E (Send Syslog Notifications)] F7 )L (M) EHZHZLET,

Syslog H—/N\—%REL-RIX. COMN IILEZEMTEIDHENHYET, Z5LELE,
Syslog H—/N\—ILBHEZELE B A COM ILEBMIZT S, Cisco Telemetry
Broker M7 5—r& M) —9 5L < syslog BEIA Syslog H—/N—ITEESINFET,
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T Ak Syslog BEHZX{ET S

WEITIHLC T, Syslog —/\—IZTAb syslog BEZE FEI TEETEF T, COTRAMEE]

[£. Syslog H—/\—M syslog Ay E—TF EFEICZELTWVAZEFHERLET,

T AR syslog BRNZIEET A=W, Ayt—2DaE—D E{ESN =T XM (Sent Test)]

REAVDTFIZRRINET, kY., EESN - AvtE—T & Syslog —/N\—HZEL

fe Ay E—CF B TEET,

Cisco Telemetry Broker M5O 7 ORLI-1GE. BEQT AT HEAvE—DIERTESN
1<IEYFET,

@ SyslgV— \—ZFEHTFYILT. TRAMBANRESN-CEEHEET DD
BENHYFES,

TAb syslog BENZEEETHICIE. ROFIEERITLET
1. [Syslogi %1 3%1E (Send Syslog Notifications)] M7 )L (D) ZEZIZLET,
2. [TAFEZEIE(Send Test)] 20w LET,
3. HERFAT70J T, EE(Send) ] &0 v ILET,
BRELI7V)T4IE

TLAN)TA—h—(F. EXEDEZ warning [Z, 77 T4DEZ locall [C/\—F3—F
LET,
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JAJ7AILERTE
BAEROFE

1. &([A—" (Usen)DT7Aar &9y LET,
[ZaZ 74 JLERTE (Profile Settings)] N—HBHEES
2. [{8 A 1E#R (Personal Information)] 493> T, / (RE) TV EI)vILET,

3 MEEETLEY,
4. [IR#E (Save) 120w ILES,

INAT—KDZEH

. (A—Y—) 7L ED)VILET,
[FOZ 74 JLEETE (Profile Settings)] N— A BHEET,

—y

2. /XA —F (Password)] 493> T, [/XAT—KRMDZE (Change Password)] %%
JyoLETS,

3. /SR —F (Password)] 74— JLRIZFTLLNVSRT—RZE A AL, [/ART—FDFERR
(Confirm Password) ] 74— JLRIZE5—EAALFET

4. [7XRT—FMDZE (Change Password) ] &#21)v I LET,
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Cisco Telemetry Broker Manager T4 A9 YA
A DHn5R

o — : N — =™ ‘i \\‘\ " O

1. IN—T423>T—TIVIERD /NI T VT
TIZATRZAT AL ROARVREEITLET,
admin@ctb-nfik72T0O:~$ sudo sgdisk -p /dev/sda >
partition table $(date +'%Y Sm %d %H %M %S').txt

Zhlz&kY . XROAB LR partition_table 2021 07 .09 15 51 04.txt 77 A JL &
BROI7AILIERRENZET,

Disk /dev/sda: 81920000 sectors, 39.1 GiB

Model: Virtual disk

Sector size (logical/physical): 512/512 bytes

Disk identifier (GUID): BO78BED8-2BDO-4EEA-9149-BA93FC8A299D
Partition table holds up to 128 entries

Main partition table begins at sector 2 and ends at sector 33
First usable sector is 34, last usable sector is 81919966
Partitions will be aligned on 2048-sector boundaries

Total free space is 4029 sectors (2.0 MiB)

Number Start (sector) End (sector) Size Code Name
1 2048 4095 1024.0 KiB EF@2

4096 491519 238.0 MiB 8300

491520 3844095 1.6 GiB 8200

3844096 33767423 14.3 GiB 8300

33767424 63690751 14.3 GiB 8300

63690752 81917951 8.7 GiB 8300

A uvTh wN

TFTARIDEETH A4 X (/dev/ada) [& 39.1 GB T. Cisco Telemetry Broker 77'1)
=23 \—T4323> DY A4 X (/dev/sdab) (£ 8.7GB TY,

2T ITFZATVADBEHFNDTARTH VM Ay T 3vhDHE
23
ATy FEETHHEE . ESXIVM TARID YA REERTHILIETEEE Ao
TARIY A RXEEOT (2L BREDRFT YT avhEd RTCEIBRTI2LELHYET,

1. ESXia>—)L (vSphere £zl Web V547N ICAT AU LET,

2. VMZHEZ)yHILT, [RF YT avk(Snapshots)]> [RFyTLavbDEE
(Manage Snapshots)]> [T X THIFR (Delete Al ] 1 EIRLFET,
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1. ESXia>Y—JL (vSphere £t=ld Web 4547 M) AT A LET,
EIXRILD VM DYRDNS, TTZATUREERLET,

RS FBOY—ILN—T. £ RE)TAAL EHvILET,

[/\—F T4X21(HardDisk 1)1 TC, b EBHEH A XETHEPLLET,
VMZEZHEHLET,

0542 L. RDATUREEFLTHLNG A XAEAEN -2 LA HEBLET.

N

e g > w

$ sudo sgdisk -p /dev/sda

Disk /dev/sda: 125829120 sectors, 60.0 GiB

Model: Virtual disk

Sector size (logical/physical): 512/512 bytes

Disk identifier (GUID): BO78BED8-2BDO-4EEA-9149-BA93FC8A299D
Partition table holds up to 128 entries

Main partition table begins at sector 2 and ends at sector 33
First usable sector is 34, last usable sector is 81919966
Partitions will be aligned on 2048-sector boundaries

Total free space is 4029 sectors (2.0 MiB)

Number Start (sector) End (sector) Size Code Name
2048 4095 1024.0 KiB EF@2

4096 491519 238.0 MiB 8300

491520 3844095 1.6 GiB 8200

3844096 33767423 14.3 GiB 8300

33767424 63690751 14.3 GiB 8300

63690752 81917951 8.7 GiB 8300

AUV h WNPR

1. VM DR FTYT aybEEBLET,
2. ROARUKREETLET,

$ sudo /opt/titan/bin/ctb-part-resize.sh
WARNING

This program will update /dev/sda6 to use the full remaining free space
available on /dev/sda.

It is HIGHLY RECOMMENDED that you take a backup of any important
data/configuration
before proceeding.

Do you wish to proceed?y
<134>Mar 8 15:35:30 ctb-disk-resize: Moving the partition table header to the end
of the disk(/dev/sda)
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Warning: The kernel is still using the old partition table.

The new table will be used at the next reboot or after you

run partprobe(8) or kpartx(8)

The operation has completed successfully.

<134>Mar 8 15:35:31 ctb-disk-resize: Deleting CTB application partition
(/dev/sda6)

Warning: The kernel is still using the old partition table.

The new table will be used at the next reboot or after you

run partprobe(8) or kpartx(8)

The operation has completed successfully.

<134>Mar 8 15:35:32 ctb-disk-resize: Creating the CTB application partition
(/dev/sda6)

Warning: The kernel is still using the old partition table.

The new table will be used at the next reboot or after you

run partprobe(8) or kpartx(8)

The operation has completed successfully.

<134>Mar 8 15:35:33 ctb-disk-resize: Updating kernel partition tables
<134>Mar 8 15:35:34 ctb-disk-resize: Resizing /dev/sda6

resize2fs 1.44.5 (15-Dec-2018)

Filesystem at /dev/sda6 is mounted on /var/lib/titan; on-1line resizing required
old _desc_blocks = 2, new_desc_blocks = 2

The filesystem on /dev/sda6 is now 2412283 (4k) blocks long.

5. AR—ZXAMNENYLETONTWNSZEDHER
ROATREEFTLET,

$ df -h /dev/sda

Filesystem Size Used Avail Use% Mounted on
/dev/sdad4 14G 5.6G 7.7G 42% /

/dev/sda2 227M 86M 132M 38% /boot
/dev/sda5 14G 41M 14G 1% /mnt/alt_root
/dev/sda6 8.5G 172M 7.9G 3% /var/lib/titan
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Cisco Telemetry Broker D/ vy O Ef-
(F1)27—k

BB ;2 T Cisco Telemetry Broker Dy b O F 1= (X T —MBELZZ S, XD
FIEEEALET,

1. A—H—% adminZEHAL T, ssh E¥=lEar Yy —ILHi5 CTB YrRr—U v £z CTB
Ja—h—/—KRIcRTA4VLET,
o VY YN HUTBIZIE, sudo shutdown now EAHALFET,
e JJ—F3FBIZIE. sudo shutdown -r now EAHALET,
2. VMWare 22—l VM DAy b OV E S T - EIEEICKE T LI-2ESE
LTS,
T30 T VMWare #FEAL Ty M OV F=(X) T ERITTEET, ThEITS
21X, ROFIEZETLETS .

1. TR—2x/—Kh 5, VMWare vCenter MR ARSI IO A LET
(A—5—% (L install) .

2. YO FTEHEMNIT =T EMNIELT A=V D LBBIZRRENDEZRDAT
AavoWVWIhhEI)IILET,

vmware ESXi” —— Sofe updaies coud ot b iatalled
y-
. Su- /Edit | @ Refresh | ¥ Actions
tn5-ha cPu
Guest 0S Debian GNULinux 10 (64-81) 29 Gt |
Compatibility ESXi 6.5 virtual machine
VMware Tools Yes L uemoRY
CPus 3.55GB
Memory 4GB
Host name titan-5RDBHxJ4 STORAGE g
2361GB
~ General Information ~ Hardware Gonfiguration
= €3 Networking » @ cru 2VCPUs
Host name titan-5RDBHxJ4 1 Memory 4GB
3
IP addresses 1.192.168.0.67 bl BT 1es368
2. 1680:20c:29ft fed5:c416 + B Network adapter 1 VM Network (Connected)
3.17231.01 » Wl Network adapter 2 VM Local (Connected)
4. 1080:42:(7f-1eb8:229
» |8l Video card 4mB
» &8 VMware Tools VMware Tools is not managed by vSphere
» (&) CD/DVD drive 1 Remote device CD/DVD drive 0
» £ Storage 1disk
=] Notes / Editnotes » [l Others Additional Hardware
~ Resource Consumption
i e il Consumed host CPU 20GHz
@ Consumed host CPU K Consumed host memory 355GB
B Raady P o -
Sty
_ Recent tasks
Task v Target v | Initiator v Queued v Started v Result & v | Completed v
o —_—
7N
< )=1g

TOZNIL BR—bDABEGIZE (T ROVFT hZERTLTEZSL,
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o TXZ YD Cisco Telemetry Broker /\—hF—[ZZE#KLIZELY,
o Cisco Telemetry Broker HiR—hr 5@ #K<TZE0Y,

o Web T —RZRAIH S :
http://www.cisco.com/c/en/us/support/index.html

o BFA—ILTH—RZE<IBE tac@cisco.com
o BETHYR—IERIT515E:800-553-2447 CKEH)
o« T—ILRIAF HR—bEE:

https://www.cisco.com/c/en/us/support/web/tsd—cisco—worldwide—contacts.html
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