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3

AAFEEBMT DHEICOVTIE, LTICURMEN TS GEMT DA NDEAATIZIELT) ST
HhEVIESRBLTIIZEL,

« UDPAA

e VPC7O—AY

« NSG7O—04

SEFC DB

FEFEIEMT BIZIE, [FEFE (Destinations)] ) AR T, R—U DA LRRIZH S [FEFE D BN (Add
Destination)] Z2')voL%Ed,

FEAEIBMTDHEICDONTIL, MFEEDEMIZSELTIESLY,
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5E%

JEIT

Cisco Telemetry Broker [, RDAALTDIREANDTL AN DEEEFEHR—FLTNET,

e UDPBEE:HFED IP FRLABE IUVR—LTUDP T—42%%2E9 D5 %,

e SCAFRY.: PEWEDIFIE I S Secure Cloud Analytics 7 MZIT—2%E{ET B5E5E,
SCABRBELEHRTETHE. (7yTO—KRENI=FPSICEALT) VAT LDINTH—T 2 ADVE
RENBAIBEEENHYET , COERELTEZONSDIE, 7B—La—FDH A4 X, Fhb
N70— La—FTERTIEELZEHE. PLUTO—h—/—FH 5 Secure Cloud Analytics [Z
TLUAN)EEET AH=OIFERF L FIEIETY,

[FEAEDIBE . Cisco Telemetry Broker (7 A—A—/—KZ &1Z2 40,000 FPS 2% {ETEFE
F(ZO—La—KH1=Y 100 A\ +kiE. TO—h—/—KH-Y 8 a7 LM BEELLEVNERE
L=158).

Cisco Telemetry Broker (&, TU AN ZFFEFLITIZIELET . IL—ILIK, FBEIEFEDTL AN RF
)—LhoZETATLANZRRLET,
[Cisco Telemetry Broker 38 3E (Cisco Telemetry Broker Destinations)] R—U (2, TR TDIEE
DI STMRREINET, FEET LI, ROFERERERTEET,

. JEEA

« IP7RLRER—K(UDP SESEDH)

« BE1HIZRELI=TLAN)

o WEMNTITATITTLUANZZELTEY, IR—Iv/—RICKYEERRETHAEINES

H

o TLANERRISEFETDIANELIVIIRAR—4
COR—UMLIBREEBMTEEY , Ffo, EECEHMELARTT , BRI LIS, L—ILEEBML,
BRAITUANIANDNDT LA ERETERT  FEALITEHBDIL—ILUL—ILTEIZ1 DD
TULAM AN ERETEET

?E@?’Eﬁliﬁﬁﬂ'éﬁ%ﬂi'fﬁiﬁéﬁﬁf@%iﬂ'o SEDFHMERTTAICIE. ROFIEEETLE

o [58% (Destinations)] %7 T, {TOE LRRICHEHBHIDIEERE V)V ILET

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -19-



5E%

122:2055

12

Fa

— ;

w

.% 1 -

E 03 ’y

£ -

Sent Last 24h o o8 s

£ 0 7

2 H

5.61 GB @ o -
7

;

2022 r

rs

7

4
UDP | 2055 UDP | 2056 VEC Flow Logs /)
5.59 GB 0B 0B + Add Rule Fi
17 Exporters MNo Exporters No Exporters ,f
K

T - p %

P ' P R r/r iy ,./.f p— P PO =P !

FDIRFD [FE5E D EH (Destination Details) ] R—UMBEET,

CDOR—UTIEIRDIFHREHERTEEY,

o« TLANJDZEIZFEATIWER.IP PRLR, $LUR—F(UDP SBSEDH)

o FEEDRAT (SCAFEEDH)

o BEDRAT—RREZRIZTLAN) EZELIFZ

o COEEMNTLANZZIELTLSTLANIATDE

* Cisco Telemetry Broker M52 {ELT=/\ A EZIEL—M(EVN/FD)

o COREICREENTIIIL—ILERIL—ILOFER (FIIL—ILIZBYETON-TIAR—42D

WRE)

AR EEL—
[ARY) w9 (Metrics)] 23wz, (EEL—M(SentRate) ] T—I LR RESNFET . CODT—T
JVIZIE. TUARNIZE DAL AN S B-DIZFERTEDIRD IILAZ EIT, AAD—FEHMEIZH
%;2;0;@5)&(:‘#%L7‘:—?WW AIRENFT (BRROVTFIVYRDSERDA Tav%

SCABEDGZAEIE. TO—H—/—RIEMRZEEZLIZOH. ZOT—TILDTL A
F)ZETAIVANEBTEET,

o TLANJAATZE

e AKTE

o THRR—ARTE

« JO—h—/—KZ¢&

n =

® PnE
[ARY) 99 (Metrics) ] T—T ILDE LIBICHLIRDEHEZENSBHDEDEY)vIT 5L, TDEF
R TINLDAN)YIERTTEEFY,

o B 1 FrfE

e BZE 4 B
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5E%

- BE1H
o BE 1 ERM
e BE1HA

UDP 385 BN

1. [3E%% (Destinations)] 27 T, R—U DA LBIZH S [FE8 5L DB D (Add Destination)] > [UDP
585t (UDP Destination)] #2)woLZEd .

2. BBFHED [4FT(Name)]ZAHDLET,

3. ZDIBED [FEEIPT KL R (Destination IP Address)] & [FE %cUDP7R—k (Destination UDP
Port)]Z# A ILET,

4. JO—h—/—KREREDBIZET /T4 MREHENL T DG E L. BRI ERREEF Y
47 (Check Destination Reachability) ] Z B %1 LET, kY. FBEMNEZFLTLVELS
B FLIETLANEZELTOVEWMERICENERFITEE T SISO TIE. T£#E]
=SB TS,

o ?ggﬁﬂﬁﬁjﬁﬂi?:w?*ﬂéﬁ%li JEt ¥ 217 Cloud Analytics JEFEIZDWNTDAEHTE

5. [fR%E(Save)1 &V vILET,
Secure Cloud Analytics (SCA) 3E5E D E N

e Cisco Telemetry Broker Tld. VAT LT EIZ1 DD SCABEDHEEBIMTEE
ERR

e Cisco Telemetry Broker [&. NetFlow V5. NetFlow V9., & & U IPFIX /845y kD
0 A—F—42%ZMHE L. ZOT—42% Secure Cloud Analytics IZTEELET,

o Cisco Telemetry Broker IRIEIZTL AR BNDLENMGE X, SCASEELREEMLT
MSTLAR) A [FESE (Destinations) ] R—U[ZRIRSNADETITERAK 20 50 H
HENHYET,

SCA 35 ZBMNT BHIIZ, SCA H—E XF—& SCARRAMURLEZEBTHIMLENHYET,
Secure Cloud Analytics B M F—%{FE AL T Cisco Telemetry Broker ZEBEEL . Cisco Telemetry
Broker AN URL Z{EFHL TTL AkJ% Secure Cloud Analytics IZ3E{ELET,
F—& URL DFEER

1. Cisco Secure Cloud Analytics [CAY A2 LET,

2. AMUAZa—h5 [BRTE (Settings)] > [22H—(Sensor) 1 &9 voLET,

3. R=UDTFEIZHHY—ERF—EH—ERRANERDITTIAE—LET,
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5E%

SCA 3E5E DB

1. Cisco Telemetry Broker [CAT A2 LET .

2. R—TNAHLIBEBT., [BEFDEN (Add Destination) ] > [SCA%E 5t (SCA Destination)] Z%41)w
JLET,

3. 5EED [BHT(Name)]EAHLET,

4. [SCAHY—E XF¥—(SCA Service Key) ] ZANLET . F—2AKRZEREY T F TS,
5. [SCARRARURL(SCA Host URL)] Z A HLFET . URL £AZ LY T (FTFZELY,

6. (R (Save)] &0V ILET,

Cisco Telemetry Broker 385t &L T Secure Cloud Analytics ZE%E 9 5 &. 30 9 LLAIZ Secure
Cloud Analytics 1 X2k E 21— 7 T Cisco Telemetry Broker oD TFL AN EFERETES LI
F9, FOHLENGE L. AR—42)L URL Z#{E AL T swatchc—support@cisco.com [ZE#& L TXIE
21T TLIESLY,

i, [58% (Destinations)] 7 C. %43 258% 0~ (FE)FAa> £9vsLET,
2 ROTA—ILRETHLES .

«UDP 385D IHZ A : [5E 5L & (Destination Name) ] B LU [FBEED T ARASE YT DFER
(Check Destination Availability) ] k' JLR A YF, [BFIP7 KL X (Destination IP
Address)] 74—JLK & [3E8cUDP7R— (Destination UDP Port)] 74— LRI #RE TEE
HA,

«SCA SEF D5 A : [FE5E % (Destination Name)]. [SCA APIF— (SCA APIKey)]. LU
[SCA URL],

3. [RTF(Save)1Z0)vILFET,

EEFHIBRLI-IGETEH, TORELSIESHEAN) VI T STTRIRTEETH . TDHEEIZEE
TN TULNS LRI, [Destination | LN FAEEDRITIESE ID Ll deleted |ELNSEBAINKTEE
9, f=&Z L. Destination (ID 10) deleted &7EYET , BIBRESN =B DT —FNEET BREY. J
SOICIFHIBREN=FBED T —EN5IEHmEEENETT . T—FDHIBEAUINS L. BERMITEN
1-5E%cld. [5E5 & (Per Destination )] KAY T & 1) X ([T B—H./—K (Broker Nodes)] R—
D) CIXBRTELGLALGYET,

SEEZHIFRT BICIE. ROFIRERTLET .

1. [5@5‘:‘:(Destinations)]97"€\Eié’lﬂ'éﬁﬁﬁ'ﬁd)/(ﬁi)'?{:l‘/ =00 ILET,

2. BALVIZ [3E 5 D ERFE (Configure Destination)] #4704 T, [BIF& (Remove)1 #9)vYLE
T,

=Ll B2 A DDANE 1 DDFELE T THREINET, =1L . ADTERD
O =05k F—sERETEACLITEIBELTES, chlt. ADI—LEERT
ST TREIRTEEY,
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5E%

1. [3B%c (Destinations)] 27 T, YT B EHYI)—DETIZH S [+)L—ILDEH (+ Add
Rule)]&91vILET,

2. [AHDER (SelectInput)] KAYTHEHUIJART, BRID A AL EFERLET,

3. (FHATZ)UDP ANEEIRTBHE [CHHDHTRYMIKLTRIEL-T—4%Z BT S
(Track data received against these subnets)] 74— IILEDREE T, CDTs—ILFIE. 3B5%
[SEESNBLST4VIERET BODTAINAAN X LELTHRELE T, IEESNT-
HITRIYMHADIVRR—ZIP oD T T4V I DHMNEESINFET , COEENZET D
TLAN)EZETEIHTRINEANLET , TURNIIEAUITRUVET,
[CNEDHTRYMIHLTRIELI-T —2% B9 % (Track data received against these
subnets)] 74— ILREZEDFEFIZTBHE, TIAHIITC,. TRTDIS T4V IFECE —DOY
THIMMIRESINFET,

JPV4IP ST Ryt MDi54E . CIDRIP 7FL A& (£ 0.0.0.0/0 [ZEYET,
JPVEIP T RyrDIBE . CIDRIP PRL REH (F /0 [THEYET,

4. [AddRule] £4)voL%d,

1. [585 (Destinations)] 87 T, 8% &9 5EREIIVILET

2. [JL—JL(Rules)] T—TILT. [7H 3> (Actions)] 5D / (RE) 74> E9)vILE
ERR

3. I RUMEEBME-ITHIBRLET  UBTNZCDIL—ILEEREL-EEITRIRLI-A NER
EFHILIFTEEEAS

4. [fR17(Save) 1 &0V ILEY,

1. [58%% (Destinations) 1 47 T, B AT H5EEREIIVILET,

2. [JL—IL(Rules)] T—TILT. [7H 3> (Actions)] BID [Z# 56 (Trash)] i TAAEY
JyILET,

UDP Director, E1=Id UDP Director Z &I 5T rr—I s, IRFED UDP Director 85 & IL—
ILDEREZE XML 774 ILELTITVRR—EL T, Th# Cisco Telemetry Broker [Cf 27 R—kTE
*9,

A, UDP Director BREFAVR—PT 5L BERESNTLWEITRTDIRRELIL—ILES
T . IRFED Cisco Telemetry Broker SR EMN L E=INFET,

BN EEERT BHE. UDP Director SEEE KVIL—ILEREEFAR—FTB4T 3
A D FHEYET, ChIZ I DUEDA AT FIL—ILET TIERLTO R A2
LTIIFEYZET,
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5E%

UDP Director EXTE D T RR—k

UDP Director 3> —)LIZ admin ELTAST AU LET,
[£%5E (Configuration) ] 27 & 91w LET,
[#51% )L—JL (Forwarding Rules)] 2w o LEY .

[THORR— QT4 L—23> T7AINEA—DILY AT LIZTY RFR—F) (Export
(Export the configuration file to local system))] Z:&IRLFE T,

5. J7AINET—YRT—avIZRELET,
THR— M50 UDP Director ERTE D ITH AHR—k
1. Web 77— 3 (Z sysadmin ELTAT A LET,

2. $* ([’ 0—/\JLEE5E (Global Settings) ) 74V %4 wHLET,

3. FOyT R A= a—mi5, [UDP Director® £% % (UDP Director Configuration)] Z:3{RLE
ERR

4. [793> (Actions)] A=a—%&0)vILET,
5. [E5EIL—IL DI RHR—k (Export Forwarding Rules)] Z3&#iRLET .
6. [frR7E(Save)] &YV ILET,

Cisco Telemetry Broker ~@) UDP Director EXTE DA >i—k
SEHHEERTE T DHIZDH . UDP Director SXEZ AV R—hTEET,

Cisco Telemetry Broker ¥ +— v /—R(ZOJ A LET,

[58 5% (Destinations)] 37 &) v LE T,

[XMLZ7 4 )LD 77 E—F (Upload XML File) 1 24y oLET,
ZHTEHIT7AILEERL. [FA<(Open)1 &0V ILET,

H Lo~

H L~

SEEEZERREMTF oy IBEREIL. ﬁﬁ@i']ii;fzﬁ'é’ésﬂ'&b—gllg’:éb\ FELEWEE~DTL
AN DEREIZEHTEIFRIEINDIRYNT—I DI A—DHFEFIEFET,

COREEIX. RESEDO® UDP /7y EERL . SR DERTEFH UDP AR—MIEELEFT , &I,
JO0—H—/—FI[X ICMP Host Unreachable F7=I& Port Unreachable iz & & v A LT, SEELEHNE
ERRENEOINFHIBLET . ENLBWNGE(X. EENTLANZEZIELTLARTEEEAF LY
ZEERLET,

CDHREIL, SR EICEMNIERETEFY .
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A7

A7

Cisco Telemetry Broker (£, RDAATDAIMNSDTLAN)DEEFHR—ILTLVET,

e« UDP AA:UDP FTLARN)ZEHEL., TNEREITEET DAL,

e VPC7A—A%4 :s3 /Ny M5 Amazon Web Services (AWS)PVC 7O0—O45 & HEL. Fh
5% IPFIX [ZEHL T, D IPFIX Z5EEITEETHA N,

e NSG7A—A4% :Azure ARL—UTF AU RS Azure NSG 7O0—0O45 FHEL. Tho%
IPFIX [ZZHL T, FD IPFIX 58522 ET DA F,

BHEOANDRTIZTHOEARATBIZIEL., Cisco Telemetry Broker A2 A=a—mi5 [A F1 (Inputs) ]
#=ERLET,

A TLAN) DUREZERIRT HIZIE. FF Cisco Telemetry Broker RIZ 1 DL LD A HEE
KT BIUBENHYET,

Cisco Telemetry Broker CALE G 5T L AN DAL TIZEDNVTANERETIHELNHYET,
f=EZIE, I RTOITA—h—/—FDHR—F 2055 TUDP /Ay #IRE T Bi5E (1L, /R—k 2055
TIYRVTBHESIZERESMNT- UDP ANFERTABHENHYET, £/, VPCT7O—OT TL A
) DAHEIIES BI5E (XK. VPCTA—AT ANEERTEILELHYET,

1. Cisco Telemetry Broker A/ A=a—M 5 [A A (Inputs)] ZEIRLET .
2. ZETBITEDI)VILT. ROVWTIDERKLET,

« UDP A7

« VPC7A—OY

« NSG27A—AY

Cisco Telemetry Broker Tld., 3&{E UDP TL AR Z4EFFE D UDP /R—hTYw R BHKS5IZ UDP
ANEFZRETEET, [AAUnput) ] FTZITRDIFBRNRRTESNET,

o AN&. ANKR—F, BEUVRZELTLANIDEAT

o ANDRAT—RREFRRIZTTLAN)EZIELI-FFZI

e FlYLTHATWNATAO—H—/—FELUISRE

e COAANICEALTEESINTLDIEEDE

o BE2BBDZENAMELIUTL—FUNTNF)
CDOTULAN)E, SESFEREFUTIAINAR) T TEFT RV EEBOROYTE O A2 —H
5. RDEHBZATONTANEEIRLET,

o XHZ{ZELBEE 24 B

s RHELTEHRINT:

o IEIBEMNZLY

s HLBLREL—H
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A7

BRERIA—IRIC. BRI DANDRFEAALET . TN DA NZFRIRT & T—TILHE)
BIZD4ILBRESN, AALEXFEECIVMDYAMIRTENET,

UDP A ZMEM

1. [AFB Unputs)] R— T, [UDP A1 (UDP Inputs)]1 27 &#401)woLET,
2. R—UNHELET, [UDPAADIEN (Add UDP Input) ] 0w LET,
[UDP A F1M:EHN (ADD UDP Input) ] ¥ 4 7 O4 A BEEET,

3. [UDP7R—k(UDP Port)] 74— JLKIZ. UDP TFLAR)ZY AT B UDP R—hEANLE
ERR

4. [UDPA #14 (UDP Input name)] (2. COATDEZRIZANLET,

5. Cisco Telemetry Broker [&. TLARJZ UDP AAITEETHAIATOIVRR—FEEBHL
FI L. BE—DUDP AAITTLANIZZEETIZHD—EDIIRKR—aAMNHDEE
[ ORTLDNITA—IVADBEIREELLENKSIZ, TIRKR—EDBIHFENIZT S
WHENHIGENHYET , TIVRR—FDBHEENIZTSHIZIE. [UDPA F1DIEM (Add
UDP Input) ] ¥4 70% (FlE 2 THKFA 4705 ) TIZHVRAR—2DEBMEENIZT S
(Disable Exporters Tracking) ] FTvIR VI REFXUIZLET , TVRR—F2DBIIEFEINIZ
LTH.UDP ANZE->TUEBINTNAENAN) Y IESIEHMERTTEETN,. VAT A
ERDOFREFEEET

o [#ZE (Overview)] R— [TLAR) 70— (Telemetry Flows)] £ 3>IZld,. THX
R—EDBIHNENZHESTLNS UDP ANDT—EFHMNRTREINGLLEYET,

o [5E5E D F#A (Destinations Details)] R—

o [AA(nputs)] O3> [THRR—EE (Exporters count)] [Z[X, THUX
R—2DBIHMNERNZIEH>TULVS UDP AAMSDITHRR—ENEENLLA
UEJ,

e [JL—JIL(Rules)] YL a> Tl . HITROYTLavmsMA AN UDP AHT
HY. THORAR—EDEBIHNEMNZE>TLNSIEES . IL—ILIZEES TS TL
BIHAR—AQEMN 0(EO) ERTEINFET,

o [E{EL—F(SentRate)] 57D [TLAN)RALTZ & (Per Telemetry Type)] K
AyTH U ZARE [THRR—RT E(Per Exporter)] KO T A1) R R
[F. THORR—BDBEHMNE DTS UDP AADLDT—EHMNETN
HRYET,

o [AANDE# (Input Details)] R— [T X7R—4 (Exporters)] o a2, THVRX
R—RAZEDT—RAN) I MEBREINGELGYET (COR—2 (&, [UDPA F1(UDP
Inputs) 1 27 TARBEIIVITHEREET),

o [FA—h—/—F®O&E#A (Broker Nodes Details)] R— : [ZZ{EL —h (Received
Rate)] 7570 [THARR—ART & (Per Exporter)] KO A ) XMZIZ. THR
R—ADEHMNENZIE>TULNS UDP AAMSDITIVRAR—EANEENLLGYET
(CHOR—2E. [FA—hH—/—FK (Broker Nodes)] #7 TIA—h—/—FK&&0)vH
THEREET),

5. [HAYSRAME|Y X T (Assign HA Clusters)] £330 T, ZOAHNZEBMNT S HA IS RA
[ZDWTC, B&RABTDFIVvIRYIRETUIZLET,

6. [FA—Hh—/—FDE|Y T (Assign Broker Nodes)] 293> T . COANEEMT B/—
FIZCDWT, 8T BH5FvIRYIREAVIZLET,
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A7

ZDFAF7AT D [HAYSRAEDE|L 1T (Assign HA Cluster)] £330 TIHAYS R A
O (HA Cluster) ] A7 avIc/—KNEFENTWRGE. FO/—R(X [TAa—h—/—K®D
Z||L) 24T (Assign Broker Nodes)] £ avIZldR RSN . FOHEHREIETT .
7. [UDPA 71M3EN (Add UDP Input) 1 %9y L TCZDEREEREFLET .

UDP A 1 DiRE
1. [A A Unputs)] R— T, [UDP AF1(UDP Inputs)] #T& 9o LET,

2. HUEZUDP AND A (FE)TFAaY EHYvHILET,

| © uworK—rEETEE A,

UDP A 1D HEIx

ANZHIBRT DL, Cisco Telemetry Broker [, FEEESNT=AR—FTDTL AN DZEZEEZEIEL, C
DANITEEMTON=TRTDIL—ILFHIBRLET,

ZTDAALBIEHEAN) YOI STTEIRTEETTH . ZOAAICEEMMTEN TS LRI,
Mnput]EVLVSFAZEDRICA N ID Eldeleted JEWLNSFBAIMNEREET . F=& A (L. Input (ID 10)
deleted L ETY ., BIBRSNTI=A T DT —EDEFHETBHRY . FSTIZIFEIBRESN-A DD T—2M
BIERMESENTT, T—ADHARNINS &, BLER (FENTZANIX, [AATE(Perlnput) 1 K
Ay A1) R+ ([3B 5 (Destinations)] R—T & [J O—H/—FK (Broker Nodes)] R—) TldiE
RTELGARYET,

UDP D A NZHIBRT BIZIE. ROFIEEERITLET,
1. [AA(Inputs)] R—I T, [UDP A J1(UDP Inputs)] 27 &0 LET,
2. ¥ 5 UDP AAD (S35 (Trash) M FAALEHSYwILET,
UDP A A DD R
1. [A 71 (Inputs)] R— T, [UDP A F1(UDP Inputs)] 279w ILET,
2. T—JILT.[AH4 (Input Name)] FIDELZ T 5 UDP ANBEV)VILET,
RDEBARTEINET
A%

e UDP ANDRTR., 25T D UDPR—h, BLUEYHTON TSI O—H—/—FEDS
R

e UDP ANDRAT—RA(ZNIF, 2D UDP ANDR—FHAIRETLANEZZELTNEMNE
SHhETRLET)

e UDP AAICEIYETONTLDIEEDE
o 1BF 24 BEED Cisco Telemetry Broker oD ZE/NAMIH LUL—k NI NFD)

JL—JL (Rules)

ZDUDP AAIZEYHTOENTNAIL—ILDYARMZIL—ILDIRED IP FTRLRER—IEE
£3) . SCAFEZIZEAEMITSENTULNBIL—ILIZDWNTIZIP PRLAMY RRENTULVEWNZ EIZHE
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A7

BLT ALY,

ITHRR—4
BHEDR—MIZEYLTONTOAERNDIIRR—2IZETIRDIEHRERTTEET,

o« IHRR—4%
o REELITLANIDRAT

o IHAR—ADRT—RA(ZHIE, 2D UDP AHDR—FAREZDIIRAR—EMDTL
AN)EZELTWNANESI I ERLET)
o THVRR—AICEYLBTONTULDIEEDE
o BE2BRBDZENAMELIVTL—FUNTNF)
ITHRR—BMNT—AD Cisco Telemetry Broker ~NDEEEEILTEHE FOIHRR—FD AR
YD IEEFE SN YET, Chld, [TORKR—E255vF 25 (Exporter Tracking)] W& NI
HOoTWABEIZDAFEELET  [TIVRR—E2:FvF2 4 (Exporter Tracking) ] HNERNZ/->T

WBABE . THORR—ED AR 1E Cisco Telemetry Broker AN ETEL TULVELV =8 ZTH (I HY
FHA,

T RAR—AM Cisco Telemetry Broker ~MDT—ADEEZLELESTH, FDIHVRAR—ED
T—A%., [{RFEHRIE (Retention Interval) ] TERESNT-HBID T —INEE T HBRBYRRTINE

o

{5l : [{R#%RE1FR (Retention Interval)] (£ 8 HTY , TV AR—4AIL8 B 10 BIZTT—2NEEFELL
LELA.8A10BMNL 18 HETODT—HERFELTVET . $HIE8A208TY,

o 7THRIFEIZ3I0 BEDF¥—rETI4ILR) T 355H5E. 8810~ 18 HA 7 ~ 30 BHAEIIZE
EFNB=H. TSI BIEHMEZTDIIVRR—EDT—EINKRREINET,
o ABRIFEIT 24 BEDFY—rET4IILR) T T 5HE.8 A 10 BH S 18 HAGEZE 48 K
DEEN D=0 FDIHIRAR—EDT—2IEFr—rRRTINGEEYET,
FEIE: ZEXR
[ARYYw (Metrics)] O avIZ, [Z{EL—F (Received Rate) ] T—J ILAARRENFET , 2D
T—ILIZIE, TLANIZE DAL B=DIZFERTEDRDI(ILEZ EIZ, FBERHIZD UDP
ANDS—EHEIZH =2 TRELETLANARREINET , HEROVTE OV A SER
DA TLavEFEIRTEET,
o IHARR—ATE
e JA—h—/—KRZL
[AR w2 (Metrics)] T—TIIL DA LIBIZHDIRDEERNMNSBHIDEDED)VITHE. FDH
B TINODAN) Y IERRTEET,
o BE 1B
o B% 4 HRE
- BE1H
o BE 1 ER
e BE11A
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A7

Cisco Telemetry Broker Tld. S3 /34 ybhhis AWS VPC 70O—0O45 %8 & L. IPFIX [ZZEHAL .
IPFIX #3E5EITEETALIIZ. VPCTIO—AS A NERETEET . chbD A AL, [VPCT
H—H% (VPCFlow Logs) 1 37 DT —T LMo BETEE Y, COFTTIE. VAT LOBREDNS
ARERDESLBEEFERER T CEET

o ZHI.IPVAFEILIPv6 PRLA, LU S3/\ryhE

o ANMDRT—RARERZREZICTUAN)EZELT-FFZI

e FlYYToHOAhTWNATO—H—/—FEBELUHISRAE

e CHOANIZELTERESNTLSIEEDE

o BE2BERBDZENAMMEIVL—FUSIN)
ZDTLAN X, ROBPBIZDOVWTRRTEEFT . WT DDA T avEw R—CDELIZHS
FOvF4 ™5y A=a—ms&IRLET,

o MELE{ZIELIBE 24 BE

s RLEVETEHREINT-

o REFEEMNSZLY

e EEWLVZIEL—F
VPC 70—O45 DEMSLUVHEE
VPC 7O—A5ZEMBEMRET A2HEICOVNTIEK. [#HE 1 a3 ESBLTESL,

VPC 7O0—0O%4 DOHI
1. [AA(Unputs)] R—L T, [VPCTA—O% (VPC Flow Logs)] #7%&42) w4 LET,
2. %293 VPCIO—05 () [F35 (Trash) M 7A22ESJwoLET,

VPC 70—R5 DD ER T

1. [AF (Inputs)] R—T T, [VPCZHA—BA% (VPC Flow Logs)]1 27 %& %)y LET,
2. T—JILT. [AFA% (InputName) 1 5| DEZ YT H70—AT/E0)vILET,

2i%
ROBERNRIRIINET,
o ANA.SINTyb )—=230  BLUKRETIEEIE. TLANDOZEICERSINSEY
LTHEAFOIO—H—/—F
o ANMDRT—RREZERIZTLAN)EZIELI-FZ
e COANITELTERESNTLSIEEDE
o BE2BHOZENARELUL—FUSINF)

JL—JL (Rules)

ZOVPC7O—AFIZEYLETOENTWLAIL—ILD)AREZIL—ILDFBED IP FRLRER—K
%5¢), SCASREICEEMTONTNBIL—ILIZDWTIXIP FRLAMNY ZAREN TV E
[T3EELTLEELY,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -29-



A7

FEL—F
[ARY) Y% (Metrics)] 92 avIZ, [Z{EL—I(Received Rate) | T—J ILAARRESNET , 2D
T—TILIZIE, FUANZ T IILANIEB T B FERATEDRD ITAILET EIZ, FIBHEIZD VPC
J0—05o—F8BICh=>2TRELETLAN)BARRENFE T, KROVTEHUY X MMS
BEOA T avEw&IRTEEY,
e JO—Hh—/—KZ¢&
« ROENRLHFEHBTHDZIEL—b:
° BE 1 FFE
° BZE 4 BE
° @x=1H
o @ZE 1 ERM
°c @E14HA

Cisco Telemetry Broker Tld, Azure ARL—UFH U RAVS Azure NSG 7A—O4S ZHEL .
IPFIX [ZZEH#2L ., IPFIX 258 EITEIETAHELSIZT.NSG7O—AJ ANERETEFT . LD A
AlE.INSGZO—0O% (NSG Flow Logs)] 27 DTF—J LS BEBTEEY, ZOAT Tl VR TF
LOBFEDREANERD LSGEERFHRERTTEET,

e AN, IPVAETILIPv6 PRL R, XU BLOB H—E X SAS URL

o ANDRT—HARERRIZTTLAN)EZIELI-FFZ]

o FYBTOHATWEITO—H—/—FELUVI5RE

o COANITELTEESNTLNSIEEDE

o BE24BHEOZENMMMELUTL—FUNIN)
COTLAIE ROYPBISOVWTRRTEET . WTAADATLav e R—CDELIZHD
FOwI&HY Aza—hoRIRLET,

s RYLE{RELIZBE 24 B

s RLEIATHEINT:

o RBIMEMNZL

s XLEULVRIEL—F

NSG Z7O0—0O4 M3En

ZDEIAVTIINSG 7O0—OF#HZTBESIZ Azure THOUREERELTLNVS
A CEEFHRELTOET ., Azure PHY VR DRZEFIBIZDWNTIE. TAzure DRFEI1ZS
BLTLESLY,

1. [AF Unputs)] R— T, [NSGTZA—E% (NSG Flow Logs)] 27 &4 vHLET,
2. "= DA LT, INSGZO—0O% MDIEN (AddNSG Flow Log) 127y ILET

3. [BLOBHY—E RXSAS URL (Blob Service SAS URL)] 74— JLKIZ. Azure 792D NSG 7
A—AJ %R/ ELI=ESICEELT- Azure sasurl #F A ALET,
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4. [ABH% (Input Name)] F4—ILRIZ. AAIP PRLREBZEADLET,

5. [AAIPF7EL X (InputIP Address)] 74— JLRIZ. CO7A—ASIZEIYXUTAANIP PRL
A& AHLET, Cisco Telemetry Broker [&. NSG 7A—RAI Mo AE ST IPFIX #X{ET
BEZFIZ.CDIPTFRLREANTRLRELTHEALEY . CNIEAERIP PRLATH L1
EAHY ., RYRT—OLEDMD IP PRLREFRELLEWLIIZTHIRELAHYET,

Cisco Telemetry Broker Tl&, /\ 7y D#EYI BT A—h—) 2T H#RIETH=HIZ. AAIP
TRULREIZRDHEDAHYET . ROWLT O DEHIFEI=SNTLVELEE L. Cisco
Telemetry Broker [CRDIZ—Ayt—UARTRSINET,

e ABIPZRLARIL, [EIYYTHEH/—FK (Assigned Node) ] DTL AR )AL R2—
TIARADYTRYREFEELTIEIWITEE A

* ANPTRLRIF VRATLADGBEFEDAAP TRLARAEFREALTIEWNTEE
Ao

« AAPFTRLRIFE, YATLADIEEIP PRLRAEBRELTIEWNFTER A

6. [EYLYTHFEAITA—H—/—F (Assigned Broker Node)] KA THEH )AL, EY KT
FHIO—H—/—FEERLET, COTO—h—/—KE. ANL—STHOURD LD
RTHO7A—ATTLAN)ENEBLET,

7. 20—0O5FLARN)ZERYRAT 1 DLLEDIEEEEIRLET . Cisco Telemetry Broker (.
NSG 70—04J % IPFIX [ZE# T HILITEREL TIZELY,

NSG 7O0—0O% DiR&E
1. [A A (Inputs)] R— T, [NSG 70—H0% (NSG Flow Logs)1 #7%&49)vHILET,
2 mugz70—0507 FETAaY EIIvILET,
NSG Z7a—a%4 DIk
1. [AF (Inputs)] R— T, [NSG 70 —0%4 (NSG Flow Logs)] #7%&4JvILET,
2. HHFHNSG IO D (T35 (Trash) M 7A2LESYwILET,
NSG 70—0O% DD R R
1. [AF (Inputs)] R— T, [INSG 7A—H% (NSG Flow Logs)]1 27 %57 woLE T,
2. T—7ILT.[AN4% (Input Name) ] FIDE LT 570—AT £%0)vILET,
2%
ROFEMNRIREINET,

e A$14.BLOBH—EXSASURL, URL DEMHAR. BLUVZLATHIEEIE. TLANID
ZEICEAINIEYYTEADTA—H—/—F

o ANDAT—RAEREICTLUAN)ZZIELI=EZI

e COANITELTEHRESNTLSIEEDE

o BE24BHOZENMMBELISL—FUIN)
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JL—JL (Rules)

ZONSG7Aa—AFIZEIYETOENATLBIL—ILOYAREIL—ILDFEED IP PTRLAER—F
#E8L), SCAREICEEMITONTLBIL—IJLIZDWNTIXIP PRLAMNY ARESN TR &
(EBELTLESLY,
=2{EL—k
[AR) w7 (Metrics)] 9 avI(Z, [Z{EL—F (Received Rate) | T— T ILARTKENE T, 2D
F—TILIZIE. FLANZE DAL BB T BE=DIZFERTEARD I ILAZ EIZ, TBERMNZD NSG
J20—045 " o—FHRICh-2>TRZELETLAN)NRTEINET, FRAOVTE IR DD
BEOA T avEw&IRTEEY,
e JO—h—/—FKC¢&
e RODENLDHFMEHBTHDZIEL—I:
o M@E 1 BFfE
o @% 4 BE
°c @E1H
o @& 1AM/
o ®E11H
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Jo—h—/—FK

JO—h—/—K

[Cisco Telemetry Broker /—F M#EZ (Cisco Telemetry Broker Nodes Overview)] [ZI&. L TZ&
LIRTOITA—h—/—FDFEHENRTINET,

e JO—H—/—F4%

o BEAA—TI—X(BEERYNT—Y) IPv4/IPv6 TRL X

o FLAN)AA—TTARIPV4/IPv6 TRL R

- JO—h—/—FDEE

o JO—h—/—FAFETBH/\M FRASE) T4 VSRR (FFETH58)

o ZEBLVEIEL—H(bps)

o JO—h—/—KRDAT—RRE, RX—V¥/—FNTO—h—/—RERRITEEL-FKZ
CDTLANMIE ROEHETINRI T TEET A= EEBORAYT IO AZa—M 5 R
DEBZATONTNHIEREIRLET,

e XLEULZIEL—F

o LB TEHEINT-

BREI«—ILRIC.BRETEIO—I—/—FDRFZEANALET . TUNJDANERIBRTHE.
TFT—TILBEIZTAIILBRIBIN, ANLEXFZETCIVN)DYANRTEINET,

T0—h—/—FROH#MERTTHICIE. ROFIEEETLET .
o [FO—Hh—/—F (Broker Nodes)] R— M [T A—H—./—K (Broker Nodes)] T—T JLIZH
% [J0—H—/—F% (Broker Node Name)] 3 C. B4 ¢ 3T 0—h—/—RBEIvoLE
ERR
[— % 15¥R (General)] £9 3> Tld, ROIEHREERTEE T,
RANBEBEERYNT—TIPPRLRA
ANDRAT—RREREIZTLAN)EZZEL=-FZ
BE 24 BFRIOZEL—F NI
BE 24 BRI DEEL—F UNA/FD)
[TLAN)A 2B —D A X (Telemetry Interface)] o2 av (2. ROBFHRAEENTLNET,
o AUBA—TIARAVTIIR
¢ Interface name
e [MAC7RL X (MAC Address)]
e PCI7KL R
o A= (bps)
e« IPVA 7RLR/TRY
o IPV47—kzAF7RLR
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Jo—h—/—FK

e IPv6 PRLR/RRY
o IPV6 5—brzA/7KLR
o ARA—TTAAMTUUNAE)

TO—h/—FEHRETBIZIE [TUANI AL B —T A X (Telemetry Interface)] 923> D [#&
£ (Edi)] TAAVED LT, BELEBEFNET, 7/

DS RAABEEDRBRERARIIZDONTIE, [ERTAM 25X 2 (High Availability Clusters)] S B L T
KEEW, N TRASE) T4 V53R

I4+—¥/—Kh T O—h—/—FRZHIBRT 5L, ZDTO—h—/—FIET—3XR—ZX M SHIBR
SN UETNIZEY S TONEAABLUVREEOVWTNIZEEY B TONGKEBEYET, Z0TJ0O0—
H—/—RIFBIEHEEAN) VI T STTEIRTEET A, ZO/—FIZBEERMITON-RFNIEIERS
N T, IBroker Node JEWVDFHEEMEIZA F1ID &ldeleted |EWNVEBEAI DS E T, F=& A [, Broker
Node (ID 10) deleted %Y ZET,

HIffEN -7 O—h—/—FDOT—3NEETHRY. FS57(I2IFEIRESNI-T0—h—/—FD
T—ANBIERMESFENTT, T—ADOHELATNZ L. BEMTON-TO—h—/—FI(&X. [T
A—Hh—/—KZ & (Per Broker Node)] KW R ™ 1) A+ ([5E5E (Destinations) ] R—JE[A A
(Inputs)] R—) TIXBIR TS YET,

JO—h— /—FDOEIBIZDOWNTRDIL—ILAHYET,
o REBMEEEICHIBRT DICIX. ROFIEZETTILENHYET,
o BEEMITOENTWARETI UFHEIRT 5,
o JA—H—/—FEHDIR—I X |ZBEER FH0., TA—h—/—FEHET S,

o HINBEEESTHIESINTLST I aVEERTLEWNGS., JO0—h—/—KRIZLEIRES
NE=HRETEIEHmEEITIN, TR—2v—/—FITHEH T ZEEShFEE A,

o LIRTHIBRLI-7O0—h—/—FZ#RILYR—Ory—/—RIZES5—EEBMTBREEF. CD/—
REHLWTTSAT7URELTERETIDLENHYET (FLAN) IPZPRLADEY KT,
ATDENYHTHE),

JO—h—/—FZEIBRITBIZIE. ROBEEZTVET,

HLEBIZHD [TA—h—/—FDHI (Remove Broker Node)]i =21)vILET,

Tl AR IIERIC DV TEELSERBALE T, [AR) v (Metrics) ] 2O avIZlE,. 2HOTHA—
h—/—RHZETEZ—FEEEDTLANID, ANTEERESEOMATRRINET,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -34-



Jo—h—/—FK

[Z{EL— (Received Rate)] T—7 )L
CDT—TIVIZIE, TUANIZ DAL ZNIES ST OITHERATEDIRDI«ILAZEIC. ZDTA—
H—/—F =M H > TRIELIzTLANIDARREINET , HKROVT LT OV A BHE
BOATLavaEIRTEET,

s ANCE

o« IHYRKR—AETE

. [jF“(:_/ SUTFART ILED ELER (Compare to Capacity Toggle )] 7 A AV WNEFNIZE->TULNDIES
&™), ZETDOANNORESNI=TLAN OBREDREL—HME( k) &&=
TEEY ., (RAI. T—ITILDOALRBIZHIEFMEA T a0 N\—hm5 BE 1 B (Last
1) 1Z&9)90F2BENRHYET) . x B (BEREZERITKFR) D LIZHA—VILEEHES
E.BFADBEDNEHERTEET,

o [Fv/NoTARTILEDLLES (Compare to Capacity Toggle )] ZAaAVMNEIZHEH-TILNSIS
B(®)) LEMEELRU-ZEL—MEZRIRTEET LELMED 90% T HZHL—F
FRAEDDHELHYFET , CNLIEBESINDIKATHD=6HTT,

T—TILDELRBICHAIRDOERZENSBHIDEDES)vIT HE. TOERBRTINLD AR
Yy DERRTEET,

o BE 1 R

e 1@% 4 HRH

- X 1H

e BE 1:EM

e BE11A

[(E{EL—F(SentRate)] T—7 /L

COT—IIIZE, COTA—H—/—FH [E5c B I (Per Destination) ] KAV T A I AR Ti#
RUE=3EEIC—E B CH =2 TEELI=TLANI ARTEINET,
. [3\'—"(:_/ ST AR ILED LEES (Compare to Capacity Toggle )] 7A AV WNEMIZIE-> TS5
(B BUTIHEICSEESN-TLAN)DBREDEEL—ME( PR 2R TE
F9 . (R, T—TILDOE LRBICHIBMBA T3 \—h5 BE 1 B (Last 1h)]
0V HRERHYET) . x B (BRI KER) D LIZHA—VILEEHLEDE FF
ZDEEDNEHERTEET,
o [Fv/NOTARTILEDLLES (Compare to CapacityToggle)] 74 AV WNEZNZHE-TULVNSIS
B(®) LEMEELLEBELEEL—MEZRRTEET, LELMED 90% ZBADHL—k
[FRBEDOLELNHYET , LTRSS NDIKRTHA-HTT,

() %Eb—bigigii{ib;I~7’J‘“L%L\1|E"éﬁifl,\éi§‘%(i~ JO—h—/—F%EEMLT
“(’/ \0:/7__’{ E‘bl/ o
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T—IILDELRBIZHLIROEFEENBHDELDED VT HE. TOREZRTINLD AL
DR RTEET

o BE 1 KR
- BE 4 HRE
 @E1H

e BE 1:EM
e BE1HA

1 EOREFFEHDT—TIL

1 2 ERTEHAIL - s BIRL=-D80—h—/—K® CPU BRI (B¥IZ. T—IILOHE LIBIZH
BEBRA T avN\—m5 BE 1 BB (Last 1h) 1 E 20T 2HEAHYET) , x i (BFRE%E
KIKFEHF) D EIZHA—VILEELESE BRDFED N EHERTEET, CPURIZEREINT:
;ﬁ_ﬂﬂﬁ (yEITRSNAE) ZARTEHUABADE RYNT—ITLAN)D7O—L—FAMETL

AEVEREDOT—II

3 MERRTEHRILT-, A B EAZLERTRLGEE AT (BRYIC, T—T L DA LREBIZHHEH
BAToavnN—ni GBE 1B (Last 1] 20UV HRENHYET) . x B (FFREIER T K

FRIDLEICH—ILEEDLEDE BRDHFED 3 HEREHEZETEEY  LELMED 80% =i

ZBHL—HMIRAEBEDBENHYET . ChoFBRZINIKRETHA-HTY,

FARDAN—DTF—TIL

SRR TEBILI=, TARVAMN —DERELFERTRLGAN —CREDEH (BRAI. T—
TILDA LIBICHDERERA T av\—mib GBE 1 B (Last 1) 1 &2V VI 2 ENBHYFE
9) o x B (FAZER I KT D LIZH—VILEEOEDE KLDEHED 3 S EREHER TEE
T%_L,%LWIEO) 80% ZHBA DL —HMIREDBEAHYFEY , CNLIEBESINIKRTH S0
F o

() BTN, ARVERRE, FRETARIAN—DUH BETLHLENMEZRBZ TS5
BIX. VMDYV —RENY ETEHRRLET
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N TRAZEYTA JSRE

INA TARASEY T4 I5RE

Cisco Telemetry Broker INA 7 ARASEYT4IZ&Y . BWLVAIAHEEE D IPVA BLUIPV6 RAEIP 7
RLRADNATDE—yhELTIRESH . AL EANDEBEEDEWTLUAN)EEINRIES
nEzd,

INA TRASEYTA VSRIEEHERL. TNENDISRAREHOTO—h/—FFE|YHT
BZET. TA—H/—FROE AMEHILI T AENTEET . HFYVFRAFTIE. 1 D2DTA—H
=KD TOT4TITHBESNTET , Chik, TUANIZZITEL., AR Y9 % Cisco Telemetry
Broker TRt 2 LEEMLET . BYD/—FIX Ny TIHEESINET . T BEBAT
TULAN)EEST | AN OFRBLEWCEEZEKRLET . 7OT470TA—H—/—FBRTL AR
JDZITELEZELIE T BH . Cisco Telemetry Broker EDIESEEZ RS E. WLW\Th D/ v TTO—
N/ —EDT7OT4715TO—h—/—RIZEEL. TLAN) D ZITELZRBLET,

IDSRARIZDNTIE, RO B ITEFEL TS,

o« £IO—hH/—FRIE. REEIC1 DDISAIDHIZBTBHIEMNTEET,

. ;519’&@5&"3—%)[:(&'\ FDIZARZZ1 22U EOTO—H/—FZENY Y TEILELAHYE

e JO—H/—FZE1DDHFDVSAIZEERL. ZOTO—h/—FIZEENKEL-GE.
TOT47HT0—H/—RIZRETES70—H/—FRDIZAEINRHBYEE A RFRIZ. 5
SAAADTARTOTA—h/—FICEERREL-GEIE. 79747570 —h/—FRIZR
BTEHI0—-h/—FREHYER A, TO—h/—RIZEENERLEL-G S, TESLETER
KA FAUIZEIRESE TS,

e BMEDISRATEDNITOA—H/—KDBTIT4T THAINEEIRTHEILTEEE A,

o BEDIREIP PRLADTIT47TO—H/—FICEENHRAETDE. RLISAZAD
N TTA—H/—FD1 DB ZDREIP FRLAD T IT747 T B—H/—RIZIEYET,
Kﬁ%ﬁ%iLf:j‘El—jJ‘/—F‘fJ‘\fE'JFEI'??'é&\ Ny JJO—h/—FDIREF#IFLET .
D/—FREBETITA4I2T558 & BEESN TSI TUREERLTFHITIEET S
WMWERHYFET, (ChoDIATURERRT BIZIE. [Cisco Telemetry Broker Virtual
Appliance Deployment and Configuration GuideJ®D . VIP D4FED /—R~DHEEIZEH 9 518
#SHBL TS,

o R IPV4 E- (X RBIPVE FRLRADWWT N, I AZEISRZZE|YLHTHIEMNT
FZET, Cisco Telemetry Broker [, CDRIEIP PRLRAZFERALTIVZRAERIEL. 72
T4 715 JO—Hh—/—FK & Cisco Telemetry Broker DiEfE N HONI=BE(Z/\vTDT
A—h—/—FR&79T747 5T a—h—/—FIZEKRSEET,

0 Cisco Telemetry Broker Y 7+hH 7 7y 7 T—k 7ORAHZHA YSRENED K5I
TITT—hENBEMNMIDNTIE VIR 7EHF IZSBLTIZSLY,

[ B—#/—F (Broker Nodes)] XR— M [E /] A4 45 X4 (High Availability Clusters)] 293>
Tl ROT—HRERTTEET,

o REFHDIRTDISARA

o BHOSRAMIPVATRLAEIPVE PRL R

o ZUSRARIZETHIA—H/—F
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N TRAZEYTA JSRE

Cisco Telemetry Broker A > A—a1—hi5 [JA—H—/—K (Broker Nodes)] #:&IRLFET,
[+95XAMBH (+ Add Cluster) ] &9 v I LET,

MY TNISTRAZEANLET,

JSRRZEDHBH1 DU EDTO—h—/—FEERLFET,

D RAREIPvA TRL R (IPv6 TRL R F &2 DMAZAALET,

[V5RXAMIENN (Add Cluster) ] 92w oLFET,

o gk~ N~

o BRMEEIN ., VIP FRLANR YT —ITERAIREIZHRDSETIZRKRI HH
o 75“')35_‘3—0
o DSRRZENY LU THAIENTERTO—H—/—FARLWEE. [+I5REDEM
(+Add Cluster) ] IRA [T ESNZHYET,

—_

. Cisco Telemetry Broker A A=a—m 5 [JA—H—/—FK (Broker Nodes)] Z&#IRLE T,
[VZ5RA(Cluster)] 5| T, &&&H T 595 RFED)VILET,

gxm/ GBE) T AV EI Y ILET, P FRLAES — R 1A FRL AERETE

w N

1. Cisco Telemetry Broker A > A= a1 —h5 [T A—H—/—FK (Broker Nodes)] Z:&RLET,
2. INATARASE)T 4955 (High Availability Clusters)] £23> T, BIRT 575250
W Esm 720599 oLET,

0 DSAZDEEIZDULVTIZL, [Cisco Telemetry Broker Virtual Deployment Guidel @ 7\A
TFRASET4 VSAADEE(ICETAHEFSHELTESN,
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IF—Iv/—k

Ir—v/—kK

[Cisco Telemetry Broker ¥ r—<>+ (Cisco Telemetry Broker Manager)] E 2—IZI&. Cisco
Telemetry Broker Y R2—U v D AN ) YO RRTEINET , RDBEBRHARTEINET,

o IRAMRBEBEEBAUI—DI—RA (BB RYLT—2)IPv4/IPv6 PRL R
o MEDAEERELFERFEELEET AT
e MEDTARIAN —VHERAELFERARRETARIAN —VBREDE

1 EOAREHOT—TIL

1 SRR Tt BIL=. SBIRL-T n—h—/—K D) CPU AR (BY)IZ. T—TILDE LIBIZH

DERRA T3 A—AD B 1 B (Last 1h) 1 29w 2R ELRHYET) , x 8 (BERT%E

RTKFEL) D LEICH—YILEEHEDE BRIDBEDDEHETEES, CPUKICHR TSN
;z;uﬂ*a'(y BTERINDE) ZAFEENBREE. RyYRT—IFL AN OTO—L—FAMETL

AEYFEREOT—TIL

1 2 ERRTEHRIL-. AEUFERELFERTTRER ST AT (BRI, T—TIILDE LRBIZH S HEE
BAToavn\—ms GBE 1B (Last 1h) 1 Z 59UV I T 2RELAHYET) , x B (FFREIERT K

EH)DEIZh—YILEEHLESRE BZIDEED 3 N HEREHEZRTEET, LELMED 80% %8

ABL—MIFAEDOULELABHYFET . CNEIXBEINBIR R THA-6HTT,

FARIDANL—DTF—TIL

SRR TERILI=, TARVRAN —CEREBLFERTREGAN —CREDEEH (BRAIZ. T—
TILDE ERBICHDRMBRA T arv\—no BE 1 B (Last 1)1 20w 7T 2RENHYE
) o x B (FFAZER T KFR) D LIZH—VILEEDLEDE KLIDEFED 3 HEREHERTEE
T%_L%L\TIEO) 80% ZHZHL—MIFEDBLEAHYET . CILFBESNDIKIRTHA-O
TY,

.I.

O BEFEY AETYFERR, FEIETARIAN—UN BETHLEVMEZBA TS
BlE. VM DYY—RE|Y B TEIRRLET,

[AR1)9%9 (Metrics)] T—T ILDE LIBRIZHIRDEFREENSBHDEDEI)VIT HE, TDHF
B TINLDAN) YO ERRTEET,

o BE 1 KR

- BE 4 HRE

 @E1H

e BE 1:EM

e BE1HA
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Cisco Telemetry Broker #i& 121, VPC 70—04 [ZEAT AIFHARTEINE T, VPC 7O—A4Y
% Cisco Telemetry Broker [CTHYRR—r9 5 K51Z AWS BEZEREL. VPC 7O0—0O% % IPFIX
[ZZEHEL TIRIEMEYIAD D LS Cisco Telemetry Broker ZEXE TEE Y,

Cisco Telemetry Broker A A= a1 —Mi5 . [#i A (Integrations)] ZEIRLET,

AWS DFERK - 73—H

Ja—axX J OFEMIE
1 DLED VPC D7A—OXU S5 EERICL, 7O—05% S3 N\ YMMIRET B ROFIE
EETLES .

1. AWS D VPC A A= a—Mi [T HVPC(Your VPCs)] AL ET

2. VPCZEHEY)yILT, [7A—0O%7 OYERL (Create Flow Log) ] #:#IRLET,

3

. [Z4ILE (Filter) ] RO THE UMD, [TRTAN] ZEIRLTEREBEIN-TLAN EEERS
Nf=7LAN) % ; JIZEREkT BHh . [FKER (Accept) ] ZEBIRL TEFEINI=TL AN DA%
AJIZEHELET .

4. [S3/\yFESE(Z3%{E (Send to an S3 bucket destination) ] Z&IRLE T,
5. 7O0—0OJTLAN)EREFT S SI/NTYEARNZEZAALET,
6. [YERk(Create)] &2 vILET,

IAM A —H—D1ERK
S3/INTYNIT U EATESIAM A—HF—ZERL. 7V ERXF— 1D &E—ILURT UERF—%
LERT BICIE. ROFIEEZEITLET .
1. AWS D IAM Af 2 A= a—h 5, [2—H—(Users)] > [2—H—D BN (Add user)] DIEIZ
EIRLET,
[1—H—% (User Name) 1 ICAILE T,
[FO5 S5 LIZKDT 1R (Programmatic access)] & IRLET,
[k~ #ERR (Next: Permissions)] 9w L% T,
[RA~:2% (Next: Tag) 1 &)y I LET,
[~ :LE2—(Next: Review)] &9 LET
[Create User] #2') v LET,
;7-&}(#— IDE—HOLYRNTIERF—DMAIZDNT, [RR(Show) 1 EHvHLE
9. FOEAX—ID EL—YLIRNT VL RAF—%EHT HH . [FVO0—F (Download)] &%
L THF—FLREHIGMIEREFELET,

© N o a bk wN
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Cisco Telemetry Broker ¥&f — 7/\—k 1

AWS 7RO T7vFTa—F

AWS 7OERFX—Lo—HLybh 7Ot RAF—% Cisco Telemetry Broker [C7v T A—K3 521,
ROFIEEEITLES,

1.

9.
6.

Cisco Telemetry Broker Af > A= a1—hi5, [ & (Integrations)] ZEIRLET .
[AWS] 2T A\BZEET,
[AWSO S A &R DB AN (Add AWS Credentials)] 412 LET (A LFED AWS OS5 1>
HRT—TILDEIZHYET),
[O% 1 &%R 4 (Credentials Name) ] IZfEY 0T WNARTIEANLET,

[AWST7 7t X FX—ID (AWS Access Key ID) ] & [AWSS—O L wh7 Ot X F— (AWS Secret
Access Key) | Z# A ILET,

[RTF (Save) ] &0V ILET,
BIND S3ATAEBIHAHERIE. FIR1 ~ 5ZRYBRLES,

VPC 7O0—A5 AP DERTE
VPC 7O—045 AAZHZREL. /Ny RYL—%F AWS 27y O—R T BIZI1F. ROFIEZEITL

-3:-—;-0
1.

2.

5.

6.

7

Cisco Telemetry Broker A /> A=a—Mi5, [A 71 (Inputs)] > [VPCTZA—0O4% (VPC Flow
Logs)] # 0% ZEIRLET

[VPC7E—O% M3IEN (Add VPC Flow Log) 1 #421)v oL ET (A LBD [A A (nputs)] 7—
TILDOEIZHYET),

[VPC7O—0O% MiBHN (Add VPC Flow Log) ] 4 7 R4 ABIEET,
[S3/V45 /N R (S3 Bucket Path)] Z74—JLKIZ, S3 /N ybh B ENREANLET S XIZ
BlERLET .

[bucket-name]/ [path]
[')—3>3—K (Region Code)] 74— JLRIZ, S3 /N yhEERLT- AWS J—2a & A
LET,

(A4 4 1E#R (Credentials)] T, 7v7A—KLET7 IR FX—E—HI LT HOHERF—IZ
HONWTOT AU EHREERLET,

RDI4—ILEDKRENZED)9IL T RAVERBHLET . CORAU M5, S3 /7 ykRY
—%aE—L.AWS D S3 N\ hEEFICEALEYT,

ZDEAT7ATERWNE=EFRICLT. ROTAWS O - /8—k 21 I2H#EAFT,

AWS DFERK - 78—k 2
SI /Ny RS —DERL

1.
2.
3.
4.

AWS @ IAM A A= a—is, [[R) 2 — (Policies) ] Z:ERLET
[R) S —®DERL (Create Policy)]1 9w LET,

[JSON] 27 %:E&RLFET .

Cisco Telemetry Broker Mi5aE—L 1=K —% JSON T T4 ZIZBRYFTITET,
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5. [[RL—DHEEE (Review policy)] 71w LET,
6. [&AT(Name)] Z4—ILRIZ, R —ZFHAITH5—EDEFTZEAALET (il : ctb_policy) .

7.

8.

SEAZE A ALET (f]: VPC 7O—BO5 AN Tt RX% Cisco Telemetry Broker [ZEFa] 3 571
IJ:/_) o

[7R1)S—DYERK (Create Policy) ] 2w LEY,

A—HF T IL—TDERK
A—H—G5IL—TEERL. R —F IAM S )L—TIZE|YE T IAMA—F—% IAM 5 )L—T [
BMIBIZIE. ROFIEEZEITLET,

1.

© o N o gk N

10.

AWS @D IAM AL A= a—Mi5, [FIL—F (Groups)] > [EHTLWVT IL—T D YERK (Create New
Group)] MIBIZEIRLET,

TIW—TRaEAALET,

[RDRATvT (Next Step)] =Y HILET,

£ L 1= Cisco Telemetry Broker AR\ —%#RLFET,

[RDATvT (Next Step) 1 &2 vILET,

[4 IV—T DYERk (Create Group)]1 9w oLET,

IAM a2V —LT[JIL—T (Groups)] ZEIRL. VIL—TREERLET .
[A—H—(Users)] 2T&#IJvHILET,

[A—H—%% JL—FIZiE 00 (Add Users to Group)] Z%1)w%4 L. Cisco Telemetry Broker
A—H—%FIRLET,
[1—H5%ENN(Add Users)] 9w LET,

Cisco Telemetry Broker D{&RL — 78—k 2

Cisco Telemetry Broker T AWS 7A—0O4 D & &%

VPC 70—045 TL AN ZEL T IPFIX [ZE#: 9 5 K5I Cisco Telemetry Broker ZEXE 9 5[
. ROFIEFETLET,

1.

2.

lCisco Telemetry Broker D&, — /N\—F 1 I TE MR T LIS A4 7AYIZRYET
(TvPC 2a—AJ ANDEE 1V avESHR),
[AF4 (Input Name)] T4—ILRIZ. AADIP PRLREEAALET,

3. [AAIPFTKRFL X (InputlP Address)] 74— IJLRIZ. CO70—ATIZEIYXTAAHNIP PRL

A& AHLET, Cisco Telemetry Broker [&. VPC JA—AY MSAE RSN T= IPFIX #%{ET
BHEZEIZ.CDIPFRLRAZANTRLRELTEHEALE T, cNIXAZIP PRLATH S
EAHY ., RYRT—OLEDMD IP PRLREFRELLEWKSIZTHIULELAHYET,

Cisco Telemetry Broker Tl&., /Ny bD@EY AT O—H—) U T #RET H=HDIZ. AAIP
BEIZRDOFRIFBESNTNVET . ROWVTNHODEHEMNFEH=SNTULEWEE X, Cisco
Telemetry Broker [CTS5—Avt—UNRIRENET .

o ABIPIE. [ENYYTHEA/—K (Assigned Node)] DTFLARNJABZ—TTARAD YT
FYREEHELTIILNTEEA,

e ANPIE.SATLHRNDEBEDAAIP ERELTIHWTFEE A,
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« ANPIE VATLRADEEIP EFHAELTIEWNTEE A

4, [EYLTEAHITAO—H—/—K (Assigned Broker Node)] KA T A ZRHS, EY KT
FAHAITO—H—/—FEERLET, COTO—h—/—FIE. SSNNTIEMLEDTRTDT
A—OJ FLARN)EREBLET,

5. 70—0O45FLAR)ZERYRAL 1 DLLEDIEEFEIRLFET . Cisco Telemetry Broker (.
VPC 7O—A45 % IPFIX [ZET B EITEEL TS,

6. [VPCTO—O% %3840 (Add VPC Flow Log)] #4Y)w4L%ET,
7. ‘Qfgé) VPC 7O—AJ W EHHAIHEIE. BRETSHVPCTA—OJ ZLIZRDFIEEE
T o
a. 'VPCoO7O—OJ ANDEEIDTRTOFIEERYIRLET,
b. 1S3/ yr R —DERIDT RTOFIEERYERLET,
c. MA—HFITNL—TDERIDTRTOFIEERYIRLET,
d COEDRATYT 1 ~5%#YRLET,

RDFIETIE., Azure BENSHITRADTLANIZFIRET BE=2YT 7T )r—a i vk
TVITFTBHERICONTHEHLGRIALES . E=2) VI NREBRITRTOYTRYYTarnyg
A—/NILEEEZEAD O—ILELURAEO—ILZIYLETON-A—F—EL T, RO FIEIZHES
ZEEREODLET,

NI AEEISIS & 1d. Azure AD BEEFIZEILWEHE T, EZARMERDEH TR T av(zD
WT. 32—H—D Azure JY—R (BBEE. RYbT—H0  ARL—F AU, BZRYUD)IZTOE
ATEBESCLTLESL TNETOICE, A—F —2a——F7HUREBEO—/LEOVM)
Ea—420—)LZE|YLUTEILELAHYFET,

AR EH
NSGTZO—AY #ER T BRI, RDOFIEEZETLET,

1. AzurelZ¥ESET B Azure R—RILIZ7 VAL IERIZESTHAUAMULET, OTURSA
DT OEADBEIE. BEANA—DWEIZHBAVY—IILT A EFERALTbashaVY—ILE
TZ2ELET,

2. Network Watcher ZtYRNFPYvT TR E=R) T HRMED)I—R T IL—THEETR)—>3
> M Network Watcher H—E RZty b7y T LET,

a. A A=a—hi5, [Network Watcher] > [#F 2 (Overview)] ZERLET .
b. -« (HREERE) 7/ %)y oL, HTRHY)Tav LR ILER(FEA—4SvM)—
£33 T [Network Watcher D H %11t (Enable Network Watcher)] ZERLET .

3. ANL—CF7HIOUNEERT B NSG 70— #RET BIZIK, 4—F Y )Y—RT )L—
TERICIGHRT CRKERELEE) ICRAN—C T IOV ETY  A—SybOyr—3v(cE
AN —DTF7 AU MO ELNE S 1E . BLOB AL — U #4HE (StorageV2 =1
BlobStorage) # AL TT7HO UL DOIMERT D2 ELHYET,

NSG 7O0—045 DEDE
EZAFTBNSGIZDONT. ROFIEEEFTLTCIO—AX S EENTEIBLENHYET,
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e

1. A A= a—h5 [Network Watcher] > INSGZHA—HR% (NSG Flow Logs)] DJIEIZEIRLE
o 2V T—0 X 2)T4 TIL—TDYRANRERTEINFET,

2. JO0—OJ DHEEEEERTT DICIE A AZ21—h 5 NSG EERLET
3. RDEBEEZEZANLT, ITA—LEFTEHLET,

o [{RRE(Status)]: A~

o [2O—0% M/\—3> (Flow Logs version)]: /3\—3> 2

o [REL—UF7H 2k (Storage account)]: LARTICHERL =AML —U 7 HO U R EEIR
LEI,

o [T a8 (Retention)]: IR7E . Microsoft [Z(&. Z70—045 DR EFIZEE I HEL N
DEENHYET . EEMIZ DLV TIL. Microsoft K32 4> FMEnable NSG Flow Log |
O3 DATYT 11 DFEESEBLTESLY,

o [F57499% 41 (Traffic Analytics)] RT—RR: 47 (X T3V T, IhEEHIZTS
ZEMNTEEY)

4. [{&7F (Save)1&91)vHL . NSG Z&Izoa—ay DEyh 7y 748U RLET,

a EZARTBVI—RTIN—THE#HFHLLERTAHTEIZ NSG7O0—OFEEHITINE
NHYET,

5. Azure IR—B )L T A AZa1—h5 [RNL—UF7H9 2 (Storage Accounts)] > ZHI 2k
Z2IR >[0T F (Containers) ] DJEIZZEIRLET . [O>TF (Containers)] D ARZ
insights—logs—networksecuritygroupflowevent TR ) MR RENTWNAZEEERLET . K
RENBAETHLIINBIERHYET,

BLOB H—E X SAS URL M EY 1%

Cisco Telemetry Broker TAEL BLOB H—E X SASURL Z4 T 5I1ZI1E. ROFIEEETLE
ERS

1. Azure R—B)L DA A= a—m5 [ARL—UF Ak (Storage Accounts)] > 7Hho Uk
ZERD> (KB 7Vt RXE % (Shared Access Signature) ] DJIBIZERLET , ALV =T+ —L4
[ZIE. ROIVNIMNEENTNET,

o [EATEAY—E X (Allowed Services)]: [Blob]

o [EAATES)Y—X4A7 (Allowed Resource Type)]:[H—E X (Service) . [A>TF
(Container)]. [AA7 x4k (Object)]

o [E¥rIEh B4R (Allowed Permissions)]: [Ft & HXY (Read)]. ['J A (List)]

o [BARH KU 5% HEf (Start and Expiry Times)1: Cisco Telemetry Broker IZ7 Otz X%
Hel I ARIMRICERELET

2. [SASZEH Rk (Generate SAS)] Z#EIRL THEM X FINEERLET,
3. BLOBH—E X SASURLZ#aF—L%E9,

0 NSG 7A—H% % Cisco Telemetry Broker [IZIBIIT 5 &= BLOB —E X SASURL %
BELEY,
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RTO Azure 70—0% D& §%: Cisco Telemetry Broker

VPC 7O—0O%5FTLAR)ZMIBLTIPFIX [ZZEH#2 T B K51 Cisco Telemetry Broker 5% E 9 512
. ROFIEEEFTLETTVPC7O—OF ATDETIOFIE24SR),

1. Cisco Telemetry Broker IZTRYZET,

2. Cisco Telemetry Broker * A A=a—M 5, [A A (Inputs)] > [INSGZHA—BA% (NSG Flow
Logs)1#7%& 9w LET,

3. [NSGZEa—O%4 1B (Add NSG Flow Log) 1 #41)vHLET (A LFEBD [AFH (nputs)] 7—
TILDEIZHYET),

INSGZO—O45 M:EHN (Add NSG Flow Log) ] ¥4 7O5 MEEET,

4. [AH% (InputName)] T4—ILKIZ. AAIP PRLREEZAALFET,

5. [AAIPF7EREL X (InputIP Address)] 74— JLRIZ. CO7A—ASIZEIYHTAAHNIP PRL
X% AHLET, Cisco Telemetry Broker [&. VPC ZA—AO4I Mo AE B ENT= IPFIX Z£{ET
HEZFIZ.CDIPTFRLREANTRLRELTHEALEYS . CNIEAERIP PRLATH L1
ERAHY . RvbT—0LEDMD IP PRLAEBRELLEWESIZTHAIHELAHYET,

Cisco Telemetry Broker Tl&., /Ny D@1 O—h—2U 0 ERET H1=6HIZ. AAIP
BIZRDOHERIAFRESNTNET . ROWVWT NHODEHEMNE SN TULVELMEE X, Cisco
Telemetry Broker [CT5—Ayt—UMRRSINFET,

o ABIPIE., [EYYTEA/—K (Assigned Node)] DTFLARNJA L BZ—TTARAD YT
2R EEHELTITIWTEE A,

e AAPIK.DRATLADEEDAAIP EFEELTIXWLTEE A,
e ANPIE.DRATLHDIEEIP EFFELTIEIWNTEE AL

6. [EYLTHEATO—H—/—F (Assigned Broker Node)] KA THEHU A S, EYHT
FAHAIOA—H—/—FEERLET, COTA—H—/—FIE. S35 vk DTARTH?
O—O4JFLAN)ZNEBLET,

7. 20— FTLANM)ZERYIAD 1 DLLEDIEEEFE IRLET ., Cisco Telemetry Broker (&,
VPC 7O0—RAJ % IPFIX [TEMT HIEITEFELTIZSLY,

8. [VPCTO—O% %38/ (Add VPC Flow Log) 1 #42)woLET,
9. ;ﬁiﬁgf VPC 7A—O5 hE#HHEHEE (. RET S VPC IO—AY TLICROFIEEE
17 o
a. [Azure DEEIDTRTOFIEXH#EYRLET,
b. [Azure MEETFE DT RTHOFIEZ#EYIRLET .
c. [Azure DEFEINDT RTOFIEEEYRLET .
d COEDODATYT 1 ~5%BYRLET,
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TIIr—a  DERE

y N =L =
7o) 7r—oa MERE
T;U ‘r—2a EREIZKY. Cisco Telemetry Broker D BEAZHIEILET . L TDHRELFEHATE
F9,
=
YLz TR
AX—b 14V R
TLS GEBAE
1—HER

1. RFEE)TAEI)VILET,

[77)7r—2a2 5% 5 (Application Settings)] R—UDNRAEET,
2. [£#%(General)127%&91)vILET,
ET7IT47RIRDERTE

TL AR A DEHRTE TIL. Cisco Telemetry Broker M TFL AN ANZEETHT14TELTIY—DT
SETOHEMZERETEET,

1. [AA (Input§)] 530 T. FET7 T4 7RI (Inactivity Interval) ] AW T A ARHVS
7 T17RRED B TERLET,
2. [R%E(Save)]&E2)voLFET,
HTTPS 70X DEETE
HTTPS 7O B FE4H AT B, Cisco Telemetry Broker AAHTTPS 7OFX L #FHAL TS 4 —
FYNIESTAIEAICHTTPS JOX o —N\—BEEERTEET,

| o Cisco Telemetry Broker [&. HTTP Z7AOFX L H—/N\—DEAZHR—FLTLVEE A,

1. [HTTPSZOFx< (HTTPS Proxy) ]93> T, [HTTPSTOFL % {E A (Use HTTPS proxy) ]
=EMLET,

2. [IP7RL R (IP Address)] & [[R—k (Port)]ZAHLET,
3. [fR%E(Save)1&VUvILET,

[V Iz 7 77T T—h(Software Update) ] R—U(2IE, IRx—Vv/—RéETO—H—/—FDH
TED Cisco Telemetry Broker /N\—2 3 ME RSN, REIDV)—RN—230 (27 VT L—KT
%ij_o

CDEHIZKY, IR—Tr T RTOEEREIO—h—/—FBARF/N—DavIZ7yvTIL—
KEnExd, EHEZE(TI BRI, Cisco Telemetry Broker VM D VM R F v TS avybhZERT 5
LEBEDOLET . CORFTYTavhrz2@ERALT, FHLGAVIS—HARELIZSEICHREDK
RBICRTZEMTEET,
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TIVr—3 DERE

BHIOERABESRATLAGELEFRA. TITIA—DYZ2EHL. RTJO—h—/—FZ2E$H
LET, vR—UrDEEFHHI(L. Cisco Telemetry Broker D BFIDIRENIEELLRRSNEGZNES

BHYET, 7O0—h—/—FOEHF I, FIESN-TLANIZFREICELSGET CENTEEE
Ao

Cisco Telemetry Broker HA 75X &%, 7V T T L—FRRIZE O3 LN FEELLZNESIZERETS
NTWET, LIZA2T HAYSRATIE, IR—P ¥ [EEIT—EIT1 DD/ —FDAHEBHLE
T HA VS RREZEHTDEE. IR—Ov/—FRIXZFDISRAEZRND /—RFEERRIBIZE#HLE
T /—FAEHERIBTRE. FTEFNBEBRLRIVNAE—RIZHYET . DT IT4T/—
K®MD1i54& . Cisco Telemetry Broker #HEIX R E /—RIZERESNFET , hlE. FENETTIT4T
2of=/—RDTLAN) DB EZIE T BREICEKELET, CNIKY ., TYTITL—RhDTL AL
JEEFR/NMRICINADZENTEET,

Cisco Telemetry Broker BEID 7 v 749 L—K

BHI7AILDOE I O—FK

1. Cisco Software Central IZFEILET .

2. [F9>a—K &7 VTS L—K (Download and Upgrade)] £9S3> T, [ O—KIZ7 0+
A (Access Download)] ZERLFE T,

3. BEIJ+—I)LKIZICisco Telemetry Broker]E A HLET,
4, [RA-—Tx /—K YT x7 (Manager Node Software)] ZERLET .
5. CTB EHI/N\URILI7AILERAHoA—RLET,

BHI7AILOT7yITO—FK

1. Cisco Telemetry Broker ¥ R— % T 3t (BBEB) 7 AIVEIvILET,
[7F) 45— 328 F (Application Settings)] R—U M BEEET,
2. [VIbHTT7 DEH (Software Update) ] 3T E0)vHILET,

3. R=UDELRIZHS [EHI7A/LDTyFO—k (Upload an Update File) ] &) v 7L E
ER

4. BooO0—KRLE=774 IV E&RLET,

FNSNAHEERMICESE, 7YIO—FNTET T EETHINNDEENHYET , IT7MULATYTO—
FENBE VINIIT7YT TR RIS CEE BT DAV E—UNRTENFET,

5. [E#H (Update) JCisco Telemetry Broker #27') v LE Y,

IR—% /=R RF/N—Dav[CEHIN TS X, Cisco Telemetry Broker REBE TEFE A, BEH
TOERIZIEFHI09MMNYET,

6. BEIMT T I HE. BIE Cisco Telemetry Broker [CAT A3 L3I RKROLNET,
BHPOK{ITO—h—/—RKD#EIzO—KRAoor—4ankRranhEzd,

[RY—KYTr9TT7 54124 (Smart Software Licensing)] R—(Z. Cisco Telemetry
Broker AX—h, A ADIKENRRSNET .

Cisco Telemetry Broker 54/t R (&, FA—h—/—KHM 1 BIZRYIAL GB [CEDEFET,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -47 -


https://software.cisco.com/

TIIr—a  DERE

1. 3 (®E)7AMaE I )vILET,
[7 )5 —a32 8% 5E (Application Settings)] R—UAFREET,

2. [RAR—FS5A412 2% (Smart Licensing)] #7 %49 voLET .

1. (BE)7AaVEDIVILET,
[7 )4 — 32 8% 5E (Application Settings)] XR—U MBAZEET,
2. [1—H—%& 8 (User Management)] 27 & 01w LET,
aA—H0EN
1. [A—YDENM(AddUser)1 Z57)vILET,

2. A—H—® [ (First Name)] & [#4 (Last Name) ] Z A ALFET,

3. [A—HY—& (Username) | ZANLEY, EEELI—Y —4, COI—H—RAERREZE
EETEEE A

4. [HLULVW IR —K (New Password)] 74— JLRIZEHTLLNVIRD—FEA DL ART—F®D
32 (Confirm Password)] 74— JLRICE3—EAALET . T NRT—FDHARZAIC
PE>TLZELY,

5. [+1—H—DEN (+ AddUser)] =0 v I LET,
1—HDmE
1. ®RET 21— —%2ELITT, - (PTU2aV) 74 E&0)voL. [TRI7/ L DORE
(Edit Profile) ] &0y ILEY,
2. WEZTETLEY,
3. [fR7F(Save)]Z&VwILET,
A—H—0HIR
1. |/RETH2A—H—2ELITT.FToLav714ar9)voL, [—F—DHIER (Remove
User)1Z&0UvILEY,
2. [HIF& (Remove) ] ZF0vILET,
A—HF—DINAT—FEZLEET S
1. NRT—REZEBETHA—HF—%ELTTTIa0T7A4a0%0)vIL USRT—FDE
% (Change Password) ] &) v o L%EY,

2. [/XRAJ—K (Password)] Z4—JLRIZETLLVIRTD—FRZ A AL, [/NRTD—FDHFEER
(Confirm Password)] 74— JLRIZE5—EBEAALET

3. [/XRAT—K®MZHE (Change Password)] #91) v L%E9,
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CDR—UTIERDIEREHEETEET,
o IRARR—L
o FMBAEDAMER AR
o YIUIHMAERITES ([FIBAE DFHH (Certificate details)])

I A SIRELHHE X —(EPEM TIVA—RSNTWARELAHYET,

I A BEX—TFAIIERRT—RTRETEE A
TLSEERRZE D 7vy7O—F
1. & (BE) 7% 0)vILET,
(7T —a2 5% 5E (Application Settings)] R—UMBIZEFE T,

2. [TLS SFBAZE (TLS Certificates) ] 27 &4)voLET,

3. SIBAZNFEMERTT DI, [FEBAZ DM (Certificate details) ] KA T A DK%Y
YO LET, COEILVIVTIRH YTV RITER. IO IVMBRAERRTE
9,

4. R—SNDAELIEIZHS [TLSEEBAZE D 77 A—K (Upload TLS Certificate)] 41w LE
ER

5. F®REMN D [TLSEERRZ D 7w 7 O—K (Upload TLS certificate) ] #4704 T, 7v7O—K
FTAHARIMBAZLEMELT—D [T74ILDEIR (Choose File) ] 4w LET,

BETET7MILDTIZEERAZEDHHARTIND=O . TRTOEEFRNELWNEEZHERTEETT,
6. [7v7AO—K (Upload)]1 &4y oLET,
JOo—h—/—FOBEEE%

HE TLS SR WET YT A—FLI %, §T0—h—/—FEBBRLT, TA—Tr/—KED
O—h/—FROEGERENICTILENHYFES .

1. SSHFERI[F VM H—N\—a Y —)LEFERL T, admin ELT7 IS4 7R IO A4 LE
7,

2. ROAREZEAALET,
sudo ctb-manage
IR—OVERENY TICHEET HEABIEINET,
3. #7732 ClRe—fetch the manager's certificate but keep other other 12 & IRLE T,

1. 3 (BRB)T7AaVEDIVILET .

[7 T4 —2a2 5% E (Application Settings)] R—UMBAZEFET .
2. [@Z%0 (Notifications)] 2T &0 ILET ,
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HR—F,ENTWBTI—FDYRERTTBIZIE AR—DDEEIZH B [HR—FESNhTLNSET
Z— (Supported Alerts) ] KO T AU RENZES v ILET , 7oI— M ERSNT=EEIT syslog
BENZEE(ET HLDIZ. Cisco Telemetry Broker [T R TEET , chHDTS5—FDYYRAKZDULNT
(X, T8k C: 7 R—FESh TS T S5—kIFS LTS,

| O 3. HRELTIIATERETEE Y AL

Syslog y—/\—DHTE
=, Syslog U—/N\—%HETIHENHYET .
1. [Syslog—/\—®MD 7KL X (Syslog Server Address)] 74— JLK T, [E%7E (Configure)] &%
JuoLET,
2. 5% %9 % Syslog —/\—FRLRA(IPv4 PRL R IPv6 7RL X, 1z DNS &) &R—+F
BEANLFET,

3. [RTF(Save)1 &0 vILFET,

Syslog H—/\—TCRBHEZZ{ETESLOIZT S
RIZ.RDFIEZEZETLET,

* [SyslogiB %1% (E (Send Syslog Notifications)] ' JL (M N EHMIZLET,

Syslog H—/N\—%HREL-RIE. COMT LEBNTIDLENHYET, Z5LAL V&, Syslog
Y—N—ILBHMEZIELEFEA. CONILEFZNIZT S L, Cisco Telemetry Broker 75— %
R)A—9BEF I syslog IBENAY Syslog H—/\—[ZEESINFET,

T Ak Syslog BENZEET S

WEIZIEC T, Syslog —/\—[ZT A syslog B Z FEITEETEFET . COTAMERIL.
Syslog Hr—/\—%' syslog AV t—UFIEFEICREL TSI EFHEELET,

T A syslog BENEEET A=V, Ayt—UDaAE—M EIESN =T X (Sent Test) ] RA
0);?( IRTRENFET, ChizkY ., FlESIN-AVE—T L Syslog H—/IN\—MZELI=AVvE—TF
tt X—Cgid_o

Cisco Telemetry Broker M5AT 7 HORLIZGE& . BEOT AT hEAvE—DERTEINEGLEY
EX I

M Syslog Y —/N\—ZFEITFVIL T, TRAMBHMD ZESNI-CLERERTIDLEND
UFEd,
T Ak syslog BEZFIXETAIZIF. ROFIEEZEFTLET .
1. [Syslogi@41M £ {E (Send Syslog Notifications)] )L () EHEHZLET,
2. [TALEZE{E(Send Test) ] 0w LZET,
3. MRRAA70Y T, LEE(Send) ] ZEVUVILET,

BERXEELET7VITAHE
FLAN)TA—hH—IF. EXEDEZE warning [Z, 77) TADEZ locald [2/\—Fa—KLZET,
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1. B(EEE)TAaEIIvILET,
[7 74— a2 5% %E (Application Settings) ] R—UD\FAZEE T,

2. [3@%0 (Notifications)] 27 %#9)wILET,

TI—bDEREIN - EEZICEFA—ILBENEIEXIET HEDIZ. Cisco Telemetry Broker [ZIERTE
T, NLDTI—FDYRMZDWTIE, 1R C: HR—FEhTWAT75—MESEBLTES
LY,

| @ 56 525075 taTumecszes.

SMTP H—/\—DEE
F9.SMTP U—/N\—DRELXERTIBHENHYET,
1. [SMTPH—/\—(SMTP Server)] 74—ILK T, [EX3E (Configure) ] 0 vHILET,

2. %495 SMTP H—/\—F7KRLRA(IPv4 7PRL R, IPv6 PRL AET=IE DNS &) . R—+F&
S.BLUVT75—FDEETDEFA—ITRLRAEAALET,

3. REIEERTHEMNEINERELET . ERTBHIHEEL. SMTP H—/I—D1—H—F /X
AT)—RZEESTHI4—ILRICAALET,

4. BEILRATEERLET,
5. [fRTF (Save) 1%V )vILET,

A—HY—NEFA—ILBHNEZIETESLIIZTS
SMTP H—/\—%#& R L= . Cisco Telemetry Broker [Z&DEFA—ILEIDEEEZE TS
DBENHYFET , ZILGNE BESN-A—F—LBMEZELEE A,

1. [EFA—ILTOEEND%E (Send Email Notifications)] )L () EHFIZLET

2. [Z{E% (Recipients)] 74—ILF T, [HmE (Edit)] #2)voLET,

3. BALV= [RZIEEZE D#RE (Editrecipients) ] ¥4/ 705 T, B FA—ILBMEZIETEDLSIC
TEHEITARTHOLI—HF—%FEIRLET,

BEDI—YF—OEHHNYRLD—F LITRTEINES . TAT7MLICEFA—ILTRLRAM G~ —
G):L_-ljf_% [j:‘ IJXFG)-F%':ﬁ\I/_iﬁxéhss_d-o

4. [{RTFE(Save)1&2)vILET,

TAREFA—ILBIRDEE

WHEIZIELT. T RTODTI—MIETETANEFA—IILBHEFHTEETEEFT . COTARE
BFA—ILBEHIL, SMTP H—N\—HAELEREIN TS L, BLUVTARATO#EY LI —H—

?é%iéz;(a SZEYETENTWD) 75— MIBETIEFA—IIBIMEZEEICRIETHEE
L

1. [BFA—ILTOBEEND%EIE (Send Email Notifications)] 7 JL (M) EFZLET,
2. [TAMEEIE(Send Test)] &4 voLET,

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -51-



TIIr—a  DERE

3. COTFRNEFA—ILBNESIET 51—F—DURNERET ZRENHBE AL, B
7;5 [7 AR%E£1E (Send Test)] 417 04 T GEIR (Choose) ] 41w L THREZETE

BEDI—Y—OZFNIARD—FB LIZRREINET , TAT7AILIZEFA—ILTELADELY
A—H—D1—HF—&IL. YUARDTEIZT L—RFTSNFET,

4. EE(Send)]1 &V ILET,
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TRI7AIVERE

JAJ7AILERSE

BEANFEHRD RS

1. A([2—HUsen) ) 7Aav £9vILET,
[ZO774ILEESE (Profile Settings)] R—UA\BAZEE T,

2. [ﬂﬁlk’l‘ﬁi&’(%rsonalInformation)]t7’/3‘/'§~/(ﬁ‘ﬁ$)743‘/ #=0)vILET,

3. MEFETLET,
4. [{R7F(Save)] &V vILET,
INAT—FDESR
1. (A—Y—=)F7A1a2%&9)voLFET,
[FOT74ILERTE (Profile Settings)] R—U MBAEET,
2. /XA —K (Password)] 293> T, [/N\AJ—KMDZ & (Change Password) ] #91)wvoL%E
9,

3. /AR —F (Password)] Z4—ILRIZFTLLVIRT—RZEA AL, ART—FDHEER
(Confirm Password)] 74— JLRIZE5—EAALET

4, [/NRAJ—KR®DZEHE (Change Password)] &) vILET,
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Cisco Telemetry Broker Manager sLU70—74H
/—FDTARIYF A XDYLR

Cisco Telemetry Broker ZEA Y 5&, IR—O X ERBDTO—H—/—FDEEDTARIH A
RAEWRTEET,

1.NN—T42a T—TIERD/INVITYT
TIZAT7ORIZAT AL ROARFEEETLET
admin@ctb-nfik72T0:~$ sudo sgdisk -p /dev/sda > partition table
$(date +'%Y %m 3d %H %M %S') .txt

ZhIZ&kY . RONAB ERFRL partition_table 2021 07 09 15 51 04.txt 7 A ILERBD T7
AILDMERRENET,

Disk /dev/sda: 81920000 sectors, 39.1 GiB

Model: Virtual disk

Sector size (logical/physical): 512/512 bytes

Disk identifier (GUID): BO78BED8-2BDO-4EEA-9149-BA93FC8A299D
Partition table holds up to 128 entries

Main partition table begins at sector 2 and ends at sector 33
First usable sector is 34, last usable sector is 81919966
Partitions will be aligned on 2048-sector boundaries

Total free space is 4029 sectors (2.0 MiB)

Number Start (sector) End (sector) Size Code Name
1 2048 4095 1024.0 KiB EF02

4096 491519 238.0 MiB 8300

491520 3844095 1.6 GiB 8200

3844096 33767423 14.3 GiB 8300

33767424 63690751 14.3 GiB 8300

63690752 81917951 8.7 GiB 8300

AUV h wnN

0 TARYIDEETH A X (/dev/ada) [E 39.1 GB T. Cisco Telemetry Broker 7 1) —<3
DIN—T 4232 DH A X (/dev/sdab) [£ 8.7 GB TT,

2. T TFGATUADBEFEDT ATOH VM A Fv T avbDHEIx

AFTVTLAVMNEFEY DIHFEESXiVM TARVD YA REEE T H LI TEF A T(1RY
YAREEOT IS EEFEDOR T YT avbET RTHIRTIRENHYET .

1. ESXia>—JL (vSphere £1=lE Web 9547 M) IcAT A LET,

2. VMZE9) oL T, [RF YT avk(Snapshots)] > [RF VT 3vbDEE (Manage
Snapshots)]> [ X THIB& (Delete All)] ZEIRLET .

3.T7TFGATUVADT AR YA XD EM
1. ESXia>Y—JL (vSphere £fzld Web 9547 M) AT A2 LET,
2. EINRILD VM DY RIS, TTSAT U REERLET,
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RS L BOY—L—T. A RE)TAaY £5vILET,

[/\—F T4&X%1(Hard Disk 1)] 7T, B EBLGH A XETHEOLET,
VMZHEELET,

A AL, ROARVRERITLTHLWWS A XN BRSN=ZEEHELET,

o g~ w

$ sudo sgdisk -p /dev/sda

Disk /dev/sda: 125829120 sectors, 60.0 GiB

Model: Virtual disk

Sector size (logical/physical): 512/512 bytes

Disk identifier (GUID): BO78BED8-2BDO-4EEA-9149-BA93FC8A299D
Partition table holds up to 128 entries

Main partition table begins at sector 2 and ends at sector 33
First usable sector is 34, last usable sector is 81919966
Partitions will be aligned on 2048-sector boundaries

Total free space is 4029 sectors (2.0 MiB)

Number Start (sector) End (sector) Size Code Name
2048 4095 1024.0 KiB EF@2

4096 491519 238.0 MiB 8300

491520 3844095 1.6 GiB 8200

3844096 33767423 14.3 GiB 8300

33767424 63690751 14.3 GiB 8300

63690752 81917951 8.7 GiB 8300

AUV WN R

1. VM DR FY T avbaELET,
2. ROARKREEFTLET,

$ sudo /opt/titan/bin/ctb-part-resize.sh
WARNING

This program will update /dev/sda6 to use the full remaining free space
available on /dev/sda.

It is HIGHLY RECOMMENDED that you take a backup of any important data/configuration
before proceeding.

Do you wish to proceed?y

<134>Mar 8 15:35:30 ctb-disk-resize: Moving the partition table header to the end of the
disk(/dev/sda)

Warning: The kernel is still using the old partition table.

The new table will be used at the next reboot or after you

run partprobe(8) or kpartx(8)

The operation has completed successfully.

<134>Mar 8 15:35:31 ctb-disk-resize: Deleting CTB application partition (/dev/sda6)
Warning: The kernel is still using the old partition table.

The new table will be used at the next reboot or after you

run partprobe(8) or kpartx(8)

The operation has completed successfully.
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<134>Mar 8 15:35:32 ctb-disk-resize: Creating the CTB application partition (/dev/sda6)
Warning: The kernel is still using the old partition table.

The new table will be used at the next reboot or after you

run partprobe(8) or kpartx(8)

The operation has completed successfully.

<134>Mar 8 15:35:33 ctb-disk-resize: Updating kernel partition tables

<134>Mar 8 15:35:34 ctb-disk-resize: Resizing /dev/sda6

resize2fs 1.44.5 (15-Dec-2018)

Filesystem at /dev/sda6 is mounted on /var/lib/titan; on-line resizing required
old_desc_blocks = 2, new_desc_blocks = 2

The filesystem on /dev/sda6 is now 2412283 (4k) blocks long.

5. AR—ZAMNENYHTHONTNSHZEDHER
ROATRERFLET,

$ df -h /dev/sda

Filesystem Size Used Avail Use% Mounted on
/dev/sdad 14G 5.6G 7.7G 42% /

/dev/sda2 227M 80M 132M 38% /boot
/dev/sda5 14G 41M 14G 1% /mnt/alt_root
/dev/sda6 8.5G 172M 7.9G 3% /var/lib/titan

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. - 56—



Cisco Telemetry Broker DSy A Ff=E)T—F

. ~ Ay
Cisco Telemetry Broker W< vy b3 D F -1
& %I 5T Cisco Telemetry Broker D vy O E X T—bARBEBRIGE L. RO FIEZE
ETLET,
1. A—Y—Z admin ZE AL T, ssh ¥=(FarV—ILH5 CTB v Rr—ovEf-lZ CTB JO—
H—/—KIizagd 4o L%,
o UyRE T BIZIE, sudo shutdown now EAALET,
o JT—FFBIZI&. sudo shutdown -r now EANLET,
2. VMWare 22V —)LIZAS AL VM DAy DU FE (XU T - EEEICTETLIZCEZE
ERLET,
A T3 T VMWare AL Ty OV FEIEV T —hERITTEE T, ThETIICIE. X
DFIEEETLET,
1. VMWare a2V —JLICAT AL, 2B TH5VMEERLET,
2. OxyREHUFTENM)T—RFTBEMNIGLT. R—U D LEHIZRRSNDZRDA T3 D
WIFnnEsvoLET,

vmware ESXi- USRI €5 some updstes could ot be installed

automatically.

T Navigator (s tn5-ha2
~ [@ Host
18 Console [ Monitor i Susperf ¥ Restant )/ Edit | C Refresh | £F Actions
Manage
tn5-h: -
Guest 0S B'b‘,m GNUILinux 10 (84-bit) 2.9 GHz IJ
Compatibility ESXi 6.5 virtual machine
VMware Tools Yes MEMORY
CPUs 2 355GB
Memory 468
Host name fitan-5RD8HxJ4 STORAGE a
23.61GB
~ General Information ~ Hardware Configuration
= €3 Networking » dcru 2vCPUs
Host name titan-5RADBHxJ4 . Memory 4GB
= .
IP addresses 1.192.168.0.67 DL S 195368
2. 1680::20¢:29ft fedS:c416 » B Network adapter 1 VM Network (Connected)
31728101 » W Network adapter 2 VM Local (Connected)
4. 1680::42:17111eb8:229
» 8 Video card 4MB
» 8 VMware Tools VMware Tools is not managed by vSphere
» ) CO/DVD drive 1 Remote device CD/DVD drive 0
» (3 Storage 1 disk
= Notes / Edtnotes » il Others Additional Hardware
~ Resource Consumption
~ Performance summary last hous
U g @ Consumed host CPU 29GHz
® Consumed host GPU 8 Consumed host memory 3.55GB
B Raady —_ .
SeRty
 Recent tasks
Task ~ Target ~ | Initiator ~ Queued ~ Started ~ Result a ~ | Completed v -
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{8% A:Cisco Telemetry Broker THHR—bk&N 5
IPFIX 74— JLF

CDFERDRIZIL. Cisco Telemetry Broker DA H7R—r 9 B IPFIX 74— ILFDYRRAEENTLY
*9,

Cisco Telemetry Broker [&., NetFlow Ay t—UADFHRERNSHIED(BRHIED (IEZXD &
PENZET)ZHHL. ThoEENTNEET HREREBICIVELTLET,

Cisco Telemetry Broker WIEIHEZDHIE ID ZRH LA WVMEES TEH. ER1FHIL Cisco
0 Secure Cloud Analytics [ZIE{E&NFE T M. Cisco Telemetry Broker [ZXR DR ZE{FERAL
TRAZFEYETET,

unknownID <ElementID> <PEN>

EXRID DHRBAZRTT HEE L. [Cisco Secure Network Analytics Information Elements Guide
#SHBL TS0,

ElementlD  PEN [ AT (Name) ]

1 0 octetDeltaCount

2 0 packetDeltaCount

3 0 deltaFlowCount

4 0 protocolldentifier

5 0 ipClassOfService

6 0 tcpControlBits

7 0 sourceTransportPort

8 0 sourcelPv4Address

9 0 sourcelPv4PrefixLength
10 0 ingresslnterface

11 0 destinationTransportPort
12 0 destinationlPv4Address
13 0 destinationIPv4PrefixLength
18 0 egressinterface
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ElementlD  PEN [ AT (Name) ]

15 0 ipNextHopIPv4Address

16 0 bgpSourceAsNumber

17 0 bgpDestinationAsNumber

18 0 bgpNextHopIPv4Address

19 0 postMCastPacketDeltaCount
20 0 postMCastOctetDeltaCount
21 0 flowEndSysUpTime

22 0 flowStartSysUpTime

23 0 postOctetDeltaCount

24 0 postPacketDeltaCount

25 0 minimumlIpTotalLength

26 0 maximumlpTotallLength

27 0 sourcelPv6Address

36 0 destination]Pv6Address

29 0 sourcelPv6PrefixLength

30 0 destinationIPv6PrefixLength
31 0 flowLabellPv6

32 0 icmpTypeCodelPv4

33 0 igmpType

34 0 samplinglnterval

35 0 samplingAlgorithm

36 0 flowActive Timeout
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ElementlD  PEN [ AT (Name) ]

37 0 flowldle Timeout

38 0 engineType

39 0 engineld

40 0 exportedOctetTotalCount
41 0 exportedMessageTotalCount
54 0 exportedFlowRecordTotalCount
43 0 ipv4RouterSc

44 0 sourcelPv4Prefix

45 0 destinationIPv4Prefix

46 0 mplsTopLabelType

47 0 mplsTopLabellPv4Address
48 0 samplerld

49 0 samplerMode

50 0 samplerRandomlnterval

51 0 classld

52 0 minimumTTL

53 0 maximumTTL

54 0 fragmentldentification

55 0 postlpClassOfService

72 0 sourceMacAddress

57 0 postDestinationMacAddress
58 0 vlanld
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ElementlD  PEN [ AT (Name) ]

59 0 postVlanld

60 0 ipVersion

61 0 flowDirection

62 0 ipNextHopIPv6Address
63 0 bgpNextHopIPv6Address
64 0 ipv6ExtensionHeaders
70 0 mplsTopLabelStackSection
" 0 mplsLabelStackSection2
72 0 mplsLabelStackSection3
73 0 mplsLabelStackSection4
74 0 mplsLabelStackSection5
75 0 mplsLabelStackSection6
76 0 mplsLabelStackSection7
77 0 mplsLabelStackSection8
78 0 mplsLabelStackSection9
79 0 mplsLabelStackSection10
80 0 destinationMacAddress
81 0 postSourceMacAddress
82 0 interfaceName

83 0 interfaceDescription

84 0 samplerName

85 0 octetTotalCount
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ElementlD  PEN [ AT (Name) ]

86 0 packetTotalCount

87 0 flagsAndSamplerld

88 0 fragmentOffset

89 0 forwardingStatus

90 0 mplsVpnRouteDistinguisher
91 0 mplsTopLabelPrefixLength
92 0 srcTrafficIndex

93 0 dstTrafficlndex

94 0 applicationDescription

95 0 applicationld

96 0 applicationName

98 0 postlpDiffServCodePoint
99 0 multicastReplicationFactor
100 0 className

101 0 classificationEngineld

102 0 layer2packetSectionOffset
103 0 layer2packetSectionSize
104 0 layer2packetSectionData
128 0 bgpNextAdjacentAsNumber
129 0 bgpPrevAdjacentAsNumber
130 0 exporterlPv4Address

131 0 exporterlPv6Address
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ElementlD  PEN [ AT (Name) ]

132 0 droppedOctetDeltaCount
133 0 droppedPacketDeltaCount
134 0 droppedOctetTotalCount
135 0 droppedPacketTotalCount
136 0 flowEndReason

137 0 commonPropertiesld

138 0 observationPointld

139 0 icmpTypeCodelPv6

140 0 mplsTopLabellPv6Address
141 0 lineCardld

142 0 portld

143 0 meteringProcessld

144 0 exportingProcessld

145 0 templateld

146 0 wlanChannelld

147 0 wlanSSID

148 0 flowld

149 0 observationDomainld

150 0 flowStartSeconds

151 0 flowEndSeconds

152 0 flowStartMilliseconds

153 0 flowEndMilliseconds
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ElementlD  PEN [ AT (Name) ]

154 0 flowStartMicroseconds

155 0 flowEndMicroseconds

156 0 flowStartNanoseconds

157 0 flowEndNanoseconds

158 0 flowStartDeltaMicroseconds
159 0 flowEndDeltaMicroseconds
160 0 systemlnitTimeMilliseconds
161 0 flowDurationMilliseconds
162 0 flowDurationMicroseconds
163 0 observedFlowTotalCount
164 0 ighoredPacketTotalCount
165 0 ignoredOctetTotalCount
166 0 notSentFlowTotalCount

167 0 notSentPacketTotalCount
168 0 notSentOctetTotalCount
169 0 destinationIPv6Prefix

170 0 sourcelPv6Prefix

171 0 postOctetTotalCount

172 0 postPacketTotalCount

173 0 flowKeylndicator

174 0 postMCastPacketTotalCount
175 0 postMCastOctetTotalCount
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ElementlD  PEN [ AT (Name) ]

176 0 icmpTypelPv4

177 0 icmpCodelPv4

178 0 icmpTypelPv6

179 0 icmpCodelPv6

180 0 udpSourcePort

181 0 udpDestinationPort
182 0 tcpSourcePort

183 0 tcpDestinationPort
184 0 tcpSequenceNumber
185 0 tcpAcknowledgementNumber
186 0 tcpWindowSize

187 0 tcpUrgentPointer
188 0 tcpHeaderLength
189 0 ipHeaderLength

190 0 totalLengthlPv4

191 0 payloadLengthlPv6
192 0 ipTTL

193 0 nextHeaderIPv6

194 0 mplsPayloadlLength
195 0 ipDiffServCodePoint
196 0 ipPrecedence

197 0 fragmentFlags
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ElementlD  PEN [ AT (Name) ]

198 0 octetDeltaSumOfSquares
199 0 octetTotalSumOfSquares
200 0 mplsTopLabelTTL

201 0 mplsLabelStacklLength
202 0 mplsLabelStackDepth
203 0 mplsTopLabelExp

204 0 ipPayloadLength

205 0 udpMessagel ength

206 0 isMulticast

207 0 ipv4IHL

208 0 ipv4Options

209 0 tcp—options

210 0 paddingOctets

211 0 collectorlPv4Address
212 0 collectorlPv6Address
213 0 exportlnterface

214 0 exportProtocolVersion
215 0 exportTransportProtocol
216 0 collectorTransportPort
217 0 exporterTransportPort
218 0 tcpSynTotalCount

219 0 tepFinTotalCount
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220 0 tcpRstTotalCount

221 0 tcpPshTotalCount

222 0 tcpAckTotalCount

223 0 tcpUrgTotalCount

224 0 ipTotalLength

225 0 postNATSourcelPv4Address
226 0 postNATDestinationIPv4Address
227 0 postNAPTSourceTransportPort
228 0 postNAPTDestinationTransportPort
229 0 natOriginatingAddressRealm
230 0 natEvent

231 0 initiatorOctets

232 0 responderOctets

233 0 firewallEvent

234 0 ingressVRFID

235 0 egressVRFID

236 0 VRFname

237 0 postMplsTopLabelExp

238 0 tcpWindowScale

239 0 biflowDirection

240 0 ethernetHeaderLength

241 0 ethernetPayloadlLength
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ElementlD  PEN [ AT (Name) ]

242 0 ethernetTotalLength
243 0 dot1qgVlanld

244 0 dot1qgPriority

245 0 dot1qCustomerVlanld
246 0 dot1gCustomerPriority
247 0 metroEvcld

248 0 metroEvcType

249 0 pseudoWireld

250 0 pseudoWireType

251 0 pseudoWireControlWord
252 0 ingressPhysicallnterface
253 0 egressPhysicallnterface
254 0 postDot1qVlanld

255 0 postDot1qCustomerVlanld
256 0 ethernetType

257 0 postlpPrecedence

258 0 collectionTimeMilliseconds
259 0 exportSctpStreamld

260 0 maxExportSeconds

261 0 maxFlowEndSeconds
262 0 messageMD5Checksum
263 0 messageScope
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ElementlD  PEN [ AT (Name) ]

264 0 minExportSeconds

265 0 minFlowStartSeconds

266 0 opaqueOQOctets

267 0 sessionScope

268 0 maxFlowEndMicroseconds
269 0 maxFlowEndMilliseconds
270 0 maxFlowEndNanoseconds
271 0 minFlowStartMicroseconds
272 0 minFlowStartMilliseconds
273 0 minFlowStartNanoseconds
274 0 collectorCertificate

275 0 exporterCertificate

276 0 dataRecordsReliability

277 0 observationPointType

278 0 newConnectionDeltaCount
279 0 connectionSumDurationSeconds
280 0 connectionTransactionld
281 0 postNATSourcelPv6Address
282 0 postNATDestinationIPv6Address
283 0 natPoolld

284 0 natPoolName

285 0 anonymizationFlags
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286 0 anonymizationTechnique
287 0 informationElementindex
288 0 p2pTechnology

289 0 tunnelTechnology

290 0 encryptedTechnology
291 0 basicList

292 0 subTemplateList

293 0 subTemplateMultiList
294 0 bgpValidityState

295 0 IPSecSPI

296 0 greKey

297 0 natType

298 0 initiatorPackets

299 0 responderPackets

300 0 observationDomainName
301 0 selectionSequenceld
302 0 selectorld

303 0 informationElementld
304 0 selectorAlgorithm

305 0 samplingPacketlnterval
306 0 samplingPacketSpace
307 0 samplingTimelnterval
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308 0 samplingTimeSpace

309 0 samplingSize

310 0 samplingPopulation

311 0 samplingProbability

312 0 datalinkFrameSize

313 0 ipHeaderPacketSection

314 0 ipPayloadPacketSection

315 0 dataLinkFrameSection

316 0 mplsLabelStackSection

317 0 mplsPayloadPacketSection
318 0 selectorldTotalPktsObserved
319 0 selectorldTotalPktsSelected
320 0 absoluteError

321 0 relativeError

322 0 observationTimeSeconds
323 0 observationTimeMilliseconds
324 0 observationTimeMicroseconds
325 0 observationTimeNanoseconds
326 0 digestHashValue

327 0 hashIPPayloadOffset

328 0 hashIPPayloadSize

329 0 hashOutputRangeMin
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330 0 hashOutputRangeMax

331 0 hashSelectedRangeMin

332 0 hashSelectedRangeMax

333 0 hashDigestOutput

334 0 hashlnitialiserValue

335 0 selectorName

336 0 upperCILimit

337 0 lowerCILimit

338 0 confidencelLevel

339 0 informationElementDataType
340 0 informationElementDescription
341 0 informationElementName

342 0 informationElementRangeBegin
343 0 informationElementRangeEnd
344 0 informationElementSemantics
345 0 informationElementUnits

346 0 privateEnterpriseNumber

347 0 virtualStationlnterfaceld

348 0 virtualStationlnterfaceName
349 0 virtualStationUUID

350 0 virtualStationName

351 0 layer2Segmentld
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352 0 layer2QOctetDeltaCount

353 0 layer2QOctetTotalCount

354 0 ingressUnicastPacketTotalCount
355 0 ingressMulticastPacketTotalCount
356 0 ingressBroadcastPacketTotalCount
351/ 0 egressUnicastPacketTotalCount
358 0 egressBroadcastPacketTotalCount
359 0 monitoringlntervalStartMilliSeconds
360 (o] monitoringIntervalEndMilliSeconds
361 0 portRangeStart

362 0 portRangeEnd

363 0 portRangeStepSize

364 0 portRangeNumPorts

365 0 staMacAddress

366 0 stalPv4Address

367 0 wtpMacAddress

368 0 ingresslnterfaceType

369 0 egressinterfaceType

370 0 rtpSequenceNumber

371 0 userName

372 0 applicationCategoryName

373 0 applicationSubCategoryName

© 2023 Cisco Systems, Inc. and/or its affiliates. All rights reserved. -73-



f148% A: Cisco Telemetry Broker THiRk—br&h 3 IPFIX T4—JLK

ElementlD  PEN [ AT (Name) ]

374 0 applicationGroupName

375 0 originalFlowsPresent

376 0 originalFlowslnitiated

377 0 originalFlowsCompleted

378 0 distinctCountOfSourcelPAddress
379 0 distinctCountOfDestinationlPAddress
380 0 distinctCountOfSourcelPv4Address
381 0 distinctCountOfDestination]Pv4Address
382 0 distinctCountOfSourcelPv6Address
383 0 distinctCountOfDestinationIPv6Address
384 0 valueDistributionMethod

385 0 rfc3550JitterMilliseconds

386 0 rfc3550JitterMicroseconds

387 0 rfc3550JitterNanoseconds

388 0 dot1gDEI

389 0 dot1qCustomerDEI

390 0 flowSelectorAlgorithm

391 0 flowSelectedOctetDeltaCount

392 0 flowSelectedPacketDeltaCount

393 0 flowSelectedFlowDeltaCount

394 0 selectorIDTotalFlowsObserved

395 0 selectorIDTotalFlowsSelected
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396 0 samplingFlowInterval

397 0 samplingFlowSpacing

398 0 flowSamplingTimelnterval

399 0 flowSamplingTimeSpacing

400 0 hashFlowDomain

401 0 transportOctetDeltaCount

402 0 transportPacketDeltaCount

403 0 originalExporterIPv4Address

404 0 originalExporterIPv6Address

405 0 originalObservationDomainld

406 0 intermediateProcessld

407 0 ignoredDataRecordTotalCount

408 0 dataLinkFrameType

409 0 sectionOffset

410 0 sectionExportedOctets

411 0 dot1gServicelnstanceTag

412 0 dot1gServicelnstanceld

413 0 dot1gServicelnstancePriority

414 0 dot1gCustomerSourceMacAddress
415 0 dot1qCustomerDestinationMacAddress
417 0 postLayer2QOctetDeltaCount

418 0 postMCastlLayer2OctetDeltaCount
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420 0 layer2QOctetTotalCount

421 0 postMCastlLayer2OctetTotalCount
422 0 minimumLayer2TotalLength

423 0 maximumlLayer2TotallLength
424 0 droppedLayer20ctetDeltaCount
425 0 droppedlLayer2O0ctetTotalCount
426 0 ignoredLayer20ctetTotalCount
427 0 notSentLayer20ctetTotalCount
428 0 layer2QOctetDeltaSumOfSquares
429 0 layer2OctetTotalSumOfSquares
430 0 layer2FrameDeltaCount

431 0 layer2FrameTotalCount

432 0 pseudoWireDestination]Pv4Address
433 0 ignoredLayer2FrameTotalCount
434 0 mibObjectValuelnteger

435 0 mibObjectValueOctetString
436 0 mibObjectValueOID

437 0 mibObjectValueBits

438 0 mibObjectValuelPAddress

439 0 mibObjectValueCounter

440 0 mibObjectValueGauge

441 0 mibObjectValueTimeTicks
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442 0 mibObjectValueUnsigned
443 0 mibObjectValueTable
444 0 mibObjectValueRow

445 0 mibObjectldentifier

446 0 mibSubldentifier

447 0 mibIndexIndicator

448 0 mibCapture TimeSemantics
449 0 mibContextEnginelD

450 0 mibContextName

451 0 mibObjectName

452 0 mibObjectDescription
453 0 mibObjectSyntax

454 0 mibModuleName

455 0 mobileIMSI

456 0 mobileMSISDN

457 0 httpStatusCode

458 0 sourceTransportPortsLimit
459 0 httpRequestMethod

460 0 httpRequestHost

461 0 httpRequestTarget

462 0 httpMessageVersion
463 0 natlnstancelD
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464 0 internalAddressRealm

465 0 externalAddressRealm

466 0 natQuotaExceededEvent

467 0 natThresholdEvent

468 0 httpUserAgent

469 0 httpContentType

470 0 httpReasonPhrase

471 0 maxSessionEntries

472 0 maxBIBEntries

473 0 maxEntriesPerUser

474 0 maxSubscribers

475 0 maxFragmentsPendingReassembly
476 0 addressPoolHighThreshold

477 0 addressPoolLowThreshold

478 0 addressPortMappingHighThreshold
479 0 addressPortMappinglLowThreshold
480 0 addressPortMappingPerUserHighThreshold
481 0 globalAddressMappingHighThreshold
482 0 vpnldentifier

483 0 bgpCommunity

484 0 bgpSourceCommunityList

485 0 bgpDestinationCommunityList
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486 0 bgpExtendedCommunity

487 0 bgpSourceExtendedCommunityList
488 0 bgpDestinationExtendedCommunityList
489 0 bgpLargeCommunity

490 0 bgpSourcelLargeCommunityList

491 0 bgpDestinationLargeCommunityList
33002 0 ASAFirewallExtendedEvent

34000 0 TrustSecSourceldentifier

34001 0 TrustSecDestinationldentifier
34002 0 TrustSecSourceName

34003 0 TrustSecDestinationName

1232 9 SGTSourceld 9

1233 9 SGTDestinationld 9

9292 9 AVCRespsCountDelta_9

9303 9 AVCSumRespTime_ 9

9306 9 AVCSumServerRespTime_9

12172 9 ETAlnitialDataPacket

12173 9 ETASequenceOfPacketLengthsAndTimes_9
12184 9 ETASequenceOfPacketLengths_9
12185 9 ETASequenceOfPacketTimes_9
12235 9 AVCSubApplicationValuelPFIX_9
12332 9 NVMUdid_9
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12333 9 NVMLoggedIinUser_ 9

12334 9 NVMOsName_9

12335 9 NVMOsVersion_9

12336 9 NVMSystemManufacturer_9
12337 9 NVMSystemType_9

12338 9 NVMProcessAccount_9
12339 9 NVMParentProcessAccount_9
12340 9 NVMProcessName 9

12341 9 NVMProcessHash_9

12342 9 NVMParentProcessName_9
12343 9 NVMParentProcessHash_ 9
12344 9 NVMDnsSuffix_9

12345 9 NVMDestinationHostname 9
12346 9 NVML4ByteCountIn_9
12347 9 NVML4ByteCountOut_ 9
12351 9 NVMOsEdition_9

12352 9 NVMModuleNameList 9
12353 9 NVMModuleHashList_9
12355 9 NVMinterfacelnfoUid 9
12356 9 NVMInterfacelndex_9
12357 9 NVMInterfaceType_9

12358 9 NVMiInterfaceName_9
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12359 9 NVMinterfaceDetailsList_9

12360 9 NVMinterfaceMacAddress_9

12361 9 NVMUserAccountType_9

12362 9 NVMProcessAccountType_9

12363 9 NVMParentProcessAccountType_9
12364 9 NVMAgentVersion_9

12365 9 NVMProcessld_9

12366 9 NVMParentProcessld 9

12367 9 NVMProcessPath_9

12368 9 NVMParentProcessPath_9

12369 9 NVMProcessArgs_9

12370 9 NVMParentProcessArgs_9

12371 9 NVMFlowStartMsec_ 9

12372 9 NVMFlowEndMsec_9

12172 8712 FlowSensorEtalnitialDataPacket 8712
12173 8712 EI:I7o1v;8ensorEtaSequenceOfPacketLengthsAndTimes_
29794 8712 FlowSensorlnitiator 8712

29795 8712 FlowSensorTcpSynAckTotalCount_ 8712
29796 8712 FlowSensorTcpSrsTotalCount_ 8712
29797 8712 FlowSensorRoundTripTime_8712
29798 8712 FlowSensorServerResponseTime_8712
29799 8712 FlowSensorRetransmits_8712
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29800 8712 FlowSensorTcpBadTotalCount_ 8712
29801 8712 FlowSensorTcpFragTotalCount_ 8712
29802 8712 FlowSensorSourceEmailln_ 8712

29803 8712 FlowSensorSourceEmailOut_8712

29804 8712 FlowSensorSourceEmaillnMess 8712
29805 8712 FlowSensorSourceEmailOut_8712

29806 8712 FlowSensorSourceEmaillnTrys_8712
29807 8712 FlowSensorSourceEmailOutTrys_8712
29808 8712 FlowSensorDestinationEmailln_8712
29809 8712 FlowSensorDestinationEmailOut_8712
29810 8712 FlowSensorDestinationEmaillnMess 8712
29811 8712 FlowSensorDestinationEmailOutMess_8712
29812 8712 FlowSensorDestinationEmaillnTrys_8712
29813 8712 FlowSensorDestinationEmailOutTrys_8712
29814 8712 FlowSensorTraces 8712

29817 8712 FlowSensorEmblcmpProtocol 8712
29818 8712 FlowSensorEmblcmpType_8712

29819 8712 FlowSensorEmblcmpCode_8712

29820 8712 FlowSensorApplicationldentifier_8712
29821 8712 FlowSensorBadFlagXmas_8712

29822 8712 FlowSensorBadFlagSynFin_8712

29823 8712 FlowSensorBadFlagBadRst_8712
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29824 8712 FlowSensorBadFlagNoAck_8712
29825 8712 FlowSensorBadFlagUrg 8712

29826 8712 FlowSensorBadFlagNoflag 8712
29828 8712 FlowSensorShortFragAttack_8712
29829 8712 FlowSensorFragPktTooShort_8712
29830 8712 FlowSensorFragPktToolLong 8712
29831 8712 FlowSensorFragDifferentSizes_ 8712
29832 8712 FlowSensorApplicationDetails_8712
29833 8712 FlowSensorSrcSgt 8712

56701 25461 PaloAltoApplicationldentifier 25461
56702 25461 PaloAltoUserldentifier 25461
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IS T49OMNBNBERIE. BULWNNTH—TUREER/LET,

CTB V1.4 LIET, TLAN) RYRT—D AV B—DxARET R TT4TE—FICTHIENTEE
Y. COE—FTIE EFHBL—FDZE. AUF—TA R TFARBEICEDET 2T ML,
T—EDR—YLTEITVER A, HERBL— MBS E 1V 2—TA R ER—) VT E—F
[SPVEDYET ., ChITKY, RubT—J8RmAMMELMES CPU ERAERMETLET .

J0—h—/—FHFEN—XMEDIEFEHNIE UDP ;57947 (500,000 PPS 3Kiifi) =78 5E

0) LTWBIBRIZDH. THTT4TE—REERTHLEREBDOLES  E5THVGA
(X, Ty AR OYTEINB A REENRH D=0 TETTF4TE—REBDIZLEN TS
=y,

JO—H—/—KRTT7ETT4TE—FEFERTBIZIFZ VIAANDT YT I L—KEZTL#IZ. D
A—h—/—F®O VM TIOMMU #FHTHRIZTI2HELAHYFET GEHIZOLTIX. VIR
FTEHIZSHBLTIESW)  IOMMU ZE 32T 5E, TLARN) RyLT—H A 3—DT4 ZXHB
BT E TT4TE—FIZRYET,

VMWare

IOMMU (& ESXiv6.7 LA THR—rENFET, ESXive.7 LIEEFERALTLAIESIE. ROFIEE
EITLTVMOEBREEZT7YTIL—KL. IOMMUZH#IZLET,

A BRION=230h s vIAERFRY Y-S SH/3—U3) [Z7vTTL—kL1=5
BIZOH . ATYT I DBARATYT &R T TALENHYFET .

1. VMWare vSphere Web 1 —H—A 2 2—Jx A XA AV LFET,

2. JO—H—/—FDVMEIvyrEHULET,

3. AMUAZa—h5, [7H23r (Actions)] > [VMT7 VTSI L—K D E #i1% (Upgrade
VM Compatibility) ] Z2#{RLFET,
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= titan-node-1

o | b Poweron

at | S Edit | C Refresh

(& titan-node-1

titan-node-1
Guest0S Debian GNULInux 10 (64 5 Power
Gompatibity £5Xi6.5 virual machine st 08
Viiare Tools Yes T Cues
cPus 2 s Snapshots
Memory sce
& Console
& Avtostart

~ General Information Export With Images
(=3
» & Netviorking

+ & Vhware Tools Vilware Tools is not managed by vSphere { Edisettings

»  storage 1 disk &, Permissions
(= Notes [ Editnotes

] Rename

(3 Unregister
5 Delete
@ Heb

{5 Openin a new window

I
| iAdmna I

& Upgrade VM Compatibiity
@ Export Upgrade Virtual Machine Compatibility

cPu

0 MHz D

MEMORY
0B

sTomsce

4.93 GB

ware Configuration
pu

emory

rd disk 1

Btwork adapter 1
Btwork adapter 2

2VCPUs

4GB

62.36 GB

VM Network (Connected)
VM Network (Connected)

nsumed host CPU
MK Consumed host memery
R Active guest memory
~ E storage
Provisioned
Uncommitted

Not-shared

fdeo card 4MB

JDVD drive 1 Remote davice CD/DVD drive 0
hers Additional Hardware
urce Consumption

68.36 GB
67.62 GB
403GE

4. [VMEHDERTE (Configure VM Compatibility) ] # A 7R T, RKAYTE DL YR EHD
[ESXi 6.7 %8 << > (ESXi 6.7 virtual machine)] Z3&iRL . [7v TS5 L —K (Upgrade)] &%

JyoLEY,

(53 Configure VM Compatibility

Select a compatibility for titan-node-1 upgrade.

[

l ESXi 6.7 virtual machine w

| Upgrade || Cancel

P

5. [VME#BMHEDT7vTH L—KDHEER (Confirm VM Compatibility Upgrade)]1 #4704 HRwH X

T, [FV(Yes) 1 &0V ILFET

/1. Confirm VM Compatibility Upgrade

This operation changes the compatibility of your virtual machine. It
is an irreversible operation that makes your virtual machine
incompatible with earlier versions of VMware software products.

Make a backup copy of your virtual machine files before proceeding.

Upgrade your compatibility?

6. PvIHL—K7OEAMNTETEEIZ.VMD

(Edit)] &0y LET,

REEWET BICIE A A1 —T [RE
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(51 titan-node-1

Console opitor | Power on Power off Suspend Restart |IfEdit |I(_=,'Refresh | £# Actions

titan-node-1 | Edit this virtual machine's settings |
Guest 0S Debian GMU/Linux 10 (64-bif)

Compatibility ESXi 6.7 virtual machine

VMware Tools fes

CPUs 2

Memory 4 GB

ERID/ARILT,[CPUl AT LavDKRENEI)VILET,

. [IOMMUZ#4 X ROSIZZA B9 5 (Expose IOMMU to the guest OS)] Fx v v I RA%EH
VIZLETD,

(REFEIZVVVILET,

7. [ERE DHRE (Edit settings) ]| # 4/ 7HAY T, ROFIEEETLET,
a
b

o

(%) Edit settings - titan-node-1 (E SXi 6.7 virtual machine)

Virtual Hardware | VM Options |

28 Add hard disk Bl Add network adapter (3 Add other device
L : -|o

Cores per Socket 4 . Sockets 2

CPU Hot Plug CJEnable CPU Hot Add
Reservation None
Limit Uniimited

Shares Normal

B aIE = D expose hardware assisted virtualization to the guest 05 @

I Expose IOMMU to the guest 05

8. UT#%MERLET,
o VM DEHMERATH[ESXi 6.7{R B~ > (ESXi 6.7 virtual machine)] THBZ &,
o IOMMU A 723> DRT—RAN [H%) (Enabled)] IZERESINTLNS L,
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% titan-node-1
| b Poweron Powe Suspen Restart | o Edit | @ Reiresh | &B Actions
titan-node-1

Debian GNUILinux 10 (64-bi) e |

0 MHz
MEMORY SR

0B

sToRAGE
8.49 GB =

~ General Information | [+ Hardware Configuration
» & Networking ~ [ cru
» & VMware Tools Viiware Tools is not managed by vSphere CPU Cores 2
+ E Storage 1 disk Sockets 2
(= Notes # Editnotes Core per Socket 1
| rommu Enabled |
. Memory 4ce
» 2 Hard disk 1 68.35 GB
» B Netviork adapter 1 VM Network (Connected)
» B Network adapter 2 VI Network (Connected)
» [ vigeo card 4ME
» ) CDIDVD drive 1 Remate device CDIDVD drive 0
» J@ Others Additional Hardware
[+ Resource Consumption
[ consumed host CPU 0 MHz
i Consumed host memery omB
K Active guest memory omB

9. VMDERZ®ALET,

KVM
KVM T7 X T T4TE—KZHZhZF BIZIL. Virtual Machine Manager 1—H—A 2 48—J 14/ A%
FERALT XMLRAS VIR L TRODEEEETEITLET,
1. KVMZZE1TLTULVA Linux & XT L T Virtual Machine Manager =%,
2. JO—h—/—FDEETIUERE. O BHR7/a 529y L TREN—FY 7D
MERTLET,
[XML] 27 %5)v9LET,

ERID /SR ILT, [BEE (Overview) 1 E91) v LET , IOAPIC BNEMIZHE-OTND I EEHE
ZLET,
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CTB Broker Node - Deployment Test on QEMU/KVM: titan-kvm-temp0

File Virtual Machine View Send Key

= 0 o~ - @

]

Q Overview
Q OSinformation
. Performance
{J cpus

=5 Memory

~ % Boot Options
[@ scsipisk1
<f} NIC:bc:a0:2f
b Nic:s6:8s:08
@J Tablet

Mouse

\;;\ Keyboard

() pisplayvNC
Sound ich9

G Serial1

G Channel gemu-ga
2 Channel spice
() video QxL

m Controller USB0
m Controller SATA 0

Add Hardware

5. IOMMU

File Virtual Machine View SendKey

- @ iwo- @

Q 0S information
BB Performance
CPUs

Memory

Boot Options
SCSI Disk 1

NIC :bc:a0:2f
NIC :86:85:08
Tablet

a1=

n

{

NS

) Mouse

[==] Keyboard

Q Display VNC
Sound ich9

e Serial1

@ Channel gemu-ga
¢ Cchannelspice
() videoQxt

M Controller UsB 0
B controllersaTao

Add Hardware

Details XML

<domain type="kvm">
<name>titan-node</name>
<uuid>5edf463d-f210-4543-8114-0e51493cc36f</uuid>
<title>CTB Broker Node - 1|//title
<metadata>
<libosinfo:libosinfo xmlns:libosinfo="http://libosinfo.org/xmlns
<libosinfo:os id="http://debian.org/debian/9"/>
</libosinfo:1libosinfo>
</metadata>
<memory unit="KiB">2097152</memory>
<currentMemory unit="KiB">2097152</currentMemory>
<vcpu placement="static">5</vcpu>
<resource>
<partition>/machine</partition>
</resource>
<0S>
<type arch="x86 64" machine="pc-q35-5.2">hvm</type>
<boot dev="hd"/>
</0s>
<features>

<acpi/>
<apic/>
<vmport state="off"/>

<ioapic driver="gemu"/>

</features>

<cpu mode="custom" match="exact" check="full">
<model fallback="forbid">Broadwell-IBRS</model>

Cancel Apply
— > -~
TINAREEMLET
CTB Broker Node - Deployment Test on QEMU/KVM: titan-kvm-temp0 = @ [

<address type="pci™ domain="0x0000" bus="0x00" slot="0x1b" fun
</sound>
<video>
<model type="qxl" ram="65536" vram="65536" vgamem="16384" head
<address type="pci" domain="0x0000" bus="0x00" slot="0x01" fun
</video>
<redirdev bus="usb" type="spicevmc">
<address type="usb" bus="0" port="2"/>
</redirdev>
<redirdev bus="usb" type="spicevmc">
<address type="usb" bus="0" port="3"/>
</redirdev>
<memballoon model="virtio">
<stats period="5"/>
<address type="pci" domain="0x0000" bus="0x05" slot="0x00" fun
</memballoon>
<rng model="virtio">
<backend model="random">/dev/urandom</backend>
<address type="pci" doma1h=”0x0000” bus="0x06" slot="0x00" fun
</rng>
<iommu model="intel">
<driver intremap="on" caching_mode="on"/>
</iommu>
</devices>
<seclabel type="dynamic" model="dac" relabel="yes"/>
</domain>

Cancel Apply
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6. ZRID/ARILT, TLAN) RYRT—D 45—

TIARELTHERENSNIC TINAREY

JuLET, IOMMU & ATS BRI TWATEEFERLE T, F1a—H 4 XE 512 TFE

TRLEBEOLET,

CTB Broker Node - Deployment Test on QEMU/KVM: titan-kvm-temp0

File Virtual Machine View Send Key
=0 Wo- @
Q Overview Details XML
D 0OSinformation
- <interface type="bridge">
@8 performance <mac address="52:54:00:86:85:08"/>
C} CPUs <source bridge="ovsbro"/>
<vlan>

== Memory <tag id="81"/>

£, Boot Options </vlan>

@ scsioisk1 <virtualport type="jswitch">

= <parameters interfaceid="f61618f2-507a-4378-alal-481e7b73975c"/>
J} NIC:bc:a0:2f </virtualport>

Jff NIC :86:85:08 <target dev="vnet3857"/>

Y e <model type="virtio"/>
[Z;]Tablet <driver gueues="5" iommu="on" ats="on"/> |

Mouse <alias name="netl"/>

= <address type="pci" domain="0x0000" bus="0x02" slot="0x00" function=
[=] Keyboard </interface>
() pisplayVNC

Sound ich9

G Serial1

o Channel gemu-ga

s Channelspice
C] Video QXL
H Controller USB 0
B controller saTA0
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