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GGG_Gn7x73 Fp Go GQ GIGS GF Fjssit.
GGG_Gn7x73G FpGO0 G=GIGGH '6#.GtGSGDH
GGG_Gn7x73 £F+FpGo GQGIGSGFEBp &(6

+5 Go GQ GIGSGFFp &(6-32
GGG_Gn7x73 EFp Go GQ GIGSGFFp#2&g
GGG_Gn7x73 EFp Go GQ GIGSGFFfspA ™
GGG_Gn7x73FUG FpGo GQGIGSGFBEp P7V

GGG_Gn7x73FpGU G1 GG G788z

¥4SGGG_Gn7x73FpGU G1 GIGSGdGy iIFOF6BOFS

GGG_Gn7x72 p+ Fp GV Gw GdGYGE Gs GSGTHB1 GG>

cHAPTER 8 7Y(UGKk Gx GEGSF,G4G2GyGGFFUG G G0G4 GV GeiGz G2 G=7xT7?

7Y(U7X73Fp +0[  8-2
7X73FpGM G2 Ge-3

M —iFAG FiGk Gx GEGSF G4 G2GyGGF,G0G4 GV Gd @aG2 G=7x73
GIG;Gs Gx GT G1'6#.G0Ge Gw G2 G0 G* GG F+Fp7Y(UGk Gx GEGSF G4 G2GyGGF F!I
G2 G=7x73FpG2G[GSGdGy-B
'0#. P1RFH >7A EGo GSGR1G;Gs Gx GE@Ae Gw G2 G0G+ GGG Fp7Y(UGk Gx GEGSF
GGF G0G4GV GdGzG2G=7x73GCGSBaBGGFp34a »
Gk Gx GEGSF G4 G2GyGGF G0G4 GV Gd Gz G2 G=7x7#m8a/0ceFp0g¢,
Gx GxGSGG F4G FiGo GQGIGSGFG" #.FéG @ pG0Ge Gw G2BAG*GGFp &
G 9G G GBtGAGB{GSGYFp7Y(U7x73G0 G=GIGGFpB:13
7Y(UGKk Gx GEGSF,G4G2GyGGFFUG G G0G4 GV Gd Gz G2 G=7x73F[3abl G1 GIGSC
7TAEGOGSGYG;Gs GXxGGBGeGWG2G0G*GGG" Q#YF+FYFUFOFgFYFPpGo G
GxGSGB13

Gk Gx GEGSF G4 G2GyGGFFUG G G0G4 GV Gd Gz GBGs 7xX73Fp'6#.

GkGXx GEGSF G4G2GYyGGFFUG G GOG4 GV GdGz G2 G=7x73F0 PFéG GU G1(
\Fo 8-14

7X73 EFp Go GQ GIGSGFFp — N 1$é5

+- -$xF0 #.FAG G 7x73Go GQ GIGSGFFpGU GBI &y G¥ G isGe
GEGGGTGNFU 8 BF¢Fi7x73Fp0¢, Fp& B-16

Gk Gx GEGSF G4 G2GyGGF,G0G4 GV Gd Gz G2 @xdx73Fp0y¢,

Gk Gx GEGSF G4 G2GyGGF,G0G4 GV Gd Gz G2 G=7x73Fp0g-18p)...7Y %o 2
GKkGXGEGS7x73G" mG \F6G Gc G1GyGMF (B0 G- GhGUEEHBEAF
Gk Gx GEGS7x73Fp P7VF(OFoFGHES

7X73FPGGGTGSGM GGF, 5 FGOG=GT G1 GaGT G1 FpBpGY GM Gx G*G>
7X73FpGU G1 GG G=8+ &eFp Q#Y"g #FOFOFOFOFpGO &GS GV
GKkGXxGEGS7Xx73FgG{G&R G >

Go GQGIGSGF #.8 Fp UFpGtGSGDG Fp (4423
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b %

GkGXGEGSF G4G2GYyGGF FUG G G0OG4GVGdGzG2G=7x7@81G0G=GI
GyGSGe 8-23
Gk Gx GEGSF G4 G2GyGGF G FiFyG0G4 GV Gd Gz G2 G=7x73Fp GaBQ GIGSGFFp i 8

7x73G6 Gx GO /EFp Go GQ GIGSGFBp#a&g

7X73F&G FiGo GQGIGSGFFUG G \7+ e DGl GRGV
Gk Gx GEGSFG4G2GyGGFUG G GOG4 GV Gd Gz G2 G=7x73Fp GaBGQ GIGSGFFp &(d
7X73 EFp Go GQ GIGSGFFp m -FOG G 8R6

GoGQGIGSGFFPpGAGBBSFp3e ™

Gk Gx GEGS7x73G6 Gx G06&Fp Go GQ GIGSGFFp&asBaFoFOFo
0 XFp7x73G6 Gx GOFOFOG Go GQ GI&EHGF
Go GQ GIGSGFFp0o(yFUG G Go @GRGKEIG GRFp/288330

M+ F¢Fi £ Fpl2&g  8-31

¢ UGc G/ G2GyFpGNG4 G G{GS3BW
7X73F&G FiGo GQ GIGSGFFp IGGG; Gq G FiB&8OFo
GO0G4GV GdGzG2Ge3x73

G0G4 GV Gd Gz G2 G=7x73Fp Go GQ GIGSGFFp @G G; G Ge

[GyGSGyGCGI Gx GS\W#ndge by Rule SUumA@K G « G 8-34

GEGGGAG Fp 79 6G FiFy Y BF(i Go GQ GIGSGF sl

7Y(UGk Gx GEGS7x73Fp GV Gw GdGYyGE Gs G383 G1 G+G>

'0#.GtGSGDFUGc G1 GyGMBURS @ G Q G IGE&FG E Gu G*Fp7x73G "4E ¥F+
FYFaFOs-35
7Y(UG0G4GV GdGzG2G=7x73FUG 07 :FAG FiGo GQGIGSGFFU i8@&G;GqG-|

cHapTER 9 WebGlG,GSGXGGmEGWGZGOG'GGE’HO#
D .7V p°GA G+ Gc G1 G<Gs GzGSGE Gu Ge'6#.FaREOFo

4:)FU0¢, 168 %o 'Fp 6 9-2
p.7Y p°F+ WelGIG;Gs GxGEB3EeGw G2G0G+GG G CoHfigé@tion Master
FpO¢, 9-3
Configuration Mas@r Q#YFéG FiG Fp5O[Fi0 @ —!80 9-4
Q#YFé GConfiguration MagipG "GS GF Gu GeFp& 8-4
GIG;Gs GxGT G1'6#.G0Ge Gw G2GOG*GGF+Fp p 7Y p°GAGeGc G1 G<Gs GzGSGE !
G2G[GSGdGyas5
Configuration Magtr6 1 1 9-6
WebGIG;Gs Gx GG GG e Gw G2 G0 Geafiglation Madipeds UFAFGFOFOF® 9-6
WebGIG;Gs Gx GEBGe Gw G2G0G -G GEpafguFation MagipG GSGF Gu G« Fg
Fp664 UFa 9-7
C?lonfiguration MasiaG GSGF Gu @#dh&1G;Gs GX GEBGe GWG2G0G+*G G FgFp66¢
UFa 97
6aFpFIG FpO¢, 9-8
a NFp Configuration MasiddG FpG2G+*GkGSGV
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WebGIG;Gs Gx GE@3e Gw G2 GOG*GGFUG Fp0¢;, FpG2 G93kGS GV
Configuration MastersFpVebGIG;Gs Gx GT G1 p+ Fp%$ K0¢9-10
u+ FU -FOG2G[GSGdGyFUFAG FOFOG FaFgRphs 1
G2G[GSGAGyFOF&G FOFOG p+ Fp $3@
64FEG p+ FpG2G[GSGdGy i9-15
Q#Y F¢ FuFRConfiguration MasiaGU G1 GIGSGdGy-il6
N GGc G/ G2Gy 164G" Q#YFEG FiG Fp0¢9-17
WebGIG;Gs Gx GE@de Gw G2GO0G*GGG Fp0;, Fp9iba
Configuration Magfr{6a 9-17
Configuration Mast&t 16aFeéG SF0 9-18
Configuration Madigr{6a 9-20
Configuration Mas@ < ¥ f6a 9-20
GAGIG+GW GRX»&MG SGc G5 G Dordifur@ich Madipr{6a  9-21
N GGc G/ G2Gy 164F0G G 0¢, Fp 6&-22
N GGc G/ G2Gy 16aHFéFa0,, G" 16aFéGRiblish Configuration Nove-22
N GGc G/ G2Gy 16aF+ 16aHPublish Latdr 9-23
164GF Gu GdFpGGGTGS GM GG Fg $ BRla/28g
16a S TFp/2&g 9-24
WebGIG;Gs Gx GG Ble Gw G2 GBGEEGS GM GGFp/ekg
WebG0GeGw G2GBGEEGS GM GGFp +0[Fp/28zp
F»FpWebGIG;Gs Gx GE®3e GWG2G0G*GGFpGGGTGS GMSGFp/2&g
WebG0GeGw G2GBGEFGS GM GG FpRdy
URIGO9GTGBI®Q GVFpf,Fp= FUG G'6#. 9-26
URIG9GTGBI®Q GVFpf,FOG G s8jFp#.0Z 9-27
URIG9GTGBI®Q GVFp f,Fi68FEG 30%+FUG G GOGWGS GY-Epw ™
,0dG FiFy § fFAG FiIGOGTGB GxFpGUGc G7Gy GV 0¢, Fpze
URIG9GTGBI®Q GVFp f, IFOGKk Gx GEGRIFAGe G{ Gc G/ G2GyFp0;, G"
&1 9-27
GA G+ Gc G1 G<Gs GzGSGE Gu G+'6#. VFp e8YFp GV Gw GdGyGBGs GSGT G1 G*G>
[0¢ GIGGGM @Eéhﬁ[guration Mgskier [I[Bidentitied/[1' 9Ge G{ Gc G/ G2@gHittification
Profiled FO[G>GyGS Geduigd FU2&gFAG FUFO 9-28
[Configuration Masteip® 5 =G |G GG k GAcCESEMicis [WeBzGbGSGTGSGEGUG

GIGyG4 G5 GO P'CFpOyVeb Reputation and Anti-Malware S§t@g3S GFFp0¢, FU «
FoFy$ FUG 9-29

0c, 164 » KFp GV GwGdGyGE GsGSGT Gd.B8+G>

chaprer 10 GEGGGGEGGTGSGMGGFpGpGY GMGXGG>
GIG;Gs Gx GT G1'6#.G0Ge Gw G GBIGEGM GGFIFROF 6

GIG;GsGXxGTG1'6#.G0GeGWG2G0G+GG 5 FpGpBYGM GX G+G>
#.G;GsGSFpGpGY GM Gx Grz>
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b %

CPUQ#Y"aFpGpGY GM Gx G162

'6#.G0Ge Gw G2 G0 G*GGFUG FpGUGS GM3?3aFpGG GTGS GM GBRPGPGY GM Gx G+G:

'0#. PARGOGe Gw G2 GOG*GGFp0;, GGGTGS GM GI&Fp/2&g
WebGIG;Gs Gx GE®3e Gw G2G0G*GGFp34 «GGGTGSIBM GG _

GzGkGSGT GGEESGRNGYG2GwGa ®EITESGMGGFPGPGY GMGX G+G>
7AEGo GSGYG;Gs Gx GG BakG SZENES GMFp «#Y 6FpGpGY GM Gx0@» G>
WebGI1G;Gs Gx GE BakG STNES GMFp «#Y 6FpGpGY GM GxaGe G>

7TAEGOGSGN GWG QGUESIBBGTGSGMGGFPGPGY GMGX G+G>

'6#. PIRGOGe Gw G2 GO G+*GGFpG;GqG_GEGT G1 FpGpBYGM Gx G+G>

GO0G=GTG ITGRMICGSGaGGFp1‘ 20-9

cuapTer 11 LDAPFgFp)+ ce 11-1
+0[ 11-1
GGG_Gn7x73Fg4 FaFéG FiDAFpO;, 11-1
LDARSCGS®eG{GcG/G2GyFp AB
LDARSCGSG FpGT GGIGY
LDARG=G6 Gx GSFpO,, 11-4
LDARG=G6 GXGSFp S a1-5
GVGSG=@s
GGG_GNn7x73G6G* GW GtGSGD1 OEGRG6 GXGS
Active Directo®6 G GW GtGSGD1 0EFpO¢, 1fi-6
OpenLDAB6 G GW GtGSGD1 0EFpO¢, 1fi-6
GGG_Gn7x73G6G2GXxGOGG)+ e Gx1a6 GXGS
Active Directo@6 G2 Gx GOGG)+ ceFp0¢, 11-7
OpenLDAB6 G2 Gx GOGG)+ ceFp0¢, 11-7
LDARG=G6GXGSFpGTBB GV

GW G 0G 2G Gu&6xXxGi5s
GW G 0G 2G &y&63XG SFp 818
GOG5GESEGE6GXxAS10
GOG5GGEE66GxGSFp 81R11
AsyncO8"0 XFHLDARBCGSG"Fg4 F&F&G FiG FpO¢ 11-12
GCGSG"Fg G=G6 Gx GSFpQT-BGG GV
GcG5GSGyG8G $GInG S
LDARG ¢ G 5G SG yG 8G SG "G SF pFEA B pG EGIEFPs Gx GEGGe GwG2G0
GeGGFp0O¢,  11-13
G{GSGWGWG*GEG+@~4

G{GSGWGWG+*GEG+*G>FpFiG FBGEGI&EIGEs GXxGEGEeGwG2G0G-
GGFp0O¢  11-14
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LDARS" Q#Y F¢ Fi'6#.GtGSGDFp ¥451 0EFp0¢, 11-15
'0#.GtGSGDFp1 OEFPFIG FpGIGEIMG 9G 4G5 5F6 GXx Q15
'0#.GtGSGDFp1 OEFPFIG FpG>GyGHGE *G "G SGE SEFEe G516
'0#.GtGSGDFp ¥4S1 0OEFp G2 G[GSGdGyi-18

cuapTER 12 SMTPGYGSGT G1 GeG>Fp0g2-1

SMTR5YGS GV Fp +0[12-1
SMTREYGS GV F,.Go GSGy4A MFFUG G Go GQ GIGSGF (/4
SMTRSYGS GV Fg§NMTR OE  12-2

G{GSGIGW Go G2 G*FUFUFAG 7A E Go GSGyFpGyG3GT G1 G+G>
GUGCcG7GySWIByGS GV12-3

SMTREYGS GV Fp'o#.12-3
SMTRYGS GV Fp *012-3
SMTREYGS GV Fp D7kk-4
SMTR5YGS GV Fp343 «12-4
SMTREYGS GV FpG6 G=GGGkEGS GV
SMTREYGS GVFpG2 G*GkG3-&V
SMTREYGS GRS 12-6

cHapTER 13 '0#. GM GG G=Fp (S 131
'6#. GM GG G=Fp ( SFOF6FOAs-1
GtGSGB{GSGYyFp mG \Fz-1
'S *OGtGSGDG{GSGy 13-3
G9G G GMGAGB{GSGy 13-6
Custom Email USHIG SGyF 0F 6F O a7
Custom Web US¥G SGyFOFoF OEH10
G 9G G GMGAGB{GSGyFp P7V 13-12
CLG FpGOG=GIGG 'G" aFOGtGHESGy 13-13
LDAFD Q#Y 13-13
7X73G FpGO0 G=GIGQ@z3-13
'0#.GtGSGDFp1 OEFOUFOFOFa&3-14
admirGtGSGDFpG_GG G}GS GW Fjpssifs
G{GSGI9GyF0 *OFAG Fi't#.GtGSGDFp'6#3-14
G{GSG9GyFi *OFA&G FiGtGSGDFp3iBe14
G{GSG9GyF( *OFA&G FiGtGSGDFp)137%
G{GSG9GyF0 *OFa&G FiGtGSGDFp R3¥5
G{GSG9GyFi *OFA&G FiGtGSGDFp Gx GG G\ &Fpi&g
G_GGG}GSGWFp0;, Fo &B-16
G_GGG}GSGWFp0¢, FUG G G{G>G2G-EpD§ 6
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GtGSGDF( PFEG G8G*GUGIGs GW F+FpG_GGG}GS GWs&46Fpo[ O
G{GSGIRBSCROGIGA4G+GVFPG{GQG=FUG GQa@{GQG=077V
¥4SGtGSGD1 OE 13-22
LDAR OEFpPO¢, 13-22
RADIUS OEFp G2 G[GSGdGy i13-23
GIG;Gs GxGT G1'6#.G0Ge Gw G2 G0G+*GGG FpG0G=GIGGF( PFaG &4 «Fp D §
IPGgGSGGFpG[GQ G\GB&GSBEGFpO;, 13-26
%$ KK)F 13-26
GeG{G;GE) #aFp K)F 13-26
GOG=GI®&GGGVFp a®7
Web UGIGQGE GME&2GnG0G4G VBB,
GoGQGIGYGWG QG ;GBFpR+F®FpGOG=GIGGFp D § 13-29
'0#.GtGSGD ¥Fa Go GQ GIGSGFFp/2&go
'0#.GtGSGIE0G=GT G1 GaGT G1 Fp&&g
WebG" Q#YFG¢FiGOG=GT G1 GdFUGIGQ GE &BG+Fp/?&g
q3/EFpG{G>G2 G+0&/ceFp/2&3-31
GAGIG+*GW GB2G2GM GSGe G5 G2GGG" OF¢FI'@&0me®ING 1 GaGTG1Fp
2&g  13-31
'0#.GtGSGIE0G=GIGGFpGVGWGJGYGEGIG®8GTG1GG>

G6 GwWGSH GtGSGDFUG0G=GIGG 'THFU MG \F6G G BFédrPlasiiGAkcess
Privileges Assighled 13-32

GOG=GT G1 Gd Go GY GsGSFURBE ias&B#ttive MENUSL3-32

¥4S1 OEFAG FiGtGSGDF00;, G8GeGE Gu G+FU/2&g FAGetdlHAuthenticated
Users See Preferences @iptiars-32

chapTER 14 M+a$xFa'6#. GM GG Gx-1
'0#. GM GG G=Fp /ce14-1
GWG2GI&GEp Q#Y 14-2
1+ G0GeGWG2G0G*GGFpGWG2GIG*GGFREIGSG 1GWG2GIG*GG
CLIGAGIG GW G" Q#YF¢FiGo GeGTGXG*GG 81FB /ce
GIG;Gs GxGT G1'6#.G0Ge Gw G2 GOG*GGFpGE Gqia® GV GNG4Ge
GIG;GsGxGTG1'6#.G0GeGwG2G0G*GGRp&ExGAGS GV
GIG;GsGxGTG1'6#.G0GeGwWG2G0G*BGBFp 6 F
CLFp [HsuspenBUG Gsuspendtransf@@A GG+ G W-5
MidF'gAFUG Fpi6a 145
CLFp [Hresum&UG GesumetransfeBsA GG« G W-5
, IFp 6 "9 AG FpO;, FpGxGIGQ GV  14-6
resetconfi AGIG e+ GW-6
AsyncOBpG GSGF Gu Ge _ Fp/2&g14-7
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GxGpGSGV7A '6#.Fpw 1 14-7

SNMPRG" Q#YF¢FIGEGGGTGNFp"g AFpGpGY GMBGX G+G>
[H snmpconfi@ AGIG e« G -9

GIG;GsGxGTG1'6#.G0Ge GwWG2G0G*GGFpGUGSGMHEG"GQ G=G0GQGe
G "GQG=G0GQGeFAaG GAVGSGM
G"GQ G=G0GQ GeFp D(U '80FUG GDf1®
Gr"GQG=G0GQGes1i8e
G*"GQ G=G0 GQ Ge pFpGCGSGaGGFpGOGyGAGYBGa GX GT G1
Gr"GQG=GCBeQE&HGCCGFpp- 14-14
GMG SG @3RI G2G0GGGFUG G '0#. PIRGOGe Gw G2G0G*GGFUG FpGUG
v“Fp75 F 14-14

G "GQG=CHBBBIECSGMGGFI656FEG GOGWASBVFpw ™

"MG FiFy 1G"GQ G=G0GQ GeFpGGG?GF Gs GHay0;,

6 G"GQ G=G0 GQ GeFp6i4-16

G GQ G=G MBI ESGMGGFh&1b

G{GSc G/ G2GYFpG GQ G=G0 GQRBa7

FiFp UFp5 O[FGG” GQ G= G0 GMIGEG Gia-17

G GQG=GHITEEWG2G0G+*GGFpGE CHERAGERG0G+G G Fg F¢RoED Q#Y
GIG;GsGXGT G1'6#.G0Ge GwG2G0G*GGFFHGUGTARBG GM
G0GeGw G2 GBIGEIBW G4 G5 GOFpGO GQ Ge @28z GS GW

AsyncOBpGO GQ GeG>GzQSBW

G0GQGeG>GzG SGWBRHGGRAD

GOGQ GeG>GzGSGW Fg GO GQ GeGUGS GV FpG[GQ GMBIESG=0[ 6Fp 6

GO0 GQ GeG>GzGS GW %o 'FP4E ¥H Gx GpGS GV G FiFyGG BYGx GS Gm G+G>
GGGV GxG SGIE®GeG>GzGSGWRp +0]
GXxGpGEBEQGeG>GzGSGWRp +0]
GXxGpGS@EQ GeG>GzGS GWFpG]GS GW G4 G5 GO0[ 6FUG G GK Ge-BY G4 G
GxGpGGGEQGeG > BBE@ING FFpGiG GGrGsl G G >
GxGpGEGEQGeG>GzGSGW % 'FOFUFaGLI&20[Fu4*FO

G0GQGeG>GzGSGWF UG GORIREe3HE35 VHES ¢,
G0 GQ GeG>GzGS GW Fg GO GQ GeGUIBSGYV Fp0;,

] AFUGC G/ G2G0G4GTGRBGXGEGSG"4:#YFCFGFOG #” CF p GRIEMGEG :
G>GzGSGWFUG G G0GOGEEIICGS GV-29

GUFUG FpGOGQ GeGUGS GVFUG G G0GQ GeG>GzGS Gw4y, [Fp0¢,
GO0GQGeG>GzGSGWRpP30%+
GO0GQGeG>GzGSGWFéG SFUH4BO[FU m8p
AsyncOBpGO0 GQ GeG>Gz QS GW
G "G Q G=G>GWGNGA&W{GS GWFpGGGTGS GM GGFp/2&gF G;GqG*GIGYF G F
P7V  14-36
GO0GQGeG>GzG MBI «
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AsyncOBp & SFpGA"GSGF Gu G+G Fp Y —-FOF6FQ&F67
Y —Fp s8jF66FE¢G 50[F0 @ —!80  14-37
AsyncOBp Y —  14-37
G0GQGeGUGSGVFiFdFOF6
WebQ#Y"a D $Fp URIG9GTGBEBXQGVG Q GeG UGS GV F iksF OF 6
#0O BFAG FiGo GQ GIGSGFFp3E ™G0 GW GzIBGFpO,
GOGWGS GV Fp'B#ao
GOGWGGEB@E2GeFUG G5 + @441
GOGWGS GVFpadsiv
q,GOGwGS GV Fp/2&g14-42
50 F¢FiGOGwGS GV FlF6FOR
Cisco AutoSuppont4-42
G]GSGW G4 GHGWGS GV Fpl #-43
GEGGGEBBWGSGVFplahs
G[GQ GV G}GSG=0¢, iFp&fia-46
GEGGGGEGG GV jFp S f 1447
sethostnamB AGIG e G W-47
G W G 0 G[BS&BE GG GTGnFpO, 14-47
DNSGCGSG"Fp e 14-48
0 XG6Ge* GV Gx Fg Ge Gw G2 G8 &x3T G1
G2G+GMG SGIES ®CGSG Fp Q#Y14-49
3¢ ,FY DNSGYyGQG=G0GQGeFpGMG26mG0G4GV
DNSGOG WG S GM49
DNSG;GqGQGEGsFpG24#9G0
G>GWGCc GLEREIB2G-GMGSGc G5 G2G @NNIQ# WHPOE i 14-50
TCP/IFS V G wG ¢ GYESEGE EpO¢, 14-50
GUF+FpGGGMGT GlyGRGVFp'6#.14-50
GUGCcG7®@GS GV G4 G5 G26pM fH14-51
GUGCcG7T®B@ES GV G4G5 G2Fpds1
GEGGGTGniIFp0¢, 14-51
G[GQGVGENMGB2G{GV QWBYECGSG Fp Q#Y4-52
GMTG8GCcGIGQ GV F ptuss
168 «Gc G/ G2GyFpf, 1452
66 «Gc G/ G2GyFp+--f,  14-53
166 «Gc G/ G2GyFp m - f, 14-53
GAG+Gc G1 G<Gs GzGSGE Gu G+0¢, Fp — NFg GAGsGkGS GV
GAG+Gc G1G<GsG 2GS GyH»o#. 14-54
# ~FpGA G+ Gc G1 G<Gs GzGSBI3BGBeyFph — NFUG G G6 G=GG Gkaa GV
GAG+GcG1G<GsGBSGHEREGF pG {&S6 W
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# ~Fp0¢, FpGx GIGQ GWi4-57
€ SGA Gm GQ GV F¢FiGA Ge Gc G1 G<Gs GzGSGE Gu GG Hi3{GSGyG"GQ G
GAG*GcG1G<GsGCBSGHREGENMEAGIG GW-57
showconfignailconfigFU G GsaveconfiG AG |G« G W-58
loadconfiG AGIG « G W-59
rollbackconf@ AGI1G e« G W-59
publishconfiG AGI1G+ G W-59
CLIG" Q#YF¢Fi0;, $fFpGOGQ Ge G{GS GWo
GU G1 GG G=8¢ &eFp'6#4-60
H i+G0Ge GwG2G0G*GGFpG H Q#Y ++ FUGU G1 GG G=88Ep N +
GUG1G&E®IGSGMFUG G Q#Y"g #Fpadg1
g+*GUG1 GG G=8*x&Fg mG \EH62
GU G1 GG G=8+ &F066F¢G GOGWGS GV Fp wABp& 1
FiFp UFpG= G7GSGMFpGU G1 GG G=8+ aaF36#.
GUG1 GG G=8+a&5FpImG \Fix-63
7A EGoGSGYG;Gs Gx GE@3e Gw G2 G0 G*GGFpGE GG GTGnFp"g AG>Gw GecFp g!-FpF
Fpl*Z 14-64
GaGsGSFPGI9GGGMMBBE2GH
FU Y%F0 °G GhGSGFFp Q#¥-65
GeGXxGcG/GzG»G GHp66
WebG2G+*GMGSGCcG5G2GGFpGzGGNiGBIG*G>Fp 5 »

chapTer 15 G{G<G+G>15-1
G{G<G+*G>Fp +0f5-1
G{G<G*G>FoGzGkGSGTGLGG>
G{G>Fpv* 152
GcG/G2Gy ijFUG G GUG1GzGis 5V Gx S4
G{G>FpG{GSGYyG8GSG"GSFUG G 3?3aGGB2GFGsGSGy
G{GSc G/ G2Gy £FpGM G2GnGG BM G- Ge
GUGCcG7GyGVF+G2G[GSGAGYFiFlIG G{G>
G{GS MG 2Gis-4
G{GE&EMG2GeFp #6h
G{GEMG2GeFp $BQ
GAG*GcG1G<GsGzGSGEGuUGe. 8§ TIB{G>Fp Q#Y
CLPb G{G>Fp Q#Y 15-9
FTRISCGS@®{G>Fp Q#Y 159
HTTR{G>Fp Q#Y 15-10
GGG_Gn7x73G{G>Fp Q##¥11
GGG_Gn7@¥G{G>Fp Q#Y 15-11
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b %

GTG:GG®AG SGHG>Fp Q#Y15-11
GTG;GGENG SG{G>FpGCG+Gely2
GTG;GGENG SG{GS6G+ GV GxFhg-13
#0 BG FiFyGx Gw G2 GV F&G FiGo GQI6I6SGF
GGG_Gn7x73G FpGo GQ GIGSGFF{i3se ™
NTPG{G>Fp Q#Y 15-17
GzGKGSGT G GEESEp Q#Y 15-17
GzGKkGSGT G GG GG BESFp Q#Y 15-18
GIGSGc Gx BRIGY G Q G = C{GERP\D#Y 15-18
SMAG{G>Fp Q#Y 15-19
GGGTGSGEEEp Q#Y 15-20
GEGGGGEIrFp Q#Y 15-22
GV G WG QG{G>E0FoFOFis-22
G{GSCGJGGG=GxGeGE52a G-
G{GSCGJGGG=GxGeGE Gu G0,
G{G&zGgGyFp0O;, 15-24
GUF+FpG{@&CGJdGG G=GxGeGE Gu G118 B
G{GSCGJGGG=GxGeGE Gu GsF1y)...7Y
G{G<G*G>FpG>G{GSG"GyH25
G 0G QG IGI&®FE NG SFpG {G 46265 >
GUIG" Q#Y F¢FiG{G<G*G>FpG>G{GSG"Gyse7
G{GSCGAGGG=GxGeGE Gu G*FpG{GSGy&8GSG GS
G{GSCGJGGG=GxGeGE Gu G* £FpG{G>FpG{ASEYG8GSG"GS
GUIG" Q#Y F¢FiG{G>Fp 6 IG{GSGYyG8GSGIGS
CLIG" Q#Y F¢FiG{G>Fp 6 iIG{GSGyG8GSGI=8
GUF=Fp q ,FpG{G>G6G+ GV GxFp/28xps
q,FPG{G> G6 G+ GV GxFp/t&iiH AG |G« G WiLs
GiGG GYGSFpO¢s  15-29

cuaptER 16 GVGWGAGYGEGSGSBTG1GG>
GEGGGTGn _ Fpp7Yi16-1
G]GSGW G4 G5G0 e8YFp GV GWGAGYGE GsiBEGT G1 G+G>
U+ FpO¢;, FU66FEG e8YFp GV GwGdGYyGE GsGSGT1B1 GG>
M+4a$xFu GV Gw GdGyGE Gs GSG X GK® S5Q
'0#. PLRGOGe Gw G2 GOG*GGFpG_Gc G7GSGIG*GGF66FéG e8YFp GV Gw GdGyGE Gs
GeG> 16-2
"| Fpu+ F+$#OFéG e8YFp GV Gw GdGyGE GsGSGT GaGeG>
GOGWGS GV G Fp Atk-3
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GOGWG 8% HFiF80G]GSGW G4 G5 FGPFQRGTGX | U*fGMG2GnG0G4G
HBattery Relearn TimetHERAIDG2G gGe+ G \VibI3

34 *FpGOGWGS GV Fpl #6-4
GTG=GYGAGKGS GV Fp Q#Y %d&-4
G0GeGWG2G0G*GGFUG M SaXERhGIGSGeGFUG @4,
i *G0Ge Gw G2 G0 G*GGFpGCGKGS GVikjs Vv *
GEGGGAFPGTGERGEOSEV  \*..FpGx GBERZG IGGFPG2G[GSGaGY |
G2G+*GMGSG[GQ GV K)FF&G FiG0GeGwG2GIE3EEGIE BFf& cEEE
Gyi 166
G2G*GMGSG[GQ GV Fi%$ K K)FFAG FOFOFUFOG0Ge Gw G2GBBGEG FhG
GGFpG2G[GSGdGysas
GTG=GYGOGKGSGVFPGVG*G[GYFpPGUGIHBLGBIGSGdAGY i
GxGpGGBBEGIGGFp!" 1 16-7
GCGkGS GV Fp K)F'g AFp& 116-7
G_G? GQEEMq GeGOGqFp /aes-8
G0Ge Gw G2 G0OG*GGFp7A ;Fp GE @GS GMEs/H

appENDIX A IPG2G+*GMGSGcG5G2GGFUG G G0GeGWG2G MG GGG FpGOG=GIGG

IPG2G*GMGSGcG3GB2GG

IPG2G*GMGSGcG5G2GAF PO,
GUIG" Q#YF¢ G2 G GMGSGc G5 G2 GG 8 B

FTH #4F+FpG0GeGwG2G0G*GGG FpGRA@B=GIGG

secure copypH GOG=GIGA=»

GEGxGOGyYy K)FFUG G G0G5GIGG
80G E G xGGJGH GW G4 G5 GOF+FpGEKBREBGFPGhbGe mG \FOFpRXY
70G E G xGGJGH GW G4 G5 GOF+FpGEKBREBGFPGhGe mG \FOFpRXY

appenDIx B G[GQ GVGMBNGZBWGZGGFDWIG \B-6h
G2GSGCG[GRGAGMGSGCcGBG2GG

IPGOGWGzGGFoG[GQGVGIBIGG=Fp4E ¥
G2G*GMGSGc G5 G2GGFpB [
IPGOGWGzGGF G2G*GMGSGCcG5G2GGF BYG G GYGSGTG1GG>
GCGIGxG%-3

GAGGT®&IGREs GxGB@3Ae Gw G2G0G* GG G" K)FFeG FiG Fp-8%

appenDix C GCG/GZGOG4G7G§GJ}’_
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appenDIx D WebGIG; Gs Gx GT G1'6#.Fp p-1

WebGIG;GsGxGEBAeGwG2G0G*GGED |
[ 1H GtGSGDFp1* D-1
664 80% D-5
[ HIRIFEpGVGWGQG;65G>
66480% D-6
[ 3H GOG=GIGG X V)RRIGI9GTGB GxFpl* D-6
604 80% D-8

aprenoix E 664 GX GKGSGE1
CiscB0%+GCGSGaGa
GIGYGsGO0Gy2
GCGSGWGSGTGAG-GV GXxGaGEE SGM
GVGzGSGYGESG >
GXGzGQEFSGGFpOTHehNOtes E-3
GEGG®IGKGSGX G m G sG Y&EsT G 1
G9GGGMEBIGKGS G¥-3
GEGGGAG9G4G+ GV Fpsis
GIGYGsGOGYFU66FéG GcG1GSBWGAGQ G=

appENDIX F End User License Agreement-1
Cisco Systems End User License Agreement
Supplemental End User License Agreement for Cisco Systems Content Seewsity Software

INDEX
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CHAPTER 1

. OGFpGx GxGSGGF=+Fp §fll
. GEGGGAFPGAGEEIT:GSER GT G1'6#.Fp +0[

O GFpGx GxGSGGF+Fp 5 fll

F & F aF -AsyRcOS for Cisco Content Security Managenfgnfa Fp Gx Gx GSGGFOFUFaG , u+ Fg N
u+ FOFOFOF61 AFgG FEFIGX Gx GSGG Fp0d(yFOFOFQIRIFFEFEXG 0 Gx GXx GSGEGV G”
g!-F¢ F6 FR F8 F&FOF!

http://www.cisco.com/c/en/us/support/security/comsacurity-management-appliance/tsd-products-s
upport-series-home.html

GOGQGeG>GzGSGWFéG eF,& SFp Gx GXxGSGG Fg FAFp Gx Gx GSGG Fp6&FpGNREX Gx (
GV G & 1FéG 20[FUFO G G FéFFaG FyF,FAG G Fp Gx GX GSGGF+34+FaG Fiu+ FUG G N ¢
1 FéG FiG F+FéF!

G x G xGEGRD , p+

e+

1 A

AsyncOS 9.0
for Cisco Web
Security

AppliancesFp
GCGKGS GV

§f £ FOFyF,,FcFO Configuration Master 9.6U pG G G F€®hfiguration
Master 8.%58.7F.G FiFy8.8Fp a NFp0¢, FU ,F¢FQonfiguration MasteF{+- -
$xFUFOGEGSGNGzGGFO VG 3,G G G FéF?

Configuration Masters 9.BUG @.1F+FyF( VGx G=G6GG GV G"GCGKGSGVF
Cisco Web Security Appliance¥FaAsyncOSGx Gx GSGGG Fp 164 iFOF( V Gx G=
G6GG GV Fp4:#Y % 2G" D $FEG G FOFIGRGx GEESG"0¢ FéG p+ FUGC
GKkGS GV F&AG G FéF:

AsyncOS 9.0 for Cisco Web Security Appliandgs, u+ Fg § fFp0o(yFaFoFO

FOFYF FAFp Gx GxGSGGFIE68 §803CQ! -FCF6FRFSFAFOFL
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