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1. Firepower Threat Defense T/3A4 X IZDUVT

Firepower Threat Defense T/A 1 R (X RATF—k I T 7 A 7+ —IL IL—TF 1 >4 Next-Generation Intrusion
Prevention System (NGIPS) . Application Visibility and Control (AVC) .URL Z 4 LA Y V5 B LUVEELTILY = 7 Hi
(AMP) G EDRER T 7 AT 04— L —ERFRELFET OOV AVTHFRN E—FEL—TFTYFRFELEFIFIUX
~R7 LYk £—F T Firepower Threat Defense T/Af R #FHATEET,

Z MDY= a7 LTI Firepower Threat Defense # 4 > X k—JLL T.ASA5500-X ) — X ETCEFATAELSICERET DA
EEHRBELET,

Firepower Threat Defense Y 7 bz 7&HR—bk345H5ASATS v+
74 —L

Firepower Threat Defense YV 7 F Dz 7EHIXASA VY IR Dz 7OWVWT O EYR—FTHETILIEX . RDELEY TT,
ASA 5506-X

ASA 5506W-X

ASA 5506H-X

ASA 5508-X

ASA 5512-X

ASA 5515-X

ASA 5516-X

ASA 5525-X

ASA 5545-X

B ASA 5555-X

(3¥) Firepower Threat Defense Y 7 b T 7 % %£179 521, 7 F S5 4 7 > RIZ Solid State Drive (SSD) WA > A b —JL &
NTLWARERHYET,

(G¥) ASA 5506W-X [ZIF.ASA IZ#i& S TLVS Cisco Aironet 702 74 YL X 7R R4V FREFENATLET,
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2. Firepower Threat Defense M HiiRE 4
TOERADEA A—VILEBRBICTHITIE . ROTBERF v I ETILELHY FT ROEAEHEREL TS,

3.

A3 AX¥—hk 7H2 bk ,Cisco Software Central (https://software.cisco.com/) TR TEE T,
Firepower ¥ R T LD ) —R /—+ D+ 57108,

AX—hk 7HYY FIZEMENT= Firepower Threat Defense £4& 5 4 > X (L-ASA5516T-BASE= % &),
Firepower Management Center R E = (IHME)~DT IV £ X,

Firepower Threat Defense M4/ VA b —J)ILEN S 5500-X PTSA T ADAVY) —IL  R—+rADT IR,
Firepower Threat Defense DA Y Ak —JLICERASNSAVE 12— 0L BET IV ERTEN FIEFI—ZFIL ¥—
NERNLTTIVERALET HBINIBEHES LU AROZSIZTDONTIE.6. v b T—% ~D Firepower Threat Defense
DERINDIEA(1T R=D)EFSHELTLESL,

BEFEDHREDNYIT VT,

(G¥) 5500-X 7 75 4 7 > X T Firepower Threat Defense 2B A A —JIbBLUVA VA F—ILT B E ASA IZTRESH
FLUBID 7 7 A ILE LUVEREFTRTERbIET,

75w a(disk0) CHERAMRELVERERNDEEZEEBGB + T—F VI Dz 70DH A4 X),
FITSATVRITAV R —LE iz SSD,
Firepower Threat Defense OS 4 A—U % KA LT 5=HD TFTP H—I~DT7 It X,

— ASA 5506-X L) —X ASA 5508-X. & U ASA 5516-X 77 5 A4 7 > A M Firepower Threat Defense OS (ZI,
*Ifoff 7 7 A ILHMETT,

— ASA 5512-X,ASA 5515-X.ASA 5525-X.ASA 5545-X.# & U ASA 5555-X 7 75 A4 7 > AM Firepower Threat
Defense OS [ZIL.*.cdisk 7 7 1 ILHAAKETT,

Firepower Threat Defense Y AT L /ISy 5 —C % RA R T 51200 HTTP £1=1E FTP 4—I"~DTF7 IR,
— Firepower Threat Defense Y AT LBKIZIEZ.VRTFL Nyr—2® *pkg EILE 77 A ILBARBETY,

Firepower Threat Defense DB A A —IEE LUV MU X

N—IL

Iash BHAEIC:
B FTNRARADI LY —)LIEES LU Firepower Management Center & T/ ADBD Ry b T —7#EGEEHEILET,

—

N O g~ W N

HEINDIEBE IV FROTITONTIE.6. *v b T—I D Firepower Threat Defense DR SN HEA (11 R—
DIESRL TS,

BRHRELVCERATETLELD YA ESATWSIEF TROFIEZRTLET,

LAV R—RADT I ERB R=D)

. ROMMON A A=Y D7 v TIL—F B R=D) (T 7—LI T TOHREN—T 3 1.1.8),

. Firepower Threat Defense OS £ A —L DAV Ak —)L(4 R—)

. Firepower Threat Defense Y AT L Xy 5—P DAV A R—IL(6 R—)

. Firepower Management DT/ RERE (7 R—D)

. T/34 X0 Firepower Management Center NDEEFRB L UVRAIT—F SAEVADEY HTOR=)
DAV LR TR KA b DBEE(ASA 5506W-X DH) (9 R—2)


https://software.cisco.com/
https://software.cisco.com/
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aAVY—IL i R—kADTIEX
BAA—EZEFTTBICIZIPCEZaVY—IL R—MIZEETIVELAHY £,

ASA 5512-X.5515-X.5525-X.5545-X.# & U 5555-X TlE . YU—F/S—F 4 ®HD )7L USB Ty —TILEFEHL T
BT ARENHIBENRLY ET MOETILICIE IS ZUSBEATBarvyY—L iR—rAEHIAhTWEH. I =
USB y—J L& {FERTEZE 3 . Windows Tld.software.cisco.com M5 USB L UTFIL KSANEAVAM—ILT ZBEMN
HABENHYFET AV V—ILKR—F FTLavELVRSANEROFEMRODNTIE. N—FKIz7 HA/ALESHBLT
< 12 &Ly http://www.cisco.com/go/asa5500x-install

9600 R— 8 T—2 EV b NUFAHLANRMYTEY b . JO0—#IHGZLICKESN2—IFILITIaL—4%FEH
LET,

ROMMON £ A= ®D7v 79 L—F

ASA 5506-X & 1) — X ASA 5508-X. 5 LU ASA5516-X ETILDBEIZOHF .V RXATLED ROMMON N\—2 32 %
1.1.8 LIB%IZ L T.Firepower Threat Defense Y 7 b Dz 7ZIZHEA A —P kT H2HENHY T ROFIEIZH - T,
ROMMON N—2 3 U #FESEL WMEIZISC TROMMON £ A —S %7y 9 L—FLET HN—2avA07yv T oL —
P@ﬁﬂﬁﬁ—cj—o@ryf/ﬁ\b—F[i—c‘%iﬂ'/\/o

R BHIZ

BEDN—2 3 U &HEET 5IZIE.showmodule IY > FEAHAL T.MAC 7R L REET—T /)LD Mod 1 DH 7T Fw
/{_:)3 y&gﬁj&i‘?—o
ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
1 7426 .aceb.ccea to 7426.aceb.ccf2 0.3 1.1.2 9.4(1)

sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

FIF

1. Cisco.com MS#H L L) ROMMON 4 A—CZBBL T H—/NEICBEVWTASAICAE—LETASA XZSHDEATD
H—N\EHR—FLFET MO TIL.copy ATV FESBLTLEEL,
http://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c4.htmlgpgfld-2171
368
RO URL Mo A—DESF D A—FLET,
https://software.cisco.com/download/type.htmI?mdfid=286283326&flowid=77251

2. ROMMON £ A—C & ASA 75wy a AEYI[CAE—LET.COFIETIXFTP aEr—%xRLET,

copy ftp://user:password@server ip/asa5500-firmware-xxxx.SPA disk0O0:asa5500-firmware-xxxx.SPA

11 :

ciscoasa# copy ftp://admin:test@10.86.118.21/asa5500-firmware-1108.SPA
disk0O:asa5500-firmware-1108.SPA

3. ROMMON A A=Y &7 v T L—FLET,
upgrade rommon disk0O:asa5500-firmware-xxxx.SPA

1 :

ciscoasa# upgrade rommon disk0O:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHA2: d824bdeeceel308fc64427367£a559e9
eefe8f182491652ee4d4c05e6e751f7a4¢f


http://www.cisco.com/go/asa5500x-install
http://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c4.html#pgfId-2171368
http://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c4.html#pgfId-2171368
http://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c4.html#pgfId-2171368
https://software.cisco.com/download/type.html?mdfid=286283326&flowid=77251

Cisco Firepower Threat Defense for the ASA ¥ 4w 9 R4 —k HAFK

5cdea28540cf60acdel3ab9b65f£f55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559e9
eefeB8f182491652eed4c05e6e751f7a4tf
5cdea28540cf60acde3ab9b65ff55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asab500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton_ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

4. FOVTRARREINFD FERALTASAZ)A—FLET,
ASA BN ROMMON A4 A—S%# 7y I L—RLT. ZD%ASAZJO—FLFET,

RDOIEZE
ROEDERBAIZHE > T.Firepower Threat Defense OS 4 A —CH# AV XA F—ILLET,

Firepower Threat Defense OS € A —L DAV XA k—IJL

ASA # Firepower Threat Defense Y 7 b = 7IZEB A A— LT3 BIZIE.ROMMON 7OV T M ZF7 IR T EHZLELAH Y
F9.,ROMMON TlE. BEA> 4 —T =4 AT TFTP #{#H L T Firepower Threat Defense 7—k f A—U &4 Do O—
FIEBENHYET HR—FENEIDETFTIP DATT . ZDHE.T—F A A—DE HTTP £(E FTP Z2EAL T
Firepower Threat Defense Y AT L YIRIITTFDAVAR—IL Ruyr—CF A5 O0—KTEFET . TFIPOA Yy O—
FICIEBEREAID D EDABHY FET /A7y FDIBREHCZHIZASA & TFTP H—/\OBDEFENREL TWD I L&
BLTLEEL,

Fl&

1. BEBA VA= 4D ASA N5 7 5t RA[REA: TFTP 4 —/\(Z Firepower Threat Defense 7—k 4 A —U %455y
D_P L’gz-d—o

ASA 5506-X.5508-X. 5 KU 5516-X TIX. BB 1/1 R—+ZFEALTA A=V S HI0O0—FRT53RERHYET,
HMOETILTIXEEDAVEA—T A REFEHATEEY,

2. EBAUA—T T AAD ASA N5 7 U XATEE/E HTTP E£fzI& FTP 4 —/\IZ Firepower Threat Defense & X7 L Y
TEhDTF7DAVR =)L Nyr—SFFAHo0—KFLET,

3. AVY—ILR—rMBASAZJA—FLET,
ciscoasa# reload

4. 7—+ 7y T HICROMMON AV T 2R RT DL S5BERINF5 Esc &L FET,
E-AEFRLET,
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151 -

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot in 7 seconds.

CDOEET.Esc #MLET,
KD A Y= NRREINEBEE. BRERSINMN TETCT T FDETER.BEASAZYO—FTI3LEAHY ET,

Launching BootLoader...
Boot configuration file contains 2 entries.

[...]
5. ROMMON 7OV 7k T.set ZANL TRD/INS A—2ZHEL.TFTP Y—N\~AD—KHGERE®EILE I,

— (ASA 5512-X.5515-X.5525-X.5545-X. 5 & U 5555-X DH) EE A Z—T 2 4 X ID MDD ETILITEIZEE
MMAVE—T A REFERALET,

- BEEAVA—TIARDIPFELZR

~ TFTP 4—/1\® IP 7KL R

- T—=FIIAIPFFLRRA—FRY IV LIZHBIBE.COTRLREZY—NIPFTFLRERLIZRELES.
— TFTP 77 1L 1SR L&A,

FRH.T—hF A A2=C%O0—FLZFET,

151l -

rommon #0> interface gigabitethernet0/0
rommon #1> address 10.86.118.4
rommon #2> server 10.86.118.21
rommon #3> gateway 10.86.118.21
rommon #4> file ftd-boot-latest.cdisk
rommon #5> set
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=ftd-boot-latest.cdisk
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon #5> sync
Updating NVRAM Parameters...

rommon #6: tftpdnld
Firepower Threat Defense 7— bk 4 A=W Ho0—F&hn . T—k CLIZT— 7y T EnET,
6. (AT av)sync EANL T REEZRELET .
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7. (A7 3>)ping AT KEHFITL T.ROMMON M5 TFTP H—N\ADEFEHELET .
TFTP H—/\~® ping BT 5 LEHERLET,

8. tftpdnld Y FEFRITL T AV VA—FELVEH I AR E/BLET,
OS A A—TIX TFTPBAHATHA YV O—F BT IHELHY EFTOSDFHIUO—FNETTDHE AT LIEES
JUA—FLEENY DA A—DFFERL TEBMICEEL.D—F CLI TRV T FTHRLELET,

ROEXE

B ROEOFHBAIZHE->T. T —F CLI Z{#EAL T Firepower Threat Defense /18y 5 —C DAV A —JILEREERRITL
F9,

Firepower Threat Defense Y R T L N\ —U DAV A =)L

OS A A—CDAVAL—L#E.T—F CLHFEMICO—FLET ROFIETIH.ZREIAT VR EFEALTEERDR Y +
T — 4 4 E L L Firepower Threat Defense Y AT L v yr—S A0 O0—R LT ZF0®RNYT—SFEAL VR —
VNI B3HEFHALET Nvyr—UA0—FR =0 Y RATLAREEHL T.ROIDIT—F X5 T+ EHEEETL
EX IR

Fl&r

1. 7— bk CLI D5 setup EAAL T BEBAUVA—T A RDAY M T—IOBREEZITWVW.SRATLAYI I T7 1Ny —
CHEADUO—RLTAYVAM—ILTEBESITHTTP =X FTP H—/IN—~D—RMGEREHEIL T I RIZHZE
RLZET,

- "R +% ftdl

— IPv4 7KL X:10.86.118.4

- v k< X%:255.255.252.0
- 7—F214:10.86.116.1

— DNS % —/\:10.86.116.5

— NTP H—/\:ntp.example.com

2. Firepower Threat Defense VAT L VIR Iz T7DAVA =L Ny F5r—CFFAooO0—KLET . ZOFIETE.
HTTP DA R +—)LERLET,

system install [noconfirm] url
il -
> gsystem install noconfirm http://10.86.118.21/ftd-6.0.1-949.pkg
BAYE—TIZRELAEWGEX . noconfirm T2 3 U EEELET,
3. AVAM—IBET LT TS ROBESA T a vhikmEnt=5 [T (Yes)] ZBIRLF T,

BREEICEN 30 oMY ETH. LY RRBENINDAEEMENH Y ET . BESIF (. Firepower Threat Defense CLI A%
RENFET,

COBRT.OS BLUNYTr—SDA VA F—LIZET TY,
RDIEE

B ROIEOGEAIZE > T Firepower Threat Defense 7/34 A& % v b J— Y #E#$H &L U Firepower Management FIZ5%
ELET,



Cisco Firepower Threat Defense forthe ASA ¥4 v 49 RA—k HAFK

Firepower Management DT /N1 XX E

BWIZCL 7O ERT B EZIZ. 2y T v T 0¥ —F (k> T, Firepower Threat Defense T/3 4 ADREIZHEL
ERXDRY FT—HBENS A—42DT O T FNRT SN Firepower Management Center ~DEFBABERESNET B
HIP7RLRAEEETES— 9z A IL—FE A2 —T 4R )R D Firepower Management Center Web A >
B—T A RFELRIETNARADRET 4 v Y L—FIZEFATOWERBA ALK YTV T XYY T EHE LU CLIIZ
KOTDHEETEET,

Fl&

1. -2 1E. QY —IL i R— DS F1-IESSH Z2FRAL T . FNAA RIZEHELET,
- EZAREXF—AR—FARYFMITONETNALSROESIE.IVY— AT AV LET,

- TNAADEBEBAVAER—TIAAANDT IV EATIX.EEBAVEA—T A ADTIAIEIPVATERELR
(192.168.45.45)[Z SSH #=TL %9,

2. 774N DI —H4£ admin, /AR T —F :Admin123 #EAL TR 1 LET,

3. EULAZZITANT NARD—FE#ZEBEL. 7OV T MR- TEERADR Y FI—VBREEZBAALET,
IPv4 & IPv6 DEADEEBT7 R L RAEZH/ETETET,
RIZHIERLET,

System initialization in progress.Please stand by.

You must change the password for 'admin' to continue.

Enter new password: <new password>

Confirm new password: <repeat password>

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]l: ¥

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.133.128.47
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.248.0

Enter the IPv4 default gateway for the management interface []: 10.133.128.1
Enter a fully qualified hostname for this system [firepower]: laurel.example.com
Enter a comma-separated list of DNS servers or 'mone' []: 10.33.16.6

Enter a comma-separated list of search domains or 'none' []:
If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'

4. FHLLWOTAY JLTUIYILEFERALT. 773470 RICBERLET,

5. 7747 94— )L E—FEBRELFEFT RIZHEERLET,
Configure firewall mode? (routed/transparent) [routed]
GE) MEARETIZ7AT 74— E—FERETAHICLEREOLET T IAIE E—FREA—T v FTTHEAK
FRICT7ATIA—I E—FREEFTEHEETA0 74 XL —YarvnNEERShFET MOV TIE.
[Firepower Management Center #@45 4 FIDT SV ART LY CERIEFL—TYE 74704+ —)IL E—F1DE
=SHBLTLEaL,

6. TIHILEDLVRTLEENVEBEINEDEFLET HOoONEIELRBY ET,

Update policy deployment information
- add device configuration

You can register the sensor to a Management Center and use the Management Center
to manage it.Note that registering the sensor to a Management Center disables
on-sensor FirePOWER Services management capabilities.
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When registering the sensor to a Management Center, a unique alphanumeric
registration key is always required.In most cases, to register a sensor

to a Management Center, you must provide the hostname or the IP address along
with the registration key.

'configure manager add [hostname | ip address ] [registration key ]°'

However, if the sensor and the Management Center are separated by a NAT device,
you must enter a unique NAT ID, along with the unique registration key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]°'

Later, using the web interface on the Management Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Management Center.

7. Firepower Threat Defense 5 /34 X % Firepower Management Center (&8 L £,

> configure manager add {hostname | IPv4_address | IPv6_address | DONTRESOLVE} reg key
[nat_1id]

518 DA

— {hostname | IPv4_address | IPv6_address | DONTRESOLVE} (. Firepower Management Center M 5E£{&fik X
FE2FEEIZIPZRELRAONWT A ZIEE L T3 Firepower Management Center #Ei 7 KL AIEETEL LGS
IZ.DONTRESOLVE #EHL £9,

— reg_key |&.Firepower Threat Defense £ 2 — /L% Firepower Management Center A& T 5DITHEL—ED
EHFICLHERF—TT,

GE) BREFX—(F.2—YERDO 1 BLMEATELRVNFR—TT 37 XFUTICTILELHY FT . ADEXFICIE E
HFE(A-Z.a-2.0-9) . BEUNA TV () BENHY FT,T/514 X% Firepower Management Center [ZIBINT 5 & &
IZ.2DEHRF—ZFZRVHITBENHY FT,

— nat_id |Z.Firepower Management Center & Firepower Threat Defense €& 2 — /LD ZEHF IO ARIZFERASh
BATL a3 OEMFXFFITYT hostname A DONTRESOLVE [ZHFE EN TV AIESITHETY,

8. configure manageradd Jv > FZFEAL T.2OT/\1 R&EET % Firepower Management Center 7 75 4 7 >
RAEEELET,

BRI —(X. 1 —YERD 1 BLIMERTERLF—TY Firepower Threat Defense T/31 X% Firepower
Management Center D44 >R b [ZIEBMT ZBELAHY T RIC.EHEGHERLET,

> configure manager add MC.example.com 123456
Manager successfully configured.

T34 R & Firepower Management Center i NAT T/8f R [C& 2 THRITON TN BIGEEF . BFF—E—HIT—ED
NATID #AAL.KRRAFEZDHKHYIZ DONTRESOLVE #HELFT A XD LS IZLET,

>configure manager add DONTRESOLVE my reg key my nat_id
Manager successfully configured.

9. CLIZRLZEY.

> exit

RDEXR
B ROEOHBAIZHE > T.T/V14 X% Firepower Management Center [Z&8kL £ 3,
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—

T /N4 XD Firepower Management Center ~D&EFH LUV RT—
FAEVADEIY AT

L& BHTI

B Firepower Management Center TAY—bF SAEVRERELEFT,

FIr

1. 759 THTITPS £ HEAL T. LB TAALERAMEFRIET KL XREFEAL T Firepower Management
Center I2O45 4> L&ET 1= & Z[E. https://MC.example.com % & TT,

2. TINARZBMT BIZIE.[T/54 REHE (Device Management)] R— ([T/34 X (Devices)] > [T/3 1 R EH (Device

Management) | )ZFEAL T HMICDONTIE A2 514> ANILT E£1=E[Firepower Management Center &4 1
FIDTTNRAZRDEBIDEFSHBL TS,

3. CLI BRERIC. T NARIZEREFHDEEIP TRFLRZAALET,
4. CLI BRERICT NS/ ATHESN-DLRLEFF—ZFEALFET,

5. [A¥—F 5S4t RE|Y LT (Smart Licensing)] =7 < 3 > ([ZBi (Threat) . [URL].[&E % < /L5 = 7 (Advanced
Malware)]) Z:&IRL £9,

INEDTAEVRIEAI—F FHADVMITTITHEEL TV ABELRHYFET AI—F FHAIUNZFTTS47
VADEKRS AU REHESTLWARENH Y £ ,2. Firepower Threat Defense DRIEEMH (2 R—2)ESBL TK
=&y,

6. [E8k(Registen)] £V v I LT . TNA RBBROBMEHEZELFET,

ROEF

B HAHARAATANVLRTIERARAU L &EAT- ASAS506W-X B’H B HEE . ROBEOHRBITH>TT7 VLA RAU b+
EAMELES,

B TNRARDRY O —ETNARBREEEBHLET,

TAVYLR TR RS2 ~DEME(ASA 5506W-X DH)

ASA5506W-X T4 VLR FIVEARAUMETIALNTEIMEENATOVET . TA VL IEREFHIEL.SSID &
PEXa)TADEREZETIICIE.TIVERA RS b GUIIZHEKEL TIEEL,

(ZC & BEIC

B ASA5506W-X T/ RZEZEE L TL'S Firepower Management Center [CA4S AV LET  COFIEFX. A 452—T
ARABREDT LK —EICTEFFACOBATIEMONST A—FFRELEVESIZLET,

B 75tRRA2 kIL GigabitEthernet 1/9 1 > 2 —7 = 4 A L THRERMIIZ ASA IZHEHELET I RTOWIFi 9547
> b IX GigabitEthernet 1/9 v kD —YICBLET . ZF 212U T RUD—ITKY WiFi 2y b= 1> 72—
TIAREDEBDRY CID—VIZT I CRTEIAEPHRAESAET TV R RAUMZIEAEBA U Z2—T 24 X%
AAYF R—rFEFhFEEA,

FIr

1. [T/34 X (Devices)] > [T/34 R & (Device Management) ] #3#4{R L T.Firepower Threat Defense T/\1 ADIwRET
A2 (e )&V I LET,

[1>48—7 4 X (Interfaces)] 2 THBT 7 AILF TEIRSNTLET,
2. IRET DM 2 —7 x4 A (SEIL.GigabitEthernet1/9) DIEIZH HHRET (> (o) EHLVYILET,
a. [E—F(Mode)l] FEYF&™H>Y YR KT [4HL (None)] Z:&RL %,


https://MC.example.com
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b. #7723 T [&AT(Name)] ZBML £ .= & X IF.AP-FTD 2 E T,

c. (Bt (Enabled)] Fx vy RV REFVITLT AV E—T A REBFMELLET,
d. AERA > 42— 4 R EEL Y —2IC GigabitEthernet1/9 &ML £ 3,

e. ¥ 3> . [5#BH (Description)] ZE&ML 3,

f. P7RLRAZHEELFET L A1E.192.168.10.2-254 5 E TY,
NETIECRRAVEFEBRDIPFRLRETVERARAVELEDVZATUORDIP 7RELREEELET .

g. [OK]Z291) v LFET,

3. [RESave) | 20w LET,
4. [DHCP]1 % U v LET,

a. [—/\%3BM(Add Server)] # 4 704 7Ky Y X T [GigabitEthernet1/9] #ERL £,

b. COAVE—T A RICUFHEELFDERL IP PRLR T—ILZBMLET 72 &£Z1£.192.168.10.2-254 i3 &
<7,

c. [DHCP H—/\%#f%h1t (Enable DHCP Server)] Fxz v 9 Ry 9 RE A 2L T.DHCP H—N\ZH ML FT,
d. [OK]Z2Uvy o LET,

5 [RF(Save)] &9 v oI LET,
6. ASA DRERY kT —VICEKEINTNSaVE1—42T Web TS5 EREBILET,
7. [7 KL X (Address)] 7 « —JL K T.GigabitEthernet1/9 1 > 23— A ADXREICI YT TBIPFRLREADLET,

FEZIXFRLREREL T 192.168.10.2-254 ZAALFEBAE. 7 I9EARIU D IP PR L RIZFOHBEDZY)
D7 KL ZR(192.168.10.2)IZH Y ET,

A—HRZENRRT—FOANEROONFET,

8. 1—#4% Cisco £/8AXT—FK Cisco ZANLFT . 7V R KAk GUI BARTENFET,
9. K8l [ 5 5% 5E (Easy Setup)] > [ v k 7 — U #5L (Network Configuration)] # 9 1Jv o L%,

10.

11.

12.
13.

14.
15.

[4E4748 AL (Radio Configuration)] %815 T . [#£# 2.4 GHz(Radio 2.4GHz2)] £/ Y a3 o B L U [##& 5 GHz(Radio 5GHz)]
I AVDENTFNITH LT RDNS A—RZHREL. Va3 T EIZ @R AP ] 29U v I LET,
SSID

Broadcast SSID in Beacon

Universal Admin Mode :Disable
Security (B &Z A ER)

EB/®O[H<)—(Summary)]Z 9y IL A R=CD[ry bT—Y 422 —T x 4 X (Network Interfaces) ]
T.2.4 GHz |/RICXHIET DRV b9 E V)Y I LET,

[%5E (Settings)] 27 & 4 Uy o LET,

[#E4E %A1k (Enable Radio)] MERE TIX. [B#hE (Enable) ] SPoF K2V ZEH 1) v o L R—UTFED @A (Apply) ]
9V vILET,

FIEZ#EYRL T5GHz EEEBRELET,
HMIZONWTIE. RO =—_2T7ILESEL TLIESLY,

- JAXYLXRLAN OY FO—5DFEADEFMMIZDULNTIL.Cisco Wireless LAN Controller Y 7 bz 7NDY =27l
#SHELTLCESL,

- JANXYLRATI9ERARAEDN—FI9z7ELCYIT I 7DOEHMZDULVTIEL. Cisco Aironet 700 1) — XD
Y_aT7ILESELTLESL,

10


http://www.cisco.com/c/en/us/support/wireless/wireless-lan-controller-software/tsd-products-support-series-home.html
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4. TINA ADYEIERTE

Firepower Threat Defense Y AT L VI bz F7H# AV AL—I)LL T.T/34 X% Management Center [ZiEINT 5 &
Firepower Management Center 1—H A > 4—Jx A REZFAL TCT N/ RAEBREFEBHAL-Y . 7YX o> btO—
JL R1) & —4 Firepower Threat Defense Y R T LEZFERAL TS 74 v V2 BEEIT 50D ZTDMOEERY O —%H/E
BLIUVERIT B ENTEET,

5. Firepower Threat Defense CLI ~D7 7€ X

VEREEIE 5T IS 2 —F 1« >4 Tl&. Firepower Threat Defense CLI IZ7 2 X L&Y,

Fl&r

1. Firepower Threat Defense D4 > X b —LIZERAL BB IAVE 12— 26 EE. FRIEF—IFIL H—nNENHL T,
Firepower Threat Defense AV X k—JILEN TS 5500-X 7 TS A7 ADAV Y —IL R—FIZF7HO9+EALET,

2. 07409 BICF ey b7y T TOLRTHERLEZEBEL—F 7HO0 (B IURIETS/IRT—R)E2ERALET,
GE) T2400b0BTAY YL TP viLliE . 2—H 4 admin,/SXT—F :Admin123 TY,
3. HAFMAELAR VDY RN ERTT DICILBHF D ZEAALFTT,

45l :
> ?

4. O RTLEWIZT Yt RXF BIZIE. system support diagnostic-cli # AL FT,
45l :

> system support diagnostic-cli
5. Firepower Threat Defense &tz T ¢ dIC([L.exit *ANLFT,
1

> exit
>

6. v kT —%4 M Firepower Threat Defense MDHELE &
nN5EA
RDOEIZ,ASA5500-X 1) —X 7T S5 A7 ATHEEIN S Firepower Threat Defense DRy k T—UBAZRLET,

GE) R—FDBEFF.DFEVAUE—T A ADBESMFIZ. N DOHD ASA TFINA R ETILEIZEAL Y £ ,ASA R—
F DESfITIEL.ASA 5512-X.ASA 5515-X . ASA 5525-X . ASA 5545-X. 8 & T ASA 5555-X TIL 0 o taFEYET . —H
T.ASA 5506-X 1) —X ASA 5508-X.$ & ASA5516-X TlE 1 hbARFEY ET,
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Switch Y
inside outside Internet
GigabitEthernet 1/2 GigabitEthernet 1/1  \ )

192.168.45.1

- Wifi
Fi Management 1/1 = GigabitEthernet 1/9 (internal)
Irepower |P Address: 192.168.10.1
Management Center 192.168.45.45 Access Point IP address: 192.168.10.2

192.168.45.44

GE) BARRAAORABRA v FEFERTILENDHY FT ..
REFTE . ROBEICE>TEREDRY FT—JBAZEMNELET,

RE --> A FH~D STy 70—
DHCP i DHNEBIP 7 KL R
(ASA 5506W-X) WiFi <--> R} WiFi --> #E~D 57 sv o 70—

RABELUWIFi LDV ZAT7U MIHTEHEDHCP7 VXA RA U FE LUV ZDITATDY 547> ~HASA % DHCP
Y—NELTHEALFET,

&I 0/0 E£1-1% B 1/1 (X .Firepower Threat Defense 7 /34 X % Firepower Management Center [ZEZE & &L N &§F
THEOICERINET,

TBAVA—T A RE.EHICAVEZ—FY b POHERANMBETT APA U F—T A RERLARY FT—Y LIZE
B#EEY 5 L. Firepower Threat Defense T/3f RERNFDR A v FDAHTEAL T AEBPA 2 A—T A RES—+
DA ELTRTIIENTEET,

GE) BN LEEBA VA —J A R . EEBHREAVIA—T I ARELCHRBEBA VU I—T /A ADBTHETEET,
Firepower Threat Defense T/N\f ADEBT7 V2R (13 RXR—=D)ESEL TS,

R A2 —T A RAEELT WiFi 41> 22— = 4 XA LD Firepower Management Center 7 7 X

GE) IRy b D=V LICRIDIL— 2 EBATEH L EBLENTOETIL—T AT TEFEFTINOEAZERIZDOLNT
I%.[Firepower Management Center &/t F1MDTFirepower Threat Defense 1 23— A R |DEFSHBL TL =
&Y,

ASA 5506-X o 1) —X ASA 5508-X.FE =[& ASA 5516-X TLEDLF VA ZHr—TIIEHET BIZIF . RESBLTLE
=Ly,
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GigabitEthernet 1/1 Management 1/1 GigabitEthernet 1/9 (internal)
outside, DHCP from Modem Default is 192.168.45.45 wifi, Access Point (from DHCP)

|
| 192.168.10.2
?D?? ° Wireless Clients

\\\ (from DHCP)
192.168.10.x

Power  Active

Pows

er.
12vDC,

GigabitEthernet 1/2
inside, 192.168.45.1
(Management Gateway)

WAN Modem

( Internet :

Management PC
192.168.45.2

Firepower
Management Center
192.168.45.44

Firepower Threat Defense T/AA ADEEBT7 7t X

Firepower Threat Defense T/A A R (&. v F 7y IP 7 K L X% {EH L T.Firepower Management Center 1= & % &2
[CIL—brES— b AICEAERITET . BEIP7RLREIL—FE A2 HF—T 4R )R D Firepower Management
CenterWeb f V A—J A RELEETNAADRET AV Y L—FIZEFNRTWERFAEY LTV T ROUTEELD
CLIZE>THHBRETEET MEAHRFEEEITL =1 . Firepower Management Center ZEAL TEFXa )T+ B EUVT Y
AR = TFTNRARBEBLUVAVEZ—T A REHRELFET,

MIBEER— bk #9L 1= syslog £1=1& SNMP L R— + %:ERF %154 . Firepower Management Center Web £ > 4—7J =
AREFRALTEH OO F-IEZH 1N A23—TzARABIZHMAZDIPFRFLREIL—F . BEUNERIEZHRET 2NE
NHYFET -ELEAZBERIETEEHIC.LKR—FRIZST—2 R—+r2FERATIL2H8HLET,

7. RDIEZE

B Firepower Management Center [Z & % Firepower Threat Defense D EE D FEMIZ DL TIX, Firepower Management
Center DA 1 K E£1=IdFirepower Management Center DF > 54> ANILTESBL TLESLY,

B §RTO Firepower System DY =1 7LD > Y122 TlE,Cisco Firepower System X Z 27 ILDFESF— 3
#SBLTLEELY,

B ASADITRTOIZaT7ILDY Y IIZDNTIE.CiscoASA V) —X I ZaTF7IDFESF—L a3V EBRBLTLES,
Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a

list of Cisco trademarks, go to this URL:www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their
respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)

COR=aTF7LTHERALTVWS IP PFLRR . EEDTFLRAZRTIDNTEHY FRBAIZaT7ILAOH. AT FHA LTI GREAD
AEEMELTHERESATVET RADCPICTEEDOT7 FLAMERSA TV ELTH. TNEERNAEIOTRHAEC BRAO-BICLSED
TY,

© 2016 Cisco Systems, Inc. All rights reserved.
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