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Warning  IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you
work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar
with standard practices for preventing accidents. Use the statement number provided at the end of
each warning to locate its translation in the translated safety warnings that accompanied this
device. Statement 1071

SAVE THESE INSTRUCTIONS

Waarschuwing BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan
veroorzaken. Voordat u aan enige apparatuur gaat werken, dient u zich bewust te zijn van de bij
elektrische schakelingen betrokken risico's en dient u op de hoogte te zijn van de standaard
praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
waarschuwing als u een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt
raadplegen.

BEWAAR DEZE INSTRUCTIES

Varoitus TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen

kuin késittelet laitteistoa, huomioi sahkopiirien kasittelemiseen liittyvat riskit ja tutustu
onnettomuuksien yleisiin ehkaisytapoihin. Turvallisuusvaroitusten kdannokset loytyvit laitteen
mukana toimitettujen kdaannettyjen turvallisuusvaroitusten joukosta varoitusten lopussa niakyvien
lausuntonumeroiden avulla.

SAILYTA NAMA OHJEET

Attention IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant
entrainer des blessures ou des dommages corporels. Avant de travailler sur un équipement, soyez
conscient des dangers liés aux circuits électriques et familiarisez-vous avec les procédures
couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions des
avertissements figurant dans les consignes de sécurité traduites qui accompagnent cet appareil,
référez-vous au numéro de I'instruction situé a la fin de chaque avertissement.

CONSERVEZ CES INFORMATIONS
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Warnung WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fiihren
kann. Machen Sie sich vor der Arbeit mit Geridten mit den Gefahren elektrischer Schaltungen und
den iiblichen Verfahren zur Vorbeugung vor Unféllen vertraut. Suchen Sie mit der am Ende jeder
Warnung angegebenen Anweisungsnummer nach der jeweiligen Ubersetzung in den iibersetzten
Sicherheitshinweisen, die zusammen mit diesem Gerit ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle
persone. Prima di intervenire su qualsiasi apparecchiatura, occorre essere al corrente dei pericoli
relativi ai circuiti elettrici e conoscere le procedure standard per la prevenzione di incidenti.
Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le
traduzioni delle avvertenze riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

Advarsel VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fare til skade pa person. Far

du begynner a arbeide med noe av utstyret, ma du vaere oppmerksom pa farene forbundet med
elektriske kretser, og kjenne til standardprosedyrer for a forhindre ulykker. Bruk nummeret i slutten
av hver advarsel for a finne oversettelsen i de oversatte sikkerhetsadvarslene som fulgte med denne
enheten.

TA VARE PA DISSE INSTRUKSJONENE

Aviso INSTRUCOES IMPORTANTES DE SEGURANCA

Este simholo de aviso significa perigo. Vocé esta em uma situacéo que podera ser causadora de
lesdes corporais. Antes de iniciar a utilizacao de qualquer equipamento, tenha conhecimento dos
perigos envolvidos no manuseio de circuitos elétricos e familiarize-se com as praticas habituais
de prevencao de acidentes. Utilize o nimero da instrucao fornecido ao final de cada aviso para
localizar sua traducao nos avisos de seguranca traduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUCOES

jAdvertencia! INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular
cualquier equipo, considere los riesgos de la corriente eléctrica y familiaricese con los
procedimientos estandar de prevencion de accidentes. Al final de cada advertencia encontrara el
nimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acompaiia
a este dispositivo.

GUARDE ESTAS INSTRUCCIONES
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Varning! VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada.
Innan du utfor arbete pa nagon utrustning maste du vara medveten om farorna med elkretsar och
kanna till vanliga forfaranden for att forebygga olyckor. Anvdnd det nummer som finns i slutet av

varje varning for att hitta dess dversittning i de oversatta sidkerhetsvarningar som medfdljer denna
anordning.

SPARA DESSA ANVISNINGAR

Figyelemelem FONTOS BIZTONSAGI ELOIRASOK

Ez a figyelmezeto jel veszélyre utal. Sériilésveszélyt rejto helyzetben van. Mielott
barmely berendezésen munkat végezte, legyen figyelemmel az elektromos aramkérék
okozta kockazatokra, és ismerkedjen meg a szokasos balesetvédelmi eljarasokkal.

A kiadvanyban szereplo figyelmeztetések forditasa a késziilékhez mellékelt biztonsagi
figyelmeztetések kozé6tt talalhato; a forditas az egyes figyelmeztetések végén lathaté
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Mpenynpexnetve BAXXHbIE MHCTPYKLIUA MO COBNMIOAEHNIO TEXHUKU BE3OMNACHOCTH

3ToT cumBON NpeaynpexaeHns o603HavYaeT onacHoCcTb. To eCTb UMeeT MecTo CUTyauusl, B
KOTOpPOW criegyeT onacaTbCsl TeNlecHbIX noBpexaeHuit. Mepea akcnnyaTauuven o6opynoBaHus
BbISICHUTE, KaKUM OMacHOCTAM MOXeT noABepraTbCcs Nornb3oBaTesb NPU UCMOSIb30BaHUN
3NEKTPUYECKUX Lenein, 1 03HaKOMbTECh C NpaBunamMmm TeXHUKU 6esonacHocTyn Ans
npenoTBpalleHusi BO3MOXHbLIX HECHACTHbIX crnyvaeB. Bocnonb3yiTecb HOMepoM 3asiBrieHus,
npuBeAeHHbIM B KOHLIE KaXXaoro npeaynpexaeHusi, YTo6bl HANTU ero nepeBeAeHHbIN BapuaHT
B nepeBoAe npeaynpexaeHnin no 6esonacHocTy, NpunaraemMom K JaHHOMY YCTPOWCTBY.

COXPAHUTE 3TU UHCTPYKLIUUN

g
Ik

EEMNT MR

HEEFSKERRK. BELTARZITEGENIENE,. EEERREFBEILIEZN, LARSE
RBfR AR, FAGEERLEEMAEMRETERRF. FRESNESSRIRUAE B SIERLEILT
RERREMHE SR AREIEAR.
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[fElE] OBEKRTY ., ABEREFHT5-O0FEFTENBRINTVET, ZEORYIKMEES
T5LEFE. EREROBIKRESEEL., —BMEBHHLERICEEL T LSV, EH50REERIE.
BEEZREDESEHIZ, HEIFE® MTranslated Safety Warnings] #ZB L T ZELY,

CNODEBREZRELTEVLTIZELY,
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Aviso INSTRUGOES IMPORTANTES DE SEGURANCA

Este simbolo de aviso significa perigo. Vocé se encontra em uma situacido em que harisco de lesdes
corporais. Antes de trabalhar com qualquer equipamento, esteja ciente dos riscos que envolvem os
circuitos elétricos e familiarize-se com as praticas padrao de prevencao de acidentes. Use o
nimero da declaracéo fornecido ao final de cada aviso para localizar sua traducao nos avisos de
seguranca traduzidos que acompanham o dispositivo.

GUARDE ESTAS INSTRUCOES

Advarsel VIGTIGE SIKKERHEDSANVISNINGER

Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for
legemesheskadigelse. For du begynder arbejde pa udstyr, skal du veere opmaerksom pa de
involverede risici, der er ved elektriske kredsleh, og du skal seette dig ind i standardprocedurer til
undgaelse af ulykker. Brug erkleeringsnummeret efter hver advarsel for at finde overszettelsen i de
oversatte advarsler, der fulgte med denne enhed.

GEM DISSE ANVISNINGER

BENE] Aelall GLe¥I Silalds
(Joall £y (B .lllis (13 i die iy B (10 b i lgtle 01 iy 10 . plad: 3929 140 pallonid S g

Pl Erg g1 ¢ 589 (193 W shiml Al Sle o Wl el ke (559 Al oS Cilantualt (15 a1 slalve 5 S

Sl e 0 1 D1 Gl D gl (13 a5 S0 gl il S 53T 352581 Gl o

Sl y ¥ ols Loy @d

Upozorenje VAZNE SIGURNOSNE NAPOMENE

Ovaj simbol upozorenja predstavlja opasnost. Nalazite se u situaciji koja moze prouzrogiti
tjelesne ozljede. Prije rada s bilo kojim uredajem, morate razumjeti opasnosti vezane uz
elektriéne sklopove, te biti upoznati sa standardnim na€inima izbjegavanja nesrec¢a. U
prevedenim sigurnosnim upozorenjima, priloZzenima uz uredaj, mozete prema broju koji se
nalazi uz pojedino upozorenje pronaéi i njegov prijevod.

SACUVAJTE OVE UPUTE
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Upozornéni

Mpoeidotroinon

NNTX

npegynpeayBake

Ostrzezenie

DULEZITE BEZPECNOSTNI POKYNY

Tento upozornujici symbol oznaéuje nebezpedéi. Jste v situaci, ktera by mohla zpiisobit
nebezpeci Urazu. Pfed praci na jakémkoliv vybaveni si uvédomte nebezpeéi souvisejici

s elektrickymi obvody a seznamte se se standardnimi opatfenimi pro pfedchazeni araziim.
Podle Cisla na konci kazdého upozornéni vyhledejte jeho preklad v prelozenych
bezpeénostnich upozornénich, ktera jsou pfilozena k zafizeni.

USCHOVEJTETYTO POKYNY

“HMANTIKEZ OAHTIEXZ AZDAAEIAZ

AuTo6 10 TTpOEIdOTTOINTIKG CUUBOAO onuaivel Kivduvo. BpiokeoTe o€ KaTAOTACN TTOU UTTOPEI vVa
TTpoKaAéael Tpaupatiopd. MNpiv epyacTeite ag OTTOI00MATTOTE EEOTTAICUO, VO EXETE UTTOWN OAG TOUG
KIvOUVOUG TTOU OXETICOVTaI JE TA NAEKTPIKG KUKAWUOTO KOl VO EXETE €E0IKEIWOE e TIG oUVNBEIG
TTPAKTIKEG VI TNV ATTOQUYA ATUXNMATWY. XpNOIYOTIOINOTE TOV apiBuo dAwaong TTou TTAPEXETAI OTO
TENOG KABE TTPOEIBOTTOINONG, VIO VO EVIOTTIOETE TN METAPPAOCT] TNG OTIG JETAPPACTUEVES
TTPOEISOTTOINCEIG A0@AAEIOG TTOU CUVODEUOUV TN OUCKEUT).

OYNA=TE AYTEZ TIZ OAHTIIEX

nnivn Nnin'oa nixiN

TI'Y DY TAVNY 1197 .nYN97 0Na7 2175n A¥Nna X¥N1 NNX D120 mon AT NNNTX n'o
D'7217nn 07010 DX N7 0Y9NYN 0'72yna NIdNON NIR207 YT Nife Y L Inw'
DIANN DX MNXR? 1O DINTR 70 7w N9I02 POIONN NXIINN 190N WNNWN .NNIXN Nyan?
JPNNT7 NIDIXNY NINAINNA NIN'VAN NNNTR]

NN NIXIIN NINY

BAXXHWV BE3SBEHOCHW HAIMATCTBUJA

CumbGonoT 3a npeaynpenyBake 3Ha4M onacHocT. Ce HaoraTe Bo cuTyauuja LIToO MOXe Aa
npeamseuka TenecHu nospeau. MNpen aa pabotute co onpemarta, buaeTe CBECHU 3a PU3MKOT LUITO
MOCTOM Kaj eneKkTpnyHUTE Kona u Tpeba fa rv no3HaeaTe cTaH4apAHUTE NOCTanku 3a cnpevyBake Ha
HecpekHu cny4daun. MickopucTeTe ro 6pojoT Ha nsjaBaTa LITO Ce Haora Ha KpajoT Ha cekoe
npegynpenysBake 3a Aa ro HajaeTe HEroBUOT Nepuo, Bo npeeeaeHuTe 6e3benHocHU
npegynpenysBaksa LUTO Ce ucrnopavaHu co ypeaor.

YYBAJTE ' OBUE HAMATCTBNJA

WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol ostrzezenia oznacza niebezpieczenstwo. Zachodzi sytuacja, ktéra moze
powodowac obrazenia ciata. Przed przystgpieniem do prac przy urzadzeniach nalezy
zapozna¢ sie z zagrozeniami zwigzanymi z uktadami elektrycznymi oraz ze standardowymi
Srodkami zapobiegania wypadkom. Na koncu kazdego ostrzezenia podano numer, na
podstawie ktérego mozna odszuka¢ ttumaczenie tego ostrzezenia w dotagczonym do
urzadzenia dokumencie z ttumaczeniami ostrzezen.

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC
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Upozornenie  DOLEZITE BEZPECNOSTNE POKYNY

Tento varovny symbol ozna€uje nebezpecenstvo. Nachadzate sa v
situacii s nebezpecenstvom urazu. Pred pracou na akomkolvek vybaveni
si uvedomte nebezpecenstvo suvisiace s elektrickymi obvodmi a
oboznamte sa so Standardnymi opatreniami na predchadzanie urazom.
Podla ¢isla na konci kazdého upozornenia vyhladajte jeho preklad v
prelozenych bezpeénostnych upozorneniach, ktoré su prilozené k
zariadeniu.

USCHOVAJTE SITENTO NAVOD

Opozorilo  poMEMBNI VARNOSTNI NAPOTKI

Ta opozorilni simbol pomeni nevarnost. Nahajate se v situaciji, kjer lahko pride do telesnih
poskodb. Preden pri¢nete z delom na napravi, se morate zavedati nevarnosti udara
elektricnega toka, ter tudi poznati preventivne ukrepe za preprecevanje taksnih nevarnosti.
Uporabite obrazlozitveno Stevilko na koncu posameznega opozorila, da najdete opis
nevarnosti v prilozenem varnostnem priro¢niku.
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e ISA 3000 O 8L ~_—
http://www.cisco.com/c/en/us/support/security/industrial-security-appliance-3000/model.html

e ASA L ASDM DR F =2 A |
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html

e CSMDORF 2 A

http://www.cisco.com/c/en/us/support/security/security-manager/products-documentation-roadma
ps-list.html

e FireSIGHT O R ¥ = A |
http://www.cisco.com/c/en/us/td/docs/security/firesight/roadmap/firesight-roadmap.html

e (Cisco.com: Www.cisco.com
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e Cisco Marketplace : www.cisco.com/pcgi-bin/marketplace/welcome.pl
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ZOF T AR REERE Z T3 A AR WA D A A b —F D Out-Of-Box =7 A~
x> A (OBE) IZ2W Tl L £97, Cisco ISA 3000 TIX THHMHFICT 7 4L b DT A—4
Ty FRAREINTVET,
ZOEOHNFILZ KD EBY TT,
o THHAMHFDOT 7 4V FRIE (4-1 =)
- R—FERE-2 =)
- ASA DT 7 4V FRE4-2 =)
- CLIOTHEHERDOT 7 3L h iR iE (4-4 _X—2)
e MIB F#H (4-7 ~—)
o REDIDIZT NA AZHFE T 5 (4-7 X—2)
- BlfR O FIE (4-8 <X—2)
- ISA3000 DEWFEA (4-9 ~—)
- ASDM OjL#) (4-9 =—)
- 1> ASDM 7 1 ' — K 3 L OFERIER & D FAT (4-14 ~2—2)
- ASA Firepower ¥ = — /L ORE (4-14 ~X—7)
- KROEH4-15 =)
o MIHIRRE DR (4-15 _—2)

TISHGERDT 7 4L FERE

ISA 3000 O LIFH DT 7 4L R iR EIL AMMD ASA TNNA AL FHBETRRY T kOB
A v TR EY LTEDO I OWTEBEL £9,
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AT HHERE |

N ITSHEBOT I+ FEE

R— bk 1EER

R—rESHT

R—=TrDES T DEV AL F—T 2 A ADFKE ST II MDD ASA T /XA A LT R £9,
ASA O— IR — N B BAMIFIZ 0SB E D £ 23, 1SA 3000 DR —F DEFESFITIZ LD
WBEVET R—F DAL E—T =2 A ALIFTHKRDO L D270 £,

s X¥HEY b A—=¥ Xy 11
s ¥UE Y A=Yy b 12
e ¥WEY I A—%xy bk 1/3
o ¥WE YN A=V Ry 1/4
EHAR—MIKROI IR £,
o HH 1N

USB R—

NEN ST 7B RAARERZ AT ADUSB20U L)X EAN2ObVET. 2NHDOR—F
T RBEEAN L —Y SRS ZEZYR—FLET . 2NHD 250D USB A— kL. ASA TiX
diskl.disk2 EFRRINFETUTITHZRL F7,

ciscoasa# show file system
File Systems:

Size(b) Free (b) Type Flags Prefixes
* 15621070848 15401517056 disk rw disk0O: flash:
- - disk rw diskl:
- - disk rw disk2:
- - network rw tftp:

INHEDR—=NMIFT 74V TAR—=T NI TEY A 7I2T5Z LITTEERA,

ASADTI7#ILFERTE

WDE 7> a s TIEASA DT 7 4V K #RE & Out-Of-Box EBHEIZOWTHEIL 7,

F77AT72+—ILE—F

ISA3000 X7 7 A/ FTIERN UV ARTL U N F—RTCEELET . 77 AT 74—/ R
oWV TIR. OB g TR L ET,

TFEAR—+

BHAR—RIUXIT 7A NV IDRET 4w 7 IP T KL A,192.168.1.1 BREND B THNTWET,
WPl Z_R L £97,

interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
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DHCP H-—/\
HTTP H—/\

75 R—h

IgtmEoT 7+ rEE A

EPAR— MRS TS DHCP A2 7 5 A 7> M IEISA 3000 7> 5 B IP 7 R L 2%
WAFTE £9.7 7 4 /L b BIETIELISA 3000 O HA — K THHIZ/2 > TV % DHCP H—3 %
FBELET.,DHCP 7/ 7 A7 MU —ATEXHIPT R L AOHKMIT EHA—MIEDYETH
NEZIPTRLUVRAICEHELRWVHETT, ZOIPTRL ZADOTFT 7 4/ b O#PHIL 192.168.1.5 H»
5 192.168.1.254 ORI CTEIN SN FE T,

T FNVERETIHEHR—FTIZ I A4T7 2 F225 ISA 3000 ~® Cisco ASDM 7 7 & A & 1%
LU FET.F7 40 FFBEITEHR— O HTTP —Z BB A X — 7L £, #1E
@ Cisco ASDM 7 7 B A TIIN AT — R BTSN EH A,

TN ETETRTCOT—Z K= "R T VY I A—TIZhHV T, 2L . EDA
B—=T 2 A AN LTCHOR T 747 7a—D3MUOA X —T = f AN D Z LN TEET
(VoY F—R) L REIEE TR T =7 NARXZEEZFIHT LI N7
T4y TIZXF Ty b A—H Xy b /1 BLO1/2 X7 (£721%., Copper SKU TlI, FHE v b
A—HRy N BBIRUVAXT)EHHT L2 ERHERINET,

allowAll 77 A U A F Z/ERK L .CLI £721X ASDM 2L CEthET —% A X —T = A
AN C & ¥ 9, SourceFire b 77 ¢ v Z HIZIZBIDOT 72 A U A K sfrAccesList 23ERL S v
*7,

/I N = DN

interface BVI 1

|

interface GigabitEthernetl/1
bridge-group 1

no shutdown

nameif outsidel
security-level 0

|

interface GigabitEthernetl/2
bridge-group 1

no shutdown

nameif insidel
security-level 100

|

interface GigabitEthernetl/3
bridge-group 1

no shutdown

nameif outside2
security-level 0

|

interface GigabitEthernetl/4
bridge-group 1

no shutdown

nameif inside2
security-level 100

|

access-list allowAll permit ip any any

access-1list sfrAccessList extended permit ip any any
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AT HHERE |

N ITSHEBOT I+ FEE

T27AT7D4—ILEKR)—

F—=H R—=MEIT 74NV N AN > TCVETBVIA L H—T 2 A ANRT =X DlinikmH
T DIIF EI R IP T RV ARMETT, F T 7 4w 73T 7 4V THEETHRY ¥ —
vy eI TRy T EEHL T SFRICEEX I NET,

778 A U AND sfrAccessList DT 7 NV P RETIH. TR TCOMN T 7 4 v 7 E2EZHbEE
Tl EZIX U T ZEHLTHITP N 77 4 v 7 OB %kl L (SFRIZED Z ENTEET,

access-1list httpTraffic permit tcp any any eq http
class-map httpClass
match access-1list httpTraffic

policy-map global_policy
class httpClass
sfr fail-open

FirePOWER D N 77 4 v 7 & T H 7 T A =~ T OT 7 Vv FFREITRD LB T,

class-map sfrclass
match access-list sfrAccessList

Default configuration of policy map for the actions to be performed on the traffic
identified:

policy-map global_policy
class sfrclass
sfr fail-open monitor-only

CLLOIZHERDT 74+ ILFERE

CLI ®— i 7e THHMEEOT 7 + )V R EIIR D LB T,

ciscoasa# show run

: Saved

: Serial Number: FCHIXXXXX
: Hardware: ISA3000, 8xxx MB RAM, CPU Demo MHz, 1 CPU (4 cores)

ASA Version 9.x(x)x

|

firewall transparent

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
Eal|

|

interface GigabitEthernetl/1
bridge-group 1

nameif outsidel

no shutdown

|

interface GigabitEthernetl/2
bridge-group 1

nameif insidel
security-level 100

no shutdown

|

interface GigabitEthernetl/3
bridge-group 1
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IgtmEoT 7+ rEE A

nameif outside2

no shutdown

|

interface GigabitEthernetl/4
bridge-group 1

nameif inside2
security-level 100

no shutdown
!

~
¥ OXITE YN A=V Xy b U~ 14T EBEOR— D LMOEEDOR—F~D K Z
T4y IWRARERT VY IA—TF112hH D 7,

interface Managementl/1
management-only

no shutdown

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0

A
EO192.168.1.1 1. T 74NV FOEHIP TRV AT, 2T EH—DF XA A w3 —T ¥,
ASDM F 7213 CLI T ISA 3000 ZEH T B 72DIEHATE ST R L ATY

1
interface BVI 1

no ip address
|

~
O OASANRTUARTLU M F—RDLEITR—FMTT—FNHEND7DITIT.BVI A
B —T 2 A AP T R L ARLETT,

ftp mode passive

no hardware-bypass boot-delay module-up sfr
hardware-bypass Gigabit Ethernet 1/1-1/2
hardware-bypass Gigabit Ethernet 1/3-1/4

N
F 7 7 4L kTl copper SKU Di DT T/HN—K 7 =7 NANRARA F—T LT > T
WETASANEIHT D E N—RT =7 NARRIA T £7,

access-list allowAll extended permit ip any any
access-list sfrAccessList extended permit ip any any

access-group allowAll in interface outsidel
access-group allowAll in interface outside2

same-security-traffic permit inter-interface

pager lines 24

logging asdm informational

mtu management 1500

mtu insidel 1500

mtu outsidel 1500

mtu inside2 1500

mtu outside2 1500

icmp unreachable rate-limit 1 burst-size 1
no asdm history enable

arp timeout 14400
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N ITSHEBOT I+ FEE

no arp permit-nonconnected

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

user-identity default-domain LOCAL

http server enable

http 192.168.1.0 255.255.255.0 management

~

¥ 0OBHEHAR—RCZEY ASDM 7T 7 B2 EHCL £17,

no snmp-server location
no snmp-server contact
service sw-reset-button
crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy
telnet timeout 5
no ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
console timeout 0
dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management
|
threat-detection basic-threat
threat-detection statistics access-1list
no threat-detection statistics tcp-intercept
dynamic-access-policy-record DfltAccessPolicy
|
class-map inspection_default
match default-inspection-traffic
!
class-map sfrclass
match access-list sfrAccessList
!
policy-map type inspect dns preset_dns_map
INT A—H
message-length maximum client auto
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
class sfrclass
sfr fail-open monitor-only
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MIB 1&$R

miB ik W

S,
¥  FirePOWER €Y = —/L CREENAE L 254, Mail-open] T—RIZL V. ASATr T 7 1 v
7 DIEERLF L OMRIES ATREIC 72 V) £97, = < & K Imonitor-only | & F2/79 % & ASA 7> 5 SFR
SNONTy ERAC—SNN T TIFTTA A AT g P TEIVET,

service-policy global_policy global
prompt hostname context

Cryptochecksum:61c9397c4e5eb7f0ffcl4e902ccba3e”
: end

ciscoasa#

ISA 3000 IZ.BAEASA Y 7 F U =27 CTHR—=FENDZTRTOMIB ¥ AR—FL FE7,
ASA THHR—F &b MIB 1%, SNMP k4 A K @ URL THER T £97,

http://www.cisco.com/c/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/monitor
-snmp.html

FIT XY FNT— 7% MIB ® URLZRHOTAHZENRTXET,

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

HED=OIZTINA RIZEHET S

Cisco ISA 3000 |ZIL AIHIGREEIT Y T2DIERATE 53 20T arn"b v £9,
1. USBAR— k&35 CLI
ZOF T ar TR USB r—7 V%o CTT/NAADI = USBAR— I PC &L 7,

EFELWRIARXNASA U AR —=INTWINIE. Z¥—IF NV e s IrrzE#hceEd L—
ZEWET DU N T ANRNDBRNENIBENRPCRT v~y SR REINTHEIL,
RTANRNENRY 2y A=H—0bAFT L0, £7213RO URL #S L T Z S0,

h ://www.silabs.com/pr mcu/P BtoUARTBridgeVCPDrivers.aspx

2. RI45 27— R — K~ &HHT 5 CLI

DA S a TR DBY 2R ZRB I —TLICHEESRED RI45 % {# ] L T, Cisco ISA
3000 @ RJ-45 =Y —)L R— MIT PC 8L £9°,

3. BN AL E—T A A0D5 ASDM
FIET D PC 2 CiscoISA 3000 DEH AL X —T =2 A ALFE UV T Xy N2 12556
1. ASDM 2 L CTNNA AZHRETEETLIP 7 K L ADOHFFHIL.192.168.1.5 "5
192.168.1.254 T9,ASDM GUI Z LI L T, T /34 ZADORELXBBTE £,
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AL DFIE

RO AR Ky b U — 27 DR TT,

& 4-1 BEXHGty FT—2

ISA3000 Typical Configuration

Internet

Qutside1
Gigabit Ethernet 1/1

Management 1/1
ASAIP Address
192.168.1.1
FirePOWERIP Address
192.168.1.2

Management PC
Industrial Network

Inside 1
Gigabit Ethernet 1/2

R —7NVTEBETNANARELTLAT 24— Xy M 2Ly FITHEHL £T,

FHEY b A=V Ry b 12 A7 —T =4 A(NE)
B 1/1 A #%—7 = A % (ASA FirePOWER £ = —/LJf])

ATy 1
[ ]

~

I OBH AL ¥ —7 = A AL ASA FirePOWER E2 = — L2 FICBTARDOT S A 2 & L THE)
BT 272 NEA v =T 2 f RAELEH A X —T =2 A AFFR LRy bU— 7 TR T
=FET,

XHEY N A—H Ry N VIR A F—T =2 A4 A% WAN TAAA R (T2 213 —T v 5

AFyF2
LI E)VITHER L £,

~
F O —7 NV ETF A TI192.168.1.0/24 F7-13 192.168.10.0/24 DA IP 7 R L AREE S -4
ERBIOIPTRLAZRMEHAT AL HIZISA3000 DRELZLEFTHILENL Y 7,
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BEQEHIZTA/RIzEHETZ B

== : nJ
ISA3000 DEREA

AFvF1 ERT T 7 OWEERERFIEICOWTIX 3 FEIDC ElR~OH  OF 2SR L T{E a0,

RFvF2  EIFETT71EDC EFRICEMRE L 72112 ISA3000 (ke L £97,

AFYF3  LED DRAT—H AZFFNT T AL AREFICEEL TS 2 L 2R L £9. 55 3 m ko
ERBIESZHRL TLEEN,

ASDM D2 Ef
ASDM % FE47T 5 728 D EAHIT-D T, Cisco.com DTASDM release notes]ZZ L TL 72 &0y,
Z Z TIX.ASA FirePOWER £ 2 — /LA B H T 57292 ASDM #3425 Z L ZHift & L T
WEFLFireSIGHT & A7 A& AT 25813, Y 2 — /0 CLLICEERL By b T w7 227 Y
7N EFEITTHMENH Y £3,[ASA Firepower quick start guide]Z S L T2 &0,
FIE

AFyF 1 ISA3000 IZEHFSNTWAarEa—% T Web 7 7 &2 EEIL £,

ATvF 2 [Address] 7 4 —/L (T https://192.168.1.1/admin &> URL Z AJjL 7,

ARFyF3 TIUYTEETERWT IV r—2 g v OEFTEZHF AL TIWNE S fERERD N E
T, 77UV o UL, 22— IIHIDO FETIEE L £, @020 E >0 Td B =2 U 7 o
DEMIZKT BT 7O TOIREESBL TLIEEWN,

ARFv T4 [Cisco ASDM] Web ~X— U NFERENE T,
~
EOBHa LY —HEUAYL AT A7 M ELTASA IZHER L 235613,

https://192.168.10.1/admin T ASDM |Z7 7 ¥ A T& £,

ATFvF 5  HHARE/R A7 > a3 > ([Install ASDM Launcher]. [Run ASDM], [Run Startup Wizard]) D\ 9 412>
7Yy 7 LET,

AF9T 6  HEEHOERICES TAH T a &8I  ASDM % 8 L £ 7, [Cisco ASDM-IDM Launcher] 73
ForREINET,
[Install ASDM Launcher] # 7 U » 7 L 723556 55612 X - TiX, lnstall an Identity Certificate for
ASDM | (2% > T ISA3000 @ ID FEBHE & ASA FirePOWER £ = — /L OGFHELZ ZNZF A
ARN—/VT DI ENNEITRY F£7,

AFyFT1 22—V HLERRT—-RFRDT7 4 — VR EZEOEFFEERL[OK] 227V v 7 LET, A1 ASDM

74 R UNERINET,
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AFvF8 AL AF—/L T % ASAFirePOWER £ 2 — /LD P 7 F L ZAZEET D L I RO LG
T XA Tarl Ry 7 A%X v 2V L 9, [Startup Wizard]) ZFEH L T, ET . EYV =2—/LD IP
TRUVAZELWIP T R L RACHETHLERH Y £7°,

ASDM 1% ASA Xy 7 7L —2 %S L C ASA FirePOWER Y =2 — VD IP 7T KL ARTEEEHE
TEFET R L EY a— L EFRT LI A Y NI —J 2N L TERHIUI A X —T = A
FEORD 2=V (BIOHLWIPTRL AT 78 ATAHLENLY £ HRINIEET
X'V 2= LDIP T RV ANRHNE R Y T = ICHFEET DD . ZOT 7B ANAHETT, IP
TRUVAEZERELEZIZASDM B3Ry b T —7 EOFEY 22— VIZBEZETEX R WEEIT. =T —
NEREINET,

AFvF9  [Wizards] > [Startup Wizard] Z 3R L £7°,

AT 0 LEIG T TBIMO ASA REZAT 9 7>, £7213, ASA FirePOWER @ [Basic Configuration] [ [ 73
FRINDETHHZEALTIIZIN,

[EJ Cisco ASDM 7.3 for ASA - 192.168.1.1 - Startup Wizard E
i Startup Wizard ASA FirePOWER Basic Configuration (Step 9 of 12)

In order to establish proper connectivity with the ASA FirePOWER service blade, please ente
all necessary information.

Mote: ASA FirePOWER-related configuration is intended for bootstrapping. Modifying an
existing A54 FirePOWER configuration may lead to undesired results.

[] Belect to_Bypass ASA FirePOWER Configuration.!
Metwork Settings
IP Address:  |192.168.1.2

Subnet Mask: [255.255.255. 0w |

Gateway: 192.168.1.1

Please read the following license agreement. You must accept the terms of this agreement
befaore continuing the wizard,

End User License Agreement *

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
CAREFULLY. IT IS YERY IMPORTANT THAT YOU CHECK THAT YOU ARE
PURCHASING CISCOD SOFTWARE OR EQUIPMENT FROM AN APPROYED
SOURCE AND THAT YOU, OR. THE ENTITY YOU REPRESENT (COLLECTIVELY,
THE "CUSTOMER") HAYE BEEN REGISTERED AS THE END USER FOR THE
PURPOSES OF THIS CISCD END USER LICENSE AGREEMENT. IF YOU ARE NOT
REGISTERED AS THE END USER YOU HAYE NO LICENSE TO USE THE
SOFTWARE AND THE LIMITED WARRANTY IN THIS END USER LICENSE
AGREEMENT DDES NOT APPLY. ASSUMING YOU HAVE PURCHASED FROM AN
APPROYED SOURCE, DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO SYSTEMS, INC, OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD OF -
4 | m ] >

(7) I accept the agreement

(<o (> ) v ) (corce | [t
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T AN NEREEEHT DT ROMEEREL £,
e [IP Address]:192.168.1.2
e [Subnet Mask]:255.255.255.0
e [Gateway]:192.168.1.1

AF9 7 1 [Iaccept the agreement] & 7 V 7 L C,[Next] £721% [Finish) %7 Vv 735 L. v 4 F—K N
MTLET,
Z2FvF12 ASDM ## T L. FHEHL 3,5 —2-2—12 ASA FirePOWER O % 7 RERINFET,

X )T OERBIZHTHT IV TORE

ZZTIX.ASDM OEBITIC EFRORT v 730X 2 U T 0 OERNOGET B HiEx R L £,

Internet Explorer

(& nitps//1031.118.167/admin D = G| @ cenificate Eror: Na...

File Edit View Favorites Tools Help

& @)1cc15 @ cec @) edes @) qddts @ topic &) budget ] scrubber &) hyperlite-WE EJ hyperlite-wiki | security ~

a There is a problem with this website's security certificate.

-
The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server

We recommend that you close this webpage and do not continue to this website.

¥ Click bk
< & Continue to this website (not recommended). >

@ More information ASDM launched from Internet Explorer (IE)

Safari

bber cdetsng qddts topic budget clarity security v cisco v hyperlite-IWE hyperlite-wiki unix-home(0:) ¢

= Safari can’t verify the identity of the website “10.31.118.167".
The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “10.31.118.167", which could put your
confidential information at risk. Would you like to connect to the website
anyway?

? Show Certificate Cancel
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Chrome X 7v 7 1

asdm launched from Google Chrome

Your connection is not private

Attackers might be trying to steal your information from 10.31.118.167 (for example,
passwords, messages, or credit cards). ITY_INVAL

D Automatically report details of possible security incidents to Google. Privacy policy

Back to safety

Chrome X7y 7 2

r 1
'Hide advanced| Back to safety

This server could not prove that it is 10.31.118.167; its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 10.31.118.167 (unsafe)

asdm launched from Chrome
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Firefox X 7 7 1

This Connection is Untrusted

=
‘ 4' You have asked Firefox to connect securely to 10.31.118.167, but we can't confirm that your
| connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that
you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks .
C ) asdm launched from FireFox

Firefox X7 v 7 2

This Connection is Untrusted

YYou have asked Firefox to connect securely to 10.31.118.167, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove that
you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!
Technical Details

| Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification.
Even if you trust the site, this error could mean that someone is tampering with your
connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted

e ASDM launch from FireFox
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Firefox R 7v 7 3

——— v m———

-
You are about to override how Firefox identifies this site.
4 Legitimate banks, stores, and other public sites will not ask you to do this.

Server
i Location:  https://10.31.118.167/admin/

Certificate Status

ha
This site attempts to identify itself with invalid information.

View...

‘Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to yir
impersonate this site.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.

ASDM Launch from EireFox

Permanently store this exception ste

Confirm Security Exception

Cancel

fttdd ASDM 7 1 HF—F & K U FHMIERE DEIT

ASDM ICIZ. tX 2T 4 RY S —%2RETIEODOT 4 F—RBEHEENTWET T
BER T RTOY 4P —F &2 R D121, [Wizards] A==2—%2FRL T &,

ISA 3000 D% E % #i173 % 121X . [Navigating the Cisco ASA Series Documentation] Y 7 k7 =
TN=Ta s =a T VESL TS,

ASA Firepower € 1 — LD HRTE

ASDMZHHAL C.EVa2a—1DtXx 2T 4 R V—Z2REL. TV 2NV T T 4T %
712‘1!:!1/?@‘0

F 0 B JEE LT FireSIGHT ¥ % — %/l L T ASA Firepower £ =2 — /L& T 5H 2
& TEET,EEMIZ OV TIL. FASA Firepower Module Quick Start GuideJZ 2 L T 72 &\,

FIR

ATvF1 ASDMU)ASAFirepower DOR—=VEFHLTC. TV 2—1DEX2VT 4 R —2FHEL F
T ARV —DOREFEIZOWTHELLHDITIZAEEDOX—Y T [Helpl 27 Vv 79250, %

7213 [Help] > [ASA FirepowerHelp Topics] Z &R L £7°,

ATFvS2 N7 4w BT 21T

%159 % 1213, [Configuration] > [Firewall] > [Service Policy Rules] %
WL £7°,
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ATv73
ATvT4

ATvSH

ATYT6
ATF9F1
ATy 8

ATv79

ATY7F10
AFyT 1N

RDIEE

vizeEowrz B

MMhﬂMM%MumWRWﬂ%@WLi¢
R —5REDA L FZ—T = A AT 270 7T REENTHEH T2 0% BIL | [Next]
z7 Uy 7 LET,

N7 4y DB EE EL&T?@b{i4/A?/f@77fXﬂ%W%L L7239 _T
DT T4 INET a—NA~NUE AL 7 FId & )12, —E% [Any Traffic] IZEETE F
T, E R — kAGA%Eﬁkm%@%E%iti%T®F774/7772 HSWT &
DB R A TERTH L L TEET . ORI O —TIX . TOMOAF T a ixHE0 AT
THOVETANT T 407 JTAODEEDET LEZL Next] 7 U v 7 LET,

[Rule Actions] ~X—73" C [ASA Firepower Inspection] ¥ 7% 7 U v 7 L £7°,
[Enable ASA Firepower for this traffic flow] &= v 7Ry 7 A4 12 L £,
[If ASA FirePOWER Card Fails] fHi C. kOWT a7 U vy 7 L ET,

e [Permit traffic] TV 2= VPNMERARADBEIC.TRXRTONT 7 4 v 7 OBBEHRE/RLT
A9 5 L 91T ISA 3000 #5%EL £9,

°[G%Hmm]%/z%wﬂﬁWT%&wFA IRTON T 74w 0% Ty 735K
512 ISA 3000 #REL £,

(F 7> a )T 74y VOHELMVEHOAL =2 2 —VIZEETH(DFEV Sy T
N 129 %) 1213, [Monitor-only] 4 12 L £,

[Finish] 2 27 U » 7 L KIZ [Applyl 27 U v 7 L £,

COFEEMVIELCEBNON T 7 4y 7 7a—%2RBIZS L TREL 7,

ASA Firepower € = —/L & ASA BIEDOFEMIZ OV TIL,ASA/ASDM O 7 7 A T 0 4 — V% &
774 R OTASA Firepower Module] D, 721X ASDM DA T A v~V T B T &0,
ASA/ASDM DT _XTDORF =2 A FD Y 71250 Tld, Navigating the Cisco ASA Series
Documentation ZZ ML T2 S0y,

ASA FirePOWER D% E DFEMMIC DN TIR A > T A &~ ~ L7 £ 721X ASA Firepower Module
User Guide ] & 72 1Z[FireSIGHT System User Guide]%# & L T 72 &0,

AR E DHERR

BHLWAL X —T 2 A ARELLSEEL TWD = LA HRT AITITKOTF A N FEFTL F3,

o AL H— 7:42k;0@ﬁfmb:wﬁE%@%%C7y7iti&?/0_%5mko
% HERR T 5 121% . show interfaces =~ F Z A 7L £9°,

e IP \_Eﬁﬁéﬂf_%/ﬁ’ Tz AADY <Y — AT —HX X% FKRT 5HIZIL, show ip interface
brief = v R &2 HL £,

o ELWARARAENRAY—RPREINTWD Z & %GR T 51213, show configuration =
YREANLET,

VIR TEL5ET L MR L /=13, Cisco ISA 3000 TR EDHIELX R T TX 1,
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CHAPTER 5
IN—F YT T IN( /IR E—F

Z ME T, Cisco ISA 3000 Industrial Security Appliance 733 A /XA &— K TEI{ET 5 HiEIZ
WAL £, A X2 = — R T AR — N N BRI Cisco ISA 3000 2 /N A /XA L,
TURY—Z U N A MR CTED I L L ERSNET, ZOMRBIZTT 17 7 AR TT, v A
TANPEBLES Y7 T 2T RY ANANR =R BF TR ET,

ZOEDOHERIZ KD LB TT,

o N—RT T NANRZADTF U A (5-1 X—)

o N—=RU =T NANRRET 7 AT U 4 —/L F—FOHHM(5-2 =)
o K— KD/ A/Z LED(5-3 2—72)

o ARUK Ayt—U(53 =)

e CLIAMVZ—T7 A A a<w K (53 2—)

> g O N

IN—FDTT7 INAINADF)F
IN=R T =T NARZEEETIIEEBRFICN T T 4y I BROA L H—T 2 4 A XTI THH
EETEET,
e ¥HE YK A=V Ry 11 EI12
o X¥WE Y M=%y 13L& 14
=R T =T NANZEETRE AR CT MO W T BEVWO Y 7y =27 N—T g
D ASA —fBEMEORER T A R Z2Z L T 7E 30,

http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-inst
allation-and-configuration-guides-list.html

A H =T 2 AADXT T LEIZ KD ANRY FREON—R T =27 NANXZENMEZRETE ET,
o aﬁ?ﬁ@]%ﬁ

o EHT AT LA~DBEIFMK

IN=R T 2T NARRAFFHTHLAR—T N FHET 42— NI TEET,

BIRGIWT & 13 B O FER AL D Cisco ISA 3000 DV v — R £7/2 13 EH), /2135a2 5l
ERAEBWRL £7.ISA TREINTWHE BRUYIEICL D ISA DT —% R—F B3/ A 32
SNETVEERABICLNA—FR T 27 SANARETTALEIICRETELE TRTOFT
T A4 I BN ER— DO — M EF-F0oWERTCEET BRERNMERT L LR
VAl V7I~'7:7Z)>/27A0)t@0)@?ﬂk{ﬂ%% H—L VAT LOEFENTETZ (774
T F =L DRy MRS TE ) GRICORNRAL R ET 42— VI £,
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>

ZFE

>

F#
ak

BIRBA L X EEPMERHL 7RI, 2R EIH S TT—F F—F DA R EF—F &
AT EABGAITTHZLEBEHRLET, T XTORN T T 4w 7L, 22—V RFETNHRARZRET 4
T =T N T B ET HNEHR—ENEAEHER— T EEE0HIC %ﬁf%iﬁ“ EIRNE R
L7 . EREHELD VAT ADRARANA =R THDHI LERTEDIZ ARV NN T T
WEFL AT M ESNET,
FEN TR 2T RARREARX—TNVICTBEE VAT HINANRA ETE—REAR—T )L
WL 2= WNRNANRRET 4 =TT DA~ REeRITTDHET.ITRTOT 74T
7 4 —JVIVPN 721X IPS BEBENEH SN FETA 7V T 4 Bb A0 ME VAT LI X D%
ENRE SNV L EZRTEOIC B AT ACEEEINET, 2 —FIIthOEEZH T L
TWABMICAANRNAEREE A X —T NI T DN FETIETT 4 =T NI T B0 EEBT HNE
NHY F9,

NRANRZZET 4 =T NI LB WES . TRTOLEFENRITEN S NN & 2o —F 2@
FTAEDODY AT IBRE(T 7 AT T =L =L )2 EHEL L) L+ 5L b2y —
UHHEENET,
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ISA3000# show hardware-bypass

Status Powerdown Powerup
Gigabitethernet 1/1-1/2 Enable/Disable Enable/Disable Enable/Disable
Gigabitethernet 1/3-1/4 Enable/Disable Enable/Disable Enable/Disable
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ISA3000 (config) #[no] hardware-bypass gigabitethernet {1/1-1/2|1/3-1/4} [sticky]
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ANA KR— |k _7mhnse T £9,
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ISA3000# hardware-bypass manual gigabitethernet 1/1-1/2
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ISA3000# hardware-bypass GigabitEthernet 1/1-1/2 [sticky]
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ISA3000# hardware-bypass boot-delay module-up sfr
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CHAPTER 6
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Z* 6-1 Cisco ISA 3000 Dt
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e 22 RS SR E
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