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#zv17y A

G=FéG FUF,Gc G/ G2GyFpGO GQ Ge G{GSGW G FiFyGN G4 G+ GliGABRFG"iFFGE GEFGA
FpG6G*GWGkG2 G GVAMIB SRGEIEyF+ FOEAMP GCGAdGG G= Gx GEFEFARP pu+ G" 33Q
FCFOFRFOF&FOF!

GIGYG4G5G0 #.

GcG/G2GYyFUGIGYyG4G5GOFU puG G FoFOG FU FudaleetineiFadrdfydmplligenc& =Gw G 4
GWOG G 8 F!'8 FyGc G/ G2GEHA-256G]GQGEB# PGG GABIG GGc G G2GyBE G xG SG »
GXGGGW¥GIGGGMGn & BpFROGARVFIFOG FUF( 6F8FOF6/eG G G FéF!

GIGYyG4G5G0 #.G;GqGQGEGs
GcG/G20gfemse CentetUG GIGyG4 G5 GOGH# ~ NFEGH# >GG GAPG;GqGQGEGSFG_GcG7
GIG*GGFp ¥ VFpFiG FOF GEGGGTSHAIEEE}IEM GE B dF6FOFdGe G/ G2GyFp #.G Fi
Fy+# >GG GAG0G"1 1'F¢ F6 FO MeferBe CentdiyGIGy G4 G5 G w B4 G /G = GGG QaFé

G &G G FOG;GqGQGEGs _ G" Q#YF¢ G FéF™l Fp $6&FU) 4#F¢FiG F,G;Gq GQGEGsFp _ F
GO0G4GVFéG FAFgFOG G BGGSGRBRGERGRIG FUFOG FOFOFUFOFOFOG FéFt
GIGyG4G5GO0 P'¢

9x PFUGIGYGA G5 GW@P'G!-FCF6 FRFOFAFOF!

GIGyG4 G5 GOFPGG G\CGAIFGE

GUG G836 NFEFIG Fi"l FpG;GqGeGOGqFAG FIRGRGIEY GV GSGYF+FYG GEGGC
FEG GIGIGQNIGE x GGG MES®BAG WG 2G dF 'F B2 G JGF®BY B,0¢, GG GV GzGSGFFpFi
G FOGUG"G2GGFpGeGGH|GSGHBN GWG 2GdF (' 5F Y8+« aeF U& -F&G G

& 1 GiGG GV

GEGGGTGnFUGIGG GV F66FéEG (FU _ G"G Fd p7YF¢FOFOFUFOFIG FGSGEGAESGE G1 (
G"1' 9F+FY F GG GFRNWAFUGIGG BY 3$3Q

GpGYGM

M+ FEG GV GwGc G1 GQ G=G"G{G>F(0°6 FEG %o 2F1K)FG"FéFAF(0A «G FIFyGdG{ GQ G=}
GnFU ,FY)FFYOU oF+FYG G FOFGEEGG G¥BIXAG T Gx G FGAGWG® G =Fa4'QG GV
FEG GVGWGCGIEIGEIGES D $GyEFHBHLGYyGSEP 6 =Fp) G G FEFI M+ FéG GV
GWGcG1GQG=G"GpGYGMF+FYG FéF?

GpG"G2GYG G2GG

FireSIGHTGEG GG TG nF 0FAIBLHERFIG FOFOGpGrG2GyG FiFyG]G* G\BGE3EREG Fo F¢
F61' 9FAG ®UG1GGGEDGVE0SG GMGAGz GQ GV FUFUH F1"FRFp ceF,GE GG GTBRhFyF Gp
G "G2GGFUGFG5G2GyGdGzG2G=FaG F6FOG FUFUFOFUG" & F+FYG FéF?
GtGSGD

useG" g!-FcF6 FRFOFAFOF!

GtGSGB0G=GTG1GaGTG1

GEGGGTGNFUGEGSGDG+G FiFyG{G>G8GcH » KFGFiG{G>G2G+0&/eG" uG eFUFO G (

FIFYG2GgG GENESGMGgGS GG F+FERGSGOGW Fp34 «G FiFy P7VG" ¢ FéG Fg#0 BFAG G
Defense Centé#

FireSIGHGEGGGE@BEGR G2 vaﬁ‘>i>i
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GtGSGBEGSGFG5Ge GV

GtGSGDFUG[GQ GV G}GSG=F0G{G>G2G+FéG 7+F,G FiRgRIEDUEpHIEA _ FO P

FcF61 OEFEG 7-FOF GtGSGDG"GpGY GMECGERIBI2G GG GVGSGYFEG GBOGGEG5G G
GG D 5GtGF@B G GOG=GTG1GaGT GIBFGEER®B BV FiG FOF6 1IFAG G @IFRG F,
GIGG DF8 Q#YFAG G FéF!

GtGSGBzG2Gr

GkGxGEGSFp0, G" SGEGHP®°Gk Gx GEBS

GtGSGB{GSGy

FireSIGHTGEGGGTGnFpGtGSGDF( U ZF & GGE GGGEEIEIE2G §G GIEX Gx GG GV F,
FireSIGHTGE GG GTGnG"'6#.FéG '6#.*...F GCGS GVBR GGG 1Q# DEfehée CenteBUGS GM
GygGSGGFUG0G=GIGGFéG GtGSGDWHhIGZ BFeM GSGc G5 G2 GGG Fp > GOG=GIGG '7THG" U Z
F+FY G FéFG FiF"l fFUG0G=GIGG 'THG" aF0 GG BESGN&N8 BFEG Fa Fg G F+FY G FéF!

GtGSGB{GSG¥6GGG9GzGSGE Gu Ge

G9GG GMGIGB{GSBEYU ZFéG FoF G{G>G2GQGEGu G+ pFUF GtGSGDGSFUG_GGG]}GS
FcFo 9BpGSGB{GSBY'7THG" v “FéG Fa Fg FU «+ FOFUG "l 'F*

GtGSGDOd(Y

GtGSGID FUG GtGSGBOG=G TG 1 B&3G &A= GRp{GFpGhGSGFFIGtGSGDOO(YyFUFYF GtGS
GDF(60FéG M+4 _Fo Fo GSFGR GV G A&gGFAG G FEFFAG FyF 24 b6eFpGtGSGB 0 G =
GTG1GaGTG1FpG>GwGcG1GQG=/2&gF+FéF?

GtGSGDOE A

FireSIGHTGE G G GWE&IGCGSGF( PF¢FOGtGSGDFpGd Gw GAGDG"1' 9FéG /+ 1FAG FiOE A iFt
GCGSG/F+GtGBEPGIGIG+*GN Gx €0EG" /eF+FYG G FO FlF¢G F&PER AiGFGSGMNOE

Ai Fp$i/ce -Fo F&E0GeGwG23UE GOF6$1/eFAG G 20[FUFOG G FéF!

GtGSGD D §

G0G=GIGGpIMESF+FO G FG[GQ GV G}GSG=G"304#F+FY G GtGSGD634 GV Gw Gc G1 GQ G-
G{G>0°6 G" *+ FOFEG p+ F!

GiGSGD1 1

) )EFU+# >F G6G+ GW Gk G2 G GV F G[ GR BYGGS 86 F CHGSGID G "Fi654 UFAG Fa
FeFUF+FY G p+ FIG FiF FAFp p+ FOGIESE® D& /eFéG Fa Fo FUF=FY G FéF!

GtGSGD1 1'G8GdGF G5 G= GV

G[GQGVGEVEGWG cG 1GC AGSCHEETFOF G5B+ GYG=GTG1GaGTG1FU & FAG FiGtGS(
Fb Go GMGUGSGMG" v “FéG IFDBFFBE,GSG"G Fp K)FG" «+ FOFEG 0¢, Fp7Y ceFY) )EFU

Microsoft Active DirectoryG" Q#YF¢FOFOG oeF GtGSGD1 1'G8GdGF G5 G=@VE& G IRMEGSD 3
GtGSGD & FéG FaFg G F+FY G FéF!

FireSIGHGEGG GE&EGR: G2 GW
m |
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GiGSGD 3T

GtGSGBO G =G T G 1 B6GFAeG 14# B4 168Fp GiG GRPB> Gw Ge G1 GQ G=/2&gF&i GG GWE|
GcG/GRBAGFAG G GIGSGD § TFOFYF, ~G>GwGCcF+/2F&G G FUFUG FiFpG{G>G2G
G4 GVFpi166Fg Fg G FOF FiFpGiGG GV FOG{G>G2G+F¢FiFAFgFU & F&G FiGtGSGDFpGt
G G FéF!

GtGYGcG/GRGBIG2Gy

G2GgGGWESGM G" G{G>F(0°6 FEGIEBEGHTGE GG GTGNFU Q#YFEG FEG GBGBGRAE Y
g'F

§D

G2GygG+*G\GE §-FCFO FRFOFAFOF!

GXGGG=

G0Ge GxG?GSGEGA GGyt FCF6 FRFOFAFOF?

GXxGGGV

GIG;Gs GxGIXBAGTGxGFG5GE®@VFcF6 FRFOFAFOF?

GxG*GEGTGSGVFp 4)

G2G+*GWGRGR GVFpG2G+GMG SIF0606 6 B ByGFhe FY FUF GBGOFFD G2 G* GMGSGe G5
G2 GG G"+- $xF( 6 FFaFeG F.G" GpGRE LG + G W G2GFPB8GeGE Gu G+F10 FFGFiG2G:
GMGSGcG5G2GGFU IG 2s -FéG FoF,G FO M %FpG2Ge GMGSGc G5 G2 GG G +- -$xFli2s -F

GhGOF(F&G FiG2G+*GMGSGc G5 GEGGRIBESGCEFE=S fFAG G FgF FiFp"g AFg M+ FéG G F
U %Fp G2 Ge GMGSGc G5 G2 CG&Rp&MAD G¥ FU+- -$xF0 § fFAG G FéF!

GxG*G=7Y(UG>GHGBGeH

G E G x GEPHXFp" @#. G2 GSGCG[GIBEBMGSGe G5 G2 GG G" " MFp1=#. Gx G+ G=F(1G>GyG:
G'6#. PIRGUG" G2 BB+ FIG[GQ GV G}GSG=66FpGEGBEQGEOG-G>G" f jFEéG BZGEFGT

G FiIFyG2G+*GMGSGcG5G2GG6EFpGYV GwGCG1 GQ G= @' B6iS50T EAGFEFFEG Gz
FpG FOIFBFA7Y(UFAG Fil=#. Gx Gs G=FyF,+ & e Fg 06x 6Fp ¥ PHHEPEEG+ GW Gk G2 Ge GV
68F+FpG{GSGW G GWG+*GEG+G>G" #F¢G FéF!

Gx G+ G=7Y(U D $Ge G{ GL.GARKH

GEGGGTGNFUG G GKGS GV _ Fp °n % 2G" F[FEEG02.3adU |Fp GA G-GKGSG[G* GV F0 XFp
"@#.GKkGS GV FpGAGe GW Gx G+G>G" D §F¢ FoF,Gx Ge GABHIFB>@/GIBeMFp1=#.GUGS
GMG" g BF+FYIAGRE! w FUFEG FgF GOGqG[GyFp M %Fp'fFp >GUCAGR GGB#F.F¢
F67Y(UF-G0G=GTG1GdF( Q#YF&G G GxG+G=G""| F¢G FéF!

GyGSGM
G@GSGVGA4G5G2F04A*(FAG F G[GQG VGG $3GRIF\HGCEBSEPEEE Q B3 3

G}GSG= &" Q#YFéG Fa FgF+FGEGGGTGnFYGYyGSGMG"1' 9F+FY G FERIG FEXEHGIFAR
& VFpG2 Ge GMGSGc G5 G2 GG 6&Fp GV Gw Ge G1 GQ G= G*GyGSGMGA e 6¥P&G F+FYG F é

FireSIGHGEGGGE@BEGR G2 vaﬁ‘>i>i
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GyGSGTGQBR,GMGSGCcG5G2GG

GzG2%BY64F+ GV GwGc G1 GQ G=G"GyGSGT G1 G*G>FéG G2 G+ GM GSGE&EH@ERIB/BFGM G>F
Gx®JGQ GV GMAGHBY GwGc G1 GQ G=G" #.FéG FiG Fp"@#.GyEGECTMEBEE cG5G2GG
FoVLAN GMG>FU & FAG FiGV GwGc G1 GQ G=G" #.FéG FiG Fp1 @ BySSCMEBEE 5 G2 G C
G"0¢ F+FY G FéF!G FiF 7u$xFUG0 GW Gz GG 0Z 6 BRBH®6 GAGYHSX G"GyGEFTTEG G\ S
GcG5G2GGF(34 FéG FAF@ G F+FY G FéF:

GyGSGy

G[GQ GV G/3@Mm=Gc G1 GQ G=Fp & F+!- eFéG 6 =G"fjFEG S BO[(&FBGXFFERS G
F6FOG RBBG=GIGG D $EY¥&&EGYGEGY G 1 GG GOBIIHEY*3yG_GBYGSEE cG/G2Gy
GyGSEy °GyGSGFG[GQ GV G}G 3G = (FO@ BIHeG { AEGIEHI G GSSLGYGS® g! -
FCFOFRF3FAFOF!

GYyGS@0G=GEGuU G-

GEGGGT&ESED 2 6G" 6FiFEG[GQ GV G}GBGw Gc G1 GQ G=G"FuUFpG FOFO #.FéG FUG" 6
GO0, FE0OG=GBA®B*GV GEFEEGH 0G =G EFGLGY G B§GSGY 0 G = G ERFUGE SSL
GYyGSGy0G=GEG ugGFcF6 FRFOFAFOF?

GyGSGy f,

L0dFUG G f,FaG Fi u °GyGSGF,f =GTG,; GG GYGSGRAIG G wG8GdGF G5 G= GV FpGY@SGy

G F,20[F0 AFeFG e G x G e G { QBB GILf ,FIGYyGSGy f ,F+FyF GyGSGyFp P7VF GUGc GF Gy GV Fp
°GkGXxGEG$GQ GV G}GSG= ( FRGXGEBGIEDG=GIGG D 5G FpOcGHRIGSFGU

GcG7Gy GV 3 XFUG G GEOEG\GB Gx Fp3a G P7VFU /eFAG G FAF8 G FOG G FéF:
GyGSGy"g A

U °GyGSGYEF- °Gk Gx GEB$w HGenerate Events FiFjDrop and Generate EventSi0¢,

F&G F6FOG H FUBjsatte]Fi0¢; FAG FOFOG H FUG"&gF¢ G FEF'GYGSGYyG" w FOFéG FgF FiF|
GYyGSGYFyG[GQ GV GN\GEEEc G1 GQ G=G"0U oFéG FiG Fi Q#YFAG G FEFGYGSGYG"!* FOFéC
FPGYGSGYFy Q#YFAG G FEG#F!

GzG2Gr

U°Gk GX GEGFiFG[GQ GV G}GSG= ( OEKk®x G F%k Gx GEGSGEFSGB z G FE 69
GGGNGB,G GzGXWBA+F+FYG FéFV)GzG2GrFp0;, FOIG G F,W )Gz G2GrFp0o;, FUG8GS
G"GSGw G2 GW FAG G FéF?

GzGSGY G 1GYyGMGXG G >

M+ F¢Fi GV Gw Gc GE BRIZZV Fi 6F8FOF6F GyGSQyRpyGREYY AG"0¢ FEG $ —¢&
Fpg'F

GzGVG{G GG hGHGTEGCERIG G+ GV
& SFi & FAG FiGc G/ G2G@ByG4 GEEIGgGFUE fFAG G Fe#0 BFAG G G[GQ GV G}GSG=
GGERIGYG4 G5 GOF#AFD G2GgGe GV FUST#OFEG FoF.GE GG GTGnFyF FiFpGz GY@GE GhG=C
GV BpA-256G]GQGE G%1iwFéG Gc G/ G2GyG GIGyG4 G5GOFp #.G f,F¢G FéF:

GzGbGsGTG SGEGUGYHG 2G GH

GIG;Gs GxGIBAGTGx G FB PYGFGRH FR FOFAFOF!

FireSIGHGEGG GE&EGR: G2 GW
m |
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GzGbGsGTGSGRGH G+H

URL GzGbGsGTGSGEGHEE FRFOFAFOF!

GzGKkGS®BNG+GeGzGS GV

GzGkGS GV FUG G FiFpGIG=GE Gu G*F( PF¢FOGUGSGMFp D(UFg g 'G" & FéG GTG+GeG:
G{GS®WGWG+GC

G_GCcG7GSGIG*GG Fg Gx GKGSGG Q#YG" g4: iIFEG FiG Fi GV Gw GG (G GG EG-CPUE®'ESG
G26&UG 1 GGGRAMIKEG Fi FgF+F GE GGE3F SGMG W GEGLL 9F+FY G FéF!

1=#.G2 G+ GMGS Gc G5 G2GG

GMG> UFY GV GwGicG{GSQEBEHF GG xG[G Q GV G MLAGHGI304#FEG 7+FOF "l FI@
#.G2G*GMGSGc GME>GGAFO GV Gw Ge G1 GQ G=G" #.FéG FiG Fli *OFéG 1+GCGdG2Ge
G2GGF!?

G}G3G=GcG{GS

G2GgGGRESGMFp ;e EFOGaGsGSFUG FGtGSGDFU66 °FpFO G G2GgGe GV FdFAFU puG G
G G FiGaGsGSF(&4 -FéG FAGAGHR 6G&gFUG G 0U oFéG FiG FOGtGSGDFU Q#YF+FY G N
4 FpGhGSGFFG}GS G= Gc G{GSFUFyF FiG FiG FU [ wFp p+ G" 9@&HEEGSGEHN G xG yG NG -
G*GhGSGETGSGUGa G FFHG G q) GhGSGFH G" uG G Fa Fg FUF+FY G FEéFIG}GS G= Gc G{G
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