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URL F þ G { G < G • G > URL 6õ4�G{ G>Fþ G{ G< G• G>FÿGUGc G7Gy GV F÷GU G1 GIGŠGdGyF
FéF¹Fã G�FûFÿF �̧�Fþ G2GgG• GV Fþ G{ G>FÜ�µG�G�G�FéF¹

• G o G Q G IG ŠG F
 ÆF þ" I� �F þ URL FþG9GT GB Gx FÜ URL G 9 G T G B G x G c G 1 G y G
F ø � M+ ´F ç F ï

• G o G Q G IG ŠG F
 ÆF þ" I� �F þ URL FþGz Gb Gs GTGŠGE Gu G• G G G A G 0F Ü URL Gz
G b G s G TG ŠG E G u G • G c G 1 G y G M F ø � M+ ´F ç F ï

• G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M F û G � F ó F ö G o G Q G IG ŠG F
 ÆF URL FÜ�i
FÝ �nFØ G� G�F ï

F ã G � G � F þ G 2G gG • G V F þ G { G < G • G > G " G 2 G [G ŠG dG yF ûF éG � FCLI F÷ 
outbreakconfig  G A G lG • G W G "� Q# ÝF ç G �F éF ¹URL F þ G { G < G • G >F þ G 2 G [G Š
�ìH�14-15 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�µ+� 1��Â  
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'¨  1 'v       Cisco 7Á�Ê Go GŠGy GIG;Gs Gx GT G1 G0Ge Gw G2 G0G•GGG"Fä�Q#ÝFþ�SFû
  FãFþGx Gx GŠGGFþ�‚�µ+�

·� œ
GG GM Gl

Q# ÝF ç
G� G� Fþ

T G• GR
G ŠG dG yF û

H �
� ÎF û� ö
\0 ñF þG CG dG [ G Q
Ý F å G �G �F éF ¹

Q GV 
ÆFû
þ

GV 
ÆFû0¿

FÔ1™
G 9 G G G M G n DLP G k G x
GEGŠ6õ4�Fþ�š�f

G 9 G G G M G n DLP Gk Gx GEGŠFþ�8�B�pFÿF �̧�Fþ��*O�íG� RSA G A G • G T G • G R!
�(8®�ÊG"FÔFêG� G� 4E�¥F÷ FÝ G�FëG#F¹Fã G� G� Fþ�(8®�ÊFÿF 3̧ã�•FþG9
G 2 G HF Ü� ²0 [F ÷F éF ¹

• G>GyGŠGe�–7d$��•

• �ú�ã�–7d$��•

• �œ�G Fø 2��pFþ GAGŠ GW G[GŠGn

• �H*…1‘�9$��•

• G 9 G G G M G n G 0 G 9 G 4 G • G V

• (•�\�¶�Ç1‘�9�_��

• ��$ª0°6�$��•

• �µ�&�e�i

• �Û#Õ1‘�9$��•

• (•�\5Ÿ/œ�•�Ù$��•

H��@H� Fã G� G� Fþ�(8®�ÊG"�µG�G9 GG GM Gn DLP G k G x G EG ŠG "F éF ÷F û�
FöFÔ G� � ��œFÿF¸AsyncOS 8.5.6 G�FþG0 GQ GeG> GzGŠ GW �‹Fû Fã
�(8®�ÊFÜGk Gx GEGŠFÛ G� �P7V Få G�G�FéF¹

DLP Gk Gx GEGŠ6õ4�Fþ
�š�f

Cisco AsyncOS 8.5.6 for Email G�FþG0 GQ GeG> GzGŠ GW �‹FûF¸GA G• G Gd
GzGŠ GW Fú FùFþ�è� �G{ GF GQ G= G"�µG� FúFÔ DLP G k G x G EG ŠF ÿG U G 1 G I
F å G �F ¸DLP G G G ; G q G •F û� Q# Ý F å G �F ú F ß F ú G � G �F éF ¹

GUGc G7Gy GV IP G 2 G •
GMGŠGc G5 G2 GG

AsyncOS FÿF¸[G [ G Q G V G }G Š G = H �NetworkH�] > [IPG 2 G • G MG ŠG c G 5 G 2 G GIP 
InterfacesH�] GhGŠGF G� FïFÿ ifconfig  CLI G A G lG • G W F ÷/ ²& g F å G �F ï8 p
FõFÔFöGUGc G7Gy GV IP G 2 G • G MG ŠG c G 5 G 2 G G G "4 E� ¥F ç G �F éF ¹�
GV �VFû�Ñ�~FéG� Gx GG GV Fþ�q�6Fþ IP G 2 G • G MG ŠG c G 5 G 2 G GF Ü� Q#

F ã F þ G x G x G ŠG G� è� SF ÿF Ģ UG c G 7G y G V G@GŠ GV G4 G5 G2 Fø � Fè GCGdG[ G
0¿�� Få G�Fï IP G0 GW Gz GGFÜ0
�X�Ñ�~FéG� ���œFÿF �̧q G� �` Få FÔ,e�X�ÍF IP 
G 0 G W G z G GF Ü� Q# Ý F å G �G �F éF ¹

F ã F þ G x G x G ŠG G F ÷F ÿF Ģ UG c G 7G y G V G@GŠ GV G4 G5 G2 Fø � Fè GCGdG[ GQ
� � F å G �F ï IP G0 GW Gz GGFÜ0
�X�Ñ�~FéG� ���œFÿF �̧q G� �` Få FÔ$��•Fþ IP G 0 G W
G z G GF Ü� Q# Ý F å G �G �F éF ¹

AsynOS F û G � G �G UG c G 7G y G V IP G2 G• GMGŠGc G5 G2 GGFþ4E�¥�‰�2H�A-2 GhGŠ
GFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco Web GIG; Gs Gx
G T G 1 GCGŠGa GGG�Fþ�K
)FFÜ�»G�G�Fï���œFþ
� ‚Fç FÔG0 GwGŠ GV

Cisco Web GIG; Gs Gx GT G1 GCGŠGa GGG�Fþ�K)FFÜ�»G�G�Fï���œFÿF �̧‚ Fç
�ÌG0 GwGŠ GV FÜ3æ�™ Få G�G�FéF¹
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  FãFþGx Gx GŠGGFþ�‚�µ+�

FFû�µG�

G2 GyFþFïG�Fþ

Ü
GFû%± G� Få G�

F ï� ¤� �Gc G/ G2 GyFÜ
FÜ�f�j Få
GV Fÿ
2 G yF û
¹

F¹

V
éG 	F ö
G W
¹Fã

F÷Fú Fß F¸G= Gw G4 GW �V
FÝ

�™Fþ'ö
G x G xG ŠG G 8.5.5 Fþ�‚�µ+�  

�µ+� 1��Â  

�‚�µ+�

G c G / G 2 G y G z G b G s G TG Š
G E G u G • G c G 1 G y G M G x G •
G > F ø G c G / G 2 G y� (� Ò

9×�ØFúGlGyG4 G5 G075�šFÿF �̧�Fþ�_��Fû�öFõFÔFö%T�™ Go GQ GIGŠG
G�G� �‚FïFú�†$×�ºGc G/ G2 GyGgGŠGGFþ+#�>G""I�� Fç G�FéF¹

• G c G / G 2 G y G z G b G s G TG ŠG E G u G • 

• Gc G/ G2 Gy�(�ÒH�Gz Gb Gs GTGŠGE Gu G•FÜ�Y�ÂFú�M4ŠFþGc G/
�µ+�H� 

• �8��FþG0 GQ GeGUGŠ GV 

Gc G/ G2 GyFû6õFéG� �‚ Fç FÔ�_��FÜ
°�m�•+�FûFú G� FïG�F +̧#�>Fþ�8��F
�f�‚ Få G�F¸G= Gw G4 GW 
ÆFþ9×�ØFúGlGyG4 G5 G075�šGCGŠGa G
G� �SFûF �̧w�™Fç Fï+#�>Fþ1*��G"6ä��FéG� Fã Fø FÜF÷ FÝ G�FéF¹

� ‚ Fç FÔGz GkGŠ GV F÷FÿF ¸Gz Gb Gs GTGŠGE Gu G•F÷$ Î0b Få G �
"I�� Få G�F �̧(�Ò#ÝFû3æ�™ Få G�Fï Gc G/ G2 GyFþ GG GTGŠGM GG Fø )��Ý
G�F �̧8��FÜ�f�‚ Få G�Fï Gc G/ G2 GyFÜ�M0t/²&g Få G�G�FéF¹�¤�ÑFþGz GkGŠ
� ‚Fç FÔGI G= GE Gu G• G � F ïFÿGTGŠGdGy G 9 G w G nF ÷� f� ‚ F å G �F �̧ ¤� �G c G / G
6õ�€FéG� GtGŠGDF 3̧æ�™*…F F̧ÚG�G� GV Gz G• GW G"1*��F÷ FÝ G�FéF

�²0[FúG[ GQ GV G}GŠ G= 0[�óG"�µG�0ò(ýFûFôFÔFöFÿF¸'¨  16 'vFÂGc G/ G2 Gy Gz
G b G s G TG ŠG E G u G • Gc G1 Gy GM Gx G• G> Fø Gc G/ G2 Gy�(�ÒFÃG"�g!·Fç Fö Fß Fð Få FÔ

�Ñ�G�µ+�

3ã�• Få G�Fï TLS GC
GkGŠ GV G8GeGE Gu G•

AsyncOS for Email FÿF �̧‚Fç FÔ TLS GCGkGŠ GV G8GeGE Gu G•Fþ [�²8r  - G i G G
G T G Q G W G W G o G 2 G •F þ� è0 ÉH �Required - Verify Hosted DomainsH�] G"GCGkGŠ G
Fç G�FéF¹Fã FþG8GeGE Gu G• G"�Q#ÝFéG�G�F¸G= Gw G4 GW G e G { G ^ G 2 G NG ŠF ÜF
FþGi GG GT GQ GW GW Go G2 G•Fû
¹3ûFþ0É�Â�iG"�f&gFéG� Gi GG GT GQ GW G = G w G 4
7Á�Ê Go GŠGy GCGŠGa GGFû�PFç Fö TLS �è0ÉG"��/œFéG� Fã Fø FÜF÷ FÝ G�FéF
FþG8GeGE Gu G• G"�Q#ÝFç FöF¸Fã Fþ G� FÖ Fú GW Go G2 G•FðFá
F÷Gi GG GV Få G�FöFÔFúFÔ GW Go G2 G•Fþ TLS )�#äF÷ G� 7Á�Ê Go GŠGyG"3æ�™F÷
G � G � F Ö F ûF ú G � G � F ç F ïF ¹3æ�™
›GA G• GV G{GŠGyFû G� G�7Á�Ê Go GŠGy4Ä
#.H�23-43 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

H��@H� G i G G G T G Q G W G = G w G 4 G W 7 Á� Ê G o G ŠG y GCGŠGa GGH� G= Gw G4 GW G e G { G ^ G 2
GNGŠFÜFéG	FöFþGi GG GT GQ GW GW Go G2 G•Fû
¹3ûFþ0É�Â�iG"�f&gFé
G�H�Fþ��
›�D�šG"FéF÷Fû�Q#ÝFç FöFÔ G� ���œFÿF¸TLS GCGkGŠ GV FÜ [
�²8r  - G i G G G T G Q G W G W G o G 2 G •F þ� è0 ÉH �Required - Verify Hosted 
DomainsH�] Fû0¿�� Få G�FöFÔ G� Fã Fø G"&�1�Fç Fö Fß Fð Få FÔF¹
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  FãFþGx Gx GŠGGFþ�‚�µ+�

éF¹

�FéG� Gk Gx

�™Fç Fö1�

þ
G wG ŠG "

GNGŠ�o
÷� Q

GFFÜ�è�WFþ

G�FïF¹

Š

ïF¹

T G1

G• GR
G x G xG ŠG G 8.5.0 Fþ�‚�µ+�  

�µ+� 1��Â

�‚�µ+�

DMARC �è0É AsyncOS for Email G"�Q#ÝFéG�G�F �̧�Fþ Fã Fø FÜF÷ FÝ G� G� FÖ FûFú G� G�F

• DMARC G"�Q#ÝFç Fö%T�™7Á�Ê Go GŠGyG"�è0ÉFéG�F¹

• GW Go G2 G•�d�w*…FþGk Gx GEGŠG"�V�iFÝH��Ž1�F �̧è$?F¸G� FïFÿ�Ä�°H
GEGŠG"��*OFéG�F¹

• DMARC 7Ÿ0£Gc G1 GŠ GW G^ GQ G= Gz GkGŠ GV G" GW Go G2 G•�d�w*…Fû3æ
0É�_
°Fþ�I�ìG"�-�|FéG�F¹

• DMARC 7Ÿ0£Gz GkGŠ GV G C G 2 G HF Ü 10 MB G � F ïF ÿ DMARC G z G AG Š G W F 
RUA G M G >F ÷� æ� � F å G �F ïG C G 2 G H G "2 xF ØF ï� �� œF ûF 4̧ Ä� ™G 6 G z G kG Š G V
GW Go G2 G•�d�w*…Fû3æ�™FéG�F¹

DMARC �è0ÉH�19-36 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�±5�Fþ Go GŠGy�7
�ÁG"�è��FéG� Fï
G�FþGyGŠGy

AsyncOS FûF �̧±5�Fþ Go GŠGy�7�ÁG"�è��FéG� FïG�Fþ�‚ Fç FÔGyGŠGyF Ģf GQ
�ŸH�header-repeats H�GyGŠGyFÜ3ã�• Få G�G� Fç FïF¹Go GQ GIGŠGF G c G 1 G y G M
 ÆF
#Ý Få G�Fï���œF Ģf GQ GNGŠ�o�ŸGyGŠGyFÿF �̧æ�� Få G�Fï�XFþ Go GQ GIGŠ
"g�ÂFûFú Fó Fï�ì!lF÷ true  F ø 0 Û� oF ç G �F éF ¹

• 4#�d 1 �ì6ë�è
ÆFû� Fè �ó�¡Fþ G� FþFÜ�è�� Få G�FïF¹

• 4#�d 1 �ì6ë�è
ÆFû� Fè G6G•GgG{GŠGe3æ�™*…FÛ G� Fþ G� FþFÜ�è�� Få

G f G Q G NG Š) Þ G � 3 ÉF ç � G� XG yG ŠG yH �9-45 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

G 0 G Q G eG > G zG Š G W
3û%±

� ‚Fç FÔ AsyncOS G0 GQ GeG> GzGŠ GW FÜ
°�m�•+�FûFú Fó Fï�•7uF÷F¸Web G 2 G • G MG
Gc G5 G2 GG Fþ�q�V4ŠFû3û%±FÜ/²&g Få G�G� G� FÖ FûFú G� G� Fç FïF¹�Q#Ý�•+�FúG0 GQ
GeG> GzGŠ GW Fþ3û%±H�32-23 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�ì�•G0Ge Gw G2 G0
G • G GF þG CG kG Š G V 

• ��Fþ�_
°G8GeGE Gu G•FÜGCGkGŠ GV Få G�G� G� FÖ FûFú G� G� Fç F

– VMware ESXi5.1 G ] G 2 G _G ŠG ^ G 2 G DF û� � F Ö � _
 ° 

– FlexPod GK Gx GsGŠGE Gu G•Fþ�M4Š Fø Fç FöFþ�_
° 

FlexPod Fþ
²+á$×Fú�_��FûFôFÔFöFÿF¸
http://www.cisco.com/en/US/netsol/ns1137/index.html [,e1� ] G"�g!·Fç
F ö F ß F ð F å F ÔF ¹

• �ì�•Gw G2 GIG• GGFþ�w� �‡6ëFûF¸G0Ge Gw G2 G0G• GGFÜGIG; Gs Gx G GCGŠGa GG
G"�Q#ÝFëFêFû Go GŠGyG"4Ä�™FéG� 180 �¥Fþ"°�£�‡6ëFÜ3ã�•FåG�G� Fç FïF¹

�ç�ÜGc G/ G2 GyFÜ
%Ú�†Fç Fï7Á�Ê
Go GŠGyG"%Ú� Fé
G � G 8G eG E G u G •

�ç�ÜGc G/ G2 GyFÜ%Ú�†Fç Fï7Á�Ê Go GŠGyG"%Ú� FéG� G� FÖ Fû GA G• GT G c G 1 G y
G M G "0 ¿� �F ÷ F Ý G � G � F Ö F ûF ú G � G � F ç F ïF ¹G A G • G T G • G R G c G 1 G y G M F þ� ²� óH �11-2 GhGŠ
GFH�G"�g!·Fç Fö Fß Fð Få FÔF¹
1-5
Cisco AsyncOS 8.5.6 for Email GtGŠGD G :G2 GW

 



 

'¨  1 'v       Cisco 7Á�Ê Go GŠGy GIG;Gs Gx GT G1 G0Ge Gw G2 G0G•GGG"Fä�Q#ÝFþ�SFû
  FãFþGx Gx GŠGGFþ�‚�µ+�

�
�š�fF÷ FÝ G�FéF¹

u
ïF ¹G 0G e G w G 2 G 0 G • G G F ÷F ÿF �̧ /
Få G�
Á�Ê Go GŠGy

Q G IG ŠG F
 ÆF þ
þ G� FÖ Fú�‚Fç FÔ�µ

G F
 ÆF þ
Q GIGŠGFFÜGGG_GnG��O

G�
G�FéF¹

F ï
�ó
²�öG"0Û�oFç Fö

G = F éG � G e G { G ;G EF û

0 ¿� �

Gy
÷ F Ý G �

ŠGF G"%Ú� F÷ FÝ
G6G•GgG{GŠGeFþ
G{GŠG9 Gx GJGŠ
G E G u G •

7Á�Ê Go GŠGyFþ�/�•�ìFû Cisco Registered Envelope Service G"�Q#ÝFç FöFÔ G� �
�œFÿF Ģ6G•GgG{GŠGeFþ G{ G?GŠGyG"��Fþ G{ G?GŠGyFþFÔFêG�FÛFû

• ,e1�

• G c G w G • G G1 � 

• G W G 2 G R1 � 

• GGGhG2 G•1� 

• GkGy GV G:Gy1� 

• �¥�•1�

G6G•GgG{GŠGeFþGUGc G7Gy GV G { G ?G ŠG yF þ0 ¿� �H �18-8 GhGŠGFH�G"�g!·Fç Fö Fß Fð
F å F ÔF ¹

G0Ge Gw G2 G0 G• GG
F Û G � F þ Cisco 
Registered 
Envelope Service 
'ö#.*…FþGe G{ Ga
G F G u G YG • G > F ø G 0
G = G T G 1 G d� ì

G0Ge Gw G2 G0 G• GG FÛ G� Cisco Registered Envelope Service 'ö#.*…G"Ge G{ Ga GF G
G YG • G > F ç F öG 0 G = G T G 1 G dF ûF ÷ F Ý G � G � F Ö F ûF ú G � G � F ç F
�•�ìG0 G9 G4 G• GV 'ö#.*…Fþ7Á�Ê Go GŠGy G0 GW Gz GG G"
°�ŠFéG� G� FÖ Fû0[�Ó
G�FéF¹�/�•�ìGe G{ Gc G/ G2 GyG"Ge G{ Ga GF Gu GYG• G>FéG� Fø F¸Fã Fþ7 G0
GW Gz GG FÜ+¬�·$×Fû�/�•�ìGCGŠG^Fû$Ï6� Få G�G�FéF¹E G o G ŠG y GIG; Gs Gx GT G1 G0
Ge Gw G2 G0 G• GG F÷Fþ Go GQ GIGŠGFFþ�/�•�ìFþ G2 G[GŠGdGy�ìH�18-4 GhGŠGFH�G"�g!·
F ç F ö F ß F ð F å F ÔF ¹

URL G c G 1 G y G M G x
G • G >

URL G c G 1 G y G M G x G • G >F ÿF %̧ T� ™ G o G Q G IG ŠG F F ø $ Î� ™ G o G URL FþGz
Gb Gs GTGŠGE Gu G• Fø G9GT GB Gx G"�v�“FéG� Fã Fø Fû G� Fó FöF �̧�F
+�G"�w� Fû Fç G�FéF¹

• G 0 G •G OG GG _G nF ÚG �G �G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M F ÿF ¸G o G Q G IG Š URL 
FþGz Gb Gs GTGŠGE Gu G• Fø G9 GT GB Gx G"�Q#ÝFç FöF¸Go G
�–FþFÒ G� G� FþFúFþFÛG"�8�•Fç G�FéF¹Fã Fþ3ã�•GUGŠGM Fû G� G� F¸URL G"�µG�
Go GQ GIGŠGFFþGc G1 Gy GM Gx G• G>(­�ØFÜ�¥�VFç G�FéF¹

• 4Ä�™ Få G�Fï Go GQ GIGŠGF
ÆFþ URL G"�š�fFéG� Fã Fø Fû G� Fó FöF �̧O�–FþFÒ
�•+��öFÜFÒ G� GC G2 GV FÛ G� Fþ+#�>G"�±�œFû�P�öFéG� Fã Fø FÜF÷ FÝ
URL G " G = G x G Q G = F ÷ F Ý F úF Ô G � F Ö F û F ç F ï G � F ¸URL G " G TG ; G G G V F û� š� nF ç
G� F �̧w�™*…FÜ Gx G• G= G" G= Gx GQ G= Fç Fï Fø FÝ FûGC G2 GV Fþ
� ó
 ²F ÷F ÿF úF Ô F ø � 8� •F ç F ï G V G w G •G D G = G E G u G • G "G d G { G Q 
URL G " G x G N G 2 G z G = G V F ç F ï G � F ÷ F Ý G �F éF ¹

– $2G� Fç FÔ URL FþG9GT GB Gx Fû�öFõFÔFö URL G"�š�fFéG� GA G• GT G• GR
FÚG�G� Go GQ GIGŠGF G c G 1 G y G M G "� 8� BF ÷ F Ý G �F éF ¹

– GGG_GnFþ$2FÔFÜFÒ G� URL G"�š�fFéG� G� FÖ Fû Go GŠGy G k G x G EG ŠG "
F ÷ F Ý G �F éF ¹

• G o G Q G IG ŠG F
 ÆF þ URL FþG9GT GB Gx Fû�öFõFÔFöG0 G= GIGe GM Gd GtGŠGG Gk
Gx GEGŠG"4:#ÝFéG� GA G• GT G• GRFÚG�G� Go GQ GIGŠGF G c G 1 G y G M G "� 8� BF
FéF¹Fï Fø FØG�F 4̧*�2/œ!mG9 GT GB Gx Fþ Gx G• G= G"�µG� Go GQ GIG
G�FéF¹

0ò(ýFûFôFÔFöFÿF¸'¨  15 'vFÂURL G c G 1 G y G M G x G • G >F ÃG"�g!·Fç Fö Fß Fð Få FÔF¹
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'¨  1 'v       Cisco 7Á�Ê Go GŠGy GIG;Gs Gx GT G1 G0Ge Gw G2 G0G•GGG"Fä�Q#ÝFþ�SFû
  FãFþGx Gx GŠGGFþ�‚�µ+�

GG

öFþ�¥�VFû

FéG� Fø FÝ FûG6
� G� FÖ FûFú G� G�

FéG�3û

Fû3æ�™FéG�
Ý G � G � F Ö F ûF ú G � G � F ç

Gx G"/²&gF �̧è(ôF 3̧ã

G G V G �F þ3 æ� ™* … F ø G W

G• GG F÷0¿��
w GG GM0¿��G" G{GŠ

G•GeGz Gm GG

� FéG� �²0[FÜFÒ
þ�‚Fç FÔG0Ge Gw

GG GM
ÆFþ�¤�ÑFþG0
�G" G{GŠ

H �

F û� µG �G �G � G o G Q G IG ŠG FF þ
�̧e8Ÿ

GŠGE Gu G•FþGT GG

�B
&�"á$×GCG•Ge Gx
G • G > 

AsyncOS 8.5 for Email �è7FF÷FÿF¸IronPort Anti-Spam G � F ïF ÿ Intelligent 
Multi-Scan �µ+�G;GŠFÜG0 G= GT G1 GdF÷F¸SenderBase Network Participation F Ü G 2
G[GŠGdGyFþ���œFûF¸AsyncOS FÜF 3̧æ�™*…Fþ SBRS Fû6õ�€Fú Fß F¸GGG_Gn�P'Ç
G ; G q G •# ÝF û G o G Q G IG ŠG FF þ G w G •G NG n GCG•GeGyG" CASE Fû3æ�™Fç G�FéF¹CASE 
FÿF¸Fã G� G� Fþ Go GQ GIGŠGF G" GG G; Gq G• Fç FöF F̧íFþ)��ÝG"0���Fþ�w� �
�<#ÝFç G�FéF¹

�Ñ�G�µ+�

GGG_Gn7x7³Fþ�5� •• 3û%±
ÆFþ Gx G• G= G")�#äFç FöG6G• GW GtGŠGD�è$?FûG0 G= GI GG
G• GW GtGŠGDFû G{ G> G2 G• G"0[�ÓFéG� FÛFù FÖ FÛG"4E�¥F÷ FÝ G
F ç F ïF ¹

0ò(ýFûFôFÔFöFÿF¸G6G• GW GtGŠGDG�Fþ7x7³ Få G�Fï Go GQ GIGŠGFFû6õ
%±H�30-20 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• �w�™FéG� �•+��öFþFÒ G� GGG_GnFû6õFéG�3û%±G"G6G• GW GtGŠGD
8 –� Ø F ø G M G 2 G m G • G > G "� �3 >F ûG G G ?G F G sG Š G x G • G >F ÷ F
FïF¹Fï Fø FØG�F 3̧û%±Fÿ�õ�–Fþ�¥G� FïFÿ�Y�¥Fþ�õ�–Fþ�ì6ëG� FïFÿ�ì6ë�•Fû
3æ�™F÷ FÝ G�FéF¹

• 'ö#.*…FÿF¸GIGŠGc Gx GG GV Fø Gd G{ GQ G= Gx GG GV FþG6G• GV
�•F )̧…7ŸF F̧ÚG�G��P7VF÷ FÝ G� G� FÖ FûFú G� G� Fç FïF¹

0ò(ýFûFôFÔFöFÿF¸G IG ŠG c G x G G G V F ÚG �G �G d G { G Q G = G x G
Go G2 G•Fþ3ã�•H�'ö#.*…H�H�30-9 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

G = G w G G G M� ì F å G �
F ïG0Ge Gw G2 G0 G•
G G F ÷F þ0 ¿� �F þ
G{GŠ GW

AsyncOS for Email G"�Q#ÝFéG�G�F¸G= Gw GG GM�ì Få G�FïG0Ge Gw G2 G0
G" G{GŠ GW FéG� Fã Fø FÜF÷ FÝ G�FéF¹��Fþ G� FÖ FúGEGX Gx G8F÷ G= G
G W F ÷ F Ý G �F éF ¹

• G8G•GeGz Gm GG#”�CFÛ G� Gi GG GV #”�CFû&ã/œFéG� Fø FÝ FûF Ģ8 G=
Gw GG GM0¿��G" Gi GG GV #”�CFû&ã/œFéG� ���œF¹

• G= Gw GG GM
ÆFþG0Ge Gw G2 G0 G• GG FÜGN G4 G• Fç Fï G� FïFÿ�ë
G� F F̧íFþG0Ge Gw G2 G0 G• GG FÛ G�F¸G= Gw GG GM Fû3ã�•FéG� �£��F
G2 G0 G• GG Fû0¿��G" G{GŠ GW FéG� ���œF¹

• G0Ge Gw G2 G0 G• GG G" G= Gw GG GM Fû3ã�•FéG� Fø FÝ FûF¸G= Gw
G e G w G 2 G 0 G • G G F þ 1 FôFÛ G� �‚ Fç Fß 3ã�•Fç FïG0Ge Gw G2 G0 G• GGFû0¿�
GW FéG� ���œF¹

• G^ GQ G= G0 GQ Ge Fç Fï0¿��G" G= Gw GG GM Fû G{GŠ GW FéG� ���œF¹

G = G w G G G M� ìF åG �F ïG 0G e G w G 2 G 0G • G GF þ0 ¿� �F þG {G Š G W38-23 GhGŠGFH�G"�g!·Fç Fö
F ß F ð F å F ÔF ¹

GzGkGŠ GV Fø GV Gw GQ
G;G•G>Fþ� I� ì 

G z G kG Š G V 
 ÆF þ G x G • G = G " G = G x G Q G = F éG � F ø F ¸G z G kG Š G V
G o G Q G IG ŠG F G V G w G Q G ; G • G > GUGŠGM FÜ/²&g Få G�G�FéF¹Fã Fþ�I�ìFû G� Fó FöF
Fþ"I��F Ģ_ GMGŠG•Fþ1*��F F̧ÚG�G�GE GG GT Gn Fø GA G• Gc G1 G< Gs Gz
GV FÜ���ÆFûFú G� G�FéF¹

G G G ; G q G •� ·� 8 F ø 
SSL 0¿��G"�S�BFé
G � F ïG �F þG > G w G c G 1
G9Gy GtGŠGD G 2 G •
GMGŠGc G5 G2 GG

Fã Fþ Gx Gx GŠGG�è�SFÿF¸GG G; Gq G•�·�8 Fø SSL 0¿��FÜ CLI G"�Q#ÝFç Fö Fç FÛ�S
F ÷ F Ý G �F ëG #F ÷ F ç F ïF ¹CLI FðFáF÷Fú Fß F¸GUI G"�Q#ÝFç Fö GG G; Gq G•�·�8 Fø SSL 0¿
� �G "� S� BF ÷ F Ý G � G � F Ö F ûF ú G � G � F ç F ïF ¹G G G ; G q G •� ·� 8F þ0 ¿� �H �9-115 GhGŠGFH�FÚG�
G�SSL 0¿��Fþ�æ��H�32-55 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹
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'¨  1 'v       Cisco 7Á�Ê Go GŠGy GIG;Gs Gx GT G1 G0Ge Gw G2 G0G•GGG"Fä�Q#ÝFþ�SFû
  FãFþGx Gx GŠGGFþ�‚�µ+�

FûFú G�

F éG �F ¹

GM��#.Fé

2 G=¿� �
Q G IG ŠG FF û
z G 2
F¹

/œ Fø �•

GV GdGz G2 G=
Š

ç Fö
Ì6äF÷ FÝ G�
G 0 G 4 G V G dG z G 2 G = 
G c G 1 G y G M F þ� I� ì

�I�ì Få G�FïG0 G4 GV GdGz G2 G= Gc G1 Gy GM G"�Q#ÝFéG� Fø F �̧�Fþ Fã Fø FÜ�•+�
G�FéF¹

• ��Fþ3ã�•Fþ7Á�Ê Go GŠGy GfGQ GNGŠG"G0 G4 GV GdGz G2 G= G c G 1 G yG MF û3 ã� •

– X-IronPort-Outbreak-Status

– X-IronPort-Outbreak-Description

G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M� µ+ � F ø G o G ŠG y G k G x G EG ŠH �14-17 GhGŠGFH�G"�g!·
F ç F ö F ß F ð F å F ÔF ¹

• � ‚ Fç FÔ7Á�Ê Go GŠGy Gf GQ GNGŠG"�Q#ÝFç Fö7Á�Ê Go GŠGyG" Gc G1 Gy
G�F¹G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M� µ+ � F ø G o G ŠG y G k G x G EG ŠH �14-17 GhGŠGFH�G"
�g!·Fç Fö Fß Fð Få FÔF¹

• ��#.Fç Fï7Á�Ê Go GŠGyG"�æ�pFþ��
› Go GŠGy G i G G G V F þ E G o G ŠG y GIG; Gs Gx
G T G 1 G0Ge Gw G2 G0G• GGFû3æ�™FéG� G� FÖ FûG0 G4 GV GdGz G G c G 1 G yG M G "0
FéG� Fã Fø Fû G� FóFöF¸G0 G4 GV GdGz G2 G= G c G 1 G yG M F ÷� �# .F åG �F ï G o G
�PFéG� GA G•GTG• GR G c G 1 G yG M GgGŠGGFþGG G; Gq G• G"��/œFéG�F¹G 0 G 4 G V G dG
G= G c G 1 G yG M� µ+ � F ø G o G ŠG y G k G x G EG ŠH �14-17 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔ

• ��FþG0 G4 GV GdGz G2 G= Gc G1 Gy GM�š�XG"�Q#ÝFç Fö7Á�Ê Go GŠGyFþ�ó�¡
�eG"�š�fFéG�F¹
– $threat_verdict

– $threat_category

– $threat_type

– $threat_description

– $threat_level

G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M� µ+ � F ø G o G ŠG y G k G x G EG ŠH �14-17 GhGŠGFH�FÚG�G�
GTG; GG GV G x G K G ŠG G F þ3 ã� •H �20-10 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• 7Á�Ê Go GŠGyG"�è$?Fû3ã�•FëFêFûFéFà Fû4Ä�™FéG� G� FÖ FûG0 G4 
Gc G1 Gy GM G"0¿��FéG�F¹G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M� µ+ � F ø G o G ŠG y G k G x G EG
H�14-17 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• ��Fþ�‚ Fç FÔGz GkGŠ GV G"�Q#ÝFéG�F¹

– %T�™ Go GQ GIGŠGFFÛ G� Fþ G` GQ GV G o G Q G IG ŠG F 

– +#�>GzGgGy�9Fþ G` GQ GV G o G Q G IG ŠG F 

– G0 G4 GV GdGz G2 G= �è$?
ÆFþ Go GQ GIGŠGF 

– � iFÝ �nFØ G� G �F ï GV GQ Ge URL

[G 0 G 4 G V G dG z G 2 G = G c G 1 G y G MH �Outbreak FiltersH�] GhGŠGFH�27-21 GhGŠGFH�G"�g
! ·Fç Fö Fß Fð Få FÔF¹

"I��Fþ GW Go G2 G• Fø
GCGd GW Go G2 G•G�Fþ
G o G ŠG y4 Ä� ™F þ� M� ì
�õ�F Fø 
Ì6ä

"I��Fþ GW Go G2 G• Fø GCGd GW Go G2 G•G�Fþ Go GŠGy4Ä�™G"�M�ì�õ�FF
G � F Ö F ûF ú G � G � F ç F ïF ¹7Á�Ê Go GŠGyFþ�w�™ Fø 4Ä�™Fþ�M�ì�õ�FH�32-2 GhGŠGFH�FÚG�
G��M�ì�õ�FFç FöFÔ G�7Á�Ê Go GŠGyFþ�w�™ Fø 4Ä�™Fþ
Ì6äH�32-3 GhGŠGFH�G"�g!·Fç
F ö F ß F ð F å F ÔF ¹
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  0ò(ý�_��Fþ
°�m
›

ç FöFÔG�FéF¹

� F ã F ø F û

¹

Š G W � I� Ø G 2 G • G F
Fï�ÚFþG_GG G}GŠ

1�Fþ Gx GG
éH �F ¹

��ÍFþ0¿��

dGyFû FåG�G�FéF¹
� Fç FïF¹

Gu G•

Fç G�FéF¹

F ïF ïG �F ¸F ã

þ�š�fFÿG0Ge Gw G2
G• GG�VFþFéG	
FÝ G�FéF¹
0ò(ý�_��Fþ
°�m
›
GE GG GA F÷FÿF¸G0Ge Gw G2 G0 G• GGFû6õFéG�#.0ŽG"�ÝG�Fö8l Fß FïG�Fû��Fþ2(�qG"�f�j F

• GlGY Gs G0GyH�1-9 GhGŠGFH�

• G V G zG ŠG YG • G >H �1-10 GhGŠGFH�

• Cisco 3û%±GCGŠGa GGH�1-10 GhGŠGFH�

• GXGz GQ GF GgGŠGGH�1-11 GhGŠGFH�

• Cisco GCGkGŠ GV G A G m G s G YG T G 1 H �1-11 GhGŠGFH�

• Cisco G 9 G G G M G lG Š GCGkGŠ GV H�1-11 GhGŠGFH�

• GCGŠ GW G_GŠGT G1 G A G • G V G x G a G sG ŠG MH �1-12 GhGŠGFH�

• Cisco G�Fþ GA Go G• GV Fþ3æ�ÜH�1-12 GhGŠGFH�

• G E G G G A G 0 G 9 G 4 G • G V F þ$ Ï6 �H �1-12 GhGŠGFH�

GlGYGsG0Gy 
G0Ge Gw G2 G0 G• GGFþ GUI F÷�‘�VFþ [GfGyGe Fø GCGkGŠ GV H�Help and SupportH�] G " G = G x G Q G = F éG
G � G � F Ģ tG ŠG D G : G 2 G W F þG 8G • G w G 2 G • GfGyGe G^GŠGF Gu G•Fû%$�KG0 G= GI GG F÷ FÝ G�FéF¹

G_GG G}GŠ GW GI
G ; G s G x G T G 1 F þ� I� ì 

'ö#.GtGŠGD G_GG G}GŠ GW Fþ� �FþG8GeGE Gu G• G"0¿� �F÷ FÝ G�FéF

• � ‚ F ç F ÔG _G G G }G Š G W G "
 °� Š F ç F ïG tG ŠG DF û� PF ç F öG _G G G }G
G?GŠGM FÜ/²&g Få G�G�FéF¹H�G_GG G}GŠ GW �I�ØFÿF �̧æ� � Få G�
G W 0 [� óF û G � F ó F ö� I� D F å G �G �F éH �F ¹

• G_GG G}GŠ GW F÷Fþ"I��Fþ�"1�Fþ�Q#ÝG"&—�FFç G�FéF¹H�&—�FFéG� �"
G V G " G 0G e G w G 2 G 0 G • G G F ûG 0 G Q G e G {G Š G W F ç G �F

0ò(ýFûFôFÔFöFÿF¸�D7H$×FúGtGŠGD G0 G9 G4 G• GV Fø G_GG G}GŠ GW Fþ0¿�
H�31-18 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�š�f Få G�Fï�·�8

�M
–'ö#.�µ+�G"
G 2 G [G ŠG dG yF ûF é
G � F ïG �F ûF �̧ µ+ �
G;GŠFÜ�²0[F÷Fÿ
F ú F ß F ú G � G � F ç F ï

G0Ge Gw G2 G0G• GGF÷FÿF ĢUGc G7Gy GV F÷F �̧M
–'ö#.�µ+�FÜ G2 G[GŠG
Fã Fþ�µ+�G" G2 G[GŠGdGyFûFéG� FïG�FûF �̧µ+�G;GŠFÜ�²0[F÷FÿFú Fß Fú G� G

G x G K G ŠG G( �( Ù
GpGŠ GW G"6ä��Fé
G � F ïG �F þ F ç F Ý F Ô
�ÍGzGgGyFÜ�š� f
F å G �G � F ç F ï

F ã F þ G x G x G ŠG G� è� SF ÿF ¸RAM �Q#Ý"áFÜ 75% G"2xFØF 0̧Á��G2 G• GF G5 G= GE 
GzGŠ GV FÜ�ŽF»Fû�*�WFç Fö RAM �Q#Ý"áFÜ 85% Fû3Æ�ÜFÔFï Fø FÝ FûF¸E G o G ŠG y 
GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG FÜ GK GŠGG(�(ÙGpGŠ GW G"6ä� �

F ã F þ G x G x G ŠG G� è7 FF ÿF ¸AsyncOS FÜ 64 G a G Q G V G K G c G V G 4 G 5 G 0F ûF ú F ó
G � G � F þ F ç F Ý F Ô� ÍF Ü� š� f F å G �G �F éF ¹G 0G e G w G 2 G 0 G • G GF ÿF ¸RAM �Q#Ý"áFÜ 45% G"
2xFØF 0̧Á��G2 G•GF G5 G= GE Gu G• GzGŠ GV FÜ�ŽF»Fû�*�WFç Fö RAM �Q#Ý"áFÜ 60% 
Fû3Æ�ÜFÔFï Fø FÝ FûF¸Gx GK GŠGG(�(ÙGpGŠ GW G"6ä��Fç G�FéF¹Fã F
G0 G• GG�VFþ Go Gp Gx �Q#Ý"áFû�s8jG"�ZFØFúFÔFïG�F¸G0Ge Gw G2 G0
FöFþ GA G•GkGŠG[G• GV FÜ Fã G�G� F÷FùFÚ G� Go Gp Gx G"�Q#ÝF÷
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  0ò(ý�_��Fþ
°�m
›

G yF ÚG �G �

G� Fæ G� Fú GV GzGŠGY

F̧ÚG�G� GK
• GR1

���Fä Fø Fþ3û%±

l

/

Cisco 7Á�Ê Go GŠGy GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFþGlGY Gs G0Gy G I G Q G V F ûF ÿ� �F þG lG Y G s G 0
GlGY Gs G0GyFÜ�µG�G�G�FéF¹

• G x G x G ŠG G G \ G Š G V 

• 7Á�Ê Go GŠGy GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFþ G= G2 GQ G= G G G MG Š G V G : G 2 G W

• FÄCisco AsyncOS for Email GtGŠGD G : G 2 G W F ÅH��•�iH�

• FÄCisco Content Security Virtual Appliance Installation GuideFÅ

• FÄCisco AsyncOS CLI Reference GuideFÅ 

Cisco Content Security 0���FþFéG	FöFû6õFéG�2(�qFÜ�è�WF÷
°�mF÷ FÝ G�FéF¹

G V G zG ŠG YG •G >
GE GG GA F÷FÿF �̧•/¡*…F Ģ_GŠ GV GXGŠF �̧Û#ÕFú FùF F̧íG�FîG�FþGYGŠGHFû�œG�FëFïF¸Få
G • G > G e G { G > G w G nF ÚG �G � G V G zG ŠG YG • G > GAGŠGG G"#Ý�–Fç FöFÔG�FéF¹

• http://www.cisco.com/web/learning/le31/email_sec/index.html 

• http://www.cisco.com/web/learning/training-index.html 

Cisco 3û%±GCGŠGaGG 
GIG; Gs Gx GT G1 G 0 G W G ^ G 2 G D G x F ¸G c G 1 G ŠG y G W G\ GŠGT G1 GGF 2̧
�Ž)
�¢ Fø GCGkGŠ GV )
�¢Fþ3û%±F
G c G V G 4 G 5 G 0 G0 GQ GeGUGŠ GV Fø �¤%±Fþ�e8ŸFû6õFéG� �_��Fú FùFþGE GG GA Fþ GA G• GT G GIG; Gs Gx GT G 
G0Ge Gw G2 G0 G• GGFû6õ4�FéG�3û%±FÜ4Ä�™ Få G�G� G� FÖ Fû*+�¡Fç Fö�g�•Fç G�FéF¹

�w�™FéG� �_��3û%±Fþ8–�ØG�GM G2 GeFú FùFþG8GeGE Gu G• G"�æ��F÷ FÝ G�FéF¹�Q#ÝFéG�0
Fû�¶�9Fû�g�•FéG� �²0[FÜFÒ G� G�FéF¹

�g�•FéG� FûFÿF �̧�Fû&ã�·Fç G�FéF¹Fḩttp://www.cisco.com/cisco/support/notifications.html 

Cisco.com G 0 G 9 G 4 G • G V F Ü� ²0 [F ÷F éF ¹F úF Ô� �� œF ÿF ¸G E G G G A G 0 G 9 G 4 G • G V F þ$ Ï6 �H �1-12 GhGŠGFH�G"�g!·Fç
F ö F ß F ð F å F ÔF ¹

GlGY Gs G0GyFþ
Æ�� 
Cisco Content Security 0���  �g!·
›  

G]GŠ GW G4 G5 G0FÚG�G��ì�•G0Ge Gw
G 2 G 0 G • G G

Fã Fþ/²F÷0ñ�\FéG�0���G"�g!·Fç Fö Fß Fð Få FÔF¹

Cisco E G o G ŠG y GIG; Gs Gx GT G1 http://www.cisco.com/c/en/us/support/security/content-security-
management-appliance/tsd-products-support-series-home.html

Cisco Web GIG; Gs Gx GT G1 http://www.cisco.com/c/en/us/support/security/web-security-app
iance/tsd-products-support-series-home.html 

Cisco G A G •G TG • G R GIG; Gs Gx GT G1
'ö#.  

http://www.cisco.com/c/en/us/support/security/email-security-ap
pliance/tsd-products-support-series-home.html 

Cisco G A G •G T G • G R GIG; Gs Gx GT G1 
G0Ge Gw G2 G0 G• GG Fþ CLI G x G c G / G z
G • G G G : G 2 G W

http://www.cisco.com/c/en/us/support/security/email-security-ap
pliance/products-command-reference-list.html

Cisco IronPort �/�•�ì http://www.cisco.com/c/en/us/support/security/email-encryption
tsd-products-support-series-home.html 
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  0ò(ý�_��Fþ
°�m
›

�̧Ÿ
–FéG� �m8pFûFôFÔFö1�

�Â�‰�2FûFôFÔFö

� �Fþ

ŠGT G1 G• G>Fþ0°

•Š

'� Fç Fö2A�eFç

�F éF ¹

GkGŠ GV FûFôFÔFö
GXGz GQ GF GgGŠGG
G 9 G G G M G lG Š GCGkGŠ GV GkGŠGM GyFþCiscoGXGz GQ GF GgGŠGGFûFÿF¸
http://www.cisco.com/web/ironport/knowledgebase.html F Û G � G 0 G = G I G G F ÷ F Ý G �F éF ¹

H��@H� G C G 2 G V F ûG 0 G = G I G GF éG � F ûF ÿ Cisco.com FþGtGŠGD ID FÜ�²0[F÷FéF¹Cisco.com GtGŠGD ID FÜFúFÔ���œ
FÿFĢ E G G G A G 0 G 9 G 4 G • G V F þ$ Ï6 �H �1-12 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

Knowledge Base FûFÿF¸Cisco 0���Fû6õFéG�1Ï�)Fú�_��FÜ#Ý�– Få G�FöFÔG�FéF¹

3û�–F 0̧°�¦Fÿ��FþG9GT GB Gx FþFÔFêG�FÛFû�(8® Få G�FöFÔG�FéF¹

• How-To F ã G � G � F þ0 °� ¦F ÷F ÿF ¸Cisco 0���Fþ�Q#Ý�‰�2FûFôFÔFö1��ÂFç G�FéF¹Fï Fø FØG�F¸How-To Fþ
0°�¦F÷FÿF¸G0Ge Gw G2 G0 G• GG#ÝGUGŠGMGgGŠGGFþG^ GQ G= G0 GQ GeG" Fø G� F
�ÂFç G�FéF¹

• �e8Ÿ Fø 0Ž�ô'Ç �e8Ÿ Fø 0Ž�ô'ÇFþ8o% F÷FÿF¸Cisco 0���Fþ�Q#Ý�ìFû$Î#ÕFéG� �•+��öFÜFÒ G� "I��Fþ
G6 Gw GŠG��e8ŸFû�P��Fç G�FéF¹Fï Fø FØG�F¸Problem-and-Solution Fþ0°�¦F÷FÿF 0̧���Fþ�‚G^GŠGF Gu
G•G�FþG0 GQ GeG> GzGŠ GW �ìFû"I��FþG6 Gw GŠ Go GQ GIGŠGFFÜ/²&g Få G�Fï���œFþ�P
1��ÂFç G�FéF¹

• �g*ƒ2(�q  �g*ƒ2(�qFþ0°�¦FÿF 3̧û�–F "̧I��FþG]GŠ GW G4 G5 G0Fû6õ4�FéG� G6 GwGŠ GAGŠ GW Fú Fù�_
Gx GG GV G"�f�j Fç G�FéF¹

• G V G w G dG yG E G sG ŠG T G 1 G • G > G V G w G dG yG E G sG ŠG T G 1 G • G >F þ0 °� ¦F ÿF ¸Cisco 0���Fû6õFéG� �M+á$×Fú�e
8ŸFþ�(�Ò�‰�2FÚG�G�0Ž�ô�‰�2FûFôFÔFö1��ÂFç G�FéF¹Fï Fø FØG�F¸GV Gw GdGyGE GsG
�¦FÿF ḐNS F÷�e8ŸFÜ$Î#ÕFç Fï���œFû�‘ FÖ �m8pG"�f�j Fç G�FéF¹

GXGz GQ GF GgGŠGG
ÆFþ�›0°�¦FûFÿF �̧M�–Fþ�G'Å ID $��•FÜFôFÔFöFÔG�FéF¹

Cisco GCGkGŠ GV G A G m G sG YG T G 1
Cisco GCGkGŠ GV G A G m G s G YG T G 1 F ÿF ¸Cisco FþFÚ���]F Ģ_GŠ GV GXGŠF F̧ÚG�G��‘���(FþG8G• Gw G2 G G c G 7G
G w G nF ÷F éF ¹7 Á� Ê G o G ŠG yF ÚG �G � Web GIG; Gs Gx GT G1 Fû6õFéG� �M+á$×Fú�e8ŸG�F "̧I��Fþ Cisco 0���Fû6õ
FéG� �•/¡�_��FûFôFÔFö0ðFç �œ FÖ ��G"�f�j Fç G�FéF¹Fã FþGc G7GŠ Gw GnFû GV Gb GQ G= G"�ž
F ï G � F �̧ ÚF þ Cisco GtGŠGD Fø �_��G"
¹�wFç Fï G� F÷ FÝ G�FéF¹

Customer Support Portal Fþ Cisco GCGkGŠ GV G A G m G s G YG T G 1 F ûF ÿF �̧ �F þ URLs F Û G � G 0 G = G I G G F ç G

• 7Á�Ê Go GŠGy GIG; Gs Gx GT G1 Fø 6õ4�'ö#.: 

https://supportforums.cisco.com/community/netpro/security/email 

• Web GIG; Gs Gx GT G1 Fø 6õ4�'ö#.: 

https://supportforums.cisco.com/community/netpro/security/web 

Cisco G9GG GM GlGŠ GCGkGŠ GV
GCGkGŠ GV G"�wFá G� FûFÿF �̧�Fþ�‰�2G"�Q#ÝFç Fö Fß Fð Få FÔF¹

U.S.: Call 1 (408) 526-7209 or Toll-free 1 (800) 553-2447 

(•�\�¥H� http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html 

GCGkGŠ GV GC G2 GV H�http://www.cisco.com/en/US/products/ps11169/serv_group_home.html [,e1� ] 

Gx GI Gw GŠG� FïFÿ�ÚFþGCGe Gw G2 GrFÛ G� GCGkGŠ GV G"2N
°Fç Fï���œF 0̧���Fû6õFéG� GC
FÿF %̧$�KFíFþ Gx GI Gw GŠ G� Fç Fß FÿGCGe Gw G2 GrFûFÚ�eFÔ�œG�Fë Fß Fð Få FÔF¹
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x
x Få G�FöFÔG�FéF¹

þGl

FÔG�
Få FÔF¹

ß Fð Få FÔF¹

G V F Ü� ²0 [F ÷F éF ¹

0[

2 Gr

' Ç

Go GQ GIGŠGF+#�>Fû
Fû�PFéG�

ö#.*…FÜ
GCGŠ GW G_GŠGT G1 G A G • G V G x G a G sG ŠG M
Cisco AsyncOS 
ÆFû�µG�G�G� �M4ŠFþ GK Gc GV G4 G5 G0FÿF¸FreeBSD Inc.FŞtichting Mathematisch 
CentrumFÇorporation for National Research Initiatives Inc.F̧FÚG�G��ÚFþGCGŠ GW G_GŠGT G1 G A G • G V G
Ga GsGŠGM Fþ GK Gc GV G4 G5 G0�Q#Ý0Á1Y�Î(ÙFþ�²8oF 3̧û%±F F̧ÚG�G��²�óFû�öFõFÔFö4Ä�
Fã G� G� FéG	FöFþ�Î(Ù�²�óFÿF¸Cisco G w G 2 G IG • G G� Î( ÙF û� µG �G �F öF ÔG �F éF ¹

Fã G� G� Fþ�Î(Ù
Æ��Fþ
²�eFÿ��Fþ URL G"�g!·Fç Fö Fß Fð Få FÔF¹

https://support.ironport.com/3rdparty/AsyncOS_User_Guide-1-1.html

Cisco AsyncOS 
ÆFþ�M4ŠFþ GK Gc GV G4 G5 G0FÿF¸Tobi Oetiker Fþ�i8�Fû G� G� � �–G"�“FöFŖRDtool G"�ö
F û F ç F öF ÔG �F éF ¹

F ã F þG lG Y G s G 0G yF ûF ÿF ¸Dell Computer Corporation Fþ0Á�•G"�“Fö0
0� Få G�Fï
Æ��FÜ�M4Š�µG�G�FöFÔ
G�FéF¹Fã FþGlGY Gs G0GyFûFÿF¸McAfee Fþ0Á�•G"�“Fö0
0� Få G�Fï
Æ��FÜ�M4Š�µG�G�FöFÔG�FéF¹Fã F
G Y G s G 0G yF ûF ÿF ¸Sophos Fþ0Á�•G"�“Fö0
0� Få G�Fï
Æ��FÜ�M4Š�µG�G�FöFÔG�FéF¹

Cisco G�FþGA Go G• GV Fþ3æ�Ü
Cisco Technical Publications GOGŠGnF÷FÿF¸G� G� 
˜�� Fç Fï0���GlGY Gs G0GyG"�f�jFéG	 Fß �”G�Fö
FéF¹GA Go G• GV G��f�LFÜFä Fæ G� Fç Fï G� F F̧ìG��è�WFþ7Á�Ê Go GŠGyG� F÷FÚ%± G�Fë Fß Fð
contentsecuritydocs@cisco.com 

Go GQ GIGŠGFFþ�ó�¡FûFÿF 0̧����¡F¸Gx Gx GŠGG$��•F¸Fã FþGlGY Gs G0GyFþ$Î/œ�¥G" Fä0°
° F

GEGG GA G0G9G4G• GV Fþ$ Ï6 � 
Cisco.com F þ� ¨� XF þ G x G K G ŠG GG �G 0 G = G I G GF éG � F ûF ÿF ¸G E G G G A F þG 0 G 9 G 4 G •

Cisco.com FþGtGŠGD ID G"FÚ�âFñF÷FúFÔ���œFÿF¸https://tools.cisco.com/RPF/register/register.do F÷$Ï
6�F÷ FÝ G�FéF¹

6õ4�8o%  

• Cisco 3û%±GCGŠGa GGH�1-10 GhGŠGFH�

• GXGz GQ GF GgGŠGGH�1-11 GhGŠGFH�

Cisco E G o G ŠG y GIG;Gs Gx GT G1 G0Ge Gw G2G0G•GGFþ�+
Cisco AsyncOS™ G8GhGzGŠGT G1 G• G> GE GG GT GnFûFÿF �̧�Fþ�µ+�FÜ)�G�3¸G�G�FöFÔG�FéF¹

• SenderBase G z G b G s G TG ŠG E G u G • G c G 1 G y G M F ø Cisco Anti-Spam G")+�œFç Fï" ‚+¬FþGlGyGOGz G 
G0Ge G{GŠGOFû G� G� G@GŠ GV G4 G5 G2 F÷FþGGG_Gn�P'ÇF¹

• Sophos FÚG�G� McAfee G 4 G 2G yG G� P' ÇG GG ; G q G • G6G•GFG•FûG� G�G@GŠ GV G4 G5 G2F÷FþG 4 G 2G yG G� PF¹

• �‚ Fç FÔG0 GQ GeGUGŠ GV FÜ4:#Ý Få G�G� G� F÷�47dFú Go GQ GIGŠGF G"7x7³FçF �̧‚ Fç FÔ
�PFéG�+$�E�öG"�P�öFéG�F �̧‚ Fç FÔ G4 G2 GyGGF 0̧Ö�-F F̧ÚG�G�Gc G1 GQ GE G• G>Fþ�Ñ�S Cisco 
Fþ"‚+¬�–1¤�µ+�F÷FÒ G� Outbreak Filters™F¹

• G k G x G EG ŠF ¸G 4 G 2 G yG GF F̧ ÚG �G �G 0 G 4 G V G d G z G 2 G = � è$ ?FÿF $̧2G� Fç FÔ Go GQ GIGŠGF G"�–�ÑFç Fö'
0Û�oFéG� FïG�Fþ�ó
²Fú���dG"�f�j Fç G�FéF¹
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FÝ G�F Ģ8G•Gj GQ G= GGFþ

G^G4 G• GW FÚ

4 G• GW Fþ3æ�™*…

"8p�ò Få FëF �̧û��
ã Fø FÜF÷ FÝ G�FéF¹Gc G1
û6õFéG� �_��F¸Go GQ
õF ÔF ö G o G Q G IG ŠG F G "
G 4 G • G GF ¸G 0G ŠG 9 G 2 G dF Ģ d G w

þ
� Fø G� Få G�G� Go GQ GIGŠGFFÜ

"�MGCGŠ
� F ú3 æ� ™
 –G � F ïF ÿ
Ö Fû�(4Ä
G G

�F éF ¹

G u G •G �
ûF ¸G IG ; G s

G1 GdFú GA GlG• GW

ÚG�G�7x7³'ö
• 7x7³ Få G�Fï GGG_GnFÚG�G�7g�ö Fø $2G� Fç FÔGGG_GnG�FþG6G• GW GtGŠGD G0 G= GI GG G"�f�jFéG�F Ģ
G•G j GQ G= GG G� F ïFÿG8GcGj GQ G= GGFþGGG_Gn7x7³F¹

• 7Á�Ê Go GŠGy1�0É Cisco AsyncOS FÿF $̧Î�™ Go GŠGyFû�PFéG� DomainKeys FÚG�G� DomainKeys 
Identified MailH�DKIM H�Fþ*+�¡Fþ�ÚFûF %̧T�™ Go GŠGyFû�PFéG� Sender Policy FrameworkH�SPFH�F¸Sender 
ID FrameworkH�SIDFH�FḐKIM Fþ�è0ÉFúFùF¸Få G� Fæ G�Fú�g�'Fþ7Á�Ê Go GŠGy1�0ÉG"GCGkGŠ G

• Cisco 7Á�Ê Go GŠGy�/�•�ìF¹HIPAAFĢLBAF F̧ÚG�G�� �]Fþ0d�D0[�ÓFû�P�ÂFéG� FïG�Fû$Î�™ Go G
GyG"�/�•�ìF÷ FÝ G�FéF¹Fã G�G"/œ FÖ FûFÿF 7̧Á�Ê Go GŠGy GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG F÷�/�•
G x G EG ŠG "0 ¿� �F çF ¸G {G ŠG 9G y G;GŠ GCGŠG^G� FïFÿGi GG GT GQ GW G;GŠ GCGŠGa GG G"�Q#ÝFç Fö Go
GF G"�/�•�ì Fç G�FéF¹

• G0Ge Gw G2 G0 G• GG�VFþFéG	FöFþ7Á�Ê Go GŠGy GIG; Gs Gx GT G1 GCGŠGa GGFÚG�G�G0Ge Gx G?G
'ö#.FéG�F �̧"�MF÷�ß�Ó$×FúGN GQ GE Gs GjGŠ GW F÷FÒ G�7Á�Ê Go GŠGy GIG; Gs Gx GT G1 GlG[GŠGF GqF¹7Á�Ê
G o G ŠG y GIG; Gs Gx GT G1 GlG[GŠGF Gq FÿF ĢtGŠGD G>GyGŠGeFû�öFõFÔFö7Á�Ê Go GŠGy GIG; Gs Gx GT G
� �� ‹F ÷ F ÝF ¸G 2 G •G ^G 4 G • G W F ø G 0 G 4 G V G ^G 4 G • G W F þ" ‚' gF ç F ïG k G x G EG ŠCisco G z G b G s G
G E G u G • G c G 1 G y G MF ¸G 0 G 4 G V G dG z G 2 G = Gc G1 Gy GMF¸G0 G•GOGGG_GnF¸G0 G•GO G4 G2 GyGG
Gy G A G • G T G • G R G k G x G EG ŠG "' ö# .F ÷ F Ý G �F éF ¹

• 7Á�Ê Go GŠGy Gk Gx GEGŠFû4*�oFç Fï Go GQ GIGŠGF G"�–�âFéG�G8G•Gj GQ G= GG7x7³G6 Gx G0F¹7x7³FÿG0
G 4 G V G dG z G 2 G = G c G 1 G y G M� µ+ � F ø G EG ŠG n G z G GF û4 ��   F ç G �F éF ¹

• G8G•Gj GQ G= GGFþ Go GQ GIGŠGF G V G w G Q G ; G • G >F¹AsyncOS for Email FûFÿF 7̧Á�Ê Go GŠGy GIG; Gs Gx GT 
G0Ge Gw G2 G0 G• GGFÜ��#.FéG� Go GQ GIGŠGFFþ GG GTGŠGM GGFþ�è(ôFÜ���ÆFûF÷
G o G Q G IG ŠG F GV Gw GQ G; G• G>�µ+�FÜFÒ G� G�FéF¹

• �û��FþFéG	FöFþ7Á�Ê Go GŠGy GV Gw Gc G1 GQ G= G"
²�/$×Fû&�1�F÷ FÝ G�F F̧éG	FöFþ G2 G•
G�G�G0 G4 GV G^G4 G• GW Fþ7Á�Ê Go GŠGyFû�PFéG�G o G ŠG y G c G {G Š GpGY GM�µ+�F¹

• 3æ�™*…Fþ IP G 0 G W G z G GF ¸IP G0 GW Gz GG(
�VF¸G� FïFÿ GW Go G2 G•Fû�öFõFÔFïF¸G2 G•G^G
FþG 0 G = G I G G� D� šF¹

• �È(
Fú G o G Q G IG ŠG F G c G 1 G y G M G x G • G > GT G= G\ G{ GFGŠG"�Q#ÝFç FöF &̧k
ÆGk Gx GEGŠG
Fþ G2 G• Gc Gw GG GV Gw G= GO Gq G"��
° G� FéG� "I��Fþ Go GQ GIGŠGFFû�8#Ý Få FëG� F
G y G M GyGŠGyF÷FÿF¸Go GQ GIGŠGF G� FïFÿ�ç�ÜGc G/ G2 GyFþ
Æ��F¸G[ GQ GV G}GŠ G= F
GIGŠGF G6G•GgG{GŠGeF¸Go GQ GIGŠGF G f G Q G NG ŠF ¸G � F ïF ÿ G o G Q G IG ŠG F� •� eF û� öF
1‘�9Fç G�FéF¹Gc G1 Gy GM G 0 G = G E G u G •F ÷F ÿF ¸G o G Q G IG ŠG F G " G W G { G Q G eF Ģ ^
G 2 G • G W G9GŠGjG• GA GbGŠF¸G� FïFÿ�š�f Fç Fï G� F 3̧û%±G"#Õ�BFç Fï G� F÷ FÝ G�FéF¹

• GIG; Gs G0Fú SMTP over Transport Layer Security )�#äFþ Go GQ GIGŠGFFþ�/�•�ìF û G � G � F �̧ û� �F
G2 G• Gc Gw GG GV Gw G= GO Gq Fø FíFþ�ÚFþ�™8—F÷ FÝ G� Gi GG GV Fø Fþ6ëF÷G� G
�/�•�ì Få G�G� G� FÖ Fú G� G�FéF¹

• Virtual Gateway™ G T G = G \ G { G FG ŠF û G � G � F ¸E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFÿF �̧
G^
ÆF÷0
�XFþ7Á�Ê Go GŠGy G @G Š G V G 4 G 5 G 2 F ø F ç F ö� µ+ �F ÷ F Ý G � F ïG �F ¸F å G � F æ G
G ; G q G •G hG ŠG •F þ7 Á� Ê G o G ŠG yG "F F̧ íG �F îG �" ‚' gF ç F ï IP G0 GW Gz GG G"3ûFç Fö3æ�™FéG� G� F
F ÷ F Ý G �F éF ¹F ã G �F û G � G � F ¸1 FôFþ IP G0 GW Gz GG Fû�s8jFéG�4Ä�™�•+�5�Fþ�e8ŸFÜF �̧ÚFþ IP G 0 G W G z
Fû�lG�FúFÔ G� FÖ Fû Fç G�FéF¹

AsyncOS for Email FÿF¸Go GQ GIGŠGF G"�wFá
°G�Fö4Ä�™FéG� FïG�FûF¸RFC 2821  =�ÐFþ Simple Mail 
Transfer ProtocolH�SMTP; G E G •G eG y G o G ŠG y3 ?3 æG e G { G V G AG yH �G "G CG kG Š G V F ç G

G z G kG Š G V � 8� BG A G lG • G W F Ģ pG Y G M G x G • G > G A G lG • G W F F̧ ÚG �G �G A G • G c G 1 G < G s G zG ŠG E G A G lG • G W F þ
F ø G #F ùF ÿF ¸HTTP )�#äF÷ G� HTTPS )�#äF÷ G� Web GgGŠGG Fþ GUI F Û G � � Q# ÝF ÷ F Ý G �F éF ¹F å G � F
G0 G E G 5G yH �SSHH�F¸TelnetF¸G� FïFÿ%$�KGE Gx G0Gy�K)FF÷G0 G= GI GGFéG� G2 G• GM Gw G= GT
G w G 2 G • G 2 G • G MG ŠG c G 5 G 2 G GH �CLIH�FÜGE GG GT GnFû#Ý�– Få G�FöFÔG�FéF¹

G � F ïF 0̧ 
� XF þ 7Á�Ê Go GŠGy GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG FþGz GkGŠ GV F¸GV Gw GQ G; G• G>F F̧
#.G")+�œFéG� G� FÖ Fû GIG; Gs Gx GT G1 'ö#.G0Ge Gw G2 G0 G• GG G"0¿��F÷ FÝ G�FéF¹

6õ4�8o% 

• GCGkGŠ GV Få G�G�0•1�H�1-14 GhGŠGFH�
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  Cisco E G o G ŠG y GIG;Gs Gx GT G1 G0Ge Gw G2G0G•GGFþ�+0[
GCGkGŠ GV FåG�G�0•1�
AsyncOS Fÿ��Fþ0•1�FþFÔFêG�FÛF÷ GUI FÚG�G � CLI G"/²&gF÷ FÝ G�FéF¹

• ,e1�

• G c G w G • G G1 �

• GGGhG2 G•1�

• G W G 2 G R1 �

• G 2 G M G x G 01 �

• 8Q�\1�

• �¥�•1�

• GkGy GV G:Gy1�H�Gd Gw GFGyH�

• �p�\1�H�)¾�/�ÐFÚG�G�(F�/�ÐH�

• G { G EG 01 �
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C H A P T E R 2
2GGH�
G 5 G 2
G�Gp
÷

GV FçF �̧wFá
"

F û� Q# ÝF ç F úF Ô
�Q#ÝFéG�

1 G • G W G 4 F ÜG 8G ŠG eG • F å G �G � F ï
FéF¹
G0Ge Gw G2G0G•GGG�FþG0G=GIGG 

• Web GgGŠGGFþG> Gw Gc G1 G9Gy GtGŠGD G 2 G • G MG ŠG c G 5 G 2 G GH �GUIH�H�2-1 GhGŠGFH�

• G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2 G GH �CLIH�H�2-3 GhGŠGFH�

Web GgGŠGGFþG>Gw Gc G1 G9Gy GtGŠGD G2G• GMGŠGc G5 GGUIH� 
Web GgGŠGGFþG> Gw Gc G1 G9Gy GtGŠGD G 2 G • G MG ŠG c G 5 G 2 G GH �GUIH � F ø G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c
GGH�CLIH�Fþ�g�‰G"�Q#ÝFç FöG0Ge Gw G2 G0 G• GG G"'ö#.F÷ FÝ G�FéF¹GUI FûFÿF¸GE GG GT GnFþ0¿��FÚG�
GY GM Fû�²0[Fú�µ+�FþG� Fø G#Fù�µG�G�FöFÔG�FéF¹FïFð FçF F̧éG	FöFþ CLI G A G lG • G W F Ü GUI F Û G � � Q# ÝF
F Ý G � G �F áF ÷F ÿF Ò G � G �F ëG #F ¹� M4 ŠF þ� µ+ �F ÿ CLI F Û G �FþG��Q#ÝF÷ FÝ G�FéF¹

• G d G w G 4 G D0 [� óH �2-1 GhGŠGFH�

• GUI G�FþG0 G= GI GGH�2-1 GhGŠGFH�

G d G wG 4G D0 [� ó
Web GgGŠGGFþ UI FûG0 G= GI GGFéG� FûFÿF Ģd Gw G4 GDFÜ JavaScript FÚG�G � G= GQ G;GŠG"GCGkGŠ

°G�FÜ�w� FûFú Fó FöFÔ G� �²0[FÜFÒ G� F¸Få G� FûF¸Cascading Style SheetH�CSSH�G"�µG� HTML GhGŠGF G
G z G •G N G x G • G >F ÷ F Ý G � � ²0 [F ÜF Ò G � G �F éF ¹

• Firefox 3.6

• Windows XP FÚG�G� VistaH�Internet Explorer 7 FÚG�G � 8

• Windows 7H�Internet Explorer 8 FÚG�G � 9FĢoogle ChromeFF̧irefox 4

• Mac OS XH�Safari 4 �è7FFF̧irefox 4

G0Ge Gw G2 G0 G• GG G"�š�fFéG� ���œFÿF 0̧
�XFþGd Gw G4 GD G 4 G 1 G • G W G 4 G � F ïF ÿ G M G dG "�  � ì
F ÷ F ß F ð F å F ÔF ¹GUI G I G Q G E G u G • F ø CLI GI GQ GE Gu G• G"� �ìFû�Q#ÝFç FúFÔFö Fß Fð Få FÔF¹� �ìFû
Fø F �̧£�‡Fç FúFÔ�·�8FÜ$Î#ÕFçF ĢCGkGŠ GV �P1ß�¥FûFú G� G�FéF¹

G 2 G • G MG ŠG c G 5 G 2 G GF þ� M4 ŠF þG j G M G • G � F ïF ÿ G x G • G = F Û G � F ÿ3 ã� •F þ G 4 G
G�FĢUI G"�Q#ÝFéG� FûFÿF Ģd Gw G4 GDFþGk GQ GeG0 GQ Ge Gd G{ GQ G= Fþ0¿��FÜ�²0[Fú���œFÜFÒ G� G�

GUI G�FþG0G=GIGG
�‚0dGE GG GT GnFþ GUI FûG0 G= GI GGFéG� FûFÿF �̧ �Fþ URL FûG0 G= GI GG Fç G�FéF¹

http://192.168.42.42
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'¨  2 'v       G0Ge Gw G2 G0G•GGG�FþG0 G= GIGG
  Web GgGŠGGFþG>Gw Gc G1 G9Gy GtGŠGD G 2 G • G MG ŠG c G 5 G 2G GH �GUIH�

ÝFç FöGE GG GT GnFû G{

G nF þ� �� œF ÿF ¸G E G G G T G n

G ŠG c G 5 G 2 G GF þ
éF¹G2 G• GMGŠ
G�FöFÔ G� ��

Gu G•�F ÂG 0 G W G z
F ç F ö

a
"� Q# ÝF ç F ö
G { G > G 2 G • GhGŠGFFÜ/²&g Få G�Fï G� F ĢUGc G7Gy GV FþGtGŠGD�¡ Fø G_GG G}GŠ GW G"�Q#
G > G 2 G • F ç G �F éF ¹

6õ4�8o% 

• �d����,´�ìFþGUGc G7Gy GV GtGŠGD�¡ Fø G_GG G}GŠ GW H�2-2 GhGŠGFH�

• 7Ÿ�p'ö#.H�2-3 GhGŠGFH�

�d����,´�ìFþGUGc G7Gy GV GtGŠGD�¡FøG_GGG}GŠ GW

• GtGŠGD�¡H�admin

• G_GG G}GŠ GW H�ironport

��Fû�[G"&gFç G�FéF¹

�W2-1 [G{G>G2 G•H�Login H�] #ì8�

�‚0dH��è�SFþ Gx Gx GŠGGFþ AsyncOS F Û G � F þG 0 G Q G eG > G zG Š G W F ÷F ÿF ú F ß H �G E G G G T 
G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW G�+¬�·$×Fû Gx GN G2 Gz G= GV Få G�G�FéF¹

�6�‡GE GG GT Gn G I G Q G V G 0 G Q G e� ìF ûF ¸G 2 G • G MG ŠG c G 5 G 2 G GF þ IP G 0 G W G z G G F ø F ¸F ã F þ G 2 G • G M 
HTTP GCGŠGa GGF¸HTTPS GCGŠGa GGF¸G� FïFÿFíFþ�g�‰G"��/œFéG� FÛFù FÖ FÛG"4E�¥Fç G�F
G c G 5 G 2 G GF þ HTTP GCGŠGa GGF¸HTTPS GCGŠGa GGF¸G� FïFÿFíFþ�g�‰FÜ G2 G[GŠGdGyFû0¿�� Få
�œFÿF ĢCGkGŠ GV Fç FöFÔ G� �õ�–FþGd Gw G4GDG"�Q#ÝFçF Ģd Gw G4GDFþ G{ G?GŠGE G c G 1 G ŠG y G W H
GG G^GŠFÃH�Fû URL F ø F ç F ö IP G 2 G • G MG ŠG c G 5 G 2 G GF þ IP G 0 G W G z G G G � F ïF ÿG i G G G V � ¡G "
 °� Š GUI G"
/²&gF÷ FÝ G�FéF¹

��Fû�[G"&gFç G�FéF¹

http://192.168.1.1  G � F ïF ÿ

https://192.168.1.1  G � F ïF ÿ 

http://mail3.example.com  G � F ïF ÿ
https://mail3.example.com

H��@H� G 2 G • G MG ŠG c G 5 G 2 G GF þ HTTPS F Ü G 2 G [G ŠG dG yF û0 ¿� � F å G �F öF Ô G �H �F ÛF ô HTTP 0[�ÓFÜGIG; Gs G0 GCGŠG
GGFû Gx GN G2 Gz G= GVFå G�FöFÔFúFÔH����œFÿF �̧²FêF¸"http s:// " F ø F Ô F Ö G eG z G c G 1 G Q G = G G G GUI 
FûG0 G= GI GG Fç Fö Fß Fð Få FÔF¹

6õ4�8o% 

• GtGŠGDFþ3ã�•H�31-4 GhGŠGFH�
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'¨  2 'v       G0Ge Gw G2G0G•GGG�FþG0 G= GIGG
  �S�B�ìFþ0¿��Fþ�š�f

ç F öF ¸G = G w G G G MF ¸G >G yG ŠG eF ¸G lG E G •

F, 
F û

ç G �F éF ¹

0¿�� Få G�
s GzGŠ
÷FÿF '̧ö#.GkGŠ GV Fû

éG� FûFÿF¸

ÔF¹
7Ÿ�p'ö#.

G = G w G G G M F Ü� 8� B F å G �F öF Ô G � � �� œF ÿF ¸G = G w G G G M
 ÆF þG lG E G • G "� g! ·F
6ëF÷Fþ0¿��Fþ�8�BF �̧P7VF¸GA GbGŠF F̧ÚG�G�&ã�·H�FôG� G� F¸clustermode  G A G lG • G W F ÚG �G � clusterset  GA
GlG• GW Fø � '¼Fþ�ï�8H�G" GUI 
ÆFÛ G� ��/œF÷ FÝ G�FéF¹

0ò(ýFûFôFÔFöFÿF¸GUI F÷Fþ G= Gw GG GM Fþ'ö#.H�38-16 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�S�B�ìFþ0¿��Fþ�š�f
• 0¿��Fþ�š�fH� 2-3 GhGŠGFH�

• �š�fFþ&���G� FïFÿG; Gq G•GIGyH�2-3 GhGŠGFH�

0¿��Fþ�š�f
7Á�Ê Go GŠGyFþ3û�–Fþ�·�8G"�	FâG� Fã Fø Fú Fß F 0̧¿��G"�š�fF÷ FÝ G�FéF¹

�š�fFþ&���G�FïFÿG;Gq G•GIGy 
G� Fø G#FùFþ0¿���š�fFÿ�Â&g$×Fû�–�ÑFéG� �²0[FÜFÒ G� G�FéF¹

�š�fFþ&���FÜ�–$�FûFú Fó FöFÔ G� ���œFÿF¸[�š�fG"&���H� Commit ChangesH�] G j G M G •F ÜG 8G z G • G
�š�ìFç G�FéF¹

�W2-2 [�š�fG"&���H� Commit Changes H�] G j G M G •

Fã G� G� Fþ�š�fG" G= Gx G0 G� FïFÿ&���FéG� FûFÿF¸[�š�fG"&���H� Commit ChangesH�] G " G = G x G Q G = F

6õ4�8o% 

• 0¿���š�fFþ G= Gx G0H�2-8 GhGŠGFH� 

G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2G GH �CLIH�
G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2 G GF ûF ÿF ¸SSH G � F ïF ÿ Telnet FþGCGŠGa GG FÜ G2 G[GŠGdGyFû
FöFÔ G� IP G 2 G • G MG ŠG c G 5 G 2 G G F ÷ SSH G � F ïF ÿ Telnet )�#äF¸G� FïFÿGE Gx G0Gy GkGŠ GV F÷'ƒ�ŽG6 Gm G
G E G u G • GK Gc GV G4 G5 G0 G"�Q#ÝFç FöG0 G= GI GG F÷ FÝ G�FéF¹�d����,´�ìFþGUGc G7Gy GV F 
SSH FÚG�G� Telnet FÜ0¿�� Få G�FöFÔG�FéF¹Fã G� G� FþGCGŠGa GG G"GU G1 GIGŠGdGyFûF
interfaceconfig  G A G lG • G W G "� Q# ÝF ç G �F éF ¹

"I��Fþ  CLI GA GlG• GW Fþ0ò(ýFûFôFÔFöFÿF¸Cisco AsyncOS CLI Reference GuideG"�g!·Fç Fö Fß Fð Få F

6õ4�8o% 

• G A G lG • G W G w G 2 G • G2 G• GMGŠGc G5 G2 GGFþ/²0°�2H�2-4 GhGŠGFH�

• �×#Ý CLI G A G lG • G W H �2-7 GhGŠGFH�
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'¨  2 'v       G0Ge Gw G2 G0G•GGG�FþG0 G= GIGG
  G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2G GH �CLIH�

ì F ç F ö# '

ç
Fû�±
Q G A
 Æ
G A G lG • G W G w G 2 G • G2 G• GMGŠGc G5 G2GGFþ/²0°�2
F ã F ã F ÷F ÿF ¸AsyncOS CLI FþGyGŠGyFÚG�G�/²0°�2FûFôFÔFö1��ÂFç G�FéF¹

• G A G lG • G W G e G { G •G e G V H �2-4 GhGŠGFH�

• G A G lG • G W � S� eH �2-5 GhGŠGFH�

• 4E�¥ Gx GG GV H�2-5 GhGŠGFH�

• Yes/No G = G 6 G x G ŠH �2-5 GhGŠGFH�

• GCGd GA GlG• GW H�2-6 GhGŠGFH�

• �š�TH�2-6 GhGŠGFH�

• G A G lG • G W F þ/ õ� öH �2-7 GhGŠGFH�

• 0¿��Fþ�š�fH� 2-7 GhGŠGFH�

G A G lG • G W GeG{G•Ge GV

�q�V�)Fþ GA GlG• GW Ge G{ G•Ge GV FÿF �̧ö
²�Ÿ8íGi GG GV �¡Fû)FFÔFö�±Fú G� H�>H�0°�• Fø GGGhGŠGG 1 FôF÷�S
� B F å G �G �F éF ¹� �F û� [G "& gF ç G �F éF ¹

G0Ge Gw G2 G0 G• GGFÜ G= Gw GG GM Fþ�M4Š Fø Fç Fö0¿� � Få G�FöFÔ G� � ��œFÿF¸CLI F þG e G { G •G e G V F Ü� š�
�~FþGpGŠ GW G"&gFç G�FéF¹��Fû�[G"&gFç G�FéF¹

G � F ïF ÿ 

0ò(ýFûFôFÔFöFÿF¸7Ÿ�p'ö#.H�2-3 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

GA GlG• GW G"��/œFéG� Fø F¸CLI F û G � G � G tG ŠG DF þ
 °� ŠF Ü0 [� Ó F å G �G �F éF ¹CLI FÜGtGŠGDFþ
°�ŠG"�…�µF
FöFÔ G� � ��œFÿF¸GA GlG• GW G e G { G •G e G V F ø F ç F öF 0̧ …G 9 G Q G AH �[] H�F÷�VG�G�FïGUGc G7Gy GV 
°�Š�ÍFþ�‹
F ú G � H �>H�0°�•FÜ/²&g Få G�G�FéF¹GUGc G7Gy GV Fþ
°�Š�ÍFÜFúFÔ���œF¸GA GlG• GW G e G { G •G e G V F þG 9 G
Fÿ'5F÷FéF¹

��Fû�[G"&gFç G�FéF¹

mail3.example.com> 

(Cluster Americas) > 

(Machine losangeles.example.com) >

Please create a fully-qualified hostname for this Gateway

(Ex: "mail3.example.com"):
[]> mail3.example.com
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'¨  2 'v       G0Ge Gw G2G0G•GGG�FþG0 G= GIGG
  G A G lG • G W G w G 2 G • G 2 G • G M G ŠG c G 5 G 2 G GH �CLIH�

& g F å G �G �F éF ¹� �F û

FûFú G�

�̧,�XG�

Fç G�FéF¹Ge G{ G•

"�ÜFáFö/²&g Få G�
GUGc G7Gy GV 0¿� �FÜFÒ G� � ��œFÿF¸GA GlG• GW G e G { G •G e G V F þG 9 G Q G A
 ÆF ûF íF þ0 ¿� �F Ü/ ²
� [G"&gFç G�FéF¹

GUGc G7Gy GV 0¿��FÜ/²&g Få G�G� ���œFû Return G"
°�ŠFéG� Fø F ĢUGc G7Gy GV �ÍG"
°�ŠFç Fï Fã Fø
G�FéF¹

G A G lG • G W� S� e

G 2 G • G M G w G = G T G 1 G d GpGŠ GW F÷�·�8�pFþ���œF¸CLI GA GlG• GW �S�eFÿF '̧5$ÑGGGhGŠGG G"�µG�FêF
G_ Gw Go GŠGM G� �æ��Fç FúFÔ�"�MGA GlG• GW F÷�S�B Få G�G�FéF¹��Fû�[G"&gFç G�FéF¹

4E�¥Gx GG GV


°�ŠF÷ FÝ G�0
�XFþ4E�¥*åFÜFÒ G� ���œF¸GA GlG• GW Fû G� Fó FöFÿ$��•�ÜFÝ Gx GG GV G"�Q#Ý
Ge GV F÷4E�¥FéG�$��•G"
°�ŠFç G�FéF¹

��Fû�[G"&gFç G�FéF¹

Yes/No G = G 6 G x G Š

yes G � F ïF ÿ no FþG8GeGE Gu G•FÜFÒ G� ���œF 2̧A�eFÿGUGc G7Gy GV �ÍH�G9 GQ GA
Æ/²&gH�G
G�FéF¹YFŅFY̧esF¸G� FïFÿ No F÷3É'ÅF÷ FÝ G�FéF¹�±�e�Ð Fø �`�e�ÐFþ�
�9FÿFÒ G� G�FëG#F¹

��Fû�[G"&gFç G�FéF¹

Ethernet interface:
1. Data 1
2. Data 2
3. Management
[1]> 1

Ethernet interface:
1. Data 1
2. Data 2
3. Management
[1]> (type Return)

mail3.example.com> systemsetup

Log level:
1. Error
2. Warning
3. Information
4. Debug
5. Trace
[3]> 3

Do you want to enable FTP on this interface?  [Y]> n
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'¨  2 'v       G0Ge Gw G2 G0G•GGG�FþG0 G= GIGG
  G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2G GH �CLIH�

d G A G lG • G W F ûF ÿF ¸
F¸GE GG

q�V�)Fþ

Fç Fï GA GlG• GW
ŠG"�Q#ÝFéG� FÛF¸
GCGd GA GlG• GW

G A G lG • G W F û G � F ó F öF ÿF Ģ CG d G A G lG • G W G "� Q# ÝF éG � � �� œF ÜF Ò G � G �F éF ¹G CGNEWFȨDIT F̧FÚ
G�G� DELETE F ú F ùF þ� è� çF ÜF Ò G � G �F éF ¹EDIT  FÚG�G � DELETE Fþ�µ+�Fþ���œF¸Fã G� G� Fþ GA GlG• GW Fÿ
GT GnF÷FéF÷Fû0¿�� Få G�FöFÔ G� Gz GAGŠ GW Fþ Gx GG GV G"�f�j Fç G�FéF¹

��Fû�[G"&gFç G�FéF¹

GCGd GA GlG• GW 
ÆFÛ G� Go G2 G• G A G lG • G W F û� `G � F ûF ÿF '̧ 5F þG e G { G •G e G V F ÷ Enter G � F ïF ÿ Return G"
°�Š
F ç G �F éF ¹

G6GGG?GŠGe

GCGd GA GlG• GW 
ÆF÷FÔFôF÷ G� Ctrl+C G;GŠGjGŠ GW GE Gu GŠ GV G9 GQ GV G"�Q#ÝFç FöF F̧éFà Fû� CLI 
Fû�`G� Fã Fø FÜF÷ FÝ G�FéF¹

�š�T

CLI FÿF¸GI GQ GE Gu G•�pFû
°�ŠFéG�FéG	FöFþ GA GlG• GW Fþ�š�TG"�–�âFç G�FéF¹�q3Æ�Q#Ý
Fþ��/œ Gx GG GV G" GG G= G{GŠGyFéG� FûFÿF¸G;GŠGjGŠ GW FþBºFÚG�G�B¼Fþ%®�3G;GCtrl+P 
G;GŠ Fø Ctrl+N G;GŠG")�G��œG�FëFö�Q#ÝFç G�FéF¹

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[]>

mail3.example.com> (type the Up arrow key)

mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)
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'¨  2 'v       G0Ge Gw G2G0G•GGG�FþG0 G= GIGG
  G A G lG • G W G w G 2 G • G 2 G • G M G ŠG c G 5 G 2 G GH �CLIH�

�X�e�ÐG"
°�ŠFç
�FéF¹
°�ŠFç Fï
û�[G"&g

éG�

F ÷F ÿ� w

ÿF Ò G � G �F ë
¸

Î/ œ

F̧ ÚG �G �G A G lG • G W G w G 2 G •
G A G lG • G WF þ/ õ� ö

Cisco AsyncOS CLI FÿF¸GA GlG• GW Fþ/õ�öG"GCGkGŠ GV Fç G�FéF¹FÒ G� GA GlG• GW Fþ
›8Œ
Fö Tab G;GŠG"
°�ŠFéG� Fø F¸CLI Fû G� Fó Fö�M�–Fþ GA GlG• GW Fþ GG GV Gx G• G>FÜ/õ�ö Få G�G
�e�ÐFÜ0
�XFþ GA GlG• GW Fû0ñ�\FéG� ���œF¸CLI FÿFíFþGI GQ GV G" Få G� FûFÂ) G� 3¸G�FÃG�FéF¹��F
F ç G �F éF ¹

CLI Fþ�š�TFÚG�G�Gc G/ G2 GyFþ/õ�ö�µ+�F÷FÿF¸Enter G � F ïF ÿ Return G"
°�ŠFç Fö GA GlG• GW G"2s�·F
�²0[FÜFÒ G� G�FéF¹

0¿��Fþ�š�f

7Á�Ê Go GŠGy�ï�8G"3û�–FùFÚ G� )E)FFç FúFÜ G� F¸Cisco AsyncOS Fû�PFéG�0¿���š�fG"/œFØ G�FéF¹

0¿���š�fFÿF �̧�Fþ��#.G"/œ FÖ G� F÷Fÿ�w� FûFú G� G�FëG#F¹

1. G A G lG • G W G e G { G •G e G V F ÷ commit  G A G lG • G W G "$ Î/ œF ç G �F éF ¹

2. commit  GA GlG• GW Fû�²0[Fú
°�Š�ÍG"�æ��Fç G�FéF¹

3. CLI F÷ commit  ��#.Fþ&�1�G"�wFá�v G� G�FéF¹

&��� Få G�FöFÔFúFÔ0¿��Fû�PFéG� �š�fFÿ0°6� Få G�G�FéFÜF¸commit  G A G lG • G W F Ü� �/ œ F å G �G � G �
� FûFú G� G�FëG#F¹

H��@H� AsyncOS FþFéG	FöFþ GA GlG• GW FÜF¸commit  G A G lG • G W F þ� �/ œG "� ²0 [ F ø F éG � G �F áF ÷F
G#F¹�š�fG"�w� FûFéG� �SFû&���G"/œ FÖ �²0[FÜFÒ G� GA GlG• GW Fþ�+0[FûFôFÔFöFÿFCisco 
AsyncOS CLI Reference GuideG"�g!·Fç Fö Fß Fð Få FÔF¹

CLI GI GQ GE Gu G•Fþ)
�¢F¸GE GG GT GnFþGE Gq GQ GV GN G4 G•F 
̧Ì2s�·F 7̧€��F¸G� FïFÿ clear  G A G lG • G W F þ$
Fû G� G� F &̧�� � Få G�FöFÔFúFÔ�š� fFÿ G= Gx G0 Få G�G�FéF¹

�×#Ý CLI G A G lG • G W
F ã F þG I G = G E G u G •F ÷F ÿF �̧ š� fF þ& �� �G � F ïF ÿ G = G x G 0F Ģ fG yG eG �F þG 0 G = G I G GF G2
G• GMGŠGc G5 G2 GGFþ)
�¢Fû�Q#ÝFéG� GA GlG• GW FûFôFÔFö1��ÂFç G�FéF¹

• 0¿���š�fFþ&���H� 2-8 GhGŠGFH�

• 0¿���š�fFþ G= Gx G0H�2-8 GhGŠGFH�

• G A G • G c G 1 G < G s G zG ŠG E G u G •� š� fF þ G {G ŠG y G ^ G Q G = H �2-9 GhGŠGFH�

• G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2 G G G I G Q G E G u G •F þ) 
� ¢H �2-10 GhGŠGFH�

• G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2 G G F ÷F þG fG yG eF þ� è( ôH �2-10 GhGŠGFH�

mail3.example.com> set  (type the Tab key)
setgateway, sethostname, settime, settz
mail3.example.com> seth  (typing the Tab again completes the entry with sethostname ) 
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'¨  2 'v       G0Ge Gw G2 G0G•GGG�FþG0 G= GIGG
  G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2G GH �CLIH�

F¸

ïF ÿ

ø G� Fû&�1�

�FéF ¹GA GlG• GW
0¿���š�fFþ&���

G0Ge Gw G2 G0 G• GGFû�PFéG�0¿���š�fFþ�–�ÑFûFÿF¸commit  GA GlG• GW FÜ5�0[F÷FéF¹0¿���š�fFþ�¨ Fß Fÿ
commit  GA GlG• GW G"
°�ŠFéG� G� F÷�w� FûFú G� G�FëG#F¹H��š�f
Æ��G"�w� FûFéG� FïG�Fû commit  G A G l
G• GW G"�Q#ÝFéG� �²0[FÜFúFÔ GA GlG• GW G� �a�XFÒ G� G�FéF¹commit  G A G lG • G W F ÿF ¸commit  G A G lG • G W G � F 
clear  G A G lG • G W F Ü� q� ‹F û$ Î/ œ F å G �F öF Û G �F ¸Cisco AsyncOS Fû�PFç Fö/œG�G�Fï0¿���š�fFû4:#Ý Få G�
G�FéF¹GA Go G• GV Fø Fç Fö�q�± 255 �e�ÐG"�Q#ÝF÷ FÝ G�FéF¹�š�f
Æ��FÿF¸GM G2 Gn GG GM G•Ge Fø F
G"�wFá�vG� G� F÷FÿF &̧�� � Få G�Fï G� Fþ Fø Fç Fö1�G� G� G�G�FëG#F¹

commit GA GlG• GW Fþ�‹Fþ GA Go G• GV Fþ
°�ŠFÿ�õ�–F÷FéF¹

H��@H� �š�fG"�G�–Fû&���FéG�FûFÿF �̧q�V�)FþGA GlG• GW G e G { G •G e G V FûFúFóFöFÔG �� ²0 [FÜFÒ G� G 
G w G 2 G •7 u� ™F þ 1 Fô�VFþGzGgGyFû&ã�·FéG�FûFÿF '̧5FþGe G{ G•Ge GV F÷ Return G"
°�ŠFç G�FéF¹

0¿���š�fFþG= Gx G0

clear  G A G lG • G W F ÿF ¸commit  G A G lG • G W G � F ïF ÿ clear  G A G lG • G W F Ü� q� ‹F û$ Î/ œ F å G �F öF Û G � F ¸Cisco 
AsyncOS Fþ0¿��Fû�PFç Fö/œG�G�Fï�š�f
Æ��FÜFÒG�G� G= Gx G0 Fç G�FéF¹

mail3.example.com> commit

Please enter some comments describing your changes:

[]> Changed "psinet" IP Interface to a different IP address

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y

Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>
2-8
Cisco AsyncOS 8.5.6 for Email GtGŠGD G :G2 GW

 



 

'¨  2 'v       G0Ge Gw G2G0G•GGG�FþG0 G= GIGG
  G A G lG • G W G w G 2 G • G 2 G • G M G ŠG c G 5 G 2 G GH �CLIH�

"

�F ëG #F ¹� è� SF þG ^G ŠG F G u G •F þ
GA G• Gc G1 G<Gs GzGŠGE Gu G•�š�fFþG{GŠGy G^GQ G=

rollbackconfig  GA GlG• GW Fÿ�q�‚Fþ&����íG�Fþ0¿��G" 10 �¶/²&gFçF¸G{GŠGy G ^ G Q G = F éG � G � F þG 1 Fô
4E�¥F÷ FÝ G�FéF¹

'ö#.*…FðFáFÜ Fã Fþ GA GlG• GW G"�Q#ÝF÷ FÝ G�FéF¹

H��@H� F ã F þ G A G lG • G W F ÿF ¸G = G w G G G M� ì F å G �F ïG 0G e G w G 2 G 0 G • G G� VF ÷F ÿ� ·� 8F ç G 
AsyncOS Fû�`Fç Fï���œFÿF¸G0Ge Gw G2 G0 G• GGFÿ0¿��G"�Ÿ
–F÷ FÝ G�FëG#F¹

mail.example.com> rollbackconfig

Previous Commits :

    Committed On                  User                Description                           

 ---------------------------------------------------------------------------------

1. Wed Sep 19 22:03:10 2012      admin               Enabled anti-spam                      

2. Wed Sep 19 21:51:14 2012      admin               Updated envelope encry...              

3. Wed Sep 19 18:50:41 2012      admin                                                      

Enter the number of the config to revert to.

[]> 1

Reverted to Wed Sep 19 18:50:41 2012      admin                                                    

Do you want to commit this configuration now? [N]> y

Committed the changes successfully
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'¨  2 'v       G0Ge Gw G2 G0G•GGG�FþG0 G= GIGG
  G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2G GH �CLIH�

�� � Få G�FöFÔFúFÔ0¿
4 GV Fÿ G{ G>

W F þ( F� "F ú
G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2G G GI GQ GE Gu G•Fþ)
�¢

quit  GA GlG• GW G"��/œFéG� Fø F¸CLI G0Ge Gx G?GŠGE Gu G•FÛ G� G{ G>G0 G4 GV Fç G�FéF¹&
���š�fFÿ G= Gx G0 Få G�G�FéF¹quit  GA GlG• GW Fÿ7Á�Ê Go GŠGy�ï�8FûFÿ�s8jFç G�FëG#F¹G{ G>G0 G 
G c G / G 2 G yF û0 °6 � F å G �G �F é H�exit  Fþ
°�ŠFÿFq̧uit Fþ
°�Š Fø � Fè F÷FéH�F¹

G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2G GF ÷F þG fG yG eF þ� è( ô

help  GA GlG• GW G"��/œFéG� Fø F �̧Q#Ý�•+�FúFéG	FöFþ CLI G A G lG • G W F Ü/ ²& g F å G �F �̧ ›G A G lG • G
1��ÂG"�g!·F÷ FÝ G�FéF¹help  G A G lG • G W F ÿF ¸G A G lG • G W G e G { G • G e G V F ÷ help  Fø 
°�ŠFéG� FÛF $̧2�e'¢H�?H�G" 1 
Fô
°�ŠFç Fö��/œF÷ FÝ G�FéF¹

mail3.example.com> quit

Configuration changes entered but not committed.  Exiting will lose changes.

Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit?  [N]>  Y

mail3.example.com> help
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C H A P T E R 3
Ä

ÿF¸

Ò G� �M4ŠFþ�µ+�FûFô

4Ä*(FéG�

ûF �̧µ+�Fû G� Fó Fö
%$�KG0 G= GI GG F÷ FÝ G�
G� G�FéF¹
G I G Q G V G 0 G Q G eF ÚG �G �0 ¿* (

• 0¿*(0£#ìH�3-1 GhGŠGFH�

• E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFþG[ GQ GV G}GŠ G= G�Fþ"@#.�K)FH�3-5 GhGŠGFH�

• G E G G G T G n G I G Q G V G 0 G Q G eF þ =
 �H �3-9 GhGŠGFH�

• G E G G G T G n G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fþ�Q#Ý�‰�2H�3-14 GhGŠGFH� 

• 0¿�� Fø ��Fþ�m8pFþ&�1�H�3-40 GhGŠGFH� 

0¿*(0£#ì
• 0£#ì�ô��Fû�s8jG"�ZFØ G� �_��Fþ&�1�H�3-1 GhGŠGFH�

• G [ G Q G V G }G Š G = � C# úF û E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG G"4Ä*(FéG�H�3-1 GhGŠGFH�

• DNS G�Fþ E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFþ$Ï6�H�3-2 GhGŠGFH�

• G 2 G • G G G V G ŠG yF þG EG X G x G 8H �3-3 GhGŠGFH�

0£#ì�ô��Fû�s8jG"�ZFØG��_��Fþ&�1�  
• �ì�•  E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG G"0¿��FéG� ���œFÿF¸Fã Fþ'vFû4
G��SFûFCisco 

Content Security Virtual Appliance Installation GuideFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

• M G E G x G ŠG H Cisco G A G • G T G • G R GIG; Gs Gx GT G1 'ö#.G0Ge Gw G2 G0 G• GG G"0¿��FéG� ���œF'¨  41 'v
FÂCisco G A G • G T G • G R GIG; Gs Gx GT G1 'ö#.�ì�•G0Ge Gw G2 G0 G• GGFþ7Ÿ�p�ºGCGŠGa GGFÃG"�g!·Fç Fö Fß
F ð F å F ÔF ¹

• G2 G• Gc Gw GG GV Gw G= GO GqG�FþG0Ge Gw G2 G0 G• GGFþ4Ä*(Fû�s8jFéG� �•+��öFþF
FÔFöF 0̧¿*(�SFû'¨  4 'vFÂ7Á�Ê Go GŠGy G _ G 2 G e G w G 2 G •F ûF ôF ÔF öF ÃG"�g!·FéG� Fã Fø G"�N�áFç G�FéF¹

G [ G Q G V G }G ŠG =� C# úF û E G o G ŠG y GIG;Gs Gx GT G1 G0Ge Gw G2G0G•GGG"
FÚ�QFÔFþ7Á�Ê Go GŠGy GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFÜF¸Mail ExchangeH�MXH � F ø G � � çG �G �G � SMTP 
G@GŠ GV G4 G5 G2 Fø Fç Fö�µ+�FéG� G� FÖ Fû0¿0£ Få G�FöFÔG�FéF¹�q4:Fú)��ÝG"�“G� FïG�F
FÿF¸G0Ge Gw G2 G0 G• GGFÜ7Á�Ê Go GŠGyG"3æ�w�™FéG� FïG�Fû G2 G• GMGŠG[ GQ GV Fû IP 
G 0 G W G z G GH �F ôG � G � F �̧ ¥4 Š IP G0 GW Gz GGH�G"�m G� �\Fö G� G�Fï�q�6FþGlGE G•F÷FÒ G� �²0[FÜFÒ
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'¨  3 'v       G I G Q G V G 0 G Q G eF ÚG �G �0 ¿* (
  0¿*(0£#ì

G�G4 G2GyGG

Q GV G}GŠG=
G	FöFþ7Á

G = G I G G� •+ �F ú
Fã Fø G"&�
ø F 7̧Á�Ê
¹3æ�™*…Fþ
G Š

F÷FÝ FúFÔ��
FôFÔFö

Fû G� G� F �̧�Fþ

Q G = G "� •

F éG �
�̧f�‚G"�"(ç�ì

þ

K GŠGGFþ

ç

Fø

Q G b G •
G V � ¡F ûG l G Q G b G • G >F éG �

G e G w
�w�™*…Fä Fø FþGz Gb Gs GTGŠGE Gu G• Gc G1 GyGM Gx G•G>F¸GGG_Gn�P'ÇF¸G4 G2GyGG�P'ÇF F̧ÚG� G 0 G 4
G V G dG z G 2 G = Gc G1 GyGMFþ�µ+�H�SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGH�6-1 GhGŠGFH�FI̧ronPort 
Anti-Spam G c G 1 G yG M G x G •G >H �13-3 GhGŠGFH�FŞophos Anti-Virus G c G 1 G yG M G x G •G >H �12-2 GhGŠGFH�F̧FÚG�G�
G 0 G 4 G V G dG z G 2 G = G c G 1 G yG MH �14-1 GhGŠGFH�G"�g!·H�FÿF¸G2 G• GMGŠG[ GQ GV FÛ G�FÚG�G�
Æ4ŠG[ G
F Û G � F þ G o G Q G IG ŠG FF þ%$�KFþGc G{GŠG"�… FÖ Fã Fø G"% $× Fø Fç FöFÔG�FéF¹�û��FÜ3æ�w�™FéG�Fé
� Ê G o G ŠG y GV Gw Gc G1 GQ G= Fû�PFéG� Gk Gx GEGŠ�‹/œH��K)FG"0Á�•FéG� Gi GG GV Fþ��*OFþ�+0[H�7-1 GhGŠGFH�H�
FþFïG�FûG0Ge Gw G2 G0G• GG G"0¿��F÷FÝ G�FéF¹

E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFÿF Ģ_Gd Gx GQ G= G 2 G • G MG ŠG [ G Q G V G "� ÓF ç F öG 0
F ã F ø F ø F 7̧ Á� Ê G o G ŠG y G 2 G • G c G w G G G V G w G = G O G q F þF Â' ¨ 1 Gi GQ GeFÃF÷FÒ G� Fã Fø Fþ�g�‰G" 6FïFé
1 �Fç G�FéF¹�9Fþ MTA G"G[ GQ GV G}GŠ G= �C#úFû4Ä*(Fç FöFéG	FöFþ�¥4Š�K)FG"��#. Få FëG� F
G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG F÷3æ�™*…Fþ IP G0 GW Gz GG G"�8�9F÷ FÝ Fú Fß Fú G� G�FéF 
IP G 0 G W G z G GF ÿF ¸G o G ŠG y G c G {G Š GpGY GM F÷3æ�™
–G"1‘�9FÚG�G��
�9Fç Fï G� F¸SenderBase G z G b G s G T
G E G u G • GCGŠGa GGFû3æ�™*…Fþ SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0H �SBRSH�G"�eFÔ�œG�FëFï G� F¸
Anti-Spam �µ+�G�G0 G4 GV GdGz G2 G= Gc G1 Gy GM�µ+�Fþ�w� �öG"9×G�Fï G� FéG� FïG�Fû�²0[F÷FéF¹

H��@H� G2 G• GMGŠG[ GQ GV FÛG�7Á�Ê Go GŠGyG"�w�™FéG��q�6Fþ GlGEG• Fø Fç FöG0Ge Gw G2 G0G• GG G"0¿��
�œF÷ G�F¸G0GeGw G2 G0G• GGF÷�Q#Ý�•+�FúGIG; Gs Gx GT G1 GCGŠGa GGFþ�M4ŠFÿ�<#ÝF÷FÝ G�FéF¹0ò(ýFû
FÿF%̧T�™ Gx GzGŠ�S�BFûFÚFá G�3æ�™*…Fþ IP G 0 G W G z G GF þ� ô� �H �13-16 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG G" SMTP G@GŠ GV G4 G5 G2 Fø Fç Fö�Q#ÝFéG� Fã Fø
�µ+�FÜ��#' Få G�G�FéF¹

• G o G ŠG y G c G {G Š GpGY GM�µ+�H�'¨  27 'vFÂ7Á�Ê Go GŠGy GIG; Gs Gx GT G1 GpGY GMFþ�Q#Ý�‰�2FÃG"�g!·H�FûG�
G� F 
̧Æ4ŠFÚG�G��¥4ŠFþ�g�‰Fþ3æ�™*…FÛG� �û��Fû%T�™FéG�FéG	FöFþ7Á�Ê Go GŠGy G V G w G c G 1 G
�qF÷FÝ G�FéF¹

• G yG ŠG T G 1 G • G >F Ģ 6 G 2 G x G 0G E G • G >F F̧ ÚG �G �G l G G G 9 G zG Š G W G "� P1 ß F ø LDAP G = G 6 G x G ŠH �'¨  24 'v
FÂLDAP G = G 6 G x F ÃG"�g!·H�F÷FÿF ĢU G1 Gz G= GV Gx G2 G• Gc Gw GG GV Gw G= GO Gq G")+�œF÷ FÝF
F ÷ F Ý G �F éF ¹

• G 6 G 2 G x G 0 G G GTGŠGdGyH�G 6 G 2 G x G 0 G G GTGŠGdGyFþ�8�BH�23-8 GhGŠGFH�G"�g!·H�F¸GW Go G2 G• GgGŠGGF
GyGŠGT G1 G• G>H�G W G o G 2 G • G l G Q G e� µ+ �H �23-29 GhGŠGFH�G"�g!·H�F F̧ÚG�G�Gl GG G9 GzGŠ GW H�G l G G G 9
GzGŠ GW Fþ0¿� �H�23-17 GhGŠGFH�G"�g!·H�Fú FùFþ�M+á$×Fú GRGŠGyFû G� Fó FöF Ģ8GŠGeG• G 
MTA FÛ G� Fþ&ã/œFÜ(F�"FûFú G� G�FéF¹

DNS G�Fþ E G o G ŠG y GIG;Gs Gx GT G1 G0Ge Gw G2G0G•GGFþ$Ï6�
�Y�GFú7Á�Ê Go GŠGy3æ�™*…FÿF �̧�Fþ�7�Á�P1ßG"�HFç FöG_Gd Gx GQ G= DNS Gz GAGŠ GW G"'���$×Fû�è(ôF
G�FéF¹Anti-SpamF̧G0 G4 GV GdGz G2 G= G c G 1 G y G MF ¸McAfee Antivirus FÚG�G � Sophos Anti-Virus FþFéG	Fö
Fþ�µ+�G"�<#ÝFéG� FïG�FûF¸E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFÜ DNS Fû$Ï6� Få G�FöFÔ G� Fã
G"&�1�Fç G�FéF¹

 G0Ge Gw G2 G0 G• GG G" DNS Fû$Ï6�FéG� FûFÿF¸G0Ge Gw G2 G0 G• GGFþGi GG GV �¡G" IP G 0 G W G z G GF ûG l G
G>FéG� A G z G AG Š G W F ÚG �G �G _G d G x G Q G = G W G o G 2 G • G " G 0G e G w G 2 G 0 G • G GF þG i G G 
MX G z G AG Š G W G "� 8� BF ç G �F éF ¹G W G o G 2 G •F þG e G w G 2 G l G x MTA G � F ïF ÿG ^ G Q G = G 0 G Q G e MTA FþFÔFêG�FÛ
F ø F ç F ö E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG G" G0 GW G^ GM G2 GHFéG� G� FÖ Fû MX G z G AG Š G W F þ
G2 G8 Gx GT G1 G"�æ��FéG� �²0[FÜFÒ G� G�FéF¹
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'¨  3 'v       G I G Q G V G 0 G Q G eF ÚG �G �0 ¿* (
  0¿*(0£#ì

Ge
éF¹

e G w G 2
¹FïFð FçF¸G4 G2 Gy
F¸G4 G2 GyGG�P'ÇG6
G W

Fû0¿*(Fé

G 8F ÷/ ²# ' F å G �F öF ÔG �
²0[ Fø FéG� ��

G• GG

= FþFÂ
5 G0
��Fþ�[F÷FÿFM̧X G z G AG Š G W F û� ±F Ý F ÔG e G w G 2 G 8 G x G T G 1 � ÍH �20H�FÜ�æ�� Få G�FöFÔ G� FïG�F¸E G o G ŠG y GI
G ; G s G x G T G 1 G0Ge Gw G2 G0 G• GGH�ironPort.example.comH�FÿF¸GW Go G2 G• example.com FþG^ GQ G= G0 GQ 
MTA F÷FéF¹0•FÔ�nFØ G� Fø F �̧X�ÍFÜ�±FÝ FÔG�FùF¸MTA FþGe Gw G2 G8 Gx GT G1 Fÿ�* Fß Fú G� G�F

E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG G" DNS Fû$Ï6�FéG� Fø FÔ FÖ Fã Fø FÿF¸MX G z G AG Š G W F þG
G8 Gx GT G1 Fû0¿��FéG� �ÍFû6õ�€Fú Fß F¸GGG_Gn�7�ÁFû Få G� Få G�G� Fã Fø G"�–�áFç G�FéF
GG�7�ÁF÷G^ GQ G= G0 GQ Ge MTA FÜ GMGŠG@ GQ GV FûFú G� Fã Fø FÿG�G�F÷FéF¹Fç FïFÜFó Fö
G• GF G•Fþ�ö+�G"�­�Ï$×Fû0Û�oFéG� FûFÿF¸E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFþ MX G z G AG Š
FþGe Gw G2 G8 Gx GT G1 FûF �̧ÚFþ MTA FþGe Gw G2 G8 Gx GT G1 �è�VFþ�ÍG"0¿��Fç G�FéF¹

G 2 G •G G G V G ŠG yF þG EG X G x G 8
E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG G"�¤�ÑFþG[ GQ GV G}GŠ G= G2 G• Gc Gw GG GV Gw G= GO Gq
G� �‰�2Fÿ0 
�XFÒ G� G�FéF¹

�±4Š�(FþFÚ���]FþG[ GQ GV G}GŠ G= G A G • G c G 1 G < G s G zG ŠG E G u G •F ÿF �̧ è7 FF þG EG X G x
FéF¹G[ GQ GV G}GŠ G= GA G• Gc G1 G< Gs GzGŠGE Gu G•FÜ�¨�a$�Fú Fó FöFÚ G� F 0̧¿*(0£#ìFþ�-�|G"�
�œFÿFÇisco G 9 G G G M G lG Š GCGkGŠ GV FûFÚ�eFÔ�œG�Fë Fß Fð Få FÔH�Cisco G 9 G G G M G lG Š GCGkGŠ GV H�1-11 GhGŠ
GFH�G"�g!·H�F¹

• 0¿��Fþ�+0[H�3-3 GhGŠGFH�

• %T�™H�3-4 GhGŠGFH�

• $Î�™H�3-4 GhGŠGFH�

• G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G GH �3-4 GhGŠGFH�

• �Ñ�G0¿��H�3-4 GhGŠGFH�

• Gc G/ G2 G0 G4 G7GŠGy0¿���ÍH�NATF̧GkGŠ GV H�H�3-5 GhGŠGFH�

0¿��Fþ�+0[

��Fþ�WFÿF Ģ6G• GMGŠGe Gw G2 GH G [ G Q G V G }G Š G = # ”� CF ûF ÚF á G � E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0
Fþ�M+á$×Fú0¿*(�‰�2G"&gFç G�FéF¹

F Ô F ß F ôF ÛF þG EG X G x G 8F ÷F ÿF ¸E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFÿG[ GQ GV G}GŠ GDMZFÃ
ÆFû
4Ä*( Få G�G�FéF¹FíFþ���œFÿF¸E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG Fø G>GyGŠGe G4 G GCGŠG^Fþ
6ëFû Få G� FûGc G/ G2 G0 G4 G7GŠGyG"0¿*(Fç FöFÔG�FéF¹

��FþG[ GQ GV G}GŠ G= GEGX Gx G8G"1��ÂFç G�FéF¹

• G c G / G 2 G 0 G 4 G 7G ŠG yF þ
 Æ
 �H � G x G GG XG Š 2 �¶Fþ0¿��H��W 3-1H�3-7 GhGŠGFH�H� 

$ host -t mx example.com

example.com mail is handled (pri=10) by mail.example.com

example.com mail is handled (pri=20) by ironport.example.com
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'¨  3 'v       G I G Q G V G 0 G Q G eF ÚG �G �0 ¿* (
  0¿*(0£#ì

�‹F¸V

T G 1 G • G >H ��

[ GQ GV
G "

¸
S�BFþ Go GŠGy
Ã

ĢUGc G7

M G"

"
Š G =
��7•Fþ G2 G• Gc Gw GG GV Gw G= GO Gq Fø �q G� �M+´FéG�0¿��G"4E�¥Fç Fö Fß Fð Få FÔF¹FíFþG E G G G T G n G I G Q G
G 0 G Q G eF þ =
 �H �3-9 GhGŠGFH�Fû4
G#F÷ Fß Fð Få FÔF¹

%T�™

• �æ��Fç Fï G{GŠG9Gy G W G o G 2 G •� �F öF þ% T� ™ G o G ŠG yF ÿ� wF á
 °G � G � G �G �F é 

• FíFþ�ÚFþ GW Go G2 G•FÿFéG	Fö�Ä�° Få G�G�FéF¹

• �¥4ŠGE GG GT GnFÿF¸G{GŠG9Gy GW Go G2 G•��Fö7Á�Ê Go GŠGyG"3?3æFéG� FïG�Fû E G o G ŠG y GIG; Gs Gx
G T G 1 G0Ge Gw G2 G0 G• GGFû%$�K�K)FFçF¸E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFÿF¸SMTP GyGŠ GV
G"�ÓFç FöF F̧íFþ Go GŠGyG"4:�)FúG>GyGŠGe G4 G5 G0 GCGŠG^H�Exchange™FĢroupwise™FḐomino™ 
F ú F ùH �F û G x G zG ŠF ç G �F é H�G{GŠG9Gy G W G o G 2 G •F ûF ÚF á G �7 Á� Ê G o G ŠG yF þG yG ŠG23-1 GhGŠGFH 
G"�g!·H�F¹

$Î�™

• 
Æ4ŠGtGŠGDFÜ3æ�™Fç Fï$Î�™ Go GŠGyFÿF¸G>GyGŠGe G4 G5 G0 GCGŠG^Fû G� Fó Fö E G o G ŠG y GIG; Gs Gx
G T G 1 G0Ge Gw G2 G0 G• GGFûGyGŠGT G1 G• G> Få G�G�FéF¹

• E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG F÷FÿF Ģe Gw G2GgGŠ GV G x G GG XG ŠF þG i G G G V G 0 G = G I G G GTGŠ
GdGyFþ0¿���ÍFû�öFõFÔFöG0 G4 GV G^G4 G• GW 7Á�Ê Go GŠGyG"�wFá
°G�G�Fé H�0ò(ýFûFôFÔFöFÿF¸G x G G
GXGŠFþ�Q#ÝH�5-2 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔH�F¹

G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2G G

F ã G � G � F þ0 ¿� �F ÷F ÿF ¸E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFûFÒ G� �Q#Ý�•+�Fú G2GŠGCG G 2 G •
GMGŠGc G5 G2 GGFþ FÖ Fñ 1 FôFðFá G"�²0[ Fø Fç G�FéF¹FïFð FçF¸G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G G 2 Fô0¿
��FéG� Fø F 
̧Æ4ŠG[ GQ GV G}GŠ G= G"�¥4ŠG2 G• GMGŠG[ GQ GV G[ GQ GV G}GŠ G= �K)F Fø �(7³F÷ FÝ G�FéF¹

�Q#Ý�•+�Fú G2 G• GMGŠGc G5 G2 GGFû�PFéG�0
�X IP G0 GW Gz GGFþ�m G� �\FöFþ0ò(ýFûFôFÔFöFÿFVirtual 
Gateway™ GT G= G\ G{ GFGŠG"�Q#ÝFç FöFéG	FöFþGi GG GV Få G�Fï GW Go G2 G•F÷Fþ� G@GŠ GV
G 4 G 5 G 2H �23-60 GhGŠGFH�FÚG�G��Ü6� BFÂG[ GQ GV G}GŠ G= G 0 G W G z G G F ø IP G 0 G W G z G GF þ� m G � � \F öFG"�g!·Fç
F ö F ß F ð F å F ÔF ¹

H��@H� Cisco X1060/1070FÇ660/670F̧FÚG�G� C360/370 E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0G• GGFûFÿF
Gy GV F÷F �̧Q#Ý�•+�Fú G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G GF Ü 3 FôFÒ G� G�FéF¹Cisco C160/170 E G o G ŠG y GI
G ; G s G x G T G 1 G0Ge Gw G2 G0G• GGFûFÿF �̧Q#Ý�•+�Fú G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G GF Ü 2 FôFÒ G� G�FéF¹

�Ñ�G0¿��

�W 3-1 FÚG�G ��W 3-2 Fû&gFé0¿��Fû�•FØF �̧�Fþ0¿�� G� �•+�F÷FéF¹

• �p�¸'ö#.�µ+�G"�Q#ÝFéG�0
�XFþ  E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG '¨  38 'vFÂ G= Gw GG G
�Q#ÝFç Fï�p�¸7Ÿ�p�º'ö#.FÃG"�g!·Fç Fö Fß Fð Få FÔ 

• E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG Fþ 2 FôFþ G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G G G NIC GhG0
G x G • G >� µ+ �F û G � F ó F öF ÂG OG ŠG n� ìF ÃF éG � F ã F ø F û G � G � G [ G Q G V G }G G 2 G • G MG ŠG c G 5 G 2 G G G9GŠ GW Gz
GgGyF÷Fþ
Õ6×�öF¹'¨  36 'vFÂ9×�ØFúG[ GQ GV G}GŠ G= �S�BFÃG"�g!·Fç Fö Fß Fð Få FÔ
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  E G o G ŠG y GIG;Gs Gx GT G1 G0Ge Gw G2 G0G•GGFþG[ GQ GV G}GŠG=G�Fþ"@#.�K)F

� �²0[FÜFÒ G� G�FéF¹�Ú

GV G}GŠG=G�

FéF¹

G• GG
¹Fï
G2 G• GMGŠ

i G G G V F Û G � F þ
�FéF¹

FG "� w
F á
 °

� ™ G o G ŠG y

Fç G�FéF¹

yGŠGe
� � ¥F áG �F éF ¹

G 2 G 0 G • G GF û

G4 G5
o GŠGy

F ÷ F Ý
"�Q#Ý
Fô�6
Gc G/ G2G0G4G7GŠGy0¿���ÍH�NATF̧GkGŠ GV H� 

SMTP GCGŠGa GGFÚG�G� DNS GCGŠGa GG F÷FÿF¸G2 G• GMGŠG[ GQ GV FûG0 G= GI GG F÷ FÝ G
FþGCGŠGa GG G� ���œFû G� Fó FöFÿGc G/ G2 G0 G4 G7GŠGy GkGŠ GV G"6ä Fß �²0[FÜFÒ G� G�FéF¹0ò(ýFÿF¸�Ü6� D
FÂGc G/ G2 G0 G4 G7GŠGy�_��FÃG"�g!·Fç Fö Fß Fð Få FÔF¹

E G o G ŠG y GIG;Gs Gx GT G1 G0Ge Gw G2G0G•GGFþG[ GQ
Fþ"@#.�K)F

• 0¿��GEGX Gx G8H�3-5 GhGŠGFH�

0¿��GEGX Gx G8
E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFþ�M+á$×Fú0¿��GEGX Gx G8Fÿ��Fþ Fø FÚ G� F÷

• G 2 G • G MG ŠG c G 5 G 2 G GH��±4Š�(FþG[ GQ GV G}GŠ G= #”�CF÷FÿF¸E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0
FûFÒ G� �Q#Ý�•+�Fú 3 FôFþ G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G GF þ F Ö F ñ 1 FôFðFá G"�²0[ Fø Fç G�FéF
F ð F çF ¸G 2G ŠG CG [ G Q G V G 2 G • G MG ŠG c G 5 G 2 G G G " 2 Fô0¿��FéG� Fø F 
̧Æ4ŠG[ GQ GV G}GŠ G= G"�¥4Š
G [ G Q G V G[ GQ GV G}GŠ G= �K)F Fø �(7³F÷ FÝ G�FéF¹

• G_Gd Gx GQ G= Gx GGGXGŠH�%T�™7Á�Ê Go GŠGyH�H�G_Gd Gx GQ G= G x G GG XG ŠF ÷F ÿF �̧ ¨� XF þ� ¥4 ŠG
�K)FG"�wFá
°G�F �̧M��Fþ�XFþ
Æ4ŠG>GyGŠGe G4 G5 G0 GCGŠG^Fû Go GQ GIGŠGF G"�ú G� �¥Fá G

– G i G G G V G 0 G = G I G G GTGŠGdGyH�HATH�Fþ0¿���ÍFû�öFõFÔFö�¥4Š Go GŠGy G i G G G V F Û G � F þ� K)
Fá
°G�G�FéF¹HAT FÿF ĢUGc G7Gy GV F÷FÿF F̧éG	FöFþ�¥4Š Go GŠGy G i G G G V F Û G � F þ� K) FG "� w
G�G � G � FÖ Fû0¿� � Få G �FöFÔG�FéF¹

– �w�™*…G0 G= GI GG GTGŠGdGyH�RATH�F÷�æ�� Få G�FöFÔ G� G{GŠG9Gy G W G o G 2 G •� �F öF þ% T
Fû7HFó Fö�wFá
°G�G�FéF¹FíFþ�ÚFþ GW Go G2 G•FÿFéG	Fö�Ä�° Få G�G�FéF¹

– SMTP GyGŠ GV Fþ��*OFû�‘FóFöF 4̧:�)Fú
Æ4ŠG>GyGŠGeG4 G5 G0 GCGŠG^Fû Go GŠGyG" Gx GzGŠ

• G e G w G 2G gG Š G V Gx GGGXGŠH�$Î�™7Á�Ê Go GŠGyH�H�Ge Gw G2GgGŠ GV Gx GGGXGŠFÿF �̧M��Fþ�XFþ
Æ4ŠG>G
G 4 G 5 G 0 GCGŠG^FÛ G� Fþ�K)FG"�wFá
°G�F �̧¨�XFþ�¥4Š Go GŠGy G i G G G V F û G o G Q G IG ŠG FG "� ú G

– 
Æ4ŠG>GyGŠGe G4 G5 G0 GCGŠG^FÿF¸Cisco C G E G x G ŠG H G � F ïF ÿ X G E G x G ŠG HF þG 0G e G w
$Î�™ Go GŠGyG"GyGŠGT G1 G• G>FéG� G� FÖ Fû0¿�� Få G�G�FéF¹

– E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFÿF¸HAT Fþ0¿���ÍFû�öFõFÔFöF 
̧Æ4ŠG>GyGŠGe
G0 GCGŠG^FÛ G� Fþ�K)FG"�wFá
°G�G�FéF¹HAT FÿF ĢUGc G7Gy GV F÷FÿF F̧éG	FöFþ
Æ4Š G Gi
G G G V F Û G � F þ� K) FG "� wF á
 °G �G � G � F Ö F û0 ¿� � F å G �F öF ÔG �F éF ¹

6õ4�8o% 

• %T�™ Go GŠGy Fø $Î�™ Go GŠGyFþ�(7³H�3-5 GhGŠGFH�

%T�™Go GŠGyFø$Î�™Go GŠGyFþ�(7³

%T�™ Fø $Î�™Fþ7Á�Ê Go GŠGy GV Gw Gc G1 GQ G= G"�¶�9Fþ Gx GGGXGŠFÚG�G��¶�9Fþ IP G 0 G W G z G G F ÷� (7 ³
G�FéF¹G2 G• GMGŠG[ GQ GV G e G { G V G AG y G^GŠGF Gu G• 4H�IPv4H�FÚG�G�G^GŠGF Gu G• 6H�IPv6H�G0 GW Gz GG G
F ÷ F Ý G �F éF ¹F ïF ð F çF ¸G 0G e G w G 2 G 0 G • G GF þG E G G G T G n G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW F÷FÿF �̧�Fþ0¿��G"�â
�‡0¿��G"GCGkGŠ GV Fç FöFÔG�FéF¹
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  E G o G ŠG y GIG;Gs Gx GT G1 G0Ge Gw G2G0G•GGFþG[ GQ GV G}GŠG=G�Fþ"@#.�K)F

F ÜF ÷ F Ý G �F éF ¹

Š

G � F ã F ø F ÜF ÷ F Ý G �F éF ¹

Q G e� _
�

• �¶�9 Fþ"@#.G2 G• GMGŠGc G5 G2 GGFû0¿�� Få G�Fï 2 �¶Fþ1=#. IPv4 G 0 G W G z G GF ÚG �G � 2 �¶Fþ IPv6 G 0 G W
G z G G� VF þ 2 FôFþ�¶�9 Gx GGGXGŠ

– %T�™ Fø $Î�™Fþ GV Gw Gc G1 GQ G= Fþ�(7³

– IPv4 G 0 G W G z G GF ÚG �G � IPv6 G 0 G W G z G G G "� › G x G GG XG ŠF û� m G � � \F ö G � F ã F ø

• 1 FôFþ"@#.G2 G• GMGŠGc G5 G2 GGFû0¿�� Få G�Fï 1 FôFþ1=#. IPv4 G 0 G W G z G G� VF þ 1 FôFþ Gx GGGXG

– %T�™ Fø $Î�™Fþ�g GV Gw Gc G1 GQ G= Fþ)�G��œG�Fë

– IPv4 G 0 G W G z G GF ÚG �G � IPv6 G 0 G W G z G GF þ� g� ‰ F ø G � G x G GG XG ŠF û� m G � � \F ö

G x G GG XG Š 1 F ô F ø 2 FôFþ�g�‰Fþ0¿��Fû�PFéG�0¿��G}GŠ G= GEGŠ GV FÜ�è�WFûFÒ G� G�FéH�G I G Q G V G 0 G
��Fþ�p7ŸH�3-12 GhGŠGFH�G"�g!·H�F¹�±4Š�(Fþ0¿��GEGX Gx G8FÿF �̧�Fþ 3 FôFþ�WFþFÔFêG�FÛF÷/²#' Få G
G�FéF¹
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'¨  3 'v       G I G Q G V G 0 G Q G eF ÚG �G �0 ¿* (
  E G o G ŠG y GIG;Gs Gx GT G1 G0Ge Gw G2 G0G•GGFþG[ GQ GV G}GŠG=G�Fþ"@#.�K)F
�W3-1 Gc G/ G2 G0G4G7GŠGyFþ
Æ
�FþGEGX Gx G8H�Gx GGGXGŠ 2 �¶Fþ0¿��

H��@H� 

• G x G GG XG Š x 2

• IPv4 G 0 G W G z G G x 2

• IPv6 G 0 G W G z G G x 2

• G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G G x 1 G � F ï
Fÿ 2H�/²&g Få G�G� G2 G• GMGŠGc G5 G2 GGFÿ 1 �¶
FþG�H�

• 0¿���íG�Fþ  SMTP GyGŠ GV

G 2 G •G ^G 4G • G W G x G GG XG ŠH �F ÂInboundMailFÃH�G_Gd Gx GQ G=H�

• IPv4 G 0 G W G z G GH �1.2.3.4

• IPv6 G 0 G W G z G G: 
2001:0db8:85a3::8a2e:0370:7334

• Data 2 G 2 G • G MG ŠG c G 5 G 2 G GF þ G x G GG XG ŠF ÷
GkGŠ GV 25 G " G x G Q G G G •

• HATH�FéG	Fö G"�wFá
°G�H�

• RATH�G{GŠG9Gy G W G o G 2 G •� �F ö G o G ŠG yG "� w
Fá
°G�F F̧íFþ�ÚFéG	Fö G"�Ä�°H�

G0G4 GV G^G4G• GW G x G GG XG ŠH �F ÂOutboundMailFÃH�Ge Gw G2
GgGŠ GV H�

• IP G 0 G W G z G GH �1.2.3.5

• IPv6 G 0 G W G z G G: 
2001:0db8:85a3::8a2e:0370:7335

• Data 2 G 2 G • G MG ŠG c G 5 G 2 G GF þ G x G GG XG ŠF ÷
GkGŠ GV 25 G " G x G Q G G G •

• HATH�G{GŠG9Gy G W G o G 2 G •� �F ö G " G x G zG ŠF F̧ í
Fþ�ÚFéG	Fö G"�Ä�°H�

G 2 G • G M G ŠG [ G Q G V GyGŠ GV GCGŠG^G�FïFÿ
Æ4Š DNS 
GCGŠG^G"�Q#ÝFéG� G� FÖ Fû DNS G"0¿���•+�

SMTP GyGŠ GV F÷FÿF 4̧:�)FúG>GyGŠGeG4 G5 G0 GCGŠG^Fû
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��H�3-10 GhGŠGFH�G0Ge Gw G2 G0 G• GGG�Fþ�K)F�‰�'
H�3-9 GhGŠGFH�
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loadlicense  G A G lG • G W G "� Q# ÝF ç G �F éF ¹0 ò( ýF ûF
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H��@H� G 2 G • G MG ŠG [ G Q G V F ø E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0G• GGFþ6ëF÷Gc G/ G2 G0 G4 G7GŠ
G� G[ GQ GV G}GŠG= Fþ���œFÿF¸G0Ge Gw G2 G0G• GG G"�G�–Fû�µ+�FåFëG� FïG�FûF "̧I��FþGkG
FÜFÒ G����œFÜFÒ G� G�FéF¹0ò(ýFûFôFÔFöFÿF¸�Ü6� DFÂGc G/ G2 G0 G4 G7GŠGy�_��FÃG"�g!·Fç Fö Fß Fð Få FÔF
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  GEGGGTGn G I G Q G V G 0 G Q G eF þ =
 �

$�FÜ�8
eFû6õFéG� �_��G"

z
G G"0¿��

GCGŠGa

�(7³

2 G [G ŠG dG y
GI GQ GV G0 GQ Ge�_��Fþ�p7Ÿ
F ã G �F ÷F ¸G E G G G T G n G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW F÷�²0[Fú
Æ��G"4E�¥FéG� FïG�Fþ0[�óFÚG�G��S
�ÂFç FïFïG�F¸Fã Fþ8oG"�g!·Fç FúFÜ G� ��Fþ/²G"�Q#ÝFç FöF¸GE GG GT GnFþGI GQ GV G0 GQ G
�p7ŸFç Fö Fß Fð Få FÔF¹

G [ G Q G V G }G Š G = F ÚG �G � IP G0 GW Gz GGFþ0ò(ýFûFôFÔFöFÿF¸�Ü6� BFÂG[ GQ GV G}GŠ G= G 0 G W G z G G F ø IP G 0 G W G
GGFþ�m G� � \FöFÃG"�g!·Fç Fö Fß Fð Få FÔF¹Cisco G A G • G T G • G R GIG; Gs Gx GT G1 'ö#.G0Ge Gw G2 G0 G• G
FéG� � ��œFÿF¸'¨  41 'vFÂCisco G A G •G T G • G R GIG; Gs Gx GT G1 'ö#.�ì�•G0Ge Gw G2 G0 G• GG Fþ7Ÿ�p�º
GGFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

/² 3-2 GEGGGTGn G I G Q G V G 0 G Q G e G}GŠG= GEGŠ GV H�2 �¶FþGx GGGXGŠFûG�G�7Á�Ê Go GŠGy GV Gw Gc G1 GQ G=Fþ

GEGGGTGn0¿� �H�System SettingsH�

GUGc G7Gy GV FþGE GG GT Gn Gi GG GV �¡:H�Default System Hostname:H�

GE GG GT Gn G0 GwGŠ GV Go GŠGyFþ3æ�™
›:H�Email System Alerts To:H�

���‡Gz GkGŠ GV Fþ3æ�™
›:H�Deliver Scheduled Reports To:H�

G M G 2 G n G LG ŠG •� _� �:H�Time Zone Information:H�

NTP GCGŠG^H�H�NTP Server:H�

'ö#.*…G_GG G}GŠ GW H�Admin PasswordH�H�

SenderBaseG [ G Q G V G }G Š G = F û� g� •:H�SenderBase Network 
Participation:H�

G 2 G [G ŠG dG y/G U G 1 G IG ŠG dG y

G8GŠ GV GCGkGŠ GV:H�AutoSupport:H � G/G U G 1 G IG ŠG dG y

G [ G Q G V G }G ŠG = G 2 G •G TG >G zG ŠG E G u G •H �Network IntegrationH�

G@GŠ GV G4 G5 G2H�H�Gateway:H�

DNS:H�G2 G• GMGŠG[ GQ GV G� FïFÿ"‚+¬�æ��H�

G 2 G • G M G ŠG c G 5 G 2 G G

GUGŠGM1GkGŠ GV H�Data 1 PortH�

IPv4G 0 G W G z G G/G [ G Q G V G l G G G =:H�IPv4 Address / Netmask:H� 

IPv6G 0 G W G z G G/GeGz Gc G1 GQ G= GG:H�IPv6 Address / Prefix:H�

�ö
²FúGi GG GV �¡:H�Fully Qualified Hostname:H�

�w�™ Go GŠGyFþ�wFá
°G�:H�Accept Incoming Mail:H� GW Go G2 G• �K)F
›

�¥4ŠG�Fþ3æ�™ Go GŠGyG"�p)E:H�Relay Outgoing Mail:H� G E G G G T G n

GUGŠGM2GkGŠ GV H�Data 2 PortH�

IPv4G 0 G W G z G G/G [ G Q G V G l G G G =:H�IPv4 Address / Netmask:H�

IPv6G 0 G W G z G G/GeGz Gc G1 GQ G= GG:H�IPv6 Address / Prefix:H�

�ö
²FúGi GG GV �¡:H�Fully Qualified Hostname:H�

�w�™ Go GŠGyFþ�wFá
°G�:H�Accept Incoming Mail:H� GW Go G2 G• �K)F
›

�¥4ŠG�Fþ3æ�™ Go GŠGyG"�p)E:H�Relay Outgoing Mail:H� G E G G G T G n
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  GEGGGTGn GI GQ GV G0 GQ GeFþ =
�

2 G [G ŠG dG y

Q G =F û

2 G [G ŠG dG y

�(7³
'ö#.GkGŠ GV H�Management PortH�

IP G 0 G W G z G GH �H �IP Address:H�

G [ G Q G V G }G Š G = G l G G G =:H�Network Mask:H�

IPv6G 0 G W G z G G:H�IPv6 Address:H�

GeGz Gc G1 GQ G= GG:H�Prefix:H�

�ö
²FúGi GG GV �¡:H�Fully Qualified Hostname:H�

�w�™ Go GŠGyFþ�wFá
°G�:H�Accept Incoming Mail:H� GW Go G2 G• �K)F
›

�¥4ŠG�Fþ3æ�™ Go GŠGyG"�p)E:H�Relay Outgoing Mail:H� G E G G G T G n

G o G Q G IG ŠG FG IG ;G s G x G T G 1 H �Message SecurityH�

SenderBaseG z G b G s G TG ŠG E G u G • G c G 1 G y G M:H�SenderBase 
Reputation Filtering:H�

G 2 G [G ŠG dG y/G U G 1 G IG ŠG dG y

Anti-Spam Scanning Engine F ú F ç/IronPort 

McAfee Anti-Virus Scanning Engine G 2 G [G ŠG dG y/G U G 1 G IG ŠG dG y

Sophos Anti-Virus Scanning Engine G 2 G [G ŠG dG y/G U G 1 G IG ŠG dG y

G 0 G 4 G V G dG z G 2 G = G c G 1 G y G MH �Outbreak FiltersH � G/G U G 1 G IG ŠG dG y

/² 3-3 GEGGGTGn G I G Q G V G 0 G Q G e G}GŠG= GEGŠ GV H�1 �¶FþGx GGGXGŠG"FéG	FöFþ7Á�Ê Go GŠGy G V G w G c G 1 G
�Q#Ý

GEGGGTGn0¿� �H�System SettingsH�

GUGc G7Gy GV FþGE GG GT Gn Gi GG GV �¡:H�Default System Hostname:H�

GE GG GT Gn G0 GwGŠ GV Go GŠGyFþ3æ�™
›:H�Email System Alerts To:H�

���‡Gz GkGŠ GV Fþ3æ�™
›:H�Deliver Scheduled Reports To:H�

G M G 2 G n GLGŠG•:H�Time Zone:H�

NTP GCGŠG^H�H�NTP Server:H�

'ö#.*…G_GG G}GŠ GW H�Admin PasswordH�H�

SenderBaseG [ G Q G V G }G Š G = F û� g� •:H�SenderBase Network 
Participation:H�

G 2 G [G ŠG dG y/G U G 1 G IG ŠG dG y

G8GŠ GV GCGkGŠ GV:H�AutoSupport:H � G/G U G 1 G IG ŠG dG y

G [ G Q G V G }G ŠG = G 2 G •G TG >G zG ŠG E G u G •H �Network IntegrationH�

G@GŠ GV G4 G5 G2H�H�Gateway:H�

DNS:H�G2 G• GMGŠG[ GQ GV G� FïFÿ"‚+¬�æ��H�

G 2 G • G M G ŠG c G 5 G 2 G G

GUGŠGM2GkGŠ GV H�Data 2 PortH�

IPv4G 0 G W G z G G/G [ G Q G V G l G G G =:H�IPv4 Address / Netmask:H�

IPv6G 0 G W G z G G/GeGz Gc G1 GQ G= GG:H�IPv6 Address / Prefix:H�

�ö
²FúGi GG GV �¡:H�Fully Qualified Hostname:H�

/² 3-2 GEGGGTGn G I G Q G V G 0 G Q G e G}GŠG= GEGŠ GV H�2 �¶FþGx GGGXGŠFûG�G�7Á�Ê Go GŠGy GV Gw Gc G1 GQ G=Fþ
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  GEGGGTGn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fþ�Q#Ý�‰�2

H �

G �F ÜF úF Ô G � F Ö F û
9 G G G M G n

1 GDGŠ GW G"
H �
G Š

2 G [G ŠG dG y

Q G =F û
GEGGGTGn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GWFþ�Q#Ý�‰�2 
• Web GgGŠGGFþG> Gw Gc G1 G9Gy GtGŠGD G 2 G • G MG ŠG c G 5 G 2 G GH �GUIH�Fþ�<#ÝH�3-15 GhGŠGFH�

• Web GgGŠGGFþGE GG GT Gn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW G"�Q#ÝFç Fï�ö�•0¿��Fþ��*OH�3-16 GhGŠGFH�

• Active Directory G�Fþ�K)FFþ0¿��H�3-24 GhGŠGFH�

• ��Fþ�m8pH�3-25 GhGŠGFH�

• G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2 G GH �CLIH�G�FþG0 G= GI GGH�3-25 GhGŠGFH�

• G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2 G GH �CLIH�GE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F þ� �/ œ3-26 
GhGŠGFH�

• G6G• GMGŠGe Gw G2 GH G@GŠ GV G4 G5 G2 Fø Fç FöFþGE GG GT GnFþ0¿��H�3-40 GhGŠGFH�

�6�‡GI GQ GV G0 GQ GeF÷FÿGE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W G "� Q# ÝF ç F öF 0̧ ¿� �F û ƒ
FéG� �²0[FÜFÒ G� G�FéF¹�‹F÷F¸GE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F ÷� <# ÝF ÷ F Ý F úF ÔG G8Ge
G E G u G • G "0 ¿� �F ÷ F Ý G �F éF ¹

G d G w G 4 G DG � F ïF ÿ G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2 G GH �CLIH�G"�Q#ÝFç FöF¸GE GG GT Gn0¿��G4 G
��/œF÷ FÝ G�FéF¹0ò(ýFûFôFÔFöFÿF¸Web GgGŠGGFþG> Gw Gc G1 G9Gy GtGŠGD G 2 G • G MG ŠG c G 5 G 2 G GGUIH�Fþ�<
#ÝH�3-15 GhGŠGFH�G � F ïF ÿG A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2 G GH �CLIH�GE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1 G D
G W F þ� �/ œH �3-26 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

6ä��FéG� �SFûFĢ E G G G T G n G I G Q G V G 0 G Q G eF þ =
 �H �3-9 GhGŠGFH�FûFÒ G� �S�f�²�óG" G= Gx G0 Fç G�FéF¹

�w�™ Go GŠGyFþ�wFá
°G�:H�Accept Incoming Mail:H� GW Go G2 G• �K)F
›

�¥4ŠG�Fþ3æ�™ Go GŠGyG"�p)E:H�Relay Outgoing Mail:H� G E G G G T G n

GUGŠGM1GkGŠ GV H�Data 1 PortH�

IPv4G 0 G W G z G G/G [ G Q G V G l G G G =:H�IPv4 Address / Netmask:H�

IPv6G 0 G W G z G G/GeGz Gc G1 GQ G= GG:H�IPv6 Address / Prefix:H�

�ö
²FúGi GG GV �¡:H�Fully Qualified Hostname:H�

G o G Q G IG ŠG FG IG ;G s G x G T G 1 H �Message SecurityH�

SenderBaseG z G b G s G TG ŠG E G u G • G c G 1 G y G M:H�SenderBase Reputation 
Filtering:H�

G 2 G [G ŠG dG y/G U G 1 G IG ŠG dG y

Anti-Spam Scanning Engine F ú F ç/IronPort

McAfee Anti-Virus Scanning Engine G 2 G [G ŠG dG y/G U G 1 G IG ŠG dG y

Sophos Anti-Virus Scanning Engine G 2 G [G ŠG dG y/G U G 1 G IG ŠG dG y

G 0 G 4 G V G dG z G 2 G = G c G 1 G y G MH �Outbreak FiltersH � G/G U G 1 G IG ŠG dG y

/² 3-3 GEGGGTGn G I G Q G V G 0 G Q G e G}GŠG= GEGŠ GV H�1 �¶FþGx GGGXGŠG"FéG	FöFþ7Á�Ê Go GŠGy G V G w G c G 1 G
�Q#ÝH�)FFÝH�
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  GEGGGTGn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fþ�Q#Ý�‰�2

G Q
W FéG�FïG�Fû

Gn0 G Q
¿��G"�V�iFÝFéG�

FûGUGc G7 Gy GV
�
� �SFûF �̧ÚFþ/æ*(Fþ
ß Fð Få FÔF¹

G}GŠ G= Fû�K
ç Fö

"6 ä

ç G�FéF¹
1™�Ì �ì�•  E G o G ŠG y GIG;Gs Gx GT G1 G0Ge Gw G2 G0G•GGG"GI GQ GV G0 GQ GeFéG����œFÿF¸GEGGGTGn G I G Q G V G 0
Ge G4 G1 GDGŠ GW G"��/œFéG��SFûF �̧ì�•G0Ge Gw G2 G0G•GGFþGw G2GIG•GGG" G{GŠ G 
loadlicense  FþGA GlG• GW G"�Q#ÝFéG��²0[FÜFÒ G� G�FéF¹0ò(ýFûFôFÔFöFÿF F̧ÄCisco Content Security 
Virtual Appliance Installation GuideFÅG"�g!·Fç Fö Fß Fð Få FÔF¹

1™�Ì GEGGGTGn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW F÷FÿF¸GEGGGTGnG"�ö
²Fû
Ì0¿��Fç G�FéF¹GEGGGT G I G Q G V G
Ge G4 G1 GDGŠ GW FÿF¸G0Ge Gw G2 G0G•GGG" G� Fó Fï Fß �6G�Fö0¿*(FéG����œFÛF �̧¤�ÑFþ0
���œFû7HG� �QFç Fö Fß Fð Få FÔF¹

�@�– E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFÿF F̧éG	FöFþGE GG GT GnFþ'ö#.GkGŠ GV IP G0
G W G z G G F þ 192.168.42.42  G"0¿��Fç Fï"g�ÂF÷��, ´ Få G�G�FéH�Data 1 GkGŠ GV G"�æG� G� Fû�Q#ÝFéG 
C160/C170 GE GG GT Gn G"7V Fß H�F¹G0Ge Gw G2 G0 G• GG G"G[ GQ GV G}GŠ G= Fû�K)FFéG IP G0
GW Gz GGFÜF¸Fã Fþ�d����,´�ìFþGUGc G7Gy GV 0¿�� Fø '‡�œFç FöFÔFúFÔ Fã Fø G"&�1�Fç Fö FCisco 
G A G • G T G • G R GIG; Gs Gx GT G1 'ö#.G0Ge Gw G2 G0 G• GG G"0¿��FéG� ���œFÿF¸Cisco G A G •G T G • G R GIG; Gs Gx
GT G1 'ö#.�ì�•G0Ge Gw G2 G0 G• GGFþ7Ÿ�p�ºGCGŠGa GGH�41-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�d����,´�ìFþ0¿��G"�âFô0
�XFþ GA G• GT G• GR GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG G"G[ GQ GV
)FFéG� ���œFÿF1̧ FôFêFô3ã�•Fç FöF �̧›G0Ge Gw G2 G0 G• GGFþGUGc G7Gy GV IP G0 GW Gz GG G"8pFû
Ì0¿��F
F ß F ð F å F ÔF ¹

Web GgGŠGGFþG>Gw Gc G1 G9Gy GtGŠGD G 2 G • G MG ŠG c G 5 G 2G GH �GUIH�Fþ�<#Ý
Web GgGŠGGFþG> Gw Gc G1 G9Gy GtGŠGD G 2 G • G MG ŠG c G 5 G 2 G GH �GUIH�G"�<#ÝFéG� FûFÿF¸Web G d G w G 4 G DG
FÝF¸192.168.42.42 G"/²&gFç G�FéF¹

G{ G> G2 G•#ì8�FÜ/²&g Få G�G�FéF¹

�W3-3 G0Ge Gw G2 G0G•GGG�FþG{G>G2 G•

�W0°FþGtGŠGD�¡FÚG�G�G_GG G}GŠ GW G"
°�ŠFç FöG0Ge Gw G2 G0 G• GGFû G{ G> G2 G• F

6õ4�8o% 

• �d����,´�ìFþGUGc G7Gy GV GtGŠGD�¡ Fø G_GG G}GŠ GW H�3-15 GhGŠGFH�

�d����,´�ìFþGUGc G7Gy GV GtGŠGD�¡FøG_GGG}GŠ GW

• GtGŠGD�¡H�admin

• G_GG G}GŠ GW H�ironport
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  GEGGGTGn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fþ�Q#Ý�‰�2

�ÓG� G� G�G�FéF¹GE GG GT
FÿF �̧q�6FÛ G�G� G� %$

¿��

F ¹

œF ÿF Ģ d G w G 4G D

F Û G �

ö Go GŠGyG" Gx

Ga GGH�
H��@H� GI GQ GE Gu G•FÜ GM G2 Gn G0 G4 GV Fç Fï���œFÿF ĢtGŠGD�¡ Fø G_GG G}GŠ GW Fþ
Ì
°�ŠFÜ
Gn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fþ��/œ�pFûGI GQ GE Gu G•FÜ GM G2 Gn G0 G4 GV Fç Fï���œ
Fé�²0[FÜFÒ G� G�FéF¹

Web GgGŠGGFþGEGGGTGn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW G"�Q#ÝFç Fï�ö�•0
Fþ��*O  

�m8p 

GGGT GQ Ge1 G E G G G T G n G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F þ2 s� · 

• Web GgGŠGGFþG> Gw Gc G1 G9Gy GtGŠGD G 2 G • G MG ŠG c G 5 G 2 G GH �GUIH�Fþ�<#ÝH�3-15 GhGŠGFH�Fû0°3U Få G�
FöFÔ G� �‰�2F÷F¸G> Gw Gc G1 G9Gy GtGŠGD G 2 G • G MG ŠG c G 5 G 2 G GF û G { G > G 2 G • F ç G �F é

• �‚0dFþGE GG GT GnH�
›/œ Gx Gx GŠGGFþ AsyncOS F Û G � F þG 0 G Q G eG > G zG Š G W F ú F çH �F þ� ��
FÜGE GG GT Gn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fû+¬�·$×Fû Gx GN G2 Gz G= GV Få G�G�FéF¹

• FíG��è�¥Fþ���œFÿF¸[G E G G G T G n' ö# .H �System AdministrationH�] G M G dF ÷F �̧ e� ‰F þ G x G • G = G x G G G V 
[G E G G G T G nG I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W H �System Setup WizardH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge2 [6ä��H�StartH�]F¹�m8p 1H�6ä��G"�g!·Fç Fö Fß Fð Få FÔF¹

• Gw G2 GIG• GG�Î(Ù�iFþ�g!· Fø �w1Y

GGGT GQ Ge3 G E G G G T G nF ¹�m8p 2H�GE GG GT GnG"�g!·Fç Fö Fß Fð Få FÔF¹

• G0Ge Gw G2 G0 G• GGFþGi GG GV �¡Fþ0¿� �

• G0 Gw GŠ GV F¸Gz GkGŠ GV 4Ä�™F F̧ÚG�G� AutoSupport Fþ0¿��

• G E G G G T G n� ì� I F ø NTP GCGŠG^Fþ0¿��

• admin G_GG G}GŠ GW Fþ Gx GI GQ GV

• SenderBase Network Participation F þ G 2 G [G ŠG dG y� ì

GGGT GQ Ge4 [G [ G Q G V G }G Š G = H �NetworkH�]F¹�m8p 3H�G[ GQ GV G}GŠ G=G"�g!·Fç Fö Fß Fð Få FÔF¹

• GUGc G7Gy GV GyGŠGMFÚG�G� DNS 0¿���ÍFþ��*O

• ��Fþ G� FÖ FúG[ GQ GV G}GŠ G= G2 G• GMGŠGc G5 G2 GGFþ G2 G[GŠGdGy�ìFÚG�G�0¿��
%T�™ Go GŠGyFþ0¿��H�G2 G•G^G4 G• GW G x G GG XG ŠH �
SMTP GyGŠ GV Fþ��*OH��õ�–H� 
$Î�™ Go GŠGyH�G0 G4 GV G^G4 G• GW Gx GGGXGŠH�Fþ0¿��FÚG�G�G0Ge Gw G2 G0 G• GG G"�ÓFç F
GzGŠF÷ FÝ G� GE GG GT GnFþ��*OH��õ�–H�

GGGT GQ Ge5 [GIG; Gs Gx GT G1 H�SecurityH�]F¹�m8p 4H�GIG; Gs Gx GT G1G"�g!·Fç Fö Fß Fð Få FÔF¹

• SenderBase G z G b G s G TG ŠG E G u G • G c G 1 G y G M G x G • G >F þ G 2 G [G ŠG dG y� ì

• GGG_Gn�P'ÇGCGŠGa GGFþ G2 G[GŠGdGy� ì

• GGG_Gn7x7³Fþ G2 G[GŠGdGy� ì

• Anti-Virus GCGŠGa GGFþ G2 G[GŠGdGy�ì

• 9×�ØFúGlGyG4 G5 G075�šFþ G2 G[GŠGdGy�ìH�Gc G/ G2 Gy Gz Gb Gs GTGŠGE Gu G•FÚG�G��(�ÒGCGŠ 

• G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M G CG ŠG a G GF þ G 2 G [G ŠG dG y� ì
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 �–Fé
) F/ œF ç

ÿF¸G[ GQ GV

F÷
Á�Ê Go GŠGyG G

7Á�Ê Go GŠGy�w
G	FöFþGzGgGyFþG0
G�FéF¹0ò(ýFû

Fç G�FéF¹Fã Fþ�ÍG"Gd Gw
G?GF GsGŠGy� íG �Gz GkGŠ GV
GGGT GQ Ge6 [ G z G a G sG ŠH �ReviewH�]F¹�m8p 5H�Gz Ga GsGŠG"�g!·Fç Fö Fß Fð Få FÔF¹

• GI GQ GV G0 GQ GeFþGz Ga GsGŠFÚG�G�0¿��Fþ G2 G• GG GV GŠGy 

• �m8pFþ�q�‹Fû/²&g Få G�G� Ge G{ G•Ge GV 

GGGT GQ Ge7 �š�f!lFþ&���  

&���FéG� G� F÷F �̧š�fFÿ�w� FûFú G� G�FëG#F¹

�m8p 1H�6ä��

Gw G2 GIG• GG�Î(Ù�iFþ�g!·FÛ G� 6ä��Fç G�FéF¹Gw G2 GIG• GG�Î(Ù�iG"�g!·FçF �̧ �–FéG� ���œFÿF �̧
G � F ã F ø G "& gF éG j G Q G = G G G "G 8G •F û F çF ¸[G I G Q G V G 0 G Q G eF þ6 ä� �H �Begin SetupH�] G " G = G x G Q G = F ç F ö
G�FéF¹

�Î(Ù�iFþ�e8�Fÿ��Fþ���dF÷ G� �g!·F÷ FÝ G�FéF¹
https://support.ironport.com/license/eula.html

�m8p 2H�GEGGGTGn

• G i G G G V � ¡F þ0 ¿� �H �3-17 GhGŠGFH�

• G E G G G T G n G 0 G w G Š G V F þ0 ¿� �H �3-17 GhGŠGFH�

• G z G kG Š G V 4 Ä� ™F þ0 ¿� �H �3-17 GhGŠGFH�

• �ì6ëFþ0¿��H�3-18 GhGŠGFH�

• G_GG G}GŠ GW Fþ0¿� �H �3-18 GhGŠGFH�

• SenderBase G [ G Q G V G }G Š G = G �F þ� g� •H �3-18 GhGŠGFH�

• AutoSupport F þ G 2 G [G ŠG dG y� ìH �3-18 GhGŠGFH�

GiGG GV �¡Fþ0¿��

E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFþ�ö
²�Ÿ8íGi GG GV �¡G"��*OFç G�FéF¹Fã Fþ�¡�SF
G}GŠ G= 'ö#.*…FÜ�m G� �\Fö G� �²0[FÜFÒ G� G�FéF¹

GEGGGTGn G0GwGŠ GV Fþ0¿��

GtGŠGDFþ�Ó
°G"�²0[ Fø FéG� GE GG GT Gn G6 Gw GŠFÜ$Î#ÕFç Fï���œF¸Cisco AsyncOS F÷FÿF 7̧Á�Ê Go GŠGy
G 0 G w G Š G V Go GQ GIGŠGF G"3æ�™Fç G�FéF¹Fã FþG0 Gw GŠ GV Fþ3æ�™
› Fø Fç Fö�Q#ÝFéG�7 G 0 G W G z
H�0
�X�•H�G"
°�ŠFç G�FéF¹

G E G G G T G n G0 Gw GŠ GV G"�w�™FéG�7Á�Ê Go GŠGy G 0 G W G z G G G " 1 Fô�è�V3ã�•FéG� �²0[FÜFÒ G� G�FéF¹�"�MFþ
7Á�Ê Go GŠGy G0 GW Gz GGFÛF¸G9 G•GlF÷�
�)Fó Fï0
�XG0 GW Gz GG G"
°�ŠFç G�FéF¹�\�6F¸Fã Fþ
�™*…FÿF ĢU G1 Gz G= GV Gx "Ó�“�7�Á�P'ÇG0 Gw GŠ GV �è�¥FþFéG	FöFþ GM G2 GeFÚG�G�Fé
Gw GŠ GV G"�w�™Fç G�FéF¹�‹F÷F¸G0 Gw GŠ GV GA G• Gc G1 G< Gs GzGŠGE Gu G• G" Få G� Fû0ò(ý�ìF÷ FÝ
FôFÔFöFÿF¸G 0 G w G Š G V H �32-31 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

GzGkGŠ GV 4Ä�™Fþ0¿��

GUGc G7Gy GV Fþ GG G?GF GsGŠGy�íG�Gz GkGŠ GV Fþ3æ�™
›FûFéG� G0 GW Gz GG G"
°�Š
G• G= Fû Fç Fö G� F¸GG G?GF GsGŠGy� íG �Gz GkGŠ GV Fÿ� ,FÝ)FFÝ� �/œ Få G�G�FéF¹GG
Fÿ4Ä�™ Få G�G�FëG#FÜF¸G0Ge Gw G2 G0 G• GG�VFûG0GŠG9 G2 Gd Få G�G�FéF¹
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ÚG �
{ GQ GeGN G4 G•G Š
ôFÔFö

G Š
�VFþ�ÚFþGCGŠG^ Fø �ì�IG"

¹G_

‘�9F F̧ÚG�G�
GTGŠGE Gu G•

G Q G = G "

��FþG�FÜ�µG�G�Fö
ç G�FëG#F¹�¶�ÇG""I��
Fú FùF¸
H�

ð F å F ÔH �� F ä

× Fø Fç

p 

Fû6õFéG� �e8ŸG"
Ý G� G� FÖ Fû

éG� Fã
G G G "G I G Q G V G 0 G Q G e F ç G �F éF ¹
�ì6ëFþ0¿��

E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG�VFû GM G2 Gn GLGŠG• G"0¿��Fç FöF¸Go GQ GIGŠGF G f G Q G NG ŠF
G�G{ G> Gc G/ G2 GyFþ GM G2 Gn GG GM G•GeFÜ�G&�Fû/²&g Få G�G� G� FÖ Fû Fç G�FéF¹GW G G o G Y G s
G"�Q#ÝFç Fö�ì6ë�•G"0bFôFá G� FÛF¸GMT G8GcGI GQ GV Fû G� Fó Fö�ì6ë�•G"��*OFç G�FéH�0ò(ýFûF
FÿFĢMT G8GcGI GQ GV Fþ4E�¥H �32-57 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔH�F¹

G E G GG TG n G= G{ GQ G=�ì�IFÿF �̧‹F÷�m�·Fû G� FóFö0¿��FéG�FÛF¸Network Time ProtocolH�NTP; G [ G Q G V G }
G= G M G 2 G n GeG{ GV GAGyH�G"�Q#ÝFç FöG[ GQ GV G}GŠG=�VG� FïFÿG2 G• GMGŠG[ GQ GV
� �‡FéG� Fã Fø G� F÷FÝ G�FéF¹GUGc G7Gy GV F÷FÿF¸Cisco Systems FþGM G2 Gn GCGŠG^H�time.ironport.com H � F ø
�ì�IG"� �‡FéG� G6G• GV Gx 1 FôFÜG0Ge Gw G2 G0G• GGFûFéF÷Fû0¿��FåG�FöFÔG�FéF¹

G_GGG}GŠ GWFþ0¿��

admin G0 G9 G4 G• GV FþG_GG G}GŠ GW G"0¿��Fç G�FéF¹Fã Fþ�m8pFÿ�²8rF÷FéF¹Cisco AsyncOS Fþ admin G 0 G 9
G4 G• GV FþG_GG G}GŠ GW G"�š�fFéG� ���œF �̧‚ Fç FÔG_GG G}GŠ GW FÿF¸6 �e�Ð�è�VF÷FúFáG�G�Fú G� G�FëG#F
GG G}GŠ GW FÿF �̧²Fê�ó
²Fú���dFû�–'öFç Fö Fß Fð Få FÔF¹

SenderBase G[ GQ GV G}GŠG=G�Fþ�g�•

SenderBase FÿF 7̧Á�Ê Go GŠGy'ö#.*…Fû G� G�3æ�™*…Fþ1*��F 7̧Á�Ê Go GŠGyFþ�G0d3æ�™
–Fþ1
GGG_Gn3æ�™*…FþGd G{ GQ G= Fû�z'gFôG� FÖ Fû0¿0£ Få G�FïF 7̧Á�Ê Go GŠGyFþGz Gb Gs GCGŠGa GG
F÷FéF¹

SenderBase G[ GQ GV G}GŠ G= G�Fþ�g�•Fû� �–Fç Fï���œF¸GE GG GA FÿF )̧�)ÊFþ7Á�Ê Go GŠGy G V G w G c G 1
7Ÿ(ÙFç Fï)+0£�_��G"�p7ŸFç G�FéF¹Fã G�FûFÿF¸Go GQ GIGŠGF�“�öFþ0[(ÙGUGŠGMFÚG�G� E G o G ŠG y GIG; Gs
G x G T G 1 G0Ge Gw G2 G0 G• GGFÜFùFþ G� FÖ Fû�›'� Go GQ GIGŠGF G"��#.Fç FïFÛFû6õFéG� �_
FÔG�FéF¹Fï Fø FØG�F¸GE GG GA FÿF¸Go GQ GIGŠGFFþ�•�e G� Go GQ GIGŠGFFþ�ó�¡ G� �p7ŸF
F÷ FÝ G� �_��G�F )̧�)ÊG""I��FéG� �_��FÿF �̧µ�&�_�� Fø Fç Fö�…G�G�G�FéF¹�p7Ÿ Få G�G�GUGŠGM Fþ�[
SenderBase Fþ0ò(ýFûFôFÔFöFÿF¸[
¹�w�P1ßGUGŠGM Fþ0ò(ýFûFôFÔFöFÿF¸Fã Fã G" G= Gx GQ G=Click here 
for more information about what data is being sharedH�] G x G • G = G " G = G x G Q G = F ç F ö F ß FG � F ß F Ò G
2A�eH�34-2 GhGŠGFH�G"�g!·H�F¹

SenderBase G [ G Q G V G }G ŠG = F û� g� •F éG �� �� œF ÿF ¸[ Go GŠGyG"GgGŠGG Fø FéG�+#�>Fþ"I��F �̧<7VG"% $
FöF¸IronPortFÜ Go GŠGyFþ���¡)+0£G"�p7ŸFÚG�G�SenderBaseFû�PFç GzGkGŠ GV FéG� Fã Fø G"0Á�•H�Allow 
IronPort to gather anonymous statistics on email and report them to SenderBase in order to identify and sto
email-based threatsH�] Fþ�“FþGj GQ G= GG G"G8G•Fû FçF¸[�Ž1�H�AcceptH�] G " G = G x G Q G = F ç G �F éF ¹

0ò(ýFûFôFÔFöFÿF¸'¨  34 'vFÂSenderBase Network ParticipationFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

AutoSupport FþG2G[GŠGdGy�ì

AutoSupport �µ+�H�GUGc G7Gy GV F÷ G2 G[GŠGdGyH�F÷FÿF¸Fä�Q#ÝFþG0Ge Gw G2 G0 G• GG 
Cisco G 9 G G G M G lG Š GCGkGŠ GV GOGŠGnFÜ1�1‘Fç FöFÚ Fß Fã Fø F÷F 4̧:�)FúGCGkGŠ GV G"�f�jF÷ F
Fç G�FéF¹H�0ò(ýFûFôFÔFöFÿF¸G8GŠ GV GCGkGŠ GV H�32-32 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔH�F¹

[��G�H�NextH�] G " G = G x G Q G = F ç F ö) F/ œF ç G �F éF ¹

�m8p 3H�G[ GQ GV G}GŠG=

�m8p 3 F÷FÿF ĢUGc G7Gy GV GyGŠGMH�G@GŠ GV G4 G5 G2H�G"��*OFçF¸DNS 0¿���ÍG"0¿��Fç FöFÛ G� F¸Data 1 G2
G • G MG ŠG c G 5 G 2 G GF ¸Data 2 G2 G• GMGŠGc G5 G2 GGF F̧ÚG�G� Management G2 G• GMGŠGc G5 G2 GG G"0¿��F
F ø F û G � G � F 7̧ Á� Ê G o G ŠG yF þ� w� ™G � G x G zG ŠG "/ œ F Ö G � F Ö F ûG 0G e G w G 2 G 0 G •

• DNS F ø G UG c G 7G y G V G@GŠ GV G4 G5 G2 Fþ0¿��H�3-19 GhGŠGFH�

• G [ G Q G V G }G Š G = G 2 G • G MG ŠG c G 5 G 2 G GF þ0 ¿� �H �3-19 GhGŠGFH�
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z

þGyGŠ GV
G�Fé

FÿF �̧›

x GT G1

ø FÝFûG0Ge Gw G2 G0G• GGFÛ G�

G G
Ý G �F éF ¹

�FïG[ GQ GV G}GŠ
G0
G• GG

FĢF ¸

F¹3û�–F¸Fã Fþ
F ¸G �
G2 GeFþ�K)FG"�wFá

ŠFéG�H�$Î�™H�F¸G� FïFÿG0
êG�FÛFû�D7H Få G�G�
G'ö#.

Î�™Fþ�g�‰Fþ
×F÷FéF¹

G � � \
G� ��

ŠG "
K)FFéG� G� FÖ Fû"@#.
^G 4 G • G W 7 Á� Ê G o G Š
GV
• G o G ŠG yF þ� wF á
 °G �H �3-20 GhGŠGFH�

• G o G ŠG y Gx GzGŠH��õ�–H�H�3-21 GhGŠGFH�

• C160/170 Fþ0¿*(H�3-22 GhGŠGFH�

DNS FøGUGc G7Gy GV G@GŠ GV G4 G5 G2Fþ0¿��

G [ G Q G V G }G Š G = � VF þG UG c G 7G y G V GyGŠGMH�G@GŠ GV G4 G5 G2H�Fþ IP G 0 G W G z G G G "
 °� ŠF ç G �F éF ¹IPv4 G 0 G W G
GGF¸IPv6 G0 GW Gz GGF¸G� FïFÿFíFþ�g�‰G"�Q#ÝF÷ FÝ G�FéF¹

��FûFḐomain Name ServiceH�DNSH�G"0¿��Fç G�FéF¹Cisco AsyncOS FûFÿF¸G2 G• GMGŠG[ GQ GV F 
GCGŠG^Fû%$�K�eFÔ�œG�FëF÷ FÝ G�F 9̧×�ö+�Fú
Æ4Š DNS G x G LG yG ^/G; Gq GQ GE Gs FÜ)�G�3¸G�G�FöFÔ
FÜF �̧æ��Fç Fï DNS GCGŠG^G"�Q#ÝFéG� Fã Fø G� F÷ FÝ G�FéF¹"‚+¬FþGCGŠG^G"�Q#ÝFéG� ���œ DNS 
GCGŠG^Fþ IP G0 GW Gz GGFÚG�G�Gi GG GV �¡G"�æ��FéG� �²0[FÜFÒ G� G�FéF¹GE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1
GDGŠ GW FÛ G� 
°�ŠF÷ FÝ G� DNS GCGŠG^Fÿ 4 �ŽG� F÷F÷FéF¹
°�ŠFç Fï DNS GCGŠG^Fþ�6�‡Ge Gw G2 G8 G
Fÿ 0 FûFú Fó FöFÔ G� Fã Fø Fû�@�–Fç Fö Fß Fð Få FÔF¹0ò(ýFûFôFÔFöFÿF¸G W G o G 2 G • G[GŠGn G E G G G T G nH �DNSH�0¿
���ÍFþ0¿��H� 32-52 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

H��@H� G0Ge Gw G2 G0G• GGF÷FÿF %̧T�™�K)FFþFïG�Fþ DNS Gy GQ G= G0 GQ GeG"��/œFéG� FïG�FûF '̧�
>�pFþ DNS GCGŠ
G^G"�<#ÝF÷FÝ G� �²0[FÜFÒ G� G�FéF¹G0Ge Gw G2 G0G• GG G"GI GQ GV G0 GQ GeFéG� F
G0 G= GIGG�•+�Fú'��·�pFþ DNS GCGŠG^G"�æ��F÷FÝ FúFÔ���œFÿF¸[ G 2 G • G MG ŠG [ G Q G V G yG Š G VDNSGCGŠG^
G"�Q#ÝH�Use Internet Root DNS ServerH�] G"4E�¥FéG�FÛF¸Management G 2 G • G MG ŠG c G 5 G 2 G GF þ IP G 0 G W G z
G"�M�ì$×Fû�æ��FéG� Fã Fø G"�G4J'Ç Fø Fç FöF¸GE GG GTGn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W G "� ö� ¢F ÷F

G [ G Q G V G }G ŠG = G 2 G • G MG ŠG c G 5 G 2G GF þ0 ¿� �

E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFûFÿF¸GlGE G•Fþ"@#.GkGŠ GV Fû6õ4��ÜFá G� G
G= G 2 G • G MG ŠG c G 5 G 2 G GF ÜF Ò G � G �F éF ¹F ï F ø F ØG �F ¸C660/670FÇ360/370F̧FÚG�G� X1060/1070 G0Ge Gw G2
G • G G F ÷F ÿF ¸3 �¶Fþ"@#.G2GŠGCG[ GQ GV G2 G• GMGŠGc G5 G2 GGFÜ�Q#Ý�•+�F÷FéF¹C160/170 G0Ge Gw G2 G0
F÷FÿF¸2 �¶Fþ"@#.G2GŠGCG[ GQ GV G2 G• GMGŠGc G5 G2 GGFÜ�Q#Ý�•+�F÷FéF¹

G2 G• GMGŠGc G5 G2 GG G"�Q#ÝFéG� FûFÿF¸[�w� H�EnableH�] G O G 5 G Q G = G j G Q G = G G G "G 8G •F û F çIP G 0 G W G z G
G [ G Q G V G }G Š G = Gl GG G= F F̧ÚG�G��ö
²�Ÿ8íGi GG GV �¡G"�æ��Fç G�FéF¹
°�ŠFéG� IP G 0 G W G z G GF ÿF ¸DNS Gz
GAGŠ GW Fû�o� Î Få G�FöFÔ G�F¸G2 G•G^G4 G• GW Go GŠGy#ÝFþG0 GW Gz GG F÷FÒ G� �²0[FÜFÒ G� G�Fé
G 0 G W G z G GF ûF ÿF ¸DNS F÷ MX Gz GAGŠ GW Fø 6õ4��ÜFá G� G�FöFÔG�FéF¹IPv4 G 0 G W G z G GF ¸IPv6 G 0 G W G z G G
FïFÿFíFþ�g�‰G"�Q#ÝF÷ FÝ G�FéF¹�g�‰�Q#ÝFéG� Fø F¸G2 G• GMGŠGc G5 G2 GGFÿ�g�‰Fþ GM

°G�G�FéF¹

�›G2 G• GMGŠGc G5 G2 GGFÿF¸Go GŠGyG"�wFá
°G�G�H�%T�™H�F 7̧Á�Ê Go GŠGyG" Gx GzG
Ge Gw G2 G0 G• GG G"'ö#.FéG� G� FÖ Fû0¿��F÷ FÝ G�FéF¹GI GQ GV G0 GQ Ge�ìFÿF¸Fã FþFÔF
FéF¹3û�–FÿF¸G2 G• GMGŠGc G5 G2 GGFþ 1 FôG"%T�™#ÝF¸1 FôG"$Î�™#ÝF F̧ÚG�G� 1 FôG" G0Ge Gw G2 G0 G• G
#ÝFû�Q#ÝFç G�FéF¹C160/170 G0Ge Gw G2 G0 G• GG F÷FÿF¸1 FôFþ G2 G• GMGŠGc G5 G2 GG G"%T�™ Fø $
G o G ŠG y# ÝF û� Q# ÝF çF ¸G � F Ö 1 FôFþ G2 G• GMGŠGc G5 G2 GG G"'ö#.#ÝFû�Q#ÝFéG� Fã Fø FÜ�M+á$

G 2 G • G MG ŠG c G 5 G 2 G GF þ 1 FôFÿF 7̧Á�Ê Go GŠGyFþ�w�™#ÝFû0¿��FéG� �²0[FÜFÒ G� G�FéF¹

G0Ge Gw G2 G0 G• GGFþFÔFêG�FÛFþ"@#.G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G GF û1 =# . IP G 0 G W G z G G G "� m
FöFöF 0̧¿� �Fç G�FéF¹Data 1 G2GŠGCG[ GQ GV GkGŠ GV Fø Data 2 G2GŠGCG[ GQ GV GkGŠ GV Fþ�g�‰G"�Q#ÝFé
�œFÿF �̧g�‰Fþ�K)FFû�PFç Fö Fã Fþ�_��FÜ�²0[F÷FéF¹

C660/670FÇ360/370F̧FÚG�G� X1060/1070 G" Fä�<#ÝFþFÚ���]H�GE GG GA F÷FÿF Ģ_Gd Gx GQ G= G x G GG XG
�ÓFç Fö G2 G•G^G4 G• GW 7Á�Ê Go GŠGyG"�w�™FéG� FïG�Fû G2 G• GMGŠG[ GQ GV Fû%$�K�
G2GŠGCG[ GQ GV GkGŠ GV Fþ 1 FôG"�Q#ÝFçF Ģe Gw G2GgGŠ GV G x G GG XG ŠG "� ÓF ç F öG 0 G 4 G V G
GyG" Gx GzGŠFéG� FïG�Fû
Æ4ŠG[ GQ GV G}GŠ G= Fû%$�K�K)FFéG� G� FÖ Fû G� FÖ 1 FôFþ"@#.G2GŠGCG[ GQ 
GkGŠ GV G"�Q#ÝFéG� Fã Fø G"�N�áFç FöFÔG�FéF¹
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^G4 G• GW 7Á�Ê Go GŠ
n

F¹

GF ¸G �

l

F ûF ÿ0 ¿� �
ýFûFôFÔFöFÿF¸

Fç G�FéF¹

Go GŠGyG"�wFá
G"
°�ŠFç G�FéF¹

7Á�Ê

� �› GW
"I��Fþ
��œF¸
V Gw

éG�

= Fç G�FéF¹

GGGXGŠ
2 G •

•F F̧ï Fø
y Fø G� �²Fê�M
¹0ò
C160/170 G" Fä�<#ÝFþFÚ���]H�3û�–FÿF¸G2 G•G^G4 G• GW 7Á�Ê Go GŠGyFþ�w�™ Fø G0 G4 GV G
GyFþ Gx GzGŠFþ�g�‰FþFïG�FûF¸Gx GGGXGŠ 1 FôFþ"@#.G2GŠGCG[ GQ GV GkGŠ GV 1 FôFðFáFÜF¸GE GG GT G G I G Q
G V G 0 G Q G e G 4 G 1 G DG Š G W F û G � F ó F ö0 ¿� � F å G �G �F éF ¹

"@#.G2GŠGCG[ GQ GV GkGŠ GV G�Fþ1=#. IP G 0 G W G z G GF þG ^ G 2 G • G W H �3-11 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔ

��Fþ�_��FÜ�²0[F÷FéF¹

• G[ GQ GV G}GŠ G= 'ö#.*…Fû G� Fó Fö�m G� �\Fö G� G�Fï IP G 0 G W G z G GF¹IPv4 G 0 G W G z G GF ¸IPv6 G 0 G W G z G
FïFÿFíFþ�g�‰G"�Q#ÝF÷ FÝ G�FéF¹

• IPv4 G 0 G W G z G GF þ� �� œH �G 2 G • G MG ŠG c G 5 G 2 G GF þG [ G Q G V G l G G G =F¹AsyncOS FÿFÇIDR �g�'FþG[ GQ GV G
G G G = F ðF á G "� wF á
 °G �G �F éF ¹F ï F ø F ØG �F ¸255.255.255.0  GCGdG[ GQ GV Fþ /24  F ú F ùF ¹

IPv6 G 0 G W G z G GF þ� �� œH �CIDR �g�'Fþ GeGz Gc G1 GQ G= GGF¹64 G a G Q G V GeGz Gc G1 GQ G= GG Fþ /64  F ú F ùF ¹

• H��õ�–H�IP G0 GW Gz GGFþ�ö
²�Ÿ8íGi GG GV �¡F¹

H��@H� �  Fè GCGdG[ GQ GV Fû�µG �G �G � IP G 0 G W G z G G G "F �̧ 9F »F þ" @# .G 2G ŠG CG [ G Q G V G 2 G • G MG ŠG c G 5 G 2 G G
F ÷ F Ý G �F ëG #F ¹G [ G Q G V G }G Š G = F ÚG �G � IP G0 GW Gz GGFþ GA G• Gc G1 G< Gs GzGŠGE Gu G•Fþ0ò(�Ü
6� BFÂG[ GQ GV G}GŠ G= G 0 G W G z G G F ø IP G 0 G W G z G GF þ� m G � � \F öF ÃG"�g!·Fç Fö Fß Fð Få FÔF¹

G o G ŠG yF þ� wF á
 °G �

Go GŠGyG"�wFá
°G�G� G� FÖ Fû G2 G• GMGŠGc G5 G2 GG G"0¿��FéG� ���œFÿF �̧�Fþ
Æ��G"��*O

• �wFá
°G�G� Go GŠGyFþ��
›Fþ GW Go G2 G•

• � › G W G o G 2 G •F þ� �
 ›H �SMTP GyGŠ GV H�H��õ�–H�

[�w�™ Go GŠGyFþ�wFá
°G�H�Accept Incoming MailH�] FþGO G5 GQ G= Gj GQ G= GG G"G8G•Fû FçF¸

°G�G� G2 G• GMGŠGc G5 G2 GG G"0¿��Fç G�FéF¹�wFá
°G�G� Go GŠGyFþ GW Go G2 G•Fþ�¡�S

[��
›H� DestinationH�] G"
°�ŠFç G�FéF¹Fã G�FÿF¸SMTP GyGŠ GV G� FïFÿ�æ��Fç Fï GW Go G2 G•��FöFþ
G o G ŠG yG "G yG ŠG T G 1 G • G >F éG � G lG E G •F þ� ¡� SF ÷F éF ¹

F ã G �F ÿF �̧ q� 6F þ SMTP GyGŠ GV G6G• GV Gx F÷FéF¹SMTP GyGŠ GV GTGŠGdGyG"�Q#ÝFéG� Fø F 
̧°�ŠFéG
Go G2 G•��FöFþFéG	FöFþ7Á�Ê Go GŠGyH��w�™*…G0 G= GI GG GTGŠGdGyH�RATH�G6G• GV Gx Fø G� �çG�H�G" 
Mail ExchangeH�MXH�Gi GG GV Fû Gx GN G2 Gz G= GV F÷ FÝ G�FéF¹�† =G2 G• GG GV GŠGyFþ�SMTP GyGŠ GV 
GTGŠGdGyF÷FÿF "̧I��FþG>GyGŠGe G4 G5 G0 GCGŠG^H�Fï Fø FØG�F¸Microsoft ExchangeH�G�G2 G• Gc Gw GG G
G= GO Gq Fþ7Á�Ê Go GŠGy4Ä�™FûFÚFá G�FÂ��FþGi GQ GeFÃG"��*OFç G�FéF¹

F ï F ø F ØG �F ¸G W G o G 2 G • example.com  FÛFíFþFéG	FöFþGCGd GW Go G2 G• .example.com  FþFÔFêG�FÛ��Fö
G o G ŠG yG "� wF á
 °G �F ï� �� œF ûF ¸G >G yG ŠG e G 4 G 5 G 0 GCGŠG^ exchange.example.com  FûGyGŠGT G1 G• G>F
G� FÖ �æ��FéG� GyGŠ GV G"��*OF÷ FÝ G�FéF¹

GW Go G2 G•FÚG�G���
›FÿF 0̧
�X
°�ŠF÷ FÝ G�FéF¹GW Go G2 G• G" Få G� Fû3ã�•FéG� FûFÿF¸[/œG"3ã�•H�Add 
RowH�] G" G= Gx GQ G= Fç G�FéF¹/œG"�P7VFéG� FûFÿF¸GB Gm 'ýG0 G2 GA G• G" G= Gx GQ G

H��@H� F ã F þ� m8 pF ÷F þ SMTP GyGŠ GV Fþ0¿��Fÿ�õ�–F÷FéF¹SMTP GyGŠ GV G"��*OFç FöFÔFúFÔ���œFÿF¸Gx
FÜ�w�™Fç Fï%T�™ Go GŠGyFþ4Ä�™Gi GG GV Fþ�è(ô Fø �ô��FûF¸DNS FÜ�Q#Ý Få G�G�Fé H�G{GŠG9Gy G W G o G
FûFÚFá G�7Á�Ê Go GŠGyFþGyGŠGT G1 G• G>H�23-1 GhGŠGFH� G"�g!·H�F¹

GW Go G2 G• G"�w�™*…G0 G= GI GG GTGŠGdGyFû�aFú Fß Fø G� 1 Fô3ã�•FéG� �²0[FÜFÒ G� G�FéF¹GW Go G2 G
FØG�F¸example.com  G"
°�ŠFç G�FéF¹example.net  FþFÔFêG�FþGCGd GW Go G2 G•��FöFþ Go GŠG
+´ Få FëG� FïG�FûF¸GW Go G2 G•�¡Fþ�ÚFû .example.net  G� �w�™*…G0 G= GI GG GTGŠGdGyFû
°�ŠFç G�FéF
(ýFûFôFÔFöFÿF¸�w�™*…G0 GW Gz GGFþ��*OH�8-4 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹
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w G2 G0 G• GG G"�ÓFç Fö7Á�Ê

ò(ýFûFô

çF¸Go GŠGyG" Gx
Go GŠGyG" Gx GzGŠF÷ FÝ G� Gi GG

F F̧íFþ G2 G• GMGŠGc G5
2 G • G MG ŠG c G 5 G 2 G GF þ

G � G �F éF ¹
Ú G� F¸

G � G �F éF ¹

� � F çF ¸G 0G e G w
G o G ŠG y G x G zG ŠH �� õ� –H �

Go GŠGyG" Gx GzGŠFéG� G� FÖ Fû G2 G• GMGŠGc G5 G2 GG G"0¿��FéG� Fø FÝ FÿF¸G0Ge G
Go GŠGyFþ Gx GzGŠG"0Á�•FéG� G� FÖ F¸GE GG GT Gn G"��*OFç G�FéF¹

G x G GG XG ŠF þG i G G G V G 0 G = G I G G GTGŠGdGyFûFÒ G� RELAYLIST 
ÆFþG6G• GV Gx G"�Q#ÝFç G�FéF¹0
FÔFöFÿF¸3æ�™*…G>GyGŠGeFþ�S�eH�7-4 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

[�¥4ŠG�Fþ3æ�™ Go GŠGyG"�p)EH�Relay Outgoing MailH�] FþGOG5 GQ G= Gj GQ G= GG G"G8G•Fû F
GzGŠFéG� G2 G• GMGŠGc G5 G2 GG G"0¿��Fç G�FéF¹G0Ge Gw G2 G0 G• GG G"�ÓFç Fö
GV G"
°�ŠFç G�FéF¹

G 0 G 4 G V G ^G 4 G • G W Go GŠGyG" Gx GzGŠFéG� G� FÖ Fû G2 G• GMGŠGc G5 G2 GG G"0¿��FéG� Fø
G2 GG G"�Q#ÝFéG� G_Gd Gx GQ G= G x G GG XG ŠF Ü0 ¿� � F å G �F öF Ô G � � �� œG "7 VF ÝF F̧ íF þ G 
SSH FÜGE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F û G � F ó F öG 8G •F û F å G �G �F éF ¹

��Fþ�[F÷FÿFI̧Pv4 G 0 G W G z G GF þ 2 �¶Fþ G2 G• GMGŠGc G5 G2 GGFÜ�8�B Få G�G�FéF¹

• 192.168.42.42 FÿF �̧ ,FÝ)FFÝ Management G 2 G • G MG ŠG c G 5 G 2 G GF û0 ¿� � F å G �G �F éF ¹

• 192.168.1.1 FÿFḐata 1 G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G G F ÷ G 2 G [G ŠG dG yF ûF ú
.example.com F÷)
G� G� GW Go G2 G•��FöFþ Go GŠGyG"�wFá
°G�G� G� FÖ Fû0¿�� Få G�FöF
exchange.example.com ��FöFþ SMTP GyGŠ GV FÜ��*O Få G�FöFÔG�FéF¹

• 192.168.2.1 FÿFḐata 2 G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G G F ÷ G 2 G [G ŠG dG yF ûF ú
exchange.example.com F Û G � F þ G o G ŠG yG " G x G zG ŠF éG � G � F Ö F û0 ¿� � F å G �G �F éF ¹

H��@H� ��Fþ�[FÿF¸X1060/1070FÇ660/670F̧FÚG�G� C360/370 G0Ge Gw G2 G0 G• GGFû0ñ�\Fç G�FéF¹C160/170 G0Ge
Gw G2 G0 G• GGFþ���œFÿF %̧T�™ Fø $Î�™Fþ�g�‰Fþ Go GŠGy#ÝFû Data 2 G 2 G • G MG ŠG c G 5 G 2 G G G "0 ¿
G2 G0 G• GG'ö#.#ÝFû Data 1 G2 G• GMGŠGc G5 G2 GG G"0¿��FéG� Fã Fø FÜ�M+á$×F÷FéH�C160/170 Fþ0¿*(H�3-22 
GhGŠGFH�G"�g!·H�F¹

�W3-4 G [ G Q G V G }G ŠG = G 2 G • G M G ŠG c G 5 G 2G GH �Management FÚG�G�3ã�•FþG2 G• GMGŠGc G5 G2 GG x 2H � G V G w
Gc G1 GQ G=Fþ�(7³H�
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GQ G= Fþ�(7³

Q G=#ÝFû

•FûFÿF¸
G4 G2 Gy
G G

Ga GGH�

x GsGŠGE Gu G• Fø Fç Fö
C160/170 Fþ0¿*(

FéG	FöFþ7Á�Ê Go GŠGy G V G w G c G 1 G Q G = # ÝF û� "� MF þ IP G0 GW Gz GG G"0¿��FéG� ���œH� GV Gw Gc G1
F ú F çH �F ¸G E G G G T G n G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F þ� m8 p 3 Fÿ��Fþ G� FÖ FûFú G� G�FéF¹

�W3-5 G [ G Q G V G }G ŠG = G2 G• GM GŠGc G5 G2GGH�%T�™Fø$Î�™FþH��(7³FåG�FúFÔH� GV Gw Gc G1 G 1 FôFþ IP G0
G W G zG G

[��G�H�NextH�] G " G = G x G Q G = F ç F ö) F/ œF ç G �F éF ¹

�m8p 4H�GIG;Gs Gx GT G1

�m8p 4 F÷FÿF¸GGG_Gn�P'Ç Fø G4 G2 GyGG�P'ÇG"0¿��Fç G�FéF¹GGG_Gn�P'ÇG8GeGE Gu GSenderBase 
G z G b G s G TG ŠG E G u G • G c G 1 G y G M G x G • G > F ø G GG _G n� P' ÇG G G ; G q G • G6G• GF G•Fþ4E�¥FÜ�µG�G�G�FéF¹
GG�P'ÇFûFôFÔFöFÿF¸G0 G4 GV GdGz G2 G= G c G 1 G y G MF ÚG �G � Sophos G � F ïF ÿ McAfee F þ G 4 G 2 G yG G� P' Ç
G ; G q G • G " G 2 G [G ŠG dG yF ûF ÷ F Ý G �F éF ¹

• SenderBase G z G b G s G TG ŠG E G u G • G c G 1 G y G M G x G • G >F þ G 2 G [G ŠG dG y� ìH �3-22 GhGŠGFH�

• GGG_Gn�P'ÇGG G; Gq G•Fþ G2 G[GŠGdGy� ìH �3-23 GhGŠGFH�

• G 4 G 2 G yG G� P' ÇG G G ; G q G •F þ G 2 G [G ŠG dG y� ìH �3-23 GhGŠGFH�

• 9×�ØFúGlGyG4 G5 G075�šFþ G2 G[GŠGdGy�ìH�Gc G/ G2 Gy Gz Gb Gs GTGŠGE Gu G•FÚG�G��(�ÒGCGŠ
H�3-23 GhGŠGFH�

• G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M F þ G 2 G [G ŠG dG y� ìH �3-23 GhGŠGFH�

SenderBase G z G b G s G TG ŠG E G u G • G c G 1 G yG M G x G •G >F þG 2G [G ŠG dG y� ì

SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFÿF¸GG GM G• GW G0 G{ G•Fþ GGG_Gn�P'Ç GK G
G � � Q# ÝF ÷ F Ý G �F éF ÜF ¸G A G • G T G • G R GgGŠGGFþ GGG_Gn�P'ÇGE GG GT GnH�Anti-Spam Fú FùH�Fþ�w� �öG"9×G�
G � F ã F ø G "� zF ú%  $ × F ø F ç F öF ÔG �F éF ¹
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) F
Fç Fï G� FéG� FïG�Fþ�G

Û G�
G •

–Fþ1‘�9 Fø G>
E G u
�F éF ¹


 °G �H � G x G GG XG ŠF ÷

� G�
G F ÷G ^

ŠGdGyFû Fç FúFÔ Fã Fø G�

FÔGGG_GnG Š
0Ge Gw G2
’G"0¿��Fç FöFÔFúFÔ FÖ

� (F ÷F ÿF ¸G 0
G� Fã Fø G"4E�¥F÷

GŠGyÚG �
G2 G0 G• GG F÷
/ G 2 G yF þ� Ÿ� ŸF ÿ/ œF ÔG �F ë

öFÿF¸

GyFþGz Gb Gs GTGŠGE Gu G•

FÃ

G� G�
GyGG
GFþ
SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGH�http://www.SenderBase.orgH�FûFÿF¸Gx GpGŠ GV G i G G G V F þ� K 
IP G0 GW Gz GGFû�öFõFÔFöF 7̧g�ö Fø $2G� Fç FÔGGG_Gn G"GtGŠGDFÜ�Ä�°Fç Fï G� F �̧D7H
&�F÷��3>Fú�‰�2FÜ
�G�Fó FöFÔG�FéF¹SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFÿF "̧I��Fþ3æ�™
–F
F þ G o G Q G IG ŠG FF Ü G GG _G nF ÷F Ò G �& �" áF û� öF õ F ß 0 Û! lG "3 ÉF ç G �F éF ¹SenderBase G z G b G s G TG ŠG E G u GCGŠ
G a G GF ÿF 7̧ Á� Ê G o G ŠG y Go GQ GIGŠGFFþ5�G" G> G{GŠG^GyFû/²&gFç FöF 7̧Á�Ê Go GŠGyFþ3æ�™
GyGŠGe�ìG"� ��ÆFûFéG� �‰�2F÷GUGŠGM G")…�BFç FöFÔ G� ! lF÷"‚" IF÷FéF¹SenderBase G z G b G s G TG ŠG
G• G c G 1 G y G M G x G • G > G " G 2 G [G ŠG dG yF ûF éG � F ã F ø G "� I F ß � N� áF ç F öF ÔG

G 2 G [G ŠG dG yF û F ç F ï SenderBase G z G b G s G TG ŠG E G u G • G c G 1 G y G M G x G • G >F ÿF %̧ T� ™H �� wF á
4:#Ý Få G�G�FéF¹

GGG_Gn�P'ÇGGG;Gq G•FþG2G[GŠGdGy�ì

G0Ge Gw G2 G0 G• GGFûFÿF¸Anti-Spam G K G c G V G 4 G 5 G 0F þ 30 �¥6ë0Û�oG;GŠFÜ�Ü�“Fç FöFÔ G� ���œFÜFÒ G
FéF¹GE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F þ F ã F þ4 Š� (F ÷F ÿF ¸G 0G e G w G 2 G 0 G • G Anti-Spam G " G > G {G Š
GyF÷ G2 G[GŠGdGyFûFéG� Fã Fø G"4E�¥F÷ FÝ G�FéF¹GGG_Gn�P'ÇGCGŠGa GG G" G2 G[G
4E�¥F÷ FÝ G�FéF¹

GGG_Gn�P'ÇGCGŠGa GG G" G2 G[GŠGdGyFûFéG� ���œFÿF¸GGG_GnFÚG�G�7g�ö Fø $2G� Fç G o G Q G I
G F G " G {G ŠG 9G y GGG_Gn7x7³Fû3æ�™FéG� G� FÖ FûF¸AsyncOS G"0¿��F÷ FÝ G�FéF¹GGG_Gn7x7³FÿF¸G
G0 G• GGFþG6G• GW GtGŠGD7x7³ Fø Fç Fö�µ+�Fç G�FéF¹G6G• GW GtGŠGDFþG0 G= GI GG�
FñFÿF '̧ö#.*…FðFáFÜ7x7³G"�<#ÝF÷ FÝ G�FéF¹

G0Ge Gw G2 G0G• GGF÷�Q#Ý�•+�FúFéG	FöFþ Anti-Spam 0¿��G8GeGE Gu G•FûFôFÔFöFÿF¸'¨  13 'vFÂGGG_Gn�P
'ÇFÃG"�g!·Fç Fö Fß Fð Få FÔF¹G k G x G EG ŠF ¸G 4 G 2G yG GF ¸G 0 G 4 G V G dG z G 2 G =7 x7 ³H �29-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð
F å F ÔF ¹

G4G2GyGG�P'ÇGGG;Gq G•FþG2G[GŠGdGy�ì

G0Ge Gw G2 G0 G• GGFûFÿF¸Sophos Anti-Virus G � F ïF ÿ McAfee Anti-Virus G G G ; G q G • G6G• GF G•Fþ 30 �¥6ë0Û
�oG;GŠFÜ�Ü�“Fç FöFÔ G� ���œFÜFÒ G� G�FéF¹GE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F þ F ã F þ4 Š
G e G w G 2 G 0 G • G G F ÷ G 4 G 2 G yG G� P' ÇG G G ; G q G • G6G• GF G• G" G> G{GŠG^GyF÷ G2 G[GŠGdGyFûFé
F Ý G �F éF ¹

G 4 G 2 G yG G� P' ÇG G G ; G q G • G6G• GF G• G" G2 G[GŠGdGyFûFéG� Fø F ĢUGc G7Gy GV Fþ%T�™ Go G k G x G EG ŠF
G�GUGc G7Gy GV Fþ$Î�™ Go GŠGy G k G x G EG ŠF þ�g�‰FûFôFÔFö G2 G[GŠGdGyFûFú G� G�FéF¹G0Ge Gw
F ÿF ¸G o G ŠG yG " G G G ; G q G • F ç F ö G 4 G 2 G yG G G "� è� � F ç G �F éF ÜF �̧ ¤� � F ç F ï� ç� ÜG c G
G#F¹G0Ge Gw G2 G0 G• GG F÷FÿF �̧¤�� Fç Fï Go GQ GIGŠGF G" GW G{ GQ Ge Fç G�FéF¹

G0Ge Gw G2 G0 G• GG F÷�Q#Ý�•+�FúFéG	FöFþ G4 G2 GyGG�P'Ç0¿��G8GeGE Gu G•FûFôFÔF'¨  12 'vFÂG0 G•
GOG4 G1 GyGGFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

9×�ØFúGlGyG4 G5 G075�šFþG2G[GŠGdGy�ìH�Gc G/ G2Gy GzGb Gs GTGŠGE Gu G•FÚG�G��(�ÒGCGŠGaGGH� 

9×�ØFúGlGyG4 G5 G075�šF÷FÿF¸G= Gw G4 GW GgGŠGGFþGCGŠGa GG FÛ G� �ç�ÜGc G/ G2
�_��G"�v�“Fç G�FéF¹

0ò(ýFûFôFÔFöFÿF¸'¨  16 'vFÂGc G/ G2 Gy G z G b G s G TG ŠG E G u G • Gc G1 Gy GM Gx G• G> Fø Gc G/ G2 Gy�(�ÒG"�g!·Fç
F ö F ß F ð F å F ÔF ¹

G0G4 GV GdGz G2 G= G c G 1 G yG MF þG 2G [G ŠG dG y� ì

G0Ge Gw G2 G0 G• GGFûFÿF¸G0 G4 GV GdGz G2 G= G c G 1 G y G M F þ 30 �¥6ë0Û�oG;GŠFÜ�Ü�“Fç FöFÔ G� ���œFÜFÒ
FéF¹G0 G4 GV GdGz G2 G= G c G 1 G y G M F ÿF �̧ ‘� ¶F þ G 4 G 2 G yG G� P' ÇG IG ; G s G x G T G 1 GCGŠGa GGFÜ�‚Fç FÔ G4 G2 
GEG>GYGO Gq Gc G/ G2 GyF÷�f�‚ Få G�G� G� F÷F̧$2G� Fç FÔ Go GQ GIGŠGF G"7x7³FéG� Fã Fø F÷F̧�‚'�G4 G2 GyG
$Î#ÕFû�PFéG�FÂ'¨�MFþ75/¨Gw G2 G•FÃFûFú G� G�FéF¹
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G • G TG >

G�
ó Fï���œFÿF 
̧Ì�Ø Fã
��FÿF F̧é

¿� �G " G 2 G •

5 G 2
éG � F ø F ¸
z

ýFûFôFÔ

Ü�GFç

� G�FéF¹

FÖ FÛFú

G �F éF ¹

n' ö
F¸Få G� Fû

W G "� �
0ò(ýFûFôFÔFöFÿF¸'¨  14 'vFÂG0 G4 GV GdGz G2 G= G c G 1 G y G MF ÃG"�g!·Fç Fö Fß Fð Få FÔF¹

[��G�H�NextH�] G " G = G x G Q G = F ç F ö) F/ œF ç G �F éF ¹

�m8p 5H�GzGa GsGŠ

0¿���_��FþGCGl Gx GŠFÜ/²&g Få G�G�FéF¹[G E G G G T G n0 ¿� �H �System SettingsH�]F[̧G [ G Q G V G }G Š G = G 2
GzGŠGE Gu G•H�Network IntegrationH�]F̧FÚG�G� [ G o G Q G IG ŠG FG IG ; G s G x G T G 1 H �Message SecurityH�] Fþ�_��
FÿF¸[�SG�H�PreviousH�] Gj GM G• G" G= Gx GQ G= FéG� FÛF �̧›GI G= GE Gu G•Fþ�‘�VFûFÒ G� �P�ÂFé [)…7ŸH�EditH�] 
Gx G• G= G" G= Gx GQ G= FéG� Fã Fø Fû G� Fó Fö)…7ŸF÷ FÝ G�FéF¹�š�fG"�•FØ G� �m8pG� F÷�`F
FþGz Ga GsGŠ GhGŠGFFû+³G� G� F÷F �̧g G� Fþ�m8pG"4
G� G� �²0[FÜFÒ G� G�FéF¹�è�SFû
°�ŠFç Fï0¿
G	Fö�gFó FöFÔG�FéF¹

/²&g Få G�FöFÔ G� �_��FÜ0[�óG" 6Fï Fç FöFÔG�G�F¸[ F ã F þ0 ¿� �G " G 2 G • G G G V G ŠG yH �Install This 
ConfigurationH�] G " G = G x G Q G = F ç G �F éF ¹

&�1�FþGN G2 G0 G{ G>FÜ/²&g Få G�G�FéF¹[ G 2 G • G G G V G ŠG yH �InstallH�] G " G = G x G Q G = F ç F öF �̧ ‚F ç F Ô0
G G G V G ŠG y F ç G �F éF ¹

Fã G�F÷F¸G0Ge Gw G2 G0 G• GGFÜ7Á�Ê Go GŠGyG"3æ�™F÷ FÝ G� "g�ÂFûFú G� G� Fç FïF¹

H��@H� G0Ge Gw G2 G0 G• GGG�Fþ�K)FFû�Q#ÝFéG� G2 G• GMGŠGc G5 G2 GGH�X1060/1070FÇ660/670F̧FÚG�G� C360/370 
G E G G G T G nF þ Management G 2 G • G MG ŠG c G 5 G 2 G G G � F ïF ÿ C160/170 G E G G G T G nF þ Data 1 G 2 G • G MG ŠG c G
GGH�Fþ IP G0 GW Gz GG G"GUGc G7Gy GV FÛ G� �š�fFç Fï���œFÿF¸[ G 2 G • G G G V G ŠG yH �InstallH�] G " G = G x G Q G = F
#'�~Fþ  URLH�http://192.168.42.42H�G�Fþ�K)FFÜ�»G�G�G�FéF¹FïFð FçF Ģd Gw G4 GDFÿF �̧‚ Fç FÔ IP G 0 G W G
GGFû Gx GN G2 Gz G= GV Få G�G �FéF ¹

G E G G G T G n GI GQ GV G0 GQ GeFÜ�ö�¢FéG� Fø F 0̧
�XFþG0 Gw GŠ GV Go GQ GIGŠGFFÜ3æ�™ Få G�G�FéF¹0ò(
FöFÿF¸�6�ìG0 Gw GŠ GV H�3-39 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

Active Directory G�Fþ�K)FFþ0¿��
GEGGGTGn G I G Q G V G 0 G Q G e G 4 G 1 G DG ŠG W F ûG � F óF ö E G o G ŠG y GIG; Gs Gx GT G1 G0GeGw G2 G0G• GGFû0¿��F
F ß G 2 G • G G G V G ŠG yF åG �G � F ø F ¸Active Directory Wizard FÜ/²&gFåG�G�FéF¹G[ GQ GV G}GŠG= F÷ Active Directory 
GCGŠG^G"'��·Fç FöFÔG����œFÿF¸Active Directory Wizard G"�Q#ÝFç FöF¸Active Directory GCGŠG^#ÝFþ LDAP 
GCGŠG^ GeG{ Gc G/ G2GyFþ0¿�� Fø F �̧w�™*…�è0É#Ý Gx GGGXGŠFþ�m G� �\FöG"/œ FÖ �²0[FÜFÒ GActive 
Directory G"�Q#ÝFç FöFÔFúFÔFÛF �̧‹F÷0¿��FéG����œFÿF¸[ F ã F þG GG T G Q G eG " G G G ; G Q G eH �Skip this StepH�] G " G =
G x G Q G = F ç G �F éF ¹Active Directory Wizard FÿF¸[GEGGGTGn'ö# .H �System AdministrationH�] > [Active Directory
G 4 G 1 G DG ŠG W H �Active Directory WizardH�] GhGŠGFF÷��/œF÷FÝ G�FéF¹Active Directory FÚG�G�FíFþ�ÚFþ LDAP 
GeG{ Gc G/ G2GyFÿF¸[GEGGGTGn'ö# .H �System AdministrationH�] > [LDAP] GhGŠGFF÷ G�0¿��F÷FÝ G�FéF¹

Active Directory Wizard F÷FÿF 1̧�0É�‰�'F ĢkGŠ GV F ĢgGŠGG DNF̧FÚG�G� SSL G"GCGkGŠ GV FéG�FÛFù
FùF¸LDAP GCGŠG^ GeG{ Gc G/ G2GyFþ�8�BFû�²0[FúGE GG GTGn�_��G"�v�“Fç G�FéF¹Active Directory Wizard 
F÷FÿF¸LDAP GCGŠG^ GeG{ Gc G / G 2G y# ÝFþ LDAP 0Á�•G= G6 Gx GŠFÚG�G�G>GyGŠGe G = G 6 G x G ŠG � � 8� BF ç

Active Directory Wizard F û G � F ó F ö LDAP GCGŠG^ G e G { G c G / G 2 G yF Ü� 8� B F å G �F öF Û G �F ¸[G E G G G T G
#.H�System AdministrationH�] > [LDAP] GhGŠGF G"�Q#ÝFç Fö�‚0dGe G{ Gc G/ G2 GyG"/²&gFç
�š�fG"�•FØ G�FéF¹

�m8p 

GGGT GQ Ge1 [Active DirectoryG 4 G 1 G DG Š G W H �Active Directory WizardH�] GhGŠGFF÷ [Active DirectoryG 4 G 1 G DG Š G
/œH�Run Active Directory WizardH�] G " G = G x G Q G = F ç G �F éF ¹
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FéG�

G G; GQ GeFé
¹

x GQ G= Fç

FÿF¸
• G W G w G 2 G •
�ÚFþGtGŠGDG"3ã�•F÷ FÝ

E GG GT
Få G�G�FéF¹
G�

þGtGŠ

Få
H�
�¡ Fø G_GG

éF¹
GGGT GQ Ge2 Active Directory GCGŠG^FþGi GG GV �¡G"
°�ŠFç G�FéF¹

GGGT GQ Ge3 1�0É0[�ÓFþFïG�FþGtGŠGD�¡FÚG�G�G_GG G}GŠ GW G"
°�ŠFç G�FéF¹

GGGT GQ Ge4 [��G�H�NextH�] G " G = G x G Q G = F ç F ö) F/ œF ç G �F éF ¹

Active Directory GCGŠG^G�Fþ�K)FFÜ Active Directory Wizard Fû G� Fó FöGT GG GV Få G�G�FéF¹�B�Œ
F ø F ¸[G U G 1 G z G = G V G x 0 ¿� �F þG T G G G V H �Test Directory SettingsH�] GhGŠGFFÜ/²&g Få G�G�FéF¹

GGGT GQ Ge5 Active Directory Fû�Ñ�~FéG� Fø �8�ÂFç FöFÔ G�7Á�Ê Go GŠGy G 0 G W G z G G G "
 °� ŠF çF ¸[G T G G G V H �TestH�] G " G =
Gx GQ G= FéG� Fã Fø Fû G� Fó FöF ĢU G1 Gz G= GV Gx 0¿���ÍG" GT GG GV Fç G�FéF¹)��ÝFÜ [�K)FGG GTGŠGM GG
H�Connection StatusH�] G c G 1 G ŠG y G W F û/ ²& g F å G �G �F éF ¹

GGGT GQ Ge6 [�ö�¢H�DoneH�] G " G = G x G Q G = F ç G �F éF ¹

��Fþ�m8p
Active Directory Wizard Fø 4�� FéG� G� FÖ FûG0Ge Gw G2 G0G• GG G"�G�–Fû0¿��FéG�FÛF �̧�#.G" G
G � F ø F ¸[G E G G G TG nG I G Q G V G 0 G Q G eF þ� �F þG G G T G Q G eH �System Setup Next StepsH�] GhGŠGFFÜ/²&gFåG�G�FéF

[G E G G G T G nG I G Q G V G 0 G Q G eF þ� �F þ G G G T G Q G eH �System Setup Next StepsH�] GhGŠGFFþ Gx G• G= G" G= G
FöF¸G0Ge Gw G2 G0 G• GGFþ0¿��G")F/œFç G�FéF¹

G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2G GH �CLIH�G�FþG0 G=GIGG
CLI G�FþG0 G= GI GGFÿF¸G0Ge Gw G2 G0 G• GGG�Fþ�K)FH�3-10 GhGŠGFH�F÷4E�¥Fç Fï'ö#.�K)F�‰�'Fû G� Fó Fö
$�Fú G� G�FéF¹�d����,´�ìFþGUGc G7Gy GV GtGŠGD�¡FÚG�G�G_GG G}GŠ GW G"��Fû&gFç G�FéF¹�\�6admin 
GtGŠGD G 0 G 9 G 4 G • G V F ðF áF Ü CLI FûG0 G= GI GG F÷ FÝ G�FéF¹admin G 0 G 9 G 4 G • G V G "� Ó F ç F ö G A G lG 
G2 G• GMGŠGc G5 G2 GGFû�6�GG0 G= GI GG Fç Fï FÖ FØF÷F¸Få G� Fæ G� Fú0Á�•GzGgGyFþ
G�Fé H�GtGŠGDFþ3ã�•Fþ0ò(ýFûFôFÔFöFÿF¸GtGŠGDFþ3ã�•H�31-4 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔH�F¹G
Gn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F ÷F ¸admin G0 G9 G4 G• GV FþG_GG G}GŠ GW G"�š�fFéG� G� FÖ 0[�Ó
admin G 0 G 9 G 4 G • G V F þG _G G G }G Š G W F ÿF ¸password GA GlG• GW G"�Q#ÝFç FöF �̧õ�–Fþ�ì!lF÷%$�K
Ì0¿��Fé
F ã F ø G � F ÷ F Ý G �F éF ¹

G2GŠGCG[ GQ GV G"�ÓFç Fö�K)FFéG� ���œFÿF �̧d����,´�ìFþGUGc G7Gy GV IP G 0 G W G z G G F þ 192.168.42.42 G"
�Q#ÝFç Fö SSH G I G Q G E G u G • G � F ïF ÿ Telnet GI GQ GE Gu G• G"6ä��Fç G�FéF¹SSH FÿF¸GkGŠ GV 22 G"�Q#ÝFéG�
G � F Ö F û0 ¿� � F å G �F öF ÔG �F éF ¹Telnet FÿF¸GkGŠ GV 23 G"�Q#ÝFéG� G� FÖ Fû0¿�� Få G�FöFÔG�FéF¹�W0°F
GD�¡ Fø G_GG G}GŠ GW G"
°�ŠFç G�FéF¹

GE Gx G0Gy�K)FG"�ÓFç Fö�K)FFéG� ���œFÿF Ģ_GŠ GK GXGy G A G • G b G sG ŠG M F þG E G x G 0G y G?GŠGdGyFÜ�K)F
G�FöFÔ G�3û�™GkGŠ GV G"�Q#ÝFç Fö'ƒ�ŽGI GQ GE Gu G• G"6ä��Fç G�FéF¹G0Ge Gw G2 G0 G• GGG�Fþ�K)F3-10 
GhGŠGFH�Fû&g Få G�FöFÔ G� GE Gx G0Gy GkGŠ GV Fþ0¿���ÍG"�Q#ÝFç Fö Fß Fð Få FÔF¹�W0°FþGtGŠGD
G}GŠ GW G"
°�ŠFç G�FéF¹

GtGŠGD�¡FÚG�G�G_GG G}GŠ GW G"
°�ŠFç FöG0Ge Gw G2 G0 G• GGFû G{ G> G2 G• Fç G�F

6õ4�8o% 

• �d����,´�ìFþGUGc G7Gy GV GtGŠGD�¡ Fø G_GG G}GŠ GW H�3-25 GhGŠGFH�

�d����,´�ìFþGUGc G7Gy GV GtGŠGD�¡FøG_GGG}GŠ GW

• GtGŠGD�¡H�admin

• G_GG G}GŠ GW H�ironport
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÷

G e G V F Ü� µG �G �F öF ÔG �F éF ¹

ŸF ÷ F Ý

GV GdGz G2 G=M

� Fã Fø
Fð Få FÔF¹

G �F éF ¹G 0G e G w G 2
A�eFû

Gn
� Q# ÝF ç F ï
Š G W
��Fû�[G"&gFç G�FéF¹

G A G lG • G W G w G 2 G • G 2 G • G MG ŠG c G 5 G 2G GH �CLIH�GEGGGTGn G I G Q G V G 0 G Q G e G 4 G 1
GDGŠ GWFþ��/œ

CLI G^GŠGF Gu G•FþGE GG GT Gn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fþ�m8pFÿF �̧ö�•$×Fû GUI G^GŠGF Gu G•� �]F
FéFÜF �̧�FþG�FêFÛFú�[�¥FÜFÒ G� G�FéF¹

• CLI G^GŠGF Gu G•FûFÿF¸Web G 2 G • G MG ŠG c G 5 G 2 G G G " G 2 G [G ŠG dG yF ûF éG �G eG { G •

• CLI G^GŠGF Gu G•F÷FÿF �̧8�BFéG� �› Gx GGGXGŠFþGUGc G7Gy GV G o G ŠG y G c G {G Š G k G x G EG ŠG ") …7
G�FéF¹

• CLI G^GŠGF Gu G•FûFÿF¸G> G{GŠG^GyFú G4 G2 GyGG�P'ÇGIG; Gs Gx GT G1 Fø G0 G4 G c G 1 G y G 
GIG; Gs Gx GT G1 G"0¿��FéG� FïG�FþGe G{ G•Ge GV FÜ�µG�G�FöFÔG�FéF¹

• CLI G^GŠGF Gu G•F÷FÿF¸GE GGGTGn GI GQ GV G0 GQ GeFþ�ö�¢�‹Fû LDAP G e G { G c G / G 2G yG"�8�BFéG
G"�æ&gFåG�G�FëG#F¹ldapconfig  G A G lG • G W G "� Q# ÝF ç F ö LDAP G e G { G c G / G 2G yG "�8�BFç Fö Fß

G E G G G T G n G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW G"��/œFéG� FûFÿF¸GA GlG• GW G e G { G •G e G V F ÷ systemsetup  F ø 
 °� Š
F ç G �F éF ¹

GE GG GT Gn G"
Ì0¿��FéG� G� FÖ GE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F Û G � 1 ™� ÌF Ü� � F å G �
G0 G• GG G" G� Fó Fï Fß �6G�Fö0¿*(Fé G� ���œFÛF �̧¤�ÑFþ0¿��G" �ö
²Fû�V�i FÝ Fé G� ���œFÿF �̧�Fþ2
FÂFÿFÔH�YH�FÃ Fø �G'ÅFç G�FéF¹

H��@H� �è7FFþGE GG GT Gn GI GQ GV G0 GQ Ge�m8pFûFôFÔFöFÿF �̧�F÷1��ÂFç G�FéF¹CLI G^GŠGF Gu G•FþGE GG GT G I G Q
G V G 0 G Q G e G4 G1 GDGŠ GW �P0ðFþ�[FûFÿF¸Web GgGŠGGFþGE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W G "
�ö�•0¿��Fþ��*OH� 3-16 GhGŠGFH�F÷1��ÂFç Fï GUI G^GŠGF Gu G•FþGE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1 G DG
FÛ G� 4�+:FéG�4Š�(FðFá G"�µG�FöFÒ G� G�FéF¹

6õ4�8o% 

• admin G_GG G}GŠ GW Fþ�š� fH �3-27 GhGŠGFH�

• Gw G2 GIG• GG�Î(Ù�iFþ�w1YH�3-27 GhGŠGFH�

• G i G G G V � ¡F þ0 ¿� �H �3-27 GhGŠGFH�

• 1=#. IP G 2 G • G MG ŠG c G 5 G 2 G GF þ� m G � � \F ö F ø 0 ¿� �H �3-27 GhGŠGFH�

login: admin
password: ironport

IronPort> systemsetup

WARNING: The system setup wizard will completely delete any existing

'listeners' and all associated settings including the 'Host Access Table' - mail 
operations may be interrupted.

Are you sure you wish to continue? [Y]>  Y
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V

�~FþG_GG G}GŠ
¹G_
GnQ G e

�¡�SFÿF¸

GŠGCG[ GQ
FFÔFöF¸G0Ge
.

ã F ø F ÜF ÷ F Ý G �F éF ¹
V2 G G F ø 6 õ
F �̧g
• GUGc G7Gy GV G@GŠ GV G4 G5 G2 Fþ�æ��H�3-28 GhGŠGFH�

• Web G 2 G • G MG ŠG c G 5 G 2 G GF þ G 2 G [G ŠG dG y� ìH �3-29 GhGŠGFH�

• DNS Fþ0¿��H�3-29 GhGŠGFH�

• G x G GG XG ŠF þ� 8� BH �3-29 GhGŠGFH�

• Anti-Spam F þ G 2 G [G ŠG dG y� ìH �3-36 GhGŠGFH�

• GUGc G7Gy GV Fþ GGG_Gn�P'ÇGG G; Gq G• G6G• GF G•Fþ4E�¥H�3-36 GhGŠGFH�

• GGG_Gn7x7³Fþ G2 G[GŠGdGy� ìH �3-37 GhGŠGFH�

• G 4 G 2 G yG G� P' ÇG G G ; G q G •F þ G 2 G [G ŠG dG y� ìH �3-37 GhGŠGFH�

• G 0 G 4 G V G dG z G 2 G = G c G 1 G y G MF ÚG �G � SenderBase 7Á�Ê Go GŠGy G V G w G c G 1 G Q G = GpGY GM Gx G• G> G [ G Q G
G}GŠ G= Fþ G2 G[GŠGdGy� ìH �3-37 GhGŠGFH�

• G 0 G w G Š G V F ÚG �G � AutoSupport Fþ0¿��H�3-38 GhGŠGFH�

• ���‡Gz GkGŠ GV Fþ0¿��H�3-38 GhGŠGFH�

• �ì�IFþ0¿��H� 3-38 GhGŠGFH�

• �š�fFþ&���H� 3-38 GhGŠGFH�

• 0¿��FþGT GG GV H�3-39 GhGŠGFH�

• �6�ìG0 Gw GŠ GV H�3-39 GhGŠGFH�

admin G_GGG}GŠ GWFþ�š�f

G�FêF¸AsyncOS Fþ admin G0 G9 G4 G• GV FþG_GG G}GŠ GW G"�š�fFç G�FéF¹)F/œFéG� FûFÿF #̧'
GW G"
°�ŠFéG� �²0[FÜFÒ G� G�FéF¹�‚ Fç FÔG_GG G}GŠ GW Fÿ 6 �e�Ð�è�VFþ6× Få F÷FÒ G� �²0[FÜFÒ G� G�FéF
GG G}GŠ GW FÿF �̧²Fê�ó
²Fú���dFû�–'öFç Fö Fß Fð Få FÔF¹G_GG G}GŠ GW Fþ�š�fFÿF¸GE GG GT G I G Q G V G 0 G 
Ge G{ GI GG G")
�¢Fç Fï�ì!lF÷�w� FûFú G� G�FéF¹

Gw G2GIG•GG�Î(Ù�iFþ�w1Y

/²&g Få G�G� GK Gc GV G4 G5 G0 Gw G2 GIG• GG� Î(Ù� iG "� g! ·Fç Fö�w1YFç G �FéF ¹

GiGG GV �¡Fþ0¿�� 

��FûFȨ G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFþ�ö
²�Ÿ8íGi GG GV �¡G"��*OFç G�FéF¹Fã Fþ
G[ GQ GV G}GŠ G= 'ö#.*…FÜ�m G� �\Fö G� �²0[FÜFÒ G� G�FéF¹

1=#. IP G 2 G • G MG ŠG c G 5 G 2G GF þ� mG � � \F ö F ø0 ¿� �

��Fþ�m8pF÷FÿF¸ManagementH�X1000/1050/1060/1070FÇ60/600/650/660/670F̧FÚG�G� 
C30/300/350/360/370 G0Ge Gw G2 G0 G• GGH�G� FïFÿ Data 1H�C160/170 G0Ge Gw G2 G0 G• GGH�"@#.G2
GV G 2 G • G MG ŠG c G 5 G 2 G G� VF û1 =# . IP G2 G• GMGŠGc G5 G2 GGFþ�m G� �\Fö Fø 0¿��G"/œFÔG�FéF¹)
Gw G2 G0 G• GG�VF÷�Q#Ý�•+�Fú�ÚFþ�õ�–Fþ"@#.G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G G� VF û1 =# IP G 2 G •
GMGŠGc G5 G2 GG G"0¿��FéG� G� FÖ �æ&g Få G�G�FéF¹

� ›G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G GF û0 
� XF þ IP G 2 G • G MG ŠG c G 5 G 2 G G G "� m G � � \F ö G � F
IP G 2 G • G MG ŠG c G 5 G 2 G GF ÿF ¸IP G 0 G W G z G GF ÚG �G �G i G G G V � ¡G "" @# .G 2G ŠG CG [ G Q G G 2 G • G MG ŠG c G 5 G
4��ÜFá G�1=#.�S�B�+�ÕF÷FéF¹Data 1 Fø Data 2 Fþ�g�‰Fþ G2GŠGCG[ GQ GV GkGŠ GV G"�Q#ÝFéG� ���œFÿ
�‰Fþ�K)F#ÝFû IP G 0 G W G z G G F ø G i G G G V � ¡F Ü� ²0 [F ÷F éF ¹
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ŠG "
K)FFéG� G� FÖ Fû"@#.
^G 4 G • G W 7 Á� Ê G o G Š
GV

þ� w� ™ F ø G 0 G 4 G V G ^G 4 G • G W

F F̧íFþ G2 G• GMGŠGc G5
2 G • G MG ŠG c G 5 G 2 G GF þ

ø FØG�F¸
GQ

F ÿ
"� m G �

ø

F ûF ÿ0 ¿� �
G=

G2H�Fþ
X1060/1070FÇ660/670F̧FÚG�G� C360/370 G" Fä�<#ÝFþFÚ���]H�GE GG GA F÷FÿF Ģ_Gd Gx GQ G= G x G GG XG
�ÓFç Fö G2 G•G^G4 G• GW 7Á�Ê Go GŠGyG"�w�™FéG� FïG�Fû G2 G• GMGŠG[ GQ GV Fû%$�K�
G2GŠGCG[ GQ GV GkGŠ GV Fþ 1 FôG"�Q#ÝFçF Ģe Gw G2GgGŠ GV G x G GG XG ŠG "� ÓF ç F öG 0 G 4 G V G
GyG" Gx GzGŠFéG� FïG�Fû
Æ4ŠG[ GQ GV G}GŠ G= Fû%$�K�K)FFéG� G� FÖ Fû G� FÖ 1 FôFþ"@#.G2GŠGCG[ GQ 
GkGŠ GV G"�Q#ÝFéG� Fã Fø G"�N�áFç FöFÔG�FéF¹

C160/170 G" Fä�<#ÝFþFÚ���]H �G UG c G 7G y G V F ÷F ÿF ¸G 2 G •G ^G 4 G • G W 7 Á� Ê G o G ŠG yF
7Á�Ê Go GŠGyFþ Gx GzGŠFþ�g�‰FþFïG�FûF¸Gx GGGXGŠ 1 FôFþ"@#.G2GŠGCG[ GQ GV GkGŠ GV 1 FôFðFáFÜF¸
systemsetup  G A G lG • G W F û G � F ó F ö0 ¿� � F å G �G �F éF ¹

H��@H� G 0 G 4 G V G ^G 4 G • G W Go GŠGyG" Gx GzGŠFéG� G� FÖ Fû G2 G• GMGŠGc G5 G2 GG G"0¿��FéG� Fø
G2 GG G"�Q#ÝFéG� G_Gd Gx GQ G= G x G GG XG ŠF Ü0 ¿� � F å G �F öF Ô G � � �� œG "7 VF ÝF F̧ íF þ G 
SSH FÜGE GG GT GnFû G� Fó FöG8G•Fû Få G�G�FéF¹

��Fþ�_��FÜ�²0[F÷FéF¹

• �‹F÷FíFþ IP G2 G• GMGŠGc G5 G2 GG G"�g!·FéG� FïG�Fû�8�BFç Fï�¡�S H�GY GQ G= G[GŠGnH�F¹Fï F
G2GŠGCG[ GQ GV GkGŠ GV Fþ 1 FôG"Ge Gw G2GgGŠ GV G [ G Q G V G }G Š G = # ÝF û� Q# ÝF çF ¸G � F Ö 1 FôG"G_Gd Gx
G= G [ G Q G V G }G Š G = # ÝF û F ç F öF Ô G � � �� œF ÿF F̧ íG �F îG � PrivateNet FÚG�G � PublicNet F ú F ùF þ� ¡� SG "� Ü
F á G �F éF ¹

H��@H� G2 G• GMGŠGc G5 G2 GG#ÝFû��*OFéG� �¡�SF÷FÿF �̧±�e�Ð Fø �`�e�ÐFÜ�
�9 Få G�G�FéF¹AsyncOS F÷FÿF¸2 FôFþ
� Fè G2 G• GMGŠGc G5 G2 GG�¡G"�8�BFéG� Fã Fø FÿF÷ FÝ G�FëG#F¹Fï Fø FØG�F¸Privatenet  FÚG�G � PrivateNet  
F ø F Ô F Ö � ¡� SF ÿF ¸$�Fú G�H��M�–FþH�2 FôFþ�¡�SF÷FÒ G� Fø 0bFú Få G�G�FéF¹

• G[ GQ GV G}GŠ G= 'ö#.*…Fû G� Fó Fö�m G� �\Fö G� G�Fï IP G 0 G W G z G GF¹Fã G�FÿF¸IPv4 G 0 G W G z G G G � F ï 
IPv6 G 0 G W G z G GF ûF ÷ F Ý G �F éF ¹1 FôFþ IP G 2 G • G MG ŠG c G 5 G 2 G G F û� g� ‰F þ G M G 2 G eF þ IP G 0 G W G z G G G
�\Fö G� Fã Fø FÜF÷ FÝ G�FéF¹

• G 2 G • G MG ŠG c G 5 G 2 G GF þG [ G Q G V G l G G G =F¹G[ GQ GV Gl GG G= FÿF̧CIDR �g�'F÷FÒ G� �²0[FÜFÒ G� G�FéF¹Fï F
FØG�F¸255.255.255.0 GCGdG[ GQ GV F÷Fÿ /24  G"�Q#ÝFç G�FéF¹

H��@H� �  Fè GCGdG[ GQ GV Fû�µG �G �G � IP G 0 G W G z G G G "F �̧ 9F »F þ" @# .G 2G ŠG CG [ G Q G V G 2 G • G MG ŠG c G 5 G 2 G G
F ÷ F Ý G �F ëG #F ¹G [ G Q G V G }G Š G = F ÚG �G � IP G0 GW Gz GGFþ0¿��Fþ0ò(ýFûFôFÔFöFÿF¸�Ü6� BFÂG[ GQ GV G}GŠ G0
G W G z G G F ø IP G 0 G W G z G GF þ� m G � � \F öF ÃG"�g!·Fç Fö Fß Fð Få FÔF¹

H��@H� C160/170 G" Fä�<#ÝFþFÚ���]FÿF¸Data 2 G 2 G • G MG ŠG c G 5 G 2 G G G "
 ›F û0 ¿� �F ç G �F éF ¹

GUGc G7Gy GV G@GŠ GV G4 G5 G2Fþ�æ��

systemsetup  GA GlG• GW Fþ��Fþ4Š�(F÷FÿF¸G[ GQ GV G}GŠ G= FþGUGc G7Gy GV GyGŠGMH�G@GŠ GV G4 G5 IP 
G 0 G W G z G G G "
 °� ŠF ç G �F éF ¹
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G c G 5

G{GŠ

þGyGŠ GV
G�Fé

F �̧›
Ý

W Gz

G ŠG y� �# .G CG ŠG a G G G "F Â G x G G
GV FþFÔFêG�FÛFÛG�

x G GG XG ŠG "� Q# ÝF ç F ö G o G Q G IG ŠG FF Ü 6
F öF ÔG �7 Á
�H�F¹

G= Fø Ge Gw
� � F å G �
V G4 G5

Fþ�w�™ Fø 
Æ4ŠG[ GQ GV

¹

G• GMGŠG[ GQ
ŠFûFÿF¸

G Š

F �̧q�6
•G>H�

u G •
ŠGdGyFûFéG� ���œFÿF¸

XH�G_
Web G 2 G • G MG ŠG c G 5 G 2G GF þG 2G [G ŠG dG y� ì

systemsetup  G A G lG • G W F þ� �F þ4 Š� (F ÷F ÿF ¸G 0G e G w G 2 G 0 G • G GH �Management G2GŠGCG[ GQ GV G 2 G • G MG Š
G 2 G GH �F þ Web G 2 G • G MG ŠG c G 5 G 2 G G G " G 2 G [G ŠG dG yF û F ç G �F éF ¹Secure HTTPH�https H�G"�ÓFç Fö Web G 2 G •
GMGŠGc G5 G2 GG G"��/œFéG� Fã Fø G� F÷ FÝ G�FéF¹HTTPS G"�Q#ÝFéG� ���œFÿF "̧‚+¬Fþ0É�Â�iG" G0 GQ Ge
GW FéG� G� F÷F ĢUGp0É�Â�iFÜ�Q#Ý Få G�G�FéF¹0ò(ýFûFôFÔFöFÿF¸HTTPS Fþ0É�Â�iFþ G2 G[GŠGdGy�ì
H�22-19 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

DNS Fþ0¿��

��FûFḐomain Name ServiceH�DNSH�G"0¿��Fç G�FéF¹Cisco AsyncOS FûFÿF¸G2 G• GMGŠG[ GQ GV F 
GCGŠG^Fû%$�K�eFÔ�œG�FëF÷ FÝ G�F 9̧×�ö+�Fú
Æ4Š DNS G x G LG yG ^/G; Gq GQ GE Gs FÜ)�G�3¸G�G�FöFÔ
FÜF "̧‚+¬Fþ DNS GCGŠG^G"�Q#ÝFéG� Fã Fø G� F÷ FÝ G�FéF¹"‚+¬FþGCGŠG^G"�Q#ÝFéG� ���œFÿ DNS GCGŠ
G^Fþ IP G0 GW Gz GGFÚG�G�Gi GG GV �¡G"�æ��FéG� �²0[FÜFÒ G� G�FéF¹�²0[Fú�XFþ DNS GCGŠG^G"
°�ŠF÷ F
G�FéH�� ›GCGŠG^FþGe Gw G2 G8 Gx GT G1 Fÿ 0 FûFú G� G�FéH�F¹GUGc G7Gy GV F÷FÿF̧"‚+¬Fþ DNS GCGŠG^FþG0 G
GG G"
°�ŠFéG� G� FÖ F¸systemsetup  F Û G � & g F å G �G �F éF ¹

G x G GG XG ŠF þ� 8� B

"I��Fþ  IP G 2 G • G MG ŠG c G 5 G 2 G GF û� PF ç F ö0 ¿� �F åG �G �F ¸G 2 G •G ^G 4 G • G W7 Á� Ê G o
GXGŠFÃFûG� FóFö'ö#.Fç G�FéF¹Gx GGGXGŠFÿF 
̧Æ4ŠGEGGGTGn G�FïFÿG2 G• GMGŠG[ GQ E G o G Š
Gy GIG; Gs Gx GT G1 G0GeGw G2 G0G• GGFû%T�™FéG�7Á�Ê Go GŠGyFðFáFû4:#ÝFåG�G�FéF¹Cisco AsyncOS FÿF¸
G o G Q G IG ŠG FG "� wF á
 °G �F ö� w� ™* …F þG i G G G V F û G x G zG ŠF éG � F ïG �F ûF ¸G
FïFé�²0[FþFÒ G��ö =G"�æ��Fç G�FéF¹Gx GGGXGŠFÿF �̧V0°F÷�æ��Fç Fï IP G 0 G W G z G G# ÝF û� �/ œF åG �
� Ê G o G ŠG y G x G GG XG ŠF ÷F Ò G � F ø 0 bF úF éF ã F ø F ÜF ÷F Ý G �F éH �F ÂSMTP GUGŠGpG•FÃ Fø 0bFúFéFã Fø Få FØ�•+

X1060/1070FÇ660/670F̧FÚG�G� C360/370 G" Fä�<#ÝFþFÚ���]H�GUGc G7Gy GV F÷FÿF Ģ_Gd Gx GQ
G2GgGŠ GV Fþ Gx GGGXGŠ 1 FôFêFôFþ�œ0£ 2 FôFþ Gx GGGXGŠFÜ systemsetup  G A G lG • G W F û G � F ó F ö0 ¿
G�Fé H��Q#Ý�•+�Fú Gx GGGXGŠ G M G 2 G eF þ0 ò( ýF ûF ôF ÔF öF ÿF ¸7Á�Ê Go GŠGyG"�w�™FéG� FïG�FþG@GŠ G
G 2 F þ0 ¿� �H �5-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔH�F¹

C160/170 G" Fä�<#ÝFþFÚ���]H�GUGc G7Gy GV F÷FÿF¸G2 G• GMGŠG[ GQ GV FÛ G� Fþ Go GŠGy
G}GŠ G= FÛ G� Fþ7Á�Ê Go GŠGyFþ Gx GzGŠFþ�g�‰Fû�P�ÂFéG� G_Gd Gx GQ G= G x G GG XG Š 1 FôFÜ systemsetup  GA
GlG• GW Fû G� Fó Fö0¿� � Få G�G�FéF¹C160/170 F þ G x G GG XG ŠF þ� [H �3-34 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF

Gx GGGXGŠG"��*OFéG� Fø FÝ FÿF �̧�Fþ�“�öG"�æ��Fç G�FéF¹

• �‹F÷FíFþ Gx GGGXGŠG"�g!·FéG� FïG�Fû�8�BFç Fï�¡�S H�GY GQ G= G[GŠGnH�F¹Fï Fø FØG�F¸G2
GV Fû4Ä�™ Få G�G�F 
̧Æ4ŠGE GG GT GnFÛ G� Fþ7Á�Ê Go GŠGyG"�wFá
°G�G� Gx GGGXGOutboundMail 
F ú F ùF þ� ¡� SG "� ÜF á G �F éF ¹

• 7Á�Ê Go GŠGyFþ�w�™Fû�Q#ÝFéG�F¸systemsetup  G A G lG • G W F ÷
 ›F û� 8� BF ç F ïF ÔF êG �F ÛF þ IP G 2 G • G M
G c G 5 G 2 G GF ¹

• 7Á�Ê Go GŠGyFþGyGŠGT G1 G•G>
›FûFéG� GlGEG•Fþ�¡�SH�G_Gd Gx GQ G= Gx GGGXGŠFþG�H�F¹H�FãG�Fÿ
Fþ smtproutes  G6G• GV Gx F÷FéF¹G{GŠG9Gy GW Go G2 G•FûFÚFá G�7Á�Ê Go GŠGyFþGyGŠGT G1 G23-1 GhGŠ
GFH� G"�g!·Fç Fö Fß Fð Få FÔH�F¹

• G_Gd Gx GQ G= G x G GG XG ŠF ÷ SenderBase Reputation ScoreH�SBRS; SenderBase G z G b G s G TG ŠG E G GG
GA G0H�Fû�öFõ Fß Gc G1 Gy GM Gx G• G> G" G2 G[GŠGdGyFûFéG� FÛFù FÖ FÛF¹G2 G[G[ GA
G•GCGŠG^GT G1 GdH�ConservativeH�]F[̧4:�ØH�ModerateH�]F¸G� FïFÿ [G0G> Gz GQ GEGdH�AggressiveH�] F Û G �
0¿���ÍG"4E�¥FéG� Fã Fø G� �æ&g Få G�G�FéF¹

• G i G G G V F ä F ø F þG zG Š G V � D7 HH �1 �ì6ëFÒFï G� Fû Gx GpGŠ GV Gi GG GV FÛ G� �w�™FéG� �w�™*…Fþ�q�±�
G d G x G Q G = G x G GG XG ŠF þG �H �F ¹
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Gz GGH�G_Gd Gx GQ
x GzGŠG"0Á�•FéG� GE GG
G�G�
e

DF þ3 ã� •H �

G �G � G � F Ö F û
•

ç F ö� "� M

/â
FØG�F¸

Fþ�±5�7Á�Ê Go GŠGyFþ
Fé
þ
P!·$×
…FÿF F̧ÚFí G�
o GŠGyFþ
F¹GUGc G7Gy GV Fþ
• �wFá
°G�G�7Á�Ê Go GŠGyFþ��
›Fû Få G�FöFÔ G� �w�™*… GW Go G2 G• G� FïFÿ"I��FþG0 GW
G= Gx GGGXGŠFþ���œH�F F̧Ò G� FÔFÿG0Ge Gw G2 G0 G• GG G"�ÓFç Fï7Á�Ê Go GŠGyFþ G
G T G nH �G e G w G 2G gG Š G V Gx GGGXGŠFþ���œH�F¹Fã G� G� FÿF¸Gx GGGXGŠFþ�w�™*…G0 G= GI G GTGŠGdGyFÚG
G i G G G V G 0 G = G I G G GTGŠGdGyFþ�q�6FþG6G• GV Gx F÷FéF¹0ò(ýFûFôFÔFöFÿF¸3æ�™*…G>GyGŠGeFþ�S�
H�7-4 GhGŠGFH�FÚG�G�G o G Q G IG ŠG F G "� wF á
 °G �G � G W G o G 2 G •F ÚG �G �G tG ŠG8-3 GhGŠGFH�G"�g
! ·Fç Fö Fß Fð Få FÔF¹

6õ4�8o% 

• G_Gd Gx GQ G= G x G GG XG ŠH �3-30 GhGŠGFH�

• G e G w G 2G gG Š G V G x G GG XG ŠH �3-32 GhGŠGFH�

• C160/170 F þ G x G GG XG ŠF þ� [H �3-34 GhGŠGFH�

G_Gd Gx GQ G= G x G GG XG Š

H��@H� G_Gd Gx GQ G= G x G GG XG ŠF ÚG �G �G e G w G 2G gG Š G V Gx GGGXGŠG"�8�BFéG� ��Fþ�[FÿF¸X1060/1070FÇ660/670F¸
FÚG�G� C360/370 G" Fä�<#ÝFþFÚ���]FðFáFû4:#Ý Få G�G�FéF¹C160/170 G" Fä�<#ÝFþFÚ���]FÿF �̧�Fþ
C160/170 F þ G x G GG XG ŠF þ� [H �3-34 GhGŠGFH�F û G G G ; G Q G e F ç F ö F ß F ð F å F ÔF ¹

systemsetup  GA GlG• GW Fþ Fã Fþ�[Fþ4Š�(F÷FÿF¸PublicNet IP G 2 G • G MG ŠG c G 5 G 2 G G F ÷� �/ œ F å 
InboundMail F ø F Ô F Ö G _G d G x G Q G = G x G GG XG ŠG "0 ¿� �F ç G �F éF ¹) FF ÔF öF ¸G W G o G 2 G example.com  ��FöFþFé
G	FöFþ7Á�Ê Go GŠGyG"�wFá
°G�G� G� FÖ Fû0¿��Fç G�FéF¹Mail Exchange exchange.example.com  G�Fþ�6
�‡  SMTP GyGŠ GV G"0¿��Fç G�FéF¹GzGŠ GV �D7HG" G2 G[GŠGdGyFû FçF Ģ_Gd Gx GQ G= G x G GG XG ŠF û� PF
FþGi GG GV FÛ G� �w�™FéG� 1 �ì6ëFÒFï G� Fþ�w�™*…Fþ�q�±�ÍFû 4500 G"�æ��Fç G�FéF¹

H��@H� 1 �ŽFþ Gx GpGŠ GV G i G G G V F Û G � 1 �ì6ëFÒFï G� Fû�w�™FéG� �q�±�w�™*…�XFû
°�ŠFéG� �ÍFÿF �̧ö
²Fû+¬#ä
5�Fþ�ÍF÷FéF¹3û�–FÿF '̧ö#.�P1ßFþ7Á�Ê Go GŠGyG"�d�wFç FöFÔ G� �û��Fþ0d�•Fû�š�[ Fç G�FéF¹Fï Fø
1 �ì6ëFû 200 3ûFþ Go GQ GIGŠGF G"3æ�™FéG�3æ�™*…FÿF F̧ÂGGG_Gn3æ�™*…FÃH��•�Ž1Y
3æ�™*…H�F÷FÒ G� �•+��öFÜFÒ G� G�FéFÜF¸10,000 �Ç0d�•Fþ�
&kFû�PFéG�FéG	FöFþ7Á�Ê Go GŠGyG"��#.
G� E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG G"0¿��FéG� ���œFÿF �̧"�MFþ Gx GpGŠ GV G i G G G V F Û G � F 1 �ì
6ëFÒFï G� Fþ Go GQ GIGŠGFFÜ 200 3ûF÷FÒ Fó Fö G� F #̧.FûFÛFú Fó Fï�ÍF÷FÒ G� �•+��öFÜFÒ G� G�FéF¹�
FûF5̧0 �Ç0d�•Fþ�
&kFþ���œFûF1̧ �ì6ëFÒFï G� 200 3ûFþ Go GQ GIGŠGF G"3æ�™Fç Fö Fß G�3æ�™*
Fß F �̧ÂG� FÛFú GGG_Gn3æ�™*…F÷FéF¹G_Gd Gx GQ G= Gx GGGXGŠF÷F �̧û��G�Fþ G2 G•G^G4 G• GW 7Á�Ê G
GzGŠ GV �D7HG" G2 G[GŠGdGyFûFéG�H�5�G") G�H����œFÿF 4̧:�)Fú�ÍG"4E�¥Fç Fö Fß Fð Få FÔ
G i G G G V G 0 G = G I G G Gk Gx GEGŠFþ0ò(ýFûFôFÔFöFÿF¸3æ�™*…G>GyGŠGeFþ�S�eH�7-4 GhGŠGFH�G"�g!·Fç Fö Fß
F ð F å F ÔF ¹

��FûF¸Gx GGGXGŠFþGUGc G7Gy GV FþGi GG GV G 0 G = G I G G G k G x G EG ŠF Ü� wF á
 °G � G � G �G �F éF ¹

You are now going to configure how the IronPort C60 accepts mail by 

creating a "Listener".

Please create a name for this listener (Ex: "InboundMail"):

[]> InboundMail

Please choose an IP interface for this Listener.
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1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 3

Enter the domains or specific addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are allowed.

Separate multiple addresses with commas.

[]> example.com

Would you like to configure SMTP routes for example.com?  [Y]>  y

Enter the destination mail server which you want mail for example.com to be delivered. 
Separate multiple entries with commas.

[]> exchange.example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum 
number of recipients per hour you are willing to receive from a remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[]> 4500

Default Policy Parameters

==========================

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 1,000
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G �G � G � F Ö F û

F ã F þ G x G GG XG ŠF þG UG c G 7G y G V

G y G V � Í F ø $ �
ÔF¹
G e G w G 2G gG Š G V G x G GG XG Š

systemsetup  GA GlG• GW Fþ Fã Fþ�[Fþ4Š�(F÷FÿF¸PrivateNet IP G 2 G • G MG ŠG c G 5 G 2 G G F ÷� �/ œ F å 
OutboundMail F ø F Ô F Ö G e G w G 2G gG Š G V G x G GG XG ŠG "0 ¿� �F ç G �F éF ¹� �F ûF ¸G W G o G 2 G • example.com  Fû�µG�G�
G� �õ�–FþGi GG GV ��FöFþFéG	FöFþ7Á�Ê Go GŠGyG" Gx GzGŠFéG� G� FÖ Fû0¿��Fç G�Fé H�G6G• GV Gx 
.example.com  Fþ
›8ŒFþ GW GQ GV Fû�@�–Fç Fö Fß Fð Få FÔH�F¹

) FF ÔF öF ¸G zG Š G V � D7 HH �G 2 G [G ŠG dG yF ÷F úF ÔH �F þG UG c G 7G y G V � ÍF ÚG �G � G i G G
GV G 0 G = G I G G G k G x G EG ŠF Ü� wF á
 °G � G � G �G �F éF ¹

G e G w G 2G gG Š G V Gx GGGXGŠFþGUGc G7Gy GV �ÍFÿF 
̧›Fû�8�BFç FïG_Gd Gx GQ G= G x G GG XG ŠF þG UG c G 7
Fú G� Fã Fø Fû�@�–Fç Fö Fß Fð Få FÔF¹0ò(ýFûFôFÔFöFÿF¸Gx GGGXGŠFþ�Q#ÝH�5-2 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få F

Maximum Number Of Messages Per Connection: 1,000

Maximum Number Of Recipients Per Message: 1,000

Maximum Number Of Recipients Per Hour: 4,500

Maximum Recipients Per Hour SMTP Response:

    452 Too many recipients received this hour

Use SenderBase for Flow Control:  Yes

Virus Detection Enabled:  Yes

Allow TLS Connections: No

Would you like to change the default host access policy?  [N]> n

Listener InboundMail created.

Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

*****

Do you want to configure the C60 to relay mail for internal hosts?  [Y]> y

Please create a name for this listener (Ex: "OutboundMail"):

[]> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)
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3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 2

Please specify the systems allowed to relay email through the IronPort C60.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addressed are allowed.

Separate multiple entries with commas.

[]> . example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the 
maximum number of recipients per hour you are willing to receive from a remote domain.)  
[N]> n

Default Policy Parameters

==========================

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control:  No

Virus Detection Enabled:  Yes

Allow TLS Connections: No

Would you like to change the default host access policy?  [N]> n

Listener OutboundMAil created.

Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

*****
3-33
Cisco AsyncOS 8.5.6 for Email GtGŠGD G :G2 GW

 



 

'¨  3 'v       G I G Q G V G 0 G Q G eF ÚG �G �0 ¿* (
  GEGGGTGn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fþ�Q#Ý�‰�2

�G � G � F Ö F û

þ7Á�Ê
GV

G�

/â
FØG�F¸

Fþ�±5�7Á�Ê Go GŠGyFþ
Fé
GF

� FÛFú GGG_Gn3æ�™
7HG" G2 G[GŠGdGyFû
Š

C160/170 FþGx GGGXGŠFþ� [

H��@H� Gx GGGXGŠG"�8�BFéG� ��Fþ�[FÿF¸C160/170 G" Fä�<#ÝFþFÚ���]FðFáFû4:#Ý Få G�G�FéF¹

systemsetup  GA GlG• GW Fþ Fã Fþ�[Fþ4Š�(F÷FÿF¸MailNet IP G 2 G • G MG ŠG c G 5 G 2 G G F ÷� �/ œ F å G 
MailInterface Fø FÔ FÖ Gx GGGXGŠG"0¿��Fç G�FéF¹)FFÔFöF¸GW Go G2 G• example.com  ��FöFþFéG	FöFþ7Á�Ê
Go GŠGyG"�wFá
°G�G� G� FÖ Fû0¿��Fç G�FéF¹Mail Exchange exchange.example.com  G�Fþ�6�‡ SMTP 
GyGŠ GV G"0¿��Fç G�FéF¹��FûF¸GW Go G2 G• example.com  Fû�µG�G�G� �õ�–FþGi GG GV ��FöFþFéG	FöF
G o G ŠG yG " G x G zG ŠF éG � G � F Ö F û�  F è G x G GG XG ŠG "0 ¿� �F ç G �F é H�G6G• GV Gx .example.com  Fþ
›8ŒFþ GW GQ
Fû�@�–Fç Fö Fß Fð Få FÔH�F¹

GzGŠ GV �D7HG" G2 G[GŠGdGyFû FçF Ģ_Gd Gx GQ G= Gx GGGXGŠFû�PFç Fö�"�MFþGi GG GV FÛ G� �w�™Fé 1 �ì6ë
FÒFï G� Fþ�w�™*…Fþ�q�±�ÍFû 450 G"�æ��Fç G�FéF¹

H��@H� 1 �ŽFþ Gx GpGŠ GV G i G G G V F Û G � 1 �ì6ëFÒFï G� Fû�w�™FéG� �q�±�w�™*…�XFû
°�ŠFéG� �ÍFÿF �̧ö
²Fû+¬#ä
5�Fþ�ÍF÷FéF¹3û�–FÿF '̧ö#.�P1ßFþ7Á�Ê Go GŠGyG"�d�wFç FöFÔ G� �û��Fþ0d�•Fû�š�[ Fç G�FéF¹Fï Fø
1 �ì6ëFû 200 3ûFþ Go GQ GIGŠGF G"3æ�™FéG�3æ�™*…FÿF F̧ÂGGG_Gn3æ�™*…FÃH��•�Ž1Y
3æ�™*…H�F÷FÒ G� �•+��öFÜFÒ G� G�FéFÜF¸10,000 �Ç0d�•Fþ�
&kFû�PFéG�FéG	FöFþ7Á�Ê Go GŠGyG"��#.
G� G0Ge Gw G2 G0 G• GG G"0¿��FéG� ���œFÿF �̧"�MFþ Gx GpGŠ GV G i G G G V F Û G � F þ 1 �ì6ëFÒFï G� Fþ Go GQ GIGŠ
FÜ 200 3ûF÷FÒ Fó Fö G� F #̧.FûFÛFú Fó Fï�ÍF÷FÒ G� �•+��öFÜFÒ G� G�FéF¹�P!·$×FûF¸50 �Ç0d�•Fþ�
&kFþ��
�œFûF¸1 �ì6ëFÒFï G� 200 3ûFþ Go GQ GIGŠGF G"3æ�™Fç Fö Fß G�3æ�™*…FÿF F̧ÚFí G� Fß F �̧Â G
*…F÷FéF¹G_Gd Gx GQ G= Gx GGGXGŠF÷F �̧û��G�Fþ G2 G•G^G4 G• GW 7Á�Ê Go GŠGyFþGzGŠ GV �D
FéG�H�5�G") G�H����œFÿF 4̧:�)Fú�ÍG"4E�¥Fç Fö Fß Fð Få FÔF¹GUGc G7Gy GV FþGi GG GV G 0 G = G I G G G k G x G EG
Fþ0ò(ýFûFôFÔFöFÿF¸3æ�™*…G>GyGŠGeFþ�S�eH�7-4 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

��FûF¸Gx GGGXGŠFþGUGc G7Gy GV FþGi GG GV G 0 G = G I G G G k G x G EG ŠF Ü� wF á
 °G � G � G �G �F éF ¹

You are now going to configure how the IronPort C170 accepts mail by creating a 
"Listener".

Please create a name for this listener (Ex: "MailInterface"):

[]> MailInterface

Please choose an IP interface for this Listener.

1. MailNet (10.1.1.1/24: mail3.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

[1]> 1

Enter the domain names or specific email addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.
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Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are allowed.

Separate multiple addresses with commas.

[]> example.com

Would you like to configure SMTP routes for example.com?  [Y]> y

Enter the destination mail server where you want mail for example.com to be delivered.  
Separate multiple entries with commas.

[]> exchange.example.com

Please specify the systems allowed to relay email through the IronPort C170.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[]> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the 
maximum number of recipients per hour you are willing to receive from a remote domain.)  
[Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[]> 450

Default Policy Parameters

==========================

Maximum Message Size: 10M

Maximum Number Of Connections From A Single IP: 50

Maximum Number Of Messages Per Connection: 100
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ø G0 G4 GV
FÜ

G• GG F÷G> G{GŠG^

Fú G� G�FëG#F¹

�P

T�™ Go GŠGy
H��@H� F ã F þ systemsetup  G A G lG • G W F ÷F ÿF ¸C160/170 G"�<#ÝFç FöFÔ G�FÚ���]�¥FáFûF¸G2 G•G^G4 G• GW F
G^G4 G• GW Fþ�g�‰Fþ Go GŠGyFû�PFç Fö Gx GGGXGŠ 1 FôFðFá G"0¿��FéG� FïG�F F̧éG	FöFþ$Î�™ Go GŠGy
G o G ŠG y G c G {G Š GpGY GM�µ+�H�3û�–Fÿ G2 G•G^G4 G• GW Go GQ GIGŠGFFû�Q#ÝH�F÷0Û�o Få G�G�FéF¹'¨  27 'vFÂ7Á
� Ê G o G ŠG y GIG; Gs Gx GT G1 GpGY GM Fþ�Q#Ý�‰�2FÃG"�g!·Fç Fö Fß Fð Få FÔ 

Anti-Spam FþG2G[GŠGdGy�ì

G0Ge Gw G2 G0 G• GGFûFÿF¸Anti-Spam G K G c G V G 4 G 5 G 0F þ 30 �¥6ë�w� Fú0Û�oG;GŠFÜ�Ü�“Fç FöFÔG�FéF¹
systemsetup  GA GlG• GW Fþ Fã Fþ4Š�(F÷FÿF¸Gw G2 GIG• GG�Î(Ù�iG"�w1YFçF¸G0Ge Gw G2 G0
GyFû Anti-Spam G " G 2 G [G ŠG dG yF ûF éG � F ã F ø F ÜF ÷ F Ý G �F éF ¹

��FûF %̧T�™ Go GŠGy G k G x G EG ŠF û� PF éG � Anti-Spam G G G ; G q G • G " G 2 G [G ŠG dG yF û F ç G �F éF ¹

H��@H� Gw G2 GIG• GG�Î(Ù�iG"�w1YFç FúFÔ���œF¸Anti-Spam FÿG0Ge Gw G2 G0 G• GG F÷ G2 G[GŠGdGyFû

G0Ge Gw G2 G0 G• GG F÷�Q#Ý�•+�FúFéG	FöFþ Anti-Spam 0¿��G8GeGE Gu G•FûFôFÔFöFÿF¸'¨  13 'vFÂGGG_Gn
'ÇFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

GUGc G7Gy GV FþGGG_Gn�P'ÇGGG;Gq G• G6G•GFG•Fþ4E�¥

0
�XFþ GGG_Gn�P'ÇGG G; Gq G• G6G• GF G• G" G2 G[GŠGdGyFû Fç Fï� ��œFÿF ĢUGc G7Gy GV % G k G x
GEGŠFû�PFç Fö G2 G[GŠGdGyFûFéG� G6G• GF G• G"4E�¥FéG� G� FÖ Fû&g Få G�G�FéF¹

Maximum Number Of Recipients Per Message: 100

Maximum Number Of Recipients Per Hour: 450

Maximum Recipients Per Hour SMTP Response:

    452 Too many recipients received this hour

Use SenderBase for Flow Control:  Yes

Spam Detection Enabled:  Yes

Virus Detection Enabled:  Yes

Allow TLS Connections: No

Would you like to change the default host access policy?  [N]>

Listener MailInterface created.

Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

*****
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ç FöF¸GGG_
Ý G�FéF¹
D7x7³ G� G2 G[GŠGdGyFûFú G� G�
W GtGŠGD7x7³G"�<#Ý

Gw G2 G0
2 G 0 G • G G F ÷ G 2 G [G ŠG dG yF ûF éG � G 4

¹

2 G [G Š
G; Gq G• Fç Fö G4 G2 Gy
F÷FÿF �̧¤�� Fç Fï

Gy

yF ûF éG � G � F Ö
F¹

GG
4 G2 GyGGFþ$Î#Õ
û F ç F ï� �� œF ÿF ¸

G 0 G 4 G V G dG z G 2 G =G M
� ÍF þ0 ò( ýF û

F̧ÚG�G�GG
GE Gu G•FéF¹
GGG_Gn7x7³FþG2G[GŠGdGy�ì

GGG_Gn�P'ÇGCGŠGa GG G" G2 G[GŠGdGyFû Fç Fï���œFÿF %̧T�™ Go GŠGy Gk Gx GEGŠG" G2 G[GŠGdGyFû F
Gn Go GQ GIGŠGFFÚG�G�7g�ö Fø $2G� Fç FÔGGG_Gn G o G Q G IG ŠG F G " G {G ŠG 9G y GGG_Gn7x7³Fû3æ�™F÷ F
GGG_Gn7x7³G" G2 G[GŠGdGyFûFéG� Fø F¸G0Ge Gw G2 G0 G• GG F÷G6G• GW GtGŠG
FéF¹G6G• GW GtGŠGDFþG0 G= GI GG�’G"0¿��Fç FöFÔFúFÔ FÖ FñFÿF '̧ö#.*…FðFáFÜG6G• G
F ÷ F Ý G �F éF ¹

G{GŠG9GyFþ GGG_Gn7x7³Fþ0¿� �H �30-2 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

G4G2GyGG�P'ÇGGG;Gq G•FþG2G[GŠGdGy� ì

G0Ge Gw G2 G0 G• GGFûFÿF¸G4 G2 GyGG G G G ; G q G • G6G• GF G•Fþ 30 �¥6ë0Û�oG;GŠFÜ�Ü�“Fç FöFÔG�FéF¹
systemsetup  G A G lG • G W F þ F ã F þ4 Š� (F ÷F ÿF ¸1 FôG� FïFÿ0
�XFþ Gw G2 GIG• GG�Î(Ù�iG"�w1YFçF¸G0Ge
G • G G F ÷ G 4 G 2 G yG G� P' ÇG G G ; G q G • G " G 2 G [G ŠG dG yF ûF ÷ F Ý G �F éF ¹G 0G e G w G
G 2 G yG G� P' ÇG G G ; G q G • G6G• GF G• Fä Fø Fû Gw G2 GIG• GG�Î(Ù�iG"�w1YFéG� �²0[FÜFÒ G� G�FéF

�Î(Ù�iG"�w1YFéG� Fø F 4̧E�¥Fç Fï G4 G2 GyGG�P'ÇGG G; Gq G• G6G• GF G•FÜ%T�™ Go GŠGy G k G x G EG ŠF ÷ G
GdGyFû Få G�G�FéF¹E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG F÷FÿF %̧T�™ Go GŠGyG" GG
GG G"�è��Fç G�FéFÜF �̧¤�� Fç Fï�ç�ÜGc G/ G2 GyFþ�Ÿ�ŸFÿ/œFÔG�FëG#F¹G0Ge Gw G2 G0 G• GG
G o G Q G IG ŠG F G " G W G { G Q G e F ç G �F éF ¹

G0Ge Gw G2 G0 G• GG F÷�Q#Ý�•+�Fú G4 G2 GyGG�P'Ç0¿��G8GeGE Gu G•FûFôFÔFöFÿF¸'¨  12 'vFÂG0 G•GO G4 G1
GGFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

G0G4 GV GdGz G2 G= G c G 1 G yG MF ÚG �G � SenderBase 7Á�ÊGo GŠGy G V G w G c G 1 G Q G = GpGY GM Gx G•G> G [ G Q
G V G }G ŠG =F þG 2G [G ŠG dG y� ì

) F F ß F ãF þ� m8 pF ÷F ÿF ¸SenderBase G�Fþ�g�•Fø G0G4 GV GdGz G2 G= G c G 1 G yG MF þ� g� ‰G " G 2G [G ŠG dG
�æ&gFåG�G�FéF¹G0GeGw G2 G0G• GGFûFÿF Ģ0 G4 GV GdGz G2 G= G c G 1 G yG MF þ 30 �¥6ë0Û�oG;GŠFÜ�Ü�“Fç FöFÔG�Fé

6õ4�8o% 

• G 0 G 4 G V G dG z G 2 G = G c G 1 G y G MH �3-37 GhGŠGFH�

• SenderBase G�Fþ�g�•H�3-37 GhGŠGFH�

G0G4 GV GdGz G2 G= G c G 1 G yG M

G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M F ÿF �̧ ‘� ¶F þ G 4 G 2 G yG G� P' ÇG IG ; G s G x G T G 1 GCGŠGa GGFÜ�‚Fç FÔ G4 G2 Gy GEG>
GYGO Gq Gc G/ G2 GyF÷�f�‚ Få G�G� G� F÷F $̧2G� Fç FÔ Go GQ GIGŠGF G"7x7³FéG� Fã Fø F÷F �̧‚'�G
Fû�PFéG�FÂ'¨�MFþ75/¨Gw G2 G•FÃFûFú G� G�FéF¹G0 G4 GV GdGz G2 G= G c G 1 G y G M G " G 2 G [G ŠG dG yF
GUGc G7Gy GV %T�™ Go GŠGy G k G x G EG ŠF ÷ G 2 G [G ŠG dG yF ûF ú G � G �F éF ¹

G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M G " G 2 G [G ŠG dG yF ûF éG � � �� œF ÿF ¸F ç F Ý F Ô� ÍF ÚG �G � G c G 1 G y 
G0 Gw GŠ GV G"�w�™FéG� FÛFù FÖ FÛG"
°�ŠFç G�FéF¹G0 G4 GV GdGz G2 G= G c G 1 G y G MF ÚG �G �F ç F Ý F Ô
FôFÔFöFÿF¸G 0 G 4 G V G dG z G 2 G = G c G 1 G y G MH �14-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

SenderBase G�Fþ�g�•

SenderBase FÿF 7̧Á�Ê Go GŠGy'ö#.*…FûG� G�3æ�™*…Fþ1*��F 7̧Á�Ê Go GŠGyFþ�G0d3æ�™
–Fþ1‘�9F
G_Gn3æ�™*…FþGdG{ GQ G= Fû�z'gFôG� FÖ Fû0¿0£FåG�FïF 7̧Á�Ê Go GŠGyFþGz Gb Gs GTGŠ GCGŠGa GGF÷
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  GEGGGTGn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fþ�Q#Ý�‰�2

� �� œF ÿF )̧ �
G�G�FéF¹Fã G�Fû
G� FÖ Fû�›

0
G G "
F¹
°�ŠFç Fï7Á
FöFþ GM G2 GeFÚG�G�

�‹F÷G0
F¹

GVø 4 �F ä

d Gw G• G= FûFéG� Fã
G2 G0 G• GG�VFûG0GŠG9

= �VG� FïFÿ
ã Fø
y

e Gw

G�FöF¸GA GlG•
SenderBase 7Á�Ê Go GŠGy G V G w G c G 1 G Q G = GpGY GM Gx G• G> G [ G Q G V G }G Š G = G �F þ� g� •F û�  � –F ç F ï
)Ê��Fû3æ�™ Få G�Fï7Á�Ê Go GŠGyFû6õFéG�7Ÿ(Ù Få G�Fï)+0£FÜGE GG GA Fû G� Fó Fö�p7Ÿ Få
FÿF¸Go GQ GIGŠGF�“�öFþ0[(ÙGUGŠGMFÚG�G� E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFÜFùFþ
'� Go GQ GIGŠGF G"��#.Fç FïFÛFû6õFéG� �_��FÜ�µG�G�FöFÔG�FéF¹

0ò(ýFûFôFÔFöFÿF¸'¨  34 'vFÂSenderBase Network ParticipationFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

G0GwGŠ GV FÚG�G � AutoSupport Fþ0¿��

GtGŠGDFþ�Ó
°G"�²0[ Fø FéG� GE GG GT Gn G6 Gw GŠFÜ$Î#ÕFç Fï���œF¸Cisco AsyncOS Fÿ7Á�Ê Go GŠGyF÷G
G w G Š G V Go GQ GIGŠGF G"GtGŠGDFû3æ�™Fç G�FéF¹GE GG GT Gn G0 Gw GŠ GV G"�w�™FéG�7Á�Ê Go GŠGy G 0 G W G z G 
1 Fô�è�V3ã�•Fç Fö Fß Fð Få FÔF¹0
�XFþG0 GW Gz GG G"�æ��FéG� ���œFÿF¸G9 G•GlF÷�
�) G� G�Fé
� Ê G o G ŠG y G0 GW Gz GG F÷FÿF �̧\�6F ĢU G1 Gz G= GV Gx "Ó�“�7�Á�P'ÇG0 Gw GŠ GV �è�¥FþFéG	
FéG	FöFþGzGgGyFþG0 Gw GŠ GV G"�w�™Fç G�FéF¹CLI F÷ alertconfig  GA GlG• GW G"�Q#ÝFéG� FÛF¸GUI F÷ [GE
G G G T G n' ö# .H �System AdministrationH�] > [G 0 G wG Š G V H �AlertsH�] GhGŠGF G"�Q#ÝFéG� Fã Fø Fû G� G� F¸
Gw GŠ GV 0¿��G"0ò(ý�ìF÷ FÝ G�FéF¹0ò(ýFûFôFÔFöFÿF¸G 0 G w G Š G V H �32-31 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔ

AutoSupport �µ+�F÷FÿF¸Fä�Q#ÝFþG0Ge Gw G2 G0 G• GGFû6õFéG� �e8ŸG" Cisco G 9 G G G M G lG Š GCGkGŠ GV GOGŠ
GnFÜ1�1‘Fç FöFÚ Fß Fã Fø F÷F �̧�#ú GV GQ Ge�È =FþGCGkGŠ GV G"�f�jF÷ FÝ G�FéF¹GCGkGŠ G 0 G wG Š G V F
F ø F þ G G G TG ŠG M G G� f� ‚G " G E G G G A F û3 æ� ™F éG � F ûF ÿF ¸[FÿFÔH�YesH�] F ø � G' ÅF ç G �F é H�0ò(ýFûFôFÔFöFÿF¸G8GŠ
G V G CG kG Š G V H �32-32 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔH�F¹

���‡GzGkGŠ GV Fþ0¿��

GUGc G7Gy GV Fþ���‡Gz GkGŠ GV Fþ3æ�™
›FûFéG� G0 GW Gz GG G"
°�ŠFç G�FéF¹Fã Fþ�ÍFÿG
Fø FÜF÷ FÝF F̧íFþ���œF¸Gz GkGŠ GV FÿF 7̧Á�Ê Go GŠGyF÷3æ�™ Få G�G� �æG� G� FûF¸G0Ge Gw
G 2 G d F å G �G �F éF ¹

�ì�IFþ0¿��

Cisco AsyncOS F÷FÿF¸G[ GQ GV G}GŠ G= G M G 2 G n G e G { G V G A G yH �NTPH�G"�Q#ÝFç FöF¸G[ GQ GV G}GŠ G
G2 G• GMGŠG[ GQ GV �VFþ�ÚFþGCGŠG^ Fø �ì�IG"� �‡FéG� FÛF¸GE GG GT Gn G= G{ GQ G= G"�m�·F÷0¿��FéG� F
FÜF÷ FÝ G�FéF¹G0Ge Gw G2 G0 G• GG�VFþ�ì6ë�•G"0¿��Fç FöF¸Go GQ GIGŠGF Gf GQ GNGŠFÚG�G�G{ G> G c G / G 2 G
Fþ GM G2 Gn GG GM G•GeG"�G&�FûFéG� �²0[ G� FÒ G� G�FéF¹Cisco Systems G M G 2 G n GCGŠG^G"�Q#ÝFç FöG0G
G2 G0 G• GG�VFþ�ì�IG"� �‡FéG� Fã Fø G� F÷ FÝ G�FéF¹

[�±7cH�ContinentH�]F[̧�\H�CountryH�]F̧FÚG�G� [ G M G 2 G n G LG ŠG •H �TimezoneH�] G"4E�¥FçF¸NTP G"�Q#ÝFéG�
FÛFù FÖ FÛ Fø F �̧Q#ÝFéG� NTP GCGŠG^Fþ�¡�SG"4E�¥Fç G�FéF¹

�š�fFþ&���

�q�‹FûF �̧m8p
²�/F÷/œFó Fï0¿���š�fG" &��� FéG� FÛFù FÖ FÛFþ&�1 �FÜF¸GE GG GT Gn G I G Q G V G 0 G Q G e G 4 G 1
GDGŠ GW FÛ G� &g Få G�G�FéF¹�š�fG"&���FéG� ���œFÿF¸[FÿFÔH�YesH�] F ø � G' ÅF ç G �F éF ¹

G E G G G T G n G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW G"�G�–Fû�ö�¢FéG� Fø F �̧�Fþ Go GQ GIGŠGFFÜ/²&g Få
GW G e G { G •G e G V F Ü� � F å G �G �F éF ¹

Fã G�F÷F¸G0Ge Gw G2 G0 G• GGFÜ7Á�Ê Go GŠGyG"3æ�™F÷ FÝ G� "g�ÂFûFú G� G� Fç FïF¹

Congratulations! System setup is complete. For advanced configuration, please refer to 
the User Guide.

mail3.example.com> 
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yG"3æ�™F÷ FÝ G�FéF¹

Fû7Á�Ê Go GŠGyG"3æ�™

GyFû Fç
ç F ï� �
G2 G=y

�

0¿��FþGTGG GV

Cisco AsyncOS Fþ0¿��G"GT GG GV FéG� FïG�FûF¸mailconfig  G A G lG • G W G "F éF à F û� Q# ÝF ç F öF ¸systemsetup  
GA GlG• GW F÷�8�BFç FïG�FÛ G� FþGE GG GT Gn0¿��GUGŠGM G"�µG�GT GG GV 7Á�Ê Go GŠG

�<#Ý�•+�Fú Go GŠGyGj GQ G= GGFû0¿��G"3æ�™Fç FöF¸GE GG GT GnF÷G[ GQ GV G}GŠ G= �V
F÷ FÝ G� Fã Fø G"&�1�Fç G�FéF¹

�6�ìG0GwGŠ GV

E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GG F÷FÿF¸Gw G2 GIG• GG G;GŠG"�Q#ÝFç Fö�µ+�G" G2 G[GŠGd
G�FéF¹systemsetup  GA GlG• GW F÷ Gx GGGXGŠG"�q�6Fû�8�BFç Fï���œF¸Anti-Spam G " G 2 G [G ŠG dG yF û F
�œFŞophos G � F ïF ÿ McAfee Anti-Virus G" G2 G[GŠGdGyFû Fç Fï���œF F̧Ò G� FÔFÿG0 G4 GV GdGz G c G 1 G
G M G " G 2 G [G ŠG dG yF û F ç F ï� �� œF ÿF ¸G 0 G w G Š G V F Ü# Õ� B F å G �F öF ¸�m8p 2H�GE GG GT GnH�3-17 GhGŠGFH�F÷�æ��Fç Fï
G 0 G W G z G GF û3 æ� ™ F å G �G �F éF ¹

G;GŠFþ�g G� �ì6ëG"���‡$×Fû3û%±FéG� G0 Gw GŠ GV F÷FéF¹��Fû�[G"&gFç G�FéF¹

30 �¥6ëFþ0Û�o�‡6ëG"2xFØFö�µ+�G" G2 G[GŠGdGyFûFéG� ���œFÿF¸Cisco � ���¸�\*…FûFÚ�eFÔ�œG�Fë Fß
F ð F å F ÔF ¹G ;G ŠF þ� g G � � ì6 ëF ÿF ¸[G E G G G T G n' ö# .H �System AdministrationH�] > [ G w G 2 G IG • G G G ;G ŠHFeature 
KeysH�] GhGŠGFFÛ G� FÛF¸featurekey  GA GlG• GW G"$Î/œFéG� Fã Fø Fû G� Fó Fö&�1�F÷ FÝ G�Fé H�0ò(ýFûFôFÔ
FöFÿFĢ w G 2 G IG • G G G;GŠH�32-5 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔH�F¹

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file. Separate multiple addresses with commas.

[]>  user@example.com

The configuration file has been sent to user@example.com.

mail3.example.com> 

Your "Receiving" key will expire in under 30 day(s). Please contact IronPort Customer 
Support.

Your "Sophos" key will expire in under 30 day(s). Please contact IronPort Customer 
Support.

Your "Outbreak Filters" key will expire in under 30 day(s).  Please contact IronPort 
Customer Support.
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'¨  3 'v       G I G Q G V G 0 G Q G eF ÚG �G �0 ¿* (
  0¿��Fø ��Fþ�m8pFþ&�1�

��
Fá
°G�H� Fø Fç FöGE GG GT Gn
� Fï

Fö7Á�Ê
yGGG 2 G =

Go GŠGyF÷ GGG_Gn

¹
Fþ0ò(ýFú�+0[G"1�
Fþ'vF÷
G6G• GMGŠGe Gw G2GH G@GŠ GV G4 G5 G2 Fø Fç FöFþGEGGGTGnFþ0¿ 
G6G• GMGŠGe Gw G2 GH G@GŠ GV G4 G5 G2H�G2 G• GMGŠG[ GQ GV FÛ G� Fþ7Á�Ê Go GŠGyFþ�w
G"0¿��FéG� ���œFÿF¸G�Fê Fã Fþ'vG"�ö�¢Fç FöFÛ G� F 0̧ò(ýFûFôFÔFö'¨  5 'vFÂ7Á�Ê Go GŠGyG"�w�™FéG
G�FþG@GŠ GV G4 G5 G2 Fþ0¿��FÃG"�g!·Fç Fö Fß Fð Få FÔF¹

0¿��Fø��Fþ�m8pFþ&�1�  
G E G G G T G n G I G Q G V G 0 G Q G eF Ü� ö� ¢F ç F ïF ïG �F ¸E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0 G• GGFû G� Fó
Go GŠGyFÜ3æ�™FÚG�G��w�™ Få G�G�FéF¹G4 G2 GyGG�P'ÇF¸GGG_Gn�P'ÇF F̧ÚG�G�G4 G2 G G 0 G 4 G V G dG z 
G c G 1 G y G M GIG; Gs Gx GT G1 �µ+�G" G2 G[GŠGdGyFû Fç Fï���œFÿF %̧T�™ Go GŠGyFÚG�G�$Î�™
FÚG�G �G4 G2 GyGGFþ GG G; Gq G• G� /œG�G �G �FéF¹

��Fþ�m8pF÷FÿF¸G0Ge Gw G2 G0 G• GGFþ0¿��G" G9 GG GM Gl G2 GHFéG� �‰�2G"#.0ŽFç G�FéF'¨  4 'vFÂ7Á�Ê Go GŠ
Gy G _ G 2 G e G w G 2 G •F ûF ôF ÔF öF ÃF÷FÿF¸GE GG GT GnF÷Fþ7Á�Ê Go GŠGyFþGyGŠGT G1 G• G>�‰�2
�ÂFç FöFÔG�FéF¹�›�µ+�FÿF 8̧p��H��VFÛ G� �WFûH���#. Få G�G�FéF¹�›�µ+�FûFôFÔFöFÿF �̧•�iFþ�g G�
1��ÂFç G�FéF¹
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C H A P T E R 4
G yG �F û

� F ï
GtGŠGDFþ Go GŠGy
IGŠGFFþ�w�™*…G"�è

y GM Gx G• G>F¸GIGŠGc
¸G0 G4 GV GdGz G2

G�F 0̧¿�� Få G�Fï4Ä�™
�Y+� Go GQ GIGŠ

GE GG GT GnF÷��
Ge Gw G2 G•
¹

7Á�ÊGo GŠGy G_G2Ge Gw G2 G•FûFôFÔFö

• 7Á�Ê Go GŠGy G _ G 2 G e G w G 2 G •F þ� +0 [H �4-1 GhGŠGFH�

• 7Á�Ê Go GŠGy G _ G 2 G e G w G 2 G •F þG c G {G ŠH �4-1 GhGŠGFH�

• %T�™FÚG�G��w�™H�4-4 GhGŠGFH�

• G}GŠ G= G ; G sG Š F ø G yG ŠG T G 1 G • G >H �4-7 GhGŠGFH�

• 4Ä�™H�4-11 GhGŠGFH�

7Á�ÊGo GŠGy G_G2Ge Gw G2 G•Fþ�+0[
7Á�Ê Go GŠGy G _ G 2 G e G w G 2 G •F ÿG 0G e G w G 2 G 0 G • G G F ÷� �# . F å G �G � F ïG �F 7̧ Á� Ê G o G Š G c G {G ŠF ÷F éF ¹F ã
Fÿ 3 G c G 5G ŠG HF Ò G � G �F éH �

• �w�™H�%T�™7Á�Ê Go GŠGyG"�w�™FéG� G� FÖ FûG0Ge Gw G2 G0 G• GGFÿ Gx GpGŠ GV G i G G G V F û� K) F F å G �G
G�F 0̧¿�� Få G�Fï�D7HG�FíFþ�ÚFþ�w�™Gk Gx GEGŠFû�‘FÔG�FéF¹Fï Fø FØG�F¸Gi GG GV FÜ
G"3æ�™F÷ FÝ G� Fã Fø G"&�1�FçF �̧w�™�K)F Fø Go GQ GIGŠGF�D7HG"4:#ÝFçF¸Go GQ G
0ÉFç G�FéF¹

• G}GŠ G= G; GsGŠH�G0Ge Gw G2 G0 G• GGFÿ%T�™FÚG�G�$Î�™ Go GŠGyG"��#.FçF¸Gc G1 G
G x G G G V/G d G { G Q G = G x G G G V GG G; Gq G•F¸GGG_Gn�P'ÇFÚG�G�G4 G2 GyGG�P'ÇGG G; Gq G•F
G= Gc G1 Gy GMF 7̧x7³Fú Fù G"��/œFç G�FéF¹

• 4Ä�™H�$Î�™7Á�Ê Go GŠGyG"3æ�™FéG� G� FÖ FûG0Ge Gw G2 G0 G• GGFÿ�K)F Få G�G� Fï
�D7H Fø Gk Gx GEGŠFû�‘FÔG�FéF¹Fï Fø FØG�F $̧Î�™�K)F�D7HG"4:#ÝFçF �̧æ�� Få G�Fï4Ä�™
GF G"��#.Fç G�FéF¹

7Á�ÊGo GŠGy G_G2Ge Gw G2 G•FþGc G{GŠ
�W 4-1F�̧W 4-1F̧FÚG�G��W 4-3FûF �̧w�™FÛ G� 4Ä�™G�FþGyGŠGT G1 G• G> G� F÷F 7̧Á�Ê Go GŠGyFÜ
#. Få G�G� �]�ÊFþ�+0[G"&gFç G�FéF¹�›�µ+�Fÿ8p$�Fû��#. Få G�G�FéH��VFÛ G� �WG�H�F¹Fã FþG_ G2
Fû�µG�G�G� �µ+�Fþ0¿��Fþ�±4Š�(FÿF¸trace  G A G lG • G W G "� Q# ÝF ç F öG T G G G V F ÷ F Ý G �F éF
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  7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FþGc G{GŠ
�W4-1 7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•H�7Á�Ê Go GŠGy�K)FFþ�w�™ 
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'¨  4 'v       7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FûFôFÔFö
  7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FþGc G{GŠ
�W4-2 7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•H�G}GŠG= G;GsGŠ  
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'¨  4 'v       7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FûFôFÔFö
  %T�™FÚG�G��w�™

/œG�G�G�FéF¹�›
�F éF ¹

�

�W4-3 7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•H�7Á�Ê Go GŠGyFþ4Ä�™ 

%T�™FÚG�G��w�™
7Á�Ê Go GŠGy G_G2GeGw G2 G•Fþ�w�™Gc G5GŠGHF÷FÿF 3̧æ�™*…FþGiGG GV FÛG�Fþ�6�‡�K)FFÜ
Go GQ GIGŠGFFþ GW Go G2 G•G"0¿��F÷FÝF �̧w�™*…FÜ�è��FåG�FöF¸Go GQ GIGŠGFFÿG}GŠG= G ; G sG ŠF û� ûF åG �G

6õ4�8o% 

• G i G G G V G 0 G = G IG G GTGŠGdGyH�HATH�F 3̧æ�™*…G>GyGŠGeF F̧ÚG�G� Go GŠGy G c G {G Š G k G x G EG ŠH �4-5 GhGŠGFH

• Received: G f G Q G NG ŠH �4-5 GhGŠGFH�

• GUGc G7Gy GV G W G o G 2 G •H �4-5 GhGŠGFH�

• G^G4 G• GG�è0ÉH�4-6 GhGŠGFH�

• G W G o G 2 G • G l G Q G eH �4-6 GhGŠGFH�

• �w�™*…G0 G= GI GG GTGŠGdGyH�RATH�H�4-6 GhGŠGFH�

• G 6 G 2 G x G 0 G G GTGŠGdGyH�4-6 GhGŠGFH�
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'¨  4 'v       7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FûFôFÔFö
  %T�™FÚG�G��w�™

GyŠ

"0Á�•FéG� Gi GG GV H�G"

� G� FþF÷F¸
Fö4:#ÝF÷
_ Gw

*…G"�(
Fø FÜF÷FÝ G�FéF¹

G GV

gG{GŠGe3æ�™
ã�•F÷ FÝ G�FéF¹Fã Fþ

G G V F ÷F ¸

E GG GA
GŠGy

ŠGFFû�PFç FöF ĢU
F¹

eGE Gu G•FÃG"�g!·Fç Fö Fß

éG�
� �çG�G�FéH�FÂ

u G •F ÃG "� g! ·
• LDAP �w�™*…Fþ�wFá
°G�H�4-6 GhGŠGFH�

• SMTP GAGŠGyG0Gf GQ GW �w�™*…�è0ÉH�4-6 GhGŠGFH�

GiGG GV G 0 G =G IG G GTGŠGdGyH�HATH�F 3̧æ�™*…G>GyGŠGeF F̧ÚG�G� Go GŠ G c G {G 
G k G x G EG Š

HAT F÷FÿF¸Gx GGGXGŠG�Fþ�K)FG"0Á�•FéG� Gi GG GV H�FôG� G� F 7̧Á�Ê Go GŠGyFþ3æ�™G
�æ��F÷ FÝ G�FéF¹

3æ�™*…G>GyGŠGeFÿF¸1 FôG� FïFÿ0
�XFþ3æ�™*…G" G>GyGŠGeFû6õ4��ÜFá G� FïG�Fû�Q#Ý Få G�G
G o G Q G IG ŠG F G c G 1 G y G MF ÚG �G �F íF þ� ÚF þ G o G ŠG y G c G {G Š Gk Gx GEGŠG"3æ�™*…G>GyGŠGeFû�PFç
F Ý G �F éF ¹G o G ŠG y G c G {G Š G k G x G EG ŠF ÿF �̧ M4 �F þ HAT G _ G w G o G ŠG MH �G 0 G = G I G G GyGŠGyF¸GzGŠ GV �D7HG
G o G ŠG MF F̧ ÚG �G �G 9 G G G M G n SMTP GAGŠ GW Fø �Â'ÅH�G"/²#'FéG� 1 FôFþ�‰�2F÷FéF¹

3æ�™*…G>GyGŠGeFÚG�G� Go GŠGy G c G {G Š Gk Gx GEGŠFÿ�œG�FëFöF¸Gx GGGXGŠFþ HAT F÷��*O Få G�G�FéF¹

3æ�™*…G>GyGŠGeFþGi GG GV DNS �è0É0¿��F÷FÿFŞMTP G9G•G^GIGŠGE Gu G•Fþ�SFû�•�è0ÉFþ3æ�™
8®FçF¸Få G� Fæ G� Fú'�8®Fþ�•�è0ÉFþ3æ�™*…G" Få G� Fæ G� Fú3æ�™*…G>GyGŠGeFû�µG�G� Fã

SMTP G9 G•G^GIGŠGE Gu G•Fû
›'gFó FöF �̧K)F
–FþGi GG GV FÜ3æ�™*…G>GyGŠGeF÷Gi G DNS �è0ÉFþ�P
1ßFûFú Fó Fï�M�‰F÷F Ģ6G•GgG{GŠGe3æ�™*…Fþ GW Go G2 G•4Š�(Fÿ Go GŠGy G c G {G Š G k G x G EG ŠF ÷ DNS �è0É Få
G�G�FéF¹Fã Fþ�è0ÉFÿF¸SMTP G9 G•G^GIGŠGE Gu G•Fþ6ëFû/œG�G�G�FéF¹�Y�GFú�g�'FþG6G•G
*…G"�µG� Go GQ GIGŠGF G"!“0iF÷ FÝ G�FéF¹3æ�™*…�è0É�[�¥GTGŠGdGyFûG6G• GV Gx G"3
GTGŠGdGyFÿ Go GŠGyFþ�wFá
°G�G��Ä�°Fþ�ö%� Fø Fú G� GW Go G2 G• Fø 7Á�Ê Go GŠGy G 0 G W G z G GF þ G x G
G6G•GgG{GŠGe3æ�™*… DNS �è0É0¿���ÍFþ�s8jFÿ�wFá G�FëG#F¹

3æ�™*…Gz Gb Gs GTGŠGE Gu G• Gc G1 Gy GM Gx G• G>F÷FÿF 7̧Á�Ê Go GŠGy3æ�™*…G"�(8®F÷ FÝF¸G SenderBase 
G z G b G s G TG ŠG E G u G • GCGŠGa GGFû G� Fó Fö�ô�� Få G�Fï3æ�™*…Fþ�™8—�öFû�öFõFÔFö7Á�Ê Go G 2 G • G c
Gw GG GV Gw G= GO Gq Fþ�<#ÝG"�D7HF÷ FÝ G�FéF¹

0ò(ýFûFôFÔFöFÿF¸��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG ŠF þ# .0 ŽH �7-11 GhGŠGFH�G"�g
! ·Fç Fö Fß Fð Få FÔF¹

Received: G f G Q G NG Š
listenerconfig  GA GlG• GW G"�Q#ÝFéG� Fø F¸Gx GGGXGŠF÷�w�™Fç FïFéG	FöFþ Go GQ GIG
G c G 7G y G V F ÷F ÿ Received: Gf GQ GNGŠG")�G�3¸G� FúFÔ G� FÖ Fû Gx GGGXGŠG"0¿��F÷ FÝ G�Fé

0ò(ýFûFôFÔFöFÿF F̧Â Gx GGGXGŠFþG9 GG GM Gl G2 GHFÃFþ'vFûFÒ G�FÂ9×�ØFú0¿��G8G
F ð F å F ÔF ¹

GUGc G7Gy GV G W G o G 2 G •
�ö
²�Ÿ8í GW Go G2 G•�¡G"�µG#F÷FÔFúFÔ3æ�™*…G0 GW Gz GGFûGUGc G7Gy GV GW Go G2 G• G"+¬�·$×Fû3ã�•F
G� FÖ Gx GGGXGŠG"0¿��F÷ FÝ G�FéF¹Fã G� G� FþG0 GW Gz GG G"FÂ(òFÃG0 GW Gz GG Fø GjoeF Ã F ø
FÂjoe@example.comFÃFú FùH�F¹

0ò(ýFûFôFÔFöFÿF F̧Â Gx GGGXGŠFþG9 GG GM Gl G2 GHFÃFþ'vFûFÒ G�FÂSMTP G 0 G W G z G G0 Ž� ÒG 8G eG E G
F ç F ö F ß F ð F å F ÔF ¹
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'¨  4 'v       7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FûFôFÔFö
  %T�™FÚG�G��w�™

G4 G• GG Fø Fç Fö3æ G�
FöFÿF F̧ÂGyGŠGT G1

û
e�w�™*…FÜ�iFÝ �nFØ

G•

G�G�FéG	FöFþ G{GŠG9Gy

z G= GV F÷ FÝ
e�w�™*…
G0 GGFÜ�M

Fþ'vFûFÒ G�FÂG6 G2

…7Á�Ê Go GŠGyG G
G� �‰�2G"��
ß F ð F å F ÔF ¹
¹

4̧���G^G4 G•

F¸
ëF 3̧æ�™
�
G^G4G•GG�è0É
$Î�™ Go GŠGyFûFÿ"I�9FúG;GŠFÜ GM G>�ÜFá Få G�G�FéF¹Fã G�Fû G� G� F F̧íFþ Go GŠGyFÜG^
3É Få G�Fï���œFÿF F̧íFþ GM G> G"1�1‘Fç Fï FÖ FØF÷ Go GŠGyFÜ4Ä�™ Få G�G�FéF¹0ò(ýFûFôFÔ
G• G>FÚG�G�4Ä�™�µ+�Fþ0¿��FÃFþ'vFûFÒ G�FÂG^G4 G• GG�è0ÉFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

G W G o G 2 G • G l G Q G e
0¿��FéG� Gx GGGXGŠFä Fø Fû GW Go G2 G• G l G Q G e GTGŠGdGyG"�8�BF÷ FÝ G�FéF¹GW Go G2 G• G l G Q G e GTGŠGdGyF
�µG�G�FöFÔ G� GW Go G2 G• Fø �M+´FéG� Go GQ GIGŠGFF÷FÿF �̧›�w�™*…FþG6G•GgG{GŠG
G � G �G �F éF ¹F ï F ø F ØG �F ¸joe@old.com -> joe@new.com F÷FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÂGyGŠGT G1 G• G>FÚG�G�4Ä�™�µ+�Fþ0¿��FÃFþ'vFûFÒ G�FÂ GW Go G2 Gl GQ Ge�µ+�FÃG"�g
! ·Fç Fö Fß Fð Få FÔF¹

�w�™*…G0G=GIGG GTGŠGdGyH�RATH�
G2 G•G^G4 G• GW 7Á�Ê Go GŠGyFû7HFó FöFÿF¸G0Ge Gw G2 G0 G• GG F÷ Go GŠGyG"�wFá
° 
G W G o G 2 G •F þ G x G G G V G "F ¸RAT F û G � F ó F ö� æ� �F ÷ F Ý G �F éF ¹

0ò(ýFûFôFÔFöFÿF¸�w�™*…FþG0 GW Gz GGFû�öFõ Fß �K)FFþ0Á�•G� FïFÿ�Ä�°Fþ�+0[H�8-1 GhGŠGFH�G"�g!·Fç
F ö F ß F ð F å F ÔF ¹

G6G2 Gx G0GG GTGŠGdGy
G 6 G 2 G x G 0 G G GTGŠGdGyG"�Q#ÝFéG� Fø F¸1 �ÇG� FïFÿ0
�XFþ�w�™*…Fû Go GQ GIGŠGF G" Gx GN G2 G
G�FéF¹G6 G2 Gx G0 GGFÿGl GQ Gb G• G> GTGŠGdGyFû�A(á Få G�G�FéF¹7Á�Ê Go GŠGyFþG6G•GgG{GŠG
H�Envelope To G � F ïF ÿ RCPT TO Fø G� �çG�H� Fø G6 G2 Gx G0 GG GTGŠGdGyFû��*O Få G�FöFÔ G� G6 G2 Gx
+´FéG� Fø F 7̧Á�Ê Go GŠGyFþG6G•GgG{GŠGe�w�™*…G0 GW Gz GGFÜ�iFÝ �nFØ G� G�G�FéF¹

G 6 G 2 G x G 0 G G GTGŠGdGyFþ0ò(ýFûFôFÔFöFÿF F̧ÂGyGŠGT G1 G• G>FÚG�G�4Ä�™�µ+�Fþ0¿��FÃ
G x G 0 G G GTGŠGdGyFþ�8�BFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

LDAP �w�™*…Fþ�wFá
°G�
�¤�ÑFþ LDAP G2 G• Gc Gw GG GV Gw G= GO Gq G"�Q#ÝFç FöF %̧T�™ Go GQ GIGŠGFFþ�w�™* G 0 G W G z
H�G_Gd Gx GQ G= Gx GGGXGŠ�VH�G" SMTP G9 G•G^GIGŠGE Gu G• G� FïFÿG}GŠ G= G; GsGŠ
ÆF÷��#.Fé
*OF÷ FÝ G�FéF¹FÂ Gx GGGXGŠFþG9 GG GM Gl G2 GHFÃFþ'vFûFÒ G�FÂG0 G= GIGe GV G = G 6 G x G ŠF ÃG "� g! ·F ç F ö F
Fã G�Fû G� G� F¸G0Ge Gw G2 G0 G• GG F÷FÿF "̧‚"IFú�‰�2F÷GU G1 Gz G= GV Gx "Ó�“�7�ÁH�DHAPH�Fû�P��F÷ FÝ G�FéF
G E G G G T G nF ÷F ÿF ¸G o G Q G IG ŠG F G "� wF á
 °G �F öF ¸SMTP G 9 G •G ^G IG ŠG E G u G • G � F ïF ÿ G }G Š G = G ; G sG ŠF ÷ LDAP 
�wFá
°G��è0ÉG"��/œFç G�FéF¹�w�™*…FÜ LDAP GU G1 Gz G= GV Gx 
ÆF÷0bFôFÛ G� FúFÔ���œFûF
GG G"��/œFéG� FÛF F̧íFþ Go GQ GIGŠGF
²�/G" GW G{ GQ GeFéG� FÛG"0¿��F÷ FÝ G�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÂLDAP G = G 6 G x G ŠF ÃF þ' vG "� g! ·F ç F ö F ß F ð F å F ÔF ¹

SMTP GAGŠGyG0Gf GQ GW�w�™*…�è0É
E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0G• GGF÷ SMTP GAGŠGyG0GfGQ GW �w�™*…�è0ÉG"0¿��FéG� FøE G o G Š
Gy GIG; Gs Gx GT G1 G0Ge Gw G2 G0G• GGFÿF¸SMTP GCGŠG^FûFÂ�¦�SFû7Á0ðFç FöFÃ�w�™*…G"�è0ÉFéG�6
Fþ MTA F ø F þ SMTP 3û�™G"�p�•Fç G�FéF¹G0Ge Gw G2 G0G• GGFÜ SMTP GCGŠG^Fû�eFÔ�œG�FëG� Fø F¸SMTP 
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'¨  4 'v       7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FûFôFÔFö
  G}GŠG= G;GsGŠ FøGyGŠGT G1 G•G>

�
ç G�FéF¹

FéF¹��#.FûFÿF¸Gl
G OG G
¸G0 G4 GV Gd

q

�G �
ûF ÿ� s8 jF ç

F¸G0 G•GO G4 G2 GyGG

öF ÔF úF ÛF ó

ïF ¹G � F ïF ÿF ¸

IG ŠG FM F Ü

G "� eG �F êF 7̧ x7 ³G 6 G x
ïF ð F çF ¸
ŠG FF þ� �� œF ÿF 7̧ x

GIGŠGFFÜ
ø FØ
x7 ³ F å G �F ö
GCGŠG^Fþ�Â'ÅFÜ E G o G ŠG y GIG; Gs Gx GT G1 G0Ge Gw G2 G0G• GGFû3ÉFåG�G�FéF¹E G o G ŠG y GIG; Gs Gx GT G1 G0Ge
G w G 2 G 0G • G GF ÿ SMTP 3û�™G"
Ì6äFçF 3̧æ�™
�Fþ MTA Fû�Â'ÅG"3æ�™FçF¸SMTP GCGŠG^Fþ�Â'ÅH�FÚG�G 
SMTP GAGŠGyG0GfGQ GW GeG{ Gc G/ G2GyFþ0¿��H�Fû�öFõFÔFö�K)FG")F/œFéG�FÛ GW G{ GQ GeF

0ò(ýFûFôFÔFöFÿF¸'¨  21 'vFÂSMTP GCGŠG^G"�Q#ÝFç Fï�w�™*…Fþ�è0ÉFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

G}GŠG= G;GsGŠFøGyGŠGT G1 G•G>
G}GŠ G= G; GsGŠF÷FÿF 4̧Ä�™Gc G5GŠGHFû&ã�· Få G�G� �SFþ�w�™ Go GQ GIGŠGF G"��#.Fç G�
G G G 9 G zG Š G W F Ģ yG ŠG T G 1 G • G >F ¸G c G 1 G y G M G x G • G >F ¸G IG ŠG c G x G G G V/G d G { G Q G = G x G G G V G G G ; G q G •F ¸G 0 G •
G_GnFÚG�G�G0 G•GO G4 G2 GyGG G G G ; G q G •F ¸G c G / G 2 G y Gz Gb Gs GTGŠGE Gu G•Fþ GG G; Gq G• Fø �(�ÒF
G z G 2 G = Gc G1 Gy GMF F̧ÚG�G�7x7³FÜ�µG�G�G�FéF¹

H��@H� GUGŠGM ƒ�d75�FH�DLPH�GG G; Gq G•FÿF $̧Î�™ Go GQ GIGŠGFFðFáF÷�Q#Ý�•+�F÷FéF¹DLP G o G Q G IG ŠG F G G G ; G
G•FÜ� �/œ Få G�G� G}GŠ G= G; GsGŠ
ÆFþ�)*(FûFôFÔFöFÿF¸G o G Q G IG ŠG F� (/ ãH �10-6 GhGŠGFH�G"�g!·Fç Fö Fß
F ð F å F ÔF ¹

6õ4�8o% 

• 7Á�Ê Go GŠGy G _ G 2 G e G w G 2 G • F ø G IG ; G s G x G T G 1 GCGŠGa GGH�4-7 GhGŠGFH�

• LDAP �w�™*…Fþ�wFá
°G�H�4-8 GhGŠGFH�

• G l G G G 9 G zG Š G W G � F ïF ÿ LDAP G l G G G 9 G zG Š G W H �4-8 GhGŠGFH�

• LDAP GyGŠGT G1 G• G>H�4-8 GhGŠGFH�

• G o G Q G IG ŠG F G c G 1 G y G MH �4-8 GhGŠGFH�

• 7Á�Ê Go GŠGy GIG; Gs Gx GT G1 GlG[GŠGF GqH��w�™*…�"�)Fþ GG G; Gq G•H�H�4-9 GhGŠGFH�

• 7x7³H�4-10 GhGŠGFH�

7Á�ÊGo GŠGy G_G2Ge Gw G2 G• Fø GIG;Gs Gx GT G1 GCGŠGaGG
�N�N Fø Fç FöF¸GIG; Gs Gx GT G1 GCGŠGa GGH�G0 G•GOGGG_Gn G G G ; G q G •F ¸G 0 G •G O G 4 G 2 G yG G G G G ; G q G •F F̧ ÚG
G 0 G 4 G V G dG z G 2 G = G c G 1 G y G MH �F û� PF éG � � š� fF ÿF F̧ éF ÷F û G }G Š G = G ; G sG ŠF ûF Ò G � G o G Q G IG ŠG FF
G�FëG#F¹� �Fû� [G"&gFç G�FéF¹

�6G�FöG_ G2 Ge Gw G2 G•Fû
°G� Go GQ GIGŠGFFûFôFÔFöF �̧�FþFÔFêG�FÛFþ#.#äFû G� G� GG
G; Gq G•FÜG^ G2 G_GG Få G�G� Fø �ì�� Fç G�FéF¹

• G 0G e G w G 2 G 0 G • G G F ÷G > G {G ŠG ^G yF ûG 0 G •G O G 4 G 2 G yG G G G G ; G q G •F Ü G 2 G [G ŠG dG yF û F å G �F
FïF¹G� FïFÿF¸

• G 0 G •G OG 4 G 2 G yG G G G G ; G q G • G " G G G ; G Q G eF éG � G � F Ö F û HAT G k G x G EG ŠF ÷� æ� � F å G �F öF ÔF

• FíFþ Go GQ GIGŠGFFû�PFéG� G0 G•GO G4 G2 GyGG G G G ; G q G • G "G ^ G 2 G _G G F å F ëG � G o G Q G G c G 1 G y G
�Ñ�~Fç FöFÔFïF¹

Fã Fþ���œF¸G0 G•GO G4 G2 GyGG G G G ; G q G • G >F Ü
 ÌG 2 G [G ŠG dG y� ì F å G �F öF Ô G � F ÛF ù F Ö F Û
G0FÛ G� 0Ž� : Få G�G� Fø FÝ FûFíFþ Go GQ GIGŠGFFþG0 G•GO G4 G2 GyGG G G G ; G q G •F ÿ/ œG �G �G �F ëG #F ¹F
G o G ŠG y G k G x G EG ŠF û� öF õF ÔF öG 0 G •G O G 4 G 2 G yG G G G G ; G q G •F ÜG ^ G 2 G _G G F å G �G � G o G Q G IG
7³G6 Gx G0FÛ G� Fþ0Ž�:�ìFûG0 G•GO G4 G2 GyGG GG G; Gq G•FÜ/œG�G�G� �•+��öFÜFÒ G� G�FéF¹Go GQ
7x7³G6 Gx G0FûFÒ G�6ëFûF¸Go GŠGy Gk Gx GEGŠFþ0¿���ÍFÜ�š�f Få G�G� �•+��öFÜFÒ G� FïG�F÷FéF¹Fï F
G�F¸Go GŠGy G k G x G EG ŠF û G � F ó F ö G o G Q G IG ŠG FF ÜG 0 G •G O G 4 G 2 G yG G G G G ; G q G • G "G ^ G 2 G _G G F çF 7̧
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'¨  4 'v       7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FûFôFÔFö
  G}GŠG= G;GsGŠ FøGyGŠGT G1 G•G>

4 G 2 G yG G
G4 G2 GyGG

F¸Go GŠ
G[GŠGdGyFû Fç
F ¹

…7Á�Ê Go GŠGyG G
G� �‰�2G"��
ß F ð F å F ÔF ¹
¹

4̧���G^G4 G•

G� FïFÿ�
o G ŠG yF þ

G � G l G G G 9 G zG Š G WŠ

yGŠGT G1 G• G>FÚG�

ß F ð F åF ÔF ¹

GG� Go GŠGy
G G "0 ¿� �F ÷ F Ý G �F éF ¹

G"0°3ÙFç Fï"I

Æ��F¸G[ GQ

IG ŠG F� •� e
W G { G Q G eF Ģ ^G 4 G •

¹

ç Fö
FÔ G� ���œFûF 7̧x7³G6 Gx G0FÛ G� Fþ0Ž�:�è�SFû Go GŠGy G k G x G EG ŠF Ü� f� ‚ F å G �F öF ¸G 0 G •G O G GG
G; Gq G•FÜ)�G�3¸G�G�Fï���œF F̧íFþ Go GQ GIGŠGFFÿF 7̧x7³G6 Gx G0FÛ G� Fþ0Ž�:�ìFûG0 G•GO GG
G ; G q G •F Ü/ œG �G �G �F éF ¹

� �]FûF 1̧�Fó FöG0 G•GOGGG_Gn G G G ; G q G • G " G > G {G ŠG ^G yF ûH �G � F ïF ÿ HAT F÷H�GU G1 GIGŠGdGyFû Fç
GyFÜ G}GŠ G= G; GsGŠFû
°Fó Fï�‹F÷�¼�ÜFÔFï Fø Fç G�FéF¹FíFþ�ì!lF÷G0 G•GOGGG_Gn G" G2
F ö G � F ¸G }G Š G = G; GsGŠFûFÒ G� Go GQ GIGŠGFFûFôFÔFöFÿG0 G•GOGGG_Gn G G G ; G q G •F ÿ/ œG �G �G �F ëG #

LDAP �w�™*…Fþ�wFá
°G�
�¤�ÑFþ LDAP G2 G• Gc Gw GG GV Gw G= GO Gq G"�Q#ÝFç FöF %̧T�™ Go GQ GIGŠGFFþ�w�™* G 0 G W G z
H�G_Gd Gx GQ G= Gx GGGXGŠ�VH�G" SMTP G9 G•G^GIGŠGE Gu G• G� FïFÿG}GŠ G= G; GsGŠ
ÆF÷��#.Fé
*OF÷ FÝ G�FéF¹FÂ Gx GGGXGŠFþG9 GG GM Gl G2 GHFÃFþ'vFûFÒ G�FÂG0 G= GIGe GV G = G 6 G x G ŠF ÃG "� g! ·F ç F ö F
Fã G�Fû G� G� F¸G0Ge Gw G2 G0 G• GG F÷FÿF "̧‚"IFú�‰�2F÷GU G1 Gz G= GV Gx "Ó�“�7�ÁH�DHAPH�Fû�P��F÷ FÝ G�FéF
G E G G G T G nF ÷F ÿF ¸G o G Q G IG ŠG F G "� wF á
 °G �F öF ¸SMTP G 9 G •G ^G IG ŠG E G u G • G � F ïF ÿ G }G Š G = G ; G sG ŠF ÷ LDAP 
�wFá
°G��è0ÉG"��/œFç G�FéF¹�w�™*…FÜ LDAP GU G1 Gz G= GV Gx 
ÆF÷0bFôFÛ G� FúFÔ���œFûF
GG G"��/œFéG� FÛF F̧íFþ Go GQ GIGŠGF
²�/G" GW G{ GQ GeFéG� FÛG"0¿��F÷ FÝ G�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÂLDAP G = G 6 G x G ŠF ÃF þ' vG "� g! ·F ç F ö F ß F ð F å F ÔF ¹

GlGGG9 GzGŠ GW G�FïFÿ LDAP GlGGG9 GzGŠ GW
Gl GG G9 GzGŠ GW FÿF �̧8�BFç FïGTGŠGdGyFû�‘Fó FöF Ģ6G•GgG{GŠGe3æ�™*…H�3æ�™*… MAIL FROM F ø G
�çG�H�FÚG�G�Ge Gw G2GgGŠ GV G� FïFÿG_Gd Gx GQ G= G x G GG XG ŠF û G � F ó F ö� �# . F å G �G �7 Á� Ê G To:F¸
From:FÇC: FþGf GQ GNGŠG"�iFÝ �nFØ G� �µ+�F÷FéF¹GG GM GT G1 GQ G= G l G Q G b G • G > GTGŠGdGy Fø LDAP G = G 6
G x G ŠF þ 2 3 û G � F þ F Ö F ñF ÔF êG �F ÛF û G � F ó F öF �̧ 8� BF ç F ï G x G GG XG ŠF ä F ø F û$ �F ú G _ G w G o G
G M G "� æ� �F ÷ F Ý G �F éF ¹

G G G M G T G 1 G Q G = G l G Q G b G • G > GTGŠGdGyFû G� G� Gl GG G9 GzGŠ GW Fþ0ò(ýFûFôFÔFöFÿF F̧ÂG
G�4Ä�™�µ+�Fþ0¿��FÃFþ'vFûFÒ G�FÂGl GG G9 GzGŠ GW Fþ0¿��FÃG"�g!·Fç Fö Fß Fð Få FÔF¹

LDAP G = G 6 G x G ŠF ûG � G �G lG G G 9 G zG ŠG W F þ0 ò( ýF ûF ôF ÔF öF ÿF F̧ ÂLDAP G = G 6 G x G ŠF ÃF þ' vG "� g! ·F ç F ö F

LDAP GyGŠGT G1 G•G>
G [ G Q G V G }G Š G = � VF þ LDAP GU G1 Gz G= GV Gx F÷�Q#Ý�•+�Fú�_��Fû�öFõFÔFöF 4̧:�)FúG0 GW Gz G 
G i G G G V F û G o G Q G IG ŠG F G "G yG ŠG T G 1 G • G >F éG � G � F Ö F ûG 0G e G w G 2 G 0 G • G

0ò(ýFûFôFÔFöFÿF F̧ÂLDAP G = G 6 G x G ŠF ÃF þ' vG "� g! ·F ç F ö F ß F ð F å F ÔF ¹

G o G Q G IG ŠG F G c G 1 G yG M
G o G Q G IG ŠG F Gc G1 Gy GM F÷FÿF �̧w�™%$�‹Fþ Go GQ GIGŠGFFÚG�G��ç�ÜGc G/ G2 GyFþ��#.�‰�2
�9FúGyGŠGyG"�8�BF÷ FÝ G�FéF¹Gc G1 Gy GM GyGŠGyF÷FÿF¸Go GQ GIGŠGF G� FïFÿ�ç�ÜGc G/ G2 GyFþ
GV G}GŠ G= Fû6õFéG� �_��F¸Go GQ GIGŠGF G6G•GgG{GŠGeF¸Go GQ GIGŠGF G f G Q G NG ŠF ¸G � F ïF ÿ G o G Q G
Fû�öFõFÔFö Go GQ GIGŠGF G"1‘�9Fç G�FéF¹Gc G1 Gy GM G 0 G = G E G u G •F ÷F ÿF ¸G o G Q G IG ŠG FF þ G
GGF¸G0GŠG9 G2 GdF 7̧x7³F Ģd Gw G2 G• GW G9GŠGjG• GA GbGŠF¸G� FïFÿ�š�fG"/œ FÖ Fã Fø FÜF÷ FÝ G�FéF

0ò(ýFûFôFÔFöFÿF F̧Â Go GQ GIGŠGF G c G 1 G y G M G "� Q# ÝF ç F ï7 Á� Ê G o G ŠG y Gk Gx GEGŠFþ4:#ÝFÃFþ'vG"�g!·F
F ß F ð F å F ÔF ¹
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'¨  4 'v       7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FûFôFÔFö
  G}GŠG= G;GsGŠ FøGyGŠGT G1 G•G>

ó
þ
�FéF¹

G tG ŠG DF û G � F ó F ö� 8� B F å G �F öF ¸G 0 G •G O
GtGŠGDFÿF �̧–Fû GG

d G W G o G 2 G •F ¸G � F ïF ÿ7 Á� Ê G o G ŠG y
œF¸G0 G•

G GV Fû�µG�G�FöFÔ G� ���œF¸
éF¹GIGŠGc Gx GG GV FÚ
Fß Fð Få FÔF¹

OG GG _G n� –1 ¤G "� f� jF ç G �
GQ GV G}GŠG= FÜ2Þ3�Få
ŠGDFþGe
VF÷FÝ G�FéF¹

�G8G•Gj GQ G= GG G� Fï
éG�

GŠGy
GyGG G"�è��FéG� G� FÖ
Ö G� FÖ FûG0Ge Gw

æ� ™
0
�X�w�™*… Go GQ GIGŠGFFÿF¸Fã FþGc G5GŠGHFþ�‹FûF 7̧Á�Ê Go GŠGy GIG; Gs Gx GT G1 GlG[GŠGF Gq Fû
›'gF
FöFÂ�(/ãFÃFå G�G�FéF¹Go GQ GIGŠGFFþ�(/ã Fø FÿF 7̧Á�Ê Go GŠGy GIG; Gs Gx GT G1 GlG[GŠGF Gq Fû G� G� � �#.F
FïG�FûF �̧"�MFþ�w�™*…G"0¿��Fç Fï7Á�Ê Go GŠGyFþ�(/ã"'GA GbGŠG"�8�BFéG� Fã Fø G"�æFç G

7Á�ÊGo GŠGy GIG;Gs Gx GT G1 GlG[GŠGF GqH��w�™*…�"�)FþGGG;Gq G•H�
• GIGŠGc Gx GG GV/G d G { G Q G = G x G G G V G G G ; G q G •H �4-9 GhGŠGFH�

• G 0 G •G OG GG _G nH �4-9 GhGŠGFH�

• G 0 G •G OG 4 G 2 G yG GH �4-9 GhGŠGFH�

• G c G / G 2 G y G z G b G s G TG ŠG E G u G • G G G ; G q G •F ÚG �G �G c G / G 2 G y� (� ÒH �4-10 GhGŠGFH�

• G A G • G T G • G R G c G 1 G y G MH �4-10 GhGŠGFH�

• G 0 G 4 G V G dG z G 2 G = G c G 1 G y G MH �4-10 GhGŠGFH�

GIGŠGc Gx GG GV/GdG{ GQ G= Gx GG GV GGG;Gq G•

G6G• GW GtGŠGD G IG ŠG c G x G G G V F ÚG �G �G d G { G Q G = G x G G G V F ÿF Ģ 6G • G W
GGG_Gn GG G; Gq G•Fû
›/œFç Fö�è�� Få G�G�GUGŠGMGgGŠGGFû�A(á Få G�G�FéF¹�›G6G• GW
G _G n F ø F ç F ö� … F Ö F ÛF �̧ ôF ç F ö G GG _G n F ø F ç F ö� …G �F úF Ô G W G o G 2 G •F Ģ CG G0
GW Gz GG G"�æ��F÷ FÝ G�FéF¹3æ�™*…G0 GW Gz GGFÜG6G• GW GtGŠGD GIGŠGc Gx GG GV Fû�µG�G�FöFÔ G� ���
GOGGG_Gn GG G; Gq G•FÿGG G; GQ Ge Få G�G�FéF¹3æ�™*…G0 GW Gz GGFÜGd G{ GQ G= Gx G
Go GQ GIGŠGFFÿF '̧ö#.*…0¿���ÍFû�ÂFè Fö7x7³FéG� FÛ GW G{ GQ GeFéG� Fã Fø FÜF÷ FÝ G�F
G�G�Gd G{ GQ G= Gx GG GV Fþ0¿��Fþ0ò(ýFûFôFÔFöFÿF F̧ÂGGG_Gn7x7³FÃFþ'vG"�g!·Fç Fö

G0G•GOGGG_Gn

G0G•GOGGG_Gn G G G ; G q G •F ÿF ¸G 2 G • G MG ŠG [ G Q G V 
 ²� /F ûG �F ï G �G CG ŠG ^
 �F þG 0G •G
FéF¹G0G•GOGGG_Gn GG G; Gq G•F÷FÿF¸GGG_Gn�7�ÁFûG� FóFöGtGŠGDFû�Y� }FÜ#ÕFèF Ģ [
G�Fï G� �†
/Fç Fï G� FéG� �SFûF¸GGG_Gn�7�ÁG"�q$ÎFû1‘�9FçF �̧47dG"7V�dFç G�FéF¹FíFþ)��ÝF ĢtG
Gw G2G^GEGŠG"�u��FéG� Fã Fø Fú Fß F ĢtGŠGDFþ�w�™'ýFû�† Fß �SFûF �̧Y0[Fú Go GŠGyG"�P7

GGG_Gn�P'ÇGG G; Gq G•FÿGGG_Gn7x7³Fû Go GŠGyG"4Ä�™FéG� G� FÖ Fû0¿��F÷ FÝ G�FéH
FÿG8GcGj GQ G= GGH�F¹GGG_Gn7x7³FÛ G� 0Ž�: Få G�G� Go GQ GIGŠGFFÿ7Á�Ê Go GŠGy G_ G2 Ge Gw G2 G•F÷��#.F
�è7FFþ G}GŠ G= G; GsGŠG" Fø G�FçF �̧�
›G; GsGŠFû%$�K4
G�G�FéF¹

0ò(ýFûFôFÔFöFÿF¸'¨  13 'vFÂGGG_Gn�P'ÇFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

G0G•GOG4G2GyGG

G0Ge Gw G2 G0 G• GGFûFÿF )̧+�œ Få G�Fï G4 G2 GyGG G G G ; G q G • G6G• GF G•FÜ�µG�G�FöFÔG�FéF¹FÂ Go G k G x
GEGŠFÃFä Fø G"�ö�•FûF¸Go GQ GIGŠGFFÚG�G��ç�ÜGc G/ G2 GyG" GG G; Gq G• Fç Fö G4 G2
FûF¸G0Ge Gw G2 G0 G• GG G"0¿��F÷ FÝ G�FéF¹G4 G2 GyGGFÜ�è�� Få G�Fï���œFû��Fþ��*(G"/œ F
G 2 G 0 G • G G G "0 ¿� �F ÷ F Ý G �F éF ¹

• �ç�ÜGc G/ G2 GyFþ�Ÿ�ŸFþ0è/œ

• �ç�ÜGc G/ G2 GyFþ GW G{ GQ Ge

• �ó�¡Gf GQ GNGŠFþ�š�f

• X-Header Fþ3ã�•

• $ �F ú G � G 0 G W G z G G G � F ïF ÿ G o G ŠG yG i G G G V G �F þ G o G Q G IG ŠG FF þ3
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'¨  4 'v       7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FûFôFÔFö
  G}GŠG= G;GsGŠ FøGyGŠGT G1 G•G>

; Gq G• Få

Ô G� FÛFù FÖ FÛ
FÿF¸G0 G•GO G4 G2 GyGG

FÃ

F ÷ F Ý
� G � F ¸

GQ
÷F éF ¹G A G •
G2 GyGGq

�
4 GV GdGz G2 G=
F G "Ö

GŠGF Fø � Fè G� FÖ Fû

öF 7̧ x7 ³G 6 G x G 0F û
 °G �G � F ã F ø F Ü
�nFØ G� Fø Gx Gk

FÛ�P7VF÷FÝ G�FéF¹
• G o G Q G IG ŠG FF þG 0G ŠG 9 G 2 G d

• G o G Q G IG ŠG FF þ� P7 V

G o G Q G IG ŠG FF Ü7 x7 ³G 6 G x G 0H �7x7³H�4-10 GhGŠGFH�G"�g!·H�FÛ G� 0Ž�: Få G�G� Fø F¸G4 G2 GyGGFÜ GG G
G�G�FéF¹G0 G•GOG4 G2 GyGG GG G; Gq G•Fþ0ò(ýFûFôFÔFöFÿF¸'¨  12 'vFÂG0 G•GO G4 G1 GyGGFÃG"�g!·Fç Fö Fß Fð
F å F ÔF ¹

G c G / G 2G y GzGb GsGTGŠGE Gu G• GGG;Gq G•FÚG�G�Gc G/ G2Gy�(�Ò 

Go GQ GIGŠGFFþ�ç�ÜGc G/ G2 GyG" GG G; Gq G• FçF �̧‚FïFú+#�>G��†$×�ºFþ+#�>FÜ�µG�G�FöF
G"&�1�FéG� G� FÖ FûF¸G0Ge Gw G2 G0 G• GG G"0¿��F÷ FÝ G�FéF¹��/œF÷ FÝ G� G0 G= GE Gu G• 
G G G ; G q G •F ÷� �/ œF ÷ F Ý G � G 0 G = G E G u G •F û� �F öF ÔG �F éF ¹

0ò(ýFûFôFÔFöFÿF¸'¨  16 'vFÂGc G/ G2 Gy G z G b G s G TG ŠG E G u G • Gc G1 Gy GM Gx G• G> Fø Gc G/ G2 Gy�(�ÒG"�g!·Fç
F ö F ß F ð F å F ÔF ¹

G A G •G TG •G R G c G 1 G yG M

�w�™*…Fä Fø G� FïFÿ3æ�™*…Fä Fø G"�ö =FûF¸Go GQ GIGŠGFFû4:#ÝFéG� GA G• GT G• GR G c G 1 G y G M G "� 8� B
G�FéF¹GA G• GT G• GR G c G 1 G y G M F ÿF 7̧ Á� Ê G o G ŠG y G _ G 2 G e G w G 2 G •F ÷� ‹G �F ù4 :# Ý F å G �G � ! lF F̧ ôG1 FôFþ
Go GQ GIGŠGFFÜF �̧›7Á�Ê Go GŠGy GIG; Gs Gx GT G1 GlG[GŠGF Gq Gk Gx GEGŠFû�P�ÂFéG� �¶F»Fþ0
�XFþ Go
GIGŠGFFûFÂ�(/ãFÃFå G�Fï�‹F÷4:#Ý Få G�G� !lG"7VFÔFöFÿF¸Go GQ GIGŠGF G c G 1 G y G M F ø G �G ��   F è F
G T G • G R G c G 1 G y G M� µ+ �F ÿF ¸G o G Q G IG ŠG F Gc G1 Gy GM��#.FÚG�G�G0 G•GOGGG_Gn Fø G0 G•GO G4 G G G ; G
G•FÜ Go GQ GIGŠGFFû�PFç Fö� �/œ Få G�Fï� ‹F÷4:#Ý Få G�G�FéF¹

G A G •G TG • G R Gc G1 GyGMFþ0ò(ýFûFôFÔFöFÿF¸G A G •G TG • G R G c G 1 G yG MF þ� +0 [H �11-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð
F å F ÔF ¹

G0G4 GV GdGz G2 G= G c G 1 G yG M

G E G G G A F þG 0 G 4 G V G dG z G 2 G = Gc G1 Gy GM�µ+�FûFÿF �̧‚FïFú�Ñ�SFû�P� FéG� FïG�Fþ5�0[Fú'¨ 1 � ™ F ø F ú G
G� FÖ Fû�q$ÎFû�·�8FéG� "I�9Fú Gc G1 Gy GM FÜ�µG�G�FöFÔG�FéF¹GE GG GA Fþ$Î/œFéG� G0 G 
GyGŠGyFû�öFõFÔFöF "̧I��FþGc G/ G2 Gy G M G 2 G eF þ� ç� ÜG c G / G 2 G yG "� âF ô G o G Q G IG ŠG Outbreak F ø F Ô F
�¡�SFþ7x7³G6 Gx G0Fû3æ�™F÷ FÝ G�FéF¹

Outbreak 7x7³G6 Gx G0
ÆFþ Go GQ GIGŠGFFÿF �̧ÚFþFéG	FöFþ7x7³G6 Gx G0
ÆFþ Go GQ GI
��#. Få G�G�FéF¹7x7³G6 Gx G0FÚG�G�G}GŠ G= G ; G sG ŠF þ0 ò( ýF ûF ôF ÔF öF ÿF ¸7x7³H�4-10 GhGŠGFH�G"�g!·Fç Fö
F ß F ð F å F ÔF ¹

0ò(ýFûFôFÔFöFÿF¸'¨  14 'vFÂG0 G4 GV GdGz G2 G= G c G 1 G y G MF ÃG"�g!·Fç Fö Fß Fð Få FÔF¹

7x7³
AsyncOS F ÷F ÿF %̧ T� ™ G o G Q G IG ŠG F G � F ïF ÿ$ Î� ™ G o G Q G IG ŠG FG " G c G 1 G yG M F ç F
F÷FÝ G�FéF¹7x7³G6 Gx G0FÿF¸Go GQ GIGŠGFFþ�–�â Fø ��#.Fû�Q#ÝFåG�G�"I�9FúG; GsGŠF 0̧•FÔ
GF GV Gx F÷FéF¹7x7³G6 Gx G0
ÆFþ Go GQ GIGŠGFFÿF 7̧x7³Fþ0¿���‰�2Fû�öFõFÔFö4Ä�™FéG�

��Fþ G}GŠ G= G; GsGŠ�µ+�F÷FÿF¸Go GQ GIGŠGF G"7x7³G6 Gx G0Fû3æ�™F÷ FÝ G�FéF¹

• G o G Q G IG ŠG F G c G 1 G y G M

• G 0 G •G OG 4 G 2 G yG G

• G 0 G 4 G V G dG z G 2 G = G c G 1 G y G M
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'¨  4 'v       7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FûFôFÔFö
  4Ä�™

G"�g!·Fç Fö Fß Fð Få FÔF¹

��w�™*…Fú FùF 7̧Á�Ê

G G
GF û
ŠFÜ�m G� �\Fö G� G�G�FéF¹

{

0 G• GG F÷G0 G4 GV G^G4
"� Q

Gy4Ä�™G_ Gw Go GŠGM

�G��w�™*…Fþ�q�±�X

�F Û

Gy4Ä�™Fþ�D�šFÃG"
• G A G • G T G • G R G c G 1 G y G M

Go GQ GIGŠGFFÜ7x7³G6 Gx G0FÛ G� 0Ž�: Få G�G� Fø F +̧#�>FÜ
Ì�ØGG G; Gq G• Få G�G�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÂGk Gx GEGŠF¸G4 G2 GyGGFÚG�G�G0 G4 GV GdGz G2 G= 7x7³FÃFþ'v

4Ä�™
7Á�Ê Go GŠGy G_ G2 Ge Gw G2 G•Fþ4Ä�™Gc G5GŠGHF÷FÿF �̧K)FFþ�D7HF Ģ^G4 G• GGF F̧ÚG�G
G o G ŠG y� �# .F þ� q) 
G c G 5G ŠG H G "� z F ø F ç G �F éF ¹

6õ4�8o% 

• �ì�•G@GŠ GV G4 G5 G2H�4-11 GhGŠGFH�

• 4Ä�™�D7HH�4-11 GhGŠGFH�

• GW Go G2 G•GgGŠGGFþ�D7H�ÍH�4-11 GhGŠGFH�

• G W G o G 2 G •G gG ŠG GF þG yG ŠG T G 1 G • G >H �4-12 GhGŠGFH�

• G> G{GŠG^Gy4Ä�™�õ�FH�4-12 GhGŠGFH�

• G^G4 G• GG�D7HH�4-12 GhGŠGFH�

�ì�•G@GŠ GV G4 G5 G2
Virtual Gateway GT G= G\ G{ GFGŠG"�Q#ÝFéG� Fø F¸G0Ge Gw G2 G0 G• GG G"0
�XFþ Virtual Gateway G 0 G W G z
Fû�(�mFçF F̧íFþG0 GW Gz GG G"�Q#ÝFç Fö7Á�Ê Go GŠGyG"3æ�w�™F÷ FÝ G�FéF¹�› Virtual Gateway G 0 G W G z G
FÿF �̧¶�9Fþ IP G0 GW Gz GGF¸Gi GG GV �¡F F̧ÚG�G� GW Go G2 G• Fø 7Á�Ê Go GŠGy4Ä�™G; GsG

0ò(ýFûFôFÔFöFÿF F̧ÂGyGŠGT G1 G• G>FÚG�G�4Ä�™�µ+�Fþ0¿��FÃFþ'vFûFÒ G�FÂVirtual Gateway™ G T G = G \ G
GFGŠFþ�Q#ÝFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

4Ä�™�D7H
4Ä�™�ìFû�Q#ÝFéG� IP G2 G• GMGŠGc G5 G2 GGFû�öFõ Fß 4Ä�™Fþ�D7HFÚG�G�G0Ge Gw G2 G
G • G W Go GQ GIGŠGF4Ä�™Fû4:#ÝFéG� �q�±� �ì�K)F�XG"0¿��FéG� FûFÿF¸deliveryconfig  G A G lG • G W G
#ÝFç G�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÂGyGŠGT G1 G• G>FÚG�G�4Ä�™�µ+�Fþ0¿��FÃFþ'vFûFÒ G�FÂ7Á�Ê Go GŠ
Fþ0¿��FÃG"�g!·Fç Fö Fß Fð Få FÔF¹

G W G o G 2 G •G gG ŠG GF þ� D7 H� Í
�› GW Go G2 G•Fû�PFç FöF �̧M���‡6ëF÷GE GG GT GnFÜ2xFØ G� Fã Fø FÜF÷ FÝ FúFÔF �̧K)FFÚG
G"�m G� � \Fö G� Fã Fø FÜF÷ FÝ G�FéF¹Fã FþFÂG> GQ GW G [ G 2 G ^G ŠF ÃG TG ŠG dG yF ÿF ¸[ G o G ŠG yG k G x G EG ŠH �Mail 
PoliciesH�] > [3æ�™
›GA G• GV G{GŠGyH�Destination ControlsH�] GhGŠGFH�G� FïFÿ destconfig  G A G lG • G W H
G � � �* OF ç G �F éF ¹

0ò(ýFûFôFÔFöFÿF F̧ÂGyGŠGT G1 G• G>FÚG�G�4Ä�™�µ+�Fþ0¿��FÃFþ'vFûFÒ G�FÂ7Á�Ê Go GŠ
�g!·Fç Fö Fß Fð Få FÔF¹
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'¨  4 'v       7Á�Ê Go GŠGy G_G2 Ge Gw G2 G•FûFôFÔFö
  4Ä�™

Á�Ê Go GŠGyG""I��

y7 Á� Ê

G � F þ G o G Q G IG ŠG FF þ
" G2 G[GŠGdGy
Go G2 G•F 7̧Á�Ê Go GŠGy
FåG�G�FëG#F¹

^Gy4Ä�™�õ�FFþ�Q

FçF ¸

� �F þ G o G Q

��FÃFþ'vFûFÒ G�FÂG^
G W G o G 2 G •G gG ŠG GF þG yG ŠG T G 1 G •G >
G6G•GgG{GŠGe�w�™*…G"�iFÝ �nFØ G� Fã Fø Fú Fß F "̧I��Fþ GW Go G2 G•��FöFþFéG	FöFþ7
Fþ Mail ExchangeH�MXH�Gi GG GV Fû Gx GN G2 Gz G= GV FéG� FûFÿF¸[G [ G Q G V G }G Š G = H �NetworkH�] > [SMTPGyGŠ
G V H �SMTP RoutesH�] GhGŠGFH�G� FïFÿ smtproutes  GA GlG• GW H�G"�Q#ÝFç G�FéF¹

0ò(ýFûFôFÔFöFÿF F̧ÂGyGŠGT G1 G• G>FÚG�G�4Ä�™�µ+�Fþ0¿��FÃFþ'vFûFÒ G�FÂG{GŠG9G G W G o G 2 G •F þ
G o G ŠG yF þG yG ŠG T G 1 G • G >F ÃG "� g! ·F ç F ö F ß F ð F å F ÔF ¹

G>G{GŠG^Gy4Ä�™�õ�F
"I��Fþ�w�™*…F �̧w�™*… GW Go G2 G•F¸G� FïFÿ IP G 0 G W G z G GF û� PF éG � G 0G e G w G 2 G 0G • G GF Û
4Ä�™G"&���Fû�õ�FFéG�FûFÿF¸G> G{GŠG^Gy4Ä�™�õ�FG"�Q#ÝFç G�FéF¹G> G{GŠG^Gy4Ä�™�õ�FG
FûFéG� Fø F F̧éG	FöFþ�w�™*…G0 GW Gz GGFÜF¸G> G{GŠG^Gy4Ä�™�õ�F�P1ßFþGtGŠGDF¸GW G0
G W G z G GF F̧ ÚG �G � IP G0 GW Gz GGFþ Gx GG GV Fø !·�œFåG�G�FéF¹�M+´FéG�7Á�Ê Go GŠGyFÿ3æ�™

0ò(ýFûFôFÔFöFÿF F̧ÂGyGŠGT G1 G• G>FÚG�G�4Ä�™�µ+�Fþ0¿��FÃFþ'vFûFÒ G�FÂG> G{GŠG
#ÝFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

G^G4G•GG�D7H
�8�BFéG� �› Gx GGGXGŠFþG9G•G^GIGŠGE Gu G•FþG]GŠ GW G^G4 G• GGFÚG�G�GK Gc GV G^G4 G• GG G" AsyncOS F÷
��#.FéG� �‰�2G"0¿��FéG�FûFÿF¸[G [ G Q G V G }G ŠG =H �NetworkH�] > [G^G4 G• GGGeG{ Gc G/ G2GyH�Bounce 
ProfilesH�] GhGŠGFH�G� FïFÿ bounceconfig  G A G lG • G W H �G "� Q# ÝF ç G �F éF ¹G ^G 4 G • G G G e G { G c G / G2GyG"�8�B
� › G x G GG XG ŠF ûG eG { G c G / G 2G yG "4 :# ÝF éG �F ûF ÿF ¸[G [ G Q G V G }G ŠG =H �NetworkH�] > [ G x G GG XG ŠH �ListenersH�] GhGŠ
GFH�G�FïFÿ listenerconfig  GA GlG• GW H�G"�Q#ÝFç G�FéF¹Go GQ GIGŠGF G c G 1 G yG M G "� Q# ÝF ç F öF "̧ I
GIGŠGFFûG^G4 G• GG GeG{ Gc G / G 2G yG "� m G � � \Fö G � Fã Fø G � F÷FÝ G �FéF ¹

G^G4 G• GG Ge G{ Gc G/ G2 GyFþ0ò(ýFûFôFÔFöFÿF F̧ÂGyGŠGT G1 G• G>FÚG�G�4Ä�™�µ+�Fþ0¿
G 4 G • G G F ç F ï7 Á� Ê G o G ŠG yF þG N G 2 G z G = G V F ÃG "� g! ·F ç F ö F ß F ð F å F ÔF ¹
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C H A P T E R 5

G4 G5 G2

��Fþ�+0[
þ�f�jF¸Go GQ

0Ge Gw G2 G0 G• GG
ĢtGŠGDFþG[ GQ GV G}GŠ G= 
ÆFþ
Gy�K)F0[�ÓFÿ3û�–F¸
F¹G0Ge Gw G2 G0
� FïF¸G[ GQ GV

GŠFÿF¸
FéF¹Gx GGGXGŠFÿF¸G2
G tG ŠG DF þG [ G Q G V G }G Š G = 
 ÆF þG E G G G T G nF Û
�G��K)FFÜF¸Go GQ GIGŠ

GGGXGŠG"�Q#Ý

w G 2 G 0 G • G GF ÜG 0G e G w G 2 G 0 G • G GF û

F �̧ wF á
 °G �G �F éF ¹
Fû Go GQ GIGŠ

• G MG ŠG [ G Q G V � pF ÷G [ G Q G V G }G Š G =

G � G �F ï
Fç G�FéF¹
7Á�ÊGo GŠGyG"�w�™FéG�FïG�FþG@GŠ GV
Fþ0¿��

• 7Á�Ê Go GŠGyG"�w�™FéG� FïG�FþG@GŠ GV G4 G5 G20¿��Fþ�+0[H�5-1 GhGŠGFH�

• G x G GG XG ŠF þ� Q# ÝH �5-2 GhGŠGFH�

• G x G GG XG ŠF þG > G {G ŠG ^G y0 ¿� �H �5-5 GhGŠGFH�

• GUI FÛ G� Fþ Gx GGGXGŠFþ�8�BFû G� G� �K)F0[�ÓFþ Gx GQ GG G•H�5-7 GhGŠGFH�

• CLI FÛ G� Fþ Gx GGGXGŠFþ�8�BFû G� G� �K)F0[�ÓFþ Gx GQ GG G•H�5-13 GhGŠGFH�

• G6G• GMGŠGe Gw G2 GH G@GŠ GV G4 G5 G2 �S�BH�5-15 GhGŠGFH�

7Á�ÊGo GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G20¿
G0Ge Gw G2 G0 G• GGFÿF )̧ �)ÊFþ7Á�Ê Go GŠGy G@GŠ GV G4 G5 G2 Fø Fç Fö�µ+�FçF 7̧Á�Ê Go GŠGy�K)FF
GIGŠGFFþ�wFá
°G�F F̧ÚG�G�4:�)FúGE GG GT GnG�Fþ7Á�Ê Go GŠGyFþ��4)G"/œFÔG�FéF¹G
FÿF¸G2 G• GMGŠG[ GQ GV FÛ G� GtGŠGDFþG[ GQ GV G}GŠ G= 
ÆFþ�w�™*…Gi GG GV G�F
GE GG GT GnFÛ G� G2 G• GMGŠG[ GQ GV Fû7Á�Ê Go GŠGy�K)FG"�f�jF÷ FÝ G�FéF¹7Á�Ê Go GŠ
Simple Mail Transfer ProtocolH�SMTPH�GE G•GeGy Go GŠGy3?3æGe G{ GV GA GyH�G"�Q#ÝFç G�Fé
G • G GF ÿF ¸SMTP �K)FG"GUGc G7Gy GV F÷�f�j FçF¸SMTP G@GŠ GV G4 G5 G2 Fø Fç Fö�µ+�Fç G�FéF¹G
G}GŠ G= Fþ Go GŠGy G 6 G = G GG OG 5 G • G F G � F ïF ÿF ÂMXF Ã F ø G � � çG �G �G �F éF ¹

G0Ge Gw G2 G0 G• GGFÿF %̧T�™ SMTP �K)F0[�ÓG"�f�jFéG� FïG�Fû G x G GG XG ŠG"�Q#ÝFç G�FéF¹Gx GGGX
"I��Fþ  IP G2 G• GMGŠGc G5 G2 GG F÷0¿�� Få G�G�7Á�Ê Go GŠGy��#.GCGŠGa GG G"��*OFç G�
G • G MG ŠG [ G Q G V G � F ïF ÿ G 2 G • G MG ŠG [ G Q G V F û� ?4 )F ç G � F Ö F ø F éG �
G� F¸G0Ge Gw G2 G0 G• GGFû
°G�7Á�Ê Go GŠGyFðFáFû4:#Ý Få G�G�FéF¹Go GQ GIGŠGFFÚG
GF G"�wFá
°G�Fö�w�™*…FþGi GG GV Fû Gx GzGŠFéG� FïG�Fû 6FïFé�²0[FþFÒ G� �ö =G"F¸Gx
Fç Fö�æ��Fç G�FéF¹Gx GGGXGŠFÿF �̧æ�� Få G�Fï�› IP G0 GW Gz GG G""I��FþGkGŠ GV �VF÷��/œFéG�FÂSMTP 
G UG ŠG pG •F Ã F ø F ç F ö0 bF úF é F ã F ø F ÜF ÷ F Ý G �F éF ¹G � F ïF ¸G x G GG XG ŠF ÿG 0G e G
Go GŠGyG"3æ�™Fç G� FÖ Fø FéG� GE GG GT Gn Fø 3û�™FéG� �‰�2G"��*OFç G�FéF¹

��Fþ GM G2 GeFþ Gx GGGXGŠG"�8�BF÷ FÝ G�FéF¹

• G_Gd Gx GQ G= F¹G 2 G • G MG ŠG [ G Q G V F Û G � % T� ™F éG � G o G ŠG y G o G Q G IG ŠG F G " G x G Q G G G • F ç
G_Gd Gx GQ G= Gx GGGXGŠFÿ�¨�XFþGi GG GV FÛ G� Fþ�K)FG"�w�™FçF 7̧H G� G�Fï�XFþ�w�™*…
G F G "� ûF ç G �F éF ¹

• G e G w G 2G gG Š G V F ¹G tG ŠG DF þG [ G Q G V G }G Š G = 
 ÆF þG E G G G T G nF Û G �H �G 2 G
Fþ�¥FûFÔ G� �w�™*…F÷FÿFú Fß F 3̧û�–
Æ4ŠG>GyGŠGe G4 G5 G0FÚG�G�7Á�Ê Go GŠGy GCGŠG^H�POP/IMAPH�
F Û G � H �F 7̧ Á� Ê G o G ŠG y Go GQ GIGŠGF G"�è%±FçF �̧wFá
°G�G�FéF¹Ge Gw G2GgGŠ GV G x G GG XG ŠF ÿF 7̧ H
H��¤%±FþH��XFþGi GG GV FÛ G� Fþ�K)FG"�w�™FçF �̧¨�XFþ�w�™*…Fû Go GQ GIGŠGF G"�û
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  Gx GGGXGŠFþ�Q#Ý

G x G G
5 G 2 G G
÷F Ò G � F Û
�

"�D
) FF ÷ F Ý G � F Û

�G � G {G ŠG 9G y
F÷
Q# ÝF ç
G� Fã
Fõ Fß �K)F

ÿF¸Gx GGGXGŠ
FöF �̧K)F

÷ FÝ G�FéF¹

ÿF¸F þG >

GW Gw G2 G•Fû$��–Fç

ÜF �̧› Gx GGGXGŠFÿ$�

ç F ö
y�K
FÖ FûFÿF¸

Gyÿ
e G{ GV GA Gyu
Gx GGGXGŠG"�8�BFéG� Fø FÝ FÿF �̧�Fþ�_�� G� �æ��Fç G�FéF¹

• G x G GG XG ŠF þG e G { G _G T G 1 F ¹FéG	FöFþ Gx GGGXGŠFû4:#ÝFéG� G> G{GŠG^Gy G e G { G _G T G 1 F ÚG �G �� ›
GXGŠFû�[�wFþGe G{ G_GT G1 G"��*OFç G�FéF¹Fï Fø FØG�F¸Gx GGGXGŠFû�Q#ÝFéG� IP G 2 G • G MG ŠG c G
FÚG�G�GkGŠ GV G"�æ� �Fç F ï G � F Ģ_Gd Gx GQ G= G x G GG XG Š F ø G e G w G 2G gG Š G V G x G GG XG ŠF þF ù F ñF
G"�æ��Fç Fï G� FéG� Fã Fø FÜF÷ FÝ G�FéF¹Fã Fþ�‰�2Fþ0ò(ýFûFôFÔFöFÿF¸G x G GG XG ŠF þ� Q# ÝH �5-2 GhGŠGFH 
G"�g!·Fç Fö Fß Fð Få FÔF¹

• G x G GG XG ŠF û� K) FF Ü0 Á� • F å G �F öF Ô G � F þF ÿF ùF þG i G G G V F ÛF ¹G x G pG Š G V Gi GG GV FÛ G� Fþ%T�™�K)FG
�šFéG� GyGŠGyG"��*OFç G�FéF¹Fï Fø FØG�F¸Gx GpGŠ GV G i G G G V G "� �* OF çF ¸G x G GG XG ŠF û� K
Fù FÖ FÛG"��*OF÷ FÝ G�FéF¹Fã Fþ�‰�2Fþ0ò(ýFûFôFÔFöFÿF¸G i G G G V G 0 G = G I G G GTGŠGdGyH�HATH�G"�Q#Ý
Fç Fï�K)FG"0Á�•FéG� Gi GG GV Fþ��*OH�7-1 GhGŠGFH� G"�g!·Fç Fö Fß Fð Få FÔF¹

• H�G_Gd Gx GQ G= G x G GG XG ŠF þG �H � G x G GG XG ŠF Ü G o G Q G IG ŠG F G "� wF á
 °G G W G o G 2 G •F ¹FùFþ�w
�™*…FÜG_Gd Gx GQ G= Gx GGGXGŠFû G� Fó Fö0Á�• Få G�G� FÛG"��*OFç G�FéF¹Fï Fø FØG�F )̧�)Ê 
currentcompany.com  G W G o G 2 G • G "� Q# ÝF ç F öF Ô G � F ÜF �̧ è� SF ÿ oldcompany.com  G W G o G 2 G • G "�
FöFÔFï� ��œFÿF¸currentcompany.com  Fø oldcompany.com  Fþ�g�‰Fþ Go GQ GIGŠGF G"�wFá
°G�
Fø FÜF÷ FÝ G�FéF¹Fã Fþ�‰�2Fþ0ò(ýFûFôFÔFöFÿF¸GW Go G2 G•�¡G� FïFÿ�w�™*…G0 GW Gz GGFû�ö
Fþ0Á�•G� FïFÿ�Ä�°H�8-1 GhGŠGFH� G"�g!·Fç Fö Fß Fð Få FÔF¹

G i G G G V G 0 G = G I G G GTGŠGdGyFÚG�G��w�™*…G0 G= GI GG GTGŠGdGyG"�µG� Gx GGGXGŠF÷Fþ0¿� �F
FÜ SMTP G 9 G •G ^G IG ŠG E G u G •� pF û SMTP GCGŠG^ Fø 3û�™FéG� �‰�2Fû�s8jFç G�FéF¹Fã G�Fû G� Fó
FÜ6âFè G� �SFûG0Ge Gw G2 G0 G• GGFÜ GGG_Gn G"3æ�™FéG� Gi GG GV G"Gd G{ GQ G= F

�W5-1 G x G GG XG ŠF ¸IP G 2 G • G M G ŠG c G 5 G 2G GF "̧ @# .G 2G ŠG CG [ G Q G V G2 G• GMGŠGc G5 G2GGFþ6õ�€

G x G GG XG ŠF þ� Q# Ý
GUI Fþ [G [ G Q G V G }G Š G = H �NetworkH�] > [ G x G GG XG ŠH �ListenersH�] GhGŠGF G� FïFÿ CLI Fþ listenerconfig  GA
GlG• GW G"�Q#ÝFç Fö Gx GGGXGŠG"0¿� �Fç G�FéF¹

FéG	FöFþ Gx GGGXGŠFû4:#Ý Få G�G� G> G{GŠG^Gy0¿��G"��*OF÷ FÝ G�FéF¹0ò(ýFûFôFÔFöFG x G GG XG Š
G{GŠG^Gy0¿� �H �5-5 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

 G0Ge Gw G2 G0 G• GG F÷ Gx GGGXGŠG"�Q#ÝFÚG�G�0¿��FéG� ���œFÿF �̧�FþGyGŠGy Fø G: G2
F ö F ß F ð F å F ÔF ¹

• 0¿���íG�Fþ  IP G2 G• GMGŠGc G5 G2 GG Fä Fø Fû0
�XFþ Gx GGGXGŠG"��*OF÷ FÝ G�FéF
Fú G� GkGŠ GV G"�Q#ÝFéG� �²0[FÜFÒ G� G�FéF¹

• GUGc G7Gy GV F÷FÿF¸Gx GGGXGŠFÿ7Á�Ê Go GŠGy�K)FG"�f�jFéG� FïG�Fþ Go GŠGy G e G { G V G A G y F ø F 
SMTP G"�Q#ÝFç G�FéF¹FïFð FçF¸Quick Mail Queuing ProtocolH�QMQPH�G"�Q#ÝFç Fö7Á�Ê Go GŠG
)FG"�f�jFéG� G� FÖ FûG0Ge Gw G2 G0 G• GG G"0¿��FéG� Fã Fø G� F÷ FÝ G�FéF¹Fã G�G"/œ
listenerconfig  CLI G A G lG • G W G "� Q# ÝF ç G �F éF ¹

• G x G GG XG ŠF ÿF ¸G 2 G • G MG ŠG [ G Q G V G e G { G V G A G y G^GŠGF Gu G• 4H�IPv4H�FÚG�G�G^GŠGF Gu G• 6H�IPv6H�G0 GW
Gz GGFþ�g�‰G"GCGkGŠ GV Fç G�FéF¹�"�MFþ Gx GGGXGŠF÷Fù Fñ G� FÛFþGe G{ GV GA G^GŠGF Gu G• G� FïF
�g�‰G"�Q#ÝF÷ FÝ G�FéF¹Gx GGGXGŠFÿF �̧K)FGi GG GV Fø Fç Fö Go GŠGy4Ä�™Fû� Fè G G^GŠGF G

"@#.G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G G

IP G 2 G • G MG ŠG c G 5 G 2 G G

G x G GG XG Š GkGŠ GV

IP G 0 G W G z G G

"@#.G2 G• GMGŠGc G5 G2 GG 

Cisco Email 
GIG; Gs Gx GT G1 G0GeGw G2 G0G•GG
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  Gx GGGXGŠFþ�Q#Ý

G
þG �F þ
G�FëG#F¹

�‹Fû
¸

V F ÷F ¸G 2 G • G MG ŠG [ G Q
)EFþ�g�‰G"/œ FÖ FïG�
Fþ�µ

G� FïG�FûF Ģ_Gd Gx GQ G= G� Fï
GGGXGŠG"�8�BF÷ FÝ G�FéF¹

IGŠGF G"GU G1 GG
GsGŠGT G1 G• G>FÃ
� Fø F �̧w�™GzGŠ GV FÚ

FÔ Gx GGGXGŠFÿF¸
þ Gx GGGXGŠFþ GM G2

GGT
"&gFç

4 G• GW �K)FG"�Q#Ý�•+�
G 4 G • G W � K) FG "� Q# Ý

T Gn
gFç G�
FþŠ
G• G"�Q#ÝFç G�FéF¹Fï Fø FØG�F¸Gx GGGXGŠFÜ IPv4 Fø IPv6 Fþ�g�‰Fû0¿�� Få G�F¸IPv6 G"�Q#ÝFç FöGi G
GV Fû�K)FFéG� ���œF¸Gx GGGXGŠFÿ IPv6 G"�Q#ÝFç G�FéF¹FïFð FçF¸Gx GGGXGŠFÜ IPv6 G 0 G W G z G GF
�Q#ÝG"0¿�� Få G�FöFÔ G� ���œFÿF¸IPv4 G0 GW Gz GGFþG�G"�Q#ÝFéG� Gi GG GV Fû�K)FF÷ FÝ

• �aFú Fß Fø G� 1 FôFþ Gx GGGXGŠH�GUGc G7Gy GV �ÍH�FÜGE GG GT Gn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fþ��/œ
G0Ge Gw G2 G0 G• GG�VFû0¿�� Få G�G�FéF¹FïFð FçF¸Gx GGGXGŠG"�m�·F÷�8�BFéG� ���œFAsyncOS F÷Fÿ
F ã G � G � F þG UG c G 7G y G V SBRS �ÍFÿ�Q#Ý Få G�G�FëG#F¹

• C160/170 G 9 G G G M G lG ŠH �G E G G G T G n G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F ÷F ÿF Ģ UG c G 7G y G
GV FÛ G� Fþ7Á�Ê Go GŠGyFþ�w�™ Fø 
Æ4ŠG[ GQ GV G}GŠ G= FÛ G� Fþ7Á�Ê Go GŠGyFþ�p
FþF1̧ FôFþG_Gd Gx GQ G= Gx GGGXGŠG"8pG"3ãFó Fö0¿��Fç G�FéF¹FôG� G� F¸1 FôFþ Gx GGGXGŠF÷�g�‰
+�G"� �/œF÷ FÝ G�FéF¹

• G0Ge Gw G2 G0 G• GGFþGT GG GV FÚG�G� GV Gw GdGyGE GsGŠGT G1 G• G>Fû�<#ÝFé
FÿGe Gw G2GgGŠ GV Gx GGGXGŠFþ�æG� G� FûF F̧ÂGd Gw GQ G= GiGŠGyFÃGM G2 GeFþ Gx
G d G w G Q G = G iG ŠG y Gx GGGXGŠFþ�8�B�ìFûF¸Go GQ GIGŠGF G"�P7VFéG� �SFûFíFþ Go GQ G
G = F û� iF Ý3 ¸G �F ÛF ù F Ö F ÛG "4 E� ¥F ç G �F é H�0ò(ýFûFôFÔFöFÿF F̧ÂGT GG GV Fø GV Gw GdGyGE
Fþ'vG"�g!·Fç Fö Fß Fð Få FÔH�F¹Go GQ GIGŠGF G"�P7VFéG� �SFûGU G1 GG G= Fû�iFÝ3¸G
G�G�G; GsGŠFþ3ÿ�ØFþ ���Fû�z'gFñ G�FéF¹Go GQ GIGŠGF G"GU G1 GG G= Fû�iFÝ3¸G� Fú
Go GQ GIGŠGF#Õ�BGE GG GT GnFÛ G� Fþ(ç(‹Fú�w�™GzGŠ GV Fþ ���Fû�z'gFñ G�FéF¹Fã F
GeFÿF¸CLI Fþ listenerconfig  G A G lG • G W G "� Q# ÝF ç F ï� �� œF ûF ðF á� <# ÝF ÷ F Ý G �F éF ¹

�W 5-2 FûF3̧ Fô�è�VFþ G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G G G "� âF ôG 0G e G w G 2 G 0 G • G GpGUGy�VF÷GE GG
Gn G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fû G� Fó Fö�8�B Få G�G� �M+á$×Fú7Á�Ê Go GŠGy G@GŠ GV G4 G5 G2 �S�BG
G�FéF¹2 FôFþ Gx GGGXGŠFÜ�8�B Få G�G�FéF¹FÒ G� G2 G• GMGŠGc G5 G2 GG�VF÷ G2 G•G^G
FûFéG� FïG�FþG_Gd Gx GQ G= G x G GG XG Š F ø F �̧ 9F þ IP G 2 G • G MG ŠG c G 5 G 2 G G� VF ÷G 0 G 4 G V G ^
�•+�FûFéG� FïG�FþGe Gw G2GgGŠ GV G x G GG XG ŠF ÷F éF ¹

�W 5-3 FûF2̧ FôFðFá G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G G G "� âF ôG 0G e G w G 2 G 0 G • G G GpGUGy�VF÷GE GG G 
G I G Q G V G 0 G Q G e G4 G1 GDGŠ GW Fû G� Fó Fö�8�B Få G�G� �M+á$×Fú7Á�Ê Go GŠGy G@GŠ GV G4 G5 G2 �S�BG"&
FéF¹G2 G•G^G4 G• GW �K)FFÚG�G�G0 G4 GV G^G4 G• GW �K)FFþ�g�‰G"�f�jFéG� FïG�FûF �̧"�M IP G 2 G • G MG
G c G 5 G 2 G G F ÷ 1 FôFþ Gx GGGXGŠFÜ�8�B Få G�G�FéF¹
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  Gx GGGXGŠFþ�Q#Ý

=FÚG�

2G ŠG C

y
Û G� Fþ

G G V F û

G�FéF¹

2G Š

"

 Æ
F G"�w�™
�W5-2 3 Fô�è�VFþG2GŠGCG[ GQ GV G2 G• GMGŠGc G5 G2GGG"�âFôG0Ge Gw G2G0G•GG GpGUGy�VFþG_Gd Gx GQ G
G�Ge Gw G2GgGŠ GV G x G GG XG Š

G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G GH �Data 2

IP G 2 G • G MG ŠG c G 5 G 2 G GH �

G_Gd Gx GQ G= G x G GG XG ŠH �
FÂInboundMail FÃ 

SMTP

Cisco Email 
GIG; Gs Gx GT G1 G0Ge

G e G w G 2G gG Š G V G x G GG XG ŠH �
FÂOutboundMail FÃ 

G>GyGŠGeG4 G5 G0 GCGŠG^/ G o G Q G IG ŠG F# Õ� BG EG G G TG n 

H��@H� F ã F þG _G d G x G Q G = G x G GG XG ŠF ÿF ¸G
G [ G Q G V G 2 G • G MG ŠG c G 5 G 2 G G Data2 �V
Fþ IP G 2 G • G MG ŠG c G 5 G 2 G G PublicNet 
FþGkGŠ GV 25 �VF÷ SMTP G e G { G V G AG
G"�Q#ÝFçF¸G2 G• GMGŠG[ GQ GV F
Go GQ GIGŠGF G"�w�™Fç G�FéF¹
IP G 2 G • G MG ŠG c G 5 G 2 G G PublicNet FÿF¸
G 2 G • G MG ŠG [ G Q G V � VF þ� �
 ›G i G
Go GQ GIGŠGF G"3æ�™Fç G�FéF¹

IP G 2 G • G MG ŠG c G 5 G 2 G G PrivateNet FÿF 
̧Æ4ŠFþ
G o G ŠG y Gi GG GV Fû Go GQ GIGŠGF G"3æ�™Fç

H��@H� F ã F þG e G w G 2G gG Š G V G x G GG XG ŠF ÿF ¸G
GCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G G Data1 �V
Fþ IP G 2 G • G MG ŠG c G 5 G 2 G G PrivateNet Fþ
GkGŠ GV 25 �VF÷ SMTP G e G { G V G A G yG
�Q#ÝFçF¸.example.com  G W G o G 2 G •F þ
4ŠGE GG GT GnFÛ G� Fþ Go GQ GIGŠG
F ç G �F éF ¹

G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G GH �Data 1

IP G 2 G • G MG ŠG c G 5 G 2 G GH �

G w G 2 G 0G • G G

PublicNetH��[ 92.168.2.1H�

PrivateNetH��[ 192.168.1.1H�
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  Gx GGGXGŠFþG>G{GŠG^Gy0¿��

GXGŠFû�s8jFç G�FéF¹Gx
GFþ
1 G Q G =

ç G �F éF ¹

V �ÍFÿ
�W5-3 2 FôFðFáG2GŠGCG[ GQ GV G2 G• GMGŠGc G5 G2GGG"�âFôG0Ge Gw G2G0G•GG GpGUGy�VFþG_Gd Gx GQ G= 
G x G GG XG Š

Gx GGGXGŠFþG>G{GŠG^Gy0¿��
Gx GGGXGŠFþG> G{GŠG^Gy0¿��FÿF¸G0Ge Gw G2 G0 G• GG F÷0¿�� Få G�FïFéG	FöFþ Gx GG
GGGXGŠFÜF¸G2 G• GMGŠG[ GQ GV G e G { G V G AG y G^GŠGF Gu G• 4H�IPv4H�FÚG�G�G^GŠGF Gu G• 6H�IPv6H�G0 GW Gz G
�g�‰G"�âFôG2 G• GMGŠGc G5 G2 GG G"�Q#ÝFéG� ���œF¸Gx GGGXGŠFþ0¿��Fÿ IPv4 FÚG�G � IPv6 G V G w G c G
Fþ�g�‰Fû4:#Ý Få G�G�FéF¹

�m8p 

GGGT GQ Ge1 [G [ G Q G V G }G Š G = H �NetworkH�] > [ G x G GG XG ŠH �ListenersH�] G"4E�¥Fç G�FéF¹

GGGT GQ Ge2 [G > G {G ŠG ^G y0 ¿� �G ") …7 ŸH �Edit Global SettingsH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge3 ��Fþ/²Fû��*O Få G�Fï0¿��G"�š�f Fç G�FéF¹

G2GŠGCG[ GQ GV G 2 G • G MG ŠG c G 5 G 2 G GH �Data 2

IP G 2 G • G MG ŠG c G 5 G 2 G GH �

G_Gd Gx GQ G= G x G GG XG ŠH �
FÂMailInterface FÃ 

SMTP

Cisco Email 
GIG; Gs Gx GT G1 G0Ge Gw G2 G0G• GG

G>GyGŠGeG4 G5 G0 GCGŠG^/ 

H��@H� F ã F þG _G d G x G Q G = G x G GG XG ŠF ÿF ¸G 2G ŠG CG [ G Q G V G 2 G • G MG ŠG c G 5 G 2 G G Data2 �V
Fþ IP G 2 G • G MG ŠG c G 5 G 2 G G PublicNet FþGkGŠ GV 25 �VF÷ SMTP G e G { G V G AGy
G"�Q#ÝFçF¸G2 G• GMGŠG[ GQ GV FÛ G� Fþ Go GQ GIGŠGFG"�w�™FçF¸.example.com  
G W G o G 2 G •
 ÆF þ
 Æ4 ŠG E G GG TG nF Û G � F þ G o G Q G IG ŠG FG "� p) EF
IP G 2 G • G MG ŠG c G 5 G 2 G G MailNet F ÿF ¸G 2 G • G MG ŠG [ G Q G V � VF þ� �
 ›G i G G G V F ø 
 Æ
4ŠFþ Go GŠGy Gi GG GV Fû Go GQ GIGŠGFG"3æ�™Fç G�FéF¹

G o G Q G IG ŠG F# Õ� BG EG G G TG n 

MailNetH��[H�19.168.2.1H�

/² 5-1 Gx GGGXGŠFþG>G{GŠG^Gy0¿��

G>G{GŠG^Gy0¿�� 1��Â

�q�±� �ì�K)F�X
H�Maximum Concurrent 
ConnectionsH�

Gx GGGXGŠFû� �ìFû�K)FF÷ FÝ G� �q�±�XG"0¿��Fç G�FéF¹GUGc G7Gy G 
300 F÷FéF¹Gx GGGXGŠFÜ IPv4 Fø IPv6 Fþ�g�‰Fþ�K)FG"�wFá
°G�G� ���œF �̧K
)F�XFÿ 2 FôFþ6ëF÷�(4Ä Få G�G�FéF¹Fï Fø FØG��q�±� �ì�K)F�XFÜ 300 Fþ��
�œF¸IPv4 FÚG�G � IPv6 �K)FFþ�q�±� �ì�K)F�XFÜ�œ0£  300 G"2xFØ G� Fã Fø
FÿF÷ FÝ G�FëG#F¹
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  Gx GGGXGŠFþG>G{GŠG^Gy0¿��

y

Fû1*�ZF÷ FÝ G�
GFGŠFúGE GG

ĢUGŠGM FÜ'ö#.
G• GGFû�s8jG"

FûFé

Q GIGŠGF

4)Fç Fï���œ

û�»�KFç Fï

y GV �Í

� �‡

n

ç G� FÖ
�
Fþ

y GV �Í
�q�±  TLS � �ì�K)F�X
H�Maximum Concurrent TLS 
ConnectionsH�

FéG	FöFþ Gx GGGXGŠF÷Fþ� �ì TLS �K)FFþ�q�±�XG"0¿��Fç G�FéF¹GUGc G7G
G V � ÍF ÿ 100 F÷FéF¹Gx GGGXGŠFÜ IPv4 Fø IPv6 Fþ�g�‰Fþ TLS �K)FG"�wFá
°
G�G� ���œF �̧K)F�XFÿ 2 FôFþ6ëF÷�(4Ä Få G�G�FéF¹Fï Fø FØG��q�±� �ì�K)F
�XFÜ 100 Fþ���œFI̧Pv4 FÚG�G � IPv6 Fþ TLS �K)FFþ�q�±� �ì�K)F�XFÜ�œ
0£ 100 G"2xFØ G� Fã Fø FÿF÷ FÝ G�FëG#F¹

G 2 G •G F G 5 G = G E G u G • G9G4G•
GM Gx GI GQ GV �‡6ëH�Injection 
Counters Reset PeriodH�

G2 G• GF G5 G= GE Gu G•�D�šG9 G4 G• GM FÜ Gx GI GQ GV Få G�Fï���œ
FéF¹�¨�XFþ IP G0 GW Gz GGFþG9 G4 G• GM G"'ö#.Fç FöFÔ G�8��–FûGa
GT GnFþ���œF¸G9 G4 G• GM G" G� G� 8–)¾FûH�Fï Fø FØG�F¸60 �(6ë7xF÷FÿFú Fß 15 
�(6ë7xF÷H� Gx GI GQ GV FéG� G� FÖ Fû0¿��Fç G�FéF¹Fã G�Fû G� G� F
�Y+�FúGC G2 GHFû G� F÷�Q�±Fç Fï G� F¸GE GG GT GnFþG_Gc G7GŠGl
�ZFØFï G� FéG� Fã Fø G"�G4JF÷ FÝ G�FéF¹

#'�~FþGUGc G7Gy GV �ÍFÿ 1 �ì6ëF÷FéF¹�q�`  1 �(H�60 &ÊH�FÛ G� �q�± 4 �ì6ë
H�14,400 &ÊH�G� F÷Fþ�‡6ëG"�æ��F÷ FÝ G�FéF¹

G2 G• GF G5 G= GE Gu G•�D�š�‡6ëH�7-26 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�w�™�K)FFþGM G2GnG0G4 GV
G�F÷Fþ�…Fñ�ì6ëH�Timeout 
Period for Unsuccessful 
Inbound ConnectionsH�

AsyncOS FÜ�»�KFç Fï%T�™�K)FFÜ6âFè G� G�G� G� F÷FíFþ G� G�Fþ"g�Â
G� �w� �‡6ëG"0¿��Fç G�FéF¹

�»�KFç Fï�K)FFÿ SMTP G9 G•G^GIGŠGE Gu G• Fø Fú G� F �̧G�–Fú Go G G2
G• GF G5 G= GE Gu G•FÜ$Î#ÕFéG� Fã Fø Fú Fß F¸SMTP G A G lG • G W G � F ïF ÿ ESMTP 
GA GlG• GW FÜ$Î/œ Få G�)FFá G�FéF¹�æ��Fç Fï GM G2 Gn G0 G4 GV Fû
FÿF �̧�FþG6 GwGŠFÜ3æ�™ Få G�F �̧K)FFÜ0Ž7V Få G�G�FéF¹

FÂ421 Timed out waiting for successful message injection, disconnecting.FÃ

�G�–Fú Go GQ GIGŠGF G2 G• GF G5 G= GE Gu G•FÜ$Î#ÕFéG� G� F÷F �̧K)FF
F ø 0 bF ú F å G �G �F éF ¹

G_Gd Gx GQ G= G x G GG XG ŠF þ SMTP �K)FFûFþG��Q#ÝF÷ FÝ G�FéF¹GUGc G7G
Fÿ 5 �(F÷FéF¹

FéG	FöFþG2 G•G^G4G• GW �K
)FFþ�œ0£�ì6ë�D7HH�Total 
Time Limit for All Inbound 
ConnectionsH�

AsyncOS FÜ%T�™�K)FFÜ6âFè G� G�G� G� F÷FíFþ G� G�Fþ"g�ÂFûFéG� �w
6ëG"0¿��Fç G�FéF¹

Fã Fþ0¿��FÿF �̧q�±0Á���K)F�ì6ëG"4:#ÝFéG� Fã Fø Fû G� G� F¸GE GG GT G Gx
GK GŠGG G"�–�âFéG� FïG�Fþ G� FþF÷FéF¹Fã Fþ�q�±�K)F�ì6ëFþ(Ù 80% FÜ)�4#
FéG� Fø F �̧ �Fþ Go GQ GIGŠGFFÜ/ ²&g Få G�G�FéF¹

FÂ421 Exceeded allowable connection time, disconnecting.FÃ

G0Ge Gw G2 G0 G• GGFÿF �̧K)FFÜ�q�±�K)F�ì6ëFþ 80% G"2xFØ G� Fø F �̧K)FFÜ
Go GQ GIGŠGFFþ3õ�pF÷�)�• Få G�G� Fã Fø G"75Fà FïG�Fû�K)FG"�)�•F
Fø Fç G�FéF¹%T�™�K)FG"�q�±�K)F�ì6ëFþ 80% Fû�?4)FéG� �‡6ë6äFÔFöFÔ G
���œF $̧Î#ÕFéG� �•+��öFÜFÒ G� �e8ŸF÷FéF¹�ì6ë�D7HG"�æ��FéG� ���œF¸Fã
Fç FÝ FÔ�ÍFû�@�–Fç Fö Fß Fð Få FÔF¹

G_Gd Gx GQ G= G x G GG XG ŠF þ SMTP �K)FFûFþG��Q#ÝF÷ FÝ G�FéF¹GUGc G7G
Fÿ 15 �(F÷FéF¹

/² 5-1 Gx GGGXGŠFþG>G{GŠG^Gy0¿��

G>G{GŠG^Gy0¿� � 1 ��Â
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  GUI FÛG�FþGx GGGXGŠFþ�8�BFûG� G��K)F0[�ÓFþGx GQ GGG•

GW Fþ�š�fFû6õFéG�

GGG•

�


� ¢ F å G �G �F éF ¹

gGyH�
� Fã Fø F÷F¸
4 G • G GF éG � F ïG �F ¸

�“F÷
Gz GGFÚG�G��›�w

éF¹

GV

FÖ Go GQ GIGŠ

G�F¹

�FéF¹
GGGT GQ Ge4 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

6õ4�8o% 

• 0
�XFþG6G• GAGŠGU G1 G• G>FÜ�µG�G�G� Go GQ GIGŠGFFþ0¿��H�localeconfigH�5-7 GhGŠGFH�

0
�XFþG6G• GAGŠGU G1 G•G>FÜ�µG�G�G� Go GQ GIGŠGFFþ0¿��H�localeconfig
Go GQ GIGŠGF��#.�pFþ Go GQ GIGŠGFFþGf GQ GNGŠFÚG�G�Gc GQ GMGŠFþG6G• GAGŠ 
AsyncOS Fþ�·�8G"0¿��F÷ FÝ G�FéF¹Fã Fþ0¿��Fÿ GUI F Û G � F ÿ/ œF Ø G �F ëG #F ¹� æG � G � F ûF ¸CLI Fþ 
localeconfig  G "�Q#ÝFç Fö0¿� �Fç G �FéF ¹

GUI FÛG�FþGx GGGXGŠFþ�8�BFûG�G��K)F0[�ÓFþGx GQ
�m8p 

GGGT GQ Ge1 [G [ G Q G V G }G Š G = H �NetworkH�] > [ G x G GG XG ŠH �ListenerH�] G"4E�¥Fç G�FéF¹

GGGT GQ Ge2 [ G x G GG XG ŠG "3 ã� •H �Add ListenerH�] G " G = G x G Q G = F ç G �F éF ¹

HAT 4����Ä�° Go GQ GIGŠGF�w�™*…GzGgGyF÷ HAT �Ä�°G"��/œFéG� FÛFù FÖ FÛG"0¿��Fç G
FéF¹GUGc G7Gy GV F÷FÿF¸HAT F û G � F ó F ö� Ä� ° F å G �F ï� K) FF ÿ SMTP G 9 G •G ^
GIGŠGE Gu G•Fþ6ä���ìFûG^GXGŠ G o G Q G IG ŠG F G " F ø G � F ú F ó F ö)

HATFÂ�Ä�°FÃ0¿��F÷7Á�Ê Go GŠGyFÜ�Ä�° Få G�G� Fø F¸AsyncOS F÷Fÿ SMTP G9
G•G^GIGŠGE Gu G•Fþ6ä���ìF÷FÿFú Fß F¸Go GQ GIGŠGF�w�™*…GzGRCPT 
TOH�F÷�Ä�°G"��/œF÷ FÝ G�FéF¹Fã Fþ�‰�2F÷ Go GQ GIGŠGF G"�Ä�°FéG
G o G Q G IG ŠG FF þ� Ä� °F Ü4 �� � F å G � G o G Q G IG ŠG FF ÜG ^G
AsyncOS Fÿ�Ä�° Få G�Fï Go GQ GIGŠGFFû6õFéG� G� G� 0ò(ýFú�_��G"�v
FÝ G�FéF¹Fï Fø FØG�F Ģd G{ GQ G= Få G�Fï Go GQ GIGŠGFFþG0 GW
�™*…FþG0 GW Gz GG FÛ G� Go GŠGyG"/²&gF÷ FÝ G�FéF¹G� FïF¸HAT �Ä�°Fþ4���Fû
G� Fó FöF 3̧æ�™
� MTA FÜ�1�Ø G� 
Ì0è/œ Få G�G� �•+��ö G� �` Få Fß Fú G� G�F

HAT 4����Ä�°G" G2 G[GŠGdGyFûFéG� Fø F �̧�Fþ�·�8FÜ$Î#ÕFç G�FéF¹

• MAIL FROM GA GlG• GW FÜ0Á�• Få G�G� FÜF¸Go GQ GIGŠGF G8GdGF G5 G=
Fÿ�8�B Få G�FúFÔF¹

• 7Á�Ê Go GŠGyFþ3æ�™FþFïG�FþG0 G= GI GGFÜ�Ä�° Få G�Fï Fø FÔ
GFFÜ/²&g Få G�F F̧éG	FöFþ RCPT TO G A G lG • G W F Ü� Ä� ° F å G �G �F ¹

• SMTP AUTH G"�Q#ÝFç Fö3æ�™
� MTA FÜ1�0É Få G�G� ���œF¸RELAY 
Gk Gx GEGŠFÜ0Á�• Få G�F¸Go GŠGyG"3û�–FùFÚ G� Fû3æ�™F÷ FÝ

H��@H� CLI Fþ listenerconfig  --> setup  GAGlG• GW FÛG�FþG�0¿��F÷FÝ G

/² 5-1 Gx GGGXGŠFþG>G{GŠG^Gy0¿��

G>G{GŠG^Gy0¿�� 1��Â
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  GUI FÛG�FþGx GGGXGŠFþ�8�BFûG�G��K)F0[�ÓFþGx GQ GGG•

å FÔF¹Gx GG

G V F Û G �7 Á� Ê G o G ŠG y

ŠH�G[ GQ GV

GF ÚG �G �
G ^G Š
� ‰F þ

# Ý
Ý G �F éF ¹

FÝ G�FéF¹

FÝ G�FéF¹
GGGT GQ Ge3 ��Fþ/²Fû��*O Få G�FöFÔ G�0¿��G"0¿��Fç G�FéF¹
/² 5-2 Gx GGGXGŠFþ0¿��

[�¡�SH�NameH�] Gx GGGXGŠFûFÿF (̧F�"Fû�g!·F÷ FÝ G� G� FÖ Fû�M�–Fþ�¡�SG"�ÜFáFö Fß Fð F
GXGŠ#ÝFû��*OFéG� �¡�SF÷FÿF �̧±�e�Ð Fø �`�e�ÐFÜ�
�9 Få G�G�FéF¹AsyncOS F÷FÿF¸
0
�XFþ Gx GGGXGŠFû� �MFþ�¡�SG"�ÜFá G� Fã Fø FÿF÷ FÝ G�FëG#F¹

[G x G GG XG ŠF þG M G 2 G e
H�Type of ListenerH�]

��Fþ Gx GGGXGŠ G M G 2 G eF þF ÔF êG �F ÛG "4 E� ¥F ç G �F éF ¹

• G_Gd Gx GQ G= F¹G_Gd Gx GQ G= G x G GG XG ŠF ûF ÿF ¸G 2 G • G MG ŠG [ G Q
G"�w�™FéG� FïG�FþGUGc G7Gy GV "I�öFÜ�µG�G�G�FéF¹

• G e G w G 2G gG Š G V F ¹G e G w G 2G gG Š G V Gx GGGXGŠFÿF Ģe Gw G2GgGŠ GV H�
Æ4
G}GŠ G= F÷�Q#ÝFéG� Fã Fø G"% $× Fø Fç FöFÔG�FéF¹

[G 2 G • G M G ŠG c G 5 G 2 G G
H�InterfaceH�]

Gx GGGXGŠG"�8�BFéG�0¿���íG�G0Ge Gw G2 G0 G• GG Fþ IP G 2 G • G MG ŠG c G 5 G 2 G 
TCP GkGŠ GV G"4E�¥Fç G�FéF¹G2 G• GMGŠGc G5 G2 GG F÷�Q#ÝFéG� IP G 0 G W G z G GF þ
G F G u G •F û G � F ó F öF ¸G x G GG XG ŠF ÿ IPv4 G 0 G W G z G GF ¸IPv6 G 0 G W G z G GF ¸G � F ïF ÿ� g
G^GŠGF Gu G•FÛ G� Fþ�K)FG"�wFá
°G�G�FéF¹GUGc G7Gy GV F÷FÿF¸SMTP F÷FÿGkGŠ GV 
25 G"�Q#ÝFçF¸QMQP F÷FÿGkGŠ GV 628 G"�Q#ÝFç G�FéF¹

[G^G4G•GG GeG{
G c G / G 2G yH �Bounce 
ProfileH�]

G^G4 G• GG G e G { G c G / G 2 G yG "4 E� ¥F ç G �F éH �CLI Fþ bounceconfig  G A G lG • G W G "� Q
F ç F ö� 8� B F å G �F ïG ^G 4 G • G G G e G { G c G / G 2 G yG " G x G G G V F Û G �4 E� ¥F ÷ F� ‚Fç FÔ
G^G4 G• GG G e G { G c G / G 2 G yF þ� 8� BH �23-41 GhGŠGFH�G"�g!·H�F¹

[�V0°Fþ
 2��²8o
H�Disclaimer AboveH�]

7Á�Ê Go GŠGyFþ�VG� FïFÿ�WFû�ç�ÜFéG� 
 2��²8oG"4E�¥Fç G�FéH�[ G o G ŠG yG k G x
GEGŠH�Mail PoliciesH�] > [GTG; GG GV Gx GK GŠGGH�Text ResourcesH�] GhGŠGF G� FïFÿ 
CLI Fþ textconfig  GA GlG• GW F÷�8�B Få G�Fï�e'vG" Gx GG GV FÛ G� 4E�¥F÷
FÂGTG; GG GV Gx GK GŠGGFÃFþ'vG"�g!·H�F¹

[�W0°Fþ
 2��²8o
H�Disclaimer 
BelowH�]

7Á�Ê Go GŠGyFþ�VG� FïFÿ�WFû�ç�ÜFéG� 
 2��²8oG"4E�¥Fç G�FéH�[ G o G ŠG yG k G x
GEGŠH�Mail PoliciesH�] > [GTG; GG GV Gx GK GŠGGH�Text ResourcesH�] GhGŠGF G� FïFÿ 
CLI Fþ textconfig  GA GlG• GW F÷�8�B Få G�Fï�e'vG" Gx GG GV FÛ G� 4E�¥F÷
FÂGTG; GG GV Gx GK GŠGGFÃFþ'vG"�g!·H�F¹

[SMTP 1�0ÉGeG{
G c G / G 2G yH �SMTP 
Authentication 
ProfileH�]

SMTP 1�0ÉGe G{ Gc G/ G2 GyG"�æ��Fç G�FéF¹

[0É�Â�i
H�CertificateH�]

G x G GG XG ŠG �F þ TLS �K)FFþFïG�Fþ0É�Â�iG"�æ��Fç G�FéH�[G [ G Q G V G }G Š G =
H�NetworkH�] > [0É�Â�iH�CertificatesH�] GhGŠGF G� FïFÿ CLI Fþ certconfig  G A G lG •
GW F÷3ã�• Få G�Fï0É�Â�iG" Gx GG GV FÛ G�4E�¥F÷ FÝ G�FéF¹�ÚFþ MTA Fø Fþ�/�•�ì3û
�™Fþ�+0[H�22-1 GhGŠGFH�G"�g!·H�F¹
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  GUI FÛG�FþGx GGGXGŠFþ�8�BFûG� G��K)F0[�ÓFþGx GQ GGG•

2 G 0 G • G G F ÜF ¸

Gz GG0Ž

GG

�Ð

·�8
ÔG�FéF¹

G 9 G Q G A F ÷� VG �G �F öF Ô G �H �

G�F ï
F éF ¹

ÔG[ GG GV

z GG FþGtGŠGD�¡4Š

"� Q
GGGT GQ Ge4 H��õ�–H���Fþ/²F÷��*O Få G�G� SMTPFÂMAIL FROMFÃFÚG�G�FÂRCPT TOFÃF÷Fþ0Ž�ÒFþ�D�šFþ0¿��G"/œ
FÔG�FéF¹

0¿�� 1��Â

[G 0 G W G z G G G_GŠGCGŠ GM
G 2 G eH �Address Parser 
TypeH�]

��FþG_GŠGCGŠ G M G 2 G eF þF ÔF êG �F ÛG "� Q# ÝF ç F öG 0G e G w G
RFC2821 0d�AFûFùFþ&ì�Ø�]�&Fû =�ÐFéG� FÛG"4E�¥Fç G�FéF¹

Strict GpGŠ GW H�

Strict GpGŠ GW Fÿ RFC 2821 Fû =�ÐFç G�FéF¹Strict GpGŠ GW F÷FÿF¸G0 GW
�ÒFÜ RFC 2821 Fþ0d�AFû =�ÐFç G�FéFÜF �̧�Fþ�[�¥FÚG�G�3ã�•�µ+�FÜFÒ
G � G �F éF ¹

• FÂMAIL FROMH�<joe@example.com>FÃFþ G� FÖ FûF¸GA G{ G•Fþ�‹Fû
GhGŠGG G"��
°F÷ FÝ G�FéF¹

• GW Go G2 G•�¡Fû�W)zG"�Q#ÝF÷ FÝ G�FéF¹

• FÂMAIL FROMFÃGA GlG• GW FÚG�G�FÂRCPT TOFÃGA GlG• GW F÷FÿF �̧±�e
Fø �`�e�ÐFÜ�
�9 Få G�G�FéF¹

• Gb Gx G8 GW Fÿ"I�fFú#Ý3õFû�Q#ÝF÷ FÝ G�FëG#H�Fï Fø FØG�F¸RFC 2821 F÷
FÿFÂJ.D.FÃFþ G� FÖ FúGtGŠGD�¡G"�8�BF÷ FÝ G�FëG#H�F¹

��Fþ8oF÷1��ÂFéG�3ã�•G8GeGE Gu G•FÿF �̧•/¡$×Fû RFC 2821 Fû4*�oFéG�
FïG�F¸G2 G[GŠGdGyFûF÷ FÝ G�FéF¹

Loose GpGŠ GW H�

Loose 0Ž�ÒFÿ�ö�•$×Fû AsyncOS Fþ�è�SFþG^GŠGF Gu G•FÛ G� Fþ�¤�ÑFþ�
F÷FéF¹7Á�Ê Go GŠGy G0 GW Gz GGFþFÂ�è(ôFÃG"�q
ƒ
›FçF �̧�Fþ Fã Fø G"/œF

• G A G o G • G V F þ! “0 iF ¹G [ G G G V F å G �F ï G A G o G • G V H �
FÜGCGkGŠ GV Få G�F F̧íG� G� Fÿ!“0i Få G�G�FéF¹

• FÂRCPT TOFÃGA GlG• GW FÚG�G�FÂMAIL FROMFÃGA GlG• GW F÷�æ� � Få
7Á�Ê Go GŠGy G 0 G W G z G G F þ� S� ‹F ûF ÿ� £G 9 G Q G A F Ü� Y0 [F ÷

• 0
�XFþG[ GG GV Få G�Fï�£G9 GQ GA G"�Q#ÝF÷ FÝ G�FéH��q G� �ÝF Gz
GgGyFþ7Á�Ê Go GŠGy G 0 G W G z G G F Ü� è( ô F å G �G �H �F ¹

[8 G a G Q G V G tG ŠG D� ¡G "0 Á
�•H�Allow 8-bit User 
NamesH�]

G2 G[GŠGdGyFûFéG� Fø F Ḩ�G6 GG G?GŠGe��#.Fú Fç F÷H�G0 GW G
�(Fû  8 Ga GQ GV Fþ�e�ÐG"�Q#ÝF÷ FÝ G�FéF¹

[8 G a G Q G V G W G o G 2 G •� ¡G "
0Á�•H�Allow 8-bit 
Domain NamesH�]

G2 G[GŠGdGyFûFéG� Fø F¸G0 GW Gz GG Fþ GW Go G2 G•4Š�(Fû 8 G a G Q G V F þ� e� ÐG
#ÝF÷ FÝ G�FéF¹
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  GUI FÛG�FþGx GGGXGŠFþ�8�BFûG�G��K)F0[�ÓFþGx GQ GGG•

( GW Go G2 G•Fÿ
FéF¹

G8GeGE Gu

•
ÝF ç G �

F ó F ö

GGFÚG�G��ö
²�Ÿ8í GW
G� Fó FöF¸Gx GG

G9 GG GM Gl G2 GHF÷

"3ã�•H��Ü�•H�Fë
GV Fþ3æ�™*…

Fÿ7Á�Ê Go GŠGy
yFÜ
Fø F¸

GŠGT G1
>FÿF¸
GŠGy

¸
GIGŠGFFÜ3û�–Fù

Ý F þ� ·� 8G "

ø
F¹Go GQ GIGŠGF
��§

Gy
[4Š�( GW Go G2 G• G"0Á�•
H�Allow Partial 
DomainsH�]

G2 G[GŠGdGyFûFéG� Fø F 4̧Š�( GW Go G2 G• G"�Q#ÝF÷ FÝ G�FéF¹4Š�
�ö
²Fú GW Go G2 G•F÷FÿFú Fß F¸GW GQ GV Fú Fç Fþ GW Go G2 G•F÷

��FþG0 GW Gz GGFÿF 4̧Š�( GW Go G2 G•Fþ�[F÷FéF¹

• foo

• foo@

• foo@bar

GUGc G7Gy GV Fþ GW Go G2 G•�µ+�G"�G�–Fû�·�8FåFëG� FïG�FûF¸Fã Fþ
G • G " G 2 G [G ŠG dG yF ûF éG ��²0[FÜFÒ G� G�FéF¹

[GUGc G7Gy GV GW Go G2 G• G"3ã�•H�Add Default DomainH�]H��ö
²�Ÿ8í GW Go G2 G
�¡F÷FÿFú Fß F ĢUGc G7Gy GV Fþ GW Go G2 G• G"7Á�Ê Go GŠGy G 0 G W G z G GF û� Q#
FéF¹[SMTPG 0 G W G z G G0 Ž� ÒG 8G eG E G u G •H �SMTP Address Parsing optionsH�] F÷ 
[4Š�( GW Go G2 G• G"0Á�•H�Allow Partial DomainsH�] F Ü G 2 G [G ŠG dG yF ûF ú
FÔFúFÔ7H G� F¸Fã FþG8GeGE Gu G•FÿGU G1 GIGŠGdGyF÷FéH�GUI F Û G � F þ G x G G
GXGŠFþ�8�BFû G� G� �K)F0[�ÓFþ Gx GQ GG G•H�5-7 GhGŠGFH�G"�g!·H�F¹Fã G�Fÿ
FÂGUGc G7Gy GV 3æ�™*… GW Go G2 G•FÃG"3æ�™*…FþG0 GW Gz
Go G2 G•�¡G"�µG� FúFÔ�w�™*…FþG0 GW Gz GG Fû3ã�•FéG� Fã Fø Fû
GXGŠFÜ Gx GzGŠFéG�7Á�Ê Go GŠGyG"�š�fFéG� �‰�2Fû�s8jFç G�Fé H�0•FÔ�nFØ
G� Fø F¸Gx GGGXGŠFþFÂFíFþG� G� FþFÃG0 GW Gz GG Fþ��#.�‰�2G"
F Ý G �F éH �F ¹

�‘�¶FþGE GG GT GnF÷F 3̧æ�™*…G0 GW Gz GG Fû�û��Fþ GW Go G2 G• G
FêFû7Á�Ê Go GŠGyG"3æ�™FéG� ���œF¸Fã G�G"�Q#ÝFç FöGUGc G7Gy
GW Go G2 G• G"3ã�•F÷ FÝ G�FéF¹Fï Fø FØG�F �̧‘�¶FþGE GG GT GnF÷
Fþ3æ�™*… Fø Fç Fö+¬�·$×Fû�e�Ð�4FÂjoe FÃFþG�FÜ
°�Š Få G�Fï7Á�Ê Go GŠG
�8�B Få G�G�FéF¹GUGc G7Gy GV Fþ3æ�™*… GW Go G2 G• G"�š�fFéG�
FÂ@yourdomain.com FÃFÜFÂjoe FÃFû�Ü�• Få G�F �̧ö
²�Ÿ8í3æ�™*…�¡ 
joe@yourdomain.com  FÜ�8�B Få G�G�FéF¹

[ G K G ŠG G GyGŠGT G1 G• G>
H�Source RoutingH�]

FÂMAIL FROMFÃG0 GW Gz GGFÚG�G�FÂRCPT TOFÃG0 GW Gz GG F÷3æ�™
–Gy
G• G>FÜ�è�� Få G�Fï���œFþ�·�8G"�ô�� Fç G�FéF¹3æ�™
–GyGŠGT G1 G• G
0
�XFþFÂ@FÃ�e�ÐG"�Q#ÝFç FöGyGŠGT G1 G• G> G"�æ��FéG�F 7̧Á�Ê Go G 0 G W
Gz GG Fþ"I�fFú�g�'F÷FéH��[H�@one.dom@two.dom:joe@three.domH�F¹
FÂrejectFÃG"0¿��FéG� Fø F¸G0 GW Gz GGFÿ�Ä�° Få G�G�FéF¹FÂstripFÃG"0¿��FéG� Fø F
G0 GW Gz GG Fþ3æ�™
–GyGŠGT G1 G• G>4Š�(FÜ�P7V Få G�F¸Go GQ
F Ú G � � �
 ° F å G �G �F éF ¹

[�Y�ÂFúG0 GW Gz GG�e�Ð
H�Unknown Address 
LiteralsH�]

G E G G G T G nF ÷� �# .F ÷ F Ý F úF ÔG 0 G W G z G G G x G T G w G yG "� w� ™F ç F ï F ø F
�ô�� Fç G�FéF¹#'�~FÿF¸IPv4 �è�¥FþFéG	FöF÷FéF¹FíFþFïG�F F̧ï Fø FØG� IPv6 
G 0 G W G z G G Gx GT Gw GyFþ���œF Ģe G{ GV GAGy GzGgGyF÷�Ä�°FéG� FÛF �̧w�™�‹Fé
F à F ûG ]G Š G W G^G4 G• GG G"/œ FÖ Fã Fø FÜF÷ FÝ G�FéF ¹

Gx GT Gw GyFÜ�µG�G�G� �w�™*…G0 GW Gz GGFÿ�6�ìG]GŠ GW G^G4 G• GG Fþ�N� I F
Fú G� G�FéF¹3æ�™*…G0 GW Gz GGFÿ4Ä�™ Få G�G� ���œFÜFÒ G� G�Fé
G"4Ä�™F÷ FÝ FúFÔ���œF Ģ]GŠ GW G^G4 G• GG FÜG]GŠ GW G^G4 G• GG Få G�G�FéH
5�G]GŠ GW G^G4 G• GGH�F ¹

�Ä�° Få G�Fï���œF 3̧æ�™*… Fø �w�™*…FþG0 GW Gz GG FÜGe G{ GV GA GzGgGyF÷Fé
F à F û� Ä� ° F å G �G �F éF ¹

0¿�� 1��Â
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  GUI FÛG�FþGx GGGXGŠFþ�8�BFûG� G��K)F0[�ÓFþGx GQ GGG•

ú0¿��G"0¿��Fç

¿��

éF¹

=

Fþ

¸G x G G
F éG �7 Á� Ê
ûF éG � F û
¹

ŠG FF û
GIGŠGFFÜ

c G w G G G V G w G = G O G q F þ
G �

G Š G = F þ G V G k G { G FF Ü
G 1

Š
F¹

0 G• GG

•
ç G �F éF ¹
GGGT GQ Ge5 H��õ�–H���Fþ/²Fû��*O Få G�FöFÔ G� Gx GGGXGŠFþ�·�8G" G9 GG GM Gl G2 GHFéG� FïG�Fþ9×�ØF
G�FéF¹

GGGT GQ Ge6 H��õ�–H���Fþ/²Fû��*O Få G�FöFÔ G� Fã Fþ Gx GGGXGŠFû6õ4��ÜFá G� G�Fï LDAP G= G6 Gx GŠG"�D�šFéG�0
G"/œFÔG�FéF¹

[GtGŠGD�¡F÷��Fþ�e�Ð
G"�Ä�°H�Reject These 
Characters in User 
NamesH�]

�e�ÐH�Fï Fø FØG�F¸% G� !H�G"�µG�GtGŠGD�¡G"
°�ŠFéG� Fø F �̧Ä�° Få G�G�F

0¿�� 1��Â

[�q�±� �ì�K)F�X
H�Maximum Concurrent 
ConnectionsH�]

0Á�• Få G�G� �q�±�K)F�XF¹

[TCP G x G Q G G G •# Ý
G ; G sG Š G C G 2 G HH �TCP 
Listen Queue SizeH�]

SMTP GCGŠG^FÜ�wFá
°G�G� �SFû AsyncOS F÷'ö#. Få G�G� �K)FFþG^ GQ G
G { G >F ¹

[CR Fø LF Fþ�v G� �…FÔ
H�CR and LF HandlingH�]

FíFþG� G� Fþ CRH��Ÿ�•H��e�ÐFÚG�G� LFH��5/œH��e�ÐG"�µG� Go GQ GIGŠGF
��#.�‰�2G"4E�¥Fç G�FéF¹

• [�G�–H�CleanH�]F¹Go GQ GIGŠGF G"0Á�•Fç G�FéFÜF F̧íFþG� G� Fþ CR �e�ÐFÚ
G�G� LF �e�ÐG" CRLF �e�ÐFû�š�nFç G�FéF¹

• [�Ä�°H�RejectH�]F¹Go GQ GIGŠGF G"�Ä�°Fç G�FéF¹

• [0Á�•H�AllowH�]F¹Go GQ GIGŠGF G"0Á�•Fç G�FéF¹

[Received G f G Q G NG ŠG "
3ã�•H�Add Received 
HeaderH�]

FéG	FöFþ�w�™ Go GŠGyFû Received G f G Q G NG ŠG "3 ã� •F ç G �F éF ¹G � F ïF
GXGŠFÿ�› Go GQ GIGŠGFFû Received: G f G Q G NG ŠG "3 ã� •F ç F ö G x G zG Š
Go GŠGyG"�š�f Fç G�FéF¹Received: G f G Q G NG ŠF Ü� µG �G �F úF Ô G � F Ö F
FÿF¸Fã FþG8GeGE Gu G• G"�Q#ÝFç FöGU G1 GIGŠGdGyFû Fç G�FéF

H��@H� Received: G f G Q G NG ŠF ÿF ¸G }G Š G = G ; G sG ŠF þ� �# .F ÷F ÿ G o G Q G IG
3ã�• Få G�G�FëG#F¹Fã FþGf GQ GNGŠFÿ4Ä�™FþFïG�Fû Go GQ
G ; G sG ŠF Û G � � �F ï F ø F Ý F û3 ã� • F å G �G �F éF ¹

Received: G f G Q G NG ŠG "G U G 1 G IG ŠG dG yF ûF éG � F ø F ¸G 2 G • G
�¥4ŠFû3æ�™ Få G�G�FéG	FöFþ Go GQ GIGŠGFF÷
Æ4ŠGCGŠG^Fþ IP G 0 G W G z G G
F ïF ÿG i G G G V � ¡F Ü/ ²& g F å G �G � F ã F ø F û G � F ó F öF ¸G [ G Q G V G }

¶6ä Få G�FúFÔ G� FÖ FûFéG� Fã Fø FÜF÷ FÝ G�FéF¹Received: G f G Q G NG ŠG "G U
GIGŠGdGyFûFéG�7•FûFÿ�@�–FÜ�²0[F÷FéF¹

[SenderBase IP G e G {
G c G / G 2 G yG "� Q# ÝH �Use 
SenderBase IP 
ProfilingH�]

[SenderBase IPG e G { G c G / G 2 G yG "� Q# ÝH �SenderBase IP ProfilingH�] G " G 2 G [G
GdGyFûFéG� FÛFù FÖ FÛG"4E�¥FçF �̧�Fþ G� FÖ Fû0¿��G"/œFÔG�Fé

• [ G = G 6 G x G ŠF þ G M G 2 G n G 0 G 4 G V H �Timeout for QueriesH�]F¹SenderBase Gz
G b G s G TG ŠG E G u G • GCGŠGa GG FÛ G� !·�
 Få G�G� �_��G" G0Ge Gw G2 G
FÜFùFþ Fß G� FÔFþ�‡6ëG; Gq GQ GE GsFéG� FÛG"��*OFç G�FéF¹

• [�K)FFä Fø FþSenderBaseG M G 2 G n G 0 G 4 G V H �SenderBase Timeout per 
ConnectionH�]F¹SMTP �K)FFä Fø Fþ SenderBase �_��G" G0Ge Gw G2 G0 G
G G F ÜF ùF þ F ß G � F ÔF þ� ‡6 ëG ; G q G Q G E G sF éG � F ÛG "� �* O F

0¿�� 1��Â
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  GUI FÛG�FþGx GGGXGŠFþ�8�BFûG�G��K)F0[�ÓFþGx GQ GGG•

¹F ã F þG 8G eG E G u G • G "� Q
eFûFÿF 0̧¿��FéG�
x G Q G = F ç F öG CG dG I G = G E G u G • G "� Ž

G 8G e
G7Gy GV0 ¿� �

V FÛ G�4E�¥Fç

Fú
æ��Fç G�FéF¹

�FéF¹
)FG" GW G{ GQ GeFé

Fç FÝ
ç G�FéF¹

G ŠG "4 E� ¥F ç G �F éF ¹

x G ŠG "4 E� ¥F ç F öF ¸
G Š G W F éG � G 0 G W G z

G "4 E� ¥F ç G �F éF ¹0 ò( ý
F¹
G x G GG XG ŠF þ LDAP G = G 6 G x G ŠG " G 2 G [G ŠG dG yF ûF éG �F ûF ÿF �̧ �F þ0 ¿� �G "� Q# ÝF ç G �F éF
#ÝFéG� �SFûF¸LDAP G= G6 Gx GŠG"�8�BFç FöFÚ Fß �²0[FÜFÒ G� G�FéF¹G= G6 Gx GŠFþ�›GM G2 G
F ïG �F þ� ¶� 9F þG CG dG I G = G E G u G •F ÜF Ò G � G �F éF ¹G = G 6 G x G ŠF þ G M G 2 G eG " G = G
6äFç G�FéF¹

LDAP G= G6 Gx GŠ�8�BFþ0ò(ýFûFôFÔFöFÿF¸LDAP G = G 6 G x H �24-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

GGGT GQ Ge7 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

6õ4�8o% 

• 4Š�( GW Go G2 G•F ĢUGc G7Gy GV G W G o G 2 G •F �̧ Y� GF ú� g� 'F þ MAIL FROMH�5-12 GhGŠGFH�

4Š�(GW Go G2 G•F ĢUGc G7Gy GV G W G o G 2 G •F �̧ Y� GF ú� g� 'F þ MAIL FROM
G6G•GgG{GŠGe3æ�™*…�è0ÉG" G2 G[GŠGdGyFû Fç Fï���œF¸G� FïFÿ Gx GGGXGŠFþ SMTP G 0 G W G z G G0 Ž� Ò
GE Gu G•F÷4Š�( GW Go G2 G•Fþ0Á�•G"GU G1 GIGŠGdGyFû Fç Fï���œF¸Gx GGGXGŠFþGUGc G W G o G 2 G •
FÜ�Q#Ý Få G�Fú Fß Fú G� G�FéF¹

G = G 6 G x G ŠF þG M G 2 G e 1 �� Â

G 0 G = G IG e G V G = G 6 G x G Š G 0 G = G IG e G V G= G6 Gx GŠFþ���œFÿF �̧Q#ÝFéG� G= G6 Gx GŠG" Gx GG G
G�FéF¹LDAP G 0 G = G IG e G V G " G }G Š G = G; GsGŠFþ��#.�pFû��/œFéG� FÛF¸SMTP 
G9 G•G^GIGŠGE Gu G•F÷��/œFéG� FÛG"�æ��F÷ FÝ G�FéF¹

G}GŠG= G; GsGŠFþ��#.�pFû LDAP G0 G= GIGe GV G"��/œFéG����œF �̧M+´Fç
FÔ�w�™*…Fû�PFéG� �·�8 Fø Fç FöF Ģ^G4 G• GG G� FïFÿ GW G{ GQ GeFû�

SMTP G 9 G •G ^G IG ŠG E G u G •F ÷ LDAP G0 G= GIGe GV G"��/œFéG� ���œF¸LDAP 
GCGŠG^Fû�?4)F÷ FÝ FúFÔ���œFû Go GŠGyG"��#.FéG� �‰�2G"�æ��Fç G
Go GQ GIGŠGF G"0Á�•FéG� FÛF¸GAGŠ GW Fø G9 GG GM Gn�Â'ÅF÷�K
G� FÛG"4E�¥F÷ FÝ G�FéF¹�q�‹FûF¸SMTP G 9 G •G ^G IG ŠG E G u G •F ÷ Directory 
Harvest Attack PreventionH�DHAP; GU G1 Gz G= GV Gx "Ó�“�7�Á75�FH�Fþ
FÔ�ÍFû4)Fç Fï���œFû�K)FG" GW G{ GQ GeFéG� FÛFù FÖ FÛG"4E�¥F

SMTP G9 G•G^GIGŠGE Gu G•F÷�w�™*…Fþ�è0ÉG"/œ FÖ Fø F 0̧
�XFþ LDAP G = G 6
Gx GŠ6ëFþ4���G"�*�öF÷ FÝ G�FéF¹Fç FïFÜFó FöF �̧P0ð�g�'Fþ LDAP G 0 G = G I
Ge GV G" G2 G[GŠGdGyFû Fç Fï���œF ĢU G1 Gz G= GV Gx GCGŠG^Fþ2�,´FÜ�Q�±FéG�
F ã F ø F û� @� –F ç F ö F ß F ð F å F ÔF ¹

0ò(ýFûFôFÔFöFÿF¸LDAP G = G 6 G x F þ� +0 [H �24-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð
F å F ÔF ¹

GyGŠGT G1 G• G> G = G 6
G x G Š

GyGŠGT G1 G• G> G = G 6 G x G ŠF þ� �� œF ÿF ¸G x G G G V F Û G � G = G 6 G x
0ò(ýFûFôFÔFöFÿF¸LDAP G = G 6 G x F þ� +0 [H �24-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð
F å F ÔF ¹

G l G G G 9 G zG Š G W G = G 6
G x G Š

G l G G G 9 G zG Š G W G = G 6 G x G ŠF þ� �� œF ÿF ¸G x G G G V F Û G � G = G 6 G
From G � F ïF ÿ CC G f G Q G NG Š G 0 G W G z G G F ø F ÔF óF ïF ¸G l G G G 9 G z
GG G"4E�¥Fç G�FéF¹

0ò(ýFûFôFÔFöFÿF¸LDAP G = G 6 G x F þ� +0 [H �24-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð
F å F ÔF ¹

G>GyGŠGe G = G 6 G x G Š G >G yG ŠG e G = G 6 G x G ŠF þ� �� œF ÿF ¸G x G G G V F Û G � G = G 6 G x G Š
FûFôFÔFöFÿF¸LDAP G = G 6 G x F þ� +0 [H �24-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔ
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  CLI FÛG�FþGx GGGXGŠFþ�8�BFûG� G��K)F0[�ÓFþGx GQ GGG•

GGG•
•

ø 4Ä

�H �

� B
Fã G� G� Fþ�µ+�Fÿ�«FÔFû�<�Ú$×F÷FéF¹

CLI FÛG�FþGx GGGXGŠFþ�8�BFûG�G��K)F0[�ÓFþGx GQ
/² 5-3 FûF¸Gx GGGXGŠFþ�8�BFÚG�G�)…7ŸFû6õ4�FéG� GM GG G= Fû�Q#ÝFéG� listenerconfig  GCGd GA GlG
GW Fþ�M4ŠG"&gFç G�FéF¹

7Á�Ê Go GŠGyFþGyGŠGT G1 G• G>FÚG�G�4Ä�™0¿��Fþ0ò(ýFûFôFÔFöFÿF¸'¨  23 'vFÂGyGŠGT G1 G• G>�µ+� F
�™�µ+�Fþ0¿��FÃG"�g!·Fç Fö Fß Fð Få FÔF¹

6õ4�8o% 

HAT Fþ0ò(ýG_ Gw Go GŠGMH�5-14 GhGŠGFH�

/² 5-3 G x G GG XG ŠG "� 8� BF éG � G M G G G =

G x G GG XG ŠG "� 8� BF éG �
G M G G G = G A G lG • G W F ÚG �G �G CG d G A G lG • G W � g! ·

� ‚Fç FÔ Gx GGGXGŠFþ�8�Blistenerconfig -> new

G x G GG XG ŠF þG >G {G ŠG ^G y0 ¿
��Fþ)…7Ÿ

listenerconfig -> setup G x G GG XG ŠF þG > G {G ŠG ^G y0 ¿�5-5 GhGŠGFH�

G x G GG XG ŠF þG ^G 4G •G G Ge
G{ Gc G/ G2GyFþ�æ��

bounceconfig, listenerconfig
-> edit -> bounceconfig

� ‚ Fç FÔG^G4 G• GG G e G { G c G / G 2 G yF þ� 8
H�23-41 GhGŠGFH�

Gx GGGXGŠG�Fþ
 2��²8oFþ
6õ4��ÜFá

textconfig, listenerconfig 
-> edit -> setup -> footer

SMTP 1�0ÉFþ0¿�� smtpauthconfig, 
listenerconfig -> smtpauth

SMTP G 0 G W G z G G0 Ž� ÒF þ
0¿��

textconfig, listenerconfig 
-> edit -> setup -> address

G x G GG XG ŠF þG UG c G 7G y G V 
G W G o G 2 G •F þ0 ¿� �

listenerconfig -> edit -> 
setup -> defaultdomain

Received: G f G Q G NG ŠF þ7 Á
�Ê Go GŠGyG�Fþ3ã�•

listenerconfig -> edit -> 
setup -> received

FíFþG�G�Fþ CR FÚG�G� LF 
�e�ÐFþ CRLF G�Fþ�š�f

listenerconfig -> edit -> 
setup -> cleansmtp

GiGG GV G 0 G = G IG G GTGŠGd
GyFþ�Ÿ�G

listenerconfig -> edit -> 
hostaccess

G{GŠG9Gy G W G o G 2 G • G �F ï
Fÿ"I��FþGtGŠGDH�RATH�G�
Fþ7Á�Ê Go GŠGyFþ�wFá
°
G�H�G_Gd Gx GQ G= G x G GG XG Š
FþG�H�

listenerconfig -> edit -> 
rcptaccess

Gx GGGXGŠFþ�/�•�ìG9 G•G^
GIGŠGE Gu G•H�TLSH�

certconfig, settls, 
listenerconfig -> edit

�ÚFþ MTA Fø Fþ�/�•�ì3û�™Fþ�+0[H�22-1 
GhGŠGFH�

0É�Â�iFþ4E�¥H�TLSH� listenerconfig -> edit -> 
certificate

�ÚFþ MTA Fø Fþ�/�•�ì3û�™Fþ�+0[H�22-1 
GhGŠGFH�
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  CLI FÛG�FþGx GGGXGŠFþ�8�BFûG� G��K)F0[�ÓFþGx GQ GGG•

F �̧‹G�Fû
G�FéF¹�e�ÐFþ

FÿF¸
HAT Fþ0ò(ýG_Gw Go GŠGM
/² 5-4 F÷FÿF¸HAT Fþ0ò(ýG_ Gw Go GŠGM Fþ�S�eG"��*OFç FöFÔG�FéF¹�è�WFþ�X�ÍFûFôFÔFöFÿ k 
G"3ã�•Fç FöG; G{ G^ G2 GV G"/²FéFÛF �̧‹G�Fû M G"3ã�•Fç Fö Go G:G^ G2 GV G"/²Fé Fã Fø FÜF÷ FÝ
FúFÔ�ÍFÿG^ G2 GV Fø 0bFú Få G�G�FéF¹G0 GG GM Gx GG G= FÜ�ÜFÔFïG_ Gw Go GŠGM/² 5-4 Fû&gFé�š�X�S�eG"
GCGkGŠ GV Fç FöFÔG�FéF¹
/² 5-4 HAT 0ò(ýG_Gw Go GŠGMFþ�S�e

G_Gw Go GŠ GM �S�e � Í � ÍFþ� [

Maximum messages per 
connection

max_msgs_per_session $��• 1000

Maximum recipients per 
message

max_rcpts_per_msg $��• 10000
1k

Maximum message size max_message_size $��• 1048576
20M

F ã F þ G x G GG XG ŠF û0 Á� • F å G �
Fï�q�±� �ì�K)F�X

max_concurrency $��• 1000

SMTP G^GXGŠ GAGŠ GW smtp_banner_code $��• 220

SMTP G^GXGŠ GTG;GG GV H�*H� smtp_banner_text �e�Ð�4 Accepted

SMTP �Ä�°G^GXGŠ GAGŠ GWsmtp_banner_code $��• 550

SMTP �Ä�°G^GXGŠ 
GTG; GG GV H�*H�

smtp_banner_text �e�Ð�4 Rejected

SMTPG^GXGŠGi GG GV �¡G"
�V�iFÝ  

use_override_hostname on | off | 
default

default

override_hostname �e�Ð�4 newhostname

TLS G"�Q#Ý tls on | off | 
required

on

GGG_Gn�P'ÇGG G; Gq G•Fþ�Q
#Ý

spam_check on | off off

G 4 G 2G yG G G G G ; G q G •F þ� Q# Ývirus_check on | off off

1 �ì6ëFÒFï G� Fþ�q�±�w�™
*…�X 

max_rcpts_per_hour $��• 5k

1 �ì6ëFÒFï G� FþG6 Gw GŠ 
GAGŠ GW Fþ�q�±�w�™*…�X

max_rcpts_per_hour_code $��• 452

1 �ì6ëFÒFï G� FþGTG; GG GV
Fþ�q�±�w�™*…�XH�*H�

max_rcpts_per_hour_text �e�Ð�4 Too many
recipients

SenderBase Fþ�Q#Ý use_sb on | off on

SenderBase G z G b G s G TG Š
G E G u G • G G G A G 0F þ� �* O

sbrs[ value1 : value2 ] -10.0- 10.0 sbrs[-10:-7.5]

GU G1 Gz G= GV Gx "Ó�“�7�Á75
�FH�1 �ì6ëFÒFï G� Fþ�q�±
!“� �w�™�±�X

dhap_limit $��• 150
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'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  G6G• GM GŠGe Gw G2GH G@GŠ GV G4 G5 G2�S�B

o GŠGyG"�wFá�v G� F¸
éF¹G6G•
o GŠ
�p)EFç G�FéF¹

Š

G �G �

Q G =G Š
GkGŠGT G1 G• G>F '̧ö#.
G ŠG yF ÿF 0̧ ¿� �
V F÷ GG G; Gq

q G • F å G �G �F ëG #F ¹

G�FïG_Gd Gx GQ G=
G6G• GMGŠGe Gw G2GH G@GŠ GV G4 G5 G2�S�B
F ã F þ0 ¿� �F ÷F ÿF Ģ 6G • G MG ŠG e G w G 2 G H G@GŠ GV G4 G5 G2 Fþ0¿��Fÿ G2 G• GMGŠG[ GQ GV FÛ G� G
G>GyGŠGe G4 G5 G0 GCGŠG^F¸POP/IMAP GCGŠG^G� FïFÿ�ÚFþ MTA Fû7Á�Ê Go GŠGyG" Gx GzGŠFç G�F
GMGŠGe Gw G2 GH G@GŠ GV G4 G5 G2 FÿF F̧íG� Fø � �ìFûF¸G>GyGŠGe G4 G5 G0 GCGŠG^FÚG�G�FíFþ�ÚFþ7Á�Ê G
Gy GCGŠG^FÛ G� Fþ SMTP Go GQ GIGŠGF G"�wFá�ÜFáF¸G2 G• GMGŠG[ GQ GV �VFþ�w�™*…Fû

�W5-4 G6G• GM GŠGe Gw G2GH G@GŠ GV G4 G5 G2FþG_Gd Gx GQ G= G x G GG XG Š F ø G e G w G 2G gG Š G V G x G GG XG Š

F ã F þ0 ¿� �F ÷F ÿF �̧ aF ú F ß F ø G � 2 FôFþ Gx GGGXGŠFÜ�²0[F÷FéF¹

• G 2 G • G MG ŠG [ G Q G VF Û G � F þG o G ŠG yF ðF á G "� wF á
 °G �G � G � F Ö F û0 ¿� � F å G �F ï G x G GG XG 1 Fô

• 
Æ4ŠG>GyGŠGe G4 G5 G0FÚG�G�7Á�Ê Go GŠGy GCGŠG^H�POP/IMAPH�F Û G � F þG o G ŠG yF ðF á G "� wF á
 °
G � F Ö F û0 ¿� � F å G �F ï G x G GG XG Š 1 Fô

$�Fú G� G_Gd Gx GQ G= G [ G Q G V G }G Š G = F ø G e G w G 2G gG Š G V G [ G Q G V G }G Š G = # ÝF û� ¶� 9F þG _G d G x G G x G GG X
F ø G e G w G 2G gG Š G V Gx GGGXGŠG"�8�BFéG� Fã Fø F÷F¸GIG; Gs Gx GT G1 F¸Gk Gx GEGŠ�I�DF¸Gz
#ÝFû7Á�Ê Go GŠGyG"�
�9F÷ FÝ G�FéF¹Fï Fø FØG�F Ģ_Gd Gx GQ G= G x G GG XG ŠF ÷� w� ™F ç F ï7 Á� Ê G o
F å G �F ï G GG _G n� P' ÇG 6G • G F G •F ÚG �G �G 4 G 2 G yG G� P' ÇG G G ; G q G • G6G• GF G•Fû G� Fó FöGUGc G7Gy G
G • F å G �G �F éF ÜF Ģ e G w G 2G gG Š G V G x G GG XG ŠF ÷� w� ™ F å G �G �7 Á� Ê G o G ŠG yF ÿG G G ; G

�W 5-4 FÿF¸Fã FþG6G• GMGŠGe Gw G2 GH G@GŠ GV G4 G5 G2 �S�BFþG0Ge Gw G2 G0 G• GGF÷0¿�� Få 
G x G GG XG ŠH �AH�1 F ô F ø G e G w G 2G gG Š G V G x G GG XG ŠH �BH�1 FôG"&gFç FöFÔG�FéF¹

Cisco 

G 2 G • G MG ŠG [ G Q G V

 �p�`  
ISP

SMTP

SMTP

�û��  
�±�û��  

G c G / G 2 G 0

G>GyGŠGeG4 G5 G0 GCGŠG^

GŠGeG4 G5 G0 G = G w G 2 G 0G • G V

POP/IMAP GCGŠG^

POP/IMAP G = G w G 2 G 0G • G V

A
B

7Á�Ê Go GŠGy GIG; Gs Gx GT G1 G0Ge Gw G2 G0G• GGG 4 G 7G ŠG y
5-15
Cisco AsyncOS 8.5.6 for Email GtGŠGD G :G2 GW

 



 

'¨  5 'v       7Á�Ê Go GŠGyG"�w�™FéG�FïG�FþG@GŠ GV G4 G5 G2Fþ0¿��
  G6G• GMGŠGe Gw G2GH G@GŠ GV G4 G5 G2�S�B
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C H A P T E R 6

G •G >

�

0 [
rF ÷F ¸
ŠGy

XGŠFú FùFÛ G� Fþ Go GQ
F÷ FÝ G�FéF¹

0 G•GO G4 G2 GyGG GG
Go GQ GIGŠGF
æ�™*…Fû�PFç FöFÿF 0̧¿
÷ FÝ G�FéF¹

FÿF¸

s
GQ G= Gx GG GV G�

TG Š
*…

þ Go GQ

�
"/ ²& gF çF ¸
3æ�™*…GzGb Gs GTGŠGE Gu G• G c G 1 G yG M G x 

• 3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G y G M G x G • G >F þ� +0 [H �6-1 GhGŠGFH�

• SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGH�6-1 GhGŠGFH�

• Gx GGGXGŠFþ3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G y G M G x G • G > G G G A G 0F þ F ç F Ý F Ô� ÍF þ) …7 ŸH �6-5 GhGŠGFH 

• Go GQ GIGŠGFFþ�ó�¡G�Fþ�*FÔ SBRS G G G A G 0F þ
 °� ŠH �6-7 GhGŠGFH�

3æ�™*…GzGb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G >F þ� +
3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G y G M G x G • G >F ÿF ¸G GG _G n� –1 ¤F þ� q� 6F þG z G 2 GCisco SenderBase™ 
G z G b G s G TG ŠG E G u G • GCGŠGa GGFû G� G� �ô�� Få G�G�3æ�™*…Fþ�™8—�öFû�öFõFÔFöF 7̧Á�Ê Go G G@GŠ GV
G4 G5 G2)�#äF÷3æ�™ Få G�G� Go GQ GIGŠGF G"�D�šF÷ FÝ G�FéF¹

G0Ge Gw G2 G0 G• GGFÿF �̧¤%±G� FïFÿ�™8—�öFþ9×FÔ3æ�™*…F F̧ôG� G� FÚ���]G�G_GŠ GV G
GIGŠGF G"�wFá�v G� F¸GA G• GT G• GR GG G; Gq G• G"�M�)���‹ Fç FúFÔF÷G6G• GW GtGŠGDFû%$�K4Ä�™
�•%±G� FïFÿ�™8—�öFþ�*FÔ3æ�™*…FÛ G� Fþ Go GQ GIGŠGFFÿF¸G0 G•GOGGG_GnFÚG�G�G
G ; G q G • F ú F ùF þ G A G • G T G • G R GG G; Gq G•Fþ�P1ßFûF÷ FÝ G�FéF¹G� FïF �̧›3æ�™*…FÛ G� �wFá
°G�G�
Fþ�XG" GG G{ GQ GV Gx G• G>FéG� Fã Fø G� F÷ FÝ G�FéF¹�™8—�öFþ�q G� �*FÔ7Á�Ê Go GŠGy3
��Fû�öFõFÔFö�K)FG"�Ä�°Fç Fï G� F F̧íFþ3æ�™*…FÛ G� Fþ Go GQ GIGŠGF G"3æ G� 3ÉFç Fï G� F

H��@H� G c G / G 2 G y G z G b G s G TG ŠG E G u G • Gc G1 Gy GM Gx G• G>Fÿ�9FþGCGŠGa GG F÷FéF¹0ò(ýFûFôFÔFö'¨  16 'vFÂGc G/
G 2 G y G z G b G s G TG ŠG E G u G • Gc G1 Gy GM Gx G• G> Fø Gc G/ G2 Gy�(�ÒFÃG"�g!·Fç Fö Fß Fð Få FÔF¹

SenderBase GzGb GsGTGŠGE Gu G• GCGŠGaGG
SenderBase Affiliate G [ G Q G V G }G Š G = F Û G � F þG > G {G ŠG ^G y GUGŠGM G"�Q#ÝFéG� Cisco SenderBase G z G b G
GTGŠGE Gu G• GCGŠGa GGFÿF¸G= GzGŠGn"áF¸Go GQ GIGŠGF5�Fþ)+0£�_��F F̧ÚG�G�
¶6äGd Gw
G8GŠGeG• G e G { G ;G E Gx GG GV FÛ G� FþGUGŠGM Fû�öFõFÔFöF 7̧Á�Ê Go GŠGy3æ�™*…Fû SenderBase G z G b G s G
G E G u G • G G G A G 0 G "� m G � � \F ö G �F éF ¹SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0 GCGŠGa GGFÿF �̧G�\Fú3æ�™
Fø GGG_Gn$Î�™
–G"�
�9FéG�7•Fû�z'gFñ G�FéF¹Gz Gb Gs GTGŠGE Gu G• GG GA G0Fþ�*FÔ3æ�™*…FÛ G� F
GIGŠGF G"Gd G{ GQ G= FéG� Fç FÝ FÔ�ÍG"�æ��FéG� Fã Fø G� �•+�F÷FéF¹

SenderBase Security Network Web G C G 2 G V H �www.senderbase.org H�F÷FÿF �̧q�‚Fþ7Á�Ê Go GŠGyFÚG�G 
Web GgGŠGGFþ+#�>FþG> G{GŠG^GyFú�+0[G"�f�j FçF �̧\�9Fþ7Á�Ê Go GŠGy G V G w G c G 1 G Q G = 5 �GIP 
G 0 G W G z G GF ¸URIF¸G� FïFÿ GW Go G2 G•Fû�öFõFÔFï Gz Gb Gs GTGŠGE Gu G• G G G A G 0 G "� è( ôF ÷ F Ý G �F éF ¹
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'¨  6 'v       3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G >
  SenderBase G z G b G s G TG ŠG E G u G • GCGŠGaGG

� Fþ
G

FçF¸Få G�

A G0FÜ¸
G0FÜþ

ûG0Ge Gw
F û
u G• G"��/œF÷ FÝ G�FéF¹0ò
G n
H��@H� SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFÿF #̧'�~Fþ GGG_Gn�P'ÇGw G2 GIG• GG G;GŠ�è�¥F÷Fÿ�Q#ÝF÷ FÝ
G�FëG#F¹

6õ4�8o% 

• SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0H �SBRSH�H�6-2 GhGŠGFH�

• SenderBase G z G b G s G TG ŠG E G u G • Gc G1 Gy GM Fþ�Ù)�G�H�6-3 GhGŠGFH�

• Få G� Fæ G� Fú3æ�™*…Gz Gb Gs GTGŠGE Gu G• Gc G1 Gy GM Gx G• G>�m�2Fþ�N�á0¿��H�6-4 GhGŠGFH�

• G 0 G 4 G V G dG z G 2 G = G c G 1 G y G MH �14-1 GhGŠGFH�

• '¨  27 'vFÂ7Á�Ê Go GŠGy GIG; Gs Gx GT G1 GpGY GM Fþ�Q#Ý�‰�2FÃ

SenderBase GzGb Gs GTGŠGE Gu G• G G G A G 0H �SBRSH� 
SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0H �SBRSH�FÿF¸SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GG FÛ G
�_��Fû�öFõFÔFöF¸IP G 0 G W G z G GF û� m G � � \F ö G � G �G � � X� ÍF ÷F éF ¹SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa G
FÿF2̧5 �¶G"2xFØ G� 
¶6äGd Gw GQ G= Gx GG GV FÚG�G�G8GŠGeG• G e G { G ;G E Gx GG GV FþGUGŠGM G"7Ÿ(Ù
F û F ã F þG UG ŠG M G " SenderBase FþG> G{GŠG^Gy GUGŠGM Fø )�G��œG�FëFöF �̧�Fþ G� FÖ Fû -10.0 HZ +10.0 F þ G G
G A G 0 G "� m G � � \F ö G �F éF ¹

GG GA G0FÜ�*FÔG�FùF¸Go GQ GIGŠGFFÜ GGG_GnF÷FÒ G� �•+��öFÿ9× Fß Fú G� G�FéF¹GG G -10.0 F÷FÒG�G�F
FíFþ Go GQ GIGŠGFFÿGGG_GnF÷FÒ G� Fø FÂ�–0ÉFÃFå G�FöFÔ G� Fã Fø G"�–�áFçF¸GG GA 10.0 F÷FÒG�G�F F̧ íF
Go GQ GIGŠGFFÿ�G0dF÷FÒ G� Fø FÂ�–0ÉFÃFå G�FöFÔ G� Fã Fø G"�–�áFç G�FéF¹

SBRS G"�Q#ÝFç FöF �̧™8—�öFû�öFõFÔFö Go GŠGy G c G {G Š Gk Gx GEGŠG"3æ�™*…Fû4:#ÝFéG� G� FÖ F
G 2 G 0 G • G G G "0 ¿� �F ç G �F é H � G o G Q G IG ŠG F G c G 1 G y G M G "� 8� BF ç F ö SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0
FÂFç FÝ FÔ�ÍFÃG"�æ��FçF¸GE GG GT GnF÷��#. Få G�G� Go GQ GIGŠGFFû Få G� FûG0 G= GE G
(ýFûFôFÔFöFÿF¸SenderBase G z G b G s G TG ŠG E G u G • GyGŠGyH�9-35 GhGŠGFH�FÚG�G�G 0 G •G OG GG _G n G E G G G T
FþG^ G2 G_GG G 0 G = G E G u G •H �9-72 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔH�F¹

G G G A G 0 � –� á

-10.0 GGG_GnFþ3æ�™
–F÷FÒ G� �•+��öFÜ�q G� 9×FÔ

0 �p6ëFÛF¸G� FïFÿ�N�áG"/œ FÖ FïG�Fþ���(Fú�_��FÜFúFÔ

+10.0 �™8—F÷ FÝ G�3æ�™*…F÷FÒ G� �•+��öFÜ�q G� 9×FÔ
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'¨  6 'v       3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G >
  SenderBase G z G b G s G TG ŠG E G u G • GCGŠGaGG

F¹

FÒ G� �•+��öFÜ0£

FíFþ�ÚFþGI
 $× Fø Fç FöFÔG�Fé

� œF ÿF �̧ ¤% ±F þ� O2 AF ú3 æ� ™
yFÿ+¬
�G�FéF¹�•
G�G�FéF¹3æ
�2 �, ´G "
�W6-1 SenderBase G z G b G s G TG ŠG E G u G • GCGŠGaGG

1. SenderBase Affiliate F Û G �F ¸G x G 0G y G M G 2 G nF þG > G {G ŠG ^G y GUGŠGM G"3æ�™Fç G�FéF¹

2. 3æ�™
� MTA F û G � G � F ¸G 0G e G w G 2 G 0 G • G G F ø F þ� K) FF Ü6 ä� � F å G �G �F éF ¹

3. G0Ge Gw G2 G0 G• GGFû G� G� F �̧K)F IP G 0 G W G z G GF þG > G {G ŠG ^G y GUGŠGM FÜGOG5 GQ G= Få G�G�Fé

4. SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFû G� G� F¸Fã Fþ Go GQ GIGŠGFFÜ GGG_GnF÷
' ì F å G �F ¸SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0F Ü� m G � � \F ö G � G �G �F éF ¹

5. Cisco F û G � G � F ¸SenderBase G z G b G s G TG ŠG E G u G • GG GA G0Fû�öFõFÔFö�Â'ÅFÜ3É Få G�G�FéF¹

SenderBase GzGb Gs GTGŠGE Gu G• Gc G1 GyGMFþ�Ù)�G� 
3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G y G M GT G= G\ G{ GFGŠFÿF¸G0Ge Gw G2 G0 G• GG F÷�Q#Ý�•+�Fú
G ; G s G x G T G 1 GCGŠGa GGFþ��#.FÛ G� F F̧÷ FÝ G�7H G� �¨ Fß Fþ Go GŠGyG"�) G� 7³Fé Fã Fø G"% 
H�7Á�Ê Go GŠGy G _ G 2 G e G w G 2 G •F ûF ôF ÔF öH �4-1 GhGŠGFH� G"�g!·H�F¹

3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G y G M G x G • G >F Ü G 2 G [G ŠG dG yF ûF ú F ó F öF Ô G � � �
*…FÛ G� Fþ Go GŠGyFðFáFÜ�Ä�° Få G�G�FéF¹�a#ú�pFþ 2000 &kFÛ G�3æ�™ Få G�Fï�¤%±Fþ,��òFú Go GŠG
�·$×Fû GGG_Gn Gc G1 Gy GM G"4JFáFöGyGŠGT G1 G• G> Få G�G� FïG�F 1̧��è��Fþ�•+��öFÜ�*�ö Få G
%±F¸G� FïFÿFÂ!J,
FÃFþ7Á�Ê Go GŠGyFÿF¸G0 G•GOGGG_Gn G G G ; G q G • G6G• GF G•FûGyGŠGT G1 G• G> Få
�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G y G M F ÿF ¸F ã F þ� ‰� 2G "� Q# ÝF ç F öF ¸G A G • G T G • G R G c G 1 G y G M F ûF ÛF Û G
�q�±  50 % �*�öF÷ FÝ G�FéF¹

3æ�™
� MTA

SBRS G G G A G 0 G x G •G > G6G•GFG•

•G > G {G ŠG ^G yF ú G = G zG ŠG n GUGŠGM

•G> G{GŠG^GyFú��5�GUGŠGM

SenderBase Affiliate G [ G Q G V G }G ŠG =

1

5

3 4
2

1.2.3.4

HELO

1.2.3.4

 

SBRS = x.x

250-Recipient Accepted
G �F ïFÿ 452-Too many recipients this hour
G �F ïFÿ 554-Access Denied

1.2.3.4 

E G o G ŠG y GIG; Gs Gx GT G1
G0Ge Gw G2 G0G• GG

F û G ` G Q G V
FéG�GyGŠ
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'¨  6 'v       3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G >
  SenderBase G z G b G s G TG ŠG E G u G • GCGŠGaGG

¿��
¹

�W6-2 3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G >F þ� [

F å G �F æG �F ú3 æ� ™* …G zG b G s G TG ŠG E G u G • Gc G1 GyGM Gx G•G>�m�2Fþ�N�á0 
�û��Fþ% $×Fû�ÂFè FöF¸ConservativeFM̧oderateFA̧ggressive FþFÔFêG�FÛFþ�‰�2G"4E�¥F÷ FÝ G�FéF

 

G0Ge G{GŠGO "I�ö Whitelist Blacklist SUSPECTLIST UNKNOWNLIST 

SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0( 
� V 

Conservative 1��è��FÿG�G�  0F¹
,��òFúG_Gc G7GŠ
GlG• GGF¹

7 HZ 10 -10 HZ -4 -4 HZ -2 -2 HZ 7

Moderate 

H �G2 G• GG GV GŠGy� ì
FþGUGc G7Gy GV H� 

1��è��Fÿ8��–Fû
�aFúFÔF¹9×G_
G c G 7G ŠG lG • G GF ¹

SenderBase Gz
G b G s G TG ŠG E G u G • 
G G G A G 0F ÿ� Q# Ý F å
G�G�FëG#F¹

-10 HZ -3 -3 HZ -1 -1 HZ +10

Aggressive 1��è��FÿFÔ Fß G�
FÛ$Î#ÕF¹G_Gc G7GŠ
GlG• GGFÿ�q�±F¹

F ã F þG 8G eG E G u G •
FÿF Ģ� Fø G#FùFþ
G o G ŠG yG " G 0 G •G O
GGG_Gn� �# .FÛ G�
� ) G � 7 ³F ç G �F éF ¹

4 HZ 10 -10 HZ -2 -2 HZ -1 -1 HZ 4

FéG	FöFþ�‰�'

G o G ŠG y G c G {G Š G k G x G EG ŠH �

�™8—F÷ FÝ G� Gd G{ GQ G= GG G{ GQ GV Gy �Ž1�
6-4
Cisco AsyncOS 8.5.6 for Email GtGŠGD G :G2 GW

 



 

'¨  6 'v       3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G >
  Gx GGGXGŠFþ3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G > GG GA G0FþFç FÝFÔ�ÍFþ)…7Ÿ

•G >

FïFÿGz
"�Q#ÝFç G�FéF¹

ö

FÔ G� ���œ
Gnö F ß

E G u

FéF¹ú
ÔF¹

"4 E
Gx GGGXGŠFþ3æ�™*…GzGb GsGTGŠGE Gu G• G c G 1 G yG M G x G GG
GA G0FþFç FÝFÔ�ÍFþ)…7Ÿ 

GUGc G7Gy GV Fþ SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGH�SBRSH�GG GA G0Fþ Fç FÝ FÔ�ÍG"�š� fG�
G b G s G TG ŠG E G u G • Gc G1 Gy GM Gx G• G>Fû3æ�™*…G>GyGŠGeG"3ã�•FéG� ���œFÿF¸Fã Fþ�m8pG

H��@H� SBRS GG GA G0Fþ Fç FÝ FÔ�ÍFû6õ4�FéG� FíFþ�ÚFþ0¿��FÚG�G� Go GŠGy G c G {G Š Gk Gx GEGŠ0¿��FûFôFÔF
FÿF¸'¨  7 'vFÂGi GG GV G 0 G = G I G G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG� Gi GG GV Fþ��*OFÃFû0°3U Få
G�FöFÔG�FéF¹

FÿFèG�G��SFû

• G0Ge Gw G2 G0 G• GGFÜ G{GŠG9Gy MX/MTA FÛ G� 7Á�Ê Go GŠGyG"�w�™FéG� G� FÖ Fû0¿�� Få G�Fö
FÿF 3̧æ�™*…Fþ IP G0 GW Gz GG G"Gl GG G= FéG� � •+ ��öFþFÒ G� G0 GQ Ge GG GV Gx GŠ G i G G G V G "" I� �F ç F
F ð F å F ÔF ¹0 ò( ýF ûF ôF ÔF öF ÿF ¸%T�™ Gx GzGŠ�S�BFûFÚFá G�3æ�™*…Fþ IP G 0 G W G z G GF þ� ô� �H �13-16 GhGŠ
GFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• SenderBase G z G b G s G TG ŠG E G u G • GG GA G0(
�VFûFôFÔFö#.0ŽFç G�FéF¹SenderBase G z G b G s G TG ŠG
G• GG GA G0 G"�Q#ÝFç Fï3æ�™*…G>GyGŠGeFþ��*OH�7-6 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• )�)ÊFþGc G1 Gy GM Gx G• G>�‰�2G"4E�¥FçF¸Fã FþG0Ge G{GŠGOFþ�N�á0¿��G"&�1�Fç G�F å G � F æ G � F
3æ�™*…Gz Gb Gs GTGŠGE Gu G• Gc G1 Gy GM Gx G• G>�m�2Fþ�N�á0¿��H�6-4 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få F

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [HAT�+0[H�HAT OverviewH�] G"4E�¥Fç G�FéF¹

GGGT GQ Ge2 [3æ�™*…G>GyGŠGeH� Gx GGGXGŠH�H�Sender Groups (Listener)H�] G o G Y G sG ŠF Û G � G _G d G x G Q G = G x G GG XG ŠG
�¥Fç G�FéF¹

GGGT GQ Ge3 3æ�™*…G>GyGŠGeFþ Gx G• G= G" G= Gx GQ G= Fç G�FéF¹

F ï F ø F ØG �F F̧ ÂSUSPECTLISTFÃFþ Gx G• G= G" G= Gx GQ G= Fç G�FéF¹

GGGT GQ Ge4 [0¿��Fþ)…7ŸH�Edit SettingsH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge5 3æ�™*…G>GyGŠGeFþ SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0F þ( 
� VG "
 °� ŠF ç G �F éF ¹

F ï F ø F ØG �F F̧ ÂWHITELISTFÃFû 7.0 HZ 10 Fþ(
�VG"
°�ŠFç G�FéF¹

GGGT GQ Ge6 [3æ�™H�SubmitH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge7 �²0[Fû�ÂFè Fö Fã Fþ Gx GGGXGŠFþ�›3æ�™*…G>GyGŠGeFû�PFçF )̧Þ G� 3ÉFç ��/œFç G�FéF¹

GGGT GQ Ge8 �š�fG"&���Fç G�FéF¹

6õ4�8o% 

• SBRS G"�Q#ÝFç Fï3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G y G M G x G • G >F þG T G G G V H �6-6 GhGŠGFH�

• SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFþ GG GTGŠGM GGFþGpGY GM Gx G• G>H�6-7 GhGŠGFH�

• '¨  7 'vFÂGi GG GV G 0 G = G I G G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG� Gi GG GV Fþ��*OFÃ 

• GGG_Gn�P'ÇGG G; Gq G•FûFÚFá G� G0Ge Gw G2 G0 G• GGFþ0¿���‰�2H�13-2 GhGŠGFH� 
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'¨  6 'v       3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G >
  Gx GGGXGŠFþ3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G > G G G A G 0F þF ç F ÝF Ô� ÍF þ) …7 Ÿ

þG TG G G V
FÂGN Gm GŠFÃFþ

éG� Fã Fø Fÿ
•0

¸G 2 G •G ^G 4 G • G Wþ

G "� Q# Ý
ÿF ¸

H�
SBRS G"�Q#ÝFç Fï3æ�™*…GzGb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G >F
�–�ì�±5�Fþ GGG_Gn G"�w�™Fç FöFÔ G� FÛF¸G� FïFÿ)�)ÊFû�PFéG� GGG_Gn G"�w�™FéG� FïG�Fû
G0 G9 G4 G• GV G""IFû0¿��Fç FöFÔFúFÔ7H G� F �̧�/æFç Fï SBRS Gk Gx GEGŠG" FïFðFñFûGT GG GV F
�T7´F÷FéF¹FïFð FçF¸/² 6-1 Fû&gFéG� FÖ FûF¸Gx GGGXGŠFþ HAT Fû SenderBase G z G b G s G TG ŠG E G u G G G G A G
F û G � G � G z G b G s G TG ŠG E G u G • G c G 1 G y G M G x G • G >F þG 6G • G V G x G "3 ã� •F ç F ï� �� œF ÿF G o G ŠG yF
FÖ FñFÂ�•�(8®FÃFûFú G� G_GŠGIG• GTGŠGFFÜ�* Fß Fú G� G�FéF¹

G k G x G EG ŠF ÿF �̧ õ� –F þ SBRS F÷ trace  G A G lG • G W G "� Q# ÝF ç F öG T G G G V F ç G �F éF ¹G T G G G V G o G Q G IG ŠG F
F ç F ï G o G ŠG y G c G {G ŠF þG UG ^ G Q G >H � G V G zG ŠG GH �39-1 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹trace  G A G lG • G W F
GUI FðFáF÷Fú Fß CLI F ÷ G � � Q# ÝF ÷ F Ý G �F éF ¹

/² 6-1 SBRS ��/æFþ�N�á Go GŠGy G c G {G Š G k G x G EG Š

G k G x G EG Š� ¡

�z0[Fú�·�8  
H�G0 G= GIGG 
GyGŠGyH� G_Gw Go GŠ GM �Í

$BLOCKED REJECT F ú F ç

$THROTTLED ACCEPT Maximum messages / session:

Maximum recipients / message:

Maximum message size:

Maximum concurrent connections:

Use Spam Detection:

Use TLS:

Maximum recipients / hour:

Use SenderBase:

10

20

1 MB

10

G8G•

G 8 G c

20H��N�áH�

G8G•

$ACCEPTED

H�G_Gd Gx GQ G= Gx
GGGXGŠH�

ACCEPT Maximum messages / session:

Maximum recipients / message:

Maximum message size:

Maximum concurrent connections:

Use Spam Detection:

Use TLS:

Use SenderBase:

1,000

1,000

100 MB

1,000

G8G•

G 8 G c

G8G•

$TRUSTED ACCEPT Maximum messages / session:

Maximum recipients / message:

Maximum message size:

Maximum concurrent connections:

Use Spam Detection:

Use TLS:

Maximum recipients / hour:

Use SenderBase:

1,000

1,000

100 MB

1,000

G 8 G c

G 8 G c

-1 H�GU G1 GIGŠGdGy 

G 8 G c
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'¨  6 'v       3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G >
  Go GQ GIGŠGFFþ�ó�¡G�Fþ�*FÔ SBRS GG GA G0Fþ
°�Š

U
GQ GV Gx

� ���œFÿF �̧ì6ëFÒFï G� Fþ
FÿF¸
ÔF¹

GY GM Gx G•G>
G0 G•

�‹Fû
å G�G �FéF¹

�)ÊFûFôFÔ
• G>

÷FÿF¸
Q̧

Š

+¬�/FûGb Gx G8 GW
H��@H� $THROTTLED G k G x G EG ŠF ÷F ÿF ¸G x G pG Š G V Gi GG GV FÛ G� �w�™FéG� 1 �ì6ëFÒFï G� Fþ�q�±�w�™*…�XFÿF Ģ
G c G 7G y G V F ÷ 1 �ì6ëFÒFï G� 20 �ÇFû0¿�� Få G�FöFÔG�FéF¹Fã Fþ0¿��Fû G� G� F �̧Q#Ý�•+�Fú�q�±GG G{
G• G>FÜ�D�š Få G�G� Fã Fø Fû�@�–Fç Fö Fß Fð Få FÔF¹Fã FþG_ Gw Go GŠGM FÜ�]FçFéFÞ G
�w�™*…�XG"�QG�Fé Fã Fø FÜF÷ FÝ G�FéF¹GUGc G7Gy GV FþGi GG GV G 0 G = G I G G Gk Gx GEGŠFþ0ò(ýFûFôFÔFö
��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG ŠF þ# .0 ŽH �7-11 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få F

SenderBase GzGb Gs GTGŠGE Gu G• GCGŠGaGGFþGGGTGŠGM GGFþGp
[GIG; Gs Gx GT G1 GCGŠGa GGH�Security ServicesH�] G o G Y G sG ŠF þ [SenderBase] GhGŠGFFûFÿF¸G0Ge Gw G2
GGFÛ G� SenderBase Network Status Server FÚG�G � SenderBase 0Û�oGG GA G0 GCGŠGa GGFû�PFç Fö�q
� �/œFç F ï G= G6 Gx GŠFþ�K)FGG GTGŠGM GGFÚG�G�GM G2 Gn GG GM G•GeFÜ/ ²&g FSenderBase G z G b G s
GTGŠGE Gu G• G G G A G 0 GCGŠGa GGFÿF¸G0Ge Gw G2 G0 G• GGFû SRBS GG GA G0 G"3æ�™Fç G�FéF¹SenderBase 
Network Server FÿF¸G0Ge Gw G2 G0 G• GGFû Go GŠGy3æ�™
–Fþ IP G0 GW Gz GGF¸GW Go G2 G•F F̧ÚG�G�)
FöFþ�_� �G"3æ�™Fç G�FéF¹AsyncOS FÿF¸Fã FþGUGŠGM G" Gz GkGŠ GV �8�BFÚG�G�7Á�Ê Go GŠGy GpGY GM Gx G
�µ+�Fû�Q#ÝFç G�FéF¹

�W6-3 [SenderBase] GhGŠGFFþ [SenderBase G [ G Q G V G }G ŠG =F þG GG TG ŠG M G GH �SenderBase Network 
Status H�]

CLI F÷ sbstatus  G A G lG • G W G "� Q# ÝF ç F ö G � F �̧   F è � _� �G "/ ²& gF ÷ F Ý G �F éF ¹

Go GQ GIGŠGFFþ�ó�¡G�Fþ�*FÔ SBRS G G G A G 0F þ
 °� Š
G G G { G Q G V G x G • G > G "� N� áF ç G �F éF ÜF ¸SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GG G"�Q#ÝFéG� �9�‰�2F
GGG_GnFþ$2FÔFþFÒ G� Go GQ GIGŠGFFþ�ó�¡/œG"�š�f Fç G�FéF¹Fã Fþ G� FÖ FûFéG� FûFÿF/² 6-2 Fû&gFé Go G
GIGŠGF G c G 1 G y G M G "� Q# ÝF ç G �F éF ¹F ã F þG c G 1 G y G M F ÿF ¸reputation  G c G 1 G y G M GyGŠGyFÚG�G� 
strip-header  FÚG�G � insert-header  G c G 1 G y G M G 0 G = G E G u G • G "� Q# ÝF ç F öF ¸SenderBase G z G b G s G TG
G E G u G • G G G A G 0F Ü 2.0 �• 6Fþ Go GQ GIGŠGFFþ�ó�¡/œG"F¸{Spam SBRS}  F þ G � F Ö F û/ ²# ' F å G �G � � �7 •F þ 
SenderBase G z G b G s G TG ŠG E G u G • GG GA G0 G"�µG��ó�¡/œFû*(FÝ �nFØ G�FéF¹Fã Fþ�[Fþ listener_name G"F¸
Fä�Q#ÝFþG_Gd Gx GQ G= G x G GG XG ŠF þ� ¡� SF û* (F Ý � nF Ø G �F é H � F ã F þG TG ; G G G V G "� ) G � � vF ó F ö filters  G A G l
G • G W F þ G A G lG • G W G w G 2 G • G2 G• GMGŠGc G5 G2 GGFû%$�K2� G� �ÜFáF÷ FÝ G� G� FÖ FûF¸Fã Fþ/œ
FÜ�µG�G�FöFÔG�FéH�F¹

/² 6-2 �ó�¡Gf GQ GNGŠG" SBRS Fû�š�fFéG� Go GQ GIGŠGF G c G 1 G yG MH �� [ 1

sbrs_filter: 

if ((recv-inj == " listener_name " AND subject != "\\{Spam -?[0-9.]+\\}")) 

{

       insert-header("X-SBRS", "$REPUTATION");

       if (reputation <= -2.0) 

{

6-7
Cisco AsyncOS 8.5.6 for Email GtGŠGD G :G2 GW

 



 

'¨  6 'v       3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G yG M G x G •G >
  Go GQ GIGŠGFFþ�ó�¡G�Fþ�*FÔ SBRS G G G A G 0F þ
 °� Š
6õ4�8o%  

• '¨  9 'vFÂ Go GQ GIGŠGF G c G 1 G y G M G "� Q# ÝF ç F ï7 Á� Ê G o G ŠG y Gk Gx GEGŠFþ4:#ÝFÃF¹

       strip-header("Subject");

       insert-header("Subject", "$Subject \\{Spam $REPUTATION\\}");

      }

 }

F¹
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C H A P T E R 7

Fï

�

4�Fþ
F ÛF ù F Ö F ÛG "� �* O
Ü0Á�•

öF ÔG �
e G w G 2

¹Gx GpGŠ GV
V � ¡F þ� M4 Š

Š

G� FþG"

GŠG�Fþ�K)FG"
FéF¹0ò(ýFûFôFÔ
GiGG GV G0G=GIGG GTGŠGdGyH�HATH�G"�Q#ÝFç
�K)FG"0Á�•FéG�GiGG GV Fþ��*O

• �K)FG"0Á�•FéG� Gi GG GV Fþ��*OFþ�+0[H�7-1 GhGŠGFH�

• 3æ�™*…G>GyGŠGeG�Fþ Gx GpGŠ GV G i G G G V F þ� �* OH �7-3 GhGŠGFH�

• G o G ŠG y G c G {G Š Gk Gx GEGŠG"�Q#ÝFç Fï7Á�Ê Go GŠGy3æ�™*…FþG0 G= GI GG GyGŠGyFþ��*OH�7-8 GhGŠGFH

• ��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG ŠF þ# .0 ŽH �7-11 GhGŠGFH� 

• 3æ�™*…G>GyGŠGeFÛ G� Fþ Go GQ GIGŠGFFþ� �]Fþ��#.H�7-13 GhGŠGFH�

• G i G G G V G 0 G = G I G G GTGŠGdGyFþ0¿��Fþ�Q#ÝH�7-21 GhGŠGFH�

• %T�™�K)FGyGŠGyG�Fþ3æ�™*…G0 GW Gz GG G x G G G V F þ� Q# ÝH �7-22 GhGŠGFH�

• SenderBase 0¿�� Fø Go GŠGy G c G {G Š G k G x G EG ŠH �7-23 GhGŠGFH�

• 3æ�™*…Fþ�è0ÉH�7-28 GhGŠGFH�

�K)FG"0Á�•FéG�GiGG GV Fþ��*OFþ�+0[
0¿�� Få G�FöFÔ G�FéG	FöFþ Gx GGGXGŠFû�PFç FöF¸Gx GpGŠ GV Gi GG GV FÛ G� Fþ%T�™�K)FG"�D�šFéG� �M
0d�NG"��*OFç G�FéF¹Fï Fø FØG�F¸Gx GpGŠ GV G i G G G V G "� �* OF çF ¸G x G GG XG ŠF û� K) FF ÷ F Ý G �
F ÷ F Ý G �F éF ¹AsyncOS F÷FÿF¸Gi GG GV G 0 G = G I G G GTGŠGdGyH�HATH�G"�Q#ÝFç Fö Gx GGGXGŠG�Fþ�K)FF
F å G �G � G i G G G V G "� �* OF ÷ F Ý G �F éF ¹

HAT FÿF¸Gx GpGŠ GV Gi GG GV FÛ G� Fþ%T�™�K)FG"�D�šFéG� Gx GGGXGŠ#ÝFþGyGŠGy G I G Q G V G "� –� âF ç F
FéF¹0¿�� Få G�Fï FùFþ Gx GGGXGŠFû G� "‚+¬Fþ HAT FÜFÒ G� G�FéF¹G_Gd Gx GQ G= G x G GG XG ŠF ÚG �G �G
GgGŠ GV G x G GG XG ŠF þ� g� ‰F û HAT G"0¿��Fç G�FéF¹

G x G pG Š G V Gi GG GV FÛ G� Fþ%T�™�K)FG"�D�šFéG� FûFÿF �̧�Fþ�_��G"��*OFç G�FéF¹

• G x G pG Š G V G i G G G V F ¹G x G pG Š G V Gi GG GV FÜ Gx GGGXGŠFû�K)FG"0èG�G� �‰�2G"��*OFç G�FéF 
G i G G G V � �* OG "3æ�™*…G>GyGŠGeFûG>GyGŠGe� ìFç G�FéF¹Fï Fø FØG�F¸IP G 0 G W G z G G F ø G i G G G
G"�Q#ÝFç FöF 3̧æ�™*…G>GyGŠGeFþ0
�XFþ Gx GpGŠ GV G i G G G V G "� �* OF ÷ F Ý G �F éF ¹SenderBase G z G b G s
GTGŠGE Gu G• G G G A G 0F û G � F ó F ö G x G pG Š G V Gi GG GV G"��*OF÷ FÝ G�FéF¹0ò(ýFûFôFÔFöFÿF¸3æ�™*…G>GyG
GeG�Fþ Gx GpGŠ GV G i G G G V F þ� �* OH �7-3 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• G 0 G = G IG y GyGŠGyF¹3æ�™*…G>GyGŠGeFû��*O Få G�Fï Gx GpGŠ GV Gi GG GV FÜ Gx GGGXGŠFû�K)FFé
0Á�•FéG� FþFÛF¸G� Fï FùFþ G� FÖ Fú�²�ó�WFúFþFÛG"��*OF÷ FÝ G�FéF¹G0 G= GI GG GyGŠGyFÿF¸G o G ŠG y Gc
G{GŠ G k G x G EG ŠG"�QFó Fö��*OFç G�FéF¹Fï Fø FØG�F "̧I��Fþ3æ�™*…G>GyGŠGeFþ Gx GGGX
0Á�•FéG� G� FÖ ��*OF÷ FÝ G�FéFÜF �̧K)FFä Fø Fû�q�± Go GQ GIGŠGF�XFðFá G"0Á�•Fç G�
FöFÿFĢ o G ŠG y G c G {G Š Gk Gx GEGŠG"�Q#ÝFç Fï7Á�Ê Go GŠGy3æ�™*…FþG0 G= GI GG GyGŠGyFþ��*OH�7-8 
GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  �K)FG"0Á�•FéG�GiGG GV Fþ��*OFþ�+0[

)FFÜ0Á
�Fï3æ�™*…

G Š

G "� š
G>GyGŠGeG"

y
ç FÔ3æ

Š GV FçF¸Gc G/ G2
GFû G2 G•GkGŠ
�
ÔF¹

G"��/œFéG� G� FÖ Fû��*O Få

� F å

ö

éF¹
yGŠGe
[ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [HAT�+0[H�HAT OverviewH�] GhGŠGFF÷F¸Gx GGGXGŠG�Fþ�K
�• Få G�G� Gi GG GV G"��*OFç G�FéF¹�W 7-1 FûF Ģ_Gd Gx GQ G= Gx GGGXGŠFþGUGc G7Gy GV F÷��*O Få G
G>GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG ŠF þ [HAT �+0[H�HAT OverviewH�] FÜ/²&g Få G�G�FéF¹

�W7-1 [ G o G ŠG yG k G x G EG ŠH �Mail Policies H�] > [HAT �+0[H�HAT Overview H�] GhGŠGF - G_Gd Gx GQ G= G x G GG X

G x G GG XG ŠF Ü TCP �K)FG"�w�™FéG� Fø F 0̧¿�� Få G�Fï3æ�™*…G>GyGŠGeFû�PFç Fö3æ�™
– IP G 0 G W G z G G
3QFç G�FéF¹G � F ïF ¸[HAT �+0[H�HAT OverviewH�] GhGŠGFFû Gx GG GV Få G�FöFÔ G�8p�ÎF÷3æ�™*…
0Û�oFç G�FéF¹�M+´FÜ0bFôFÛ G� Fø F 0̧¿���íG�Fþ Go GŠGy G c G {G Š Gk Gx GEGŠG"�K)FFû4:#ÝFç G�FéF¹

Gx GGGXGŠG"�8�BFéG� Fø F¸AsyncOS FÿF¸Gx GGGXGŠFû��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠG G c G {G Š Gk
Gx GEGŠG"�8�BFç G�FéF¹��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š Gk Gx GEGŠG")…7ŸFç Fö�‚F
�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š Gk Gx GEGŠG"�8�BF÷ FÝ G�FéF¹0ò(ýFûFôFÔFöFÿF¸��*O�íG�Fþ3æ�™*…G>
GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG ŠF þ# .0 ŽH �7-11 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

G i G G G V G 0 G = G I G G GTGŠGdGyFû�A(á Få G�FöFÔ G�FéG	FöFþ�_��G" Gc G/ G2 GyFûG6 G= GG GkG
GyFû�A(á Få G�FöFÔ G� Gi GG GV G 0 G = G I G G GTGŠGdGy�_��G" Gx GGGXGŠ#ÝFþG0Ge Gw G2 G0 G• G
GV F÷ FÝ G�FéF¹Fã Fþ Fø FÝF 0̧¿�� Få G�FöFÔ G�FéG	FöFþGi GG GV G 0 G = G I G G GTGŠGdGy�_��Fÿ�V�iFÝ Få G�G
FéF¹0ò(ýFûFôFÔFöFÿF¸G i G G G V G 0 G = G I G G GTGŠGdGyFþ0¿��Fþ�Q#ÝH�7-21 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få F

6õ4�8o% 

• GUGc G7Gy GV HAT G6G• GV Gx H�7-2 GhGŠGFH�

GUGc G7Gy GV HAT G6G• GV Gx
HAT FÿF ĢUGc G7Gy GV F÷FÿF¸Gx GGGXGŠFþ GM G2 GeFû G� Fó Fö$�Fú G� G0 G= GE Gu G•
G�FöFÔG�FéF¹

• G_Gd Gx GQ G= G x G GG XG ŠF ¹HAT FÿFF̧éG	FöFþGi GG GV FÛ G� Fþ7Á�Ê Go GŠGyG"�wFá
°G�G�G � F Ö F û0 ¿�
G�G�FéF¹

• G e G w G 2G gG Š G V G x G GG XG ŠF ¹HAT FÿF �̧æ��Fç FïGi GG GV FÛ G� Fþ7Á�Ê Go GŠGyG"G x G zG ŠFçF �̧ÚFþFéG	F
FþGi GG GV G"�Ä�°FéG� G� FÖ Fû0¿�� Få G�G�FéF¹

[HAT �+0[H�HAT OverviewH�] F÷FÿF ĢUGc G7Gy GV FþG6G• GV Gx FûFÂALL FÃ Fø FÔ FÖ �¡�SFÜ�ÜFá G� G�G�F[
G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [HAT�+0[H�HAT OverviewH�] GhGŠGFF÷FéG	FöFþ3æ�™*…G>G
F þ G o G ŠG y G c G {G Š Gk Gx GEGŠG" G= Gx GQ G= Fç FöGUGc G7Gy GV G6G• GV Gx G")…7ŸF÷ FÝ G�FéF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeG�FþGx GpGŠ GV GiGG GV Fþ��*O

éF¹G8GŠGe
*…Fû
ÜF Ò
Fø Fû G�
ø FÜ�•+�FûFú G� G�FéF¹

G x G pG Š G V3 æ
Fþ7Á�Ê Go GŠGyG"��#.

�e

GŠGeG"8p$�
*…G>

� G� \

eFÛ G�
G� FÛ
F ÿF ¸G E G G
H��@H� �æ��Fç FïGi GG GV �è�¥FþFéG	FöFþGi GG GV G"�Ä�°FéG� Fã Fø F÷F¸listenerconfig  FÚG�G � systemsetup  GA
GlG• GW FÿF Ģ tGŠGDFÜGE GG GT Gn G"G8GŠGeG• Gx GzGŠ Fø Fç Fö�–�WFëFêFû0¿��FéG� FþG"75FÞ G�F
G• Gx GzGŠH�FÂGIG; Gs G0F÷FúFÔ Gx GzGŠFÃG� FïFÿFÂGCGŠ GW G_GŠGT G1 Gx GzGŠFÃ Fø G� �çG�G�FéH�FÿF '̧¨�U
G � G �7 Á� Ê G o G ŠG y G o G Q G IG ŠG FF þ G x G zG ŠG "0 ÁF é SMTP 7Á�Ê Go GŠGy GCGŠG^F÷FéF¹G8GŠGeG• G x G zG ŠF
G � F ø F ¸G {G ŠG 9G y GtGŠGD�¥FáF÷ G� G{GŠG9Gy GtGŠGDFÛ G� F÷ G� FúFÔ7Á�Ê Go GŠGyG"��#.FéG� Fã
G� F 8̧�,��°$×Fú3æ�™*…FÜG@GŠ GV G4 G5 G2 G"3ûFè Fö�±5�Fþ GGG_Gn G"3æ�™FéG� Fã F

3æ�™*…G>GyGŠGeG�FþGx GpGŠ GV GiGG GV Fþ��*O
G x G pG Š G V G i G G G V F Ü G x G GG XG ŠF û� K) FF ç G � F Ö F ø F éG � � ‰� 2G "� �* OF ÷ F Ý G �F éF ¹ G i G G G V � �* OG "
�™*…G>GyGŠGeFûG>GyGŠGe�ìFç G�FéF¹3æ�™*…G>GyGŠGeFÿF F̧íG� G� Fþ3æ�™*…FÛ G�
FéG� F ïG �Fû� �*O Få G�F ï Gx GpGŠ GV G i G G G V F þ G x G G G V F ÷F éF ¹

3æ�™*…G>GyGŠGeFÿF �̧�Fþ G� FþF÷1‘�9 Få G�G�3æ�™*…Fþ Gx GG GV F÷FéF¹

• IP G 0 G W G z G GH �IPv4 G � F ïF ÿ IPv6H�

• IP (
�V

• 
½�/$×FúGi GG GV �¡G� FïFÿ GW Go G2 G•�¡

• SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFþFÂ)�)ÊFÃ�(8®

• SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0H �SBRSH�Fþ(
�VH�G� FïFÿGG GA G0Fþ���ôH�

• DNS G x G G G V G= G6 Gx GŠ�Â'Å

3æ�™*…G>GyGŠGeFþ�wFá
°G��•+�FúG0 GW Gz GGFþ Gx GG GV Fþ0ò(ýFûFôFÔFöFÿF¸3æ�™*…G>GyGŠGeFþ�S
H�7-4 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

SMTP GCGŠG^FÜG0Ge Gw G2 G0 G• GG Fø Fþ SMTP �K)FG"0èG�G� Fø F¸Gx GGGXGŠFÿF 3̧æ�™*…G>Gy
Fû0Û�oFçF¸SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0F ¸G W G o G 2 G •F ¸G � F ïF ÿ IP G0 GW Gz GG Fú FùFþ3æ�™
GyGŠGeFþ�õ�–Fþ �²�óFû�M+´FéG� ���œF 3̧æ�™*…G>GyGŠGeFû�K)FG"�m G� �\Fö G�FéF¹

H��@H� GNGdGy DNS Gy GQ G= G0 GQ GeG"��/œFéG� Fã Fø F÷F¸GE GG GT GnFÿ Gx GpGŠ GV G i G G G V F þ IP G 0 G W G z G GF þ
�öG"&��–FÚG�G��è0ÉFç G�FéF¹Fã G�FÿF �̧K)F
–Gi GG GV Fþ IP G 0 G W G z G GF û� PF éG �3 ë� ,F Ý DNSH�PTRH�
G y G Q G = G 0 G Q G e F ø F F̧ íG �F û) F F ß PTR Gy GQ G= G0 GQ Ge)��ÝFû�PFéG� �G�,FÝ DNSH�AH�Gy GQ G= G0 GQ G
F ú G � G �F éF ¹F íF þ� ‹F ¸G E G G G T G nF ÿ A G y G Q G = G 0 G Q G eF þ) �� ÝF Ü PTR Gy GQ G= G0 GQ GeFþ)��Ý Fø �M+´Fé
Fù FÖ FÛG"GOG5 GQ G= Fç G�FéF¹)��ÝFÜ�M+´Fç FúFÔ���œF¸G� FïFÿ A G z G AG Š G W F Ü� Ñ� ~F ç F úF Ô� �� œ
G T G nF ÿ IP G 0 G W G z G GF þG �G "� Q# ÝF ç F ö HAT 
ÆFþG6G• GV Gx Fø !·�œFç G�FéF¹

[ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [HAT�+0[H�HAT OverviewH�] GhGŠGFF÷3æ�™*…G>Gy?GeG"� �*OFç
G�FéF¹

6õ4�8o% 

• 3æ�™*…G>GyGŠGeFþ�S�eH�7-4 GhGŠGFH�

• G [ G Q G V G }G Š G = G8GŠGXGŠF¸GW Go G2 G•F¸IP G0 GW Gz GG F÷��*O Få G�G�3æ�™*…G>GyGŠGeH�7-5 GhGŠGFH�

• SenderBase G z G b G s G TG ŠG E G u G • GG GA G0 G"�Q#ÝFç Fï3æ�™*…G>GyGŠGeFþ��*OH�7-6 GhGŠGFH�

• DNS Gx GG GV Fû G= G6 Gx GŠG"��/œFéG� Fã Fø F÷��*O Få G�Fï3æ�™*…G>GyGŠGeH�7-7 GhGŠGFH�
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeG�FþGx GpGŠ GV GiGG GV Fþ��*O

F¹

ëG#F¹

Ò G�

ÿF ¸
>GyGŠ

ÿF¸
>GyGŠ

= G 6
�

ã G�FÿF F̧éG	
éH�FïFð Fç
3æ�™*…G>GyGŠGeFþ�S�e
/² 7-1 HAT 
ÆF÷FþGx GpGŠ GV GiGG GV Fþ��*OH�3æ�™*…G>GyGŠGeFþ�S�e

�S�e �–�á
n:n:n:n:n:n:n:n IPv6 G0 GW Gz GGF¹
›/œGJ G{ G"�µG� G� �²0[FÿFÒ G� G�FëG#
n:n:n:n:n:n:n:n-
n:n:n:n:n:n:n:n
n:n:n-n:n:n:n:n:n

IPv6 G0 GW Gz GGFþ(
�VF¹
›/œGJ G{ G"�µG� G� �²0[FÿFÒ G� G�F

n.n.n.n GcGyH��ö
²FúH�IPv4 G 0 G W G z G G 
n.n.n.

n.n.n

n.n.

n.n

n.

n

4Š�($×Fú IPv4 G 0 G W G z G G

n.n.n.n-n

n.n.n-n.

n.n.n-n

n.n-n. 

n.n-n

n-n.

n-n

IPv4 G 0 G W G z G GF þ( 
� V

yourhost.example.com �ö
²�Ÿ8í GW Go G2 G•�¡
.partialhost 4Š�(Gi GG GV G W G o G 2 G •
 ÆF þF éG 	F öF þ G � F þ
n/c 

n.n/c 

n.n.n/c 

n.n.n.n/c

IPv4 CIDR G 0 G W G z G G G d G { G Q G =

n:n:n:n:n:n:n:n/c IPv6 CIDR G 0 G W G z G G Gd G{ GQ G= F¹
›/œGJ G{ G"�µG� G� �²0[FÿF
G�FëG#

SBRS[n:n]
SBRS[none]

SenderBase G z G b G s G TG ŠG E G u G • G G G A G 0F ¹0 ò( ýF ûF ôF ÔF öF
SenderBase G z G b G s G TG ŠG E G u G • GG GA G0 G"�Q#ÝFç Fï3æ�™*…G
GeFþ��*OH�7-6 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

SBO:n SenderBase G [ G Q G V G }G Š G = G8GŠGXGŠ1‘�9$��•F¹0ò(ýFûFôFÔFöF
SenderBase G z G b G s G TG ŠG E G u G • GG GA G0 G"�Q#ÝFç Fï3æ�™*…G
GeFþ��*OH�7-6 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

dnslist[dnsserver.domain] DNS G x G G G V G= G6 Gx GŠF¹0ò(ýFûFôFÔFöFÿF¸DNS G x G G G V F û G
Gx GŠG"��/œFéG� Fã Fø F÷��*O Få G�Fï3æ�™*…G>GyGŠGeH7-7 GhGŠ
GFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

ALL FéG	FöFþG0 GW Gz GGFû�M+´FéG� "I�fFúG;GŠG}GŠ GW F¹F
FöFþ3æ�™*…G>GyGŠGeFþG�Fû4:#Ý Få G�F �̧–Fû�µG�G�G�F
G x G G G V F å G �G �F ëG #H �F ¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeG�FþGx GpGŠ GV GiGG GV Fþ��*O

æ� ™* …G >

FúFÔFïG�F �̧±
û�B�ŒFç Fö FÝ
c G1 G•G>F 
̧�4�Fç Fï
�FéF¹FãG�Fû G� G� F �̧¨�XFþ

$×Fú2A�eG"+¬�eFé
Gi
Fö FÝ G� Fç

1

G�
�ô�� Få

û�–Fÿ�
&kH� Fø Fç Fö
íF þ� Ú

GeG"�q
G [ G Q
ê

�4:
æ�™
–Fû
FöF )̧�)ÊFû�öFõFÔFö
G [ G Q G V G }G ŠG = G8GŠGXGŠF¸GW Go G2 G•F¸IP G 0 G W G zG GF ÷� �* OF åG �G �3
GyGŠGe

SMTP GeG{ GV GAGyFûFÿ7Á�Ê Go GŠGyFþ3æ�™*…G"1�0ÉFéG� FïG�Fþ�‰�2FÜ)�G�3¸G�G�FöFÔ
5�Fþ3Þ�h Go GŠGyFþ3æ�™*…FÿF F̧íFþ3�
–G"7ƒFéFïG�FþFÔ Fß FôFÛFþ�S$�G"�G#ÝFéG� Fã Fø F
G� Fç FïF¹Fï Fø FØG�F¸Go GQ GIGŠGFFþG6G•GgG{GŠGe3æ�™*…G0 GW Gz GGFþGGGeGŠG HELO 
G0 GW Gz GGFþ�Q#ÝF �̧"Fú G�$�Fú G� GW Go G2 G•�¡FþG{GŠGTGŠGE Gu G•FúFùFÜFÒ G� G
Go GŠGy'ö#.*…FÿF F̧ÂFã Fþ�±5�Fþ7Á�Ê Go GŠGyFÿ1!FÜ3æ�™Fç FöFÔG�FþFÛFÃ Fø FÔ FÖ �ö�•
G � F ã F ø F ûF ú G � G �F éF ¹F ã F þ2 A� eF û' ÅF Ø G � F ïG �F ûF ¸SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFÿF �̧K)F
–
G G G V F þ IP G0 GW Gz GGFû�öFõFÔFö3�
–GgGŠGGFþ�_��G"7Ÿ(ÙFéG� FïG�Fþ�[�wFþ7u�™G"6ä$ÎFç
FïF¹IP G0 GW Gz GGFÿF¸Go GQ GIGŠGF�pF÷
�4�FéG� Fã Fø FÜG� Fø G#Fù�Y�•+�Fú�_��Fþ 1 FôF÷FéF¹

IP G 0 G W G z G G FÿF 3̧æ�™
– Go GŠGy G i G G G V F þ IP G 0 G W G z G G F ø F ç F ö� �* OF ç G �F éF ¹E G o G ŠG y GIG; Gs Gx GT G G0
G e G w G 2 G 0 G • G GF ÿ� g� ‰F þ G 2 G • G MG ŠG [ G Q G V G e G { G V G A G y G^GŠGF Gu G• 4H�IPv4H�FÚG�G� IP G^GŠGF Gu G• 6
H�IPv6H�G0 GW Gz GG G"GCGkGŠ GV Fç G�FéF¹

G W G o G 2 G • FÿF �̧æ��Fç Fï'  ̈2 GzGgGy G W G o G 2 G •� ¡H �F ï F ø F ØG � yahoo.comH�G"�âFôGi GG GV �¡G"�Q#ÝFé
G 6G • G T G 1 G T G 1 F ø F ç F ö� �* O F å G �F ¸IP G 0 G W G z G GF û� PF éG �3 ë� ,F ÝH �PTRH�Gy GQ G= G0 GQ GeFû G� Fó Fö
G�G�FéF¹

G [ G Q G V G }G Š G = G8GŠGXGŠ FÿF¸IP G0 GW Gz GGFþGd G{ GQ G= G"'ö#.FéG� G6G• GT G1 GT G1 H�3
��*O Få G�FA̧merican Registry for Internet NumbersH�ARINH�Fú FùFþG> G{GŠG^Gy G z G F G G G V G x G �F
F þ G K G ŠG GF Û G � F þ IP G0 GW Gz GG'56ëFþ�m G� �\FöFû�öFõFÔFö�ô�� Få G�G�FéF¹

)�)Ê  FÿF¸G[ GQ GV G}GŠ G= G8GŠGXGŠFþ IP G d G { G Q G = 
 ÆF þ G o G ŠG y G@GŠ GV G4 G5 G2 Fþ"I��FþG>GyGŠ
G� 0ò(ýFû'ö#.FéG� G6G• GT G1 GT G1 Fø Fç Fö��*O Få G�F¸SenderBase F û G � F ó F ö� ô� � F å G �G �F éF ¹) �) ÊF ÿ
G V G }G Š G = G8GŠGXGŠF¸G[ GQ GV G}GŠ G= G8GŠGXGŠ
ÆFþ4Š6ÛF F̧íFþG[ GQ GV G}GŠ G= G8GŠGXGŠFþ8³��FþFÔF
G�FÛFûFú G� G�FéF¹

6õ4�8o% 

• HAT Fû�öFõ Fß Gk Gx GEGŠFþ0¿��H�7-5 GhGŠGFH�

HAT Fû�öFõ Fß Gk Gx GEGŠFþ0¿��

/² 7-2 FûF¸G[ GQ GV G}GŠ G= G8GŠGXGŠ Fø )�)ÊFþ�[G"FÔ Fß FôFÛ&gFç G�FéF¹

G [ G Q G V G }G Š G = G8GŠGXGŠFþ0d�•FûFÿFÛFú G� Fþ�œFÜFÒ G� FïG�F¸Go GŠGy G c G {G Š Gk Gx GEGŠFþ�öFûFéG
� )F úG 6G • G T G 1 G T G 1 F ÿ) �) ÊF ÷F éF ¹SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFÿF 7̧Á�Ê Go GŠGyFþ3
FôFÔFö)�)ÊGzGgGyG� F÷"‚+¬Fû#.0ŽFç FöFÚ G� F¸G0Ge Gw G2 G0 G• GGFÿFíG�G"�<#ÝFç
Gk Gx GEGŠG"+¬�·$×Fû4:#ÝFç G�FéF¹�VFþ�[F÷F ĢtGŠGDFÜGi GG GV G 0 G = G I G G GTGŠGdGyH�HATH�F÷FÂLevel 3 

/² 7-2 G [ G Q G V G }G ŠG = G8GŠGXGŠFø)�)ÊFþ�[

�[Fþ'�8® G[ GQ GV G}GŠG= G8GŠGXGŠ )�)Ê

G [ G Q G V G }G ŠG = GCGŠGaGG GeG{G^G2
GNGŠ

Level 3 Communications Macromedia Inc. 

AllOutDeals.com

GreatOffers.com

7Á�Ê Go GŠGy GCGŠGaGG GeG{G^G2GNGŠGE GE Appliances

GE Capital 

GE Mortgage

�_#Ý3æ�™*… The Motley Fool The Motley Fool
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeG�FþGx GpGŠ GV GiGG GV Fþ��*O

Gn G"3æ�™Fç ��G�
"F¸G[ GQ GV

ï G�

Gy
õFéG�

�™*…

�™FéG� 
4

FéG� 
4�¥
ÜFÒ G� G�FéF¹

Go GŠ
G�Fï
� F¸G0
o GŠGyFþ3æ�™
yG"3æ�™Fç

�m G� �\Fö G� �²0[FÜ

"�ô��Fç G�
Fþ

GeFþ��*O
FöF 3̧æ�™*…
u G •
ö G � G �F ï� X� ÍF ÷F éF ¹G G
CommunicationsFÃG"3æ�™*…G>GyGŠGe Fø Fç Fö�æ��Fç Fï���œF¸SenderBase FÿFíFþG[ GQ GV G}GŠ G= G8GŠ
GXGŠFû G� Fó Fö'ö#. Få G�G� �¶�9Fþ)�)ÊFû�öFõFÔFöGk Gx GEGŠG"4:#ÝFç G�FéF¹

F ï F ø F ØG �F �̧ V0 °F þ/ ²F ÷F Ģ tG ŠG DF Ü Level 3 Fû�PFç Fö�ì6ëFÒFï G� Fþ�w�™*…�XFþ�D7HG" 10 F ø 
 °� ŠF ç F ï
���œF¸G0Ge Gw G2 G0 G• GGFÿF¸Macromedia Inc.FA̧lloutdeals.comFF̧ÚG�G � Greatoffers.com Fû�PFç Fö�q�± 
10 �ÇFþ�w�™*…G"0Á�•Fç G�FéH�Level 3 G [ G Q G V G }G Š G = G8GŠGXGŠFû�PFç FöFÿ�ì6ëFÒFï G� �œ0£ 30 �ÇFþ
�w�™*…FûFú G� G�FéH�F¹Fã FþG0Ge G{GŠGOFþ�<!lFÿF¸Fã G� G� Fþ)�)ÊFþFÔFêG�FÛFÜ GGG_
F ö G � F ¸Level 3 Fû G� Fó Fö'ö#. Få G�FöFÔ G� FíFþ�ÚFþ)�)ÊFûFÿ�s8jFÜFúFÔ Fã Fø F÷FéF¹Fã G�G
G}GŠ G= G8GŠGXGŠFÂThe Motley FoolFÃFþ�[ Fø �P�šFç G�FéF¹GtGŠGDFÜGzGŠ GV �D7HG"�ì6ëFÒF 10 �¶Fþ
�w�™*…Fû0¿��Fç Fï���œF¸G[ GQ GV G}GŠ G= G8GŠGXGŠ Motley Fool Fþ�œ0£Fþ�D7HFÿF �̧ì6ëFÒFï G� 10 �¶Fþ
�w�™*…FûFú G� G�FéF¹

G o G ŠG y G c G {G Š GpGY GM�µ+�FÿF 3̧æ�™*…G"��*OFéG� �‰�2Fþ 1 FôF÷FÒ G� F 3̧æ�™*…Fû6õFéG� Go GŠ Gc
G{GŠ Gk Gx GEGŠFþ�ô��G"�8�BFéG� FïG�FþGpGY GM Gx G• G> GRGŠGy Fø Fú G� G�FéF¹"I��Fþ3æ�™*…Fû6
G o G ŠG y G c G {G Š Gk Gx GEGŠFþ�ô��G"�8�BFéG� FûFÿF �̧�Fþ Fã Fø G"2A�eFç G�FéF¹

• Fã Fþ3æ�™*…Fû G� Fó FöF¸FùFþ IP G 0 G W G z G GF Ü� D� š F å G �F öF Ô G � F ÛF ¹

%T�™7Á�Ê Go GŠGyFþ��#.G"�D�šFéG� FïG�Fþ Go GŠGy G c G {G Š GpGY GM�µ+�FÜ�Q#ÝFéG� �q�6Fþ�_��
FÜF¸Fã Fþ2A�eFû�PFéG� 'ÅFØFûFú G� G�FéF¹Fã Fþ'ÅFØFÿF¸SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GG
Fû G= G6 Gx GŠG"��/œFéG� Fã Fø F÷�“G� G�G�FéF¹SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFÿF 3̧æ
Fþ%&�P$×Fú0d�•Fû6õFéG� �_��G"�f�j Fç G�FéH�SenderBase G [ G Q G V G }G Š G = G8GŠGXGŠG� FïFÿ 
SenderBase )�)ÊH�F¹Fã Fþ2A�eFû'ÅFØ G� FûFÒFï G� F �̧�Fþ Fã Fø FÜ�ì�� Få G�G�FéF¹

– �±0d�•Fú)�)ÊFÿF¸G� G� �¨ Fß Fþ IP G0 GW Gz GG G"'ö#.FçF¸G� G� �]�AFú7Á�Ê Go GŠGyG"3æ
�¥FÜFÒ G� G�FéF¹

• FíFþ0d�•Fû�ÂFè FöF¸Fã Fþ3æ�™*…Fû�K)F�XG"
²�/F÷FÔ Fß Fô�m G� �\Fö G�G	FÝ FÛF¹

– �±0d�•Fú)�)ÊFÿF¸G� G� �¨ Fß Fþ IP G0 GW Gz GG G"'ö#.FçF¸G� G� �]�AFú7Á�Ê Go GŠGyG"3æ�™
FÜFÒ G� G�FéF¹FíFþFïG�F¸G0Ge Gw G2 G0G• GGG�Fþ�K)FG" G� G� �¨ Fß �m G� �\Fö G� �²0[F

– �¨ Fß Fþ���œF �̧±5�Fþ7Á�Ê Go GŠGyFþ3æ�™
–FÿF¸ISPFŅSPF̧G0 G4 GV GK GŠGE G• G> Få G�Fï7Á�Ê
GyFþ4Ä�™G"'ö#.FéG� �û��F 3̧Þ�h Go GŠGyFþ3æ�™
–F÷FéF¹ISPFŅSPF̧G0 G4 GV GK GŠGE G• G> Få
7Á�Ê Go GŠGyFþ4Ä�™G"'ö#.FéG� �û��FÿF �̧¨�XFþ IP G0 GW Gz GG G"'ö#.FéG� )�)ÊFþ�[F÷FÒ G
Ge Gw G2 G0 G• GGG�Fþ�K)FG" G� G� �¨ Fß �m G� �\Fö G� �²0[FÜFÒ G� G�FéF¹3û�–F 3̧Þ�h G
*…FÿF �̧¨�XFþ IP G0 GW Gz GG G"'ö#.FëFêF �̧a�XFþ IP G0 GW Gz GG G"3ûFè Fö�±5�Fþ Go GŠG
G�FéF¹Fã Fþ G� FÖ Fú3æ�™*…FûFÿF¸G0Ge Gw G2 G0 G• GGG�Fþ�K)FG" G� G� �aFú Fß
F Ò G � G �F éF ¹

G o G ŠG y G c G {G Š GpGY GM�µ+�FÿF¸SenderBase G [ G Q G V G }G Š G = G8GŠGXGŠ Fø SenderBase )�)ÊFþ�j�9�ìG"�Q
#ÝFç FöF¸SenderBase 
ÆFþ G{ GF GQ G= Fû�öFõFÝF 3̧æ�™*…FÒFï G� Fû�K)FG"�m G� �\Fö G� �‰�2G
FéF¹Go GŠGy G c G {G Š GpGY GM�µ+�Fþ�Q#Ý�‰�2Fþ0ò(ýFûFôFÔFöFÿF F̧Â7Á�Ê Go GŠGy GIG; Gs Gx GT G1 GpGY GM
�Q#Ý�‰�2FÃFþ'vG"�g!·Fç Fö Fß Fð Få FÔF¹

SenderBase GzGb Gs GTGŠGE Gu G• GG GA G0G"�Q#ÝFç Fï3æ�™*…G>GyGŠ
G0Ge Gw G2 G0 G• GGFÿF¸SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFû�PFç Fö G= G6 Gx GŠG"��/œFç
FþGz Gb Gs GTGŠGE Gu G• G G G A G 0H �SBRSH�G"�ô��F÷ FÝ G�FéF¹SBRS FÿFŞenderBase G z G b G s G TG ŠG E G 
GCGŠGa GGFÛ G� Fþ�_��Fû�öFõFÝF¸IP G 0 G W G z G GF ¸G W G o G 2 G •F ¸G � F ïF ÿ) �) ÊF û� m G � � \F
G A G 0F þ( 
� VF ÿF ¸/² 7-3Fû&gFéG� FÖ FûF¸-10.0 HZ +10.0 F÷FéF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeG�FþGx GpGŠ GV GiGG GV Fþ��*O

G0Ge Gw G2
G�G�G�
Fþ�8�B
F¸
F¹

Fã F÷

"0¿��FéG� FûFÿF¸

Fû
F¹FíFþ�‹F¸

G0 GQ Ge

"� 8� B
FéF¹0ò(ýFûFôFÔFö

G0
_G G

…G>GyGŠGe
Fç Fö3æ�™

GFM
ÃFþ
áF÷FéF¹

G •
G�G�FéF¹
SBRS G"�Q#ÝFç FöF �̧™8—�öFû�öFõFÔFö Go GŠGy G c G {G Š Gk Gx GEGŠG"3æ�™*…Fû4:#ÝFéG� G� FÖ Fû
G0G• GG G"0¿��Fç G�FéF¹Fï Fø FØG�F¸GG GA G0FÜ -7.5 �• 6FþFéG	FöFþ3æ�™*…G"�Ä�°FéG� Fã Fø FÜ*ƒFØ
FéF¹FãG�FÿF¸GUI G"�Q#ÝFç Fö��#'FéG�FþFÜ�qG� (F�"F÷FéF¹Go GQ GIGŠGF��#.Fþ3æ�™*…G>GyGŠGe
H�7-13 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹G6 G= GGGkGŠ GV Fç Fï HAT G"GTG; GG GV Gc G/ G2GyF÷)…7ŸFéG����œ
SenderBase G z G b G s G TG ŠG E G u G • GG GA G0G"�µG�G� FïG�Fþ�S�eFûFôFÔFöFÿ/² 7-4 G"�g!·Fç Fö Fß Fð Få FÔ

H��@H� GUI G"3ûFè Fö HAT Fû3ã�•FåG�G� G[ GQ GV G}GŠG= G8GŠGXGŠFÿF¸SBO:n Fø FÔ FÖ �S�eG"�Q#ÝFç G�FéF¹Fã 
n FÿFŞenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GG
ÆFþG[ GQ GV G}GŠG= G8GŠGXGŠFþ�M�–Fþ1‘�9$��•F÷FéF¹

SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFû G= G6 Gx GŠG"��/œFéG� G� FÖ Fû Gx GGGXGŠG[
G [ G Q G V G }G Š G = H �NetworkH�] > [ G x G GG XG ŠH �ListenersH�] GhGŠGF G"�Q#ÝFéG� FÛF¸CLI F÷ listenerconfig -> 

setup  G A G lG • G W G "� Q# ÝF ç G �F éF ¹G � F ïF ¸G 0G e G w G 2 G 0 G • G GF Ü SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GG
G= G6 Gx GŠG"��/œFéG� Fø FÝ Fû�…FôGM G2 Gn G0 G4 GV �ÍG"��*OFéG� Fã Fø G� F÷ FÝ G�FéGUI Fþ [
G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] GhGŠGFFþ�ÍG"�Q#ÝFéG� FÛF¸CLI Fþ listenerconfig -> edit -> 

hostaccess  G A G lG • G W G "� Q# ÝF ç F öF ¸SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFû�PFéG� Gy GQ G=
G"�Q#ÝFéG� Få G� Fæ G� FúGk Gx GEGŠG"0¿��F÷ FÝ G�FéF¹

H��@H� G � F ïF ¸SenderBase G z G b G s G TG ŠG E G u G • GG GA G0FþFÂFç FÝ FÔ�ÍFÃG"�æ��FéG� Go GQ GIGŠGF G c G 1 G y G M G
FçF¸GE GG GT GnFû G� Fó Fö��#. Få G�Fï Go GQ GIGŠGF G" Få G� Fû�ï�8FéG� Fã Fø G� F÷ FÝ G�
FÿF F̧ÂG0 G•GOGGG_GnFÃFÚG�G�FÂG0 G•GO G4 G1 GyGGFÃFþ'vFþFÂSenderBase G z G b G s G TG ŠG E G u G • GyGŠGyFÃF F̧Â
G•GOGGG_Gn G E G G G T G nF þG ^ G 2 G _G G G 0 G = G E G u G •F ÃF F̧ ÚG �G �F ÂG 0 G •G O G 4 G 2 G yG G G E G G G T G nF þG ^ G 2 G G 0 G =
G E G u G •F ÃG "� g! ·F ç F ö F ß F ð F å F ÔF ¹

DNS Gx GG GV FûG=G6 GxGŠG"��/œFéG� Fã Fø F÷��*OFåG�Fï3æ�™*
G x G GG XG ŠF þ HAT F÷FÿF "̧I��Fþ DNS G x G G G V GCGŠG^Fû�PFéG� G= G6 Gx GŠFû�M+´FéG� G� Fþ Fø
*…G>GyGŠGeG"��*OFéG� Fã Fø G� F÷ FÝ G�FéF¹G= G6 Gx GŠFÿF¸Gx GpGŠ GV G= Gw G2 G0 G• GV Fþ�K)F�ìFû DNS G"
3ûFè Fö� �/œ Få G�G �FéF¹Gx GpGŠ GV Gx GG GV Fû G= G6 Gx GŠG"��/œFéG� �µ+�FÿF #̧'�~ Go GQ GIGŠ G c G 1 G y G 
GyGŠGy Fø Fç Fö G� �Ñ�~Fç G�FéFÜH�FÂ Go GQ GIGŠGF G c G 1 G y G M G "� Q# ÝF ç F ï7 Á� Ê G o G ŠG y Gk Gx GEGŠFþ4:#ÝF
'vFþFÂDNS G x G G G V GyGŠGyFÃG"�g!·H�F¸Go GQ GIGŠGFFþ
Æ��
²�/FÜ�w�™ Få G�G� FþFÿ�M�ØFðF

/² 7-3 SenderBase G z G b G s G TG ŠG E G u G • GG GA G0Fþ��*O

G G G A G 0 � –� á

-10.0 GGG_GnFþ3æ�™
–F÷FÒ G� �•+��öFÜ�q G� 9×FÔ

0 �p6ëFÛF¸G� FïFÿ�N�áG"/œ FÖ FïG�Fþ���(Fú�_��FÜFúFÔ

+10.0 �™8—F÷ FÝ G�3æ�™*…F÷FÒ G� �•+��öFÜ�q G� 9×FÔ

none Fã Fþ3æ�™*…FþGUGŠGM FÜFúFÔH��M+áFû GGG_GnFþ3æ�™
–H�

/² 7-4 SenderBase G z G b G s G TG ŠG E G u G • GG GA G0Fþ�S�e

SBRS[n: n] SenderBase G z G b G sG TG ŠG E G u G • G G G AG 0F ¹3 æ� ™* …F ÿF ¸SenderBase G z G b G sG TG ŠG E G u GCGŠ
Ga GGFûG=G6 Gx GŠG"��/œFéG� Fã Fø F÷1‘�9FåG�F¸GG GAG0Fÿ(
�V
ÆF÷��*OFå

SBRS[none] SBRS FÜFúFÔ Fã Fø G"�æ��Fç G�FéH�8��–Fû�‚ Fç FÔ GW Go G2 G•FûFÿF¸G�Fð SenderBase 
G z G b G s G TG ŠG E G u G • GG GA G0FÜFúFÔ���œFÜFÒ G� G�FéH�F¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  G o G ŠG y G c G {G Š Gk Gx GEGŠG"�Q#ÝFç Fï7Á�Ê Go GŠGy3æ�™*…FþG0 G= GIGG GyGŠGyFþ��*O

¿��FçF F̧íG�
GW Go G2 G•

Go GQ GIGŠGF
ÃFþ
ø �š3QF÷ FÝ G�

ïG�FûGdGŠ
ù F Ö F ÛH �F ¹

Fÿ
G

#ÝF÷ FÝ G�FéF¹Fï
•F þ


–

7Á�Ê
� F÷

�™*…Fþ

þ7Á�Ê Go GŠGy
G _ G w

ÛF þG 0 G = G E G u

Gy
F¹

V FÿF¸
�FëG#F¹
F ã F þ G o G 9G YG H G nF û G � G � F ¸G >G yG ŠG e
 ÆF ÷F ¸DNS Gx GG GV Fû G= G6 Gx GŠG"��/œFéG�3æ�™*…G"0
Fû�ÂFè Fö Go GŠGy G c G {G Š Gk Gx GEGŠG"1*�ZF÷ FÝ G�FéF¹Fï Fø FØG�F �̧K)FG"�Ä�°Fç Fï G� F �̧K)F
–
Fþ�úG�+ÙFÔG"�D7HFç Fï G� F÷ FÝ G�FéF¹

H��@H� F Ô F ß F ôF ÛF þ DNS G x G G G V F ÿF �̧ •� šF þ� Â' ÅH �F ï F ø F ØG �F Â127.0.0.1FÃF F̧Â127.0.0.2FÃF F̧Â127.0.0.3FÃH�G"�Q#ÝFç
FöF¸G= G6 Gx GŠ�P1ßFþ IP G0 GW Gz GGFû6õFéG� Få G� Fæ G� Fú�¦��G"&gFé Fã Fø FÜF÷ FÝ G�FéF¹ 
G c G 1 G y G M DNS G x G G G V GyGŠGyH�FÂ Go GQ GIGŠGF G c G 1 G y G M G "� Q# ÝF ç F ï7 Á� Ê G o G ŠG y Gk Gx GEGŠFþ4:#ÝF
'vFþFÂDNS G x G G G V GyGŠGyFÃG"�g!·H�G"�Q#ÝFéG� Fø F¸G= G6 Gx GŠFþ)��ÝG" Få G� Fæ G� Fú�Í F
FéF¹Fç FÛ FçF¸HAT 
ÆF÷ DNS G x G G G V GCGŠG^Fû G= G6 Gx GŠG"��/œFéG� �æ��F÷FÿF (̧F ©FûFéG� F
Gy ‡'ìFþG�FÜGCGkGŠ GV Få G�FöFÔG�FéH�FôG� G� F¸IP G 0 G W G z G GF Ü G x G G G V F û# 'G �G � F ÛF

H��@H� CLI Fþ G= G6 Gx GŠF÷Fÿ�²Fê0…G9 GQ GA G"�µG�G�FéF¹GUI F÷ DNS G x G G G V G= G6 Gx GŠG"�æ��FéG� ���œFû
0…G9 GQ GA Fÿ�Y0[F÷FéF¹G= G6 Gx GŠFþGT GG GV F¸DNS G= G6 Gx GŠFþ�M+á$×Fú0¿��F¸G� FïFÿ#'�~Fþ DNS G x G
GV G ; G q G Q G E G s F þG c G w G Q G E G s G "/ œ F Ö F ûF ÿF ¸CLI F÷ dnslistconfig  G A G lG • G W G "� Q# ÝF ç G �F éF ¹

Fã Fþ Go G9GYGH GnFÿF F̧Â$��–FúFÃ�K)FFû�•FØFöF F̧Â�G�–FúFÃ�K)FG"1‘�9FéG� FïG�Fû G� �Q
F ø F ØG �F ¸query.bondedsender.org Fû�PFç Fö G= G6 Gx GŠG"��/œFéG� Fø F F̧íFþ7Á�Ê Go GŠGy G ; G q G •G hG ŠG
�ú
²�öG"�–0ÉFéG� FïG�Fû Cisco Systems Fþ Bonded Sender™ Ge G{ G> Gw GnFû�j0¯5 G"'�G#Fð�K)F
G i G G G V F Ü! ·� œ F å G �G �F éF ¹G UG c G 7G y G V F þ WHITELIST Fþ3æ�™*…G>GyGŠGeG"�Ÿ�GFç Fö Bonded Sender 
G e G { G > G w G nF þ DNS GCGŠG^Fû G= G6 Gx GŠG"��/œFçH�'���$×Fû�j0¯5 G"�Ð��Fç Fï Fã G� G� �G0dFþ
Go GŠGy3æ�™*…FÜ�M0t/²&g Få G�G�FéH�F F̧íG�Fû�ÂFè Fö Go GŠGy G c G {G Š Gk Gx GEGŠG"1*�ZFéG� Fã Fø G
F Ý G �F éF ¹

G o G ŠG y G c G {G Š Gk Gx GEGŠG"�Q#ÝFç Fï7Á�ÊGo GŠGy3æ
G0G=GIGG GyGŠGyFþ��*O

G o G ŠG y G c G {G Š G k G x G EG ŠF ÷F ÿ SMTP G9 G•G^GIGŠGE Gu G•�pFþ3æ�™*…FÛ G� Gx GGGXGŠG�F 
Go GQ GIGŠGFFþGc G{GŠG"�D�šG� FïFÿ�D7HFéG� Fã Fø FÜF÷ FÝ G�FéF¹Go GŠGy G c G {G Š G k G x G EG ŠF û� �F þ
G o G ŠG M GM G2 GeG"��*OFéG� Fã Fø F÷ SMTP G 9 G •G ^G IG ŠG E G u G • G "� D� šF ç G �F éF ¹

• �K)FFä Fø Fþ�q�± Go GQ GIGŠGF�XFú FùFþ�K)FG_ Gw Go GŠGMF¹

• 1 �ì6ëFÒFï G� Fþ�w�™*…Fþ�q�±�XFú FùF¸GzGŠ GV �D7HG_ Gw Go GŠGMF¹

• SMTP G9 G•G^GIGŠGE Gu G•�pFû3û�™FéG� G9 GG GM Gn SMTP GAGŠ GW Fø �Â'ÅG"�š� fFç G�FéF¹

• GGG_Gn�è��Fþ�w� �ìF¹

• G4 G2 GyGG�–1¤Fþ�w� �ìF¹

• TLS G"�QFó Fï SMTP �K)FFþ�/�•�ìFú FùFþ�/�•�ìF¹

• DKIM G"�QFó Fï%T�™ Go GŠGyFþ&�1�Fú FùFþ1�0ÉG_ Gw Go GŠGMF¹

�q�‹FûF¸Go GŠGy G c G {G Š G k G x G EG ŠF ÜF ¸G x G pG Š G V G i G G G V F Û G � F þ� K) FF û� PF çF �̧ �F þF ÔF êG �F
G• G"��/œFç G�FéF¹

• �Ž1�H�ACCEPTH�F¹�K)FFÜ0Á�• Få G�Fï�‹F 7̧Á�Ê Go GŠGyFþ0Á�•FÜ Få G� Fû�w�™*…G0 G= GI G GTGŠGdG
H�G_Gd Gx GQ G= Gx GGGXGŠFþ���œH�Fú FùFþ Gx GGGXGŠFþ0¿��Fû G� Fó Fö�D7H Få G�G�Fé

• �Ä�°H�REJECTH�F¹�K)FFÿF �̧q�6Fÿ0Á�• Få G�G�FéFÜF �̧K)FFç G� FÖ Fø FéG� G= Gw G2 G0 G• G4XX G�
FïFÿ 5XX SMTP F þ G G G TG ŠG M G G GAGŠ GW G"�v�“Fç G�FéF¹FùFþ7Á�Ê Go GŠGy G� 0Á�• Få G�G
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  G o G ŠG y G c G {G Š Gk Gx GEGŠG"�Q#ÝFç Fï7Á�Ê Go GŠGy3æ�™*…FþG0 G= GIGG GyGŠGyFþ��*O

GyH�
"�Ä�°Fé
• G GF éG � F ïG �F ¸

G

G= GI GG

F
FÜ�Q#Ý Få G�G�
(ýFûFô

G^
�Ð Fø �`�e�Ð

…G>GyGŠGe

F Ø
þG i G G G V � ¡
� »� KF ç
FÔ��

F¹
H��@H� G � F ïF ¸SMTP G9 G•G^GIGŠGE Gu G•Fþ6ä���ìF÷FÿFú Fß F¸Go GQ GIGŠGF�w�™*…GzGgRCPT TOH�F÷
Fã Fþ�Ä�°G"��/œFéG� G� FÖ FûF¸AsyncOS G"0¿��F÷ FÝ G�FéF¹Fã Fþ�‰�2F÷ Go GQ GIGŠGF G
G � F ã F ø F ÷F ¸G o G Q G IG ŠG FF þ� Ä� °F Ü4 �� � F å G � G o G Q G IG ŠG FF ÜG ^G 4 GAsyncOS Fÿ�Ä
�° Få G�Fï Go GQ GIGŠGFFû6õFéG� G� G� 0ò(ýFú�_��G"�v�“F÷ FÝ G�FéF¹Fã Fþ0¿��FÿF¸CLI Fþ 
listenerconfig > setup  GA GlG• GW FÛ G� 0¿�� Få G�G�FéF¹0ò(ýFûFôFÔFöFÿF¸CLI F Û G � F þ G x G
GXGŠFþ�8�BFû G� G� �K)F0[�ÓFþ Gx GQ GG G•H�5-13 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• TCPREFUSEF¹TCP GzGgGyF÷�K)FFÿ�Ä�° Få G�G�FéF¹

• G x G zG ŠH �RELAY H�F¹�K)FFÿ0Á�• Få G�G�FéF¹FéG	FöFþ�w�™*…Fþ�w�™Fÿ0Á�• Få G�F �̧w�™*…G0 
GTGŠGdGyF÷�D7H Få G�G�FëG#F¹

• )E)FH�CONTINUE H�F¹HAT 
ÆFþGl GQ Gb G• G>FÜ!“0i Få G�F¸HAT Fþ��#.FÜ)E)F Få G�G�FéF¹%T�™�K)
FÜFÇONTINUE F÷FúFÔ�‹)FFþG6G• GV Gx Fû�M+´FéG� ���œF �̧æG� G� FûFíFþG6G• GV Gx
FéF¹CONTINUE GyGŠGyFÿF¸GUI F÷Fþ HAT Fþ)…7ŸG"���ÆFûFéG� FïG�Fû�Q#Ý Få G�G�FéF¹0ò
FÔFöFÿF¸Go GQ GIGŠGF��#.Fþ3æ�™*…G>GyGŠGeFþ�8�BH�7-13 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

6õ4�8o% 

• HAT �š�XFþ�S�eH�7-9 GhGŠGFH�

HAT �š�XFþ�S�e
/² 7-5 F÷FÿF¸Go GŠGy G c G {G Š G k G x G EG ŠF û� PF ç F ö� �* O F å G �G � G 9 G G G M G n SMTP FÚG�G�GzGŠ GV �D7H
GXGŠ Fø )�G��œG�FëG� Fã Fø F÷ G� �Q#ÝF÷ FÝ G� �š�XFþGI GQ GV G"��*OFç G�FéF¹�š�X�¡Fþ�±�e
Fÿ�
�9 Få G�G�FëG# H�FôG� G� F¸$group  Fø $Group  Fÿ� Fè F÷FéH�F¹

6õ4�8o% 

• HAT �š�XFþ�Q#ÝH�7-10 GhGŠGFH�

• HAT �š�XFþGT GG GV H�7-10 GhGŠGFH�

/² 7-5 HAT �š�XFþ�S�e

�š�X ��*O
$Group HAT 
ÆFþ�M+´Fç Fï3æ�™*…G>GyGŠGeFþ�¡�SF÷*(FÝ �nFØ G� G�G�FéF¹3æ�™*

Fû�¡�SFÜFúFÔ���œF F̧ÂNoneFÃFÜ/²&g Få G�G�FéF¹
$Hostname G0Ge Gw G2 G0 G• GGFû G� Fó Fö�è0É Få G�Fï���œFûFþG�F¸Gx GpGŠ GV G i G G G V � ¡F ÷* (F Ý � n

G � G �G �F éF ¹IP G 0 G W G z G G F þ3 ë� ,F Ý DNS G y G Q G = G 0 G Q G eF Ü� B� ŒF ç F ï G � F þF
FÜ3É Få G�FúFÔ���œF F̧ÂNoneFÃFÜ/²&g Få G�G�FéF¹3ë�,FÝ DNS G y G Q G = G 0 G Q G eF Ü
Fï���œH�DNS GCGŠG^Fû�?4)F÷ FÝ FúFÔ���œG�F¸DNS GCGŠG^FÜ0¿�� Få G�FöFÔFú
�œH�F F̧ÂUnknownFÃFÜ/²&g Få G�G�FéF¹

$OrgID SenderBase )�)Ê  IDH��Z�X�ÍH�F÷*(FÝ �nFØ G� G�G�FéF¹

G0Ge Gw G2 G0 G• GGFÜ SenderBase )�)Ê  ID G"�v�“F÷ FÝ FúFÔFÛF¸SenderBase G z G b G s
GTGŠGE Gu G• GCGŠGa GGFÜ�ÍG"3É Få FúFÛFóFï���œF F̧ÂNoneFÃFÜ/²&g Få G�G�FéF¹

$RemoteIP G x G pG Š G V G = G w G 2 G 0 G • G V F þ IP G 0 G W G z G G F ÷* (F Ý� nF Ø G � G �G �F éF ¹
$HATEntry G x G pG Š G V G = G w G 2 G 0 G • G V F Ü� M+ ´F ç F ï HAT FþG6G• GV Gx F÷*(FÝ �nFØ G� G�G�Fé
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  G o G ŠG y G c G {G Š Gk Gx GEGŠG"�Q#ÝFç Fï7Á�Ê Go GŠGy3æ�™*…FþG0 G= GIGG GyGŠGyFþ��*O

úG M

2 G 0 G • G G� VF þ
HAT �š�XFþ�Q#Ý

H��@H� Fã G� G� Fþ�š�XFÿF F̧ÂG@GŠ GV G4 G5 G2 F÷Fþ Go GŠGy�w�™Fþ0¿��FÃFþ'vF÷1��ÂFéG�9×�ØF HAT G _ G w G o G Š 
smtp_banner_text  Fø max_rcpts_per_hour_text F ø F ø G � F û� Q# ÝF ÷ F Ý G �F éF ¹

F ã G � G � F þ� š� XG "� Q# ÝF çF ¸$TRUSTED G k G x G EG Š
 ÆF ÷0 Á� • F å G �F ï� K) FF þG 9 G G G M G n SMTP G^GXGŠ�Â'Å
GTG; GG GV G" GUI F÷)…7ŸF÷ FÝ G�FéF¹

�W7-2 HAT �š�XFþ�Q#Ý

G � F ïF ÿF ¸CLI F÷��Fþ G� FÖ Fû
°�ŠFç G�FéF¹

HAT �š�XFþGTGG GV

Fã G� G� Fþ�š�XG" GT GG GV FéG� FûFÿF �̧¤%±Fþ�™8—F÷ FÝ G� GlGE G•Fþ IP G 0 G W G z G G G "F ¸G 0G e G w G
G x G GG XG ŠF þ $WHITELIST 3æ�™*…G>GyGŠGeFû3ã�•Fç G�FéF¹FíFþ�‹F F̧íFþGlGE G•FÛ G� telnet F÷�K)FFç
G�FéF¹SMTP �Â'Å�pF÷�š�XFþ*(FÝ�nFØ G"&�1�F÷ FÝ G�FéF¹��Fû�[G"&gFç G�FéF¹

Would you like to specify a custom SMTP response?  [Y]> y

Enter the SMTP code to use in the response. 220 is the standard code.

[220]> 200

Enter your custom SMTP response.  Press Enter on a blank line to finish.

You've connected from the hostname: $Hostname, IP address of: $RemoteIP, matched the 
group: $Group, $HATEntry and the SenderBase Organization: $OrgID.

# telnet IP_address_of_Email_Security_Appliance

220 hostname  ESMTP

200 You've connected from the hostname: hostname , IP address of: 
IP-address_of_connecting_machine , matched the group: WHITELIST, 10.1.1.1 the SenderBase 
Organization: OrgID .
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  ��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š Gk Gx GEGŠFþ#.0Ž

F þ

Go GŠGy

� �Få
��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG Š
#.0Ž

/² 7-6 F÷FÿF Ģ_Gd Gx GQ G= Gx GGGXGŠFþ�8�B�ìFû0¿�� Få G�G� ��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Gc
G{GŠ G k G x G EG ŠG " G x G G G V F ç G �F éF ¹

/² 7-6 G_Gd Gx GQ G= Gx GGGXGŠ#ÝFþ��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG Š

��*O�íG�Fþ3æ�™*…G>
GyGŠGe 1��Â

GUGc G7Gy GV F÷0¿
G�G� Go GŠGy G c G {G Š 
G k G x G EG Š

WHITELIST �™8—FéG�3æ�™*…G" WHITELIST Fþ3æ�™*…G>
GyGŠGeFû3ã�•Fç G�FéF¹Go GŠGy G c G {G Š G k G x G EG Š 
$TRUSTED FÿF �̧™8—F÷ FÝ G�3æ�™*…FÛ G� Fþ7Á�Ê
Go GŠGyFþGzGŠ GV �D7HG" G2 G[GŠGdGyFûFëFêF F̧í
G� G� Fþ3æ�™*…FÛ G� Fþ
Æ��G" G0 G•GOGGG_Gn G� Fï
FÿG0 G•GO G4 G2 GyGG G K G c G V G 4 G 5 G 0F ÷ G G G ; G q G • F ç
FúFÔ���œFû0¿��Fç G�FéF¹

$TRUSTED

BLACKLIST BLACKLIST 3æ�™*…G>GyGŠGe
ÆFþ3æ�™*…Fÿ�Ä�°
FåG�G �FéH� Go GŠGy G c G {G Š G k G x G EG Š $BLOCKED 
F÷0¿��FåG�FïG_Gw Go GŠGMFûG� G� H�F¹Fã FþG>GyGŠ
GeFû3æ�™*…G"3ã�•FéG� Fø F¸SMTP HELO G A G lG •
G W F ÷ 5XX SMTP �Â'ÅFÜ3ÉFåG�F F̧íG�G� FþGi GG GV
F Û G � F þ� K) FF Ü� Ä� °F åG �G �F éF ¹

$BLOCKED

SUSPECTLIST 3æ�™*…G>GyGŠGe SUSPECTLIST FûFÿF %̧T�™ Go GŠ
GyFþ3ÿ�ØG" GG G{ GQ GV Gx G•G>FéG�H��*�WFåFëG�H�
G o G ŠG y G c G {G Š G k G x G EG ŠF Ü� µG �G �F öF ÔG �F éF ¹3 æ
�™*…FÜ$2G�FçFÔ���œF 3̧æ�™*…G>GyGŠGe 
SUSPECTLIST Fû3ã�•FéG� Fã Fø F÷F¸Go GŠGy Gc
G{GŠ G k G x G EG ŠF û G � G � � �F þ F ã F ø F Ü� æ& gF åG �G �F éF ¹

• GzGŠ GV �D7HFû G� G� F¸GI GQ GE Gu G• FÒFï G� Fþ�q
� ± G o G Q G IG ŠG F� XF ¸G o G Q G IG ŠG FF ÒF ï G � F þ� q� ±
�w�™*…�XF �̧q�± Go GQ GIGŠGF G C G 2 G HF ¸G x G pG Š
GV Gi GG GV FÛ G� �wFá�ÜFá G� �q�±� �ì�K)F�X
FÜ�D7H Få G�G�FéF¹

• G x G pG Š G V Gi GG GV FÛ G� Fþ�ì6ëFÒFï G� Fþ�q�±
�w�™*…�XFÿ 20 Fû0¿�� Få G�G�FéF¹Fã Fþ0¿��
FÿF �̧Q#Ý�•+�Fú�q�±FþGG G{ GQ GV Gx G• G>F÷FÒ
G � F ã F ø F û� @� –F ç F ö F ß F ð F å F ÔF ¹F ã F þG _ G w G o G Š
G M F Ü� ]F çF éF Þ G � � �� œF ÿF �̧ ì6 ëF ÒF ï G � F þ� w� ™
*…�XG"�QG�Fé Fã Fø FÜF÷ FÝ G�FéF¹

• G o G Q G IG ŠG FF þ
 Æ� �F ÿG 0 G •G OG GG _G n G G G ; G q
G• G6G• GF G• Fø G0 G•GO G4 G2 GyGG G G G ; G q G • G6
G•GF G•Fû G� Fó Fö GG G; Gq G• Få G�G �FéH � Fã G � G �
Fþ�µ+�FÜGE GG GT GnF÷ G2 G[GŠGdGyFûFú Fó Fö
FÔ G� ���œH�F¹

• 3æ�™*…Fû6õFéG�0ò(ý�_��G"�“G� FïG�FûF¸
SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGFû
�PFç Fö G= G6 Gx GŠFÜ� �/œ Få G�G �FéF ¹

$THROTTLED
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  ��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG ŠF þ# .0 Ž

ø Go GŠGy

� �Få

¿� �

x

/² 7-7 F÷FÿF Ģe Gw G2GgGŠ GV Gx GGGXGŠFþ�8�B�ìFû0¿�� Få G�G� ��*O�íG�Fþ3æ�™*…G>GyGŠGe F 
G c G {G Š G k G x G EG ŠG " G x G G G V F ç G �F éF ¹

UNKNOWNLIST 3æ�™*…G>GyGŠGe UNKNOWNLIST FÿF "̧I��Fþ3æ
�™*…Fû�PFç Fö�Q#ÝFéG� Go GŠGy G c G {G Š G k G x
GEGŠFÜ�ôG� Fó FöFÔFúFÔ���œFû�}�<F÷FéF¹Fã Fþ
G>GyGŠGeFþ Go GŠGy G c G {G Š G k G x G EG ŠF ÷F ÿF ¸F ã F þ
G>GyGŠGeFþ3æ�™*…FûFôFÔFö Go GŠGyFÜ0Á�• Få G�
G�FéFÜF¸Anti-Spam G K G c G V G 4 G 5 G 0H �G E G G G T G nF ÷
G2 G[GŠGdGyFûFú Fó FöFÔ G� ���œH�F¸G0 G•GO G4 G2 Gy
GG G G G ; G q G • G6G•GF G•F F̧ÚG�G� SenderBase Gz
G b G s G TG ŠG E G u G • GCGŠGa GG G"FéG	Fö�Q#ÝFç FöF¸
3æ�™*… Fø Go GQ GIGŠGFFþ
Æ��Fû6õFéG�0ò(ý�_��
G"�v�“FéG� Fã Fø FÜ�æ&g Få G�G�FéF¹Fã FþG>GyGŠ
GeFû�“FéG�3æ�™*…Fû�PFéG� GzGŠ GV �D7H G� GU
G c G 7G y G V � ÍG "� Q# ÝF ç F ö G 2 G [G ŠG dG yF ûF ú G � G �
FéF¹G4 G2 GyGG G G G ; G q G • G6G•GF G•Fþ0ò(ýFûFôFÔ
FöFÿF¸G 0 G •G O G 4 G 2 G yG G G G G ; G q G •F þ� +0 [H �12-1 
GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹SenderBase Gz
G b G s G TG ŠG E G u G • GCGŠGa GG Fþ0ò(ýFûFôFÔFöFÿF¸
SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GGH�6-1 
GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

$ACCEPTED

ALL FíFþ�ÚFéG	FöFþ3æ�™*…Fû4:#Ý Få G�G�GUGc G7Gy
GV Fþ3æ�™*…G>GyGŠGeF¹0ò(ýFûFôFÔFöFÿF¸GUGc G7
G y G V HAT G6G• GV Gx H�7-2 GhGŠGFH�G"�g!·Fç Fö Fß
F ð F å F ÔF ¹

$ACCEPTED

/² 7-6 G_Gd Gx GQ G= Gx GGGXGŠ#ÝFþ��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG ŠH �) FF ÝH �

��*O�íG�Fþ3æ�™*…G>
GyGŠGe 1��Â

GUGc G7Gy GV F÷0¿
G�G� Go GŠGy G c G {G Š 
G k G x G EG Š

/² 7-7 G e G w G 2G gG Š G V Gx GGGXGŠ#ÝFþ��*O�íG�Fþ3æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG Š

��*O�íG�Fþ3æ�™*…
G>GyGŠGe 1��Â

GUGc G7Gy GV F÷0
FåG�G � Go GŠGy Gc
G{GŠ G k G x G EG Š

RELAYLIST �p)EG"0Á�•FéG� �²0[FÜFÒ G� Fã Fø FÜG�FÛFó FöFÔ G�3æ�™
*…G" RELAYLIST 3æ�™*…G>GyGŠGeFû3ã�•Fç G�FéF¹Go GŠ
Gy G c G {G Š G k G x G EG Š $RELAYED FÿF �̧p)EG"0Á�•FéG�3æ
�™*…FÛ G� Fþ7Á�Ê Go GŠGyFþGzGŠ GV �D7HG"/œG�FêF F̧íG� G�
Fþ3æ�™*…FÛ G� Fþ
Æ��G" G0 G•GOGGG_Gn G G G ; G q G • G6G•GF
G • G � F ïF ÿG 0 G •G O G 4 G 2 G yG G G K G c G V G 4 G 5 G 0F ÷ G G G ; G q G • F ç
FúFÔ���œFû0¿��Fç G�FéF¹

H��@H� RELAYLIST 3æ�™*…G>GyGŠGeFûFÿGE GG GT Gn0¿��
G 4 G 1 G DG Š G W G "� �/ œF ç F ï F ø F Ý F û7 Á� Ê G o G ŠG yF þ G
GzGŠFÜ0Á�• Få G�G� GE GG GT GnFÜ�µG�G�G�FéF¹

$RELAYED

ALL FíFþ�ÚFéG	FöFþ3æ�™*…Fû4:#Ý Få G�G�GUGc G7Gy GV Fþ3æ
�™*…G>GyGŠGeF¹0ò(ýFûFôFÔFöFÿF¸GUGc G7Gy GV HAT G6G•
G V G x H �7-2 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

$BLOCKED
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeFÛG�Fþ Go GQ GIGŠGFFþ� �]Fþ��#.

" ��/œFéG� Fø F¸
GŠGyFþ Gx GzGŠFû�Q
�F éF ¹

G �G �F éF ¹

�

Fã Fø Fû

OH �

V G"
°�ŠFç G�FéF¹

ïF ÿG � F ð G o G ŠG y

Fø G"
H��@H� Ethernet GkGŠ GV FÜ 2 FôFç FÛFúFÔG0Ge Gw G2 G0 G• GG GpGUGyFþGE GG GT Gn0¿��G4 G1 GDGŠ GW G
1 �ÇFþ Gx GGGXGŠFðFá G"�8�BFéG� G� FÖ Fû�• Få G�G�FéF¹G� FïF 
̧Æ4ŠGE GG GT Gn#ÝFþ Go
# Ý F å G �G �$RELAYED G o G ŠG y G c G {G Š G k G x G EG Š G � � µG �G �G � G _G d G x G Q G = G x G GG XG ŠG "� 8� BF ç G2 Fô
�è�VFþ G2GŠGCG[ GQ GV GkGŠ GV G"�âFôG0Ge Gw G2 G0 G• GG GpGUGyFûFôFÔFöFÿF¸RELAYLIST 3æ�™*…G>
GyGŠGe Fø $RELAYED G o G ŠG y G c G {G Š G k G x G EG ŠF ÜG e G w G 2G gG Š G V G x G GG XG ŠF ðF áF û/ ²& g F å

3æ�™*…G>GyGŠGeFÛG�FþGo GQ GIGŠGFFþ� �]Fþ��#.
Gx GGGXGŠFÜ3æ�™*…FÛ G� Fþ Go GQ GIGŠGF G"��#.FéG� �‰�2G"0¿��FéG� FûFÿF¸[ G o G ŠG yG k G x G EG ŠHMail 
PoliciesH�] > [HAT�+0[H�HAT OverviewH�] Fø [ G o G ŠG yG c G {G ŠG k G x G EG ŠH �Mail Flow PolicyH�] GhGŠGFF÷/œ
FÔG�FéF¹Fã G�FÿF 3̧æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š Gk Gx GEGŠG"�8�BF )̧…7ŸF F̧ÚG�G��P7VFéG�
G � G � / œF ÔG �F éF ¹

6õ4�8o% 

• Go GQ GIGŠGF��#.Fþ3æ�™*…G>GyGŠGeFþ�8�BH�7-13 GhGŠGFH�

• �¤�ÑFþ3æ�™*…G>GyGŠGeG�Fþ3æ�™*…Fþ3ã�•H�7-14 GhGŠGFH�

• %T�™�K)FFþFïG�Fû��/œFéG� GyGŠGyFþ8p�ÎFþ�jG	�pFØH�7-15 GhGŠGFH�

• 3æ�™*…Fþ�è(ôH�7-15 GhGŠGFH�

• G o G ŠG y G c G {G Š G k G x G EG ŠG "� Q# ÝF ç F ï% T� ™ G o G Q G IG ŠG FF þG yG ŠG yF þ� �*7-15 GhGŠGFH�

• G o G ŠG y G c G {G Š G k G x G EG ŠF þG UG c G 7G y G V � ÍF þ� �* OH �7-21 GhGŠGFH�

Go GQ GIGŠGF��#.Fþ3æ�™*…G>GyGŠGeFþ�8�B 

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [HAT�+0[H�HAT OverviewH�] GhGŠGFFû&ã�·Fç G�FéF¹

GGGT GQ Ge2 [ G x G GG XG ŠH �ListenerH�] Gc G1 GŠGy GW F÷)…7ŸFéG� Gx GGGXGŠG"4E�¥Fç G�FéF¹

GGGT GQ Ge3 [3æ�™*…G>GyGŠGeG"3ã�•H�Add Sender GroupH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge4 3æ�™*…G>GyGŠGeFþ�¡�SG"
°�ŠFç G�FéF¹

GGGT GQ Ge5 3æ�™*…G>GyGŠGeFþ Gx GG GV Fû4Ä*(FéG�8p�ÎG"4E�¥Fç G�FéF¹

GGGT GQ Ge6 H��õ�–H�Fï Fø FØG�F 3̧æ�™*…G>GyGŠGe G� FïFÿFíFþ0¿��FûFôFÔFöFþ�_��Fú FùFþ GA Go G• G

GGGT GQ Ge7 Fã Fþ3æ�™*…G>GyGŠGeG"4:#ÝFéG� Go GŠGy G c G {G Š G k G x G EG ŠG "4 E� ¥F ç G �F éF ¹

H��@H� Fã FþG>GyGŠGeFû4:#ÝFéG	FÝ Go GŠGy G c G {G Š G k G x G EG ŠF ÜG �F Û G � F úF Ô� �� œH �G � F 
G c G {G Š Gk Gx GEGŠFÜ�Ñ�~Fç FúFÔ���œH�FÿF ĢUGc G7Gy GV FþFÂCONTINUE (no policy)F Ã G o G ŠG y Gc
G{GŠ G k G x G EG ŠG "� Q# ÝF ç G �F éF ¹

GGGT GQ Ge8 H��õ�–H�DNS Gx GG GV G"4E�¥Fç G�FéF¹

GGGT GQ Ge9 H��õ�–H�SBRS Fû�_��FÜFúFÔ3æ�™*…G"�µG�G�FéF¹Fã G�FÿFÂnoneFÃ Fø �çG�G�F �̧M+áFû$2FÔFÜFÒ G� Fã
�–�áFç G�FéF¹

GGGT GQ Ge10 H��õ�–H�DNS Gx GG GV G"
°�ŠFç G�FéF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeFÛG�Fþ Go GQ GIGŠGFFþ� �]Fþ��#.

æ�™*…FÿF¸

FéG�

�

�FéF¹

™*…G>GyGŠGeFû
ÔF¹

ûFéF÷
ŠGFFÜ/²&g
GGGT GQ Ge11 H��õ�–H�Gi GG GV DNS �è0É0¿��G"�S�BFç G�FéF¹

0ò(ýFûFôFÔFöFÿF¸3æ�™*…�è0ÉFþ��/æ — 0¿���[H� 7-32 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

GGGT GQ Ge12 G>GyGŠGeG"�8�BFçF 3̧æ�™*…G"3ã�•FéG� FûFÿF¸[3æ�™Fç Fö3æ�™*…G"3ã�•H�Submit and Add SendersH�] G"
G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge13 IPv4 G 0 G W G z G GF ¸IPv6 G0 GW Gz GGF¸G� FïFÿGi GG GV �¡G"�Q#ÝFç Fö3æ�™*…G"
°�ŠFç G�FéF¹3IP G0
GW Gz GGFÚG�G�Gi GG GV �¡Fþ�M4ŠFþ(
�VG"�µG� G� Fã Fø FÜF÷ FÝ G�FéF¹

H��@H� 1 FôFþ3æ�™*…G>GyGŠGeFû5�0
FéG� G6G• GV Gx H�� Fè GW Go G2 G• G� FïFÿ IP G0 GW Gz GGH�G"
°�Š
Fø F 5̧�0
Fÿ�ë�  Få G�G�FéF¹

GGGT GQ Ge14 H��õ�–H�GA Go G• GV G"
°�ŠFç G�FéF¹

GGGT GQ Ge15 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

6õ4�8o%  

• Gx GGGXGŠFþ3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G y G M G x G • G > G G G A G 0F þ F ç F Ý F Ô� ÍF þ) …7 ŸH �6-5 GhGŠGFH

�¤�ÑFþ3æ�™*…G>GyGŠGeG�Fþ3æ�™*…Fþ3ã�•

�m8p 

GGGT GQ Ge1 G W G o G 2 G •F ¸IPF¸G� FïFÿG[ GQ GV G}GŠ G= G8GŠGXGŠ G e G { G c G / G 2 G y GhGŠGFF÷F¸[3æ�™*…G>GyGŠGeFû3ã�•
H�Add to Sender GroupH�] G x G • G = G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge2 �› Gx GGGXGŠFû�PFç Fö��*O Få G�FöFÔ G� Gx GG GV FÛ G� 3æ�™*…G>GyGŠGeG"4E�¥Fç G

GGGT GQ Ge3 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

H��@H� GW Go G2 G• G"3æ�™*…G>GyGŠGeFû3ã�•FéG� Fø F �̧�7•FûFÿ 2 FôFþ GW Go G2 G•FÜ GUI Fû/²&g Få G�G�
FéF¹Fï Fø FØG�F¸GW Go G2 G• example.net G"3ã�•Fç Fï���œF¸[3æ�™*…G>GyGŠGeFû3ã�•H�Add to 
Sender GroupH�] GhGŠGFFûFÿF¸example.net  Fø .example.net  FÜ3ã�• Få G�G�FéF¹2 FôG�FþG6G•
G V G x F ÜF Ò G � F ã F ø F ÷F ¸example. net FþGCGd GW Go G2 G•
ÆFþFéG	FöFþGi GG GV FÜ3æ�
3ã�• Få G�G�FéF¹0ò(ýFûFôFÔFöFÿF¸3æ�™*…G>GyGŠGeFþ�S�eH�7-4 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få F

H��@H� 3æ�™*…G>GyGŠGeFû3ã�•Fç G� FÖ Fø Fç FöFÔ G�3æ�™*…Fþ 1 Fô�è�VFÜFíFþ3æ�™*…G>GyGŠGeF
Fû�Ñ�~FéG�3æ�™*… Fø 5�0
FéG� ���œF 5̧�0
FéG�3æ�™*…Fÿ3ã�• Få G�FêF &̧�1� Go GQ GIG
F å G �G �F éF ¹

GGGT GQ Ge4 [�–�ÑH�SaveH�] G" G= Gx GQ G= Fç Fö3æ�™*…G"3ã�•FçF¸[�w�™ Go GŠGyFþ�+0[H�Incoming Mail OverviewH�] 
GhGŠGFFû�` G� G�FéF¹

6õ4�8o%  

• GGG_Gn Gc G1 Gy GM FÛ G� FþG0Ge Gw G2 G0 G• GG#Õ�B Go GQ GIGŠGFFþ�–1¤H�13-15 GhGŠGFH�

• GGG_Gn�P'ÇGG G; Gq G•FûFÚFá G� G0Ge Gw G2 G0 G• GGFþ0¿���‰�2H�13-2 GhGŠGFH�
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeFÛG�Fþ Go GQ GIGŠGFFþ� �]Fþ��#.

� �²0[FÜFÒ G� G�FéF¹

i
G�FéF¹

F ûG TG ;

GyFþ��*O
Fß Fð Få FÔF¹

c G7Gy GV �Í
ç F ö
UGc G7Gy

�7�ÁFþ0¿
¹

%T�™�K)FFþFïG�Fû��/œFéG�GyGŠGyFþ8p�ÎFþ�jG	�pFØ
Gx GGGXGŠFû3æ�™*…G>GyGŠGeG"3ã�•FéG� Fø F 3̧æ�™*…G>GyGŠGeFþ8p�ÎG")…7ŸFéG

Gx GGGXGŠFû�K)FFç G� FÖ Fø FéG� Gi GG GV Fä Fø FûF¸HAT Fÿ�VFÛ G� �WG�8p$�Fû1�G�3¸G�G�G�FéF¹�K)F
–G
GG GV FûGyGŠGyFÜ�M+´FéG� ���œF F̧íFþ�K)FFû�PFç FöFéFà FûG0 G= GE Gu G•FÜ��/œ Få G�

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [HAT�+0[H�HAT OverviewH�] GhGŠGFFû&ã�·Fç G�FéF¹

GGGT GQ Ge2 [ G x G GG XG ŠH �ListenerH�] Gc G1 GŠGy GW F÷)…7ŸFéG� Gx GGGXGŠG"4E�¥Fç G�FéF¹

GGGT GQ Ge3 [8p$�G")…7ŸH�Edit OrderH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge4 HAT Fþ3æ�™*…G>GyGŠGeFþ�¤�ÑFþ/œFþ�‚Fç FÔ8p�ÎG"
°�ŠFç G�FéF¹

GE GG GA FÿGUGc G7Gy GV Fþ8p�ÎG")T�âFéG� Fã Fø G"�N�áFç G�FéH�RELAYLISTH�"I��FþG]GŠ GW G4 G5 G0 Gp
GUGyFþG�H�F¸WHITELISTFB̧LACKLISTFŞUSPECTLISTFU̧NKNOWNLISTF¹

GGGT GQ Ge5 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

3æ�™*…Fþ�è(ô
[HA�+0[H�HAT OverviewH�] GhGŠGFFþ�V4ŠFûFÒ G� [3æ�™*…G"�è(ôH�Find SendersH�] G c G 1 G ŠG y G W
GG GV G"
°�ŠFéG� Fã Fø F÷3æ�™*…G"�è(ôF÷ FÝ G�FéF¹�è(ôFéG� GTG; GG GV G"
°�ŠFç [�è(ôH�FindH�] G " G =
G x G Q G = F ç G �F éF ¹

G o G ŠG y G c G {G Š GkGx GEGŠG"�Q#ÝFç Fï%T�™Go GQ GIGŠGFFþGyGŠ
G o G ŠG y G c G {G Š Gk Gx GEGŠG"�8�BFéG� �SFûF �̧�FþGyGŠGy Fø G: G2 GW Gw G2 G• G"*ƒ�ÖFç Fö

• [GUGc G7Gy GV G"�Q#ÝH�Use DefaultH�] G8GeGE Gu G• Gj GM G•FÜG8G•Fþ���œF¸Gk Gx GEGŠFþGUG
FÿG> GzGŠ/²&g Få G�G�FéF¹GUGc G7Gy GV �ÍG"�V�iFÝFéG� FûFÿF¸[On] G8GeGE Gu G• G j G M G • G "4 E� ¥F
�µ+�G� FïFÿ0¿��G" G2 G[GŠGdGyFû FçF �̧‚FïFûG0 G= GI GG�•+�FûFú Fó Fï�ÍG"�š�f Fç G�FéF¹G
GV �ÍG"��*OFéG� FûFÿF¸G o G ŠG y G c G {G Š G k G x G EG ŠF þG UG c G 7G y G V � ÍF þ� �* OH �7-21 GhGŠGFH�G"�g!·Fç
F ö F ß F ð F å F ÔF ¹

• �M4ŠFþG_ Gw Go GŠGM Fÿ"I��Fþ�¦�S0¿���ÍFû�k�ÑFç G�Fé H�Fï Fø FØG�F ĢU G1 Gz G= GV Gx "Ó�“
� �G"/œ FÖ FûFÿF¸LDAP G 0 G = G IG e G V G = G 6 G x G ŠG "0 ¿� �F ç F öF Ú F ß � ²0 [F ÜF Ò G � G �F éH �F

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [ G o G ŠG yG c G {G ŠG k G x G EG ŠH �Mail Flow PoliciesH�] GhGŠGFFû&ã�·Fç
G�FéF¹

GGGT GQ Ge2 [G k G x G EG ŠG "3 ã� •H �Add PolicyH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge3 /² 7-8 Fþ1��ÂFû�‘Fó Fö�_��G"
°�ŠFç G�FéF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeFÛG�Fþ Go GQ GIGŠGFFþ� �]Fþ��#.

2 G HF ¹� q� ± G o G Q G IG Š

ø FÜ0Á�• Få G�

G ŠG "3 ûF è F ö3 æ� ™

*…Fþ�q�±�XF¹

�G �F¹

¹0ò(ýFûFô
F¹

å G � G �

å G �G �

FÝ
öFÔ G� Gi GG GV �¡
i
� FïF¸Gi GG
i G G G V � ¡G "G ^G XG ŠF û

Fï G�
F¸G>

Fþ Fç FÝ FÔ�Í
9 G4 G• GM Fû�PFç

GGXGŠFû�K
¹

¹0ò(ýFûFô
F¹
/² 7-8 G o G ŠG y G c G {G Š G k G x G EG Š G_Gw Go GŠGM

G_Gw Go GŠ GM 1��Â

�K)F

�q�± Go GQ GIGŠGF G C G 2 G H
H�Maximum message sizeH�

F ã F þ G x G GG XG ŠF Ü0 Á� •F éG � G o G Q G IG ŠG FF þ� q� ±G C G
GF GC G2 GHFþ�q�`�ÍFÿ 1 KB F÷FéF¹

�"�M  IP FÛ G� Fþ�q�±� �ì�K
)F�XH�Maximum concurrent 
connections from a single IPH�

�"�MFþ IP G0 GW Gz GGFÛ G� Fã Fþ Gx GGGXGŠFû�K)FFéG� Fã F
G� �q�±� �ì�K)F�XF¹

�K)FFÒFï G� Fþ�q�± Go GQ
GIGŠGF�XH�Maximum 
messages per connectionH�

G x G pG Š G V G i G G G V F Û G � F þ� K) FF û� PF ç F öF ¸F ã F þ G x G GG X
F ÷ F Ý G � � q� ± G o G Q G IG ŠG F� XF ¹

G o G Q G IG ŠG FF ÒF ï G � F þ� q� ±
�w�™*…�XH�Maximum 
messages per messageH�

Fã FþGi GG GV FÛ G�0Á�• Få G�G� Go GQ GIGŠGFFÒFï G� Fþ�w�™

SMTP G^GXGŠ

G 9 G G G M G n SMTP G^GXGŠ 
GAGŠ GW H�Custom SMTP 
Banner CodeH�

F ã F þ G x G GG XG Š F ø F þ� K) FF Ü& �' gF åG �F ï F ø F ÝF û3 ÉF åG SMTP GAGŠ GW

G 9 G G G M G n SMTP G^GXGŠ GT
G ; G G G V H �Custom SMTP 
Banner TextH�

Fã Fþ Gx GGGXGŠ Fø Fþ�K)FFÜ&�'g Få G�Fï Fø FÝ Fû3É Få G�G� SMTP G^GXGŠ 
GTG; GG GV F¹

H��@H� Fã FþGc G1 GŠGy GW FûFÿ�M4ŠFþ�š�XG"�Q#ÝF÷ FÝ G�FéF
FÔFöFÿF¸HAT �š�XFþ�S�eH�7-9 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔ

G 9 G G G M G n SMTP �Ä�°G^
GXGŠ GAGŠ GW H�Custom SMTP 
Reject Banner CodeH�

F ã F þ G x G GG XG ŠF û G � G � � K) FF Ü� Ä� ° F å G �F ï F ø F Ý F û3 É F SMTP 
GAGŠ GW F¹

G 9 G G G M G n SMTP �Ä�°G^
GXGŠ GTG; GG GV H�Custom 
SMTP Reject Banner TextH�

F ã F þ G x G GG XG ŠF û G � G � � K) FF Ü� Ä� ° F å G �F ï F ø F Ý F û3 É F SMTP G^
GXGŠ GTG; GG GV F¹

SMTP G^GXGŠ G i G G G V � ¡G "
�V�iFÝH�Override SMTP 
Banner Host NameH�

GUGc G7Gy GV F÷FÿF¸SMTP G^GXGŠG" Gx GpGŠ GV Gi GG GV Fû/²&gFéG� Fø
FûF¸Gx GGGXGŠFþ G2 G• GMGŠGc G5 G2 GGFû6õ4��ÜFá G� G�F
FÜ�µG� G� G�G�FéH�Fï Fø FØG�F¸220- hostname ESMTPH�F¹Fã Fã Fû$�Fú G� G
GG GV �¡G"
°�ŠFéG� Fã Fø F÷F¸Fã FþG^GXGŠG"�š�fF÷ FÝ G�FéF¹G
G V � ¡G c G 1 G ŠG y G W G "' 5$ ÑF þ G � G �F ûF éG � F ã F ø F ÷F ¸G
/²&g F ç F úF ÔF ã F ø G � F ÷ F Ý G �F éF ¹

GiGG GV FþGzGŠ GV �D7H

1 �ì6ëFÒFï G� Fþ�q�±�w�™*…
�XH�Max. Recipients per HourH� 

F ã F þ G x G GG XG ŠF Ü 1 �ŽFþ Gx GpGŠ GV Gi GG GV FÛ G� �w�™FéG�F �̧ì6ëFÒ
Fþ�q�±�w�™*…�XF¹3æ�™*… IP G0 GW Gz GG FÒFï G� Fþ�w�™*…Fþ�XFÿ
G{GŠG^GyFû3ã2§ Få G�G�FéF¹�› Gx GGGXGŠFÿ�›GzGŠ GV �D7H
G"3ã2§Fç G �FéF ¹F ïFð FçF F̧éG 	FöFþ Gx GGGXGŠFÿ� "�MFþG
Fö�è0ÉFéG� FþF÷F �̧ Fè IP G0 GW Gz GGH�3æ�™*…H�FÜ0
�XFþ Gx G
)F Få G�G� Fø GzGŠ GV �D7HG"2xFØ G� �•+��öFÜ9× Fß Fú G� G�FéF

H��@H� Fã FþGc G1 GŠGy GW FûFÿ�M4ŠFþ�š�XG"�Q#ÝF÷ FÝ G�FéF
FÔFöFÿF¸HAT �š�XFþ�S�eH�7-9 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔ
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeFÛG�Fþ Go GQ GIGŠGFFþ� �]Fþ��#.

G � � ì6 ëF ÒF ï G � F þ� q

G � � ì6 ëF ÒF ï G � F þ� q

Fö�M*O$×FúG6G•Gg
¹�q�±
GzGŠ GV �D
ŠFÿ�"�MFþG9
Gz GG FÛ G� Fþ

GzGŠ GV �D7HG"

G"0Á�•

F ÷� Q# Ý F å G �G �F �̧ q

ŠGy

Fû�PFç Fö� �*O Få G�

Fþ Gx GGGXGŠ
Få

D7HFÛ G� 
 7V
"4 E
Gz GG

" G2

0d
� ™ G o G ŠG y
V �D7HFþFï
Q GV Fþ(


� ¶� 9F þ

û
þFÂ
�ì6ëGAGŠ GW FÒFï G� Fþ�q�±
�w�™*…�XH�Max. Recipients 
per Hour CodeH�

G i G G G V F ÜF ¸F ã F þ G x G GG XG ŠF û� PF ç F ö� �* O F å G �F öF Ô
�±�w�™*…�XG"2xFØFï���œFû3É Få G�G� SMTP GAGŠ GW F¹

1 �ì6ëFÒFï G� Fþ�q�±�w�™*…
�XFþ2x4#GTG; GG GV H�Max. 
Recipients Per Hour 
Exceeded TextH�

G i G G G V F ÜF ¸F ã F þ G x G GG XG ŠF û� PF ç F ö� �* O F å G �F öF Ô
�±�w�™*…�XG"2xFØFï���œFû3É Få G�G� SMTP G^GXGŠ GTG; GG GV F¹

3æ�™*…FþGzGŠ GV �D7H

�ì6ë6ë7xFÒFï G� Fþ�q�±�w
�™*…�XH�Max. Recipients per 
Time IntervalH�

Fã Fþ Gx GGGXGŠFÜ Go GŠGy3æ�™*…G0 GW Gz GGFû�öFõFÔ
G{GŠGe3æ�™*…FÛ G� �w�™FéG� �æ��Fç Fï�‡6ë�pFþ�q�±�w�™*…�XF
�w�™*…�XFÿG> G{GŠG^GyFû3ã2§ Få G�G�FéF¹�› Gx GGGXGŠFÿ�›
7HFþ Fç FÝ FÔ�ÍG"3ã2§Fç G�FéF¹FïFð FçF F̧éG	FöFþ Gx GGGXG
G4 G• GM Fû�PFç Fö�è0ÉFéG� FþF÷F �̧ Fè Go GŠGy3æ�™*…G0 GW
Go GQ GIGŠGFFÜ0
�XFþ Gx GGGXGŠFû G� Fó Fö�w�™ Få G�G� Fø
2xFØ G� �•+��öFÜ9× Fß Fú G� G�FéF¹

GUGc G7Gy GV Fþ�q�±�w�™*…�XG"�Q#ÝFéG� FÛF !̧“�D7HFþ�w�™*…
FéG� FÛF¸G� FïFÿ�9Fþ�q�±�w�™*…�XG"�æ��FéG� FÛ4E�¥Fç G�FéF¹

�ÚFþ Go GŠGy G c G {G Š G k G x G EG ŠF û G � F ó F öG UG c G 7G y G V
�±�w�™*…�X Fø �ì6ë6ë7xG"�æ��FéG�GUGc G7Gy GV Fþ Go GŠGy G c G {G Š Gk
Gx GEGŠ0¿��G"�Q#ÝFç G�FéF¹�ì6ë6ë7xFÿGUGc G7Gy GV Fþ Go G G c G {G Š 
Gk Gx GEGŠG"�Q#ÝFç Fö Fç FÛ�æ��F÷ FÝ G�FëG#F¹

3æ�™*…FþGzGŠ GV �D7H2x4#
G 6 G wG Š GAGŠ GW H�Sender Rate 
Limit Exceeded Error CodeH�

SMTP GAGŠ GW FÿF Ģ6G•GgG{GŠGeFÜ Fã Fþ Gx GGGXGŠ
Fï�ì6ë6ë7xFþ�q�±�w�™*…�XG"2xFØFï���œFû3É Få G�G�FéF¹

3æ�™*…FþGzGŠ GV �D7H2x4#
G 6 G wG Š GTG; GG GV H�Sender 
Rate Limit Exceeded Error 
TextH�

SMTP G^GXGŠ GTG; GG GV FÿF Ģ6G•GgG{GŠGeFþ3æ�™*…FÜ Fã
Fû�PFç Fö��*O Få G�Fï�ì6ë6ë7xFþ�q�±�w�™*…�XG"2xFØFï���œFû3É
G�G�FéF¹

�[�¥H� ExceptionsH� "I��FþG6G•GgG{GŠGe3æ�™*…G"��*O Få G�FöFÔ G� GzGŠ GV �
FéG� ���œFÿF F̧íFþG6G•GgG{GŠGe3æ�™*…G"�µG�G0 GW Gz GG G x G G G V G
�¥Fç G�FéF¹0ò(ýFûFôFÔFöFÿF¸%T�™�K)FGyGŠGyG�Fþ3æ�™*…G0 GW 
G x G G G V F þ� Q# ÝH �7-22 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

G c G {G Š� D� šH �Flow ControlH�

Gc G{GŠ�D�šFû SenderBase 
G"�Q#ÝH�Use SenderBase for 
Flow ControlH�

F ã F þ G x G GG XG ŠF û� PF éG � SenderBase �_��GCGŠGa GG F÷FþFÂ�è(ôFÃG
G[GŠGdGyFû Fç G�FéF¹

IP G0 GW Gz GGFþ8®���öF÷G>
GyGŠGe�ìH�H��w� Ga GQ GV (

�V 0 HZ 32H�H�Group by 
Similarity of IP Addresses: 
(significant bits 0-32)H�

G x G GG XG ŠF þG i G G G V G 0 G = G I G G GTGŠGdGyH�HATH�
ÆFþG6G• GV Gx G"�±
�•Fú CIDR Gd G{ GQ G= F÷'ö#.FçFôFôF¸IP G 0 G W G z G G F ä F ø F û% T
G"3ã2§FÚG�G�GzGŠ GV �D7HFéG� FïG�Fû�Q#ÝFç G�FéF¹GzGŠ G
G�Fû8®��Fþ IP G0 GW Gz GG G" G>GyGŠGe�ìFéG� FïG�Fþ�w� Ga G
�VH�0HZ32H�G"��*OFçFôFôF F̧íFþ(
�V
ÆFþ IP G 0 G W G z G G F ä F ø F û
G 9 G 4 G • G M G "� –� âF ç G �F éF ¹[SenderBaseG"�Q#ÝH�Use SenderBaseH�] G"
G U G 1 G IG ŠG dG yF ûF éG � � ²0 [F ÜF Ò G � G �F éF ¹HAT Fþ�w� Ga GQ GV Fþ0ò(ýF
FôFÔFöFÿF F̧ÂGyGŠGT G1 G• G>FÚG�G�4Ä�™�µ+�Fþ0¿��FÃFþ'vFHAT 
Significant Bits �µ+�FÃG"�g!·Fç Fö Fß Fð Få FÔF¹

/² 7-8 G o G ŠG y G c G {G Š G k G x G EG Š G_Gw Go GŠGMH�)FFÝH�

G_Gw Go GŠ GM 1��Â
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  3æ�™*…G>GyGŠGeFÛG�Fþ Go GQ GIGŠGFFþ� �]Fþ��#.

" / ²Fç G�FéF¹Fã G�
•� pF û
G =G • G G
GŠFþ

! ·F ç

Gi GG GV G�

G�FéF¹GUGc G7

G�FéF¹GU

éG� Fø FÝ
GŠGW Fÿ

F éG � F ø

F ç G �F éF ¹
GU G1 Gz G= GV Gx "Ó�“�7�Á75�šH�DHAPH� 

GU G1 Gz G= GV Gx "Ó�“�7�Á75
�šH�1 �ì6ëFÒFï G� Fþ�q�±�Y
�G�w�™*…�XH�Directory 
Harvest Attack Prevention: 
Maximum Invalid Recipients 
Per HourH�

F ã F þ G x G GG XG ŠF Ü G x G pG Š G V Gi GG GV FÛ G� �wFá�vG� !“� Fú�w�™*…Fþ 1 
�ì6ëFÒFï G� Fþ�q�±�XF÷FéF¹Fã Fþ Fç FÝ FÔ�ÍFÿF¸RAT �Ä�° Fø SMTP 
GAGŠGyG0Gf GQ GW GCGŠG^Ge G{ Gc G/ G2 Gy�Ä� °Fþ) r�XG
FÿF !̧“� Fú LDAP �w�™*…��FöFþFïG� SMTP G 9 G •G ^G IG ŠG E G u G
G W G { G Q G e F å G �F ï G o G Q G IG ŠG FF þ) r� X F ø F ¸G }G Š G ; G sG Š
 ÆF ÷G ^G 4
Få G�Fï Go GQ GIGŠGFFþ�œ0£F÷FéH�6õ4��ÜFá G� G�Fï Gx GGGX LDAP 
�Ž1�0¿��Fû0¿�� Få G�Fï Fø FÚ G� H�F¹LDAP G 0 G = G IG e G V G = G 6 G x G ŠF þ 
DHAP Fþ0¿��Fþ0ò(ýFûFôFÔFöFÿF F̧ÂLDAP G = G 6 G x G ŠF ÃF þ' vG "� g
F ö F ß F ð F å F ÔF ¹

GU G1 Gz G= GV Gx "Ó�“�7�Á75
�šH�SMTP �P0ð
ÆF÷ DHAP 
Fç FÝ FÔ�ÍFû�?4)Fç Fï���œF¸
�K)FG" GW G{ GQ GeH�Directory 
Harvest Attack Prevention: 
Drop Connection if DHAP 
threshold is Reached within 
an SMTP ConversationH�

G0Ge Gw G2 G0 G• GGFÿF !̧“� Fú�w�™*…Fþ Fç FÝ FÔ�ÍFû4)FéG� Fø
Fþ�K)FG" GW G{ GQ Ge Fç G�FéF¹

�ì6ëGAGŠ GW FÒFï G� Fþ!“� 
Fú�w�™*…Fþ�q�±�XH�Max. 
Invalid Recipients Per Hour 
CodeH�H�

�K)FG" GW G{ GQ GeFéG� Fø FÝ Fû�Q#ÝFéG� GAGŠ GW G"�æ��Fç
G y G V F þ G AG Š G W F ÿ 550 F÷FéF¹

�ì6ëGTG; GG GV FÒFï G� Fþ!“
� Fú�w�™*…Fþ�q�±�XH�Max. 
Invalid Recipients Per Hour 
TextH�H�

GW G{ GQ Ge Fç Fï�K)FFû�PFç Fö�Q#ÝFéG� GTG; GG GV G"�æ��Fç
G c G 7G y G V F þG TG ; G G G V F ÿF ÂToo many invalid recipientsFÃF÷FéF¹

SMTP �P0ð
ÆF÷ DHAP Fç
FÝ FÔ�ÍFû�?4)Fç Fï���œF �̧K
)FG" GW G{ GQ GeH�Drop 
Connection if DHAP 
threshold is reached within 
an SMTP ConversationH�

SMTP G 9 G •G ^G IG ŠG E G u G •� pF û DHAP Fç FÝ FÔ�ÍFû4)Fç Fï���œFþ�K)F
F þ G W G { G Q G eG " G 2 G [G ŠG dG yF û F ç G �F éF ¹

�ì6ëGAGŠ GW FÒFï G� Fþ!“� 
Fú�w�™*…Fþ�q�±�XH�Max. 
Invalid Recipients Per Hour 
CodeH�

SMTP G9G•G^GIGŠGE Gu G•�pFþ DHAP FûG� G� �K)FG" GW G{ GQ GeF
Fû�Q#ÝFéG� GAGŠGW G"�æ� �Fç G �FéF ¹GUGc G7Gy GV FþGA 550 F÷FéF¹

�ì6ëGTG; GG GV FÒFï G� Fþ!“
� Fú�w�™*…Fþ�q�±�XH�Max. 
Invalid Recipients Per Hour 
TextH�H�

SMTP G 9 G •G ^G IG ŠG E G u G •� pF þ DHAP F û G � G � � K) FG " G W G { G Q G e
FÝ Fû�Q#ÝFéG� GTG; GG GV G"�æ��Fç G�FéF¹

GGG_Gn�è��

G 0 G •G OG GG _G n G G G ; G q G •
H�Anti-spam scanningH�

F ã F þ G x G GG XG Š� VF ÷G 0 G •G OG GG _G n G G G ; G q G • G " G 2 G [G ŠG dG yF û

G4G2GyGG�è� �
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeFÛG�Fþ Go GQ GIGŠGFFþ� �]Fþ��#.

ûF ç G �F éF ¹

• G G G kG Š G V

ŠGy
F "̧I��Fþ
G 2 G •F þG 6
x GG
GŠGe3æ�™*…FÜ
Fø FéG� Fø F¸

•

�¥
G• GGFÿ

4E
ú0É�Â�i

æ
¹

FÿF¸

þ' v

Fô
G 0 G •G O G 4 G 2 G yG G G G G ; G q G •
H�Anti-virus scanningH�

F ã F þ G x G GG XG Š� VF ÷G 0G •G OG 4 G 2G yG G G G G ; G q G •G " G 2 G [G ŠG dG yF

�/�•�ìFø1�0É

TLS F ã F þ G x G GG XG ŠF û� PF éG � SMTP G 9 G •G ^G IG ŠG E G u G •F þ G V G w G 
G z G 2 G r GIG; Gs Gx GT G1 H�TLSH�Fþ�Ä�°F �̧N�áF �̧²8rG"0¿��Fç G�FéF¹

[�N�áH�PreferredH�] G"4E�¥FéG� Fø F¸GW Go G2 G•FÚG�G�7Á�Ê Go G G 0 G W
Gz GG G"�æ��FéG� G0 GW Gz GG Gx GG GV G"4E�¥FéG� Fã Fø Fû G� Fó Fö
G W G o G 2 G • G � F ïF ÿ" I� �F þ7 Á� Ê G o G ŠG y G 0 G W G z G G G "� âF ô G W G o
G•GgG{GŠGe3æ�™*…Fû�PFç Fö TLS G"�²8rFû0¿��F÷ FÝ G�FéF¹Fã Fþ G
GV Fþ GW Go G2 G• G� FïFÿG0 GW Gz GGFû�M+´FéG� G6G•GgG{ 
TLS G"�Q#ÝFç FúFÔ�K)F)�#äF÷ Go GQ GIGŠGF G"3æ�™Fç G� FÖ
G0Ge Gw G2 G0 G• GGFÿ�K)FG"�Ä�°FçF 3̧æ�™*…Fÿ
ÌG� TLS G"�Q#ÝFç Fö3æ
�™G"0èG�G� �²0[FÜFÒ G� G�FéF¹

[ G= Gw G2 G0 G• GV 0É�Â�iFþ�è0ÉH�Verify Client CertificateH�] G8GeGE Gu G
FÿF¸G= Gw G2 G0 G• GV 1�0ÉFÜ�w� Fú���œF¸E G o G ŠG y GIG; Gs Gx GT G1 G0Ge
G w G 2 G 0 G • G GF ÜG tG ŠG DF þ G o G ŠG y G0Ge Gx G?GŠGE Gu G• Fø TLS �K)FG"&�
'gFéG� G� FÖ Fû�æ&gFç G�FéF¹TLS �N�á0¿��Fû Fã FþG8GeGE Gu G• G"4E
Fç Fï���œF ĢtGŠGDFÜ0É�Â�iG"�âFïFúFÔ���œFû G� G0Ge Gw G2 G0
8�  TLS �K)FG"0Á�•Fç G�FéFÜF ĢtGŠGDFÜ!“� Fú0É�Â�iG"�âFô���œ
FÿF �̧K)FG"�Ä�°Fç G�FéF¹TLS �²8r0¿��Fþ���œF¸Fã FþG8GeGE Gu G• G"
�¥FéG� Fø F¸G0Ge Gw G2 G0 G• GGFÜ�K)FG"0Á�•FéG� FïG�Fû�w� F
FÜ�²0[FûFú G� G�FéF¹

G 0 G W G z G G Gx GG GV Fþ�8�BFþ0ò(ýFûFôFÔFöFÿF¸%T�™�K)FGyGŠGyG�Fþ3
�™*…G0 GW Gz GG G x G G G V F þ� Q# ÝH �7-22 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF

TLS �K)FFþ G= Gw G2 G0 G• GV 0É�Â�iG"�Q#ÝFéG� �‰�2FûFôFÔFöG0Ge
G w G 2 G 0 G • G G F Û G � F þ TLS �K)FFþ&�'gH�25-5 GhGŠGFH�G"�g!·Fç Fö Fß Fð
F å F ÔF ¹

SMTP 1�0ÉH�SMTP 
AuthenticationH�

Gx GGGXGŠFû�K)FFéG� Gx GpGŠ GV G i G G G V F Û G � F þ SMTP 1�0ÉG"0Á�•F &̧—
�FF *̧O�»�ÜFá G�FéF¹SMTP 1�0ÉFûFôFÔFöFÿF F̧ÂLDAP G = G 6 G x G ŠF ÃF
F÷0ò(ýG"1��ÂFç G�FéF¹

TLS Fø SMTP 1�0ÉFþ�g�‰
FÜ�w� �ì Få G�FöFÔ G� ���œ
H�If Both TLS and SMTP 
Authentication are enabledH�H�

TLS Fû SMTP 1�0ÉG"�f�jFéG� G� FÖ *O�»�ÜFá G�FéF¹

DomainKeys *+�¡

G W G o G 2 G • G ;G Š/DKIM *+�¡
H�Domain Key/ DKIM 
SigningH�

F ã F þ G x G GG XG ŠF ÷ G W G o G 2 G • G;GŠG� FïFÿ DKIM *+�¡G"�w� Fû Fç G�FéF¹
H��Ž1�FÚG�G� Gx GzGŠFþG�H�F¹

DKIM �è0ÉH�DKIM 
VerificationH�

DKIM �è0ÉG" G2 G[GŠGdGyFû Fç G�FéF¹

SPF/SIDF �è0É

SPF/SIDF�è0ÉFþ G2 G[GŠGd
Gy�ìH�Enable SPF/SIDF 
VerificationH�

F ã F þ G x G GG XG ŠF ÷ SPF/SIDF *+�¡G" G2 G[GŠGdGyFû Fç G�FéF¹0ò(ýFû
FÔFöFÿF F̧Â7Á�Ê Go GŠGy1�0ÉFÃFþ'vG"�g!·Fç Fö Fß Fð Få FÔF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…G>GyGŠGeFÛG�Fþ Go GQ GIGŠGFFþ� �]Fþ��#.

ÿF¸

þG 8G eG E G u G •F ÿG I

�Fé

FôFÔ

FéF¹

dG yF û F ç

FöFÿF¸

G� G�
�

sFéG� � ²0 [FÜ

�µ+�Fþ0¿��FÃFþ
�G�FéF¹GU
ÔG ^G 4 G • G G G "! “�   F ø G �
� FÛF¸G9 GG
^G4 G• GG G"�w� 
G• GG

GŠGdGyFÿ
2 G [G ŠG d
 =�ÐGzGgGy SPF/SIDF  =�ÐGzGgGyG"0¿��Fç G�FéF¹[SPF]F[̧SIDF]F[̧SIDF�«�n
H�SIDF CompatibleH�] FþFÔFêG�FÛG"4E�¥Fç G�FéF¹0ò(ýFûFôFÔFöF
FÂ7Á�Ê Go GŠGy1�0ÉFÃFþ'vG"�g!·Fç Fö Fß Fð Få FÔF¹

 FÂResent-Sender:FÃG� FïFÿ
FÂResent-From:FÃG"�Q#ÝFç Fï
���œF P̧RA �è0É)��ÝG" GN G4
G • G > G zG Š G W F ç G �F éF ¹

 =�ÐGzGgGy Fø Fç Fö [SIDF�«�nH�SIDF CompatibleH�] G"4E�¥Fç Fï���œF¸
G o G Q G IG ŠG F� pF û Resent-Sender: G f G Q G NG ŠG � F ïF ÿ Resent-From: G f G Q
GNGŠFÜ�Ñ�~FéG� ���œFûF¸PRA Identity �è0ÉFþ)��Ý  Pass G" None FûGN
G 4 G • G > G zG Š G W F éG � F ÛF ù F Ö F ÛG "0 ¿� �F ç G �F éF ¹F ã F
G; Gs Gx GT G1 % $×F÷4E�¥Fç G�FéF¹

HELOG T G G G V H �HELO TestH� HELO ID Fû�PFç FöGT GG GV G"��/œFéG� FÛFù FÖ FÛG"0¿��Fç G
H�[SPF] FÚG�G � [SIDF�«�nH�SIDF CompatibleH�]  =�ÐGzGgGyF÷�Q#ÝFç
G�FéH�F¹

DMARC �è0É

DMARC�è0ÉFþ G2 G[GŠGdGy
�ìH�Enable DMARC 
VerificationH�

F ã F þ G x G GG XG ŠF ÷ DMARK �è0ÉG" G2 G[GŠGdGyFû Fç G�FéF¹0ò(ýFû
FöFÿF¸DMARC �è0ÉH�19-36 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

DMARC�è0ÉGe G{ Gc G/ G2 Gy
G"�Q#ÝH�Use DMARC 
Verification ProfileH�

F ã F þ G x G GG XG ŠF ÷� Q# ÝF éG � DMARK �è0ÉGeG{ Gc G/ G2GyG"4E�¥Fç G�

DMARCG c G 1 G Š G W G ^ G Q G = G z
GkGŠ GV H�DMARC Feedback 
ReportsH�

DMARC 7Ÿ0£Gc G1 GŠ GW G^ GQ G= G z G kG Š G V F þ3 æ� ™G " G 2 G [G ŠG
G�FéF¹

DMARC 7Ÿ0£Gc G1 GŠ GW G^ GQ G= Gz GkGŠ GV Fþ0ò(ýFûFôFÔ
DMARC 7Ÿ0£Gz GkGŠ GV H�19-43 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

H��@H� DMARC G"�æ��FéG� FûFÿF¸Gc G1 GŠ GW G^ GQ G= G z G kG Š G V G o G Q
GIGŠGFFÜ DMARC Fû =�ÐFç FöFÔ G� �²0[FÜFÒ G� G�FéF¹Fã
F þ G o G Q G IG ŠG FF û DKIM *+�¡FÜ�ÜFÔFöFÔ G� Fã Fø G"&�1�FéG
FÛF¸G� FïFÿ4:�)Fú SPF Gz GAGŠ GW G"G_Gd Gx GQ GE G
F Ò G � G �F éF ¹

G M G >F ú F çG ^G 4G •G G

G M G >F ú F ç G ^G 4 G • G G G "� w�  
F ø 0 bF úF éH �Consider 
Untagged Bounces to be 
ValidH�

G^G4 G• GG�è0ÉGM G< G• G>H�FÂGyGŠGT G1 G• G>FÚG�G�4Ä�™
'vF÷1��ÂH�FÜ G2 G[GŠGdGyFûFú Fó FöFÔ G� ���œFûFðFá4:#Ý Få G
G c G 7G y G V F ÷F ÿF ¸G 0G e G w G 2 G 0 G • G GF ÿ G M G >F þF úF
Fú FçF Ģ^G4 G• GG�è0ÉFþ0¿��Fû�ÂFè FöF Ģ^G4 G• GG G"�Ä�°FéG
G M G n Gf GQ GNGŠG"3ã�•Fç G�FéF¹GM G>Fþ�ÜFÔFöFÔFúFÔG
Fø G�FúFé Fã Fø G"4E�¥Fç Fï���œF¸G0Ge Gw G2 G0 G• GGFÿG^G4 G o G Q
GIGŠGF G"�wFá
°G�G�FéF¹

G6G•GgG{GŠGe3æ�™*…Fþ DNS �è0É

3æ�™*…Fþ�è0ÉH�7-28 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�[�¥GTGŠGdGy

�[�¥GTGŠGdGyG"�Q#ÝH�Use 
Exception TableH�

3æ�™*…�è0É GW Go G2 G•�[�¥GTGŠGdGyG"�Q#ÝFç G�FéF¹�[�¥GT 
1 FôFðFá�Q#ÝF÷ FÝ G�FéFÜF¸Go GŠGy G c G {G Š G k G x G EG ŠF ä F ø F û G
GyFûF÷ FÝ G�FéF¹0ò(ýFûFôFÔFöFÿF¸3æ�™*…�è0É�[�¥GTGŠGdGyH�7-31 
GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  GiGG GV G 0 G = G IG G GTGŠGdGyFþ0¿��Fþ�Q#Ý

þ���œF¸
G 0 G • G GF û
G F G "0 Á� •F ç F ï� ‹F ûG 0 G •
GIGŠGFFÿF¸

ç G �F éF ¹

FéF¹

ŠG FF þG yG ŠG yF þ� �

Š GV FçF¸Gc G/ G2
GFû G2 G•GkGŠ

GV
H��@H� G 0 G •G OG GG _G n G � F ïF ÿG 0 G •G O G 4 G 2 G yG G G G G ; G q G •F Ü HAT F÷G> G{GŠG^GyFû G2 G[GŠGdGyF
G o G Q G IG ŠG FF ÿG 0 G •G OG GG _G n G � F ïF ÿG 0 G •G O G 4 G 2 G yG G G G G ; G q G •F þF ïG �F ûG 0G e G w G 2
G � F ó F ö� wF á
 °G � G � G �G � F ø �  � ìF ûG c G w G >F Ü� ÜF á G � G �G �F éF ¹G o G Q G IG Š
GOGGG_Gn G� F ïFÿG0 G•GO G4 G2 GyGG GG G; Gq G•FÜGU G1 GIGŠGdGyFû Få G�Fï���œF¸Go GQ
G}GŠ G= G ; G sG ŠG "� �G � F ø F Ý F û� ,F Ý) FF Ý G G G ; G q G •� P1 ßF ûF ú G � G �F éF ¹

GGGT GQ Ge4 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

G o G ŠG y G c G {G Š GkGx GEGŠFþGUGc G7Gy GV �ÍFþ��*O

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [ G o G ŠG yG c G {G ŠG k G x G EG ŠH �Mail Flow PoliciesH�] G " G = G x G Q G = F

GGGT GQ Ge2 [ G x G GG XG ŠH �ListenerH�] Gc G1 GŠGy GW F÷)…7ŸFéG� Gx GGGXGŠG"4E�¥Fç G�FéF¹

GGGT GQ Ge3 0¿��Fç Fï Go GŠGy G c G {G Š G k G x G EG ŠF þ� WF þ [GUGc G7Gy GV Gk Gx GEGŠG_ Gw Go GŠGMH�Default Policy 
ParametersH�] G x G • G = G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge4 F ã F þ G x G GG XG ŠF þF éG 	F öF þ G o G ŠG y G c G {G Š Gk Gx GEGŠF÷�Q#ÝFéG�GUGc G7Gy GV �ÍG"��*OFç G�

G e G { G _G T G 1 F þ0 ò( ýF ûF ôF ÔF öF ÿF ¸G o G ŠG y G c G {G Š G k G x G EG ŠG "� Q# ÝF ç F ï% T� ™ G o G Q G IG
*OH�7-15 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

GGGT GQ Ge5 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

GiGG GV G0G=GIGG GTGŠGdGyFþ0¿��Fþ�Q#Ý
G i G G G V G 0 G = G I G G GTGŠGdGyFû�A(á Få G�FöFÔ G�FéG	FöFþ�_��G" Gc G/ G2 GyFûG6 G= GG GkG
GyFû�A(á Få G�FöFÔ G� Gi GG GV G 0 G = G I G G GTGŠGdGy�_��G" Gx GGGXGŠ#ÝFþG0Ge Gw G2 G0 G• G
GV F÷ FÝ G�FéF¹Fã Fþ Fø FÝF �̧¤�ÑFþFéG	FöFþGi GG GV G 0 G = G I G G GTGŠGdGy�_��Fÿ�V�iFÝ Få G�G�FéF¹

6õ4�8o% 

• �¥4ŠGc G/ G2 GyG�Fþ G i G G G V G 0 G = G I G G GTGŠGdGy0¿��FþG6 G= GG GkGŠ GV H�7-21 GhGŠGFH�

• �¥4ŠGc G/ G2 GyFÛ G� FþGi GG GV G 0 G = G I G G GTGŠGdGy0¿��Fþ G2 G•GkGŠ GV H�7-22 GhGŠGFH�

�¥4ŠGc G/ G2GyG�Fþ GiGG GV G 0 G =G IG G GTGŠGdGy0¿��FþG6 G=GGGkGŠ

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [HAT�+0[H�HAT OverviewH�] GhGŠGFFû&ã�·Fç G�FéF¹

GGGT GQ Ge2 [ G x G GG XG ŠH �ListenerH�] Go GY GsGŠF÷)…7ŸFéG� Gx GGGXGŠG"4E�¥Fç G�FéF¹

GGGT GQ Ge3 [HAT G"G6 G= GG GkGŠ GV H�Export HATH�] G " G = G x G Q G = F ç G �F éF ¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  %T�™�K)FGyGŠGyG�Fþ3æ�™*…G0 GW GzGG Gx GG GV Fþ�Q#Ý

GU G1 Gz G= GV

V
¹

éG� �²

éG�1™

¸

�™*…
GÁ� Ê
k

G V
� F ûF ¸G 0
GGGT GQ Ge4 G 6 G = G G G kG Š G V F éG � HAT FþGc G/ G2 Gy�¡G"
°�ŠFç G�FéF¹Fã G�FÿF¸G0Ge Gw G2 G0 G• GGFþ0¿��
Gx Fû�8�B Få G�G� Gc G/ G2 GyFþ�¡�SFûFú G� G�FéF¹

GGGT GQ Ge5 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

�¥4ŠGc G/ G2GyFÛG�FþGiGG GV G 0 G =G IG G GTGŠGdGy0¿��FþG2 G•GkGŠ G
HAT G " G 2 G •G kG Š G V F éG � F ø F �̧ ¤� ÑF þF éG 	F öF þ HAT G6G• GV Gx FÜ#'�~Fþ HAT F Û G � � P7 V F å G �G �F éF

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [HAT�+0[H�HAT OverviewH�] GhGŠGFFû&ã�·Fç G�FéF¹

GGGT GQ Ge2 [ G x G GG XG ŠH �ListenerH�] Go GY GsGŠF÷)…7ŸFéG� Gx GGGXGŠG"4E�¥Fç G�FéF¹

GGGT GQ Ge3 [HAT G " G 2 G •G kG Š G V H �Import HATH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge4 Gx GG GV FÛ G� Gc G/ G2 GyG"4E�¥Fç G�FéF¹

H��@H� G 2 G •G kG Š G V F éG � G c G / G 2 G yF ÿF ¸G 0G e G w G 2 G 0 G • G GF þ configuration GU G1 Gz G= GV Gx Fû�Ñ�~F
0[FÜFÒ G� G�FéF¹

GGGT GQ Ge5 [3æ�™H�SubmitH�] G " G = G x G Q G = F ç G �F éF ¹� ¤� ÑF þF éG 	F öF þ HAT G6G• GV Gx G"�P7VFéG� Fã Fø G"&�1�F
� Ì G o G Q G IG ŠG FF Ü/ ²& g F å G �G �F éF ¹

GGGT GQ Ge6 [ G 2 G •G kG Š G V H �ImportH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge7 �š�fG"�–�ÑFç G�FéF¹

Gc G/ G2 GyFûFÿFÂGA Go G• GV FÃG"�A(áF÷ FÝ G�FéF¹�e�ÐFÂ#FÃF÷��G� G� /œFÿ GA Go G• GV Fø 0bFú Få G�FAsyncOS 
Fû G� Fó Fö!“0i Få G�G�FéF¹��Fû�[G"&gFç G�FéF¹

%T�™�K)FGyGŠGyG�Fþ3æ�™*…G0 GW GzGG G x G G G V F þ� Q# Ý
G o G ŠG y G c G {G Š Gk Gx GEGŠFÿF¸GzGŠ GV �D7HFþ7V�¥F F̧ÚG�G��²8r TLS �K)FFú FùFþG6G•GgG{GŠGe3æ
G>GyGŠGeFû4:#ÝFéG� "I��Fþ0¿��FûG0 GW Gz GG G x G G G V G "� Q# ÝF ÷ F Ý G �F éF ¹G 0 G W G z G G x G G G V F ÿF 7̧
G o G ŠG y G 0 G W G z G GF ¸G W G o G 2 G •F 4̧ Š� ( G W G o G 2 G •F ÚG �G � IP G 0 G W G z G G F ÷� S� BF ÷ F Ý G �F éF ¹GUI F÷ [ G o G ŠG yG
G x G EG ŠH �Mail PoliciesH�] > [G 0 G W G z G G G x G G G V H �Address ListsH�] FþGhGŠGF G"�Q#ÝFéG� FÛF¸G� FïFÿ CLI Fþ 
addresslistconfig  GA GlG• GW G"�Q#ÝFçF¸G0 GW Gz GG Gx GG GV G"�8�BF÷ FÝ G�FéF¹[G 0 G W G z G G G x G G
H�Address ListsH�] FþGhGŠGFFûFÿF¸G0 GW Gz GG Gx GG GV G"�Q#ÝFéG� Go GŠGy G c G {G Š G k G x G EG Š F ø F ø G
G e G w G 2 G 0 G • G GF þF éG 	F öF þG 0 G W G z G G G x G G G V F Ü/ ²& g F å G �G �F éF ¹

# File exported by the GUI at 20060530T215438

$BLOCKED

    REJECT {}

[ ... ]
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  SenderBase 0¿��Fø Go GŠGy G c G {G Š G k G x G EG Š

G� FûFÿF¸

¸

�œF¸

HFÜ�µG�

H �

yGŠGe

G Q G =ŠF ÷
eFû6õ4��ÜFá G�G�

G o G ŠG MF ÜF Ò G �� �� œF ÜF Ò G � G �
FÒFï G� Fþ�q�±�w�™*…�XF¸

™*…G" G9 G4 G• GV
FéG� �w�™*…
�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [G 0 G W G z G G G x G G G V H �Address ListsH�] G"4E�¥Fç G�FéF¹

GGGT GQ Ge2 [G 0 G W G z G G G x G G G V F þ3 ã� •H �Add Address ListH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge3 G 0 G W G z G G G x G G G V F þ� ¡� SG "
 °� ŠF ç G �F éF ¹

GGGT GQ Ge4 G 0 G W G z G G G x G G G V F þ1 �� ÂG "
 °� ŠF ç G �F éF ¹

GGGT GQ Ge5 H��õ�–H�G0 GW Gz GG Gx GG GV F÷�ö
²Fú�g�'Fþ7Á�Ê Go GŠGy G0 GW Gz GG G"�Q#ÝFéG� Fã Fø G"*O�»�ÜFá[
�ö
² EGo GŠGyG0 GW Gz GGFþG�0Á�•H�Allow only full Email AddressesH�] G"4E�¥Fç G�FéF¹

GGGT GQ Ge6 3ã�•FéG� G0 GW Gz GG G"
°�ŠFç G�FéF¹��Fþ�g�'G"�Q#ÝF÷ FÝ G�FéF¹

• �ö
²Fú7Á�Ê Go GŠGy G 0 G W G z G GH �user@example.com

• 7Á�Ê Go GŠGy G 0 G W G z G GF þ� M4 ŠH �user@

H��@H� [�ö
² EGo GŠGyG0 GW Gz GGFþG�0Á�•H�Allow only full Email AddressesH�] G"4E�¥Fç Fï� ��œFÿF
7Á�Ê Go GŠGy G 0 G W G z G GF þ� M4 ŠF ÿ� Q# ÝF ÷ F Ý G �F ëG #F ¹

• 7Á�Ê Go GŠGy G 0 G W G z G GF þ IP G 0 G W G z G GH �@[1.2.3.4]  

• G W G o G 2 G •F þF éG 	F öF þG tG ŠG DH �@example.com

• 4Š�( GW Go G2 G•FþFéG	FöFþGtGŠGDH�@.example.com

G W G o G 2 G •F ÚG �G � IP G 0 G W G z G GF ÿ @ �e�ÐF÷6ä��FéG� �²0[FÜFÒ G� Fã Fø Fû�@�–Fç Fö Fß Fð Få FÔF¹

G 9 G •G lF ÷7 Á� Ê G o G ŠG y G0 GW Gz GG G"�
�) G� G�FéF¹�‚ Fç FÔ/œG"�QFó FöG0 GW Gz GG G"�
�)G� ��AsyncOS 
Fÿ+¬�·$×FûG6G• GV Gx G" G9 G•GlF÷�
�)G� G�Fï Gx GG GV Fû�š�nFç G�FéF¹

GGGT GQ Ge7 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

SenderBase 0¿��Fø Go GŠGy G c G {G Š G k G x G EG Š
G0Ge Gw G2 G0 G• GGG�Fþ�K)FG"�(8®FçF¸Go GŠGy G c G {G Š Gk Gx GEGŠG"4:#ÝFéG� FûFÿH�GzGŠ GV �D7
G�G� ���œ Fø �µG�G�FúFÔ���œFÜFÒ G�H�F¸Gx GGGXGŠFÿ��Fþ�‰�2G"�Q#ÝFç G�FéF¹

[�(8®H�ClassificationH�] -> [3æ�™*…G>GyGŠGeH�Sender GroupH�] -> [ G o G ŠG yG c G {G ŠG k G x G EG ŠMail Flow 
PolicyH�] -> [ GzGŠ GV �D7HH�Rate LimitingH�]

0ò(ýFûFôFÔFöFÿF¸G [ G Q G V G }G Š G = G8GŠGXGŠF¸GW Go G2 G•F¸IP G0 GW Gz GG F÷��*O Få G�G�3æ�™*…G>G
H�7-5 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

FÂ�(8®H�ClassificationH�FÃ�•7uF÷FÿF 3̧æ�™
�Gi GG GV Fþ IP G 0 G W G z G G G "� Q# ÝF ç F öF Ḩ �G _G d G x G x G GG XG
�w�™Fç FïH��w�™ SMTP GI GQ GE Gu G• G"3æ�™*…G>GyGŠGeFû�(8®Fç G�FéF¹3æ�™*…G>GyGŠG
F ï G o G ŠG y G c G {G Š G k G x G EG ŠF ûF ÿF ¸G zG Š G V � D7 HG " G 2 G [G ŠG dG yF ûF éG �G _G w
FéF¹GzGŠ GV �D7HFûG� G� F ĢI GQ GE Gu G•FÒFï G� Fþ�q�± Go GQ GIGŠGF�XF¸Go GQ GIGŠGF
�q�± Go GQ GIGŠGF GCG2 GHF¸Gx GpGŠ GV Gi GG GV FÛ G� �wFá�ÜFá G� �q�±� �ì�K)F�XFÜ�D7HFåG�G�FéF¹

3û�–F¸Fã FþGe G{ GI GG F÷FÿF �̧P�ÂFéG� �¡�SFþ3æ�™*…G>GyGŠGeFþ�›3æ�™*…Fû�PFç Fö�w�
Fç G�FéF¹� Fè �ì6ë�•Fû0
�XFþ3æ�™*…FÛ G� Go GŠGyG"�w�™Fç Fï���œF F̧éG	FöFþ3æ�™*…Fû�P
Fþ�œ0£�XFÜ�D7H�Í Fø �š3Q Få G�G�FéF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  SenderBase 0¿��Fø Go GŠGy G c G {G Š G k G x G EG Š

•
�m Få G�G�FéF¹

4 G• GV FÜ�9F»Fû��/œ
F ëG #H �F ¹

û6õ4��Ü
W G z G GF Ü� ` F å F úG d G { G Q

CG kG Š G V
Š

ï�_��G"
y¿� �
� D� šF ÷ F Ý G �F éF ¹

V
ã2§FÚ
	

0 GW Gz GGFû

F þF Â

F¹

eF û G o G ŠG y
Fã FþG9 G4 G• GV �‰�2FûFÿF �̧�Fû&gFéFÔ Fß FôFÛFþ�[�¥FÜFÒ G� G�FéF¹

• G [ G Q G V G }G Š G = G8GŠGXGŠFû G� Fó Fö�(8®FÜ/œG�G�Fï���œF¸SenderBase G z G b G s G TG ŠG E G u G GCGŠGa
GGFû G� Fó FöG0 GW Gz GGFþ�±FÝ FúGd G{ GQ G= FÜ�` Få FúGd G{ GQ G= Fû+¬�·$×Fû�(

Fã Fþ G� FÖ Fú�` Få Fú�›Gd G{ GQ G= Fû�PFç FöF �̧w�™*… Fø �w�™*…GzGŠ GV �D7HFþG9 G
Få G�G�FéH�3û�–F¸/24 CIDR G d G { G Q G = F ø �  F è F ÷F éF ÜF �̧ ²F êF ç G � �  F è F ÷F ÿF Ò G � G �

• HAT Significant Bits �µ+�G"�Q#ÝFéG� ���œFûFôFÔFö1��ÂFç G�FéF¹Fã Fþ���œF¸Gk Gx GEGŠF
F á G � G �F ï significant bits G _ G w G o G ŠG M G "4 :# ÝF ç F öF �̧ ±F Ý F úG d G { G Q G = F þG 0 G
G = F û� (� m F å G �G �F éF ¹

F ã F þG _G w G o G ŠG MF ÿ [ G o G ŠG yG c G {G ŠG k G x G EG ŠH �Mail Flow PolicyH�] -> [GzGŠ GV �D7HH�Rate LimitingH�] 
Gc G5GŠGHFû6õ4�Fç FöFÔG�FéF¹3æ�™*…G>GyGŠGeFþ IP G0 GW Gz GGFþ�(8®Fû�Q#ÝFéG�FÂnetwork/bitsFÃ
CIDR /²0°�2FÿF F̧ÂbitsFÃGc G1 GŠGy GW Fø Fÿ$�Fú G� G�FéF¹

GUGc G7Gy GV F÷FÿF¸SenderBase G z G b G s G TG ŠG E G u G • G c G 1 G y G MF ÚG �G � IP G e G { G c G / G 2 G x G • G >F þG
FÜF Ģ_Gd Gx GQ G= G x G GG XG ŠF û� PF ç F öF ÿG 2 G [G ŠG dG yF÷F Ģe Gw G2GgGŠ GV G x G GG XG ŠF û� PF ç F öF ÿG U G 1 G IG
GdGyF÷FéF¹

6õ4�8o% 

• SenderBase G = G 6 G x G ŠF þ G M G 2 G n G 0 G 4 G V H �7-24 GhGŠGFH�

• HAT Significant Bits �µ+�H�7-24 GhGŠGFH�

SenderBase G=G6 GxGŠFþGM G2GnG0G4 GV
Gx GGGXGŠG"0¿��FéG� ���œF¸SenderBase G z G b G s G TG ŠG E G u G • GCGŠGa GG F÷ G= G6 Gx GŠG"��/œFç F
G0Ge Gw G2 G0 G• GGFÜG; Gq GQ GE GsFéG� � ì6ëG"�æ� �F÷ FÝ G�FéF¹F íFþ� ‹F ¸Go GŠG G c G {G Š G k G x G EG ŠG "0
FéG� ���œFŞenderBase G " G 2 G [G ŠG dG yF û F çF ¸G o G ŠG yF þG c G {G ŠG " G x G GG XG ŠF û

G o G ŠG y G c G {G Š Gk Gx GEGŠG"0¿��FéG� ���œF¸[ Gc G{GŠ�D�šFûSenderBaseG"�Q#ÝH�Use SenderBase for 
Flow ControlH�] 0¿��G"�Q#ÝFç Fï GUI F þ G o G ŠG y G c G {G Š G k G x G EG ŠF ÛF ¸G � F ïF ÿ listenerconfig > 

hostaccess > edit  G A G lG • G W G "� Q# ÝF ç F ï CLI F÷ SenderBase G " G 2 G [G ŠG dG yF û F ç G �F éF ¹

HAT Significant Bits �µ+�
AsyncOS Fþ 3.8.3 G x G x G ŠG G� è7 FF ÷F ÿF �̧ ±F Ý F ú CIDR G d G { G Q G = 
 ÆF þ G x G GG XG ŠF þG i G G G G 0 G = G I G G GTGŠ
GdGyH�HATH�Fþ3æ�™*…G>GyGŠGe G6G• GV Gx G"'ö# .Fç FúFÜ G� F¸IP G0 GW Gz GG�"�)F÷�w�™ Go GŠGyFþ3
G�G�GzGŠ GV �D7HG"��/œF÷ FÝ G�FéF¹Fï Fø FØG�F %̧T�™�K)FFÜGi GG GV FÂ10.1.1.0/24FÃ Fø �M+´Fç Fï���œF F̧éG
FöFþ GV Gw Gc G1 GQ G= G" 1 FôFþ�±FÝ FúG9 G4 G• GM Fû7Ÿ(ÙFéG� FþF÷FÿFú Fß F (̧
�V
ÆFþ�¶�9FþG
�PFç FöG9 G4 G• GM FÜ#Õ�B Få G�G �FéF¹

H��@H� HAT G k G x G EG ŠF þ significant bits G8GeGE Gu G• G"�w� FûFéG�FûFÿF¸HAT G c G {G Š� D� šG 8G eG E G u G •User 
SenderBaseFÃG"GU G1 GIGŠGdGyFûFéG��²0[FÜFÒ G� G�FéH�G� FïFÿF¸CLI Fþ���œFļistenerconfig  -> setup GA
GlG• GW F÷ SenderBase �_��GCGŠGa GG G" G2 G[GŠGdGyFûFéG� FïG�Fþ2A�eFÂWould you like to enable 
SenderBase Reputation Filters and IP Profiling support?FÃFû no F ø � G' ÅF ç G �F éH �F ¹F ôG � G � F ¸Hat Significant 
Bits �µ+� Fø SenderBase IP Ge G { G c G / G 2 G x G •G > GCGkGŠ GV Fþ G2 G[GŠGdGy�ìFÿ%&�«Fû�<�Ú$×F÷Fé

G� Fø G#FùFþ���œF¸Fã Fþ�µ+�G"�Q#ÝFç Fö3æ�™*…G>GyGŠGeG"� È F ß��*OFçH�FôG� G� F F̧Â10.1.1.0/24FÃG�
FÂ10.1.0.0/16FÃFþ G� FÖ Fú IP G 0 G W G z G GF þ� ±F Ý F úG >G yG ŠG eH �F ¸IP G 0 G W G z G GF þ� ` F å F úG >G yG ŠG Gc
G{GŠ GzGŠ GV �D7HG"" ƒ F ß4:#ÝFç G�FéF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  SenderBase 0¿��Fø Go GŠGy G c G {G Š G k G x G EG Š

¹

G>
�2G"��*OFç G�FéF¹
�FéF¹

Š

�G�FéF¹

úF óF öF ÔG �F Û
HAT Significant Bits �µ+�FÿF �̧�Fþ G� FÖ FúGE GG GT GnFþ GA G•GkGŠG[G• GV Fû�P�ÂFç G�FéF

• HAT 0¿��H�7-25 GhGŠGFH�

• Significant Bits HAT G k G x G EG Š G8GeGE Gu G•H�7-25 GhGŠGFH�

• G2 G• GF G5 G= GE Gu G•�D�š�‡6ëH�7-26 GhGŠGFH�

HAT 0¿��  

HAT Fþ0¿��FûFÿF 3̧æ�™*…G>GyGŠGe Fø Go GŠGy G c G {G Š G k G x G EG ŠF þ 2 FôFþ4Š�(FÜFÒ G� G�FéF¹3æ�™*…
GyGŠGeFþ0¿��F÷FÿF 3̧æ�™*…Fþ IP G0 GW Gz GGFþFÂ�(8®FÃH�3æ�™*…G>GyGŠGeFû
°G�G�H��‰
G o G ŠG y G c G {G Š Gk Gx GEGŠ0¿��F÷Fÿ IP G 0 G W G z G GF Û G � F þ SMTP GI GQ GE Gu G•Fþ'ö#.�‰�2G"��*OFç G
Fã Fþ�µ+�G"�Q#ÝFéG� Fø F¸IP G 0 G W G z G GF ÿF ÂCIDR Gd G{ GQ G= F÷�(8® Få G�FïFÃH�Fï Fø FØG�F¸10.1.1.0/24H�3æ
�™*…G>GyGŠGe Fø Fú G� F �̧¶F»FþGi GG GV H�/32H � F ø F ç F ö� D� š F å G �G �F éF ¹F ã G �F ÿF Âsignficant_bitsFÃGk Gx GEG
0¿��G"�Q#ÝFç Fö��/œ Få G�G�FéF¹

Significant Bits HAT G k G x G EG Š G8GeGE Gu G• 

HAT �S�eF÷Fÿ signficant_bits 0¿��G8GeGE Gu G• G"�Q#ÝF÷ FÝ G�FéF¹HAT F÷GUGc G7Gy GV G o G ŠG y G c G {G Š 
G k G x G EG ŠG � F ïF ÿ" I� �F þ G o G ŠG y G c G {G Š Gk Gx GEGŠG")…7ŸFéG� ���œH�Fï Fø FØG�F¸listenerconfig -> 

edit -> hostaccess -> default  GA GlG• GW G"$Î/œFéG� ���œH�F �̧�Fþ G� FÖ Fú2A�eFÜ/²&g Få G

• GzGŠ GV �D7HFÜ G2 G[GŠGdGyFûFú Fó FöFÔ G� FÛ 

– Gc G{GŠ�D�šFþFïG�Fþ SenderBase Fþ�Q#ÝFÜGU G1 GIGŠGdGyFûFú Fó FöFÔ G� FÛ

– GU G1 Gz G= GV Gx "Ó�“�7�Á75�šH�DHAPH�FÜ Go GŠGy G c G {G Š G k G x G EG ŠH �G UG c G 7G y G V G o G ŠG y G c G {G Š 
G k G x G EG ŠG � F ïF ÿ" I� �F þ G o G ŠG y G c G {G Š G k G x G EG ŠH �F û� PF ç F ö G 2 G [G ŠG dG yF ûF 

 ��Fû�[G"&gFç G�FéF¹

Do you want to enable rate limiting per host?  [N]> y

Enter the maximum number of recipients per hour from a remote host.

[]> 2345

Would you like to specify a custom SMTP limit exceeded response? [Y]> n

Would you like to use SenderBase for flow control by default?  [N]> n

Would you like to group hosts by the similarity of their IP addresses?  [N]> y

Enter the number of bits of IP address to treat as significant, from 0 to 32.

[24]>
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  SenderBase 0¿��Fø Go GŠGy G c G {G Š G k G x G EG Š

G V G x

÷� V
Üz
���œF¸


ÆFþ�w� 
�

ŠG^Gy0¿��G8GeGE Gu G•
GT GnFþ���œF¸G9 G4

ç G�FéF¹
G7GŠGlG• GGFû�s8jG"

G {G ŠG ^

F÷ FÝ G�FéF¹
G � F ïF ¸F ã F þ� µ+ �F ÿ [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [ G o G ŠG yG c G {G ŠG k G x G EG ŠH �Mail Flow PoliciesH�] 
GhGŠGFFþ GUI F û G � / ²& g F å G �G �F éF ¹

�W7-3 HAT Significant Bits �µ+�FþG2G[GŠGdGy�ì

Gc G{GŠ�D�šFû SenderBase G"�Q#ÝFéG� G8GeGE Gu G•FÜ [OFF] FûFú Fó FöFÔ G� FÛF¸G� FïFÿ [G U G 1 G z G =
"Ó�“�7�Á75�šH�Directory Harvest Attack PreventionH�] FÜ G2 G[GŠGdGyFûFú Fó FöFÔ G� ���œF F̧Âsignificant 
bitsFÃ�ÍFÿF �̧K)FFç FöFÔ G�3æ�™*…Fþ IP G0 GW Gz GGFû4:#Ý Få G�F )̧��Ý$×Fû CIDR /²0°�2FÜFḨAT 
ÆFþ��
*O�íG�Fþ3æ�™*…G>GyGŠGe Fø �M+´ Få FëG� FïG�Fþ GV GŠ G= G• Fø Fç Fö�Q#Ý Få G�G�FéF¹CIDR G d G { G Q G = F
G�G�Fï�M$��‘FþGa GQ GV FÿF �̧e�Ð�4Fþ�8�B�ìFûFÂGJ G{0¿��FÃFûFú G� G�FéF¹FíFþFïG�F �̧K)FF IP G 0 G W G
GG 1.2.3.4 F Û G �& �' g F å G �F ¸significant_bits G8GeGE Gu G•FÜ 24 Fû0¿�� Få G�FïGk Gx GEGŠ Fø �M+´FéG�
)��Ý Fø Fç Fö#ÕFè G� CIDR G d G { G Q G = F ÿ 1.2.3.0/24 FûFú G� G�FéF¹Fã Fþ�µ+�G"�Q#ÝFéG� Fø F¸HAT 3æ�™*…
G>GyGŠGe G6G• GV Gx H�Fï Fø FØG�F¸10.1.1.0/24H�FûFÿF¸G>GyGŠGeFû�m G� �\Fö G� G�FïGk Gx GEGŠ
G a G Q G V G6G• GV Gx H��V0°Fþ�[F÷FÿF¸32H � F ø F ÿ$ �F ú G � � XF þG [ G Q G V G }G Š G = � w�  G a G Q G V H24H�FÜ�Ñ�~FéG� �•
+��öFÜFÒ G� G�FéF¹

G2 G•GF G5 G=GE Gu G•�D�š�‡6ë 

G2 G• GF G5 G= GE Gu G•�D�šG9 G4 G• GM FÜ Gx GI GQ GV Få G�Fï���œFû1*�ZF÷ FÝ G� G> G{G
FÜFÒ G� G�FéF¹�¨�XFþ IP G0 GW Gz GGFþG9 G4 G• GM G"'ö#.Fç FöFÔ G�8��–FûGa GFGŠFúGE GG
G • G M G " G � G � 8 –) ¾F ûH �F ï F ø F ØG �F ¸60 �(6ë7xF÷FÿFú Fß 15 �(6ë7xF÷H� Gx GI GQ GV FéG� G� FÖ Fû0¿��F
Fã G�Fû G� G� F ĢUGŠGM FÜ'ö#.�Y+�FúGC G2 GHFû G� F÷�Q�±Fç Fï G� F¸GE GG GT GnFþG_Gc
�ZFØFï G� FéG� Fã Fø G"�G4JF÷ FÝ G�FéF¹

#'�~FþGUGc G7Gy GV �ÍFÿ 3600 &ÊH�1 �ì6ëH�F÷FéF¹�q� ̀1 �(H�60 &ÊH�FÛ G� �q�± 4 �ì6ëH�14,400 &ÊH�G� F÷Fþ
�‡6ëG"�æ��F÷ FÝ G�FéF¹

GUI F÷G> G{GŠG^Gy0¿��G"�Q#ÝFç Fö Fã Fþ�‡6ëG"1*�ZFç G�FéH�0ò(ýFûFôFÔFöFÿF¸G x G GG XG ŠF þG >
Gy0¿��H�5-5 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔH�F¹

G � F ïF ¸CLI Fþ listenerconfig -> setup  GA GlG• GW G"�Q#ÝFç Fö Fã Fþ�‡6ëG"1*�ZFéG� Fã Fø G�

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  SenderBase 0¿��Fø Go GŠGy G c G {G Š G k G x G EG Š
Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[]> setup

Enter the global limit for concurrent connections to be allowed across all listeners.

[300]>

Enter the global limit for concurrent TLS connections to be allowed across all listeners.

[100]>

Enter the maximum number of message header lines.  0 indicates no limit.

[1000]>

1. Allow SenderBase to determine cache time (Recommended)

2. Don't cache SenderBase data.

3. Specify your own cache time.

[1]> 3

Enter the time, in seconds, to cache SenderBase data:

[300]>

Enter the rate at which injection control counters are reset.

[1h]> 15m

Enter the timeout for unsuccessful inbound connections.

[5m]>
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

� âF ô
FíG�Fû

�3æ�™*…
/ œ F Ö F ã F ø F ÿF ¸G 0G e G w G 2 G 0
G � � z' g

Fç Fï G� F �̧•�è0ÉFþ
G�FéF¹
3æ�™*…Fþ�è0É
GGG_GnG�!“#ÝFú Go GŠGyFÿF �̧¨ Fß Fþ���œF¸DNS F÷0Ž�ôF÷ FÝ FúFÔ GW Go G2 G• G� FïFÿ IP G 0 G W G z G G G "
3æ�™*…Fû G� Fó Fö3æ�™ Få G�G�FéF¹DNS �è0É Fø FÿF 3̧æ�™*…Fû6õFéG� �™8—F÷ FÝ G� �_��G"�v�“FçF¸
�‘Fó Fö Go GŠGyG"��#.FéG� Fã Fø G"�–�áFç G�FéF¹SMTP G9 G•G^GIGŠGE Gu G•Fþ�SFû3æ�™*…�è0ÉH
Fþ IP G 0 G W G z G GF þ DNS G y G Q G = G 0 G Q G eF û� öF õ F ß � K) FF þG c G 1 G y G M G x G • G >H �G "
G • G G� VF þ G o G ŠG y G _ G 2 G e G w G 2 G • G "� ÓF ç F ö� �# . F å G �G � G F G q G • G = G o G ŠG yF þ5 �G "� öG � F é F ã F ø F û
F ñ G �F éF ¹

�•�è0ÉFþ3æ�™*…FÛ G� Fþ Go GŠGyFÿ+¬�·$×Fû�ë�  Få G�G�FéF¹�æG� G� FûF¸AsyncOS FûFÿF �̧•�è0ÉFþ3æ�™
*…FÛ G� Fþ Go GŠGyG"��#.FéG� �‰�2G"�ô��FéG�3æ�™*…�è0É0¿��FÜFÒ G� G�FéF¹Fï Fø FØG�F¸SMTP G 9 G •G ^
GIGŠGE Gu G•Fþ�SFû�•�è0ÉFþ3æ�™*…FÛ G� FþFéG	FöFþ Go GŠGyG"+¬�·$×FûGd G{ GQ G=
3æ�™*…G" GG G{ GQ GV Gx G• G> Fç Fï G� FéG� G� FÖ FûG0Ge Gw G2 G0 G• GG G"0¿��F÷ FÝ

3æ�™*…�è0É�µ+�FÿF �̧�Fþ GA G•GkGŠG[G• GV F÷�S�B Få G�G�FéF¹

Enter the maximum connection time for inbound connections.

[15m]>

What hostname should Received: headers be stamped with?
1. The hostname of the Virtual Gateway(tm) used for delivering the message
2. The hostname of the interface the message is received on

[2]>

The system will always add a Message-ID header to outgoing messages that don't already 
have one.  Would you like to do the same for incoming messages? (Not recommended.) [N]>

By default connections with a HAT REJECT policy will be closed with a banner message at 
the start of the SMTP conversation.  Would you like to do the rejection at the message 
recipient level instead for more detailed logging of rejected mail? [N]>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

[]>
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

G •F þ� S
¹

FöFÿF¸

G•FÃG�
GŠGeFþGi GG GV
ú'�8®Fþ�•�è

• G"�è0ÉFç

å G�F �̧w� �öFÜ
Ý
GQ
þ) �� Ý
G� FÛF¸
F 3̧æ

û� »� KF ç F ïF ¹

F¹

éFÜF¸
Fû�•�è0ÉFþ3æ�™
Fþ!“#ÝFú Go GŠGyFÜ
GV Gx G• G>FéG�
3̧æ�™*…G>GyGŠGe

GyFÜF¸
"�–�áFç G�FéH� Go GŠ
GŠ GV
• �K)FGi GG GV Fþ�è0ÉH�Verification of the connecting hostH�F¹F ã G �F ÿF ¸SMTP G 9 G •G ^G IG ŠG E G u
Fû��/œ Få G�G�FéF¹0ò(ýFûFôFÔFöFÿF¸3æ�™*…�è0ÉH�Gi GG GV H�7-29 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF

• G6G•GgG{GŠGe3æ�™*…Fþ GW Go G2 G•4Š�(Fþ�è0ÉH�Verification of the domain portion of the 
envelope senderH�F¹F ã G �F ÿ SMTP G9 G•G^GIGŠGE Gu G•Fþ�pF÷��/œ Få G�G�FéF¹0ò(ýFûFôFÔ3æ
�™*…�è0ÉH�G6G•GgG{GŠGe3æ�™*…H�7-30 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

6õ4�8o% 

• 3æ�™*…�è0ÉH�Gi GG GV H�7-29 GhGŠGFH�

• 3æ�™*…�è0ÉH�G6G•GgG{GŠGe3æ�™*…H�7-30 GhGŠGFH�

• 3æ�™*…�è0ÉFþ��/æ — 0¿���[H� 7-32 GhGŠGFH�

• �•�è0É3æ�™*…FÛ G� Fþ Go GQ GIGŠGFFþ0¿��GT GG GV H�7-37 GhGŠGFH�

• 3æ�™*…�è0É Fø G{ G< G• G>H�7-39 GhGŠGFH�

• CLI F÷FþGi GG GV DNS �è0ÉFþ G2 G[GŠGdGy�ìH�7-39 GhGŠGFH�

3æ�™*…�è0ÉH�GiGG GV
3æ�™*…FÜ�•�è0É Fø Fú G�#.#äFûFÿ Få G� Fæ G� Fú G� FþFÜFÒ G� G�FéF¹Fï Fø FØG�F¸DNS GCGŠG^FÜFÂGN G4
FïFÿ�Â'ÅFç FúFÔFÛF¸GW Go G2 G•FÜ�Ñ�~Fç FúFÔ Fã Fø FÜ*ƒFØ G� G�G�FéF¹3æ�™*…G>Gy DNS 
�è0É0¿��F÷FÿFŞMTP G9 G•G^GIGŠGE Gu G•Fþ�SFû�•�è0ÉFþ3æ�™*…G"�(8®FçF¸Få G� Fæ G� F
0ÉFþ3æ�™*…G" Få G� Fæ G� Fú3æ�™*…G>GyGŠGeFû�µG� G� Fã Fø FÜF÷ FÝ G�FéF¹

G0Ge Gw G2 G0 G• GGFÿF %̧T�™ Go GŠGyFûFôFÔFöF¸DNS G"3ûFè Fö�K)F
–Gi GG GV Fþ3æ�™
– GW Go G2 G
G � F Ö F ø F ç G �F éF ¹F ã F þ� è0 ÉF ÿF ¸SMTP G9 G•G^GIGŠGE Gu G•Fþ�SFû��/œ Få G�G�FéF¹GNGdGy DNS G y G Q G =
G 0 G Q G eFþ��/œFû G� Fó FöF¸Gx GpGŠ GV G i G G G V F þ IP G0 GW Gz GGH�FôG� G� F¸GW Go G2 G•H�FÜ�v�“ F
�è0É Få G�G�FéF¹GNGdGy DNS Gy GQ G= G0 GQ GeFÿF �̧K)F
–Gi GG GV Fþ IP G 0 G W G z G GF û� PF éG �3 ë� ,F DNS
H�PTRH�Gy GQ G= G0 GQ Ge Fø F F̧íG�Fû)F Fß PTR Gy GQ G= G0 GQ Ge)��ÝFû�PFéG� �G�,FÝ DNSH�AH�Gy GQ G= G0
GeFÛ G� Fú G� G�FéF¹FíFþ�‹F¸G0Ge Gw G2 G0 G• GGFÿ A G y G Q G = G 0 G Q G eF þ) �� ÝF Ü PTR G y G Q G = G 0 G Q G eF
Fø �M+´FéG� FÛFù FÖ FÛG"GOG5 GQ G= Fç G�FéF¹PTR G y G Q G = G 0 G Q G e G � F ïF ÿ A Gy GQ G= G0 GQ GeFÜ�»�KFé
)��ÝFÜ�M+´Fç FúFÔ���œF¸GE GG GT GnFÿ IP G 0 G W G z G GF þG �G "� Q# ÝF ç F ö HAT 
ÆFþG6G• GV Gx G"!·�œFç
�™*…Fÿ�•�è0É Fø 0bFú Få G�G�FéF¹

�•�è0ÉFþ3æ�™*…FÿF �̧�FþG9GT GB Gx Fû�(8® Få G�G�FéF¹

• �K)F
–Gi GG GV Fþ PTR G z G AG Š G W F Ü DNS Fû�Ñ�~Fç FúFÔF¹

• DNS Fþ�M�ì$×Fú7€��Fû G� G� �K)F
–Gi GG GV Fþ PTR G z G AG Š G W F þG y G Q G = G 0 G Q G eF

• �K)F
–Gi GG GV Fþ3ë�,FÝ DNS GyGQ G= G0 GQ GeH�PTRH�FÜ�G�,FÝ DNS G y G Q G = G 0 G Q G eH �AH�Fû�M+´Fç FúFÔ

3æ�™*…G>GyGŠGeFþ [�K)FGi GG GV FþDNS�è0ÉH�Connecting Host DNS VerificationH�] 0¿��G"�Q#ÝFç FöF¸
�•�è0ÉFþ3æ�™*…Fû�PFéG� �·�8G"�æ��F÷ FÝ G�FéH�3æ�™*…G>GyGŠGe SUSPECTLIST G"�Q#ÝFç Fï�•�è
0ÉFþ3æ�™*…FÛ G� Fþ Go GQ GIGŠGFFþ GG G{ GQ GV Gx G• G>H�7-33 GhGŠGFH�G"�g!·H�F¹

FéG	FöFþ3æ�™*…G>GyGŠGeFþ3æ�™*…G>GyGŠGe0¿��F÷Gi GG GV DNS �è0ÉG" G2 G[GŠGdGyFûF÷ FÝ G�F
G i G G G V DNS �è0É0¿��G"3æ�™*…G>GyGŠGeFû3ã�•FéG� Fø FÔ FÖ Fã Fø FÿF F̧íFþG>GyGŠGe
*…G"�µG� G�Fã Fø FûFú G� Fø FÔ FÖ !lFû�@�–Fç Fö Fß Fð Få FÔF¹FôG� G� F¸GGG_GnG�FíFþ�Ú
�µG�G�G� Fã Fø FûFú G� G�FéF¹FíFþFïG�F¸Fã G� G� Fþ0¿��FÿF 3̧æ�™*…G"�Ä�°G� FïFÿGG G{ GQ
3æ�™*…G>GyGŠGeFû�PFç FöFþG�G2 G[GŠGdGyFûFéG� Fã Fø G"�N�áFç G�FéF¹Fï Fø FØG�F 
WHITELIST Fû�PFç Fö DNS �è0ÉG" G2 G[GŠGdGyFûFéG� Fø F �̧•�è0ÉFþ3æ�™*…FÛ G� Fþ Go GŠ
WHITELIST 
ÆFþ�™8—F÷ FÝ G�3æ�™*…FÛ G� Fþ Go GŠGy Fø � Fè G� FÖ Fû�…G�G�G� Fã Fø G
Gy G c G {G Š Gk Gx GEGŠFþ0¿��
Æ��Fû�ÂFè FöF¸G0 G•GOGGG_Gn G� FïFÿG0 G•GO G4 G2 GyGG GOG5 GQ G= F¸Gz
�D7HFú FùFþG^ G2 G_GG G"�µG�G�FéH�F¹
7-29
Cisco AsyncOS 8.5.6 for Email GtGŠGD G :G2 GW

 



 

'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

Š�(FÜ
*…Fþ GW Go G2 G•Fþ
G4 GV
#F¹Fã G�Fû�P
FÜ3É Få
G �G � F þF û

G �F éF ¹
= G 0 G Q G eG "
Fç Fï���œF¸

FÔ GW Go G2 G•FþG6G•
Go G2

G•FþG6G•

G� FÖ FûFéG� Fã
Fú G�

Y�GFú�g�'FþH�Fï
¹

gG{GŠ
FÿGd G{ GQ

¹

�ûFéF¹

G"�A(áFçF F̧í Fã FÛ G� Fþ

[GŠGdGyFûF÷ FÝ
G"F Ģ6G•GgG{GŠGe
G� FïFÿGT GG GVG 2
FéF¹

þ Go GŠGyG"�wFá
G Q
FÝ FúFÔ

Go GŠGy
G 6G •G g

Go G2 G•
F ¹F ÔF ó F ïG #F íF þ G o G ŠG yG "� wF á� Ü

ÅF÷
3æ�™*…�è0ÉH�G6G•GgG{GŠGe3æ�™*…
G6G•GgG{GŠGe3æ�™*…�è0ÉG"�Q#ÝFéG� Fø F Ģ6G•GgG{GŠGe3æ�™*…Fþ GW Go G2 G•4 DNS F÷�è0É Få G�
G�Fé H�G6G•GgG{GŠGe3æ�™*…Fþ GW Go G2 G•FÜ0Ž�ô Få G�G� FÛF¹G6G•GgG{GŠGe3æ�™ A Gz
GAGŠ GW G� F ïFÿ MX G z G AG Š G W F Ü DNS Fû�Ñ�~FéG� FÛH�F¹GW Go G2 G•FÿF¸DNS F÷&�1�0è/œFÜ GM G2 Gn G0
G � F ïF ÿ DNS GCGŠG^Fþ7€��Fú FùFþ�M�ì$×FúG6 GwGŠ"g�ÂFÜ$Î#ÕFç FïFÛG"0Ž�ôF÷ FÝ G�FëG
FçF¸GW Go G2 G• G"Gy GQ G= G0 GQ Ge Fç G� FÖ Fø Fç F ï Fø FÝ Fû�Â& �FúFÂdomain does not existFÃGG GTGŠGM GG
G�Fï���œF¸GW Go G2 G•Fÿ�Ñ�~Fç G�FëG#F¹Fã Fþ�è0ÉFÜ SMTP G 9 G •G ^G IG ŠG E G u G •F þ� pF ÷� �/ œ F å
�PFçF¸G i GG GV DNS �è0ÉFÿG9 G•G^GIGŠGE Gu G•FÜ6ä�� Få G�G� �SFû��/œ Få G�F �̧K)F
– SMTP GCGŠG^Fþ 
IP G 0 G W G z G GF û4 :# Ý F å G �G �F éF ¹

0ò(ýH�AsyncOS FÿF 3̧æ�™*…FþG0 GW Gz GGFþ GW Go G2 G•Fû�PFç Fö MX G z G AG Š G W G = G 6 G x G ŠG "� �/ œF ç
��Fû  AsyncOS FÿFM̧X G z G AG Š G W F þG y G Q G = G 0 G Q G eF þ) �� ÝF û� öF õF ÔF öF ¸A G z G AG Š G W F þG y G Q G
/œFÔG�FéF¹DNS GCGŠG^FÜFÂNXDOMAIN FÃH� Fã Fþ GW Go G2 G•FþGz GAGŠ GW FÜFúFÔH�G"3É
AsyncOS FÿFíFþ GW Go G2 G•FÜ�Ñ�~Fç FúFÔ G� Fþ Fø Fç Fö�…FÔG�FéF¹Fã G�FÿFÂ�Ñ�~Fç Fú
GgG{GŠGe3æ�™*…FÃG9GT GB Gx Fû�(8® Få G�G�FéF¹NXDOMAIN FÿF ĢyGŠ GV G[GŠGn GCGŠG^FÜ Fã Fþ GW
G•Fþ�’�>G[GŠGnGCGŠG^G"�f�j Fç FöFÔFúFÔ Fã Fø G"�–�áFéG� ���œFÜFÒ G� G�FéF¹

FïFð Fç DNS GCGŠG^FÜFÂSERVERFAILFÃG"3ÉFç Fï���œF¸DNS GCGŠG^FÿFÂ�Â'ÅFÜFúFÔ GW Go G2
GgG{GŠGe3æ�™*…FÃG9GT GB Gx Fû�(8® Få G�G�FéF¹SERVFAIL FÿF¸GW Go G2 G•FÜ�Ñ�~Fç FúFÔFÜF¸DNS F÷Gz
GAGŠ GW FþGy GQ G= G0 GQ Ge�pFû�M�ì$×Fú�e8ŸFÜ$Î#ÕFç FöFÔ G� Fã Fø G"&gFç G�FéF¹

GGG_GlGŠFú FùFþ�Y�2Fú Go GŠGy3æ�™*…FÜ�Q#ÝFéG� �M+á$×Fú�m�2FÿF¸MAIL FROM �_��H�G6G•GgG{GŠ
Ge3æ�™*…
ÆH�G"
�4�FçF �̧wFá�ÜFá G� G�Fï�•�è0ÉFþ3æ�™*…FÛ G� Fþ Go GŠGyFÜ��#. Få G�G�
F ø F ÷F éF ¹F ã G �F û G � G � F ¸MAIL FROM G 0 G W G z G G F û3 æ� ™ F å G �F ïG ^G 4 G • G G Go GQ GIGŠGFFÜ4Ä�™�Y+�Fû
FïG�F �̧e8ŸFÜ#ÕFè G� �•+��öFÜFÒ G� G�FéF¹G6G•GgG{GŠGe3æ�™*…�è0ÉG"�Q#ÝFéG� Fø F �̧
F ð F ç ' 5$ ÑF ÷F ÿF úF ÔH �MAIL FROM G"�Ä�°FéG� G� FÖ FûG0Ge Gw G2 G0 G• GG G"0¿��F÷ FÝ G�FéF

� › G o G ŠG y G c G {G Š G k G x G EG ŠF ÷F �̧ �F þ F ã F ø F Ü� •+ �F ÷F éF ¹

• G6G•GgG{GŠGe3æ�™*…Fþ DNS �è0ÉG" G2 G[GŠGdGyFûFéG�F¹

• �Y�GFú�g�'FþG6G•GgG{GŠGe3æ�™*…Fû�PFçF¸G9 GG GM Gn SMTP GAGŠ GW Fø �Â'ÅG"�ûFéF¹G6G•G
Ge3æ�™*…Fþ DNS �è0ÉG" G2 G[GŠGdGyFû Fç Fï���œF �̧Y�GFú�g�'FþG6G•GgG{GŠGe3æ�™*…
G = F å G �G �F éF ¹

• 0Ž�ô Få G�FúFÔG6G•GgG{GŠGe3æ�™*… GW Go G2 G•Fû�PFç G9 GG GM Gn�Â'ÅG"�ûFéF

• DNS Fû�Ñ�~Fç FúFÔG6G•GgG{GŠGe3æ�™*… GW Go G2 G•Fû�PFç G9 GG GM Gn�Â'ÅG"

3æ�™*…�è0É�[�¥GTGŠGdGyG"�Q#ÝFç FöF¸GW Go G2 G• G� FïFÿG0 GW Gz GGFþ Gx GG GV
Go GŠGyG"+¬�·$×Fû0Á�•G� FïFÿ�Ä�°FéG� Fã Fø FÜF÷ FÝ G�FéH�3æ�™*…�è0É�[�¥GTGŠGdGyH�7-31 GhGŠGFH�
G"�g!·H�F¹3æ�™*…�è0É�[�¥GTGŠGdGyFÿF Ģ6G•GgG{GŠGe3æ�™*…�è0É Fø Fÿ"‚'gFç Fö G2 G
G�FéF¹FíFþFïG�F F̧ï Fø FØG�F �̧[�¥GTGŠGdGyF÷�æ��Fç Fï"I�9FúG0 GW Gz GGG� GW Go G2 G•
3æ�™*…�è0ÉG" G2 G[GŠGdGyFûFéG� Fã Fø Fú Fß �Ä�°F÷ FÝ G�FéF¹G� FïF 
̧Æ4Š GW Go G2 G• G W G o
G•FÛ G� Fþ Go GŠGyG"F �̧ÚFþ�‰�2F÷�è0É Få G�FúFÔ���œF÷ G� �–Fû0Á�•FéG� Fã Fø G� F÷ FÝ G�

G� Fø G#FùFþ GGG_GnFÿ�•�è0ÉFþ3æ�™*…FÛ G� �w�™ Få G�G�FéFÜF �̧•�è0ÉFþ3æ�™*…FÛ G� F
�ÜFá G� Fã Fø FÜ�²0[Fú#.#äFÜFÒ G� G�FéF¹Fï Fø FØG�F F̧éG	FöFþ�G0dFþ7Á�Ê Go GŠGyG" DNS G y G Q G = G 0
GeF÷�è0ÉF÷ FÝ G� G�FáF÷FÿFÒ G� G�FëG#F¹�M�ì$×Fú DNS GCGŠG^Fþ�e8ŸFû G� G� 3æ�™*…G"�è0ÉF÷
F ã F ø F ÜF Ò G � G �F éF ¹

�•�è0ÉFþ3æ�™*…FÛ G� Fþ Go GŠGy3æ�™FÜ0èG�G� G�Fï���œF 3̧æ�™*…�è0É�[�¥GTGŠGdGy Fø G c G {G Š 
Gk Gx GEGŠFþG6G•GgG{GŠGe3æ�™*… DNS �è0É0¿��G"�Q#ÝFç FöF¸SMTP G 9 G •G ^G IG ŠG E G u G •� pF û
G{GŠGe3æ�™*…FÜ�(8® Få G�G�FéF¹Fï Fø FØG�F¸DNS Fû�Ñ�~Fç FúFÔFïG�Fû�è0É Få G�FúFÔ3æ�™
– GW
F Û G � F þ G o G ŠG yG "� wF á� ÜF áF ö G G G { G Q G V G x G • G >F éG � F ã F ø F ÜF ÷ F Ý G �F é
FáFï� ‹FM̧AIL FROM Fþ�g�'FÜ�Y�GFú Go GQ GIGŠGFFÿF¸G9 GG GM Gl G2 GH�•+�Fú SMTP GAGŠ GW Fø �Â'
�Ä�° Få G�G�FéF¹Fã G�Fÿ SMTP G 9 G •G ^G IG ŠG E G u G •F þ� pF ÷� �/ œ F å G �G �F éF ¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

�™*…Fþ
F¸

E G u G •F ÷
GŠGy�w�™Fþ0¿��FÃFþ'vFþ
GVÿ� Q# Ý

F¸
*…Fû�PFçF¸

'ÅG"3æ�™Fé

÷ FÝ G�
Fþ

GW Go G2
G •F ûF ôF ÔF öF Ģ 8G eG E G u G •F þ

Fþ3æ�™*…�è0É�[�¥
G �F éF ¹

• G� FïFÿ7Á�Ê Go GŠ
F¹Fï Fø FØG�F �̧g�'FÜ�G

FéG�
o G2 G• G"
Ge�w

å G�G�FéF¹
�õ�–Fþ Go GŠGy G c G {G Š G k G x G EG ŠF û� PF çF ¸G o G ŠG y G c G {G Š Gk Gx GEGŠ0¿���pF÷F Ģ6G•GgG{GŠGe3æ 
DNS �è0ÉH� GW Go G2 G•�[�¥GTGŠGdGyG"�µG�H�G" G2 G[GŠGdGyFûF÷ FÝ G�FéF¹Fã G�FûFÿGUI G � F ïF ÿ CLI
H�listenerconfig -> edit -> hostaccess -> < policy>H�G"�Q#ÝFç G�FéF¹

6õ4�8o% 

• 4Š�( GW Go G2 G•F ĢUGc G7Gy GV G W G o G 2 G •F �̧ Y� GF ú� g� 'F þ MAIL FROMH�7-31 GhGŠGFH�

• G 9 G G G M G n SMTP GAGŠ GW Fø �Â'ÅH�7-31 GhGŠGFH�

• 3æ�™*…�è0É�[�¥GTGŠGdGyH�7-31 GhGŠGFH�

4Š�(GW Go G2 G•F ĢUGc G7Gy GV G W G o G 2 G •F �̧ Y� GF ú� g� 'F þ MAIL FROM

G6G•GgG{GŠGe3æ�™*…�è0ÉG" G2 G[GŠGdGyFûFéG� FÛF¸Gx GGGXGŠFþ SMTP G 0 G W G z G G0 Ž� ÒG 8G eG
4Š�( GW Go G2 G•Fþ0Á�•G"GU G1 GIGŠGdGyFûFéG� Fø H�FÂG@GŠ GV G4 G5 G2 F÷Fþ Go
FÂSMTP G0 GW Gz GG0Ž�ÒG8GeGE Gu G•FÃFþ8oG"�g!·H�F F̧íFþ Gx GGGXGŠFþGUGc G7Gy G W G o G 2 G •0 ¿� �F
F å G �F ú F ß F ú G � G �F éF ¹

Fã G� G� Fþ�µ+�Fÿ�«FÔFû�<�Ú$×F÷FéF¹

G9GG GMGn SMTP GAGŠ GW Fø�Â'Å

G6G•GgG{GŠGe3æ�™*…Fþ�g�'FÜ�Y�GFú Go GQ GIGŠGFF¸DNS Fû�Ñ�~Fç FúFÔG6G•GgG{GŠGe3æ�™*…DNS 
G = G 6 G x G ŠF ÷0 Ž� ôF ÷ F Ý F úF ÔH �DNS GCGŠG^FÜGN G4 G• Fç FöFÔ G� Fú FùH�G6G•GgG{GŠGe3æ�™
SMTP GAGŠ GW Fø �Â'Å Go GQ GIGŠGF G"�æ��F÷ FÝ G�FéF¹

SMTP �Â'ÅFûFÿ�š�X $EnvelopeSender  G"�µG� G� Fã Fø FÜF÷ FÝ G�FéF¹Fã G�FÿF¸G9 GG GM Gn�Â
G� Fø FÝ FûG6G•GgG{GŠGe3æ�™*…Fþ�ÍFû�Ž6ä Få G�G�FéF¹

�M+áFûFÿFÂDomain does not existFÃ)��ÝFÿ�Ì)F$×F÷FéFÜF¸Fã G�G"�M�ì$×Fú"g�ÂFûFéG� Fã Fø FÜF
FéF¹FíFþ G� FÖ FúG?GŠGG G"�… FÖ FïG�FûF F̧Â�–�ò$×FúFÃGtGŠGDFÿF Ģ6 GwGŠ GAGŠ GW G"GUGc G7Gy GV 5XX FÛ
G� 4XX Fû�š�fF÷ FÝ G�FéF¹

3æ�™*…�è0É�[�¥GTGŠGdGy

3æ�™*…�è0É�[�¥GTGŠGdGyFÿF¸SMTP G9 G•G^GIGŠGE Gu G•�pFû+¬�·$×Fû0Á�•G� FïFÿ�Ä�° Få G�G�
G • G � F ïF ÿ7 Á� Ê G o G ŠG y G 0 G W G z G GF þ G x G G G V F ÷F éF ¹G � F ïF �̧ Ä� ° F å G �G � G W G o G 2 
SMTP GAGŠ GW Fø �Ä�°�Â'ÅG"�æ��FéG� Fã Fø G� F÷ FÝ G�FéF¹G0Ge Gw G2 G0 G• GG FÒFï G�
GTGŠGdGyFÿ 1 FôFþG�F÷FÒ G� F¸Go GŠGy G c G {G Š G k G x G EG ŠF ä F ø F û G 2 G [G ŠG dG yF û F å G �

3æ�™*…�è0É�[�¥GTGŠGdGyFÿF �̧ÂG� FÛFû
�"@F÷FÒ G� G� FþFþF �̧g�'FÜ�GFç FÔ GW Go G2 G
Gy G0 GW Gz GG G" Gx GG GV FçF F̧í Fã FÛ G� Fþ Go GŠGyG"�Ä�°FéG� FïG�Fû�Q#ÝF÷ FÝ G�Fé
F ç F Ô MAIL FROM pres@whitehouse.gov  G"3æ�™*…�è0É�[�¥GTGŠGdGyFû�A(áFçF +̧¬�·$×Fû�Ä�°
G � F Ö F û0 ¿� �F ÷ F Ý G �F éF ¹G � F ïF 
̧ Æ4 Š G W G o G 2 G •G �G T G G G V GW Go G2 G• Fú FùF +̧¬�·$×Fû0Á�•FéG� GW G
Gx GG GV FéG� Fã Fø G� F÷ FÝ G�FéF¹Fã G�FÿF �̧w�™*…G0 G= GI GG GTGŠGdGyH�RATH�F÷/œG�G�G� G6G•GgG{GŠ
�™*…H�SMTP RCPT TO G A G lG • G W H �� �# .F û� �F öF ÔG �F éF ¹

3æ�™*…�è0É�[�¥GTGŠGdGyFÿF¸GUI Fþ [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [�[�¥GTGŠGdGyH�Exception 
TableH�] GhGŠGFH�G� FïFÿ CLI Fþ exceptionconfig  G A G lG • G W H �F ÷� �* O F å G �F ï� ‹F ¸GUIH�G o G ŠG y G c G {G Š Gk
G x G EG Š ACCEPTED G"�Q#ÝFç Fï�•�è0É3æ�™*…G�Fþ3æ�™ Go GQ GIGŠGFFþ��*OH�7-35 GhGŠGFH�G"�g!·H�G�
FïFÿ CLIH�Cisco AsyncOS CLI Reference GuideG"�g!·H�F÷Gk Gx GEGŠFä Fø Fû G2 G[GŠGdGyFû F

3æ�™*…�è0É�[�¥GTGŠGdGyFþG6G• GV Gx Fþ�S�eFÿ��Fþ Fø FÚ G� F÷FéF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

ŠGyFÛ G�

G�FéF¹

Š
Gi GG GV

F ûG G
Š

FåG�G�FéF¹

G G{ GQ GV Gx

Fþ��*O

*…�è0ÉF¹
�W7-4 �[�¥GTGŠGdGyFþGx GG GV

�[�¥GTGŠGdGyFþ�š�fFûFôFÔFöFÿ3æ�™*…Fþ7Á�Ê Go GŠGy G0 GW Gz GGFû�öFõFÔFï3æ�™*…�è0ÉGyG
Fþ�•�è0É3æ�™*…Fþ7V�¥H�7-36 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

3æ�™*…�è0ÉFþ��/æ — 0¿���[
Fã Fã F÷FÿF¸Gi GG GV Fø G6G•GgG{GŠGe3æ�™*…�è0ÉFþ
¾�º$×F÷�–�ò$×Fú��/æFþ�[G"&gFç

Fã Fþ�[F÷FÿF¸Gi GG GV 3æ�™*…�è0ÉG"��/æFéG� Fø FÝ FûF �̧¤�ÑFþ3æ�™*…G>GyGŠGe SUSPECTLIST F ø G o G
Gy G c G {G Š G k G x G EG Š THROTTLED F û G � G � F 3̧ ë� ,F Ý DNS Gy GQ G= G0 GQ GeFÜ�M+´Fç FúFÔ�K)F
–
F Û G � F þ G o G ŠG yF Ü G G G { G Q G V G x G • G > F å G �G �F éF ¹

�‚Fç FÔ3æ�™*…G>GyGŠGeH�UNVERIFIEDH � F ø � ‚F ç F Ô G o G ŠG y G c G {G Š G k G x G EG ŠH �THROTTLEMOREH�FÜ
�8�B Få G�G�FéF¹�è0É Få G�FúFÔ�K)F
–Gi GG GV FÛ G� Fþ Go GŠGyFÿF¸SMTP G 9 G •G ^G IG ŠG E G u G •F þ� S
G{ GQ GV Gx G• G> Få G�G�FéH�3æ�™*…G>GyGŠGe UNVERIFIED Fø G� G� '���$×Fú Go GŠGy G c G {G Š G k G x G EG 
THROTTLEMORE FÜ�Q#Ý Få G�G�FéH�F¹

G o G ŠG y G c G {G Š G k G x G EG Š ACCEPTED Fû�PFç FöG6G•GgG{GŠGe3æ�™*…�è0ÉFÜ G2 G[GŠGdGyFû

/² 7-9 FûF 3̧æ�™*…�è0ÉG"��/æFéG� FïG�Fþ�N�á Få G�G�0¿��G"&gFç G�FéF¹

6õ4�8o% 

• 3æ�™*…G>GyGŠGe SUSPECTLIST G"�Q#ÝFç Fï�•�è0ÉFþ3æ�™*…FÛ G� Fþ Go GQ GIGŠGFFþ G
G • G >H �7-33 GhGŠGFH�

• �•�è0ÉFþ3æ�™*…G�Fþ G� G� �]�AFú GG G{ GQ GV Gx G• G>0¿��Fþ��/œH�7-34 GhGŠGFH�

• G o G ŠG y G c G {G Š G k G x G EG Š ACCEPTED G"�Q#ÝFç Fï�•�è0É3æ�™*…G�Fþ3æ�™ Go GQ GIGŠGF
H�7-35 GhGŠGFH�

/² 7-9 3æ�™*…�è0ÉH��N�áFåG�G�0¿��

3æ�™*…G>GyGŠGe Gk Gx GEGŠ �µG�G�

UNVERIFIED

SUSPECTLIST

THROTTLEMORE

THROTTLED

SMTP G 9 G •G ^G IG ŠG E G u G •F þ� SF ¹

�K)F
–Gi GG GV Fþ PTR G z G AG Š G W F Ü DNS Fû�Ñ�~Fç FúFÔF¹

�K)F
–Gi GG GV Fþ3ë�,FÝ DNS G y G Q G = G 0 G Q G eH �PTRH�FÜ�G
� ,FÝ DNS G y G Q G = G 0 G Q G eH �AH�Fû�M+´Fç FúFÔF¹

ACCEPTED

SMTP G9G•G^GIGŠGE Gu G•�pFþG6G•GgG{GŠGe3æ�™

- �g�'FÜ�Y�GFú MAIL FROM:F¹

- G6G•GgG{GŠGe3æ�™*…FÜ DNS Fû�Ñ�~Fç FúFÔF¹

- G6G•GgG{GŠGe3æ�™*…FÜ DNS F÷0Ž�ô Få G�FúFÔF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

Fþ7V�¥H�

GG{ GQ GV

tch 
• 3æ�™*…Fþ7Á�Ê Go GŠGy G0 GW Gz GGFû�öFõFÔFï3æ�™*…�è0ÉGyGŠGyFÛ G� Fþ�•�è0É3æ�™*…7-36 
GhGŠGFH�

• 3æ�™*…�è0É�[�¥GTGŠGdGy
ÆF÷FþG0 GW Gz GGFþ�è(ôH�7-36 GhGŠGFH�

3æ�™*…G>GyGŠGe SUSPECTLIST G"�Q#ÝFç Fï�•�è0ÉFþ3æ�™*…FÛG�FþGo GQ GIGŠGFFþG
G x G •G >

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [HAT�+0[H�HAT OverviewH�] G"4E�¥Fç G�FéF¹

GGGT GQ Ge2 3æ�™*…G>GyGŠGeFþ Gx GG GV F÷ [SUSPECTLIST] G " G = G x G Q G = F ç G �F éF ¹

�W7-5 [HAT�+0[H�HAT Overview H�] GhGŠGF

GGGT GQ Ge3 [0¿��G")…7ŸH�Edit SettingsH�] G " G = G x G Q G = F ç G �F éF ¹

�W7-6 3æ�™*…G>GyGŠGe: SUSPECTLIST: 0¿��Fþ)…7Ÿ

GGGT GQ Ge4 G x G G G V F Û G � [ G G G { G Q G V G yH �THROTTLEDH�] G k G x G EG ŠG "4 E� ¥F ç G �F éF ¹

GGGT GQ Ge5 [�K)FGi GG GV FþDNS�è0ÉH�Connecting Host DNS VerificationH�] Fþ�pFþ [�K)FGi GG GV 3ë�,FÝDNS�è(ô
H�PTRH�FÜ3?3æDNS�è(ôH�AH � F ø � M+ ´F ç F úF ÔH �Connecting host reverse DNS lookup (PTR) does not ma
the forward DNS lookup (A)H�] GOG5 GQ G= Gj GQ G= GG G"G8G•Fû Fç G �FéF ¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

Gy

F á

�F ¸

Q

GGGT GQ Ge6 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

3ë�,FÝ DNS Gy GQ G= G0 GQ GeFÜ�»�KFç Fï3æ�™*…Fÿ3æ�™*…G>GyGŠGe SUSPECTLIST Fû�M+´FçF¸Go GŠ 
G c G {G Š G k G x G EG Š THROTTLED FþGUGc G7Gy GV G 0 G = G E G u G •F Ü� �/ œ F å G �G �F éF ¹

H��@H� G � F ïF ¸CLI F÷Gi GG GV DNS �è0ÉG"0¿��FéG� Fã Fø G� F÷ FÝ G�FéF¹0ò(ýFûFôFÔFöFÿF¸CLI F÷FþGi GG GV DNS 
�è0ÉFþ G2 G[GŠGdGy�ìH�7-39 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�•�è0ÉFþ3æ�™*…G�FþG� G� �]�AFúGGG{ GQ GV Gx G•G>0¿��Fþ��/œ

�m8p 

GGGT GQ Ge1 G�FêF �̧ ‚Fç FÔ Go GŠGy G c G {G Š G k G x G EG ŠG "� 8� BF çH � F ã F þ� [F ÷F ÿ THROTTLEMORE F ø F Ô F Ö � ¡� SG "� Ü
G�FéH�F¸G� G� �]�AFú GG G{ GQ GV Gx G• G>0¿��G"/œFÔG�FéF¹

a. [ G o G ŠG yG c G {G ŠG k G x G EG ŠH �Mail Flow PoliciesH�] GhGŠGFF÷ [G k G x G EG ŠG "3 ã� •H �Add PolicyH�] G " G =
G x G Q G = F ç G �F éF ¹

b. G o G ŠG y G c G {G Š G k G x G EG ŠF þ� ¡� SG "
 °� ŠF çF ¸[�K)F�·�8H� Connection BehaviorH�] F ø F ç F ö [�Ž1�
H�AcceptH�] G"4E�¥Fç G�FéF¹

c. G o G ŠG yG " G G G { G Q G V G x G • G >F éG � G � F Ö F ûG k G x G EG ŠG "0 ¿� �F ç G �F éF ¹

d. �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

GGGT GQ Ge2 ��FûF �̧‚Fç FÔ3æ�™*…G>GyGŠGeG"�8�BFçH� Fã Fþ�[F÷FÿF¸UNVERIFIED F ø F Ô F Ö � ¡� SG "� ÜF á G �F éH
THROTTLEMORE Gk Gx GEGŠG"�Q#ÝFéG� G� FÖ Fû0¿��Fç G�FéF¹

a. [HAT �+0[H�HAT OverviewH�] GhGŠGFF÷ [3æ�™*…G>GyGŠGeG"3ã�•H�Add Sender GroupH�] G " G = G x G
G = F ç G �F éF ¹

�W7-7 3æ�™*…G>GyGŠGeFþ3ã�•H�THROTTLEMORE

b. G x G G G V F Û G � [THROTTLEMORE] G k G x G EG ŠG "4 E� ¥F ç G �F éF ¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

G W
Q G= GG

Fþ��*O

¹

c. [�K)FGi GG GV FþDNS�è0ÉH�Connecting Host DNS VerificationH�] �pFþ [�K)FGi GG GV FþPTRG z G AG Š
FÜDNSFû�Ñ�~Fç G�FëG#H�Connecting host PTR record does not exist in DNSH�] GOG5 GQ G= Gj G
G"G8G•Fû Fç G�FéF¹

d. � š� fG "3æ�™FçF �̧ –�ÑFç G �FéF ¹

�W7-8 [HAT�+0[H�HAT Overview H�]

G o G ŠG y G c G {G Š G k G x G EG Š ACCEPTED G"�Q#ÝFç Fï�•�è0É3æ�™*…G�Fþ3æ�™Go GQ GIGŠGF

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [ G o G ŠG yG c G {G ŠG k G x G EG ŠH �Mail Flow PoliciesH�] G"4E�¥Fç G�FéF

GGGT GQ Ge2 [ G o G ŠG yG c G {G ŠG k G x G EG ŠH �Mail Flow PoliciesH�] GhGŠGFF÷F¸Go GŠGy G c G {G Š G k G x G EG Š [�Ž1�
H�ACCEPTEDH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge3 Go GŠGyGc G{GŠGk Gx GEGŠFþ�q� ‹Fû GG G= G{GŠGy Fç G�FéF¹

�W7-9 G o G ŠG y G c G {G Š G k G x G EG Š ACCEPTED FþG6G•GgG{GŠGe3æ�™*…Fþ DNS �è0ÉFþ0¿��
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

ŠGdGyG"

*…Fþ7V�¥

å G �F ö

¥G "3 ã

VG #F ðG 0 G W G z G G

GyG"�Ä�°FéG� ���œF¸
GGGT GQ Ge4 [On] G"4E�¥FçF¸Fã Fþ Go GŠGy G c G {G Š Gk Gx GEGŠFû�PFéG� G6G•GgG{GŠGe3æ�™*…Fþ DNS �è0ÉG" G2 G[GŠ
GdGyFû Fç G�FéF¹

GGGT GQ Ge5 G 9 G G G M G n SMTP GAGŠ GW Fø �Â'ÅG"��*OFéG� Fã Fø G� F÷ FÝ G�FéF¹

GGGT GQ Ge6 [�[�¥GTGŠGdGyG"�Q#ÝH�Use Exception TableH�] F÷ [On] G"4E�¥FéG� Fã Fø F÷F¸GW Go G2 G•�[�¥GTG
G 2 G [G ŠG dG yF û F ç G �F éF ¹

GGGT GQ Ge7 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

3æ�™*…Fþ7Á�ÊGo GŠGy G0 GW GzGGFû�öFõFÔFï3æ�™*…�è0ÉGyGŠGyFÛG�Fþ�•�è0É3æ�™

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [�[�¥GTGŠGdGyH�Exception TableH�] G"4E�¥Fç G�FéF¹

H��@H� �[�¥GTGŠGdGyFÿF¸[�[�¥GTGŠGdGyG"�Q#ÝH�Use Exception TableH�] F Ü G 2 G [G ŠG dG yF û0 ¿� � F
F Ô G �F éG 	F öF þ G o G ŠG y G c G {G Š G k G x G EG ŠF ûG > G {G ŠG ^G yF û4 :# Ý F å G �G �F éF ¹

GGGT GQ Ge2 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [�[�¥GTGŠGdGyH�Exception TableH�] GhGŠGFF÷ [ G W G o G 2 G •� [�
�•H�Add Domain ExceptionH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge3 7Á�Ê Go GŠGy G0 GW Gz GG G"
°�ŠFç G�FéF¹
½�/$×FúG0 GW Gz GGH�pres@whitehouse.govH�F �̧¡�SH�user@H�F¸GW
G o G 2 G •H �@example.com G � F ïF ÿ @.example.comH�F¸G� FïFÿ IP G 0 G W G z G G G "0 …G 9 G Q G A F ÷�
H�user@[192.168.23.1]H�G"
°�ŠF÷ FÝ G�FéF¹

GGGT GQ Ge4 FíFþG0 GW Gz GGFÛ G� Fþ Go GQ GIGŠGF G"0Á�•FéG� FÛ�Ä�°FéG� FÛG"�æ��Fç G�FéF¹Go GŠ
SMTP GAGŠ GW Fø G9 GG GM Gn�Â'ÅG"�æ��FéG� Fã Fø G� F÷ FÝ G�FéF¹

GGGT GQ Ge5 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

3æ�™*…�è0É�[�¥GTGŠGdGy
ÆF÷FþG0 GW GzGGFþ�è(ô

�m8p 

GGGT GQ Ge1 [�[�¥GTGŠGdGyH�Exception TableH�] GhGŠGFFþ [ G W G o G 2 G •� [� ¥F þ� è( ôH �Find Domain ExceptionH�] G I G =
G E G u G •F û7 Á� Ê G o G ŠG y G 0 G W G z G G G "
 °� ŠF ç G �F éF ¹

GGGT GQ Ge2 [�è(ôH�FindH�] G " G = G x G Q G = F ç G �F éF ¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

ïG6G• GV Gx FÜ/²&g

¹

FÒ G� G�

Fç
�W7-10 �[�¥GTGŠGdGy�pFþ�M+´G6G• GV GxFþ�è(ô

GTGŠGdGy�pFþFÔFêG�FÛFþG6G• GV Gx FûG0 GW Gz GGFÜ�M+´Fç Fï���œF �̧q�6Fû�M+´Fç F
F å G �G �F éF ¹

�W7-11 �[�¥GTGŠGdGy�pFþ�M+´G6G• GV GxFþ�M0t/²&g

�•�è0É3æ�™*…FÛG�FþGo GQ GIGŠGFFþ0¿��GTGG GV
Fã G�F÷3æ�™*…�è0É0¿��G"�ö�¢Fç FïFïG�F¸G0Ge Gw G2 G0 G• GGFþ�·�8G"&�1�F÷ FÝ G�FéF¹

DNS 6õ4�Fþ0¿��FþGT GG GV FÿF �̧•�iFþ(
�VG"2xFØFöFÔ G� Fã Fø Fû�@�–Fç Fö Fß Fð Få FÔF

6õ4�8o% 

• �g�'FÜ�Y�GFú MAIL FROM 3æ�™*…G0 GW Gz GG FþGT GG GV G o G Q G IG ŠG FF þ3 æ� ™H �7-37 GhGŠGFH�

• 3æ�™*…�è0ÉGyGŠGyFÛ G� 7V�¥FéG� G0 GW Gz GG FÛ G� Fþ Go GQ GIGŠGFFþ3æ�™H�7-38 GhGŠGFH�

�g�'FÜ�Y�GFú  MAIL FROM 3æ�™*…G0 GW GzGGFþGTGG GV G o G Q G IG ŠG FF þ3 æ� ™

THROTTLED G k G x G EG ŠF þ F å G � F æ G � F ú DNS 6õ4�Fþ0¿��G" GT GG GV FéG� Fã Fø Fÿ7´Fç FÔ���œFÜ
FéFÜF �̧g�'FÜ�Y�GFú MAIL FROM 0¿��G" GT GG GV F÷ FÝ G�FéF¹

�m8p 

GGGT GQ Ge1 G0Ge Gw G2 G0 G• GGG�Fþ Telnet G I G Q G E G u G • G "6 äF Ý G �F éF ¹

GGGT GQ Ge2 SMTP G A G lG • G W G "� Q# ÝF ç F öF �̧ g� 'F Ü� Y� GF ú MAIL FROMH � G W G o G 2 G • F ú F ç F þF ÂadminFÃFú FùH�G"�Q#Ý
FïGT GG GV Go GQ GIGŠGF G"3æ�™Fç G�FéF¹
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

Go G2 G• G"�Â&g$×Fû
G[GŠGdGyFû Fç Fï��
•FÜFúFÔFÛ GW Go G2 G•Fþ
¹

¿��F÷

F çF Ģ 6G •G g
H��@H� GUGc G7Gy GV GW Go G2 G• G"�Q#ÝFéG� FÛF¸Go GŠGyG"3æ�w�™FéG� Fø FÝ Fû4Š�( GW
0Á�•FéG� G� FÖ FûG0Ge Gw G2 G0 G• GG G"0¿��Fç Fï���œG�F¸G0 GW Gz GG0Ž�ÒG" G2
�œFÿH�FÂG@GŠ GV G4 G5 G2 F÷Fþ Go GŠGy�w�™Fþ0¿��FÃFþ'vG"�g!·H�F¸GW Go G2 G
�g�'FÜ�GFç Fß FúFÔ7Á�Ê Go GŠGyG"�8�BF 3̧æ�™F �̧w�™F÷ FÝ FúFÔ���œFÜFÒ G� G�FéF

GGGT GQ Ge3 Go GQ GIGŠGFFÜ�Ä�° Få G�G� Fã Fø G"&�1�Fç G�FéF¹

SMTP GAGŠ GW Fø �Â'ÅFÜF¸Go GŠGy G c G {G Š G k G x G EG Š THROTTLED FþG6G•GgG{GŠGe3æ�™*…�è0É0
0¿��Fç Fï G� FþFûFú Fó FöFÔ G� Fã Fø G"&�1�Fç G�FéF¹

3æ�™*…�è0ÉGyGŠGyFÛG�7V�¥FéG�G0 GW GzGGFÛG�FþGo GQ GIGŠGFFþ3æ�™

3æ�™*…�è0É�[�¥GTGŠGdGyFû�4�ò Få G�FöFÔ G�7Á�Ê Go GŠGy G 0 G W G z G G F Û G � F þ G o G ŠG yF û� P
G{GŠGe3æ�™*…�è0ÉFÜ��/œ Få G�FúFÔ Fã Fø G"&�1�FéG� FûFÿF �̧�Fþ�m8pG"��/œFç G�FéF¹

�m8p 

GGGT GQ Ge1 G 0 G W G z G G admin@zzzaaazzz.com  G"F �̧ [�¥GTGŠGdGyFû�·�8FÂAllowFÃF÷3ã�•Fç G�FéF¹

GGGT GQ Ge2 �š�fG"�–�ÑFç G�FéF¹

GGGT GQ Ge3 G0Ge Gw G2 G0 G• GGG�Fþ Telnet G I G Q G E G u G • G "6 äF Ý G �F éF ¹

GGGT GQ Ge4 SMTP GA GlG• GW G"�Q#ÝFç FöF 3̧æ�™*…�è0É�[�¥GTGŠGdGyFû
°�ŠFç Fï7Á�Ê Go GŠGy G 0 G W G z G G
H�admin@zzzaaazzz.comH�FÛ G� GT GG GV Go GQ GIGŠGF G"3æ�™Fç G�FéF¹

GGGT GQ Ge5 Go GQ GIGŠGFFÜ0Á�• Få G�G� Fã Fø G"&�1�Fç G�FéF¹

# telnet IP_address_of_Email_Security_Appliance  port

220 hostname  ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

# telnet IP_address_of_Email_Security_Appliance  port

220 hostname  ESMTP

helo example.com

250 hostname

mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É

GŠGe3æ�™*…Fþ GW
¹

W

FíFþ7Á�Ê Go GŠGy G0 GW Gz GG G"3æ�™*…�è0É�[�¥GTGŠGdGyFÛ G� �P7VFéG� Fø F Ģ6G•GgG{
G o G 2 G •4 Š� (F Ü DNS F÷�è0É Få G�FúFÔFïG�F F̧íFþ3æ�™*…FÛ G� Fþ Go GŠGyFÜ�Ä�° Få G�G�FéF

3æ�™*…�è0ÉFø G{G<G•G>
��Fþ G{ G> G6G• GV Gx FÿF 3̧æ�™*…�è0ÉFþ�8�•�[G"&gFç G�FéF¹

6õ4�8o% 

• G6G•GgG{GŠGe3æ�™*…�è0ÉH�7-39 GhGŠGFH�

G6G•GgG{GŠGe3æ�™*…�è0É

�g�'FÜ�Y�GFúG6G•GgG{GŠGe3æ�™*…H�

G W G o G 2 G •F Ü� Ñ� ~F ç F úF ÔH �NXDOMAIN H�H�

G W G o G 2 G •F Ü0 Ž� ô F å G �F úF ÔH �SERVFAILH�H�

CLI F÷FþGiGG GV DNS �è0ÉFþG2G[GŠGdGy�ì
CLI F÷Gi GG GV DNS �è0ÉG" G2 G[GŠGdGyFûFéG� FûFÿF¸listenerconfig > edit > hostaccess  G A G lG • G
G"�Q#ÝFç G�FéF¹0ò(ýFûFôFÔFöFÿF¸Cisco AsyncOS CLI Reference Guide G"�g!·Fç Fö Fß Fð Få FÔF¹

/² 7-10 FûF �̧•�è0ÉFþ3æ�™*…Fþ'�8® Fø �P�ÂFéG� CLI 0¿��G"&gFç G�FéF¹

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected, envelope 
sender domain missing

Wed Aug  9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com> sender rejected, 
envelope sender domain does not exist

Wed Aug  9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com> sender rejected, 
envelope sender domain could not be resolved

/² 7-10 3æ�™*…G>GyGŠGe0¿��Fø �P�ÂFéG� CLI �Í

�K)F
–GiGG GV Fþ DNS �è0É � '¼Fþ  CLI 0¿��

�K)F
–Gi GG GV Fþ PTR G z G AG Š G W F Ü DNS Fû�Ñ�~Fç FúFÔF¹ nx.domain

DNS Fþ�M�ì$×Fú7€��Fû G� G� �K)F
–Gi GG GV Fþ PTR G z G AG Š G W F þ
G y G Q G = G 0 G Q G eF û� »� KF ç F ïF ¹

serv.fail

�K)F
–Gi GG GV Fþ3ë�,FÝ DNS G y G Q G = G 0 G Q G eH �PTRH�FÜ�G�,FÝ DNS 
G y G Q G = G 0 G Q G eH �AH�Fû�M+´Fç FúFÔF¹

not.double.verified
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'¨  7 'v       GiGG GV G 0 G = G IG G GTGŠGdGyH�HATH�G"�Q#ÝFç Fï�K)FG"0Á�•FéG�GiGG GV Fþ��*O
  3æ�™*…Fþ�è0É
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C H A P T E R 8

Fû�öFõ Fß

þ�+0[
.FéG� FïG�
�G�G�FéF¹

GV �ÍH�G"
ûG_Gd Gx GQ G=

0 G W G z G G
þ

FÜ Go GQ GIGŠGF G"
Go GQ GIGŠGF G"0Á�•

ú G� ���œFÜFÒ G� G�FéF¹
ÿ

�g�‰Fþ G{GŠG9

GIGŠGF G"Gl GQ GeF÷ FÝ
ö

GW Go G2 G•�¡G�FïFÿ�w�™*…G0 GW GzGG
�K)FFþ0Á�•G�FïFÿ�Ä�°

• �w�™*…FþG0 GW Gz GGFû�öFõ Fß �K)FFþ0Á�•G� FïFÿ�Ä�°Fþ�+0[H�8-1 GhGŠGFH�

• �w�™*…G0 G= GI GG GTGŠGdGyH�RATH�Fþ�+0[H�8-2 GhGŠGFH�

• RAT G�FþG0 G= GI GGH�8-2 GhGŠGFH�

• GUGc G7Gy GV Fþ RAT G6G• GV Gx Fþ)…7ŸH�8-2 GhGŠGFH�

• G W G o G 2 G •F ÚG �G �G tG ŠG DH �8-3 GhGŠGFH�

�w�™*…FþG0 GW GzGGFû�öFõ Fß �K)FFþ0Á�•G�FïFÿ�Ä�°F
AsyncOS F÷FÿF �̧›G_Gd Gx GQ G= Gx GGGXGŠFÜ�w�™*…G0 GW Gz GGFþ0Á�•FÚG�G��Ä�°�ï�8G"'ö#
Fû�w�™*…G0 G= GI GG GTGŠGdGyH�RATH�G"�Q#ÝFç G�FéF¹�w�™*…G0 GW Gz GGFûFÿ��Fþ G� FþFÜ�µG

• G W G o G 2 G •

• 7Á�Ê Go GŠGy G 0 G W G z G G

• 7Á�Ê Go GŠGy G 0 G W G z G GF þG >G yG ŠG e

G E G G G T G n G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F ÿF �̧ aF ú F ß F ø G � 1 FôFþG_Gd Gx GQ G= Gx GGGXGŠH�GUGc G7Gy
G0Ge Gw G2 G0 G• GG�VF÷0¿��FéG� G� FÖ Fû'ö#.*…Fû�æ&gFç G�FéF¹GI GQ GV G0 GQ Ge�ìF G x G G
GXGŠG"0¿��FéG� Fø F¸Go GŠGyG"�wFá
°G�G�GUGc G7Gy GV Fþ G{GŠG9Gy G W G o G 2 G • G � F ïF ÿ" I� �F þG
G"�æ��Fç G�FéF¹Fã G� G� Fþ G{GŠG9Gy GW Go G2 G• G� FïFÿ"I��FþG0 GW Gz GGFÿF Ģ_Gd Gx GQ G= G x G GG XG ŠF 
RAT Fþ�q�6FþG6G• GV Gx F÷FéF¹

�›G_Gd Gx GQ G= G x G GG XG ŠF þG UG c G 7G y G V F þG 6G • G V G x F ÷F Ò G � [FíFþ�ÚFþ�w�™*…H�All Other RecipientsH�] 
FÿF F̧éG	FöFþ�w�™*…FÛ G� Fþ7Á�Ê Go GŠGyG"�Ä�°Fç G�FéF¹'ö#.*…FÿF¸G0Ge Gw G2 G0 G• GG
0Á�•FéG�FéG	FöFþ G{GŠG9Gy GW Go G2 G• G"� �*OFç G�FéF¹�õ�–F÷F¸G0Ge Gw G2 G0 G• GGFÜ
G� FïFÿ�Ä�°FéG� "I��FþGtGŠGD G� ��*OF÷ FÝ G�FéF¹AsyncOS F÷FÿF �̧w�™*…G0 G= GI GG GTGŠGdGyH�RATH�G"
�Q#ÝFç Fö4:�)Fú G{GŠG9Gy GW Go G2 G• Fø "I��FþGtGŠGDG"��*OFéG� Fã Fø FÜF÷ FÝ G�FéF¹

0
�X GW Go G2 G•Fþ Go GQ GIGŠGF G"�wFá
°G�G� G� FÖ FûF¸Gx GGGXGŠFþ0¿��FÜ�²0[FûF
F ï F ø F ØG �F )̧ �) ÊF ÷ currentcompanyname.com  G W G o G 2 G • G "� Q# ÝF ç F öF Ô G � F ÜF �̧ è� SF 
oldcompanyname.com  G W G o G 2 G • G "� Q# ÝF ç F öF ÔF ï� �� œF ÿF ¸currentcompanyname.com  Fø 
oldcompanyname.com  Fþ�g�‰Fþ Go GQ GIGŠGF G"�wFá
°G�G� Fã Fø FÜF÷ FÝ G�FéF¹Fã Fþ���œF¸
Gy G W G o G 2 G • G "G _G d G x G Q G = G x G GG XG ŠF þ RAT Fû�µG�G�Fé 

H��@H� GW Go G2 G• Gl GQ Ge�µ+�Fû G� Fó FöF F̧Ò G� GW Go G2 G•FÛ G� �9Fþ GW Go G2 G•Fû Go GQ
G�FéF¹FÂGyGŠGT G1 G• G>FÚG�G� GW Go G2 G•�µ+�Fþ0¿��FÃFþ'vFþFÂ GW Go G2 G• Gl GQ Ge�µ+�FÃFþ8oG"�g!·Fç F
F ß F ð F å F ÔH �F ¹
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'¨  8 'v       GW Go G2 G•�¡G�FïFÿ�w�™*…G0 GW GzGGFû�öFõ Fß �K)FFþ0Á�•G�FïFÿ�Ä�°
  �w�™*…G0 G= GIGG GTGŠGdGyH�RATH�Fþ�+0[

Fß Fø G� F¸
æ��Fç G�FéF¹

x
GFéG�

[F÷FéF¹
T G1éH�
8GŠ
yG"��#.
n G"3æ�™FéG� Fã Fø FÜ

8� B

¹

�w�™*…G0G=GIGG GTGŠGdGyH�RATH�Fþ�+0[
�w�™*…G0 G= GI GG GTGŠGdGyFÿF Ģ_Gd Gx GQ G= Gx GGGXGŠFÜ0Á�•FéG� �w�™*…G"��*OFç G�FéF¹�aFú
GTGŠGdGyFÿG0 GW Gz GGFÚG�G�FíFþG0 GW Gz GG G"�wFá
°G�G� FÛ�Ä�°FéG� FÛG"�

[�w�™*…G0 G= GI GG GTGŠGdGy(RAT)H�Recipient Access Table (RAT)H�] GhGŠGFFûFÿF¸RAT 
ÆFþG6G• GV G
Fþ�M0tFÜF F̧íFþ8p�ÎF ĢUGc G7Gy GV FþG0 G= GE Gu G•F Ģ6G• GV Gx FÜ LDAP 0Á�• G= G6 Gx GŠG"G^ G2 G_G
G � F Ö F û0 ¿� � F å G �F öF Ô G � F ÛF ù F Ö F Û F ø F ø G � F û/ ²& g F å G �G �F éF ¹

RAT G�FþG0G=GIGG
GUI

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [�w�™*…G0 G= GIGG GTGŠGdGy(RAT)H�Recipient Access Table (RAT)H�] 
Fû&ã�·Fç G�FéF¹

CLI

GGGT GQ Ge1 listenerconfig  G A G lG • G W F ø edit -> rcptaccess -> new  GCGd GA GlG• GW G"�Q#ÝFç G�FéF¹

GUGc G7Gy GV Fþ RAT G6G• GV GxFþ)…7Ÿ
FÿFèG�G��SFû

• G_Gd Gx GQ G= G x G GG XG ŠG "0 ¿� �F ç G �F éF ¹

• G 2 G • G MG ŠG [ G Q G V � VF ûG8GŠGeG• G x G zG ŠG"�8�BFç FúFÔ G� FÖ FûF )̧…7ŸFþ0£#ìFûFÿ�@�–FÜ�²0
G8GŠGeG• Gx GzGŠH�FÂGIG; Gs G0F÷FúFÔ Gx GzGŠFÃG� FïFÿFÂGCGŠ GW G_GŠG Gx GzGŠFÃ Fø G� �çG�G�F
FÿF '̧¨�U*…Fû G� G�7Á�Ê Go GŠGy G o G Q G IG ŠG FF þ G x G zG ŠG "0 ÁF é SMTP 7Á�Ê Go GŠGy GCGŠG^F÷FéF¹G
GeG• G x G zG ŠF ÜF Ò G � F ø F ¸G {G ŠG 9G y GtGŠGD�¥FáF÷ G� G{GŠG9Gy GtGŠGDFÛ G� F÷ G� FúFÔ Go GŠG
FéG� Fã Fø Fû G� G� F 8̧�,��°$×Fú3æ�™*…FÜG@GŠ GV G4 G5 G2 G"3ûFè Fö�±5�Fþ GGG_G
�•+�FûFú G� G�FéF¹GUGc G7Gy GV F÷FÿF¸RAT FÿFéG	FöFþ�w�™*…G"�Ä�° FçF Ģ8GŠGeG• G x G zG ŠF Ü�
F å G �F úF Ô G � F Ö F û F ç G �F éF ¹

• GUGc G7Gy GV FþG6G• GV Gx G" RAT F Û G � � P7 VF ÷ F Ý F úF Ô F ã F ø F û� @� –F ç F ö F ß F ð F å F ÔF

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [�w�™*…G0 G= GIGG GTGŠGdGy(RAT)H�Recipient Access Table (RAT)H�] 
Fû&ã�·Fç G�FéF¹

GGGT GQ Ge2 [FíFþ�ÚFþ�w�™*…H�All Other RecipientsH�] G " G = G x G Q G = F ç G �F éF ¹
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'¨  8 'v       GW Go G2 G•�¡G�FïFÿ�w�™*…G0 GW GzGGFû�öFõ Fß �K)FFþ0Á�•G�FïFÿ�Ä�°
  GW Go G2 G•FÚG�G�GtGŠGD

"0¿��

•G kG Š G V

G�FéF¹

þ

G

G W G o G 2 G •F ÚG �G �G tG ŠG D
RAT G"�Q#ÝFç Fö Go GQ GIGŠGF G"�wFá
°G�G� GW Go G2 G• G"�š� fFéG�

G0Ge Gw G2 G0 G• GGFÜ Go GQ GIGŠGF G"0Á�•FéG�FéG	FöFþ G{GŠG9Gy GW Go G2 G•FÚG�G�"I��FþGtGŠGDG
FéG� FûFÿF¸[ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [�w�™*…G0 G= GI GG GTGŠGdGy(RAT)H�Recipient Access 
Table (RAT)H�] GhGŠGF G"�Q#ÝFç G�FéF¹Fã FþGhGŠGFF÷FÿF �̧�Fþ�8��G"��/œF÷ FÝ G�FéF¹

• RAT 
ÆFþG6G• GV Gx Fþ3ã�•F �̧P7VF �̧š�fF¹

• G6G• GV Gx Fþ8p�ÎFþ�š�fF¹

• RAT G6G• GV Gx FþGTG; GG GV G c G / G 2 G yG �F þG 6 G = G G G kG Š G V F ¹

• RAT G6G• GV Gx FþGTG; GG GV G c G / G 2 G yF Û G � F þ G 2 G •G kG Š G V F ¹G TG ; G G G V G c G / G 2 G yF Û G � F þ G 2 G
FÿF �̧¤�ÑFþG6G• GV Gx G"�V�iFÝ Fç G�FéF¹

6õ4�8o% 

• G o G Q G IG ŠG F G "� wF á
 °G �G � G W G o G 2 G •F ÚG �G �G tG ŠG DF þ3 ã� •H �8-3 GhGŠGFH�

• �w�™*…G0 G= GI GG GTGŠGdGyF÷Fþ GW Go G2 G•FÚG�G�GtGŠGDFþ8p�ÎFþ
°G��pFØH�8-5 GhGŠGFH�

• �w�™*…G0 G= GI GG GTGŠGdGyFþ�¥4ŠGc G/ G2 GyG�FþG6 G= GG GkGŠ GV H�8-6 GhGŠGFH�

• �w�™*…G0 G= GI GG GTGŠGdGyFþ�¥4ŠGc G/ G2 GyFÛ G� Fþ G2 G•GkGŠ GV H�8-6 GhGŠGFH�

Go GQ GIGŠGFG"�wFá
°G�G� GW Go G2 G•FÚG�G�GtGŠGDFþ3ã�•

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [�w�™*…G0 G= GIGG GTGŠGdGy(RAT)H�Recipient Access Table (RAT)H�] 
GhGŠGFFû&ã�·Fç G�FéF¹

GGGT GQ Ge2 [ G x G GG XG ŠF þ� +0 [H �Overview for ListenerH�] Gc G1 GŠGy GW F÷)…7ŸFéG� Gx GGGXGŠG"4E�¥Fç

GGGT GQ Ge3 [�w�™*…G"3ã�•...H�Add RecipientH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge4 G6G• GV Gx Fþ8p�ÎG"4E�¥Fç G�FéF¹

GGGT GQ Ge5 �w�™*…FþG0 GW Gz GG G"
°�ŠFç G�FéF¹

GGGT GQ Ge6 �w�™*…G"0Á�•FéG� FÛ�Ä�°FéG� FÛG"4E�¥Fç G�FéF¹

GGGT GQ Ge7 H��õ�–H��w�™*…Fû�PFéG� LDAP 0Á�• G= G6 Gx GŠG"G^ G2 G_GGFéG� Fã Fø G"4E�¥Fç G�FéF¹

GGGT GQ Ge8 H��õ�–H�Fã FþG6G• GV Gx Fû�PFç FöG9 GG GM Gn SMTP �Â'ÅG"�Q#ÝFç G�FéF¹

a. [G 9 G G G M G nSMTP�Â'ÅH�Custom SMTP ResponseH�] F÷ [FÿFÔH�YesH�] G"4E�¥Fç G�FéF¹

b. SMTP �Â'ÅGAGŠ GW Fø GTG; GG GV G"
°�ŠFç G�FéF¹FíFþ�w�™*…Fû�PFéG� RCPT TO G A G lG • G W G �F 
SMTP �Â'ÅG"�µG�G�FéF¹

GGGT GQ Ge9 H��õ�–H�[�w�™GA G• GV G{GŠGyFþG^ G2 G_GGH�Bypass Receiving ControlH�] F÷ [FÿFÔH�YesH�] G"4E�¥Fç FöF¸G
G{ GQ GV Gx G• G>FþG^ G2 G_GG G"4E�¥Fç G�FéF¹

GGGT GQ Ge10 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹
8-3
Cisco AsyncOS 8.5.6 for Email GtGŠGD G :G2 GW

 



 

'¨  8 'v       GW Go G2 G•�¡G�FïFÿ�w�™*…G0 GW GzGGFû�öFõ Fß �K)FFþ0Á�•G�FïFÿ�Ä�°
  G W G o G 2 G •F ÚG �G �G tG ŠG D

o GŠGyz

•
G6G• GV

¹
G"0Á�•Fç G�

GGFéG� Fã Fø FÜ
�™
úFÔ Fã Fø FÜ

�Fç Fï���œ
F ÿ

F ÿ
¹

Gz GG F÷Fÿ
"�8�BFéG� Fï
Ü3ã�• Få G�F �̧w�™
� G�FéF¹
6õ4�8o% 

• �w�™*…G0 GW Gz GGFþ��*OH�8-4 GhGŠGFH�

• "I�9Fú�w�™*…F÷Fþ LDAP 0Á�•FþG^ G2 G_GGH�8-4 GhGŠGFH�

• "I�9Fú�w�™*…F÷Fþ GG G{ GQ GV Gx G• G>FþG^ G2 G_GGH�8-5 GhGŠGFH�

�w�™*…G0 GW GzGGFþ��*O

RAT F÷FÿF �̧w�™*…G� FïFÿ�w�™*…FþG>GyGŠGeG"��*OF÷ FÝ G�FéF¹�w�™*…FÿF �̧ö
²Fú7Á�Ê G G 0 G W G
GGF¸GW Go G2 G•F 4̧Š� ( GW Go G2 G•F ĢtGŠGD�¡F¸G� FïFÿ IP G 0 G W G z G G F ÷� �* OF ÷ F Ý G �F éF ¹

H��@H� GUI FþGE GG GTGn G I G Q G V G 0 G Q G e G 4 G 1 G DG Š G W F þ� m8 p 4 F÷ GW Go G2 G• G"�w�™*…G0 G= GIGG GTGŠGdGyFû3ã�
FéG����œH��m8p 3H�G[ GQ GV G}GŠG=H�3-18 GhGŠGFH�G"�g!·H�F ĢCGd GW Go G2 G• G"�æ��FéG� FïG�Fþ�9Fþ
Gx G"3ã�•FéG� Fã Fø G"�è0¦Fç Fö Fß Fð Få FÔF¹Fï Fø FØG�F¸GW Go G2 G• example.net  G"
°�ŠFéG� ���œF¸
.example.net  G� 
°�ŠFç FïG� FÖ FÜG�FÔ���œFÜFÒ G� G�FéF¹'¨ 2 FþG6G• GV Gx FûG� G� F¸example.net  FþFéG	
FöFþGCGd GW Go G2 G•��FöFþ Go GŠGyFÜ�w�™*…G0 G= GIGG GTGŠGdGyFû�M+´FéG� G� FÖ FûFú G� G�FéFRAT F÷ 
.example.com  FþG�G"�æ��Fç Fï���œF¸.example.com  FþFéG	FöFþGCGd GW Go G2 G•��FöFþ Go GŠGy
FéFÜF ĢCGd GW Go G2 G•FÜFúFÔ�ö
²Fú7Á�Ê Go GŠGy G0 GW Gz GG�w�™*…H�Fï Fø FØG� joe@example.comH���FöFþ
G o G ŠG yF ÿ0 Á� •FåG �G �FëG#F¹

"I�9Fú�w�™*…F÷Fþ LDAP 0Á�•FþG^G2G_GG

LDAP 0Á�• G= G6 Gx GŠG"0¿��FéG� ���œF "̧I��Fþ�w�™*…FûFôFÔFö0Á�• G= G6 Gx GŠG"G^ G2 G_
�²0[Fú���œFÜFÒ G� G�FéF¹Fã Fþ�µ+�FÿF¸customercare@example.com  Fþ G� FÖ FûF F̧Ò G� �w�™*…��Fû�w
F ç F ï7 Á� Ê G o G ŠG yF ûF ôF ÔF öF ¸LDAP G= G6 Gx GŠFþ�pF÷4��� Få FëFï G� G; GsGŠFû�A(áFç Fï G� Fç F
�ƒG� Fç FÔ���œFû�}�<F÷FéF¹

LDAP 0Á�•G= G6 Gx GŠFþ�SFûG}GŠG= G; GsGŠ
ÆF÷�w�™*…G0 GW Gz GG G"�iFÝ�nFØ G� G� FÖ Fû0¿�
H�G6 G2 Gx G0GEG•G> G�FïFÿ GW Go G2 G• G l G Q G eF þ� Q# ÝF úF ùH �F �̧ iF Ý� nF Ø G �G �F ïG 0 G W G z G G LDAP 0Á�•G= G6
G x G ŠG "G ^G 2G _G G F ç G �F ëG #F ¹F ï F ø F ØG �F Ģ 6 G 2 G x G 0 G G GTGŠGdGyG"�Q#ÝFç Fö customercare@example.com  G" 

IPv4 address G i G G G V F þ" I� �F þ G 2 G • G MG ŠG [ G Q G V G e G { G V G A G y G^GŠGF Gu G• 4
H�IPv4H�G0 GW Gz GGF¹IP G 0 G W G z G GF ÿ� e� ÐF Â[] FÃF÷�VG��²0[FÜFÒ G� Fã
F ø F û� @� –F ç F ö F ß F ð F å F ÔF ¹

IPv6 address G i G G G V F þ" I� �F þ G 2 G • G MG ŠG [ G Q G V G e G { G V G A G y G^GŠGF Gu G• 6
H�IPv6H�G0 GW Gz GGF¹IP G 0 G W G z G GF ÿ� e� ÐF Â[] FÃF÷�VG��²0[FÜFÒ G� Fã
F ø F û� @� –F ç F ö F ß F ð F å F ÔF ¹

division.example.com �ö
²�Ÿ8í GW Go G2 G•�¡F¹
.partialhost FÂpartialhostF Ã G W G o G 2 G •
 ÆF þF éG 	F öF ¹
user@domain �ö
²Fú7Á�Ê Go GŠGy G 0 G W G z G GF ¹
user@ �æ��Fç FïGtGŠGD�¡G"�µG�FéG	FöFþG0 GW Gz GGF¹

user@[IP_address] "I��Fþ  IPv4 G � F ïF ÿ IPv6 G 0 G W G z G GF þG tG ŠG D� ¡F ¹IP G 0 G W G z G G
�e�ÐFÂ[] FÃF÷�VG��²0[FÜFÒ G� Fã Fø Fû�@�–Fç Fö Fß Fð Få FÔF

FÂuser@IP_addressFÃH�0…G9 GQ GA�e�ÐFú FçH�Fÿ�w� FúG0 GW
FúFÔ Fã Fø Fû�@�–Fç Fö Fß Fð Få FÔF¹�w� FúG0 GW Gz GG G
G�FûF¸Go GQ GIGŠGF G"�w�™Fç Fï Fø FÝ Fû0…G9 GQ GA F
*…FÜ RAT F÷�M+´FéG� FÛFù FÖ FÛFû�s8jFÜ��G� Fã Fø FÜFÒ G
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'¨  8 'v       GW Go G2 G•�¡G�FïFÿ�w�™*…G0 GW GzGGFû�öFõ Fß �K)FFþ0Á�•G�FïFÿ�Ä�°
  GW Go G2 G•FÚG�G�GtGŠGD

G� Fø

™*…
é�q�6Fþ

x Fû

å
� ���œFþ

éF ¹

• G>�D�š Go G9GYGH Gn G"�w�™

þGtGŠGDFÿF¸
G{ GQ GV Gx G•G>

F¹Gx GG
W Go G2 G•�pFþ

G����œFûF¸GE GG GTGn

ïFÿ

ÎFþ
°G��pFØ

G�FéF¹
bob@example.com  FÚG�G� sue@example.com  FûGl GQ Ge Fç G�FéF¹customercare@example.com  FûFôFÔFö 
LDAP 0Á�•FþG^G2G_GG G"0¿��Fç Fï���œF Ģ6 G2 Gx G0GEG•G>FÜ��/œFåG�Fï�‹FûF¸bob@example.com  FÚG�G� 
sue@example.com  Fû�PFç Fö LDAP 0Á�•G= G6 Gx GŠFÜ��/œFåG�G�FéF¹

GUI F÷ LDAP 0Á�•G"G^ G2 G_GGFéG� G� FÖ Fû0¿��FéG� FûFÿF¸RAT G6G• GV Gx G"3ã�•G� FïFÿ)…7ŸFé
F Ý F û [ Fã Fþ�w�™*…FþLDAPG 0 G = G IG e G V G = G 6 G x G ŠG "G ^ G 2 G _G GF éG �H �Bypass LDAP Accept Queries for 
this RecipientH�] G"4E�¥Fç G�FéF¹

CLI F÷ LDAP G 0 G = G IG e G V G= G6 Gx GŠG"G^G2G_GGFéG� G� FÖ Fû0¿��FéG�FûFÿF¸listenerconfig -> edit -> 

rcptaccess  GA GlG• GW G"�Q#ÝFç Fö�w�™*…G"
°�ŠFéG� Fø FÝFûF �̧�Fþ2A�eFûFÂyF Ã F ø ' ÅF Ø G �F éF ¹

LDAP 0Á�•G"G^ G2 G_GGFéG� G� FÖ Fû RAT G6G• GV Gx G"0¿��FéG� ���œF¸RAT G6G• GV Gx Fþ8p�ÎFÜF �̧w�
G0 GW Gz GGFþ�M+´Fþ Fç FÛFïFû�s8jG"�ZFØ G� Fã Fø Fû�@�–Fç Fö Fß Fð Få FÔF¹�²�óG" 6FïF RAT G6
G• GV Gx G"�Q#ÝFç Fö�w�™*…G0 GW Gz GGFÜ�M+´Fç G�FéF¹Fï Fø FØG�F¸RAT G6G• GV Gx 
postmaster@ironport.com Fø ironport.com FÜFÒ G� Fø Fç G�FéF¹postmaster@ironport.com FþG6G• GV G
FôFÔFöFÿ LDAP 0Á�• G= G6 Gx GŠG"G^ G2 G_GGFéG� G� FÖ Fû0¿��FçF¸ironport.com FþG6G• GV Gx G" ACCEPT 
Fû0¿��Fç G�FéF¹postmaster@ironport.com ��FöFþ Go GŠGyG"�w�™Fç Fï���œF¸LDAP 0Á�•FÜG^ G2 G_GG F
G�G � FþFÿF¸postmaster@ironport.com FþG6G• GV Gx FÜ ironport.com FþG6G• GV Gx G� G� G� �SFûFÒ G
G�F÷FéF¹ironport.com FþG6G• GV Gx FÜ postmaster@ironport.com FþG6G• GV Gx Fþ�SFûFÒ G� ���œF¸RAT Fÿ
Fã FþG6G• GV Gx G"�ÓFç Fö�w�™*…G0 GW Gz GG Fø �M+´FçF¸ACCEPT G 0 G = G E G u G •F Ü4 :# Ý F å G �G �F

"I�9Fú�w�™*…F÷FþGGG{ GQ GV Gx G•G>FþG^G2G_GG

�w�™*…G6G• GV Gx F÷F¸Gx GGGXGŠF÷ G2 G[GŠGdGyFûFú Fó FöFÔ G� GG G{ GQ GV Gx G
*…FÜG^ G2 G_GGFéG� Fã Fø G"�æ��F÷ FÝ G�FéF¹

Fã Fþ�µ+�FÿF "̧I��Fþ�w�™*…Fþ Go GQ GIGŠGFG"�D7HFç FúFÔ���œFû�}�<F÷FéF¹Fï Fø FØG�F �̧¨ Fß F
G o G ŠG y G c G {G Š Gk Gx GEGŠF÷��*OFåG�FöFÔG��w�™�D�šFû�öFõFÔFö3æ�™
– GW Go G2 G•FÜGG
FåG�FöFÔG����œF÷ G�F¸Gx GGGXGŠ�VF÷G0 GW Gz GGFÂpostmaster@domain FÃFþ7Á�Ê Go GŠGyG"�w�™Fç G�Fé
GXGŠFþ RAT �pF÷�w�™�D�šG"G^G2G_GGFéG� G� FÖ Fû Fã Fþ�w�™*…G"�æ��FéG� Fã Fø F÷F �̧ Fè G
�ÚFþ�w�™*…#ÝFþ Go GŠGy G c G {G Š Gk Gx GEGŠG"�–�âFçFôFôF¸Gx GGGXGŠFÿ�w�™*…FÂpostmaster@domain FÃFþ!“
�D7HFþ Go GQ GIGŠGFG"�w�™F÷FÝ G�FéF¹�w�™*…FÿF 3̧æ�™
– GW Go G2 G•FÜ�D7HFåG�FöFÔ
FÜ�–�âFç FöFÔG��ì6ëFÒFï G� Fþ�w�™*…FþG9 G4 G• GM F÷G9 G4 G• GV FåG�G�FëG#F¹

GUI F÷"I��Fþ�w�™*…FÜ�w�™�D�šG"G^G2G_GGFéG� G� FÖ Fû�æ��FéG�FûFÿF¸RAT G6G• GV Gx G"3ã�•G�F
)…7ŸFéG� Fø FÝFûF¸[�w�™GA G• GV G{GŠGyFþG^G2G_GGH�Bypass Receiving ControlH�] 0¿��F÷ [FÿFÔH�YesH�] G"
4E�¥Fç G�FéF¹

CLI F÷"I��Fþ�w�™*…FÜ�w�™�D�šG"G^ G2 G_GGFéG� G� FÖ Fû�æ��FéG� FûFÿF¸listenerconfig -> edit -> 

rcptaccess  GA GlG• GW G"�Q#ÝFç Fö�w�™*…G"
°�ŠFéG� Fø FÝ FûF �̧�Fþ2A�eFûFÂyF Ã F ø ' ÅF Ø G �F éF ¹

�w�™*…G0G=GIGG GTGŠGdGyF÷FþGW Go G2 G•FÚG�G�GtGŠGDFþ8p�

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [�w�™*…G0 G= GIGG GTGŠGdGy(RAT)H�Recipient Access Table (RAT)H�] 
GhGŠGFFû&ã�·Fç G�FéF¹

GGGT GQ Ge2 [ G x G GG XG ŠF þ� +0 [H �Overview for ListenerH�] Gc G1 GŠGy GW F÷)…7ŸFéG� Gx GGGXGŠG"4E�¥Fç

Would you like to bypass LDAP ACCEPT for this entry? [Y]> y

Would you like to bypass receiving control for this entry?  [N]> y
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'¨  8 'v       GW Go G2 G•�¡G�FïFÿ�w�™*…G0 GW GzGGFû�öFõ Fß �K)FFþ0Á�•G�FïFÿ�Ä�°
  G W G o G 2 G •F ÚG �G �G tG ŠG D

V

G�FéF¹

ûFú G� G�FéF¹

V
�̧¤�ÑFþFéG	FöFþ

G�FéF¹

þ� M

Q GIGŠGFFÜ

¸

GGGT GQ Ge3 [8p$�G")…7ŸH�Edit OrderH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge4 [8p$�H�OrderH�] �4Fþ�ÍG"1*�ZFç Fö8p�ÎG"�š�fFç G�FéF¹

GGGT GQ Ge5 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

�w�™*…G0G=GIGG GTGŠGdGyFþ�¥4ŠGc G/ G2GyG�FþG6 G=GGGkGŠ G

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [�w�™*…G0 G= GIGG GTGŠGdGy(RAT)H�Recipient Access Table (RAT)H�] 
GhGŠGFFû&ã�·Fç G�FéF¹

GGGT GQ Ge2 [ G x G GG XG ŠF þ� +0 [H �Overview for ListenerH�] Gc G1 GŠGy GW F÷)…7ŸFéG� Gx GGGXGŠG"4E�¥Fç

GGGT GQ Ge3 [RAT G"G6 G= GG GkGŠ GV H�Export RATH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge4 G 6 G = G G G kG Š G V F éG � G 6G • G V G x F þG c G / G 2 G y� ¡G "
 °� ŠF ç G �F éF ¹

Fã G�FÿF¸G0Ge Gw G2 G0 G• GGFþ0¿��GU G1 Gz G= GV Gx Fû�8�B Få G�G� Gc G/ G2 GyFþ�¡�SF

GGGT GQ Ge5 �š�fG"3æ�™FçF �̧–�ÑFç G�FéF¹

�w�™*…G0G=GIGG GTGŠGdGyFþ�¥4ŠGc G/ G2GyFÛG�FþG2 G•GkGŠ G
GTG; GG GV Gc G/ G2 GyFÛ G� �w�™*…G0 G= GI GG GTGŠGdGyG6G• GV Gx G" G2 G•GkGŠ GV FéG� Fø F
G6G• GV Gx FÜ�w�™*…G0 G= GI GG GTGŠGdGyFÛ G� �P7V Få G�G�FéF¹

�m8p 

GGGT GQ Ge1 [ G o G ŠG yG k G x G EG ŠH �Mail PoliciesH�] > [�w�™*…G0 G= GIGG GTGŠGdGy(RAT)H�Recipient Access Table (RAT)H�] 
GhGŠGFFû&ã�·Fç G�FéF¹

GGGT GQ Ge2 [ G x G GG XG ŠF þ� +0 [H �Overview for ListenerH�] Gc G1 GŠGy GW F÷)…7ŸFéG� Gx GGGXGŠG"4E�¥Fç

GGGT GQ Ge3 [RAT G " G 2 G •G kG Š G V H �Import RATH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge4 Gx GG GV FÛ G� Gc G/ G2 GyG"4E�¥Fç G�FéF¹

AsyncOS FÿF¸G0Ge Gw G2 G0 G• GG�VFþ configuration GU G1 Gz G= GV Gx Fû�Ñ�~FéG� GTG; GG GV G c G / G 2 G yF
0tG"/²&gFç G�FéF¹

GGGT GQ Ge5 [3æ�™H�SubmitH�] G " G = G x G Q G = F ç G �F éF ¹

�¤�ÑFþ�w�™*…G0 G= GI GG GTGŠGdGy G6G• GV Gx G"FéG	Fö�P7VFéG� Fã Fø G"&�1�FéG�1™�Ì Go G
/²&g Få G�G�FéF¹

GGGT GQ Ge6 [ G 2 G •G kG Š G V H �ImportH�] G " G = G x G Q G = F ç G �F éF ¹

GGGT GQ Ge7 �š�fG"�–�ÑFç G�FéF¹

Gc G/ G2 Gy
ÆFûFÂGA Go G• GV FÃG"4Ä*(F÷ FÝ G�FéF¹�e�ÐFÂ#FÃF÷��G� G� /œFÿ GA Go G• GV Fø 0bFú Få G�FAsyncOS 
Fû G� Fó Fö!“0i Få G�G�FéF¹��Fû�[G"&gFç G�FéF¹
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'¨  8 'v       GW Go G2 G•�¡G�FïFÿ�w�™*…G0 GW GzGGFû�öFõ Fß �K)FFþ0Á�•G�FïFÿ�Ä�°
  GW Go G2 G•FÚG�G�GtGŠGD
# File exported by the GUI at 20060530T220526

.example.com  ACCEPT  

ALL  REJECT 
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'¨  8 'v       GW Go G2 G•�¡G�FïFÿ�w�™*…G0 GW GzGGFû�öFõ Fß �K)FFþ0Á�•G�FïFÿ�Ä�°
  G W G o G 2 G •F ÚG �G �G tG ŠG D
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C H A P T E R 9

ÊGo GŠGy

>\
G"4:#ÝFçF "̧I��Fþ

GIGŠ
FûFôFÔFö

FÝ FûF F̧íG� G� G"� �
�Ê
G F
ö&k
Æ Go GŠGy

Fþ�w�™�ìFû

GIGŠGFŠ
�9Fç G�FéF¹Gc G1
GF¸G0GŠG9 G2 GdF Ģd Gw

F¸ŠG F
G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á� 
Gk Gx GEGŠFþ4:#Ý

Cisco G0Ge Gw G2 G0 G• GGFÿF 0̧ò(ýFú GA G• GT G• GR G G G ; G q G •F ÚG �G � G o G Q G IG ŠG F G c G 1 G y G M G x G • G G T G = G
G{ GFGŠG"
�FØFöFÔ G� FïG�F &̧k
ÆG[ GQ GV G}GŠ G= G"3û4#FéG�7•Fû�
&kFþGk Gx GEGŠ
Go GQ GIGŠGF G"��#.FéG� Fã Fø FÜF÷ FÝ G�FéF¹

Fã Fþ'vF÷FÿF¸Gk Gx GEGŠFþ4:#ÝFþFïG�Fû�Q#Ý�•+�Fú�µ+�H�GA G• GT G• GR G G G ; G q G • G6G• GF G•F¸Go GQ
GF G c G 1 G y G MF �̧ ç� ÜG c G / G 2 G y G c G 1 G y G MF ¸G A G • G T G • G R GU G1 G= GE Gu GX Gx H�Fþ�I�ŠFú)�G��œG�Fë
1��ÂFç G�FéF¹

F ã F þ' vF ÿF �̧ �F þ8 oF ÷� S� B F å G �F öF ÔG �F éF ¹

• �+0[H�9-1 GhGŠGFH�

• G o G Q G IG ŠG F G c G 1 G y G M F þ G A G •G kG ŠG [G • G V H �9-2 GhGŠGFH�

• G o G Q G IG ŠG F G c G 1 G y G M� �# .H �9-4 GhGŠGFH�

• G o G Q G IG ŠG F G c G 1 G y G M GyGŠGyH�9-10 GhGŠGFH�

• G o G Q G IG ŠG F G c G 1 G y G M G 0 G = G E G u G •H �9-48 GhGŠGFH�

• �ç�ÜGc G/ G2 GyFþ GG G; Gq G•H�9-77 GhGŠGFH�

• CLI G"�Q#ÝFç Fï Go GQ GIGŠGF G c G 1 G y G M F þ' ö# .H �9-89 GhGŠGFH�

• G o G Q G IG ŠG F G c G 1 G y G M F þ� [H �9-107 GhGŠGFH�

• G G G ; G q G •� ·� 8F þ0 ¿� �H �9-115 GhGŠGFH�

�+0[
G o G Q G IG ŠG F G c G 1 G y G M F û G � G � F ¸Cisco G0Ge Gw G2 G0 G• GG F÷ Go GQ GIGŠGF G"�w�™Fç Fï Fø
#.FéG� �‰�2G"0°3ÙFç Fï"I�9FúGyGŠGyG"�8�BF÷ FÝ G�FéF¹Go GQ GIGŠGF Gc G1 Gy GM FÿF "̧I��Fþ'�8®Fþ7Á
G o G ŠG y Go GQ GIGŠGFFû�æ��Fþ"I�9Fú��#.G"�‹Fé�²0[FÜFÒ G� Fã Fø G"�æ��Fç G�FéF¹Cisco G o G Q G IG Š 
Gc G1 Gy GM FÿF �̧æ��Fþ�"1�Fû�PFç Fö Go GQ GIGŠGF
Æ��G" GG G; Gq G•FéG� Fã Fø Fû G� Fó F G k G x
GEGŠG"4:#ÝFéG� Fã Fø FÜF÷ FÝ G�FéF¹Fã Fþ'vFÿF �̧�Fþ8oF÷�S�B Få G�FöFÔG�FéF¹

• G o G Q G IG ŠG F G c G 1 G y G M F þ G A G •G kG ŠG [G • G VF¹Go GQ GIGŠGF Gc G1 Gy GM Fû G� G� F¸Go GQ GIGŠGF
FíG� G� G"��#.FéG� �‰�2G"0°3ÙFç FïF "̧I�9FúGyGŠGyG"�8�BF÷ FÝ G�FéF¹Gc G1 Gy GM GyGŠGyF÷FÿF¸
Go GQ GIGŠGF G� FïFÿ�ç�ÜGc G/ G2 GyFþ
Æ��F¸G[ GQ GV G}GŠ G= Fû6õFéG� �_��F¸Go GQ G6G•GgG{G
GeF¸Go GQ GIGŠGF Gf GQ GNGŠF¸G� FïFÿ Go GQ GIGŠGF�•�eFû�öFõFÔFö Go GQ GIGŠGF G"1‘
G y G M G0 G= GE Gu G•Fû G� G� F 3̧û%±G"#Õ�BFç Fï G� F¸Go GQ GIGŠGFFþ�P7VF Ģ^G4 G• G
G 2 G • G W G9GŠGjG• GA GbGŠF �̧š�fG"/œFó Fï G� FéG� Fã Fø FÜF÷ FÝ G�FéF¹0ò(ýFûFôFÔFöFÿG o G Q G IG 
G c G 1 G y G M F þ G A G •G kG ŠG [G • G V H �9-2 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG MF þG A G •G kG ŠG [G • G V

G•FéG�
éF¹FíG� G�
G� �¦�SFþ
ÍG G G A G 0F ¸G =

FFûFô
yG"��

ÔF¹

GQ
FûFÿF �̧q)
G0 G= GE Gu
GF G" Få G� Fû��#.F÷ FÝ G�8��q
G�FéF¹0ò(ýFû

M
G"7V�dFéG� Fã Fø FÜF÷
GyFÿF F̧íG� G� Fþ"I��

�F éF ¹G 2 G o G ŠG FG"
o GŠGFÿF¸

G� �•+��öG"

�Fþ
F¸G2 G•

ĢQ

ûFôFÔFö(F�"
ÔF¹

Fç Fï"I�9Fú
F

�FéF¹GyGŠGyFÿF¸
G�FéF¹GyGŠ
• G o G Q G IG ŠG F G c G 1 G y G M F þ� �# .F¹AsyncOS F Ü G o G Q G IG ŠG F Gc G1 Gy GM G"��#.FéG� ���œF¸GG G; Gq

Æ��F �̧�#.Fþ8p$�F �̧�/œFéG� G0 G= GE Gu G•FÿF F̧Ô Fß FôFÛFþ0[�IFû�öFõFÔFö�ô�� Få G�G�F
Fþ0[�IFûFÿF¸Go GQ GIGŠGF Gc G1 Gy GM Fþ8p$�F¸Go GQ GIGŠGFFþ
Æ��G"�š�f Fç Fï�•+��öFþFÒ
��#.F¸Go GQ GIGŠGFFþ MIME �S4�F¸GA G• GT G• GR G l G Q G OG • G ># ÝF û0 ¿� � F å G �F ï F ç F Ý F Ô�
G6 Gx GŠFþ�S4�Fú FùFÜ�µG�G�G�FéF¹0ò(ýFûFôFÔFöFÿF¸G o G Q G IG ŠG F G c G 1 G y G M� �# .H �9-4 GhGŠGFH�G"
�g!·Fç Fö Fß Fð Få FÔF¹

• G o G Q G IG ŠG F G c G 1 G y G M GyGŠGyF¹�›Gc G1 Gy GM FûFÿF̧Gc G1 Gy GM F÷��#.F÷ FÝ G� �M4�Fþ Go GQ GIGŠG
FÔFö��*OFç FïGyGŠGyFÜFÒ G� G�FéF¹Go GQ GIGŠGF Gc G1 Gy GM G"�8�BFéG� ���œF F̧íG� G� FþGyGŠG
*OFç G�FéF¹0ò(ýFûFôFÔFöFÿF¸G o G Q G IG ŠG F G c G 1 G y G M GyGŠGyH�9-10 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få F

• G o G Q G IG ŠG F G c G 1 G y G M G 0 G = G E G u G •F¹�›Gc G1 Gy GM FûFÿF̧GyGŠGyF÷ true  Fû0Û�o Få G�Fï���œFûF¸Go
GIGŠGFFû�PFç Fö��/œFéG� G0 G= GE Gu G•FÜFÒ G� G�FéF¹��/œF÷ FÝ G� G0 G= GE Gu G•
G•H� Go GQ GIGŠGFFþ4Ä�™F¸GW G{ GQ GeF Ģ^G4 G• GG Fú FùH�F¸G� FïFÿ Go GQ GIGŠ
)
G0 G= GE Gu G•H�Gf GQ GNGŠFþ7V�dG���
°Fú FùH�Fþ 2 FôFþ GM G2 GeFþG0 G= GE Gu G•FÜFÒ G�
FôFÔFöFÿF¸G o G Q G IG ŠG F G c G 1 G y G M G 0 G = G E G u G •H �9-48 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• �ç�ÜGc G/ G2 Gy G G G ; G q G • G o G Q G IG ŠG F G c G 1 G y G MF¹�ç�ÜGc G/ G2 Gy G G G ; G q G • G o G Q G IG ŠG F G c G 1 G y G
G"�Q#ÝFç FöF �̧
&kFþGk Gx GEGŠ Fø �Z�œFç FúFÔ Go GQ GIGŠGFFÛ G� �ç�ÜGc G/ G2 Gy
FÝ G�FéF¹
–Fþ Go GQ GIGŠGFFÿFíFþ G� G�4Ä�™FéG� Fã Fø FÜF÷ FÝ G�FéF¹�ç�ÜGc G/ G2
F þ G M G 2 G eF ¸G c G 1 G •G :G ŠG e G x G • G V F 
̧ Æ� �F û� öF õF ÔF ö G c G 1 G y G M F ÷ F Ý G G0GX Gw G2 GD
�Q#ÝFç FöF¸G2 Go GŠGF�ç�ÜGc G/ G2 GyG" GG G; Gq G•FéG� Fã Fø G� F÷ FÝ G�FéF¹G2 G G0GX Gw G2 GDF
*ÙFþ,
F �̧•�eGC G2 GHF �̧d"áG" ��� Fç FöF¸G> Gw Gc G1 GQ G= Fû�Y4:�)Fú
Æ��FÜ�µG�G�FöFÔ
�8�•FéG� G0GyGB Gx GH Gn G"�8�BFç G�FéF¹0ò(ýFûFôFÔFöFÿF¸�ç�ÜGc G/ G2 GyFþ GG G; Gq G•H�9-77 GhGŠ
GFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• CLI G"�Q#ÝFç Fï Go GQ GIGŠGF G c G 1 G y G M F þ' ö# .F¹CLI FÿF¸Go GQ GIGŠGF Gc G1 Gy GM G"�ï�8FéG� FïG
G A G lG • G W G "� wF á
 °G �G �F éF ¹F ï F ø F ØG �F ¸G o G Q G IG ŠG F Gc G1 Gy GM Fþ Gx GG GV G"/²&gF �̧jG��pFØ
GkGŠ GV F Ģ6 G= GG GkGŠ GV FéG� �²0[FÜFÒ G� ���œFÜFÒ G� G�FéF¹0ò(ýFûFôFÔFöFÿFCLI G"�Q#ÝFç Fï Go
GIGŠGF G c G 1 G y G M F þ' ö# .H �9-89 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• G o G Q G IG ŠG F G c G 1 G yG MF þ� [F¹Fã Fþ8oF÷FÿF �̧�7•FþGc G1 GyGMFþ�[G"&gFçF �̧›Gc G1 GyGMF
Fû1��ÂFç G�FéF¹0ò(ýFûFôFÔFöFÿF¸G o G Q G IG ŠG F G c G 1 G yG MF þ� [H �9-107 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få F

G o G Q G IG ŠG F G c G 1 G yG MF þG A G •G kG ŠG [G • G V
G o G Q G IG ŠG F Gc G1 Gy GM Fû G� G� F¸Go GQ GIGŠGFFþ�w�™�ìFûFíG� G� G"��#.FéG� �‰�2G"0°3Ù
GyGŠGyG"�8�BF÷ FÝ G�FéF¹Go GQ GIGŠGF G c G 1 G y G M F ÿF ¸G o G Q G IG ŠG F G c G 1 G y G M GyGŠGy Fø Go GQ GIGŠG G c G 1
G y G M G 0 G = G E G u G •F Û G � � S� B F å G �G �F éF ¹

6õ4�8o% 

• G o G Q G IG ŠG F G c G 1 G y G M GyGŠGyH�9-2 GhGŠGFH�

• G o G Q G IG ŠG F G c G 1 G y G M G 0 G = G E G u G •H �9-3 GhGŠGFH�

• G o G Q G IG ŠG F Gc G1 Gy GM Fþ�S�e�[H�9-3 GhGŠGFH�

G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy
G o G Q G IG ŠG F G c G 1 G y G M GyGŠGyFû G� Fó FöF¸Gc G1 Gy GM F÷��#.FéG� Go GQ GIGŠGF G"�8�•Fç G
1=#.)��œ�Ê  ANDFO̧RFŅOT G"�Q#ÝFç Fö)�G��œG�FëG� Fã Fø F÷F 0̧
7§FúGT GG GV G"�8�BF÷ FÝ
Gy�'FÿF F̧ÛFó Fã G"�Q#ÝFç FöG>GyGŠGe�ìFéG� Fã Fø G� F÷ FÝ G�FéF¹
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG MF þG A G •G kG ŠG [G • G V

"��/œFéG� Fã Fø F÷FéF¹

1 Gy GM

Gu G• G"��/œFç G�FéF¹

�F ú G � G 0 G = G E G u G •
E Gu G•FÜ(ü'� Få
o GQ GIGŠGFFÜ�M
G �G �F éF ¹

Fû'ö#.Fç

��
G o G Q G IG ŠG F G c G 1 G yG M G 0 G = G E G u G •
G o G Q G IG ŠG F Gc G1 Gy GM Fþ% $×FÿF 4̧E�¥ Få G�Fï Go GQ GIGŠGFFû�PFç FöG0 G= GE Gu G• G

G 0 G = G E G u G •F ûF ÿF �̧ �F þ 2 FôFþ GM G2 GeFÜFÒ G� G�FéF¹

• �q)
 G 0 G = G E G u G •H �deliver Fḑrop Fb̧ounce  Fú FùH�Fÿ Go GQ GIGŠGFFþ��#.G")
�¢FçF �̧‹)FFþGc G
F û G � G � F å G � F ú G � � �# .G "0 Á� •F ç G �F ëG #F ¹

• 8��q)
 G0 G= GE Gu G•FÿF¸Go GQ GIGŠGFG" Få G� Fû��#.FéG� Fã Fø G"0Á�•FéG� G0 G= GE

H��@H� 8��q)
 Go GQ GIGŠGF G c G 1 G y G M G 0 G = G E G u G •F ÿF (̧ ü' �$ ×F ÷F éF ¹� ›G c G 1 G y G M F Ü$
G"�æ��FéG�0
�XFþGc G1 Gy GM Fû Go GQ GIGŠGFFÜ�M+´FéG� ���œF F̧éG	FöFþG0 G= G
G�F 4̧:#Ý Få G�G�FéF¹FïFð FçF �̧ Fè G0 G= GE Gu G• G"�æ��FéG�0
�XFþGc G1 Gy GM Fû G
+´FéG� ���œF �̧SFþG0 G= GE Gu G•FÜ�V�iFÝ Få G�F �̧q�‹FþGc G1 Gy GM G 0 G = G E G u G •F Ü4 :# Ý F å

G o G Q G IG ŠG F Gc G1 GyGMFþ�S�e�[
Gc G1 Gy GM�Ù�]Fþ%$0{$×Fú�–�áFÿ��Fþ G� FÖ FûFú G� G�FéF¹

 G o G Q G IG ŠG FF ÜG yG ŠG yF û�M+´FéG� ���œF8̧p$�FûG0 G= GE Gu G•FÜ4:#Ý Få G�G�FéF¹else  �ƒFÜ�Ñ�~FéG� ��
�œF¸Go GQ GIGŠGFFÜGyGŠGyFû�M+´Fç FúFÔ���œFû else  �ƒ
ÆFþG0 G= GE Gu G•FÜ��/œ Få G�G�FéF¹

Gc G1 Gy GM�¡G"�æ��FéG� Fã Fø Fû G� Fó FöF¸Gc G1 Gy GM G"�w� �ìF !̧“� �ìF¸G� FïFÿ�P7VFéG� ���œ
G�Fé Fß Fú G� G�FéF¹

G o G Q G IG ŠG F G c G 1 G y G M F ÷F ÿ� �F þ� S� eG "� Q# ÝF ç G �F éF ¹

�æ�pG0 G= GE Gu G•Fÿ%,$�F÷ FÝ G� Fã Fø Fû�@�–Fç Fö Fß Fð Få FÔF¹

�S�e�[ % $×

expedite: G c G 1 G y G M� ¡

if (recv-listener == 'InboundMail' or recv-int == 'notmain') GyGŠGyFþ�æ��
{
    alt-src-host('outbound1');
skip-filters(); 
}

G 0 G = G E G u G •F þ� æ� �

else
{
    alt-src-host('outbound2');
}

H��õ�–H��æ�pG0 G= GE Gu G•Fþ�æ

�S�e�[ % $×

expedite2: G c G 1 G y G M� ¡
if ((not (recv-listener == 'InboundMail')) and
    (not (recv-int == 'notmain')))

GyGŠGyFþ�æ��

{
    alt-src-host('outbound2');
skip-filters(); 
}

G 0 G = G E G u G •F þ� æ� �
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M� �# .

F ø F ÜF ÷ F Ý

��,

�G���/œFé

Få G�G�
�FéF¹�q)

u G•Fÿ��/œ Få G�G�

�/ œ F å G �G �
Ò G � G �F éF ¹

�F éF ¹
ÔF¹

�(G"FÂ�•
F¹�¨ Fß Fþ Go GQ GIGŠGF
G� FÖ Fû0¿�� Få G�
�

•F Ü
"0¿��Fç G�FéF¹Fã
(ýFûFôFÔFöFÿF¸

��Fþ�pF÷H�GT GG
G � � �

 Æ
0
�XFþGc G1 Gy GM G"8p$�Fû 1 FôFêFô�jG	G� Fã Fø F÷F¸1 FôFþGTG; GG GV G c G / G 2 G yF û G � F ø G � G � F ã
G�FéF¹

�"�M�,#Ý'¢G� FïFÿ�§5��,#Ý'¢F÷F¸Gc G1 Gy GM Fþ�ÍG"�VG��²0[FÜFÒ G� G�FéF¹�"�M�,#Ý'¢G� FïFÿ�§5
#Ý'¢FÿF �̧ÍFþ�g
�Fû'¼Fç Fß )�G��œG�FëG� �²0[FÜFÒ G� G�FéF¹Fï Fø FØG�F �̧' 
notify('customercare@example.com')  Fø notify("customercare@example.com")  FÿFù Fñ G� G� �w�  
F÷FéFÜF �̧' notify("customercare@example.com')  Fÿ�S�eG6 GwGŠFÜ$Î#ÕFç G�FéF¹

FÂ#FÃ�e�ÐF÷��G� G� /œFÿ GA Go G• GV Fø 0bFú Få G�F !̧“0i Få G�G�FéF¹FïFð FçF F̧íG� G� Fÿ filters -> detail  
F û G � F ó F ö G c G 1 G y G M G "/ ²& gF ç F ö& �1 �F ÷ F Ý G � F ïG �F ¸AsyncOS F÷Fÿ�–�â Få G�G�FëG#F¹

G o G Q G IG ŠG F G c G 1 G yG M� �# .
AsyncOS F Ü G o G Q G IG ŠG F Gc G1 Gy GM G"��#.FéG�7•Fû GG G; Gq G•FéG� 
Æ��F �̧�#.FéG�8p$�F F̧ÚG
G� G0 G= GE Gu G•FÿF �̧�FþFÔ Fß FôFÛFþ0[�IFû�öFõFÝ G�FéF¹

• G o G Q G IG ŠG F Gc G1 Gy GM Fþ8p$�F¹G o G Q G IG ŠG F Gc G1 Gy GM FÿF 8̧p�Î�ÜFá G� G�Fï Gx GG GV F÷)T�â
FéF¹Go GQ GIGŠGFFþ��#.�ìFûF �̧› Go GQ GIGŠGF Gc G1 Gy GM G" Gx GG GV 
ÆFþ/²&g8pF÷4:#ÝFç G
G0 G= GE Gu G•FÜ/œG�G�Fï���œF F̧íFþ Go GQ GIGŠGFFû�PFç FöF F̧íG��è�VFþG0 G= GE G
FëG#F¹0ò(ýFûFôFÔFöFÿF¸G o G Q G IG ŠG F G c G 1 G y G M F þ8 p$ �H �9-5 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• �¦�S��#. F¹Go GQ GIGŠGF G c G 1 G y G M F Ü0 Û� o F å G �G � � SF ûF ¸AsyncOS G o G Q G IG ŠG FF û� PF ç F ö�
G 0 G = G E G u G •F û G � F ó F öF Ģ f G Q G NG ŠF Ü3 ã� •G � F ïF ÿ� P7 V F å G �G � F ã F ø F ÜFAsyncOS FÿF �̧�#.
�ìFû Go GQ GIGŠGFFû�Ñ�~FéG�Gf GQ GNGŠFû�PFç Fö Go GQ GIGŠGF G c G 1 G y G M G e G { G I G G G "� �/ œF ç G
0ò(ýFûFôFÔFöFÿF¸G o G Q G IG ŠG F G f G Q G NG Š GyGŠGyFÚG�G�0Û�oH�9-5 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få F

• G o G Q G IG ŠG FF þ MIME �S4� F¹Go GQ GIGŠGFFþ MIME �S4�Fû G� Fó FöF¸Go GQ GIGŠGFFþFùFþ4Š
�eFÃ Fø Fç Fö�…FÔF¸FùFþ4Š�(G"FÂ�ç�ÜGc G/ G2 GyFÃ Fø Fç Fö�… FÖ FÛFÜ�8�• Få G�G�Fé 
Gc G1 Gy GM FÿF¸Go GQ GIGŠGFFþ�•�eFûFþG�F¸G� FïFÿ�ç�ÜGc G/ G2 GyFûFþG��8#ÝFéG�
G�FéF¹0ò(ýFûFôFÔFöFÿF¸G o G Q G IG ŠG F� •� e F ø G o G Q G IG ŠG F� ç� ÜG c G / G 2 G yH9-5 GhGŠGFH�G"�g!·Fç Fö Fß
F ð F å F ÔF ¹

• �G0d/²#'Fû0¿�� Få G�G� Fç FÝ FÔ�ÍGG GA G0F¹�G0d/²#'Fû�M+´ Få FëG� ���œF¸Gc G1 Gy GM G 0 G = G E G u G
��/œ Få G�G� G� F÷Fû2s Fã G� �²0[FÜFÒ G� �M+´�G�XFûFôFÔFöF 7̧Ÿ0£FéG�FÂGG GA G0FÃG
G�Fû G� G� F¸Få G� Fæ G� Fú#Ý1�Fû�PFéG� �Â'ÅFþ5�G��ÜFá G"FéG� Fã Fø FÜF÷ FÝ G�FéF¹0ò
G A G • G T G • G R G G G ; G q G •F þ� M+ ´F þ F ç F Ý F Ô� ÍH �9-6 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

• G = G 6 G x G ŠF þ� S4 �F¹Go GQ GIGŠGF G c G 1 G y G M
 ÆF ÷F ¸AND G � F ïF ÿ OR GT GG GV G"0Û�oFéG� ���œF¸
AsyncOS Fÿ�Y0[FúGT GG GV G"0Û�oFç G�FëG#F¹Få G� FûF¸GE GG GT GnFÿH��"Fú G� �vG��8
GV G"0Û�oFç FúFÔ Fã Fø Fû�@�–FÜ5�0[F÷FéF¹�æG� G� FûF¸AND FÚG�G� OR G T G G G V F Ü0 Û� o F å G �
�œF �̧q G� �o�ÍFþ�*FÔGT GG GV FÜ�q�6Fû0Û�o Få G�G�FéF¹0ò(ýFûFôFÔFöFÿF¸G o G Q G IG ŠG F G c G 1 G y G M
Fþ AND G T G G G V F ø OR G T G G G V H �9-9 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

6õ4�8o% 

• G o G Q G IG ŠG F G c G 1 G y G M F þ8 p$ �H �9-5 GhGŠGFH�

• G o G Q G IG ŠG F G f G Q G NG Š GyGŠGyFÚG�G�0Û�oH�9-5 GhGŠGFH�

• G o G Q G IG ŠG F� •� e F ø G o G Q G IG ŠG F� ç� ÜG c G / G 2 G yH �9-5 GhGŠGFH�

• G A G • G T G • G R G G G ; G q G •F þ� M+ ´F þ F ç F Ý F Ô� ÍH �9-6 GhGŠGFH�

• G o G Q G IG ŠG F G c G 1 G y G M
 ÆF þ AND G T G G G V F ø OR G T G G G V H �9-9 GhGŠGFH�
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M� �# .

(Fû G� FóFö$��•
:# ÝF åG �G �

G4 G• GG FúFùH�G"��/œ
�FëG#F¹Gx GG GV Fþ

2GyFÛ G� G2 G•
×8p�ÎFû�öFõFÝ G�FéF¹

�G�FëG#F¹

FÜFíFþ Go GQ

�vFó Fö�æG� G� G�FïF¹

ú Fß F F̧Â��#.�í

öFþGf GQ GNGŠ

G	FöFþGf GQ

öFþGf GQ GNGŠ
éF¹

NGŠFþ�‹
ÔG�FéFÜF �̧¨ Fß FþGtGŠGD
F¹
tG Š
GFÿ�
�9Fç G� FÖ Fø 0èG�

ø � �]F÷FéF¹

IGŠGF
F �̧•�e
FéG	FöFþ G�
F å G � F æ

�FéF¹

F Â
G ; G s G o
éF ¹� ¨ F ß F þ
F ÷
F Ô G � F ïG �F ¸G Š
G o G Q G IG ŠG F G c G 1 G yG MF þ8 p$ �
G o G Q G IG ŠG F Gc G1 GyGMFÿ8p�Î�ÜFá G�G�Fï Gx GG GV Fû)T�âFåG�F¸Gx GG GV 
ÆFþFíG�G� Fþ�)*
�ÜFá FåG�G�FéF¹Go GQ GIGŠGFFþ��#.�ìFûF¸Go GQ GIGŠGF G c G 1 G yG MF Ü� m G � � úG �G �F ï$ �� •8 pF ÷4
FéF¹FíFþFïG�F¸9 $�FþGc G1 GyGMFÜ Go GQ GIGŠGFFû�PFç FöFéF÷Fû�q)
G0 G= GE Gu G•H�G^
Fç Fï���œF3̧0 $�FþGc G1 GyGMFÿF¸Go GQ GIGŠGFFþ3æ�™
–Gi GG GV G"�š�fFéG� �µ�
FÜFÒ G� G
G c G 1 G yG MF þ� )* (F ÿF ¸G E G G G TG n GtGŠGD G2 G• GMGŠGc G5 G2 GGFû G� FóFö�š�fF÷FÝ G�FéF¹Gc G/ G
GkGŠ GV FåG�FïGc G1 GyGMFÿF¸G2 G•GkGŠ GV FåG�FïGc G/ G2Gy
ÆFþFíG�G� Fþ%&�P$

�q)
G0 G= GE Gu G•�‹FÿF F̧íFþ Go GQ GIGŠGFFû�PFéG� FíG��è�VFþG0 G= GE Gu G•Fÿ��/œ Få G

G o G Q G IG ŠG FF ÜG c G 1 G y G M GyGŠGyFû�M+´Fç FöFÔFö G� F �̧�FþFÔFêG�FÛFþ#.#äF÷F¸Gc G1 Gy GM
GIGŠGFFû�PFç Fö�8#ÝFç FúFÔ Fã Fø FÜFÒ G� G�FéF¹

• G c G 1 G y G M F Ü8 �G 0 G = G T G 1 G dF ÷F Ò G �F ¹

• G c G 1 G y G M F Ü! “�  F ÷F Ò G �F ¹

• Gc G1 Gy GM FÜF¸Go GQ GIGŠGFFþ�q)
G0 G= GE Gu G• G"��/œFç Fï�SFþGc G1 Gy GM Fû

G o G Q G IG ŠG F G f G Q G NG Š GyGŠGyFÚG�G�0Û�o
G c G 1 G y G M F ÿF Ģ f G Q G NG Š GyGŠGyG"4:#ÝFéG� ���œFûF 
̧–Fþ Go GQ GIGŠGFFþGf GQ GNGŠF÷FÿF
G�FÃGf GQ GNGŠG"0Û�oFç G�FéF¹FôG� G� F¸

• �SFû��/œ Få G�FïG0 G= GE Gu G•Fû G� Fó FöF Ģf GQ GNGŠFÜ3ã�• Få G�Fï���œF �̧‹)FFþFéG	F 
GyGŠGyFû G� Fó FöF F̧íG�G"!·�œF÷ FÝ G� G� FÖ FûFú G� G�FéF¹

• �SFû��/œ Få G�FïG0 G= GE Gu G•Fû G� Fó FöF Ģf GQ GNGŠFÜ�v G� 7VFÛG�Fï���œF �̧‹)FFþFé
GNGŠ G yG ŠG yF ÷F F̧ íG �G "! ·� œF ÷ F Ý F ú F ß F ú G � G �F éF ¹

• �SFû��/œ Få G�FïG0 G= GE Gu G•Fû G� Fó FöF Ģf GQ GNGŠFÜ�š�f Få G�Fï���œF �̧‹)FFþFéG	F 
GyGŠGyF÷F 
̧–Fþ Go GQ GIGŠGF Gf GQ GNGŠF÷FÿFú Fß F �̧š�f�íG�FþGf GQ GNGŠFÜ0Û�o Få G�G�F

F ã F þ� ·� 8F ÿF ¸G o G Q G IG ŠG F G c G 1 G y G M F ø G A G • G T G • G R G c G 1 G y G M F þ� g� ‰F û
 ¹3 ûF ÷F éF ¹

Go GQ GIGŠGF�•�eFø Go GQ GIGŠGF�ç�ÜGc G/ G2Gy
7Á�Ê Go GŠGy Go GQ GIGŠGFFÿF 0̧
�XFþ4Š�(FÛ G� �S�B Få G�G�FéF¹RFC F÷FÿF¸Go GQ GIGŠGFFþGf GQ G
Fû)F Fß FéG	FöFþ G� FþG"GlGyGOG_GŠ GV FÂ Go GQ GIGŠGF�•�eFÃ Fø Fç Fö0d��Fç FöF
FÿG�Fð Go GQ GIGŠGFFþFÂ�•�eFÃ Fø FÂ�ç�ÜGc G/ G2 GyFÃG"�9F»Fþ G� Fþ Fø �
FØFöFÔG�Fébody- variable G � F ï
Fÿ attachment- variable F ø F Ô F Ö Cisco G o G Q G IG ŠG F Gc G1 Gy GM G"�Q#ÝFéG� ���œF¸CiscoG � F ø G #F ùF þG
GDFÜFÂ�•�eFÃ Fø FÂ�ç�ÜGc G/ G2 GyFÃ Fø Fç Fö*ƒFØ G�4Š�(FûFôFÔFöF¸G0Ge Gw G2 G0 G• G
G�FéF¹Fã Fþ�vG�FÿF �̧ ¨ Fß Fþ MUA FÜFíG� G� G"�9F»FûGz G•GN Gx G• G> Fç G� FÖ Fø 0èG�G� Fþ F

body- variable G � F ïF ÿ attachment- variable G o G Q G IG ŠG F G c G 1 G y G M GyGŠGyFûFôFÔFöFÿF¸Go GQ G 
G f G Q G NG ŠF û) F F ß 0 °3 ÙF ÿF éG 	F ö G o G Q G IG ŠG F�•�e Fø 0bFú Få G�G�FéF¹G� FïF F̧íFþ
Æ��FûFôFÔFöFÿ

ÆFûFÒ G� MIME 4Š�(Fþ�q�6FþGTG; GG GV 4Š�( Fø 0bFú Få G�G�FéF¹FíFþ GA G• GT G• GRFþ�‹Fþ
FþH�FôG� G� F 3̧ã�•Fþ MIME 4Š�(H�Fÿ�ç�ÜGc G/ G2 GyF ø 0 bF ú F å G �G �F éF ¹AsyncOS F ÿ G o G Q G IG ŠG FF þ
G � F ú MIME 4Š�(G"0Û�oFçF �̧ç�ÜGc G/ G2 Gy Fø Fç Fö��#. Få G�G� Gc G/ G2 GyFþ4Š�(G"1‘�9Fç G

F ï F ø F ØG �F ¸�W 9-1 FûFM̧icrosoft Outlook MUA F þ G o G Q G IG ŠG F G "& gF ç G �F éF ¹F ã F ã F ÷F ÿDocument 

attached below. F Ã F ø F Ô F Ö 0 •- %F ÜG eG zG ŠG • GTG; GG GV Fþ Go GQ GIGŠGF�•�e F ø F ç F ö/ ²& g F å G �F ¸G W
G • G V F ÂThis is a Microsoft Word document.doc FÃFÜ�ç�ÜGc G/ G2 GyF ø F ç F ö/ ²& g F å G �F öF ÔG �F
GtGŠGDFÿ7Á�Ê Go GŠGyG"H��q�6Fþ4Š�(FÜGeGzGŠG• GTG; GG GV F÷ 2 $�% Fþ4Š�(FÜG^ G2 GX Gx G c G / G 2 G y
F Ò G � G lG yG OG _G Š G V G o G Q G IG ŠG F F ø F ç F öF ÷F ÿF ú F ß H �� V3 ÙF þ G � F Ö F û� 
F ØF öCisco F ÿ G o G Q G I
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M� �# .

�eFÃH��q�6FþGeGzGŠG•

¸
G M

ŠGF
²� /G"
"� "�MFþ

�G �G �F éF ¹
G�G�F �̧³��FÚG�G�
ú Få G�G�FéF¹

þ

G F
ÂGG GA G0FÃG"7Ÿ0£Fç

�Fþ

éF¹

�Í
GF Gc G1 Gy GM
ÆF÷FÂ�ç�ÜGc G/ G2 GyFÃ Fø FÔ FÖ #Ý1�G"�Q#ÝFçF¸Go GQ GIGŠGFFþFÂ�• GT
G; GG GV 4Š�(H�F÷FÿFú Fß F¸.doc Gc G/ G2 Gy4Š�(H���2A$×Fû 2 $�G�Fþ MIME 4Š�(H�G"�
�9Fç Fö��#.FéG�
GyGŠGyG"�8�BFç G�FéF¹FïFð FçF¸RFCS 1521 FÚG�G � 1522 F û G � G � F ø F ¸G o G Q G IG ŠG FF þ�•�e FÿFéG	FöFþ 
MIME 4Š�(FÛ G� �S�B Få G�G�FéF¹

�W9-1 �ç�ÜGc G/ G2GyFþFÒG� Go GQ GIGŠGF

Cisco G0Ge Gw G2 G0 G• GGFÿF¸GlGyGOG_GŠ GV G o G Q G IG ŠG FF þ�•�e Fø�ç�ÜGc G/ G2 GyG"� 
�9Fç FöFÔ G� FïG�F
�•�� Få G�G� �·�8G"FéG� FïG�FûFÿF¸body- variable G � F ïF ÿ attachment- variable G o G Q G IG ŠG F G c G 1 G y 
GyGŠGyG"�Q#ÝFéG� ���œFûF F̧Ô Fß FôFÛFþG?GŠGG F÷�@�–FÜ�²0[F÷FéF¹

• �"�MFþGTG; GG GV 4ŠG"�µG� Go GQ GIGŠGFH�FôG� G� F F̧ÂContent-Type: text/plainFÃG� FïFÿFÂContent-Type: 
text/htmlFÃFþGf GQ GNGŠG"�µG� Go GQ GIGŠGFH�Fþ���œF¸Cisco G0Ge Gw G2 G0 G• GGFÿ Go GQ GIG
�•�e Fø 0bFú Fç G�FéF¹GA G• GT G• GR GM G2 GeFÜ$�Fú G� ���œF¸Cisco G0Ge Gw G2 G0 G• GGFÿF F̧íG�G
�ç�ÜGc G/ G2 Gy Fø 0bFú Fç G�FéF¹

• G6G• GAGŠ GW Få G�Fï Gc G/ G2 GyH�uuencoded Fú FùH�Fÿ7Á�Ê Go GŠGy G o G Q G IG ŠG FF þ� •� eF û� µG
Fã G�FÜ$Î#ÕFç Fï���œF Ģ6G• GAGŠ GW Få G�Fï Gc G/ G2 GyFÿ�ç�ÜGc G/ G2 Gy Fø Fç Fö�…
GG G; Gq G• Få G�G�FéF¹FíFþ�M�‰F÷�g G� FþGTG; GG GV FÿGTG; GG GV �•�e Fø Fç Fö0bF

• �"�MFþGTG; GG GV �è�¥Fþ4Š�(Fÿ�–Fû�ç�ÜGc G/ G2 GyF ø 0 bF ú F å G �G �F éF ¹F ï F ø F ØG �F ¸.zip G c G / G 2 G yF
G�F÷�S�B Få G�G� Go GQ GIGŠGFFÿF �̧ç�ÜGc G/ G2 Gy Fø 0bFú Få G�G�FéF¹

G A G •G TG •G R GGG;Gq G•Fþ�M+´FþFç FÝFÔ�Í
Go GQ GIGŠGF�•�eG� FïFÿ�ç�ÜGc G/ G2 Gy
ÆFþG_ GMGŠG• G"�è(ôFéG� Gc G1 Gy GM GyGŠGyG"3ã�•FéG� ���œF¸
G_ GMGŠG•FÜ0bFôFÛ G� �²0[FÜFÒ G� �G�XFþ�q�6Fþ Fç FÝ FÔ�ÍG"�æ��F÷ FÝ G�FéF¹AsyncOS F ÿ G o G Q G IG Š
G" GG G; Gq G•FéG� Fø F¸Go GQ GIGŠGFFÚG�G��ç�ÜGc G/ G2 GyFû0bFôFÛFó Fï�M+´Fþ�XFþF
G�FéF¹�q�`Fç FÝ FÔ�ÍFû 6FïFúFÔ���œF �̧G0d/²#'Fÿ true Fø 0Û�o Få G�G�FëG#F¹Fã Fþ Fç FÝ FÔ�ÍFÿ�
G c G 1 G y G M GyGŠGyFû�æ��F÷ FÝ G�FéF¹

• body-contains

• only-body-contains

• attachment-contains

• every-attachment-contains

• dictionary-match

• attachment-dictionary-match

drop-attachments-where-contains  G0 G= GE Gu G•Fû Fç FÝ FÔ�ÍG"�æ��FéG� Fã Fø G� F÷ FÝ G�F

H��@H� Gf GQ GNGŠG� FïFÿG6G•GgG{GŠGeFþ�w�™*… Fø 3æ�™*…G" GG G; Gq G•FéG� Gc G1 Gy GM GyGŠGyFûFÿF¸Fç FÝ FÔ
G"�æ��F÷ FÝ G�FëG#F¹
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M� �# .

y GM G" GA G•G_

�FéF¹
F ß F ð F å F ÔF ¹

ŠGF�•�eG� FïFÿ�ç
Q
�8���ÍH�FÃG"�8�•Fç G�
G M
´Fþ�œ0£FÜ

FéG� Fã Fø

GyFû
6Fï

š3QFç
G � F þ G G G A G 0
6õ4�8o% 

• F ç F Ý F Ô� ÍF þ� S� eH �9-7 GhGŠGFH�

• Go GQ GIGŠGF�•�e Fø �ç�ÜGc G/ G2 GyFþ Fç FÝ FÔ�8���ÍH�9-7 GhGŠGFH�

• Fç FÝ FÔ�8���ÍGlGyGOG_GŠ GV/�æ�p MIME 4Š�(H�9-7 GhGŠGFH�

• G A G • G T G • G R G U G 1 G = G E G u G X G x G "� Q# ÝF ç F ï F ç F Ý F Ô� ÍF þ� 8� �H �9-8 GhGŠGFH�

Fç FÝFÔ�ÍFþ�S�e

��#'�q�`�G�XFþ Fç FÝ FÔ�ÍG"�æ��FéG� FûFÿF Ģ_ GMGŠG•Fû�•FØF¸true Fø 0Û�oFéG� FïG�Fû�²0[Fú�M+´Fþ
�q�`�XG"�æ��Fç G�FéF¹

F ï F ø F ØG �F ¸body-contains  G c G 1 G y G M GyGŠGyF÷F �̧ÍFÂCompany ConfidentialFÃFÜ�aFú Fß Fø G� 2 �G0bFôFÛ
G� �²0[FÜFÒ G� Fã Fø G"�æ��FéG� FûFÿF �̧�Fþ�S�eG"�Q#ÝFç G�FéF¹

AsyncOS F Ü G A G • G T G • G R G G G ; G q G • Gc G1 Gy GM G"�–�ÑFéG� ���œF ĢUGc G7Gy GV F÷FÿF¸Gc G1 G
G2 Gy FçF Ḩ�Fç FÝ FÔ�ÍFÜ�m G� � \Fö G� G�FöFÔFúFÔ���œFÿH�1 F þ F ç F Ý F Ô� ÍG "� m G � � \F ö G �F éF ¹

G A G •G TG • G R G U G 1 G = G E G u G X G x F þ� ÍF û� PF ç F öF Ģ _G MG ŠG • Gl GQ GOFþ�q�`�XG"�æ��FéG� Fã Fø G� F÷FÝ G
G A G •G TG • G R G U G 1 G = G E G u G X G x F þ0 ò( ýF ûF ôF ÔF öF ÿF F̧ ÂG TG ; G G G V G x G KG ŠG GF ÃF þ' vG "� g! ·F ç F ö

Go GQ GIGŠGF�•�eFø�ç�ÜGc G/ G2GyFþFç FÝFÔ�8���Í

7Á�Ê Go GŠGy Go GQ GIGŠGFFÿF 0̧
�XFþ4Š�(FÛ G� �S�B Få G�G� Fã Fø FÜFÒ G� G�FéF¹Go GQ GIG
�ÜGc G/ G2 Gy
ÆFþG_ GMGŠG• G"�è(ôFéG� Gc G1 Gy GM GyGŠGyFþ Fç FÝ FÔ�ÍG"�æ��FéG� Fø F¸AsyncOS FÿF¸Go G
GIGŠGF4Š�( Fø �ç�ÜGc G/ G2 GyFþ�M+´Fþ�XG" G9 G4 G• GV Fç FöF¸Fç FÝ FÔ�ÍFÂGG GA G0H�
FéF¹Go GQ GIGŠGF G c G 1 G y G M F ÷" I� �F þ MIME 4Š�(G"�æ��Fç FúFÔ7H G� H�attachment-contains  G c G 1 G y 
GyGŠGyFú FùH�F¸AsyncOS Fÿ Go GQ GIGŠGFFþFéG	FöFþ4Š�(F÷0bFôFÛFó Fï�M+´G"�œ0£FçF �̧M+
Fç FÝ FÔ�ÍFû4)Fç FöFÔ G� FÛFù FÖ FÛG"�8�•Fç G�FéF¹Fï Fø FØG�F¸Fç FÝ FÔ�ÍFÜ 2 Fþ body-contains  G o G Q
GIGŠGF Gc G1 Gy GM FÜFÒ G� Fø Fç G�FéF¹�•�eFû 1 FôFþ�M+´FÜFÒ G� F �̧ç�ÜGc G/ G2 GyFû 1 FôFþ�M+´FÜFÒ G�
Go GQ GIGŠGF G"�w�™Fç G�FéF¹AsyncOS FÜ Fã Fþ Go GQ GIGŠGF G"�G!lFç Fï���œF �̧œ0£FÜ 2 FôFþ�M+´FûFú
G� F¸Fç FÝ FÔ�8���ÍG" 6Fï Fç FöFÔ G� Fø �8�•Fç G�FéF¹

� �]FûF 0̧
�XFþ�ç�ÜGc G/ G2 GyFÜFÒ G� ���œF¸AsyncOS Fÿ�ç�ÜGc G/ G2 GyFä Fø Fû GG GA G0 G"�œ0£
F÷F �̧M+´Fþ�8���ÍG"�8�•Fç G�FéF¹Fï Fø FØG�F¸Fç FÝ FÔ�ÍFÜ 3 Fþ attachment-contains G c G 1 G y G M GyGŠ
GyFÜFÒ G� Fø Fç G�FéF¹2 FôFþ�ç�ÜGc G/ G2 GyFÜFÒ G� Go GQ GIGŠGF G"�w�™FçF �̧›�ç�ÜGc G/ G2 2 FôFþ�M
+´FÜ�µG�G�G�FéF¹AsyncOS F ÿ F ã F þ G o G Q G IG ŠG F G " 4 FôFþ�M+´FÜFÒ G� Fø �8�•FçF¸Fç FÝ FÔ�8���ÍFÜ 
Få G�FöFÔ G� Fø �8�•Fç G�FéF¹

Fç FÝFÔ�8���ÍGlGyGOG_GŠ GV/�æ�p MIME 4Š�(

G 9 G 4 G • G V F þ5 �0 
G "4 JF á G � F ïG �F �̧   F è G A G • G T G • G RF þ 2 FôFþ/²#'H�Ge GzGŠG• GTG; GG GV Fø HTMLH�FÜFÒ
G� ���œFA̧syncOS Fÿ5�0
Fç Fï4Š�(FÛ G� Fþ�M+´G"�œ0£Fç G�FëG#F¹�æG� G� FûF �̧›4Š�(Fþ�M+´G"�
FöF �̧q9×�ÍG"4E�¥Fç G�FéF¹AsyncOS F ÿ F ã F þ� ÍG "G lG yG OG _G Š G V G o G Q G IG ŠG FF þ� ÚF þ4 Š� (F Û
Fû3ã�•FéG� Fã Fø F÷F �̧œ0£�8���ÍG"�8�BFç G�FéF¹

if(< filter rule >('< pattern >',< minimum threshold >)){

if(body-contains('Company Confidential',2)){
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M� �# .

F÷F¸
�FéF¹

QFçF )̧��ÝFÛ G� �q9×
�•Fç FöF �̧q)
GG GA

Fû"I��Fþ#Ý1�F÷
ŠG F
Ü
G"��#'FéG� Fû

ëFþ5�0[�ØG"
"
FéF¹Fï Fø

ç G �F éF ¹
F ï F ø F ØG �F ¸body-contains  G c G 1 G y G M GyGŠGyG"0¿��FçF¸Fç FÝ FÔ�ÍG" 4 Fû0¿��Fç Fï Fø Fç G�FéF¹Fã Fã
GeGzGŠG• GTG; GG GV F¸HTMLF̧FÚG�G� 2 FôFþ�ç�ÜGc G/ G2 GyG"�µG� Go GQ GIGŠGF G"�w�™Fç G G o G Q
GIGŠGFF÷FÿF �̧�Fþ G� FÖ Fú�S4�G"�Q#ÝFç FöFÔG�FéF¹

body-contains  G c G 1 G y G M GyGŠGyFÿF¸Go GQ GIGŠGFFþ text/plain FÚG�G � text/html 4Š�(G"�q�6Fû�G!lFç
FöF¸Fã Fþ Go GQ GIGŠGFFþ GG GA G0 G"�8�•Fç G�FéF¹��FûF¸Fã G� G� Fþ GG GA G0Fþ)��ÝG"�š3
Fþ GG GA G0 G"4E�¥Fç G�FéF¹Få G� FûF¸Fã Fþ)��ÝG"�›�ç�ÜGc G/ G2 GyFÛ G� Fþ GG GA G0Fû3ã
G0 G"�8�•Fç G�FéF¹Go GQ GIGŠGFFû��Fþ�M+´�XFÜFÒ G� Fø Fç G�FéF¹

AsyncOS Fÿ text/plain Fø text/html 4Š�(Fþ�M+´G"�š3QFéG� FïG�F¸3 Fþ�8���ÍG"3ÉFç G�FéF¹Fã G�FÿF¸
G c G 1 G y G M GyGŠGyG" GV Gx G:GŠFéG� �q�`Fç FÝ FÔ�ÍG" 6Fï Fç FöFÔG�FëG#F¹

G A G •G TG •G R GU G1 G=GE Gu GX Gx G"�Q#ÝFç Fï Fç FÝFÔ�ÍFþ�8��

G A G • G T G • G R GU G1 G= GE Gu GX Gx G"�Q#ÝFéG� Fø F #̧Ý1�FþFÂ5�G�FÃG"0¿��Fç FöF¸G� G� (F�"
G c G 1 G y G M G 0 G = G E G u G • G " G V G x G :G ŠF ÷ F Ý G �F éF ¹F ï F ø F ØG �F F̧ ÂbankF Ã F ø F Ô F Ö # Ý1 �F ÷F ÿ G o G Q G IG G c G 1 G y
GM G" GV Gx G:GŠFëFêF F̧ÂbankFÃFþ�‹FûFÂaccountF Ã F ø F Ô F Ö # Ý1 �F ÜF Ò G � F ¸F å G � F û ABA GyGŠGT G1 G• G>$��•F
�µG�G�FöFÔG�G�F¸Gc G1 Gy GM G0 G= GE Gu G• G" GV Gx G:GŠFéG� �²0[FÜFÒ G� Fø Fç G�FéF¹Fã G�
FÿF 5̧�G�G"0¿��Fç FïGU G1 G= GE Gu GX Gx G"�Q#ÝFç FöF "̧I��Fþ#Ý1�G� FïFÿ#Ý1�Fþ)�G��œG�F
9 × F ß F ç G �F éF ¹G A G • G T G • G R G U G 1 G = G E G u G X G x G "� Q F Ö G o G Q G IG ŠG F G c G 1 G y G M F ÜG c G 1 G y G M GyGŠGyFþ�M+´G
0Û�oFéG� ���œF¸GA G• GT G• GR GU G1 G= GE Gu GX Gx Fþ5�G�G"�Q#ÝFç Fö�q)
$×Fú�8���ÍG"�ô�� Fç G�
FØG�F �̧�Fþ GA G• GT G• GR Fø 5�G�G"�æ��Fç Fö GA G• GT G• GR G U G 1 G = G E G u G X G x G "� 8� BF ç F ï F ø F

multipart/mixed

        multipart/alternative

                text/plain

                text/html

        application/octet-stream

        application/octet-stream

multipart/mixed

        multipart/alternative

                text/plain (2 matches)

                text/html (2 matches)

        application/octet-stream (1 match)

        application/octet-stream

/² 9-1 G A G •G TG •G R G U G 1 G = G E G u G X G xF þ� [

#Ý1�/GGGlGŠ GV ID 5�G�

ABA 3æ5 $��• 3

Account 2

Bank 1
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M� �# .

Q
�›G2

Q GIGŠGF�•�eFû

Ô� 8
�
�G �F éF ¹

G"
V Fÿ0Û
ð Få FÔF¹�æG� G� FûF¸

G�FéF¹Fï Fø FØ
Ü� ²
� G �F éH �F ¹

�� pF ØF ö G � � s8 jF ÿF Ò G � G �F ë
ã Fþ�‰�2FÿF¸

F ¹

QF ÷
��œF¸
F ã F þ G A G • G T G • G R G U G 1 G = G E G u G X G x G " dictionary-match  G � F ïF ÿ attachment-dictionary-match  G o G
GIGŠGF G c G 1 G y G M GyGŠGyFû6õ4��ÜFá G� Fø F¸AsyncOS Fÿ Go GQ GIGŠGF
ÆF÷�è�� Få G�Fï�M+´#Ý1�Fþ
G• GG GM G• GGFûFôFÔFöF �̧œ0£�8���ÍFû Fã Fþ#Ý1�Fþ5�G�G"3ã�•Fç G�FéF¹Fï Fø FØG�F¸Go G
#Ý1�FÂaccountFÃFþ G2 G• GG GM G• GG FÜ 3 Fô�µG�G�FöFÔ G� Go GQ GIGŠGFF÷FÿF �̧œ0£�8���Í Fø Fç Fö 6 FÜ3ã�•
F å G �G �F éF ¹G o G Q G IG ŠG F G c G 1 G y G M F þ F ç F Ý F Ô� ÍF Ü 6 Fû0¿�� Få G�FöFÔ G� ���œF¸AsyncOS F ÿ F ã F þ F ç F Ý F
���ÍFÜ 6Fï Få G�Fï Fø �8�•Fç G�FéF¹G� FïFÿF �̧›#Ý1�Fþ G2 G• GG GM G• GGFÜ 1 FôFêFô�µG�G�FöFÔ G� ���œ G
�œ0£�ÍFÿ 6 Fø Fú G� FïG�F¸Fã Fþ�8���ÍFû G� Fó Fö Gc G1 Gy GM G 0 G = G E G u G •F Ü G V G x G :G Š F å G

G o G Q G IG ŠG F G c G 1 G yG M
 ÆF þ AND GTGG GV Fø OR GTGG GV
G o G Q G IG ŠG F G c G 1 G y G M
 ÆF ÷F ¸AND G � F ïF ÿ OR GT GG GV G"0Û�oFéG� ���œF¸AsyncOS Fÿ�Y0[FúGT GG GV
0Û�oFç G�FëG#F¹Fç FïFÜFó FöF F̧ï Fø FØG�F �̧M�‰Fþ AND G T G G G V F Ü false Fþ���œF¸G� FÖ �M�‰FþGT GG G
�o Få G�G�FëG#F¹GT GG GV Fÿ�eFÛ G� �‘Fû0Û�o Få G�G� G�FáF÷FÿFúFÔFïG�F �̧@�–Fç Fö Fß F
AND FÚG�G� OR GT GG GV FÜ0Û�o Få G�G� ���œF �̧q G� �o�ÍFþ�*FÔGT GG GV FÜ�q�6Fû0Û�o Få G�
G�F �̧�FþGc G1 Gy GM F÷FÿF¸rcpt-to-group  G T G G G V G � G � G � � ˜2 � G x G K G ŠG GF þ� aF úF Ô remote-ip  G T G G G V F
Fê�q�6Fû0Û�o Få G�G�FéH��M+áFûF¸LDAP G T G G G V F þG � F Ö F Ü� ˜2 � G x G K G ŠG GF ÿ9 × F ß F ú G

� q G � G A G G G V F þ� *F ÔG T G G G V F Ü� q� 6F û� �/ œ F å G �G � F ïG �F 8̧ o%  F þ8 p� ÎG "
 °G
G#F¹GT GG GV Fþ��/œ8p�ÎG"�–0ÉFéG� �²0[FÜFÒ G� ���œFÿF¸if  �eG"G[ GG GV Få FëFö Fß Fð Få FÔF¹F
F ÷ F Ý G �7 H G � G A G G G V F þ9 ×F ÔG T G G G V G "4 JF á G � F ïG �F û G � � N� áF ç G �F é

��FûF¸G� FÖ �aFç0
7§Fú�[F÷1��ÂFç G�FéF¹

GE GG GT GnFÿ�eFÛ G� �‘Fû�'G" G>GyGŠGe�ìFéG� FïG�F �̧�Fþ G� FÖ FûFú G� G�FéF¹

Fã Fþ���œF¸GE GG GT GnFÜ�q�6Fû/œ FÖ FþFÿF¸(test1 AND test2)  F þ G A G G G V F ø test3  F þ G A G G G V F þ� š3
FéF¹�q�6Fû 2 $�G�Fþ AND G"0Û�oFç G�FéF¹3 FôFþGT GG GV FéG	FöF÷� Fè GA GG GV FÜFÛFÛ G� �test3  FÜ
�q�6Fû��/œ Få G�G�FéF¹Fã G�FÿF¸(test1 AND test2)  F þ G A G G G V F Ü 2 �¸FûFú G� FïG�F÷FéF¹

andTestFilter:

if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP") 

  { ... }

expensiveAvoid:

if (<simple tests>) 

  { if (<expensive test>)

    { <action> }

  }

if (test1 AND test2 AND test3) { ... }

if ((test1 AND test2) AND test3) { ... }
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

E Gu G• G"��*OFéG� GyGŠ
GM

ç Fö

¹

öFÔ

Ñ
�™*…
¹

þGi GG GV

Ô G�
�

G F÷FéF¹
FöFÔ
�M
�w�™
éF¹
G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy
� › G o G Q G IG ŠG F Gc G1 Gy GM FûFÿF¸Gc G1 Gy GM G"4:#ÝF÷ FÝ G� Go GQ GIGŠGFFþ GA Gz G= G
GyFÜ�µG�G�FöFÔG�FéF¹Gc G1 Gy GM GyGŠGyG"��*OFç FöF¸true  G"3ÉFé Go GQ GIGŠGFG�FþGc G1 Gy G 0 G =
GE Gu G• G"��*OFç G�FéF¹

6õ4�8o% 

• G c G 1 G y G M GyGŠGyFþ�+0[Fþ/²H�9-10 GhGŠGFH�

• GyGŠGyF÷�Q#ÝFéG� �G0d/²#'H�9-17 GhGŠGFH�

• G G G lG Š G V IDH�9-21 GhGŠGFH�

• G o G Q G IG ŠG F G c G 1 G y G M G 0 G = G E G u G •F þ1 �� Â F ø � [H �9-58 GhGŠGFH�

G c G 1 G yG M GyGŠGyFþ�+0[Fþ/²
 /² 9-2 FûF¸Go GQ GIGŠGF G c G 1 G y G M F ÷� Q# ÝF ÷ F Ý G �G yG ŠG yG " G � F ø G �G �F éF ¹
/² 9-2 G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

GyGŠGy �S�e 1��Â  

�ó�¡Gf GQ GNGŠ
H�Subject HeaderH�

subject �ó�¡Gf GQ GNGŠFÜ"I��FþG_ GMGŠG• Fø �M+´F
F Ô G � F ÛF ¹subject GyGŠGyH�9-24 GhGŠGFH�G"�g!·Fç
F ö F ß F ð F å F ÔF ¹

�•�eGCG2GHH�Body 
SizeH�

body-size �•�eFþGC G2 GHFÿ�M��Fþ(
�V
ÆFÛF¹�•�eGC G2 GH 
GyGŠGyH�9-27 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF

G6G•GgG{GŠGe3æ
�™*…H�Envelope 
SenderH�

mail-from G6G•GgG{GŠGe3æ�™*…H�Envelope From, <MAIL 
FROM>H�FÜ�æ��Fç FïG_ GMGŠG• Fø �M+´Fç F
G � F ÛF ¹G6G•GgG{GŠGe3æ�™*…GyGŠGyH�9-26 GhGŠ
GFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

G>GyGŠGe
ÆFþG6G•
GgG{GŠGe3æ�™*…
H�Envelope Sender 
in GroupH�

mail-from-group G6G•GgG{GŠGe3æ�™*…H�Envelope From <MAIL 
FROM>H�FÜF �̧æ��Fç Fï LDAP G>GyGŠGe
ÆFû�
�~FéG� FÛF¹G>GyGŠGe
ÆG6G•GgG{GŠGe3æ
GyGŠGyH�9-26 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF

3æ�™*…G>GyGŠGe
H�Sender GroupH�

sendergroup FùFþ3æ�™*…G>GyGŠGeFÜF¸Gx GGGXGŠF G0
G = G I G G GTGŠGdGyH�HATH�Fû�M+´FéG� FÛF¹3æ�™*…
G>GyGŠGe GyGŠGyH�9-27 GhGŠGFH�G"�g!·Fç Fö Fß
F ð F å F ÔF ¹

G>GyGŠGe
ÆG6G•Gg
G{GŠGeH�Envelope 
RecipientH�

rcpt-to G6G•GgG{GŠGe�w�™*…H�Envelope To, <RCPT 
TO>H�FÜ�æ��Fç FïG_ GMGŠG• Fø �M+´Fç FöF
FÛF¹G6G•GgG{GŠGe�w�™*…GyGŠGyH�9-25 GhGŠGFH
G"�g!·Fç Fö Fß Fð Få FÔF¹

�@H�rcpt-to  GyGŠGyFÿ Go GQ GIGŠGFGgGŠG
Go GQ GIGŠGFFû0
�XFþ�w�™*…FÜ0¿�� Få G�
G� ���œF F̧ÔFêG�FÛ 1 �ÇFþ�w�™*…FÜGyGŠGy Fø
+´Fç FöFÔG�G�F �̧æ� �Fç F ï� �# .FÜFéG	FöFþ
*…Fû�PFéG� Go GQ GIGŠGFFû4:#Ý Få G�G�F
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

…GyGŠ

gGŠ
ÜFÒ G� ��

ŠGFFþFé

G Q G IG ŠG F
=

2 G • G MG ŠG c G 5
5 G 2

F¹

)�#äF÷�†

Ü� µG �G �F öF Ô
Fø �M+´

¹

�™*…F÷Fÿ
ŠF û� PF ç F ö� µ

y GM
Š

¹
¹

GM

�

G>GyGŠGe
ÆG6G•Gg
G{GŠGe

�w�™*…H�Envelope 
Recipient in 
GroupH�

rcpt-to-group G6G•GgG{GŠGe�w�™*…H�Envelope To, <RCPT 
TO>H�FÜF �̧æ��Fç Fï LDAP G>GyGŠGe
ÆFû�Ñ�~
FéG� FÛF¹G>GyGŠGe
ÆG6G•GgG{GŠGe�w�™*
GyH�9-25 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�@H�rcpt-to-group  GyGŠGyFÿ Go GQ GIGŠGFG
GG F÷FéF¹Go GQ GIGŠGFFû0
�XFþ�w�™*…F
�œF¸G>GyGŠGeFþ�w�™*…FÜ 1 �ÇF÷ G� �è�� Få G�G�
G�F �̧æ�� Få G�FïG0 G= GE Gu G•FÜ Go GQ GIG
G	FöFþ�w�™*…Fû4:#Ý Få G�G�FéF¹

G x G pG Š G VIP
H�Remote IPH�

remote-ip G x G pG Š G V G i G G G V F Û G � 3 æ� ™ F å G �F ï G o
FÿF �̧æ��Fç Fï IP G 0 G W G z G G G � F ïF ÿ IP G d G { G Q G
Fû�M+´Fç FöFÔ G� FÛF¹G x G pG Š G V IP GyGŠGyH�9-28 
GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�w�™G2 G• GM GŠGc G5
G 2 G GH �Receiving 
InterfaceH�

recv-int G o G Q G IG ŠG FF ÿF �̧ æ� �F åG �F ï� w� ™G
G 2 G G) �# äF ÷� †F ÔF ïF ÛF ¹�w�™ IP G 2 G • G MG ŠG c G
GG GyGŠGyH�9-29 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔ

�w�™Gx GGGXGŠ
H�Receiving 
ListenerH�

recv-listener Go GQ GIGŠGFFÿF �̧æ�� Få G�Fï Gx GGGXGŠ
FÔFïFÛF¹�w�™ Gx GGGXGŠ GyGŠGyH�9-28 GhGŠGFH�G"
�g!·Fç Fö Fß Fð Få FÔF¹

�¥�ÜH�DateH� date #'�~�ì�IFÿ"I��Fþ�¥�ìFþ�SFÛ�‹FÛF¹ �¥�ÜGyGŠ
GyH�9-29 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

G f G Q G NG ŠH �HeaderH� header(< string >) G o G Q G IG ŠG FF û" I� �F þG f G Q G NG ŠF
G� FÛF¹Gf GQ GNGŠFþ�ÍFÜ"I��FþG_ GMGŠG•
F ç F öF Ô G � F ÛF ¹G f G Q G NG Š GyGŠGyH�9-29 GhGŠGFH�G"
�g!·Fç Fö Fß Fð Få FÔF¹

G w G •G NG n
H�RandomH�

random(< integer >) Gw G•GNGn$��•Fÿ�M��Fþ(
�V
ÆFÛF¹�˜�XGyGŠGy
H�9-30 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�w�™*…�X
H�Recipient CountH�

rcpt-count Fã Fþ7Á�Ê Go GŠGyFþ�w�™*…Fþ�Ç�XF¹�w�™*…�X
GyGŠGyH�9-31 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF

G 0 G W G zG G� X
H�Address CountH�

addr-count() �w�™*…Fþ(ü'��XF¹

 Fã FþGc G1 Gy GM FÿF Ģ6G•GgG{GŠGeFþ�w
F ú F ß G o G Q G IG ŠG F� •� eF þG f G Q G NG
+�FéG� !lFÜ rcpt-count G c G 1 G y G M GyGŠGy Fø $�
F ú G � G �F éF ¹G0 GW Gz GG�XGyGŠGyH�9-31 GhGŠGFH�G"
�g!·Fç Fö Fß Fð Få FÔF¹

SPFGGGTGŠ GM GG
H�SPF StatusH�

spf-status SPF �è0ÉGG GTGŠGM GGFþ�ÍF¹Fã FþGc G1 G GyGŠ
GyF÷FÿF¸Få G� Fæ G� Fú SPF �è0É)��ÝG" G= G6 Gx G
F ÷ F Ý G �F éF ¹� w�  F ú SPF/SIDF � ` G � � ÍF ä F ø F û$ �
F ú G � G 0 G = G E G u G • G "
 °� ŠF ÷ F Ý G �F éFSPF-Status 
GyGŠGyH�9-38 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF

SPF�œ�AH�SPF 
PassedH�

spf-passed SPF/SIDF �è0ÉFû�œ�AFç FïFÛF¹Fã FþGc G1 Gy 
GyGŠGyFÿ SPF/SIDF )��ÝG"GdGŠGy�Í Fø Fç Fö�M
+á�ìFç G�FéF¹SPF-Passed GyGŠGyH�9-39 GhGŠGFH
G"�g!·Fç Fö Fß Fð Få FÔF¹
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

G1 Gy
o GŠGF�(

F÷ FÝ

V G� Fï
G�FöFÔ
�ÍF÷�æ

6õ4�FéG�

V FÜ
F ÛF ¹G _ G MG ŠG •

yFÿ

F¹

y�¡Fþ
öFÔ G�

yF Ü G o G Q

ÔF¹
G 2 G o G ŠG F0 Û� o
H�Image verdictH�

image-verdict G 2 G o G ŠG F GG G; Gq G•Fþ0Û�oFþ)��ÝF¹Fã FþGc
GM GyGŠGyG"�Q#ÝFç FöF¸Få G� Fæ G� Fú G2 G
�ÒFþ0Û�oFûFôFÔFö�eFÔ�œG�FëG� Fã Fø FÜ
G�FéF¹G 2 G o G ŠG F� (� ÒH �9-79 GhGŠGFH�G"�g!·Fç Fö
F ß F ð F å F ÔF ¹

G}GŠG=G;GsGŠ�X
H�Workqueue 
countH�

workqueue-count G}GŠ G= G; GsGŠ�X Fø �æ��Fç Fï�ÍFþ�š3Q)��ÝH�'¼
Fç FÔF �̧¨FÔF �̧aFúFÔH�F¹workqueue-count GyGŠGy
H�9-40 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�•�eGGG;Gq G•
H�Body ScanningH�

body-contains(< regular 
expression >)

�æ��Fç FïG_ GMGŠG• Fø �M+´FéG� GTG; GG G
Fÿ�ç�ÜGc G/ G2 GyFÜ Go GQ GIGŠGFFû�µG�
G� FÛF¹G_ GMGŠG•Fþ$Î#Õ�G�XFÜF¸Fç FÝ FÔ
��Fç Fï�q�`�G�X�è�VF÷FÒ G� �²0[FÜFÒ G� G�FéF¹

G6G• GF G•FÿF 4̧Ä�™GG GTGŠGM GG4Š�( Fø
�ç�ÜGc G/ G2 GyG" GG G; Gq G• Fç G�FéF¹

�•�eGG G; Gq G• GyGŠGyH�9-31 GhGŠGFH�G"�g!·Fç
F ö F ß F ð F å F ÔF ¹

�•�eGGG;Gq G•
H�Body ScanningH�

only-body-contains(< regular 
expression >)

�æ��Fç FïG_ GMGŠG• Fø �M+´FéG� GTG; GG G
G o G Q G IG ŠG F� •� eF û� µG �G �F öF Ô G �
Fþ$Î#Õ�G�XFÜF¸Fç FÝ FÔ�ÍF÷�æ��Fç Fï�q�`�G�X
�è�VF÷FÒ G� �²0[FÜFÒ G� G�FéF¹�ç�ÜGc G/ G2 G
G G G ; G q G • F å G �G �F ëG #F ¹�•�eGG G; Gq G•H�9-32 
GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�/�•�ì�è��
H�Encryption 
DetectionH�

encrypted Go GQ GIGŠGFFÿ�/�•�ì Få G�FöFÔ G� FÛF¹�/�•�ì�è
��GyGŠGyH�9-33 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔ

�ç�ÜGc G/ G2Gy�¡
H�Attachment 
FilenameH�a

attachment-filename �æ��Fç FïG_ GMGŠG• Fø �M+´FéG� Gc G/ G2 G
�ç�ÜGc G/ G2 GyFÜ Go GQ GIGŠGFFû�µG�G�F
FÛF¹�ç�ÜGc G/ G2 Gy�¡GyGŠGyH�9-34 GhGŠGFH�G"�g
! ·Fç Fö Fß Fð Få FÔF¹

�ç�ÜGc G/ G2GyGM G2
GeH�Attachment 
TypeH�a

attachment-type "I��Fþ  MIME G M G 2 G eF þ� ç� ÜG c G / G 2 G
GIGŠGFFû�µG�G�FöFÔ G� FÛF¹�ç�ÜGc G/ G2 Gy G M G 2
Ge GyGŠGyH�9-33 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få F
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

_ GMGŠ
G / G 2
�

�̧ÙG�

Š

2 Gy
,

•

yF Ü G o G Q
yFÿ

¹H�G0
û�æ�� Få G�
M G2 Ge

� [

yFÜ Go GQ
�ç�ÜGc G/ G2GyFþ
G c G / G 2G yG M G 2 G ea

H�Attachment File 
TypeH�

attachment-filetype Gc G1 G•G:GŠGe Gx G• GV Fû�öFõ Fß "I��FþG
G• Fø �M+´FéG� Gc G/ G2 Gy G M G 2 G eF þ� ç� ÜG c
GyFÜ Go GQ GIGŠGFFû�µG�G�FöFÔ G� FÛHUNIX Fþ 
file  GA GlG• GW Fø � �]H�F¹�ç�ÜGc G/ G2 GyFÜ Excel 
G � F ïF ÿ Word GW G; Gs Go G• GV F÷FÒ G� ���œF
3¸G�Gc G/ G2 Gy G M G 2 G eF þ .exeF.̧dllF.̧bmpF.̧tiff F¸
.pcxF.̧gifF.̧jpegFp̧ngF̧FÚG�G� Photoshop G 2 G o G
GF G"�è(ôFéG� Fã Fø G� F÷ FÝ G�FéF¹

�w� Fú Gc G1 Gy GM G"�8�BFéG� FûFÿF¸Gc G/ G GM
G2 GeG"�,#Ý'¢F÷�VG��²0[FÜFÒ G� G�FéF¹�M5��
#Ý'¢G� FïFÿ�§5��,#Ý'¢G"�Q#ÝF÷ FÝ G�FéF¹Fï Fø
FØG�F¸.exe �ç�ÜGc G/ G2 GyG"�è(ôFéG� FûFÿF �̧�
Fþ�S�eG"�Q#ÝFç G�FéF¹
if (attachment-filetype == "exe")

0ò(ýFûFôFÔFöFÿF¸�ç�ÜGc G/ G2 GyFþ GG G; Gq G 
G o G Q G IG ŠG F G c G 1 G y G M F þ� [H �9-85 GhGŠGFH�G"�g
! ·Fç Fö Fß Fð Få FÔF¹

�ç�ÜGc G/ G2Gy 
MIME G M G 2 G e
H�Attachment MIME 
TypeH�a

attachment-mimetype "I��Fþ  MIME G M G 2 G eF þ� ç� ÜG c G / G 2 G
GIGŠGFFû�µG�G�FöFÔ G� FÛF¹Fã FþGyGŠG 
attachment-type  GyGŠGyFû��FöFÔG�FéFÜF¸
MIME �ç�ÜGc G/ G2 GyF÷�æ�� Få G�Fï MIME GM
G2 GeFþG�FÜ0Û�o Få G�G� !lFÜ$�Fú G� G�FéF
Ge Gw G2 G0 G• GGFÿF¸GM G2 GeFÜ�Â&g$×F
FöFÔFúFÔ���œF �̧Ñ�G�ÊFÛ G� Gc G/ G2 GyFþ G
G"FÂ�£ �FÃFéG� Fã Fø FÿFÒ G� G�FëG#H�F¹�ç�ÜGc G/
G 2 G yF þ G G G ; G q G • G o G Q G IG ŠG F G c G 1 G y G M F þ
H�9-85 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�–1¤FåG�Fï�ç�Ü
G c G / G 2G y
H�Attachment 
ProtectedH�

attachment-protected G_GG G}GŠ GW �–1¤ Få G�F ï� ç�ÜGc G/ G2 G
GIGŠGFFû�µG�G�FöFÔ G� FÛF¹�–1¤ Få G�Fï�ç�Ü
G c G / G 2 G yF þ7 x7 ³H �9-88 GhGŠGFH�G"�g!·Fç Fö Fß
F ð F å F ÔF ¹
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

G•
FÜF÷
FÔ
F öF Ô

G�FéF¹

ø
û
yG"

M� ²� óF ÷
ï Fø FØ
^ F ø � –1 ¤

FöFÔ G�

H�

V G� Fï
þ�ç�Ü
MG ŠG •F þ$ Î# Õ

IGŠGFFþ
 ²
Fç G�FéF¹
/²&gFé

x
ŠGFFû

GyFûF¸
�µG�G�
Fþ�ç�Ü
ôG�

ë
�æ��Fç

y
¹

�–1¤FåG�FöFÔFúFÔ
�ç�ÜGc G/ G2Gy
H�Attachment 
UnprotectedH�

attachment-unprotected attachment-unprotected Gc G1 GyGM�²�óFÿF �̧–1¤Få
G�FöFÔFúFÔ�ç�ÜGc G/ G2GyG" GGG; Gq G• G6G•GFG•
FÜ�è��Fç Fï���œFû true G"3ÉFç G�FéF¹GGG; Gq 
G6G•GFG•FÜ�ç�ÜGc G/ G2GyG"1�G��vG� Fã Fø
FÝ Fï���œF F̧íFþGc G/ G2GyFÿ�–1¤FåG�FöFÔFú
F ø 0 bF ú F åG �G �F éF ¹zip G c G / G 2G yF û� –1 ¤F åG �
FúFÔ Go G•G^FÜ�µG�G�FöFÔG����œF F̧íFþ zip G c G /
G2GyFÿ�–1¤FåG�FöFÔFúFÔ Fø 0bFú FåG�

�@H�attachment-unprotected G c G 1 G y G M� ²� ó F 
attachment-protected Gc G1 Gy GM�²�óFÿF %̧&�«F
�<�Ú$×F÷FÿFÒ G� G�FëG#F¹� Fè �ç�ÜGc G/ G2 G
G G G ; G q G •F éG � F ø F �̧ g� ‰F þG c G 1 G y G true 
FÜ3É Få G�G� ���œFÜFÒ G� G�FéF¹Fã G�FÿF F̧
G�Fz̧ip G c G / G 2 G yF û� –1 ¤ F å G �F ï G o G •G
Få G�FöFÔFúFÔ Go G•G^Fþ�g�‰FÜ�µG�G�
���œFû$Î#ÕFç G�FéF¹

�–1¤ Få G�FöFÔFúFÔ�ç�ÜGc G/ G2 GyFþ�è� �9-89 
GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�ç�ÜGc G/ G2GyFþGG
G;Gq G•
H�Attachment 
Scanning H�a

attachment-contains(< regular 
expression >)

�æ��Fç FïG_ GMGŠG• Fø �M+´FéG� GTG; GG G
Fÿ�9Fþ�ç�ÜGc G/ G2 GyFÜF¸Go GQ GIGŠGFF
G c G / G 2 G yF û� µG �G �F öF Ô G � F ÛF ¹G _ G
�G�XFÜF¸Fç FÝ FÔ�ÍF÷�æ��Fç Fï�q�`�G�X�è�VF÷
FÒ G� �²0[FÜFÒ G� G�FéF¹

F ã F þG yG ŠG yF ÿ body-contains()  GyGŠGy Fø ��Fö
FÔG�FéFÜF¸Fã FþGyGŠGyF÷FÿF¸Go GQ G
�/FþFÂ�•�eFÃG" GG G; Gq G• Fç FúFÔ G� FÖ Fû
FôG� G� F ĢtGŠGDFÜ�ç�ÜGc G/ G2 Gy Fø Fç Fö
G� � ��œFðFá GG G; Gq G• Fç G�FéF¹�ç�ÜGc G/ G2 GyFþ
G G G ; G q G • G o G Q G IG ŠG F G c G 1 G y G M F þ� [H �9-85 
GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�ç�ÜGc G/ G2GyFþGG
G;Gq G•
H�Attachment 
Scanning H� 

attachment-binary-contains(<
regular expression >)

�æ��Fç FïG_ GMGŠG• Fø �M+´FéG� G^ G2 GX G GUGŠ
GM FÜ�Ñ�~FéG� �ç�ÜGc G/ G2 GyFÜ Go GQ GIG
�µG�G�FöFÔ G� FÛF¹

F ã F þG yG ŠG yF ÿ attachment-contains ()  GyGŠ
GyFû��FöFÔG�FéFÜF Ģ^ G2 GX Gx GUGŠGM
ÆFþG_
GMGŠG•FþG�G"�è(ôFç G�FéF¹

�ç�ÜGc G/ G2GyFþGG
G;Gq G•
H�Attachment 
Scanning H�

every-attachment-contains(< r
egular expression >)

Fã Fþ Go GQ GIGŠGFFþFéG	FöFþ�ç�ÜGc G/ G2
"I��FþG_GMGŠG• Fø �M+´FéG� GTG; GG GV FÜ
FöFÔG�FÛF¹�P1ßFþGTG; GG GV FÜFéG	Fö
Gc G/ G2Gy
ÆFû�Ñ�~FéG� �²0[FÜFÒ G� G�FéF¹F
G� ��7•Fû��/œFåG�G� G0 G= GE Gu G•FÿF �̧›�ç�Ü
G c G / G 2G yF û� PF éG �F Âattachment-contains() FÃFþ
1=#. AND  ‡'ìF÷FéF¹�•�eFÿGG G; Gq G• FåG�G�F
G#F¹G_GMGŠG•Fþ$Î#Õ�G�XFÜF¸Fç FÝFÔ�ÍF÷
Fï�q�`�G�X�è�VF÷FÒ G��²0[FÜFÒ G� G�FéF¹

�ç�ÜGc G/ G2 GyFþ GG G; Gq G• G o G Q G IG ŠG F G c G 1 G
G M F þ� [H �9-85 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

G c G / G 2 G yF þ
F¹Fã


²�/FþFÂ�•
F¹FôG� G� F¸
���œ
FÿF ĢUGAGŠ

G =G =

G •
•

E G u
ÔF¹

F þ� G0 d
G"
FÝ FÔ

0d/²
FéF¹G_
Fï�q

0d/²
ÛG"�8

ÿ#Ý1�
F¹
¹

�ç�ÜGc G/ G2GyFþGC
G2GHH�Attachment 
SizeH�a

attachment-size G o G Q G IG ŠG FF û� µG �G �F öF Ô G � � ç� Ü
GC G2 GHFÜ"I��Fþ(
�V
ÆFû�pG� Fó FöFÔ G� FÛ
FþGyGŠGyFÿ body-size  GyGŠGy Fø ��FöFÔG�Fé
FÜF¸Fã FþGyGŠGyF÷FÿF¸Go GQ GIGŠGFFþ
�eFÃG" GG G; Gq G• Fç FúFÔ G� FÖ Fû Fç G�Fé
GtGŠGDFÜ�ç�ÜGc G/ G2 Gy Fø Fç Fö/²&gFéG�
FðFá GG G; Gq G• Fç G�FéF¹Fã FþGC G2 GH
G W F éG � � SF û0 Û� o F å G �G �F éF ¹�ç�ÜGc G/ G2 GyFþ GG
G ; G q G • G o G Q G IG ŠG F G c G 1 G y G M F þ� [H �9-85 GhGŠ
GFH�G"�g!·Fç Fö Fß Fð Få FÔF¹


¶6äGd Gw GQ G= Gx GG
G V H �Public 
BlacklistsH�

dnslist(< query server >) 3æ�™*…Fþ IP G 0 G W G z G GF ÜG _G d G x G Q G d G w G Q
G x G G G V GCGŠG^H�RBLH�
ÆFû�Ñ�~FéG� FÛF¹DNS 
G x G G G V GyGŠGyH�9-35 GhGŠGFH�G"�g!·Fç Fö Fß Fð
F å F ÔF ¹

SenderBaseG z G b G s
GTGŠGE Gu G•
H�SenderBase 
ReputationH�

reputation 3æ�™*…Fþ SenderBase G z G b G s G TG ŠG E G u G G G A
G0Fþ�ÍF¹SenderBase G z G b G s G TG ŠG E G u G GyGŠGy
H�9-35 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

SenderBaseG z G b G s
GTGŠGE Gu G•Fú Fç
H�No SenderBase 
ReputationH�

no-reputation SenderBase G z G b G s G TG ŠG E G u G •F ÜF ÂNoneFÃFþ��
�œFû�Q#ÝFç G�FéF¹SenderBase G z G b G s G TG ŠG
G• GyGŠGyH�9-35 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få F

3¡�iH� DictionaryH�b dictionary-match( <dictionary
_name>)

G o G Q G IG ŠG F� •� eF ûF ¸dictionary_name F÷�æ��Fç
Fï�¡�SFþ GA G• GT G• GR G U G 1 G = G E G u G X G x
/²#'G� FïFÿ#Ý1�FÜ�µG�G�FöFÔ G� FÛFù FÖ FÛ
�8�9Fç G�FéF¹G_ GMGŠG•Fþ$Î#Õ�G�XFÜF¸Fç
�ÍF÷�æ��Fç Fï�q�`�G�X�è�VF÷FÒ G� �²0[FÜFÒ
G � G �F éF ¹3¡�iGyGŠGyH�9-36 GhGŠGFH�G"�g!·Fç Fö
F ß F ð F å F ÔF ¹

�ç�ÜGU G1 G= GE Gu GX
G x � M+ ´
H�Attachment 
Dictionary MatchH�

attachment-dictionary-match(
<dictionary_name >)

�ç�ÜGc G/ G2 GyFûF¸dictionary_name F÷�æ��Fç Fï
�¡�SFþ GA G• GT G• GR GU G1 G= GE Gu GX Gx Fþ�G
#'FÜ�µG�G�FöFÔ G� FÛFù FÖ FÛG"�8�9Fç G�
GMGŠG•Fþ$Î#Õ�G�XFÜF¸Fç FÝ FÔ�ÍF÷�æ��Fç
�`�G�X�è�VF÷FÒ G� �²0[FÜFÒ G� G�FéF¹3¡�iGyGŠ
GyH�9-36 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�ó�¡GU G1 G= GE Gu GX
Gx �M+´H�Subject 
Dictionary MatchH�

subject-dictionary-match( <di
ctionary_name >)

�ó�¡Gf GQ GNGŠFûF¸dictionary name F÷�æ��Fç Fï
�¡�SFþ GA G• GT G• GR GU G1 G= GE Gu GX Gx Fþ�G
#'G� FïFÿ#Ý1�FÜ�µG�G�FöFÔ G� FÛFù FÖ F
�9Fç G�FéF¹3¡�iGyGŠGyH�9-36 GhGŠGFH�G"�g!·Fç
F ö F ß F ð F å F ÔF ¹

G f G Q G NG ŠG U G 1 G =
G E G u G X G x � M+ ´
H�Header Dictionary 
MatchH�

header-dictionary-match( <dic
tionary_name >, < header >)

�æ��Fç FïGf GQ GNGŠH��±�e�Ð Fø �`�e�ÐG"�
�9H�
FûFḑictionary name F÷�æ��Fç Fï�¡�SFþ GA G• GT
G • G R GU G1 G= GE Gu GX Gx Fþ�G0d/²#'G� FïF
FÜ�µG�G�FöFÔ G� FÛFù FÖ FÛG"�8�9Fç G�Fé3¡�i
GyGŠGyH�9-36 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF

/² 9-2 G o G Q G IG ŠG F G c G 1 G yG M GyGŠGyH�)FFÝH�

GyGŠGy �S�e 1��Â  
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

GIGŠ
ã
G� Fø �8� • Få

G�Fï
þ Fç FÝ FÔ

G x F þ

G x F þ

Go GQ GIGŠ
Fþ1�0É�íG�
�9

ÛG"�8

FÛG"

*…
�•�eGU G1 G= GE Gu GX
Gx �M+´H�Body 
Dictionary MatchH� 

body-dictionary-match( <dicti
onary_name >)

Fã FþGc G1 Gy GM�²�óFÿF 3̧¡�iFþ#Ý1�FÜ Go GQ
GF�•�eFû�µG�G�FöFÔG�G� true G"3ÉFç G�FéF¹F
FþGc G1 Gy GM FÿF �̧ç�ÜGc G/ G2 GyF÷FÒ
G�FúFÔ MIME 4Š�(Fþ#Ý1�Fû�M+´Fç G�FéF¹G�
FïF ĢtGŠGDFÜ��*OFç Fï Fç FÝ FÔ�ÍFÜ 6Fï Få
���œ G� true G"3ÉFç G�FéH�GUGc G7Gy GV F
�ÍFÿ  1 F÷FéH�F¹3¡�iGyGŠGyH�9-36 GhGŠGFH�G"�g
! ·Fç Fö Fß Fð Få FÔF¹

G6G•GgG{GŠGe�w�™
*…GU G1 G= GE Gu GX Gx
�M+´H�Envelope 
Recipient 
Dictionary MatchH�

rcpt-to-dictionary-match( <di
ctionary_name >)

G6G•GgG{GŠGe�w�™*…FûF¸dictionary name F÷�æ
� �Fç F ï� ¡�SFþ GA G• GT G• GR G U G 1 G = G E G u G X
�G0d/²#'G� FïFÿ#Ý1�FÜ�µG�G�FöFÔ G� FÛFù FÖ
FÛG"�8�9Fç G�FéF¹3¡�iGyGŠGyH�9-36 GhGŠGFH�G"
�g!·Fç Fö Fß Fð Få FÔF¹

G6G•GgG{GŠGe3æ�™
*…GU G1 G= GE Gu GX Gx
�M+´H�Envelope 
Sender Dictionary 
MatchH�

mail-from-dictionary-match( <
dictionary_name >)

G6G•GgG{GŠGe3æ�™*…FûF¸dictionary name F÷�æ
� �Fç F ï� ¡�SFþ GA G• GT G• GR G U G 1 G = G E G u G X
�G0d/²#'G� FïFÿ#Ý1�FÜ�µG�G�FöFÔ G� FÛFù FÖ
FÛG"�8�9Fç G�FéF¹3¡�iGyGŠGyH�9-36 GhGŠGFH�G"
�g!·Fç Fö Fß Fð Få FÔF¹

SMTP1�0É�íG�
GtGŠGD�M+´H�SMTP 
Authenticated User 
MatchH�

smtp-auth-id-matches( <target
> [, <sieve-char>] ) 

G6G•GgG{GŠGe3æ�™*…FþG0 GW Gz GG Fø
GF Gf GQ GNGŠFþG0 GW Gz GGFÜF 3̧æ�™*… 
SMTP GtGŠGD ID Fø �M+´FéG� FÛFù FÖ FÛG"�8
F ç G �F éF ¹SMTP Authenticated User Match GyGŠ
GyH�9-40 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

FÿFÔH�TrueH� true FéG	FöFþ Go GQ GIGŠGF Fø �M+´Fç G�FéF¹true GyGŠ
GyH�9-24 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�w� H�ValidH� valid Go GQ GIGŠGFFû0Ž�Ò�Y+�G� FïFÿ!“� Fú MIME 
4Š�(FÜFÒ G� ���œFû false G"3ÉFçF F̧íG��è�¥Fþ
���œFÿ  true G"3ÉFç G�FéF¹valid GyGŠGyH�9-24 
GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

*+�¡�íG�H� SignedH� signed Go GQ GIGŠGFFÜ*+�¡�íG�F÷FÒ G� FÛFù FÖ F
�9Fç G�FéF¹signed GyGŠGyH�9-42 GhGŠGFH�G"�g!·
F ç F ö F ß F ð F å F ÔF ¹

*+�¡0É�Â�i
H�Signed 
CertificateH�

signed-certificate(<field> 
[<operator> <regular 
expression>])

Go GQ GIGŠGF*+�¡*…G� FïFÿ X.509 0É�Â�i$Î/œ
*…FÜ"I��FþG_ GMGŠG• Fø �M+´FéG� FÛFù FÖ
�8�9Fç G�FéF¹*+�¡�ÜFÝ0É�Â�iGyGŠGyH�9-42 
GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

G f G Q G NG Š) Þ G �3 ÉF ç
�G�XH�Header 
RepeatsH�

header-repeats (<target>, 
<threshold> [, <direction>])

�õ�–Fþ�ì!lF÷��Fþ�²�óFþ Go GQ GIGŠGFFÜ�æ��
F å G �F ï� XF ðF á� è� � F å G �G � F ø F ¸true G"�`Fç G�
FéF¹

• 4#�d 1 �ì6ëFþ� �M�ó�¡Gf GQ GNGŠG"�âFô
G o G Q G IG ŠG F

• 4#�d 1 �ì6ëFþ� �MFþG6G•GgG{GŠGe3æ�™
F Û G � F þ G o G Q G IG ŠG F

G f G Q G NG Š) Þ G � 3 ÉF ç � G� XG yG ŠG yH �9-45 GhGŠGFH�
G"�g!·Fç Fö Fß Fð Få FÔF¹

/² 9-2 G o G Q G IG ŠG F G c G 1 G yG M GyGŠGyH�)FFÝH�

GyGŠGy �S�e 1��Â  
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

G IG ŠG F�F û� �# .
�è7FFþ��#.FÜ�õ
Go GQ




F þ
Æ

F ÷ F Ý

�

F þ
´FéG� FÛ

Fû�µG�

þ
G�

¹

éF¹
Cisco G 0G e G w G 2 G 0 G • G GF û3 æ� ™ F å G �G � G o G Q G IG ŠG FF ÿF ÔF êG � G � F �̧ › G o G Q G c G 1 G y G M F ÷8 p$
Få G�G�FéF¹FïFð FçF �̧q)
G0 G= GE Gu G• G"�æ��Fç Fï���œFÿF¸Go GQ GIGŠGFFû�PFéG� FíG�
� F F å G �G �F éF ¹H �G o G Q G IG ŠG F G c G 1 G y G M G 0 G = G E G u G •H �9-3 GhGŠGFH� G"�g!·H�F¹Gc G1 Gy GM FÿFéG	FöFþ
GIGŠGFFû4:#ÝFéG� Fã Fø G� F÷ FÝ G�FéF¹G� FïF ĢyGŠGyFÿ1=#.�K)F�ÊH�ANDFO̧RFŅOTH�G"�Q#ÝFç Fö)��œ
FéG� Fã Fø G� F÷ FÝ G�FéF¹

GyGŠGyF÷�Q#ÝFéG��G0d/²#'
GyGŠGyFþ��*OFû�Q#ÝFéG� G0 GV Gm GQ G= G T G G G V F þ� M4 ŠF ÷F ÿF ¸�G0d/²#'!·�œ G"/œFÔG�FéF¹�G0d/²#'Fÿ0
7§FûFú G� ���œFÜFÒ G� G�FéF¹��Fþ/²FÿF¸Go GQ GIGŠGF G c G 1 G y G M GyGŠGyF÷�G0d/²#'G"4:#ÝFéG� ���œFþ
% �ó Fø Fç Fö�Q#ÝFç Fö Fß Fð Få FÔF¹

URLG z G b G s G TG Š
G E G u G •H �URL 
ReputationH� 

url-reputation
url-no-reputation

G o G Q G IG ŠG FF û� µG �G �F öF Ô G � � õ� – URL FþGz
G b G s G TG ŠG E G u G • GG GA G0FÜF �̧æ�� Få G�Fï(
�V

FûFÒ G� FÛFù FÖ FÛF¹

URL FþGz Gb Gs GTGŠGE Gu G• G G G A G 0F Ü� Q# Ý
FúFÔFÛFù FÖ FÛF¹

URL G z G b G s G TG ŠG E G u G • GyGŠGyH�9-47 GhGŠGFH
G"�g!·Fç Fö Fß Fð Få FÔF¹

URL FþG9 GTGB Gx
H�URL CategoryH�

url-category G o G Q G IG ŠG FF û� µG �G �F öF Ô G � � õ� – URL FþG9
GT GB Gx FÜF �̧æ�� Få G�FïG9GT GB Gx Fû�M+
F ù F Ö F ÛF ¹

URL G9GT GB Gx GyGŠGyH�9-47 GhGŠGFH�G"�g!·Fç
F ö F ß F ð F å F ÔF ¹

%Ú�†Fç Fï�ç�ÜGc G/
G2GyH�Corrupt 
AttachmentH�

attachment-corrupt %Ú�†Fç Fï�ç�ÜGc G/ G2 GyFÜ Go GQ GIGŠGF
G�FöFÔ G� FÛFù FÖ FÛF¹

%Ú�†Fç Fï�ç�ÜGc G/ G2 Gy GyGŠGyH�9-48 GhGŠGFH�
G"�g!·Fç Fö Fß Fð Få FÔF¹

a.�ç�ÜGc G/ G2GyFþGc G1 GyGM Gx G• G>FûFôFÔFöFÿF¸�ç�ÜGc G/ G2 GyFþGG G; Gq G•H�9-77 GhGŠGFH�G"�g!·Fç Fö Fß
F ð F å F ÔF ¹
b.G A G •G TG • G R GU G1 G= GE Gu GX Gx Fþ0ò(ýFûFôFÔFöFÿF F̧ÂGTG; GG GV Gx GKGŠGGFÃFþ'vF÷1��ÂFç FöFÔG�FéF¹

/² 9-2 G o G Q G IG ŠG F G c G 1 G yG M GyGŠGyH�)FFÝH�

GyGŠGy �S�e 1��Â  

/² 9-3 GyGŠGyF÷�Q#ÝFéG��G0d/²#'

�G0d/²#'H�abc H� G c G 1 G y G M GyGŠGyFþ�G0d/²#'FÜ�e�Ð�4 Fø �M+´FéG� Fø �8�• Få G�G� F
FÿF �̧G0d/²#'Fþ�M4�Fþ�æ&gFÜ�e�Ð�4FþFÔFêG�FÛFþ4Š�( Fø �M+´Fé
���œF÷FéF¹

F ï F ø F ØG �F �̧ G0 d/ ²# 'F ÂGeorg FÃFÿFÂGeorge Of The Jungle FÃF F̧ÂGeorgy 

Porgy FÃF F̧ÂLa Meson Georgette FÃF F̧ÂGeorg FÃFþ�›�e�Ð�4 Fø �M+´Fç G�FéF

G;Gq Gw GQ GV H�^H�

G W G y0 °� •H �$H�

G W G y0 °� •H �$H�G"�µG�GyGŠGyFÿ�e�Ð�4Fþ�Ž�•FþG� Fø �M+´FçF¸G; Gq
G w G Q G V H �^H�G"�µG�GyGŠGyFÿ�e�Ð�4Fþ
›8ŒFþG� Fø �M+´Fç G�FéF¹

F ï F ø F ØG �F �̧ G0 d/ ²# 'F Â^Georg$ FÃFÿ�e�Ð�4FÂGeorg FÃFþG� Fø �M+´Fç G�F

'5FþGf GQ GNGŠG"�è(ôFéG� FûFÿF F̧Â"^$" FÃ Fø �æ��Fç G�FéF¹
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

Fç

�e�ÐFÜ
F¹Gb Gx

´

�F¸
F¹

�Q#ÝFç

Fÿ

�e�ÐG"�


GC

F F̧ Â

G V F ÿF ¸

ÜF ¸
�e�ÐF '̧5$ÑF¸G0 GQ GV GlGŠG=H�@H� �e�ÐF '̧5$ÑF¸G0 GQ GV GlGŠ G= H�@H�G"�µG�GyGŠGyFÿF �̧\0ñFþ�e�Ð+¬�/ Fø
�ö
²Fû�M+´Fç G�FéF¹

Fï Fø FØG�F �̧G0d/²#'FÂ^George@admin$ FÃFÿ�e�Ð�4FÂGeorge@adminFÃFþ
G� Fø �M+´Fç G�FéF¹

G b G x G 8 G W H �. H� G b G x G 8 G W H �. H�G"�µG�GyGŠGyFÿ�õ�–Fþ 1 �e�ÐH��5/œG"7V Fß H� Fø �M+´
G�FéF¹

F ï F ø F ØG �F F̧ Â^...admin$ FÃ Fø FÔ FÖ �G0d/²#'FÿFÂmacadmin FÃFÚG�G�
FÂsunadmin FÃFþ�›�e�Ð�4 Fø Fÿ�M+´Fç G�FéFÜF F̧Âwin32admin F Ã F ø F ÿ� M+ ´
F ç G �F ëG #F ¹

G0GG GM Gx GG G=H�* H� G 0 G G G M G x G G G = H �* H�G"�µG�GyGŠGyFÿF F̧Â%$�SFû�æ�� Få G�FöFÔ G� 
0 �GG"�µG��õ�–Fþ�G�X)Þ G� 3É Få G�FöFÔ G� �e�ÐFÃ Fø �M+´Fç G�Fé
G 8 G W F ø G 0 G G G M G x G G G = F Ü) F F ß � �� œH �.* H�FÿF �̧õ�–Fþ�e�Ð�4H��5/œG"7V
F ß H � F ø � M+ ´F ç G �F éF ¹

F ï F ø F ØG �F F̧ Â^P.*Piper$ FÃ Fø FÔ FÖ �G0d/²#'FÿF F̧ÂPPiper FÃF F̧ÂPeter 

Piper FÃF F̧ÂP.Piper FÃF F̧ÂPenelope Penny Piper FÃFþFùFþ�e�Ð�4 Fø G� �M+
F ç G �F éF ¹


Ç0°�•H�\ H� 
Ç0°�•Fÿ"I�f�e�ÐFþ G 6 G G G ?G ŠG eFû�Q#ÝFç G�FéF¹Fç FïFÜFó FöF¸\.  Fø
)FFá G� Fø F¸Gb Gx G8 GW FíFþ G� FþFþG�Fû�M+´FçF¸\$  Fÿ GW Gy0°�•FþG�Fû
�M+´FçF¸\^  FÿG; Gq Gz GQ GV 0°�•FþG�Fû�M+´Fç G�FéF¹Fï Fø FØG
FÂ̂ik\.ac\.uk$ FÃFÿFÂik.ac.uk FÃ Fø FÔ FÖ �e�Ð�4FþG� Fø �M+´Fç G�Fé

5�0[H�
Ç0°�•FÿG_GŠGCGŠF÷ G� "I�fFúG6 GG G?GŠGe�e�Ð Fø Fç Fö
G�FéF¹FíFþFïG�F �̧G0d/²#'F÷
Ç0°�•G"�Q#ÝFéG� ���œF¸2 FôFþ
Ç0°�•
FÜ�²0[F÷FéF¹0Ž�Ò�‹FûFÿFÂ��7•FûFÃ�Q#Ý Få G�G� 
Ç0°�• 1 FôFþG�FÜ�g
G� F �̧G0d/²#'GE GG GT GnFû�û Få G�G�FéF¹�V0°Fþ�[G"!·�œFéG� ���œ
FÂ̂ik\\.ac\\.uk$ FÃ Fø 
°�ŠFéG� Fã Fø FûFú G� G�FéF¹

�±�e�ÐFø �`�e�ÐG"�
�9Fç FúFÔ
H�(?i) H�

G V G Š G = G • (?i)  FÿF �̧G0d/²#'Fþ�g G� Fþ4Š�(F÷�±�e�Ð Fø �`�e�ÐFÜ�
�9
Få G�FúFÔ Fã Fø G"/²Fç G�FéF¹Fã Fþ GV GŠ G= G• G"F �̧±�e�Ð Fø �`
�9FéG� �G0d/²#'Fþ
›8ŒFû4Ä*(FéG� Fø F �̧±�e�Ð Fø �`�e�ÐFÜ�M�)�
�9
F å G �F úF Ô! ·� œF Ü/ œG �G �G �F éF ¹

F ï F ø F ØG �F F̧ Â(?i)viagra FÃ Fø FÔ FÖ �G0d/²#'FÿF F̧ÂViagra FÃF F̧ÂvIaGrA FÃF¸
FÂVIAGRAFÃ Fø �M+´Fç G�FéF¹

) Þ G �3 ÉF ç � G� X {min,max} 1 Fô�SFþ GV GŠ G= G•Fþ)Þ G� 3ÉFç �G�XG"�æ��FéG� �G0d/²#'/²0°FÜ
GkGŠ GV Få G�FöFÔG�FéF¹

F ï F ø F ØG �F F̧ Âfo{2,3} FÃFÿFÂfoo FÃFÚG�G�FÂfooo F Ã F ø F ÿ� M+ ´F ç G �F éF Üfo FÃ
G�FÂfofo F Ã F ø F ÿ� M+ ´F ç G �F ëG #F ¹

if(header('To') == "^.{500,}")  F ø F Ô F Ö G G G TG Š G V G o G •500 �e
�Ð�è�VFÜ�Q#Ý Få G�FöFÔ G�FÂToFÃGf GQ GNGŠG"�è(ôFç G�FéF¹

1=#.�ôH�| H� �æ�pF F̧ôG� G� FÂorFÃ ‡'ì�ÊFû%&�\Fç G�FéF¹A Fø B FÜ�G0d/²#'Fþ���œF¸
FÂA|B FÃFÿ A Fø B FþFÔFêG�FÛFû�M+´FéG� �e�Ð�4 Fø �M+´Fç G�FéF¹

F ï F ø F ØG �F F̧ Âfoo|bar F Ã F ø F Ô F Ö / ²# 'F ÿ foo  G� bar  F ø F ÿ� M+ ´F ç G �F éF
foobar  F ø F ÿ� M+ ´F ç G �F ëG #F ¹

/² 9-3 GyGŠGyF÷�Q#ÝFéG��G0d/²#'
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

�Gf GQ GNGŠ Fø
Ò G�8�

G � F þ

FÝ G�FéF¹
�F éF ¹� P1 ß

d/²
G;
¹0ò(ýFûFôFÔFöFÿF¸

GV H�

ŠGeFéG� �²0[FÜFÒ G�
éFÜF¸

F þ� G
6õ4�8o% 

• Go GQ GIGŠGFFþGc G1 Gy GM Gx G• G>F÷Fþ�G0d/²#'Fþ�Q#ÝH�9-19 GhGŠGFH�

• �G0d/²#'Fþ�Q#ÝFû6õFéG� G: G2 GW Gw G2 G•H�9-19 GhGŠGFH�

• �G0d/²#' Fø 8� ASCII �e�ÐGI GQ GV H�9-20 GhGŠGFH�

• n G T G G G V H �9-20 GhGŠGFH�

• �±�e�Ð Fø �`�e�ÐFþ�
�9H� 9-20 GhGŠGFH�

• � "á$×Fú Gc G1 Gy GM Fþ�8�BH�9-20 GhGŠGFH�

• PDF Fø �G0d/²#'H�9-21 GhGŠGFH�

Go GQ GIGŠGFFþGc G1 GyGM Gx G•G>F÷Fþ�G0d/²#'Fþ�Q#Ý

G c G 1 G y G M G "� Q# ÝF ç F öF ¸ASCII �è�¥Fþ�g�'F÷G6G• GAGŠ GW Få G�FöFÔ G� Go GQ GIGŠGFFþ
Æ��H
�•�eH�Fþ�e�Ð�4 Fø G_ GMGŠG• G"�è(ôF÷ FÝ G�FéF¹
½�/$×FûFÿF �̧•GE GG GT GnF÷Fÿ��Fþ���dFûF 
ASCII �e�ÐG"�è(ôFéG� �G0d/²#'H�regexH�G"�Q#ÝF÷ FÝ G�FéF¹

• G o G Q G IG ŠG F G f G Q G NG Š

• MIME �ç�ÜGc G/ G2 Gy�¡Fþ�e�Ð�4 

• G o G Q G IG ŠG F� •� eH �

– MIME Gf GQ GNGŠFÜFúFÔ�•�eH��‘�¶Fþ�g�'Fþ7Á�Ê Go GŠGyH� 

– G6G• GAGŠ GW G"&gFé MIME G f G Q G NG ŠF ÜF Ò G � F ¸MIME 4Š�(FÜFúFÔ�•�e

– G6G• GAGŠ GW FÜ�æ� � Få G�FöFÔ G� GlGyGOG_GŠ GV MIME G o G Q G IG ŠG F

– �V0°Fþ�•�eFþ FÖ FñF¸MIME G f G Q G NG ŠF ÷G 6G • G AG Š G W F Ü� æ� � F å G �F öF ÔF úF Ô

Go GQ GIGŠGF G� FïFÿ�•�eFþ�õ�–Fþ4Š�(H��ç�ÜGc G/ G2 GyG"�µG�H�Fþ!·�œFû�G0d/²#'G"�Q#ÝF÷
�ç�ÜGc G/ G2 GyFþ GM G2 Ge Fø Fç Fö HTMLFM̧S WordFȨxcel F ú F ù� ¨� XF þ G M G 2 G eG "� P1 ßF ûF ÷ F Ý G
F ø F ú G � � e� ÐG I G Q G V F ø F ç F öF ¸gb2312FḨZFȨUCFJ̧ISFŞhift-JISFB̧ig5FU̧nicode Fú FùFÜFÒ G� G�FéF¹�G0
#'Fþ Go GQ GIGŠGF G c G 1 G y G M GyGŠGyG"�8�BFéG� FûFÿF¸GA G• GT G• GR G c G 1 G y G M GUI G"�Q#ÝFéG� FÛF¸GT
G G G V G6GU G1 GM F÷Gc G/ G2 GyG"�8�BFç FöFÛ G� GE GG GT GnFû G2 G•GkGŠ GV Fç G�FéFCLI G"
�Q#ÝFç Fï Go GQ GIGŠGF G c G 1 G y G M F þ' ö# .H �9-89 GhGŠGFH�FÚG�G�G G G ; G q G •� ·� 8F þ0 ¿� �H �9-115 GhGŠGFH�G"
�g!·Fç Fö Fß Fð Få FÔF¹

�G0d/²#'Fþ�Q#ÝFû6õFéG�G:G2 GW Gw G2 G•

GeGz Gc G1 GQ G= GG F÷FÿFú Fß �e�Ð�4
²�/G"!·�œFéG� ���œFÿF �̧G0d/²#'Fþ
›8ŒFûG; Gq Gz GQ^H�F �̧Ž�•
F û G W G y0 °� •H �$H�G"FíG�FîG�4Ä*(FéG� �²0[FÜFÒ G� G�FéF¹

H��@H� '5Fþ�e�Ð�4G"!·�œFéG� ���œFû “”  G"�Q#ÝFéG� Fø F �̧�7•FûFÿFéG	FöFþ�e�Ð�4FÜ�M+´Fç G�FéF¹�æG� G�
FûF¸“^$”  G"�Q#ÝFç Fö Fß Fð Få FÔF¹Fï Fø FØG�F¸subject GyGŠGyH�9-24 GhGŠGFH�Fþ 2 $�G�Fþ�[FÜ Fã G�Fû0ñ�\
F ç G �F éF ¹

G� FïF �̧e�Ð Fø Fç FöFþGb Gx G8 GW G"!·�œFéG� FûFÿF �̧G0d/²#'F÷Gb Gx G8 GW G"G6 GG G?G
G�FéF¹Fï Fø FØG�F¸sun.com  Fø FÔ FÖ �G0d/²#'FÿFÂthegodsunocommando FÃ Fø FÔ FÖ �e�Ð�4 Fø �M+´Fç G�F
^sun\.com$  Fø FÔ FÖ �G0d/²#'FÿFÂsun.com FÃ Fø FÔ FÖ �e�Ð�4FþG� Fø �M+´Fç G�FéF¹

�•/¡$×FûFÿF¸Fã Fã F÷�Q#ÝFéG� �G0d/²#'Fþ GG GM G2 GyFÿ Python re Module GpGF GsGŠGy G G G M G 2 G y
0d/²#'F÷FéF¹Python GG GM G2 GyFþ�G0d/²#'Fþ0ò(ýFûFôFÔFöFÿF F̧ÂPython Regular Expression HOWTOFÃ
H�http://www.python.org/doc/howto/ H�G"�g!·Fç Fö Fß Fð Få FÔF¹
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

G#F¹

/²#'
�FéF¹

�FéF¹� �Fû

�

�G0d/²#'Fø8�  ASCII �e�ÐGI GQ GV

�M4ŠFþ0•1�F÷FÿF F̧Â�"1�FÃG�FÂ�"1��C#úFÃF F̧Â�±�e�Ð Fø �`�e�ÐFÃ Fø FÔ FÖ �+�ÕFÜ�Ñ�~Fç G�Fë

�"1�G"�S�BFéG� �e�ÐH��G0d/²#'F÷FÂ\w FÃ Fø /² Få G�G� �e�ÐH�Fþ1‘�9Fú FùFÜ�²0[FûFú G�0
7§Fú�G0d
F÷FÿF¸G{ G?GŠGyFÜ�Y�ÂFú���œF¸G� FïFÿG6G• GAGŠ GW FÜ�Y�ÂFú���œFûF �̧e8ŸFÜ$Î#ÕFç G

n GTGG GV

�G0d/²#'Fþ!·�œGT GG GV FÿF¸GEGŠG? G• GG == F ø G EG ŠG ? G • G G!=  G"�Q#ÝFç Fö/œ FÖ Fã Fø FÜF÷ FÝ G
�[G"&gFç G�FéF¹

�±�e�ÐFø�`�e�ÐFþ�
�9

"IFû�Â0° Få G�FöFÔ G� ���œG"7VFÝF �̧G0d/²#'F÷Fÿ�±�e�Ð Fø �`�e�ÐFÜ�
�9 Få G�G�FéF¹�G0d/²#'F÷
FÂfoo FÃG"�è(ôFéG� ���œF F̧ÂFOOFÃG�FÂFooFÃFÿ�M+´Fç G�FëG#F¹

� "á$×FúGc G1 GyGMFþ�8�B

��Fþ�[FÿF �̧ Fè ��#.G"/œ FÖ 2 FôFþGc G1 Gy GM F÷FéFÜF �̧q�6Fþ�[Fþ�‰FÜ CPU Fþ�Q#Ý"áFÜ9× Fß Fú G� G
FéF¹2 $�G�FþGc G1 Gy GM Fþ�‰FÜ� "á$×Fú�G0d/²#'G"�Q#ÝFç FöFÔG�FéF¹

rcpt-to == "^goober@dev\\.null\\....$" (matching)

rcpt-to != "^goober@dev\\.null\\....$" (non-matching)

attachment-filter: if ((recv-listener == "Inbound") AND 
((((((((((((((((((((((((((((((((((((((((((((((attachment-filename ==

"\\.386$") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ad$")) 
OR (attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR 
(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR 
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR 
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR 
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR 
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR 
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR 
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR 
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR 
(attachment- filename == "\\.lnk$")) OR (attachment-filename == "\\.mdb$")) OR 
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR 
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR 
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR 
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR 
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR 
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR 
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR 
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR 
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR 
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.ws$")) OR 
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.wsf$")) OR 
(attachment-filename == "\\.wsh$"))) { bounce(); }
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

�²0[FÜ

Ö Fú���œF¸GG G; Gq G•
�G�FéF¹Fï Fø

û#Õ�B Få G�Fï
œ

G7 G•
G•FÛ G�#Õ�B Få G�Fï

¹F ã F þF ÔF êG �F Û
F¹
F ã F þ� [F ÷F ÿF ¸AsyncOS Fÿ�G0d/²#'G6G• GF G• G" 30 �GH��ç�ÜGc G/ G2 Gy GM G2 Ge Fø recv-listener FþFíG�Fî
G�Fû 1 �GFêFôH�2s�·FéG� �²0[FÜFÒ G� G�FéF¹

�æG� G� FûF �̧�Fþ G� FÖ Fú Gc G1 Gy GM G"�8�BFç G�FéF¹

�G0d/²#'G6G• GF G•Fþ2s�·�G�XFÿ 2 �GFðFáF÷F F̧Â()FÃFþ3ã�•G�GGGhGyFþ1� G� FûFôFÔFö�°4ÄFéG�
Fú Fß Fú G� FïG�Gc G1 Gy GM Fþ'ö#. G� �±�œFû(F�"FûFú G� G�FéF¹G� FïF �̧q�6Fþ�[Fû�šG	Fö CPU G8GŠG^GŠ
Gf GQ GW G� �*�WFç G�FéF¹

PDF Fø�G0d/²#'

PDF Fþ#Õ�B�‰�2Fû G� Fó FöFÿF¸GGGhGŠGGG��5/œFÜFúFÔ Fã Fø FÜFÒ G� G�FéF¹Fã Fþ G� F 
G6G• GF G•FÿF ĢhGŠGF
ÆFþ�"1�Fþ�)*(Fû�öFõFÝF 1̧=#.$×Fú GGGhGŠGG Fø �5/œFþ��
°G"0èG
FØG�F¸1 FôFþ�"1�Fþ�pFû0
�XFþGc G7 G• GV G�Gc G7 G• GV GC G2 GHFÜ�ã�~FéG� ���œF #̧Õ�B Få G�G� PDF GAGŠ
G W F Û G � G G G ; G q G • G6G• GF G•FÜ�"1� Fø �5/œG"�8�9FéG� FþFÜ7´Fç Fß Fú G� G�FéF¹Fã Fþ G� FÖ F 
PDF Gc G/ G2 GyF÷�G0d/²#'Fû G� G� !·�œG"/œ FÖ Fø F¸GG G; Gq G• G6G• GF G•Fÿ�£�‡Fç FúFÔ)��ÝG"3ÉFé���
FÜFÒ G� G�FéF¹

 F ï F ø F ØG �F ¸PowerPoint �e�iFû��
°Fç Fï�"1�Fþ�pFûF �̧"1�
ÆFþ�e�ÐFä Fø Fû$�Fú G� Gc G7 G• GV G�Gc
GV GC G2 GHFÜ0¿�� Få G�FöFÔ G� G� FþFÜFÒ G� Fø Fç G�FéF¹Fã FþG0Ge Gx G?GŠGE Gu PDF G"
G G G ; G q G • G6G• GF G•FÜ1�G��vG� Fø F 1̧=#.$×Fú GGGhGŠGG Fø �5/œFÜ��
° Få G�G�FéF¹PDF Fþ�S4�FÜ�N�I
F÷F F̧ÂcalloutF Ã F ø F Ô F Ö � "1 �F ÜF Âcall outFÃG� FïFÿFÂc a l loutF Ã F ø 0 Ž5 � F å G �G � F ã F ø F ÜF Ò G � G �F éF
Fþ/²#'G"�G0d/²#'FÂcalloutFÃ Fø !·�œFç G� FÖ Fø FéG� Fø F �̧M+´!“Fç Fø FÔ FÖ )��ÝFûFú G� G�Fé

GGGlGŠ GV ID
G o G Q G IG ŠG FF þ
 Æ� �G " G G G ; G q G •F éG � G o G Q G IG ŠG F GyGŠGyG"�Q#ÝFéG� ���œF¸GG GlGŠ GV ID G"�Q#ÝFéG� Fø
GUGŠGM
ÆFþ"I��FþG_ GMGŠG• G"�è��F÷ FÝ G�FéF¹

 G G G lG Š G V ID F÷F ĢUGŠGM
ÆFþ� �FþG_ GMGŠG• G"�è� �F÷ FÝ G�FéF¹

• G = G z G F G Q G V G9GŠ GW $��•

• (•�\&k�
�–7€$��•

• CUSIP GXG•G^GŠ

•  ABA GXG•G^GŠ

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == 
"\\.(386|exe|ad|ade|adp|asp|bas|bat|chm|cmd|com|cpl|crt|exe|hlp|hta|inf|ins|isp|js|jse|l
nk|mdb|mde|msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb|shs|url|vb|vbe|vbs|vss|vst|vsw|ws|wsc
|wsf|wsh)$") {

    bounce();

  }
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

G; Gq G•FéG�

G" GG

éG� Fã Fø FÿF÷

Fö�Q
Fø FÜ

V

#F¹

b Gx
7€$��•
G c G 1 G y G M F ÷ G G G lG Š G V ID G"�Q#ÝFéG� FûFÿF �̧•�eG� FïFÿ�ç�ÜGc G/ G2 GyFþ GA G• GT G• GR G" GG
G c G 1 G y G M GyGŠGyF÷��FþG;GŠG}GŠ GW G"�Q#ÝFç G�FéF¹

6õ4�8o% 

• G G G lG Š G V ID Fþ�S�eH�9-22 GhGŠGFH�

GGGlGŠ GV ID Fþ�S�e

G c G 1 G y G M GyGŠGyF÷ GG GlGŠ GV ID G"�Q#ÝFéG� ���œF �̧�Fþ�[Fþ G� FÖ FûF �̧•�eG� FïFÿ�ç�ÜGc G/ G2 Gy
G ; G q G •F éG � G c G 1 G y G M GyGŠGyFþ�pF÷ GG GlGŠ GV ID G;GŠG}GŠ GW G"�,#Ý'¢F÷�VG�G�FéF¹

G � F ïF ¸G A G • G T G • G R G U G 1 G = G E G u G X G x F þ� M4 Š F ø F ç F ö G A G • G T G • G R G c G 1 G y G M
 ÆF ÷ G G G lG Š G V ID G"�Q#ÝFé
G � F ã F ø G � F ÷ F Ý G �F éF ¹

H��@H� G G G lG Š G V ID G;GŠG}GŠ GW FÿF 3̧û�–Fþ�G0d/²#'G��ÚFþG;GŠG}GŠ GW Fø )�G��œG�FëFö�Q#ÝF
F Ý G �F ëG #F ¹F ï F ø F ØG �F F̧ Â*credit|*ssn F Ã F ø F Ô F Ö G _ G MG ŠG •F ÿ� w�  F ÷F ÿF Ò G � G �F ëG #F ¹

H��@H� *ssn G G G lG Š G V ID Fû G� G�1��8��G"75Fà FïG�F¸*ssn G G G lG Š G V ID Fÿ�ÚFþGc G1 Gy GM�²�ó Fø FÒG�Fë
#ÝFéG� Fø �w#ÝFú���œFÜFÒ G� G�FéF¹Fï Fø FØG�F F̧Âonly-body-containsFÃGc G1 Gy GM�²�óG"�Q#ÝFéG� Fã
F÷ FÝ G�FéF¹Fã Fþ���œF �̧è(ô�e�Ð�4FÜ Go GQ GIGŠGF�•�eFþFéG	FöFþ MIME 4Š�(Fû�Ñ�~FéG� ���œFþG��'
FÜ true F÷FÒ G� Fø �8�� Få G�G�FéF¹Fï Fø FØG�F �̧�Fþ G� FÖ Fú Gc G1 Gy GM G"�8�BF÷ FÝ G�FéF¹

SSN-nohtml: if only-body-contains(“*ssn”) { duplicate-quarantine(“Policy”);}

/² 9-4 G o G Q G IG ŠG F G c G 1 G yG MF þG GG lG Š G V ID

G;GŠG}GŠ GW GGGlGŠ GV ID 1��Â

*credit G = G z G F G Q G V G9GŠ GW $��• 14F1̧5F̧FÚG�G� 16 �FFþ G= Gz GF GQ G 
G9GŠ GW $��•G"1‘�9Fç G�FéF¹

�@H�GG GlGŠ GV ID F÷Fÿ enRoute FÚG�
G� JCB G9GŠ GW Fÿ1‘�9 Få G�G�FëG

*aba ABA 3æ5 $��• ABA 3æ5 $��•G"1‘�9Fç G�FéF¹

*ssn &k�
�–7€$��•F¹ (•�\&k�
�–7€$��•G"1‘�9Fç G�FéF¹
*ssn G G G lG Š G V ID FÿGN GQ GE GsF¸G
G8 GW F¸GGGhGŠGGFÜFÒ G�&k�
�–
G"1‘�9Fç G�FéF¹

*cusip CUSIP $��• CUSIP $��•G"1‘�9Fç G�FéF¹

ID_Credit_Cards:

if(body-contains("*credit")){

notify("legaldept@example.com");

}
F¹
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

Fþ
G o G Q G IG ŠG F G c G 1 G yG M GyGŠGyFþ1��ÂFø�[
��FþGI G= GE Gu G•F÷FÿF �̧Q#Ý Få G�G� Få G� Fæ G� Fú Go GQ GIGŠGF G c G 1 G y G M GyGŠGyFûFôFÔFö1��ÂFçF F̧í
� [G"&gFç G�FéF¹

6õ4�8o% 

• true GyGŠGyH�9-24 GhGŠGFH�

• valid GyGŠGyH�9-24 GhGŠGFH�

• subject GyGŠGyH�9-24 GhGŠGFH�

• G6G•GgG{GŠGe�w�™*…GyGŠGyH�9-25 GhGŠGFH�

• G>GyGŠGe
ÆG6G•GgG{GŠGe�w�™*…GyGŠGyH�9-25 GhGŠGFH�

• G6G•GgG{GŠGe3æ�™*…GyGŠGyH�9-26 GhGŠGFH�

• G>GyGŠGe
ÆG6G•GgG{GŠGe3æ�™*…GyGŠGyH�9-26 GhGŠGFH�

• 3æ�™*…G>GyGŠGe GyGŠGyH�9-27 GhGŠGFH�

• �•�eGC G2 GH GyGŠGyH�9-27 GhGŠGFH�

• G x G pG Š G V IP GyGŠGyH�9-28 GhGŠGFH�

• �w�™ Gx GGGXGŠ GyGŠGyH�9-28 GhGŠGFH�

• �w�™ IP G 2 G • G MG ŠG c G 5 G 2 G G GyGŠGyH�9-29 GhGŠGFH�

• �¥�ÜGyGŠGyH�9-29 GhGŠGFH�

• G f G Q G NG Š GyGŠGyH�9-29 GhGŠGFH�

• �˜�XGyGŠGyH�9-30 GhGŠGFH�

• �w�™*…�XGyGŠGyH�9-31 GhGŠGFH�

• G0 GW Gz GG�XGyGŠGyH�9-31 GhGŠGFH�

• �•�eGG G; Gq G• GyGŠGyH�9-31 GhGŠGFH�

• �•�eGG G; Gq G•H�9-32 GhGŠGFH�

• �/�•�ì�è��GyGŠGyH� 9-33 GhGŠGFH�

• �ç�ÜGc G/ G2 Gy G M G 2 G e GyGŠGyH�9-33 GhGŠGFH�

• �ç�ÜGc G/ G2 Gy�¡GyGŠGyH�9-34 GhGŠGFH�

• DNS G x G G G V GyGŠGyH�9-35 GhGŠGFH�

• SenderBase G z G b G s G TG ŠG E G u G • GyGŠGyH�9-35 GhGŠGFH�

• 3¡�iGyGŠGyH�9-36 GhGŠGFH�

• SPF-Status GyGŠGyH�9-38 GhGŠGFH�

• SPF-Passed GyGŠGyH�9-39 GhGŠGFH�

• workqueue-count GyGŠGyH�9-40 GhGŠGFH�

• SMTP Authenticated User Match GyGŠGyH�9-40 GhGŠGFH�

• signed GyGŠGyH�9-42 GhGŠGFH�

• *+�¡�ÜFÝ0É�Â�iGyGŠGyH�9-42 GhGŠGFH�

• G f G Q G NG Š) Þ G � 3 ÉF ç � G� XG yG ŠG yH �9-45 GhGŠGFH�

• URL G z G b G s G TG ŠG E G u G • GyGŠGyH�9-47 GhGŠGFH�
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

GV �P1ß Fø Fú G�FéG	

Q GIGŠGFFþ FÖ

E�¥Fç G�FéF¹

ŠGF G"�ë
• URL G9GT GB Gx GyGŠGyH�9-47 GhGŠGFH�

• %Ú�†Fç Fï�ç�ÜGc G/ G2 Gy GyGŠGyH�9-48 GhGŠGFH�

true GyGŠGy

true  GyGŠGyFÿFéG	FöFþ Go GQ GIGŠGF Fø �M+´Fç G�FéF¹Fï Fø FØG�F �̧�FþGyGŠGyFÿGT GG
FöFþ Go GQ GIGŠGFFûFôFÔFöF¸IP G 2 G • G MG ŠG c G 5 G 2 G G G " external Fû�š�fFç G�FéF¹

valid GyGŠGy

valid  GyGŠGyFÿF¸Go GQ GIGŠGFFû0Ž�Ò�Y+�G� FïFÿ!“� Fú MIME 4Š�(FÜ�µG�G�FöFÔ G� ���œFû false G"
3ÉFçF F̧ íG ��è�¥Fþ� ��œFÿ true G"3ÉFç G�FéF¹Fï Fø FØG�F �̧�FþGyGŠGyFÿGT GG GV �P1ßFþ Go G
Fñ0Ž�Ò�Y+�Fú Go GQ GIGŠGF G"FéG	Fö GW G{ GQ Ge Fç G�FéF¹

subject GyGŠGy

subject  GyGŠGyFÿF �̧ó�¡Gf GQ GNGŠFþ�ÍFÜ�æ��Fç Fï�G0d/²#' Fø �M+´FéG� Go GQ GIGŠGF G"4

Fï Fø FØG�F̧��FþGc G1 Gy GM FÿF̧�ó�¡FÜFÂMake Money... FÃ Fø FÔ FÖ 1��ƒF÷��G� G�FéG	FöFþ Go GQ GIG
�  Fç G�FéF¹

Gf GQ GNGŠFþ�ÍF÷�è(ôFéG�8� ASCII �e�ÐG"�æ��FéG� Fã Fø FÜF÷ FÝ G�FéF¹

externalFilter:

   if ( true )

   {

        alt-src-host('external');

   }

not-valid-mime:

   if not valid

   {

        drop();

   }

scamFilter:

   if ( subject == '^Make Money' )

   {

        drop();

   }
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

GQ GIGŠGF
Fç Fö Fß Fð Få FÔF¹

��œFûF¹

ŠFÜFú
ã FþGc G1 Gy GM Fÿ

Ö FñF �̧æ��Fç Fï�G0d
Á
�FéF¹

Ü0¿�� Få G�FöFÔ G� ��
Fû�PFéG�

G^F÷

{ GQ Ge Fç G�FéF¹
Gf GQ GNGŠFû6õFéG� �ï�8G"/œ FÖ ���œF Ģf GQ GNGŠFþ#'�~Fþ�ÍFûFÿ��#.�pFû/œG�G�Fï�š�fH� Go
FþGf GQ GNGŠFþ3ã�•F �̧P7VF �̧š�fG"/œ FÖ Gc G1 Gy GM��#.Fú FùH�FÜ�µG�G�FöFÔ G� !lFû�@�–
0ò(ýFûFôFÔFöFÿF¸G o G Q G IG ŠG F G f G Q G NG Š GyGŠGyFÚG�G�0Û�oH�9-5 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

��FþGc G1 GyGMFÿF ĢfGQ GNGŠFÜ'5Fþ���œF¸G�FïFÿ Go GQ GIGŠGFFûGfGQ GNGŠFÜFúFÔ� true G"3ÉFç G�Fé

H��@H� F ã F þG c G 1 G y G M F ÿ Subject G f G Q G NG Š F ø To Gf GQ GNGŠFÜ'5Fþ���œFû true G"3ÉFç G�FéFÜF Ģf GQ GNG
FÔ���œ G� true G"3ÉFç G�FéF¹�æ��Fç FïGf GQ GNGŠFÜ Go GQ GIGŠGF
ÆFûFúFÔ���œF÷ G� F¸F 
true G"3ÉFç G�FéF¹

G6G•GgG{GŠGe�w�™*…GyGŠGy

rcpt-to  GyGŠGyFÿF F̧ÔFêG�FÛFþG6G•GgG{GŠGe�w�™*…FÜ�w�™Fç Fï Go GQ GIGŠGFFþ F
/²#' Fø �M+´FéG� G� FþG"4E�¥Fç G�FéF¹Fï Fø FØG�F �̧�FþGc G1 Gy GM FÿFÂscarfaceFÃ Fø FÔ FÖ �e�Ð�4G"�µG�7
�Ê Go GŠGyG0 GW Gz GG��FöFû3æ�™ Få G�FïFéG	FöFþ Go GQ GIGŠGF G" GW G{ GQ Ge Fç G

H��@H� rcpt-to  GyGŠGyF÷�Q#ÝFéG� �G0d/²#'F÷FÿF �̧±�e�Ð Fø �`�e�ÐFÿ�
�9 Få G�G�FëG#F¹

H��@H� rcpt-to  GyGŠGyFÿ Go GQ GIGŠGFFû�öFõFÔFöFÔG�FéF¹Go GQ GIGŠGFFû0
�XFþ�w�™*…F
�œF F̧ÔFêG�FÛ 1 �ÇFþ�w�™*…FÜGyGŠGy Fø �M+´Fç FöFÔG�G�F �̧æ��Fç Fï��#.FÜFéG	FöFþ�w�™*…
G o G Q G IG ŠG FF û4 :# Ý F å G �G �F éF ¹

G>GyGŠGe
ÆG6G•GgG{GŠGe�w�™*…GyGŠGy

rcpt-to-group  GyGŠGyFÿF F̧ÔFêG�FÛFþG6G•GgG{GŠGe�w�™*…FÜ�æ��Fç Fï LDAP G>GyGŠGeFþ Go G•
FÒ G� Go GQ GIGŠGF G"4E�¥Fç G�FéF¹Fï Fø FØG�F �̧�FþGc G1 Gy GM FÿFÂExpiredAccountsF Ã F ø F Ô F Ö LDAP G>GyGŠ
Ge
ÆFþ7Á�Ê Go GŠGyG0 GW Gz GG��FöFû3æ�™ Få G�FïFéG	FöFþ Go GQ GIGŠGF G" GW G

EmptySubject_To_filter:

if (header('Subject') != ".") G�FïFÿ

   (header('To') != ".") {

   drop();

}

scarfaceFilter:

   if ( rcpt-to == 'scarface' )

   {

        drop();

   }
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

*…FÜ0¿�� Få G�Fö
w�™*…Fû

ŠGF G"4E�¥Fç G�
F þ G o G Q

ö

Â
%$FñFû���ŠFåG�G�FéF¹
H��@H� rcpt-to-group  GyGŠGyFÿ Go GQ GIGŠGFFû�öFõFÔFöFÔG�FéF¹Go GQ GIGŠGFFû0
�XFþ�w�™
FÔ G� ���œF F̧ÔFêG�FÛ 1 �ÇFþ�w�™*…FÜGyGŠGy Fø �M+´Fç FöFÔG�G�F �̧æ��Fç Fï��#.FÜFéG	FöFþ�
�PFéG� Go GQ GIGŠGFFû4:#Ý Få G�G�FéF¹

G6G•GgG{GŠGe3æ�™*…GyGŠGy

mail-from  GyGŠGyFÿF Ģ6G•GgG{GŠGe3æ�™*…FÜ�æ��Fç Fï�G0d/²#' Fø �M+´FéG� Go GQ GIG
FéF¹Fï Fø FØG�F �̧�FþGc G1 Gy GM G"��/œFéG� Fø admin@yourdomain.com  F û G � G � 3 æ� ™ F å G �F ïF éG 	F ö
GIGŠGFFÜ%$FñFû���Š Få G�G�FéF¹

H��@H� mail-from  GyGŠGyF÷�Q#ÝFéG� �G0d/²#'F÷FÿF �̧±�e�Ð Fø �`�e�ÐFÿ�
�9 Få G�G�FëG#F¹��Fþ�[F÷FÿF̧Gb Gx
G 8 G W F ÜG 6 G G G ?G ŠG e� �# . F å G �F öF ÔG �F éF ¹

G>GyGŠGe
ÆG6G•GgG{GŠGe3æ�™*…GyGŠGy

mail-from-group  GyGŠGyFÿF Ģ6G•GgG{GŠGe3æ�™*…FÜ ‡'ì�ÊFþ�‘3¶F÷�æ��FçFï LDAP G>GyGŠGeFû�“FçF
FÔG�H��Y�M+´G"�è(ôFéG����œFÿF 3̧æ�™*…Fþ7Á�ÊGo GŠGy G 0 G W G z G GF Ü� æ� �F çF ï LDAP G>GyGŠGeFû�“FçFöFÔ
FúFÔH � G o G Q G IG ŠG FG "4 E� ¥F ç G �F éF ¹F ï F ø F ØG �F �̧ �F þG c G 1 G yG M G "� �/ œF éG � F øF F̧KnownSendersFÃFø FÔ FÖ LDAP 
G>GyGŠGeFþ7Á�ÊGo GŠGyG0 GW Gz GGFûG� G� 3æ�™FåG�FïFéG	FöFþ Go GQ GIGŠGFFÜ

expiredFilter:

   if ( rcpt-to-group == 'ExpiredAccounts' )

   {

        drop();

   }

kremFilter:

   if ( mail-from == '^admin@yourdomain\\.com$' )

   {

 skip-filters();

   }

SenderLDAPGroupFilter:

   if ( mail-from-group == 'KnownSenders' ) 

   {

 skip-filters();

   }
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

…
Â
þ�M+´
>GyGŠGeFÜ
GyF û

G� �µG�G�FéF¹
�¥Fç G�FéF¹Fï
G"G^G4 G• GG Fç

� š3 QF þ' �8 ®
3æ�™*…G>GyGŠGe GyGŠGy

sendergroup  G o G Q G IG ŠG F G c G 1 G y G M F ÿF ¸G x G GG XG ŠF þG i G G G V G 0 G = G I G G GTGŠGdGyH�HATH�F÷FùFþ3æ�™*
G>GyGŠGeFÜ�M+´FéG� FÛFû�öFõFÔFöF¸Go GQ GIGŠGF G"4E�¥Fç G�FéF¹Fã FþGyGŠGyFÿF==FÃH��M+´G"�è(ôFé
G� ���œH�G� FïFÿFÂ!=FÃH��Y�M+´G"�è(ôFéG� ���œH�G"�Q#ÝFç FöF �̧æ��Fç Fï�G0d/²#'H��'Fþ�‘3¶H� Fø F
G " G T G G G V F ç G �F éF ¹F ï F ø F ØG �F �̧ �F þ G o G Q G IG ŠG F G c G 1 G y G M GyGŠGyFÿF¸Go GQ GIGŠGFFþ3æ�™*…G
�G0d/²#'FÂInternalFÃ Fø �M+´FéG� ���œFû true  G"3ÉFçF F̧íFþ� ��œFÿ Go GQ GIGŠGF G"�æ�p Go GŠ G i G G G V
3æ�™Fç G�FéF¹

�•�eGCG2GH GyGŠGy

�•�eGC G2 GH Fø Fÿ Go GQ GIGŠGFFþGC G2 GHFþ Fã Fø F÷F Ģf GQ GNGŠ Fø �ç�ÜGc G/ G2 Gybody-size  
GyGŠGyFÿF �̧•�eGC G2 GH G"�æ�� Få G�Fï�X�Í Fø �š3QFçF �̧²�óFû�M+´FéG� Go GQ GIGŠGF G"4E
Fø FØG�F �̧�FþGc G1 Gy GM Fÿ�•�eGC G2 GHFÜ 5 Go G:G^ G2 GV G"2xFØ G�FéG	FöFþ Go GQ GIGŠGF
G�FéF¹

body-size  G"�Q#ÝFéG� Fø ��Fþ G� FÖ Fú�š3QFÜF÷ FÝ G�FéF¹

senderGroupFilter:

      if (sendergroup == "Internal")

      {

        alt-mailhost("[172.17.0.1]");

      }

BigFilter:

   if ( body-size > 5M )

   {

        bounce();

   }

� [
body-size < 10M G � G � � aF úF Ô
body-size <= 10M �è�W
body-size > 10M �‘3¶ Fø �š3QFç Fö�±FÝ FÔ
body-size >= 10M �è�V
body-size == 10M '¼Fç FÔ
body-size != 10M '¼Fç Fß FúFÔ
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

+´FéG�
V

"�æ��F÷ FÝ

F¹Gx GGGXGŠ�¡FÿF¸
Ò G� �²0[FÜFÒ G� G�FéF¹
G	FöFþ

FÝ G�FëG#H�
GC G2 GH�æ��FûFÿGCGc G1 G= GG G"�Q#ÝFéG� Fø �}�<F÷FéF¹

G x G pG Š G V IP GyGŠGy

remote-ip GyGŠGyFÿF¸Go GQ GIGŠGF G"3æ�™Fç FïGi GG GV Fþ IP G0 GW Gz GGFÜ"I��FþG_ GMGŠG• Fø �M
FÛFù FÖ FÛG"&�1�FéG� FïG�FþGT GG GV G"��/œFç G�FéF¹IP G 0 G W G z G GF ÿF ¸G 2 G • G MG ŠG [ G Q G G e G { G V G AG y 
G^GŠGF Gu G• 4H�IPv4H�G� FïFÿ G2 G• GMGŠG[ GQ GV G e G { G V G A G y G^GŠGF Gu G• 6H�IPv6H�G"�æ��F÷ FÝ G�FéF¹IP G0
G W G z G G G_ GMGŠG•FÿF F̧Â3æ�™*…G>GyGŠGeFþ�S�eFÃF÷1��ÂFç FöFÔ G� allowed hosts /²0°G"�Q#ÝFç Fö�æ��
F å G �G �F éF ¹F ïF ð F çF ¸SBOFŞBRSFḑnslist  /²0°FÚG�G�"I�fG;GŠG}GŠ GW ALL G"7VFÝ G�FéF¹

allowed hosts /²0°F÷FÿFI̧P G0 GW Gz GGH�Gi GG GV �¡F÷FÿFúFÔH�Fþ8p�Î Fø �X�ÍF÷Fþ(
�VFþG�G
G�FéF¹Fï Fø FØG�F �̧ �FþGc G1 Gy GM Fÿ 10.1.1. xH�X Fÿ 50F5̧1F5̧2F5̧3F5̧4F5̧5 FþFÔFêG�FÛH�Fþ�g�'Fþ IP G 0 G W
G z G GF Û G �3æ�™ Få G�FöFÔFúFÔFéG	FöFþ Go GQ GIGŠGF G"G^G4 G• GG Fç G�FéF¹

�w�™Gx GGGXGŠ GyGŠGy

recv-listener  GyGŠGyFÿF �̧¡�S�ÜFÝ Gx GGGXGŠF÷�w�™Fç Fï Go GQ GIGŠGF G"4E�¥Fç G�Fé
#'�~GE GG GT Gn�VF÷0¿�� Få G�FöFÔ G� Gx GGGXGŠFþFÔFêG�FÛFþGY GQ G= G[GŠGnF÷F
Fï Fø FØG�F �̧�FþGc G1 Gy GM G"��/œFéG� Fø F¸expedite  Fø FÔ FÖ �¡�SFþ Gx GGGXGŠFÛ G� �w�™Fç FïFé
G o G Q G IG ŠG FF Ü% $F ñF û� �� Š F å G �G �F éF ¹

�X5� 1��Â
10b 10 G ^ G 2 G V H �F Â10FÃFû� FèH�
13k 13 G ; G { G ^ G 2 G V
5M 5 G o G :G ^ G 2 G V
40G 40 G<G:G^G2 GV H��@H�Cisco F÷Fÿ 100 Go G:G^G2 GV G"2xFØ G� Go GQ GIGŠGFG"��#.F÷ 

notMineFilter:

   if ( remote-ip != '10.1.1.50-55' )

   {

        bounce();

   }

expediteFilter:

   if ( recv-listener == 'expedite' )

   {

 skip-filters();

   }
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

E�¥Fç G�FéF¹G2 G•
GGFþFÔFêG�FÛFþGY GQ G= G[GŠ
c G 5 G 2 G G F Û

yFÿF "̧I��Fþ�¥�ìH�(•

c G1 Gy GM FÿF¸
GIGŠGF

F¹

Q G NG ŠH �

¸Go GQ GIGŠGFFûFí
G NG Š
ÛG"&�1�
�w�™ IP G 2 G • G MG ŠG c G 5 G 2G G GyGŠGy

recv-int  GyGŠGyFÿF �̧¡�S�ÜFÝ G2 G• GMGŠGc G5 G2 GG)�#äF÷�w�™Fç Fï Go GQ GIGŠGF G"4
GMGŠGc G5 G2 GG� ¡FÿF #̧ '� ~GE GG GT GnFû0¿� � Få G�FöFÔ G� G2 G• GMGŠGc G5 G2
GnF÷FÒ G� �²0[FÜFÒ G� G�FéF¹Fï Fø FØG�F �̧�FþGc G1 Gy GM FÿF¸outside  F ø F Ô F Ö � ¡� SF þ G 2 G • G MG ŠG
G� �w�™Fç FïFéG	FöFþ Go GQ GIGŠGF G"G^G4 G• GG Fç G�FéF¹

�¥�ÜGyGŠGy

date  GyGŠGyFÿF #̧'�~Fþ�¥�ì Fø �æ��Fç Fï�ì�IG"!·�œFç G�FéF¹date GyGŠGyFÿ MM/DD/YYYY hh:mm:ss 
Fø FÔ FÖ �g�'Fþ GM G2 Gn GG GM G•GeFÜFÒ G� �e�Ð�4 Fø Fþ�š3QG"/œFÔG�FéF¹Fã FþGyGŠG
�\�g�'H�Fþ�SG� FïFÿ�‹Fû��/œFéG� ��#.G"�æ��FéG� ���œFû�}�<F÷FéF¹H�(•�\�è�¥Fþ�¥�Ü�g�'G"�Q#Ý
Fç FöFÔ G� Go GQ GIGŠGF G"�è(ôFéG� ���œFÿ�e8ŸFÜ$Î#ÕFéG� Fã Fø FÜFÒ G� G�FéH�F¹��FþG2003 
�º  7 �v  28 �¥Fþ���‹  1 � ìG � G � � ‹Fû campaign1@yourdomain.com  FÛ G�3æ�™ Få G�FïFéG	FöFþ Go GQ
G"G^G4 G• GG Fç G�FéF¹

H��@H� date  GyGŠGyG" $Date  G o G Q G IG ŠG F Gc G1 Gy GM��#.�š�X Fø �ã� Fç FúFÔ G� FÖ Fû Fç Fö Fß Fð Få FÔ

G f G Q G NG Š GyGŠGy

header()  GyGŠGyFÿF¸Go GQ GIGŠGF G f G Q G NG ŠF ÜF ÛF ó F ã 
 ÆF ÷� ,# Ý F å G �F öF Ô G � " I� �F þG f G"G f G Q
GNGŠ�¡"H� Fø �M+´FéG� FÛFù FÖ FÛG"&�1�Fç G�FéF¹Fã FþGyGŠGyFÿ subject  GyGŠGy Fø � �]Fû�G0d/²#' Fø �š
3QFéG� Fã Fø G� F÷ FÝ G�FéFÜF �̧š3QG"/œG�FêFû�Q#ÝFéG� Fã Fø G� F÷ FÝ G�FéF¹Fã Fþ���œF
FþGf GQ GNGŠFÜFÒG�G�FÂtrueFÃF F̧úFáG�G�FÂfalseF Ã F ø F ú G � G �F éF ¹F ï F ø F ØG �F �̧ �F þ� [F ÷F ÿG f G Q X-Sample  
Fþ�w!“F F̧ÚG�G� Fã FþGf GQ GNGŠFþ�ÍFûFÂsample text FÃ Fø FÔ FÖ �e�Ð�4FÜ�µG�G�FöFÔ G� FÛFù FÖ F
Fç FöFÔG�FéF¹�M+´FéG� ���œFÿF¸Go GQ GIGŠGFFÜG^G4 G• GG Få G�G�FéF¹

outsideFilter:

   if ( recv-int == 'outside' )

   {

        bounce();

   }

TimeOutFilter:

   if (( date > '07/28/2003 13:00:00' ) and (mail-from == 

      'campaign1@yourdomain\\.com'))

   {

        bounce();

   }
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

GQ GIGŠGF
Fç Fö Fß Fð Få FÔF¹

�BFç
g�'F÷�""‚
éF ¹
Gf GQ GNGŠFþ�ÍF÷�è(ôFéG�8� ASCII �e�ÐG"�æ��FéG� Fã Fø FÜF÷ FÝ G�FéF¹

��Fþ�[F÷FÿF �̧š3QG"/œG�FêFûGf GQ GNGŠ GyGŠGyG"4:#ÝFç FöFÔG�FéF¹Fã Fþ���œF Ģf GQ GNGŠ X-DeleteMe  
FÜ0bFôFÛ G� Fø F F̧íFþGf GQ GNGŠFÜ Go GQ GIGŠGFFÛ G� �P7V Få G�G�FéF¹

Gf GQ GNGŠFû6õFéG� �ï�8G"/œ FÖ ���œF Ģf GQ GNGŠFþ#'�~Fþ�ÍFûFÿ��#.�pFû/œG�G�Fï�š�fH� Go
FþGf GQ GNGŠFþ3ã�•F �̧P7VF �̧š�fG"/œ FÖ Gc G1 Gy GM��#.Fú FùH�FÜ�µG�G�FöFÔ G� !lFû�@�–
0ò(ýFûFôFÔFöFÿF¸G o G Q G IG ŠG F G f G Q G NG Š GyGŠGyFÚG�G�0Û�oH�9-5 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�˜�XGyGŠGy

random  GyGŠGyFÿF¸0 F Û G � N-1H�N FÿGyGŠGy�¡Fþ�‹FþFÛFó Fã F÷�æ��FåG�G� �Z�X�ÍH�G�F÷Fþ�˜�XG"#Õ
G�FéF¹Fã FþGyGŠGyF÷Fÿ header()  GyGŠGy Fø � �]Fû�š3QG"/œ FÖ Fã Fø G� F÷FÝ G�FéFÜF F̧Â�"8oFÃ�
�Q#ÝFéG� Fã Fø G� F÷FÝ G�FéF¹�"8o�g�'F÷FÿF #̧Õ�BFåG�Fï�˜�XFÜ 0 F÷FúFÔ���œFû true  F ø 0 Û� oF åG �G �F
F ï F ø F ØG �F �̧ �F þG c G 1 G yG MF ÿF ÔF êG �G � 
 Æ� � F ø F ç F öF ÿ�  F è G � F þF ÷F ¸2 �(Fþ  1 Fþ&�"áF÷ Virtual Gateway G0
G W G z G G A FÜ4E�¥FåG�F �̧g G� 2 �(Fþ  1 Fþ&�"áF÷ Virtual Gateway G 0 G W G z G G B FÜ4E�¥FåG�G�FéF¹

FooHeaderFilter:

   if ( header('X-Sample')  == 'sample text' )

   {

        bounce();

   }

DeleteMeHeaderFilter:

   if header('X-DeleteMe')

   {

        strip-header('X-DeleteMe');

   }

load_balance_a:

   if ( random(10) < 5 ) {

        alt-src-host('interface_a');

   } else {

        alt-src-host('interface_b');

   }

load_balance_b:
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

3QFç G�
�™FéG� Fã Fø G"75�F

G �G �G �

™*…
eFþ�w�™*…F÷FÿFú
éF¹
6 G 2

FçF Ģ_ Gw Go GŠGM
ÚG�G�6õ4��ÜFá
Fÿ

; Gq G•Fþ�P1ßFÛ G�
�w�™*…�XGyGŠGy

rcpt-count  GyGŠGyFÿF¸body-size  GyGŠGy Fø � �]FûF¸Go GQ GIGŠGFFþ�w�™*…Fþ�XG"�Z�X�Í Fø �š
FéF¹Fã FþGyGŠGyG"�Q#ÝFéG� Fø F ĢtGŠGDFÜ�M�ØFû�¨�XFþGtGŠGDFû7Á�Ê Go GŠGyG"3æ
F÷ FÝF¸G� Fï�±0d�•Fú Go GŠGy3æ�™G; Gq G•GhGŠG•FÜ"I��Fþ Virtual Gateway G 0 G W G z G G) �# äF ÷/ œ
G� FÖ FûFéG� Fã Fø FÜF÷ FÝ G�FéF¹��Fþ�[F÷FÿF �̧w�™*…�XFÜ 100 �óG"2xFØ G�7Á�Ê Go GŠGyFÜ"I� �Fþ Virtual 
Gateway G 0 G W G z G G G ") �# äF ç F ö3 æ� ™ F å G �G �F éF ¹

G 0 G W G zG G� XG yG ŠG y

addr-count()  G o G Q G IG ŠG F G c G 1 G y G M GyGŠGyFÿF¸1 Fô�è�VFþGf GQ GNGŠ�e�Ð�4G"�P1ßFûF �̧›/œFþ�w�
�XG"0£'ìFçF �̧w�™*…Fþ(ü'��XG" Gz GkGŠ GV Fç G�FéF¹Fã FþGc G1 Gy GM FÿF Ģ6G•GgG{GŠG
Fß Go GQ GIGŠGF�•�eFþGf GQ GNGŠFû�PFç Fö�µ+�FéG� !lFÜ rcpt-count  G c G 1 G y G M GyGŠGy Fø $�Fú G� G�F
��Fþ�[F÷FÿF¸Fã FþGc G1 Gy GM GyGŠGyFû G� G� 6×FÔ�w�™*… Gx GG GV FÜFÂundisclosed-recipientsF Ã F ø F Ô F Ö G
G x G 0 G GF û* (F Ý � nF Ø G � G �F öF ÔG �F éF ¹

�•�eGGG;Gq G• GyGŠGy

body-contains()  GyGŠGyFÿF �̧w�™FéG�7Á�Ê Go GŠGy Fø FíFþ�ç�ÜGc G/ G2 GyG" GG G; Gq G•
F÷��*O Få G�Fï"I��FþG_ GMGŠG•Fþ�w!“G"&�1�Fç G�FéF¹Fã G�FûFÿF 4̧Ä�™GG GTGŠGM GG4ŠF
G � G �F öF Ô G � � ç� ÜG c G / G 2 G yF Ü� µG �G �G �F éF ¹body-contains()  GyGŠGyF÷Fÿ0
�X/œG"�P1ß Fø Fç Fï!·�œ
/œG�G�G�FëG#F¹GG G; Gq G•Fþ G{ GF GQ G= G" [ G G G ; G q G •� ·� 8H �Scan BehaviorH�] GhGŠGF G� FïFÿ CLI Fþ 
scanconfig  GA GlG• GW F÷�š�fFéG� Fã Fø Fû G� G� F¸GG G; Gq G•Fþ�P1ß Fø Fú G�F¸G� FïFÿGG G
7V�¥FéG� MIME G M G 2 G eG "� �* OF ÷ F Ý G �F éF ¹G � F ïF Ḩ �G G G ; G q G •� P1 ßG " true Fø 0Û�oFéG� FïG�Fû�è�� Få G�
G� �²0[FÜFÒ G�H��M+´Fþ�q�`�XG"�æ��FéG� Fã Fø G� F÷ FÝ G�FéF¹

   if ( random(2) ) {

       alt-src-host('interface_a');

   } else {

       alt-src-host('interface_b');

   }

large_list_filter:

   if ( rcpt-count > 100 ) {

        alt-src-host('mass_mailing_interface');

   }

count: if (addr-count("To", "Cc") > 30) {

            strip-header("To");

            strip-header("Cc");

            insert-header("To", "undisclosed-recipients");

           }
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

GG

G�FïFÃG0GŠG9 G2 Gd�ç�Ü

c G/ G2 Gy
G

öFþ
� � �� œF ¸

öF õF ÔF öG 6G • G AG Š

IG Š

})°
• GAGŠ GW

�è
þ�e
û%±Fç G�FéF¹
GUGc G7Gy GV F÷FÿF¸MIME G M G 2 G eF Ü video/* Fa̧udio/* Fi̧mage/*  �è�¥ FþF F̧éG	FöFþ�ç�ÜGc G/ G2 GyFÜ
G; Gq G• Få G�G�FéF¹0
�XFþGc G/ G2 GyFÜ�µG�G�FöFÔ G� .zip F.̧bzip F.̧compress F.̧tar F.̧gzip  Fþ�›G0GŠG9
G2 Gd�ç�ÜGc G/ G2 GyFÜ GG G; Gq G• Få G�G�FéF¹GG G; Gq G•�P1ß Fø Fú G�F F̧ÂG[ GG GV Få
G c G / G 2 G yH �.zip  Fû�A(á Få G�FöFÔ G� .zip  F ú F ùH �F þ� XG "0 ¿� �F ÷ F Ý G �F éF ¹

0ò(ýFûFôFÔFöFÿF¸G G G ; G q G •� ·� 8F þ0 ¿� �H �9-115 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

�•�eGGG;Gq G• 

AsyncOS FÜ�•�eGG G; Gq G• G"��/œFéG� ���œF �̧G0d/²#'G"�Q#ÝFç Fö�•�eFþGTG; GG GV Fø �ç�ÜG
G" GG G; Gq G• Fç G�FéF¹�'FûFÿ�q�`Fç FÝ FÔ�ÍG"�æ��FéG� Fã Fø FÜF÷ FÝF¸GG G; Gq G• G6G• GF G•FÜ Fã Fþ�q�`�
�XFðFá�G0d/²#' Fø Fþ�M+´G"�è��FéG� Fø F¸Fã Fþ�'Fÿ true  F ø 0 Û� o F å G �G �F éF ¹

AsyncOS F ÿ G o G Q G IG ŠG FF þ� ›' �F þ MIME 4Š�(G"0Û�oFçF¸GTG; GG GV �g�'FûFúFóFöFÔG�FéG	F MIME 
4Š�(G" GG G; Gq G• Fç G�FéF¹�q�6Fþ4Š�(F÷ MIME G M G 2G eF ÜG TG ; G G G V F û� æ� �F åG �F öF ÔGAsyncOS Fÿ
GTG; GG GV 4Š�(G"1‘�9Fç G�FéF¹AsyncOS F ÿ G o G Q G IG ŠG FF ÷� æ� �F åG �F ïG 6G • G AG Š G W F û�
G W G "� ô� �F çF ¸G TG ; G G G V G " Unicode Fû�š�nFç G�FéF¹FíFþ�‹F¸Unicode 8•�æF÷�G0d/²#'G"�è(ôFç G�FéF¹
Go GQ GIGŠGFF÷G6G• GAGŠ GW FÜ�æ��FåG�FöFÔFúFÔ���œFÿF¸[GG G; Gq G•�·�8H�Scan BehaviorH�] GhGŠGF G�FïFÿ 
scanconfig  G A G lG • G W F ÷� æ� �F åG �F ïG 6G • G AG Š G W F Ü� Q# ÝF åG �G �F éF ¹

G o G Q G IG ŠG FF þ G G G ; G q G •� ìF û AsyncOS FÜ MIME 4Š�(G"0Û�oFéG� �‰�2Fþ0ò(ýFûFôFÔFöFÿF¸G o G Q G
GF�•�e Fø Go GQ GIGŠGF�ç�ÜGc G/ G2 GyH�9-5 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

MIME 4Š�(FÜGTG; GG GV F÷FúFÔ���œF¸AsyncOS Fÿ .zip G � F ïF ÿ .tar FÛ G� Gc G/ G2 GyG"�³��FéG� FÛF �̧
Få G�Fï Gc G/ G2 GyG"�³�� Fç G�FéF¹GUGŠGM G"�³�� Fç Fï�‹F¸GG G; Gq G• G6G• GF G•FÿGc G/ G2 GyFþG6G
G"1‘�9FçF¸Gc G/ G2 GyFþGUGŠGM G" Unicode �g�'F÷3ÉFç G�FéF¹FíFþ�‹F¸AsyncOS Fÿ Unicode 8•�æF÷�G0d
/²#'G"�è(ôFç G�FéF¹

��Fþ�[F÷FÿF �̧•�eFþGTG; GG GV Fø �ç�ÜGc G/ G2 GyFû�PFç FöFÂCompany ConfidentialFÃ Fø FÔ FÖ �e�Ð�4G"
(ôFç G�FéF¹Fã Fþ� [F÷FÿF �̧q� `Fç FÝ FÔ� ÍFÜ 2 �óFû0¿�� Få G�FöFÔ G� FïG�F¸GG G; Gq G• G6G• GF G•FÜ Fã F
�Ð�4G" 2 �ó�è�V�è��FéG� Fø F 0̧ñ�\FéG� Go GQ GIGŠGF G"FéG	FöG^G4 G• GG FçF �̧2�»4Š6ÛFû3

G o G Q G IG ŠG FF þ� •� eF þG �G " G G G ; G q G •F éG � � �� œF ÿF ¸only-body-contains  G"�Q#ÝFç G�FéF¹

ConfidentialFilter:

   if ( body-contains('Company Confidential',2) ) {

        notify ('legaldept@example.domain');

        bounce();

   }

disclaimer:

    if (not only-body-contains('[dD]isclaimer',1) ) {

        notify('hresource@example.com');

    }
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

�Fç G�FéF¹Fã Fþ
FÜ�Ñ�~FéG� FÛFù
F÷ FÝ FúFÔ G� FÖ Fû

F¹�/�•�ì Få

•�ì Få G�Fï
é

¿��Fþ0ò(ýFûFô

GQ GIGŠGFFû�/�•�ì
4

G�

GŠ GW Fø
c G/ G2 GyFÜ Fã Fã F÷�æ��Fç

éF¹F Ü
GFFÜG^G4 G• GG Få
�/�•�ì�è��GyGŠGy

encrypted  GyGŠGyFÿF¸Go GQ GIGŠGFFþ
Æ��Fû�/�•�ìGUGŠGM FÜ�Ñ�~FéG� FÛFù FÖ FÛG"1*�
GyGŠGyFÿ�/�•�ìGUGŠGM FþGUGAGŠ GW Fÿ/œG�FêF¸Go GQ GIGŠGFFþ
Æ��Fû�/�•�ìGUGŠGM
FÖ FÛFþG�G"1*�� Fç G�FéF¹Fã FþGyGŠGyFÿF ĢtGŠGDFÜ�/�•�ì Få G�Fï7Á�Ê Go GŠGyG"3æ�™
FéG� ���œFû�}�<F÷FéF¹

H��@H� �/�•�ì Få G�FïGyGŠGyFÿF¸Go GQ GIGŠGFFþ
Æ��Fþ�/�•�ì Få G�FïGUGŠGM FþG�G"�è��F÷ FÝ G�Fé
G�Fï�ç�ÜGc G/ G2 GyFÿ�è�� Fç G�FëG#F¹

encrypted  Fÿ true  GyGŠGy Fø � �]FûF Ģ_ Gw Go GŠGM G"�Q#ÝFëFêF �̧š3Q G� /œFÔG�FëG#F¹�/�
GUGŠGM FÜ�è�� Få G�Fï���œFû true F̧�è�� Få G�FúFÛFóFï���œFû  false  G"3ÉFç G�FéF¹Fã Fþ�µ+�G"��/œF
G � F ûF ÿ G o G Q G IG ŠG FF þ G G G ; G q G •F Ü� ²0 [F ûF ú G � F ïG �F ¸[ G G G ; G q G •� ·� 8H �Scan BehaviorH�] GhGŠGF G� FïFÿ 
scanconfig  GA GlG• GW F÷��*O Få G�Fï GG G; Gq G•0¿��FÜ�Q#Ý Få G�G�FéF¹G8GeGE Gu G•Fþ0
FÔFöFÿF¸G G G ; G q G •� ·� 8F þ0 ¿� �H �9-115 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

��FþGc G1 Gy GM FÿF¸Gx GGGXGŠ)�#äF÷3æ�™ Få G�FïFéG	FöFþ7Á�Ê Go GŠGyG"&�1�FçF¸Go
Få G�FïGUGŠGM FÜ�µG�G�G� ���œFÿF 0̧ñ�\FéG� Go GQ GIGŠGFFÜ BCC F÷�2�»4Š6Û��FöFû3æ�™ Få G�F Ģ^G
G • G G F å G �G �F éF ¹

�ç�ÜGc G/ G2Gy G M G 2G e GyGŠGy

attachment-type  GyGŠGyFÿF¸Go GQ GIGŠGF
ÆFþ�›�ç�ÜGc G/ G2 GyFþ MIME GM G2 GeG"&�1�FçF �̧æ�� Få
FïG_ GMGŠG• Fø �M+´FéG� FÛFù FÖ FÛG"�8�9Fç G�FéF¹Fã FþG_ GMGŠG•Fÿ [ G G G ; G q G •� ·� 8H �Scan BehaviorH�] 
GhGŠGF G� FïFÿ scanconfig  GA GlG• GW F÷�Q#ÝFéG� �g�'H�G G G ; G q G •� ·� 8F þ0 ¿� �H �9-115 GhGŠGFH� G"�g!·H�
Fø � Fè �g�'F÷FÒ G� �²0[FÜFÒ G� G�FéF¹G� FïF¸Fù Fñ G� FÛ�M�‰Fþ GG Gw GQ GE GsH�/ H�G"F Ḩ�G} G2 Gy GW G9
Fç FöFþH�G0 GG GM Gx GG G= F÷*(FÝ �nFØ G� Fã Fø FÜF÷ FÝ G�FéF¹Go GQ GIGŠGFFþ�ç�ÜG
Fï MIME GM G2 Ge Fø �M+´FéG� ���œF¸Fã FþGyGŠGyFÿFÂtrueFÃG"3ÉFç G�FéF¹

Fã Fþ�µ+�G"��/œFéG� FûFÿ Go GQ GIGŠGFFþ GG G; Gq G•FÜ�²0[ Fø Fú G� FïG�F¸G G G ; G q G •� ·� 8F þ0 ¿� �H �9-115 
GhGŠGFH�F÷1��Â Få G�FöFÔ G�FéG	FöFþG8GeGE Gu G•FÜ4:#Ý Få G�G�FéF¹

Go GQ GIGŠGFFþ�ç�ÜGc G/ G2 GyG"�ï�8FéG� FïG�Fû�Q#ÝF÷ FÝ G� Go GQ GIGŠGF G c G 1 G y G M GyGŠGyFþ0ò(ýFû
FôFÔFöFÿF¸�ç�ÜGc G/ G2 GyFþ GG G; Gq G•H�9-77 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

��FþGc G1 Gy GM FÿF¸Gx GGGXGŠ)�#äF÷3æ�™ Få G�FïFéG	FöFþ7Á�Ê Go GŠGyG"&�1�Fç G�FMIME G M G 2 G e 
video/*  F÷FÒ G� �ç�ÜGc G/ G2 GyFÜ Go GQ GIGŠGFFû�µG�G�G� ���œFÿF 0̧ñ�\FéG� Go GQ GIGŠ
G�G�FéF¹

prevent_encrypted_data:  

    if (encrypted)  {

         bcc ('legaldept@example.domain');

         bounce();

      }

bounce_video_clips:

   if (attachment-type == 'video/*')  {
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

Få G�FïG_
�FéF¹Fã Fþ�š

g�ÂF÷G6G• GAGŠ
GIGŠGFFþ�ç�ÜGc G/ G2 GyFþ

G �

ŠFÛ G� Gc G/ G2 Gy
¹

dF÷FÒ G� Fø
/ G2 GyFÿ

ø Fç FöFÿF¸

Gd

G/ G2 Gy�¡FÜ
^G4 G• GG Få G�G�FéF¹

&gFç G�FéF¹
�ç�ÜGc G/ G2Gy�¡GyGŠGy

attachment-filename  GyGŠGyFÿF¸Go GQ GIGŠGF
ÆFþ�›�ç�ÜGc G/ G2 GyFþ�¡�SG"&�1�FçF �̧æ��
GMGŠG• Fø �M+´FéG� FÛFù FÖ FÛG"�8�9Fç G�FéF¹Fã Fþ�š3QF÷Fÿ�±�e�Ð Fø �`�e�ÐFÿ�
�9 Få G�G
3QF÷FÿGGGhGŠGGFþ�w!“ G� �
�9 Få G�G� FïG�F¸Gc G/ G2 Gy�¡Fþ�Ž�•Fû GGGhGŠGGFÜFÒ G� "
GW Få G�FöFÔ G� Fø F¸Gc G1 Gy GM FÿFíFþ�ç�ÜGc G/ G2 GyG" GG G; GQ Ge Fç G�FéF¹Go GQ
FÔFêG�FÛFÜ�æ��Fç Fï Gc G/ G2 Gy�¡ Fø �M+´FéG� Fø F¸Fã FþGyGŠGyFÿ true G"3ÉFç G�FéF¹

��Fþ!lFû�@�–Fç Fö Fß Fð Få FÔF¹

• �›�ç�ÜGc G/ G2 GyFþ�¡�SFÿ MIME G f G Q G NG ŠF Û G � G ; G q G eG O G q F å G �G �F éF ¹MIME G f G Q G NG ŠF ûF Ò
Gc G/ G2 Gy�¡Fþ�Ž�•FûFÿGGGhGŠGGFÜFÒ G� ���œFÜFÒ G� G�FéF¹

• �ç�ÜGc G/ G2 GyFÜG0GŠG9 G2 GdFþ���œF¸Cisco G0Ge Gw G2 G0 G• GGFÿG0GŠG9 G2 GdFþ
Æ4
�¡G"�v�“FçF¸GG G; Gq G•0¿��GyGŠGyH�G G G ; G q G •� ·� 8F þ0 ¿� �H �9-115 GhGŠGFH�G"�g!·H�G"4:#ÝFç G�FéF

– �ç�ÜGc G/ G2 GyFÜ 1 �¶Fþ�})°Gc G/ G2 GyH��Ñ�G�ÊG"�eG�FêH�F÷FÒ G� ���œF¸G0GŠG9 G2 G
Fÿ0bFú Få G�FêF¸Fã Fþ�})°Gc G/ G2 GyFþ�¡�SFÿ�v�“ Få G�G�FëG#F¹FôG� G� F¸Fã FþGc G 
attachment-filename  GyGŠGyF÷Fÿ��#. Få G�G�FëG#F¹Fã Fþ G� FÖ Fú Gc G/ G2 GyFþ�[ F
gzip  F÷�})° Få G�Fï��/œ�•+�Gc G/ G2 GyH�.exeH�Fú FùFÜFÒ G� G�FéF¹

– �ç�ÜGc G/ G2 GyFÜ�""‚Fþ�})°Gc G/ G2 GyF÷FÒ G� ���œH�foo.exe.gz Fú FùH�F �̧G0d/²#'G"�Q#ÝFç Fö
�})°Gc G/ G2 Gy
ÆFþ"I��FþGc G/ G2 Gy GM G2 GeG"�è(ôFç G�FéF¹�ç�ÜGc G/ G2 Gy�¡ Fø G0GŠG9 G2 
G c G / G 2 G y
 ÆF þ� "" ‚F þ� }) °G c G / G 2 G yH �9-34 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

Go GQ GIGŠGFFþ�ç�ÜGc G/ G2 GyG"�ï�8FéG� FïG�Fû�Q#ÝF÷ FÝ G� Go GQ GIGŠGF G c G 1 G y G M GyGŠGyFþ0ò(ýFû
FôFÔFöFÿF¸�ç�ÜGc G/ G2 GyFþ GG G; Gq G•H�9-77 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

��FþGc G1 Gy GM FÿF¸Gx GGGXGŠ)�#äF÷3æ�™ Få G�FïFéG	FöFþ7Á�Ê Go GŠGyG"&�1�FçF¸Gc *.mp3  
F÷FÒ G� �ç�ÜGc G/ G2 GyFÜ Go GQ GIGŠGFFû�µG�G�G� ���œFÿF 0̧ñ�\FéG� Go GQ GIGŠGFFÜG

6õ4�8o% 

• �ç�ÜGc G/ G2 Gy�¡ Fø G0GŠG9 G2 Gd G c G / G 2 G y
 ÆF þ� "" ‚F þ� }) °G c G / G 2 G yH �9-34 GhGŠGFH�

�ç�ÜGc G/ G2Gy�¡Fø G0GŠG9 G2Gd Gc G/ G2Gy
ÆFþ�""‚Fþ�})°Gc G/ G2Gy

��FûF¸G0GŠG9 G2 GdH�gzip  F÷�8�BFç Fï G� FþFúFùH�FûFÒ G��""‚Fþ�})°Gc G/ G2GyG"!·�œFéG� �[G"

        bounce();

   }

block_mp3s:

   if (attachment-filename == '(?i)\\.mp3$')  {

        bounce();

   }

quarantine_gzipped_exe_or_pif:

if (attachment-filename == '(?i)\\.(exe|pif)($|.gz$)') {

  quarantine("Policy");

}
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

�F éH �G "� Q# Ý

G�G�FéH�GCGŠG^�¡Fþ
FþGb Gx G8 GW FÜ3ã�•FåG�G�
^F þ G x G G G V
FåG�G�FéF¹3ÉFåG�

G z
FíG�FîG�$�Fú G� �X
éF¹

"�w
¹

• G W F å

G�FéF¹

éF¹�Â'ÅFÜFíG�

F¹
G u G •

Ģ E G u
G•ø F þ
�Í Fø '¼Fç FÔ
ø F¸
E G u

GIGŠ
DNS G x G G G V GyGŠGy

dnslist()  GyGŠGyFÿF¸G= G6 Gx GŠFþ��/œFû DNSBL �‰�'H�FÂip4r G y G Q G = G 0 G Q G eF Ã F ø G � � çG �G �G
FéG�G_Gd Gx GQ G= DNS G x G G G V GCGŠG^G"!·�
Fç G�FéF¹%T�™�K)FFþ IP G 0 G W G z G GF ÿ� o3 ?F åG �H �IP FÜ 1.2.3.4 
Fþ���œFÿ 4.3.2.1 FûFú G� H�F F̧ÛFó Fã 
ÆFþGCGŠG^�¡FûGeGz Gc G1 GQ G= GG Fø Fç Fö3ã�•Få

 ›8ŒFÜGb Gx G8 GW F÷FúFÔ� ��œFÿF ĢCGŠG^�¡ Fø GeGz Gc G1 GQ G= GG G"� 
� )G� FïG�
FéH�F¹DNS G = G 6 G x G ŠF Ü# Õ� BF åG �F ¸G E G G G TG nF ûF ÿ DNS �»�K�Â'ÅH��K)FFþ IP G 0 G W G z G GF ÜG CG ŠG
FûFúFÔ Fã Fø G"&gFéH�G� FïFÿ IP G0 GW Gz GGH�G0 GW Gz GGFÜ0bFôFÛFóFï Fã Fø G"&gFéH�FÜ3É
G� IP G 0 G W G z G GF ÿ3û�–F1̧27.0.0. xH�x Fÿ 0 HZ 255 Fþ FÖ FñG�G�FéG	FöFþ�XH�Fþ�g�'FûFú G� G�FéH�IP G 0 G W
GG(
�VFÿ0Á�•FåG�FöFÔG�FëG#H�F¹�M4ŠFþGCGŠG^FÿF¸Gx GG GV #Õ�BFþ#.#äFû�öFõFÔFö
�ÐG"3ÉFç G�FéFÜF F̧ íG��è�¥FþGCGŠG^FÿFéG	FöFþ�M+´Fû�PFç Fö�  Fè) ��ÝG"3ÉFç G�F

dnslist()  FÿFḩeader()  GyGŠGy Fø � �]FûF �̧"8oG�FïFÿ�§8o�š3QF÷�Q#ÝF÷FÝ G�FéF¹�""‚F÷FÿF �̧Â'ÅG
�™FéG� Fø true  G"3ÉFçF �̧Â'ÅFÜFúFÔ���œH�DNS GCGŠG^FÜ�?4)�Y+�Fþ���œFúFùH�Fÿ false  G"3ÉFç G�FéF

��FþGc G1 Gy GM G"��/œFéG� Fø F 3̧æ�™*…FÜ Cisco Bonded Sender �_��GCGŠGa GG G e G { G > G w G nF ûG jG
G�FöFÔ G� ���œF F̧íFþ Go GQ GIGŠGFFÜ%$FñFû���Š Få G�G�FéF¹

G8GeGE Gu G•F÷F '̧¼�'H�==H�G� FïFÿ�Y'¼�'H�!= H�G"�Q#ÝFç Fö)��ÝG"�e�Ð�4 Fø �š3QFéG� Fã Fø G� F÷ FÝ

��FþGc G1 Gy GM FÿF ĢCGŠG^FÛ G�FÂ127.0.0.2 FÃFÜ3É Få G�G� Go GQ GIGŠGF G" GW G{ GQ Ge Fç G�F
�è�¥Fþ
Æ��F÷FÒG�G�F¸Fã FþGyGŠGyFÿ false G"3ÉFçF¸Gc G1 Gy GM Fÿ!“0i Få G�G�FéF¹

SenderBase GzGb GsGTGŠGE Gu G• GyGŠGy

reputation  GyGŠGyFÿF¸SenderBase G z G b G s G TG ŠG E G u G • GG GA G0 G"�ÚFþ�Í Fø �š3QFç Fö&�1�Fç G�Fé>F¸
==F<̧= Fú FùFþFéG	FöFþ�š3Q ‡'ì�ÊG"�Q#ÝF÷ FÝ G�FéF¹Go GQ GIGŠGFFû SenderBase G z G b G s G TG ŠG E 
G G G A G 0F ÜF úF Ô� �� œH � F ã G �G � F ÷ G G G A G 0F Ü G � F ó F ï F ß & �1 � F å G �F öF ÔF úF ÔF ÛFSenderBase G z G b G s G TG Š
G• GCGŠGa GG G = G 6 G x G Š GCGŠG^FÛ G� �Â'ÅG"�v�“F÷ FÝ FúFÛFó Fï���œH�F¸Gz Gb Gs GTGŠGE Gu G G G A G 0 F
�š3QFÿFéG	Fö�»�KFç G�FéH��X�ÍFÜFÔFêG�FÛFþ�ÍG� G� �±FÝ FÔG� FïFÿ�` Få FÔF F̧ÔFêG�FÛFþ
G� FïFÿ'¼Fç Fß FúFÔ Fø FÔ FÖ �8�9FÜF÷ FÝ G�FëG#H�F¹��Fû1��ÂFéG� no-reputation  GyGŠGyG"�Q#ÝFéG� F
SBRS G G G A G 0F ÜF ÂnoneFÃF÷FÒ G� FÛFù FÖ FÛG"&�1�F÷ FÝ G�FéF¹��Fþ�[F÷FÿF¸SenderBase G z G b G s G TG ŠG
G• GCGŠGa GGFÛ G� 3É Få G�G� Gz Gb Gs GTGŠGE Gu G• G G G A G 0F Ü F ç F Ý F Ô� ÍF þ -7.5 G"�W�GG� � ��œFûF¸Go GQ
GFFþFÂSubject:FÃ/œFþ
›8ŒFûFÂ*** BadRep *** FÃFÜ�Ü�• Få G�G�FéF¹

whitelist_bondedsender:

   if ( dnslist('query.bondedsender.org') ) {

 skip-filters();

   }

blacklist:

   if ( dnslist('dnsbl.example.domain') == '127.0.0.2' ) {

        drop();

   }

note_bad_reps:

   if ( reputation < -7.5 ) {
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

ß F ð F å F ÔF ¹

� � �� œ

'G�FïFÿ

ÿ
F ß F ðF åF ÔF ¹

G; Gq G•Fé

öFÔG�

��²
 0ò(ýFûFôFÔFöFÿF F̧Â3æ�™*…Gz Gb Gs GTGŠGE Gu G• G c G 1 G y G M G x G • G >F ÃF þ' vG "� g! ·F ç F ö FG 0 G •G O
GGG_Gn G E G G G T G nF þG ^ G 2 G _G G G 0 G = G E G u G •H �9-72 GhGŠGFH�G � � g! ·F ç F ö F ß F ð F å F ÔF ¹

SenderBase G z G b G s G TG ŠG E G u G • GyGŠGyFû G� G� �ÍFÿ -10 HZ 10 F÷FéFÜF¸NONE F ø F Ô F Ö � ÍF Ü3 É F å G �G
G � F Ò G � G �F éF ¹NONE FûFôFÔFö"IFû&�1�FÜ�²0[Fú���œFÿF¸no-reputation  GyGŠGyG"�Q#ÝFç G�FéF¹

3¡�iGyGŠGy

G o G Q G IG ŠG F� •� eF ûF F̧ Âdictonary_nameFÃFø FÔ FÖ � ¡�SFþGA G•GTG•GR GU G1 G= GE Gu GX Gx FûFÒ G��G0d/²#
#Ý1�FÜ�µG�G�FöFÔG����œF¸dictionary-match(< dictonary_name>) GyGŠGyFÿ true  Fø0Û�oFåG�G�FéF¹0ñ�\
FþGU G1 G= GE Gu GX Gx FÜ�Ñ�~Fç FúFÔ���œF ĢyGŠGyFÿ false  Fø0Û�oFåG�G�FéF¹3¡�iFþ��*OFþ0ò(ýFûFôFÔFöF
H��±�e�ÐFø �`�e�ÐFþ�
�9G��"1��C#úFþ0¿��FúFùH�F F̧ÂGTG;GG GV G x G KG ŠG GF ÃF þ' vG "� g! ·F ç F ö

��FþGc G1 Gy GM FÿF¸Cisco FÜFÂsecret_wordsFÃ Fø FÔ FÖ 3¡�iFûFÒ G� �"1�G"�µG� Go GQ GIGŠGF G" GG
G� Fø F '̧ö#.*…FûGd Gw G2 G• GW G9GŠGjG• GA GbGŠG"3æ�™Fç G�FéF¹

��Fþ�[F÷FÿF¸Go GQ GIGŠGFFþ�•�eFûF F̧Âsecret_wordsFÃ Fø FÔ FÖ 3¡�iFûFÒ G�FÔFêG�FÛFþ�"1�FÜ�µG�G�F
F ø F F̧ íF þ G o G Q G IG ŠG FF Ü Policy F ø F Ô F Ö 7 x7 ³G 6 G x G 0F û3 æ� ™F åG �G �F éF ¹only-body-contains  �²�ó Fø Fÿ$�Fú
G � F ¸body-dictionary-match  �²�óF÷FÿF F̧éG	FöFþGA G•GTG•GR4Š�(FÜFíG�FîG��¶�9Fû3¡�iFû�M+´FéG
0[FÿFÒ G� G�FëG#F¹�›GA G•GTG•GR4Š�(Fþ�8�•�ÍH�GlGyGOG_GŠ GV/�æ�p4Š�(G� �µG�H�Fÿ�œ0£FåG�G�FéF¹

        strip-header ('Subject');

        insert-header ('Subject', '*** BadRep $Reputation *** $Subject');

   }

none_rep:

   if ( no-reputation ) {

       strip-header ('Subject');

        insert-header ('Subject', '*** Reputation = NONE *** $Subject');

   }

copy_codenames:  

   if ( dictionary-match ('secret_words') ) {

       bcc('administrator@example.com');

       }

quarantine_data_loss_prevention:  

   if (body-dictionary-match ('secret_words')) 

       {

       quarantine('Policy');

       }
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� ™

�F ÛF þ� "
F ¹

e�Ð Fø

G �F ÛF þ� "
F ¹
��FþGc G1 Gy GM F÷FÿF �̧ó�¡FÜ�æ��Fç Fï3¡�iFûFÒ G� �"1� Fø �M+´FéG� Fø 7x7³ Få G�G�FéF¹

��Fþ�[F÷FÿF F̧ÂToFÃGf GQ GNGŠFþ7Á�Ê Go GŠGy G0 GW Gz GG G"!·�œFçF '̧ö#.*…FûGd Gw G2 G• GW G A G bG ŠG "3 æ
F ç F öF ÔG �F éF ¹

attachment -dictionary-match(<dictonary_name>)  GyGŠGyFÿ�V0°Fþ dictionary-match  GyGŠGy Fø � 
�]Fû�µ+�Fç G�FéFÜF �̧è(ô�P1ßFÿ�ç�ÜGc G/ G2 GyF÷FéF¹

��FþGc G1 Gy GM F÷FÿF¸Go GQ GIGŠGFFþ�ç�ÜGc G/ G2 GyFûFÂsecret_wordsF Ã F ø F Ô F Ö 3 ¡� iF ûF Ò G � F ÔF êG
1�FÜ�µG�G�FöFÔ G� Fø F F̧íFþ Go GQ GIGŠGFFÜ Policy F ø F Ô F Ö 7 x7 ³G 6 G x G 0F û3 æ� ™ F å G �G �F é

header -dictionary-match(< dictonary_name >, < header >)  GyGŠGyFÿ�V0°Fþ dictionary-match GyGŠGy
Fø � �]Fû�µ+�Fç G�FéFÜF �̧è(ô�P1ßFÿ <header> F÷�æ��Fç FïGf GQ GNGŠF÷FéF¹Gf GQ GNGŠ�¡Fþ�±�
�`�e�ÐFÿ�
�9 Få G�FúFÔFïG�F F̧ï Fø FØG�FÂsubjectFÃF÷ G� FÂSubjectFÃF÷ G� �µ+�Fç G�FéF¹

��FþGc G1 Gy GM F÷FÿF¸Go GQ GIGŠGFFþFÂccFÃGf GQ GNGŠFûFÂex_employeesF Ã F ø F Ô F Ö 3 ¡� iF ûF Ò G � F ÔF ê
1�FÜ�µG�G�FöFÔ G� Fø F F̧íFþ Go GQ GIGŠGFFÜ Policy F ø F Ô F Ö 7 x7 ³G 6 G x G 0F û3 æ� ™ F å G �G �F é

quarantine_policy_subject:  

    if (subject-dictionary-match ('gTest'))

        {

        quarantine('Policy');

        }

headerTest:

    if (header-dictionary-match ('competitorsList', 'to'))

        {

        bcc('administrator@example.com');

        }

quarantine_codenames_attachment:  

   if (attachment- dictionary-match ('secret_words') ) 

       {

       quarantine('Policy');

       }

quarantine_codenames_attachment:  

   if (header- dictionary-match ('ex_employees', 'cc') ) 

       {
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

8 G W G "G 6

• G"��

G� Fã
3¡�i#Ý1�
ÆF÷ G} G2 Gy GW G9GŠ GW G"�Q#ÝFéG� Fã Fø FÜF÷ FÝ G�FéF¹7Á�Ê Go GŠGy G 0 G W G z G GF þG b G x G
G G G ?G ŠG eF éG � � ²0 [F ÿF Ò G � G �F ëG #F ¹

SPF-Status GyGŠGy

SPF/SIDF �è0ÉFåG�Fï Go GŠGyG"�w�™FéG� ���œF¸SPF/SIDF �è0ÉFþ)��ÝFûG� FóFö$�Fú G� G0 G= GE Gu G
/œFéG� Fã Fø FÜ�²0[FûFú G����œFÜFÒ G� G�FéF¹spf-status GyGŠGyG"�Q#ÝFéG� Fø F 0̧
�XFþ SPF �è0É)��Ý Fø Fþ
!·�œFÜ�•+�FûFú G� G�FéF¹0ò(ýFûFôFÔFöFÿF¸�è0É)��ÝH�19-32 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

SPF/SIDF �è0É)��Ý Fø Fþ!·�œG"/œ FÖ FûFÿF �̧�Fþ�S�eG"�Q#ÝFç G�FéF¹

1 FôFþ�²�óF÷0
�XFþ"g�Â�8��Fû�PFç FöGO G5 GQ G= FéG� ���œF �̧�Fþ�S�eG"�Q#ÝF÷ FÝ G�FéF¹

F å G � F ûF �̧ �F þ� S� eG "� Q# ÝF ç F öF ¸HELOFM̧AIL FROMFP̧RA ID Fû�PFç Fö�è0É)��ÝG"GO G5 GQ G= Fé
F ø G � F ÷ F Ý G �F éF ¹

��Fþ�[FûF şpf-status  Gc G1 Gy GM Fþ�Q#Ý�[G"&gFç G�FéF¹

       quarantine('Policy');

       }

if (spf-status == "Pass")

if (spf-status == "PermError, TempError")

if (spf-status("pra") == "Fail")

skip-spam-check-for-verified-senders:

     if (sendergroup == "TRUSTED" and spf-status == "Pass"){

         skip-spamcheck();

     }

quarantine-spf-failed-mail:

     if (spf-status("pra") == "Fail") {

         if (spf-status("mailfrom") == "Fail"){

             # completely malicious mail

             quarantine("Policy");

         } else {

           if(spf-status("mailfrom") == "SoftFail") {
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

g

SPF-Passed GyGŠGy

��Fþ�[FûF şpf-passed Fø GlGŠ G= Få G�FöFÔFúFÔ7Á�Ê Go GŠGyG"7x7³FéG� FïG�Fþ spf-passed  GyGŠGyG"&
F ç G �F éF ¹

             # malicious mail, but tempting

             quarantine("Policy");

           }

         }

     } else {

       if(spf-status("pra") == "SoftFail"){

         if (spf-status("mailfrom") == "Fail"

                 or spf-status("mailfrom") == "SoftFail"){

             # malicious mail, but tempting

             quarantine("Policy");

         }

       }

     }

stamp-mail-with-spf-verification-error:

     if (spf-status("pra") == "PermError, TempError"

             or spf-status("mailfrom") == "PermError, TempError"

             or spf-status("helo") == "PermError, TempError"){

         # permanent error - stamp message subject

         strip-header("Subject");

         insert-header("Subject", "[POTENTIAL PHISHING] $Subject"); }

F¹

quarantine-spf-unauthorized-mail:

    if (not spf-passed) {
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

�F éF ¹
þG0 G=

š

�1�G"%,$�Fç G�FéF¹

¹

G6G•GgG{GŠ
ŠG"�µG�3æ�™
FÒ G� Go GQ GIGŠGF G"

H�

Fç G�FéF¹
� FïG�F F̧í

"�š3QFç G�FéF¹

8� B

ó F ï G o G Q
û�}�<F÷
H��@H� spf-status  GyGŠGy Fø $�Fú G� spf-passed  GyGŠGyFÿ SPF/SIDF �è0É�ÍG"(F�"FúGdGŠGy�ÍFû�"(ç�ìFç
G�FéF¹��Fþ�è0É)��ÝFÿF¸spf-passed  G yG ŠG yF û� œ� AF ç F öF ÔF úF Ô G � F þ F ø F ç F ö� …G �G �GNoneF¸
NeutralFŞoftfailFŢempErrorFP̧ermErrorFF̧ailF¹G� G� 0ò(ýFú)��ÝFû�öFõFÔFöF¸Go GQ GIGŠGFG�F
GE Gu G• G"��/œFéG� FûFÿF¸spf-status  GyGŠGyG"�Q#ÝFç G�FéF¹

workqueue-count GyGŠGy

workqueue-count  GyGŠGyFÿF¸G}GŠ G= G; GsGŠ�XG""I��Fþ�Í Fø !·�œFç G�FéF¹>F=̧=F<̧= Fú FùFþFéG	FöFþ�
3Q ‡'ì�ÊG"�Q#ÝF÷ FÝ G�FéF¹

��FþGc G1 GyGMFÿF¸G}GŠG= G; GsGŠ�XG"&�1�FçF �̧æ��Fç Fï�ÍG� G� �¨FáG�G�GGG_GnFþ&

SPF/SIDF Fþ0ò(ýFûFôFÔFöFÿF¸SPF FÚG�G� SIDF �è0ÉFþ�+0[H�19-23 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF

SMTP Authenticated User Match GyGŠGy

Cisco G0Ge Gw G2 G0 G• GGFÜ Go GQ GIGŠGFFþ3æ�™Fû SMTP 1�0ÉG"�Q#ÝFç FöFÔ G� ���œF¸
smtp-auth-id-matches  ( <target> [, <sieve-char>])  GyGŠGyFÿ Go GQ GIGŠGFFþGf GQ GNGŠ Fø
Ge3æ�™*…G"3æ�™*…Fþ SMTP 1�0ÉGtGŠGD ID Fø !·�œFçF¸GGGeGŠGc G1 G• G> Få G�FïGf GQ GNG
Go GQ GIGŠGF G"1‘�9Fç G�FéF¹Fã FþGc G1 Gy GM G"�Q#ÝFéG� Fø F F̧ú G� FéG� Fç Fþ�•+��öFþ
7x7³G� FïFÿGd G{ GQ G= F÷ FÝ G�FéF¹

smtp-auth-id-matches GyGŠGyFÿF¸SMTP 1�0É ID G"��Fþ�š3Q�P1ß Fø �š3QFç G�FéF¹

        quarantine("Policy");

    }

 wqfull: 

if ( workqueue-count  > 1000 ) {

 skip-spamcheck();

}

G M G ŠG @ G Q G V 1 �� Â

*EnvelopeFrom SMTP �P0ðFþG6G•GgG{GŠGe3æ�™*…FþG0 GW Gz GGMAIL 
FROMH�G"�š3QFç G�FéF¹

*FromAddress From GfGQ GNGŠFÛ G�0Ž�ÒFåG�FïG0 GW Gz GG G"�š3Q
From GfGQ GNGŠFûFÿ0
�XFþG0 GW Gz GG G"�Q#ÝF÷FÝ G
F þ F Ö F ñ 1 FôFÜ�M+´FéG�G��M+´ Fø 0bFú FåG�G�FéF¹

*Sender Sender GfGQ GNGŠF÷�æ� �FåG�FöFÔG� G0 GW Gz GG G

*Any ID FûFÛFÛG� G�FêF 1̧�0É�íG� SMTP G I G Q G E G u G •� pF û�
F å G �F ï G o G Q G IG ŠG F F ø � M+ ´F ç G �F éF ¹

*None 1�0É�íG�  SMTP G I G Q G E G u G •� pF û� 8� B F å G �F úF ÛF
GIGŠGF Fø �M+´Fç G�FéF¹1�0ÉFÜG8GeGE Gu G•Fþ���œF
FéH��N�áH�F¹
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy G k G x G EG ŠF þ4 :# Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

GE Gu G•F÷
�‹Fþ4Š�(Fÿ�š

GW Gz GG FÜ

GtGŠGD
F¹

FÝ G�FéF¹

�1�FçF¸
¹G0

F¸G0Ge Gw G2 G0 G• GG

�•�°
Gc G1 Gy GM Fû G� G� !·�œFÿ�]�&F÷FÿFÒ G� G�FëG#F¹�±�e�Ð Fø �`�e�ÐFÿ�
�9 Få G�G�FëG#F¹G8Ge 
sieve-char G_ Gw Go GŠGM FÜ�æ�� Få G�FöFÔ G� ���œF "̧I��Fþ�e�ÐFþ�‹Fû)F Fß G0 GW Gz GGFþ�q
3Q�ìFû!“0i Få G�G�FéF¹Fï Fø FØG�F Ģ_ Gw Go GŠGM FûFÂ+FÃFÜ�µG�G�FöFÔ G� ���œF¸G0 GW Gz GG 
joe+folder@example.com  F þ F Ö F ñF Â+FÃG� G� � ‹Fþ4Š� (FÜGc G1 Gy GM F÷Fÿ! “0 i Få G�G�FéF¹G0 
joe+smith+folder@example.com  Fþ���œFÿF F̧Â+folder FÃFþG�FÜ!“0i Få G�G�FéF¹SMTP 1�0ÉGtGŠGD ID 
�e�Ð�4FÜ�"(çFúGtGŠGD�¡F÷FÒ G� F �̧ö
²�Ÿ8í7Á�Ê Go GŠGy G0 GW Gz GG F÷FúFÔ���œFÿF �̧š3Q�P1ßFþ
�¡4Š�(FþG�FÜ!·�œ Få G�G�FéF¹GW Go G2 G•4Š�(Fÿ�9FþGyGŠGyF÷�è0ÉFéG� �²0[FÜFÒ G� G�Fé

G�F ïF ¸$SMTPAuthID �š�XG"�Q#ÝFç Fö SMTP 1�0ÉGtGŠGD ID G"GfGQ GNGŠFû��
°FéG� Fã Fø FÜF÷

��Fþ/²FÿF ŞMTP 1�0É ID F ø 7 Á� Ê G o G ŠG yF þ� š3 QF þ� [F ÷F ¸smtp-auth-id-matches G c G 1 G y G M GyGŠGyFû
G� G� �š3QF÷�M+´FéG� FÛFù FÖ FÛG"&gFç FöFÔG�FéF¹

��FþGc G1 Gy GM FÿF 1̧�0É�íG� SMTP GI GQ GE Gu G•�pFû�8�B Få G�FïFéG	FöFþ Go GQ GIGŠGF G"&From 
Gf GQ GNGŠFþG0 GW Gz GG Fø G6G•GgG{GŠGe3æ�™*…FÜ SMTP 1�0ÉGtGŠGD ID Fø �M+´FéG� FÛ�è0ÉFç G�FéF
G W G z G G F ø ID FÜ�M+´FéG� Fø F¸Gc G1 Gy GM Fÿ GW Go G2 G• G"0Á�•Fç G�FéF¹�M+´Fç FúFÔ���œ
F ÿ G o G Q G IG ŠG F G "7 x7 ³F ç G �F éF ¹

SMTP 1�0É ID G�G�FÔ�e�Ð �š3QFéG�G0 GW GzGG �M+´Fþ

someuser otheruser@example.com [FÔFÔFØH�NoH�]

someuser someuser@example.com [FÿFÔH�YesH�]

someuser someuser@another.com [FÿFÔH�YesH�]

SomeUser someuser@example.com [FÿFÔH�YesH�]

someuser someuser+folder@example.com [FÔFÔFØH�NoH�]

someuser + someuser+folder@example.com [FÿFÔH�YesH�]

someuser@example.com someuser@forged.com [FÔFÔFØH�NoH�]

someuser@example.com someuser@example.com [FÿFÔH�YesH�]

SomeUser@example.com someuser@example.com [FÿFÔH�YesH�]

Msg_Authentication:

if (smtp-auth-id-matches("*Any"))

{

    # Always include the original authentication credentials in a

    # special header.

    insert-header("X-Auth-ID","$SMTPAuthID");

    if (smtp-auth-id-matches("*FromAddress", "+") and

        smtp-auth-id-matches("*EnvelopeFrom", "+"))

    {

        # Username matches.  Verify the domain

        if header('from') != "(?i)@(?:example\\.com|alternate\\.com)" or
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

þ*+�¡Fþ�w!“G"&gFé
�

�FéF¹
ëG#F¹

F¹

o GQ GIGŠGF

0d/²
þFÿ
signed GyGŠGy

signed  GyGŠGyFÿ Go GQ GIGŠGFFþ*+�¡G"&�1�Fç G�FéF¹Fã FþGyGŠGyFÿF¸Go GQ GIGŠGFF
GdGŠGy�ÍG"3ÉFç G�FéF¹Fã FþGyGŠGyFÿF *̧+�¡FÜ ASN.1 DER G6G• GAGŠGU G1 G• G> GyGŠGyFû�‘Fó FöFÔ G
FÛF F̧ÚG�G� CMS *+�¡GUGŠGM�º�S4�H�RFC 3852F̧GI G= GE Gu G• 5.1H�Fû =�ÐFç FöFÔ G� FÛG"0Û�oFç G
*+�¡FÜ GA G• GT G• GR Fø �M+´FéG� FÛFù FÖ FÛFÿ�è0É Få G�FêF 0̧É�Â�iFþ�w� �ö G� &�1� Få G�G�F

��Fþ�[F÷FÿFşigned  GyGŠGyG"�Q#ÝFç FöGf GQ GNGŠG"*+�¡�íG� Go GQ GIGŠGFFû��
°Fç G�Fé

��Fþ�[F÷FÿFşigned  GyGŠGyG"�Q#ÝFç FöF "̧I��Fþ3æ�™*…G>GyGŠGeFÛ G� �w�™Fç Fï�•*+�¡Fþ G
Fþ�ç�ÜGc G/ G2 GyG" GW G{ GQ Ge Fç G�FéF¹

*+�¡�ÜFÝ0É�Â�iGyGŠGy

signed-certificate  GyGŠGyFÿF¸X.509 0É�Â�i$Î/œ*…G� FïFÿ Go GQ GIGŠGF*+�¡*…FÜF �̧æ��Fç Fï�G
# ' F ø � M+ ´F ç F öF Ô G � S/MIME Go GQ GIGŠGF G"4E�¥Fç G�FéF¹Fã FþGyGŠGyFÜ�P�ÂFç FöFÔ G� F X.509 0É
�Â�iFþG�F÷FéF¹

           mail-from != "(?i)@(?:example\\.com|alternate\\.com)"

        {

            # User has specified a domain which cannot be authenticated

            quarantine("forged");

        }

    } else {

        # User claims to be an completely different user

        quarantine("forged");

    }

}

signedcheck: if signed { insert-header("X-Signed", "True"); }

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {

 html-convert();

    if (attachment_size > 0)

    {

        drop_attachments("");

    }

}
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

�G0d/²#' Fø

ÿ*+�¡

ïFÿ Fã Fþ
�
öFþ�¡

ÔF¹

��#.
�F �̧�Fþ
éF¹

�Gb Gx G8
F÷Fÿ
F ã F þG yG ŠG yF þ� S� eF ÿ signed-certificate  (<field> [<operator> <regular expression>])  F÷FéF¹
�›8o% Fþ
Æ��Fÿ��Fþ Fø FÚ G� F÷FéF¹

• <field> H��,#Ý'¢F÷�VG�G�Fï�e�Ð�4 “issuer” H�$Î/œ*…H�G� FïFÿ “signer” H�*+�¡*…H�F¹

• <operator> H�== G � F ïF ÿ != F¹

• <regular expression> H�$Î/œ*…G� FïFÿ*+�¡*…G"!·�œFéG� FïG�Fþ�ÍF¹

Go GQ GIGŠGFFû0
�XFþ*+�¡FÜ�Q#Ý Få G�FöFÔ G� ���œF F̧ÔFêG�FÛFþ$Î/œ*…G� FïFÿ*+�¡*…FÜ
�M+´FéG� Fø true FÜ3É Få G�G�FéF¹Fã FþGyGŠGyG"�M$�%·FÔ�gF÷ signed-certificate(“issuer”)  FÚG�
G� signed-certificate(“signer”)  Fþ G� FÖ Fû�æ��FéG� Fø F¸S/MIME Go GQ GIGŠGFFû$Î/œ*…G� FïF
*…FÜ0¿�� Få G�FöFÔ G� ���œFû true FÜ3É Få G�G�FéF¹

6õ4�8o% 

• *+�¡*…H�9-43 GhGŠGFH�

• $Î/œ*…H�9-43 GhGŠGFH�

• �G0d/²#'F÷FþG6 GG G?GŠGe��#.H�9-43 GhGŠGFH�

• $CertificateSigners G 0 G = G E G u G •� š� XH �9-44 GhGŠGFH�

• �[H�9-44 GhGŠGFH�

*+�¡*…

Go GQ GIGŠGF*+�¡*…Fû6õFç FöF¸Fã FþGyGŠGyFÿ X.509 0É�Â�iFþ  subjectAltName  �Ñ�GFÛ G� rfc822Name  
�¡FþGEGŠG? G• GG G"�³�� Fç G�FéF¹*+�¡0É�Â�iFû subjectAltName  Gc G1 GŠGy GW FÜFúFÔ���œF¸G� F
G c G 1 G ŠG y G W F û rfc822Name  �¡FÜFúFÔ���œF¸signed-certificate(“signer”)  GyGŠGyFÿ false G"3ÉFç G
FéF¹G�G�F÷FÿFÒ G� G�FéFÜF¸rfc822Name  �¡FÜ0
�X�Q#Ý Få G�FöFÔ G� ���œFûF¸Fã FþGyGŠGyFÿFéG	F
�SG"�G0d/²#' Fø !·�œFç G� FÖ Fø 0èG�F �̧q�6Fû�M+´Fç Fï�ì!lF÷ true G"3ÉFé Fã Fø FÜFÒ G� G�FéF¹

$Î/œ*…

$Î/œ*…Fÿ X.509 0É�Â�iFþ'5F÷FúFÔ1‘�9�¡F÷FéF¹AsyncOS Fÿ0É�Â�iFÛ G�$Î/œ*…G"�v�“FçF¸
LDAP-UTF8 Unicode �e�Ð�4Fû�š�nFç G�FéF¹��Fû�[G"&gFç G�FéF¹

• C=US,S=CA,O=IronPort

• C=US,CN=Bob Smith

X.509 0É�Â�iF÷Fÿ$Î/œ*…Gc G1 GŠGy GW FÜ�²0[FúFïG�F¸signed-certificate(“issuer”)  Fÿ S/MIME 
G o G Q G IG ŠG FF û X.509 0É�Â�iFÜFÒ G� FÛFù FÖ FÛG"0Û�oFç G�FéF¹

�G0d/²#'F÷FþG6GGG?GŠGe��#.

LDAP-UTF8 F÷FÿF �̧G0d/²#'F÷�Q#ÝF÷FÝ G�G6GG G?GŠGe�‰�'FÜ��*OFåG�FöFÔG�FéF¹LDAP-UTF8 F÷Fþ�e
�ÐFþG6GG G?GŠGe��#.Fþ0ò(ýFûFôFÔFöFÿF F̧ÄLightweight Directory Access Protocol (LDAP): String 
Representation of Distinguished NamesFÅH�http://www.ietf.org/rfc/rfc4514.txt H�G"�g!·Fç Fö Fß Fð Få F

signed-certificate  GyGŠGyF÷FþG6GGG?GŠGe GyGŠGyFÿF¸LDAP-UTF8 F÷��*OFåG�FïG6GGG?GŠGe GyGŠGy Fø
Fÿ$�Fú G� F Ģ6GGG?GŠGe��#.FÜ�²0[Fú�e�ÐFþG�G"G6GGG?GŠGeFç G�FéF¹LDAP-UTF8 F÷FÿF Ģ6GGG?GŠGe
Fú FçF÷/²&gF÷FÝ G��e�ÐG"G8GeGE Gu G•F÷G6GGG?GŠGeFéG� Fã Fø FÜF÷FÝ G�FéF¹Fï Fø FØG 2 FôFþ�e�Ð�4
FÿFĻDAP-UTF8 FþG6GGG?GŠGe GyGŠGyF÷FÿFÔFêG�G�FÂExample, Inc.FÃG"�GFç Fß /²FéG�Fþ Fø FåG�G�F
• Example\, Inc.

• Example\,\ Inc\.

�M�‰F÷F¸signed-certificate GyGŠGyF÷FÿFÂExample\, Inc. FÃFþG�FÜ�M+´Fç G�FéF¹GGGhGŠGGG
G W F þG 6 G G G ?G ŠG e� �# .F ÿ LDAP-UTF8 F÷Fÿ0Á�• Få G�FöFÔG�FéFÜF �̧²0[F÷FÿFúFÔFïG�F �̧G0d/²#'
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

?GŠGe

� ���œF 5̧�

F¹
0Á�• Få G�G�FëG#F¹signed-certificate GyGŠGyF÷�Q#ÝFéG� �G0d/²#'G"�8�BFéG� ���œFÿF Ģ6 GG G
��#.FÜFú Fß Fö G� /²&gF÷ FÝ G� �e�ÐFÿG6 GG G?GŠGe Fç FúFÔF÷ Fß Fð Få FÔF¹

$CertificateSigners G 0 G = G E G u G •� š� X

G 0 G = G E G u G •� š� X $CertificateSigners  FÿF *̧+�¡0É�Â�iFþ subjectAltName  0[(òFÛ G� �v�“Fç FïF¸G9 G•
Gl�
�) G� �g�'Fþ*+�¡*…Fþ Gx GG GV F÷FéF¹1 �ÇFþ*+�¡*…Fû0
�XFþ7Á�Ê Go GŠGyG0 GW Gz GGFÜFÒ G
0
G"7V�dFç Fï�VF÷ Gx GG GV Fû�p6� Få G�G�FéF¹

F ï F ø F ØG �F ¸Alice FÜ+¬�(Fþ 2 FôFþ0É�Â�iF÷ Go GQ GIGŠGFFû*+�¡Fç Fï Fø Fç G�FéF¹Bob Fÿ+¬�(Fþ 1 FôFþ0É�Â
�iF÷ Go GQ GIGŠGFFû*+�¡Fç FöFÔG�FéF¹FéG	FöFþ0É�Â�iFÿ 1 �óFþ&k
Æ�µ6õFûG� G� $Î/œFåG�FöFÔG�Fé
G o G Q G IG ŠG FF Ü S/MIME GG G; Gq G• G"3û4#FéG� Fø F �̧³��FåG�G�GUGŠGMFûFÿ 3 FôFþ8o% FÜ�µG�G�G�FéF¹

$CertificateSigners  �š�XFÿ��Fþ G� FÖ Fû�Ñ�G Få G�G�FéF¹

�[

��Fþ�[F÷FÿF 0̧É�Â�i$Î/œ*…FÜ(•�\FûFÔ G� ���œF �̧‚ Fç FÔGf GQ GNGŠFÜ��
° Få G�G�FéF¹

[

  {

    'issuer': 'CN=Auth,O=Example\, Inc.',

    'signer': ['alice@example.com', 'al@private.example.com']

  },

  {

    'issuer': 'CN=Auth,O=Example\, Inc.',

    'signer': ['alice@example.com', 'al@private.example.com']

  },

  {

    'issuer': 'CN=Auth,O=Example\, Inc.',

    'signer': ['bob@example.com', 'bob@private.example.com']

  }

]

"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

Issuer: if signed-certificate("issuer") == "(?i)C=US" {

    insert-header("X-Test", "US issuer");

}
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  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

FðFá�è��

F ÷
G�FéF¹G0 G•GOGG
ŠGyFþ4Ä�™Fÿ�õ�F Få

)Þ G� 3É

F÷

ç FöG9 G4 G• GV Få G�G�

G �G �F éF ¹
��Fþ�[F÷FÿF *̧+�¡*…Fþ GW Go G2 G•FÜ example.com F÷FúFÔ���œF '̧ö#.*…Fû3û%± Få G�G�FéF¹

��Fþ�[F÷FÿF¸Go GQ GIGŠGFFû X.509 0É�Â�iFÜFÒ G� ���œF Ģf GQ GNGŠFÜ3ã�• Få G�G�FéF¹

��Fþ�[F÷FÿF¸Go GQ GIGŠGFFþ0É�Â�iFû*+�¡*…FÜFúFÔ���œF Ģf GQ GNGŠFÜ3ã�• Få G�G�FéF¹

G f G Q G NG Š) ÞG �3 ÉF ç� G� XG yG ŠG y

Gf GQ GNGŠ)Þ G� 3ÉFç �G�XGyGŠGyFÿF �̧õ�–Fþ�ì!lF÷��Fþ�²�óFþ Go GQ GIGŠGFFÜ�æ�� Få G�Fï�X
F å G �G � F ø F ¸true  F ø � 8� •F ç G �F éF ¹

• 4#�d 1 �ì6ë�è
ÆFû� Fè �ó�¡Fþ G� FþFÜ�è�� Få G�FïF¹

• 4#�d 1 �ì6ë�è
ÆFû� Fè G6G•GgG{GŠGe3æ�™*…FÛ G� Fþ G� FþFÜ�è�� Få G�FïF¹

Fã FþGyGŠGyG"�Q#ÝFéG� Fã Fø F÷F �̧±5�3æ�™ Go GŠGyG"�è��F÷ FÝ G�FéF¹Fï Fø FØG�F "̧I��Fþ Web G C G 2 G V
/œG�G�G� �;��G; Gq G•GhGŠG•F÷F )̧�)ÊFû�±5�Fþ7Á�Ê Go GŠGyFÜ3æ�™ Få G�G� Fã Fø FÜFÒ G�
G_Gn G6G• GF G•Fÿ Fã Fþ G� FÖ Fú7Á�Ê Go GŠGyG"�G�–Fú Go GŠGy Fø Fç Fö�…FÔF 7̧Á�Ê Go G
G�G�FëG#F¹

F ã F þG yG ŠG yF þ� S� eF ÿ header-repeats (<target>, <threshold> [, <direction>])  F÷FéF¹�›8o% Fþ
�–�áFÿ��Fþ Fø FÚ G� F÷FéF¹

• <target>  FûFÿ subject  G � F ïF ÿ mail-from  G"�æ��Fç G�FéF¹AsyncOS Fÿ GMGŠG@ GQ GV Fþ�ÍFþ
Fç �G�XG" G9 G4 G• GV Fç G�FéF ¹

• <threshold>  FÿF 4̧#�d 1 �ì6ëFû�w�™Fç FïF �̧æ��Fç Fï target Fû� Fè �ÍG"�âFô Go GQ GIGŠGFFþ�X
FéF¹Fã Fþ�XG"2xFØ G� Fø F ĢyGŠGyFÿ true F ø 0 Û� o F å G �G �F éF ¹

• <direction>  Fÿ incoming Fo̧utgoing F¸G� FïFÿ Fã Fþ�g�‰F÷FéF¹Fã FþGyGŠGyF÷ direction FÜ�æ�� Få G�
FöFÔFúFÔ���œF %̧T�™ Go GQ GIGŠGF Fø $Î�™ Go GQ GIGŠGFFÜGyGŠGy0Û�o�P1ß Fø F
FéF¹

G f G Q G NG Š) Þ G � 3 ÉF ç � G� XG yG ŠG yF Ü true  F ø 0 Û� o F å G �G � F ïG �F ûF ¸G E G G G T G n G 0 G wG Š G V F Ü3 æ� ™ F å
G E G G G T G n G 0 G w G Š G V H �32-39 GhGŠGFH�G"�g!·Fç Fö Fß Fð Få FÔF¹

NotOurSigners: if signed-certificate("signer") AND

      signed-certificate("signer") != "example\\.com$" {

    notify("admin@example.com");

}

AnyX509: if signed-certificate ("issuer") {

    insert-header("X-Test", "X.509 present");

}

NoSigner: if not signed-certificate ("signer") {

    insert-header("X-Test", "Old X.509?");

}
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'¨  9 'v       G o G Q G IG ŠG F Gc G1 GyGM G"�Q#ÝFç Fï7Á�Ê Go GŠGy Gk Gx GEGŠFþ4:#Ý
  G o G Q G IG ŠG F G c G 1 G yG M GyGŠGy

�œF ĢyGŠGyFÿ
ŠFÜ'5$ÑFþ Go GQ

G Š F å G �G � G � F ÷F ûF ¸

x GG GV Fû3ã�•FéG� Fû

")�G��œG�Fë
�G�FéF¹"I��

FÿF¸
FÔG�FéF¹

Q
#.Fç G�FëG#F¹
F÷FÒ G� ���œF¸

� Fþ$Î�™
G� Go GQ
H��@H� G f G Q G NG Š Gc G1 GŠGy GW FûG9 G•Gl G� FïFÿGI Gm GA G{ G•F÷�
�)G� G�Fï�ÍFÜ�µG�G�FöFÔ G� ��
�ö
²Fú�e�Ð�4G" GV Gw GQ G; G• G>�P1ß Fø G�Fú Fç G�FéF¹Fã FþGyGŠGyF÷FÿF �̧ó�¡Gf GQ GNG
GIGŠGFFÿ!“0i Få G�G�FéF¹

Gf GQ GNGŠ)Þ G� 3ÉFç �G�XGyGŠGyFÿF �̧š�ìFéG� Go GQ GIGŠGFFþ�œ0£�XG" 1 �(�"�)Fþ(­�ØF÷)T�âFç G�FéF¹
F ã F þF ïG �F 0̧ ¿� � F å G �F öF Ô G � F ç F Ý F Ô� ÍF û4 )F ç F öF Û G � F ã F þG yG ŠG yF Ü G V G x G :1 �(Fþ4�
G�FÜ#ÕFè G� Fã Fø FÜFÒ G� G�FéF¹

6õ4�8o% 

• Gf GQ GNGŠ)Þ G� 3ÉFç �G�XGyGŠGy Fø FíFþ�ÚFþGyGŠGyFþ�G#ÝH�9-46 GhGŠGFH�

• �[H�9-46 GhGŠGFH�

Gf GQ GNGŠ)ÞG�3ÉFç�G�XGyGŠGyFø FíFþ�ÚFþGyGŠGyFþ�G#Ý

Gf GQ GNGŠ)Þ G� 3ÉFç �G�XGyGŠGy Fø FíFþ�ÚFþGyGŠGyG")�G��œG�FëFö�Q#ÝFéG� FûFÿF¸AND  ‡'ì�ÊG� Fï
Fÿ OR  ‡'ì�ÊG"�Q#ÝFç G�FéF¹Fï Fø FØG�F¸Go GQ GIGŠGFFþGCGdGI GQ GV G" Gi G} G2 GV G
FÿF �̧�FþGc G1 Gy GM G"�Q#ÝFç G�FéF¹

AND G � F ïF ÿ OR  ‡'ì�ÊG"�Q#ÝFç FöGf GQ GNGŠ)Þ G� 3ÉFç �G�XGyGŠGy Fø FíFþ�ÚFþGyGŠGyG
Fö�Q#ÝFéG� ���œFÿF Ģf GQ GNGŠ)Þ G� 3ÉFç �G�XGyGŠGyFÜ�²0[Fú���œFûFðFá�q�‹Fû0Û�o Få G
Fþ Go GQ GIGŠGFFû�PFç FöGf GQ GNGŠ)Þ G� 3ÉFç �G�XGyGŠGyFÜ0Û�o Få G�FúFÔ���œF¸subject  G � F ïF ÿ 
mail-from  Fÿ�æ�� Få G�Fï Fç FÝ FÔ�Í Fø Fþ�š3Q�P1ß Fø Fç FöG9 G4 G• GV Få G�G�FëG#F¹

GfGQ GNGŠ)Þ G� 3ÉFç�G�XGyGŠGyFÿ�²0[Fú���œFû7H G� �q�‹Fû0Û�oFåG�G� FïG�F¸OR  ‡'ì�ÊF÷�ÚFþGyGŠGy
Fø )�G��œG�FëFö�Q#ÝFåG�G� ���œFÿ Fã FþGyGŠGyFþ�·�8Fÿ$�Fú G� G�FéF¹��FþGc G1 GyGMFþ�[F÷OR  ‡
'ì�ÊG"�Q#ÝFç Fö*+�¡�ÜFÝGyGŠGy Fø GfGQ GNGŠ)Þ G� 3ÉFç�G�XGyGŠGyFÜ)�G��œG�FëG�G�Fö

F ã F þ� [F ÷F ÿF ¸F ã F þG c G 1 G y G M F ÷� �# . F å G �G � � q� 6F þ 9 �óFþ Go GQ GIGŠGFFÜ� Fè �ó�¡Fþ*+�¡�ÜFÝ Go G
GIGŠGFF÷FÒ G� ���œF Ģf GQ GNGŠ)Þ G� 3ÉFç �G�XGyGŠGyFÿ Fã G� G� Fþ Go GQ GIGŠGF G"��10 $�% 
F þ G o G Q G IG ŠG FF ÜF ¸9 $�% G� F÷Fþ Go GQ GIGŠGF Fø � Fè �ó�¡Gf GQ GNGŠFþ�•*+�¡ Go GQ GIGŠGF
Fç FÝ FÔ�ÍFû4)Fç FöFÔFö G� F¸Gc G1 Gy GM Fÿ0¿�� Få G�FïG0 G= GE Gu G• G"��/œFç G�FéF¹

�[

��Fþ�[F÷FÿF �̧õ�–Fþ�ì!lF÷F¸Gc G1 Gy GM FÜ4#�d 1 �ì6ëFûFÚFÔFö� Fè �ó�¡Fþ%T�™ Go GQ GIGŠGF G" X �ó�è
�V�è��Fç Fï���œFûF F̧íG��è7F�w�™FéG� � Fè �ó�¡Fþ Go GQ GIGŠGFFÜF¸Policy 7x7³Fû3æ�™ Få G�G�FéF¹

��Fþ�[F÷FÿF¸Gc G1 Gy GM FÜ�õ�–Fþ�ì!lF÷F 4̧#�d 1 �ì6ëFûFÚFÔFö� Fè G6G•GgG{GŠGe3æ�™*…FÛ G
G o G Q G IG ŠG F G " X �ó�è�V�è��Fç Fï���œFûF F̧íG��è7F� Fè G6G•GgG{GŠGe3æ�™*…FÛ G� 3æ�™ Få G�
GIGŠGFFÜ GW G{ GQ Ge Få G�F %̧Ú�  Få G�G�FéF¹

F1: if (recv_listener == 'Gray')  AND (header-repeats('subject', X, 'incoming') { 
drop();}

f1: if signed OR (header-repeats('subject', 10)) { drop();}

f1 : if header-repeats('subject', X, 'incoming') { quarantine('Policy');}

f2 :  if header-repeats('mail-from', X, 'outgoing') {drop();}
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