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�û���b�–�å
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• Virtual Gateway™ �¸�¡�À�ß�ª�î�_�|�~�
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>&SSH>'�
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0
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• ,e1�

• �Ç�Û�å�«1�

• �«�Ì�–�å1�

• �»�–�¶1�

• �–�±�Ü�”1�

• 8Q�\1�

• �¥�•1�

• �Ï�Ý�º�ž�Ý1�>&�È�Û�ª�Ý>'

• �p�\1�>&)¾�/�Ð�>�|�g(F�/�Ð>'

• �ß�©�”1�
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• �� Web �Ë�î�«�b�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«>& GUI>'��>&P.2-1>'

• ���¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'��>&P.2-5>'

Web �Ë�î�«�b�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«
&GUI>' 

Web �Ë�î�«�b�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«>& GUI>'�\�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
>&CLI>'�b�g�‰�†�Q#Ý�K�Z  Cisco �”�É�Û�–�”�å�«�†'ö#.�[�A�r�M�� GUI �_�c�
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�M�m�Z�b  CLI �¥�Ð�å�»�@  GUI �?�}�Q#Ý�[�A�•
�ƒ�E�[�c�6�~�r�O�‡���M4Š�b�µ+��c  CLI �?�} �b�s �Q#Ý�[�A�r�M��

�È�Û�˜�¨0[�ó

Web �Ë�î�«�b  UI �_�”�¡�­�«�M�•�_�c�
�È�Û�˜�¨�@  JavaScript �>�|�g�¡�µ�Ÿ�î�†�§�Ï�î�º�K�
�w�E
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�@�w� �_�^�W�Z�8�•�²0[�@�6�~�
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 Cascading Style Sheet>&CSS>'�†�µ�t  HTML �Ì�î�ª�†�Þ�å
�²�Ü�å�¢�[�A�•�²0[�@�6�~�r�M��

>&�@>' AsyncOS 5.5 �?�}�c�
 Web �Ë�î�«�b  UI �c�
 Yahoo! User Interface>&YUI>'�Û�–�È�Û�Ü�?�}�Û�–�È�Û�Ü
�†)��s3¸�‡�[�8�r�M���G�€�c�
�Ü�µ�³�[�–�å�±�Û�¡�¸�•�È�^  Web �”�É�Ü�£�î�©�Ù�å�†�S(��M�•�S�u�b�

JavaScript �[0°3Ù�I�€�S�Ø�î�¸�•�Ü�¸�•�>�|�g�¥�å�º�ß�î�Ý�b�­�µ�º�[�M���G�b�š�f�b% $×�c�
 Web 
�Ë�î�«  UI �b�Ø�î�¨�ï�8�ö�†�5�•�M�•�G�\�[�M��

YUI �Û�–�È�Û�Ü�c�
�M+á$×�_�Q#Ý�I�€�Z�8�•�o�\�‡�]�b�È�Û�˜�¨�†�§�Ï�î�º�K�Z�8�r�M���r�S�
 YUI 
�Û�–�È�Û�Ü�c�
�È�Û�˜�¨  �§�Ï�î�º�_�P�M�•�ß�Ó$×�[
¶6ä�I�€�S�”�É�ß�î�³�†�v�~�
 �� A �¢�Þ�î�»���È�Û
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�A�Ü�E�I�€�S�È�Û�˜�¨�b�§�Ï�î�º�_�X�8�Z�c�
���b  URL �†�g!·�K�Z�C�T�I�8��

http://developer.yahoo.com/yui/articles/gbs/
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• Firefox 3.6

• Windows XP �>�|�g  Vista>8Internet Explorer 7 �>�|�g  8

• Windows 7>8Internet Explorer 8 �>�|�g  9�
 Google Chrome�
 Firefox 4

• Mac OS X>8Safari 4 �è7F�
 Firefox 4

GUI �l�b�”�¡�­�«�ì�_�c�
0
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�–�å�±�î�Ç�™�–�«�b�M4Š�b�Î�±�å�r�S�c�Ü�å�¡�?�}�c3ã�•�b�˜�•�å�»�˜�@�œ�î�É�å�I�€�•�S�u�
 GUI 
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�È�Û�˜�¨�b�Ï�µ�É�”�µ�É  �È�ß�µ�¡�b0¿���@�²0[�^���œ�@�6�~�r�M��

GUI �l�b�”�¡�­�«

�¹�Ç�›�Ý�º�[�
�©�«�¸�Ò�c'ö#.�–�å�±�î�Ç�™�–�«>& Cisco C60/600/650/660/670�

C30/300/350/360/370�
�>�|�g  X1000/1050/1060/1070 �”�É�Û�–�”�å�«�b���œ>'�r�S�c�¹�î�±  1>&Cisco 
C10/100/150/160>'�–�å�±�î�Ç�™�–�«�[  HTTP �@�–�¿�î�È�Ý�_0¿���I�€�S"g�Â�[��,´�I�€�r�M��0ò(ý�_
�X�8�Z�c�
 ���–�å�±�î�Ç�™�–�«�[�b  GUI �b�–�¿�î�È�Ý�ì�� >&P.32-7>' �†�g!·�K�Z�C�T�I�8��

�‚0d�©�«�¸�Ò�b  GUI �_�”�¡�­�«�M�•�_�c�
���b  URL �_�”�¡�­�«�K�r�M��

http://192.168.42.42

�ß�¢�–�å  �Ì�î�ª�@/²&g�I�€�S�}�
�¹�Ç�›�Ý�º�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†�Q#Ý�K�Z�©�«�¸�Ò�_�ß�¢�–�å
�K�r�M��

�d����,´�ì�b�¹�Ç�›�Ý�º  �Ø�î�¨�¡�\�Ã�«�á�î�»

• �Ø�î�¨�¡>8 admin

• �Ã�«�á�î�»>8 ironport

���_�[�†&g�K�r�M��

�W 2-1 [ �ß�¢�–�å>& Login >' ] #ì8�

�‚0d>&�è�S�b�Ü�Ü�î�«�b  AsyncOS �?�}�b�”�µ�É�¢�Þ�î�»�[�c�^�C>'�©�«�¸�Ò�b���œ�c�
�©�«�¸�Ò  �­�µ
�º�”�µ�É  �˜�•�¨�î�»�l+¬�·$×�_�Ü�²�–�Þ�¡�º�I�€�r�M��
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http://192.168.1.1  �r�S�c
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�g!·�K�Z�C�T�I�8��   

�ß�¢�–�å�K�S�}�
 [ �Ô�½�±>&Monitor>' ] > [ �w�™�Ó�î�Ý�b�+0[>& Incoming Mail Overview>' ] �Ì�î�ª�@/²
&g�I�€�r�M��

GUI �­�¡�©�Ù�å�>�|�g�ö�•�¼�Å�¤�î�©�Ù�å

GUI �c�
 Cisco �”�É�Û�–�”�å�«�b�µ+��_�P�Â�M�•�
 [ �Ô�½�±>&Monitor>' ]�
 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail 
Policies>' ]�
 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ]�
 [ �¿�µ�º�á�î�¡>& Network>' ]�
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�©�«�¸�Ò'ö#.>& System Administration>' ] �b�Ó�½�×�î�[�S�B�I�€�Z�8�r�M���è7F�b'v�[�c�
�›�­�¡�©�Ù
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>&�@>' GUI �b�œ�å�Û�–�å  �Ê�Ý�É�c�
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�Ü�µ�¡�K�r�M��

�›�Ó�–�å  �­�¡�©�Ù�å>& [ �Ô�½�±>&Monitor>' ]�
 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ]�
 [ �­�Ÿ�×�Ü�¸�•  
�§�î�Å�«>& Security Services>' ]�
 [ �¿�µ�º�á�î�¡>& Network>' ]�
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 [ �«�Ã�Ò�P'Ç

>&Anti-Spam>' ] �Ì�î�ª�†/²&g�M�•  [ �«�Ã�Ò�P'Ç>&Anti-Spam>' ] �­�¡�©�Ù�å�@�6�~�r�M�� GUI �b"I���b
�Ì�î�ª�†�g!·�M�•���œ�
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#Ý�K�r�M���S�\�<�d�
 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [SenderBase] �[�M��
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%T�™�Ó�î�Ý�
$Î�™
›�
$Î�™
*…�
4Ä�™�«�¸�î�±�«�

Æ4Š�Ø�î�¨�
�¥�å�¸�å�¶  �Ç�•�Ý�±�
�˜�–�Ý�«�Ñ�S�
�˜�–�Ý�«  �±�–�É�
�©�«�¸�Ò
��5��
�©�«�¸�Ò  �«�¸�î�±�«>' �
�ß�î�•�Ý7x7³�\�¥4Š7x7³�
�>�|�g�«�£�ª�×�î�Ý�í�s�Þ�Ï�î�º�b�›�µ+��b
�Ì�î�ª�@�6�~�r�M���G�b�Ó�½�×�î�?�}�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_�v�”�¡�­�«�[�A�r�M��

[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies >' ] �Ó�½�×�î

[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] �­�¡�©�Ù�å�_�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ð�¿�î�ª�Õ�µ+�>&�Ó�î
�Ý �Ï�Ü�©�î�>�|�g�¥�å�¸�å�¶  �Ç�•�Ý�±�†�µ�t>' �
�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�\�w�™*…�”�¡�­�«  
�¸�î�È�Ý>& RAT>'0¿���
3æ�™
›�¥�å�º�ß�î�Ý�
�Â�˜�å�«�è0É�
 DomainKeys�
�¸�Ÿ�«�º  �Ü�¯�î�«�
�>
�|�g�¹�•�¡�©�Ù�¼�Ü�b�Ì�î�ª�@�6�~�r�M��

[ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services >' ] �Ó�½�×�î

[ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] �­�¡�©�Ù�å�_�c�
�”�å�³�«�Ã�Ò�
�”�å�³�˜�–�Ý�«�

Cisco 7Á�Ê�Ó�î�Ý�/�•�ì�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�
�>�|�g  SenderBase Network Participation �b�›�µ
+��b�¢�ß�î�Â�Ý0¿���†/œ�:�S�u�b�Ì�î�ª�@�6�~�r�M���G�b�Ó�½�×�î�?�}�c�
�Þ�Ï�î�º�8�B�
�Ó�µ�­�î�ª  
�º�Û�µ�Ÿ�å�¢�
�¥4Š�«�Ã�Ò7x7³�b�µ+��v�–�¿�î�È�Ý�_�K�r�M��

[ �¿�µ�º�á�î�¡>& Network >' ] �Ó�½�×�î

[ �¿�µ�º�á�î�¡>& Network>' ] �­�¡�©�Ù�å�_�c�
 IP �–�å�±�î�Ç�™�–�«�
�Ü�«�¼�î�
 SMTP �Ý�î�º�
 DNS�

�Ý�î�¸�•�å�¢�
�Â�˜�å�«  �É�ß�Ç�“�–�Ý�
 SMTP 1�0É�
�>�|�g%T�™�Ü�Þ�î�†�8�B�>�|�g'ö#.�M�•�Ì�î�ª
�@�6�~�r�M��

[ �©�«�¸�Ò'ö#.>& System Administration >' ] �Ó�½�×�î

[ �©�«�¸�Ò'ö#.>& System Administration>' ] �­�¡�©�Ù�å�_�c�
�º�Þ�î�«�
�”�Û�î�º�
�Ø�î�¨'ö#.�

LDAP�
�ß�¢  �§�È�«�¡�Ü�É�©�Ù�å�
�Ü�±�î�å  �”�»�Þ�«�
�©�«�¸�Ò�ì�I�
0¿���Ç�“�–�Ý'ö#.�
�Û�–�­�å
�«  �Ÿ�î0¿���
�Û�–�­�å�«  �Ÿ�î�
�©�Õ�µ�º�²�˜�å / 
Ì2s�·�
�”�µ�É�¢�Þ�î�»�
�>�|�g�©�«�¸�Ò  �­�µ�º
�”�µ�É  �˜�•�¨�î�»�b�›�µ+��b�Ì�î�ª�@�6�~�r�M��

7Ÿ�p'ö#.

7Ÿ�p'ö#.�µ+��†�Q#Ý�K�
�¡�Û�«�±�†�–�¿�î�È�Ý�_�K�Z�8�•���œ�c�
�¡�Û�«�±
Æ�b�Ð�©�å�†�g!·�K�
�¡�Û
�«�±�
�¢�Ý�î�É�
�Ð�©�å6ë�[�b0¿���b�8�B�
�P7V�
�¥�Æ�î�
�>�|�g&ã�·>&�X�r�~�
 clustermode  �¥�Ð�å
�»�>�|�g  clusterset  �¥�Ð�å�»�\� '¼�b
Æ��>'�†  GUI 
Æ�?�}��/œ�[�A�r�M��

0ò(ý�_�X�8�Z�c�
 �� GUI �[�b�¡�Û�«�±�b'ö#.�� >&P.35-16>' �†�g!·�K�Z�C�T�I�8��   

[ �š�f�†&���>& Commit Changes >' ] �Î�±�å

GUI �b&����Ô�¹�Ý�c�
 CLI �[�Q#Ý�I�€�Z�8�•���Â&g$×�^&������Ô�¹�Ý�\� �L�[�M  0ò(ý�_�X�8�Z�c�
 ��0¿
���š�f�b&����� >&P.2-9>' �†�g!·�K�Z�C�T�I�8��   5�0[ >8GUI �[0¿���†�š�f�M�•7•�c�
 [ �š�f�†&���

>&Commit Changes>' ] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
�Q�€�}�b�š�f�†�Â&g$×�_&����M�•�²0[�@�6�~�r�M���G�b
�Î�±�å�c�
�–�Ñ�M�•�²0[�b�6�•�•&����b�š�f�@�6�•���œ�_/²&g�I�€�r�M��
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  �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'
�W 2-2 [ �š�f�†&���>& Commit Changes >' ] �Î�±�å

[ �š�f�†&���>& Commit Changes>' ] �Î�±�å�†�¡�Ü�µ�¡�K�Z/²&g�I�€�S�Ì�î�ª�[�c�
�¥�Ó�å�º�†3ã�•�K�š
�f�†&����K�S�~�
�q�‚�b&���>& CLI �b  clear  �¥�Ð�å�»�\� '¼�� ��0¿���š�f�b�¡�Ü�”�� >&P.2-10>' �†�g!·>'
�b�‹�_/œ�ƒ�€�S�š�f�†�M�m�Z�p�F�K�S�~�
�Ÿ�Õ�å�­�Ý�M�•�G�\�@�[�A�r�M��

�W 2-3 &����I�€�S�š�f�b&�1�

�”�¡�¸�•�È�^�­�µ�©�Ù�å�b/²&g

GUI �?�}�
#'�~7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�ß�¢�–�å�K�Z�8�•�M�m�Z�b�Ø�î�¨�\�­�µ
�©�Ù�å�b�_���†/²&g�[�A�r�M��

�G�€�}�b�”�¡�¸�•�È�^�­�µ�©�Ù�å�†/²&g�M�•�_�c�
�Ì�î�ª�b�‘�V�_�6�•  [ �œ�É�©�Ù�å>&Options>' ] > [
�”�¡�¸�•�È�^�­�µ�©�Ù�å>& Active Sessions>' ] �†�¡�Ü�µ�¡�K�r�M��

[ �”�¡�¸�•�È�^�­�µ�©�Ù�å>& Active Sessions>' ] �Ì�î�ª�[�
�Ø�î�¨�¡�
�Ø�î�¨  �ß�î�Ý�
�ß�¢�–�å�ì6ë�

�”�–�»�Ý�ì6ë�
�¥�Ð�å�»  �Û�–�å�?�}�b�ß�¢�–�å�?�
 GUI �?�}�b�ß�¢�–�å�?�†/²&g�[�A�r�M��

�W 2-4 �”�¡�¸�•�È�^�­�µ�©�Ù�å

�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'
Cisco AsyncOS �b�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�c�
 Cisco �”�É�Û�–�”�å�«�†0¿���>�|�g�Ô�½�±�M
�•�S�u�_0¿0£�I�€�S�–�å�±�Û�¡�¸�•�È�^�–�å�±�î�Ç�™�–�«�[�M���,�X�†�æ���K�Z�v�æ���K�^�C�Z�v�
�¥
�Ð�å�»�¡�†
°�Š�M�•�\�
�¥�Ð�å�»�@2s�·�I�€�r�M���,�X�†�æ���O�N�_�¥�Ð�å�»�†
°�Š�K�S���œ�c�
�²0[
�^�_���†0[�Ó�M�•�É�ß�å�É�º�@/²&g�I�€�r�M��

�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�_�c�
 SSH �r�S�c  Telnet �b�§�î�Å�«�@�–�¿�î�È�Ý�_0¿���I�€�Z�8�•  
IP �–�å�±�î�Ç�™�–�«�[  SSH �r�S�c  Telnet )�#ä�
�r�S�c�©�Ü�”�Ý  �Ï�î�º�['ƒ�Ž�š�Ñ�×�Þ�î�©�Ù�å  �¯�Ç
�º�˜�™�”�†�Q#Ý�K�Z�”�¡�­�«�[�A�r�M���d����,´�ì�b�¹�Ç�›�Ý�º�[�c�
'ö#.�Ï�î�º�_  SSH �>�|�g  
Telnet �@0¿���I�€�Z�8�r�M���G�€�}�b�§�î�Å�«�†�¹�•�­�î�È�Ý�_�M�•�_�c�
 interfaceconfig  �¥�Ð�å
�»�†�Q#Ý�K�r�M��

"I���b  CLI �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco AsyncOS CLI Reference Guide���†�g!·�K�Z�C�T�I�8��
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  �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�b/²0°�2

�G�G�[�c�
 AsyncOS CLI �b�Ý�î�Ý�>�|�g/²0°�2�_�X�8�Z1��Â�K�r�M��

�¥�Ð�å�»  �É�ß�å�É�º

�q�V�)�b�¥�Ð�å�»  �É�ß�å�É�º�c�
�ö
²�Ÿ8í�Í�«�º�¡�_)F�8�Z�±�^�~>& >>'0°�•�\�«�Ì�î�«  1 �X�[�S�B�I
�€�r�M�����_�[�†&g�K�r�M��

�”�É�Û�–�”�å�«�@7Ÿ�p'ö#.�µ+��†�Q#Ý�K�S�¡�Û�«�±�b�M4Š�\�K�Z0¿���I�€�Z�8�•���œ�
 CLI �b�É�ß�å�É
�º�@�š�ƒ�W�Z#'�~�b�Ô�î�»�†&g�K�r�M�����_�[�†&g�K�r�M��

�r�S�c  

0ò(ý�_�X�8�Z�c�
 ��7Ÿ�p'ö#.�� >&P.2-4>' �†�g!·�K�Z�C�T�I�8��

�¥�Ð�å�»�†��/œ�M�•�\�
 CLI �_�|�~�Ø�î�¨�b
°�Š�@0[�Ó�I�€�r�M�� CLI �@�Ø�î�¨�b
°�Š�†�…�µ�K�Z�8�•
���œ�c�
�¥�Ð�å�»  �É�ß�å�É�º�\�K�Z�
0…�•�µ�¥>& [] >'�[�V�r�€�S�¹�Ç�›�Ý�º
°�Š�Í�b�‹�_�±�^�~>& >>'
0°�•�@/²&g�I�€�r�M���¹�Ç�›�Ý�º�b
°�Š�Í�@�^�8���œ�
�¥�Ð�å�»  �É�ß�å�É�º�b�•�µ�¥
Æ�c'5�[�M��

���_�[�†&g�K�r�M��

�¹�Ç�›�Ý�º0¿���@�6�•���œ�c�
�¥�Ð�å�»  �É�ß�å�É�º�b�•�µ�¥
Æ�_�Q�b0¿���@/²&g�I�€�r�M�����_�[�†
&g�K�r�M��

�¹�Ç�›�Ý�º0¿���@/²&g�I�€�•���œ�_  Return �†
°�Š�M�•�\�
�¹�Ç�›�Ý�º�Í�†
°�Š�K�S�G�\�_�^�~�r�M��

mail3.example.com> 

(Cluster Americas) > 

(Machine losangeles.example.com) >

Please create a fully-qualified hostname for this Gateway

(Ex: "mail3.example.com"):
[]> mail3.example.com

Ethernet interface:
1. Data 1
2. Data 2
3. Management
[1]> 1

Ethernet interface:
1. Data 1
2. Data 2
3. Management
[1]> (type Return)
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  �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'
�¥�Ð�å�»�S�e

�–�å�±�Û�¡�¸�•�È  �Ô�î�»�[�·�8�p�b���œ�
 CLI �¥�Ð�å�»�S�e�c�
'5$Ñ�«�Ì�î�«�†�µ�u�N�
�,�X�x�Ã�Û
�Ó�î�±�v�æ���K�^�8�"�M�¥�Ð�å�»�[�S�B�I�€�r�M�����_�[�†&g�K�r�M��

4E�¥�Ü�«�º


°�Š�[�A�•0
�X�b4E�¥*å�@�6�•���œ�
�¥�Ð�å�»�_�|�W�Z�c$��•�Ü�A�Ü�«�º�†�Q#Ý�K�r�M���É�ß�å�É�º�[
4E�¥�M�•$��•�†
°�Š�K�r�M��

���_�[�†&g�K�r�M��

Yes/No �¡�š�Ü�î

yes �r�S�c  no �b�œ�É�©�Ù�å�@�6�•���œ�
2A�e�c�¹�Ç�›�Ý�º�Í>&�•�µ�¥
Æ/²&g>'�†�Ü�E�Z/²&g�I�€�r�M��
Y�
 N�
 Yes�
�r�S�c  No �[3É'Å�[�A�r�M���±�e�Ð�`�e�Ð�b�
�9�c�6�~�r�O�‡��

���_�[�†&g�K�r�M��

�§�È�¥�Ð�å�»

�¥�Ð�å�»�_�|�W�Z�c�
�§�È�¥�Ð�å�»�†�Q#Ý�M�•���œ�@�6�~�r�M���§�È�¥�Ð�å�»�_�c�
 NEW�
 EDIT �
�>�|
�g  DELETE �^�]�b�è�ç�@�6�~�r�M�� EDIT  �>�|�g  DELETE �b�µ+��b���œ�
�G�€�}�b�¥�Ð�å�»�c�
�©�«�¸�Ò
�[�M�[�_0¿���I�€�Z�8�•�Þ�¥�î�»�b�Ü�«�º�†�f�j�K�r�M��

���_�[�†&g�K�r�M��

mail3.example.com> systemsetup

Log level:
1. Error
2. Warning
3. Information
4. Debug
5. Trace
[3]> 3

Do you want to enable FTP on this interface?  [Y]> n

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.
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  �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'
�§�È�¥�Ð�å�»
Æ�?�}�Ó�–�å  �¥�Ð�å�»�_�`�•�_�c�
 '5�b�É�ß�å�É�º�[  Enter �r�S�c  Return �†
°�Š�K�r�M��

�š�«�£�î�É

�§�È�¥�Ð�å�»
Æ�[�8�X�[�v  Ctrl+C �Ÿ�î�Î�î�»  �©�Ù�î�º�•�µ�º�†�Q#Ý�K�Z�
�M�D�_�q�V�)�b  CLI �_�`�•
�G�\�@�[�A�r�M��

�š�T

CLI �c�
�­�µ�©�Ù�å�p�_
°�Š�M�•�M�m�Z�b�¥�Ð�å�»�b�š�T�†�–�â�K�r�M���q3Æ�Q#Ý�K�S�¥�Ð�å�»�b��/œ
�Ü�«�º�†�«�¡�ß�î�Ý�M�•�_�c�
�Ÿ�î�Î�î�»�b���>�|�g���b%®�3�Ÿ�î�†�Q#Ý�M�•�?�
 Ctrl+P �Ÿ�î�\  
Ctrl+N �Ÿ�î�†)��s�œ�ƒ�O�Z�Q#Ý�K�r�M��

�¥�Ð�å�»�b/õ�ö

Cisco AsyncOS CLI �c�
�¥�Ð�å�»�b/õ�ö�†�§�Ï�î�º�K�r�M���6�•�¥�Ð�å�»�b
›8Œ�X�e�Ð�†
°�Š�K�Z  Tab 
�Ÿ�î�†
°�Š�M�•�\�
 CLI �_�|�W�Z�M�–�b�¥�Ð�å�»�b�«�º�Ü�å�¢�@/õ�ö�I�€�r�M��
°�Š�K�S�e�Ð�@�¥�Ð�å
�»�b�p�[�M�–�[�c�^�8���œ�
 CLI �c�Q�b�­�µ�º�†��) �~3¸�s���r�M�����_�[�†&g�K�r�M��

CLI �b�š�T�>�|�g�Ç�“�–�Ý�b/õ�ö�µ+��[�c�
 Enter �r�S�c  Return �†
°�Š�K�Z�¥�Ð�å�»�†2s�·�M�•�²0[�@
�6�~�r�M��

0¿���b�š�f

7Á�Ê�Ó�î�Ý�ï�8�†3û�–�]�>�~)E)F�K�^�@�}�
 Cisco AsyncOS �_�P�M�•0¿���š�f�†/œ�<�r�M��

0¿���š�f�c�
���b��#.�†/œ�:�r�[�c�w� �_�^�~�r�O�‡��

1. �¥�Ð�å�»  �É�ß�å�É�º�[  commit  �¥�Ð�å�»�†$Î/œ�K�r�M��

2. commit  �¥�Ð�å�»�_�²0[�^
°�Š�Í�†�æ���K�r�M��

3. CLI �[  commit  ��#.�b&�1��†�w�E�v�~�r�M��

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[]>

mail3.example.com> (type the Up arrow key)

mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)

mail3.example.com> set  (type the Tab key)
setgateway, sethostname, settime, settz
mail3.example.com> seth  (typing the Tab again completes the entry with sethostname ) 
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&����I�€�Z�8�^�80¿���_�P�M�•�š�f�c0°6��I�€�r�M�@�
 commit  �¥�Ð�å�»�@��/œ�I�€�•�r�[�c�w� �_�^
�~�r�O�‡��

>&�@>' AsyncOS �b�M�m�Z�b�¥�Ð�å�»�@�
 commit  �¥�Ð�å�»�b��/œ�†�²0[�\�M�•�ƒ�E�[�c�6�~�r�O�‡��
�š�f�†�w� �_�M�•�S�_&����†/œ�:�²0[�@�6�•�¥�Ð�å�»�b�+0[�_�X�8�Z�c�
 �� Cisco AsyncOS CLI 
Reference Guide���†�g!·�K�Z�C�T�I�8��

CLI �­�µ�©�Ù�å�b)
�¢�
�©�«�¸�Ò�b�©�Õ�µ�º�²�˜�å�

Ì2s�·�
7€���
�r�S�c  clear  �¥�Ð�å�»�b$Î/œ�_
�|�~�
&����I�€�Z�8�^�8�š�f�c�¡�Ü�”�I�€�r�M��

�×#Ý CLI �¥�Ð�å�»

�G�b8o�[�c�
�š�f�b&����r�S�c�¡�Ü�”�
�Ê�Ý�É�l�b�”�¡�­�«�
�>�|�g�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–
�«�b)
�¢�_�Q#Ý�M�•�¥�Ð�å�»�_�X�8�Z1��Â�K�r�M��

0¿���š�f�b&���

Cisco �”�É�Û�–�”�å�«�_�P�M�•0¿���š�f�b�–�Ñ�_�c�
 commit  �¥�Ð�å�»�@5�0[�[�M��0¿���š�f�b�¨�C�c�

commit  �¥�Ð�å�»�†
°�Š�M�•�r�[�w� �_�^�~�r�O�‡�� >&�š�f
Æ���†�w� �_�M�•�S�u�_  commit  �¥�Ð�å�»�†
�Q#Ý�M�•�²0[�@�^�8�¥�Ð�å�»�v�a�X�6�~�r�M�� commit  �¥�Ð�å�»�c�
 commit  �¥�Ð�å�»�r�S�c  clear  �¥�Ð
�å�»�@�q�‹�_$Î/œ�I�€�Z�?�}�
 Cisco AsyncOS �_�P�K�Z/œ�ƒ�€�S0¿���š�f�_4:#Ý�I�€�r�M���¥�Ó�å�º
�\�K�Z�q�±  255 �e�Ð�†�Q#Ý�[�A�r�M���š�f
Æ���c�
�±�–�Ò�«�±�å�É�\�\�v�_&�1��†�w�E�v�•�r�[�c�

&����I�€�S�v�b�\�K�Z1��u�}�€�r�O�‡��

commit �¥�Ð�å�»�b�‹�b�¥�Ó�å�º�b
°�Š�c�õ�–�[�M��

>&�@>' �š�f�†�G�–�_&����M�•�_�c�
�q�V�)�b�¥�Ð�å�»  �É�ß�å�É�º�_�^�W�Z�8�•�²0[�@�6�~�r�M���¥�Ð�å�»  �Û
�–�å7u�™�b  1 �X�V�b�Þ�Ë�Ý�_&ã�·�M�•�_�c�
'5�b�É�ß�å�É�º�[  Return �†
°�Š�K�r�M��

mail3.example.com> commit

Please enter some comments describing your changes:

[]> Changed "psinet" IP Interface to a different IP address

Changes committed: Wed Jan 01 12:00:01 2003
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0¿���š�f�b�¡�Ü�”

clear  �¥�Ð�å�»�c�
 commit  �¥�Ð�å�»�r�S�c  clear  �¥�Ð�å�»�@�q�‹�_$Î/œ�I�€�Z�?�}�
 Cisco AsyncOS 
�b0¿���_�P�K�Z/œ�ƒ�€�S�š�f
Æ���@�6�€�d�¡�Ü�”�K�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�š�f�b�ß�î�Ý  �Â�µ�¡

rollbackconfig  �¥�Ð�å�»�c�q�‚�b&����í�s�b0¿���†  10 �¶/²&g�K�
�ß�î�Ý  �Â�µ�¡�M�•�v�b�†  1 �X4E�¥
�[�A�r�M��

'ö#.*…�T�E�@�G�b�¥�Ð�å�»�†�Q#Ý�[�A�r�M��

>&�@>' �G�b�¥�Ð�å�»�c�
�¡�Û�«�±�ì�I�€�S�”�É�Û�–�”�å�«�V�[�c�·�8�K�r�O�‡���è�S�b�Â�î�ª�Ù�å�b  
AsyncOS �_�`�K�S���œ�c�
�”�É�Û�–�”�å�«�c0¿���†�Ÿ
–�[�A�r�O�‡��

mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> y

Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

mail.example.com> rollbackconfig

Previous Commits :

    Committed On                  User                Description                            

 ---------------------------------------------------------------------------------

1. Wed Sep 19 22:03:10 2012      admin               Enabled anti-spam                       

2. Wed Sep 19 21:51:14 2012      admin               Updated envelope encry...               

3. Wed Sep 19 18:50:41 2012      admin                                                       

Enter the number of the config to revert to.

[]> 1
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  �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'
�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«  �­�µ�©�Ù�å�b)
�¢

quit  �¥�Ð�å�»�†��/œ�M�•�\�
 CLI �”�É�Ü�£�î�©�Ù�å�?�}�ß�¢�”�˜�º�K�r�M��&����I�€�Z�8�^�80¿���š
�f�c�¡�Ü�”�I�€�r�M�� quit  �¥�Ð�å�»�c7Á�Ê�Ó�î�Ý�ï�8�_�c�s8j�K�r�O�‡���ß�¢�”�˜�º�c�ß�¢  �Ç�“�–�Ý
�_0°6��I�€�r�M  >&exit  �b
°�Š�c�
 quit �b
°�Š�\� �L�[�M>' ��

�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�[�b�Ê�Ý�É�b�è(ô

help  �¥�Ð�å�»�†��/œ�M�•�\�
�Q#Ý�•+��^�M�m�Z�b  CLI �¥�Ð�å�»�@/²&g�I�€�
�›�¥�Ð�å�»�b(F�"�^1��Â
�†�g!·�[�A�r�M�� help  �¥�Ð�å�»�c�
�¥�Ð�å�»  �É�ß�å�É�º�[  help  �\
°�Š�M�•�?�
$2�e'¢>& ?>'�†  1 �X
°
�Š�K�Z��/œ�[�A�r�M��

Reverted to Wed Sep 19 18:50:41 2012      admin                                                  

Do you want to commit this configuration now?[N]> y

Committed the changes successfully

mail3.example.com> quit

Configuration changes entered but not committed.  Exiting will lose changes.

Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit?  [N]>  Y

mail3.example.com> help
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 Mail Exchange>&MX >'�\�v�ç�d�€�•  SMTP 
�¤�î�º�˜�™�–�\�K�Z�µ+��M�•�|�:�_0¿0£�I�€�Z�8�r�M���q4:�^)��Ý�†�“�•�S�u�_�
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�� IronPort 
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�� Sophos Anti-Virus �Ç�•�Ý�±�Ü�å�¢�� >&P.12-2>'�
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�­�î�ª�b %$�K�b�Ç�ß�î �†�…�:�G�\�†% $×�\�K�Z�8�r�M���û���@3æ�w�™�M�•�M�m�Z�b7Á�Ê�Ó�î�Ý  �º�Û
�Ç�•�µ�¡�_�P�M�•�Ï�Ü�©�î�‹/œ>& ���K)F�†0Á�•�M�•�Í�«�º�b��*O�b�+0[�� >&P.7-1>'>'�b�S�u�_�”�É�Û�–�”
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�Ã�È�Ü�µ�¡  �–�å�±�î�¿�µ�º�†�Ó�K�Z�”�¡�­�«�•+��^�G�\�\�
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7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�[3æ�™*…�b IP �”�»�Þ�«�†�8�9�[�A�^�C�^�~�r�M��3æ�™*…�b  IP �”�»�Þ�«�c�
�Ó�î�Ý  �Ç�ß�î  �Ô�½�±�[3æ
�™
–�†1‘�9�>�|�g�
�9�K�S�~�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�_3æ�™*…�b SenderBase �Þ�Æ�×
�¸�î�©�Ù�å  �«�¥�”>& SBRS>'�†�e�8�œ�ƒ�O�S�~�
 Cisco Anti-Spam �µ+��>�|�g�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±
�µ+��b�w� �ö�†9×�u�S�~�M�•�S�u�_�²0[�[�M��

>&�@>' �–�å�±�î�¿�µ�º�?�}7Á�Ê�Ó�î�Ý�†�w�™�M�• �q�6�b �Ð�©�å�\�K�Z  IronPort �”�É�Û�–�”�å�«�†0¿���[�A�^
�8���œ�[�v�
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�[�A�r�M��

• �š�–�Ü�”�«  �¸�î�È�Ý>& ���š�–�Ü�”�«  �¸�î�È�Ý�b�8�B�� >&P.21-7>' �†�g!·>' �
�»�Ó�–�å  �Ë�î�«�b�Ý�î
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���� >&P.21-16>' �†�g!·>'�^�]�b�M+á$×�^�¶�î�Ý�_�|�W�Z�
�œ�î�É�å�¯�î�«�b  MTA �?�}�b&ã/œ�@(F
�"�_�^�~�r�M��

DNS �l�b  Cisco �”�É�Û�–�”�å�«�b$Ï6�

�Y�G�^7Á�Ê�Ó�î�Ý3æ�™*…�c�
���b�7�Á�P1ß�†�H�K�Z�Ã�È�Ü�µ�¡  DNS �Þ�¥�î�»�†'���$×�_�è(ô�K�r�M��
Cisco Anti-Spam�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�
 McAfee Antivirus �>�|�g  Sophos Anti-Virus �b�M�m�Z�b
�µ+��†�<#Ý�M�•�S�u�_�
 Cisco �”�É�Û�–�”�å�«�@  DNS �_$Ï6��I�€�Z�8�•�G�\�†&�1��K�r�M��

Cisco �”�É�Û�–�”�å�«�†  DNS �_$Ï6��M�•�_�c�
�”�É�Û�–�”�å�«�b�Í�«�º�¡�†  IP �”�»�Þ�«�_�Ð�µ�Æ�å�¢
�M�•  A �Þ�¥�î�»�>�|�g�Ã�È�Ü�µ�¡  �»�Ó�–�å�†�”�É�Û�–�”�å�«�b�Í�«�º�¡�_�Ð�µ�Æ�å�¢�M�•  MX �Þ�¥�î
�»�†�8�B�K�r�M���»�Ó�–�å�b�É�Û�–�Ð�Ü  MTA �r�S�c�Â�µ�¡�”�µ�É  MTA �b�8�N�€�?�\�K�Z  Cisco �”�É
�Û�–�”�å�«�†�”�»�Â�±�–�¬�M�•�|�:�_  MX �Þ�¥�î�»�b�É�Û�–�œ�Ü�¸�•�†�æ���M�•�²0[�@�6�~�r�M��

���b�[�[�c�
 MX �Þ�¥�î�»�_�±�A�8�É�Û�–�œ�Ü�¸�•�Í>& 20>'�@�æ���I�€�Z�8�•�S�u�
 Cisco �”�É�Û�–�”
�å�«>&IronPort.example.com>'�c�
�»�Ó�–�å  example.com �b�Â�µ�¡�”�µ�É  MTA �[�M��0•�8�n�<�•�\�

�X�Í�@�±�A�8�o�]�
 MTA �b�É�Û�–�œ�Ü�¸�•�c�*�C�^�~�r�M��

$ host -t mx example.com

example.com mail is handled (pri=10) by mail.example.com

example.com mail is handled (pri=20) by ironport.example.com
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• �æ���K�S�ß�î�•�Ý  �»�Ó�–�å���Z�b%T�™�Ó�î�Ý�c�w�E
°�€�}�€�r�M  

• �Q�b�Ú�b�»�Ó�–�å�c�M�m�Z�Ä�°�I�€�r�M��

• �¥4Š�©�«�¸�Ò�c�
�ß�î�•�Ý  �»�Ó�–�å���Z7Á�Ê�Ó�î�Ý�†3?3æ�M�•�S�u�_  Cisco �”�É�Û�–�”�å�«�_%$
�K�K)F�K�
 Cisco �”�É�Û�–�”�å�«�c�
 SMTP �Ý�î�º�†�Ó�K�Z�
�Q�b�Ó�î�Ý�†4:�)�^�¢�Ý�î�É�˜�™�”  
�§�î�Â>& Exchange™�
 Groupwise™�
 Domino™ �^�]>'�_�Ü�Þ�î�K�r�M  >&���ß�î�•�Ý  �»�Ó�–�å�b7Á
�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢�� >&P.21-1>' �†�g!·>' ��

$Î�™

• 
Æ4Š�Ø�î�¨�@3æ�™�K�S$Î�™�Ó�î�Ý�c�
�¢�Ý�î�É�˜�™�”  �§�î�Â�_�|�W�Z  Cisco �”�É�Û�–�”�å�«�_
�Ý�î�¸�•�å�¢�I�€�r�M��

• Cisco �”�É�Û�–�”�å�«�[�c�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�b�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�b0¿���Í�_�ö�Y�8
�Z�”�˜�º�Â�˜�å�»7Á�Ê�Ó�î�Ý�†�w�E
°�€�r�M  >&0ò(ý�_�X�8�Z�c�
 ���Ü�«�¼�î�b�Q#Ý�� >&P.5-2>' �†�g
!·�K�Z�C�T�I�8>' ��
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'¨  3 'v       �­�µ�º�”�µ�É�>�|�g0¿*(
  Cisco �”�É�Û�–�”�å�«�b�¿�µ�º�á�î�¡�l�b"@#.�K)F
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«

�G�€�}�b0¿���[�c�
 Cisco �”�É�Û�–�”�å�«�_�6�•�Q#Ý�•+��^�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�:�U  1 �X
�T�E�†�²0[�\�K�r�M���S�T�K�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†  2 �X0¿���M�•�\�

Æ4Š�¿�µ�º�á�î�¡
�†�¥4Š�–�å�±�î�¿�µ�º  �¿�µ�º�á�î�¡�K)F�\�(7³�[�A�r�M��

�Q#Ý�•+��^�–�å�±�î�Ç�™�–�«�_�P�M�•0
�X  IP �”�»�Þ�«�b�m�~�\�Z�b0ò(ý�_�X�8�Z�c�
 �� Virtual 
Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  �¤�î�º�˜�™�–��

>&P.21-59>' �>�|�g �Ü6�  B���¿�µ�º�á�î�¡  �”�»�Þ�«�\  IP �”�»�Þ�«�b�m�~�\�Z�� �†�g!·�K�Z�C�T�I�8��

>&�@>' Cisco X1060/1070�
 C660/670�
�>�|�g  C360/370 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�c�
�¹
�Ç�›�Ý�º�[�
�Q#Ý�•+��^�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�@  3 �X�6�~�r�M�� Cisco C160/170 7Á�Ê�Ó�î�Ý  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�c�
�Q#Ý�•+��^�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�@  2 �X�6�~�r�M��

�Ñ�G0¿��

�W 3-1 �>�|�g �W 3-2 �_&g�M0¿���_�•�<�
���b0¿���v�•+��[�M��

• �p�¸7Ÿ�p'ö#.�µ+��†�Q#Ý�M�•0
�X  Cisco �”�É�Û�–�”�å�«�� '¨ 35 'v���¡�Û�«�±�†�Q#Ý�K�S�p�¸7Ÿ�p
�º'ö#.��  �†�g!·�K�Z�C�T�I�8��

• Cisco �”�É�Û�–�”�å�«�b  2 �X�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†  NIC �Ì�”�Ü�å�¢�µ+��_�|�W�Z
���³�î�Ò�ì���M�•�G�\�_�|�•�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«  �•�î�»  �Þ�Ë�Ý�[�b
Õ6×�ö  '¨ 33 'v��9×
�Ø�^�¿�µ�º�á�î�¡�S�B��  �†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý0¿���Í>& NAT�
�Ï�î�º>'  

SMTP �§�î�Å�«�>�|�g  DNS �§�î�Å�«�[�c�
�–�å�±�î�¿�µ�º�_�”�¡�­�«�[�A�•�²0[�@�6�~�r�M���Ú�b
�§�î�Å�«�v���œ�_�|�W�Z�c�Ç�“�–�”�˜�›�î�Ý  �Ï�î�º�†6ä�C�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �Ü6�  D

���Ç�“�–�”�˜�›�î�Ý�_���� �†�g!·�K�Z�C�T�I�8��

Cisco �”�É�Û�–�”�å�«�b�¿�µ�º�á�î�¡�l�b"@#.�K)F

0¿���©�¼�Ü�œ

Cisco �”�É�Û�–�”�å�«�b�M+á$×�^0¿���©�¼�Ü�œ�c���b�\�>�~�[�M��

• �–�å�±�î�Ç�™�–�« >8�±4Š�(�b�¿�µ�º�á�î�¡#”�C�[�c�
 Cisco �”�É�Û�–�”�å�«�_�6�•�Q#Ý�•+��^  3 �X
�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�b�:�U  1 �X�T�E�†�²0[�\�K�r�M���S�T�K�
�–�î�§�¿�µ�º  �–�å
�±�î�Ç�™�–�«�†  2 �X0¿���M�•�\�

Æ4Š�¿�µ�º�á�î�¡�†�¥4Š�–�å�±�î�¿�µ�º  �¿�µ�º�á�î�¡�K)F�\�(
7³�[�A�r�M��

• �Ã�È�Ü�µ�¡  �Ü�«�¼�î>&%T�™7Á�Ê�Ó�î�Ý>'>8�Ã�È�Ü�µ�¡  �Ü�«�¼�î�[�c�
�¨�X�b�¥4Š�Í�«�º�?�}�b�K)F
�†�w�E�8�€�
�M���b�X�b
Æ4Š�¢�Ý�î�É�˜�™�”  �§�î�Â�_�Ó�µ�­�î�ª�†�ú�~�¥�E�r�M��

– �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�b0¿���Í�_�ö�Y�8�Z�¥4Š�Ó�î�Ý  �Í�«�º�?�}�b�K)F�†�w�E
°
�€�r�M�� HAT �c�
�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b�¥4Š�Ó�î�Ý  �Í�«�º�?�}�b�K)F�†�w�E
°�€�•�|�:
�_0¿���I�€�Z�8�r�M��

– �w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'�[�æ���I�€�Z�8�•�ß�î�•�Ý  �»�Ó�–�å���Z�b%T�™�Ó�î�Ý�_
7H�W�Z�w�E
°�€�r�M���Q�b�Ú�b�»�Ó�–�å�c�M�m�Z�Ä�°�I�€�r�M��
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'¨  3 'v       �­�µ�º�”�µ�É�>�|�g0¿*(
  Cisco �”�É�Û�–�”�å�«�b�¿�µ�º�á�î�¡�l�b"@#.�K)F
– SMTP �Ý�î�º�b��*O�_�‘�W�Z�
4:�)�^
Æ4Š�¢�Ý�î�É�˜�™�”  �§�î�Â�_�Ó�î�Ý�†�Ü�Þ�î�K�r�M��

• �É�Û�–�Ë�î�º  �Ü�«�¼�î>&$Î�™7Á�Ê�Ó�î�Ý>' >8�É�Û�–�Ë�î�º  �Ü�«�¼�î�c�
�M���b�X�b
Æ4Š�¢�Ý�î�É
�˜�™�”  �§�î�Â�?�}�b�K)F�†�w�E
°�€�
�¨�X�b�¥4Š�Ó�î�Ý  �Í�«�º�_�Ó�µ�­�î�ª�†�ú�~�¥�E�r�M��

– 
Æ4Š�¢�Ý�î�É�˜�™�”  �§�î�Â�c�
 Cisco C-Series �r�S�c  X-Series �”�É�Û�–�”�å�«�_$Î�™�Ó�î�Ý
�†�Ý�î�¸�•�å�¢�M�•�|�:�_0¿���I�€�r�M��

– Cisco �”�É�Û�–�”�å�«�c�
 HAT �b0¿���Í�_�ö�Y�8�Z�

Æ4Š�¢�Ý�î�É�˜�™�”  �§�î�Â�?�}�b�K)F
�†�w�E
°�€�r�M�� HAT �c�
�¹�Ç�›�Ý�º�[�c�
�M�m�Z�b
Æ4Š�Ó�î�Ý  �Í�«�º�?�}�b�K)F�†�w�E
°
�€�•�|�:�_0¿���I�€�Z�8�r�M��

%T�™�Ó�î�Ý�\$Î�™�Ó�î�Ý�b�(7³

%T�™�\$Î�™�b7Á�Ê�Ó�î�Ý �º�Û�Ç�•�µ�¡�†�¶�9�b�Ü�«�¼�î�>�|�g�¶�9�b  IP �”�»�Þ�«�[�(7³�[�A�r�M���–
�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  4>&IPv4>'�>�|�g�Â�î�ª�Ù�å  6>&IPv6>'�”�»�Þ�«�†�Q#Ý�[�A�r�M��
�S�T�K�
�”�É�Û�–�”�å�«�b�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�[�c�
���b0¿���†�â�X�6�‡0¿���†�§�Ï�î
�º�K�Z�8�r�M��

• �¶�9 �b"@#.�–�å�±�î�Ç�™�–�«�_0¿���I�€�S  2 �¶�b1=#.  IPv4 �”�»�Þ�«�>�|�g  2 �¶�b  IPv6 �”�»�Þ�«�V
�b  2 �X�b�¶�9�Ü�«�¼�î

– %T�™�\$Î�™�b�º�Û�Ç�•�µ�¡�b�(7³

– IPv4 �”�»�Þ�«�>�|�g  IPv6 �”�»�Þ�«�†�›�Ü�«�¼�î�_�m�~�\�Z�•�G�\�@�[�A�r�M��

• 1 �X�b"@#.�–�å�±�î�Ç�™�–�«�_0¿���I�€�S  1 �X�b1=#.  IPv4 �”�»�Þ�«�V�b  1 �X�b�Ü�«�¼�î

– %T�™�\$Î�™�b�g�º�Û�Ç�•�µ�¡�b)��s�œ�ƒ�O

– IPv4 �”�»�Þ�«�>�|�g  IPv6 �”�»�Þ�«�b�g�‰�\�v�Ü�«�¼�î�_�m�~�\�Z�•�G�\�@�[�A�r�M��

�Ü�«�¼�î  1 �X�\  2 �X�b�g�‰�b0¿���_�P�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �á�î�¡�©�î�º�@�è�W�_�6�~�r�M
>&���­�µ�º�”�µ�É�_���b�p7Ÿ�� >&P.3-10>' �†�g!·>' ���±4Š�(�b0¿���©�¼�Ü�œ�c�
���b  3 �X�b�W�b�8�N�€�?�[
/²#'�I�€�r�M��
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'¨  3 'v       �­�µ�º�”�µ�É�>�|�g0¿*(
  Cisco �”�É�Û�–�”�å�«�b�¿�µ�º�á�î�¡�l�b"@#.�K)F
�W 3-1 �Ç�“�–�”�˜�›�î�Ý�b
Æ
��b�©�¼�Ü�œ>8�Ü�«�¼�î  2 �¶�b0¿��

�@>8 

• �Ü�«�¼�î  x 2

• IPv4 �”�»�Þ�«  x 2

• IPv6 �”�»�Þ�«  x 2

• �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  x 1 �r�S�c  2
>&/²&g�I�€�•�–�å�±�î�Ç�™�–�«�c  1 �¶�b�s>'

• 0¿���í�s�b  SMTP �Ý�î�º

�–�å�Â�˜�å�»  �Ü�«�¼�î>8�� InboundMail ��>&�Ã�È�Ü�µ
�¡>'

• IPv4 �”�»�Þ�«>8 1.2.3.4

• IPv6 �”�»�Þ�« : 
2001:0db8:85a3::8a2e:0370:7334

• Data 2 �–�å�±�î�Ç�™�–�«�b�Ü�«�¼�î�[�Ï�î
�º  25 �†�Ü�µ�«�å

• HAT>&�M�m�Z�†�w�E
°�€>'

• RAT>&�ß�î�•�Ý  �»�Ó�–�å���Z�Ó�î�Ý�†�w�E

°�€�
�Q�b�Ú�M�m�Z�†�Ä�°>'

�”�˜�º�Â�˜�å�»  �Ü�«�¼�î>8�� OutboundMail ��>&�É�Û
�–�Ë�î�º>'

• IP �”�»�Þ�«>8 1.2.3.5

• IPv6 �”�»�Þ�« : 
2001:0db8:85a3::8a2e:0370:7335

• Data 2 �–�å�±�î�Ç�™�–�«�b�Ü�«�¼�î�[�Ï�î
�º  25 �†�Ü�µ�«�å

• HAT>&�ß�î�•�Ý  �»�Ó�–�å���Z�†�Ü�Þ�î�
�Q
�b�Ú�M�m�Z�†�Ä�°>'

�–�å�±�î�¿�µ�º  �Ý�î�º  �§�î�Â�r�S�c
Æ4Š  DNS �§�î�Â
�†�Q#Ý�M�•�|�:�_  DNS �†0¿���•+�

SMTP �Ý�î�º�[�c�
4:�)�^�¢�Ý�î�É�˜�™�”  �§�î�Â�_
�Ó�î�Ý�†�ú�~�¥�E

4:�)�^�§�î�Å�«�\  Cisco �”�É�Û�–�”�å�«�b�n�‰�¥�b
3û�™#Ý�_�Ç�“�–�”�˜�›�î�Ý  �Ï�î�º�†�œ�î�É�å

�¢�Ý�î�É�˜�™�”  �§�î�Â
>&Exchange™�
Domino™�
 

Groupwise™>'

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�« >8Data 2

�Ã�È�Ü�µ�¡  �Ü�«�¼�î >8 
�� InboundMail �� 

�É�Û�–�Ë�î�º  �Ü�«�¼�î>8  
�� OutboundMail �� 

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�« >8Data 2

IP �–�å�±�î�Ç�™�–�« >8PublicNet>&�[  1.2.3.5>'

SMTP

�Ç�“�–�”�˜�›�î�Ý

�¢�Ý�î�É�˜�™�”  �¡�Û�–�”�å�º

�–�å�±�î�¿�µ�º

IPv4 �–�å�±�î�Ç�™�–�« >8PublicNet>&�[  1.2.3.4>'
IPv6 

IPv6: 2001:0db8:85a3::8a2e:0370:7335
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'¨  3 'v       �­�µ�º�”�µ�É�>�|�g0¿*(
  �©�«�¸�Ò  �­�µ�º�”�µ�É�b =
�
�W 3-2 �Ü�«�¼�î  1 �¶�b0¿��  

�©�«�¸�Ò  �­�µ�º�”�µ�É�b =
�

�@>8 
• �Ü�«�¼�î  x 1

• IP �”�»�Þ�«  x 1

• �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  x 1

• 0¿���í�s�b  SMTP �Ý�î�º

�–�å�Â�˜�å�»  �Ü�«�¼�î>8�� InboundMail ��>&�Ã�È
�Ü�µ�¡>'
• IP �”�»�Þ�«>8 1.2.3.4

• Data 2 �–�å�±�î�Ç�™�–�«�b�Ü�«�¼�î�[�Ï�î
�º  25 �†�Ü�µ�«�å

• HAT>&�M�m�Z�†�w�E
°�€>'�[�c�

RELAYLIST �_�6�•�¢�Ý�î�É�˜�™�”  �§�î�Â
#Ý�b�š�å�º�Ü�@)��s3¸�r�€�r�M��

• RAT>&�ß�î�•�Ý  �»�Ó�–�å���Z�Ó�î�Ý�†�w�E

°�€�
�Q�b�Ú�M�m�Z�†�Ä�°>'

�–�å�±�î�¿�µ�º  �Ý�î�º  �§�î�Â�r�S�c
Æ4Š  DNS 
�§�î�Â�†�Q#Ý�M�•�|�:�_  DNS �†0¿���•+�

SMTP �Ý�î�º�[�c�
4:�)�^�¢�Ý�î�É�˜�™�”  �§�î
�Â�_�Ó�î�Ý�†�ú�~�¥�E

4:�)�^�§�î�Å�«�\  Cisco �”�É�Û�–�”�å�«�b�n�‰
�¥�b3û�™#Ý�_�Ç�“�–�”�˜�›�î�Ý  �Ï�î�º�†�œ�î�É
�å

�ï�8
Æ��  3ã�•�_��

�«�̧ �µ�É 1 �”�É�Û�–�”�å�«�l�b�K)F�‰�2�†�ô���K
�r�M��

���”�É�Û�–�”�å�«�l�b�K)F�‰�'�b�ô���� >&P.3-8>' �†�g!·�K�Z
�C�T�I�8��

�«�̧ �µ�É 2 �¿�µ�º�á�î�¡  �”�»�Þ�«�\  IP �”�»�Þ�«�b
�m�~�\�Z�†�ô���K�r�M��

�M�[�_�”�É�Û�–�”�å�«�†�¿�µ�º�á�î�¡
�_4Ä)z�í�s�b���œ�c�
 Cisco �”�É�Û�–
�”�å�«�b�¹�Ç�›�Ý�º  IP �”�»�Þ�«�@�

�¿�µ�º�á�î�¡�V�b�Ú�b  IP �”�»�Þ�«�\'‡
�œ�K�Z�8�^�8�G�\�†&�1��K�r�M��

���¿�µ�º�á�î�¡  �”�»�Þ�«�\  IP �”�»�Þ�«�b�m�~�\�Z�b�ô����
>&P.3-9>'

�«�̧ �µ�É 3 �©�«�¸�Ò  �­�µ�º�”�µ�É�_6õ�M�•�_���†
�p7Ÿ�K�r�M��

 ���­�µ�º�”�µ�É�_���b�p7Ÿ�� >&P.3-10>' �†�g!·�K�Z�C�T�I�8��

�Ç�“�–�”�˜�›�î�Ý

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 1

IP �–�å�±�î�Ç�™�–�« >8PublicNet>&�[  1.2.3.4>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î >8 
�� AllMail �� 

SMTP

�–�å�±�î�¿�µ�º

�¢�Ý�î�É�˜�™�”  �§�î�Â
>&Exchange™�
Domino™�
 

Groupwise™>'
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'¨  3 'v       �­�µ�º�”�µ�É�>�|�g0¿*(
  �©�«�¸�Ò  �­�µ�º�”�µ�É�b =
�
�”�É�Û�–�”�å�«�l�b�K)F�‰�'�b�ô��

Cisco �”�É�Û�–�”�å�«�†#”�C�_�G�–�_�­�µ�º�”�µ�É�M�•�_�c�
 Cisco �”�É�Û�–�”�å�«�†�¿�µ�º�á�î�¡�_
�K)F�M�•�‰�2�_6õ�M�•5�0[�^�¿�µ�º�á�î�¡�_���†�¿�µ�º�á�î�¡'ö#.*…�?�}�p7Ÿ�M�•�²0[�@�6�~�r�M��

�”�É�Û�–�”�å�«�l�b�K)F

�6�‡�­�µ�º�”�µ�É�ì�_�
���b  2 �X�b�8�N�€�?�b�‰�'�[�
�”�É�Û�–�”�å�«�_�K)F�[�A�r�M��

�«�̧ �µ�É 4 �”�É�Û�–�”�å�«�b�q�‚�b0����Ü�Ü�î�«  
�À�î�º�†&�1��K�Z�C�T�I�8��

���Ð�½�×�”�Ý�� >&P.1-6>' �b�Ü�å�¡�?�}�
�Ü�Ü�î�«  �À�î�º�†
°
�m�[�A�r�M��

�«�̧ �µ�É 5 �”�É�Û�–�”�å�«�†6ä�•�K�
"@#.$×�_
�Û�µ�¡�_0¿*(�K�
�œ�å�_�K�r�M��

�”�É�Û�–�”�å�«�_�X�8�Z�c�
 ���� �¡�–�µ�¡�«�±�î�º  �ž�–�» ����
�†�g!·�K�Z�C�T�I�8���G�b�ž�–�»�c�
 ���Ð�½�×�”�Ý�� >&P.1-6>'
�b�Ü�å�¡�?�}
°�m�[�A�r�M��

�«�̧ �µ�É 6 Web �Ë�î�«  �–�å�±�î�Ç�™�–�«�>�|�g�¥
�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'
�†�Q#Ý�K�Z�”�É�Û�–�”�å�«�_�”�¡�­�«
�K�r�M��

• Web �È�Û�˜�¨�†2s�·�K�
�”�É�Û�–�”�å�«�b  IP �”�»�Þ�«
�†
°�Š�K�r�M  
�r�S�c  

• ���¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�©�«�¸�Ò  
�­�µ�º�”�µ�É  �˜�•�¨�î�»�b��/œ�� >&P.3-23>' �†�g!·�K�Z
�C�T�I�8��

�«�̧ �µ�É 7 �ì�•7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�†�­�µ�º  �”�µ�É�M�•���œ�c�
�>
�Q�8�b�ì�•�”�É�Û�–�”�å�«�b�Û�–�­�å
�«�†�ß�î�»�K�Z�C�T�I�8��

loadlicense  �¥�Ð�å�»�†�Q#Ý�K�r�M��0ò(ý�_�X�8�Z�c�
 ���Ð
�½�×�”�Ý�� >&P.1-6>' �b�Ü�å�¡�?�}�<#Ý�[�A�•�� Cisco Virtual 
Security Appliance Installation Guide���†�g!·�K�Z�C�T�I
�8��

�«�̧ �µ�É 8 �©�«�¸�Ò�b�ö�•0¿���†/œ�8�r�M�� ���©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2�� >&P.3-12>'
�†�g!·�K�Z�C�T�I�8��

�ï�8
Æ��  3ã�•�_��

/² 3-1 �”�É�Û�–�”�å�«�_�K)F�M�•�œ�É�©�Ù�å

�–�î�§�¿�µ�º PC �\�¿�µ�º�á�î�¡�b6ë�>�|�g�¿�µ�º�á�î�¡�\  Cisco 'ö#.�Ï�î�º�b6ë�b�–�î�§�¿�µ
�º�K)F�[�M���d����,´�ì�_  Management �Ï�î�º�_�m�~�\�Z�}�€�Z�8�•  IPv4 �”�»
�Þ�«�c  192.168.42.42  �[�M���H�Q#Ý�b�¿�µ�º�á�î�¡  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�[�Q
#Ý�•+��[�6�€�d�
�G�b�‰�2�_�|�•�K)F�@�m3M�[�M��

�©�Ü�”�Ý �©�Ü�”�Ý3û�™�_�|�W�Z  PC �\  Cisco �©�Ü�”�Ý  �¥�å�¯�î�Ý  �Ï�î�º�@�K)F�I�€�r�M��
�–�î�§�¿�µ�º�‰�'�†�Q#Ý�[�A�^�8���œ�c�
�¥�å�Æ�×�î�±�\�”�É�Û�–�”�å�«�†�©�Ü
�”�Ý� �ˆ�[�«�º�Þ�î�º�K)F�M�•�\�
�æ�p�¿�µ�º�á�î�¡0¿���Í�†  Management �Ï�î
�º�_4:#Ý�[�A�•�r�[�b�æ#Ý�_�^�~�r�M���Æ�å�m�~�\�_�X�8�Z�c�
 ���©�Ü�”�Ý�K)F�_
�|�•7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�”�¡�­�«�� >&P.A-5>' �†�g!·�K�Z
�C�T�I�8���©�Ü�”�Ý  �Ï�î�º�b3û�™0¿���Í�c���b�\�>�~�[�M��

Bits per second>89600 

�¹�î�±  �Å�µ�º>8 8

�Ã�Ü�¸�•>8 �^�K

�«�º�µ�É�Å�µ�º>8 1

�Ç�ß�î�D�š>8 �Á�î�»�˜�™�”
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  �©�«�¸�Ò  �­�µ�º�”�µ�É�b =
�
>&�@>' �6�‡�K)F�‰�'�c�
�q)
$×�^�‰�'�[�^�8�G�\�_$��–�K�Z�C�T�I�8���G�b�É�ß�­�«�c�
�6�‡0¿���T�E�_4:#Ý
�I�€�r�M���¿�µ�º�á�î�¡0¿���Í�†�‹�[�š�f�K�Z�
�9�b�K)F�‰�'�†�Q#Ý�[�A�r�M  >&0ò(ý�_�X�8�Z�c�
 �Ü
6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«�� �†�g!·�K�Z�C�T�I�8>' ���”�É�Û�–�”�å�«�†�<#Ý�M�•�S�u�b'ö#.*…
�’7H�@$��^�•�
0
�X�b�Ø�î�¨  �”�•�˜�å�º�†�8�B�M�•�G�\�v�[�A�r�M  >&0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�b3ã
�•�� >&P.28-4>' �†�g!·�K�Z�C�T�I�8>' ��

�¿�µ�º�á�î�¡  �”�»�Þ�«�\  IP �”�»�Þ�«�b�m�~�\�Z�b�ô��

IPv4 �”�»�Þ�«�\  IPv6 �”�»�Þ�«�b�g�‰�†�Q#Ý�[�A�r�M��

'ö#.�>�|�g�¹�î�±  �Ï�î�º#Ý�b�¹�Ç�›�Ý�º  IP �”�»�Þ�«  

>&Cisco X1060/1070�
 C660/670�
�>�|�g  C360/370 �”�É�Û�–�”�å�«�b>''ö#.�Ï�î�º�r�S�c>& Cisco 
C160/170 �”�É�Û�–�”�å�«�b>'�¹�î�±  1 �Ï�î�º�[�¦�S�_0¿���I�€�•  IP �”�»�Þ�«�c�
 192.168.42.42  �[
�M��

7Á�Ê�Ó�î�Ý�†�w�™�>�|�g4Ä�™�M�• �¿�µ�º�á�î�¡�K)F�b4E�¥  

�±4Š�(�b�Ø�î�¨�c�
 Cisco �”�É�Û�–�”�å�«�?�}  2 �X�b�¿�µ�º�á�î�¡�_�K)F�M�•�G�\�_�|�W�Z�
�”�É�Û�–
�”�å�«�V�b  2 �X�b  Data �–�î�§�¿�µ�º  �Ï�î�º�†�<#Ý�K�r�M��

• �É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�[�c�

Æ4Š�©�«�¸�Ò���Z�b�Ó�µ�­�î�ª�†�w�E
°�€�Z4Ä�™�K�r�M��

• �Ã�È�Ü�µ�¡  �¿�µ�º�á�î�¡�[�c�
�–�å�±�î�¿�µ�º���Z�b�Ó�µ�­�î�ª�†�w�E
°�€�Z4Ä�™�K�r�M��

1 �X�b  Data �Ï�î�º�T�E�†�g�‰�b�µ+��_�Q#Ý�M�•�Ø�î�¨�v�8�r�M�� Management �–�î�§�¿�µ�º  �Ï�î�º�[
�c�õ�–�b�µ+��†�§�Ï�î�º�[�A�r�M�@�
�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«�\�¥�Ð�å�»�Û�–�å  �–�å
�±�î�Ç�™�–�«�†�<#Ý�M�•�S�u�_�¦�S0¿���I�€�Z�8�r�M��

"@#.�–�î�§�¿�µ�º  �Ï�î�º�l�b1=#.  IP �”�»�Þ�«�b�Â�–�å�»

%T�™�\$Î�™�b7Á�Ê�Ó�î�Ý �º�Û�Ç�•�µ�¡�†�¶�9�b�Ü�«�¼�î�>�|�g�¶�9�b  IP �”�»�Þ�«�[�(7³�[�A�r�M���–
�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  4>&IPv4>'�>�|�g�Â�î�ª�Ù�å  6>&IPv6>'�”�»�Þ�«�†�Q#Ý�[�A�r�M��
�S�T�K�
�”�É�Û�–�”�å�«�b�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�[�c�
���b0¿���†�â�X�6�‡0¿���†�§�Ï�î
�º�K�Z�8�r�M��

• �¶�9 �b"@#.�–�å�±�î�Ç�™�–�«�_0¿���I�€�S  2 �¶�b1=#.  IPv4 �”�»�Þ�«�>�|�g  2 �¶�b  IPv6 �”�»�Þ�«�V
�b  2 �X�b�¶�9�Ü�«�¼�î

– %T�™�\$Î�™�b�º�Û�Ç�•�µ�¡�b�(7³

– IPv4 �”�»�Þ�«�>�|�g  IPv6 �”�»�Þ�«�†�›�Ü�«�¼�î�_�m�~�\�Z�•�G�\�@�[�A�r�M��

• 1 �X�b"@#.�–�å�±�î�Ç�™�–�«�_0¿���I�€�S  1 �X�b1=#.  IPv4 �”�»�Þ�«�V�b  1 �X�b�Ü�«�¼�î

– %T�™�\$Î�™�b�g�º�Û�Ç�•�µ�¡�b)��s�œ�ƒ�O

– IPv4 �”�»�Þ�«�>�|�g  IPv6 �”�»�Þ�«�b�g�‰�\�v�Ü�«�¼�î�_�m�~�\�Z�•�G�\�@�[�A�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 1 �X�b�Ü�«�¼�î�[  IPv4 �”�»�Þ�«�\  IPv6 �”�»�Þ�«�b�g�‰
�†�§�Ï�î�º�[�A�r�M���Ü�«�¼�î�c�g�‰�b�”�»�Þ�«�[�Ó�î�Ý�w�E
°�€�r�M���Ü�«�¼�î�b0¿���c�M�m�Z�

IPv4 �\  IPv6 �g�‰�b�”�»�Þ�«�_4:#Ý�I�€�r�M��
3-9
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  3 'v       �­�µ�º�”�µ�É�>�|�g0¿*(
  �©�«�¸�Ò  �­�µ�º�”�µ�É�b =
�
�K)F#Ý�¿�µ�º�á�î�¡0¿���Í�b4E�¥

�Q#Ý�M�•�G�\�†4E�¥�K�S�›�–�î�§�¿�µ�º  �Ï�î�º�_6õ�M�•���b�¿�µ�º�á�î�¡�_���@�²0[�_�^�~�r�M��

• IP �”�»�Þ�«>& IPv4 �r�S�c  IPv6�
�6�•�8�c�Q�b�g�‰>'

• CIDR �g�'�b  IPv4 �”�»�Þ�«�b�¿�µ�º�Ð�«�¡

• CIDR �g�'�b  IPv6 �”�»�Þ�«�b�É�Þ�Ç�•�µ�¡�«

�I�}�_�
�¿�µ�º�á�î�¡
²�/�_6õ�M�•���b�_���v�²0[�_�^�~�r�M��

• �¿�µ�º�á�î�¡�b�¹�Ç�›�Ý�º  �Ý�î�±>&�¤�î�º�˜�™�–>'�b  IP �”�»�Þ�«

• DNS �§�î�Â�b  IP �”�»�Þ�«�>�|�g�Í�«�º�¡>&�–�å�±�î�¿�µ�º  �Ý�î�º  �§�î�Â�†�Q#Ý�M�•���œ�c�Y0[>'

• NTP �§�î�Â�b�Í�«�º�¡�r�S�c  IP �”�»�Þ�«>& Cisco �b�±�–�Ò  �§�î�Â�†�Q#Ý�M�•���œ�c�Y0[>'

0ò(ý�_�X�8�Z�c�
 �Ü6�  B���¿�µ�º�á�î�¡  �”�»�Þ�«�\  IP �”�»�Þ�«�b�m�~�\�Z�� �†�g!·�K�Z�C�T�I�8��

>&�@>' �–�å�±�î�¿�µ�º�\  Cisco �”�É�Û�–�”�å�«�b6ë�[�Ç�“�–�”�˜�›�î�Ý�†'�
>�K�Z�8�•�¿�µ�º�á�î�¡�b���œ
�c�
 Cisco �”�É�Û�–�”�å�«�†�G�–�_�µ+��I�O�•�S�u�_�
"I���b�Ï�î�º�†6ä�E�•�²0[�@�6�•���œ�@�6�~�r
�M��0ò(ý�_�X�8�Z�c�
 �Ü6�  D���Ç�“�–�”�˜�›�î�Ý�_���� �†�g!·�K�Z�C�T�I�8��

�­�µ�º�”�µ�É�_���b�p7Ÿ

�G�€�[�
�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�[�²0[�^
Æ���†4E�¥�M�•�S�u�b0[�ó�>�|�g�S$��@�8�Â�K�S
�S�u�
�G�b8o�†�g!·�K�^�@�}���b/²�†�Q#Ý�K�Z�
�©�«�¸�Ò�b�­�µ�º�”�µ�É�_6õ�M�•�_���†�p7Ÿ�K�Z�C�T
�I�8��

�¿�µ�º�á�î�¡�>�|�g  IP �”�»�Þ�«�b0ò(ý�_�X�8�Z�c�
 �Ü6�  B���¿�µ�º�á�î�¡  �”�»�Þ�«�\  IP �”�»�Þ�«�b�m
�~�\�Z�� �†�g!·�K�Z�C�T�I�8�� Cisco M-Series �”�É�Û�–�”�å�«�†0¿���M�•���œ�c�
 '¨ 38 'v�� Cisco �¥
�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�b7Ÿ�p�º�§�î�Å�«�� �†�g!·�K�Z�C�T�I�8��

/² 3-2 �©�«�¸�Ò  �­�µ�º�”�µ�É  �á�î�¡�©�î�º>8 2 �¶�b�Ü�«�¼�î�_�|�•7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡�b�(7³

�©�«�¸�Ò0¿��>& System Settings >'

�¹�Ç�›�Ý�º�b�©�«�¸�Ò  �Í�«�º�¡>8 >&Default System Hostname:>'

�©�«�¸�Ò  �”�Û�î�º  �Ó�î�Ý�b3æ�™
›>8>&Email System Alerts To:>'

���‡�Þ�Ï�î�º�b3æ�™
›>8 >&Deliver Scheduled Reports To:>'

�±�–�Ò  �°�î�å�_��>& Time Zone Information:>'

NTP �§�î�Â>8>&NTP Server:>'

'ö#.*…�Ã�«�á�î�»>8 >&Admin Password:>'

SenderBase �¿�µ�º�á�î�¡�_�g�•>8 >&SenderBase Network 
Participation:>'

�–�¿�î�È�Ý / �¹�•�­�î�È�Ý

�œ�î�º�§�Ï�î�º>8 >&AutoSupport:>' �–�¿�î�È�Ý / �¹�•�­�î�È�Ý

�¿�µ�º�á�î�¡  �–�å�¸�¢�Þ�î�©�Ù�å>& Network Integration >'

�¤�î�º�˜�™�–>8 >&Gateway:>'

DNS:>&�–�å�±�î�¿�µ�º�r�S�c"‚+¬�æ��>'

�–�å�±�î�Ç�™�–�«>& Interfaces >'

�¹�î�±  1 �Ï�î�º>& Data 1 Port >'
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�
IPv4 �”�»�Þ�« / �¿�µ�º�Ð�«�¡>8 >&IPv4 Address / Netmask:>' 

IPv6 �”�»�Þ�« / �É�Þ�Ç�•�µ�¡�«>8 >&IPv6 Address / Prefix:>'

�ö
²�^�Í�«�º�¡>8 >&Fully Qualified Hostname:>'

�w�™�Ó�î�Ý�b�w�E
°�€>8 >&Accept Incoming Mail:>' �»�Ó�–�å
>&Domain>'

��
›
>&Destination>'

�¥4Š�l�b3æ�™�Ó�î�Ý�†�p)E>8>&Relay Outgoing Mail:>' �©�«�¸�Ò>& System>'

�¹�î�±  2 �Ï�î�º>& Data 2 Port >'

IPv4 �”�»�Þ�« / �¿�µ�º�Ð�«�¡>8 >&IPv4 Address / Netmask:>'

IPv6 �”�»�Þ�« / �É�Þ�Ç�•�µ�¡�«>8 >&IPv6 Address / Prefix:>'

�ö
²�^�Í�«�º�¡>8 >&Fully Qualified Hostname:>'

�w�™�Ó�î�Ý�b�w�E
°�€>8 >&Accept Incoming Mail:>' �»�Ó�–�å
>&Domain>'

��
›
>&Destination>'

�¥4Š�l�b3æ�™�Ó�î�Ý�†�p)E>8>&Relay Outgoing Mail:>' �©�«�¸�Ò>& System>'

'ö#.�Ï�î�º>& Management Port >'

IP �”�»�Þ�«>8 >&IP Address:>'

�¿�µ�º�á�î�¡  �Ð�«�¡>8>&Network Mask:>'

IPv6 �”�»�Þ�«>8 >&IPv6 Address:>'

�É�Þ�Ç�•�µ�¡�«>8 >&Prefix:>'

�ö
²�^�Í�«�º�¡>8 >&Fully Qualified Hostname:>'

�w�™�Ó�î�Ý�b�w�E
°�€>8 >&Accept Incoming Mail:>' �»�Ó�–�å
>&Domain>'

��
›
>&Destination>'

�¥4Š�l�b3æ�™�Ó�î�Ý�†�p)E>8>&Relay Outgoing Mail:>' �©�«�¸�Ò>& System>'

�Ó�µ�­�î�ª  �­�Ÿ�×�Ü�¸�•>& Message Security >'

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±>8>&SenderBase 
Reputation Filtering:>'

�–�¿�î�È�Ý / �¹�•�­�î�È�Ý

Anti-Spam Scanning Engine �^�K /IronPort 

McAfee Anti-Virus Scanning Engine �–�¿�î�È�Ý / �¹�•�­�î�È�Ý

Sophos Anti-Virus Scanning Engine �–�¿�î�È�Ý / �¹�•�­�î�È�Ý

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>' �–�¿�î�È�Ý / �¹�•�­�î�È�Ý

/² 3-3 �©�«�¸�Ò  �­�µ�º�”�µ�É  �á�î�¡�©�î�º>8 1 �¶�b�Ü�«�¼�î�†�M�m�Z�b7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡�_�Q
#Ý

�©�«�¸�Ò0¿��>& System Settings >'

�¹�Ç�›�Ý�º�b�©�«�¸�Ò  �Í�«�º�¡>8 >&Default System Hostname:>'

�©�«�¸�Ò  �”�Û�î�º  �Ó�î�Ý�b3æ�™
›>8>&Email System Alerts To:>'

���‡�Þ�Ï�î�º�b3æ�™
›>8 >&Deliver Scheduled Reports To:>'

�±�–�Ò  �°�î�å>8 >&Time Zone:>'

NTP �§�î�Â>8>&NTP Server:>'

/² 3-2 �©�«�¸�Ò  �­�µ�º�”�µ�É  �á�î�¡�©�î�º>8 2 �¶�b�Ü�«�¼�î�_�|�•7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡�b�(7³  
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�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2  
�6�‡�­�µ�º�”�µ�É�[�c�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�†�Q#Ý�K�Z�
0¿���_ ƒ�€�@�^�8�|�:�_�M�•�²
0[�@�6�~�r�M���‹�[�
�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�[�<#Ý�[�A�^�8�•�«�±�Ò  �œ�É�©�Ù�å�†0¿���[
�A�r�M��

�È�Û�˜�¨�r�S�c�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�†�Q#Ý�K�Z�
�©�«�¸�Ò0¿���˜�•�¨�î�»�†��/œ
�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Web �Ë�î�«�b�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«>& GUI>'�b�<#Ý��

>&P.3-13>' �r�S�c ���¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b��
/œ��>&P.3-23>' �†�g!·�K�Z�C�T�I�8��

6ä���M�•�S�_�
 ���©�«�¸�Ò  �­�µ�º�”�µ�É�b =
��� >&P.3-7>' �_�6�•�S�f�²�ó�†�¡�Ü�”�K�r�M��

'ö#.*…�Ã�«�á�î�»>8 >&Admin Password:>'

SenderBase �¿�µ�º�á�î�¡�_�g�•>8 >&SenderBase Network 
Participation:>'

�–�¿�î�È�Ý / �¹�•�­�î�È�Ý

�œ�î�º�§�Ï�î�º>8 >&AutoSupport:>' �–�¿�î�È�Ý / �¹�•�­�î�È�Ý

�¿�µ�º�á�î�¡  �–�å�¸�¢�Þ�î�©�Ù�å>& Network Integration >'

�¤�î�º�˜�™�–>8 >&Gateway:>'

DNS:>&�–�å�±�î�¿�µ�º�r�S�c"‚+¬�æ��>'

�–�å�±�î�Ç�™�–�«>& Interfaces >'

�¹�î�±  2 �Ï�î�º>& Data 2 Port >'

IPv4 �”�»�Þ�« / �¿�µ�º�Ð�«�¡>8 >&IPv4 Address / Netmask:>'

IPv6 �”�»�Þ�« / �É�Þ�Ç�•�µ�¡�«>8 >&IPv6 Address / Prefix:>'

�ö
²�^�Í�«�º�¡>8 >&Fully Qualified Hostname:>'

�w�™�Ó�î�Ý�b�w�E
°�€>8 >&Accept Incoming Mail:>' �»�Ó�–�å
>&Domain>'

��
›
>&Destination>'

�¥4Š�l�b3æ�™�Ó�î�Ý�†�p)E>8>&Relay Outgoing Mail:>' �©�«�¸�Ò>& System>'

�¹�î�±  1 �Ï�î�º>& Data 1 Port >'

IPv4 �”�»�Þ�« / �¿�µ�º�Ð�«�¡>8 >&IPv4 Address / Netmask:>'

IPv6 �”�»�Þ�« / �É�Þ�Ç�•�µ�¡�«>8 >&IPv6 Address / Prefix:>'

�ö
²�^�Í�«�º�¡>8 >&Fully Qualified Hostname:>'

�Ó�µ�­�î�ª  �­�Ÿ�×�Ü�¸�•>& Message Security >'

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±>8>&SenderBase Reputation 
Filtering:>'

�–�¿�î�È�Ý / �¹�•�­�î�È�Ý

Anti-Spam Scanning Engine �^�K /IronPort

McAfee Anti-Virus Scanning Engine �–�¿�î�È�Ý / �¹�•�­�î�È�Ý

Sophos Anti-Virus Scanning Engine �–�¿�î�È�Ý / �¹�•�­�î�È�Ý

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>' �–�¿�î�È�Ý / �¹�•�­�î�È�Ý

/² 3-3 �©�«�¸�Ò  �­�µ�º�”�µ�É  �á�î�¡�©�î�º>8 1 �¶�b�Ü�«�¼�î�†�M�m�Z�b7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡�_�Q#Ý  
>&)F�A>'
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1™�Ì �ì�•7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�­�µ�º  �”�µ�É�M�•���œ�c�
�©�«�¸�Ò  �­�µ�º�”�µ�É  
�˜�•�¨�î�»�†��/œ�M�•�S�_�
�ì�•�”�É�Û�–�”�å�«�b�Û�–�­�å�«�†�ß�î�»�M�•�S�u�_  loadlicense  �b�¥
�Ð�å�»�†�Q#Ý�M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco Virtual Security Appliance 
Installation Guide ���†�g!·�K�Z�C�T�I�8��

1™�Ì �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�[�c�
�©�«�¸�Ò�†�ö
²�_
Ì0¿���K�r�M���©�«�¸�Ò  �­�µ�º�”�µ�É  
�˜�•�¨�î�»�c�
�”�É�Û�–�”�å�«�†�r�W�S�C�6�u�Z0¿*(�M�•���œ�?�
�¤�Ñ�b0¿���†�V�i�A�M�•���œ�_
7H�~�Q#Ý�K�Z�C�T�I�8��

�@�– Cisco �”�É�Û�–�”�å�«�c��,´�ì�_�
�M�m�Z�b�©�«�¸�Ò�b'ö#.�Ï�î�º�@�¹�Ç�›�Ý�º  IP �”�»�Þ�«  
192.168.42.42  �_0¿���I�€�Z�8�r�M���S�T�K�
 theData 1 �Ï�î�º�†�æ�ƒ�~�_�Q#Ý�M�•  C160/C170 �©
�«�¸�Ò�†7V�A�r�M�� Cisco �”�É�Û�–�”�å�«�†�¿�µ�º�á�î�¡�_�K)F�M�•�S�_�
�Ú�b/æ*(�b  IP �”�»�Þ�«
�@�
�G�b�d����,´�ì�b�¹�Ç�›�Ý�º0¿���\'‡�œ�K�Z�8�^�8�G�\�†&�1��K�Z�C�T�I�8�� Cisco M-Series 
�”�É�Û�–�”�å�«�†0¿���M�•���œ�c�
 �� Cisco �¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�b7Ÿ�p�º
�§�î�Å�«�� >&P.38-1>' �†�g!·�K�Z�C�T�I�8��

�d����,´�ì�b0¿���†�â�X  Cisco �”�É�Û�–�”�å�«�†�¿�µ�º�á�î�¡�_0
�X�K)F�M�•���œ�c�
�›  Cisco �”�É�Û
�–�”�å�«�b�¹�Ç�›�Ý�º  IP �”�»�Þ�«�†8p�_
Ì0¿���K�^�@�}�
 1 �Ž�N�X3ã�•�K�Z�C�T�I�8��

Web �Ë�î�«�b�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«>& GUI>'�b�<#Ý

Web �Ë�î�«�b�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«>& GUI>'�†�<#Ý�M�•�_�c�
 Web �È�Û�˜�¨�†6ä�A�

192.168.42.42 �†/²&g�K�r�M��

�ß�¢�–�å#ì8��@/²&g�I�€�r�M��

�W 3-3 �”�É�Û�–�”�å�«�l�b�ß�¢�–�å

�W0°�b�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�†
°�Š�K�Z�”�É�Û�–�”�å�«�_�ß�¢�–�å�K�r�M��

�d����,´�ì�b�¹�Ç�›�Ý�º  �Ø�î�¨�¡�\�Ã�«�á�î�»

• �Ø�î�¨�¡>8 admin

• �Ã�«�á�î�»>8 ironport

>&�@>' �­�µ�©�Ù�å�@�±�–�Ò�”�˜�º�K�S���œ�c�
�Ø�î�¨�¡�\�Ã�«�á�î�»�b
Ì
°�Š�@�Ó�u�}�€�r�M���©�«�¸�Ò  
�­�µ�º�”�µ�É  �˜�•�¨�î�»�b��/œ�p�_�­�µ�©�Ù�å�@�±�–�Ò�”�˜�º�K�S���œ�c�
�q�6�?�}�x�~%$�M�²0[�@
�6�~�r�M��
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Web �Ë�î�«�b�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�†�Q#Ý�K�S�ö�•0¿���b��
*O 

�m8p 

�«�¸�µ�É 1 �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b2s�·  

• �� Web �Ë�î�«�b�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«>& GUI>'�b�<#Ý�� >&P.3-13>' �_0°3U�I�€�Z�8
�•�‰�2�[�
�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«�_�ß�¢�–�å�K�r�M��

• �‚0d�b�©�«�¸�Ò>&
›/œ�Ü�Ü�î�«�b  AsyncOS �?�}�b�”�µ�É�¢�Þ�î�»�^�K>'�b���œ�c�
�È�Û�˜�¨�@�©
�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�_+¬�·$×�_�Ü�²�–�Þ�¡�º�I�€�r�M��

• �Q�€�è�¥�b���œ�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] �±�È�[�
�e�‰�b�Ü�å�¡  �Ü�«�º�?�}  
[ �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»>& System Setup Wizard>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 6ä��

• �Û�–�­�å�«�Î(Ù�i�b�g!·�\�w1Y

�«�¸�µ�É 3 �©�«�¸�Ò

• �”�É�Û�–�”�å�«�b�Í�«�º�¡�b0¿��

• �”�Û�î�º0¿���Í�
�Þ�Ï�î�º4Ä�™0¿���Í�
�>�|�g  AutoSupport �b0¿��

• �©�«�¸�Ò�ì�I0¿���Í�>�|�g  NTP �§�î�Â�b0¿��

• admin �Ã�«�á�î�»�b�Ü�­�µ�º

• SenderBase Network Participation �b�–�¿�î�È�Ý�ì

�«�¸�µ�É 4 �¿�µ�º�á�î�¡

• �¹�Ç�›�Ý�º  �Ý�î�±�>�|�g  DNS 0¿���Í�b��*O

• ���b�|�:�^�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�b�–�¿�î�È�Ý�ì�>�|�g0¿��
%T�™�Ó�î�Ý�b0¿��>&�–�å�Â�˜�å�»  �Ü�«�¼�î>'
SMTP �Ý�î�º�b��*O>&�õ�–>'  
$Î�™�Ó�î�Ý>&�”�˜�º�Â�˜�å�»  �Ü�«�¼�î>'�b0¿���>�|�g�”�É�Û�–�”�å�«�†�Ó�K�Z�Ó�î�Ý�†�Ü�Þ�î�[
�A�•�©�«�¸�Ò�b��*O>&�õ�–>'

�«�¸�µ�É 5 �­�Ÿ�×�Ü�¸�•

• SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�b�–�¿�î�È�Ý�ì

• �”�å�³�«�Ã�Ò  �§�î�Å�«�b�–�¿�î�È�Ý�ì

• Cisco �«�Ã�Ò7x7³�b�–�¿�î�È�Ý�ì

• Anti-Virus �§�î�Å�«�b�–�¿�î�È�Ý�ì

• �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�§�î�Å�«�b�–�¿�î�È�Ý�ì

�«�¸�µ�É 6 �Þ�Å�×�î

• �­�µ�º�”�µ�É�b�Þ�Å�×�î�>�|�g0¿���b�–�å�«�º�î�Ý  

• �m8p�b�q�‹�_/²&g�I�€�•�É�ß�å�É�º  

�«�¸�µ�É 7 �š�f!l�b&���  

&����M�•�r�[�
�š�f�c�w� �_�^�~�r�O�‡��
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�m8p 1>86ä��

�Û�–�­�å�«�Î(Ù�i�b�g!·�?�}6ä���K�r�M���Û�–�­�å�«�Î(Ù�i�†�g!·�K�
� �–�M�•���œ�c�
� �–�M�•�G�\
�†&g�M�Î�µ�¡�«�†�œ�å�_�K�
 [ �­�µ�º�”�µ�É�b6ä��>& Begin Setup>' ] �†�¡�Ü�µ�¡�K�Z)F/œ�K�r�M��

�Î(Ù�i�b�e8��c���b���d�[�v�g!·�[�A�r�M��
https://support.ironport.com/license/eula.html

�m8p 2>8�©�«�¸�Ò

�Í�«�º�¡�b0¿��

Cisco �”�É�Û�–�”�å�«�b�ö
²�Ÿ8í�Í�«�º�¡�†��*O�K�r�M���G�b�¡�S�c�
�¿�µ�º�á�î�¡'ö#.*…�@�m�~�\�Z
�•�²0[�@�6�~�r�M��

�©�«�¸�Ò  �”�Û�î�º�b0¿��

�Ø�î�¨�b�Ó
°�†�²0[�\�M�•�©�«�¸�Ò  �š�Û�î�@$Î#Õ�K�S���œ�
 Cisco AsyncOS �[�c�
7Á�Ê�Ó�î�Ý�[�”
�Û�î�º  �Ó�µ�­�î�ª�†3æ�™�K�r�M���G�b�”�Û�î�º�b3æ�™
›�\�K�Z�Q#Ý�M�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«>&0
�X�•>'
�†
°�Š�K�r�M��

�©�«�¸�Ò  �”�Û�î�º�†�w�™�M�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†  1 �X�è�V3ã�•�M�•�²0[�@�6�~�r�M���"�M�b7Á�Ê
�Ó�î�Ý  �”�»�Þ�«�?�
�•�å�Ð�[�
�)�W�S0
�X�”�»�Þ�«�†
°�Š�K�r�M���\�6�
�G�b7Á�Ê�Ó�î�Ý�w�™*…�c�

�¹�•�Þ�¡�º�Ü"Ó�“�7�Á�P'Ç�”�Û�î�º�è�¥�b�M�m�Z�b�±�–�É�>�|�g�M�m�Z�b�Þ�Ë�Ý�b�”�Û�î�º�†�w�™�K�r
�M���‹�[�
�”�Û�î�º  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�I�}�_0ò(ý�ì�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���”�Û�î�º��

>&P.29-30>' �†�g!·�K�Z�C�T�I�8��

�Þ�Ï�î�º4Ä�™�b0¿��

�¹�Ç�›�Ý�º�b�«�£�ª�×�î�Ý�í�s�Þ�Ï�î�º�b3æ�™
›�_�M�•�”�»�Þ�«�†
°�Š�K�r�M���G�b�Í�†�È�Û�å�¡�_�K
�Z�v�
�«�£�ª�×�î�Ý�í�s�Þ�Ï�î�º�c�,�A)F�A��/œ�I�€�r�M���«�£�ª�×�î�Ý�í�s�Þ�Ï�î�º�c4Ä�™�I�€�r�O
�‡�@�
�”�É�Û�–�”�å�«�V�_�”�î�•�–�È�I�€�r�M��

�ì6ë�b0¿��

Cisco �”�É�Û�–�”�å�«�V�b�ì6ë�•�†0¿���K�Z�
�Ó�µ�­�î�ª  �Ê�µ�²�î�>�|�g�ß�¢  �Ç�“�–�Ý�b�±�–�Ò�«�±
�å�É�@�G&��_�^�•�|�:�_�K�r�M���»�ß�µ�É�²�˜�å  �Ó�½�×�î�†�Q#Ý�K�Z�ì6ë�•�†0b�X�E�•�?�
 GMT �œ�Ç
�­�µ�º�_�|�W�Z�ì6ë�•�†��*O�K�r�M>&0ò(ý�_�X�8�Z�c�
 �� GMT �œ�Ç�­�µ�º�b4E�¥�� >&P.29-58>' �†�g!·�K
�Z�C�T�I�8>' ��

�©�«�¸�Ò  �¡�ß�µ�¡�ì�I�c�
�‹�[�m�·�_�|�W�Z0¿���M�•�?�
 Network Time Protocol>&NTP; �¿�µ�º�á�î
�¡  �±�–�Ò  �É�ß�º�¥�Ý>'�†�Q#Ý�K�Z�¿�µ�º�á�î�¡�V�r�S�c�–�å�±�î�¿�µ�º�V�b�Ú�b�§�î�Â�\�ì�I�†� �‡
�M�•�G�\�v�[�A�r�M���¹�Ç�›�Ý�º�[�c�
 Cisco Systems �b�±�–�Ò  �§�î�Â>& time.IronPort.com >'�\�ì�I
�†� �‡�M�•�š�å�º�Ü  1 �X�@�
 Cisco �”�É�Û�–�”�å�«�_�M�[�_0¿���I�€�Z�8�r�M��

�Ã�«�á�î�»�b0¿��

admin �”�•�˜�å�º�b�Ã�«�á�î�»�†0¿���K�r�M���G�b�m8p�c�²8r�[�M�� Cisco AsyncOS �b  admin �”�•�˜
�å�º�b�Ã�«�á�î�»�†�š�f�M�•���œ�
�‚�K�8�Ã�«�á�î�»�c�
 6 �e�Ð�è�V�[�^�E�€�d�^�~�r�O�‡���Ã�«�á�î
�»�c�
�²�N�ó
²�^���d�_�–'ö�K�Z�C�T�I�8��
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d 
SenderBase �¿�µ�º�á�î�¡�l�b�g�•

SenderBase �c�
7Á�Ê�Ó�î�Ý'ö#.*…�_�|�•3æ�™*…�b1*���
7Á�Ê�Ó�î�Ý�b�G0d3æ�™
–�b1‘�9�
�>�|�g�«�Ã
�Ò3æ�™*…�b�È�ß�µ�¡�_�z'g�X�|�:�_0¿0£�I�€�S�
7Á�Ê�Ó�î�Ý�b�Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�[�M��

SenderBase �¿�µ�º�á�î�¡�l�b�g�•�_� �–�K�S���œ�
�©�«�¥�c�
)�)Ê�b7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡�†7Ÿ(Ù
�K�S)+0£�_���†�p7Ÿ�K�r�M���G�€�_�c�
�Ó�µ�­�î�ª�“�ö�b0[(Ù�¹�î�±�>�|�g  Cisco �”�É�Û�–�”�å�«�@�]
�b�|�:�_�›'��Ó�µ�­�î�ª�†��#.�K�S�?�_6õ�M�•�_���b�s�@�µ�r�€�Z�8�r�M���S�\�<�d�
�©�«�¥�c�
�Ó�µ
�­�î�ª�b�•�e�v�Ó�µ�­�î�ª�b�ó�¡�v�p7Ÿ�K�r�O�‡���¶�Ç�†"I���[�A�•�_���x�
)�)Ê�†"I���M�•�_���c�

�µ�&�_���\�K�Z�…�ƒ�€�r�M���p7Ÿ�I�€�•�¹�î�±�b�[�^�]�
 SenderBase �b0ò(ý�_�X�8�Z�c�
 [ 
¹�w�P1ß
�¹�î�±�b0ò(ý�_�X�8�Z�c�
�G�G�†�¡�Ü�µ�¡>& Click here for more information about what data is being 
shared>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�Z�C�T�I�8>& ���|�C�6�•�H2A�e�� >&P.31-2>' �†�g!·>' ��

SenderBase �¿�µ�º�á�î�¡�_�g�•�M�•���œ�c�
 [ �Ó�î�Ý�†�Ë�î�«�\�M�•+#�>�b"I���
�<7V�†% $×�\�K�Z�

IronPort �@�Ó�î�Ý�b���¡)+0£�†�p7Ÿ�>�|�g  SenderBase �_�P�K�Þ�Ï�î�º�M�•�G�\�†0Á�•>& Allow 
IronPort to gather anonymous statistics on email and report them to SenderBase in order to identify an
stop email-based threats>' ] �b�“�b�Î�µ�¡�«�†�œ�å�_�K�
 [ �Ž1�>&Accept>' ] �†�¡�Ü�µ�¡�K�r�M��

0ò(ý�_�X�8�Z�c�
 '¨ 31 'v�� SenderBase Network Participation�� �†�g!·�K�Z�C�T�I�8��

AutoSupport �b�–�¿�î�È�Ý�ì

CiscoAutoSupport �µ+�>&�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý>'�[�c�
�H�Q#Ý�b  Cisco �”�É�Û�–�”�å�«�_6õ�M�•�e
8Ÿ�† Cisco �•�«�±�Ð�î  �§�Ï�î�º  �³�î�Ò�@1�1‘�K�Z�>�C�G�\�[�
4:�)�^�§�Ï�î�º�†�f�j�[�A�•�|�:�_�K
�r�M�� >&0ò(ý�_�X�8�Z�c�
 �� Cisco AutoSupport��>&P.29-32>' �†�g!·�K�Z�C�T�I�8>' ��

[ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�Z)F/œ�K�r�M��

�m8p 3>8�¿�µ�º�á�î�¡

�m8p 3 �[�c�
�¹�Ç�›�Ý�º  �Ý�î�±>&�¤�î�º�˜�™�–>'�†��*O�K�
 DNS 0¿���Í�†0¿���K�Z�?�}�
 Data 1 �–�å
�±�î�Ç�™�–�«�
 Data 2 �–�å�±�î�Ç�™�–�«�
�>�|�g  Management �–�å�±�î�Ç�™�–�«�†0¿���M�•�G�\�_�|
�~�
7Á�Ê�Ó�î�Ý�b�w�™�x�Ü�Þ�î�†/œ�:�|�:�_�”�É�Û�–�”�å�«�†�­�µ�º�”�µ�É�K�r�M��

DNS �\�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b0¿��

�¿�µ�º�á�î�¡�V�b�¹�Ç�›�Ý�º  �Ý�î�±>&�¤�î�º�˜�™�–>'�b  IP �”�»�Þ�«�†
°�Š�K�r�M�� IPv4 �”�»�Þ�«�

IPv6 �”�»�Þ�«�
�r�S�c�Q�b�g�‰�†�Q#Ý�[�A�r�M��

���_�
 Domain Name Service>&DNS>'0¿���Í�†0¿���K�r�M�� Cisco AsyncOS �_�c�
�–�å�±�î�¿�µ�º�b
�Ý�î�º  �§�î�Â�_%$�K�e�8�œ�ƒ�O�[�A�•�
9×�ö+��^
Æ4Š  DNS �Ü�°�Ý�Â / �Ÿ�Õ�µ�©�×�@)��s3¸�r�€�Z�8�r
�M�@�
�æ���K�S  DNS �§�î�Â�†�Q#Ý�M�•�G�\�v�[�A�r�M��"‚+¬�b�§�î�Â�†�Q#Ý�M�•���œ�c�
�›  DNS 
�§�î�Â�b  IP �”�»�Þ�«�>�|�g�Í�«�º�¡�†�æ���M�•�²0[�@�6�~�r�M���©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�?
�}
°�Š�[�A�•  DNS �§�î�Â�c  4 �Ž�r�[�[�M��
°�Š�K�S  DNS �§�î�Â�b�6�‡�É�Û�–�œ�Ü�¸�•�c  0 �_�^�W�Z
�8�•�G�\�_�@�–�K�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�
 ���»�Ó�–�å  �¿�î�Ò  �©�«�¸�Ò>& DNS>'0¿���Í�b0¿����

>&P.29-53>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �”�É�Û�–�”�å�«�[�c�
%T�™�K)F�b�S�u�b  DNS �Ý�µ�¡�”�µ�É�†��/œ�M�•�S�u�_�
'�
>�p�b  DNS �§�î�Â
�†�<#Ý�[�A�•�²0[�@�6�~�r�M���”�É�Û�–�”�å�«�†�­�µ�º�”�µ�É�M�•�\�A�_�”�É�Û�–�”�å�«�?�}�”�¡�­�«
�•+��^'�
>�p�b  DNS �§�î�Â�†�æ���[�A�^�8���œ�c�
 [ �–�å�±�î�¿�µ�º  �Ý�î�º  DNS �§�î�Â�†�Q#Ý>& Use 
Internet Root DNS Server>' ] �†4E�¥�M�•�?�
 Management �–�å�±�î�Ç�™�–�«�b  IP �”�»�Þ�«�†�M�ì$×�_
�æ���M�•�G�\�†�G4J'Ç�\�K�Z�
�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�†�ö�¢�[�A�r�M��
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�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�b0¿��

Cisco �”�É�Û�–�”�å�«�_�c�
�Ð�©�å�b"@#.�Ï�î�º�_6õ4��Ü�E�}�€�S�¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«�@�6
�~�r�M���S�\�<�d�
 C660/670�
 C360/370�
�>�|�g  X1060/1070 �”�É�Û�–�”�å�«�[�c�
 3 �¶�b"@#.�–�î
�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�@�Q#Ý�•+��[�M�� C160/170 �”�É�Û�–�”�å�«�[�c�
 2 �¶�b"@#.�–�î�§�¿�µ�º  
�–�å�±�î�Ç�™�–�«�@�Q#Ý�•+��[�M��

�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�_�c�
 [ �w� >& Enable>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�
 IP �”�»�Þ�«�

�¿�µ�º�á�î�¡  �Ð�«�¡�
�>�|�g�ö
²�Ÿ8í�Í�«�º�¡�†�æ���K�r�M��
°�Š�M�•  IP �”�»�Þ�«�c�
 DNS �Þ�¥�î�»
�_�o�Î�I�€�Z�8�•�
�–�å�Â�˜�å�»  �Ó�î�Ý#Ý�b�”�»�Þ�«�[�6�•�²0[�@�6�~�r�M��3û�–�
�G�b�”�»�Þ�«�_
�c�
 DNS �[  MX �Þ�¥�î�»�\6õ4��Ü�E�}�€�Z�8�r�M�� IPv4 �”�»�Þ�«�
 IPv6 �”�»�Þ�«�
�r�S�c�Q�b�g�‰
�†�Q#Ý�[�A�r�M���g�‰�Q#Ý�M�•�\�
�–�å�±�î�Ç�™�–�«�c�g�‰�b�±�–�É�b�K)F�†�w�E
°�€�r�M��

�›�–�å�±�î�Ç�™�–�«�c�
�Ó�î�Ý�†�w�E
°�€�•>&%T�™>' �
7Á�Ê�Ó�î�Ý�†�Ü�Þ�î�M�•>&$Î�™>' �
�r�S�c�”�É�Û
�–�”�å�«�†'ö#.�M�•�|�:�_0¿���[�A�r�M���­�µ�º�”�µ�É�ì�c�
�G�b�8�N�€�?�_�D7H�I�€�r�M��3û�–�c�

�–�å�±�î�Ç�™�–�«�b  1 �X�†%T�™#Ý�
1 �X�†$Î�™#Ý�
�>�|�g  1 �X�†�”�É�Û�–�”�å�«'ö#.#Ý�_�Q#Ý�K�r�M��
C160/170 �”�É�Û�–�”�å�«�[�c�
 1 �X�b�–�å�±�î�Ç�™�–�«�†%T�™�\$Î�™�b�g�‰�b�Ó�î�Ý#Ý�_�Q#Ý�K�
�v
�:  1 �X�b�–�å�±�î�Ç�™�–�«�†'ö#.#Ý�_�Q#Ý�M�•�G�\�@�M+á$×�[�M��

�–�å�±�î�Ç�™�–�«�b  1 �X�c�
7Á�Ê�Ó�î�Ý�b�w�™#Ý�_0¿���M�•�²0[�@�6�~�r�M��

�”�É�Û�–�”�å�«�b�8�N�€�?�b"@#.�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�_1=#.  IP �”�»�Þ�«�†�m�~�\�Z�Z�
0¿
���K�r�M�� Data 1 �–�î�§�¿�µ�º  �Ï�î�º�\  Data 2 �–�î�§�¿�µ�º  �Ï�î�º�b�g�‰�†�Q#Ý�M�•���œ�c�
�g�‰�b
�K)F�_�P�K�Z�G�b�_���@�²0[�[�M��

C660/670�
 C360/370�
�>�|�g  X1060/1070 �†�H�<#Ý�b�>���] >8Cisco �[�c�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�†�Ó
�K�Z�–�å�Â�˜�å�»7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�_�–�å�±�î�¿�µ�º�_%$�K�K)F�M�•�|�:�_"@#.�–�î�§�¿�µ�º  
�Ï�î�º�b  1 �X�†�Q#Ý�K�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�†�Ó�K�Z�”�˜�º�Â�˜�å�»7Á�Ê�Ó�î�Ý�†�Ü�Þ�î�M�•�S�u
�_
Æ4Š�¿�µ�º�á�î�¡�_%$�K�K)F�M�•�|�:�_�v�:  1 �X�b"@#.�–�î�§�¿�µ�º  �Ï�î�º�†�Q#Ý�M�•�G�\�†�N�á
�K�Z�8�r�M��

C160/170 �†�H�<#Ý�b�>���] >83û�–�c�
�–�å�Â�˜�å�»7Á�Ê�Ó�î�Ý�b�w�™�\�”�˜�º�Â�˜�å�»7Á�Ê�Ó�î�Ý�b
�Ü�Þ�î�b�g�‰�b�S�u�_�
�Ü�«�¼�î  1 �X�b"@#.�–�î�§�¿�µ�º  �Ï�î�º  1 �X�T�E�@�
�©�«�¸�Ò  �­�µ�º�”�µ�É  
�˜�•�¨�î�»�_�|�W�Z0¿���I�€�r�M��

��"@#.�–�î�§�¿�µ�º  �Ï�î�º�l�b1=#.  IP �”�»�Þ�«�b�Â�–�å�»�� >&P.3-9>' �†�g!·�K�Z�C�T�I�8��

���b�_���@�²0[�[�M��

• �¿�µ�º�á�î�¡'ö#.*…�_�|�W�Z�m�~�\�Z�}�€�S  IP �”�»�Þ�« �� IPv4 �”�»�Þ�«�
 IPv6 �”�»�Þ�«�
�r�S
�c�Q�b�g�‰�†�Q#Ý�[�A�r�M��

• IPv4 �”�»�Þ�«�b���œ>8�–�å�±�î�Ç�™�–�«�b �¿�µ�º�Ð�«�¡ �� AsyncOS �c�
 CIDR �g�'�b  netmask �T
�E�†�w�E
°�€�r�M���S�\�<�d�
 255.255.255.0  �§�È�¿�µ�º�b  /24  �^�]��

IPv6 �”�»�Þ�«�b���œ>8 CIDR �g�'�b �É�Þ�Ç�•�µ�¡�« �� 64 �Å�µ�º  �É�Þ�Ç�•�µ�¡�«�b  /64  �^�]��

• >&�õ�–>' IP �”�»�Þ�«�b�ö
²�Ÿ8í�Í�«�º�¡��

>&�@>' � �L�§�È�¿�µ�º�_�µ�r�€�•  IP �”�»�Þ�«�†�
�9���b"@#.�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�_�c0¿���[�A�r
�O�‡���¿�µ�º�á�î�¡�>�|�g  IP �”�»�Þ�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b0ò(ý�_�X�8�Z�c�
 �Ü6�  B���¿�µ�º
�á�î�¡  �”�»�Þ�«�\  IP �”�»�Þ�«�b�m�~�\�Z�� �†�g!·�K�Z�C�T�I�8��

�Ó�î�Ý�b�w�E
°�€

�Ó�î�Ý�†�w�E
°�€�•�|�:�_�–�å�±�î�Ç�™�–�«�†0¿���M�•���œ�c�
���b
Æ���†��*O�K�r�M��

• �w�E
°�€�•�Ó�î�Ý�b��
›�b�»�Ó�–�å

• �›�»�Ó�–�å�b��
›>& SMTP �Ý�î�º>' >&�õ�–>'
3-17
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  3 'v       �­�µ�º�”�µ�É�>�|�g0¿*(
  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
[ �w�™�Ó�î�Ý�b�w�E
°�€>& Accept Incoming Mail>' ] �b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�
�Ó�î�Ý�†�w�E
°�€
�•�–�å�±�î�Ç�™�–�«�†0¿���K�r�M���w�E
°�€�•�Ó�î�Ý�b�»�Ó�–�å�b�¡�S�†
°�Š�K�r�M��

[ ��
›>& Destination>' ] �†
°�Š�K�r�M���G�€�c�
 SMTP �Ý�î�º�r�S�c�æ���K�S�»�Ó�–�å���Z�b7Á�Ê�Ó�î
�Ý�†�Ý�î�¸�•�å�¢�M�•�Ð�©�å�b�¡�S�[�M��

�G�€�c�
�q�6�b  SMTP �Ý�î�º  �š�å�º�Ü�[�M�� SMTP �Ý�î�º  �¸�î�È�Ý�†�Q#Ý�M�•�\�

°�Š�M�•�›�»�Ó�–
�å���Z�b�M�m�Z�b7Á�Ê�Ó�î�Ý>&�w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'�š�å�º�Ü�\�v�ç�j>'�†"I���b  Mail 
Exchange>&MX >'�Í�«�º�_�Ü�²�–�Þ�¡�º�[�A�r�M���† =�–�å�«�º�î�Ý�b���œ�
 SMTP �Ý�î�º  �¸�î�È�Ý
�[�c�
"I���b�¢�Ý�î�É�˜�™�”  �§�î�Â>&�S�\�<�d�
 Microsoft Exchange>'�x�–�å�Ç�Û�«�º�Û�¡�³�Õ�b7Á
�Ê�Ó�î�Ý4Ä�™�_�>�E�•���b�Í�µ�É�†��*O�K�r�M��

�S�\�<�d�
�»�Ó�–�å  example.com  �?�Q�b�M�m�Z�b�§�È�»�Ó�–�å  .example.com  �b�8�N�€�?���Z�Ó�î�Ý�†
�w�E
°�€�S���œ�_�
�¢�Ý�î�É�˜�™�”  �§�î�Â  exchange.example.com  �_�Ý�î�¸�•�å�¢�M�•�|�:�æ���M�•
�Ý�î�º�†��*O�[�A�r�M��

�»�Ó�–�å�>�|�g��
›�c�
0
�X
°�Š�[�A�r�M���»�Ó�–�å�†�I�}�_3ã�•�M�•�_�c�
 [ /œ�†3ã�•>&Add Row>'
] �†�¡�Ü�µ�¡�K�r�M��/œ�†�P7V�M�•�_�c�
�¦�Ñ'ý�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��

>&�@>' �G�b�m8p�[�b  SMTP �Ý�î�º�b0¿���c�õ�–�[�M�� SMTP �Ý�î�º�†��*O�K�Z�8�^�8���œ�c�
�Ü�«�¼�î�@�w
�™�K�S%T�™�Ó�î�Ý�b4Ä�™�Í�«�º�b�è(ô�\�ô���_�
 DNS �@�Q#Ý�I�€�r�M  >&���ß�î�•�Ý  �»�Ó�–�å�b7Á�Ê
�Ó�î�Ý�b�Ý�î�¸�•�å�¢�� >&P.21-1>' �†�g!·>' ��

�»�Ó�–�å�†�w�™*…�”�¡�­�«  �¸�î�È�Ý�_�a�^�C�\�v  1 �X3ã�•�M�•�²0[�@�6�~�r�M���»�Ó�–�å�
�S�\�<�d�

example.com  �†
°�Š�K�r�M�� example.net  �b�8�N�€�b�§�È�»�Ó�–�å���Z�b�Ó�î�Ý�\�v�²�N�M+´�I�O�•�S
�u�_�
�»�Ó�–�å�¡�b�Ú�_  .example.net  �v�w�™*…�”�¡�­�«  �¸�î�È�Ý�_
°�Š�K�r�M��0ò(ý�_�X�8�Z�c�


���w�™*…�”�»�Þ�«�b��*O�� >&P.8-4>' �†�g!·�K�Z�C�T�I�8��

�Ó�î�Ý  �Ü�Þ�î>&�õ�–>'

�Ó�î�Ý�†�Ü�Þ�î�M�•�|�:�_�–�å�±�î�Ç�™�–�«�†0¿���M�•�\�A�c�
�”�É�Û�–�”�å�«�†�Ó�K�Z7Á�Ê�Ó�î�Ý�b
�Ü�Þ�î�†0Á�•�M�•�|�:�
�©�«�¸�Ò�†��*O�K�r�M��

�Ü�«�¼�î�b�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�_�6�•  RELAYLIST 
Æ�b�š�å�º�Ü�†�Q#Ý�K�r�M��0ò(ý�_�X�8�Z
�c�
 ��3æ�™*…�¢�Ý�î�É�b�S�e�� >&P.7-4>' �†�g!·�K�Z�C�T�I�8��

[ �¥4Š�l�b3æ�™�Ó�î�Ý�†�p)E>& Relay Outgoing Mail>' ] �b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�
�Ó�î�Ý�†�Ü
�Þ�î�M�•�–�å�±�î�Ç�™�–�«�†0¿���K�r�M���”�É�Û�–�”�å�«�†�Ó�K�Z�Ó�î�Ý�†�Ü�Þ�î�[�A�•�Í�«�º�†
°�Š
�K�r�M��

�”�˜�º�Â�˜�å�»  �Ó�î�Ý�†�Ü�Þ�î�M�•�|�:�_�–�å�±�î�Ç�™�–�«�†0¿���M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�†
�Q#Ý�M�•�Ã�È�Ü�µ�¡  �Ü�«�¼�î�@0¿���I�€�Z�8�•���œ�†7V�A�
�Q�b�–�å�±�î�Ç�™�–�«�b  SSH �@�©�«�¸�Ò  
�­�µ�º�”�µ�É  �˜�•�¨�î�»�_�|�W�Z�œ�å�_�I�€�r�M��

���b�[�[�c�
 IPv4 �”�»�Þ�«�b  2 �¶�b�–�å�±�î�Ç�™�–�«�@�8�B�I�€�r�M��

• 192.168.42.42 �c�
�,�A)F�A  Management �–�å�±�î�Ç�™�–�«�_0¿���I�€�r�M��

• 192.168.1.1 �c�
 Data 1 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý�_�^�~�r�M�� .example.com 
�[)
�ƒ�•�»�Ó�–�å���Z�b�Ó�î�Ý�†�w�E
°�€�•�|�:�_0¿���I�€�Z�>�~�
 exchange.example.com ���Z
�b  SMTP �Ý�î�º�@��*O�I�€�Z�8�r�M��

• 192.168.2.1 �c�
 Data 2 �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�[�–�¿�î�È�Ý�_�^�~�r�M��
exchange.example.com �?�}�b�Ó�î�Ý�†�Ü�Þ�î�M�•�|�:�_0¿���I�€�r�M��
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
>&�@>' ���b�[�c�
 X1060/1070�
 C660/670�
�>�|�g  C360/370 �”�É�Û�–�”�å�«�_0ñ�\�K�r�M�� C160/170 �”�É
�Û�–�”�å�«�b���œ�c�
%T�™�\$Î�™�b�g�‰�b�Ó�î�Ý#Ý�_  Data 2 �–�å�±�î�Ç�™�–�«�†0¿���K�
�”�É�Û�–�”
�å�«'ö#.#Ý�_  Data 1 �–�å�±�î�Ç�™�–�«�†0¿���M�•�G�\�@�M+á$×�[�M>& �� C160/170 �b0¿*(�� >&P.3-19>' �†
�g!·>' ��

�W 3-4 �¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«>8 Management �>�|�g3ã�•�b�–�å�±�î�Ç�™�–�«  x 2>&�º�Û
�Ç�•�µ�¡�b�(7³>'

C160/170 �b0¿*(

�M�m�Z�b7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡#Ý�_�"�M�b  IP �”�»�Þ�«�†0¿���M�•���œ>&�º�Û�Ç�•�µ�¡�b�(7³�^�K>' �

�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�m8p  3 �c���b�|�:�_�^�~�r�M��
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
�W 3-5 �¿�µ�º�á�î�¡  �–�å�±�î�Ç�™�–�«>8%T�™�\$Î�™�b>&�(7³�I�€�^�8>'�º�Û�Ç�•�µ�¡#Ý�_  1 �X�b  IP �”
�»�Þ�«

[ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�Z)F/œ�K�r�M��

�m8p 4>8�­�Ÿ�×�Ü�¸�•

�m8p 4 �[�c�
�”�å�³�«�Ã�Ò0¿���Í�>�|�g�”�å�³�˜�–�Ý�«0¿���Í�†0¿���K�r�M���”�å�³�«�Ã�Ò  �œ�É�©�Ù
�å�_�c�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�\�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  �š�å�ª�å�b4E�¥�@�µ
�r�€�r�M���”�å�³�˜�–�Ý�«�_�X�8�Z�c�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�>�|�g  Sophos �r�S�c  McAfee �b�”�å
�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�[�A�r�M��

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�b�–�¿�î�È�Ý�ì

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�c�
�«�±�å�»�”�ß�å�b�”�å�³�«�Ã�Ò  �¯�Ü�×�î�©�Ù�å�\�K�Z�v�Q
#Ý�[�A�r�M�@�
 Cisco Anti-Spam �^�]�
�¥�å�¸�å�¶  �Ë�î�«�b�”�å�³�«�Ã�Ò  �©�«�¸�Ò�b�w� �ö�†9×�u�•
�G�\�†�z�^% $×�\�K�Z�8�r�M��

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«>& http://www.SenderBase.org>'�_�c�
�Ü�Ô�î�º  �Í�«�º�b�K)F  
IP �”�»�Þ�«�_�ö�Y�8�Z�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò�†�Ø�î�¨�@�Ä�°�K�S�~�
�D7H�K�S�~�M�•�S�u�b�G&��[
��3>�^�‰�2�@
��ƒ�W�Z�8�r�M�� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�c�
"I���b3æ�™
–�?�}�b�Ó�µ
�­�î�ª�@�«�Ã�Ò�[�6�•&�"á�_�ö�Y�C0Û!l�†3É�K�r�M�� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�c�
7Á�Ê
�Ó�î�Ý  �Ó�µ�­�î�ª�b5��†�¢�ß�î�Â�Ý�_/²&g�K�Z�
7Á�Ê�Ó�î�Ý�b3æ�™
–�b1‘�9�\�¢�Ý�î�É�ì�†���Æ�_�M
�•�‰�2�[�¹�î�±�†)…�B�K�Z�8�•!l�["‚"I�[�M�� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î
�È�Ý�_�M�•�G�\�†�I�C�N�á�K�Z�8�r�M��

�–�¿�î�È�Ý�_�K�S  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�c�
%T�™>&�w�E
°�€>'�Ü�«�¼�î�[4:#Ý
�I�€�r�M��
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�b�–�¿�î�È�Ý�ì

Cisco �”�É�Û�–�”�å�«�_�c�
 Cisco Anti-Spam �¯�Ç�º�˜�™�”�b  30 �¥6ë0Û�o�Ÿ�î�@�Ü�“�K�Z�8�•���œ�@
�6�~�r�M���©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�G�b4Š�(�[�c�
�”�É�Û�–�”�å�«�[  Cisco Anti-Spam �†
�¢�ß�î�Â�Ý�[�–�¿�î�È�Ý�_�M�•�G�\�†4E�¥�[�A�r�M���”�å�³�«�Ã�Ò  �§�î�Å�«�†�–�¿�î�È�Ý�_�K�^�8�G
�\�v4E�¥�[�A�r�M��

�”�å�³�«�Ã�Ò  �§�î�Å�«�†�–�¿�î�È�Ý�_�M�•���œ�c�
�«�Ã�Ò�>�|�g7g�ö�\$2�ƒ�K�8�«�Ã�Ò  �Ó�µ�­�î�ª�†
�ß�î�•�Ý  Cisco �«�Ã�Ò7x7³�š�Ü�”�_3æ�™�M�•�|�:�_�
 AsyncOS �†0¿���[�A�r�M�� Cisco �«�Ã�Ò7x7³�c�

�”�É�Û�–�”�å�«�b�š�å�»�Ø�î�¨7x7³�\�K�Z�µ+��K�r�M���š�å�»�Ø�î�¨�b�”�¡�­�«�’�†0¿���K�Z�8�^�8�:
�U�c�
'ö#.*…�T�E�@7x7³�†�<#Ý�[�A�r�M��

�”�É�Û�–�”�å�«�[�Q#Ý�•+��^�M�m�Z�b  Cisco Anti-Spam 0¿���œ�É�©�Ù�å�_�X�8�Z�c�
 '¨ 13 'v���”�å�³
�«�Ã�Ò�� �†�g!·�K�Z�C�T�I�8��  ��7x7³�� >&P.27-1>' �†�g!·�K�Z�C�T�I�8��

�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�b�–�¿�î�È�Ý�ì

Cisco �”�É�Û�–�”�å�«�_�c�
 Sophos Anti-Virus �r�S�c  McAfee Anti-Virus �«�Ÿ�Õ�å  �š�å�ª�å�b  30 �¥6ë
0Û�o�Ÿ�î�@�Ü�“�K�Z�8�•���œ�@�6�~�r�M���©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�G�b4Š�(�[�c�
�”�É�Û
�–�”�å�«�[�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�†�¢�ß�î�Â�Ý�[�–�¿�î�È�Ý�_�M�•�G�\�†4E�¥�[�A�r�M��

�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�†�–�¿�î�È�Ý�_�M�•�\�
�¹�Ç�›�Ý�º�b%T�™�Ó�î�Ý  �Ï�Ü�©�î�>�|�g�¹
�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�b �g�‰�_�X�8�Z�–�¿�î�È�Ý�_�^�~�r�M�� Cisco �”�É�Û�–�”�å�«�[�c�

�Ó�î�Ý�†�«�Ÿ�Õ�å�K�Z�˜�–�Ý�«�†�è���K�r�M�@�
�¤���K�S�ç�Ü�Ç�“�–�Ý�b�Ÿ�Ÿ�c/œ�8�r�O�‡���”�É�Û�–
�”�å�«�[�c�
�¤���K�S�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�M��

�”�É�Û�–�”�å�«�[�Q#Ý�•+��^�M�m�Z�b�”�å�³�˜�–�Ý�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �œ�É�©�Ù�å�_�X�8�Z�c�

'¨ 12 'v���”�å�³�˜�–�Ý�«�� �†�g!·�K�Z�C�T�I�8��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�–�¿�î�È�Ý�ì

Cisco �”�É�Û�–�”�å�«�_�c�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b  30 �¥6ë0Û�o�Ÿ�î�@�Ü�“�K�Z�8�•���œ�@�6�~�r
�M���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�c�
�‘�¶�b�”�å�³�˜�–�Ý�«  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�@�‚�K�8�˜�–�Ý�«  �©�¢
�½�³�Õ  �Ç�“�–�Ý�[�f�‚�I�€�•�r�[�
$2�ƒ�K�8�Ó�µ�­�î�ª�†7x7³�M�•�G�\�[�
�‚'��˜�–�Ý�«�b$Î#Õ�_�P
�M�•��'¨�M�b75/¨�Û�–�å���_�^�~�r�M��

0ò(ý�_�X�8�Z�c�
 '¨ 14 'v���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�� �†�g!·�K�Z�C�T�I�8��

[ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�Z)F/œ�K�r�M��

�m8p 5>8�Þ�Å�×�î

0¿���_���b�§�Ð�Ü�î�@/²&g�I�€�r�M�� [ �©�«�¸�Ò0¿��>& System Settings>' ]�
 [ �¿�µ�º�á�î�¡  �–�å�¸�¢
�Þ�î�©�Ù�å>& Network Integration>' ]�
�>�|�g  [ �Ó�µ�­�î�ª  �­�Ÿ�×�Ü�¸�•>& Message Security>' ] �b�_��
�c�
 [ �S�l>& Previous>' ] �Î�±�å�†�¡�Ü�µ�¡�M�•�?�
�›�­�¡�©�Ù�å�b�‘�V�_�6�•�P�Â�M�•  [ )…7Ÿ>&Edit>' ] 
�Ü�å�¡�†�¡�Ü�µ�¡�M�•�G�\�_�|�W�Z)…7Ÿ�[�A�r�M���š�f�†�•�<�•�m8p�r�[�`�W�S���œ�c�

Ì�Ø�G�b�Þ
�Å�×�î  �Ì�î�ª�_+³�•�r�[�
�g�~�b�m8p�†4
�u�•�²0[�@�6�~�r�M���è�S�_
°�Š�K�S0¿���c�
�M�m�Z�g�W
�Z�8�r�M��

/²&g�I�€�Z�8�•�_���@0[�ó�† 6�S�K�Z�8�€�d�
 [ �G�b0¿���†�–�å�«�º�î�Ý>& Install This Configuration>'
] �†�¡�Ü�µ�¡�K�r�M��

&�1��b�²�–�”�ß�¢�@/²&g�I�€�r�M�� [ �–�å�«�º�î�Ý>& Install>' ] �†�¡�Ü�µ�¡�K�Z�
�‚�K�80¿���†�–�å�«
�º�î�Ý�K�r�M��

�G�€�[�
 Cisco �”�É�Û�–�”�å�«�c�
7Á�Ê�Ó�î�Ý�†3æ�™�[�A�•"g�Â�_�^�~�r�K�S��
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
>&�@>' �”�É�Û�–�”�å�«�l�b�K)F�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«>& X1060/1070�
 C660/670�
�>�|�g  C360/370 �©
�«�¸�Ò�b  Management �–�å�±�î�Ç�™�–�«�r�S�c  C160/170 �©�«�¸�Ò�b  Data 1 �–�å�±�î�Ç�™�–�«>'�b  IP 
�”�»�Þ�«�†�¹�Ç�›�Ý�º�?�}�š�f�K�S���œ�c�
 [ �–�å�«�º�î�Ý>& Install>' ] �†�¡�Ü�µ�¡�M�•�\�
#'�~�b  
URL>&http://192.168.42.42>'�l�b�K)F�@�»�ƒ�€�r�M���S�T�K�
�È�Û�˜�¨�c�
�‚�K�8  IP �”�»�Þ�«�_�Ü�²
�–�Þ�¡�º�I�€�r�M��

�©�«�¸�Ò  �­�µ�º�”�µ�É�@�ö�¢�M�•�\�
0
�X�b�”�Û�î�º  �Ó�µ�­�î�ª�@3æ�™�I�€�r�M��0ò(ý�_�X�8�Z�c�

���6�ì�”�Û�î�º�� >&P.3-36>' �†�g!·�K�Z�C�T�I�8��

Active Directory �l�b�K)F�b0¿��

�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�_�|�W�Z7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0¿���@�G�K�C�–
�å�«�º�î�Ý�I�€�•�\�
 Active Directory Wizard �@/²&g�I�€�r�M���¿�µ�º�á�î�¡�[  Active Directory �§�î
�Â�†'�
>�K�Z�8�•���œ�c�
 Active Directory Wizard �†�Q#Ý�K�Z�
 Active Directory �§�î�Â#Ý�b  LDAP 
�§�î�Â  �É�ß�Ç�“�–�Ý�b0¿���\�
�w�™*…�è0É#Ý�Ü�«�¼�î�b�m�~�\�Z�†/œ�:�²0[�@�6�~�r�M�� Active 
Directory �†�Q#Ý�K�Z�8�^�8�?�
�‹�[0¿���M�•���œ�c�
 [ �G�b�«�¸�µ�É�†�«�Ÿ�µ�É>& Skip this Step>' ] �†
�¡�Ü�µ�¡�K�r�M�� Active Directory Wizard �c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [Active 
Directory �˜�•�¨�î�»>& Active Directory Wizard>' ] �Ì�î�ª�[��/œ�[�A�r�M�� Active Directory �>�|�g�Q
�b�Ú�b  LDAP �É�ß�Ç�“�–�Ý�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª�[�v0¿��
�[�A�r�M��

Active Directory Wizard �[�c�
1�0É�‰�'�
�Ï�î�º�
�Ë�î�«  DN�
�>�|�g  SSL �†�§�Ï�î�º�M�•�?�]�:�?
�^�]�
 LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�b�8�B�_�²0[�^�©�«�¸�Ò�_���†�v�“�K�r�M�� Active Directory 
Wizard �[�c�
 LDAP �§�î�Â  �É�ß�Ç�“�–�Ý#Ý�b  LDAP �b�w�E
°�€�¡�š�Ü�î�>�|�g�¢�Ý�î�É  �¡�š�Ü�î�v
�8�B�K�r�M��

Active Directory Wizard �_�|�W�Z  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�@�8�B�I�€�Z�?�}�
 [ �©�«�¸�Ò'ö#.
>&System Administration>' ] > [LDAP] �Ì�î�ª�†�Q#Ý�K�Z�‚0d�É�ß�Ç�“�–�Ý�†/²&g�K�
�I�}�_�š�f�†
�•�<�r�M��

�m8p 

�«�¸�µ�É 1 [Active Directory �˜�•�¨�î�»>& Active Directory Wizard>' ] �Ì�î�ª�[  [Active Directory �˜�•�¨�î�»�†��
/œ>&Run Active Directory Wizard>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 Active Directory �§�î�Â�b�Í�«�º�¡�†
°�Š�K�r�M��

�«�¸�µ�É 3 1�0É0[�Ó�b�S�u�b�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�†
°�Š�K�r�M��

�«�¸�µ�É 4 [ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�Z)F/œ�K�r�M��

Active Directory �§�î�Â�l�b�K)F�@  Active Directory Wizard �_�|�W�Z�¸�«�º�I�€�r�M���B�Œ�M�•�\�
 [
�¹�•�Þ�¡�º�Ü0¿���b�¸�«�º>& Test Directory Settings>' ] �Ì�î�ª�@/²&g�I�€�r�M��

�«�¸�µ�É 5 Active Directory �_�Ñ�~�M�•�\�8�Â�K�Z�8�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†
°�Š�K�
 [ �¸�«�º>& Test>' ] �†�¡�Ü�µ
�¡�M�•�G�\�_�|�W�Z�
�¹�•�Þ�¡�º�Ü0¿���Í�†�¸�«�º�K�r�M��)��Ý�@  [ �K)F�«�¸�î�±�«>& Connection 
Status>' ] �Ç�•�î�Ý�»�_/²&g�I�€�r�M��

�«�¸�µ�É 6 [ �ö�¢>&Done>' ] �†�¡�Ü�µ�¡�K�r�M��
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���b�m8p

Active Directory Wizard �\4�� �M�•�|�:�_�”�É�Û�–�”�å�«�†�G�–�_0¿���M�•�?�
��#.�†�«�Ÿ�µ�É�M�•
�\�
 [ �©�«�¸�Ò  �­�µ�º�”�µ�É�b���b�«�¸�µ�É>& System Setup Next Steps>' ] �Ì�î�ª�@/²&g�I�€�r�M��

[ �©�«�¸�Ò  �­�µ�º�”�µ�É�b���b�«�¸�µ�É>& System Setup Next Steps>' ] �Ì�î�ª�b�Ü�å�¡�†�¡�Ü�µ�¡�K�Z�

Cisco �”�É�Û�–�”�å�«�b0¿���†)F/œ�K�r�M��

�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�l�b�”�¡�­�«

CLI �l�b�”�¡�­�«�c�
 ���”�É�Û�–�”�å�«�l�b�K)F�� >&P.3-8>' �[4E�¥�K�S'ö#.�K)F�‰�'�_�|�W�Z$��^�~�r
�M���d����,´�ì�b�¹�Ç�›�Ý�º  �Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�†���_&g�K�r�M���\�6�c�
 admin �Ø�î�¨  �”�•
�˜�å�º�T�E�@  CLI �_�”�¡�­�«�[�A�r�M�� admin �”�•�˜�å�º�†�Ó�K�Z�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«
�_�6�G�”�¡�­�«�K�S�:�<�[�
�I�r�J�r�^0Á�•�Þ�Ë�Ý�b�Ú�b�Ø�î�¨�†3ã�•�[�A�r�M  >&�Ø�î�¨�b3ã�•�_�X
�8�Z�c�
 ���Ø�î�¨�b3ã�•�� >&P.28-4>' �†�g!·�K�Z�C�T�I�8>' ���©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�[�

admin �”�•�˜�å�º�b�Ã�«�á�î�»�†�š�f�M�•�|�:0[�Ó�I�€�r�M�� admin �”�•�˜�å�º�b�Ã�«�á�î�»�c�

password �¥�Ð�å�»�†�Q#Ý�K�Z�
�õ�–�b�ì!l�[%$�K
Ì0¿���M�•�G�\�v�[�A�r�M��

�–�î�§�¿�µ�º�†�Ó�K�Z�K)F�M�•���œ�c�
�d����,´�ì�b�¹�Ç�›�Ý�º  IP �”�»�Þ�«�b  192.168.42.42 �†�Q#Ý
�K�Z  SSH �­�µ�©�Ù�å�r�S�c  Telnet �­�µ�©�Ù�å�†6ä���K�r�M�� SSH �c�
�Ï�î�º  22 �†�Q#Ý�M�•�|�:�_0¿
���I�€�Z�8�r�M�� Telnet �c�
�Ï�î�º  23 �†�Q#Ý�M�•�|�:�_0¿���I�€�Z�8�r�M���W0°�b�Ø�î�¨�¡�\�Ã�«
�á�î�»�†
°�Š�K�r�M��

�©�Ü�”�Ý�K)F�†�Ó�K�Z�K)F�M�•���œ�c�
�Ã�î�¯�¼�Ý  �¥�å�Æ�×�î�±�b�©�Ü�”�Ý  �£�î�È�Ý�@�K)F�I�€�Z�8
�•3û�™�Ï�î�º�†�Q#Ý�K�Z'ƒ�Ž�­�µ�©�Ù�å�†6ä���K�r�M�� ���”�É�Û�–�”�å�«�l�b�K)F�� >&P.3-8>' �_&g�I�€
�Z�8�•�©�Ü�”�Ý  �Ï�î�º�b0¿���Í�†�Q#Ý�K�Z�C�T�I�8���W0°�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�r�M��

�W0°�b�Ø�î�¨�¡�>�|�g�Ã�«�á�î�»�†
°�Š�K�Z�”�É�Û�–�”�å�«�_�ß�¢�–�å�K�r�M��

�d����,´�ì�b�¹�Ç�›�Ý�º  �Ø�î�¨�¡�\�Ã�«�á�î�»

• �Ø�î�¨�¡>8 admin

• �Ã�«�á�î�»>8 ironport

���b�[�†�g*ƒ�_�K�Z�C�T�I�8��

�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î
�»�b��/œ

CLI �Â�î�ª�Ù�å�b�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�m8p�c�
�ö�•$×�_  GUI �Â�î�ª�Ù�å� �]�[�M�@�

���b�ƒ�N�?�^�[�¥�@�6�~�r�M��

• CLI �Â�î�ª�Ù�å�_�c�
 Web �–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�M�•�É�ß�å�É�º�@�µ�r�€�Z�8�r�M��

• CLI �Â�î�ª�Ù�å�[�c�
�8�B�M�•�›�Ü�«�¼�î�b�¹�Ç�›�Ý�º  �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†)…7Ÿ�[�A�r�M��

• CLI �Â�î�ª�Ù�å�_�c�
�¢�ß�î�Â�Ý�^�”�å�³�˜�–�Ý�«  �­�Ÿ�×�Ü�¸�•0¿���Í�>�|�g�”�˜�º�È�Þ�–�¡  
�Ç�•�Ý�±  �­�Ÿ�×�Ü�¸�•0¿���Í�†0¿���M�•�S�u�b�É�ß�å�É�º�@�µ�r�€�Z�8�r�M��

• CLI �Â�î�ª�Ù�å�[�c�
�©�«�¸�Ò  �­�µ�º�”�µ�É�b�ö�¢�‹�_  LDAP �É�ß�Ç�“�–�Ý�†�8�B�M�•�G�\�†�æ
&g�I�€�r�O�‡�� ldapconfig  �¥�Ð�å�»�†�Q#Ý�K�Z  LDAP �É�ß�Ç�“�–�Ý�†�8�B�K�Z�C�T�I�8��

login: admin
password: ironport
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�†��/œ�M�•�_�c�
�¥�Ð�å�»  �É�ß�å�É�º�[  systemsetup  �\
°�Š�K�r
�M��

�©�«�¸�Ò�†
Ì0¿���M�•�|�:�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�?�}1™�Ì�@���I�€�r�M���”�É�Û�–�”�å�«
�†�r�W�S�C�6�u�Z0¿*(�M�•���œ�?�
�¤�Ñ�b0¿���†�ö
²�_�V�i�A�M�•���œ�c�
�G�b2A�e�_  [ �c�8>&Yes>' ] 
�\�G'Å�K�r�M��

>&�@>' �è7F�b�©�«�¸�Ò  �­�µ�º�”�µ�É�m8p�_�X�8�Z�c�
���[1��Â�K�r�M�� CLI �Â�î�ª�Ù�å�b�©�«�¸�Ò  �­�µ�º
�”�µ�É  �˜�•�¨�î�»�P0ð�b�[�_�c�
 �� Web �Ë�î�«�b�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�†�Q#Ý�K�S�ö�•0¿
���b��*O�� >&P.3-14>' �[1��Â�K�S  GUI �Â�î�ª�Ù�å�b�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�?�}4�+:�M�•4Š
�(�T�E�†�µ�u�Z�6�~�r�M��

admin �Ã�«�á�î�»�b�š�f

�r�N�
 AsyncOS �b  admin �”�•�˜�å�º�b�Ã�«�á�î�»�†�š�f�K�r�M��)F/œ�M�•�_�c�
#'�~�b�Ã�«�á�î�»�†

°�Š�M�•�²0[�@�6�~�r�M���‚�K�8�Ã�«�á�î�»�c  6 �e�Ð�è�V�b6×�I�[�6�•�²0[�@�6�~�r�M���Ã�«�á�î�»
�c�
�²�N�ó
²�^���d�_�–'ö�K�Z�C�T�I�8���Ã�«�á�î�»�b�š�f�c�
�©�«�¸�Ò  �­�µ�º�”�µ�É  �É�ß�­�«�†)

�¢�K�S�ì!l�[�w� �_�^�~�r�M��

�Û�–�­�å�«�Î(Ù�i�b�w1Y

/²&g�I�€�•�¯�Ç�º�˜�™�”�Q#Ý0Á1Y�Î(Ù�†�g!·�K�Z�w1Y�K�r�M��

�Í�«�º�¡�b0¿��  

���_�
 Cisco �”�É�Û�–�”�å�«�b�ö
²�Ÿ8í�Í�«�º�¡�†��*O�K�r�M���G�b�¡�S�c�
�¿�µ�º�á�î�¡'ö#.*…�@�m
�~�\�Z�•�²0[�@�6�~�r�M��

1=#. IP �–�å�±�î�Ç�™�–�«�b�m�~�\�Z�\0¿��

���b�m8p�[�c�
 Management>&X1000/1050/1060/1070�
 C60/600/650/660/670�
�>�|�g  
C30/300/350/360/370 �”�É�Û�–�”�å�«>'�r�S�c  Data 1>&C10/100/150/160 �”�É�Û�–�”�å�«>'"@#.�–�î�§
�¿�µ�º  �–�å�±�î�Ç�™�–�«�V�_1=#.  IP �–�å�±�î�Ç�™�–�«�b�m�~�\�Z�\0¿���†/œ�8�r�M��)F�8�Z�
�”�É�Û
�–�”�å�«�V�[�Q#Ý�•+��^�Ú�b�õ�–�b"@#.�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�V�_1=#.  IP �–�å�±�î�Ç�™�–�«
�†0¿���M�•�|�:�æ&g�I�€�r�M��

IronPort> systemsetup

WARNING: The system setup wizard will completely delete any existing

'listeners' and all associated settings including the 'Host Access Table' - mail 
operations may be interrupted.

Are you sure you wish to continue? [Y]>  Y
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
�›�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�_0
�X�b  IP �–�å�±�î�Ç�™�–�«�†�m�~�\�Z�•�G�\�@�[�A�r�M�� IP �–�å
�±�î�Ç�™�–�«�c�
 IP �”�»�Þ�«�>�|�g�Í�«�º�¡�†"@#.�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�\6õ4��Ü�E�•1=#.
�S�B�+�Õ�[�M�� Data 1 �\  Data 2 �b�g�‰�b�–�î�§�¿�µ�º  �Ï�î�º�†�Q#Ý�M�•���œ�c�
�g�‰�b�K)F#Ý�_  IP �”
�»�Þ�«�\�Í�«�º�¡�@�²0[�[�M��

X1060/1070�
 C660/670�
�>�|�g  C360/370 �†�H�<#Ý�b�>���] >8Cisco �[�c�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�†�Ó
�K�Z�–�å�Â�˜�å�»7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�_�–�å�±�î�¿�µ�º�_%$�K�K)F�M�•�|�:�_"@#.�–�î�§�¿�µ�º  
�Ï�î�º�b  1 �X�†�Q#Ý�K�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�†�Ó�K�Z�”�˜�º�Â�˜�å�»7Á�Ê�Ó�î�Ý�†�Ü�Þ�î�M�•�S�u
�_
Æ4Š�¿�µ�º�á�î�¡�_%$�K�K)F�M�•�|�:�_�v�:  1 �X�b"@#.�–�î�§�¿�µ�º  �Ï�î�º�†�Q#Ý�M�•�G�\�†�N�á
�K�Z�8�r�M��

C160/170 �†�H�<#Ý�b�>���] >8�¹�Ç�›�Ý�º�[�c�
�–�å�Â�˜�å�»7Á�Ê�Ó�î�Ý�b�w�™�\�”�˜�º�Â�˜�å�»7Á�Ê
�Ó�î�Ý�b�Ü�Þ�î�b�g�‰�b�S�u�_�
�Ü�«�¼�î  1 �X�b"@#.�–�î�§�¿�µ�º  �Ï�î�º  1 �X�T�E�@�
 systemsetup  
�¥�Ð�å�»�_�|�W�Z0¿���I�€�r�M��

>&�@>' �”�˜�º�Â�˜�å�»  �Ó�î�Ý�†�Ü�Þ�î�M�•�|�:�_�–�å�±�î�Ç�™�–�«�†0¿���M�•�\�
�Q�b�–�å�±�î�Ç�™�–�«�†
�Q#Ý�M�•�Ã�È�Ü�µ�¡  �Ü�«�¼�î�@0¿���I�€�Z�8�•���œ�†7V�A�
�Q�b�–�å�±�î�Ç�™�–�«�b  SSH �@�©�«�¸�Ò
�_�|�W�Z�œ�å�_�I�€�r�M��

���b�_���@�²0[�[�M��

• �‹�[�Q�b  IP �–�å�±�î�Ç�™�–�«�†�g!·�M�•�S�u�_�8�B�K�S �¡�S >&�½�µ�¡�¿�î�Ò>' ���S�\�<�d�
�–�î�§
�¿�µ�º  �Ï�î�º�b  1 �X�†�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡#Ý�_�Q#Ý�K�
�v�:  1 �X�†�Ã�È�Ü�µ�¡  �¿�µ�º�á�î
�¡#Ý�_�K�Z�8�•���œ�c�
�Q�€�R�€  PrivateNet �>�|�g  PublicNet �^�]�b�¡�S�†�Ü�E�r�M��

>&�@>' �–�å�±�î�Ç�™�–�«#Ý�_��*O�M�•�¡�S�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M�� AsyncOS �[�c�
 2 �X�b� 
�L�–�å�±�î�Ç�™�–�«�¡�†�8�B�M�•�G�\�c�[�A�r�O�‡���S�\�<�d�
 Privatenet  �>�|�g  PrivateNet  �\�8
�:�¡�S�c�
 $��^�• >&�M�–�b>' 2 �X�b�¡�S�[�6�•�\0b�^�I�€�r�M��

• �¿�µ�º�á�î�¡'ö#.*…�_�|�W�Z�m�~�\�Z�}�€�S  IP �”�»�Þ�« ���G�€�c�
 IPv4 �”�»�Þ�«�r�S�c  IPv6 �”
�»�Þ�«�_�[�A�r�M�� 1 �X�b  IP �–�å�±�î�Ç�™�–�«�_�g�‰�b�±�–�É�b  IP �”�»�Þ�«�†�m�~�\�Z�•�G�\�@
�[�A�r�M��

• �–�å�±�î�Ç�™�–�«�b �¿�µ�º�Ð�«�¡ ���¿�µ�º�Ð�«�¡�c�
 CIDR �g�'�[�6�•�²0[�@�6�~�r�M���S�\�<
�d�
 255.255.255.0 �§�È�¿�µ�º�[�c  /24  �†�Q#Ý�K�r�M��

>&�@>' � �L�§�È�¿�µ�º�_�µ�r�€�•  IP �”�»�Þ�«�†�
�9���b"@#.�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�_�c0¿���[�A�r
�O�‡���¿�µ�º�á�î�¡�>�|�g  IP �”�»�Þ�«�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b0ò(ý�_�X�8�Z�c�
 �Ü6�  B���¿�µ�º
�á�î�¡  �”�»�Þ�«�\  IP �”�»�Þ�«�b�m�~�\�Z�� �†�g!·�K�Z�C�T�I�8��

>&�@>' C10/100 �†�H�<#Ý�b�>���]�c�
 Data 2 �–�å�±�î�Ç�™�–�«�†
›�_0¿���K�r�M��

�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�b�æ��

systemsetup  �¥�Ð�å�»�b���b4Š�(�[�c�
�¿�µ�º�á�î�¡�b�¹�Ç�›�Ý�º  �Ý�î�±>&�¤�î�º�˜�™�–>'�b  IP �”�»
�Þ�«�†
°�Š�K�r�M��
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
Web �–�å�±�î�Ç�™�–�«�b�–�¿�î�È�Ý�ì

systemsetup  �¥�Ð�å�»�b���b4Š�(�[�c�
�”�É�Û�–�”�å�«>& Management �–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–
�«>'�b  Web �–�å�±�î�Ç�™�–�«�†�–�¿�î�È�Ý�_�K�r�M�� Secure HTTP>&https >'�†�Ó�K�Z  Web �–�å�±�î
�Ç�™�–�«�†��/œ�M�•�G�\�v�[�A�r�M�� HTTPS �†�Q#Ý�M�•���œ�c�
"‚+¬�b0É�Â�i�†�”�µ�É�ß�î�»�M�•�r
�[�
�¹�Ô0É�Â�i�@�Q#Ý�I�€�r�M��0ò(ý�_�X�8�Z�c�
 �� HTTPS �b0É�Â�i�b�–�¿�î�È�Ý�ì�� >&P.20-17>' �†�g
!·�K�Z�C�T�I�8��

DNS 0¿���Í�b0¿��

���_�
 Domain Name Service>&DNS>'0¿���Í�†0¿���K�r�M�� Cisco AsyncOS �_�c�
�–�å�±�î�¿�µ�º�b
�Ý�î�º  �§�î�Â�_%$�K�e�8�œ�ƒ�O�[�A�•�
9×�ö+��^
Æ4Š  DNS �Ü�°�Ý�Â / �Ÿ�Õ�µ�©�×�@)��s3¸�r�€�Z�8�r
�M�@�
"‚+¬�b  DNS �§�î�Â�†�Q#Ý�M�•�G�\�v�[�A�r�M��"‚+¬�b�§�î�Â�†�Q#Ý�M�•���œ�c�
�›  DNS �§�î
�Â�b  IP �”�»�Þ�«�>�|�g�Í�«�º�¡�†�æ���M�•�²0[�@�6�~�r�M���²0[�^�X�b  DNS �§�î�Â�†
°�Š�[�A�r�M

>&�›�§�î�Â�b�É�Û�–�œ�Ü�¸�•�c  0 �_�^�~�r�M>' ���¹�Ç�›�Ý�º�[�c�
"‚+¬�b  DNS �§�î�Â�b�”�»�Þ�«�†
°�Š
�M�•�|�:�
 systemsetup  �?�}&g�I�€�r�M��

�Ü�«�¼�î�b�8�B

"I���b  IP �–�å�±�î�Ç�™�–�«�_�P�K�Z0¿���I�€�•�
�–�å�Â�˜�å�»7Á�Ê�Ó�î�Ý��#.�§�î�Å�«�†�Ü�«�¼�î�_
�|�W�Z'ö#.�K�r�M���Ü�«�¼�î�c�

Æ4Š�©�«�¸�Ò�r�S�c�–�å�±�î�¿�µ�º�b�8�N�€�?�?�}  Cisco �”�É�Û�–�”
�å�«�_%T�™�M�•7Á�Ê�Ó�î�Ý�T�E�_4:#Ý�I�€�r�M�� Cisco AsyncOS �c�
�Ó�µ�­�î�ª�†�w�E
°�€�Z�w�™*…
�b�Í�«�º�_�Ü�Þ�î�M�•�S�u�_�
�Ü�«�¼�î�†�Q#Ý�K�Z�Ó�µ�­�î�ª�@ 6�S�M�²0[�b�6�•�ö =�†�æ���K�r�M��
�Ü�«�¼�î�c�
�V0°�[�æ���K�S  IP �”�»�Þ�«#Ý�_��/œ�I�€�Z�8�•7Á�Ê�Ó�î�Ý  �Ü�«�¼�î�[�6�•�\0b�^�M�G�\
�@�[�A�r�M>&�� SMTP �¹�î�Ô�å���\0b�^�M�G�\�I�<�•+�>' ��

X1060/1070�
 C660/670�
�>�|�g  C360/370 �†�H�<#Ý�b�>���] >8�¹�Ç�›�Ý�º�[�c�
�Ã�È�Ü�µ�¡�\�É�Û�–
�Ë�î�º�b�Ü�«�¼�î  1 �X�N�X�b�œ0£ 2 �X�b�Ü�«�¼�î�@  systemsetup  �¥�Ð�å�»�_�|�W�Z0¿���I�€�r�M  >&�Q
#Ý�•+��^�Ü�«�¼�î  �±�–�É�b0ò(ý�_�X�8�Z�c�
 ��7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b�¤�î�º�˜�™�–�b0¿����

>&P.5-1>' �†�g!·�K�Z�C�T�I�8>' ��

C160/170 �†�H�<#Ý�b�>���] >8�¹�Ç�›�Ý�º�[�c�
�–�å�±�î�¿�µ�º�?�}�b�Ó�î�Ý�b�w�™�\
Æ4Š�¿�µ�º�á�î
�¡�?�}�b7Á�Ê�Ó�î�Ý�b�Ü�Þ�î�b�g�‰�_�P�Â�M�•�Ã�È�Ü�µ�¡  �Ü�«�¼�î  1 �X�@ systemsetup  �¥�Ð�å�»�_
�|�W�Z0¿���I�€�r�M�� �� C10/100/150/160 �b�Ü�«�¼�î�b�[�� >&P.3-30>' �†�g!·�K�Z�C�T�I�8��

�Ü�«�¼�î�†��*O�M�•�\�A�c�
���b�“�ö�†�æ���K�r�M��

• �‹�[�Q�b�Ü�«�¼�î�†�g!·�M�•�S�u�_�8�B�K�S �¡�S >&�½�µ�¡�¿�î�Ò>' ���S�\�<�d�
�–�å�±�î�¿�µ�º�_
4Ä�™�I�€�•�

Æ4Š�©�«�¸�Ò�?�}�b7Á�Ê�Ó�î�Ý�†�w�E
°�€�•�Ü�«�¼�î�_�c�
 OutboundMail �^�]�b�¡
�S�†�Ü�E�r�M��

• 7Á�Ê�Ó�î�Ý�b�w�™�_�Q#Ý�M�•�
 systemsetup  �¥�Ð�å�»�[
›�_�8�B�K�S�8�N�€�?�b  IP �–�å�±�î�Ç�™
�–�«��

• 7Á�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢
›�_�M�•�Ð�©�å�b�¡�S>&�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b�s>' ��>&�G�€�c�
�q�6�b  
smtproutes  �š�å�º�Ü�[�M�� ���ß�î�•�Ý  �»�Ó�–�å�b7Á�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢�� >&P.21-1>' �†�g!·�K
�Z�C�T�I�8>' ��

• �Ã�È�Ü�µ�¡  �Ü�«�¼�î�[  SenderBase Reputation Score>&SBRS; SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥
�”>'�_�ö�Y�C�Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�M�•�?�]�:�?���–�¿�î�È�Ý�_�M�•���œ�c�
 [ �¥�å�§�î
�Â�¸�•�È>& Conservative>' ]�
 [ 4:�Ø>&Moderate>' ]�
�r�S�c  [ �”�¢�Þ�µ�©�È>& Aggressive>' ] �?�}0¿
���Í�†4E�¥�M�•�G�\�v�æ&g�I�€�r�M��

• �Í�«�º�H�\�b�Þ�î�º�D7H>8 1 �ì6ë�6�S�~�_�Ü�Ô�î�º  �Í�«�º�?�}�w�™�M�•�w�™*…�b�q�±�X>&�Ã�È�Ü�µ
�¡  �Ü�«�¼�î�b�s>' ��
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
• �w�E
°�€�•7Á�Ê�Ó�î�Ý�b��
›�_�I�€�Z�8�•�w�™*…�»�Ó�–�å�r�S�c"I���b�”�»�Þ�«>&�Ã�È�Ü�µ�¡  �Ü
�«�¼�î�b���œ>' �
�r�S�c�”�É�Û�–�”�å�«�†�Ó�K�S7Á�Ê�Ó�î�Ý�b�Ü�Þ�î�†0Á�•�M�•�©�«�¸�Ò>&�É�Û�–
�Ë�î�º  �Ü�«�¼�î�b���œ>' ���G�€�}�c�
�Ü�«�¼�î�b�w�™*…�”�¡�­�«  �¸�î�È�Ý�>�|�g�Í�«�º  �”�¡�­�«  
�¸�î�È�Ý�b�q�6�b�š�å�º�Ü�[�M��0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�¢�Ý�î�É�b�S�e�� >&P.7-4>' �>�|�g

���Ó�µ�­�î�ª�†�w�E
°�€�•�»�Ó�–�å�>�|�g�Ø�î�¨�b3ã�•�� >&P.8-3>' �†�g!·�K�Z�C�T�I�8��

�Ã�È�Ü�µ�¡  �Ü�«�¼�î

>&�@>' �Ã�È�Ü�µ�¡  �Ü�«�¼�î�>�|�g�É�Û�–�Ë�î�º  �Ü�«�¼�î�†�8�B�M�•���b�[�c�
 X1060/1070�
 C660/670�
�>
�|�g  C360/370 �†�H�<#Ý�b�>���]�T�E�_4:#Ý�I�€�r�M�� Cisco C160/170 �†�H�<#Ý�b�>���]�c�
���b

�� C10/100/150/160 �b�Ü�«�¼�î�b�[�� >&P.3-30>' �_�«�Ÿ�µ�É�K�Z�C�T�I�8��

systemsetup  �¥�Ð�å�»�b�G�b�[�b4Š�(�[�c�
 PublicNet IP �–�å�±�î�Ç�™�–�«�[��/œ�I�€�•�|�:�_  
InboundMail �\�8�:�Ã�È�Ü�µ�¡  �Ü�«�¼�î�†0¿���K�r�M��)F�8�Z�
�»�Ó�–�å  example.com  ���Z�b�M�m�Z
�b7Á�Ê�Ó�î�Ý�†�w�E
°�€�•�|�:�_0¿���K�r�M�� Mail Exchange exchange.example.com  �l�b�6�‡  SMTP 
�Ý�î�º�†0¿���K�r�M���Þ�î�º�D7H�†�–�¿�î�È�Ý�_�K�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�_�P�K�Z�"�M�b�Í�«�º�?�}
�w�™�M�• 1 �ì6ë�6�S�~�b�w�™*…�b�q�±�Í�_  4500 �†�æ���K�r�M��

>&�@>' 1 �Ž�b�Ü�Ô�î�º  �Í�«�º�?�}  1 �ì6ë�6�S�~�_�w�™�M�•�q�±�w�™*…�X�_
°�Š�M�•�Í�c�
�ö
²�_+¬#ä/â5��b�Í
�[�M��3û�–�c�
'ö#.�P1ß�b7Á�Ê�Ó�î�Ý�†�d�w�K�Z�8�•�û���b0d�•�_�š�[�K�r�M���S�\�<�d�
 1 �ì6ë�_  
200 3û�b�Ó�µ�­�î�ª�†3æ�™�M�•3æ�™*…�c�
 ���«�Ã�Ò3æ�™*…��>&�•�Ž1Y�b�±5�7Á�Ê�Ó�î�Ý�b3æ�™*…>'�[�6�•
�•+��ö�@�6�~�r�M�@�
 10,000 �Ç0d�•�b�
&k�_�P�M�•�M�m�Z�b7Á�Ê�Ó�î�Ý�†��#.�M�•  Cisco �”�É�Û�–�”
�å�«�†0¿���M�•���œ�c�
�"�M�b�Ü�Ô�î�º  �Í�«�º�?�}�b  1 �ì6ë�6�S�~�b�Ó�µ�­�î�ª�@  200 3û�[�6�W�Z�v�

#.�_�?�^�W�S�Í�[�6�•�•+��ö�@�6�~�r�M���P!·$×�_�
 50 �Ç0d�•�b�
&k�b���œ�_�
 1 �ì6ë�6�S�~  200 3û
�b�Ó�µ�­�î�ª�†3æ�™�K�Z�C�•3æ�™*…�c�
�>�Q�}�C�
�Â�}�?�^�«�Ã�Ò3æ�™*…�[�M���Ã�È�Ü�µ�¡  �Ü�«�¼�î
�[�
�û���l�b�–�å�Â�˜�å�»7Á�Ê�Ó�î�Ý�b�Þ�î�º�D7H�†�–�¿�î�È�Ý�_�M�•>&5��†) �•>'���œ�c�
4:�)�^�Í
�†4E�¥�K�Z�C�T�I�8���¹�Ç�›�Ý�º�b�Í�«�º  �”�¡�­�«  �Ï�Ü�©�î�b0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�¢�Ý�î�É�b�S
�e�� >&P.7-4>' �†�g!·�K�Z�C�T�I�8��

���_�
�Ü�«�¼�î�b�¹�Ç�›�Ý�º�b�Í�«�º  �”�¡�­�«  �Ï�Ü�©�î�@�w�E
°�€�}�€�r�M��

You are now going to configure how the IronPort C60 accepts mail by 

creating a "Listener".

Please create a name for this listener (Ex: "InboundMail"):

[]> InboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 3
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
Enter the domains or specific addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are allowed.

Separate multiple addresses with commas.

[]> example.com

Would you like to configure SMTP routes for example.com?  [Y]>  y

Enter the destination mail server which you want mail for example.com to be delivered. 
Separate multiple entries with commas.

[]> exchange.example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum 
number of recipients per hour you are willing to receive from a remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[]> 4500

Default Policy Parameters

==========================

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 1,000

Maximum Number Of Messages Per Connection: 1,000

Maximum Number Of Recipients Per Message: 1,000

Maximum Number Of Recipients Per Hour: 4,500

Maximum Recipients Per Hour SMTP Response:

    452 Too many recipients received this hour
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
�É�Û�–�Ë�î�º  �Ü�«�¼�î

systemsetup  �¥�Ð�å�»�b�G�b�[�b4Š�(�[�c�
 PrivateNet IP �–�å�±�î�Ç�™�–�«�[��/œ�I�€�•�|�:�_  
OutboundMail �\�8�:�É�Û�–�Ë�î�º  �Ü�«�¼�î�†0¿���K�r�M�����_�
�»�Ó�–�å  example.com  �_�µ�r�€�•
�õ�–�b�Í�«�º���Z�b�M�m�Z�b7Á�Ê�Ó�î�Ý�†�Ü�Þ�î�M�•�|�:�_0¿���K�r�M  >&�š�å�º�Ü  .example.com  �b
›
8Œ�b�»�µ�º�_�@�–�K�Z�C�T�I�8>' ��

)F�8�Z�
�Þ�î�º�D7H>&�–�¿�î�È�Ý�[�^�8>'�b�¹�Ç�›�Ý�º�Í�>�|�g�G�b�Ü�«�¼�î�b�¹�Ç�›�Ý�º  �Í�«�º  �”
�¡�­�«  �Ï�Ü�©�î�@�w�E
°�€�}�€�r�M��

�É�Û�–�Ë�î�º  �Ü�«�¼�î�b�¹�Ç�›�Ý�º�Í�c�

›�_�8�B�K�S�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b�¹�Ç�›�Ý�º�Í�\$��^�•
�G�\�_�@�–�K�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�
 ���Ü�«�¼�î�b�Q#Ý�� >&P.5-2>' �†�g!·�K�Z�C�T�I�8��

Use SenderBase for Flow Control:  Yes

Virus Detection Enabled:  Yes

Allow TLS Connections: No

Would you like to change the default host access policy?  [N]> n

Listener InboundMail created.

Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

*****

Do you want to configure the C60 to relay mail for internal hosts?  [Y]> y

Please create a name for this listener (Ex: "OutboundMail"):

[]> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 2

Please specify the systems allowed to relay email through the IronPort C60.

Hostnames such as "example.com" are allowed.
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C10/100/150/160 �b�Ü�«�¼�î�b�[

>&�@>' �Ü�«�¼�î�†�8�B�M�•���b�[�c�
 C160/170 �†�H�<#Ý�b�>���]�T�E�_4:#Ý�I�€�r�M��

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addressed are allowed.

Separate multiple entries with commas.

[]> . example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the 
maximum number of recipients per hour you are willing to receive from a remote domain.)  
[N]> n

Default Policy Parameters

==========================

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600

Maximum Number Of Messages Per Connection: 10,000

Maximum Number Of Recipients Per Message: 100,000

Maximum Number Of Recipients Per Hour: Disabled

Use SenderBase for Flow Control:  No

Virus Detection Enabled:  Yes

Allow TLS Connections: No

Would you like to change the default host access policy?  [N]> n

Listener OutboundMAil created.

Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

*****
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systemsetup  �¥�Ð�å�»�b�G�b�[�b4Š�(�[�c�
 MailNet IP �–�å�±�î�Ç�™�–�«�[��/œ�I�€�•�|�:�_  
MailInterface �\�8�:�Ü�«�¼�î�†0¿���K�r�M��)F�8�Z�
�»�Ó�–�å  example.com  ���Z�b�M�m�Z�b7Á�Ê�Ó�î
�Ý�†�w�E
°�€�•�|�:�_0¿���K�r�M�� Mail Exchange exchange.example.com  �l�b�6�‡  SMTP �Ý�î�º�†0¿
���K�r�M�����_�
�»�Ó�–�å  example.com  �_�µ�r�€�•�õ�–�b�Í�«�º���Z�b�M�m�Z�b7Á�Ê�Ó�î�Ý�†�Ü�Þ�î
�M�•�|�:�_� �L�Ü�«�¼�î�†0¿���K�r�M  >&�š�å�º�Ü  .example.com  �b
›8Œ�b�»�µ�º�_�@�–�K�Z�C�T�I�8>' ��

�Þ�î�º�D7H�†�–�¿�î�È�Ý�_�K�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�_�P�K�Z�"�M�b�Í�«�º�?�}�w�™�M�•  1 �ì6ë�6�S�~
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 50 �Ç0d�•�b�
&k�b���œ�_�
 1 �ì6ë�6�S�~  200 3û
�b�Ó�µ�­�î�ª�†3æ�™�K�Z�C�•3æ�™*…�c�
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�Â�}�?�^�«�Ã�Ò3æ�™*…�[�M���Ã�È�Ü�µ�¡  �Ü�«�¼�î
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4:�)�^�Í
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�e�� >&P.7-4>' �†�g!·�K�Z�C�T�I�8��
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°�€�}�€�r�M��

You are now going to configure how the IronPort C10 accepts mail by creating a 
"Listener".

Please create a name for this listener (Ex: "MailInterface"):

[]> MailInterface

Please choose an IP interface for this Listener.

1. MailNet (10.1.1.1/24: mail3.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

[1]> 1

Enter the domain names or specific email addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are allowed.

Separate multiple addresses with commas.
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
[]> example.com

Would you like to configure SMTP routes for example.com?  [Y]> y

Enter the destination mail server where you want mail for example.com to be delivered.  
Separate multiple entries with commas.

[]> exchange.example.com

Please specify the systems allowed to relay email through the IronPort C10.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[]> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the 
maximum number of recipients per hour you are willing to receive from a remote domain.)  
[Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[]> 450

Default Policy Parameters

==========================

Maximum Message Size: 10M

Maximum Number Of Connections From A Single IP: 50

Maximum Number Of Messages Per Connection: 100

Maximum Number Of Recipients Per Message: 100

Maximum Number Of Recipients Per Hour: 450

Maximum Recipients Per Hour SMTP Response:
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
>&�@>' �G�b  systemsetup  �¥�Ð�å�»�[�c�
 C10/100 �†�<#Ý�K�Z�8�•�>���]�¥�E�_�
�–�å�Â�˜�å�»�\�”�˜�º�Â�˜
�å�»�b�g�‰�b�Ó�î�Ý�_�P�K�Z�Ü�«�¼�î  1 �X�T�E�†0¿���M�•�S�u�
�M�m�Z�b$Î�™�Ó�î�Ý�@�Ó�î�Ý  �Ç�ß�î  
�Ô�½�±�µ+�>&3û�–�c�–�å�Â�˜�å�»  �Ó�µ�­�î�ª�_�Q#Ý>'�[0Û�o�I�€�r�M�� '¨ 26 'v��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü
�¸�•  �Ô�½�±�b�Q#Ý�‰�2�� �†�g!·�K�Z�C�T�I�8��

Cisco Anti-Spam �b�–�¿�î�È�Ý�ì

Cisco �”�É�Û�–�”�å�«�_�c�
 Cisco Anti-Spam �¯�Ç�º�˜�™�”�b  30 �¥6ë�w� �^0Û�o�Ÿ�î�@�Ü�“�K�Z�8�r
�M�� systemsetup  �¥�Ð�å�»�b�G�b4Š�(�[�c�
�Û�–�­�å�«�Î(Ù�i�†�w1Y�K�
�”�É�Û�–�”�å�«�[�¢�ß�î�Â�Ý
�_  Cisco Anti-Spam �†�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M��

���_%T�™�Ó�î�Ý  �Ï�Ü�©�î�_�P�M�•  Cisco Anti-Spam �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' �Û�–�­�å�«�Î(Ù�_�œ�–�K�^�8���œ�
 Cisco Anti-Spam �c�”�É�Û�–�”�å�«�[�–�¿�î�È�Ý�_�^�~�r�O�‡��

�”�É�Û�–�”�å�«�[�Q#Ý�•+��^�M�m�Z�b  Cisco Anti-Spam 0¿���œ�É�©�Ù�å�_�X�8�Z�c�
 '¨ 13 'v���”�å�³
�«�Ã�Ò�� �†�g!·�K�Z�C�T�I�8��

�¹�Ç�›�Ý�º  �”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  �š�å�ª�å�b4E�¥

0
�X�b�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  �š�å�ª�å�†�–�¿�î�È�Ý�_�K�S���œ�c�
�¹�Ç�›�Ý�º%T�™�Ó�î�Ý  �Ï�Ü�©�î�_
�P�K�Z�–�¿�î�È�Ý�_�M�•�š�å�ª�å�†4E�¥�M�•�|�:�_&g�I�€�r�M��

    452 Too many recipients received this hour

Use SenderBase for Flow Control:  Yes

Spam Detection Enabled:  Yes

Virus Detection Enabled:  Yes

Allow TLS Connections: No

Would you like to change the default host access policy?  [N]>

Listener MailInterface created.

Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

*****
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Cisco �«�Ã�Ò7x7³�b�–�¿�î�È�Ý�ì

�”�å�³�«�Ã�Ò  �§�î�Å�«�†�–�¿�î�È�Ý�_�M�•���œ�c�
�«�Ã�Ò  �Ó�µ�­�î�ª�>�|�g7g�ö�\$2�ƒ�K�8�«�Ã�Ò  
�Ó�µ�­�î�ª�†�ß�î�•�Ý  Cisco �«�Ã�Ò7x7³�š�Ü�”�_3æ�™�M�•�|�:�_�
%T�™�Ó�î�Ý  �Ï�Ü�©�î�†�–�¿�î�È�Ý
�[�A�r�M�� Cisco �«�Ã�Ò7x7³�†�–�¿�î�È�Ý�_�M�•�\�
�”�É�Û�–�”�å�«�[�š�å�»�Ø�î�¨7x7³�v�–�¿�î�È�Ý
�_�^�~�r�M���š�å�»�Ø�î�¨�b�”�¡�­�«�’�†0¿���K�Z�8�^�8�:�U�c�
'ö#.*…�T�E�@�š�å�»�Ø�î�¨7x7³�†�<
#Ý�[�A�r�M��

 ���«�Ã�Ò7x7³�b0¿���� >&P.27-19>' �†�g!·�K�Z�C�T�I�8��

�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�b�–�¿�î�È�Ý�ì

Cisco �”�É�Û�–�”�å�«�_�c�
�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�b  30 �¥6ë0Û�o�Ÿ�î�@�Ü�“�K�Z�8�r�M��
systemsetup  �¥�Ð�å�»�b�G�b4Š�(�[�c�
 1 �X�r�S�c0
�X�b�Û�–�­�å�«�Î(Ù�i�†�w1Y�K�
�”�É�Û�–�”�å�«
�[�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�[�A�r�M���”�É�Û�–�”�å�«�[�–�¿�î�È�Ý�_�M�•�”�å�³�˜�–
�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�H�\�_�Û�–�­�å�«�Î(Ù�†�w1Y�M�•�²0[�@�6�~�r�M��

�Î(Ù�i�†�w1Y�M�•�\�
4E�¥�K�S�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�@%T�™�Ó�î�Ý  �Ï�Ü�©�î�[�–�¿�î�È�Ý
�_�I�€�r�M�� Cisco �”�É�Û�–�”�å�«�[�c�
%T�™�Ó�î�Ý�†�«�Ÿ�Õ�å�K�Z�˜�–�Ý�«�†�è���K�r�M�@�
�¤���K
�S�ç�Ü�Ç�“�–�Ý�b�Ÿ�Ÿ�c/œ�8�r�O�‡���”�É�Û�–�”�å�«�[�c�
�¤���K�S�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�M��

�”�É�Û�–�”�å�«�[�Q#Ý�•+��^�”�å�³�˜�–�Ý�«  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �œ�É�©�Ù�å�_�X�8�Z�c�
 '¨ 12 'v
���”�å�³�˜�–�Ý�«�� �†�g!·�K�Z�C�T�I�8��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�>�|�g  SenderBase 7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡  �Ô�½�±�Ü�å�¢  �¿�µ�º
�á�î�¡�b�–�¿�î�È�Ý�ì

)F�C�G�b�m8p�[�c�
 SenderBase �l�b�g�•�\�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�g�‰�†�–�¿�î�È�Ý�_�M�•�|�:�æ
&g�I�€�r�M�� Cisco �”�É�Û�–�”�å�«�_�c�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b  30 �¥6ë0Û�o�Ÿ�î�@�Ü�“�K�Z�8�r
�M��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�c�
�‘�¶�b�”�å�³�˜�–�Ý�«  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�@�‚�K�8�˜�–�Ý�«  �©�¢�½
�³�Õ  �Ç�“�–�Ý�[�f�‚�I�€�•�r�[�
$2�ƒ�K�8�Ó�µ�­�î�ª�†7x7³�M�•�G�\�[�
�‚'��˜�–�Ý�«�b$Î#Õ�_�P�M
�•��'¨�M�b75/¨�Û�–�å���_�^�~�r�M���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�†�–�¿�î�È�Ý�_�K�S���œ�c�
�¹�Ç�›�Ý
�º%T�™�Ó�î�Ý �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�^�~�r�M��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�†�–�¿�î�È�Ý�_�M�•���œ�c�
�K�A�8�Í�>�|�g�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �”�Û�î
�º�†�w�™�M�•�?�]�:�?�†
°�Š�K�r�M���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�>�|�g�K�A�8�Í�b0ò(ý�_�X�8�Z�c�
 ���”
�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�� >&P.14-1>' �†�g!·�K�Z�C�T�I�8��

SenderBase �l�b�g�•

SenderBase �c�
7Á�Ê�Ó�î�Ý'ö#.*…�_�|�•3æ�™*…�b1*���
7Á�Ê�Ó�î�Ý�b�G0d3æ�™
–�b1‘�9�
�>�|�g�«�Ã
�Ò3æ�™*…�b�È�ß�µ�¡�_�z'g�X�|�:�_0¿0£�I�€�S�
7Á�Ê�Ó�î�Ý�b�Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�[�M��

SenderBase 7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡  �Ô�½�±�Ü�å�¢  �¿�µ�º�á�î�¡�l�b�g�•�_� �–�K�S���œ�c�
)�)Ê��
�_3æ�™�I�€�S7Á�Ê�Ó�î�Ý�_6õ�M�•7Ÿ(Ù�I�€�S)+0£�@�©�«�¥�_�|�W�Z�p7Ÿ�I�€�r�M���Ó�µ�­�î�ª�“�ö�_6õ
�M�•0[(Ù�¹�î�±�\�
�I�r�J�r�^�±�–�É�b�Ó�µ�­�î�ª�†  Cisco �”�É�Û�–�”�å�«�[��#.�K�S�‰�2�_6õ�M�•�_
���@�µ�r�€�r�M��

0ò(ý�_�X�8�Z�c�
 '¨ 31 'v�� SenderBase Network Participation�� �†�g!·�K�Z�C�T�I�8��
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
�”�Û�î�º0¿���Í�>�|�g  AutoSupport �b0¿��

�Ø�î�¨�b�Ó
°�†�²0[�\�M�•�©�«�¸�Ò  �š�Û�î�@$Î#Õ�K�S���œ�
 Cisco AsyncOS �[�c�
7Á�Ê�Ó�î�Ý�[�”
�Û�î�º  �Ó�µ�­�î�ª�†�Ø�î�¨�_3æ�™�K�r�M���©�«�¸�Ò  �”�Û�î�º�†�w�™�M�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†  1 �X�è
�V3ã�•�K�Z�C�T�I�8��0
�X�b�”�»�Þ�«�†�æ���M�•���œ�c�
�•�å�Ð�[�
�)�~�r�M��
°�Š�K�S7Á�Ê�Ó�î�Ý  
�”�»�Þ�«�[�c�
�\�6�
�¹�•�Þ�¡�º�Ü"Ó�“�7�Á�P'Ç�”�Û�î�º�è�¥�b�M�m�Z�b�±�–�É�>�|�g�M�m�Z�b�Þ�Ë�Ý
�b�”�Û�î�º�†�w�™�K�r�M�� CLI �[  alertconfig  �¥�Ð�å�»�†�Q#Ý�M�•�?�
 GUI �[  [ �©�«�¸�Ò'ö#.

>&System Administration>' ] > [ �”�Û�î�º>& Alerts>' ] �Ì�î�ª�†�Q#Ý�M�•�G�\�_�|�~�
�‹�[�”�Û�î�º  �¥�å
�Ç�•� �×�Þ�î�©�Ù�å�†0ò(ý�ì�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���”�Û�î�º�� >&P.29-30>' �†�g!·�K�Z�C�T�I�8��

Cisco AutoSupport �µ+��[�c�
�H�Q#Ý�b  Cisco �”�É�Û�–�”�å�«�_6õ�M�•�e8Ÿ�†  Cisco �•�«�±�Ð�î  �§�Ï�î
�º  �³�î�Ò�@1�1‘�K�Z�>�C�G�\�[�
��#ú�º�µ�É�È =�b�§�Ï�î�º�†�f�j�[�A�r�M�� IronPort �§�Ï�î�º  �”
�Û�î�º�>�|�g4��H�\�b�«�¸�î�±�«�b�f�‚�†�©�«�¥�_3æ�™�M�•�_�c�
 [ �c�8>&Yes>' ] �\�G'Å�K�r�M  >&0ò(ý
�_�X�8�Z�c�
 �� Cisco AutoSupport��>&P.29-32>' �†�g!·�K�Z�C�T�I�8>' ��

�«�£�ª�×�î�Ý�í�s�Þ�Ï�î�º�b0¿��

�¹�Ç�›�Ý�º�b�«�£�ª�×�î�Ý�í�s�Þ�Ï�î�º�b3æ�™
›�_�M�•�”�»�Þ�«�†
°�Š�K�r�M���G�b�Í�c�È�Û�å�¡�_�M
�•�G�\�@�[�A�
�Q�b���œ�
�Þ�Ï�î�º�c�
7Á�Ê�Ó�î�Ý�[3æ�™�I�€�•�æ�ƒ�~�_�
�”�É�Û�–�”�å�«�V�_�”�î�•
�–�È�I�€�r�M��

�ì�I0¿���Í�b0¿��

Cisco AsyncOS �[�c�
�¿�µ�º�á�î�¡  �±�–�Ò  �É�ß�º�¥�Ý>& NTP>'�†�Q#Ý�K�Z�
�¿�µ�º�á�î�¡�V�r�S�c�–
�å�±�î�¿�µ�º�V�b�Ú�b�§�î�Â�\�ì�I�†� �‡�M�•�?�
�©�«�¸�Ò  �¡�ß�µ�¡�†�m�·�[0¿���M�•�G�\�@�[�A�r
�M�� Cisco �”�É�Û�–�”�å�«�V�b�ì6ë�•�†0¿���K�Z�
�Ó�µ�­�î�ª  �Ê�µ�²�î�>�|�g�ß�¢  �Ç�“�–�Ý�b�±�–�Ò
�«�±�å�É�†�G&��_�M�•�²0[�v�6�~�r�M�� Cisco Systems �±�–�Ò  �§�î�Â�†�Q#Ý�K�Z  Cisco �”�É�Û�–�”�å�«
�V�b�ì�I�†� �‡�M�•�G�\�v�[�A�r�M��

[ �±7c>&Continent>' ]�
 [ �\>& Country>' ]�
�>�|�g  [ �±�–�Ò�°�î�å>& Timezone>' ] �†4E�¥�K�
 NTP �†�Q#Ý
�M�•�?�]�:�?�\�
�Q#Ý�M�•  NTP �§�î�Â�b�¡�S�†4E�¥�K�r�M��

�š�f�b&���

�q�‹�_�
�m8p
²�/�[/œ�W�S0¿���š�f�† &��� �M�•�?�]�:�?�b&�1��@�
�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»
�?�}&g�I�€�r�M���š�f�†&����M�•���œ�c�
 [ �c�8>&Yes>' ] �\�G'Å�K�r�M��

�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�†�G�–�_�ö�¢�M�•�\�
���b�Ó�µ�­�î�ª�@/²&g�I�€�Z�
�¥�Ð�å�»  �É�ß
�å�É�º�@���I�€�r�M��

�G�€�[�
 Cisco �”�É�Û�–�”�å�«�c�
7Á�Ê�Ó�î�Ý�†3æ�™�[�A�•"g�Â�_�^�~�r�K�S��

Congratulations! System setup is complete. For advanced configuration, please refer to 
the User Guide.

mail3.example.com> 
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  �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�Q#Ý�‰�2
0¿���b�¸�«�º

Cisco AsyncOS �b0¿���†�¸�«�º�M�•�S�u�_�
 mailconfig  �¥�Ð�å�»�†�M�D�_�Q#Ý�K�Z�
 systemsetup  �¥
�Ð�å�»�[�8�B�K�S�d�?�~�b�©�«�¸�Ò  �¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¹�î�±�†�µ�t�¸�«�º7Á�Ê�Ó�î�Ý�†3æ�™�[
�A�r�M��

�<#Ý�•+��^�Ó�î�Ý�Î�µ�¡�«�_0¿���†3æ�™�K�Z�
�©�«�¸�Ò�[�¿�µ�º�á�î�¡�V�_7Á�Ê�Ó�î�Ý�†3æ�™�[�A�•�G
�\�†&�1��K�r�M��

�6�ì�”�Û�î�º

Cisco �”�É�Û�–�”�å�«�[�c�
�Û�–�­�å�«  �Ÿ�î�†�Q#Ý�K�Z�µ+��†�–�¿�î�È�Ý�_�K�r�M�� systemsetup  �¥�Ð
�å�»�[�Ü�«�¼�î�†�q�6�_�8�B�K�S���œ�
 Cisco Anti-Spam �†�–�¿�î�È�Ý�_�K�S���œ�
 Sophos �r�S�c  
McAfee Anti-Virus �†�–�¿�î�È�Ý�_�K�S���œ�
�r�S�c�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�†�–�¿�î�È�Ý�_�K�S���œ
�c�
�”�Û�î�º�@#Õ�B�I�€�Z�
 ���m8p  2>8�©�«�¸�Ò�� >&P.3-15>' �[�æ���K�S�”�»�Þ�«�_3æ�™�I�€�r�M��

�Ÿ�î�b�g�~�ì6ë�†���‡$×�_3û%±�M�•�”�Û�î�º�[�M�����b�[�†�g*ƒ�_�K�Z�C�T�I�8��

30 �¥6ë�b0Û�o�‡6ë�†2x�<�Z�µ+��†�–�¿�î�È�Ý�_�M�•���œ�c�
 Cisco � ���¸�\*…�_�>�e�8�œ�ƒ�O�C�T�I
�8���Ÿ�î�b�g�~�ì6ë�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Û�–�­�å�«  �Ÿ�î>& Feature 
Keys>' ] �Ì�î�ª�?�}�?�
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���Û�–�­�å�«  �Ÿ�î�� >&P.29-5>' �†�g!·�K�Z�C�T�I�8>' ��

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file. Separate multiple addresses with commas.

[]>  user@example.com

The configuration file has been sent to user@example.com.

mail3.example.com> 

Your "Receiving" key will expire in under 30 day(s). Please contact IronPort Customer 
Support.

Your "Sophos" key will expire in under 30 day(s). Please contact IronPort Customer 
Support.

Your "Outbreak Filters" key will expire in under 30 day(s).  Please contact IronPort 
Customer Support.
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GUI �b  [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ü�«�¼�î>& Listeners>' ] �Ì�î�ª�r�S�c  CLI �b  listenerconfig  
�¥�Ð�å�»�†�Q#Ý�K�Z�Ü�«�¼�î�†0¿���K�r�M��

�M�m�Z�b�Ü�«�¼�î�_4:#Ý�I�€�•�¢�ß�î�Â�Ý0¿���†��*O�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ü�«�¼�î�b�¢�ß�î
�Â�Ý0¿���� >&P.5-5>' �†�g!·�K�Z�C�T�I�8��

Cisco �”�É�Û�–�”�å�«�[�Ü�«�¼�î�†�Q#Ý�>�|�g0¿���M�•���œ�c�
���b�Ý�î�Ý�\�ž�–�»�Û�–�å�_$��–�K�Z
�C�T�I�8��

• 0¿���í�s�b  IP �–�å�±�î�Ç�™�–�«�H�\�_0
�X�b�Ü�«�¼�î�†��*O�[�A�r�M�@�
�›�Ü�«�¼�î�c$��^�•
�Ï�î�º�†�Q#Ý�M�•�²0[�@�6�~�r�M��

• �¹�Ç�›�Ý�º�[�c�
 SMTP �c7Á�Ê�Ó�î�Ý�K)F�†�f�j�M�•�S�u�b�Ó�î�Ý  �É�ß�º�¥�Ý�\�K�Z�Ü�«�¼�î�_
�Q#Ý�I�€�r�M���S�T�K�
 Quick Mail Queuing Protocol>&QMQP>'�†�Q#Ý�K�Z7Á�Ê�Ó�î�Ý�K)F�†�f�j
�M�•�S�u�_  Cisco IronPort �”�É�Û�–�”�å�«�v0¿���[�A�r�M�� listenerconfig  CLI �¥�Ð�å�»�†�Q#Ý
�K�Z�G�€�†/œ�8�r�M��

• �Ü�«�¼�î�c�
�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  4>&IPv4>'�>�|�g�Â�î�ª�Ù�å  6>&IPv6>'�”�»
�Þ�«�b�g�‰�†�§�Ï�î�º�K�r�M���"�M�b�Ü�«�¼�î�[�]�U�}�?�b�É�ß�º�¥�Ý  �Â�î�ª�Ù�å�r�S�c�g�‰�†
�Q#Ý�[�A�r�M���Ü�«�¼�î�c�
�K)F�Í�«�º�\�K�Z�Ó�î�Ý4Ä�™�_� �L�É�ß�º�¥�Ý  �Â�î�ª�Ù�å�†�Q#Ý�K

"@#.�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«

IP �–�å�±�î�Ç�™�–�«

�Ü�«�¼�î  Port

IP �”�»�Þ�«

"@#.�–�å�±�î�Ç�™�–�«  

Cisco IronPort Email 
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
5-2
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  5 'v       7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b�¤�î�º�˜�™�–�b0¿��
  �Ü�«�¼�î�b�Q#Ý
�r�M���S�\�<�d�
�Ü�«�¼�î�@  IPv4 �\  IPv6 �b�g�‰�_0¿���I�€�
 IPv6 �†�Q#Ý�K�Z�Í�«�º�_�K)F�M�•
���œ�
�Ü�«�¼�î�c  IPv6 �†�Q#Ý�K�r�M���S�T�K�
�Ü�«�¼�î�@  IPv6 �”�»�Þ�«�b�s�b�Q#Ý�†0¿���I�€�Z
�8�•���œ�c�
 IPv4 �”�»�Þ�«�b�s�†�Q#Ý�M�•�Í�«�º�_�K)F�[�A�r�O�‡��

• �a�^�C�\�v  1 �X�b�Ü�«�¼�î>&�¹�Ç�›�Ý�º�Í>'�@�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b��/œ�‹�_�”�É
�Û�–�”�å�«�V�_0¿���I�€�r�M���S�T�K�
�Ü�«�¼�î�†�m�·�[�8�B�M�•���œ�
 AsyncOS �[�c�G�€�}�b
�¹�Ç�›�Ý�º  SBRS �Í�c�Q#Ý�I�€�r�O�‡��

• C160/170 �•�«�±�Ð�î >8�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�[�c�
�¹�Ç�›�Ý�º�[�
�–�å�±�î�¿�µ�º�?
�}�b7Á�Ê�Ó�î�Ý�b�w�™�\
Æ4Š�¿�µ�º�á�î�¡�?�}�b7Á�Ê�Ó�î�Ý�b�p)E�b�g�‰�†/œ�:�S�u�b�
 1 �X�b�Ã
�È�Ü�µ�¡  �Ü�«�¼�î�†8p�†3ã�W�Z0¿���K�r�M���X�r�~�
 1 �X�b�Ü�«�¼�î�[�g�‰�b�µ+��†��/œ�[�A�r
�M��

• Cisco�”�É�Û�–�”�å�«�b�¸�«�º�>�|�g�º�Û�È�Ý�©�×�î�¸�•�å�¢�_�<#Ý�M�•�S�u�_�
�Ã�È�Ü�µ�¡�r�S
�c�É�Û�–�Ë�î�º  �Ü�«�¼�î�b�æ�ƒ�~�_�
 ���È�Û�µ�¡�Í�î�Ý���±�–�É�b�Ü�«�¼�î�†�8�B�[�A�r�M���È
�Û�µ�¡�Í�î�Ý  �Ü�«�¼�î�b�8�B�ì�_�
�Ó�µ�­�î�ª�†�P7V�M�•�S�_�Q�b�Ó�µ�­�î�ª�†�¹�•�«�¡�_�i�A
3¸�t�?�]�:�?�†4E�¥�K�r�M�� >&0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Daily 
Management Guide���b�� Testing and Troubleshooting���†�g!·�K�Z�C�T�I�8>' ���Ó�µ�­�î�ª�†�P7V
�M�•�S�_�¹�•�«�¡�_�i�A3¸�t�\�
�w�™�Þ�î�º�>�|�g�Ÿ�×�î�b3ÿ�Ø�b ����_�z'g�U�r�M���Ó�µ�­�î�ª
�†�¹�•�«�¡�_�i�A3¸�r�^�8�Ü�«�¼�î�c�
�Ó�µ�­�î�ª#Õ�B�©�«�¸�Ò�?�}�b(ç(‹�^�w�™�Þ�î�º�b ����_
�z'g�U�r�M���G�b�Ü�«�¼�î�b�±�–�É�c  CLI �b  listenerconfig  �¥�Ð�å�»�†�Q#Ý�K�S���œ�_�T�E�<
#Ý�[�A�r�M��

�W 5-2 �_�
 2 �X�è�V�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†�â�X  Cisco �”�É�Û�–�”�å�«  �Ô�¹�Ý�V�[�©�«�¸
�Ò �­�µ�º�”�µ�É  �˜�•�¨�î�»�_�|�W�Z�8�B�I�€�•�M+á$×�^7Á�Ê�Ó�î�Ý  �¤�î�º�˜�™�–�S�B�†&g�K�r�M�� 2 
�X�b�Ü�«�¼�î�@�8�B�I�€�r�M���6�•�–�å�±�î�Ç�™�–�«�V�[�–�å�Â�˜�å�»�K)F�†�Q#Ý�•+��_�M�•�S�u�b�Ã
�È�Ü�µ�¡  �Ü�«�¼�î�\�
�9�b  IP �–�å�±�î�Ç�™�–�«�V�[�”�˜�º�Â�˜�å�»�K)F�†�Q#Ý�•+��_�M�•�S�u�b�É�Û
�–�Ë�î�º  �Ü�«�¼�î�[�M��

�W 5-3 �_�
 2 �X�T�E�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†�â�X  Cisco �”�É�Û�–�”�å�«  �Ô�¹�Ý�V�[�©�«�¸�Ò  
�­�µ�º�”�µ�É  �˜�•�¨�î�»�_�|�W�Z�8�B�I�€�•�M+á$×�^7Á�Ê�Ó�î�Ý  �¤�î�º�˜�™�–�S�B�†&g�K�r�M���–�å
�Â�˜�å�»�K)F�>�|�g�”�˜�º�Â�˜�å�»�K)F�b�g�‰�†�f�j�M�•�S�u�_�
�"�M�b  IP �–�å�±�î�Ç�™�–�«�[  1 �X
�b�Ü�«�¼�î�@�8�B�I�€�r�M��
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  �Ü�«�¼�î�b�Q#Ý
�W 5-2 2 �X�è�V�b�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†�â�X�”�É�Û�–�”�å�«  �Ô�¹�Ý�V�b�Ã�È�Ü�µ�¡�>�|�g�É
�Û�–�Ë�î�º  �Ü�«�¼�î

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 2

IP �–�å�±�î�Ç�™�–�« >8PublicNet>&�[>8192.168.2.1>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î>8  
�� InboundMail �� 

SMTP

Cisco IronPort Email 
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�É�Û�–�Ë�î�º  �Ü�«�¼�î>8  
�� OutboundMail �� 

�¢�Ý�î�É�˜�™�”  �§�î�Â / �Ó�µ�­�î�ª#Õ�B�©�«�¸�Ò  

>&�@>' �G�b�Ã�È�Ü�µ�¡  �Ü�«�¼�î�c�

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  
Data2 �V�b  IP �–�å�±�î�Ç�™�–�«  
PublicNet �b�Ï�î�º  25 �V�[  
SMTP �É�ß�º�¥�Ý�†�Q#Ý�K�
�–
�å�±�î�¿�µ�º�?�}�b�Ó�µ�­�î�ª
�†�w�™�K�r�M��
IP �–�å�±�î�Ç�™�–�«  PublicNet 
�c�
�–�å�±�î�¿�µ�º�V�b��
›�Í
�«�º�_�Ó�µ�­�î�ª�†3æ�™�K�r�M��

IP �–�å�±�î�Ç�™�–�«  PrivateNet �c�

Æ4Š
�b�Ó�î�Ý  �Í�«�º�_�Ó�µ�­�î�ª�†3æ�™�K�r
�M��

>&�@>' �G�b�É�Û�–�Ë�î�º  �Ü�«�¼�î�c�

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  
Data1 �V�b  IP �–�å�±�î�Ç�™�–�«  
PrivateNet �b�Ï�î�º  25 �V�[  
SMTP �É�ß�º�¥�Ý�†�Q#Ý�K�

.example.com  �»�Ó�–�å�b
Æ4Š�©
�«�¸�Ò�?�}�b�Ó�µ�­�î�ª�†�w�™�K
�r�M��

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 1

IP �–�å�±�î�Ç�™�–�« >8PrivateNet>&�[>8192.168.1.1>'
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  �Ü�«�¼�î�b�¢�ß�î�Â�Ý0¿��
�W 5-3 2 �X�T�E�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«�†�â�X�”�É�Û�–�”�å�«  �Ô�¹�Ý�V�b�Ã�È�Ü�µ�¡  �Ü�«�¼�î

�Ü�«�¼�î�b�¢�ß�î�Â�Ý0¿��
�Ü�«�¼�î�b�¢�ß�î�Â�Ý0¿���c�
 Cisco �”�É�Û�–�”�å�«�[0¿���I�€�S�M�m�Z�b�Ü�«�¼�î�_�s8j�K�r�M���Ü
�«�¼�î�@�
�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  4>&IPv4>'�>�|�g�Â�î�ª�Ù�å  6>&IPv6>'�”�»�Þ�«�b
�g�‰�†�â�X�–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•���œ�
 �Ü�«�¼�î�b0¿���c  IPv4 �>�|�g  IPv6 �º�Û�Ç�•�µ�¡�b�g�‰
�_4:#Ý�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ü�«�¼�î>& Listeners>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �¢�ß�î�Â�Ý0¿���†)…7Ÿ>& Edit Global Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 2

IP �–�å�±�î�Ç�™�–�« >8MailNet>&�[>8192.168.2.1>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î>8  
�� MailInterface �� 

SMTP

Cisco IronPort Email 
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�¢�Ý�î�É�˜�™�”  �§�î�Â  / 

>&�@>' �G�b�Ã�È�Ü�µ�¡  �Ü�«�¼�î�c�
�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«  Data2 �V�b  
IP �–�å�±�î�Ç�™�–�«  PublicNet �b�Ï�î�º  25 �V�[  SMTP �É�ß�º�¥�Ý�†�Q#Ý
�K�
�–�å�±�î�¿�µ�º�?�}�b�Ó�µ�­�î�ª�†�w�™�K�
 .example.com  �»�Ó�–�å

Æ�b
Æ4Š�©�«�¸�Ò�?�}�b�Ó�µ�­�î�ª�†�p)E�K�r�M��
IP �–�å�±�î�Ç�™�–�«  MailNet �c�
�–�å�±�î�¿�µ�º�V�b��
›�Í�«�º�\
Æ4Š
�b�Ó�î�Ý  �Í�«�º�_�Ó�µ�­�î�ª�†3æ�™�K�r�M��

�Ó�µ�­�î�ª#Õ�B�©�«�¸�Ò  
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  �Ü�«�¼�î�b�¢�ß�î�Â�Ý0¿��
�«�¸�µ�É 3 ���b/²�_��*O�I�€�S0¿���_�š�f�K�r�M��

/² 5-1 �Ü�«�¼�î  �¢�ß�î�Â�Ý0¿��

�¢�ß�î�Â�Ý0¿�� 1��Â

�q�±� �ì�K)F�X
>&Maximum Concurrent 
Connections >'

�Ü�«�¼�î�_� �ì�_�K)F�[�A�•�q�±�X�†0¿���K�r�M���¹�Ç�›�Ý�º�Í�c  300 �[
�M���Ü�«�¼�î�@  IPv4 �\  IPv6 �b�g�‰�b�K)F�†�w�E
°�€�•���œ�
�K)F�X�c  2 
�X�b6ë�[�(4Ä�I�€�r�M���S�\�<�d�q�±� �ì�K)F�X�@  300 �b���œ�
 IPv4 �>�|
�g  IPv6 �K)F�b�q�±� �ì�K)F�X�@�œ0£  300 �†2x�<�•�G�\�c�[�A�r�O�‡��

�q�±  TLS � �ì�K)F�X
>&Maximum Concurrent 
TLS Connections >'

�M�m�Z�b�Ü�«�¼�î�[�b� �ì  TLS �K)F�b�q�±�X�†0¿���K�r�M���¹�Ç�›�Ý�º�Í
�c  100 �[�M���Ü�«�¼�î�@  IPv4 �\  IPv6 �b�g�‰�b  TLS �K)F�†�w�E
°�€�•��
�œ�
�K)F�X�c  2 �X�b6ë�[�(4Ä�I�€�r�M���S�\�<�d�q�±� �ì�K)F�X�@  100 �b
���œ�
 IPv4 �>�|�g  IPv6 �b  TLS �K)F�b�q�±� �ì�K)F�X�@�œ0£  100 �†2x�<�•
�G�\�c�[�A�r�O�‡��

�–�å�ª�™�¡�©�Ù�å  �•�˜�å�±  
�Ü�­�µ�º�‡6ë>& Injection 
Counters Reset Period >'

�–�å�ª�™�¡�©�Ù�å�D�š�•�˜�å�±�@�Ü�­�µ�º�I�€�S���œ�_1*�Z�[�A�r�M���¨
�X�b  IP �”�»�Þ�«�b�•�˜�å�±�†'ö#.�K�Z�8�•8��–�_�Å�ª�î�^�©�«�¸�Ò�b��
�œ�
�•�˜�å�±�†�|�~8–)¾�_>&�S�\�<�d�
 60 �(6ë7x�[�c�^�C  15 �(6ë7x�[>'
�Ü�­�µ�º�M�•�|�:�_0¿���K�r�M���G�€�_�|�~�
�¹�î�±�@'ö#.�Y+��^�§�–�¬
�_�r�[�Q�±�K�S�~�
�©�«�¸�Ò�b�Ã�Ç�›�î�Ð�å�«�_�s8j�†�Z�<�S�~�M�•�G�\
�†�G4J�[�A�r�M��

#'�~�b�¹�Ç�›�Ý�º�Í�c  1 �ì6ë�[�M���q�`  1 �(>& 60 &Ê>'�?�}�q�±  4 �ì6ë
>&14,400 &Ê>'�r�[�b�‡6ë�†�æ���[�A�r�M��

���–�å�ª�™�¡�©�Ù�å�D�š�‡6ë�� >&P.7-25>' �†�g!·�K�Z�C�T�I�8��

�w�™�K)F�b�±�–�Ò�”�˜�º�r
�[�b�…�U�ì6ë>& Timeout 
Period for 
Unsuccessful Inbound 
Connections >'

AsyncOS �@�»�K�K�S%T�™�K)F�@6â�L�}�€�•�r�[�Q�b�r�r�b"g�Â�_�M�•�w� 
�‡6ë�†0¿���K�r�M��

�»�K�K�S�K)F�c  SMTP �•�å�Â�­�î�©�Ù�å�\�^�~�
�G�–�^�Ó�µ�­�î�ª  �–�å
�ª�™�¡�©�Ù�å�@$Î#Õ�M�•�G�\�^�C�
 SMTP �¥�Ð�å�»�r�S�c  ESMTP �¥�Ð�å
�»�@$Î/œ�I�€)F�E�r�M���æ���K�S�±�–�Ò�”�˜�º�@�?4)�K�S���œ�
�·�8�c�š
�Û�î�†3æ�™�K�
�K)F�†0Ž7V�K�r�M��

�� 421 Timed out waiting for successful message injection, disconnecting.��

�G�–�^�Ó�µ�­�î�ª  �–�å�ª�™�¡�©�Ù�å�@$Î#Õ�M�•�r�[�
�K)F�_�»�K�K�S�\0b
�^�I�€�r�M��

�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b  SMTP �K)F�_�b�s�Q#Ý�[�A�r�M���¹�Ç�›�Ý�º�Í�c  5 
�(�[�M��
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�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

0
�X�b�š�å�¥�î�¹�•�å�¢�@�µ�r�€�•�Ó�µ�­�î�ª�b0¿��>8 localeconfig
�Ó�µ�­�î�ª��#.�p�b�Ó�µ�­�î�ª�b�Ê�µ�²�î�>�|�g�Ç�µ�±�î�b�š�å�¥�î�»�b�š�f�_6õ�M�•  AsyncOS �b�·
�8�†0¿���[�A�r�M���G�b0¿���c  GUI �?�}�c/œ�<�r�O�‡���?�ƒ�~�_�
 CLI �b  localeconfig  �†�Q#Ý�K�Z
0¿���[�A�r�M��

�M�m�Z�b�–�å�Â�˜�å�»�K)F
�b�œ0£�ì6ë�D7H>&Total 
Time Limit for All 
Inbound Connections >'

AsyncOS �@%T�™�K)F�@6â�L�}�€�•�r�[�Q�b�r�r�b"g�Â�_�M�•�w� �‡6ë�†0¿
���K�r�M��

�G�b0¿���c�
�q�±0Á���K)F�ì6ë�†4:#Ý�M�•�G�\�_�|�~�
�©�«�¸�Ò  �Ü�¯�î�«
�†�–�â�M�•�S�u�b�v�b�[�M���G�b�q�±�K)F�ì6ë�b(Ù  80% �@)�4#�M�•�\�
��
�b�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�� 421 Exceeded allowable connection time, disconnecting.��

�”�É�Û�–�”�å�«�c�
�K)F�@�q�±�K)F�ì6ë�b  80% �†2x�<�•�\�
�K)F�@�Ó�µ
�­�î�ª�b3õ�p�[�)�•�I�€�•�G�\�†75�D�S�u�_�K)F�†�)�•�K�|�:�\�K�r�M��
%T�™�K)F�†�q�±�K)F�ì6ë�b  80% �_�?4)�M�•�‡6ë6ä�8�Z�8�•���œ�
$Î#Õ�M�•
�•+��ö�@�6�•�e8Ÿ�[�M���ì6ë�D7H�†�æ���M�•���œ�
�G�b�K�A�8�Í�_�@�–�K
�Z�C�T�I�8��

�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b  SMTP �K)F�_�b�s�Q#Ý�[�A�r�M���¹�Ç�›�Ý�º�Í�c  
15 �(�[�M��

HAT 4����Ä�°>& HAT 
delayed rejections >'

�Ó�µ�­�î�ª�w�™*…�Þ�Ë�Ý�[  HAT �Ä�°�†��/œ�M�•�?�]�:�?�†0¿���K�r�M���¹
�Ç�›�Ý�º�[�c�
 HAT �_�|�W�Z�Ä�°�I�€�S�K)F�c  SMTP �•�å�Â�­�î�©�Ù�å
�b6ä���ì�_�Â�¼�î  �Ó�µ�­�î�ª�†�\�v�^�W�Z)
�¢�I�€�r�M��

HAT���Ä�°��0¿���[7Á�Ê�Ó�î�Ý�@�Ä�°�I�€�•�\�
 AsyncOS �[�c  SMTP �•
�å�Â�­�î�©�Ù�å�b6ä���ì�[�c�^�C�
�Ó�µ�­�î�ª�w�™*…�Þ�Ë�Ý>& RCPT TO>'
�[�Ä�°�†��/œ�[�A�r�M���G�b�‰�2�[�Ó�µ�­�î�ª�†�Ä�°�M�•�G�\�[�
�Ó�µ
�­�î�ª�b�Ä�°�@4����I�€�Ó�µ�­�î�ª�@�Â�˜�å�«�M�•�S�u�
 AsyncOS �c�Ä�°
�I�€�S�Ó�µ�­�î�ª�_6õ�M�•�|�~0ò(ý�^�_���†�v�“�[�A�r�M���S�\�<�d�
�È
�ß�µ�¡�I�€�S�Ó�µ�­�î�ª�b�”�»�Þ�«�>�|�g�›�w�™*…�b�”�»�Þ�«�?�}�Ó�î�Ý
�†/²&g�[�A�r�M���r�S�
 HAT �Ä�°�b4����_�|�W�Z�
 MTA �b3æ�™�@�1�Ø�v

Ì0è/œ�I�€�•�•+��ö�v�`�I�C�^�~�r�M��

HAT 4����Ä�°�†�–�¿�î�È�Ý�_�M�•�\�
���b�·�8�@$Î#Õ�K�r�M��

• MAIL FROM �¥�Ð�å�»�@0Á�•�I�€�•�@�
�Ó�µ�­�î�ª  �œ�È�ª�™�¡�º�c�8
�B�I�€�^�8��

• 7Á�Ê�Ó�î�Ý�b3æ�™�b�S�u�b�”�¡�­�«�@�Ä�°�I�€�S�\�8�:�Ó�µ�­�î�ª�@
/²&g�I�€�
�M�m�Z�b  RCPT TO �¥�Ð�å�»�@�Ä�°�I�€�•��

• SMTP AUTH �†�Q#Ý�K�Z MTA 3æ�™�@1�0É�I�€�•���œ�
 RELAY �Ï�Ü
�©�î�@0Á�•�I�€�
�Ó�î�Ý�†3û�–�]�>�~�_3æ�™�[�A�•��

>&�@>' CLI �b  listenerconfig  --> setup  �¥�Ð�å�»�?�}�b�s0¿���[�A�r�M��

/² 5-1 �Ü�«�¼�î  �¢�ß�î�Â�Ý0¿��  >&)F�A>'

�¢�ß�î�Â�Ý0¿�� 1��Â
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  GUI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å
GUI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å
�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ü�«�¼�î>& Listener>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ü�«�¼�î�†3ã�•>& Add Listener>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 ���b/²�_��*O�I�€�Z�8�•0¿���†0¿���K�r�M��

/² 5-2 �Ü�«�¼�î�b0¿��

�¡�S>& Name>' �Ü�«�¼�î�_�c�
(F�"�_�g!·�[�A�•�|�:�_�M�–�b�¡�S�†�Ü�E�Z�C�T�I�8���Ü�«�¼�î
#Ý�_��*O�M�•�¡�S�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M�� AsyncOS �[�c�
0
�X�b
�Ü�«�¼�î�_� �M�b�¡�S�†�Ü�E�•�G�\�c�[�A�r�O�‡��

�Ü�«�¼�î�b�±�–�É
>&Type of 
Listener >'

���b�Ü�«�¼�î  �±�–�É�b�8�N�€�?�†4E�¥�K�r�M��

• [ �Ã�È�Ü�µ�¡>& Public>' ]�� �Ã�È�Ü�µ�¡  �Ü�«�¼�î�_�c�
�–�å�±�î�¿�µ�º�?�}7Á
�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b�¹�Ç�›�Ý�º"I�ö�@�µ�r�€�r�M��

• [ �É�Û�–�Ë�î�º>& Private>' ]�� �É�Û�–�Ë�î�º  �Ü�«�¼�î�c�
�É�Û�–�Ë�î�º>&
Æ
4Š>'�¿�µ�º�á�î�¡�[�Q#Ý�M�•�G�\�†% $×�\�K�Z�8�r�M��

�–�å�±�î�Ç�™�–�«
>&Interface >'

�Ü�«�¼�î�†�8�B�M�•0¿���í�s�”�É�Û�–�”�å�«�b  IP �–�å�±�î�Ç�™�–�«�>�|�g  TCP 
�Ï�î�º�†4E�¥�K�r�M���–�å�±�î�Ç�™�–�«�[�Q#Ý�M�•  IP �”�»�Þ�«�b�Â�î�ª�Ù�å�_
�|�W�Z�
�Ü�«�¼�î�c  IPv4 �”�»�Þ�«�
 IPv6 �”�»�Þ�«�
�r�S�c�g�‰�b�Â�î�ª�Ù�å�?
�}�b�K)F�†�w�E
°�€�r�M���¹�Ç�›�Ý�º�[�c�
 SMTP �[�c�Ï�î�º  25 �†�Q#Ý�K�

QMQP �[�c�Ï�î�º  628 �†�Q#Ý�K�r�M��

�Â�˜�å�«  �É�ß�Ç�“
�–�Ý>&Bounce 
Profile >'

�Â�˜�å�«  �É�ß�Ç�“�–�Ý�†4E�¥�K�r�M>& CLI �b  bounceconfig  �¥�Ð�å�»�†�Q#Ý�K�Z
�8�B�I�€�S�Â�˜�å�«  �É�ß�Ç�“�–�Ý�@�Ü�«�º�[�Q#Ý�•+��[�M�� ���‚�K�8�Â�˜�å�«  �É
�ß�Ç�“�–�Ý�b�8�B�� >&P.21-40>' �†�g!·>' ��


 2��²8o�†�V�_4Ä*(
>&Disclaimer 
Above >'

7Á�Ê�Ó�î�Ý�b�V�r�S�c�W�_�ç�Ü�M�•
 2��²8o�†4E�¥�K�r�M>& [ �Ó�î�Ý  �Ï�Ü�©�î
>&Mail Policies>' ] > [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �Ì�î�ª�r�S�c  CLI �b  

textconfig  �¥�Ð�å�»�[�8�B�I�€�S�e'v�@�Ü�«�º�[�Q#Ý�•+��[�M�� �� Cisco 
IronPort AsyncOS for Email Configuration Guide���b�� Text Resources���b'v�†�g
!·>' ��


 2��²8o�†�W�_4Ä*(
>&Disclaimer 
Below >'

7Á�Ê�Ó�î�Ý�b�V�r�S�c�W�_�ç�Ü�M�•
 2��²8o�†4E�¥�K�r�M>& [ �Ó�î�Ý  �Ï�Ü�©�î
>&Mail Policies>' ] > [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �Ì�î�ª�r�S�c  CLI �b  

textconfig  �¥�Ð�å�»�[�8�B�I�€�S�e'v�@�Ü�«�º�[�Q#Ý�•+��[�M�� �� Cisco 
IronPort AsyncOS for Email Configuration Guide���b�� Text Resources���b'v�†�g
!·>' ��

SMTP 1�0É�É�ß
�Ç�“�–�Ý>& SMTP 
Authentication 
Profile >'

SMTP 1�0É�É�ß�Ç�“�–�Ý�†�æ���K�r�M��

0É�Â�i
>&Certificate >'

�Ü�«�¼�î�l�b  TLS �K)F�b�S�u�b0É�Â�i�†�æ���K�r�M>& [ �¿�µ�º�á�î�¡>& Network>'
] > [ 0É�Â�i>&Certificates>' ] �Ì�î�ª�r�S�c  CLI �b  certconfig  �¥�Ð�å�»�[3ã�•�I
�€�S0É�Â�i�@�Ü�«�º�[�Q#Ý�•+��[�M�� ���Ú�b  MTA �\�b�/�•�ì3û�™�b�+0[��

>&P.20-1>' �†�g!·>' ��
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�«�¸�µ�É 4 >&�õ�–>'���b/²�[��*O�I�€�•  SMTP�� MAIL FROM���>�|�g�� RCPT TO���[�b0Ž�Ò�b�D�š�b0¿���†/œ�8
�r�M��

0¿�� 1��Â

�”�»�Þ�«  �Ã�î�§�î  �±�–
�É>&Address Parser 
Type>'

���b�Ã�î�§�î  �±�–�É�b�8�N�€�?�†�Q#Ý�K�Z�”�É�Û�–�”�å�«�@�
 RFC2821 
0d�A�_�]�b&ì�Ø�]�&�_ =�Ð�M�•�?�†4E�¥�K�r�M��

�«�º�Ü�¡�º  �Ô�î�»>8  

�«�º�Ü�¡�º  �Ô�î�»�c  RFC 2821 �_ =�Ð�K�r�M���«�º�Ü�¡�º  �Ô�î�»�[�c�
�”
�»�Þ�«0Ž�Ò�@ RFC 2821 �b0d�A�_ =�Ð�K�r�M�@�
���b�[�¥�>�|�g3ã�•�µ+�
�@�6�~�r�M��

• �� MAIL FROM>8<joe@example.com>���b�|�:�_�
�¥�ß�å�b�‹�_�«
�Ì�î�«�†��
°�[�A�r�M��

• �»�Ó�–�å�¡�_�W)z�†�Q#Ý�[�A�r�M��

• �� MAIL FROM���¥�Ð�å�»�>�|�g�� RCPT TO���¥�Ð�å�»�[�c�
�±�e�Ð
�\�`�e�Ð�@�
�9�I�€�r�M��

• �Æ�Ü�œ�»�c"I�f�^#Ý3õ�_�Q#Ý�[�A�r�O�‡>&�S�\�<�d�
 RFC 2821 �[�c
�� J.D.���b�|�:�^�Ø�î�¨�¡�†�8�B�[�A�r�O�‡>' ��

���b8o�[1��Â�M�•3ã�•�œ�É�©�Ù�å�c�
�•/¡$×�_  RFC 2821 �_4*�o�M�•�S�u�

�–�¿�î�È�Ý�_�[�A�r�M��

�Ý�î�¬  �Ô�î�»>8  

�Ý�î�¬0Ž�Ò�c�ö�•$×�_  AsyncOS �b�è�S�b�Â�î�ª�Ù�å�?�}�b�¤�Ñ�b�·�8�[
�M��7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b���è(ô���†�q
ƒ
›�K�
���b�G�\�†/œ�8�r�M��

• �¥�Ó�å�º�b!“0i���¿�«�º�I�€�S�¥�Ó�å�º>&�?�W�G�[�V�r�€�Z�8�•>'�@
�§�Ï�î�º�I�€�
�Q�€�}�c!“0i�I�€�r�M��

• �� RCPT TO���¥�Ð�å�»�>�|�g�� MAIL FROM���¥�Ð�å�»�[�æ���I�€�S
7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�S�‹�_�c�£�•�µ�¥�@�Y0[�[�M��

• 0
�X�b�¿�«�º�I�€�S�£�•�µ�¥�†�Q#Ý�[�A�r�M>&�q�v�Ý�8�¿�«�º  �Þ�Ë�Ý
�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�@�è(ô�I�€�•>' ��

8 �Å�µ�º  �Ø�î�¨�¡�†0Á�•
>&Allow 8-bit User 
Names>'

�–�¿�î�È�Ý�_�M�•�\�
 >&�š�«�£�î�É��#.�^�K�[>'�”�»�Þ�«�b�Ø�î�¨�¡4Š�(�_  
8 �Å�µ�º�b�e�Ð�†�Q#Ý�[�A�r�M��

8 �Å�µ�º  �»�Ó�–�å�¡�†0Á
�•>& Allow 8-bit Domain 
Names>'

�–�¿�î�È�Ý�_�M�•�\�
�”�»�Þ�«�b�»�Ó�–�å4Š�(�_  8 �Å�µ�º�b�e�Ð�†�Q#Ý�[
�A�r�M��
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  GUI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å
4Š�(�»�Ó�–�å�†0Á�•
>&Allow Partial 
Domains>'

�–�¿�î�È�Ý�_�M�•�\�
4Š�(�»�Ó�–�å�†�Q#Ý�[�A�r�M��4Š�(�»�Ó�–�å�c�ö
²
�^�»�Ó�–�å�[�c�^�C�
�»�µ�º�^�K�b�»�Ó�–�å�[�M��

���b�”�»�Þ�«�c�
4Š�(�»�Ó�–�å�b�[�[�M��

• foo

• foo@

• foo@bar

�¹�Ç�›�Ý�º�b�»�Ó�–�å�µ+��†�G�–�_�·�8�I�O�•�S�u�_�
�G�b�œ�É�©�Ù�å�†
�–�¿�î�È�Ý�_�M�• �²0[ �@�6�~�r�M��

[ �¹�Ç�›�Ý�º  �»�Ó�–�å�†3ã�•>& Add Default Domain>' ]>8�ö
²�Ÿ8í�»�Ó�–�å
�¡�[�c�^�C�
�¹�Ç�›�Ý�º�b�»�Ó�–�å�†7Á�Ê�Ó�î�Ý  �”�»�Þ�«�_�Q#Ý�K�r�M��
[SMTP �”�»�Þ�«0Ž�Ò�œ�É�©�Ù�å>& SMTP Address Parsing options>'] �[  [ 4Š
�(�»�Ó�–�å�†0Á�•>& Allow Partial Domains>' ] �@�–�¿�î�È�Ý�_�^�W�Z�8�^
�87H�~�
�G�b�œ�É�©�Ù�å�c�¹�•�­�î�È�Ý�[�M>& �� GUI �?�}�b�Ü�«�¼�î�b�8
�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å�� >&P.5-8>' �†�g!·>' ���G�€�c���¹�Ç�›�Ý�º3æ�™
*…�»�Ó�–�å���†3æ�™*…�b�”�»�Þ�«�>�|�g�ö
²�Ÿ8í�»�Ó�–�å�¡�†�µ�r�^�8�w
�™*…�b�”�»�Þ�«�_3ã�•�M�•�G�\�_�|�W�Z�
�Ü�«�¼�î�@�Ü�Þ�î�M�•7Á�Ê�Ó�î
�Ý�†�š�f�M�•�‰�2�_�s8j�K�r�M�� >&0•�8�n�<�•�\�
�Ü�«�¼�î�b���Q�b�r�r
�b���”�»�Þ�«�b��#.�‰�2�†�•�«�±�Ð�–�¬�[�A�r�M>' ��

�‘�¶�b�©�«�¸�Ò�[�
3æ�™*…�”�»�Þ�«�_�û���b�»�Ó�–�å�†3ã�•>&�Ü�•>'�O�N
�_7Á�Ê�Ó�î�Ý�†3æ�™�M�•���œ�
�G�€�†�Q#Ý�K�Z�¹�Ç�›�Ý�º�b3æ�™*…�»�Ó�–
�å�†3ã�•�[�A�r�M���S�\�<�d�
�‘�¶�b�©�«�¸�Ò�[�c7Á�Ê�Ó�î�Ý�b3æ�™*…�\
�K�Z+¬�·$×�_�e�Ð�4�� joe ���b�s�@
°�Š�I�€�S7Á�Ê�Ó�î�Ý�@�8�B�I�€�r�M��
�¹�Ç�›�Ý�º�b3æ�™*…�»�Ó�–�å�†�š�f�M�•�\�
 �� @yourdomain.com ���@�� joe ��
�_�Ü�•�I�€�
�ö
²�Ÿ8í3æ�™*…�¡  joe@yourdomain.com  �@�8�B�I�€�r�M��

�¯�î�«  �Ý�î�¸�•�å�¢
>&Source Routing>'

�� MAIL FROM���”�»�Þ�«�>�|�g�� RCPT TO���”�»�Þ�«�[3æ�™
–�Ý�î�¸�•
�å�¢�@�è���I�€�S���œ�b�·�8�†�ô���K�r�M��3æ�™
–�Ý�î�¸�•�å�¢�c�
0
�X
�b�� @���e�Ð�†�Q#Ý�K�Z�Ý�î�¸�•�å�¢�†�æ���M�•�
7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b
"I�f�^�g�'�[�M>&�[>8 @one.dom@two.dom:joe@three.dom>'���� reject���†
0¿���M�•�\�
�”�»�Þ�«�c�Ä�°�I�€�r�M�� �� strip���†0¿���M�•�\�
�”�»�Þ�«�b
3æ�™
–�Ý�î�¸�•�å�¢4Š�(�@�P7V�I�€�
�Ó�µ�­�î�ª�@3û�–�]�>�~��
°�I�€�r
�M��

�Y�Â�^�”�»�Þ�«�e�Ð
>&Unknown Address 
Literals>'

�©�«�¸�Ò�[��#.�[�A�^�8�”�»�Þ�«  �Ü�¸�Û�Ý�†�w�™�K�S�\�A�b�·�8�†�ô���K
�r�M��#'�~�c�
 IPv4 �è�¥�b�M�m�Z�[�M���Q�b�S�u�
�S�\�<�d  IPv6 �”�»�Þ
�«  �Ü�¸�Û�Ý�b���œ�
�É�ß�º�¥�Ý  �Þ�Ë�Ý�[�Ä�°�M�•�?�
�w�™�‹�M�D�_�Á�î�»  
�Â�˜�å�«�†/œ�:�G�\�@�[�A�r�M��

�Ü�¸�Û�Ý�@�µ�r�€�•�w�™*…�”�»�Þ�«�c�6�ì�Á�î�»  �Â�˜�å�«�b�N�I�\�^�~�r
�M��3æ�™*…�”�»�Þ�«�c4Ä�™�I�€�•���œ�@�6�~�r�M���Ó�µ�­�î�ª�†4Ä�™�[�A
�^�8���œ�
�Á�î�»  �Â�˜�å�«�@�Á�î�»  �Â�˜�å�«�I�€�r�M>&�§5��Á�î�»  �Â�˜
�å�«>'��

�Ä�°�I�€�S���œ�
3æ�™*…�\�w�™*…�b�”�»�Þ�«�@�É�ß�º�¥�Ý  �Þ�Ë�Ý�[�M�D�_
�Ä�°�I�€�r�M��

�Ø�î�¨�¡�[���b�e�Ð�†�Ä
�°>&Reject These 
Characters in User 
Names>'

�e�Ð>&�S�\�<�d�
 % �x  !>'�†�µ�t�Ø�î�¨�¡�†
°�Š�M�•�\�
�Ä�°�I�€�r�M��

0¿�� 1��Â
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'¨  5 'v       7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b�¤�î�º�˜�™�–�b0¿��
  GUI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å
�«�¸�µ�É 5 >&�õ�–>'���b/²�_��*O�I�€�Z�8�•�Ü�«�¼�î�b�·�8�†�•�«�±�Ð�–�¬�M�•�S�u�b9×�Ø�^0¿���†0¿���K�r�M��

�«�¸�µ�É 6 >&�õ�–>'���b/²�_��*O�I�€�Z�8�•�G�b�Ü�«�¼�î�_6õ4��Ü�E�}�€�S  LDAP �¡�š�Ü�î�†�D�š�M�•0¿���†/œ�8
�r�M��

�Ü�«�¼�î�b  LDAP �¡�š�Ü�î�†�–�¿�î�È�Ý�_�M�•�_�c�
���b0¿���†�Q#Ý�K�r�M���G�b�œ�É�©�Ù�å�†�Q#Ý
�M�•�S�_�
 LDAP �¡�š�Ü�î�†�8�B�K�Z�>�C�²0[�@�6�~�r�M���¡�š�Ü�î�b�›�±�–�É�_�c�
0¿���M�•�S�u
�b�¶�9�b�§�È�­�¡�©�Ù�å�@�6�~�r�M���¡�š�Ü�î�b�±�–�É�†�¡�Ü�µ�¡�K�Z�§�È�­�¡�©�Ù�å�†�Ž6ä�K�r�M��

0¿�� 1��Â

�q�±� �ì�K)F�X
>&Maximum Concurrent 
Connections>'

0Á�•�I�€�•�q�±�K)F�X��

TCP �Ü�µ�«�å#Ý�Ÿ�×�î  
�§�–�¬>& TCP Listen 
Queue Size>'

SMTP �§�î�Â�@�w�E
°�€�•�S�_  AsyncOS �['ö#.�I�€�•�K)F�b�Â�µ�¡�ß�¢��

CR �\  LF �b�v�~�…�8
>&CR and LF Handling>'

�Q�b�r�r�b  CR>&�Ÿ�•>'�e�Ð�>�|�g  LF>&�5/œ>'�e�Ð�†�µ�t�Ó�µ�­�î�ª�b��
#.�‰�2�†4E�¥�K�r�M��

• [ �G�–>&Clean>' ]�� �Ó�µ�­�î�ª�†0Á�•�K�r�M�@�
�Q�b�r�r�b  CR �e�Ð�>
�|�g  LF �e�Ð�†  CRLF �e�Ð�_�š�n�K�r�M��

• [ �Ä�°>&Reject>' ]�� �Ó�µ�­�î�ª�†�Ä�°�K�r�M��

• [ 0Á�•>&Allow >' ]�� �Ó�µ�­�î�ª�†0Á�•�K�r�M��

Received �Ê�µ�²�î�†3ã
�•>&Add Received 
Header>'

�M�m�Z�b�w�™�Ó�î�Ý�_  Received �Ê�µ�²�î�†3ã�•�K�r�M���r�S�
�Ü�«�¼�î
�c�›�Ó�µ�­�î�ª�_  Received: �Ê�µ�²�î�†3ã�•�K�Z�Ü�Þ�î�M�•7Á�Ê�Ó�î�Ý�†
�š�f�K�r�M�� Received: �Ê�µ�²�î�@�µ�r�€�^�8�|�:�_�M�•�_�c�
�G�b�œ�É
�©�Ù�å�†�Q#Ý�K�Z�¹�•�­�î�È�Ý�_�K�r�M��

>&�@>' Received: �Ê�µ�²�î�c�
�á�î�¡  �Ÿ�×�î�b��#.�[�c�Ó�µ�­�î�ª�_3ã�•
�I�€�r�O�‡���G�b�Ê�µ�²�î�c4Ä�™�b�S�u�_�Ó�µ�­�î�ª�@�Ÿ�×�î�?�}
���S�\�A�_3ã�•�I�€�r�M��

Received: �Ê�µ�²�î�†�¹�•�­�î�È�Ý�_�M�•�\�
�–�å�Ç�Û�«�º�Û�¡�³�Õ�b�¥
4Š�_3æ�™�I�€�•�M�m�Z�b�Ó�µ�­�î�ª�[
Æ4Š�§�î�Â�b  IP �”�»�Þ�«�r�S�c�Í�«
�º�¡�@/²&g�I�€�•�G�\�_�|�W�Z�
�¿�µ�º�á�î�¡�b�º�Ï�ß�ª�@
¶6ä�I�€�^�8
�|�:�_�M�•�G�\�@�[�A�r�M�� Received: �Ê�µ�²�î�†�¹�•�­�î�È�Ý�_�M�•7•
�_�c�@�–�@�²0[�[�M��

SenderBase IP �É�ß�Ç�“
�–�Ý�†�Q#Ý>&Use 
SenderBase IP 
Profiling>'

[SenderBase IP �É�ß�Ç�“�–�Ý�†�Q#Ý>& SenderBase IP Profiling>' ] �†�–�¿�î
�È�Ý�_�M�•�?�]�:�?�†4E�¥�K�
���b�|�:�_0¿���†/œ�8�r�M��

• [ �¡�š�Ü�î�b�±�–�Ò�”�˜�º>& Timeout for Queries>' ]�� SenderBase �Þ
�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�?�}!·�
�I�€�•�_���†�”�É�Û�–�”�å�«�@�]�b
�C�}�8�b�‡6ë�Ÿ�Õ�µ�©�×�M�•�?�†��*O�K�r�M��

• [ �K)F�H�\�b  SenderBase �±�–�Ò�”�˜�º>& SenderBase Timeout per 
Connection>' ]�� SMTP �K)F�H�\�b  SenderBase �_���†�”�É�Û�–�”�å�«
�@�]�b�C�}�8�b�‡6ë�Ÿ�Õ�µ�©�×�M�•�?�†��*O�K�r�M��
5-11
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  5 'v       7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b�¤�î�º�˜�™�–�b0¿��
  GUI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å
LDAP �¡�š�Ü�î�8�B�b0ò(ý�_�X�8�Z�c�
 �� LDAP �¡�š�Ü�î�� >&P.22-1>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

4Š�(�»�Ó�–�å�
�¹�Ç�›�Ý�º  �»�Ó�–�å�
�Y�G�^�g�'�b  MAIL FROM
�š�å�Ë�ß�î�É3æ�™*…�è0É�†�–�¿�î�È�Ý�_�K�S���œ�
�r�S�c�Ü�«�¼�î�b  SMTP �”�»�Þ�«0Ž�Ò�œ�É�©�Ù�å
�[4Š�(�»�Ó�–�å�b0Á�•�†�¹�•�­�î�È�Ý�_�K�S���œ�
�Ü�«�¼�î�b�¹�Ç�›�Ý�º  �»�Ó�–�å0¿���@�Q#Ý�I�€�^
�C�^�~�r�M��

�G�€�}�b�µ+��c�«�8�_�<�Ú$×�[�M��

�¡�š�Ü�î�b�±�–�É 1��Â

�w�E
°�€�¡�š�Ü�î �¡�š�Ü�î�†�w�E
°�€�•�_�c�
�Q#Ý�M�•�¡�š�Ü�î�†�Ü�«�º�?�}4E�¥�K�r�M��
LDAP Accept �†�á�î�¡  �Ÿ�×�î�b��#.�p�_��/œ�M�•�?�
 SMTP �•�å�Â�­�î
�©�Ù�å�[��/œ�M�•�?�†�æ���[�A�r�M��

�á�î�¡  �Ÿ�×�î�b��#.�p�_  LDAP Accept �†��/œ�M�•���œ�
�M+´�K�^�8�w�™
*…�_�P�M�•�·�8�\�K�Z�
�Â�˜�å�«�r�S�c�»�ß�µ�É�_�æ���K�r�M��

SMTP �•�å�Â�­�î�©�Ù�å�[  LDAP Accept �†��/œ�M�•���œ�
 LDAP �§�î�Â
�_�?4)�[�A�^�8���œ�_�Ó�î�Ý�†��#.�M�•�‰�2�†�æ���K�r�M���Ó�µ�­�î�ª�†
0Á�•�M�•�?�
�¥�î�»�\�•�«�±�Ò�Â'Å�[�K)F�†�»�ß�µ�É�M�•�?�†4E�¥�[�A�r
�M���q�‹�_�
 SMTP �•�å�Â�­�î�©�Ù�å�[  Directory Harvest Attack 
Prevention>&DHAP; �¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F>'�K�A�8�Í�_4)�K�S
���œ�_�K)F�†�»�ß�µ�É�M�•�?�]�:�?�†4E�¥�K�r�M��

SMTP �•�å�Â�­�î�©�Ù�å�[�w�™*…�b�è0É�†/œ�:�\�
0
�X�b  LDAP �¡�š�Ü�î
6ë�b4����†�*�ö�[�A�r�M���K�S�@�W�Z�
�P0ð�g�'�b  LDAP Accept �†�–
�¿�î�È�Ý�_�K�S���œ�
�¹�•�Þ�¡�º�Ü  �§�î�Â�b2�,´�@�Q�±�M�•�G�\�_�@�–�K
�Z�C�T�I�8��

0ò(ý�_�X�8�Z�c�
 �� LDAP �¡�š�Ü�î�b�+0[�� >&P.22-1>' �†�g!·�K�Z�C�T�I�8��

�Ý�î�¸�•�å�¢  �¡�š�Ü�î �¡�š�Ü�î�†�Ý�î�¸�•�å�¢�M�•�_�c�
�Ü�«�º�?�}�¡�š�Ü�î�†4E�¥�K�r�M��0ò
(ý�_�X�8�Z�c�
 �� LDAP �¡�š�Ü�î�b�+0[�� >&P.22-1>' �†�g!·�K�Z�C�T�I�8��

�Ð�«�•�Þ�î�»  �¡�š�Ü�î �¡�š�Ü�î�†�Ð�«�•�Þ�î�»�M�•�_�c�
�Ü�«�º�?�}�¡�š�Ü�î�†4E�¥�K�Z�
 From 
�r�S�c  CC �Ê�µ�²�î  �”�»�Þ�«�\�8�W�S�
�Ð�«�•�Þ�î�»�M�•�”�»�Þ�«�†4E�¥
�K�r�M��

0ò(ý�_�X�8�Z�c�
 �� LDAP �¡�š�Ü�î�b�+0[�� >&P.22-1>' �†�g!·�K�Z�C�T�I�8��

�¢�Ý�î�É  �¡�š�Ü�î �¡�š�Ü�î�†�¢�Ý�î�É�ì�M�•�_�c�
�Ü�«�º�?�}�¡�š�Ü�î�†4E�¥�K�r�M��0ò(ý
�_�X�8�Z�c�
 �� LDAP �¡�š�Ü�î�b�+0[�� >&P.22-1>' �†�g!·�K�Z�C�T�I�8��
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  CLI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å
CLI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å
/² 5-3�_�
�Ü�«�¼�î�b�8�B�>�|�g)…7Ÿ�_6õ4��M�•�±�«�¡�_�Q#Ý�M�•0
�X�b  listenerconfig  �§�È�¥�Ð�å
�»�†&g�K�r�M��  

7Á�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢�>�|�g4Ä�™0¿���b0ò(ý�_�X�8�Z�c�
 '¨ 21 'v���Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+�
�b0¿���� �†�g!·�K�Z�C�T�I�8��

/² 5-3 �Ü�«�¼�î�†�8�B�M�•�±�«�¡

�Ü�«�¼�î�†�8�B�M�•�±
�«�¡ �¥�Ð�å�»�>�|�g�§�È�¥�Ð�å�» �g*ƒ2(�q

�‚�K�8�Ü�«�¼�î�b�8�B listenerconfig -> new

�Ü�«�¼�î�b�¢�ß�î�Â�Ý0¿
���b)…7Ÿ

listenerconfig -> setup ���Ü�«�¼�î�b�¢�ß�î�Â�Ý0¿���� >&P.5-5>'

�Ü�«�¼�î�b�Â�˜�å�«  �É�ß
�Ç�“�–�Ý�†�æ��

bounceconfig, listenerconfig
-> edit -> bounceconfig

���‚�K�8�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�8�B��
>&P.21-40>'

�Ü�«�¼�î�l�b
 2��²8o�b
6õ4��Ü�E

textconfig, listenerconfig -> 
edit -> setup -> footer

�� Cisco IronPort AsyncOS for Email 
Configuration Guide���[1��Â�I�€�Z�8
�r�M

SMTP 1�0É�†0¿�� smtpauthconfig, 
listenerconfig -> smtpauth

SMTP �”�»�Þ�«0Ž�Ò�†0¿
��

textconfig, listenerconfig -> 
edit -> setup -> address

�Ü�«�¼�î�b�¹�Ç�›�Ý�º  �»
�Ó�–�å�†0¿��

listenerconfig -> edit -> 
setup -> defaultdomain

Received: �Ê�µ�²�î�†7Á
�Ê�Ó�î�Ý�_3ã�•

listenerconfig -> edit -> 
setup -> received

�Q�b�r�r�b  CR �e�Ð�>�|
�g  LF �e�Ð�†  CRLF �e�Ð
�_�š�f

listenerconfig -> edit -> 
setup -> cleansmtp

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý
�†�Ÿ�G

listenerconfig -> edit -> 
hostaccess

�� Cisco IronPort AsyncOS for Email 
Configuration Guide���[1��Â�I�€�Z�8
�r�M

�ß�î�•�Ý  �»�Ó�–�å�r�S�c
"I���b�Ø�î�¨>& RAT>'�l
�b7Á�Ê�Ó�î�Ý�b�w�E
°�€

>&�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b
�s>'

listenerconfig -> edit -> 
rcptaccess

�� Cisco IronPort AsyncOS for Email 
Configuration Guide���[1��Â�I�€�Z�8
�r�M

�Ü�«�¼�î�b�/�•�ì�•�å�Â
�­�î�©�Ù�å>& TLS>'

certconfig, settls, 
listenerconfig -> edit

���Ú�b  MTA �\�b�/�•�ì3û�™�b�+0[��
>&P.20-1>'

0É�Â�i�b4E�¥>& TLS>' listenerconfig -> edit -> 
certificate

���Ú�b  MTA �\�b�/�•�ì3û�™�b�+0[��
>&P.20-1>'
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  CLI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å
HAT �b0ò(ý�Ã�Û�Ó�î�±

/² 5-4�[�c�
 HAT �b0ò(ý�Ã�Û�Ó�î�±�b�S�e�†��*O�K�Z�8�r�M�����b�Í�c�X�Í�[�6�~�
�‹�_  k  �†3ã�•�K
�Z�Ÿ�ß�Â�–�º�[/²�M�?�
�‹�_  M �†3ã�•�K�Z�Ó�ž�Â�–�º�[/²�M�G�\�@�[�A�r�M���e�Ð�b�^�8�Í�c�Â�–�º�\
0b�^�I�€�r�M���”�«�±�Ü�«�¡>& *>'�[�Ð�î�¡�Ü�E�I�€�S�Ã�Û�Ó�î�±�[�c�
 /² 5-4�[&g�M�š�X�S�e�@�§
�Ï�î�º�I�€�r�M��

/² 5-4 HAT 0ò(ý�Ã�Û�Ó�î�±�b�S�e

�Ã�Û�Ó�î�± �S�e �Í �Í�b�[

�K)F�6�S�~�b�q�±�Ó�µ�­�î
�ª�X

max_msgs_per_session $��• 1000

�Ó�µ�­�î�ª�6�S�~�b�q�±�w
�™*…�X

max_rcpts_per_msg $��• 10000
1k

�q�±�Ó�µ�­�î�ª  �§�–�¬ max_message_size $��• 1048576
20M

�G�b�Ü�«�¼�î�[�•+��^�q�±
� �ì�K)F�X

max_concurrency $��• 1000

SMTP �Â�¼�î  �¥�î�» smtp_banner_code $��• 220

SMTP �Â�¼�î  �¸�Ÿ�«�º
>&* >'

smtp_banner_text �e�Ð�4 Accepted

SMTP �Ä�°�Â�¼�î  �¥�î�» smtp_banner_code $��• 550

SMTP �Ä�°�Â�¼�î  �¸�Ÿ�«
�º>&*>'

smtp_banner_text �e�Ð�4 Rejected

SMTP �Â�¼�î�Í�«�º�¡�†
�V�i�A  

use_override_hostname on | off | 
default

default

override_hostname �e�Ð�4 newhostname

TLS �†�Q#Ý tls on | off | 
required

on

�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�b�Q#Ý spam_check on | off off

�˜�–�Ý�«  �«�Ÿ�Õ�å�b�Q#Ý virus_check on | off off

1 �ì6ë�6�S�~�b�q�±�w�™*…
�X 

max_rcpts_per_hour $��• 5k

�ì6ë�š�Û�î  �¥�î�»�6�S�~
�b�q�±�w�™*…�X

max_rcpts_per_hour_code $��• 452

�ì6ë�¸�Ÿ�«�º�6�S�~�b�q�±
�w�™*…�X>&*>'

max_rcpts_per_hour_text �e�Ð�4 Too many
recipients

SenderBase �†�Q#Ý use_sb on | off on

SenderBase �Þ�Æ�×�¸�î
�©�Ù�å  �«�¥�”�b��*O

sbrs[ value1 : value2 ] -10.0 >|  10.0 sbrs[-10:-7.5]

�¹�•�Þ�¡�º�Ü"Ó�“�7�Á75
�š>81 �ì6ë�6�S�~�b!“� �^
�w�™*…�b�q�±�X

dhap_limit $��• 150
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  �š�å�±�î�É�Û�–�¬  �¤�î�º�˜�™�–�S�B
�š�å�±�î�É�Û�–�¬  �¤�î�º�˜�™�–�S�B
�G�b0¿���[�c�
�š�å�±�î�É�Û�–�¬  �¤�î�º�˜�™�–�b0¿���c�–�å�±�î�¿�µ�º�?�}�Ó�î�Ý�†�w�E�v�~�
�¢
�Ý�î�É�˜�™�”  �§�î�Â�
 POP/IMAP �§�î�Â�r�S�c�Ú�b  MTA �_7Á�Ê�Ó�î�Ý�†�Ü�Þ�î�K�r�M���š�å�±�î�É
�Û�–�¬  �¤�î�º�˜�™�–�c�
�Q�€�\� �ì�_�
�¢�Ý�î�É�˜�™�”  �§�î�Â�>�|�g�Q�b�Ú�b7Á�Ê�Ó�î�Ý  �§�î�Â�?�}
�b  SMTP �Ó�µ�­�î�ª�†�w�E�Ü�E�
�–�å�±�î�¿�µ�º�V�b�w�™*…�_�p)E�K�r�M��

�W 5-4 �š�å�±�î�É�Û�–�¬  �¤�î�º�˜�™�–�b�Ã�È�Ü�µ�¡  �Ü�«�¼�î�>�|�g�É�Û�–�Ë�î�º  �Ü�«�¼�î

�G�b0¿���[�c�
�a�^�C�\�v  2 �X�b�Ü�«�¼�î�@�²0[�[�M��

• �–�å�±�î�¿�µ�º �?�} �b�Ó�î�Ý�T�E�†�w�E
°�€�•�|�:�_0¿���I�€�S�Ü�«�¼�î  1 �X

• 
Æ4Š�¢�Ý�î�É�˜�™�”�>�|�g7Á�Ê�Ó�î�Ý  �§�î�Â>& POP/IMAP>' �?�} �b�Ó�î�Ý�T�E�†�w�E
°�€�•�|�:
�_0¿���I�€�S�Ü�«�¼�î  1 �X

$��^�•�Ã�È�Ü�µ�¡  �¿�µ�º�á�î�¡�\�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡#Ý�_�¶�9�b�Ã�È�Ü�µ�¡  �Ü�«�¼�î�\�É�Û�–
�Ë�î�º  �Ü�«�¼�î�†�8�B�M�•�G�\�[�
�­�Ÿ�×�Ü�¸�•�
�Ï�Ü�©�î�I�D�
�Þ�Ï�î�¸�•�å�¢�
'ö#.#Ý�_7Á�Ê
�Ó�î�Ý�†�
�9�[�A�r�M���S�\�<�d�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�[�w�™�K�S7Á�Ê�Ó�î�Ý�c�
0¿���I�€�S�”�å�³
�«�Ã�Ò  �š�å�ª�å�>�|�g�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�_�|�W�Z�¹�Ç�›�Ý�º�[�«�Ÿ�Õ�å�I�€�r�M�@�

�É�Û�–�Ë�î�º  �Ü�«�¼�î�[�w�™�I�€�•7Á�Ê�Ó�î�Ý�c�«�Ÿ�Õ�å�I�€�r�O�‡��

�W 5-4 �[�c�
�G�b�š�å�±�î�É�Û�–�¬  �¤�î�º�˜�™�–�S�B�b�”�É�Û�–�”�å�«�[0¿���I�€�S�Ã�È�Ü�µ�¡  �Ü�«
�¼�î>&A>' 1 �X�\�É�Û�–�Ë�î�º  �Ü�«�¼�î>& B>' 1 �X�†&g�K�r�M��

Cisco IronPort

�–�å�±�î�¿�µ�º

�±�û��  �`�û��  ISP

SMTP

SMTP

�Ç�“�–�”�˜�›�î�Ý

�¢�Ý�î�É�˜�™�”  �§�î�Â

�¢�Ý�î�É�˜�™�”  �¡�Û�–�”�å�º

POP/IMAP �§�î�Â

POP/IMAP �¡�Û�–�”�å�º

A
B

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
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C H A P T E R 6

�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢  

• ���Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�b�+0[�� >&P.6-1>'

• �� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�� >&P.6-1>'

• ���Ü�«�¼�î�b�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢  �«�¥�”�b�K�A�8�Í�b)…7Ÿ�� >&P.6-5>' 

• ���Ó�µ�­�î�ª�b�ó�¡�l�b�*�8  SBRS �«�¥�”�b
°�Š�� >&P.6-7>'

�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�b�+0[
�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�c�«�Ã�Ò�–1¤�b�q�6�b�Þ�–�Ö�[�
 Cisco SenderBase™ �Þ�Æ�×�¸�î
�©�Ù�å  �§�î�Å�«�_�|�~�ô���I�€�•3æ�™*…�b�™8—�ö�_�ö�Y�8�Z�
7Á�Ê�Ó�î�Ý  �¤�î�º�˜�™�–�?�}�x�W�Z�C
�•�Ó�µ�­�î�ª�†�D�š�[�A�r�M��

Cisco �”�É�Û�–�”�å�«�c�
�¤%±�r�S�c�™8—�ö�b9×�83æ�™*…�
�X�r�~�>���]�x�Ã�î�º�¼�î�^�]�?�}�b�Ó�µ
�­�î�ª�†�w�E�v�~�
�¥�å�¸�å�¶  �«�Ÿ�Õ�å�†�M�)���‹�K�^�8�[�š�å�»�Ø�î�¨�_%$�K4Ä�™�[�A�r�M���•%±
�r�S�c�™8—�ö�b�*�83æ�™*…�?�}�b�Ó�µ�­�î�ª�c�
�”�å�³�«�Ã�Ò�>�|�g�”�å�³�˜�–�Ý�«�«�Ÿ�Õ�å�^�]�b�¥
�å�¸�å�¶  �«�Ÿ�Õ�å�b�P1ß�_�[�A�r�M���r�S�
�›3æ�™*…�?�}�w�E
°�€�•�Ó�µ�­�î�ª�b�X�†�«�ß�µ�º�Ü�å
�¢�M�•�G�\�v�[�A�r�M���™8—�ö�b�q�v�*�87Á�Ê�Ó�î�Ý3æ�™*…�_�P�K�Z�c�
0¿���_�ö�Y�8�Z�K)F�†�Ä�°�K
�S�~�
�Q�b3æ�™*…�?�}�b�Ó�µ�­�î�ª�†3æ�~3É�K�S�~�[�A�r�M��

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«
SenderBase Affiliate �¿�µ�º�á�î�¡�?�}�¹�î�±�†�Q#Ý�M�•  Cisco SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«
�c�
�¡�Þ�î�Ò"á�>�|�g�Ó�µ�­�î�ª5��b)+0£�_���>�|�g
¶6ä�È�Û�µ�¡�Ü�«�º�x�
�œ�î�É�å  �É�ß�Ÿ�©  �Ü�«
�º�?�}�b�¹�î�±�_�ö�Y�8�Z�
7Á�Ê�Ó�î�Ý3æ�™*…�_  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�†�m�~�\�Z�r
�M�� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”  �§�î�Å�«�c�
�G�\�^3æ�™*…�\�«�Ã�Ò$Î�™
–�†�
�9�M�•7•�_�z
'g�U�r�M���Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�b�*�83æ�™*…�?�}�b�Ó�µ�­�î�ª�†�È�ß�µ�¡�M�•�K�A�8�Í�†�æ���M
�•�G�\�v�•+��[�M��

Cisco IronPort SenderBase Security Network Web �§�–�º>& www.senderbase.org >'�[�c�
�q�‚�b7Á�Ê
�Ó�î�Ý�>�|�g  Web �Ë�î�«�b+#�>�b�¢�ß�î�Â�Ý�^�+0[�†�f�j�K�Z�
�\�9�b7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡5��†
/²&g�K�
 IP �”�»�Þ�«�
 URI �r�S�c�»�Ó�–�å�_�ö�Y�8�S�Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�†�è(ô�[�A�r�M��

>&�@>' SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�c�
#'�~�b  Anti-Spam �Û�–�­�å�«  �Ÿ�î�_7H�~�Q#Ý�•+��[�M��

6õ4�8o% 

• ���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�� >&P.14-1>'
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• '¨ 26 'v��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2��

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”>& SBRS>' 
SenderBase Reputation Score>&SBRS; SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”>'�c�
 SenderBase �Þ�Æ�×
�¸�î�©�Ù�å  �§�î�Å�«�?�}�b�_���_�ö�Y�8�Z�
 IP �”�»�Þ�«�_�m�~�\�Z�}�€�•�X�Í�[�M�� SenderBase �Þ
�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�c�
 25 �¶�†2x�<�•
¶6ä�È�Û�µ�¡�Ü�«�º�>�|�g�œ�î�É�å  �É�ß�Ÿ�©  �Ü�«�º�b�¹�î
�±�†7Ÿ(Ù�K�
�I�}�_�G�b�¹�î�±�†  SenderBase �b�¢�ß�î�Â�Ý  �¹�î�±�\)��s�œ�ƒ�O�Z�
���b�|�:�_  -10.0 
>|  +10.0 �b�«�¥�”�†�m�~�\�Z�r�M��

�«�¥�”�@�*�8�o�]�
�Ó�µ�­�î�ª�@�«�Ã�Ò�[�6�•�•+��ö�c9×�C�^�~�r�M���«�¥�”�@  -10.0 �[�6�€�d�
�Q�b
�Ó�µ�­�î�ª�c�«�Ã�Ò�[�6�•�\���–0É���I�€�Z�8�•�G�\�†�–�á�K�
�«�¥�”�@  10.0 �[�6�€�d�
�Q�b�Ó�µ
�­�î�ª�c�G0d�[�6�•�\���–0É���I�€�Z�8�•�G�\�†�–�á�K�r�M��

SBRS �†�Q#Ý�K�Z�
�™8—�ö�_�ö�Y�8�Z�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†3æ�™*…�_4:#Ý�M�•�|�:�_  Cisco �”�É�Û
�–�”�å�«�†0¿���K�r�M  >&�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�8�B�K�Z  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�_���K
�A�8�Í���†�æ���K�
�©�«�¸�Ò�[��#.�I�€�•�Ó�µ�­�î�ª�_�I�}�_�”�¡�©�Ù�å�†��/œ�[�A�r�M��0ò(ý�_�X�8
�Z�c�
 �� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ý�î�Ý�� >&P.9-33>' �>�|�g ���”�å�³�«�Ã�Ò  �©�«�¸�Ò�b�Â�–�Ã�«  �”
�¡�©�Ù�å�� >&P.9-65>' �†�g!·�K�Z�C�T�I�8��

�«�¥�” �–�á

-10.0 �«�Ã�Ò�b3æ�™
–�[�6�•�•+��ö�@�q�v9×�8

0 �p6ë�?�
�r�S�c�N�á�†/œ�:�S�u�b���(�^�_���@�^�8

+10.0 �™8—�[�A�•3æ�™*…�[�6�•�•+��ö�@�q�v9×�8
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�W 6-1 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«

1. SenderBase Affiliate �?�}�
�Ü�”�Ý�±�–�Ò�b�¢�ß�î�Â�Ý  �¹�î�±�†3æ�™�K�r�M��

2. 3æ�™ MTA �_�|�~�
 Cisco �”�É�Û�–�”�å�«�\�b�K)F�@6ä���I�€�r�M��

3. Cisco �”�É�Û�–�”�å�«�_�|�~�
�K)F  IP �”�»�Þ�«�b�¢�ß�î�Â�Ý  �¹�î�±�@�³�™�µ�¡�I�€�r�M��

4. SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�_�|�~�
�G�b�Ó�µ�­�î�ª�@�«�Ã�Ò�[�6�•�•+��ö�@0£'ì�I
�€�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�@�m�~�\�Z�}�€�r�M��

5. Cisco �_�|�~�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�_�ö�Y�8�Z�Â'Å�@3É�I�€�r�M��

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�b�Ù)��s  
Cisco �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±  �¸�¡�À�ß�ª�î�c�
 Cisco �”�É�Û�–�”�å�«�[�Q#Ý�•+��^�Q�b�Ú�b�­�Ÿ�×
�Ü�¸�•  �§�î�Å�«�b��#.�?�}�
�[�A�•7H�~�¨�C�b�Ó�î�Ý�†�)�~7³�M�G�\�†% $×�\�K�Z�8�r�M  >&��7Á�Ê�Ó�î
�Ý �Ã�–�É�Û�–�å�b#.0Ž�� >&P.4-1>' �†�g!·>' ��

3æ�™ MTA

SBRS �«�¥�”�Ü�å�¢  �š�å�ª�å

• �¢�ß�î�Â�Ý�^�¡�Þ�î�Ò  �¹�î�±

• �¢�ß�î�Â�Ý�^��5��¹�î�±

• �È�Û�µ�¡�Ü�«�º

• �œ�î�É�å  �É�ß�Ÿ�©  �Ü�«�º

• �Q�b�Ú�b  SenderBase �¹�î�±  �§�î�Å�«

SenderBase Affiliate �¿�µ�º�á�î�¡

1

5

3 4
2

1.2.3.4

HELO

1.2.3.4

SBRS = x.x

250-Recipient Accepted
or 452-Too many recipients this hour
or 554-Access Denied

1.2.3.4 �_

IronPort �”�É�Û�–�”�å�«

�Ä�µ�º�M�•�Ý�î�Ý
6-3
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  6 'v       �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢
  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«
�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�†�–�¿�î�È�Ý�_�M�•�\�
�¤%±�b�O2A�^3æ�™*…�c�
�"(ç�_�Ä�°�I�€�r
�M���a#ú�[  2000 &k�?�}3æ�™�I�€�S�¤%±�b,��ò�^�Ó�î�Ý�c�
 false positive �b�•+��ö�†�*�ö�M�•�S�u�_�

+¬�·$×�_�Ç�•�Ý�±�†4J�E�Z�Ý�î�¸�•�å�¢�I�€�r�M���•%±�
�r�S�c��!J,
���b7Á�Ê�Ó�î�Ý�c�
�”�å�³�«�Ã
�Ò �«�Ÿ�Õ�å  �š�å�ª�å�_�Ý�î�¸�•�å�¢�I�€�r�M���Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�c�
�G�b�‰�2�†�Q#Ý�K�Z�

�¥�å�¸�å�¶  �Ç�•�Ý�±�_�?�?�•2�,´�†�q�±  50 % �*�ö�[�A�r�M��

�W 6-2 �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�b�[

�I�r�J�r�^�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�m�2�b�N�á0¿��  
�û���b% $×�_�Â�L�Z�
 Conservative�
 Moderate�
 Aggressive �b�8�N�€�?�b�‰�2�†4E�¥�[�A�r�M��

 

��#'�‰�2  "I�ö WHITELIST BLACKLIST SUSPECTLIST UNKNOWNLIST 

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”(
�V  

Conservative false positive �c�o
�p  0��,��ò�^�Ã
�Ç�›�î�Ð�å�«��

7 >|  10 -10 >|  -4 -4 >|  -2 -2 >|  7

Moderate 

>&�–�å�«�º�î�Ý�ì�b
�¹�Ç�›�Ý�º>'  

false positive �c8�
�–�_�a�^�8��9×�Ã
�Ç�›�î�Ð�å�«��

SenderBase �Þ
�Æ�×�¸�î�©�Ù�å  
�«�¥�”�c�Q#Ý�I�€
�r�O�‡��

-10 >|  -3 -3 >|  -1 -1 >|  +10

Aggressive false positive �c�8
�C�}�?$Î#Õ���Ã
�Ç�›�î�Ð�å�«�c�q
�±��

�G�b�œ�É�©�Ù�å
�c�
�o�\�‡�]�b
�Ó�î�Ý�†�”�å�³�«
�Ã�Ò��#.�?�}�)�~
7³�K�r�M��

4 >|  10 -10 >|  -2 -2 >|  -1 -1 >|  4

�M�m�Z�b�‰�'

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î

�™8—�[�A�• �È�ß�µ�¡ �«�ß�µ�º�Ý �Ž1�
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'¨  6 'v       �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢
  �Ü�«�¼�î�b�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢  �«�¥�”�b�K�A�8�Í�b)…7Ÿ
�Ü�«�¼�î�b�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢  �«�¥�”�b�K�A
�8�Í�b)…7Ÿ  

�¹�Ç�›�Ý�º�b  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«>& SBRS>'�«�¥�”�b�K�A�8�Í�†�š�f�r�S�c�Þ�Æ�×
�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�_3æ�™*…�¢�Ý�î�É�†3ã�•�M�•���œ�c�
�G�b�m8p�†�Q#Ý�K�r�M��

>&�@>' SBRS �«�¥�”�b�K�A�8�Í�_6õ4��M�•�Q�b�Ú�b0¿���>�|�g�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î0¿���_�X�8�Z�c�
 '¨ 7 
'v���Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O��  �_0°3U�I�€�Z�8�r�M��

�c�L�u�•�S�_

• Cisco �”�É�Û�–�”�å�«�@�
�ß�î�•�Ý  MX/MTA �?�}7Á�Ê�Ó�î�Ý�†�w�™�M�•�|�:�_0¿���I�€�Z�8�•��
�œ�c�
3æ�™*…�b IP �”�»�Þ�«�†�Ð�«�¡�M�•�•+��ö�b�6�•�”�µ�É�«�º�Ü�î�Ò  �Í�«�º�†1‘�9�K�r�M��0ò
(ý�_�X�8�Z�c�
 ��%T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b  IP �”�»�Þ�«�b�ô���� >&P.13-14>' �†�g!·�K�Z�C�T
�I�8��

• SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”(
�V�_�X�8�Z#.0Ž�K�r�M��  �� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«
�¥�”�†�Q#Ý�K�S3æ�™*…�¢�Ý�î�É�b��*O�� >&P.7-6>' �†�g!·�K�Z�C�T�I�8��

• )�)Ê�b�Ç�•�Ý�±�Ü�å�¢�‰�2�†4E�¥�K�
�G�b�”�É�ß�î�³�b�N�á0¿���†&�1��K�r�M��  ���I�r�J�r�^�Þ
�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�m�2�b�N�á0¿���� >&P.6-4>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [HAT �+0[>&HAT Overview>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ 3æ�™*…�¢�Ý�î�É>&�Ü�«�¼�î>'>&Sender Groups (Listener)>' ] �Ó�½�×�î�?�}�Ã�È�Ü�µ�¡  �Ü�«�¼�î�†4E�¥�K
�r�M��

�«�¸�µ�É 3 3æ�™*…�¢�Ý�î�É�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�S�\�<�d�
 �� SUSPECTLIST���b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 3æ�™*…�¢�Ý�î�É�b SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�b(
�V�†
°�Š�K�r�M��

�S�\�<�d�
 �� WHITELIST���_  7.0 >|  10 �b(
�V�†
°�Š�K�r�M��

�«�¸�µ�É 6 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 7 �²0[�_�Â�L�Z�G�b�Ü�«�¼�î�b�›3æ�™*…�¢�Ý�î�É�_�P�K�
)Þ�~3É�K��/œ�K�r�M��

�«�¸�µ�É 8 �š�f�†&����K�r�M��

6õ4�8o% 

• '¨ 7 'v���Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O��  

• ���Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”�å�«�b0¿���‰�2�� >&P.13-2>' 
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'¨  6 'v       �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢
  �Ü�«�¼�î�b�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢  �«�¥�”�b�K�A�8�Í�b)…7Ÿ
SBRS �†�Q#Ý�K�S�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�b�¸�«�º

�–�ì�±5��b�«�Ã�Ò�†�w�™�K�Z�8�•�?�
�r�S�c)�)Ê�_�P�M�•�«�Ã�Ò�†�w�™�M�•�S�u�_���²�Ñ�î���b�”�•�˜
�å�º�†"I�_0¿���K�Z�8�^�87H�~�
��/æ�K�S  SBRS �Ï�Ü�©�î�†�S�T�U�_�¸�«�º�M�•�G�\�c�T7´�[�M���S
�T�K�
 /² 6-1 �_&g�M�|�:�_�
�Ü�«�¼�î�b  HAT �_  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�_�|�•�Þ�Æ�×
�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�b�š�å�º�Ü�†3ã�•�K�S���œ�c�
�–�å�Â�˜�å�»  �Ó�î�Ý�b�:�U���•�(8®���_�^
�•�Ã�î�­�å�¸�î�ª�@�*�C�^�~�r�M��

�Ï�Ü�©�î�c�
�õ�–�b  SBRS �[  trace  �¥�Ð�å�»�†�Q#Ý�K�Z�¸�«�º�K�r�M��  ���¸�«�º  �Ó�µ�­�î�ª�†�Q#Ý�K
�S�Ó�î�Ý  �Ç�ß�î�b�¹�Â�µ�¢>8�º�Þ�î�«�� >&P.36-1>' �†�g!·�K�Z�C�T�I�8�� trace  �¥�Ð�å�»�c�
 GUI �T�E
�[�^�C  CLI �[�v�Q#Ý�[�A�r�M��

/² 6-1 SBRS ��/æ�b�N�á�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î

�Ï�Ü�©�î�¡

�z0[�^�·�8  
>&�”�¡�­�«  
�Ý�î�Ý>'  �Ã�Û�Ó�î�± �Í

$BLOCKED REJECT None

$THROTTLED ACCEPT Maximum messages / session:

Maximum recipients / message:

Maximum message size:

Maximum concurrent connections:

Use Spam Detection:

Use TLS:

Maximum recipients / hour:

Use SenderBase:

10

20

1 MB

10

ON

OFF

20>&�N�á>'

ON

$ACCEPTED

>&�Ã�È�Ü�µ�¡  �Ü
�«�¼�î>'

ACCEPT Maximum messages / session:

Maximum recipients / message:

Maximum message size:

Maximum concurrent connections:

Use Spam Detection:

Use TLS:

Use SenderBase:

1,000

1,000

100 MB

1,000

ON

OFF

ON

$TRUSTED ACCEPT Maximum messages / session:

Maximum recipients / message:

Maximum message size:

Maximum concurrent connections:

Use Spam Detection:

Use TLS:

Maximum recipients / hour:

Use SenderBase:

1,000

1,000

100 MB

1,000

OFF

OFF

-1 >&�¹�•�­�î�È�Ý>'  

OFF
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'¨  6 'v       �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢
  �Ó�µ�­�î�ª�b�ó�¡�l�b�*�8  SBRS �«�¥�”�b
°�Š
>&�@>' $THROTTLED �Ï�Ü�©�î�[�c�
�Ü�Ô�î�º  �Í�«�º�?�}�w�™�M�•  1 �ì6ë�6�S�~�b�q�±�w�™*…�X�c�
�¹�Ç�›
�Ý�º�[  1 �ì6ë�6�S�~  20 �Ç�_0¿���I�€�Z�8�r�M���G�b0¿���_�|�~�
�Q#Ý�•+��^�q�±�«�ß�µ�º�Ü�å�¢�@�D
�š�I�€�•�G�\�_�@�–�K�Z�C�T�I�8���G�b�Ã�Û�Ó�î�±�@�]�K�M�B�•���œ�c�
�ì6ë�6�S�~�b�w�™*…�X�†�Q�x
�M�G�\�@�[�A�r�M���¹�Ç�›�Ý�º�b�Í�«�º  �”�¡�­�«  �Ï�Ü�©�î�b0ò(ý�_�X�8�Z�c�
 ����*O�í�s�b3æ�™*…�¢
�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b#.0Ž�� >&P.7-11>' �†�g!·�K�Z�C�T�I�8��

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�b�«�¸�î�±�«�b�Ô�½�±�Ü�å�¢

[ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] �Ó�½�×�î�b  [SenderBase] �Ì�î�ª�_�c�
 Cisco �”�É�Û�–
�”�å�«�?�}  SenderBase Network Status Server �>�|�g  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”  �§�î�Å�«�_
�P�K�Z�q�‹�_��/œ�K�S�¡�š�Ü�î�b�K)F�«�¸�î�±�«�>�|�g�±�–�Ò�«�±�å�É�@/²&g�I�€�r�M�� SenderBase 
�Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”  �§�î�Å�«�c�
�”�É�Û�–�”�å�«�_  SRBS �«�¥�”�†3æ�™�K�r�M�� SenderBase 
Network Server �c�
�”�É�Û�–�”�å�«�_�Ó�î�Ý3æ�™
–�b  IP �”�»�Þ�«�
�»�Ó�–�å�
�>�|�g)�)Ê�_�X�8�Z�b
�_���†3æ�™�K�r�M�� AsyncOS �c�
�G�b�¹�î�±�†�Þ�Ï�î�º�8�B�>�|�g7Á�Ê�Ó�î�Ý  �Ô�½�±�Ü�å�¢�µ+��_�Q
#Ý�K�r�M��

�W 6-3 [SenderBase] �Ì�î�ª�b  [SenderBase �¿�µ�º�á�î�¡�b�«�¸�î�±�«>& SenderBase Network 
Status >' ]

CLI �b  sbstatus  �¥�Ð�å�»�[�v�
� �L�_���†/²&g�[�A�r�M��

�Ó�µ�­�î�ª�b�ó�¡�l�b�*�8  SBRS �«�¥�”�b
°�Š  
�«�ß�µ�º�Ü�å�¢�†�N�á�K�r�M�@�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�†�Q#Ý�M�•�9�‰�2�[�c�
�«�Ã
�Ò�b$2�8�b�6�•�Ó�µ�­�î�ª�b�ó�¡/œ�†�š�f�K�r�M���G�b�|�:�_�M�•�_�c�
 /² 6-2 �_&g�M�Ó�µ�­�î�ª  
�Ç�•�Ý�±�†�Q#Ý�K�r�M���G�b�Ç�•�Ý�±�c�
 reputation  �Ç�•�Ý�±  �Ý�î�Ý�>�|�g  strip-header  �>�|�g  
insert-header  �Ç�•�Ý�±  �”�¡�©�Ù�å�†�Q#Ý�K�Z�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�@  -2.0 �• 6�b
�Ó�µ�­�î�ª�b�ó�¡/œ�†�
  {Spam SBRS}  �b�|�:�_/²#'�I�€�•��7•�b  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”
�†�µ�t�ó�¡/œ�_*(�A�n�<�r�M���G�b�[�b  listener_name �†�
�H�Q#Ý�b�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b�¡�S�_*(�A
�n�<�r�M  >&�G�b�¸�Ÿ�«�º�†�)�~�v�W�Z  filters  �¥�Ð�å�»�b�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�_%$�K2�
�~�Ü�E�[�A�•�|�:�_�
�G�b/œ+¬�/�_�Æ�Ü�œ�»�@�µ�r�€�Z�8�r�M>' ��
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'¨  6 'v       �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢
  �Ó�µ�­�î�ª�b�ó�¡�l�b�*�8  SBRS �«�¥�”�b
°�Š
/² 6-2 �ó�¡�Ê�µ�²�î�†  SBRS �_�š�f�M�•�Ó�µ�­�î�ª  �Ç�•�Ý�±>8�[  1

6õ4�8o%  
• '¨ 9 'v���Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý�� .

sbrs_filter: 

if ((recv-inj == " listener_name " AND subject != "\\{Spam -?[0-9.]+\\}")) 

{

       insert-header("X-SBRS", "$REPUTATION");

       if (reputation <= -2.0) 

{

       strip-header("Subject");

       insert-header("Subject", "$Subject \\{Spam $REPUTATION\\}");

      }

 }

.
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C H A P T E R 7

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S
�K)F�†0Á�•�M�•�Í�«�º�b��*O

• ���K)F�†0Á�•�M�•�Í�«�º�b��*O�b�+0[�� >&P.7-1>'

• ��3æ�™*…�¢�Ý�î�É�l�b�Ü�Ô�î�º  �Í�«�º�b��*O�� >&P.7-3>'

• ���Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý3æ�™*…�b�”�¡�­�«  �Ý�î�Ý�b��*O�� >&P.7-8>'

• ����*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b#.0Ž�� >&P.7-11>' 

• ��3æ�™*…�¢�Ý�î�É�?�}�b�Ó�µ�­�î�ª�b� �]�b��#.�� >&P.7-13>'

• ���Í�«�º  �”�¡�­�«  �¸�î�È�Ý�b0¿���b�Q#Ý�� >&P.7-21>'

• ��%T�™�K)F�Ý�î�Ý�l�b3æ�™*…�”�»�Þ�«  �Ü�«�º�b�Q#Ý�� >&P.7-22>'

• �� SenderBase 0¿���\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�� >&P.7-23>'

• ��3æ�™*…�b�è0É��>&P.7-28>'

�K)F�†0Á�•�M�•�Í�«�º�b��*O�b�+0[
0¿���I�€�Z�8�•�M�m�Z�b�Ü�«�¼�î�_�P�K�Z�
�Ü�Ô�î�º  �Í�«�º�?�}�b%T�™�K)F�†�D�š�M�•�M4��b0d�N�†
��*O�K�r�M���S�\�<�d�
�Ü�Ô�î�º  �Í�«�º�†��*O�K�
�Ü�«�¼�î�_�K)F�[�A�•�?�]�:�?��*O�[�A�r�M��
AsyncOS �[�c�
�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�Z�Ü�«�¼�î�l�b�K)F�@0Á�•�I�€�•�Í�«�º�†
��*O�[�A�r�M��

HAT �c�
�Ü�Ô�î�º  �Í�«�º�?�}�b%T�™�K)F�†�D�š�M�•�Ü�«�¼�î#Ý�b�Ý�î�Ý  �­�µ�º�†�–�â�K�Z�8�r�M��0¿
���I�€�S�]�b�Ü�«�¼�î�_�v"‚+¬�b  HAT �@�6�~�r�M���Ã�È�Ü�µ�¡  �Ü�«�¼�î�>�|�g�É�Û�–�Ë�î�º  �Ü�«�¼�î
�b�g�‰�_  HAT �†0¿���K�r�M��

�Ü�Ô�î�º  �Í�«�º�?�}�b%T�™�K)F�†�D�š�M�•�_�c�
���b�_���†��*O�K�r�M��

• �Ü�Ô�î�º  �Í�«�º  �Ü�Ô�î�º  �Í�«�º�@�Ü�«�¼�î�_�K)F�†0è�s�•�‰�2�†��*O�K�r�M���Ü�Ô�î�º  �Í�«�º��
*O�†3æ�™*…�¢�Ý�î�É�_�¢�Ý�î�É�ì�K�r�M���S�\�<�d�
 IP �”�»�Þ�«�\�Í�«�º�¡�b�M4Š�†�Q#Ý�K�Z�

3æ�™*…�¢�Ý�î�É�b0
�X�b�Ü�Ô�î�º  �Í�«�º�†��*O�[�A�r�M�� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�_
�|�W�Z�Ü�Ô�î�º  �Í�«�º�†��*O�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�¢�Ý�î�É�l�b�Ü�Ô�î�º  �Í�«�º�b
��*O�� >&P.7-3>' �†�g!·�K�Z�C�T�I�8��

• �”�¡�­�Ý  �Ý�î�Ý  3æ�™*…�¢�Ý�î�É�_��*O�I�€�S�Ü�Ô�î�º  �Í�«�º�@�Ü�«�¼�î�_�K)F�M�•�b�†0Á�•�M�•
�b�?�
�r�S�]�b�|�:�^�²�ó�W�^�b�?�†��*O�[�A�r�M���”�¡�­�«  �Ý�î�Ý�c�
 �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
�†�Q�W�Z��*O�K�r�M���S�\�<�d�
"I���b3æ�™*…�¢�Ý�î�É�b�Ü�«�¼�î�l�b�K)F�†0Á�•�M�•�|�:��*O�[
�A�r�M�@�
�K)F�H�\�_�q�±�Ó�µ�­�î�ª�X�T�E�†0Á�•�K�r�M��0ò(ý�_�X�8�Z�c�
 ���Ó�î�Ý  �Ç�ß�î  �Ï�Ü
�©�î�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý3æ�™*…�b�”�¡�­�«  �Ý�î�Ý�b��*O�� >&P.7-8>' �†�g!·�K�Z�C�T�I�8��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  �K)F�†0Á�•�M�•�Í�«�º�b��*O�b�+0[
[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [HAT �+0[>&HAT Overview>' ] �Ì�î�ª�[�
�Ü�«�¼�î�l�b�K)F�@0Á
�•�I�€�•�Í�«�º�†��*O�K�r�M�� �W 7-1 �_�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b�¹�Ç�›�Ý�º�[��*O�I�€�S3æ�™*…�¢
�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b  [HAT �+0[>&HAT Overview>' ] �@/²&g�I�€�r�M��

�W 7-1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies >' ] > [HAT �+0[>&HAT Overview >' ] �Ì�î�ª  - �Ã�È�Ü�µ�¡  �Ü�«
�¼�î

�Ü�«�¼�î�@  TCP �K)F�†�w�™�M�•�\�
0¿���I�€�S3æ�™*…�¢�Ý�î�É�_�P�K�Z3æ�™
–  IP �”�»�Þ�«�†�š3Q�K�r
�M���r�S�
 [HAT �+0[>&HAT Overview>' ] �Ì�î�ª�_�Ü�«�º�I�€�Z�8�•8p�Î�[3æ�™*…�¢�Ý�î�É�†0Û�o�K�r
�M���M+´�@0b�X�?�•�\�
0¿���í�s�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�K)F�_4:#Ý�K�r�M��

�Ü�«�¼�î�†�8�B�M�•�\�
 AsyncOS �c�
�Ü�«�¼�î�_��*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
�†�8�B�K�r�M����*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†)…7Ÿ�K�Z�‚�K�83æ�™*…�¢�Ý�î�É
�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�8�B�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ����*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î�b#.0Ž�� >&P.7-11>' �†�g!·�K�Z�C�T�I�8��

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�_�A(á�I�€�Z�8�•�M�m�Z�b�_���†�Ç�“�–�Ý�_�š�¡�«�Ï�î�º�K�
�Ç�“�–�Ý�_�A
(á�I�€�Z�8�•�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�_���†�Ü�«�¼�î#Ý�b�”�É�Û�–�”�å�«�_�–�å�Ï�î�º�[�A�r�M���G
�b�\�A�
0¿���I�€�Z�8�•�M�m�Z�b�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�_���c�V�i�A�I�€�r�M��0ò(ý�_�X�8�Z�c�


���Í�«�º  �”�¡�­�«  �¸�î�È�Ý�b0¿���b�Q#Ý�� >&P.7-21>' �†�g!·�K�Z�C�T�I�8��

�¹�Ç�›�Ý�º  HAT �š�å�º�Ü

HAT �c�
�¹�Ç�›�Ý�º�[�c�
�Ü�«�¼�î�b�±�–�É�_�|�W�Z$��^�•�”�¡�©�Ù�å�†��/œ�M�•�|�:�_��*O�I�€�Z
�8�r�M��

• �Ã�È�Ü�µ�¡  �Ü�«�¼�î�� HAT �c�
�M�m�Z�b �Í�«�º�?�} �b7Á�Ê�Ó�î�Ý�† �w�E
°�€�• �|�:�_0¿���I�€�r
�M��

• �É�Û�–�Ë�î�º  �Ü�«�¼�î�� HAT �c�
�æ���K�S�Í�«�º�?�}�b7Á�Ê�Ó�î�Ý�† �Ü�Þ�î �K�
�Ú�b�M�m�Z�b�Í
�«�º�†�Ä�°�M�•�|�:�_0¿���I�€�r�M��

[HAT �+0[>&HAT Overview>' ] �[�c�
�¹�Ç�›�Ý�º�b�š�å�º�Ü�_�� ALL ���\�8�:�¡�S�@�Ü�E�}�€�r�M�� [
�Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [HAT �+0[>&HAT Overview>' ] �Ì�î�ª�[�M�m�Z�b3æ�™*…�¢�Ý�î�É
�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�¡�Ü�µ�¡�K�Z�¹�Ç�›�Ý�º  �š�å�º�Ü�†)…7Ÿ�[�A�r�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�l�b�Ü�Ô�î�º  �Í�«�º�b��*O
>&�@>' �æ���K�S�Í�«�º�è�¥�b�M�m�Z�b�Í�«�º�†�Ä�°�M�•�G�\�[�
 listenerconfig  �¥�Ð�å�»�\  systemsetup  �¥
�Ð�å�»�[�c�
�–�W�O�N�©�«�¸�Ò�†���œ�î�É�å  �Ü�Þ�î���\�K�Z0¿���M�•�G�\�@75�F�I�€�r�M���œ�î�É�å  
�Ü�Þ�î>&���­�Ÿ�×�”�[�^�8�Ü�Þ�î���r�S�c���§�î�»  �Ã�î�¸�•���Ü�Þ�î�\�v�ç�g�r�M>'�c�
'¨�U*…�_�|�•
7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b�Ü�Þ�î�†0Á�M  SMTP 7Á�Ê�Ó�î�Ý  �§�î�Â�[�M���œ�î�É�å  �Ü�Þ�î�@�6�•�\�
�ß�î
�•�Ý  �Ø�î�¨�¥�E�[�v�ß�î�•�Ý  �Ø�î�¨�?�}�[�v�^�87Á�Ê�Ó�î�Ý�†��#.�M�•�G�\�_�|�~�
8�,��°$×�^3æ�™
*…�@�¤�î�º�˜�™�–�†3û�L�Z�±5��b�«�Ã�Ò�†3æ�™�M�•�G�\�@�•+��_�^�~�r�M��

3æ�™*…�¢�Ý�î�É�l�b�Ü�Ô�î�º  �Í�«�º�b��*O
�Ü�Ô�î�º  �Í�«�º�@�Ü�«�¼�î�_�K)F�K�|�:�\�M�•�‰�2�†��*O�[�A�r�M���Ü�Ô�î�º  �Í�«�º��*O�†3æ�™*…�¢
�Ý�î�É�_�¢�Ý�î�É�ì�K�r�M��3æ�™*…�¢�Ý�î�É�c�
�Q�€�}�b3æ�™*…�?�}�b7Á�Ê�Ó�î�Ý�†��#.�M�•�S�u�_��
*O�I�€�S�Ü�Ô�î�º  �Í�«�º�b�Ü�«�º�[�M��

3æ�™*…�¢�Ý�î�É�c�
���b�v�b�[1‘�9�I�€�•3æ�™*…�b�Ü�«�º�[�M��

• IP �”�»�Þ�«>& IPv4 �r�S�c  IPv6>'

• IP (
�V

• 
½�/$×�^�Í�«�º�¡�r�S�c�»�Ó�–�å�¡

• SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�b��)�)Ê���(8®

• SenderBase Reputation Score>&SBRS; SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”>'�b(
�V>&�r�S�c�«�¥
�”�b���ô>'

• DNS �Ü�«�º  �¡�š�Ü�î�Â'Å

3æ�™*…�¢�Ý�î�É�b�w�E
°�€�•+��^�”�»�Þ�«�b�Ü�«�º�b0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�¢�Ý�î�É�b�S�e��
>&P.7-4>' �†�g!·�K�Z�C�T�I�8��

SMTP �§�î�Â�@�”�É�Û�–�”�å�«�\�b  SMTP �K)F�†0è�s�•�\�
�Ü�«�¼�î�c�
3æ�™*…�¢�Ý�î�É�†8p$��_0Û
�o�K�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�
�»�Ó�–�å�
�r�S�c  IP �”�»�Þ�«�^�]�b3æ�™*…�¢�Ý�î�É�b
�õ�–�b �²�ó�_�M+´�M�•���œ�
3æ�™*…�¢�Ý�î�É�_�K)F�†�m�~�\�Z�r�M��

>&�@>' �§5�  DNS �Ý�µ�¡�”�µ�É�†��/œ�M�•�G�\�[�
�©�«�¸�Ò�c�Ü�Ô�î�º  �Í�«�º�b  IP �”�»�Þ�«�b�G�\�ö�†&��–
�>�|�g�è0É�K�r�M���G�€�c�
�K)F
–�Í�«�º�b  IP �”�»�Þ�«�_�P�M�•3ë�,�A  DNS>&PTR>'�Ý�µ�¡�”�µ�É
�\�
�Q�€�_)F�C  PTR �Ý�µ�¡�”�µ�É)��Ý�_�P�M�•�G�,�A  DNS>&A>'�Ý�µ�¡�”�µ�É�?�}�^�~�r�M���Q�b
�‹�
�©�«�¸�Ò�c  A �Ý�µ�¡�”�µ�É�b)��Ý�@  PTR �Ý�µ�¡�”�µ�É�b)��Ý�\�M+´�M�•�?�]�:�?�†�³�™�µ�¡�K�r
�M��)��Ý�@�M+´�K�^�8���œ�
�r�S�c  A �Þ�¥�î�»�@�Ñ�~�K�^�8���œ�c�
�©�«�¸�Ò�c  IP �”�»�Þ�«�b�s�†�Q
#Ý�K�Z HAT 
Æ�b�š�å�º�Ü�\!·�œ�K�r�M��

[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [HAT �+0[>&HAT Overview>' ] �Ì�î�ª�[3æ�™*…�¢�Ý�?�É�†��*O�K
�r�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�l�b�Ü�Ô�î�º  �Í�«�º�b��*O
3æ�™*…�¢�Ý�î�É�b�S�e
/² 7-1 HAT 
Æ�[�b�Ü�Ô�î�º  �Í�«�º�b��*O>83æ�™*…�¢�Ý�î�É�b�S�e

�S�e �–�á

n:n:n:n:n:n:n:n IPv6 �”�»�Þ�«��
›/œ�®�ß�†�µ�u�•�²0[�c�6�~�r�O�‡��

n:n:n:n:n:n:n:n-
n:n:n:n:n:n:n:n
n:n:n-n:n:n:n:n:n

IPv6 �”�»�Þ�«�b(
�V��
›/œ�®�ß�†�µ�u�•�²0[�c�6�~�r�O�‡��

n.n.n.n �Ç�Ý>&�ö
²�^>' IPv4 �”�»�Þ�«  
n.n.n.

n.n.n

n.n.

n.n

n.

n

4Š�($×�^  IPv4 �”�»�Þ�«

n.n.n.n-n

n.n.n-n.

n.n.n-n

n.n-n.

n.n-n

n-n.

n-n

IPv4 �”�»�Þ�«�b(
�V

yourhost.example.com �ö
²�Ÿ8í�»�Ó�–�å�¡

.partialhost 4Š�(�Í�«�º  �»�Ó�–�å
Æ�b�M�m�Z�b�v�b

n/c 

n.n/c 

n.n.n/c 

n.n.n.n/c

IPv4 CIDR �”�»�Þ�«  �È�ß�µ�¡

n: n: n: n: n: n: n: n/c IPv6 CIDR �”�»�Þ�«  �È�ß�µ�¡��
›/œ�®�ß�†�µ�u�•�²0[�c�6�~�r�O
�‡

SBRS[n:n]
SBRS[none]

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”��0ò(ý�_�X�8�Z�c�

�� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�†�Q#Ý�K�S3æ�™*…�¢�Ý�î�É
�b��*O�� >&P.7-6>' �†�g!·�K�Z�C�T�I�8��

SBO:n SenderBase �¿�µ�º�á�î�¡  �œ�î�¼�î1‘�9$��•��0ò(ý�_�X�8�Z�c�

�� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�†�Q#Ý�K�S3æ�™*…�¢�Ý�î�É
�b��*O�� >&P.7-6>' �†�g!·�K�Z�C�T�I�8��

dnslist[dnsserver.domain] DNS �Ü�«�º  �¡�š�Ü�î��0ò(ý�_�X�8�Z�c�
 �� DNS �Ü�«�º�_�¡�š�Ü�î
�†��/œ�M�•�G�\�[��*O�I�€�S3æ�™*…�¢�Ý�î�É�� >&P.7-7>' �†�g!·�K
�Z�C�T�I�8��

ALL �M�m�Z�b�”�»�Þ�«�_�M+´�M�•"I�f�^�Ÿ�î�á�î�»���G�€�c�
�M�m�Z
�b3æ�™*…�¢�Ý�î�É�b�s�_4:#Ý�I�€�
�–�_�µ�r�€�r�M>&�S�T�K�Ü�«
�º�I�€�r�O�‡>' ��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�l�b�Ü�Ô�î�º  �Í�«�º�b��*O
�¿�µ�º�á�î�¡  �œ�î�¼�î�
�»�Ó�–�å�
 IP �”�»�Þ�«�[��*O�I�€�•3æ�™*…�¢�Ý�î
�É

SMTP �É�ß�º�¥�Ý�_�c7Á�Ê�Ó�î�Ý�b3æ�™*…�†1�0É�M�•�S�u�b�‰�2�@)��s3¸�r�€�Z�8�^�8�S�u�
�±5��b
3Þ�h�Ó�î�Ý�b3æ�™*…�c�
�Q�b3�
–�†7ƒ�M�S�u�b�8�C�X�?�b�S$��†�G#Ý�M�•�G�\�_�B�Œ�K�Z�A�r�K�S���S
�\�<�d�
�Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É3æ�™*…�”�»�Þ�«�b�«�É�î�Ç�•�å�¢�

�4��K�S  HELO �”�»�Þ�«�b�Q
#Ý�
�"�^�•$��^�•�»�Ó�–�å�¡�b�ß�î�¸�î�©�Ù�å�^�]�@�6�~�r�M���G�€�_�|�~�
�¨�X�b�Ó�î�Ý'ö#.*…�c�


���G�b�±5��b7Á�Ê�Ó�î�Ý�c1!�@3æ�™�K�Z�8�•�b�?���\�8�:�ö�•$×�^2A�e�†+¬�e�M�•�G�\�_�^�~�r�M���G
�b2A�e�_'Å�<�•�S�u�_�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�c�
�K)F
–�Í�«�º�b  IP �”�»�Þ�«�_�ö
�Y�8�Z3�
–�Ë�î�«�b�_���†7Ÿ(Ù�M�•�S�u�b�[�w�b7u�™�†6ä$Î�K�Z�A�r�K�S�� IP �”�»�Þ�«�c�
�Ó�µ�­�î
�ª�p�[
�4��M�•�G�\�@�o�\�‡�]�Y�•+��^�_���b  1 �X�[�M��

IP Address �c�
3æ�™
–�Ó�î�Ý  �Í�«�º�b  IP �”�»�Þ�«�\�K�Z��*O�K�r�M��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�c�g�‰�b�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  4>&IPv4>'�>�|�g  IP �Â�î�ª�Ù�å  6>&IPv6>'
�”�»�Þ�«�†�§�Ï�î�º�K�r�M��

Domain �c�
�æ���K�S'¨  2 �Þ�Ë�Ý  �»�Ó�–�å�¡>&�S�\�<�d  yahoo.com>'�†�â�X�Í�«�º�¡�†�Q#Ý�M�•�š�å
�¸�•�¸�•�\�K�Z��*O�I�€�
 IP �”�»�Þ�«�_�P�M�•3ë�,�A>& PTR>'�Ý�µ�¡�”�µ�É�_�|�W�Z�ô���I�€�r�M��

Network Owner �c�
 IP �”�»�Þ�«�b�È�ß�µ�¡�†'ö#.�M�•�š�å�¸�•�¸�•>&3û�–�c�
&k>'�\�K�Z��*O�I�€�

American Registry for Internet Numbers>&ARIN>'�^�]�b�¢�ß�î�Â�Ý  �Þ�ª�«�º�Ü�x�Q�b�Ú�b�¯�î�«�?�}
�b  IP �”�»�Þ�«'56ë�b�m�~�\�Z�_�ö�Y�8�Z�ô���I�€�r�M��

Organization �c�
�¿�µ�º�á�î�¡  �œ�î�¼�î�b  IP �È�ß�µ�¡
Æ�b�Ó�î�Ý  �¤�î�º�˜�™�–�b"I���b�¢�Ý�î�É�†
�q�v0ò(ý�_'ö#.�M�•�š�å�¸�•�¸�•�\�K�Z��*O�I�€�
 SenderBase �_�|�W�Z�ô���I�€�r�M�� Organization 
�c  Network Owner�
 Network Owner 
Æ�b4Š6Û�
�Q�b Network Owner �b8³���b�8�N�€�?�_�^�~�r�M��

HAT �_�ö�Y�C�Ï�Ü�©�î�b0¿��

/² 7-2 �_�
�¿�µ�º�á�î�¡  �œ�î�¼�î�\)�)Ê�b�[�†�8�C�X�?&g�K�r�M��

�¿�µ�º�á�î�¡  �œ�î�¼�î�b0d�•�_�c�?�^�~�b�œ�@�6�•�S�u�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b�ö�_�M�•4:�)�^�š
�å�¸�•�¸�•�c)�)Ê�[�M�� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�c�
7Á�Ê�Ó�î�Ý�b3æ�™
–�_�X�8�Z)�)Ê
�Þ�Ë�Ý�r�["‚+¬�_#.0Ž�K�Z�>�~�
 Cisco �”�É�Û�–�”�å�«�c�Q�€�†�<#Ý�K�Z�
)�)Ê�_�ö�Y�8�Z�Ï�Ü�©�î�†
+¬�·$×�_4:#Ý�K�r�M���V�b�[�[�
�Ø�î�¨�@�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�[�� Level 3 
Communications���†3æ�™*…�¢�Ý�î�É�\�K�Z�æ���K�S���œ�
 SenderBase �c�Q�b�¿�µ�º�á�î�¡  �œ�î�¼�î
�_�|�W�Z'ö#.�I�€�•�¶�9�b)�)Ê�_�ö�Y�8�Z�Ï�Ü�©�î�†4:#Ý�K�r�M��

�S�\�<�d�
�V0°�b/²�[�
�Ø�î�¨�@  Level 3 �_�P�K�Z�ì6ë�6�S�~�b�w�™*…�X�b�D7H�†  10 �\
°�Š�K�S���œ�

Cisco �”�É�Û�–�”�å�«�c�
 Macromedia Inc.�
 Alloutdeals.com�
 �>�|�g  Greatoffers.com �_�P�K�Z�q�±  
10 �Ç�b�w�™*…�†0Á�•�K�r�M>&Level 3 �¿�µ�º�á�î�¡  �œ�î�¼�î�_�P�K�Z�c�ì6ë�6�S�~�œ0£  30 �Ç�b�w�™*…

/² 7-2 �¿�µ�º�á�î�¡  �œ�î�¼�î�\)�)Ê�b�[

�[�b'�8® �¿�µ�º�á�î�¡  �œ�î�¼�î )�)Ê

�¿�µ�º�á�î�¡  �§�î�Å�«  �É�ß�Â�–�²�î Level 3 Communications Macromedia Inc.

AllOutDeals.com

GreatOffers.com

7Á�Ê�Ó�î�Ý  �§�î�Å�«  �É�ß�Â�–�²�î GE GE Appliances

GE Capital 

GE Mortgage

�_#Ý3æ�™*… The Motley Fool The Motley Fool
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  3æ�™*…�¢�Ý�î�É�l�b�Ü�Ô�î�º  �Í�«�º�b��*O
�_�^�~�r�M>' ���G�b�”�É�ß�î�³�b�<!l�c�
�G�€�}�b)�)Ê�b�8�N�€�?�@�«�Ã�Ò�†3æ�™�K���u�Z�v�
 Level 3 
�_�|�W�Z'ö#.�I�€�Z�8�•�Q�b�Ú�b)�)Ê�_�c�s8j�@�^�8�G�\�[�M���G�€�†�
�¿�µ�º�á�î�¡  �œ�î�¼�î�� The 
Motley Fool���b�[�\�P�š�K�r�M���Ø�î�¨�@�Þ�î�º�D7H�†�ì6ë�6�S�~  10 �¶�b�w�™*…�_0¿���K�S���œ�

�¿�µ�º�á�î�¡  �œ�î�¼�î  Motley Fool �b�œ0£�b�D7H�c�
�ì6ë�6�S�~  10 �¶�b�w�™*…�_�^�~�r�M��

Cisco �Ó�î�Ý  �Ç�ß�î  �Ô�½�±�µ+��c�
3æ�™*…�†��*O�M�•�‰�2�b  1 �X�[�6�~�
3æ�™*…�_6õ�M�•�Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î�b�ô���†�8�B�M�•�S�u�b�Ô�½�±�Ü�å�¢  �¶�î�Ý�\�^�~�r�M��"I���b3æ�™*…�_6õ�M�•�Ó�î�Ý  
�Ç�ß�î  �Ï�Ü�©�î�b�ô���†�8�B�M�•�_�c�
���b�G�\�†2A�e�K�r�M��

• �G�b3æ�™*…�_�|�W�Z�
�]�b  IP �”�»�Þ�«�@�D�š�I�€�Z�8�•�?��
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�å  �§�î�Å�«�?�}�b�_���_�ö�Y�A�
 IP �”�»�Þ�«�
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�@�
 CONTINUE �[�^�8�‹)F�b�š�å�º�Ü�_�M+´�M�•���œ�
�æ�ƒ�~�_�Q�b�š�å�º�Ü�@�Q#Ý�I�€�r�M��
CONTINUE �Ý�î�Ý�c�
 GUI �[�b  HAT �b)…7Ÿ�†���Æ�_�M�•�S�u�_�Q#Ý�I�€�r�M��0ò(ý�_�X�8�Z�c�


���Ó�µ�­�î�ª��#.�b3æ�™*…�¢�Ý�î�É�b�8�B�� >&P.7-13>' �†�g!·�K�Z�C�T�I�8��

HAT �š�X�b�S�e

/² 7-5 �[�c�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_�P�K�Z��*O�I�€�•�•�«�±�Ò  SMTP �>�|�g�Þ�î�º�D7H�Â�¼�î�\)�
�s�œ�ƒ�O�•�G�\�[�v�Q#Ý�[�A�•�š�X�b�­�µ�º�†��*O�K�r�M���š�X�¡�b�±�e�Ð�\�`�e�Ð�c�
�9�I�€�r�O�‡  

>&�X�r�~�
 $group  �\  $Group  �c� �L�[�M>' ��

HAT �š�X�b�Q#Ý

>&�@>' �G�€�}�b�š�X�c�
 �� Cisco IronPort AsyncOS for Email Advanced Configuration Guide���b
�� Customizing Listeners���b'v�b/²  1-3 �_&g�I�€�Z�8�•9×�Ø�^  HAT �Ã�Û�Ó�î�±  smtp_banner_text  �>�|
�g  max_rcpts_per_hour_text �\�\�v�_�Q#Ý�[�A�r�M��

�G�€�}�b�š�X�†�Q#Ý�K�
 $TRUSTED �Ï�Ü�©�î
Æ�[0Á�•�I�€�S�K)F�b�•�«�±�Ò  SMTP �Â�¼�î�Â'Å�¸�Ÿ�«
�º�†  GUI �[)…7Ÿ�[�A�r�M��

/² 7-5 HAT �š�X�b�S�e

�š�X ��*O

$Group HAT 
Æ�b�M+´�K�S3æ�™*…�¢�Ý�î�É�b�¡�S�[*(�A�n�<�}�€�r�M��3æ�™*…�¢�Ý�î�É�_�¡
�S�@�^�8���œ�
 �� None���@/²&g�I�€�r�M��

$Hostname Cisco �”�É�Û�–�”�å�«�_�|�W�Z�è0É�I�€�S���œ�_�b�s�
�Ü�Ô�î�º  �Í�«�º�¡�[*(�A�n
�<�}�€�r�M�� IP �”�»�Þ�«�b3ë�,�A  DNS �Ý�µ�¡�”�µ�É�@�B�Œ�K�S�v�b�b�Í�«�º�¡�@3É
�I�€�^�8���œ�
 �� None���@/²&g�I�€�r�M��3ë�,�A  DNS �Ý�µ�¡�”�µ�É�@�»�K�K�S���œ

>&DNS �§�î�Â�_�?4)�[�A�^�8���œ�x�
 DNS �§�î�Â�@0¿���I�€�Z�8�^�8���œ>' �

�� Unknown���@/²&g�I�€�r�M��

$orgid SenderBase )�)Ê  ID>&�Z�X�Í>'�[*(�A�n�<�}�€�r�M��

Cisco �”�É�Û�–�”�å�«�@  SenderBase )�)Ê  ID �†�v�“�[�A�^�8�?�
 SenderBase �Þ�Æ�×
�¸�î�©�Ù�å  �§�î�Å�«�@�Í�†3É�I�^�?�W�S���œ�
 �� None���@/²&g�I�€�r�M��

$RemoteIP �Ü�Ô�î�º  �¡�Û�–�”�å�º�b  IP �”�»�Þ�«�[*(�A�n�<�}�€�r�M��

$HATEntry �Ü�Ô�î�º  �¡�Û�–�”�å�º�@�M+´�K�S  HAT �b�š�å�º�Ü�[*(�A�n�<�}�€�r�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý3æ�™*…�b�”�¡�­�«  �Ý�î�Ý�b��*O
�W 7-2 HAT �š�X�b�Q#Ý

�r�S�c�
 CLI �[���b�|�:�_
°�Š�K�r�M��

HAT �š�X�b�¸�«�º

�G�€�}�b�š�X�†�¸�«�º�M�•�_�c�
�¤%±�b�™8—�[�A�•�Ð�©�å�b  IP �”�»�Þ�«�†�
 Cisco �”�É�Û�–�”�å�«�V
�b�Ü�«�¼�î�b  $WHITELIST 3æ�™*…�¢�Ý�î�É�_3ã�•�K�r�M���Q�b�‹�
�Q�b�Ð�©�å�?�}  telnet �[�K)F�K�r
�M�� SMTP �Â'Å�p�[�š�X�b*(�A�n�<�†&�1��[�A�r�M�����_�[�†&g�K�r�M��

Would you like to specify a custom SMTP response?  [Y]> y

Enter the SMTP code to use in the response. 220 is the standard code.

[220]> 200

Enter your custom SMTP response.  Press Enter on a blank line to finish.

You've connected from the hostname: $Hostname, IP address of: $RemoteIP, matched the 
group: $Group, $HATEntry and the SenderBase Organization: $OrgID.

# telnet IP_address_of_IronPort_Appliance

220 hostname  ESMTP

200 You've connected from the hostname: hostname , IP address of: 
IP-address_of_connecting_machine , matched the group: WHITELIST, 10.1.1.1 the SenderBase 
Organization: OrgID .
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  ��*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b#.0Ž

Â

��*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b#.0Ž
/² 7-6 �[�c�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b�8�B�ì�_0¿���I�€�•��*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï
�Ü�©�î�†�Ü�«�º�K�r�M��

/² 7-6 �Ã�È�Ü�µ�¡  �Ü�«�¼�î#Ý�b��*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î

��*O�í�s�b3æ�™*…�¢�Ý�î
� É 1 ��

�¹�Ç�›�Ý�º�[0¿���I
�€�•�Ó�î�Ý  �Ç�ß�î  �Ï
�Ü�©�î

WHITELIST �™8—�M�•3æ�™*…�† WHITELIST �b3æ�™*…�¢�Ý�î
�É�_3ã�•�K�r�M���Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  
$TRUSTED �c�
�™8—�[�A�•3æ�™*…�?�}�b7Á�Ê
�Ó�î�Ý�b�Þ�î�º�D7H�†�–�¿�î�È�Ý�_�O�N�
�Q�€�}
�b3æ�™*…�?�}�b
Æ���†�”�å�³�«�Ã�Ò�r�S�c�”�å�³
�˜�–�Ý�«  �¯�Ç�º�˜�™�”�[�«�Ÿ�Õ�å�K�^�8���œ�_
0¿���K�r�M��

$TRUSTED

BLACKLIST BLACKLIST 3æ�™*…�¢�Ý�î�É
Æ�b3æ�™*…�c�Ä�°
�I�€�r�M>&�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  $BLOCKED 
�[0¿���I�€�S�Ã�Û�Ó�î�±�_�|�~>' ���G�b�¢�Ý�î�É
�_3æ�™*…�†3ã�•�M�•�\�
 SMTP HELO �¥�Ð�å�»
�[  5XX SMTP �Â'Å�@3É�I�€�
�Q�€�}�b�Í�«�º�?
�}�b�K)F�@�Ä�°�I�€�r�M��

$BLOCKED

SUSPECTLIST 3æ�™*…�¢�Ý�î�É SUSPECTLIST �_�c�
%T�™�Ó�î
�Ý�b3ÿ�Ø�†�«�ß�µ�º�Ü�å�¢�M�•>&�*�W�I�O�•>'
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�@�µ�r�€�Z�8�r�M��3æ�™
*…�@$2�ƒ�K�8���œ�
3æ�™*…�¢�Ý�î�É 
SUSPECTLIST �_3ã�•�M�•�G�\�[�
�Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î�_�|�~���b�G�\�@�æ&g�I�€�r�M��

• �Þ�î�º�D7H�_�|�~�
�­�µ�©�Ù�å�6�S�~�b�q�±
�Ó�µ�­�î�ª�X�
�Ó�µ�­�î�ª�6�S�~�b�q�±�w�™
*…�X�
�q�±�Ó�µ�­�î�ª  �§�–�¬�
�Ü�Ô�î�º  �Í
�«�º�?�}�w�E�Ü�E�•�q�±� �ì�K)F�X�@�D7H�I
�€�r�M��

• �Ü�Ô�î�º  �Í�«�º�?�}�b�ì6ë�6�S�~�b�q�±�w�™
*…�X�c 20 �_0¿���I�€�r�M���G�b0¿���c�
�Q
#Ý�•+��^�q�±�b�«�ß�µ�º�Ü�å�¢�[�6�•�G�\�_
�@�–�K�Z�C�T�I�8���G�b�Ã�Û�Ó�î�±�@�]�K�M
�B�•���œ�c�
�ì6ë�6�S�~�b�w�™*…�X�†�Q�x�M
�G�\�@�[�A�r�M��

• �Ó�µ�­�î�ª�b
Æ���c�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  
�š�å�ª�å�\�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª
�å�_�|�W�Z�«�Ÿ�Õ�å�I�€�r�M>&�G�€�}�b�µ+�
�@�©�«�¸�Ò�[�–�¿�î�È�Ý�_�^�W�Z�8�•���œ>' ��

• 3æ�™*…�_6õ�M�•0ò(ý�_���†�“�•�S�u�_�

Cisco SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å
�«�_�P�K�Z�¡�š�Ü�î�@��/œ�I�€�r�M��

$THROTTLED
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  ��*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b#.0Ž

Â

/² 7-7 �[�c�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�b�8�B�ì�_0¿���I�€�•��*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  
�Ï�Ü�©�î�†�Ü�«�º�K�r�M��

UNKNOWNLIST 3æ�™*…�¢�Ý�î�É UNKNOWNLIST �c�
"I���b3æ
�™*…�_�P�K�Z�Q#Ý�M�•�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�@
�ô�r�W�Z�8�^�8���œ�_�}�<�[�M���G�b�¢�Ý�î�É�b
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�c�
�G�b�¢�Ý�î�É�b3æ
�™*…�_�X�8�Z�Ó�î�Ý�@0Á�•�I�€�r�M�@�
 Cisco 
Anti-Spam �¯�Ç�º�˜�™�”>&�©�«�¸�Ò�[�–�¿�î�È�Ý
�_�^�W�Z�8�•���œ>' �
�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š
�å�ª�å�
�>�|�g  Cisco SenderBase �Þ�Æ�×�¸�î
�©�Ù�å  �§�î�Å�«�†�M�m�Z�Q#Ý�K�Z�
3æ�™*…�\
�Ó�µ�­�î�ª�b
Æ���_6õ�M�•0ò(ý�_���†�v�“�M�•�G
�\�@�æ&g�I�€�r�M���G�b�¢�Ý�î�É�_�“�M�•3æ�™*…
�_�P�M�•�Þ�î�º�D7H�v�¹�Ç�›�Ý�º�Í�†�Q#Ý�K�Z�–
�¿�î�È�Ý�_�^�~�r�M���˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª
�å�b0ò(ý�_�X�8�Z�c�
 ���”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å
�b�+0[�� >&P.12-1>' �†�g!·�K�Z�C�T�I�8��
SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�b0ò(ý�_
�X�8�Z�c�
 �� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å
�«�� >&P.6-1>' �†�g!·�K�Z�C�T�I�8��

$ACCEPTED

ALL �Q�b�Ú�M�m�Z�b3æ�™*…�_4:#Ý�I�€�•�¹�Ç�›�Ý�º�b
3æ�™*…�¢�Ý�î�É��0ò(ý�_�X�8�Z�c�
 ���¹�Ç�›�Ý�º  
HAT �š�å�º�Ü�� >&P.7-2>' �†�g!·�K�Z�C�T�I�8��

$ACCEPTED

/² 7-6 �Ã�È�Ü�µ�¡  �Ü�«�¼�î#Ý�b��*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  >&)F�A>'

��*O�í�s�b3æ�™*…�¢�Ý�î
� É 1 ��

�¹�Ç�›�Ý�º�[0¿���I
�€�•�Ó�î�Ý  �Ç�ß�î  �Ï
�Ü�©�î

/² 7-7 �É�Û�–�Ë�î�º  �Ü�«�¼�î#Ý�b��*O�í�s�b3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î

��*O�í�s�b3æ�™*…
�¢�Ý�î�É 1��Â

�¹�Ç�›�Ý�º�[0¿���I
�€�•�Ó�î�Ý  �Ç�ß�î  
�Ï�Ü�©�î

RELAYLIST �p)E�†0Á�•�M�•�²0[�@�6�•�G�\�@�ƒ�?�W�Z�8�•3æ�™*…�†  
RELAYLIST 3æ�™*…�¢�Ý�î�É�_3ã�•�K�r�M���Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î  $RELAYED �c�
�p)E�†0Á�•�M�•3æ�™*…�?
�}�b7Á�Ê�Ó�î�Ý�b�Þ�î�º�D7H�†/œ�ƒ�N�
�Q�€�}�b3æ�™*…�?
�}�b
Æ���†�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  �š�å�ª�å�r�S�c�”�å�³
�˜�–�Ý�«  �¯�Ç�º�˜�™�”�[�«�Ÿ�Õ�å�K�^�8���œ�_0¿���K�r
�M�� 

>&�@>' RELAYLIST 3æ�™*…�¢�Ý�î�É�_�c�©�«�¸�Ò0¿��
�˜�•�¨�î�»�†��/œ�K�S�\�A�_7Á�Ê�Ó�î�Ý�b�Ü�Þ�î
�@0Á�•�I�€�•�©�«�¸�Ò�@�µ�r�€�r�M��

$RELAYED

ALL �Q�b�Ú�M�m�Z�b3æ�™*…�_4:#Ý�I�€�•�¹�Ç�›�Ý�º�b3æ�™*…�¢
�Ý�î�É��0ò(ý�_�X�8�Z�c�
 ���¹�Ç�›�Ý�º  HAT �š�å�º�Ü��

>&P.7-2>' �†�g!·�K�Z�C�T�I�8��

$BLOCKED
7-12
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�?�}�b�Ó�µ�­�î�ª�b� �]�b��#.
>&�@>' Ethernet �Ï�î�º�@  2 �X�K�?�^�8�”�É�Û�–�”�å�«  �Ô�¹�Ý Cisco�b�©�«�¸�Ò0¿���˜�•�¨�î�»�†��/œ�M�•�\�

1 �Ç�b�Ü�«�¼�î�T�E�†�8�B�M�•�|�:�_�•�I�€�r�M���r�S�

Æ4Š�©�«�¸�Ò#Ý�b�Ó�î�Ý�b�Ü�Þ�î�_�Q#Ý�I�€
�• $RELAYED �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�v�µ�r�€�•�Ã�È�Ü�µ�¡  �Ü�«�¼�î�†�8�B�K�r�M�� 2 �X�è�V�b�–�î
�§�¿�µ�º  �Ï�î�º�†�â�X Cisco �”�É�Û�–�”�å�«  �Ô�¹�Ý�_�X�8�Z�c�
 RELAYLIST 3æ�™*…�¢�Ý�î�É�\ 
$RELAYED �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�@�É�Û�–�Ë�î�º  �Ü�«�¼�î�T�E�_/²&g�I�€�r�M��

3æ�™*…�¢�Ý�î�É�?�}�b�Ó�µ�­�î�ª�b� �]�b��#.
�Ü�«�¼�î�@3æ�™*…�?�}�b�Ó�µ�­�î�ª�†��#.�M�•�‰�2�†0¿���M�•�_�c�
 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail 
Policies>' ] > [HAT �+0[>&HAT Overview>' ] �\  [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policy>' ] �Ì�î�ª
�[/œ�8�r�M���G�€�c�
3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�8�B�
)…7Ÿ�
�>�|�g�P7V�M�•�G�\�_
�|�~/œ�8�r�M��

�Ó�µ�­�î�ª��#.�b3æ�™*…�¢�Ý�î�É�b�8�B  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [HAT �+0[>&HAT Overview>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �Ü�«�¼�î>& Listener>' ] �Ç�•�î�Ý�»�_)…7Ÿ�M�•�Ü�«�¼�î�†4E�¥�K�r�M��

�«�¸�µ�É 3 [ 3æ�™*…�¢�Ý�î�É�†3ã�•>&Add Sender Group>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 3æ�™*…�¢�Ý�î�É�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 5 3æ�™*…�¢�Ý�î�É�b�Ü�«�º�_4Ä*(�M�•8p�Î�†4E�¥�K�r�M��

�«�¸�µ�É 6 >&�õ�–>'�S�\�<�d�
3æ�™*…�¢�Ý�î�É�r�S�c�Q�b0¿���_�X�8�Z�b�_���^�]�b�¥�Ó�å�º�†
°�Š�K�r�M��

�«�¸�µ�É 7 �G�b3æ�™*…�¢�Ý�î�É�†4:#Ý�M�•�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†4E�¥�K�r�M��

>&�@>' �G�b�¢�Ý�î�É�_4:#Ý�M�m�A�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�@�ƒ�?�}�^�8���œ>&�r�S�c�r�T�Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î�@�Ñ�~�K�^�8���œ>'�c�
�¹�Ç�›�Ý�º�b�� CONTINUE (no policy)���Ó�î�Ý  �Ç�ß�î  
�Ï�Ü�©�î�†�Q#Ý�K�r�M��

�«�¸�µ�É 8 >&�õ�–>' DNS �Ü�«�º�†4E�¥�K�r�M��

�«�¸�µ�É 9 >&�õ�–>' SBRS �_�_���@�^�83æ�™*…�†�µ�u�r�M���G�€�c�� none���\�ç�d�€�
�M+á�_$2�8�@�6�•�G�\�†�–
�á�K�r�M��

�«�¸�µ�É 10 >&�õ�–>' DNS �Ü�«�º�†
°�Š�K�r�M��

�«�¸�µ�É 11 >&�õ�–>'�Í�«�º  DNS �è0É0¿���†�S�B�K�r�M��

0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�è0É�b��/æ — 0¿���[�� >&P.7-31>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 12 �¢�Ý�î�É�†�8�B�K�
3æ�™*…�†3ã�•�M�•�_�c�
 [ 3æ�™�K�Z3æ�™*…�†3ã�•>&Submit and Add Senders>' ] �†�¡
�Ü�µ�¡�K�r�M��

�«�¸�µ�É 13 IPv4 �”�»�Þ�«�
 IPv6 �”�»�Þ�«�
�r�S�c�Í�«�º�¡�†�Q#Ý�K�Z3æ�™*…�†
°�Š�K�r�M��3æ�™*…�c�
 IP �”�»�Þ
�«�>�|�g�Í�«�º�¡�b�M4Š�b(
�V�†�µ�u�•�G�\�@�[�A�r�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�?�}�b�Ó�µ�­�î�ª�b� �]�b��#.
>&�@>' 1 �X�b3æ�™*…�¢�Ý�î�É�_5�0
�M�•�š�å�º�Ü>&� �L�»�Ó�–�å�r�S�c  IP �”�»�Þ�«>'�†
°�Š�M�•�\�

5�0
�c�ë� �I�€�r�M��

�«�¸�µ�É 14 >&�õ�–>'�¥�Ó�å�º�†
°�Š�K�r�M��

�«�¸�µ�É 15 �š�f
Æ���†3æ�™�K�
&����K�r�M��

6õ4�8o%  
• ���Ü�«�¼�î�b�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢  �«�¥�”�b�K�A�8�Í�b)…7Ÿ�� >&P.6-5>'

�¤�Ñ�b3æ�™*…�¢�Ý�î�É�_3æ�™*…�†3ã�•�[�A�r�M��

�m8p 

�«�¸�µ�É 1 �»�Ó�–�å�
 IP�
�r�S�c�¿�µ�º�á�î�¡  �œ�î�¼�î  �É�ß�Ç�“�–�Ý  �Ì�î�ª�[�
 [ 3æ�™*…�¢�Ý�î�É�_3ã�•>&Add 
to Sender Group>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �›�Ü�«�¼�î�_�P�K�Z��*O�I�€�Z�8�•�Ü�«�º�?�}3æ�™*…�¢�Ý�î�É�†4E�¥�K�r�M��

�«�¸�µ�É 3 �š�f
Æ���†3æ�™�K�
&����K�r�M��

>&�@>' �»�Ó�–�å�†3æ�™*…�¢�Ý�î�É�_3ã�•�M�•�\�
��7•�_�c  2 �X�b�»�Ó�–�å�@  GUI �_/²&g�I�€�r�M���S
�\�<�d�
�»�Ó�–�å  example.net  �†3ã�•�K�S���œ�
 [ 3æ�™*…�¢�Ý�î�É�_3ã�•>&Add to Sender 
Group>' ] �Ì�î�ª�_�c�
 example.net  �\  .example.net  �@3ã�•�I�€�r�M�� 2 �X�u�b�š�å�º�Ü�@�6
�•�G�\�[�
 example. net �b�§�È�»�Ó�–�å
Æ�b�M�m�Z�b�Í�«�º�@3æ�™*…�¢�Ý�î�É�_3ã�•�I�€�r�M��
0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�¢�Ý�î�É�b�S�e�� >&P.7-4>' �†�g!·�K�Z�C�T�I�8��

>&�@>' 3æ�™*…�¢�Ý�î�É�_3ã�•�K�|�:�\�K�Z�8�•3æ�™*…�b  1 �X�è�V�@�Q�b3æ�™*…�¢�Ý�î�É�_�M�[�_�Ñ�~
�M�•3æ�™*…�\5�0
�M�•���œ�
5�0
�M�•3æ�™*…�c3ã�•�I�€�N�
&�1��Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�«�¸�µ�É 4 [ �–�Ñ>&Save>' ] �†�¡�Ü�µ�¡�K�Z3æ�™*…�†3ã�•�K�
 [ �w�™�Ó�î�Ý�b�+0[>& Incoming Mail Overview>' ] 
�Ì�î�ª�_�`�~�r�M��

6õ4�8o%  
• ���«�Ã�Ò  �Ç�•�Ý�±�?�}�b�”�É�Û�–�”�å�«#Õ�B�Ó�µ�­�î�ª�b�–1¤�� >&P.13-13>'

• ���Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”�å�«�b0¿���‰�2�� >&P.13-2>'

%T�™�K)F�b�S�u�_��/œ�M�•�Ý�î�Ý�b8p�Î�b�j�m�p�<

�Ü�«�¼�î�_3æ�™*…�¢�Ý�î�É�†3ã�•�M�•�\�
3æ�™*…�¢�Ý�î�É�b8p�Î�†)…7Ÿ�M�•�²0[�@�6�~�r�M��

�Ü�«�¼�î�_�K)F�K�|�:�\�M�•�Í�«�º�H�\�_�
 HAT �c�V�?�}�W�l8p$��_1��s3¸�r�€�r�M���K)F
–�Í�«�º
�_�Ý�î�Ý�@�M+´�M�•���œ�
�Q�b�K)F�_�P�K�Z�M�D�_�”�¡�©�Ù�å�@��/œ�I�€�r�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�?�}�b�Ó�µ�­�î�ª�b� �]�b��#.
�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [HAT �+0[>&HAT Overview>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �Ü�«�¼�î>& Listener>' ] �Ç�•�î�Ý�»�_)…7Ÿ�M�•�Ü�«�¼�î�†4E�¥�K�r�M��

�«�¸�µ�É 3 [ 8p$��†)…7Ÿ>&Edit Order>' ] �†�¡�Ü�µ�¡�K�r�M��  

�«�¸�µ�É 4 HAT �b3æ�™*…�¢�Ý�î�É�b�¤�Ñ�b/œ�b�‚�K�88p�Î�†
°�Š�K�r�M��

�©�«�¥�c�¹�Ç�›�Ý�º�b8p�Î�†)T�â�M�•�G�\�†�N�á�K�r�M>& RELAYLIST>&"I���b�Á�î�»�˜�™�”  �Ô�¹�Ý
�b�s>' �
 WHITELIST�
 BLACKLIST �
 SUSPECTLIST�
 UNKNOWNLIST��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

3æ�™*…�b�è(ô

[HAT �+0[>&HAT Overview>' ] �Ì�î�ª�b�V4Š�_�6�•  [ 3æ�™*…�†�è(ô>&Find Senders>' ] �Ç�•�î�Ý�»�_�¸
�Ÿ�«�º�†
°�Š�M�•�G�\�[3æ�™*…�†�è(ô�[�A�r�M���è(ô�M�•�¸�Ÿ�«�º�†
°�Š�K  [ �è(ô>&Find>' ] �†�¡�Ü�µ
�¡�K�r�M��

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�Q#Ý�K�S%T�™�Ó�µ�­�î�ª�b�Ý�î�Ý�b��*O

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�8�B�M�•�S�_�
���b�Ý�î�Ý�\�ž�–�»�Û�–�å�†*ƒ�Ö�K�Z�C�T�I�8��

• [ �¹�Ç�›�Ý�º�†�Q#Ý>& Use Default>' ] �œ�É�©�Ù�å �Î�±�å�@�œ�å�b���œ�
�Ï�Ü�©�î�b�¹�Ç�›�Ý�º�Í�c
�¢�Þ�î/²&g�I�€�r�M���¹�Ç�›�Ý�º�Í�†�V�i�A�M�•�_�c�
 [ �œ�å>&On>' ] �œ�É�©�Ù�å �Î�±�å�†4E�¥�K
�Z�µ+��r�S�c0¿���†�–�¿�î�È�Ý�_�K�
�‚�S�_�”�¡�­�«�•+��_�^�W�S�Í�†�š�f�K�r�M���¹�Ç�›�Ý�º�Í
�†��*O�M�•�_�c�
 ���Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b�¹�Ç�›�Ý�º�Í�b��*O�� >&P.7-20>' �†�g!·�K�Z�C�T�I�8��

• �M4Š�b�Ã�Û�Ó�î�±�c"I���b�¦�S0¿���Í�_�k�Ñ�K�r�M  >&�S�\�<�d�
�¹�•�Þ�¡�º�Ü"Ó�“�7�Á�b0¿���†
/œ�:�_�c�
 LDAP 0Á�•�¡�š�Ü�î�†0¿���K�Z�>�C�²0[�@�6�~�r�M>' ��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policies>' ] �Ì�î�ª�_&ã�·�K
�r�M��

�«�¸�µ�É 2 [ �Ï�Ü�©�î�†3ã�•>& Add Policy>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 /² 7-8 �b1��Â�_�‘�W�Z�_���†
°�Š�K�r�M��

/² 7-8 �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  �Ã�Û�Ó�î�±

�Ã�Û�Ó�î�± 1��Â

�K)F

�q�±�Ó�µ�­�î�ª  �§�–�¬
>&Maximum message size>'

�G�b�Ü�«�¼�î�@0Á�•�M�•�Ó�µ�­�î�ª�b�q�±�§�–�¬���q�±�Ó�µ�­�î�ª  �§
�–�¬�b�q�`�Í�c  1 KB �[�M��

�"�M  IP �?�}�b�q�±� �ì�K)F
�X>&Maximum concurrent 
connections from a single IP>'

�"�M�b  IP �”�»�Þ�«�?�}�G�b�Ü�«�¼�î�_�K)F�M�•�G�\�@0Á�•�I�€�•�q�±
� �ì�K)F�X��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�?�}�b�Ó�µ�­�î�ª�b� �]�b��#.
�K)F�6�S�~�b�q�±�Ó�µ�­�î�ª
�X>&Maximum messages per 
connection>'

�Ü�Ô�î�º  �Í�«�º�?�}�b�K)F�_�P�K�Z�
�G�b�Ü�«�¼�î�†3û�L�Z3æ�™�[�A
�•�q�±�Ó�µ�­�î�ª�X��

�Ó�µ�­�î�ª�6�S�~�b�q�±�w�™
*…�X>&Maximum recipients 
per message>'

�G�b�Í�«�º�?�}0Á�•�I�€�•�Ó�µ�­�î�ª�6�S�~�b�w�™*…�b�q�±�X��

SMTP �Â�¼�î

�•�«�±�Ò  SMTP �Â�¼�î  �¥�î
�»>&Custom SMTP Banner 
Code>'

�G�b�Ü�«�¼�î�\�b�K)F�@&�'g�I�€�S�\�A�_3É�I�€�•  SMTP �¥�î�»��

�•�«�±�Ò  SMTP �Â�¼�î  �¸�Ÿ
�«�º >&Custom SMTP Banner 
Text>'

�G�b�Ü�«�¼�î�\�b�K)F�@&�'g�I�€�S�\�A�_3É�I�€�•  SMTP �Â�¼�î  �¸�Ÿ
�«�º��

>&�@>' �G�b�Ç�•�î�Ý�»�_�c�M4Š�b�š�X�†�Q#Ý�[�A�r�M��0ò(ý�_�X�8�Z
�c�
 �� HAT �š�X�b�S�e�� >&P.7-9>' �†�g!·�K�Z�C�T�I�8��

�•�«�±�Ò  SMTP �Ä�°�Â�¼�î  
�¥�î�»>& Custom SMTP 
Reject Banner Code>'

�G�b�Ü�«�¼�î�_�|�~�K)F�@�Ä�°�I�€�S�\�A�_3É�I�€�•  SMTP �¥�î�»��

�•�«�±�Ò  SMTP �Ä�°�Â�¼�î  
�¸�Ÿ�«�º>& Custom SMTP 
Reject Banner Text>'

�G�b�Ü�«�¼�î�_�|�~�K)F�@�Ä�°�I�€�S�\�A�_3É�I�€�•  SMTP �Â�¼�î  �¸
�Ÿ�«�º��

SMTP �Â�¼�î  �Í�«�º�¡�†�V
�i�A>& Override SMTP 
Banner Host Name>'

�¹�Ç�›�Ý�º�[�c�
 SMTP �Â�¼�î�†�Ü�Ô�î�º  �Í�«�º�_/²&g�M�•�\�A�_�

�Ü�«�¼�î�b�–�å�±�î�Ç�™�–�«�_6õ4��Ü�E�}�€�Z�8�•�Í�«�º�¡�@�µ�u�}
�€�r�M>&�S�\�<�d�
 220-  hostname ESMTP>'���G�G�_$��^�•�Í�«�º�¡�†

°�Š�M�•�G�\�[�
�G�b�Â�¼�î�†�š�f�[�A�r�M���r�S�
�Í�«�º�¡�Ç�•�î
�Ý�»�†'5$Ñ�b�r�r�_�M�•�G�\�[�
�Í�«�º�¡�†�Â�¼�î�_/²&g �K�^�8 �G�\
�v�[�A�r�M��

�Í�«�º�b�Þ�î�º�D7H

1 �ì6ë�6�S�~�b�q�±�w�™*…�X
>&Max.  Recipients per Hour>' 

�G�b�Ü�«�¼�î�@  1 �Ž�b�Ü�Ô�î�º  �Í�«�º�?�}�w�™�M�•�
�ì6ë�6�S�~�b�q
�±�w�™*…�X��3æ�™*… IP �”�»�Þ�«�6�S�~�b�w�™*…�b�X�c�
�¢�ß�î�Â�Ý�_
3ã2§�I�€�r�M���›�Ü�«�¼�î�c�›�Þ�î�º�D7H�b�K�A�8�Í�†3ã2§�K�r�M��
�S�T�K�
�M�m�Z�b�Ü�«�¼�î�c�"�M�b�•�˜�å�±�_�P�K�Z�è0É�M�•�b�[�

� �L  IP �”�»�Þ�«>&3æ�™*…>'�@0
�X�b�Ü�«�¼�î�_�K)F�I�€�•�\�Þ�î�º�D
7H�†2x�<�•�•+��ö�@9×�C�^�~�r�M��

>&�@>' �G�b�Ç�•�î�Ý�»�_�c�M4Š�b�š�X�†�Q#Ý�[�A�r�M��0ò(ý�_�X�8�Z
�c�
 �� HAT �š�X�b�S�e�� >&P.7-9>' �†�g!·�K�Z�C�T�I�8��

�ì6ë�¥�î�»�6�S�~�b�q�±�w�™
*…�X>&Max.  Recipients per 
Hour Code>'

�Í�«�º�@�
�G�b�Ü�«�¼�î�_�P�K�Z��*O�I�€�Z�8�•�ì6ë�6�S�~�b�q�±�w
�™*…�X�†2x�<�S���œ�_3É�I�€�•  SMTP �¥�î�»��

1 �ì6ë�6�S�~�b  �q�±�w�™*…�X
�b2x4#�¸�Ÿ�«�º>& Max. 
Recipients Per Hour 
Exceeded Text>'

�Í�«�º�@�
�G�b�Ü�«�¼�î�_�P�K�Z��*O�I�€�Z�8�•�ì6ë�6�S�~�b�q�±�w
�™*…�X�†2x�<�S���œ�_3É�I�€�•  SMTP �Â�¼�î  �¸�Ÿ�«�º��

3æ�™*…�b�Þ�î�º�D7H

/² 7-8 �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  �Ã�Û�Ó�î�±  >&)F�A>'

�Ã�Û�Ó�î�± 1��Â
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�?�}�b�Ó�µ�­�î�ª�b� �]�b��#.
�ì6ë6ë7x�6�S�~�b�q�±�w�™*…
�X>&Max.  Recipients per 
Time Interval>'

�G�b�Ü�«�¼�î�@�Ó�î�Ý3æ�™*…�”�»�Þ�«�_�ö�Y�8�Z�M*O$×�^�š�å�Ë�ß�î
�É3æ�™*…�?�}�w�™�M�•�æ���K�S�‡6ë�p�b�q�±�w�™*…�X���q�±�w�™*…�X
�c�¢�ß�î�Â�Ý�_3ã2§�I�€�r�M���›�Ü�«�¼�î�c�›�Þ�î�º�D7H�b�K�A�8�Í
�†3ã2§�K�r�M���S�T�K�
�M�m�Z�b�Ü�«�¼�î�c�"�M�b�•�˜�å�±�_�P�K�Z
�è0É�M�•�b�[�
� �L�Ó�î�Ý3æ�™*…�”�»�Þ�«�?�}�b�Ó�µ�­�î�ª�@0
�X�b
�Ü�«�¼�î�_�|�W�Z�w�™�I�€�•�\�Þ�î�º�D7H�†2x�<�•�•+��ö�@9×�C�^�~
�r�M��

�¹�Ç�›�Ý�º�b�q�±�w�™*…�X�†�Q#Ý�M�•�?�
!“�D7H�b�w�™*…�†0Á�•�M�•
�?�
�r�S�c�9�b�q�±�w�™*…�X�†�æ���M�•�?4E�¥�K�r�M��

�Ú�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_�|�W�Z�¹�Ç�›�Ý�º�[�Q#Ý�I�€�•�
�q�±�w
�™*…�X�\�ì6ë6ë7x�†�æ���M�•�¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î0¿��
�†�Q#Ý�K�r�M���ì6ë6ë7x�c�¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�Q#Ý
�K�Z�K�?�æ���[�A�r�O�‡��

3æ�™*…�b�Þ�î�º�D7H2x4#�š
�Û�î  �¥�î�»>& Sender Rate 
Limit Exceeded Error Code>'

SMTP �¥�î�»�c�
�š�å�Ë�ß�î�É�@�G�b�Ü�«�¼�î�_�P�K�Z��*O�I�€�S�ì
6ë6ë7x�b�q�±�w�™*…�X�†2x�<�S���œ�_3É�I�€�r�M��

3æ�™*…�b�Þ�î�º�D7H2x4#�š
�Û�î  �¸�Ÿ�«�º>& Sender Rate 
Limit Exceeded Error Text>'

SMTP �Â�¼�î  �¸�Ÿ�«�º�c�
�š�å�Ë�ß�î�É�b3æ�™*…�@�G�b�Ü�«�¼�î�_�P
�K�Z��*O�I�€�S�ì6ë6ë7x�b�q�±�w�™*…�X�†2x�<�S���œ�_3É�I�€�r�M��

�[�¥>& Exceptions>' "I���b�š�å�Ë�ß�î�É3æ�™*…�†��*O�I�€�Z�8�•�Þ�î�º�D7H�?�}
 7V�M�•
���œ�c�
�Q�b�š�å�Ë�ß�î�É3æ�™*…�†�µ�t�”�»�Þ�«  �Ü�«�º�†4E�¥�K�r
�M��0ò(ý�_�X�8�Z�c�
 ��%T�™�K)F�Ý�î�Ý�l�b3æ�™*…�”�»�Þ�«  �Ü�«�º�b
�Q#Ý��>&P.7-22>' �†�g!·�K�Z�C�T�I�8��

�Ç�ß�î�D�š

�Ç�ß�î�D�š�_  SenderBase �†
�Q#Ý>&Use SenderBase for 
Flow Control>'

�G�b�Ü�«�¼�î�_�P�M�•  Cisco SenderBase �_���§�î�Å�«�[�b���è(ô���†
�–�¿�î�È�Ý�_�K�r�M

IP �”�»�Þ�«�b8®���ö�[�¢
�Ý�î�É�ì>8 >&�w� �Å�µ�º(
�V  
0 >|  32>'>&Group by 
Similarity of IP Addresses: 
(significant bits<1/> 0-32)>' 

�Ü�«�¼�î�b�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'
Æ�b�š�å�º�Ü�†�±0d�•�^  
CIDR �È�ß�µ�¡�['ö#.�K�X�X�
 IP �”�»�Þ�«�H�\�_%T�™�Ó�î�Ý�†3ã2§�>
�|�g�Þ�î�º�D7H�M�•�S�u�_�Q#Ý�K�r�M���Þ�î�º�D7H�b�S�u�_8®���b  IP 
�”�»�Þ�«�†�¢�Ý�î�É�ì�M�•�S�u�b�w� �Å�µ�º�b(
�V>& 0>| 32>'�†��*O
�K�X�X�
�Q�b(
�V
Æ�b  IP �”�»�Þ�«�H�\�_�¶�9�b�•�˜�å�±�†�–�â�K�r
�M���� Use SenderBase���†�¹�•�­�î�È�Ý�_�M�•�²0[�@�6�~�r�M�� HAT 
�b�w� �Å�µ�º�b0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email 
Advanced Configuration Guide���b�� Configuring Routing and 
Delivery Features���b'v�b�� HAT Significant Bits Feature���†�g!·�K
�Z�C�T�I�8��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�?�}�b�Ó�µ�­�î�ª�b� �]�b��#.
�¹�•�Þ�¡�º�Ü"Ó�“�7�Á75�š>& DHAP>' 

�¹�•�Þ�¡�º�Ü"Ó�“�7�Á75�š>8
1 �ì6ë�6�S�~�b!“� �^�w�™*…
�b�q�±�X>& Directory Harvest 
Attack Prevention: 
Maximum Invalid Recipients 
Per Hour>'

�G�b�Ü�«�¼�î�@�Ü�Ô�î�º  �Í�«�º�?�}�w�E�v�•!“� �^�w�™*…�b  1 �ì6ë�6
�S�~�b�q�±�X�[�M���G�b�K�A�8�Í�c�
 RAT �Ä�°�\  SMTP �¥�î�Ý�”�Ê�µ
�»�§�î�Â�É�ß�Ç�“�–�Ý�Ä�°�b)r�X�†/²�K�r�M���G�€�c�
!“� �^  LDAP 
�w�™*…���Z�b�S�u  SMTP �•�å�Â�­�î�©�Ù�å�p�_�»�ß�µ�É�I�€�S�Ó�µ
�­�î�ª�b)r�X�\�
�á�î�¡  �Ÿ�×�î
Æ�[�Â�˜�å�«�I�€�S�Ó�µ�­�î�ª�b�œ0£
�[�M>&6õ4��Ü�E�}�€�S�Ü�«�¼�î�b  LDAP �Ž1�0¿���_0¿���I�€�S�\�>
�~>'�� LDAP 0Á�•�¡�š�Ü�î�b  DHAP �b0¿���b0ò(ý�_�X�8�Z�c�
 �� Cisco 
IronPort AsyncOS for Email Advanced Configuration Guide���b

�� LDAP Queries���†�g!·�K�Z�C�T�I�8��

�¹�•�Þ�¡�º�Ü"Ó�“�7�Á75�š>8
SMTP �P0ð
Æ�[  DHAP �K�A
�8�Í�_�?4)�K�S���œ�
�K)F�†
�»�ß�µ�É>& Directory Harvest 
Attack Prevention: Drop 
Connection if DHAP 
threshold is Reached within 
an SMTP Conversation>'

Cisco �”�É�Û�–�”�å�«�c�
!“� �^�w�™*…�b�K�A�8�Í�_4)�M�•�\�Í�«�º
�l�b�K)F�†�»�ß�µ�É�K�r�M��

Max.�ì6ë�¥�î�»�6�S�~�b!“
� �^�w�™*…�b�q�±�X

>&Invalid Recipients Per Hour 
Code>'>8

�K)F�†�»�ß�µ�É�M�•�\�A�_�Q#Ý�M�•�¥�î�»�†�æ���K�r�M���¹�Ç�›�Ý�º
�b�¥�î�»�c  550 �[�M��

Max.�ì6ë�¸�Ÿ�«�º�6�S�~�b
!“� �^�w�™*…�b�q�±�X

>&Invalid Recipients Per Hour 
Text>'>8

�»�ß�µ�É�K�S�K)F�_�P�K�Z�Q#Ý�M�•�¸�Ÿ�«�º�†�æ���K�r�M���¹�Ç�›�Ý
�º�b�¸�Ÿ�«�º�c�� Too many invalid recipients���[�M��

SMTP �P0ð
Æ�[  DHAP �K�A
�8�Í�_�?4)�K�S���œ�
�K)F�†
�»�ß�µ�É>& Drop Connection 
if DHAP threshold is reached 
within an SMTP 
Conversation>'

SMTP �•�å�Â�­�î�©�Ù�å�p�_  DHAP �K�A�8�Í�_4)�K�S���œ�b�K)F�b�»
�ß�µ�É�†�–�¿�î�È�Ý�_�K�r�M��

Max.�ì6ë�¥�î�»�6�S�~�b!“
� �^�w�™*…�b�q�±�X

>&Invalid Recipients Per Hour 
Code>'>8

SMTP �•�å�Â�­�î�©�Ù�å�p�b  DHAP �_�|�~�K)F�†�»�ß�µ�É�M�•�\�A�_
�Q#Ý�M�•�¥�î�»�†�æ���K�r�M���¹�Ç�›�Ý�º�b�¥�î�»�c  550 �[�M��

Max.�ì6ë�¸�Ÿ�«�º�6�S�~�b
!“� �^�w�™*…�b�q�±�X

>&Invalid Recipients Per Hour 
Text>'>8

SMTP �•�å�Â�­�î�©�Ù�å�p�b  DHAP �_�|�~�K)F�†�»�ß�µ�É�M�•�\�A�_
�Q#Ý�M�•�¸�Ÿ�«�º�†�æ���K�r�M��

�«�Ã�Ò�è��

�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å
>&Anti-spam scanning>'

�G�b�Ü�«�¼�î�V�[�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�r�M��

�˜�–�Ý�«�è��

�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å
>&Anti-virus scanning>'

�G�b�Ü�«�¼�î�V�[�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�r�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�?�}�b�Ó�µ�­�î�ª�b� �]�b��#.
�/�•�ì�\1�0É>& Encryption and Authentication >'

TLS �G�b�Ü�«�¼�î�_�P�M�•  SMTP �•�å�Â�­�î�©�Ù�å�b�º�Û�å�«�Ï�î�º  �Þ�–
�Ö �­�Ÿ�×�Ü�¸�•>& TLS>'�†�Ä�°�
�N�á�
�²8r�K�r�M��

[ �N�á>&Preferred>' ] �†4E�¥�M�•�\�
�»�Ó�–�å�>�|�g7Á�Ê�Ó�î�Ý  �”�»�Þ
�«�†�æ���M�•�”�»�Þ�«  �Ü�«�º�†4E�¥�M�•�G�\�_�|�W�Z�
"I���b�»�Ó�–
�å�r�S�c"I���b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�â�X�»�Ó�–�å�b�š�å�Ë�ß�î�É3æ
�™*…�_�P�K�Z TLS �†�²8r�_0¿���[�A�r�M���G�b�Ü�«�º�b�»�Ó�–�å�r�S
�c�”�»�Þ�«�_�M+´�M�•�š�å�Ë�ß�î�É3æ�™*…�@  TLS �†�Q#Ý�K�^�8�K)F)�
#ä�[�Ó�µ�­�î�ª�†3æ�™�K�|�:�\�M�•�\�
�”�É�Û�–�”�å�«�c�K)F�†�Ä�°
�K�
3æ�™*…�c
Ì�g  TLS �†�Q#Ý�K�Z3æ�™�†0è�s�•�²0[�@�6�~�r�M��

[ �¡�Û�–�”�å�º0É�Â�i�b�è0É>& Verify Client Certificate>' ] �œ�É�©�Ù�å
�c�
�¡�Û�–�”�å�º1�0É�@�w� �^���œ�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�@�Ø�î�¨�b�Ó�î�Ý  �”�É�Ü�£�î�©�Ù�å�\  TLS �K)F�†&�'g�M�•
�|�:�_�æ&g�K�r�M�� TLS �N�á0¿���_�G�b�œ�É�©�Ù�å�†4E�¥�K�S���œ�

�Ø�î�¨�@0É�Â�i�†�â�S�^�8���œ�_�v�”�É�Û�–�”�å�«�c8�  TLS �K)F�†0Á
�•�K�r�M�@�
�Ø�î�¨�@!“� �^0É�Â�i�†�â�X���œ�c�
�K)F�†�Ä�°�K�r�M��
TLS �²8r0¿���b���œ�
�G�b�œ�É�©�Ù�å�†4E�¥�M�•�\�
�”�É�Û�–�”�å�«
�@�K)F�†0Á�•�M�•�S�u�_�w� �^0É�Â�i�@�²0[�_�^�~�r�M��

�”�»�Þ�«  �Ü�«�º�b�8�B�b0ò(ý�_�X�8�Z�c�
�g!·�K�Z ��%T�™�K)F�Ý�î�Ý
�l�b3æ�™*…�”�»�Þ�«  �Ü�«�º�b�Q#Ý�� >&P.7-22>' �C�T�I�8��

TLS �K)F�b�¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�M�•�‰�2�_�X�8�Z�c�
 ���”�É�Û
�–�”�å�«�?�}�b  TLS �K)F�b&�'g�� >&P.23-53>' �†�g!·�K�Z�C�T�I�8��

SMTP 1�0É>&SMTP 
Authentication>'

�Ü�«�¼�î�_�K)F�M�•�Ü�Ô�î�º  �Í�«�º�?�}�b  SMTP 1�0É�†0Á�•�
&—�F�

*O�»�Ü�E�r�M�� SMTP 1�0É�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for 
Email Advanced Configuration Guide���b'v�b�� LDAP Queries���[0ò
(ý�†1��Â�K�r�M��

TLS �\  SMTP 1�0É�b�g�‰�@
�w� �ì�I�€�Z�8�•���œ>8 >&If 
Both TLS and SMTP 
Authentication are enabled:>'

TLS �_  SMTP 1�0É�†�f�j�M�•�|�:*O�»�Ü�E�r�M��

DomainKeys *+�¡>& Domain Key Signing >'

�»�Ó�–�å  �Ÿ�î / DKIM *+�¡
>&Domain Key/ DKIM 
Signing>'

�G�b�Ü�«�¼�î�[�»�Ó�–�å  �Ÿ�î�r�S�c  DKIM *+�¡�†�w� �_�K�r�M�� >&�Ž
1��>�|�g�Ü�Þ�î�b�s>' ��

DKIM �b�è0É>&DKIM 
Verification>'

DKIM �è0É�†�–�¿�î�È�Ý�_�K�r�M��

SPF/SIDF �b�è0É>&SPF/SIDF Verification >'

SPF/SIDF �è0É�†�–�¿�î�È�Ý
�_�M�•>& Enable SPF/SIDF 
Verification>'

�G�b�Ü�«�¼�î�[  SPF/SIDF *+�¡�†�–�¿�î�È�Ý�_�K�r�M��0ò(ý�_�X�8�Z
�c�
 �� Cisco IronPort AsyncOS for Email Advanced Configuration 
Guide���b�� Email Authentication���b'v�†�g!·�K�Z�C�T�I�8��

 =�Ð�Þ�Ë�Ý>&Conformance 
Level>'

SPF/SIDF  =�Ð�Þ�Ë�Ý�†0¿���K�r�M�� [SPF]�
 [SIDF]�
 [SIDF 
Compatible] �b�8�N�€�?�†4E�¥�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco 
IronPort AsyncOS for Email Advanced Configuration Guide���b

�� Email Authentication���b'v�†�g!·�K�Z�C�T�I�8��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�¢�Ý�î�É�?�}�b�Ó�µ�­�î�ª�b� �]�b��#.
>&�@>' �”�å�³�«�Ã�Ò�r�S�c�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�@ HAT �[�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�b���œ�
�Ó�µ
�­�î�ª�c�”�å�³�«�Ã�Ò�r�S�c�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�b�S�u�_  Cisco �”�É�Û�–�”�å�«�_�|�W�Z
�w�E
°�€�}�€�•�\� �ì�_�Ç�Û�¢�@�Ü�E�}�€�r�M���Ó�µ�­�î�ª�†0Á�•�K�S�‹�_�”�å�³�«�Ã�Ò�r�S
�c�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�@�¹�•�­�î�È�Ý�_�I�€�S���œ�
�Ó�µ�­�î�ª�c�
�á�î�¡  �Ÿ�×�î�†���•
�\�A�_�,�A)F�A�«�Ÿ�Õ�å�P1ß�_�^�~�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b�¹�Ç�›�Ý�º�Í�b��*O

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policies>' ] �†�¡�Ü�µ�¡�K�r
�M��

�«�¸�µ�É 2 [ �Ü�«�¼�î>& Listener>' ] �Ç�•�î�Ý�»�_)…7Ÿ�M�•�Ü�«�¼�î�†4E�¥�K�r�M��

�� Resent-Sender:���r�S�c
�� Resent-From:���†�Q#Ý�K�S
���œ�
 PRA �è0É)��Ý�†�²�˜
�å�¢�Þ�î�»�M�•>8

>&Downgrade PRA 
verification result if 
'Resent-Sender:' or 
'Resent-From:' were used:>'

 =�Ð�Þ�Ë�Ý�\�K�Z  [SIDF�«�n>&SIDF Compatible>' ] �†4E�¥�K�S���œ�

�Ó�µ�­�î�ª�p�_  Resent-Sender: �Ê�µ�²�î�r�S�c  Resent-From: �Ê�µ
�²�î�@�Ñ�~�M�•���œ�_�
 PRA Identity �è0É�b)��Ý  Pass �†  None �_�²�˜
�å�¢�Þ�î�»�M�•�?�]�:�?�†0¿���K�r�M���G�b�œ�É�©�Ù�å�c�­�Ÿ�×�Ü
�¸�•% $×�[4E�¥�K�r�M��

HELO �¸�«�º>& HELO Test>' HELO ID �_�P�K�Z�¸�«�º�†��/œ�M�•�?�]�:�?�†0¿���K�r�M>& [SPF] �>
�|�g  [SIDF�«�n>&SIDF Compatible>' ]  =�Ð�Þ�Ë�Ý�[�Q#Ý�K�r�M>' ��

�±�¢�^�K�Â�˜�å�«>& Untagged Bounces >'

�±�¢�^�K�Â�˜�å�«�†�w� �\0b
�^�M>&Consider Untagged 
Bounces to be Valid>'

�Â�˜�å�«�è0É�±� �å�¢>&�b�� Cisco IronPort AsyncOS for Email 
Advanced Configuration Guide���� Configuring Routing and Delivery 
Features���b'v�[1��Â�M�•>'�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�_�T�E4:
#Ý�I�€�r�M���¹�Ç�›�Ý�º�[�c�
�”�É�Û�–�”�å�«�c�±�¢�b�^�8�Â�˜�å�«
�†!“� �\�s�^�K�
�Â�˜�å�«�è0É�b0¿���_�Â�L�Z�
�Â�˜�å�«�†�Ä�°�M�•
�?�
�•�«�±�Ò  �Ê�µ�²�î�†3ã�•�K�r�M���±�¢�b�Ü�8�Z�8�^�8�Â�˜�å�«�†
�w� �\�s�^�M�G�\�†4E�¥�K�S���œ�
�”�É�Û�–�”�å�«�c�Â�˜�å�«  �Ó�µ
�­�î�ª�†�w�E
°�€�r�M��

�š�å�Ë�ß�î�É3æ�™*…�b  DNS �è0É>&Envelope Sender DNS Verification >'

��3æ�™*…�b�è0É��>&P.7-28>' �†�g!·�K�Z�C�T�I�8��

�[�¥�¸�î�È�Ý>& Exception Table >'

�[�¥�¸�î�È�Ý�b�Q#Ý>& Use 
Exception Table>'

3æ�™*…�è0É�»�Ó�–�å�[�¥�¸�î�È�Ý�†�Q#Ý�K�r�M���[�¥�¸�î�È�Ý�c  1 �X
�T�E�Q#Ý�[�A�r�M�@�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�H�\�_�–�¿�î�È�Ý�_�[�A
�r�M��0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�è0É�[�¥�¸�î�È�Ý�� >&P.7-30>' �†�g!·
�K�Z�C�T�I�8��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  �Í�«�º  �”�¡�­�«  �¸�î�È�Ý�b0¿���b�Q#Ý
�«�¸�µ�É 3 0¿���K�S�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b�W�b  [ �¹�Ç�›�Ý�º  �Ï�Ü�©�î  �Ã�Û�Ó�î�±>& Default Policy Parameters>'
] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �G�b�Ü�«�¼�î�b�M�m�Z�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�Q#Ý�M�•�¹�Ç�›�Ý�º�Í�†��*O�K�r�M��

�É�ß�Ã�¸�•�b0ò(ý�_�X�8�Z�c�
 ���Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�Q#Ý�K�S%T�™�Ó�µ�­�î�ª�b�Ý�î�Ý�b��*O��
>&P.7-15>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�b0¿���b�Q#Ý
�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�_�A(á�I�€�Z�8�•�M�m�Z�b�_���†�Ç�“�–�Ý�_�š�¡�«�Ï�î�º�K�
�Ç�“�–�Ý�_�A
(á�I�€�Z�8�•�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�_���†�Ü�«�¼�î#Ý�b�”�É�Û�–�”�å�«�_�–�å�Ï�î�º�[�A�r�M���G
�b�\�A�
�¤�Ñ�b�M�m�Z�b�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�_���c�V�i�A�I�€�r�M��

�¥4Š�Ç�“�–�Ý�l�b  �Í�«�º  �”�¡�­�«  �¸�î�È�Ý0¿���b�š�¡�«�Ï�î�º

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [HAT �+0[>&HAT Overview>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �Ü�«�¼�î>& Listener>' ] �Ó�½�×�î�[)…7Ÿ�M�•�Ü�«�¼�î�†4E�¥�K�r�M��

�«�¸�µ�É 3 [HAT �†�š�¡�«�Ï�î�º>& Export HAT>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �š�¡�«�Ï�î�º�M�•  HAT �b�Ç�“�–�Ý�¡�†
°�Š�K�r�M���G�€�c�
�”�É�Û�–�”�å�«�b0¿���¹�•�Þ�¡�º�Ü�_�8
�B�I�€�•�Ç�“�–�Ý�b�¡�S�_�^�~�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�¥4Š�Ç�“�–�Ý�?�}�b�Í�«�º  �”�¡�­�«  �¸�î�È�Ý0¿���b�–�å�Ï�î�º

HAT �†�–�å�Ï�î�º�M�•�\�
�¤�Ñ�b�M�m�Z�b  HAT �š�å�º�Ü�@#'�~�b  HAT �?�}�P7V�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [HAT �+0[>&HAT Overview>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �Ü�«�¼�î>& Listener>' ] �Ó�½�×�î�[)…7Ÿ�M�•�Ü�«�¼�î�†4E�¥�K�r�M��

�«�¸�µ�É 3 [HAT �†�–�å�Ï�î�º>& Import HAT>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �Ü�«�º�?�}�Ç�“�–�Ý�†4E�¥�K�r�M��

>&�@>' �–�å�Ï�î�º�M�•�Ç�“�–�Ý�c�
�”�É�Û�–�”�å�«�b  configuration �¹�•�Þ�¡�º�Ü�_�Ñ�~�M�•�²0[�@�6
�~�r�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  %T�™�K)F�Ý�î�Ý�l�b3æ�™*…�”�»�Þ�«  �Ü�«�º�b�Q#Ý
�«�¸�µ�É 5 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M���¤�Ñ�b�M�m�Z�b  HAT �š�å�º�Ü�†�P7V�M�•�G�\�†&�1��M�•1™�Ì
�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�«�¸�µ�É 6 [ �–�å�Ï�î�º>& Import>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 7 �š�f
Æ���†&����K�r�M��

�Ç�“�–�Ý�_�c���¥�Ó�å�º���†�A(á�[�A�r�M���e�Ð�� #���[���r�•/œ�c�¥�Ó�å�º�\0b�^�I�€�
 AsyncOS �_
�|�W�Z!“0i�I�€�r�M�����b�[�†�g*ƒ�_�K�Z�C�T�I�8��

%T�™�K)F�Ý�î�Ý�l�b3æ�™*…�”�»�Þ�«  �Ü�«�º�b�Q#Ý
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�c�
�Þ�î�º�D7H�b7V�¥�
�>�|�g�²8r  TLS �K)F�^�]�b�š�å�Ë�ß�î�É3æ�™*…�¢�Ý�î
�É�_4:#Ý�M�•"I���b0¿���_�”�»�Þ�«  �Ü�«�º�†�Q#Ý�[�A�r�M���”�»�Þ�«  �Ü�«�º�c�
7Á�Ê�Ó�î�Ý  �”�»�Þ
�«�
�»�Ó�–�å�
4Š�(�»�Ó�–�å�>�|�g  IP �”�»�Þ�«�[�S�B�[�A�r�M�� GUI �[  [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail 
Policies>' ] > [ �”�»�Þ�«  �Ü�«�º>& Address Lists>' ] �b�Ì�î�ª�†�Q#Ý�M�•�?�
�r�S�c  CLI �b  
addresslistconfig  �¥�Ð�å�»�†�Q#Ý�K�
�”�»�Þ�«�Ü�«�º�†�8�B�[�A�r�M�� [ �”�»�Þ�«  �Ü�«�º>& Address 
Lists>' ] �b�Ì�î�ª�_�c�
�”�»�Þ�«  �Ü�«�º�†�Q#Ý�M�•�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�\�\�v�_�
�”�É�Û�–�”�å�«
�b�M�m�Z�b�”�»�Þ�«  �Ü�«�º�@/²&g�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �”�»�Þ�«  �Ü�«�º>& Address Lists>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �”�»�Þ�«  �Ü�«�º�b3ã�•>& Add Address List>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �”�»�Þ�«  �Ü�«�º�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 �”�»�Þ�«  �Ü�«�º�b1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 5 3ã�•�M�•�”�»�Þ�«�†
°�Š�K�r�M�����b�g�'�†�Q#Ý�[�A�r�M��

• �ö
²�^7Á�Ê�Ó�î�Ý  �”�»�Þ�«>8 user@example.com

• 7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�M4Š>8 user@

• 7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b  IP �”�»�Þ�«>8 @[1.2.3.4]  

• �»�Ó�–�å�b�M�m�Z�b�Ø�î�¨>8 @example.com

• 4Š�(�»�Ó�–�å�b�M�m�Z�b�Ø�î�¨>8 @.example.com

�»�Ó�–�å�>�|�g  IP �”�»�Þ�«�c  @�e�Ð�[6ä���M�•�²0[�@�6�•�G�\�_�@�–�K�Z�C�T�I�8��

�•�å�Ð�[7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�
�)�~�r�M���‚�K�8/œ�†�Q�W�Z�”�»�Þ�«�†�
�)�•���œ�
 AsyncOS �c+¬
�·$×�_�š�å�º�Ü�†�•�å�Ð�[�
�)�}�€�S�Ü�«�º�_�š�n�K�r�M��

# File exported by the GUI at 20060530T215438

$BLOCKED

    REJECT {}

[ ... ]
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  SenderBase 0¿���\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��

SenderBase 0¿���\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
�”�É�Û�–�”�å�«�l�b�K)F�†�(8®�K�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†4:#Ý�M�•�_�c>&�Þ�î�º�D7H�@�µ�r�€�•��
�œ�\�µ�r�€�^�8���œ�@�6�•>' �
�Ü�«�¼�î�c���b�‰�2�†�Q#Ý�K�r�M��

[ �(8®>&Classification>' ] -> [ 3æ�™*…�¢�Ý�î�É>&Sender Group>' ] -> [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail 
Flow Policy>' ] -> [ �Þ�î�º�D7H>& Rate Limiting >' ]

0ò(ý�_�X�8�Z�c�
 ���¿�µ�º�á�î�¡  �œ�î�¼�î�
�»�Ó�–�å�
 IP �”�»�Þ�«�[��*O�I�€�•3æ�™*…�¢�Ý�î�É��
>&P.7-5>' �†�g!·�K�Z�C�T�I�8��

���(8®>& Classification>'���•7u�[�c�
3æ�™
��Í�«�º�b  IP �”�»�Þ�«�†�Q#Ý�K�Z�
 >&�Ã�È�Ü�µ�¡  �Ü�«�¼�î�[
�w�™�K�S>'�w�™ SMTP �­�µ�©�Ù�å�†3æ�™*…�¢�Ý�î�É�_�(8®�K�r�M��3æ�™*…�¢�Ý�î�É�_6õ4��Ü�E�}�€�S
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_�c�
�Þ�î�º�D7H�†�–�¿�î�È�Ý�_�M�•�Ã�Û�Ó�î�±�@�6�•���œ�@�6�~�r�M�� >&�Þ�î
�º�D7H�_�|�W�Z�
�­�µ�©�Ù�å�H�\�b�Ó�µ�­�î�ª�b�q�±�X�
�Ó�µ�­�î�ª�H�\�b�w�™*…�b�q�±�X�
�Ó�µ�­�î
�ª�b�q�±�§�–�¬�
�Ü�Ô�î�º  �Í�«�º�?�}�w�E
°�€�•� �ì�K)F�b�q�±�X�@�D7H�I�€�r�M>' ��

3û�–�
�G�b�É�ß�­�«�[�c�
�P�Â�M�•�¡�S�b3æ�™*…�¢�Ý�î�É�b�›3æ�™*…�_�P�K�Z�w�™*…�†�•�˜�å�º�K�r
�M��� �L�ì6ë�•�_0
�X�b3æ�™*…�?�}�Ó�î�Ý�†�w�™�K�S���œ�
�M�m�Z�b3æ�™*…�_�P�M�•�w�™*…�b�œ0£�X�@
�D7H�Í�\�š3Q�I�€�r�M��

�G�b�•�˜�å�º�‰�2�_�c�
���_&g�M�8�C�X�?�b�[�¥�@�6�~�r�M��

• �¿�µ�º�á�î�¡  �œ�î�¼�î�_�|�W�Z�(8®�@/œ�ƒ�€�S���œ�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�_
�|�W�Z�”�»�Þ�«�b�±�A�^�È�ß�µ�¡�@�`�I�^�È�ß�µ�¡�_+¬�·$×�_�(�m�I�€�r�M��

�G�b�|�:�^�`�I�^�›�È�ß�µ�¡�_�P�K�Z�
�w�™*…�\�w�™*…�Þ�î�º�D7H�b�•�˜�å�º�@�9���_��/œ�I�€�r
�M>&3û�–�
 /24 CIDR �È�ß�µ�¡�\� �L�[�M�@�
�²�N�K�v� �L�[�c�6�~�r�O�‡>' ��

• HAT Significant Bits �µ+��†�Q#Ý�M�•���œ�_�X�8�Z1��Â�K�r�M���G�b���œ�
�Ï�Ü�©�î�_6õ4��Ü�E�}
�€�S  significant bits �Ã�Û�Ó�î�±�†4:#Ý�K�Z�
�±�A�^�È�ß�µ�¡�b�”�»�Þ�«�@�`�I�^�È�ß�µ�¡�_�(�m�I
�€�r�M��

�G�b�Ã�Û�Ó�î�±�c  [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policy>' ] -> [ �Þ�î�º�D7H>& Rate Limiting>'
] �Ç�™�î�¬�_6õ4��K�Z�8�r�M��3æ�™*…�¢�Ý�î�É�b  IP �”�»�Þ�«�b�(8®�_�Q#Ý�M�•�� network/bits��
CIDR /²0°�2�c�
 �� bits���Ç�•�î�Ý�»�\�c$��^�~�r�M��

�¹�Ç�›�Ý�º�[�c�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�>�|�g  IP �É�ß�Ç�“�–�Ü�å�¢�b�§�Ï�î�º�@�

�Ã�È�Ü�µ�¡  �Ü�«�¼�î�_�P�K�Z�c �–�¿�î�È�Ý �[�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�_�P�K�Z�c �¹�•�­�î�È�Ý �[�M��

SenderBase �¡�š�Ü�î�b�±�–�Ò�”�˜�º

�Ü�«�¼�î�†0¿���M�•���œ�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�[�¡�š�Ü�î�†��/œ�K�S�_���†�”�É�Û
�–�”�å�«�@�Ÿ�Õ�µ�©�×�M�•�ì6ë�†�æ���[�A�r�M���Q�b�‹�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†0¿���M�•���œ�

SenderBase �†�–�¿�î�È�Ý�_�K�
�Ó�î�Ý�b�Ç�ß�î�†�Ü�«�¼�î�_�D�š�[�A�r�M��

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†0¿���M�•���œ�
 [ �Ç�ß�î�D�š�_  SenderBase �†�Q#Ý>&Use SenderBase for Flow 
Control>' ] 0¿���†�Q#Ý�K�S  GUI �b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�?�
�r�S�c  listenerconfig > hostaccess 

> edit �¥�Ð�å�»�†�Q#Ý�K�S  CLI �[  SenderBase �†�–�¿�î�È�Ý�_�K�r�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  SenderBase 0¿���\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
HAT Significant Bits �µ+�

AsyncOS �b  3.8.3 �Ü�Ü�î�«�è7F�[�c�
�±�A�^  CIDR �È�ß�µ�¡
Æ�b�Ü�«�¼�î�b�Í�«�º  �”�¡�­�«  �¸�î�È�Ý
>&HAT>'�b3æ�™*…�¢�Ý�î�É �š�å�º�Ü�†'ö#.�K�^�@�}�
 IP �”�»�Þ�«�"�)�[�w�™�Ó�î�Ý�b3ã2§�>�|�g�Þ�î�º
�D7H�†��/œ�[�A�r�M���S�\�<�d�
%T�™�K)F�@�Í�«�º�� 10.1.1.0/24���\�M+´�K�S���œ�
�M�m�Z�b�º�Û
�Ç�•�µ�¡�†  1 �X�b�±�A�^�•�˜�å�±�_7Ÿ(Ù�M�•�b�[�c�^�C�
(
�V
Æ�b�¶�9�b�”�»�Þ�«�_�P�K�Z�•�˜�å�±�@
#Õ�B�I�€�r�M��

>&�@>' HAT �Ï�Ü�©�î�b  significant bits �œ�É�©�Ù�å�†�w� �_�M�•�_�c�
 HAT �Ç�ß�î�D�š�œ�É�©�Ù�å�b�� User 
SenderBase���†�¹�•�­�î�È�Ý�_�M�• �²0[�@�6�~�r�M >&�r�S�c�
 CLI �b���œ�
 listenerconfig -> setup  
�¥�Ð�å�»�[  SenderBase �_���§�î�Å�«�†�–�¿�î�È�Ý�_�M�•�S�u�b2A�e�� Would you like to enable 
SenderBase Reputation Filters and IP Profiling support?���_  no �\�G'Å�K�r�M>' ���X�r�~�
 Hat 
Significant Bits �µ+��\  SenderBase IP �É�ß�Ç�“�–�Ü�å�¢  �§�Ï�î�º�b�–�¿�î�È�Ý�ì�c%&�«�_�<�Ú$×�[�M��

�o�\�‡�]�b���œ�
�G�b�µ+��†�Q#Ý�K�Z3æ�™*…�¢�Ý�î�É�† �È�C��*O�K>&�X�r�~�
 �� 10.1.1.0/24���x
�� 10.1.0.0/16���b�|�:�̂  IP �”�»�Þ�«�b�±�A�^�¢�Ý�î�É>' �
 IP �”�»�Þ�«�b�`�I�^�¢�Ý�î�É�_�Ó�î�Ý  �Ç�ß�î  
�Þ�î�º�D7H�† "ƒ�C4:#Ý�K�r�M��

HAT Significant Bits �µ+��c�
���b�|�:�^�©�«�¸�Ò�b�¥�å�Ï�î�¿�å�º�_�P�Â�K�r�M��

HAT 0¿��  

HAT �b0¿���_�c�
3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b  2 �X�b4Š�(�@�6�~�r�M��3æ�™*…�¢�Ý�î�É
�b0¿���[�c�
3æ�™*…�b  IP �”�»�Þ�«�b���(8®�� >&3æ�™*…�¢�Ý�î�É�_
°�€�•>'�‰�2�†��*O�K�r�M���Ó�î�Ý  
�Ç�ß�î  �Ï�Ü�©�î0¿���[�c  IP �”�»�Þ�«�?�}�b  SMTP �­�µ�©�Ù�å�b'ö#.�‰�2�†��*O�K�r�M���G�b�µ+��†�Q
#Ý�M�•�\�
 IP �”�»�Þ�«�c�� CIDR �È�ß�µ�¡�[�(8®�I�€�S�� >&�S�\�<�d�
 10.1.1.0/24>'3æ�™*…�¢�Ý�î�É�\
�^�~�
�¶���b�Í�«�º>& /32>'�\�K�Z�D�š�I�€�r�M���G�€�c�� signficant_bits���Ï�Ü�©�î0¿���†�Q#Ý�K�Z��
/œ�I�€�r�M��

Significant Bits HAT �Ï�Ü�©�î  �œ�É�©�Ù�å  

HAT �S�e�[�c  signficant_bits 0¿���œ�É�©�Ù�å�†�Q#Ý�[�A�r�M�� HAT �[�¹�Ç�›�Ý�º  �Ó�î�Ý  �Ç�ß�î  �Ï�Ü
�©�î�r�S�c"I���b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†)…7Ÿ�M�•���œ>&�S�\�<�d�
 listenerconfig -> edit -> 

hostaccess -> default  �¥�Ð�å�»�†$Î/œ�M�•���œ>' �
���b�|�:�^2A�e�@/²&g�I�€�r�M��

• �Þ�î�º�D7H�@�–�¿�î�È�Ý�_�^�W�Z�8�•�?  

– �Ç�ß�î�D�š�b�S�u�b  SenderBase �b�Q#Ý�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•�?

– Directory Harvest Attack Prevention>&DHAP �¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F>'�@�Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î>&�¹�Ç�›�Ý�º  �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�r�S�c"I���b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>'�_
�P�K�Z�–�¿�î�È�Ý�_�^�W�Z�8�•�?  

 ���_�[�†&g�K�r�M��

Do you want to enable rate limiting per host?  [N]> y

Enter the maximum number of recipients per hour from a remote host.

[]> 2345
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  SenderBase 0¿���\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
�r�S�
�G�b�µ+��c  [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policies>' ] 
�Ì�î�ª�b  GUI �_�v/²&g�I�€�r�M��

�W 7-3 HAT Significant Bits �µ+��b�–�¿�î�È�Ý�ì

�Ç�ß�î�D�š�_  SenderBase �†�Q#Ý�M�•�œ�É�©�Ù�å�@ [ �œ�Ç>&OFF>' ] �_�^�W�Z�8�•�?�
�r�S�c  [ �¹�•�Þ�¡
�º�Ü  �Á�î�Ë�«�º�7�Á75�F>& Directory Harvest Attack Prevention>' ] �@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�


�� significant bits���Í�c�
�K)F�K�Z�8�•3æ�™*…�b  IP �”�»�Þ�«�_4:#Ý�I�€�
)��Ý$×�_  CIDR /²0°�2�@�

HAT 
Æ�b��*O�í�s�b3æ�™*…�¢�Ý�î�É�\�M+´�I�O�•�S�u�b�º�î�¡�å�\�K�Z�Q#Ý�I�€�r�M�� CIDR �È�ß�µ
�¡�[�V�r�€�S�M$��‘�b�Å�µ�º�c�
�e�Ð�4�b�8�B�ì�_���®�ß0¿�����_�^�~�r�M���Q�b�S�u�
�K)F�@  IP �”
�»�Þ�«  1.2.3.4 �?�}&�'g�I�€�
 significant_bits �œ�É�©�Ù�å�@ 24 �_0¿���I�€�S�Ï�Ü�©�î�\�M+´�M�•���œ�

)��Ý�\�K�Z#Õ�L�•  CIDR �È�ß�µ�¡�c  1.2.3.0/24 �_�^�~�r�M���G�b�µ+��†�Q#Ý�M�•�\�
 HAT 3æ�™*…�¢
�Ý�î�É  �š�å�º�Ü>&�S�\�<�d�
 10.1.1.0/24>'�_�c�
�¢�Ý�î�É�_�m�~�\�Z�}�€�S�Ï�Ü�©�î
Æ�b�w� �Å�µ�º  
�š�å�º�Ü>&�V0°�b�[�[�c�
 32>'�\�c$��^�•�X�b�¿�µ�º�á�î�¡�w� �Å�µ�º>& 24>'�@�Ñ�~�M�•�•+��ö�@�6
�~�r�M��

�–�å�ª�™�¡�©�Ù�å�D�š�‡6ë  

�–�å�ª�™�¡�©�Ù�å�D�š�•�˜�å�±�@�Ü�­�µ�º�I�€�S���œ�_1*�Z�[�A�•�¢�ß�î�Â�Ý0¿���œ�É�©�Ù�å�@�6�~�r
�M���¨�X�b  IP �”�»�Þ�«�b�•�˜�å�±�†'ö#.�K�Z�8�•8��–�_�Å�ª�î�^�©�«�¸�Ò�b���œ�
�•�˜�å�±�†�|�~8–
)¾�_>&�S�\�<�d�
 60 �(6ë7x�[�c�^�C  15 �(6ë7x�[>'�Ü�­�µ�º�M�•�|�:�_0¿���K�r�M���G�€�_�|�~�
�¹�î
�±�@'ö#.�Y+��^�§�–�¬�_�r�[�Q�±�K�S�~�
�©�«�¸�Ò�b�Ã�Ç�›�î�Ð�å�«�_�s8j�†�Z�<�S�~�M�•�G�\�†�G4J
�[�A�r�M��

#'�~�b�¹�Ç�›�Ý�º�Í�c  3600 &Ê>&1 �ì6ë>'�[�M���q�`  1 �(>& 60 &Ê>'�?�}�q�±  4 �ì6ë>&14,400 &Ê>'�r�[
�b�‡6ë�†�æ���[�A�r�M��

Would you like to specify a custom SMTP limit exceeded response? [Y]> n

Would you like to use SenderBase for flow control by default?  [N]> n

Would you like to group hosts by the similarity of their IP addresses?  [N]> y

Enter the number of bits of IP address to treat as significant, from 0 to 32.

[24]>
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  SenderBase 0¿���\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
GUI �[�¢�ß�î�Â�Ý0¿���†�Q#Ý�K�Z�G�b�‡6ë�†1*�Z�K�r�M>&0ò(ý�_�X�8�Z�c�
 ���Ü�«�¼�î�b�¢�ß�î�Â�Ý0¿
���� >&P.5-5>' �†�g!·�K�Z�C�T�I�8>' ��

�r�S�
 CLI �b  listenerconfig -> setup  �¥�Ð�å�»�†�Q#Ý�K�Z�G�b�‡6ë�†1*�Z�M�•�G�\�v�[�A�r�M��

mail3.example.com> listenerconfig

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[]> setup

Enter the global limit for concurrent connections to be allowed across all listeners.

[300]>

Enter the global limit for concurrent TLS connections to be allowed across all listeners.

[100]>

Enter the maximum number of message header lines.  0 indicates no limit.

[1000]>

1. Allow SenderBase to determine cache time (Recommended)

2. Don't cache SenderBase data.

3. Specify your own cache time.

[1]> 3
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  SenderBase 0¿���\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
Enter the time, in seconds, to cache SenderBase data:

[300]>

Enter the rate at which injection control counters are reset.

[1h]> 15m

Enter the timeout for unsuccessful inbound connections.

[5m]>

Enter the maximum connection time for inbound connections.

[15m]>

What hostname should Received: headers be stamped with?
1. The hostname of the Virtual Gateway(tm) used for delivering the message
2. The hostname of the interface the message is received on

[2]>

The system will always add a Message-ID header to outgoing messages that don't already 
have one.  Would you like to do the same for incoming messages? (Not recommended.) [N]>

By default connections with a HAT REJECT policy will be closed with a banner message at 
the start of the SMTP conversation.  Would you like to do the rejection at the message 
recipient level instead for more detailed logging of rejected mail? [N]>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

[]>
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�b�è0É
3æ�™*…�b�è0É
�«�Ã�Ò�x!“#Ý�^�Ó�î�Ý�c�
�¨�C�b���œ�
 DNS �[0Ž�ô�[�A�^�8�»�Ó�–�å�r�S�c  IP �”�»�Þ�«�†�â�X3æ�™*…
�_�|�W�Z3æ�™�I�€�r�M�� DNS �è0É�\�c�
3æ�™*…�_6õ�M�•�™8—�[�A�•�_���†�v�“�K�
�Q�€�_�‘�W�Z�Ó�î
�Ý�†��#.�M�•�G�\�†�–�á�K�r�M�� SMTP �•�å�Â�­�î�©�Ù�å�b�S�_3æ�™*…�è0É>&3æ�™*…�b IP �”�»�Þ�«�b  
DNS �Ý�µ�¡�”�µ�É�_�ö�Y�C�K)F�b�Ç�•�Ý�±�Ü�å�¢>'�†/œ�:�G�\�c�
 Cisco �”�É�Û�–�”�å�«�V�b�Ó�î�Ý  
�Ã�–�É�Û�–�å�†�Ó�K�Z��#.�I�€�•�ª�Õ�å�¡  �Ó�î�Ý�b5��†�ö�}�M�G�\�_�v�z'g�U�r�M��

�•�è0É�b3æ�™*…�?�}�b�Ó�î�Ý�c+¬�·$×�_�ë� �I�€�r�M���æ�ƒ�~�_�
 AsyncOS �_�c�
�•�è0É�b3æ�™*…�?
�}�b�Ó�î�Ý�†��#.�M�•�‰�2�†�ô���M�•3æ�™*…�è0É0¿���@�6�~�r�M���S�\�<�d�
 SMTP �•�å�Â�­�î�©�Ù
�å�b�S�_�•�è0É�b3æ�™*…�?�}�b�M�m�Z�b�Ó�î�Ý�†+¬�·$×�_�È�ß�µ�¡�K�S�~�
�•�è0É�b3æ�™*…�†�«�ß�µ�º
�Ü�å�¢�K�S�~�M�•�|�:�_  Cisco �”�É�Û�–�”�å�«�†0¿���[�A�r�M��

3æ�™*…�è0É�µ+��c�
���b�¥�å�Ï�î�¿�å�º�[�S�B�I�€�r�M��

• �K)F�Í�«�º�b�è0É>& Verification of the connecting host>'�� �G�€�c�
 SMTP �•�å�Â�­�î�©�Ù�å�b�S
�_��/œ�I�€�r�M��0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�è0É>8�Í�«�º��>&P.7-28>' �†�g!·�K�Z�C�T�I�8��

• �š�å�Ë�ß�î�É3æ�™*…�b�»�Ó�–�å4Š�(�b�è0É>& Verification of the domain portion of the envelope 
sender>'�� �G�€�c  SMTP �•�å�Â�­�î�©�Ù�å�b�p�[��/œ�I�€�r�M��0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�è0É>8
�š�å�Ë�ß�î�É3æ�™*…��>&P.7-29>' �†�g!·�K�Z�C�T�I�8��

3æ�™*…�è0É>8�Í�«�º

3æ�™*…�@�•�è0É�\�^�•#.#ä�_�c�I�r�J�r�^�v�b�@�6�~�r�M���S�\�<�d�
 DNS �§�î�Â�@���²�˜�å���r�S
�c�Â'Å�K�^�8�?�
�»�Ó�–�å�@�Ñ�~�K�^�8�G�\�@*ƒ�<�}�€�r�M��3æ�™*…�¢�Ý�î�É�b�Í�«�º  DNS �è0É0¿��
�[�c�
 SMTP �•�å�Â�­�î�©�Ù�å�b�S�_�•�è0É�b3æ�™*…�†�(8®�K�
�I�r�J�r�^'�8®�b�•�è0É�b3æ�™*…�†
�I�r�J�r�^3æ�™*…�¢�Ý�î�É�_�µ�u�•�G�\�@�[�A�r�M��

Cisco �”�É�Û�–�”�å�«�c�
%T�™�Ó�î�Ý�_�X�8�Z�
 DNS �†3û�L�Z�K)F
–�Í�«�º�b3æ�™
–�»�Ó�–�å�†�è0É
�K�|�:�\�K�r�M���G�b�è0É�c�
 SMTP �•�å�Â�­�î�©�Ù�å�b�S�_��/œ�I�€�r�M�� �²�È�Ý  DNS �Ý�µ�¡�”�µ
�É�b��/œ�_�|�W�Z�
�Ü�Ô�î�º  �Í�«�º�b  IP �”�»�Þ�«>&�X�r�~�
�»�Ó�–�å>'�@�v�“�I�€�
�w� �ö�@�è0É�I
�€�r�M���§5��b  DNS �Ý�µ�¡�”�µ�É�c�
�K)F
–�Í�«�º�b  IP �”�»�Þ�«�_�P�M�•3ë�,�A  DNS>&PTR>'�Ý�µ
�¡�”�µ�É�\�
�Q�b�‹�b  PTR �Ý�µ�¡�”�µ�É�b)��Ý�_�P�M�•�G�,�A  DNS>&A>'�Ý�µ�¡�”�µ�É�?�}�^�~�r
�M���Q�b�‹�
�”�É�Û�–�”�å�«�c  A �Ý�µ�¡�”�µ�É�b)��Ý�@  PTR �Ý�µ�¡�”�µ�É�b)��Ý�\�M+´�M�•�?�]�:�?
�†�³�™�µ�¡�K�r�M�� PTR �Ý�µ�¡�”�µ�É�r�S�c  A �Ý�µ�¡�”�µ�É�@�»�K�M�•�?�
)��Ý�@�M+´�K�^�8���œ�

�©�«�¸�Ò�c  IP �”�»�Þ�«�b�s�†�Q#Ý�K�Z  HAT 
Æ�b�š�å�º�Ü�†!·�œ�K�
3æ�™*…�c�•�è0É�\0b�^�I�€�r�M��

�•�è0É�b3æ�™*…�c�
���b�•�¸�¦�Ü�_�(8®�I�€�r�M��

• �K)F
–�Í�«�º�b  PTR �Þ�¥�î�»�@  DNS �_�Ñ�~�K�^�8��

• DNS �b�M�ì$×�^7€���_�|�~�K)F
–�Í�«�º�b  PTR �Þ�¥�î�»�b�Ý�µ�¡�”�µ�É�_�»�K�K�S��

• �K)F
–�Í�«�º�b3ë�,�A  DNS �Ý�µ�¡�”�µ�É>& PTR>'�@�G�,�A  DNS �Ý�µ�¡�”�µ�É>& A>'�_�M+´�K�^
�8��

3æ�™*…�¢�Ý�î�É�b [ �K)F�Í�«�º�b  DNS �è0É>&Connecting Host DNS Verification>' ] 0¿���†�Q#Ý�K�Z�

�•�è0É�b3æ�™*…�_�P�M�•�·�8�†�æ���[�A�r�M>& ��3æ�™*…�¢�Ý�î�É SUSPECTLIST �†�Q#Ý�K�S�•�è0É�b3æ
�™*…�?�}�b�Ó�µ�­�î�ª�b�«�ß�µ�º�Ü�å�¢�� >&P.7-31>' �†�g!·>' ��

�M�m�Z�b3æ�™*…�¢�Ý�î�É�b3æ�™*…�¢�Ý�î�É0¿���[�Í�«�º  DNS �è0É�†�–�¿�î�È�Ý�_�[�A�r�M�@�
�Í�«�º  
DNS �è0É0¿���†3æ�™*…�¢�Ý�î�É�_3ã�•�M�•�\�8�:�G�\�c�
�Q�b�¢�Ý�î�É�_�•�è0É�b3æ�™*…�† �µ�u�• �G
�\�_�^�•�\�8�:!l�_�@�–�K�Z�C�T�I�8���X�r�~�
�«�Ã�Ò�x�Q�b�Ú�b!“#Ý�^�Ó�î�Ý�@�µ�r�€�•�G�\�_�^�~
�r�M���Q�b�S�u�
�G�€�}�b0¿���c�
3æ�™*…�†�Ä�°�r�S�c�«�ß�µ�º�Ü�å�¢�M�•3æ�™*…�¢�Ý�î�É�_�P�K�Z�b
�s�–�¿�î�È�Ý�_�M�•�G�\�†�N�á�K�r�M���S�\�<�d�
3æ�™*…�¢�Ý�î�É  WHITELIST �_�P�K�Z  DNS �è0É�†
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�b�è0É
�–�¿�î�È�Ý�_�M�•�\�
�•�è0É�b3æ�™*…�?�}�b�Ó�î�Ý�@�
 WHITELIST 
Æ�b�™8—�[�A�•3æ�™*…�?�}�b
�Ó�î�Ý�\� �L�|�:�_�…�ƒ�€�•�G�\�†�–�á�K�r�M>&�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b0¿��
Æ���_�Â�L�Z�
�”�å�³
�«�Ã�Ò�r�S�c�”�å�³�˜�–�Ý�«  �³�™�µ�¡�
�Þ�î�º�D7H�^�]�b�Â�–�Ã�«�†�µ�s�r�M>' ��

3æ�™*…�è0É>8�š�å�Ë�ß�î�É3æ�™*…

�š�å�Ë�ß�î�É3æ�™*…�è0É�†�Q#Ý�M�•�\�
�š�å�Ë�ß�î�É3æ�™*…�b�»�Ó�–�å4Š�(�@  DNS �[�è0É�I�€�r�M  
>&�š�å�Ë�ß�î�É3æ�™*…�b�»�Ó�–�å�@0Ž�ô�I�€�•�?���š�å�Ë�ß�î�É3æ�™*…�b�»�Ó�–�å�b  A �Þ�¥�î�»�r�S�c  
MX �Þ�¥�î�»�@  DNS �_�Ñ�~�M�•�?>' ���±�–�Ò�”�˜�º�x  DNS �§�î�Â�b7€���^�]�
 DNS �[�b�Ý�µ�¡�”�µ
�É�[�M�ì$×�^�š�Û�î�²�ó�@$Î#Õ�K�S���œ�
�»�Ó�–�å�c0Ž�ô�I�€�r�O�‡���G�€�_�P�K�
�»�Ó�–�å�†�Ý�µ�¡
�”�µ�É�K�|�:�\�K�S�\�A�_�Â&��^�� domain does not exist���«�¸�î�±�«�@3É�I�€�S���œ�
�»�Ó�–�å�c�Ñ
�~�K�r�O�‡���G�b�è0É�@  SMTP �•�å�Â�­�î�©�Ù�å�b�p�[��/œ�I�€�•�b�_�P�K�
�Í�«�º  DNS �è0É�c�•�å
�Â�­�î�©�Ù�å�@6ä���I�€�•�S�_��/œ�I�€�
�K)F
–  SMTP �§�î�Â�b  IP �”�»�Þ�«�_4:#Ý�I�€�r�M��

0ò(ý>8AsyncOS �c�
3æ�™*…�b�”�»�Þ�«�b�»�Ó�–�å�_�P�K�Z  MX �Þ�¥�î�»  �¡�š�Ü�î�†��/œ�K�r�M�����_  
AsyncOS �c�
 MX �Þ�¥�î�»�b�Ý�µ�¡�”�µ�É�b)��Ý�_�ö�Y�8�Z�
 A �Þ�¥�î�»�b�Ý�µ�¡�”�µ�É�†/œ�8�r�M��
DNS �§�î�Â�@�� NXDOMAIN ��>&�G�b�»�Ó�–�å�b�Þ�¥�î�»�@�^�8>'�†3É�K�S���œ�
 AsyncOS �c�Q�b�»
�Ó�–�å�@�Ñ�~�K�^�8�v�b�\�K�Z�…�8�r�M���G�€�c�� Envelope Senders whose domain does not exist���b
�•�¸�¦�Ü�_�(8®�I�€�r�M�� NXDOMAIN �c�
�Ý�î�º  �¿�î�Ò  �§�î�Â�@�G�b�»�Ó�–�å�b�’�>�¿�î�Ò�§�î�Â
�†�f�j�K�Z�8�^�8�G�\�†�–�á�M�•���œ�@�6�~�r�M��

�K�?�K�
 DNS �§�î�Â�@�� SERVFAIL���†3É�K�S���œ�
 �� Envelope Senders whose domain does not 
resolve���\�K�Z�(8®�I�€�r�M�� SERVFAIL �c�
�»�Ó�–�å�@�Ñ�~�M�•�v�b�b�
 DNS �_�Þ�¥�î�»�b�Ý�µ�¡
�”�µ�É�[�M�ì$×�^�e8Ÿ�@�6�•�G�\�†�–�á�K�r�M��

�«�Ã�Ð�î�^�]�b�Y�2�^�Ó�î�Ý3æ�™*…�@�Q#Ý�M�•�M+á$×�^�m�2�c�
 MAIL FROM �_��>&�š�å�Ë�ß�î�É3æ
�™*…
Æ>'�†
�4��K�
�w�E�Ü�E�}�€�S�•�è0É�b3æ�™*…�?�}�b�Ó�î�Ý�@��#.�I�€�•�|�:�_�M�•�G�\�[�M���G
�€�_�|�~�
 MAIL FROM �”�»�Þ�«�_3æ�™�I�€�S�Â�˜�å�«  �Ó�µ�­�î�ª�@4Ä�™�Y+��_�^�•�S�u�
�e8Ÿ�@#Õ
�L�•�•+��ö�@�6�~�r�M���š�å�Ë�ß�î�É3æ�™*…�è0É�†�Q#Ý�M�•�\�
�Y�G�^�g�'�b>&�S�T�K'5$Ñ�[�c�^�8>'
MAIL FROM �†�Ä�°�M�•�|�:�_  Cisco �”�É�Û�–�”�å�«�†0¿���[�A�r�M��

�›�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�
���b�G�\�@�•+��[�M��

• �š�å�Ë�ß�î�É3æ�™*…�b  DNS �è0É�†�–�¿�î�È�Ý�_�M�•��

• �Y�G�^�g�'�b�š�å�Ë�ß�î�É3æ�™*…�_�P�K�
�•�«�±�Ò  SMTP �¥�î�»�\�Â'Å�†�û�M���š�å�Ë�ß�î�É3æ
�™*…�b DNS �è0É�†�–�¿�î�È�Ý�_�K�S���œ�
�Y�G�^�g�'�b�š�å�Ë�ß�î�É3æ�™*…�c�È�ß�µ�¡�I�€�r�M��

• 0Ž�ô�I�€�^�8�š�å�Ë�ß�î�É3æ�™*…�»�Ó�–�å�_�P�K�•�«�±�Ò�Â'Å�†�û�M��

• DNS �_�Ñ�~�K�^�8�š�å�Ë�ß�î�É3æ�™*…�»�Ó�–�å�_�P�K�•�«�±�Ò�Â'Å�†�û�M��

3æ�™*…�è0É�[�¥�¸�î�È�Ý�†�Q#Ý�K�Z�
�»�Ó�–�å�r�S�c�”�»�Þ�«�b�Ü�«�º�†�A(á�K�
�Q�G�?�}�b�Ó�î�Ý�†
+¬�·$×�_0Á�•�r�S�c�Ä�°�M�•�G�\�@�[�A�r�M>& ��3æ�™*…�è0É�[�¥�¸�î�È�Ý�� >&P.7-30>' �†�g!·>' ��3æ�™*…
�è0É�[�¥�¸�î�È�Ý�c�
�š�å�Ë�ß�î�É3æ�™*…�è0É�\�c"‚'g�K�Z�–�¿�î�È�Ý�_�[�A�r�M���Q�b�S�u�
�S�\�<
�d�
�[�¥�¸�î�È�Ý�[�æ���K�S"I�9�^�”�»�Þ�«�x�»�Ó�–�å�†�
�š�å�Ë�ß�î�É3æ�™*…�è0É�†�–�¿�î�È�Ý�_�M
�•�G�\�^�C�Ä�°�[�A�r�M���r�S�

Æ4Š�»�Ó�–�å�r�S�c�¸�«�º  �»�Ó�–�å�?�}�b�Ó�î�Ý�†�
�Ú�b�‰�2�[�è
0É�I�€�^�8���œ�[�v�–�_0Á�•�M�•�G�\�v�[�A�r�M��

�o�\�‡�]�b�«�Ã�Ò�c�•�è0É�b3æ�™*…�?�}�w�™�I�€�r�M�@�
�•�è0É�b3æ�™*…�?�}�b�Ó�î�Ý�†�w�E�Ü�E�•�G
�\�@�²0[�^#.#ä�@�6�~�r�M���S�\�<�d�
�M�m�Z�b�G0d�b7Á�Ê�Ó�î�Ý�†  DNS �Ý�µ�¡�”�µ�É�[�è0É�[�A�•
�ƒ�E�[�c�6�~�r�O�‡���M�ì$×�^  DNS �§�î�Â�b�e8Ÿ�_�|�~3æ�™*…�†�è0É�[�A�^�8�G�\�@�6�~�r�M��

�•�è0É�b3æ�™*…�?�}�b�Ó�î�Ý3æ�™�@0è�s�}�€�S���œ�
3æ�™*…�è0É�[�¥�¸�î�È�Ý�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü
�©�î�b�š�å�Ë�ß�î�É3æ�™*…  DNS �è0É0¿���†�Q#Ý�K�Z�
 SMTP �•�å�Â�­�î�©�Ù�å�p�_�š�å�Ë�ß�î�É3æ�™
*…�@�(8®�I�€�r�M���S�\�<�d�
 DNS �_�Ñ�~�K�^�8�S�u�_�è0É�I�€�^�83æ�™
–�»�Ó�–�å�?�}�b�Ó�î�Ý�†
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�b�è0É
�w�E�Ü�E�Z�«�ß�µ�º�Ü�å�¢�M�•�G�\�@�[�A�r�M���8�W�S�‡�Q�b�Ó�î�Ý�†�w�E�Ü�E�S�‹�
 MAIL FROM 
�b�g�'�@�Y�G�^�Ó�µ�­�î�ª�c�
�•�«�±�Ð�–�¬�•+��^  SMTP �¥�î�»�\�Â'Å�[�Ä�°�I�€�r�M���G�€�c  
SMTP �•�å�Â�­�î�©�Ù�å�b�p�[��/œ�I�€�r�M��

�õ�–�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_�P�K�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î0¿���p�[�
�š�å�Ë�ß�î�É3æ�™*…�b  DNS 
�è0É>&�»�Ó�–�å�[�¥�¸�î�È�Ý�†�µ�t>'�†�–�¿�î�È�Ý�_�[�A�r�M���G�€�_�c�
 GUI �r�S�c  CLI

>&listenerconfig -> edit -> hostaccess -> < policy>>'�†�Q#Ý�K�r�M��

4Š�(�»�Ó�–�å�
�¹�Ç�›�Ý�º  �»�Ó�–�å�
�Y�G�^�g�'�b  MAIL FROM

�š�å�Ë�ß�î�É3æ�™*…�è0É�†�–�¿�î�È�Ý�_�M�•�?�
�Ü�«�¼�î�b  SMTP �”�»�Þ�«0Ž�Ò�œ�É�©�Ù�å�[4Š�(�»
�Ó�–�å�b0Á�•�†�¹�•�­�î�È�Ý�_�M�•�\>& �� Cisco IronPort AsyncOS for Email Advanced Configuration 
Guide���b�� Customizing Listeners���b'v�b�� SMTP Address Parsing Options���b8o�†�g!·>' �
�Q�b�Ü
�«�¼�î�b�¹�Ç�›�Ý�º  �»�Ó�–�å0¿���c�Q#Ý�I�€�^�C�^�~�r�M��

�G�€�}�b�µ+��c�«�8�_�<�Ú$×�[�M��

�•�«�±�Ò  SMTP �¥�î�»�\�Â'Å

�š�å�Ë�ß�î�É3æ�™*…�b�g�'�@�Y�G�^�Ó�µ�­�î�ª�
 DNS �_�Ñ�~�K�^�8�š�å�Ë�ß�î�É3æ�™*…�
 DNS �¡�š
�Ü�î�[0Ž�ô�[�A�^�8>& DNS �§�î�Â�@�²�˜�å�K�Z�8�•�^�]>'�š�å�Ë�ß�î�É3æ�™*…�_�P�K�
 SMTP �¥�î�»
�\�Â'Å�Ó�µ�­�î�ª�†�æ���[�A�r�M��

SMTP �Â'Å�_�c�š�X  $EnvelopeSender  �†�µ�u�•�G�\�@�[�A�r�M���G�€�c�
�•�«�±�Ò�Â'Å�†3æ�™�M�•�\
�A�_�š�å�Ë�ß�î�É3æ�™*…�b�Í�_�Ž6ä�I�€�r�M��

�M+á�_�c�� Domain does not exist��)��Ý�c�Ì)F$×�[�M�@�
�G�€�†�M�ì$×�^"g�Â�_�M�•�G�\�@�[�A�r�M��
�Q�b�|�:�^�£�î�«�†�…�:�S�u�_�
 ���–�ò$×�^���Ø�î�¨�c�
�š�Û�î  �¥�î�»�†�¹�Ç�›�Ý�º�b  5XX �?�}  4XX 
�_�š�f�[�A�r�M��

3æ�™*…�è0É�[�¥�¸�î�È�Ý

3æ�™*…�è0É�[�¥�¸�î�È�Ý�c�
 SMTP �•�å�Â�­�î�©�Ù�å�p�_+¬�·$×�_0Á�•�r�S�c�Ä�°�I�€�•�»�Ó�–�å�r
�S�c7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�Ü�«�º�[�M���r�S�
�Ä�°�I�€�•�»�Ó�–�å�_�X�8�Z�
�œ�É�©�Ù�å�b  SMTP 
�¥�î�»�\�Ä�°�Â'Å�†�æ���M�•�G�\�v�[�A�r�M�� Cisco �”�É�Û�–�”�å�«�6�S�~�b3æ�™*…�è0É�[�¥�¸�î�È�Ý
�c  1 �X�b�s�[�6�~�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�H�\�_�–�¿�î�È�Ý�_�I�€�r�M��

3æ�™*…�è0É�[�¥�¸�î�È�Ý�c�
�Â�}�?�_
�"@�[�6�•�v�b�b�
�g�'�@�G�K�8�»�Ó�–�å�r�S�c7Á�Ê�Ó�î�Ý  �”
�»�Þ�«�†�Ü�«�º�K�
�Q�G�?�}�b�Ó�î�Ý�†�Ä�°�M�•�S�u�_�Q#Ý�[�A�r�M���S�\�<�d�
�g�'�@�G�K�8  MAIL 
FROM pres@whitehouse.gov  �†3æ�™*…�è0É�[�¥�¸�î�È�Ý�_�A(á�K�
+¬�·$×�_�Ä�°�M�•�|�:�_0¿���[�A
�r�M���r�S�

Æ4Š�»�Ó�–�å�x�¸�«�º  �»�Ó�–�å�^�]�
+¬�·$×�_0Á�•�M�•�»�Ó�–�å�†�Ü�«�º�M�•�G�\�v�[
�A�r�M���G�€�c�
�w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'�[/œ�ƒ�€�•�š�å�Ë�ß�î�É�w�™*…>& SMTP RCPT TO 
�¥�Ð�å�»>'��#.�_���Z�8�r�M��

3æ�™*…�è0É�[�¥�¸�î�È�Ý�c�
 GUI �b  [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �[�¥�¸�î�È�Ý>& Exception 
Table>' ] �Ì�î�ª>&�r�S�c  CLI �b  exceptionconfig  �¥�Ð�å�»>'�[��*O�I�€�S�‹�
 GUI>&���Ó�î�Ý  �Ç�ß�î  
�Ï�Ü�©�î  ACCEPTED �†�Q#Ý�K�S�•�è0É3æ�™*…�l�b3æ�™�Ó�µ�­�î�ª�b��*O�� >&P.7-34>' �†�g!·>'�r�S�c  
CLI>&�� Cisco AsyncOS CLI Reference Guide���†�g!·>'�[�Ï�Ü�©�î�H�\�_�–�¿�î�È�Ý�_�I�€�r�M��

3æ�™*…�è0É�[�¥�¸�î�È�Ý�b�š�å�º�Ü�b�S�e�c���b�\�>�~�[�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�b�è0É
�W 7-4 �[�¥�¸�î�È�Ý�b�Ü�«�º

�[�¥�¸�î�È�Ý�b�š�f�_�X�8�Z�c ��3æ�™*…�b7Á�Ê�Ó�î�Ý �”�»�Þ�«�_�ö�Y�8�S3æ�™*…�è0É�Ý�î�Ý�?�}�b�•
�è0É3æ�™*…�b7V�¥��>&P.7-35>' �†�g!·�K�Z�C�T�I�8��

3æ�™*…�è0É�b��/æ — 0¿���[

�G�G�[�c�
�Í�«�º�\�š�å�Ë�ß�î�É3æ�™*…�è0É�b
¾�º$×�[�–�ò$×�^��/æ�b�[�†&g�K�r�M��

�G�b�[�[�c�
�Í�«�º3æ�™*…�è0É�†��/æ�M�•�\�A�_�
�¤�Ñ�b3æ�™*…�¢�Ý�î�É  SUSPECTLIST �\�Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î  THROTTLED �_�|�~�
3ë�,�A  DNS �Ý�µ�¡�”�µ�É�@�M+´�K�^�8�K)F
–�Í�«�º�?�}�b�Ó�î
�Ý�@�«�ß�µ�º�Ü�å�¢�I�€�r�M��

�‚�K�83æ�™*…�¢�Ý�î�É>&UNVERIFIED>'�\�‚�K�8�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& THROTTLEMORE>'�@�8
�B�I�€�r�M���è0É�I�€�^�8�K)F
–�Í�«�º�?�}�b�Ó�î�Ý�c�
 SMTP �•�å�Â�­�î�©�Ù�å�b�S�_�«�ß�µ�º�Ü
�å�¢�I�€�r�M>&3æ�™*…�¢�Ý�î�É  UNVERIFIED �\�|�~'���$×�^�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  
THROTTLEMORE �@�Q#Ý�I�€�r�M>'��

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  ACCEPTED �_�P�K�Z�š�å�Ë�ß�î�É3æ�™*…�è0É�@�–�¿�î�È�Ý�_�I�€�r�M��

/² 7-9 �_�
3æ�™*…�è0É�†��/æ�M�•�S�u�b�N�á�I�€�•0¿���†&g�K�r�M��

3æ�™*…�¢�Ý�î�É SUSPECTLIST �†�Q#Ý�K�S�•�è0É�b3æ�™*…�?�}�b�Ó�µ�­�î�ª�b�«�ß�µ�º�Ü�å
�¢

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [HAT �+0[>&HAT Overview>' ] �†4E�¥�K�r�M��

/² 7-9 3æ�™*…�è0É>8�N�á�I�€�•0¿��

3æ�™*…�¢�Ý�î�É �Ï�Ü�©�î 
Æ��

UNVERIFIED

SUSPECTLIST

THROTTLEMORE

THROTTLED

SMTP �•�å�Â�­�î�©�Ù�å�b�S��

�K)F
–�Í�«�º�b  PTR �Þ�¥�î�»�@  DNS �_�Ñ�~�K�^�8��

�K)F
–�Í�«�º�b3ë�,�A  DNS �Ý�µ�¡�”�µ�É>& PTR>'�@�G�,
�A DNS �Ý�µ�¡�”�µ�É>& A>'�_�M+´�K�^�8��

ACCEPTED

SMTP �•�å�Â�­�î�©�Ù�å�p�b�š�å�Ë�ß�î�É3æ�™*…�è0É��

- �g�'�@�Y�G�^  MAIL FROM:��

- �š�å�Ë�ß�î�É3æ�™*…�@ DNS �_�Ñ�~�K�^�8��

- �š�å�Ë�ß�î�É3æ�™*…�@ DNS �[0Ž�ô�I�€�^�8��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�b�è0É
�«�¸�µ�É 2 3æ�™*…�¢�Ý�î�É�b�Ü�«�º�[  [SUSPECTLIST] �†�¡�Ü�µ�¡�K�r�M��

�W 7-5 [HAT �+0[>&HAT Overview >' ] �Ì�î�ª

�«�¸�µ�É 3 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�W 7-6 3æ�™*…�¢�Ý�î�É>8SUSPECTLIST>8[ 0¿���†)…7Ÿ>&Edit Settings >' ]

�«�¸�µ�É 4 �Ü�«�º�?�}  [ �«�ß�µ�º�Ý>& THROTTLED>' ] �Ï�Ü�©�î�†4E�¥�K�r�M��

�«�¸�µ�É 5 [ �K)F�Í�«�º�b  DNS �è0É>&Connecting Host DNS Verification>' ] �b�p�b  [ �K)F�Í�«�º3ë�,�A  DNS �è(ô
>&PTR>'�@3?3æ DNS �è(ô>&A>'�\�M+´�K�^�8>& Connecting host reverse DNS lookup (PTR) does not 
match the forward DNS lookup (A)>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��

3ë�,�A  DNS �Ý�µ�¡�”�µ�É�@�»�K�K�S3æ�™*…�c3æ�™*…�¢�Ý�î�É SUSPECTLIST �_�M+´�K�
�Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î  THROTTLED �b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�@��/œ�I�€�r�M��

>&�@>' �r�S�
 CLI �[�Í�«�º  DNS �è0É�†0¿���M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� CLI �[�b�Í�«�º  DNS �è
0É�b�–�¿�î�È�Ý�ì�� >&P.7-38>' �†�g!·�K�Z�C�T�I�8��
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�•�è0É�b3æ�™*…�l�b�|�~�]�A�^�« �ß�µ�º�Ü�å�¢0¿���b��/œ

�m8p 

�«�¸�µ�É 1 �r�N�
�‚�K�8�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�8�B�K>&�G�b�[�[�c  THROTTLEMORE �\�8�:�¡�S�†�Ü�E�r
�M>'�
�|�~�]�A�^�«�ß�µ�º�Ü�å�¢0¿���†/œ�8�r�M��

a. [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policies>' ] �Ì�î�ª�[  [ �Ï�Ü�©�î�†3ã�•>& Add Policy>' ] �†�¡
�Ü�µ�¡�K�r�M��

b. �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b�¡�S�†
°�Š�K�
 [ �K)F�·�8>& Connection Behavior>' ] �\�K�Z  [ �Ž1�
>&Accept>' ] �†4E�¥�K�r�M��

c. �Ó�î�Ý�†�«�ß�µ�º�Ü�å�¢�M�•�|�:�_�Ï�Ü�©�î�†0¿���K�r�M��

d. �š�f
Æ���†3æ�™�K�
&����K�r�M��

�«�¸�µ�É 2 ���_�
�‚�K�83æ�™*…�¢�Ý�î�É�†�8�B�K>&�G�b�[�[�c�
 UNVERIFIED �\�8�:�¡�S�†�Ü�E�r�M>' �

THROTTLEMORE �Ï�Ü�©�î�†�Q#Ý�M�•�|�:�_0¿���K�r�M��

a. [HAT �+0[>&HAT Overview>' ] �Ì�î�ª�[  [ 3æ�™*…�¢�Ý�î�É�†3ã�•>&Add Sender Group>' ] �†�¡�Ü�µ
�¡�K�r�M��

�W 7-7 [ 3æ�™*…�¢�Ý�î�É�†3ã�•>&Add Sender Group >' ]>8THROTTLEMORE

b. �Ü�«�º�?�}  [THROTTLEMORE] �Ï�Ü�©�î�†4E�¥�K�r�M��

c. [ �K)F�Í�«�º�b  DNS �è0É>&Connecting Host DNS Verification>' ] �p�b  [ �K)F�Í�«�º�b  PTR �Þ�¥�î
�»�@ DNS �_�Ñ�~�K�r�O�‡>& Connecting host PTR record does not exist in DNS>' ] �³�™�µ�¡�Î�µ�¡
�«�†�œ�å�_�K�r�M��

d. �š�f
Æ���†3æ�™�K�
&����K�r�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�b�è0É
�W 7-8 HAT �+0[>&HAT Overview >'

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  ACCEPTED �†�Q#Ý�K�S�•�è0É3æ�™*…�l�b3æ�™�Ó�µ�­�î�ª�b��*O

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policies>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policies>' ] �Ì�î�ª�[�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  [ �Ž1�
>&ACCEPTED>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b�q�‹�_�«�¡�ß�î�Ý�K�r�M��

�W 7-9 �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  ACCEPTED �b�š�å�Ë�ß�î�É3æ�™*…�b  DNS �è0É�b0¿��

�«�¸�µ�É 4 [ �œ�å>&On>' ] �†4E�¥�K�
�G�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_�P�M�•�š�å�Ë�ß�î�É3æ�™*…�b  DNS �è0É�†�–
�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 5 �•�«�±�Ò  SMTP �¥�î�»�\�Â'Å�†��*O�M�•�G�\�v�[�A�r�M��

�«�¸�µ�É 6 [ �[�¥�¸�î�È�Ý�†�Q#Ý>& Use Exception Table>' ] �[  [ �œ�å>&On>' ] �†4E�¥�M�•�G�\�[�
�»�Ó�–�å�[�¥�¸�î
�È�Ý�†�–�¿�î�È�Ý�_�K�r�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�b�è0É
�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

3æ�™*…�b7Á�Ê�Ó�î�Ý �”�»�Þ�«�_�ö�Y�8�S3æ�™*…�è0É�Ý�î �Ý�?�}�b�•�è0É3æ�™*…�b7V�¥

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �[�¥�¸�î�È�Ý>& Exception Table>' ] �†4E�¥�K�r�M��

>&�@>' �[�¥�¸�î�È�Ý�c�
 [ �[�¥�¸�î�È�Ý�†�Q#Ý>& Use Exception Table>' ] �@�–�¿�î�È�Ý�_0¿���I�€�Z�8
�•�M�m�Z�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_�¢�ß�î�Â�Ý�_4:#Ý�I�€�r�M��

�«�¸�µ�É 2 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �[�¥�¸�î�È�Ý>& Exception Table>' ] �Ì�î�ª�[  [ �»�Ó�–�å�[�¥�†3ã
�•>&Add Domain Exception>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†
°�Š�K�r�M��
½�/$×�^�”�»�Þ�«>& pres@whitehouse.gov>'�
�¡�S>& user@>'�
�»�Ó
�–�å>&@example.com �r�S�c  @.example.com>'�
�r�S�c  IP �”�»�Þ�«�†0…�•�µ�¥�[�V�‡�T�”�»�Þ�«

>&user@[192.168.23.1]>'�†
°�Š�[�A�r�M��

�«�¸�µ�É 4 �Q�b�”�»�Þ�«�?�}�b�Ó�µ�­�î�ª�†0Á�•�M�•�?�Ä�°�M�•�?�†�æ���K�r�M���Ó�î�Ý�†�Ä�°�M�•���œ�
 SMTP 
�¥�î�»�\�•�«�±�Ò�Â'Å�†�æ���M�•�G�\�v�[�A�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

3æ�™*…�è0É�[�¥�¸�î�È�Ý
Æ�[�b�”�»�Þ�«�b�è(ô

�m8p 

�«�¸�µ�É 1 [ �[�¥�¸�î�È�Ý>& Exception Table>' ] �Ì�î�ª�b  [ �»�Ó�–�å�[�¥�b�è(ô>& Find Domain Exception>' ] �­�¡
�©�Ù�å�_7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†
°�Š�K�r�M��

�«�¸�µ�É 2 [ �è(ô>&Find>' ] �†�¡�Ü�µ�¡�K�r�M��

�W 7-10 �[�¥�¸�î�È�Ý�p�b�M+´�š�å�º�Ü�b�è(ô

�¸�î�È�Ý�p�b�8�N�€�?�b�š�å�º�Ü�_�”�»�Þ�«�@�M+´�K�S���œ�
�q�6�_�M+´�K�S�š�å�º�Ü�@/²&g�I�€�r
�M��
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�b�è0É
�W 7-11 �[�¥�¸�î�È�Ý�p�b�M+´�š�å�º�Ü�b�M0t/²&g

�•�è0É3æ�™*…�?�}�b�Ó�µ�­�î�ª�b0¿���¸�«�º

�G�€�[3æ�™*…�è0É0¿���†�ö�¢�K�S�S�u�
 Cisco �”�É�Û�–�”�å�«�b�·�8�†&�1��[�A�r�M��

DNS 6õ4��b0¿���b�¸�«�º�c�
�•�i�b(
�V�†2x�<�Z�8�•�G�\�_�@�–�K�Z�C�T�I�8��

�g�'�@�Y�G�^  MAIL FROM 3æ�™*…�”�»�Þ�«�b�¸�«�º  �Ó�µ�­�î�ª�b3æ�™

THROTTLED �Ï�Ü�©�î�b�I�r�J�r�^  DNS 6õ4��b0¿���†�¸�«�º�M�•�G�\�c7´�K�8���œ�@�6�~�r�M�@�

�g�'�@�Y�G�^  MAIL FROM 0¿���†�¸�«�º�[�A�r�M��

�m8p 

�«�¸�µ�É 1 Cisco �”�É�Û�–�”�å�«�l�b  Telnet �­�µ�©�Ù�å�†6ä�A�r�M��

�«�¸�µ�É 2 SMTP �¥�Ð�å�»�†�Q#Ý�K�Z�
�g�'�@�Y�G�^  MAIL FROM>&�»�Ó�–�å�^�K�b�� admin���^�]>'�†�Q#Ý�K
�S�¸�«�º  �Ó�µ�­�î�ª�†3æ�™�K�r�M��

>&�@>' �¹�Ç�›�Ý�º  �»�Ó�–�å�†�Q#Ý�M�•�?�
�Ó�î�Ý�†3æ�w�™�M�•�\�A�_4Š�(�»�Ó�–�å�†�Â&g$×�_0Á�•�M
�•�|�:�_  Cisco �”�É�Û�–�”�å�«�†0¿���K�S���œ�x�
�”�»�Þ�«0Ž�Ò�†�–�¿�î�È�Ý�_�K�S���œ�c

>&�� Cisco IronPort AsyncOS for Email Advanced Configuration Guide���b�� Customizing 
Listeners���†�g!·>' �
�»�Ó�–�å�@�^�8�?�»�Ó�–�å�b�g�'�@�G�K�C�^�87Á�Ê�Ó�î�Ý�†�8�B�
3æ�™�

�w�™�[�A�^�8���œ�@�6�~�r�M��

�«�¸�µ�É 3 �Ó�µ�­�î�ª�@�Ä�°�I�€�•�G�\�†&�1��K�r�M��

# telnet IP_address_of_IronPort_Appliance  port

220 hostname  ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�b�è0É
SMTP �¥�î�»�\�Â'Å�@�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  THROTTLED �b�š�å�Ë�ß�î�É3æ�™*…�è0É0¿���[0¿��
�K�S�v�b�_�^�W�Z�8�•�G�\�†&�1��K�r�M��

3æ�™*…�è0É�Ý�î�Ý�?�}7V�¥�M�•�” �»�Þ�«�?�}�b�Ó�µ�­�î�ª�b3æ�™

3æ�™*…�è0É�[�¥�¸�î�È�Ý�_�4�ò�I�€�Z�8�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«�?�}�b�Ó�î�Ý�_�P�K�
�š�å�Ë�ß�î�É3æ
�™*…�è0É�@��/œ�I�€�^�8�G�\�†&�1��M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�m8p 

�«�¸�µ�É 1 �”�»�Þ�«  admin@zzzaaazzz.com  �†�
�[�¥�¸�î�È�Ý�_�·�8�� Allow ���[3ã�•�K�r�M��

�«�¸�µ�É 2 �š�f
Æ���†&����K�r�M��

�«�¸�µ�É 3 Cisco �”�É�Û�–�”�å�«�l�b  Telnet �­�µ�©�Ù�å�†6ä�A�r�M��

�«�¸�µ�É 4 SMTP �¥�Ð�å�»�†�Q#Ý�K�Z�
3æ�™*…�è0É�[�¥�¸�î�È�Ý�_
°�Š�K�S7Á�Ê�Ó�î�Ý  �”�»�Þ�«
>&admin@zzzaaazzz.com>'�?�}�¸�«�º  �Ó�µ�­�î�ª�†3æ�™�K�r�M��

�«�¸�µ�É 5 �Ó�µ�­�î�ª�@0Á�•�I�€�•�G�\�†&�1��K�r�M��

�Q�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†3æ�™*…�è0É�[�¥�¸�î�È�Ý�?�}�P7V�M�•�\�
�š�å�Ë�ß�î�É3æ�™*…�b�»�Ó�–�å
4Š�(�@ DNS �[�è0É�I�€�^�8�S�u�
�Q�b3æ�™*…�?�}�b�Ó�î�Ý�@�Ä�°�I�€�r�M��

3æ�™*…�è0É�\�ß� �å�¢

���b�ß�¢  �š�å�º�Ü�c�
3æ�™*…�è0É�b�8�•�[�†&g�K�r�M��

�š�å�Ë�ß�î�É3æ�™*…�è0É

�g�'�@�Y�G�^�š�å�Ë�ß�î�É3æ�™*…

# telnet IP_address_of_IronPort_Appliance  port

220 hostname  ESMTP

helo example.com

250 hostname

mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected, envelope 
sender domain missing
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'¨  7 'v       �Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�†�Q#Ý�K�S�K)F�†0Á�•�M�•�Í�«�º�b��*O
  3æ�™*…�b�è0É
�»�Ó�–�å�@�Ñ�~�K�^�8>& NXDOMAIN >'

�»�Ó�–�å�@0Ž�ô�I�€�^�8>& SERVFAIL>'

CLI �[�b�Í�«�º  DNS �è0É�b�–�¿�î�È�Ý�ì

CLI �[�Í�«�º  DNS �è0É�†�–�¿�î�È�Ý�_�M�•�_�c�
 listenerconfig > edit > hostaccess  �¥�Ð�å�»�†
�Q#Ý�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco AsyncOS CLI Reference Guide���†�g!·�K�Z�C�T�I�8��

/² 7-10 �_�
�•�è0É�b3æ�™*…�b'�8®�\�P�Â�M�•  CLI 0¿���†&g�K�r�M��

Wed Aug  9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com> sender rejected, 
envelope sender domain does not exist

Wed Aug  9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com> sender rejected, 
envelope sender domain could not be resolved

/² 7-10 3æ�™*…�¢�Ý�î�É0¿���\�P�Â�M�•  CLI �Í

�K)F
–�Í�«�º�b  DNS �è0É � '¼�b  CLI 0¿��

�K)F
–�Í�«�º�b  PTR �Þ�¥�î�»�@  DNS �_�Ñ�~�K�^�8�� nx.domain

DNS �b�M�ì$×�^7€���_�|�~�K)F
–�Í�«�º�b  PTR �Þ�¥�î�»�b�Ý�µ�¡
�”�µ�É�_�»�K�K�S��

serv.fail

�K)F
–�Í�«�º�b3ë�,�A  DNS �Ý�µ�¡�”�µ�É>& PTR>'�@�G�,�A  DNS 
�Ý�µ�¡�”�µ�É>& A>'�_�M+´�K�^�8��

not.double.verified
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C H A P T E R 8

�»�Ó�–�å�¡�r�S�c�w�™*…�”�»�Þ�«�_�ö�Y�C�K
)F�b0Á�•�r�S�c�Ä�°

• ���w�™*…�b�”�»�Þ�«�_�ö�Y�C�K)F�b0Á�•�r�S�c�Ä�°�b�+0[�� >&P.8-1>'

• ���»�Ó�–�å�>�|�g�Ø�î�¨�� >&P.8-3>'

 �w�™*…�b�”�»�Þ�«�_�ö�Y�C�K)F�b0Á�•�r�S�c�Ä�°�b�+0[
AsynchOS �c�›�Ã�È�Ü�µ�¡  �Ü�«�¼�î�@�w�™*…�”�»�Þ�«�b0Á�•�>�|�g�Ä�°�ï�8�†'ö#.�M�•�S�u�_  
Recipient Access Table>&RAT; �w�™*…�”�¡�­�«  �¸�î�È�Ý>'�†�Q#Ý�K�r�M���w�™*…�”�»�Þ�«�_�c���b�v�b
�@�µ�r�€�r�M��

• �»�Ó�–�å

• 7Á�Ê�Ó�î�Ý  �”�»�Þ�«

• 7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�¢�Ý�î�É

�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�c�
�a�^�C�\�v  1 �X�b�Ã�È�Ü�µ�¡  �Ü�«�¼�î>&�¹�Ç�›�Ý�º�Í>'�†�”�É
�Û�–�”�å�«�V�[0¿���M�•�|�:�_'ö#.*…�_�æ&g�K�r�M���­�µ�º�”�µ�É�ì�_�Ã�È�Ü�µ�¡  �Ü�«�¼�î�†0¿���M
�•�\�
�Ó�î�Ý�†�w�E
°�€�•�¹�Ç�›�Ý�º�b�ß�î�•�Ý  �»�Ó�–�å�r�S�c"I���b�”�»�Þ�«�†�æ���K�r�M���G�€
�}�b�ß�î�•�Ý  �»�Ó�–�å�r�S�c"I���b�”�»�Þ�«�c�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b  RAT �b�q�6�b�š�å�º�Ü�[�M��

�›�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b�¹�Ç�›�Ý�º�b�š�å�º�Ü�[�6�•  [ �Q�b�Ú�b�w�™*…>&All Other Recipients>' ] �c�

�M�m�Z�b�w�™*…�?�}�b7Á�Ê�Ó�î�Ý�†�Ä�°�K�r�M��'ö#.*…�c�
�”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�†0Á�•�M�•�M
�m�Z�b�ß�î�•�Ý  �»�Ó�–�å�†��*O�K�r�M���õ�–�[�
�”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�†0Á�•�r�S�c�Ä�°�M�•
"I���b�Ø�î�¨�v��*O�[�A�r�M�� AsyncOS �[�c�
�w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'�†�Q#Ý�K�Z4:�)�^
�ß�î�•�Ý  �»�Ó�–�å�\"I���b�Ø�î�¨�†��*O�M�•�G�\�@�[�A�r�M��

0
�X�»�Ó�–�å�b�Ó�µ�­�î�ª�†�w�E
°�€�•�|�:�_�
�Ü�«�¼�î�b0¿���@�²0[�_�^�•���œ�@�6�~�r�M���S�\�<
�d�
)�)Ê�[�è�S  oldcompanyname.com  �»�Ó�–�å�†�Q#Ý�K�
#'�~  currentcompanyname.com  �»�Ó�–�å�†�Q
#Ý�K�Z�8�Z�
 currentcompanyname.com  �>�|�g  oldcompanyname.com  �b�g�‰�?�}�Ó�µ�­�î�ª�†�w�E
°�€
�•���œ�@�6�~�r�M���G�b���œ�
�g�‰�b�ß�î�•�Ý  �»�Ó�–�å�†�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b  RAT �_�µ�u�r�M��

>&>&�@>'�»�Ó�–�å  �Ð�µ�É�µ+��c�6�•�»�Ó�–�å�?�}�9�b�»�Ó�–�å�_�Ó�µ�­�î�ª�†�Ð�µ�É�[�A�r�M�� �� Cisco 
IronPort AsyncOS for Email Advanced Configuration Guide���b�� Configuring Routing and Domain 
Features���b'v�\�»�Ó�–�å  �Ð�µ�É�µ+��b8o�†�g!·�K�Z�C�T�I�8>' ��
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'¨  8 'v       �»�Ó�–�å�¡�r�S�c�w�™*…�”�»�Þ�«�_�ö�Y�C�K)F�b0Á�•�r�S�c�Ä�°
  �w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'�b�+0[
�w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'�b�+0[
�w�™*…�”�¡�­�«  �¸�î�È�Ý�c�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�@0Á�•�M�•�w�™*…�†��*O�K�r�M���a�^�C�\�v�
�¸�î
�È�Ý�c�”�»�Þ�«�>�|�g�Q�b�”�»�Þ�«�†�w�E
°�€�•�?�Ä�°�M�•�?�†�æ���K�r�M��

[ �w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'>&Recipient Access Table (RAT)>' ] �Ì�î�ª�_�c�
 RAT 
Æ�b�š�å�º�Ü
�b�M0t�@�
�Q�b8p�Î�
�¹�Ç�›�Ý�º�b�”�¡�©�Ù�å�
�š�å�º�Ü�@  LDAP 0Á�•�¡�š�Ü�î�†�Â�–�Ã�«�M�•�|�:
�_0¿���I�€�Z�8�•�?�]�:�?�\�\�v�_/²&g�I�€�r�M��

RAT �l�b�”�¡�­�«
GUI

�«�¸�µ�É 1 [ �Ó�î�Ý�Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'>&Recipient Access Table 
(RAT)>' ] �_&ã�·�K�r�M��

CLI

�«�¸�µ�É 1 listenerconfig  �¥�Ð�å�»�\  edit -> rcptaccess -> new  �§�È�¥�Ð�å�»�†�Q#Ý�K�r�M��

�¹�Ç�›�Ý�º�b  RAT �š�å�º�Ü�b)…7Ÿ
�c�L�u�•�S�_

• �Ã�È�Ü�µ�¡  �Ü�«�¼�î�†0¿���K�r�M��

• �–�å�±�î�¿�µ�º�V�_�
 �œ�î�É�å  �Ü�Þ�î �†�8�B�K�^�8�|�:�_�
)…7Ÿ�b0£#ì�_�c�@�–�@�²0[�[�M��
�œ�î�É�å�Ü�Þ�î>& ���­�Ÿ�×�”�[�^�8�Ü�Þ�î���r�S�c���§�î�»�Ã�î�¸�•  �Ü�Þ�î���\�v�ç�g�r�M>'�c�

'¨�U*…�_�|�•7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b�Ü�Þ�î�†0Á�M  SMTP 7Á�Ê�Ó�î�Ý  �§�î�Â�[�M���œ�î�É�å  �Ü
�Þ�î�@�6�•�\�
�ß�î�•�Ý  �Ø�î�¨�¥�E�[�v�ß�î�•�Ý  �Ø�î�¨�?�}�[�v�^�8�Ó�î�Ý�†��#.�M�•�G�\�_�|
�~�
8�,��°$×�^3æ�™*…�@�¤�î�º�˜�™�–�†3û�L�Z�±5��b�«�Ã�Ò�†3æ�™�M�•�G�\�@�•+��_�^�~�r�M���¹
�Ç�›�Ý�º�[�c�
 RAT �c�M�m�Z�b�w�™*…�†�Ä�° �K�
�œ�î�É�å  �Ü�Þ�î�@�8�B�I�€�^�8�|�:�_�K�r�M��

• �¹�Ç�›�Ý�º�b�š�å�º�Ü�†  RAT �?�}�P7V�[�A�^�8�G�\�_�@�–�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý�Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'>&Recipient Access Table 
(RAT)>' ] �_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �Q�b�Ú�b�w�™*…>&All Other Recipients>' ] �†�¡�Ü�µ�¡�K�r�M��
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'¨  8 'v       �»�Ó�–�å�¡�r�S�c�w�™*…�”�»�Þ�«�_�ö�Y�C�K)F�b0Á�•�r�S�c�Ä�°
  �»�Ó�–�å�>�|�g�Ø�î�¨
�»�Ó�–�å�>�|�g�Ø�î�¨
RAT �†�Q#Ý�K�Z�Ó�µ�­�î�ª�†�w�E
°�€�•�»�Ó�–�å�†�š�f�M�•

�”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�†0Á�•�M�•�M�m�Z�b�ß�î�•�Ý  �»�Ó�–�å�>�|�g"I���b�Ø�î�¨�†0¿���M�•�_
�c�
 [ �Ó�î�Ý�Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'>&Recipient Access Table 
(RAT)>' ] �Ì�î�ª�†�Q#Ý�K�r�M���G�b�Ì�î�ª�[�c�
���b�8���†��/œ�[�A�r�M��

• RAT 
Æ�b�š�å�º�Ü�b3ã�•�
�P7V�
�š�f��

• �š�å�º�Ü�b8p�Î�b�š�f��

• RAT �š�å�º�Ü�b�¸�Ÿ�«�º  �Ç�“�–�Ý�l�b�š�¡�«�Ï�î�º��

• RAT �š�å�º�Ü�b�¸�Ÿ�«�º  �Ç�“�–�Ý�?�}�b�–�å�Ï�î�º���¸�Ÿ�«�º  �Ç�“�–�Ý�?�}�b�–�å�Ï�î�º�c�
�¤
�Ñ�b�š�å�º�Ü�†�V�i�A�K�r�M��

�Ó�µ�­�î�ª�†�w�E
°�€�•�»�Ó�–�å�>�|�g�Ø�î�¨�b3ã�•

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý�Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'>&Recipient Access Table 
(RAT)>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �Ü�«�¼�î�b�+0[>& Overview for Listener>' ] �Ç�•�î�Ý�»�[)…7Ÿ�M�•�Ü�«�¼�î�†4E�¥�K�r�M��

�«�¸�µ�É 3 [ �w�™*…�†3ã�•>&Add Recipient>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �š�å�º�Ü�b8p�Î�†4E�¥�K�r�M��

�«�¸�µ�É 5 �w�™*…�b�”�»�Þ�«�†
°�Š�K�r�M��

�«�¸�µ�É 6 �w�™*…�†0Á�•�M�•�?�Ä�°�M�•�?�†4E�¥�K�r�M��

�«�¸�µ�É 7 >&�õ�–>'�w�™*…�_�P�M�•  LDAP 0Á�•�¡�š�Ü�î�†�Â�–�Ã�«�M�•�G�\�†4E�¥�K�r�M��

�«�¸�µ�É 8 >&�õ�–>'�G�b�š�å�º�Ü�_�P�K�Z�•�«�±�Ò  SMTP �Â'Å�†�Q#Ý�K�r�M��

a. [ �•�«�±�Ò  SMTP �Â'Å>&Custom SMTP Response>' ] �[  [ �c�8>& Yes>' ] �†4E�¥�K�r�M��

b. SMTP �Â'Å�¥�î�»�\�¸�Ÿ�«�º�†
°�Š�K�r�M�� �Q�b�w�™*…�_�P�M�• RCPT TO �¥�Ð�å�»�l�b  SMTP �Â
'Å�†�µ�u�r�M��

�«�¸�µ�É 9 >&�õ�–>' [ �w�™�¥�å�º�ß�î�Ý�b�Â�–�Ã�«>& Bypass Receiving Control>' ] �[  [ �c�8>&Yes>' ] �†4E�¥�K�Z�
�«
�ß�µ�º�Ü�å�¢�b�Â�–�Ã�«�†4E�¥�K�r�M��

�«�¸�µ�É 10 �š�f
Æ���†3æ�™�K�
&����K�r�M��

6õ4�8o% 

• ���w�™*…�”�»�Þ�«�b��*O�� >&P.8-4>'

• ��"I�9�^�w�™*…�[�b  LDAP 0Á�•�b�Â�–�Ã�«�� >&P.8-4>'
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'¨  8 'v       �»�Ó�–�å�¡�r�S�c�w�™*…�”�»�Þ�«�_�ö�Y�C�K)F�b0Á�•�r�S�c�Ä�°
  �»�Ó�–�å�>�|�g�Ø�î�¨
�w�™*…�”�»�Þ�«�b��*O

RAT �[�c�
�w�™*…�r�S�c�w�™*…�b�¢�Ý�î�É�†��*O�[�A�r�M���w�™*…�c�
�ö
²�^7Á�Ê�Ó�î�Ý  �”�»�Þ�«�

�»�Ó�–�å�
4Š�(�»�Ó�–�å�
�Ø�î�¨�¡�
�r�S�c  IP �”�»�Þ�«�[��*O�[�A�r�M��

>&�@>' GUI �b�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�b�m8p  4 �[�»�Ó�–�å�†�w�™*…�”�¡�­�«  �¸�î�È�Ý�_3ã�•�M�•��
�œ>&���m8p  3>8�¿�µ�º�á�î�¡�� >&P.3-16>' �†�g!·>' �
�§�È�»�Ó�–�å�†�æ���M�•�S�u�b�9�b�š�å�º�Ü�†3ã�•
�M�•�G�\�†�è0¦�K�Z�C�T�I�8���S�\�<�d�
�»�Ó�–�å  example.net  �†
°�Š�M�•���œ�
 .example.net  �v
°
�Š�K�S�o�:�@�|�8���œ�@�6�~�r�M��'¨  2 �b�š�å�º�Ü�_�|�~�
 example.net  �b�M�m�Z�b�§�È�»�Ó�–�å���b
�Ó�î�Ý�@�w�™*…�”�¡�­�«  �¸�î�È�Ý�_�M+´�M�•�|�:�_�^�~�r�M�� RAT �[  .example.com  �b�s �†�æ���K�S
���œ�
 .example.com  �b�M�m�Z�b�§�È�»�Ó�–�å���b�Ó�î�Ý�†0Á�•�K�r�M�@�
�§�È�»�Ó�–�å�@ �^�8 �ö
²�^
7Á�Ê�Ó�î�Ý  �”�»�Þ�«�w�™*…>&�S�\�<�d  joe@example.com>'���b�Ó�î�Ý�c0Á�•�I�€ �r�O�‡ ��

"I�9�^�w�™*…�[�b  LDAP 0Á�•�b�Â�–�Ã�«

LDAP 0Á�•�¡�š�Ü�î�†0¿���M�•���œ�
"I���b�w�™*…�_�X�8�Z0Á�•�¡�š�Ü�î�†�Â�–�Ã�«�M�•�G�\�@�²0[
�^���œ�@�6�~�r�M���G�b�µ+��c�
 customercare@example.com  �b�|�:�_�
�6�•�w�™*…���_�w�™�K�S7Á�Ê
�Ó�î�Ý�_�X�8�Z�
 LDAP �¡�š�Ü�î�b�p�[4����I�O�S�~�Ÿ�×�î�_�A(á�K�S�~�K�^�8�G�\�@�ƒ�r�K�8���œ
�_�}�<�[�M��

LDAP 0Á�•�¡�š�Ü�î�b�S�_�á�î�¡  �Ÿ�×�î
Æ�[�w�™*…�”�»�Þ�«�†�i�A�n�<�•�|�:�_0¿���K�S���œ>&�š�–
�Ü�”�©�å�¢�r�S�c�»�Ó�–�å  �Ð�µ�É�b�Q#Ý�^�]>' �
�i�A�n�<�}�€�S�”�»�Þ�«�c  LDAP 0Á�•�¡�š�Ü�î�†�Â�–
�Ã�«�K�r�O�‡���S�\�<�d�
�š�–�Ü�”�«  �¸�î�È�Ý�†�Q#Ý�K�Z  customercare@example.com  �†  
bob@example.com  �>�|�g  sue@example.com  �_�Ð�µ�É�K�r�M�� customercare@example.com  �_�X�8�Z  
LDAP 0Á�•�b�Â�–�Ã�«�†0¿���K�S���œ�
�š�–�Ü�”�©�å�¢�@��/œ�I�€�S�‹�_�
 bob@example.com  �>�|�g  
sue@example.com  �_�P�K�Z  LDAP 0Á�•�¡�š�Ü�î�@��/œ�I�€�r�M��

GUI �[  LDAP 0Á�•�†�Â�–�Ã�«�M�•�|�:�_0¿���M�•�_�c�
 RAT �š�å�º�Ü�†3ã�•�r�S�c)…7Ÿ�M�•�\�A�_  [
�G�b�w�™*…�b LDAP �”�¡�­�É�º�¡�š�Ü�î�†�Â�–�Ã�«�M�•>& Bypass LDAP Accept Queries for this 
Recipient>' ] �†4E�¥�K�r�M��

[IPv4 address] �Í�«�º�b"I���b�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  4>&IPv4>'
�”�»�Þ�«�� IP �”�»�Þ�«�c�e�Ð�� [] ���[�V�t�²0[�@�6�•�G�\�_�@�–
�K�Z�C�T�I�8��

[IPv6 address] �Í�«�º�b"I���b�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  6>&IPv6>'
�”�»�Þ�«�� IP �”�»�Þ�«�c�e�Ð�� [] ���[�V�t�²0[�@�6�•�G�\�_�@�–
�K�Z�C�T�I�8��

division.example.com �ö
²�Ÿ8í�»�Ó�–�å�¡��

.partialhost �� partialhost���»�Ó�–�å
Æ�b�M�m�Z��

user@domain �ö
²�^7Á�Ê�Ó�î�Ý  �”�»�Þ�«��

user@ �æ���K�S�Ø�î�¨�¡�†�µ�t�M�m�Z�b�”�»�Þ�«��

user@[ IP_address ] "I���b  IPv4 �r�S�c  IPv6 �”�»�Þ�«�b�Ø�î�¨�¡�� IP �”�»�Þ�«�c�e�Ð
�� [] ���[�V�t�²0[�@�6�•�G�\�_�@�–�K�Z�C�T�I�8��

�� user@IP_address��>&0…�•�µ�¥�e�Ð�^�K>'�c�w� �^�”�»�Þ�«�[�c
�^�8�G�\�_�@�–�K�Z�C�T�I�8���w� �^�”�»�Þ�«�†�8�B�M�•�S�u
�_�
�Ó�µ�­�î�ª�†�w�™�K�S�\�A�_0…�•�µ�¥�@3ã�•�I�€�
�w�™*…�@  
RAT �[�M+´�M�•�?�]�:�?�_�s8j�@���•�G�\�@�6�~�r�M��
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'¨  8 'v       �»�Ó�–�å�¡�r�S�c�w�™*…�”�»�Þ�«�_�ö�Y�C�K)F�b0Á�•�r�S�c�Ä�°
  �»�Ó�–�å�>�|�g�Ø�î�¨
CLI �[  LDAP 0Á�•�¡�š�Ü�î�†�Â�–�Ã�«�M�•�|�:�_0¿���M�•�_�c�
 listenerconfig -> edit -> 

rcptaccess  �¥�Ð�å�»�†�Q#Ý�K�Z�w�™*…�†
°�Š�M�•�\�A�_�
���b2A�e�_�� yes���\'Å�<�r�M��

LDAP 0Á�•�†�Â�–�Ã�«�M�•�|�:�_  RAT �š�å�º�Ü�†0¿���M�•���œ�
 RAT �š�å�º�Ü�b8p�Î�@�
�w�™*…�”�»
�Þ�«�b�M+´�b�K�?�S�_�s8j�†�Z�<�•�G�\�_�@�–�K�Z�C�T�I�8���²�ó�† 6�S�M�q�6�b  RAT �š�å�º�Ü�†�Q
#Ý�K�Z�w�™*…�”�»�Þ�«�@�M+´�K�r�M���S�\�<�d�
 RAT �š�å�º�Ü  postmaster@ironport.com �\  
ironport.com �@�6�•�\�K�r�M�� postmaster@ironport.com �b�š�å�º�Ü�_�X�8�Z�c  LDAP 0Á�•�¡�š�Ü�î�†
�Â�–�Ã�«�M�•�|�:�_0¿���K�
 ironport.com �b�š�å�º�Ü�†  ACCEPT �_0¿���K�r�M��
postmaster@ironport.com ���b�Ó�î�Ý�†�w�™�K�S���œ�
 LDAP 0Á�•�@�Â�–�Ã�«�I�€�•�b�c�

postmaster@ironport.com �b�š�å�º�Ü�@  ironport.com �b�š�å�º�Ü�|�~�v�S�_�6�•���œ�b�s�[�M��
ironport.com �b�š�å�º�Ü�@  postmaster@ironport.com �b�š�å�º�Ü�b�S�_�6�•���œ�
 RAT �c�G�b�š�å�º
�Ü�†�Ó�K�Z�w�™*…�”�»�Þ�«�\�M+´�K�
 ACCEPT �”�¡�©�Ù�å�@4:#Ý�I�€�r�M��

"I�9�^�w�™*…�[�b�«�ß�µ�º�Ü�å�¢�b�Â�–�Ã�«

�w�™*…�š�å�º�Ü�[�
�Ü�«�¼�î�[�–�¿�î�È�Ý�_�^�W�Z�8�•�«�ß�µ�º�Ü�å�¢�D�š�Ó�•�½�¬�Ò�†�w�™*…�@�Â�–
�Ã�«�M�•�G�\�†�æ���[�A�r�M��

�G�b�µ+��c�
"I���b�w�™*…�b�Ó�µ�­�î�ª�†�D7H�K�^�8���œ�_�}�<�[�M���S�\�<�d�
�¨�C�b�Ø�î�¨�c�

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[��*O�I�€�Z�8�•�w�™�D�š�_�ö�Y�8�Z3æ�™
–�»�Ó�–�å�@�«�ß�µ�º�Ü�å�¢�I�€�Z
�8�•���œ�[�v�
�Ü�«�¼�î�V�[�”�»�Þ�«�� postmaster@domain ���b7Á�Ê�Ó�î�Ý�†�w�™�K�r�M���Ü�«�¼�î�b  
RAT �p�[�w�™�D�š�†�Â�–�Ã�«�M�•�|�:�_�G�b�w�™*…�†�æ���M�•�G�\�[�
� �L�»�Ó�–�å�p�b�Ú�b�w�™*…
#Ý�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�–�â�K�X�X�
�Ü�«�¼�î�c�w�™*…�� postmaster@domain ���b!“�D7H�b�Ó�µ
�­�î�ª�†�w�™�[�A�r�M���w�™*…�c�
3æ�™
–�»�Ó�–�å�@�D7H�I�€�Z�8�•���œ�_�
�©�«�¸�Ò�@�–�â�K�Z�8�•
�ì6ë�6�S�~�b�w�™*…�b�•�˜�å�±�[�•�˜�å�º�I�€�r�O�‡��

GUI �["I���b�w�™*…�@�w�™�D�š�†�Â�–�Ã�«�M�•�|�:�_�æ���M�•�_�c�
 RAT �š�å�º�Ü�†3ã�•�r�S�c)…7Ÿ
�M�•�\�A�_�
 [ �w�™�¥�å�º�ß�î�Ý�b�Â�–�Ã�«>& Bypass Receiving Control>' ] 0¿���[  [ �c�8>& Yes>' ] �†4E
�¥�K�r�M��

CLI �["I���b�w�™*…�@�w�™�D�š�†�Â�–�Ã�«�M�•�|�:�_�æ���M�•�_�c�
 listenerconfig -> edit -> 

rcptaccess  �¥�Ð�å�»�†�Q#Ý�K�Z�w�™*…�†
°�Š�M�•�\�A�_�
���b2A�e�_�� yes���\'Å�<�r�M��

�w�™*…�”�¡�­�«  �¸�î�È�Ý�[�b�»�Ó�–�å�>�|�g�Ø�î�¨�b8p�Î�b
°�€�p�<

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý�Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'>&Recipient Access Table 
(RAT)>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �Ü�«�¼�î�b�+0[>& Overview for Listener>' ] �Ç�•�î�Ý�»�[)…7Ÿ�M�•�Ü�«�¼�î�†4E�¥�K�r�M��

�«�¸�µ�É 3 [ 8p$��†)…7Ÿ>&Edit Order>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 [ 8p$�>&Order>' ] �4�b�Í�†1*�Z�K�Z8p�Î�†�š�f�K�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

Would you like to bypass LDAP ACCEPT for this entry? [Y]> y

Would you like to bypass receiving control for this entry?  [N]> y
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  �»�Ó�–�å�>�|�g�Ø�î�¨
�w�™*…�”�¡�­�«  �¸�î�È�Ý�b�¥4Š�Ç�“�–�Ý�l�b�š�¡�«�Ï�î�º

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý�Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'>&Recipient Access Table 
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• ���+0[�� >&P.9-1>'

• ���Ó�µ�­�î�ª  �Ç�•�Ý�±�b�¥�å�Ï�î�¿�å�º�� >&P.9-2>'

• ���Ó�µ�­�î�ª  �Ç�•�Ý�±��#.�� >&P.9-4>'

• ���Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�� >&P.9-9>'

• ���Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å�� >&P.9-43>'

• ���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å�� >&P.9-67>'

• �� CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.�� >&P.9-79>'

• ���Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[�� >&P.9-100>'

�+0[
�Ó�µ�­�î�ª  �Ç�•�Ý�±�_�|�~�
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�Ÿ�Õ�å�M�•
Æ���
��#.�b8p$��
��/œ�I�€�•�”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b8p$��
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�Ç�•�Ý�±�Ù�]�b%$0{$×�^�–�á�c���b�|�:�_�^�~�r�M��
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�Ó�µ�­�î�ª  �Ç�•�Ý�±�[�c���b�S�e�†�Q#Ý�K�r�M��
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0
�X�b�Ç�•�Ý�±�†8p$��_  1 �X�N�X�j�m�Z  1 �X�b�¸�Ÿ�«�º  �Ç�“�–�Ý�_�r�\�u�•�G�\�@�[�A�r�M��

�"�M�,#Ý'¢�r�S�c�§5��,#Ý'¢�[�
�Ç�•�Ý�±�b�Í�†�V�t�²0[�@�6�~�r�M���"�M�,#Ý'¢�r�S�c�§5��,#Ý'¢
�c�
�Í�b�g
��_'¼�K�C)��s�œ�ƒ�O�•�²0[�@�6�~�r�M���S�\�<�d�
�'  
notify('customercare@example.com')  �\  notify("customercare@example.com")  �c�]�U�}�v�w� �[
�M�@�
�'  notify("customercare@example.com')  �c�S�e�š�Û�î�@$Î#Õ�K�r�M��

�� #���e�Ð�[���r�•/œ�c�¥�Ó�å�º�\0b�^�I�€�
!“0i�I�€�r�M���S�T�K�
�Q�€�}�c  filters -> detail  �_
�|�W�Z�Ç�•�Ý�±�†/²&g�K�Z&�1��[�A�•�|�:�_�
 AsyncOS �[�–�â�I�€�r�O�‡��

�S�e�[ % $×

expedite: �Ç�•�Ý�±�¡

if (recv-listener == 'InboundMail' or recv-int == 'notmain') �Ý�î�Ý�b�æ��

{
    alt-src-host('outbound1');
skip-filters(); 
}

�”�¡�©�Ù�å�b�æ��

else
{
    alt-src-host('outbound2');
}

�õ�–�b�æ�p�”�¡�©�Ù�å�b�æ��

�S�e�[ % $×

expedite2: �Ç�•�Ý�±�¡

if ((not (recv-listener == 'InboundMail')) and
    (not (recv-int == 'notmain')))

�Ý�î�Ý�b�æ��

{
    alt-src-host('outbound2');
skip-filters(); 
}

�”�¡�©�Ù�å�b�æ��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±��#.
�Ó�µ�­�î�ª  �Ç�•�Ý�±��#.
AsyncOS �c�Ó�µ�­�î�ª  �Ç�•�Ý�±�†��#.�M�•���œ�
 AsyncOS �@�«�Ÿ�Õ�å�M�•
Æ���
��#.�b8p$��
��/œ
�M�•�”�¡�©�Ù�å�c�
���b�8�C�X�?�b0[�I�_�ö�Y�A�r�M��

• �Ó�µ�­�î�ª  �Ç�•�Ý�±�b8p$��� �Ó�µ�­�î�ª  �Ç�•�Ý�±�c�
8p�Î�Ü�E�}�€�S�Ü�«�º�[)T�â�I�€�r�M��
�Ó�µ�­�î�ª�b��#.�ì�_�
 AsyncOS �c�›�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q�€�}�@�Ü�«�º�_/²&g�I�€�Z�8�•8p
$��[4:#Ý�K�r�M���q)
�”�¡�©�Ù�å�@/œ�ƒ�€�S���œ�
�Q�b�Ó�µ�­�î�ª�_�P�K�Z�
�Q�€�è�V�b�”�¡�©�Ù
�å�c��/œ�I�€�r�O�‡��0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  �Ç�•�Ý�±�b8p$��� >&P.9-4>' �†�g!·�K�Z�C�T�I
�8��

• �¦�S��#. ���Ó�µ�­�î�ª  �Ç�•�Ý�±�@0Û�o�I�€�•�S�_�
 AsyncOS �Ó�µ�­�î�ª�_�P�K�Z��/œ�I�€�•�”�¡
�©�Ù�å�_�|�W�Z�
�Ê�µ�²�î�@3ã�•�r�S�c�P7V�I�€�•�G�\�@�6�~�r�M�� AsyncOS �c�
��#.�ì�_�Ó�µ
�­�î�ª�_�Ñ�~�M�•�Ê�µ�²�î�_�P�K�Z�Ó�µ�­�î�ª  �Ç�•�Ý�±  �É�ß�­�«�†��/œ�K�r�M��0ò(ý�_�X�8�Z�c�


���Ó�µ�­�î�ª  �Ê�µ�²�î  �Ý�î�Ý�>�|�g0Û�o�� >&P.9-5>' �†�g!·�K�Z�C�T�I�8��

• �Ó�µ�­�î�ª�b  MIME �S4� ���Ó�µ�­�î�ª�b  MIME �S4��_�|�W�Z�
 ���•�e���\�K�Z�…�ƒ�€�•�Ó�µ�­�î
�ª�b4Š�(�\���ç�Ü�Ç�“�–�Ý���\�K�Z�…�ƒ�€�•�Ó�µ�­�î�ª�b4Š�(�@�8�•�I�€�r�M���¨�C�b�Ó�µ�­�î�ª  
�Ç�•�Ý�±�c�
�Ó�µ�­�î�ª�b�•�e4Š�(�b�s�_�
�r�S�c�ç�Ü�Ç�“�–�Ý4Š�(�b�s�_�8#Ý�M�•�|�:�_0¿���I
�€�r�M��0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª�•�e�\  �Ó�µ�­�î�ª�ç�Ü�Ç�“�–�Ý�� >&P.9-5>' �†�g!·�K�Z�C�T
�I�8��

• �G0d/²#'�_0¿���I�€�•�K�A�8�Í�«�¥�” ���G0d/²#'�_�M+´�I�O�•���œ�
�Ç�•�Ý�±  �”�¡�©�Ù�å�@��/œ
�I�€�•�r�[�_�
�M+´�@$Î#Õ�K�^�E�€�d�^�}�^�8�G�X�†7Ÿ0£�M�•���«�¥�”���†0¿���K�r�M���G�€�_�|
�~�
�I�r�J�r�^#Ý1��_�P�M�•�Â'Å�b5��s�Ü�E�†�M�•�G�\�@�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å
�¶  �«�Ÿ�Õ�å�b�M+´�b�K�A�8�Í�� >&P.9-6>' �†�g!·�K�Z�C�T�I�8��

• �¡�š�Ü�î�b�S4� ���Ó�µ�­�î�ª  �Ç�•�Ý�±
Æ�[�
 AND �r�S�c  OR �¸�«�º�†0Û�o�M�•���œ�
 AsyncOS 
�c�Y0[�^�¸�«�º�†0Û�o�K�r�O�‡���I�}�_�
�©�«�¸�Ò�c�e�?�}�‘�_�¸�«�º�†0Û�o�K�^�8�G�\�_�@�–�M
�•�G�\�@5�0[�[�M���æ�ƒ�~�_�
 AND �>�|�g  OR �¸�«�º�@0Û�o�I�€�•���œ�
�q�v�o�Í�b�*�8�¸�«�º
�@�q�6�_0Û�o�I�€�r�M��0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  �Ç�•�Ý�±
Æ�b  AND �¸�«�º�\  OR �¸�«�º��

>&P.9-8>' �†�g!·�K�Z�C�T�I�8��

�Ó�µ�­�î�ª  �Ç�•�Ý�±�b8p$�

�Ó�µ�­�î�ª  �Ç�•�Ý�±�c8p�Î�Ü�E�}�€�S�Ü�«�º�_)T�â�I�€�
�Ü�«�º
Æ�b�Q�€�}�b�)*(�_�|�W�Z$��•�Ü�E
�I�€�r�M���Ó�µ�­�î�ª�b��#.�ì�_�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�@�m�~�ú�}�€�S$��•8p�[4:#Ý�I�€�r�M���Q�b
�S�u�
 9 $��b�Ç�•�Ý�±�@�Ó�µ�­�î�ª�_�P�K�Z�M�[�_�q)
�”�¡�©�Ù�å>&�Â�˜�å�«�^�]>'�†��/œ�K�S���œ�

30 $��b�Ç�•�Ý�±�c�
�Ó�µ�­�î�ª�b3æ�™
–�Í�«�º�†�š�f�M�•�µ�
�@�6�~�r�O�‡���Ü�«�º�b�Ç�•�Ý�±�b�)
*(�c�
�©�«�¸�Ò  �Ø�î�¨  �–�å�±�î�Ç�™�–�«�_�|�W�Z�š�f�[�A�r�M���Ç�“�–�Ý�?�}�–�å�Ï�î�º�I�€�S�Ç�•
�Ý�±�c�
�–�å�Ï�î�º�I�€�S�Ç�“�–�Ý
Æ�b�Q�€�}�b%&�P$×8p�Î�_�ö�Y�A�r�M��

�q)
�”�¡�©�Ù�å�‹�
�Q�b�Ó�µ�­�î�ª�_�P�K�Z�
�Q�€�è�V�b�”�¡�©�Ù�å�c��/œ�I�€�r�O�‡��

�Ó�µ�­�î�ª�@�Ç�•�Ý�±  �Ý�î�Ý�_�M+´�K�Z�8�Z�v�
���b�8�N�€�?�b#.#ä�[�
�Ç�•�Ý�±�@�Q�b�Ó�µ�­�î�ª
�_�P�K�Z�8#Ý�K�^�8�G�\�@�6�~�r�M��

• �Ç�•�Ý�±�@8��”�¡�¸�•�È�[�6�•��

• �Ç�•�Ý�±�@!“� �[�6�•��

• �Ç�•�Ý�±�@�
�Ó�µ�­�î�ª�b�q)
�”�¡�©�Ù�å�†��/œ�K�S�S�b�Ç�•�Ý�±�_�v�W�Z�æ�ƒ�}�€�S��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±��#.
�Ó�µ�­�î�ª  �Ê�µ�²�î  �Ý�î�Ý�>�|�g0Û�o

�Ç�•�Ý�±�c�
�Ê�µ�²�î  �Ý�î�Ý�†4:#Ý�M�•���œ�_�

–�b�Ó�µ�­�î�ª�b�Ê�µ�²�î�[�c�^�C�
 ����#.�í�s��
�Ê�µ�²�î�†0Û�o�K�r�M���X�r�~�


• �S�_��/œ�I�€�S�”�¡�©�Ù�å�_�|�W�Z�
�Ê�µ�²�î�@3ã�•�I�€�S���œ�
�‹)F�b�M�m�Z�b�Ê�µ�²�î  �Ý�î
�Ý�_�|�W�Z�
�Q�€�†!·�œ�[�A�•�|�:�_�^�~�r�M��

• �S�_��/œ�I�€�S�”�¡�©�Ù�å�_�|�W�Z�
�Ê�µ�²�î�@�v�~7V�?�€�S���œ�
�‹)F�b�M�m�Z�b�Ê�µ�²�î  
�Ý�î�Ý�[�
�Q�€�†!·�œ�[�A�^�C�^�~�r�M��

• �S�_��/œ�I�€�S�”�¡�©�Ù�å�_�|�W�Z�
�Ê�µ�²�î�@�š�f�I�€�S���œ�
�‹)F�b�M�m�Z�b�Ê�µ�²�î  �Ý�î
�Ý�[�

–�b�Ó�µ�­�î�ª  �Ê�µ�²�î�[�c�^�C�
�š�f�í�s�b�Ê�µ�²�î�@0Û�o�I�€�r�M��

�G�b�·�8�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�\�¥�å�¸�å�¶  �Ç�•�Ý�±�b�g�‰�_
¹3û�[�M��

�Ó�µ�­�î�ª�•�e�\  �Ó�µ�­�î�ª�ç�Ü�Ç�“�–�Ý

7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�c�
0
�X�b4Š�(�?�}�S�B�I�€�r�M�� RFC �[�c�
�Ó�µ�­�î�ª�b�Ê�µ�²�î�b�‹�_)F
�C�M�m�Z�b�v�b�†�Ð�Ý�³�Ã�î�º���Ó�µ�­�î�ª�•�e���\�K�Z0d���K�Z�8�r�M�@�
�¨�C�b�Ø�î�¨�c�r�T�Ó�µ
�­�î�ª�b���•�e���\���ç�Ü�Ç�“�–�Ý���†�9���b�v�b�\�
�<�Z�8�r�M�� body- variable �r�S�c  
attachment- variable �\�8�: Cisco�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�M�•���œ�
 Cisco �”�É�Û�–�”�å�«�c�o�\
�‡�]�b�Ø�î�¨�@���•�e���\���ç�Ü�Ç�“�–�Ý���\�K�Z*ƒ�<�•4Š�(�†�
�¨�C�b  MUA �@�Q�€�}�†�9���_�Þ�å
�²�Ü�å�¢�K�|�:�\0è�s�•�b�\� �L�|�:�_�
�9�K�|�:�\�K�r�M��

body- variable �r�S�c  attachment- variable �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�†�i�C% $×�[�c�
�Ó�µ�­�î�ª  
�Ê�µ�²�î�b�‹�b�M�m�Z�b�v�b�@�Ó�µ�­�î�ª �•�e �\0b�^�I�€�
�Q�b
Æ���c�•�e
Æ�_�6�•  MIME 4Š�(�b�q
�6�b�¸�Ÿ�«�º4Š�(�\0b�^�I�€�r�M���Q�b�¥�å�¸�å�¶�b�‹�b�M�m�Z�b�v�b>&�X�r�~�
3ã�•�b  MIME 4Š�(>'
�c �ç�Ü�Ç�“�–�Ý �\0b�^�I�€�r�M�� AsyncOS �c�Ó�µ�­�î�ª�b�I�r�J�r�^  MIME 4Š�(�†0Û�o�K�
�ç�Ü�Ç�“
�–�Ý�\�K�Z��#.�I�€�•�Ç�“�–�Ý�b4Š�(�†1‘�9�K�r�M��

�S�\�<�d�
 �W 9-1 �_�
 Microsoft Outlook MUA �b�Ó�µ�­�î�ª�†&g�K�r�M���G�G�[�c�� Document 

attached below. ���\�8�:0•-%�@�É�Þ�î�å  �¸�Ÿ�«�º�b�Ó�µ�­�î�ª �•�e �\�K�Z/²&g�I�€�
�»�Ÿ�×�Ó�å�º
�� This is a Microsoft Word document.doc ���@ �ç�Ü�Ç�“�–�Ý �\�K�Z/²&g�I�€�Z�8�r�M���¨�C�b�Ø�î�¨
�@7Á�Ê�Ó�î�Ý�†�G�b�|�:�_�
�<�Z�8�•>&�q�6�b4Š�(�@�É�Þ�î�å  �¸�Ÿ�«�º�[  2 $��u�b4Š�(�@�Â�–�¼�Ü  
�Ç�“�–�Ý�[�6�•�Ð�Ý�³�Ã�î�º  �Ó�µ�­�î�ª�\�K�Z�[�c�^�C>'�S�u�
 Cisco �c�
�Ó�µ�­�î�ª�b���•�e�� >&�q
�6�b�É�Þ�î�å  �¸�Ÿ�«�º4Š�(>'�\�P!·$×�_�
 .doc �Ç�“�–�Ý4Š�(>&��2A$×�_  2 $��u�b  MIME 4Š�(>'�†�
�9
�K�Z��#.�M�•�Ý�î�Ý�†�8�B�M�•�S�u�_�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�[���ç�Ü�Ç�“�–�Ý���\�8�:#Ý1��†�Q#Ý�K
�Z�8�r�M���S�T�K�
 RFCS 1521 �>�|�g  1522 �[�Q�ƒ�€�Z�8�•#Ý1��_�|�•�\�
�Ó�µ�­�î�ª�b �•�e �c�M�m�Z
�b  MIME 4Š�(�?�}�S�B�I�€�r�M��

�W 9-1 ���ç�Ü�Ç�“�–�Ý���b�6�•�Ó�µ�­�î�ª

Cisco �”�É�Û�–�”�å�«�c�
�Ð�Ý�³�Ã�î�º  �Ó�µ�­�î�ª�b �•�e �\ �ç�Ü�Ç�“�–�Ý �†�
�9�K�Z�8�•�S�u�

body- variable �r�S�c  attachment- variable �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�†�Q#Ý�K�Z�
�‡�…�M�•�·�8�†4)
�B�M�•�S�u�_�
�@�–�M�•�²0[�@�6�•�8�C�X�?�b"g�#�@�6�~�r�M��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±��#.
• �¸�Ÿ�«�º4Š�(�@  1 �X�b�Ó�µ�­�î�ª>&�X�r�~�
 �� Content-Type: text/plain���r�S�c�� Content-Type: 
text/html���b�Ê�µ�²�î�†�µ�t�Ó�µ�­�î�ª>'�@�6�•���œ�
 Cisco �”�É�Û�–�”�å�«�c�Ó�µ�­�î�ª
²�/�†
�•�e�\0b�^�K�r�M���¥�å�¸�å�¶  �±�–�É�@$��^�•���œ�
 Cisco �”�É�Û�–�”�å�«�c�
�Q�€�†�"�M�b�ç�Ü
�Ç�“�–�Ý�\0b�^�K�r�M��

• �š�å�¥�î�»�I�€�S�Ç�“�–�Ý>& uuencoded �^�]>'�c7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b�•�e�_�µ�r�€�r�M���G
�€�@$Î#Õ�K�S���œ�
�š�å�¥�î�»�I�€�S�Ç�“�–�Ý�c�ç�Ü�Ç�“�–�Ý�\�K�Z�…�ƒ�€�
�³���>�|�g�«�Ÿ�Õ�å
�I�€�
�g�~�b�¸�Ÿ�«�º�@�¸�Ÿ�«�º�•�e�\�K�Z0b�^�I�€�r�M��

• �"�M�b�¸�Ÿ�«�º�è�¥�b4Š�(�c�–�_ �ç�Ü�Ç�“�–�Ý �\0b�^�I�€�r�M���S�\�<�d�
 .zip �Ç�“�–�Ý�b�s�[�S
�B�I�€�•�Ó�µ�­�î�ª�c�
�ç�Ü�Ç�“�–�Ý�\0b�^�I�€�r�M��

�¥�å�¸�å�¶  �«�Ÿ�Õ�å�b�M+´�b�K�A�8�Í

�Ó�µ�­�î�ª�•�e�r�S�c�ç�Ü�Ç�“�–�Ý
Æ�b�Ã�±�î�å�†�è(ô�M�•�Ç�•�Ý�±  �Ý�î�Ý�†3ã�•�M�•���œ�
�Ã�±�î
�å�@0b�X�?�•�²0[�@�6�•�G�X�b�q�6�b�K�A�8�Í�†�æ���[�A�r�M�� AsyncOS �c�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M
�•�\�
�Ó�µ�­�î�ª�>�|�g�ç�Ü�Ç�“�–�Ý�_0b�X�?�W�S�M+´�b�X�b���«�¥�”���†7Ÿ0£�K�r�M���q�`�K�A�8�Í
�_ 6�S�^�8���œ�
�G0d/²#'�c  true �\0Û�o�I�€�r�O�‡���G�b�K�A�8�Í�c���b�Ç�•�Ý�±  �Ý�î�Ý�_�æ���[�A
�r�M��

• body-contains

• only-body-contains

• attachment-contains

• every-attachment-contains

• dictionary-match

• attachment-dictionary-match

drop-attachments-where-contains  �”�¡�©�Ù�å�_�K�A�8�Í�†�æ���M�•�G�\�v�[�A�r�M��

>&�@>' �Ê�µ�²�î�r�S�c�š�å�Ë�ß�î�É�b�w�™*…�\3æ�™*…�†�«�Ÿ�Õ�å�M�•�Ç�•�Ý�±  �Ý�î�Ý�_�K�A�8�Í�†�æ���[�A
�r�O�‡��

�K�A�8�Í�b�S�e

��#'�q�`�G�X�b�K�A�8�Í�†�æ���M�•�_�c�
�Ã�±�î�å�\�
 true �\0Û�o�M�•�S�u�_�²0[�^�M+´�b�q�`�X�†�æ
���K�r�M��

�S�\�<�d�
 body-contains  �Ç�•�Ý�±  �Ý�î�Ý�[�
�Í�� Company Confidential���@�a�^�C�\�v  2 �G0b�X�?
�•�²0[�@�6�•�G�\�†�æ���M�•�_�c�
���b�S�e�†�Q#Ý�K�r�M��

�¹�Ç�›�Ý�º�[�
 AsyncOS �@�¥�å�¸�å�¶  �«�Ÿ�Õ�å  �Ç�•�Ý�±�†�–�Ñ�M�•���œ�
�Ç�•�Ý�±�†�¥�å�Ã�–�Ý�K�

�K�A�8�Í�@�m�~�\�Z�}�€�Z�8�^�8���œ�
 1 �b�K�A�8�Í�†�m�~�\�Z�r�M��

�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�Í�_�P�K�Z�
�Ã�±�î�å  �Ð�µ�³�b�q�`�X�†�æ���M�•�G�\�v�[�A�r�M���¥�å
�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b0ò(ý�_�X�8�Z�c�
 ���¸�Ÿ�«�º  �Ü�¯�î�«���b'v�†�g!·�K�Z�C�T�I�8��

if(< filter rule >('< pattern >',< minimum threshold >)){

if(body-contains('Company Confidential',2)){
9-6
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±��#.
�Ó�µ�­�î�ª�•�e�\�ç�Ü�Ç�“�–�Ý�b�K�A�8�Í�«�¥�”

7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�c�
0
�X�b4Š�(�?�}�S�B�I�€�•�G�\�@�6�~�r�M���Ó�µ�­�î�ª�•�e�r�S�c�ç�Ü
�Ç�“�–�Ý
Æ�b�Ã�±�î�å�†�è(ô�M�•�Ç�•�Ý�±  �Ý�î�Ý�b�K�A�8�Í�†�æ���M�•�\�
 AsyncOS �c�
�Ó�µ�­�î�ª
4Š�(�\�ç�Ü�Ç�“�–�Ý�b�M+´�b�X�†�•�˜�å�º�K�Z�
�K�A�8�Í���«�¥�”���†�8�•�K�r�M���Ó�µ�­�î�ª  �Ç�•
�Ý�±�["I���b  MIME 4Š�(�†�æ���K�^�87H�~>& attachment-contains  �Ç�•�Ý�±  �Ý�î�Ý�^�]>' �
 AsyncOS 
�c�Ó�µ�­�î�ª�b�M�m�Z�b4Š�(�[0b�X�?�W�S�M+´�†�œ0£�K�
�M+´�b�œ0£�@�K�A�8�Í�_4)�K�Z�8�•�?�]�:�?
�†�8�•�K�r�M���S�\�<�d�
�K�A�8�Í�@  2 �b  body-contains  �Ó�µ�­�î�ª  �Ç�•�Ý�±�@�6�•�\�K�r�M���•�e
�_  1 �X�b�M+´�@�6�~�
�ç�Ü�Ç�“�–�Ý�_  1 �X�b�M+´�@�6�•�Ó�µ�­�î�ª�†�w�™�K�r�M�� AsyncOS �@�G�b
�Ó�µ�­�î�ª�†�G!l�K�S���œ�
�œ0£�@  2 �X�b�M+´�_�^�~�
�K�A�8�Í�«�¥�”�† 6�S�K�Z�8�•�\�8�•�K�r�M��

� �]�_�
0
�X�b�ç�Ü�Ç�“�–�Ý�@�6�•���œ�
 AsyncOS �c�ç�Ü�Ç�“�–�Ý�H�\�_�«�¥�”�†�œ0£�K�Z�
�M+´�b
�«�¥�”�†�8�•�K�r�M���S�\�<�d�
�K�A�8�Í�@  3 �b  attachment-contains �Ç�•�Ý�±  �Ý�î�Ý�@�6�•�\�K�r
�M�� 2 �X�b�ç�Ü�Ç�“�–�Ý�@�6�•�Ó�µ�­�î�ª�†�w�™�K�
�›�ç�Ü�Ç�“�–�Ý�_  2 �X�b�M+´�@�µ�r�€�r�M��
AsyncOS �c�G�b�Ó�µ�­�î�ª�†  4 �X�b�M+´�\�G!l�K�
�K�A�8�Í�«�¥�”�@ 6�S�I�€�Z�8�•�\�8�•�K�r�M��

�K�A�8�Í�«�¥�”  �Ð�Ý�³�Ã�î�º / �æ�p MIME 4Š�(

�•�˜�å�º�b5�0
�†4J�E�•�S�u�
� �L�¥�å�¸�å�¶�b  2 �X�b/²#'>&�É�Þ�î�å  �¸�Ÿ�«�º�\  HTML>'�@�6�•��
�œ�
 AsyncOS �c5�0
�K�S4Š�(�?�}�b�M+´�†�œ0£�K�r�O�‡���æ�ƒ�~�_�
�›4Š�(�b�M+´�†�š3Q�K�Z�
�q9×
�Í�†4E�¥�K�r�M�� AsyncOS �c�G�b�Í�†�Ð�Ý�³�Ã�î�º  �Ó�µ�­�î�ª�b�Ú�b4Š�(�?�}�b�«�¥�”�_3ã�•�K�Z�

�œ0£�«�¥�”�†�8�B�K�r�M��

�S�\�<�d�
 body-contains  �Ç�•�Ý�±  �Ý�î�Ý�†0¿���K�
�K�A�8�Í�†  4 �_0¿���K�r�M���É�Þ�î�å  �¸�Ÿ�«�º�

HTML�
�>�|�g  2 �X�b�ç�Ü�Ç�“�–�Ý�†�µ�t�Ó�µ�­�î�ª�†�w�™�K�r�M��    �Ó�µ�­�î�ª�c���b�|�:�^�S4��†
�Q#Ý�K�r�M��

body-contains  �Ç�•�Ý�±  �Ý�î�Ý�c�
�Ó�µ�­�î�ª�b  text/plain �>�|�g  text/html 4Š�(�†�q�6�_�G!l�K�Z�

�G�b�Ó�µ�­�î�ª�b�«�¥�”�†�8�•�K�r�M�����_�
�G�€�}�b�«�¥�”�b)��Ý�†�š3Q�K�
)��Ý�?�}�q9×�b�«�¥�”
�†4E�¥�K�r�M���I�}�_�
�G�b)��Ý�†�›�ç�Ü�Ç�“�–�Ý�?�}�b�«�¥�”�_3ã�•�K�Z�
�q)
�«�¥�”�†�8�•�K�r
�M���Ó�µ�­�î�ª�_���b�X�b�M+´�@�6�•�\�K�r�M��

multipart/mixed

        multipart/alternative

                text/plain

                text/html

        application/octet-stream

        application/octet-stream

multipart/mixed

        multipart/alternative

                text/plain (2 matches)

                text/html (2 matches)
9-7
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±��#.
AsyncOS �c  text/plain �\  text/html 4Š�(�b�M+´�†�š3Q�M�•�S�u�
�«�¥�”  3 �†3É�K�r�M���G�€�c�
�Ç�•�Ý
�±  �Ý�î�Ý�†�º�Ü�ž�î�M�•�q�`�K�A�8�Í�† 6�S�K�Z�8�r�O�‡��

�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�†�Q#Ý�K�S�K �A�8�Í�b�«�¥�”�Ü�å�¢

�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�†�Q#Ý�M�•�\�
#Ý1��b��5��s���†0¿���K�Z�
�|�~(F�"�_"I���b#Ý1��[�Ç�•
�Ý�±  �”�¡�©�Ù�å�†�º�Ü�ž�î�[�A�r�M���S�\�<�d�
 �� bank���\�8�:#Ý1��[�c�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�º�Ü
�ž�î�O�N�
 �� bank���b�‹�_�� account���\�8�:#Ý1��@�6�~�
�I�}�_  ABA �Ý�î�¸�•�å�¢$��•�@�µ�r�€�Z�8
�€�d�
�Ç�•�Ý�±  �”�¡�©�Ù�å�†�º�Ü�ž�î�M�•�²0[�@�6�•�\�K�r�M���G�€�†��#'�M�•�_�c�
5��s�†0¿���K
�S�¹�•�¡�©�Ù�¼�Ü�†�Q#Ý�K�Z�
"I���b#Ý1��r�S�c#Ý1��b)��s�œ�ƒ�O�b5�0[�Ø�†9×�C�K�r�M���¥�å�¸�å�¶  
�¹�•�¡�©�Ù�¼�Ü�†�Q�:�Ó�µ�­�î�ª  �Ç�•�Ý�±�@�Ç�•�Ý�±  �Ý�î�Ý�b�M+´�†0Û�o�M�•���œ�
�¥�å�¸�å�¶  �¹�•
�¡�©�Ù�¼�Ü�b5��s�†�Q#Ý�K�Z�q)
$×�^�«�¥�”�†�ô���K�r�M���S�\�<�d�
���b�¥�å�¸�å�¶�\5��s�†�æ���K
�Z�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�†�8�B�K�S�\�K�r�M��

�G�b�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�†  dictionary-match  �r�S�c  attachment-dictionary-match  �Ó�µ�­�î
�ª  �Ç�•�Ý�±  �Ý�î�Ý�_6õ4��Ü�E�•�\�
 AsyncOS �c�Ó�µ�­�î�ª
Æ�[�è���I�€�S�M+´�M�•#Ý1��b�›�–�å�«�±
�å�«�b�œ0£���«�¥�”���_�
�G�b#Ý1��b5��s�†3ã�•�K�r�M���S�\�<�d�
�Ó�µ�­�î�ª�•�e�_#Ý1��� account��
�b�–�å�«�±�å�«�@  3 �X�µ�r�€�Z�8�•�Ó�µ�­�î�ª�b�œ0£�«�¥�”�_�
�Í  6 �@3ã�•�I�€�r�M���Ó�µ�­�î�ª  
�Ç�•�Ý�±�b�K�A�8�Í�@  6 �_0¿���I�€�Z�8�•���œ�
 AsyncOS �c�G�b�K�A�8�Í�«�¥�”�@ 6�S�I�€�S�\�8�•
�K�r�M���r�S�c�
�›#Ý1��b�–�å�«�±�å�«�@  1 �X�N�X�µ�r�€�Z�8�•���œ�v�œ0£�Í�c  6 �_�^�~�
�G�b�«�¥�”
�_�|�W�Z�Ç�•�Ý�±  �”�¡�©�Ù�å�@�º�Ü�ž�î�I�€�r�M��

�Ó�µ�­�î�ª  �Ç�•�Ý�±
Æ�b  AND �¸�«�º�\  OR �¸�«�º

�Ó�µ�­�î�ª  �Ç�•�Ý�±
Æ�[�
 AND �r�S�c  OR �¸�«�º�†0Û�o�M�•���œ�
 AsyncOS �c�Y0[�^�¸�«�º�†0Û�o
�K�r�O�‡���K�S�@�W�Z�
�S�\�<�d�
�M�‰�b  AND �¸�«�º�@  false �b���œ�
�v�:�M�‰�b�¸�«�º�c0Û�o�I�€
�r�O�‡���¸�«�º�c�e�?�}�‘�_0Û�o�I�€�•�ƒ�E�[�c�^�8�S�u�
�@�–�K�Z�C�T�I�8���æ�ƒ�~�_�
 AND �>�|
�g  OR �¸�«�º�@0Û�o�I�€�•���œ�
�q�v�o�Í�b�*�8�¸�«�º�@�q�6�_0Û�o�I�€�r�M���S�\�<�d�
���b�Ç�•�Ý
�±�[�c�
 remote-ip  �¸�«�º�@�²�N�q�6�_0Û�o�I�€�r�M���Q�b#.#ä�c�
 rcpt-to-group  �¸�«�º�|�~�v�¥�«
�º�@�*�8�S�u�[�M>&�M+á�_�
 LDAP �¸�«�º�b�o�:�@�¥�«�º�@9×�C�^�~�r�M>' ��

        application/octet-stream (1 match)

        application/octet-stream

/² 9-1 �¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�[

#Ý1� / �«�Ð�î�º  ID 5��s

ABA Routing Number 3

Account 2

Bank 1

andTestFilter:

if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP") 

  { ... }
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�q�v�¥�«�º�b�*�8�¸�«�º�@�q�6�_��/œ�I�€�•�S�u�
8o% �b8p�Î�†
°�€�p�<�Z�v�s8j�c�6�~�r�O�‡���¸�«
�º�b��/œ8p�Î�†�–0É�M�•�²0[�@�6�•���œ�c�
 if  �e�†�¿�«�º�I�O�Z�C�T�I�8���G�b�‰�2�c�
�[�A�•7H�~
�¥�«�º�b9×�8�¸�«�º�†4J�E�•�S�u�_�v�N�á�K�r�M��

���_�
�v�:�a�K0
7§�^�[�[1��Â�K�r�M��

�©�«�¸�Ò�c�e�?�}�‘�_�'�†�¢�Ý�î�É�ì�M�•�S�u�
���b�|�:�_�^�~�r�M��

�G�b���œ�
�q�6�_  (test1 AND test2)  �b�¥�«�º�\  test3  �b�¥�«�º�†�š3Q�K�Z�?�}�
�q�6�_  2 $��u�b  
AND �†0Û�o�K�r�M�� 3 �X�b�¸�«�º�M�m�Z�[� �L�¥�«�º�@�?�?�•���œ�
 test3  �@�q�6�_��/œ�I�€�r�M��
�G�€�c�
 (test1 AND test2)  �b�¥�«�º�@  2 �¸�_�^�•�S�u�[�M��

�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�›�Ó�µ�­�î�ª  �Ç�•�Ý�±�_�c�
�Ç�•�Ý�±�†4:#Ý�[�A�•�Ó�µ�­�î�ª�b�¥�Þ�¡�©�Ù�å�†��*O�M�•�Ý�î�Ý�@�µ
�r�€�Z�8�r�M���Ç�•�Ý�±  �Ý�î�Ý�†��*O�K�Z�
 true  �†3É�M�Ó�µ�­�î�ª�l�b�Ç�•�Ý�±  �”�¡�©�Ù�å�†��*O�K
�r�M��

�Ç�•�Ý�±  �Ý�î�Ý�b�+0[�b/²

/² 9-2 �_�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�[�Q#Ý�[�A�•�Ý�î�Ý�†�r�\�u�r�M��

expensiveAvoid:

if (<simple tests>) 

  { if (<expensive test>)

    { <action> }

  }

if (test1 AND test2 AND test3) { ... }

if ((test1 AND test2) AND test3) { ... }

/² 9-2 �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý

�Ý�î�Ý  �S�e  1��Â  

�ó�¡�Ê�µ�²�î
>&Subject 
Header>'

subject �ó�¡�Ê�µ�²�î�@"I���b�Ã�±�î�å�\�M+´�K�Z�8�•
�?�� ���ó�¡�Ý�î�Ý�� >&P.9-22>' �†�g!·�K�Z�C�T�I
�8��

�•�e�§�–�¬
>&Body Size >'

body-size �•�e�b�§�–�¬�c�M���b(
�V
Æ�?�� ���•�e�§�–�¬  
�Ý�î�Ý�� >&P.9-25>' �†�g!·�K�Z�C�T�I�8��

�š�å�Ë�ß�î�É3æ�™
*…>&Envelope 
Sender >'

mail-from �š�å�Ë�ß�î�É3æ�™*…>&Envelope From, <MAIL 
FROM>>'�@�æ���K�S�Ã�±�î�å�\�M+´�K�Z�8�•
�?�� ���š�å�Ë�ß�î�É3æ�™*…�Ý�î�Ý�� >&P.9-23>' �†
�g!·�K�Z�C�T�I�8��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�¢�Ý�î�É
Æ�b�š�å
�Ë�ß�î�É3æ�™*…

>&Envelope 
Sender in 
Group >'

mail-from-group �š�å�Ë�ß�î�É3æ�™*…>&Envelope From <MAIL 
FROM>>'�@�
�æ���K�S  LDAP �¢�Ý�î�É
Æ�_�Ñ
�~�M�•�?�� ���¢�Ý�î�É
Æ�š�å�Ë�ß�î�É3æ�™*…�Ý�î
�Ý��>&P.9-24>' �†�g!·�K�Z�C�T�I�8��

3æ�™*…�¢�Ý�î�É
>&Sender Group >'

sendergroup �]�b3æ�™*…�¢�Ý�î�É�@�
�Ü�«�¼�î�b�Í�«�º  �”�¡
�­�«  �¸�î�È�Ý>& HAT>'�_�M+´�M�•�?�� ��3æ�™*…
�¢�Ý�î�É  �Ý�î�Ý�� >&P.9-24>' �†�g!·�K�Z�C�T�I
�8��

�š�å�Ë�ß�î�É�w�™
*…>&Envelope 
Recipient >'

rcpt-to �š�å�Ë�ß�î�É�w�™*…>& Envelope To, <RCPT 
TO>>'�@�æ���K�S�Ã�±�î�å�\�M+´�K�Z�8�•�?��

���š�å�Ë�ß�î�É�w�™*…�Ý�î�Ý�� >&P.9-22>' �†�g!·
�K�Z�C�T�I�8��

�@>8rcpt-to  �Ý�î�Ý�c�Ó�µ�­�î�ª�Ë�î�«�[�M��
�Ó�µ�­�î�ª�_0
�X�b�w�™*…�@0¿���I�€�Z�8�•��
�œ�
�8�N�€�?  1 �Ç�b�w�™*…�@�Ý�î�Ý�\�M+´�K�Z
�8�€�d�
�æ���K�S��#.�@�M�m�Z�b�w�™*…�_�P�M
�•�Ó�µ�­�î�ª�_4:#Ý�I�€�r�M��

�¢�Ý�î�É
Æ�b�š�å
�Ë�ß�î�É�w�™*…

>&Envelope 
Recipient in 
Group >'

rcpt-to-group �š�å�Ë�ß�î�É�w�™*…>& Envelope To, <RCPT 
TO>>'�@�
�æ���K�S  LDAP �¢�Ý�î�É
Æ�_�Ñ�~�M
�•�?�� ���¢�Ý�î�É
Æ�š�å�Ë�ß�î�É�w�™*…�Ý�î�Ý��

>&P.9-23>' �†�g!·�K�Z�C�T�I�8��

�@>8rcpt-to-group  �Ý�î�Ý�c�Ó�µ�­�î�ª�Ë�î�«
�[�M���Ó�µ�­�î�ª�_0
�X�b�w�™*…�@�6�•���œ�

�¢�Ý�î�É�b�w�™*…�@ 1 �Ç�T�E�è���I�€�€�d�
�æ
���I�€�S�”�¡�©�Ù�å�@�Ó�µ�­�î�ª�b�M�m�Z�b�w
�™*…�_4:#Ý�I�€�r�M��

�Ü�Ô�î�º  IP
>&Remote IP >'

remote-ip �Ü�Ô�î�º  �Í�«�º�?�}3æ�™�I�€�S�Ó�µ�­�î�ª�c�

�æ���K�S  IP �”�»�Þ�«�r�S�c  IP �È�ß�µ�¡�_�M+´
�K�Z�8�•�?�� ���Ü�Ô�î�º  IP �Ý�î�Ý�� >&P.9-25>' �†
�g!·�K�Z�C�T�I�8��

�w�™�–�å�±�î�Ç�™
�–�«>&Receiving 
Interface >'

recv-int �Ó�µ�­�î�ª�c�
�æ���I�€�S�w�™�–�å�±�î�Ç�™�–
�«)�#ä�[�†�8�S�?�� ���w�™  IP �–�å�±�î�Ç�™�–�«  
�Ý�î�Ý�� >&P.9-26>' �†�g!·�K�Z�C�T�I�8��

�w�™�Ü�«�¼�î
>&Receiving 
Listener >'

recv-listener �Ó�µ�­�î�ª�c�
�æ���I�€�S�Ü�«�¼�î)�#ä�[�†�8
�S�?�� ���w�™�Ü�«�¼�î  �Ý�î�Ý�� >&P.9-26>' �†�g!·
�K�Z�C�T�I�8��

�¥�Ü>&Date>' date #'�~�ì�I�c"I���b�¥�ì�b�S�?�‹�?�� ���¥�Ü�Ý�î
�Ý��>&P.9-26>' �†�g!·�K�Z�C�T�I�8��

�Ê�µ�²�î
>&Header>'

header(< string >) �Ó�µ�­�î�ª�_"I���b�Ê�µ�²�î�@�µ�r�€�Z�8�•�?��
�Ê�µ�²�î�b�Í�@"I���b�Ã�±�î�å�\�M+´�K�Z�8�•
�?�� ���Ê�µ�²�î  �Ý�î�Ý�� >&P.9-27>' �†�g!·�K�Z�C
�T�I�8��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�Û�å�²�Ò
>&Random >'

random(< integer >) �Û�å�²�Ò$��•�c�M���b(
�V
Æ�?�� ���˜�X�Ý�î�Ý��
>&P.9-28>' �†�g!·�K�Z�C�T�I�8��

�w�™*…�X
>&Recipient 
Count >'

rcpt-count �G�b7Á�Ê�Ó�î�Ý�b�w�™*…�b�Ç�X�� ���w�™*…�X�Ý�î
�Ý��>&P.9-28>' �†�g!·�K�Z�C�T�I�8��

�”�»�Þ�«�X
>&Address 
Count >'

addr-count() �w�™*…�b(ü'��X��

�G�b�Ç�•�Ý�±�c�
�š�å�Ë�ß�î�É�b�w�™*…�[�c�^
�C�Ó�µ�­�î�ª�•�e�b�Ê�µ�²�î�_�P�K�Z�µ+��M�•
!l�@  rcpt-count �Ç�•�Ý�±  �Ý�î�Ý�\$��^�~�r�M��

���”�»�Þ�«�X�Ý�î�Ý�� >&P.9-29>' �†�g!·�K�Z�C�T
�I�8��

SPF �«�¸�î�±�«
>&SPF Status >'

spf-status SPF �è0É�«�¸�î�±�«�b�Í���G�b�Ç�•�Ý�±  �Ý�î�Ý
�[�c�
�I�r�J�r�^  SPF �è0É)��Ý�†�¡�š�Ü�î�[�A
�r�M���w� �^  SPF/SIDF �`�~�Í�H�\�_$��^�•�”
�¡�©�Ù�å�†
°�Š�[�A�r�M�� �� SPF-Status �Ý�î�Ý��

>&P.9-35>' �†�g!·�K�Z�C�T�I�8��

SPF �œ�A>&SPF 
Passed >'

spf-passed SPF/SIDF �è0É�_�œ�A�K�S�?���G�b�Ç�•�Ý�±  
�Ý�î�Ý�c  SPF/SIDF )��Ý�†�È�î�Ý�Í�\�K�Z�M+á
�ì�K�r�M�� �� SPF-Passed �Ý�î�Ý�� >&P.9-37>' �†�g
!·�K�Z�C�T�I�8��

�–�Ó�î�ª0Û�o
>&Image verdict >'

image-verdict �–�Ó�î�ª  �«�Ÿ�Õ�å�b0Û�o�b)��Ý���G�b�Ç�•�Ý�±  
�Ý�î�Ý�†�Q#Ý�K�Z�
�I�r�J�r�^�–�Ó�î�ª�(�Ò�b
0Û�o�_�X�8�Z�e�8�œ�ƒ�O�•�G�\�@�[�A�r�M�� ���–
�Ó�î�ª�(�Ò�� >&P.9-69>' �†�g!·�K�Z�C�T�I�8��

�á�î�¡�Ÿ�×�î�X
>&Workqueue 
count >'

workqueue-count �á�î�¡  �Ÿ�×�î�X�\�æ���K�S�Í�b�š3Q)��Ý>&'¼�K
�8�
�¨�8�
�a�^�8>' ���� workqueue-count �Ý�î�Ý��

>&P.9-37>' �†�g!·�K�Z�C�T�I�8��

�•�e�«�Ÿ�Õ�å
>&Body 
Scanning >'

body-contains(< regular 
expression >)

�æ���K�S�Ã�±�î�å�\�M+´�M�•�¸�Ÿ�«�º�r�S�c�ç
�Ü�Ç�“�–�Ý�@�Ó�µ�­�î�ª�_�µ�r�€�Z�8�•�?���Ã
�±�î�å�b$Î#Õ�G�X�@�
�K�A�8�Í�[�æ���K�S�q�`
�G�X�è�V�[�6�•�²0[�@�6�~�r�M��

�š�å�ª�å�c�
4Ä�™�«�¸�î�±�«4Š�(�\6õ4��M�•�ç
�Ü�Ç�“�–�Ý�†�«�Ÿ�Õ�å�K�r�M��

���•�e�«�Ÿ�Õ�å  �Ý�î�Ý�� >&P.9-29>' �†�g!·�K�Z�C
�T�I�8��

�•�e�«�Ÿ�Õ�å
>&Body 
Scanning >'

only-body-contains(< regular 
expression >)

�æ���K�S�Ã�±�î�å�\�M+´�M�•�¸�Ÿ�«�º�@�Ó�µ
�­�î�ª�•�e�_�µ�r�€�Z�8�•�?���Ã�±�î�å�b$Î#Õ
�G�X�@�
�K�A�8�Í�[�æ���K�S�q�`�G�X�è�V�[�6
�•�²0[�@�6�~�r�M���ç�Ü�Ç�“�–�Ý�c�«�Ÿ�Õ�å�I
�€�r�O�‡�� ���•�e�«�Ÿ�Õ�å�� >&P.9-29>' �†�g!·�K
�Z�C�T�I�8��

�/�•�ì�è��
>&Encryption 
Detection >'

encrypted �Ó�µ�­�î�ª�c�/�•�ì�I�€�Z�8�•�?�� ���/�•�ì�è��
�Ý�î�Ý�� >&P.9-30>' �†�g!·�K�Z�C�T�I�8��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�ç�Ü�Ç�“�–�Ý�¡
>&Attachment 
Filename >'a

attachment-filename �æ���K�S�Ã�±�î�å�\�M+´�M�•�Ç�“�–�Ý�¡�b�ç�Ü
�Ç�“�–�Ý�@�Ó�µ�­�î�ª�_�µ�r�€�Z�8�•�?�� ���ç�Ü
�Ç�“�–�Ý�¡�Ý�î�Ý�� >&P.9-31>' �†�g!·�K�Z�C�T�I
�8��

�ç�Ü�Ç�“�–�Ý  �±�–
�É>&Attachment 
Type>'a

attachment-type "I���b  MIME �±�–�É�b�ç�Ü�Ç�“�–�Ý�@�Ó�µ�­�î
�ª�_�µ�r�€�Z�8�•�?�� ���ç�Ü�Ç�“�–�Ý  �±�–�É  
�Ý�î�Ý�� >&P.9-31>' �†�g!·�K�Z�C�T�I�8��

�ç�Ü�Ç�“�–�Ý�b
�Ç�“�–�Ý  �±�–�É

>&Attachment File 
Type>' a

attachment-filetype �Ç�•�å�ž�î�É�Ü�å�º�_�ö�Y�C"I���b�Ã�±�î�å�\
�M+´�M�•�Ç�“�–�Ý  �±�–�É�b�ç�Ü�Ç�“�–�Ý�@�Ó�µ
�­�î�ª�_�µ�r�€�Z�8�•�?>& UNIX �b  file  �¥�Ð�å
�»�\� �]>' ���ç�Ü�Ç�“�–�Ý�@  Excel �r�S�c  Word 
�»�Ÿ�×�Ó�å�º�[�6�•���œ�
�Ù�u3¸�s�Ç�“�–�Ý  �±
�–�É�b  .exe�
 .dll�
 .bmp�
 .tiff �
 .pcx�
 .gif�

.jpeg�
 png�
�>�|�g  Photoshop �–�Ó�î�ª�†�è(ô
�M�•�G�\�v�[�A�r�M��

�w� �^�Ç�•�Ý�±�†�8�B�M�•�_�c�
�Ç�“�–�Ý  �±�–
�É�†�,#Ý'¢�[�V�t�²0[�@�6�~�r�M���M5��,#Ý'¢
�r�S�c�§5��,#Ý'¢�†�Q#Ý�[�A�r�M���S�\�<�d�

.exe �ç�Ü�Ç�“�–�Ý�†�è(ô�M�•�_�c�
���b�S�e�†
�Q#Ý�K�r�M��

if (attachment-filetype == "exe")

0ò(ý�_�X�8�Z�c�
 ���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å  
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[�� >&P.9-75>' �†�g!·�K
�Z�C�T�I�8��

�ç�Ü�Ç�“�–�Ý  
MIME �±�–�É

>&Attachment 
MIME Type>'a

attachment-mimetype "I���b  MIME �±�–�É�b�ç�Ü�Ç�“�–�Ý�@�Ó�µ�­�î
�ª�_�µ�r�€�Z�8�•�?���G�b�Ý�î�Ý�c  
attachment-type  �Ý�î�Ý�_���Z�8�r�M�@�

MIME �ç�Ü�Ç�“�–�Ý�[�æ���I�€�S  MIME �±�–
�É�b�s�@0Û�o�I�€�•!l�@$��^�~�r�M�� >&�Â&g$×�_
�Ç�“�–�Ý  �±�–�É�@�æ���I�€�Z�8�^�8���œ�
�”�É
�Û�–�”�å�«�c�Ç�“�–�Ý�b�Ñ�G�Ê�?�}�Ç�“�–�Ý�b
�±�–�É�†�N ��K�|�:�\�K�r�O�‡>' �����ç�Ü�Ç�“�–
�Ý�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[��

>&P.9-75>' �†�g!·�K�Z�C�T�I�8��

�–1¤�I�€�S�ç�Ü
�Ç�“�–�Ý

>&Attachment 
Protected >'

attachment-protected �Ã�«�á�î�»�–1¤�I�€�S�ç�Ü�Ç�“�–�Ý�@�Ó�µ�­�î
�ª�_�µ�r�€�Z�8�•�?�� ���–1¤�I�€�S�ç�Ü�Ç�“�–�Ý
�b7x7³�� >&P.9-78>' �†�g!·�K�Z�C�T�I�8��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�–1¤�I�€�Z�8�^�8
�ç�Ü�Ç�“�–�Ý

>&Attachment 
Unprotected >'

attachment-unprotected attachment-unprotected �Ç�•�Ý�±�²�ó�c�
�–1¤
�I�€�Z�8�^�8�ç�Ü�Ç�“�–�Ý�†�«�Ÿ�Õ�å  �š�å�ª�å
�@�è���K�S���œ�_  true �†3É�K�r�M���«�Ÿ�Õ�å  �š
�å�ª�å�@�ç�Ü�Ç�“�–�Ý�†1��s�v�•�G�\�@�[�A�S
���œ�
�Q�b�Ç�“�–�Ý�c�–1¤�I�€�Z�8�^�8�\0b�^
�I�€�r�M�� zip �Ç�“�–�Ý�_�–1¤�I�€�Z�8�^�8�Ó
�å�Â�@�µ�r�€�Z�8�•���œ�
�Q�b  zip �Ç�“�–�Ý�c
�–1¤�I�€�Z�8�^�8�\0b�^�I�€�r�M��

�@>8attachment-unprotected �Ç�•�Ý�±�²�ó�\  
attachment-protected �Ç�•�Ý�±�²�ó�c�
%&�«�_
�<�Ú$×�[�c�6�~�r�O�‡��� �L�ç�Ü�Ç�“�–�Ý�†�«
�Ÿ�Õ�å�M�•�\�
�g�‰�b�Ç�•�Ý�±�²�ó�[  true �@3É
�I�€�•���œ�@�6�~�r�M���G�€�c�
�S�\�<�d�
 zip 
�Ç�“�–�Ý�_�–1¤�I�€�S�Ó�å�Â�\�–1¤�I�€�Z�8�^
�8�Ó�å�Â�b�g�‰�@�µ�r�€�Z�8�•���œ�_$Î#Õ�K�r
�M��

���–1¤�I�€�Z�8�^�8�ç�Ü�Ç�“�–�Ý�b�è����
>&P.9-78>' �†�g!·�K�Z�C�T�I�8��

�ç�Ü�Ç�“�–�Ý�b�«
�Ÿ�Õ�å

>&Attachment 
Scanning >'a

attachment-contains(< regular 
expression >)

�æ���K�S�Ã�±�î�å�\�M+´�M�•�¸�Ÿ�«�º�r�S�c�9
�b�ç�Ü�Ç�“�–�Ý�@�
�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý
�_�µ�r�€�Z�8�•�?���Ã�±�î�å�b$Î#Õ�G�X�@�
�K
�A�8�Í�[�æ���K�S�q�`�G�X�è�V�[�6�•�²0[�@�6
�~�r�M��

�G�b�Ý�î�Ý�c  body-contains()  �Ý�î�Ý�\���Z�8
�r�M�@�
�G�b�Ý�î�Ý�[�c�
�Ó�µ�­�î�ª�b
²�/�b

���•�e���†�«�Ÿ�Õ�å�K�^�8�|�:�_�K�r�M���X�r
�~�
�Ø�î�¨�@�ç�Ü�Ç�“�–�Ý�\�K�Z/²&g�M�•���œ
�T�E�«�Ÿ�Õ�å�K�r�M�� ���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å  
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[�� >&P.9-75>' �†�g!·�K
�Z�C�T�I�8��

�ç�Ü�Ç�“�–�Ý�b�«
�Ÿ�Õ�å

>&Attachment 
Scanning >' 

attachment-binary-contains(<
regular expression >)

�æ���K�S�Ã�±�î�å�\�M+´�M�•�Â�–�¼�Ü  �¹�î�±�@
�Ñ�~�M�•�ç�Ü�Ç�“�–�Ý�@�Ó�µ�­�î�ª�_�µ�r�€�Z
�8�•�?��

�G�b�Ý�î�Ý�c  attachment-contains ()  �Ý�î�Ý
�_���Z�8�r�M�@�
�Â�–�¼�Ü  �¹�î�±
Æ�b�Ã�±�î�å
�b�s�†�è(ô�K�r�M��

�ç�Ü�Ç�“�–�Ý�b�«
�Ÿ�Õ�å

>&Attachment 
Scanning >'

every-attachment-contains(< r
egular expression >)

�G�b�Ó�µ�­�î�ª�b�M�m�Z�b�ç�Ü�Ç�“�–�Ý�_�
"I
���b�Ã�±�î�å�\�M+´�M�•�¸�Ÿ�«�º�@�µ�r�€�Z�8
�•�?���P1ß�b�¸�Ÿ�«�º�@�M�m�Z�b�ç�Ü�Ç�“�–�Ý

Æ�_�Ñ�~�M�•�²0[�@�6�~�r�M���X�r�~��7•�_��
/œ�I�€�•�”�¡�©�Ù�å�c�
�›�ç�Ü�Ç�“�–�Ý�_�P�M
�•�� attachment-contains() ���b1=#.  AND  ‡
'ì�[�M���•�e�c�«�Ÿ�Õ�å�I�€�r�O�‡���Ã�±�î�å
�b$Î#Õ�G�X�@�
�K�A�8�Í�[�æ���K�S�q�`�G�X�è
�V�[�6�•�²0[�@�6�~�r�M��

���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±
�b�[�� >&P.9-75>' �†�g!·�K�Z�C�T�I�8��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�ç�Ü�Ç�“�–�Ý�b�§
�–�¬

>&Attachment 
Size>'a

attachment-size �Ó�µ�­�î�ª�_�µ�r�€�Z�8�•�ç�Ü�Ç�“�–�Ý�b�§�–
�¬�@"I���b(
�V
Æ�_�p�r�W�Z�8�•�?���G�b�Ý�î
�Ý�c  body-size  �Ý�î�Ý�_���Z�8�r�M�@�
�Ó�µ
�­�î�ª�b���•�e��
²�/�b�«�Ÿ�Õ�å�†4J�E�•�|�:
0è�s�r�M���X�r�~�
�Ø�î�¨�@�ç�Ü�Ç�“�–�Ý�\�K
�Z/²&g�M�•���œ�T�E�«�Ÿ�Õ�å�K�r�M���G�b�§�–
�¬�c�
�¹�¥�î�»�M�•�S�_0Û�o�I�€�r�M�� ���ç�Ü
�Ç�“�–�Ý�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[��

>&P.9-75>' �†�g!·�K�Z�C�T�I�8��


¶6ä�È�Û�µ�¡�Ü�«
�º>&Public 
Blacklists >'

dnslist(< query server >) 3æ�™*…�b IP �”�»�Þ�«�@�Ã�È�Ü�µ�¡  �È�Û�µ�¡�Ü
�«�º  �§�î�Â>& RBL>'
Æ�_�Ñ�~�M�•�?�� �� DNS �Ü
�«�º  �Ý�î�Ý�� >&P.9-32>' �†�g!·�K�Z�C�T�I�8��

SenderBase �Þ
�Æ�×�¸�î�©�Ù�å

>&SenderBase 
Reputation >'

reputation 3æ�™*…�b SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”
�b�Í�� �� SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ý�î�Ý��

>&P.9-33>' �†�g!·�K�Z�C�T�I�8��

SenderBase �Þ
�Æ�×�¸�î�©�Ù�å�^
�K>&No 
SenderBase 
Reputation >'

no-reputation SenderBase �Þ�Æ�×�¸�î�©�Ù�å�@�� None���b��
�œ�_�Q#Ý�K�r�M���� SenderBase �Þ�Æ�×�¸�î�©�Ù
�å  �Ý�î�Ý�� >&P.9-33>' �†�g!·�K�Z�C�T�I�8��

�¹�•�¡�©�Ù�¼�Ü
>&Dictionary >'b

dictionary-match( <dictionary
_name>)

�Ó�µ�­�î�ª�•�e�_�
 dictionary_name �[�æ���K
�S�¡�S�b�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�G0d/²#'
�r�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8�9�K�r
�M���Ã�±�î�å�b$Î#Õ�G�X�@�
�K�A�8�Í�[�æ���K
�S�q�`�G�X�è�V�[�6�•�²0[�@�6�~�r�M�� ��3¡�i
�Ý�î�Ý�� >&P.9-34>' �†�g!·�K�Z�C�T�I�8��

�ç�Ü�¹�•�¡�©�Ù�¼
�Ü�M+´

>&Attachment 
Dictionary 
Match >'

attachment-dictionary-match(
<dictionary_name >)

�ç�Ü�Ç�“�–�Ý�_�
 dictionary_name �[�æ���K�S
�¡�S�b�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�G0d/²#'�@
�µ�r�€�Z�8�•�?�]�:�?�†�8�9�K�r�M���Ã�±�î�å
�b$Î#Õ�G�X�@�
�K�A�8�Í�[�æ���K�S�q�`�G�X�è
�V�[�6�•�²0[�@�6�~�r�M�� ��3¡�i�Ý�î�Ý��

>&P.9-34>' �†�g!·�K�Z�C�T�I�8��

�ó�¡�¹�•�¡�©�Ù�¼
�Ü�M+´>&Subject 
Dictionary 
Match >'

subject-dictionary-match( <di
ctionary_name >)

�ó�¡�Ê�µ�²�î�_�
 dictionary_name �[�æ���K�S
�¡�S�b�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�G0d/²#'�r
�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8�9�K�r�M��

��3¡�i�Ý�î�Ý�� >&P.9-34>' �†�g!·�K�Z�C�T�I�8��

�Ê�µ�²�î  �¹�•�¡
�©�Ù�¼�Ü�M+´

>&Header 
Dictionary 
Match >'

header-dictionary-match( <dic
tionary_name >, < header >)

�æ���K�S�Ê�µ�²�î>&�±�e�Ð�\�`�e�Ð�†�
�9>'�_�

dictionary_name �[�æ���K�S�¡�S�b�¥�å�¸�å�¶  
�¹�•�¡�©�Ù�¼�Ü�b�G0d/²#'�r�S�c#Ý1��@�µ�r�€
�Z�8�•�?�]�:�?�†�8�9�K�r�M�� ��3¡�i�Ý�î�Ý��

>&P.9-34>' �†�g!·�K�Z�C�T�I�8��
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
Cisco �”�É�Û�–�”�å�«�_3æ�™�I�€�•�Ó�µ�­�î�ª�c�8�N�€�v�
�M�m�Z�b�Ó�µ�­�î�ª  �Ç�•�Ý�±�[8p$��_��#.
�I�€�r�M�@�
�q)
�”�¡�©�Ù�å�†�æ���K�S���œ�c�Q�b�”�¡�©�Ù�å�_�|�~�Ó�µ�­�î�ª�_�P�M�•�è7F�b��#.�@
�õ�F�I�€�r�M�� >&���Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å�� >&P.9-2>' �†�g!·�K�Z�C�T�I�8>' ���Ç�•�Ý�±�c�M�m�Z
�b�Ó�µ�­�î�ª�_4:#Ý�M�•�G�\�v�[�A�
�Ý�î�Ý�c1=#.�K)F�Ê>& AND�
 OR�
 NOT>'�†�Q#Ý�K�Z)��œ�M�•
�G�\�v�[�A�r�M��

�•�e�¹�•�¡�©�Ù�¼
�Ü�M+´>&Body 
Dictionary 
Match >' 

body-dictionary-match( <dicti
onary_name >)

�G�b�Ç�•�Ý�±�²�ó�c�
3¡�i�b#Ý1��@�Ó�µ�­�î�ª
�•�e�_�µ�r�€�Z�8�€�d  true �†3É�K�r�M���G�b
�Ç�•�Ý�±�b�è(ô�P1ß�\�^�•�b�c�
�ç�Ü�Ç�“�–�Ý
�\0b�^�I�€�Z�8�^�8  MIME 4Š�(
Æ�b#Ý1��[�M��
�r�S�
�Ø�î�¨�@��*O�K�S�K�A�8�Í�@ 6�S�I�€�S
���œ�v  true �†3É�K�r�M>&�¹�Ç�›�Ý�º�b�K�A�8�Í
�c  1 �[�M>'����3¡�i�Ý�î�Ý�� >&P.9-34>' �†�g!·�K�Z
�C�T�I�8��

�š�å�Ë�ß�î�É�w�™
*…�¹�•�¡�©�Ù�¼�Ü
�M+´>&Envelope 
Recipient 
Dictionary 
Match >'

rcpt-to-dictionary-match( <di
ctionary_name >)

�š�å�Ë�ß�î�É�w�™*…�_�
 dictionary_name �[�æ
���K�S�¡�S�b�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�G0d
/²#'�r�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8�9
�K�r�M�� ��3¡�i�Ý�î�Ý�� >&P.9-34>' �†�g!·�K�Z�C
�T�I�8��

�š�å�Ë�ß�î�É3æ�™
*…�¹�•�¡�©�Ù�¼�Ü
�M+´>&Envelope 
Sender 
Dictionary 
Match >'

mail-from-dictionary-match( <
dictionary_name >)

�š�å�Ë�ß�î�É3æ�™*…�_�
 dictionary_name �[�æ
���K�S�¡�S�b�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�G0d
/²#'�r�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8�9
�K�r�M�� ��3¡�i�Ý�î�Ý�� >&P.9-34>' �†�g!·�K�Z�C
�T�I�8��

SMTP 1�0É�í�s
�Ø�î�¨�M+´

>&SMTP 
Authenticated 
User Match >'

smtp-auth-id-matches( <target
> [, <sieve-char>] ) 

�š�å�Ë�ß�î�É3æ�™*…�b�”�»�Þ�«�\�Ó�µ�­�î�ª  
�Ê�µ�²�î�b�”�»�Þ�«�@�
3æ�™*…�b1�0É�í�s  
SMTP �Ø�î�¨  ID �\�M+´�M�•�?�]�:�?�†�8�9�K
�r�M�� �� SMTP Authenticated User Match �Ý�î
�Ý��>&P.9-38>' �†�g!·�K�Z�C�T�I�8��

True true �M�m�Z�b�Ó�µ�­�î�ª�\�M+´�K�r�M�� �� true �Ý�î
�Ý��>&P.9-21>' �†�g!·�K�Z�C�T�I�8��

�w� >& Valid >' valid �Ó�µ�­�î�ª�_0Ž�Ò�Y+��r�S�c!“� �^  MIME 4Š�(
�@�6�•���œ�_  false �†3É�K�
�Q�€�è�¥�b���œ�c  
true �†3É�K�r�M�� �� valid �Ý�î�Ý�� >&P.9-21>' �†�g
!·�K�Z�C�T�I�8��

*+�¡�í�s
>&Signed >'

signed �Ó�µ�­�î�ª�@*+�¡�í�s�[�6�•�?�]�:�?�†�8�9�K
�r�M�� �� signed �Ý�î�Ý�� >&P.9-40>' �†�g!·�K�Z�C
�T�I�8��

*+�¡0É�Â�i
>&Signed 
Certificate >'

signed-certificate(<field> 
[<operator> <regular 
expression>])

�Ó�µ�­�î�ª*+�¡*…�r�S�c  X.509 0É�Â�i$Î/œ*…�@
"I���b�Ã�±�î�å�\�M+´�M�•�?�]�:�?�†�8�9�K�r
�M���� Signed Certificate �Ý�î�Ý�� >&P.9-40>' �†�g
!·�K�Z�C�T�I�8��

a. �ç�Ü�Ç�“�–�Ý�b�Ç�•�Ý�±�Ü�å�¢�_�X�8�Z�c�
 ���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å�� >&P.9-67>' �†�g!·�K

�Z�C�T�I�8��
b. �¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b0ò(ý�_�X�8�Z�c�
 �� Text Resources���b'v�[1��Â�K�Z�8�r�M��
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�Ý�î�Ý�[�Q#Ý�M�•�G0d/²#'

�Ý�î�Ý�b��*O�_�Q#Ý�M�•�”�º�Ñ�µ�¡  �¸�«�º�b�M4Š�[�c�
 �G0d/²#'!·�œ �†/œ�8�r�M���G0d/²#'�c0
7§�_
�^�•���œ�@�6�~�r�M�����b/²�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�[�G0d/²#'�†4:#Ý�M�•���œ�b% �ó�\�K�Z
�Q#Ý�K�Z�C�T�I�8��

/² 9-3 �Ý�î�Ý�[�Q#Ý�M�•�G0d/²#'

�G0d/²#'>& abc >' �Ç�•�Ý�±  �Ý�î�Ý�b�G0d/²#'�@�e�Ð�4�\�M+´�M�•�\�8�•�I�€�•�b�c�
�G
0d/²#'�b�M4��b�æ&g�@�e�Ð�4�b�8�N�€�?�b4Š�(�\�M+´�M�•���œ�[�M��

�S�\�<�d�
�G0d/²#'�� Georg ���c�� George Of The Jungle ���
�� Georgy 

Porgy ���
�� La Meson Georgette ���
�� Georg ���b�›�e�Ð�4�\�M+´�K�r�M��

�Ÿ�Õ�Û�µ�º>& ^>'

�»�Ý0°�•>& $>'

�»�Ý0°�•>& $>'�†�µ�t�Ý�î�Ý�c�e�Ð�4�b�Ž�•�b�s�\�M+´�K�
�Ÿ�Õ�Û�µ
�º>&^ >'�†�µ�t�Ý�î�Ý�c�e�Ð�4�b
›8Œ�b�s�\�M+´�K�r�M��

�S�\�<�d�
�G0d/²#'�� ^Georg$ ���c�e�Ð�4�� Georg ���b�s�\�M+´�K�r
�M��

'5�b�Ê�µ�²�î�†�è(ô�M�•�_�c�
 �� "^$" ���\�æ���K�r�M��

�e�Ð�
'5$Ñ�
�”�µ�º�Ð�î�¡>& @>' �e�Ð�
'5$Ñ�
�”�µ�º�Ð�î�¡>& @>'�†�µ�t�Ý�î�Ý�c�
�\0ñ�b�e�Ð+¬�/�\
�ö
²�_�M+´�K�r�M��

�S�\�<�d�
�G0d/²#'�� ^George@admin$ ���c�e�Ð�4�� George@admin ��
�b�s�\�M+´�K�r�M��

�Æ�Ü�œ�»>&. >' �Æ�Ü�œ�»>&. >'�†�µ�t�Ý�î�Ý�c�õ�–�b  1 �e�Ð>&�5/œ�†7V�C>'�\�M+´�K
�r�M��

�S�\�<�d�
 �� ^...admin$ ���\�8�:�G0d/²#'�c�� macadmin ���>�|�g
�� sunadmin ���b�›�e�Ð�4�\�c�M+´�K�r�M�@�
 �� win32admin ���\�c�M+´
�K�r�O�‡��

�”�«�±�Ü�«�¡>& * >' �”�«�±�Ü�«�¡>& * >'�†�µ�t�Ý�î�Ý�c�
 ��%$�S�_�æ���I�€�Z�8�•�e�Ð�@  0 
�G�†�µ�t�õ�–�b�G�X)Þ�~3É�I�€�Z�8�•�e�Ð���\�M+´�K�r�M���Æ�Ü�œ�»
�\�”�«�±�Ü�«�¡�@)F�C���œ>& .* >'�
�õ�–�b�e�Ð>&�5/œ�†7V�C>'�\�M+´
�K�r�M��

�S�\�<�d�
 �� ^P.*Piper$ ���\�8�:�G0d/²#'�c�
 �� PPiper ���
�� Peter 

Piper ���
�� P.Piper ���
�� Penelope Penny Piper���b�]�b�e�Ð�4�\�v�M+´
�K�r�M��


Ç0°�•>& \ >' 
Ç0°�•�c"I�f�e�Ð�b �š�«�£�î�É �_�Q#Ý�K�r�M���K�S�@�W�Z�
 \.  �\)F�E
�•�\�
�Æ�Ü�œ�»�Q�b�v�b�b�s�_�M+´�K�
 \$  �c�»�Ý0°�•�b�s�_�M+´�K�

\^  �c�Ÿ�Õ�Þ�µ�º0°�•�b�s�_�M+´�K�r�M���S�\�<�d�
 �� ^ik\.ac\.uk$ ��
�c�� ik.ac.uk ���\�8�:�e�Ð�4�b�s�\�M+´�K�r�M��

5�0[>8 
Ç0°�•�c�Ã�î�§�î�[�v"I�f�^�š�«�£�î�É�e�Ð�\�K�Z�Q#Ý�K�r
�M���Q�b�S�u�
�G0d/²#'�[
Ç0°�•�†�Q#Ý�M�•���œ�
 2 �X�b
Ç0°�•�@�²
0[�[�M��0Ž�Ò�‹�_�c����7•�_���Q#Ý�I�€�•
Ç0°�•  1 �X�b�s�@�g�~�
�G
0d/²#'�©�«�¸�Ò�_�û�I�€�r�M���V0°�b�[�†!·�œ�M�•���œ�c

�� ^ik\\.ac\\.uk$ ���\
°�Š�M�•�G�\�_�^�~�r�M��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�[�b�G0d/²#'�b�Q#Ý

�Ç�•�Ý�±�†�Q#Ý�K�Z�
 ASCII �è�¥�b�g�'�[�š�å�¥�î�»�I�€�Z�8�•�Ó�µ�­�î�ª�b
Æ��>&�Ê�µ�²�î�\�•�e>'
�b�e�Ð�4�\�Ã�±�î�å�†�è(ô�[�A�r�M��
½�/$×�_�c�
�•�©�«�¸�Ò�[�c���b���d�_�6�•8�  ASCII �e�Ð�†�è
(ô�M�•�G0d/²#'>& regex>'�†�Q#Ý�[�A�r�M��

• �Ó�µ�­�î�ª  �Ê�µ�²�î

• MIME �ç�Ü�Ç�“�–�Ý�¡�b�e�Ð�4  

• �Ó�µ�­�î�ª�•�e  

– MIME �Ê�µ�²�î�@�^�8�•�e>&�‘�¶�b�g�'�b7Á�Ê�Ó�î�Ý>'  

– �š�å�¥�î�»�†&g�M  MIME �Ê�µ�²�î�@�6�~�
 MIME 4Š�(�@�^�8�•�e

– �š�å�¥�î�»�@�æ���I�€�Z�8�•�Ð�Ý�³�Ã�î�º  MIME �Ó�µ�­�î�ª

– �V0°�b�•�e�b�:�U�
 MIME �Ê�µ�²�î�[�š�å�¥�î�»�@�æ���I�€�Z�8�^�8�v�b

�Ó�µ�­�î�ª�r�S�c�•�e�b�õ�–�b4Š�(>&�ç�Ü�Ç�“�–�Ý�†�µ�t>'�b!·�œ�_�G0d/²#'�†�Q#Ý�[�A�r�M���ç�Ü
�Ç�“�–�Ý�b�±�–�É�\�K�Z  HTML�
 MS Word�
 Excel �^�]�¨�X�b�±�–�É�†�P1ß�_�[�A�r�M���P1ß�\�^�•
�e�Ð�­�µ�º�\�K�Z�
 gb2312�
 HZ�
 EUC�
 JIS�
 Shift-JIS�
 Big5�
 Unicode �^�]�@�6�~�r�M���G0d/²#'
�b�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�†�8�B�M�•�_�c�
�¥�å�¸�å�¶  �Ç�•�Ý�±  GUI �†�Q#Ý�M�•�?�
�¸�Ÿ�«�º  �š
�¹�•�±�[�Ç�“�–�Ý�†�8�B�K�Z�?�}�©�«�¸�Ò�_�–�å�Ï�î�º�K�r�M��0ò(ý�_�X�8�Z�c�
 �� CLI �†�Q#Ý�K�S
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.�� >&P.9-79>' �>�|�g ���«�Ÿ�Õ�å  �Ã�Û�Ó�î�±�b�š�f�� >&P.9-88>' �†�g!·�K�Z�C�T
�I�8��

�G0d/²#'�b�Q#Ý�_6õ�M�•�ž�–�»�Û�–�å

�É�Þ�Ç�•�µ�¡�«�[�c�^�C�e�Ð�4
²�/�†!·�œ�M�•���œ�c�
�G0d/²#'�b
›8Œ�_�Ÿ�Õ�Þ�µ�º>& ^>'�
�Ž�•�_�»�Ý
0°�•>& $>'�†�Q�€�R�€4Ä*(�M�•�²0[�@�6�~�r�M��

�±�e�Ð�\�`�e�Ð�†�
�9�K�^�8
>&(?i) >'

�º�î�¡�å  (?i)  �c�
�G0d/²#'�b�g�~�b4Š�(�[�±�e�Ð�\�`�e�Ð�@�
�9�I
�€�^�8�G�\�†/²�K�r�M���G�b�º�î�¡�å�†�
�±�e�Ð�\�`�e�Ð�†�
�9�M�•
�G0d/²#'�b
›8Œ�_4Ä*(�M�•�\�
�±�e�Ð�\�`�e�Ð�@�M�)�
�9�I�€�^�8!·
�œ�@/œ�ƒ�€�r�M��

�S�\�<�d�
 �� (?i)viagra ���\�8�:�G0d/²#'�c�
 �� Viagra ���
�� vIaGrA ���

�� VIAGRA���\�M+´�K�r�M��

)Þ�~3É�K�G�X {min,max} 1 �X�S�b�º�î�¡�å�b)Þ�~3É�K�G�X�†�æ���M�•�G0d/²#'/²0°�@�§�Ï�î�º
�I�€�Z�8�r�M��

�S�\�<�d�
 �� fo{2,3} ���c�� foo ���>�|�g�� fooo ���\�c�M+´�K�r�M�@�

�� fo ���x�� fofo ���\�c�M+´�K�r�O�‡��

if(header('To') == "^.{500,}")  �\�8�:�«�¸�î�º�Ó�å�º�c�
 500 �e
�Ð�è�V�@�Q#Ý�I�€�Z�8�•�� To���Ê�µ�²�î�†�è(ô�K�r�M��

1=#.�ô>&| >' �æ�p�
�X�r�~�� or�� ‡'ì�Ê�_%&�\�K�r�M�� A �\  B �@�G0d/²#'�b���œ�

�� A|B ���c  A �\  B �b�8�N�€�?�_�M+´�M�•�e�Ð�4�\�M+´�K�r�M��

�S�\�<�d�
 �� foo|bar ���\�8�:/²#'�c  foo  �x  bar  �\�c�M+´�K�r�M�@�

foobar  �\�c�M+´�K�r�O�‡��

/² 9-3 �Ý�î�Ý�[�Q#Ý�M�•�G0d/²#'  >&)F�A>'
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
>&�@>' '5�b�e�Ð�4�†!·�œ�M�•���œ�_ ���� �†�Q#Ý�M�•�\�
��7•�_�c �M�m�Z�b �e�Ð�4�@�M+´�K�r�M���?�ƒ�~�_
�� ^$ ���†�Q#Ý�K�r�M���S�\�<�d�
 ���ó�¡�Ý�î�Ý�� >&P.9-22>' �b  2 $��u�b�[�@�G�€�_0ñ�\�K�r�M��

�r�S�
�e�Ð�\�K�Z�b�Æ�Ü�œ�»�†!·�œ�M�•�_�c�
�G0d/²#'�[�Æ�Ü�œ�»�†�š�«�£�î�É�M�•�²0[�@�6�~�r�M��
�S�\�<�d�
 sun.com  �\�8�:�G0d/²#'�c�� thegodsunocommando ���\�8�:�e�Ð�4�\�M+´�K�r�M�@�

^sun\.com$  �\�8�:�G0d/²#'�c�� sun.com ���\�8�:�e�Ð�4�b�s�\�M+´�K�r�M��

�•/¡$×�_�c�
�G�G�[�Q#Ý�M�•�G0d/²#'�b�«�±�–�Ý�c  Python re �Ô�ª�×�î�Ý  �«�±�–�Ý�b�G0d/²#'�[�M��
Python �«�±�–�Ý�b�G0d/²#'�b0ò(ý�_�X�8�Z�c�
 �� Python Regular Expression HOWTO��

>&http://www.python.org/doc/howto/ >' �†�g!·�K�Z�C�T�I�8��

�G0d/²#'�\8�  ASCII �e�Ð�­�µ�º

�M4Š�b0•1��[�c�
 ���"1����x���"1��C#ú�� �
���±�e�Ð�\�`�e�Ð���\�8�:�+�Õ�@�Ñ�~�K�r�O�‡��

�"1��†�S�B�M�•�e�Ð>&�G0d/²#'�[�� \w ���\/²�I�€�•�e�Ð>'�b1‘�9�^�]�@�²0[�_�^�•0
7§�^�G0d/²#'�[
�c�
�ß�£�î�Ý�@�Y�Â�^���œ�
�r�S�c�š�å�¥�î�»�@�Y�Â�^���œ�
�e8Ÿ�@$Î#Õ�K�r�M��

n �¸�«�º

�G0d/²#'�b!·�œ�¸�«�º�c�
�©�î�£�å�«  == �\�©�î�£�å�«  !=  �†�Q#Ý�K�Z/œ�:�G�\�@�[�A�r�M�����b�[�†�g
*ƒ�_�K�Z�C�T�I�8��

�±�e�Ð�\�`�e�Ð�b�
�9

"I�_�Â0°�I�€�Z�8�•���œ�†7V�A�
�G0d/²#'�[�c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���G0d/²#'�[�� foo ���†
�è(ô�M�•���œ�
 �� FOO���x�� Foo���c�M+´�K�r�O�‡��

rcpt-to == "^goober@dev\\.null\\....$" (matching)

rcpt-to != "^goober@dev\\.null\\....$" (non-matching)
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
� "á$×�^�Ç�•�Ý�±�b�8�B

���b�[�c�
� �L��#.�†/œ�:  2 �X�b�Ç�•�Ý�±�[�M�@�
�q�6�b�[�b�‰�@  CPU �b�Q#Ý"á�@9×�C�^�~�r�M�� 2 
$��u�b�Ç�•�Ý�±�b�‰�@� "á$×�^�G0d/²#'�†�Q#Ý�K�Z�8�r�M��

�G�b�[�[�c�
 AsyncOS �c�G0d/²#'�š�å�ª�å�†  30 �G>&�ç�Ü�Ç�“�–�Ý�±�–�É�\  recv-listener �b�Q�€�R�€�_  
1 �G�N�X>'2s�·�M�•�²0[�@�6�~�r�M��

�?�ƒ�~�_�
���b�|�:�^�Ç�•�Ý�±�†�8�B�K�r�M��

�G0d/²#'�š�å�ª�å�b2s�·�G�X�c  2 �G�T�E�[�
 �� ()���b3ã�•�x�«�Ì�Ý�b1��~�_�X�8�Z�°4Ä�M�•�²0[�@�^�C
�^�•�S�u�Ç�•�Ý�±�b'ö#.�v�±�œ�_(F�"�_�^�~�r�M���r�S�
�q�6�b�[�_�š�m�Z  CPU �œ�î�Â�î�Ê�µ�»�@�*
�W�K�r�M��

attachment-filter: if ((recv-listener == "Inbound") AND 
((((((((((((((((((((((((((((((((((((((((((((((attachment-filename ==

"\\.386$") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ad$")) 
OR (attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR 
(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR 
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR 
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR 
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR 
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR 
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR 
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR 
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR 
(attachment- filename == "\\.lnk$")) OR (attachment-filename == "\\.mdb$")) OR 
(attachment-filename == "\\.mde$")) OR (attachment-filename == "\\.msc$")) OR 
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR 
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR 
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR 
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR 
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR 
(attachment-filename == "\\.url$")) OR (attachment-filename == "\\.vb$")) OR 
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR 
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR 
(attachment-filename == "\\.vsw$")) OR (attachment-filename == "\\.ws$")) OR 
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.wsf$")) OR 
(attachment-filename == "\\.wsh$"))) { bounce(); }

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename == 
"\\.(386|exe|ad|ade|adp|asp|bas|bat|chm|cmd|com|cpl|crt|exe|hlp|hta|inf|ins|isp|js|jse|l
nk|mdb|mde|msc|msi|msp|mst|pcd|pif|reg|scr|sct|shb|shs|url|vb|vbe|vbs|vss|vst|vsw|ws|wsc
|wsf|wsh)$") {

    bounce();

  }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
PDF �\�G0d/²#'

PDF �b#Õ�B�‰�2�_�|�W�Z�c�
�«�Ì�î�«�x�5/œ�@�^�8�G�\�@�6�~�r�M���G�b�|�:�^���œ�
�«�Ÿ�Õ�å  �š�å
�ª�å�c�
�Ì�î�ª
Æ�b�"1��b�)*(�_�ö�Y�A�
1=#.$×�^�«�Ì�î�«�\�5/œ�b��
°�†0è�s�r�M���S�\�<�d�
 1 �X
�b�"1��b�p�_0
�X�b�Ç�›�å�º�x�Ç�›�å�º  �§�–�¬�@�ã�~�M�•���œ�
#Õ�B�I�€�•  PDF �¥�î�»�?�}�«�Ÿ�Õ�å  
�š�å�ª�å�@�"1��\�5/œ�†�8�9�M�•�b�@7´�K�C�^�~�r�M���G�b�|�:�_#Õ�B�I�€�S  PDF �Ç�“�–�Ý�[�G0d/²
#'�_�|�•!·�œ�†/œ�:�\�
�«�Ÿ�Õ�å  �š�å�ª�å�c�£�‡�K�^�8)��Ý�†3É�M���œ�@�6�~�r�M��

�S�\�<�d�
 PowerPoint �e�i�_��
°�K�S�"1��b�p�_�
�"1�
Æ�b�e�Ð�H�\�_$��^�•�Ç�›�å�º�x�Ç�›�å�º  �§
�–�¬�@0¿���I�€�Z�8�•�v�b�@�6�•�\�K�r�M���G�b�”�É�Ü�£�î�©�Ù�å�?�}#Õ�B�I�€�S  PDF �†�«�Ÿ�Õ�å  �š
�å�ª�å�@1��s�v�•�\�
1=#.$×�^�«�Ì�î�«�\�5/œ�@��
°�I�€�r�M�� PDF �b�S4��@�N�I�[�
 �� callout���\�8
�:�"1��@�� call out���x�� c a l lout���\0Ž5��I�€�•���œ�@�6�~�r�M���G�b�Þ�å�²�Ü�å�¢)��Ý�†�G0d/²#'

�� callout���[!·�œ�K�|�:�\�M�•�\�
�M+´�^�K�\�8�•�I�€�r�M��

�«�Ð�î�º  ID
�Ó�µ�­�î�ª�b
Æ���†�«�Ÿ�Õ�å�M�•�Ó�µ�­�î�ª  �Ý�î�Ý�†�Q#Ý�M�•���œ�
�«�Ð�î�º  ID �†�Q#Ý�M�•�\�¹�î�±

Æ�b"I���b�Ã�±�î�å�†�è���[�A�r�M��

�«�Ð�î�º  ID �[�
�¹�î�±
Æ�b���b�Ã�±�î�å�†�è���[�A�r�M��

• �¡�Þ�ª�µ�º  �•�î�»$��•

• (•�\  &k�
�–7€$��•

• CUSIP �¼�å�Â�î

•  ABA �¼�å�Â�î

�Ç�•�Ý�±�[�«�Ð�î�º  ID �†�Q#Ý�M�•�_�c�
�•�e�r�S�c�ç�Ü�Ç�“�–�Ý�b�¥�å�¸�å�¶�†�«�Ÿ�Õ�å�M�•�Ç�•�Ý
�±  �Ý�î�Ý�[���b�Ÿ�î�á�î�»�†�Q#Ý�K�r�M��

�«�Ð�î�º  ID �b�S�e

�Ç�•�Ý�±  �Ý�î�Ý�[�«�Ð�î�º  ID �†�Q#Ý�M�•���œ�
���b�[�b�|�:�_�
�•�e�r�S�c�ç�Ü�Ç�“�–�Ý�†�«�Ÿ�Õ�å
�M�•�Ç�•�Ý�±  �Ý�î�Ý�b�p�[�«�Ð�î�º  ID �Ÿ�î�á�î�»�†�,#Ý'¢�[�V�s�r�M��

/² 9-4 �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�«�Ð�î�º  ID

�Ÿ�î�á�î�» �«�Ð�î�º  ID 1��Â

*credit �¡�Þ�ª�µ�º  �•�î�»$��• 14�
 15�
�>�|�g  16 �F�b�¡�Þ�ª�µ�º  
�•�î�»$��•�†1‘�9�K�r�M��

>&�@>'�«�Ð�î�º  ID �[�c  enRoute �>�|
�g  JCB �•�î�»�c1‘�9�I�€�r�O�‡��

*aba ABA 3æ5 $��• ABA 3æ5 $��•�†1‘�9�K�r�M��

*ssn &k�
�–7€$��• (•�\  &k�
�–7€$��•�†1‘�9�K�r�M��
*ssn �«�Ð�î�º  ID �c�²�µ�©�×�
�Æ�Ü�œ
�»�
�«�Ì�î�«�@�6�•&k�
�–7€$��•�†1‘
�9�K�r�M��

*cusip CUSIP $��• CUSIP $��•�†1‘�9�K�r�M��

ID_Credit_Cards:

if(body-contains("*credit")){
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�r�S�
 �¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�M4Š�\�K�Z�¥�å�¸�å�¶  �Ç�•�Ý�±
Æ�[�«�Ð�î�º  ID �†�Q#Ý�M�•�G�\�v
�[�A�r�M��

>&�@>' �«�Ð�î�º  ID �Ÿ�î�á�î�»�c3û�–�b�G0d/²#'�x�Ú�b�Ÿ�î�á�î�»�\)��s�œ�ƒ�O�Z�Q#Ý�[�A�r�O�‡���S�\�<
�d�
 �� *credit|*ssn ���\�8�:�Ã�±�î�å�c�w� �[�c�6�~�r�O�‡��

>&�@>' *ssn �«�Ð�î�º  ID �_�|�•1��8���†75�D�S�u�
 *ssn �«�Ð�î�º  ID �c�Ú�b�Ç�•�Ý�±�²�ó�\�6�ƒ�O�Z�Q#Ý�M�•
�\�w#Ý�^���œ�@�6�~�r�M���S�\�<�d�
 �� only-body-contains���Ç�•�Ý�±�²�ó�†�Q#Ý�M�•�G�\�@�[�A�r�M��
�G�b���œ�
�è(ô�e�Ð�4�@�Ó�µ�­�î�ª�•�e�b�M�m�Z�b  MIME 4Š�(�_�Ñ�~�M�•���œ�b�s�'�@  true �[�6�•�\
�8���I�€�r�M���S�\�<�d�
���b�|�:�^�Ç�•�Ý�±�†�8�B�[�A�r�M��

SSN-nohtml: if only-body-contains("*ssn") { duplicate-quarantine("Policy");}

�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�b�[

���b�­�¡�©�Ù�å�[�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�Q#Ý�[�†!·�
�K�r�M��

true �Ý�î�Ý

true  �Ý�î�Ý�c�M�m�Z�b�Ó�µ�­�î�ª�\�M+´�K�r�M���S�\�<�d�
���b�Ý�î�Ý�c�¸�«�º�P1ß�\�^�•�M�m�Z�b
�Ó�µ�­�î�ª�_�X�8�Z�
 IP �–�å�±�î�Ç�™�–�«�†  external �_�š�f�K�r�M��

valid �Ý�î�Ý

valid  �Ý�î�Ý�c�
�Ó�µ�­�î�ª�_0Ž�Ò�Y+��r�S�c!“� �^  MIME 4Š�(�@�µ�r�€�Z�8�•���œ�_  false �†3É�K�

�Q�€�è�¥�b���œ�c  true �†3É�K�r�M���S�\�<�d�
���b�Ý�î�Ý�c�¸�«�º�P1ß�b�Ó�µ�­�î�ª�b�:�U0Ž�Ò�Y+�
�^�Ó�µ�­�î�ª�†�M�m�Z�»�ß�µ�É�K�r�M��

notify("legaldept@example.com");

}
.

externalFilter:

   if ( true )

   {

        alt-src-host('external');

   }

not-valid-mime:

   if not valid
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�ó�¡�Ý�î�Ý

subject  �Ý�î�Ý�c�
�ó�¡�Ê�µ�²�î�b�Í�@�æ���K�S�G0d/²#'�\�M+´�M�•�Ó�µ�­�î�ª�†4E�¥�K�r�M��

�S�\�<�d�
���b�Ç�•�Ý�±�c�
�ó�¡�@�� Make Money ���\�8�:1��ƒ�[���r�•�M�m�Z�b�Ó�µ�­�î�ª�†�ë� �K
�r�M��

�Ê�µ�²�î�b�Í�[�è(ô�M�•8�  ASCII �e�Ð�†�æ���M�•�G�\�@�[�A�r�M��

�Ê�µ�²�î�_6õ�M�•�ï�8�†/œ�:���œ�
�Ê�µ�²�î�b#'�~�b�Í�_�c��#.�p�_/œ�ƒ�€�S�š�f>&�Ó�µ�­�î�ª�b�Ê�µ
�²�î�b3ã�•�
�P7V�
�š�f�†/œ�:�Ç�•�Ý�±��#.�^�]>'�@�µ�r�€�Z�8�•!l�_�@�–�K�Z�C�T�I�8��0ò(ý�_�X�8
�Z�c�
 ���Ó�µ�­�î�ª  �Ê�µ�²�î  �Ý�î�Ý�>�|�g0Û�o�� >&P.9-5>' �†�g!·�K�Z�C�T�I�8��

���b�Ç�•�Ý�±�c�
�Ê�µ�²�î�@'5�b���œ�
�r�S�c�Ó�µ�­�î�ª�_�Ê�µ�²�î�@�^�8���œ�_  true �†3É�K�r�M��

>&�@>' �G�b�Ç�•�Ý�±�c  Subject �Ê�µ�²�î�\  To �Ê�µ�²�î�@'5�b���œ�_  true �†3É�K�r�M�@�
�Ê�µ�²�î�@�^�8���œ
�v  true �†3É�K�r�M���æ���K�S�Ê�µ�²�î�@�Ó�µ�­�î�ª
Æ�_�^�8���œ�[�v�
�G�b�Ç�•�Ý�±�c  true �†3É�K�r
�M��

�š�å�Ë�ß�î�É�w�™*…�Ý�î�Ý

rcpt-to  �Ý�î�Ý�c�
�8�N�€�?�b�š�å�Ë�ß�î�É�w�™*…�@�æ���K�S�G0d/²#'�\�M+´�M�•�Ó�µ�­�î�ª�†4E�¥�K
�r�M���S�\�<�d�
���b�Ç�•�Ý�±�c�� scarface���\�8�:�e�Ð�4�†�µ�t7Á�Ê�Ó�î�Ý�”�»�Þ�«���Z�_3æ�™�I�€
�S�M�m�Z�b�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�M��

   {

        drop();

   }

scamFilter:

   if ( subject == '^Make Money' )

   {

        drop();

   }

EmptySubject_To_filter:

if (header('Subject') != ".") OR

   (header('To') != ".") {

   drop();

}
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
>&�@>' rcpt-to  �Ý�î�Ý�[�Q#Ý�M�•�G0d/²#'�[�c�
�±�e�Ð�\�`�e�Ð�c �
�9�I�€�r�O�‡ ��

>&�@>' rcpt-to  �Ý�î�Ý�c�Ó�µ�­�î�ª�_�ö�Y�8�Z�8�r�M���Ó�µ�­�î�ª�_0
�X�b�w�™*…�@0¿���I�€�Z�8�•���œ�
�8
�N�€�?  1 �Ç�b�w�™*…�@�Ý�î�Ý�\�M+´�K�Z�8�€�d�
�æ���K�S��#.�@�M�m�Z�b�w�™*…�_�P�M�•�Ó�µ�­�î�ª�_
4:#Ý�I�€�r�M��

�¢�Ý�î�É
Æ�š�å�Ë�ß�î�É�w�™*…�Ý�î�Ý

rcpt-to-group  �Ý�î�Ý�c�
�8�N�€�?�b�š�å�Ë�ß�î�É�w�™*…�@�æ���K�S  LDAP �¢�Ý�î�É�b�Ó�å�Â�[�6�•
�Ó�µ�­�î�ª�†4E�¥�K�r�M���S�\�<�d�
���b�Ç�•�Ý�±�c�� ExpiredAccounts���\�8�:  LDAP �¢�Ý�î�É
Æ�b
7Á�Ê�Ó�î�Ý�”�»�Þ�«���Z�_3æ�™�I�€�S�M�m�Z�b�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�M��

>&�@>' rcpt-to-group  �Ý�î�Ý�c�Ó�µ�­�î�ª�_�ö�Y�8�Z�8�r�M���Ó�µ�­�î�ª�_0
�X�b�w�™*…�@0¿���I�€�Z�8�•
���œ�
�8�N�€�?  1 �Ç�b�w�™*…�@�Ý�î�Ý�\�M+´�K�Z�8�€�d�
�æ���K�S��#.�@�M�m�Z�b�w�™*…�_�P�M�•�Ó�µ
�­�î�ª�_4:#Ý�I�€�r�M��

�š�å�Ë�ß�î�É3æ�™*…�Ý�î�Ý

mail-from  �Ý�î�Ý�c�
�š�å�Ë�ß�î�É3æ�™*…�@�æ���K�S�G0d/²#'�\�M+´�M�•�Ó�µ�­�î�ª�†4E�¥�K�r�M���S
�\�<�d�
���b�Ç�•�Ý�±�†��/œ�M�•�\  admin@yourdomain.com  �_�|�~3æ�™�I�€�S�M�m�Z�b�Ó�µ�­�î�ª�@�S
�T�U�_���Š�I�€�r�M��

scarfaceFilter:

   if ( rcpt-to == 'scarface' )

   {

        drop();

   }

expiredFilter:

   if ( rcpt-to-group == 'ExpiredAccounts' )

   {

        drop();

   }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
>&�@>' mail-from  �Ý�î�Ý�[�Q#Ý�M�•�G0d/²#'�[�c�
�±�e�Ð�\�`�e�Ð�c �
�9�I�€�r�O�‡ �����b�[�[�c�
�Æ�Ü�œ�»
�@�š�«�£�î�É��#.�I�€�Z�8�r�M��

�¢�Ý�î�É
Æ�š�å�Ë�ß�î�É3æ�™*…�Ý�î�Ý

mail-from-group  �Ý�î�Ý�c�
�š�å�Ë�ß�î�É3æ�™*…�@ ‡'ì�Ê�b�‘3¶�[�æ���K�S  LDAP �¢�Ý�î�É�_�“�K�Z
�8�•>&�Y�M+´�†�è(ô�M�•���œ�c�
3æ�™*…�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�@�æ���K�S  LDAP �¢�Ý�î�É�_�“�K�Z �8
�^�8 >'�Ó�µ�­�î�ª�†4E�¥�K�r�M���S�\�<�d�
���b�Ç�•�Ý�±�†��/œ�M�•�\�
 �� KnownSenders���\�8�:  
LDAP �¢�Ý�î�É�b7Á�Ê�Ó�î�Ý�”�»�Þ�«�_�|�~3æ�™�I�€�S�M�m�Z�b�Ó�µ�­�î�ª�@�S�T�U�_���Š�I�€�r�M��

3æ�™*…�¢�Ý�î�É �Ý�î�Ý

sendergroup  �Ó�µ�­�î�ª  �Ç�•�Ý�±�c�
�Ü�«�¼�î�b�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�[�]�b3æ�™*…�¢
�Ý�î�É�@�M+´�M�•�?�_�ö�Y�8�Z�
�Ó�µ�­�î�ª�†4E�¥�K�r�M���G�b�Ý�î�Ý�c�� ==��>&�M+´�†�è(ô�M�•��
�œ>'�r�S�c�� !=��>&�Y�M+´�†�è(ô�M�•���œ>'�†�Q#Ý�K�Z�
�æ���K�S�G0d/²#'>&�'�b�‘3¶>'�\�b�M+´�†�¸
�«�º�K�r�M���S�\�<�d�
���b�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�c�
�Ó�µ�­�î�ª�b3æ�™*…�¢�Ý�î�É�@�G0d/²#'

�� Internal���\�M+´�M�•���œ�_  true  �†3É�K�
�Q�b���œ�c�Ó�µ�­�î�ª�†�æ�p�Ó�î�Ý  �Í�«�º�_3æ�™�K�r�M��

kremFilter:

   if ( mail-from == '^admin@yourdomain\\.com$' )

   {

 skip-filters();

   }

SenderLDAPGroupFilter:

   if ( mail-from-group == 'KnownSenders' ) 

   {

 skip-filters();

   }

senderGroupFilter:

      if (sendergroup == "Internal")

      {

        alt-mailhost("[172.17.0.1]");

      }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�•�e�§�–�¬  �Ý�î�Ý

�•�e�§�–�¬�\�c�Ó�µ�­�î�ª�b�§�–�¬�b�G�\�[�
�Ê�µ�²�î�\�ç�Ü�Ç�“�–�Ý�v�µ�s�r�M�� body-size  �Ý�î�Ý
�c�
�æ���_�‘�8�•�e�b�§�–�¬�†"I���b�X�Í�†�š3Q�K�r�M���S�\�<�d�
���b�Ç�•�Ý�±�c�•�e�§�–�¬�@  5 �Ó
�ž�Â�–�º�†2x�<�•�M�m�Z�b�Ó�µ�­�î�ª�†�Â�˜�å�«�K�r�M��

body-size  �†�Q#Ý�M�•�\���b�|�:�^�š3Q�@�[�A�r�M��

�§�–�¬�æ���_�c�§�Ç�•�¡�«�†�Q#Ý�M�•�\�}�<�[�M��

�Ü�Ô�î�º  IP �Ý�î�Ý

remote-ip  �Ý�î�Ý�c�
�Ó�µ�­�î�ª�†3æ�™�K�S�Í�«�º�b  IP �”�»�Þ�«�@"I���b�Ã�±�î�å�\�M+´�M�•�?�]�:
�?�†&�1��M�•�S�u�b�¸�«�º�†��/œ�K�r�M�� IP �”�»�Þ�«�c�
�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  4

>&IPv4>'�r�S�c�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  6>&IPv6>'�†�æ���[�A�r�M�� IP �”�»�Þ�«�b�Ã
�±�î�å�c�
 ��3æ�™*…�¢�Ý�î�É�b�S�e���[1��Â�K�Z�8�•  allowed hosts /²0°>& SBO�
 SBRS�
 dnslist  �b�›/²
0°�\"I�f�Ÿ�î�á�î�»  ALL �†7V�C>'�†�Q#Ý�K�Z�æ���I�€�r�M��

allowed hosts /²0°�[�c�
 IP �”�»�Þ�«>&�Í�«�º�¡�[�c�^�8>'�b8p�Î�\�X�Í�[�b(
�V�b�s�†�æ���[�A�r�M��
�S�\�<�d�
���b�Ç�•�Ý�±�c  10.1.1. x>&x �c  50�
 51�
 52�
 53�
 54�
 55 �b�8�N�€�?>'�b�g�'�b  IP �”�»�Þ�«
�?�}3æ�™�I�€�Z�8�^�8�M�m�Z�b�Ó�µ�­�î�ª�†�Â�˜�å�«�K�r�M��

BigFilter:

   if ( body-size > 5M )

   {

        bounce();

   }

�[ �š3Q�b'�8®

body-size < 10M �|�~�`�I�8

body-size <= 10M �è�W

body-size > 10M �|�~�±�A�8

body-size >= 10M �è�V

body-size == 10M '¼�K�8

body-size != 10M '¼�K�C�^�8

�X5� 1��Â

10b 10 �Â�–�º>&�� 10���_� �L>'

13k 13 �Ÿ�ß�Â�–�º

5M 5 �Ó�ž�Â�–�º

40G 40 � �ž�Â�–�º>&�@>8 Cisco �[�c  100 �Ó�ž�Â�–�º�†2x�<�•�Ó�µ�­�î�ª�†��#.�[�A�r�O�‡>'  

notMineFilter:

   if ( remote-ip != '10.1.1.50-55' )
9-25
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�w�™�Ü�«�¼�î  �Ý�î�Ý

recv-listener  �Ý�î�Ý�c�
�¡�S�Ü�A�Ü�«�¼�î�[�w�™�K�S�Ó�µ�­�î�ª�†4E�¥�K�r�M���Ü�«�¼�î�¡�c�
#'
�~�©�«�¸�Ò�V�[0¿���I�€�Z�8�•�Ü�«�¼�î�b�8�N�€�?�b�½�µ�¡�¿�î�Ò�[�6�•�²0[�@�6�~�r�M���S�\�<�d�

���b�Ç�•�Ý�±�†��/œ�M�•�\�
 expedite  �\�8�:�¡�S�b�Ü�«�¼�î�?�}�w�™�K�S�M�m�Z�b�Ó�µ�­�î�ª�@�S�T
�U�_���Š�I�€�r�M��

�w�™ IP �–�å�±�î�Ç�™�–�«  �Ý�î�Ý

recv-int  �Ý�î�Ý�c�
�¡�S�Ü�A�–�å�±�î�Ç�™�–�«)�#ä�[�w�™�K�S�Ó�µ�­�î�ª�†4E�¥�K�r�M���–�å�±�î
�Ç�™�–�«�¡�c�
#'�~�©�«�¸�Ò�_0¿���I�€�Z�8�•�–�å�±�î�Ç�™�–�«�b�8�N�€�?�b�½�µ�¡�¿�î�Ò�[�6�•�²0[
�@�6�~�r�M���S�\�<�d�
���b�Ç�•�Ý�±�c�
 outside  �\�8�:�¡�S�b�–�å�±�î�Ç�™�–�«�?�}�w�™�K�S�M�m�Z
�b�Ó�µ�­�î�ª�†�Â�˜�å�«�K�r�M��

�¥�Ü�Ý�î�Ý

date  �Ý�î�Ý�c�
#'�~�b�¥�ì�\�æ���K�S�ì�I�†!·�œ�K�r�M�� date �Ý�î�Ý�c  MM/DD/YYYY hh:mm:ss �\�8
�:�g�'�b�±�–�Ò�«�±�å�É�@�6�•�e�Ð�4�\�b�š3Q�†/œ�8�r�M���G�b�Ý�î�Ý�c�
"I���b�¥�ì>&(•�\�g�'>'�b
�S�r�S�c�‹�_��/œ�M�•��#.�†�æ���M�•���œ�_�}�<�[�M�� >&(•�\�è�¥�b�¥�Ü�g�'�†�Q#Ý�K�Z�8�•�Ó�µ�­�î
�ª�†�è(ô�M�•���œ�c�e8Ÿ�@$Î#Õ�M�•�G�\�@�6�~�r�M>' �����b�Ç�•�Ý�±�c�
 2003 �º  7 �v  28 �¥�b���‹  1 �ì
�|�~�‹�_  campaign1@yourdomain.com  �?�}3æ�™�I�€�S�M�m�Z�b�Ó�µ�­�î�ª�†�Â�˜�å�«�K�r�M��

   {

        bounce();

   }

expediteFilter:

   if ( recv-listener == 'expedite' )

   {

 skip-filters();

   }

outsideFilter:

   if ( recv-int == 'outside' )

   {

        bounce();

   }

TimeOutFilter:

   if (( date > '07/28/2003 13:00:00' ) and (mail-from == 
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
>&�@>' date  �Ý�î�Ý�†  $Date  �Ó�µ�­�î�ª  �Ç�•�Ý�±��#.�š�X�\�ã� �K�^�8�|�:�_�K�Z�C�T�I�8��

�Ê�µ�²�î  �Ý�î�Ý

header()  �Ý�î�Ý�c�
�Ó�µ�­�î�ª  �Ê�µ�²�î�@�?�W�G
Æ�[�,#Ý�I�€�Z�8�•"I���b�Ê�µ�²�î>& " �Ê�µ�²�î�¡ ">'
�\�M+´�M�•�?�]�:�?�†&�1��K�r�M���G�b�Ý�î�Ý�c  subject  �Ý�î�Ý�\� �]�_�G0d/²#'�\�š3Q�M�•�G�\�v�[
�A�r�M�@�
�š3Q�†/œ�ƒ�N�_�Q#Ý�M�•�G�\�v�[�A�r�M���G�b���œ�
�Ó�µ�­�î�ª�_�Q�b�Ê�µ�²�î�@�6�€�d

�� true���
�^�E�€�d�� false���\�^�~�r�M���S�\�<�d�
���b�[�[�c�Ê�µ�²�î  X-Sample  �b�w!“�
�>�|�g�G�b
�Ê�µ�²�î�b�Í�_�� sample text ���\�8�:�e�Ð�4�@�µ�r�€�Z�8�•�?�]�:�?�†&�1��K�Z�8�r�M���M+´�M�•��
�œ�c�
�Ó�µ�­�î�ª�@�Â�˜�å�«�I�€�r�M��

�Ê�µ�²�î�b�Í�[�è(ô�M�•8�  ASCII �e�Ð�†�æ���M�•�G�\�@�[�A�r�M��

���b�[�[�c�
�š3Q�†/œ�ƒ�N�_�Ê�µ�²�î  �Ý�î�Ý�†4:#Ý�K�Z�8�r�M���G�b���œ�
�Ê�µ�²�î  X-DeleteMe  �@0b
�X�?�•�\�
�Q�b�Ê�µ�²�î�@�Ó�µ�­�î�ª�?�}�P7V�I�€�r�M��

�Ê�µ�²�î�_6õ�M�•�ï�8�†/œ�:���œ�
�Ê�µ�²�î�b#'�~�b�Í�_�c��#.�p�_/œ�ƒ�€�S�š�f>&�Ó�µ�­�î�ª�b�Ê�µ
�²�î�b3ã�•�
�P7V�
�š�f�†/œ�:�Ç�•�Ý�±��#.�^�]>'�@�µ�r�€�Z�8�•!l�_�@�–�K�Z�C�T�I�8��0ò(ý�_�X�8
�Z�c�
 ���Ó�µ�­�î�ª  �Ê�µ�²�î  �Ý�î�Ý�>�|�g0Û�o�� >&P.9-5>' �†�g!·�K�Z�C�T�I�8��

      'campaign1@yourdomain\\.com'))

   {

        bounce();

   }

FooHeaderFilter:

   if ( header('X-Sample')  == 'sample text' )

   {

        bounce();

   }

DeleteMeHeaderFilter:

   if header('X-DeleteMe')

   {

        strip-header('X-DeleteMe');

   }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�˜�X�Ý�î�Ý

random  �Ý�î�Ý�c�
 0 �?�}  N-1>&N �c�Ý�î�Ý�¡�b�‹�b�?�W�G�[�æ���I�€�•�Z�X�Í>'�r�[�b�˜�X�†#Õ�B�K
�r�M���G�b�Ý�î�Ý�[�c  header()  �Ý�î�Ý�\� �]�_�š3Q�†/œ�:�G�\�v�[�A�r�M�@�
 ���"8o���g�'�[�""‚�Q
#Ý�M�•�G�\�v�[�A�r�M���"8o�g�'�[�c�
#Õ�B�I�€�S�˜�X�@  0 �[�^�8���œ�_  true  �\0Û�o�I�€�r�M���S�\
�<�d�
���b�Ç�•�Ý�±�c�8�N�€�v
Æ���\�K�Z�c� �L�v�b�[�
 2 �(�b  1 �b&�"á�[  Virtual Gateway �”�»�Þ�«  
A �@4E�¥�I�€�
�g�~  2 �(�b  1 �b&�"á�[  Virtual Gateway �”�»�Þ�«  B �@4E�¥�I�€�r�M��

�w�™*…�X�Ý�î�Ý

rcpt-count  �Ý�î�Ý�c�
 body-size  �Ý�î�Ý�\� �]�_�
�Ó�µ�­�î�ª�b�w�™*…�b�X�†�Z�X�Í�\�š3Q�K�r�M��
�G�b�Ý�î�Ý�†�Q#Ý�M�•�\�
�Ø�î�¨�@�M�Ø�_�¨�X�b�Ø�î�¨�_7Á�Ê�Ó�î�Ý�†3æ�™�M�•�G�\�†75�F�[�A�
�r�S
�±0d�•�^�Ó�î�Ý3æ�™�Ÿ�Õ�å�Ì�î�å�@"I���b  Virtual Gateway �”�»�Þ�«)�#ä�[/œ�ƒ�€�•�|�:�_�M�•�G�\�@
�[�A�r�M�����b�[�[�c�
�w�™*…�X�@  100 �ó�†2x�<�•7Á�Ê�Ó�î�Ý�@"I���b  Virtual Gateway �”�»�Þ�«�†)�
#ä�K�Z3æ�™�I�€�r�M��

load_balance_a:

   if ( random(10) < 5 ) {

        alt-src-host('interface_a');

   } else {

        alt-src-host('interface_b');

   }

load_balance_b:

   if ( random(2) ) {

       alt-src-host('interface_a');

   } else {

       alt-src-host('interface_b');

   }

large_list_filter:

   if ( rcpt-count > 100 ) {

        alt-src-host('mass_mailing_interface');

   }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�”�»�Þ�«�X�Ý�î�Ý

addr-count()  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�c�
 1 �X�è�V�b�Ê�µ�²�î�e�Ð�4�†�P1ß�_�
�›/œ�b�w�™*…�X�†
0£'ì�K�
�w�™*…�b(ü'��X�†�Þ�Ï�î�º�K�r�M���G�b�Ç�•�Ý�±�c�
�š�å�Ë�ß�î�É�b�w�™*…�[�c�^�C�Ó�µ�­�î
�ª�•�e�b�Ê�µ�²�î�_�P�K�Z�µ+��M�•!l�@  rcpt-count �Ç�•�Ý�±  �Ý�î�Ý�\$��^�~�r�M�����b�[�[�c�
�G
�b�Ç�•�Ý�±  �Ý�î�Ý�_�|�~6×�8�w�™*…�Ü�«�º�@�� undisclosed-recipients���\�8�:�š�–�Ü�”�«�_*(�A�n�<
�}�€�Z�8�r�M��

�•�e�«�Ÿ�Õ�å  �Ý�î�Ý

body-contains()  �Ý�î�Ý�c�
�w�™�M�•7Á�Ê�Ó�î�Ý�\�Q�b�ç�Ü�Ç�“�–�Ý�†�«�Ÿ�Õ�å�K�
�Ã�Û�Ó�î�±�[��
*O�I�€�S"I���b�Ã�±�î�å�b�w!“�†&�1��K�r�M���G�€�_�c�
4Ä�™�«�¸�î�±�«4Š�>�|�g6õ4��Ü�E�}�€�Z�8�•
�ç�Ü�Ç�“�–�Ý�@�µ�r�€�r�M�� body-contains()  �Ý�î�Ý�[�c0
�X/œ�†�P1ß�\�K�S!·�œ�c/œ�ƒ�€�r�O�‡��
�«�Ÿ�Õ�å�b�ß�ª�µ�¡�†  CLI �b  scanconfig  �¥�Ð�å�»�[�š�f�M�•�G�\�_�|�~�
�«�Ÿ�Õ�å�b�P1ß�\�^�•�
�r
�S�c�«�Ÿ�Õ�å�b�P1ß�?�}7V�¥�M�•  MIM �±�–�É�†��*O�[�A�r�M���r�S�
�«�Ÿ�Õ�å)��Ý�†  true �\0Û�o�M�•
�S�u�_�è���M�•�²0[�@�6�•�M+´�b�q�`�X�†�æ���M�•�G�\�v�[�A�r�M��

�¹�Ç�›�Ý�º�[�c�
 MIME �±�–�É�@ video/* �
 audio/* �
 image/*  �è�¥ �[�6�•�M�m�Z�b�ç�Ü�Ç�“�–�Ý�@�«
�Ÿ�Õ�å�I�€�r�M��0
�X�b�Ç�“�–�Ý�@�µ�r�€�Z�8�• .zip �
 .bzip �
 .compress �
 .tar �
 .gzip  �b�›�”�î�•
�–�È�ç�Ü�Ç�“�–�Ý�@�«�Ÿ�Õ�å�I�€�r�M���«�Ÿ�Õ�å�P1ß�\�^�•�
 ���¿�«�º�I�€�S���”�î�•�–�È�ç�Ü�Ç�“�–
�Ý>&.zip  �_�A(á�I�€�Z�8�•  .zip  �^�]>'�b�X�†0¿���[�A�r�M��

scanconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å��#.�†0¿���M�•�‰�2�b�[�^�]�b0ò(ý�_�X�8�Z
�c�
 ���«�Ÿ�Õ�å  �Ã�Û�Ó�î�±�b�š�f�� >&P.9-88>' �†�g!·�K�Z�C�T�I�8��

�•�e�«�Ÿ�Õ�å  

AsyncOS �@�•�e�«�Ÿ�Õ�å�†��/œ�M�•���œ�
�G0d/²#'�†�Q#Ý�K�Z�•�e�b�¸�Ÿ�«�º�\�ç�Ü�Ç�“�–�Ý�†�«
�Ÿ�Õ�å�K�r�M���'�_�c�q�`�K�A�8�Í�†�æ���M�•�G�\�@�[�A�
�«�Ÿ�Õ�å  �š�å�ª�å�@�G�b�q�`�G�X�T�E�G
0d/²#'�\�b�M+´�†�è���M�•�\�
�G�b�'�c  true  �\0Û�o�I�€�r�M��

AsyncOS �c�Ó�µ�­�î�ª�b�›'��b  MIME 4Š�(�†0Û�o�K�
�¸�Ÿ�«�º�g�'�_�^�W�Z�8�•�M�m�Z�b  MIME 4Š
�(�†�«�Ÿ�Õ�å�K�r�M���q�6�b4Š�(�[  MIME �±�–�É�@�¸�Ÿ�«�º�_�æ���I�€�Z�8�•���œ�
 AsyncOS �c�¸�Ÿ
�«�º4Š�(�†1‘�9�K�r�M�� AsyncOS �c�Ó�µ�­�î�ª�[�æ���I�€�S�š�å�¥�î�»�_�ö�Y�8�Z�š�å�¥�î�»�†�ô��
�K�
�¸�Ÿ�«�º�†  Unicode �_�š�n�K�r�M���Q�b�‹�
 Unicode 8•�æ�[�G0d/²#'�†�è(ô�K�r�M���Ó�µ�­�î�ª
�[�š�å�¥�î�»�@�æ���I�€�Z�8�^�8���œ�c�
 scanconfig  �¥�Ð�å�»�[�æ���I�€�S�š�å�¥�î�»�@�Q#Ý�I�€�r
�M��

�Ó�µ�­�î�ª�b�«�Ÿ�Õ�å�ì�_  AsyncOS �@ MIME 4Š�(�†0Û�o�M�•�‰�2�b0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª�•
�e�\  �Ó�µ�­�î�ª�ç�Ü�Ç�“�–�Ý�� >&P.9-5>' �†�g!·�K�Z�C�T�I�8��

MIME 4Š�(�@�¸�Ÿ�«�º�[�^�8���œ�
 AsyncOS �c  .zip �r�S�c  .tar �?�}�Ç�“�–�Ý�†�³���M�•�?�
�})°�I�€
�S�Ç�“�–�Ý�†�³���K�r�M���¹�î�±�†�³���K�S�‹�
�«�Ÿ�Õ�å  �š�å�ª�å�c�Ç�“�–�Ý�b�š�å�¥�î�»�†1‘�9�K�

�Ç�“�–�Ý�b�¹�î�±�†  Unicode �g�'�[3É�K�r�M���Q�b�‹�
 AsyncOS �c  Unicode 8•�æ�[�G0d/²#'�†�è(ô�K
�r�M��

count: if (addr-count("To", "Cc") > 30) {

            strip-header("To");

            strip-header("Cc");

            insert-header("To", "undisclosed-recipients");

           }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
���b�[�[�c�
�•�e�b�¸�Ÿ�«�º�\�ç�Ü�Ç�“�–�Ý�[�� Company Confidential���\�8�:�e�Ð�4�†�è(ô�K�Z�8�r
�M���G�b�[�[�c�
�q�`�K�A�8�Í�@  2 �ó�_0¿���I�€�Z�8�•�S�u�
�«�Ÿ�Õ�å  �š�å�ª�å�@�G�b�e�Ð�4�†  2 �ó
�è�V�è���M�•�\�
0ñ�\�M�•�Ó�µ�­�î�ª�†�M�m�Z�Â�˜�å�«�K�
�2�»4Š6Û�_3û%±�K�r�M��

�Ó�µ�­�î�ª�b�•�e�b�s�†�«�Ÿ�Õ�å�M�•���œ�c�
 only-body-contains  �†�Q#Ý�K�r�M��

�/�•�ì�è���Ý�î�Ý

encrypted  �Ý�î�Ý�c�
�Ó�µ�­�î�ª�b
Æ���_�/�•�ì�¹�î�±�@�Ñ�~�M�•�?�]�:�?�†1*���K�r�M���G�b�Ý�î�Ý
�c�/�•�ì�¹�î�±�b�¹�¥�î�»�c/œ�ƒ�N�
�Ó�µ�­�î�ª�b
Æ���_�/�•�ì�¹�î�±�@�Ñ�~�M�•�?�]�:�?�b�s�†1*��
�K�r�M���G�b�Ý�î�Ý�c�
�Ø�î�¨�@�/�•�ì�I�€�S7Á�Ê�Ó�î�Ý�†3æ�™�[�A�^�8�|�:�_�M�•���œ�_�}�<�[�M��

>&�@>' �/�•�ì�I�€�S�Ý�î�Ý�c�
�Ó�µ�­�î�ª�b
Æ���b�/�•�ì�I�€�S�¹�î�±�b�s�†�è���[�A�r�M���/�•�ì�I�€�S�ç
�Ü�Ç�“�–�Ý�c�è���K�r�O�‡��

encrypted  �c  true  �Ý�î�Ý�\� �]�_�
�Ã�Û�Ó�î�±�†�Q#Ý�O�N�
�š3Q�v/œ�8�r�O�‡���/�•�ì�I�€�S�¹�î�±
�@�è���I�€�S���œ�_  true �
�è���I�€�^�?�W�S���œ�_  false  �†3É�K�r�M���G�b�µ+��†��/œ�M�•�_�c�Ó�µ
�­�î�ª�b�«�Ÿ�Õ�å�@�²0[�_�^�•�S�u�
 scanconfig  �¥�Ð�å�»�[��*O�I�€�S�«�Ÿ�Õ�å0¿���@�Q#Ý�I�€�r�M��
�œ�É�©�Ù�å�b0¿���b0ò(ý�_�X�8�Z�c�
 ���«�Ÿ�Õ�å  �Ã�Û�Ó�î�±�b�š�f�� >&P.9-88>' �†�g!·�K�Z�C�T�I�8��

���b�Ç�•�Ý�±�c�
�Ü�«�¼�î)�#ä�[3æ�™�I�€�S�M�m�Z�b7Á�Ê�Ó�î�Ý�†&�1��K�
�Ó�µ�­�î�ª�_�/�•�ì�I�€�S
�¹�î�±�@�µ�r�€�•���œ�c�
0ñ�\�M�•�Ó�µ�­�î�ª�@  BCC �[�2�»4Š6Û���Z�_3æ�™�I�€�
�Â�˜�å�«�I�€�r
�M��

ConfidentialFilter:

   if ( body-contains('Company Confidential',2) ) {

        notify ('legaldept@example.domain');

        bounce();

   }

disclaimer:

    if (not only-body-contains('[dD]isclaimer',1) ) {

        notify('hresource@example.com');

    }

prevent_encrypted_data:  

    if (encrypted)  {

         bcc ('legaldept@example.domain');

         bounce();

      }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
�ç�Ü�Ç�“�–�Ý  �±�–�É  �Ý�î�Ý

attachment-type  �Ý�î�Ý�c�Ó�µ�­�î�ª
Æ�b�›�ç�Ü�Ç�“�–�Ý�b  MIME �±�–�É�†&�1��K�
�æ���I�€�S�Ã
�±�î�å�\�M+´�M�•�?�]�:�?�†�8�9�K�r�M���G�b�Ã�±�î�å�c  scanconfig  �¥�Ð�å�»�[�Q#Ý�M�•�g�'>& ���«
�Ÿ�Õ�å  �Ã�Û�Ó�î�±�b�š�f�� >&P.9-88>' �†�g!·>'�\� �L�g�'�[�6�•�²0[�@�6�~�
�«�Û�µ�©�×>& / >'�b�e�‘
�b�M�‰�[�”�«�±�Ü�«�¡�†�á�–�Ý�»�•�î�»�\�K�Z�Q#Ý�[�A�r�M���Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�@�G�G�[�æ��
�K�S  MIME �±�–�É�\�M+´�M�•���œ�
�G�b�Ý�î�Ý�c�� true���†3É�K�r�M��

�G�b�µ+��†��/œ�M�•�_�c�Ó�µ�­�î�ª�b�«�Ÿ�Õ�å�@�²0[�\�^�•�S�u�
 scanconfig  �¥�Ð�å�»�[�æ���I�€�S
�M�m�Z�b�œ�É�©�Ù�å>&���«�Ÿ�Õ�å  �Ã�Û�Ó�î�±�b�š�f�� >&P.9-88>' �†�g!·>'�@4:#Ý�I�€�r�M��

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�†�ï�8�M�•�S�u�_�Q#Ý�[�A�•�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�b0ò(ý�_�X�8�Z�c�

���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å�� >&P.9-67>' �†�g!·�K�Z�C�T�I�8��

���b�Ç�•�Ý�±�c�
�Ü�«�¼�î)�#ä�[3æ�™�I�€�S�M�m�Z�b7Á�Ê�Ó�î�Ý�†&�1��K�
 MIME �±�–�É�@ video/*  
�[�6�•�ç�Ü�Ç�“�–�Ý�@�Ó�µ�­�î�ª�_�µ�r�€�•���œ�c�
0ñ�\�M�•�Ó�µ�­�î�ª�@�Â�˜�å�«�I�€�r�M��

�ç�Ü�Ç�“�–�Ý�¡�Ý�î�Ý

attachment-filename  �Ý�î�Ý�c�Ó�µ�­�î�ª
Æ�b�›�ç�Ü�Ç�“�–�Ý�b�¡�S�†&�1��K�
�æ���I�€�S�Ã�±�î�å
�\�M+´�M�•�?�]�:�?�†�8�9�K�r�M���G�b�š3Q�[�c�±�e�Ð�\�`�e�Ð�c�
�9�I�€�r�M���G�b�š3Q�[�c�«�Ì�î
�«�b�w!“�v�
�9�I�€�•�S�u�
�Ç�“�–�Ý�¡�b�Ž�•�_�«�Ì�î�«�@�6�•"g�Â�[�š�å�¥�î�»�I�€�Z�8�•�\�
�Ç�•
�Ý�±�c�Q�b�ç�Ü�Ç�“�–�Ý�†�«�Ÿ�µ�É�K�r�M���Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�8�N�€�?�@�æ���K�S�Ç�“�–�Ý
�¡�\�M+´�M�•�\�
�G�b�Ý�î�Ý�c  true �†3É�K�r�M��

���b!l�_�@�–�K�Z�C�T�I�8��

• �›�ç�Ü�Ç�“�–�Ý�b�¡�S�c  MIME �Ê�µ�²�î�?�}�Ÿ�Õ�É�³�Õ�I�€�r�M�� MIME �Ê�µ�²�î�_�6�•�Ç�“�–
�Ý�¡�b�Ž�•�_�c�«�Ì�î�«�@�6�•���œ�@�6�~�r�M��

• �ç�Ü�Ç�“�–�Ý�@�”�î�•�–�È�b���œ�
 Cisco �c�”�î�•�–�È�b
Æ4Š�?�}�Ç�“�–�Ý�¡�†�v�“�K�

scanconfig  �Ý�î�Ý>&���«�Ÿ�Õ�å  �Ã�Û�Ó�î�±�b�š�f�� >&P.9-88>' �†�g!·>'�†4:#Ý�K�r�M��

– �ç�Ü�Ç�“�–�Ý�@  1 �¶�b�})°�Ç�“�–�Ý>&�Ñ�G�Ê�†�e�ƒ�N>'�[�6�•���œ�
�”�î�•�–�È�[�6�•�\�c0b
�^�I�€�N�
�G�b�})°�Ç�“�–�Ý�b�¡�S�c�v�“�I�€�r�O�‡���X�r�~�
�G�b�Ç�“�–�Ý�c  
attachment-filename  �Ý�î�Ý�[�c��#.�I�€�r�O�‡���G�b�|�:�^�Ç�“�–�Ý�b�[�\�K�Z�c�
 gzip  
�[�})°�I�€�S��/œ�•+��Ç�“�–�Ý>& .exe>'�^�]�@�6�~�r�M��

– �ç�Ü�Ç�“�–�Ý�@�""‚�b�})°�Ç�“�–�Ý�[�6�•���œ>& foo.exe.gz �^�]>' �
�G0d/²#'�†�Q#Ý�K�Z�})°
�Ç�“�–�Ý
Æ�b"I���b�Ç�“�–�Ý�±�–�É�†�è(ô�K�r�M�� ���ç�Ü�Ç�“�–�Ý�¡�\�”�î�•�–�È  �Ç�“�–�Ý
Æ
�b�""‚�b�})°�Ç�“�–�Ý�� >&P.9-32>' �†�g!·�K�Z�C�T�I�8��

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�†�ï�8�M�•�S�u�_�Q#Ý�[�A�•�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�b0ò(ý�_�X�8�Z�c�

���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å�� >&P.9-67>' �†�g!·�K�Z�C�T�I�8��

bounce_video_clips:

   if (attachment-type == 'video/*')  {

        bounce();

   }
9-31
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
���b�Ç�•�Ý�±�c�
�Ü�«�¼�î)�#ä�[3æ�™�I�€�S�M�m�Z�b7Á�Ê�Ó�î�Ý�†&�1��K�
�Ç�“�–�Ý�¡�@  *.mp3  �[�6
�•�ç�Ü�Ç�“�–�Ý�@�Ó�µ�­�î�ª�_�µ�r�€�•���œ�c�
0ñ�\�M�•�Ó�µ�­�î�ª�@�Â�˜�å�«�I�€�r�M��

�ç�Ü�Ç�“�–�Ý�¡�\�”�î�•�–�È  �Ç�“�–�Ý
Æ�b�""‚�b�})°�Ç�“�–�Ý

���_�
�”�î�•�–�È>& gzip  �[�8�B�K�S�v�b�^�]>'�_�6�•�""‚�b�})°�Ç�“�–�Ý�b!·�œ�M�•�[�†&g�K�r�M��

DNS �Ü�«�º  �Ý�î�Ý

dnslist()  �Ý�î�Ý�c�
�¡�š�Ü�î�_  DNSBL �‰�'>&�� ip4r �Ý�µ�¡�”�µ�É���\�v�ç�d�€�r�M>'�†�Q#Ý�M�•�Ã
�È�Ü�µ�¡  DNS �Ü�«�º  �§�î�Â�†!·�
�K�r�M�� %T�™�K)F�b IP �”�»�Þ�«�c�o3?�I�€ >&IP �@ 1.2.3.4 �b���œ�c  
4.3.2.1 �_�^�~>' �
�?�W�G
Æ�b�§�î�Â�¡�_�É�Þ�Ç�•�µ�¡�«�\�K�Z3ã�•�I�€�r�M>&�§�î�Â�¡�b
›8Œ�@�Æ�Ü�œ
�»�[�^�8���œ�c�
�§�î�Â�¡�\�É�Þ�Ç�•�µ�¡�«�†�
�)�•�S�u�b�Æ�Ü�œ�»�@3ã�•�I�€�r�M>' �� DNS �¡�š�Ü�î
�@#Õ�B�I�€�
�©�«�¸�Ò�_�c  DNS �»�K�Â'Å>&�K)F�b  IP �”�»�Þ�«�@�§�î�Â�b�Ü�«�º�_�^�8�G�\�†&g�M>'�r
�S�c  IP �”�»�Þ�«>&�”�»�Þ�«�@0b�X�?�W�S�G�\�†&g�M>'�@3É�I�€�r�M��3É�I�€�•  IP �”�»�Þ�«�c 3û�–�

127.0.0. x>&x �c  0 >|  255 �b�:�U�o�p�M�m�Z�b�X>'�b�g�'�_�^�~�r�M>& IP �”�»�Þ�«(
�V�c0Á�•�I�€�Z�8
�r�O�‡>' ���M4Š�b�§�î�Â�c�
�Ü�«�º#Õ�B�b#.#ä�_�ö�Y�8�Z�Q�€�R�€$��^�•�X�Ð�†3É�K�r�M�@�
�Q�€�è�¥
�b�§�î�Â�c�M�m�Z�b�M+´�_�P�K�Z� �L)��Ý�†3É�K�r�M��

dnslist()  �c�
 header()  �Ý�î�Ý�\� �]�_�
�"8o�r�S�c�§8o�š3Q�[�Q#Ý�[�A�r�M���""‚�[�c�
�Â'Å�†�w
�™�M�•�\  true  �†3É�K�
�Â'Å�@�^�8���œ>& DNS �§�î�Â�@�?4)�Y+��b���œ�^�]>'�c  false  �†3É�K�r�M��

���b�Ç�•�Ý�±�†��/œ�M�•�\�
3æ�™*…�@  Cisco Bonded Sender �_���§�î�Å�«  �É�ß�¢�Û�Ò�_�Î�å�»�I�€�Z
�8�•���œ�
�Q�b�Ó�µ�­�î�ª�@�S�T�U�_���Š�I�€�r�M��

�œ�É�©�Ù�å�[�
'¼�'>& ==>'�r�S�c�Y'¼�'>& != >'�†�Q#Ý�K�Z)��Ý�†�e�Ð�4�\�š3Q�M�•�G�\�v�[�A�r�M��

block_mp3s:

   if (attachment-filename == '(?i)\\.mp3$')  {

        bounce();

   }

quarantine_gzipped_exe_or_pif:

if (attachment-filename == '(?i)\\.(exe|pif)($|.gz$)') {

  quarantine("Policy");

}

whitelist_bondedsender:

   if ( dnslist('query.bondedsender.org') ) {

 skip-filters();

   }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
���b�Ç�•�Ý�±�c�
�§�î�Â�?�}�� 127.0.0.2 ���@3É�I�€�•�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�M���Â'Å�@�Q�€�è�¥
�b
Æ���[�6�€�d�
�G�b�Ý�î�Ý�c  false �†3É�K�
�Ç�•�Ý�±�c!“0i�I�€�r�M��

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ý�î�Ý

reputation  �Ý�î�Ý�c�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�†�Ú�b�Í�\�š3Q�K�Z&�1��K�r�M�� >�
 ==�

<= �^�]�b�M�m�Z�b�š3Q ‡'ì�Ê�†�Q#Ý�[�A�r�M���Ó�µ�­�î�ª�_  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�@
�^�8���œ>&�G�€�r�[�«�¥�”�@�r�W�S�C&�1��I�€�Z�8�^�8�?�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«  �¡
�š�Ü�î  �§�î�Â�?�}�Â'Å�†�v�“�[�A�^�?�W�S���œ>' �
�Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�\�b�š3Q�c�M�m�Z�»�K�K�r
�M>&�X�Í�@�8�N�€�?�b�Í�|�~�±�A�8�r�S�c�`�I�8�
�8�N�€�?�b�Í�\'¼�K�8�r�S�c'¼�K�C�^�8�\�8�:�8�9
�@�[�A�r�O�‡>' �����_1��Â�M�•  no-reputation  �Ý�î�Ý�†�Q#Ý�M�•�\�
 SBRS �«�¥�”�@�� none���[�6�•�?
�]�:�?�†&�1��[�A�r�M�����b�[�[�c�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�?�}3É�I�€�•�Þ�Æ�×�¸�î
�©�Ù�å  �«�¥�”�@�K�A�8�Í�b  -7.5 �†�W�G�•���œ�_�
�Ó�µ�­�î�ª�b�� Subject:��/œ�b
›8Œ�_�� *** BadRep 

*** ���@�Ü�•�I�€�r�M��

0ò(ý�_�X�8�Z�c�
 ���Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢���b'v�†�g!·�K�Z�C�T�I�8�� ���”�å�³�«�Ã�Ò  �©�«
�¸�Ò�b�Â�–�Ã�«  �”�¡�©�Ù�å�� >&P.9-65>' �v�g!·�K�Z�C�T�I�8��

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ý�î�Ý�_�|�•�Í�c  -10 >|  10 �[�M�@�
 NONE �\�8�:�Í�@3É�I�€�•���œ�v�6
�~�r�M�� NONE �_�X�8�Z"I�_&�1��@�²0[�^���œ�c�
 no-reputation  �Ý�î�Ý�†�Q#Ý�K�r�M��

blacklist:

   if ( dnslist('dnsbl.example.domain') == '127.0.0.2' ) {

        drop();

   }

note_bad_reps:

   if ( reputation < -7.5 ) {

        strip-header ('Subject');

        insert-header ('Subject', '*** BadRep $Reputation *** $Subject');

   }

none_rep:

   if ( no-reputation ) {

       strip-header ('Subject');

        insert-header ('Subject', '*** Reputation = NONE *** $Subject');

   }
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
3¡�i�Ý�î�Ý

dictionary-match (<dictonary_name>) �Ý�î�Ý�c�
 dictonary_name �[�æ���K�S�¡�S�b3¡�i�_�6�•�G0d
/²#'�r�S�c#Ý1��@�Ó�µ�­�î�ª�•�e�_�6�€�d  true  �\0Û�o�K�r�M��3¡�i�@�Ñ�~�K�^�8���œ�c�
�G�b�Ý�î�Ý
�c  false  �\0Û�o�K�r�M��3¡�i�b��*O�b0ò(ý�_�X�8�Z�c>&�±�e�Ð�\�`�e�Ð�b�
�9�x�"1��C#ú�b0¿���^
�]>' �
���¸�Ÿ�«�º  �Ü�¯�î�«���b'v�†�g!·�K�Z�C�T�I�8��

���b�Ç�•�Ý�±�c�
 Cisco �@�� secret_words���\�8�:3¡�i�_�6�•�"1��†�µ�t�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•
�\�
'ö#.*…�_�È�Û�–�å�»  �•�î�Î�å  �¥�Æ�î�†3æ�™�K�r�M��

���b�[�[�c�
�Ó�µ�­�î�ª�•�e�_�� secret_words���\�8�:3¡�i�b�"1��@�6�•���œ�
 Policy �\�8�:�¡�b7x7³
�š�Ü�”�_�Ó�µ�­�î�ª�@3æ�™�I�€�r�M�� only-body-contains  �²�ó�\�c$��^�~�
 body-dictionary-match  
�²�ó�[�c�M�m�Z�b�¥�å�¸�å�¶4Š�(�@�Q�€�R�€3¡�i�\�M+´�K�Z�8�•�²0[�c�6�~�r�O�‡���›�¥�å�¸�å�¶4Š�(
�b�«�¥�”>&�Ð�Ý�³�Ã�î�º / �æ�p4Š�(�v*ƒ�Ö�I�€�r�M>'�c�œ0£�I�€�r�M��

���b�Ç�•�Ý�±�[�c�
�ó�¡�@�æ���K�S3¡�i�_�6�•�"1��\�M+´�M�•�\7x7³�I�€�r�M��

���b�[�[�c�
 �� To���Ê�µ�²�î�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†!·�œ�K�
'ö#.*…�_�È�Û�–�å�»  �¥�Æ�î�†3æ�™�K�Z
�8�r�M��

copy_codenames:  

   if ( dictionary-match ('secret_words') ) {

       bcc('administrator@example.com');

       }

quarantine_data_loss_prevention:  

   if (body-dictionary-match ('secret_words')) 

       {

       quarantine('Policy');

       }

quarantine_policy_subject:  

    if (subject-dictionary-match ('gTest'))

        {

        quarantine('Policy');

        }

headerTest:

    if (header-dictionary-match ('competitorsList', 'to'))

        {
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
attachment -dictionary-match(<dictonary_name>)  �Ý�î�Ý�c�V0°�b  dictionary-match  �Ý�î�Ý�\� �]
�_�µ+��K�r�M�@�
�è(ô�P1ß�c�ç�Ü�Ç�“�–�Ý�[�M��

���b�Ç�•�Ý�±�[�c�
�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�_�� secret_words���\�8�:3¡�i�_�6�•�8�N�€�?�b�"1��@
�µ�r�€�Z�8�•�\�
�Q�b�Ó�µ�­�î�ª�@  Policy �\�8�:7x7³�š�Ü�”�_3æ�™�I�€�r�M��

header -dictionary-match(< dictonary_name >, < header >)  �Ý�î�Ý�c�V0°�b  dictionary-match �Ý�î�Ý�\
� �]�_�µ+��K�r�M�@�
�è(ô�P1ß�c  <header> �[�æ���K�S�Ê�µ�²�î�[�M���Ê�µ�²�î�¡�b�±�e�Ð�\�`�e�Ð�c
�
�9�I�€�^�8�S�u�
�S�\�<�d�� subject���[�v�� Subject���[�v�µ+��K�r�M��

���b�Ç�•�Ý�±�[�c�
�Ó�µ�­�î�ª�b�� cc���Ê�µ�²�î�_�� ex_employees���\�8�:3¡�i�_�6�•�8�N�€�?�b�"
1��@�µ�r�€�Z�8�•�\�
�Q�b�Ó�µ�­�î�ª�@  Policy �\�8�:7x7³�š�Ü�”�_3æ�™�I�€�r�M��

3¡�i#Ý1�
Æ�[�á�–�Ý�»�•�î�»�†�Q#Ý�M�•�G�\�@�[�A�r�M��7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�Æ�Ü�œ�»�†�š�«�£�î
�É�M�•�²0[�c�6�~�r�O�‡��

SPF-Status �Ý�î�Ý

SPF/SIDF �è0É�I�€�S�Ó�î�Ý�†�w�™�M�•���œ�
 SPF/SIDF �è0É�b)��Ý�_�|�W�Z$��^�•�”�¡�©�Ù�å�†��/œ
�M�•�G�\�@�²0[�_�^�•���œ�@�6�~�r�M�� spf-status �Ý�î�Ý�†�Q#Ý�M�•�\�
0
�X�b  SPF �è0É)��Ý�\�b!·�œ
�@�•+��_�^�~�r�M��0ò(ý�_�X�8�Z�c�
 ���è0É)��Ý�� >&P.17-29>' �†�g!·�K�Z�C�T�I�8��

SPF/SIDF �è0É)��Ý�\�b!·�œ�†/œ�:�_�c�
���b�S�e�†�Q#Ý�K�r�M��

        bcc('administrator@example.com');

        }

quarantine_codenames_attachment:  

   if (attachment- dictionary-match ('secret_words') ) 

       {

       quarantine('Policy');

       }

quarantine_codenames_attachment:  

   if (header- dictionary-match ('ex_employees', 'cc') ) 

       {

       quarantine('Policy');

       }

if (spf-status == "Pass")
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
1 �X�b�²�ó�[0
�X�b"g�Â�8���_�P�K�Z�³�™�µ�¡�M�•���œ�
���b�S�e�†�Q#Ý�[�A�r�M��

�I�}�_�
���b�S�e�†�Q#Ý�K�Z�
 HELO�
 MAIL FROM�
 PRA ID �_�P�K�Z�è0É)��Ý�†�³�™�µ�¡�M�•�G�\
�v�[�A�r�M��

���b�
 spf-status  �Ç�•�Ý�±�b�Q#Ý�[�†&g�K�r�M��

if (spf-status == "PermError, TempError")

if (spf-status("pra") == "Fail")

skip-spam-check-for-verified-senders:

     if (sendergroup == "TRUSTED" and spf-status == "Pass"){

         skip-spamcheck();

     }

quarantine-spf-failed-mail:

     if (spf-status("pra") == "Fail") {

         if (spf-status("mailfrom") == "Fail"){

             # completely malicious mail

             quarantine("Policy");

         } else {

           if(spf-status("mailfrom") == "SoftFail") {

             # malicious mail, but tempting

             quarantine("Policy");

           }

         }

     } else {

       if(spf-status("pra") == "SoftFail"){

         if (spf-status("mailfrom") == "Fail"

                 or spf-status("mailfrom") == "SoftFail"){

             # malicious mail, but tempting

             quarantine("Policy");
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
SPF-Passed �Ý�î�Ý

���b�[�_�
 spf-passed �\�Ð�î�¡�I�€�Z�8�^�87Á�Ê�Ó�î�Ý�†7x7³�M�•�S�u�_�Q#Ý�M�•  spf-passed  �Ý�î�Ý
�†&g�K�r�M��

>&�@>' spf-status  �Ý�î�Ý�\$��^�~  spf-passed  �Ý�î�Ý�c  SPF/SIDF �è0É�Í�†(F�"�^�È�î�Ý�Í�_�"(ç�ì�K�r�M��
���b�è0É)��Ý�c�
 spf-passed  �Ý�î�Ý�_�œ�A�K�Z�8�^�8�v�b�\�K�Z�…�ƒ�€�r�M�� None�
 Neutral�

Softfail�
 TempError�
 PermError�
 Fail���|�~0ò(ý�^)��Ý�_�ö�Y�8�Z�
�Ó�µ�­�î�ª�l�b�”�¡�©�Ù�å�†��
/œ�M�•�_�c�
 spf-status  �Ý�î�Ý�†�Q#Ý�K�r�M��

workqueue-count �Ý�î�Ý

workqueue-count  �Ý�î�Ý�c�
�á�î�¡�Ÿ�×�î�X�†"I���b�Í�\!·�œ�K�r�M�� >�
 ==�
 <= �^�]�b�M�m�Z�b�š3Q
 ‡'ì�Ê�†�Q#Ý�[�A�r�M��

         }

       }

     }

stamp-mail-with-spf-verification-error:

     if (spf-status("pra") == "PermError, TempError"

             or spf-status("mailfrom") == "PermError, TempError"

             or spf-status("helo") == "PermError, TempError"){

         # permanent error - stamp message subject

         strip-header("Subject");

         insert-header("Subject", "[POTENTIAL PHISHING] $Subject"); }

.

quarantine-spf-unauthorized-mail:

    if (not spf-passed) {

        quarantine("Policy");

    }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
���b�Ç�•�Ý�±�c�
�á�î�¡�Ÿ�×�î�X�†&�1��K�
�æ���K�S�Í�|�~�¨�E�€�d�«�Ã�Ò�b&�1��†%,$��K�r�M��

SPF/SIDF �b0ò(ý�_�X�8�Z�c�
 �� SPF �>�|�g  SIDF �è0É�b�+0[�� >&P.17-20>' �†�g!·�K�Z�C�T�I�8��

SMTP Authenticated User Match �Ý�î�Ý

Cisco �”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�b3æ�™�_  SMTP 1�0É�†�Q#Ý�K�Z�8�•���œ�
 smtp-auth-id-matches  
( <target> [, <sieve-char>]) �Ý�î�Ý�c�Ó�µ�­�î�ª�b�Ê�µ�²�î�\�š�å�Ë�ß�î�É3æ�™*…�†3æ�™*…�b  SMTP 
1�0É�Ø�î�¨  ID �\!·�œ�K�
�«�É�î�Ç�•�å�¢�I�€�S�Ê�µ�²�î�†�µ�t3æ�™�Ó�µ�­�î�ª�†1‘�9�K�r�M���G�b
�Ç�•�Ý�±�†�Q#Ý�M�•�\�
�^�~�M�r�K�b�•+��ö�b�6�•�Ó�µ�­�î�ª�†7x7³�r�S�c�È�ß�µ�¡�[�A�r�M��

smtp-auth-id-matches  �Ý�î�Ý�c�
 SMTP 1�0É ID �†���b�š3Q�P1ß�\�š3Q�K�r�M��  

�Ç�•�Ý�±�_�|�•!·�œ�c�]�&�[�c�6�~�r�O�‡���±�e�Ð�\�`�e�Ð�c�
�9�I�€�r�O�‡���œ�É�©�Ù�å�[  
sieve-char �Ã�Û�Ó�î�±�@�æ���I�€�Z�8�•���œ�
"I���b�e�Ð�b�‹�_)F�C�”�»�Þ�«�b�q�‹�b4Š�(�c�š3Q�ì�_
!“0i�I�€�r�M���S�\�<�d�
�Ã�Û�Ó�î�±�_�� +���@�µ�r�€�Z�8�•���œ�
�”�»�Þ�«  
joe+folder@example.com  �b�:�U�� +���|�~�‹�b4Š�(�@�Ç�•�Ý�±�[�c!“0i�I�€�r�M���”�»�Þ�«�@  
joe+smith+folder@example.com  �b���œ�c�
 �� +folder ���b�s�@!“0i�I�€�r�M�� SMTP 1�0É�Ø�î�¨  ID �e
�Ð�4�@�"(ç�^�Ø�î�¨�¡�[�
�ö
²�Ÿ8í7Á�Ê�Ó�î�Ý  �”�»�Þ�«�[�^�8���œ�c�
�š3Q�P1ß�b�Ø�î�¨�¡4Š�(�b�s
�@!·�œ�I�€�r�M���»�Ó�–�å4Š�(�c�9�b�Ý�î�Ý�[�è0É�M�•�²0[�@�6�~�r�M��

�r�S�
 $SMTPAuthID �š�X�†�Q#Ý�K�Z  SMTP 1�0É�Ø�î�¨  ID �†�Ê�µ�²�î�_��
°�M�•�G�\�@�[�A�r�M��

���b/²�c�
 SMTP 1�0É ID �\7Á�Ê�Ó�î�Ý�b�š3Q�b�[�[�
 smtp-auth-id-matches  �Ç�•�Ý�±  �Ý�î�Ý�_�|�•
�š3Q�[�M+´�M�•�?�]�:�?�†&g�K�Z�8�r�M��

 wqfull: 

if ( workqueue-count  > 1000 ) {

 skip-spamcheck();

}

�š3Q�P1ß 1��Â

*EnvelopeFrom SMTP �P0ð�b�š�å�Ë�ß�î�É3æ�™*…�b�”�»�Þ�«>& MAIL 
FROM>'�†�š3Q�K�r�M��

*FromAddress From �Ê�µ�²�î�?�}0Ž�Ò�I�€�S�”�»�Þ�«�†�š3Q�K�r�M��
From �Ê�µ�²�î�_�c0
�X�b�”�»�Þ�«�†�Q#Ý�[�A�•�S�u�
�Q
�b�:�U  1 �X�@�M+´�M�€�d�M+´�\0b�^�I�€�r�M��

*Sender Sender �Ê�µ�²�î�[�æ���I�€�Z�8�•�”�»�Þ�«�†�š3Q�K�r
�M��

*Any ID �_�?�?�ƒ�}�N�
1�0É�í�s  SMTP �­�µ�©�Ù�å�p�_�8�B�I
�€�S�Ó�µ�­�î�ª�\�M+´�K�r�M��

*None 1�0É�í�s  SMTP �­�µ�©�Ù�å�p�_�8�B�I�€�^�?�W�S�Ó�µ
�­�î�ª�\�M+´�K�r�M��1�0É�@�œ�É�©�Ù�å�b���œ�_�}�<�[
�M>&�N�á>'��

SMTP 1�0É ID �i�•�8�e�Ð �š3Q�M�•�”�»�Þ�« �M+´�b�•�°

someuser otheruser@example.com No

someuser someuser@example.com Yes
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
���b�Ç�•�Ý�±�c�
1�0É�í�s  SMTP �­�µ�©�Ù�å�p�_�8�B�I�€�S�M�m�Z�b�Ó�µ�­�î�ª�†&�1��K�
 From �Ê�µ
�²�î�b�”�»�Þ�«�\�š�å�Ë�ß�î�É3æ�™*…�@  SMTP 1�0É�Ø�î�¨  ID �\�M+´�M�•�?�è0É�K�r�M���”�»�Þ�«�\  
ID �@�M+´�M�•�\�
�Ç�•�Ý�±�c�»�Ó�–�å�†0Á�•�K�r�M���M+´�K�^�8���œ�
�”�É�Û�–�”�å�«�c�Ó�µ�­�î�ª
�†7x7³�K�r�M��

someuser someuser@another.com Yes

SomeUser someuser@example.com Yes

someuser someuser+folder@example.com No

someuser + someuser+folder@example.com Yes

someuser@example.com someuser@forged.com No

someuser@example.com someuser@example.com Yes

SomeUser@example.com someuser@example.com Yes

SMTP 1�0É ID �i�•�8�e�Ð �š3Q�M�•�”�»�Þ�« �M+´�b�•�°

Msg_Authentication:

if (smtp-auth-id-matches("*Any"))

{

    # Always include the original authentication credentials in a

    # special header.

    insert-header("X-Auth-ID","$SMTPAuthID");

    if (smtp-auth-id-matches("*FromAddress", "+") and

        smtp-auth-id-matches("*EnvelopeFrom", "+"))

    {

        # Username matches.  Verify the domain

        if header('from') != "(?i)@(?:example\\.com|alternate\\.com)" or

           mail-from != "(?i)@(?:example\\.com|alternate\\.com)"

        {

            # User has specified a domain which cannot be authenticated

            quarantine("forged");

        }

    } else {

        # User claims to be an completely different user

        quarantine("forged");
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
signed �Ý�î�Ý

signed  �Ý�î�Ý�c�Ó�µ�­�î�ª�b*+�¡�†&�1��K�r�M���G�b�Ý�î�Ý�c�
�Ó�µ�­�î�ª�b*+�¡�b�w!“�†&g�M�È�î
�Ý�Í�†3É�K�r�M���G�b�Ý�î�Ý�c�
*+�¡�@  ASN.1 DER �š�å�¥�î�¹�•�å�¢  �Ý�î�Ý�_�‘�W�Z�8�•�?�
�>�|
�g  CMS *+�¡�¹�î�±�º�S4�>& RFC 3852�
�­�¡�©�Ù�å  5.1>'�_ =�Ð�K�Z�8�•�?�†0Û�o�K�r�M��*+�¡�@�¥�å
�¸�å�¶�\�M+´�M�•�?�]�:�?�c�è0É�I�€�N�
0É�Â�i�b�w� �ö�v&�1��I�€�r�O�‡��

���b�[�[�c�
 signed  �Ý�î�Ý�†�Q#Ý�K�Z�Ê�µ�²�î�†*+�¡�í�s�Ó�µ�­�î�ª�_��
°�K�r�M��

���b�[�[�c�
 signed  �Ý�î�Ý�†�Q#Ý�K�Z�
"I���b3æ�™*…�¢�Ý�î�É�?�}�w�™�K�S�•*+�¡�b�Ó�µ�­�î�ª�b�ç
�Ü�Ç�“�–�Ý�†�»�ß�µ�É�K�r�M��

Signed Certificate �Ý�î�Ý

signed-certificate  �Ý�î�Ý�c�
 X.509 0É�Â�i$Î/œ*…�r�S�c�Ó�µ�­�î�ª*+�¡*…�@�
�æ���K�S�G0d/²#'�\
�M+´�K�Z�8�•  S/MIME �Ó�µ�­�î�ª�†4E�¥�K�r�M���G�b�Ý�î�Ý�@�P�Â�K�Z�8�•�b�c  X.509 0É�Â�i�b�s�[
�M��

�G�b�Ý�î�Ý�b�S�e�c  signed-certificate  (<field> [<operator> <regular expression>])  �[�M���›
8o% �b
Æ���c���b�\�>�~�[�M��

• <field> >8�,#Ý'¢�[�V�r�€�S�e�Ð�4  "issuer" >&$Î/œ*…>'�r�S�c  "signer" >&*+�¡*…>'��

• <operator> >8== �r�S�c  != ��

• <regular expression> >8$Î/œ*…�r�S�c*+�¡*…�†!·�œ�M�•�S�u�b�Í��

�Ó�µ�­�î�ª�_0
�X�b*+�¡�@�Q#Ý�I�€�Z�8�•���œ�
�8�N�€�?�b$Î/œ*…�r�S�c*+�¡*…�@�G0d/²#'�\�M+´�M�•
�\  true �@3É�I�€�r�M���G�b�Ý�î�Ý�†�M$�%·�8�g�[  signed-certificate("issuer")  �>�|�g  
signed-certificate("signer")  �b�|�:�_�æ���M�•�\�
 S/MIME �Ó�µ�­�î�ª�_$Î/œ*…�r�S�c*+�¡*…�@
0¿���I�€�Z�8�•���œ�_  true �@3É�I�€�r�M��

    }

}

signedcheck: if signed { insert-header("X-Signed", "True"); }

Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {

 html-convert();

    if (attachment_size > 0)

    {

        drop_attachments("");

    }

}
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
*+�¡*…

�Ó�µ�­�î�ª*+�¡*…�_6õ�K�Z�
�G�b�Ý�î�Ý�c  X.509 0É�Â�i�b  subjectAltName  �Ñ�G�?�}  rfc822Name  �¡�b
�©�î�£�å�«�†�³���K�r�M��*+�¡0É�Â�i�_  subjectAltName  �Ç�•�î�Ý�»�@�^�8���œ�
�r�S�c�G�b�Ç�•�î�Ý
�»�_  rfc822Name  �¡�@�^�8���œ�
 signed-certificate("signer")  �Ý�î�Ý�c  false �†3É�K�r�M���r�€�[
�c�6�~�r�M�@�
 rfc822Name  �¡�@0
�X�Q#Ý�I�€�Z�8�•���œ�
�G�b�Ý�î�Ý�c�M�m�Z�b�¡�S�†�G0d/²#'�\!·
�œ�K�|�:�\0è�s�
�q�6�_�M+´�K�S�ì!l�[  true �†3É�K�r�M��

$Î/œ*…

$Î/œ*…�c X.509 0É�Â�i�b'5�[�^�81‘�9�¡�[�M�� AsyncOS �c0É�Â�i�?�}$Î/œ*…�†�v�“�K�
 LDAP-UTF8 
Unicode �e�Ð�4�_�š�n�K�r�M�����b�[�†�g*ƒ�_�K�Z�C�T�I�8��

• C=US,S=CA,O=IronPort

• C=US,CN=Bob Smith

X.509 0É�Â�i�[�c$Î/œ*…�Ç�•�î�Ý�»�@�²0[�^�S�u�
 signed-certificate("issuer")  �c  S/MIME �Ó�µ
�­�î�ª�_  X.509 0É�Â�i�@�6�•�?�]�:�?�†0Û�o�K�r�M��

�G0d/²#'�[�b�š�«�£�î�É��#.

LDAP-UTF8 �[�c�
�G0d/²#'�[�Q#Ý�[�A�•�š�«�£�î�É�‰�'�@��*O�I�€�Z�8�r�M�� LDAP-UTF8 �[�b�e
�Ð�b�š�«�£�î�É��#.�b0ò(ý�_�X�8�Z�c�
 �� Lightweight Directory Access Protocol (LDAP): String 
Representation of Distinguished Names��>&http://www.ietf.org/rfc/rfc4514.txt >'�†�g!·�K�Z�C�T
�I�8��

signed-certificate  �Ý�î�Ý�[�b�š�«�£�î�É  �Ý�î�Ý�c�
 LDAP-UTF8 �[��*O�I�€�S�š�«�£�î�É  �Ý�î�Ý
�\�c$��^�~�
�š�«�£�î�É��#.�@�²0[�^�e�Ð�b�s�†�š�«�£�î�É�K�r�M�� LDAP-UTF8 �[�c�
�š�«�£�î�É
��#.�^�K�[/²&g�[�A�•�e�Ð�†�œ�É�©�Ù�å�[�š�«�£�î�É�M�•�G�\�@�[�A�r�M���S�\�<�d�
���b  2 �X�b�e�Ð
�4�c�
 LDAP-UTF8 �b�š�«�£�î�É  �Ý�î�Ý�[�c�8�N�€�v�� Example, Inc.���†�G�K�C/²�M�v�b�\�I�€�r�M��

• Example\, Inc.

• Example\,\ Inc\.

�M�‰�[�
 signed-certificate  �Ý�î�Ý�[�c�� Example\, Inc. ���b�s�@�M+´�K�r�M���«�Ì�î�«�x�Æ�Ü�œ�»
�b�š�«�£�î�É��#.�c  LDAP-UTF8 �[�c0Á�•�I�€�Z�8�r�M�@�
�²0[�[�c�^�8�S�u�
�G0d/²#'�[�c0Á�•�I
�€�r�O�‡�� signed-certificate  �Ý�î�Ý�[�Q#Ý�M�•�G0d/²#'�†�8�B�M�•���œ�c�
�š�«�£�î�É��#.�@�^�C
�Z�v/²&g�[�A�•�e�Ð�c�š�«�£�î�É�K�^�8�[�C�T�I�8��

$CertificateSigners �”�¡�©�Ù�å�š�X

�”�¡�©�Ù�å�š�X  $CertificateSigners  �c�
*+�¡0É�Â�i�b  subjectAltName  0[(ò�?�}�v�“�K�S�
�•�å�Ð
�
�)�~�g�'�b*+�¡*…�b�Ü�«�º�[�M�� 1 �Ç�b*+�¡*…�_0
�X�b7Á�Ê�Ó�î�Ý�”�»�Þ�«�@�6�•���œ�
5�0
�†7V�d
�K�S�V�[�Ü�«�º�_�p6��I�€�r�M��

�S�\�<�d�
 Alice �@+¬�(�b  2 �X�b0É�Â�i�[�Ó�µ�­�î�ª�_*+�¡�K�S�\�K�r�M�� Bob �c+¬�(�b  1 �X�b0É�Â�i
�[�Ó�µ�­�î�ª�_*+�¡�K�Z�8�r�M���M�m�Z�b0É�Â�i�c  1 �ó�b&k
Æ�µ6õ�_�|�~$Î/œ�I�€�Z�8�r�M���Ó�µ�­�î
�ª�@ S/MIME �«�Ÿ�Õ�å�†3û4#�M�•�\�
�³���I�€�•�¹�î�±�_�c  3 �X�b8o% �@�µ�r�€�r�M��

[

  {

    'issuer': 'CN=Auth,O=Example\, Inc.',

    'signer': ['alice@example.com', 'al@private.example.com']
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý
$CertificateSigners  �š�X�c���b�|�:�_�Ñ�G�I�€�r�M��

�[

���b�[�[�c�
0É�Â�i$Î/œ*…�@(•�\�_�8�•���œ�
�‚�K�8�Ê�µ�²�î�@��
°�I�€�r�M��

���b�[�[�c�
*+�¡*…�b�»�Ó�–�å�@  example.com �[�^�8���œ�
'ö#.*…�_3û%±�I�€�r�M��

���b�[�[�c�
�Ó�µ�­�î�ª�_  X.509 0É�Â�i�@�6�•���œ�
�Ê�µ�²�î�@3ã�•�I�€�r�M��

  },

  {

    'issuer': 'CN=Auth,O=Example\, Inc.',

    'signer': ['alice@example.com', 'al@private.example.com']

  },

  {

    'issuer': 'CN=Auth,O=Example\, Inc.',

    'signer': ['bob@example.com', 'bob@private.example.com']

  }

]

"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

Issuer: if signed-certificate("issuer") == "(?i)C=US" {

    insert-header("X-Test", "US issuer");

}

NotOurSigners: if signed-certificate("signer") AND

      signed-certificate("signer") != "example\\.com$" {

    notify("admin@example.com");

}

AnyX509: if signed-certificate ("issuer") {

    insert-header("X-Test", "X.509 present");

}
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
���b�[�[�c�
�Ó�µ�­�î�ª�b0É�Â�i�_*+�¡*…�@�^�8���œ�
�Ê�µ�²�î�@3ã�•�I�€�r�M��

�Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b% $×�c�
4E�¥�I�€�S�Ó�µ�­�î�ª�_�P�K�Z�”�¡�©�Ù�å�†��/œ�M�•�G�\�[�M��

�”�¡�©�Ù�å�_�c�
���b  2 �X�b�±�–�É�@�6�~�r�M��

• �q)
 �”�¡�©�Ù�å>& deliver �
 drop �
 bounce  �^�]>'�c�Ó�µ�­�î�ª�b��#.�†)
�¢�K�
�‹)F�b�Ç�•�Ý�±�_
�|�•�I�}�^�•��#.�†0Á�•�K�r�O�‡��

• 8��q)
 �”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª�†�I�}�_��#.�M�•�G�\�†0Á�•�M�•�”�¡�©�Ù�å�†��/œ�K�r�M��

8��q)
�Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å�c�
(ü'�$×�[�M���›�Ç�•�Ý�±�@$��^�•�”�¡�©�Ù�å�†�æ���M�•0

�X�b�Ç�•�Ý�±�_�Ó�µ�­�î�ª�@�M+´�M�•���œ�
�M�m�Z�b�”�¡�©�Ù�å�@(ü'��I�€�
4:#Ý�I�€�r�M���S�T�K�

� �L�”�¡�©�Ù�å�†�æ���M�•0
�X�b�Ç�•�Ý�±�_�Ó�µ�­�î�ª�@�M+´�M�•���œ�
�S�b�”�¡�©�Ù�å�@�V�i�A�I
�€�
�q�‹�b�Ç�•�Ý�±  �”�¡�©�Ù�å�@4:#Ý�I�€�r�M��

�Ç�•�Ý�±  �”�¡�©�Ù�å�M0t/²

�Ó�µ�­�î�ª  �Ç�•�Ý�±�[�c���b /² 9-5 �_&g�M�”�¡�©�Ù�å�†7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�_4:#Ý�[�A�r�M��

NoSigner: if not signed-certificate ("signer") {

    insert-header("X-Test", "Old X.509?");

}

/² 9-5 �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å

�”�¡�©�Ù�å  �S�e  1��Â  

3æ�™
–�Í�«�º�b�š
�f

alt-src-host �Ó�µ�­�î�ª�b3æ�™�_�Q#Ý�M�•3æ�™
–�Í�«�º�¡�\  IP �–�å
�±�î�Ç�™�–�«>& Virtual Gateway �”�»�Þ�«>'�†�š�f�K�r
�M����3æ�™
–�Í�«�º>& Virtual Gateway �”�»�Þ�«>'�š�f�”
�¡�©�Ù�å�� >&P.9-60>' �†�g!·�K�Z�C�T�I�8��

�w�™*…�b�š�f alt-rcpt-to �Ó�µ�­�î�ª�b�w�™*…�†�š�f�K�r�M�� ���w�™*…�š�f�”�¡
�©�Ù�å�� >&P.9-59>' �†�g!·�K�Z�C�T�I�8��

�Ó�î�Ý  �Í�«�º�b
�š�f

alt-mailhost �Ó�µ�­�î�ª�b3æ�™
›�Ó�î�Ý  �Í�«�º�†�š�f�K�r�M�� ��4Ä�™
�Í�«�º�š�f�”�¡�©�Ù�å�� >&P.9-59>' �†�g!·�K�Z�C�T�I�8��

3û%± notify �Ó�µ�­�î�ª�_6õ�M�•���Ì�†�9�b�w�™*…�_3æ�™�K�r�M��
��3û%±�>�|�g�¥�Æ�î3û%±�”�¡�©�Ù�å�� >&P.9-54>' �†�g!·�K
�Z�C�T�I�8��

�¥�Æ�î�b3û%± notify-copy notify  �”�¡�©�Ù�å�\� �]�[�M�@�
 bcc-scan  �b�|�:�_�¥
�Æ�î�†3æ�™�K�r�M����3û%±�>�|�g�¥�Æ�î3û%±�”�¡�©�Ù�å��

>&P.9-54>' �†�g!·�K�Z�C�T�I�8��

BCC bcc �Ó�µ�­�î�ª�†�¥�Æ�î�K>&�Ó�µ�­�î�ª  �Þ�É�Ü�£�î�©�Ù�å>' �

�G�b�¥�Æ�î�†���¡�[�9�b�w�™*…�_3æ�™�K�r�M�� ���È�Û�–
�å�»  �•�î�Î�å  �¥�Æ�î  �”�¡�©�Ù�å�� >&P.9-56>' �†�g!·�K�Z
�C�T�I�8��
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
BCC>&�«�Ÿ�Õ�å
��#.�6�~>'

bcc-scan �Ó�µ�­�î�ª�†&Î�&�[�Ú�b�w�™*…�_3æ�™�K�
�Q�b�Ó�µ�­�î
�ª�†�‚�K�8�Ó�µ�­�î�ª�[�6�•�?�b�|�:�_�á�î�¡  �Ÿ�×�î�[
��#.�K�r�M�� ���È�Û�–�å�»  �•�î�Î�å  �¥�Æ�î  �”�¡�©�Ù�å��

>&P.9-56>' �†�g!·�K�Z�C�T�I�8��

�”�î�•�–�È archive �Ó�µ�­�î�ª�†  mbox �g�'�b�Ç�“�–�Ý�_�”�î�•�–�È�K�r�M��
���”�î�•�–�È  �”�¡�©�Ù�å�� >&P.9-61>' �†�g!·�K�Z�C�T�I
�8��

7x7³ quarantine 
( quarantine_name )

quarantine_name �[�æ���K�S7x7³�š�Ü�”�_�Ó�µ�­�î�ª�†
3æ�™�M�•�|�:�Ç�Û�¢�†0¿���K�r�M�� ��7x7³�>�|�g0
0��”
�¡�©�Ù�å�� >&P.9-58>' �†�g!·�K�Z�C�T�I�8��

0
0�>&7x7³>' duplicate-quarantine(
quarantine_name )

�æ���I�€�S7x7³�š�Ü�”�_�Ó�µ�­�î�ª�b�¥�Æ�î�†3æ�™�K�r
�M����7x7³�>�|�g0
0��”�¡�©�Ù�å�� >&P.9-58>' �†�g!·�K�Z
�C�T�I�8��

�Ê�µ�²�î�b�P7V strip-header �Ó�µ�­�î�ª�b4Ä�™�S�_�
�æ���K�S�Ê�µ�²�î�†�Ó�µ�­�î�ª
�?�}�P7V�K�r�M�� ���Ê�µ�²�î�P7V�”�¡�©�Ù�å�� >&P.9-62>'
�†�g!·�K�Z�C�T�I�8��

�Ê�µ�²�î�b��
° insert-header �Ó�µ�­�î�ª�b4Ä�™�S�_�
�Ê�µ�²�î�\�Í�b�P�†�Ó�µ�­�î�ª
�_��
°�K�r�M�� ���Ê�µ�²�î��
°�”�¡�©�Ù�å�� >&P.9-62>' �†
�g!·�K�Z�C�T�I�8��

�Ê�µ�²�î  �¸�Ÿ�«
�º�b)…7Ÿ

edit-header-text �æ���K�S�Ê�µ�²�î  �¸�Ÿ�«�º�†�
�Ç�•�Ý�±�²�ó�\�K�Z�æ��
�K�S�e�Ð�4�_*(�A�n�<�r�M�� ���Ê�µ�²�î  �¸�Ÿ�«�º)…7Ÿ�”
�¡�©�Ù�å�� >&P.9-63>' �†�g!·�K�Z�C�T�I�8��

�•�e�b)…7Ÿ edit-body-text() �Ó�µ�­�î�ª�•�e�?�}�G0d/²#'�_�M+´�M�•4Š�(�†�P7V�K�

�æ���K�S�¸�Ÿ�«�º�_*(�A�n�<�r�M���G�b�Ç�•�Ý�±�c�

�Ó�µ�­�î�ª�•�e
Æ�b  URL �^�]�b"I���b�¥�å�¸�å�¶�†�P
7V�>�|�g*(�n�M�•���œ�_�Q#Ý�[�A�r�M�� ���•�e)…7Ÿ�”�¡
�©�Ù�å�� >&P.9-63>' �†�g!·�K�Z�C�T�I�8��

HTML �b�š�n html-convert() �Ó�µ�­�î�ª�•�e�?�}  HTML �±�¢�†�P7V�K�
�Ó�µ�­�î�ª
�b�É�Þ�î�å  �¸�Ÿ�«�º4Š�(�†�g�K�r�M���G�b�Ç�•�Ý�±�c�

�Ó�µ�­�î�ª
Æ�b�M�m�Z�b  HTML �¸�Ÿ�«�º�†�É�Þ�î�å  �¸
�Ÿ�«�º�_�š�n�M�•���œ�_�Q#Ý�K�r�M�� �� HTML �š�n�”�¡
�©�Ù�å�� >&P.9-64>'��

�Â�˜�å�«  �É�ß
�Ç�“�–�Ý�b�m�~�\
�Z

bounce-profile "I���b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�†�Ó�µ�­�î�ª�_�m�~�\�Z�r
�M�����Â�˜�å�«  �É�ß�Ç�“�–�Ý  �”�¡�©�Ù�å�� >&P.9-65>' �†�g
!·�K�Z�C�T�I�8��

�”�å�³�«�Ã�Ò  �©
�«�¸�Ò�b�Â�–�Ã�«

skip-spamcheck Cisco �©�«�¸�Ò�b�”�å�³�«�Ã�Ò  �©�«�¸�Ò�@�Ó�µ�­�î�ª�_
4:#Ý�I�€�^�8 �|�:�_�K�r�M�� ���”�å�³�«�Ã�Ò  �©�«�¸�Ò�b
�Â�–�Ã�«  �”�¡�©�Ù�å�� >&P.9-65>' �†�g!·�K�Z�C�T�I�8��

�”�å�³�˜�–�Ý�«  
�©�«�¸�Ò�b�Â�–�Ã
�«

skip-viruscheck Cisco �©�«�¸�Ò�b�”�å�³�˜�–�Ý�«  �©�«�¸�Ò�@�Ó�µ�­�î�ª
�_4:#Ý�I�€�^�8 �|�:�_�K�r�M�� ���”�å�³�˜�–�Ý�«  �©�«�¸
�Ò�b�Â�–�Ã�«  �”�¡�©�Ù�å�� >&P.9-66>' �†�g!·�K�Z�C�T�I
�8��

�˜�–�Ý�«  �”�˜�º
�È�Þ�–�¡  �Ç�•�Ý
�±�b�«�Ÿ�Õ�½�å�¢
��#.�b�«�Ÿ�µ�É

skip-vofcheck �G�b�Ó�µ�­�î�ª�@�˜�–�Ý�«  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�[�«
�Ÿ�Õ�½�å�¢��#.�I�€�^�8�|�:�_�K�r�M�� ���”�å�³�˜�–�Ý
�«  �©�«�¸�Ò�b�Â�–�Ã�«  �”�¡�©�Ù�å�� >&P.9-66>' �†�g!·�K
�Z�C�T�I�8��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&�¡�S�9>'

drop-attachments-by-n
ame

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�æ���K�S�G0d/²#'�\
�M+´�M�•�¡�S�b�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É�K�r�M���”�î
�•�–�È�g�'�b�ç�Ü�Ç�“�–�Ý>& zip�
 tar>'
Æ�_0ñ�\�M�•
�Ç�“�–�Ý�@�6�•���œ�
�G�b�ç�Ü�Ç�“�–�Ý�c�»�ß�µ�É�I�€
�r�M�� ���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b
�[�� >&P.9-75>' �†�g!·�K�Z�C�T�I�8��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&�±�–�É
�9>'

drop-attachments-by-t
ype

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�æ���K�S  MIME �±�–
�É�r�S�c�Ç�“�–�Ý�Ñ�G�Ê�_0ñ�\�M�•  MIME �±�–�É�b�Ç�“
�–�Ý�†�M�m�Z�»�ß�µ�É�K�r�M���”�î�•�–�È�g�'�b�ç�Ü
�Ç�“�–�Ý>& zip�
 tar>'
Æ�_0ñ�\�M�•�Ç�“�–�Ý�@�6�•���œ�

�G�b�ç�Ü�Ç�“�–�Ý�c�»�ß�µ�É�I�€�r�M�� ���ç�Ü�Ç�“�–�Ý
�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[�� >&P.9-75>' �†�g!·
�K�Z�C�T�I�8��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&�Ç�“�–�Ý  
�±�–�É�9>'

drop-attachments-by-f
iletype

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�æ���K�S�Ç�“�–�Ý�b
���Ç�•�å�ž�î�É�Ü�å�º���\�M+´�M�•�Ç�“�–�Ý�†�M�m�Z�»
�ß�µ�É�K�r�M���”�î�•�–�È�g�'�b�ç�Ü�Ç�“�–�Ý>& zip�

tar>'
Æ�_0ñ�\�M�•�Ç�“�–�Ý�@�6�•���œ�
�G�b�ç�Ü�Ç�“�–
�Ý�c�»�ß�µ�É�I�€�r�M��0ò(ý�_�X�8�Z�c�
 ���ç�Ü�Ç�“�–
�Ý�b�«�Ÿ�Õ�å�� >&P.9-67>' �†�g!·�K�Z�C�T�I�8��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&MIME �±
�–�É�9>'  

drop-attachments-by-m
imetype

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
"I���b  MIME �±�–�É
�b�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É�K�r�M���G�b�”�¡�©�Ù�å�[
�c�Ç�“�–�Ý�Ñ�G�Ê�_�|�•  MIME �±�–�É�b�8�9�c/œ�ƒ�€
�N�
�”�î�•�–�È�b
Æ���b&�1��v�I�€�r�O�‡�� ���ç�Ü�Ç�“
�–�Ý�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[�� >&P.9-75>' �†
�g!·�K�Z�C�T�I�8��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&�§�–�¬
�9>' 

drop-attachments-by-s
ize

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�ß�î  �š�å�¥�î�»�g�'
�[�æ���K�S�§�–�¬>&�Â�–�º�"�)>'�è�V�b�§�–�¬�[�6�•
�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É�K�r�M���”�î�•�–�È�x�})°
�Ç�“�–�Ý�b���œ�
�G�b�”�¡�©�Ù�å�[�c8��})°"g�Â�[�b�§
�–�¬�c0£ ��I�€�N�
�¹�¥�î�»�†/œ�:�S�b��7•�b�ç�Ü�Ç�“
�–�Ý�b�§�–�¬�@0£ ��I�€�r�M�� ���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ
�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[�� >&P.9-75>' �†�g!·�K�Z�C�T
�I�8��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&
Æ���9>'

drop-attachments-wher
e-contains

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�æ���K�S�G0d/²#'�†
�µ�t�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É�K�r�M���Ã�±�î�å�b$Î#Õ
�G�X�@�
�K�A�8�Í�[�æ���K�S�q�`�G�X�è�V�[�6�•�²0[�@
�6�~�r�M���”�î�•�–�È  �Ç�“�–�Ý>& zip�
 tar>'�c�
�p�_�µ
�r�€�Z�8�•�Ç�“�–�Ý�b�8�N�€�?�@�G0d/²#'�\�M+´�M�•��
�œ�_�»�ß�µ�É�I�€�r�M�� ���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å  �Ó�µ
�­�î�ª  �Ç�•�Ý�±�b�[�� >&P.9-75>' �†�g!·�K�Z�C�T�I�8��

�œ�É�©�Ù�å �¥�Ó�å�º�c�
�»�ß�µ�É�I�€�S�ç�Ü�Ç�“�–�Ý�b
*(�n�_�Q#Ý�I�€�•�¸�Ÿ�«�º�†�š�f�K�r�M���ç�Ü�Ç�“�–�Ý
�b�Ç�µ�±�î�c�
�"(ç�_�Ó�µ�­�î�ª�_3ã�•�I�€�•�T�E�[
�M��
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�ç�Ü�Ç�“�–�Ý  �¢�Ý�î�É

"I���b�Ç�“�–�Ý  �±�–�É>&�� exe���^�]>'�x�M+á$×�^�ç�Ü�Ç�“�–�Ý�b�¢�Ý�î�É�†  attachment-filetype  
�Ý�î�Ý�x  drop-attachments-by-filetype  �Ý�î�Ý�[�æ���[�A�r�M�� AsyncOS �c�ç�Ü�Ç�“�–�Ý�†  /² 9-6 
�_0°3U�I�€�Z�8�•�¢�Ý�î�É�_�(8®�K�r�M��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&3¡�i�\�b
�M+´�9>'

drop-attachments-wher
e-dictionary-match

3¡�i�b#Ý1��\�b�M+´�_�ö�Y�8�Z�ç�Ü�Ç�“�–�Ý�†�P7V�K�r
�M���ç�Ü�Ç�“�–�Ý�[�6�•�\�8�•�I�€�•  MIME 4Š�(�b#Ý1�
�@3¡�i�b#Ý1��\�M+´�M�•���œ>&�?�X�
�Ø�î�¨��*O�b�K�A
�8�Í�_4)�K�Z�8�•���œ>' �
�ç�Ü�Ç�“�–�Ý�@7Á�Ê�Ó�î�Ý�?
�}�P7V�I�€�r�M�� ���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  
�Ç�•�Ý�±�b�[�� >&P.9-75>' �†�g!·�K�Z�C�T�I�8��

�Ç�µ�±�î�b3ã�• add-footer( footer-nam
e)

�Ó�µ�­�î�ª�b�Ç�µ�±�î�\�K�Z
 2��²8o�†3ã�•�K�r�M��0ò
(ý�_�X�8�Z�c�
 ���¸�Ÿ�«�º  �Ü�¯�î�«���b'v�b���Ó�µ�­�î
�ª
 2��¦8o�«�±�å�É���†�g!·�K�Z�C�T�I�8��

0b���K�b3ã�• add-heading( heading-n
ame)

�Ó�µ�­�î�ª�b0b���K�\�K�Z
 2��²8o�†3ã�•�K�r�M��0ò(ý
�_�X�8�Z�c�
 ���¸�Ÿ�«�º  �Ü�¯�î�«���b'v�b���Ó�µ�­�î�ª

 2��¦8o�«�±�å�É���†�g!·�K�Z�C�T�I�8��

4Ä�™�ì�b�/�•�ì encrypt-deferred 4Ä�™�ì�_�Ó�µ�­�î�ª�†�/�•�ì�K�r�M���Ó�µ�­�î�ª�c�Q�b
�r�r���b��#.�_4
�s�
�M�m�Z�b��#.�@�ö�¢�K�S�ì!l�[�/
�•�ì�I�€�
4Ä�™�I�€�r�M��

�Ó�µ�­�î�ª  �±�¢
�b3ã�•

tag-message(tag-name) RSA Email DLP �Ï�Ü�©�î  �Ç�•�Ý�±�Ü�å�¢�[�Q#Ý�M�•�•
�«�±�Ò#Ý1��†�Ó�µ�­�î�ª�_3ã�•�K�r�M�� RSA Email DLP 
�Ï�Ü�©�î�†0¿���K�Z�
�«�Ÿ�Õ�å�P1ß�†�Ó�µ�­�î�ª  �±�¢�@
�6�•�Ó�µ�­�î�ª�_7H���M�•�G�\�@�[�A�r�M���Ó�µ�­�î�ª  
�±�¢�c�w�™*…
��[�c/²&g�I�€�r�O�‡�� ���Ó�µ�­�î�ª  �±�¢
3ã�•�”�¡�©�Ù�å�� >&P.9-66>' �\���¹�î�±�˜�»75�F���b'v�†
�g!·�K�Z�C�T�I�8��

�ß�¢  �š�å�º�Ü�b
3ã�•

log-entry �•�«�±�Ð�–�¬�K�S�¸�Ÿ�«�º�†�
 IronPort �¸�Ÿ�«�º  �Ó�î�Ý  
�ß�¢�_  INFO �Þ�Ë�Ý�[3ã�•�K�r�M���G�b�¸�Ÿ�«�º�_�c�”
�¡�©�Ù�å�š�X�†�Q#Ý�M�•�G�\�@�[�A�r�M���ß�¢  �š�å�º�Ü
�c�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_/²&g�I�€�r�M�� ���ß�¢  �š�å
�º�Ü3ã�•�”�¡�©�Ù�å�� >&P.9-67>' �†�g!·�K�Z�C�T�I�8��

* �g�~�b�Ó�µ�­�î
�ª  �Ç�•�Ý�±�†�«
�Ÿ�µ�É

skip-filters �Ó�µ�­�î�ª�_�P�K�Z�Ú�b�Ó�µ�­�î�ª  �Ç�•�Ý�±�_�|�•��#.
�c/œ�ƒ�€�N�
�Ó�µ�­�î�ª�c7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�†�Q
�b�r�r3û4#�K�r�M�� �����g�~�b�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�«
�Ÿ�µ�É���”�¡�©�Ù�å�� >&P.9-52>' �†�g!·�K�Z�C�T�I�8��

* �Ó�µ�­�î�ª�b�»
�ß�µ�É

drop �Ó�µ�­�î�ª�†�»�ß�µ�É�K�
�ë� �K�r�M�� ���»�ß�µ�É  �”�¡
�©�Ù�å�� >&P.9-53>' �†�g!·�K�Z�C�T�I�8��

* �Ó�µ�­�î�ª�b�Â
�˜�å�«

bounce �Ó�µ�­�î�ª�†3æ�™*…�_�`�K�r�M�� ���Â�˜�å�«  �”�¡�©�Ù�å��
>&P.9-53>' �†�g!·�K�Z�C�T�I�8��

* �M�D�_�/�•�ì�K
�Z4Ä�™

encrypt $Î�™�Ó�µ�­�î�ª�b�/�•�ì�_  Cisco 7Á�Ê�Ó�î�Ý�/�•�ì�†�Q
#Ý�K�r�M�� ���/�•�ì�”�¡�©�Ù�å�� >&P.9-53>' �†�g!·�K�Z�C
�T�I�8��

* �q)
�”�¡�©�Ù�å
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
"I���b�Ç�“�–�Ý  �±�–�É�b�ç�Ü�Ç�“�–�Ý�†�µ�r�^�8�Ó�µ�­�î�ª�\!·�œ�I�O�•  !=   ‡'ì�Ê�†�Q�:�Ó�µ�­�î�ª  
�Ç�•�Ý�±�†�8�B�M�•���œ�c�
�Ç�•�Ý�±�[7V�¥�M�•�Ç�“�–�Ý  �±�–�É�b�ç�Ü�Ç�“�–�Ý�@�a�^�C�\�v  1 �X�6
�•�\�
�Ç�•�Ý�±�c�Ó�µ�­�î�ª�l�b�”�¡�©�Ù�å�†��/œ�K�r�O�‡���S�\�<�d�
���b�Ç�•�Ý�±�c  .exe �Ç�“�–
�Ý �±�–�É�[�c�^�8�ç�Ü�Ç�“�–�Ý�†�µ�t�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�M��

�Ó�µ�­�î�ª�_0
�X�b�ç�Ü�Ç�“�–�Ý�@�6�•���œ�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ú�b�ç�Ü
�Ç�“�–�Ý�@  .exe  �Ç�“�–�Ý�[�^�8���œ�[�v�
�ç�Ü�Ç�“�–�Ý�b�a�^�C�\�v  1 �X�@ .exe  �Ç�“�–�Ý�b���œ�c
�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�O�‡��

exe_check: if (attachment-filetype != "exe") {

                   drop();

               }

/² 9-6 �ç�Ü�Ç�“�–�Ý  �¢�Ý�î�É

�ç�Ü�Ç�“�–�Ý  �¢�Ý�î�É�¡  �«�Ÿ�Õ�å�P1ß�b�Ç�“�–�Ý  �±�–�É

�»�Ÿ�×�Ó�å�º>& Document >' • doc

• mdb

• mpp

• ole

• pdf

• ppt

• rtf

• wps

• x-wmf

• xls

��/œ�Ç�“�–�Ý>& Executable >' • exe 

• java 

• msi 

• pif 

>&�@>' Executable �¢�Ý�î�É�†�Ç�•�Ý�±�Ü�å�¢�M�•�\�
 .dll  �Ç�“
�–�Ý�\  .scr  �Ç�“�–�Ý�v�«�Ÿ�Õ�å�I�€�r�M���G�€�}�b
�Ç�“�–�Ý  �±�–�É�c�¶�9�_�«�Ÿ�Õ�å�[�A�r�O�‡��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�})°>& Compressed >' • ace >&ACE �”�î�•�–�Â�})°�Ç�“�–�Ý>'

• arc >&SQUASH �})°�”�î�•�–�È>'

• arj >&Robert Jung ARJ �})°�”�î�•�–�È>'

• binhex

• bz >&Bzip �})°�Ç�“�–�Ý>'

• bz2 >&Bzip �})°�Ç�“�–�Ý>'

• cab >&Microsoft �Ÿ�Õ�Å�¿�µ�º  �Ç�“�–�Ý>'

• gzip* >&�})°�Ç�“�–�Ý  - UNIX gzip >'

• lha >&�})°�”�î�•�–�È  [LHA/LHARC/LHZ] >'

• rar >&�})°�”�î�•�–�È>'

• sit >&�})°�”�î�•�–�È  - Macintosh �Ç�“�–�Ý  [Stuffit] >'

• tar* >&�})°�”�î�•�–�È>'

• unix >&UNIX �})°�”�î�•�–�È>'

• zip* >&�})°�”�î�•�–�È  - Windows >'

• zoo >&ZOO �})°�”�î�•�–�È  �Ç�“�–�Ý>'

* �G�€�}�b�Ç�“�–�Ý�c���•�e�«�Ÿ�Õ�å���b�P1ß�_�M�•�G�\�@�[�A
�r�M��

�¸�Ÿ�«�º>& Text>' • txt

• html

• xml

/² 9-6 �ç�Ü�Ç�“�–�Ý  �¢�Ý�î�É  >&)F�A>'

�ç�Ü�Ç�“�–�Ý  �¢�Ý�î�É�¡  �«�Ÿ�Õ�å�P1ß�b�Ç�“�–�Ý  �±�–�É
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�”�¡�©�Ù�å�š�X

bcc() �
 bcc-scan() �
 notify() �
 notify-copy() �
 add-footer() �
 add-heading() �

insert-headers()  �b�›�”�¡�©�Ù�å�_�c�
�”�¡�©�Ù�å�b��/œ�ì�_
–�b�Ó�µ�­�î�ª�b�_���_+¬�·$×�_*(�A
�n�<�}�€�•�d���b�š�X�†�Q#Ý�K�Z�8�•�Ã�Û�Ó�î�±�@�6�~�r�M���G�€�}�b"I�f�^�š�X�† �”�¡�©�Ù�å�š�X  
�\�8�8�r�M�� Cisco �”�É�Û�–�”�å�«�[�c���b�”�¡�©�Ù�å�š�X�@�§�Ï�î�º�I�€�Z�8�r�M��

�–�Ó�î�ª>& Image>' • bmp

• cur

• gif

• ico

• jpeg

• pcx

• png

• psd

• psp

• tga

• tiff

�Ó�¹�•�”>& Media>' • aac

• aiff

• asf

• avi

• flash

• midi

• mov

• mp3

• mpeg

• ogg

• ram

• snd

• wav

• wma

• wmv

/² 9-6 �ç�Ü�Ç�“�–�Ý  �¢�Ý�î�É  >&)F�A>'

�ç�Ü�Ç�“�–�Ý  �¢�Ý�î�É�¡  �«�Ÿ�Õ�å�P1ß�b�Ç�“�–�Ý  �±�–�É

/² 9-7 �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å�š�X

�š�X �S�e 1��Â

�M�m�Z�b�Ê�µ�²�î>& All 
Headers >'

$AllHeaders �Ó�µ�­�î�ª�b�Ê�µ�²�î�†3É�K�r�M��

�•�e�§�–�¬>& Body Size >' $BodySize �Ó�µ�­�î�ª�b�§�–�¬�†�Â�–�º�"�)�[3É�K�r
�M��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
0É�Â�i�b*+�¡*…
>&Certificate Signers >'

$CertificateSigners *+�¡�Ü�A0É�Â�i�b  subjectAltName  0[(ò�?
�}�v�“�K�S*+�¡*…�†3É�K�r�M��0ò(ý�_�X�8
�Z�c�
 �� $CertificateSigners �”�¡�©�Ù�å�š�X��

>&P.9-41>' �†�g!·�K�Z�C�T�I�8��

�¥�Ü>&Date>' $Date #'�~�b�¥�Ü�†  MM/DD/YYYY �g�'�[3É�K�r
�M��

�»�ß�µ�É�I�€�S�Ç�“�–�Ý
�¡>& Dropped File 
Name>'

$dropped_filename %$3Æ�_�»�ß�µ�É�I�€�S�Ç�“�–�Ý�¡�b�s�†3É
�K�r�M��

�»�ß�µ�É�I�€�S�Ç�“�–�Ý
�¡>& Dropped File 
Names>'

$dropped_filenames �»�ß�µ�É�I�€�S�Ç�“�–�Ý�b�Ü�«�º�†/²&g�K
�r�M>&$filenames  �\� �]�[�M>' ��

�»�ß�µ�É�I�€�S�Ç�“�–�Ý  
�±�–�É>& Dropped File 
Types >'

$dropped_filetypes �»�ß�µ�É�I�€�S�Ç�“�–�Ý�b�±�–�É�†/²&g�K
�r�M>&$filenames  �\� �]�[�M>' ��

�š�å�Ë�ß�î�É3æ�™*…
>&Envelope Sender >'

$EnvelopeFrom �Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É3æ�™*…
>&Envelope From�
 <MAIL FROM>>'�†3É�K
�r�M��

�š�å�Ë�ß�î�É�w�™*…
>&Envelope Recipients >'

$EnvelopeRecipients �Ó�µ�­�î�ª�b�M�m�Z�b�š�å�Ë�ß�î�É�w�™*…
>&Envelope To, <RCPT TO>>'�†3É�K�r�M��

�Ç�“�–�Ý�¡>& File 
Names>'

$filenames �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�¡�S�b�Ü�«�º
�†�•�å�Ð�
�)�~�[3É�K�r�M��

�Ç�“�–�Ý  �§�–�¬>& File 
Sizes>'

$filesizes �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�§�–�¬�b�Ü�«
�º�†�•�å�Ð�
�)�~�[3É�K�r�M��

�Ç�“�–�Ý  �±�–�É>& File 
Types >'

$filetypes �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�±�–�É�b�Ü�«
�º�†�•�å�Ð�
�)�~�[3É�K�r�M��

�Ç�•�Ý�±�¡>& Filter 
Name>'

$FilterName ��#.�p�b�Ç�•�Ý�±�b�¡�S�†3É�K�r�M��

GMTimeStamp $GMTimeStamp �Ó�µ�­�î�ª�b  Received: /œ�_/²&g�I�€�•#'
�~�b�¥�ì�†  GMT �g�'�[3É�K�r�M��

HAT �¢�Ý�î�É�¡>& HAT 
Group Name >'

$Group �Ó�µ�­�î�ª�b3æ�™�ì�_3æ�™*…�@�“�K�Z�8�S
3æ�™*…�¢�Ý�î�É�b�¡�S�†3É�K�r�M��3æ�™*…
�¢�Ý�î�É�_�¡�S�@�^�8���œ�c�
�e�Ð�4

�� >Unknown<���@��
°�I�€�r�M��

�M+´�K�S
Æ��>&Matched 
Content >'

$MatchedContent �«�Ÿ�Õ�å  �Ç�•�Ý�±  �Ý�î�Ý>& body-contains  
�^�]�b�Ç�•�Ý�±  �Ý�î�Ý�x�¥�å�¸�å�¶  �¹�•�¡
�©�Ù�¼�Ü�†�µ�t>'�†�º�Ü�ž�î�K�S
Æ���†3É
�K�r�M��

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
>&Mail Flow Policy >' 

$Policy �Ó�µ�­�î�ª�b3æ�™�ì�_3æ�™*…�_4:#Ý�I�€�S  
HAT �Ï�Ü�©�î�b�¡�S�†3É�K�r�M���¦�S�_��
*O�I�€�Z�8�•�Ï�Ü�©�î�¡�@�Q#Ý�I�€�Z�8�^
�8���œ�
�e�Ð�4�� >Unknown<���@��
°�I�€�r
�M��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
8�  ASCII �e�Ð�­�µ�º�\�Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å�š�X

�G�b�©�«�¸�Ò�[�c�
 ISO-2022 �«�±�–�Ý�e�Ð�¥�î�»>&�Ê�µ�²�î�Í�[�Q#Ý�I�€�•�š�å�¥�î�»�b�«�±�–�Ý>'
�†�µ�t�”�¡�©�Ù�å�š�X�b�Ñ�G�†�§�Ï�î�º�K�Z�8�r�M���r�S�
3û%±
Æ�[�¨0•1��¸�Ÿ�«�º�†�Q#Ý�[�A�r�M��
�G�€�}�b
Æ���@)+�œ�I�€�Z3û%±�@#Õ�B�I�€�
 UTF-8 �g�'�b�
�,#Ý'¢�[�V�r�€�S�3�E�•+��^�Ó�µ�­�î�ª
�\�K�Z3æ�™�I�€�r�M��

0ñ�\�¥�å�¸�å�¶�b/²&g

Attachment Content �²�ó�
 Message Body �r�S�c  Attachment �²�ó�
 Message �•�e�²�ó�
�r�S�c  
Attachment 
Æ���²�ó�\�M+´�M�•�Ó�µ�­�î�ª�_�P�K�Z7x7³�”�¡�©�Ù�å�†0¿���K�S���œ�
7x7³�I�€�S�Ó�µ
�­�î�ª
Æ�b�M+´�K�S
Æ���†/²&g�[�A�r�M���Ó�µ�­�î�ª�•�e�†/²&g�M�•�\�
0ñ�\
Æ���@;ä,
�[�I1*/²&g�I
�€�r�M���r�S�
 $MatchedContent �”�¡�©�Ù�å�š�X�†�Q#Ý�K�Z�
�M+´�K�S
Æ���†�Ó�µ�­�î�ª�b�ó�¡�_�µ
�u�•�G�\�@�[�A�r�M��

�Ê�µ�²�î>& Header>' $Header[' string '] �,#Ý'¢�[�V�r�€�S�Ê�µ�²�î�b�Í�†3É�K�r�M
>&
–�b�Ó�µ�­�î�ª�_0ñ�\�M�•�Ê�µ�²�î�@�6�•
���œ>'���§5��,#Ý'¢�@�Q#Ý�I�€�•���œ�v�6�~
�r�M��

�Í�«�º�¡>& Hostname >' $Hostname Cisco �”�É�Û�–�”�å�«�b�Í�«�º�¡�†3É�K�r
�M��


Æ4Š�Ó�µ�­�î�ª  ID
>&Internal Message ID >'

$MID 
Æ4Š�[�Ó�µ�­�î�ª�†1‘�9�M�•�S�u�Q#Ý�I�€
�Z�8�•�Ó�µ�­�î�ª  ID>&MID>'�†3É�K�r�M��
RFC822�� Message-Id���b�Í�\�c$��^�•�S
�u�@�–�K�Z�C�T�I�8>& �� Message-Id���†�v�“
�M�•�_�c  $Header �†�Q#Ý�K�r�M>'��

�w�™�Ü�«�¼�î
>&Receiving Listener >'

$RecvListener �Ó�µ�­�î�ª�†�w�™�K�S�Ü�«�¼�î�b�½�µ�¡
�¿�î�Ò�_*(�A�n�<�}�€�r�M��

�w�™�–�å�±�î�Ç�™�–�«
>&Receiving Interface >'

$RecvInt �Ó�µ�­�î�ª�†�w�™�K�S�–�å�±�î�Ç�™�–�«�b
�½�µ�¡�¿�î�Ò�†3É�K�r�M��

�Ü�Ô�î�º  IP �”�»�Þ�«
>&Remote IP Address >'

$RemoteIP Cisco �”�É�Û�–�”�å�«�_�Ó�µ�­�î�ª�†3æ�™�K
�S�©�«�¸�Ò�b  IP �”�»�Þ�«�†3É�K�r�M��

�Ü�Ô�î�º  �Í�«�º  �”�»�Þ�«
>&Remote Host 
Address >'

$remotehost Cisco �”�É�Û�–�”�å�«�_�Ó�µ�­�î�ª�†3æ�™�K
�S�©�«�¸�Ò�b�Í�«�º�¡�†3É�K�r�M��

SenderBase �Þ�Æ�×�¸�î
�©�Ù�å  �«�¥�”

>&SenderBase 
Reputation Score >'

$Reputation 3æ�™*…�b SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«
�¥�”�†3É�K�r�M���Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”
�@�^�8���œ�c�� None���_*(�A�n�<�}�€�r�M��

�ó�¡>& Subject >' $Subject �Ó�µ�­�î�ª�b�ó�¡�†3É�K�r�M��

�ì6ë>&Time>' $Time #'�~�…�b�ì6ë�•�[�b#'�~�ì�I�†3É�K�r�M��

�±�–�Ò�«�±�å�É
>&Timestamp >'

$Timestamp �Ó�µ�­�î�ª�b  Received: /œ�_/²&g�I�€�•#'
�~�b�¥�ì�†#'�~�…�b�ì6ë�•�_�‘�W�Z3É�K�r
�M��
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�Ó�µ�­�î�ª  �Ç�•�Ý�±�r�S�c�¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ý�î�Ý�†�º�Ü�ž�î�K�S�ß�î�•�Ý7x7³
Æ�b�Ó�µ�­�î�ª
�†/²&g�M�•�\�
�Ç�•�Ý�±  �”�¡�©�Ù�å�†��7•�_�c�º�Ü�ž�î�K�^�?�W�S
Æ���@>&�Ç�•�Ý�±  �”�¡�©�Ù�å�†�º
�Ü�ž�î�K�S
Æ���\�\�v�_>' GUI �[/²&g�I�€�•�G�\�@�6�~�r�M�� GUI �b/²&g�c�
0ñ�\�¥�å�¸�å�¶�†"I��
�M�•�S�u�b% �ó�\�K�Z�Q#Ý�M�•�v�b�[�
0ñ�\�¥�å�¸�å�¶�b�ö
²�^�Ü�«�º�[�6�•�\�c7H�~�r�O�‡���G�b#'
1ß�@$Î#Õ�M�•�b�c�
 GUI �[�¥�å�¸�å�¶�b!·�œ�_�Q#Ý�K�Z�8�•�ß�ª�µ�¡�@�Ç�•�Ý�±�\�š�m�Z�]�&�[�^�8
�S�u�[�M���G�b�e8Ÿ�c�Ó�µ�­�î�ª�•�e�[�b�è(ô�_�X�8�Z�b�s$Î#Õ�K�r�M���Ó�µ�­�î�ª�b�›4Š�(�_�X�8
�Z�
�M+´�M�•�e�Ð�4�\6õ4��M�•�Ç�•�Ý�±  �Ý�î�Ý�b�Ü�«�º�@0°3U�I�€�S/²�c�G&��[�M��

�W 9-2 �Ï�Ü�©�î7x7³�š�Ü�”
Æ�[/²&g�I�€�S�M+´
Æ��

�Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å�b�[

���g�~�b�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�«�Ÿ�µ�É���”�¡�©�Ù�å

skip-filters  �”�¡�©�Ù�å�†��/œ�M�•�\�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�_�|�•�Ó�µ�­�î�ª�b��#.�@�«�Ÿ�µ�É�I
�€�
�Ó�µ�­�î�ª�c7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�†3û4#�K�r�M���”�É�Û�–�”�å�«�[�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�\
�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�@�Q#Ý�[�A�•���œ�
 skip-filters  �”�¡�©�Ù�å�†��/œ�K�S�Ó�µ�­�î�ª�c�G�€�}
�b�«�Ÿ�Õ�å�b�P1ß�\�^�~�r�M�� skip-filters  �”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�¹�Ç�›�Ý�º�b�q)

�”�¡�©�Ù�å�[�M��

���b�Ç�•�Ý�±�c�
 customercare@example.com  �_3û%±�†3æ�™�K�
boss@admin  ���Z�b�Ó�µ�­�î�ª�†�S�T
�U�_3æ�™�K�r�M��

bossFilter:

   if(rcpt-to == 'boss@admin$')

   {

        notify('customercare@example.com');

 skip-filters();

   }
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�»�ß�µ�É  �”�¡�©�Ù�å

drop  �”�¡�©�Ù�å�†��/œ�M�•�\�
�Ó�µ�­�î�ª�c3æ�™�I�€�N�_�ë� �I�€�r�M���Ó�µ�­�î�ª�c3æ�™*…�_�c�`
�I�€�N�
�Ó�µ�­�î�ª�b�•�¶�b��
›�_�v3æ�™�I�€�N�
�Q�€�è�¥�b��#.�v�M�)/œ�ƒ�€�r�O�‡��

���b�Ç�•�Ý�±�c�
�r�N  george@whitehouse.gov  �_3û%±�†3æ�™�K�
�Q�b�‹�ó�¡�@�� SPAM���[���r�•�Ó�µ
�­�î�ª�†�ë� �K�r�M��

�Â�˜�å�«  �”�¡�©�Ù�å

bounce  �”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª�†3æ�™*…>&�š�å�Ë�ß�î�É3æ�™*…>'�_�`�K�
�Q�€�è7F�b��#.�c/œ�8�r
�O�‡��

���b�Ç�•�Ý�±�c�
 @yahoo\\.com  �[)
�ƒ�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«�?�}3æ�™�I�€�S�M�m�Z�b�Ó�µ�­�î�ª�†�`
�K�r�M>&�Â�˜�å�«�K�r�M>' ��

�/�•�ì�”�¡�©�Ù�å

encrypt �”�¡�©�Ù�å�c�
0¿���I�€�S�/�•�ì�É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z�
7Á�Ê�Ó�î�Ý�w�™*…�_�/�•�ì�I�€�S
�Ó�µ�­�î�ª�†3æ�™�K�r�M��

���b�Ç�•�Ý�±�c�
�Ó�µ�­�î�ª�b�ó�¡�_  [encrypt] �\�8�:1��ƒ�@�µ�r�€�Z�8�•���œ�_�
�Q�b�Ó�µ�­�î�ª�†
�/�•�ì�K�r�M��

spamFilter:

   if(subject == '^SPAM.*')

   {

        notify('george@whitehouse.gov');

        drop();

   }

yahooFilter:

   if(mail-from == '@yahoo\\.com$')

   {

        bounce();

   }

Encrypt_Filter:

  if ( subject == '\\[encrypt\\]' )

   {

       encrypt('My_Encryption_Profile') ;

   }
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
>&�@>' �G�b�Ç�•�Ý�±  �”�¡�©�Ù�å�†�Q#Ý�M�•�_�c�
�¿�µ�º�á�î�¡�_  Cisco Excryption �”�É�Û�–�”�å�«�@�6�•�?�

�Í�«�º  �Ÿ�î  �§�î�Å�«�@0¿���I�€�Z�8�•�²0[�@�6�~�r�M���r�S�
�G�b�Ç�•�Ý�±  �”�¡�©�Ù�å�†�Q#Ý�M�•�_
�c�
�/�•�ì�É�ß�Ç�“�–�Ý�b0¿���@�²0[�[�M��

3û%±�>�|�g�¥�Æ�î3û%±�”�¡�©�Ù�å

notify  �>�|�g  notify-copy  �”�¡�©�Ù�å�c�
�æ���K�S7Á�Ê�Ó�î�Ý�_�P�K�Z�
�Ó�µ�­�î�ª�b�+0[�†7Á�Ê
�Ó�î�Ý�[3æ�™�K�r�M�� notify-copy  �”�¡�©�Ù�å�c�
 bcc-scan  �”�¡�©�Ù�å�\� �]�_�

–�b�Ó�µ�­�î�ª�b
�¥�Æ�î�v3æ�™�K�r�M��3û%±�+0[�_�c���b
Æ���@�µ�r�€�r�M��

• �Ó�µ�­�î�ª�b�Ó�î�Ý3?3æ�É�ß�º�¥�Ý�P0ð�?�}�v�“�K�S�š�å�Ë�ß�î�É3æ�™*…�>�|�g�š�å�Ë�ß�î�É�w�™
*…>&MAIL FROM �>�|�g  RCPT TO>'�æ���b
Æ����

• �Ó�µ�­�î�ª�b�Ê�µ�²�î��

• �Ó�µ�­�î�ª�†�è���K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�¡�S��

�w�™*…�
�ó�¡/œ�
3æ�™
–�”�»�Þ�«�
3û%±�¸�å�É�Þ�î�º�†�æ���[�A�r�M�����b�Ç�•�Ý�±�c�
�§�–�¬�@  4 
MB �†2x�<�•�Ó�µ�­�î�ª�†4E�¥�K�
�M+´�M�•�Ó�µ�­�î�ª�b�Q�€�R�€�_�X�8�Z3û%±�Ó�µ�­�î�ª�†  
admin@example.com  �_3æ�™�K�
�q�‹�_�Ó�µ�­�î�ª�†�ë� �K�r�M��

�r�S�c

bigFilter:

   if(body-size >= 4M)

   {

        notify('admin@example.com');

        drop();

   }

bigFilterCopy:

   if(body-size >= 4M)

   {

        notify-copy('admin@example.com');

        drop();

   }
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�š�å�Ë�ß�î�É�w�™*…�Ã�Û�Ó�î�±�\�K�Z�
�w� �^�õ�–�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«>&�V�b�[�[�c  
admin@example.com >'�†�æ���[�A�r�M���r�S�
�Ó�µ�­�î�ª�b�M�m�Z�b�š�å�Ë�ß�î�É�w�™*…�†�æ���M�•�”
�¡�©�Ù�å�š�X  $EnvelopeRecipients >&���”�¡�©�Ù�å�š�X�� >&P.9-49>' �†�g!·>'�†�æ���M�•�G�\�v�[�A�r
�M��

notify  �”�¡�©�Ù�å�[�c�q�±�[  3 �X�b�œ�É�©�Ù�å�,�X�†�Q#Ý�[�A�
�ó�¡�Ê�µ�²�î�
�š�å�Ë�ß�î�É3æ�™*…�

3û%±�Ó�µ�­�î�ª�_�Q#Ý�M�•��*O�í�s�¸�Ÿ�«�º  �Ü�¯�î�«�†�æ���[�A�r�M���G�€�}�b�Ã�Û�Ó�î�±�c�G�b8p
�Î�[�æ���M�•�²0[�@�6�•�S�u�
�š�å�Ë�ß�î�É3æ�™*…�†0¿���M�•���œ�x3û%±�¸�å�É�Þ�î�º�†�æ���M�•���œ
�c�ó�¡�†�æ���M�•�²0[�@�6�~�r�M��

�ó�¡�Ã�Û�Ó�î�±�_�c�”�¡�©�Ù�å�š�X>& ���”�¡�©�Ù�å�š�X�� >&P.9-49>' �†�g!·>'�†�æ���[�A�r�M���G�b�š�X
�c
–�b�Ó�µ�­�î�ª�?�}�v�“�K�S�¹�î�±�[*(�A�n�<�}�€�r�M���¹�Ç�›�Ý�º�[�c�
�ó�¡�c�� Message 

Notification ���_0¿���I�€�Z�8�r�M��

�š�å�Ë�ß�î�É3æ�™*…�Ã�Û�Ó�î�±�\�K�Z�
�w� �^�õ�–�b7Á�Ê�Ó�î�Ý�”�»�Þ�«�†�æ���[�A�r�M���r�S�
�Ó�µ
�­�î�ª�b�Ü�±�î�å�Ã�«�†
–�b�Ó�µ�­�î�ª�\� �L�_0¿���M�•  $EnvelopeFrom  �”�¡�©�Ù�å�š�X�†�æ���M�•
�G�\�v�[�A�r�M��

3û%±�¸�å�É�Þ�î�º  �Ã�Û�Ó�î�±�c�
�¤�Ñ�b3û%±�¸�å�É�Þ�î�º�b�¡�S�_�^�~�r�M��0ò(ý�_�X�8�Z�c�
 ��3û
%±��>&P.9-75>' �†�g!·�K�Z�C�T�I�8��

���b�[�c�S�b�[�†�Ñ�G�K�S�v�b�[�M�@�
�ó�¡�@�� [bigFilter] Message too large ���\�^�•�|�:�_�š�f
�K�
�Ü�±�î�å�Ã�«�†
–�b3æ�™*…�_0¿���K�
 �� message.too.large���¸�å�É�Þ�î�º�†�Q#Ý�K�Z�8�r�M��

bigFilter:

   if(body-size >= 4M)

   {

        notify('$EnvelopeRecipients');

        drop();

   }

bigFilter:

   if (body-size >= 4M)

   {

        notify('admin@example.com', '[$FilterName] Message too large',

               '$EnvelopeFrom', 'message.too.large');

        drop();

   }
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�r�S�
 $MatchedContent �”�¡�©�Ù�å�š�X�†�Q#Ý�K�Z�
3æ�™*…�r�S�c'ö#.*…�_�¥�å�¸�å�¶  �Ç�•�Ý�±�@�º
�Ü�ž�î�I�€�S�G�\�†3û%±�M�•�G�\�v�[�A�r�M�� $MatchedContent �”�¡�©�Ù�å�š�X�c�
�Ç�•�Ý�±�†�º�Ü
�ž�î�K�S�¥�å�¸�å�¶�†/²&g�K�r�M���S�\�<�d�
���b�Ç�•�Ý�±�c�
7Á�Ê�Ó�î�Ý�_  ABA �”�•�˜�å�º�_���@
�µ�r�€�•���œ�_�
'ö#.*…�_3û%±�K�r�M��

3û%±�¸�å�É�Þ�î�º

[ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>'] �Ì�î�ª�r�S�c  textconfig  CLI �¥�Ð�å�»�†�Q#Ý�K�Z�
 notify()  
�>�|�g  notify-copy()  �”�¡�©�Ù�å�[�Q#Ý�M�•�¸�Ÿ�«�º  �Ü�¯�î�«�\�^�•�•�«�±�Ò3û%±�¸�å�É�Þ�î�º�†0¿
���[�A�r�M���•�«�±�Ò3û%±�¸�å�É�Þ�î�º�†�8�B�K�^�8���œ�
�¹�Ç�›�Ý�º�b�¸�å�É�Þ�î�º�@�Q#Ý�I�€�r
�M���¹�Ç�›�Ý�º�b�¸�å�É�Þ�î�º�_�c�Ó�µ�­�î�ª  �Ê�µ�²�î�@�µ�r�€�r�M�@�
�¹�Ç�›�Ý�º�[�c�•�«�±�Ò3û
%±�¸�å�É�Þ�î�º�_�c�Ó�µ�­�î�ª  �Ê�µ�²�î�c�µ�r�€�r�O�‡���•�«�±�Ò3û%±�_�Ó�µ�­�î�ª  �Ê�µ�²�î�†�µ�u
�•�_�c�
 $AllHeaders  �”�¡�©�Ù�å�š�X�†�Q#Ý�K�r�M��

0ò(ý�_�X�8�Z�c�
 ���¸�Ÿ�«�º  �Ü�¯�î�«���b'v�†�g!·�K�Z�C�T�I�8��

���b�[�[�c�
�Ó�µ�­�î�ª�b�§�–�¬�@�±�A�8���œ�_���b�Ç�•�Ý�±�@�º�Ü�ž�î�I�€�•�\�
�•�¶�b�w�™*…�_�P
�K�Z�
�Ó�µ�­�î�ª�@�±�A�M�B�•�G�\�†&g�M7Á�Ê�Ó�î�Ý�@3æ�™�I�€�r�M��

�È�Û�–�å�»  �•�î�Î�å  �¥�Æ�î  �”�¡�©�Ù�å

bcc  �”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª�b!“0°�¡�¥�Æ�î�†�
�æ���K�S�w�™*…�_3æ�™�K�r�M���G�b��#.�c�Ó�µ�­�î
�ª  �Þ�É�Ü�£�î�©�Ù�å�\�v�ç�d�€�Z�8�r�M��
–�b�Ó�µ�­�î�ª�_�c�¥�Æ�î�_6õ�M�•3û%±�c�µ�r�€�N�
!“0°
�¡�¥�Æ�î�@�w�™*…�_�Â�˜�å�«�I�€�•�G�\�c�^�8�S�u�
�Ó�µ�­�î�ª�b
–�b3æ�™*…�\�w�™*…�c�¥�Æ�î�@3æ�™
�I�€�S�G�\�†6õ%±�K�^�8���œ�@�6�~�r�M��

���b�Ç�•�Ý�±�c�
 johnny  �?�}  sue  �_3æ�™�I�€�•�Ó�µ�­�î�ª�b�Q�€�R�€�_�X�8�Z�
�È�Û�–�å�»  �•�î�Î�å  
�¥�Æ�î�†  mom@home.org �_3æ�™�K�r�M��

ABA_filter:

if (body-contains ('*aba')){

notify('admin@example.com','[$MatchedContent]Account Information Displayed');

}

bigFilter:

   if (body-size >= 4M)

   {

        notify('$EnvelopeRecipients', '[$FilterName] Message too large',

               '$EnvelopeFrom', 'message.too.large');

        drop();

   }

momFilter:

   if ((mail-from == '^johnny$') and (rcpt-to == '^sue$'))   
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
bcc  �”�¡�©�Ù�å�[�c�q�±�[  3 �X�b�œ�É�©�Ù�å�,�X�†�Q#Ý�[�A�
�¥�Æ�î�K�S�Ó�µ�­�î�ª�_�Q#Ý�M�•�ó�¡
�Ê�µ�²�î�\�š�å�Ë�ß�î�É3æ�™*…�
�>�|�g  alt-mailhost �†�æ���[�A�r�M���G�€�}�b�Ã�Û�Ó�î�±�c�G�b8p�Î
�[�æ���M�•�²0[�@�6�•�S�u�
�š�å�Ë�ß�î�É3æ�™*…�†0¿���M�•���œ�c�ó�¡�†�æ���M�•�²0[�@�6�~�r�M��

�ó�¡�Ã�Û�Ó�î�±�_�c�”�¡�©�Ù�å�š�X>& ���”�¡�©�Ù�å�š�X�� >&P.9-49>' �†�g!·>'�†�æ���[�A�r�M���G�b�š�X
�c
–�b�Ó�µ�­�î�ª�?�}�v�“�K�S�¹�î�±�[*(�A�n�<�}�€�r�M���¹�Ç�›�Ý�º�[�c�

–�b�Ó�µ�­�î�ª�b�ó�¡

>&$Subject  �\� �L
Æ��>'�@0¿���I�€�r�M��

�š�å�Ë�ß�î�É3æ�™*…�Ã�Û�Ó�î�±�\�K�Z�
�w� �^�õ�–�b7Á�Ê�Ó�î�Ý�”�»�Þ�«�†�æ���[�A�r�M���r�S�
�Ó�µ
�­�î�ª�b�Ü�±�î�å�Ã�«�†
–�b�Ó�µ�­�î�ª�\� �L�_0¿���M�•  $EnvelopeFrom  �”�¡�©�Ù�å�š�X�†�æ���M�•
�G�\�v�[�A�r�M��

���b�[�c�S�b�[�†�Ñ�G�K�S�v�b�[�
�ó�¡�c�� [Bcc] < 
–�b�ó�¡ >���_0¿���I�€�
�Ü�±�î�å�Ã�«�c  
badbounce@home.org  �_0¿���I�€�Z�8�r�M��

4 $��u�b�Ã�Û�Ó�î�±�c  alt-mailhost �[�M��

1™�Ì Bcc() �
 notify() �
 bounce()  �b�›�Ç�•�Ý�±  �”�¡�©�Ù�å�†��/œ�M�•�\�
�¿�µ�º�á�î�¡
Æ�_�˜�–�Ý�«�@�u

°�M�•���œ�@�6�~�r�M���È�Û�–�å�»  �•�î�Î�å  �¥�Æ�î  �Ç�•�Ý�±  �”�¡�©�Ù�å�c�

–�b�Ó�µ�­�î�ª�b�ö
²
�^�¥�Æ�î�[�6�•�Ó�µ�­�î�ª�†�‚0d�8�B�K�r�M��3û%±�Ç�•�Ý�±  �”�¡�©�Ù�å�c�

–�b�Ó�µ�­�î�ª�b�Ê�µ
�²�î�†�µ�t�Ó�µ�­�î�ª�†�‚0d�8�B�K�r�M���r�€�_�[�c�6�~�r�M�@�
�Ê�µ�²�î�_�˜�–�Ý�«�@�µ�r�€�Z�8
�•���œ�@�6�~�r�M���Â�˜�å�«  �Ç�•�Ý�±  �”�¡�©�Ù�å�c�

–�b�Ó�µ�­�î�ª�b�q�6�b  10 �Ÿ�ß�Â�–�º�†�µ�t
�Ó�µ�­�î�ª�†�‚0d�8�B�K�r�M�� 3 �X�b�:�U�8�N�€�b���œ�_�X�8�Z�v�
�‚�K�8�Ó�µ�­�î�ª�c�”�å�³�˜�–
�Ý�«  �«�Ÿ�Õ�å�x�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�b��#.�P1ß�\�c�^�~�r�O�‡��

   {

        bcc('mom@home.org');

   }

momFilter:

   if ((mail-from == '^johnny$') and (rcpt-to == '^sue$'))   

   {

        bcc('mom@home.org', '[Bcc] $Subject', 'badbounce@home.org');

   }

momFilterAltM:

   if ((mail-from == '^johnny$') and (rcpt-to == '^sue$'))

   {

      bcc('mom@home.org', '[Bcc] $Subject', '$EnvelopeFrom', 
'momaltmailserver.example.com');

   }
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
0
�X�b�Í�«�º�_3æ�™�M�•���œ�c�
 bcc()  �”�¡�©�Ù�å�†0
�X�G�ç�g���M�G�\�@�[�A�r�M��

bcc-scan() �”�¡�©�Ù�å

bcc-scan  �”�¡�©�Ù�å�c  bcc �”�¡�©�Ù�å�\� �]�_�µ+��K�r�M�@�
3æ�™�I�€�•�Ó�µ�­�î�ª�c�‚�K�8�Ó�µ
�­�î�ª�\�K�Z�…�ƒ�€�•�S�u�
7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å
²�/�†)�#ä�K�Z3æ�™�I�€�r�M��

7x7³�>�|�g0
0��”�¡�©�Ù�å

quarantine(' 7x7³�š�Ü�”�¡ ')  �”�¡�©�Ù�å�c�
7x7³�š�Ü�”�\�ç�d�€�•�Ÿ�×�î�_
°�€�•�Ó�µ�­�î�ª�_�Ç�Û
�¢�†0¿���K�r�M��7x7³�_�X�8�Z�b0ò(ý�_�X�8�Z�c�
 ��7x7³���b'v�†�g!·�K�Z�C�T�I�8��
duplicate-quarantine(' 7x7³�š�Ü�”�¡ ')  �”�¡�©�Ù�å�†��/œ�M�•�\�
�Ó�µ�­�î�ª�b�¥�Æ�î�@�æ���I�€�Z
�8�•7x7³�š�Ü�”�_�S�T�U�_4Ä*(�I�€�r�M��7x7³�š�Ü�”�¡�b�±�e�Ð�\�`�e�Ð�c�
�9�I�€�r�M��

7x7³�Ç�Û�¢�b�Ü�E�}�€�S�Ó�µ�­�î�ª�c�
7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�b�g�~�b��#.�†)E)F�K�r�M���Ó�µ
�­�î�ª�@�Ã�–�É�Û�–�å�b�Ž�•�_�?4)�M�•�\�
�Ó�µ�­�î�ª�_  1 �X�è�V�b7x7³�_6õ�M�•�Ç�Û�¢�@0¿���I�€�Z
�8�€�d�
0ñ�\�M�•�Ÿ�×�î�_
°�~�r�M���Q�€�è�¥�b���œ�c4Ä�™�I�€�r�M���Ó�µ�­�î�ª�@�Ã�–�É�Û�–�å�b�Ž
�•�_�?4)�K�^�E�€�d�
7x7³�š�Ü�”�_�c4Ä*(�I�€�r�O�‡��

�K�S�@�W�Z�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�_  quarantine()  �”�¡�©�Ù�å�@�6�~�
�Q�b�‹�_  bounce()  �r�S�c  
drop()  �”�¡�©�Ù�å�@)F�C���œ�
�q�‹�b�”�¡�©�Ù�å�_�|�~�Ó�µ�­�î�ª�c�Ã�–�É�Û�–�å�b�Ž�•�_�?4)�K�^
�8�S�u�
�Ó�µ�­�î�ª�c7x7³�š�Ü�”�_4Ä*(�I�€�r�O�‡���Ó�µ�­�î�ª  �Ç�•�Ý�±�_7x7³�”�¡�©�Ù�å�@�µ�r�€
�•���œ�v� �]�[�M�@�
�Ó�µ�­�î�ª�c�”�å�³�«�Ã�Ò�r�S�c�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�
�r�S�c�¥�å�¸�å�¶  
�Ç�•�Ý�±�_�|�~�»�ß�µ�É�I�€�r�M�� skip-filters >&>'�”�¡�©�Ù�å�_�|�~�Ó�µ�­�î�ª�c�g�~�b�Ó�µ�­�î
�ª  �Ç�•�Ý�±�†�\�d�K�r�M�@�
�¥�å�¸�å�¶  �Ç�•�Ý�±�@4:#Ý�I�€�•���œ�@�6�~�r�M���S�\�<�d�
�Ó�µ�­�î
�ª  �Ç�•�Ý�±�@�Ó�µ�­�î�ª�_7x7³�Ç�Û�¢�†0¿���K�
� �ì�_�q�‹�b  skip_filters()  �”�¡�©�Ù�å�v0¿���K
�Z�8�•���œ�
7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�b�Ú�b�”�¡�©�Ù�å�_�|�~�Ó�µ�­�î�ª�@�»�ß�µ�É�I�€�•���œ�†7V
�A�
�Ó�µ�­�î�ª�c�g�~�b�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�M�m�Z�«�Ÿ�µ�É�K�S�V�[7x7³�I�€�r�M��

multiplealthosts:

   if (recv-listener == "IncomingMail")

   {

    insert-header('X-ORIGINAL-IP', '$remote_ip');

    bcc ('$EnvelopeRecipients', '$Subject', '$EnvelopeFrom', '10.2.3.4');

    bcc ('$EnvelopeRecipients', '$Subject', '$EnvelopeFrom', '10.2.3.5');

    bcc ('$EnvelopeRecipients', '$Subject', '$EnvelopeFrom', '10.2.3.6');

   }

momFilter:

   if ((mail-from == '^johnny$') and (rcpt-to == '^sue$'))   

   {

        bcc-scan('mom@home.org');

   }
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
���b�[�[�c�
�Ó�µ�­�î�ª�_�� secret_word���\�8�:3¡�i�_�6�•�8�N�€�?�b�"1��@�µ�r�€�Z�8�•�\�
�Q�b
�Ó�µ�­�î�ª�c  Policy 7x7³�š�Ü�”�_3æ�™�I�€�r�M��

���b�[�[�c�
�6�•�
&k�_  .mp3 �Ç�“�–�Ý�g�'�b�ç�Ü�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É�M�•
¶�'�Ï�Ü�©�î�@�6�•
�v�b�\�ì���K�Z�8�r�M���w�™�Ó�µ�­�î�ª�_  .mp3 �g�'�b�ç�Ü�Ç�“�–�Ý�@�6�•���œ�
�G�b�ç�Ü�Ç�“�–�Ý�c
�P7V�I�€�
�g�~�b�Ó�µ�­�î�ª>&�•�e�\�Ú�b�ç�Ü�Ç�“�–�Ý>'�c�•�¶�b�w�™*…�_3æ�™�I�€�r�M��
–�b�Ó�µ
�­�î�ª�_�M�m�Z�b�ç�Ü�Ç�“�–�Ý�@�ç�Ü�I�€�Z�8�•�¥�Æ�î�@7x7³>& Policy 7x7³�š�Ü�”�_3æ�™>'�I�€�r�M��
�È�ß�µ�¡�I�€�S�ç�Ü�Ç�“�–�Ý�†�w�™�M�•�²0[�@�6�•���œ�
�•�¶�b�w�™*…�c�Ó�µ�­�î�ª�†7x7³�š�Ü�”�?�}
0Ž�:�M�•�|�:0[�Ó�M�•�G�\�@�[�A�r�M��

�w�™*…�š�f�”�¡�©�Ù�å

alt-rcpt-to  �”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª�b4Ä�™�ì�_�Ó�µ�­�î�ª�b�M�m�Z�b�w�™*…�†�æ���K�S�w�™*…�_�š
�f�K�r�M��

���b�Ç�•�Ý�±�c�
�š�å�Ë�ß�î�É�w�™*…�b�”�»�Þ�«�_  .freelist.com  �@�µ�r�€�Z�8�•�M�m�Z�b�Ó�µ�­�î
�ª�†3æ�™�K�
�Q�b�Ó�µ�­�î�ª�b�w�™*…�†  
system-lists@myhost.com  �_�š�f�K�r�M��

4Ä�™�Í�«�º�š�f�”�¡�©�Ù�å

alt-mailhost  �”�¡�©�Ù�å�c�
4E�¥�K�S�Ó�µ�­�î�ª�b�M�m�Z�b�w�™*…�b  IP �”�»�Þ�«�†�
�æ���K�S�X�Í  
IP �”�»�Þ�«�r�S�c�Í�«�º�¡�_�š�f�K�r�M��

quarantine_codenames:  

   if ( dictionary-match ('secret_words') ) 

       {

       quarantine('Policy');

       }

strip_all_mp3s:

  if (attachment-filename == '(?i)\\.mp3$')  {

        duplicate-quarantine('Policy');

        drop-attachments-by-name('(?i)\\.mp3$');

   }

freelistFilter:

   if(rcpt-to == '\\.freelist\\.com$')

   {

        alt-rcpt-to('system-lists@myhost.com');

   }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
>&�@>' alt-mailhost  �”�¡�©�Ù�å�†��/œ�M�•�\�
�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�_�|�~�«�Ã�Ò�\�(8®�I�€�S�Ó�µ�­�î�ª
�@7x7³�I�€�^�8�|�:�_�M�•�G�\�@�[�A�r�M�� alt-mailhost  �”�¡�©�Ù�å�c7x7³�”�¡�©�Ù�å�_
ƒ
›�K�Z��
/œ�I�€�
�æ���K�S�Ó�î�Ý  �Í�«�º�_�Ó�µ�­�î�ª�†3æ�™�K�r�M��

���b�Ç�•�Ý�±�c�
�M�m�Z�b�w�™*…�_�X�8�Z�
�w�™*…�b�”�»�Þ�«�†�Í�«�º  example.com  �_�š�f�K�r�M��

�G�€�_�|�~�
 joe@anywhere.com  �_3æ�™�I�€�•�Ó�µ�­�î�ª�b  Envelope To �”�»�Þ�«�@  
joe@anywhere.com  �_�^�~�
�Ó�µ�­�î�ª�c  example.com  �b�Ó�î�Ý�Í�«�º�_3æ�™�I�€�r�M�� smtproutes  
�¥�Ð�å�»�[�æ���I�€�S3ã�•�Ý�î�¸�•�å�¢�_���c�
�,�A)F�A�Ó�µ�­�î�ª�b�Ý�î�¸�•�å�¢�_4:#Ý�I�€�r�M��

>&���ß�î�•�Ý  �»�Ó�–�å�b7Á�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢�� >&P.21-1>' �†�g!·>' ��

>&�@>' alt-mailhost  �”�¡�©�Ù�å�[�c�Ï�î�º$��•�†�æ���[�A�r�O�‡���G�b�ï�8�†/œ�:�_�c�
�?�ƒ�~�_  SMTP 
�Ý�î�º�†3ã�•�K�r�M��

���b�Ç�•�Ý�±�c�
�M�m�Z�b�Ó�µ�­�î�ª�†  192.168.12.5  �_�Ü�²�–�Þ�¡�º�K�r�M��

3æ�™
–�Í�«�º>& Virtual Gateway �”�»�Þ�«>'�š�f�”�¡�©�Ù�å

alt-src-host  �”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª�b3æ�™
–�Í�«�º�†�æ���K�S3æ�™
–�_�š�f�K�r�M��3æ�™
–�Í�«
�º�c�
�Ó�µ�­�î�ª�b3æ�™
–�\�^�•  IP �–�å�±�î�Ç�™�–�«�
�r�S�c  IP �–�å�±�î�Ç�™�–�«�b�¢�Ý�î�É�_�|�~
�S�B�I�€�r�M�� IP �–�å�±�î�Ç�™�–�«�b�¢�Ý�î�É�@4E�¥�I�€�S���œ�
�©�«�¸�Ò�c7Á�Ê�Ó�î�Ý�b4Ä�™�ì�_�

�¢�Ý�î�É
Æ�b�M�m�Z�b  IP �–�å�±�î�Ç�™�–�«�†3æ�™
–�–�å�±�î�Ç�™�–�«�\�K�Z�Q#Ý�M�•��#.�†)Þ�~3É�K
�r�M���X�r�~�
�G�€�_�|�~  1 �Ž�b  Cisco 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0
�X�b  Virtual 
Gateway �”�»�Þ�«�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Virtual Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M
�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  �¤�î�º�˜�™�–�� >&P.21-59>' �†�g!·�K�Z�C�T�I�8��

localRedirectFilter:

   if(true)

   {

        alt-mailhost('example.com');

   }

local2Filter:

   if(true)

   {

        alt-mailhost('192.168.12.5');

   }
9-60
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
IP �–�å�±�î�Ç�™�–�«�c�
�©�«�¸�Ò�[#'�~0¿���I�€�Z�8�•  IP �–�å�±�î�Ç�™�–�«�r�S�c�–�å�±�î�Ç�™�–�«
�b�¢�Ý�î�É�_�K�?�š�f�[�A�r�O�‡�����b�Ç�•�Ý�±�c�
 IP �”�»�Þ�«�@  1.2.3.4  �[�6�•�Ü�Ô�î�º  �Í�«�º�?
�}�w�™�K�S�M�m�Z�b�Ó�µ�­�î�ª�_�P�K�Z�
$Î�™>&4Ä�™>' IP �–�å�±�î�Ç�™�–�«  outbound2  �†�Q#Ý�M�•  
Virtual Gateway �†�8�B�K�r�M��

���b�Ç�•�Ý�±�c�
 IP �”�»�Þ�«�@  1.2.3.4  �[�6�•�Ü�Ô�î�º  �Í�«�º�?�}�w�™�K�S�M�m�Z�b�Ó�µ�­�î�ª�_�P
�K�Z�
 IP �–�å�±�î�Ç�™�–�«�b�¢�Ý�î�É  Group1  �†�Q#Ý�K�r�M��

�”�î�•�–�È  �”�¡�©�Ù�å

archive  �”�¡�©�Ù�å�c�

–�b�Ó�µ�­�î�ª>&�M�m�Z�b�Ó�µ�­�î�ª  �Ê�µ�²�î�\�w�™*…�†�µ�t>'�b�¥�Æ�î�†�

�”�É�Û�–�”�å�«�V�b  mbox �g�'�b�Ç�“�–�Ý�_�–�Ñ�K�r�M���G�b�”�¡�©�Ù�å�[�c�
�Ó�µ�­�î�ª�†�–�Ñ�M�•
�ß�¢  �Ç�“�–�Ý�b�¡�S�@�Ã�Û�Ó�î�±�\�K�Z�Q#Ý�I�€�r�M���©�«�¸�Ò�c�Ç�•�Ý�±�b�8�B�ì�_�
�æ���K�S
�Ç�“�–�Ý�¡�[+¬�·$×�_�ß�¢  �§�È�«�¡�Ü�É�©�Ù�å�†�8�B�K�r�M���r�S�
�¤�Ñ�b�Ç�•�Ý�±  �ß�¢  �Ç�“�–�Ý�†
�æ���M�•�G�\�v�[�A�r�M���Ç�•�Ý�±�\�Ç�•�Ý�±  �ß�¢  �Ç�“�–�Ý�b�8�B�‹�c�
 filters -> logconfig  �§�È
�¥�Ð�å�»�[�Ç�•�Ý�±  �ß�¢  �œ�É�©�Ù�å�†)…7Ÿ�[�A�r�M��

>&�@>' logconfig  �¥�Ð�å�»�c  filters  �b�§�È�¥�Ð�å�»�[�M���G�b�§�È�¥�Ð�å�»�b�ö
²�^1��Â�_�X�8�Z�c�

�� CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.�� >&P.9-79>' �†�g!·�K�Z�C�T�I�8��

mbox �g�'�c�† =�b  UNIX �Ó�î�Ý�Î�µ�¡�«�g�'�[�
�Ó�µ�­�î�ª�†(F�"�_/²&g�M�•�S�u�b�Ø�î�¸�•�Ü�¸�•
�@�¨�X#Ý�–�I�€�Z�8�r�M���±4Š�(�b  UNIX �©�«�¸�Ò�[�c�
 ��  
mail -f mbox.filename���\
°�Š�M�•�\�Ç�“�–�Ý�†/²&g�[�A�r�M�� mbox �g�'�c�É�Þ�î�å  �¸�Ÿ�«�º�[�6
�•�S�u�
��3û�b�¸�Ÿ�«�º  �š�¹�•�±�†�Q#Ý�K�Z�Ó�µ�­�î�ª�b
Æ���†/²&g�M�•�G�\�@�[�A�r�M��

���b�[�[�c�
�š�å�Ë�ß�î�É3æ�™*…�@  joesmith@yourdomain.com  �\�M+´�M�•���œ�_�
�Ó�µ�­�î�ª�b�¥
�Æ�î�@ joesmith  �\�8�:�ß�¢�_�–�Ñ�I�€�r�M��

externalFilter:

   if(remote-ip == '1.2.3.4')

   {

        alt-src-host('outbound2');

   }

groupFilter:

   if(remote-ip == '1.2.3.4')

   {

        alt-src-host('Group1');

   }

logJoeSmithFilter:

   if(mail-from == '^joesmith@yourdomain\\.com$')
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�Ê�µ�²�î�P7V�”�¡�©�Ù�å

strip-header  �”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª�b"I���b�Ê�µ�²�î�†1*�m�
4Ä�™�M�•�S�_0ñ�\�M�•/œ�†�Ó�µ
�­�î�ª�?�}�P7V�K�r�M���Ê�µ�²�î�@0
�X�6�•���œ�c�
�Ê�µ�²�î�b�M�m�Z�b�–�å�«�±�å�«>& �� Received:��
�Ê�µ�²�î�^�]>'�@�P7V�I�€�r�M��

���b�[�[�c�
�M�m�Z�b�Ó�µ�­�î�ª�[3æ�™�S�_  X-DeleteMe  �Ê�µ�²�î�@�P7V�I�€�r�M��

�Ê�µ�²�î�_6õ�M�•�ï�8�†/œ�:���œ�
�Ê�µ�²�î�b#'�~�b�Í�_�c��#.�p�_/œ�ƒ�€�S�š�f>&�Ó�µ�­�î�ª�b�Ê�µ
�²�î�b3ã�•�
�P7V�
�š�f�†/œ�:�Ç�•�Ý�±��#.�^�]>'�@�µ�r�€�Z�8�•!l�_�@�–�K�Z�C�T�I�8��0ò(ý�_�X�8
�Z�c�
 ���Ó�µ�­�î�ª  �Ê�µ�²�î  �Ý�î�Ý�>�|�g0Û�o�� >&P.9-5>' �†�g!·�K�Z�C�T�I�8��

�Ê�µ�²�î��
°�”�¡�©�Ù�å  

insert-header  �”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª�_�‚�K�8�Ê�µ�²�î�†��
°�K�r�M�� AsyncOS �c�
��
°�K�S
�Ê�µ�²�î�@0d�A�† 6�S�K�Z�8�•�?�]�:�?�†�è0É�K�r�O�‡��#Õ�B�I�€�•�Ó�µ�­�î�ª�@7Á�Ê�Ó�î�Ý�b�–�å
�±�î�¿�µ�º0d�A�† 6�S�K�Z�8�•�?�]�:�?�c�
�Ø�î�¨�@+¬�(�[&�1��M�•�²0[�@�6�~�r�M��

���b�[�[�c�
 X-Company  �\�8�:�Ê�µ�²�î�@�Ó�µ�­�î�ª�_�^�8���œ�_�
�G�b�Ê�µ�²�î�_  My Company Name  
�\�8�:�Í�@0¿���I�€�r�M��

insert-header() �”�¡�©�Ù�å�[�c�
�Ê�µ�²�î�b�¸�Ÿ�«�º�_8�  ASCII �e�Ð�†�Q#Ý�[�A�r�M���S�T�K�
�Ê�µ
�²�î�¡�_�c>&0d�A4B�ò�b�S�u>' ASCII �e�Ð�K�?�Q#Ý�[�A�r�O�‡���•1��ö�†�q�±7H�_9×�u�•�S�u�
�º�Û
�å�«�Ï�î�º  �š�å�¥�î�»�c  Quoted-Printable �\�^�~�r�M��

   {

        archive('joesmith');

   }

stripXDeleteMeFilter:

   if (true)

   {

        strip-header('X-DeleteMe') ;

   }

addXCompanyFilter:

   if (not header('X-Company'))

   {

        insert-header('X-Company', 'My Company Name') ;

   }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
>&�@>' strip-headers  �”�¡�©�Ù�å�\  insert-header  �”�¡�©�Ù�å�†)��s�œ�ƒ�O�•�G�\�_�|�~�

–�b�Ó�µ�­�î�ª
�_�6�•�õ�–�b�Ó�µ�­�î�ª  �Ê�µ�²�î�†�i�A�n�<�•�G�\�@�[�A�r�M�����œ�_�|�W�Z�c�
� �L�Ê�µ�²�î�†0

�X�G�Q#Ý�M�•�G�\�@�[�A�r�M�@>& Received:  �^�]>' �
�Q�€�è�¥�b���œ�c� �L�Ê�µ�²�î�†0
�X�G�Q#Ý�M�•
�\  MUA �@�ã�˜�M�•���œ�@�6�~�r�M>& Subject: �Ê�µ�²�î�†0
�X�G�Q#Ý�M�•���œ�^�]>' ��

�Ê�µ�²�î�_6õ�M�•�ï�8�†/œ�:���œ�
�Ê�µ�²�î�b#'�~�b�Í�_�c��#.�p�_/œ�ƒ�€�S�š�f>&�Ó�µ�­�î�ª�b�Ê�µ
�²�î�b3ã�•�
�P7V�
�š�f�†/œ�:�Ç�•�Ý�±��#.�^�]>'�@�µ�r�€�Z�8�•!l�_�@�–�K�Z�C�T�I�8��0ò(ý�_�X�8
�Z�c�
 ���Ó�µ�­�î�ª  �Ê�µ�²�î  �Ý�î�Ý�>�|�g0Û�o�� >&P.9-5>' �†�g!·�K�Z�C�T�I�8��

�Ê�µ�²�î  �¸�Ÿ�«�º)…7Ÿ�”�¡�©�Ù�å

edit-header-text  �”�¡�©�Ù�å�†��/œ�M�•�\�
�G0d/²#'�b*(�n�µ+��†�Q#Ý�K�Z�
�æ���K�S�Ê�µ�²�î  �¸�Ÿ
�«�º�†�i�A�n�<�•�G�\�@�[�A�r�M���G�b�Ç�•�Ý�±�c�Ê�µ�²�î
Æ�[�G0d/²#'�\�M+´�M�•�¸�Ÿ�«�º�†�è(ô
�K�
�æ���K�S�G0d/²#'�_*(�A�n�<�r�M��

�S�\�<�d�
7Á�Ê�Ó�î�Ý�_���b�|�:�^�ó�¡�Ê�µ�²�î�@�6�•�v�b�\�K�r�M��

Subject: SCAN Marketing Messages

���b�Ç�•�Ý�±�c�
 �� SCAN���\�8�:�¸�Ÿ�«�º�†�P7V�K�
 �� Marketing Messages���\�8�:�¸�Ÿ�«�º�†�Ê�µ
�²�î
Æ�_�g�K�r�M��

�Ç�•�Ý�±�c�Ó�µ�­�î�ª�†��#.�K�S�‹�
���b�Ê�µ�²�î�†3É�K�r�M��

Subject: Marketing Messages

�•�e)…7Ÿ�”�¡�©�Ù�å

edit-body-text()  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�µ+��c  Edit-Header-Text()  �Ç�•�Ý�±�\� �]�[�M�@�
�Ó�µ
�­�î�ª�b�Ê�µ�²�î�[�c�^�C�•�e�@��#.�P1ß�[�M��

edit-body-text()  �Ó�µ�­�î�ª  �Ç�•�Ý�±�c���b�S�e�†�Q#Ý�K�r�M���q�6�b�Ã�Û�Ó�î�±�c�è(ô�b�S�u�b�G
0d/²#'�[�
 2 $��u�b�Ã�Û�Ó�î�±�c*(�n�b�S�u�b�¸�Ÿ�«�º�[�M��

edit-body-text()  �Ó�µ�­�î�ª  �Ç�•�Ý�±�c�Ó�µ�­�î�ª�•�e�b�s�@��#.�P1ß�[�M��"I���b  MIME 4Š�(�@
�Ó�µ�­�î�ª�b���•�e���\0b�^�I�€�•�?���ç�Ü�Ç�“�–�Ý���\0b�^�I�€�•�?�b0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î
�ª�•�e�\  �Ó�µ�­�î�ª�ç�Ü�Ç�“�–�Ý�� >&P.9-5>' �†�g!·�K�Z�C�T�I�8��

Remove_SCAN: if true

   {

      edit-header-text (‘Subject’, ‘^SCAN\\s*’,’’);

}

Example: if true {

edit-body-text("parameter 1",

"parameter 2");

       }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
���b�[�[�c�
�Ó�µ�­�î�ª�?�}  URL �@�P7V�I�€�
 �� URL REMOVED���\�8�:�¸�Ÿ�«�º�_*(�A�n�<�}�€�Z
�8�r�M��

���b�[�[�c�
�Ó�µ�­�î�ª�b�•�e�?�}&k�
�–7€$��•�@�P7V�I�€�
 �� XXX-XX-XXXX ���\�8�:�¸�Ÿ�«�º�_
*(�A�n�<�}�€�Z�8�r�M��

>&�@>' #'�ì!l�[�c�
 edit-body-text()  �Ç�•�Ý�±�[�c�«�Ð�î�º  ID �†�Q#Ý�[�A�r�O�‡��

HTML �š�n�”�¡�©�Ù�å

RFC 2822 �[�c7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b�¸�Ÿ�«�º�g�'�@0d���I�€�Z�8�r�M�@�
 RFC 2822 �Ó�µ�­�î�ª
Æ
�b�Ú�b�¥�å�¸�å�¶�b�º�Û�å�«�Ï�î�º�†��#'�M�•�S�u�b�Ñ�G�µ+�>& MIME �^�]>'�@�6�~�r�M�� AsyncOS 
�c  html-convert()  �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�Z�
���b�S�e�_�|�~  HTML �†�É�Þ�î�å  �¸�Ÿ�«�º�_�š
�n�[�A�r�M��

Cisco �Ó�µ�­�î�ª  �Ç�•�Ý�±�c�
"I���b  MIME 4Š�(�@�Ó�µ�­�î�ª�b���•�e���[�6�•�?���ç�Ü�Ç�“�–�Ý��
�[�6�•�?�†�8�9�K�r�M�� html-convert()  �Ó�µ�­�î�ª  �Ç�•�Ý�±�c�Ó�µ�­�î�ª�•�e�b�s�@��#.�P1ß�[�M��
�Ó�µ�­�î�ª�b�•�e�\�ç�Ü�Ç�“�–�Ý�b0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª�•�e�\  �Ó�µ�­�î�ª�ç�Ü�Ç�“�–�Ý��

>&P.9-5>' �†�g!·�K�Z�C�T�I�8��

html-convert()  �Ç�•�Ý�±�@�e�i
Æ�b  HTML �†�P7V�M�•�‰�'�c�
�g�'�_�|�W�Z$��^�~�r�M��

URL_Replaced: if true { 

 

 edit-body-text("(?i)(?:https?|ftp)://[^\\s\">]+", "URL REMOVED");

       }

ssn: if true { 

  edit-body-text("(?!000)(?:[0-6]\\d{2}|7(?:[0-6]\\d|7[012]))([ 
-]?)(?!00)\\d\\d\\1(?!0000)\\d{4}",

"XXX-XX-XXXX"); 

}

Convert_HTML_Filter:

if (true)

{

html-convert();

}
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
�Ó�µ�­�î�ª�@�É�Þ�î�å  �¸�Ÿ�«�º>& text/plain>'�[�6�•���œ�
�Ó�µ�­�î�ª�c�š�f�I�€�N�_�Ç�•�Ý�±�†3û4#
�K�r�M���Ó�µ�­�î�ª�@�"(ç�^  HTML �Ó�µ�­�î�ª>& text/html>'�[�6�•���œ�
�M�m�Z�b  HTML �±�¢�c
�Ó�µ�­�î�ª�?�}�P7V�I�€�
�g�~�b�•�e�@  HTML �Ó�µ�­�î�ª�_�?�ƒ�~�Q#Ý�I�€�r�M���›/œ�b
Ì�Ç�›�î
�Ð�µ�º�c/œ�ƒ�€�N�
 HTML �@�É�Þ�î�å  �¸�Ÿ�«�º�_�^�•�G�\�c�6�~�r�O�‡���S4��@  MIME

>&multipart/alternative �S4�>'�[�
� �L�¥�å�¸�å�¶�_  text/plain 4Š�(�\  text/html 4Š�(�@�µ�r�€�Z�8�•��
�œ�
�Ç�•�Ý�±�c�Ó�µ�­�î�ª�b  text/html 4Š�(�†�P7V�K�Z  text/plain 4Š�(�†�g�K�r�M���Q�b�Ú�b  MIME �±
�–�É>&multipart/mixed �^�]>'�[�c�
�M�m�Z�b  HTML �•�e4Š�(�b�±�¢�@�P7V�I�€�
�Ó�µ�­�î�ª�_
Ì��
°
�I�€�r�M��

�Ó�µ�­�î�ª  �Ç�•�Ý�±�[�c�
 html-convert()  �Ç�•�Ý�±  �”�¡�©�Ù�å�c��#.�P1ß�b�Ó�µ�­�î�ª�_�±�¢�†0¿��
�M�•�T�E�[�
�Ó�µ�­�î�ª�S4��b�š�f�c�S�T�U�_�c/œ�ƒ�€�r�O�‡���Ó�µ�­�î�ª�b�š�f�c�
�M�m�Z�b��#.�@
�ö�¢�K�S�‹�_/œ�ƒ�€�r�M���G�€�_�|�~�
�š�f�S�_�Ú�b�Ç�•�Ý�±  �”�¡�©�Ù�å�@
–�b�Ó�µ�­�î�ª�†��#.�M
�•�G�\�@�[�A�r�M��

�Â�˜�å�«  �É�ß�Ç�“�–�Ý  �”�¡�©�Ù�å

bounce-profile  �”�¡�©�Ù�å�c�
0¿���í�s�b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�†�Ó�µ�­�î�ª�_�m�~�\�Z�r�M�� >&���Â
�˜�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.�� >&P.21-36>' �†�g!·>' ���Ó�µ�­�î�ª�†4Ä�™�[�A�^�8���œ�
�Â�˜�å�«  �É�ß
�Ç�“�–�Ý�[0¿���I�€�S�Â�˜�å�«  �œ�É�©�Ù�å�@�Q#Ý�I�€�r�M���G�b�µ+��c�
�Ü�«�¼�î�b0¿���?�}�m�~�\
�Z�}�€�Z�8�•�Â�˜�å�«  �É�ß�Ç�“�–�Ý>&�m�~�\�Z�}�€�Z�8�•���œ>'�_
ƒ
›�K�Z4:#Ý�I�€�r�M��

���b�Ç�•�Ý�±�b�[�[�c�
3æ�™�I�€�•7Á�Ê�Ó�î�Ý�b�:�U�
�Ê�µ�²�î�_�� X-Bounce-Profile: 

fastbounce ���@�6�•�M�m�Z�b7Á�Ê�Ó�î�Ý�_�Â�˜�å�«  �É�ß�Ç�“�–�Ý�� fastbounce���@�m�~�\�Z�}�€�r�M��

�”�å�³�«�Ã�Ò  �©�«�¸�Ò�b�Â�–�Ã�«  �”�¡�©�Ù�å

skip-spamcheck  �”�¡�©�Ù�å�c�
�©�«�¸�Ò�_0¿���I�€�S�¥�å�¸�å�¶�Ë�î�«�b�”�å�³�«�Ã�Ò  �Ç�•�Ý�±�Ü�å
�¢�†�M�m�Z�Â�–�Ã�«�M�•�|�:�©�«�¸�Ò�_�æ&g�K�r�M���¥�å�¸�å�¶�Ë�î�«�b�”�å�³�«�Ã�Ò  �Ç�•�Ý�±�Ü�å
�¢�@0¿���I�€�Z�8�^�8���œ�
�r�S�c�Ó�µ�­�î�ª�@�6�}�?�L�u�«�Ã�Ò  �«�Ÿ�Õ�å�b�P1ß�_0¿���I�€�Z�8�^
�8���œ�c�
�G�b�”�¡�©�Ù�å�†��/œ�K�Z�v�Ó�µ�­�î�ª�_�s8j�c�6�~�r�O�‡��

���b�[�[�c�
�Ó�µ�­�î�ª�b  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�@9×�8���œ�_�
�Ó�µ�­�î�ª�_�P�M�•�¥
�å�¸�å�¶�Ë�î�«�b�”�å�³�«�Ã�Ò  �Ç�•�Ý�±�Ü�å�¢�@�Â�–�Ã�«�I�€�r�M��  

6õ4�8o% 

• ���Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”�å�«�b0¿���‰�2�� >&P.13-2>'

fastbounce:

   if (header ('X-Bounce-Profile') == 'fastbounce') {

        bounce-profile ('fastbounce');

   }

whitelist_on_reputation:

   if (reputation > 7.5) 

   {

        skip-spamcheck();

   }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å
• ���«�Ã�Ò  �Ç�•�Ý�±�?�}�b�”�É�Û�–�”�å�«#Õ�B�Ó�µ�­�î�ª�b�–1¤�� >&P.13-13>'

�”�å�³�˜�–�Ý�«  �©�«�¸�Ò�b�Â�–�Ã�«  �”�¡�©�Ù�å

skip-viruscheck  �”�¡�©�Ù�å�c�
�©�«�¸�Ò�_0¿���I�€�S�˜�–�Ý�«�–1¤�©�«�¸�Ò�†�M�m�Z�Â�–�Ã�«�M�•
�|�:�©�«�¸�Ò�_�æ&g�K�r�M���”�å�³�˜�–�Ý�«  �©�«�¸�Ò�@0¿���I�€�Z�8�^�8���œ�
�r�S�c�Ó�µ�­�î�ª�@
�6�}�?�L�u�˜�–�Ý�«  �«�Ÿ�Õ�å�b�P1ß�_0¿���I�€�Z�8�^�8���œ�c�
�G�b�”�¡�©�Ù�å�†��/œ�K�Z�v�Ó�µ
�­�î�ª�_�s8j�c�6�~�r�O�‡��

���b�[�[�c�
 �� private_listener���\�8�:�Ü�«�¼�î�[�w�™�K�S�Ó�µ�­�î�ª�_�P�K�Z�
�”�å�³�«�Ã�Ò  �©�«�¸
�Ò�\�”�å�³�˜�–�Ý�«  �©�«�¸�Ò�_�|�•��#.�@�Â�–�Ã�«�I�€�Z�8�r�M��

�˜�–�Ý�«  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�«�Ÿ�Õ�½�å�¢��#.�Â�–�Ã�«  �”�¡�©�Ù�å

skip-vofcheck  �”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª�b�˜�–�Ý�«  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�_�|�•�«�Ÿ�Õ�½�å�¢��
#.�@�Â�–�Ã�«�I�€�•�|�:�©�«�¸�Ò�_�æ&g�K�r�M���˜�–�Ý�«  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�«�Ÿ�Õ�½�å�¢��
#.�@�–�¿�î�È�Ý�_�^�W�Z�8�^�8���œ�
�G�b�”�¡�©�Ù�å�†��/œ�K�Z�v�Ó�µ�­�î�ª�_�s8j�c�6�~�r�O�‡��

���b�[�[�c�
 �� private_listener���\�8�:�Ü�«�¼�î�[�w�™�K�S�Ó�µ�­�î�ª�_�P�K�Z�
�˜�–�Ý�«  �”�˜�º�È�Þ
�–�¡  �Ç�•�Ý�±�b�«�Ÿ�Õ�½�å�¢��#.�@�Â�–�Ã�«�I�€�Z�8�r�M��

�Ó�µ�­�î�ª  �±�¢3ã�•�”�¡�©�Ù�å

tag-message  �”�¡�©�Ù�å�c�
 RSA Email DLP �Ï�Ü�©�î  �Ç�•�Ý�±�Ü�å�¢�[�Q#Ý�M�•�•�«�±�Ò#Ý1��†3æ�™
�Ó�µ�­�î�ª�_��
°�K�r�M�� RSA Email DLP �Ï�Ü�©�î�†0¿���K�Z�
�«�Ÿ�Õ�å�P1ß�†�Ó�µ�­�î�ª  �±�¢�@�6
�•�Ó�µ�­�î�ª�_7H���M�•�G�\�@�[�A�r�M���Ó�µ�­�î�ª  �±�¢�c�w�™*…
��[�c/²&g�I�€�r�O�‡���±�¢�¡�_
�c�
 [a-zA-Z0-9_-.]  �b(
�V�b�e�Ð�b�:�U�õ�–�b�v�b�†)��s�œ�ƒ�O�Z�Q#Ý�[�A�r�M��

�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�_�Q#Ý�M�•  DLP �Ï�Ü�©�î�b0¿���b0ò(ý�_�X�8�Z�c�
 ���¹�î�±�˜�»75�F���b
'v�†�g!·�K�Z�C�T�I�8��

internal_mail_is_safe:

   if (recv-listener == 'private_listener') 

   {

        skip-spamcheck();

        skip-viruscheck();

   }

internal_mail_is_safe:

   if (recv-listener == 'private_listener') Outbreak Filters

   {

        skip-vofcheck();

   }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
���b�[�[�c�
�ó�¡�_�� [Encrypt]���@�µ�r�€�•�Ó�µ�­�î�ª�_�Ó�µ�­�î�ª  �±�¢�†��
°�K�Z�8�r�M�� Cisco 
Email Encryption �@�Q#Ý�[�A�•���œ�c�
�Ó�µ�­�î�ª�b4Ä�™�S�_�Ó�µ�­�î�ª�†�G�b�Ó�µ�­�î�ª  �±�¢�[�/
�•�ì�M�•  DLP �Ï�Ü�©�î�†�8�B�[�A�r�M��

�ß�¢  �š�å�º�Ü3ã�•�”�¡�©�Ù�å

log-entry  �”�¡�©�Ù�å�c�
�•�«�±�Ð�–�¬�K�S�¸�Ÿ�«�º�†�
 IronPort �¸�Ÿ�«�º  �Ó�î�Ý  �ß�¢�_  INFO �Þ�Ë�Ý
�[3ã�•�K�r�M���G�b�¸�Ÿ�«�º�_�c�”�¡�©�Ù�å�š�X�†�Q#Ý�M�•�G�\�@�[�A�r�M���G�b�”�¡�©�Ù�å�†�Q#Ý�M
�•�\�
�¹�Â�µ�¢�ì�_�}�<�^�¸�Ÿ�«�º�x�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�@�”�¡�©�Ù�å�†��/œ�K�S#.#ä�_6õ�M�•�_
���†��
°�[�A�r�M���ß�¢  �š�å�º�Ü�c�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_�v/²&g�I�€�r�M��

���b�[�[�c�
�Ó�µ�­�î�ª�_�
&k�b�µ�&�_���@�µ�r�€�Z�8�•�\�8�•�I�€�S�S�u�Ó�µ�­�î�ª�@�Â�˜�å�«�I�€
�S�G�\�†&g�M�ß�¢  �š�å�º�Ü�@��
°�I�€�r�M��  

�ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
AsyncOS �c�û���Ï�Ü�©�î�_ =�Ð�K�Z�8�^�8�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�†�P7V�[�A�
�M�‰�[
–�b�Ó�µ
�­�î�ª�c�Q�b�r�r4Ä�™�M�•�G�\�@�[�A�r�M��

�ç�Ü�Ç�“�–�Ý�b�Ç�•�Ý�±�Ü�å�¢�c�
"I���b�Ç�“�–�Ý  �±�–�É�
�Ç�•�å�ž�î�É�Ü�å�º�
�ç�Ü�Ç�“�–�Ý�b
Æ
���_�ö�Y�8�Z/œ�:�G�\�@�[�A�r�M���Ç�•�å�ž�î�É�Ü�å�º�†�Q#Ý�K�Z�ç�Ü�Ç�“�–�Ý�b�G&��^'�8®�†�8�9�M
�•�G�\�_�|�~�
�Ø�î�¨�c�O�–�b�6�•�ç�Ü�Ç�“�–�Ý�b�Ñ�G�Ê>& .exe  �^�]>'�†�M+á$×�^�Ñ�G�Ê>& .doc  �^
�]>'�_�š�f�K�Z�
�¡�S�@�š�f�I�€�S�Ç�“�–�Ý�@�ç�Ü�Ç�“�–�Ý  �Ç�•�Ý�±�†3û4#�[�A�•�|�:�_�M�•�G�\�@
�[�A�^�C�^�~�r�M��

�ç�Ü�Ç�“�–�Ý�b�¥�å�¸�å�¶�†�«�Ÿ�Õ�å�M�•�\�
 Stellent �ç�Ü�Ç�“�–�Ý  �«�Ÿ�Õ�å  �š�å�ª�å�c�ç�Ü�Ç�“�–�Ý
�?�}�¹�î�±�†�³���K�
�G0d/²#'�_�|�•�è(ô�†��/œ�K�r�M���ç�Ü�Ç�“�–�Ý�b�¹�î�±�\�Ó�±�¹�î�±�b�g�‰�@
�è���P1ß�\�^�~�r�M�� Excel �r�S�c  Word �e�i�†�«�Ÿ�Õ�å�M�•���œ�
 �ç�Ü�Ç�“�–�Ý  �«�Ÿ�Õ�å  �š�å�ª�å�c  
.exe�
 .dll�
 .bmp�
 .tiff �
 .pcx�
 .gif�
 .jpeg�
 .png�
 Photoshop #ì
@�b�›�Ù�u3¸�s�Ç�“�–�Ý�v�è���[�A�r
�M��

Tag_Message:

   if (subject == '^\\[Encrypt\\]') 

   {

        tag-message('Encrypt-And-Deliver');

   }

CompanyConfidential:

   if (body-contains('Company Confidential')) 

   {

        log-entry('Message may have contained confidential information.');

        bounce();

   }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
�ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å�[�Q#Ý�M�•�Ó�µ�­�î�ª  �Ç�•�Ý�±

/² 9-8 �_0°3U�I�€�Z�8�•�Ó�µ�­�î�ª  �Ç�•�Ý�±�c �q)
�[�^�8 �”�¡�©�Ù�å�[�M�� >&�ç�Ü�Ç�“�–�Ý�c�»�ß�µ�É
�I�€�
�Ó�µ�­�î�ª�b��#.�@)F/œ�I�€�r�M>' ��

�œ�É�©�Ù�å�b�¥�Ó�å�º�c�
�Ç�µ�±�î�b�|�:�_�Ó�µ�­�î�ª�_3ã�•�I�€�•�¸�Ÿ�«�º�[�
�Ó�µ�­�î�ª  �Ç�•�Ý
�±  �”�¡�©�Ù�å�š�X>& ���ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[�� >&P.9-75>' �†�g!·>'�†�Q#Ý�M
�•�G�\�v�[�A�r�M��

/² 9-8 �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å�[�Q#Ý�M�•�Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å

�”�¡�©�Ù�å �S�e  1��Â  

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&�¡�S�9>'

drop-attachments-by-name 
(< regular expression >[, 
<optional  comment>]) 

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�æ���K�S�G
0d/²#'�\�M+´�M�•�¡�S�b�Ç�“�–�Ý�†�M�m�Z�»
�ß�µ�É�K�r�M���”�î�•�–�È�g�'�b�ç�Ü�Ç�“�–�Ý

>&zip�
 tar>'
Æ�_0ñ�\�M�•�Ç�“�–�Ý�@�6�•���œ�

�G�b�ç�Ü�Ç�“�–�Ý�c�»�ß�µ�É�I�€�r�M�� ���ç�Ü
�Ç�“�–�Ý�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[��

>&P.9-75>' �†�g!·�K�Z�C�T�I�8��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&�±�–�É
�9>'

drop-attachments-by-type 
(< MIME type >[, < optional 
comment>]) 

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�æ���K�S  
MIME �±�–�É�r�S�c�Ç�“�–�Ý�Ñ�G�Ê�_0ñ�\�M
�•  MIME �±�–�É�b�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É
�K�r�M���”�î�•�–�È�g�'�b�ç�Ü�Ç�“�–�Ý>& zip�

tar>'
Æ�_0ñ�\�M�•�Ç�“�–�Ý�@�6�•���œ�
�G�b
�ç�Ü�Ç�“�–�Ý�c�»�ß�µ�É�I�€�r�M��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&�Ç�“�–�Ý  
�±�–�É�9>'  

drop-attachments-by-filetype 
(< fingerprint name >[,  
<optional comment >])

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�æ���K�S
�Ç�“�–�Ý�b���Ç�•�å�ž�î�É�Ü�å�º���\�M+´�M�•
�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É�K�r�M���”�î�•�–�È
�g�'�b�ç�Ü�Ç�“�–�Ý>& zip�
 tar>'
Æ�_0ñ�\�M�•
�Ç�“�–�Ý�@�6�•���œ�
�G�b�ç�Ü�Ç�“�–�Ý�c�»
�ß�µ�É�I�€�r�M��0ò(ý�_�X�8�Z�c�
 ��/² 9-6�ç
�Ü�Ç�“�–�Ý  �¢�Ý�î�É�� >&P.9-47>' �†�g!·�K�Z�C
�T�I�8��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&MIME �±
�–�É�9>'  

drop-attachments-by-mimetype 
(< MIME type >[,  < optional 
comment>]) 

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
"I���b  
MIME �±�–�É�b�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É�K
�r�M���G�b�”�¡�©�Ù�å�[�c�Ç�“�–�Ý�Ñ�G�Ê�_�|
�•  MIME �±�–�É�b�8�9�c/œ�ƒ�€�N�
�”�î�•�–
�È�b
Æ���b&�1��v�I�€�r�O�‡��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&�§�–�¬
�9>' 

drop-attachments-by-size 
(< number >[, < optional 
comment>]) 

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�ß�î�š�å
�¥�î�»�g�'�[�æ���K�S�§�–�¬>&�Â�–�º�"�)>'�è
�V�b�§�–�¬�[�6�•�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É�K
�r�M���”�î�•�–�È  �Ç�“�–�Ý�r�S�c�})°�Ç�“�–
�Ý�b���œ�
�G�b�”�¡�©�Ù�å�c�
�})°�S�b�§�–�¬
�†�è0É�O�N�
��7•�b+¬�/�b�§�–�¬�@0£ ��I�€�r
�M��
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
�–�Ó�î�ª�(�Ò

�Ó�µ�­�î�ª�_�|�W�Z�c�–�Ó�î�ª�†�µ�t�v�b�@�6�~�
4:�)�[�^�8�¥�å�¸�å�¶�@�^�8�?�«�Ÿ�Õ�å�M�•�G�\�@
�²0[�_�^�•���œ�@�6�~�r�M���–�Ó�î�ª�(�Ò�š�å�ª�å�†�Q#Ý�M�•�\�
7Á�Ê�Ó�î�Ý
Æ�b4:�)�[�^�8�¥�å�¸�å
�¶�†�è(ô�[�A�r�M���–�Ó�î�ª�(�Ò�c�
�”�å�³�˜�–�Ý�«�>�|�g�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  �š�å�ª�å�b/õ�ö�r
�S�c�æ�p�†% $×�\�M�•�v�b�[�c�6�~�r�O�‡���G�b�µ+��c�
7Á�Ê�Ó�î�Ý
Æ�b4:�)�[�^�8�¥�å�¸�å�¶�†"I��
�M�•�G�\�_�|�~�
0Á��(
�V�[�b�Q#Ý�†�•4
�M�•�S�u�b�v�b�[�M���–�Ó�î�ª�(�Ò�«�Ÿ�Õ�å  �š�å�ª�å�†�Q
#Ý�M�•�\�
�Ó�î�Ý�b7x7³�\�(�Ò�
�>�|�g
4�¥�b1�1‘�@�[�A�r�M��

AsyncOS �[�–�Ó�î�ª�(�Ò�†0¿���M�•�\�
�–�Ó�î�ª�(�Ò�Ç�•�Ý�±  �Ý�î�Ý�†�Q#Ý�K�Z�
$2�ƒ�K�87Á�Ê�Ó�î
�Ý�x4:�)�[�^�87Á�Ê�Ó�î�Ý�_�P�K�Z�”�¡�©�Ù�å�†��/œ�M�•�G�\�@�[�A�r�M���–�Ó�î�ª  �«�Ÿ�Õ�å�[�c�

JPEG�
 BMP�
 PNG�
 TIFF�
 GIF�
 TGA�
 ICO�
 PCX �b�›�ç�Ü�Ç�“�–�Ý�b�±�–�É�†�«�Ÿ�Õ�å�[�A�r�M��
�–�Ó�î�ª  �”�¼�Û�–�¨�c�
�«�Ÿ�å  �•�Û�î�
�•�/�§�–�¬�
�d"á�† ����M�•�”�Ý�¦�Ü�¬�Ò�†�Q#Ý�K�
#ì
@�_
4:�)�[�^�8�¥�å�¸�å�¶�@�µ�r�€�•�•+��ö�†�8���K�r�M���–�Ó�î�ª�ç�Ü�Ç�“�–�Ý�†�«�Ÿ�Õ�å�M�•�\�

Cisco �Ç�•�å�ž�î�É�Ü�å�º�_�|�~�Ç�“�–�Ý  �±�–�É�@"I���I�€�
�–�Ó�î�ª  �”�¼�Û�–�¨�c�–�Ó�î�ª  �¥�å�¸
�å�¶�†�(�Ò�M�•�”�Ý�¦�Ü�¬�Ò�†�Q#Ý�K�r�M���–�Ó�î�ª�@�9�b�Ç�“�–�Ý�_�Ù�u3¸�r�€�Z�8�•���œ�

Stellent �«�Ÿ�Õ�å  �š�å�ª�å�_�|�~�Ç�“�–�Ý�@�³���I�€�r�M�� Stellent �«�Ÿ�Õ�å  �š�å�ª�å�c�
 Word�

Excel�
 PowerPoint �e�i�^�]�b�›'��b�Ç�“�–�Ý  �±�–�É�?�}�–�Ó�î�ª�†�³���[�A�r�M���–�Ó�î�ª�(�Ò�b
)��Ý�c�
�Ó�µ�­�î�ª
²�/�[0£'ì�I�€�r�M���Ó�µ�­�î�ª�_�–�Ó�î�ª�@�^�8���œ�
�Ó�µ�­�î�ª�b�«�¥�”�c  0 
�\�^�~�r�M���G�€�c�(�Ò)��Ý�@�� Clean���[�6�•�G�\�†/²�K�r�M���Q�b�S�u�
�–�Ó�î�ª�@�^�8�Ó�µ�­�î
�ª�_�P�M�•�(�Ò)��Ý�c�� Clean���\�^�~�r�M��

>&�@>' PDF �Ç�“�–�Ý�b�–�Ó�î�ª�c�³���I�€�r�O�‡��

�–�Ó�î�ª�(�Ò�«�Ÿ�Õ�å  �š�å�ª�å�b0¿��

GUI �?�}�–�Ó�î�ª�(�Ò�†�–�¿�î�È�Ý�ì�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [IronPort �–�Ó�î�ª�(�Ò>& IronPort Image Analysis>' ] 
�b8p�_4
�s�r�M��

�ç�Ü�Ç�“�–�Ý�b�«
�Ÿ�Õ�å

drop-attachments-where-contai
ns (< regular expression >[, 
<optional comment >]) 

�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�æ���K�S�G
0d/²#'�†�µ�t�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É�K�r
�M���”�î�•�–�È  �Ç�“�–�Ý>& zip�
 tar>'�c�
�p�_
�µ�r�€�Z�8�•�Ç�“�–�Ý�b�8�N�€�?�@�G0d/²#'�\
�M+´�M�•���œ�_�»�ß�µ�É�I�€�r�M��

�ç�Ü�Ç�“�–�Ý�b�»
�ß�µ�É>&3¡�i�\�b
�M+´�9>'

drop-attachments-where-dictio
nary-match(<dictionary name>)

�G�b�Ç�•�Ý�±  �”�¡�©�Ù�å�c�
3¡�i�b#Ý1��\�b
�M+´�_�ö�Y�8�Z�ç�Ü�Ç�“�–�Ý�†�P7V�K�r�M���ç
�Ü�Ç�“�–�Ý�[�6�•�\�8�•�I�€�•  MIME 4Š�(�b
#Ý1��@3¡�i�b#Ý1��\�M+´�M�•���œ>&�?�X�
�Ø�î
�¨��*O�b�K�A�8�Í�_4)�K�Z�8�•���œ>' �
�ç�Ü
�Ç�“�–�Ý�@7Á�Ê�Ó�î�Ý�?�}�P7V�I�€�r�M�� ���ç
�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b
�[�� >&P.9-75>' �†�g!·�K�Z�C�T�I�8��

/² 9-8 �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å�[�Q#Ý�M�•�Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å  >&)F�A>'

�”�¡�©�Ù�å �S�e  1��Â  
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
�«�¸�µ�É 2 [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

�B�Œ�K�S�G�\�†&g�M�Ó�µ�­�î�ª�@/²&g�I�€�
�(�Ò)��Ý0¿���@/²&g�I�€�r�M��

�W 9-3 Cisco �–�Ó�î�ª�(�Ò�b�+0[

�–�Ó�î�ª�(�Ò�Ç�•�Ý�±  �Ý�î�Ý�†�Q#Ý�M�•�\�
���b�›�(�Ò)��Ý�_�ö�Y�8�Z�”�¡�©�Ù�å�†�ô���[�A�r�M��

• [ �G�–>&Clean>' ]>8�–�Ó�î�ª�_4:�)�[�^�8�¥�å�¸�å�¶�c�6�~�r�O�‡��   �–�Ó�î�ª�(�Ò�b)��Ý�c�Ó�µ
�­�î�ª
²�/�[0£'ì�I�€�•�S�u�
�–�Ó�î�ª�@�^�8�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�\�(�Ò)��Ý�c  [ �G�–

>&Clean>' ] �\�^�~�r�M��

• [ $2�ƒ�K�8>&Suspect>' ]>8�–�Ó�î�ª�_4:�)�[�^�8�¥�å�¸�å�¶�@�6�•�•+��ö�@�6�~�r�M��  

• [ �Y4:�)>& Inappropriate>' ]>8�–�Ó�î�ª�_4:�)�[�^�8�¥�å�¸�å�¶�@�6�~�r�M��  

�G�€�}�b0£'ì)��Ý�_�c�
�–�Ó�î�ª  �”�¼�Û�–�¨�b�”�Ý�¦�Ü�¬�Ò�_�|�~�
4:�)�[�^�8�¥�å�¸�å�¶�@�6�•�•
+��ö�†&g�M�X�Í�@�m�~�\�Z�}�€�r�M��

���b�Í�@�N�á�I�€�r�M��

• [ �G�–>&Clean>' ]>80 >|  49

• [ $2�ƒ�K�8>&Suspect>' ]>850 >|  74

• [ �Y4:�)>& Inappropriate>' ]>875 >|  100

(­�Ø�†0¿���M�•�G�\�_�|�~�–�Ó�î�ª  �«�Ÿ�Õ�å�†�¤1*�Z�[�A�r�M���G�€�_�|�~�
1��8���†�ö�}�M�G�\�@
�[�A�r�M���S�\�<�d�
1��8���@$Î#Õ�K�Z�8�•���œ�c�
(­�Ø�†�*�C�K�r�M��3ë�_�
�–�Ó�î�ª  �«�Ÿ�Õ�å�[
4:�)�[�^�8�¥�å�¸�å�¶�@�è���I�€�Z�8�^�8���œ�c�
(­�Ø�†9×�C0¿���K�r�M��(­�Ø0¿���c  0>&�M�)�è���K
�^�8>'�\  100>&(­�Ø�@�q9×�[�6�•>'�b6ë�b�Í�[�M���¹�Ç�›�Ý�º�b(­�Ø�b  65 �_0¿���M�•�G�\�†�N�á�K�r
�M��

�–�Ó�î�ª�(�Ò�b1*�Z

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [IronPort �–�Ó�î�ª�(�Ò>& IronPort Image Analysis>' ] 
�b8p�_4
�s�r�M��

�«�¸�µ�É 2 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��
9-70
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»
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  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
�W 9-4 IronPort �–�Ó�î�ª�(�Ò0¿���b)…7Ÿ>& Edit IronPort Image Analysis Settings >'

�«�¸�µ�É 3 �–�Ó�î�ª�(�Ò�b(­�Ø�†0¿���K�r�M���¹�Ç�›�Ý�º�b(­�Ø�b  65 �_0¿���M�•�G�\�†�N�á�K�r�M��

�«�¸�µ�É 4 [ �G�–>&Clean>' ]�
 [ $2�ƒ�K�8>&Suspect>' ]�
�>�|�g  [ �Y4:�)>& Inappropriate>' ] �b0Û�o�†0¿���K�r�M��

�Í�b(
�V�†0¿���M�•���œ�
�Í�@5��^�}�^�8�|�:�_�K�Z�C�T�I�8���r�S�
�M�m�Z�Z�X�†�Q#Ý�K�Z�C�T
�I�8��

�«�¸�µ�É 5 �õ�–�[�
�q�`�§�–�¬�b0[�ó�† 6�S�I�^�8�–�Ó�î�ª�b�«�Ÿ�Õ�å�†�Â�–�Ã�«�M�•�|�:�_�
 AsyncOS �†0¿��
�K�r�M>&�N�á>'���¹�Ç�›�Ý�º�[�
�G�b0¿���c  100 �Æ�¡�­�Ý�_0¿���I�€�Z�8�r�M�� 100 �Æ�¡�­�Ý�• 6�b�–
�Ó�î�ª�†�«�Ÿ�Õ�å�M�•�\�
1��è%±�@$Î#Õ�M�•�•+��ö�@�6�~�r�M��

imageanalysisconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
 CLI �?�}�–�Ó�î�ª�(�Ò0¿���†�–�¿�î�È�Ý�_�M�•�G�\�v�[
�A�r�M��

test.com> imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)

Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.

[]> setup

IronPort Image Analysis: Enabled

Would you like to use IronPort Image Analysis? [Y]>
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  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
"I���b�Ó�µ�­�î�ª�b�Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�b/²&g

"I���b�Ó�µ�­�î�ª�b�Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�†&�1��M�•�_�c�
�Ó�î�Ý  �ß�¢�†�g!·�K�r�M���Ó�î�Ý  �ß�¢
�_�c�–�Ó�î�ª�¡�r�S�c�Ç�“�–�Ý�¡�
"I���b�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�«�¥�”�@/²&g�I�€�r�M���r�S�

�ß�¢�_�c�Ç�“�–�Ý
Æ�b�–�Ó�î�ª�@�«�Ÿ�Õ�å�•+��?�]�:�?�_�X�8�Z�b�_���v/²&g�I�€�r�M���G�b�ß�¢�_
�c�
�›�–�Ó�î�ª�[�c�^�C�
�›�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b)��Ý�_6õ�M�•�_���@/²&g�I�€�r�M���S�\�<
�d�
�Ó�µ�­�î�ª�_  JPEG �–�Ó�î�ª�†�µ�t  zip �Ç�“�–�Ý�@�ç�Ü�I�€�Z�8�S���œ�
�ß�¢�b�š�å�º�Ü�_�c  
JPEG �b�¡�S�[�c�^�C�
 zip �Ç�“�–�Ý�b�¡�S�@/²&g�I�€�r�M���r�S�
 zip �Ç�“�–�Ý�_0
�X�b�–�Ó�î�ª�@�µ
�r�€�Z�8�•���œ�
�ß�¢  �š�å�º�Ü�_�c�M�m�Z�b�–�Ó�î�ª�b�q�±�«�¥�”�@/²&g�I�€�r�M�� �� unscannable��
�b3û%±�c�
�8�N�€�?�b�–�Ó�î�ª�@�«�Ÿ�Õ�å�[�A�^�8�G�\�†�–�á�K�r�M��

�ß�¢�_�c�
�«�¥�”�@�]�b�|�:�_"I���b0Û�o>& [clean]�
 [suspect]�
�r�S�c  [inappropriate]>'�_�o�Î�I�€�•
�?�_6õ�M�•�_���c�6�~�r�O�‡���S�T�K�
�Ó�î�Ý  �ß�¢�†�Q#Ý�K�Z"I���b�Ó�µ�­�î�ª�b4Ä�™�†3ã2§�[�A�•
�S�u�
�Ó�µ�­�î�ª�_�P�K�Z��/œ�I�€�S�”�¡�©�Ù�å�_�|�W�Z�
�Ó�î�Ý�_�Y4:�)�^�–�Ó�î�ª�r�S�c$2�ƒ�K�8
�–�Ó�î�ª�@�µ�r�€�Z�8�S�?�]�:�?�@�ƒ�?�~�r�M��

Define the image analysis sensitivity. Enter a value between 0 (least

sensitive) and 100 (most sensitive). As sensitivity increases, so does the false positive 
rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by 
entering a value between 0 and 98. The default setting of 49 is recommended.

[49]>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by 
entering a value between 50 and 99. The default setting of 74 is recommended.

[74]>

Would you like to skip scanning of images smaller than a specific size? [Y]>

Please enter minimum image size to scan in pixels, representing either height or width of 
a given image.

[100]>
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  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
�S�\�<�d�
���b�Ó�î�Ý  �ß�¢�[�c�
�–�Ó�î�ª�(�Ò�«�Ÿ�Õ�å�b)��Ý�
�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�_�|�W�Z
�»�ß�µ�É�I�€�S�ç�Ü�Ç�“�–�Ý�†&g�K�Z�8�r�M��

�–�Ó�î�ª�(�Ò)��Ý�_�ö�Y�8�S�”�¡�©�Ù�å��/œ�b�Ó�µ�­�î�ª  �Ç�•�Ý�±�b0¿��

�–�Ó�î�ª�(�Ò�†�–�¿�î�È�Ý�_�K�S�}�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�8�B�K�Z�
�I�r�J�r�^�Ó�µ�­�î�ª�b0Û�o
�_�P�K�Z�I�r�J�r�^�”�¡�©�Ù�å�†��/œ�M�•�²0[�@�6�~�r�M���S�\�<�d�
�e8Ÿ�^�8�\0Û�o�I�€�S�Ó�µ�­�î
�ª�†4Ä�™�K�
�Y4:�)�^�¥�å�¸�å�¶�†�µ�t�\�8�•�I�€�S�Ó�µ�­�î�ª�†7x7³�M�•�²0[�@�6�•�\�K�r�M��

>&�@>' �©�«�¥�[�c�
�Y4:�)�r�S�c$2�ƒ�K�8�\0Û�o�I�€�S�Ó�µ�­�î�ª�†�»�ß�µ�É�r�S�c�Â�˜�å�«�K�^�8�G�\�†�N
�á�K�r�M���æ�ƒ�~�_�
�‹�[&�1��K�Z�º�Þ�å�»�(�Ò�_�X�8�Z�•�q�M�•�S�u�_�
4*�o�K�S�Ó�µ�­�î�ª�b�¥
�Æ�î�†7x7³�K�r�M��

���b�Ç�•�Ý�±�c�
�¥�å�¸�å�¶�@�Y4:�)�r�S�c$2�ƒ�K�8���œ�_�±�¢�†�Ü�E�}�€�•�Ó�µ�­�î�ª�†&g�K�Z�8�r
�M��

Thu Apr  3 08:17:56 2009 Debug: MID 154 IronPort Image Analysis: image 'Unscannable.jpg' 
is unscannable.

Thu Apr  3 08:17:56 2009 Info: MID 154 IronPort Image Analysis: attachment 
'Unscannable.jpg' score 0 unscannable

Thu Apr  3 08:17:56 2009 Info: MID 6 rewritten to MID 7 by 
drop-attachments-where-image-verdict filter 'f-001'

Thu Apr  3 08:17:56 2009 Info: Message finished MID 6 done

image_analysis: if image-verdict == "inappropriate" {

strip-header("Subject");

insert-header("Subject", "[inappropriate image] $Subject");

}

 else {

if image-verdict == "suspect" {

strip-header("Subject");

insert-header("Subject", "[suspect image] $Subject");

} 

}
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
�–�Ó�î�ª�(�Ò�b0Û�o�_�ö�Y�8�Z�ç �Ü�Ç�“�–�Ý�†7V�d�M�•�¥�å�¸�å�¶  �Ç�•�Ý�±�b�8�B  

�–�Ó�î�ª�(�Ò�†�–�¿�î�È�Ý�_�M�•�\�
�¥�å�¸�å�¶  �Ç�•�Ý�±�†�8�B�K�Z�–�Ó�î�ª�(�Ò�b0Û�o�_�ö�Y�8�Z
�ç�Ü�Ç�“�–�Ý�†�P7V�M�•�?�
�I�r�J�r�^�Ó�µ�­�î�ª�b0Û�o�_�P�K�Z�I�r�J�r�^�”�¡�©�Ù�å�†��/œ�M�•�|
�:�_�Ç�•�Ý�±�†0¿���[�A�r�M���S�\�<�d�
�Y4:�)�^�¥�å�¸�å�¶�†�µ�t�Ó�µ�­�î�ª�†7x7³�M�•�G�\�_�ô��
�K�S�\�K�r�M��

�–�Ó�î�ª�(�Ò�b0Û�o�_�ö�Y�8�Z�ç�Ü�Ç�“�–�Ý�†�P7V�M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�¥�å�¸�å�¶  �Ç�•�Ý�±>& Incoming Content Filters>' ] �†�¡
�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [ �Ç�•�Ý�±�†3ã�•>& Add Filter>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 [ �”�¡�©�Ù�å>& Actions>' ] �[�
 [ �”�¡�©�Ù�å�†3ã�•>& Add Action>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 [ �Ç�“�–�Ý�_���_�|�W�Z�ç�Ü�Ç�“�–�Ý�†7V�d>& Strip Attachment by File Info>' ] �[�
 [ �–�Ó�î�ª�(�Ò�8��
>&Image Analysis Verdict is>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 ���b�–�Ó�î�ª�(�Ò�b0Û�o�?�}4E�¥�K�r�M��

• $2�ƒ�K�8>&Suspect>'

• �Y4:�)>& Inappropriate>'

• �Y4:�)�v�K�C�c$2�ƒ�K�8>& Suspect or Inappropriate>'

• �«�Ÿ�Õ�å�Y�•>& Unscannable>'

• �G�–>&Clean>'

�–�Ó�î�ª�(�Ò�b0Û�o�_�ö�Y�C�”�¡�©�Ù�å�†0¿���M�•�_�c�
���b�m8p�†��/œ�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�¥�å�¸�å�¶  �Ç�•�Ý�±>& Incoming Content Filters>' ] �†�¡
�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [ �Ç�•�Ý�±�†3ã�•>& Add Filter>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 [ �²�ó>& Conditions>' ] �[�
 [ �²�ó�†3ã�•>& Add Condition>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 [ �ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý�_��>& Attachment File Info>' ] �[�
 [ �–�Ó�î�ª�(�Ò�8��>& Image Analysis 
Verdict>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 ���b�8�N�€�?�b0Û�o�†4E�¥�K�r�M��

• $2�ƒ�K�8>&Suspect>'

• �Y4:�)>& Inappropriate>'

• �Y4:�)�v�K�C�c$2�ƒ�K�8>& Suspect or Inappropriate>'

• �«�Ÿ�Õ�å�Y�•>& Unscannable>'

• �G�–>&Clean>'

�«�¸�µ�É 7 [ �”�¡�©�Ù�å�†3ã�•>& Add Action>' ] �†�¡�Ü�µ�¡�K�r�M��
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
�«�¸�µ�É 8 �–�Ó�î�ª�(�Ò�b0Û�o�_�ö�Y�8�Z�Ó�µ�­�î�ª�_�P�K�Z��/œ�M�•�”�¡�©�Ù�å�†4E�¥�K�r�M��

�«�¸�µ�É 9 �š�f
Æ���†3æ�™�K�
&����K�r�M��

3û%±

GUI �b  [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �Ì�î�ª�r�S�c  textconfig  CLI �¥�Ð�å�»�†�Q#Ý�K�Z�

�•�«�±�Ò3û%±�¸�å�É�Þ�î�º�†�¸�Ÿ�«�º  �Ü�¯�î�«�\�K�Z0¿���M�•�G�\�v�[�A�r�M���G�€�v�
�ç�Ü�Ç�“�–
�Ý�b�Ç�•�Ý�±  �Ý�î�Ý�\)��s�œ�ƒ�O�Z�Q#Ý�M�•�\�}�<�^�¶�î�Ý�[�M��3û%±�¸�å�É�Þ�î�º�c8�  ASCII �e�Ð
�†�§�Ï�î�º�K�Z�8�r�M>&�¸�å�É�Þ�î�º�†�8�B�M�•�\�A�
�š�å�¥�î�»�†4E�¥�M�•�|�:�_0[�Ó�I�€�r�M>' ��

���b�[�[�c�
�q�6�_  textconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
 strip.mp3  �\�8�:�¡�S�b3û%±�¸�å�É�Þ�î�º�†�8
�B�K�r�M���G�€�c�
3û%±�Ó�µ�­�î�ª�b�•�e�_��
°�I�€�r�M�����_�
�ç�Ü�Ç�“�–�Ý�b�Ç�•�Ý�±  �Ý�î�Ý�†
�8�B�K�
 .mp3 �Ç�“�–�Ý�@�Ó�µ�­�î�ª�?�}�P7V�I�€�S���œ�
�£���K�Z�8�S�w�™*…���Z�_  .mp3 �Ç�“�–�Ý
�@�P7V�I�€�S�G�\�†3û%±�M�•7Á�Ê�Ó�î�Ý�@3æ�™�I�€�•�|�:�_0¿���[�A�r�M��

0ò(ý�_�X�8�Z�c�
 ��3û%±�>�|�g�¥�Æ�î3û%±�”�¡�©�Ù�å�� >&P.9-54>' �†�g!·�K�Z�C�T�I�8��

�ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[

���_�
�ç�Ü�Ç�“�–�Ý�_�P�K�Z��/œ�I�€�•�”�¡�©�Ù�å�b�[�†&g�K�r�M��

�Ê�µ�²�î�b��
°

�G�b�[�[�c�
�ç�Ü�Ç�“�–�Ý�_�æ���K�S�¥�å�¸�å�¶�@�µ�r�€�Z�8�•���œ�_�
 AsyncOS �@�Ê�µ�²�î�†��
°
�K�r�M��

���b�[�[�c�
�6�•�Ÿ�î�á�î�»�@�µ�r�€�•�?�]�:�?�
�Ó�µ�­�î�ª�b�M�m�Z�b�ç�Ü�Ç�“�–�Ý�†�«�Ÿ�Õ�å�K�r
�M���M�m�Z�b�ç�Ü�Ç�“�–�Ý�_�Ÿ�î�á�î�»�@�Ñ�~�M�•���œ�
�•�«�±�Ò�b  X-Header �@��
°�I�€�r�M��

drop-mp3s:

if (attachment-type == '*/mp3')

{ drop-attachments-by-filetype('Media');

  notify ('$EnvelopeRecipients', 'Your mp3 has been removed', '$EnvelopeFrom', 
'strip.mp3');

} 

attach_disclaim:

    if (every-attachment-contains('[dD]isclaimer') ) {

        insert-header("X-Example-Approval", "AttachOK");

    }
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
���b�[�[�c�
"I���b�Â�–�¼�Ü  �¹�î�±�b�Ã�±�î�å�@�6�•�?�]�:�?�
�ç�Ü�Ç�“�–�Ý�†�«�Ÿ�Õ�å�K�r�M��
�Ç�•�Ý�±�c  attachment-binary-contains  �Ç�•�Ý�±  �Ý�î�Ý�†�Q#Ý�K�Z�
 PDF �»�Ÿ�×�Ó�å�º�@�/�•�ì�I
�€�Z�8�•�G�\�†&g�M�Ã�±�î�å�†�è(ô�K�r�M���Â�–�¼�Ü  �¹�î�±
Æ�_�Q�b�Ã�±�î�å�@�Ñ�~�M�•���œ�
�•�«
�±�Ò �Ê�µ�²�î�@��
°�I�€�r�M��

�Ç�“�–�Ý  �±�–�É�_�|�•�ç�Ü�Ç�“�–�Ý�b�»�ß�µ�É

���b�[�[�c�
�ç�Ü�Ç�“�–�Ý�b�� executable���¢�Ý�î�É>& .exe �
 .dll �
�>�|�g  .scr >'�@�Ó�µ�­�î�ª�?�}
�P7V�I�€�
�P7V�I�€�S�Ç�“�–�Ý�b�¡�S�†�4�ò�M�•�¸�Ÿ�«�º�@�Ó�µ�­�î�ª�_3ã�•�I�€�r�M

>&$dropped_filename �”�¡�©�Ù�å�š�X�†�Q#Ý>' �� drop-attachments-by-filetype  �”�¡�©�Ù�å�c�ç�Ü
�Ç�“�–�Ý�†&�1��K�
 3 �e�Ð�b�Ç�“�–�Ý�Ñ�G�Ê�T�E�[�c�^�C�
�Ç�“�–�Ý�b�Ç�•�å�ž�î  �É�Ü�å�º�_�ö�Y�8�Z
�ç�Ü�Ç�“�–�Ý�†�P7V�K�r�M�� 1 �X�b�Ç�“�–�Ý  �±�–�É>&�� mpeg��>'�†�æ���K�S�~�
�6�•�Ç�“�–�Ý  �±�–�É�b
�M�m�Z�b�Ó�å�Â>&�� Media��>'�†�g!·�K�S�~�[�A�r�M��

���b�[�[�c�
�š�å�Ë�ß�î�É3æ�™*…�@�»�Ó�–�å  example.com  
Æ�_�Ñ�~�K�^�8�Ó�µ�­�î�ª�?�}�
� �L
�� executable���¢�Ý�î�É�b�ç�Ü�Ç�“�–�Ý>& .exe �
 .dll �
�>�|�g  .scr >'�@�
�P7V�I�€�r�M��

���b�[�[�c�
�š�å�Ë�ß�î�É3æ�™*…�@�»�Ó�–�å  example.com  
Æ�_�Ñ�~�K�^�8�Ó�µ�­�î�ª�?�}�
�Ç�“�–�Ý  
�±�–�É�b"I���b�Ó�å�Â>& �� wmf��>'�>�|�g� �L�� executable���¢�Ý�î�É�b�ç�Ü�Ç�“�–�Ý>& .exe �
 .dll �
�>
�|�g  .scr >'�@�P7V�I�€�r�M��

match_PDF_Encrypt:

if (attachment-filetype == 'pdf' AND

attachment-binary-contains('/Encrypt')){

strip-header (‘Subject’);

insert-header (‘Subject’, ‘[Encrypted] $Subject’);

}

strip_all_exes: if (true) {

                    drop-attachments-by-filetype ('Executable', “Removed attachment: 
$dropped_filename”);

                }

strip_inbound_exes: if (mail-from != "@example\\.com$") {

                        drop-attachments-by-filetype ('Executable');

                     } 

strip_inbound_exes_and_wmf: if (mail-from != "@example\\.com$") {

                        drop-attachments-by-filetype ('Executable');
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
���b�[�[�c�
�ç�Ü�Ç�“�–�Ý�b�� executable���¦�S��*O�¢�Ý�î�É�@�
�|�~�¨�C�b�ç�Ü�Ç�“�–�Ý�b�¡�S�†�µ
�t�|�:�_�Ñ�G�I�€�Z�8�r�M�� >&�G�b�”�¡�©�Ù�å�[�c�
�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý  �±�–�É�c&�1��I�€�r�O
�‡>'��

drop-attachments-by-name  �”�¡�©�Ù�å�[�c�
8�  ASCII �e�Ð�†�§�Ï�î�º�K�Z�8�r�M��

>&�@>' drop-attachments-by-name �”�¡�©�Ù�å�c�
 MIME �Ê�µ�²�î�[�Ÿ�Õ�É�³�Õ�I�€�S�Ç�“�–�Ý�¡�_�P�K�Z
�G0d/²#'!·�œ�†��/œ�K�r�M�� MIME �Ê�µ�²�î�?�}�Ÿ�Õ�É�³�Õ�I�€�S�Ç�“�–�Ý�¡�c�
�q�‹�_�«�Ì�î�«�@
�Ñ�~�M�•���œ�@�6�~�r�M��

���b�[�[�c�
�ç�Ü�Ç�“�–�Ý�@�Ó�µ�­�î�ª�_  .exe ��/œ�Ç�“�–�Ý�b�Ç�“�–�Ý  �±�–�É�[�^�8���œ�c�»�ß�µ�É
�I�€�r�M���S�T�K�
�Ç�•�Ý�±�c�
7V�¥�M�•�Ç�“�–�Ý  �±�–�É�†
��<�S�a�^�C�\�v  1 �X�b�ç�Ü�Ç�“�–�Ý�@
�6�•�Ó�µ�­�î�ª�l�b�”�¡�©�Ù�å�†��/œ�K�r�O�‡���S�\�<�d�
���b�Ç�•�Ý�±�c  .exe �Ç�“�–�Ý  �±�–�É�[�c
�^�8�ç�Ü�Ç�“�–�Ý�†�µ�t�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�M��

�Ó�µ�­�î�ª�_0
�X�b�ç�Ü�Ç�“�–�Ý�@�6�•���œ�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ú�b�ç�Ü
�Ç�“�–�Ý�@  .exe  �Ç�“�–�Ý�[�^�8���œ�[�v�
�ç�Ü�Ç�“�–�Ý�b�a�^�C�\�v  1 �X�@ .exe  �Ç�“�–�Ý�b���œ�c
�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�O�‡��

�¹�•�¡�©�Ù�¼�Ü�b�M+´�_�|�•�ç�Ü �Ç�“�–�Ý�b�»�ß�µ�É

�G�b  drop-attachments-where-dictionary-match �”�¡�©�Ù�å�[�c�
�¹�•�¡�©�Ù�¼�Ü�b#Ý1��\�b�M+´
�_�ö�Y�8�Z�
�ç�Ü�Ç�“�–�Ý�†�P7V�K�r�M���ç�Ü�Ç�“�–�Ý�[�6�•�\�8�•�I�€�•  MIME 4Š�(�b#Ý1��@3¡�i
�b#Ý1��\�M+´�M�•���œ>&�?�X�
�Ø�î�¨��*O�b�K�A�8�Í�_4)�K�Z�8�•���œ>' �
�ç�Ü�Ç�“�–�Ý�@7Á�Ê�Ó�î�Ý
�?�}�P7V�I�€�r�M�����b�[�[�c�
 �� secret_words���¹�•�¡�©�Ù�¼�Ü
Æ�b�"1��@�ç�Ü�Ç�“�–�Ý
Æ�[�è���I
�€�•�\�
�ç�Ü�Ç�“�–�Ý�@�P7V�I�€�r�M���M+´�b�K�A�8�Í�c  1 �_0¿���I�€�Z�8�•!l�_�@�–�K�Z�C�T�I�8��

                        drop-attachments-by-filetype ('x-wmf');

                     }

strip_all_dangerous: if (true) {

                    drop-attachments-by-filetype ('Executable');

                      drop-attachments-by-name('(?i)\\.(cmd|pif|bat)$');

                     }

exe_check: if (attachment-filetype != "exe") {

                   drop();

               }

Data_Loss_Prevention: if (true) {
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  �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å
�–1¤�I�€�S�ç�Ü�Ç�“�–�Ý�b7x7³

attachment-protected  �Ç�•�Ý�±�[�c�
�Ó�µ�­�î�ª
Æ�b�ç�Ü�Ç�“�–�Ý�@�Ã�«�á�î�»�–1¤�I�€�Z�8�•�?�†
�¸�«�º�K�r�M���w�™�Ó�î�Ý�_�P�K�Z�G�b�Ç�•�Ý�±�†�Q#Ý�K�Z�
�ç�Ü�Ç�“�–�Ý�@�«�Ÿ�Õ�å�•+��?�]�:�?�†
&�1��[�A�r�M���G�b��*O�_�‘�8�
 1 �X�b�/�•�ì�I�€�S�Ó�å�Â�\0
�X�b�/�•�ì�I�€�Z�8�^�8�Ó�å�Â�î�†�µ
�t  zip �Ç�“�–�Ý�c�
�–1¤�I�€�Z�8�•�\0b�^�I�€�r�M��� �]�_�
�œ�î�É�å  �Ã�«�á�î�»�@0¿���I�€�Z�8�^�8  
PDF �Ç�“�–�Ý�c�
�¥�Æ�î�x�3�E�@�Ã�«�á�î�»�–1¤�I�€�Z�8�S�\�K�Z�v�
�–1¤�I�€�Z�8�•�\�c0b�^�I�€
�r�O�‡�����b�[�[�c�
�–1¤�I�€�S�ç�Ü�Ç�“�–�Ý�@7x7³�š�Ü�”�� Policy���_3æ�™�I�€�r�M��

�–1¤�I�€�Z�8�^�8�ç�Ü�Ç�“�–�Ý�b�è��

attachment-unprotected  �Ç�•�Ý�±�c�
�Ó�µ�­�î�ª
Æ�b�ç�Ü�Ç�“�–�Ý�@�Ã�«�á�î�»�–1¤�I�€�Z�8�^�8�?
�†�¸�«�º�K�r�M���G�b�Ó�µ�­�î�ª  �Ç�•�Ý�±�c�
 attachment-protected  �Ç�•�Ý�±�\/õ�ö6õ�€�_�6�~�r
�M���G�b�Ç�•�Ý�±�†3æ�™�Ó�î�Ý�_�Q#Ý�K�Z�
�–1¤�I�€�Z�8�^�8�Ó�î�Ý�†�è���M�•�G�\�@�[�A�r�M�����b
�[�[�c�
 AsyncOS �@3æ�™�Ü�«�¼�î�[�–1¤�I�€�Z�8�^�8�ç�Ü�Ç�“�–�Ý�†�è���K�
�Ó�µ�­�î�ª�†7x7³�K�Z
�8�r�M��

drop-attachments-where-dictionary-match("secret_words", 1);

}

quarantine_protected:

if attachment-protected 

{

quarantine("Policy");

}

quarantine_unprotected:

if attachment-unprotected 

{

quarantine("Policy");

}
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
CLI �†�Q#Ý�K�Z�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b3ã�•�
�P7V�
�”�¡�¸�•�È�ì / 8��”�¡�¸�•�È�ì�
�–�å�Ï�î�º / �š
�¡�«�Ï�î�º�
�ß�¢  �œ�É�©�Ù�å�b0¿���@�•+��[�M�����b/²�[�
�¥�Ð�å�»�\�§�È�¥�Ð�å�»�_�X�8�Z�r�\�u
�Z1��Â�K�r�M��

>&�@>' �Ç�•�Ý�±�†�w� �_�M�•�_�c�
 commit  �¥�Ð�å�»�†$Î/œ�M�•�²0[�@�6�~�r�M��

�Ã�Û�Ó�î�±�_�c�
���b  3 �X�b�±�–�É�@�6�~�r�M��

/² 9-9 �Ó�µ�­�î�ª  �Ç�•�Ý�±  �§�È�¥�Ð�å�»

�S�e 1��Â

filters �Ó�–�å  �¥�Ð�å�»���G�b�¥�Ð�å�»�c�P0ð�g�'�[�
0ò(ý�_���†
°�Š�M�•�|�:0[�Ó�I�€�r
�M>&�S�\�<�d�
 new�
 delete �
 import  �^�]>' ��

new �‚�K�8�Ç�•�Ý�±�†�8�B�K�r�M�����d�†�æ���K�^�8���œ�
#'�~�b�©�î�£�å�«�_�Ç�•�Ý
�±�@3ã�•�I�€�r�M�����d�†�æ���K�S���œ�
�©�î�£�å�«�b"I���b���d�_�Ç�•�Ý�±�@��

°�I�€�r�M��0ò(ý�_�X�8�Z�c�
 ���‚�K�8�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�8�B�� >&P.9-80>' �†�g
!·�K�Z�C�T�I�8��

delete �¡�S�r�S�c�©�î�£�å�«$��•�†�æ���K�Z�
�Ç�•�Ý�±�†�P7V�K�r�M��0ò(ý�_�X�8�Z�c�

���Ó�µ�­�î�ª  �Ç�•�Ý�±�b�P7V�� >&P.9-80>' �†�g!·�K�Z�C�T�I�8��

move �¤�Ñ�b�Ç�•�Ý�±�†�j�m�p�<�r�M��0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  �Ç�•�Ý�±�b&ã�·��
>&P.9-80>' �†�g!·�K�Z�C�T�I�8��

set �Ç�•�Ý�±�†�”�¡�¸�•�È�r�S�c8��”�¡�¸�•�È"g�Â�_0¿���K�r�M��0ò(ý�_�X�8�Z�c�

���Ó�µ�­�î�ª  �Ç�•�Ý�±�b�”�¡�¸�•�Ë�î�©�Ù�å�\�¹�•�”�¡�¸�•�Ë�î�©�Ù�å�� >&P.9-81>'
�†�g!·�K�Z�C�T�I�8��

import �Ç�•�Ý�±�b#'�~�b�­�µ�º�†�
�Ç�“�–�Ý>&�”�É�Û�–�”�å�«�b  /configuration �¹�•�Þ�¡
�º�Ü>'
Æ�_�–�Ñ�I�€�Z�8�•�‚�K�8�­�µ�º�_*(�A�n�<�r�M��0ò(ý�_�X�8�Z�c�
 ���Ó�µ
�­�î�ª  �Ç�•�Ý�±�b�–�å�Ï�î�º�� >&P.9-84>' �†�g!·�K�Z�C�T�I�8��

export �Ç�•�Ý�±�b#'�~�b�­�µ�º�†>&�”�É�Û�–�”�å�«�b  /configuration �¹�•�Þ�¡�º�Ü
Æ�b>'
�Ç�“�–�Ý�_�š�¡�«�Ï�î�º�K�r�M��0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  �Ç�•�Ý�±�b�š�¡�«
�Ï�î�º�� >&P.9-85>' �†�g!·�K�Z�C�T�I�8��

list 1 �X�è�V�b�Ç�•�Ý�±�_6õ�M�•�_���†�M0t/²&g�K�r�M��0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  
�Ç�•�Ý�±  �Ü�«�º�b/²&g�� >&P.9-85>' �†�g!·�K�Z�C�T�I�8��

detail "I���b�Ç�•�Ý�±�_6õ�M�•0ò(ý�_��>&�Ç�•�Ý�±  �Ý�î�Ý+¬�/�b�•�e�^�]>'�†���Š�K�r
�M��0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  �Ç�•�Ý�±�b0ò(ý�b/²&g�� >&P.9-86>' �†�g!·�K�Z�C
�T�I�8��

logconfig �Ç�•�Ý�±�b  logconfig �§�È�Ó�½�×�î�†
°�Š�M�•�\�
 archive()  �Ç�•�Ý�±  �”�¡�©�Ù�å
�?�}�ß�¢  �§�È�«�¡�Ü�É�©�Ù�å�†)…7Ÿ�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ç�•�Ý�±  �ß�¢  �§
�È�«�¡�Ü�É�©�Ù�å�b0¿���� >&P.9-86>' �†�g!·�K�Z�C�T�I�8��

/² 9-10 �Ç�•�Ý�±'ö#.�Ã�Û�Ó�î�±

seqnum �Ç�•�Ý�±�b�Ü�«�º
Æ�b�)*(�_�ö�Y�8�Z�Ç�•�Ý�±�†/²�M�Z�X�[�M���S�\�<�d�
 seqnum �@ 2 
�b���œ�
�Ü�«�º
Æ�b  2 $��u�b�Ç�•�Ý�±�†/²�K�r�M��
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
�‚�K�8�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�8�B
new [ seqnum| filtname |last]

�‚�K�8�Ç�•�Ý�±�†��
°�M�•�)*(�†�æ���K�r�M��%,$��M�•�?�
�Ÿ�î�á�î�»  last  �†�æ���M�•�\�

°�Š�I�€
�S�Ç�•�Ý�±�@�Ç�•�Ý�±  �Ü�«�º�b�q�‹�_3ã�•�I�€�r�M���©�î�£�å�«$��•�c4�)F�I�O�•�²0[�@�6�~�r�M��
#'�~�b�Ü�«�º�b(
�V�†2z�<�•  seqnum �c
°�Š�[�A�r�O�‡���Y�Â�^  filtname �†
°�Š�M�•�\�
�w� �^  
filtname�
 seqnum�
�r�S�c  last  �†
°�Š�M�•�|�:�_�Ó�u�}�€�r�M��

�Ç�•�Ý�±�†
°�Š�K�S�}�
�m�·�[�Ç�•�Ý�±  �«�¡�Ü�É�º�†
°�Š�M�•�²0[�@�6�~�r�M��
°�Š�†)
�¢�K�S�}�

�Q�b/œ+¬�/�_�Æ�Ü�œ�»>&. >'�†
°�Š�K�Z�š�å�º�Ü�†)
�¢�K�r�M��

���b�²�ó�[�c�š�Û�î�@$Î#Õ�K�r�M��

• �©�î�£�å�«$��•�@#'�~�b�©�î�£�å�«$��•�b(
�V�†2z�<�Z�8�•��

• �Ç�•�Ý�±�_�Ü�E�S  filtname �@�M�–�[�c�^�8��

• �Ç�•�Ý�±�_�Ü�E�S  filtname �@�£(Ù1��[�6�•��

• �Ç�•�Ý�±�_�S�e�š�Û�î�@$Î#Õ�K�Z�8�•��

• �–�å�±�î�Ç�™�–�«�^�]�
�Ñ�~�K�^�8�©�«�¸�Ò  �Ü�¯�î�«�†�g!·�M�•�”�¡�©�Ù�å�†��/œ�M�•�Ç�•�Ý�±��

�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�P7V
delete [ seqnum| filtname | range ]

�æ���K�S�Ç�•�Ý�±�†�P7V�K�r�M��

���b�²�ó�[�c�š�Û�î�@$Î#Õ�K�r�M��

• �æ���K�S�¡�S�b�Ç�•�Ý�±�@�Ñ�~�K�^�8��

• �æ���K�S�©�î�£�å�«$��•�b�Ç�•�Ý�±�@�Ñ�~�K�^�8��

�Ó�µ�­�î�ª  �Ç�•�Ý�±�b&ã�·

move [ seqnum| filtname | range  seqnum|last]

�q�6�b�Ã�Û�Ó�î�±�[�æ���K�S�Ç�•�Ý�±�†�
 2 $��u�b�Ã�Û�Ó�î�±�[�æ���K�S���d�_&ã�·�K�r�M�� 2 $��u�b
�Ã�Û�Ó�î�±�@�Ÿ�î�á�î�»  last  �[�6�•���œ�
�Ç�•�Ý�±�c�Ç�•�Ý�±  �Ü�«�º�b�q�‹�_&ã�·�I�€�r�M��0
�X�b
�Ç�•�Ý�±�†&ã�·�M�•���œ�
�Q�€�}�b�Ç�•�Ý�±�b%&�P$×�^8p�Î�c�š�ƒ�~�r�O�‡��

���b�²�ó�[�c�š�Û�î�@$Î#Õ�K�r�M��

• �æ���K�S�¡�S�b�Ç�•�Ý�±�@�Ñ�~�K�^�8��

filtname �Ç�•�Ý�±�b/²&g�¡��

range range �c�
0
�X�b�Ç�•�Ý�±�†/²�M���œ�_�Q#Ý�M�•�G�\�@�6�~�
 �� X- Y���b�g�'�[/²�I�€�r
�M�� X �\  Y �c�
(
�V�†�æ���M�•�S�u�b�q�6�\�q�‹�b  seqnums �[�M���S�\�<�d�
 �� 2-4 ��
�c�
 2�
 3�
 4 $��u�b�)*(�_�6�•�Ç�•�Ý�±�†/²�K�r�M�� X �r�S�c  Y �b�8�N�€�?�†%,$��M�•
�\�
!“�D7H�b�Ü�«�º�†/²�K�r�M���S�\�<�d�
 �� -4 ���c�q�6�?�}  4 �X�b�Ç�•�Ý�±�†/²�K�


�� 2- ���c�

›8Œ�è�¥�b�M�m�Z�b�Ç�•�Ý�±�†/²�K�r�M���Ÿ�î�á�î�»  all  �†�Q#Ý�K�Z�
�Ç�•�Ý
�±  �Ü�«�º
Æ�b�M�m�Z�b�Ç�•�Ý�±�†/²�M�G�\�v�[�A�r�M��

/² 9-10 �Ç�•�Ý�±'ö#.�Ã�Û�Ó�î�±  >&)F�A>'
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
• �æ���K�S�©�î�£�å�«$��•�b�Ç�•�Ý�±�@�Ñ�~�K�^�8��

• �©�î�£�å�«$��•�@#'�~�b�©�î�£�å�«$��•�b(
�V�†2z�<�Z�8�•��

• &ã�·�K�Z�v�©�î�£�å�«�@�š�f�I�€�^�8��

�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�”�¡�¸�•�Ë�î�©�Ù�å�\�¹�•�”�¡�¸�•�Ë�î�©�Ù�å

�æ���I�€�•�Ó�µ�­�î�ª  �Ç�•�Ý�±�c�
 active �r�S�c  inactive �b�8�N�€�?�[�6�~�
�I�}�_  valid �r�S�c  
invalid �b�8�N�€�?�[�M���Ó�µ�­�î�ª  �Ç�•�Ý�±�c�
 active �\  valid �b�g�‰�b"g�Â�[�6�•���œ�_�b�s��#.
�_�Q#Ý�I�€�r�M�� CLI �†3û�L�Z�
�¤�Ñ�b�Ç�•�Ý�±�†  active �?�}  inactive �_�š�f�K�r�M>&�Q�b�‹�

Ì�g�`
�K�r�M>'���Ñ�~�K�^�8>&�r�S�c�P7V�I�€�S>'�Ü�«�¼�î�r�S�c�–�å�±�î�Ç�™�–�«�†�g!·�K�Z�8�•���œ�
�Q
�b�Ç�•�Ý�±�c  invalid �[�M��

>&�@>' �Ç�•�Ý�±�@  inactive �[�6�•�?�]�:�?�c�
�S�e�?�}�8�•�[�A�r�M�� AsyncOS �[�c�
 inactive �[�6�•�Ç�•
�Ý�±�b�Ç�•�Ý�±�¡�_)F�C�¥�ß�å�@�
�¤�Ã'¢�_�š�f�I�€�r�M���Ç�•�Ý�±�†
°�Š�r�S�c�–�å�Ï�î�º�M�•�\�A
�_�G�b�S�e�†�Q#Ý�M�•�\�
 AsyncOS �c�Ç�•�Ý�±�†  inactive �\�K�Z�Ð�î�¡�K�r�M��

�S�\�<�d�
���b�|�:�_!“���^�� filterstatus���\�8�:�¡�S�b�Ç�•�Ý�±�†
°�Š�K�r�M�� filter -> set  �§�È
�¥�Ð�å�»�†�Q#Ý�K�Z�
�G�b�Ç�•�Ý�±�†  inactive �_�K�r�M���Ç�•�Ý�±�b0ò(ý�@/²&g�I�€�
�¥�ß�å�@�¤�Ã'¢
�_�š�ƒ�W�Z�8�•!l�_�@% �K�Z�C�T�I�8>&�è�W�b�[�[�
�´�Ð�[&g�I�€�Z�8�r�M>' ��

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[]> new

Enter filter script.  Enter '.' on its own line to end.

filterstatus: if true{skip-filters();}

.

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> list

Num Active Valid Name

  1   Y      Y   filterstatus

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> set

Enter the filter name, number, or range:

[all]> all

Enter the attribute to set:
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
[active]> inactive

1 filters updated.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> detail

Enter the filter name, number, or range:

[]> all

Num Active Valid Name

  1   N      Y   filterstatus

filterstatus! if (true) {

 skip-filters();

              }

Choose the operation you want to perform:
9-83
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�”�¡�¸�•�Ë�î�©�Ù �å�r�S�c�¹�•�”�¡�¸�•�Ë�î�©�Ù�å

set [ seqnum| filtname | range ] active|inactive

�æ���K�S�Ç�•�Ý�±�†�æ���K�S"g�Â�_0¿���K�r�M��"g�Â�b�Ý�î�Ý�c���b�\�>�~�[�M��

• active>84E�¥�K�S�Ç�•�Ý�±�b"g�Â�†  active �_0¿���K�r�M��

• inactive>84E�¥�K�S�Ç�•�Ý�±�b"g�Â�†  inactive �_0¿���K�r�M��

���b�²�ó�[�c�š�Û�î�@$Î#Õ�K�r�M��

• �æ���K�S  filtname �b�Ç�•�Ý�±�@�Ñ�~�K�^�8��

• �æ���K�S�©�î�£�å�«$��•�b�Ç�•�Ý�±�@�Ñ�~�K�^�8��

>&�@>' inactive �[�6�•�Ç�•�Ý�±�c�
�S�e�?�}�v�8�•�[�A�r�M���Û�Ë�Ý>&�Ç�•�Ý�±�¡>'�b�‹�b�¥�ß�å�@�
�¤�Ã'¢
>&! >'�_�š�f�I�€�r�M�� CLI �?�}�m�·�[
°�Š�I�€�S�
�r�S�c�–�å�Ï�î�º�I�€�S�Ç�•�Ý�±�_�G�b�S�e�@�µ�r
�€�•���œ�
+¬�·$×�_  inactive �\�Ð�î�¡�I�€�r�M���S�\�<�d�
 mailfrompm! �@�
 mailfrompm:  �b�æ�ƒ�~�_
/²&g�I�€�r�M��

�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�–�å�Ï�î�º
import filename

��#.�I�€�•�Ç�•�Ý�±�†�µ�t�Ç�“�–�Ý�b�¡�S�[�M���G�b�Ç�“�–�Ý�c�
�”�É�Û�–�”�å�«�b  FTP/SCP �Ý�î�º  
�¹�•�Þ�¡�º�Ü�b  configuration �¹�•�Þ�¡�º�Ü
Æ�_�Ñ�~�M�•�²0[�@�6�~�r�M>& interfaceconfig  �¥�Ð�å�»
�†�Q#Ý�K�Z�–�å�±�î�Ç�™�–�«�b  FTP/SCP �”�¡�­�«�†�–�¿�î�È�Ý�_�K�Z�8�•���œ>' ���Ç�“�–�Ý�c�v�~3¸
�r�€�Z0Ž�Ò�I�€�
�š�Û�î�@�Ñ�~�M�€�d���Ì�I�€�r�M��#'�~�b�Ç�•�Ý�±  �­�µ�º
Æ�_�Ñ�~�M�•�M�m�Z�b
�Ç�•�Ý�±�c�
�–�å�Ï�î�º�I�€�S�Ç�•�Ý�±�_*(�A�n�ƒ�~�r�M��0ò(ý�_�X�8�Z�c�
 �Ü6�  A���”�É�Û�–�”�å�«
�l�b�”�¡�­�«�� �†�g!·�K�Z�C�T�I�8��#'�~�b�Ç�•�Ý�±  �Ü�«�º�†�š�¡�«�Ï�î�º�K>& ���Ó�µ�­�î�ª  �Ç�•�Ý�±
�b�š�¡�«�Ï�î�º�� >&P.9-85>' �†�g!·>' �
�Q�b�Ç�“�–�Ý�†)…7Ÿ�K�Z�–�å�Ï�î�º�M�•�G�\�†�N�á�K�r�M��

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> 
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�–�å�Ï�î�º�M�•���œ�
�Q#Ý�M�•�š�å�¥�î�»�†4E�¥�M�•�|�:�Ó�u�}�€�r�M��

���b�²�ó�[�c�š�Û�î�@$Î#Õ�K�r�M��

• �Ç�“�–�Ý�@�Ñ�~�K�^�8��

• �Ç�•�Ý�±�¡�@�M�–�[�c�^�8��

• �Ç�•�Ý�±�_�Ü�E�S  filtname �@�£(Ù1��[�6�•��

• �Ç�•�Ý�±�_�S�e�š�Û�î�@$Î#Õ�K�Z�8�•��

• �–�å�±�î�Ç�™�–�«�^�]�
�Ñ�~�K�^�8�©�«�¸�Ò  �Ü�¯�î�«�†�g!·�M�•�”�¡�©�Ù�å�†��/œ�M�•�Ç�•�Ý�±��

�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�š�¡�«�Ï�î�º
export filename  [ seqnum| filtname | range ]

�¤�Ñ�b�Ç�•�Ý�±  �­�µ�º�†�
�”�É�Û�–�”�å�«�b  FTP/SCP �Ý�î�º  �¹�•�Þ�¡�º�Ü�_�6�•  configuration �¹�•
�Þ�¡�º�Ü
Æ�b�Ç�“�–�Ý�_�d���b�g�'�[���Š�K�r�M��0ò(ý�_�X�8�Z�c�
 �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡
�­�«�� �†�g!·�K�Z�C�T�I�8��

�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�š�¡�«�Ï�î�º�M�•���œ�
�Q#Ý�M�•�š�å�¥�î�»�†4E�¥�M�•�|�:�Ó�u�}�€�r�M��

���b�²�ó�[�c�š�Û�î�@$Î#Õ�K�r�M��

• �æ���K�S�¡�S�b�Ç�•�Ý�±�@�Ñ�~�K�^�8��

• �æ���K�S�©�î�£�å�«$��•�b�Ç�•�Ý�±�@�Ñ�~�K�^�8��

8�  ASCII �e�Ð�­�µ�º�b/²&g

�G�b�©�«�¸�Ò�[�c�
 CLI �[8�  ASCII �e�Ð�@ UTF-8 �[/²&g�I�€�r�M���>�Q�8�b�±�î�Ñ�¼�Ý / �¹�•�«�É�Þ
�–�@ UTF-8 �†�§�Ï�î�º�K�Z�8�^�8���œ�
�Ç�•�Ý�±�@�G�–�_/²&g�I�€�r�O�‡��

�Ç�•�Ý�±
Æ�b8�  ASCII �e�Ð�†'ö#.�M�•�q�v,��8�‰�2�c�
�Ç�•�Ý�±�†�¸�Ÿ�«�º  �Ç�“�–�Ý�[)…7Ÿ�K�Z�?�}�

�Q�b�¸�Ÿ�«�º  �Ç�“�–�Ý�†�”�É�Û�–�”�å�«�_�–�å�Ï�î�º�M�•�G�\�[�M>& ���Ó�µ�­�î�ª  �Ç�•�Ý�±�b�–�å�Ï�î
�º�� >&P.9-84>' �†�g!·>' ��

�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ü�«�º�b/²&g
list [ seqnum| filtname | range ]

�æ���K�S�Ç�•�Ý�±�b�•�e�†���Š�O�N�_�
�+0[�†/²�g�'�[/²&g�K�r�M��/²&g�I�€�•�_���c���b�\�>�~�[
�M��

• �Ç�•�Ý�±�¡  

• �Ç�•�Ý�±  �©�î�£�å�«$��•  

• �Ç�•�Ý�±�b  active/inactive "g�Â  

• �Ç�•�Ý�±�b  valid/invalid "g�Â  

���b�²�ó�[�c�š�Û�î�@$Î#Õ�K�r�M��

• (
�V�b�æ���@�Y�G�[�M��
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  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b0ò(ý�b/²&g
detail [ seqnum| filtname | range ]

�Ç�•�Ý�±�b�•�e�x3ã�•�b"g�Â�_���^�]�
�æ���K�S�Ç�•�Ý�±�b�_���†�M�m�Z/²&g�K�r�M��

�Ç�•�Ý�±  �ß�¢  �§�È�«�¡�Ü�É�©�Ù�å�b0¿��
logconfig

�§�È�Ó�½�×�î�†
°�Š�K�
 archive()  �”�¡�©�Ù�å�_�|�W�Z#Õ�B�I�€�S�Ó�î�Ý�Î�µ�¡�«  �Ç�“�–�Ý�b�Ç�•�Ý
�±  �ß�¢  �œ�É�©�Ù�å�†0¿���[�A�r�M���G�€�}�b�œ�É�©�Ù�å�c�
3û�–�b  logconfig  �¥�Ð�å�»�[�Q#Ý�I�€�•
�œ�É�©�Ù�å�\�|�C���Z�8�r�M�@�
�ß�¢�†�g!·�M�•�Ç�•�Ý�±�†3ã�•�r�S�c�P7V�M�•�G�\�_�|�W�Z�b�s�
�ß
�¢�†�8�B�r�S�c�P7V�[�A�r�M��

�›�Ç�•�Ý�±  �ß�¢  �§�È�«�¡�Ü�É�©�Ù�å�_�c���b�¹�Ç�›�Ý�º�Í�@0¿���I�€�Z�8�r�M���G�b�Í�c�

logconfig  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�š�f�[�A�r�M��

• �v�“�‰�2>8 FTP Poll 

• �Ç�“�–�Ý  �§�–�¬>8 10MB 

• �Ç�“�–�Ý�b�q�±�X>8 10 

0ò(ý�_�X�8�Z�c�
 ���ß� �å�¢���b'v�†�g!·�K�Z�C�T�I�8��

mail3.example.com> filters  

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> logconfig

Currently configured logs:
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  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- EDIT - Modify a log setting.

[]> edit

Enter the number of the log you wish to edit.

[]> 1

Choose the method to retrieve the logs.

1. FTP Poll

2. FTP Push

3. SCP Push

[1]> 1

Please enter the filename for the log:

[joesmith.mbox]> 

Please enter the maximum file size:

[10485760]>

Please enter the maximum number of files:

[10]>

Currently configured logs:

1. "joesmith" Type: "Filter Logs" Retrieval: FTP Poll

Enter "EDIT" to modify or press Enter to go back.

[]>
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
�«�Ÿ�Õ�å  �Ã�Û�Ó�î�±�b�š�f

scanconfig  �¥�Ð�å�»�c�
�«�Ÿ�Õ�å�[�«�Ÿ�µ�É�M�•�±�–�É�^�]�
�•�e�\�ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å�·�8�†
�D�š�K�r�M��

>&�@>' zip �^�]�b�})°�Ç�“�–�Ý�_�µ�r�€�•  MIME �±�–�É�†�«�Ÿ�Õ�å�M�•���œ�
�«�Ÿ�Õ�å  �Ü�«�º�_
�� compressed���r�S�c�� zip���r�S�c�� application/zip���Ü�«�º�†�µ�u�•�²0[�@�6�~�r�M��

scanconfig �b�Q#Ý

���b�[�[�c�
 scanconfig  �¥�Ð�å�»�[���b�Ã�Û�Ó�î�±�†0¿���K�r�M��

• video/* �
 audio/* �
 image/*  �b  MIME �±�–�É�c�
�¥�å�¸�å�¶�†�«�Ÿ�Õ�å�I�€�r�O�‡��

• �¿�«�º�I�€�S>&
Ì�•$×�^>'�”�î�•�–�È�ç�Ü�Ç�“�–�Ý�c�
�q�±  10 �Þ�Ë�Ý�r�[�«�Ÿ�Õ�å�I�€�r�M�� >&�¹
�Ç�›�Ý�º�c  5 �Þ�Ë�Ý>'��

• �«�Ÿ�Õ�å�I�€�•�ç�Ü�Ç�“�–�Ý�b�q�±�§�–�¬�c�
 25 MB �[�M���G�€�|�~�±�A�8�Ç�“�–�Ý�c�M�m�Z�«
�Ÿ�µ�É�I�€�r�M  >&�¹�Ç�›�Ý�º�c  5 MB>'��

• �ç�Ü�Ç�“�–�Ý�b�Ó�±�¹�î�±  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�r�M���«�Ÿ�Õ�å  �š�å�ª�å�@�ç�Ü�Ç�“�–�Ý�†
�«�Ÿ�Õ�å�M�•�\�A�
�Ó�±�¹�î�±�†�G0d/²#'�[�«�Ÿ�Õ�å�K�r�M���G�€�c�¹�Ç�›�Ý�º�b0¿���[�M��

• �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å�b�±�–�Ò�”�˜�º�c�
 60 &Ê�_0¿���I�€�r�M���¹�Ç�›�Ý�º�c  30 &Ê�[�M��

• �«�Ÿ�Õ�å�I�€�^�?�W�S�ç�Ü�Ç�“�–�Ý�c�
�è(ô�Ã�±�î�å�_�M+´�K�^�8�\0b�^�I�€�r�M�� >&�¹�Ç�›�Ý�º
�b�·�8>' ��

• �Ó�µ�­�î�ª�b  application/(x-)pkcs7-mime >&'¢�•�ì*+�¡>'4Š�(�c�
 multipart/signed >&�¡�Ü�”
*+�¡>'�_�š�n�I�€�
�Ó�µ�­�î�ª�b�¥�å�¸�å�¶�@��#.�I�€�r�M���¹�Ç�›�Ý�º�[�c�
'¢�•�ì*+�¡�I�€�S
�Ó�µ�­�î�ª�c�š�n�I�€�r�O�‡��

>&�@>' [assume the attachment matches the search pattern ] �†�� Y���_0¿���M�•�\�
�«�Ÿ�Õ�å�[�A�^�8
�Ó�µ�­�î�ª�c�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�_�|�W�Z  true �\0Û�o�I�€�r�M���G�€�_�|�~�
�¹�•�¡�©�Ù�¼�Ü
�_�M+´�K�^�8�Ó�µ�­�î�ª�b7x7³�^�]�
�£�•�¥�b�·�8�@$Î#Õ�M�•�G�\�@�6�~�r�M���G�b�|�:�^�Ó�µ�­�î�ª
�c�
�¥�å�¸�å�¶�@�G�K�C�«�Ÿ�Õ�å�[�A�^�8�\�8�:#.#ä�[7x7³�I�€�Z�8�r�K�S��

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.
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  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[]> setup

1. Scan only attachments with MIME types or fingerprints in the list.

2. Skip attachments with MIME types or fingerprints in the list.

Choose one:

[2]> 2

Enter the maximum depth of attachment recursion to scan:

[5]> 10

Enter the maximum size of attachment to scan:

[5242880]> 10m

Do you want to scan attachment metadata? [Y]> Y

Enter the attachment scanning timeout (in seconds):

[30]> 60

If a message has attachments that were not scanned for any reason (e.g. because of size, 
depth limits, or scanning timeout), assume the attachment matches the search pattern? 
[N]>

If a message could not be deconstructed into its component parts in order to remove 
specified attachments, the system should:

1. Deliver

2. Bounce
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  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
3. Drop

[1]> 1

Configure encoding to use when none is specified for plain body text or anything with 
MIME type plain/text or plain/html.

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)

6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (ISO-2022-JP)

13. Japanese (EUC)

[1]>

Scan behavior changed.

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.
9-90
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»
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  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[]> SMIME

Do you want to convert opaque-signed messages to clear-signed? This will provide the 
clear text content for various blades to process. [N]> Y

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[]> print

1. Fingerprint   Image

2. Fingerprint   Media

3. MIME Type     audio/*

4. MIME Type     image/*

5. MIME Type     video/*
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
�Ó�µ�­�î�ª�b�š�å�¥�î�»�b�š�f

localeconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ó�µ�­�î�ª��#.�p�b�Ó�µ�­�î�ª�b�Ê�µ�²�î�>�|�g�Ç�µ�±�î�b�š�å
�¥�î�»�b�š�f�_6õ�M�•  AsyncOS �b�·�8�†0¿���[�A�r�M��

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[]>

example.com>  localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Only try encoding from

message body

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[]>  setup

If a header is modified, encode the new header in the same encoding as 
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  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
the message body? (Some MUAs incorrectly handle headers encoded in a 

different encoding than the body. However, encoding a modified header 

in the same encoding as the message body may cause certain characters in the modified 
header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and 

is being used or modified, impose the encoding of the body on the 

header during processing and final representation of the message? 

(Many MUAs create non-RFC-compliant headers that are then handled in 

an undefined way. Some MUAs handle headers encoded in character sets 

that differ from that of the main body in an incorrect way. Imposing the encoding of the 
body on the header may encode

the header more precisely. This will be used to interpret the content of headers for 
processing, it will not modify or rewrite the header

 unless that is done explicitly as part of the processing.) [Y]>

Footers or headings are added in-line with the message body whenever 

possible. However, if the footer or heading is encoded differently 

than the message body,and if imposing a single encoding will cause 

loss of characters, it will be added as an attachment. The system will 

always try to use the message body's encoding for the footer or 

heading. If that fails, and if the message body's encoding is US-

ASCII, the system can try to edit the message body to use the footer's 

or heading's encoding. Should the system try to impose the footer's 

or headings's encoding on the message body? [N]> y

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message 

body. Behavior for mismatched footer or heading encoding: Try both 

body and footer or heading encodings
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'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
�q�6�b�É�ß�å�É�º�c�
�Ê�µ�²�î�@>&�S�\�<�d�Ç�•�Ý�±�_�|�W�Z>'�š�f�I�€�Z�8�S���œ�
�Ó�µ�­�î�ª  
�Ê�µ�²�î�b�š�å�¥�î�»�†�Ó�µ�­�î�ª�•�e�_�M+´�M�•�|�:�_�š�f�M�•�?�]�:�?�†�æ���K�r�M��

2 $��u�b�É�ß�å�É�º�c�
�Ê�µ�²�î�b�e�Ð�­�µ�º�@4:�)�_�±�¢�[�æ���I�€�Z�8�^�8���œ�
�Ê�µ�²�î�_�P�K
�Z�Ó�µ�­�î�ª�•�e�b�š�å�¥�î�»�†�I�D�M�•�²0[�@�6�•�?�]�:�?�†�D�š�K�r�M��

3 $��u�b�É�ß�å�É�º�c�

 2��¦8o�b�«�±�å�É>&�>�|�g0
�X�b�š�å�¥�î�»>'�@�Ó�µ�­�î�ª�•�e�[�]�b�|�:
�_�µ+��M�•�?�†�D�š�M�•�S�u�_�Q#Ý�I�€�r�M��0ò(ý�_�X�8�Z�c�
 ���¸�Ÿ�«�º  �Ü�¯�î�«���b'v�b��
 2��¦
8o�«�±�å�É�\0
�X�š�å�¥�î�»�‰�'���†�g!·�K�Z�C�T�I�8��

�§�å�É�Ý  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�8�B

���b�[�[�c�
 filter  �¥�Ð�å�»�†�Q#Ý�K�Z�‚�K�8�Ç�•�Ý�±�†  3 �X�8�B�K�r�M��

• �q�6�b�Ç�•�Ý�±�b�¡�S�c�
 big_messages  �[�M���G�€�c  body-size  �Ý�î�Ý�†�Q#Ý�K�Z�
 10 MB �|�~
�±�A�8�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�M��

• 2 $��u�b�Ç�•�Ý�±�b�¡�S�c�
 no_mp3s �[�M���G�€�c  attachment-filename  �Ý�î�Ý�†�Q#Ý�K�Z�

.mp3  �Ç�“�–�Ý�Ñ�G�Ê�@�Ü�8�S�ç�Ü�Ç�“�–�Ý�†�µ�t�Ó�µ�­�î�ª�†�»�ß�µ�É�K�r�M��

• 3 $��u�b�Ç�•�Ý�±�b�¡�S�c�
 mailfrompm  �[�M���G�€�c  mail-from  �Ý�î�Ý�†�Q#Ý�K�Z�

postmaster@example.com  �?�}�b�Ó�î�Ý�†�M�m�Z1*�m�
 administrator@example.com  �b�È�Û�–�å
�»  �•�î�Î�å  �¥�Æ�î�†�8�B�K�r�M��

filter -> list  �§�È�¥�Ð�å�»�†�Q#Ý�K�
�Ç�•�Ý�±�b�Ü�«�º�†/²&g�K�Z�
�Ç�•�Ý�±�@�”�¡�¸�•�È�[�w� 
�[�6�•�G�\�†&�1��K�r�M�����_�
 move �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
�q�6�\�q�‹�b�Ç�•�Ý�±�b�)*(�†
°�€
�p�<�r�M���q�‹�_�
�š�f�†&����K�Z�Ç�•�Ý�±�†�w� �_�K�r�M��

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[]> new

Enter filter script.  Enter '.' on its own line to end.

big_messages:

    if (body-size >= 10M) {
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  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
       drop();

    }

.

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> new

Enter filter script.  Enter '.' on its own line to end.

no_mp3s:

    if (attachment-filename == '(?i)\\.mp3$') {

        drop();

     }

.

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.
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  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> new

Enter filter script.  Enter '.' on its own line to end.

mailfrompm:

    if (mail-from == "^postmaster$")

     { bcc ("administrator@example.com");}

.

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> list
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  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
Num Active Valid Name

  1   Y      Y   big_messages

  2   Y      Y   no_mp3s

  3   Y      Y   mailfrompm

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> move

Enter the filter name, number, or range to move:

[]> 1

Enter the target filter position number or name:

[]> last

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.
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  CLI �†�Q#Ý�K�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�b'ö#.
- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> list

Num Active Valid Name

  1   Y      Y   no_mp3s

  2   Y      Y   mailfrompm

  3   Y      Y   big_messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> move

Enter the filter name, number, or range to move:
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[]> 2

Enter the target filter position number or name:

[]> 1

1 filters moved.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]> list

Num Active Valid Name

  1   Y      Y   mailfrompm

  2   Y      Y   no_mp3s

  3   Y      Y   big_messages

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[
�Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[
�G�b8o�[�c�
��7•�b�Ç�•�Ý�±�b�[�†&g�K�
�›�Ç�•�Ý�±�_�X�8�Z(F�"�_1��Â�K�r�M��

�œ�î�É�å�Ü�Þ�î75�F�Ç�•�Ý�±

�G�b�Ç�•�Ý�±�c�
���b�|�:�_�
 %�
�5�(�^  @�
�>�|�g  !   �e�Ð�@7Á�Ê�Ó�î�Ý  �”�»�Þ�«�_�µ�r�€�•�Ó�µ�­�î
�ª�†�Â�˜�å�«�K�r�M��

• user%otherdomain@validdomain

• user@otherdomain@validdomain:

• domain!user@validdomain

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]>

mail3.example.com> commit

Please enter some comments describing your changes:

[]> entered and enabled 3 filters: no_mp3s, mailfrompm, big_messages

sourceRouted: 

if (rcpt-to == "(%|@|!)(.*)@") {

  bounce();

}
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[
Cisco �”�É�Û�–�”�å�«�c�
�‘�¶�b  Sendmail/Qmail �©�«�¸�Ò�†�q#Ý�M�•�S�u�_�|�C�Q#Ý�I�€�•�
�G�b�|
�:�^�§�î�»  �Ã�î�¸�•0��b�Ü�Þ�î  �Á�µ�¡�b�s8j�†�w�E�r�O�‡���G�€�}�b0°�•�b�¨�C>& % �^�]>'�c�G�\�^
7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�M4Š�[�6�•�•+��ö�@�6�•�S�u�
 Cisco �”�É�Û�–�”�å�«�c�G�€�}�†�w� �^�”�»�Þ�«
�\�K�Z�w�E
°�€�
0¿���í�s�b�w�™*…�Ü�«�º�\!·�œ�K�
���b
Æ4Š�§�î�Â�_�û�K�r�M�� Cisco �”�É�Û�–�”�å
�«�c�
�G�€�}�b�Ó�µ�­�î�ª�†�¥4Š�_�Ü�Þ�î�K�r�O�‡��

�G�b�|�:�^�Ç�•�Ý�±�c�
�G�b�±�–�É�b�Ó�µ�­�î�ª�†�Ü�Þ�î�[�A�•�|�:�_1��W�Z0¿���I�€�S�œ�î�É�å�¯�î
�«  MTA �†�Q#Ý�K�Z�8�•�Ø�î�¨�†�–1¤�M�•�S�u�_�d���b���d�_0¿���I�€�r�M��

>&�@>' �G�b�|�:�^�±�–�É�b�”�»�Þ�«�†��#.�M�•�|�:�_�
�Ü�«�¼�î�†0¿���M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z
�c�
 �� GUI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å�� >&P.5-8>' �†�g!·�K�Z�C�T�I�8��

�Ï�Ü�©�î�I�D�Ç�•�Ý�±

�ó�¡�_�ö�Y�A3û%±�M�•�Ç�•�Ý�±

�G�b�Ç�•�Ý�±�c�
�ó�¡�_"I���b#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�_�ö�Y�8�Z3û%±�†3æ�™�K�r�M��

'‡�œ�Ú&k�_3æ�™�I�€�S�Ó�î�Ý�b  BCC �>�|�g�«�Ÿ�Õ�å

�G�b�Ç�•�Ý�±�c�
'‡�œ�Ú&k�_3æ�™�I�€�S�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�K�
�È�Û�–�å�»  �¥�Æ�î�†�8�B�K�r�M��
�¹�•�¡�©�Ù�¼�Ü�\  header-dictionary-match() �Ý�î�Ý�†�Q#Ý�K�Z�
��3>�ö�b9×�8'‡�œ�Ú&k�b�Ü�«�º�†�æ
���[�A�r�M>& ��3¡�i�Ý�î�Ý�� >&P.9-34>' �†�g!·>' ��

"I���b�Ø�î�¨�†�È�ß�µ�¡�M�•�Ç�•�Ý�±

�G�b�Ç�•�Ý�±�†�Q#Ý�M�•�\�
"I���b�”�»�Þ�«�?�}�b7Á�Ê�Ó�î�Ý�†�È�ß�µ�¡�K�r�M��

search_for_sensitive_content:

if (Subject == "(?i)plaintiff|lawsuit|judge" ) {

    notify ("admin@company.com");

}

competitorFilter:

if (rcpt-to == '@competitor1.com|@competitor2.com') {

    bcc-scan('legal@example.com');

}

block_harrasing_user:

if (mail-from == "ex-employee@hotmail\\.com") {

    notify ("admin@company.com");
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[
�Ó�µ�­�î�ª�b�”�î�•�–�È�>�|�g�»�ß�µ�É  �Ç�•�Ý�±

�Ç�“�–�Ý�±�–�É�@�M+´�M�•�Ó�µ�­�î�ª�b�s�†�ß�¢0°6��>�|�g�»�ß�µ�É�K�r�M��

�±�A�8�� To: ���Ê�µ�²�î�b�Ç�•�Ý�±

�� To���Ê�µ�²�î�@8��–�_�±�A�8�Ó�µ�­�î�ª�†�è(ô�K�r�M��

archive()  /œ�†�Q#Ý�K�Z4:�)�^�”�¡�©�Ù�å�†�è0É�K�
 drop() �†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�Z�ó

²�ö�†9×�u�r�M��

'5$Ñ�b�� From: ���Ç�•�Ý�±

'5$Ñ�b�� From���Ê�µ�²�î�†"I���K�r�M��

�G�b�Ç�•�Ý�±�c�
 �� from���”�»�Þ�«�@'5$Ñ�[�6�•�I�r�J�r�^�g�'�_�P�Â�[�A�r�M��

    drop ();

} 

drop_attachments: 

if (mail-from != "user@example.com") AND (attachment-filename ==

'(?i)\\.(asp|bas|bat|cmd|cpl|exe|hta|ins|isp|js)$')

{

  archive("Drop_Attachments");

  insert-header("X-Filter", "Dropped by: $FilterName MID: $MID"); 
drop-attachments-by-name("\\.(asp|bas|bat|cmd|cpl|exe|hta|ins|isp|js)$");

}

toTooBig: 

if(header('To') == "^.{500,}") { 

   archive('tooTooBigdropped'); 

   drop(); 

} 

blank_mail_from_stop: 

if (recv-listener == "InboundMail" AND header("From") == "^$|<\\s*>") { 

  drop (); 

} 
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[
�r�S�
 Envelope From �@'5�
�b�Ó�µ�­�î�ª�†�»�ß�µ�É�M�•���œ�c�
���b�Ç�•�Ý�±�†�Q#Ý�K�r�M��

SRBS �Ç�•�Ý�±

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�± :

SRBS �Ç�•�Ý�±�b�š�f

"I���b�»�Ó�–�å�b  SenderBase Reputation Score>&SBRS; SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”>'�K�A
�8�Í�†�š�f�K�r�M��

�Ç�“�–�Ý�¡�b�G0d/²#'�Ç�•�Ý�±

�G�b�Ç�•�Ý�±�c�
�Ó�µ�­�î�ª�•�e�b�§�–�¬�b(
�V�†�æ���K�
�G0d/²#'�_�M+´�M�•�ç�Ü�Ç�“�–�Ý�†�è(ô�K
�r�M>&�G�b�Ã�±�î�å�_�M+´�M�•�Ç�“�–�Ý�¡�c�
 �� readme.zip���
�� readme.exe���
�� attach.exe���
�^�]>' ��

blank_mail_from_stop: 

if (recv-listener == "InboundMail" AND (mail-from == "^$|<\\s*>" OR header ("From") == 
"^$|<\\s*>")) 

{ 

  drop (); 

} 

note_bad_reps: 

if (reputation < -2)  { 

  strip-header ('Subject'); 

  insert-header ('Subject', '***BadRep $Reputation *** $Subject');

}

mod_sbrs:

if ( (rcpt-count == 1) AND (rcpt-to == "@domain\\.com$") AND (reputation < -2) ) { 

    drop (); 

}

filename_filter: 

if ((body-size >= 9k) AND (body-size <= 20k)) { 

   if (body-contains ("(?i)(readme|attach|information)\\.(zip|exe)$")) { 

      drop (); 
9-103
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  9 'v       �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý
  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[
�Ê�µ�²�î
Æ�b  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�b/²&g�Ç�•�Ý�±

�Ê�µ�²�î�b�ß�¢�@0°6��I�€�•�b�[�
�Ó�î�Ý  �ß�¢�[/²&g�[�A�r�M>& ���ß� �å�¢���b'v�†�g!·>' ��

�Ï�Ü�©�î�b�Ê�µ�²�î�l�b��
°�Ç�•�Ý�±

�]�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�@�K)F�†�w�E
°�€�S�?�†&g�K�r�M��

�¨�X�b�w�™*…�b�Â�˜�å�«  �Ç�•�Ý�±

3 �X�è�V�b�[�w�»�Ó�–�å�?�}  50 �Ç�†2x�<�•�w�™*…�@�æ���I�€�Z�8�•$Î�™�Ó�î�Ý  �Ó�µ�­�î�ª�†�M�m�Z�Â
�˜�å�«�K�r�M��

   } 

} 

Check_SBRS:

if (true) {

  insert-header('X-SBRS', '$Reputation'); 

}

Policy_Tracker:  

if (true) {

  insert-header ('X-HAT', 'Sender Group $Group, Policy $Policy applied.');

}

bounce_high_rcpt_count:

if ( (rcpt-count > 49) AND (rcpt-to != "@example\\.com$") ) { 

  bounce-profile ("too_many_rcpt_bounce"); bounce ();

}
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  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�[
�Ý�î�¸�•�å�¢�>�|�g�»�Ó�–�å  �«�É�î�Ç�•�å�¢

�ì�•�¤�î�º�˜�™�–  �Ç�•�Ý�±�b�Q#Ý

�ì�•�¤�î�º�˜�™�–�†�Q#Ý�K�Z�º�Û�Ç�•�µ�¡�†�
�(�K�r�M���©�«�¸�Ò�_  2 �X�b�–�å�±�î�Ç�™�–�«
�� public1���\�� public2���@�Ñ�~�M�•�\�K�r�M���¹�Ç�›�Ý�º�b4Ä�™�–�å�±�î�Ç�™�–�«�c�� public1���[�M��
�G�€�_�|�~�
$Î�™�º�Û�Ç�•�µ�¡�c�M�m�Z  2 $��u�b�–�å�±�î�Ç�™�–�«�†�Ó�M�|�:�_�I�D�I�€�r�M���Â�˜�å
�«�>�|�g�Q�b�Ú� �]�b�±�–�É�b�Ó�î�Ý�c�Ç�•�Ý�±�†3û4#�K�^�8�S�u�
�Q�b�|�:�^�Ó�î�Ý�c  public1 �?�}
4Ä�™�I�€�r�M��

4Ä�™�\�Ü�«�¼�î�b�Ç�•�Ý�±�_�P�M �•� �L�Ü�«�¼�î�b�Q#Ý

4Ä�™�\�w�™�_� �L�Ü�«�¼�î�†�Q#Ý�K�r�M���G�b�Ç�•�Ý�±�[�c�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�� listener1���[�w
�™�K�S�Ó�µ�­�î�ª�†�
�–�å�±�î�Ç�™�–�«�� listener1���?�}3æ�™�[�A�r�M>&0¿���K�S�Ã�È�Ü�µ�¡  �–�å
�ª�™�¡�±�H�\�_�
�[�w�b�Ç�•�Ý�±�†�­�µ�º�”�µ�É�M�•�²0[�@�6�~�r�M>' ��

�"�M�b�Ü�«�¼�î�b�Ç�•�Ý�±

�"�M�b�Ü�«�¼�î�[�Ç�•�Ý�±�†�µ+��I�O�r�M���S�\�<�d�
�©�«�¸�Ò
²�/�[��/œ�M�•�b�[�c�^�C�
�Ó�µ�­�î
�ª  �Ç�•�Ý�±�†��#.�M�•�S#Ý�b�Ü�«�¼�î�†�æ���K�r�M��

virtual_gateways:

if (recv-listener == "OutboundMail") {

    alt-src-host ("public2");

}

same_listener: 

if (recv-inj == 'listener1') { 

  alt-src-host('listener1'); 

} 

textfilter-new: 

if (recv-inj == 'inbound' and body-contains("some spammy message")) { 

  alt-rcpt-to ("spam.quarantine@spam.example.com"); 

} 
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�«�É�î�Ç�•�å�¢  �»�Ó�–�å>&
Æ4Š�b�”�»�Þ�«�?�}�[�6�•�\
��~�
�"�M�b�Ü�«�¼�î�[�µ+��M�•>'�@�Q#Ý�I
�€�Z�8�•7Á�Ê�Ó�î�Ý�†�»�ß�µ�É�K�r�M���è�W�b  IP �”�»�Þ�«�c�
�ë'5�b�»�Ó�–�å>& mycompany.com >'�†
/²�K�Z�8�r�M��

�«�É�î�Ç�•�å�¢  �»�Ó�–�å�b�»�ß�µ�É  �Ç�•�Ý�±>&0
�X�b�Ü�«�¼�î>'

�S3Ù�\� �L�[�M�@�
0
�X�b�Ü�«�¼�î�†�Q#Ý�K�Z�·�8�K�r�M��

�9�b�«�É�î�Ç�•�å�¢  �»�Ó�–�å�b�»�ß�µ�É  �Ç�•�Ý�±

�+0[>8�»�Ó�–�å  �«�É�î�Ç�•�å�¢�P'Ç�Ç�•�Ý�±>8

DomainSpoofed:

if (mail-from == "mycompany\\.com$") { 

  if ((remote-ip != "1.2.") AND (remote-ip != "3.4.")) { 

    drop(); 

  }

}

domain_spoof:

if ((recv-listener == "Inbound") and (mail-from == "@mycompany\\.com")) {

archive('domain_spoof');

drop ();

}

reject_domain_spoof: 

if (recv-listener == "MailListener") {

  insert-header("X-Group", "$Group");

  if ((mail-from == "@test\\.mycompany\\.com") AND (header("X-Group") != "RELAYLIST")) {

    notify("me@here.com");

    drop();

    strip-header("X-Group");

}
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�Ó�î�Ý  �Ý�î�É�†$Î#Õ�I�O�Z�8�•0[�I�†�è���
�õ�F�
�>�|�g�8�•�K�r�M���G
�b�Ç�•�Ý�±�c�
 Exchange �§�î�Â�r�S�c�Q�€�è�¥�b���d�[$Î#Õ�K�Z�8�•�S�B�b�e8Ÿ�†�8�•�M�•�S�u�_�z
'g�U�r�M��

>&�@>' �¹�Ç�›�Ý�º�[�c�
 AsyncOS �c+¬�·$×�_�Ó�î�Ý�b�Ý�î�É�†�è���K�
 100 �G�Ý�î�É�K�S�Ó�µ�­�î�ª�†�»
�ß�µ�É�K�r�M��

External_Loop_Count:

if (header("X-ExtLoop1")) {

  if (header("X-ExtLoopCount2")) {

    if (header("X-ExtLoopCount3")) {

      if (header("X-ExtLoopCount4")) {

        if (header("X-ExtLoopCount5")) {

          if (header("X-ExtLoopCount6")) {

            if (header("X-ExtLoopCount7")) {

              if (header("X-ExtLoopCount8")) {

                if (header("X-ExtLoopCount9")) {

                   notify ('joe@example.com');

                   drop();

                }

              else {insert-header("X-ExtLoopCount9", "from
                   $RemoteIP");}}

            else {insert-header("X-ExtLoopCount8", "from $RemoteIP");}}

          else {insert-header("X-ExtLoopCount7", "from $RemoteIP");}}

        else {insert-header("X-ExtLoopCount6", "from $RemoteIP");}}

      else {insert-header("X-ExtLoopCount5", "from $RemoteIP");}}

    else {insert-header("X-ExtLoopCount4", "from $RemoteIP");}}

  else {insert-header("X-ExtLoopCount3", "from $RemoteIP");}}

else {insert-header("X-ExtLoopCount2", "from $RemoteIP");}}

else {insert-header("X-ExtLoop1", "1"); }
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°�Š�I�€�S�w�™*…�”�»�Þ�«�c�
7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�b
›/œ4Š
�(�_�|�•��#.�‹�b�q)
�”�»�Þ�«�[�M���S�\�<�d�
�–�¿�î�È�Ý�b���œ�
�¹�Ç�›�Ý�º  �»�Ó�–�å�
 LDAP 
�Ý�î�¸�•�å�¢�r�S�c�Ð�«�•�Þ�î�»�
�š�–�Ü�”�«  �¸�î�È�Ý�
�»�Ó�–�å  �Ð�µ�É�
�Ó�µ�­�î�ª  �Ç�•�Ý�±
�µ+��c�š�å�Ë�ß�î�É�w�™*…�”�»�Þ�«�†�i�A�n�<�•�G�\�@�[�A�
�Ó�µ�­�î�ª�@�Ó�î�Ý  �Ï�Ü�©�î�_�M
+´�M�•�?�]�:�?�_�s8j�M�•�G�\�@�6�~�r�M��

• 3æ�™*…�”�»�Þ�«�c�
���b�”�»�Þ�«�_�M+´�K�r�M��

– �š�å�Ë�ß�î�É3æ�™*…>&RFC821 MAIL FROM �”�»�Þ�«>'

– RFC822 From: �Ê�µ�²�î�b�”�»�Þ�«  

– RFC822 Reply-To: �Ê�µ�²�î�b�”�»�Þ�«  

�”�»�Þ�«  �Ð�µ�³�å�¢�c�
�ö
²�^7Á�Ê�Ó�î�Ý  �”�»�Þ�«�
�Ø�î�¨�
�»�Ó�–�å�r�S�c4Š�($×�^�»�Ó�–�å�b�8
�N�€�?�
�6�•�8�c  LDAP �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�[/œ�ƒ�€�r�M��

�q�6�_�M+´�K�S�v�b�¾�U

�›�Ø�î�¨�c>&3æ�™*…�r�S�c�w�™*…>'�º�µ�É�²�˜�å�‰�'�b4:�)�^�Ó�î�Ý  �Ï�Ü�©�î  �¸�î�È�Ý�[��*O�K�S
�Ó�î�Ý  �Ï�Ü�©�î�H�\�_0Û�o�I�€�r�M��

�Ø�î�¨�H�\�_�
�q�6�_�M+´�K�S�Ï�Ü�©�î�@4:#Ý�I�€�r�M���Ø�î�¨�@"I���b�Ï�Ü�©�î�\�M+´�K�^�8���œ�

�Ø�î�¨�c+¬�·$×�_�¸�î�È�Ý�b�¹�Ç�›�Ý�º  �Ï�Ü�©�î�\�M+´�K�r�M��
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'¨  10 'v       �Ó�î�Ý  �Ï�Ü�©�î
  �Ó�î�Ý  �Ï�Ü�©�î�l�b�Ø�î�¨�b�M+´
3æ�™*…�”�»�Þ�«�_�ö�Y�8�Z�M+´�M�•���œ�
�Ó�µ�­�î�ª�b�g�~�b�M�m�Z�b�w�™*…�@�Q�b�Ï�Ü�©�î�_�M+´�K
�r�M�� >&�G�€�c�
�Ó�µ�­�î�ª�H�\�_�Ñ�~�M�•3æ�™*…�@  1 �Ç�T�E�b�S�u�[�M>' ��

�Ï�Ü�©�î  �Ð�µ�³�å�¢�b�[

���b�[�[�c�
�Ï�Ü�©�î  �¸�î�È�Ý�@�]�b�|�:�_�V�?�}8p�_�Ð�µ�³�å�¢�I�€�•�?�†1��Â�K�r�M��

���b /² 10-1 �_&g�M%T�™�Ó�î�Ý�b7Á�Ê�Ó�î�Ý �­�Ÿ�×�Ü�¸�•  �Ï�Ü�©�î�b/²�[�c�
 %T�™�Ó�µ�­�î�ª�c�I�r�J
�r�^�Ï�Ü�©�î�\�Ð�µ�³�å�¢�I�€�r�M��

�[  1 

3æ�™*… bill@lawfirm.com  �?�}�w�™*… jim@example.com  �_3æ�™�I�€�•�Ó�µ�­�î�ª�c�Ï�Ü�©�î  #2 �\�M+´
�K�r�M���G�€�c�
3æ�™*…>& @lawfirm.com >'�\�M+´�M�•�Ø�î�¨�b1��Â�@�w�™*…>& jim@>'�\�M+´�M�•�Ø�î
�¨1��Â�|�~�¸�î�È�Ý
Æ�[
›�_�¶�•�?�}�[�M��

�[  2

3æ�™*… joe@yahoo.com  �c�
 3 �Ç�b�w�™*…�
john@example.com �
 jane@newdomain.com  �>�|�g  
bill@example.com  �_%T�™�Ó�µ�­�î�ª�†3æ�™�K�r�M��

• �w�™*… jane@newdomain.com  �l�b�Ó�µ�­�î�ª�c�
�Ï�Ü�©�î  #3 �[��*O�I�€�S�«�Ã�Ò�P'Ç�
�˜�–�Ý�«
�P'Ç�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�>�|�g�¥�å�¸�å�¶  �Ç�•�Ý�±�†�w�™�K�r�M��

• �w�™*… john@example.com  �l�b�Ó�µ�­�î�ª�c�Ï�Ü�©�î  #5 �[��*O�I�€�Z�8�•0¿���†�w�™�K�r�M��

• �w�™*… bill@example.com  �c�š�å�ª�½�”�Ü�å�¢  LDAP �¡�š�Ü�î�_�M+´�K�^�8�S�u�
�Ó�µ�­�î�ª�c
�¹�Ç�›�Ý�º  �Ï�Ü�©�î�[��*O�I�€�S0¿���†�w�E�v�~�r�M��

���b�[�[�c�
�w�™*…�@0
�X�6�•�Ó�µ�­�î�ª�[ �Ó�µ�­�î�ª�(/ã �@�]�b�|�:�_$Î#Õ�M�•�?�_�X�8�Z&g�K�r
�M��0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª�(/ã�� >&P.10-5>' �†�g!·�K�Z�C�T�I�8��

�[  3

3æ�™*… bill@lawfirm.com  �c�
�w�™*… ann@example.com  �>�|�g  larry@example.com  �_�Ó�µ�­�î�ª�†3æ
�™�K�r�M��

/² 10-1 �Ï�Ü�©�î  �Ð�µ�³�å�¢�b�[

8p$� �Ï�Ü�©�î�¡ �Ø�î�¨

1 special_people �w�™*…>8joe@example.com

�w�™*…>8ann@example.com

2 from_lawyers 3æ�™*…>8@lawfirm.com

3 acquired_domains �w�™*…>8@newdomain.com

�w�™*…>8@anotherexample.com

4 engineering �w�™*…>8PublicLDAP.ldapgroup: engineers

5 sales_team �w�™*…>8jim@

�w�™*…>8john@

�w�™*…>8larry@

�¹�Ç�›�Ý�º  �Ï�Ü�©�î >&
²�Ø�î�¨>'
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'¨  10 'v       �Ó�î�Ý  �Ï�Ü�©�î
  �Ó�µ�­�î�ª�(/ã
• �w�™*… ann@example.com  �c�
�Ï�Ü�©�î  #1 �[��*O�I�€�Z�8�•�«�Ã�Ò�P'Ç�
�˜�–�Ý�«�P'Ç�
�”�˜�º�È
�Þ�–�¡  �Ç�•�Ý�±�>�|�g�¥�å�¸�å�¶  �Ç�•�Ý�±�†�w�™�K�r�M��

• �w�™*… larry@example.com  �c�
�Ï�Ü�©�î  #2 �[��*O�I�€�Z�8�•�«�Ã�Ò�P'Ç�
�˜�–�Ý�«�P'Ç�
�”�˜�º
�È�Þ�–�¡  �Ç�•�Ý�±�>�|�g�¥�å�¸�å�¶  �Ç�•�Ý�±�†�w�™�K�r�M���G�€�c�
/²
Æ�[�
3æ�™*…

>&@lawfirm.com >'�@�
�w�™*…>&jim@>'�\�M+´�M�•�Ø�î�¨1��Â�|�~�v�S�_&g�I�€�Z�8�•�S�u�[�M��

�Ó�µ�­�î�ª�(/ã
�–�å�¸�Ü�ª�™�å�º�^�Ó�µ�­�î�ª�(/ã�c�
�w�™*…�_�ö�Y�8�S�¥�å�¸�å�¶�b$��^�•�­�Ÿ�×�Ü�¸�•  �Ý�î�Ý�†
0
�X�b�w�™*…�_�P�M�•�Ó�µ�­�î�ª�_�¶�9�_4:#Ý�[�A�•�Ó�•�½�¬�Ò�[�M��

�›�w�™*…�c�
0ñ�\�M�•�Ó�î�Ý  �Ï�Ü�©�î  �¸�î�È�Ý>&%T�™�r�S�c$Î�™>'�b�›�Ï�Ü�©�î�_�P�K�Z�V�?�}8p�_
0Û�o�I�€�r�M��

�Ó�µ�­�î�ª�_�M+´�M�•�›�Ï�Ü�©�î�c�
�G�€�}�b�w�™*…�_�‚�K�8�Ó�µ�­�î�ª�†�8�B�K�r�M���G�b�É�ß�­�«
�@�
�� �Ó�µ�­�î�ª�(/ã ���\��*O�I�€�r�M��

• �M4Š�b�w�™*…�@$��^�•�Ï�Ü�©�î�\�M+´�M�•���œ�
�w�™*…�c�M+´�K�S�Ï�Ü�©�î�_�ö�Y�8�Z�¢�Ý�î�É�ì
�I�€�
�Ó�µ�­�î�ª�c�M+´�K�S�Ï�Ü�©�î�X�\� �X�b�Ó�µ�­�î�ª�_�(/ã�I�€�r�M���G�€�}�b�w�™*…�c�

�Q�€�R�€4:�)�^���(/ã
›���_0¿���I�€�r�M��

• �M�m�Z�b�w�™*…�@� �L�Ï�Ü�©�î�\�M+´�M�•���œ�
�Ó�µ�­�î�ª�c�(/ã�I�€�r�O�‡���o�P�_�
�q�v�¨�C
�b�(/ã�@/œ�ƒ�€�•�b�c�
�"�M�b�Ó�µ�­�î�ª�@�Ó�µ�­�î�ª�w�™*…  1 �Ç 1 �Ç�_�(/ã�I�€�•���œ�[�M��

• �›�Ó�µ�­�î�ª�(/ã�c�
�«�Ã�Ò�P'Ç�
�˜�–�Ý�«�P'Ç�
 DLP �«�Ÿ�Õ�å>&$Î�™�Ó�µ�­�î�ª�b�s>' �
�”�˜�º
�È�Þ�–�¡  �Ç�•�Ý�±�>�|�g�¥�å�¸�å�¶  �Ç�•�Ý�±�_�|�~7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�[�¶�9�_��#.�I�€�r
�M��

/² 10-2 �_�
7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�[�Ó�µ�­�î�ª�@�(/ã�I�€�•�Ï�–�å�º�†&g�K�r�M��
10-5
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  10 'v       �Ó�î�Ý  �Ï�Ü�©�î
  �Ó�î�Ý  �Ï�Ü�©�î�b0¿��
/² 10-2 7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�[�b�Ó�µ�­�î�ª�(/ã

>&�@>' �‚�K�8  MID>&�Ó�µ�­�î�ª  ID>'�@�
�›�Ó�µ�­�î�ª�(/ã#Ý�_�8�B�I�€�r�M>&�S�\�<�d�
 MID 1 �c�
 MID 2 
�>�|�g  MID 3 �_�^�~�r�M>' ��0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Daily Management 
Guide���b�� Logging���b'v�†�g!·�K�Z�C�T�I�8���r�S�
 �º�Þ�î�« �µ+��c�
�Ó�µ�­�î�ª�†�(/ã�K�S�Ï�Ü
�©�î�†&g�K�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ð�¿�î�ª�Õ  �Ï�Ü�©�î�b�Ï�Ü�©�î  �Ð�µ�³�å�¢�>�|�g�Ó�µ�­�î�ª�(/ã�c�
�”�É�Û
�–�”�å�«�[�Q#Ý�[�A�•�Ó�µ�­�î�ª��#.�b'ö#.�_�s8j�†�Z�<�r�M��

'ö#.�[�¥

�›�(/ã�Ó�µ�­�î�ª�b�o�Ÿ��#.�c�Ã�Ç�›�î�Ð�å�«�_�s8j�M�•�S�u�
�©�«�¥�c 'ö#.�[�¥ �"�)�[���(�^�¥�å�¸
�å�¶  �­�Ÿ�×�Ü�¸�•  �Ý�î�Ý�†0¿���M�•�G�\�†�N�á�K�r�M���X�r�~�
)�)Ê�b�½�î�¬�†0Û�o�K�
�±�¨�X�b
�Ó�µ�­�î�ª�@�¹�Ç�›�Ý�º  �Ï�Ü�©�î�[��#.�I�€�
�a�X�b�Ó�µ�­�î�ª�@�
3ã�•�b���[�¥���Ï�Ü�©�î�[��#.
�I�€�•�|�:�_�µ+��†0¿���K�r�M���G�b�|�:�_�M�•�G�\�[�
�Ó�µ�­�î�ª�(/ã�@�q�`�ì�I�€�
�á�î�¡  
�Ÿ�×�î�b�›�(/ã�Ó�µ�­�î�ª�b��#.�_�|�~�w�E�•�©�«�¸�Ò  �Ã�Ç�›�î�Ð�å�«�b�s8j�@�a�^�C�^�~�r�M��

�Ó�î�Ý  �Ï�Ü�©�î�b0¿��
�W 10-1 �c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@$��^�•�Ø�î�¨  �¢�Ý�î�É�†�
"I���b�«�Ã�Ò�P'Ç�

�˜�–�Ý�«�P'Ç�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�
 DLP �>�|�g�¥�å�¸�å�¶  �Ç�•�Ý�±  �­�Ÿ�×�Ü�¸�•0¿���_�]�b�|
�:�_�Ð�µ�Æ�å�¢�M�•�?�†&g�K�r�M��

�á
�î�

¡
 �Ÿ

�×
�î

�Ó�µ�­�î�ª  �Ç�•�Ý�±

>&filters >' �p  �M�m�Z�b�w�™*…�b�Ó�µ�­�î�ª  

�«�Ã�Ò�P'Ç  

>&antispamconfig �
 antispamupdate >'

7Á
�Ê

�Ó
�î�

Ý
 �­

�Ÿ
�×

�Ü
�¸

�•
 �Ð

�¿
�î�

ª�
Õ

 �«
�Ÿ

�Õ
�å

>
&

�w
�™

*…
 1

 �Ç
�6

�S
�~

>
' �Ó�µ�­�î�ª�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±��#.%$ �‹

�b�
�«�Ã�Ò�P'Ç��#. �S�_�(/ã�I�€�r�M��

 �M�m�Z�b�w�™*…�b�Ó�µ�­�î�ª  
�Ï�Ü�©�î  1 �\�M+´

 �M�m�Z�b�w�™*…�b�Ó�µ�­�î�ª  
�Ï�Ü�©�î  2 �\�M+´  

 �Q�b�Ú�b�M�m�Z�b�w�™*…�b�Ó�µ�­�î�ª  
>&�¹�Ç�›�Ý�º  �Ï�Ü�©�î�\�M+´>'  

�˜�–�Ý�«�P'Ç

>&antivirusconfig, 
antivirusupdate)

�¥�å�¸�å�¶  �Ç�•�Ý�±

>&policyconfig -> filters >'

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±

>&outbreakconfig, outbreakflush, 

outbreakstatus, outbreakupdate >'

�¹�î�±�˜�»75�F

>&policyconfig >'

>&�@>' DLP �«�Ÿ�Õ�å�c�
$Î�™�Ó�µ�­�î�ª�T
�E�_��/œ�I�€�r�M��
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'¨  10 'v       �Ó�î�Ý  �Ï�Ü�©�î
  �Ó�î�Ý  �Ï�Ü�©�î�b0¿��
�W 10-1 GUI �b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ð�¿�î�ª�Õ  �Ï�Ü�©�î�b�+0[

 %T�™�r�S�c$Î�™�Ó�µ�­�î�ª�b�¹�Ç�›�Ý�º�b�Ó�î�Ý�Ï�Ü�©�î�b0¿��  
�¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ï�Ü�©�î�c�Ú�b�Ó�î�Ý  �Ï�Ü�©�î�_0ñ�\�K�^�8�Ó�µ�­�î�ª�_4:#Ý�I�€�r�M���Ú�b�Ï
�Ü�©�î�@0¿���I�€�Z�8�^�8���œ�
�¹�Ç�›�Ý�º  �Ï�Ü�©�î�c�M�m�Z�b�Ó�µ�­�î�ª�_4:#Ý�I�€�r�M��

�c�L�u�•�S�_

�¶���b�­�Ÿ�×�Ü�¸�•  �§�î�Å�«�†�Ó�î�Ý  �Ï�Ü�©�î�_��*O�M�•�‰�2�†#.0Ž�K�r�M��

• �¥�å�¸�å�¶  �Ç�•�Ý�±>& Content Filters>'>8��"I���b�Ø�î�¨  �¢�Ý�î�É�_�P�M�•�Ó�µ�­�î�ª�l�b�¥�å�¸�å
�¶  �Ç�•�Ý�±�b4:#Ý�� >&P.11-20>'

• ���Ø�î�¨�b�˜�–�Ý�«  �«�Ÿ�Õ�å  �”�¡�©�Ù�å�b0¿���� >&P.12-7>' �˜�–�Ý�«�P'Ç>& Anti-Virus>'>8

• �«�Ã�Ò�P'Ç>&Anti-Spam>'>8���«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O�� >&P.13-8>'

• �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>'>8���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��\�Ó�î�Ý  �Ï�Ü�©�î��
>&P.14-14>'

• �¹�î�±�˜�»75�F>& Data Loss Prevention>'>8���¹�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�\�b  DLP �Ï�Ü�©�î�b
6õ4��Ü�E��>&P.15-22>' �>�|�g  �� Enterprise Manager �_
°�b  DLP �Ï�Ü�©�î�_$Î�™�Ó�î�Ý  �Ï�Ü�©�î�†
6õ4��Ü�E�•�‰�2�_�X�8�Z�� >&P.15-30>'��

�m8p

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ %T�™�Ó�î�Ý �Ï�Ü�©�î>& Incoming Mail Policies>' ] 

�r�S�c

[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ 3æ�™�Ó�î�Ý �Ï�Ü�©�î>& Outgoing Mail Policies>' ] �†4E�¥�K�r
�M��

�«�¸�µ�É 2 �¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ï�Ü�©�î�_0¿���M�•�­�Ÿ�×�Ü�¸�•  �§�î�Å�«�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

���b�¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�b�±�–�É�†�Q#Ý�[�A�r�M��

• �¥�å�¸�å�¶  �Ç�•�Ý�±>& Content Filters>'

• �«�Ã�Ò�P'Ç>&Anti-Spam>'
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  �Ó�î�Ý  �Ï�Ü�©�î�b0¿��
• �˜�–�Ý�«�P'Ç>& Anti-Virus>'

• �¹�î�±�˜�»75�F>& Data Loss Prevention>'>&$Î�™�Ó�î�Ý �Ï�Ü�©�î�b�s>'

• �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>'

>&�@>' �¹�Ç�›�Ý�º�b�­�Ÿ�×�Ü�¸�•  �§�î�Å�«0¿���b���œ�
�G�b�Ì�î�ª�b�q�6�b0¿���[�c�
�Ï�Ü�©�î�[
�§�î�Å�«�@�–�¿�î�È�Ý�_�^�•�?�]�:�?�†��*O�K�r�M�� [ !“� >& Disable>' ] �†�¡�Ü�µ�¡�K�Z�

�§�î�Å�«�†�¹�•�­�î�È�Ý�_�[�A�r�M��

�«�¸�µ�É 3 �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�b0¿���Í�†0¿���K�r�M��

�«�¸�µ�É 4 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

3æ�™*…�>�|�g�w�™*…�b�¢�Ý�î�É�b�Ó�î�Ý  �Ï�Ü�©�î�b�8�B

�c�L�u�•�S�_

• �¶���b�­�Ÿ�×�Ü�¸�•  �§�î�Å�«�†�Ó�î�Ý  �Ï�Ü�©�î�_��*O�M�•�‰�2�†#.0Ž�K�r�M��

– �¥�å�¸�å�¶  �Ç�•�Ý�±>& Content Filters>'>8��"I���b�Ø�î�¨  �¢�Ý�î�É�_�P�M�•�Ó�µ�­�î�ª�l�b�¥�å
�¸�å�¶  �Ç�•�Ý�±�b4:#Ý�� >&P.11-20>'

– ���Ø�î�¨�b�˜�–�Ý�«  �«�Ÿ�Õ�å  �”�¡�©�Ù�å�b0¿���� >&P.12-7>' �˜�–�Ý�«�P'Ç>& Anti-Virus>'>8

– �«�Ã�Ò�P'Ç>&Anti-Spam>'>8���«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O�� >&P.13-8>'

– �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>'>8���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��\�Ó�î�Ý  �Ï�Ü
�©�î�� >&P.14-14>'

– �¹�î�±�˜�»75�F>& Data Loss Prevention>'>8��$Î�™�Ó�î�Ý  �Ï�Ü�©�î�†�Q#Ý�K�S3æ�™*…�>�|�g�w�™
*…�l�b  DLP �Ï�Ü�©�î�b�m�~�\�Z�� >&P.15-22>' �>�|�g  �� Enterprise Manager �_
°�b  DLP �Ï�Ü
�©�î�_$Î�™�Ó�î�Ý  �Ï�Ü�©�î�†6õ4��Ü�E�•�‰�2�_�X�8�Z�� >&P.15-30>'��

• �›�w�™*…�c�
4:�)�^�¸�î�È�Ý>&%T�™�r�S�c$Î�™>'�b�›�Ï�Ü�©�î�_�P�K�Z�V�?�}8p�_0Û�o�I�€�r�M��
0ò(ý�_�X�8�Z�c�
 ���q�6�_�M+´�K�S�v�b�¾�U�� >&P.10-3>' �†�g!·�K�Z�C�T�I�8��

• >&�õ�–>'�Ó�î�Ý  �Ï�Ü�©�î�b'ö#.�†�¸�\�M�•�$�õ'ö#.*…�†��*O�K�r�M���$�õ'ö#.*…�c�
�Ï�Ü�©�î�b�”
�å�³�«�Ã�Ò�
�”�å�³�˜�–�Ý�«�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b0¿���†)…7Ÿ�K�
�Ï�Ü�©�î�b�¥�å�¸�å�¶  
�Ç�•�Ý�±�†�w� �ì�r�S�c!“� �ì�[�A�r�M���œ�Ì�Þ�î�±�>�|�g'ö#.*…�b�s�@�Ó�î�Ý  �Ï�Ü�©�î�b�¡�S
�r�S�c3æ�™*…�
�w�™*…�
�r�S�c�¢�Ý�î�É�†�š�f�[�A�r�M���Ó�î�Ý  �Ï�Ü�©�î�l�b�Ç�Ý  �”�¡�­�«�’�@
�6�•�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�c�Ó�î�Ý  �Ï�Ü�©�î�_+¬�·$×�_�m�~�\�Z�}�€�r�M��

�m8p

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ %T�™�Ó�î�Ý �Ï�Ü�©�î>& Incoming Mail Policies>' ] 

�r�S�c

[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ 3æ�™�Ó�î�Ý �Ï�Ü�©�î>& Outgoing Mail Policies>' ] �†4E�¥�K�r
�M��

�«�¸�µ�É 2 [ �Ï�Ü�©�î�†3ã�•>& Add Policy>' ] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
�‚�K�8�Ï�Ü�©�î�b�8�B�†6ä���K�r�M��

�«�¸�µ�É 3 �Ó�î�Ý  �Ï�Ü�©�î�b�¡�S�\1��Â�†
°�Š�K�r�M��
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'¨  10 'v       �Ó�î�Ý  �Ï�Ü�©�î
  �Ó�î�Ý  �Ï�Ü�©�î�b0¿��
�«�¸�µ�É 4 >&�õ�–>' [ )…7Ÿ�•+��^�Ø�î�¨>&�z�m>' >&Editable by (Roles)>' ] �b�Ü�å�¡�†�¡�Ü�µ�¡�K�
�Ó�î�Ý  �Ï�Ü�©�î�b
'ö#.�†�¸�\�M�•�$�õ'ö#.*…�b�•�«�±�Ò  �Ø�î�¨�z�m�†4E�¥�K�r�M��

�«�¸�µ�É 5 �Ï�Ü�©�î�b�Ø�î�¨�†��*O�K�r�M��

�Ï�Ü�©�î�†4:#Ý�M�•�Ø�î�¨�@3æ�™*…�^�b�?�
�w�™*…�^�b�?�†���b�‰�2�[��*O�K�r�M��

• �ö
²�^7Á�Ê�Ó�î�Ý  �”�»�Þ�«>& Full email address>'>8user@example.com

• 7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�M4Š>& Partial email address>'>8user@

• �»�Ó�–�å�b�M�m�Z�b�Ø�î�¨>& All users in a domain>'>8@example.com

• 4Š�(�»�Ó�–�å�b�M�m�Z�b�Ø�î�¨>& All users in a partial domain>'>8@.example.com

• LDAP �¡�š�Ü�î�\�b�Ð�µ�³�å�¢>& By matching an LDAP Query>'

>&�@>' �Ø�î�¨�b
°�Š�c�
 AsyncOS �b  GUI �>�|�g  CLI �b�g�‰�[�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���S
�\�<�d�
�Ø�î�¨�b�w�™*…  Joe@ �†
°�Š�M�•�\�
 joe@example.com  �_3æ�™�I�€�•�Ó�µ�­�î�ª�@�M
+´�K�r�M��

�«�¸�µ�É 6 [ 3ã�•>&Add>' ] �Î�±�å�†�¡�Ü�µ�¡�K�Z�
 [ #'�~�b�Ø�î�¨>& Current Users>' ] �Ü�«�º�_�Ø�î�¨�†3ã�•�K�r
�M��

�Ï�Ü�©�î�_�c�
3æ�™*…�
�w�™*…�>�|�g  LDAP �¡�š�Ü�î�†)��s�œ�ƒ�O�Z�µ�u�•�G�\�@�[�A�r�M��

[ �P7V>&Remove>' ] �Î�±�å�†�Q#Ý�M�•�\�
��*O�I�€�Z�8�•�Ø�î�¨�†#'�~�b�Ø�î�¨�b�Ü�«�º�?�}�P7V�[�A
�r�M��

�«�¸�µ�É 7 �Ø�î�¨�b3ã�•�@�ö�¢�K�S�}�
 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 8 �Ó�î�Ý�Ï�Ü�©�î�†0¿���M�•�¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

���b�¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�b�±�–�É�†�Q#Ý�[�A�r�M��

• �¥�å�¸�å�¶  �Ç�•�Ý�±>& Content Filters>'

• �«�Ã�Ò�P'Ç>&Anti-Spam>'

• �˜�–�Ý�«�P'Ç>& Anti-Virus>'

• �¹�î�±�˜�»75�F>& Data Loss Prevention>'>&$Î�™�Ó�î�Ý �Ï�Ü�©�î�b�s>'

• �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>'

�«�¸�µ�É 9 �»�ß�µ�É�²�˜�å  �Ü�«�º�?�}�
�¹�Ç�›�Ý�º0¿���†�Q#Ý�M�•�æ�ƒ�~�_�
�Ï�Ü�©�î�b0¿���†�•�«�±�Ð�–�¬�M
�•�œ�É�©�Ù�å�†4E�¥�K�r�M��

�«�¸�µ�É 10 �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�b0¿���†�•�«�±�Ð�–�¬�K�r�M��

�«�¸�µ�É 11 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 12 �š�f
Æ���†3æ�™�K�
&����K�r�M��

6õ4�8o%  
• ���Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”�å�«�b0¿���‰�2�� >&P.13-2>'

3æ�™*…�r�S�c�w�™*…�_4:#Ý�M�•�Ï�Ü�©�î�b�è(ô

�M�[�_%T�™�r�S�c$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_��*O�I�€�Z�8�•�Ø�î�¨�†�è(ô�M�•�_�c�
 [ �Ï�Ü�©�î�è(ô>& Find 
Policies>' ] �­�¡�©�Ù�å�†�Q#Ý�K�r�M��
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'¨  10 'v       �Ó�î�Ý  �Ï�Ü�©�î
  �Ó�î�Ý  �Ï�Ü�©�î�b0¿��
�S�\�<�d�
 bob@example.com �\ 
°�Š�K�Z�
 [ �Ï�Ü�©�î�è(ô>& Find Policies>' ] �Î�±�å�†�¡�Ü�µ�¡�K�
�Ï
�Ü�©�î�_�M+´�M�•��*O�í�s�b�Ø�î�¨�@�µ�r�€�•�Ï�Ü�©�î�†/²&g�K�r�M��

�W 10-2 �Ï�Ü�©�î�[�b�Ø�î�¨�b�è(ô

�Q�b�Ï�Ü�©�î�b�Ø�î�¨�†)…7Ÿ�M�•�_�c�
�Ï�Ü�©�î�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

�Ø�î�¨�†�è(ô�M�•���œ�
�¹�Ç�›�Ý�º  �Ï�Ü�©�î�c�–�_/²&g�I�€�•�S�u�@�–�K�Z�C�T�I�8���G�€�c�
��*O
�V�
3æ�™*…�r�S�c�w�™*…�@0¿���I�€�Z�8�•�Ï�Ü�©�î�\�M+´�K�^�8���œ�
�¹�Ç�›�Ý�º�b�Ï�Ü�©�î�@ �²�N �M
+´�M�•�S�u�[�M��

'ö#.�[�¥

�S3Ù�b 2 �X�b�[�[&g�I�€�Z�8�•�m8p�†�Q#Ý�K�Z�
 'ö#.�[�¥ �_�ö�Y�8�S�Ï�Ü�©�î�b�8�B�>�|�g0¿���†6ä��
�[�A�r�M���X�r�~�
)�)Ê�b�½�î�¬�†0Û�o�K�S�‹�[�
�Ó�µ�­�î�ª�b�±4Š�(�@�¹�Ç�›�Ý�º  �Ï�Ü�©�î�[��#.
�I�€�•�|�:�_�
�Ï�Ü�©�î�†0¿���[�A�r�M���r�S�
�²0[�_�Â�L�Z�
$��^�•�Ï�Ü�©�î�†'ö#.�K�Z�
"I���b
�Ø�î�¨�r�S�c�Ø�î�¨  �¢�Ý�î�É�b3ã�•���[�¥���Ï�Ü�©�î�†�8�B�[�A�r�M���G�b�|�:�_�M�•�G�\�[�
�Ó�µ
�­�î�ª�(/ã�@�q�`�ì�I�€�
�á�î�¡  �Ÿ�×�î�b�›�(/ã�Ó�µ�­�î�ª�b��#.�_�|�~�w�E�•�©�«�¸�Ò  �Ã�Ç�›�î�Ð
�å�«�b�s8j�@�a�^�C�^�~�r�M��

�«�Ã�Ò�
�˜�–�Ý�«�>�|�g�Ï�Ü�©�î��/œ�_�P�M�•)�)Ê�r�S�c�Ø�î�¨�b0Á���Í�_�ö�Y�8�Z�
�Ï�Ü�©�î�†��*O
�[�A�r�M�� /² 10-3>&P.10-10>' �_�
�Ï�Ü�©�î�b�[�†�8�C�X�?&g�K�r�M�� ��'���$×�^���Ï�Ü�©�î�[�c�
�š�å
�»�Ø�î�¨�b�Ó�î�Ý�Î�µ�¡�«�_�?4)�M�•�«�Ã�Ò�>�|�g�˜�–�Ý�«�b5��@�q�`7H�_�š�<�}�€�r�M�� ���–�ò$×�^��
�Ï�Ü�©�î�[�c�
1��è���†�G4J�K�
�Ï�Ü�©�î�_6õ�€�^�C�
�Ø�î�¨�_�|�•�Ó�µ�­�î�ª�b0b- �\�K�†75�D�G�\
�@�[�A�r�M��  
/² 10-3 '���$×�>�|�g�–�ò$×�^7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ð�¿�î�ª�Õ0¿��

'���$×�^0¿�� �–�ò$×�^0¿��

�«�Ã�Ò�P'Ç
>&Anti-Spam >'

7g�ö�\�8���I�€�S�«�Ã�Ò>8�»�ß�µ
�É

7g�ö�\$2�ƒ�K�8�«�Ã�Ò>87x7³

�Ð�î�£�¸�•�å�¢  �Ó�î�Ý>8�Ó�µ�­�î
�ª�b�ó�¡�b�S�_�� [Marketing] ��
�@3ã�•�I�€�Z4Ä�™

7g�ö�\�8���I�€�S�«�Ã�Ò>87x7³

7g�ö�\$2�ƒ�K�8�«�Ã�Ò>8�Ó�µ�­�î�ª�b�ó�¡�b
�S�_�� [Suspected Spam] ���@3ã�•�I�€�Z4Ä�™

�Ð�î�£�¸�•�å�¢  �Ó�î�Ý>8�¹�•�­�î�È�Ý
10-10
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�˜�–�Ý�«�P'Ç
>&Anti-Virus >'

�Ÿ�Ÿ�I�€�S�Ó�µ�­�î�ª>84Ä�™

�/�•�ì�I�€�S�Ó�µ�­�î�ª>8�»�ß�µ
�É

�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª>8�»
�ß�µ�É

�¤���Ó�µ�­�î�ª>8�»�ß�µ�É  

�Ÿ�Ÿ�I�€�S�Ó�µ�­�î�ª>84Ä�™

�/�•�ì�I�€�S�Ó�µ�­�î�ª>87x7³

�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª>87x7³

�¤���Ó�µ�­�î�ª>8�»�ß�µ�É  

�˜�–�Ý�«  �Ç�•�Ý�±
>&Virus Filters >'

�–�¿�î�È�Ý�
�Â�–�Ã�«�[�A�•"I��
�b�Ç�“�–�Ý�¡�Ñ�G�Ê�r�S�c�»�Ó�–
�å�^�K

�M�m�Z�b�Ó�µ�­�î�ª�b�Ó�µ�­�î�ª
�š�f�b�w� �ì

�Â�–�Ã�«�[�A�•�Ç�“�–�Ý�¡�Ñ�G�Ê�r�S�c�»�Ó
�–�å�b�w� �ì

�•*+�¡�b�Ó�µ�­�î�ª�b�Ó�µ�­�î�ª�š�f�b�w� 
�ì

/² 10-3 '���$×�>�|�g�–�ò$×�^7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ð�¿�î�ª�Õ0¿��  >&)F�A>'
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C H A P T E R 11

�¥�å�¸�å�¶  �Ç�•�Ý�±

• ���¥�å�¸�å�¶  �Ç�•�Ý�±�b�+0[�� >&P.11-1>'

• ���¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s�� >&P.11-1>'

• ���¥�å�¸�å�¶�_�ö�Y�C�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�� >&P.11-18>'

�¥�å�¸�å�¶  �Ç�•�Ý�±�b�+0[
�‹�[�è���M�•�S�u�_�¥�å�¸�å�¶�[7x7³�@�²0[�^���œ�
�û���Ï�Ü�©�î�["I���b�Ó�µ�­�î�ª�†4Ä�™�S�_�/�•
�ì�M�•�²0[�@�6�•���œ�
�r�S�c�õ�–�b#.#ä�[�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�¥�å�¸�å�¶
�_�|�W�Z"I�9�^��#.�@�²0[�^�Ó�µ�­�î�ª�†�w0Ç�M�•�G�\�@�6�~�r�M���G�€�}�c�
�”�å�³�˜�–�Ý�«  �«
�Ÿ�Õ�å�r�S�c  DLP �^�]�b�Ú�b�¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•�µ+��@��#.�[�A�^�8���œ�_�e8Ÿ�_�^�~�r�M���”
�É�Û�–�”�å�«�c�b�|�:�^�¥�å�¸�å�¶�†�«�Ÿ�Õ�å�K�
�Ó�µ�­�î�ª�_�P�K�Z4:�)�^�”�¡�©�Ù�å�†��/œ�M�•�S
�u�_�
�¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�K�r�M��

�¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�¥�å�¸�å�¶  �Ç�•�Ý�±�c�Ó�µ�­�î�ª  �Ç�•�Ý�±�\���Z�8�r�M�@�
�Ó�µ�­�î�ª  �Ç�•�Ý�±��#.�>�|�g�”�å�³�«
�Ã�Ò�\�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�@�Ó�µ�­�î�ª�_�P�K�Z��/œ�I�€�S�‹�[4:#Ý�I�€�r�M��7Á�Ê�Ó�î�Ý  �­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ø�î�¨>&3æ�™*…�r�S�c�w�™*…>'�"�)�[�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�S�u
�_�¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�K�r�M���¥�å�¸�å�¶  �Ç�•�Ý�±�c�
7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�[�‹�o�]4:#Ý
�I�€�•!l�
�X�r�~�
 1 �X�b�Ó�µ�­�î�ª�@�
�›�Ó�î�Ý  �Ï�Ü�©�î�_�P�Â�M�•�¶���b0
�X�b�Ó�µ�­�î�ª�_���(
/ã���I�€�S�‹�[4:#Ý�I�€�•!l�†7V�8�Z�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�\�o�p� �L�[�M�� >&0ò(ý�_�X�8�Z�c�


���Ó�µ�­�î�ª�(/ã�� >&P.10-5>' �†�g!·�K�Z�C�T�I�8>' ���¥�å�¸�å�¶  �Ç�•�Ý�±�µ+��c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±
��#.�>�|�g�”�å�³�«�Ã�Ò�\�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�@�Ó�µ�­�î�ª�_�P�K�Z��/œ�I�€�S�‹�[4:#Ý�I�€�r
�M��

�¥�å�¸�å�¶  �Ç�•�Ý�±�c%T�™�Ó�µ�­�î�ª�r�S�c$Î�™�Ó�µ�­�î�ª�b�]�U�}�?�b�«�Ÿ�Õ�å�_7H���I�€�r�M��
�g�‰�b�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�Ç�•�Ý�±�†��*O�M�•�G�\�c�[�A�r�O�‡��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�[�c�
�›�Ó�µ�­�î�ª  �±�–�É�_�P�K�Z�Q�€�R�€�¥�å�¸�å�¶  �Ç�•�Ý�±�b���Ð�«�±�î  �Ü�«�º��
�@�6�~�r�M���r�S�Ð�«�±�î  �Ü�«�º�c�
�”�É�Û�–�”�å�«�@�]�b8p�Î�[�¥�å�¸�å�¶  �Ç�•�Ý�±�†��/œ�M�•�?
�†�ô���K�r�M���S�T�K�¶���b�Ó�î�Ý  �Ï�Ü�©�î�c�
�Ó�µ�­�î�ª�@�Ï�Ü�©�î�_�M+´�M�•�\�A�_�
��/œ�I�€
�•"I���b�Ç�•�Ý�±�†�ô���K�r�M��

AsyncOS �_�c�
 ���Ý�î�Ý  �Å�Ý�²���Ì�î�ª�@�6�~�r�M���G�b�Ì�î�ª�[�c�
 4 �X�b0[(ò�†�Q#Ý�K�Z�¥�å�¸�å
�¶  �Ç�•�Ý�±�†(F�"�_�8�B�[�A�r�M��

• �”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�S�u�b�¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�M�•�\�A�_$Î#Õ�M
�• �²�ó >&�õ�–>'
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
• �”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�_��/œ�M�• �”�¡�©�Ù�å >&�²8r>'

• �Ó�µ�­�î�ª�†�š�f�K�S���œ�_�
�”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�_3ã�•�[�A�• �”�¡�©�Ù�å�š�X >&�õ�–>'

�¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�K�S�Ó�µ�­�î�ª  �¥�å�¸�å�¶�b�«�Ÿ�Õ�å�‰�2

�¥�å�¸�å�¶  �Ç�•�Ý�±�b�²�ó

�²�ó�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@6õ4��M�•�Ó�î�Ý  �Ï�Ü�©�î�_�M+´�M�•�Ó�µ�­�î�ª  
�Ç�•�Ý�±�†�Q#Ý�M�•�?�]�:�?�†�ô���M�•���º�Ü�ž�î���[�M���¥�å�¸�å�¶  �Ç�•�Ý�±�b�²�ó�b�æ���c�œ�É
�©�Ù�å�[�M���²�ó�b�^�8�¥�å�¸�å�¶  �Ç�•�Ý�±�c6õ4��M�•�Ó�î�Ý  �Ï�Ü�©�î�_�M+´�M�•�M�m�Z�b�Ó�µ�­�î
�ª�_4:#Ý�I�€�r�M��

�¥�å�¸�å�¶  �Ç�•�Ý�±�b�²�ó�[�c�
�Ó�µ�­�î�ª�•�e�r�S�c�ç�Ü�Ç�“�–�Ý�["I���b�Ã�±�î�å�†�è(ô�M�•
�Ç�•�Ý�±  �Ý�î�Ý�†3ã�•�M�•���œ�
�Ã�±�î�å�@�è���I�€�•�G�X�b�q�`�K�A�8�Í�†�æ���[�A�r�M��
AsyncOS �c�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�\�
�Ó�µ�­�î�ª�>�|�g�ç�Ü�Ç�“�–�Ý�_0b�X�?�W�S�M+´�b�X�b

���«�¥�”���†7Ÿ0£�K�r�M���q�`�K�A�8�Í�_ 6�S�^�8���œ�
�G0d/²#'�c  true �\0Û�o�I�€�r�O�‡���G�b�K�A
�8�Í�c�
�¸�Ÿ�«�º�
�«�Ð�î�º  ID�
�r�S�c�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b#Ý1��_�P�K�Z�æ���[�A�r�M��

/² 11-1 �¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�K�S�Ó�µ�­�î�ª  �¥�å�¸�å�¶�b�«�Ÿ�Õ�å�‰�2

�ï�8
Æ�� 3ã�•�_��

�«�¸�µ�É 1 >&�õ�–>'�¥�å�¸�å�¶  �Ç�•�Ý�±�@�§�Ï�î�º�M�•�µ
+��†��*O�K�r�M��

�¥�å�¸�å�¶  �Ç�•�Ý�±�[�Q#Ý�M�•���b8o% �†�8�B�K�r�M��

• �/�•�ì�É�ß�Ç�“�–�Ý

• 
 2��¦8o�¸�å�É�Þ�î�º

• 3û%±�¸�å�É�Þ�î�º

• Policy 7x7³

�«�¸�µ�É 2 %T�™�r�S�c$Î�™�¥�å�¸�å�¶  �Ç�•�Ý�±�†��*O�K
�r�M��

�¥�å�¸�å�¶  �Ç�•�Ý�±�c  3 �X�b4Š�(�?�}�S�B�I�€�Z�8�r�M��

• �¥�å�¸�å�¶  �Ç�•�Ý�±�b�²�ó >&�õ�–>'

• �¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡�©�Ù�å

• �”�¡�©�Ù�å�š�X >&�õ�–>'

���¥�å�¸�å�¶  �Ç�•�Ý�±�b�8�B�� >&P.11-18>'

�«�¸�µ�É 3 �¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•  �Ý�î�Ý�†0¿���M�•
�Ø�î�¨  �¢�Ý�î�É�†��*O�K�r�M��

%T�™�r�S�c$Î�™�Ó�î�Ý  �Ï�Ü�©�î�†�8�B�K�r�M��

�«�¸�µ�É 4 �Ç�•�Ý�±�†�Q#Ý�M�•%T�™�r�S�c$Î�™�Ó�µ�­�î
�ª�b�Ø�î�¨�b�¢�Ý�î�É�_�¥�å�¸�å�¶  �Ç�•�Ý�±
�†�m�~�\�Z�r�M��

 '¨ 10 'v���Ó�î�Ý  �Ï�Ü�©�î��  �†�g!·�K�Z�C�T�I�8��
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�›�Ç�•�Ý�±�_�c�
0
�X�b�²�ó�†��*O�[�A�r�M��0
�X�b�²�ó�@��*O�I�€�Z�8�•���œ�
�²�ó�†1=#.  OR
>&�����b�õ�–�b�²�ó ...��>'�r�S�c1=#.  AND>&�����b�M�m�Z�b�²�ó�� >'�b�8�N�€�[)��œ�M�•�?�†4E�¥�[�A�r
�M��

/² 11-2 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�²�ó

�²�ó 1��Â

>&�²�ó�^�K>' �¥�å�¸�å�¶  �Ç�•�Ý�±�[�b�²�ó�b�æ���c�œ�É�©�Ù�å�[�M���²�ó�@�æ���I�€
�Z�8�^�8���œ�
 true  �Ý�î�Ý�@4:#Ý�I�€�r�M�� true  �Ý�î�Ý�c�M�m�Z�b�Ó�µ
�­�î�ª�_�M+´�K�
�²�N�”�¡�©�Ù�å�@��/œ�I�€�r�M��

�Ó�µ�­�î�ª�•�e�6�•�8�c�ç�Ü
�Ç�“�–�Ý>& Message Body 
or Attachments >'

[ �¸�Ÿ�«�º�†�µ�t>& Contains text>' ]>8�Ó�µ�­�î�ª�•�e�_�
"I���b�Ã�±�î�å
�\�M+´�M�•�¸�Ÿ�«�º�r�S�c�ç�Ü�Ç�“�–�Ý�@�µ�r�€�Z�8�•�?�]�:�?�†�8�9
�K�r�M��

[ �«�Ð�î�º1‘�9�Ê�†�µ�t>& Contains smart identifier>' ]>8�Ó�µ�­�î�ª�•�e�r
�S�c�ç�Ü�Ç�“�–�Ý�b�¥�å�¸�å�¶�@�
�«�Ð�î�º  ID �\�M+´�M�•�?�]�:�?�†�8
�9�K�r�M��

[ �¥�å�¸�å�¶3¡�i�b�"1��†�µ�t>& Contains term in content dictionary>' ]>8
�Ó�µ�­�î�ª�•�e�_�
 <dictionary name> �\�8�:�¡�S�b�¥�å�¸�å�¶  �¹�•�¡
�©�Ù�¼�Ü�b�8�N�€�?�b�G0d/²#'�r�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8
�9�K�r�M��

�G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�_�c�
�¹�•�¡�©�Ù�¼�Ü�@�M�[�_�8�B
�I�€�Z�8�•�²0[�@�6�~�r�M��  ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�� >&P.18-2>' �†
�g!·�K�Z�C�T�I�8��

>&�@>' �¹�•�¡�©�Ù�¼�Ü�_6õ4��M�•�²�ó�c�
 1 �X�è�V�b�¹�•�¡�©�Ù�¼�Ü�@
�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�T�E�Q#Ý�[�A�r�M���¥�å�¸�å�¶  �¹�•
�¡�©�Ù�¼�Ü�b�8�B�b0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼
�Ü��>&P.18-2>' �†�g!·�K�Z�C�T�I�8��

[ 0[�Ó�I�€�S�M+´�X>& Number of matches required>' ]>8 true �\0Û�o�M�•�S
�u�_�Ý�î�Ý�[�²0[�^�M+´�X�†�æ���K�r�M���G�b�K�A�8�Í�c�
�¸�Ÿ�«�º�

�«�Ð�î�º  ID�
�r�S�c�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b#Ý1��_�P�K�Z�æ���[�A
�r�M��

�G�€�_�c�
4Ä�™�«�¸�î�±�«4Š�>�|�g6õ4��Ü�E�}�€�Z�8�•�ç�Ü�Ç�“�–�Ý�@
�µ�r�€�r�M��
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�Ó�µ�­�î�ª�•�e>& Message 
Body >'

[ �¸�Ÿ�«�º�†�µ�t>& Contains text>' ]>8�Ó�µ�­�î�ª�•�e�_�
"I���b�Ã�±�î�å
�\�M+´�M�•�¸�Ÿ�«�º�@�µ�r�€�Z�8�•�?�]�:�?�†�8�9�K�r�M��

[ �«�Ð�î�º1‘�9�Ê�†�µ�t>& Contains smart identifier>' ]>8�Ó�µ�­�î�ª�•�e�b
�¥�å�¸�å�¶�@�
�«�Ð�î�º  ID �\�M+´�M�•�?�]�:�?�†�8�9�K�r�M���«�Ð�î�º  
ID �c�
���b�Ã�±�î�å�†�è���[�A�r�M��

• �¡�Þ�ª�µ�º  �•�î�»$��•

• U.S.&k�
�–7€$��•

• Committee on Uniform Security Identification Procedures>&CUSIP>'
$��•

• American Banking Association>&ABA; (•�\5Ÿ/œ� �
>'�Ý�î�¸�•�å�¢
$��•

[ �¥�å�¸�å�¶3¡�i�b�"1��†�µ�t>& Contains term in content dictionary>' ]>8
�Ó�µ�­�î�ª�•�e�_�
 <dictionary name> �\�8�:�¡�S�b�¥�å�¸�å�¶  �¹�•�¡
�©�Ù�¼�Ü�b�8�N�€�?�b�G0d/²#'�r�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8
�9�K�r�M��

�G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�_�c�
�¹�•�¡�©�Ù�¼�Ü�@�M�[�_�8�B
�I�€�Z�8�•�²0[�@�6�~�r�M��  ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�� >&P.18-2>' �†
�g!·�K�Z�C�T�I�8��

>&�@>' �¹�•�¡�©�Ù�¼�Ü�_6õ4��M�•�²�ó�c�
 1 �X�è�V�b�¹�•�¡�©�Ù�¼�Ü�@
�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�T�E�Q#Ý�[�A�r�M���¥�å�¸�å�¶  �¹�•
�¡�©�Ù�¼�Ü�b�8�B�b0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼
�Ü��>&P.18-2>' �†�g!·�K�Z�C�T�I�8��

[ 0[�Ó�I�€�S�M+´�X>& Number of matches required>' ]>8 true �\0Û�o�M�•�S
�u�_�Ý�î�Ý�[�²0[�^�M+´�X�†�æ���K�r�M���G�b�K�A�8�Í�c�
�¸�Ÿ�«�º�r
�S�c�«�Ð�î�º  ID �_�P�K�Z�æ���[�A�r�M��

�G�b�Ý�î�Ý�c�
�Ó�µ�­�î�ª�b�•�e�T�E�_4:#Ý�I�€�r�M���ç�Ü�Ç�“�–�Ý�r
�S�c�Ê�µ�²�î�c�µ�r�€�r�O�‡��

�Ó�µ�­�î�ª  �§�–�¬
>&Message Size >'

�•�e�§�–�¬�@�
�æ��(
�V
Æ�_�6�•�?�]�:�?�†�8�9�K�r�M���•�e�§�–�¬�\
�c�Ó�µ�­�î�ª�b�§�–�¬�b�G�\�[�
�Ê�µ�²�î�\�ç�Ü�Ç�“�–�Ý�v�µ�s�r�M��
�•�e�§�–�¬  �Ý�î�Ý�c�
�•�e�§�–�¬�@�æ���X�\�š3Q�I�€�•�Ó�µ�­�î�ª�†4E
�¥�K�r�M��

/² 11-2 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�²�ó  >&)F�A>'

�²�ó 1��Â
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�ç�Ü�Ç�“�–�Ý�b
Æ��
>&Attachment Content >'

[ �¸�Ÿ�«�º�†�µ�t>& Contains text>' ]>8 �æ���K�S�Ã�±�î�å�\�M+´�M�•�¸�Ÿ�«
�º�r�S�c�9�b�ç�Ü�Ç�“�–�Ý�@�
�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�_�µ�r�€�Z�8
�•�?���G�b�Ý�î�Ý�c  body-contains()  �Ý�î�Ý�\���Z�8�r�M�@�
�G�b�Ý�î
�Ý�[�c�
�Ó�µ�­�î�ª�b
²�/�b���•�e���†�«�Ÿ�Õ�å�K�^�8�|�:�_�K�r�M��
�X�r�~�
�Ø�î�¨�@�ç�Ü�Ç�“�–�Ý�\�K�Z/²&g�M�•���œ�T�E�«�Ÿ�Õ�å�K�r�M��

[ �«�Ð�î�º1‘�9�Ê�†�µ�t>& Contains a smart identifier>' ]>8 �Ó�µ�­�î�ª�ç�Ü
�Ç�“�–�Ý�b
Æ���@�
�æ���I�€�S�«�Ð�î�º  ID �\�M+´�M�•�?�]�:�?�†�8�9�K
�r�M��

[ �¥�å�¸�å�¶3¡�i�b�"1��†�µ�t>& Contains terms in content dictionary>' ]>8 �ç
�Ü�Ç�“�–�Ý�_�
 <dictionary name> �\�8�:�¡�S�b�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼
�Ü�b�8�N�€�?�b�G0d/²#'�r�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8�9�K�r�M��

�¹�•�¡�©�Ù�¼�Ü#Ý1��†�è(ô�M�•�_�c�
�¹�•�¡�©�Ù�¼�Ü�@�M�[�_�8�B�I�€
�Z�8�•�²0[�@�6�~�r�M��  ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�� >&P.18-2>' �†�g!·
�K�Z�C�T�I�8��

>&�@>' �¹�•�¡�©�Ù�¼�Ü�_6õ4��M�•�²�ó�c�
 1 �X�è�V�b�¹�•�¡�©�Ù�¼�Ü�@
�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�T�E�Q#Ý�[�A�r�M���¥�å�¸�å�¶  �¹�•
�¡�©�Ù�¼�Ü�b�8�B�b0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼
�Ü��>&P.18-2>' �†�g!·�K�Z�C�T�I�8��

[ 0[�Ó�I�€�S�M+´�X>& Number of matches required>' ]>8 true �\0Û�o�M�•�S
�u�_�Ý�î�Ý�[�²0[�^�M+´�X�†�æ���K�r�M���G�b�K�A�8�Í�c�
�¸�Ÿ�«�º�

�«�Ð�î�º  ID �r�S�c�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�M+´�G�X�_�P�K�Z�æ���[
�A�r�M��

/² 11-2 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�²�ó  >&)F�A>'

�²�ó 1��Â
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý�_��
>&Attachment File Info >'

[ �Ç�“�–�Ý�¡>& Filename>' ]>8�Ó�µ�­�î�ª�_�
�Ç�“�–�Ý�¡�@"I���b�Ã�±�î
�å�\�M+´�M�•�ç�Ü�Ç�“�–�Ý�@�6�•�?�]�:�?�†�8�9�K�r�M��

[ �¥�å�¸�å�¶3¡�i�b�"1��†�µ�t�Ç�“�–�Ý�¡>& Filename contains term in 
content dictionary>' ]>8 �Ó�µ�­�î�ª�_�
 <dictionary name> �\�8�:�¡�S�b
�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�8�N�€�?�b�G0d/²#'�r�S�c#Ý1��@�µ�r�€�•
�Ç�“�–�Ý�¡�b�ç�Ü�Ç�“�–�Ý�@�6�•�?�]�:�?�†�8�9�K�r�M��

�G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�_�c�
�¹�•�¡�©�Ù�¼�Ü�@�M�[�_�8�B
�I�€�Z�8�•�²0[�@�6�~�r�M��  ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�� >&P.18-2>' �†
�g!·�K�Z�C�T�I�8��

>&�@>' �¹�•�¡�©�Ù�¼�Ü�_6õ4��M�•�²�ó�c�
 1 �X�è�V�b�¹�•�¡�©�Ù�¼�Ü�@
�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�T�E�Q#Ý�[�A�r�M���¥�å�¸�å�¶  �¹�•
�¡�©�Ù�¼�Ü�b�8�B�b0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼
�Ü��>&P.18-2>' �†�g!·�K�Z�C�T�I�8��

[ �Ç�“�–�Ý  �±�–�É>&File type>' ]>8 �Ó�µ�­�î�ª�_�
�Ç�•�å�ž�î�É�Ü�å�º�_�ö
�Y�8�Z"I���b�Ã�±�î�å�\�M+´�M�•�Ç�“�–�Ý  �±�–�É�b�ç�Ü�Ç�“�–�Ý�@�6�•
�?�]�:�?�†�8�9�K�r�M>& UNIX file  �¥�Ð�å�»�\���Z�8�r�M>' ��

[MIME �±�–�É>&MIME type>' ]>8 �Ó�µ�­�î�ª�_�
"I���b  MIME �±�–�É�b
�ç�Ü�Ç�“�–�Ý�@�6�•�?�]�:�?�†�8�9�K�r�M���G�b�Ý�î�Ý�c  
attachment-type  �Ý�î�Ý�_���Z�8�r�M�@�
 MIME �ç�Ü�Ç�“�–�Ý�[�æ���I
�€�S  MIME �±�–�É�b�s�@0Û�o�I�€�•!l�@$��^�~�r�M�� >&�”�É�Û�–�”�å�«
�c�
�±�–�É�@�Â&g$×�_�æ���I�€�Z�8�^�8���œ�
�Ñ�G�Ê�?�}�Ç�“�–�Ý�b�±
�–�É�†���£ ����M�•�G�\�c�6�~�r�O�‡>' ��

[ �–�Ó�î�ª�(�Ò>& Image Analysis>' ]>8 �Ó�µ�­�î�ª�_�
�æ���I�€�Z�8�•�–
�Ó�î�ª�8���\�M+´�M�•�–�Ó�î�ª�ç�Ü�Ç�“�–�Ý�@�6�•�?�]�:�?�†�8�9�K�r
�M���w� �^�–�Ó�î�ª�(�Ò�8���_�c�
 [ $2�ƒ�K�8>&Suspect>' ]�
 [ �Y4:�)

>&Inappropriate>' ]�
 [ �Y4:�)�v�K�C�c$2�ƒ�K�8>& Suspect or Inappropriate>' ]�

[ �«�Ÿ�Õ�å�Y�•>& Unscannable>' ] �r�S�c  [ �G�–>&Clean>' ] �@�6�~�r�M��

�ç�Ü�Ç�“�–�Ý�–1¤
>&Attachment Protection >'

[ �Ã�«�á�î�»�[�–1¤�I�€�S�r�S�c�/�•�ì�I�€�S�ç�Ü�Ç�“�–�Ý�@�ç�Ü�I�€�Z
�8�•>& Contains an attachment that is password-protected or encrypted>']>8

>&�G�b�²�ó�c�
�S�\�<�d�
�«�Ÿ�Õ�å�[�A�^�8�•+��ö�@�6�•�ç�Ü�Ç�“�–�Ý�†
1‘�9�M�•���œ�_�Q#Ý�K�r�M>' ��

[ �Ã�«�á�î�»�[�–1¤�I�€�S�r�S�c�/�•�ì�I�€�S�ç�Ü�Ç�“�–�Ý�@�ç�Ü�I�€�Z
�8�^�8>& Contains an attachment that is NOT password-protected or 
encrypted>' ]>8
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  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�ó�¡�Ê�µ�²�î>& Subject 
Header>'

[ �ó�¡�Ê�µ�²�î>& Subject Header>' ]>8�ó�¡�Ê�µ�²�î�_�
"I���b�Ã�±�î�å�@
�µ�r�€�Z�8�•�?�]�:�?�†�8�9�K�r�M��

[ �¥�å�¸�å�¶3¡�i�b�"1��†�µ�t>& Contains terms in content dictionary>' ]>8
�ó�¡�Ê�µ�²�î�_�
 <dictionary name> �\�8�:�¡�S�b�¥�å�¸�å�¶  �¹�•�¡�©�Ù
�¼�Ü�b�8�N�€�?�b�G0d/²#'�r�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8�9�K
�r�M��

�¹�•�¡�©�Ù�¼�Ü#Ý1��†�è(ô�M�•�_�c�
�¹�•�¡�©�Ù�¼�Ü�@�M�[�_�8�B�I�€
�Z�8�•�²0[�@�6�~�r�M��  ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�� >&P.18-2>' �†�g!·
�K�Z�C�T�I�8��

>&�@>' �¹�•�¡�©�Ù�¼�Ü�_6õ4��M�•�²�ó�c�
 1 �X�è�V�b�¹�•�¡�©�Ù�¼�Ü�@
�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�T�E�Q#Ý�[�A�r�M���¥�å�¸�å�¶  �¹�•
�¡�©�Ù�¼�Ü�b�8�B�b0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼
�Ü��>&P.18-2>' �†�g!·�K�Z�C�T�I�8��

�Q�b�Ú�b�Ê�µ�²�î>& Other 
Header>'

[ �Ê�µ�²�î�¡>& Header name>' ]>8�Ó�µ�­�î�ª�_�
"I���b�Ê�µ�²�î�@�µ�r�€
�Z�8�•�?�]�:�?�†�8�9�K�r�M��

[ �Ê�µ�²�î�b�Í>& Header value>' ]>8�Ê�µ�²�î�b�Í�@�
"I���b�Ã�±�î�å�\�M
+´�M�•�?�]�:�?�†�8�9�K�r�M��

[ �Ê�µ�²�î�b�Í�@�¥�å�¸�å�º3¡�i
Æ�b�"1��†�µ�s�r�M>& Header value 
contains terms in the content dictionary>' ]>8 �æ���I�€�S�Ê�µ�²�î�_�

<dictionary name> �\�8�:�¡�S�b�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�8�N�€�?�b
�G0d/²#'�r�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8�9�K�r�M��

�¹�•�¡�©�Ù�¼�Ü#Ý1��†�è(ô�M�•�_�c�
�¹�•�¡�©�Ù�¼�Ü�@�M�[�_�8�B�I�€
�Z�8�•�²0[�@�6�~�r�M��  ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�� >&P.18-2>' �†�g!·
�K�Z�C�T�I�8��

>&�@>' �¹�•�¡�©�Ù�¼�Ü�_6õ4��M�•�²�ó�c�
 1 �X�è�V�b�¹�•�¡�©�Ù�¼�Ü�@
�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�T�E�Q#Ý�[�A�r�M���¥�å�¸�å�¶  �¹�•
�¡�©�Ù�¼�Ü�b�8�B�b0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼
�Ü��>&P.18-2>' �†�g!·�K�Z�C�T�I�8��
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  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�š�å�Ë�ß�î�É3æ�™*…
>&Envelope Sender >'

[ �š�å�Ë�ß�î�É3æ�™*…>&Envelope Sender>' ]>8 �š�å�Ë�ß�î�É3æ�™*…
>&Envelope From, <MAIL FROM>>'�@�æ���K�S�Ã�±�î�å�\�M+´�K�Z�8�•
�?��

[LDAP �¢�Ý�î�É�_�M+´>& Matches LDAP group>' ]>8 �š�å�Ë�ß�î�É3æ�™*…
>&�X�r�~�
 Envelope From�
 <MAIL FROM>>'�@�
"I���b  LDAP �¢�Ý�î�É
�_�µ�r�€�•�?�]�:�?�†�8�9�K�r�M��

[ �¥�å�¸�å�¶3¡�i�b�"1��†�µ�t>& Contains term in content dictionary>' ]>8 �š
�å�Ë�ß�î�É3æ�™*…�_�
 <dictionary name> �\�8�:�¡�S�b�¥�å�¸�å�¶  �¹�•�¡
�©�Ù�¼�Ü�b�8�N�€�?�b�G0d/²#'�r�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8�9
�K�r�M��

�¹�•�¡�©�Ù�¼�Ü#Ý1��†�è(ô�M�•�_�c�
�¹�•�¡�©�Ù�¼�Ü�@�M�[�_�8�B�I�€
�Z�8�•�²0[�@�6�~�r�M��  ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�� >&P.18-2>' �†�g!·
�K�Z�C�T�I�8��

>&�@>' �¹�•�¡�©�Ù�¼�Ü�_6õ4��M�•�²�ó�c�
 1 �X�è�V�b�¹�•�¡�©�Ù�¼�Ü�@
�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�T�E�Q#Ý�[�A�r�M���¥�å�¸�å�¶  �¹�•
�¡�©�Ù�¼�Ü�b�8�B�b0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼
�Ü��>&P.18-2>' �†�g!·�K�Z�C�T�I�8��
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  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�š�å�Ë�ß�î�É�w�™*…
>&Envelope Recipient >'

[ �š�å�Ë�ß�î�É�w�™*…>& Envelope Recipient>' ]>8 �š�å�Ë�ß�î�É�w�™*…
>&Envelope To, <RCPT TO>>'�@�æ���K�S�Ã�±�î�å�\�M+´�K�Z�8�•�?��

[LDAP �¢�Ý�î�É�_�M+´>& Matches LDAP group>' ]>8 �š�å�Ë�ß�î�É�w�™*…
>&Envelope To, <RCPT TO>>'�@�
�æ���K�S  LDAP �¢�Ý�î�É
Æ�_�Ñ�~�M�•
�?��

[ �¥�å�¸�å�¶3¡�i�b�"1��†�µ�t>& Contains term in content dictionary>' ]>8 �š
�å�Ë�ß�î�É�w�™*…�_�
 <dictionary name> �\�8�:�¡�S�b�¥�å�¸�å�¶  �¹�•�¡
�©�Ù�¼�Ü�b�8�N�€�?�b�G0d/²#'�r�S�c#Ý1��@�µ�r�€�Z�8�•�?�]�:�?�†�8�9
�K�r�M��

�¹�•�¡�©�Ù�¼�Ü#Ý1��†�è(ô�M�•�_�c�
�¹�•�¡�©�Ù�¼�Ü�@�M�[�_�8�B�I�€
�Z�8�•�²0[�@�6�~�r�M��  ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�� >&P.18-2>' �†�g!·
�K�Z�C�T�I�8��

>&�@>' �¹�•�¡�©�Ù�¼�Ü�_6õ4��M�•�²�ó�c�
 1 �X�è�V�b�¹�•�¡�©�Ù�¼�Ü�@
�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�T�E�Q#Ý�[�A�r�M���¥�å�¸�å�¶  �¹�•
�¡�©�Ù�¼�Ü�b�8�B�b0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼
�Ü��>&P.18-2>' �†�g!·�K�Z�C�T�I�8��

>&�@>'[ �š�å�Ë�ß�î�É�w�™*…>& Envelope Recipient>' ] �Ý�î�Ý�c�
�Ó�µ�­�î
�ª�"�)�[�M���Ó�µ�­�î�ª�_0
�X�b�w�™*…�@�6�•���œ�
�¢�Ý�î�É�b�w�™*…
�@ 1 �Ç�T�E�è���I�€�€�d�
�æ���I�€�S�”�¡�©�Ù�å�@�Ó�µ�­�î�ª�b�M�m�Z
�b�w�™*…�_4:#Ý�I�€�r�M��

�š�å�Ë�ß�î�É3æ�™*…>&Envelope From <MAIL FROM>>'�@�
�æ���K�S  
LDAP �¢�Ý�î�É
Æ�_�Ñ�~�M�•�?��

�w�™�Ü�«�¼�î>&Receiving 
Listener >'

�Ó�µ�­�î�ª�c�
�æ���I�€�S�Ü�«�¼�î)�#ä�[�†�8�S�?���Ü�«�¼�î�¡�c�
�©
�«�¸�Ò�[#'�~0¿���I�€�Z�8�•�Ü�«�¼�î�b�¡�S�[�^�E�€�d�^�~�r�O�‡��

�Ü�Ô�î�º  IP>&Remote IP >' �Ü�Ô�î�º  �Í�«�º�?�}3æ�™�I�€�S�Ó�µ�­�î�ª�c�
�æ���K�S  IP �”�»�Þ�«�r�S
�c  IP �È�ß�µ�¡�_�M+´�K�Z�8�•�?�� [ �Ü�Ô�î�º  IP>&Remote IP>' ] �Ý�î�Ý�c�

�Ó�µ�­�î�ª�†3æ�™�K�S�Í�«�º�b  IP �”�»�Þ�«�@"I���b�Ã�±�î�å�\�M+´�M�•
�?�]�:�?�†�¸�«�º�K�r�M���G�€�c�
�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù
�å  4>&IPv4>'�r�S�c�Â�î�ª�Ù�å  6>&IPv6>'�”�»�Þ�«�†�æ���[�A�r�M�� IP �”
�»�Þ�«  �Ã�±�î�å�c�
 ��3æ�™*…�¢�Ý�î�É�b�S�e�� >&P.7-4>' �[1��Â�I�€�Z�8
�•�
0Á�•�I�€�S�Í�«�º/²0°�†�Q#Ý�K�Z�æ���I�€�r�M���S�T�K�
 SBO�

SBRS�
 dnslist /²0°�>�|�g"I�f�Ÿ�î�á�î�»  ALL �†7V�A�r�M��

�Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”
>&Reputation Score >'

3æ�™*…�b SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�†�è0É�K�r�M�� [ �Þ�Æ�×
�¸�î�©�Ù�å  �«�¥�”>& Reputation Score>'] �c�
�9�b�Í�_�P�M�•  SenderBase 
�Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�†�³�™�µ�¡�K�r�M��

/² 11-2 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�²�ó  >&)F�A>'

�²�ó 1��Â
11-9
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡�©�Ù�å

�”�¡�©�Ù�å�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�¥�å�¸�å�¶  �Ç�•�Ý�±�b�²�ó�_�M+´�M�•�Ó�µ
�­�î�ª�_/œ�:�G�\�[�M���Ó�µ�­�î�ª�b�š�f�
7x7³�r�S�c�»�ß�µ�É�^�]�I�r�J�r�^�±�–�É�b�”�¡�©�Ù�å�@
#Ý�–�I�€�Z�8�r�M���Ó�µ�­�î�ª�[4Ä�™�r�S�c�»�ß�µ�É�\�8�W�S���q)
�”�¡�©�Ù�å���@��/œ�I�€�•�G�\
�[�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�I�D$×�_�”�¡�©�Ù�å�@�6�ì��/œ�I�€�
�”�˜�º�È�Þ�–�¡  
�Ç�•�Ý�±�r�S�c  DLP �«�Ÿ�Õ�å�^�]�b�Q�b�‹�b�M�m�Z�b��#.�@���‹�I�€�r�O�‡��

�›�¥�å�¸�å�¶  �Ç�•�Ý�±�_�c�
�a�^�C�\�v  1 �X�b�”�¡�©�Ù�å�†��*O�M�•�²0[�@�6�~�r�M��

�”�¡�©�Ù�å�c�
8p�Î�_�‘�8�Ó�µ�­�î�ª�[��/œ�I�€�•�S�u�
�¥�å�¸�å�¶  �Ç�•�Ý�±�b0
�X�b�”�¡�©�Ù�å�†
��*O�M�•���œ�
�”�¡�©�Ù�å�b8p�Î�†*ƒ�Ö�K�r�M��

Attachment Content �²�ó�
 Message Body �r�S�c  Attachment �²�ó�
 Message �•�e�²�ó�
�r�S�c  
Attachment 
Æ���²�ó�\�M+´�M�•�Ó�µ�­�î�ª�_�P�K�Z7x7³�”�¡�©�Ù�å�†0¿���K�S���œ�
7x7³�I�€�S�Ó�µ
�­�î�ª
Æ�b�M+´�K�S
Æ���†/²&g�[�A�r�M���Ó�µ�­�î�ª�•�e�†/²&g�M�•�\�
0ñ�\
Æ���@;ä,
�[�I1*/²&g�I
�€�r�M���r�S�
 $MatchedContent  �”�¡�©�Ù�å�š�X�†�Q#Ý�K�Z�
�M+´�K�S
Æ���†�Ó�µ�­�î�ª�b�ó�¡�_�µ
�u�•�G�\�@�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Advanced Configuration 
Guide���†�g!·�K�Z�C�T�I�8��

DKIM 1�0É>&DKIM 
Authentication >'

DKIM 1�0É�_�œ�A�K�S�?�
4Š�($×�_�è0É�I�€�S�?�
�M�ì$×�_�è0É�Y�•+�
�\�K�Z3É�I�€�S�?�
�»�K�K�S�?�
 DKIM )��Ý�@3É�I�€�Z�8�^�8�?�]�:�?
�†�8�9�K�r�M��

SPF �è0É>&SPF 
Verification >'

SPF �è0É�«�¸�î�±�«�†�8�9�K�r�M���G�b�Ç�•�Ý�±  �Ý�î�Ý�[�c�
�I�r�J�r
�^  SPF �è0É)��Ý�†�¡�š�Ü�î�[�A�r�M�� SPF �è0É�b0ò(ý�_�X�8�Z�c�


�� Cisco IronPort AsyncOS for Email Advanced Configuration Guide���b
�� Email Authentication���†�g!·�K�Z�C�T�I�8��
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  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�Ç�•�Ý�±�H�\�_��*O�[�A�•�q)
�”�¡�©�Ù�å�c  1 �X�T�E�[�M���q)
�”�¡�©�Ù�å�c�
�Ü�«�º�b�q�‹�b�”�¡
�©�Ù�å�[�M���Â�˜�å�«�
4Ä�™�
�>�|�g�»�ß�µ�É�c�
�q)
�”�¡�©�Ù�å�[�M���¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡
�©�Ù�å�†
°�Š�M�•���œ�
 GUI �>�|�g  CLI �_�|�~�
�q)
�”�¡�©�Ù�å�@�I�D$×�_�q�‹�_4Ä*(�I�€�r�M��  

/² 11-3 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡�©�Ù�å

�”�¡�©�Ù�å 1��Â

7x7³ [ 7x7³>&Quarantine>' ]>8  �8�N�€�?�b  Policy 7x7³�š�Ü�”�_�–�â�I�€�•�Ó�µ
�­�î�ª�_�Ç�Û�¢�†�Ü�E�r�M��

[ 5�0
�M�•�Ó�µ�­�î�ª>& Duplicate message>' ]>8�Ó�µ�­�î�ª�b�¥�Æ�î�†�æ��
�I�€�S7x7³�š�Ü�”�_3æ�™�K�Z�
�œ�Ü�ª�¼�Ý  �Ó�µ�­�î�ª�b��#.�†)F/œ�K�r�M��
�õ�–�b3ã�•�”�¡�©�Ù�å�@�
�œ�Ü�ª�¼�Ý  �Ó�µ�­�î�ª�_4:#Ý�I�€�r�M��

4Ä�™�ì�b�/�•�ì �Ó�µ�­�î�ª�c�
���b��#.�•7u�_4
�s�r�M���M�m�Z�b��#.�@�ö�¢�M�•�\�

�Ó�µ�­�î�ª�@�/�•�ì�I�€�
4Ä�™�I�€�r�M��

[ �/�•�ì�Ý�î�Ý>& Encryption rule>' ]>8�Ó�µ�­�î�ª�†�–�_�/�•�ì�M�•�?�
 TLS 
�K)F�†�Ó�K�S3æ�™0è/œ�@�q�6�_�»�K�K�S���œ�T�E�/�•�ì�K�r�M��0ò(ý�_�X
�8�Z�c�
 �� TLS �K)F�†�/�•�ì�b�æ�ƒ�~�_�Q#Ý�� >&P.16-8>' �†�g!·�K�Z�C�T�I
�8��

[ �/�•�ì�É�ß�Ç�“�–�Ý>& Encryption Profile>' ]>8 ��#.�@�ö�¢�K�S�}�
�æ���I
�€�S�/�•�ì�É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z�Ó�µ�­�î�ª�†�/�•�ì�K�
�Ó�µ�­�î�ª�†
4Ä�™�K�r�M���G�b�”�¡�©�Ù�å�c�
 Cisco �/�•�ì�”�É�Û�–�”�å�«�r�S�c�Í�«
�¸�µ�»  �Ÿ�î  �§�î�Å�«�\�\�v�_�Q#Ý�K�r�M��

[ �ó�¡>& Subject>' ]>8  �/�•�ì�I�€�S�Ó�µ�­�î�ª�b�ó�¡�[�M���¹�Ç�›�Ý�º�[
�c�
�G�b�Í�c�
 $Subject  �[�M��
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  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s

Æ���_�|�W�Z�ç�Ü�Ç�“�–
�Ý�†7V�d

[ ���†�µ�t�ç�Ü�Ç�“�–�Ý>& Attachment contains>' ]>8 �G0d/²#'�†�µ�t�Ó�µ
�­�î�ª�b�M�m�Z�b�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�K�r�M���”�î�•�–�È  �Ç�“�–�Ý

>&zip�
 tar>'�c�
�p�_�µ�r�€�Z�8�•�Ç�“�–�Ý�b�8�N�€�?�@�G0d/²#'�\�M+´�M
�•���œ�_�»�ß�µ�É�I�€�r�M��

[ �«�Ð�î�º1‘�9�Ê�†�µ�t>& Contains smart identifier>' ]>8 �æ���I�€�S�«�Ð�î
�º  ID �†�µ�t�Ó�µ�­�î�ª�b�M�m�Z�b�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�K�r�M��

[ �¥�å�¸�å�¶3¡�i�b�"1��†�µ�t�ç�Ü�Ç�“�–�Ý>& Attachment contains terms in 
the content dictionary>' ]>8 �ç�Ü�Ç�“�–�Ý�_�
 <dictionary name> �\�8�:�¡�S
�b�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�8�N�€�?�b�G0d/²#'�r�S�c#Ý1��@�µ�r�€�Z
�8�•�?�]�:�?�†�8�9�K�r�M��

[ 0[�Ó�I�€�S�M+´�X>& Number of matches required>' ]>8 true �\0Û�o�M�•�S�u
�_�Ý�î�Ý�[�²0[�^�M+´�X�†�æ���K�r�M���G�b�K�A�8�Í�c�
�¸�Ÿ�«�º�
�«
�Ð�î�º  ID �r�S�c�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�b�M+´�G�X�_�P�K�Z�æ���[�A
�r�M��

[ �Ó�µ�­�î�ª�j�K�p�<>& Replacement message>' ]>8 �œ�É�©�Ù�å �¥�Ó�å�º�c�

�»�ß�µ�É�I�€�S�ç�Ü�Ç�“�–�Ý�b*(�n�_�Q#Ý�I�€�•�¸�Ÿ�«�º�†�š�f�K�r�M��
�ç�Ü�Ç�“�–�Ý�b�Ç�µ�±�î�c�
�"(ç�_�Ó�µ�­�î�ª�_3ã�•�I�€�•�T�E�[�M��

/² 11-3 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡�©�Ù�å  >&)F�A>'

�”�¡�©�Ù�å 1��Â
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�Ç�“�–�Ý�_���_�|�W�Z�ç
�Ü�Ç�“�–�Ý�†7V�d

[ �Ç�“�–�Ý�¡>& File name>' ]>8 �æ���I�€�S�G0d/²#'�\�Ç�“�–�Ý�¡�@�M+´�M�•
�Ó�µ�­�î�ª�b�M�m�Z�b�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�K�r�M���”�î�•�–�È�g�'�b
�ç�Ü�Ç�“�–�Ý>& zip�
 tar>'
Æ�_0ñ�\�M�•�Ç�“�–�Ý�@�6�•���œ�
�G�b�ç�Ü�Ç�“
�–�Ý�c�»�ß�µ�É�I�€�r�M��

[ �Ç�“�–�Ý  �§�–�¬>& File size>' ]>8 �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�ß�î�š
�å�¥�î�»�g�'�[�æ���K�S�§�–�¬>&�Â�–�º�"�)>'�è�V�b�§�–�¬�[�6�•�Ç�“�–
�Ý�†�M�m�Z�»�ß�µ�É�K�r�M���”�î�•�–�È  �Ç�“�–�Ý�r�S�c�})°�Ç�“�–�Ý�b��
�œ�
�G�b�”�¡�©�Ù�å�c�
�})°�S�b�§�–�¬�†�è0É�O�N�
��7•�b+¬�/�b�§�–�¬
�@0£ ��I�€�r�M��

[ �Ç�“�–�Ý  �±�–�É>&File type>' ]>8 �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
�æ��
�K�S�Ç�“�–�Ý�b���Ç�•�å�ž�î�É�Ü�å�º���\�M+´�M�•�Ç�“�–�Ý�†�M�m�Z�»
�ß�µ�É�K�r�M���”�î�•�–�È�g�'�b�ç�Ü�Ç�“�–�Ý>& zip�
 tar>'
Æ�_0ñ�\�M�•
�Ç�“�–�Ý�@�6�•���œ�
�G�b�ç�Ü�Ç�“�–�Ý�c�»�ß�µ�É�I�€�r�M��

[MIME �±�–�É>&MIME type>' ]>8 �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�:�U�
"I��
�b  MIME �±�–�É�b�Ç�“�–�Ý�†�M�m�Z�»�ß�µ�É�K�r�M��

[ �–�Ó�î�ª�(�Ò�8��>& Image Analysis Verdict>' ]>8 �æ���I�€�S�–�Ó�î�ª�8��
�\�M+´�M�•�–�Ó�î�ª�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�K�r�M���w� �^�–�Ó�î�ª�(�Ò
�8���_�c�
 [ $2�ƒ�K�8>&Suspect>' ]�
 [ �Y4:�)>& Inappropriate>' ]�
 [ �Y4:�)�v
�K�C�c$2�ƒ�K�8>& Suspect or Inappropriate>' ]�
 [ �«�Ÿ�Õ�å�Y�•

>&Unscannable>' ] �r�S�c  [ �G�–>&Clean>' ] �@�6�~�r�M��

[ �Ó�µ�­�î�ª�j�K�p�<>& Replacement message>' ]>8 �œ�É�©�Ù�å �¥�Ó�å�º�c�

�»�ß�µ�É�I�€�S�ç�Ü�Ç�“�–�Ý�b*(�n�_�Q#Ý�I�€�•�¸�Ÿ�«�º�†�š�f�K�r�M��
�ç�Ü�Ç�“�–�Ý�b�Ç�µ�±�î�c�
�"(ç�_�Ó�µ�­�î�ª�_3ã�•�I�€�•�T�E�[�M��


 2��²8o�e�b3ã�• [ �V�_4Ä*(>&Above>' ]>8  �Ó�µ�­�î�ª�V4Š�_
 2��¦8o�†3ã�•�K�r�M>&�Ê�µ
�²�î>' ��

[ �W�_4Ä*(>&Below>' ]>8 �Ó�µ�­�î�ª�W4Š�_
 2��¦8o�†3ã�•�K�r�M>&�Ç�µ
�±�î>' ��

>&�@>'�G�b�¥�å�¸�å�¶  �Ç�•�Ý�±  �”�¡�©�Ù�å�†�Q#Ý�M�•�_�c�

 2��¦8o�¸�Ÿ
�«�º�†�M�[�_�8�B�K�Z�8�•�²0[�@�6�~�r�M��

0ò(ý�_�X�8�Z�c�
 ��
 2��¦8o�¸�å�É�Þ�î�º�� >&P.18-12>' �†�g!·�K�Z�C�T�I
�8��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±
�_�|�•�«�Ÿ�Õ�å�b�«�Ÿ�µ
�É

�Ó�µ�­�î�ª�_�P�K�Z�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�_�|�•�«�Ÿ�Õ�å�†�«�Ÿ�µ�É�K
�r�M��

/² 11-3 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡�©�Ù�å  >&)F�A>'

�”�¡�©�Ù�å 1��Â
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DKIM *+�¡�b�Â�–�Ã�« �Ó�µ�­�î�ª�_�P�K�Z  DKIM *+�¡�†�Â�–�Ã�«�K�r�M��

�¥�Æ�î>&Bcc: >'�†3æ�™ [ 7Á�Ê�Ó�î�Ý  �”�»�Þ�«>& Email addresses>' ]>8 �æ���w�™*…�_�Ó�µ�­�î�ª�†��
�¡�[�¥�Æ�î�K�r�M��

[ �ó�¡>& Subject>' ]>8  �¥�Æ�î�I�€�S�Ó�µ�­�î�ª�b�ó�¡�†3ã�•�K�r�M��

[ �Ü�±�î�å  �Ã�«>&�œ�É�©�Ù�å>'>&Return path (optional)>' ]>8 �Ü�±�î�å  �Ã�«�†
�æ���K�r�M��  

[ �æ�p�Ó�î�Ý�Í�«�º>&�œ�É�©�Ù�å>' >&Alternate mail host (optional)>' ]>8 �æ�p
�Ó�î�Ý  �Í�«�º�†�æ���K�r�M��

3û%± [ 3û%±>&Notify>' ]>8 �æ���I�€�S�w�™*…�_�G�b�Ó�µ�­�î�ª�†���Ì�K�r�M���œ�É
�©�Ù�å�[3æ�™*…�>�|�g�w�™*…�_3û%±�[�A�r�M��

[ �ó�¡>& Subject>' ]>8  �¥�Æ�î�I�€�S�Ó�µ�­�î�ª�b�ó�¡�†3ã�•�K�r�M��

[ �Ü�±�î�å  �Ã�«>&�œ�É�©�Ù�å>'>&Return path (optional)>' ]>8 �Ü�±�î�å  �Ã�«�†
�æ���K�r�M��  

[ �¸�å�É�Þ�î�º�<#Ý>& Use template>' ]>8 �8�B�K�S�¸�å�É�Þ�î�º�?�}�¸�å�É
�Þ�î�º�†4E�¥�K�r�M��

[ �œ�Ü�ª�¼�Ý  �Ó�µ�­�î�ª�†�ç�Ü�Ç�“�–�Ý�\�K�Z�µ�u�r�M>& Include original 
message as an attachment>']>8 �œ�Ü�ª�¼�Ý  �Ó�µ�­�î�ª�†�ç�Ü�Ç�“�–�Ý�\�K�Z
3ã�•�K�r�M��

�w�™*…�†�š�f [ 7Á�Ê�Ó�î�Ý  �”�»�Þ�«>& Email Address>' ]>8  �Ó�µ�­�î�ª�b�w�™*…�†�æ��7Á�Ê
�Ó�î�Ý  �”�»�Þ�«�_�š�f�K�r�M��

�æ�p3æ�™�Í�«�º�_�Ó�µ
�­�î�ª�†3æ�™

[ �Ó�î�Ý  �Í�«�º>& Mail host>' ]>8 �Ó�µ�­�î�ª�b��
›�Ó�î�Ý  �Í�«�º�†�æ���Ó�î
�Ý �Í�«�º�_�š�f�K�r�M��

>&�@>' �G�b�”�¡�©�Ù�å�c�
�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  �š�å�ª�å�_�|�~�«�Ã�Ò
�\�K�Z�(8®�I�€�S�Ó�µ�­�î�ª�@7x7³�I�€�^�8�|�:�_�K�r�M���G�b�”
�¡�©�Ù�å�c�
7x7³�†!“� �_�K�Z�
�æ���Ó�î�Ý  �Í�«�º�_3æ�™�K�r�M��

IP �–�å�±�î�Ç�™�–�«�?�}
3æ�™

[ ���b  IP �–�å�±�î�Ç�™�–�«�?�}3æ�™>& Send from IP interface>']>8 �æ��  IP �–
�å�±�î�Ç�™�–�«�?�}3æ�™�K�r�M�� [IP �–�å�±�î�Ç�™�–�«�?�}3æ�™>& Deliver 
from IP Interface>' ] �”�¡�©�Ù�å�c�
�Ó�µ�­�î�ª�b�¯�î�«  �Í�«�º�†�æ���¯�î
�«�_�š�f�K�r�M���¯�î�«  �Í�«�º�c�
�Ó�µ�­�î�ª�@4Ä�™�I�€�•  IP �–�å�±�î
�Ç�™�–�«�[�S�B�I�€�r�M��

�Ê�µ�²�î�b7V�d [ �Ê�µ�²�î�¡>& Header name>' ]>8 �æ���Ê�µ�²�î�†4Ä�™�S�_�Ó�µ�­�î�ª�?�}�P
7V�K�r�M��

/² 11-3 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡�©�Ù�å  >&)F�A>'
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  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�Ê�µ�²�î�b3ã�• / )…7Ÿ �Ó�µ�­�î�ª�_�‚�K�8�Ê�µ�²�î�†��
°�r�S�c�¤�Ñ�b�Ê�µ�²�î�†�š�f�K�r�M��

[ �Ê�µ�²�î�¡>& Header name>' ]>8 �‚0d�r�S�c�¤�Ñ�b�Ê�µ�²�î�b�¡�S��

[ �‚�K�8�Ê�µ�²�î�b�Í�†�æ��>& Specify value of new header>' ]>8 �‚�K�8�Ê�µ
�²�î�b�Í�†4Ä�™�S�_�Ó�µ�­�î�ª�_��
°�K�r�M��

[ �¤�Ñ�b�Ê�µ�²�î�b�Í�b�S�_�Ü�•>& Prepend to the Value of Existing Header>'
]>8 4Ä�™�S�_�¤�Ñ�b�Ê�µ�²�î�b�S�_�Í�†3ã�•�K�r�M��

[ �¤�Ñ�b�Ê�µ�²�î�b�Í�b�‹�•�_�Ü�•>& Append to the Value of Existing 
Heade>' ]>8 4Ä�™�S�_�¤�Ñ�b�Ê�µ�²�î�b�‹�•�_�Í�†3ã�•�K�r�M��

[ �¤�Ñ�b�Ê�µ�²�î�b�Í�?�}�è(ô�K�Z*(�n>& Search & Replace from the Value 
of Existing Header>' ]>8 [ �è(ô�P1ß>&Search for>' ] �Ç�•�î�Ý�»�_�
�¤�Ñ�b
�Ê�µ�²�î�[*(�A�n�<�•�Í�†0b�X�E�•�S�u�b�è(ô1��†
°�Š�K�r�M���Ê�µ�²�î
�_��
°�M�•�Í�†  [ ���[*(�n>& Replace with>' ] �Ç�•�î�Ý�»�_
°�Š�K�r�M���Í
�†�è(ô�M�•�S�u�_�G0d/²#'�†�Q#Ý�[�A�r�M���Ê�µ�²�î�?�}�Í�†�P7V�M�•��
�œ�c�
 [ ���[*(�n>& Replace with>' ] �Ç�•�î�Ý�»�†'5$Ñ�b�r�r�_�K�Z�C�T�I
�8��

�Ó�µ�­�î�ª  �±�¢�b3ã�• RSA Email DLP �Ï�Ü�©�î  �Ç�•�Ý�±�Ü�å�¢�[�Q#Ý�M�•�•�«�±�Ò#Ý1��†�Ó�µ
�­�î�ª�_��
°�K�r�M�� RSA Email DLP �Ï�Ü�©�î�†0¿���K�Z�
�«�Ÿ�Õ�å�P1ß
�†�Ó�µ�­�î�ª  �±�¢�@�6�•�Ó�µ�­�î�ª�_7H���M�•�G�\�@�[�A�r�M���Ó�µ�­�î
�ª  �±�¢�c�w�™*…
��[�c/²&g�I�€�r�O�‡�� DLP �Ï�Ü�©�î�[�b�Ó�µ�­�î�ª  �±�¢
�b�Q#Ý�_�X�8�Z�c�
 �� RSA Email DLP �b  DLP �Ï�Ü�©�î�� >&P.15-6>' �†�g!·�K
�Z�C�T�I�8��

�ß�¢  �š�å�º�Ü�b3ã�• �•�«�±�Ð�–�¬�I�€�S�¸�Ÿ�«�º�†  INFO �Þ�Ë�Ý�[  IronPort Text Mail �ß�¢�_��

°�K�r�M���G�b�¸�Ÿ�«�º�_�c�”�¡�©�Ù�å�š�X�†�Q#Ý�M�•�G�\�@�[�A�r�M��
�ß�¢  �š�å�º�Ü�c�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_�v/²&g�I�€�r�M��

�/�•�ì�K�Z�Ò�M�D4Ä�™
>&�q)
�”�¡�©�Ù�å>'

�Ó�µ�­�î�ª�†�/�•�ì�>�|�g4Ä�™�K�
�Q�b�‹�b�õ�–�b��#.�†�«�Ÿ�µ�É�K�r�M��

[ �/�•�ì�Ý�î�Ý>& Encryption rule>' ]>8�Ó�µ�­�î�ª�†�–�_�/�•�ì�M�•�?�
 TLS 
�K)F�†�Ó�K�S3æ�™0è/œ�@�q�6�_�»�K�K�S���œ�T�E�/�•�ì�K�r�M��0ò(ý�_�X
�8�Z�c�
 �� TLS �K)F�†�/�•�ì�b�æ�ƒ�~�_�Q#Ý�� >&P.16-8>' �†�g!·�K�Z�C�T�I
�8��

[ �/�•�ì�É�ß�Ç�“�–�Ý>& Encryption Profile>' ]>8 �æ���I�€�S�/�•�ì�É�ß�Ç�“
�–�Ý�†�Q#Ý�K�Z�Ó�µ�­�î�ª�†�/�•�ì�K�
�Ó�µ�­�î�ª�†4Ä�™�K�r�M���G�b�”
�¡�©�Ù�å�c�
 Cisco �/�•�ì�”�É�Û�–�”�å�«�r�S�c�Í�«�¸�µ�»  �Ÿ�î  �§�î�Å�«
�\�\�v�_�Q#Ý�K�r�M��

[ �ó�¡>& Subject>' ]>8  �/�•�ì�I�€�S�Ó�µ�­�î�ª�b�ó�¡�[�M���¹�Ç�›�Ý�º�[
�c�
�G�b�Í�c�
 $Subject  �[�M��

�Â�˜�å�«�M�•>&�q)
�”�¡
�©�Ù�å>'

�Ó�µ�­�î�ª�†3æ�™*…�_�`�K�r�M��
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�”�¡�©�Ù�å 1��Â
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�”�¡�©�Ù�å�š�X

�¥�å�¸�å�¶  �Ç�•�Ý�±�_�|�~��#.�I�€�•�Ó�µ�­�î�ª�_3ã�•�I�€�•�Ê�µ�²�î�_�c�
�”�¡�©�Ù�å��/œ�ì�_�œ
�Ü�ª�¼�Ý  �Ó�µ�­�î�ª�b�_���_+¬�·$×�_*(�n�I�€�•�š�X�†�µ�u�•�G�\�@�[�A�r�M���G�€�}�b"I�f�^�š�X
�† �”�¡�©�Ù�å�š�X  �\�8�8�r�M�� Cisco �”�É�Û�–�”�å�«�[�c���b�”�¡�©�Ù�å�š�X�@�§�Ï�î�º�I�€�Z�8�r
�M��

�g�~�b�¥�å�¸�å�¶  �Ç�•�Ý
�±�†�«�Ÿ�µ�É>&�q)
�”�¡
�©�Ù�å>'

�Ó�µ�­�î�ª�†���b��#.�•7u�_4Ä�™�K�
�Q�b�‹�b�õ�–�b�¥�å�¸�å�¶  �Ç�•�Ý�±
�†�«�Ÿ�µ�É�K�r�M��0¿���_�Â�L�Z�
�Ó�µ�­�î�ª�@�w�™*…�_4Ä�™�I�€�•�?�

7x7³�@��/œ�I�€�•�?�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�_�|�•�«�Ÿ�Õ�å�@6ä���I�€
�r�M��

�»�ß�µ�É�M�•>&�q)
�”�¡
�©�Ù�å>'

�Ó�µ�­�î�ª�†�»�ß�µ�É�K�Z�ë� �K�r�M��

/² 11-3 �¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡�©�Ù�å  >&)F�A>'

�”�¡�©�Ù�å 1��Â

/² 11-4 �”�¡�©�Ù�å�š�X

�š�X �S�e 1��Â

�M�m�Z�b�Ê�µ�²�î>& All 
Headers >'

$AllHeaders �Ó�µ�­�î�ª  �Ê�µ�²�î�_*(�A�n�<�}�€�r�M��

�•�e�§�–�¬>& Body Size >' $BodySize �Ó�µ�­�î�ª�b�§�–�¬>&�Â�–�º�"�)>'�_*(�A
�n�<�}�€�r�M��

�¥�Ü>&Date>' $Date #'�~�b�¥�Ü>& MM/DD/YYYY �g�'>'�_*(�A
�n�<�}�€�r�M��

�»�ß�µ�É�I�€�S�Ç�“�–�Ý�¡
>&Dropped File Name >'

$dropped_filename %$3Æ�_�»�ß�µ�É�I�€�S�Ç�“�–�Ý�¡�b�s�†3É
�K�r�M��

�»�ß�µ�É�I�€�S�Ç�“�–�Ý�¡
>&Dropped File Names >'

$dropped_filenames $filenames  �\� �]�_�
�»�ß�µ�É�I�€�S�Ç�“
�–�Ý�b�Ü�«�º�†/²&g�K�r�M��

�»�ß�µ�É�I�€�S�Ç�“�–�Ý  �±
�–�É>&Dropped File 
Types >'

$dropped_filetypes $filetypes  �\� �]�_�
�»�ß�µ�É�I�€�S�Ç�“
�–�Ý  �±�–�É�b�Ü�«�º�†/²&g�K�r�M��

�š�å�Ë�ß�î�É3æ�™*…
>&Envelope Sender >'

$envelopefrom
or
$envelopesender

�Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É3æ�™*…
>&Envelope From�
 <MAIL FROM>>'�_*(�A
�n�<�}�€�r�M��

�š�å�Ë�ß�î�É�w�™*…
>&Envelope Recipients >'

$EnvelopeRecipients �Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É�w�™*…�M�m�Z
>&Envelope To�
 <RCPT TO>>'�_*(�A�n�<�}
�€�r�M��

�Ç�“�–�Ý�¡>& File Names >' $filenames �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý�¡�†
&g�M�•�å�Ð�
�)�~�Ü�«�º�_*(�A�n�<�}�€�r
�M��

�Ç�“�–�Ý  �§�–�¬>& File 
Sizes>'

$filesizes �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý  �§�–
�¬�†&g�M�•�å�Ð�
�)�~�Ü�«�º�_*(�A�n�<�}
�€�r�M��

�Ç�“�–�Ý  �±�–�É>& File 
Types >'

$filetypes �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý  �±�–
�É�†&g�M�•�å�Ð�
�)�~�Ü�«�º�_*(�A�n�<�}
�€�r�M��
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  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ù)��s
�Ç�•�Ý�±�¡>& Filter Name >' $FilterName ��#.�I�€�•�Ç�•�Ý�±�b�¡�S�_*(�A�n�<�}�€
�r�M��

GMTimeStamp $GMTimeStamp #'�~�b�ì�I�>�|�g�¥�Ü>& GMT>'�_*(�A�n�<
�}�€�r�M��7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b  
Received: /œ�[0b�}�€�•�g�'�\� �]�[�M��

HAT �¢�Ý�î�É�¡>& HAT 
Group Name >'

$Group �Ó�µ�­�î�ª�b�–�å�ª�™�¡�º�ì�_�
3æ�™*…�@
�M+´�M�•3æ�™*…�¢�Ý�î�É�b�¡�S�_*(�A�n�<
�}�€�r�M��3æ�™*…�¢�Ý�î�É�_�¡�S�@�^�8��
�œ�c�
�e�Ð�4�� >Unknown<���@��
°�I�€�r
�M��

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
>&Mail Flow Policy >' 

$Policy �Ó�µ�­�î�ª�b�–�å�ª�™�¡�º�ì�_�
3æ�™*…�_
4:#Ý�K�S HAT �Ï�Ü�©�î�b�¡�S�_*(�A�n�<�}
�€�r�M���¦�S�_��*O�I�€�Z�8�•�Ï�Ü�©�î�¡
�@�Q#Ý�I�€�Z�8�^�8���œ�
�e�Ð�4

�� >Unknown<���@��
°�I�€�r�M��

�M+´�K�S
Æ��>&Matched 
Content >'

$MatchedContent �¥�å�¸�å�¶  �«�Ÿ�Õ�å  �Ç�•�Ý�±�†�º�Ü�ž�î�K
�S 1 �X�è�V�b�Í�_*(�A�n�<�}�€�r�M��
Matched Content �c�
�¥�å�¸�å�¶  �¹�•�¡
�©�Ù�¼�Ü �Ð�µ�³�å�¢�
�«�Ð�î�º  ID �r�S�c
�G0d/²#'�Ð�µ�³�å�¢�_�M�•�G�\�@�[�A�r�M��

�Ê�µ�²�î>& Header>' $Header[' string '] 
–�b�Ó�µ�­�î�ª�_�M+´�M�•�Ê�µ�²�î�@�µ�r
�€�•���œ�
�,#Ý'¢�Ü�A�Ê�µ�²�î�b�Í�_*(�A
�n�<�}�€�r�M���§5��,#Ý'¢�@�Q#Ý�I�€�•��
�œ�v�6�~�r�M��

�Í�«�º�¡>& Hostname >' $Hostname Cisco �”�É�Û�–�”�å�«�b�Í�«�º�¡�_*(�A�n
�<�}�€�r�M��


Æ4Š�Ó�µ�­�î�ª  ID
>&Internal Message ID >'

$MID �Ó�µ�­�î�ª�†1‘�9�M�•�S�u�_
Æ4Š$×�_�Q#Ý
�I�€�•�Ó�µ�­�î�ª  ID �r�S�c�� MID ���_*(
�A�n�<�}�€�r�M�� RFC822�� Message-Id��
�b�Í�\�c$��^�•�S�u�@�–�K�Z�C�T�I�8

>&�� Message-Id���†�v�“�M�•�_�c  $Header �†
�Q#Ý�K�r�M>'��

�w�™�Ü�«�¼�î>&Receiving 
Listener >'

$RecvListener �Ó�µ�­�î�ª�†�w�™�K�S�Ü�«�¼�î�b�½�µ�¡
�¿�î�Ò�_*(�A�n�<�}�€�r�M��

�w�™�–�å�±�î�Ç�™�–�«
>&Receiving Interface >'

$RecvInt �Ó�µ�­�î�ª�†�w�™�K�S�–�å�±�î�Ç�™�–�«�b
�½�µ�¡�¿�î�Ò�_*(�A�n�<�}�€�r�M��

�Ü�Ô�î�º  IP �”�»�Þ�«
>&Remote IP Address >'

$RemoteIP �Ó�µ�­�î�ª�†  Cisco �”�É�Û�–�”�å�«�_3æ�™
�K�S�©�«�¸�Ò  IP �”�»�Þ�«�_*(�A�n�<�}�€�r
�M��

�Ü�Ô�î�º  �Í�«�º  �”�»�Þ�«
>&Remote Host Address >'

$remotehost �Ó�µ�­�î�ª�†  Cisco �”�É�Û�–�”�å�«�_3æ�™
�K�S�©�«�¸�Ò�b�Í�«�º�¡�_*(�A�n�<�}�€�r
�M��

SenderBase �Þ�Æ�×�¸�î
�©�Ù�å  �«�¥�”

>&SenderBase Reputation 
Score >'

$Reputation 3æ�™*…�b SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«
�¥�”�_*(�A�n�<�}�€�r�M���Þ�Æ�×�¸�î�©�Ù
�å  �«�¥�”�@�^�8���œ�c�� None���_*(�A�n�<
�}�€�r�M��

/² 11-4 �”�¡�©�Ù�å�š�X  >&)F�A>'

�š�X �S�e 1��Â
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶�_�ö�Y�C�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢
�¥�å�¸�å�¶�_�ö�Y�C�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢

�¥�å�¸�å�¶  �Ç�•�Ý�±�b�8�B

�c�L�u�•�S�_

• �¥�å�¸�å�¶  �Ç�•�Ý�±�_�M+´�M�•�Ó�µ�­�î�ª�†�/�•�ì�M�•���œ�c�
�/�•�ì�É�ß�Ç�“�–�Ý�†�8�B�K�r
�M��

• �M+´�Ó�µ�­�î�ª�_
 2��¦8o�†3ã�•�M�•���œ�c�

 2��¦8o�b#Õ�B�_�Q#Ý�M�•
 2��¦8o�¸�å�É�Þ�î�º�†
�8�B�K�r�M��

• �M+´�M�•�Ó�µ�­�î�ª�_�X�8�Z�Ø�î�¨�_3û%±�Ó�µ�­�î�ª�†3æ�™�M�•���œ�c�
3û%±�†#Õ�B�M�•�S�u�b3û
%±�¸�å�É�Þ�î�º�†�8�B�K�r�M��

• �Ó�µ�­�î�ª�†7x7³�M�•���œ�c�
�G�€�}�b�Ó�µ�­�î�ª�_�P�M�•�‚�K�8  Policy 7x7³�†�8�B�M�•�?�
�r
�S�c�¤�Ñ�b�v�b�†�Q#Ý�K�r�M��

�m8p

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�Ó�î�Ý  �Ï�Ü�©�î>& Incoming Mail Policies>' ]  

�r�S�c  

[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ 3æ�™�Ó�î�Ý �Ï�Ü�©�î>& Outgoing Mail Policies>' ] �†�¡�Ü�µ�¡�K
�r�M��

�«�¸�µ�É 2 [ �Ç�•�Ý�±�†3ã�•>& Add Filter>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ç�•�Ý�±�b�¡�S�\1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 4 >&%&�«�g!·>' [ )…7Ÿ�•+��^�Ø�î�¨>&�z�m>' >&Editable By (Roles)>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�Z�
�Ï�Ü�©�î�b'ö
#.*…�†4E�¥�K�
 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�Ï�Ü�©�î'ö#.*…�Ø�î�¨  �ß�î�Ý�_�“�M�•�$�õ'ö#.*…�c�G�b�¥�å�¸�å�¶  �Ç�•�Ý�±�†)…7Ÿ�K�
+¬3��b�Ó�î�Ý  
�Ï�Ü�©�î�[�Q#Ý�[�A�r�M��

�«�¸�µ�É 5 >&�õ�–>'�Ç�•�Ý�±�†�º�Ü�ž�î�M�•�S�u�b�²�ó�†3ã�•�K�r�M��

a. [ �²�ó�†3ã�•>& Add Condition>' ] �†�¡�Ü�µ�¡�K�r�M��

b. �²�ó�b�±�–�É�†4E�¥�K�r�M��

c. �²�ó�b�Ý�î�Ý�†��*O�K�r�M��

d. [OK]  �†�¡�Ü�µ�¡�K�r�M��

�ó�¡>& Subject >' $Subject �Ó�µ�­�î�ª�b�ó�¡�_*(�A�n�<�}�€�r�M��

�ì6ë>&Time>' $Time #'�~�b�ì�I>&�ß�î�•�Ý�ì6ë�•>'�_*(�A�n�<
�}�€�r�M��

�±�–�Ò�«�±�å�É
>&Timestamp >'

$Timestamp #'�~�b�ì�I�>�|�g�¥�Ü>&�ß�î�•�Ý�ì6ë�•>'
�_*(�A�n�<�}�€�r�M��7Á�Ê�Ó�î�Ý  �Ó�µ�­�î
�ª�b  Received: /œ�[0b�}�€�•�g�'�\� �]�[
�M��

/² 11-4 �”�¡�©�Ù�å�š�X  >&)F�A>'

�š�X �S�e 1��Â
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶�_�ö�Y�C�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢
e. �Ç�•�Ý�±�_3ã�•�M�•3ã�•�²�ó�_�X�8�Z�
�V0°�b�m8p�†)Þ�~3É�K�Z/œ�W�Z�C�T�I�8���¥�å�¸�å�¶  
�Ç�•�Ý�±�_0
�X�b�²�ó�†��*O�M�•���œ�
�¥�å�¸�å�¶  �Ç�•�Ý�±�@�M+´�K�S�\0b�^�I�€�•�S�u�_�
��
*O�I�€�•�”�¡�©�Ù�å�b �M�m�Z>&1=#. AND>'�
�r�S�c��*O�I�€�S �8�N�€�? �b�”�¡�©�Ù�å>&1=#.  OR>'
�b4:#Ý�@�²0[�?�]�:�?�†��*O�[�A�r�M��

>&�@>' �²�ó�†3ã�•�K�^�8���œ�
�”�É�Û�–�”�å�«�c�Ç�•�Ý�±�_6õ4��M�•�Ó�î�Ý  �Ï�Ü�©�î�b  1 �X�\�M+´�M
�•�6�}�z�•�Ó�µ�­�î�ª�_�¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡�©�Ù�å�†��/œ�K�r�M��

�«�¸�µ�É 6 �Ç�•�Ý�±�b�²�ó�_�M+´�M�•�Ó�µ�­�î�ª�_�P�K�Z��/œ�M�•�”�É�Û�–�”�å�«�b�”�¡�©�Ù�å�†3ã�•�K�r�M��

a. [ �”�¡�©�Ù�å�†3ã�•>& Add Action>' ] �†�¡�Ü�µ�¡�K�r�M��

b. �”�¡�©�Ù�å  �±�–�É�†4E�¥�K�r�M��

c. �”�¡�©�Ù�å�†��*O�K�r�M��

d. [OK]  �†�¡�Ü�µ�¡�K�r�M��

e. �”�É�Û�–�”�å�«�_��/œ�M�•3ã�•�b�”�¡�©�Ù�å�_�X�8�Z�
�V�V0°�b�m8p�†)Þ�~3É�K�Z/œ�W�Z�C�T�I
�8��

f. 0
�X�b�”�¡�©�Ù�å�_�P�K�Z�
�”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�_4:#Ý�M�•8p�Î�[�”�¡�©�Ù�å�†4Ä*(�K�r
�M���Ç�•�Ý�±�H�\�_  1 �¶�T�E���q)
���”�¡�©�Ù�å�@�6�~�
 AsyncOS �c+¬�·$×�_�q)
�”�¡�©�Ù�å�†
8p$��b�q�‹�_&ã�·�K�r�M��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

���b�8��

• �¹�Ç�›�Ý�º�b%T�™�r�S�c$Î�™�Ó�î�Ý  �Ï�Ü�©�î�[�¥�å�¸�å�¶  �Ç�•�Ý�±�†�–�¿�î�È�Ý�_�[�A�r�M��

• "I���b�Ø�î�¨  �¢�Ý�î�É�b�Ó�î�Ý  �Ï�Ü�©�î�b�¥�å�¸�å�¶  �Ç�•�Ý�±�†�–�¿�î�È�Ý�_�[�A�r�M��

�¹�Ç�›�Ý�º�[�b�M�m�Z�b�w�™*…�b�¥�å�¸�å�¶  �Ç�•�Ý�±�b�–�¿�î�È�Ý�ì

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�Ó�î�Ý  �Ï�Ü�©�î>& Incoming Mail Policies>' ] 

�r�S�c

[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ 3æ�™�Ó�î�Ý �Ï�Ü�©�î>& Outgoing Mail Policies>' ] �†�¡�Ü�µ�¡�K
�r�M��

�«�¸�µ�É 2 �¹�Ç�›�Ý�º  �Ï�Ü�©�î/œ�b�¥�å�¸�å�¶  �Ç�•�Ý�±  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M  

�«�¸�µ�É 3 �¥�å�¸�å�¶  �Ç�•�Ý�±  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«  �Ì�î�ª�[�
 [ �¥�å�¸�å�¶  �Ç�•�Ý�±�Ü�å�¢>8�¹�Ç�›�Ý�º  �Ï�Ü
�©�î>& Content Filtering for Default Policy>' ] �b�Í�†  [ �¥�å�¸�å�¶  �Ç�•�Ý�±�†!“� �_�M�•>& Disable 
Content Filters>' ] �?�}  [ �¥�å�¸�å�¶  �Ç�•�Ý�±�†�w� �_�M�•>&0¿���†�•�«�±�Ð�–�¬>' >&Enable Content 
Filters (Customize settings)>' ] �_�š�f�K�r�M��

�Ð�«�±�î  �Ü�«�º�[��*O�I�€�Z�8�•�¥�å�¸�å�¶  �Ç�•�Ý�±>&���¥�å�¸�å�¶  �Ç�•�Ý�±�b�+0[�� >&P.11-1>' �[�8
�B�I�€�S�Ç�•�Ý�±>'�@�
�G�b�Ì�î�ª�_/²&g�I�€�r�M���Í�†  [ �¥�å�¸�å�¶  �Ç�•�Ý�±�†�w� �_�M�•>&0¿��
�†�•�«�±�Ð�–�¬>' >&Enable Content Filters (Customize settings)>' ] �_�š�f�M�•�\�
�›�Ç�•�Ý�±�b�³�™�µ
�¡�Î�µ�¡�«�@�–�¿�î�È�Ý�_�^�~�r�M��

�«�¸�µ�É 4 �–�¿�î�È�Ý�_�M�•�¶���b�¥�å�¸�å�¶  �Ç�•�Ý�±�b  [ �w� >& Enable>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶�_�ö�Y�C�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢
�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

"I���b�Ø�î�¨  �¢�Ý�î�É�_�P�M�•�Ó�µ�­�î�ª�l�b�¥�å�¸�å�¶  �Ç�•�Ý�±�b4:#Ý

�c�L�u�•�S�_

• �Ø�î�¨  �¢�Ý�î�É�b�Ó�µ�­�î�ª�_�P�K�Z�¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�M�•���œ�
%T�™�r�S�c$Î�™�Ó�î
�Ý �Ï�Ü�©�î�†�8�B�K�r�M��0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�>�|�g�w�™*…�b�¢�Ý�î�É�b�Ó�î�Ý  �Ï�Ü�©�î�b
�8�B�� >&P.10-8>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�Ó�î�Ý  �Ï�Ü�©�î>& Incoming Mail Policies>' ] 

�r�S�c

[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ 3æ�™�Ó�î�Ý �Ï�Ü�©�î>& Outgoing Mail Policies>' ] �†�¡�Ü�µ�¡�K
�r�M��

�«�¸�µ�É 2 �¥�å�¸�å�¶  �Ç�•�Ý�±�_4:#Ý�M�•�Ó�î�Ý  �Ï�Ü�©�î�b�¥�å�¸�å�¶  �Ç�•�Ý�±  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& [ �¥�å
�¸�å�¶  �Ç�•�Ý�±>& Content Filters>' ] �4>'�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �¥�å�¸�å�¶  �Ç�•�Ý�±  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«  �Ì�î�ª�[�
 [ �Ï�Ü�©�î�b�¥�å�¸�å�¶  �Ç�•�Ý�±�Ü�å�¢>8�š�å
�ª�½�”�Ü�å�¢>& Content Filtering for Policy: Engineering>' ] �b�Í�†  [ �¥�å�¸�å�¶  �Ç�•�Ý�±�†�w� �_�M�•

>&�¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ï�Ü�©�î0¿���†)E�Ž>' >&Enable Content Filtering (Inherit default policy settings)>' ] 
�?�}  [ �¥�å�¸�å�¶  �Ç�•�Ý�±�†�w� �_�M�•>&0¿���†�•�«�±�Ð�–�¬>' >&Enable Content Filters (Customize 
settings)>' ] �_�š�f�K�r�M��

�«�¸�µ�É 4 �Ø�î�¨�@�Q#Ý�M�•�¥�å�¸�å�¶  �Ç�•�Ý�±�b�³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

GUI �[�b�¥�å�¸�å�¶  �Ç�•�Ý�±�b0¿���_6õ�M�•�@�–�¦8o

• �¥�å�¸�å�¶  �Ç�•�Ý�±�†�8�B�M�•�\�A�_�²�ó�†�æ���M�•�²0[�c�6�~�r�O�‡���”�¡�©�Ù�å�@��*O�I�€
�Z�8�^�8���œ�
��*O�I�€�•�”�¡�©�Ù�å�c�–�_�Ý�î�Ý�_4:#Ý�I�€�r�M  >&�²�ó�†�æ���K�^�8�G�\�c�

true()  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�†�Q#Ý�M�•�G�\� �L�[�
�¥�å�¸�å�¶  �Ç�•�Ý�±�@�Ï�Ü�©�î�_4:#Ý
�I�€�•���œ�
�M�m�Z�b�Ó�µ�­�î�ª�@�Ð�µ�³�å�¢�I�€�r�M>' ��

• �•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†�¥�å�¸�å�¶  �Ç�•�Ý�±�_�m�~�\�Z�Z�8�^�8���œ�
�Ã�È�Ü�µ�¡�b�¥�å�¸�å�¶  
�Ç�•�Ý�±�_�^�~�
�Ó�î�Ý  �Ï�Ü�©�î�b�õ�–�b�$�õ'ö#.*…�@�Q#Ý�[�A�r�M���$�õ'ö#.*…�\�¥�å�¸�å�¶  
�Ç�•�Ý�±�b0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Daily Management Guide���b

�� Common Administrative Tasks���b'v�†�g!·�K�Z�C�T�I�8��

• 'ö#.*…�\�œ�Ì�Þ�î�±�c�
�¥�å�¸�å�¶  �Ç�•�Ý�±�@�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�^�8��
�œ�[�v�
�”�É�Û�–�”�å�«�b�M�m�Z�b�¥�å�¸�å�¶  �Ç�•�Ý�±�†/²&g�>�|�g)…7Ÿ�[�A�r�M��

• �Ç�•�Ý�±  �Ý�î�Ý�>�|�g�”�¡�©�Ù�å�b�¸�Ÿ�«�º�†
°�Š�M�•���œ�
�G0d/²#'!·�œ�_�>�8�Z�
���b�Ó�±
�e�Ð�_"I�f�^�–�á�@�6�~�r�M �� ^ $ * + ?{ [ ] \ | ( )

�G0d/²#'�†�Q#Ý�K�^�8���œ�
 �� \��>&�Â�µ�¡�«�Û�µ�©�×>'�†�Q#Ý�K�Z�
�G�€�}�b�õ�–�b�e�Ð�†�š�«
�£�î�É�M�•�²0[�@�6�~�r�M���S�\�<�d�
 �� \*Warning\*���\
°�Š�K�r�M��
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶�_�ö�Y�C�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢
• �� benign���¥�å�¸�å�¶  �Ç�•�Ý�±�†�8�B�K�Z�
�Ó�µ�­�î�ª�(/ã�>�|�g�¥�å�¸�å�¶  �Ç�•�Ý�±�†�¸�«�º�[
�A�r�M���S�\�<�d�
�O�M�b�”�¡�©�Ù�å�@��4Ä�™���[�6�•�¥�å�¸�å�¶  �Ç�•�Ý�±�†�8�B�[�A�r�M���G
�b�¥�å�¸�å�¶  �Ç�•�Ý�±�c�
�Ó�î�Ý��#.�_�s8j�†�Z�<�r�O�‡�@�
�G�b�Ç�•�Ý�±�†�Q#Ý�K�Z�
7Á�Ê
�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ð�¿�î�ª�Õ  �Ï�Ü�©�î��#.�@�
�©�«�¸�Ò�b�Ú�b0[(ò>&�S�\�<�d�
�Ó�î�Ý  �ß�¢>'
�_�s8j�†�Z�<�Z�8�•�?�¸�«�º�[�A�r�M��

• 3ë�_�
%T�™�r�S�c$Î�™�¥�å�¸�å�¶  �Ç�•�Ý�±�b���Ð�«�±�î  �Ü�«�º���b�+�Õ�†�Q#Ý�K�Z�
�”�É�Û�–�”
�å�«�_�|�~��#.�I�€�•�M�m�Z�b�Ó�î�Ý�b�Ó�µ�­�î�ª��#.�_�6�ì�_�s8j�†�Z�<�•�
8��–�_
ƒ�€�S�
�È
(
�V�_�l�j�¥�å�¸�å�¶  �Ç�•�Ý�±�†�8�B�[�A�r�M���G�b�¥�å�¸�å�¶  �Ç�•�Ý�±�c���b�|�:�_�8�B�[�A
�r�M��

– [ �w�™�¥�å�¸�å  �¶�Ç�•�Ý�±>& Incoming Content Filters>' ] �r�S�c  [ 3æ�™�¥�å�¸�å�¶  �Ç�•�Ý�±
>&Outgoing Content Filters>' ] �Ì�î�ª�†�Q#Ý�K�Z�
8p�Î�@  1 �b�‚�K�8�¥�å�¸�å�¶  �Ç�•�Ý�±�†�8
�B�K�r�M��

– [ �w�™�Ó�î�Ý  �Ï�Ü�©�î>& Incoming Mail Policies>' ] �r�S�c  [ 3æ�™�Ó�î�Ý �Ï�Ü�©�î>& Outgoing 
Mail Policies>' ] �Ì�î�ª�†�Q#Ý�K�Z�
�¹�Ç�›�Ý�º  �Ï�Ü�©�î�b�‚�K�8�¥�å�¸�å�¶  �Ç�•�Ý�±�†�–
�¿�î�È�Ý�_�K�r�M��

– �g�~�M�m�Z�b�Ï�Ü�©�î�[�G�b�¥�å�¸�å�¶  �Ç�•�Ý�±�†�–�¿�î�È�Ý�_�K�r�M��

• �¥�å�¸�å�¶  �Ç�•�Ý�±�[�Q#Ý�[�A�•  [Bcc:] �>�|�g  [ 7x7³>&Quarantine>' ] �”�¡�©�Ù�å�c�
�8�B�M�•7x
7³�š�Ü�”�b�–�â0¿���_�z�_'g�U�r�M  >&0ò(ý�_�X�8�Z�c�
 '¨ 27 'v��7x7³�� �†�g!·�K�Z�C�T�I�8>' ��
�Ó�µ�­�î�ª�@�M�D�_�c�©�«�¸�Ò�?�}�Ü�Ü�î�«�I�€�^�8�|�:�_�M�•�S�u>&�X�r�~�
7x7³�š�Ü�”�b�m�~
�\�Z�¹�•�«�¡8•�æ�@�M�D�_�8�W�e�8�_�^�}�^�8�|�:�_�M�•�S�u>' �
�Ï�Ü�©�î7x7³�\�b�Ó�î�Ý  �Ç�ß�î
�†�©�Ñ�×�Þ�î�º�M�•�Ç�•�Ý�±�†�8�B�[�A�r�M��

• scanconfig  �¥�Ð�å�»�\� �L0¿���@�Q#Ý�I�€�•�S�u�
 �� Entire Message���²�ó�c�
�Ó�µ�­�î�ª�b�Ê�µ
�²�î�†�«�Ÿ�Õ�å�K�r�O�‡�� �� Entire Message���†4E�¥�M�•�\�
�Ó�µ�­�î�ª�•�e�>�|�g�ç�Ü�Ç�“�–�Ý
�T�E�@�«�Ÿ�Õ�å�I�€�r�M��"I���b�Ê�µ�²�î�_���†�è(ô�M�•�_�c�
 �� Subject���r�S�c�� Header���²�ó
�†�Q#Ý�K�r�M��

• LDAP �¡�š�Ü�î�_�|�•�Ø�î�¨�b0¿���c�
�”�É�Û�–�”�å�«�[  LDAP �§�î�Â�@0¿���I�€�Z�8�•���œ
>&�X�r�~�
 ldapconfig  �¥�Ð�å�»�†�Q#Ý�K�Z"I���b�e�Ð�4�†�µ�t"I���b  LDAP �§�î�Â�†�¡�š�Ü�î�M
�•�|�:�_�”�É�Û�–�”�å�«�@0¿���I�€�Z�8�•���œ>'�T�E  GUI �_/²&g�I�€�r�M��

• �Ü�¯�î�«�@�¦�S�_��*O�I�€�Z�8�^�8�S�u�
�¥�å�¸�å�¶  �Ç�•�Ý�±  �Ý�î�Ý  �Å�Ý�²�b�8�C�X�?�b�­�¡
�©�Ù�å�c�
 GUI �_/²&g�I�€�r�O�‡���S�\�<�d�
3û%±�¸�å�É�Þ�î�º�>�|�g�Ó�µ�­�î�ª
 2��¦8o�c�
 [
�¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �Ì�î�ª�r�S�c  CLI �b  textconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�¦�S
�_0¿���I�€�Z�8�^�8���œ�
�œ�É�©�Ù�å�\�K�Z/²&g�I�€�r�O�‡��

• �¥�å�¸�å�¶  �Ç�•�Ý�±�µ+��c�
���b�e�Ð�š�å�¥�î�¹�•�å�¢�b�¸�Ÿ�«�º�†1�1‘�K�
�G�€�}�†3ã�•�>�|
�g�«�Ÿ�Õ�å�[�A�r�M��

– Unicode>&UTF-8>' 

– Unicode>&UTF-16>' 

– Western European/Latin-1>&ISO 8859-1>' 

– Western European/Latin-1>&Windows CP1252>' 

– �p�\1�>&)¾�/�Ð>' >&Big 5>' 

– �p�\1�>&(F�/�Ð>' >&GB 2312>' 

– �p�\1�>&(F�/�Ð>' >&HZ GB 2312>' 

– 8Q�\1�>&ISO 2022-KR>' 

– 8Q�\1�>&KS-C-5601/EUC-KR>' 

– �¥�•1�>& Shift-JIS>&X0123>'>' 

– �¥�•1�>& ISO-2022-JP>' 
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'¨  11 'v       �¥�å�¸�å�¶  �Ç�•�Ý�±
  �¥�å�¸�å�¶�_�ö�Y�C�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢
– �¥�•1�>& EUC>' 

0
�X�b�e�Ð�­�µ�º�†  1 �X�b�¥�å�¸�å�¶  �Ç�•�Ý�±
Æ�[)��s�œ�ƒ�O�Z�Ð�µ�³�å�¢�[�A�r�M��0
�X�b�e
�Ð�š�å�¥�î�¹�•�å�¢�[�b�¸�Ÿ�«�º�b/²&g�>�|�g
°�Š�_�X�8�Z�c�
 Web �È�Û�˜�¨�b�Ð�½�×�”�Ý�†�g
!·�K�Z�C�T�I�8���o�\�‡�]�b�È�Û�˜�¨�[�c�
0
�X�b�e�Ð�­�µ�º�†� �ì�_�Þ�å�²�Ü�å�¢�[�A�r�M��

• %T�™�r�S�c$Î�™�¥�å�¸�å�¶  �Ç�•�Ý�±�b0[(Ù�Ì�î�ª�[�
 [ 1��Â>&Description>' ]�
 [ �Ý�î�Ý>& Rules>' ] 
�>�|�g  [ �Ï�Ü�©�î>& Policies>' ] �b�Ü�å�¡�†�Q#Ý�K�Z�
�¥�å�¸�å�¶  �Ç�•�Ý�±�_�f�j�I�€�Z�8�•�Å�×�î
�†�š�f�K�r�M��

– [ 1��Â>&Description>' ] �Å�×�î�_�c�
�›�¥�å�¸�å�¶  �Ç�•�Ý�±�b1��Â�Ç�•�î�Ý�»�_
°�Š�K�S�¸�Ÿ
�«�º�@/²&g�I�€�r�M  >&�G�€�c�¹�Ç�›�Ý�º  �Å�×�î�[�M>' ��

– [ �Ý�î�Ý>& Rules>' ] �Å�×�î�_�c�
�Ý�î�Ý  �Å�Ý�²  �Ì�î�ª�_�|�~�S(��I�€�S�Ý�î�Ý�>�|�g�G0d/²#'
�@/²&g�I�€�r�M��

– [ �Ï�Ü�©�î>& Policies>' ] �Å�×�î�_�c�
�–�¿�î�È�Ý�_�I�€�Z�8�•�›�¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ï�Ü
�©�î�@/²&g�I�€�r�M��

�W 11-1 �¥�å�¸�å�¶  �Ç�•�Ý�±�b  [ 1��Â>&Description >' ]�
 [ �Ý�î�Ý>& Rules >' ] �>�|�g  [ �Ï�Ü�©�î
>&Policy >' ] �†�)�~�p�<�•�Ü�å�¡�b�Q#Ý
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C H A P T E R 12

�”�å�³�˜�–�Ý�«

• ���”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�b�+0[�� >&P.12-1>'

• �� Sophos Anti-Virus �Ç�•�Ý�±�Ü�å�¢�� >&P.12-2>' 

• �� McAfee Anti-Virus �Ç�•�Ý�±�Ü�å�¢�� >&P.12-5>'

• ���”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2�� >&P.12-6>'

• ���”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�¸�«�º�M�•�S�u�_�”�É�Û�–�”�å�«�_�Ó�î�Ý�†3æ�™�M�•�� >&P.12-17>'

• ���˜�–�Ý�«��*O�Ç�“�–�Ý�b�f�‚�� >&P.12-19>'

�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�b�+0[
Cisco �”�É�Û�–�”�å�«�_�c�
�§�î�»�Ã�î�¸�•�b�û���b  Sophos �>�|�g  McAfee �b)+�œ�I�€�S�˜�–�Ý�«  �«
�Ÿ�Õ�å  �š�å�ª�å�@�µ�r�€�r�M�� Cisco �”�É�Û�–�”�å�«�b�Û�–�­�å�«  �Ÿ�î�†�v�“�K�Z�
�G�€�}�b�˜�–�Ý
�«  �«�Ÿ�Õ�å  �š�å�ª�å�b�8�N�€�?�r�S�c�g�‰�†�Q#Ý�K�Z�Ó�µ�­�î�ª�b�˜�–�Ý�«�†�«�Ÿ�Õ�å�K�
�]�U�}�?
�b�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�†�Q#Ý�K�Z�˜�–�Ý�«�†�«�Ÿ�Õ�å�M�•�|�:�_�”�É�Û�–�”�å�«�†0¿��
�[�A�r�M��

McAfee �>�|�g  Sophos �b�š�å�ª�å�_�c�
"I���b�Ï�–�å�º�[�b�Ç�“�–�Ý�b�«�Ÿ�Õ�å�
�Ç�“�–�Ý�[$Î0b�I
�€�S�¹�î�±�\�˜�–�Ý�«��*O�b�Ã�±�î�å!·�œ�\��#.�
�š�Ñ�×�Þ�î�©�Ù�å#”�C�[�b�˜�–�Ý�«  �¥�î�»�b�Ÿ�•
�ì�>�|�g��/œ�
�‚�K�8�˜�–�Ý�«�†1�1‘�M�•�S�u�b$Î0b$×�m�2�b4:#Ý�
�>�|�g�G0d�Ç�“�–�Ý�?�}�b�¤��
�¥�î�»�b�P7V�_�²0[�^�É�ß�¢�Û�Ò  �ß�ª�µ�¡�@�µ�r�€�Z�8�r�M��

>&�M+´�M�•%T�™�r�S�c$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_�ö�Y�8�Z>'�Ó�µ�­�î�ª�b�˜�–�Ý�«�†�«�Ÿ�Õ�å�K�
�˜�–�Ý�«
�@0b�X�?�W�S���œ�c�Ó�µ�­�î�ª�_�P�K�Z�I�r�J�r�^�”�¡�©�Ù�å>&�S�\�<�d�
�˜�–�Ý�«�b$Î0b�I�€�S�Ó�µ
�­�î�ª�b���Ÿ�Ÿ�� �
�ó�¡�Ê�µ�²�î�b�š�f�
 X-Header �b3ã�•�
�æ�p�”�»�Þ�«�r�S�c�Ó�î�Ý�Í�«�º�l�b
�Ó�µ�­�î�ª�b3æ�™�
�Ó�µ�­�î�ª�b�”�î�•�–�È�
�r�S�c�Ó�µ�­�î�ª�b�P7V�^�]>'�†��/œ�M�•�|�:�_�”�É�Û
�–�”�å�«�†0¿���[�A�r�M��

�˜�–�Ý�«  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�S���œ�c�
�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�b%$�‹�_�
�”�É�Û�–�”�å�«�V�b
���á�î�¡  �Ÿ�×�î���[�˜�–�Ý�«  �«�Ÿ�Õ�å�@��/œ�I�€�r�M  >&��7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�\�­�Ÿ�×�Ü�¸�•  
�§�î�Å�«�� >&P.4-7>' �†�g!·>' ��

�¹�Ç�›�Ý�º�[�c�
�˜�–�Ý�«  �«�Ÿ�Õ�å�c�¹�Ç�›�Ý�º�b%T�™�>�|�g$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_�P�K�Z�–�¿�î�È
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�Ú�b�™#Ý�I�€�Z�8�•�”�å�³�˜�–�Ý�«�û���\�–�v�˜�–�Ý�«�†�º�n�K�Z�8�r�M���I�}�_�
8³��
�?�}�–�v�X���b$2�ƒ�K�8�Ç�“�–�Ý�@%$�K  Sophos �_3æ�}�€�
�Q�b�:�U(Ù  30 % �c�˜�–�Ý�«�[�6�•�\�8�Â
�K�Z�8�r�M���›�§�å�É�Ý�c�
8��–�_�­�Ÿ�×�”�^�˜�–�Ý�«  �Û�Î�[�]�K�C�(�Ò�I�€�
�˜�–�Ý�«�?�]�:�?�8
�•�I�€�r�M�� Sophos �c�
�‚�K�C$Î0b�I�€�S�›�˜�–�Ý�«�r�S�c�˜�–�Ý�«�b�¢�Ý�î�É�_�P�K�Z�
0°3Ù�†�8
�B�K�r�M��

Sophos �”�Û�î�º  
Sophos Anti-Virus �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�Z�8�•�>���]�_�P�K�Z�
 Sophos �b�§�–�º

>&http://www.sophos.com/virusinfo/notifications/>'�?�}  Sophos �”�Û�î�º�†2N1��M�•�G�\�†�N�á�K�Z�8
�r�M��
2N1��K�Z Sophos �?�}%$�K�”�Û�î�º�†�w�E�v�•�G�\�_�|�~�
�q�‚�b�˜�–�Ý�«�b$Î#Õ�>�|�g�<#Ý�•+��^0Ž
�ô�‰�2�@&����_3û%±�I�€�r�M��
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  McAfee Anti-Virus �Ç�•�Ý�±�Ü�å�¢
�˜�–�Ý�«�@$Î0b�I�€�S���œ

�˜�–�Ý�«�@�è���I�€�S�}�
 Sophos Anti-Virus �c�Ç�“�–�Ý�†�Ÿ�Ÿ>&9Q7V>'�[�A�r�M��3û�–�
 Sophos 
Anti-Virus �c�
�˜�–�Ý�«�@$Î0b�I�€�S�Ç�“�–�Ý�†�M�m�Z�Ÿ�Ÿ�[�A�
�Ÿ�Ÿ�‹�c�Q�b�Ç�“�–�Ý�†�Ü�«�¡�^�C
�Q#Ý�[�A�r�M��$×&��^�”�¡�©�Ù�å�c�
�˜�–�Ý�«�_�Â�L�Z$��^�~�r�M��

9Q7V�b���œ�c�
�²�N�K�v�Ç�“�–�Ý�†
–�b"g�Â�_�`�O�•�\�c7H�}�^�8�S�u�
�6�•&ì�Ø�b�D7H�@#Õ�L�•���œ
�@�6�~�r�M���M4Š�b�˜�–�Ý�«�c��/œ�É�ß�¢�Û�Ò�b�M4Š�†�V�i�A�K�Z�K�r�:�S�u�

–�_�`�O�r�O�‡���G�b
���œ�c�
�Ÿ�Ÿ�[�A�^�8�ç�Ü�Ç�“�–�Ý�†�µ�t�Ó�µ�­�î�ª�†�]�b�|�:�_��#.�M�•�?�†��*O�K�r�M���G�€�}�b
0¿���c�
 Email Security �µ+�>&[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�Ó�î�Ý  �Ï�Ü�©�î>& Incoming 
Mail Policies>' ] �r�S�c  [ 3æ�™�Ó�î�Ý �Ï�Ü�©�î>& Outgoing Mail Policies>' ] �Ì�î�ª>& GUI>'�r�S�c  
policyconfig -> antivirus  �¥�Ð�å�»>& CLI>'>'�†�Q#Ý�K�Z�w�™*…�H�\�_�S�B�[�A�r�M���G�€�}�b0¿��
�b�S�B�_6õ�M�•0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�b�˜�–�Ý�«  �«�Ÿ�Õ�å  �”�¡�©�Ù�å�b0¿���� >&P.12-7>' �†�g!·�K
�Z�C�T�I�8��

McAfee Anti-Virus �Ç�•�Ý�±�Ü�å�¢
McAfee® �«�Ÿ�Õ�å  �š�å�ª�å�c�
���b��#.�†/œ�8�r�M��

• �Ç�“�–�Ý�b�¹�î�±�\�˜�–�Ý�«  �©�¢�½�³�Õ�†�Ã�±�î�å!·�œ�M�•�G�\�_�|�~�
�Ç�“�–�Ý�†�«�Ÿ�Õ�å�K
�r�M��

• �š�Ñ�×�Þ�î�©�Ù�å#”�C�[�˜�–�Ý�«  �¥�î�»�†�Ÿ�•�ì�>�|�g��/œ�K�r�M��

• $Î0b$×�m�2�†4:#Ý�K�Z�‚�K�8�˜�–�Ý�«�†1�1‘�K�r�M��

• �Ç�“�–�Ý�?�}�¤���ö�b�¥�î�»�†�P7V�K�r�M��

�˜�–�Ý�«  �©�¢�½�³�Õ�\�b�Ã�±�î�å!·�œ

McAfee �c�
�”�å�³�˜�–�Ý�«��*O>& DAT>'�Ç�“�–�Ý�†�«�Ÿ�Õ�å  �š�å�ª�å�[�Q#Ý�K�Z�
"I���b�˜�–�Ý�«�

�˜�–�Ý�«�b�±�–�É�
�r�S�c�Q�b�Ú�b ¯�~$×�_�ƒ�r�K�C�^�8�¯�Ç�º�˜�™�”�†�è���K�r�M���r�S�
�Ç�“�–�Ý

Æ�b�¤%±�b���d�†6ä��!l�\�K�Z�˜�–�Ý�«�[�w�b"I�©�†�è(ô�M�•�G�\�_�|�~�
�"(ç�^�˜�–�Ý�«�†�è���[�A
�r�M���¨�C�b���œ�
�Ç�“�–�Ý�b�o�‡�b�M4Š�†�è(ô�M�•�T�E�[�
�Ç�“�–�Ý�@�˜�–�Ý�«�_�¤���K�Z�8�^�8�\
�8�•�[�A�r�M��

�/�•�ì�I�€�S�Ï�Ü�Ô�î�Ç�•�µ�¡�º�˜�–�Ý�«�b�è��

0
7§�^�˜�–�Ý�«�c�
���b  2 �X�b�M+á$×�^�m�2�†�Q#Ý�K�Z�
�©�¢�½�³�Õ  �«�Ÿ�Õ�å�_�|�•�è���†�G4J�K�r
�M��

• �/�•�ì ���˜�–�Ý�«
Æ4Š�b�¹�î�±�c�
�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�¼�@�Ó�µ�­�î�ª�r�S�c�˜�–�Ý�«�b�¥�å
�Æ�×�î�±  �¥�î�»�†�81��[�A�^�8�|�:�_�
�/�•�ì�I�€�r�M���˜�–�Ý�«�@�”�¡�¸�•�È�_�^�•�\�
�˜�–
�Ý�«+¬�/�@+¬$Î$×�_��/œ�Â�î�ª�Ù�å�_�š�ì�K�
+¬�k��/œ�K�r�M��

• �Ï�Ü�Ô�î�Ç�•�µ�¡�ì ���G�b��#.�c�/�•�ì�_���Z�8�r�M�@�
�˜�–�Ý�«�@+¬�k0
0��M�•7•�_�
�Q�b�g�@
�š�ƒ�•!l�[�/�•�ì�\�c$��^�~�r�M��

�G�b�|�:�^�˜�–�Ý�«�_�P� �M�•�S�u�_�
�š�å�ª�å�c�š�Ñ�×�Þ�î�©�Ù�å�\�ç�d�€�•�m�2�†�Q#Ý�K�r�M���š
�å�ª�å�c�
�Ç�“�–�Ý�_�G�b�|�:�^�˜�–�Ý�«�@�µ�r�€�Z�8�•�\$2�W�S���œ�
�˜�–�Ý�«�@�Ú�_���†�l�p�M�G
�\�^�C+¬�k��/œ�K�Z�
�•�¶�b�g�@�81��[�A�•"g�Â�r�[+¬�(+¬3��†�¹�¥�î�»�M�•�Ç�d$×�^#”�C�†�8�B�K�r
�M���Q�b�‹�
�š�å�ª�å�c3û�–�]�>�~�˜�–�Ý�«  �©�¢�½�³�Õ�†�«�Ÿ�Õ�å�K�Z�
�˜�–�Ý�«�†"I���K�r�M��
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'¨  12 'v       �”�å�³�˜�–�Ý�«
  �”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2
$Î0b$×�(�Ò

�‚�K�8�˜�–�Ý�«�b*+�¡�c�•%±�[�6�•�S�u�
�˜�–�Ý�«  �©�¢�½�³�Õ�†�Q#Ý�M�•�T�E�[�c�
�‚�K�8�˜�–�Ý�«
�c�è���[�A�r�O�‡���Q�b�S�u�
�š�å�ª�å�c3ã�•�[$Î0b$×�(�Ò�\�8�:�m�2�†�Q#Ý�K�r�M��

�˜�–�Ý�«�†4 �j�É�ß�¢�Û�Ò�
�»�Ÿ�×�Ó�å�º�
�r�S�c7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�_�c�
�¨�C�b���œ�
"I$��^
"I�©�@�6�~�r�M���G�€�}�c�
+¬$Î$×�_�Ç�“�–�Ý�b�š�f�†0è/œ�K�S�~�
�Ó�î�Ý  �¡�Û�–�”�å�º�†2s�·�K�S
�~�
�r�S�c�Q�b�Ú�b�‰�2�†�Q#Ý�K�Z+¬�k0
0��K�r�M���š�å�ª�å�c�É�ß�¢�Û�Ò  �¥�î�»�†�(�Ò�K�Z�
�G�b
'��b�¥�å�Æ�×�î�±�è�ç�†�è���K�r�M���r�S�
�š�å�ª�å�c�
�”�¡�©�Ù�å�†��/œ�M�•�S�_�Ø�î�¨�b
°�Š�†�Ó
�u�S�~�M�•�|�:�^�˜�–�Ý�«�}�K�C�^�8�G0d�b�·�8�v�è(ô�K�Z�
1��W�S�”�Û�î�Ò�†$Î/œ�K�^�8�|�:�_�K�Z
�8�r�M��

�G�b�|�:�^�m�2�†�Q#Ý�M�•�G�\�[�
�š�å�ª�å�c�¨�C�b�‚�K�8�˜�–�Ý�«�†�è���[�A�r�M��

�˜�–�Ý�«�@$Î0b�I�€�S���œ

�˜�–�Ý�«�@�è���I�€�S�}�
 McAfee �c�Ç�“�–�Ý�†�Ÿ�Ÿ>&9Q7V>'�[�A�r�M��3û�–�
 McAfee �c�
�˜�–�Ý�«
�@$Î0b�I�€�S�Ç�“�–�Ý�†�M�m�Z�Ÿ�Ÿ�[�A�
�Ÿ�Ÿ�‹�c�Q�b�Ç�“�–�Ý�†�Ü�«�¡�^�C�Q#Ý�[�A�r�M��$×&��^�”
�¡�©�Ù�å�c�
�˜�–�Ý�«�_�Â�L�Z$��^�~�r�M��

�Ç�“�–�Ý�b9Q7V�b���œ�c�
�²�N�K�v�Ç�“�–�Ý�†
–�b"g�Â�_�`�O�•�\�c7H�}�^�8�S�u�
�ì�¡�
�6�•&ì�Ø�b
�D7H�@#Õ�L�•���œ�@�6�~�r�M���M4Š�b�˜�–�Ý�«�c��/œ�É�ß�¢�Û�Ò�b�M4Š�†�V�i�A�K�Z�K�r�:�S�u�

–�_
�`�O�r�O�‡���G�b���œ�c�
�Ÿ�Ÿ�[�A�^�8�ç�Ü�Ç�“�–�Ý�†�µ�t�Ó�µ�­�î�ª�†�]�b�|�:�_��#.�M�•�?�†��*O
�K�r�M���G�€�}�b0¿���c�
 Email Security �µ+�>&[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�Ó�î�Ý  �Ï
�Ü�©�î>& Incoming Mail Policies>' ] �r�S�c  [ 3æ�™�Ó�î�Ý �Ï�Ü�©�î>& Outgoing Mail Policies>' ] �Ì�î�ª

>&GUI>'�r�S�c  policyconfig -> antivirus  �¥�Ð�å�»>& CLI>'>'�†�Q#Ý�K�Z�w�™*…�H�\�_�S�B�[�A�r�M��
�G�€�}�b0¿���b�S�B�_6õ�M�•0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�b�˜�–�Ý�«  �«�Ÿ�Õ�å  �”�¡�©�Ù�å�b0¿����

>&P.12-7>' �†�g!·�K�Z�C�T�I�8��

�”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2  
/² 12-1 �Ó�µ�­�î�ª�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�‰�2

�ï�8
Æ�� 3ã�•�_��

�«�¸�µ�É 1 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�”
�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�r�M��

���˜�–�Ý�«  �«�Ÿ�Õ�å�b�–�¿�î�È�Ý�ì�>�|�g�¢�ß�î�Â�Ý0¿��
�b�S�B�� >&P.12-7>'

�«�¸�µ�É 2 �Ó�µ�­�î�ª�b�˜�–�Ý�«�†�«�Ÿ�Õ�å�M�•�Ø�î�¨  
�¢�Ý�î�É�†��*O�K�r�M��

��3æ�™*…�>�|�g�w�™*…�b�¢�Ý�î�É�b�Ó�î�Ý  �Ï�Ü�©�î�b�8
�B��>&P.10-8>'

�«�¸�µ�É 3 >&�õ�–>'�˜�–�Ý�«7x7³�[�b�Ó�µ�­�î�ª�b��#.�‰
�2�†0¿���K�r�M��

���Ï�Ü�©�î7x7³�b�8�B�� >&P.27-6>'

�«�¸�µ�É 4 �”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�_�¤���K�S�Ó�µ
�­�î�ª�†��#.�‰�2�†�ô���K�r�M��

���Ø�î�¨�b�˜�–�Ý�«  �«�Ÿ�Õ�å  �”�¡�©�Ù�å�b0¿���� >&P.12-7>'

�«�¸�µ�É 5 ��*O�K�S�Ø�î�¨  �¢�Ý�î�É�_�P�M�•�”�å�³�˜�–
�Ý�«  �«�Ÿ�Õ�å�b�Ý�î�Ý�†0¿���K�r�M��

��3æ�™*…�>�|�g�w�™*…�b�¢�Ý�î�É�H�\�b�”�å�³�˜�–�Ý�«  �Ï
�Ü�©�î�b0¿���� >&P.12-13>' 

�«�¸�µ�É 6 >&�õ�–>'0¿���†�¸�«�º�M�•�S�u�_7Á�Ê�Ó�î�Ý  
�Ó�µ�­�î�ª�†3æ�™�K�r�M��

���”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�¸�«�º�M�•�S�u�_�”�É�Û�–�”
�å�«�_�Ó�î�Ý�†3æ�™�M�•�� >&P.12-17>'
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  �”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2
�˜�–�Ý�«  �«�Ÿ�Õ�å�b�–�¿�î�È�Ý�ì�>�|�g�¢�ß�î�Â�Ý0¿���b�S�B  
�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�c�
�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�†��/œ�K�S�\�A�_�–�¿�î�È�Ý�_�^�W
�S�•+��ö�@�6�~�r�M���G�€�_�?�?�ƒ�}�N�
���b�m8p�[0¿���†�K�r�M��

>&�@>' �Û�–�­�å�«  �Ÿ�î�_�|�W�Z�
 Sophos�
 McAfee�
�r�S�c�Q�b�g�‰�†�–�¿�î�È�Ý�_�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [McAfee] �Ì�î�ª�_&ã�·�K�r�M��

�r�S�c

[ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [Sophos] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��  

>&�@>' [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�M�•�\�
�”�É�Û�–�”�å�«�[�µ+��@�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�^�~
�r�M���S�T�K�
�‹�[  [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] �[�w�™*…�H�\�b0¿���†�–�¿�î�È�Ý�_�M
�•�²0[�@�6�~�r�M��

�«�¸�µ�É 3 �Û�–�­�å�«�Î(Ù�i�†1��s�
�Ì�î�ª�b�q�‹�r�[�«�¡�ß�î�Ý�K�Z�?�}  [ �Ž1�>&Accept>' ] �†�¡�Ü�µ�¡�K�Z�Î
(Ù�_� �–�K�r�M��

�«�¸�µ�É 4 [ �¢�ß�î�Â�Ý0¿���†)…7Ÿ>& Edit Global Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 �˜�–�Ý�«  �«�Ÿ�Õ�å�b�q�±�±�–�Ò�”�˜�º�Í�†4E�¥�K�r�M��

�©�«�¸�Ò�@�Ó�µ�­�î�ª�_�P�M�•�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�b��/œ�†�õ�F�M�•�
�±�–�Ò�”�˜�º�Í�†0¿���K
�r�M���¹�Ç�›�Ý�º�Í�c  60 &Ê�[�M��

�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��

���b�8��

�”�å�³�˜�–�Ý�«0¿���†�w�™*…�H�\�_0¿���K�r�M�� ���Ø�î�¨�b�˜�–�Ý�«  �«�Ÿ�Õ�å  �”�¡�©�Ù�å�b0¿����
>&P.12-7>' �†�g!·�K�Z�C�T�I�8��

�Ø�î�¨�b�˜�–�Ý�«  �«�Ÿ�Õ�å  �”�¡�©�Ù�å�b0¿��

Cisco �”�É�Û�–�”�å�«�_)+�œ�I�€�Z�8�•�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�c�
 [ 7Á�Ê�Ó�î�Ý�­�Ÿ�×�Ü�¸�•�Ð
�¿�î�ª�Õ>& Email Security Manager>' ] �µ+��†�Q#Ý�K�Z0¿���K�S�Ï�Ü�©�î>&0¿���œ�É�©�Ù�å>'�_�ö�Y�8
�Z�
%T�™�>�|�g$Î�™�Ó�î�Ý  �Ó�µ�­�î�ª�b�˜�–�Ý�«�†��#.�K�r�M���”�å�³�˜�–�Ý�«  �”�¡�©�Ù�å�c�
 [ �Ó�î
�Ý �­�Ÿ�×�Ü�¸�•�µ+�>& Email Security Feature>' ]>&[ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�Ó�î�Ý  
�Ï�Ü�©�î>& Incoming Mail Policies>' ] �r�S�c  [ 3æ�™�Ó�î�Ý �Ï�Ü�©�î>& Outgoing Mail Policies>' ] �Ì�î�ª

>&GUI>'�r�S�c  policyconfig > antivirus  �¥�Ð�å�»>& CLI>'>'�†�Q#Ý�K�Z�w�™*…�H�\�_�–�¿�î�È�Ý�_�K
�r�M��

�Ó�µ�­�î�ª  �«�Ÿ�Õ�å0¿��

• [ �˜�–�Ý�«  �«�Ÿ�Õ�å�b�s>& Scan for Viruses Only>' ]>8
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  �”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2
�©�«�¸�Ò�_�|�~��#.�I�€�•�Ó�µ�­�î�ª�_�c�
�˜�–�Ý�«  �«�Ÿ�Õ�å�@��/œ�I�€�r�M���¤���K�Z�8�•�ç
�Ü�Ç�“�–�Ý�@�6�W�Z�v�
�Ÿ�Ÿ�c0è/œ �I�€�r�O�‡ ���˜�–�Ý�«�@�µ�r�€�•�Ó�µ�­�î�ª�r�S�c�Ÿ�Ÿ�[�A�^
�?�W�S�Ó�µ�­�î�ª�_�X�8�Z�
�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�K�Z�Ó�î�Ý�†4Ä�™�M�•�?�]�:�?�†4E�¥�[�A�r
�M��

• [ �˜�–�Ý�«�†�«�Ÿ�Õ�å�K�Z�Ÿ�Ÿ>& Scan and Repair Viruses>' ]>8

�©�«�¸�Ò�_�|�~��#.�I�€�•�Ó�µ�­�î�ª�_�c�
�˜�–�Ý�«  �«�Ÿ�Õ�å�@��/œ�I�€�r�M���ç�Ü�Ç�“�–�Ý�_
�˜�–�Ý�«�@$Î0b�I�€�S���œ�c�
�©�«�¸�Ò�c�ç�Ü�Ç�“�–�Ý�b���Ÿ�Ÿ���†0è/œ�K�r�M��

• [ �ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É>& Dropping Attachments>' ]>8 

�¤���K�S�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�M�•�|�:�_4E�¥�[�A�r�M��

�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�_�|�~�
�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�@�«�Ÿ�Õ�å�I�€�¤���K�S
�Ç�“�–�Ý�@ �»�ß�µ�É �I�€�•�\�
�æ�ƒ�~�_�� Removed Attachment���\�8�:�¡�S�b�‚�K�8�Ç�“�–�Ý�@
�ç�Ü�I�€�r�M���G�b�ç�Ü�Ç�“�–�Ý�b�±�–�É�c�¸�Ÿ�«�º�r�S�c�É�Þ�î�å�[�
���b
Æ���@�µ�r�€�Z�8�r
�M��

�O2A�^�ç�Ü�Ç�“�–�Ý�_�|�~�Ó�µ�­�î�ª�@�¤���K�Z�8�S�S�u�
�Ø�î�¨�b�Ó�µ�­�î�ª�_�1�}�?�b�Ÿ�G�@
�•�<�}�€�S���œ�c�
�²�N�Ø�î�¨�_3û%±�I�€�r�M���§��$×�^3û%±�”�¡�©�Ù�å�†0¿���M�•�G�\�v�[�A�r
�M>&��3û%±�b3æ�™��>&P.12-11>' �†�g!·>' ���¤���K�S�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�M�•�|�:�_4E�¥�K�S���œ
�c�
3û%±�”�¡�©�Ù�å�_�|�~�
�Ø�î�¨�_�Ó�µ�­�î�ª�@�Ÿ�G�I�€�S�G�\�†3û%±�M�•�²0[�c �6�~�r�O�‡ ��

• [X-IronPort-AV �Ê�µ�²�î>& X-IronPort-AV Header>' ]>8

�”�É�Û�–�”�å�«�b�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�_�|�~��#.�I�€�S�M�m�Z�b�Ó�µ�­�î�ª�_�c�

X-IronPort-AV:  �\�8�:�Ê�µ�²�î�@3ã�•�I�€�r�M���G�b�Ê�µ�²�î�c�
"I�_���«�Ÿ�Õ�å�[�A�^�8���\
0b�^�I�€�S�Ó�µ�­�î�ª�_�X�8�Z�
�”�å�³�˜�–�Ý�«0¿���_6õ�M�•�e8Ÿ�†�¹�Â�µ�¢�M�•7•�b3ã�•�_���\
�^�~�r�M�� X-IronPort-AV �Ê�µ�²�î�†�«�Ÿ�Õ�å�I�€�S�Ó�µ�­�î�ª�_�µ�u�•�?�]�:�?�c�
�)�~�p�<�[
�A�r�M���G�b�Ê�µ�²�î�†�µ�u�•�G�\�†�N�á�K�r�M��

�Ó�µ�­�î�ª��#.0¿��

�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�c�
�Ü�«�¼�î�_�|�~�w�™�I�€�•  4 �X�b"‚'g�K�S�Ó�µ�­�î�ª  �¡�Û�«�_�X�8
�Z�
�Q�€�R�€�9���b�”�¡�©�Ù�å�†��/œ�K�Z��#.�M�•�|�:�_0¿���[�A�r�M�� �W 12-1 �_�
�˜�–�Ý�«  �«�Ÿ�Õ
�å  �š�å�ª�å�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�_�©�«�¸�Ò�@��/œ�M�•�”�¡�©�Ù�å�†�r�\�u�Z�8�r�M��

���b�›�Ó�µ�­�î�ª  �±�–�É�_�X�8�Z�
�Q�€�R�€��/œ�M�•�”�¡�©�Ù�å�†4E�¥�[�A�r�M���”�¡�©�Ù�å�_�X�8
�Z�c�‹3Ù�K�r�M>&���Ó�µ�­�î�ª��#.�”�¡�©�Ù�å�b0¿���b�S�B�� >&P.12-9>' �†�g!·>' ���S�\�<�d�
�˜�–�Ý�«
�_�¤���K�S�Ó�µ�­�î�ª�_�X�8�Z�
�¤���K�S�ç�Ü�Ç�“�–�Ý�@�»�ß�µ�É�I�€�
7Á�Ê�Ó�î�Ý�b�ó�¡�@�š�f�I�€
�Z�
�•�«�±�Ò  �”�Û�î�º�@�Ó�µ�­�î�ª�b�w�™*…�_3æ�™�I�€�•�|�:�_�
�”�å�³�˜�–�Ý�«�†0¿���[�A�r�M��

�Ÿ�Ÿ�I�€�S�Ó�µ�­�î�ª�b��#.

�Ó�µ�­�î�ª�@�ö
²�_�«�Ÿ�Õ�å�I�€�
�M�m�Z�b�˜�–�Ý�«�@�Ÿ�Ÿ�r�S�c�P7V�I�€�S���œ�c�
�Q�b�Ó�µ�­�î�ª
�c �Ÿ�Ÿ�I�€�S �\0b�^�I�€�r�M���G�€�}�b�Ó�µ�­�î�ª�c�Q�b�r�r4Ä�™�I�€�r�M��

This attachment contained a virus and was stripped.

     Filename: filename

 Content-Type: application/ filetype
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  �”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2
�/�•�ì�I�€�S�Ó�µ�­�î�ª�b��#.

�Ó�µ�­�î�ª
Æ�_�/�•�ì�r�S�c�–1¤�I�€�S�Ç�•�î�Ý�»�@�6�•�S�u�_�
�š�å�ª�å�@�«�Ÿ�Õ�å�†�ö�¢�[�A�^
�?�W�S���œ�c�
�Q�b�Ó�µ�­�î�ª�c �/�•�ì�I�€�Z�8�• �\0b�^�I�€�r�M���/�•�ì�I�€�Z�8�•�\�Ð�î�¡�I�€�S
�Ó�µ�­�î�ª�v�
�Ÿ�Ÿ�•+��[�M��

�/�•�ì�è���b�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý>&���/�•�ì�è���Ý�î�Ý�� >&P.9-30>' �†�g!·>'�\�
 ���/�•�ì�I�€
�S���Ó�µ�­�î�ª�_�P�M�•�˜�–�Ý�«  �«�Ÿ�Õ�å  �”�¡�©�Ù�å�b4*�8�_�@�–�K�Z�C�T�I�8���/�•�ì�Ó�µ�­�î�ª  
�Ç�•�Ý�±  �Ý�î�Ý�c�
 PGP �r�S�c  S/MIME �[�/�•�ì�I�€�S�M�m�Z�b�Ó�µ�­�î�ª�†�� true���\0Û�o�K�r�M��
�/�•�ì�Ý�î�Ý�[�è���[�A�•�b�c�
 PGP �>�|�g  S/MIME �[�/�•�ì�I�€�S�¹�î�±�b�s�[�M���Ã�«�á�î�»�[
�–1¤�I�€�S  ZIP �Ç�“�–�Ý�
�v�K�C�c�/�•�ì�I�€�S�¥�å�¸�å�¶�†�µ�t  Microsoft Word �r�S�c  Excel �»
�Ÿ�×�Ó�å�º�c�è���[�A�r�O�‡���˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�c�
�Ã�«�á�î�»�[�–1¤�I�€�S�Ó�µ�­�î�ª�r
�S�c�ç�Ü�Ç�“�–�Ý�c�M�m�Z���/�•�ì�I�€�Z�8�•���\0b�^�K�r�M��

>&�@>' AsyncOS �Â�î�ª�Ù�å  3.8 �è�S�?�}�”�µ�É�¢�Þ�î�»�K�Z�
 Sophos Anti-Virus �«�Ÿ�Õ�å�†0¿���M�•���œ
�c�
�”�µ�É�¢�Þ�î�»�‹�_  [ �/�•�ì�I�€�S�Ó�µ�­�î�ª�b��#.>& Encrypted Message Handling>' ] �b8o�†0¿
���M�•�²0[�@�6�~�r�M��

�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª�b��#.

�«�Ÿ�Õ�å  �±�–�Ò�”�˜�º�Í�_�?4)�K�S���œ�
�r�S�c
Æ4Š�š�Û�î�_�|�~�š�å�ª�å�@�Q#Ý�Y�•+��_�^�W�S��
�œ�c�
�Ó�µ�­�î�ª�c �«�Ÿ�Õ�å�[�A�^�8 �\0b�^�I�€�r�M���«�Ÿ�Õ�å�[�A�^�8�\�Ð�î�¡�I�€�S�Ó�µ�­�î�ª
�v�
�Ÿ�Ÿ�•+��[�M��

�˜�–�Ý�«�_�¤���K�S�Ó�µ�­�î�ª�b��#.

�©�«�¸�Ò�@�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�[�A�^�8�
�r�S�c�Ó�µ�­�î�ª�†�ö
²�_�Ÿ�Ÿ�[�A�^�8���œ�@�6�~�r
�M���G�b�|�:�^���œ�c�
�k!›�\�K�Z�˜�–�Ý�«�@�µ�r�€�•�Ó�µ�­�î�ª�b�©�«�¸�Ò�[�b��#.�‰�2�†0¿���[�A
�r�M��

�/�•�ì�Ó�µ�­�î�ª�
�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª�
�>�|�g�˜�–�Ý�«  �Ó�µ�­�î�ª�b0¿���œ�É�©�Ù�å�c�

�]�€�v� �L�[�M��

�Ó�µ�­�î�ª��#.�”�¡�©�Ù�å�b0¿���b�S�B

4:#Ý�M�•�”�¡�©�Ù�å

�/�•�ì�I�€�S�Ó�µ�­�î�ª�
�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª�
�r�S�c�˜�–�Ý�«7g�ö�b�Ó�µ�­�î�ª�b�›�±�–�É
�_�X�8�Z�

²+á$×�_�]�b�”�¡�©�Ù�å�†��/œ�M�•�?>&�Ó�µ�­�î�ª�†�»�ß�µ�É�M�•�
�‚�K�8�Ó�µ�­�î�ª�b�ç
�Ü�Ç�“�–�Ý�\�K�Z�Ó�µ�­�î�ª�†4Ä�™�M�•�
�Ó�µ�­�î�ª�†�Q�b�r�r4Ä�™�M�•�
�r�S�c�Ó�µ�­�î�ª�†�”�å�³
�˜�–�Ý�«7x7³�š�Ü�”�_3æ�™�M�•>& ��7x7³�>�|�g�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�� >&P.12-10>' �†�g!·>' >'�†4E�¥
�K�r�M��

�¤���K�S�Ó�µ�­�î�ª�†�‚�K�8�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�\�K�Z4Ä�™�M�•�|�:�_�”�É�Û�–�”�å�«�†0¿���M
�•�\�
�w�™*…�@�œ�Ü�ª�¼�Ý�b�¤���K�S�ç�Ü�Ç�“�–�Ý�†�]�b�|�:�_��#.�M�•�?�
4E�¥�[�A�•�|�:�_�^�~�r
�M��

�Ó�µ�­�î�ª�†�Q�b�r�r4Ä�™�M�•�?�
�r�S�c�Ó�µ�­�î�ª�†�‚�K�8�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�\�K�Z4Ä�™�M
�•�G�\�†4E�¥�K�S���œ�c�
3ã�•�[���b��#.�†0¿���[�A�r�M��

• �Ó�µ�­�î�ª�b�ó�¡�b�š�f

• �œ�Ü�ª�¼�Ý  �Ó�µ�­�î�ª�b�”�î�•�–�È
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• �M+á$×�^3û%±�b3æ�™
���b�”�¡�©�Ù�å�c�
 GUI �b  [ 0ò(ý>&Advanced>' ] �­�¡�©�Ù�å�?�}��/œ�[�A�r�M��

• �Ó�µ�­�î�ª�l�b�•�«�±�Ò  �Ê�µ�²�î�b3ã�•

• �Ó�µ�­�î�ª�w�™*…�b�š�f

• �æ�p��
›�Í�«�º�l�b�Ó�µ�­�î�ª�b3æ�™

• �•�«�±�Ò�b�”�Û�î�º3û%±�b3æ�™>&�w�™*…���Z�b�s>'

>&�@>' �G�€�}�b�”�¡�©�Ù�å�c�
%&�«�_�<�Ú$×�[�c�6�~�r�O�‡���Ø�î�¨�b�¢�Ý�î�É�b�I�r�J�r�^��#.�½�î�¬�_�œ
�ƒ�O�Z�
�I�r�J�r�^%T�™�r�S�c$Î�™�Ï�Ü�©�î�[�
�G�€�}�b�”�¡�©�Ù�å�†�X�¶�r�S�c�M�m�Z�†�
�I�r�J�r
�_)��s�œ�ƒ�O�•�G�\�@�[�A�r�M���G�€�}�b�œ�É�©�Ù�å�†�Q#Ý�K�S�
�I�r�J�r�^�«�Ÿ�Õ�å  �Ï�Ü�©�î�b��
*O�_6õ�M�•0ò(ý�_�X�8�Z�c�
�‹3Ù�b�­�¡�©�Ù�å�>�|�g ���”�å�³�˜�–�Ý�«0¿���_6õ�M�•�@�–�¦8o��

>&P.12-14>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �Ÿ�Ÿ�I�€�S�Ó�µ�­�î�ª�_�P�M�•�Ñ�G�œ�É�©�Ù�å�c�
 [ �•�«�±�Ò  �Ê�µ�²�î�†3ã�•>& Add custom header>' ] 
�>�|�g  [ �•�«�±�Ò  �”�Û�î�º3û%±�†3æ�™>&Send custom alert notification>' ] �b  2 �X�b�s�[�M���Q�b�Ú�M�m
�Z�b�Ó�µ�­�î�ª  �±�–�É�_�X�8�Z�c�
�M�m�Z�b�Ñ�G�œ�É�©�Ù�å�_�”�¡�­�«�[�A�r�M��

7x7³�>�|�g�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å

7x7³�Ç�Û�¢�b�Ü�E�}�€�S�Ó�µ�­�î�ª�c�
7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�b�g�~�b��#.�†)E)F�K�r�M���Ó�µ
�­�î�ª�@�Ã�–�É�Û�–�å�b�Ž�•�_�?4)�M�•�\�
�Ó�µ�­�î�ª�_  1 �X�è�V�b7x7³�_6õ�M�•�Ç�Û�¢�@0¿���I�€�Z
�8�€�d�
0ñ�\�M�•�Ÿ�×�î�_
°�~�r�M���Ó�µ�­�î�ª�@�Ã�–�É�Û�–�å�b�Ž�•�_�?4)�K�^�E�€�d�
7x7³�š�Ü�”
�_�c4Ä*(�I�€�r�O�‡��

�S�\�<�d�
�¥�å�¸�å�¶  �Ç�•�Ý�±�c�Ó�µ�­�î�ª�†�»�ß�µ�É�r�S�c3É3æ�M�•���œ�@�6�~�r�M�@�
�Q�b���œ�

�Ó�µ�­�î�ª�c7x7³�I�€�r�O�‡��

�Ó�µ�­�î�ª�b�ó�¡�Ê�µ�²�î�b�š�f

"I���b�¸�Ÿ�«�º�e�Ð�4�†�S�‹�_3ã�•�M�•�G�\�[�
1‘�9�I�€�S�Ó�µ�­�î�ª�†�š�f�M�•�\�
�Ø�î�¨�@�|�~(F
�"�_1‘�9�I�€�S�Ó�µ�­�î�ª�†�8�9�K�S�~�
�¯�î�º�K�S�~�[�A�•�|�:�_�^�~�r�M��

>&�@>' [ �Ó�µ�­�î�ª�b�ó�¡�†�Ÿ�G>& Modify message subject>' ] �Ç�•�î�Ý�»�[�c�
'5$Ñ�c!“0i �I�€�r�O�‡ ���G�b
�Ç�•�î�Ý�»�_
°�Š�K�S�¸�Ÿ�«�º�b�‹�•�r�S�c�S�_�«�Ì�î�«3ã�•�M�•�G�\�[�
�œ�Ü�ª�¼�Ý�b�Ó�µ�­�î�ª�ó
�¡�\�
3ã�•�¸�Ÿ�«�º�†�(�E�•�G�\�@�[�A�r�M>&3ã�•�¸�Ÿ�«�º�†�œ�Ü�ª�¼�Ý�b�ó�¡�b�S�_3ã�•�M�•���œ�c
3ã�•�¸�Ÿ�«�º�b�S�
�œ�Ü�ª�¼�Ý�b�ó�¡�b�‹�•�_3ã�•�M�•���œ�c3ã�•�¸�Ÿ�«�º�b�‹�•�_�«�Ì�î�«�†3ã�•�K
�r�M>'���S�\�<�d�
 [WARNING: VIRUS REMOVED] �\�8�:�¸�Ÿ�«�º�†�œ�Ü�ª�¼�Ý�b�ó�¡�b�S�_3ã�•�M�•��
�œ�c�
�G�b�‹�•�_�X�¶�b�«�Ì�î�«�†3ã�•�K�r�M��

�¹�Ç�›�Ý�º�b�¸�Ÿ�«�º�c���b�\�>�~�[�M��

/² 12-2 �”�å�³�˜�–�Ý�«�ó�¡/œ�š�f�b�¹�Ç�›�Ý�º�ó�¡/œ�¸�Ÿ�«�º

�8�•
�ó�¡�_3ã�•�I�€�•�¹�Ç�›�Ý�º�b�¸�Ÿ�«
�º

�/�•�ì�I�€�Z
�8�•  

[WARNING: MESSAGE ENCRYPTED]

�¤���K�Z�8�• [WARNING: VIRUS DETECTED]
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0
�X�b�«�¸�î�º�@0ñ�\�M�•�Ó�µ�­�î�ª�_�X�8�Z�c�
�”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�_�P�K�Z��/œ�K�S�”�¡
�©�Ù�å�†�Ø�î�¨�_%±�}�O�•�
0
�X4Š�(�[�S�B�I�€�S3û%±�Ó�µ�­�î�ª�@�8�B�I�€�r�M>&�S�\�<�d�
�Ø�î�¨
�_�P�K�Z�c�Ó�µ�­�î�ª�@�˜�–�Ý�«�†�Ÿ�Ÿ�I�€�Z�8�•�\3û%±�I�€�Z�8�Z�v�
�Ó�µ�­�î�ª�b�Ú�b4Š�(�c�/�•
�ì�I�€�Z�8�•���œ�@�6�~�r�M>' ��

�œ�Ü�ª�¼�Ý  �Ó�µ�­�î�ª�b�”�î�•�–�È

�©�«�¸�Ò�_�|�~�
�˜�–�Ý�«�@�µ�r�€�Z�8�•>&�r�S�c�µ�r�€�Z�8�•�•+��ö�@�6�•>'�\�8�•�I�€�S�Ó�µ�­�î
�ª�c�
 �� avarchive���¹�•�Þ�¡�º�Ü�_�”�î�•�–�È�[�A�r�M���G�b�g�'�c�
 mbox �g�'�b�ß�¢  �Ç�“�–�Ý�[
�M���� Anti-Virus Archive���ß�¢  �§�È�«�¡�Ü�É�©�Ù�å�†0¿���K�Z�
�˜�–�Ý�«�@�µ�r�€�Z�8�•�Ó�µ�­�î�ª
�r�S�c�ö
²�_�«�Ÿ�Õ�å�[�A�^�?�W�S�Ó�µ�­�î�ª�†�”�î�•�–�È�M�• �²0[�@�6�~�r�M ��0ò(ý�_�X�8�Z�c�

'¨ 34 'v���ß� �å�¢��  �†�g!·�K�Z�C�T�I�8��

>&�@>' GUI �[�c�
���œ�_�|�~  [ 0ò(ý>&Advanced>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�Z  [ �œ�Ü�ª�¼�Ý�b�Ó�µ�­�î�ª�†�”�î�•
�–�È>&Archive original message>' ] �†/²&g�M�•�²0[�@�6�~�r�M��

3û%±�b3æ�™

�©�«�¸�Ò�_�|�~�
�Ó�µ�­�î�ª�_�˜�–�Ý�«�@�µ�r�€�Z�8�•�\1‘�9�I�€�S�\�A�_�
�¹�Ç�›�Ý�º�b3û%±�†3æ�™
*…�
�w�™*…�
�>�|�g�Q�b�Ú�b�Ø�î�¨�r�S�c�Q�b�8�N�€�?�_3æ�™�[�A�r�M���Q�b�Ú�b�Ø�î�¨�†3û%±�P1ß�_
�æ���M�•���œ�c�
0
�X�b�”�»�Þ�«�†�¥�å�Ð�[�
�)�~�r�M>& CLI �>�|�g  GUI �b�g�‰>'���¹�Ç�›�Ý�º�b3û
%±�
�Ó�µ�­�î�ª�c���b�\�>�~�[�M��

�Ó�µ�­�î�ª�l�b�•�«�±�Ò  �Ê�µ�²�î�b3ã�•

�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�_�|�W�Z�«�Ÿ�Õ�å�I�€�S�M�m�Z�b�Ó�µ�­�î�ª�_3ã�•�M�•�
3ã�•�b�•
�«�±�Ò  �Ê�µ�²�î�†��*O�[�A�r�M�� [ �c�8>&Yes>' ] �†�¡�Ü�µ�¡�K�
�Ê�µ�²�î�¡�>�|�g�¸�Ÿ�«�º�†��*O�K�r
�M��

�r�S�
 skip-viruscheck  �”�¡�©�Ù�å�†�Q#Ý�M�•�Ç�•�Ý�±�†�8�B�K�Z�
"I���b�Ó�µ�­�î�ª�c�˜�–�Ý�«  �«
�Ÿ�Õ�å�†�G4J�M�•�|�:�_�v�[�A�r�M��  ���”�å�³�˜�–�Ý�«  �©�«�¸�Ò�b�Â�–�Ã�«  �”�¡�©�Ù�å�� >&P.9-66>' �†
�g!·�K�Z�C�T�I�8��

�Ÿ�Ÿ�I�€�Z�8
�•

[WARNING: VIRUS REMOVED]

�«�Ÿ�Õ�å�Y�• [WARNING: A/V UNSCANNABLE]

/² 12-2 �”�å�³�˜�–�Ý�«�ó�¡/œ�š�f�b�¹�Ç�›�Ý�º�ó�¡/œ�¸�Ÿ�«�º  >&)F�A>'

/² 12-3 �”�å�³�˜�–�Ý�«3û%±�b�¹�Ç�›�Ý�º3û%±

�8�• 3û%±

�Ÿ�Ÿ�I�€�Z�8�• The following virus(es) was detected in a mail message: <virus name(s)> 

Actions taken: Infected attachment dropped.>&�r�S�c  Infected attachment 
repaired.>'

�/�•�ì�I�€�Z�8�• The following message could not be fully scanned by the anti-virus engine due to 
encryption.

�«�Ÿ�Õ�å�Y�• The following message could not be fully scanned by the anti-virus engine.

�¤���K�Z�8�• The following unrepairable virus(es) was detected in a mail message: <virus 
name(s)>.
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'¨  12 'v       �”�å�³�˜�–�Ý�«
  �”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2
�Ó�µ�­�î�ª�w�™*…�b�š�f

�Ó�µ�­�î�ª�b�w�™*…�†�š�f�K�Z�
�Ó�µ�­�î�ª�@�9�b�”�»�Þ�«�_3æ�™�I�€�•�|�:�_�[�A�r�M�� [ �c�8
>&Yes>' ] �†�¡�Ü�µ�¡�K�Z�
�‚�K�8�w�™*…�b�”�»�Þ�«�†
°�Š�K�r�M��

�æ�p��
›�Í�«�º�l�b�Ó�µ�­�î�ª�b3æ�™

�/�•�ì�I�€�S�Ó�µ�­�î�ª�
�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª�
�r�S�c�˜�–�Ý�«�_�¤���K�S�Ó�µ�­�î�ª�_�X�8
�Z�
$��^�•�w�™*…�r�S�c��
›�Í�«�º�_3û%±�†3æ�™�M�•�|�:�_4E�¥�[�A�r�M�� [ �c�8>&Yes>' ] �†�¡�Ü�µ�¡
�K�Z�æ�p�”�»�Þ�«�r�S�c�Í�«�º�†
°�Š�K�r�M��

�S�\�<�d�
$2�ƒ�K�8�Ó�µ�­�î�ª�†'ö#.*…�b�Ó�î�Ý�Î�µ�¡�«�r�S�c�S#Ý�b�Ó�î�Ý  �§�î�Â�_3æ�™�K�Z�
�‹
�[1*���M�•�G�\�@�[�A�r�M���w�™*…�@0
�X�b�Ó�µ�­�î�ª�b���œ�c�
�æ�p�w�™*…�_3æ�™�I�€�•�¥�Æ�î�c  1 
�X�b�s�[�M��

�•�«�±�Ò�b�”�Û�î�º3û%±�b3æ�™>&�w�™*…���Z�b�s>'

�w�™*…�_�•�«�±�Ò3û%±�†3æ�™�[�A�r�M���Q�b�S�u�_�c�
�G�b0¿���†�S�B�M�•�S�_�
�r�N�•�«�±�Ò3û%±�†
�8�B�M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���¸�Ÿ�«�º  �Ü�¯�î�«�_�X�8�Z�� >&P.18-8>' �†�g!·�K�Z�C�T�I
�8��
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'¨  12 'v       �”�å�³�˜�–�Ý�«
  �”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2
�W 12-1 �˜�–�Ý�«  �«�Ÿ�Õ�å�†��/œ�K�S�Ó�µ�­�î�ª�b��#.�_6õ�M�•�œ�É�©�Ù�å

>&�@>' �¹�Ç�›�Ý�º�[�c�
�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�c�
 WHITELIST 3æ�™*…�¢�Ý�î�É�@�g!·�M�•�Ã�È�Ü�µ�¡  �Ü
�«�¼�î�b  $TRUSTED �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�^�W�Z�8�r�M��  ���Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý3æ�™*…�b�”�¡�­�«  �Ý�î�Ý�b��*O�� >&P.7-8>' �†�g!·�K�Z�C�T�I�8��

3æ�™*…�>�|�g�w�™*…�b�¢�Ý�î�É�H�\�b�”�å�³�˜�–�Ý�«  �Ï�Ü�©�î�b0¿��

�Ó�î�Ý  �Ï�Ü�©�î�b�Ø�î�¨�H�\�b�”�å�³�˜�–�Ý�«0¿���†)…7Ÿ�M�•��#.�c�
%T�™�Ó�î�Ý�\$Î�™�Ó�î�Ý�[�ö
�•$×�_� �L�[�M��

IronPort 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�Ç�“�–�”�˜�›�î�Ý

SMTP

>&�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�c�–�¿�î�È�Ý>'

�–�å�±�î�¿�µ�º  �Ó�î�Ý

�•  �Ó�µ�­�î�ª�b�ó�¡�†�š�f�M�•

�•  �Ó�µ�­�î�ª�_�•�«�±�Ò  �Ê�µ�²�î�†

�F  �«�Ÿ�Õ�å�í�s>8�˜�–�Ý�«$Î0b�


�F  �«�Ÿ�Õ�å�í�s>8�˜�–�Ý�«$Î0b�
  
�F  �«�Ÿ�Õ�å�í�s>8�˜�–�Ý�«$Î0b�
 �S�T�K  

�Ÿ�Ÿ�í�s  �¡�Ü�î�å�”�µ�É�Y�•

�•  
–�b�Ó�µ�­�î�ª�†�”�î�•�–�È�M�•

�•  3æ�™*…�
�w�™*…�
�Q�b�Ú�b
²�(  
�r�S�c�8�N�€�?�_3û%±�†3æ�™�M�•

�õ�–�[���b�”�¡�©�Ù�å�†��/œ�K�r�M��

�•  �Ó�µ�­�î�ª�b�ó�¡�†�š�f�M�•

�•  �Ó�µ�­�î�ª�_�•�«�±�Ò  �Ê�µ�²�î�†

�•  �Ó�µ�­�î�ª�b�w�™*…�†�š�f�M�•

�•  ��
›�Í�«�º�†�š�f�M�•

�•  
–�b�Ó�µ�­�î�ª�†�”�î�•�–�È�M�•

�•  3æ�™*…�
�w�™*…�
�Q�b�Ú�b
²�(  
�r�S�c�8�N�€�?�_3û%±�†3æ�™�M�•

�F  �«�Ÿ�Õ�å�í�s>8  

�Ó�µ�­�î�ª�†�»�ß�µ�É�M�•�?�
 4Ä�™�M�•�?�


�Ó�µ�­�î�ª�†

�ç�Ü�Ç�“�–�Ý�c�»�ß�µ�É

�Ó�µ�­�î�ª�c ���¡�Ü�î�å�[�6�•�� �\ �Ó�µ�­�î�ª�c�¤���K�Z�8�•

�F  �•�«�Ÿ�Õ�å>8�/�•�ì

�F  �•�«�Ÿ�Õ�å>8�«�Ÿ�Õ�å�Y�•
�˜�–�Ý�«�è��

�•  �w�™*…�_�•�«�±�Ò3û%±�†3æ�™�M�•

�•  �w�™*…�_�•�«�±�Ò3û%±�†3æ�™�M�•

1�1‘�I�€�r�M�� �•+��ö�@�6�~�r�M��

�‚�K�8�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�\�K�Z4Ä�™�M�•�?�

7x7³�M�•�?�b�8�N�€�?�†/œ�8�

�I�}�_�õ�–�[���b�”�¡�©�Ù�å�†��/œ�K�r�M��

4Ä�™�K�r�M��

�Ó�µ�­�î�ª�†4Ä�™�K�


3ã�•�M�• 3ã�•�M�•

�^�K
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'¨  12 'v       �”�å�³�˜�–�Ý�«
  �”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2
�¶���b�Ï�Ü�©�î>&�¹�Ç�›�Ý�º�è�¥>'�_�c�
 [ �¹�Ç�›�Ý�º�†�Q#Ý>& Use Default>' ] 0¿���Í�\�8�:3ã�•�b
�Ç�•�î�Ý�»�@�6�~�r�M���G�b0¿���c�
�¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ï�Ü�©�î0¿���†)E�Ž�M�•�|�:�_4E�¥�K�r�M��

�”�å�³�˜�–�Ý�«  �”�¡�©�Ù�å�c�
 [ �w�™�Ó�î�Ý  �Ï�Ü�©�î>& Incoming Mail Policies>' ] �r�S�c  [ 3æ�™�Ó�î�Ý 
�Ï�Ü�©�î>& Outgoing Mail Policies>' ] �†�Q#Ý�K�Z�w�™*…�H�\�_�–�¿�î�È�Ý�_�K�r�M�� GUI �r�S�c  CLI 
�b  policyconfig > antivirus  �¥�Ð�å�»�†�Q#Ý�K�Z�Ó�î�Ý  �Ï�Ü�©�î�†0¿���[�A�r�M���”�å�³�˜�–�Ý�«
0¿���†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�S�‹�c�
�8�B�K�S�›�Ó�î�Ý  �Ï�Ü�©�î�_�P�K�Z�
�G�€�}�b�”�¡�©�Ù
�å�†�9���_0¿���K�r�M���I�r�J�r�^�Ó�î�Ý  �Ï�Ü�©�î�_�P�K�Z�
$��^�•�”�¡�©�Ù�å�†0¿���[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý�Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�Ó�î�Ý  �Ï�Ü�©�î>& Incoming Mail Policies>' ] �r�S�c  [ 3æ�™
�Ó�î�Ý  �Ï�Ü�©�î>& Outgoing Mail Policies>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 �Ï�Ü�©�î�†0¿���M�•�”�å�³�˜�–�Ý�«  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

>&�@>' �¹�Ç�›�Ý�º  �Ï�Ü�©�î�b0¿���†)…7Ÿ�M�•�_�c�
�¹�Ç�›�Ý�º/œ�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �c�8>& Yes>' ] �r�S�c  [ �¹�Ç�›�Ý�º�†�Q#Ý>& Use Default>' ] �†�¡�Ü�µ�¡�K�Z�
�Q�b�Ï�Ü�©�î�b�”�å�³�˜
�–�Ý�«  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�r�M��

�G�b�Ì�î�ª�b�q�6�b0¿���Í�c�
�Q�b�Ï�Ü�©�î�_�P�K�Z�§�î�Å�«�@�–�¿�î�È�Ý�[�6�•�?�]�:�?�†��*O�K�r
�M�� [ !“� >& Disable>' ] �†�¡�Ü�µ�¡�K�Z�M�m�Z�b�§�î�Å�«�†�¹�•�­�î�È�Ý�_�[�A�r�M��

�¹�Ç�›�Ý�º�è�¥�b�Ó�î�Ý  �Ï�Ü�©�î�[�c�
 [ �c�8>&Yes>' ] �†4E�¥�M�•�G�\�[�
 [ �Ÿ�Ÿ�I�€�S�Ó�µ�­�î�ª
>&Repaired Messages>' ]�
 [ �/�•�ì�I�€�S�Ó�µ�­�î�ª>& Encrypted Messages>' ]�
 [ �«�Ÿ�Õ�å�Y+��^�Ó�µ
�­�î�ª>& Unscannable Messages>' ]�
�>�|�g  [ �˜�–�Ý�«�¤���K�S�Ó�µ�­�î�ª>& Virus Infected Messages>'
] 8•�æ
Æ�b�›�Ç�•�î�Ý�»�@�–�¿�î�È�Ý�_�^�~�r�M��

�«�¸�µ�É 4 �”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�†4E�¥�K�r�M�� McAfee �r�S�c  Sophos �b�š�å�ª�å�†4E�¥�[�A�r�M��

�«�¸�µ�É 5 [ �Ó�µ�­�î�ª�b�«�Ÿ�Õ�å>& Message Scanning>' ] 0¿���†�S�B�K�r�M��

0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  �«�Ÿ�Õ�å0¿���� >&P.12-7>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 [ �Ÿ�Ÿ�I�€�S�Ó�µ�­�î�ª>& Repaired Messages>' ]�
 [ �/�•�ì�I�€�S�Ó�µ�­�î�ª>& Encrypted Messages>' ]�

[ �«�Ÿ�Õ�å�Y+��^�Ó�µ�­�î�ª>& Unscannable Messages>' ]�
�>�|�g  [ �˜�–�Ý�«�¤���K�S�Ó�µ�­�î�ª

>&Virus Infected Messages>' ] �b0¿���†�S�B�K�r�M��

���Ó�µ�­�î�ª��#.0¿���� >&P.12-8>' �>�|�g ���Ó�µ�­�î�ª��#.�”�¡�©�Ù�å�b0¿���b�S�B�� >&P.12-9>' �†�g!·
�K�Z�C�T�I�8��

�«�¸�µ�É 7 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 8 �š�f
Æ���†&����K�r�M��

�”�å�³�˜�–�Ý�«0¿���_6õ�M�•�@�–�¦8o

�ç�Ü�Ç�“�–�Ý�b�»�ß�µ�É  �Ç�Û�¢�_�|�~�
�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�b�·�8�c�±�A�C$��^�~�r�M���©�«�¸
�Ò�@�
 [ �˜�–�Ý�«�@�è���I�€�Ÿ�Ÿ�[�A�^�8���œ�
�¤���K�S�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�M�•>& Drop infected 
attachments if a virus is found and it could not be repaired>' ] �|�:�_0¿���I�€�Z�8�•���œ�c�
�˜�–�Ý�«
�ö�r�S�c�«�Ÿ�Õ�å�[�A�^�8  MIME 4Š�(�c�M�m�Z�Ó�µ�­�î�ª�?�}�P7V�I�€�r�M���Q�b�S�u�
�”�å�³�˜�–
�Ý�«  �«�Ÿ�Õ�å�b���Š�c�
�o�\�‡�]�–�_ �¡�Ü�î�å�^ �Ó�µ�­�î�ª�_�^�~�r�M�� GUI �Ì�–�å�_/²&g�I�€�S  [
�«�Ÿ�Õ�å�Y+��^�Ó�µ�­�î�ª>& Unscannable Messages>' ] �[��*O�I�€�•�”�¡�©�Ù�å�c�
��/œ�I�€�•�G�\�c
�o�\�‡�]�6�~�r�O�‡��
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  �”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2
[ �˜�–�Ý�«  �«�Ÿ�Õ�å�b�s>& Scan for Viruses only>' ] �b#”�C�[�c�
�G�€�}�b�”�¡�©�Ù�å�c�O2A�^�Ó�µ�­�î
�ª4Š�(�†�»�ß�µ�É�M�•�G�\�[�
�Ó�µ�­�î�ª�†���¡�Ü�î�å�_���K�r�M�� RFC822 �Ê�µ�²�î�_7H�~�

RFC822 �Ê�µ�²�î+¬�/�@�7�Á�I�€�S�
�r�S�c�Q�b�Ú�b�e8Ÿ�_4<4��K�S���œ�c�
�«�Ÿ�Õ�å�[�A�^�?�W�S��
�œ�b�”�¡�©�Ù�å�@��/œ�I�€�r�M���S�T�K�
�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�@ [ �˜�–�Ý�«  �«�Ÿ�Õ�å�b�s>& Scan 
for Viruses only>' ] �_0¿���I�€�Z�8�^�@�}�
 [ �˜�–�Ý�«�@�è���I�€�Ÿ�Ÿ�[�A�^�8���œ�
�¤���K�S�ç�Ü
�Ç�“�–�Ý�†�»�ß�µ�É�M�•>& Drop infected attachments if a virus is found and it could not be repaired>' ] 
�@4E�¥�I�€�Z �8�^�8 ���œ�c�
�«�Ÿ�Õ�å�[�A�^�?�W�S���œ�b�”�¡�©�Ù�å�@��/œ�I�€�•�•+��ö�c8��–�_9×�C
�^�~�r�M��

/² 12-4 �_�
�M+á$×�^�”�å�³�˜�–�Ý�«0¿���œ�É�©�Ù�å�†&g�K�r�M��

/² 12-4 �M+á$×�^�”�å�³�˜�–�Ý�«0¿���œ�É�©�Ù�å�b/²&g

"g�# �”�å�³�˜�–�Ý�«0¿��

�˜�–�Ý�«�@�È(
�V�_$Î#Õ

�˜�–�Ý�«�ö�b�Ó�µ�­�î�ª�c�"(ç�_�©
�«�¸�Ò�?�}�»�ß�µ�É�I�€�
�Ú�b��#.
�@��/œ�I�€�•�G�\�c�o�\�‡�]�6�~�r
�O�‡��

�ç�Ü�Ç�“�–�Ý�b�»�ß�µ�É >8�K�^�8��

�«�Ÿ�Õ�å >8Scan-Only��

�¡�Ü�î�å�”�µ�É�I�€�S�Ó�µ�­�î�ª >84Ä�™�M�•��

�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª >8�Ó�µ�­�î�ª�†�»�ß�µ�É�M�•��

�/�•�ì�I�€�S�Ó�µ�­�î�ª >8'ö#.*…�_3æ�•�?7x7³�K�Z�
�‹�[&�1��M
�•��

�˜�–�Ý�«�ö�b�Ó�µ�­�î�ª >8�Ó�µ�­�î�ª�†�»�ß�µ�É�M�•��

�Ü�Ë�Û�Ý�^�Ï�Ü�©�î

�[�A�•7H�~�¨�C�b�»�Ÿ�×�Ó�å�º�†3æ
�™�K�r�M��

�ç�Ü�Ç�“�–�Ý�b�»�ß�µ�É >8�M�•��

�«�Ÿ�Õ�å >8Scan and Repair��

�¡�Ü�î�å�”�µ�É�I�€�S�Ó�µ�­�î�ª >8[VIRUS REMOVED] �\�K�Z4Ä
�™�M�•��

�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª >8�ç�Ü�Ç�“�–�Ý�\�K�Z3?3æ�M�•��

�/�•�ì�I�€�S�Ó�µ�­�î�ª >8�Ð�î�¡�K�Z3?3æ�M�•��

�˜�–�Ý�«�ö�b�Ó�µ�­�î�ª >87x7³�M�•�?�
�Ð�î�¡�K�Z3?3æ�M�•��
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  �”�É�Û�–�”�å�«�[�b�˜�–�Ý�«�b�«�Ÿ�Õ�å�b0¿���‰�2
�”�å�³�˜�–�Ý�«  �”�¡�©�Ù�å�b�Ç�ß�î  �²�–�”�¢�Û�Ò

�W 12-2>&P.12-17>' �_�
�”�å�³�˜�–�Ý�«  �”�¡�©�Ù�å�>�|�g�œ�É�©�Ù�å�@�
�”�É�Û�–�”�å�«�[��#.�I�€�•
�Ó�µ�­�î�ª�_�]�b�|�:�_�s8j�†�l�p�M�?�†&g�K�r�M��

�|�~�–�ò$×�^�Ï�Ü�©�î �ç�Ü�Ç�“�–�Ý�b�»�ß�µ�É >8�M�•��

�«�Ÿ�Õ�å >8Scan and Repair��

�¡�Ü�î�å�”�µ�É�I�€�S�Ó�µ�­�î�ª >8[VIRUS REMOVED] �\�K�Z4Ä
�™�M�• 

>&�|�~�Å5��^�Ï�Ü�©�î�[�c�
�¡�Ü�î�å�”�µ�É�K�S�Ó�µ�­�î�ª�†�”�î
�•�–�È�K�r�M>' ��

�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª >83û%±�†3æ�•�
7x7³�M�•�
�r�S�c�»
�ß�µ�É�K�Z�”�î�•�–�È�M�•��

�/�•�ì�I�€�S�Ó�µ�­�î�ª >8�Ð�î�¡�K�Z3?3æ�M�•�
�r�S�c�«�Ÿ�Õ�å
�[�A�^�8�Ó�µ�­�î�ª�\�K�Z��#.�M�•��

�˜�–�Ý�«�ö�b�Ó�µ�­�î�ª >8�”�î�•�–�È�K�Z�»�ß�µ�É�M�•��

�–�ò$×�^�Ï�Ü�©�î�[�Þ�Å�×�î�†���‹
�M�•

�˜�–�Ý�«  �Ó�µ�­�î�ª�b�•+��ö�@�6�•
�v�b�c�
�‹�['ö#.*…�@
Æ���†&�1��[
�A�•�|�:�_�
7x7³�Ó�î�Ý�Î�µ�¡�«�_
3æ�™�I�€�r�M��

�ç�Ü�Ç�“�–�Ý�b�»�ß�µ�É >8�K�^�8��

�«�Ÿ�Õ�å >8Scan-Only��

�¡�Ü�î�å�”�µ�É�I�€�S�Ó�µ�­�î�ª >84Ä�™�M�•>&3û�–�
�G�b�”�¡
�©�Ù�å�c��/œ�I�€�r�O�‡>' ��

�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª >8�ç�Ü�Ç�“�–�Ý�
 alt-src-host �
�r
�S�c  alt-rcpt-to  �”�¡�©�Ù�å�\�K�Z3?3æ�M�•��

�/�•�ì�I�€�S�Ó�µ�­�î�ª >8�«�Ÿ�Õ�å�[�A�^�8�Ó�µ�­�î�ª�\�K�Z��
#.�M�•��

�˜�–�Ý�«�ö�b�Ó�µ�­�î�ª>8 7x7³�M�•�?'ö#.*…�_3?3æ�M�•��

/² 12-4 �M+á$×�^�”�å�³�˜�–�Ý�«0¿���œ�É�©�Ù�å�b/²&g  >&)F�A>'
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'¨  12 'v       �”�å�³�˜�–�Ý�«
  �”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�¸�«�º�M�•�S�u�_�”�É�Û�–�”�å�«�_�Ó�î�Ý�†3æ�™�M�•
�W 12-2 �”�å�³�˜�–�Ý�«  �”�¡�©�Ù�å�b�Ç�ß�î  �²�–�”�¢�Û�Ò

>&�@>' �Ð�Ý�³�Þ�–�Ö  �”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†0¿���K�S���œ�c�
 Cisco �”�É�Û�–�”�å�«�c�q�6�_  McAfee �š
�å�ª�å�[�˜�–�Ý�«  �«�Ÿ�Õ�å�†��/œ�K�
���_  Sophos �š�å�ª�å�[�˜�–�Ý�«  �«�Ÿ�Õ�å�†��/œ�K�r�M���”�É
�Û�–�”�å�«�c�
 McAfee �š�å�ª�å�@�˜�–�Ý�«�†�è���K�^�87H�~�c�
�g�‰�b�š�å�ª�å�†�Q#Ý�K�Z�Ó�µ�­�î
�ª�†�«�Ÿ�Õ�å�K�r�M�� McAfee �š�å�ª�å�@�˜�–�Ý�«�†�è���K�S���œ�c�
 Cisco �”�É�Û�–�”�å�«�c�
�Ó�î
�Ý �Ï�Ü�©�î�[��*O�I�€�S�”�å�³�˜�–�Ý�«  �”�¡�©�Ù�å>&�Ÿ�Ÿ�
7x7³�^�]>'�†��/œ�K�r�M��

�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�¸�«�º�M�•�S�u�_�”�É�Û�–�”�å�«
�_�Ó�î�Ý�†3æ�™�M�•  

�m8p 

�«�¸�µ�É 1 �Ó�î�Ý  �Ï�Ü�©�î�b�˜�–�Ý�«  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�r�M��
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'¨  12 'v       �”�å�³�˜�–�Ý�«
  �”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�¸�«�º�M�•�S�u�_�”�É�Û�–�”�å�«�_�Ó�î�Ý�†3æ�™�M�•
[ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [Sophos] �r�S�c  [McAfee �˜�–�Ý�«�P'Ç>& McAfee 
Anti-Virus>' ] �Ì�î�ª�
�r�S�c  antivirusconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�¢�ß�î�Â�Ý0¿���†/œ�W�Z�?�}�
 [
7Á�Ê�Ó�î�Ý�­�Ÿ�×�Ü�¸�•�Ð�¿�î�ª�Õ>& Email Security Manager>' ] �Ì�î�ª>& GUI>'�r�S�c  policyconfig  
�b  antivirus  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
"I���b�Ó�î�Ý  �Ï�Ü�©�î�b0¿���†�S�B�K�r�M��

�«�¸�µ�É 2 �† =�b�¸�Ÿ�«�º  �š�¹�•�±�†6ä�A�
���b�e�Ð�4�† �«�Ì�î�«�r�S�c�5/œ�†�Q#Ý�O�N�
 1 /œ�[ 
°�Š�K�r�M��

>&�@>' �V0°�b/œ�c�
�¸�Ÿ�«�º  �š�¹�•�±  �˜�•�å�»�˜�[  1 /œ�[/²&g�I�€�•�²0[�@�6�~�r�M���Q�b�S�u�
�²
�N�¸�Ÿ�«�º  �š�¹�•�±�b�˜�•�å�»�˜�c�q�±�_�K�Z�
�5/œ�c�M�m�Z�P7V�K�r�M���r�S�
�¸�«�º  �Ó�µ
�­�î�ª6ä��4Š�b�� X5O...���_�c�
�X�Ð�b�� 0���[�c�^�C�²�N�e�Ð�b�� O���†
°�Š�K�r�M��

�G�b�Ð�½�×�”�Ý�†�¥�å�Æ�×�î�±�[�>1��s�b���œ�c�
 PDF �Ç�“�–�Ý�r�S�c  HTML �Ç�“�–�Ý�?�}%$�K�G�b
/œ�†�¥�Æ�î�K�Z�
�¸�Ÿ�«�º  �š�¹�•�±�_2��•�G�\�@�[�A�r�M���G�b/œ�†�¥�Æ�î�M�•���œ�c�
�²�N�M�m�Z
�b�5�(�^�Ÿ�•�e�Ð�r�S�c�«�Ì�î�«�†�P7V�K�r�M��

�«�¸�µ�É 3 �Ç�“�–�Ý�†  EICAR.COM �\�8�:�¡�S�[�–�Ñ�K�r�M��

�Ç�“�–�Ý�b�§�–�¬�c  68 >|  70 �Â�–�º�_�^�~�r�M��

>&�@>' �G�b�Ç�“�–�Ý�c�˜�–�Ý�«�[�c �6�~�r�O�‡ ���Ñ�S�K�S�~�
�Ú�b�Ç�“�–�Ý�_�¤���K�S�~�
�r�S�c�¥
�å�Æ�×�î�±�_���†�Z�<�S�~�M�•�v�b�[�c�6�~�r�O�‡���S�T�K�
�Ú�b�Ø�î�¨�_�”�Û�î�Ò�†�Z�<�^
�8�S�u�_�
�¸�«�º�†)
�¢�K�S�}�G�b�Ç�“�–�Ý�c�P7V�K�Z�C�T�I�8��

�«�¸�µ�É 4 �Ç�“�–�Ý  EICAR.COM �†7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�_�ç�Ü�K�Z�
�«�¸�µ�É  1 �[0¿���K�S�Ó�î�Ý  �Ï�Ü�©�î�_�M
+´�M�•�Ü�«�¼�î�_3æ�™�K�r�M��

�¸�«�º  �Ó�µ�­�î�ª�[�æ���K�S�w�™*…�@�
�Ü�«�¼�î�[0Á�•�I�€�•�G�\�†&�1��K�r�M  >&0ò(ý�_�X�8�Z�c�

���Ó�µ�­�î�ª�†�w�E
°�€�•�»�Ó�–�å�>�|�g�Ø�î�¨�b3ã�•�� >&P.8-3>' �†�g!·�K�Z�C�T�I�8>' ��

Cisco �è�¥�b�¤�î�º�˜�™�–>&�S�\�<�d  Microsoft Exchange �§�î�Â>'�[$Î�™�Ó�î�Ý�_�P�M�•�˜�–�Ý�«  �«
�Ÿ�Õ�å  �¯�Ç�º�˜�™�”�†�–�å�«�º�î�Ý�K�Z�8�•���œ�c�
�Ç�“�–�Ý�†7Á�Ê�Ó�î�Ý�[3æ�™�M�•�G�\�@7´�K�8
�G�\�@�6�•�S�u�
�@�–�K�Z�C�T�I�8��

>&�@>' �¸�«�º  �Ç�“�–�Ý�c�
�–�_�Ÿ�Ÿ�Y�•+��\�K�Z�«�Ÿ�Õ�å�I�€�r�M��

�«�¸�µ�É 5 �Ü�«�¼�î�V�b�˜�–�Ý�«  �«�Ÿ�Õ�å�_0¿���K�S�”�¡�©�Ù�å�†0Û�o�K�Z�
�Q�b�”�¡�©�Ù�å�@�–�¿�î�È�Ý�[�6
�~�
�£�•�]�>�~�_�·�8�K�Z�8�•�G�\�†&�1��K�r�M��

�G�€�c�
���b�8�N�€�?�b�”�¡�©�Ù�å�†��/œ�M�•�G�\�[�
�q�v(F�"�_4)�B�[�A�r�M��

• �˜�–�Ý�«  �«�Ÿ�Õ�å�†�
 [ �«�Ÿ�Õ�å�K�Z�Ÿ�Ÿ>& Scan and Repair>' ] �Ô�î�»�r�S�c  [ �«�Ÿ�Õ�å�b�s
>&Scan Only>' ] �Ô�î�»�_�K�Z�
�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�K�^�8�|�:�_0¿���K�r�M��

EICAR �¸�«�º  �Ç�“�–�Ý�†�ç�Ü�Ç�“�–�Ý�\�K�S7Á�Ê�Ó�î�Ý�†3æ�™�K�r�M��

��/œ�I�€�S�”�¡�©�Ù�å�@�
 [ �˜�–�Ý�«�¤���K�S�Ó�µ�­�î�ª>& Virus Infected Messages>' ] �b��#.�[0¿
���K�S
Æ��>&���˜�–�Ý�«�_�¤���K�S�Ó�µ�­�î�ª�b��#.�� >&P.12-9>' �b0¿��>'�\�M+´�K�Z�8�•�G�\�†&�
1��K�r�M��

X5O!P%@AP[4\PZX54(P^)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*
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  �˜�–�Ý�«��*O�Ç�“�–�Ý�b�f�‚
• �˜�–�Ý�«  �«�Ÿ�Õ�å�†�
 [ �«�Ÿ�Õ�å�K�Z�Ÿ�Ÿ>& Scan and Repair>' ] �Ô�î�»�r�S�c  [ �«�Ÿ�Õ�å�b�s
>&Scan Only>' ] �Ô�î�»�_�K�Z�
�ç�Ü�Ç�“�–�Ý�†�»�ß�µ�É�M�•�|�:�_0¿���K�r�M��

EICAR �¸�«�º  �Ç�“�–�Ý�†�ç�Ü�Ç�“�–�Ý�\�K�S7Á�Ê�Ó�î�Ý�†3æ�™�K�r�M��

��/œ�I�€�S�”�¡�©�Ù�å�@�
 [ �Ÿ�Ÿ�I�€�S�Ó�µ�­�î�ª>& Repaired Messages>' ] �b��#.�[0¿���K�S
Æ��
>&���Ÿ�Ÿ�I�€�S�Ó�µ�­�î�ª�b��#.�� >&P.12-8>' �b0¿��>'�\�M+´�K�Z�8�•�G�\�†&�1��K�r�M��

�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�b�¸�«�º#Ý�˜�–�Ý�«  �Ç�“�–�Ý�b�v�“�_6õ�M�•0ò(ý�_�X�8�Z�c�
���b  URL �†
�g!·�K�Z�C�T�I�8��
http://www.eicar.org/anti_virus_test_file.htm

�G�b�Ì�î�ª�[�c�
�²�˜�å�ß�î�»�•+��^  4 �X�b�Ç�“�–�Ý�†�f�j�K�Z�8�r�M���¡�Û�–�”�å�º
��_�˜�–�Ý�«  
�«�Ÿ�Õ�å  �¯�Ç�º�˜�™�”�†�–�å�«�º�î�Ý�K�Z�8�•���œ�c�
�G�€�}�b�Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�Z�³���M
�•�b�c7´�K�8�S�u�
�@�–�K�Z�C�T�I�8��

�˜�–�Ý�«��*O�Ç�“�–�Ý�b�f�‚  
• HTTP �†�Q#Ý�K�S Anti-Virus �”�µ�É�¹�î�º�b�v�“�_�X�8�Z

• �”�µ�É�¹�î�º  �§�î�Â�b0¿��

• �Ô�½�±�Ü�å�¢�>�|�g�m�·�[�b  Anti-Virus �”�µ�É�¹�î�º  �³�™�µ�¡

• �”�É�Û�–�”�å�«�[�b�”�å�³�˜�–�Ý�«  �Ç�“�–�Ý�b�f�‚�b&�1�

HTTP �†�Q#Ý�K�S  Anti-Virus �”�µ�É�¹�î�º�b�v�“�_�X�8�Z  
Sophos �>�|�g  McAfee �c�‚�S�_1‘�9�I�€�S�˜�–�Ý�«�b�˜�–�Ý�«��*O�†8–)¾�_�”�µ�É�¹�î�º�K�r�M���G
�€�}�b�f�‚�c�
�”�É�Û�–�”�å�«�_�û�M�²0[�@�6�~�r�M��

�¹�Ç�›�Ý�º�[�c�
 Cisco �”�É�Û�–�”�å�«�c�
 5 �(�H�\�_�”�µ�É�¹�î�º�†�³�™�µ�¡�M�•�|�:�_0¿���I�€�Z
�8�r�M�� Sophos �>�|�g  McAfee �b�”�å�³�˜�–�Ý�«  �š�å�ª�å�b���œ�c�
�§�î�Â�c�·$×  Web �§�–�º�?�}
�”�µ�É�¹�î�º�K�r�M��

�”�µ�É�¹�î�º�†�”�É�Û�–�”�å�«�_�²�˜�å�ß�î�»�K�Z�8�•6ë�c�
�”�µ�É�¹�î�º�b�±�–�Ò�”�˜�º�_�c�^�~�r
�O�‡���”�µ�É�¹�î�º�b�²�˜�å�ß�î�»�@6×�ì6ë�p�•�M�•�\�
�²�˜�å�ß�î�»�@�±�–�Ò�”�˜�º�K�r�M��

�©�«�¸�Ò�@�±�–�Ò�”�˜�º�O�N�_�
�”�µ�É�¹�î�º�@�ö�¢�M�•�r�[�…�µ�M�•�q�±�ì6ë�c�
�”�å�³�˜�–�Ý�«  
�”�µ�É�¹�î�º6ë7x�|�~  1 �(%·�8�Í�_��*O�I�€�S�
�·$×�^�Í�[�M>& [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security 
Services>' ] > [ �§�î�Å�«�b�”�µ�É�¹�î�º>& Service Updates>' ] �[��*O�I�€�Z�8�r�M>' ���G�b0¿���Í�c�
�K
)F3ÿ�Ø�b4��8�”�É�Û�–�”�å�«�@�
�ö�¢�r�[  10 �(�†2x�<�•�±�A�8�”�µ�É�¹�î�º�†�²�˜�å�ß�î�»�M�•���œ
�_�z'g�U�r�M��  

�”�µ�É�¹�î�º  �§�î�Â�b0¿��  
[ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [ �§�î�Å�«�b�”�µ�É�¹�î�º>& Service Updates>' ] �Ì�î
�ª�[�˜�–�Ý�«�f�‚0¿���†0¿���[�A�r�M���S�\�<�d�
�©�«�¸�Ò�@�”�å�³�˜�–�Ý�«�b�f�‚�†�w�E�•�‰�2�x�f
�‚�†&�1��M�•8–�Ø�†0¿���[�A�r�M��3ã�•0¿���_6õ�M�•0ò(ý�_�X�8�Z�c�
 ���§�î�Å�«�b�”�µ�É�¹�î�º��

>&P.29-22>' �†�g!·�K�Z�C�T�I�8��
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  �˜�–�Ý�«��*O�Ç�“�–�Ý�b�f�‚
�Ô�½�±�Ü�å�¢�>�|�g�m�·�[�b  Anti-Virus �”�µ�É�¹�î�º  �³�™�µ�¡

[ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [Sophos] �r�S�c  [McAfee] �Ì�î�ª�r�S�c  CLI �b  
antivirusstatus  �¥�Ð�å�»�†�Q#Ý�K�Z�
�”�É�Û�–�”�å�«�_�q�‚�b�”�å�³�˜�–�Ý�«  �š�å�ª�å�>�|�g1‘�9
�Ç�“�–�Ý�@�–�å�«�º�î�Ý�I�€�Z�8�•�G�\�†&�1��K�
�8�X�q)
�b�”�µ�É�¹�î�º�@��/œ�I�€�S�?&�1��[�A�r
�M��

�r�S�
�m�·�[�”�µ�É�¹�î�º�†��/œ�M�•�G�\�v�[�A�r�M��

GUI �†�Q#Ý�K�S�m�·�[�b  Anti-Virus �š�å�ª�å�b�f�‚

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [Sophos �˜�–�Ý�«�P'Ç>& Sophos Anti-Virus>' ] �r�S�c  
[McAfee �˜�–�Ý�«�P'Ç>& McAfee Anti-Virus>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ #'�~�b  McAfee/Sophos �˜�–�Ý�«�P'Ç�Ç�“�–�Ý>& Current McAfee/Sophos Anti-Virus Files>' ] �¸�î�È�Ý
�[�
 [ �Ò�M�D�f�‚>& Update Now>' ] �†�¡�Ü�µ�¡�K�r�M��

�”�É�Û�–�”�å�«�c�q�‚�b�”�µ�É�¹�î�º�†&�1��K�Z�²�˜�å�ß�î�»�K�r�M��

CLI �†�Q#Ý�K�S�m�·�[�b  Anti-Virus �š�å�ª�å�b�f�‚

CLI �b  antivirusstatus  �¥�Ð�å�»�†�Q#Ý�K�Z�˜�–�Ý�«  �Ç�“�–�Ý�b�«�¸�î�±�«�†�³�™�µ�¡�K�

antivirusupdate  �¥�Ð�å�»�†�Q#Ý�K�Z�”�µ�É�¹�î�º�†�m�·�[�³�™�µ�¡�K�r�M��

example.com> antivirusstatus

Choose the operation you want to perform:

- MCAFEE - Display McAfee Anti-Virus version information

- SOPHOS - Display Sophos Anti-Virus version information

> sophos

SAV Engine Version 3.2.07.286_4.58
IDE Serial 0
Last Engine Update Base Version
Last IDE Update Never updated

example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus

- SOPHOS - Request updates for Sophos Anti-Virus

>sophos
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  �˜�–�Ý�«��*O�Ç�“�–�Ý�b�f�‚
�”�É�Û�–�”�å�«�[�b�”�å�³�˜�–�Ý�«  �Ç�“�–�Ý�b�f�‚�b&�1�

�”�µ�É�¹�î�±  �ß�¢�†/²&g�K�Z�
�”�å�³�˜�–�Ý�«  �Ç�“�–�Ý�@�
�M�m�Z�G�–�_�²�˜�å�ß�î�»�
�³���
�r�S
�c�”�µ�É�¹�î�º�I�€�S�G�\�†&�1��[�A�r�M���”�µ�É�¹�î�±  �ß�¢  �§�È�«�¡�Ü�É�©�Ù�å�b�q)
$×�^�š�å�º
�Ü�†/²&g�K�Z�
�˜�–�Ý�«  �”�µ�É�¹�î�º�@�v�“�[�A�Z�8�•�G�\�†&�1��M�•�_�c�
 tail  �¥�Ð�å�»�†�Q#Ý�K
�r�M��

Requesting check for new Sophos Anti-Virus updates

example.com>
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  �˜�–�Ý�«��*O�Ç�“�–�Ý�b�f�‚
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�”�å�³�«�Ã�Ò

• ���«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�b�+0[�� >&P.13-1>'

• ���Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”�å�«�b0¿���‰�2�� >&P.13-2>' 

• �� IronPort Anti-Spam �Ç�•�Ý�±�Ü�å�¢�� >&P.13-3>'

• �� CiscoIntelligent Multi-Scan �Ç�•�Ý�±�Ü�å�¢�� >&P.13-6>'

• ���«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O�� >&P.13-8>'

• ���«�Ã�Ò  �Ç�•�Ý�±�?�}�b�”�É�Û�–�”�å�«#Õ�B�Ó�µ�­�î�ª�b�–1¤�� >&P.13-13>'

• ���«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�p�_3ã�•�I�€�•�Ê�µ�²�î�� >&P.13-14>'

• ��1��W�Z�(8®�I�€�S�Ó�µ�­�î�ª�b  Cisco Systems �l�b���Ì�� >&P.13-14>'

• ��%T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b  IP �”�»�Þ�«�b�ô���� >&P.13-14>'

• ���Ô�½�±�Ü�å�¢  �Ý�î�Ý�b�”�µ�É�¹�î�º�� >&P.13-23>'

• ���«�Ã�Ò�P'Ç�b�¸�«�º�� >&P.13-24>' 

�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�b�+0[  
�«�Ã�Ò�P'Ç�É�ß�­�«�c�
0¿���M�•�Ó�î�Ý  �Ï�Ü�©�î�_�ö�Y�8�Z%T�™>&�>�|�g$Î�™>'�b�Ó�î�Ý�b7Á�Ê�Ó�î
�Ý�†�«�Ÿ�Õ�å�K�r�M��

• 1 �X�è�V�b�«�Ÿ�Õ�å  �š�å�ª�å�c�Ç�•�Ý�±  �Ô�ª�×�î�Ý�_�|�W�Z�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�K�r�M��

• �«�Ÿ�Õ�å  �š�å�ª�å�c�
�›�Ó�µ�­�î�ª�_�«�¥�”�†�m�~�\�Z�r�M���«�¥�”�@9×�8�o�]�
�Ó�µ�­�î�ª�@
�«�Ã�Ò�[�6�•�•+��ö�@9×�C�^�~�r�M��

• �«�¥�”�_�ö�Y�8�Z�
�›�Ó�µ�­�î�ª�c���b�8�N�€�?�_�(8®�I�€�r�M��

– �«�Ã�Ò�[�^�8  

– �G0d�b3æ�™
–�?�}�b�Y0[�^�Ð�î�£�¸�•�å�¢7Á�Ê�Ó�î�Ý  

– $2�ƒ�K�8�«�Ã�Ò  

– &����I�€�S�«�Ã�Ò  

• )��Ý�_�ö�Y�8�Z�”�¡�©�Ù�å�@��/œ�I�€�r�M��

&����I�€�S�«�Ã�Ò�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò�
�r�S�c�Y0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�\�K�Z1‘�9
�I�€�S�Ó�µ�­�î�ª�_�P�K�Z��/œ�I�€�•�”�¡�©�Ù�å�c�
%&�«�_�<�Ú$×�[�c�6�~�r�O�‡���Ø�î�¨�b�¢
�Ý�î�É�b�I�r�J�r�^��#.�½�î�¬�_�œ�ƒ�O�Z�
�I�r�J�r�^%T�™�r�S�c$Î�™�Ï�Ü�©�î�[�
�G�€�}�b�”�¡
�©�Ù�å�b�X�¶�r�S�c�M�m�Z�†�
�I�r�J�r�_)��s�œ�ƒ�O�•�G�\�@�[�A�r�M��� �L�Ï�Ü�©�î�[�
7g�ö�\
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  �Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”�å�«�b0¿���‰�2
�8���I�€�S�«�Ã�Ò�\7g�ö�\$2�ƒ�K�8�«�Ã�Ò�†�9���_�…�:�G�\�@�[�A�r�M���S�\�<�d�
7g�ö�\�8���I
�€�S�«�Ã�Ò�[�6�•�Ó�µ�­�î�ª�†�»�ß�µ�É�M�•�M�‰�[�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò  �Ó�µ�­�î�ª�†7x7³�M
�•�²0[�@�6�•���œ�@�6�~�r�M��

�›�Ó�î�Ý  �Ï�Ü�©�î�[�
�•�¸�¦�Ü�b0
�X�b�K�A�8�Í�†�æ���K�
�›�•�¸�¦�Ü�_�P�K�Z��/œ�M�•�”�¡�©�Ù�å
�†�æ���[�A�r�M��$��^�•�Ó�î�Ý  �Ï�Ü�©�î�_$��^�•�Ø�î�¨�†�m�~�\�Z�
�›�Ï�Ü�©�î�_�P�K�Z$��^�•�«
�Ÿ�Õ�å  �š�å�ª�å�
�«�Ã�Ò��*O�K�A�8�Í�
�«�Ã�Ò��#.�”�¡�©�Ù�å�†��*O�[�A�r�M��

>&�@>' �«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�b4:#Ý�‰�2�>�|�g4:#Ý�ì�‡�b0ò(ý�_�X�8�Z�c�
 ��7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�\�­�Ÿ�×
�Ü�¸�•  �§�î�Å�«�� >&P.4-7>' �†�g!·�K�Z�C�T�I�8��

�«�Ã�Ò�P'Ç�¯�Ü�×�î�©�Ù�å  
Cisco �”�É�Û�–�”�å�«�c���b�«�Ã�Ò�P'Ç�¯�Ü�×�î�©�Ù�å�†�f�j�K�r�M��

• �� IronPort Anti-Spam �Ç�•�Ý�±�Ü�å�¢�� >&P.13-3>'

• �� CiscoIntelligent Multi-Scan �Ç�•�Ý�±�Ü�å�¢�� >&P.13-6>' .

 Cisco �”�É�Û�–�”�å�«�b�g�‰�b�¯�Ü�×�î�©�Ù�å�†1��•�K�Z�w� �ì�[�A�r�M�@�
"I���b�Ó�î�Ý  �Ï�Ü�©�î
�[�c  1 �X�K�?�Q#Ý�[�A�r�O�‡���Ø�î�¨�b�¢�Ý�î�É�H�\�_$��^�•�«�Ã�Ò�P'Ç�¯�Ü�×�î�©�Ù�å�†�æ���[�A�r
�M��

�Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”
�å�«�b0¿���‰�2

�ï�8
Æ�� 0ò(ý

�«�̧ �µ�É 1 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�«�Ã�Ò�P'Ç
�«�Ÿ�Õ�½�å�¢�†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' �G�b/²�b�g�~�b�m8p�c�
�g�‰�b�«�Ÿ�Õ�å  �š�å�ª
�å�_�œ�É�©�Ù�å�_4:#Ý�I�€�r�M��

Cisco IronPort Anti-Spam �>�|�g  Intelligent Multi-Scan �b
�g�‰�b�Û�–�­�å�«  �Ÿ�î�@�6�•���œ�c�
�”�É�Û�–�”�å�«�b
�g�‰�b�¯�Ü�×�î�©�Ù�å�†�–�¿�î�È�Ý�_�[�A�r�M��

• �� IronPort Anti-Spam �Ç�•�Ý�±�Ü�å�¢�� >&P.13-3>' 

• �� CiscoIntelligent Multi-Scan �Ç�•�Ý�±�Ü�å�¢��
>&P.13-6>' 

�«�̧ �µ�É 2 �ß�î�•�Ý�b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?
�}�«�Ã�Ò�†7x7³�M�•�?�
�r�S�c�
�­�Ÿ�×�Ü�¸�•'ö#.�”
�É�Û�–�”�å�«�b�¥4Š7x7³�†�Q#Ý�M�•�?�]�:�?�†0¿���K
�r�M��

• ���«�Ã�Ò7x7³�b0¿���� >&P.27-19>' .

• ���¥4Š�«�Ã�Ò7x7³�b0¿���� >&P.38-3>'

�«�̧ �µ�É 3 �Ó�µ�­�î�ª�b�«�Ã�Ò�†�«�Ÿ�Õ�å�M�•�Ø�î�¨  �¢�Ý�î�É�†
��*O�K�r�M��

��3æ�™*…�>�|�g�w�™*…�b�¢�Ý�î�É�b�Ó�î�Ý  �Ï�Ü�©�î�b�8
�B��>&P.10-8>' 

�«�̧ �µ�É 4 ��*O�K�S�Ø�î�¨  �¢�Ý�î�É�b�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å  �Ý�î�Ý
�†0¿���K�r�M��

���«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O�� >&P.13-8>' 

�«�̧ �µ�É 5 "I���b�Ó�µ�­�î�ª�_  Cisco Anti-Spam �«�Ÿ�Õ�å�†�\�d
�K�Z�
 skip-spamcheck �”�¡�©�Ù�å�†�Q#Ý�M�•�Ó�µ�­�î
�ª  �Ç�•�Ý�±�†�8�B�K�r�M��

���”�å�³�«�Ã�Ò  �©�«�¸�Ò�b�Â�–�Ã�«  �”�¡�©�Ù�å�� >&P.9-65>' 
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  IronPort Anti-Spam �Ç�•�Ý�±�Ü�å�¢
IronPort Anti-Spam �Ç�•�Ý�±�Ü�å�¢

0Û�o�Ÿ�î

Cisco �”�É�Û�–�”�å�«�_�c�
 Cisco Anti-Spam �¯�Ç�º�˜�™�”�b  30 �¥6ë�w� �^0Û�o�Ÿ�î�@�Ü�“�K�Z�8�r
�M���G�b�Ÿ�î�c�
�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�r�S�c  [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security 
Services>' ] > [IronPort Anti-Spam] �Ì�î�ª>& GUI>'�?�
 systemsetup  �¥�Ð�å�»�r�S�c  antispamconfig  
�¥�Ð�å�»>& CLI>'�[�
�Û�–�­�å�«�Î(Ù�i�†�w1Y�K�Z�6�u�Z�–�¿�î�È�Ý�_�^�~�r�M���Û�–�­�å�«�Î(Ù�i�_
� �–�M�•�\�
�¹�Ç�›�Ý�º�b%T�™�Ó�î�Ý  �Ï�Ü�©�î�_�P�K�Z�¹�Ç�›�Ý�º�[  Cisco Anti-Spam �@�–�¿�î�È�Ý
�_�^�~�r�M��0¿���K�S'ö#.*…�”�»�Þ�«>&�©�«�¸�Ò0¿���˜�•�¨�î�»�
 ���m8p  2>8�©�«�¸�Ò�� >&P.3-15>' �†�g
!·>'�_�P�K�Z�
 Cisco Anti-Spam �b�Û�–�­�å�«�b�‡7H�@  30 �¥�‹�_�)�€�•�G�\�†3û%±�M�•�”�Û�î�º�b3æ
�™�v/œ�ƒ�€�r�M���”�Û�î�º�c�
�‡7H�)�€�b  30�
 15�
 5�
�>�|�g  0 �¥�S�_3æ�™�I�€�r�M�� 30 �¥6ë�b0Û�o
�‡6ë�‹�v�G�b�µ+��†�–�¿�î�È�Ý�_�M�•���œ�b0ò(ý�_�X�8�Z�c�
 Cisco �b� ���¸�\*…�_�>�e�8�œ�ƒ�O�C�T
�I�8���g�~�b0Û�o�‡6ë�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Û�–�­�å�«  �Ÿ�î>& Feature 
Keys>' ] �Ì�î�ª�†/²&g�M�•�?�
�r�S�c  featurekey  �¥�Ð�å�»�†$Î/œ�M�•�G�\�_�|�W�Z&�1��[�A�r�M  >&0ò
(ý�_�X�8�Z�c�
 ���Û�–�­�å�«  �Ÿ�î�� >&P.29-5>' �†�g!·�K�Z�C�T�I�8>' ��

�«�̧ �µ�É 6 >&�N�á>'SenderBase �Þ�Æ�×�¸�?�©�Ù�å  �«�¥�”�_�ö�Y�8
�Z�K)F�†�Ä�°�K�^�8���œ�[�v�
 SenderBase �Þ�Æ�×�¸�?
�©�Ù�å  �«�¥�”�†�›�w�™�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_�–�¿�î
�È�Ý�_�K�r�M��

�›�w�™�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î#Ý�_�
 [ �Ç�ß�î�D�š�_  
SenderBase �†�Q#Ý>&Use SenderBase for Flow Control>' ] 
�@�œ�å�_�^�W�Z�8�•�G�\�†&�1��K�r�M��

���Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�Q#Ý�K�S%T�™�Ó�µ�­�î�ª�b�Ý�î
�Ý�b��*O�� >&P.7-15>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 7 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �@%T�™7Á�Ê
�Ó�î�Ý�†�w�™�M�•�S�u�_�¥4Š3æ�™*…�_%$�K�K)F�K�^�8
�æ�ƒ�~�_�
�Ó�î�Ý�º�n�
�Ó�î�Ý3?3æ�š�î�ª�™�å�º�

�¿�µ�º�á�î�¡�b�Ú�b�Ð�©�å�?�}�Ó�µ�­�î�ª�†�w�™�M�•
���œ�c�
�Ü�Þ�î�I�€�S%T�™�Ó�µ�­�î�ª�_
–�b3æ�™*…�b  
IP �”�»�Þ�«�@�µ�r�€�Z�8�•�G�\�†&�1��K�r�M��

��%T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b  IP �”�»�Þ�«�b�ô����
>&P.13-14>'

�«�̧ �µ�É 8 �”�É�Û�–�”�å�«�[�G�K�C#Õ�B�I�€�S�”�Û�î�º�x�Ú�b
�Ó�µ�­�î�ª�@�«�Ã�Ò�\�K�Z6ë4*�W�Z1‘�9�I�€�^�8�|�:
�_�K�r�M��

���«�Ã�Ò  �Ç�•�Ý�±�?�}�b�”�É�Û�–�”�å�«#Õ�B�Ó�µ�­�î�ª�b
�–1¤��>&P.13-13>'

�«�̧ �µ�É 9 0¿���†�¸�«�º�K�r�M�� ���«�Ã�Ò�P'Ç�b�¸�«�º�� >&P.13-24>' 
�«�̧ �µ�É 10 >&�õ�–>'�§�î�Å�«�b�f�‚�†0¿���K�r�M>&�«�Ã�Ò�P'Ç�Ý�î

�Ý�v�µ�u>' ��
�g�‰�b�«�Ã�Ò�P'Ç�¯�Ü�×�î�©�Ù�å�b�«�Ÿ�Õ�å  �Ý�î�Ý�@  
Cisco �f�‚�§�î�Â�?�}�¹�Ç�›�Ý�º�[�v�“�I�€�r�M��

• ���§�î�Å�«�b�”�µ�É�¹�î�º�� >&P.29-22>' 

• ���É�ß�Ÿ�©  �§�î�Â�†)�#ä�K�S�”�µ�É�¹�î�º�� >&P.29-22>'

• ���”�µ�É�¢�Þ�î�»�>�|�g�”�µ�É�¹�î�º�†�²�˜�å�ß�î�»
�M�•�S�u�b�§�î�Â0¿���� >&P.29-22>' 

�ï�8
Æ�� 0ò(ý
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Cisco Anti-Spam >8�+0[  
IronPort Anti-Spam �[�c�
�«�Ã�Ò�
�Ç�•�µ�©�å�¢�
�°�å�Å�7�Á�^�]�b�¤%±�b�6�}�z�•+#�>�_�P�Â�M�•�T
�E�[�^�C�
 �� 419��0Ö�-�^�]�è���@7´�K�C�
�a5��[�
%·�‡6ë�b7Á�Ê�Ó�î�Ý+#�>�_�v�P�Â�K�r�M���I�}�_�

IronPort Anti-Spam �[�c�
�²�˜�å�ß�î�»  URL �r�S�c��/œ�Ç�“�–�Ý�†�Ó�K�Z�Y�G�^�¥�å�¸�å�¶�†4Ä�x�M
�•�«�Ã�Ò�7�Á�^�]�
�‚�K�8+#�>�x�ã�œ�I�€�S+#�>�†1‘�9�K�r�M��

�G�€�}�b+#�>�†"I���M�•�_�c�
 IronPort Anti-Spam �c�Q�b�Ó�µ�­�î�ª  �¥�å�¸�å�¶�b�ö
²�^�¥�å�¸�Ÿ�«
�º�
�Ó�µ�­�î�ª�b�S(��‰�2�
3æ�™*…�b�Þ�Æ�×�¸�î�©�Ù�å�
�Ó�µ�­�î�ª�[�^�]�_�|�~�”�»�Â�±�–�¬�I�€�•  
Web �§�–�º�b�Þ�Æ�×�¸�î�©�Ù�å�†�è���K�r�M�� IronPort Anti-Spam �c�a#ú�q�±�b7Á�Ê�Ó�î�Ý�>�|�g  
Web �Ô�½�±�Ü�å�¢  �¿�µ�º�á�î�¡�[�6�•  SenderBase �†�q�±7H�_�q#Ý�M�•7Á�Ê�Ó�î�Ý�>�|�g  Web �Þ�Æ�×
�¸�î�©�Ù�å  �¹�î�±�†)��s�œ�ƒ�O�
6ä���\� �ì�_�‚�K�8�7�Á�†�è���K�r�M��

IronPort Anti-Spam �c���b�(5��_�>�E�•  100,000 �è�V�b�Ó�µ�­�î�ª�“�ö�†�(�Ò�K�r�M��

• 7Á�Ê�Ó�î�Ý  �Þ�Æ�×�¸�î�©�Ù�å>8�G�b�Ó�µ�­�î�ª�b3æ�™*…�c 1!�? ��

• �Ó�µ�­�î�ª�b
Æ��>8�G�b�Ó�µ�­�î�ª�_�µ�r�€�Z�8�•
Æ���c �1�? ��

• �Ó�µ�­�î�ª�S4�>8�G�b�Ó�µ�­�î�ª�c �]�b�|�:�_ �S(��I�€�Z�8�•�?��

• Web �Þ�Æ�×�¸�î�©�Ù�å>84D&ã
›�c �]�G�? ��

�¨��
–$×�^6õ�€�†�(�Ò�M�•�G�\�_�|�~�
(­�Ø�†)T�â�K�^�@�}�
�©�«�¸�Ò�c�¨�]�^+#�>�†�è���[�A�r�M��
�S�\�<�d�
�G0d5 /%�µ6õ�?�}3æ�™�I�€�S�\�•0•�M�•
Æ���†�â�U�^�@�}�
�˜2�*…�¥�E�b�È�ß�î�»�Â�å�»  
�¿�µ�º�á�î�¡�_�“�K�Z�8�•  IP �”�»�Þ�«�?�}3æ�™�I�€�S�Ó�µ�­�î�ª�x�
�°�å�Å  PC �_�|�W�Z�Í�«�º�I�€
�Z�8�•  URL �†�µ�t�Ó�µ�­�î�ª�c�
$2�ƒ�K�8�Ó�µ�­�î�ª�[�6�•�\0b�^�I�€�r�M���G�€�\�c�P!·$×�_�
*ï
��$×�^�Þ�Æ�×�¸�î�©�Ù�å�@�Z�<�}�€�Z�8�•0�.��
&k�?�}�b�Ó�µ�­�î�ª�c�
�«�Ã�Ò�\�b6õ4��ö�@�I�8�"1�
�†�µ�‡�[�8�S�\�K�Z�v�
�«�Ã�Ò�[�6�•�\�±�¢�Ü�E�I�€�r�O�‡��

�\7•�…�æ�b�«�Ã�Ò�b�«�Ÿ�Õ�å  

Cisco Anti-Spam �c�a#ú$×�_�w� �^�
�ß�£�î�Ý�[�w�¥�å�¸�å�¶�P�Â�b+#�>�è���•/¡�†�Q#Ý�K�r�M���r
�S�
�Ü�î�ª�Ù�¼�Ý  �Ý�î�Ý  �É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z"I���b�…�æ�b�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�†�q4:�ì�[�A�r�M��

• (•�\�è�¥�b"I���b�…�æ�?�}�±5��b�«�Ã�Ò�†�w�™�M�•�\�
�Ü�î�ª�Ù�¼�Ý  �Ý�î�Ý  �É�ß�Ç�“�–�Ý�†�Q#Ý
�K�Z�Q�b�…�æ�b�«�Ã�Ò�†�õ�F�M�•�G�\�v�[�A�r�M��

�S�\�<�d�
�p�\�>�|�g�Ž 4�[�w�™�M�•�«�Ã�Ò�[�c�
)¾�/�Ð�>�|�g(F�/�Ð�b�m�œ�@9×�C�^�~�r�M���p
�\1��b�Ü�î�ª�Ù�¼�Ý  �Ý�î�Ý�c�
�G�b�±�–�É�b�«�Ã�Ò�_�œ�ƒ�O�Z�q4:�ì�I�€�Z�8�r�M���z�_�p�\�•
�u�
�Ž 4�
96 ��b�Ó�î�Ý�†�w�™�M�•���œ�
�©�«�¥�[�c�
�«�Ã�Ò�P'Ç�š�å�ª�å�_�µ�r�€�•�p�\�b�Ü�î
�ª�Ù�¼�Ý  �Ý�î�Ý  �É�ß�Ç�“�–�Ý�†�Q#Ý�M�•�G�\�†�I�C�N�á�K�Z�8�r�M��

• �«�Ã�Ò�@(•�\�r�S�c�Ú�b"I���b�…�æ�?�}�z�_�¶�•���œ�
�«�Ã�Ò�b�Ú�b�±�–�É�b�è��"á�†�*�W�M�•�•
+��ö�@�6�•�S�u�
�Ü�î�ª�Ù�¼�Ý  �Ý�î�Ý�†�–�¿�î�È�Ý�_�K�^�8�[�C�T�I�8���G�€�c�
�Ü�î�ª�Ù�¼�Ý  
�Ý�î�Ý  �É�ß�Ç�“�–�Ý�@"I���…�æ�¥�E�«�Ã�Ò�P'Ç�š�å�ª�å�†�q4:�ì�M�•�S�u�[�M��

IronPort Anti-Spam �«�Ÿ�Õ�å�†0¿���M�•�\�A�_�Ü�î�ª�Ù�¼�Ý  �Ý�î�Ý  �É�ß�Ç�“�–�Ý�†�–�¿�î�È�Ý�_�[�A
�r�M��

6õ4�8o%  
• �� IronPort Anti-Spam �«�Ÿ�Õ�å�b0¿���� >&P.13-5>'
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  IronPort Anti-Spam �Ç�•�Ý�±�Ü�å�¢
IronPort Anti-Spam �«�Ÿ�Õ�å�b0¿��

>&�@>' IronPort Anti-Spam �†�©�«�¸�Ò  �­�µ�º�”�µ�É�ì�_�–�¿�î�È�Ý�_�M�•�\�
�¢�ß�î�Â�Ý0¿���b�¹�Ç�›�Ý�º
�Í�†�Q#Ý�K�
�¹�Ç�›�Ý�º�b%T�™�Ó�î�Ý  �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�I�€�r�M��

�c�L�u�•�S�_

• �Ü�î�ª�Ù�¼�Ý  �«�Ÿ�Õ�å�†�Q#Ý�M�•�?�]�:�?�†0¿���K�r�M��  ���\7•�…�æ�b�«�Ã�Ò�b�«�Ÿ�Õ�å��
>&P.13-4>' �†�g!·�K�Z�C�T�I�8��

�m8p

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [IronPort Anti-Spam] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�[  [IronPort Anti-Spam] �†�–�¿�î�È�Ý�_�K�^�?�W�S���œ>8  

a. [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

b. �Û�–�­�å�«�Î(Ù�i�Ì�î�ª�b�W4Š�_�«�¡�ß�î�Ý�K�
 [ �Ž1�>&Accept>' ] �†�¡�Ü�µ�¡�K�Z�Û�–�­�å�«�Î
(Ù�_�œ�–�K�r�M��

�«�¸�µ�É 3 [ �¢�ß�î�Â�Ý0¿���†)…7Ÿ>& Edit Global Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 [IronPort Anti-Spam �«�Ÿ�Õ�å�†�w� �_�M�•>& Enable IronPort Anti-Spam Scanning>' ] �³�™�µ�¡�Î�µ�¡
�«�†4E�¥�K�r�M��

�G�b�Î�µ�¡�«�†�œ�å�_�M�•�\�
�”�É�Û�–�”�å�«�b�µ+��@�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�^�~�r�M��

�«�¸�µ�É 5 �«�Ã�Ò3æ�™*…�?�})F���\3æ�™�I�€�•�±5��Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•+��Š�†
��<�^�@�}�v�
�”�É�Û�–�”�å
�«�b�«�Ý�î�É�µ�º�q4:�ì�†�W�•�S�u�
 Cisco Anti-Spam �_�|�•�Ó�µ�­�î�ª�b�«�Ÿ�Õ�å�b�K�A�8�Í�†0¿��
�K�r�M��
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�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��

CiscoIntelligent Multi-Scan �Ç�•�Ý�±�Ü�å�¢
CiscoIntelligent Multi-Scan �[�c�
 Cisco Anti-Spam �†�µ�u�S0
�X�b�«�Ÿ�Õ�å�P'Ç�š�å�ª�å�†)��s3¸�t
�G�\�_�|�~�
�¨�™�«�Ã�Ò�P'Ç�¯�Ü�×�î�©�Ù�å�†��#'�K�Z�8�r�M��

Cisco Intelligent Multi-Scan �_�|�W�Z��#.�I�€�S���œ>8  

• �Ó�µ�­�î�ª�c�
�§�î�»�Ã�î�¸�•0��«�Ã�Ò�P'Ç�š�å�ª�å�_�|�W�Z�q�6�_�«�Ÿ�Õ�å�I�€�r�M��

• Cisco Intelligent Multi-Scan �c���_�
�Ó�µ�­�î�ª�>�|�g�§�î�»�Ã�î�¸�•0��š�å�ª�å�_�|�•�8���†  
Cisco Anti-Spam �_�û�I�€�Z�
�q)
�8���@�W�I�€�r�M��

�œ�É�©�Ù�å 1��Â

�Ó�µ�­�î�ª�b
�«�Ÿ�Õ�å�b�K
�A�8�Í

>&Message 
Scanning 
Thresholds>'

a. [ ���b�ó�X�• 6�b�Ó�µ�­�î�ª�†�–�_�«�Ÿ�Õ�å�M�•>& Always scan messages 
smaller than>' ] �_�Í�†
°�Š�K�r�M�� �N�á�Í�c  512 Kb �è�W�[�M�� ���6�‡)
�¢���b
���œ�†7V�A�
 always scan�§�–�¬�|�~�`�I�8�Ó�µ�­�î�ª�c�ö
²�_�«�Ÿ�Õ�å�K�r
�M���G�b�§�–�¬�|�~�±�A�8�Ó�µ�­�î�ª�c�
 never scan�§�–�¬�|�~�`�I�8���œ�

4Š�($×�_�«�Ÿ�Õ�å�K�r�M��

always scan �Ó�µ�­�î�ª  �§�–�¬�c  3 MB �†2x�<�^�8�|�:�_�K�Z�C�T�I�8�� �Í�@�±
�A�C�^�•�\�
�Ã�Ç�›�î�Ð�å�«�@�*�W�M�•�•+��ö�@�6�~�r�M��

b. [ ���b�ó�X�†2x�<�•�Ó�µ�­�î�ª�c�«�Ÿ�Õ�å�K�^�8>& Never scan messages larger 
than>' ] �_�Í�†
°�Š�K�r�M�� �N�á�Í�c  1024 Kb �è�W�[�M���G�b�§�–�¬�|�~�±�A�8
�Ó�µ�­�î�ª�c  Cisco Anti-Spam �_�|�W�Z�«�Ÿ�Õ�å�I�€�N�

X-IronPort-Anti-Spam-Filtered: true  �\�8�:�Ê�µ�²�î�c�Ó�µ�­�î�ª�_3ã�•�I
�€�r�O�‡��

never scan �Ó�µ�­�î�ª  �§�–�¬�c  10 MB �†2x�<�^�8�|�:�_�K�Z�C�T�I�8���Í�@�±
�A�C�^�•�\�
�Ã�Ç�›�î�Ð�å�«�@�*�W�M�•�•+��ö�@�6�~�r�M��

always scan �§�–�¬�|�~�±�A�8�?�
 �r�S�c  never scan �§�–�¬�|�~�`�I�8�Ó�µ�­�î�ª�_
�X�8�Z�c�
7H��$×�^9×3ÿ�«�Ÿ�Õ�å�†��/œ�K�r�M��

>&�@>' �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�q�±�Ó�µ�­�î�ª  �§�–�¬�@  Cisco Anti-Spam �b  
always scan �Ó�µ�­�î�ª�|�~�v�±�A�8���œ�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�q�±
�§�–�¬�|�~�v�`�I�8�Ó�µ�­�î�ª�c�ö
²�_�«�Ÿ�Õ�å�I�€�r�M��

1 �X�b�Ó�µ�­�î
�ª�b�«�Ÿ�Õ�å
�b�±�–�Ò�”�˜
�º>&Timeout 
for Scanning 
Single 
Message>'

�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�\�A�_�±�–�Ò�”�˜�º�†�…�µ�M�•&Ê�X�†
°�Š�K�r�M��

1 >|  120 �b�Z�X�†
°�Š�K�r�M���¹�Ç�›�Ý�º�Í�c  60 &Ê�[�M��

�Ü�î�ª�Ù�¼�Ý  
�«�Ÿ�Õ�å

>&Regional 
Scanning>'

�Ü�î�ª�Ù�¼�Ý  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�S�~�
0ñ�\�M�•���œ�c
�…�æ�†4E�¥�K�r�M��

�æ���K�S�…�æ�?�}�±5��b7Á�Ê�Ó�î�Ý�†�w�™�K�S���œ�_�b�s�G�b�µ+��†�–�¿�î�È�Ý�_
�K�r�M���G�b�µ+��[�c"I���b�Ü�î�ª�Ù�å�_�œ�ƒ�O�Z�”�å�³�«�Ã�Ò  �š�å�ª�å�@�q4:�ì
�I�€�•�S�u�
�Ú�b�±�–�É�b�«�Ã�Ò�_�X�8�Z�c�è��"á�b�*�W�†�Í�C�>�Q�€�@�6�~�r�M��
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• Cisco Anti-Spam �@�«�Ÿ�Õ�å�†��/œ�K�S�‹�
)��œ�I�€�S0
�X�b�«�Ÿ�Õ�å  �«�¥�”�†  AsyncOS �_3É�K
�r�M��

• Cisco �«�Ã�Ò�P'Ç�b�*�81��è��"á�†)T�â�K�S�r�r�
�§�î�»�Ã�î�¸�•0��«�Ÿ�Õ�å  �š�å�ª�å�>�|�g  
Cisco Anti-Spam )��Ý�†)��s�œ�ƒ�O�•�G�\�[�
�|�~�¨�C�b�«�Ã�Ò�@�è���I�€�r�M��

Cisco Intelligent Multi-Scan �[�Q#Ý�I�€�•�«�Ÿ�Õ�å  �š�å�ª�å�b8p�Î�c0¿���[�A�r�O�‡�� Cisco 
Anti-Spam �c�
�–�_�q�‹�_�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�š�å�ª�å�[�6�~�
�§�î�»�Ã�î�¸�•0��š�å�ª�å�_
�|�W�Z�«�Ã�Ò�[�6�•�\�8���I�€�S�Ó�µ�­�î�ª�†  Cisco Intelligent Multi-Scan �@�«�Ÿ�µ�É�M�•�G�\�c�6�~
�r�O�‡��

Cisco Intelligent Multi-Scan �†�â�X0
�X�b�«�Ÿ�Õ�å�†�Q#Ý�M�•�\�
�©�«�¸�Ò�b�«�Ý�î�É�µ�º�@�*�W�M�•
���œ�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 Cisco �§�Ï�î�º�¸�\*…�_�>�e�8�œ�ƒ�O�C�T�I�8��

>&�@>' Intelligent Multi-Scan �Û�–�­�å�«  �Ÿ�î�_�|�W�Z�
�”�É�Û�–�”�å�«�[  Cisco Anti-Spam �v�–�¿�î�È�Ý�_
�^�~�r�M���Q�b)��Ý�
�Ó�î�Ý  �Ï�Ü�©�î�[  Cisco Intelligent Multi-Scan �r�S�c  Cisco Anti-Spam �b�8�N
�€�?�†�–�¿�î�È�Ý�_�[�A�•�|�:�_�^�~�r�M��

 

Cisco Intelligent Multi-Scan �b0¿��  

>&�@>' Cisco Intelligent Multi-Scan �†�©�«�¸�Ò  �­�µ�º�”�µ�É�ì�_�–�¿�î�È�Ý�_�M�•�\�
�¢�ß�î�Â�Ý0¿���b�¹
�Ç�›�Ý�º�Í�†�Q#Ý�K�
�¹�Ç�›�Ý�º�b%T�™�Ó�î�Ý  �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�I�€�r�M��

�c�L�u�•�S�_  
�G�b�µ+��b�Û�–�­�å�«  �Ÿ�î�†�”�¡�¸�•�È�_�K�r�M��  ���Û�–�­�å�«  �Ÿ�î�� >&P.29-5>' �†�g!·�K�Z�C�T�I�8��
�G�€�†/œ�^�W�S���œ�_�T�E  [IronPort Intelligent Multi-Scan] �œ�É�©�Ù�å�@/²&g�I�€�r�M��

�m8p

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [IronPort Multi-Scan] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�[  Cisco Intelligent Multi-Scan �†�w� �_�K�Z�8�^�8���œ>8

a. [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

b. �Û�–�­�å�«�Î(Ù�i�Ì�î�ª�b�W4Š�_�«�¡�ß�î�Ý�K�
 [ �Ž1�>&Accept>' ] �†�¡�Ü�µ�¡�K�Z�Û�–�­�å�«�Î
(Ù�_�œ�–�K�r�M��

�«�¸�µ�É 3 [ �¢�ß�î�Â�Ý0¿���†)…7Ÿ>& Edit Global Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 [IronPort �–�å�¸�Ü�ª�™�å�º  �Ð�Ý�³�«�Ÿ�Õ�å�†�w� �_�M�•>& Enable IronPort Intelligent Multi-Scan>' ] 
�³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�r�M��

�G�b�Î�µ�¡�«�†�œ�å�_�M�•�\�
�”�É�Û�–�”�å�«�b�µ+��@�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�^�~�r�M���S�T�K�

�Ó�î�Ý  �Ï�Ü�©�î�b�w�™*…�H�\�b0¿���Í�†�–�¿�î�È�Ý�_�M�•�²0[�c�
�,�A)F�A�6�~�r�M��

�«�¸�µ�É 5 Cisco IronPort Intelligent Multi-Scan �[ �«�Ÿ�Õ�å�M�•�q�±�Ó�µ�­�î�ª  �§�–�¬ �b�Í�†4E�¥�K�r�M��

�¹�Ç�›�Ý�º�Í�c  128 Kb �[�M���G�b�§�–�¬�|�~�±�A�8�Ó�µ�­�î�ª�c�
 Cisco Intelligent Multi-Scan �[�«
�Ÿ�Õ�å�I�€�r�O�‡��

�«�¸�µ�É 6 �Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�\�A�_�±�–�Ò�”�˜�º�†�…�µ�M�•&Ê�X�†
°�Š�K�r�M��
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'¨  13 'v       �”�å�³�«�Ã�Ò
  �«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O
&Ê�X�†�æ���M�•���œ�c�
 1 >|  120 �b�Z�X�†
°�Š�K�r�M���¹�Ç�›�Ý�º�Í�c  60 &Ê�[�M��

�±4Š�(�b�Ø�î�¨�[�c�
�«�Ÿ�Õ�å�M�•�q�±�Ó�µ�­�î�ª  �§�–�¬�v�±�–�Ò�”�˜�º�Í�v�š�f�M�•�²0[�@�6�~�r
�O�‡���q�±�Ó�µ�­�î�ª  �§�–�¬�b0¿���†�`�I�C�K�Z�
�”�É�Û�–�”�å�«  �«�Ý�î�É�µ�º�†�q4:�ì�[�A�•�•+�
�ö�@�6�~�r�M��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O  
�›�Ó�î�Ý  �Ï�Ü�©�î�[�
�«�Ã�Ò�\0b�^�I�€�•�Ó�µ�­�î�ª�\�
�G�€�}�b�Ó�µ�­�î�ª�[/œ�ƒ�€�•�”�¡�©�Ù�å
�†�æ���K�r�M���r�S�
�Ï�Ü�©�î�@4:�I�€�•�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�š�å�ª�å�†�æ���K�r�M��

�¹�Ç�›�Ý�º�b%T�™�>�|�g$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_�P�K�Z�
$��^�•0¿���†0¿���[�A�r�M���9�b�Ø�î�¨�_$�
�^�•�«�Ã�Ò�P'Ç�Ï�Ü�©�î�@�²0[�^���œ�c�
$��^�•�«�Ã�Ò�P'Ç0¿���†�â�X0
�X�b�Ó�î�Ý  �Ï�Ü�©�î�†�Q#Ý
�K�r�M���Ï�Ü�©�î�H�\�_  1 �X�b�«�Ã�Ò�P'Ç�¯�Ü�×�î�©�Ù�å�T�E�†�–�¿�î�È�Ý�_�[�A�r�M��� �L�Ï�Ü�©�î
�_�g�‰�†�–�¿�î�È�Ý�_�M�•�G�\�c�[�A�r�O�‡��

�c�L�u�•�S�_  
• ���Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”�å�«�b0¿���‰�2�� >&P.13-2>' �b�¸�î�È

�Ý�b�
�G�G�r�[�b�M�m�Z�b�«�¸�µ�É�†��/œ�K�r�M��

• ���b�+�Õ�†���(�_#.0Ž�K�Z�C�T�I�8��

– ��7g�ö�>�|�g7g�ö�\$2�ƒ�K�8�«�Ã�Ò�b�K�A�8�Í�b#.0Ž�� >&P.13-10>' 

– ��0¿���[>87g�ö�\�8���I�€�S�«�Ã�Ò�\�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò�\�b�”�¡�©�Ù�å�� >&P.13-11>' 

– ���G0d�b3æ�™
–�?�}�b�Y0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�� >&P.13-11>'

– 0
�X�b�«�Ã�Ò�P'Ç�¯�Ü�×�î�©�Ù�å�†�–�¿�î�È�Ý�_�K�S���œ>8 ��$��^�•�Ó�î�Ý  �Ï�Ü�©�î�[�b$��^
�•�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å  �š�å�ª�å�b�–�¿�î�È�Ý�ì>80¿���[�� >&P.13-12>' 

– ���«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�p�_3ã�•�I�€�•�Ê�µ�²�î�� >&P.13-14>'

• ���«�Ã�Ò�P'Ç�”�î�•�–�È���ß�¢�_�«�Ã�Ò�†�”�î�•�–�È�M�•���œ�c�
 ���ß� �å�¢�� >&P.34-1>' �v�g!·�K
�Z�C�T�I�8��

• �æ�p�Ó�î�Ý  �Í�«�º�_�Ó�µ�­�î�ª�†3æ�™�M�•���œ�c�
 ��4Ä�™�Í�«�º�š�f�”�¡�©�Ù�å�� >&P.9-59>' �v�g!·
�K�Z�C�T�I�8��

�m8p

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ %T�™�Ó�î�Ý �Ï�Ü�©�î>& Incoming Mail Policies>' ] �Ì�î�ª�_&ã�·
�K�r�M��

�r�S�c

�«�¸�µ�É 2 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ $Î�™�Ó�î�Ý  �Ï�Ü�©�î>& Outgoing Mail Policies>' ] �Ì�î�ª�_&ã�·
�K�r�M��

�«�¸�µ�É 3 �õ�–�b�Ó�î�Ý  �Ï�Ü�©�î�b  [ �«�Ã�Ò�P'Ç>&Anti-Spam>' ] �•�Û�Ò�[�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 [ �G�b�Ï�Ü�©�î�b  Anti-Spam �«�Ÿ�Õ�å�†�w� �_�M�•>& Enable Anti-Spam Scanning for this Policy>' ] �­
�¡�©�Ù�å�[�c�
�Ø�î�¨�@�Ï�Ü�©�î�[�Q#Ý�M�•�«�Ã�Ò�P'Ç�¯�Ü�×�î�©�Ù�å�†4E�¥�K�r�M��

/²&g�I�€�•�œ�É�©�Ù�å�c�
�w� �_�K�S�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å  �¯�Ü�×�î�©�Ù�å�_�ö�Y�A�r�M��
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  �«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O
�¹�Ç�›�Ý�º�è�¥�b�Ó�î�Ý  �Ï�Ü�©�î�b���œ�
�¹�Ç�›�Ý�º�b�Ï�Ü�©�î�†�Q#Ý�M�•�\�
�Q�b�Ì�î�ª�b�Ú�b�œ
�É�©�Ù�å�c�¹�•�­�î�È�Ý�_�^�~�r�M��

�G�b�Ó�î�Ý  �Ï�Ü�©�î�_�P�K�Z�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�†�r�\�u�Z�¹�•�­�î�È�Ý�_�M�•�G�\�v�[�A�r�M��

�«�¸�µ�É 5 7g�ö�\�8���I�€�S�«�Ã�Ò�\7g�ö�\$2�ƒ�K�8�«�Ã�Ò�>�|�g�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�†0¿���K�r�M��

�œ�É�©�Ù�å 1��Â

7g�ö�\$2�ƒ�K�8�«�Ã�Ò�b�«
�Ÿ�Õ�å�†�w� �_�M�•>& Enable 
Suspected Spam Scanning>'

�Ð�î�£�¸�•�å�¢7Á�Ê�Ó�î�Ý�b
�«�Ÿ�Õ�å�†�w� �_�M�•

>&Enable Marketing Email 
Scanning>' 

�œ�É�©�Ù�å�†4E�¥�K�r�M��

7g�ö�\�8���I�€�S�«�Ã�Ò�b�«�Ÿ�Õ�å�c�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�@�w� �b
���œ�c�–�_�w� �[�M��

�G�b�”�¡�©�Ù�å�†�Ó�µ�­�î�ª
�_4:#Ý�M�•>&Apply This 
Action to Message>'

7g�ö�\�8���I�€�S�«�Ã�Ò�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò�
�r�S�c�Y0[�^
�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�_�P�M�•
²+á$×�^�”�¡�©�Ù�å�†4E�¥�K�r
�M��

• 4Ä�™>&Deliver>'

• �»�ß�µ�É>& Drop>'

• �Â�˜�å�«>& Bounce>'

• 7x7³>&Quarantine>' 

>&�œ�É�©�Ù�å>'�æ�p�Í�«�º�_3æ�™
>&Send to Alternate Host>'

�æ�p3æ�™�Ó�î�Ý �Í�«�º>& SMTP �Ý�î�º�r�S�c  DNS �_&g�I�€�Z�8�•
�v�b�è�¥�b�Ó�î�Ý  �§�î�Â>'�[1‘�9�I�€�S�Ó�µ�­�î�ª�†3æ�™�[�A�r�M��

IP �”�»�Þ�«�r�S�c�Í�«�º�¡�†
°�Š�K�r�M���Í�«�º�¡�†
°�Š�M�•�\�

Mail Exchange>&MX >'�@�q�6�_�è(ô�I�€�r�M���Ÿ�î�@0b�X�?�}�^�8
���œ�
 DNS �§�î�Â�b  A �Þ�¥�î�»�@�Q#Ý�I�€�r�M>& SMTP �Ý�î�º�\� 
�L>'��

�S�\�<�d�
3ã�•�b�è���b�§�å�»�Î�µ�¡�«�b�Ó�î�Ý  �§�î�Â�^�]�
�Ó�µ
�­�î�ª�b�‰�¥�†�š�f�M�•�_�c�G�b�œ�É�©�Ù�å�†�Q#Ý�K�r�M��

5�0[�^3ã�•�_���_�X�8�Z�c�
 ��4Ä�™�Í�«�º�š�f�”�¡�©�Ù�å�� >&P.9-59>'
�†�g!·�K�Z�C�T�I�8��

�ó�¡�l�¸�Ÿ�«�º�†3ã�•>& Add 
Text to Subject>'

"I���b�¸�Ÿ�«�º�e�Ð�4�†�S�r�S�c�‹�_3ã�•�K�Z�
1‘�9�I�€�S�Ó�µ
�­�î�ª�V�b�ó�¡�b�¸�Ÿ�«�º�†�š�f�M�•�G�\�_�|�~�
�«�Ã�Ò�>�|�g�Y
0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�†�Ø�î�¨�@1‘�9�>�|�g�¯�î�º�K�x�M
�C�[�A�r�M��

>&�@>' �G�b�Ç�•�î�Ý�»�[�c�«�Ì�î�«�c!“0i �I�€�r�O�‡ ���G�b�Ç�•�î
�Ý�»�_
°�Š�K�S�¸�Ÿ�«�º�b�‹�•�r�S�c�S�_�«�Ì�î�«3ã�•�M�•
�G�\�[�
�œ�Ü�ª�¼�Ý�b�Ó�µ�­�î�ª�ó�¡�\�
3ã�•�¸�Ÿ�«�º�†�(
�E�•�G�\�@�[�A�r�M>&3ã�•�¸�Ÿ�«�º�†�œ�Ü�ª�¼�Ý�b�ó�¡�b�S
�_3ã�•�M�•���œ�c3ã�•�¸�Ÿ�«�º�b�S�
�œ�Ü�ª�¼�Ý�b�ó�¡�b�‹
�•�_3ã�•�M�•���œ�c3ã�•�¸�Ÿ�«�º�b�‹�•�_�«�Ì�î�«�†3ã�•�K
�r�M>'���S�\�<�d�Ü�•�K�S���œ�
�a�X�b�Ž�•�_�«�Ì�î�«�†�µ
�t�¸�Ÿ�«�º  [SPAM] �†3ã�•�K�r�M��

>&�@>' [ �ó�¡�l�¸�Ÿ�«�º�†3ã�•>& Add Text to Subject>' ] �Ç�•�î�Ý�»
�[�c  US-ASCII �e�Ð�T�E�@0Á�•�I�€�r�M��

[ 0ò(ý�œ�É�©�Ù�å>&Advanced Options>' ]>&�•�«�±�Ò  �Ê�µ�²�î�\�Ó�µ�­�î�ª4Ä�™#Ý>'  
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  �«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O
�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��

���b�8��  
$Î�™�Ó�î�Ý�b�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�S���œ�c�
"I�_�É�Û�–�Ë�î�º  �Ü�«�¼�î�_6õ4��M�•
�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�b�«�Ã�Ò�P'Ç0¿���†&�1��K�r�M��  ���Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�Q#Ý�K�S7Á�Ê
�Ó�î�Ý3æ�™*…�b�”�¡�­�«  �Ý�î�Ý�b��*O�� >&P.7-8>' �†�g!·�K�Z�C�T�I�8��

6õ4�8o%  
• ���Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”�å�«�b0¿���‰�2�� >&P.13-2>'

7g�ö�>�|�g7g�ö�\$2�ƒ�K�8�«�Ã�Ò�b�K�A�8�Í�b#.0Ž

�Ó�µ�­�î�ª�@�«�Ã�Ò�[�6�•�?�]�:�?�†0Û�o�M�•�\�A�_�
�g�‰�b�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å  �¯�Ü�×�î�©�Ù�å�c�

�Ó�µ�­�î�ª�b)r�œ�«�Ã�Ò0Û!l�_4)�M�•�S�u�_�1���v�b�Ý�î�Ý�†4:#Ý�K�r�M���«�¥�”�c�
�Ó�µ�­�î�ª�†�«
�Ã�Ò�\�K�Z0b�^�M�?�]�:�?�†�ô���M�•�S�u�
0ñ�\�M�•�Ó�î�Ý  �Ï�Ü�©�î�[�æ���I�€�S�K�A�8�Í�\�š3Q�I
�€�r�M��

�q9×(­�Ø�[�c�
�«�Ã�Ò�\�K�Z7g�ö�\1‘�9�M�•(­�Ø�c�¹�Ç�›�Ý�º�[�?�^�~9×�C0¿���I�€�Z�8�r�M>8 90 >|  
100 �b(
�V�b�Ó�µ�­�î�ª  �«�¥�”�c�
7g�ö�\�8���I�€�S�«�Ã�Ò�[�6�•�\0b�^�I�€�r�M��7g�ö�\$2�ƒ�K�8
�«�Ã�Ò�b�¹�Ç�›�Ý�º�b�K�A�8�Í�c  50 �[�M��

• 7g�ö�\$2�ƒ�K�8�«�Ã�Ò�b�K�A�8�Í�• 6�b�«�¥�”�†�â�X�Ó�µ�­�î�ª�c�G0d�b�Ó�µ�­�î�ª�\0b�^�I�€�r
�M��

• 7g�ö�\$2�ƒ�K�8�«�Ã�Ò�b�K�A�8�Í�†2x�<�Z�8�•�@�
7g�ö�\1‘�9�I�€�S�K�A�8�Í�• 6�b�Ó�µ�­�î�ª
�c�
�«�Ã�Ò�b$2�8�@�6�•�\0b�^�I�€�r�M��

�›�Ó�î�Ý  �Ï�Ü�©�î�[7g�ö�>�|�g7g�ö�\$2�ƒ�K�8�«�Ã�Ò�b�K�A�8�Í�†�•�«�±�Ð�–�¬�K�
)�)Ê�b�«�Ã�Ò�b
0Á���Þ�Ë�Ý�†�o�Î�M�•�«�Ã�Ò�P'Ç�¯�Ü�×�î�©�Ù�å�†0¿���[�A�r�M��

50 >|  99 �b�Í�_7g�ö�\�8���I�€�S�«�Ã�Ò�b�K�A�8�Í�†�š�f�[�A�r�M�� 25 �?�}7g�ö�\�8���I�€�S�«�Ã�Ò
�_�æ���K�S�Í�r�[�b(
�V�b�õ�–�b�Í�_�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò�b�K�A�8�Í�†�š�f�[�A�r�M��

�K�A�8�Í�†�š�f�M�•���œ>8  

>&�œ�É�©�Ù�å>'�•�«�±�Ò�Ê�µ
�²�î�†3ã�•>& Add Custom 
Header>'

1‘�9�I�€�S�Ó�µ�­�î�ª�_�•�«�±�Ò  �Ê�µ�²�î�†3ã�•�[�A�r�M��

[ 0ò(ý>&Advanced>' ] �†�¡�Ü�µ�¡�K�
�Ê�µ�²�î�\�Í�†��*O�K�r�M��

>&�œ�É�©�Ù�å>'�æ�p�š�å�Ë�ß�î
�É�w�™*…�_3æ�™>&Send to an 
Alternate Envelope Recipient>'

1‘�9�I�€�S�Ó�µ�­�î�ª�†�æ�p�š�å�Ë�ß�î�É�w�™*…�”�»�Þ�«�_3æ�™�[
�A�r�M��

[ 0ò(ý>&Advanced>' ] �†�¡�Ü�µ�¡�K�Z�æ�p�”�»�Þ�«�†��*O�K�r�M��

�S�\�<�d�
�«�Ã�Ò�[�6�•�\1‘�9�I�€�S�Ó�µ�­�î�ª�†�‹�[1*���M�•�S
�u�_�
'ö#.*…�b�Ó�î�Ý�Î�µ�¡�«�_�Ý�î�¸�•�å�¢�[�A�r�M��0
�X�w�™
*…�Ó�µ�­�î�ª�b���œ�c�
�"�M�b�¥�Æ�î�T�E�@�æ�p�w�™*…�_3æ�™�I�€
�r�M��

�”�î�•�–�È  �Ó�µ�­�î�ª
>&Archive Message>'

1‘�9�I�€�S�Ó�µ�­�î�ª�†���”�å�³�«�Ã�Ò  �”�î�•�–�È���ß�¢�_�”�î�•
�–�È�[�A�r�M���G�b�g�'�c�
 mbox �g�'�b�ß�¢  �Ç�“�–�Ý�[�M��  

�«�Ã�Ò�K�A�8�Í>& Spam 
Thresholds>'

�¹�Ç�›�Ý�º�b�K�A�8�Í�†�Q#Ý�M�•�?�
7g�ö�\�8���I�€�S�«�Ã�Ò�b�K
�A�8�Í�>�|�g7g�ö�\$2�ƒ�K�8�«�Ã�Ò�b�Í�†
°�Š�K�r�M��

�œ�É�©�Ù�å 1��Â
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• �*�8$��•>&�|�~'���$×�^0¿��>'�†�æ���M�•�\�
�|�~�¨�C�b�Ó�µ�­�î�ª�†�«�Ã�Ò�\�K�Z1‘�9�K�
�|�~
�¨�C�b1��è���@#Õ�B�I�€�•���œ�@�6�~�r�M���G�€�_�|�W�Z�
�Ø�î�¨�@�«�Ã�Ò�†�w�E�•�Ü�«�¡�c�*�C
�^�~�r�M�@�
�«�Ã�Ò�\�K�Z�Ð�î�¡�I�€�S�G0d�b�Ó�î�Ý�†�w�E�•�Ü�«�¡�c9×�C�^�~�r�M��

• �|�~9×�8�X>&�|�~�–�ò$×�^0¿��>'�†�æ���M�•�\�
�|�~�a�^�8�Ó�µ�­�î�ª�†�«�Ã�Ò�\�K�Z1‘�9�K�
�|
�~�¨�C�b�«�Ã�Ò�†4Ä�™�M�•�•+��ö�@�6�~�r�M���G�€�_�|�W�Z�
�Ø�î�¨�@�«�Ã�Ò�†�w�E�•�Ü�«�¡�c9×
�C�^�~�r�M�@�
�G0d�b�Ó�î�Ý�@�«�Ã�Ò�\�K�Z7V�?�€�•�Ü�«�¡�c�*�C�^�~�r�M��#.�•$×�_�c�
�G�K�C
0¿���K�S���œ�
�Ó�µ�­�î�ª�b�ó�¡�c�Q�b�Ó�µ�­�î�ª�@�«�Ã�Ò�[�6�•�•+��ö�@9×�8�G�\�†1‘�9�K�

�Ó�µ�­�î�ª�c4Ä�™�I�€�r�M��

7g�ö�\�8���I�€�S�«�Ã�Ò�\7g�ö�\$2�ƒ�K�8�«�Ã�Ò�_�P�K�Z$��^�•�”�¡�©�Ù�å�†��*O�[�A�r�M���S�\�<
�d�
 ��7g�ö�\�8���I�€�S���«�Ã�Ò�†�»�ß�µ�É�K�r�M�@�
 ��7g�ö�\$2�ƒ�K�8���«�Ã�Ò�c7x7³�K�r�M��

6õ4�8o%  
• ���«�Ã�Ò�P'Ç�¯�Ü�×�î�©�Ù�å�� >&P.13-2>'

• ��0¿���[>87g�ö�\�8���I�€�S�«�Ã�Ò�\�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò�\�b�”�¡�©�Ù�å�� >&P.13-11>' 

0¿���[>87g�ö�\�8���I�€�S�«�Ã�Ò�\�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò�\�b�”�¡�©�Ù
�å  

'���$×�^�[�[�c�
7g�ö�\1‘�9�I�€�S�Ó�µ�­�î�ª�†�»�ß�µ�É�K�
�«�Ã�Ò�b$2�8�b�6�•�Ó�µ�­�î�ª�T�E�_�±
�¢�†�Ü�E�r�M��'ö#.*…�>�|�g�š�å�»�Ø�î�¨�c�
%T�™�Ó�µ�­�î�ª�b�ó�¡/œ�†1*�m�Z�
 false positive �[�^
�8�?�]�:�?�†&�1��[�A�
'ö#.*…�c�²0[�_�Â�L�Z�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò�b�K�A�8�Í�†1*�Z�[�A�r�M��

�–�ò$×�^�[�[�c�
7g�ö�\�8���I�€�S�«�Ã�Ò�\7g�ö�\$2�ƒ�K�8�«�Ã�Ò�c�
�ó�¡�†�š�f�K�Z3û4#�I�€�r�M��
�Ø�î�¨�c�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò�>�|�g7g�ö�\�8���I�€�S�«�Ã�Ò�†�P7V�[�A�r�M���G�b�‰�'�c�
 1 $��u
�b�‰�'�|�~�v�–�ò$×�[�M��

�Ó�î�Ý  �Ï�Ü�©�î�b'���$×�>�|�g�–�ò$×�^�Ï�Ü�©�î�b0ò(ý�_�X�8�Z�c�
 ���Ó�î�Ý  �Ï�Ü�©�î���b'v
>&/² 10-3>&P.10-10>'>'�†�g!·�K�Z�C�T�I�8��

�G0d�b3æ�™
–�?�}�b�Y0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª

�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å  �š�å�ª�å�c�
�«�Ã�Ò�\�
�G0d�b3æ�™
–�?�}�b�Y0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�\
�†�
�9�[�A�r�M���Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�c�«�Ã�Ò�\0b�^�I�€�r�O�‡�@�
)�)Ê�x�š�å�»�Ø�î�¨�_
�|�W�Z�c�
�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�†�w�™�K�^�8�G�\�†�|�ƒ�M�•���œ�@�6�~�r�M���«�Ã�Ò� �]�
�Y
0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�†4Ä�™�
�»�ß�µ�É�
7x7³�
�r�S�c�Â�˜�å�«�M�•�G�\�†4E�¥�[�A�r�M��
�Ó�µ�­�î�ª�b�ó�¡�_�¸�Ÿ�«�º�†3ã�•�M�•�G�\�_�|�W�Z�
�Y0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�_�±�¢�†�Ü
�E�
�Ð�î�£�¸�•�å�¢�[�6�•�G�\�†1‘�9�M�•�G�\�v�[�A�r�M��

�«�Ã�Ò
�§�å�É�Ý  �”�¡�©�Ù�å  

>&Aggressive >' 
�§�å�É�Ý  �”�¡�©�Ù�å

>&Conservative >'

7g�ö�8�� �»�ß�µ�É • �Ó�µ�­�î�ª�b�ó�¡�_�� [ $2�ƒ�K�8�«�Ã�Ò

>&Suspected Spam >' ] ���†3ã�•�K�Z4Ä
�™�
�r�S�c  

• 7x7³

7g�ö�\$2�ƒ�K�8  �Ó�µ�­�î�ª�b�ó�¡�_�� [ $2�ƒ�K�8�«�Ã�Ò

>&Suspected Spam >' ] ���†3ã�•�K�Z4Ä�™
�Ó�µ�­�î�ª�b�ó�¡�_�� [ $2�ƒ�K�8�«�Ã�Ò

>&Suspected Spam >' ] ���†3ã�•�K�Z4Ä�™
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  �«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O
$��^�•�Ó�î�Ý  �Ï�Ü�©�î�[�b$��^�•�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å  �š�å�ª�å�b�–�¿�î�È
�Ý�ì>80¿���[  

�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»>&�r�S�c  CLI �b  systemsetup  �¥�Ð�å�»>'�†�Q#Ý�M�•�\�
 Cisco 
Intelligent Multi-Scan �r�S�c  Cisco Anti-Spam �š�å�ª�å�b�8�N�€�?�†�–�¿�î�È�Ý�_�M�•�œ�É�©�Ù�å�@&g
�I�€�r�M���©�«�¸�Ò  �­�µ�º�”�µ�É�p�_�g�‰�†�–�¿�î�È�Ý�_�[�A�r�O�‡�@�
�©�«�¸�Ò  �­�µ�º�”�µ�É�@�ö
�¢�K�S�‹�_  [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] �Ó�½�×�î�†�Q#Ý�K�Z�
4E�¥�K�^�?�W�S�«�Ã
�Ò�P'Ç�¯�Ü�×�î�©�Ù�å�†�–�¿�î�È�Ý�_�[�A�r�M��

�©�«�¸�Ò�b�­�µ�º�”�µ�É�@)
�¢�M�€�d�
 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ %T�™�Ó�î�Ý �Ï�Ü�©�î
>&Incoming Mail Policies>'] �Ì�î�ª�?�}%T�™�Ó�î�Ý  �Ï�Ü�©�î#Ý�b�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  �¯�Ü�×�î�©�Ù�å
�†0¿���[�A�r�M  >&�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�c$Î�™�Ó�î�Ý  �Ï�Ü�©�î�[�c3û�–�c�¹�•�­�î�È�Ý�[�M>' ���Ï�Ü�©�î
�b�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�v!“� �_�[�A�r�M��

�G�b�[�[�c�
�¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ï�Ü�©�î�>�|�g���Ã�î�º�¼�î���Ï�Ü�©�î�[�c�
7g�ö�«�Ã�Ò�>�|�g7g
�ö�\$2�ƒ�K�8�«�Ã�Ò�b7x7³�_  Cisco Anti-Spam �«�Ÿ�Õ�å  �š�å�ª�å�†�Q#Ý�K�Z�8�r�M��

�W 13-1 �Ó�î�Ý  �Ï�Ü�©�î  - �w�™*… 1 �Ç�6�S�~�b�«�Ã�Ò�P'Ç�š�å�ª�å

�Ã�î�º�¼�î�b�Ï�Ü�©�î�†�š�f�K�
�Y0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�b  Cisco Intelligent Multi-Scan �\
�«�Ÿ�Õ�å�†�Q#Ý�_�c�
�Ã�î�º�¼�î�b/œ>& [ �¹�Ç�›�Ý�º�†�Q#Ý>& Use Default>' ]>'�_�P�Â�M�•  [ �«�Ã�Ò�P'Ç

>&Anti-Spam>' ] �•�Û�Ò�b�š�å�º�Ü�†�æ���K�r�M��

�«�Ÿ�Õ�å  �š�å�ª�å�_  Cisco Intelligent Multi-Scan �†4E�¥�K�
�Y0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�b�è��
�†�w� �_�M�•���œ�c  [ �c�8>& Yes>' ] �†4E�¥�K�r�M���Y0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�b�è���_�¹�Ç�›
�Ý�º0¿���†�Q#Ý�K�r�M��
13-12
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  13 'v       �”�å�³�«�Ã�Ò
  �«�Ã�Ò  �Ç�•�Ý�±�?�}�b�”�É�Û�–�”�å�«#Õ�B�Ó�µ�­�î�ª�b�–1¤
�W 13-2 �c�
 Cisco Intelligent Multi-Scan �\�Y0[�^�Ð�î�£�¸�•�å�¢  �Ó�µ�­�î�ª�b�è���@�Ï�Ü�©�î�[�–
�¿�î�È�Ý�_0¿���I�€�Z�8�•�G�\�†&g�K�r�M��

�W 13-2 �Ó�î�Ý�Ï�Ü�©�î  - Cisco Intelligent Multi-Scan �b�–�¿�î�È�Ý�ì

�š�f�b3æ�™�\&����‹�b�Ó�î�Ý  �Ï�Ü�©�î�c���b�|�:�_�^�~�r�M��

�W 13-3 �Ó�î�Ý  �Ï�Ü�©�î  - Intelligent Multi-Scan �@�–�¿�î�È�Ý�_�I�€�S�Ï�Ü�©�î

�«�Ã�Ò  �Ç�•�Ý�±�?�}�b�”�É�Û�–�”�å�«#Õ�B�Ó�µ�­�î�ª�b�–1¤
Cisco IronPort �”�É�Û�–�”�å�«�?�}+¬�·3æ�™�I�€�S7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª>&�Ó�î�Ý  �”�Û�î�º�>�|�g�«
�£�ª�×�î�Ý  �Þ�Ï�î�º�^�]>'�_�c�
1��W�Z�«�Ã�Ò�\�K�Z1‘�9�I�€�•�•+��ö�b�6�•  URL �r�S�c�Ú�b�_���@
�µ�r�€�•�G�\�@�6�•�S�u�
&����_4Ä�™�I�€�•�|�:���†��/œ�K�r�M��

�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�†�Â�–�Ã�«�M�•%T�™�Ó�î�Ý  �Ï�Ü�©�î�_�G�€�}�b�Ó�µ�­�î�ª�b3æ�™*…�†�µ�u�r�M��
��3æ�™*…�>�|�g�w�™*…�b�¢�Ý�î�É�b�Ó�î�Ý  �Ï�Ü�©�î�b�8�B�� >&P.10-8>' �>�|�g ���”�å�³�«�Ã�Ò  �©�«�¸�Ò
�b�Â�–�Ã�«  �”�¡�©�Ù�å�� >&P.9-65>' �†�g!·�K�Z�C�T�I�8��  
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  �«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�p�_3ã�•�I�€�•�Ê�µ�²�î
�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å�p�_3ã�•�I�€�•�Ê�µ�²�î  
• �8�N�€�?�b�«�Ã�Ò�P'Ç�«�Ÿ�Õ�å  �š�å�ª�å�@�Ó�î�Ý  �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�I�€�Z�8�•���œ�
�Q�b

�Ï�Ü�©�î�†3û4#�K�S�›�Ó�µ�­�î�ª�c���b�Ê�µ�²�î�†�Ó�µ�­�î�ª�_3ã�•�K�r�M��

X-IronPort-Anti-Spam-Filtered: true 

X-IronPort-Anti-Spam: result 

2 $��u�b�Ê�µ�²�î�_�c�
�Ó�µ�­�î�ª�b�«�Ÿ�Õ�å�_�Q#Ý�I�€�S�Ý�î�Ý�\�š�å�ª�å�b�Â�î�ª�Ù�å�†  
Cisco Support �[1‘�9�M�•�S�u�b�_���@�µ�r�€�r�M��)��Ý�b�_���c�
'¢�•�ì�I�€�S"‚+¬�b�_���[�6
�~�
8³���_�|�•�Ÿ�•�c�•+��[�c�6�~�r�O�‡��

• Cisco Intelligent Multi-Scan �[�c�
�§�î�»�Ã�î�¸�•0��«�Ã�Ò�P'Ç�«�Ÿ�Õ�å  �š�å�ª�å�?�}�b�Ê�µ�²�î
�v3ã�•�K�r�M��

• 7g�ö�\�8���I�€�S�«�Ã�Ò�
7g�ö�\$2�ƒ�K�8�«�Ã�Ò�
�Y0[�^�Ð�î�£�¸�•�å�¢  �Ó�î�Ý�\�K�Z1‘�9�I�€
�•"I���b�Ó�î�Ý  �Ï�Ü�©�î�b�M�m�Z�b�Ó�µ�­�î�ª�_3ã�•�M�•3ã�•�b�•�«�±�Ò  �Ê�µ�²�î�†��*O�[�A�r
�M�� ���«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O�� >&P.13-8>' �†�g!·�K�Z�C�T�I�8��

1��W�Z�(8®�I�€�S�Ó�µ�­�î�ª�b  Cisco Systems �l�b���Ì
�(8®�@1��W�Z�8�•�\�î�ƒ�€�•�Ó�µ�­�î�ª�†�
�(�Ò#Ý�_  Cisco �_���Ì�[�A�r�M���›�Ó�µ�­�î�ª�c�
�S6Û��
�³�î�Ò�_�|�W�Z�Þ�Å�×�î�I�€�
0����b(­�Ø�\�w� �ö�†�¥�V�I�O�•�S�u�_�Q#Ý�I�€�r�M���›�Ó�µ�­�î�ª
�c�
 RFC 822 �ç�Ü�Ç�“�–�Ý�\�K�Z�
���b�”�»�Þ�«�_3?3æ�K�Z�C�T�I�8��

• spam@access.ironport.com>80b3è�I�€�S�«�Ã�Ò�b���Ì#Ý  

• ham@access.ironport.com>8false positive �b���Ì#Ý  

3æ�™�b�Î�Ü�×�î�Ò�_�P�K�Z�
 Cisco IronPort �c�>���]�_�¶�9�b�Ç�•�î�»�Â�µ�¡�x)��Ý�†�f�j�[�A�r�O
�‡��

1��W�Z�(8®�I�€�S�Ó�µ�­�î�ª�b���Ì�b0ò(ý�_�X�8�Z�c�
 Cisco �¼�Þ�µ�ª  �Ë�î�«�†�g!·�M�•�?�
 Cisco �§
�Ï�î�º  �É�ß�Â�–�²�î�_�>�e�8�œ�ƒ�O�C�T�I�8��

%T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b IP �”�»�Þ�«�b�ô��  
1 �X�è�V�b�Ó�î�Ý�º�n / 3?3æ�š�î�ª�™�å�º>& MX �r�S�c  MTA>'�
�Ç�•�Ý�±  �§�î�Å�«�@  Cisco �”�É�Û�–�”
�å�«�\%T�™�Ó�î�Ý�†3æ�™�M�•�¥4Š�Ð�©�å�\�b6ë�b�¿�µ�º�á�î�¡�b�š�µ�ª�_4Ä*(�I�€�Z�8�•���œ�
�”�É�Û
�–�”�å�«�c3æ�™
–�Ð�©�å�b  IP �”�»�Þ�«�†�ô���M�•�G�\�c�[�A�r�O�‡���æ�ƒ�~�_�
�Ó�î�Ý�c�ß�î�•�Ý  
MX/MTA �?�}3æ�™�I�€�S�|�:�_0b�<�r�M���S�T�K�
 IronPort Anti-Spam �>�|�g  Cisco Intelligent 
Multi-Scan>&SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�†�Q#Ý>'�c�¥4Š3æ�™*…�b�G&��^  IP �”�»�Þ�«�_�k�Ñ
�K�r�M��

�¯�Ü�×�î�©�Ù�å�c�
%T�™�Ü�Þ�î�†�Q#Ý�M�•�|�:�_�”�É�Û�–�”�å�«�†0¿���M�•�G�\�[�M�� Cisco �”�É�Û�–
�”�å�«�_�K)F�M�•�M�m�Z�b
Æ4Š  MX/MTA �b�¡�S�\  IP �”�»�Þ�«�
$Î�™
–  IP �”�»�Þ�«�†�–'ö�M�•�b�_�Q
#Ý�M�•�Ê�µ�²�î�†�æ���K�r�M��

• ��%T�™�Ü�Þ�î�†�Q#Ý�K�S#”�C�[�� >&P.13-15>'

• ��%T�™�Ü�Þ�î�†�Q#Ý�M�•�”�É�Û�–�”�å�«�b0¿���� >&P.13-16>' 

• ��%T�™�Ü�Þ�î�@�µ+��_�]�b�|�:�_�s8j�M�•�?�� >&P.13-21>' 

• ���Q#Ý�M�•�Ê�µ�²�î�†�æ���M�•�ß�¢�b0¿���� >&P.13-23>'
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  %T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b IP �”�»�Þ�«�b�ô��
%T�™�Ü�Þ�î�†�Q#Ý�K�S#”�C�[  
�W 13-4 �_�
�A�ƒ�u�Z�ö�•$×�^%T�™�Ü�Þ�î�b�[�†&g�K�r�M���ß�î�•�Ý  MX/MTA �_�|�W�Z�Ó�î�Ý�@  
Cisco �”�É�Û�–�”�å�«�_�Ü�Þ�î�I�€�Z�8�•�S�u�
 IP �”�»�Þ�«  7.8.9.1 �?�}�b�Ó�î�Ý�c  IP �”�»�Þ�«  
10.2.3.4 �?�}�b�|�:�_0b�<�r�M��

�W 13-4 MX/MTA �_�|�•�Ó�î�Ý  �Ü�Þ�î>8(F�Æ

�W 13-5 �_�9�b  2 �X�b�[�†&g�K�r�M���G�b�[�c�
�a�K0
7§�[�6�~�
�¿�µ�º�á�î�¡
Æ�[�b�Ó�î�Ý�b�Ü�Þ�î
�‰�2�\�
 Cisco �”�É�Û�–�”�å�«�l�b�w�E�û�K�S�_���‹�[�A�•�
�¿�µ�º�á�î�¡
Æ�b0
�X�§�î�Â�_�>�E�•
�Ó�î�Ý�b��#.�‰�2�†&g�K�r�M���[  A �[�c�
 7.8.9.1 �?�}�b�Ó�î�Ý�@�Ç�“�–�”�˜�›�î�Ý�†3û4#�K�
 MX �>
�|�g  MTA �[��#.�I�€�Z�?�}�
 Cisco �”�É�Û�–�”�å�«�_4Ä�™�I�€�r�M���[  B �[�c�
 7.8.9.1 �?�}�b�Ó�î�Ý
�@�ß�î�»  �Â�Û�å�§�r�S�c�Ú�b�±�–�É�b�º�Û�Ç�•�µ�¡  �©�™�î�Æ�å�¢  �”�É�Û�–�”�å�«�_3æ�™�I�€�
�M4��b  
MX �b�8�N�€�?�_3æ�™�I�€�Z�?�}�
 Cisco �”�É�Û�–�”�å�«�_4Ä�™�I�€�r�M��

Cisco IronPort 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�Ç�“�–�”�˜�›�î�Ý

MX/MTA

3æ�™
�Ð�©�å

IP: 7.8.9.1

IP: 10.2.3.4

IP: 10.2.3.5
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'¨  13 'v       �”�å�³�«�Ã�Ò
  %T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b IP �”�»�Þ�«�b�ô��
�W 13-5 MX/MTA �_�|�•�Ó�î�Ý  �Ü�Þ�î>8�Ñ�G

%T�™�Ü�Þ�î�†�Q#Ý�M�•�”�É�Û�–�”�å�«�b0¿��  

%T�™�Ü�Þ�î�µ+��b�–�¿�î�È�Ý�ì  

>&�@>' �ß�î�•�Ý  MX/MTA �@�Ó�î�Ý�†  Cisco �”�É�Û�–�”�å�«�_�Ü�Þ�î�M�•���œ�b�s�
%T�™�Ü�Þ�î�µ+��†�–�¿�î
�È�Ý�_�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ %T�™�Ü�Þ�î>&Incoming Relays>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �š�f
Æ���†&����K�r�M��

%T�™�Ü�Þ�î�b3ã�•  

1‘�9�M�•%T�™�Ü�Þ�î�†3ã�•�K�r�M��

• 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_%T�™�Ó�µ�­�î�ª�†�Ü�Þ�î�M�•�¿�µ�º�á�î�¡�b�›�Ð�©
�å�
�>�|�g  

• 
–�b�¥4Š3æ�™*…�b IP �”�»�Þ�«�@�(8®�I�€�•�Ê�µ�²�î��

Cisco IronPort 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�Ç�“�–�”�˜�›�î�Ý

MX

3æ�™
�Ð�©�å

IP: 7.8.9.1

IP: 10.2.3.4

IP: 10.2.3.6

MTA

IP: 10.2.3.5
�Í�µ�É  2 �Í�µ�É  2 

�Í�µ�É  1 

MX

IP: 10.2.5.1-n

MX

IP: 10.2.6.1

�Ó�î�Ý  �Ç�•�Ý�±

�Í�µ�É  1 

A B
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'¨  13 'v       �”�å�³�«�Ã�Ò
  %T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b IP �”�»�Þ�«�b�ô��
�c�L�u�•�S�_

�G�€�}�b�S�f�²�ó�†�ö�¢�M�•�S�u�_�²0[�^�_���c�
 ���Ü�Þ�î�I�€�S�Ó�µ�­�î�ª�b�Ó�µ�­�î�ª  �Ê�µ�²�î��
>&P.13-18>' �†�g!·�K�Z�C�T�I�8��

• 
–�b�¥4Š3æ�™*…�b IP �”�»�Þ�«�†1‘�9�M�•�•�«�±�Ò�r�S�c  Received �Ê�µ�²�î�†�Q#Ý�M�•�?�]�:�?�†
0¿���K�r�M��

• �•�«�±�Ò  �Ê�µ�²�î�†�Q#Ý�M�•���œ>8  

– �Ü�Þ�î�I�€�S�Ó�µ�­�î�ª�b$Î�™
–  IP �”�»�Þ�«�†�(8®�M�•�G&��^�Ê�µ�²�î�†0¿���K�r�M��

– �›  MX�
 MTA �
�r�S�c
–�b�¥4Š3æ�™
–�_�K)F�K�Z�8�•�Ú�b�Ð�©�å�c�
�w�™�Ó�µ�­�î�ª�_
–�b
�¥4Š3æ�™*…�b�Ê�µ�²�î�¡�\  IP �”�»�Þ�«�†3ã�•�M�•�_�c�
�Q�b�Ð�©�å�†0¿���K�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ %T�™�Ü�Þ�î>&Incoming Relays>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ü�Þ�î�b3ã�•>& Add Relay>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �G�b�Ü�Þ�î�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 MTA�
 MX �
�r�S�c�Ü�Þ�î%T�™�Ó�µ�­�î�ª�_  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�K)F�K�Z�8�•
�Ú�b�Ð�©�å�b  IP �”�»�Þ�«�†
°�Š�K�r�M��

IPv4 �r�S�c  IPv6 �”�»�Þ�«�
�† =  CIDR �g�'�
�r�S�c  IP �”�»�Þ�«(
�V�†�Q#Ý�[�A�r�M���S�\�<�d�
7Á
�Ê�Ó�î�Ý�†�w�™�M�•0
�X�b  MTA �†�¿�µ�º�á�î�¡�b�š�µ�ª�_4Ä*(�K�Z�8�•���œ�_�
�M�m�Z�b  MTA �†�µ
�t  IP �”�»�Þ�«�b(
�V�
�S�\�<�d  10.2.3.1/8 �x  10.2.3.1-10 �†
°�Š�M�•���œ�@�6�~�r�M��

IPv6 �”�»�Þ�«�b���œ�
 AsyncOS �c���b�g�'�†�§�Ï�î�º�K�r�M��

• 2620:101:2004:4202::0-2620:101:2004:4202::ff

• 2620:101:2004:4202::

• 2620:101:2004:4202::23

• 2620:101:2004:4202::/64

�«�¸�µ�É 5 
–�b�¥4Š3æ�™*…�b IP �”�»�Þ�«�†1‘�9�M�•�Ê�µ�²�î�†�æ���K�r�M��

�Ê�µ�²�î�†
°�Š�M�•���œ�_�
�Ž�•�b�¥�ß�å�†
°�Š�M�•�²0[�c�6�~�r�O�‡��

a. �Ê�µ�²�î  �±�–�É�b4E�¥>8 

�•�«�±�Ò  �Ê�µ�²�î>&�N�á>'�r�S�c  Received �Ê�µ�²�î�†4E�¥�K�r�M��

b. �•�«�±�Ò  �Ê�µ�²�î�b���œ>8  

�Ü�Þ�î�I�€�S�Ó�µ�­�î�ª�_3ã�•�M�•�Ü�Þ�î  �Ð�©�å�†0¿���K�S�Ê�µ�²�î�¡�†
°�Š�K�r�M��

���_�[�†&g�K�r�M��

SenderIP 

�r�S�c  

X-CustomHeader 

c. Received �Ê�µ�²�î�b���œ>8  

IP �”�»�Þ�«�b�S�_4Ä*(�I�€�•�e�Ð�r�S�c�e�Ð�4�†
°�Š�K�r�M�� IP �”�»�Þ�«�†1*���M�•�Í�µ�É�X�†

°�Š�K�r�M��

�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��
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'¨  13 'v       �”�å�³�«�Ã�Ò
  %T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b IP �”�»�Þ�«�b�ô��
���b�8��  
���†/œ�:�G�\�†�è0¦�K�r�M��

• DHAP �b!“�D7H�b�Ó�µ�­�î�ª�@�6�•�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†3æ�™*…�¢�Ý�î�É�_�Ü�Þ�î�M�•�Ð�©�å
�†3ã�•�K�r�M��1��Â�_�X�8�Z�c�
 ��%T�™�Ü�Þ�î�>�|�g�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F�� >&P.13-21>'
�†�g!·�K�Z�C�T�I�8��

• �º�Û�µ�Ÿ�å�¢�>�|�g�º�Û�È�Ý�©�×�î�¸�•�å�¢�†���Æ�_�M�•�_�c�
�Q#Ý�I�€�•�Ê�µ�²�î�†&g�M�|�:�_
�”�É�Û�–�”�å�«�b�ß� �å�¢�†0¿���K�r�M��  ���Q#Ý�M�•�Ê�µ�²�î�†�æ���M�•�ß�¢�b0¿���� >&P.13-23>' 
�†�g!·�K�Z�C�T�I�8��

6õ4�8o%  
• ���Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”�å�«�b0¿���‰�2�� >&P.13-2>'

�Ü�Þ�î�I�€�S�Ó�µ�­�î�ª�b�Ó�µ�­�î�ª  �Ê�µ�²�î  

�Ü�Þ�î�I�€�S�Ó�µ�­�î�ª�b
–�b3æ�™*…�b1‘�9�_�Ê�µ�²�î�b�±�–�É�@���b�8�N�€�?�†�Q#Ý�M�•�|�:�_�”�É
�Û�–�”�å�«�†0¿���K�r�M :

• ���•�«�±�Ò  �Ê�µ�²�î�� >&P.13-18>'

• �� Received �Ê�µ�²�î�� >&P.13-19>'

�•�«�±�Ò  �Ê�µ�²�î  

�•�«�±�Ò  �Ê�µ�²�î�†�Q#Ý�K�Z
–�b3æ�™*…�†1‘�9�M�•�N�á�I�€�•�‰�2�[�M��
–�b3æ�™*…�_�K)F�M�•�Ð�©
�å�[�c�
�G�b�•�«�±�Ò  �Ê�µ�²�î�†3ã�•�M�•�²0[�@�6�~�r�M���G�b�Ê�µ�²�î�b�Í�c�
�¥4Š�b3æ�™�Ð�©�å
�b  IP �”�»�Þ�«�_�^�•�G�\�@�£�‡�I�€�r�M�����b�[�†�g*ƒ�_�K�Z�C�T�I�8��

SenderIP: 7.8.9.1

X-CustomHeader: 7.8.9.1

�ß�î�•�Ý  MX/MTA �[�Y���Í�µ�É�X�b�Ó�î�Ý�†�w�™�M�•���œ�c�
�•�«�±�Ò  �Ê�µ�²�î�†��
°�M�•�G�\�@�

%T�™�Ü�Þ�î�µ+��†�–�¿�î�È�Ý�_�M�•�O�M�b�‰�2�[�M���S�\�<�d�
 �W 13-6 �[�c�
�Ã�«  C �\�Ã�«  D �b�g�‰
�@ IP �”�»�Þ�«  10.2.3.5 �r�[+³�•�M�‰�[�
�Ã�«  C �c  2 �Í�µ�É�
�Ã�«  D �c  1 �Í�µ�É�[�M���G�b"g�#�[�c�

�Í�µ�É�X�@$��^�•���œ�@�6�•�S�u�
�•�«�±�Ò  �Ê�µ�²�î�†�Q#Ý�K�Z�
%T�™�Ü�Þ�î�@�G�K�C0¿���I�€�•�|
�:�_�M�•�²0[�@�6�~�r�M��
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  %T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b IP �”�»�Þ�«�b�ô��
�W 13-6 MX/MTA �_�|�•�Ó�î�Ý  �Ü�Þ�î>8�Y���Í�µ�É�X

6õ4�8o%  
• ��%T�™�Ü�Þ�î�b3ã�•�� >&P.13-16>'

Received �Ê�µ�²�î

MX/MTA �†0¿���M�•���œ�
3æ�™  IP �”�»�Þ�«�†�µ�t�•�«�±�Ò  �Ê�µ�²�î�b)��s3¸�s�c4E�¥*å�_�^�~�r�O
�‡��%T�™�Ü�Þ�î�µ+��c�
�Ó�µ�­�î�ª�b�� Received:���Ê�µ�²�î�†1*���M�•�G�\�_�|�W�Z3æ�™  IP �”�»�Þ�«
�b�8�9�†0è/œ�M�•�|�:�_0¿���[�A�r�M�� �� Received:���Ê�µ�²�î�†�Q#Ý�M�•�‰�2�c�
�¿�µ�º�á�î�¡  �Í�µ
�É�X�@�–�_�M���[�6�•  IP �”�»�Þ�«�b���œ�_7H�~�µ+��K�r�M���X�r�~�
�q�6�b�Í�µ�É�_�6�•�Ð�©�å

>&�W 13-5 �b  10.2.3.5>'�c�
�¿�µ�º�á�î�¡�b�š�µ�ª�?�}�b�Í�µ�É�X�@�–�_'¼�K�8�²0[�@�6�~�r�M�� Cisco 
�”�É�Û�–�”�å�«�_�K)F�K�Z�8�•�Ð�©�å�r�[�b%T�™�Ó�î�Ý�b�Ã�«�@$��^�•�•+��ö�@�6�•���œ>&�K�S�@�W
�Z�
 �W 13-6 �[&g�K�S�|�:�_�
�Í�µ�É�X�@$��^�•���œ>'�c�
�•�«�±�Ò  �Ê�µ�²�î�†�Q#Ý�M�•�²0[�@�6�~�r
�M>&���•�«�±�Ò  �Ê�µ�²�î�� >&P.13-18>' �†�g!·>' ��

0Ž�Ò�P1ß�e�Ð�r�S�c�e�Ð�4�>�|�g3ë/œ�K�Z�è(ô�M�•�¿�µ�º�á�î�¡  �Í�µ�É�X>&�r�S�c  Received: �Ê�µ
�²�î�X>'�†�æ���K�r�M���Í�µ�É�c�
�ö�•$×�_�
�Ó�µ�­�î�ª�@�Ð�©�å6ë�[3?3æ�I�€�•�G�\�†�æ�K�r�M

>&Cisco �”�É�Û�–�”�å�«�_�|�•�w�™�c�Í�µ�É�\�K�Z�•�˜�å�º�I�€�r�O�‡��0ò(ý�_�X�8�Z�c�
 ���Q#Ý�M�•
�Ê�µ�²�î�†�æ���M�•�ß�¢�b0¿���� >&P.13-23>' �†�g!·�K�Z�C�T�I�8>' �� AsyncOS �c�
�æ���I�€�S�Í�µ�É�X
�_�P�Â�M�•  Received: �Ê�µ�²�î
Æ�b0Ž�Ò�P1ß�e�Ð�r�S�c�e�Ð�4�b�q�6�b�œ�•�Þ�å�«�_)F�C�q�6�b  IP �”
�»�Þ�«�†�g!·�K�r�M���S�\�<�d�
 2 �Í�µ�É�†�æ���K�S���œ�c�
 Cisco �”�É�Û�–�”�å�«�?�}3ë/œ�K�Z  2 �X
�u�b  Received: �Ê�µ�²�î�@0Ž�Ò�I�€�r�M��0Ž�Ò�P1ß�e�Ð�v�w� �^  IP �”�»�Þ�«�v0b�X�?�}�^�8���œ�

Cisco �”�É�Û�–�”�å�«�c�K)F�Ð�©�å�b��7•�b  IP �”�»�Þ�«�†�Q#Ý�K�r�M��

���b�[�b�Ó�î�Ý  �Ê�µ�²�î�b���œ�
�e0…�•�µ�¥>& [ >'�\  2 �Í�µ�É�†�æ���K�S���œ�c�
�¥4Š�Ð�©�å�b  IP �”
�»�Þ�«�c  7.8.9.1 �[�M���S�T�K�
�‘�•�µ�¥>& ) >'�>�|�g0Ž�P1ß�e�Ð�†�æ���K�S���œ�c�
�w� �^  IP �”�»�Þ
�«�@0b�X�?�~�r�O�‡���G�b���œ�
%T�™�Ü�Þ�î�µ+��c�¹�•�­�î�È�Ý�[�6�•�\0b�^�I�€�
�K)F
–�Ð�©�å�b  
IP>&10.2.3.5>'�@�Q#Ý�I�€�r�M��

�W 13-5 �b�[�_�>�E�•%T�™�Ü�Þ�î�c���b�\�>�~�[�M��

Cisco IronPort 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�Ç�“�–�”�˜�›�î�Ý

MX

3æ�™
�Ð�©�å

IP: 7.8.9.1

IP: 10.2.3.4

IP: 10.2.3.6

MTA

IP: 10.2.3.5

�Í�µ�É  2 

�Í�µ�É  1 

C

D
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  %T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b IP �”�»�Þ�«�b�ô��
• �Ã�«  A>810.2.3.5>&Received �Ê�µ�²�î�†�Q#Ý�K�Z  2 �Í�µ�É>'�>�|�g

• �Ã�«  B>810.2.6.1>&Received �Ê�µ�²�î�†�Q#Ý�K�Z  2 �Í�µ�É>'

/² 13-1 �_�
 �W 13-5 � �]�
 Cisco �”�É�Û�–�”�å�«�r�[0
�X�b&ã�·�Í�µ�É�X�†�â�X�Ó�µ�­�î�ª�b7Á�Ê�Ó�î
�Ý �Ê�µ�²�î�b�[�†&g�K�r�M���G�b�[�c�
�w�™*…�b�w�™'ý�_�?%T�K�S�Ó�µ�­�î�ª�[/²&g�I�€�•�
�¥4Š�?
�}�b�Ê�µ�²�î>& Cisco �”�É�Û�–�”�å�«�[�c!“0i>'�†&g�K�r�M���æ���M�•�Í�µ�É�X�c  2 �_�^�~�r�M��
/² 13-2 �_�
�¥4Š�Ê�µ�²�î�†7V�8�Z�
� �L7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b�Ê�µ�²�î�†&g�K�r�M��

/² 13-1 �_�X�8�Z�b�@�–�¦8o�c�
���b�\�>�~�[�M��

• Cisco �”�É�Û�–�”�å�«�[�c�
�G�€�}�b�Ê�µ�²�î�†!“0i�K�r�M��

• Cisco �”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�†�w�™�K�r�M>&�Í�µ�É�\�K�Z�•�˜�å�º�I�€�^�8>' ��

• �q�6�b�Í�µ�É>&%T�™�Ü�Þ�î>' ��

• '¨  2 �Í�µ�É���G�€�c�
3æ�™  MTA �[�M���ì�•  IP �”�»�Þ�«�c  7.8.9.1 �[�M��

• Cisco �”�É�Û�–�”�å�«�[�c�
�G�€�}�b  Microsoft Exchange �Ê�µ�²�î�†!“0i�K�r�M��

/² 13-1 �M4��b  Received: �Ê�µ�²�î>&�Ã�«  A �[  1>'

1 Microsoft Mail Internet Headers Version 2.0

Received: from smemail.rand.org ([10.2.2.7]) by smmail5.customerdoamin.org with 
Microsoft SMTPSVC(5.0.2195.6713); 

Received: from ironport.customerdomain.org ([10.2.3.6]) by 
smemail.customerdoamin.org with Microsoft SMTPSVC(5.0.2195.6713); 

2 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.org 
with ESMTP; 21 Sep 2005 13:46:07 -0700

3 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by 
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWu1008155 for 
<joefoo@customerdomain.org>

4 Received: from sending-machine.spamham.com (sending-machine.spamham.com [ 7.8.9.1]) 
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for 

<joefoo@customerdomain.org>

5 Received: from linux1.thespammer.com (HELO linux1.thespammer.com) ([10.1.1.89]) 
by sending-machine.spamham.com with ESMTP; 

Received: from exchange1.thespammer.com ([10.1.1.111]) by linux1.thespammer.com 
with Microsoft SMTPSVC(6.0.3790.1830);

Subject: Would like a bigger paycheck?

Date: Wed, 21 Sep 2005 13:46:07 -0700

From: "A.Sender" <asend@otherdomain.com>

To: <joefoo@customerdomain.org>

/² 13-2 �M4��b  Received: �Ê�µ�²�î>&�Ã�«  A �[  2>'

1 Received: from mta.customerdomain.org ([10.2.3.5]) by ironport.customerdomain.org 
with ESMTP; 21 Sep 2005 13:46:07 -0700 

2 Received: from mx.customerdomain.org (mx.customerdomain.org) [10.2.3.4]) by 
mta.customerdomain.org (8.12.11/8.12.11) with ESMTP id j8LKkWu1008155 for 
<joefoo@customerdomain.org>;

3 Received: from sending-machine.spamham.com (sending-machine.spamham.com [ 7.8.9.1]) 
by mx.customerdomain.org (Postfix) with ESMTP id 4F3DA15AC22 for 

<joefoo@customerdomain.org>;
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  %T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b IP �”�»�Þ�«�b�ô��
�W 13-7 �_�
 GUI �b  [ �Ü�Þ�î�b3ã�•>& Add Relay>' ] �Ì�î�ª�[0¿���I�€�S�Ã�«  A �b%T�™�Ü�Þ�î�†&g�K�r
�M��

�W 13-7 Received �Ê�µ�²�î�Ü�A�[0¿���I�€�S%T�™�Ü�Þ�î  

6õ4�8o%  
• ��%T�™�Ü�Þ�î�b3ã�•�� >&P.13-16>'

%T�™�Ü�Þ�î�@�µ+��_�]�b�|�:�_�s8j�M�•�?  
• ��%T�™�Ü�Þ�î�\�Ç�•�Ý�±�� >&P.13-21>' 

• ��%T�™�Ü�Þ�î�
 HAT�
 SBRS �>�|�g3æ�™*…�¢�Ý�î�É�� >&P.13-21>' 

• ��%T�™�Ü�Þ�î�>�|�g�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F�� >&P.13-21>' 

• ��%T�™�Ü�Þ�î�>�|�g�º�Þ�î�«�� >&P.13-22>' 

• ��%T�™�Ü�Þ�î�\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±>&�Þ�Ï�î�º>' ��>&P.13-22>' 

• ��%T�™�Ü�Þ�î�>�|�g�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�� >&P.13-22>' 

• ��%T�™�Ü�Þ�î�\�ß� �å�¢�� >&P.13-22>' 

%T�™�Ü�Þ�î�\�Ç�•�Ý�±

%T�™�Ü�Þ�î�µ+��[�c�
 SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�_6õ4��M�•�I�r�J�r�^�Ç�•�Ý�±  �Ý�î�Ý
>&reputation �
 no-reputation >'�_�G�K�8  SenderBase �Þ�Æ�×�¸�?�©�Ù�å  �«�¥�”�†�f�j�K�r�M��

%T�™�Ü�Þ�î�
 HAT�
 SBRS �>�|�g3æ�™*…�¢�Ý�î�É

HAT �Ï�Ü�©�î  �¢�Ý�î�É�c�
%T�™�Ü�Þ�î�?�}�b�_���c#'�~�c�Q#Ý�K�Z�8�r�O�‡���S�T�K�
%T�™�Ü�Þ�î�µ
+��[�c  SenderBase �Þ�Æ�×�¸�?�©�Ù�å  �«�¥�”�†�f�j�M�•�S�u�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�>�|�g  
$reputation  �š�X�_�|�W�Z  HAT �Ï�Ü�©�î  �¢�Ý�î�É�µ+��†�©�Ñ�×�Þ�î�º�[�A�r�M��

%T�™�Ü�Þ�î�>�|�g�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F

�Ü�Ô�î�º  �Í�«�º�@�
�¿�µ�º�á�î�¡�V�[%T�™�Ü�Þ�î�\�K�Z�Q�ƒ�€�Z�8�•  MX �r�S�c  MTA �_�Ó�µ�­�î�ª
�†3æ�•�G�\�[�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F�†0è�s�•���œ�
�”�É�Û�–�”�å�«�c�
�¹�•�Þ�¡�º�Ü  �Á�î
�Ë�«�º�7�Á75�F>& DHAP>'�@�–�¿�î�È�Ý�_0¿���I�€�S�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�â�X3æ�™*…�¢�Ý�?�É�_
�Ü�Þ�î�@�m�~�\�Z�}�€�Z�8�•�\�
�Q�b%T�™�Ü�Þ�î�?�}�b�K)F�†�»�ß�µ�É�K�r�M���G�€�c�
�Ü�Þ�î�?�}�M
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  %T�™�Ü�Þ�î�S�B�_�>�E�•3æ�™*…�b IP �”�»�Þ�«�b�ô��
�m�Z�b�Ó�µ�­�î�ª�@�
�G0d�b�Ó�µ�­�î�ª�v�µ�u7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K)F�I�€�^
�8�|�:75�F�K�r�M���”�É�Û�–�”�å�«�c�Ü�Ô�î�º  �Í�«�º�@�7�Á*…�[�6�•�\1�1‘�[�A�N�
%T�™�Ü�Þ�î�\�K
�Z�µ+��M�•  MX �r�S�c  MTA �c�7�Á
–�Í�«�º�?�}�Ó�î�Ý�†�w�™�K)F�E�r�M���G�b�e8Ÿ�†�G4J�K�Z�
%T�™
�Ü�Þ�î�?�}�Ó�µ�­�î�ª�†�w�™�K)F�E�•�S�u�_  DHAP �b!“�D7H�b�Ó�µ�­�î�ª�@�6�•�Ó�î�Ý  �Ç�ß�î  �Ï�Ü
�©�î�†3æ�™*…�¢�Ý�î�É�_�Ü�Þ�î�†3ã�•�K�r�M��

%T�™�Ü�Þ�î�>�|�g�º�Þ�î�«

�º�Þ�î�«�c�
3æ�™
–  IP �”�»�Þ�«�b�Þ�Æ�×�¸�?�©�Ù�å  �«�¥�”�b�æ�ƒ�~�_�
)��Ý�b%T�™�Ü�Þ�î
�  
SenderBase �Þ�Æ�×�¸�?�©�Ù�å  �«�¥�”�†3É�K�r�M��

%T�™�Ü�Þ�î�\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±>&�Þ�Ï�î�º>'  

%T�™�Ü�Þ�î�†�Q#Ý�M�•���œ  

• 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Þ�Ï�î�º�_�c�¥4Š  IP �>�|�g  MX/MTA �b�g�‰�b�¹�î�±�@�µ�r�€�r
�M���S�\�<�d�
�¥4Š�Ð�©�å>& IP 7.8.9.1>'�?�}
Æ4Š  MX/MTA >&IP 10.2.3.4>'�†�Ó�K�Z  5 3û�b7Á�Ê
�Ó�î�Ý�@3æ�™�I�€�S���œ�
 [ �Ó�î�Ý  �Ç�ß�î  �§�Ð�Ü�î>& Mail Flow Summary>' ] �_�c�
 IP 7.8.9.1 �?�}
�b  5 �¶�b�Ó�µ�­�î�ª�_�•�<�Z�

Æ4Š�Ü�Þ�î  MX/MTA >&IP 10.2.3.5>'�?�}�b  5 �¶�b�Ó�µ�­�î�ª�@/²
&g�I�€�r�M��

• SenderBase �Þ�Æ�×�¸�?�©�Ù�å  �«�¥�”�c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Þ�Ï�î�º�[�G�K�C���Ì�I
�€�r�O�‡��3æ�™*…�¢�Ý�î�É�@�G�K�C0Ž�ô�I�€�^�8���œ�v�6�~�r�M��

%T�™�Ü�Þ�î�>�|�g�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢

%T�™�Ü�Þ�î�†�Q#Ý�M�•�\�
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b0ò(ý�Ì�î�ª�_�

–�b�¥4Š3æ�™*…�b  IP �”�»�Þ�«�>
�|�g�Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�b�æ�ƒ�~�_�
�Ó�µ�­�î�ª�b�Ü�Þ�î�b  IP �”�»�Þ�«�>�|�g�Ü�Þ�î
�  
SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�@/²&g�I�€�r�M��

%T�™�Ü�Þ�î�\�ß� �å�¢  

���b�ß�¢�b�[�[�
3æ�™*…�b  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�c�
�\�6  1 /œ% �_&g�I�€�r�M���Q�b
�‹�
%T�™�Ü�Þ�î�b��#.�@/œ�ƒ�€�Z�
�G�K�8  SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�@  5 /œ% �_&g�I�€�r
�M�� 

1 Fri Apr 28 17:07:29 2006 Info: ICID 210158 ACCEPT SG UNKNOWNLIST match 
nx.domain  SBRS rfc1918

2 Fri Apr 28 17:07:29 2006 Info: Start MID 201434 ICID 210158

3 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 From: <joe@sender.com>

4 Fri Apr 28 17:07:29 2006 Info: MID 201434 ICID 210158 RID 0 To: <mary@example.com>

5 Fri Apr 28 17:07:29 2006 Info: MID 201434 IncomingRelay(senderdotcom): Header 
Received found, IP 192.192.108.1 being used, SBRS 6.8

6 Fri Apr 28 17:07:29 2006 Info: MID 201434 Message-ID 
'<7.0.1.0.2.20060428170643.0451be40@sender.com>'

7 Fri Apr 28 17:07:29 2006 Info: MID 201434 Subject 'That report...'

8 Fri Apr 28 17:07:29 2006 Info: MID 201434 ready 2367 bytes from <joe@sender.com>

9 Fri Apr 28 17:07:29 2006 Info: MID 201434 matched all recipients for per-recipient policy 
DEFAULT in the inbound table
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  �Ô�½�±�Ü�å�¢  �Ý�î�Ý�b�”�µ�É�¹�î�º
%T�™�Ü�Þ�î�\�Ó�î�Ý  �ß�¢  

���b�[�c�
%T�™�Ü�Þ�î�_���†�µ�t�
�M+á$×�^�ß�¢  �š�å�º�Ü�†&g�K�r�M��

�Q#Ý�M�•�Ê�µ�²�î�†�æ���M�•�ß�¢�b0¿��  
Cisco �”�É�Û�–�”�å�«�[�c�
�Ó�µ�­�î�ª�@�w�™�I�€�S�ì!l�[�Ñ�~�K�Z�8�S�Ê�µ�²�î�T�E�†�è���K�r�M��
�K�S�@�W�Z�
�ß�î�•�Ý�[3ã�•�I�€�•3ã�•�b�Ê�µ�²�î>& Microsoft Exchange �b�Ê�µ�²�î�^�]>'�x�
 Cisco 
�”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�†�w�™�M�•�\�A�_3ã�•�M�•3ã�•�b�Ê�µ�²�î�c�
��#.�I�€�r�O�‡���Q#Ý�I�€
�•�Ê�µ�²�î�†"I���M�•�‰�2�b  1 �X�c�
�Q#Ý�M�•�Ê�µ�²�î�†  AsyncOS �ß� �å�¢�_�µ�u�•�|�:0¿���M�•�G
�\�[�M��

�Ê�µ�²�î�b�ß� �å�¢0¿���†0¿���M�•�_�c�
 ���ß� �å�¢�_�P�M�•�¢�ß�î�Â�Ý0¿���� >&P.34-41>' �†�g!·�K�Z
�C�T�I�8��

�Ô�½�±�Ü�å�¢  �Ý�î�Ý�b�”�µ�É�¹�î�º
�Q#Ý0Á1Y�Î(Ù�_� �–�M�•�\�
 �q�‚�b  Cisco Anti-Spam �>�|�g  Cisco Intelligent Multi-Scan �Ý�î�Ý�b�”�µ
�É�¹�î�º�†&�1��[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [IronPort Anti-Spam] �†4E�¥�K�r�M��

�r�S�c

�«�¸�µ�É 2 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [IronPort Multi-Scan] �†4E�¥�K�r�M��

�«�¸�µ�É 3 �Ý�î�Ý�b  [ �Ý�î�Ý�b�f�‚>& Rule Updates>' ] �­�¡�©�Ù�å�†/²&g�K�
���†/œ�8�r�M��

10 Fri Apr 28 17:07:34 2006 Info: ICID 210158 close

11 Fri Apr 28 17:07:35 2006 Info: MID 201434 using engine: CASE spam negative

12 Fri Apr 28 17:07:35 2006 Info: MID 201434 antivirus negative

13 Fri Apr 28 17:07:35 2006 Info: MID 201434 queued for delivery

Wed Aug 17 11:20:41 2005 Info: MID 58298 IncomingRelay(myrelay): Header Received found, 
IP 192.168.230.120 being used

% $× 3ã�•�_��  

�›�¥�å�Ï�î�¿�å�º�b�q�‚�b�f�‚�_�X�8�Z�g!· �”�µ�É�¹�î�º�@��/œ�I�€�Z�8�^�8�?�
�§�î�Â�@0¿
���I�€�Z�8�^�8���œ�c�
 �� Never Updated���\�8
�:�e�Ð�4�@/²&g�I�€�r�M��

�”�µ�É�¹�î�º�@�Q#Ý�•+��?�]�:�?�†&�1�  —

�”�µ�É�¢�Þ�î�»�@
°�m�•+��^���œ�c�Ý�î�Ý�†�f�‚  [ �Ò�M�D�f�‚>& Update Now>' ] �†�¡�Ü�µ�¡�K�r
�M��
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  �«�Ã�Ò�P'Ç�b�¸�«�º
6õ4�8o%  
• ���§�î�Å�«�b�”�µ�É�¹�î�º�� >&P.29-22>' 

• ���É�ß�Ÿ�©  �§�î�Â�†)�#ä�K�S�”�µ�É�¹�î�º�� >&P.29-22>'

• ���”�µ�É�¢�Þ�î�»�>�|�g�”�µ�É�¹�î�º�†�²�˜�å�ß�î�»�M�•�S�u�b�§�î�Â0¿���� >&P.29-22>'

�«�Ã�Ò�P'Ç�b�¸�«�º

Cisco �«�Ã�Ò�P'Ç�†�¸�«�º�M�•�S�u�b�”�É�Û�–�”�å�«�l�b�Ó�î�Ý�b3æ�™

�c�L�u�•�S�_

• �”�É�Û�–�”�å�«�_�>�E�•  Telnet �b�Q#Ý�‰�2�†#.0Ž�K�r�M�� �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«��
�†�g!·�K�Z�C�T�I�8��

• ���«�Ã�Ò�P'Ç0¿���b�¸�«�º>8 SMTP �b�Q#Ý�[�� >&P.13-25>' �b�[�†&�1��K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 �Ó�î�Ý  �Ï�Ü�©�î�b  Cisco Anti-Spam �†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 2 ���b�Ê�µ�²�î�†�µ�t�¸�«�º7Á�Ê�Ó�î�Ý�†�Q�b�Ó�î�Ý  �Ï�Ü�©�î�_�µ�r�€�Z�8�•�Ø�î�¨�_3æ�™�K�r�M��
X-Advertisement: spam

�”�¡�­�«�[�A�•�”�»�Þ�«�_  Telnet �b   SMTP �¥�Ð�å�»�†�Q#Ý�K�Z�G�b�Ó�µ�­�î�ª�†3æ�™�K�r�M��

�«�¸�µ�É 3 ���_�
�¸�«�º  �”�•�˜�å�º�b�Ó�î�Ý�Î�µ�¡�«�†1*�m�Z�
�Ó�î�Ý  �Ï�Ü�©�î�_0¿���K�S�”�¡�©�Ù�å�_�ö�Y�8
�Z�¸�«�º  �Ó�µ�­�î�ª�@�G�K�C4Ä�™�I�€�S�G�\�†&�1��K�r�M��

���_�[�†&g�K�r�M��

• �ó�¡/œ�@�š�f�I�€�Z�8�•��

% $× �ï�8
Æ��  3ã�•�_��

0¿���†�¸�«�º�K�r�M�� X-advertisement: spam  �Ê�µ�²�î�†�Q
#Ý�K�Z�
0¿���†�¸�«�º�K�r�M��

�¸�«�º�†% $×�\�K�Z�
 Cisco 
Anti-Spam �[�c�
 X-Advertisement: 

spam �\�8�:�g�'�b  X-Header �†�µ�t�M
�m�Z�b�Ó�µ�­�î�ª�†�«�Ã�Ò�[�6�•�\0b
�^�K�r�M��

�G�b�Ê�µ�²�î�†�Ü�E�Z3æ�™�K�S�¸�«�º  �Ó�µ�­�î�ª�_�c�

Cisco Anti-Spam �_�|�W�Z�Ç�Û�¢�@0¿���I�€�
�Ó�î�Ý  �Ï
�Ü�©�î�_�P�K�Z0¿���K�S�”�¡�©�Ù�å>& ���«�Ã�Ò�P'Ç�Ï�Ü
�©�î�b��*O�� >&P.13-8>'>'�@��/œ�I�€�•�G�\�†&�1��[�A�r
�M��

���b�8�N�€�?�†�G�b�Ê�µ�²�î�_�Q#Ý�K�r�M��

• �G�b�Ê�µ�²�î�†�µ�t�¸�«�º  �Ó�µ�­�î�ª�†3æ�™�M�•  
SMTP �¥�Ð�å�»�†�Q#Ý�K�r�M��  �� Cisco �«�Ã�Ò�P'Ç
�†�¸�«�º�M�•�S�u�b�”�É�Û�–�”�å�«�l�b�Ó�î�Ý�b3æ
�™��>&P.13-24>' �†�g!·�K�Z�C�T�I�8��

• trace �¥�Ð�å�»�†�Q#Ý�K�Z�G�b�Ê�µ�²�î�†�µ�u�r�M��  
���¸�«�º  �Ó�µ�­�î�ª�†�Q#Ý�K�S�Ó�î�Ý  �Ç�ß�î�b�¹
�Â�µ�¢>8�º�Þ�î�«�� >&P.36-1>' �†�g!·�K�Z�C�T�I�8��

�«�Ã�Ò�P'Ç�š�å�ª�å�b�w
� �ö�†0Û�o�K�r�M��

�–�å�±�î�¿�µ�º�?�}%$�K�•"@�b�Ó�î�Ý  
�«�º�Ü�î�Ò�†�Q#Ý�K�Z0����†0Û�o�K�r
�M��

�G4J�M�m�A8�� "á$×�^0Û�o�b�”�É�ß�î�³�b�M0t�_�X�8�Z
�c�
 ���«�Ã�Ò�P'Ç�b�ö+��†�¸�«�º�K�^�8�‰�2�� >&P.13-25>'
�†�g!·�K�Z�C�T�I�8��
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  �«�Ã�Ò�P'Ç�b�¸�«�º
• 3ã�•�b�•�«�±�Ò  �Ê�µ�²�î�@3ã�•�I�€�Z�8�•��

• �Ó�µ�­�î�ª�@�æ�p�”�»�Þ�«�_4Ä�™�I�€�S��

• �Ó�µ�­�î�ª�@�»�ß�µ�É�I�€�S��

�«�Ã�Ò�P'Ç0¿���b�¸�«�º>8 SMTP �b�Q#Ý�[

�S�\�<�d�
�Ó�î�Ý  �Ï�Ü�©�î�c�¸�«�º  �”�»�Þ�«�b�Ó�µ�­�î�ª�†�w�™�M�•�|�:�_0¿���I�€�Z�8�•�²0[�@�6
�~�
 HAT �c�¸�«�º�K)F�†0Á�•�M�•�²0[�@�6�~�r�M��

�«�Ã�Ò�P'Ç�b�ö+��†�¸�«�º�K�^�8�‰�2

IronPort Anti-Spam �\  Cisco Intelligent Multi-Scan �b�Ý�î�Ý�c�
 �q$Î�^�«�Ã�Ò�7�Á�†75�D�S�u�_�M�D�_
3ã�•�I�€�
�7�Á�@)
)��M�•�\�M�D�_�‡7H�)�€�_�^�•�S�u�
���b�‰�2�b�8�N�€�?�†�Q#Ý�K�Z�w� �ö�†�¸�«
�º�K�^�8�[�C�T�I�8��  

# telnet IP_address_of_IronPort_Appliance_with_IronPort_Anti-Spam port

220 hostname ESMTP

helo example.com

250 hostname

mail from: <test@example.com>

250 sender <test@example.com> ok

rcpt to: <test@address>

250 recipient <test@address> ok

data

354 go ahead

Subject: Spam Message Test

X-Advertisement: spam

spam test

.

250 Message MID accepted

221 hostname

quit
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  �«�Ã�Ò�P'Ç�b�¸�«�º
• 
Ì3æ�™�I�€�S�?�
3?3æ�I�€�S�Ó�î�Ý�r�S�c�•�µ�º  �”�å�»  �Ì�î�«�º�I�€�S�«�Ã�Ò  �Ó�µ�­�î�ª�_�|�•
0Û�o��

4:�)�^�Ê�µ�²�î�
�K)F  IP�
�©�¢�½�³�Õ�^�]�†�â�S�^�8�Ó�î�Ý�†�Q#Ý�M�•�\�
0Û!l�@�Y�G&��_�^�~
�r�M��

• ��7´�Æ�Ø�b9×�8�«�Ã�Ò���T�E�†�¸�«�º�M�•��

SBRS�
�È�Û�µ�¡�Ü�«�º�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�^�]�†�Q#Ý�K�Z��7´�Æ�Ø�b�*�8�«�Ã�Ò���†�v�~7V�C
�\�

²�/�b�è��"á�@�*�C�^�~�r�M��

• �9�b�«�Ã�Ò�P'Ç�Ë�å�²�î�_�|�W�Z�è���I�€�S�«�Ã�Ò�b
Ì3æ�™

• �è�S�b�Ó�µ�­�î�ª�b�¸�«�º

�«�Ÿ�Õ�å  �š�å�ª�å�c#'�~�b+#�>�_�ö�Y�A�
3¿3ÿ�_�Ý�î�Ý�†3ã�•�K�
�<7V�K�r�M���K�S�@�W�Z�
�‚
�8�Ó�µ�­�î�ª�†�Q#Ý�K�Z�¸�«�º�M�•�\�
�¸�«�º)��Ý�@�Y�G&��_�^�~�r�M��
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�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±

• ���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�+0[�� >&P.14-1>'

• ���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�·�8�� >&P.14-2>'

• ���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�µ+��+0[�� >&P.14-8>'

• ���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b'ö#.>& GUI>'��>&P.14-11>'

• ���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�Ô�½�±�Ü�å�¢�� >&P.14-21>'

• ���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��b�º�Û�È�Ý�©�×�î�¸�•�å�¢�� >&P.14-22>'

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�+0[
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�c�±0d�•�^�˜�–�Ý�«�b�Ñ�S�
�>�|�g�`0d�•�b�Ç�•�µ�©�å�¢0Ö�-�>�|�g�Ð�Ý
�˜�™�”4Ä�x�\�8�W�S�
8��˜�–�Ý�«�ö�b�7�Á�@$Î#Õ�K�S7•�_�¿�µ�º�á�î�¡�†�–1¤�K�r�M���¹�î�±�@�p7Ÿ�I
�€�
�¯�Ç�º�˜�™�”�b�f�‚�@
¶6ä�I�€�•�r�[�‚�S�^�Ñ�S�†�è%±�[�A�^�83û�–�b�”�å�³�Ð�Ý�˜�™�”  �­�Ÿ�×
�Ü�¸�•  �¯�Ç�º�˜�™�”�\�c$��^�~�
�©�«�¥�c�¤���@�Ñ�S�K�S�\�A�_�¹�î�±�†�p7Ÿ�K�
�Ø�î�¨�_�G�€�}�b
�Ó�µ�­�î�ª�@�?4)�M�•�G�\�†75�D�S�u�_�Ü�”�Ý�±�–�Ò�[7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�f
�‚�_���†3æ�™�K�r�M��

�©�«�¥�c%T�™�Ó�µ�­�î�ª�c�
%T�™�Ó�µ�­�î�ª�@�ó
²�r�S�c�”�˜�º�È�Þ�–�¡�b�M4Š�[�6�•�G�\�†�8�•�M�•
�Ý�î�Ý�†6ä$Î�M�•�S�u�_�¢�ß�î�Â�Ý  �º�Û�Ç�•�µ�¡  �Ã�±�î�å�†�Q#Ý�K�r�M���”�˜�º�È�Þ�–�¡�b�M4Š�\�^
�•�•+��ö�@�6�•�Ó�µ�­�î�ª�c�
�©�«�¥�?�}�”�µ�É�¹�î�º�I�€�S�”�˜�º�È�Þ�–�¡�b�_���r�S�c  Sophos �>
�|�g  McAfee �_�|�W�Z$Î/œ�I�€�•�‚�K�8�”�å�³�˜�–�Ý�«��*O�_�ö�Y�8�Z�ó
²�\�8�•�I�€�•�r�[7x7³�I�€
�r�M��

�`0d�•�^8��˜�–�Ý�«�ö�b�7�Á�[�Q#Ý�I�€�•�Ó�µ�­�î�ª�c�
�G�\�_0b�<�•�¥0b�
�w�™*…�_���
�Q�K�Z%·�‡
6ë�T�E�œ�å�Û�–�å�_�Ñ�~�K  Web �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�@%±�}�^�8�Ç�•�µ�©�å�¢�>�|�g�Ð�Ý�˜�™�”  Web 
�§�–�º�†�g!·�M�•�•�«�±�Ò  URL �†�Q#Ý�K�r�M���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�c�Ó�µ�­�î�ª�b
Æ���†�(�Ò
�K�
�G�b'��b8��˜�–�Ý�«�ö�b�7�Á�†�è���M�•�S�u�_  URL �Ü�å�¡�†�è(ô�K�r�M���”�˜�º�È�Þ�–�¡  �Ç�•�Ý
�±�c  Web �­�Ÿ�×�Ü�¸�•  �É�ß�Ÿ�©�_�|�W�Z ¯�~$×�_�47d�^  Web �§�–�º�l�b�º�Û�Ç�•�µ�¡�†�Ü�²�–�Þ�¡�º
�M�•�S�u�_  URL �†�i�A�n�<�
�Ø�î�¨�@�”�¡�­�«�K�|�:�\�K�Z�8�•  Web �§�–�º�@�O�–�@�6�•�?�v�K�€�^
�8�G�\�†1™�Ì�M�•�?�r�S�c  Web �§�–�º�†�ö
²�_�È�ß�µ�¡�K�r�M��
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  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�·�8
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�·�8

�Ó�µ�­�î�ª�b4����
�Ü�²�–�Þ�¡�º�>�|�g�Ÿ�G

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��c�
�˜�–�Ý�«�¤���?�}�Ø�î�¨�†�–1¤�M�•�S�u�_  3 �X�b�S$��†�Q#Ý�K�r�M��

• 4����� �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�c�
�˜�–�Ý�«�¤���b�M4Š�r�S�c8��˜�–�Ý�«�ö�b�7�Á�[�6�•�•+��ö
�b�6�•�Ó�µ�­�î�ª�†7x7³�K�r�M��7x7³�b6ë�
�”�É�Û�–�”�å�«�c�”�µ�É�¹�î�º�I�€�S�”�˜�º�È�Þ�–�¡
�_���†�w�™�K�
�7�Á�b�M4Š�[�6�•�?�]�:�?&�1��M�•�S�u�_�Ó�µ�­�î�ª�†
Ì�«�Ÿ�Õ�å�K�r�M��

• �Ü�²�–�Þ�¡�º�� �Ü�å�¡�I�€�S  Web �§�–�º�b�8�N�€�?�_�”�¡�­�«�K�|�:�\�M�•�\�
 Cisco Web �­
�Ÿ�×�Ü�¸�•  �É�ß�Ÿ�©�_�|�W�Z�w�™*…�†�Ü�²�–�Þ�¡�º�M�•�|�:�_8��˜�–�Ý�«�ö�b�7�Á�b�Ó�µ�­�î�ª

Æ�b URL �†�i�A�n�<�r�M���É�ß�Ÿ�©�c�
 Web �§�–�º�@�r�T�·�8�p�[�6�•���œ�c�
�Q�b  Web �§�–
�º�_�Ð�Ý�˜�™�”�@�µ�r�€�•�•+��ö�@�6�•�G�\�†�Ø�î�¨�_1™�Ì�M�•�«�É�Û�µ�©�×#ì8��†/²&g�K�
 Web 
�§�–�º�@�œ�Ç�Û�–�å�_�^�W�Z�8�•���œ�c�
�š�Û�î  �Ó�µ�­�î�ª�†/²&g�K�r�M�� URL �b�Ü�²�–�Þ�¡�º
�b0ò(ý�_�X�8�Z�c�
 �� URL �b�Ü�²�–�Þ�¡�º�� >&P.14-4>' �†�g!·�K�Z�C�T�I�8��

• �š�f�� 8��˜�–�Ý�«�ö�b+#�>�Ó�µ�­�î�ª�b  URL �i�A�n�<�_�•�<�Z�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�c�Ø�î
�¨�_�Ó�µ�­�î�ª�b
Æ���_�X�8�Z�Ø�î�¨�_1™�Ì�M�•�S�u�_�Ó�µ�­�î�ª�b�ó�¡�†�š�f�K�Z�
�Ó�µ�­�î�ª
�•�e�b�V�_
 2��¦8o�†3ã�•�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª�b�š�f�� >&P.14-5>' �†�g!·�K�Z
�C�T�I�8��

+#�>�•�¸�¦�Ü

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��c�
�Ó�µ�­�î�ª�_�ö�Y�C�”�˜�º�È�Þ�–�¡�b���b  2 �X�b�•�¸�¦�Ü�?�}�b�–
1¤�†�f�j�K�r�M�� �˜�–�Ý�«  �”�˜�º�È�Þ�–�¡ �c�
�ç�Ü�Ç�“�–�Ý�_0b�S�G�\�b�^�8�˜�–�Ý�«�@�µ�r�€�•
�Ó�µ�­�î�ª�[�
 8��˜�–�Ý�«�ö�b+#�> �_�c�
�¥4Š  Web �§�–�º�l�b�Ü�å�¡�†)�#ä�M�•�Ç�•�µ�©�å�¢0è/œ�

0Ö�-�
�>�|�g�Ð�Ý�˜�™�”4Ä�x�@�µ�r�€�r�M��

�¹�Ç�›�Ý�º�[�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��c�
�”�˜�º�È�Þ�–�¡�p�b�•+��ö�@�6�•�˜�–�Ý�«�@�6�•�?�]
�:�?3æ�w�™�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�K�r�M���”�É�Û�–�”�å�«�[�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�M
�•���œ�c�
�˜�–�Ý�«  �”�˜�º�È�Þ�–�¡�_�•�<�Z�
8��˜�–�Ý�«�ö�b+#�>�b�«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�[�A�r
�M��

>&�@>' �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�@8��˜�–�Ý�«�ö�b+#�>�†�«�Ÿ�Õ�å�M�•�S�u�_�
 Cisco Anti-Spam �r�S�c  Cisco 
Intelligent Multi-Scan �«�Ÿ�Õ�å�b�Û�–�­�å�«  �Ÿ�î�@�²0[�[�M��

�˜�–�Ý�«  �”�˜�º�È�Þ�–�¡

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��†�Q#Ý�M�•�G�\�[�
�˜�–�Ý�«  �”�˜�º�È�Þ�–�¡�\�b�A7��_�>�8�Z
ƒ�)�^�«
�±�î�º�†�)�•�G�\�@�[�A�r�M���”�˜�º�È�Þ�–�¡�c�
0b�S�G�\�b�^�8�˜�–�Ý�«�r�S�c�¤�Ñ�b�˜�–�Ý�«�b�š
$��º�†�µ�t�ç�Ü�Ç�“�–�Ý�†�â�X�Ó�µ�­�î�ª�@�É�Û�–�Ë�î�º  �¿�µ�º�á�î�¡�>�|�g�–�å�±�î�¿�µ�º�†)�#ä
�K�Z�M�d�x�C�Ñ�S�M�•�\�A�_$Î#Õ�K�r�M���G�€�}�b�‚�K�8�˜�–�Ý�«�r�S�c�˜�–�Ý�«�b�š$��º�@�–�å�±�î
�¿�µ�º�†�7�Á�K�S���œ�
�q�v�4�µ$×�^�‡6ë�c�˜�–�Ý�«�@�Ü�Ü�î�«�I�€�Z�?�}�”�å�³�˜�–�Ý�«  �Ë�å�²�î
�@�”�µ�É�¹�î�º�K�S�˜�–�Ý�«��*O�†�Ü�Ü�î�«�M�•�r�[�b�‡6ë�[�M���S�\�<�X�ì6ë�[�v�
�¦�S�_3û%±�†�w
�E�•�G�\�c�
�Ð�Ý�˜�™�”�r�S�c�˜�–�Ý�«�b�Ñ�S�†�š�<�•�:�<�[8��–�_5�0[�[�M���˜�–�Ý�«��*O�@�Ü�Ü�î
�«�I�€�•�r�[�b6ë�_�
�‚�K�C$Î0b�I�€�S�˜�–�Ý�«�c�¢�ß�î�Â�Ý�_���Û�K�
7Á�Ê�Ó�î�Ý  �–�å�Ç�Û�«�º�Û
�¡�³�Õ�†�õ�F�_3ã�83¸�t�G�\�@�•+��[�M��
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  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�·�8
�Ç�•�µ�©�å�¢�
�Ð�Ý�˜�™�”4Ä�x�
�>�|�g�Q �b�Ú�b8��˜�–�Ý�«�ö�b+#�>

8��˜�–�Ý�«�ö�b+#�>�†�µ�‡�[�8�•�Ó�µ�­�î�ª�c�
�G0d�b3æ�™
–�?�}�b�Ó�µ�­�î�ª�b�|�:�_0¿0£�I�€�Z�8
�Z�
�¨�C�b���œ�
�a�X�b�w�™*…�_3æ�™�I�€�r�M���G�€�}�b�Ó�µ�­�î�ª�_�c�
�™8—�[�A�•�\0b�O�•�S�u�_
���b  1 �X�r�S�c0
�X�b"I�©�@�6�•���œ�@�6�~�r�M��

• �w�™*…�b4�)!
›�_����

• HTML �¥�å�¸�å�¶�c�
�¯�î�©�Õ�Ý  �¿�µ�º�á�î�¡�>�|�g�œ�å�Û�–�å2
�Ž�^�]�b�G0d�b3æ�™
–�?�}�b
7Á�Ê�Ó�î�Ý�†�•�Ì�M�•�|�:�_0¿0£�I�€�Z�8�r�M��

• �‚�K�8  IP �”�»�Þ�«�†�â�U�
%·�‡6ë�T�E�œ�å�Û�–�å�[�6�•  Web �§�–�º�†�æ�K�Z�8�•  URL���G�€�c
7Á�Ê�Ó�î�Ý�>�|�g  Web �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�_�
�Q�b  Web �§�–�º�@�Y�G�?�]�:�?�8�•�M�•�S�u�b
���(�^�_���@�^�8�G�\�†�–�á�K�r�M��

• URL %·)°�§�î�Å�«�†�æ�K�Z�8�•  URL��

�G�€�}�b"I�©�M�m�Z�_�|�W�Z�
�G�€�}�b�Ó�µ�­�î�ª�†�«�Ã�Ò�\�K�Z�è���M�•�b�@�I�}�_7´�K�C�^�~�r
�M���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��_�|�W�Z�
�G�€�}�b8��˜�–�Ý�«�ö�b+#�>�_�P�M�•�Ð�Ý�³�Þ�–�Ö�b75
/¨�@�f�j�I�€�
�Ø�î�¨�@�Ð�Ý�˜�™�”�†�²�˜�å�ß�î�»�K�S�~�
�¶�Ç�_���†�‚�K�8�Y�B�^  Web �§�–�º�_�f
�j�K�S�~�M�•�G�\�†75�B�r�M��

CASE �c�Ó�µ�­�î�ª
Æ�_  URL �†$Î0b�M�•�\�
�Q�b�Ó�µ�­�î�ª�†�¤�Ñ�b�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�\�š3Q�K
�Z�
�Q�b�Ó�µ�­�î�ª�@�`0d�•�b8��˜�–�Ý�«�ö�b�”�˜�º�È�Þ�–�¡�b�M4Š�?�]�:�?�8�•�K�
���_+#�>�Þ�Ë�Ý
�†�m�~�\�Z�r�M��+#�>�Þ�Ë�Ý�_�Â�L�Z�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�|�~�¨�C�b+#�>
�b�¹�î�±�†7Ÿ�u�}�€�•�r�[�w�™*…�l�b4Ä�™�†4��}�O�
 Web �§�–�º�_�”�¡�­�«�K�|�:�\�M�•�\  Cisco 
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http://tools.cisco.com/security/center/home.x
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 CASE �_�|�~�«�Ÿ�Õ�å�>�|�g�«�¥�”�Ü�å�¢�I�€�r�M>& ���Ý�î�Ý
�b�±�–�É>8�”�²�É�¸�•�È  �Ý�î�Ý�>�|�g�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�� >&P.14-6>' �†�g!·>' ���Ó�µ�­�î�ª  �«�¥�”

/² 14-2 �Ç�›�î�Ý�Â�µ�¡  �Ý�î�Ý�>�|�g+#�>�Þ�Ë�Ý  �«�¥�”

�”�˜�º�È�Þ�–�¡  
�Ý�î�Ý +#�>�Þ�Ë�Ý 1��Â

.zip(exe) 4 �G�b�Ý�î�Ý�c�
 .zip �Ç�“�–�Ý
Æ�b  .exe �Ç�“�–�Ý�b+#�>�Þ�Ë�Ý
�†  4 �_0¿���K�r�M��

.zip(doc) 0 �G�b�Ý�î�Ý�c�
 .zip �Ç�“�–�Ý
Æ�b  .doc �Ç�“�–�Ý�b+#�>�Þ�Ë�Ý
�†  0 �_0¿���K�r�M��

zip(*) 2 �G�b�Ý�î�Ý�c�
�µ�r�€�Z�8�•�Ç�“�–�Ý�b�±�–�É�_6õ�€�^�C�

�M�m�Z�b .zip �Ç�“�–�Ý�b+#�>�Þ�Ë�Ý�†  2 �_0¿���K�r�M��
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'¨  14 'v       �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±
  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�µ+��+0[
�c�Ó�µ�­�î�ª�b+#�>�Þ�Ë�Ý�_�P�Â�K�Z�8�r�M���Ó�µ�­�î�ª�_0ñ�\�M�•�Ý�î�Ý�@�6�W�S���œ�c�
�]�b�Ý�î
�Ý�_�M+´�K�S�?�_�‘�W�Z�
 CASE �c�P�Â�M�•+#�>�Þ�Ë�Ý�†�m�~�\�Z�r�M��6õ4��M�•+#�>�Þ�Ë�Ý�@�Ñ�~�K
�^�8>&�Ó�µ�­�î�ª�_�M+´�M�•�Ý�î�Ý�@�Ñ�~�K�^�8>'���œ�c�
�Ó�µ�­�î�ª�_�c+#�>�Þ�Ë�Ý  0 �@�m�~�\�Z�}
�€�r�M��

�Q�b0£'ì�@�ö�¢�M�•�\�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ó�µ�­�î�ª�b+#�>�Þ�Ë�Ý�@7x7³
�r�S�c�Ó�µ�­�î�ª�š�f�b�K�A�8�Í�è�V�[�6�•�?�]�:�?�†�³�™�µ�¡�K�
�Ó�µ�­�î�ª�†7x7³�M�•�?�Ó�µ�­�î
�ª�b  URL �†�i�A�n�<�r�M��+#�>�Þ�Ë�Ý�@�K�A�8�Í�†�W�G�•���œ�
�Ã�–�É�Û�–�å�b�‹)F�b��#.�@)E)F�I
�€�r�M��

�I�}�_�
 CASE �c�¤�Ñ�b7x7³�I�€�Z�8�•�Ó�µ�­�î�ª�†�q�‚�b�Ý�î�Ý�_!·�}�K�Z
Ì0Û�o�K�
�Ó�µ�­�î�ª�b
�q�‚�b+#�>�Þ�Ë�Ý�†�ô���K�r�M���G�€�_�|�~�
�”�˜�º�È�Þ�–�¡  �Ó�µ�­�î�ª�_�Z�œ�M�•+#�>�Þ�Ë�Ý�†�â
�X�Ó�µ�­�î�ª�b�s�@7x7³�I�€)F�E�
+#�>�\0b�^�I�€�^�C�^�W�S�Ó�µ�­�î�ª�c+¬�·
Ì0Û�o�b�‹�_7x7³�š�Ü
�”�?�}0Ž�:�I�€�r�M��

1 �X�b�”�˜�º�È�Þ�–�¡  �Ó�µ�­�î�ª�[0
�X�b�«�¥�”�@�Ñ�~�M�•���œ>& 1 �X�b�«�¥�”�@�
�6�•�”�²�É�¸�•�È  
�Ý�î�Ý�_�ö�Y�8�S�v�b>&�r�S�c0ñ�\�M�•�”�²�É�¸�•�È  �Ý�î�Ý�@0
�X�6�•���œ�c�Q�b�:�U�b�q�v9×�8�«
�¥�”>'�[�
�9�b�«�¥�”�c�6�•�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�_�ö�Y�8�S�v�b>&�r�S�c0ñ�\�M�•�”�˜�º�È�Þ�–�¡  
�Ý�î�Ý�@0
�X�6�•���œ�c�Q�b�:�U�b�q�v9×�8�«�¥�”>'�[�6�•���œ>'�c�
�–�å�¸�Ü�ª�™�å�º  �”�Ý�¦�Ü�¬
�Ò�†�Q#Ý�K�Z�q)
$×�^+#�>�Þ�Ë�Ý�@�ô���I�€�r�M��

>&�@>' �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��c�
 Cisco �”�É�Û�–�”�å�«�[�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K
�^�C�Z�v�Q#Ý�[�A�r�M���G�b  2 �X�b�­�Ÿ�×�Ü�¸�•  �§�î�Å�«�c�
�>�«�8�†/õ�ö�M�•�|�:�_0¿0£�I�€�Z�8
�r�M�@�
�9���_�·�8�K�Z�8�r�M���S�T�K�
 Cisco �”�É�Û�–�”�å�«�[�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�–�¿�î�È
�Ý�_�K�Z�8�^�8���œ�c�
�”�å�³�˜�–�Ý�«  �Ë�å�²�î�b�”�µ�É�¹�î�º�†�Ô�½�±�Ü�å�¢�K�Z�
�”�˜�º�È�Þ�–
�¡7x7³�š�Ü�”�_�6�•�Ó�µ�­�î�ª�b�M4Š�†�m�·�[7x7³0Ž7V�K�S�~�

Ì0Û�o�K�S�~�M�•�²0[�@�6�~�r�M���”
�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�^�8�[�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�†�Q#Ý�M�•���œ�c�
���b!l�_
�@�–�K�Z�C�T�I�8��

• �”�²�É�¸�•�È  �Ý�î�Ý�c�¹�•�­�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

• �Ó�µ�­�î�ª�c�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�_�‘�W�Z7x7³�I�€�r�M��

• +#�>�Þ�Ë�Ý�@�,�A�W�F�}�€�S�~�
7x7³�ì6ë�b�‡7H�@4#�B�S�~�K�S���œ�c�
�Ó�µ�­�î�ª�c7x7³0Ž7V�I
�€�r�M��

�²�˜�å�«�º�Ü�î�Ò�b�”�å�³�˜�–�Ý�«  �Ë�å�²�î>&�¹�«�¡�º�µ�É�>�|�g�¢�Ý�î�É�˜�™�”>'�c�
7x7³0Ž7V�I
�€�S�Ó�µ�­�î�ª�†���
�M�•���œ�@�6�~�r�M��

>&�@>' �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��@8��˜�–�Ý�«�ö�b+#�>�†�«�Ÿ�Õ�å�M�•�S�u�_�
�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�†
�”�É�Û�–�”�å�«�[�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�·$×7x7³

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��b�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�c�
�Ó�µ�­�î�ª�@+#�>�[�6�•�\&�1��I�€�•
�?�
�Ø�î�¨�_4Ä�™�K�Z�v�ó
²�[�6�•�G�\�@&�1��I�€�•�r�[�
�M�ì$×�_�Ó�µ�­�î�ª�†�–'ö�K�Z�>�C�S�u�b
�–�â8•�æ�[�M�� >&0ò(ý�_�X�8�Z�c�
 ���”�˜�º�È�Þ�–�¡  �Û�–�Ç�§�–�¡�Ý�>�|�g�Ý�î�Ý$Î/œ�� >&P.14-10>' �†
�g!·�K�Z�C�T�I�8>' ��7x7³�I�€�S�Ó�µ�­�î�ª�c�
0
�X�b�‰�2�[�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�?�}0Ž�:�[�A
�r�M���‚�K�8�Ý�î�Ý�@�²�˜�å�ß�î�»�I�€�•�\�
�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�_�6�•�Ó�µ�­�î�ª�c�
 CASE 
�_�|�W�Z0£'ì�I�€�S�N�á
Ì�«�Ÿ�Õ�å6ë7x�_�ö�Y�8�Z
Ì0Û�o�I�€�r�M���f�‚�I�€�S�Ó�µ�­�î�ª�b+#�>�Þ�Ë
�Ý�@7x7³�–�â�b�K�A�8�Í�|�~�v�*�C�^�W�S���œ�
�Ó�µ�­�î�ª�c+¬�·$×�_>&�”�˜�º�È�Þ�–�¡7x7³�b0¿���_
6õ�€�^�C>'7x7³0Ž7V�I�€�•�S�u�
�Ó�µ�­�î�ª�@7x7³�I�€�Z�8�•�ì6ë�†�q�`7H�_�š�<�•�G�\�@�[�A�r�M��
�Ó�µ�­�î�ª�b
Ì0Û�o�p�_�‚�K�8�Ý�î�Ý�@$Î/œ�I�€�S���œ�c�

Ì�«�Ÿ�Õ�å�@6ä���I�€�r�M��
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'¨  14 'v       �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±
  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�µ+��+0[
�˜�–�Ý�«�7�Á�\�K�Z7x7³�I�€�•�Ó�µ�­�î�ª�c�
�‚�K�8�”�å�³�˜�–�Ý�«  �©�¢�½�³�Õ�@�Q#Ý�•+��^���œ�c�

+¬�·$×�_�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�?�}0Ž�:�I�€�•�G�\�c�^�8�S�u�
�@�–�K�Z�C�T�I�8���‚�K�8�Ý�î�Ý
�c�
�‚�K�8�”�å�³�˜�–�Ý�«  �©�¢�½�³�Õ�†�g!·�K�Z�8�•���œ�\�
�g!·�K�Z�8�^�8���œ�@�6�~�r�M���S�T
�K�
�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�_�|�~�Ó�µ�­�î�ª�b+#�>�Þ�Ë�Ý�@0¿���I�€�Z�8�•+#�>�Þ�Ë�Ý�b�K�A�8�Í�|
�~�v�*�8�«�¥�”�_�š�f�I�€�^�87H�~�
�”�å�³�˜�–�Ý�«  �š�å�ª�å�@�”�µ�É�¹�î�º�I�€�S�G�\�_�|�W�Z�

�Ó�µ�­�î�ª�@7x7³0Ž7V�I�€�•�G�\�c�6�~�r�O�‡��

CASE �b�N�á�–�â�‡6ë�@)�4#�K�S���œ�v�
�Ó�µ�­�î�ª�c�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�?�}0Ž�:�I�€�r�M��
CASE �c�
�Ó�µ�­�î�ª�b+#�>�Þ�Ë�Ý�_�ö�Y�8�Z�–�â�‡6ë�†0£'ì�K�r�M���˜�–�Ý�«  �”�˜�º�È�Þ�–�¡�>�|
�g8��˜�–�Ý�«�ö�b+#�>�_�P�K�Z�9���b�q�±�–�â�‡6ë�†��*O�[�A�r�M�� CASE �b�N�á�–�â�‡6ë�@�Q�b+#�>
�±�–�É�b�q�±�–�â�‡6ë�†2x�<�•���œ�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�q�±�–�â�‡6ë�@)�
4#�K�S�ì!l�[�Ó�µ�­�î�ª�†0Ž�:�K�r�M���˜�–�Ý�«�ö�b�Ó�µ�­�î�ª�b�¹�Ç�›�Ý�º�b�q�±7x7³�‡6ë�c  1 �¥�[
�M��8��˜�–�Ý�«�ö�b+#�>�†7x7³�M�•�¹�Ç�›�Ý�º�‡6ë�c  4 �ì6ë�[�M���Ó�µ�­�î�ª�†�
�m�·�[7x7³0Ž7V�[�A
�r�M��

�r�S�
7x7³�š�Ü�”�@�8�W�e�8�[�6�•�\�A�_�
3ã�•�b�Ó�µ�­�î�ª�@��
°�I�€�•�\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�v�Ó�µ�­�î�ª�†0Ž�:�K�r�M>&�G�€�c�œ�î�Â�î�Ç�ß�î�\�ç�d�€�r�M>' ���œ�î�Â�î�Ç
�ß�î�c�
�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�@��5��b  100 % �r�[�Q#Ý�I�€�Z�8�•�\�A�_�
�‚�K�8�Ó�µ�­�î�ª�@
7x7³�š�Ü�”�_3ã�•�I�€�S���œ�b�s$Î#Õ�K�r�M���G�b�\�A�
�Ó�µ�­�î�ª�@7x7³0Ž7V�I�€�•
ƒ
›8p�)�c���b
�\�>�~�[�M��

• �”�²�É�¸�•�È  �Ý�î�Ý�_�|�~7x7³�I�€�S�Ó�µ�­�î�ª>&�q�v�©�C7x7³0Ž7V�I�€�•�|�:�_�«�£�ª�×�î�Ý
0¿���I�€�Z�8�•�v�b�?�}>'

• �”�˜�º�È�Þ�–�¡  �Ý�î�Ý�_�|�~7x7³�I�€�S�Ó�µ�­�î�ª>&�q�v�©�C7x7³0Ž7V�I�€�•�|�:�_�«�£�ª�×�î
�Ý0¿���I�€�Z�8�•�v�b�?�}>'

�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�b�Q#Ý5��@��5��b  100 % �†�W�G�W�S�ì!l�[�
�œ�î�Â�î�Ç�ß�î�c�õ�F�K�r�M��
7x7³�š�Ü�”�b�œ�î�Â�î�Ç�ß�î�b��#.�‰�2�_6õ�M�•0ò(ý�_�X�8�Z�c�
 ��7x7³�š�Ü�”�b�Ó�µ�­�î�ª�–�Ñ�‡6ë��

>&P.27-4>' �>�|�g ��+¬�·$×�_��#.�I�€�S7x7³�Ó�µ�­�î�ª�b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�� >&P.27-5>' �†�g!·�K�Z
�C�T�I�8��

�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�?�}0Ž�:�I�€�S�Ó�µ�­�î�ª�c�
�”�å�³�˜�–�Ý�«�>�|�g�”�å�³�«�Ã�Ò  �š�å�ª
�å�@�Ó�î�Ý  �Ï�Ü�©�î�[�–�¿�î�È�Ý�\�^�W�Z�8�•���œ�
�”�å�³�˜�–�Ý�«�>�|�g�”�å�³�«�Ã�Ò  �š�å�ª�å�_
�|�W�Z
Ì�Ø�«�Ÿ�Õ�å�I�€�r�M���G�b�\�A�_�¤%±�b�˜�–�Ý�«�r�S�c�«�Ã�Ò�\�K�Z�Ð�î�¡�I�€�S���œ�c�
�G
�b�Ó�µ�­�î�ª�c�Ó�î�Ý  �Ï�Ü�©�î0¿���_�‘�W�Z��#.�I�€�r�M>& Virus 7x7³�š�Ü�”�r�S�c  Cisco Spam 7x7³
�š�Ü�”�_7x7³�I�€�•���œ�v�6�~�r�M>' ��0ò(ý�_�X�8�Z�c�
 ���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��\�”�˜�º�È�Þ
�–�¡7x7³�� >&P.14-19>' �†�g!·�K�Z�C�T�I�8��

�G�b�S�u�
�Ó�µ�­�î�ª�b�Û�–�Ç�±�–�Ò�b6ë�_�
�Ó�µ�­�î�ª�c  2 �G7x7³�I�€�•���œ�@�6�•>& 1 �G�c�”�˜�º
�È�Þ�–�¡  �Ç�•�Ý�±�µ+��_�|�~�
�v�:  1 �G�c�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�?�}0Ž�:�I�€�S�\�A>'�\�@�–�K
�Z�>�C�G�\�@5�0[�[�M���›�«�Ÿ�Õ�å>&�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�S�>�|�g�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”
�?�}0Ž�:�I�€�S�\�A>'!·�œ�b)��Ý�
�1�}�?�b�8�•�@�^�I�€�S�Ó�µ�­�î�ª�c�
 2 �G7x7³�I�€�•�G�\�c�6�~
�r�O�‡���r�S�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��_�|�~�
�Ó�µ�­�î�ª�_�P�K�Z�q)
$×�^�”�¡�©�Ù�å�@��/œ
�I�€�•�G�\�c�^�8�G�\�_�v�@�–�K�Z�C�T�I�8���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��c�
 >&�‹)F�b��#.�b�S�u
�_>'�Ó�µ�­�î�ª�†7x7³�M�•�?�
�r�S�c�Ó�µ�­�î�ª�†�Ã�–�É�Û�–�å�b���b�m8p�_&ã�·�K�r�M��

�”�˜�º�È�Þ�–�¡  �Û�–�Ç�§�–�¡�Ý�>�|�g�Ý�î�Ý$Î/œ

�˜�–�Ý�«�b�”�˜�º�È�Þ�–�¡  �Û�–�Ç�§�–�¡�Ý�b8��–�_�6�‡�b�•7u�[�c�
�Ó�µ�­�î�ª�†7x7³�M�•�S�u�_�È
(
�^�Ý�î�Ý�@�¨�C�Q#Ý�I�€�r�M���|�~0ò�K�8�_���@�8�Â�K�Z�8�C�\�
�|�~$×�†) �W�S�Ý�î�Ý�@$Î/œ�I
�€�
7x7³�M�•�P1ß�b��*O�@) �~3¸�r�€�Z�8�A�r�M���‚�K�8�Ý�î�Ý�@$Î/œ�I�€�•�\�
�Q�b�ì!l�[�˜�–�Ý�«  
�Ó�µ�­�î�ª�b�•+��ö�@�6�•�\0b�^�I�€�^�C�^�W�S�Ó�µ�­�î�ª�c�
7x7³0Ž7V�I�€�r�M>&�”�˜�º�È�Þ�–�¡7x
7³�š�Ü�”�_�6�•�Ó�µ�­�î�ª�c�
�‚�K�8�Ý�î�Ý�@$Î/œ�I�€�•�\
Ì�«�Ÿ�Õ�å�I�€�r�M>' ��
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�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b'ö#.>& GUI>'
�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«>& GUI>'�_�ß�¢�–�å�K�
�Ó�½�×�î�b  [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«

>&Security Services>' ] �†4E�¥�K�Z�
 [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>' ] �†�¡�Ü�µ�¡�K�r�M��

/² 14-3 �”�˜�º�È�Þ�–�¡  �Û�–�Ç�§�–�¡�Ý�b�Ý�î�Ý�b�[

�ì6ë �Ý�î�Ý�b'�8® �Ý�î�Ý�b1��Â �”�¡�©�Ù�å

T=0 �”�²�É�¸�•�È  
�Ý�î�Ý>&4#�d�b
�”�˜�º�È�Þ�–�¡
�_�ö�Y�C>'

10 �S�†2x�<�•�Ó�µ�­�î�ª�“�ö
�_�ö�Y�C�
)+�œ�I�€�S�Ý�î�Ý  
�­�µ�º�[�
�Ó�µ�­�î�ª�b
Æ���

�¥�å�¸�Ÿ�«�º�
�>�|�g�S4��†�(
�Ò�K�r�M��

�”�²�É�¸�•�È  �Ý�î�Ý�_�M+´�K�S�Ó�µ
�­�î�ª�c�
+¬�·$×�_7x7³�I�€�r�M��

T=5 �( �”�˜�º�È�Þ�–�¡  
�Ý�î�Ý

.zip>&exe>'�Ç�“�–�Ý�@�µ�r�€
�•�Ó�µ�­�î�ª�†7x7³�K�r�M��

.exe �@�µ�r�€�•  .zip �g�'�b�ç�Ü�Ç�“�–
�Ý�c�M�m�Z7x7³�I�€�r�M��

T=10 �( �”�˜�º�È�Þ�–�¡  
�Ý�î�Ý

50 KB �†2x�<�•  .zip>&exe>'
�Ç�“�–�Ý�@�µ�r�€�•�Ó�µ�­�î�ª
�†7x7³�K�r�M��

50 KB �• 6�b  .zip>&exe>'�Ç�“�–�Ý�@�µ
�r�€�S�Ó�µ�­�î�ª�c�M�m�Z7x7³0Ž7V�I
�€�r�M��

T=20 �( �”�˜�º�È�Þ�–�¡  
�Ý�î�Ý

�Ç�“�–�Ý�¡�_�� Price���@�µ�r
�€�•  50 >|  55 KB �b  .zip>&exe>'
�Ç�“�–�Ý�@�µ�r�€�•�Ó�µ�­�î�ª
�†7x7³�K�r�M��

�G�b�ö =�_�M+´�K�^�8�Ó�µ�­�î�ª�c�M
�m�Z7x7³0Ž7V�I�€�r�M��

T=12 �ì
6ë

�”�˜�º�È�Þ�–�¡  
�Ý�î�Ý

�‚�K�8�©�¢�½�³�Õ�†�Q#Ý�K�Z�«
�Ÿ�Õ�å�K�r�M��

�g�W�Z�8�•�M�m�Z�b�Ó�µ�­�î�ª�†�
�q
�‚�b�”�å�³�˜�–�Ý�«  �©�¢�½�³�Õ�†�Q#Ý
�K�Z�«�Ÿ�Õ�å�K�r�M��
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�W 14-2 [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters >' ] �Ó�–�å�Ì�î�ª

[ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>' ] �Ì�î�ª�_�c�
 [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�+0[
>&Outbreak Filters Overview>' ] �\#'�~�b  [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�Ý�î�Ý>& Outbreak Filter Rules>' ]
>&�Ñ�~�M�•���œ>'�b�Ü�«�º�b  2 �X�b�­�¡�©�Ù�å�@/²&g�I�€�r�M��

�W 14-2 �[�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�c�–�¿�î�È�Ý�
 Adaptive Scanning �c�–�¿�î�È�Ý�
�r�S�q�±�Ó�µ
�­�î�ª  �§�–�¬�c  512 K �_0¿���I�€�Z�8�r�M���G�€�}�b0¿���†�š�f�M�•�_�c�
 [ �¢�ß�î�Â�Ý0¿���†)…7Ÿ

>&Edit Global Settings>' ] �†�¡�Ü�µ�¡�K�r�M���¢�ß�î�Â�Ý0¿���b)…7Ÿ�_6õ�M�•0ò(ý�_�X�8�Z�c�
 ���”�˜�º
�È�Þ�–�¡  �Ç�•�Ý�±�b�¢�ß�î�Â�Ý0¿���b�S�B�� >&P.14-12>' �†�g!·�K�Z�C�T�I�8��

[ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�Ý�î�Ý>& Outbreak Filter Rules>' ] �­�¡�©�Ù�å�_�c�
�›'��¥�å�Ï�î�¿�å�º
>&�Ý�î�Ý+¬�/�T�E�[�^�C�Ý�î�Ý  �š�å�ª�å�v�µ�t>'�b�q�‚�”�µ�É�¹�î�º�b�ì�I�
�¥�Ü�
�>�|�g�Â�î�ª�Ù�å
�b�Ü�«�º�\�
+#�>�Þ�Ë�Ý�\�\�v�_�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �Ý�î�Ý�b�Ü�«�º�@&g�I�€�r�M��

�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�b0ò(ý�_�X�8�Z�c�
 ���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �Ý�î�Ý�� >&P.14-14>' �†�g!·�K�Z�C
�T�I�8��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�¢�ß�î�Â�Ý0¿���b�S�B

�˜�–�Ý�«  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�¢�ß�î�Â�Ý0¿���†0¿���M�•�_�c�
 [ �¢�ß�î�Â�Ý0¿���†)…7Ÿ>& Edit 
Global Settings>' ] �†�¡�Ü�µ�¡�K�r�M��
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�W 14-3 [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�¢�ß�î�Â�Ý0¿��>& Outbreak Filters Global Settings >' ] �Ì�î�ª

�G�b�Ì�î�ª�†�Q#Ý�K�Z�
���b�G�\�†/œ�8�r�M��

• �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�r�M��

• �”�²�É�¸�•�È  �Ý�î�Ý�b�«�Ÿ�Õ�å�†�–�¿�î�È�Ý�_�K�r�M��

• �«�Ÿ�Õ�å�M�•�Ç�“�–�Ý�b�q�±�§�–�¬�†0¿���K�r�M>&�§�–�¬�† �Â�–�º �[
°�Š�M�•�G�\�_�@�–�K�Z�C�T
�I�8>'

• �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�”�Û�î�º�†�–�¿�î�È�Ý�_�M�•�?�]�:�?�†4E�¥�K�r�M��

�”�Û�î�º�>�|�g�”�²�É�¸�•�È  �Ý�î�Ý�c�¹�Ç�›�Ý�º�[�c�–�¿�î�È�Ý�_�^�W�Z�8�^�8�S�u�
�@�–�K�Z�C�T
�I�8���G�b�µ+��c�
 outbreakconfig  CLI �¥�Ð�å�»�?�}�v�Q#Ý�[�A�r�M>& �� Cisco AsyncOS CLI 
Reference Guide���†�g!·>' ���š�f�†�•�<�S�}�
3æ�™�K�Z&����K�r�M��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��b�–�¿�î�È�Ý�ì

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�_�c�
 [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�¢
�ß�î�Â�Ý0¿��>& Outbreak Filters Global Settings>' ] �Ì�î�ª�b  [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�†�w� �_�M�•

>&Enable Outbreak Filters>' ] �b�“�_�6�•�Î�µ�¡�«�†�œ�å�_�K�Z�
 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��
�¦�S�_�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�Û�–�­�å�«�Î(Ù�i�_� �–�K�Z�>�C�²0[�@�6�~�r�M��

�8�W�S�‡�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�K�S�‹�c�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��c�
�›3æ�w�™�Ó�î�Ý  �Ï�Ü
�©�î>&�¹�Ç�›�Ý�º  �Ï�Ü�©�î�v�µ�t>'�_�P�K�Z�¶�9�_�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�[�A�r�M��0ò(ý
�_�X�8�Z�c�
 ���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��\�Ó�î�Ý  �Ï�Ü�©�î�� >&P.14-14>' �†�g!·�K�Z�C�T�I�8��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��c�
�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�@�–�¿�î�È�Ý�_�^�W�Z�8�•�?�]�:�?�_6õ�€�^
�C�
 Context Adaptive Scanning Engine>&CASE>'�†�Q#Ý�K�Z�˜�–�Ý�«�ö�b+#�>�†�è���K�r�M���S�T�K�

8��˜�–�Ý�«�ö�b+#�>�†�«�Ÿ�Õ�å�M�•�S�u�_�
�”�É�Û�–�”�å�«�[  Cisco Anti-Spam �r�S�c  Intelligent 
Multi-Scan �†�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

>&�@>' �©�«�¸�Ò�b�­�µ�º�”�µ�É�p�_�Û�–�­�å�«�_� �–�K�^�?�W�S���œ>& ���m8p  4>8�­�Ÿ�×�Ü�¸�•�� >&P.3-20>' �†
�g!·>'�c�
 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak 
Filters>' ] �Ì�î�ª�[  [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�Z�
�Û�–�­�å�«�Î(Ù�†1��s�
� �–�M�•�²0[�@�6�~�r
�M��

�”�²�É�¸�•�È  �Ý�î�Ý�b�–�¿�î�È�Ý�ì

Adaptive Scanning �c�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�”�²�É�¸�•�È  �Ý�î�Ý�†�–�¿�î�È�Ý�_�K�r�M���Ó�µ
�­�î�ª�b
Æ���_6õ�M�•�˜�–�Ý�«  �©�¢�½�³�Õ�r�S�c�«�Ã�Ò�ö =�@�Q#Ý�[�A�^�8���œ�c�
�M4��b�€�X�r�S
�c"I�ö>&�Ç�“�–�Ý  �§�–�¬�^�]>'�@�Q#Ý�I�€�Z�
�Ó�µ�­�î�ª�@�”�˜�º�È�Þ�–�¡�b�M4Š�[�6�•�•+��ö�@�ô
���I�€�r�M�� Adaptive Scanning �†�–�¿�î�È�Ý�_�M�•�_�c�
 [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�¢�ß�î�Â�Ý0¿
��>& Outbreak Filters Global Settings>'] �Ì�î�ª�b  [ 4:�Â�Ý�î�Ý�†�w� �_�M�•>& Enable Adaptive Rules>'] 
�b�“�_�6�•�Î�µ�¡�«�†�œ�å�_�K�Z�
 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��
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[ �”�Û�î�º  �Ó�î�Ý>& Emailed Alerts>' ] �\�8�:�Û�Ë�Ý�b�Ü�8�S�Î�µ�¡�«�†�œ�å�_�K�Z�
�”�˜�º�È�Þ�–�¡  
�Ç�•�Ý�±�µ+��b�”�Û�î�º�†�–�¿�î�È�Ý�_�K�r�M���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b7Á�Ê�Ó�î�Ý  �”�Û�î�º�b�–
�¿�î�È�Ý�ì�c�
�"�_�”�Û�î�º  �š�å�ª�å�†�–�¿�î�È�Ý�_�K�Z�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�_6õ�M�•�”�Û�î
�º�@3æ�™�I�€�•�|�:�_�M�•�S�u�b�v�b�[�M��3æ�™�I�€�•�”�Û�î�º�>�|�g3æ�™
›�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«
�b�æ���c�
 [ �”�Û�î�º>& Alerts>' ] �Ì�î�ª�b  [ �©�«�¸�Ò'ö#.>& System Administration>' ] �±�È�[0¿���K�r
�M���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�”�Û�î�º�b0¿���_6õ�M�•0ò(ý�_�X�8�Z�c�
 ���”�Û�î�º�
 SNMP �º�Û�µ
�É�
�>�|�g�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�� >&P.14-22>' �†�g!·�K�Z�C�T�I�8��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �Ý�î�Ý

�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�c�
 Cisco Security Intelligence Operations �?�}$Î/œ�I�€�r�M�� Cisco �”�É�Û�–
�”�å�«�c�‚�K�8�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�†  5 �(�H�\�_�³�™�µ�¡�>�|�g�²�˜�å�ß�î�»�K�r�M���G�b�”�µ�É
�¹�î�º6ë7x�†�š�f�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���”�µ�É�¢�Þ�î�»�>�|�g�”�µ�É�¹�î�º�†�²�˜�å�ß�î�»�M
�•�S�u�b�§�î�Â0¿���� >&P.29-22>' �†�g!·�K�Z�C�T�I�8��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �Ý�î�Ý�b'ö#.

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �Ý�î�Ý�c+¬�·$×�_�²�˜�å�ß�î�»�I�€�•�S�u�
�Ø�î�¨�_�|�•'ö#.�c�M�)�²0[�6
�~�r�O�‡��

�S�T�K�
�1�}�?�b#.#ä�[  Cisco �”�É�Û�–�”�å�«�@�M���‡6ë  Cisco �b�”�µ�É�¹�î�º  �§�î�Â�b�‚�K�8�Ý�î
�Ý�_�”�¡�­�«�[�A�^�8���œ�c�
�ß�î�•�Ý�[�Ÿ�Õ�µ�©�×�I�€�Z�8�•�«�¥�”�@�w� �[�^�C�^�W�Z�8�•>&�X�r
�~�
�¤%±�b�˜�–�Ý�«�ö�b�ç�Ü�Ç�“�–�Ý  �±�–�É�@#'�~�[�c�”�å�³�˜�–�Ý�«  �¯�Ç�º�˜�™�”�b�”�µ�É�¹�î�º
�_�µ�r�€�Z�8�•�
�r�S�c�M�[�_+#�>�[�c�^�C�^�W�Z�8�•�
�r�S�c�Q�b�g�‰�b���œ>'�•+��ö�@�6�~�r�M��
�G�b���œ�c�
�G�€�}�b"I�ö�†�â�X�Ó�µ�­�î�ª�†7x7³�K�Z�>�C�²0[�c�6�~�r�O�‡��

[ �Ý�î�Ý�†�Ò�M�D�”�µ�É�¹�î�º>& Update Rules Now>' ] �†�¡�Ü�µ�¡�M�•�G�\�_�|�W�Z�
�©�«�¥�b�”�µ�É
�¹�î�º�§�î�Â�?�}�
�”�µ�É�¹�î�º�I�€�S�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�†�m�·�[�²�˜�å�ß�î�»�[�A�r�M��

>&�@>' [ �Ý�î�Ý�†�Ò�M�D�”�µ�É�¹�î�º>& Update Rules Now>' ] �Î�±�å�c�
�”�É�Û�–�”�å�«�b�¤�Ñ�b�”�˜�º�È�Þ
�–�¡  �Ý�î�Ý�†���Ç�Û�µ�©�×���K�r�O�‡���”�µ�É�¹�î�º�I�€�S�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�†*(�A�n�<�•�T�E
�[�M���©�«�¥�b�”�µ�É�¹�î�º�§�î�Â�_�<#Ý�•+��^�”�µ�É�¹�î�º�@�^�8���œ�
�”�É�Û�–�”�å�«�c�G�b�Î�±
�å�†�¡�Ü�µ�¡�M�•�r�[�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�†�²�˜�å�ß�î�»�K�r�O�‡��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �Ý�î�Ý�b�”�µ�É�¹�î�º

�¹�Ç�›�Ý�º�[�c�
 Cisco �”�É�Û�–�”�å�«�c  5 �(�H�\�_�‚�K�8�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �Ý�î�Ý�b�²�˜�å
�ß�î�»�†0è/œ�K�r�M���G�b6ë7x�c�
 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [ �§�î�Å�«�b�”�µ
�É�¹�î�º>& Service Updates] �Ì�î�ª�[�š�f�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���§�î�Å�«�b�”�µ�É�¹�î�º��

>&P.29-22>' �†�g!·�K�Z�C�T�I�8��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��\�Ó�î�Ý  �Ï�Ü�©�î

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��b0¿���_�c�
�Ó�î�Ý  �Ï�Ü�©�î�H�\�_0¿���[�A�•�v�b�@�6�~�r�M���”�˜�º
�È�Þ�–�¡  �Ç�•�Ý�±�µ+��c�
�”�É�Û�–�”�å�«�[�Ó�î�Ý  �Ï�Ü�©�î�H�\�_�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_
�[�A�r�M���Ó�î�Ý  �Ï�Ü�©�î�H�\�_�
"I���b�Ç�“�–�Ý�Ñ�G�Ê�>�|�g�»�Ó�–�å�†�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±
�µ+��b��#.�?�}7V�¥�[�A�r�M���G�b�µ+��c�
 policyconfig  CLI �¥�Ð�å�»�?�}�v�Q#Ý�[�A�r�M>& �� Cisco 
AsyncOS CLI Reference Guide���†�g!·>' ��
14-14
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  14 'v       �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±
  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b'ö#.>& GUI>'
>&�@>' �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��@8��˜�–�Ý�«�ö�b+#�>�†�«�Ÿ�Õ�å�M�•�S�u�_�
 Cisco Anti-Spam �r�S�c  
Intelligent Multi-Scan �«�Ÿ�Õ�å�†�”�É�Û�–�”�å�«�[�¢�ß�î�Â�Ý�_�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

�W 14-4 �Ó�î�Ý  �Ï�Ü�©�î�b�Ü�«�º

"I���b�Ó�î�Ý  �Ï�Ü�©�î�_�P�M�•�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��b0¿���†�š�f�M�•�_�c�
�š�f�M�•�Ï�Ü
�©�î�b  [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>' ] �4�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�W 14-5 �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±0¿���\�Ó�î�Ý  �Ï�Ü�©�î

"I���b�Ó�î�Ý  �Ï�Ü�©�î�_�P�K�Z�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��†�–�¿�î�È�Ý�_�K�
�•�«�±�Ð�–�¬�M�•�_
�c�
 [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�†�w� �_�M�•>&0¿���†�•�«�±�Ð�–�¬>' >&Enable Outbreak Filtering 
(Customize Settings)>' ] �†4E�¥�K�r�M��
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'¨  14 'v       �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±
  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b'ö#.>& GUI>'
�Ó�î�Ý  �Ï�Ü�©�î�_�P�K�Z���b�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±0¿���†�S�B�[�A�r�M��

• 7x7³+#�>�Þ�Ë�Ý��

• �q�±7x7³�–�â�‡6ë��

• �Â�–�Ã�«�M�•�Ç�“�–�Ý�Ñ�G�Ê�b�±�–�É��

• �Ó�µ�­�î�ª�š�f�b�K�A�8�Í��

• �Ó�µ�­�î�ª�b�ó�¡��

• URL �i�A�n�<��

• +#�>�b
 2��¦8o��

[ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�†�w� �_�M�•>&�¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ï�Ü�©�î0¿���†)E�Ž>' >&Enable Outbreak 
Filtering (Inherit Default mail policy settings)>'] �†4E�¥�K�Z�
�¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ï�Ü�©�î�_�X�8�Z��
*O�I�€�Z�8�•�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±0¿���†�Q#Ý�K�r�M���¹�Ç�›�Ý�º  �Ó�î�Ý  �Ï�Ü�©�î�[�”�˜�º�È�Þ�–
�¡  �Ç�•�Ý�±�µ+��†�–�¿�î�È�Ý�_�K�Z�8�•���œ�c�
�Q�b�Ú�M�m�Z�b�Ó�î�Ý  �Ï�Ü�©�î�c�•�«�±�Ð�–�¬�K�^
�87H�~� �L�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±0¿���†�Q#Ý�K�r�M��

0¿���†�š�f�K�S�}�
�š�f�†&����K�r�M��

7x7³�Þ�Ë�Ý�b�K�A�8�Í�b0¿��

�Ü�«�º�?�}�”�˜�º�È�Þ�–�¡�b+#�>�_�P�M�•  [ 7x7³�M�•+#�>�Þ�Ë�Ý>& Quarantine Threat Level>' ] �b�K�A�8
�Í�†4E�¥�K�r�M���X�Ð�@�`�I�8�o�]7x7³�I�€�•�Ó�µ�­�î�ª�c�¨�C�^�~�
�X�Ð�@�±�A�8�o�]7x7³�I�€�•
�Ó�µ�­�î�ª�c�a�^�C�^�~�r�M���©�«�¥�c�
�¹�Ç�›�Ý�º�Í�b  3 �†�N�á�K�r�M��

0ò(ý�_�X�8�Z�c�
 ��7x7³+#�>�Þ�Ë�Ý�b�K�A�8�Í0¿���ž�–�»�Û�–�å�� >&P.14-7>' �†�g!·�K�Z�C�T�I�8��

�q�±7x7³�–�â

�Ó�µ�­�î�ª�@�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�_�\�]�r�•�q�±�ì6ë�†�ì6ë�"�)�r�S�c�¥�"�)�[�æ���K�r�M���˜
�–�Ý�«�ö�b�ç�Ü�Ç�“�–�Ý�†�µ�t�•+��ö�b�6�•�Ó�µ�­�î�ª�
�>�|�g�Ç�•�µ�©�å�¢�x�Ð�Ý�˜�™�”  �Ü�å�¡�^
�]�Q�b�Ú�b+#�>�†�µ�t�•+��ö�b�6�•�Ó�µ�­�î�ª�_�P�K�Z$��^�•�–�â�‡6ë�†�æ���[�A�r�M���Ï�Ü�©�î�[  [
�Ó�µ�­�î�ª�b�š�f>& Message Modification>' ] �†�–�¿�î�È�Ý�_�K�^�87H�~�
8��˜�–�Ý�«�ö�b+#�>�†7x7³
�[�A�r�O�‡��

CASE �c�
�Ó�µ�­�î�ª�_+#�>�Þ�Ë�Ý�†�m�~�\�Z�•�\�A�_7x7³�–�â�‡6ë�†�N�á�K�Z�8�r�M��7Á�Ê�Ó�î�Ý  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
+#�>�±�–�É�_�P�M�•�q�±7x7³�–�â�‡6ë�†2x�<�^�87H�~�
 CASE �@�N
�á�M�•�ì6ë�b6×�I�b6ë�
7x7³�I�€�•�Ó�µ�­�î�ª�†�–�â�K�r�M��

�Ç�“�–�Ý�Ñ�G�Ê�±�–�É�b�Â�–�Ã�«

"I���b�Ç�“�–�Ý  �±�–�É�†�Â�–�Ã�«�M�•�|�:�_�Ï�Ü�©�î�†�š�f�[�A�r�M���Â�–�Ã�«�I�€�S�Ç�“�–�Ý�Ñ�G
�Ê�c�
 CASE �_�|�•�Ó�µ�­�î�ª�b+#�>�Þ�Ë�Ý�b0£'ì�?�}7V�¥�I�€�r�M���S�T�K�
�ç�Ü�Ç�“�–�Ý�_�P�M�•
�g�~�b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ã�–�É�Û�–�å�b��#.�c/œ�ƒ�€�r�M��

�Ç�“�–�Ý�Ñ�G�Ê�†�Â�–�Ã�«�M�•�_�c�
 [ �ç�Ü�Ç�“�–�Ý�b�«�Ÿ�Õ�å�b�Â�–�Ã�«>& Bypass Attachment 
Scanning>' ] �†�¡�Ü�µ�¡�K�
�Ç�“�–�Ý�Ñ�G�Ê�†4E�¥�r�S�c
°�Š�K�Z�?�}�
 [ �Ñ�G�Ê�†3ã�•>& Add 
Extension>' ] �†�¡�Ü�µ�¡�K�r�M�� AsyncOS �c�
 [ �Â�–�Ã�«�M�•�Ç�“�–�Ý�Ñ�G�Ê>& File Extensions to 
Bypass>' ] �Ü�«�º�_�Ñ�G�Ê�±�–�É�†/²&g�K�r�M��

�Â�–�Ã�«�I�€�•�Ñ�G�Ê�b�Ü�«�º�?�}�Ñ�G�Ê�†�P7V�M�•�_�c�
 [ �Â�–�Ã�«�M�•�Ç�“�–�Ý�Ñ�G�Ê>& File 
Extensions to Bypass>' ] �Ü�«�º�b�Ñ�G�Ê�b�“�b�¦�Ñ'ý�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��
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'¨  14 'v       �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±
  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b'ö#.>& GUI>'
�Ç�“�–�Ý�Ñ�G�Ê�b�Â�–�Ã�«>8�¥�å�¸�¼  �Ç�“�–�Ý�b�±�–�É

�Ç�“�–�Ý�Ñ�G�Ê�†�Â�–�Ã�«�M�•���œ�
�¥�å�¸�¼  �Ç�“�–�Ý
Æ�b�Ç�“�–�Ý>&�S�\�<�d  .zip 
Æ�b .doc �Ç�“�–
�Ý>'�v�Â�–�Ã�«�M�•�Ñ�G�Ê�b�Ü�«�º�_�µ�r�€�Z�8�€�d�
�Â�–�Ã�«�I�€�r�M���S�\�<�d�
�Â�–�Ã�«�M�•�Ñ
�G�Ê�b�Ü�«�º�_  .doc �†3ã�•�K�S���œ�c�
�¥�å�¸�¼  �Ç�“�–�Ý�_�µ�r�€�Z�8�•�v�b�v�µ�u�Z�
�M�m�Z�b  
.doc �Ç�“�–�Ý�@�Â�–�Ã�«�I�€�r�M��

�Ó�µ�­�î�ª�š�f

�”�É�Û�–�”�å�«�@�Ç�•�µ�©�å�¢�b0è/œ�r�S�c�Ð�Ý�˜�™�”  Web �§�–�º�l�b�Ü�å�¡�^�]8��˜�–�Ý�«�ö�b+#
�>�b�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•���œ�c�
 [ �Ó�µ�­�î�ª�b�š�f>& Message Modification>' ] �†�–�¿�î�È�Ý�_
�K�r�M��

�Ó�µ�­�î�ª�b+#�>�Þ�Ë�Ý�_�ö�Y�8�Z�
 AsyncOS �c�Ó�µ�­�î�ª�†�š�f�K�
�M�m�Z�b  URL �†�i�A�n�<�Z�

�Ó�µ�­�î�ª�?�}  Web �§�–�º�†6ä�G�:�\�M�•�\  Cisco Web �­�Ÿ�×�Ü�¸�•  �É�ß�Ÿ�©�†)�#ä�K�Z�w�™*…�†�Ü
�²�–�Þ�¡�º�M�•�G�\�@�[�A�r�M���”�É�Û�–�”�å�«�c�Ó�µ�­�î�ª�_
 2��¦8o�†3ã�•�K�Z�
�Ø�î�¨�_�Ó�µ
�­�î�ª�b
Æ���@$2�ƒ�K�8�
�r�S�c�Y�G�[�6�•�G�\�†1™�Ì�M�•�G�\�v�[�A�r�M��

8��˜�–�Ý�«�ö�b+#�>�Ó�µ�­�î�ª�†7x7³�M�•�S�u�_�
�Ó�µ�­�î�ª�š�f�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r
�M��

�Ó�µ�­�î�ª�š�f�b+#�>�Þ�Ë�Ý

�Ü�«�º�?�}  [ �Ó�µ�­�î�ª�b�š�f  - +#�>�Þ�Ë�Ý>&Message Modification Threat Level>' ] �b�K�A�8�Í�†4E�¥
�K�r�M���G�b0¿���c�
 CASE �_�|�W�Z3É�I�€�•+#�>�Þ�Ë�Ý�_�ö�Y�8�Z�
�Ó�µ�­�î�ª�†�š�f�M�•�?�]�:�?
�†�ô���K�r�M���X�Ð�@�`�I�8�o�]�š�f�I�€�•�Ó�µ�­�î�ª�c�¨�C�^�~�
�X�Ð�@�±�A�8�o�]�š�f�I�€�•�Ó�µ
�­�î�ª�c�a�^�C�^�~�r�M���©�«�¥�c�
�¹�Ç�›�Ý�º�Í�b  3 �†�N�á�K�r�M��

�Ó�µ�­�î�ª�b�ó�¡

"I���b�¸�Ÿ�«�º�e�Ð�4�†�S�‹�_3ã�•�M�•�G�\�[�
�š�f�I�€�S�Ü�å�¡�†�µ�t8��˜�–�Ý�«�ö�b+#�>�Ó�µ�­�î
�ª�[�ó�¡�Ê�µ�²�î�b�¸�Ÿ�«�º�†�š�f�M�•�\�
�Ø�î�¨�_�Ó�µ�­�î�ª�@�–1¤�b�S�u�_�š�f�I�€�S�G�\�†3û%±
�K�r�M��

>&�@>' [ �Ó�µ�­�î�ª�b�ó�¡>& Message Subject>' ] �Ç�•�î�Ý�»�[�c�
'5$Ñ�c!“0i�I�€�r�O�‡���G�b�Ç�•�î�Ý�»�_

°�Š�K�S�¸�Ÿ�«�º�b�‹�•�r�S�c�S�_�«�Ì�î�«3ã�•�M�•�G�\�[�
�œ�Ü�ª�¼�Ý�b�Ó�µ�­�î�ª�ó�¡�\�
3ã�•�¸
�Ÿ�«�º�†�(�E�•�G�\�@�[�A�r�M>&3ã�•�¸�Ÿ�«�º�†�œ�Ü�ª�¼�Ý�b�ó�¡�b�S�_3ã�•�M�•���œ�c3ã�•�¸�Ÿ�«�º
�b�S�
�œ�Ü�ª�¼�Ý�b�ó�¡�b�‹�•�_3ã�•�M�•���œ�c3ã�•�¸�Ÿ�«�º�b�‹�•�_�«�Ì�î�«�†3ã�•�K�r�M>' ���S�\
�<�d�
 [MODIFIED: FOR PROTECTION]  �\�8�:�¸�Ÿ�«�º�†�œ�Ü�ª�¼�Ý�b�ó�¡�b�S�_3ã�•�M�•���œ�c�
�G�b
�‹�•�_�X�¶�b�«�Ì�î�«�†3ã�•�K�r�M��

>&�@>' [ �Ó�µ�­�î�ª�b�ó�¡>& Message Subject>' ] �Ç�•�î�Ý�»�[�c�
 US-ASCII �e�Ð�T�E�†�Q#Ý�[�A�r�M��

URL �i�A�n�<�>�|�g�»�Ó�–�å�b�Â�–�Ã�«

�Ó�µ�­�î�ª�b+#�>�Þ�Ë�Ý�@�Ó�µ�­�î�ª�š�f�b�K�A�8�Í�†2x�<�•���œ�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��c
�Ó�µ�­�î�ª
Æ�b�M�m�Z�b  URL �†�i�A�n�<�
�G�€�}�b  URL �†�¡�Ü�µ�¡�M�•�\�Ø�î�¨�†  Cisco Web �­
�Ÿ�×�Ü�¸�•  �É�ß�Ÿ�©�b�«�É�Û�µ�©�×  �Ì�î�ª�_�Ü�²�–�Þ�¡�º�K�r�M�� >&0ò(ý�_�X�8�Z�c�
 �� URL �b�Ü�²�–
�Þ�¡�º�� >&P.14-4>' �†�g!·�K�Z�C�T�I�8>' ���Ó�µ�­�î�ª�b+#�>�Þ�Ë�Ý�@7x7³�b�K�A�8�Í�†2x�<�•���œ�
�”
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  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b'ö#.>& GUI>'
�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�b7x7³�v/œ�8�r�M���`0d�•�b8��˜�–�Ý�«�ö�b�”�˜�º�È�Þ�–�¡�@4
/œ�p�b��
�œ�
�Ó�µ�­�î�ª�b7x7³�c  TOC �_�
�”�˜�º�È�Þ�–�¡�b�•+��ö�@�6�•�Ó�µ�­�î�ª�?�}�Ü�å�¡�I�€�•�M�m�Z
�b$2�ƒ�K�8  Web �§�–�º�†�(�Ò�K�
�Q�b  Web �§�–�º�@�Y�G�[�6�•�?�]�:�?�8�•�M�•�ì6ë�†�Z�<�r�M��
CASE �c�
 SIO �@�f�j�M�•�”�µ�É�¹�î�º�I�€�S�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�†�Q#Ý�K�Z�Ó�µ�­�î�ª�†
Ì�«
�Ÿ�Õ�å�K�
�Ó�µ�­�î�ª�@�”�˜�º�È�Þ�–�¡�b�M4Š�[�6�•�?�†�8�•�K�r�M���–�â�‡6ë�@4#�B�•�\�
�”�É�Û�–
�”�å�«�c�Ó�µ�­�î�ª�†7x7³�š�Ü�”�?�}0Ž�:�K�r�M��

AsyncOS �c�
�Â�–�Ã�«�I�€�•�»�Ó�–�å�†�æ�K�Z�8�•  URL �†7V�A�
�Ó�µ�­�î�ª
Æ�b�M�m�Z�b  URL �†�i
�A�n�<�r�M��

[URL �b�i�A�n�<>& URL Rewriting>' ] �[�c���b�œ�É�©�Ù�å�†�Q#Ý�[�A�r�M��

• [ �•*+�¡�b�Ó�µ�­�î�ª�[�b�s�w� >& Enable only for unsigned messages>' ]: �G�b�œ�É�©�Ù�å�_�|�W
�Z�
 AsyncOS �c�
�Ó�µ�­�î�ª�š�f�b�K�A�8�Í�† 6�S�M�?2x�<�•�•*+�¡�b�Ó�µ�­�î�ª
Æ�b  URL �†�i
�A�n�<�}�€�•�|�:�_�^�~�r�M���S�T�K�
*+�¡�I�€�S�Ó�µ�­�î�ª�c�µ�r�€�r�O�‡�� URL �i�A�n�<�_
�X�8�Z�
�©�«�¥�c�G�b0¿���b�Q#Ý�†�N�á�K�r�M��

>&�@>' 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�è�¥�b�¿�µ�º�á�î�¡�V�b�§�î�Â�r�S�c�”�É�Û�–�”�å�«
�@ DomainKeys/DKIM *+�¡�b�è0É�†�¸�\�M�•���œ�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�
 DomainKeys/DKIM-signed �Ó�µ�­�î�ª
Æ�b  URL �†�i�A�n�<�S�~�
�Ó�µ�­�î�ª�b*+�¡�†!“
� �_�K�S�~�M�•�G�\�@�[�A�r�M��

• [ �M�m�Z�b�Ó�µ�­�î�ª�[�w� >& Enable for all messages>' ]: �G�b�œ�É�©�Ù�å�_�|�W�Z�
 AsyncOS �c�

�Ó�µ�­�î�ª�š�f�b�K�A�8�Í�† 6�S�M�?2x�<�•�M�m�Z�b�Ó�µ�­�î�ª
Æ�b  URL �†�i�A�n�<�}�€�•�|�:
�_�^�~�r�M��*+�¡�I�€�S�Ó�µ�­�î�ª�v�µ�r�€�r�M�� AsyncOS �@*+�¡�I�€�S�Ó�µ�­�î�ª�†�š�f�M�•
�\�
*+�¡�c!“� �_�^�~�r�M��

• [ !“� >& Disable>' ]: �G�b�œ�É�©�Ù�å�c�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�_�P�K�Z  URL �i�A�n�<�†�¹�•�­�î
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�è(ô�K�r�M  

— �>�Q�8�b  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å
�«  Enterprise Manager �_�¤�Ñ�b  DLP 0¿���†&ã/œ
�K�r�M��

0ò(ý�_�X�8�Z�c�
 �� RSA �Ó�î�Ý  DLP��>&P.15-4>'
�†�g!·�K�Z�C�T�I�8��

0ò(ý�_�X�8�Z�c�
 �� RSA Enterprise Manager��
>&P.15-23>' �†�g!·�K�Z�C�T�I�8��
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  �¹�î�±�˜�»75�F�b�©�«�¸�Ò0[�ó
>&�@>' ���b�”�¡�©�Ù�å�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�T�E$Î#Õ�K�r�M��

• $Î�™�Ó�î�Ý  �Ï�Ü�©�î��*O  

• �Ó�µ�­�î�ª  �”�¡�©�Ù�å��*O  

• DLP �«�Ÿ�Õ�å  

�¹�î�±�˜�»75�F�b�©�«�¸�Ò0[�ó  
�¹�î�±�†�»�b75�F�c�
 D-Mode �Û�–�­�å�«�†�Q#Ý�M�•�”�É�Û�–�”�å�«�†7V�A�
�§�Ï�î�º�I�€�•�M�m�Z�b  
C �©�Ü�î�¬�>�|�g  X-Series �”�É�Û�–�”�å�«�[�§�Ï�î�º�I�€�Z�8�r�M��

RSA Enterprise Manager �µ+��c�
 Enterprise Manager 9.0 �@�²0[�[�M��

RSA �Ó�î�Ý  DLP
• �� RSA �Ó�î�Ý  DLP �†�Q#Ý�K�S�_
°�b���œ�b�¹�î�±�˜�»75�F�†�­�µ�º  �”�µ�É�M�•�‰�2�� >&P.15-4>'

• ���¹�î�±�˜�»75�F�b�–�¿�î�È�Ý�ì>& RSA Email DLP>'��>&P.15-5>'

RSA �Ó�î�Ý  DLP �†�Q#Ý�K�S�_
°�b���œ�b�¹�î�±�˜�»75�F�†�­�µ�º  �”�µ�É
�M�•�‰�2  

���b�m8p�†8p$��_��/œ�K�r�M��

�ï�8
Æ��  3ã�•�_��  
�«�̧ �µ�É 1 DLP �µ+��†�–�¿�î�È�Ý�_�K�
�_
°�œ�É�©�Ù�å�\�K�Z  [RSA 

�Ó�î�Ý  DLP>&RSA Email DLP>' ] �†4E�¥�K�r�M��
���¹�î�±�˜�»75�F�b�–�¿�î�È�Ý�ì>& RSA Email DLP>'��
>&P.15-5>'

�«�̧ �µ�É 2 4*�o�@0b�X�?�W�S�?$2�8�@�6�•�Ó�µ�­�î�ª�_�P�K�Z��/œ�[
�A�•�”�¡�©�Ù�å�†��*O�K�r�M���S�\�<�d�
�Q�b�|�:�^�Ó�µ
�­�î�ª�†7x7³�[�A�r�M��

���Ó�µ�­�î�ª  �”�¡�©�Ù�å�� >&P.15-33>' 

�«�̧ �µ�É 3 DLP �Ï�Ü�©�î�b�8�B�_�W�Z���†/œ�8�r�M��

• )�)Ê�?�}7Á�Ê�Ó�î�Ý�[3æ�™�K�^�8�¥�å�¸�å�¶�†1‘�9�K
�r�M��

• �›4*�o�_�X�8�Z��/œ�M�•�”�¡�©�Ù�å�†�æ���K�r�M��

�‰�2�†4E�¥�K�r�M��

• ���˜�•�¨�î�»�†�Q#Ý�K�Z  RSA �Ó�î�Ý  DLP �†0¿��
�M�•�‰�2�� >&P.15-7>'

• ���¦�S��*O�I�€�S�¸�å�É�Þ�î�º�†�Q#Ý�K�S  DLP �Ï
�Ü�©�î�b�8�B�� >&P.15-8>'

• ���•�«�±�Ò  DLP �Ï�Ü�©�î�b�8�B>&0ò(ý>' ��>&P.15-9>'

�«�̧ �µ�É 4 �¥�å�¸�å�¶�@  1 �X�è�V�b  DLP �Ï�Ü�©�î�_�M+´�M�•�•+��ö
�@�6�•���œ�_�
 DLP 4*�o�b�Ó�µ�­�î�ª�b0Û�o�_�Q#Ý�M�•  
DLP �Ï�Ü�©�î�†�æ���M�•���œ�c�
 DLP �Ï�Ü�©�î�b8p�Î�†
0¿���K�r�M��

��4*�o�\�b�M+´�_�P�M�•  Email DLP �Ï�Ü�©�î�b8p�Î�b
1*�Z��>&P.15-21>'
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  RSA �Ó�î�Ý  DLP
�¹�î�±�˜�»75�F�b�–�¿�î�È�Ý�ì>& RSA Email DLP >' 

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [RSA �Ó�î�Ý  DLP>&RSA Email DLP>' ] �†4E�¥�K�r
�M��

�«�¸�µ�É 2 [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Û�–�­�å�«�Î(Ù�i�Ì�î�ª�b�W4Š�_�«�¡�ß�î�Ý�K�
 [ �Ž1�>&Accept>' ] �†�¡�Ü�µ�¡�K�Z�Û�–�­�å�«�Î(Ù�_
�œ�–�K�r�M��

>&�@>' �Û�–�­�å�«�Î(Ù�_�œ�–�K�^�8���œ�
 RSA Email DLP �c�”�É�Û�–�”�å�«�V�[�–�¿�î�È�Ý�_�^�~�r
�O�‡��

�«�¸�µ�É 4 [ �¹�î�±�˜�»75�F>& Data Loss Prevention>' ] �[�
 [RSA �Ó�î�Ý  DLP>&RSA Email DLP>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 5 [RSA �Ó�î�Ý  �¹�î�±�˜�»75�F�†�w� �_�M�•>& Enable RSA Email Data Loss Prevention>' ] �³�™�µ�¡�Î�µ
�¡�«�†4E�¥�K�r�M��

�«�¸�µ�É 6 >&�N�á>'#'�•7u�[�c�
�G�b�Ì�î�ª�b�Ú�b�œ�É�©�Ù�å�b4E�¥�†0Ž7V�K�r�M��

�G�€�}�b0¿���c�
�‹�[�G�b'v�[1��Â�M�•�m8p�_�‘�W�Z�š�f�[�A�r�M��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

���b�8��  
 �� RSA �Ó�î�Ý  DLP �†�Q#Ý�K�S�_
°�b���œ�b�¹�î�±�˜�»75�F�†�­�µ�º  �”�µ�É�M�•�‰�2�� >&P.15-4>' �†�g
!·�K�Z�C�T�I�8��

6õ4�8o%  
• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�µ�&  DLP �¹�î�±�b/²&g�r�S�c8�/²&g�� >&P.15-38>' 

• ���˜�•�¨�î�»�†�Q#Ý�K�Z  RSA �Ó�î�Ý  DLP �†0¿���M�•�‰�2�� >&P.15-7>'

• �� DLP �š�å�ª�å�>�|�g�¥�å�¸�å�¶!·�œ�(8®�Ê�b�f�‚�_�X�8�Z�� >&P.15-39>'

�«�̧ �µ�É 5 DLP 4*�o�†�«�Ÿ�Õ�å�M�•�Ó�µ�­�î�ª�b3æ�™*…�\�w�™*…�¢
�Ý�î�É�H�\�_$Î�™�Ó�î�Ý  �Ï�Ü�©�î�†�8�B�K�S�G�\�†&�1�
�K�r�M��

'¨ 10 'v���Ó�î�Ý  �Ï�Ü�©�î�� �†�g!·�K�Z�C�T�I�8��

�I�}�_�¶���b  DLP �Ï�Ü�©�î�b0Á�•�>�|�g�D7H�I�€�S
�Ó�µ�­�î�ª3æ�™*…�\�w�™*…�†�5�•�M�•�_�c�
 �� DLP �Ï
�Ü�©�î�b�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�� >&P.15-19>' �†
�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 6 DLP �Ï�Ü�©�î�†$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_�m�~�Ü�E�•�G�\�_
�|�W�Z�
�]�b  DLP �Ï�Ü�©�î�†�]�b3æ�™*…�\�w�™*…�_4:#Ý
�M�•�?�†�æ���K�r�M��

��$Î�™�Ó�î�Ý  �Ï�Ü�©�î�\�b  DLP �Ï�Ü�©�î�b6õ4��Ü�E��
>&P.15-21>' 

�«�̧ �µ�É 7 �«�º�Þ�î�ª�b0¿���†�S�B�K�
�µ�&  DLP �_���_�”�¡�­�«�K
�r�M��

• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�µ�&  DLP �¹�î�±�b/²
&g�r�S�c8�/²&g�� >&P.15-38>'

• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[�b�µ�&�_���l�b�”�¡
�­�«�b�D�š�� >&P.28-5>'

�ï�8
Æ��  3ã�•�_��  
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RSA Email DLP  �b  DLP �Ï�Ü�©�î
• �� DLP �Ï�Ü�©�î�b1��Â�� >&P.15-6>'

• ����*O�í�s  DLP �Ï�Ü�©�î  �¸�å�É�Þ�î�º�� >&P.15-6>'

• ���˜�•�¨�î�»�†�Q#Ý�K�Z  RSA �Ó�î�Ý  DLP �†0¿���M�•�‰�2�� >&P.15-7>'

• ���¦�S��*O�I�€�S�¸�å�É�Þ�î�º�†�Q#Ý�K�S  DLP �Ï�Ü�©�î�b�8�B�� >&P.15-8>'

• ���•�«�±�Ò  DLP �Ï�Ü�©�î�b�8�B>&0ò(ý>' ��>&P.15-9>'

• ���¥�å�¸�å�¶!·�œ�(8®�Ê�†�Q#Ý�K�S�Ä�°�I�€�S�¥�å�¸�å�¶�b��*O�_�X�8�Z�� >&P.15-10>'

• �� DLP �Ï�Ü�©�î�b�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢�� >&P.15-19>'

• ��4*�o�b5��±�Ø�b0Û�o�_�X�8�Z�� >&P.15-20>'

• ��4*�o�\�b�M+´�_�P�M�•  Email DLP �Ï�Ü�©�î�b8p�Î�b1*�Z�� >&P.15-21>'

• ��$Î�™�Ó�î�Ý  �Ï�Ü�©�î�\�b  DLP �Ï�Ü�©�î�b6õ4��Ü�E�� >&P.15-21>'

• �� DLP �Ï�Ü�©�î�b)…7Ÿ�r�S�c�P7V�_6õ�M�•5�0[�^�_���� >&P.15-23>'

DLP �Ï�Ü�©�î�b1��Â  
DLP �Ï�Ü�©�î�c���@�µ�r�€�r�M��

• $Î�™�Ó�µ�­�î�ª�@�µ�&�¹�î�±�@�µ�‡�[�8�•�?�]�:�?�†�8�•�M�•�M4��b�²�ó  

• �Ó�µ�­�î�ª�@�Q�b�|�:�^�¹�î�±�†�µ�‡�[�8�•���œ�_��/œ�M�•�”�¡�©�Ù�å��

�Ó�µ�­�î�ª  �¥�å�¸�å�¶�b0Û�o�‰�2�†�è�W�?�}�æ���K�r�M��

• �Ä�°�I�€�S"I���b�¥�å�¸�å�¶�r�S�c�_���b�Ã�±�î�å���Ï�Ü�©�î�_�|�W�Z�c�
1‘�9$��•�†�è(ô�M�•�G
0d/²#'�b�8�B�@�²8r�b���œ�@�6�~�r�M��  ���¥�å�¸�å�¶!·�œ�(8®�Ê�†�Q#Ý�K�S�Ä�°�I�€�S�¥�å�¸�å�¶
�b��*O�_�X�8�Z�� >&P.15-10>' �†�g!·�K�Z�C�T�I�8��

• �Ó�µ�­�î�ª  �Ç�•�Ý�±�Ü�å�¢#Ý�b"I���b3æ�™*…�>�|�g�w�™*…�b�Ü�«�º��  ��3æ�™*…�>�|�g�w�™*…�b�Ç�•
�Ý�±�Ü�å�¢�� >&P.15-20>' �†�g!·�K�Z�C�T�I�8��

• �Ó�µ�­�î�ª  �Ç�•�Ý�±�Ü�å�¢#Ý�b�ç�Ü�Ç�“�–�Ý�b�±�–�É�M0t��  ���ç�Ü�Ç�“�–�Ý�b'�8®�_�ö�Y�8�S�Ç�•
�Ý�±�Ü�å�¢�� >&P.15-20>' �†�g!·�K�Z�C�T�I�8��

• $Î#Õ�M�•�I�r�J�r�^�”�¡�©�Ù�å�†0Á�•�M�•0¿���c4*�o�b5��±�Ø�_�ö�Y�8�Z�8�r�M��  ��4*�o�b5��±�Ø
�b0Û�o�_�X�8�Z�� >&P.15-20>' �†�g!·�K�Z�C�T�I�8��

$Î�™�Ó�î�Ý  �Ï�Ü�©�î�b  DLP �Ï�Ü�©�î�†�–�¿�î�È�Ý�_�M�•���œ�_�
�›�Ï�Ü�©�î�†4:#Ý�M�•�Ó�µ�­�î�ª3æ
�™*…�\�w�™*…�†�ô���K�r�M��

��*O�í�s  DLP �Ï�Ü�©�î  �¸�å�É�Þ�î�º

DLP �Ï�Ü�©�î�b�8�B�†(F(ò�ì�M�•�S�u�_�
�”�É�Û�–�”�å�«�_�c�
 RSA �@6ä$Î�K�S��*O�í�s�b�Ï�Ü�©�î  
�¸�å�É�Þ�î�º�b�±0d�•�^�¥�Þ�¡�©�Ù�å�@�µ�r�€�r�M��

�¸�å�É�Þ�î�º�b�•�¸�¦�Ü�_�c���@�µ�r�€�r�M��

• [ 0d�D�¥�å�É�Û�–�”�å�«>& Regulatory Compliance>' ]�� �G�€�}�b�¸�å�É�Þ�î�º�c�
�¶�Ç1‘�9�_���

�¡�Þ�ª�µ�º�_���
�Q�b�Ú�b�–1¤�r�S�c8�
¶6ä�_���†�µ�t�ç�Ü�Ç�“�–�Ý�
�Ó�µ�­�î�ª�†1‘�9�K�r�M��
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• [ 0Á�•�I�€�S�Q#Ý>& Acceptable Use>' ]�� �G�€�}�b�¸�å�É�Þ�î�º�c�
)�)Ê�b�µ�&�_���@�µ�r�€�•�D7H
�I�€�S�w�™*…�r�S�c'‡�œ�Ú&k�_3æ�™�I�€�S�Ó�µ�­�î�ª�†�æ���K�r�M��

• [ �É�Û�–�Â�©�î�–1¤>& Privacy Protection>' ]�� 5 /%�•�Ù�
&ï5 0°6��
�\�¸  ID �b1‘�9$��•�†�µ�t
�Ó�µ�­�î�ª�>�|�g�ç�Ü�Ç�“�–�Ý�†1‘�9�K�r�M��

• [ %±$×2�#Ø�–1¤>&Intellectual Property Protection>' ]�� �G�€�}�b�¸�å�É�Þ�î�º�c�
�|�C�Q�ƒ�€�•�Ã
�È�Ü�µ�©�å�¢�>�|�g�¹�¨�–�å  �»�Ÿ�×�Ó�å�º  �Ç�“�–�Ý  �±�–�É�[�
)�)Ê�@�–1¤�M�•%±$×2�#Ø�†�µ�t�•
+��ö�@�6�•�v�b�†1‘�9�K�r�M��

• [ �û���µ�&�_��>& Company Confidential>' ]�� �G�€�}�b�¸�å�É�Þ�î�º�c�
�
&k�b2��»�_���x3Æ�8�W
�¶�b�œ�G�>�|�g2��p�_6õ�M�•�_���†�µ�t�»�Ÿ�×�Ó�å�º�\�Ó�µ�­�î�ª�†1‘�9�K�r�M��

• [ �•�«�±�Ò  �Ï�Ü�©�î>& Custom Policy>' ]�� �G�b���¸�å�É�Þ�î�º���†�Q#Ý�M�•�\�
�S�B�_�|�W�Z�æ��
�I�€�S  RSA �@6ä$Î�K�S�¥�å�¸�å�¶!·�œ�(8®�Ê�
�r�S�c)�)Ê�@�æ���K�S4*�o1‘�9�ö =�†�Q#Ý�K�Z�

"‚+¬�b�Ï�Ü�©�î�†�q�6�?�}�8�B�[�A�r�M���G�b�œ�É�©�Ù�å�c9×�Ø�[�6�~�
�¦�S��*O�I�€�S�Ï�Ü�©�î  
�¸�å�É�Þ�î�º�[�c�Ø�î�¨�b�¿�µ�º�á�î�¡#”�C�b"‚+¬�b0[�ó�† 6�S�O�^�8�
�r�€�^���œ�_�b�s�Q#Ý�I
�€�•�G�\�†�•���K�Z�8�r�M��

�G�€�}�b�¸�å�É�Þ�î�º�b�p�_�c�•�«�±�Ð�–�¬�@�²0[�_�^�v�b�v�6�~�r�M��

 �˜�•�¨�î�»�†�Q#Ý�K�Z  RSA �Ó�î�Ý  DLP �†0¿���M�•�‰�2  
DLP 0Û�o�˜�•�¨�î�»�[�c�M+á$×�^  DLP �Ï�Ü�©�î�†0¿���K�
�”�É�Û�–�”�å�«�b�¹�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  
�Ï�Ü�©�î�[�–�¿�î�È�Ý�_�K�r�M��

>&�@>' DLP Assessment Wizard �†�Q�W�Z3ã�•�I�€�S  DLP �Ï�Ü�©�î�[�c�
�è���I�€�S  DLP 4*�o�b5��±�Ø�_�?
�?�ƒ�}�N�
�Ó�µ�­�î�ª�c�M�m�Z4Ä�™�I�€�r�M���˜�•�¨�î�»�†�Q#Ý�K�Z�8�B�I�€�S�Ï�Ü�©�î�†)…7Ÿ�M�•�²
0[�@�6�~�r�M��

�c�L�u�•�S�_  
• �”�É�Û�–�”�å�«�?�}�¤�Ñ�b  DLP �Ï�Ü�©�î�†�P7V�K�r�M�� DLP �Ï�Ü�©�î�@�”�É�Û�–�”�å�«�_�Ñ�~�K

�^�8���œ�c�
 DLP Assessment Wizard �b�s�Q#Ý�M�•�G�\�@�[�A�r�M��

• �¡�Þ�ª�µ�º  �•�î�»$��•�
(•�\&k�
�–7€$��•�
�>�|�g(•�\4 3?
 0Á0É$��•�è�¥�b#Õ�•1‘�9$��•�r�S
�c�”�•�˜�å�º$��•�†�µ�t�Ó�µ�­�î�ª�†�è���M�•�²0[�@�6�•���œ�
�Q�€�}�b$��•�†"I���M�•�G0d/²#'
�†�8�B�K�r�M��0ò(ý�_�X�8�Z�c�
 ��1‘�9$��•�†1‘�9�M�•�G0d/²#'�� >&P.15-14>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [RSA �Ó�î�Ý  DLP>&RSA Email DLP>' ] �†4E�¥�K�r
�M��

�«�¸�µ�É 2 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �w� >& Enable>' ] �†4E�¥�K�
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�g�~
�b�m8p�†4
�u�•�²0[�@�6�~�r�M���è�S�_
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 [ �Ï�Ü�©�î�b1��Â�†/²&g>& Display Policy Descriptions>'
] �†�¡�Ü�µ�¡�K�r�M��
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�Ï�Ü�©�î�b��*O�_�|�W�Z�
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�c�L�u�•�S�_  
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�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [DLP �Ï�Ü�©�î  �Ð�¿�î�ª�Õ>& DLP Policy Manager>' ] �†4E�¥�K�r
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�«�¸�µ�É 2 [DLP �Ï�Ü�©�î�b3ã�•>& Add DLP Policy>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 Custom Policy �•�¸�¦�Ü�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 Custom Policy �¸�å�É�Þ�î�º�b  [ 3ã�•>&Add>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 �Ï�Ü�©�î�b�¡�S�\1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 6 DLP 4*�o�†�S�B�M�•�¥�å�¸�å�¶�\�¥�å�¸�Ÿ�«�º�†"I���K�r�M��

a. �¥�å�¸�å�¶!·�œ�(8®�Ê�†4E�¥�K�r�M��

b. [ 3ã�•>&Add>' ] �†�¡�Ü�µ�¡�K�r�M��

• [ �(8®�Ê�†�8�B>& Create a Classifier>' ] �†4E�¥�K�S���œ�
 ���•�«�±�Ò  DLP �Ï�Ü�©�î�_�P�M�•�¥�å
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�S�\�<�d�
�9�b�(8®�Ê�†3ã�•�K�
 [NOT] �†4E�¥�K�Z�
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7V�[�A�r�M��

d. 0
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0
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�«�¸�µ�É 8 [ 5��±�Ø0¿��>& Severity Settings>' ] �b8o�[�
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• 4*�o�b5��±�Ø�Þ�Ë�Ý�H�\�_��/œ�M�•�”�¡�©�Ù�å�†4E�¥�K�r�M��

0ò(ý�_�X�8�Z�c�
 ��4*�o�b5��±�Ø�b0Û�o�_�X�8�Z�� >&P.15-20>' �†�g!·�K�Z�C�T�I�8��

• >&�õ�–>'�Ï�Ü�©�î�_�P�K�Z4*�o�b5��±�Ø�ö =�†1*�Z�M�•���œ�c�
 [ �«�£�î�Ý�b)…7Ÿ>& Edit Scale>' ] 
�†�¡�Ü�µ�¡�K�r�M��

0ò(ý�_�X�8�Z�c�
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6õ4�8o%  
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�r�M��

�•�«�±�Ò  DLP �Ï�Ü�©�î�†�8�B�M�•�\�
�¦�S��*O�I�€�S�(8®�Ê�†4E�¥�M�•�?�
"‚+¬�b�(8®�Ê�†�8�B�[�A
�r�M��

�¥�å�¸�å�¶!·�œ�(8®�Ê�b�[

���b�[�c�
�(8®�Ê�@�Ó�µ�­�î�ª�b
Æ���†!·�œ�M�•�‰�2�†&g�K�r�M��

�¡�Þ�ª�µ�º  �•�î�»$��•

DLP �Ï�Ü�©�î  �¸�å�É�Þ�î�º�b�8�C�X�?�c�
�¡�Þ�ª�µ�º  �•�î�»$��•�(8®�Ê�†�µ�s�r�M���¡�Þ�ª�µ�º  �•�î
�»$��•�c�Q�€+¬�/�
�X�\�ƒ1�!l�b�Ã�±�î�å�
$Î/œ*…�[�w�b�É�Þ�Ç�•�µ�¡�«�
�q�‹�b�³�™�µ�¡  �¹�ª�µ�º
�^�]�I�r�J�r�^�D(Ù�@�6�~�r�M���G�b�(8®�Ê�[�M+´�M�•�_�c�
�9�b�¡�Þ�ª�µ�º  �•�î�»$��•�
�w� �‡7H�

$Î/œ*…�b�¡�S�^�]�
3ã�•�b/õ2Š�_���@�²0[�[�M���G�€�[1��è���b�X�@�ö�~�r�M��

�[�†&g�K�r�M��

• 4999-9999-9999-9996 >&/õ2Š�_���@�^�8�S�u�M+´�O�N>'

• 4999-9999-9999-9996 01/09 >&�M+´>'

• Visa 4999-9999-9999-9996 >&�M+´>'

• 4999-9999-9999-9996 4899 9999 9999 9997 >&0
�X�b�¡�Þ�ª�µ�º  �•�î�»$��•�@�6�•�S�u�M+´>'

(•�\&k�
�–7€$��•

(•�\&k�
�–7€$��•�(8®�Ê�[�c�
�G�K�8�g�'�b$��•�\1�#Õ�¥�x�¡�S�>�|�g�� SSN���\�8�:�e�Ð�4�^�]�b/õ
2Š�¹�î�±�@�²0[�[�M��

�[�†&g�K�r�M��

• 321-02-3456 >&/õ2Š�_���@�^�8�S�u�M+´�O�N>'

• 321-02-3456 July 4 >&�M+´>'

• 321-02-3456 7/4/1980 >&�M+´>'

• 321-02-3456 7/4 >&�M+´�O�N>'

• 321-02-3456 321-02-7654 >&0
�X�b  SSN �@�6�•�S�u�M+´>'

• SSN: 321-02-3456 >&�M+´>'

• Joe Smith 321-02-3456 >&�M+´>'

• 321-02-3456 CA 94066 >&�M+´>'
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  RSA Email DLP �b  DLP �Ï�Ü�©�î
ABA 3æ5 $��•

ABA 3æ5 $��•�(8®�Ê�c�
�¡�Þ�ª�µ�º  �•�î�»$��•�(8®�Ê�\�o�p� �L�[�M��

�[�†&g�K�r�M��

• 119999992 >&/õ2Š�_���@�^�8�S�u�M+´�O�N>'

• routing 119999992 account 1234567 >&�M+´>'

(•�\4 3?
 0Á0É  

(•�\4 3?
 0Á0É�(8®�Ê�†�Q#Ý�M�•�Ï�Ü�©�î�c�¨�X�6�~�r�M���¹�Ç�›�Ý�º�[�c�
�G�b�(8®�Ê�c(•�\  50 �^
�M�m�Z�>�|�g�¥�ß�å�Å�”"I�9�
�b4 3?
 0Á�†�è(ô�K�r�M���•�Ý�Ç�›�Ý�½�”�^�b  AB-1298 �>�|�g�Ô�å�±
�¼�^�b  HB-732 �^�](•�\�b�^�[�w�b�Ï�Ü�©�î�[�c�
 51 �±�–�É�b�M�m�Z�b(•�\4 3?
 0Á0É�†�è(ô�K�r�M��
California SB 1386 �^�]"I���b�^#Ý�b�¦�S��*O�I�€�S  DLP �Ï�Ü�©�î  �¸�å�É�Þ�î�º�c�
�M�m�Z�b�^�¥�E
�b�è���Ý�î�Ý�†�Q#Ý�K�
�•�Ý�Ç�›�Ý�½�”�^�è�¥�b4 3?
 0Á�b�¹�î�±�_�P�K�Z  DLP 4*�o�†3É�K�r�M���G
�€�c�
�É�Û�–�Â�©�î4*�o�\*ƒ�<�}�€�•�?�}�[�M��

1��è���r�S�c�”�É�Û�–�”�å�«�b�Ã�Ç�›�î�Ð�å�«�_�1�Õ�@�6�•���œ�c�
 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail 
Policies>' ] > [DLP �Ï�Ü�©�î  �Ð�¿�î�ª�Õ>& DLP Policy Manager>' ] �_&ã�·�K�
 [ 0ò(ý0¿��>&Advanced 
Settings>' ] �­�¡�©�Ù�å�[  [ (•�\4 3?
 0Á0É>& US Drivers Licenses>' ] �Ü�å�¡�†�¡�Ü�µ�¡�M�•�G�\�_�|�~�

�è(ô�†"I���b(•�\�b�^�_7H���M�•�
�r�S�c�]�b�^�v�è(ô�K�^�8�|�:�_�[�A�r�M��

�›�^�b�(8®�Ê�c�Q�b�^�b�Ã�±�î�å�\!·�œ�K�
�P�Â�M�•�^�b�¡�S�r�S�c$�&à�>�|�g3ã�•�b/õ2Š�¹�î�±�†��
�u�Z�8�r�M��

�[�†&g�K�r�M��

• CA DL: C3452362 >&$��•�\/õ2Š�¹�î�±�b�Ã�±�î�å�@�G�K�8�S�u�M+´>'

• California DL: C3452362 >&�M+´>'

• DL: C3452362 >&/õ2Š�¹�î�±�Y2Š�b�S�u�M+´�O�N>'

• California C3452362 >&/õ2Š�¹�î�±�Y2Š�b�S�u�M+´�O�N>'

• OR DL: C3452362 >&�œ�Þ�¦�å�^�b�G�K�8�Ã�±�î�å�[�c�^�8�S�u�M+´�O�N>'

• OR DL: 3452362 >&�œ�Þ�¦�å�^�b�G�K�8�Ã�±�î�å�b�S�u�M+´>'

• WV DL: D654321 >&�˜�™�«�º  �Â�î�ª�½�”�^�b�G�K�8�Ã�±�î�å�b�S�u�M+´>'

• WV DL: G6543 >&�˜�™�«�º  �Â�î�ª�½�”�^�b�G�K�8�Ã�±�î�å�[�^�8�S�u�M+´�O�N>'

(•�\�b�\
Æ�b�É�ß�Â�–�²�î  ID

(•�\�b�\
Æ�b�É�ß�Â�–�²�î  ID �b�(8®�Ê�c�
�³�™�µ�¡  �¹�ª�µ�º�†�µ�t  10 �F�b�X�Ð�[�6�•�\���É�ß�Â�–
�²�î1�0É>& NPI>'�†�«�Ÿ�Õ�å�K�r�M��

�[�†&g�K�r�M��

• NPI: 3459872347 >&NPI �@�6�•�S�u�M+´>'

• 3459872347 >&/õ2Š�_���@�^�8�S�u�M+´�O�N>'

• NPI: 3459872342 >&1��W�S�³�™�µ�¡  �¹�ª�µ�º�b�S�u�M+´�O�N>'

#Õ�•0°6�

�¦�S��*O�I�€�S  Family Educational Rights and Privacy Act>&FERPA; ���˜�M*ñ�’�\�É�Û�–�Â�©�î�2>'
DLP �Ï�Ü�©�î  �¸�å�É�Þ�î�º�c�
#Õ�•0°6��(8®�Ê�†�Q#Ý�K�r�M���|�~�G&��_�è���M�•�S�u�
�G�b�(8®�Ê
�\�•�«�±�Ð�–�¬�I�€�S#Õ�•1‘�9$��•�(8®�Ê�†)��s�œ�ƒ�O�Z�
"I���b#Õ�•  ID �Ã�±�î�å�†�è���K�r�M��
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�[�†&g�K�r�M��

• Joe Smith, Class Rank: 234, Major: Chemistry Transcript >&�M+´>'

�û��2��»�_��

�¦�S��*O�I�€�S  Sarbanes-Oxley>&SOX>'�Ï�Ü�©�î  �¸�å�É�Þ�î�º�c�
�û��2��»�_���(8®�Ê�†�Q#Ý�K�
8�

¶6ä�b�û���b2��»�_���†�è(ô�K�r�M��

�[�†&g�K�r�M��

2009 Cisco net sales, net income, depreciation >&�M+´>'

FORM 10-Q 2009 I.R.S.Employer Identification No. >&�M+´>'

�•�«�±�Ò  DLP �Ï�Ü�©�î�_�P�M�•�¥�å�¸�å�¶!·�œ�(8®�Ê�b�8�B  

�8�B�K�S�•�«�±�Ò�(8®�Ê�c�
�•�«�±�Ò  DLP �Ï�Ü�©�î�b�8�B�ì�_�Q#Ý�[�A�•�(8®�Ê�b�Ü�«�º�_3ã�•�I�€
�r�M��

�m8p �ï�8
Æ��  �_��  
�«�̧ �µ�É 1  ¯�~$×�^  DLP 4*�o�†"I���M�•�S�u�_�¥�å�¸�å�¶!·

�œ�(8®�Ê�@�]�b�|�:�_�Q#Ý�I�€�Z�8�•�?�†#.0Ž�K�r
�M��

�g!·
›>8

• ���¥�å�¸�å�¶!·�œ�(8®�Ê�†�Q#Ý�K�S
�Ä�°�I�€�S�¥�å�¸�å�¶�b��*O�_�X�8
�Z��>&P.15-10>'

• ���¥�å�¸�å�¶!·�œ�(8®�Ê�b�[��
>&P.15-11>'

�«�̧ �µ�É 2 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [DLP �Ï�Ü
�©�î�b�•�«�±�Ð�–�¬>& DLP Policy Customizations>'
] �†4E�¥�K�
 [ �•�«�±�Ò�(8®�Ê�b3ã�•>& Add Custom 
Classifier>' ] �†�¡�Ü�µ�¡�K�r�M��

�(8®�Ê�b�¡�S�\1��Â�†
°�Š�K�r�M��

—

�«�̧ �µ�É 3 3Æ�K�ö�>�|�g�q�`�œ0£�«�¥�”�†
°�Š�K�r�M�� ��$2�ƒ�K�84*�o�b�Ü�«�¡0[�I�b�8�9�Ê��
>&P.15-18>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 4 ���b�è��0d�N�±�–�É�?�}  1 �X�†4E�¥�K�
6õ4��M�•�¥
�å�¸�å�¶�b�M+´�ö =�†��*O�K�r�M��

• �"1��r�S�c�Ç�Þ�î�¬

• �¹�•�¡�©�Ù�¼�Ü�b�¸�Ÿ�«�º

• �G0d/²#'�
�r�S�c  

• �¤�Ñ�b�¹�î�±�˜�»75�F�š�å�¸�•�¸�•  

�g!·
›>8

• ���µ�&�_���†"I���M�•�(8®�Ê�è��
�Ý�î�Ý>&�•�«�±�Ò  DLP �Ï�Ü�©�î�b
�s>'��>&P.15-14>'

• ���µ�&  DLP #Ý1�>&�•�«�±�Ò  DLP �Ï
�Ü�©�î�b�s>'�b�•�«�±�Ò  �¹�•�¡
�©�Ù�¼�Ü�b�Q#Ý��>&P.15-16>'

• ��1‘�9$��•�†1‘�9�M�•�G0d/²#'��
>&P.15-14>'

5��s�Ü�E�x�q�±�«�¥�”�b0ò(ý�_�X�8�Z
�c�
 ��$2�ƒ�K�84*�o�b�Ü�«�¡0[�I�b�8�9
�Ê��>&P.15-18>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 5 >&�õ�–>' [ �Ý�î�Ý�b3ã�•>& Add Rule>' ] �†�¡�Ü�µ�¡�K
�Z�
3ã�•�Ý�î�Ý�†3ã�•�K�r�M��
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  RSA Email DLP �b  DLP �Ï�Ü�©�î
���b�8��  
�•�«�±�Ò  DLP �Ï�Ü�©�î�[�•�«�±�Ò  �¥�å�¸�å�¶�(8®�Ê�†�Q#Ý�K�r�M�� ���•�«�±�Ò  DLP �Ï�Ü�©�î�b�8�B

>&0ò(ý>'��>&P.15-9>' �†�g!·�K�Z�C�T�I�8��

6õ4�8o%  
• ���•�«�±�Ò  �¥�å�¸�å�¶�(8®�Ê�@�Q#Ý�I�€�•�Ï�Ü�©�î�b/²&g�� >&P.15-19>'

�µ�&�_���†"I���M�•�(8®�Ê�è���Ý�î�Ý>&�•�«�±�Ò  DLP �Ï�Ü�©�î�b�s>'  

�¥�å�¸�å�¶!·�œ�(8®�Ê�[�c�
�Ó�µ�­�î�ª�x�»�Ÿ�×�Ó�å�º
Æ�b  DLP 4*�o�†�è���M�•�Ý�î�Ý�@�²0[�\�^�~
�r�M���(8®�Ê�[�c�
���b�è���Ý�î�Ý�b  1 �X�è�V�b�Ý�î�Ý�†�Q#Ý�[�A�r�M��

• �"1��r�S�c�Ç�Þ�î�¬ >&Words or Phrases>'���(8®�Ê�@�H�M�"1��>�|�g�Ç�Þ�î�¬�b�M0t��0
�X�b�š�å�º
�Ü�c�
�•�å�Ð�r�S�c�5/œ�[�
�)�~�r�M��

• �G0d/²#' >&Regular Expression>'���Ó�µ�­�î�ª�x�ç�Ü�Ç�“�–�Ý�b�è(ô�Ã�±�î�å�†��*O�M�•�G0d/²#'��
1��è���†75�F�M�•�S�u�
!·�œ�?�}7V�¥�M�•�Ã�±�î�å�v��*O�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ��1‘�9$��•
�†1‘�9�M�•�G0d/²#'�� >&P.15-14>' �\ ��1‘�9$��•�†1‘�9�M�•�G0d/²#'�b�[�� >&P.15-15>' �†�g!·�K�Z�C
�T�I�8��

• �¹�•�¡�©�Ù�¼�Ü >&Dictionary>'���"1��\�Ç�Þ�î�¬�_6õ4��M�•�¹�•�¡�©�Ù�¼�Ü���”�É�Û�–�”�å�«�_�c  
RSA �@�8�B�K�S�¹�•�¡�©�Ù�¼�Ü�@�6�~�r�M���r�S�c"‚+¬�_�8�B�[�A�r�M��  ���µ�&  DLP #Ý1�>&�•�«
�±�Ò DLP �Ï�Ü�©�î�b�s>'�b�•�«�±�Ò  �¹�•�¡�©�Ù�¼�Ü�b�Q#Ý�� >&P.15-16>' �†�g!·�K�Z�C�T�I�8��

• �š�å�¸�•�¸�•>& Entity >'����*O�í�s�b�Ã�±�î�å�c�
�¡�Þ�ª�µ�º  �•�î�»$��•�
�”�»�Þ�«�
&k�
�–7€$�
�•�
�r�S�c  ABA 3æ5 $��•�^�]�b�µ�&�¹�î�±�b�M+á$×�^�±�–�É�†1‘�9�K�r�M���š�å�¸�•�¸�•�b1��Â
�_�X�8�Z�c�
 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [DLP �Ï�Ü�©�î  �Ð�¿�î�ª�Õ>& DLP Policy 
Manager>' ] �_&ã�·�K�
 [DLP �Ï�Ü�©�î�b3ã�•>& Add DLP Policy>' ] �†�¡�Ü�µ�¡�K�
 [ �É�Û�–�Â�©�î
�–1¤>&Privacy Protection>' ] �†�¡�Ü�µ�¡�K�Z�
 [ �Ï�Ü�©�î�b1��Â�†/²&g>& Display Policy 
Descriptions>' ] �†�¡�Ü�µ�¡�K�r�M��

1‘�9$��•�†1‘�9�M�•�G0d/²#'  

�Ï�Ü�©�î  �¸�å�É�Þ�î�º�_�|�W�Z�c�
 1 �X�è�V�b�¥�å�¸�å�¶!·�œ�(8®�Ê�†�•�«�±�Ð�–�¬�M�•�²0[�[�6�~�

�•�«�±�Ð�–�¬�_�c�
�•�«�±�Ò  �”�•�˜�å�º$��•�
�H*…1‘�9$��•�r�S�c#Õ�•1‘�9$��•�^�]�b��&Î�_���_)�
�g�Ü�C�•+��ö�@�6�•1‘�9$��•�†�è(ô�M�•�S�u�b�G0d/²#'�b�8�B�@�6�~�r�M���¥�å�¸�å�¶!·�œ�(8®�Ê�_�Q
#Ý�I�€�•�G0d/²#'�b�g�'�c�
 POSIX �ö�•�G0d/²#' �g�'�b�G0d/²#'�[�M��

>&�@>' �G0d/²#'�[�c�±�e�Ð�\�`�e�Ð�c�
�9�I�€�•�S�u�
 [a-zA-Z]  �b�|�:�_�±�e�Ð�\�`�e�Ð�†�µ�u�•�²0[�@�6
�~�r�M��"I���b�e�Ð�b�s�Q#Ý�M�•���œ�c�
�Q�b�e�Ð�_�œ�ƒ�O�Z�G0d/²#'�†��*O�K�r�M��

8 �F�b�X�Ð�^�]�
�6�r�~"I�f�[�c�^�8�Ã�±�î�å�o�]�
�Û�å�²�Ò�^  8 �F�b�X�Ð�†��7•�b8³��$��•�\�
�9�M
�•�S�u�
3ã�•�b�"1��\�Ç�Þ�î�¬�†�è(ô�M�•�Ï�Ü�©�î�@�²0[�_�^�~�r�M��

���b/²�†�
�(8®�Ê#Ý�b�G0d/²#'�b�8�B�ž�–�»�\�K�Z�Q#Ý�K�Z�C�T�I�8��

�«�̧ �µ�É 6 0
�X�b�Ý�î�Ý�†�µ�u�•���œ�c�
�Ý�î�Ý�b �M�m�Z�M+´
�\ �8�N�€�?�M+´ �†�æ���K�r�M��

�G�b0¿���c�
 [ �Ý�î�Ý>& Rules>' ] �­�¡
�©�Ù�å�b�V4Š�_�6�~�r�M��

�«�̧ �µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M�� —

�m8p �ï�8
Æ��  �_��  
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1‘�9$��•�†1‘�9�M�•�G0d/²#'�b�[  

1‘�9�r�S�c�•�Ù$��•�_�X�Ð�\�e�Ð�b�Ã�±�î�å�†0°3Ù�M�•�"(ç�^�G0d/²#'�_�c�
���b�|�:�_/²&g�I�€�•�•
+��ö�@�6�~�r�M��

• 8 �F�b�X>8 \d{8}

• �X�Ð�b�­�µ�º�b6ë�_�Á�–�Ç�å�@�6�•1‘�9�¥�î�»>8 \d{3}-\d{4}-\d

• �±�e�Ð�r�S�c�`�e�Ð�b,e�Ð  1 �X�[���r�•1‘�9�¥�î�»>8 [a-zA-Z]\d{7}

• 3 �F�b�X�Ð�[���r�~�
�±�e�Ð�@  9 �X)F�C1‘�9�¥�î�»>8 \d{3}[A-Z]{9}

0[(ò  1��Â

�G0d/²#'>& abc >' �G0d/²#'�b�M4��b�è�ç�@�e�Ð�4�b�M4Š�_�M+´�M�•�\�
�(8®�Ê
#Ý�b�G0d/²#'�c�Q�b�e�Ð�4�_�M+´�M�•�\�8�:�G�\�_�^�~�r
�M��

�S�\�<�d�
�G0d/²#'  ACC �c�
�e�Ð�4  ACCOUNT �\  ACCT �_�M+´
�K�r�M��

[ ] �±�•�µ�¥�c�e�Ð�b�­�µ�º�†&g�M�S�u�_�Q#Ý�K�r�M���e�Ð�c
�¶���r�S�c(
�V�[��*O�[�A�r�M��

�S�\�<�d , [a-z]  �c�
 a �?�}  z  �r�[�b�M�m�Z�b�`�e�Ð�_�M+´
�K�
 [a-zA-Z]  �c�
 A �?�}  Z �r�[�b�M�m�Z�b�±�e�Ð�\�`�e�Ð�_
�M+´�K�r�M�� [xyz]  �c�
 x �
 y  �r�S�c  z  �b�e�Ð�b�s�_�M+´�K�r
�M��


Ç0°�•>& \ >' 
Ç0°�•�c"I�f�e�Ð�b �š�«�£�î�É �_�Q#Ý�K�r�M���K�S�@�W�Z�

\.  �\)F�E�•�\�
�Æ�Ü�œ�»�Q�b�v�b�b�s�_�M+´�K�
 \$  �c�»�Ý
0°�•�b�s�_�M+´�K�
 \^  �c�Ÿ�Õ�Þ�µ�º0°�•�b�s�_�M+´�K�r�M��


Ç0°�•�c�
 \d  �^�]�º�î�¡�å�b���r�~�\�v�^�~�r�M��

5�0[>8 
Ç0°�•�c�Ã�î�§�î�[�v"I�f�^�š�«�£�î�É�e�Ð�\�K�Z�Q
#Ý�K�r�M���Q�b�S�u�
�G0d/²#'�[
Ç0°�•�†�Q#Ý�M�•���œ�
 2 
�X�b
Ç0°�•�@�²0[�[�M��0Ž�Ò�‹�_�c����7•�_���Q#Ý�I�€�•
Ç
0°�•  1 �X�b�s�@�g�~�
�G0d/²#'�©�«�¸�Ò�_�û�I�€�r�M��

\d �X�Ð>&0 >|  9>'�_�M+´�M�•�º�î�¡�å��0
�X�b�X�Ð�_�M+´�I�O
�•�_�c�
�Z�X�†  {}  �_
°�€�X�b6×�I�†0d���K�r�M��

�S�\�<�d , \d  �c�
 5 �^�]�b  1 �F�b�X�Ð�b�s�_�M+´�K�r�M�@�

55 �_�c�M+´�K�r�O�‡�� \d{2}  �†�Q�:�\�
 55 �^�]�b  2 �F�b�X
�_�M+´�K�r�M�@�
 5 �_�c�M+´�K�r�O�‡��

)Þ�~3É�K�G�X {min,max} 1 �X�S�b�º�î�¡�å�b)Þ�~3É�K�G�X�†�æ���M�•�G0d/²#'/²0°�@
�§�Ï�î�º�I�€�Z�8�r�M��

�S�\�<�d�
 �� \d{8} ���\�8�:/²#'�c�
 12345678  �>�|�g  
11223344  �_�c�M+´�K�r�M�@�
 8 �_�c�M+´�K�r�O�‡��

1=#.�ô>&| >' �æ�p�
�X�r�~�� or�� ‡'ì�Ê�_%&�\�K�r�M�� A �\  B �†�G0d/²#'
�\�M�•�\�
 �� A|B ���\�8�:/²#'�c�� A���\�� B���b�8�N�€�?�_
�M+´�M�•�M�m�Z�b�e�Ð�4�_�M+´�K�r�M�� 1 �X�b�G0d/²#'�[�X
�Ã�±�î�å�†)��s�œ�ƒ�O�•�S�u�_�Q#Ý�[�A�r�M��

�S�\�<�d�
 �� foo|bar ���\�8�:/²#'�c  foo  �x  bar  �\�c�M+´�K
�r�M�@�
 foobar  �\�c�M+´�K�r�O�‡��
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• |  �†�Q�8�
�è(ô�M�•  2 �X�b$��^�•�X�Ð�Ã�±�î�å�†��*O>8 \d{3}[A-Z]{9}|\d{2}[A-Z]{9}-\d

�µ�&  DLP #Ý1�>&�•�«�±�Ò  DLP �Ï�Ü�©�î�b�s>'�b�•�«�±�Ò  �¹�•�¡�©�Ù�¼�Ü�b�Q#Ý  

AsyncOS �_�c�
 RSA Security Inc. �_�|�•�¦�S��*O�I�€�S�M4��b�¹�•�¡�©�Ù�¼�Ü�@�f�j�I�€�r�M�@�

DLP �«�Ÿ�Õ�å�µ+��_�M+´�M�•#Ý1��†�æ���M�•�•�«�±�Ò  DLP �¹�•�¡�©�Ù�¼�Ü�†�8�B�M�•�G�\�v�[�A�r
�M��

0
�X�b�‰�2�[�•�«�±�Ò  DLP �¹�•�¡�©�Ù�¼�Ü�†�8�B�[�A�r�M��

• �•�«�±�Ò  DLP �¹�•�¡�©�Ù�¼�Ü�b%$�K3ã�•  

• �¸�Ÿ�«�º  �Ç�“�–�Ý�\�K�Z  DLP �¹�•�¡�©�Ù�¼�Ü�†�8�B �K�
 DLP �¹�•�¡�©�Ù�¼�Ü�b�–�å�Ï�î�º ��

• �9�b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�} DLP �¹�•�¡�©�Ù�¼�Ü�b�š�¡�«�Ï�î�º �K�
 DLP 
�¹�•�¡�©�Ù�¼�Ü�b�–�å�Ï�î�º ��

�•�«�±�Ò  DLP �¹�•�¡�©�Ù�¼�Ü�b%$�K3ã�•  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ]  > [DLP �Ï�Ü�©�î  �Ð�¿�î�ª�Õ>& DLP Policy Manager>' ] �†4E�¥�K
�r�M��

�«�¸�µ�É 2 [ 0ò(ý0¿��>&Advanced Settings>' ] �­�¡�©�Ù�å�[�
 [ �•�«�±�Ò  DLP 3¡�i>& Custom DLP Dictionaries>' ] 
�b
��b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ 3¡�i�†3ã�•>& Add Dictionary>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �•�«�±�Ò  �¹�•�¡�©�Ù�¼�Ü�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 5 #Ý1��b�Ü�«�º�_�‚0d�¹�•�¡�©�Ù�¼�Ü�b�š�å�º�Ü>&�"1��\�Ç�Þ�î�¬>'�†
°�Š�K�r�M��

�¹�•�¡�©�Ù�¼�Ü�b�"1��c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�
8�  ASCII �e�Ð�†�µ�u�•�G�\�@�[�A�r�M��

0
�X�b�š�å�º�Ü�†
°�Š�M�•���œ�c�
�5/œ�[�š�å�º�Ü�†�
�)�~�r�M��

�«�¸�µ�É 6 [ 3ã�•>&Add>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�¸�Ÿ�«�º  �Ç�“�–�Ý�\�K�Z  DLP �¹�•�¡�©�Ù�¼�Ü�†�8�B  

�Ø�î�¨"‚+¬�b�¹�•�¡�©�Ù�¼�Ü�†�¸�Ÿ�«�º  �Ç�“�–�Ý�\�K�Z�ß�î�•�Ý  �Ð�©�å�_�8�B�K�
�”�É�Û�–�”�å�«�_
�–�å�Ï�î�º�M�•�G�\�v�[�A�r�M���¹�•�¡�©�Ù�¼�Ü�b�¸�Ÿ�«�º  �Ç�“�–�Ý�_�>�E�•�›�"1��_�c�
�I�D�5/œ
�†�Q#Ý�K�r�M���¹�•�¡�©�Ù�¼�Ü�b�"1��c�±�e�Ð�\�`�e�Ð�@�
�9�I�€�
8�  ASCII �e�Ð�†�µ�u�•�G�\�@�[
�A�r�M��

DLP �¹�•�¡�©�Ù�¼�Ü�b�š�¡�«�Ï�î�º  

>&�@>' �¦�S��*O�I�€�S  DLP �¹�•�¡�©�Ù�¼�Ü�c�š�¡�«�Ï�î�º�[�A�r�O�‡��
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�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [DLP �Ï�Ü�©�î  �Ð�¿�î�ª�Õ>& DLP Policy Manager>' ] �†4E�¥�K�r
�M��

�«�¸�µ�É 2 [ 0ò(ý0¿��>&Advanced Settings>' ] �b  [ �•�«�±�Ò  DLP 3¡�i>& Custom DLP Dictionaries>' ] �­�¡�©�Ù�å�b
�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ 3¡�i�†�š�¡�«�Ï�î�º>& Export Dictionary>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �š�¡�«�Ï�î�º�M�•�¹�•�¡�©�Ù�¼�Ü�†4E�¥�K�r�M��

�«�¸�µ�É 5 �¹�•�¡�©�Ù�¼�Ü�b�Ç�“�–�Ý�¡�†
°�Š�K�r�M��

�«�¸�µ�É 6 �š�¡�«�Ï�î�º�I�€�S�¹�•�¡�©�Ù�¼�Ü�†�–�Ñ�M�•���d>&�ß�î�•�Ý  �¥�å�Æ�×�î�±�r�S�c�”�É�Û�–�”�å�«�b  
configuration �¹�•�Þ�¡�º�Ü�b�8�N�€�?>'�†4E�¥�K�r�M��

�«�¸�µ�É 7 �Ç�“�–�Ý�b�š�å�¥�î�»�‰�'�†4E�¥�K�r�M��

�«�¸�µ�É 8 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�
�Ç�“�–�Ý�†�–�Ñ�K�r�M��

DLP �¹�•�¡�©�Ù�¼�Ü�b�–�å�Ï�î�º  

�c�L�u�•�S�_

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_8�  DLP �¹�•�¡�©�Ù�¼�Ü�?�}�š�¡�«�Ï�î�º�K�S�Ç�“�–�Ý�†
�–�å�Ï�î�º�M�•���œ�c�
�q�6�_�¸�Ÿ�«�º  �Ç�“�–�Ý�?�}5��s�Í�†�P7V�K�
�G0d/²#'�†�"1��r�S�c1��ƒ�_
�š�n�M�•�²0[�@�6�~�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [DLP �Ï�Ü�©�î  �Ð�¿�î�ª�Õ>& DLP Policy Manager>' ] �†4E�¥�K�r
�M��

�«�¸�µ�É 2 [ 0ò(ý0¿��>&Advanced Settings>' ] �­�¡�©�Ù�å�[�
 [ �•�«�±�Ò  DLP 3¡�i>& Custom DLP Dictionaries>' ] 
�b
��b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ 3¡�i�†�–�å�Ï�î�º>& Import Dictionary>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �Ç�“�–�Ý�†�ß�î�•�Ý  �Ð�©�å�?�}�–�å�Ï�î�º�M�•�?�
�”�É�Û�–�”�å�«�b  configuration �¹�•�Þ�¡�º�Ü�?�}
�–�å�Ï�î�º�M�•�?�†4E�¥�K�r�M��

�«�¸�µ�É 5 �š�å�¥�î�»�‰�'�†4E�¥�K�r�M��

�«�¸�µ�É 6 [ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�r�M��

�� Success���Ó�µ�­�î�ª�@/²&g�I�€�
�–�å�Ï�î�º�K�S�¹�•�¡�©�Ù�¼�Ü�c�
 [ 3¡�i�†3ã�•>& Add Dictionary>'
] �Ì�î�ª�_/²&g�I�€�r�M���S�T�K�
�G�b�É�ß�­�«�c�r�T�ö
²�[�c�6�~�r�O�‡��

�«�¸�µ�É 7 �¹�•�¡�©�Ù�¼�Ü�b�¡�S�†�æ���K�
)…7Ÿ�K�r�M��

�«�¸�µ�É 8 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��   
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$2�ƒ�K�84*�o�b�Ü�«�¡0[�I�b�8�9�Ê  

�”�É�Û�–�”�å�«�c  DLP 4*�o�_�P�K�Z�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�\�
�Ó�µ�­�î�ª�_�Ü�«�¡0[�I�«�¥�”�†
�m�~�\�Z�r�M���G�b�«�¥�”�c�
�Ó�µ�­�î�ª�_  DLP 4*�o�@�µ�r�€�•&�"á�†&g�K�r�M���«�¥�”�@  0 �[�6�€
�d�
�Ó�µ�­�î�ª�_�c�o�p&����_4*�o�@�µ�r�€�^�8�G�\�†�–�á�K�r�M���«�¥�”�@  100 �[�6�€�d�
�o�p&�
���_4*�o�@�µ�r�€�r�M��

��*O�í�s�b�¸�å�É�Þ�î�º�_�ö�Y�8�S  DLP �Ï�Ü�©�î�_�X�8�Z  
��*O�í�s�b�¸�å�É�Þ�î�º�?�}�8�B�I�€�S  DLP �Ï�Ü�©�î�_�P�M�•�Ü�«�¡0[�I�b�«�¥�”�Ü�å�¢  �Ã�Û�Ó�î�±
�†/²&g�r�S�c�š�f�M�•�G�\�c�[�A�r�O�‡���S�T�K�
"I��  DLP �Ï�Ü�©�î�_�±5��b1��è���b�M+´�@�6�•��
�œ�
�Q�b�Ï�Ü�©�î�_�P�K�Z5��±�Ø�«�£�î�Ý�†1*�Z�[�A�r�M�� ��4*�o�b5��±�Ø�b0Û�o�_�X�8�Z�� >&P.15-20>'
�†�g!·�K�Z�C�T�I�8�� SOX>&Sarbanes-Oxley>'�¸�å�É�Þ�î�º�^�]�b�¥�å�¸�å�¶!·�œ�(8®�Ê�b�^�8�¸�å
�É�Þ�î�º�_�ö�Y�C�Ï�Ü�©�î�[�c�
�Ó�µ�­�î�ª�@�Ï�Ü�©�î�_4*�o�K�S���œ�c�«�Ÿ�Õ�å  �š�å�ª�å�c�–�_

�� 75���\�8�:�Ü�«�¡0[(ò�b�Í�†3É�K�r�M��

�•�«�±�Ò  DLP �Ï�Ü�©�î�_�X�8�Z  
�•�«�±�Ò  DLP �Ï�Ü�©�î�_�P�M�•�¥�å�¸�å�¶!·�œ�(8®�Ê�†�8�B�M�•�\�
�Ü�«�¡0[�I�«�¥�”�†�ô���M�•�S
�u�_�Q#Ý�I�€�•�Í�†�æ���K�r�M��

• 3Æ�K�ö��4*�o�\0b�^�M�_�c�
�Ó�µ�­�î�ª�x�ç�Ü�Ç�“�–�Ý�b�p�[�Ý�î�Ý�\�M+´�M�•'à�d�@�]�b�C�}�8
3Æ�C�[$Î#Õ�M�•�²0[�@�6�•�?�†��*O�K�r�M���S�\�<�d�
&k�
�–7€$��•�_���S�X�Í�b�Ã�±�î�å�@6×�8
�Ó�µ�­�î�ª�b�V4Š�_/²&g�I�€�
�”�»�Þ�«�@�Ž�•�_3æ�™*…�b*+�¡�[/²&g�I�€�Z�8�•���œ�
�Q�€�}�c!“
6õ�€�[�6�•�\�N���I�€�
�¹�î�±�c�M+´�\�K�Z�•�˜�å�º�I�€�r�O�‡��

• �q�`)r�œ�«�¥�” ���µ�&�_���@  DLP 4*�o�\�K�Z�(8®�I�€�•�S�u�_�²0[�^�q�`7H�b�Ü�«�¡0[�I�«�¥�”��
�Ó�µ�­�î�ª�b�M+´�b�«�¥�”�@�q�`)r�œ�«�¥�”�_4)�K�^�?�W�S���œ�
�Q�b�¹�î�±�c�µ�&�[�6�•�\�c0b
�^�I�€�r�O�‡��

• 5��s ���8�B�M�•�›�•�«�±�Ò  �Ý�î�Ý�[�
�Ý�î�Ý�b5�0[�Ø�†&g�M��5��s���†�æ���K�r�M���«�¥�”�c�è
���Ý�î�Ý�_�M+´�K�S�X�_�Ý�î�Ý�b5��s�†�Œ'ì�M�•�G�\�[�v�“�[�A�r�M��5��s�@  10 �b�Ý�î�Ý�[4*�o
�@ 2 �X�6�•���œ�c�
�«�¥�”�c  20 �\�^�~�r�M���6�•�Ý�î�Ý�@�(8®�Ê�_�\�W�Z�Ú�|�~5�0[�[�6�€�d�

�|�~�±�A�85��s�†�”�§�–�å�M�•�G�\�_�^�~�r�M��

• �q�±�«�¥�” ���Ý�î�Ý�b�q�±�«�¥�”�c�
5��s�@�*�8�Ý�î�Ý�_�M+´�M�•�v�b�@�±5��_$Î#Õ�K�Z�v�
�«
�Ÿ�Õ�å�b�q)
�«�¥�”�@�z�@�u�}�€�^�8�|�:�_�M�•�v�b�[�M��

�Ü�«�¡0[�I�†0£'ì�M�•�S�u�
�(8®�Ê�c�è���Ý�î�Ý�_�M+´�M�•�X�_�Ý�î�Ý�b5��s�†�Œ'ì�K�r�M���G�b�Í�@
�è���Ý�î�Ý�b�q�±�«�¥�”�†2x4#�K�S���œ�
�(8®�Ê�c�q�±�«�¥�”�†�Q#Ý�K�r�M���(8®�Ê�@0
�X�b�è���Ý�î
�Ý�†�â�X���œ�
�M�m�Z�b�è���Ý�î�Ý�b�«�¥�”�†�œ0£�K�Z  1 �X�b�Í�_�K�r�M���(8®�Ê�c���b/²�_�6�•�|�:
�_�
�è���Ý�î�Ý�b�«�¥�”>& 10 >|  10000>'�†  10 >|  100 �b�P�X% %��~�_�Ð�µ�Æ�å�¢�K�
�Ü�«�¡0[�I�†'ì��
�K�r�M��

/² 15-1 �è���Ý�î�Ý  �«�¥�”�?�}�b�Ü�«�¡0[�I�«�¥�”�b0£'ì�‰�2  

�Ý�î�Ý�b�«�¥�” �Ü�«�¡0[�I

10 10

20 20

30 30

50 40

100 50

150 60

300 70

500 80
15-18
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  15 'v       �¹�î�±�˜�»75�F
  RSA Email DLP �b  DLP �Ï�Ü�©�î
�•�«�±�Ò  �¥�å�¸�å�¶�(8®�Ê�@�Q#Ý�I�€�•�Ï�Ü�©�î�b/²&g  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ]  > [DLP �Ï�Ü�©�î�b�•�«�±�Ð�–�¬>& DLP Policy Customizations>' ] 
�†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �•�«�±�Ò�(8®�Ê>& Custome Classifiers>' ] �­�¡�©�Ù�å�[�
 [ �•�«�±�Ò�(8®�Ê>& Custome Classifiers>' ] 
�¸�î�È�Ý�b0b���K�_�6�•  [ �Ï�Ü�©�î>& Policies>' ] �†�¡�Ü�µ�¡�K�r�M��

6õ4�8o% 

• ���•�«�±�Ò  DLP �Ï�Ü�©�î�_�P�M�•�¥�å�¸�å�¶!·�œ�(8®�Ê�b�8�B�� >&P.15-13>'

DLP �Ï�Ü�©�î�b�Ó�µ�­�î�ª�b�Ç�•�Ý�±�Ü�å�¢

�Ã�Ç�›�î�Ð�å�«�x(­�Ø�†�¥�V�I�O�•�S�u�_�
���b�ö =�_�ö�Y�8�Z"I���b�Ó�µ�­�î�ª�T�E�_4:#Ý�I�€�•�|
�:�_  DLP �Ï�Ü�©�î�†�D7H�[�A�r�M��

1000 90

10000 100

/² 15-1 �è���Ý�î�Ý  �«�¥�”�?�}�b�Ü�«�¡0[�I�«�¥�”�b0£'ì�‰�2  

�Ý�î�Ý�b�«�¥�” �Ü�«�¡0[�I
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  RSA Email DLP �b  DLP �Ï�Ü�©�î
4*�o�b5��±�Ø�b0Û�o�_�X�8�Z  
DLP �«�Ÿ�Õ�å  �š�å�ª�å�@ ¯�~$×�^  DLP 4*�o�†�è���M�•�\�
�Q�b�–�å�«�±�å�«�@��7•�_  DLP 4*�o�[�6
�•&�"á�†/²�M�Ü�«�¡0[�I�«�¥�”�†0£'ì�K�r�M���Ï�Ü�©�î�c�Ü�«�¡0[�I�«�¥�”�†�
�Ï�Ü�©�î�[��*O�I�€�S
5��±�Ø�ö =�\�š3Q�K�Z�
5��±�Ø�Þ�Ë�Ý�†"I���K�r�M>& [ �*>&Low>' ]�
 [ �¡�Ü�¸�•�•�Ý>& Critical>' ] �^
�]>' ���›5��±�Ø�[�
4*�o�_�P�K�Z��/œ�M�•�”�¡�©�Ù�å�†�æ���K�r�M>&�S�T�K�
 [Ignore>&!“0i>' ] �†�æ��
�M�•�\�
�”�¡�©�Ù�å�c��/œ�I�€�r�O�‡>' ���›5��±�Ø�Þ�Ë�Ý�_4)�M�•�S�u�_�²0[�^�Ü�«�¡0[�I�«�¥�”�c�

1*�Z�[�A�r�M��

6õ4�8o%  
• ��$2�ƒ�K�84*�o�b�Ü�«�¡0[�I�b�8�9�Ê�� >&P.15-18>' .

• ��5��±�Ø�«�£�î�Ý�b1*�Z�� >&P.15-21>'

�œ�É�©�Ù�å 1��Â  

3æ�™*…�>�|�g�w�™*…
�b�Ç�•�Ý�±�Ü�å�¢  

DLP �Ï�Ü�©�î�†�D7H�K�
���b�8�N�€�?�†�Q#Ý�K�Z�æ���M�•3æ�™*…�r�S�c�w�™
*…�†�µ�t�r�S�c�µ�r�^�8�Ó�µ�­�î�ª�_4:#Ý�M�•��

• �ö
²�^7Á�Ê�Ó�î�Ý  �”�»�Þ�«>8 user@example.com

• 7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�M4Š>8 user@

• �»�Ó�–�å�b�M�m�Z�b�Ø�î�¨>8 @example.com

• 4Š�(�»�Ó�–�å�b�M�m�Z�b�Ø�î�¨>8 @.example.com

�5/œ�x�•�å�Ð�[�
0
�X�b�š�å�º�Ü�†�(7³�[�A�r�M��

AsyncOS �c�q�6�_$Î�™�Ó�µ�­�î�ª�b�w�™*…�r�S�c3æ�™*…�@$Î�™�Ó�î�Ý  �Ï�Ü
�©�î�\�M+´�M�•�?!·�œ�K�
���_3æ�™*…�r�S�c�w�™*…�@�Q�b�Ó�î�Ý  �Ï�Ü�©�î�[
�–�¿�î�È�Ý�\�^�W�Z�8�•  DLP �Ï�Ü�©�î�[�æ���K�S3æ�™*…�>�|�g�w�™*…�Ç�•�Ý
�±�\�M+´�M�•�?!·�œ�K�r�M��

�S�\�<�d�
�Ã�î�º�¼�î  �»�Ó�–�å�b�w�™*…�†7V�8�Z�
�M�m�Z�b3æ�™*…�_�P�K"I
���b�±�–�É�b�_���†3æ�™�M�•�G�\�†�Ä�°�M�•���œ�@�6�~�r�M���Ã�î�º�¼�î  �»
�Ó�–�å
Æ�b�M�m�Z�b�Ø�î�¨�†7V�¥�M�•�Ç�•�Ý�±�†�µ�u�
�Q�b�_���_�P�K  DLP 
�Ï�Ü�©�î�†�8�B�K�
�M�m�Z�b3æ�™
–�_4:#Ý�I�€�•$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_�G�b  
DLP �Ï�Ü�©�î�†�µ�u�r�M��

�ç�Ü�Ç�“�–�Ý�b'�8®
�_�ö�Y�8�S�Ç�•�Ý�±
�Ü�å�¢

"I���b'�8®�b�ç�Ü�Ç�“�–�Ý�†�µ�t�r�S�c�µ�r�^�8�Ó�µ�­�î�ª�b�s�†�«�Ÿ�Õ�å
�M�•�|�:  DLP �Ï�Ü�©�î�†7H���[�A�r�M���ç�Ü�Ç�“�–�Ý�b�•�¸�¦�Ü�†4E�¥�K�

���_��*O�í�s�b�Ç�“�–�Ý  �±�–�É�†4E�¥�M�•�?�
�Ü�«�º�I�€�Z�8�^�8�Ç�“�–�Ý  
�±�–�É�†�æ���K�r�M���¦�S��*O�I�€�Z�8�^�8�Ç�“�–�Ý  �±�–�É�†�æ���M�•�\�

AsyncOS �c�
�ç�Ü�Ç�“�–�Ý�b�Ñ�G�Ê�†�v�\�_�Ç�“�–�Ý  �±�–�É�†�è(ô�K�r�M��

DLP �b�«�Ÿ�Õ�å�†�
�q�`�Ç�“�–�Ý  �§�–�¬�b�ç�Ü�Ç�“�–�Ý�_7H���M�•�G�\�@�[
�A�r�M��

�Ó�µ�­�î�ª  �±�¢�_�|
�•�Ç�•�Ý�±�Ü�å�¢

DLP �Ï�Ü�©�î�†"I���b�Ç�Þ�î�¬�†�µ�t�Ó�µ�­�î�ª�b�«�Ÿ�Õ�å�_7H���M�•���œ
�c�
�Ó�µ�­�î�ª�r�S�c�¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q�W�Z$Î�™�Ó�µ�­�î�ª�_�Q�b�Ç
�Þ�î�¬�@�^�8�?�è(ô�K�
�•�«�±�Ò  �Ó�µ�­�î�ª  �±�¢�†�\0ñ�Ó�µ�­�î�ª�_��
°�M
�•�G�\�@�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡�©�Ù�å��

>&P.11-10>' �>�|�g '¨ 9 'v���Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü
�©�î�b4:#Ý��  �†�g!·�K�Z�C�T�I�8��
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  RSA Email DLP �b  DLP �Ï�Ü�©�î
5��±�Ø�«�£�î�Ý�b1*�Z  

�M�m�Z�b�Ï�Ü�©�î�_�c�¹�Ç�›�Ý�º�b5��±�Ø�«�£�î�Ý�@�6�~�r�M���›�Ï�Ü�©�î�_�P�K�Z�G�b�«�£�î�Ý�†1*
�Z�[�A�r�M��

�S�\�<�d�
�Ü�«�¡0[�I�«�¥�”�@  90 �?�}  100 �b���œ�
�¹�Ç�›�Ý�º�[4*�o�b5��±�Ø�Þ�Ë�Ý�c�¡�Ü�¸�•�•�Ý
�_�^�~�r�M���S�T�K�
"I���b�Ï�Ü�©�î�_�M+´�M�•4*�o�_�X�8�Z�c�¹�î�±�˜�»�b�•+��ö�@�6�~�
�µ�&�Ø�†
�V�F�•�G�\�@�²0[�_�^�•�G�\�@�6�~�r�M���G�b  DLP �Ï�Ü�©�î�_�c�
�¡�Ü�¸�•�•�Ý�^5��±�Ø�Þ�Ë�Ý�†  75 
>|  100 �b�Ü�«�¡0[�I�«�¥�”�†�â�X4*�o�_�š�f�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [DLP �Ï�Ü�©�î  �Ð�¿�î�ª�Õ>& DLP Policy Manager>' ] �†4E�¥�K�r
�M��

�«�¸�µ�É 2 )…7Ÿ�M�•�Ï�Ü�©�î�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 5��±�Ø�b  [ 5��±�Ø0¿��>& Severity Settings>' ] �­�¡�©�Ù�å�[�
 [ �«�£�î�Ý�b)…7Ÿ ...>&Edit Scale...>' ] �†�¡
�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �ö =�b%®�3�†�Q�W�Z�
5��±�Ø�Þ�Ë�Ý�_�P�M�•�«�¥�”�†1*�Z�K�r�M��

�«�¸�µ�É 5 [ �ö�¢>&Done>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 [ 5��±�Ø�«�£�î�Ý>& Severity Scale>' ] �b�¸�î�È�Ý�[�
�²0[�^�\�A�_�«�¥�”�@�6�•�G�\�†&�1��K�r�M��

�«�¸�µ�É 7 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��   

6õ4�8o%  
• ��4*�o�b5��±�Ø�b0Û�o�_�X�8�Z�� >&P.15-20>'

4*�o�\�b�M+´�_�P�M�•  Email DLP �Ï�Ü�©�î�b8p�Î�b1*�Z  
DLP 4*�o�@�
$Î�™�Ó�î�Ý  �Ï�Ü�©�î�[�–�¿�î�È�Ý�^  DLP �Ï�Ü�©�î�_  1 �X�è�V�M+´�M�•���œ�
�Ü�«�º�[�q
�6�_�M+´�K�S  DLP �Ï�Ü�©�î�b�s�@�Q#Ý�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [DLP �Ï�Ü�©�î  �Ð�¿�î�ª�Õ>& DLP Policy Manager>' ] �Ì�î�ª�[�
 [ �Ï�Ü�©�î�b8p$��b)…7Ÿ>& Edit Policy 
Order>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 &ã�·�M�•�Ï�Ü�©�î�b/œ�†�¡�Ü�µ�¡�K�
�‚�K�88p�Î�b���d�_�»�Û�µ�¢�K�r�M��

�«�¸�µ�É 3 �Ï�Ü�©�î�b8p�Î�b�š�f�†�ö�¢�K�S�}�
�š�f
Æ���†3æ�™�K�
&����K�r�M��

$Î�™�Ó�î�Ý  �Ï�Ü�©�î�\�b  DLP �Ï�Ü�©�î�b6õ4��Ü�E  
• ���¹�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�\�b  DLP �Ï�Ü�©�î�b6õ4��Ü�E�� >&P.15-22>'

• ��$Î�™�Ó�î�Ý  �Ï�Ü�©�î�†�Q#Ý�K�S3æ�™*…�>�|�g�w�™*…�l�b  DLP �Ï�Ü�©�î�b�m�~�\�Z�� >&P.15-22>'
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�¹�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�\�b  DLP �Ï�Ü�©�î�b6õ4��Ü�E  

�¹�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�c�
�Ú�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�@3æ�™*…�r�S�c�w�™*…�_�M+´�K�^�8��
�œ�_�Q#Ý�I�€�r�M��

�W 15-1 �–�¿�î�È�Ý�_�^�W�Z�8�•  DLP �Ï�Ü�©�î�†���:�¹�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î

�c�L�u�•�S�_  
�� RSA �Ó�î�Ý  DLP �†�Q#Ý�K�S�_
°�b���œ�b�¹�î�±�˜�»75�F�†�­�µ�º  �”�µ�É�M�•�‰�2�� >&P.15-4>' �b�¸�î
�È�Ý�b�
�G�G�r�[�b�M�m�Z�b�”�¡�¸�•�Å�¸�•�†��/œ�K�r�M���S�\�<�d�
�¹�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  �Ï�Ü
�©�î�_�µ�u�•  DLP �Ï�Ü�©�î�†�8�B�K�S�G�\�†&�1��K�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �¸�î�È�Ý�b  [ �¹�Ç�›�Ý�º  �Ï�Ü�©�î>& Default Policy>' ] �b/œ�[�
 [DLP] �b�4�b  [ �¹�•�­�î�È�Ý
>&Disabled>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [DLP �†�w� �_�M�•>&0¿���†�•�«�±�Ð�–�¬>' >&Enable DLP>&Customize Settings>'>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 4 �¹�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�M�•  DLP �Ï�Ü�©�î�†4E�¥�K�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

���b�8��  
3ã�•�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�b  DLP �Ï�Ü�©�î�†4E�¥�K�r�M��  ��$Î�™�Ó�î�Ý  �Ï�Ü�©�î�†�Q#Ý�K�S3æ�™*…�>
�|�g�w�™*…�l�b  DLP �Ï�Ü�©�î�b�m�~�\�Z�� >&P.15-22>' �†�g!·�K�Z�C�T�I�8��

$Î�™�Ó�î�Ý  �Ï�Ü�©�î�†�Q#Ý�K�S3æ�™*…�>�|�g�w�™*…�l�b  DLP �Ï�Ü�©�î�b�m�~�\�Z  

$Î�™�Ó�î�Ý  �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�M�•�G�\�_�|�W�Z�
�]�b3æ�™*…�\�w�™*…�_�]�b  DLP �Ï�Ü�©�î�†4:
#Ý�M�•�?�†�æ���K�r�M��$Î�™�Ó�î�Ý  �Ï�Ü�©�î
Æ�[  DLP �Ï�Ü�©�î�T�E�†�Q#Ý�M�•�G�\�@�[�A�r�M��

�c�L�u�•�S�_  
�¹�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�b  DLP �Ï�Ü�©�î�†0¿���K�r�M��  ���¹�Ç�›�Ý�º�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î
�\�b  DLP �Ï�Ü�©�î�b6õ4��Ü�E�� >&P.15-22>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �¸�î�È�Ý�b�õ�–�b/œ�b  DLP �4�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��
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  RSA Enterprise Manager
�«�¸�µ�É 3 �G�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_6õ4��Ü�E�•  DLP �Ï�Ü�©�î�†4E�¥�K�r�M��

�«�¸�µ�É 4 �š�f�†3æ�™�K�r�M��

�«�¸�µ�É 5 �Ú�b$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_�P�K�Z�
�²0[�_�Â�L�Z)Þ�~3É�K�r�M��

�«�¸�µ�É 6 �š�f
Æ���†&����K�r�M��

���b�8��  
 �� RSA �Ó�î�Ý  DLP �†�Q#Ý�K�S�_
°�b���œ�b�¹�î�±�˜�»75�F�†�­�µ�º  �”�µ�É�M�•�‰�2�� >&P.15-4>' �†�g
!·�K�Z�C�T�I�8��

DLP �Ï�Ü�©�î�b)…7Ÿ�r�S�c�P7V�_6õ�M�•5�0[�^�_��  

RSA Enterprise Manager 
• �� Enterprise Manager �\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b4�� �‰�2�� >&P.15-23>'

• �� Enterprise Manager �b�Ð�½�×�”�Ý�� >&P.15-24>'

• �� RSA Enterprise Manager �b�_
°�_�>�E�•�Ž6ä�¹�î�±�˜�»75�F�b�­�µ�º  �”�µ�É�‰�2�� >&P.15-24>'

• �� RSA �Ó�î�Ý  DLP �?�}  RSA Enterprise Manager �l�b&ã/œ�� >&P.15-30>'

• �� Enterprise Manager �b  DLP �Ï�Ü�©�î�f�‚�b&�1��� >&P.15-31>'

• �� RSA Enterprise Manager �\0•1��§�Ï�î�º�� >&P.15-32>'

• ���¡�Û�«�±�ì�I�€�S�”�É�Û�–�”�å�«�[�b  Enterprise Manager �b�Q#Ý��>&P.15-32>'

• �� Enterprise Manager �_
°�_�>�E�•�Ï�Ü�©�î�b�P7V�\�¹�•�­�î�È�Ý�ì�_�X�8�Z�� >&P.15-32>'

• ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  Enterprise Manager 6ë�b�K)F�b�)�•�� >&P.15-33>'

• �� Enterprise Manager �?�}  RSA �Ó�î�Ý  DLP �l�b�)�~�p�<�� >&P.15-33>'

Enterprise Manager �\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b4�� �‰
�2  

RSA Enterprise Manager DLP �†  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�–�¿�î�È�Ý�_�M�•�\�
�”
�É�Û�–�”�å�«�c  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �†�Ã�î�º�¼�î  �¹�Â�–�«�\�K�Z+¬�·$×�_3ã�•
�M�•  Enterprise Manager �_0¿���†3æ�™�K�r�M�����_  Enterprise Manager �†6ä�C�\�A�c�
7Á�Ê�Ó�î�Ý  �­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_0¿���K�S$Î�™�Ó�î�Ý  �Ï�Ü�©�î�b�¡�S�\�Ó�±�¹�î�±�
�>�|�g�Ó�µ�­�î�ª  �”

�”�¡�©�Ù�å  �_��  

DLP �Ï�Ü�©�î�b)…7Ÿ  �Ï�Ü�©�î�b�¡�S�†�š�f�M�•�\�
$Î�™�Ó�î�Ý  �Ï�Ü�©�î�[
Ì�Ø�–
�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

DLP �Ï�Ü�©�î�b�P7V  �Ï�Ü�©�î�†�P7V�M�•�\�
 DLP �Ï�Ü�©�î�@  1 �X�è�V�b$Î�™
�Ó�î�Ý  �Ï�Ü�©�î�[�Q#Ý�I�€�S���œ�_�
3û%±�†�w�™�K�r�M��
DLP �Ï�Ü�©�î�b�P7V�_�|�~�
�G�b�|�:�^�Ó�î�Ý  �Ï�Ü�©�î�?
�}�Ï�Ü�©�î�@�P7V�I�€�r�M��
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'¨  15 'v       �¹�î�±�˜�»75�F
  RSA Enterprise Manager
�¡�©�Ù�å�@  Enterprise Manager �_/²&g�I�€�
 DLP �Ï�Ü�©�î�†0¿���M�•�\�A�_�Q#Ý�[�A�•�|�:�_�^�~�r
�M��>&�æ�ƒ�~�_�
�¤�Ñ�b  DLP �Ï�Ü�©�î�†  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �?�}  Enterprise 
Manager �_�š�¡�«�Ï�î�º�[�A�r�M>' ��

Enterprise Manager �b  DLP �Ï�Ü�©�î�†0¿���M�•�\�
 Enterprise Manager �c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�_  DLP �Ï�Ü�©�î�†3æ�™�K�r�M���¹�Ç�›�Ý�º�[�c�
 Enterprise Manager �_�É�µ�©�×�I�€�S
�M�m�Z�b DLP �Ï�Ü�©�î�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �v�µ�u�S�É�µ�©�×
›�\�^�•�M�m
�Z�b�¹�Â�–�«�[�–�¿�î�È�Ý�_�^�~�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 Enterprise Manager �?�}�w�™�K�S  DLP �Ï�Ü�©�î�†�–�Ñ
�K�
4*�o�_�P�M�•$Î�™�Ó�µ�­�î�ª�b�«�Ÿ�Õ�å�_�Q#Ý�K�
�è���I�€�S4*�o�_�P�K�”�¡�©�Ù�å�†��/œ�K�r
�M��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c�
0ñ�\�M�•���œ�c�Ó�µ�­�î�ª�b�/�•�ì�†�µ�u�S�
4Ä�™
�_�Ü�Ü�î�«�I�€�•�Ó�µ�­�î�ª�b��#.�†�K�r�M��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
/²&g�\'ö
#.�b�S�u�_4*�o�_6õ�M�•�_���†3æ�™�K�r�M��

6õ4�8o%  
• ���¹�î�±�˜�»75�F�b�·�8�� >&P.15-2>'

• �� DLP 4Ä*(�œ�É�©�Ù�å��>&P.15-3>' 

Enterprise Manager �b�Ð�½�×�”�Ý  
�G�b�_
°�[�c�
 RSA Inc. �b���b�Ð�½�×�”�Ý�@�²0[�_�^�~�r�M��

• �� Managing Partner Device DLP with Enterprise Manager��>&�¸�¡�½�•�Ý  �À�î�º>' �� Enterprise 
Manager �b�­�µ�º�”�µ�É�\�
�Q�€�†�Q#Ý�K�S  Cisco Email Security �”�É�Û�–�”�å�«�†�µ�t�Ã�î�º
�¼�î  �¹�Â�–�«�b  DLP �µ+��b'ö#.�‰�2�†1��Â�K�r�M��

• �� RSA DLP Network 9.0 Deployment Guide�����¿�µ�º�á�î�¡�[  RSA DLP �¯�Ç�º�˜�™�”�†�Ž6ä�M�•�‰
�2�†1��Â�K�r�M��

• �� RSA DLP Network 9.0 User Guide���� Enterprise Manager �†�Q�W�S Cisco Email Security �”�É�Û�–
�”�å�«�^�]�b�Ã�î�º�¼�î  DLP �¹�Â�–�«�b'ö#.�‰�2�x�
 RSA DLP Network �¯�Ç�º�˜�™�”�b�Q#Ý�m
8p�†1��Â�K�r�M��

RSA Enterprise Manager �b�_
°�_�>�E�•�Ž6ä�¹�î�±�˜�»75�F�b�­�µ�º  
�”�µ�É�‰�2  

���b�m8p�†8p$��_��/œ�K�r�M��

�ï�8
Æ��  3ã�•�_��  
�«�̧ �µ�É 1 �¿�µ�º�á�î�¡�_  Enterprise Manager �†0¿���K�
7Á�Ê�Ó�î

�Ý �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �\�b�f� �b =
��†�K�r
�M��

DLP Datacenter �_�X�8�Z�c�
�œ�å�Û�–�å  �Ê�Ý�É�>�|�g
�� Managing Partner Device DLP with Enterprise 
Manager�� �b�¸�¡�½�•�Ý  �À�î�º�†�µ�t�
 RSA �b�Ð�½�×
�”�Ý�†&�1��K�r�M��

�«�̧ �µ�É 2 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�
�]�b�Ó�µ
�­�î�ª�_�P�K�Z  DLP 4*�o�†�«�Ÿ�Õ�å�M�•�?�†�ô���M�•$Î
�™�Ó�î�Ý  �Ï�Ü�©�î�†�8�B�K�r�M��

$��^�•�Ï�Ü�©�î�c�
�Ø�î�¨�b�Ø�î�¨�r�S�c�¢�Ý�î�É�_�m
�~�\�Z�•�G�\�@�[�A�r�M��

'¨ 10 'v���Ó�î�Ý  �Ï�Ü�©�î�� �†�g!·�K�Z�C�T�I�8��

�@>8 

$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_�c�w�™*…�†�æ���M�•�œ�É�©�Ù�å
�@�6�~�r�M���S�T�K�
 Enterprise Manager �†�Q#Ý�K�S�_

°�b���œ�
�G�b�_���c  LDAP �?�}�c
°�m�[�A�r�O�‡��
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  RSA Enterprise Manager
�Ç�•�å�ž�î�É�Ü�å�º  

Enterprise Manager �b�_
°�_�
 RSA �b  DLP �¹�î�±�­�å�±�î�@�µ�r�€�Z�8�•���œ�
�Ç�•�å�ž�î�É�Ü�å�º
�†�–�¿�î�È�Ý�_�[�A�r�M��

�Ç�•�å�ž�î�É�Ü�å�º�_�|�W�Z�
�¯�î�«  �¥�î�»�>�|�g�µ�&�e�i�b�è���@�¥�V�K�r�M��

• �¹�î�±�Ë�î�«  

• �»�Ÿ�×�Ó�å�º�b�¸�Ÿ�«�º�b�ö
²�r�S�c4Š�(�M+´�M�•�¸�Ÿ�«�º

• �Ç�“�–�Ý�b�Å�µ�º�"�)�b�ö
²�M+´�[�6�•�
�ö
²�Â�–�¼�Ü�M+´  

�«�̧ �µ�É 3 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�
 DLP 4*�o
�@�è���I�€�S�
�r�S�c$2�ƒ�€�S�Ó�µ�­�î�ª�_�P�K�Z��/œ
�[�A�•�”�¡�©�Ù�å�†��*O�K�r�M��

�S�\�<�d�
�Q�b�|�:�^�Ó�µ�­�î�ª�†7x7³�[�A�r�M��

���Ó�µ�­�î�ª  �”�¡�©�Ù�å�� >&P.15-33>'

�«�̧ �µ�É 4 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �\  Enterprise 
Manager 6ë�b�­�Ÿ�×�”�^3û�™�_0É�Â�i�†�v�“�>�|�g�”�µ
�É�ß�î�»�K�r�M��

��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  Enterprise 
Manager 6ë�b SSL �K)F#Ý�b0É�Â�i�b�v�“�\�”�µ�É�ß�î
�»>&�N�á>'��>&P.15-26>' �†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 5 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�
 ESA �b  
DLP �Ô�î�»#Ý�b  RSA Enterprise Manager �†4E�¥�K�
7Á
�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  Enterprise 
Manager 6ë�b�K)F�†0¿���K�r�M��

 �� Enterprise Manager DLP �b�w� �ì�\7Á�Ê�Ó�î�Ý  �­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b�K)F�b0¿���� >&P.15-28>' 
�†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 6 Enterprise Manager �_�Ó�µ�­�î�ª3æ�™*…�b  LDAP 1‘�9�¡
�†�f�j�K�r�M��

�� Enterprise Manager �l�b�Ó�µ�­�î�ª3æ�™*…�†1‘�9�M�•  
LDAP �b�Q#Ý��>&P.15-29>'

�«�̧ �µ�É 7 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �?�}  DLP �Ï�Ü
�©�î�†�š�¡�«�Ï�î�º�K�Z�
 Enterprise Manager �_�–�å
�Ï�î�º�M�•���œ�c�
�G�G�[�æ���K�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �?�}  RSA 
�Ó�î�Ý  DLP �Ï�Ü�©�î�†�š�¡�«�Ï�î�º�M�•�_�c�
 ��7Á�Ê
�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�b  DLP �Ï�Ü
�©�î�b�š�¡�«�Ï�î�º�� >&P.15-31>' �†�g!·�K�Z�C�T�I�8��

�Ï�Ü�©�î�†�–�å�Ï�î�º�M�•�_�c�
 RSA Enterprise 
Manager �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 8 Enterprise Manager �[�
 DLP �Ï�Ü�©�î�†�8�B�K�r�M��

• 4*�o�\0b�^�M�¥�å�¸�å�¶�b�±�–�É�†1‘�9�K�r�M��

• �›4*�o�_�X�8�Z��/œ�M�•�”�¡�©�Ù�å�†�æ���K�r�M��

�œ�å�Û�–�å  �Ê�Ý�É�>�|�g�¸�¡�½�•�Ý  �À�î�º �� Managing 
Partner Device DLP with Enterprise Manager�� �†�µ�u�

DLP �¹�î�±�­�å�±�î�¥�E  RSA �b�»�Ÿ�×�Ó�å�º�[  DLP 
�Ï�Ü�©�î�†�8�B�M�•�S�u�b�m8p�_�‘�8�r�M��

�«�̧ �µ�É 9 Enterprise Manager �[�
$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_  DLP �Ï
�Ü�©�î�†6õ4��Ü�E�•�G�\�_�|�~�
�]�b3æ�™*…�\�w�™*…�_
�]�b  DLP �Ï�Ü�©�î�†4:#Ý�M�•�?�†�æ���K�r�M��

 �� Enterprise Manager �_
°�b  DLP �Ï�Ü�©�î�_$Î�™�Ó�î
�Ý �Ï�Ü�©�î�†6õ4��Ü�E�•�‰�2�_�X�8�Z�� >&P.15-30>' �†�g
!·�K�Z�C�T�I�8��

�«�̧ �µ�É 10 Enterprise Manager �[�
 DLP �Ï�Ü�©�î�b8p�Î�†�æ���K�r
�M��

�”�É�Û�–�”�å�«�@  DLP 4*�o�b�Ó�µ�­�î�ª�†0Û�o�M�•�\�A
�c�
�Ü�«�º�b�q�6�_�M+´�K�S�Ï�Ü�©�î�_�b�s4:#Ý�K�r�M��

Enterprise Manager �[  DLP �Ï�Ü�©�î�†4Ä*(�K�r�M��
RSA Enterprise Manager �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T
�I�8��

�«�̧ �µ�É 11 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �[�
�Ó�µ�­�î
�ª  �º�Û�µ�Ÿ�å�¢�[�b�«�º�Þ�î�ª�b0¿���\�µ�&  DLP �_��
�l�b�”�¡�­�«�†�S�B�K�r�M��

• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�µ�&  DLP �¹�î�±�b/²
&g�r�S�c8�/²&g�� >&P.15-38>'

• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[�b�µ�&�_���l�b�”�¡�­
�«�b�D�š�� >&P.28-5>'

�ï�8
Æ��  3ã�•�_��  
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  RSA Enterprise Manager
�Ç�•�å�ž�î�É�Ü�å�º�†�–�¿�î�È�Ý�_�K�S���œ�
 Enterprise Manager �c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�_�Ç�•�å�ž�î�É�Ü�å�º�b�è���_���†3æ�™�K�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�

�¹�î�±�˜�»75�F�[�G�b�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�M�•�\�A�_�G�b�_���†�Q#Ý�K�r�M��

�Ç�•�å�ž�î�É�Ü�å�º�b0ò(ý�_�X�8�Z�c�
 Enterprise Manager �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

6õ4�8o% 

• �� Enterprise Manager DLP �b�w� �ì�\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b�K)F�b0¿����
>&P.15-28>' 

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  Enterprise Manager 6ë�b SSL �K)F#Ý�b0É�Â�i�b
�v�“�\�”�µ�É�ß�î�»>&�N�á>'

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  Enterprise Manager �\�b  SSL �K)F�†�Q#Ý�M�•���œ�c�
 
¶1�
�b1�0É�•�?�}  1 �X�è�V�b0É�Â�i�>�|�g  2 �Ž�b�Ð�©�å�b%&�«1�0É�_�Q#Ý�M�•*+�¡�Ÿ�î�@�²0[�[�M��

SSL �K)F�†0¿���M�•���œ�
 Enterprise Manager �§�î�Â�@�§�î�Â�[�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�c�¡�Û�–�”�å�º�_�^�~�r�M��

���b�m8p�†�M�m�Z��/œ�K�r�M��

• �� RSA �b0É�Â�i�b�¶�î�Ý�†�Q#Ý�K�S�¡�Û�–�”�å�º�>�|�g�§�î�Â�b0É�Â�i�b#Õ�B�� >&P.15-26>'

• ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b0É�Â�i�b�”�µ�É�ß�î�»�� >&P.15-27>'

• ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�•�«�±�Ò1�0É�•�Ç�“�–�Ý�b�”�µ�É�ß�î�»��
>&P.15-28>'

• �� Enterprise Manager �b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�b0É�Â�i�b#Õ�B�� >&P.15-28>'

• �� SSL 0¿���b�ö�¢�� >&P.15-28>'

RSA �b0É�Â�i�b�¶�î�Ý�†�Q#Ý�K�S�¡�Û�–�”�å�º�>�|�g�§�î�Â�b0É�Â�i�b#Õ�B

RSA �[�c�
�K)F�b�§�î�Â1�0É�\�¡�Û�–�”�å�º1�0É�b�g�‰�_�Q#Ý�[�A�•�"�M  .p12 �Ç�“�–�Ý�b#Õ�B�_�Q#Ý
�[�A�•0É�Â�i�b#Õ�B�¶�î�Ý�†�f�j�K�r�M���”�É�Û�–�”�å�«�>�|�g  Enterprise Manager �§�î�Â�_$��^�•
0É�Â�i�†�Q#Ý�M�•���œ�c�
�9�b�¯�î�«�?�}�v�“�M�•�²0[�@�6�~�r�M��

�G�b�¶�î�Ý�c�
 Enterprise Manager �§�î�Â�_  p12 0É�Â�i�Ç�“�–�Ý�\  .pem 0É�Â�i�Ç�“�–�Ý�b  2 �X�b�Ç�“
�–�Ý�†�8�B�K�Z�–�Ñ�K�r�M�� .p12 �Ç�“�–�Ý�†�Q#Ý�M�•���œ�c�
1�0É�•�b�Ü�«�º�\�K�Z7Á�Ê�Ó�î�Ý  �­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_  .pem �Ç�“�–�Ý�†�–�å�Ï�î�º�M�•�²0[�@�6�~�r�M��

0ò(ý�_�X�8�Z�c�
 RSA �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

�m8p

�«�¸�µ�É 1 Enterprise Manager �§�î�Â�V�[�¥�Ð�å�»  �É�ß�å�É�º�†6ä�A�r�M��

�«�¸�µ�É 2 C:\Program Files\RSA\Enterprise Manager\  �^�]�_�š�f�K�r�M��

�«�¸�µ�É 3 ���b�¥�Ð�å�»�†��/œ�K�r�M��

�� %JAVA_HOME%/bin/java �� -cp ./emcerttool.jar

com.rsa.dlp.tem.X509CertGenerator -clientservercasigned -cacn <NAME OF CAPROVIDED DURING 
INSTALL> -cakeystore catem-keystore -castorepass <PASSWORD FOR CA PROVIDED DURING 
INSTALL>  -cn <DEVICE_CN> -storepass <DEVICE STORE PASSWORD> -keystore <NAME OF DEVICE 
STORE>
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  RSA Enterprise Manager
>&�@>' 0É�Â�i�b�M+á�¡�c�
�b  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �Í�«�º�¡�[�6�•�²0[�@�6�~�r
�M��

Enterprise Manager �@�
�¢�Ý�î�É�r�S�c�¡�Û�«�±  �Þ�Ë�Ý�[�K)F�I�€�S7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�†'ö#.�M�•���œ�c�
�›�”�É�Û�–�”�å�«�_�c�
�Q�b�”�É�Û�–�”�å�«�b�Í�«�º�¡�_
�M+´�M�•
¹3û�¡�†�Q#Ý�K�S0É�Â�i�@�²0[�[�M��

�¥�Ð�å�»�b�[�c�
���b�|�:�_/²&g�I�€�r�M��

�� %JAVA_HOME%/bin/java �� -cp ./emcerttool.jar

com.rsa.dlp.tem.X509CertGenerator -clientservercasigned -cacn emc-cisco

-cakeystore catem-keystore -castorepass esaem -cn ironport -storepass esaem

-keystore device-store

�r�S�
���b�¥�Ð�å�»�Û�–�å  �«�–�µ�³�†�Q#Ý�[�A�r�M��

-org <value in double quotes if it contains space>

-orgunit <value in double quotes if it contains space>

-title <value in double quotes if it contains space>

-validity <number of days>

�G�b�m8p�c�
� �L�Ç�›�Ý�²�_  < device-store>.p12  �Ç�“�–�Ý�†���Š�K�r�M��

�G�b  .p12 �Ç�“�–�Ý�@�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�”�µ�É�ß�î�»�M�•0É�Â�i�[�M��

�r�S���v�²0[�_�^�~�r�M��

• �G�b�Ç�›�Ý�²�?�}�b  .pem �Ç�“�–�Ý�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b�•�«�±�Ò1�0É
�•�Ü�«�º�_�–�å�Ï�î�º�M�•�S�u�_�²0[�[�M��

• 
°�Š�K�S  Device Store �b�Ã�«�á�î�»��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b0É�Â�i�b�”�µ�É�ß�î�»

�c�L�u�•�S�_

.p12 0É�Â�i�Ç�“�–�Ý�†�8�B�K�r�M�� �� RSA �b0É�Â�i�b�¶�î�Ý�†�Q#Ý�K�S�¡�Û�–�”�å�º�>�|�g�§�î�Â�b0É
�Â�i�b#Õ�B�� >&P.15-26>' �[�G�b�m8p�†�Q#Ý�[�A�r�M��

�m8p

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ 0É�Â�i�b3ã�•>& Add Certificate>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ 0É�Â�i�b�–�å�Ï�î�º>& Import Certificate>' ] �œ�É�©�Ù�å�†4E�¥�K�r�M��

�«�¸�µ�É 4 �¿�µ�º�á�î�¡�V�r�S�c�ß�î�•�Ý  �Ð�©�å�b0É�Â�i�Ç�“�–�Ý�l�b�Ã�«�†
°�Š�K�r�M��

�«�¸�µ�É 5 �Ç�“�–�Ý�b�Ã�«�á�î�»�†
°�Š�K�r�M��

�«�¸�µ�É 6 [ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�Z0É�Â�i�b�_���†/²&g�K�r�M��
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'¨  15 'v       �¹�î�±�˜�»75�F
  RSA Enterprise Manager
�«�¸�µ�É 7 0É�Â�i�b�¡�S�†
°�Š�K�r�M��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c
¹3û�¡�†�¹�Ç�›�Ý�º�[�m�~�\
�Z�r�M��

Enterprise Manager �@�
�¢�Ý�î�É�r�S�c�¡�Û�«�±  �Þ�Ë�Ý�[�K)F�I�€�S7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û
�–�”�å�«�†'ö#.�M�•���œ�
�M�m�Z�b0É�Â�i�c�
�Q�€�R�€�b0É�Â�i�b
¹3û�¡�@�¡�Û�«�±�b�›�Ð�©�å�_�[�w
�[�6�W�Z�v�
� �L0É�Â�i�¡�[�^�E�€�d�^�~�r�O�‡��

�«�¸�µ�É 8 �š�f
Æ���†3æ�™�K�
&����K�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�•�«�±�Ò1�0É�•�Ç�“�–�Ý�b�”�µ�É�ß�î�»

�c�L�u�•�S�_

1�0É�•�b�Ç�“�–�Ý�†�v�“�K�r�M�� �� RSA �b0É�Â�i�b�¶�î�Ý�†�Q#Ý�K�S�¡�Û�–�”�å�º�>�|�g�§�î�Â�b0É�Â
�i�b#Õ�B�� >&P.15-26>' �b�m8p�†�Q#Ý�K�Z0É�Â�i�†#Õ�B�K�S���œ�
�G�€�c  .p12 0É�Â�i�Ç�“�–�Ý�\� �L
�Ç�›�Ý�²�_�6�•  .pem �Ç�“�–�Ý�[�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ 1�0É�•>&Certificate Authorities>' ] �­�¡�©�Ù�å�[�
 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �•�«�±�Ò  �Ü�«�º>& Custom List>' ] �b  [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �ß�î�•�Ý  �Ð�©�å�r�S�c�¿�µ�º�á�î�¡  �Ð�©�å�b�•�«�±�Ò  �Ü�«�º>& .pem �Ç�“�–�Ý>'�b�Ç�Ý  �Ã�«�†
°�Š�K
�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

Enterprise Manager �b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�b0É�Â�i�b#Õ�B  

�¡�Û�–�”�å�º�\�§�î�Â�b�g�‰�[� �L0É�Â�i�†�Q#Ý�K�^�8���œ�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”
�å�«�?�}�b+¬�k*+�¡0É�Â�i�†#Õ�B�K�
 Enterprise Manager �_�”�µ�É�ß�î�»�[�A�r�M��  �� GUI �†�Q#Ý�K�S
+¬�k*+�¡0É�Â�i�b�8�B�� >&P.20-3>' �†�g!·�K�Z�C�T�I�8��

SSL 0¿���b�ö�¢  

�� Enterprise Manager DLP �b�w� �ì�\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b�K)F�b0¿����
>&P.15-28>' �[  SSL 0¿���†�ö�¢�K�r�M��

Enterprise Manager DLP �b�w� �ì�\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b�K)F�b0¿
��  

�c�L�u�•�S�_  
• �¸�î�È�Ý �� RSA Enterprise Manager �b�_
°�_�>�E�•�Ž6ä�¹�î�±�˜�»75�F�b�­�µ�º  �”�µ�É�‰�2��

>&P.15-24>' �b�G�b�«�¸�µ�É�b�S�_�M�m�Z�b�m8p�†�ö�¢�K�r�M��

• �>�Q�8�b#”�C�_  RSA �b  DLP �¹�î�±�­�å�±�î�@�µ�r�€�Z�8�•���œ�
�Ç�•�å�ž�î�É�Ü�å�º�†�–�¿�î�È
�Ý�_�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ç�•�å�ž�î�É�Ü�å�º�� >&P.15-25>' �†�g!·�K�Z�C�T�I�8��
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  RSA Enterprise Manager
�m8p

�«�¸�µ�É 1 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [RSA 
�Ó�î�Ý  DLP>&RSA Email DLP>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �è�S�
�¹�î�±�˜�»75�F�†�–�¿�î�È�Ý�K�S���œ�c�
 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�
 �«�¸�µ
�É 5 �_&ã�·�K�r�M��

�«�¸�µ�É 3 [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �Û�–�­�å�«�Î(Ù�i�Ì�î�ª�b�W4Š�_�«�¡�ß�î�Ý�K�
 [ �Ž1�>&Accept>' ] �†�¡�Ü�µ�¡�K�Z�Û�–�­�å�«�Î(Ù�_
�œ�–�K�r�M��

>&�@>' �Û�–�­�å�«�Î(Ù�_�œ�–�K�^�8���œ�
�¹�î�±�˜�»75�F�c�”�É�Û�–�”�å�«�[�–�¿�î�È�Ý�_�^�~�r�O
�‡��

�«�¸�µ�É 5 [ �¹�î�±�˜�»75�F>& Data Loss Prevention>' ] �?�}�
 [RSA Enterprise Manager] �†4E�¥�K�r�M��

�«�¸�µ�É 6 DLP �Ï�Ü�©�î�>�|�g�Ï�î�º$��•  20000  �b'ö#.�_�
�Q#Ý�M�•�¿�µ�º�á�î�¡�b  Enterprise Manager �§�î�Â
�b�Í�«�º�¡�†
°�Š�K�r�M���¥�ß�å�†�Q#Ý�K�Z�Í�«�º�¡�\�Ï�î�º$��•�†�
�)�~�r�M>& : >'��

�«�¸�µ�É 7 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  Enterprise Manager �\�b  SSL �K)F�†�Q#Ý�M�•�_�c�
 ���b�m
8p�†��/œ�K�r�M��

a. [SSL 3û�™�†�w� �_�M�•>& Enable SSL Communication>' ] �b�³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�r�M��

b. �§�î�Â0É�Â�i�†4E�¥�K�r�M���§�î�Â�c�
 Enterprise Manager �[�M��

c. �¡�Û�–�”�å�º0É�Â�i�†4E�¥�K�r�M���¡�Û�–�”�å�º�c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�M��

�¡�Û�–�”�å�º�\�§�î�Â�b�g�‰�[� �L0É�Â�i�†�Q#Ý�[�A�r�M��

�«�¸�µ�É 8 >&�õ�–>'�>�Q�8�b#”�C�_  RSA �b  DLP �¹�î�±�­�å�±�î�@�µ�r�€�Z�8�•���œ�
�Ç�•�å�ž�î  �É�Ü�å�º�†�w� 
�_�K�Z�¯�î�«  �¥�î�»�
�¹�î�±�Ë�î�«�x�Q�b�Ú�b�e�i�b�è���†�5�•�M�•�?�]�:�?�†4E�¥�K�r�M��

�«�¸�µ�É 9 >&�õ�–>'�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�@�”�É�Û�–�”�å�«�V�[�M�[�_�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�c�
�M+´�K
�S�¥�å�¸�å�¶�b�ß� �å�¢�†�–�¿�î�È�Ý�_�M�•�?�K�^�8�?4E�¥�K�r�M��

�G�€�†4E�¥�M�•�\�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  DLP 4*�o�†�ß�¢�_0°6��K�
 AsyncOS 
�c  DLP 4*�o�>�|�g�Ø3¶�¥�å�¸�å�¶�†�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_/²&g�K�r�M���Q�b�p�_�c�
�¡�Þ�ª�µ�º  
�•�î�»$��•�x&k�
�–7€$��•�^�]�b�µ�&�¹�î�±�@�µ�r�€�r�M��

�«�¸�µ�É 10 +¬�·$×�_  DLP �š�å�ª�å�_�f�‚�†�²�˜�å�ß�î�»�M�•�|�:�_�”�É�Û�–�”�å�«�†�w� �_�K�^�8�[�C�T�I�8��

�«�¸�µ�É 11 �š�f
Æ���†3æ�™�K�
&����K�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ã�î�º�¼�î  �¹�Â�–�«�\�K�Z+¬�·$×�_�”�É�Û�–�”�å�«�†3ã�•
�M�•  Enterprise Manager �_0¿���†3æ�™�K�r�M��

Enterprise Manager �l�b�Ó�µ�­�î�ª3æ�™*…�†1‘�9�M�•  LDAP �b�Q#Ý 

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �@ DLP �–�å�©�¹�å�º  �¹�î�±�†  Enterprise Manager �_3æ�™�M
�•���œ�
�Ó�µ�­�î�ª3æ�™*…�†"I���M�•�S�u�_�
�”�É�Û�–�”�å�«�c�ö
²�^  LDAP 1‘�9�¡�†�µ�u�•�²0[�@
�6�~�r�M���”�É�Û�–�”�å�«�@  LDAP �§�î�Â�?�}�G�b�_���†�v�“�K�r�M��
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'¨  15 'v       �¹�î�±�˜�»75�F
  RSA Enterprise Manager
�c�L�u�•�S�_

• �� RSA Enterprise Manager �b�_
°�_�>�E�•�Ž6ä�¹�î�±�˜�»75�F�b�­�µ�º  �”�µ�É�‰�2�� >&P.15-24>' �b
�¸�î�È�Ý�b�
�G�G�r�[�b�M�m�Z�b�«�¸�µ�É�†��/œ�K�r�M�� [ �Ø�î�¨1‘�9�¡�¡�š�Ü�î>& User 
Distinguished Name Query>' ] �œ�É�©�Ù�å�c�
�G�€�}�b�m8p�_�‘�ƒ�^�8���œ�c�<#Ý�[�A�r�O�‡��

• 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†�8�B�K�r�M��0ò(ý�_�X�8
�Z�c�
 '¨ 22 'v�� LDAP �¡�š�Ü�î�� �†�g!·�K�Z�C�T�I�8��

• �¹�Ç�›�Ý�º�b�¡�š�Ü�î�†�Q#Ý�K�^�8���œ�c�
�ö
²�^1‘�9�¡�†�v�“�M�•�S�u�_�”�É�Û�–�”�å�«�@�Q#Ý
�M�•�¡�š�Ü�î�e�Ð�4�†�8�B�K�r�M�� Active Directory �§�î�Â�_�P�K�Z�
�¹�Ç�›�Ý�º�b�¡�š�Ü�î�e�Ð
�4�c >&proxyAddresses=smtp: {a} >' �[�M�� OpenLDAP �§�î�Â�b���œ�c�
�¹�Ç�›�Ý�º�b�¡�š�Ü�î�e
�Ð�4�c >&mail= {a} >'�[�M ��"‚+¬�b�¡�š�Ü�î�\�Ó�î�Ý�“�ö�†��*O�M�•�G�\�v�[�A�r�M���“�ö�@0
�X�b
���œ�c�
�•�å�Ð�[�
�)�~�r�M��

�m8p

�«�¸�µ�É 1 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �†4E
�¥�K�r�M��

�«�¸�µ�É 2 �Ø�î�¨�@�Q#Ý�M�•  LDAP �§�î�Â�b�É�ß�Ç�“�–�Ý�†)…7Ÿ�K�r�M��

�«�¸�µ�É 3 [ �Ø�î�¨1‘�9�¡>& User Distinguished Name Query>' ] �b�³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�r�M��

�G�b�œ�É�©�Ù�å�c�
 DLP �_
°�œ�É�©�Ù�å�\�K�Z  RSA Enterprise Manager �†4E�¥�K�S���œ�_�T�E�Q#Ý�[
�A�r�M��

�«�¸�µ�É 4 �¡�š�Ü�î�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 5 �Ø�î�¨�b1‘�9�¡�†�v�“�M�•�S�u�b�¡�š�Ü�î�e�Ð�4�†
°�Š�K�r�M��

�«�¸�µ�É 6 �¡�š�Ü�î�†�¸�«�º�M�•�_�c�
�G�b�Î�±�å�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

Enterprise Manager �_
°�b  DLP �Ï�Ü�©�î�_$Î�™�Ó�î�Ý  �Ï�Ü�©�î�†6õ4��Ü�E�•�‰�2�_�X�8�Z  

�]�b3æ�™*…�>�|�g�w�™*…�_�
�]�b  DLP �Ï�Ü�©�î�†4:#Ý�M�•�?�†�æ���M�•�_�c�
 Enterprise Manager �†
�Q#Ý�K�Z DLP �Ï�Ü�©�î�_$Î�™�Ó�î�Ý  �Ï�Ü�©�î�†6õ4��Ü�E�r�M��0ò(ý�_�X�8�Z�c�
 RSA Enterprise 
Manager �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8�� Enterprise Manager �c�Ó�µ�­�î�ª�b�«�Ÿ�Õ�å�_�Q#Ý�M�•�S
�u�_  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�Ó�µ�­�î�ª�†3æ�™�K�r�M��

RSA �Ó�î�Ý  DLP �\�c$��^�~�
$Î�™�Ó�î�Ý  �Ï�Ü�©�î�c�
 Enterprise Manager �@�–�¿�î�È�Ý�b���œ�
�¹
�Ç�›�Ý�º�b�Ó�î�Ý  �Ï�Ü�©�î�b  DLP 0¿���†�Q#Ý�[�A�r�O�‡���Ó�î�Ý  �Ï�Ü�©�î�@  Enterprise Manager �[  
DLP �Ï�Ü�©�î�_�æ���I�€�Z�8�^�8���œ�c�
 DLP �«�Ÿ�Õ�å�c�
�Ó�î�Ý  �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�^�~�r�O
�‡��

RSA �Ó�î�Ý  DLP �?�}  RSA Enterprise Manager �l�b&ã/œ

�¤�Ñ�b  RSA �Ó�î�Ý  DLP 0¿���†  RSA Enterprise Manager �_&ã/œ�M�•���œ�
 RSA �Ó�î�Ý  DLP �Ô�î�»�?
�}  RSA Enterprise Manager �Ô�î�»�_�”�É�Û�–�”�å�«�†�)�p�<�•�S�_  Enterprise Manager �_�”�µ�É�ß�î
�»�[�A�•  DLP 0¿���†  .zip �Ç�“�–�Ý�_�š�¡�«�Ï�î�º�[�A�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 Enterprise Manager �?�}  DLP �Ï�Ü�©�î�b�q�6�Ã�µ�£�î�ª
�†�w�™�M�•�r�[�¤�Ñ�b�ß�î�•�Ý  RSA �Ó�î�Ý  DLP �Ï�Ü�©�î�†�Q#Ý�K�r�M��
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'¨  15 'v       �¹�î�±�˜�»75�F
  RSA Enterprise Manager
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�‹�[  RSA �Ó�î�Ý  DLP �Ô�î�»�_�`�M���œ�b�S�u�_�
�¤�Ñ
�b  RSA �Ó�î�Ý  DLP �Ï�Ü�©�î�†�–�Ñ�K�r�M��

6õ4�8o%  
• ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�b  DLP �Ï�Ü�©�î�b�š�¡�«�Ï�î�º�� >&P.15-31>' 

• �� RSA Enterprise Manager �b�_
°�_�>�E�•�Ž6ä�¹�î�±�˜�»75�F�b�­�µ�º  �”�µ�É�‰�2�� >&P.15-24>'

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�?�}�b  DLP �Ï�Ü�©�î�b�š�¡�«�Ï�î�º  
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�å�b��*O  

�c�L�u�•�S�_  
• DLP �Ï�Ü�©�î�_4*�o�K�S�Ó�µ�­�î�ª>&�r�S�c�Ó�µ�­�î�ª�b�¥�Æ�î>'�†�–�â�M�•�S#Ý7x7³�†�a�^�C

�\�v  1 �X�8�B�K�r�M��

�G�€�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b
Æ4Š7x7³�r�S�c�­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”
�å�«�b7Ÿ�p�º7x7³�_�æ���[�A�r�M��

Enterprise Manager �†�Q#Ý�K�S�_
°�b���œ  

– Enterprise Manager �@�±�«�¡�†�ö�¢�M�•�S�u�_���(�^�±�–�Ò�”�˜�º�†0¿���K�r�M��

– +¬�·��#.�_�X�8�Z�c�Å5��_*ƒ�Ö�K�Z�C�T�I�8��7x7³�I�€�S�Ó�µ�­�î�ª�c  Enterprise Manager �[
'ö#.�M�•�²0[�@�6�~�r�M�@�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �c7x7³�«�Ì�î�«�@�m�~
�\�Z�}�€�S�«�Ì�î�«�†2x�<�•�\�
7x7³�Ó�µ�­�î�ª�†�Ü�Ü�î�«�r�S�c�P7V�K�r�M��

0ò(ý�_�X�8�Z�c�
 '¨ 27 'v��7x7³��  �†�g!·�K�Z�C�T�I�8��

• 4Ä�™�S�_�Ó�µ�­�î�ª�†�/�•�ì�M�•���œ�c�
�/�•�ì�É�ß�Ç�“�–�Ý�†0¿���K�Z�C�T�I�8�� '¨ 16 'v
�� Cisco Email Encryption�� �†�g!·�K�Z�C�T�I�8��

• DLP 4*�o�r�S�c�Q�b$2�8�@�6�•�Ó�µ�­�î�ª�†4Ä�™�M�•���œ�

 2��¦8o�†�µ�u�•�_�c�
 [ �Ó�î�Ý  �Ï�Ü
�©�î>& Mail Policies>' ] > [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �[�

 2��¦8o�b�¸�Ÿ�«�º�†�æ��
�K�r�M��0ò(ý�_�X�8�Z�c�
 ��
 2��¦8o�¸�å�É�Þ�î�º�� >&P.18-12>' �†�g!·�K�Z�C�T�I�8��

• DLP 4*�o�b3æ�™*…�r�S�c�¥�å�É�Û�–�”�å�«2��õ*…�^�]�b�Ú�b�Ç�_3û%±�†3æ�™�M�•�_�c�
�r�N  DLP 
3û%±�¸�å�É�Þ�î�º�†�8�B�K�r�M��  �� DLP 3û%±�b�»�Û�Ç�º��>&P.15-36>' �†�g!·�K�Z�C�T�I�8��
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'¨  15 'v       �¹�î�±�˜�»75�F
  �Ó�µ�­�î�ª  �”�¡�©�Ù�å
�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail  Policies>' ] > [DLP �Ï�Ü�©�î�b�•�«�±�Ð�–�¬>& DLP Policy Customizations>' ] 
�†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ó�µ�­�î�ª  �”�¡�©�Ù�å>& Message Actions>' ] �­�¡�©�Ù�å�[  [ �Ó�µ�­�î�ª  �”�¡�©�Ù�å�b3ã�•>& Add 
Message Action>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ó�µ�­�î�ª  �”�¡�©�Ù�å�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 �Ó�µ�­�î�ª  �”�¡�©�Ù�å�b1��Â�†
°�Š�K�r�M��

�«�¸�µ�É 5 DLP 4*�o�†�µ�t�Ó�µ�­�î�ª�†�»�ß�µ�É�
4Ä�™�
�r�S�c7x7³�M�•�?4E�¥�K�r�M��

>&�@>' [ 4Ä�™>&Deliver>' ] �†4E�¥�M�•�\�
�Ï�Ü�©�î7x7³�_3æ�™�I�€�S�Ó�µ�­�î�ª�b�¥�Æ�î�†�v�•�G�\�†
4E�¥�[�A�r�M���Ó�µ�­�î�ª�b�¥�Æ�î�c�Ó�µ�­�î�ª  ID �†�µ�t�ö
²�^�¡�ß�î�å�[�M

�«�¸�µ�É 6 4Ä�™�_�Ó�µ�­�î�ª�b7x7³�?�}�Ü�Ü�î�«�†�/�•�ì�M�•���œ�c�
 [ �/�•�ì�†�w� �_�M�•>& Enable 
Encryption>' ] �³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�Z�
���b�œ�É�©�Ù�å�†4E�¥�K�r�M��

• [ �/�•�ì�Ý�î�Ý>& Encryption Rule>' ]���Ó�µ�­�î�ª�†�–�_�/�•�ì�M�•�?�
 TLS �K)F�†�Ó�K�S3æ�™0è
/œ�@�q�6�_�»�K�K�S���œ�T�E�/�•�ì�K�r�M��

• [ �/�•�ì�É�ß�Ç�“�–�Ý>& Encryption Profile>' ]�� Cisco IronPort �/�•�ì�”�É�Û�–�”�å�«�r�S�c�r�S�c
�Í�«�¸�µ�»  �Ÿ�î  �§�î�Å�«�†�Q#Ý�M�•���œ�
�æ���K�S�/�•�ì�É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z�Ó�µ�­�î�ª�†
�/�•�ì�K�
4Ä�™�K�r�M��

• [ �/�•�ì�I�€�S�Ó�µ�­�î�ª�b�ó�¡>& Encrypted Message Subject>' ]���/�•�ì�I�€�S�Ó�µ�­�î�ª�b�ó
�¡�[�M���¤�Ñ�b�Ó�µ�­�î�ª�ó�¡�†�–�â�M�•�_�c�
 $Subject �b�Í�†�Q#Ý�K�r�M��

�«�¸�µ�É 7 �”�¡�©�Ù�å�\�K�Z7x7³�†4E�¥�K�S���œ�c�
 DLP 4*�o�†�µ�t�Ó�µ�­�î�ª�_�Q#Ý�M�•�Ï�Ü�©�î7x7³�†4E�¥
�K�r�M��

�«�¸�µ�É 8 ���b�œ�É�©�Ù�å�b�8�N�€�?�†�Q#Ý�K�Z�Ó�µ�­�î�ª�†�š�f�M�•���œ�c�
 [ 0ò(ý>&Advanced>' ] �†�¡�Ü�µ�¡
�K�r�M��  

• �•�«�±�Ò  �Ê�µ�²�î�†3ã�•�K�r�M��

• �Ó�µ�­�î�ª�b�ó�¡�†�š�f�K�r�M��

• �æ�p�Í�«�º�_4Ä�™�K�r�M��

• �Ú�b�w�™*…�_�¥�Æ�î>&bcc>'�†3æ�™�K�r�M

• DLP 3û%±�Ó�µ�­�î�ª�†3æ�™�K�r�M��

�«�¸�µ�É 9 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�Ó�µ�­�î�ª  �”�¡�©�Ù�å�b/²&g�>�|�g)…7Ÿ  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail  Policies>' ] > [DLP �Ï�Ü�©�î�b�•�«�±�Ð�–�¬>& DLP Policy Customizations>' ] 
�†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ó�µ�­�î�ª  �”�¡�©�Ù�å>& Message Actions>' ] �­�¡�©�Ù�å�[�”�¡�©�Ù�å�†4E�¥�K�r�M��
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'¨  15 'v       �¹�î�±�˜�»75�F
  �Ó�µ�­�î�ª  �”�¡�©�Ù�å
�«�¸�µ�É 3 �š�f�†3æ�™�K�
&����K�r�M��

DLP 3û%±�b�»�Û�Ç�º   
)�)Ê�b�¹�î�±�˜�»75�F�Ï�Ü�©�î�_4*�o�M�•�_���@7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�_�µ�r�€�Z�8�•���œ�_3æ�™�I
�€�•3û%±�b�¸�å�É�Þ�î�º�†�8�B�M�•�_�c�
�G�b�m8p�†�Q#Ý�K�r�M���G�b3û%±�c�
 DLP �Ï�Ü�©�î�_4*�o
�K�Z�8�•�Ó�µ�­�î�ª�b3æ�™*…�
�r�S�c�9�b�”�»�Þ�«>&�Ð�¿�î�ª�Õ�r�S�c  DLP �¥�å�É�Û�–�”�å�«2��õ*…>'
�_3æ�™�[�A�r�M��

�c�L�u�•�S�_  
• RSA Enterprise Manager �†�Q#Ý�K�S�_
°�b���œ�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«>& [

�Ó�µ�­�î�ª  �”�¡�©�Ù�å>& Message Actions>' ] �Ì�î�ª>'�r�S�c  Enterprise Manager>&DLP �Ï�Ü�©�î>'
�†  DLP 4*�o�b3û%±�†�Ø�î�¨�_3æ�™�M�•�|�:�_0¿���[�A�r�M��5�0
�M�•3û%±�†�G4J�M�•�_�c�
�g�‰
�[�c�^�C�]�U�}�?�M�‰�†�Q#Ý�K�Z3û%±�†0¿���K�r�M��

• �� DLP 3û%±�¸�å�É�Þ�î�º�b�š�X�b��*O�� >&P.15-37>' �b
Æ���_�X�8�Z�|�C#.0Ž�K�Z�>�A�r�M���›4*�o
�_�X�8�Z�b0ò(ý�†�µ�t3û%±�†�•�«�±�Ð�–�¬�M�•�S�u�_�G�€�}�b�š�X�†�Q#Ý�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �¸�Ÿ�«�º  �Ü�¯�î�«�†3ã�•>& Add Text Resource>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �±�–�É>&Type>' ] �_�
 [DLP 3û%±�¸�å�É�Þ�î�º>& DLP Notification Template>' ] �†4E�¥�K�r�M��

DLP �š�X�c3û�–�b3û%±�¸�å�É�Þ�î�º�[�c�<#Ý�•+��[�c�6�~�r�O�‡��

�«�¸�µ�É 4 3û%±�¸�Ÿ�«�º�>�|�g�š�X�†
°�Š�K�r�M��

% $× �ï�8
Æ��  

�›�”�¡�©�Ù�å�@�m�~�\�Z�}�€�Z�8�•�Ó�î�Ý  �Ï�Ü
�©�î�†/²&g�K�r�M��

�Ó�µ�­�î�ª  �”�¡�©�Ù�å/²�b0b���K�[  [ �Ï�Ü�©�î
>&Policies>' ] �b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�”�¡�©�Ù�å�H�\�_
°�Š�K�S1��Â�†/²&g�K�r�M�� �Ó�µ�­�î�ª  �”�¡�©�Ù�å/²�b0b���K�[  [ 1��Â
>&Description>' ] �b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�Ó�µ�­�î�ª  �”�¡�©�Ù�å�b0ò(ý�†/²&g�r�S�c)…7Ÿ�K
�r�M��

�Ó�µ�­�î�ª  �”�¡�©�Ù�å�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

�Ó�µ�­�î�ª  �”�¡�©�Ù�å�†�P7V�K�r�M�� �P7V�P1ß�b�Ó�µ�­�î�ª  �”�¡�©�Ù�å�b�“�_�6�•�¦�Ñ
'ý�b�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��

&�1��Ó�µ�­�î�ª�c�
 1 �X�è�V�b  DLP �Ï�Ü�©�î�[
�Ó�µ�­�î�ª  �”�¡�©�Ù�å�@�Q#Ý�I�€�Z�8�•�?�]�:�?
�†3û%±�K�r�M��

�Ó�µ�­�î�ª  �”�¡�©�Ù�å�†0
0��K�r�M��

�G�b�µ+��c�
�Ó�µ�­�î�ª  �”�¡�©�Ù�å�†�š�f�M�•�S
�_�Â�µ�¡�”�µ�É  �¥�Æ�î�†�8�B�M�•�?�
�r�S�c�‚�S
�^�
�r�S�c8®���b�Ó�µ�­�î�ª  �”�¡�©�Ù�å�b��$Î!l
�\�K�Z�Q#Ý�M�•�S�u�_�Q#Ý�[�A�r�M��

0
0��M�•�Ó�µ�­�î�ª  �”�¡�©�Ù�å�b�“�_�6�•  [ 5�0

>&Duplicate>' ] �”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��
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'¨  15 'v       �¹�î�±�˜�»75�F
  �Ó�µ�­�î�ª  �”�¡�©�Ù�å
3û%±�c�
$Î�™�Ó�µ�­�î�ª�_)�)Ê�b�¹�î�±�˜�»75�F�Ï�Ü�©�î�_4*�o�M�•�µ�&�¹�î�±�@�µ�r�€�•�?�v�K�€�^
�8�G�\�†�w�™*…�_3û%±�M�•�²0[�@�6�~�r�M��

���b�8��  
DLP Policy Manager �b  DLP �Ï�Ü�©�î�[  [ �Ó�µ�­�î�ª  �”�¡�©�Ù�å>& Message Action>' ] �_�G�b  DLP 3û
%±�¸�å�É�Þ�î�º�†�æ���K�r�M��

DLP 3û%±�¸�å�É�Þ�î�º�b�š�X�b��*O

3û%±�_�
�›  DLP 4*�o�_6õ�M�•"I���b�_���†�µ�u�•�_�c�
���b�š�X�†�Q#Ý�K�r�M��

 

�š�X  *(�A�n�<�•�Í

$DLPPolicy 4*�o�@�6�W�S Email DLP �Ï�Ü�©�î�b�¡�S�_*(�A�n�<�}�€�r�M��

$DLPSeverity 4*�o�b5��±�Ø�_*(�A�n�<�}�€�r�M�� �� Low���
�� Medium���

�� High���r�S�c�� Critical���b�8�N�€�?�[�M��

$DLPRiskFactor �Ó�µ�­�î�ª�_�µ�r�€�•�µ�&�ö�b9×�8�_���b�Ü�«�¡�€�X >&0 >|  100 
�b�«�¥�”>'�_*(�A�n�<�}�€�r�M��

$To �Ó�µ�­�î�ª�b  To: �Ê�µ�²�î�_*(�A�n�<�}�€�r�M>&�š�å�Ë�ß�î�É
�w�™*…�_�c*(�A�n�<�}�€�r�O�‡>' ��

$From �Ó�µ�­�î�ª�b  From: �Ê�µ�²�î�_*(�A�n�<�}�€�r�M>&�š�å�Ë�ß�î
�É3æ�™*…�_�c*(�A�n�<�}�€�r�O�‡>' ��

$Subject 
–�b�Ó�µ�­�î�ª�b�ó�¡�_*(�A�n�<�}�€�r�M��

$Date #'�~�b�¥�Ü>& MM/DD/YYYY �g�'>'�_*(�A�n�<�}�€�r�M��

$Time #'�~�b�ì�I>&�ß�î�•�Ý�ì6ë�•>'�_*(�A�n�<�}�€�r�M��

$GMTimestamp #'�~�b�ì�I�>�|�g�¥�Ü>& GMT>'�_*(�A�n�<�}�€�r�M��7Á�Ê�Ó�î
�Ý �Ó�µ�­�î�ª�b  Received: /œ�[0b�}�€�•�g�'�\� �]�[�M��

$MID �Ó�µ�­�î�ª�†1‘�9�M�•�S�u�_
Æ4Š$×�_�Q#Ý�I�€�•�Ó�µ�­�î�ª  ID 
�r�S�c�� MID ���_*(�A�n�<�}�€�r�M�� RFC822�� Message-Id��
�b�Í�\�c$��^�•�S�u�@�–�K�Z�C�T�I�8>& �� Message-Id���†�v�“�M
�•�_�c  $Header �†�Q#Ý�K�r�M>'��

$Group �Ó�µ�­�î�ª�b�–�å�ª�™�¡�º�ì�_�
3æ�™*…�@�M+´�M�•3æ�™*…�¢
�Ý�î�É�b�¡�S�_*(�A�n�<�}�€�r�M��3æ�™*…�¢�Ý�î�É�_�¡�S�@�^
�8���œ�c�
�e�Ð�4�� >Unknown<���@��
°�I�€�r�M��

$Reputation 3æ�™*…�b SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�_*(�A�n�<�}�€
�r�M���Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�@�^�8���œ�c�� None���_*(�A�n
�<�}�€�r�M��

$filenames �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý�¡�†&g�M�•�å�Ð�
�)�~�Ü
�«�º�_*(�A�n�<�}�€�r�M��

$filetypes �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý  �±�–�É�†&g�M�•�å�Ð�
�)
�~�Ü�«�º�_*(�A�n�<�}�€�r�M��

$filesizes �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý  �§�–�¬�†&g�M�•�å�Ð�
�)
�~�Ü�«�º�_*(�A�n�<�}�€�r�M��

$remotehost �Ó�µ�­�î�ª�†  Cisco �”�É�Û�–�”�å�«�_3æ�™�K�S�©�«�¸�Ò�b�Í�«
�º�¡�_*(�A�n�<�}�€�r�M��

$AllHeaders �Ó�µ�­�î�ª  �Ê�µ�²�î�_*(�A�n�<�}�€�r�M��
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'¨  15 'v       �¹�î�±�˜�»75�F
  �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�µ�&  DLP �¹�î�±�b/²&g�r�S�c8�/²&g
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�µ�&  DLP �¹�î�±�b/²&g�r�S�c8�
/²&g  

RSA Email DLP �>�|�g  RSA Enterprise Manager �b�g�‰�b�_
°�_�|�W�Z�
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_
/²&g�[�A�•�Ø3¶�¥�å�¸�å�¶�\�\�v�_�
 DLP �Ï�Ü�©�î�_4*�o�K�S
Æ���†0°6��M�•�œ�É�©�Ù�å�@�f�j�I�€
�r�M���G�b
Æ���c�
�¡�Þ�ª�µ�º  �•�î�»$��•�x&k�
�–7€$��•�^�]�b�µ�&�¹�î�±�†�µ�t���œ�@�6�~�r�M��
�G�b
Æ���†0°6��K�^�8�G�\�†4E�¥�[�A�r�M��

�c�L�u�•�S�_  
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�K�r�M�� '¨ 25 'v���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�� �†�g!·�K�Z�C�T
�I�8��

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [RSA �Ó�î�Ý  DLP>&RSA Email DLP>' ] �†4E�¥�K�r
�M��

$EnvelopeFrom �Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É3æ�™*…>& Envelope From�
 <MAIL 
FROM>>'�_*(�A�n�<�}�€�r�M��

$Hostname Cisco �”�É�Û�–�”�å�«�b�Í�«�º�¡�_*(�A�n�<�}�€�r�M��

$bodysize �Ó�µ�­�î�ª�b�§�–�¬>&�Â�–�º�"�)>'�_*(�A�n�<�}�€�r�M��

$header[' string '] 
–�b�Ó�µ�­�î�ª�_�M+´�M�•�Ê�µ�²�î�@�µ�r�€�•���œ�
�,#Ý'¢�Ü
�A�Ê�µ�²�î�b�Í�_*(�A�n�<�}�€�r�M���§5��,#Ý'¢�@�Q#Ý�I�€�•
���œ�v�6�~�r�M��

$remoteip �Ó�µ�­�î�ª�†  Cisco �”�É�Û�–�”�å�«�_3æ�™�K�S�©�«�¸�Ò  IP �”�»
�Þ�«�_*(�A�n�<�}�€�r�M��

$recvlistener �Ó�µ�­�î�ª�†�w�™�K�S�Ü�«�¼�î�b�½�µ�¡�¿�î�Ò�_*(�A�n�<�}�€
�r�M��

$dropped_filenames $filenames  �\� �]�_�
�»�ß�µ�É�I�€�S�Ç�“�–�Ý�b�Ü�«�º�†/²&g
�K�r�M��

$dropped_filename %$3Æ�_�»�ß�µ�É�I�€�S�Ç�“�–�Ý�¡�b�s�†3É�K�r�M��

$recvint �Ó�µ�­�î�ª�†�w�™�K�S�–�å�±�î�Ç�™�–�«�b�½�µ�¡�¿�î�Ò�_*(�A
�n�<�}�€�r�M��

$timestamp #'�~�b�ì�I�>�|�g�¥�Ü>&�ß�î�•�Ý�ì6ë�•>'�_*(�A�n�<�}�€�r�M��
7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b  Received: /œ�[0b�}�€�•�g�'�\� �]�[
�M��

$Time #'�~�b�ì�I>&�ß�î�•�Ý�ì6ë�•>'�_*(�A�n�<�}�€�r�M��

$orgid SenderBase )�)Ê  ID>&�Z�X�Í>'�[*(�A�n�<�}�€�r�M��

$enveloperecipients �Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É�w�™*…�M�m�Z>& Envelope To�

<RCPT TO>>'�_*(�A�n�<�}�€�r�M��

$dropped_filetypes $filetypes  �\� �]�_�
�»�ß�µ�É�I�€�S�Ç�“�–�Ý  �±�–�É�b�Ü�«�º
�†/²&g�K�r�M��

$dropped_filetype %$3Æ�_�»�ß�µ�É�I�€�S�Ç�“�–�Ý�b�Ç�“�–�Ý  �±�–�É�b�s�†3É�K�r
�M��

�š�X  *(�A�n�<�•�Í
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  DLP �š�å�ª�å�>�|�g�¥�å�¸�å�¶!·�œ�(8®�Ê�b�f�‚�_�X�8�Z
�«�¸�µ�É 2 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �š�f
Æ���†3æ�™�K�
&����K�r�M��

���b�8��  
�M+´�K�S�¥�å�¸�å�¶�b�ß� �å�¢�†�–�¿�î�È�Ý�_�K�S���œ�c�
�G�b�_���†/²&g�M�•'ö#.�Ø�î�¨�†�æ���K�r
�M�� ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[�b�µ�&�_���l�b�”�¡�­�«�b�D�š�� >&P.28-5>' �†�g!·�K�Z�C�T�I�8��

DLP �š�å�ª�å�>�|�g�¥�å�¸�å�¶!·�œ�(8®�Ê�b�f�‚�_�X�8�Z
RSA DLP �š�å�ª�å�\�”�É�Û�–�”�å�«�b��*O�í�s�¥�å�¸�å�¶!·�œ�(8®�Ê�b�f�‚�c�9�b�­�Ÿ�×�Ü�¸�•  �§�î
�Å�«�b�f�‚�_�k�Ñ�K�r�O�‡��

• �� RSA DLP �š�å�ª�å�b#'�~�b�Â�î�ª�Ù�å�b�ô���� >&P.15-39>'

• �� DLP �f�‚�_6õ�M�•1™�Ì�� >&P.15-40>'

• �� DLP �š�å�ª�å�\�¥�å�¸�å�¶!·�œ�(8®�Ê�b�m�·�_�|�•�f�‚�� >&P.15-40>'

• ��+¬�·�”�µ�É�¹�î�º�b�w� �ì>&�N�á�I�€�r�O�‡>' ��>&P.15-40>'

• ���M
–�ì�I�€�S>&�¡�Û�«�±�ì�I�€�S>'�”�É�Û�–�”�å�«�b  DLP �f�‚�� >&P.15-41>'

• �� DLP �f�‚�b�ß�î�Ý  �Â�µ�¡�� >&P.15-41>' 

RSA DLP �š�å�ª�å�b#'�~�b�Â�î�ª�Ù�å�b�ô��  

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [RSA �Ó�î�Ý  DLP>&RSA Email DLP>' ]  �†4E�¥�K�r
�M��

�«�¸�µ�É 2 [ �q�‚  DLP �Â�î�ª�Ù�å  �Ç�“�–�Ý>& Current DLP Version Files>' ] �b�­�¡�©�Ù�å�†�g!·�K�Z�C�T�I�8��

% $× �ï�8
Æ��

�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_5�0[�^�¥�å�¸�å�¶�†�µ
�u�r�M��

[ �M+´�K�S�¥�å�¸�å�¶�b�ß�¢�l�b0°6�>& Enable 
Matched Content Logging>' ] �³�™�µ�¡�Î�µ�¡�«�†
4E�¥�K�r�M��

�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�?�}�µ�&�_���†8�/²&g�_
�K�r�M  

[ �M+´�K�S�¥�å�¸�å�¶�b�ß�¢�l�b0°6�>& Enable 
Matched Content Logging>' ] �³�™�µ�¡�Î�µ�¡�«�†
�œ�Ç�_�K�r�M��
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'¨  15 'v       �¹�î�±�˜�»75�F
  DLP �š�å�ª�å�>�|�g�¥�å�¸�å�¶!·�œ�(8®�Ê�b�f�‚�_�X�8�Z
DLP �f�‚�_6õ�M�•1™�Ì  

DLP �š�å�ª�å�\�¥�å�¸�å�¶!·�œ�(8®�Ê�b�m�·�_�|�•�f�‚  

�c�L�u�•�S�_  
�Q�b���œ�c�
���b�º�Æ�µ�¡�†�g!·�K�Z�C�T�I�8��

• �� DLP �f�‚�_6õ�M�•1™�Ì�� >&P.15-40>' 

• >&0ñ�\�M�•���œ>' ���M
–�ì�I�€�S>&�¡�Û�«�±�ì�I�€�S>'�”�É�Û�–�”�å�«�b  DLP �f�‚�� >&P.15-41>' 

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [RSA �Ó�î�Ý  DLP>&RSA Email DLP>' ]  �†4E�¥�K�r
�M��

�«�¸�µ�É 2 [ �q�‚  DLP �Â�î�ª�Ù�å�Ç�“�–�Ý>& Current DLP Version Files>' ] �­�¡�©�Ù�å�[  [ �Ò�M�D�f�‚>& Update 
Now>' ] �†�¡�Ü�µ�¡�K�r�M��

�G�b�Î�±�å�c�
�²�˜�å�ß�î�»�•+��^�‚0d�”�µ�É�¹�î�º�@�6�•���œ�_�T�E�Q#Ý�[�A�r�M��

+¬�·�”�µ�É�¹�î�º�b�w� �ì>&�N�á�I�€�r�O�‡>'  
�”�É�Û�–�”�å�«�@���‡$×�_�f�‚�†�³�™�µ�¡�K�
�²�˜�å�ß�î�»�M�•�G�\�†�w� �_�M�•�_�c�
�G�b�m8p�†�Q
#Ý�K�r�M��

>&�@>' �©�«�¥�c�
+¬�·�f�‚�†�Q#Ý�K�^�8�G�\�†�N�á�K�r�M���G�€�}�b�f�‚�c�
 DLP �Ï�Ü�©�î�[�Q#Ý�I�€�•�¥
�å�¸�å�¶!·�œ�(8®�Ê�†�š�f�M�•���œ�@�6�~�r�M���æ�ƒ�~�_�
�m�·�[  DLP �f�‚�†�²�˜�å�ß�î�»�K�
��'�

>#”�C�[�Q�ƒ�€�•�”�É�Û�–�”�å�«�†�f�‚�M�•�S�_�
�Û�Î#”�C�[�¸�«�º�K�r�M��

�_
°�Ô�î�»  1™�Ì 

�M�m�Z>&All >' �©�«�¥�c+¬�·�f�‚�†�w� �_�M�•�G�\�†�N�á�K�r�O�‡�� ��+¬�·�”�µ�É�¹�î�º�b
�w� �ì>&�N�á�I�€�r�O�‡>' ��>&P.15-40>' �†�g!·�K�Z�C�T�I�8��

RSA �Ó�î�Ý  DLP
>&RSA Email DLP>'

DLP �f�‚�c�¤�Ñ�b�ß�î�•�Ý  DLP �Ï�Ü�©�î�[�Q#Ý�I�€�•�¥�å�¸�å�¶!·�œ�(
8®�Ê�†�š�f�M�•���œ�@�6�~�r�M���©�«�¥�c�
��'�
>#”�C�[�Q#Ý�I�€�•�”�É
�Û�–�”�å�«�†�f�‚�M�•�S�_�
�m�·�[  DLP �f�‚�†�Û�Î#”�C�b�”�É�Û�–�”�å�«
�_�²�˜�å�ß�î�»�K�
 DLP �Ï�Ü�©�î�†�¸�«�º�M�•�G�\�†�N�á�K�r�M��

RSA Enterprise 
Manager DLP

�ß�î�•�Ý  �”�É�Û�–�”�å�«�_  DLP �f�‚�†�²�˜�å�ß�î�»�K�Z�v�
 Enterprise 
Manager �†�Q#Ý�K�Z0¿���I�€�•  DLP �Ï�Ü�©�î�[�Q�:�¥�å�¸�å�¶!·�œ�(8®�Ê
�c�š�f�I�€�r�O�‡���K�?�K�
�‹�[�”�É�Û�–�”�å�«�†  RSA �Ó�î�Ý  DLP �†�Q
#Ý�M�•�|�:�_�)�~�p�<�•�\�
�¤�Ñ�b�ß�î�•�Ý  DLP �Ï�Ü�©�î�c�f�‚�I�€�S�(
8®�Ê�†�Q#Ý�K�r�M��
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  DLP �š�å�ª�å�>�|�g�¥�å�¸�å�¶!·�œ�(8®�Ê�b�f�‚�_�X�8�Z
�c�L�u�•�S�_  
• [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [ �§�î�Å�«�b�”�µ�É�¹�î�º>& Service Updates>' ] 

�Ì�î�ª�[�
+¬�·�”�µ�É�¹�î�º�†�–�¿�î�È�Ý�_�K�
�M�m�Z�b�§�î�Å�«�Î(Ù�f�‚�_�f�‚6ë7x�†�æ���K�Z
�C�T�I�8��

•  ���M
–�ì�I�€�S>&�¡�Û�«�±�ì�I�€�S>'�”�É�Û�–�”�å�«�b  DLP �f�‚�� >&P.15-41>' �†�g!·�K�Z�C�T�I
�8��

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [RSA �Ó�î�Ý  DLP>&RSA Email DLP>' ] �†4E�¥�K�r
�M��

�«�¸�µ�É 2 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ +¬�·�”�µ�É�¹�î�º�†�w� �_�M�•>& Enable automatic updates>' ] �³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�M
–�ì�I�€�S>&�¡�Û�«�±�ì�I�€�S>'�”�É�Û�–�”�å�«�b  DLP �f�‚  
���b!l�_�@�–�K�Z�C�T�I�8��

• �¡�Û�«�±�ì�I�€�S�_
°�[�b�”�É�Û�–�”�å�«�[�c�
+¬�·  DLP �f�‚�†�w� �_�[�A�r�O�‡��

• DLP �@0¿���I�€�S�Þ�Ë�Ý�[  DLP �f�‚�c��/œ�I�€�r�M���S�\�<�d�
 DLP �@�¡�Û�«�±  �Þ�Ë�Ý�[0¿��
�I�€�Z�8�•���œ�c�
 DLP �f�‚�v�Q�b�Þ�Ë�Ý�[��/œ�M�•�²0[�@�6�~�r�M��

• �Ð�©�å  �Þ�Ë�Ý�[  dlprollback  CLI �¥�Ð�å�»�†�Q#Ý�K�S�\�A�b�s�
�”�É�Û�–�”�å�«�b�f�‚�†�ß�î�Ý
�Â�µ�¡�[�A�r�M��

• �Ð�©�å  �Þ�Ë�Ý�[  dlpstatus  CLI �¥�Ð�å�»�†�Q#Ý�K�S�\�A�b�s�
�”�É�Û�–�”�å�«�b  DLP �š�å�ª�å�b
"g�Â�†�³�™�µ�¡�[�A�r�M��

DLP �f�‚�b�ß�î�Ý  �Â�µ�¡

�G�b�m8p�c�
�©�«�¸�Ò�†�è�S�b  DLP �š�å�ª�å�\�¥�å�¸�å�¶!·�œ�(8®�Ê�†�Q#Ý�M�•"g�Â�_�`�K�r�M��

>&�@>' DLP �f�‚�b�ß�î�Ý  �Â�µ�¡�c�
�Ó�î�Ý  �Ï�Ü�©�î�[�Q#Ý�M�•  DLP �Ï�Ü�©�î�†!“� �_�K�r�M��

�c�L�u�•�S�_  
���M
–�ì�I�€�S>&�¡�Û�«�±�ì�I�€�S>'�”�É�Û�–�”�å�«�b  DLP �f�‚�� >&P.15-41>' �v�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 CLI �[�c�
 dlprollback  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�¸�µ�É 2 �Ó�î�Ý  �Ï�Ü�©�î�[�Q#Ý�I�€�Z�8�•  DLP �Ï�Ü�©�î�†
Ì�Ø�w� �_�K�r�M��
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'¨  15 'v       �¹�î�±�˜�»75�F
  DLP �–�å�©�¹�å�º�b�Ó�µ�­�î�ª�\�¹�î�±�b�Q#Ý
DLP �–�å�©�¹�å�º�b�Ó�µ�­�î�ª�\�¹�î�±�b�Q#Ý  

>&�@>' Enterprise Manager �b�Ð�½�×�”�Ý�x�
 Cisco�¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«  �v�
#”�C�_
�Â�L�Z�g!·�K�Z�C�T�I�8��

6õ4�8o%  
• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�µ�&  DLP �¹�î�±�b/²&g�r�S�c8�/²&g�� >&P.15-38>'

• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[�b�µ�&�_���l�b�”�¡�­�«�b�D�š�� >&P.28-5>'

% $× �ï�8
Æ��  

DLP �Ï�Ü�©�î�¡�
4*�o�b5��±�Ø�
/œ�ƒ�€�•�”�¡
�©�Ù�å�^�]�b�ö =�†�Q�W�Z  DLP 4*�o�@�µ�r�€�•
�Ó�µ�­�î�ª�†�è(ô�K�
�è���I�€�S�Ó�µ�­�î�ª�b0ò
(ý�_���†/²&g�K�r�M��

'¨ 25 'v���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�� �†�g!·�K�Z
�C�T�I�8��

Enterprise Manager �†�_
°�K�Z�8�•���œ�
�Ó�µ
�­�î�ª�c  Enterprise Manager �_�v/²&g�[�A�r�M��
Enterprise Manager �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T
�I�8��

$2�ƒ�K�8  DLP 4*�o�\�K�Z7x7³�I�€�S�Ó�µ�­�î�ª
�†/²&g�r�S�c'ö#.�[�A�r�M��

���Ï�Ü�©�î�
�˜�–�Ý�«�
�r�S�c�”�˜�º�È�Þ�–�¡7x
7³�b�Ó�µ�­�î�ª�b�ï�8�� >&P.27-11>' �†�g!·�K�Z�C
�T�I�8��

Enterprise Manager �†�_
°�K�Z�8�•���œ�
7x7³�I
�€�S�Ó�µ�­�î�ª�c  Enterprise Manager �r�S�c  7Á
�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_/²&g�[
�A�r�M�@�
7x7³�I�€�S�Ó�µ�­�î�ª�†0Ž�:�r�S�c�P
7V�M�•�S�u�_�c  Enterprise Manager �†�Q#Ý�M�•�²
0[�@�6�~�r�M��

DLP �–�å�©�¹�å�º�b�§�Ð�Ü�î�†/²&g�K�r�M�� DLP �–�å�©�¹�å�º  �§�Ð�Ü�î�b�Þ�Ï�î�º�_�X�8�Z
�c�
 '¨ 26 'v��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b
�Q#Ý�‰�2���†�g!·�K�Z�C�T�I�8��

$Î�™�Ó�î�Ý�[�è���I�€�S  DLP 4*�o�_6õ�M�•�_��
�†/²&g�K�r�M��

DLP �–�å�©�¹�å�º  �Þ�Ï�î�º�_�X�8�Z�c�
 '¨ 26 'v
��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2���†
�g!·�K�Z�C�T�I�8��

Enterprise Manager �†�_
°�K�Z�8�•���œ�

Enterprise Manager �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T
�I�8��

$2�ƒ�K�84*�o�†�µ�t  DLP �–�å�©�¹�å�º  �¹�î�±�\
�Ó�µ�­�î�ª�†/²&g�M�•�_�c  Enterprise Manager �†
�Q#Ý�K�r�M��

Enterprise Manager �b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T
�I�8��
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'¨  15 'v       �¹�î�±�˜�»75�F
  �º�Û�È�Ý�©�×�î�¸�•�å�¢  �¹�î�±�˜�»75�F
�º�Û�È�Ý�©�×�î�¸�•�å�¢  �¹�î�±�˜�»75�F  

Enterprise Manager �c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�b�K)F
�†0Ž7V�K�r�M��

�e8Ÿ Enterprise Manager �c  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �\�b�K)F�†0Ž7V�K�r�M��

�¯�Ü�×�î�©�Ù�å �G�K�80É�Â�i�@7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�G�–�_�–�å�«�º�î�Ý�I�€
�Z�8�r�O�‡��  ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  Enterprise Manager 6ë�b SSL �K)F#Ý�b0É�Â
�i�b�v�“�\�”�µ�É�ß�î�»>&�N�á>' ��>&P.15-26>' �†�g!·�K�Z�C�T�I�8��

�¡�Û�«�±�r�S�c�¢�Ý�î�É4Ä*(�@�6�•���œ�c�
�”�É�Û�–�”�å�«�b  [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i
>&Certificates>' ] �Ì�î�ª�†�g!·�K�
0É�Â�i�@�M�m�Z�_�X�8�Z� �L�[�6�•�G�\�†&�1��K�Z�C�T�I�8��

6õ4�8o%  
• ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  Enterprise Manager 6ë�b�K)F�b�)�•�� >&P.15-33>'
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  �º�Û�È�Ý�©�×�î�¸�•�å�¢  �¹�î�±�˜�»75�F
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Cisco Email Encryption

• �� Cisco Email Encryption �b�+0[�� >&P.16-1>'

• ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Q#Ý�K�S�Ó�µ�­�î�ª�b�/�•�ì�� >&P.16-3>'

• ���/�•�ì�M�•�Ó�µ�­�î�ª�b�ô���� >&P.16-7>'

• ���Ó�µ�­�î�ª�l�b�/�•�ì�Ê�µ�²�î�b3ã�•�� >&P.16-11>'

Cisco Email Encryption �b�+0[
Cisco AsyncOS �c�/�•�ì�†�Q#Ý�K�Z%T�™�\$Î�™�Ó�î�Ý�†�§�Ï�î�º�K�r�M���G�b�µ+��†�Q#Ý�M�•�_�c�

�/�•�ì�I�€�S�Ó�µ�­�î�ª�b"I�ö�>�|�g�Ÿ�î>&6=>'�§�î�Â�b�K)F�ö�b�_���†�æ���M�•�/�•�ì�É�ß�Ç�“�–�Ý
�†�8�B�K�r�M���Ÿ�î  �§�î�Â�c�
���b�8�N�€�?�[�6�•�\*ƒ�<�}�€�r�M��

• Cisco Registered Envelope Service>&�Ð�¿�î�ª�»  �§�î�Å�«>' �
�r�S�c

• Cisco �/�•�ì�”�É�Û�–�”�å�«>&�ß�î�•�Ý�b'ö#.�P1ß�§�î�Â>'

���_�
�/�•�ì�M�•�Ó�µ�­�î�ª�†�8�B�M�•�S�u�_�
�¥�å�¸�å�¶  �Ç�•�Ý�±�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�
�¹�î�±
�˜�»75�F�Ï�Ü�©�î�†�8�B�K�r�M��

1. �Ç�•�Ý�±�²�ó�_�œ+´�M�•$Î�™�Ó�µ�­�î�ª�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�/�•�ì��
#.�b�Ÿ�×�î�_
°�€�}�€�r�M��

2. �Ó�µ�­�î�ª�@�/�•�ì�I�€�•�\�
�/�•�ì�_�Q�ƒ�€�S�Ÿ�î�@�/�•�ì�É�ß�Ç�“�–�Ý�[�æ���I�€�S�Ÿ�î  
�§�î�Â�_�–�Ñ�I�€�
�/�•�ì�I�€�S�Ó�µ�­�î�ª�@4Ä�™�b�Ÿ�×�î�_
°�€�}�€�r�M��

3. �Ÿ�×�î�b�p�b7Á�Ê�Ó�î�Ý�b�/�•�ì�†�	�F�•�|�:�^�²�ó>&�X�r�~�
�M�ì$×�^  C-Series �b�Å�ª�î"g�Â
�x  CRES �@�Q#Ý�[�A�^�8"g�Â>'�@�M�ì$×�_�Ñ�~�M�•�\�
�Ó�µ�­�î�ª�c�Ÿ�×�î�_
°�€�}�€�
�K�d�}
�C�K�Z�?�}
Ì�Ø�/�•�ì�@0è/œ�I�€�r�M��

>&�@>' �r�S�
�Ó�µ�­�î�ª�†�/�•�ì�M�•�S�_�
�r�N  TLS �K)F)�#ä�[3æ�™�†0è�s�•�|�:�_�”�É�Û�–�”�å�«�†0¿��
�M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� TLS �K)F�†�/�•�ì�b�æ�ƒ�~�_�Q#Ý�� >&P.16-8>' �†�g!·�K�Z�C�T
�I�8��

�§�Ï�î�º�P1ß�b  Web �È�Û�˜�¨

• Microsoft® Internet Explorer 7>&Windows XP �>�|�g  Vista>'

• Microsoft® Internet Explorer 8>&Windows XP �>�|�g  Vista>'
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  �ß�î�•�Ý  �Ÿ�î  �§�î�Â�[�/�•�ì�M�•�‰�2
• Firefox 3.0 �>�|�g  3.5

• Safari 4.0>&Mac OS X>'

�ß�î�•�Ý  �Ÿ�î  �§�î�Â�[�/�•�ì�M�•�‰�2

�/�•�ì�á�î�¡�Ç�ß�î

7Á�Ê�Ó�î�Ý�/�•�ì�†�Q#Ý�M�•���œ�
 Cisco 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ó�µ�­�î�ª�†�/
�•�ì�K�
�ß�î�•�Ý  �Ÿ�î  �§�î�Â�r�S�c�Í�«�¸�µ�»  �Ÿ�î  �§�î�Å�«�_�Ó�µ�­�î�ª  �Ÿ�î�†�A(á�K�r�M���w�™
*…�@�/�•�ì�I�€�S�Ó�µ�­�î�ª�†6ä�R�M�•�\�
�Ÿ�î  �§�î�Å�«�_�|�W�Z�w�™*…�@1�0É�I�€�
�Ÿ�•�ì�I�€�S
�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

/² 16-1 �ß�î�•�Ý  �Ÿ�î  �§�î�Â�[�/�•�ì�M�•�‰�2

�m8p �ï�8
Æ�� 0ò(ý

�«�¸�µ�É  1 �¿�µ�º�á�î�¡�b  Cisco IronPort �/�•�ì�”�É�Û�–
�”�å�«�†0¿���K�r�M��

'¨ 3 'v���­�µ�º�”�µ�É�>�|�g0¿*(�� �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É  2 �Ó�µ�­�î�ª�/�•�ì�†�–�¿�î�È�Ý�_�K�r�M�� ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b�Ó�µ�­�î�ª
�b�/�•�ì�b�–�¿�î�È�Ý�ì�� >&P.16-4>' .

�«�¸�µ�É  3 �/�•�ì�É�ß�Ç�“�–�Ý�†�8�B�K�Z�
�/�•�ì�I�€
�S�Ó�µ�­�î�ª�_�­�Ÿ�×�Ü�¸�•0¿���†�Q#Ý�M�•
�S�u�b�/�•�Ÿ�î  �§�î�Â�†�æ���K�r�M��

���Ÿ�î  �§�î�Å�«�_�|�•�/�•�ì�Ó�µ�­�î�ª�b��#.�‰�2�b0¿
���� >&P.16-4>' .

�«�¸�µ�É  4 �”�É�Û�–�”�å�«�@�/�•�ì�[�A�•�|�:�_�
�Ó�µ
�­�î�ª�@ 6�S�M�²0[�b�6�•�²�ó�†��*O�K�r�M��

���/�•�ì�M�•�Ó�µ�­�î�ª�b�ô���� >&P.16-7>' .

�«�¸�µ�É  5 7Á�Ê�Ó�î�Ý�b�á�î�¡�Ç�ß�î�_�>�8�Z�Ó�µ�­�î
�ª�†�/�•�ì�M�•�±�–�Ñ�å�¢�†�ô���K�r�M��

• ���¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�K�S�Ó�µ�­�î�ª�b�/�•�ì
�\�6�ì4Ä�™�� >&P.16-8>' .

�r�S�c

• ���¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�K�S4Ä�™�ì�b�Ó�µ�­�î�ª
�b�/�•�ì�� >&P.16-9>' .

�«�¸�µ�É  6 >&�õ�–>'�Ó�µ�­�î�ª�_3ã�•�­�Ÿ�×�Ü�¸�•�b�Ç�Û
�¢�†�Ü�E�r�M��

���Ó�µ�­�î�ª�l�b�/�•�ì�Ê�µ�²�î�b3ã�•�� >&P.16-11>' .

�«�¸�µ�É  7 �Ó�µ�­�î�ª�†�/�•�ì�M�•�Ø�î�¨  �¢�Ý�î�É�†��
*O�K�r�M��

�Ó�î�Ý  �Ï�Ü�©�î�†�8�B�K�r�M��

'¨ 10 'v���Ó�î�Ý  �Ï�Ü�©�î�� �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É  8 ��*O�K�S�Ø�î�¨  �¢�Ý�î�É�_��*O�í�s�b�/�•�ì
�”�¡�©�Ù�å�†6õ4��Ü�E�r�M��

�Ó�î�Ý  �Ï�Ü�©�î�_�¥�å�¸�å�¶  �Ç�•�Ý�±�†6õ4��Ü�E�r�M��

'¨ 10 'v���Ó�î�Ý  �Ï�Ü�©�î�� �†�g!·�K�Z�C�T�I�8��
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  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Q#Ý�K�S�Ó�µ�­�î�ª�b�/�•�ì
�W 16-1 �/�•�ì�á�î�¡�Ç�ß�î

�/�•�ì�I�€�S�Ó�µ�­�î�ª�†6ä�R�M�•�ö�•$×�^�á�î�¡�Ç�ß�î�c���b�\�>�~�[�M��

1. �/�•�ì�É�ß�Ç�“�–�Ý�†0¿���M�•�\�A�c�
�Ó�µ�­�î�ª�/�•�ì�b�Ã�Û�Ó�î�±�†�æ���K�r�M���/�•�ì�I�€
�S�Ó�µ�­�î�ª�[�c�
�Ó�µ�­�î�ª  �Ÿ�î�@7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�~�ß�î�•�Ý  
�Ÿ�î  �§�î�Â�
�r�S�c�Í�«�¸�µ�»  �Ÿ�î  �§�î�Å�«>& Cisco Registered Envelope Service>'�_�8�B�>�|�g
�A(á�I�€�r�M��

2. �w�™*…�c�È�Û�˜�¨�[�ó
²�^�š�å�Ë�ß�î�É�†6ä�R�K�r�M��

3. �È�Û�˜�¨�[�/�•�ì�I�€�S�Ó�µ�­�î�ª�†6ä�R�M�•�\�A�
�w�™*…�b�•�Ç&�1��b�S�u�Ã�«�á�î�»�@�²0[�\
�^�~�r�M���Ÿ�î  �§�î�Â�c�Ó�µ�­�î�ª�_6õ4��Ü�E�}�€�S�/�•�ì�Ÿ�î�†3É�K�r�M��

>&�@>' �/�•�ì�I�€�S7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b�6�G6ä�R�ì�_�
�w�™*…�c�ó
²�^�š�å�Ë�ß�î�É�†6ä�R�M�•
�S�u�b�Ÿ�î  �§�î�Å�«�_$Ï6��M�•�²0[�@�6�~�r�M��$Ï6��‹�
�/�•�ì�É�ß�Ç�“�–�Ý�b0¿���_�|�W�Z
�c�
�w�™*…�@�/�•�ì�I�€�S�Ó�µ�­�î�ª�†1�0É�^�K�[6ä�R�M�•�G�\�v�•+��[�M���/�•�ì�É�ß�Ç�“
�–�Ý�[�c�
�Ã�«�á�î�»�Y0[�\�æ���[�A�r�M�@�
"I���b�µ+��@�Q#Ý�[�A�^�C�^�~�r�M��

4. �Ÿ�•�ì�K�S�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Q#Ý�K�S�Ó�µ
�­�î�ª�b�/�•�ì

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�•�/�•�ì�†�Q#Ý�M�•�_�c�
�/�•�ì�É�ß�Ç�“�–�Ý�†0¿���M
�•�²0[�@�6�~�r�M�� encryptionconfig  CLI �¥�Ð�å�»�
�r�S�c  GUI �b  [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«

>&Security Services>' ] > [IronPort �Ó�î�Ý�/�•�ì>& IronPort Email Encryption>' ] �[�
�/�•�ì�É�ß�Ç�“�–
�Ý�†�–�¿�î�È�Ý�_�K�Z0¿���M�•�G�\�@�[�A�r�M��

1>'7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�

�Ó�µ�­�î�ª  �Ÿ�î�†�/�•�ì�K�
�Ÿ�î  �§�î�Â�_�A(á��

�Ÿ�î  �§�î�Â�
�r�S�c�Í�«�¸�µ�»  
�Ÿ�î  �§�î�Å�«

�Ã�«�á�î

�Ÿ�î

2>'�Ø�î�¨�@�È�Û�˜�¨�[�ó

²�^�š�å�Ë�ß�î�É�†6ä�R��

4>'�Ÿ�•�ì�I�€�S�Ó�µ
�­�î�ª�@/²&g��

3>'�Ø�î�¨�@1�0É�I�€�

�Ó�µ�­�î�ª  �Ÿ�î�†
°�m��
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  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Q#Ý�K�S�Ó�µ�­�î�ª�b�/�•�ì
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b�Ó�µ�­�î�ª�b�/�•�ì�b�–�¿�î
�È�Ý�ì

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [IronPort 7Á�Ê�Ó�î�Ý�/�•�ì>& IronPort Email 
Encryption>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 >&�õ�–>'���b�œ�É�©�Ù�å�†0¿���M�•�_�c�
 [ 0¿���b)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�Z�C�T�I�8 :

• �/�•�ì�M�•�q�±�Ó�µ�­�î�ª  �§�–�¬���©�«�¥�@�N�á�M�•�Ó�µ�­�î�ª  �§�–�¬�c  10 MB �[�M���”�É�Û�–
�”�å�«�@�/�•�ì�M�•�Ó�µ�­�î�ª�b�q�±�§�–�¬�c  25 MB �[�M��

>&�@>' �N�á�I�€�•  10 MB �b�D7H�†2x�<�Z�Ó�µ�­�î�ª�†�/�•�ì�M�•�\�
�”�É�Û�–�”�å�«�b�Ã�Ç�›�î
�Ð�å�«�@4��C�^�•�•+��ö�@�6�~�r�M��
Cisco Registered Envelope �§�î�Å�«�†�Q#Ý�M�•���œ�
�Ó�µ�­�î�ª�w�™*…�c  10 MB �|�~�±�A
�8�ç�Ü�Ç�“�–�Ý�b�6�•�/�•�ì�Ó�µ�­�î�ª�l�c3É�™�[�A�r�O�‡��

• �É�ß�Ÿ�©  �§�î�Â�†0¿���K�r�M��

�Ÿ�î  �§�î�Å�«�_�|�•�/�•�ì�Ó�µ�­�î�ª�b��#.�‰�2�b0¿��

�Ÿ�î  �§�î�Å�«�†�Q#Ý�M�•���œ�
 1 �X�è�V�b�/�•�ì�É�ß�Ç�“�–�Ý�†�8�B�[�A�r�M���I�r�J�r�^7Á�Ê�Ó�î�Ý  
�¢�Ý�î�É�_$��^�•�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†�Q#Ý�M�•���œ�
�Q�€�R�€�9�b�/�•�ì�É�ß�Ç�“�–�Ý�†�8�B�M�•
�G�\�v�[�A�r�M���S�\�<�d�
�µ�&2(�q�†�µ�‡�T�Ó�µ�­�î�ª�†9×�Þ�Ë�Ý�b�­�Ÿ�×�Ü�¸�•�[3æ�™�K�
�Ú�b
�Ó�µ�­�î�ª�†�p�Þ�Ë�Ý�b�­�Ÿ�×�Ü�¸�•�[3æ�™�M�•�\�8�:���œ�[�M���G�b���œ�
"I���b�Ÿ�î  �á�î�»

>&�� confidential���^�]>'�†�µ�t�Ó�µ�­�î�ª�_�c9×�Þ�Ë�Ý�b�­�Ÿ�×�Ü�¸�•�/�•�ì�É�ß�Ç�“�–�Ý�†�8�B�K�

�Ú�b$Î�™�Ó�µ�­�î�ª�_�c�9�b�/�•�ì�É�ß�Ç�“�–�Ý�†�8�B�K�r�M��

�/�•�ì�É�ß�Ç�“�–�Ý�†�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�
�Q�b�ß�î�Ý�_�m�~�\�Z�}�€�S�$�õ'ö#.*…�@  
DLP �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±�[�/�•�ì�É�ß�Ç�“�–�Ý�†�Q#Ý�[�A�•�|�:�_�K�r�M�� DLP �Ï�Ü�©�î
�\�¥�å�¸�å�¶  �Ç�•�Ý�±�†0¿���M�•���œ�c�
'ö#.*…�
�œ�Ì�Þ�î�±�
�>�|�g�$�õ�Ø�î�¨�T�E�@�/�•�ì�É�ß
�Ç�“�–�Ý�†�Q#Ý�[�A�r�M���•�«�±�Ò  �ß�î�Ý�_�m�~�\�Z�}�€�^�8�/�•�ì�É�ß�Ç�“�–�Ý�c�
�Ó�î�Ý�r�S�c  
DLP �Ï�Ü�©�î�’7H�†�â�X�M�m�Z�b�$�õ'ö#.*…�@�Q#Ý�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ��'ö#.�±�«�¡�b�(�S��
�†�g!·�K�Z�C�T�I�8��

>&�@>' 1 �X�b�Í�«�¸�µ�»  �Ÿ�î  �§�î�Å�«�_0
�X�b�/�•�ì�É�ß�Ç�“�–�Ý�†0¿���[�A�r�M��)�)Ê�_0
�X�b�È�Û�å�»
�@�6�•���œ�
 PXE �š�å�Ë�ß�î�É#Ý�_�Ÿ�î  �§�î�Â�_�A(á�I�€�S$��^�•�ß�¦�†�g!·�M�•�G�\�@�[�A�r�M��

�/�•�ì�É�ß�Ç�“�–�Ý�c���b0¿���†�–�Ñ�K�r�M��

• [ �Ÿ�î  �§�î�Â0¿��>& Key server settings>' ]���Ÿ�î  �§�î�Â�\�Q�b�Ÿ�î  �§�î�Â�_�K)F�M�•�S�u�b�_���†
�æ���K�r�M��

• [ �š�å�Ë�ß�î�É0¿��>& Envelope settings>' ]���­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�
6ä�R&�1��†3É�M�?�
�/�•�ì
�Ÿ�×�î�_�6�•�Ó�µ�­�î�ª�@�±�–�Ò�”�˜�º�M�•�r�[�b�ì6ë�
�Q#Ý�M�•�/�•�ì�”�Ý�¦�Ü�¬�Ò�b�±�–�É�

�>�|�g�Ÿ�•�ì�”�É�Þ�µ�º�†�È�Û�˜�¨�[�·�8�•+��_�M�•�?�^�]�
�Ó�µ�­�î�ª  �š�å�Ë�ß�î�É�b0ò(ý�†
�æ���K�r�M��
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  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Q#Ý�K�S�Ó�µ�­�î�ª�b�/�•�ì
• [ �Ó�µ�­�î�ª0¿��>& Message settings>' ]���ó
²�^�Ó�µ�­�î�ª3?3æ�x�ó
²�^��
²�(�_3É�™���†�–�¿�î
�È�Ý�_�M�•�?�^�]�
�Ó�µ�­�î�ª�_6õ�M�•0ò(ý�†�æ���K�r�M��

• [ 3û%±0¿��>&Notification settings>' ]���/�•�ì�»�K3û%±�\� �]�
�¸�Ÿ�«�º�g�'�>�|�g  HTML �g�'�b
3û%±�†�Q�:3û%±�¸�å�É�Þ�î�º�†�æ���K�r�M���/�•�ì�É�ß�Ç�“�–�Ý�8�B�ì�_�
�¸�Ÿ�«�º  �Ü�¯�î�«
Æ
�b�¸�å�É�Þ�î�º�†�8�B�K�
�¸�å�É�Þ�î�º�†4E�¥�K�r�M���/�•�ì�»�K3û%±�b�Ó�µ�­�î�ª�b�ó�¡�v�æ��
�[�A�r�M��3û%±�b0ò(ý�_�X�8�Z�c�
 ���/�•�ì3û%±�¸�å�É�Þ�î�º�� >&P.18-23>' �>�|�g ���Â�˜�å�«3û%±
�>�|�g�/�•�ì�»�K3û%±�¸�å�É�Þ�î�º�� >&P.18-22>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý�/�•�ì�É�ß�Ç�“�–�Ý>& Email Encryption Profiles>' ] �b�­�¡�©�Ù�å�[  [ �/�•�ì�É�ß�Ç�“�–�Ý�b3ã
�•>&Add Encryption Profile>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �/�•�ì�É�ß�Ç�“�–�Ý�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 3 [ �Q#Ý*…>&�ß�î�Ý>'>&Used By (Roles)>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�
�/�•�ì�É�ß�Ç�“�–�Ý�l�b�”�¡�­�«�’�†0¿
���M�•�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†4E�¥�K�Z�
 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�G�b�•�«�±�Ò  �ß�î�Ý�_�m�~�\�Z�}�€�S�$�õ'ö#.*…�c�
2��õ�@�6�•�M�m�Z�b  DLP �Ï�Ü�©�î�\�¥�å�¸�å�¶  
�Ç�•�Ý�±�_�P�K�Z�/�•�ì�É�ß�Ç�“�–�Ý�†�Q#Ý�[�A�r�M��

�«�¸�µ�É 4 [ �Ÿ�î  �§�î�Â0¿��>& Key Server Settings>' ] �­�¡�©�Ù�å�[���b�Ÿ�î  �§�î�Â�?�}4E�¥�K�r�M��

• Cisco Encryption �”�É�Û�–�”�å�«>&�¿�µ�º�á�î�¡
Æ>'

• Cisco Registered Envelope Service>&�Í�«�¸�µ�»  �Ÿ�î  �§�î�Å�«>'

�«�¸�µ�É 5 Cisco �/�•�ì�”�É�Û�–�”�å�«>&�ß�î�•�Ý  �Ÿ�î  �§�î�Å�«>'�†4E�¥�K�S���œ�c�
���b0¿���†
°�Š�K�r�M��

• [ 
Æ4Š URL>&Internal URL>' ]�� Cisco 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�G�b  URL �†�Q
#Ý�K�Z�¿�µ�º�á�î�¡
Æ�b  Cisco �/�•�ì�”�É�Û�–�”�å�«�\3û�™�K�r�M��

• [ �¥4Š URL>&External URL>' ]���w�™*…�b�Ó�µ�­�î�ª�c�
�G�b  URL �†�Q#Ý�K�Z Cisco �/�•�ì�”�É�Û
�–�”�å�«�b�Ÿ�î�>�|�g�Ú�b�§�î�Å�«�_�”�¡�­�«�K�r�M���w�™*…�c�
�w�™  HTTP �r�S�c  HTTPS 0[�Ó
�†�M�•�S�u�_�G�b  URL �†�Q#Ý�K�r�M��

�«�¸�µ�É 6 Cisco Registered Envelope �§�î�Å�«�†4E�¥�K�S���œ�c�
�Í�«�¸�µ�»  �Ÿ�î  �§�î�Å�«�b  URL �†
°�Š�K�r
�M���Ÿ�î  �§�î�Å�«�b  URL �c�
 https://res.cisco.com  �[�M��

�«�¸�µ�É 7 [ �Ÿ�î  �§�î�Â0¿��>& Key Server Settings>' ] �[  [ 0ò(ý>&Advanced>' ] �†�¡�Ü�µ�¡�K�
�w�™*…�@�š�å�Ë�ß�î
�É�†6ä�R�K�S���œ�
�š�å�Ë�ß�î�É�b�/�•�ì�Ì�–�ß�î�»�b3?3æ�_  HTTP �r�S�c  HTTPS �†�Q#Ý�M�•�?�]�:
�?�†�æ���K�r�M�����b�8�N�€�?�†4E�¥�K�Z�C�T�I�8��

• �Ÿ�î  �§�î�Å�«�†  HTTP �[�Q#Ý�M�•>& Use the Key Service with HTTP>' �w�™*…�@�š�å�Ë�ß�î�É�†6ä
�R�K�S���œ�
 HTTP �†�Q#Ý�K�Z�Ÿ�î  �§�î�Å�«�?�}�/�•�ì�Ì�–�ß�î�»�†3?3æ�K�r�M�� Cisco 
Registered Envelope �§�î�Å�«�†�Q#Ý�M�•���œ�c�
 �«�¸�µ�É 6 �[�æ���K�S  URL �[�M���/�•�ì Cisco
�”�É�Û�–�”�å�«�†�Q#Ý�M�•���œ�c�
 �«�¸�µ�É 5 �[�æ���K�S�¥4Š  URL �[�M��

�Ì�–�ß�î�»�@�M�[�_�/�•�ì�I�€�Z�8�•�S�u�
 HTTP �_3?3æ�K�Z�v�ó
²�[�6�~�
 HTTPS �_3æ�™�M�•
�|�~�v3¿3ÿ�[�M���G�€�c�
 HTTPS )�#ä�[�–�Ó�î�ª0[�Ó�†3æ�™�M�•�|�~�v�
�Ã�Ç�›�î�Ð�å�«�@�I�}
�_�¥�V�K�r�M��

• HTTPS �[�Ÿ�î  �§�î�Å�«�†�Q#Ý�M�•>& Use the Key Service with HTTPS>' �w�™*…�@�š�å�Ë�ß�î�É�†
6ä�R�M�•�\�
 HTTPS �†�Q#Ý�K�Z�Ÿ�î  �§�î�Å�«�?�}�/�•�ì�Ì�–�ß�î�»�†3?3æ�K�r�M�� Cisco 
Registered Envelope �§�î�Å�«�†�Q#Ý�M�•���œ�c�
 �«�¸�µ�É 6 �[�æ���K�S  URL �[�M���/�•�ì Cisco
�”�É�Û�–�”�å�«�†�Q#Ý�M�•���œ�c�
 �«�¸�µ�É 5 �[�æ���K�S�¥4Š  URL �[�M��

• �Ì�–�ß�î�»  �º�Û�å�«�Ï�î�º�b�¶�9�b  URL �†�æ���K�r�M�� >&Specify a separate URL for payload 
transport.>' �/�•�ì�Ì�–�ß�î�»�_�Ÿ�î  �§�î�Â�†�Q#Ý�K�^�8���œ�c�
�Ì�–�ß�î�»3?3æ�_�c  HTTP �r�S
�c  HTTPS �†�Q#Ý�M�•�?�]�:�?�†�9�b  URL �†�Q#Ý�K�Z�æ���[�A�r�M��
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  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�Q#Ý�K�S�Ó�µ�­�î�ª�b�/�•�ì
�«�¸�µ�É 8 [ �š�å�Ë�ß�î�É0¿��>& Envelope Settings>' ] �b�­�¡�©�Ù�å�[�
�Ó�µ�­�î�ª�b�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�†4E�¥
�K�r�M��

• [ 9×�Þ�Ë�Ý �­�Ÿ�×�Ü�¸�•>& High Security>' ]���w�™*…�c�
�/�•�ì�I�€�S�Ó�µ�­�î�ª�†6ä�R�M�•�_�c�

�Ã�«�á�î�»�†�²�N
°�Š�M�•�²0[�@�6�~�r�M��

• [ �p�Þ�Ë�Ý  �­�Ÿ�×�Ü�¸�•>& Medium Security>' ]���w�™*…�b2(�A�_���@�Ÿ�Õ�µ�©�×�I�€�Z�8�€�d�
�w
�™*…�c�/�•�ì�I�€�S�Ó�µ�­�î�ª�†6ä�R�M�•�S�u�_2(�A�_���†
°�Š�M�•�²0[�c�6�~�r�O�‡��

• [ �Ã�«�á�î�»�c�Y0[�[�M>& No Password Required>' ]���/�•�ì�I�€�S�Ó�µ�­�î�ª�b�q�v�*�8�­�Ÿ�×�Ü
�¸�•  �Þ�Ë�Ý�[�M���/�•�ì�I�€�S�Ó�µ�­�î�ª�†6ä�R�M�•�S�u�_�w�™*…�@�Ã�«�á�î�»�†
°�Š�M�•�²0[
�c�6�~�r�O�‡���Q�€�[�v�
�Ã�«�á�î�»�–1¤�I�€�^�8�š�å�Ë�ß�î�É�b  [ 6ä�R&�1�>&Read Receipts>' ]�

[ 
²�(�l�b�ó
²�^3É�™>& Secure Reply All>' ] �
�>�|�g  [ �Ó�µ�­�î�ª�b�ó
²�^3?3æ>& Secure Message 
Forwarding>' ] �µ+��†�–�¿�î�È�Ý�_�[�A�r�M��

�«�¸�µ�É 9 �Ø�î�¨�@)�)Ê�b�ß�¦�†�¡�Ü�µ�¡�M�•�\�Q�b)�)Ê�b  URL �@6ä�C�|�:�_�M�•�|�:�_�
�ß�¦�b�Ü�å�¡�†3ã�•
�[�A�r�M�����b�œ�É�©�Ù�å�?�}4E�¥�K�r�M��

• [ �Ü�å�¡�^�K>& No link>' ]����7•�b�Ü�å�¡�c�
�Ó�µ�­�î�ª  �š�å�Ë�ß�î�É�_3ã�•�I�€�r�O�‡��

• [ �•�«�±�Ò  �Ü�å�¡  URL>&Custom link URL>' ]�� URL �†
°�Š�K�
�Ó�µ�­�î�ª  �š�å�Ë�ß�î�É�l�b��7•
�b�Ü�å�¡�†3ã�•�K�r�M��

�«�¸�µ�É 10 �õ�–�[�
6ä�R&�1��†�–�¿�î�È�Ý�_�K�r�M���G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�\�
�w�™*…�@�ó
²�^�š�å
�Ë�ß�î�É�†6ä�C�\�
3æ�™*…�c6ä�R&�1��†�w�™�K�r�M��

�«�¸�µ�É 11 ���b0¿���†/œ�:�S�u�_�
�õ�–�[  [ �š�å�Ë�ß�î�É0¿��>& Envelope Settings>' ] �b  [ 0ò(ý0¿��>&Advanced>' ] 
�†�¡�Ü�µ�¡�K�Z�C�T�I�8��

• �/�•�ì�Ÿ�×�î�_�6�•�Ó�µ�­�î�ª�@�±�–�Ò  �”�˜�º�M�•�r�[�b�ì6ë>&&Ê�"�)>'�†
°�Š�K�r�M���Ó�µ
�­�î�ª�@�±�–�Ò  �”�˜�º�_�^�•�\�
�”�É�Û�–�”�å�«�c�Ó�µ�­�î�ª�†�Â�˜�å�«�K�
3æ�™*…�_3û%±�†3æ
�™�K�r�M��

• �/�•�ì�”�Ý�¦�Ü�¬�Ò�†4E�¥�K�r�M��

– [ARC4]��  ARC4 �c�q�v�|�C4E�¥�I�€�•�”�Ý�¦�Ü�¬�Ò�[�
�Ó�µ�­�î�ª�w�™*…�_�P�M�•�Ÿ�•�ì4�
���†�q�`7H�_�\�]�u�^�@�}�I�Š�^�/�•�ì�†��#'�K�r�M��

– [AES]��  AES �c�
�|�~�I�Š�^�/�•�ì�†��#'�K�r�M�@�
�Ÿ�•�ì�_�|�~6×�8�ì6ë�@�?�?�•�S�u�
�w
�™*…�_�c4����@$Î#Õ�K�r�M�� AES �c�
3û�–�
�;�Ó�x5Ÿ/œ���»�b�”�É�Ü�£�î�©�Ù�å�[�Q#Ý�I�€
�r�M��

• �Ÿ�•�ì�”�É�Þ�µ�º�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M���G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M�•
�\�
�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�@�È�Û�˜�¨#”�C�[6ä�?�€�•�|�:�_�^�~�r�M���G�b�œ�É�©�Ù�å�†�¹�•
�­�î�È�Ý�_�M�•�\�
�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�@�Ÿ�î  �§�î�Â�[�Ÿ�•�ì�I�€�•�|�:�_�^�~�r�M��
�¹�•�­�î�È�Ý�b���œ�
�Ó�µ�­�î�ª�b6ä�R�_�|�~�ì6ë�@�?�?�•�|�:�_�^�~�r�M�@�
�È�Û�˜�¨#”�C�_�k
�Ñ�K�^�C�^�~�r�M��

�«�¸�µ�É 12 [ �Ó�µ�­�î�ª0¿��>& Message Settings>' ] �­�¡�©�Ù�å�[�
 [ 
²�(�_�­�Ÿ�×�”�^3É�™>& Secure Reply All>' ] 
�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r�M��

�«�¸�µ�É 13 [ �­�Ÿ�×�”�^�Ó�µ�­�î�ª3?3æ>& Secure Message Forwarding>' ] �†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�K�r
�M��

�«�¸�µ�É 14 HTML �g�'�b3û%±�¸�å�É�Þ�î�º�†4E�¥�K�r�M�� �¸�Ÿ�«�º  �Ü�¯�î�«�[0¿���K�S  HTML �g�'�b3û%±�?�}4E
�¥�K�r�M���¸�å�É�Þ�î�º�@0¿���I�€�Z�8�^�?�W�S���œ�
�©�«�¸�Ò�c�¹�Ç�›�Ý�º�b�¸�å�É�Þ�î�º�†�Q#Ý�K
�r�M��

>&�@>' �Ÿ�î  �§�î�Â�c�
�w�™*…�b7Á�Ê�Ó�î�Ý  �”�É�Ü�£�î�©�Ù�å�_�|�W�Z�
 HTML �r�S�c�¸�Ÿ�«�º�g�'
�b3û%±�†�Q�8�r�M���g�‰�b3û%±�†0¿���M�•�²0[�@�6�~�r�M��
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  �/�•�ì�M�•�Ó�µ�­�î�ª�b�ô��
�«�¸�µ�É 15 �¸�Ÿ�«�º�g�'�b3û%±�¸�å�É�Þ�î�º�†4E�¥�K�r�M���¸�Ÿ�«�º  �Ü�¯�î�«�[0¿���K�S�¸�Ÿ�«�º�g�'�b3û%±�?
�}4E�¥�K�r�M���¸�å�É�Þ�î�º�@0¿���I�€�Z�8�^�?�W�S���œ�
�©�«�¸�Ò�c�¹�Ç�›�Ý�º�b�¸�å�É�Þ�î�º�†�Q
#Ý�K�r�M��

�«�¸�µ�É 16 �/�•�ì�»�K3û%±#Ý�b�ó�¡�Ê�µ�²�î�†
°�Š�K�r�M���/�•�ì�É�ß�­�«�@�±�–�Ò�”�˜�º�K�S���œ�
�”�É�Û�–�”
�å�«�c3û%±�†3æ�™�K�r�M��

�«�¸�µ�É 17 �Ó�µ�­�î�ª�•�e�b�/�•�ì�»�K3û%±�¸�å�É�Þ�î�º�†4E�¥�K�r�M���¸�Ÿ�«�º  �Ü�¯�î�«�[0¿���K�S�/�•�ì�»
�K3û%±�¸�å�É�Þ�î�º�?�}4E�¥�K�r�M���¸�å�É�Þ�î�º�@0¿���I�€�Z�8�^�?�W�S���œ�
�©�«�¸�Ò�c�¹�Ç�›�Ý
�º�b�¸�å�É�Þ�î�º�†�Q#Ý�K�r�M��

�«�¸�µ�É 18 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�«�¸�µ�É 19 Cisco Registered Envelope Service �†�Q#Ý�M�•���œ�
�”�É�Û�–�”�å�«�†�É�ß�Å�ª�Ù�½�å�¢�M�•�m8p�†3ã
�•�[��/œ�M�•�²0[�@�6�~�r�M���”�É�Û�–�”�å�«�†�É�ß�Å�ª�Ù�½�å�¢�M�•�\�
�/�•�ì�É�ß�Ç�“�–�Ý�@�Í�«
�¸�µ�»  �Ÿ�î  �§�î�Å�«�\�\�v�_$Ï6��I�€�r�M���”�É�Û�–�”�å�«�†�É�ß�Å�ª�Ù�½�å�¢�M�•�_�c�
$Ï6��M�•
�/�•�ì�É�ß�Ç�“�–�Ý�b  [ $Ï6�>&Provision>' ] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

PXE �š�å�ª�å�b�q�‚�Â�î�ª�Ù�å�l�b�f�‚

[ �©�«�¥7Á�Ê�Ó�î�Ý�/�•�ì0¿��>& Cisco Email Encryption Settings>' ] �Ì�î�ª�_�c�
 PXE �š�å�ª�å�b#'�~
�b�Â�î�ª�Ù�å�>�|�g�”�É�Û�–�”�å�«�[�Q#Ý�M�•�»�Ó�–�å  �Ð�µ�Æ�å�¢  �Ç�“�–�Ý�@/²&g�I�€�r�M�� [ �­�Ÿ�×
�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [ �§�î�Å�«  �”�µ�É�¹�î�º>& Service Updates>' ] �Ì�î�ª>&�r�S�c  
CLI �b  updateconfig  �¥�Ð�å�»>'�†�Q�W�Z�
+¬�·$×�_  PXE �š�å�ª�å�†�f�‚�M�•�|�:�_  Cisco �”�É�Û�–
�”�å�«�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���§�î�Å�«�b�”�µ�É�¹�î�º�� >&P.29-22>' �†�g!·�K�Z�C�T�I�8��

�r�S�
 [IronPort �Ó�î�Ý�/�•�ì0¿��>& IronPort Email Encryption Settings>' ] �Ì�î�ª�b  [PXE �š�å�ª�å�b
�f�‚>& PXE Engine Updates>' ] �­�¡�©�Ù�å�b  [ �Ò�M�D�f�‚>& Update Now>' ] �Î�±�å>&�r�S�c  CLI �b  
encryptionupdate  �¥�Ð�å�»>'�†�Q�W�Z�
�m�·�[�š�å�ª�å�†�f�‚�M�•�G�\�v�[�A�r�M��

�/�•�ì�M�•�Ó�µ�­�î�ª�b�ô��
�/�•�ì�É�ß�Ç�“�–�Ý�b�8�B�‹�
�]�b7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�†�/�•�ì�M�m�A�?�†�ô�u�•$Î�™�¥�å�¸�å�¶  
�Ç�•�Ý�±�†�8�B�M�•�²0[�@�6�~�r�M���¥�å�¸�å�¶  �Ç�•�Ý�±�c�
$Î�™7Á�Ê�Ó�î�Ý�†�«�Ÿ�Õ�å�K�Z�Ó�µ
�­�î�ª�@�æ���I�€�S�²�ó�_�M+´�M�•�?�8�•�K�r�M���¥�å�¸�å�¶  �Ç�•�Ý�±�_�|�~�Ó�µ�­�î�ª�@�²�ó�_�M
+´�M�•�\�8�•�I�€�S�}�
 Cisco 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ó�µ�­�î�ª�†�/�•�ì�K�
#Õ
�B�I�€�S�Ÿ�î�†�Ÿ�î  �§�î�Â�_3æ�™�K�r�M���G�b�”�É�Û�–�”�å�«�c�
�Q#Ý�M�•�Ÿ�î  �§�î�Â�†�ô���M�•�S
�u�b�
�/�•�ì�É�ß�Ç�“�–�Ý�[�æ���I�€�S0¿���\�
�Ú�b�/�•�ì0¿���†�Q#Ý�K�r�M��

�¹�î�±�˜�»75�F�«�Ÿ�Õ�å�‹�_0Ž�:�I�€�S�‹�[�v�
�Ó�µ�­�î�ª�†�/�•�ì�[�A�r�M��0ò(ý�_�X�8�Z�c�

�� DLP 4*�o�”�¡�©�Ù�å>&�Ó�µ�­�î�ª  �”�¡�©�Ù�å>'�_�P�K�Z��/œ�M�•�”�¡�©�Ù�å�b��*O�� >&P.15-34>' �†�g
!·�K�Z�C�T�I�8��
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'¨  16 'v       Cisco Email Encryption
  �/�•�ì�M�•�Ó�µ�­�î�ª�b�ô��
TLS �K)F�†�/�•�ì�b�æ�ƒ�~�_�Q#Ý

�»�Ó�–�å#Ý�_�æ���I�€�S3æ�™
›�¥�å�º�ß�î�Ý�_�ö�Y�A�
 Cisco �”�É�Û�–�”�å�«�c�
�Ó�µ�­�î�ª�†�/�•�ì
�M�•�æ�ƒ�~�_  TLS �K)F�†�Ó�K�Z�Ó�µ�­�î�ª�†�­�Ÿ�×�”�_�p)E�[�A�r�M>& TLS �K)F�@�Q#Ý�•+��^���œ>' ��
�”�É�Û�–�”�å�«�c�
3æ�™
›�¥�å�º�ß�î�Ý>& Required�
 Preferred�
�r�S�c  None>'�b  TLS 0¿���\�/�•�ì
�¥�å�¸�å�¶  �Ç�•�Ý�±�[��*O�I�€�S�”�¡�©�Ù�å�_�ö�Y�8�Z�
�Ó�µ�­�î�ª�†�/�•�ì�M�•�?  TLS �K)F�[3æ�™
�M�•�?�ô���K�r�M��

�¥�å�¸�å�¶  �Ç�•�Ý�±�8�B�ì�_�
�²�N�Ó�µ�­�î�ª�†�/�•�ì�M�•�?�
�r�N  TLS �K)F�[3æ�™�†0è�s�Z�
 TLS 
�K)F�@�Q#Ý�Y�•�[�6�€�d�Ó�µ�­�î�ª�†�/�•�ì�M�•�?�†�æ���[�A�r�M�� /² 16-2 �[�c�
�/�•�ì�D�š�Ç�•�Ý
�±�@ TLS �K)F�[�b�Ó�µ�­�î�ª�b3æ�™�†0è�s�•���œ�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�
�»�Ó
�–�å�b3æ�™
›�¥�å�º�ß�î�Ý�b  TLS 0¿���_�ö�Y�8�Z�]�b�|�:�_�Ó�µ�­�î�ª�†3æ�™�M�•�?�†&g�K�Z�8�r�M��

3æ�™
›�¥�å�º�ß�î�Ý�[  TLS �†�–�¿�î�È�Ý�_�M�•�‰�2�_�X�8�Z�c�
 ��7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b�¤�î�º
�˜�™�–�b0¿���� �†�g!·�K�Z�C�T�I�8��

�¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�K�S�Ó�µ�­�î�ª�b�/�•�ì�\�6�ì4Ä�™

�c�L�u�•�S�_

• �¥�å�¸�å�¶  �Ç�•�Ý�±�†�S(��M�•�S�u�b�²�ó�b�+�Õ�†#.0Ž�M�•�_�c�
 ���¥�å�¸�å�¶  �Ç�•�Ý�±�b�+0[��
>&P.11-1>' �†�g!·�K�Z�C�T�I�8��

• >&�õ�–>'���Ó�µ�­�î�ª�l�b�/�•�ì�Ê�µ�²�î�b3ã�•�� >&P.16-11>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ $Î�™�¥�å�¸�å�¶  �Ç�•�Ý�±>& Outgoing Content Filters>' ] �_&ã�·
�K�r�M��

�«�¸�µ�É 2 [ �Ç�•�Ý�±>& Filters>' ] �­�¡�©�Ù�å�[�
 [ �Ç�•�Ý�±�†3ã�•>& Add Filter>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �²�ó>& Conditions>' ] �­�¡�©�Ù�å�[�
 [ �²�ó�†3ã�•>& Add Condition>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �/�•�ì�M�•�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�M�•�²�ó�†3ã�•�K�r�M���S�\�<�d�
�µ�&2(�q�†�/�•�ì�M�•�S�u
�_�
�ó�¡�r�S�c�•�e�_"I���b�"1��r�S�c�Ç�Þ�î�¬>& �� Confidential���^�]>'�†�µ�t�Ó�µ�­�î�ª�†1‘�9�M
�•�²�ó�†3ã�•�[�A�r�M��

�«�¸�µ�É 5 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 �õ�–�[�
 [ �”�¡�©�Ù�å�†3ã�•>& Add Action>' ] �†�¡�Ü�µ�¡�K�
 [ �Ê�µ�²�î�b3ã�•>& Add Header>' ] �†4E�¥
�K�
3ã�•�b�/�•�ì0¿���†�æ���M�•�/�•�ì�Ê�µ�²�î�†�Ó�µ�­�î�ª�_��
°�K�r�M��

�«�¸�µ�É 7 [ �”�¡�©�Ù�å>& Actions>' ] �­�¡�©�Ù�å�[�
 [ �”�¡�©�Ù�å�†3ã�•>& Add Action>' ] �†�¡�Ü�µ�¡�K�r�M��

/² 16-2 ESA �”�É�Û�–�”�å�«�b  TLS �§�Ï�î�º

3æ�™
›�¥�å�º�ß�î�Ý  TLS 0¿��
TLS �K)F�@�Q#Ý�•+��[�6�•���œ
�b�”�¡�©�Ù�å

TLS �K)F�@�Q#Ý�Y�•�[�6�•���œ
�b�”�¡�©�Ù�å

�^�K>&None>' �š�å�Ë�ß�î�É�†�/�•�ì�K�Z3æ�™
�K�r�M��

�š�å�Ë�ß�î�É�†�/�•�ì�K�Z3æ�™
�K�r�M��

TLS �N�á>&TLS Preferred >' TLS �†3û�K�Z3æ�™�K�r�M�� �š�å�Ë�ß�î�É�†�/�•�ì�K�Z3æ�™
�K�r�M��

TLS �²8r>& TLS Required >' TLS �†3û�K�Z3æ�™�K�r�M�� �Ü�º�Û�–�r�S�c�Ó�µ�­�î�ª�b�Â
�˜�å�«
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  �/�•�ì�M�•�Ó�µ�­�î�ª�b�ô��
�«�¸�µ�É 8 [ �”�¡�©�Ù�å�†3ã�•>& Add Action>' ] �Ü�«�º�?�}  [ �M�D�_�/�•�ì�K�Z4Ä�™>&�q)
�”�¡�©�Ù�å>' >&Encrypt 
and Deliver Now (Final Action)>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 9 �²�ó�_�œ+´�M�•�Ó�µ�­�î�ª�†�–�_�/�•�ì�M�•�?�
 TLS �K)F�†�Ó�K�S3æ�™�b0è/œ�@�»�K�K�S�\�A�b�s
�Ó�µ�­�î�ª�†�/�•�ì�M�•�?�†4E�¥�K�r�M��

�«�¸�µ�É 10 �¥�å�¸�å�¶  �Ç�•�Ý�±�_6õ4��Ü�E�•�/�•�ì�É�ß�Ç�“�–�Ý�†4E�¥�K�r�M��

�/�•�ì�É�ß�Ç�“�–�Ý�c�
�Q#Ý�M�•�Ÿ�î  �§�î�Â�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�
�>�|�g�Ó�µ�­�î�ª  �š�å�Ë�ß�î�É
�b�Ç�›�î�Ð�µ�º�ì�_6õ�M�•0¿���
�>�|�g�Ú�b�Ó�µ�­�î�ª0¿���†�æ���K�r�M���/�•�ì�É�ß�Ç�“�–�Ý�†�¥�å
�¸�å�¶  �Ç�•�Ý�±�_6õ4��Ü�E�S���œ�
�¥�å�¸�å�¶  �Ç�•�Ý�±�c�G�€�}�b�A(á�I�€�S0¿���†�/�•�ì�Ó�µ�­�î
�ª�_�Q#Ý�K�r�M��

�«�¸�µ�É 11 �Ó�µ�­�î�ª�b�ó�¡�†
°�Š�K�r�M��

�«�¸�µ�É 12 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�W 16-2 �b�¥�å�¸�å�¶  �Ç�•�Ý�±�c�
�Ó�µ�­�î�ª�•�e�[  ABA �¥�å�¸�å�¶�†�è(ô�M�•�¥�å�¸�å�¶  �Ç�•�Ý�±
�†&g�K�r�M���¥�å�¸�å�¶  �Ç�•�Ý�±�[��*O�I�€�Z�8�•�”�¡�©�Ù�å�c�
7Á�Ê�Ó�î�Ý�†�/�•�ì�K�Z4Ä�™�M�•
�\�æ���K�Z�8�r�M��

�W 16-2 �/�•�ì�¥�å�¸�å�¶  �Ç�•�Ý�±

�«�¸�µ�É 13 �/�•�ì�”�¡�©�Ù�å�†3ã�•�K�S�‹�
 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 14 �š�f
Æ���†&����K�r�M��

���b�8��

�¥�å�¸�å�¶  �Ç�•�Ý�±�†3ã�•�K�S�}�
�Ç�•�Ý�±�†$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_3ã�•�M�•�²0[�@�6�~�r�M��)�)Ê
�b�½�î�¬�_�Â�L�Z�
�¹�Ç�›�Ý�º  �Ï�Ü�©�î�[�¥�å�¸�å�¶  �Ç�•�Ý�±�†�–�¿�î�È�Ý�_�M�•�
�r�S�c�Ç�•�Ý�±
�†"I���b�Ó�î�Ý  �Ï�Ü�©�î�_4:#Ý�M�•�G�\�†4E�¥�K�r�M���Ó�î�Ý  �Ï�Ü�©�î�b�ï�8�_�X�8�Z�c�
 ���Ó�î�Ý  
�Ï�Ü�©�î�b�+0[�� >&P.10-1>' �†�g!·�K�Z�C�T�I�8��

�¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�K�S4Ä�™�ì�b�Ó�µ�­�î�ª�b�/�•�ì

4Ä�™�ì�_�Ó�µ�­�î�ª�†�/�•�ì�M�•�¥�å�¸�å�¶  �Ç�•�Ý�±�†�8�B�M�•�_�c�
���b�m8p�_�‘�W�Z�C�T�I�8��
4Ä�™�ì�b�/�•�ì�\�c�
�Ó�µ�­�î�ª�@���b��#.�b�•7u�_4
�s�
�M�m�Z�b��#.�@�ö�¢�K�S�ì!l�[�
�Ó�µ�­�î
�ª�@�/�•�ì�I�€�
4Ä�™�I�€�•�G�\�†�–�á�K�r�M��
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'¨  16 'v       Cisco Email Encryption
  �/�•�ì�M�•�Ó�µ�­�î�ª�b�ô��
�c�L�u�•�S�_

• �¥�å�¸�å�¶  �Ç�•�Ý�±�†�S(��M�•�S�u�b�²�ó�b�+�Õ�†#.0Ž�M�•�_�c�
 ���¥�å�¸�å�¶  �Ç�•�Ý�±�b�+0[��
>&P.11-1>' �†�g!·�K�Z�C�T�I�8��

• >&�õ�–>'���Ó�µ�­�î�ª�l�b�/�•�ì�Ê�µ�²�î�b3ã�•�� >&P.16-11>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ $Î�™�¥�å�¸�å�¶  �Ç�•�Ý�±>& Outgoing Content Filters>' ] �_&ã�·
�K�r�M��

�«�¸�µ�É 2 [ �Ç�•�Ý�±>& Filters>' ] �­�¡�©�Ù�å�[�
 [ �Ç�•�Ý�±�†3ã�•>& Add Filter>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �²�ó>& Conditions>' ] �­�¡�©�Ù�å�[�
 [ �²�ó�†3ã�•>& Add Condition>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �/�•�ì�M�•�Ó�µ�­�î�ª�†�Ç�•�Ý�±�Ü�å�¢�M�•�²�ó�†3ã�•�K�r�M���S�\�<�d�
�µ�&2(�q�†�/�•�ì�M�•�S�u
�_�
�ó�¡�r�S�c�•�e�_"I���b�"1��r�S�c�Ç�Þ�î�¬>& �� Confidential���^�]>'�†�µ�t�Ó�µ�­�î�ª�†1‘�9�M
�•�²�ó�†3ã�•�[�A�r�M��

�«�¸�µ�É 5 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 �õ�–�[�
 [ �”�¡�©�Ù�å�†3ã�•>& Add Action>' ] �†�¡�Ü�µ�¡�K�
 [ �Ê�µ�²�î�b3ã�•>& Add Header>' ] �†4E�¥
�K�
3ã�•�b�/�•�ì0¿���†�æ���M�•�/�•�ì�Ê�µ�²�î�†�Ó�µ�­�î�ª�_��
°�K�r�M��

�«�¸�µ�É 7 [ �”�¡�©�Ù�å>& Actions>' ] �­�¡�©�Ù�å�[�
 [ �”�¡�©�Ù�å�†3ã�•>& Add Action>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 8 [ �”�¡�©�Ù�å�†3ã�•>& Add Action>' ] �Ü�«�º�?�}  [ 4Ä�™�ì�b�/�•�ì>& Encrypt on Delivery>' ] �†4E�¥�K�r
�M��

�«�¸�µ�É 9 �²�ó�_�œ+´�M�•�Ó�µ�­�î�ª�†�–�_�/�•�ì�M�•�?�
 TLS �K)F�†�Ó�K�S3æ�™�b0è/œ�@�»�K�K�S�\�A�b�s
�Ó�µ�­�î�ª�†�/�•�ì�M�•�?�†4E�¥�K�r�M��

�«�¸�µ�É 10 �¥�å�¸�å�¶  �Ç�•�Ý�±�_6õ4��Ü�E�•�/�•�ì�É�ß�Ç�“�–�Ý�†4E�¥�K�r�M��

�/�•�ì�É�ß�Ç�“�–�Ý�c�
�Q#Ý�M�•�Ÿ�î  �§�î�Â�
�­�Ÿ�×�Ü�¸�•  �Þ�Ë�Ý�
�>�|�g�Ó�µ�­�î�ª  �š�å�Ë�ß�î�É
�b�Ç�›�î�Ð�µ�º�ì�_6õ�M�•0¿���
�>�|�g�Ú�b�Ó�µ�­�î�ª0¿���†�æ���K�r�M���/�•�ì�É�ß�Ç�“�–�Ý�†�¥�å
�¸�å�¶  �Ç�•�Ý�±�_6õ4��Ü�E�S���œ�
�¥�å�¸�å�¶  �Ç�•�Ý�±�c�G�€�}�b�A(á�I�€�S0¿���†�/�•�ì�Ó�µ�­�î
�ª�_�Q#Ý�K�r�M��

�«�¸�µ�É 11 �Ó�µ�­�î�ª�b�ó�¡�†
°�Š�K�r�M��

�«�¸�µ�É 12 [OK]  �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 13 �/�•�ì�”�¡�©�Ù�å�†3ã�•�K�S�‹�
 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 14 �š�f
Æ���†&����K�r�M��

���b�8��

�¥�å�¸�å�¶  �Ç�•�Ý�±�†3ã�•�K�S�}�
�Ç�•�Ý�±�†$Î�™�Ó�î�Ý  �Ï�Ü�©�î�_3ã�•�M�•�²0[�@�6�~�r�M��)�)Ê
�b�½�î�¬�_�Â�L�Z�
�¹�Ç�›�Ý�º  �Ï�Ü�©�î�[�¥�å�¸�å�¶  �Ç�•�Ý�±�†�–�¿�î�È�Ý�_�M�•�
�r�S�c�Ç�•�Ý�±
�†"I���b�Ó�î�Ý  �Ï�Ü�©�î�_4:#Ý�M�•�G�\�†4E�¥�K�r�M���Ó�î�Ý  �Ï�Ü�©�î�b�ï�8�_�X�8�Z�c�
 ���Ó�î�Ý  
�Ï�Ü�©�î�b�+0[�� >&P.10-1>' �†�g!·�K�Z�C�T�I�8��
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  �Ó�µ�­�î�ª�l�b�/�•�ì�Ê�µ�²�î�b3ã�•
�Ó�µ�­�î�ª�l�b�/�•�ì�Ê�µ�²�î�b3ã�•
AsyncOS �[�c�
�¥�å�¸�å�¶  �Ç�•�Ý�±�r�S�c�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q�W�Z  SMTP �Ê�µ�²�î�†�Ó�µ�­�î
�ª�_��
°�M�•�G�\�[�
�/�•�ì0¿���†�Ó�µ�­�î�ª�_3ã�•�[�A�r�M���/�•�ì�Ê�µ�²�î�c�
6õ4��Ü�E�}�€�S�/
�•�ì�É�ß�Ç�“�–�Ý�[��*O�I�€�Z�8�•�/�•�ì0¿���†�V�i�A�M�•�G�\�@�•+��[�
�æ���I�€�S�/�•�ì�µ+��†
�Ó�µ�­�î�ª�_4:#Ý�[�A�r�M��

>&�@>' Cisco �/�•�ì�”�É�Û�–�”�å�«�c�Ç�Û�¢�Ü�A�b�Ó�µ�­�î�ª�†��#.�M�•�|�:�_0¿���M�•�²0[�@�6�~�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ $Î�™�¥�å�¸�å�¶  �Ç�•�Ý�±>& Outgoing Content Filters>' ] �r�S�c  
[ �w�™�¥�å�¸�å�¶  �Ç�•�Ý�±>& Incoming Content Filters>' ] �Ç�•�Ý�±�_4
�s�r�M��

�«�¸�µ�É 2 [ �Ç�•�Ý�±>& Filters>' ] �­�¡�©�Ù�å�[�
 [ �Ç�•�Ý�±�†3ã�•>& Add Filter>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �”�¡�©�Ù�å>& Actions>' ] �­�¡�©�Ù�å�[�
 [ �”�¡�©�Ù�å�†3ã�•>& Add Action>' ] �†�¡�Ü�µ�¡�K�Z  [ 3ã�• /
)…7Ÿ>&Add/Edit>' ] �Ê�µ�²�î�†4E�¥�K�
3ã�•�b�/�•�ì0¿���†�æ���M�•�S�u�_�Ó�µ�­�î�ª�_�/�•�ì�Ê�µ
�²�î�†��
°�K�r�M��

�S�\�<�d�
 Registered Envelope �†3æ�™�‹ 24 �ì6ë�[�‡7H�)�€�_�M�•���œ�c�
�Ê�µ�²�î�¡�\�K�Z  
X-PostX-ExpirationDate �
�Ê�µ�²�î�b�Í�\�K�Z  +24:00:00  �†
°�Š�K�r�M��

6õ4�8o% 

• �/�•�ì�¥�å�¸�å�¶  �Ç�•�Ý�±�b�8�B�b0ò(ý�_�X�8�Z�c�
 ���¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�K�S�Ó�µ�­�î�ª
�b�/�•�ì�\�6�ì4Ä�™�� >&P.16-8>' �†�g!·�K�Z�C�T�I�8��

• �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S�Ê�µ�²�î��
°�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê
�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý�� �†�g!·�K�Z�C�T�I�8��

�/�•�ì�Ê�µ�²�î

/² 16-3 �_�
�Ó�µ�­�î�ª�_3ã�•�•+��^�/�•�ì�Ê�µ�²�î�†&g�K�r�M��

/² 16-3 7Á�Ê�Ó�î�Ý�/�•�ì�Ê�µ�²�î

MIME �Ê�µ�²�î 1��Â �Í

X-PostX-Reply-Enabled �Ó�µ�­�î�ª�[�ó
²�^3É�™�†�–�¿�î�È�Ý�_
�M�•�?�†&g�K�
�Ó�µ�­�î�ª  �Â�î�_  [ 3É�™

>&Reply>' ] �Î�±�å�†/²&g�K�r�M���G�b
�Ê�µ�²�î�c�
�Ó�µ�­�î�ª�_�/�•�ì0¿���†
3ã�•�K�r�M��

[ 3É�™>&Reply>' ] �Î�±�å�†
/²&g�r�S�c8�/²&g�_�M�•�?
�†&g�M�È�î�Ý�Í�� true  �_0¿
���M�•�\�Î�±�å�†/²&g�K�r
�M���¹�Ç�›�Ý�º�Í�c  false  
�[�M��

X-PostX-Reply-All-Enabled �Ó�µ�­�î�ª�[�ó
²�^��
²�(�_3É�™���†�–
�¿�î�È�Ý�_�M�•�?�†&g�K�
�Ó�µ�­�î�ª  
�Â�î�_  [ 
²�(�_3É�™>& Reply All>' ] �Î�±
�å�†/²&g�K�r�M���G�b�Ê�µ�²�î�c�
�¹
�Ç�›�Ý�º�b�É�ß�Ç�“�–�Ý0¿���†�V�i�A�K
�r�M��

[ 
²�(�_3É�™>& Reply All>' ] 
�Î�±�å�†/²&g�r�S�c8�/²&g
�_�M�•�?�†&g�M�È�î�Ý�Í��
true  �_0¿���M�•�\�Î�±�å�†
/²&g�K�r�M���¹�Ç�›�Ý�º�Í
�c  false  �[�M��
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  �Ó�µ�­�î�ª�l�b�/�•�ì�Ê�µ�²�î�b3ã�•
X-PostX-Forward-Enabled �Ó�µ�­�î�ª�b�ó
²�^3?3æ�†�–�¿�î�È�Ý�_
�M�•�?�†&g�K�
�Ó�µ�­�î�ª  �Â�î�_  [ 3?3æ

>&Forward>' ] �Î�±�å�†/²&g�K�r�M���G�b
�Ê�µ�²�î�c�
�¹�Ç�›�Ý�º�b�É�ß�Ç�“�–�Ý
0¿���†�V�i�A�K�r�M��

[ 3?3æ>&Forward>' ] �Î�±�å
�†/²&g�r�S�c8�/²&g�_�M�•
�?�†&g�M�È�î�Ý�Í�� true  �_
0¿���M�•�\�Î�±�å�†/²&g�K
�r�M���¹�Ç�›�Ý�º�Í�c  
false  �[�M��

X-PostX-Send-Return-Recei
pt

6ä�R&�1��†�–�¿�î�È�Ý�_�M�•�?�†&g�K�r
�M���w�™*…�@�ó
²�^�š�å�Ë�ß�î�É�†6ä�C
�\�
3æ�™*…�c6ä�R&�1��†�w�™�K�r�M���G
�b�Ê�µ�²�î�c�
�¹�Ç�›�Ý�º�b�É�ß�Ç�“�–
�Ý0¿���†�V�i�A�K�r�M��

6ä�R&�1��†3æ�™�M�•�?�K�^
�8�?�†&g�M�È�î�Ý�Í�� true  
�_0¿���M�•�\�Î�±�å�†/²&g
�K�r�M���¹�Ç�›�Ý�º�Í�c  
false  �[�M��

X-PostX-ExpirationDate 3æ�™�S�_ Registered Envelope �b�w� �‡
7H�b�¥�Ü�†0¿���K�r�M���w� �‡7H�‹�c�

�Ÿ�î  �§�î�Â�_�|�~  Registered Envelope 
�l�b�”�¡�­�«�@�D7H�I�€�r�M��
Registered Envelope �c�
�Ó�µ�­�î�ª�b
�‡7H�@�)�€�S�\�8�:�Ó�µ�­�î�ª�†/²&g�K
�r�M���G�b�Ê�µ�²�î�c�
�Ó�µ�­�î�ª�_�/
�•�ì0¿���†3ã�•�K�r�M��

Cisco Registered Envelope Service �†�Q
#Ý�K�Z�8�•���œ�
�Ó�µ�­�î�ª3æ�™�‹�_  
http://res.cisco.com �b  Web �§�–�º
�_�ß�¢�–�å�K�Z�
�Ó�µ�­�î�ª'ö#.�µ+��[
�Ó�µ�­�î�ª�b�w� �‡7H�†0¿���
1*�Z�
�P
7V�[�A�r�M��

%&�P$×�^�¥�Ü�x�ì6ë�†�µ�t
�e�Ð�4�Í��%&�P$×�^�ì6ë�

�(�
&Ê�_�c  +HH:MM:SS �g
�'�
%&�P$×�^�¥�Ü�_�c  +D �g
�'�†�Q�8�r�M���¹�Ç�›�Ý�º
�[�c�
�w� �‡7H�c�6�~�r�O
�‡��

X-PostX-ReadNotificationD
ate

3æ�™�S�_ Registered Envelope �b��6ä�R
�‡7H���b�¥�Ü�†0¿���K�r�M�� Registered 
Envelope �@�G�b�‡7H�r�[�_1��r�€�^
�?�W�S���œ�
�ß�î�•�Ý  �Ÿ�î  �§�î�Â�c3û
%±�†#Õ�B�K�r�M���G�b�Ê�µ�²�î�†�â�X  
Registered Envelope �c�
 Cisco 
Registered Envelope Service �[�c�µ+��O
�N�
�ß�î�•�Ý  �Ÿ�î  �§�î�Â�[�b�s�µ+��K
�r�M���G�b�Ê�µ�²�î�c�
�Ó�µ�­�î�ª�_�/
�•�ì0¿���†3ã�•�K�r�M��

%&�P$×�^�¥�Ü�x�ì6ë�†�µ�t
�e�Ð�4�Í��%&�P$×�^�ì6ë�

�(�
&Ê�_�c  +HH:MM:SS �g
�'�
%&�P$×�^�¥�Ü�_�c  +D �g
�'�†�Q�8�r�M���¹�Ç�›�Ý�º
�[�c�
�w� �‡7H�c�6�~�r�O
�‡��

X-PostX-Suppress-Applet-F
or-Open

�Ÿ�•�ì�”�É�Þ�µ�º�†�¹�•�­�î�È�Ý�_�M�•
�?�K�^�8�?�†&g�K�r�M���Ÿ�•�ì�”�É�Þ�µ
�º�_�|�~�
�È�Û�˜�¨#”�C�[�Ó�µ�­�î�ª�b
�ç�Ü�Ç�“�–�Ý�@6ä�?�€�r�M���”�É�Þ�µ�º
�†�¹�•�­�î�È�Ý�_�M�•�\�
�Ó�µ�­�î�ª�b
�ç�Ü�Ç�“�–�Ý�c�Ÿ�î  �§�î�Â�[�Ÿ�•�ì�I�€
�r�M���G�b�œ�É�©�Ù�å�†�¹�•�­�î�È�Ý�_
�M�•�\�
�Ó�µ�­�î�ª�b6ä�R�_�|�~�ì6ë�@
�?�?�•�|�:�_�^�~�r�M�@�
�È�Û�˜�¨#”�C
�_�k�Ñ�K�^�C�^�~�r�M���G�b�Ê�µ�²�î
�c�
�¹�Ç�›�Ý�º�b�É�ß�Ç�“�–�Ý0¿���†�V
�i�A�K�r�M��

�Ÿ�•�ì�”�É�Þ�µ�º�†�¹�•
�­�î�È�Ý�_�M�•�?�K�^�8�?
�b�È�î�Ý�Í���”�É�Þ�µ�º�†
�¹�•�­�î�È�Ý�_�M�•�_�c  
true  �_0¿���K�r�M���¹�Ç�›
�Ý�º�Í�c  false  �[�M��

/² 16-3 7Á�Ê�Ó�î�Ý�/�•�ì�Ê�µ�²�î  >&)F�A>'

MIME �Ê�µ�²�î 1��Â �Í
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  �Ó�µ�­�î�ª�l�b�/�•�ì�Ê�µ�²�î�b3ã�•
�/�•�ì�Ê�µ�²�î�b�[

�G�b8o�[�c�
�/�•�ì�Ê�µ�²�î�b�[�†&g�K�r�M��

�œ�Ç�Û�–�å�[�b6ä�R�b�S�u�š�å�Ë�ß�î�É  �Ÿ�î�†�–�¿�î�È�Ý�_�M�•

�š�å�Ë�ß�î�É  �Ÿ�î�b�Ÿ�Õ�µ�©�×�†�–�¿�î�È�Ý�_�K�Z  Registered Envelope �†3æ�™�M�•�_�c�
���b�Ê�µ
�²�î�†�Ó�µ�­�î�ª�_��
°�K�r�M��

X-PostX-Remember-Envelope-Key-Checkbox: true

[ �G�b�š�å�Ë�ß�î�É�b�Ã�«�á�î�»�†0°���M�•>& Remember the password for this envelope>' ] �³�™�µ�¡
�Î�µ�¡�«�@  Registered Envelope �_/²&g�I�€�r�M��

JavaScript �†�µ�r�^�8�š�å�Ë�ß�î�É�†�–�¿�î�È�Ý�_�M�•

JavaScript �†�µ�u�N�_  Registered Envelope �†3æ�™�M�•�_�c�
���b�Ê�µ�²�î�†�Ó�µ�­�î�ª�_��
°�K�r�M��

X-PostX-Use-Script JavaScript �†�µ�r�^�8�š�å�Ë�ß�î�É�†3æ
�™�M�•�?�K�^�8�?�†&g�K�r�M��
JavaScript �†�µ�r�^�8�š�å�Ë�ß�î�É�\
�c�
�w�™*…�b�¥�å�Æ�×�î�±�V�[�š�å�Ë
�ß�î�É�†�ß�î�•�Ý�_6ä�R�M�•�S�u�_�Q�ƒ
�€�•  JavaScript �†�µ�r�^�8  Registered 
Envelope �b�G�\�[�M���w�™*…�c�
�Ó�µ
�­�î�ª�†0b�•�_�c  Open Online �Ó�¯�µ
�»�
�r�S�c  Open by Forwarding �Ó�¯�µ
�»�b�8�N�€�?�†�Q#Ý�M�•�²0[�@�6�~�r
�M���w�™*…�b�»�Ó�–�å�b�¤�î�º�˜�™�–�_
�|�~  JavaScript �@�P7V�I�€�
�/�•�ì�I�€
�S�Ó�µ�­�î�ª�†6ä�R�[�A�^�8���œ�
�G�b
�Ê�µ�²�î�†�Q�8�r�M���G�b�Ê�µ�²�î�c
�Ó�µ�­�î�ª�_�/�•�ì0¿���†3ã�•�K�r�M��

JavaScript �”�É�Þ�µ�º�†�µ
�u�•�?�µ�u�^�8�?�b�È�î�Ý
�Í�� JavaScript �†�µ�r�^�8
�š�å�Ë�ß�î�É�†3æ�™�M�•�_
�c�
 false  �_0¿���K�r�M��
�¹�Ç�›�Ý�º�Í�c  true  �[�M��

X-PostX-Remember-Envelope
-Key-Checkbox

�œ�Ç�Û�–�å�[�š�å�Ë�ß�î�É�†6ä�R�M�•�S
�u�
�š�å�Ë�ß�î�É�[�w�b�Ÿ�î�b�Ÿ�Õ�µ
�©�×�†0Á�•�M�•�?�K�^�8�?�†&g�K�r�M��
�š�å�Ë�ß�î�É  �Ÿ�î�b�Ÿ�Õ�µ�©�å�¢�[�c�

�w�™*…�@�G�K�8�Ã�«�á�î�»�†
°�Š�K�
 [
�G�b�š�å�Ë�ß�î�É�b�Ã�«�á�î�»�†0°���M
�•>&Remember the password for this 
envelope>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_
�K�S���œ�
�¶�9�b�š�å�Ë�ß�î�É�b�Ÿ�•�ì
�Ÿ�î�@�w�™*…�b�¥�å�Æ�×�î�±�[�Ÿ�Õ�µ
�©�×�I�€�r�M���G�€�è7F�
�w�™*…�c�Q�b
�¥�å�Æ�×�î�±�[�š�å�Ë�ß�î�É�†
Ì6ä�R�M
�•�S�u�_�Ã�«�á�î�»�†�v�:�M�Ø
°�Š�M�•
�²0[�c�6�~�r�O�‡���G�b�Ê�µ�²�î�c�

�Ó�µ�­�î�ª�_�/�•�ì0¿���†3ã�•�K�r�M��

�š�å�Ë�ß�î�É  �Ÿ�î�b�Ÿ�Õ�µ
�©�×�†�–�¿�î�È�Ý�_�M�•�?�

[ �G�b�š�å�Ë�ß�î�É�b�Ã�«
�á�î�»�†0°���M�•

>&Remember the password 
for this envelope>' ] �³�™�µ
�¡�Î�µ�¡�«�†/²&g�M�•�?�K
�^�8�?�b�È�î�Ý�Í���¹�Ç�›
�Ý�º�Í�c  false  �[�M��

/² 16-3 7Á�Ê�Ó�î�Ý�/�•�ì�Ê�µ�²�î  >&)F�A>'

MIME �Ê�µ�²�î 1��Â �Í
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  �Ó�µ�­�î�ª�l�b�/�•�ì�Ê�µ�²�î�b3ã�•
X-PostX-Use-Script: false

�w�™*…�@ securedoc.html �ç�Ü�Ç�“�–�Ý�†6ä�C�\�
 Registered Envelope �@ [ �œ�å�Û�–�å�†6ä�C>&Open 
Online>' ] �Ü�å�¡�\�\�v�_/²&g�I�€�
 [ 6ä�C>&Open>' ] �Î�±�å�@�¹�•�­�î�È�Ý�_�^�~�r�M��

�Ó�µ�­�î�ª�w� �‡7H�†�–�¿�î�È�Ý�_�M�•

3æ�™�‹�
 24 �ì6ë�[�w� �‡7H�@�)�€�•�|�:�_�Ó�µ�­�î�ª�†0¿���M�•�_�c�
���b�Ê�µ�²�î�†�Ó�µ�­�î�ª�_
��
°�K�r�M��

X-PostX-ExpirationDate: +24:00:00

3æ�™�‹ 24 �ì6ë�c�
�w�™*…�c�Q�b�/�•�ì�I�€�S�Ó�µ�­�î�ª�†6ä�R�K�Z
Æ���†0b�•�G�\�@�[�A�r�M���Q�€
�è7F�
 Registered Envelope �[�c�
�š�å�Ë�ß�î�É�b�w� �‡7H�@�)�€�S�G�\�†&g�M�Ó�µ�­�î�ª�@/²&g�I�€
�r�M��

�Ÿ�•�ì�”�É�Þ�µ�º�†�¹�•�­�î�È�Ý�_�M�•

�Ÿ�•�ì�”�É�Þ�µ�º�†�¹�•�­�î�È�Ý�_�K�
�Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�†�Ÿ�î  �§�î�Â�[�Ÿ�•�M�•�_�c�
��
�b�Ê�µ�²�î�†�Ó�µ�­�î�ª�_��
°�K�r�M��

X-PostX-Suppress-Applet-For-Open: true

>&�@>' �Ÿ�•�ì�”�É�Þ�µ�º�†�¹�•�­�î�È�Ý�_�K�Z�8�•���œ�
�Ó�µ�­�î�ª�b6ä�R�_�c�ì6ë�@�?�?�~�r�M�@�
�È�Û�˜
�¨#”�C�_�c�k�Ñ�K�^�C�^�~�r�M��
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7Á�Ê�Ó�î�Ý1�0É

• ��7Á�Ê�Ó�î�Ý1�0É�b�+0[�� >&P.17-1>'

• �� DomainKeys �\  DKIM 1�0É��>&P.17-1>'

• �� DomainKeys �>�|�g  DKIM *+�¡�b0¿���� >&P.17-3>'

• �� DKIM *+�¡�†�Q#Ý�K�S�w�™�Ó�µ�­�î�ª�b&�1��‰�2�� >&P.17-15>'

• �� SPF �>�|�g  SIDF �è0É�b�+0[�� >&P.17-20>'

• �� SPF/SDIF �†�Q#Ý�K�Z�w�™�Ó�µ�­�î�ª�b&�1��‰�2�� >&P.17-22>'

• �� SPF �\  SIDF �b�–�¿�î�È�Ý�ì�� >&P.17-22>'

• �� SPF/SIDF �è0É�í�s�Ó�î�Ý�_�P�K�Z��/œ�M�•�”�¡�©�Ù�å�b�ô���� >&P.17-29>'

• �� SPF/SIDF )��Ý�b�¸�«�º�� >&P.17-32>'

7Á�Ê�Ó�î�Ý1�0É�b�+0[
Cisco AsyncOS �[�c�
7Á�Ê�Ó�î�Ý�b
�4��†75�F�M�•�S�u�_�
7Á�Ê�Ó�î�Ý�è0É�\*+�¡�†�§�Ï�î�º�K�r�M��
%T�™�Ó�î�Ý�†�è0É�M�•�S�u�_�
 AsyncOS �c  SPF>&Sender Policy Framework>'�
 SIDF>&Sender ID 
Framework>'�
 DKIM >&DomainKeys Identified Mail>'�†�§�Ï�î�º�K�Z�8�r�M��3æ�™�Ó�î�Ý�†1�0É�M�•
�S�u�_�
 AsyncOS �c  DomainKeys �>�|�g  DKIM *+�¡�†�§�Ï�î�º�K�Z�8�r�M��

6õ4�8o% 

• �� DomainKeys �\  DKIM 1�0É��>&P.17-1>' .

• �� SPF �>�|�g  SIDF �è0É�b�+0[�� >&P.17-20>' .

DomainKeys �\  DKIM 1�0É
DomainKeys �r�S�c  DKIM 7Á�Ê�Ó�î�Ý1�0É�[�c�
3æ�™
��@
¶6ä�Ÿ�î�/�•�ì�†�Q#Ý�K�Z7Á�Ê�Ó�î�Ý�_*+
�¡�K�r�M���G�€�_�|�~�
�è0É�í�s�b�»�Ó�–�å�†�Q#Ý�K�Z�
7Á�Ê�Ó�î�Ý�b  From:>&�r�S�c  Sender:>'�Ê�µ
�²�î�b�»�Ó�–�å�\�š3Q�K�Z�

�4��†�è���[�A�r�M��

DomainKeys �\  DKIM �c�
*+�¡�\�è0É�b  2 �X�b�z0[4Š�(�?�}�S�B�I�€�r�M�� AsyncOS �[�c�

DomainKeys �b��*+�¡��4Š�(�b�É�ß�­�«�†�§�Ï�î�º�K�
 DKIM �b*+�¡�\�è0É�b�g�‰�†�§�Ï�î�º�K�r�M��
�Â�˜�å�«�>�|�g4����Ó�µ�­�î�ª�[  DomainKeys �>�|�g  DKIM *+�¡�†�Q#Ý�M�•�G�\�v�[�A�r�M��
17-1
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  DomainKeys �\  DKIM 1�0É
DomainKeys �\  DKIM 1�0É�á�î�¡�Ç�ß�î

�W 17-1 1�0É�á�î�¡  �Ç�ß�î

1. 'ö#.*…>&�»�Ó�–�å�d�w*…>'�@
¶6ä�Ÿ�î�†  DNS �¡�S'56ë�_�Ã�È�Ü�µ�©�×�K�r�M��

2. 'ö#.*…�c$Î�™�Ó�î�Ý3?3æ�š�î�ª�™�å�º>& MTA >'�_&Î�&�Ÿ�î�†�ß�î�»�K�r�M��

3. �Q�b�»�Ó�–�å�b�’7H�b�6�•�Ø�î�¨�_�|�W�Z3æ�™�I�€�•7Á�Ê�Ó�î�Ý�@�
�›&Î�&�Ÿ�î�_�|�W�Z�¹�ª�±�Ý
*+�¡�I�€�r�M��*+�¡�c  DomainKey �r�S�c  DKIM *+�¡�Ê�µ�²�î�\�K�Z7Á�Ê�Ó�î�Ý�_��
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°�I�€�r�M�� ���»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�š�¡�«�Ï�î�º�� >&P.17-13>' �†�g!·�K
�Z�C�T�I�8��

�è�S�_�š�¡�«�Ï�î�º�K�S�»�Ó�–�å  �É�ß�Ç�“�–�Ý�†�–�å�Ï�î�º�[�A�r�M���»�Ó�–�å  �É�ß�Ç�“�–�Ý�†�–�å
�Ï�î�º�M�•�\�
�Ð�©�å�V�b�M�m�Z�b#'�~�b�»�Ó�–�å  �É�ß�Ç�“�–�Ý�@*(�A�n�<�}�€�r�M�� ���»�Ó�–�å  �É�ß
�Ç�“�–�Ý�b�–�å�Ï�î�º�� >&P.17-13>' �†�g!·�K�Z�C�T�I�8��

3æ�™�Ó�î�Ý�b*+�¡�b�–�¿�î�È�Ý�ì

DomainKeys �>�|�g  DKIM *+�¡�c$Î�™�Ó�î�Ý�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�K�r�M��0ò(ý�_
�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Configuration Guide���b�� Configuring the Gateway to 
Receive Mail���b'v�†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policies>' ] �Ì�î�ª>& [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] �Ó�½�×�î
�?�}>'�[�
 [ �Ü�Þ�î>& RELAYED>' ] �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>&3æ�™>'�†�¡�Ü�µ�¡�K�r�M��
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�«�¸�µ�É 2 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Features>' ] �­�¡�©�Ù�å�?�}�
 [ �œ�å>&On>' ] �†4E�¥�K�Z�

[DomainKeys/DKIM *+�¡>& DomainKeys/DKIM Signing>' ] �†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 3 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�Â�˜�å�«�>�|�g4����Ó�µ�­�î�ª�b*+�¡�b�–�¿�î�È�Ý�ì

$Î�™�Ó�µ�­�î�ª�_*+�¡�M�•�T�E�[�^�C�
�Â�˜�å�«�>�|�g4����Ó�µ�­�î�ª�_*+�¡�K�S�8���œ�@�6�~�r�M��
�G�€�_�|�~�
�
&k�?�}�w�™�M�•�Â�˜�å�«�>�|�g4����Ó�µ�­�î�ª�@�G�\�^�v�b�[�6�•�G�\�†�w�™*…�_1™�Ì
�K�S�8���œ�@�6�~�r�M���Â�˜�å�«�>�|�g4����Ó�µ�­�î�ª�b  DomainKeys �>�|�g  DKIM *+�¡�†�–�¿�î�È
�Ý�_�M�•�_�c�

¶6ä�Ü�«�¼�î�_6õ4��Ü�E�}�€�S�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b  DomainKeys/DKIM *+�¡�†�–
�¿�î�È�Ý�_�K�r�M��

�m8p 

�«�¸�µ�É 1 *+�¡�I�€�S$Î�™�Ó�µ�­�î�ª�†3æ�™�M�•
¶6ä�Ü�«�¼�î�_6õ4��Ü�E�}�€�Z�8�•�Â�˜�å�«  �É�ß�Ç�“�–�Ý�[�
 [
�Á�î�»  �Â�˜�å�«�\4���1™�Ì�Ó�µ�­�î�ª>& Hard Bounce and Delay Warning Messages>' ] �_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �Â�˜�å�«�>�|�g4����Ó�µ�­�î�ª�_�P�K�Z�»�Ó�–�å  �Ÿ�î*+�¡�†�Q#Ý>& Use Domain Key Signing for 
Bounce and Delay Messages>' ] �†�–�¿�î�È�Ý�_�K�r�M��

>&�@>' �Â�˜�å�«�>�|�g4����Ó�µ�­�î�ª�_*+�¡�M�•�_�c�
 �� DomainKeys/DKIM *+�¡�b0¿��>& GUI>'��>&P.17-6>'
�_&g�I�€�S�M�m�Z�b�m8p�†�ö�¢�K�Z�8�•�²0[�@�6�~�r�M��

>&�@>' �»�Ó�–�å  �É�ß�Ç�“�–�Ý�b  [ �j���Ç>8 >&From:>' ] �”�»�Þ�«�c�
�Â�˜�å�«3É�™�”�»�Þ�«�_�Q#Ý�I�€�Z�8�•�”
�»�Þ�«�\�M+´�K�Z�8�•�²0[�@�6�~�r�M���G�€�}�b�”�»�Þ�«�†�M+´�I�O�•�_�c�
�Â�˜�å�«  �É�ß�Ç�“�–�Ý
�b3É�™�”�»�Þ�«�†0¿���K>& [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ 3É�™
›�”�»�Þ�«>& Return 
Addresses>' ]>'�
�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b  [ �Ø�î�¨�b�É�ß�Ç�“�–�Ü�å�¢>& Profile Users>' ] �Ü�«�º�[� �L
�¡�S�†�Q#Ý�K�r�M���S�\�<�d�
�Â�˜�å�«3É�™�”�»�Þ�«�_  MAILER-DAEMON@example.com �b3É�™�”
�»�Þ�«�†0¿���K�
�»�Ó�–�å  �É�ß�Ç�“�–�Ý�_�É�ß�Ç�“�–�Ý  �Ø�î�¨�\�K�Z  
MAILER-DAEMON@example.com �†3ã�•�K�r�M��

DomainKeys/DKIM *+�¡�b0¿��>& GUI>'

�m8p 

�«�¸�µ�É 1 �‚0d�b&Î�&�Ÿ�î�†�8�B�M�•�?�
�¤�Ñ�b&Î�&�Ÿ�î�†�–�å�Ï�î�º�K�r�M��*+�¡�Ÿ�î�b�8�B�r�S�c�–�å�Ï�î�º
�_�X�8�Z�c�
 ��*+�¡�Ÿ�î�� >&P.17-3>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 �»�Ó�–�å  �É�ß�Ç�“�–�Ý�†�8�B�K�
�Ÿ�î�†�»�Ó�–�å  �É�ß�Ç�“�–�Ý�_6õ4��Ü�E�r�M���»�Ó�–�å  �É�ß�Ç�“�–
�Ý�b�8�B�_�X�8�Z�c�
 ���»�Ó�–�å  �É�ß�Ç�“�–�Ý�� >&P.17-4>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 DNS �¸�Ÿ�«�º  �Þ�¥�î�»�†�8�B�K�r�M�� DNS �¸�Ÿ�«�º  �Þ�¥�î�»�b�8�B�_�X�8�Z�c�
 �� DNS �¸�Ÿ�«�º  �Þ
�¥�î�»�b#Õ�B�� >&P.17-12>' �†�g!·�K�Z�C�T�I�8��
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�«�¸�µ�É 4 $Î�™�Ó�î�Ý�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�
 DomainKeys/DKIM *+�¡�†�r�T�–�¿�î�È�Ý�_�K�Z�8�^�8���œ
�c�
�–�¿�î�È�Ý�_�K�r�M>& ��3æ�™�Ó�î�Ý�b*+�¡�b�–�¿�î�È�Ý�ì�� >&P.17-5>' �†�g!·�K�Z�C�T�I�8>' ��

�«�¸�µ�É 5 �õ�–�[�
�Â�˜�å�«�>�|�g4����Ó�µ�­�î�ª�b  DomainKeys/DKIM *+�¡�†�–�¿�î�È�Ý�_�K�r�M���Â�˜�å�«
�>�|�g4����Ó�µ�­�î�ª�b*+�¡�b�–�¿�î�È�Ý�ì�_�X�8�Z�c�
 ���Â�˜�å�«�>�|�g4����Ó�µ�­�î�ª�b*+�¡�b�–
�¿�î�È�Ý�ì�� >&P.17-6>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 7Á�Ê�Ó�î�Ý�†3æ�™�K�r�M���»�Ó�–�å  �É�ß�Ç�“�–�Ý�_�M+´�M�•�»�Ó�–�å�?�}3æ�™�I�€�S�Ó�î�Ý�c  
DomainKeys/DKIM *+�¡�I�€�r�M���I�}�_�
�Â�˜�å�«�>�|�g4����Ó�µ�­�î�ª�b*+�¡�†0¿���K�S���œ�c�

�Â�˜�å�«�r�S�c4����Ó�µ�­�î�ª�_*+�¡�I�€�r�M��

>&�@>' DomainKey �>�|�g  DKIM �É�ß�Ç�“�–�Ý�b�g�‰�†�8�B�K�S>&�>�|�g�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[*+�¡�†�–
�¿�î�È�Ý�_�K�Z�8�•>'���œ�
 AsyncOS �c  DomainKeys �\  DKIM �b�g�‰�b*+�¡�[3æ�™�Ó�µ�­�î�ª�†*+�¡
�K�r�M��

DomainKeys *+�¡�b�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�8�B

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�É�ß�Ç�“�–�Ý>& Signing Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �»�Ó�–�å*+�¡�É�ß�Ç�“�–�Ý>& Domain Signing Profile>' ] �­�¡�©�Ù�å�[�
 [ �É�ß�Ç�“�–�Ý�†3ã�•>& Add 
Profile>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �É�ß�Ç�“�–�Ý�¡�†
°�Š�K�r�M  

�«�¸�µ�É 4 [ �»�Ó�–�å  �Ÿ�î  �±�–�É>&Domain Key Type>' ] �_�X�8�Z�c�
 [ �»�Ó�–�å  �Ÿ�î>& Domain Keys>' ] �†4E�¥�K
�r�M��

�‚�K�8�œ�É�©�Ù�å�@�Ì�î�ª�_/²&g�I�€�r�M��

�«�¸�µ�É 5 �»�Ó�–�å�¡�†
°�Š�K�r�M��

�«�¸�µ�É 6 �­�Þ�¡�±�†
°�Š�K�r�M���­�Þ�¡�±�c�
 �� _domainkey���¡�S'56ë�b�S�_�Ü�E�}�€�•�õ�–�b�¡�S�[�
3æ�™
�
�»�Ó�–�å�6�S�~0
�X�b� �ì
¶6ä�Ÿ�î�†�§�Ï�î�º�M�•�S�u�_�Q�ƒ�€�r�M���­�Þ�¡�±�Í�\6×�I�c�
 DNS �¡
�S'56ë�\7Á�Ê�Ó�î�Ý  �Ê�µ�²�î�[�w� �[�6�•�²0[�@�6�~�
�Q�€�}�_�­�Ñ�¥�ß�å�†�µ�u�•�G�\�@�[�A�^�8
�\�8�:0d���@3ã�•�I�€�r�M��

�«�¸�µ�É 7 �G0d�ì>&[no forwarding whitespaces] �r�S�c  [simple]>'�†4E�¥�K�r�M��

�«�¸�µ�É 8 �M�[�_*+�¡�Ÿ�î�†�8�B�K�Z�8�•���œ�
*+�¡�Ÿ�î�†4E�¥�K�r�M���Q�€�è�¥�b���œ�c�
���b�«�¸�µ�É�_4
�s
�r�M��*+�¡�Ÿ�î�†�Ü�«�º�?�}4E�¥�I�O�•�S�u�_�
�a�^�C�\�v  1 �X�b*+�¡�Ÿ�î�†�8�B�M�•>&�r�S�c�–�å
�Ï�î�º�M�•>'�²0[�@�6�~�r�M�� ���‚�K�8*+�¡�Ÿ�î�b�8�B�� >&P.17-10>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 9 *+�¡�b�»�Ó�–�å  �É�ß�Ç�“�–�Ý�†�Q#Ý�M�•�Ø�î�¨>&7Á�Ê�Ó�î�Ý  �”�»�Þ�«�
�Í�«�º�^�]>'�†
°�Š�K�r�M��

�«�¸�µ�É 10 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�«�¸�µ�É 11 �G�b�ì!l�[�
3æ�™�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[  DomainKeys/DKIM *+�¡�†�–�¿�î�È�Ý�_�K�Z�8�^�8���œ�c
�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M>& ��3æ�™�Ó�î�Ý�b*+�¡�b�–�¿�î�È�Ý�ì�� >&P.17-5>' �†�g!·�K�Z�C�T�I
�8>'��
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>&�@>' DomainKeys �\  DKIM �b�g�‰�b�É�ß�Ç�“�–�Ý�†�8�B�K�Z�8�•���œ�
 AsyncOS �c3æ�™�Ó�î�Ý�_ 
DomainKeys �\  DKIM �b�g�‰�b*+�¡�†��/œ�K�r�M��

DKIM *+�¡�b�‚�K�8�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�8�B

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�É�ß�Ç�“�–�Ý>& Signing Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �»�Ó�–�å*+�¡�É�ß�Ç�“�–�Ý>& Domain Signing Profile>' ] �­�¡�©�Ù�å�[�
 [ �É�ß�Ç�“�–�Ý�†3ã�•>& Add 
Profile>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �É�ß�Ç�“�–�Ý�¡�†
°�Š�K�r�M  

�«�¸�µ�É 4 [ �»�Ó�–�å  �Ÿ�î  �±�–�É>&Domain Key Type>' ] �_�P�K�Z�
 [DKIM]  �†4E�¥�K�r�M��

�‚�K�8�œ�É�©�Ù�å�@�Ì�î�ª�_/²&g�I�€�r�M��

�«�¸�µ�É 5 �»�Ó�–�å�¡�†
°�Š�K�r�M��

�«�¸�µ�É 6 �­�Þ�¡�±�†
°�Š�K�r�M���­�Þ�¡�±�c�
 �� _domainkey���¡�S'56ë�b�S�_�Ü�E�}�€�•�õ�–�b�¡�S�[�
3æ�™
�
�»�Ó�–�å�6�S�~0
�X�b� �ì
¶6ä�Ÿ�î�†�§�Ï�î�º�M�•�S�u�_�Q�ƒ�€�r�M���­�Þ�¡�±�Í�\6×�I�c�
 DNS �¡
�S'56ë�\7Á�Ê�Ó�î�Ý  �Ê�µ�²�î�[�w� �[�6�•�²0[�@�6�~�
�Q�€�}�_�­�Ñ�¥�ß�å�†�µ�u�•�G�\�@�[�A�^�8
�\�8�:0d���@3ã�•�I�€�r�M��

�«�¸�µ�É 7 �Ê�µ�²�î�b�G0d�ì�†4E�¥�K�r�M�����b�œ�É�©�Ù�å�?�}4E�¥�K�r�M��

• [Relaxed]��  �� relaxed���Ê�µ�²�î�G0d�ì�”�Ý�¦�Ü�¬�Ò�c�
���†��/œ�K�r�M���Ê�µ�²�î�¡�†�`�e�Ð�_
�š�f�K�
�Ê�µ�²�î�†�Ž6ä�K�Z�
4�)F�K�S'5$Ñ�†  1 �X�b'5$Ñ�_%·)°�K�

›8Œ�\�Ž�•�b'5$Ñ�†�v�~7V�A
�r�M��

• [Simple]��  �Ê�µ�²�î�c�š�f�I�€�r�O�‡��

�«�¸�µ�É 8 �•�e�b�G0d�ì�†4E�¥�K�r�M�����b�œ�É�©�Ù�å�?�}4E�¥�K�r�M��

• [Relaxed]��  �� relaxed���Ê�µ�²�î�G0d�ì�”�Ý�¦�Ü�¬�Ò�c�
���†��/œ�K�r�M���•�e�Ž�•�b'5�b/œ�†�v
�~7V�A�
/œ�p�b'5$Ñ�†  1 �X�b'5$Ñ�_%·)°�K�
/œ�b�Ž�•�b'5$Ñ�†�v�~7V�A�r�M��

• [Simple]�� �•�e�Ž�•�b'5�b/œ�†�v�~7V�A�r�M��

�«�¸�µ�É 9 �M�[�_*+�¡�Ÿ�î�†�8�B�K�Z�8�•���œ�
*+�¡�Ÿ�î�†4E�¥�K�r�M���Q�€�è�¥�b���œ�c�
���b�«�¸�µ�É�_4
�s
�r�M��*+�¡�Ÿ�î�†�Ü�«�º�?�}4E�¥�I�O�•�S�u�_�
�a�^�C�\�v  1 �X�b*+�¡�Ÿ�î�†�8�B�M�•>&�r�S�c�–�å
�Ï�î�º�M�•>'�²0[�@�6�~�r�M�� ���‚�K�8*+�¡�Ÿ�î�b�8�B�� >&P.17-10>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 10 *+�¡�M�•�Ê�µ�²�î�b�Ü�«�º�†4E�¥�K�r�M�����b�Ê�µ�²�î�?�}4E�¥�[�A�r�M��

• [ �M�m�Z>&All >' ]��  AsyncOS �c*+�¡�ì�_�Ñ�~�M�•�M�m�Z�b�Ê�µ�²�î�_*+�¡�K�r�M��3æ�™�p�_�Ê�µ
�²�î�b3ã�•�x�P7V�@�£�•�I�€�^�8���œ�c�
�M�m�Z�b�Ê�µ�²�î�_*+�¡�M�•�G�\�@*ƒ�<�}�€�r�M��

• [ �† =>&Standard>' ]��  3æ�™�p�_�Ê�µ�²�î�b3ã�•�x�P7V�@�£�•�I�€�•���œ�c�
�† =�Ê�µ�²�î�†4E�¥�M
�•�G�\�@*ƒ�<�}�€�r�M�� AsyncOS �c���b�† =�Ê�µ�²�î�_�b�s*+�¡�K�r�M>&�Ó�µ�­�î�ª�_�Q�b�Ê�µ
�²�î�@�Ñ�~�K�^�8���œ�
 DKIM *+�¡�c�
�Q�b�Ê�µ�²�î�_�¾�Ý�Í�†&g�K�r�M>' ��

– From

– Sender�
 Reply To-

– Subject

– Date�
 Message-ID
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– To�
 Cc

– MIME-Version

– Content-Type�
 Content-Transfer-Encoding�
 Content-ID�
 Content-Description

– Resent-Date�
 Resent-From�
 Resent-Sender�
 Resent-To�
 Resent-cc�
 Resent-Message-ID

– In-Reply-To�
 References

– List-Id�
 List-Help�
 List-Unsubscribe�
 LIst-Subscribe�
 List-Post�
 List-Owner�

List-Archive

>&�@>' [ �† =>&Standard>' ] �†4E�¥�K�S���œ�
*+�¡�M�•�Ê�µ�²�î�†3ã�•�[�A�r�M��

�«�¸�µ�É 11 �Ó�µ�­�î�ª�•�e�_*+�¡�M�•�‰�2�†�æ���K�r�M���Ó�µ�­�î�ª�•�e�_*+�¡�M�•�?�
*+�¡�M�•�Â�–�º�X�†4E�¥
�[�A�r�M�����b�œ�É�©�Ù�å�b�8�N�€�?�†4E�¥�K�r�M��

• [ �•�e
²�/�†�µ�t>& Whole Body Implied>' ]���•�e�b6×�I�†�8�•�M�•�S�u�_�� =���±�¢�†�Q#Ý�K�^�8
�[�C�T�I�8���Ó�µ�­�î�ª
²�/�_*+�¡�K�
�š�f�†0Á�•�K�r�O�‡��

• [ �•�e
²�/�†+¬�·�8�•>& Whole Body Auto-determined>' ]���Ó�µ�­�î�ª�•�e
²�/�_*+�¡�K�
3æ�™�p
�_�•�e�b�Ž�•�l�b�¹�î�±�b3ã�•�†0Á�•�K�r�M��

• [ �q�6�_*+�¡  _ �Â�–�º>& Sign first _ bytes>' ]���æ���K�S�Â�–�º�X�r�[�
�Ó�µ�­�î�ª�•�e�_*+�¡�K�r
�M��

�«�¸�µ�É 12 �Ó�µ�­�î�ª*+�¡�b�Ê�µ�²�î  �Ç�•�î�Ý�»�_�µ�u�•�±�¢�†4E�¥�K�r�M���G�€�}�b�±�¢�_�A(á�I�€�Z�8�•�_
���c�Ó�µ�­�î�ª*+�¡�b�è0É�_�Q#Ý�I�€�r�M�����b�œ�É�©�Ù�å�?�}  1 �X�è�V�†4E�¥�K�r�M��

• �� I ���b�±�¢ ��*+�¡�I�€�S�Ó�µ�­�î�ª�@�æ#.�K�S�Ø�î�¨�r�S�c�š�î�ª�™�å�º�b  ID>&�S�\�<�d�
�Ó�î
�Ü�å�¢  �Ü�«�º  �Ð�¿�î�ª�Õ>' ���»�Ó�–�å  @example.com �^�]�
 @0°�•�@�Ü�•�I�€�S�»�Ó�–�å�¡�†
°�Š
�K�r�M��

• �� q���±�¢ ��
¶6ä�Ÿ�î�†�v�“�M�•�S�u�_�Q#Ý�I�€�•�¡�š�Ü�î�‰�2�b�¥�ß�å�
�)�~�Ü�«�º��#'�~�
�O�M
�w� �^�Í�c  dns/txt �[�M��

• �� t ���±�¢ ��*+�¡�@�8�B�I�€�S�\�A�b�±�–�Ò�«�±�å�É�†/²&g�K�r�M��

• �� X���±�¢ ��*+�¡�@)
�¢�M�•)/�P$×�^�¥�ì��*+�¡�b�w� �‡7H>&&Ê�"�)>'�†�æ���K�r�M���¹�Ç�›�Ý�º
�Í�c  31536000  &Ê�[�M��

• �� z���±�¢ ���¶%$�Â�î�|�W�Z7x7³�I�€�Z�8�•>&�X�r�~�
 | >'�Ê�µ�²�î  �Ç�•�î�Ý�»�b�M0t�c�
�Ó�µ�­�î
�ª�b*+�¡�ì�†&g�K�r�M���G�€�_�c�
�Ê�µ�²�î  �Ç�•�î�Ý�»�b�¡�S�\�Í�@�µ�r�€�r�M�����_�[�†&g�K
�r�M��

z=From:admin@example.come|To:joe@example.com| 
Subject:test%20message|Date:Date:August%2026,%202011%205:30:02%20PM%20-0700

�«�¸�µ�É 13 *+�¡�b�»�Ó�–�å  �É�ß�Ç�“�–�Ý�†�Q#Ý�M�•�Ø�î�¨>&7Á�Ê�Ó�î�Ý  �”�»�Þ�«�
�Í�«�º�^�]>'�†
°�Š�K�r�M��

>&�@>' �»�Ó�–�å  �É�ß�Ç�“�–�Ý�†�8�B�M�•���œ�
"I���b�Ø�î�¨�_6õ4��Ü�E�•�É�ß�Ç�“�–�Ý�b�ô���_�>�8�Z�
7u
�™�†�Q#Ý�M�•�G�\�_�@�–�K�Z�C�T�I�8���S�\�<�d�
 example.com �b�É�ß�Ç�“�–�Ý�\  joe@example.com 
�b�9�b�É�ß�Ç�“�–�Ý�†�8�B�M�•�\�K�r�M�� joe@example.com �?�}�Ó�î�Ý�@3æ�™�I�€�•���œ�

joe@example.com �b�É�ß�Ç�“�–�Ý�@�Q�ƒ�€�r�M���K�?�K�
�Ó�î�Ý�@  adam@example.com �?�}3æ�™�I
�€�•���œ�c�
 example.com �b�É�ß�Ç�“�–�Ý�@�Q�ƒ�€�r�M��

�«�¸�µ�É 14 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�«�¸�µ�É 15 �G�b�ì!l�[�
3æ�™�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[  DomainKeys/DKIM *+�¡�†�–�¿�î�È�Ý�_�K�Z�8�^�8���œ�c
�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M>& ��3æ�™�Ó�î�Ý�b*+�¡�b�–�¿�î�È�Ý�ì�� >&P.17-5>' �†�g!·�K�Z�C�T�I
�8>'��
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>&�@>' DomainKeys �\  DKIM �b�g�‰�b�É�ß�Ç�“�–�Ý�†�8�B�K�Z�8�•���œ�
 AsyncOS �c3æ�™�Ó�î�Ý�_ 
DomainKeys �\  DKIM �b�g�‰�b*+�¡�†��/œ�K�r�M��

�‚�K�8*+�¡�Ÿ�î�b�8�B

*+�¡�Ÿ�î�c  DomainKeys �>�|�g  DKIM *+�¡�b�»�Ó�–�å  �É�ß�Ç�“�–�Ý�_�²0[�[�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�Ÿ�î>& Signing Keys>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ÿ�î�†3ã�•>& Add Key>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ÿ�î�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 [ #Õ�B>&Generate>' ] �†�¡�Ü�µ�¡�K�
�Ÿ�î  �§�–�¬�†4E�¥�K�r�M��

�Ÿ�î  �§�–�¬�@�±�A�8�o�]�­�Ÿ�×�Ü�¸�•�@�¥�V�K�r�M�@�
�Ã�Ç�›�î�Ð�å�«�_�s8j�M�•�•+��ö�@�6�~
�r�M���©�«�¥�[�c�
�­�Ÿ�×�Ü�¸�•�\�Ã�Ç�›�î�Ð�å�«�b�Â�Û�å�«�@,��8  768 �Å�µ�º�b�Ÿ�î  �§�–�¬�@
�N�á�I�€�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

>&�@>' �Ÿ�î�†�m�~�\�Z�•�»�Ó�–�å  �É�ß�Ç�“�–�Ý�†)…7Ÿ�K�Z�8�^�8���œ�c�
)…7Ÿ�M�•�²0[�@�6�•���œ�@�6�~�r
�M��

*+�¡�Ÿ�î�b�š�¡�«�Ï�î�º

�”�É�Û�–�”�å�«�b�M�m�Z�b�Ÿ�î�c�
 1 �X�b�¸�Ÿ�«�º  �Ç�“�–�Ý�\�K�Z�š�¡�«�Ï�î�º�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�Ÿ�î>& Signing Keys>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ÿ�î�†�š�¡�«�Ï�î�º>& Export Keys>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ç�“�–�Ý�b�¡�S�†
°�Š�K�
 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�¤�Ñ�b*+�¡�Ÿ�î�b�–�å�Ï�î�º�r�S�c
°�Š  

�Ÿ�î�b2��~�Ü�E  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�Ÿ�î>& Signing Keys>' ] �†4E�¥�K�r�M��
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�«�¸�µ�É 2 [ �Ÿ�î�†3ã�•>& Add Key>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ 2��~�Ü�E�Ÿ�î>& Paste Key>' ] �Ç�•�î�Ý�»�_�Ÿ�î�†2��~�Ü�E�r�M>& PEM �Ç�›�î�Ð�µ�º�I�€�
 RSA �Ÿ�î
�b�s�[�6�•�²0[�@�6�~�r�M>' ��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�¤�Ñ�b�š�¡�«�Ï�î�º  �Ç�“�–�Ý�?�}�b�Ÿ�î�b�–�å�Ï�î�º  

>&�@>' �Ÿ�î  �Ç�“�–�Ý�†�v�“�M�•�_�c�
 ��*+�¡�Ÿ�î�b�š�¡�«�Ï�î�º�� >&P.17-10>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�Ÿ�î>& Signing Keys>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ÿ�î�†�–�å�Ï�î�º>& Import Keys>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �š�¡�«�Ï�î�º�I�€�S*+�¡�Ÿ�î�†�µ�t�Ç�“�–�Ý�†4E�¥�K�r�M��

�«�¸�µ�É 4 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M���–�å�Ï�î�º�_�|�W�Z�M�m�Z�b�¤�Ñ�b*+�¡�Ÿ�î�@*(�A�n�<�}�€�•
�G�\�@1™�Ì�I�€�r�M���¸�Ÿ�«�º  �Ç�“�–�Ý�b�M�m�Z�b�Ÿ�î�@�–�å�Ï�î�º�I�€�r�M��

�«�¸�µ�É 5 [ �–�å�Ï�î�º>& Import>' ] �†�¡�Ü�µ�¡�K�r�M��

*+�¡�Ÿ�î�b�P7V

4E�¥�K�S  [ *+�¡�Ÿ�î>& Signing Keys >' ] �b7V�¥  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�Ÿ�î>& Signing Keys>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �P7V�M�•�›*+�¡�Ÿ�î�b�‘�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 3 [ �P7V>&Delete>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �P7V�†&�1��K�r�M��

�M�m�Z�b*+�¡�Ÿ�î�b�P7V  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�Ÿ�î>& Signing Keys>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ *+�¡�Ÿ�î>& Signing Keys>' ] �Ì�î�ª�b  [ �M�m�Z�b�Ÿ�î�†�˜�d>& Clear All Keys>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �P7V�†&�1��K�r�M��
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DNS �¸�Ÿ�«�º  �Þ�¥�î�»�b#Õ�B  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�É�ß�Ç�“�–�Ý>& Signing Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �»�Ó�–�å*+�¡�É�ß�Ç�“�–�Ý>& Domain Signing Profiles>' ] �­�¡�©�Ù�å�b  [DNS �¸�Ÿ�«�º�Þ�¥�î�»
>&DNS Text Record>' ] �•�Û�Ò�[�
�P�Â�M�•�»�Ó�–�å  �É�ß�Ç�“�–�Ý�_�P�K�Z  [ #Õ�B>&Generate>' ] �Ü�å�¡
�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 DNS �¸�Ÿ�«�º  �Þ�¥�î�»�_�µ�u�•�“�ö�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 4 [ 
Ì#Õ�B>&Generate Again>' ] �†�¡�Ü�µ�¡�K�Z�
�š�f�†�µ�u�Z�Ÿ�î�†
Ì#Õ�B�K�r�M��

�«�¸�µ�É 5 DNS �¸�Ÿ�«�º  �Þ�¥�î�»�@�˜�•�å�»�˜�b�W4Š�b�¸�Ÿ�«�º  �Ç�•�î�Ý�»>&�¥�Æ�î�[�A�r�M>'�_/²&g�I�€�r
�M�����œ�_�|�W�Z�c�
0
�X�b�e�Ð�4�b  DNS �¸�Ÿ�«�º  �Þ�¥�î�»�@#Õ�B�I�€�r�M�� ��0
�X�b�e�Ð�4�b  DNS 
�¸�Ÿ�«�º  �Þ�¥�î�»�� >&P.17-12>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 [ �ö�¢>&Done>' ] �†�¡�Ü�µ�¡�K�r�M��

0
�X�b�e�Ð�4�b  DNS �¸�Ÿ�«�º  �Þ�¥�î�»

DNS �¸�Ÿ�«�º  �Þ�¥�î�»�b#Õ�B�_�Q#Ý�I�€�•*+�¡�Ÿ�î�b�§�–�¬�@  1024 �Å�µ�º�|�~�±�A�8���œ�c�
0
�X
�b�e�Ð�4�b  DNS �¸�Ÿ�«�º  �Þ�¥�î�»�@#Õ�B�I�€�•�G�\�@�6�~�r�M���G�€�c�
 DNS �¸�Ÿ�«�º  �Þ�¥�î�»�b
�"�M�b�e�Ð�4�_�µ�u�•�G�\�@�[�A�•�b�c�
 255 �e�Ð�è�W�[�6�•�S�u�[�M���M4Š�b  DNS �§�î�Â�[�c0
�X
�b�e�Ð�4�b  DNS �¸�Ÿ�«�º  �Þ�¥�î�»�@�w�E
°�€�}�€�^�8�?�
��/œ�I�€�^�8�S�u�
 DKIM 1�0É�c�»�K�M�•
�•+��ö�@�6�~�r�M��

�G�b�©�¼�Ü�œ�†�G4J�M�•�S�u�_�
�§5��,#Ý'¢�†�Q#Ý�K�Z�
0
�X�b�e�Ð�4�b  DNS �¸�Ÿ�«�º  �Þ�¥�î�»�†�

255 �Â�–�º�• 6�b�e�Ð�4�_�(�m�M�•�G�\�†�N�á�K�r�M�����_�
�[�†&g�K�r�M��

s._domainkey.domain.com. IN TXT "v=DKIM1;" 
"p=MIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQE"
"A4Vbhjq2n/3DbEk6EHdeVXlIXFT7OEl81amoZLbvwMX+bej"
"CdxcsFV3uS7G8oOJSWBP0z++nTQmy9ZDWfaiopU6k7tzoi"
"+oRDlKkhCQrM4oP2B2F5sTDkYwPY3Pen2jgC2OgbPnbo3o"
"m3c1wMWgSoZxoZUE4ly5kPuK9fTtpeJHNiZAqkFICiev4yrkL"
"R+SmFsJn9MYH5+lchyZ74BVm+16Xq2mptWXEwpiwOxWI"
"YHXsZo2zRjedrQ45vmgb8xUx5ioYY9/yBLHudGc+GUKTj1i4"
"mQg48yCD/HVNfsSRXaPinliEkypH9cSnvgvWuIYUQz0dHU;" 

�G�b�|�:�_�K�Z�(�m�I�€�S  DNS �¸�Ÿ�«�º  �Þ�¥�î�»�@�
 DKIM ��/æ�_�|�~�
��#.�S�_
–�b�"�M�b�e�Ð�4
�_
Ì�S(��I�€�r�M��

�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�¸�«�º

*+�¡�Ÿ�î�†�8�B�K�
�Q�€�†�»�Ó�–�å  �É�ß�Ç�“�–�Ý�_6õ4��Ü�E�
 DNS �¸�Ÿ�«�º�†#Õ�B�K�Z�
�’7H�b�6�•  
DNS �_��
°�K�S�}�
�»�Ó�–�å  �É�ß�Ç�“�–�Ý�†�¸�«�º�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�É�ß�Ç�“�–�Ý>& Signing Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �»�Ó�–�å*+�¡�É�ß�Ç�“�–�Ý>& Domain Signing Profiles>' ] �­�¡�©�Ù�å�b  [ �¸�«�º  �É�ß�Ç�“�–�Ý>& Test 
Profile>' ] �•�Û�Ò�[�
�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b  [ �¸�«�º>& Test>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��
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�«�¸�µ�É 3 �B�Œ�r�S�c�»�K�†&g�M�Ó�µ�­�î�ª�@�Ì�î�ª�b�V4Š�_/²&g�I�€�r�M���¸�«�º�@�»�K�K�S���œ�
�š�Û�î  �¸
�Ÿ�«�º�†�µ�t1™�Ì�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�š�¡�«�Ï�î�º

�”�É�Û�–�”�å�«�b�M�m�Z�b�»�Ó�–�å  �É�ß�Ç�“�–�Ý�c�
�"�M�b�¸�Ÿ�«�º  �Ç�“�–�Ý�_�š�¡�«�Ï�î�º�I�€�r
�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�É�ß�Ç�“�–�Ý>& Signing Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�š�¡�«�Ï�î�º>& Export  Domain Profiles>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ç�“�–�Ý�b�¡�S�†
°�Š�K�
 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�–�å�Ï�î�º

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�É�ß�Ç�“�–�Ý>& Signing Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�–�å�Ï�î�º>& Import Domain Profiles>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �š�¡�«�Ï�î�º�I�€�S�»�Ó�–�å  �É�ß�Ç�“�–�Ý�†�µ�t�Ç�“�–�Ý�†4E�¥�K�r�M��

�«�¸�µ�É 4 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M���–�å�Ï�î�º�_�|�W�Z�M�m�Z�b�¤�Ñ�b�»�Ó�–�å  �É�ß�Ç�“�–�Ý�@*(
�A�n�<�}�€�•�G�\�@1™�Ì�I�€�r�M���¸�Ÿ�«�º  �Ç�“�–�Ý�b�M�m�Z�b�»�Ó�–�å  �É�ß�Ç�“�–�Ý�@�–�å�Ï�î�º
�I�€�r�M��

�«�¸�µ�É 5 [ �–�å�Ï�î�º>& Import>' ] �†�¡�Ü�µ�¡�K�r�M��

�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�P7V

�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�P7V  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�É�ß�Ç�“�–�Ý>& Signing Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �P7V�M�•�›�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�‘�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 3 [ �P7V>&Delete>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �P7V�†&�1��K�r�M��
17-13
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  17 'v       7Á�Ê�Ó�î�Ý1�0É
  DomainKeys �>�|�g  DKIM *+�¡�b0¿��
�M�m�Z�b�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�P7V  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�É�ß�Ç�“�–�Ý>& Signing Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �M�m�Z�˜�d>& Clear All>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �P7V�†&�1��K�r�M��

�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�è(ô

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�É�ß�Ç�“�–�Ý>& Signing Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�è(ô>& Find Domain Profiles>' ] �[�
�è(ô�²�ó�†�æ���K�r�M��

�«�¸�µ�É 3 [ �É�ß�Ç�“�–�Ý�b�è(ô>& Find Profiles>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �è(ô�[�c�
�›�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b  email�
 domain�
 selector�
 signing key name �b�Ç�•�î�Ý�»�@�«
�Ÿ�Õ�å�I�€�r�M��

>&�@>' �è(ô1��†
°�Š�K�^�8���œ�
�è(ô�š�å�ª�å�c�M�m�Z�b�»�Ó�–�å  �É�ß�Ç�“�–�Ý�†3É�K�r�M��

�©�«�¸�Ò�[#Õ�B�I�€�S�Ó�µ�­�î�ª�l�b*+�¡

DKIM *+�¡�†�â�X�©�«�¸�Ò�[#Õ�B�I�€�S�Ó�µ�­�î�ª�_*+�¡�M�•�?�]�:�?4E�¥�[�A�r�M���”�É�Û�–�”�å
�«�c���b�Ó�µ�­�î�ª�_*+�¡�K�r�M��

• Cisco IronPort �«�Ã�Ò7x7³3û%±

• �¥�å�¸�å�¶  �Ç�•�Ý�±�[#Õ�B�I�€�S3û%±

• 0¿���Ó�µ�­�î�ª

• �§�Ï�î�º  �Ü�¡�š�«�º

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ *+�¡�É�ß�Ç�“�–�Ý>& Signing Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �©�«�¸�Ò#Õ�B�Ó�µ�­�î�ª�b  DKIM *+�¡>& DKIM Signing of System Generated Messages>'] �b�­�¡�©�Ù
�å�b  [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �œ�å>&On>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��
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  DKIM *+�¡�†�Q#Ý�K�S�w�™�Ó�µ�­�î�ª�b&�1��‰�2
�»�Ó�–�å  �Ÿ�î�\�ß� �å�¢

DomainKeys *+�¡�ì�_�c�
���b�|�:�^/œ�@�Ó�î�Ý  �ß�¢�_3ã�•�I�€�r�M��

DKIM *+�¡�ì�_�c�
���b�|�:�^/œ�@�Ó�î�Ý  �ß�¢�_3ã�•�I�€�r�M��

DKIM *+�¡�†�Q#Ý�K�S�w�™�Ó�µ�­�î�ª�b&�1��‰�2

AsyncOS �_�|�•  DKIM �è0É�³�™�µ�¡

DKIM �è0É#Ý�_ AsyncOS �”�É�Û�–�”�å�«�†0¿���M�•�\�
���b�³�™�µ�¡�@��/œ�I�€�r�M��

�m8p 

�«�¸�µ�É 1 AsyncOS �c�w�™�Ó�î�Ý�b  [DKIM �©�¢�¿�³�Õ>& DKIM-Signature>' ] �Ç�•�î�Ý�»�
*+�¡�Ê�µ�²�î�b�S�e�

�w� �^�±�¢�Í�
�²8r�±�¢�†1*�m�r�M��*+�¡�@�G�€�}�b�8�N�€�?�b�³�™�µ�¡�[�»�K�M�•�\�
 AsyncOS �c  
permfail �†3É�K�r�M��

�«�¸�µ�É 2 *+�¡�³�™�µ�¡�b��/œ�‹�

¶6ä  DNS �Þ�¥�î�»�?�}
¶6ä�Ÿ�î�@�v�“�I�€�
 TXT �Þ�¥�î�»�@�è0É�I�€�r�M��
�G�b�É�ß�­�«�p�_�š�Û�î�@�è���I�€�•�\�
 AsyncOS �c  permfail �†3É�K�r�M��
¶6ä�Ÿ�î�b  DNS �¡�š
�Ü�î�[�Â'Å�†�v�“�[�A�^�8���œ�
 tempfail �@$Î#Õ�K�r�M��

Tue Aug 28 15:29:30 2007 Info: MID 371 DomainKeys: signing with dk-profile - matches 
user123@example.com
Tue Aug 28 15:34:15 2007 Info: MID 373 DomainKeys: cannot sign - no profile matches 
user12@example.com

Tue Aug 28 15:29:54 2007 Info: MID 372 DKIM: signing with dkim-profile - matches 
user@example.com
Tue Aug 28 15:34:15 2007 Info: MID 373 DKIM: cannot sign - no profile matches 
user2@example.com

/² 17-1 DKIM *+�¡�†�Q#Ý�K�S�w�™�Ó�µ�­�î�ª�b&�1��‰�2

�ï�8
Æ�� 0ò(ý

�«�̧ �µ�É 1 DKIM *+�¡�†�Q#Ý�K�Z�Ó�µ�­�î�ª�†&�1��M�•
�É�ß�Ç�“�–�Ý�†�8�B�K�r�M��

�� DKIM �è0É�É�ß�Ç�“�–�Ý�b�8�B�� >&P.17-17>' .

�«�̧ �µ�É 2 >&�õ�–>' DKIM *+�¡�†�Q#Ý�K�Z�w�™�Ó�µ�­�î�ª
�b&�1��_�Q#Ý�I�€�•�•�«�±�Ò�b�Ó�î�Ý  �Ç�ß�î  
�Ï�Ü�©�î�†�8�B�K�r�M��

���Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�Q#Ý�K�S%T�™�Ó�µ�­�î�ª�b�Ý�î
�Ý�b��*O�� >&P.7-15>'

�«�̧ �µ�É 3 DKIM *+�¡�†�Q#Ý�K�S�w�™�Ó�µ�­�î�ª�b&�1�
�_�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†0¿���K�r�M��

���Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�b  DKIM �è0É�b0¿����
>&P.17-19>'

�«�̧ �µ�É 4 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@&�
1��I�€�S�Ó�µ�­�î�ª�[��/œ�M�•�”�¡�©�Ù�å�†
��*O�K�r�M��

�� DKIM �è0É�í�s�Ó�î�Ý�b�”�¡�©�Ù�å�b0¿���� >&P.17-19>'

�«�̧ �µ�É 5 "I���b3æ�™*…�r�S�c�w�™*…�b�¢�Ý�î�É�_�”�¡
�©�Ù�å�†6õ4��Ü�E�r�M��

���Ó�î�Ý  �Ï�Ü�©�î�b0¿���� >&P.10-6>'
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  DKIM *+�¡�†�Q#Ý�K�S�w�™�Ó�µ�­�î�ª�b&�1��‰�2
�«�¸�µ�É 3 
¶6ä�Ÿ�î�b�v�“�‹�
 AsyncOS �c�Á�µ�©�×�Í�†�³�™�µ�¡�K�
*+�¡�†�è0É�K�r�M���G�b�m8p�p�_�š�Û�î�@
$Î#Õ�M�•�\�
 AsyncOS �c  permfail �†3É�K�r�M��

�«�¸�µ�É 4 �³�™�µ�¡�_�M�m�Z�œ�A�M�•�\�
 AsyncOS �c  pass �†3É�K�r�M��

>&�@>' �Ó�µ�­�î�ª�•�e�@�æ���I�€�S6×�I�|�~6×�8���œ�
 AsyncOS �c���b�8���†3É�K�r�M��

dkim = pass (partially verified [x bytes])

�G�G�[  X �c�è0É�I�€�S�Â�–�º�X�†/²�K�r�M��

�q)
�è0É)��Ý�c�
 Authentication-Results �Ê�µ�²�î�\�K�Z
°�Š�I�€�r�M���S�\�<�d�
���b�8�N�€�?�b�|
�:�^�Ê�µ�²�î�†�w�E�v�•�G�\�@�6�~�r�M��

Authentication-Results: example1.com

header.from=From:user123@example.com; dkim=pass (signature verified)

Authentication-Results: example1.com

header.from=From:user123@example.com; dkim=pass (partially verified [1000 bytes])

Authentication-Results: example1.com

header.from=From:user123@example.com; dkim=permfail (body hash did not verify)

>&�@>' #'�~�b  DKIM �è0É�c�q�6�b�w� �^*+�¡�[�õ�F�K�r�M���q�‹�_�è���I�€�S*+�¡�†�Q#Ý�K�Z�
�è0É�[�A�r
�O�‡���G�b�µ+��c�
�‹�b�Ü�Ü�î�«�[�Q#Ý�[�A�•�|�:�_�^�•�•+��ö�@�6�~�r�M��

DKIM �b�è0É�É�ß�Ç�“�–�Ý�b'ö#.

DKIM �b�è0É�É�ß�Ç�“�–�Ý�c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�@  
DKIM *+�¡�†�–0É�M�•�S�u�_�Q#Ý�I�€�•�Ã�Û�Ó�î�±�b�Ü�«�º�[�M���S�\�<�d�
�¡�š�Ü�î�@�±�–�Ò�”�˜
�º�M�•�S�_  30 &Ê�v�•�è0É�É�ß�Ç�“�–�Ý�\�
�¡�š�Ü�î�@�±�–�Ò�”�˜�º�M�•�S�_  3 &Ê�T�E�v�•�è0É�É�ß
�Ç�“�–�Ý�b�
 2 �X�b�è0É�É�ß�Ç�“�–�Ý�†�8�B�[�A�r�M�� THROTTLED �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_  2 �X�u
�b�è0É�É�ß�Ç�“�–�Ý�†�m�~�\�Z�Z�
 DDoS �b���œ�b�K)F�«�±�Ë�î�©�Ù�å�†75�F�[�A�r�M���è0É�É�ß�Ç�“
�–�Ý�c���b�_���[�S�B�I�€�r�M��

• �è0É�É�ß�Ç�“�–�Ý�b�¡�S��

• 0Á���[�A�•
¶6ä�Ÿ�î�b�q�`�
�q�±�§�–�¬���¹�Ç�›�Ý�º�b�Ÿ�î�b�§�–�¬�c  512 �>�|�g  2048 �[�M��

• �Ó�µ�­�î�ª�b�p�[�è0É�[�A�•*+�¡�b�q�±�X���Ó�µ�­�î�ª�_��*O�K�S*+�¡�b�q�±�X�|�~�v�¨�C�b*+�¡
�@�6�•���œ�
�”�É�Û�–�”�å�«�c�g�~�b*+�¡�†�«�Ÿ�µ�É�K�
�Ó�µ�­�î�ª�b��#.�†)F/œ�K�r�M���¹�Ç�›
�Ý�º�c�
 5 �X�b*+�¡�[�M��

• 3æ�™*…�b�©�«�¸�Ò�ì�I�\�è0É*…
��b�©�«�¸�Ò�ì�I�\�b6ë�b�ì6ë�b�q�±0Á���j>&&Ê�"�)>' ���S�\�<�d�

�Ó�µ�­�î�ª*+�¡�@  05:00:00 �_�‡7H�)�€�\�^�•���œ�_�è0É*…�b�©�«�¸�Ò�ì�I�@  05:00:30 �T�\�
�ì6ë
�b0Á���j�@  60 &Ê�b���œ�c�Ó�µ�­�î�ª*+�¡�c�w� �^�r�r�[�M�@�
0Á���j�@  10 &Ê�T�\!“� �_�^�~�r
�M���¹�Ç�›�Ý�º�c  60 &Ê�[�M��

• �•�e�b6×�I�b�Ã�Û�Ó�î�±�†�Q#Ý�M�•�?�]�:�?�†�æ���M�•�œ�É�©�Ù�å��

• �M�ì$×�^7€���b���œ�_��/œ�M�•  SMTP �”�¡�©�Ù�å��

• �Ì)F$×�^7€���b���œ�_��/œ�M�•  SMTP �”�¡�©�Ù�å��

�É�ß�Ç�“�–�Ý�¡�[�M�m�Z�b�¤�Ñ�b�è0É�É�ß�Ç�“�–�Ý�†�è(ô�[�A�r�M��
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  DKIM *+�¡�†�Q#Ý�K�S�w�™�Ó�µ�­�î�ª�b&�1��‰�2
�”�É�Û�–�”�å�« Cisco�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¹�•�Þ�¡�º�Ü�_  DKIM �è0É�É�ß�Ç�“�–�Ý�†�¸�Ÿ�«�º  
�Ç�“�–�Ý�\�K�Z�š�¡�«�Ï�î�º�[�A�r�M���è0É�É�ß�Ç�“�–�Ý�†�š�¡�«�Ï�î�º�M�•�\�
�”�É�Û�–�”�å�«�_�Ñ
�~�M�•�M�m�Z�b�É�ß�Ç�“�–�Ý�@  1 �X�b�¸�Ÿ�«�º  �Ç�“�–�Ý�_��
°�I�€�r�M��0ò(ý�_�X�8�Z�c�
 �� DKIM �è
0É�É�ß�Ç�“�–�Ý�b�š�¡�«�Ï�î�º�� >&P.17-17>' �†�g!·�K�Z�C�T�I�8��

�è�S�š�¡�«�Ï�î�º�K�S  DKIM �è0É�É�ß�Ç�“�–�Ý�†�–�å�Ï�î�º�[�A�r�M�� DKIM �è0É�É�ß�Ç�“�–�Ý�†�–
�å�Ï�î�º�M�•�\�
�Ð�©�å�b#'�~�b�M�m�Z�b  DKIM �è0É�É�ß�Ç�“�–�Ý�†*(�A�n�<�•�G�\�_�^�~�r�M��0ò
(ý�_�X�8�Z�c�
 �� DKIM �è0É�É�ß�Ç�“�–�Ý�b�–�å�Ï�î�º�� >&P.17-18>' �†�g!·�K�Z�C�T�I�8��

DKIM �è0É�É�ß�Ç�“�–�Ý�b�8�B

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �è0É�É�ß�Ç�“�–�Ý>& Verification Profiles>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [ �É�ß�Ç�“�–�Ý�†3ã�•>& Add Profile>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �É�ß�Ç�“�–�Ý�¡�†
°�Š�K�r�M��

�«�¸�µ�É 4 �”�É�Û�–�”�å�«�@0Á�•�M�•*+�¡�Ÿ�î�b�q�`�Ÿ�î  �§�–�¬�†4E�¥�K�r�M��

�«�¸�µ�É 5 �”�É�Û�–�”�å�«�@0Á�•�M�•*+�¡�Ÿ�î�b�q�±�Ÿ�î  �§�–�¬�†4E�¥�K�r�M��

�«�¸�µ�É 6 1 �X�b�Ó�µ�­�î�ª�[�è0É�M�•*+�¡�b�q�±�X�†4E�¥�K�r�M���¹�Ç�›�Ý�º�c  5 �X�b*+�¡�[�M��

�«�¸�µ�É 7 �Ÿ�î  �¡�š�Ü�î�@�±�–�Ò�”�˜�º�M�•�r�[�b�ì6ë>&&Ê>'�†4E�¥�K�r�M���¹�Ç�›�Ý�º�c  10 &Ê�[�M��

�«�¸�µ�É 8 3æ�™*…�b�©�«�¸�Ò�ì�I�\�è0É*…
��b�©�«�¸�Ò�ì�I�\�b6ë�b�ì6ë�b�q�±0Á���j>&&Ê�"�)>'�†4E�¥�K�r�M��
�¹�Ç�›�Ý�º�c  60 &Ê�[�M��

�«�¸�µ�É 9 �Ó�µ�­�î�ª�b&�1��_�
*+�¡�b�•�e�b6×�I�b�Ã�Û�Ó�î�±�†�Q#Ý�M�•�?�]�:�?4E�¥�K�r�M��

�«�¸�µ�É 10 *+�¡�†&�1��M�•�\�A�_�M�ì$×�^7€���@�6�•���œ�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ó�µ�­�î
�ª�†�w�E
°�€�•�?�
�Ä�°�M�•�?�†4E�¥�K�r�M���”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�†�Ä�°�M�•���œ�
�¹�Ç�›�Ý
�º�b  451 SMTP �Â'Å�¥�î�»�r�S�c�9�b  SMTP �Â'Å�¥�î�»�\�¸�Ÿ�«�º�†3æ�™�M�•�|�:4E�¥�[�A�r�M��

�«�¸�µ�É 11 *+�¡�†&�1��M�•�\�A�_�Ì)F$×�^7€���@�6�•���œ�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ó�µ
�­�î�ª�†�w�E
°�€�•�?�
�Ä�°�M�•�?�†4E�¥�K�r�M���”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�†�Ä�°�M�•���œ�
�¹
�Ç�›�Ý�º�b  451 SMTP �Â'Å�¥�î�»�r�S�c�9�b  SMTP �Â'Å�¥�î�»�\�¸�Ÿ�«�º�†3æ�™�M�•�|�:4E�¥�[�A�r
�M��

�«�¸�µ�É 12 �š�f�†3æ�™�K�r�M��

�‚�K�8�É�ß�Ç�“�–�Ý�@  DKIM �è0É�É�ß�Ç�“�–�Ý�b�¸�î�È�Ý�_/²&g�I�€�r�M��

�«�¸�µ�É 13 �š�f
Æ���†&����K�r�M��

�«�¸�µ�É 14 �G�b�ì!l�[%T�™�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[  DKIM �è0É�†�–�¿�î�È�Ý�_�K�
�Q#Ý�M�•�è0É�É�ß�Ç�“�–�Ý�†
4E�¥�M�•�²0[�@�6�~�r�M��

DKIM �è0É�É�ß�Ç�“�–�Ý�b�š�¡�«�Ï�î�º

�”�É�Û�–�”�å�«�b�M�m�Z�b  DKIM �è0É�É�ß�Ç�“�–�Ý�c�"�M�b�¸�Ÿ�«�º  �Ç�“�–�Ý�\�K�Z�š�¡�«�Ï�î�º�I
�€�
�”�É�Û�–�”�å�«�b  configuration  �¹�•�Þ�¡�º�Ü�_�–�Ñ�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �è0É�É�ß�Ç�“�–�Ý>& Verification Profiles>' ] �†4E�¥�K�r�M��
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  DKIM *+�¡�†�Q#Ý�K�S�w�™�Ó�µ�­�î�ª�b&�1��‰�2
�«�¸�µ�É 2 [ �É�ß�Ç�“�–�Ý�†�š�¡�«�Ï�î�º>& Export Profiles>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ç�“�–�Ý�b�¡�S�†
°�Š�K�
 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

DKIM �è0É�É�ß�Ç�“�–�Ý�b�–�å�Ï�î�º

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �è0É�É�ß�Ç�“�–�Ý>& Verification Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �É�ß�Ç�“�–�Ý�†�–�å�Ï�î�º>& Import Profiles>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 DKIM �è0É�É�ß�Ç�“�–�Ý�†�µ�t�Ç�“�–�Ý�†4E�¥�K�r�M��

�«�¸�µ�É 4 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��   �–�å�Ï�î�º�_�|�W�Z�M�m�Z�b�¤�Ñ�b  DKIM �è0É�É�ß�Ç�“�–�Ý�@
*(�A�n�<�}�€�•�G�\�@1™�Ì�I�€�r�M��

�«�¸�µ�É 5 [ �–�å�Ï�î�º>& Import>' ] �†�¡�Ü�µ�¡�K�r�M��

DKIM �è0É�É�ß�Ç�“�–�Ý�b�P7V

4E�¥�K�S  DKIM �è0É�É�ß�Ç�“�–�Ý�b�P7V  

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �è0É�É�ß�Ç�“�–�Ý>& Verification Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �P7V�M�•�›  DKIM �è0É�É�ß�Ç�“�–�Ý�b�‘�b�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 3 [ �P7V>&Delete>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �P7V�†&�1��K�r�M��

�M�m�Z�b  DKIM �è0É�É�ß�Ç�“�–�Ý�b�P7V

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �è0É�É�ß�Ç�“�–�Ý>& Verification Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �M�m�Z�˜�d>& Clear All>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �P7V�†&�1��K�r�M��

DKIM �è0É�É�ß�Ç�“�–�Ý�b�è(ô

�M�m�Z�b DKIM �è0É�É�ß�Ç�“�–�Ý�_�X�8�Z�É�ß�Ç�“�–�Ý�¡�?�}"I���b#Ý1��†�è(ô�K�r�M��
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�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �è0É�É�ß�Ç�“�–�Ý>& Verification Profiles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ ���b  DKIM �è0É�É�ß�Ç�“�–�Ý�†�è(ô>& Search DKIM Verification Profiles>' ] �[�c�
�è(ô�²�ó�†�æ���K
�r�M��

�«�¸�µ�É 3 [ �É�ß�Ç�“�–�Ý�b�è(ô>& Find Profiles>' ] �†�¡�Ü�µ�¡�K�r�M��

�è(ô�[�c�
�›  DKIM �è0É�É�ß�Ç�“�–�Ý�¡�†�«�Ÿ�Õ�å�K�r�M��

�è(ô1��†
°�Š�K�^�8���œ�
�è(ô�š�å�ª�å�c�M�m�Z�b  DKIM �è0É�É�ß�Ç�“�–�Ý�†3É�K�r�M��

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�b  DKIM �è0É�b0¿��

DKIM �è0É�c�
�w�™�Ó�î�Ý�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policies>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �è0É�†��/œ�M�•�Ü�«�¼�î�b%T�™�Ó�î�Ý  �Ï�Ü�©�î�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b  [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Features>' ] �­�¡�©�Ù�å�[�
 [ �œ�å>&On>' ] 
�†4E�¥�K�Z�
 [DKIM �è0É>&DKIM Verification>' ] �†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 4 �Ï�Ü�©�î�[�Q#Ý�M�•  DKIM �è0É�É�ß�Ç�“�–�Ý�†4E�¥�K�r�M��

�«�¸�µ�É 5 �š�f
Æ���†&����K�r�M��

DKIM �è0É�\�ß� �å�¢

DKIM �è0É�ì�_�c�
���b�|�:�^/œ�@�Ó�î�Ý  �ß�¢�_3ã�•�I�€�r�M��

DKIM �è0É�í�s�Ó�î�Ý�b�”�¡�©�Ù�å�b0¿��

DKIM �Ó�î�Ý�†�è0É�M�•�\�
�Ó�î�Ý�_  Authentication-Results �Ê�µ�²�î�@3ã�•�I�€�r�M�@�
1�0É)��Ý�_
6õ�€�^�C�
�Ó�î�Ý�c�w�E
°�€�}�€�r�M���G�€�}�b1�0É)��Ý�_�ö�Y�8�Z�”�¡�©�Ù�å�†0¿���M�•�_�c�
�¥�å
�¸�å�¶  �Ç�•�Ý�±�†�8�B�K�Z�
 DKIM �è0É�í�s�Ó�î�Ý�_�P�M�•�”�¡�©�Ù�å�†��/œ�K�r�M���S�\�<�d�

DKIM �è0É�@�»�K�K�S���œ�
�Ó�î�Ý�†4Ä�™�
�Â�˜�å�«�
�»�ß�µ�É�
�r�S�c7x7³�š�Ü�”�_3æ�•�|�:�_0¿
���M�•�G�\�@�[�A�r�M���G�€�†��/œ�M�•�_�c�
�¥�å�¸�å�¶  �Ç�•�Ý�±�†�Q#Ý�K�Z�
�”�¡�©�Ù�å�†0¿���M
�•�²0[�@�6�~�r�M��

mail.current:Mon Aug  6 13:35:38 2007 Info: MID 17 DKIM: no signature

mail.current:Mon Aug  6 15:00:37 2007 Info: MID 18 DKIM: verified pass
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  SPF �>�|�g  SIDF �è0É�b�+0[
�m8p 

�«�¸�µ�É 1 [ %T�™�Ç�•�Ý�±>&Incoming Filters>' ] > [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ç�•�Ý�±�†3ã�•>& Add  Filter>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �²�ó>& Conditions>' ] �­�¡�©�Ù�å�[�
 [ �²�ó�†3ã�•>& Add Condition>' ]  �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �²�ó�b�Ü�«�º�?�}  [DKIM 1�0É>&DKIM Authentication>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 5 DKIM �²�ó�†4E�¥�K�r�M�����b�œ�É�©�Ù�å�b�8�N�€�?�†4E�¥�K�r�M��

• [Pass]�� �Ó�µ�­�î�ª�c1�0É�¸�«�º�_�œ�A�K�r�K�S��

• [Neutral]��  1�0É�@��/œ�I�€�r�O�‡�[�K�S��

• [Temperror]��  �Ÿ�Ÿ�•+��^�š�Û�î�@$Î#Õ�K�r�K�S��

• [Permerror]��  �Ÿ�Ÿ�Y�•+��^�š�Û�î�@$Î#Õ�K�r�K�S��

• [Hardfail]��  1�0É�¸�«�º�@�»�K�K�r�K�S��

• [None]��  �Ó�µ�­�î�ª�c*+�¡�I�€�Z�8�r�O�‡��

�«�¸�µ�É 6 �²�ó�_6õ4��Ü�E�•�”�¡�©�Ù�å�†4E�¥�K�r�M���S�\�<�d�
 DKIM �è0É�@�»�K�K�S���œ�
�w�™*…�_3û%±�K�

�Ó�µ�­�î�ª�†�Â�˜�å�«�I�O�•�G�\�@�[�A�r�M���r�S�c  DKIM �è0É�_�œ�A�K�S���œ�
�Q�€�è�V��#.�O�N
�_�
�Ó�µ�­�î�ª�†�M�D�_4Ä�™�M�•�G�\�@�[�A�r�M��

�«�¸�µ�É 7 �‚�K�8�¥�å�¸�å�¶  �Ç�•�Ý�±�†3æ�™�K�r�M��

�«�¸�µ�É 8 4:�)�^�w�™�Ó�î�Ý  �Ï�Ü�©�î�[�¥�å�¸�å�¶  �Ç�•�Ý�±�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 9 �š�f
Æ���†&����K�r�M��

SPF �>�|�g  SIDF �è0É�b�+0[
Cisco AsyncOS �c�
 SPF>&Sender Policy Framework>'�>�|�g  SIDF>&Sender ID Framework>'�è0É�†�§
�Ï�î�º�K�Z�8�r�M�� SPF �\  SIDF �c  DNS �Þ�¥�î�»�_�ö�Y�8�Z7Á�Ê�Ó�î�Ý�b�™8—�ö�†�è0É�M�•�‰�2�[�M��
SPF �\  SIDF �_�|�~�
�–�å�±�î�¿�µ�º  �»�Ó�–�å�b�d�w*…�c�
"I�9�^�g�'�b  DNS TXT �Þ�¥�î�»�†�Q#Ý�K
�Z�
�Q�b�»�Ó�–�å�_7Á�Ê�Ó�î�Ý�†3æ�™�M�•�’7H�b�6�•�Ð�©�å�†�æ���M�•�G�\�@�[�A�r�M�� =�Ð�K�S�Ó�î
�Ý�w�™
��c�
�Ã�È�Ü�µ�©�×�I�€�S  SPF �Þ�¥�î�»�†�Q#Ý�K�Z�
�Ó�î�Ý  �º�Û�å�¨�¡�©�Ù�å�p�_�
3æ�™
��b
�Ó�î�Ý3?3æ�š�î�ª�™�å�º�b  ID �b�’7H�†�¸�«�º�K�r�M��

SPF/SIDF 1�0É�†�Q#Ý�M�•�\�
3æ�™
��c�Q�€�}�b�¡�S�b�Q#Ý�@0Á�•�I�€�•�Í�«�º�†�æ���M�•  SPF �Þ�¥�î
�»�†�Ã�È�Ü�µ�©�×�K�
 =�Ð�M�•�Ó�î�Ý�w�™
��c�Ã�È�Ü�µ�©�×�I�€�S  SPF �Þ�¥�î�»�†�Q#Ý�K�Z�
�Ó�î�Ý  
�º�Û�å�¨�¡�©�Ù�å�p�_3æ�™
��b�Ó�î�Ý3?3æ�š�î�ª�™�å�º�b  ID �b�’7H�†�¸�«�º�K�r�M��

>&�@>' SPF �³�™�µ�¡�[�c�
0Ž�Ò�\0Û�o�@�²0[�[�6�•�S�u�
 AsyncOS �b�Ã�Ç�›�î�Ð�å�«�_�s8j�M�•���œ�@�6�~
�r�M���I�}�_�
 SPF �³�™�µ�¡�_�|�W�Z�
 DNS �–�å�Ç�Û�«�º�Û�¡�³�Õ�b2�,´�@�Q�<�•�G�\�_�@�–�K�Z�C
�T�I�8��

SPF �\  SIDF �†�ï�8�M�•���œ�
 SIDF �c  SPF �_���Z�8�r�M�@�
�8�C�X�?�b4*�8�@�6�~�r�M�� SIDF �\  
SPF �b�M�m�Z�b4*�8�b1��Â�_�X�8�Z�c�
 RFC 4406 �†�g!·�K�Z�C�T�I�8���G �b�Ð�½�×�”�Ý�b% $×�b�S�u�
�G
�b  2 �X�b#Ý1��c�
 1 �X�b�±�–�É�b�è0É�b�s�†4:#Ý�M�•���œ�†7V�8�Z�
�r�\�u�Z1��Â�K�Z�8�r�M��

>&�@>' AsyncOS �c%T�™�Ü�Þ�î�_�P�K�Z  SPF �†�§�Ï�î�º�K�Z�8�r�O�‡��
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  SPF �>�|�g  SIDF �è0É�b�+0[
�w� �^  SPF �Þ�¥�î�»�_6õ�M�•�@�–

Cisco �”�É�Û�–�”�å�«�[  SPF �>�|�g  SIDF �†�Q#Ý�M�•�_�c�
 RFC 4406 �>�|�g  4408 �_�‘�W�Z�
 SPF �Þ
�¥�î�»�†�Ã�È�Ü�µ�©�×�K�r�M�� PRA ID �b�ô���‰�2�b��*O�_�X�8�Z�c�
 RFC 4407 �†&�1��K�Z�C�T�I�8��
�I�}�_�
 SPF �Þ�¥�î�»�\  SIDF �Þ�¥�î�»�†�8�B�M�•���œ�_"b�K�x�M�81��~�_�X�8�Z�c�
���b  Web �§�–
�º�†�g!·�K�Z�C�T�I�8��

http://www.openspf.org/FAQ/Common_mistakes

�w� �^  SPF �Þ�¥�î�»

SPF HELO �³�™�µ�¡�_�œ�A�M�•�_�c�
�›3æ�™
�  MTA �_>&�»�Ó�–�å�\�c�9�_>' �� v=spf1 a –all�� SPF �Þ
�¥�î�»�†�µ�u�r�M���G�b�Þ�¥�î�»�†�µ�u�^�8�\�
 HELO �³�™�µ�¡�c  HELO ID �_  None �8���†�W�M�•+�
�ö�@�6�~�r�M���»�Ó�–�å�l�b  SPF 3æ�™
��@�±5��b None �8���†3É�K�S���œ�
�G�€�}�b3æ�™
��c�›3æ�™

�  MTA �_�� v=spf1 a –all�� SPF �Þ�¥�î�»�†�µ�u�Z�8�^�8�•+��ö�@�6�~�r�M��

�w� �^  SIDF �Þ�¥�î�»

SIDF �Ç�Þ�î�Ò�á�î�¡�†�§�Ï�î�º�M�•�_�c�
 �� v=spf1���Þ�¥�î�»�\�� spf2.0���Þ�¥�î�»�b�g�‰�†�Ã�È�Ü�µ
�©�×�M�•�²0[�@�6�~�r�M���S�\�<�d�
 DNS �Þ�¥�î�»�c���b�[�b�|�:�_�^�~�r�M��

SIDF �c  HELO ID �†�è0É�K�^�8�S�u�
�G�b���œ�
�›3æ�™
�  MTA �_  SPF v2.0 �Þ�¥�î�»�†�Ã�È�Ü�µ�©�×
�M�•�²0[�c�6�~�r�O�‡��

>&�@>' SIDF �†�§�Ï�î�º�K�^�8���œ�c�
 �� spf2.0/pra ~all���Þ�¥�î�»�†�Ã�È�Ü�µ�©�×�K�r�M��

SPF �Þ�¥�î�»�b�¸�«�º

RFC �b&�1��_�•�<�Z�
 Cisco �”�É�Û�–�”�å�«�_  SPF �è0É�†��/æ�M�•�S�_�
 SPF �Þ�¥�î�»�†�¸�«�º�M�•
�G�\�†�N�á�K�r�M�� openspf.org Web �§�–�º�[�c�
�8�C�X�?�b�¸�«�º  �¶�î�Ý�@�f�j�I�€�Z�8�r�M��

http://www.openspf.org/Tools

���b�¶�î�Ý�†�Q#Ý�K�Z�
7Á�Ê�Ó�î�Ý�@  SPF �Þ�¥�î�»  �³�™�µ�¡�_�»�K�K�S#.#ä�†�8�•�[�A�r�M��

http://www.openspf.org/Why

�I�}�_�
�¸�«�º  �Ü�«�¼�î�[  SPF �†�–�¿�î�È�Ý�_�K�
�©�«�¥�b  trace CLI �¥�Ð�å�»�†�Q#Ý�K�Z>&�r�S�c  
GUI �?�}�º�Þ�î�«�†��/œ�K�Z>' �
 SPF )��Ý�†/²&g�[�A�r�M���º�Þ�î�«�†�Q#Ý�M�•�\�
�I�r�J�r�^3æ�™
�  
IP �†(F�"�_�¸�«�º�[�A�r�M��

example.com. TXT "v=spf1 +mx a:colo.example.com/28 -all"

smtp-out.example.com TXT "v=spf1 a -all"

example.com. TXT "spf2.0/mfrom,pra +mx a:colo.example.com/28 -all"
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  SPF/SDIF �†�Q#Ý�K�Z�w�™�Ó�µ�­�î�ª�b&�1��‰�2
SPF/SDIF �†�Q#Ý�K�Z�w�™�Ó�µ�­�î�ª�b&�1��‰�2

1™�Ì �©�«�¥�[�c�
�¢�ß�î�Â�Ý�^7Á�Ê�Ó�î�Ý1�0É�†�I�C�á�š�K�Z�8�r�M�@�
��#ú�[�b�G#Ý3õ�V�_�6�•#'�ì!l
�[�c�
 SPF/SIDF 1�0É�b�»�K�_�P�K�Z�Å5��^��#.�†/œ�:�|�:�f�L�K�Z�8�r�M���I�}�_�¨�C�b)�)Ê�[&k

Æ
¶1��b�Ó�î�Ý3æ�™�–�å�Ç�Û�«�º�Û�¡�³�Õ�b�D�š+��Š�@�¥�V�M�•�r�[�c�
�©�«�¥�c7Á�Ê�Ó�î�Ý�b�Â�˜
�å�«�†�G4J�K�
�æ�ƒ�~�_  SPF/SIDF �è0É�_�»�K�K�S7Á�Ê�Ó�î�Ý�†7x7³�[�A�r�M��

>&�@>' AysncOS �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�[�c�
 Web �–�å�±�î�Ç�™�–�«�|�~�v0ò(ý�^  SPF �Þ
�Ë�Ý�b�D�š0¿���†�f�j�K�Z�8�r�M�� SPF �8���_�ö�Y�8�Z�
�”�É�Û�–�”�å�«�c�
�Ü�«�¼�î�"�)�[  SMTP 
�
0ð�_�>�8�Z�Ó�µ�­�î�ª�†0Á�•�r�S�c�Ä�°�[�A�r�M�� listenerconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ü�«�¼�î
�b�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º�b0¿���†)…7Ÿ�M�•���œ�
 SPF 0¿���†�š�f�[�A�r�M��0¿���b0ò
(ý�_�X�8�Z�c�
 �� CLI �†�Q#Ý�K�S SPF �>�|�g  SIDF �b�–�¿�î�È�Ý�ì�� >&P.17-23>' �†�g!·�K�Z�C�T�I�8��

SPF �\  SIDF �b�–�¿�î�È�Ý�ì
SPF/SIDF �†�Q#Ý�M�•�_�c�
�w�™�Ü�«�¼�î�[�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b  SPF/SIDF �†�–�¿�î�È�Ý�_�M�•
�²0[�@�6�~�r�M���¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�?�}�
�Ü�«�¼�î�[  SPF/SIDF �†�–�¿�î�È�Ý�_�M
�•�?�
"I���b�w�™�Ó�î�Ý  �Ï�Ü�©�î�_�X�8�Z  SPF/SIDF �†�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policy>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �¹�Ç�›�Ý�º  �Ï�Ü�©�î  �Ã�Û�Ó�î�±>& Default Policy Parameters>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �¹�Ç�›�Ý�º�b�Ï�Ü�©�î  �Ã�Û�Ó�î�±�[�
 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Features>' ] �­�¡�©�Ù�å�†/²
&g�K�r�M��

�«�¸�µ�É 4 [SPF/SIDF �è0É>&SPF/SIDF Verification>' ] �­�¡�©�Ù�å�[�
 [ �œ�å>&On>' ] �†�¡�Ü�µ�¡�K�r�M��

/² 17-2 SPF/SDIF �†�Q#Ý�K�Z�w�™�Ó�µ�­�î�ª�b&�1��‰�2

�ï�8
Æ�� 0ò(ý

�«�̧ �µ�É 1 >&�õ�–>' SPF/SDIF �†�Q#Ý�K�Z�w�™�Ó�µ�­�î�ª
�b&�1��_�Q#Ý�I�€�•�•�«�±�Ò�b�Ó�î�Ý  �Ç�ß�î  
�Ï�Ü�©�î�†�8�B�K�r�M��

���Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�Q#Ý�K�S%T�™�Ó�µ�­�î�ª�b�Ý�î
�Ý�b��*O�� >&P.7-15>'

�«�̧ �µ�É 2 SPF/SDIF �†�Q#Ý�K�Z�w�™�Ó�µ�­�î�ª�b&�1��_
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†0¿���K�r�M��

�� SPF �\  SIDF �b�–�¿�î�È�Ý�ì�� >&P.17-22>'

�«�̧ �µ�É 3 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@&�
1��I�€�S�Ó�µ�­�î�ª�[��/œ�M�•�”�¡�©�Ù�å�†
��*O�K�r�M��

�� SPF/SIDF �è0É�í�s�Ó�î�Ý�_�P�K�Z��/œ�M�•�”�¡�©�Ù�å
�b�ô���� >&P.17-29>' .

�«�̧ �µ�É 4 "I���b3æ�™*…�r�S�c�w�™*…�b�¢�Ý�î�É�_�”�¡
�©�Ù�å�†6õ4��Ü�E�r�M��

���Ó�î�Ý  �Ï�Ü�©�î�b0¿���� >&P.10-6>'

�«�̧ �µ�É 5 >&�õ�–>'�Ó�µ�­�î�ª�b�è0É�b)��Ý�†�¸�«�º�K�r
�M��

�� SPF/SIDF )��Ý�b�¸�«�º�� >&P.17-32>'
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�«�¸�µ�É 5  =�Ð�b�Þ�Ë�Ý�†0¿���K�r�M>&�¹�Ç�›�Ý�º�c  SIDF �«�n>'���G�b�œ�É�©�Ù�å�†�Q#Ý�K�Z�
�Q#Ý�M�•  SPF �r
�S�c  SIDF �è0É�b0d�A�†�8�•�[�A�r�M�� SIDF  =�Ð�_�•�<�Z�
 SPF �\  SIDF �†)��s�œ�ƒ�O�S  SIDF �«�n
�†4E�¥�[�A�r�M��

>&�@>' CLI �?�}�c�I�}�_�¨�C�b0¿���†�Q#Ý�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� CLI �†�Q#Ý�K�S SPF �>�|�g  
SIDF �b�–�¿�î�È�Ý�ì�� >&P.17-23>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 SIDF �«�n�b =�Ð�Þ�Ë�Ý�†4E�¥�K�S���œ�
�Ó�µ�­�î�ª�_  Resent-Sender: �r�S�c  Resent-From: �Ê�µ�²�î
�@�Ñ�~�M�•���œ�_�
�è0É�[  PRA ID �b  Pass )��Ý�†  None �_�²�˜�å�¢�Þ�î�»�M�•�?�]�:�?�†0¿���K�r�M��
�G�b�œ�É�©�Ù�å�†�­�Ÿ�×�Ü�¸�•% $×�[4E�¥�[�A�r�M��

�«�¸�µ�É 7 SPF �b =�Ð�Þ�Ë�Ý�†4E�¥�K�S���œ�
 HELO ID �_�P�K�Z�¸�«�º�†��/œ�M�•�?�]�:�?�†0¿���K�r�M���G�b
�œ�É�©�Ù�å�†�Q#Ý�K�Z�
 HELO �³�™�µ�¡�†�¹�•�­�î�È�Ý�_�M�•�G�\�_�|�W�Z�
�Ã�Ç�›�î�Ð�å�«�@�¥�V
�M�•�G�\�@�6�~�r�M���G�€�c�
 spf-passed  �Ç�•�Ý�±  �Ý�î�Ý�[�
 PRA �r�S�c  MAIL FROM ID �@�q�6�_
�³�™�µ�¡�I�€�•�S�u�
�}�<�^���œ�@�6�~�r�M���”�É�Û�–�”�å�«�c  SPF  =�Ð�Þ�Ë�Ý�_�P�K�Z�b�s  HELO 
�³�™�µ�¡�†��/œ�K�r�M��

CLI �†�Q#Ý�K�S  SPF �>�|�g  SIDF �b�–�¿�î�È�Ý�ì

AsyncOS CLI �[�c�›  SPF/SIDF  =�Ð�Þ�Ë�Ý�b�|�~0ò(ý�^�D�š0¿���†�§�Ï�î�º�K�Z�8�r�M���Ü�«�¼�î�b
�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º�b0¿���†�M�•���œ�
�Ü�«�¼�î�b  SPF/SIDF  =�Ð�Þ�Ë�Ý�\�
�”�É
�Û�–�”�å�«�@  SPF/SIDF �è0É)��Ý�_�ö�Y�8�Z��/œ�M�•  SMTP �”�¡�©�Ù�å>& ACCEPT �r�S�c  REJECT>'
�†4E�¥�[�A�r�M���”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�†�Ä�°�M�•���œ�_3æ�™�M�•  SMTP �Â'Å�†��*O�M�•�G�\
�v�[�A�r�M��

 =�Ð�Þ�Ë�Ý�_�Â�L�Z�
�”�É�Û�–�”�å�«�c  HELO ID�
 MAIL FROM ID �
�r�S�c  PRA ID �_�P�K�Z�³�™�µ
�¡�†��/œ�K�r�M���”�É�Û�–�”�å�«�@�
���b�›  ID �³�™�µ�¡�b�›  SPF/SIDF �è0É)��Ý�_�P�K�
�­�µ�©�Ù�å
�†)F/œ�M�•>&ACCEPT>'�?�
�­�µ�©�Ù�å�†)
�¢�M�•>& REJECT>'�?�†�æ���[�A�r�M��

/² 17-3 SPF/SIDF  =�Ð�Þ�Ë�Ý

 =�Ð�Þ�Ë�Ý 1��Â

SPF SPF/SIDF �è0É�c  RFC4408 �_�‘�W�Z�·�8�K�r�M��

- PRA>&Purported Responsible Address>' ID �è0É�c/œ�ƒ�€�r�O�‡��

�@>8HELO ID �_�P�K�Z�¸�«�º�M�•�_�c�
�G�b =�Ð�œ�É�©�Ù�å�†4E�¥�K
�r�M��

SIDF SPF/SIDF �è0É�c  RFC4406 �_�‘�W�Z�·�8�K�r�M��

- PRA ID �c0d�A�l�b�ö
² =�Ð�_�|�W�Z�8�•�I�€�r�M��

- SPF v1.0 �Þ�¥�î�»�c  spf2.0/mfrom,pra �\�K�Z�…�ƒ�€�r�M��

- �Ñ�~�K�^�8�»�Ó�–�å�x�g�'�@1��W�S  ID �_�X�8�Z�c�
 Fail �b�8���@3É
�I�€�r�M��

SIDF �«�n>&SIDF 
Compatible>'

SPF/SIDF �è0É�c�
���b4*�8�† 7V�A�
 RFC4406 �_�‘�W�Z�·�8�K�r�M��

- SPF v1.0 �Þ�¥�î�»�c  spf2.0/mfrom �\�K�Z�…�ƒ�€�r�M��

- �Ñ�~�K�^�8�»�Ó�–�å�x�g�'�@1��W�S  ID �_�X�8�Z�c�
 None �b�8���@
3É�I�€�r�M��

�@>8�G�b =�Ð�œ�É�©�Ù�å�c�
 OpenSPF �¥�Ñ�×�½�¸�•
>&www.openspf.org>'�b0[�Ó�_�Â�L�Z�_
°�I�€�r�K�S��
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• [None]�� �_���b�Y2Š�b�S�u�
�è0É�†��/œ�[�A�r�O�‡��

• [Neutral] ��  �»�Ó�–�å�d�w*…�c�
�¡�Û�–�”�å�º�_�æ���I�€�S  ID �†�Q#Ý�M�•�’7H�@�6�•�?�]�:�?�†�”
�§�î�º�K�r�O�‡��

• [SoftFail] �� �»�Ó�–�å�d�w*…�c�
�Í�«�º�@�æ���I�€�S  ID �†�Q#Ý�M�•�’7H�@�^�8�\�î�:�@�
�•0•�†4J
�E�S�8�\*ƒ�<�Z�8�r�M��

• [Fail] �� �¡�Û�–�”�å�º�c�
�æ���I�€�S  ID �[�Ó�î�Ý�†3æ�™�M�•�’7H�@�6�~�r�O�‡��

• [TempError] �� �è0É�p�_�M�ì$×�^�š�Û�î�@$Î#Õ�K�r�K�S��

• [Permerror] �� �è0É�p�_�Ì)F$×�^�š�Û�î�@$Î#Õ�K�r�K�S��

�”�É�Û�–�”�å�«�c�
�Ó�µ�­�î�ª�_  Resent-Sender: �r�S�c  Resent-From: �Ê�µ�²�î�@�Ñ�~�M�•���œ�_�

PRA ID �b  Pass )��Ý�†  None �_�²�˜�å�¢�Þ�î�»�M�•�|�:�_  SIDF �«�n =�Ð�Þ�Ë�Ý�†0¿���K�Z�8�^�87H
�~�
 Pass )��Ý�b�Ó�µ�­�î�ª�†�w�E
°�€�r�M���”�É�Û�–�”�å�«�c  PRA �³�™�µ�¡�[  None �@3É�I�€�S���œ
�_�æ���I�€�S  SMTP �”�¡�©�Ù�å�†��/œ�K�r�M��

ID �³�™�µ�¡�_�P�K�Z  SMTP �”�¡�©�Ù�å�†��*O�K�Z�8�^�8���œ�
�”�É�Û�–�”�å�«�c  Fail �†�µ�t�M�m�Z�b
�è0É)��Ý�†+¬�·$×�_�w�E
°�€�r�M��

�–�¿�î�È�Ý�_�I�€�S�8�N�€�?�b  ID �³�™�µ�¡�b  ID �è0É)��Ý�@ REJECT �”�¡�©�Ù�å�_�M+´�M�•���œ�
�”
�É�Û�–�”�å�«�c�­�µ�©�Ù�å�†)
�¢�K�r�M���S�\�<�d�
'ö#.*…�c�
�M�m�Z�b  HELO ID �³�™�µ�¡)��Ý�_�ö
�Y�8�Z�Ó�µ�­�î�ª�†�w�E
°�€�•�|�:�_�Ü�«�¼�î�†0¿���K�r�M�@�
 MAIL FROM ID �³�™�µ�¡�?�}�b  Fail 
)��Ý�_�P�K�Z�c�Ó�µ�­�î�ª�†�Ä�°�M�•�|�:�_�Ü�«�¼�î�†0¿���M�•�\�K�r�M���Ó�µ�­�î�ª�@  HELO ID 
�³�™�µ�¡�_�»�K�K�Z�v�
�”�É�Û�–�”�å�«�c�Q�b)��Ý�†�w�E
°�€�•�S�u�
�­�µ�©�Ù�å�@)F/œ�K�r�M����
�_�
�Ó�µ�­�î�ª�@  MAIL FROM ID �³�™�µ�¡�[�»�K�K�S���œ�
�Ü�«�¼�î�c�­�µ�©�Ù�å�†)
�¢�K�

REJECT �”�¡�©�Ù�å�b  STMP �Â'Å�†3É�K�r�M��

SMTP �Â'Å�c�
�”�É�Û�–�”�å�«�@  SPF/SIDF �è0É)��Ý�_�ö�Y�8�Z�Ó�µ�­�î�ª�†�Ä�°�M�•���œ�_3É�M�¥�î
�»$��•�\�Ó�µ�­�î�ª�[�M�� TempError )��Ý�c�
�Ú�b�è0É)��Ý�\$��^�•  SMTP �Â'Å�†3É�K�r�M��
TempError �b���œ�
�¹�Ç�›�Ý�º�b�Â'Å�¥�î�»�c  451  �[�
�¹�Ç�›�Ý�º�b�Ó�µ�­�î�ª  �¸�Ÿ�«�º�c�� #4.4.3 

Temporary error occurred during SPF verification ���[�M���Ú�b�M�m�Z�b�è0É)��Ý�b���œ�b�¹�Ç�›
�Ý�º�b�Â'Å�¥�î�»�c  550  �[�
�¹�Ç�›�Ý�º�b�Ó�µ�­�î�ª  �¸�Ÿ�«�º�c�� #5.7.1 SPF unauthorized mail 

is prohibited ���[�M�� TempError �x�Ú�b�è0É)��Ý�_"‚+¬�b�Â'Å�¥�î�»�\�Ó�µ�­�î�ª  �¸�Ÿ�«�º�†�æ���[
�A�r�M��

�õ�–�[�
 Neutral�
 SoftFail�
�r�S�c  Fail �è0É)��Ý�_�P�K�Z  REJECT �”�¡�©�Ù�å�@��/œ�I�€�S���œ�_�

SPF �Ã�È�Ü�µ�©�Õ  �»�Ó�–�å�?�}�
�§�î�»�Ã�î�¸�•�b�Â'Å�†3É�M�|�:�_�
�”�É�Û�–�”�å�«�†0¿���M�•�G
�\�@�[�A�r�M���¹�Ç�›�Ý�º�[�
�”�É�Û�–�”�å�«�c���b�Â'Å�†3É�K�r�M��

�G�€�}�b  SPF/SIDF 0¿���†�–�¿�î�È�Ý�_�M�•�_�c�
 listenerconfig -> edit  �§�È�¥�Ð�å�»�†�Q#Ý�K�

�Ü�«�¼�î�†4E�¥�K�r�M�����_�
 hostaccess -> default  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
�Í�«�º  �”�¡�­�«  
�¸�î�È�Ý�b�¹�Ç�›�Ý�º�b0¿���†)…7Ÿ�K�r�M�����b�É�ß�å�É�º�_  yes  �\'Å�<�Z�
 SPF �D�š�†0¿���K�r�M��

    550-#5.7.1 SPF unauthorized mail is prohibited.

    550-The domain example.com explains:

    550 <Response text from SPF domain publisher>

Would you like to change SPF/SIDF settings?  [N]> yes

Would you like to perform SPF/SIDF Verification?  [Y]> yes
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�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�[�c�
���b  SPF �D�š0¿���†�Q#Ý�[�A�r�M��

���_�
�Ø�î�¨�@  SPF Only  =�Ð�Þ�Ë�Ý�†�Q#Ý�K�Z�
 SPF/SIDF �è0É�†0¿���M�•�[�†&g�K�r�M���”�É�Û�–
�”�å�«�c  HELO ID �³�™�µ�¡�†��/œ�K�
 None �>�|�g  Neutral �è0É)��Ý�†�w�E
°�€�
�Q�b�Ú�b)��Ý�†�Ä
�°�K�r�M�� SMTP �”�¡�©�Ù�å�b  CLI �É�ß�å�É�º�c�M�m�Z�b  ID �±�–�É�[� �L�[�M���Ø�î�¨�c  MAIL 
FROM ID �b  SMTP �”�¡�©�Ù�å�†��*O�K�r�O�‡���”�É�Û�–�”�å�«�c�
�Q�b  ID �b�M�m�Z�b�è0É)��Ý�†+¬
�·$×�_�w�E
°�€�r�M���”�É�Û�–�”�å�«�c�M�m�Z�b  REJECT )��Ý�_�P�K�Z�
�¹�Ç�›�Ý�º�b�Ä�°�¥�î�»�\
�¸�Ÿ�«�º�†�Q#Ý�K�r�M��

/² 17-4 CLI �†�Q#Ý�K�S SPF �D�š0¿��

 =�Ð�Þ�Ë�Ý �Q#Ý�•+��^  SPF �D�š0¿��

SPF �b�s>& SPF Only>' • HELO ID �³�™�µ�¡�†��/œ�M�•�?�]�:�?

• ���b  ID �³�™�µ�¡�b)��Ý�_�ö�Y�8�Z��/œ�I�€�•  SMTP 
�”�¡�©�Ù�å

– HELO ID>&�–�¿�î�È�Ý�b���œ>'

– MAIL FROM ID

• REJECT �”�¡�©�Ù�å�_�P�K�Z3É�I�€�•  SMTP �Â'Å�¥�î
�»�\�¸�Ÿ�«�º

• &Ê�"�)�b�è0É�±�–�Ò�”�˜�º

SIDF �«�n>&SIDF Compatible>' • HELO ID �³�™�µ�¡�†��/œ�M�•�?�]�:�?

• �Ó�µ�­�î�ª�_  Resent-Sender: �r�S�c  Resent-From: �Ê�µ
�²�î�@�Ñ�~�M�•���œ�_�
�è0É�[  PRA ID �b  Pass )��Ý�†  
None �_�²�˜�å�¢�Þ�î�»�M�•�?�]�:�?

• ���b  ID �³�™�µ�¡�b)��Ý�_�ö�Y�8�Z��/œ�I�€�•  SMTP 
�”�¡�©�Ù�å

– HELO ID>&�–�¿�î�È�Ý�b���œ>'

– MAIL FROM ID

– PRA Identity

• REJECT �”�¡�©�Ù�å�_�P�K�Z3É�I�€�•  SMTP �Â'Å�¥�î
�»�\�¸�Ÿ�«�º

• &Ê�"�)�b�è0É�±�–�Ò�”�˜�º

SIDF �]�A>& SIDF Strict>' • ���b  ID �³�™�µ�¡�b)��Ý�_�ö�Y�8�Z��/œ�I�€�•  SMTP 
�”�¡�©�Ù�å

– MAIL FROM ID

– PRA Identity

• SPF REJECT �”�¡�©�Ù�å�b���œ�_3É�I�€�•  SMTP �Â'Å
�¥�î�»�\�¸�Ÿ�«�º

• &Ê�"�)�b�è0É�±�–�Ò�”�˜�º

Would you like to change SPF/SIDF settings?  [N]> yes

Would you like to perform SPF/SIDF Verification?  [N]> yes
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What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

[2]> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF verification? [N]> y

Would you like to change SMTP actions taken for the HELO identity? [N]> y

What SMTP action should be taken if HELO check returns None?

1. Accept

2. Reject

[1]> 1

What SMTP action should be taken if HELO check returns Neutral?

1. Accept

2. Reject

[1]> 1

What SMTP action should be taken if HELO check returns SoftFail?

1. Accept

2. Reject

[1]> 2

What SMTP action should be taken if HELO check returns Fail?
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���_�
�Ü�«�¼�î�b�¹�Ç�›�Ý�º�b�Ï�Ü�©�î  �Ã�Û�Ó�î�±�_  SPF/SIDF 0¿���@�]�b�|�:�_/²&g�I�€�•�?�†&g
�K�r�M��

1. Accept

2. Reject

[1]> 2

What SMTP action should be taken if HELO check returns TempError?

1. Accept

2. Reject

[1]> 2

What SMTP action should be taken if HELO check returns PermError?

1. Accept

2. Reject

[1]> 2

Would you like to change SMTP actions taken for the MAIL FROM identity? [N]> n

Would you like to change SMTP response settings for the REJECT action? [N]> n

Verification timeout (seconds)

[40]>

SPF/SIDF Verification Enabled: Yes

  Conformance Level: SPF only

  Do HELO test: Yes

  SMTP actions:

    For HELO Identity:

      None, Neutral: Accept
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listenerconfig  �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco AsyncOS CLI Reference Guide���†�g!·�K�Z�C�T
�I�8��

Received-SPF �Ê�µ�²�î

AsyncOS �[  SPF/SIDF �è0É�†0¿���M�•�\�
7Á�Ê�Ó�î�Ý�_  SPF/SIDF �è0É�Ê�µ�²�î>& Received-SPF >'�@
4Ä*(�I�€�r�M���I�}�_�
 Received-SPF �Ê�µ�²�î�_�c�
���b�_���@�µ�r�€�r�M��

• �è0É)��Ý >8SPF �è0É)��Ý>&���è0É)��Ý�� >&P.17-29>' �†�g!·�K�Z�C�T�I�8>' ��

• ID>8SPF �è0É�[�³�™�µ�¡�I�€�S  ID>8HELO�
 MAIL FROM�
 PRA��

• �Þ�©�î�Â >8�è0É�M�•�Í�«�º�¡>&�³�™�µ�¡�†��/œ�M�•>' ��

• �¡�Û�–�”�å�º  IP �”�»�Þ�« >8SMTP �¡�Û�–�”�å�º�b  IP �”�»�Þ�«��

• ENVELOPE FROM >8�š�å�Ë�ß�î�É3æ�™*…�Ó�î�Ý�Î�µ�¡�«�� >&MAIL FROM ID �c'5�_�M�•�G�\�@
�[�A�^�8�S�u�
�G�€�c�
 MAIL FROM ID �\$��^�•�G�\�@�6�~�r�M>' ��

• x-sender>8HELO�
 MAIL FROM�
�r�S�c  PRA ID �b�Í��

• x-conformance>8 =�Ð�b�Þ�Ë�Ý>&��/² 17-3SPF/SIDF  =�Ð�Þ�Ë�Ý�� >&P.17-23>' �†�g!·>'�\  PRA 
�³�™�µ�¡�b�²�˜�å�¢�Þ�î�»�@��/œ�I�€�S�?�]�:�?��

���b�[�_�
 SPF/SIDF �³�™�µ�¡�_�œ�A�K�S�Ó�µ�­�î�ª�_3ã�•�I�€�•�Ê�µ�²�î�†&g�K�r�M��

>&�@>' spf-status  �>�|�g  spf-passed  �Ç�•�Ý�±  �Ý�î�Ý�[�c�
 received-SPF �Ê�µ�²�î�†�Q#Ý�K�Z�
 SPF/SIDF 
�è0É�b"g�Â�@�8�•�I�€�r�M��

      SoftFail, Fail, TempError, PermError: Reject

    For MAIL FROM Identity: Accept

  SMTP Response Settings:

    Reject code: 550

    Reject text: #5.7.1 SPF unauthorized mail is prohibited.

    Get reject response text from publisher: Yes

    Defer code: 451

    Defer text: #4.4.3 Temporary error occurred during SPF verification.

  Verification timeout: 40

Received-SPF: Pass identity=pra; receiver=box.example.com;

    client-ip=1.2.3.4; envelope-from="alice@fooo.com";

    x-sender="alice@company.com"; x-conformance=sidf_compatible
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  SPF/SIDF �è0É�í�s�Ó�î�Ý�_�P�K�Z��/œ�M�•�”�¡�©�Ù�å�b�ô��
SPF/SIDF �è0É�í�s�Ó�î�Ý�_�P�K�Z��/œ�M�•�”�¡�©�Ù�å�b�ô
��

SPF/SIDF �è0É�I�€�S�Ó�î�Ý�†�w�™�M�•���œ�
 SPF/SIDF �è0É�b)��Ý�_�|�W�Z$��^�•�”�¡�©�Ù�å�†��/œ
�M�•�G�\�@�²0[�_�^�•���œ�@�6�~�r�M�����b�Ó�µ�­�î�ª�>�|�g�¥�å�¸�å�¶  �Ç�•�Ý�±  �Ý�î�Ý�†�Q#Ý�K�Z�

SPF/SIDF �è0É�í�s�Ó�î�Ý�b"g�Â�†�8�•�K�
�è0É)��Ý�_�ö�Y�8�Z�Ó�µ�­�î�ª�l�b�”�¡�©�Ù�å�†��/œ�[�A
�r�M��

• spf-status ���G�b�Ç�•�Ý�±  �Ý�î�Ý�c  SPF/SIDF "g�Â�_�ö�Y�8�Z�”�¡�©�Ù�å�†�ô���K�r�M���w� �^  
SPF/SIDF �`�~�Í�H�\�_$��^�•�”�¡�©�Ù�å�†
°�Š�[�A�r�M��

• spf-passed ���G�b�Ç�•�Ý�±  �Ý�î�Ý�c  SPF/SIDF )��Ý�†�È�î�Ý�Í�\�K�Z�M+á�ì�K�r�M��

>&�@>' spf-passed  �Ç�•�Ý�±  �Ý�î�Ý�c�Ó�µ�­�î�ª  �Ç�•�Ý�±�[�b�s�Q#Ý�[�A�r�M��

�|�~0ò(ý�^)��Ý�_�P���M�•�²0[�@�6�•���œ�c�
 spf-status  �Ý�î�Ý�†�Q#Ý�K�
(F�"�^�È�î�Ý�Í�†�8�B�M
�•�²0[�@�6�•���œ�c  spf-passed  �Ý�î�Ý�†�Q#Ý�[�A�r�M��

�è0É)��Ý

spf-status  �Ç�•�Ý�±  �Ý�î�Ý�†�Q#Ý�M�•���œ�
���b�S�e�†�Q#Ý�K�Z�
 SPF/SIDF �è0É)��Ý�_�P�K�Z
�³�™�µ�¡�[�A�r�M��

1 �X�b�²�ó�[0
�X�b"g�Â�8���_�P�K�Z�³�™�µ�¡�M�•���œ�
���b�S�e�†�Q#Ý�[�A�r�M��

�I�}�_�
���b�S�e�†�Q#Ý�K�Z�
 HELO�
 MAIL FROM�
 PRA ID �_�P�K�Z�è0É)��Ý�†�³�™�µ�¡�M�•�G�\
�v�[�A�r�M��

>&�@>' spf-status  �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�c�
 HELO�
 MAIL FROM�
 PRA ID �_�P�K�Z)��Ý�†�³�™�µ�¡
�M�•���œ�_�b�s�Q#Ý�[�A�r�M�� spf-status  �¥�å�¸�å�¶  �Ç�•�Ý�±  �Ý�î�Ý�c�
 ID �_�P�K�Z�³�™�µ�¡�M�•
���œ�_�Q#Ý�[�A�r�O�‡��

���b�8�N�€�?�b�è0É)��Ý�†�w�E�v�•�•+��ö�@�6�~�r�M��

• None>8�_���b�Y2Š�b�S�u�
�è0É�†��/œ�[�A�r�O�‡��

• Pass>8�¡�Û�–�”�å�º�c�
�æ���I�€�S  ID �[�Ó�î�Ý�†3æ�™�M�•�’7H�@�6�~�r�O�‡��

• Neutral>8�»�Ó�–�å�d�w*…�c�
�¡�Û�–�”�å�º�_�æ���I�€�S  ID �†�Q#Ý�M�•�’7H�@�6�•�?�]�:�?�†�”
�§�î�º�K�r�O�‡��

• SoftFail>8�»�Ó�–�å�d�w*…�c�
�æ���I�€�S  ID �†�Q#Ý�M�•�’7H�@�Í�«�º�_�^�8�\�î�:�@�
�•0•�†4J
�E�S�8�\*ƒ�<�Z�8�r�M��

if (spf-status == "Pass")

if (spf-status == "PermError, TempError")

if (spf-status("pra") == "Fail")
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• Fail>8�¡�Û�–�”�å�º�c�
�æ���I�€�S  ID �[�Ó�î�Ý�†3æ�™�M�•�’7H�@�6�~�r�O�‡��

• TempError>8�è0É�p�_�M�ì$×�^�š�Û�î�@$Î#Õ�K�r�K�S��

• PermError>8�è0É�p�_�Ì)F$×�^�š�Û�î�@$Î#Õ�K�r�K�S��

CLI �[�b  spf-status �Ç�•�Ý�±  �Ý�î�Ý�b�Q#Ý

���b�[�_�
 spf-status  �Ó�µ�­�î�ª  �Ç�•�Ý�±�b�Q#Ý�[�†&g�K�r�M��

skip-spam-check-for-verified-senders:

     if (sendergroup == "TRUSTED" and spf-status == "Pass"){

         skip-spamcheck();

     }

quarantine-spf-failed-mail:

     if (spf-status("pra") == "Fail") {

         if (spf-status("mailfrom") == "Fail"){

             # completely malicious mail

             quarantine("Policy");

         } else {

           if(spf-status("mailfrom") == "SoftFail") {

             # malicious mail, but tempting

             quarantine("Policy");

           }

         }

     } else {

       if(spf-status("pra") == "SoftFail"){

         if (spf-status("mailfrom") == "Fail"

                 or spf-status("mailfrom") == "SoftFail"){

             # malicious mail, but tempting

             quarantine("Policy");

         }
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GUI �[�b  spf-status �¥�å�¸�å�¶  �Ç�•�Ý�±  �Ý�î�Ý

GUI �[�¥�å�¸�å�¶  �Ç�•�Ý�±�?�}  spf-status  �Ý�î�Ý�†�–�¿�î�È�Ý�_�M�•�G�\�v�[�A�r�M���S�T�K�

spf-status �¥�å�¸�å�¶  �Ç�•�Ý�±  �Ý�î�Ý�†�Q#Ý�K�S���œ�
 HELO�
 MAIL FROM�
 PRA ID �_�P�K�Z)�
�Ý�†�³�™�µ�¡�[�A�r�O�‡��

GUI �?�}  spf-status  �¥�å�¸�å�¶  �Ç�•�Ý�±  �Ý�î�Ý�†3ã�•�M�•�_�c�
 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>'
] > [ �w�™�¥�å�¸�å�¶  �Ç�•�Ý�±>& Incoming Content Filters>' ] �†�¡�Ü�µ�¡�K�r�M�����_  [ �²�ó�†3ã�•

>&Add Condition>' ] �²�–�”�ß�¢�Î�µ�¡�«�?�}�
 [SPF �è0É>&SPF Verification>' ] �Ç�•�Ý�±  �Ý�î�Ý�†3ã�•
�K�r�M���²�ó�_�
 1 �X�è�V�b�è0É)��Ý�†�æ���K�r�M��

SPF �è0É�²�ó�†3ã�•�K�S�}�
 SPF "g�Â�_�ö�Y�8�Z��/œ�M�•�”�¡�©�Ù�å�†�æ���K�r�M���S�\�<�d�
 SPF 
"g�Â�@ SoftFail �b���œ�
�Ó�µ�­�î�ª�†7x7³�K�r�M��

spf-passed �Ç�•�Ý�±  �Ý�î�Ý�b�Q#Ý

spf-passed  �Ý�î�Ý�c  SPF �è0É�b)��Ý�†�È�î�Ý�Í�\�K�Z/²&g�K�r�M�����b�[�_�
 spf-passed �\�Ð�î�¡�I
�€�Z�8�^�87Á�Ê�Ó�î�Ý�†7x7³�M�•�S�u�_�Q#Ý�M�•  spf-passed  �Ý�î�Ý�†&g�K�r�M��

       }

     }

stamp-mail-with-spf-verification-error:

     if (spf-status("pra") == "PermError, TempError"

             or spf-status("mailfrom") == "PermError, TempError"

             or spf-status("helo") == "PermError, TempError"){

         # permanent error - stamp message subject

         strip-header("Subject");

         insert-header("Subject", "[POTENTIAL PHISHING] $Subject"); }

.

quarantine-spf-unauthorized-mail:

    if (not spf-passed) {

        quarantine("Policy");

    }
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  SPF/SIDF )��Ý�b�¸�«�º
>&�@>' spf-status  �Ý�î�Ý�\$��^�~  spf-passed  �Ý�î�Ý�c  SPF/SIDF �è0É�Í�†(F�"�^�È�î�Ý�Í�_�"(ç�ì�K�r�M��
���b�è0É)��Ý�c�
 spf-passed  �Ý�î�Ý�_�œ�A�K�Z�8�^�8�v�b�\�K�Z�…�ƒ�€�r�M�� None�
 Neutral�

Softfail�
 TempError�
 PermError�
 Fail���|�~0ò(ý�^)��Ý�_�ö�Y�8�Z�
�Ó�µ�­�î�ª�l�b�”�¡�©�Ù�å�†��
/œ�M�•�_�c�
 spf-status  �Ý�î�Ý�†�Q#Ý�K�r�M��

SPF/SIDF )��Ý�b�¸�«�º
)�)Ê�_�|�W�Z  SPF/SIDF �b��/æ�‰�2�@$��^�•�S�u�
 SPF/SIDF �è0É�b)��Ý�†�¸�«�º�K�
�G�€�}�b)��Ý�†
�Q#Ý�K�Z�
 SPF/SIDF �b�»�K�b��#.�‰�2�†�ô���K�r�M���¥�å�¸�å�¶  �Ç�•�Ý�±�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�

Email Security Monitor - Content Filters �Þ�Ï�î�º�†)��s�œ�ƒ�O�Z�Q#Ý�K�
 SPF/SIDF �è0É�b)��Ý�†�¸�«
�º�K�r�M��

SPF/SIDF �è0É�b�k�Ñ�Ø�_�|�W�Z�
 SPF/SIDF )��Ý�†�¸�«�º�M�•0ò(ý�Þ�Ë�Ý�@�ô�r�~�r�M��

SPF/SIDF )��Ý�b�ö�•�b0ò(ý�Ø�b�¸�«�º

�w�™�Ó�î�Ý�b  SPF/SIDF �è0É)��Ý�b�ö�•0Û�o�ö =�†�v�“�M�•�S�u�
�¥�å�¸�å�¶  �Ç�•�Ý�±�\  [ �Ó�î�Ý  �­
�Ÿ�×�Ü�¸�•  �Ô�½�± - �¥�å�¸�å�¶  �Ç�•�Ý�±>& Email Security Monitor - Content Filters>' ] �Ì�î�ª�†�Q#Ý�[
�A�r�M���G�b�¸�«�º�[�c�
 SPF/SIDF �è0É)��Ý�b�±�–�É�H�\�_�w�™�I�€�S�Ó�µ�­�î�ª�X�@/²&g�I�€�r
�M��

�m8p 

�«�¸�µ�É 1 �w�™�Ü�«�¼�î�[�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b  SPF/SIDF �è0É�†�–�¿�î�È�Ý�_�K�
�¥�å�¸�å�¶  �Ç�•�Ý�±�†
�Q#Ý�K�Z�
��/œ�M�•�”�¡�©�Ù�å�†0¿���K�r�M�� SPF/SIDF �†�–�¿�î�È�Ý�_�M�•�‰�2�_�X�8�Z�c�
 �� SPF 
�\  SIDF �b�–�¿�î�È�Ý�ì�� >&P.17-22>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 SPF/SIDF �è0É�b�±�–�É�H�\�_  spf-status  �¥�å�¸�å�¶  �Ç�•�Ý�±�†�8�B�K�r�M���è�¡0d�N�†�Q#Ý�K�Z�

�è0É�b�±�–�É�†&g�K�r�M���S�\�<�d�
 SPF/SIDF �è0É�_�œ�A�K�S�Ó�µ�­�î�ª�_�c�� SPF-Passed���†�Q#Ý
�K�
�è0É�p�b�M�ì$×�š�Û�î�b�S�u�_�œ�A�K�^�?�W�S�Ó�µ�­�î�ª�_�c�
 �� SPF-TempErr���†�Q#Ý�K�r�M��
spf-status  �¥�å�¸�å�¶  �Ç�•�Ý�±�b�8�B�_�X�8�Z�c�
 �� GUI �[�b  spf-status �¥�å�¸�å�¶  �Ç�•�Ý�±  �Ý�î�Ý��

>&P.17-31>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 �¨�X�b  SPF/SIDF �è0É�í�s�Ó�µ�­�î�ª�b��#.�‹�
 [ �Ô�½�±>&Monitor>' ] > [ �¥�å�¸�å�¶  �Ç�•�Ý�±
>&Content Filters>' ] �†�¡�Ü�µ�¡�K�Z�
�›  SPF/SIDF �è0É�í�s�¥�å�¸�å�¶  �Ç�•�Ý�±�†�º�Ü�ž�î�K�S�Ó�µ
�­�î�ª�X�†&�1��K�r�M��

SPF/SIDF )��Ý�b9×�80ò(ý�Ø�b�¸�«�º

SPF/SIDF �è0É)��Ý�b�|�~�ß�Ó$×�^�_���†�“�•�_�c�
3æ�™*…�b"I���b�¢�Ý�î�É�b  SPF/SIDF �è0É�†�–
�¿�î�È�Ý�_�K�
�Q�€�}�b"I���b3æ�™*…�b)��Ý�†&�1��M�•�T�E�[�M�����_�
�Q�b"I���b�¢�Ý�î�É�b�Ó�î�Ý  
�Ï�Ü�©�î�†�8�B�K�
�Ó�î�Ý  �Ï�Ü�©�î�[  SPF/SIDF �è0É�†�–�¿�î�È�Ý�_�K�r�M�� �� SPF/SIDF )��Ý�b�ö�•
�b0ò(ý�Ø�b�¸�«�º�� >&P.17-32>' �[1��Â�M�•�|�:�_�
�¥�å�¸�å�¶  �Ç�•�Ý�±�†�8�B�K�
 Content Filters �Þ
�Ï�î�º�†&�1��K�r�M���è0É�@�w� �[�6�•�G�\�@�ƒ�?�W�S�}�
�G�b�æ���K�S3æ�™*…�b�¢�Ý�î�É�b7Á�Ê�Ó�î
�Ý�†�»�ß�µ�É�M�•�?�Â�˜�å�«�M�•�?�b�ô�•�b�ö =�\�K�Z�
 SPF/SIDF �è0É�†�Q#Ý�[�A�r�M��
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  SPF/SIDF )��Ý�b�¸�«�º
�m8p 

�«�¸�µ�É 1 SPF/SIDF �è0É�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�8�B�K�r�M���w�™�Ü�«�¼�î�[�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b  
SPF/SIDF �è0É�†�–�¿�î�È�Ý�_�K�r�M�� SPF/SIDF �†�–�¿�î�È�Ý�_�M�•�‰�2�_�X�8�Z�c�
 �� SPF �\  SIDF 
�b�–�¿�î�È�Ý�ì�� >&P.17-22>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 SPF/SIDF �è0É�b3æ�™*…�¢�Ý�î�É�†�8�B�K�
�è�¡0d�N�†�Q#Ý�K�Z�
 SPF/SIDF �è0É�†&g�K�r�M��3æ�™*…
�¢�Ý�î�É�b�8�B�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Configuration Guide���b

�� Configuring the Gateway to Receive Mail���b'v�†�g!·�K�Z�C�T�I�8��
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bcc_codenames:  

   if (dictionary-match ('secret_words')) 

       {

       bcc('administrator@example.com');

       }

quarantine_codenames:  

   if (dictionary-match ('secret_words')) 

       {

       quarantine('Policy');

       }

/² 18-2 �¹�•�¡�©�Ù�¼�Ü  �š�å�º�Ü�b�[

1��Â �[>8

�á�–�Ý�»�•�î�» *

�”�å�•�î �q�‹�[�Q#Ý�M�•���œ>8 foo$


›8Œ�[�Q#Ý�M�•���œ>8 ^ foo

7Á�Ê�Ó�î�Ý  �”�»�Þ�«
>&�Æ�Ü�œ�»�†�š�«�£�î�É�K�^�8�G
�\>'

foo@example.com , @example.com

example.com$ >&�q�‹�[�Q#Ý�M�•���œ>'
@example.*

�ó�¡ An email subject
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>&�@>' 8�  ASCII �e�Ð�†�µ�t�¸�Ÿ�«�º  �Ü�¯�î�«�c'ƒ�Ž�b  CLI �_�G�K�C/²&g�I�€�•���œ�\�I�€�^�8���œ�@�6�~�r
�M��8�  ASCII �e�Ð�†�µ�t�¸�Ÿ�«�º  �Ü�¯�î�«�†/²&g�>�|�g�š�f�M�•�_�c�
�¸�Ÿ�«�º  �Ü�¯�î�«�†�¸�Ÿ�«�º  
�Ç�“�–�Ý�_�š�¡�«�Ï�î�º�K�
�¸�Ÿ�«�º  �Ç�“�–�Ý�†)…7Ÿ�K�Z�
�‚�K�8�Ç�“�–�Ý�†
Ì�g�”�É�Û�–�”�å�«�_
�–�å�Ï�î�º�K�r�M��0ò(ý�_�X�8�Z�c�
 ���¸�Ÿ�«�º  �Ç�“�–�Ý�\�K�Z�¸�Ÿ�«�º  �Ü�¯�î�«�†�–�å�Ï�î�º�>�|�g
�š�¡�«�Ï�î�º�M�•�� >&P.18-8>' �†�g!·�K�Z�C�T�I�8��

�¸�Ÿ�«�º  �Ç�“�–�Ý�\�K�Z�¸�Ÿ�«�º  �Ü�¯�î�«�†�–�å�Ï�î�º�>�|�g�š�¡�«�Ï�î
�º�M�•

�”�É�Û�–�”�å�«�b  configuration �¹�•�Þ�¡�º�Ü�_�P�M�•�”�¡�­�«�’�†�â�W�Z�8�•�²0[�@�6�~�r�M���–�å
�Ï�î�º�M�•�¸�Ÿ�«�º  �Ç�“�–�Ý�c�
�”�É�Û�–�”�å�«�V�b  configuration �¹�•�Þ�¡�º�Ü�_�Ñ�~�M�•�²0[�@�6
�~�r�M���š�¡�«�Ï�î�º�I�€�S�¸�Ÿ�«�º  �Ç�“�–�Ý�c�
 configuration �¹�•�Þ�¡�º�Ü�_4Ä*(�I�€�r�M��

configuration �¹�•�Þ�¡�º�Ü�l�b�”�¡�­�«�b0ò(ý�_�X�8�Z�c�
 �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«��
�†�g!·�K�Z�C�T�I�8��

8�  ASCII �e�Ð�†�¸�Ÿ�«�º  �Ü�¯�î�«�_3ã�•�M�•�_�c�
�”�É�Û�–�”�å�«�è�¥�b���d�[�¸�Ÿ�«�º  �Ç�“�–�Ý�b
�¸�Ÿ�«�º  �Ü�¯�î�«�_�"1��†3ã�•�K�
�”�É�Û�–�”�å�«�V�_�Ç�“�–�Ý�†&ã�·�K�
�‚�K�8�¸�Ÿ�«�º  �Ü�¯�î�«
�\�K�Z�Ç�“�–�Ý�†�–�å�Ï�î�º�K�r�M���¸�Ÿ�«�º  �Ü�¯�î�«�b�–�å�Ï�î�º�b0ò(ý�_�X�8�Z�c�
 ���¸�Ÿ�«�º  �Ü
�¯�î�«�b�–�å�Ï�î�º�� >&P.18-10>' �†�g!·�K�Z�C�T�I�8���¸�Ÿ�«�º  �Ü�¯�î�«�b�š�¡�«�Ï�î�º�_�X�8�Z�c�


���¸�Ÿ�«�º  �Ü�¯�î�«�b�š�¡�«�Ï�î�º�� >&P.18-10>' �†�g!·�K�Z�C�T�I�8��
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'¨  18 'v       �¸�Ÿ�«�º  �Ü�¯�î�«
  �¸�Ÿ�«�º  �Ü�¯�î�«'ö#.�b�+0[
�¸�Ÿ�«�º  �Ü�¯�î�«'ö#.�b�+0[
GUI �r�S�c  CLI �†�Q#Ý�K�Z�¸�Ÿ�«�º  �Ü�¯�î�«�†'ö#.�[�A�r�M���G�b8o�[�c�
 GUI �_�X�8�Z1��Â�K�r
�M��

textconfig  �¥�Ð�å�»�†�Q#Ý�K�Z  CLI �?�}�¸�Ÿ�«�º  �Ü�¯�î�«�†'ö#.�K�r�M��

�¸�Ÿ�«�º  �Ü�¯�î�«'ö#.�_�c�
���b�±�«�¡�@�µ�r�€�r�M��

• 3ã�•

• )…7Ÿ�>�|�g�P7V

• �š�¡�«�Ï�î�º�>�|�g�–�å�Ï�î�º

• �M�m�Z�b�¸�Ÿ�«�º  �Ü�¯�î�«  �±�–�É�b�É�Þ�î�å  �¸�Ÿ�«�º  �Ó�µ�­�î�ª�b��*O

• �M4Š�b�¸�Ÿ�«�º  �Ü�¯�î�«  �±�–�É�b  HTML �Ë�î�«�b�Ó�µ�­�î�ª�b��*O

6õ4�8o% 

• �� HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�b�+0[�� >&P.18-11>' .

�¸�Ÿ�«�º  �Ü�¯�î�«�b3ã�•

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �¸�Ÿ�«�º  �Ü�¯�î�«�†3ã�•>& Add Text Resource>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �¡�S>& Name>' ] �Ç�•�î�Ý�»�_�¸�Ÿ�«�º  �Ü�¯�î�«�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 [ �±�–�É>&Type>' ] �Ç�•�î�Ý�»�?�}�¸�Ÿ�«�º  �Ü�¯�î�«�b�±�–�É�†4E�¥�K�r�M��

�«�¸�µ�É 5 [ �¸�Ÿ�«�º>& Text>' ] �r�S�c  [HTML �>�|�g�É�Þ�î�å  �¸�Ÿ�«�º>& HTML and Plain Text>' ] �b�]�U�}�?�b
�Ç�•�î�Ý�»�_�
�Ó�µ�­�î�ª  �¸�Ÿ�«�º�†
°�Š�K�r�M��

�¸�Ÿ�«�º  �Ü�¯�î�«�@�É�Þ�î�å  �¸�Ÿ�«�º  �Ó�µ�­�î�ª�b�s�†0Á�•�M�•���œ�c�
 [ �¸�Ÿ�«�º>& Text>' ] �Ç�•�î
�Ý�»�†�Q#Ý�K�r�M���¸�Ÿ�«�º  �Ü�¯�î�«�@  HTML �>�|�g�É�Þ�î�å  �¸�Ÿ�«�º  �Ó�µ�­�î�ª�b�g�‰�†0Á�•�M
�•���œ�c�
 [HTML �>�|�g�É�Þ�î�å  �¸�Ÿ�«�º>& HTML and Plain Text>' ] �Ç�•�î�Ý�»�†�Q#Ý�K�r�M��

�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��

6õ4�8o% 

• �� HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�b�+0[�� >&P.18-11>' .

�¸�Ÿ�«�º  �Ü�¯�î�«�b�P7V

�c�L�u�•�S�_

�¸�Ÿ�«�º  �Ü�¯�î�«�b�P7V�b�s8j�_�@�–�K�Z�C�T�I�8��

• �P7V�I�€�S�¸�Ÿ�«�º  �Ü�¯�î�«�†�g!·�K�Z�8�•�M�m�Z�b�Ó�µ�­�î�ª  �Ç�•�Ý�±�c�
!“� �\�K�Z�Ð�î�¡
�I�€�r�M��
18-9
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'¨  18 'v       �¸�Ÿ�«�º  �Ü�¯�î�«
  �¸�Ÿ�«�º  �Ü�¯�î�«'ö#.�b�+0[
• �P7V�I�€�S�¸�Ÿ�«�º  �Ü�¯�î�«�†�g!·�K�Z�8�•�M�m�Z�b�¥�å�¸�å�¶  �Ç�•�Ý�±�c�–�¿�î�È�Ý�b�r�r�_
�^�~�r�M�@�
�Ò�‹!“� �\�8�•�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �Ì�î�ª�_&ã�·�K�
�P7V�M
�•�¸�Ÿ�«�º  �Ü�¯�î�«�b  [ �P7V>&Delete>' ] �4�_�6�•�¦�Ñ'ý�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��&�1��Ó�µ�­�î�ª
�@/²&g�I�€�r�M��

�«�¸�µ�É 2 [ �P7V>&Delete>' ] �†�¡�Ü�µ�¡�K�Z�
�¸�Ÿ�«�º  �Ü�¯�î�«�†�P7V�K�r�M��

�«�¸�µ�É 3 �š�f
Æ���†&����K�r�M��

�¸�Ÿ�«�º  �Ü�¯�î�«�b�–�å�Ï�î�º

�c�L�u�•�S�_

�–�å�Ï�î�º�M�•�Ç�“�–�Ý�@�
�”�É�Û�–�”�å�«�b  configuration �¹�•�Þ�¡�º�Ü�_�Ñ�~�M�•�G�\�†&�1��K�r
�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �Ì�î�ª�_&ã�·�K�
 [ �¸�Ÿ
�«�º  �Ü�¯�î�«�b�–�å�Ï�î�º>& Import Text Resource>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �–�å�Ï�î�º�M�•�Ç�“�–�Ý�†4E�¥�K�r�M��

�«�¸�µ�É 3 �š�å�¥�î�»�‰�'�†�æ���K�r�M��

�«�¸�µ�É 4 [ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 5 �¡�S�†4E�¥�K�
�¸�Ÿ�«�º  �Ü�¯�î�«  �±�–�É�†)…7Ÿ�>�|�g4E�¥�K�r�M��

�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�¸�Ÿ�«�º  �Ü�¯�î�«�b�š�¡�«�Ï�î�º

�c�L�u�•�S�_

�¸�Ÿ�«�º  �Ü�¯�î�«�†�š�¡�«�Ï�î�º�M�•���œ�c�
�¸�Ÿ�«�º  �Ç�“�–�Ý�@�”�É�Û�–�”�å�«�b  configuration 
�¹�•�Þ�¡�º�Ü�_�8�B�I�€�•�G�\�_�@�–�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �Ì�î�ª�_&ã�·�K�
 [ �¸�Ÿ
�«�º  �Ü�¯�î�«�b�š�¡�«�Ï�î�º>& Export Text Resource>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �š�¡�«�Ï�î�º�M�•�¸�Ÿ�«�º  �Ü�¯�î�«�†4E�¥�K�r�M��

�«�¸�µ�É 3 �¸�Ÿ�«�º  �Ü�¯�î�«�b�Ç�“�–�Ý�¡�†
°�Š�K�r�M��

�«�¸�µ�É 4 �¸�Ÿ�«�º  �Ç�“�–�Ý�b�š�å�¥�î�»�‰�'�†4E�¥�K�r�M��
18-10
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'¨  18 'v       �¸�Ÿ�«�º  �Ü�¯�î�«
  �¸�Ÿ�«�º  �Ü�¯�î�«'ö#.�b�+0[
�«�¸�µ�É 5 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�Z�¸�Ÿ�«�º  �Ü�¯�î�«�†�µ�t�¸�Ÿ�«�º  �Ç�“�–�Ý�†  configuration �¹�•�Þ
�¡�º�Ü�_�8�B�K�r�M��

 HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�b�+0[


 2��¦8o�^�]�b�M4Š�b�¸�Ÿ�«�º  �Ü�¯�î�«�c�
 HTML �Ë�î�«�b�Ó�µ�­�î�ª�>�|�g�É�Þ�î�å  �¸�Ÿ�«�º  �Ó�µ
�­�î�ª�b�g�‰�†�Q#Ý�K�Z�8�B�[�A�r�M�� HTML �Ë�î�«�b�Ó�µ�­�î�ª�\�É�Þ�î�å  �¸�Ÿ�«�º  �Ó�µ�­�î�ª�b
�g�‰�†�µ�t�¸�Ÿ�«�º  �Ü�¯�î�«�@7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�_4:#Ý�I�€�S���œ�
 HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü
�¯�î�«  �Ó�µ�­�î�ª�c7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b�¸�Ÿ�«�º�r�S�c  HTML 4Š�(�_4:#Ý�I�€�
�É�Þ�î�å  �¸�Ÿ
�«�º  �Ó�µ�­�î�ª�c7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b�¸�Ÿ�«�º�r�S�c�É�Þ�î�å4Š�(�_4:#Ý�I�€�r�M��

HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�†3ã�•�r�S�c)…7Ÿ�M�•���œ�
 GUI �_�c�
 HTML �¥�î�»�†�m�·�[0°3Ù
�O�N�_�Ü�µ�³  �¸�Ÿ�«�º�b
°�Š�†�•+��_�M�•�Ü�µ�³  �¸�Ÿ�«�º)…7Ÿ�@�µ�r�€�r�M��

HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�†3ã�•�>�|�g)…7Ÿ�M�•���œ�c�
���b!l�_$��–�K�Z�C�T�I�8��

• HTML �Â�î�ª�Ù�å�_�ö�Y�8�Z�
�Ó�µ�­�î�ª�b�É�Þ�î�å  �¸�Ÿ�«�º  �Â�î�ª�Ù�å�†+¬�·$×�_#Õ�B�M�•�|
�:4E�¥�[�A�r�M���r�S�c�
�É�Þ�î�å  �¸�Ÿ�«�º  �Â�î�ª�Ù�å�†�¶�9�_��*O�[�A�r�M��

• [ �¥�î�»  �Å�×�î>& Code View>' ] �Î�±�å�†�¡�Ü�µ�¡�M�•�G�\�_�|�~�
�Ü�µ�³  �¸�Ÿ�«�º  �š�¹�•�±�\  
HTML �¥�î�»6ë�†�)�~�p�<�•�G�\�@�[�A�r�M��

• �Ü�µ�³  �¸�Ÿ�«�º  �š�¹�•�±�[�§�Ï�î�º�I�€�^�8  HTML �¥�î�»�†  GUI �[
°�Š�M�•�_�c�
�¥�î�»  
�Å�×�î�_�)�~�p�<�
 HTML �¥�î�»�†�m�·�[
°�Š�K�r�M���S�\�<�d�
�G�€�c�
 <img src>  HTML �±
�¢�†�Q#Ý�K�Z�¥4Š�§�î�Â�_�6�•�–�Ó�î�ª  �Ç�“�–�Ý�l�b�g!·�†��
°�M�•���œ�_/œ�8�r�M��

HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�b�–�å�Ï�î�º�>�|�g�š�¡�«�Ï�î�º

HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�†�¸�Ÿ�«�º  �Ç�“�–�Ý�_�š�¡�«�Ï�î�º�K�S�~�
 �¸�Ÿ�«�º  �Ç�“�–�Ý�?�}  
HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�†�–�å�Ï�î�º�K�S�~�[�A�r�M�� HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�†
�Ç�“�–�Ý�_�š�¡�«�Ï�î�º�M�•���œ�
�Ç�“�–�Ý�_�c�¸�Ÿ�«�º  �Ü�¯�î�«�b�›�Â�î�ª�Ù�å�_�P�M�•���b�­�¡
�©�Ù�å�@�µ�r�€�r�M��

• [html_version]  

• [text_version]  

�G�€�}�b�­�¡�©�Ù�å�b8p�Î�c5�0[�[�c�6�~�r�O�‡��

�S�\�<�d�
�š�¡�«�Ï�î�º�I�€�S�Ç�“�–�Ý�_�c�
���b�¸�Ÿ�«�º�@�µ�r�€�•�G�\�@�6�~�r�M��

[html_version] 

<p>Sample <i>message.</i></p> 

[text_version] 

Sample message.  

HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�†�š�¡�«�Ï�î�º�>�|�g�–�å�Ï�î�º�M�•���œ�c�
���b�Ý�î�Ý�\�ž�–�»
�Û�–�å�_$��–�K�Z�C�T�I�8��

• �É�Þ�î�å  �¸�Ÿ�«�º  �Ó�µ�­�î�ª�@  HTML �Â�î�ª�Ù�å�?�}+¬�·$×�_#Õ�B�I�€�•  HTML �Ë�î�«�b�¸�Ÿ
�«�º  �Ü�¯�î�«�†�š�¡�«�Ï�î�º�M�•���œ�
�š�¡�«�Ï�î�º�I�€�S�Ç�“�–�Ý�_�c  [text_version]  �­�¡
�©�Ù�å�@�µ�r�€�r�O�‡��

• �¸�Ÿ�«�º  �Ç�“�–�Ý�?�}�–�å�Ï�î�º�M�•�\�A�
 [html_version]  �­�¡�©�Ù�å�W�b�M�m�Z�b  HTML 
�¥�î�»�c�8�B�I�€�S�¸�Ÿ�«�º  �Ü�¯�î�«�b  HTML �Ó�µ�­�î�ª�_�š�n�I�€�r�M>&�¸�Ÿ�«�º  �Ü�¯�î�«  
�±�–�É�@ HTML �Ó�µ�­�î�ª�†�§�Ï�î�º�M�•���œ>' ��� �]�_�
 [text_version]  �­�¡�©�Ù�å�W�b�M�m
�Z�b�¸�Ÿ�«�º�c�
�8�B�I�€�S�¸�Ÿ�«�º  �Ü�¯�î�«�b�É�Þ�î�å  �¸�Ÿ�«�º  �Ó�µ�­�î�ª�_�š�n�I�€�r�M��
18-11
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  18 'v       �¸�Ÿ�«�º  �Ü�¯�î�«
  �¸�Ÿ�«�º  �Ü�¯�î�«�b�Q#Ý
• HTML �Ë�î�«�b�¸�Ÿ�«�º  �Ü�¯�î�«�†�8�B�M�•�S�u�_�
'5�b�
�r�S�c�Ñ�~�K�^�8  [html_version]  
�­�¡�©�Ù�å�†�µ�t�Ç�“�–�Ý�?�}�–�å�Ï�î�º�M�•���œ�
 Cisco �”�É�Û�–�”�å�«�c  [text_version]  �­
�¡�©�Ù�å�b�¸�Ÿ�«�º�†�Q#Ý�K�Z  HTML �>�|�g�É�Þ�î�å  �¸�Ÿ�«�º  �Ó�µ�­�î�ª�b�g�‰�†�8�B�K�r�M��

�¸�Ÿ�«�º  �Ü�¯�î�«�b�Q#Ý
�M�m�Z�b�±�–�É�b�¸�Ÿ�«�º  �Ü�¯�î�«�c�
 [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �Ì�î�ª�r�S�c  CLI �b  
textconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
� �L�‰�2�[�8�B�I�€�r�M���M�Ø�8�B�I�€�•�\�
�›�±�–�É�[$��^�•�Q
�ƒ�€�‰�†�K�r�M��
 2��¦8o�¸�å�É�Þ�î�º�>�|�g3û%±�¸�å�É�Þ�î�º�c�
�Ç�•�Ý�±�>�|�g�Ü�«�¼�î�[�Q#Ý�I
�€�r�M���M�‰�
�”�å�³�˜�–�Ý�«3û%±�¸�å�É�Þ�î�º�c�
�Ó�î�Ý  �Ï�Ü�©�î�>�|�g�”�å�³�˜�–�Ý�«0¿���Í�[
�Q#Ý�I�€�r�M��


 2��¦8o�¸�å�É�Þ�î�º

Cisco �”�É�Û�–�”�å�«�c�
�Ü�«�¼�î�@�w�™�K�S�M4Š�r�S�c�M�m�Z�b�Ó�µ�­�î�ª�b�¸�Ÿ�«�º�b�V�r�S�c�W
>&�Ê�µ�²�î�r�S�c�Ç�µ�±�î>'�_�¹�Ç�›�Ý�º�b
 2��¦8o�†3ã�•�[�A�r�M�����b�‰�2�†�Q#Ý�K�Z�
 Cisco �”
�É�Û�–�”�å�«�[�Ó�µ�­�î�ª�_
 2��¦8o�†3ã�•�[�A�r�M��

• �Ü�«�¼�î�?�}�
 GUI �r�S�c  listenerconfig  �¥�Ð�å�»�†�Q#Ý�M�•�‰�2>&���Ü�«�¼�î�?�}�b
 2��¦8o
�¸�Ÿ�«�º�b3ã�•�� >&P.18-12>' �†�g!·>' ��

• �¥�å�¸�å�¶  �Ç�•�Ý�±  �”�¡�©�Ù�å  Add Disclaimer Text �†�Q#Ý�M�•�‰�2>&���¥�å�¸�å�¶  �Ç�•�Ý�±�b
�”�¡�©�Ù�å�� >&P.11-10>' �†�g!·>' ��

• �Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å  add-footer()  �†�Q#Ý�M�•�‰�2>&�� Cisco IronPort AsyncOS for 
Email Advanced Configuration Guide���b�� Using Message Filters to Enforce Email Policies���b'v
�†�g!·>' ��

• �¹�î�±�˜�»75�F�É�ß�Ç�“�–�Ý�†�Q#Ý�M�•�‰�2>& ���¹�î�±�˜�»75�F�� >&P.15-1>' �†�g!·>' ��

• �Ó�µ�­�î�ª�b% $×�@�Ç�•�µ�©�å�¢�r�S�c�Ð�Ý�˜�™�”�b4Ä�x�[�6�•�•+��ö�@�6�•�G�\�†�Ø�î�¨�_3û%±
�M�•�|�:�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�_�P�K�Z�Ó�µ�­�î�ª�b�Ÿ�G�†�Q#Ý�M�•�‰�2>& ���Ó�µ�­�î�ª�b�š
�f�� >&P.14-5>' �†�g!·>' ���G�b�±�–�É�b3û%±�_3ã�•�I�€�•
 2��¦8o�c�
�¸�Ÿ�«�º�b�V�_3ã�•�I�€�r
�M��

�S�\�<�d�
�û��
Æ�?�}3æ�™�I�€�•�›�Ó�µ�­�î�ª�_--�8�’�	0•�e�
�	���Ó�µ�­�î�ª�
�r�S�c
 2��¦8o�†�Ü
�•�[�A�r�M��


 2��¦8o�¸�Ÿ�«�º�†�Q#Ý�M�•�S�_�

 2��¦8o�¸�å�É�Þ�î�º�†�8�B�M�•�²0[�@�6�~�r�M�� GUI �b  [ �¸�Ÿ�«
�º  �Ü�¯�î�«>& Text Resources>' ] �Ì�î�ª>& ���¸�Ÿ�«�º  �Ü�¯�î�«�b3ã�•�� >&P.18-9>' �†�g!·>'�r�S�c  
textconfig  �¥�Ð�å�»>&�� Cisco AsyncOS CLI Reference Guide���†�g!·>'�†�Q#Ý�K�Z�
�Q#Ý�M�•�¸�Ÿ�«
�º�e�Ð�4�b�­�µ�º�†�8�B�>�|�g'ö#.�K�r�M��

�Ü�«�¼�î�?�}�b
 2��¦8o�¸�Ÿ�«�º�b3ã�•


 2��¦8o�¸�Ÿ�«�º  �Ü�¯�î�«�†�8�B�K�S�}�
�Ü�«�¼�î�[�w�™�M�•�Ó�µ�­�î�ª�_�Ü�•�M�•�¸�Ÿ�«�º�e�Ð�4
�†4E�¥�K�r�M��
 2��¦8o�¸�Ÿ�«�º�†�Ó�µ�­�î�ª�b�V4Š�r�S�c�W4Š�_3ã�•�[�A�r�M���G�b�µ+��c�
�Ã�È
�Ü�µ�¡>&�–�å�Â�˜�å�»>'�Ü�«�¼�î�\�É�Û�–�Ë�î�º>&�”�˜�º�Â�˜�å�»>'�Ü�«�¼�î�b�g�‰�_�Q#Ý�[�A�r�M��

�¸�Ÿ�«�º�>�|�g  HTML �?�}�S�B�I�€�•�Ó�µ�­�î�ª>& Microsoft Outlook �[�c�
�G�b�±�–�É�b�Ó�µ�­�î�ª
�†�� multipart alternative���\�ç�g�r�M>'�†3æ�™�M�•���œ�
 Cisco �”�É�Û�–�”�å�«�c�
�Ó�µ�­�î�ª�b�g�‰
�b4Š�(�_
 2��¦8o�†�«�±�å�É�K�r�M���S�T�K�
�Ó�µ�­�î�ª�@*+�¡�í�s�b�¥�å�¸�å�¶�[�6�•���œ�
*+�¡�@
!“� �_�^�•�S�u�¥�å�¸�å�¶�c�š�f�I�€�r�O�‡���æ�ƒ�~�_�

 2��¦8o�«�±�å�É�_�|�W�Z

�� Content-Disposition inline attachment ���\�ç�d�€�•�‚0d�Ã�î�º�@�8�B�I�€�r�M���Ð�Ý�³�Ã�î�º  
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'¨  18 'v       �¸�Ÿ�«�º  �Ü�¯�î�«
  �¸�Ÿ�«�º  �Ü�¯�î�«�b�Q#Ý
�Ó�µ�­�î�ª�b0ò(ý�_�X�8�Z�c�
  �� Cisco IronPort AsyncOS for Email Advanced Configuration Guide���b
�� Using Message Filters to Enforce Email Policies���b'v�_�6�•�� Message Bodies vs.Message 
Attachments���†�g!·�K�Z�C�T�I�8��

���_�
 GUI �?�}�Ü�«�¼�î�b�Ó�µ�­�î�ª�_4:#Ý�M�•
 2��¦8o�†4E�¥�M�•�[�†&g�K�r�M��

�W 18-1 �Ü�«�¼�î�_
 2��¦8o�†�µ�u�•)…7Ÿ

�Ç�•�Ý�±�?�}�b
 2��¦8o�b3ã�•

�Ç�•�Ý�±  �”�¡�©�Ù�å  add-footer()  �r�S�c�¥�å�¸�å�¶  �Ç�•�Ý�±  �”�¡�©�Ù�å�� Add Disclaimer Text���†
�Q#Ý�K�Z�
�Ó�µ�­�î�ª�b
 2��¦8o�_"I���b�¦�S��*O�I�€�S�¸�Ÿ�«�º�e�Ð�4�†�Ü�•�M�•�G�\�v�[�A�r�M��
�S�\�<�d�
���b�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�c�
 LDAP �¢�Ý�î�É�� Legal���b�Ø�î�¨�?�}3æ�™�I�€�•�M�m
�Z�b�Ó�µ�­�î�ª�_�
 legal.disclaimer  �\�8�:�¡�S�b�¸�Ÿ�«�º�e�Ð�4�†�Ü�•�K�r�M��


 2��¦8o�>�|�g�Ç�•�Ý�±  �”�¡�©�Ù�å�š�X

�Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å�š�X�†�Q#Ý�M�•�G�\�v�[�A�r�M>&0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort 
AsyncOS for Email Advanced Configuration Guide���b�� Using Message Filters to Enforce Email 
Policies���b'v�_�6�•�� Action Variables���†�g!·�K�Z�C�T�I�8>' ��

Add-Disclaimer-For-Legal-Team:

if (mail-from-group == 'Legal')

{

  add-footer('legal.disclaimer');

}
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'¨  18 'v       �¸�Ÿ�«�º  �Ü�¯�î�«
  �¸�Ÿ�«�º  �Ü�¯�î�«�b�Q#Ý

 2��¦8o�¸�å�É�Þ�î�º�_�c�
���b�š�X�†�Q#Ý�[�A�r�M��

/² 18-3 �”�å�³�˜�–�Ý�«3û%±�š�X

�š�X  *(�A�n�<�•�Í

$To �Ó�µ�­�î�ª�b  To: �Ê�µ�²�î�_*(�A�n�<�}�€�r�M>&�š�å�Ë�ß�î�É
�w�™*…�_�c*(�A�n�<�}�€�r�O�‡>' ��

$From �Ó�µ�­�î�ª�b  From: �Ê�µ�²�î�_*(�A�n�<�}�€�r�M>&�š�å�Ë�ß�î
�É3æ�™*…�_�c*(�A�n�<�}�€�r�O�‡>' ��

$Subject 
–�b�Ó�µ�­�î�ª�b�ó�¡�_*(�A�n�<�}�€�r�M��

$Date #'�~�b�¥�Ü>& MM/DD/YYYY �g�'>'�_*(�A�n�<�}�€�r�M��

$Time #'�~�b�ì�I>&�ß�î�•�Ý�ì6ë�•>'�_*(�A�n�<�}�€�r�M��

$GMTimestamp #'�~�b�ì�I�>�|�g�¥�Ü>& GMT>'�_*(�A�n�<�}�€�r�M��7Á�Ê�Ó�î
�Ý �Ó�µ�­�î�ª�b  Received: /œ�[0b�}�€�•�g�'�\� �]�[�M��

$MID �Ó�µ�­�î�ª�†1‘�9�M�•�S�u�_
Æ4Š$×�_�Q#Ý�I�€�•�Ó�µ�­�î�ª  ID 
�r�S�c�� MID ���_*(�A�n�<�}�€�r�M�� RFC822�� Message-Id��
�b�Í�\�c$��^�•�S�u�@�–�K�Z�C�T�I�8>& �� Message-Id���†�v�“�M
�•�_�c  $Header �†�Q#Ý�K�r�M>'��

$Group �Ó�µ�­�î�ª�b�–�å�ª�™�¡�º�ì�_�
3æ�™*…�@�M+´�M�•3æ�™*…�¢
�Ý�î�É�b�¡�S�_*(�A�n�<�}�€�r�M��3æ�™*…�¢�Ý�î�É�_�¡�S�@�^
�8���œ�c�
�e�Ð�4�� >Unknown<���@��
°�I�€�r�M��

$Policy �Ó�µ�­�î�ª�b�–�å�ª�™�¡�º�ì�_�
3æ�™*…�_4:#Ý�K�S  HAT �Ï�Ü
�©�î�b�¡�S�_*(�A�n�<�}�€�r�M���¦�S�_��*O�I�€�Z�8�•�Ï�Ü
�©�î�¡�@�Q#Ý�I�€�Z�8�^�8���œ�
�e�Ð�4�� >Unknown<���@��
°
�I�€�r�M��

$Reputation 3æ�™*…�b SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�_*(�A�n�<�}�€
�r�M���Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�@�^�8���œ�c�� None���_*(�A�n
�<�}�€�r�M��

$filenames �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý�¡�†&g�M�•�å�Ð�
�)�~�Ü
�«�º�_*(�A�n�<�}�€�r�M��

$filetypes �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý  �±�–�É�†&g�M�•�å�Ð�
�)
�~�Ü�«�º�_*(�A�n�<�}�€�r�M��

$filesizes �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý  �§�–�¬�†&g�M�•�å�Ð�
�)
�~�Ü�«�º�_*(�A�n�<�}�€�r�M��

$remotehost �Ó�µ�­�î�ª�†  Cisco �”�É�Û�–�”�å�«�_3æ�™�K�S�©�«�¸�Ò�b�Í�«
�º�¡�_*(�A�n�<�}�€�r�M��

$AllHeaders �Ó�µ�­�î�ª  �Ê�µ�²�î�_*(�A�n�<�}�€�r�M��

$EnvelopeFrom �Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É3æ�™*…>& Envelope From�
 <MAIL 
FROM>>'�_*(�A�n�<�}�€�r�M��

$Hostname Cisco �”�É�Û�–�”�å�«�b�Í�«�º�¡�_*(�A�n�<�}�€�r�M��

$header[' string '] 
–�b�Ó�µ�­�î�ª�_�M+´�M�•�Ê�µ�²�î�@�µ�r�€�•���œ�
�,#Ý'¢�Ü
�A�Ê�µ�²�î�b�Í�_*(�A�n�<�}�€�r�M���§5��,#Ý'¢�@�Q#Ý�I�€�•
���œ�v�6�~�r�M��

$enveloperecipients �Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É�w�™*…�M�m�Z>& Envelope To�

<RCPT TO>>'�_*(�A�n�<�}�€�r�M��

$bodysize �Ó�µ�­�î�ª�b�§�–�¬>&�Â�–�º�"�)>'�_*(�A�n�<�}�€�r�M��

$FilterName ��#.�p�b�Ç�•�Ý�±�b�¡�S�†3É�K�r�M��
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'¨  18 'v       �¸�Ÿ�«�º  �Ü�¯�î�«
  �¸�Ÿ�«�º  �Ü�¯�î�«�b�Q#Ý
�Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å�š�X�†
 2��¦8o�[�Q#Ý�M�•�_�c�
 >&GUI �b  [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text 
Resource>' ] �Ì�î�ª�r�S�c  textconfig  �¥�Ð�å�»�?�}>'�Ó�µ�­�î�ª�b
 2��¦8o�†�8�B�K�
�š�X�†�g!·�K
�r�M��

$MatchedContent �«�Ÿ�Õ�å  �Ç�•�Ý�±  �Ý�î�Ý>& body-contains  �^�]�b�Ç�•�Ý�±  �Ý�î
�Ý�x�¥�å�¸�å�¶  �¹�•�¡�©�Ù�¼�Ü�†�µ�t>'�†�º�Ü�ž�î�K�S
Æ���†
3É�K�r�M��

$DLPPolicy 4*�o�@�6�W�S Email DLP �Ï�Ü�©�î�b�¡�S�_*(�A�n�<�}�€�r�M��

$DLPSeverity 4*�o�b5��±�Ø�_*(�A�n�<�}�€�r�M�� �� Low���
�� Medium���

�� High���r�S�c�� Critical���b�8�N�€�?�[�M��

$DLPRiskFactor �Ó�µ�­�î�ª�_�µ�r�€�•�µ�&�ö�b9×�8�_���b�Ü�«�¡�€�X >&0 >|  100 
�b�«�¥�”>'�_*(�A�n�<�}�€�r�M��

$threat_category �Ç�•�µ�©�å�¢�
�˜�–�Ý�«�
0Ö�-�
�Ð�Ý�˜�™�”�^�]�b�”�˜�º�È�Þ
�–�¡  �Ç�•�Ý�±+#�>�b�±�–�É�_*(�A�n�<�}�€�r�M��

$threat_type �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±+#�>�•�¸�¦�Ü�b�§�È�•�¸�¦�Ü�_*(�A�n
�<�}�€�r�M���S�\�<�d�
�³�Õ�Ü�¸�•0Ö�-�
5 5¹% $×�b�Ç�•�µ�©
�å�¢�

��b�v�,�^�]�@�6�~�r�M��

$threat_description �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±+#�>�b1��Â�_*(�A�n�<�}�€�r�M��

$threat_level �Ó�µ�­�î�ª�b+#�>�Þ�Ë�Ý>&�«�¥�”  0 >|  5>'�_*(�A�n�<�}�€�r�M��

/² 18-3 �”�å�³�˜�–�Ý�«3û%±�š�X  >&)F�A>'

�š�X  *(�A�n�<�•�Í

(running textconfig command)

Enter or paste the message disclaimer here. Enter '.' on a blank line to end.

This message processed at: $Timestamp

.

Message disclaimer "legal.disclaimervar" created.

Current Text Resources:

1. legal.disclaimer (Message Disclaimer)

2. legal.disclaimervar (Message Disclaimer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
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'¨  18 'v       �¸�Ÿ�«�º  �Ü�¯�î�«
  �¸�Ÿ�«�º  �Ü�¯�î�«�b�Q#Ý
���_�
�‚�K�8
 2��¦8o�†�Ç�•�Ý�±�_�Q#Ý�K�r�M��

add-footer()  �”�¡�©�Ù�å�[�c�
�Ç�µ�±�î�†  inline attachment�
 UTF-8 coded attachment�
 quoted 
printable attachment �\�K�Z3ã�•�M�•�G�\�[�
8�  ASCII �¸�Ÿ�«�º�†�§�Ï�î�º�K�r�M��


 2��¦8o�«�±�å�É�\0
�X�š�å�¥�î�»�‰�'

AsyncOS �_�c�
$��^�•�e�Ð�š�å�¥�î�»�‰�'�†�µ�t
 2��¦8o�«�±�å�É�b�·�8�†�š�f�M�•�S�u�_�Q#Ý�I�€
�•0¿���Í�@�Ñ�~�K�r�M���¹�Ç�›�Ý�º�[�c�
 AsyncOS �c7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b�•�e�Ã�î�º
Æ�_�ç�Ü�I
�€�•�|�:�_�

 2��¦8o�†4Ä*(�K�r�M�� localeconfig  �¥�Ð�å�»
Æ�[0¿���K�S0¿���Í�†�Q#Ý�K�Z�
�•�e
�Ã�î�º�\
 2��¦8o�b�š�å�¥�î�»�‰�'�@$��^�•���œ�b�·�8�†0¿���[�A�r�M���X�¶�b�Ã�î�º�?�}�S�B�I�€�•
7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�†&�1��M�•�G�\�[�
�G�b0¿���@#.0Ž�K�x�M�C�^�~�r�M��

- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.

[]>

mail3.example.com> commit

Add-Timestamp:

if (mail-from-group == 'Legal')

{

  add-footer('legal.disclaimervar');

}

To: joe@example.com

From: mary@example.com

Subject: Hi!

�Ê�µ�²�î

< '5$Ñ/œ>

Hello! �•�e�Ã�î�º

This message has been scanned... �q�6�b�ç�Ü�Ã�î�º

Example.zip 2 $��u�b�ç�Ü�Ã�î�º
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'¨  18 'v       �¸�Ÿ�«�º  �Ü�¯�î�«
  �¸�Ÿ�«�º  �Ü�¯�î�«�b�Q#Ý
�q�6�b'5$Ñ/œ�_)F�C�Ó�µ�­�î�ª�b�•�e�_�c�
�¨�C�b  MIME �Ã�î�º�@�µ�r�€�Z�8�•���œ�@�6�~�r�M���¨
�C�b���œ�
�q�6�b�Ã�î�º�c���•�e���r�S�c���¸�Ÿ�«�º���\�ç�d�€�
 2 $��u�è7F�b�Ã�î�º�c���”�±�µ�³�Ó
�å�º���\�ç�d�€�r�M��


 2��¦8o�c���”�±�µ�³�Ó�å�º�� >&�V0°�b�[>'�r�S�c�•�e�b�M4Š�\�K�Z�
7Á�Ê�Ó�î�Ý�_�µ�u�•�G�\�@�[�A
�r�M��

�M+á$×�_�
�Ó�µ�­�î�ª�b�•�e�\
 2��¦8o�b6ë�[�š�å�¥�î�»�‰�'�b�Y�M+´�@2s�G�•�\�

 2��¦8o�@�•�e�_
�µ�r�€>&�–�å�Û�–�å>'�¶�9�b�”�±�µ�³�Ó�å�º�\�K�Z�µ�r�€�^�8�|�:�_�
 AsyncOS �c�Ó�µ�­�î�ª
²�/�†
�Ó�µ�­�î�ª�b�•�e�\� �L�š�å�¥�î�»�‰�'�[�š�å�¥�î�»�K�|�:�\�K�r�M���X�r�~�

 2��¦8o�\�•�e�b�š�å
�¥�î�»�‰�'�@�M+´�M�•���œ�
�r�S�c
 2��¦8o�b�¸�Ÿ�«�º�_>&�•�e�b>'�–�å�Û�–�å�_/²&g�[�A�•�e�Ð�@�µ
�r�€�Z�8�•���œ�c�

 2��¦8o�c�–�å�Û�–�å�_�µ�u�}�€�r�M���S�\�<�d�
 US-ASCII �e�Ð�b�s�†�µ�t  
ISO-8859-1 �š�å�¥�î�»�I�€�S
 2��¦8o�@#Õ�B�I�€�•�•+��ö�@�6�~�r�M��)��Ý$×�_�
�G�b
 2��¦8o�c�e
8Ÿ�^�C���–�å�Û�–�å���_/²&g�I�€�r�M��

�S�T�K�

 2��¦8o�@�•�e�\)��s�œ�ƒ�O�}�€�^�8���œ�
 localeconfig  �¥�Ð�å�»�†�Q#Ý�K�
�•�e�¸�Ÿ�«�º
�†�¼�A�r�S�c�š�n�K�Z
 2��¦8o�b�š�å�¥�î�»�‰�'�\�M+´�I�O�•�|�:�_  AsyncOS �†0¿���M�•�G�\�[�

 
2��¦8o�†�Ó�µ�­�î�ª�b�•�e�_�µ�u�•�G�\�@�[�A�r�M��

To: joe@example.com

From: mary@example.com

Subject: Hi!

�Ê�µ�²�î

< '5$Ñ/œ>

Hello! �•�e�Ã�î�º

This message has been scanned... �•�e�_�µ�u�}�€�S
 2��¦8o

Example.zip �q�6�b�ç�Ü�Ã�î�º

example.com>  localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Only try encoding from

message body

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[]>  setup

If a header is modified, encode the new header in the same encoding as 

the message body? (Some MUAs incorrectly handle headers encoded in a 
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different encoding than the body. However, encoding a modified header 

in the same encoding as the message body may cause certain characters in the modified 
header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and 

is being used or modified, impose the encoding of the body on the 

header during processing and final representation of the message? 

(Many MUAs create non-RFC-compliant headers that are then handled in 

an undefined way. Some MUAs handle headers encoded in character sets 

that differ from that of the main body in an incorrect way. Imposing the encoding of the 
body on the header may encode

the header more precisely. This will be used to interpret the content of headers for 
processing, it will not modify or rewrite the header

 unless that is done explicitly as part of the processing.) [Y]>

Footers or headings are added in-line with the message body whenever 

possible. However, if the footer or heading is encoded differently 

than the message body, and if imposing a single encoding will cause 

loss of characters, it will be added as an attachment. The system will 

always try to use the message body's encoding for the footer or 

heading. If that fails, and if the message body's encoding is US-

ASCII, the system can try to edit the message body to use the footer's 

or heading's encoding. Should the system try to impose the footer's 

or headings's encoding on the message body? [N]> y

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message 

body. Behavior for mismatched footer or heading encoding: Try both 

body and footer or heading encodings
18-18
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n 
localeconfig �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Advanced Configuratio
Guide���b�� Customizing Listeners���b'v�†�g!·�K�Z�C�T�I�8��

3û%±�¸�å�É�Þ�î�º

3û%±�¸�å�É�Þ�î�º�c�
 notify()  �>�|�g  notify-copy()  �Ç�•�Ý�±  �”�¡�©�Ù�å�[�Q#Ý�I�€�r�M��3û%±�¸�å
�É�Þ�î�º�_�c�
�”�å�³�˜�–�Ý�«3û%±�_�|�~�Q#Ý�I�€�•�”�å�³�˜�–�Ý�«6õ4��b�š�X�†�µ�t8�  ASCII �¸�Ÿ
�«�º�>�|�g�”�¡�©�Ù�å�š�X�†�µ�u�•�G�\�@�[�A�r�M>& �� Cisco IronPort AsyncOS for Email Advanced 
Configuration Guide���b�� Using Message Filters to Enforce Email Policies���b'v�_�6�•�� Action 
Variables���†�g!·>' ���S�\�<�d�
 $Allheaders  �”�¡�©�Ù�å�š�X�†�Q#Ý�K�Z�

–�b�Ó�µ�­�î�ª�b�Ê�µ�²�î
�†�µ�u�•�G�\�@�[�A�r�M��3û%±#Ý�b  From: �”�»�Þ�«�†0¿���[�A�r�M�� ���”�É�Û�–�”�å�«�_#Õ�B�I�€�•
�Ó�µ�­�î�ª�b3É�™�”�»�Þ�«�b0¿���� >&P.29-29>' �†�g!·�K�Z�C�T�I�8��

3û%±�¸�å�É�Þ�î�º�†�8�B�K�S�}�
�¥�å�¸�å�¶  �Ç�•�Ý�±�>�|�g�Ó�µ�­�î�ª  �Ç�•�Ý�±�?�}�g!·�I�O�•�G�\
�@�[�A�r�M�� �W 18-2 �c�
 �� grapewatchers@example.com���_�� grape_text��3û%±�@3æ�™�I�€�•�|�:�_  
notify-copy()  �Ç�•�Ý�±  �”�¡�©�Ù�å�†0¿���K�S�¥�å�¸�å�¶  �Ç�•�Ý�±�†&g�K�Z�8�r�M��

�W 18-2 �¥�å�¸�å�¶  �Ç�•�Ý�±�_�|�•3û%±�b�[

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.
18-19
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�”�å�³�˜�–�Ý�«3û%±�¸�å�É�Þ�î�º

�”�å�³�˜�–�Ý�«3û%±�¸�å�É�Þ�î�º�_�c�
���b  2 �X�b�±�–�É�@�6�~�r�M��

• �”�å�³�˜�–�Ý�«3û%±�¸�å�É�Þ�î�º ���”�å�³�˜�–�Ý�«3û%±�¸�å�É�Þ�î�º�c�

–�b�Ó�µ�­�î�ª�@�˜�–�Ý
�«3û%±�_�ç�Ü�I�€�Z�8�^�8���œ�_�Q#Ý�I�€�r�M��

• �”�å�³�˜�–�Ý�«  �¥�å�¸�¼  �¸�å�É�Þ�î�º ���¥�å�¸�¼  �¸�å�É�Þ�î�º�c�

–�b�Ó�µ�­�î�ª�@�ç�Ü�Ç�“�–
�Ý�\�K�Z3æ�™�I�€�•7•�_�Q#Ý�I�€�r�M��

�”�å�³�˜�–�Ý�«3û%±�¸�å�É�Þ�î�º�c�
�Ç�•�Ý�±�b�æ�ƒ�~�_�”�å�³�˜�–�Ý�«  �š�å�ª�å�[�Q#Ý�I�€�•�è�¥
�c�
�ö�•$×�_3û%±�¸�å�É�Þ�î�º�\� �]�_�Q#Ý�I�€�r�M���Ó�î�Ý  �Ï�Ü�©�î�b)…7Ÿ�p�_3æ�™�M�•�•�«�±�Ò
3û%±�†�æ���[�A�r�M���”�å�³�˜�–�Ý�«3û%±#Ý�b  From: �”�»�Þ�«�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���”
�É�Û�–�”�å�«�_#Õ�B�I�€�•�Ó�µ�­�î�ª�b3É�™�”�»�Þ�«�b0¿���� >&P.29-29>' �†�g!·�K�Z�C�T�I�8��

�•�«�±�Ò  �”�å�³�˜�–�Ý�«3û%±�¸�å�É�Þ�î�º

�W 18-3 �c�
�•�«�±�Ò  �”�å�³�˜�–�Ý�«3û%±�@�æ���I�€�S�Ó�î�Ý  �Ï�Ü�©�î�†&g�K�Z�8�r�M��

�W 18-3 �Ó�î�Ý  �Ï�Ü�©�î�[�b�”�å�³�˜�–�Ý�«  �¥�å�¸�¼  �¸�å�É�Þ�î�º�b3û%±�[

�”�å�³�˜�–�Ý�«3û%±�š�X

�”�å�³�˜�–�Ý�«3û%±�†�8�B�M�•7•�_�
 /² 18-4 �_0°3U�I�€�Z�8�•3û%±�š�X�†�Q#Ý�[�A�r�M��

/² 18-4 �”�å�³�˜�–�Ý�«3û%±�š�X

�š�X  *(�A�n�<�•�Í

$To �Ó�µ�­�î�ª�b  To: �Ê�µ�²�î�_*(�A�n�<�}�€�r�M>&�š�å�Ë�ß�î�É
�w�™*…�_�c*(�A�n�<�}�€�r�O�‡>' ��

$From �Ó�µ�­�î�ª�b  From: �Ê�µ�²�î�_*(�A�n�<�}�€�r�M>&�š�å�Ë�ß�î
�É3æ�™*…�_�c*(�A�n�<�}�€�r�O�‡>' ��

$Subject 
–�b�Ó�µ�­�î�ª�b�ó�¡�_*(�A�n�<�}�€�r�M��

$AV_VIRUSES �Ó�µ�­�î�ª�[$Î0b�I�€�S�M�m�Z�b�˜�–�Ý�«�b�Ü�«�º�_*(�A�n�<
�}�€�r�M��

"Unix/Apache.Trojan", "W32/Bagel-F"

$AV_VIRUS_TABLE �Ã�î�º�H�\�_  MIME-Part/Attachment �¡�\�˜�–�Ý�«�†&g�M�¸�î
�È�Ý�_*(�A�n�<�}�€�r�M��

"HELLO.SCR" : "W32/Bagel-F"

<unnamed part of the message> : "Unix/Apache.Trojan"

$AV_VERDICT �”�å�³�˜�–�Ý�«�b�8���_*(�A�n�<�}�€�r�M��
18-20
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$AV_DROPPED_TABLE �»�ß�µ�É�I�€�S�ç�Ü�Ç�“�–�Ý�b�¸�î�È�Ý�_*(�A�n�<�}�€�r�M��
�›/œ�c�
�Ã�î�º�r�S�c�Ç�“�–�Ý�¡�\�Ã�î�º�_�Ü7v�M�•�˜�–�Ý�«
�b�Ü�«�º�_�|�~�S�B�I�€�r�M��

"HELLO.SCR" : "W32/Bagel-f", "W32/Bagel-d" "Love.SCR" : 
"Netsky-c", "W32/Bagel-d"

$AV_REPAIRED_VIRUSES $Î0b�>�|�g�Ÿ�Ÿ�I�€�S�M�m�Z�b�˜�–�Ý�«�b�Ü�«�º�_*(�A�n�<�}
�€�r�M��

$AV_REPAIRED_TABLE $Î0b�>�|�g�Ÿ�Ÿ�I�€�S�M�m�Z�b�Ã�î�¶�\�˜�–�Ý�«�b�¸�î�È�Ý�_
*(�A�n�<�}�€�r�M�� "HELLO.SCR" : "W32/Bagel-F"

$AV_DROPPED_PARTS �»�ß�µ�É�I�€�S�Ç�“�–�Ý�¡�b�Ü�«�º�_*(�A�n�<�}�€�r�M��

"HELLO.SCR", "CheckThisOut.exe"

$AV_REPAIRED_PARTS �Ÿ�Ÿ�I�€�S�Ç�“�–�Ý�¡�r�S�c�Ã�î�º�b�Ü�«�º�_*(�A�n�<�}�€�r
�M��

$AV_ENCRYPTED_PARTS �/�•�ì�I�€�S�Ç�“�–�Ý�¡�r�S�c�Ã�î�º�b�Ü�«�º�_*(�A�n�<�}�€
�r�M��

$AV_INFECTED_PARTS �˜�–�Ý�«�†�µ�t�Ç�“�–�Ý�b�Ç�“�–�Ý�¡�b�•�å�Ð�
�)�~�Ü�«�º�_
*(�A�n�<�}�€�r�M��

$AV_UNSCANNABLE_PARTS �«�Ÿ�Õ�å�[�A�^�?�W�S�Ç�“�–�Ý�¡�r�S�c�Ã�î�º�b�Ü�«�º�_*(�A
�n�<�}�€�r�M��

$Date #'�~�b�¥�Ü>& MM/DD/YYYY �g�'>'�_*(�A�n�<�}�€�r�M��

$Time #'�~�b�ì�I>&�ß�î�•�Ý�ì6ë�•>'�_*(�A�n�<�}�€�r�M��

$GMTimestamp #'�~�b�ì�I�>�|�g�¥�Ü>& GMT>'�_*(�A�n�<�}�€�r�M��7Á�Ê�Ó�î
�Ý �Ó�µ�­�î�ª�b  Received: /œ�[0b�}�€�•�g�'�\� �]�[�M��

$MID �Ó�µ�­�î�ª�†1‘�9�M�•�S�u�_
Æ4Š$×�_�Q#Ý�I�€�•�Ó�µ�­�î�ª  ID 
�r�S�c�� MID ���_*(�A�n�<�}�€�r�M�� RFC822�� Message-Id��
�b�Í�\�c$��^�•�S�u�@�–�K�Z�C�T�I�8>& �� Message-Id���†�v�“�M
�•�_�c  $Header �†�Q#Ý�K�r�M>'��

$Group �Ó�µ�­�î�ª�b�–�å�ª�™�¡�º�ì�_�
3æ�™*…�@�M+´�M�•3æ�™*…�¢
�Ý�î�É�b�¡�S�_*(�A�n�<�}�€�r�M��3æ�™*…�¢�Ý�î�É�_�¡�S�@�^
�8���œ�c�
�e�Ð�4�� >Unknown<���@��
°�I�€�r�M��

$Policy �Ó�µ�­�î�ª�b�–�å�ª�™�¡�º�ì�_�
3æ�™*…�_4:#Ý�K�S  HAT �Ï�Ü
�©�î�b�¡�S�_*(�A�n�<�}�€�r�M���¦�S�_��*O�I�€�Z�8�•�Ï�Ü
�©�î�¡�@�Q#Ý�I�€�Z�8�^�8���œ�
�e�Ð�4�� >Unknown<���@��
°
�I�€�r�M��

$Reputation 3æ�™*…�b SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�_*(�A�n�<�}�€
�r�M���Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”�@�^�8���œ�c�� None���_*(�A�n
�<�}�€�r�M��

$filenames �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý�¡�†&g�M�•�å�Ð�
�)�~�Ü
�«�º�_*(�A�n�<�}�€�r�M��

$filetypes �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý  �±�–�É�†&g�M�•�å�Ð�
�)
�~�Ü�«�º�_*(�A�n�<�}�€�r�M��

$filesizes �Ó�µ�­�î�ª�b�ç�Ü�Ç�“�–�Ý�b�Ç�“�–�Ý  �§�–�¬�†&g�M�•�å�Ð�
�)
�~�Ü�«�º�_*(�A�n�<�}�€�r�M��

/² 18-4 �”�å�³�˜�–�Ý�«3û%±�š�X  >&)F�A>'

�š�X  *(�A�n�<�•�Í
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>&�@>' �š�X�¡�c�±�e�Ð / �`�e�Ð�†�
�9�K�r�O�‡���S�\�<�d�
�¸�Ÿ�«�º  �Ü�¯�î�«�[�� $to���\�� $To���c� '¼�[
�M��
–�b�Ó�µ�­�î�ª�[�� AV_���š�X�@'5�b���œ�
�e�Ð�4  <None> �[*(�A�n�<�}�€�r�M��

�¸�Ÿ�«�º  �Ü�¯�î�«�†��*O�K�S�‹�
 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™/ 3æ�™�Ó�î�Ý�Ï�Ü�©�î
>&Incoming/Outgoing Mail Policies>' ] > [ �˜�–�Ý�«�P'Ç0¿���b)…7Ÿ>& Edit Anti-Virus Settings>' ] �Ì�î�ª
�r�S�c  policyconfig -> edit -> antivirus  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ÿ�Ÿ�I�€�S�Ó�µ�­�î�ª�
�«�Ÿ�Õ�å
�[�A�^�?�W�S�Ó�µ�­�î�ª�
�/�•�ì�I�€�S�Ó�µ�­�î�ª�
�r�S�c�˜�–�Ý�«�@7g�ö�b�Ó�µ�­�î�ª�_�P�K�Z�

–
�b�Ó�µ�­�î�ª�@  RFC 822 �b�”�±�µ�³�Ó�å�º�\�K�Z�µ�r�€�•�|�:�_�æ���K�r�M��0ò(ý�_�X�8�Z�c�
 ���•�«
�±�Ò�b�”�Û�î�º3û%±�b3æ�™>&�w�™*…���Z�b�s>' ��>&P.12-12>' �†�g!·�K�Z�C�T�I�8��

�Â�˜�å�«3û%±�>�|�g�/�•�ì�»�K3û%±�¸�å�É�Þ�î�º

�Â�˜�å�«3û%±�>�|�g�/�•�ì�»�K3û%±�¸�å�É�Þ�î�º�c�
�Â�˜�å�«3û%±�>�|�g�Ó�µ�­�î�ª�/�•�ì�»�K3û%±�[
�Q#Ý�I�€�•�è�¥�c�
�ö�•$×�_3û%±�¸�å�É�Þ�î�º�\� �]�_�Q#Ý�I�€�r�M���/�•�ì�É�ß�Ç�“�–�Ý�†)…7Ÿ�p
�_�
�Â�˜�å�«  �É�ß�Ç�“�–�Ý�>�|�g�•�«�±�Ò  �Ó�µ�­�î�ª�/�•�ì�»�K3û%±�†)…7Ÿ�K�Z�8�S���œ�_3æ�™�M�•
�•�«�±�Ò  �Â�˜�å�«3û%±�†�æ���[�A�r�M��

�W 18-4 �c�
�Â�˜�å�«  �É�ß�Ç�“�–�Ý�[�æ���I�€�S�Â�˜�å�«3û%±�¸�å�É�Þ�î�º�†&g�K�Z�8�r�M��

�W 18-4 �Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�Â�˜�å�«3û%±�b�[

>&�@>' �•�«�±�Ò  �¸�å�É�Þ�î�º�†�Q#Ý�M�•���œ�c�
 RFC-1891 �b  DSN �†�Q#Ý�K�Z�C�T�I�8��

�W 18-5 �c�
�/�•�ì�É�ß�Ç�“�–�Ý�[�æ���I�€�S�/�•�ì�»�K�¸�å�É�Þ�î�º�†&g�K�Z�8�r�M��

$remotehost �Ó�µ�­�î�ª�†  Cisco �”�É�Û�–�”�å�«�_3æ�™�K�S�©�«�¸�Ò�b�Í�«
�º�¡�_*(�A�n�<�}�€�r�M��

$AllHeaders �Ó�µ�­�î�ª  �Ê�µ�²�î�_*(�A�n�<�}�€�r�M��

$EnvelopeFrom �Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É3æ�™*…>& Envelope From�
 <MAIL 
FROM>>'�_*(�A�n�<�}�€�r�M��

$Hostname Cisco �”�É�Û�–�”�å�«�b�Í�«�º�¡�_*(�A�n�<�}�€�r�M��

/² 18-4 �”�å�³�˜�–�Ý�«3û%±�š�X  >&)F�A>'

�š�X  *(�A�n�<�•�Í
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�W 18-5 �/�•�ì�É�ß�Ç�“�–�Ý�b�/�•�ì�»�K3û%±�b�[

�Â�˜�å�«3û%±�>�|�g�/�•�ì�»�K3û%±�š�X

�Â�˜�å�«3û%±�r�S�c�/�•�ì�»�K3û%±�†�8�B�M�•7•�_�
 /² 18-5 �_0°3U�I�€�Z�8�•3û%±�š�X�†�Q#Ý�[�A�r
�M��

�/�•�ì3û%±�¸�å�É�Þ�î�º

�/�•�ì3û%±�¸�å�É�Þ�î�º�c�
�”�˜�º�Â�˜�å�»7Á�Ê�Ó�î�Ý�†�/�•�ì�M�•�|�:�_  Cisco 7Á�Ê�Ó�î�Ý�/�•�ì�†
0¿���K�S7•�_�Q#Ý�I�€�r�M���G�b3û%±�[�c�
�w�™*…�@�/�•�ì�I�€�S�Ó�µ�­�î�ª�†�w�™�K�S�G�\�†3û%±
�K�
�Ó�µ�­�î�ª�†1��t�m8p�†1��Â�K�Z�8�r�M���/�•�ì�Ó�µ�­�î�ª�\�M)t�_3æ�™�M�•�•�«�±�Ò�/�•�ì3û%±
�†�æ���[�A�r�M���/�•�ì�É�ß�Ç�“�–�Ý�†�8�B�M�•7•�c�
 HTML �g�'�>�|�g�¸�Ÿ�«�º�g�'�b�g�‰�b�/�•
�ì3û%±�†�æ���K�r�M���G�b�S�u�
�•�«�±�Ò  �É�ß�Ç�“�–�Ý�†�8�B�M�•���œ�c�
�¸�Ÿ�«�º�g�'�>�|�g  
HTML �g�'�b�g�‰�b3û%±�†�8�B�M�•�²0[�@�6�~�r�M��

�W 18-6 �c�
�/�•�ì�É�ß�Ç�“�–�Ý�[�æ���I�€�S�/�•�ì3û%±�†&g�K�Z�8�r�M��

�W 18-6 �/�•�ì�É�ß�Ç�“�–�Ý�[�–�¿�î�È�Ý�_�^�W�Z�8�•�/�•�ì3û%±�¸�å�É�Þ�î�º

/² 18-5 �Â�˜�å�«3û%±�š�X

�š�X  *(�A�n�<�•�Í

$Subject 
–�b�Ó�µ�­�î�ª�b�ó�¡��

$Date #'�~�b�¥�Ü>& MM/DD/YYYY �g�'>'�_*(�A�n�<�}�€�r�M��

$Time #'�~�b�ì�I>&�ß�î�•�Ý�ì6ë�•>'�_*(�A�n�<�}�€�r�M��

$GMTimeStamp #'�~�b�ì�I�>�|�g�¥�Ü>& GMT>'�_*(�A�n�<�}�€�r�M��7Á�Ê�Ó�î
�Ý �Ó�µ�­�î�ª�b  Received: /œ�[0b�}�€�•�g�'�\� �]�[�M��

$MID �Ó�µ�­�î�ª�†1‘�9�M�•�S�u�_
Æ4Š$×�_�Q#Ý�I�€�•�Ó�µ�­�î�ª  ID 
�r�S�c�� MID ���_*(�A�n�<�}�€�r�M�� RFC822�� Message-Id��
�b�Í�\�c$��^�•�S�u�@�–�K�Z�C�T�I�8>& �� Message-Id���†�v�“�M
�•�_�c  $Header �†�Q#Ý�K�r�M>'��

$BouncedRecipient �Â�˜�å�«�I�€�S�w�™*…�b�”�»�Þ�«��

$BounceReason 3û%±#.#ä��

$remotehost �Ó�µ�­�î�ª�†  Cisco �”�É�Û�–�”�å�«�_3æ�™�K�S�©�«�¸�Ò�b�Í�«
�º�¡�_*(�A�n�<�}�€�r�M��
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Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  18 'v       �¸�Ÿ�«�º  �Ü�¯�î�«
  �¸�Ÿ�«�º  �Ü�¯�î�«�b�Q#Ý
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C H A P T E R 19

SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É

• �� SMTP Call-Ahead �w�™*…�è0É�b�+0[��>&P.19-1>' 

• �� SMTP Call-Ahead �w�™*…�è0É�b�á�î�¡�Ç�ß�î�� >&P.19-1>'

• ���¥4Š  SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É�‰�2��>&P.19-3>'

• ���Ü�«�¼�î�[�b  SMTP �§�î�Â)�#ä�b%T�™�Ó�î�Ý�b�è0É�b�–�¿�î�È�Ý�ì�� >&P.19-6>'

• �� LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�b0¿���� >&P.19-6>'

• �� SMTP Call-Ahead �¡�š�Ü�î�b�Ý�î�¸�•�å�¢�� >&P.19-7>'

• ��"I���b�Ø�î�¨�r�S�c�¢�Ý�î�É�b  SMTP Call-Ahead �è0É�b�Â�–�Ã�«�� >&P.19-8>'

SMTP Call-Ahead �w�™*…�è0É�b�+0[
SMTP Call-Ahead �w�™*…�è0É�µ+��[�c�
�w�™*…���Z�b%T�™�Ó�î�Ý�†�w�E
°�€�•�S�_�
�¥4Š  SMTP �§�î
�Â�_�¡�š�Ü�î�†��/œ�K�r�M�� LDAP �Ž1��r�S�c  Recipient Access Table>&RAT; �w�™*…�”�¡�­�«  �¸�î�È
�Ý>'�†�Q#Ý�[�A�^�8���œ�
�w�™*…�†�è0É�M�•�S�u�_�G�b�µ+��†�Q#Ý�K�r�M���S�\�<�d�
�Q�€�R�€�9�b�»
�Ó�–�å�†�Q#Ý�M�•�¨�X�b�Ó�î�Ý  �Î�µ�¡�«�b�Ó�î�Ý�†�Í�«�º�K�Z�8�Z�
 LDAP �–�å�Ç�Û�«�º�Û�¡�³�Õ�@
�›�w�™*…�†�è0É�M�•�S�u�_  LDAP �§�î�Â�_�¡�š�Ü�î�M�•�G�\�†0Á�•�K�Z�8�^�8�\�K�r�M���G�b���œ�

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  SMTP �§�î�Â�_�¡�š�Ü�î�†��/œ�K�Z�
 SMTP 3û�™�†)F�E�•
�S�_�w�™*…�†�è0É�[�A�r�M��

SMTP Call-Ahead �w�™*…�è0É�†�Q#Ý�K�Z�
!“� �^�w�™*…���Z�b�Ó�µ�­�î�ª�b��#.�†�ö�}�K�r�M��3û�–�

!“� �^�w�™*…���Z�b�Ó�µ�­�î�ª�c�
�»�ß�µ�É�M�•�S�_�á�î�¡  �Ÿ�×�î�†3û�K�Z��#.�K�r�M���æ�ƒ�~�_�

7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�b%T�™�>�|�g�w�™4Š�(�[3ã�•��#.�†/œ�ƒ�N�_!“� �^�Ó�µ�­�î�ª�†�»�ß�µ�É�r
�S�c�Â�˜�å�«�[�A�r�M��

SMTP Call-Ahead �w�™*…�è0É�b�á�î�¡�Ç�ß�î
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[  SMTP Call-Ahead �w�™*…�è0É�†0¿���M�•�\�
7Á�Ê�Ó�î�Ý  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 SMTP �§�î�Â�_���¦�S�_7Á0ð�K�Z���w�™*…�†�è0É�M�•6ë�
3æ�™
��b  
MTA �\�b  SMTP 3û�™�†�p�•�K�r�M�� Cisco �”�É�Û�–�”�å�«�c�
 SMTP �§�î�Â�_�¡�š�Ü�î�†��/œ�M�•�\
�A�
 SMTP �§�î�Â�b�Â'Å�†7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3É�K�
�Ø�î�¨�b0¿���_�ö�Y�8�Z�

�Ó�î�Ý�†�w�E
°�€�•�?�
�¥�î�»�\�•�«�±�Ò�Â'Å�[�K)F�†�»�ß�µ�É�M�•�G�\�@�[�A�r�M��

�W 19-1 �_�
 SMTP Call-Ahead �è0É3û�™�b�ö�•$×�^�á�î�¡�Ç�ß�î�†&g�K�r�M��
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'¨  19 'v       SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É
  SMTP Call-Ahead �w�™*…�è0É�b�á�î�¡�Ç�ß�î
�W 19-1 SMTP Call Ahead �§�î�Â3û�™�b�á�î�¡�Ç�ß�î  

1. 3æ�™
��b MTA �@ SMTP 3û�™�†6ä���K�r�M��

2. 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 SMTP �§�î�Â�_�¡�š�Ü�î�†3æ�™�K�Z�w�™*…  
validuser@recipient.com �†�è0É�M�•6ë�
 SMTP 3û�™�†�p�•�K�r�M��

>&�@>' SMTP �Ý�î�º�r�S�c  LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�@0¿���I�€�Z�8�•���œ�
 SMTP �§�î�Â�l
�b�¡�š�Ü�î�_�c�G�€�}�b�Ý�î�º�@�Q#Ý�I�€�r�M��

3. SMTP �§�î�Â�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�¡�š�Ü�î�b�Â'Å�†3É�K�r�M��

4. 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  SMTP 3û�™�†
Ì6ä�K�
 3æ�™
��b MTA �_�Â'Å�†3æ�™�K�

SMTP �§�î�Â�b�Â'Å>&�>�|�g  SMTP Call-Ahead �É�ß�Ç�“�–�Ý�b0¿��>'�_�ö�Y�8�Z�K)F�†)F/œ�M�•
�?�»�ß�µ�É�K�r�M��

7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�[�b��#.�b8p�Î�@�ô�r�W�Z�8�•�S�u�
"I���b�w�™*…���Z�b�Ó�µ�­�î�ª�@  RAT 
�_�|�W�Z�Ä�°�I�€�S���œ�
 SMTP Call-Ahead �w�™*…�è0É�c$Î#Õ�K�r�O�‡���S�\�<�d�
 RAT �[  
example.com ���Z�b�Ó�î�Ý�b�s�†�w�E
°�€�•�|�:�_�æ���K�S���œ�
 SMTP Call-Ahead �w�™*…�è0É�@$Î
#Õ�M�•�S�_�
 recipient@domain2.com ���Z�b�Ó�î�Ý�c�Ä�°�I�€�r�M��

>&�@>' HAT �[�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F>& DHAP>'�†0¿���K�S���œ�
 SMTP Call-Ahead �§�î�Â�b�Ä�°
�c�
�æ���K�S  1 �ì6ë�6�S�~�b�q�±!“� �w�™*…�X�b�p�b�Ä�°�X�_�µ�r�€�•�b�[�@�–�K�Z�C�T�I�8�� SMTP 
�§�î�Â�_�|�W�Z�Ä�°�@�Q�<�•���œ�†*ƒ�Ö�K�Z�G�b�X�†1*�Z�M�•�²0[�@�6�~�r�M�� DHAP �b0ò(ý�_�X�8
�Z�c�
 �� Cisco IronPort AsyncOS for Email Configuration Guide���b�� Configuring the Gateway to 
Receive Mail���†�g!·�K�Z�C�T�I�8��

 

MAIL��FROM:��user@sender.com
RCPT��TO:��validuser@recipient.com

3æ�™ MTA

SMTP �§�î�Â

�G�G�?�}6ä��

1

2

3

4

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

3æ�™
� MTA �\�b3û�™

Call-Ahead �§�î�Â�\�b3û�™
19-2
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'¨  19 'v       SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É
  �¥4Š SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É�‰�2
�¥4Š SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É�‰�2

Call-Ahead �§�î�Â  �É�ß�Ç�“�–�Ý�b0¿��

SMTP Call-Ahead �§�î�Â  �É�ß�Ç�“�–�Ý�b0¿���[�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  
SMTP �§�î�Â�b�K)F�‰�2�\  SMTP �§�î�Â�?�}3É�I�€�•�Â'Å�b0Ž5��‰�2�†0¿���K�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP Call-Ahead] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [ �É�ß�Ç�“�–�Ý�†3ã�•>& Add Profile>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �É�ß�Ç�“�–�Ý�b0¿���Í�†
°�Š�K�r�M��0ò(ý�_�X�8�Z�c�
 ��/² 19-2SMTP Call-Ahead �§�î�Â  �É�ß�Ç�“�–
�Ý�b0¿���� >&P.19-4>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 �É�ß�Ç�“�–�Ý�b9×�Ø�^0¿���†�æ���K�r�M��0ò(ý�_�X�8�Z�c�
 ��/² 19-3SMTP Call-Ahead �§�î�Â  �É�ß
�Ç�“�–�Ý�b9×�Ø�^0¿���� >&P.19-5>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

SMTP Call-Ahead �§�î�Â  �É�ß�Ç�“�–�Ý�b0¿��

SMTP Call-Ahead �§�î�Â  �É�ß�Ç�“�–�Ý�b0¿���ì�_�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\  
SMTP �§�î�Â�b�K)F�‰�2�†0¿���M�•�²0[�@�6�~�r�M��

/² 19-1 �¥4Š SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É�‰�2

�ï�8
Æ�� 3ã�•�_��

�«�¸�µ�É 1 �”�É�Û�–�”�å�«�b  SMTP �§�î�Â�l�b�K)F�>�|
�g�§�î�Â�b�Â'Å�b0Ž5��‰�2�†�ô���K�r�M��

�� Call-Ahead �§�î�Â  �É�ß�Ç�“�–�Ý�b0¿���� >&P.19-3>'

�«�¸�µ�É 2 SMTP �§�î�Â�@�w�™*…�†�è0É�M�•�|�:�_�Ã�È
�Ü�µ�¡  �Ü�«�¼�î�†0¿���K�r�M��

���Ü�«�¼�î�[�b  SMTP �§�î�Â)�#ä�b%T�™�Ó�î�Ý�b�è0É�b�–
�¿�î�È�Ý�ì�� >&P.19-6>'

�«�¸�µ�É 3 >&�õ�–>'�Ó�î�Ý�b�9�b�Í�«�º�_�Ý�î�¸�•�å�¢�M
�•7•�_�Q#Ý�M�•  SMTP �§�î�Â�†�ô���M�•�_�c�

LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�†�f�‚�K�r�M��

�� LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�b0¿���� >&P.19-6>'

�«�¸�µ�É 4 >&�õ�–>'"I���b�w�™*…�_�P�K�Z  Call-Ahead �è
0É�†�Â�–�Ã�«�M�•�|�:�_�”�É�Û�–�”�å�«�†0¿
���K�r�M��

��"I���b�Ø�î�¨�r�S�c�¢�Ý�î�É�b  SMTP Call-Ahead �è0É
�b�Â�–�Ã�«�� >&P.19-8>'
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'¨  19 'v       SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É
  �¥4Š SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É�‰�2
/² 19-2 SMTP Call-Ahead �§�î�Â  �É�ß�Ç�“�–�Ý�b0¿��

0¿�� 1��Â

�É�ß�Ç�“�–�Ý�¡>& Profile 
Name>'

Call-Ahead �§�î�Â  �É�ß�Ç�“�–�Ý�b�¡�S��

�¥�î�Ý�”�Ê�µ�»  �§�î�Â  �±
�–�É>&Call-Ahead Server 
Type>'

�¥�î�Ý�”�Ê�µ�»  �§�î�Â�l�b�K)F�‰�2�†���?�}  1 �X4E�¥�K�r�M��

• [ 4Ä�™�Í�«�º�†�Q#Ý>&Use Delivery Host>' ]�� SMTP Call-Ahead �¡�š
�Ü�î�_4Ä�™7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�Í�«�º�†�Q#Ý�M�•�|�:�_�æ���M�•��
�œ�c�
�G�b�œ�É�©�Ù�å�†4E�¥�K�r�M���S�\�<�d�
�Ó�î�Ý�b�w�™�”�»�Þ
�«�@ recipient@example.com �b���œ�
 SMTP �¡�š�Ü�î�c  example.com 
�_6õ4��Ü�E�}�€�S  SMTP �§�î�Â�_�P�K�Z��/œ�I�€�r�M�� SMTP �Ý�î�º
�r�S�c  LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�†0¿���K�S���œ�
�¡�š�Ü�î
›�b  
SMTP �§�î�Â�b�ô���_�c�
�G�€�}�b�Ý�î�º�@�Q#Ý�I�€�r�M�� LDAP 
�Ý�î�¸�•�å�¢  �¡�š�Ü�î�b0¿���_�X�8�Z�b0ò(ý�c�
 �� LDAP �Ý�î�¸�•�å
�¢  �¡�š�Ü�î�b0¿���� >&P.19-6>' �†�g!·�K�Z�C�T�I�8��

• [ �«�±�¸�•�µ�¡  Call-Ahead �§�î�Â>& Static Call-Ahead Server>' ]���¡�š
�Ü�î
›�b  Call-Ahead �§�î�Â�b�«�±�¸�•�µ�¡  �Ü�«�º�†�8�B�M�•���œ�c�

�G�b�œ�É�©�Ù�å�†�Q#Ý�K�r�M�� Call-Ahead �§�î�Â�b�¡�S�x���d�@8–)¾
�_�š�ƒ�}�^�8�\�î�ƒ�€�•���œ�c�
�G�b�œ�É�©�Ù�å�†�Q#Ý�[�A�r�M���G
�b�œ�É�©�Ù�å�†�Q#Ý�M�•�\�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�c�
�Ü�«�º�b�q�6�b�«�±�¸�•�µ�¡  Call-Ahead �§�î�Â�?�}�Û�˜�å�»�ß�Å
�å�‰�'�[�Í�«�º�_�¡�š�Ü�î�†3æ�™�K�r�M��

>&�@>' �«�±�¸�•�µ�¡  Call-Ahead �§�î�Â  �±�–�É�†4E�¥�M�•�\�
�¡�š
�Ü�î�_  SMTP �Ý�î�º�c4:#Ý�I�€�^�8�b�[�@�–�K�Z�C�T�I�8��
�Q�b�æ�ƒ�~  MX �Ý�µ�¡�”�µ�É�@��/œ�I�€�
�Q�b�‹�
�Í�«�º�[�«
�±�¸�•�µ�¡  �§�î�Â�b  Call-Ahead IP �”�»�Þ�«�†�v�“�M�•�S�u�b
�Ý�µ�¡�”�µ�É�@��/œ�I�€�r�M��

�«�±�¸�•�µ�¡  �¥�î�Ý�”�Ê�µ
�»  �§�î�Â>& Static 
Call-Ahead Servers >'

�«�±�¸�•�µ�¡  �¥�î�Ý�”�Ê�µ�»  �§�î�Â  �±�–�É�†�Q#Ý�M�•���œ�c�
�G�b
�Ç�•�î�Ý�»�_�Í�«�º�\�Ï�î�º�b)��s�œ�ƒ�O�b�Ü�«�º�†
°�Š�K�r�M�����b�S
�e�†�Q#Ý�K�Z�
�§�î�Â�\�Ï�î�º�b�Ü�«�º�†�8�B�K�r�M��

ironport.com:25

0
�X�b�š�å�º�Ü�@�6�•���œ�c�
�•�å�Ð�[�
�)�~�r�M��
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'¨  19 'v       SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É
  �¥4Š SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É�‰�2
/² 19-3 �_�
 SMTP Call-Ahead �§�î�Â  �É�ß�Ç�“�–�Ý�b9×�Ø�^0¿���†1��Â�K�r�M��

Call Ahead Server Responses

SMTP �§�î�Â�?�}�c�
���b�Â'Å�@3É�I�€�r�M��

/² 19-3 SMTP Call-Ahead �§�î�Â  �É�ß�Ç�“�–�Ý�b9×�Ø�^0¿��

0¿�� 1��Â

�–�å�±�î�Ç�™�–�«
>&Interface >'

SMTP �§�î�Â�\  SMTP 3û�™�†6ä���M�•�\�A�_�Q#Ý�I�€�•�–�å�±�î�Ç�™�–
�«��

[ 'ö#.�–�å�±�î�Ç�™�–�«>& Management interface>' ] �r�S�c  [ +¬�·>&Auto>' ] 
�b�]�U�}�†�Q#Ý�M�•�?�†4E�¥�K�r�M�� [ +¬�·>&Auto>' ] �†4E�¥�M�•�\�
7Á�Ê
�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�†+¬�·
$×�_�è���K�|�:�\�K�r�M�� Cisco IronPort �–�å�±�î�Ç�™�–�«�c�
���b�‰�2
�[  SMTP �§�î�Â�\�b�K)F�†0è�s�r�M��

• Call-Ahead �§�î�Â�@0¿���í�s�–�å�±�î�Ç�™�–�«�b  1 �X�\� �L�§�È�¿�µ
�º�V�_�6�•���œ�
�K)F�c�M+´�M�•�–�å�±�î�Ç�™�–�«�_�|�W�Z6ä���I�€
�r�M��

• 0¿���í�s�b�õ�–�b  SMTP �Ý�î�º�@�
�¡�š�Ü�î�b�Ý�î�º�_�Q#Ý�I�€�r
�M��

• �Q�€�è�¥�b���œ�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�\� �L�§�È�¿�µ�º�V�_�6�•
�–�å�±�î�Ç�™�–�«�@�Q#Ý�I�€�r�M��

MAIL FROM �”�»�Þ�«
>&MAIL FROM Address >'

SMTP �§�î�Â�\�b  SMTP 3û�™�_�Q#Ý�I�€�•  MAIL FROM: �”�»�Þ�«��

�è0É0[�Ó�±�–�Ò�”�˜�º
>&Validation Request 
Timeout >'

SMTP �§�î�Â�?�}�b)��Ý�†�…�µ�M�•&Ê�X���G�b�±�–�Ò�”�˜�º�Í�c�
0
�X�b  
Call-Ahead �§�î�Â�_�”�¡�­�«�M�•�•+��ö�b�6�•  1 �X�b�w�™*…�è0É0[�Ó�_�P
�M�•�Í�[�M�� �� Call Ahead Server Responses��>&P.19-5>' �†�g!·�K�Z�C�T�I
�8��

�è0É�š�Û�î�b�”�¡�©�Ù�å
>&Validation Failure 
Action >'

�w�™*…�è0É0[�Ó�@�»�K�K�S���œ>&�±�–�Ò�”�˜�º�
�§�î�Â�b7€���
�¿�µ�º
�á�î�¡�b�e8Ÿ�
�r�S�c�Y�Â�^�Â'Å�_�|�~>'�_��/œ�M�•�”�¡�©�Ù�å��7Á�Ê
�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b�I�r�J�r�^�Â'Å�b��#.�‰�2�†0¿��
�[�A�r�M�� �� Call Ahead Server Responses��>&P.19-5>' �†�g!·�K�Z�C�T�I�8��

�M�ì$×�^�š�Û�î�b�”�¡�©�Ù
�å>&Temporary Failure 
Action >'

�w�™*…�è0É0[�Ó�@�M�ì$×�_�»�K�K�S���œ>&�Ü�Ô�î�º  SMTP �§�î�Â�?�}  4xx 
�Â'Å�@3É�I�€�S>'�_��/œ�M�•�”�¡�©�Ù�å���Ó�î�Ý�Î�µ�¡�«�@�M�¼�b���œ�

�Ó�î�Ý�Î�µ�¡�«�†�<#Ý�[�A�^�8���œ�
�r�S�c�§�î�Å�«�†�<#Ý�[�A�^�8���œ
�_$Î#Õ�M�•�G�\�@�6�~�r�M��

�� Call Ahead Server Responses��>&P.19-5>' �†�g!·�K�Z�C�T�I�8��

�­�µ�©�Ù�å�6�S�~�b�q�±�w
�™*…�X>&Max.Recipients 
per Session >'

1 �X�b  SMTP �­�µ�©�Ù�å�[�è0É�M�•�q�±�w�™*…�X��

1 >|  25,000 �­�µ�©�Ù�å�b6ë�[�æ���K�r�M��

�§�î�Â�6�S�~�b�q�±�K)F�X
>&Max.Connections per 
Server >'

1 �Ž�b  Call-ahead SMTP �§�î�Â�l�b�q�±�K)F�X��

1 >|  100 �K)F�b6ë�[�æ���K�r�M��

�Ÿ�Õ�µ�©�×>&Cache>' SMTP �Â'Å�b�Ÿ�Õ�µ�©�×�b�§�–�¬�� 100 >|  1,000,000 �š�å�º�Ü�b6ë�[�æ��
�K�r�M��

�Ÿ�Õ�µ�©�×  TTL>&Cache 
TTL>'

�Ÿ�Õ�µ�©�×
Æ�[�b�š�å�º�Ü�b�Ñ)F�•+��ì6ë�Í���G�b�Ç�•�î�Ý�»�b�¹�Ç�›�Ý
�º�Í�c  900 &Ê�[�M�� 60 >|  86400 &Ê�b6ë�[�æ���K�r�M��
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'¨  19 'v       SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É
  �Ü�«�¼�î�[�b  SMTP �§�î�Â)�#ä�b%T�™�Ó�î�Ý�b�è0É�b�–�¿�î�È�Ý�ì
• 2xx>8Call Ahead �§�î�Â�?�}  2 �[���r�•  SMTP �¥�î�»�†�w�E�v�W�S���œ�
�w�™*…�c�w�E
°�€�}�€�r
�M���S�\�<�d�
�Â'Å�@  250 �b���œ�
�Ó�î�Ü�å�¢  �”�¡�©�Ù�å�†)F/œ�[�A�r�M��

• 4xx>84 �[���r�•  SMTP �¥�î�»�c�
 SMTP 0[�Ó�b��#.�p�_�M�ì$×�^7€���@$Î#Õ�K�S�G�\�†&g�K�r
�M���‹�[
Ì0è/œ�M�•�\�G�–�_��#.�I�€�•�G�\�@�6�~�r�M���S�\�<�d�
�Â'Å  451 �c�
0[�Ó�I�€�S�”�¡
�©�Ù�å�@�p�F�I�€�S�?�
��#.�p�_�ß�î�•�Ý  �š�Û�î�@$Î#Õ�K�S�G�\�†&g�K�r�M��

• 5xx>85 �[���r�•  SMTP �¥�î�»�c�
 SMTP 0[�Ó�b��#.�p�_�Ì)F$×�^7€���@$Î#Õ�K�S�G�\�†&g�K�r
�M���S�\�<�d�
�Â'Å  550 �c�
0[�Ó�I�€�S�”�¡�©�Ù�å�@��/œ�I�€�^�?�W�S�?�
�Ó�î�Ý�Î�µ�¡�«�†�Q#Ý
�[�A�^�?�W�S�G�\�†&g�K�r�M��

• Timeout�� Call-Ahead �§�î�Â�?�}�Â'Å�@�`�I�€�^�8���œ�
�±�–�Ò�”�˜�º�@$Î#Õ�M�•�S�_
Ì0è/œ�M
�•�ì6ë�†0¿���[�A�r�M��

• Connection error�� Call-Ahead �§�î�Â�l�b�K)F�_�»�K�K�S���œ�
�w�™*…�”�»�Þ�«�l�b�K)F�†�w�E

°�€�•�?�Ä�°�M�•�?�†0¿���[�A�r�M��

�Ü�«�¼�î�[�b  SMTP �§�î�Â)�#ä�b%T�™�Ó�î�Ý�b�è0É�b�–
�¿�î�È�Ý�ì

SMTP Call-Ahead �§�î�Â  �É�ß�Ç�“�–�Ý�†�8�B�K�S�}�
�Q�b�É�ß�Ç�“�–�Ý�†�Ü�«�¼�î�[�–�¿�î�È�Ý�_�K
�Z�
�Ü�«�¼�î�@  SMTP �§�î�Â)�#ä�b%T�™�Ó�î�Ý�†�è0É�[�A�•�|�:�_�M�•�²0[�@�6�~�r�M���É�Û�–�Ë�î
�º  �Ü�«�¼�î�[�c�w�™*…�b�è0É�c�²0[�^�8�b�[�
 SMTP Call-Ahead �µ+��c�Ã�È�Ü�µ�¡  �Ü�«�¼�î�[�b�s�Q
#Ý�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ü�«�¼�î>& Listeners>' ] �_&ã�·�K�r�M��

�«�¸�µ�É 2 SMTP Call-Ahead �µ+��†�–�¿�î�È�Ý�_�M�•�Ü�«�¼�î�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [SMTP Call Ahead �É�ß�Ç�“�–�Ý>& SMTP Call Ahead Profile>' ] �Ç�•�î�Ý�»�[�
�–�¿�î�È�Ý�_�M�•  
SMTP Call-Ahead �É�ß�Ç�“�–�Ý�†4E�¥�K�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�b0¿��
LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�†�Q#Ý�K�Z�
�Ó�î�Ý�†$��^�•�Ó�î�Ý  �Í�«�º�_�Ý�î�¸�•�å�¢�M�•���œ�

AsyncOS �c�
�æ�p�Ó�î�Ý�Í�«�º�“�ö�†�Q#Ý�K�Z�
�¡�š�Ü�î
›�b  SMTP �§�î�Â�†�ô���K�r�M���S�T�K�

�G�b��#.�@�Y4:�)�^���œ�@�6�~�r�M���S�\�<�d�
���b�«�Ÿ�î�Ð�[�c�
�Ó�î�Ý  �Í�«�º�“�ö>& mailHost >'
�_�c�
 Call-Ahead SMTP �§�î�Â�b�“�ö>& callAhead >'�[�æ���I�€�Z�8�•�§�î�Â�\�c$��^�•  SMTP �”�»
�Þ�«�@�6�~�r�M��

dn: mail=cisco.com, ou=domains
mail: cisco.com
mailHost: smtp.mydomain.com
policy: ASAV
callAhead: smtp2.mydomain.com,smtp3.mydomain.com:9025

�G�b���œ�
 [SMTP Call-Ahead] �Ç�•�î�Ý�»�†�Q#Ý�K�Z�
 SMTP Call-Ahead �¡�š�Ü�î�†  callAhead  �“�ö
�[�æ���I�€�Z�8�•�§�î�Â�_3?3æ�M�•�Ý�î�¸�•�å�¢  �¡�š�Ü�î�†�8�B�[�A�r�M���S�\�<�d�
���b�“�ö�[
�Ý�î�¸�•�å�¢  �¡�š�Ü�î�†�8�B�[�A�r�M��
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'¨  19 'v       SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É
  SMTP Call-Ahead �¡�š�Ü�î�b�Ý�î�¸�•�å�¢
�W 19-2 SMTP Call-Ahead #Ý�_0¿���I�€�S  LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î>8

�G�b�¡�š�Ü�î�[�c�
 {d}  �c�w�™*…�”�»�Þ�«�b�»�Ó�–�å4Š�(�†/²�K�
 SMTP Call-Ahead �§�î�Â�“�ö�c�

�¡�š�Ü�î�_�Q#Ý�M�•  Call-Ahead �§�î�Â�\�Ï�î�º�b�Í�\�K�Z�
�Ï�î�º  9025 �b  smtp2.mydomain.com�

smtp3.mydomain.com �†3É�K�r�M��

>&�@>' �G�b�[�c�
 LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�†�Q#Ý�K�Z  SMTP Call-Ahead �¡�š�Ü�î�†�G�K�8  SMTP �§�î
�Â�_3?3æ�[�A�•�¡�š�Ü�î�b0¿���[�b  1 �X�[�M���G�b�[�[1��Â�K�S�¡�š�Ü�î�e�Ð�4�x"I���b  LDAP �“�ö
�†�Q#Ý�M�•�²0[�c�6�~�r�O�‡��

SMTP Call-Ahead �¡�š�Ü�î�b�Ý�î�¸�•�å�¢
SMTP Call-Ahead �¡�š�Ü�î�b�Ý�î�¸�•�å�¢�ì�
 AsyncOS �c���b8p�Î�[�_���†�³�™�µ�¡�K�r�M��

�W 19-3 SMTP Call-Ahead �¡�š�Ü�î  �Ý�î�¸�•�å�¢�b�á�î�¡�Ç�ß�î  

�»�Ó�–�å�_  LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�r�S�c  SMTP �Ý�î�º�@0¿���I�€�Z�8�^�8���œ�
�S�b"g�Â�b)�
�Ý�c���b�«�¸�î�ª�_�û�I�€�r�M�� SMTP �Ý�î�º�@�Ñ�~�K�^�8���œ�c�
 DNS �Ý�µ�¡�”�µ�É�@��/œ�I�€�r
�M��

SMTP Call-Ahead �¡�š�Ü�î�b�æ�ƒ�~�_  LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�†�Q#Ý�M�•�\�A�_�
 SMTP �Ý�î�º
�v0¿���I�€�Z�8�•���œ�
�Ý�î�¸�•�å�¢�·�8�c�
�Ý�î�¸�•�å�¢  �¡�š�Ü�î�?�}3É�I�€�•�Í�_�|�W�Z$��^�~
�r�M��

 

�»�Ó�–�å�¡�†�³�™�µ�¡�K�r�M��

LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�†
�³�™�µ�¡�K�r�M��

SMTP �Ý�î�º�†�³�™�µ�¡�K�r�M��

DNS �Ý�µ�¡�”�µ�É�†��/œ�K�r�M>& MX �Ý�µ�¡�”�µ
�É�
 A �Ý�µ�¡�”�µ�É�b8p�_��/œ>' ��
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'¨  19 'v       SMTP �§�î�Â�†�Q#Ý�K�S�w�™*…�b�è0É
  "I���b�Ø�î�¨�r�S�c�¢�Ý�î�É�b  SMTP Call-Ahead �è0É�b�Â�–�Ã�«
• LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�?�}�Ï�î�º�^�K�[  1 �X�b�Í�«�º�¡�@3É�I�€�S���œ�
 SMTP 
Call-Ahead �¡�š�Ü�î�c  SMTP �Ý�î�º�†4:#Ý�K�r�M�� SMTP �Ý�î�º�@�Í�«�º�¡�\�K�Z��
›�Í�«�º�T
�E�æ���K�S���œ�
 SMTP �§�î�Â�b  IP �”�»�Þ�«�†�v�“�M�•�|�:�_�
 DNS �Ý�µ�¡�”�µ�É�@��/œ�I�€�r
�M��

• LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�?�}�Ï�î�º�\�\�v�_  1 �X�b�Í�«�º�¡�@3É�I�€�S���œ�
�Q�b  SMTP 
�Ý�î�º�@�Q#Ý�I�€�r�M�@�
 SMTP �Ý�î�º�[�Ï�î�º�@�æ���I�€�Z�8�Z�v�
 LDAP �¡�š�Ü�î�_�|�W�Z
3É�I�€�S�Ï�î�º�@�Q#Ý�I�€�r�M�� SMTP �Ý�î�º�@�Í�«�º�¡�\�K�Z��
›�Í�«�º�T�E�æ���K�S���œ�

SMTP �§�î�Â�b  IP �”�»�Þ�«�†�v�“�M�•�|�:�_�
 DNS �Ý�µ�¡�”�µ�É�@��/œ�I�€�r�M��

• LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�?�}�Ï�î�º�\�\�v�_�
�r�S�c�Ï�î�º�^�K�[0
�X�b�Í�«�º�@3É�I�€�S
���œ�
 SMTP �Ý�î�º�@4:#Ý�I�€�r�M�@�
 SMTP �Ý�î�º�[�Ï�î�º�@�æ���I�€�Z�8�Z�v�
 LDAP �Ý�î
�¸�•�å�¢  �¡�š�Ü�î�_�|�W�Z3É�I�€�S�Ï�î�º�@�Q#Ý�I�€�r�M�� SMTP �Ý�î�º�@�Í�«�º�¡�\�K�Z��
›
�Í�«�º�T�E�æ���K�S���œ�
 SMTP �§�î�Â�b  IP �”�»�Þ�«�†�v�“�M�•�|�:�_�
 DNS �Ý�µ�¡�”�µ�É�@��
/œ�I�€�r�M��

"I���b�Ø�î�¨�r�S�c�¢�Ý�î�É�b  SMTP Call-Ahead �è0É�b
�Â�–�Ã�«

�Ü�«�¼�î�[  SMTP Call-Ahead �è0É�†�–�¿�î�È�Ý�_�K�S�r�r�
"I���b�Ø�î�¨�r�S�c�Ø�î�¨  �¢�Ý�î�É�_�P
�K�Z  SMTP Call-Ahead �è0É�†%,$��M�•�²0[�@�6�•���œ�@�6�~�r�M��

SMTP Call-Ahead �¡�š�Ü�î�p�_�Ó�î�Ý�†4����I�O�Z�c�^�}�^�8�w�™*…�_�P�M�•  SMTP Call-Ahead �è0É
�†%,$��M�•���œ�[�M���S�\�<�d�
�w� �[�6�•�G�\�@�Â&��[�6�~�
3¿3ÿ�^�P�Â�†�²0[�\�M�•�•�«�±�Ð�î  
�§�î�Å�«�b�š�–�Ü�”�«�_  RAT �š�å�º�Ü�†3ã�•�[�A�r�M��

GUI �?�}  SMTP Call-Ahead �è0É�†�Â�–�Ã�«�M�•�|�:�_0¿���M�•�_�c�
 RAT �š�å�º�Ü�b3ã�•�r�S�c)…7Ÿ
�ì�_�
 [SMTP Call-Ahead �†�Â�–�Ã�«>& Bypass SMTP Call-Ahead>' ] �†4E�¥�K�r�M��
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C H A P T E R 20

�Ú�b  MTA �\�b�/�•�ì3û�™

• ���Ú�b  MTA �\�b�/�•�ì3û�™�b�+0[�� >&P.20-1>'

• ��0É�Â�i�b�v�“�� >&P.20-2>'

• ���Ü�«�¼�î  HAT �b  TLS �b�–�¿�î�È�Ý�ì�� >&P.20-6>'

• ��4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì�� >&P.20-9>'

• ��1�0É�•�b�Ü�«�º�b'ö#.�� >&P.20-15>'

• �� HTTPS �b0É�Â�i�b�–�¿�î�È�Ý�ì�� >&P.20-17>'

�Ú�b  MTA �\�b�/�•�ì3û�™�b�+0[
�š�å�±�î�É�Û�–�¬  �¤�î�º�˜�™�–>&�r�S�c�Ó�µ�­�î�ª3?3æ�š�î�ª�™�å�º�
�X�r�~  MTA>'�c�
3û�–�–�å
�±�î�¿�µ�º�V�[���¡�Ü�”�_��3û�™�K�r�M���X�r�~�
3û�™�c�/�•�ì�I�€�r�O�‡�����œ�_�|�W�Z�c�
�O�–�b
�6�•�š�î�ª�™�å�º�@�
3æ�™*…�r�S�c�w�™*…�_%±�}�€�•�G�\�^�C�
�G�b3û�™�†
��w�M�•�•+��ö�@�6�~�r
�M��3û�™�c'¨�U*…�_�|�W�Z�Ô�½�±�I�€�•�•+��ö�x�
�š�f�I�€�•�•+��ö�I�<�6�~�r�M��

Transport Layer Security>&TLS; �º�Û�å�«�Ï�î�º  �Þ�–�Ö  �­�Ÿ�×�Ü�¸�•>'�c  Secure Socket Layer>&SSL;
�­�Ÿ�×�”  �¯�£�µ�º  �Þ�–�Ö>'�¸�¡�À�ß�ª�î�†�5,��K�S�Â�î�ª�Ù�å�[�M���G�€�c�
�–�å�±�î�¿�µ�º�V�[�b  
SMTP �•�å�Â�­�î�©�Ù�å�b�/�•�ì�_�È�C�Q#Ý�I�€�Z�8�•�Ó�•�½�¬�Ò�[�M�� AsyncOS �[�c  SMTP �l�b  
STARTTLS �Ñ�G>&�­�Ÿ�×�”�^  SMTP over TLS>'�@�§�Ï�î�º�I�€�r�M��0ò(ý�_�X�8�Z�c�
 RFC 3207 �†
�g!·�K�Z�C�T�I�8>&�G�€�c�
�ë�F�_�^�W�S  RFC 2487 �_�æ�ƒ�•�Â�î�ª�Ù�å�[�M>' ��

AsyncOS �b  TLS ��/æ�[�c�
�/�•�ì�_�|�W�Z�É�Û�–�Â�©�î�@&��–�I�€�r�M���G�€�_�|�W�Z�
 X.509 0É�Â
�i�>�|�g0É�Â�i1�0É�§�î�Å�«�?�}�b&Î�&�Ÿ�î�b�–�å�Ï�î�º�x�
�”�É�Û�–�”�å�«�V�[�Q#Ý�M�•+¬�k*+�¡0É
�Â�i�†�8�B�[�A�r�M�� AsyncOS �[�c�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�>�|�g�É�Û�–�Ë�î�º  �Ü�«�¼�î�_�P�M�•�¶��
�b  TLS 0É�Â�i�
�–�å�±�î�Ç�™�–�«�V�b  �­�Ÿ�×�”  HTTP>&HTTPS>''ö#.�”�¡�­�«�
 LDAP �–�å�±�î�Ç�™
�–�«�
�>�|�g�M�m�Z�b$Î�™  TLS �K)F�@�§�Ï�î�º�I�€�r�M��
20-1
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  0É�Â�i�b�v�“

r 
TLS �†�Q#Ý�K�S  SMTP �•�å�Â�­�î�©�Ù�å�b�/�•�ì�‰�2

0É�Â�i�b�v�“
TLS �†�Q#Ý�M�•�_�c�
 Cisco �”�É�Û�–�”�å�«�_�P�M�•�w�™�>�|�g4Ä�™�b�S�u�b  X.509 0É�Â�i�>�|�g�M
+´�M�•&Î�&�Ÿ�î�@�²0[�[�M�� SMTP �[�b�w�™�>�|�g4Ä�™�b�g�‰�_�c� �L0É�Â�i�†�Q#Ý�K�
�–�å�±�î
�Ç�™�–�«>&LDAP �–�å�±�î�Ç�™�–�«>'�V�[�b  HTTPS �§�î�Å�«�x��
›�»�Ó�–�å�l�b�M�m�Z�b$Î�™  TLS 
�K)F�_�c�9�b0É�Â�i�†�Q#Ý�M�•�G�\�v�
�Q�€�}�b�M�m�Z�_�P�K�Z  1 �X�b0É�Â�i�†�Q#Ý�M�•�G�\�v�[�A�r
�M��

�¤%±�b1�0É�•�§�î�Å�«�?�}1�0É�>�|�g&Î�&�Ÿ�î�†2N
°�[�A�r�M��1�0É�•�c�
 ID �b�è0É�>�|�g
¶6ä�Ÿ�î
�b4Ä�x�_�Q#Ý�I�€�•�¹�ª�±�Ý0É�Â�i�†$Î/œ�M�•'¨�U*…�µ6õ�r�S�c�û���[�M���G�€�_�|�W�Z�
�w� �[�™8—
�[�A�•3�
–�_�|�W�Z0É�Â�i�@$Î/œ�I�€�S�G�\�@�I�}�_�–0É�I�€�r�M�� Cisco �[�c�
�§�î�Å�«�b5�0
�†�N
�á�K�r�O�‡��

Cisco �”�É�Û�–�”�å�«�[�c�
"‚+¬�b+¬�k*+�¡0É�Â�i�†�8�B�K�Z�

¶6ä0É�Â�i�†�v�“�M�•�S�u�_1�0É�•�_
3æ�™�M�•0É�Â�i*+�¡0[�Ó>&CSR>'�†#Õ�B�[�A�r�M��1�0É�•�c�
&Î�&�Ÿ�î�_�|�W�Z*+�¡�I�€�S�™8—�[�A
�•
¶6ä0É�Â�i�†3É3æ�K�r�M�� GUI �b  [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] �Ì�î�ª�r
�S�c  CLI �b  certconfig  �¥�Ð�å�»�†�Q#Ý�K�Z+¬�k*+�¡0É�Â�i�†�8�B�K�
 CSR �†#Õ�B�K�Z�
�™8—�[�A�•

¶6ä0É�Â�i�†�–�å�«�º�î�Ý�K�r�M��

�q�6�_0É�Â�i�†�v�“�r�S�c�8�B�M�•���œ�
�–�å�±�î�¿�µ�º�[�� certificate authority services SSL Serve
Certificates>&SSL �§�î�Â0É�Â�i�†�f�j�K�Z�8�•1�0É�•>' ���†�è(ô�K�Z�
�>���]�b#”�C�b�½�î�¬�_�q4:�^
�§�î�Å�«�†4E�¥�K�Z�C�T�I�8���§�î�Å�«�b�m8p�_�‘�W�Z�
0É�Â�i�†�v�“�K�r�M��

certconfig  �†�Q#Ý�K�Z0É�Â�i�†0¿���K�S�‹�[�
 GUI �b  [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i
>&Certificates>' ] �Ì�î�ª�>�|�g  CLI �b  print  �¥�Ð�å�»�†�Q#Ý�K�Z0É�Â�i�b�Ü�«�º
²�/�†/²&g�[�A�r�M��

print  �¥�Ð�å�»�[�c�p6ë0É�Â�i�@/²&g�I�€�^�8�G�\�_�@�–�K�Z�C�T�I�8��

/² 20-1 TLS �†�Q#Ý�K�S SMTP �•�å�Â�­�î�©�Ù�å�b�/�•�ì�‰�2

�ï�8
Æ�� 0ò(ý

�«�¸�µ�É 1 
¶1��b1�0É�•�?�}�b  X.509 0É�Â�i�\&Î�&�Ÿ�î
�†�v�“�K�r�M��

��0É�Â�i�b�v�“�� >&P.20-2>'

�«�¸�µ�É 2 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0É
�Â�i�†�–�å�«�º�î�Ý�K�r�M��

���b�8�N�€�?�[0É�Â�i�†�–�å�«�º�î�Ý�K�r�M��

• �� GUI �†�Q#Ý�K�S+¬�k*+�¡0É�Â�i�b�8�B�� >&P.20-3>'

• �� GUI �†�Q#Ý�K�S0É�Â�i�b�–�å�Ï�î�º�� >&P.20-5>'

�«�¸�µ�É 3 �Ó�µ�­�î�ª�w�™#Ý�
�r�S�c�Ó�µ�­�î�ª4Ä�™#Ý�

�r�S�c�Q�b�g�‰�b  TLS �†�–�¿�î�È�Ý�_�K�r�M��

• ���Ü�«�¼�î  HAT �b  TLS �b�–�¿�î�È�Ý�ì�� >&P.20-6>' 

• ��4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì��
>&P.20-9>'

�«�¸�µ�É 4 >&�õ�–>'�Ü�Ô�î�º  �»�Ó�–�å�?�}�b0É�Â�i�†�è0É
�K�
�»�Ó�–�å�b�¡�Þ�¹�å�©�Õ�Ý�†&�'g�M�•�S
�u�_�”�É�Û�–�”�å�«�@�Q#Ý�M�•�™8—�[�A�•1�
0É�•�b�Ü�«�º�†�•�«�±�Ð�–�¬�K�r�M��

��1�0É�•�b�Ü�«�º�b'ö#.�� >&P.20-15>'

�«�¸�µ�É 5 >&�õ�–>' TLS �K)F�@�²0[�^�»�Ó�–�å�_�Ó�µ�­�î
�ª�†3æ�™�[�A�^�8���œ�_1™�Ì�†3æ�™�M�•�|�:
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿
���K�r�M��

��0[�Ó�I�€�S  TLS �K)F�@�»�K�K�S���œ�b�”�Û�î�º�b3æ�™��
>&P.20-11>'
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  0É�Â�i�b�v�“
1™�Ì Cisco �”�É�Û�–�”�å�«�_�c  TLS �>�|�g  HTTPS �µ+��@�¸�«�º�í�s�[�6�•�G�\�†&g�M�¹�Ô0É�Â�i�@� 
�•�I�€�r�M�@�
�¹�Ô0É�Â�i�Ü�A�b�§�î�Å�«�b�8�N�€�?�†�–�¿�î�È�Ý�_�M�•�G�\�c�­�Ÿ�×�”�[�c�^�8�S
�u�
3û�–�b�Q#Ý�_�c�N�á�[�A�r�O�‡���¹�Ç�›�Ý�º�b�¹�Ô0É�Â�i�@�Ü�“�K�Z�8�•�8�N�€�?�b�§�î�Å�«�†
�–�¿�î�È�Ý�_�M�•�\�
 CLI �_1™�Ì�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�p6ë0É�Â�i

�Ý�î�º0É�Â�i�b�è0É�_�•�<�Z�
 AsyncOS �[�c�
�p6ë0É�Â�i�b�è0É�b�Q#Ý�v�§�Ï�î�º�I�€�r�M���p6ë0É
�Â�i�\�c�™8—�[�A�•�Ý�î�º1�0É�•�_�|�W�Z$Î/œ�I�€�S0É�Â�i�[�6�~�
�™8—�b4�6P�†� "á$×�_�8�B�M�•�G
�\�_�|�W�Z�
3ã�•�b0É�Â�i�†�8�B�M�•�S�u�_�Q#Ý�I�€�r�M���S�\�<�d�
�™8—�[�A�•�Ý�î�º1�0É�•�_�|�W
�Z0É�Â�i�†$Î/œ�M�•�’�<�@�Z�<�}�€�S  godaddy.com �_�|�W�Z0É�Â�i�@$Î/œ�I�€�S�\�K�r�M��
godaddy.com �_�|�W�Z$Î/œ�I�€�S0É�Â�i�[�c�
�™8—�[�A�•�Ý�î�º1�0É�•�b&Î�&�Ÿ�î�\� �]�_  
godaddy.com �b&Î�&�Ÿ�î�@�è0É�I�€�•�²0[�@�6�~�r�M��

0É�Â�i�\7Ÿ�p'ö#.

0É�Â�i�c3û�–�
0É�Â�i�b
¹3û�¡�_�ß�î�•�Ý  �Ð�©�å�b�Í�«�º�¡�†�Q#Ý�K�r�M��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  
�”�É�Û�–�”�å�«�@�¡�Û�«�±�b�M4Š�[�6�•���œ�c�
�¡�Û�«�±  �Þ�Ë�Ý�[�–�å�«�º�î�Ý�[�A�•�á�–�Ý�»  �•�î
�»�b0É�Â�i�†7V�8�Z�Ð�©�å  �Þ�Ë�Ý�\�K�Z�›�¡�Û�«�±  �Ó�å�Â�b0É�Â�i�†�–�å�Ï�î�º�M�•�²0[�@�6�~�r�M��
�Ó�å�Â�î�b�Ü�«�¼�î�@�9�b�Ð�©�å�\3û�™�M�•�\�A�_�¡�Û�«�±�@�g!·�[�A�•�|�:�_�
�›�¡�Û�«�±  �Ó�å�Â
�b0É�Â�i�c�
� �L0É�Â�i�b�¡�S�†�Q#Ý�M�•�²0[�@�6�~�r�M��

GUI �†�Q#Ý�K�S+¬�k*+�¡0É�Â�i�b�8�B

���b�8�N�€�?�b#.#ä�_�|�~�”�É�Û�–�”�å�«�b0É�Â�i�†�8�B�r�S�c�–�å�Ï�î�º�M�•�•+��ö�@�6�~�r�M��

• �Ú�b  MTA �\�b  SMTP �•�å�Â�­�î�©�Ù�å�†  TLS>&%T�™�\$Î�™�•�å�Â�­�î�©�Ù�å�b�g�‰>'�†�Q#Ý�K
�Z�/�•�ì�M�•�S�u��

• HTTPS �†�Q#Ý�K�Z GUI �_�”�¡�­�«�M�•�S�u�b�”�É�Û�–�”�å�«�b  HTTPS �§�î�Å�«�†�–�¿�î�È�Ý�_
�M�•�S�u��

• LDAP �§�î�Â�@�¡�Û�–�”�å�º1�0É�†0[�Ó�K�S���œ�_  LDAPS �b�¡�Û�–�”�å�º0É�Â�i�\�K�Z�Q#Ý�M�•
�S�u��

• �”�É�Û�–�”�å�«�\  DLP #Ý�b RSA Enterprise Manager 6ë�b�­�Ÿ�×�”�^3û�™�†0Á�•�M�•�S�u��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ 0É�Â�i�b3ã�•>& Add Certificate>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ +¬�k*+�¡0É�Â�i�b�8�B>& Create Self-Signed Certificate>' ] �†4E�¥�K�r�M��

�W 20-1�_�
 [ +¬�k*+�¡0É�Â�i�b�8�B>& Create Self-Signed Certificate>' ] �œ�É�©�Ù�å�@4E�¥�I�€�S  [ 0É�Â
�i�b3ã�•>& Add Certificate>' ] �Ì�î�ª�@/²&g�I�€�r�M��
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  0É�Â�i�b�v�“
�W 20-1 [ 0É�Â�i�b3ã�•>& Add Certificate >' ] �Ì�î�ª

�«�¸�µ�É 4 +¬�k*+�¡0É�Â�i�_�
���b�_���†
°�Š�K�r�M��

�«�¸�µ�É 5 [ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�Z�
0É�Â�i�>�|�g*+�¡�_���†&�1��K�r�M��

�W 20-2�_�
+¬�k*+�¡0É�Â�i�b�[�†&g�K�r�M��

�W 20-2 [ 0É�Â�i>&Certificate >' ] �Ì�î�ª�b/²&g

�«�¸�µ�É 6 0É�Â�i�b�¡�S�†
°�Š�K�r�M�� AsyncOS �b�¹�Ç�›�Ý�º�[�c�
%$�S�_
°�Š�K�S
¹3û�b�¡�S�@�m�~�\�Z�}�€
�r�M��


¹3û�¡>& Common Name >' �ö
²�Ÿ8í�»�Ó�–�å�¡��

)�)Ê>&Organization >' )�)Ê�b�G&��^�G�'�¡&à��

)�)Ê�"�)>& Organizational 
Unit >'

)�)Ê�b4Š*+�¡��

�w�
#ë�§>& City (Locality) >' )�)Ê�b�•�Ð�…�@�6�•4”�w��

4”4(�Ó%4>&State 
(Province) >'

)�)Ê�b�•�Ð�…�@�6�•�^�
4†�
�r�S�c�…�‰��

�\>& Country >' )�)Ê�b�•�Ð�…�@�6�•  2 �e�Ð�b  ISO �\�¡�¥�î�»��

�»� �r�[�b�‡6ë>& Duration 
before expiration >'

0É�Â�i�@�‡7H�)�€�_�^�•�r�[�b�¥�X��

&Î�&�Ÿ�î�b�§�–�¬>& Private 
Key Size >'

CSR #Ý�_#Õ�B�M�•&Î�&�Ÿ�î�b�§�–�¬�� 2048 �Å�µ�º�>�|�g  1024 �Å�µ�º�T
�E�@�§�Ï�î�º�I�€�r�M��
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  0É�Â�i�b�v�“
�«�¸�µ�É 7 +¬�k*+�¡0É�Â�i�b  CSR �†1�0É�•�_3æ�™�M�•���œ�
 [ 0É�Â�i*+�¡0[�Ó�†�²�˜�å�ß�î�»>& Download 
Certificate Signing Request>'] �†�¡�Ü�µ�¡�K�Z�ß�î�•�Ý�r�S�c�¿�µ�º�á�î�¡  �Ð�©�å�_  PEM �g�'�[  CSR 
�†�–�Ñ�K�r�M��

�«�¸�µ�É 8 �š�f
Æ���†3æ�™�K�
&����K�r�M��

&Î�&�Ÿ�î�_�|�W�Z*+�¡�I�€�S�™8—�[�A�•
¶6ä0É�Â�i�†1�0É�•�@�`�M�\�
 [ 0É�Â�i>&Certificates>' ] �Ì�î
�ª�b0É�Â�i�b�¡�S�†�¡�Ü�µ�¡�K�Z�ß�î�•�Ý  �Ð�©�å�r�S�c�¿�µ�º�á�î�¡�V�b�Ç�“�–�Ý�l�b�Ã�«�†
°�Š�M
�•�G�\�[�
�™8—�[�A�•
¶6ä0É�Â�i�†�”�µ�É�ß�î�»�K�r�M���w�™�K�S�™8—�[�A�•
¶6ä0É�Â�i�@  PEM �g�'
�[�6�•�?�
�r�S�c�”�É�Û�–�”�å�«�_�”�µ�É�ß�î�»�M�•�S�_  PEM �†�Q#Ý�M�•�|�:�_�š�n�[�A�•�g�'�[�6
�•�G�\�†&�1��K�r�M�� >&�š�n�¶�î�Ý�c  http://www.openssl.org �b!“�q�b�¯�Ç�º�˜�™�”  OpenSSL �_�µ�r�€
�Z�8�r�M>' ��

1�0É�•�?�}0É�Â�i�†�”�µ�É�ß�î�»�M�•�\�
�¤�Ñ�b0É�Â�i�@�V�i�A�I�€�r�M��+¬�k*+�¡0É�Â�i�_6õ4��M�•
�p6ë0É�Â�i�†�”�µ�É�ß�î�»�M�•�G�\�v�[�A�r�M���Ã�È�Ü�µ�¡  �Ü�«�¼�î�r�S�c�É�Û�–�Ë�î�º  �Ü�«�¼�î�

IP �–�å�±�î�Ç�™�–�«�b  HTTPS �§�î�Å�«�
 LDAP �–�å�±�î�Ç�™�–�«�
�r�S�c��
›�»�Ó�–�å�l�b�M�m�Z�b
$Î�™ TLS �K)F�_0É�Â�i�†�Q#Ý�[�A�r�M��

GUI �†�Q#Ý�K�S0É�Â�i�b�–�å�Ï�î�º

AsyncOS �[�c  PKCS #12 �g�'�[�–�Ñ�I�€�S0É�Â�i�†�–�å�Ï�î�º�K�Z�”�É�Û�–�”�å�«�[�Q#Ý�M�•�G�\�v
�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ 0É�Â�i�b3ã�•>& Add Certificate>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ 0É�Â�i�b�–�å�Ï�î�º>& Import Certificate>' ] �œ�É�©�Ù�å�†4E�¥�K�r�M��

�«�¸�µ�É 4 �¿�µ�º�á�î�¡�V�r�S�c�ß�î�•�Ý  �Ð�©�å�b0É�Â�i�Ç�“�–�Ý�l�b�Ã�«�†
°�Š�K�r�M��

�«�¸�µ�É 5 �Ç�“�–�Ý�b�Ã�«�á�î�»�†
°�Š�K�r�M��

�«�¸�µ�É 6 [ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�Z0É�Â�i�b�_���†/²&g�K�r�M��

�«�¸�µ�É 7 0É�Â�i�b�¡�S�†
°�Š�K�r�M��

AsyncOS �b�¹�Ç�›�Ý�º�[�c�

¹3û�b�¡�S�@�m�~�\�Z�}�€�r�M��

�«�¸�µ�É 8 �š�f
Æ���†3æ�™�K�
&����K�r�M��

+¬�k*+�¡0É�Â�i�b�8�B�r�S�c  CLI �†�Q#Ý�K�S0É�Â�i�b�–�å�Ï�î�º

+¬�k*+�¡0É�Â�i�†�8�B�M�•�?�
�r�S�c  CLI �†�Q#Ý�K�Z0É�Â�i�†�–�å�Ï�î�º�M�•���œ�
 certconfig  �¥�Ð
�å�»�†�Q#Ý�K�r�M��

GUI �†�Q#Ý�K�S0É�Â�i�b�š�¡�«�Ï�î�º

AsyncOS �[�c�
0É�Â�i�†�š�¡�«�Ï�î�º�K�
 PKCS #12 �g�'�[�–�Ñ�M�•�G�\�v�•+��[�M��
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  �Ü�«�¼�î  HAT �b  TLS �b�–�¿�î�È�Ý�ì
�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ 0É�Â�i�b�š�¡�«�Ï�î�º>& Export Certificate>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �š�¡�«�Ï�î�º�M�•0É�Â�i�†4E�¥�K�r�M��

�«�¸�µ�É 4 0É�Â�i�b�Ç�“�–�Ý�¡�†
°�Š�K�r�M��

�«�¸�µ�É 5 0É�Â�i�Ç�“�–�Ý�b�Ã�«�á�î�»�†
°�Š�K�r�M��

�«�¸�µ�É 6 [ �š�¡�«�Ï�î�º>& Export>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 7 �Ç�“�–�Ý�†�ß�î�•�Ý  �Ð�©�å�r�S�c�¿�µ�º�á�î�¡  �Ð�©�å�_�–�Ñ�K�r�M��

�«�¸�µ�É 8 �I�}�_0É�Â�i�†�š�¡�«�Ï�î�º�M�•�?�
�r�S�c  [ �Ÿ�Õ�å�­�Ý>& Cancel>' ] �†�¡�Ü�µ�¡�K�Z  [ �¿�µ�º�á�î�¡
>&Network>' ] > [ 0É�Â�i>&Certificates>' ] �Ì�î�ª�_�`�~�r�M��

�Ü�«�¼�î  HAT �b  TLS �b�–�¿�î�È�Ý�ì
�/�•�ì�@�²0[�^�Ü�«�¼�î�_�P�K�Z  TLS �†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���–�å�±�î�¿�µ�º�_�P�M�•
�Ü�«�¼�î>&�X�r�~�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î>'�_�c  TLS �†�–�¿�î�È�Ý�_�K�r�M�@�

Æ4Š�©�«�¸�Ò�b�Ü�«
�¼�î>&�X�r�~�
�É�Û�–�Ë�î�º  �Ü�«�¼�î>'�_�c�²0[�6�~�r�O�‡���r�S�
�M�m�Z�b�Ü�«�¼�î�_�P�K�Z�/�•
�ì�†�–�¿�î�È�Ý�_�M�•�G�\�v�[�A�r�M��

�Ü�«�¼�î�b  TLS �_���b0¿���†�æ���[�A�r�M��

�¹�Ç�›�Ý�º�[�c�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�\�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b�]�U�}�v  TLS �K)F�†0Á�•�K�r�O�‡��
7Á�Ê�Ó�î�Ý�b%T�™>&�w�™>'�r�S�c$Î�™>&3æ�™>'�b TLS �†�–�¿�î�È�Ý�_�M�•�_�c�
�Ü�«�¼�î�b  HAT �b  
TLS �†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M���r�S�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�>�|�g�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b
�M�m�Z�b�¹�Ç�›�Ý�º  �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î0¿���[  tls  0¿���@�� off���_�^�W�Z�8�r�M��

�Ü�«�¼�î�b�8�B�ì�_�
�¶���b�Ã�È�Ü�µ�¡  �Ü�«�¼�î�_  TLS �K)F�b�S#Ý�b0É�Â�i�†�m�~�\�Z�•�G�\�@�[�A
�r�M��0ò(ý�_�X�8�Z�c�
 �� GUI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å�� >&P.5-8>' �†�g!·�K�Z
�C�T�I�8��

/² 20-2 �Ü�«�¼�î�b  TLS 0¿��

TLS 0¿�� �–�á

1. No TLS �[�c%T�™�K)F�†/œ�<�r�O�‡���Ü�«�¼�î�_�P�M�•�K)F�[�c�
�/�•�ì�I�€�S  
SMTP �•�å�Â�­�î�©�Ù�å�c�²0[�6�~�r�O�‡���G�€�c�
�”�É�Û�–�”�å�«�V�[0¿��
�I�€�•�M�m�Z�b�Ü�«�¼�î�_�P�M�•�¹�Ç�›�Ý�º0¿���[�M��

2. �N�á>&Preferred >' TLS �[  MTA �?�}�b�Ü�«�¼�î�l�b%T�™�K)F�@�•+��[�M��

3. �²8r>& Required >' TLS �[  MTA �?�}�Ü�«�¼�î�l�b%T�™�K)F�@�•+��[�M���r�S�
 STARTTLS �¥�Ð�å
�»�†�w�™�M�•�r�[  Cisco �”�É�Û�–�”�å�«�c  NOOP�
 EHLO �r�S�c  QUIT �è�¥�b�M�m
�Z�b�¥�Ð�å�»�_�P�K�Z�š�Û�î  �Ó�µ�­�î�ª�[�Â'Å�K�r�M���G�b�·�8�c  RFC 3207 
�_�|�W�Z�æ���I�€�Z�8�r�M�� RFC 3207 �[�c�
 Secure SMTP over Transport 
Layer Security �b  SMTP �§�î�Å�«�Ñ�G�@0d���I�€�Z�8�r�M�� TLS �@���²0[���[
�6�•�G�\�c�
3æ�™
��[  TLS �b�/�•�ì�†/œ�ƒ�^�87Á�Ê�Ó�î�Ý�@�
3æ�™�S�_  Cisco 
�”�É�Û�–�”�å�«�_�|�W�Z�Ä�°�I�€�•�G�\�†�–�á�K�
�G�b�S�u�
�/�•�ì�I�€�N�_
�¡�Ü�”  �¸�Ÿ�«�º�[3?3æ�I�€�•�G�\�@�G4J�I�€�r�M��
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  �Ü�«�¼�î  HAT �b  TLS �b�–�¿�î�È�Ý�ì

 

GUI �†�Q#Ý�K�S�Ã�È�Ü�µ�¡�r�S�c�É�Û�–�Ë�î�º�b�Ü�«�¼�î�l�b  TLS �K)F�b
�S�u�b0É�Â�i�b�m�~�\�Z

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ü�«�¼�î>& Listeners>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 )…7Ÿ�M�•�Ü�«�¼�î�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ 0É�Â�i>&Certificate>' ] �Ç�•�î�Ý�»�?�}�
0É�Â�i�†4E�¥�K�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

CLI �†�Q#Ý�K�S�Ã�È�Ü�µ�¡�r�S�c�É�Û�–�Ë�î�º�b�Ü�«�¼�î�l�b  TLS �K)F�b
�S�u�b0É�Â�i�b�m�~�\�Z

�m8p 

�«�¸�µ�É 1 listenerconfig -> edit  �¥�Ð�å�»�†�Q#Ý�K�Z�
0¿���M�•�Ü�«�¼�î�†4E�¥�K�r�M��

�«�¸�µ�É 2 certificate  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Q#Ý�[�A�•0É�Â�i�†/²&g�K�r�M��

�«�¸�µ�É 3 �É�ß�å�É�º�@/²&g�I�€�S�}�
�Ü�«�¼�î�†�m�~�\�Z�•0É�Â�i�†4E�¥�K�r�M��

�«�¸�µ�É 4 �Ü�«�¼�î�b0¿���@�ö�¢�K�S�}�
 commit  �¥�Ð�å�»�†$Î/œ�K�Z�
�š�f�†�–�¿�î�È�Ý�_�K�r�M��

�ß� �å�¢

TLS �@�²0[�[�6�•�_�v�?�?�ƒ�}�N�
�Ü�«�¼�î�[�Q#Ý�[�A�^�8���œ�
 Cisco �”�É�Û�–�”�å�«�_�|�W�Z�Ó�î
�Ý �ß�¢  �–�å�«�±�å�«�[3û%±�I�€�r�M�����b�²�ó�b�8�N�€�?�† 6�S�M���œ�
�Ó�î�Ý  �ß�¢�@�f�‚�I�€�r
�M��

• �Ü�«�¼�î�_�P�K�Z  TLS �@���²8r>& required>'���\0¿���I�€�Z�8�•��

• Cisco �”�É�Û�–�”�å�«�c�
 �� STARTTLS �¥�Ð�å�»�†�q�6�_$Î/œ >&Must issue a STARTTLS command
first>'���¥�Ð�å�»�†3æ�™�K�S��

• �G�–�^�w�™*…�@�w�™�O�N�_�K)F�@)
�¢�K�S��

TLS �K)F�@�»�K�K�S#.#ä�_6õ�M�•�_���@�Ó�î�Ý  �ß�¢�_0°6��I�€�r�M��

GUI �b�[>8�Ü�«�¼�î�b  HAT �b  TLS 0¿���b�š�f

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î>& Mail Flow Policies>' ] �Ì�î�ª�_&ã�·�K
�r�M��
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  �Ü�«�¼�î  HAT �b  TLS �b�–�¿�î�È�Ý�ì
�«�¸�µ�É 2 �š�f�M�•�Ï�Ü�©�î�†�â�X�Ü�«�¼�î�†4E�¥�K�
)…7Ÿ�M�•�Ï�Ü�©�î�b�¡�S�l�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��
>&�¹�Ç�›�Ý�º  �Ï�Ü�©�î  �Ã�Û�Ó�î�±�v)…7Ÿ�•+�>' ��

�«�¸�µ�É 3 [ �/�•�ì�\1�0É>& Encryption and Authentication>' ] �­�¡�©�Ù�å�b  [TLS:] �Ç�•�î�Ý�»�[�
�Ü�«�¼�î�b  
TLS �b�Þ�Ë�Ý�†4E�¥�K�r�M��

�W 20-3 �Ü�«�¼�î�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  �Ã�Û�Ó�î�±�[0[�Ó�I�€�•  TLS

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

4E�¥�K�S TLS 0¿���@�o�Î�I�€�Z�Ü�«�¼�î�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�@�f�‚�I�€�r�M��

CLI �[>8�Ü�«�¼�î�b  HAT �b  TLS 0¿���b�š�f

�m8p 

�«�¸�µ�É 1 listenerconfig -> edit  �¥�Ð�å�»�†�Q#Ý�K�Z�
0¿���M�•�Ü�«�¼�î�†4E�¥�K�r�M��

�«�¸�µ�É 2 �Ü�«�¼�î�b�¹�Ç�›�Ý�º�b  HAT 0¿���†)…7Ÿ�M�•�_�c�
 hostaccess -> default  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�¸�µ�É 3 ���b2A�e�@/²&g�I�€�S�}�
���b4E�¥*å�b�8�N�€�?�†
°�Š�K�Z  TLS 0¿���†�š�f�K�r�M��

�G�b�[�[�c�
�Ü�«�¼�î�[�Q#Ý�[�A�•�w� �^0É�Â�i�@�6�•�?�]�:�?�†&�1��M�•�S�u�_  certconfig  �¥�Ð�å
�»�†�Q#Ý�M�•�?�]�:�?�†2A�e�K�Z�8�r�M��0É�Â�i�†�8�B�K�Z�8�^�8���œ�
�Ü�«�¼�î�[�c�”�É�Û�–�”�å�«
�_�6�}�?�L�u�–�å�«�º�î�Ý�I�€�Z�8�•�¹�Ô0É�Â�i�†�Q#Ý�K�r�M���¸�«�º% $×�[�¹�Ô0É�Â�i�[  TLS �†�–
�¿�î�È�Ý�_�M�•�G�\�c�[�A�r�M�@�
�­�Ÿ�×�”�[�c�^�8�S�u�
3û�–�b�Q#Ý�_�c�N�á�[�A�r�O�‡���Ü�«�¼�î
�_0É�Â�i�†�m�~�\�Z�•�_�c�
 listenerconfig -> edit -> certificate  �¥�Ð�å�»�†�Q#Ý�K�r�M��

TLS �†0¿���M�•�\�
 CLI �[�Ü�«�¼�î�b�+0[�_0¿���@�o�Î�I�€�r�M��

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

[1]>  3

You have chosen to enable TLS. Please use the 'certconfig' command to 
ensure that there is a valid certificate configured.

Name: Inboundmail

Type: Public
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì
�«�¸�µ�É 4 �š�f�†�–�¿�î�È�Ý�_�M�•�_�c�
 commit  �¥�Ð�å�»�†$Î/œ�K�r�M��

4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì
[ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>'] �Ì�î�ª�r�S�c  destconfig  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 TLS 
�†�–�¿�î�È�Ý�_�K�Z�
"I���b�»�Ó�–�å�_7Á�Ê�Ó�î�Ý�†4Ä�™�M�•�|�:�_0[�Ó�[�A�r�M��

TLS �T�E�[�^�C�
�»�Ó�–�å�b�§�î�Â0É�Â�i�b�è0É�v0[�Ó�[�A�r�M���G�b�»�Ó�–�å0É�Â�i�c�
�»�Ó�–�å
�b�¡�Þ�¹�å�©�Õ�Ý�†&�'g�M�•�S�u�_�Q#Ý�I�€�•�¹�ª�±�Ý0É�Â�i�_�ö�Y�8�Z�8�r�M��0É�Â�É�ß�­�«�_�c��
�b  2 �X�b0[�ó�@�µ�r�€�r�M��

• �™8—�[�A�• Certificate Authority>&CA; 1�0É�•>'�_�|�W�Z$Î/œ�I�€�S0É�Â�i�[)
�ƒ�•  SMTP �­�µ
�©�Ù�å�b0É�Â�i$Î/œ*…�b�³�™�î�å��

• �w�™�Ð�©�å�b DNS �¡�r�S�c�Ó�µ�­�î�ª�b��
›�»�Ó�–�å�b�8�N�€�?�\�M+´�M�•0É�Â�i�_/²&g�I�€�S  
Common Name>&CN>'��

�r�S�c

�Ó�µ�­�î�ª�b��
›�»�Ó�–�å�@�
0É�Â�i�b�§�È�ª�™�¡�º�æ�p�¡>& subjectAltName>'�b�Ñ�G�b  DNS �¡
�b�8�N�€�?�\�M+´�K�Z�8�•>& RFC 2459 �†�g!·>' ���G�b�M+´�[�c�
 RFC 2818 �b�­�¡�©�Ù�å  3.1 �[1�
�Â�I�€�Z�8�•�á�–�Ý�»�•�î�»�@�§�Ï�î�º�I�€�r�M��

�™8—�[�A�• CA �c�
 ID �b�è0É�>�|�g
¶6ä�Ÿ�î�b4Ä�x�_�Q#Ý�I�€�•�¹�ª�±�Ý0É�Â�i�†$Î/œ�M�•�
'¨�U*…
�µ6õ�r�S�c�û���[�M���G�€�_�|�W�Z�
�w� �[�™8—�[�A�•3�
–�_�|�W�Z0É�Â�i�@$Î/œ�I�€�S�G�\�@�I�}�_
�–0É�I�€�r�M��

�š�å�Ë�ß�î�É�/�•�ì�b�æ�ƒ�~�_  TLS �K)F�†�Ó�K�Z�»�Ó�–�å�_�Ó�µ�­�î�ª�†3æ�™�M�•�|�:�_  Cisco �”�É
�Û�–�”�å�«�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Configuration 
Guide���b�� Cisco Email Encryption���b'v�†�g!·�K�Z�C�T�I�8��

�M�m�Z�b$Î�™ TLS �K)F�_�P�K�Z�”�É�Û�–�”�å�«�[�Q#Ý�M�•0É�Â�i�†�æ���[�A�r�M��0É�Â�i�†�æ���M�•
�_�c�
 [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �Ì�î�ª�b  [Edit Global Settings] �†�¡�Ü�µ�¡�M�•
�?�
�r�S�c  CLI �b  destconfig -> setup  �†�Q#Ý�K�r�M��0É�Â�i�c�»�Ó�–�å�H�\�b0¿���[�c�^�C�
�¢
�ß�î�Â�Ý0¿���[�M��

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: Required
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì
[ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �Ì�î�ª�r�S�c  destconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�»�Ó�–�å
�†�µ�u�•���œ�
�æ���I�€�S�»�Ó�–�å�b  TLS �_  5 �X�b$��^�•0¿���†�æ���[�A�r�M�� TLS �b�š�å�¥�î�»�_
�»�Ó�–�å�\�b�º�n�@�²8r�[�6�•�?�
�r�S�c�N�á�I�€�•�?�b�æ���_�•�<�Z�
�»�Ó�–�å�b�è0É�@�²0[�?�]�:
�?�v�æ���[�A�r�M��0¿���b1��Â�_�X�8�Z�c�
 /² 20-3�†�g!·�K�Z�C�T�I�8��

/² 20-3 4Ä�™�b TLS 0¿��

TLS 0¿�� �–�á

�¹�Ç�›�Ý�º �¹�Ç�›�Ý�º�b  TLS 0¿���[�c�
�Ü�«�¼�î�?�}�»�Ó�–�å�b  MTA �l�b$Î�™�K)F�_  [
3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �Ì�î�ª�r�S�c  destconfig -> 

default  �§�È�¥�Ð�å�»�†�Q#Ý�M�•�|�:�_0¿���I�€�Z�8�r�M��

2A�e���G�b�»�Ó�–�å�_"I���b  TLS 0¿���†4:#Ý�K�r�M�? ?>&Do you wish to apply 
a specific TLS setting for this domain?>'���_���8�8�<>& no>'���\�G'Å�M�•�\�


���¹�Ç�›�Ý�º���Í�@0¿���I�€�r�M��

1. �8�8�<>& No>' �–�å�±�î�Ç�™�–�«�?�}�»�Ó�–�å�b  MTA �l�b$Î�™�K)F�_�c�
 TLS �@�¿�¦�©�š�î
�º�I�€�r�O�‡��

2. �N�á>&Preferred >' Cisco �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�?�}�»�Ó�–�å�b  MTA �l�b  TLS �@�¿�¦
�©�š�î�º�I�€�r�M���S�T�K�
 >&220 �Â'Å�†�w�™�M�•�S�_>' TLS �¿�¦�©�š�î�©�Ù
�å�_�»�K�M�•�\�
 SMTP �º�Û�å�¨�¡�©�Ù�å�c���¡�Ü�”�^�� >&�/�•�ì�I�€�^�8>'
�r�r�[�M��0É�Â�i�@�™8—�[�A�•1�0É�•�_�|�W�Z$Î/œ�I�€�S���œ�
�è0É�c/œ�ƒ�€
�r�O�‡�� 220 �Â'Å�†�w�™�K�S�‹�_�š�Û�î�@$Î#Õ�K�S���œ�
 SMTP �º�Û�å�¨�¡
�©�Ù�å�c�¡�Ü�”  �¸�Ÿ�«�º�_�Ç�›�î�Ý�Â�µ�¡�I�€�r�O�‡��

3. �²8r>& Required >' Cisco �”�É�Û�–�”�å�«  �–�å�±�î�Ç�™�–�«�?�}�»�Ó�–�å�b  MTA �l�b  TLS �@�¿�¦
�©�š�î�º�I�€�r�M���»�Ó�–�å�b0É�Â�i�b�è0É�c/œ�ƒ�€�r�O�‡���¿�¦�©�š�î�©�Ù
�å�_�»�K�M�•�\�
7Á�Ê�Ó�î�Ý�c�Q�b�K)F�†�Ó�K�Z3æ�™�I�€�r�O�‡���¿�¦�©�š�î
�©�Ù�å�_�B�Œ�M�•�\�
�/�•�ì�I�€�S�­�µ�©�Ù�å�†)�#ä�K�Z7Á�Ê�Ó�î�Ý�@4Ä�™�I
�€�r�M��

4. �N�á>&�è0É>'
>&Preferred (Verify) >'

Cisco �”�É�Û�–�”�å�«�?�}�»�Ó�–�å�b  MTA �l�b  TLS �@�¿�¦�©�š�î�º�I�€�r�M��
�”�É�Û�–�”�å�«�c�»�Ó�–�å�b0É�Â�i�b�è0É�†0è/œ�K�r�M��

���b  3 �X�b)��Ý�@*ƒ�<�}�€�r�M��

• TLS �@�¿�¦�©�š�î�º�I�€�
0É�Â�i�@�è0É�I�€�•���/�•�ì�I�€�S�­�µ�©�Ù�å
�_�|�W�Z�Ó�î�Ý�@4Ä�™�I�€�•��

• TLS �@�¿�¦�©�š�î�º�I�€�•�v�b�b�
0É�Â�i�c�è0É�I�€�^�8���/�•�ì�I�€�S
�­�µ�©�Ù�å�_�|�W�Z�Ó�î�Ý�@4Ä�™�I�€�•��

• TLS �K)F�@&�'g�I�€�N�
0É�Â�i�c�è0É�I�€�^�8��7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�@
�É�Þ�î�å  �¸�Ÿ�«�º�[4Ä�™�I�€�•��

5. �²8r>&�è0É>'
>&Required (Verify) >'

Cisco �”�É�Û�–�”�å�«�?�}�»�Ó�–�å�b  MTA �l�b  TLS �@�¿�¦�©�š�î�º�I�€�r�M��
�»�Ó�–�å�b0É�Â�i�b�è0É�@�²0[�[�M��

���b  3 �X�b)��Ý�@*ƒ�<�}�€�r�M��

• TLS �K)F�@�¿�¦�©�š�î�º�I�€�
0É�Â�i�@�è0É�I�€�•���/�•�ì�I�€�S�­�µ
�©�Ù�å�_�|�W�Z7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�@4Ä�™�I�€�•��

• TLS �K)F�@�¿�¦�©�š�î�º�I�€�•�v�b�b�
�™8—�[�A�•  CA �_�|�W�Z0É�Â�i�@
�è0É�I�€�^�8���Ó�î�Ý�c4Ä�™�I�€�^�8��

• TLS �K)F�@�¿�¦�©�š�î�º�I�€�^�8���Ó�î�Ý�c4Ä�™�I�€�^�8��
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì
�¢�µ�»  �¿�–�Â�î  �¸�î�È�Ý�_�æ���I�€�S�w�™*…�»�Ó�–�å�b�æ���I�€�S�š�å�º�Ü�@�^�8���œ�
�r�S�c�æ��
�I�€�S�š�å�º�Ü�@�Ñ�~�M�•�v�b�b�
�Q�b�š�å�º�Ü�_�P�K�Z�æ���I�€�S  TLS 0¿���@�Ñ�~�K�^�8���œ�
 [ 3æ
�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �Ì�î�ª�r�S�c  destconfig -> default  �§�È�¥�Ð�å�»>&���8
�8�<>&No>'���
���N�á>& Preferred>'���
���²8r>& Required>'���
���N�á>&�è0É>' Preferred (Verify)���
���²8r>&�è
0É>'Required (Verify)��>'�†�Q#Ý�K�Z�·�8�†0¿���M�•�²0[�@�6�~�r�M��

0[�Ó�I�€�S  TLS �K)F�@�»�K�K�S���œ�b�”�Û�î�º�b3æ�™

TLS �K)F�@�²0[�^�»�Ó�–�å�_�Ó�µ�­�î�ª�†4Ä�™�M�•7•�_  TLS �¿�¦�©�š�î�©�Ù�å�@�»�K�K�S���œ�

Cisco �”�É�Û�–�”�å�«�@�”�Û�î�º�†3æ�™�M�•�?�]�:�?�†�æ���[�A�r�M���”�Û�î�º  �Ó�µ�­�î�ª�_�c�»�K�K
�S TLS �¿�¦�©�š�î�©�Ù�å�b��
›�»�Ó�–�å�¡�@�µ�r�€�r�M�� Cisco �”�É�Û�–�”�å�«�c�
�©�«�¸�Ò  �”�Û�î
�º�b�±�–�É�b1™�Ì5��±�Ø�Þ�Ë�Ý  �”�Û�î�º�†�w�™�M�•�|�:0¿���I�€�S�M�m�Z�b�w�™*…�_�”�Û�î�º�Ó�µ
�­�î�ª�†3æ�™�K�r�M�� GUI �b  [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �”�Û�î�º>& Alerts>' ] �Ì�î
�ª>&�r�S�c  CLI �b  alertconfig  �¥�Ð�å�»>'�†�Q#Ý�K�Z�”�Û�î�º�b�w�™*…�†'ö#.�[�A�r�M��

GUI �†�Q#Ý�K�S  TLS �K)F�”�Û�î�º�b�–�¿�î�È�Ý�ì

�m8p 

�«�¸�µ�É 1 �Ó�î�Ý  �Ï�Ü�©�î�b  [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �¢�ß�î�Â�Ý0¿���†)…7Ÿ>& Edit Global Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �²0[�^  TLS �K)F�_�»�K�K�S���œ�_�”�Û�î�º�†3æ�™>8 >&Send an alert when a required TLS connection 
fails:>' ] �b  [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

�G�€�c�
�»�Ó�–�å�"�)�[�c�^�C�
�¢�ß�î�Â�Ý�^0¿���[�M���”�É�Û�–�”�å�«�@4Ä�™�†0è/œ�K�S�Ó�µ�­�î�ª
�b�_���_�X�8�Z�c�
 [ �Ô�½�±>&Monitor>' ] > [ �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢>& Message Tracking>' ] �Ì�î�ª
�r�S�c�Ó�î�Ý  �ß�¢�†�Q#Ý�K�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

CLI �†�Q#Ý�K�S  TLS �K)F�”�Û�î�º�b�–�¿�î�È�Ý�ì

CLI �†�Q#Ý�K�Z TLS �K)F�”�Û�î�º�†�–�¿�î�È�Ý�_�M�•�_�c�
 destconfig - > setup �¥�Ð�å�» �†�Q#Ý�K�r
�M��

�ß� �å�¢

�»�Ó�–�å�_  TLS �@�²0[�[�6�•�_�v�?�?�ƒ�}�N�
�Q#Ý�[�A�^�8���œ�
 Cisco �”�É�Û�–�”�å�«�_�|�W�Z
�Ó�î�Ý  �ß�¢  �–�å�«�±�å�«�[3û%±�I�€�r�M�� TLS �K)F�†�Q#Ý�[�A�^�?�W�S#.#ä�v0°3U�I�€�Z�8�r�M����
�b�²�ó�b�8�N�€�?�† 6�S�M���œ�
�Ó�î�Ý  �ß�¢�@�f�‚�I�€�r�M��

• �Ü�Ô�î�º  MTA �[  ESMTP �@�§�Ï�î�º�I�€�^�8>&�S�\�<�d�
 Cisco �”�É�Û�–�”�å�«�?�}�b  EHLO �¥
�Ð�å�»�@#.0Ž�[�A�^�8>' ��

• �Ü�Ô�î�º  MTA �[  ESMTP �@�§�Ï�î�º�I�€�•�v�b�b�
 �� STARTTLS���@  EHLO �Â'Å�[�”�»�Â�±�–�¬
�I�€�•�Ñ�G�b�Ü�«�º�_�^�8��

• �Ü�Ô�î�º  MTA �[�� STARTTLS���Ñ�G�@�”�»�Â�±�–�¬�I�€�S�v�b�b�
 Cisco �”�É�Û�–�”�å�«�[  
STARTTLS �¥�Ð�å�»�†3æ�™�K�S7•�_�š�Û�î�@3É�I�€�•��
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì
CLI �b�[

�G�b�[�[�c�
 destconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
 TLS �K)F�b0[�Ó�>�|�g�� partner.com���»�Ó�–�å�b�/�•
�ì�I�€�S�•�å�Â�­�î�©�Ù�å�†��/œ�K�r�M���Ü�«�º�@/²&g�I�€�r�M��

example.com �b0É�Â�i�c�
�6�}�?�L�u�–�å�«�º�î�Ý�I�€�Z�8�•�¹�Ô0É�Â�i�b�æ�ƒ�~�_$Î�™  TLS �K)F�[
�Q#Ý�I�€�r�M���¸�«�º% $×�[�¹�Ô0É�Â�i�[  TLS �†�–�¿�î�È�Ý�_�M�•�G�\�c�[�A�r�M�@�
�­�Ÿ�×�”�[�c
�^�8�S�u�
3û�–�b�Q#Ý�_�c�N�á�[�A�r�O�‡��

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[]> setup

The "Demo" certificate is currently configured. You may use "Demo", but this will not be 
secure.

1. example.com

2. Demo

Please choose the certificate to apply:

[1]> 1

Do you want to send an alert when a required TLS connection fails? [N]>
20-12
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì
There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[]> new

Enter the domain you wish to limit.

[]> partner.com

Do you wish to configure a concurrency limit for partner.com?  [Y]> n

Do you wish to apply a messages-per-connection limit to this domain? [N]> n

Do you wish to apply a recipient limit to this domain?  [N]> n

Do you wish to apply a specific bounce profile to this domain?  [N]> n

Do you wish to apply a specific TLS setting for this domain?  [N]> y

Do you want to use TLS support?

1. No

2. Preferred
20-13
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì
3. Required

4. Preferred (Verify)

5. Required (Verify)

[1]> 3

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there 
is a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this 
domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[]> list

 Rate               Bounce Bounce 

Domain       Limiting  TLS      Verification  Profile

===========  ========  =======  ============  =========
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  1�0É�•�b�Ü�«�º�b'ö#.
1�0É�•�b�Ü�«�º�b'ö#.
�”�É�Û�–�”�å�«�c�
�Ü�Ô�î�º  �»�Ó�–�å�?�}�b0É�Â�i�b�è0É�_�c�»�Ó�–�å�b�¡�Þ�¹�å�©�Õ�Ý�†&�'g�M�•
�S�u�_�Q#Ý�M�•�–�Ñ�I�€�S�™8—�[�A�•1�0É�•�†�Q#Ý�K�r�M�����b�™8—�[�A�•1�0É�•�†�Q#Ý�M�•�|�:�_�”
�É�Û�–�”�å�«�†0¿���[�A�r�M��

• �É�Þ�–�å�«�º�î�Ý�I�€�S�Ü�«�º�� �”�É�Û�–�”�å�«�_�c�™8—�[�A�•1�0É�•�b�Ü�«�º�@�6�}�?�L�u�–�å
�«�º�î�Ý�I�€�Z�8�r�M���G�€�c�
�©�«�¸�Ò  �Ü�«�º�\�ç�d�€�r�M��

• �Ø�î�¨��*O�b�Ü�«�º�� �™8—�[�A�•1�0É�•�b�Ü�«�º�†�•�«�±�Ð�–�¬�K�
�”�É�Û�–�”�å�«�_�Ü�«�º�†�–
�å�Ï�î�º�[�A�r�M��

�©�«�¸�Ò  �Ü�«�º�r�S�c�•�«�±�Ð�–�¬�I�€�S�Ü�«�º�b�8�N�€�?�
�r�S�c�g�‰�b�Ü�«�º�†�Q�W�Z�
�Ü�Ô�î
�º  �»�Ó�–�å�?�}�b0É�Â�i�†�è0É�[�A�r�M��

GUI �b  [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] > [ 1�0É�•�b)…7Ÿ>&Edit Certificate 
Authorities>' ] �Ì�î�ª�r�S�c  CLI �b  certconfig > certauthority  �¥�Ð�å�»�†�Q#Ý�K�Z�Ü�«�º�K�r�M��

[ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] > [ 1�0É�•�b)…7Ÿ>&Edit Certificate Authorities>' ] 
�Ì�î�ª�[�
���b�±�«�¡�†��/œ�[�A�r�M��

• 1�0É�•�b�©�«�¸�Ò  �Ü�«�º>&�–�å�«�º�î�Ý�í�s>'�†�g!·�K�r�M�� 0ò(ý�_�X�8�Z�c�
 ���É�Þ�–�å�«�º�î
�Ý�I�€�S�b1�0É�•�Ü�«�º�b�g!·�� >&P.20-16>' �†�g!·�K�Z�C�T�I�8��

partner.com  Default   Req      Default       Default

(Default)    On        Off      Off           (Default)

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[]>
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'¨  20 'v       �Ú�b  MTA �\�b�/�•�ì3û�™
  1�0É�•�b�Ü�«�º�b'ö#.
• �©�«�¸�Ò  �Ü�«�º�†�Q#Ý�M�•�?�]�:�?�†4E�¥�K�r�M�� �©�«�¸�Ò  �Ü�«�º�c�–�¿�î�È�Ý�r�S�c�¹�•�­�î
�È�Ý�_�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���©�«�¸�Ò1�0É�•�Ü�«�º�b�¹�•�­�î�È�Ý�ì�� >&P.20-16>' �†�g!·
�K�Z�C�T�I�8��

• �•�«�±�Ò1�0É�•�Ü�«�º�†�Q#Ý�M�•�?�]�:�?�†4E�¥�K�r�M�� �•�«�±�Ò  �Ü�«�º�†�Q#Ý�K�Z�
�¸�Ÿ�«�º  
�Ç�“�–�Ý�?�}�Ü�«�º�†�–�å�Ï�î�º�M�•�|�:�_�”�É�Û�–�”�å�«�†�–�¿�î�È�Ý�_�[�A�r�M��0ò(ý�_�X�8
�Z�c�
 ���•�«�±�Ò1�0É�•�Ü�«�º�b�–�å�Ï�î�º�� >&P.20-16>' �†�g!·�K�Z�C�T�I�8��

• �Ç�“�–�Ý�_�
1�0É�•�b�Ü�«�º�†�š�¡�«�Ï�î�º�K�r�M�� �¸�Ÿ�«�º  �Ç�“�–�Ý�_�
1�0É�•�b�©�«�¸�Ò  �Ü
�«�º�r�S�c�•�«�±�Ò  �Ü�«�º�†�š�¡�«�Ï�î�º�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ��1�0É�•�Ü�«�º�b�š�¡�«
�Ï�î�º�� >&P.20-17>' �†�g!·�K�Z�C�T�I�8��

�É�Þ�–�å�«�º�î�Ý�I�€�S�b1�0É�•�Ü�«�º�b�g!·

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ 1�0É�•>&Certificate Authorities>' ] �­�¡�©�Ù�å�[�
 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �©�«�¸�Ò1�0É�•�†/²&g>& View System Certificate Authorities>' ] �†�¡�Ü�µ�¡�K�r�M��

�©�«�¸�Ò1�0É�•�Ü�«�º�b�¹�•�­�î�È�Ý�ì

�É�Þ�–�å�«�º�î�Ý�I�€�S�©�«�¸�Ò1�0É�•�Ü�«�º�c�”�É�Û�–�”�å�«�?�}�P7V�[�A�r�O�‡�@�
�–�¿�î�È�Ý�r
�S�c�¹�•�­�î�È�Ý�_�[�A�r�M���”�É�Û�–�”�å�«�@�Ü�Ô�î�º  �Í�«�º�?�}�b0É�Â�i�†&�1��M�•�S�u�_�•�«
�±�Ò �Ü�«�º�b�s�†�Q#Ý�M�•�G�\�†�¹�•�­�î�È�Ý�_�M�•�G�\�@�6�~�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ 1�0É�•>&Certificate Authorities>' ] �­�¡�©�Ù�å�[�
 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �©�«�¸�Ò  �Ü�«�º>& System List>' ] �[  [ �¹�•�­�î�È�Ý>& Disable>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�•�«�±�Ò1�0É�•�Ü�«�º�b�–�å�Ï�î�º

�™8—�[�A�•1�0É�•�b�•�«�±�Ò  �Ü�«�º�†�8�B�K�Z�
�”�É�Û�–�”�å�«�_�–�å�Ï�î�º�[�A�r�M���Ç�“�–�Ý�c  
PEM �g�'�_�K�Z�
�”�É�Û�–�”�å�«�[�™8—�M�•1�0É�•�b0É�Â�i�@�µ�r�€�Z�8�•�²0[�@�6�~�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ 1�0É�•>&Certificate Authorities>' ] �­�¡�©�Ù�å�[�
 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �•�«�±�Ò  �Ü�«�º>& Custom List>' ] �b  [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��
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�«�¸�µ�É 4 �ß�î�•�Ý  �Ð�©�å�r�S�c�¿�µ�º�á�î�¡  �Ð�©�å�b�•�«�±�Ò  �Ü�«�º�l�b�Ç�Ý  �Ã�«�†
°�Š�K�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

1�0É�•�Ü�«�º�b�š�¡�«�Ï�î�º

�©�«�¸�Ò
Æ�b�™8—�[�A�•1�0É�•�b�§�È�­�µ�º�b�s�†�Q#Ý�M�•�?�
�¤�Ñ�b�•�«�±�Ò  �Ü�«�º�b)…7Ÿ�†/œ�:
���œ�
�Ü�«�º�†  .txt �Ç�“�–�Ý�_�š�¡�«�Ï�î�º�K�Z�
1�0É�•�†3ã�•�r�S�c�P7V�M�•�|�:�_)…7Ÿ�[�A�r�M��
�Ü�«�º�b)…7Ÿ�@�ö�¢�K�S�}�
�Ç�“�–�Ý�†�•�«�±�Ò  �Ü�«�º�\�K�Z�”�É�Û�–�”�å�«�_�–�å�Ï�î�º�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i>&Certificates>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ 1�0É�•>&Certificate Authorities>' ] �­�¡�©�Ù�å�[�
 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �Ü�«�º�b�š�¡�«�Ï�î�º>& Export List>' ] �†�¡�Ü�µ�¡�K�r�M��

[ 1�0É�•�Ü�«�º�b�š�¡�«�Ï�î�º>& Export Certificate Authority List>' ] �Ì�î�ª�@/²&g�I�€�r�M��

�«�¸�µ�É 4 +¬�(�@�š�¡�«�Ï�î�º�M�•�Ü�«�º�†4E�¥�K�r�M��

�«�¸�µ�É 5 �Ü�«�º�b�Ç�“�–�Ý�¡�†
°�Š�K�r�M��

�«�¸�µ�É 6 [ �š�¡�«�Ï�î�º>& Export>' ] �†�¡�Ü�µ�¡�K�r�M��

AsyncOS �[�c�
 .txt �Ç�“�–�Ý�\�K�Z�Ü�«�º�†6ä�C�?�
�r�S�c�–�Ñ�M�•�?�†&�1��M�•�²�–�”�ß�¢�Î�µ�¡
�«�@/²&g�I�€�r�M��

HTTPS �b0É�Â�i�b�–�¿�î�È�Ý�ì
GUI �b  [ �¿�µ�º�á�î�¡>& Network>' ] > [IP �–�å�±�î�Ç�™�–�«>& IP Interfaces>' ] �Ì�î�ª�r�S�c  CLI �b  
interfaceconfig  �¥�Ð�å�»�b�8�N�€�?�†�Q#Ý�K�Z�
 IP �–�å�±�î�Ç�™�–�«�[  HTTPS �§�î�Å�«�b0É�Â�i
�†�–�¿�î�È�Ý�_�[�A�r�M�� GUI �†�Q#Ý�K�Z IP �–�å�±�î�Ç�™�–�«�†3ã�•�M�•���œ�
 HTTPS �§�î�Å�«�_
�Q#Ý�M�•0É�Â�i�†4E�¥�K�
 [HTTPS] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�Ï�î�º$��•�†
°�Š�K�r�M��

���b�[�[�c�
 interfaceconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Ï�î�º  443>&�¹�Ç�›�Ý�º  �Ï�î�º>'�V�[  HTTPS 
�§�î�Å�«�†�–�¿�î�È�Ý�_�M�•�|�:�_  IP �–�å�±�î�Ç�™�–�«  PublicNet �†)…7Ÿ�K�r�M���–�å�±�î�Ç�™�–�«
�b�Q�b�Ú�b�M�m�Z�b�¹�Ç�›�Ý�º�@�w�E
°�€�}�€�r�M�� >&�É�ß�å�É�º�[  Enter �\
°�Š�M�•�\�
0…�•�µ�¥�[
�V�r�€�Z/²&g�I�€�•�¹�Ç�›�Ý�º�Í�@�w�E
°�€�}�€�•>' ��

�G�b�[�[�c�
�”�É�Û�–�”�å�«�_�6�}�?�L�u�–�å�«�º�î�Ý�I�€�Z�8�•�¹�Ô0É�Â�i�†�Q#Ý�K�r�M���¸�«�º% 
$×�[�¹�Ô0É�Â�i�[  HTTPS �§�î�Å�«�†�–�¿�î�È�Ý�_�M�•�G�\�c�[�A�r�M�@�
�­�Ÿ�×�”�[�c�^�8�S�u�
3û
�–�b�Q#Ý�_�c�N�á�[�A�r�O�‡��

>&�@>' GUI �b�©�«�¸�Ò0¿���˜�•�¨�î�»�†�Q#Ý�K�Z  HTTPS �§�î�Å�«�†�–�¿�î�È�Ý�_�[�A�r�M�� �� Cisco IronPort 
AsyncOS for Email Configuration Guide���b�� Setup and Installation���b'v�b�� Define the Default 
Router (Gateway), Configure the DNS Settings, and Enabling Secure Web Access���†�g!·�K�Z�C�T�I
�8��
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�G�b�¥�Ð�å�»�?�}�b�š�f�@&����I�€�•�\�
�Ø�î�¨�@�­�Ÿ�×�”  HTTPS �b  URL>&https://192.168.2.1 >'
�†�Q#Ý�K�Z�¢�Û�Ç�•�•�Ý  �Ø�î�¨  �–�å�±�î�Ç�™�–�«>& GUI>'�_�”�¡�­�«�[�A�•�|�:�_�^�~�r�M��

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[]> edit

Enter the number of the interface you wish to edit.

[]> 3

IP interface name (Ex: "InternalNet"):

[PublicNet]>

Would you like to configure an IPv4 address for this interface (y/n)? [Y]> y

IPv4 Address (Ex: 192.168.1.2):

[192.168.2.1]>

Netmask (Ex: "255.255.255.0" or "0xffffff00"):
[24]> 
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Would you like to configure an IPv6 address for this interface (y/n)? [N]>

Ethernet interface:

1. Data 1

2. Data 2

3. Management

[2]>

Hostname:

[mail3.example.com]>

Do you want to enable Telnet on this interface?  [N]>

Do you want to enable SSH on this interface?  [N]>

Do you want to enable FTP on this interface?  [N]>

Do you want to enable HTTP on this interface?  [Y]>

Which port do you want to use for HTTP?

[80]>

Do you want to enable HTTPS on this interface?  [N]>  y

Which port do you want to use for HTTPS?

[443]> 443

Do you want to enable Spam Quarantine HTTP on this interface? [N]>
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Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

The "Demo" certificate is currently configured. You may use "Demo", but this will not be 
secure. To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the 
secure service? [Y]>

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)

3. PublicNet (192.168.2.1/24: mail3.example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[]>
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�Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��

• ���ß�î�•�Ý  �»�Ó�–�å�b7Á�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢�� >&P.21-1>' 

• ���”�»�Þ�«�b�i�A�n�<�� >&P.21-6>'

• ���š�–�Ü�”�«  �¸�î�È�Ý�b�8�B�� >&P.21-7>'

• ���Ð�«�•�Þ�î�»�b0¿���� >&P.21-16>' 

• ���»�Ó�–�å  �Ð�µ�É�µ+��� >&P.21-28>'

• ���Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.�� >&P.21-36>'

• ��3æ�™
›�¥�å�º�ß�î�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.�� >&P.21-43>'

• �� Cisco �Â�˜�å�«�è0É�� >&P.21-51>'

• ��7Á�Ê�Ó�î�Ý4Ä�™�Ã�Û�Ó�î�±�b0¿���� >&P.21-56>'

• �� Virtual Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  
�¤�î�º�˜�™�–�� >&P.21-59>' 

• �� [ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe>' ] �µ+��b�Q#Ý�� >&P.21-68>'

�ß�î�•�Ý  �»�Ó�–�å�b7Á�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢
'¨ 5 'v��7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b�¤�î�º�˜�™�–�b0¿���� �[�c�
�š�å�±�î�É�Û�–�¬  �¤�î�º�˜�™�–0¿
���_�P�K�Z  SMTP �K)F�†�f�j�M�•�|�:�_�É�Û�–�Ë�î�º  �Ü�«�¼�î�\�Ã�È�Ü�µ�¡  �Ü�«�¼�î�†�•�«�±�Ð�–�¬
�K�r�K�S���G�€�}�b�Ü�«�¼�î�c�
"I���b�K)F�†��#.�K�S�~>& HAT �š�f)�#ä>' �
"I���»�Ó�–�å�b�Ó�î�Ý�†
�w�™�K�S�~>&�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b  RAT �š�f)�#ä>'�M�•�|�:�_�•�«�±�Ð�–�¬�I�€�Z�8�r�M��

Cisco �”�É�Û�–�”�å�«�[�c�
�Ó�î�Ý�†�ß�î�•�Ý  �»�Ó�–�å)�#ä�[�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP 
�Ý�î�º>& SMTP Routes>' ] �Ì�î�ª>&�r�S�c  smtproutes  �¥�Ð�å�»>'�†�Q#Ý�K�Z�æ���I�€�S�Í�«�º�_�Ý�î
�¸�•�å�¢�K�r�M���G�b�µ+��c�
 sendmail �b  mailertable  �µ+��_���Z�8�r�M��

>&�@>' GUI �[�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»>&�r�S�c�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«�[  systemsetup  
�¥�Ð�å�»>'�†��/œ�K>& �� Cisco IronPort AsyncOS for Email Configuration Guide���b�� Setup and 
Installation���b'v�†�g!·>' �
�š�f
Æ���†&����K�S���œ�
�Q�b�\�A�_
°�Š�K�S  RAT �š�å�º�Ü�H�\�_�
�”�É
�Û�–�”�å�«�[�q�6�b  SMTP �Ý�î�º  �š�å�º�Ü�@��*O�I�€�Z�8�r�M��
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  �ß�î�•�Ý  �»�Ó�–�å�b7Á�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢
SMTP �Ý�î�º�b�+0[

SMTP �Ý�î�º�[�c�
$��^�•  Mail Exchange>&MX >'�Í�«�º�l"I���b�»�Ó�–�å�b�M�m�Z�b7Á�Ê�Ó�î�Ý�†�Ü
�²�–�Þ�¡�º�[�A�r�M���S�\�<�d�
 example.com  �?�}  groupware.example.com  �l�b�Ð�µ�Æ�å�¢�†/œ�:�G
�\�@�[�A�r�M���G�b�Ð�µ�Æ�å�¢�_�|�W�Z�
 [ �š�å�Ë�ß�î�É�w�™*…>& Envelope Recipients>' ] �”�»�Þ�«�_  
@example.com  �†�â�X�M�m�Z�b7Á�Ê�Ó�î�Ý�@�
�æ�ƒ�~�_  groupware.example.com  �_3æ�}�€�r�M���©�«
�¸�Ò�c�
3û�–�b7Á�Ê�Ó�î�Ý4Ä�™�b�|�:�_�
 groupware.example.com �[�� MX ���Ý�µ�¡�”�µ�É�†��/œ�K�

���_�Í�«�º�[�� A���Ý�µ�¡�”�µ�É�†��/œ�K�r�M���G�b�æ�p  MX �Í�«�º�c�
 DNS MX �Þ�¥�î�»�_�Ü�«�º
�I�€�Z�8�•�²0[�c�^�C�
�r�S�
7Á�Ê�Ó�î�Ý�@�Ü�²�–�Þ�¡�º�I�€�Z�8�•�»�Ó�–�å�b�Ó�å�Â�î�_�^�W�Z�8�•
�²0[�v�6�~�r�O�‡�� Cisco AsyncOS �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�[�c�
 Cisco �”�É�Û�–�”�å�«�[�q�±  4 
�S�b  SMTP �Ý�î�º  �Ð�µ�Æ�å�¢�†0¿���[�A�r�M�� >&�� SMTP �Ý�î�º�b�D7H�� >&P.21-3>' �†�g!·>' ��

�G�b�µ+��†�Q#Ý�M�•�\�
�Í�«�º�†���f�\�?�S�r�~�_�M�•���G�\�@�[�A�r�M�� .example.com  �b�|�:�_�»
�Ó�–�å�b�M4Š�†�æ���K�S���œ�c�
 example.com  �[)
�ƒ�•�M�m�Z�b�»�Ó�–�å�@�G�b�š�å�º�Ü�_�M+´�K�r
�M���S�\�<�d�
 fred@foo.example.com  �\  wilma@bar.example.com  �c�
�g�‰�\�v�Ð�µ�Æ�å�¢�_�M+´�K
�r�M��

SMTP �Ý�î�º  �¸�î�È�Ý�_�Í�«�º�@�^�8���œ�c�
 DNS �†�Q#Ý�K�Z MX �Ý�µ�¡�”�µ�É�@��/œ�I�€�r�M��)�
�Ý�c�
 SMTP �Ý�î�º  �¸�î�È�Ý�_�P�K�Z
Ì�³�™�µ�¡�I�€�r�O�‡�� foo.domain  �b  DNS MX �š�å�º�Ü�@  
bar.domain  �b���œ�
 foo.domain  �_3æ�™�I�€�•�M�m�Z�b7Á�Ê�Ó�î�Ý�@  bar.domain  �_4Ä�™�I�€�r�M��
bar.domain  �?�}�Ú�b�Í�«�º�l�b�Ð�µ�Æ�å�¢�†�8�B�K�S���œ�
 foo.domain  �l3æ�™�I�€�•7Á�Ê�Ó�î�Ý�c�s
8j�†�w�E�r�O�‡��

�X�r�~�

Ì�•$×�^�š�å�º�Ü�c)F�A�r�O�‡�� a.domain  �?�}  b.domain  �_�Ü�²�–�Þ�¡�º�I�€�•�š�å�º�Ü�@�6
�~�
 b.domain  �?�}  a.domain  �_�Ü�²�–�Þ�¡�º�I�€�•�š�å�º�Ü�@�Q�b�‹�_�6�•���œ�
�Ó�î�Ý�b�Ý�î�É�c�8
�B�I�€�r�O�‡ ���G�b���œ�
 a.domain  �_3æ�™�I�€�•7Á�Ê�Ó�î�Ý�c�
 b.domain  �[�æ���I�€�S  MX �Í�«�º�_
4Ä�™�I�€�r�M���o�P�_�
 b.domain  �_3æ�™�I�€�•7Á�Ê�Ó�î�Ý�c�
 a.domain  �[�æ���I�€�S  MX �Í�«�º�_4Ä
�™�I�€�r�M��

�M�m�Z�b7Á�Ê�Ó�î�Ý4Ä�™�[�
 SMTP �Ý�î�º  �¸�î�È�Ý�c�
�V�?�}8p�_1��s�v�}�€�r�M���Ð�µ�Æ�å�¢�\�M
+´�M�•�q�v
½�/$×�^�š�å�º�Ü�@4E�¥�I�€�r�M���S�\�<�d�
 SMTP �Ý�î�º  �¸�î�È�Ý�[  
host1.example.com  �\  .example.com  �b�g�‰�_�X�8�Z�Ð�µ�Æ�å�¢�@�6�•���œ�c�
 host1.example.com  
�b�š�å�º�Ü�@�Q#Ý�I�€�r�M���G�€�c�

½�/$×�[�c�^�8  .example.com  �š�å�º�Ü�b�‹�_��#'�K�S���œ�[
�6�W�Z�v�
�G�b�š�å�º�Ü�b�o�:�@
½�/$×�^�š�å�º�Ü�[�6�•�S�u�[�M���Q�:�[�^�8���œ�c�
�š�å�Ë�ß�î�É
�w�™*…�b�»�Ó�–�å�[3û�–�b  MX �Ý�µ�¡�”�µ�É�@��/œ�I�€�r�M��

�¹�Ç�›�Ý�º�b  SMTP �Ý�î�º

"I�f�^�Ÿ�î�á�î�»  ALL �†�Q#Ý�K�Z�
�¹�Ç�›�Ý�º�b  SMTP �Ý�î�º�v��*O�[�A�r�M���»�Ó�–�å�@  SMTP 
�Ý�î�º  �Ü�«�º�b�è�S�b�Ð�µ�Æ�å�¢�\�M+´�K�^�8���œ�
�¹�Ç�›�Ý�º�[�c�
�Q�€�@  ALL �š�å�º�Ü�[�æ���I
�€�•  MX �Í�«�º�_�Ü�²�–�Þ�¡�º�I�€�r�M��

SMTP �Ý�î�º  �š�å�º�Ü�†�3�E�M�•���œ�
�¹�Ç�›�Ý�º�b  SMTP �Ý�î�º�c  ALL:  �\�K�Z�M0t/²&g�I�€�r�M��
�¹�Ç�›�Ý�º�b  SMTP �Ý�î�º�c�P7V�[�A�r�O�‡��
°�Š�K�S�Í�†�¡�Ü�”�M�•�G�\�b�s�•+��[�M��

�¹�Ç�›�Ý�º�b  SMTP �Ý�î�º�†0¿���M�•�_�c�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP �Ý�î�º>& SMTP 
Routes>' ] �Ì�î�ª�r�S�c  smtproutes  �¥�Ð�å�»�†�Q#Ý�K�r�M��

SMTP �Ý�î�º�b��*O

�Ý�î�º�†�S(��M�•�_�c�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP �Ý�î�º>& SMTP Routes>' ] �Ì�î�ª>&�r�S
�c  smtproutes  �¥�Ð�å�»>'�†�Q#Ý�K�r�M���‚�K�8�Ý�î�º�†�8�B�M�•�_�c�
�r�N�
�Ì)F$×�^�Ý�î�º�†�8�B
�M�•�»�Ó�–�å�r�S�c�»�Ó�–�å�b�M4Š�†�æ���M�•�²0[�@�6�~�r�M�����_�
��
›�Í�«�º�†�æ���K�r�M����
›
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  �ß�î�•�Ý  �»�Ó�–�å�b7Á�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢
�Í�«�º�c�
�ö
²�Ÿ8í�Í�«�º�¡�\�K�Z
°�Š�M�•�G�\�v�
 IP �”�»�Þ�«�\�K�Z
°�Š�M�•�G�\�v�[�A�r�M�� IP 
�”�»�Þ�«�c�
�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  4>&IPv4>'�r�S�c�Â�î�ª�Ù�å  6>&IPv6>'�†�æ���[
�A�r�M��

IPv6 �”�»�Þ�«�b���œ�
 AsyncOS �c���b�g�'�†�§�Ï�î�º�K�r�M��

• 2620:101:2004:4202::0-2620:101:2004:4202::ff

• 2620:101:2004:4202::

• 2620:101:2004:4202::23

• 2620:101:2004:4202::/64

�š�å�º�Ü�\�M+´�M�•�Ó�µ�­�î�ª�†�»�ß�µ�É�M�•�S�u�_�
"I�f�^��
›�Í�«�º  /dev/null  �†�æ���M�•�G�\
�v�[�A�r�M�� >&��7•�_  /dev/null  �†�¹�Ç�›�Ý�º  �Ý�î�º�_�æ���M�•�\�
�”�É�Û�–�”�å�«�@�w�™�K�S�Ó�î�Ý
�c4Ä�™�I�€�^�C�^�~�r�M>' ��

�w�™
��b�»�Ó�–�å�_0
�X�b��
›�Í�«�º�†0¿���[�A�r�M�� MX �Þ�¥�î�»�\� �]�_�
�Q�€�R�€�b��
›�Í�«�º
�_�É�Û�–�œ�Ü�¸�•$��•�†�m�~�\�Z�r�M���q�*$��•�@�m�~�\�Z�}�€�S��
›�Í�«�º�c�
�w�™
��»�Ó�–�å�b�É
�Û�–�Ð�Ü��
›�Í�«�º�[�6�•�G�\�†&g�K�r�M���M0t�_�6�•�Ú�b��
›�Í�«�º�c�
�Â�µ�¡�”�µ�É�\�K�Z�Q#Ý�I
�€�r�M��

�É�Û�–�œ�Ü�¸�•�@� �L��
›�c�
 ���Û�˜�å�»�ß�Å�å���‰�'�[�Q#Ý�I�€�r�M���Û�˜�å�»�ß�Å�å��#.�c�

SMTP �K)F�_�ö�Y�8�Z�8�Z�
�²�N�K�v�Ó�µ�­�î�ª�_�ö�Y�C�v�b�[�c�6�~�r�O�‡���r�S�
 1 �X�è�V�b��
›
�Í�«�º�@�Â'Å�K�^�8���œ�c�
�?4)�•+��^�8�N�€�?�b�Í�«�º�_�Ó�µ�­�î�ª�@4Ä�™�I�€�r�M��0¿���I�€�Z�8
�•�M�m�Z�b��
›�Í�«�º�@�Â'Å�K�^�8���œ�
�Ó�î�Ý�c�w�™
��»�Ó�–�å�b�Ÿ�×�î�_
°�€�}�€�
��
›�Í�«�º�l
�b4Ä�™�@�‹�[0è�s�}�€�r�M�� >&MX �Þ�¥�î�»�b�Q#Ý�l�b�Ç�™�î�Ý�œ�î�Â�î�c/œ�ƒ�€�r�O�‡>' ��

CLI �[  smtproutes  �¥�Ð�å�»�†�Q#Ý�K�Z�Ý�î�º�†�S(��M�•�\�A�c�
�Í�«�º�¡�r�S�c  IP �”�»�Þ�«�_)F�E
�Z  /pri=  �\�Q�b�‹�_�É�Û�–�œ�Ü�¸�•�†�m�~�\�Z�•�S�u�b�Z�X  0 >|  65535 >&0 �c�q9×�b�É�Û�–�œ�Ü�¸�•>'
�†�Q#Ý�K�Z�
�›��
›�Í�«�º�_�É�Û�–�œ�Ü�¸�•�†0¿���[�A�r�M���S�\�<�d�
 host1.example.com/pri=0  
�b�É�Û�–�œ�Ü�¸�•�c�
 host2.example.com/pri=10  �|�~�v9×�C�^�~�r�M��0
�X�b�š�å�º�Ü�†�æ���M�•��
�œ�c�
�•�å�Ð�[�
�)�~�r�M��

SMTP �Ý�î�º�b�D7H

�q�±  40,000 �Ý�î�º�r�[��*O�[�A�r�M���q�‹�b�¹�Ç�›�Ý�º  �Ý�î�º  ALL �c�
�G�b�D7H
Æ�b�Ý�î�º�\�K�Z�•
�˜�å�º�I�€�r�M���Q�b�S�u�
��*O�[�A�•�b�c�q�±  39,999 �¶�b�•�«�±�Ò  �Ý�î�º�\�
"I�f�^�Ÿ�î�á�î�»  
ALL �†�Q#Ý�M�•  1 �X�b�Ý�î�º�[�M��

SMTP �Ý�î�º�\  DNS
MX �Ý�µ�¡�”�µ�É�†��/œ�K�Z�
"I���b�»�Ó�–�å�_�P�M�•�¿�¡�«�º  �Í�µ�É�†�ô���M�•�|�:�”�É�Û�–�”�å
�«�_�æ&g�M�•�_�c�
"I�f�Ÿ�î�á�î�»  USEDNS �†�Q#Ý�K�r�M���G�€�c�
�§�È�»�Ó�–�å�b�Ó�î�Ý�†"I���b�Í
�«�º�_�Ý�î�¸�•�å�¢�M�•�²0[�@�6�•���œ�_�z'g�U�r�M���S�\�<�d�
 example.com �l�b�Ó�î�Ý�@�û���b  
Exchange �§�î�Â�_3æ�™�I�€�•�G�\�_�^�W�Z�8�•���œ�
���b�|�:�^  SMTP �Ý�î�º�_�^�W�Z�8�•�G�\�@�6
�~�r�M��

example.com exchange.example.com

�S�T�K�
�I�r�J�r�^�§�È�»�Ó�–�å>& foo.example.com>'���b�Ó�î�Ý�b���œ�c�
���b�|�:�^  SMTP �Ý�î�º
�†3ã�•�K�r�M��

.example.com USEDNS
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  �ß�î�•�Ý  �»�Ó�–�å�b7Á�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢
SMTP �Ý�î�º�>�|�g�”�Û�î�º

[ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �”�Û�î�º>& Alerts>' ] �Ì�î�ª>&�r�S�c  alertconfig  �¥�Ð
�å�»>'�[�æ���I�€�S�”�»�Þ�«�_�”�É�Û�–�”�å�«�?�}3æ�™�I�€�S�”�Û�î�º�c�
�G�€�}�b��
›�_�P�K�Z��*O
�I�€�S  SMTP �Ý�î�º�_�‘�8�r�M��

SMTP �Ý�î�º�
�Ó�î�Ý4Ä�™�
�>�|�g�Ó�µ�­�î�ª�(/ã

%T�™>81 �X�b�Ó�µ�­�î�ª�_  10 �Ç�b�w�™*…�@�8�Z�

²�(�@� �L  Exchange �§�î�Â�_�“�M�•���œ�

AsyncOS �[�c  TCP �K)F�†  1 �X6ä�A�
�Ó�î�Ý  �«�º�”�_�c  10 �b�9���b�Ó�µ�­�î�ª�[�c�^�C�
�Ó�µ�­�î�ª
�†  1 �X�b�s4Ä*(�K�r�M��

$Î�™>8� �]�_�µ+��K�r�M�@�
 1 �X�b�Ó�µ�­�î�ª�@  10 �b$��^�•�»�Ó�–�å�b  10 �Ç�b�w�™*…�_3æ�}�€�•��
�œ�
 AsyncOS �[�c  10 �b  MTA �_�P�M�•  10 �b�K)F�†6ä�A�
�Q�€�R�€�_  1 �X�N�X7Á�Ê�Ó�î�Ý4Ä�™�†/œ�8
�r�M��

�(/ã>8 1 �X�b%T�™�Ó�µ�­�î�ª�_  10 �Ç�b�w�™*…�@�8�Z�
�Q�€�R�€�@�9���b  Incoming Policy �¢�Ý�î�É
>&10 �¢�Ý�î�É>'�_�“�M�•���œ�
 10 �Ç
²�(�b�w�™*…�@� �L  Exchange �§�î�Â�†�Q#Ý�K�Z�8�Z�v�
�Ó�µ�­�î
�ª�c�(/ã�K�r�M���X�r�~�
 10 �b�9���b7Á�Ê�Ó�î�Ý�@  1 �X�b  TCP �K)F�[4Ä�™�I�€�r�M��

SMTP �Ý�î�º�\$Î�™  SMTP 1�0É

$Î�™ SMTP 1�0É�É�ß�Ç�“�–�Ý�@�8�B�I�€�S�}�
 SMTP �Ý�î�º�_4:#Ý�[�A�r�M���G�€�_�|�W�Z�
�¿�µ�º
�á�î�¡  �š�µ�ª�_�6�•�Ó�î�Ý  �Ü�Þ�î  �§�î�Â�b*ü�‹�_  Cisco �”�É�Û�–�”�å�«�@4Ä*(�I�€�Z�8�•���œ�_�
$Î
�™�Ó�î�Ý�†1�0É�[�A�r�M��$Î�™  SMTP 1�0É�b0ò(ý�_�X�8�Z�c�
 ��$Î�™  SMTP 1�0É��>&P.22-39>' �†�g!·�K
�Z�C�T�I�8��

GUI �†�Q#Ý�K�S$Î�™7Á�Ê�Ó�î�Ý3æ�™�b SMTP �Ý�î�º'ö#.

Cisco �”�É�Û�–�”�å�«�b  SMTP �Ý�î�º�†'ö#.�M�•�_�c�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP �Ý�î�º
>&SMTP Routes>' ] �Ì�î�ª�†�Q#Ý�K�r�M���¸�î�È�Ý�[�Ð�µ�Æ�å�¢�b3ã�•�
�š�f�
�>�|�g�P7V�@�[�A�r�M��
SMTP �Ý�î�º  �š�å�º�Ü�†�š�¡�«�Ï�î�º�r�S�c�–�å�Ï�î�º�M�•�G�\�@�[�A�r�M��

SMTP �Ý�î�º�b3ã�•

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP �Ý�î�º>& SMTP Routes>' ] �Ì�î�ª�b  [ �Ý�î�º�†3ã�•>& Add Route>' ] 
�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �w�™�»�Ó�–�å�†
°�Š�K�r�M���G�G�_�c�
�Í�«�º�¡�
�»�Ó�–�å�
 IPv4 �”�»�Þ�«�
�r�S�c  IPv6 �”�»�Þ�«�†
�æ���[�A�r�M��

�«�¸�µ�É 3 ��
›�Í�«�º�†
°�Š�K�r�M���G�G�_�c�
�Í�«�º�¡�
 IPv4 �”�»�Þ�«�
�r�S�c  IPv6 �”�»�Þ�«�†�æ���[�A�r
�M��0
�X�b��
›�Í�«�º�†3ã�•�M�•�_�c�
 [ /œ�†3ã�•>&Add Row>' ] �†�¡�Ü�µ�¡�K�
�‚�K�8/œ�_���b��
›
�Í�«�º�†
°�Š�K�r�M��

>&�@>' �Ï�î�º$��•�†�æ���M�•�_�c�
��
›�Í�«�º�_�� :< �Ï�î�º$��•  >���†3ã�•�K�r�M>&�[>8
example.com:25 >'��
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  �ß�î�•�Ý  �»�Ó�–�å�b7Á�Ê�Ó�î�Ý�b�Ý�î�¸�•�å�¢
�«�¸�µ�É 4 0
�X�b��
›�Í�«�º�†3ã�•�M�•���œ�c�
 0 >|  65535  �b�Z�X�†
°�Š�K�Z�Í�«�º�b�É�Û�–�œ�Ü�¸�•�†�m�~�\�Z
�r�M�� 0 �@�q�V�)�b
ƒ
›�Þ�Ë�Ý�[�M��0ò(ý�_�X�8�Z�c�
 �� SMTP �Ý�î�º�b��*O�� >&P.21-2>' �†�g!·�K�Z�C
�T�I�8��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

SMTP �Ý�î�º�b�š�¡�«�Ï�î�º

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�>�|�g�w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'�b���œ�\� �]�_�
�Ç�“�–�Ý
�†�š�¡�«�Ï�î�º�>�|�g�–�å�Ï�î�º�K�Z  SMTP �Ý�î�º  �Ð�µ�Æ�å�¢�†�š�f�M�•�G�\�v�[�A�r�M�� SMTP 
�Ý�î�º�†�š�¡�«�Ï�î�º�M�•�_�c�
���b�m8p�_�‘�8�r�M��

�m8p 

�«�¸�µ�É 1 [SMTP �Ý�î�º>& SMTP Routes>' ] �Ì�î�ª�b  [SMTP �Ý�î�º�†�š�¡�«�Ï�î�º>& Export SMTP Routes>' ] �†
�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �Ç�“�–�Ý�b�¡�S�†
°�Š�K�
 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

SMTP �Ý�î�º�b�–�å�Ï�î�º

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�>�|�g�w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'�b���œ�\� �]�_�
�Ç�“�–�Ý
�†�š�¡�«�Ï�î�º�>�|�g�–�å�Ï�î�º�K�Z  SMTP �Ý�î�º  �Ð�µ�Æ�å�¢�†�š�f�M�•�G�\�v�[�A�r�M�� SMTP 
�Ý�î�º�†�–�å�Ï�î�º�M�•�_�c�
���b�m8p�_�‘�8�r�M��

�m8p 

�«�¸�µ�É 1 [SMTP �Ý�î�º>& SMTP Routes>' ] �Ì�î�ª�b  [SMTP �Ý�î�º�†�–�å�Ï�î�º>& Import SMTP Routes>' ] �†�¡
�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �š�¡�«�Ï�î�º�I�€�S  SMTP �Ý�î�º�@�µ�r�€�Z�8�•�Ç�“�–�Ý�†4E�¥�K�r�M��

�«�¸�µ�É 3 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M���–�å�Ï�î�º�_�|�~�
�¤�Ñ�b  SMTP �Ý�î�º�@�M�m�Z*(�A�n�<�}�€
�•�G�\�@1™�Ì�I�€�r�M���¸�Ÿ�«�º  �Ç�“�–�Ý�_�6�•�M�m�Z�b  SMTP �Ý�î�º�@�–�å�Ï�î�º�I�€�r�M��

�«�¸�µ�É 4 [ �–�å�Ï�î�º>& Import>' ] �†�¡�Ü�µ�¡�K�r�M��

�Ç�“�–�Ý�_�c���¥�Ó�å�º���†�A(á�[�A�r�M���e�Ð�� #���[���r�•/œ�c�¥�Ó�å�º�\0b�^�I�€�
 AsyncOS �_
�|�W�Z!“0i�I�€�r�M�����_�[�†&g�K�r�M��

�G�b�ì!l�[�
7Á�Ê�Ó�î�Ý  �¤�î�º�˜�™�–�b0¿���c���b�|�:�_�^�~�r�M��

# this is a comment, but the next line is not

ALL:
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  �”�»�Þ�«�b�i�A�n�<
�W 21-1 �Ã�È�Ü�µ�¡  �Ü�«�¼�î#Ý�_��*O�I�€�S  SMTP �Ý�î�º

�”�»�Þ�«�b�i�A�n�<
AsyncOS �[�c�
7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�[�š�å�Ë�ß�î�É3æ�™*…�>�|�g�w�™*…�b�”�»�Þ�«�†�i�A�n�<�•
�‰�2�@0
�X�6�~�r�M���”�»�Þ�«�b�i�A�n�<�c�
�S�\�<�d�Ã�î�º�¼�î  �»�Ó�–�å�_3æ�™�I�€�S�Ó�î�Ý�†�Ü
�²�–�Þ�¡�º�M�•���œ�x�
&k
Æ�–�å�Ç�Û�«�º�Û�¡�³�Õ�†7ƒ�M>&�Ð�«�¡�M�•>'���œ�_�Q#Ý�[�A�r�M��

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 2

IP �–�å�±�î�Ç�™�–�« >8PublicNet>&�[>8192.168.2.1>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î>8 InboundMail 

SMTP

IronPort 7Á�Ê�Ó�î�Ý  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

smtproutes  �¥�Ð�å�»�†�Q#Ý�K�Z�

�Ã�È�Ü�µ�¡  �Ü�«�¼�î  InboundMail 
�[�w�E
°�€�}�€�S  example.com  
���b�Ó�î�Ý�†�Í�«�º  
exchange.example.com  �_�Ý�î
�¸�•�å�¢�K�r�M��

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 1

IP �–�å�±�î�Ç�™�–�« >8PrivateNet>&�[>8192.168.1.1>'

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý
>&HAT>'>8

WHITELIST:      $TRUSTED 

BLACKLIST:      $BLOCKED

SUSPECTLIST:    $THROTTLED

UNKNOWNLIST:    $ACCEPTED

spamdomain.com  REJECT
.spamdomain.com REJECT
251.192.1.      TCPREFUSE
169.254.10.10   RELAY
ALL:            $ACCEPTED

�w�™*…�”�¡�­�«  �¸�î�È�Ý
>&RAT>'>8

example.com         ACCEPT
newcompanyname.com  ACCEPT
ALL                 REJECT

exchange.example.com
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  �š�–�Ü�”�«  �¸�î�È�Ý�b�8�B
/² 21-1 �_�
3æ�™*…�>�|�g�w�™*…�b7Á�Ê�Ó�î�Ý �”�»�Þ�«�†�i�A�n�<�•�S�u�_�Q#Ý�I�€�•�›'��µ+��b�+0[
�†&g�K�r�M��

�š�–�Ü�”�«  �¸�î�È�Ý�b�8�B
�š�–�Ü�”�«  �¸�î�È�Ý�†�Q#Ý�M�•�\�
 1 �Ç�r�S�c0
�X�b�w�™*…�_�Ó�µ�­�î�ª�†�Ü�²�–�Þ�¡�º�[�A�r�M���š
�–�Ü�”�«�?�}�Ø�î�¨�¡�x�Ú�b�š�–�Ü�”�«�l�b�Ð�µ�Æ�å�¢  �¸�î�È�Ý�c�
�M4Š�b  UNIX �©�«�¸�Ò�[  
sendmail �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b  /etc/mail/aliases  �µ+��\� �]�b�‰�2�[�8�B�[�A�r�M��

�Ü�«�¼�î�@�w�™�K�S7Á�Ê�Ó�î�Ý�b�š�å�Ë�ß�î�É�w�™*…>& Envelope To �r�S�c  RCPT TO �\�v�ç�d�€�r�M>'
�@�š�–�Ü�”�«  �¸�î�È�Ý�[��*O�I�€�Z�8�•�š�–�Ü�”�«�\�M+´�M�•�\�
7Á�Ê�Ó�î�Ý�b�š�å�Ë�ß�î�É�w�™*…
�”�»�Þ�«�@�i�A�n�<�}�€�r�M��

>&�@>' RAT �³�™�µ�¡�b �‹�?�} �Ó�µ�­�î�ª  �Ç�•�Ý�±�b �S�r�[ �_�
�Ü�«�¼�î�c�š�–�Ü�”�«  �¸�î�È�Ý�†�³�™�µ�¡
�K�
�w�™*…�†�š�f�K�r�M�� �� Cisco IronPort AsyncOS for Email Configuration Guide���b

�� Understanding the Email Pipeline���†�g!·�K�Z�C�T�I�8��

>&�@>' �š�–�Ü�”�«  �¸�î�È�Ý�µ+��_�|�~�
7Á�Ê�Ó�î�Ý�b�š�å�Ë�ß�î�É�w�™*…�@��7•�_�i�A�n�<�}�€�r�M���G�€
�c�
7Á�Ê�Ó�î�Ý�b�š�å�Ë�ß�î�É�w�™*…�†�i�A�n�<�N�
7Á�Ê�Ó�î�Ý�†�æ���I�€�S�»�Ó�–�å�_
Ì�Ý�î�¸�•�å
�¢�M�•�T�E�b  smtproutes  �¥�Ð�å�»>&���Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.�� >&P.21-36>' �†�g!·>'�\�c$��^
�~�r�M��

�¥�Ð�å�»  �Û�–�å�_�|�•�š�–�Ü�”�«  �¸�î�È�Ý�b0¿��

�š�–�Ü�”�«  �¸�î�È�Ý�c�­�¡�©�Ù�å�[��*O�K�r�M���›�­�¡�©�Ù�å�b
›8Œ�_�c�»�Ó�–�å  �¥�å�¸�Ÿ�«�º>&�Q
�b�­�¡�©�Ù�å�_6õ4��M�•�»�Ó�–�å�b�Ü�«�º>'�@�6�~�
�Q�b�‹�_�Ð�µ�É�b�Ü�«�º�@)F�A�r�M��

�»�Ó�–�å  �¥�å�¸�Ÿ�«�º�c�
 1 �X�è�V�b�»�Ó�–�å�r�S�c4Š�(�»�Ó�–�å�b�Ü�«�º�[�M���•�å�Ð�[�
�)�~�
0…
�•�µ�¥>&�� [ ���>�|�g�� ] ��>'�[�V�s�r�M���»�Ó�–�å�c�
�e�Ð�
�X�Ð�
�Á�–�Ç�å�
�>�|�g�Æ�Ü�œ�»�[�S�B
�I�€�•�e�Ð�4�[�M>& RFC 1035�
�­�¡�©�Ù�å  2.3.1. �b�� Preferred name syntax���†�g!·>' ��4Š�(�»�Ó�–�å

>&.example.com  �^�]>'�c�
�Æ�Ü�œ�»�[���r�•�»�Ó�–�å�[�M��4Š�(�»�Ó�–�å�_�M+´�M�•�§�È�e�Ð�4�[)

�ƒ�•�|�:�^�M�m�Z�b�»�Ó�–�å�c�
�M+´�[�6�•�\0b�^�I�€�r�M���S�\�<�d�
�»�Ó�–�å  �¥�å�¸�Ÿ�«�º  

/² 21-1 �”�»�Þ�«�b�i�A�n�<�‰�2


–�b�”�»�Þ�« �š�f�‹ �µ+� �8���P1ß

*@anydomain user@domain �š�–�Ü�”�«  �¸�î�È�Ý
>&���š�–�Ü�”�«  �¸�î�È�Ý
�b�8�B�� >&P.21-7>' �†�g
!·>'

• �š�å�Ë�ß�î�É�w�™*…�b�s

• �¢�ß�î�Â�Ý�_4:#Ý

• �š�–�Ü�”�«�†7Á�Ê�Ó�î�Ý  �”
�»�Þ�«�r�S�c�Ú�b�š�–�Ü�”
�«�_�Ð�µ�Æ�å�¢

*@olddomain *@newdomain �»�Ó�–�å  �Ð�µ�Æ�å�¢
>&���»�Ó�–�å  �Ð�µ�É�µ+���
>&P.21-28>' �†�g!·>'

• �š�å�Ë�ß�î�É�w�™*…�b�s

• �Ü�«�¼�î�H�\�_4:#Ý

*@olddomain *@newdomain �Ð�«�•�Þ�î�»>& ���Ð�«�•
�Þ�î�»�b0¿����

>&P.21-16>' �†�g!·>'

• �š�å�Ë�ß�î�É3æ�™*…�
�>�|
�g  To:�
 From:�
�r�S�c  CC: 
�Ê�µ�²�î

• �Ü�«�¼�î�H�\�_4:#Ý
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.example.com  �c�
 mars.example.com  �>�|�g  venus.example.com  �\�M+´�K�r�M���»�Ó�–�å  �¥�å�¸�Ÿ�«
�º�b�‹�_�c�
�Ð�µ�É>&�š�–�Ü�”�«�\�w�™*…�Ü�«�º>'�b�Ü�«�º�@�6�~�r�M���Ð�µ�É�c�
���b�|�:�_�S�B�I
�€�r�M��

�e3¶�b�š�–�Ü�”�«�[�c�
���b�g�'�†�Q#Ý�[�A�r�M��

�e3¶ 1 /œ�6�S�~0
�X�b�š�–�Ü�”�«�†�•�å�Ð�[�
�)�W�Z
°�Š�[�A�r�M��

�‘3¶ �b�›�w�™*…�c�
 user@domain  �g�'�b�ö
²�^7Á�Ê�Ó�î�Ý  �”�»�Þ�«�
�r�S�c�9�b�š�–�Ü�”�«�†�æ���[
�A�r�M��

�š�–�Ü�”�«  �Ç�“�–�Ý�_�c�
�/;ò$×�^�»�Ó�–�å�b�^�8���¢�ß�î�Â�Ý�^���š�–�Ü�”�«>&"I���»�Ó�–�å�[�c
�^�C�
�¢�ß�î�Â�Ý�_4:#Ý�I�€�•�š�–�Ü�”�«>' �
�š�–�Ü�”�«�_  1 �X�è�V�b�/;ò$×�^�»�Ó�–�å�b�6�•�»�Ó�–
�å  �¥�å�¸�Ÿ�«�º�
�r�S�c�Q�b�g�‰�†�æ���[�A�r�M��

 �š�–�Ü�”�«�b���³�™�î�å�� >&
Ì�•$×�^�š�å�º�Ü>'�†�8�B�M�•�G�\�c�[�A�r�M�@�
�ö
²�^7Á�Ê�Ó�î�Ý  �”�»
�Þ�«�[)
�ƒ�•�²0[�@�6�~�r�M��

sendmail �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�¥�å�¸�Ÿ�«�º�\�«�n�ö�†�â�S�O�•�S�u�_�
�Ó�µ�­�î�ª�†�»�ß�µ�É
�M�•�S�u�b"I�f�^��
›�[�6�•  /dev/null  �@�§�Ï�î�º�I�€�Z�8�r�M���š�–�Ü�”�«  �¸�î�È�Ý�_�|�W�Z�Ó�µ
�­�î�ª�@  /dev/null  �_�Ð�µ�Æ�å�¢�I�€�•�\�
�»�ß�µ�É�í�s�•�˜�å�±�@�Q�(�K�r�M�� >&�� Cisco IronPort 
AsyncOS for Email Daily Management Guide���b�� Managing and Monitoring via the CLI���†�g!·>' ���w
�™*…�c�w�E
°�€�}�€�r�M�@�
�Ÿ�×�î�_�c
°�~�r�O�‡��

�š�–�Ü�”�«  �¸�î�È�Ý�b�š�¡�«�Ï�î�º�>�|�g�–�å�Ï�î�º  

�š�–�Ü�”�«  �¸�î�È�Ý�†�–�å�Ï�î�º�M�•�_�c�

›�_ �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«�� �†&�1��K�

�”�É�Û�–�”�å�«�_�”�¡�­�«�[�A�•�|�:�_�K�r�M��

�¤�Ñ�b�š�–�Ü�”�«  �¸�î�È�Ý�†�–�Ñ�M�•�_�c�
 aliasconfig  �¥�Ð�å�»�b  export  �§�È�¥�Ð�å�»�†�Q#Ý�K�r
�M���Ç�“�–�Ý>&�Ç�“�–�Ý�¡�c+¬�(�[�æ��>'�c�
�Ü�«�¼�î�b  /configuration  �¹�•�Þ�¡�º�Ü�_�i�A3¸�r�€
�r�M���G�b�Ç�“�–�Ý�†  CLI �b�¥4Š�[�š�f�K�
�–�å�Ï�î�º�K%$�M�G�\�@�[�A�r�M�� >&�Ç�“�–�Ý�_�Y�G�^�g
�'�b�š�å�º�Ü�@�6�•���œ�c�
�Ç�“�–�Ý�b�–�å�Ï�î�º�ì�_�š�Û�î�@���Š�I�€�r�M>' ��

�š�–�Ü�”�«  �¸�î�È�Ý  �Ç�“�–�Ý�†  /configuration  �¹�•�Þ�¡�º�Ü�_4Ä*(�K�
 aliasconfig  �¥�Ð�å�»�b  
import  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�Ç�“�–�Ý�†�”�µ�É�ß�î�»�K�r�M��

�¸�î�È�Ý�b/œ�b
›8Œ�[�¼�å�Â�î0°�•>& #>'�†�Q#Ý�M�•�\�
�Q�b/œ�@�¥�Ó�å�º�”�˜�º�I�€�r�M��

�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f�@�o�Î�I�€�•�|�:�_�
�²�N�š�–�Ü�”�«  �¸�î�È�Ý  �Ç�“�–�Ý�†�–�å�Ï�î�º
�K�S�‹�[  commit  �¥�Ð�å�»�†$Î/œ�K�Z�C�T�I�8��

/² 21-2 �š�–�Ü�”�«  �¸�î�È�Ý�b�S�e

�e3¶>&LHS>' �
�)�~�e�Ð  �‘3¶>& RHS>'

�M+´�M�•  1 �X�è�V�b�š�–�Ü�”�«�b�Ü�«
�º  

�¥�ß�å�e�Ð>&�� : ��>' 1 �X�è�V�b�w�™*…�”�»�Þ�«�r�S�c�š
�–�Ü�”�«�b�Ü�«�º

username �M+´�M�•�š�–�Ü�”�«�†�æ���K�r�M��
›/œ�M�•���»�Ó�–�å���“�ö�@�¸�î�È�Ý�[�æ
���I�€�Z�8�•�²0[�@�6�~�r�M���G�b�Ã�Û�Ó�î�±�@�^�8�\�
�š�Û�î�_�^�~�r�M��

user@domain �M+´�M�•�G&��^7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�æ���K�r�M��
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�š�–�Ü�”�«  �¸�î�È�Ý�b�š�å�º�Ü�b�P7V

�¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>& CLI>'�†�Q#Ý�K�Z�š�–�Ü�”�«  �¸�î�È�Ý�?�}�š�å�º�Ü�†�P7V�M�•��
�œ�c�

›�_�»�Ó�–�å  �¢�Ý�î�É�†4E�¥�M�•�|�:�_�Ó�u�}�€�r�M�� �� ALL (any domain)���š�å�º�Ü�†4E�¥�M
�•�\�
�M�m�Z�b�»�Ó�–�å�_4:#Ý�I�€�•�š�–�Ü�”�«�b$��•�Ü�A�Ü�«�º�@/²&g�I�€�r�M���Q�b�‹�
�P7V�M�•
�š�–�Ü�”�«�b$��•�†4E�¥�K�r�M��

�š�–�Ü�”�«  �¸�î�È�Ý�b�[

>&�@>' �G�b�¸�î�È�Ý�[�b�M�m�Z�b�š�å�º�Ü�c�
�¥�Ó�å�º�”�˜�º�I�€�Z�8�r�M��

# sample Alias Table file

# copyright (c) 2001-2005, IronPort Systems, Inc.

#

# Incoming Envelope To addresses are evaluated against each 

# entry in this file from top to bottom. The first entry that 

# matches will be used, and the Envelope To will be rewritten. 

#

# Separate multiple entries with commas.

#

# Global aliases should appear before the first domain

# context. For example:

#

# admin@example.com: administrator@example.com

# postmaster@example.net: administrator@example.net

#

# This alias has no implied domain because it appears

# before a domain context: 

# 

# someaddr@somewhere.dom: specificperson@here.dom

# 

# The following aliases apply to recipients @ironport.com and 
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# any subdomain within .example.com because the domain context

# is specified. 

#

# Email to joe@ironport.com or joe@foo.example.com will 

# be delivered to joseph@example.com. 

#

# Similarly, email to fred@mx.example.com will be 

# delivered to joseph@example.com

#

# [ironport.com, .example.com]

# 

# joe, fred: joseph@example.com

#

# In this example, email to partygoers will be sent to 

# three addresses:

#

# partygoers: wilma@example.com, fred@example.com, barney@example.com

# 

# In this example, mail to help@example.com will be delivered to 

# customercare@otherhost.dom. Note that mail to help@ironport.com will 

# NOT be processed by the alias table because the domain context

# overrides the previous domain context.

# 

# [example.com]

# 

# help: customercare@otherhost.dom

# 

# In this example, mail to nobody@example.com is dropped. 
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aliasconfig �¥�Ð�å�»�b�[

�G�b�[�[�c�
 aliasconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�š�–�Ü�”�«  �¸�î�È�Ý�†�8�B�K�r�M���r�N�
 example.com  
�b�»�Ó�–�å  �¥�å�¸�Ÿ�«�º�†�æ���K�r�M�����_�
 customercare  �b�š�–�Ü�”�«�†�8�B�K�

customercare@example.com  �_3æ�™�I�€�S�M�m�Z�b7Á�Ê�Ó�î�Ý�@  bob@example.com �

frank@example.com �
�>�|�g  sally@example.com  �_�Ü�²�–�Þ�¡�º�I�€�•�|�:�_�K�r�M���I�}�_�
 admin  
�b�¢�ß�î�Â�Ý  �š�–�Ü�”�«�†�8�B�K�
 admin  �_3æ�™�I�€�S7Á�Ê�Ó�î�Ý�@  administrator@example.com  �_
�Ü�²�–�Þ�¡�º�I�€�•�|�:�_�K�r�M���q�‹�_�
&�1�#Ý�_�š�–�Ü�”�«  �¸�î�È�Ý�@���Š�I�€�r�M��

�¸�î�È�Ý�b���Š�ì�_�
 admin  �b�¢�ß�î�Â�Ý  �š�–�Ü�”�«�c�
 example.com  �b�q�6�b�»�Ó�–�å  �¥�å�¸�Ÿ�«
�º�b �S�_���Š�I�€�r�M��

# 

# nobody@example.com: /dev/null

# 

# "Chains" may be created, but they must end in an email address. 

# For example, email to "all" will be sent to 9 addresses:

#

# [example.com]

#

# all: sales, marketing, engineering

# sales: joe@example.com, fred@example.com, mary@example.com

# marketing:bob@example.com, advertising

# engineering:betty@example.com, miles@example.com, chris@example.com

# advertising:richard@example.com, karen@advertising.com

mail3.example.com> aliasconfig

No aliases in table.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import aliases from a file.

[]> new
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How do you want your aliases to apply?

1. Globally

2. Add a new domain context

[1]> 2

Enter new domain context.

Separate multiple domains with commas.

Partial domains such as .example.com are allowed.

[]> example.com

Enter the alias(es) to match on.

Separate multiple aliases with commas.

Allowed aliases:

    - "user" - This user in this domain context.

    - "user@domain" - This email address.

[]> customercare

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[]> bob@example.com, frank@example.com, sally@example.com

Adding alias customercare: bob@example.com,frank@example.com,sally@example.com

Do you want to add another alias?  [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.
21-12
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- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[]> new

How do you want your aliases to apply?

1. Globally

2. Add a new domain context

3. example.com

[1]> 1

Enter the alias(es) to match on.

Separate multiple aliases with commas.

Allowed aliases:

    - "user@domain" - This email address.

    - "user" - This user for any domain

    - "@domain" - All users in this domain.

    - "@.partialdomain" - All users in this domain, or any of its sub domains.

[]> admin

Enter address(es) for "admin".

Separate multiple addresses with commas.

[]> administrator@example.com

Adding alias admin: administrator@example.com

Do you want to add another alias?  [N]> n
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There are currently 2 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[]> print

admin: administrator@example.com

[ example.com ]

customercare: bob@example.com, frank@example.com, sally@example.com

There are currently 2 mappings defined.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[]>
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  �š�–�Ü�”�«  �¸�î�È�Ý�b�8�B
�G�b�ì!l�[�
7Á�Ê�Ó�î�Ý  �¤�î�º�˜�™�–�b0¿���c���b�|�:�_�^�~�r�M��

�W 21-2 �”�É�Û�–�”�å�«�_��*O�I�€�S�š�–�Ü�”�«  �¸�î�È�Ý

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 2

IP �–�å�±�î�Ç�™�–�« >8PublicNet>&�[>8192.168.2.1>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î>8 InboundMail 

SMTP

IronPort 7Á�Ê�Ó�î�Ý
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�É�Û�–�Ë�î�º  �Ü�«�¼�î>8 OutboundMail 

�š�–�Ü�”�«  �¸�î�È�Ý�µ+��c�
���b�š
�–�Ü�”�«�†�8�B�M�•�S�u�_0¿���I�€
�r�K�S��

admin: 
administrator@example.com

[ example.com ]

customercare: bob@example.com, 
frank@example.com,
sally@example.com

�š�–�Ü�”�«  �¸�î�È�Ý�c�
�É�Û�–�Ë�î
�º  �Ü�«�¼�î�\�Ã�È�Ü�µ�¡  �Ü�«�¼�î
�?�}�”�É�Û�–�”�å�«�†3û4#�M�•>&�”
�É�Û�–�”�å�«�[�w�™�I�€�•>'�M�m�Z
�b7Á�Ê�Ó�î�Ý�_4:#Ý�I�€�r�M��

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 1

IP �–�å�±�î�Ç�™�–�« >8PrivateNet>&�[>8192.168.1.1>'

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý
>&HAT>'>8

WHITELIST:      $TRUSTED 

BLACKLIST:      $BLOCKED

SUSPECTLIST:    $THROTTLED

UNKNOWNLIST:    $ACCEPTED

spamdomain.com  REJECT
.spamdomain.com REJECT
251.192.1.      TCPREFUSE
169.254.10.10   RELAY
ALL:            $ACCEPTED

�w�™*…�”�¡�­�«  �¸�î�È�Ý
>&RAT>'>8

example.com         ACCEPT
newcompanyname.com  ACCEPT
ALL                 REJECT

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'>8

RELAYLIST:    $RELAYED

ALL:          $BLOCKED

�¹�Ç�›�Ý�º�b3æ�™*…�»�Ó�–�å>8
example.com

Received: �Ê�µ�²�î>8 DISABLED
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  �Ð�«�•�Þ�î�»�b0¿��
�Ð�«�•�Þ�î�»�b0¿��
�Ð�«�•�Þ�î�»�c�
�8�B�K�S�¸�î�È�Ý�_�‘�W�Z�
�š�å�Ë�ß�î�É3æ�™*…>&3æ�™*…�r�S�c  MAIL FROM �\�v�ç
�d�€�r�M>' �
�>�|�g�Ü�«�¼�î�[��#.�I�€�•7Á�Ê�Ó�î�Ý�b  To:�
 From:�
 CC: �Ê�µ�²�î�†�i�A�n�<�•�µ+��[
�M���G�b�µ+��b
¾�º$×�^��/æ�[�c�
 ���ì�•�»�Ó�–�å���[�M���"�M�b�§�–�º�?�}0
�X�b�»�Ó�–�å�†�Í�«�º
�[�A�r�M���v�:�M�X�b
¾�º$×�^��/æ�c�
7Á�Ê�Ó�î�Ý  �Ê�µ�²�î
Æ�b�e�Ð�4�?�}�§�È�»�Ó�–�å�†���v�~7V
�C���G�\�[�
�¿�µ�º�á�î�¡  �–�å�Ç�Û�«�º�Û�¡�³�Õ�†��7ƒ�M���G�\�[�M���Ð�«�•�Þ�î�»�µ+��c�
�É�Û�–
�Ë�î�º  �Ü�«�¼�î�\�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b�g�‰�[�<#Ý�[�A�r�M��

>&�@>' �Ð�«�•�Þ�î�»�µ+��c�
�©�«�¸�Ò
²�/�_�P�K�Z0¿���M�•�š�–�Ü�”�«  �¸�î�È�Ý�µ+��\�c$��^�~�
�Ü�«�¼�î
�"�)�[0¿���K�r�M��

>&�@>' �Ü�«�¼�î�c�
 LDAP �w�™*…�w�E
°�€�¡�š�Ü�î�b%$�‹�[  LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�b�S�
�Ó�µ�­�î�ª
�@�á�î�¡  �Ÿ�×�î
Æ�_�6�•6ë�_�
�Ð�«�•�Þ�î�»  �¸�î�È�Ý�[�M+´�†�H�K�Z�w�™*…�†�š�f�K�r�M�� �� Cisco 
IronPort AsyncOS for Email Configuration Guide���b�� Understanding the Email Pipeline���†�g!·�K�Z
�C�T�I�8��

�Ð�«�•�Þ�î�»�µ+��_�|�~�
�š�å�Ë�ß�î�É3æ�™*…�>�|�g�w�™�K�S7Á�Ê�Ó�î�Ý�b  To:�
 From:�
 CC: �Ç�•�î
�Ý�»�b�”�»�Þ�«�@��7•�_�i�A�n�<�}�€�r�M���8�B�M�•�Ü�«�¼�î�H�\�_�9���b�Ð�«�•�Þ�î�»  �Ã�Û�Ó�î�±
�†�æ���[�A�r�M�� 2 �X�6�•�‰�2�b�8�N�€�?�†�Q#Ý�K�r�M��

• �8�B�K�S�Ð�µ�Æ�å�¢�b�«�±�¸�•�µ�¡  �¸�î�È�Ý�†�Q#Ý

• LDAP �¡�š�Ü�î�†�Q#Ý

�G�b8o�[�c�
�«�±�¸�•�µ�¡  �¸�î�È�Ý�†�Q#Ý�M�•�‰�2�_�X�8�Z1��Â�K�r�M���¸�î�È�Ý�b�g�'�c�
�M4Š�b  
UNIX �©�«�¸�Ò�[  sendmail �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b  /etc/mail/genericstable  �µ+��\�V�)�«�n�ö�@
�6�~�r�M�� LDAP �Ð�«�•�Þ�î�»  �¡�š�Ü�î�b0ò(ý�_�X�8�Z�c�
 '¨ 22 'v�� LDAP �¡�š�Ü�î�� �†�g!·�K�Z�C
�T�I�8��

�Ð�«�•�Þ�î�»�\  altsrchost

�M+á�_�
�Ð�«�•�Þ�î�»�µ+��[�c�š�å�Ë�ß�î�É3æ�™*…�@�i�A�n�<�}�€�
�Ó�µ�­�î�ª�[��/œ�I�€�•�Q�€�è7F
�b�”�¡�©�Ù�å�c�
�Ð�«�•�Þ�î�»�I�€�S�”�»�Þ�«�?�}���º�Ü�ž�î���I�€�r�M���S�T�K�
 CLI �?�}  
altscrchost  �¥�Ð�å�»�†��/œ�K�S���œ�
 altsrchost �Ð�µ�Æ�å�¢�c
–�b�”�»�Þ�«�?�}�º�Ü�ž�î�I�€�r�M

>&�X�r�~�š�f�‹�b�Ð�«�•�Þ�î�»�I�€�S�”�»�Þ�«�[�c�^�8>' ��

0ò(ý�_�X�8�Z�c�
 �� Virtual Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B
�b�Ó�î�Ý  �¤�î�º�˜�™�–�� >&P.21-59>' �>�|�g ��&�1�>87Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�� >&P.21-73>' �†�g!·�K�Z
�C�T�I�8��

�«�±�¸�•�µ�¡  �Ð�«�•�Þ�î�»  �¸�î�È�Ý�b0¿��

�Ð�µ�Æ�å�¢�b�«�±�¸�•�µ�¡  �Ð�«�•�Þ�î�»  �¸�î�È�Ý�†0¿���M�•�_�c�
 listenerconfig  �¥�Ð�å�»�b  edit 

-> masquerade  �§�È�¥�Ð�å�»�†�Q#Ý�K�r�M���r�S�
�Ð�µ�Æ�å�¢�@�µ�r�€�•�Ç�“�–�Ý�†�–�å�Ï�î�º�[�A�r
�M�����Ð�«�•�Þ�î�»  �¸�î�È�Ý�b�–�å�Ï�î�º�� >&P.21-18>' �†�g!·�K�Z�C�T�I�8���G�b�§�È�¥�Ð�å�»�_�|
�~�

°�Š�”�»�Þ�«�
�Ø�î�¨�¡�
�>�|�g�»�Ó�–�å�†�‚�K�8�”�»�Þ�«�>�|�g�»�Ó�–�å�_�Ð�µ�Æ�å�¢�M�•�¸�î
�È�Ý�†�8�B�>�|�g)T�â�K�r�M�� LDAP �Ð�«�•�Þ�î�»  �¡�š�Ü�î�b0ò(ý�_�X�8�Z�c�
 '¨ 22 'v�� LDAP �¡�š
�Ü�î�� �†�g!·�K�Z�C�T�I�8��

�Ó�µ�­�î�ª�@�©�«�¸�Ò�_��
°�I�€�•�\�A�c�
�¸�î�È�Ý�@�g!·�I�€�
�Ê�µ�²�î�_�M+´�@0b�X�?�•�\�Ó�µ
�­�î�ª�@�i�A�n�<�}�€�r�M��
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  �Ð�«�•�Þ�î�»�b0¿��
�»�Ó�–�å�b�Ð�«�•�Þ�î�»  �¸�î�È�Ý�c�
���b�|�:�_�S�B�I�€�r�M��

���b/²�_�
�Ð�«�•�Þ�î�»  �¸�î�È�Ý�[�w� �^�š�å�º�Ü�†&g�K�r�M��

• �Ý�î�Ý�c�
�Ð�«�•�Þ�î�»  �¸�î�È�Ý�[�b��#'8p�Î�_�‘�W�Z�M+´�K�r�M��

• �¹�Ç�›�Ý�º�[�c�w�™�ì�_�Ê�µ�²�î�b  From:�
 To:�
�>�|�g  CC: �Ç�•�î�Ý�»
Æ�b�”�»�Þ�«�@�M+´�K�

�i�A�n�<�}�€�r�M���š�å�Ë�ß�î�É3æ�™*…�_�M+´�K�Z�i�A�n�<�•�|�:�_�œ�É�©�Ù�å�†0¿���M�•�G�\�v
�[�A�r�M���š�å�Ë�ß�î�É3æ�™*…�>�|�g�i�A�n�<�P1ß�Ê�µ�²�î�c�
 config  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z
�w� �\!“� �†�)�~�p�<�r�M��

• �¸�î�È�Ý�b/œ�b
›8Œ�[�¼�å�Â�î0°�•>& #>'�†�Q#Ý�M�•�\�
�Q�b/œ�@�¥�Ó�å�º�”�˜�º�I�€�r�M�� # �?
�}/œ�b�Ž�•�r�[�
�M�m�Z�¥�Ó�å�º�[�6�•�\0b�^�I�€�Z!“0i�I�€�r�M��

• �Ð�«�•�Þ�î�»  �¸�î�È�Ý�c�
�q�±�[  400,000 �š�å�º�Ü�[�M���G�€�c�
 new �§�È�¥�Ð�å�»�†�Q�W�Z�š�å
�º�Ü�8�B�K�S���œ�v�
�Ç�“�–�Ý�?�}�–�å�Ï�î�º�K�S���œ�v� �L�[�M��

/² 21-3 �Ð�«�•�Þ�î�»  �¸�î�È�Ý�b�S�e

�e3¶>&LHS>' �
�)�~�e�Ð  �‘3¶>& RHS>'

�M+´�M�•  1 �X�è�V�b�Ø�î�¨�¡�x�»�Ó�–
�å�b�Ü�«�º  

'5$Ñ�e�Ð>&�«�Ì�î�«�r�S
�c�±�È�e�Ð>'

�i�A�n�<�‹�b�Ø�î�¨�¡�x�»�Ó�–
�å

�e3¶>&LHS>' �‘3¶>& RHS>'

username username@domain

�G�b�š�å�º�Ü�c�
�M+´�M�•�Ø�î�¨�¡�†�æ���K�r�M���e3¶�b�Ø�î�¨�¡�_�M+´�M�•%T�™7Á�Ê�Ó�î�Ý  �Ó�µ
�­�î�ª�c�
�M+´�\�^�~�
�‘3¶�b�”�»�Þ�«�[�i�A�n�<�}�€�r�M���‘3¶�c�
�ö
²�^�”�»�Þ�«�[�6�•�²0[�@
�6�~�r�M��

user@domain username@domain

�G�b�š�å�º�Ü�c�
�M+´�M�•�G&��^�”�»�Þ�«�†�æ���K�r�M���e3¶�b�ö
²�^�”�»�Þ�«�_�M+´�M�•%T�™�Ó�µ
�­�î�ª�c�
�‘3¶�b�”�»�Þ�«�[�i�A�n�<�}�€�r�M���‘3¶�c�
�ö
²�^�”�»�Þ�«�[�6�•�²0[�@�6�~�r�M��

@domain @domain

�G�b�š�å�º�Ü�c�
"I���b�»�Ó�–�å�b�õ�–�b�”�»�Þ�«�†�æ���K�r�M���e3¶�b
–�b�»�Ó�–�å�c�
�‘3¶�b�»
�Ó�–�å�[*(�A�n�<�}�€�r�M�@�
�Ø�î�¨�¡�c�š�f�6�~�r�O�‡��

@.partialdomain @domain

�G�b�š�å�º�Ü�c�
"I���b�»�Ó�–�å�b�õ�–�b�”�»�Þ�«�†�æ���K�r�M���e3¶�b
–�b�»�Ó�–�å�c�
�‘3¶�b�»
�Ó�–�å�[*(�A�n�<�}�€�r�M�@�
�Ø�î�¨�¡�c�š�f�6�~�r�O�‡��

All @domain

ALL �š�å�º�Ü�c�
�Q�b�r�r�b�”�»�Þ�«�_�M+´�K�
�‘3¶�b�”�»�Þ�«�[�i�A�n�<�r�M���‘3¶�c�
�»�Ó�–�å
�b
›8Œ�_�� @���†�Ü�E�•�²0[�@�6�~�r�M���G�b�š�å�º�Ü�c�
�¸�î�È�Ý
Æ�b�)*(�_6õ�€�^�C�
�–�_
ƒ
›
�Ø�q�*�_�^�~�r�M��

>&�@>' ALL �š�å�º�Ü�c�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�b�s�_�Q#Ý�[�A�r�M��
21-17
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  �Ð�«�•�Þ�î�»�b0¿��
�É�Û�–�Ë�î�º  �Ü�«�¼�î#Ý�Ð�«�•�Þ�î�»  �¸�î�È�Ý�b�[

�Ð�«�•�Þ�î�»  �¸�î�È�Ý�b�–�å�Ï�î�º  

�‘�¶�b  sendmail �b  /etc/mail/genericstable  �Ç�“�–�Ý�†�–�å�Ï�î�º�[�A�r�M�� genericstable  �Ç�“�–
�Ý�†�–�å�Ï�î�º�M�•�_�c�

›�_ �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«�� �†&�1��K�
�”�É�Û�–�”�å�«�_�”
�¡�­�«�[�A�•�|�:�_�K�r�M��

genericstable  �Ç�“�–�Ý�†  configuration �¹�•�Þ�¡�º�Ü�_4Ä*(�K�
 masquerade  �§�È�¥�Ð�å�»�b  import  
�§�È�¥�Ð�å�»�†�Q#Ý�K�Z�Ç�“�–�Ý�†�”�µ�É�ß�î�»�K�r�M���¥�Ð�å�»�c�
���b8p�Î�[�Q#Ý�K�r�M��

listenerconfig  -> edit  -> injector_number -> masquerade  -> import

�r�S�c�
 export  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�¤�Ñ�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�²�˜�å�ß�î�»�[�A�r�M��
�Ç�“�–�Ý>&�Ç�“�–�Ý�¡�c+¬�(�[�æ��>'�c�
 configuration �¹�•�Þ�¡�º�Ü�_�i�A3¸�r�€�r�M���G�b�Ç�“�–
�Ý�†  CLI �b�¥4Š�[�š�f�K�
�–�å�Ï�î�º�K%$�M�G�\�@�[�A�r�M��

import  �§�È�¥�Ð�å�»�†�Q#Ý�M�•�\�A�c�
�Ç�“�–�Ý�_�w� �^�š�å�º�Ü�b�s�@�µ�r�€�Z�8�•�|�:�_�K�Z�C
�T�I�8��!“� �^�š�å�º�Ü>&�e3¶�@�6�W�Z�‘3¶�@�^�8���œ�^�]>'�@�6�•�\�
�Ç�“�–�Ý�b�–�å�Ï�î�º�ì�_  
CLI �[�S�e�š�Û�î�@$Î#Õ�K�r�M���–�å�Ï�î�º�p�_�S�e�š�Û�î�@$Î#Õ�M�•�\�
�Ç�“�–�Ý
²�/�[�Ð�µ�Æ�å�¢
�@�–�å�Ï�î�º�I�€�r�O�‡��

�Ü�«�¼�î�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f
Æ���@�o�Î�I�€�•�|�:�_�
 genericstable  �Ç�“�–�Ý�†�–�å
�Ï�î�º�K�S�‹�[�²�N  commit  �¥�Ð�å�»�†$Î/œ�K�Z�C�T�I�8��

�Ð�«�•�Þ�î�»�b�[  

�G�b�[�[�c�
 listenerconfig  �b  masquerade  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
 PrivateNet �–�å�±�î�Ç�™�–�«
�V�_�6�•�� OutboundMail���\�8�:�¡�S�b�É�Û�–�Ë�î�º  �Ü�«�¼�î#Ý�_�
�»�Ó�–�å  �Ð�«�•�Þ�î�»  �¸�î�È
�Ý�†�8�B�K�r�M��

�r�N�
�Ð�«�•�Þ�î�»�_  LDAP �†�Q#Ý�M�•�œ�É�©�Ù�å�†�	0•�K�r�M�� >&LDAP �Ð�«�•�Þ�î�»  �¡�š�Ü�î�b
0ò(ý�_�X�8�Z�c�
 '¨ 22 'v�� LDAP �¡�š�Ü�î�� �†�g!·�K�Z�C�T�I�8>' ��

���_�
 @.example.com  �b4Š�(�»�Ó�–�å/²0°�@  @example.com  �_�Ð�µ�Æ�å�¢�I�€�r�M���G�€�_�|�~�
�§�È
�»�Ó�–�å  .example.com  
Æ�_�6�•�õ�–�b�Ð�©�å�?�}3æ�™�I�€�•�M�m�Z�b7Á�Ê�Ó�î�Ý�@  example.com  �_
�Ð�µ�Æ�å�¢�I�€�r�M���I�}�_�
�Ø�î�¨�¡  joe  �@�»�Ó�–�å  joe@example.com  �_�Ð�µ�Æ�å�¢�I�€�r�M���g
�‰�b�š�å�º�Ü�†&�1��M�•�S�u�_�»�Ó�–�å  �Ð�«�•�Þ�î�»  �¸�î�È�Ý�@���Š�I�€�Z�
 masquerade.txt  �\�8�:
�¡�S�b�Ç�“�–�Ý�_�š�¡�«�Ï�î�º�I�€�r�M�� config  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
 CC: �Ç�•�î�Ý�»�b�”�»�Þ
�«�b�i�A�n�<�@!“� �_�^�~�
�q�‹�_�š�f�@&����I�€�r�M��

# sample Masquerading file

@.example.com @example.com # Hides local subdomains in the header

sales sales_team@success.com 

@techsupport tech_support@biggie.com

user@localdomain user@company.com 

ALL @bigsender.com

mail3.example.com> listenerconfig
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Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[]> edit

Enter the name or number of the listener you wish to edit.

[]> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.
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- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this 
listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address should 
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or

recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[]> masquerade

Do you want to use LDAP for masquerading?  [N]> n

Domain Masquerading Table

There are currently 0 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.
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- CLEAR - Remove all entries.

[]> new

Enter the source address or domain to masquerade.

Usernames like "joe" are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.

Hosts like @training and @.sales are allowed.

[]> @.example.com

Enter the masqueraded address or domain.

Domains like @example.com are allowed.

Full addresses such as user@example.com are allowed.

[]> @example.com

Entry mapping @.example.com to @example.com created.

Domain Masquerading Table

There are currently 1 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.
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- CLEAR - Remove all entries.

[]> new

Enter the source address or domain to masquerade.

Usernames like "joe" are allowed.

Full addresses like "user@example.com" are allowed.

Full addresses with subdomain wildcards such as "username@.company.com" are allowed.

Domains like @example.com and @.example.com are allowed.

Hosts like @training and @.sales are allowed.

[]> joe

Enter the masqueraded address.

Only full addresses such as user@example.com are allowed.

[]> joe@example.com

Entry mapping joe to joe@example.com created.

Domain Masquerading Table

There are currently 2 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.
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[]> print

@.example.com    @example.com

joe    joe@example.com

Domain Masquerading Table

There are currently 2 entries.

Masqueraded headers: To, From, Cc

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[]> export

Enter a name for the exported file:

[]> masquerade.txt

Export completed.

Domain Masquerading Table

There are currently 2 entries.

Masqueraded headers: To, From, Cc
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Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[]> config

Do you wish to masquerade Envelope Sender?

[N]> y

Do you wish to masquerade From headers?

[Y]> y

Do you wish to masquerade To headers?

[Y]> y

Do you wish to masquerade CC headers?

[Y]> n

Do you wish to masquerade Reply-To headers?

[Y]> n

Domain Masquerading Table

There are currently 2 entries.
21-24
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  �Ð�«�•�Þ�î�»�b0¿��
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import all entries from a file.

- EXPORT - Export all entries to a file.

- CONFIG - Configure masqueraded headers.

- CLEAR - Remove all entries.

[]>

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.
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- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this 
listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

- LDAPACCEPT - Configure an LDAP query to determine whether a recipient address should 
be accepted or bounced/dropped.

- LDAPROUTING - Configure an LDAP query to reroute messages.

- LDAPGROUP - Configure an LDAP query to determine whether a sender or

recipient is in a specified group.

- SMTPAUTH - Configure an SMTP authentication.

[]>

Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[]>

mail3.example.com> commit
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�W 21-3 �É�Û�–�Ë�î�º  �Ü�«�¼�î#Ý�_��*O�I�€�S�Ð�«�•�Þ�î�»

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 2

IP �–�å�±�î�Ç�™�–�« >8PublicNet>&�[>8192.168.2.1>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î>8 InboundMail 

SMTP

IronPort 7Á�Ê�Ó�î�Ý  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�É�Û�–�Ë�î�º  �Ü�«�¼�î>8 OutboundMail 
�G�b�É�Û�–�Ë�î�º  �Ü�«�¼�î#Ý
�_�
 �Ð�«�•�Þ�î�»  �¸�î�È�Ý�_  2 
�X�b�š�å�º�Ü�@3ã�•�I�€�r�K
�S�� 1 $��u�b�š�å�º�Ü�c�
�¿�µ
�º�á�î�¡�b�M�m�Z�b�§�È�»�Ó�–
�å�†�Ð�«�¡�K�r�M>&�[>8
exchange.example.com  �c  
example.com  �_�i�A�n�<�}�€
�r�M>'�� 2 $��u�b�š�å�º�Ü�c�

�Q�b�r�r�b�”�»�Þ�«  joe  �†  
joe@example.com  �_�i�A�n�<
�r�M��

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 1

IP �–�å�±�î�Ç�™�–�« >8PrivateNet>&�[>8192.168.1.1>'

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý
>&HAT>'>8

WHITELIST:      $TRUSTED 

BLACKLIST:      $BLOCKED

SUSPECTLIST:    $THROTTLED

UNKNOWNLIST:    $ACCEPTED

spamdomain.com  REJECT
.spamdomain.com REJECT
251.192.1.      TCPREFUSE
169.254.10.10   RELAY
ALL:            $ACCEPTED

�w�™*…�”�¡�­�«  �¸�î�È�Ý
>&RAT>'>8

example.com         ACCEPT
newcompanyname.com  ACCEPT
ALL                 REJECT

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'>8

RELAYLIST:    $RELAYED

ALL:          $BLOCKED

�¹�Ç�›�Ý�º�b3æ�™*…�»�Ó�–�å>8
example.com

Received: �Ê�µ�²�î>8 DISABLED

�Ð�«�•�Þ�î�»>8  

@.example.com   @example.com

joe             joe@example.com
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  �»�Ó�–�å  �Ð�µ�É�µ+�
�»�Ó�–�å  �Ð�µ�É�µ+�
�Ü�«�¼�î#Ý�_���»�Ó�–�å  �Ð�µ�É���†0¿���[�A�r�M��0¿���M�•�Ü�«�¼�î�H�\�_�»�Ó�–�å  �Ð�µ�É  �¸�î�È�Ý
�†�8�B�[�A�r�M���»�Ó�–�å  �Ð�µ�É  �¸�î�È�Ý�_�µ�r�€�Z�8�•�»�Ó�–�å�\�M+´�M�•�Ó�µ�­�î�ª�[�c�
�›�w
�™*…�b�š�å�Ë�ß�î�É�w�™*…�@�i�A�n�<�}�€�r�M���G�b�µ+��c�
 sendmail �b���»�Ó�–�å  �¸�î�È�Ý���µ+�
�r�S�c  Postfix �b���ì�•�¸�î�È�Ý���µ+��_���Z�8�r�M���G�b�µ+��[�c�
�š�å�Ë�ß�î�É�w�™*…�b�s�@�s8j
�†�w�E�
 �� To:���Ê�µ�²�î�c�i�A�n�<�}�€�r�O�‡��

>&�@>' �»�Ó�–�å  �Ð�µ�É�µ+��b��#.�c�
 RAT �b%$�S�[�¹�Ç�›�Ý�º  �»�Ó�–�å�b0Û�o%$�‹�_$Î#Õ�K�r�M�� �� Cisco 
IronPort AsyncOS for Email Configuration Guide�� �b�� Understanding the Email Pipeline���†�g!·�K�Z
�C�T�I�8��

�»�Ó�–�å  �Ð�µ�É�µ+��[�|�C�6�•��/æ�[�c�
0
�X�b�Þ�ž�©�î  �»�Ó�–�å�b%T�™�Ó�î�Ý�†�w�E
°�€�r�M���S
�\�<�d�
�
&k�@�Ú�b�
&k�†2��p�K�S���œ�_�
 Cisco �”�É�Û�–�”�å�«�_�»�Ó�–�å  �Ð�µ�É�†�8�B�K�Z2��p�K
�S�»�Ó�–�å�b�Ó�µ�­�î�ª�†�w�E
°�€�
�š�å�Ë�ß�î�É�w�™*…�†�
&k�b#'�~�b�»�Ó�–�å�_�i�A�n�<�•�G�\�@
�[�A�r�M��

>&�@>' �M�–�b�»�Ó�–�å  �Ð�µ�Æ�å�¢�†�q�±�[  20,000 �¶0¿���[�A�r�M��

���b�[�[�c�
 listenerconfig  �¥�Ð�å�»�b  domainmap  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î
�� InboundMail��#Ý�b�»�Ó�–�å  �Ð�µ�É�@�8�B�I�€�r�M���G�b�»�Ó�–�å�
�>�|�g  oldcompanyname.com  �b
�§�È�»�Ó�–�å�b�Ó�î�Ý�c�
�»�Ó�–�å  example.com  �_�Ð�µ�Æ�å�¢�I�€�r�M���Ð�µ�Æ�å�¢�c�
&�1��b�S�u
�_���Š�I�€�r�M���G�b�[�c�
�g�‰�b�»�Ó�–�å�†�Ü�«�¼�î�b  RAT �_4Ä*(�M�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�\
�c$��^�~�r�M���»�Ó�–�å  �Ð�µ�É�µ+��_�|�~�
��7•�_�š�å�Ë�ß�î�É�w�™*…  joe@oldcomapanyname.com  �@ 
joe@example.com  �_�i�A�n�<�}�€�r�M���M�‰�
�Ü�«�¼�î�b  RAT 
Æ�_�»�Ó�–�å  oldcompanyname.com  �†
*(�C�\�
 joe@oldcompanyname.com  �b�Ó�î�Ý�@�w�E
°�€�}�€�Z�
�š�å�Ë�ß�î�É�w�™*…�†�i�A�n�<�N�_
�Ý�î�¸�•�å�¢�I�€�r�M���r�S�
�š�–�Ü�”�«  �¸�î�È�Ý�µ+��\�v$��^�~�r�M���š�–�Ü�”�«  �¸�î�È�Ý�[�c�

�Â&g$×�^�”�»�Þ�«�_0Ž�ô�I�€�•�G�\�@ �²0[ �[�M�� �� �õ�–�b�Ø�î�¨�¡ @domain���†  

�� � �L�Ø�î�¨�¡ @newdomain���_�Ð�µ�Æ�å�¢�M�•�|�:�_�c�8�B�[�A�r�O�‡��

/² 21-4 �»�Ó�–�å  �Ð�µ�É  �¸�î�È�Ý�b�S�e�b�[

�e
�  �‘
� �¥�Ó�å�º

username@example.com username2@example.net �‘
��c�ö
²�^�”�»�Þ�«�b�s
user@.example.com user2@example.net

@example.com user@example.net 

�r�S�c

@example.net

�ö
²�^�”�»�Þ�«�
�r�S�c�ö
²�Ÿ
8í�»�Ó�–�å�¡��

@.example.com user@example.net 

�r�S�c

@example.net

mail3.example.com> listenerconfig

Currently configured listeners:
21-28
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  �»�Ó�–�å  �Ð�µ�É�µ+�
1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[]> edit

Enter the name or number of the listener you wish to edit.

[]> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.
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1. Inboundmail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. Outboundmail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[]> edit

Enter the name or number of the listener you wish to edit.

[]> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.
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- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this 
listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[]> domainmap

Domain Map Table

There are currently 0 Domain Mappings.

Domain Mapping is: disabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import domain mappings from a file.

[]> new

Enter the original domain for this entry.

Domains such as "@example.com" are allowed.

Partial hostnames such as "@.example.com" are allowed.

Email addresses such as "test@example.com" and "test@.example.com"

 are also allowed.

[]> @.oldcompanyname.com

Enter the new domain for this entry.
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The new domain may be a fully qualified

such as "@example.domain.com" or a complete

email address such as "test@example.com"

[]>  @example.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.

- EXPORT - Export domain mappings to a file.

- CLEAR - Clear all domain mappings.

[]> print

@.oldcompanyname.com --> @example.com

Domain Map Table

There are currently 1 Domain Mappings.

Domain Mapping is: enabled

Choose the operation you want to perform:

- NEW - Create a new entry.
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- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display all domain mappings.

- IMPORT - Import domain mappings from a file.

- EXPORT - Export domain mappings to a file.

- CLEAR - Clear all domain mappings.

[]>

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Enabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.
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  �»�Ó�–�å  �Ð�µ�É�µ+�
�»�Ó�–�å  �Ð�µ�É  �¸�î�È�Ý�b�–�å�Ï�î�º�>�|�g�š�¡�«�Ï�î�º  

�»�Ó�–�å  �Ð�µ�É  �¸�î�È�Ý�†�–�å�Ï�î�º�r�S�c�š�¡�«�Ï�î�º�M�•�_�c�

›�_ �Ü6�  A���”�É�Û�–�”�å�«�l
�b�”�¡�­�«�� �†&�1��K�
�”�É�Û�–�”�å�«�_�”�¡�­�«�[�A�•�|�:�_�K�r�M��

�Ð�µ�Æ�å�¢�M�•�»�Ó�–�å�b�š�å�º�Ü�@�µ�r�€�•�¸�Ÿ�«�º  �Ç�“�–�Ý�†�8�B�K�r�M���š�å�º�Ü�c'5$Ñ�e�Ð
>&�±�È�e�Ð�r�S�c�«�Ì�î�«>'�[�
�)�~�r�M���¸�î�È�Ý�b/œ�b
›8Œ�[�¼�å�Â�î0°�•>& #>'�†�Q#Ý�M�•�\�

�Q�b/œ�@�¥�Ó�å�º�”�˜�º�I�€�r�M��

�Ç�“�–�Ý�†  configuration �¹�•�Þ�¡�º�Ü�_4Ä*(�K�
 domain  �§�È�¥�Ð�å�»�b  import  �§�È�¥�Ð�å�»�†�Q#Ý
�K�Z�Ç�“�–�Ý�†�”�µ�É�ß�î�»�K�r�M���¥�Ð�å�»�c�
���b8p�Î�[�Q#Ý�K�r�M��

listenerconfig  -> edit  -> inejctor_number -> domainmap  -> import

�r�S�c�
 export  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�¤�Ñ�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�†�²�˜�å�ß�î�»�[�A�r�M��
�Ç�“�–�Ý>&�Ç�“�–�Ý�¡�c+¬�(�[�æ��>'�c�
 configuration �¹�•�Þ�¡�º�Ü�_�i�A3¸�r�€�r�M���G�b�Ç�“�–
�Ý�†  CLI �b�¥4Š�[�š�f�K�
�–�å�Ï�î�º�K%$�M�G�\�@�[�A�r�M��

import  �§�È�¥�Ð�å�»�†�Q#Ý�M�•�\�A�c�
�Ç�“�–�Ý�_�w� �^�š�å�º�Ü�b�s�@�µ�r�€�Z�8�•�|�:�_�K�Z�C
�T�I�8��!“� �^�š�å�º�Ü>&�e3¶�@�6�W�Z�‘3¶�@�^�8���œ�^�]>'�@�6�•�\�
�Ç�“�–�Ý�b�–�å�Ï�î�º�ì�_  
CLI �[�S�e�š�Û�î�@$Î#Õ�K�r�M���–�å�Ï�î�º�p�_�S�e�š�Û�î�@$Î#Õ�M�•�\�
�Ç�“�–�Ý
²�/�[�Ð�µ�Æ�å�¢
�@�–�å�Ï�î�º�I�€�r�O�‡��

�Ü�«�¼�î�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f�@�o�Î�I�€�•�|�:�_�
�»�Ó�–�å  �Ð�µ�É  �¸�î�È�Ý  �Ç�“�–�Ý�†
�–�å�Ï�î�º�K�S�‹�[  commit  �¥�Ð�å�»�†$Î/œ�K�Z�C�T�I�8��

�G�€�[�š�å�±�î�É�Û�–�¬  �¤�î�º�˜�™�–�b0¿���c���b�|�:�_�^�~�r�M��

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this 
listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[]>
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  �»�Ó�–�å  �Ð�µ�É�µ+�
�W 21-4 �Ã�È�Ü�µ�¡  �Ü�«�¼�î#Ý�_��*O�I�€�S�»�Ó�–�å  �Ð�µ�É

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 2

IP �–�å�±�î�Ç�™�–�« >8PublicNet>&�[>8192.168.2.1>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î>8 InboundMail 

IronPort 7Á�Ê�Ó�î�Ý  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�É�Û�–�Ë�î�º  �Ü�«�¼�î>8 OutboundMail 

�Ã�È�Ü�µ�¡  �Ü�«�¼�î
�� InboundMail���b�»�Ó�–�å  �Ð�µ�É
�@�8�B�I�€�r�K�S��
oldcompanyname.com  �»�Ó�–�å�>�|
�g�Q�b�§�È�»�Ó�–�å���b�Ó�î�Ý�c�

example.com  �»�Ó�–�å�_�Ð�µ�Æ�å�¢
�I�€�r�M��

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 1

IP �–�å�±�î�Ç�™�–�« >8PrivateNet>&�[>8192.168.1.1>'

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý
>&HAT>'>8

WHITELIST:      $TRUSTED

BLACKLIST:      $BLOCKED

SUSPECTLIST:    $THROTTLED

UNKNOWNLIST:    $ACCEPTED

spamdomain.com  REJECT
.spamdomain.com REJECT
251.192.1.      TCPREFUSE
169.254.10.10   RELAY
ALL:            $ACCEPTED

�w�™*…�”�¡�­�«  �¸�î�È�Ý
>&RAT>'>8

example.com         ACCEPT
newcompanyname.com  ACCEPT
ALL                 REJECT

�»�Ó�–�å  �Ð�µ�É>8�w� 

@.oldcompanyname.com 
  -->   @example.com

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'>8

RELAYLIST:    $RELAYED

ALL:          $BLOCKED

�¹�Ç�›�Ý�º�b3æ�™*…�»�Ó�–�å>8
example.com

Received: �Ê�µ�²�î>8 DISABLED

�Ð�«�•�Þ�î�»>8  

@.example.com   @example.com

joe             joe@example.com
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  �Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.
�Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.
�Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�c�
�6�}�z�•7Á�Ê�Ó�î�Ý4Ä�™�_�>�8�Z�x�t�†�“�^�8�v�b�[�M�� Cisco �”�É�Û�–
�”�å�«�[�c�
0ò(ý�_0¿���[�A�•�I�r�J�r�^�‰�2�[�
�Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�†��#.�[�A�r�M��

�G�b8o�[�c�
 Cisco �”�É�Û�–�”�å�«�[%T�™�Ó�î�Ý�_�ö�Y�8�Z$Î�™�Â�˜�å�«�†#Õ�B�M�•�‰�2�b�D�š�_�X�8
�Z1��Â�K�Z�8�•�G�\�_�@�–�K�Z�C�T�I�8�� Cisco �”�É�Û�–�”�å�«�@$Î�™�Ó�î�Ý�_�ö�Y�8�Z%T�™�Â�˜�å�«
�†�D�š�M�•�‰�2�_�X�8�Z'ö#.�M�•�_�c�
 Cisco �Â�˜�å�«�è0É�†�Q#Ý�K�r�M>& �� Cisco �Â�˜�å�«�è0É��

>&P.21-51>' �†�g!·>' ��

4Ä�™�Y�•+��^7Á�Ê�Ó�î�Ý�b��#.

Cisco AsyncOS �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�[�c�
4Ä�™�Y�•+��^7Á�Ê�Ó�î�Ý>& ���Â�˜�å�«�K�S�Ó�µ�­�î
�ª�� >'�c�
���b�•�¸�¦�Ü�_�(8®�I�€�r�M��

GUI �b  [ �¿�µ�º�á�î�¡>& Network>' ] �Ó�½�×�î�b  [ �Â�˜�å�«  �É�ß�Ç�“�–�Ý>& Bounce Profiles>' ] �Ì�î�ª
>&�r�S�c  bounceconfig  �¥�Ð�å�»>'�†�Q#Ý�K�Z�
�8�B�M�•�Ü�«�¼�î�H�\�_�Á�î�»�>�|�g�¯�Ç�º�b�•�å�Â
�­�î�©�Ù�å  �Â�˜�å�«�b  Cisco AsyncOS �b��#.�‰�2�†0¿���K�r�M���Â�˜�å�«  �É�ß�Ç�“�–�Ý�†�8�B�K�S
�}�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ü�«�¼�î>& Listeners>' ] �Ì�î�ª>&�r�S�c  listenerconfig  �¥�Ð�å
�»>'�†�Q#Ý�K�Z�
�É�ß�Ç�“�–�Ý�†�›�Ü�«�¼�î�_4:#Ý�K�r�M���Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�Z�
"I���b
�Ó�µ�­�î�ª�_�Â�˜�å�«  �É�ß�Ç�“�–�Ý�†�m�~�\�Z�•�G�\�v�[�A�r�M�� >&0ò(ý�_�X�8�Z�c�
 '¨ 9 'v���Ó�µ
�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý�� �†�g!·�K�Z�C�T�I�8>' ��

�¯�Ç�º  �Â�˜�å�«�>�|�g�Á�î�»  �Â�˜�å�«�_6õ�M�•�@�–

• �•�å�Â�­�î�©�Ù�å  �¯�Ç�º  �Â�˜�å�«�b���œ�
�¯�Ç�º  �Â�˜�å�«  �–�Ë�å�º�c�
�w�™*…�l�b4Ä�™�@�M�ì$×
�_�»�K�M�•�S�g�_��*O�I�€�r�M���"�M�b�w�™*…�@0
�X�b�¯�Ç�º  �Â�˜�å�«  �–�Ë�å�º�†)Þ�~3É�K$Î#Õ
�I�O�•�G�\�@�6�~�r�M�� [ �Â�˜�å�«  �É�ß�Ç�“�–�Ý>& Bounce Profiles>' ] �Ì�î�ª�r�S�c  bounceconfig  
�¥�Ð�å�»�†�Q#Ý�K�Z�
�›�¯�Ç�º  �Â�˜�å�«  �–�Ë�å�º�b�Ã�Û�Ó�î�±�†0¿���K�r�M�� >&���Â�˜�å�«  �É�ß
�Ç�“�–�Ý�b�Ã�Û�Ó�î�±�� >&P.21-37>' �†�g!·>' ��

���•�å�Â�­�î�©�Ù�å�b���Â�˜�å�«>8
�q�6�b  SMTP �•�å�Â�­�î�©�Ù�å�[�
�Ü�Ô�î�º  �»�Ó�–�å�@�Ó�µ�­�î�ª�†�Â�˜�å�«�K�r�M��

�¯�Ç�º  �Â�˜�å�« �M�ì$×�_4Ä�™�Y�•+��^�Ó�µ�­�î�ª���S�\�<�d�
�Ø�î�¨�b�Ó�î�Ý�Î�µ�¡�«�@�8�W�e�8
�[�M���G�€�}�b�Ó�µ�­�î�ª�c�
�‹�[
Ì0è/œ�[�A�r�M�� >&�[>8SMTP 4XX �š�Û�î  �¥�î
�»>'��

�Á�î�»  �Â�˜�å�« �Ì)F$×�_4Ä�™�[�A�^�8�Ó�µ�­�î�ª���S�\�<�d�
�Q�b�Ø�î�¨�c�Q�b�»�Ó�–�å�_�c�v�:
�Ñ�~�K�r�O�‡���G�€�}�b�Ó�µ�­�î�ª�c�

Ì0è/œ�I�€�r�O�‡�� >&�[>8SMTP 5XX �š
�Û�î  �¥�î�»>' ��

��4����� >&�r�S�c���•�å�Â�­�î�©�Ù�å�[�^�8�� >'�Â�˜�å�«>8
�Ü�Ô�î�º  �»�Ó�–�å�c�
�Ó�µ�­�î�ª�†4Ä�™�M�•�S�u�_�w�E
°�€�Z�
�‹�[�b�s�Â�˜�å�«�K�r�M��

�¯�Ç�º  �Â�˜�å�« �M�ì$×�_4Ä�™�Y�•+��^�Ó�µ�­�î�ª���S�\�<�d�
�Ø�î�¨�b�Ó�î�Ý�Î�µ�¡�«�@�8�W�e�8
�[�M���G�€�}�b�Ó�µ�­�î�ª�c�
�‹�[
Ì0è/œ�[�A�r�M�� >&�[>8SMTP 4XX �š�Û�î  �¥�î
�»>'��

�Á�î�»  �Â�˜�å�« �Ì)F$×�_4Ä�™�[�A�^�8�Ó�µ�­�î�ª���S�\�<�d�
�Q�b�Ø�î�¨�c�Q�b�»�Ó�–�å�_�c�v�:
�Ñ�~�K�r�O�‡���G�€�}�b�Ó�µ�­�î�ª�c�

Ì0è/œ�I�€�r�O�‡�� >&�[>8SMTP 5XX �š
�Û�î  �¥�î�»>' ��
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  �Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.
• �¹�Ç�›�Ý�º�[�c�
�Á�î�»  �Â�˜�å�«�K�S�w�™*…�H�\�_�Â�˜�å�«  �Ó�µ�­�î�ª�@#Õ�B�I�€�

–�b3æ�™*…
�_3æ�™�I�€�r�M�� >&�Ó�µ�­�î�ª�c�
�Ó�µ�­�î�ª  �š�å�Ë�ß�î�É�b�š�å�Ë�ß�î�É3æ�™*…�”�»�Þ�«�[��*O
�I�€�S�”�»�Þ�«�_3æ�™�I�€�r�M�� Envelope From �v3û�–�š�å�Ë�ß�î�É3æ�™*…�†�–�á�K�r�M>' ���G�b
�µ+��†�¹�•�­�î�È�Ý�_�K�
�æ�ƒ�~�_�Á�î�»  �Â�˜�å�«�_6õ�M�•�_���†�ß�¢  �Ç�“�–�Ý�_8—�•�G�\�v�[
�A�r�M  >&�� Cisco IronPort AsyncOS for Email Daily Management Guide���b�� Logging���†�g!·>' ��

• �Ÿ�×�î
Æ�[�b�q�±�ì6ë�r�S�c
Ì0è/œ�b�q�±�G�X�b�]�U�}�?�_4)�M�•�\�
�¯�Ç�º  �Â�˜�å�«�c�Á�î�»  
�Â�˜�å�«�_�^�~�r�M��

�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�Ã�Û�Ó�î�±

�Â�˜�å�«  �É�ß�Ç�“�–�Ý�†0¿���M�•�\�A�c�
���b�Ã�Û�Ó�î�±�†�Q#Ý�K�Z�
�Ó�µ�­�î�ª�H�\�_�•�å�Â�­�î
�©�Ù�å  �Â�˜�å�«�†��#.�M�•�‰�2�†�D�š�K�r�M��

/² 21-5 �Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�Ã�Û�Ó�î�±

�q�±
Ì0è/œ�G�X
>&Maximum number 
of retries >'

�¯�Ç�º  �Â�˜�å�«�K�S�Ó�µ�­�î�ª�†4Ä�™�K%$�M�S�u�_�
�Á�î�»  �Â�˜�å�«  �Ó�µ
�­�î�ª�\�K�Z�…�ƒ�€�•�|�:�_�^�•�S�_�
�w�™*…�b�Í�«�º�_
Ì�K)F�@0è�s�}�€�•
�G�X���¹�Ç�›�Ý�º�b
Ì0è/œ�G�X�c  100 �G�[�M��

�Ÿ�×�î�b�q�±�ì6ë
>&&Ê>'>&Maximum 
number of seconds 
in queue >'

�¯�Ç�º  �Â�˜�å�«�K�S�Ó�µ�­�î�ª�†4Ä�™�K%$�M�S�u�_�
�Á�î�»  �Â�˜�å�«�K�S�Ó�µ
�­�î�ª�\�K�Z�…�ƒ�€�•�|�:�_�^�•�S�_�
�w�™*…�b�Í�«�º�_
Ì�K)F�@0è�s�}�€�•
�b�_2��x�I�€�•�ì6ë���¹�Ç�›�Ý�º�c  259,200 &Ê>&72 �ì6ë>'�[�M��

�Ó�µ�­�î�ª�†
Ì0è/œ�M
�•�r�[�b�6�G�…�µ�ì6ë

>&&Ê>'>&Initial number 
of seconds to wait 
before retrying a 
message >'

�¯�Ç�º  �Â�˜�å�«�K�S�Ó�µ�­�î�ª�†�q�6�_4Ä�™�K%$�M�r�[�b�…�µ�ì6ë���¹�Ç�›�Ý
�º�c  60 &Ê�[�M���6�G
Ì0è/œ�ì6ë�†�±�A�8�Í�_0¿���M�•�\�
�¯�Ç�º  �Â�˜�å�«�b
0è/œ8–�Ø�@�*�W�K�r�M��3ë�_8–�Ø�†�V�F�•�_�c�
�`�I�8�Í�_�K�r�M��

�Ó�µ�­�î�ª�†
Ì0è/œ�M
�•�r�[�b�q�±�…�µ�ì6ë

>&&Ê>'>&Maximum 
number of seconds 
to wait before 
retrying a 
message >'

�¯�Ç�º  �Â�˜�å�«�K�S�Ó�µ�­�î�ª�†4Ä�™�K%$�M�r�[�_�…�µ�M�•�q�±�ì6ë���¹�Ç�›
�Ý�º�c  3,600 &Ê>&1 �ì6ë>'�[�M���G�€�c�
���b0è/œ�r�[�b6ë7x�[�c�^�C�

Ì0è
/œ�G�X�†�D�š�M�•�S�u�_�Q#Ý�[�A�•�v�:  1 �X�b�Ã�Û�Ó�î�±�[�M���6�G
Ì0è/œ6ë
7x�b�V7H�c�
�q�±
Ì0è/œ6ë7x�_�D7H�I�€�r�M��0£'ì�I�€�S
Ì0è/œ6ë7x�@�q�±
Ì
0è/œ6ë7x�†2x�<�•���œ�c�
�q�±
Ì0è/œ6ë7x�@�Q#Ý�I�€�r�M��

�Á�î�»  �Â�˜�å�«  �Ó�µ
�­�î�ª�b#Õ�B�g�'

>&Hard bounce 
message 
generation format >'

�Á�î�»  �Â�˜�å�«  �Ó�µ�­�î�ª�b#Õ�B�@�–�¿�î�È�Ý�?�¹�•�­�î�È�Ý�?�†�æ���K�r
�M���–�¿�î�È�Ý�b���œ�c�
�Ó�µ�­�î�ª�b�g�'�†4E�¥�[�A�r�M���¹�Ç�›�Ý�º�[�c�

#Õ�B�I�€�•�Â�˜�å�«  �Ó�µ�­�î�ª�[  DNS �g�'>& RFC 1894>'�@�Q#Ý�I�€�r�M���Â
�˜�å�«  �Ó�µ�­�î�ª�_�Q#Ý�M�•�•�«�±�Ò3û%±�¸�å�É�Þ�î�º�†4E�¥�[�A�r�M��0ò(ý
�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Configuration Guide���b

�� Text Resources���†�g!·�K�Z�C�T�I�8��

�Â�˜�å�«�Â'Å�?�}  DSN �b  status �Ç�•�î�Ý�»�†0Ž�Ò�M�•�?�]�:�?�†4E�¥�M�•�G
�\�v�[�A�r�M�� ���c�8���b���œ�
 AsyncOS �c  DSN �«�¸�î�±�«  �¥�î�»>& RFC 
3436>'�†�è(ô�K�
�Q�b�¥�î�»�†4Ä�™�«�¸�î�±�«3û%±�b  Status �Ç�•�î�Ý�»�[�Q#Ý
�K�r�M��

4���1™�Ì�Ó�µ�­�î�ª�b
3æ�™>&Send delay 
warning 
messages >'

4����b1™�Ì�†3æ�™�M�•�?�]�:�?�†�æ���K�r�M���–�¿�î�È�Ý�_�K�S���œ�c�
�Ó�µ
�­�î�ª6ë�b�q�`6ë7x�
�>�|�g3æ�™�M�•�q�±
Ì0è/œ�G�X�†�æ���K�r�M��

1™�Ì�Ó�µ�­�î�ª�_�Q#Ý�M�•�•�«�±�Ò3û%±�¸�å�É�Þ�î�º�†4E�¥�[�A�r�M��0ò(ý�_
�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Configuration Guide���b�� Text 
Resources���†�g!·�K�Z�C�T�I�8��
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  �Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.
�Á�î�»  �Â�˜�å�«�\  status �¥�Ð�å�»

�Á�î�»  �Â�˜�å�«  �Ó�µ�­�î�ª�b#Õ�B�@�–�¿�î�È�Ý�b���œ�
�”�É�Û�–�”�å�«�[4Ä�™#Ý�b�Á�î�»  �Â�˜�å�«  
�Ó�µ�­�î�ª�@#Õ�B�I�€�•�S�g�_�
 status  �>�|�g  status detail  �¥�Ð�å�»�b���b�•�˜�å�±�@�Q�<�Z�8�A
�r�M��

0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Daily Management Guide���b�� Monitoring and 
Managing via the CLI���†�g!·�K�Z�C�T�I�8���Á�î�»  �Â�˜�å�«  �Ó�µ�­�î�ª�b#Õ�B�@�¹�•�­�î�È�Ý�b��
�œ�
�w�™*…�[�Á�î�»  �Â�˜�å�«�@$Î#Õ�K�Z�v�
�G�€�}�b�•�˜�å�±�c�]�€�v�Q�<�r�O�‡��

�Â�˜�å�«
›�b�w�™*…�b
�æ��>&Specify 
Recipient for 
Bounces >'

�Ó�µ�­�î�ª�b�Â�˜�å�«
›�\�K�Z�¹�Ç�›�Ý�º�b�š�å�Ë�ß�î�É3æ�™*…�”�»�Þ�«�[�c
�^�C�
�9�b�”�»�Þ�«�_�M�•�G�\�@�[�A�r�M��

�Â�˜�å�«�>�|�g4���
�Ó�µ�­�î�ª�l�b  
DomainKeys *+�¡�b
�Q#Ý>&Use 
DomainKeys 
signing for bounce 
and delay 
messages >'

�Â�˜�å�«  �Ó�µ�­�î�ª�>�|�g4����Ó�µ�­�î�ª�b*+�¡�_�Q#Ý�M�•  DomainKeys �É�ß
�Ç�“�–�Ý�†4E�¥�[�A�r�M�� DomainKeys �b0ò(ý�_�X�8�Z�c�
 �� DomainKeys �\  
DKIM 1�0É��>&P.17-1>' �†�g!·�K�Z�C�T�I�8��

�¢�ß�î�Â�Ý0¿��

�G�€�}�b0¿���†/œ�:�_�c�
 [ �Â�˜�å�«  �É�ß�Ç�“�–�Ý>& Bounce Profiles >' ] �Ì�î�ª�b  [ �¢�ß�î�Â�Ý0¿���†)…7Ÿ
>&Edit Global Settings >' ] �Ü�å�¡�†�Q#Ý�M�•�?�
�r�S�c  CLI �[  bounceconfig  �¥�Ð�å�»�[�¹�Ç�›�Ý�º�b�Â�˜�å
�«  �É�ß�Ç�“�–�Ý�†)…7Ÿ�K�r�M��

�?4)�Y+��Í�«�º�†�Ü�º
�Û�–�M�•�r�[�b�q�6�b
�…�µ�ì6ë>&&Ê>'

>&Initial number of 
seconds to wait 
before retrying an 
unreachable host >'

�©�«�¸�Ò�@�?4)�Y�•+��^�Í�«�º�l�b
Ì0è/œ�†�…�µ�M�•�ì6ë��

�¹�Ç�›�Ý�º�c  60 &Ê�[�M��

�?4)�Y+��Í�«�º�b�q�±
0Á��
Ì0è/œ6ë7x>&Max 
interval allowed 
between retries to 
an unreachable 
host >'

�©�«�¸�Ò�@�?4)�Y�•+��^�Í�«�º�l�b
Ì0è/œ�†�…�µ�M�•�q�±�ì6ë���¹�Ç�›�Ý�º�c  
3,600 &Ê>&1 �ì6ë>'�[�M���Í�«�º�@�²�˜�å�K�Z�8�•�S�u�_4Ä�™�@�q�6�_�»�K�M�•
�\�

Ì0è/œ�Í�b�q�`&Ê�X�[6ä���K�
�²�˜�å�K�S�Í�«�º�_�P�M�•�Q�b�‹�b
Ì0è/œ
�[�c�
6ë7x�†�Ž���_���d�K�Z�8�A�r�M���q�±�[�
�G�b�q�±&Ê�X�_�^�~�r�M��

/² 21-5 �Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�Ã�Û�Ó�î�±  >&)F�A>'

Counters:                         Reset          Uptime        Lifetime

    Receiving

    Messages Received           0             0             0

    Recipients Received         0             0             0

    Gen. Bounce Recipients      0             0             0
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  �Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.
>&�@>' �Ó�µ�­�î�ª  �š�å�Ë�ß�î�É�b�š�å�Ë�ß�î�É3æ�™*…�”�»�Þ�«�c�
�Ó�µ�­�î�ª  �Ê�µ�²�î�b�� From:���\�c$�
�^�~�r�M�� Cisco AsyncOS �[�c�
�Á�î�»  �Â�˜�å�«  �Ó�µ�­�î�ª�†�š�å�Ë�ß�î�É3æ�™*…�”�»�Þ�«�\�c$��^
�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«�_3æ�™�M�•�|�:�_0¿���[�A�r�M��

�•�å�Â�­�î�©�Ù�å  �Â�˜�å�«�>�|�g  SMTP �Ý�î�º�b�Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å

SMTP �Ý�î�º  �Ð�µ�Æ�å�¢�>�|�g�Ó�µ�­�î�ª  �Ç�•�Ý�±  �”�¡�©�Ù�å�c�
�•�å�Â�­�î�©�Ù�å  �Â�˜�å�«�b)��Ý
�\�K�Z�”�É�Û�–�”�å�«�[#Õ�B�I�€�S  SMTP �Â�˜�å�«  �Ó�µ�­�î�ª�b�Ý�î�¸�•�å�¢�_�c4:#Ý�I�€�r�O�‡��
Cisco �”�É�Û�–�”�å�«�[�•�å�Â�­�î�©�Ù�å  �Â�˜�å�«  �Ó�µ�­�î�ª�@�w�™�I�€�•�\�

–�b�Ó�µ�­�î�ª�b�š
�å�Ë�ß�î�É3æ�™*…�_3É3æ�M�• SMTP �Â�˜�å�«  �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M���G�b���œ�
�”�É�Û�–�”�å�«
�[�c��7•�_�Ó�µ�­�î�ª�@#Õ�B�I�€�•�S�u�
�Ü�Þ�î#Ý�_��
°�I�€�S�Ó�µ�­�î�ª�_4:#Ý�I�€�•�M�m�Z�b  
SMTP �Ý�î�º�c4:#Ý�I�€�r�O�‡��

�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�[

�G�€�}  2 �X�b�[�[�c�
$��^�•�Â�˜�å�«  �É�ß�Ç�“�–�Ý  �Ã�Û�Ó�î�±�@�Q#Ý�I�€�r�M��

�[  1 �[�c�
�w�™*…�l�b�q�6�b4Ä�™�c�
 t = 0 �[��/œ�I�€�r�M���G�€�c�
�Ó�µ�­�î�ª�@  Cisco �”�É�Û�–�”
�å�«�_��
°�I�€�S%$�‹�[�M���¹�Ç�›�Ý�º�b�6�G
Ì0è/œ�ì6ë�c  60 &Ê�[�6�•�S�u�
�q�6�b
Ì0è/œ�c(Ù  1 �(
�‹�b  t = 60 �[��/œ�I�€�r�M��
Ì0è/œ6ë7x�@0£'ì�I�€�r�M��
Ì0è/œ6ë7x�c�
�q�±
Ì0è/œ6ë7x�[�6�•  60 &Ê
�†�Q#Ý�K�Z�ô���I�€�r�M���Q�b�S�u�
 2 �G�u�b
Ì0è/œ�c�
 t = (Ù 120 �[��/œ�I�€�r�M���q�±
Ì0è/œ�G�X
�c  2 �[�6�•�S�u�
�G�b
Ì0è/œ�b%$�‹�_�Q�b�w�™*…�b�Á�î�»  �Â�˜�å�«  �Ó�µ�­�î�ª�@#Õ�B�I�€�r�M��

�[  2 �[�c�
�q�6�b4Ä�™�c  t = 0�
�q�6�b
Ì0è/œ�c  t = 60 �[��/œ�I�€�r�M�� 2 �G% �b4Ä�™>&t = 120 �[$Î#Õ
�M�•�|�:�_�«�£�ª�×�î�Ý>'�b%$�S�_�Ó�µ�­�î�ª�@�Á�î�»  �Â�˜�å�«�I�€�r�M���^�P�^�}�
�G�b�ì!l�[
�Ÿ�×�î
Æ�[�b�q�±�ì6ë�[�6�•  100 &Ê�†2x4#�K�Z�8�•�S�u�[�M��

/² 21-6 �[  1>8�Â�˜�å�«  �É�ß�Ç�“�–�Ý  �Ã�Û�Ó�î�±

�Ã�Û�Ó�î�± �Í

�q�±
Ì0è/œ�G�X>& Max number of retries >' 2

�Ÿ�×�î�b�q�±�ì6ë>&&Ê>' >&Maximum number of 
seconds in queue >'

259,200 &Ê>&72 �ì6ë>'


Ì0è/œ�M�•�r�[�b�6�G�q�±�ì6ë>&&Ê>' >&Initial number of 
seconds before retrying >'

60 &Ê


Ì0è/œ�M�•�r�[�b�q�±�…�µ�ì6ë>&&Ê>' >&Max number of 
seconds to wait before retrying >'

60 &Ê

/² 21-7 �[  2>8�Â�˜�å�«  �É�ß�Ç�“�–�Ý  �Ã�Û�Ó�î�±

�Ã�Û�Ó�î�± �Í

�q�±
Ì0è/œ�G�X>& Max number of retries >' 100

�Ÿ�×�î�b�q�±�ì6ë>&&Ê>' >&Maximum number of seconds in 
queue >'

100 &Ê


Ì0è/œ�M�•�r�[�b�6�G�q�±�ì6ë>&&Ê>' >&Initial number of 
seconds before retrying >'

60 &Ê


Ì0è/œ�M�•�r�[�b�q�±�…�µ�ì6ë>&&Ê>' >&Max number of 
seconds to wait before retrying >'

120 &Ê
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  �Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.

 

4Ä�™�«�¸�î�±�«3û%±�g�'

�©�«�¸�Ò�_�|�W�Z#Õ�B�I�€�•�Â�˜�å�«  �Ó�µ�­�î�ª�c�
�¹�Ç�›�Ý�º�[�c�Á�î�»�\�¯�Ç�º�b�g�‰�b�Â�˜�å
�«�[  Delivery Status Notification>&DSN; 4Ä�™�«�¸�î�±�«3û%±>'�g�'�†�Q#Ý�K�r�M�� DSN �c�
 RFC 
1894>&http://www.faqs.org/rfcs/rfc1894.html  �†�g!·>'�[0d���I�€�Z�8�•�g�'�[�6�~�
 ���Ó�µ�­�î
�ª�†  1 �Ç�è�V�b�w�™*…�_4Ä�™�K�S�\�A�b)��Ý�†�Þ�Ï�î�º�M�•�S�u�_�
 Message Transfer Agent>&MTA; 
�Ó�µ�­�î�ª3?3æ�š�î�ª�™�å�º>'�r�S�c7Á�Ê$×�^�Ó�î�Ý  �¤�î�º�˜�™�–�[�Q#Ý�[�A�•  MIME �¥�å�¸�å�¶  �±
�–�É�†��*O���K�r�M���¹�Ç�›�Ý�º�[�c�
4Ä�™�«�¸�î�±�«3û%±�_�c4Ä�™�«�¸�î�±�«�b1��Â�
�>�|�g�Ó�µ
�­�î�ª�b�§�–�¬�@  10 k �|�~�v�`�I�8���œ�c
–�b�Ó�µ�­�î�ª�@�µ�r�€�r�M���Ó�µ�­�î�ª  �§�–�¬�@  10 k �|
�~�v�±�A�8���œ�
4Ä�™�«�¸�î�±�«3û%±�_�c�
�Ó�µ�­�î�ª  �Ê�µ�²�î�b�s�@�µ�r�€�r�M���Ó�µ�­�î�ª  �Ê�µ
�²�î�@  10 k �†2x�<�•���œ�c�
4Ä�™�«�¸�î�±�«3û%±�[�c�Ê�µ�²�î�@�)�~���Z�}�€�r�M�� DSN �_  10 k �|�~
�v�±�A�8�Ó�µ�­�î�ª>&�r�S�c�Ó�µ�­�î�ª  �Ê�µ�²�î>'�†�µ�u�•���œ�c�
 bounceconfig  �¥�Ð�å�»�b  
max_bounce_copy  �Ã�Û�Ó�î�±�†�Q#Ý�[�A�r�M>&�G�b�Ã�Û�Ó�î�±�c  CLI �?�}�b�s�<#Ý�[�A�r�M>' ��

4���1™�Ì�Ó�µ�­�î�ª

�©�«�¸�Ò�[#Õ�B�I�€�•  [ 4���3û%±�Ó�µ�­�î�ª>& Time in Queue Message>' ] �[�v�
 DSN �g�'�@�Q#Ý�I�€
�r�M���¹�Ç�›�Ý�º  �Ã�Û�Ó�î�±�†�š�f�M�•�_�c�
 [ �¿�µ�º�á�î�¡>& Network>' ] �Ó�½�×�î�b  [ �Â�˜�å�«  �É
�ß�Ç�“�–�Ý>& Bounce Profiles>' ] �Ì�î�ª>&�r�S�c  bounceconfig  �¥�Ð�å�»>'�†�Q#Ý�K�Z�
�¤�Ñ�b�Â�˜�å
�«  �É�ß�Ç�“�–�Ý�†)…7Ÿ�M�•�?�‚0d�_�8�B�K�
�è�W�b�Ã�Û�Ó�î�±�b�¹�Ç�›�Ý�º�Í�†�š�f�K�r�M��

• 4���1™�Ì�Ó�µ�­�î�ª�@3æ�™�I�€�•�q�`6ë7x�� >&The minimum interval between sending delay 
warning messages.>'

• 4���1™�Ì�Ó�µ�­�î�ª�@3æ�™�I�€�•�w�™*…�6�S�~�b�q�±�X�� >&The maximum number of delay warning
messages to send per recipient.>' 

4���1™�Ì�Ó�µ�­�î�ª�\�Á�î�»  �Â�˜�å�«>& Delay Warning Messages and Hard Bounces >'

[ �Ÿ�×�î�[�b�q�±�–�â�ì6ë>& Maximum Time in Queue>' ] 0¿���\  [ 4���1™�Ì�Ó�µ�­�î�ª�b3æ�™>& Send 
Delay Warning Messages>' ] �b�q�`6ë7x0¿���b�g�‰�†8��–�_�`�I�8�ì6ë�_0¿���K�S���œ�c�
� �L�Ó�µ
�­�î�ª�_�P�K�Z4���1™�Ì�\�Á�î�»  �Â�˜�å�«�b�g�‰�† � �ì�_ �w�™�M�•�G�\�@�•+��[�M�� Cisco �©�«�¸�Ò�[
�c4���1™�Ì�Ó�µ�­�î�ª�b3æ�™�†�–�¿�î�È�Ý�_�M�•���œ�c�
�G�€�}�b0¿���b�¹�Ç�›�Ý�º�Í�†�q�`0¿���\�K
�Z�Q#Ý�M�•�G�\�†�N�á�K�r�M��

�I�}�_�
�”�É�Û�–�”�å�«�_�|�W�Z#Õ�B�I�€�•4���1™�Ì�Ó�µ�­�î�ª�>�|�g�Â�˜�å�«  �Ó�µ�­�î�ª�c�
��#.
�p�_�q�±�[  15 �(4����M�•�G�\�@�6�~�r�M��

�‚�K�8�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�8�B

���b�[�[�c�
 [ �Â�˜�å�«  �É�ß�Ç�“�–�Ý>& Bounce Profiles>' ] �Ì�î�ª�†�Q#Ý�K�Z�
 bouncepr1  �\�8�:�¡�S
�b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�@�8�B�I�€�r�M���G�b�É�ß�Ç�“�–�Ý�[�c�
�Á�î�»  �Â�˜�å�»�I�€�S�M�m�Z�b
�Ó�µ�­�î�ª�@�æ�p�”�»�Þ�«�[�6�•  bounce-mailbox@example.com  �_3æ�™�I�€�r�M��  4���1™�Ì�Ó�µ�­�î�ª
�c�–�¿�î�È�Ý�[�M���w�™*…�6�S�~1™�Ì�Ó�µ�­�î�ª�@  1 �X3æ�™�I�€�r�M��1™�Ì�Ó�µ�­�î�ª6ë�b�¹�Ç�›�Ý�º
�Í�c  4 �ì6ë>&14400 &Ê>'�[�M��

�¹�Ç�›�Ý�º�b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b)…7Ÿ

�Â�˜�å�«  �É�ß�Ç�“�–�Ý�†)…7Ÿ�M�•�_�c�
�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�Ü�«�º�[�¡�S�†�¡�Ü�µ�¡�K�r�M���¹
�Ç�›�Ý�º�b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�†)…7Ÿ�M�•�G�\�v�[�A�r�M���G�b�[�[�c�
�¹�Ç�›�Ý�º  �É�ß�Ç�“�–�Ý
�†)…7Ÿ�K�Z�
 �?4)�Y�•+��^�Í�«�º�l�b
Ì0è/œ�†�…�µ�M�•�q�±&Ê�X �†  3600>&1 �ì6ë>'�?�}  10800>&3 �ì6ë>'
�_�Q�x�K�r�M��
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minimalist �Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�[

���b�[�[�c�
 minimalist  �\�8�:�¡�S�b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�@�8�B�I�€�r�M���G�b�É�ß�Ç�“�–�Ý�[
�c�
�Ó�µ�­�î�ª�@�Â�˜�å�«�I�€�•�\�A�_
Ì0è/œ�I�€�N>&�q�±
Ì0è/œ�G�X�@  0>'�

Ì0è/œ�†�…�µ�M�•�q�±
�ì6ë�@�æ���I�€�r�M���Á�î�»  �Â�˜�å�«  �Ó�µ�­�î�ª�c�¹�•�­�î�È�Ý�[�6�~�
�¯�Ç�º  �Â�˜�å�«1™�Ì�c3æ�™
�I�€�r�O�‡��

�Ü�«�¼�î�l�b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b4:#Ý

�Â�˜�å�«  �É�ß�Ç�“�–�Ý�†�8�B�K�S�}�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ü�«�¼�î>& Listeners>' ] �Ì�î�ª
�r�S�c  listenerconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Q�b�É�ß�Ç�“�–�Ý�†�Ü�«�¼�î�_4:#Ý�[�A�r�M��

���b�[�[�c�
 bouncepr1  �É�ß�Ç�“�–�Ý�@  OutgoingMail �Ü�«�¼�î�_4:#Ý�I�€�r�M��

�G�b�ì!l�[�
7Á�Ê�Ó�î�Ý  �¤�î�º�˜�™�–�b0¿���c���b�|�:�_�^�~�r�M��
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  �Â�˜�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.
�W 21-5 �É�Û�–�Ë�î�º  �Ü�«�¼�î�l�b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b4:#Ý

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 2

IP �–�å�±�î�Ç�™�–�« >8PublicNet>&�[>8192.168.2.1>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î>8 InboundMail 

IronPort 7Á�Ê�Ó�î�Ý  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�É�Û�–�Ë�î�º  �Ü�«�¼�î>8 OutboundMail 

�G�b�Ü�«�¼�î�c�
 bouncepr1  �\�8�:
�¡�S�b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�†�Q#Ý
�M�•�|�:�_�š�f�I�€�r�K�S���Á�î�»  
�Â�˜�å�«�c�
���b�”�»�Þ�«�_3æ�™�I
�€�r�M��
bounce-mailbox@example.com  

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 1

IP �–�å�±�î�Ç�™�–�« >8PrivateNet>&�[>8192.168.1.1>'

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý
>&HAT>'>8

WHITELIST:      $TRUSTED 

BLACKLIST:      $BLOCKED

SUSPECTLIST:    $THROTTLED

UNKNOWNLIST:    $ACCEPTED

spamdomain.com  REJECT
.spamdomain.com REJECT
251.192.1.      TCPREFUSE
169.254.10.10   RELAY
ALL:            $ACCEPTED

�w�™*…�”�¡�­�«  �¸�î�È�Ý
>&RAT>'>8

example.com         ACCEPT
newcompanyname.com  ACCEPT
ALL                 REJECT

�»�Ó�–�å  �Ð�µ�É>8�w� 

@.oldcompanyname.com 
  -->   @example.com

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'>8

RELAYLIST:    $RELAYED

ALL:          $BLOCKED

�¹�Ç�›�Ý�º�b3æ�™*…�»�Ó�–�å>8
example.com

Received: �Ê�µ�²�î>8 DISABLED

�Ð�«�•�Þ�î�»>8  

@.example.com   @example.com

joe             joe@example.com

�Â�˜�å�«  �É�ß�Ç�“�–�Ý>8  bouncepr1

>&�@>'�G�b�Ã�È�Ü�µ�¡  �Ü�«�¼�î�c�

�š�f�I�€�r�O�‡��
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  3æ�™
›�¥�å�º�ß�î�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.
3æ�™
›�¥�å�º�ß�î�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.
�±5��b7Á�Ê�Ó�î�Ý�@�•'ö#.�[4Ä�™�I�€�•�\�
�w�™*…�»�Ó�–�å�[�ã�˜�@#Õ�L�•�G�\�@�6�~�r�M��
AsyncOS �[�c�
�”�É�Û�–�”�å�«�[6ä�C�K)F�X�x�”�É�Û�–�”�å�«�[�›��
›�»�Ó�–�å���_3æ�™�I�€�•�Ó�µ
�­�î�ª�X�†��*O�M�•�G�\�_�|�~�
�Ó�µ�­�î�ª4Ä�™�†0ò(ý�_'ö#.�[�A�r�M��

3æ�™
›�¥�å�º�ß�î�Ý�µ+�>& GUI �[�c  [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ 3æ�™
›�¥�å�º�ß�î�Ý
>&Destination Controls>' ]�
 CLI �[�c  destconfig  �¥�Ð�å�»>'�†�Q#Ý�M�•�\�
���b8o% �†�D�š�[�A�r�M��

�Þ�î�º�D7H>& Rate Limiting >'

• [ � �ì�K)F>& Concurrent Connections>' ]>8�Ü�Ô�î�º  �Í�«�º�_�P�K�Z�”�É�Û�–�”�å�«�@6ä�G�:�\�M�•
� �ì�K)F�X��

• [ �K)F�6�S�~�b�q�±�Ó�µ�­�î�ª�X>& Maximum Messages Per Connection>' ]>8�”�É�Û�–�”�å�«�@�‚�K
�8�K)F�†6ä���M�•�S�_�
��
›�»�Ó�–�å�_3æ�™�M�•�Ó�µ�­�î�ª�X��

• [ �w�™*…>&Recipients>' ]>8�”�É�Û�–�”�å�«�@"I���b�‡6ë�_"I���b�Ü�Ô�î�º  �Í�«�º�_�P�K�Z3æ�™�M�•
�w�™*…�X��

• [ �D7H>&Limits>' ]>8��
›�H�\�
�>�|�g  MGA �Í�«�º�¡�H�\�_�
�D7H�†4:#Ý�M�•�‰�2��

TLS

• �Ü�Ô�î�º  �Í�«�º�_�P�M�•  TLS �K)F�†�w
°�
�•+��
�²8r�b�8�N�€�_�M�•�?>& �� TLS �b'ö#.��
>&P.21-46>' �†�g!·>' ��

• TLS �K)F�@�²0[�^�Ü�Ô�î�º  �Í�«�º�_�P�K�Z�Ó�µ�­�î�ª�@4Ä�™�I�€�•�\�A�_�
 TLS �¿�¦�©�š�î�©�Ù
�å�@�»�K�K�S���œ�_�”�Û�î�º�†3æ�™�M�•�?�]�:�?���G�€�c�
�»�Ó�–�å�"�)�[�c�^�C�
�¢�ß�î�Â�Ý�^
0¿���[�M��

• �Ü�Ô�î�º  �Í�«�º�_�P�M�•�M�m�Z�b$Î�™  TLS �K)F�[�Q#Ý�M�•  TLS 0É�Â�i�b�m�~�\�Z��

�Â�˜�å�«�è0É>& Bounce Verification >'

• Cisco �Â�˜�å�«�è0É�†�Q#Ý�K�Z�
�”�»�Þ�«  �±� �å�¢�†��/œ�M�•�?�]�:�?>& �� Cisco �Â�˜�å�«�è0É��
>&P.21-51>' �†�g!·>' ��

�Â�˜�å�«  �É�ß�Ç�“�–�Ý>& Bounce Profile >'

• "I���b�Ü�Ô�î�º  �Í�«�º�_�P�K�Z�”�É�Û�–�”�å�«�[�Q#Ý�I�€�•�Â�˜�å�«  �É�ß�Ç�“�–�Ý>&�¹�Ç�›�Ý�º
�b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�c�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Â�˜�å�«  �É�ß�Ç�“�–�Ý>& Bounce 
Profiles>' ] �Ì�î�ª�[0¿���K�r�M>' ��

�•�æ���b�»�Ó�–�å�_�P�M�•�¹�Ç�›�Ý�º0¿���†�D�š�M�•�G�\�v�[�A�r�M��

�Ó�î�Ý4Ä�™�_�Q#Ý�M�•�–�å�±�î�Ç�™�–�«�b�ô��

���Š�–�å�±�î�Ç�™�–�«�†  deliveryconfig  �¥�Ð�å�»�
�Ó�µ�­�î�ª  �Ç�•�Ý�±>& alt-src-host >'�
�r�S�c�ì
�•�¤�î�º�˜�™�–�†�Q#Ý�K�Z�æ���K�^�8���œ�c�
���Š�–�å�±�î�Ç�™�–�«�c  AsyncOS �Ý�î�¸�•�å�¢  �¸�î�È
�Ý�_�|�W�Z4E�¥�I�€�r�M���ö�•$×�_�c�
 ��+¬�·���†4E�¥�M�•�\  AsyncOS �_�|�W�Z4E�¥�I�€�r�M��
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  3æ�™
›�¥�å�º�ß�î�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.
0ò(ý�c���b�\�>�~�[�M���ß�î�•�Ý  �”�»�Þ�«�c�
�–�å�±�î�Ç�™�–�«�b�¿�µ�º�Ð�«�¡�†�–�å�±�î�Ç�™�–�«
�b  IP �”�»�Þ�«�_4:#Ý�M�•�G�\�[1‘�9�I�€�r�M���]�U�}�v�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �–�å�±�î
�Ç�™�–�«>&Interfaces>' ] �Ì�î�ª�r�S�c  interfaceconfig  �¥�Ð�å�»�†�Q#Ý�K�Z>&�6�•�8�c�©�«�¸�Ò�b
�­�µ�º�”�µ�É�ì�_>'0¿���I�€�r�M���”�»�Þ�«'56ë�@5��^�•���œ�c�
�|�~
½�/$×�^�¿�µ�º�Ð�«�¡�@�Q#Ý�I
�€�r�M����
›�@�ß�î�•�Ý�b���œ�
�Ã�£�µ�º�c4:�)�^�ß�î�•�Ý  �–�å�±�î�Ç�™�–�«)�#ä�[3æ�™�I�€�r�M��

��
›�@�ß�î�•�Ý�[�c�^�8���œ�
�Ã�£�µ�º�c�¹�Ç�›�Ý�º�b�Ý�î�±>& [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ý�î
�¸�•�å�¢>& Routing>' ] �Ì�î�ª�r�S�c  setgateway  �¥�Ð�å�»�†�Q#Ý�K�Z0¿��>'�_�P�K�Z3æ�™�I�€�r�M���¹
�Ç�›�Ý�º  �Ý�î�±�b  IP �”�»�Þ�«�c�ß�î�•�Ý�[�M�����Š�–�å�±�î�Ç�™�–�«�c�
�ß�î�•�Ý  �”�»�Þ�«�b���Š�–
�å�±�î�Ç�™�–�«�b4E�¥�Ý�î�Ý�_�‘�W�Z�ô�r�~�r�M���S�\�<�d�
 AsyncOS �[�c�
�¹�Ç�›�Ý�º  �Ý�î�±�b  IP 
�”�»�Þ�«�@�µ�r�€�Z�8�Z�q�v
½�/$×�^  IP �”�»�Þ�«�>�|�g�¿�µ�º�Ð�«�¡�@4E�¥�I�€�r�M��

�Ý�î�¸�•�å�¢  �¸�î�È�Ý�c�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ý�î�¸�•�å�¢>& Routing>' ] �Ì�î�ª>&�r�S�c  
routeconfig  �¥�Ð�å�»>'�†�Q#Ý�K�Z0¿���I�€�r�M���Ý�î�¸�•�å�¢  �¸�î�È�Ý�[�M+´�M�•�š�å�º�Ü�@�
�¹
�Ç�›�Ý�º  �Ý�î�º�|�~�v
ƒ
›�I�€�r�M���Ý�î�º�@
½�/$×�_�^�•�o�]�

ƒ
›�Ø�@9×�C�^�~�r�M��

�¹�Ç�›�Ý�º�b4Ä�™�D7H

$Î�™��
›�»�Ó�–�å�H�\�_�
�S#Ý�b$Î�™�Ÿ�×�î�@�6�~�r�M���Q�b�S�u�
�»�Ó�–�å�H�\�_�9���b� �ì�K)F�D
7H>&[ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �¸�î�È�Ý�[�æ��>'�@�6�~�r�M���I�}�_�
 [ 3æ�™
›�¥
�å�º�ß�î�Ý>& Destination Controls>' ] �¸�î�È�Ý�[
½�/$×�_&g�I�€�Z�8�^�8�M�–�b�»�Ó�–�å�H�\�_�
�¸�î
�È�Ý�[0¿���K�S�9�b���¹�Ç�›�Ý�º>& Default>'���D7H�†�Q#Ý�K�r�M��

[ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls >' ] �b�Q#Ý

GUI �[  [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �Ì�î�ª�

�r�S�c  CLI �[ destconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
3æ�™
›�¥�å�º�ß�î�Ý�š�å�º�Ü�†�8�B�
)…7Ÿ�
�>�|�g�P
7V�K�r�M��

IP �”�»�Þ�«  �Â�î�ª�Ù�å�b�D�š

�»�Ó�–�å�K)F�_�Q#Ý�M�•  IP �”�»�Þ�«�b�Â�î�ª�Ù�å�†0¿���[�A�r�M��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�c�g�‰�b�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  4>&IPv4>'�>�|�g�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  
�Â�î�ª�Ù�å  (IPv6) �†�Q#Ý�K�r�M���”�É�Û�–�”�å�«�b�Ü�«�¼�î�†�É�ß�º�¥�Ý�b�g�‰�r�S�c  1 �X�b�Â�î
�ª�Ù�å�†�Q#Ý�M�•�|�:�_0¿���[�A�r�M��

IPv4 �r�S�c  IPv6 �_�P�K�Z  [ �²8r>& Required>' ] 0¿���†�æ���K�S���œ�
 Cisco �”�É�Û�–�”�å�«�c�æ���I�€
�S�Â�î�ª�Ù�å�b�”�»�Þ�«�†�Q#Ý�K�Z�»�Ó�–�å�l�b�K)F�†�¿�¦�©�š�î�©�Ù�å�K�r�M���»�Ó�–�å�@  IP �”�»
�Þ�«�b�Â�î�ª�Ù�å�†�Q�ƒ�^�8���œ�
7Á�Ê�Ó�î�Ý�c3æ�™�I�€�r�O�‡�� IPv4 �r�S�c  IPv6 �b  [ �N�á

>&Preferred>' ] 0¿���†�æ���K�S���œ�
 Cisco �”�É�Û�–�”�å�«�c�q�6�_�æ���I�€�S�Â�î�ª�Ù�å�b�”�»�Þ�«�†
�Q#Ý�K�Z�»�Ó�–�å�l�b�K)F�†�¿�¦�©�š�î�©�Ù�å�K�
�q�6�b0è�s�@�?4)�•+��[�^�8���œ�c�Ú�_�Ç�›�î�Ý  
�Â�µ�¡�K�r�M��

�»�Ó�–�å�_�P�M�•�K)F�
�Ó�µ�­�î �ª�
�w�™*…�b�X�b'ö#.

�”�É�Û�–�”�å�«�[7Á�Ê�Ó�î�Ý�†4Ä�™�M�•�‰�2�†�D7H�M�•�G�\�_�|�~�
�”�É�Û�–�”�å�«�?�}�b7Á�Ê�Ó�î�Ý
�†�…�:�Ü�Ô�î�º  �Í�«�º�x"‚+¬�b&k
Æ�¢�Ý�î�É�˜�™�”  �§�î�Â�_2�,´�@�?�?�~4#�B�^�8�|�:�_�[�A�r�M��
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  3æ�™
›�¥�å�º�ß�î�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.
�»�Ó�–�å�H�\�_�
"I���b�‡6ë�_�©�«�¸�Ò�[2x4#�K�^�8�|�:�_�M�•�K)F�
$Î�™�Ó�µ�­�î�ª�
�w�™*…�b�q�±
�X�†�m�~�\�Z�•�G�\�@�[�A�r�M���G�b���¢�µ�»  �¿�–�Â�î���¸�î�È�Ý�c�
3æ�™
›�¥�å�º�ß�î�Ý�µ+�>& [
�Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ]�
�r�S�c  
destconfig  �¥�Ð�å�»>&�è�S�b  setgoodtable  �¥�Ð�å�»>' >'�†�Q#Ý�K�Z��*O�K�r�M���»�Ó�–�å�¡�†�æ���M
�•�_�c�
���b�S�e�†�Q#Ý�K�r�M��

domain.com

�r�S�c

.domain.com

�G�b�S�e�†�Q#Ý�M�•�\�
 AsyncOS �[  sample.server.domain.com �b�|�:�^�§�È�»�Ó�–�å�b3æ�™
›�¥�å�º
�ß�î�Ý�†�æ���[�A�•�|�:�_�^�~�r�M��0ò(ý�^�§�È�»�Ó�–�å  �”�»�Þ�«�†�¶�9�_
°�Š�M�•�²0[�c�6�~�r�O
�‡��

�K)F�
�Ó�µ�­�î�ª�
�w�™*…�_�X�8�Z�c�
��*O�M�•�D7H�@�›  Virtual Gateway �”�»�Þ�«�\�©�«�¸�Ò
²�/�b
�]�U�}�_�P�K�Z4:#Ý�I�€�•�b�?�†0¿���K�r�M�� >&Virtual Gateway �”�»�Þ�«�D7H�[�c�
 IP �–�å�±�î�Ç�™
�–�«�H�\�b� �ì�K)F�X�†'ö#.�K�r�M���©�«�¸�Ò
²�/�b�D7H�[�c�
 Cisco �”�É�Û�–�”�å�«�[0Á�•�I�€�•�K
)F�b�œ0£�X�†'ö#.�K�r�M>' ��

�r�S�
��*O�M�•�D7H�@�æ���I�€�S�»�Ó�–�å�b�›  MX �Þ�¥�î�»�\�»�Ó�–�å
²�/�b�]�U�}�_�P�K�Z4:#Ý�I
�€�•�b�?�†0¿���M�•�G�\�v�[�A�r�M�� >&�¨�C�b�»�Ó�–�å�_�c�
7Á�Ê�Ó�î�Ý�b�w�E
°�€�_6õ�K�Z0
�X�b  
MX �Þ�¥�î�»�@�6�~�r�M>' ��

>&�@>' #'�~�b�©�«�¸�Ò  �¹�Ç�›�Ý�º�c�
�»�Ó�–�å�6�S�~  500 �K)F�
�K)F�6�S�~  50 �Ó�µ�­�î�ª�[�M��

�G�€�}�b�Í�_�X�8�Z�c�
 /² 21-8 �†�g!·�K�Z�C�T�I�8��

/² 21-8 [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls >' ] �¸�î�È�Ý�b�Í

�Ç�•�î�Ý�» 1��Â  

� �ì�K)F
>&Concurrent 
Connections >'

Cisco �”�É�Û�–�”�å�«�_�|�W�Z"I���b�Í�«�º�_�P�K�Z/œ�ƒ�€�•$Î�™�K)F�b�q�±�X�� >&�»
�Ó�–�å�_�c�
&k
Æ�¢�Ý�î�É�˜�™�”�b�Í�«�º�†�µ�u�•�G�\�@�[�A�r�M>' ��

�K)F�6�S�~�b�q
�±�Ó�µ�­�î�ª�X

>&Maximum 
Messages 
Per 
Connection >'

�‚�K�8�K)F�@6ä���I�€�•�r�[�_�
 Cisco �”�É�Û�–�”�å�«�?�}"I���b�Í�«�º�_�P�M�•�"
�M$Î�™�K)F�_�P�K�Z0Á�•�I�€�•�Ó�µ�­�î�ª�b�q�±�X��

�w�™*…
>&Recipients >'

"I���b�‡6ë
Æ�_0Á�•�I�€�•�w�™*…�b�q�±�X�� [ �^�K>&None>' ] �c�
�\0ñ�»�Ó�–�å�_�P
�K�Z�
�w�™*…�b�D7H�@�^�8�G�\�†&g�K�r�M��

Cisco �”�É�Û�–�”�å�«�@�w�™*…�b�X�†�X�<�•�q�`�‡6ë>& 1 >|  60 �(>' ���‡6ë�_�� 0���†�æ
���M�•�\�
�G�b�µ+��@�¹�•�­�î�È�Ý�_�^�~�r�M��

>&�@>' �w�™*…�D7H�†�š�f�M�•�\�
�M�[�_�Ÿ�×�î
Æ�_�6�•�M�m�Z�b�Ó�µ�­�î�ª�b�•�˜
�å�±�@�Ü�­�µ�º�I�€�r�M���”�É�Û�–�”�å�«�c�
�‚�K�8�w�™*…�D7H�_�ö�Y�8�Z
�Ó�µ�­�î�ª�†4Ä�™�K�r�M��
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  3æ�™
›�¥�å�º�ß�î�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.
>&�@>' �D7H�@ Virtual Gateway �”�»�Þ�«�H�\�_4:#Ý�I�€�•���œ�[�v�
�©�«�¸�Ò
²�/�b�D7H�†�ì�•�¤�î�º�˜�™�–
�b�X�[7V'ì�K�S�Í�†  Virtual Gateway �b�D7H�_0¿���M�•�G�\�_�|�W�Z�
�©�«�¸�Ò
²�/�b�D7H�†� �Ý$×�_
��/æ�[�A�r�M���S�\�<�d�
 4 �X�b  Virtual Gateway �”�»�Þ�«�@0¿���I�€�Z�8�Z�
�»�Ó�–�å  yahoo.com  �_
�P�K�Z  100 �|�~�¨�C�b� �ì�K)F�†6ä�?�^�8�|�:�_�M�•�_�c�
 Virtual Gateway �b�D7H�†� �ì�K)F�X  25 �_
0¿���K�r�M��

>&�@>' delivernow  �¥�Ð�å�»�†�M�m�Z�b�»�Ó�–�å�_�P�K�Z��/œ�M�•�\�
 destconfig  �¥�Ð�å�»�[3ã2§�I�€�Z�8�•
�M�m�Z�b�•�˜�å�±�@�Ü�­�µ�º�I�€�r�M��

TLS �b'ö#.

�»�Ó�–�å�"�)�[  Transport Layer Security>&TLS; �º�Û�å�«�Ï�î�º�™�­�Ÿ�×�Ü�¸�•>'�†0¿���M�•�G�\�v�[
�A�r�M�� �� Required��0¿���@�æ���I�€�S���œ�
 Cisco �”�É�Û�–�”�å�«�b�Ü�«�¼�î�?�}�»�Ó�–�å�b  MTA 
�_�P�K�Z  TLS �K)F�@�¿�¦�©�š�î�º�I�€�r�M���¿�¦�©�š�î�©�Ù�å�_�»�K�M�•�\�
7Á�Ê�Ó�î�Ý�c�Q�b�K)F
�†�Ó�K�Z3æ�™�I�€�r�O�‡��0ò(ý�_�X�8�Z�c�
 ��4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì��

>&P.20-9>' �†�g!·�K�Z�C�T�I�8��

TLS �K)F�@�²0[�^�»�Ó�–�å�_�Ó�µ�­�î�ª�†4Ä�™�M�•7•�_  TLS �¿�¦�©�š�î�©�Ù�å�@�»�K�K�S���œ�

Cisco �”�É�Û�–�”�å�«�@�”�Û�î�º�†3æ�™�M�•�?�]�:�?�†�æ���[�A�r�M���”�Û�î�º  �Ó�µ�­�î�ª�_�c�»�K�K
�S TLS �¿�¦�©�š�î�©�Ù�å�b��
›�»�Ó�–�å�¡�@�µ�r�€�r�M�� Cisco �”�É�Û�–�”�å�«�c�
�©�«�¸�Ò  �”�Û�î
�º�b�±�–�É�b1™�Ì5��±�Ø�Þ�Ë�Ý  �”�Û�î�º�†�w�™�M�•�|�:0¿���I�€�S�M�m�Z�b�w�™*…�_�”�Û�î�º�Ó�µ
�­�î�ª�†3æ�™�K�r�M�� GUI �b  [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �”�Û�î�º>& Alerts>' ] �Ì�î
�ª>&�r�S�c  CLI �b  alertconfig  �¥�Ð�å�»>'�†�Q#Ý�K�Z�”�Û�î�º�b�w�™*…�†'ö#.�[�A�r�M��

TLS �K)F�”�Û�î�º�†�–�¿�î�È�Ý�_�M�•�_�c�
 [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �Ì�î�ª�b  [
�¢�ß�î�Â�Ý0¿���†)…7Ÿ>& Edit Global Settings>' ] �†�¡�Ü�µ�¡�r�S�c  destconfig -> setup  �§�È�¥�Ð�å�»
�†�Q#Ý�K�r�M���G�€�c�
�»�Ó�–�å�"�)�[�c�^�C�
�¢�ß�î�Â�Ý�^0¿���[�M���”�É�Û�–�”�å�«�@4Ä�™�†0è/œ
�K�S�Ó�µ�­�î�ª�b�_���_�X�8�Z�c�
 [ �Ô�½�±>&Monitor>' ] > [ �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢>& Message 
Tracking>' ] �Ì�î�ª�r�S�c�Ó�î�Ý  �ß�¢�†�Q#Ý�K�r�M��

�D7H�b4:#Ý
>&Apply 
Limits >'

�D7H�@�»�Ó�–�å
²�/�\�Q�b�»�Ó�–�å�_�æ���I�€�S�›�Ó�î�Ý�º�n  IP �”�»�Þ�«�b�]�U�}
�_4:#Ý�I�€�•�b�?�†�æ���K�r�M�� >&�¨�C�b�»�Ó�–�å�[0
�X�b  MX �Þ�¥�î�»�@�6�~�r
�M>'��

�G�b0¿���c�
�K)F�
�Ó�µ�­�î�ª�
�w�™*…�b�D7H�_4:#Ý�I�€�r�M��

�D7H�@�©�«�¸�Ò
²�/�\�›  Virtual Gateway �”�»�Þ�«�b�]�U�}�_4:#Ý�I�€�•�b�?�†�æ��
�K�r�M��

>&�@>' IP �”�»�Þ�«�b�¢�Ý�î�É�†0¿���K�Z�v�
�ì�•�¤�î�º�˜�™�–�†0¿���K�Z�8�^�8��
�œ�c�
�ì�•�¤�î�º�˜�™�–�H�\�_4:#Ý�D7H�†0¿���K�^�8�[�C�T�I�8���G�b0¿��
�c�
�ì�•�¤�î�º�˜�™�–�†�Q#Ý�M�•�|�:�_0¿���I�€�S�©�«�¸�Ò�b�s�†�P1ß�_�K
�Z�8�r�M���ì�•�¤�î�º�˜�™�–�b0¿���‰�2�_�X�8�Z�c�
 �� Virtual Gateway™ �¸
�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  �¤�î
�º�˜�™�–�� >&P.21-59>' �†�g!·�K�Z�C�T�I�8��

/² 21-8 [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls >' ] �¸�î�È�Ý�b�Í  >&)F�A>'

�Ç�•�î�Ý�» 1��Â  
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  3æ�™
›�¥�å�º�ß�î�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.
�M�m�Z�b$Î�™ TLS �K)F�_�Q#Ý�M�•0É�Â�i�†�æ���M�•�²0[�@�6�~�r�M�� [ 3æ�™
›�¥�å�º�ß�î�Ý
>&Destination Controls>'] �Ì�î�ª�b  [ �¢�ß�î�Â�Ý0¿���†)…7Ÿ >&Edit Global Settings>'] �r�S�c  destconfig 

-> setup  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
0É�Â�i�†�æ���K�r�M��0É�Â�i�b�v�“�‰�2�_�X�8�Z�c�
 ��0É�Â�i�b�v
�“�� >&P.20-2>' �†�g!·�K�Z�C�T�I�8��

�”�Û�î�º�b0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Configuration Guide���b�� System 
Administration���†�g!·�K�Z�C�T�I�8��

 Cisco �Â�˜�å�«�è0É�±� �å�¢�b'ö#.

3æ�™�I�€�•�Ó�î�Ý�_�Â�˜�å�«�è0É�b�±� �å�¢�@/œ�ƒ�€�•�?�]�:�?�†�æ���[�A�r�M���¹�Ç�›�Ý�º�_�P�K�Z
�æ���M�•�G�\�v�
"I���b��
›�_�P�K�Z�æ���M�•�G�\�v�[�A�r�M�� Cisco �[�c�
�¹�Ç�›�Ý�º�_�P�K�Z�Â�˜
�å�«�è0É�†�–�¿�î�È�Ý�_�K�S�‹�[�

½�/$×�^7V�¥�P1ß�\�K�Z�‚�K�8��
›�†�8�B�M�•�G�\�†�N�á�K�r�M��
0ò(ý�_�X�8�Z�c�
 �� Cisco �Â�˜�å�«�è0É�� >&P.21-51>' �†�g!·�K�Z�C�T�I�8��

�Â�˜�å�«�b'ö#.

�Ü�Ô�î�º  �Í�«�º�_4Ä�™�M�•�K)F�x�w�™*…�b�X�†�D�š�[�A�•�T�E�[�^�C�
�Q�b�»�Ó�–�å�[�Q#Ý�I�€�•�Â
�˜�å�«  �É�ß�Ç�“�–�Ý�†�æ���M�•�G�\�v�[�A�r�M���æ���M�•�\�
�Â�˜�å�«  �É�ß�Ç�“�–�Ý�c  destconfig  
�¥�Ð�å�»�b  5 $��u�b�•�Û�Ò�_/²&g�I�€�r�M���Â�˜�å�«  �É�ß�Ç�“�–�Ý�†�æ���K�^�8���œ�c�
�¹�Ç�›�Ý�º
�b�Â�˜�å�«  �É�ß�Ç�“�–�Ý�@�Q#Ý�I�€�r�M��0ò(ý�_�X�8�Z�c�
 ���‚�K�8�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�8�B��

>&P.21-40>' �†�g!·�K�Z�C�T�I�8��

�‚�K�83æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü�b3ã�•

�m8p 

�«�¸�µ�É 1 [ 3æ�™
›�b3ã�•>&Add Destination>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �š�å�º�Ü�†0¿���K�r�M��

�«�¸�µ�É 3 �š�f
Æ���†3æ�™�K�
&����K�r�M��

3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü  �¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�–�å�Ï �î�º�>�|�g�š�¡�«�Ï�î�º

0
�X�b�»�Ó�–�å�†'ö#.�K�Z�8�•���œ�c�
�M�m�Z�b�»�Ó�–�å�b3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü�†��*O�M�•
�"�M�b0¿���Ç�“�–�Ý�†�8�B�K�Z�
�”�É�Û�–�”�å�«�_�–�å�Ï�î�º�[�A�r�M��0¿���Ç�“�–�Ý�b�g�'�c�

Windows INI 0¿���Ç�“�–�Ý�\���Z�8�r�M���»�Ó�–�å�b�Ã�Û�Ó�î�±�c�­�¡�©�Ù�å�_�r�\�u�}�€�
�­�¡
�©�Ù�å�¡�\�K�Z�»�Ó�–�å�¡�@�Q#Ý�I�€�r�M���S�\�<�d�
�­�¡�©�Ù�å�¡  [example.com]  �†�Q#Ý�K�Z�
�»
�Ó�–�å  example.com �b�Ã�Û�Ó�î�±�†�¢�Ý�î�É�_�K�r�M����*O�I�€�^�8�M�m�Z�b�Ã�Û�Ó�î�±�c�
�¹�Ç�›
�Ý�º�b3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü�?�})E�Ž�I�€�r�M���¹�Ç�›�Ý�º�b3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü�b
�Ã�Û�Ó�î�±�†��*O�M�•�_�c�
0¿���Ç�“�–�Ý�_  [ �¹�Ç�›�Ý�º>& DEFAULT>' ]  �­�¡�©�Ù�å�†�µ�u�r�M��

0¿���Ç�“�–�Ý�†�–�å�Ï�î�º�M�•�\�
�”�É�Û�–�”�å�«�b3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü�@�M�m�Z�V�i�A�I
�€�r�M���S�T�K�
0¿���Ç�“�–�Ý�_  [ �¹�Ç�›�Ý�º>& DEFAULT>' ]  �­�¡�©�Ù�å�@�µ�r�€�Z�8�^�8���œ�
�¹�Ç�›
�Ý�º  �š�å�º�Ü�c�V�i�A�I�€�r�O�‡���Q�b�Ú�M�m�Z�b�¤�Ñ�b3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü�c�P7V�I�€�r
�M��
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  3æ�™
›�¥�å�º�ß�î�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.
0¿���Ç�“�–�Ý�[�c�
�»�Ó�–�å�_�P�K�Z���b�Ã�Û�Ó�î�±�†��*O�[�A�r�M�� [ �¹�Ç�›�Ý�º>& DEFAULT>' ]  �­�¡
�©�Ù�å�_�c  bounce_profile  �Ã�Û�Ó�î�±�†7V�C�M�m�Z�b�Ã�Û�Ó�î�±�@�²0[�[�M��

/² 21-9 3æ�™
›�¥�å�º�ß�î�Ý0¿���Ç�“�–�Ý�b�Ã�Û�Ó�î�±

�Ã�Û�Ó�î�±�¡ 1��Â

ip_sort_pref �»�Ó�–�å�_�P�K�Z�–�å�±�î�¿�µ�º  �É�ß�º�¥�Ý  �Â�î�ª�Ù�å
�†�æ���K�r�M��

���b�8�N�€�?�b�Í�†
°�Š�K�r�M��

• IPv6 �� Preferred ���b���œ�b  PREFER_V6

• IPv6 �� Required ���b���œ�b  REQUIRE_v6

• IPv4 �� Preferred ���b���œ�b  PREFER_V4

• IPv4 �� Required ���b���œ�b  REQUIRE_v4

max_host_concurrency Cisco �”�É�Û�–�”�å�«�_�|�W�Z"I���b�Í�«�º�_�P�K�Z/œ�ƒ
�€�•$Î�™�K)F�b�q�±�X��

�»�Ó�–�å�_�P�K�Z�G�b�Ã�Û�Ó�î�±�†��*O�M�•���œ�c�

limit_type  �>�|�g  limit_apply  �Ã�Û�Ó�î�±�v��*O�M�•�²
0[�@�6�~�r�M��

max_messages_per_connection �‚�K�8�K)F�@6ä���I�€�•�r�[�_�
 Cisco �”�É�Û�–�”�å�«�?
�}"I���b�Í�«�º�_�P�M�•�"�M$Î�™�K)F�_�P�K�Z0Á�•�I�€
�•�Ó�µ�­�î�ª�b�q�±�X��

recipient_minutes Cisco �”�É�Û�–�”�å�«�@�w�™*…�b�X�†�X�<�•�‡6ë >&1 >|  60 
�(>' ���w�™*…�D7H�†4:#Ý�K�^�8�|�:�_�M�•���œ�c�
�•��*O
�b�r�r�_�K�r�M��

recipient_limit "I���b�‡6ë
Æ�_0Á�•�I�€�•�w�™*…�b�q�±�X���w�™*…�D7H
�†4:#Ý�K�^�8�|�:�_�M�•���œ�c�
�•��*O�b�r�r�_�K�r�M��

�»�Ó�–�å�_�P�K�Z�G�b�Ã�Û�Ó�î�±�†��*O�M�•���œ�c�

recipient_minutes �
 limit_type �
�>�|�g  limit_apply  
�Ã�Û�Ó�î�±�v��*O�M�•�²0[�@�6�~�r�M��

limit_type �D7H�@�»�Ó�–�å
²�/�\�Q�b�»�Ó�–�å�_�æ���I�€�S�›�Ó�î
�Ý�º�n  IP �”�»�Þ�«�b�]�U�}�_4:#Ý�I�€�•�b�?�†�æ���K�r
�M��

���b�8�N�€�?�b�Í�†
°�Š�K�r�M��

• 0>&�r�S�c  host >'>8�»�Ó�–�å�b���œ

• 1>&�r�S�c  MXIP>'>8�Ó�î�Ý�º�n  IP �”�»�Þ�«�b���œ

limit_apply �D7H�@�©�«�¸�Ò
²�/�\�›  Virtual Gateway �”�»�Þ�«�b�]�U
�}�_4:#Ý�I�€�•�b�?�†�æ���K�r�M��

���b�8�N�€�?�b�Í�†
°�Š�K�r�M��

• 0>&�r�S�c  system >'>8�©�«�¸�Ò
²�/�b���œ

• 1>&�r�S�c  VG>'>8Virtual Gateway �b���œ

bounce_validation �Â�˜�å�«�è0É�”�»�Þ�«  �±� �å�¢�†�œ�å�_�M�•�?�]�:�?�†
�æ���K�r�M��

���b�8�N�€�?�b�Í�†
°�Š�K�r�M��

• 0>&�r�S�c  off >'

• 1>&�r�S�c  on>'
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  3æ�™
›�¥�å�º�ß�î�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.
�»�Ó�–�å  example1.com�
 example2.com�
�>�|�g�¹�Ç�›�Ý�º�b��
›�D�š�š�å�º�Ü�b�[�†���_&g�K�r�M��

table_tls �»�Ó�–�å�b  TLS 0¿���†�æ���K�r�M��0ò(ý�_�X�8�Z�c�

��4Ä�™�ì�b  TLS �>�|�g0É�Â�i�è0É�b�–�¿�î�È�Ý�ì��
>&P.20-9>' �†�g!·�K�Z�C�T�I�8��

���b�8�N�€�?�b�Í�†
°�Š�K�r�M��

• 0>&�r�S�c  off >'

• 1>&�r�S�c  on>'>8���N�á>& Preferred>'���b���œ

• 2>&�r�S�c  required >'>8���²8r>& Required>'���b���œ

• 3>&�r�S�c  on_verify >'���N�á>&�è0É>'>&Preferred 
(Verify)>'���b���œ

• 4>&�r�S�c  require_verify >'>8���²8r>&�è0É>'
>&Required (Verify)>'���b���œ

�e�Ð�4�_�c�
�±�e�Ð�\�`�e�Ð�b�
�9�c�6�~�r�O�‡��

bounce_profile �Q#Ý�M�•�Â�˜�å�«  �É�ß�Ç�“�–�Ý�b�¡�S�� [ �¹�Ç�›�Ý�º

>&DEFAULT>' ]  3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü�[�c�Q#Ý�[�A
�r�O�‡��

send_tls_req_alert �²8r�b  TLS �K)F�@�»�K�K�S���œ�_�”�Û�î�º�†3æ�™�M�•�?
�]�:�?��

���b�8�N�€�?�b�Í�†
°�Š�K�r�M��

• 0>&�r�S�c  off >'

• 1>&�r�S�c  on>'

�G�€�c�¢�ß�î�Â�Ý0¿���[�6�~�
 [ �¹�Ç�›�Ý�º>& DEFAULT>' ]  
3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü�[�b�s�Q#Ý�[�A�r�M��

certificate $Î�™ TLS �K)F�[�Q#Ý�I�€�•0É�Â�i���G�€�c�¢�ß�î�Â�Ý0¿
���[�6�~�
 [ �¹�Ç�›�Ý�º>& DEFAULT>' ]  3æ�™
›�¥�å�º�ß�î�Ý  
�š�å�º�Ü�[�b�s�Q#Ý�[�A�r�M��

>&�@>' 0É�Â�i�†�æ���K�^�8���œ�c�
�¹�Ô�b0É�Â�i�@�m�~
�\�Z�}�€�r�M�@�
�¹�Ô�b0É�Â�i�†�Q#Ý�M�•�G�\�c
�­�Ÿ�×�”�[�c�^�8�S�u�
3û�–�b�Q#Ý�_�c�N�á�[�A
�r�O�‡��

/² 21-9 3æ�™
›�¥�å�º�ß�î�Ý0¿���Ç�“�–�Ý�b�Ã�Û�Ó�î�±  >&)F�A>'

�Ã�Û�Ó�î�±�¡ 1��Â

[DEFAULT]

ip_sort_pref = PREFER_V6

max_host_concurrency = 500

max_messages_per_connection = 50

recipient_minutes = 60

recipient_limit = 300
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  3æ�™
›�¥�å�º�ß�î�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.
�V0°�b�[�[�c�
 example1.com �>�|�g  example2.com �_�X�8�Z���b��
›�D�š�š�å�º�Ü�@#Õ�B�I�€�r�M��

limit_type = host

limit_apply = VG

table_tls = off

bounce_validation = 0

send_tls_req_alert = 0

certificate = example.com

[example1.com]

ip_sort_pref = PREFER_V6

recipient_minutes = 60

recipient_limit = 100

table_tls = require_verify

limit_apply = VG

bounce_profile = tls_failed

limit_type = host

[example2.com]

table_tls = on

bounce_profile = tls_failed

example1.com

    IP Address Preference: IPv6 Preferred

    Maximum messages per connection: 50

    Rate Limiting:

        500 concurrent connections

        100 recipients per 60 minutes

        Limits applied to entire domain, across all virtual gateways
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[ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �Ì�î�ª�b  [ �¸�î�È�Ý�b�–�å�Ï�î�º>& Import Table>' ] �Î
�±�å�
�r�S�c  destconfig -> import  �¥�Ð�å�»�†�Q#Ý�K�Z�
0¿���Ç�“�–�Ý�†�–�å�Ï�î�º�K�r�M�� [ 3æ�™

›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �Ì�î�ª�b  [ �¸�î�È�Ý�b�š�¡�«�Ï�î�º>& Export Table>' ] �Î�±
�å�
�r�S�c  destconfig -> export  �¥�Ð�å�»�†�Q#Ý�K�Z�
3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü�†  INI �Ç�“�–�Ý
�_�š�¡�«�Ï�î�º�M�•�G�\�v�[�A�r�M���š�¡�«�Ï�î�º�I�€�S  INI �Ç�“�–�Ý�_�c  [ �¹�Ç�›�Ý�º>& Default >' ]  
�»�Ó�–�å'ö#.�š�å�º�Ü�v�µ�r�€�Z�8�r�M��

3æ�™
›�¥�å�º�ß�î�Ý�\  CLI

CLI �[  destconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º�Ü�†0¿���[�A�r�M���G�b�¥�Ð�å�»
�_�X�8�Z�c�
 �� Cisco AsyncOS CLI Reference Guide���[1��Â�K�r�M��

Cisco �Â�˜�å�«�è0É
���Â�˜�å�«���Ó�µ�­�î�ª�c�
�w�™
��b  MTA �_�|�W�Z3æ�™�I�€�•�‚�K�8�Ó�µ�­�î�ª�[�

–�b7Á�Ê�Ó�î�Ý
�b�š�å�Ë�ß�î�É3æ�™*…�@�‚�K�8�š�å�Ë�ß�î�É�w�™*…�\�K�Z�Q#Ý�I�€�r�M���G�b�Â�˜�å�«�c�

–�b�Ó�µ
�­�î�ª�@4Ä�™�Y�•+��^�\�A�_>&3û�–�c�
�w�™*…�”�»�Þ�«�@�Ñ�~�K�^�8�S�u>' �
3û�–�c'5�b�š�å�Ë�ß�î�É
3æ�™*…>&MAIL FROM: < >>'�[�š�å�Ë�ß�î�É�w�™*…�_3æ�~3É�I�€�r�M��

�«�Ã�Ò3æ�™*…�c�
1��W�S��
›�†�æ���K�S�Â�˜�å�«�7�Á�_�|�•7Á�Ê�Ó�î�Ý  �–�å�Ç�Û�«�º�Û�¡�³�Õ�l�b�7
�Á�†�r�M�r�M�Q�x�K�Z�8�r�M���G�b�|�:�^�7�Á�c�
�•%±�b�G�\�^�Ó�î�Ý  �§�î�Â�_�|�W�Z3æ�™�I�€�•�

+~�±�^�Â�˜�å�«  �Ó�µ�­�î�ª�_�|�W�Z/œ�ƒ�€�r�M���ö�•$×�_�
�«�Ã�Ò3æ�™*…�@�Q#Ý�M�•�É�ß�­�«�[�c�

�œ�î�É�å  �Ü�Þ�î�>�|�g���°�å�Å���¿�µ�º�á�î�¡�†)�#ä�K�Z�I�r�J�r�^�»�Ó�–�å�[!“� �^�•+��ö�b�6�•
�”�»�Þ�«>&�š�å�Ë�ß�î�É�w�™*…>'�_7Á�Ê�Ó�î�Ý�†3æ�™�K�r�M���G�b�|�:�^�Ó�µ�­�î�ª�[�c�
�š�å�Ë�ß�î
�É3æ�™*…�@
�/æ�I�€�•�S�u�
�«�Ã�Ò�c�G�\�^�»�Ó�–�å�?�}3æ�™�I�€�S�|�:�_0b�<�r�M>&�G�€�c�� Joe 
job>&�ª�Ù�î  �ª�Ù�È>' ���\�v�ç�d�€�r�M>' ��

���_�
!“� �^�š�å�Ë�ß�î�É�w�™*…�_�|�•%T�™7Á�Ê�Ó�î�Ý�H�\�_�
�w�™
��b�Ó�î�Ý  �§�î�Â�_�|�W�Z�‚�K
�87Á�Ê�Ó�î�Ý>&�Â�˜�å�«  �Ó�µ�­�î�ª>'�@#Õ�B�I�€�
�M)t�_!“���^�»�Ó�–�å>&�š�å�Ë�ß�î�É3æ�™*…�”�»
�Þ�«�@
�/æ�I�€�S�»�Ó�–�å>'�b7Á�Ê�Ó�î�Ý3æ�™*…���_3æ�™�I�€�r�M���Q�b)��Ý�
�G�b�±�î�¤�µ�º  �»�Ó
�–�å�c�
 ��1��W�S��
›�@�æ���I�€�S��+~�±�^�Â�˜�å�«�†�w�™�K�r�M���G�b�Â�˜�å�«  �Ó�µ�­�î�ª�c�
�X$Ò
�S�_�v�>�|�j�G�\�@�6�~�r�M���G�b�|�:�^�(�S  DoS �7�Á�_�|�~�
7Á�Ê�Ó�î�Ý  �–�å�Ç�Û�«�º�Û�¡�³�Õ�@
�²�˜�å�K�Z�
�±�î�¤�µ�º�@�G�\�^7Á�Ê�Ó�î�Ý�b3æ�w�™�†/œ�<�^�C�^�~�r�M��

    TLS: Required (Verify)

    Bounce Profile: tls_failed

example2.com

    IP Address Preference: IPv6 Preferred

    Maximum messages per connection: Default

    Rate Limiting: Default

    TLS: Preferred

    Bounce Profile: tls_failed
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›�†�æ���K�S�Â�˜�å�«�7�Á�_�P���M�•�S�u�
 AsyncOS �_�c  Cisco [�Â�˜�å�«�è0É>& Bounce 
Verification>' ] �@#Ý�–�I�€�Z�8�r�M���–�¿�î�È�Ý�_�M�•�\�
 Cisco �Â�˜�å�«�è0É�_�|�W�Z�
�Q�b  Cisco 
�”�É�Û�–�”�å�«�?�}3æ�™�I�€�S�Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É3æ�™*…�”�»�Þ�«�_�±�¢�@�Ü�E�}�€�r�M����
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 Cisco �”�É�Û�–�”�å�«�[�w�™�K�S�Â�˜�å�«  �Ó�µ�­�î�ª�[�
�š�å�Ë�ß�î�É�w�™*…�_�G�b�±�¢�@�Ü�8�Z
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�9�b��#.�†/œ�<�r�M��

Cisco �Â�˜�å�«�è0É�†�Q#Ý�K�Z�
$Î�™�Ó�î�Ý�_�ö�Y�8�Z%T�™�Â�˜�å�«  �Ó�µ�­�î�ª�†'ö#.�[�A�r�M��
Cisco �”�É�Û�–�”�å�«�[%T�™�Ó�î�Ý�_�ö�Y�8�Z$Î�™�Â�˜�å�«�†#Õ�B�M�•�‰�2�b�D�š�_�X�8�Z�c�
 ���Â�˜
�å�«�K�S7Á�Ê�Ó�î�Ý�b��#.�� >&P.21-36>' �†�g!·�K�Z�C�T�I�8��

�+0[>8�±� �å�¢�\  Cisco �Â�˜�å�«�è0É

�Â�˜�å�«�è0É�†�–�¿�î�È�Ý�_�K�Z7Á�Ê�Ó�î�Ý�†3æ�™�M�•�\�
 Cisco �”�É�Û�–�”�å�«�_�|�~�
�Ó�µ�­�î�ª
�b�š�å�Ë�ß�î�É3æ�™*…�”�»�Þ�«�@�i�A�n�<�}�€�r�M���S�\�<�d�
 MAIL FROM: joe@example.com  �@ 
MAIL FROM: prvs=joe=123ABCDEFG@example.com  �_�^�•�\�K�r�M���G�b�[�b  123...  �\�8�:�e�Ð�4
�c�
 ���Â�˜�å�«�è0É�±�¢���[�6�~�
 Cisco �”�É�Û�–�”�å�«�_�|�W�Z3æ�™�I�€�•�\�A�_�
�š�å�Ë�ß�î�É3æ
�™*…�_3ã�•�I�€�r�K�S���G�b�±�¢�c�
�Â�˜�å�«�è0É0¿���[��*O�I�€�S�Ÿ�î�†�Q#Ý�K�Z#Õ�B�I�€�r�M

>&�Ÿ�î�b�æ���_�X�8�Z�c�
 �� Cisco �Â�˜�å�«�è0É�”�»�Þ�«�b�±�¢�Ü�E�Ÿ�î�� >&P.21-53>' �†�g!·�K�Z�C�T�I
�8>'���G�b�Ó�µ�­�î�ª�@�Â�˜�å�«�M�•�\�
�Â�˜�å�«
Æ�b�š�å�Ë�ß�î�É�w�™*…�”�»�Þ�«�_3û�–�c�G�b�Â�˜
�å�«�è0É�±�¢�@�µ�r�€�r�M��

�¹�Ç�›�Ý�º�[�c�©�«�¸�Ò
²�/�[�Â�˜�å�«�è0É�±� �å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�[�A�r�M��"I
���b�»�Ó�–�å�_�P�K�Z�Â�˜�å�«�è0É�±� �å�¢�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�M�•�G�\�v�[�A�r�M��
�o�\�‡�]�b���œ�
�¹�Ç�›�Ý�º�[�–�¿�î�È�Ý�_�K�Z�>�A�
7V�¥�M�•
½�/$×�^�»�Ó�–�å�†  [ 3æ�™
›�¥�å�º
�ß�î�Ý>& Destination Controls>' ] �¸�î�È�Ý�_�4�ò�K�r�M>& �� [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination 
Controls>' ] �b�Q#Ý��>&P.21-44>' �†�g!·>' ��

�Ó�µ�­�î�ª�_�±�¢�Ü�A�b�”�»�Þ�«�@�M�[�_�µ�r�€�Z�8�•���œ�c�
�9�b�±�¢�@3ã�•�I�€�r�O�‡>& Cisco �”
�É�Û�–�”�å�«�@�Â�˜�å�«  �Ó�µ�­�î�ª�†  DMZ 
Æ�b Cisco �”�É�Û�–�”�å�«�_4Ä�™�M�•���œ>' ��

%T�™�Â�˜�å�«  �Ó�µ�­�î�ª�b��#.

�w� �^�±�¢�@�µ�r�€�Z�8�•�Â�˜�å�«�c4Ä�™�I�€�r�M���±�¢�@�P7V�I�€�
�š�å�Ë�ß�î�É�w�™*…�@�Ÿ
–�I�€
�r�M���G�€�c�
7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�b�»�Ó�–�å  �Ð�µ�É��#.�b%$�‹�_$Î#Õ�K�r�M�� Cisco �”�É�Û�–
�”�å�«�[�±�¢�b�Ü�8�Z�8�^�8�Â�˜�å�«�x�±�¢�@!“� �_�Ü�8�S�Â�˜�å�«�b��#.�‰�2�\�K�Z�
�Ä�°�M�•�b
�?�
�Q�€�\�v�•�«�±�Ò  �Ê�µ�²�î�†3ã�•�M�•�b�?�†��*O�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco �Â�˜�å�«�è
0É0¿���b0¿���� >&P.21-55>' �†�g!·�K�Z�C�T�I�8��

�Â�˜�å�«�è0É�±�¢�@�Ñ�~�K�^�8���œ�
�±�¢�b#Õ�B�_�Q#Ý�I�€�S�Ÿ�î�@�š�f�I�€�S���œ�
�r�S�c�Ó�µ�­�î
�ª�@ 7 �¥�|�~�‚�8���œ�
�Q�b�Ó�µ�­�î�ª�c  Cisco �Â�˜�å�«�è0É�[��*O�I�€�S0¿���_�‘�W�Z�…�ƒ�€�r�M��

�S�\�<�d�
���b�Ó�î�Ý  �ß�¢�_�c�
 Cisco �”�É�Û�–�”�å�«�[�Ä�°�I�€�S�Â�˜�å�«  �Ó�µ�­�î�ª�@&g�I�€�Z
�8�r�M��

Fri Jul 21 16:02:19 2006 Info: Start MID 26603 ICID 125192

Fri Jul 21 16:02:19 2006 Info: MID 26603 ICID 125192 From: <>

Fri Jul 21 16:02:40 2006 Info: MID 26603 ICID 125192 invalid bounce, rcpt address 
<bob@example.com> rejected by bounce verification.
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�«�¸�µ�É 1 �Ø�î�¨�@�Ó�î�Ý�†3æ�™�K�|�:�\�M�•�»�Ó�–�å�†  [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �¸�î�È
�Ý�_3ã�•�K�
�Q�b�»�Ó�–�å�_�P�M�•�±� �å�¢�†�¹�•�­�î�È�Ý�_�K�r�M���G�b�ì!l�[�
�Ø�î�¨�c�e8Ÿ�^�C
�Ó�î�Ý�†3æ�™�[�A�r�M��

�«�¸�µ�É 2 �K�?�K�
�Q�b�»�Ó�–�å�?�}�b�Â�˜�å�«�_�c�±�¢�@�Ü�8�Z�8�^�8�S�u�
�Â�˜�å�«�w�™�†4:�)�_�§�Ï�î�º�M
�•�_�c�
�Q�b�»�Ó�–�å�b3æ�™*…�¢�Ý�î�É�†�8�B�K�
 [ �Ž1�>&Accept>' ] �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b  [ �±�¢
�^�K�Â�˜�å�«�†�w� �\0b�^�M>& Consider Untagged Bounces to be Valid>'] �Ã�Û�Ó�î�±�†�–�¿�î�È�Ý�_�K
�r�M��

Fri Jul 21 16:03:51 2006 Info: Message aborted MID 26603 Receiving aborted by sender

Fri Jul 21 16:03:51 2006 Info: Message finished MID 26603 aborted
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  Cisco �Â�˜�å�«�è0É
�W 21-6 [ �±�¢�^�K�Â�˜�å�«�†�w� �\0b�^�M>& Consider Untagged Bounces to be Valid >' ] HAT �Ã�Û
�Ó�î�±

�Â�˜�å�« Cisco �è0É�†�Q#Ý�K�Z�Â�˜�å�«  �Ó�µ�­�î�ª  �«�º�î�Ò�†75�F

�m8p 

�«�¸�µ�É 1 �±� �å�¢  �Ÿ�î�†
°�Š�K�r�M��0ò(ý�_�X�8�Z�c�
 �� [ �Â�˜�å�«�è0É�”�»�Þ�«�b�±�¢�Ü�E�Ÿ�î>& Bounce 
Verification Address Tagging Keys>' ] �b0¿���� >&P.21-54>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 �Â�˜�å�«�è0É0¿���†)…7Ÿ�K�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco �Â�˜�å�«�è0É0¿���b0¿���� >&P.21-55>' �†�g
!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination Controls>' ] �†�Q#Ý�K�S�Â�˜�å�«�è0É��0ò(ý�_�X�8�Z�c�
 �� [ 3æ�™
›
�¥�å�º�ß�î�Ý>& Destination Controls>' ] �b�Q#Ý��>&P.21-44>' �†�g!·�K�Z�C�T�I�8��

�W 21-7 IronPort �b  [ �Â�˜�å�«�è0É>& Bounce Verification >' ] �Ì�î�ª

[ �Â�˜�å�«�è0É�”�»�Þ�«�b�±�¢�Ü�E�Ÿ�î>& Bounce Verification Address Tagging Keys >' ] 
�b0¿��

[ �Â�˜�å�«�è0É�”�»�Þ�«�b�±�¢�Ü�E�Ÿ�î>& Bounce Verification Address Tagging Keys>' ] �b�Ü�«�º�_�c�

#'�~�b�Ÿ�î�
�>�|�g4#�d�_�Q#Ý�K�Z�r�T�P7V�I�€�Z�8�^�8�Ÿ�î�@&g�I�€�r�M���‚0d�b�Ÿ�î�†3ã�•�M�•�_
�c�
���b�m8p�†��/œ�K�r�M��
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  Cisco �Â�˜�å�«�è0É
�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Â�˜�å�«�è0É>& Bounce Verification>' ] �Ì�î�ª�[�
 [ �Ÿ�î�†3ã�•
>&New Key>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �¸�Ÿ�«�º�e�Ð�4�†
°�Š�K�
 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �š�f
Æ���†&����K�r�M��  

�Ÿ�î�b�P7V

�‚�8�”�»�Þ�«  �±� �å�¢  �Ÿ�î�†�P7V�M�•�_�c�
�É�Ý�²�˜�å  �Ó�½�×�î�?�}�P7V�M�•�Ý�î�Ý�†4E�¥�K�
 [ 7V
�d>&Purge>' ] �†�¡�Ü�µ�¡�K�r�M��

Cisco �Â�˜�å�«�è0É0¿���b0¿��

�Â�˜�å�«�è0É0¿���[�c�
!“� �^�Â�˜�å�«�†�w�™�K�S�\�A�_��/œ�M�•�”�¡�©�Ù�å�†�æ���K�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �Â�˜�å�«�è0É>& Bounce Verification>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 !“� �^�Â�˜�å�«�†�Ä�°�M�•�b�?�
�•�«�±�Ò  �Ê�µ�²�î�†�Ó�µ�­�î�ª�_3ã�•�M�•�b�?�†4E�¥�K�r�M���Ê�µ
�²�î�†3ã�•�M�•���œ�c�
�Ê�µ�²�î�b�¡�S�\�Í�†
°�Š�K�r�M��

�«�¸�µ�É 4 �²0[�_�Â�L�Z�
�«�Ð�î�º�[�¥�µ+��†�–�¿�î�È�Ý�_�K�r�M���G�b0¿���†�Q#Ý�M�•�\�
 >&%T�™�Ó�î�Ý�\$Î�™
�Ó�î�Ý�b�g�‰�[  1 �X�b�Ü�«�¼�î�†�Q#Ý�K�Z�8�•���œ�[�6�W�Z�v>'%T�™�Ó�î�Ý  �Ó�µ�­�î�ª�
�>�|�g&k
Æ
�Ó�î�Ý  �§�î�Â�[#Õ�B�I�€�•�Â�˜�å�«  �Ó�µ�­�î�ª�†�Â�˜�å�«�è0É��#.�?�}+¬�·$×�_7V�¥�[�A�•�|�:�_�K
�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

CLI �†�Q#Ý�K�S  Cisco �Â�˜�å�«�è0É�b0¿��

CLI �[  bvconfig  �¥�Ð�å�»�>�|�g  destconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
�Â�˜�å�«�è0É�†0¿���[�A�r�M���G
�€�}�b�¥�Ð�å�»�_�X�8�Z�c�
 �� Cisco AsyncOS CLI Reference Guide���[1��Â�K�r�M��

Cisco �Â�˜�å�«�è0É�\�¡�Û�«�±0¿��

�Â�˜�å�«�è0É�c�
�g�‰�b  Cisco �”�É�Û�–�”�å�«�[� �L���Â�˜�å�«  �Ÿ�î���†�Q#Ý�K�Z�8�•7H�~�
�¡�Û�«
�±0¿���[�·�8�K�r�M��� �L�Ÿ�î�†�Q#Ý�M�•���œ�c�
�]�U�}�b�©�«�¸�Ò�[�v�G�\�^�Â�˜�å�«�†�w�E
°�€�}
�€�•�²0[�@�6�~�r�M���š�f�‹�b�Ê�µ�²�î  �±�¢ / �Ÿ�î�c�
�›  Cisco �”�É�Û�–�”�å�«�_�[�w�[�c�6�~�r�O
�‡��
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  7Á�Ê�Ó�î�Ý4Ä�™�Ã�Û�Ó�î�±�b0¿��
7Á�Ê�Ó�î�Ý4Ä�™�Ã�Û�Ó�î�±�b0¿��
deliveryconfig  �¥�Ð�å�»�c�
 Cisco �”�É�Û�–�”�å�«�?�}7Á�Ê�Ó�î�Ý�†4Ä�™�M�•�\�A�_�Q#Ý�I�€�•�Ã�Û
�Ó�î�±�†0¿���K�r�M��

Cisco �”�É�Û�–�”�å�«�c�
 SMTP �\  QMQP �\�8�:0
�X�b�Ó�î�Ý  �É�ß�º�¥�Ý�†�Q#Ý�K�Z�Ó�î�Ý�†�w�™�K
�r�M���S�T�K�
�M�m�Z�b$Î�™7Á�Ê�Ó�î�Ý�c�
 SMTP �†�Q#Ý�K�Z4Ä�™�I�€�r�M���G�b�S�u�

deliveryconfig  �¥�Ð�å�»�[�c�É�ß�º�¥�Ý�b�æ���@�Y0[�[�M��

>&�@>' �G�b�­�¡�©�Ù�å�_0°3U�I�€�Z�8�•�µ+��r�S�c�¥�Ð�å�»�_�c�
�Ý�î�¸�•�å�¢�b
ƒ
›8p�)�_�s8j�†�Z�<�•�v
�b�x�
�s8j�†�w�E�•�v�b�@�µ�r�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email 
Configuration Guide���b�Ü6�  B�
�� Assigning Network and IP Addresses���†�g!·�K�Z�C�T�I�8��

�¹�Ç�›�Ý�º�b4Ä�™  IP �–�å�±�î�Ç�™�–�«

�¹�Ç�›�Ý�º�[�
7Á�Ê�Ó�î�Ý4Ä�™�_�c  IP �–�å�±�î�Ç�™�–�«�r�S�c  IP �–�å�±�î�Ç�™�–�«  �¢�Ý�î�É�@�Q#Ý
�I�€�r�M��#'�~0¿���I�€�Z�8�•�]�b  IP �–�å�±�î�Ç�™�–�«�r�S�c  IP �–�å�±�î�Ç�™�–�«  �¢�Ý�î�É�[�v0¿
���[�A�r�M��"I���b�–�å�±�î�Ç�™�–�«�@�æ���I�€�^�8���œ�c�
�w�™*…�Í�«�º�\3û�™�M�•�\�A�_  SMTP 

HELO �¥�Ð�å�»�[�¹�Ç�›�Ý�º�b4Ä�™�–�å�±�î�Ç�™�–�«�\6õ4��Ü�E�}�€�S�Í�«�º�¡�@�Q#Ý�I�€�r�M�� IP �–
�å�±�î�Ç�™�–�«�†0¿���M�•�_�c�
 interfaceconfig  �¥�Ð�å�»�†�Q#Ý�K�r�M��

7Á�Ê�Ó�î�Ý4Ä�™�–�å�±�î�Ç�™�–�«�b+¬�·4E�¥�†�Q#Ý�M�•�\�A�b�Ý�î�Ý�c���b�\�>�~�[�M��

• �Ü�Ô�î�º�b7Á�Ê�Ó�î�Ý  �§�î�Â�@0¿���í�s�–�å�±�î�Ç�™�–�«�b�8�N�€�?�\� �L�§�È�¿�µ�º�V�_�6�•
���œ�
�º�Û�Ç�•�µ�¡�c�M+´�M�•�–�å�±�î�Ç�™�–�«�V�†�v�€�r�M��

• auto-select �_0¿���K�S���œ�
 routeconfig  �†�Q#Ý�K�Z0¿���K�S�«�±�¸�•�µ�¡  �Ý�î�º�@�w� �_�^�~
�r�M��

• �Q�:�[�^�8���œ�
�¹�Ç�›�Ý�º  �¤�î�º�˜�™�–�\� �L�§�È�¿�µ�º�V�_�6�•�–�å�±�î�Ç�™�–�«�@�Q#Ý�I
�€�r�M���M�m�Z�b  IP �”�»�Þ�«�[��
›�_�P�M�•�Ý�î�º�@� '¼�b���œ�
�Q#Ý�•+��^�:�U�q�v� "á$×�^
�–�å�±�î�Ç�™�–�«�@�Q#Ý�I�€�r�M��

[ 4Ä�™�•+��ö�6�~>& Possible Delivery >' ] �µ+�

[ 4Ä�™�•+��ö�6�~>& Possible Delivery>' ] �µ+��@�–�¿�î�È�Ý�_�^�•�\�
 AsyncOS �[�c�
�Ó�µ�­�î�ª�•�e
�@4Ä�™�I�€�Z�?�}�w�™*…�Í�«�º�@�Ó�µ�­�î�ª�b�w�™�†&�1��M�•�r�[�b6ë�_�±�–�Ò�”�˜�º�M�•�M�m�Z�b
�Ó�µ�­�î�ª�†��4Ä�™�•+��ö�6�~���[�6�•�\0b�^�K�Z�…�8�r�M���G�b�µ+��†�Q#Ý�M�•�\�
�w�™*…�Í�«�º�[
4�)F�M�•�š�Û�î�_�|�~�w�™�b&�1��@�	�F�}�€�•���œ�_�
�Ó�µ�­�î�ª�b�¥�Æ�î�†0
�X�w�™�K�^�C�Z�í�s�r
�M�� AsyncOS �[�c�
�G�b�w�™�†4Ä�™�•+��ö�6�~�\�K�Z�Ó�î�Ý  �ß�¢�_0°6��K�
�Q�b�Ó�µ�­�î�ª�†�ö�¢�K
�S�v�b�\�K�Z0b�^�K�r�M�� [ 4Ä�™�•+��ö�6�~>& Possible Delivery>' ] �µ+��c�
�–�¿�î�È�Ý�b�r�r�_�K�Z�>
�C�G�\�†�N�á�K�r�M��

�¹�Ç�›�Ý�º�b�q�±� �ì�K)F�X

�”�É�Û�–�”�å�«�@$Î�™�Ó�µ�­�î�ª�b4Ä�™�[&�'g�M�•�¹�Ç�›�Ý�º�b�q�±� �ì�K)F�X�v�æ���[�A�r�M�� >&�©
�«�¸�Ò
²�/�b�¹�Ç�›�Ý�º�c�»�Ó�–�å�H�\�_  10,000 �K)F�[�M>' ���G�b�D7H�c�
�Ü�«�¼�î�6�S�~�b�q�±� �ì
$Î�™�Ó�µ�­�î�ª4Ä�™�X>&�Ü�«�¼�î�6�S�~�b�¹�Ç�›�Ý�º�c�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�[  600 �K)F�
�Ã�È
�Ü�µ�¡  �Ü�«�¼�î�[  1000 �K)F�[�M>' ���¹�Ç�›�Ý�º�|�~�v�`�I�8�Í�†0¿���M�•�\�
 Cisco �¤�î�º�˜�™�–�@
�E�8�¿�µ�º�á�î�¡�†�-4Ä�K�^�8�|�:�_�M�•�G�\�@�[�A�r�M���S�\�<�d�
"I���b�Ç�“�–�”�˜�›�î�Ý�@�±5�
�b�K)F�†�§�Ï�î�º�K�^�8���œ�
�Q�b�|�:�^#”�C�[�c  Cisco �[  Denial of Service>&DoS; �§�î�Å�«�Ä�°>'
1™�Ì�@�,�A2s�G�I�€�•�G�\�@�6�~�r�M��
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  7Á�Ê�Ó�î�Ý4Ä�™�Ã�Û�Ó�î�±�b0¿��
deliveryconfig �b�[

���b�[�[�c�
 deliveryconfig  �¥�Ð�å�»�†�Q#Ý�K�
 [ 4Ä�™�•+��ö�6�~>& Possible Delivery>' ] �†�–�¿�î�È
�Ý�_�K�Z�
�¹�Ç�›�Ý�º�b�–�å�±�î�Ç�™�–�«�†  [ +¬�·>&Auto>' ] �_0¿���K�r�M���©�«�¸�Ò
²�/�b�q�±$Î�™
�Ó�µ�­�î�ª4Ä�™�c�
 9000 �K)F�[�M��

�G�€�[7Á�Ê�Ó�î�Ý  �¤�î�º�˜�™�–�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c���b�|�:�_�^�~�r�M��

mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.

[]> setup

Choose the default interface to deliver mail.

1. Auto

2. PublicNet2 (192.168.3.1/24: mail4.example.com)

3. Management (192.168.42.42/24: mail3.example.com)

4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]>  1

Enable "Possible Delivery" (recommended)?  [Y]> y

Please enter the default system wide maximum outbound message delivery

concurrency

[10000]> 9000

mail3.example.com>
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  7Á�Ê�Ó�î�Ý4Ä�™�Ã�Û�Ó�î�±�b0¿��
�W 21-8 ��
›�>�|�g4Ä�™�Ã�Û�Ó�î�±�b0¿��

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 2

IP �–�å�±�î�Ç�™�–�« >8PublicNet>&�[>8192.168.2.1>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î>8 InboundMail 

IronPort 7Á�Ê�Ó�î�Ý  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�É�Û�–�Ë�î�º  �Ü�«�¼�î>8 OutboundMail 

�Í�«�º  small-isp.net  �b  
destconfig  �š�å�º�Ü�†�Q#Ý�K�Z�

� �ì�K)F�X  100�
�r�S�c  Virtual 
Gateway �”�»�Þ�«�†�Q#Ý�K�Z� �ì�K
)F�X 10 �_�D7H�I�€�r�M��

deliveryconfig  �¥�Ð�å�»�†�Q#Ý�K
�Z�
7Á�Ê�Ó�î�Ý4Ä�™#Ý�–�å�±�î�Ç�™
�–�«�b+¬�·4E�¥�†�Q#Ý�K�
 [ 4Ä�™�•
+��ö�6�~>& Possible Delivery>' ] �µ
+��†�–�¿�î�È�Ý�_�K�r�K�S���©�«�¸
�Ò
²�/�b�q�±$Î�™�Ó�µ�­�î�ª4Ä�™
�c�
�œ0£�[  9000 � �ì�K)F�[�M��

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 1

IP �–�å�±�î�Ç�™�–�« >8PrivateNet>&�[>8192.168.1.1>'

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý
>&HAT>'>8

WHITELIST:      $TRUSTED 

BLACKLIST:      $BLOCKED

SUSPECTLIST:    $THROTTLED

UNKNOWNLIST:    $ACCEPTED

spamdomain.com  REJECT
.spamdomain.com REJECT
251.192.1.      TCPREFUSE
169.254.10.10   RELAY
ALL:            $ACCEPTED

�w�™*…�”�¡�­�«  �¸�î�È�Ý
>&RAT>'>8

example.com         ACCEPT
newcompanyname.com  ACCEPT
ALL                 REJECT

�»�Ó�–�å  �Ð�µ�É>8�w� 

@.oldcompanyname.com 
  -->   @example.com

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'>8

RELAYLIST:    $RELAYED

ALL:          $BLOCKED

�¹�Ç�›�Ý�º�b3æ�™*…�»�Ó�–�å>8
example.com

Received: �Ê�µ�²�î>8 DISABLED

�Ð�«�•�Þ�î�»>8  

@.example.com   @example.com

joe             joe@example.com

�Â�˜�å�«  �É�ß�Ç�“�–�Ý>8  
bounceprofile1
21-58
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  Virtual Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  �¤�î�º�˜�™�–
 Virtual Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«
�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  �¤�î�º�˜�™�–
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�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 1

IP �–�å�±�î�Ç�™�–�« >8PrivateNet>&�[>8192.168.1.1>'

IP �–�å�±�î�Ç�™�–�« >8 
PublicNet3 
192.168.2.3

IP �–�å�±�î�Ç�™�–�« >8 
PublicNet 
192.168.2.1

IP �–�å�±�î�Ç�™�–�« >8 
PublicNet2 
192.168.2.2

IP �–�å�±�î�Ç�™�–�« >8 
PublicNet4 
192.168.2.4

SMTP SMTP SMTPSMTP

�Ã�È�Ü�µ�¡  

InboundMail 
�Ü�«�¼�î>8  

SMTP

3æ�™*…�b IP �”�»�Þ�« 3æ�™*…�b IP �”�»�Þ�«�c�ö
²�M+´�M�•�²0[�@�6�~�r�M��

�[>8 192.168.1.5

�ö
²�g�'�b�š�å�Ë�ß�î�É
3æ�™*…

�š�å�Ë�ß�î�É3æ�™*…�c�
�”�»�Þ�«
²�/�@�ö
²�M+´�M�•�²0[�@�6�~�r�M��

�[>8 username@example.com
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  Virtual Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  �¤�î�º�˜�™�–
>&�@>' �Ü�«�¼�î�c  altsrchost  �¸�î�È�Ý�[�_���†�³�™�µ�¡�K�
�Ð�«�•�Þ�î�»�_���†�³�™�µ�¡�K�S �‹ �?�}�Ó�µ
�­�î�ª  �Ç�•�Ý�±�@�³�™�µ�¡�I�€�• �S�r�[�_�
7Á�Ê�Ó�î�Ý�†"I���b�–�å�±�î�Ç�™�–�«�_3?3æ�K�r�M��

altsrchost  �¥�Ð�å�»
Æ�b�§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
 CLI �[  Virtual Gateway �_�Ð�µ�Æ�å�¢�†�8�B�K�r
�M��

altsrchost �Ç�“�–�Ý�b�–�å�Ï�î�º

HAT�
 RAT�
 smtproutes �
�Ð�«�•�Þ�î�»  �¸�î�È�Ý�
�š�–�Ü�”�«  �¸�î�È�Ý�\� �]�_�
 altsrchost  �š�å
�º�Ü�c�Ç�“�–�Ý�†�š�¡�«�Ï�î�º�>�|�g�–�å�Ï�î�º�K�Z�š�f�[�A�r�M��

�m8p 

�«�¸�µ�É 1 altsrchost  �¥�Ð�å�»�b  export  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
�¤�Ñ�b�š�å�º�Ü�†�Ç�“�–�Ý>&�Ç�“�–�Ý�¡�c
+¬�(�[�æ��>'�_�š�¡�«�Ï�î�º�K�r�M��

�«�¸�µ�É 2 CLI �b�¥4Š�[�
�Ç�“�–�Ý�†�v�“�K�r�M�� >&0ò(ý�_�X�8�Z�c�
 �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«�� �†
�g!·�K�Z�C�T�I�8>' ��

�«�¸�µ�É 3 �¸�Ÿ�«�º  �š�¹�•�±�†�Q#Ý�K�Z�
�Ç�“�–�Ý�_�‚�K�8�š�å�º�Ü�†�8�B�K�r�M���Ý�î�Ý�@  altsrchost  �¸�î�È
�Ý�_��#'�M�•8p�Î�@5�0[�[�M��

�«�¸�µ�É 4 �Ç�“�–�Ý�†�–�Ñ�K�Z�–�å�±�î�Ç�™�–�«�b�� altsrchost���¹�•�Þ�¡�º�Ü�_4Ä*(�K�
�–�å�Ï�î�º�[�A�•�|�:
�_�K�r�M�� >&0ò(ý�_�X�8�Z�c�
 �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«�� �†�g!·�K�Z�C�T�I�8>' ��

�«�¸�µ�É 5 altsrchost  �b  import  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
)…7Ÿ�K�S�Ç�“�–�Ý�†�–�å�Ï�î�º�K�r�M��

altsrchost �b�D7H

�q�±  1,000 �¶�b  altsrchost  �š�å�º�Ü�†3ã�•�[�A�r�M��

�Ø�î�¨�¡ �š�å�Ë�ß�î�É3æ�™*…�”�»�Þ�«�b  @ 0°�•�r�[�b4Š�(�_�P�K�Z�Ø�î�¨�¡�S�e�\�M
+´�I�O�r�M�� @ 0°�•�†�µ�u�•�²0[�@�6�~�r�M���[>8 username@

�»�Ó�–�å �š�å�Ë�ß�î�É3æ�™*…�”�»�Þ�«�b  @ 0°�•�[���r�•4Š�(�_�P�K�Z�»�Ó�–�å�¡�S�e
�\�M+´�I�O�r�M�� @ 0°�•�†�µ�u�•�²0[�@�6�~�r�M���[>8 @example.com

�S�e 1��Â

new �‚�K�8�Ð�µ�Æ�å�¢�†�m�·�[�8�B�K�r�M��

print �Ð�µ�Æ�å�¢�b#'�~�b�Ü�«�º�†/²&g�K�r�M��

delete �¸�î�È�Ý�?�}�Ð�µ�Æ�å�¢�†  1 �X�P7V�K�r�M��
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  Virtual Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  �¤�î�º�˜�™�–
altsrchost �¥�Ð�å�»#Ý�_�w� �^�Ð�µ�Æ�å�¢ �@0°3U�I�€�S�¸�Ÿ�«�º  �Ç�“�–�Ý�b�[

import  �>�|�g  export  �§�È�¥�Ð�å�»�c�
 1 /œ�"�)�[��/œ�I�€�
3æ�™*…  IP �”�»�Þ�«�r�S�c�š�å�Ë�ß�î�É
3æ�™*…�”�»�Þ�«�b/œ�†�–�å�±�î�Ç�™�–�«�¡�_�Ð�µ�Æ�å�¢�K�r�M���«�Ì�î�«�è�¥�b�e�Ð�?�}�^�•  1 $��u�b
�È�ß�µ�¡�@�Ÿ�î�
�«�Ì�î�«�è�¥�b�e�Ð�?�}�^�•  2 $��u�b�È�ß�µ�¡�@�–�å�±�î�Ç�™�–�«�¡�\�^�~�
�•�å�Ð

>&, >'�r�S�c�«�Ì�î�«>& >'�[�
�)�~�r�M���¥�Ó�å�º/œ�c�¼�å�Â�î0°�•>& #>'�[���r�~�
!“0i�I�€�r�M��

CLI �†�Q#Ý�K�S  altsrchost �Ð�µ�Æ�å�¢�b3ã�•

���b�[�[�c�
 altsrchost  �¸�î�È�Ý�@���Š�I�€�Z�
�¤�Ñ�b�Ð�µ�Æ�å�¢�@�^�8�G�\�@&g�I�€�r�M���Q�b�‹�

2 �X�b�š�å�º�Ü�@�8�B�I�€�r�M��

• �¢�Ý�î�É�˜�™�”  �§�î�Â  �Í�«�º  @exchange.example.com  �?�}�b�Ó�î�Ý�c�
 PublicNet �–�å�±�î�Ç�™
�–�«�_�Ð�µ�Æ�å�¢�I�€�r�M��

• 3æ�™*… IP �”�»�Þ�«  192.168.35.35>&�S�\�<�d�
�Ð�î�£�¸�•�å�¢  �Ÿ�Õ�å�Ì�î�å  �Ó�µ�­�î�ª�å�¢  �©�«
�¸�Ò>'�?�}�b�Ó�î�Ý�c�
 PublicNet2 �–�å�±�î�Ç�™�–�«�_�Ð�µ�Æ�å�¢�I�€�r�M��

�q�‹�_�
&�1��b�S�u�_  altsrchost  �Ð�µ�Æ�å�¢�@���Š�I�€�Z�
�š�f�@&����I�€�r�M��

# Comments to describe the file

@example.com DemoInterface

paul@ PublicInterface

joe@ PublicInterface

192.168.1.5, DemoInterface

steve@example.com PublicNet

mail3.example.com> altsrchost

There are currently no mappings configured.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.

[]> new

Enter the Envelope From address or client IP address for which you want to set up a 
Virtual Gateway mapping.  Partial addresses such as "@example.com" or "user@" are 
allowed.

[]> @exchange.example.com
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  Virtual Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  �¤�î�º�˜�™�–
Which interface do you want to send messages for @exchange.example.com from?

1. PublicNet2 (192.168.2.2/24: mail4.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail4.example.com)

[1]> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[]> new

Enter the Envelope From address or client IP address for which you want to set up a 
Virtual Gateway mapping.  Partial addresses such as "@example.com" or "user@" are 
allowed.

[]> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?

1. PublicNet2 (192.168.2.2/24: mail4.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail4.example.com)
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  Virtual Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  �¤�î�º�˜�™�–
[1]> 1

Mapping for 192.168.35.35 on interface PublicNet2 created.

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[]> print

1. 192.168.35.35 -> PublicNet2

2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:

- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.

- EXPORT - Export all mappings to a file.

- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[]>

mail3.example.com> commit
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  Virtual Gateway™ �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�M�m�Z�b�Í�«�º�I�€�S�»�Ó�–�å�[�b�S�B�b�Ó�î�Ý  �¤�î�º�˜�™�–
�G�b�[�_�>�E�•�¥�å�Ç�•� �×�Þ�î�©�Ù�å�b�š�f�† �W 21-14 �_&g�K�r�M��

�W 21-14 �[>8�Q#Ý�M�•  IP �–�å�±�î�Ç�™�–�«�r�S�c�–�å�±�î�Ç�™�–�«  �¢�Ý�î�É�b4E�¥

Virtual Gateway �”�»�Þ�«�b�Ô�½�±�Ü�å�¢

Virtual Gateway �”�»�Þ�«�H�\�_"‚+¬�b4Ä�™#Ý7Á�Ê�Ó�î�Ý  �Ÿ�×�î�@�6�~�r�M�@�
�©�«�¸�Ò'ö#.�
�ß� �å
�¢�
�Þ�Ï�î�º�b�µ+��[�c�

²�/$×�^0{!l�?�}�M�m�Z�b  Virtual Gateway �Ÿ�×�î�@�M�/�b�v�b�\�K�Z�…�ƒ
�€�r�M�� Virtual Gateway �Ÿ�×�î�H�\�_�w�™*…�Í�«�º�b�«�¸�î�±�«�†�Ô�½�±�M�•�_�c�
 hoststatus  �>�|
�g  hostrate  �¥�Ð�å�»�†�Q#Ý�K�r�M�� �� Cisco IronPort AsyncOS for Email Daily Management Guide���b

�� Reading the Available Components of Monitoring���†�g!·�K�Z�C�T�I�8��

hoststatus  �¥�Ð�å�»�c�
"I���b�w�™*…�Í�«�º�_6õ�M�•7Á�Ê�Ó�î�Ý�·�8�b�Ô�½�±�Ü�å�¢�_���†3É�K�r�M��

Virtual Gateway �¸�¡�À�ß�ª�î�†�Q#Ý�K�Z�8�•���œ�c�
�›  Virtual Gateway �”�»�Þ�«�_6õ�M�•�_���v/²
&g�I�€�r�M���G�b�¥�Ð�å�»�c�
3É�I�€�•�Í�«�º�_���b�»�Ó�–�å�†
°�Š�M�•�²0[�@�6�~�r�M�� AsyncOS 
�Ÿ�Õ�µ�©�×�_�A(á�I�€�Z�8�•  DNS �_���\�
�w�™*…�Í�«�º�?�}�q�‹�_3É�I�€�S�š�Û�î�v/²&g�I�€�r�M��
3É�I�€�•�¹�î�±�c�
�q�‹�_��/œ�K�S  resetcounters  �¥�Ð�å�»�?�}�b(ü'��[�M��

3É�I�€�•)+0£�_���c�
�•�˜�å�±�\�¤�î�ª�b  2 �X�b�•�¸�¦�Ü�_�¢�Ý�î�É�ì�I�€�r�M���I�}�_�
3É�I�€�•�Ú
�b�¹�î�±�_�c�
�q�‹�b�”�¡�¸�•�Å�¸�•�
 MX �Þ�¥�î�»�
�q�‹�b  5XX �š�Û�î�@�6�~�r�M��

Virtual Gateway �”�»�Þ�«�H�\�b4Ä�™�K)F�b'ö#.

�M4Š�b�©�«�¸�Ò  �Ã�Û�Ó�î�±�_�c�
�©�«�¸�Ò  �Þ�Ë�Ý�\  Virtual Gateway �”�»�Þ�«  �Þ�Ë�Ý�[0¿���@�²0[�[
�M��

�S�\�<�d�
�M4Š�b�w�™*…  ISP �[�c�
�›�¡�Û�–�”�å�º  �Í�«�º�_0Á�•�I�€�Z�8�•�K)F�X�†�D7H�K�Z�8�r�M��
�Q�b�S�u�
"I�_7Á�Ê�Ó�î�Ý�@0
�X�b  Virtual Gateway �”�»�Þ�«�[4Ä�™�I�€�Z�8�•�\�A�_�
 ISP �\�b6õ�€
�†'ö#.�M�•�G�\�@�²0[�[�M��

destconfig  �¥�Ð�å�»�
�>�|�g  Virtual Gateway �”�»�Þ�«�_�P�M�•�s8j�_�X�8�Z�c�
 ��3æ�™
›�¥�å�º�ß�î
�Ý�_�|�•7Á�Ê�Ó�î�Ý4Ä�™�b'ö#.�� >&P.21-43>' �†�g!·�K�Z�C�T�I�8��

Please enter some comments describing your changes:

[]> Added 2 altsrchost mappings 

Changes committed: Thu Mar 27 14:57:56 2003

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 2

IP �–�å�±�î�Ç�™�–�« >8 
PublicNet 
192.168.2.1

IP �–�å�±�î�Ç�™�–�« >8 
PublicNet2 
192.168.2.2

exchange.example.com 192.168.35.35

�G�€�}�b�Ð�µ�Æ�å�¢�†�8�B�M�•�|
�:�_  altsrchost  �¸�î�È�Ý�@�š�f
�I�€�r�K�S��
@exchange.example.com  �?�}�b
�Ó�µ�­�î�ª�c�–�å�±�î�Ç�™�–�«  
PublicNet �†�Q#Ý�K�

192.168.35.35 �?�}�b�Ó�µ�­�î�ª
�c�–�å�±�î�Ç�™�–�«  PublicNet2 
�†�Q#Ý�K�r�M��
21-67
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  [ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe >' ] �µ+��b�Q#Ý
Virtual Gateway �”�»�Þ�«�b���¢�Ý�î�É���†�8�B�M�•�\�
�¢�Ý�î�É�@  254 �¶�b  IP �”�»�Þ�«�[�S�B�I�€�Z
�8�•���œ�[�6�W�Z�v�
 Virtual Gateway �b�¢�µ�»  �¿�–�Â�î  �¸�î�È�Ý0¿���@�¢�Ý�î�É�_4:#Ý�I�€�r�M��

�S�\�<�d�
 254 �¶�b$Î�™  IP �”�»�Þ�«�b�¢�Ý�î�É�†�8�B�K�Z�
 ���Û�˜�å�»�ß�Å�å���‰�'�[8p$��_�Q#Ý�M�•
�|�:�_�­�µ�º�”�µ�É�I�€�Z�8�•�\�K�r�M���r�S�
 small-isp.com  �b�¢�µ�»  �¿�–�Â�î  �¸�î�È�Ý�[�
� �ì
�K)F�X�@�©�«�¸�Ò�b���œ�c  100�
 Virtual Gateway �”�»�Þ�«�b���œ�c  10 �[�6�•�\�K�r�M���G�b�¥�å�Ç�•
� �×�Þ�î�©�Ù�å�[�c�
�Q�b�¢�Ý�î�É
Æ�b  254 �¶�b  IP �”�»�Þ�«�M�m�Z�_�P�K�Z�
�œ0£�[  10 �|�~�v�¨�C�b
�K)F�@6ä�C�G�\�c �6�~�r�O�‡ ���¢�Ý�î�É�c�
�"�M�b  Virtual Gateway �”�»�Þ�«�\�K�Z�…�ƒ�€�r�M��

[ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe >' ] �µ+��b�Q#Ý
"I���b�w�™*…�
�w�™*…�»�Ó�–�å�
�r�S�c  IP �”�»�Þ�«�@  Cisco �”�É�Û�–�”�å�«�?�}�Ó�µ�­�î�ª�†�w�™�K
�^�8�|�:�_�M�•�_�c�
 Cisco AsyncOS �b  [ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe>' ] �µ+��†�Q#Ý�K
�r�M�� unsubscribe  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 [ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe>' ] �Ü�«�º�_�”
�»�Þ�«�†3ã�• / �P7V�K�S�~�
�G�b�µ+��†�–�¿�î�È�Ý / �¹�•�­�î�È�Ý�_�M�•�G�\�@�[�A�r�M�� ���¢�ß�î�Â�Ý
�_4Ä�™�õ�F�I�€�S���Ø�î�¨�
�»�Ó�–�å�
7Á�Ê�Ó�î�Ý  �”�»�Þ�«�
�>�|�g  IP �”�»�Þ�«�b�Ü�«�º�[�
�M�m�Z
�b�w�™*…�”�»�Þ�«�@�³�™�µ�¡�I�€�r�M���w�™*…�@�Ü�«�º
Æ�b�”�»�Þ�«�\�M+´�M�•���œ�
�w�™*…�c�»�ß�µ
�É�I�€�•�?�Á�î�»  �Â�˜�å�«�I�€�
 Global Unsubscribe>&GUS; �¢�ß�î�Â�Ý4Ä�™�õ�F>'�•�˜�å�±�@�Q�(�I
�€�r�M�� >&�ß�¢ �Ç�“�–�Ý�_�c�
�M+´�M�•�w�™*…�@�»�ß�µ�É�I�€�S�b�?�Á�î�»  �Â�˜�å�«�I�€�S�b�?�@0°6�
�I�€�r�M>' �� GUS �b�³�™�µ�¡�c�
7Á�Ê�Ó�î�Ý�†�w�™*…�_3æ�™�M�•%$�S�_/œ�ƒ�€�•�S�u�
�©�«�¸�Ò�[3æ�™
�I�€�•�M�m�Z�b�Ó�µ�­�î�ª�@�è���I�€�r�M��

>&�@>' [ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe>' ] �µ+��c�
�Ó�î�Ü�å�¢  �Ü�«�º�?�}�b�¡�S�b�P7V�x�Ó�î�Ü
�å�¢  �Ü�«�º�b
²+á$×�^�–�ò�_�æ�ƒ�•�v�b�[�c�6�~�r�O�‡���G�b�µ+��c�
�Y4:�)�^�š�å�¸�•�¸�•�_7Á�Ê
�Ó�î�Ý�@4Ä�™�I�€�^�8�|�:�_�M�•�Ç�™�î�Ý�­�î�Ç  �Ó�•�½�¬�Ò�\�K�Z�·�8�M�•�G�\�†% $×�\�K�Z�8�r�M��

[ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe>' ] �µ+��c�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�>�|�g�Ã�È�Ü�µ�¡  �Ü�«
�¼�î�_4:#Ý�I�€�r�M��

[ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe>' ] �õ�F�_�µ�u�•�G�\�b�[�A�•�q�±�”�»�Þ�«�X�c  10,000 �ó
�[�M���G�b�D7H�†�Q�x�M�_�c�
 Cisco 2
�Ž�æ#.�Ñ�_�>�e�8�œ�ƒ�O�C�T�I�8�� [ �¢�ß�î�Â�Ý4Ä�™�õ�F

>&Global Unsubscribe>' ] �_3ã�•�I�€�S�”�»�Þ�«�c�
���b  4 �X�b�:�U�8�N�€�?�b�g�'�†�\�~�r�M��

/² 21-10 �¢�ß�î�Â�Ý4Ä�™�õ�F�b�S�e

username@example.com �ö
²�g�'�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«

�G�b�S�e�c�
"I���»�Ó�–�å�b"I���w�™*…�†�È�ß�µ�¡�M�•�S�u�_�Q#Ý
�I�€�r�M��

username@ �Ø�î�¨�¡

�Ø�î�¨�¡�S�e�c�
�M�m�Z�b�»�Ó�–�å�["I���Ø�î�¨�¡�†�â�X�M�m�Z�b
�w�™*…�†�È�ß�µ�¡�K�r�M���S�e�c�
�Ø�î�¨�¡�b�‹�_�”�µ�º�Ð�î�¡

>&@>'�†�Ü�E�r�M��

@example.com �»�Ó�–�å

�»�Ó�–�å�S�e�c�
"I���»�Ó�–�å���b�M�m�Z�b�w�™*…�†�È�ß�µ�¡�M�•
�S�u�_�Q#Ý�I�€�r�M���S�e�c�

½�/$×�^�»�Ó�–�å�b�S�_�”�µ�º�Ð�î
�¡>& @>'�†�Ü�E�r�M��
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  [ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe >' ] �µ+��b�Q#Ý
CLI �†�Q#Ý�K�S�¢�ß�î�Â�Ý4Ä�™ �õ�F�l�b�”�»�Þ�«�b3ã�•

�G�b�[�[�c�
�”�»�Þ�«  user@example.net  �@�¢�ß�î�Â�Ý4Ä�™�õ�F�Ü�«�º�_3ã�•�I�€�
�Ó�µ�­�î�ª�†�Á�î
�»  �Â�˜�å�«�M�•�|�:�_�µ+��@0¿���I�€�r�M���G�b�”�»�Þ�«�_3æ�™�I�€�•�Ó�µ�­�î�ª�c�Â�˜�å�«�I�€�r
�M��4Ä�™�b%$�S�_�Ó�µ�­�î�ª�@�Â�˜�å�«�I�€�r�M��

@.example.com 4Š�(�»�Ó�–�å

4Š�(�»�Ó�–�å�S�e�c�
"I���»�Ó�–�å���>�|�g�Q�b�M�m�Z�b�§�È�»�Ó
�–�å���b�M�m�Z�b�w�™*…�†�È�ß�µ�¡�M�•�S�u�_�Q#Ý�I�€�r�M��

10.1.28.12 IP �”�»�Þ�«

IP �”�»�Þ�«�S�e�c�
"I��  IP �”�»�Þ�«���b�M�m�Z�b�w�™*…�†�È�ß�µ�¡
�M�•�S�u�_�Q#Ý�I�€�r�M���"�M  IP �”�»�Þ�«�[0
�X�»�Ó�–�å�†�Í�«�º
�K�Z�8�•���œ�_�
�G�b�S�e�@�}�<�[�M���S�e�c�
�M+á$×�^�»�µ�º�

�)�~�b�œ�¡�¸�µ�º  IP �”�»�Þ�«�[�M��

/² 21-10 �¢�ß�î�Â�Ý4Ä�™�õ�F�b�S�e  >&)F�A>'

mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:

- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[]> new

Enter the unsubscribe key to add.  Partial addresses such as 

"@example.com" or "user@" are allowed, as are IP addresses. Partial hostnames such as 
"@.example.com" are allowed.

[]> user@example.net

Email Address 'user@example.net' added.

Global Unsubscribe is enabled.

Choose the operation you want to perform:
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  [ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe >' ] �µ+��b�Q#Ý
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[]> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y

Would you like matching messages to be dropped or bounced?

1. Drop

2. Bounce

[1]> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:

- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.

- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[]>

mail3.example.com> commit
21-70
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  [ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe >' ] �µ+��b�Q#Ý
�¢�ß�î�Â�Ý4Ä�™�õ�F�Ç�“�–�Ý�b�š �¡�«�Ï�î�º�>�|�g�–�å�Ï�î�º

HAT�
 RAT�
 smtproutes �
�«�±�¸�•�µ�¡  �Ð�«�•�Þ�î�»  �¸�î�È�Ý�
�š�–�Ü�”�«  �¸�î�È�Ý�
�»�Ó�–�å  
�Ð�µ�É  �¸�î�È�Ý�
 altsrchost  �š�å�º�Ü�\� �]�_�
�¢�ß�î�Â�Ý4Ä�™�õ�F�š�å�º�Ü�c�Ç�“�–�Ý�†�š�¡�«
�Ï�î�º�>�|�g�–�å�Ï�î�º�K�Z�š�f�[�A�r�M��

�m8p 

�«�¸�µ�É 1 unsubscribe  �¥�Ð�å�»�b  export  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
�¤�Ñ�b�š�å�º�Ü�†�Ç�“�–�Ý>&�Ç�“�–�Ý�¡�c
+¬�(�[�æ��>'�_�š�¡�«�Ï�î�º�K�r�M��

�«�¸�µ�É 2 CLI �b�¥4Š�[�
�Ç�“�–�Ý�†�v�“�K�r�M�� >&0ò(ý�_�X�8�Z�c�
 �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«�� �†
�g!·�K�Z�C�T�I�8>' ��

�«�¸�µ�É 3 �¸�Ÿ�«�º  �š�¹�•�±�†�Q#Ý�K�Z�
�Ç�“�–�Ý�_�‚�K�8�š�å�º�Ü�†�8�B�K�r�M��

�Ç�“�–�Ý
Æ�[�š�å�º�Ü�†�
�)�•�_�c�
�5/œ�K�r�M���6�}�z�•�œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�b�5/œ/²#'�†
�Q#Ý�[�A�r�M>& <CR>�
 <LF>�
�r�S�c  <CR><LF>>'���¥�Ó�å�º/œ�c�¼�å�Â�î0°�•>& #>'�[���r�~�
!“0i
�I�€�r�M���S�\�<�d�
���b�Ç�“�–�Ý�[�c�
�"�M�b�w�™*…7Á�Ê�Ó�î�Ý  �”�»�Þ�«>& test@example.com >'�

"I���»�Ó�–�å�b�M�m�Z�b�w�™*…>& @testdomain.com >'�
0
�X�»�Ó�–�å�[� �L�¡�S�†�â�X�M�m�Z�b�Ø�î�¨

>&testuser@ >'�
�>�|�g"I��  IP �”�»�Þ�«�b�õ�–�b�w�™*…>& 11.12.13.14 >'�@7V�¥�I�€�r�M��

�«�¸�µ�É 4 �Ç�“�–�Ý�†�–�Ñ�K�Z�–�å�±�î�Ç�™�–�«�b  configuration �¹�•�Þ�¡�º�Ü�_4Ä*(�K�
�–�å�Ï�î�º�[�A�•�|�:
�_�K�r�M�� >&0ò(ý�_�X�8�Z�c�
 �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«�� �†�g!·�K�Z�C�T�I�8>' ��

�«�¸�µ�É 5 unsubscribe  �b  import  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�
)…7Ÿ�K�S�Ç�“�–�Ý�†�–�å�Ï�î�º�K�r�M��

�G�€�[7Á�Ê�Ó�î�Ý  �¤�î�º�˜�™�–�b�¥�å�Ç�•� �×�Þ�î�©�Ù�å�c���b�|�:�_�^�~�r�M��

Please enter some comments describing your changes:

[]> Added username “user@example.net” to global unsubscribe

Changes committed: Thu Mar 27 14:57:56 2003

# this is an example of the global_unsubscribe.txt file

test@example.com

@testdomain.com

testuser@

11.12.13.14
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  [ �¢�ß�î�Â�Ý4Ä�™�õ�F>& Global Unsubscribe >' ] �µ+��b�Q#Ý
�W 21-15 �¢�ß�î�Â�Ý4Ä�™�õ�F�b�[

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 2

IP �–�å�±�î�Ç�™�–�« >8PublicNet>&�[>8192.168.2.1>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î>8 InboundMail 

IronPort 7Á�Ê�Ó�î�Ý  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«

�É�Û�–�Ë�î�º  �Ü�«�¼�î>8 OutboundMail 

�–�î�§�¿�µ�º  �–�å�±�î�Ç�™�–�«>8 Data 1

IP �–�å�±�î�Ç�™�–�« >8PrivateNet>&�[>8192.168.1.1>'

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý
>&HAT>'>8

WHITELIST:      $TRUSTED 

BLACKLIST:      $BLOCKED

SUSPECTLIST:    $THROTTLED

UNKNOWNLIST:    $ACCEPTED

spamdomain.com  REJECT
.spamdomain.com REJECT
251.192.1.      TCPREFUSE
169.254.10.10   RELAY
ALL:            $ACCEPTED

�w�™*…�”�¡�­�«  �¸�î�È�Ý
>&RAT>'>8

example.com         ACCEPT
newcompanyname.com  ACCEPT
ALL                 REJECT

�»�Ó�–�å  �Ð�µ�É>8�w� 

@.oldcompanyname.com 
  -->   @example.com

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'>8

RELAYLIST:    $RELAYED

ALL:          $BLOCKED

�¹�Ç�›�Ý�º�b3æ�™*…�»�Ó�–�å>8
example.com

Received: �Ê�µ�²�î>8 DISABLED

�Ð�«�•�Þ�î�»>8  

@.example.com   @example.com

joe             joe@example.com

�Â�˜�å�«  �É�ß�Ç�“�–�Ý>8  
bounceprofile1

�”�»�Þ�«  user@example.net  
�b�¢�ß�î�Â�Ý4Ä�™�õ�F�š�å�º
�Ü�@�8�B�I�€�r�K�S���G�b�”
�»�Þ�«���b�Ó�µ�­�î�ª�c�
�É
�Û�–�Ë�î�º  �Ü�«�¼�î�r�S�c�Ã
�È�Ü�µ�¡  �Ü�«�¼�î�_�|�W�Z�w
�E
°�€�}�€�S�Ó�î�Ý�?�}�Â�˜
�å�«�I�€�r�M��
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  &�1�>87Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å
&�1�>87Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å
/² 21-11 �>�|�g /² 21-12 �_�
�w�™�?�}4Ä�™�l�b�Ý�î�¸�•�å�¢�r�[�
7Á�Ê�Ó�î�Ý�@�©�«�¸�Ò�[�Ý�î�¸�•
�å�¢�I�€�•�]�Ê�b�+0[�†&g�K�r�M���›�µ+��c�V�?�}8p�_��/œ�I�€�r�M���G�G�[�c(F�"�_1��Â�K�r�M��
�W 21-15 �b
¹�w8•�æ�c�
�á�î�¡  �Ÿ�×�î
Æ�[$Î#Õ�M�•��#.�†/²�K�r�M��

�G�b�Ã�–�É�Û�–�å�_�µ�r�€�•�µ+��b0¿���b�±4Š�(�c�
 trace  �¥�Ð�å�»�†�Q#Ý�K�Z�¸�«�º�[�A�r�M��0ò(ý
�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Daily Management Guide���b�� Debugging Mail Flow 
Using Test Messages: Trace���†�g!·�K�Z�C�T�I�8��

>&�@>' $Î�™�Ó�î�Ý�b���œ�c�
�˜�–�Ý�«  �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �«�¸�î�ª�b�‹�_  RSA 7Á�Ê�Ó�î�Ý  �¹�î�±�†�»
75�F�«�Ÿ�Õ�½�å�¢�@��/œ�I�€�r�M��

/² 21-11 Cisco �”�É�Û�–�”�å�«�b7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å>87Á�Ê�Ó�î�Ý�w�™�µ+�

�µ+� 1��Â

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'

�Í�«�º  DNS 3æ�™*…�è0É

3æ�™*…�¢�Ý�î�É

�š�å�Ë�ß�î�É3æ�™*…�è0É

3æ�™*…�è0É�[�¥�¸�î�È�Ý

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î

�K)F�b  ACCEPT�
 REJECT�
 RELAY�
�r�S�c  TCPREFUSE��

�q�±�”�˜�º�Â�˜�å�»�K)F�X��

IP �”�»�Þ�«�6�S�~�b�q�±� �ì�–�å�Â�˜�å�»�K)F�X��

�K)F�6�S�~�b�q�±�Ó�µ�­�î�ª  �§�–�¬�>�|�g�Ó�µ�­�î�ª�X��

�Ó�µ�­�î�ª�6�S�~�>�|�g�ì6ë�6�S�~�b�q�±�w�™*…�X��

TCP �Ü�µ�«�å  �Ÿ�×�î  �§�–�¬��

TLS>8no/preferred/required

SMTP AUTH>8no/preferred/required

�Y�G�^�g�'�b  FROM �Ê�µ�²�î�†�â�X7Á�Ê�Ó�î�Ý�b�»�ß�µ�É

3æ�™*…�è0É�[�¥�¸�î�È�Ý
Æ�b�š�å�º�Ü�?�}�b�Ó�î�Ý�†�–�_�w�E
°�€�•�?�Ä�°�K�r�M��

SenderBase �œ�å / �œ�Ç>&IP �É�ß�Ç�“�–�Ü�å�¢ / �Ç�ß�î�D�š>'  

Received �Ê�µ�²�î �w�E
°�€�S7Á�Ê�Ó�î�Ý�_�P�M�•  Received �Ê�µ�²�î�b3ã�•>8�œ�å / �œ�Ç��

�¹�Ç�›�Ý�º  �»�Ó�–�å ��(ò���Ø�î�¨  �”�»�Þ�«�_�¹�Ç�›�Ý�º  �»�Ó�–�å�†3ã�•�K�r�M��

�Â�˜�å�«�è0É %T�™�Â�˜�å�« �Ó�µ�­�î�ª�†�G0d�Ó�µ�­�î�ª�\�K�Z�è0É�K�r�M��

�»�Ó�–�å  �Ð�µ�É �»�Ó�–�å  �Ð�µ�É  �¸�î�È�Ý
Æ�b�»�Ó�–�å�\�M+´�M�•�Ó�µ�­�î�ª�_�µ�r�€�Z�8�•�›�w�™*…
�b�š�å�Ë�ß�î�É�w�™*…�b�i�A�n�<��

�w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>' >&�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b�s>' RCPT TO �>�|�g�•�«�±�Ò  SMTP �Â'Å
Æ�b�w�™*…�b ACCEPT 
�r�S�c  REJECT "I�9�^�w�™*…�_�«�ß�µ�º�Ü�å�¢�b�Â�–�Ã�«�†0Á�•�K�r�M��

�š�–�Ü�”�«  �¸�î�È�Ý �š�å�Ë�ß�î�É�w�™*…�†�i�A�n�<�r�M�� >&�©�«�¸�Ò
²�/�†�P1ß�_0¿���I�€�r�M��
aliasconfig  �c�
 listenerconfig  �b�§�È�¥�Ð�å�»�[�c�6�~�r�O�‡>' ��

LDAP �w�™*…�b�w�E
°�€ �w�™*…�w�E
°�€�b LDAP �è0É�c�
 SMTP �•�å�Â�­�î�©�Ù�å�[/œ�ƒ�€�r�M���w�™*…�@  
LDAP �¹�•�Þ�¡�º�Ü�[0b�X�?�}�^�8���œ�
�Ó�µ�­�î�ª�c�»�ß�µ�É�I�€�•�?�Â�˜�å�«�I�€
�r�M���æ�ƒ�~�_�á�î�¡  �Ÿ�×�î
Æ�[  LDAP �è0É�†/œ�:�|�:�_0¿���M�•�G�\�v�[�A�r�M��
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'¨  21 'v       �Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿��
  &�1�>87Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å
* �G�€�}�b�µ+��[�c�
 Quarantines �\�8�:"I�9�^�Ÿ�×�î�_�Ó�µ�­�î�ª�†3æ�™�[�A�r�M��

/² 21-12 Cisco �”�É�Û�–�”�å�«�b7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å>8�Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+�

�á
�î�

¡
 �Ÿ

�×
�î

LDAP �w�™*…�b�w�E
°�€ �w�™*…�w�E
°�€�b LDAP �è0É�c�á�î�¡  �Ÿ�×�î
Æ�[/œ�ƒ�€�r�M���w�™*…�@  
LDAP �¹�•�Þ�¡�º�Ü�[0b�X�?�}�^�8���œ�
�Ó�µ�­�î�ª�c�»�ß�µ�É�I�€�•�?�Â
�˜�å�«�I�€�r�M���æ�ƒ�~�_  SMTP �•�å�Â�­�î�©�Ù�å  LDAP �è0É�†/œ�:�|�:
0¿���M�•�G�\�v�[�A�r�M��

�Ð�«�•�Þ�î�»

�r�S�c  LDAP �Ð�«�•�Þ�î�»

�Ð�«�•�Þ�î�»�c�
�á�î�¡  �Ÿ�×�î�[/œ�ƒ�€�r�M���Ð�«�•�Þ�î�»�[�c�
�«�±
�¸�•�µ�¡  �¸�î�È�Ý�†�Q#Ý�M�•�?  LDAP �¡�š�Ü�î�†�Q#Ý�K�Z�
�š�å�Ë�ß�î�É
3æ�™*…�
To:�
 From:�
 CC: �Ê�µ�²�î�†�i�A�n�<�r�M��

LDAP �Ý�î�¸�•�å�¢ LDAP �¡�š�Ü�î�c�
�Ó�µ�­�î�ª  �Ý�î�¸�•�å�¢�r�S�c�”�»�Þ�«�i�A�n�<�b�S�u
�_��/œ�I�€�r�M���¢�Ý�î�É  LDAP �¡�š�Ü�î�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý  
mail-from-group  �>�|�g  rcpt-to-group  �\4�� �K�Z�·�8�K�r�M��

�Ó�µ�­�î�ª  �Ç�•�Ý�±  * �Ó�µ�­�î�ª  �Ç�•�Ý�±�c�
�Ó�µ�­�î�ª�@���(/ã���I�€�•�S�_4:#Ý�I�€�r�M�� * 
�Ó�µ�­�î�ª�†7x7³�š�Ü�”�_3æ�™�[�A�r�M��

�”�å�³�«�Ã�Ò  **
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�«
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�Õ
�å

�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  �š�å�ª�å�[�c�
�Ó�µ�­�î�ª�†1*���K�Z�
�I�}�_��#.
�[�A�•�|�:�_�Q�b�(�Ò)��Ý�†3É�K�r�M��

�”�å�³�˜�–�Ý�«  * �”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å�[�c�
�˜�–�Ý�«�†�è���M�•�S�u�_�Ó�µ�­�î�ª�†�è��
�K�r�M���Ó�µ�­�î�ª�c�«�Ÿ�Õ�å�I�€�
�•+��[�6�€�d�
�õ�–�[�Ÿ�Ÿ�I�€�r�M��
* �Ó�µ�­�î�ª�†7x7³�š�Ü�”�_3æ�™�[�A�r�M��

�¥�å�¸�å�¶  �Ç�•�Ý�±  * �¥�å�¸�å�¶  �Ç�•�Ý�±�@4:#Ý�I�€�r�M�� * �Ó�µ�­�î�ª�†7x7³�š�Ü�”�_3æ�™�[�A
�r�M��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  * �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��†�Q#Ý�M�•�\�
�˜�–�Ý�«�¤���?�}�–1¤�[�A�r
�M�� * �Ó�µ�­�î�ª�†7x7³�š�Ü�”�_3æ�™�[�A�r�M��

�ì�•�¤�î�º�˜�™�– "I���b  IP �–�å�±�î�Ç�™�–�«�r�S�c  IP �–�å�±�î�Ç�™�–�«�b�¢�Ý�î�É�†�Ó�K�Z
�Ó�î�Ý�†3æ�™�K�r�M��

4Ä�™�D7H 1. �¹�Ç�›�Ý�º4Ä�™�–�å�±�î�Ç�™�–�«�†0¿���K�r�M��

2. �”�˜�º�Â�˜�å�»�K)F�b�œ0£�q�±�X�†0¿���K�r�M��

�»�Ó�–�å�Ë�î�«�b�D7H�Í �»�Ó�–�å�"�)�[�
�›�ì�•�¤�î�º�˜�™�–�>�|�g�©�«�¸�Ò
²�/�b�q�±�”�˜�º�Â�˜
�å�»�K)F�X�
�Q#Ý�M�•�Â�˜�å�«  �É�ß�Ç�“�–�Ý�
4Ä�™#Ý�b  TLS �É�Þ�Ç�“�Þ�å
�«>8no/preferred/required �†��*O�K�r�M��

�»�Ó�–�å�Ë�î�«�b�Ý�î�¸�•�å�¢ �š�å�Ë�ß�î�É�w�™*…�†�i�A�n�<�N�
�»�Ó�–�å�_�ö�Y�8�Z�Ó�î�Ý�†�Ý�î�¸�•�å
�¢�K�r�M��

�¢�ß�î�Â�Ý4Ä�™�õ�F "I���b�Ü�«�º�_�‘�W�Z�w�™*…�†�»�ß�µ�É�K�r�M>&�©�«�¸�Ò
²�/�†�P1ß�_0¿
��>' ��

�Â�˜�å�«  �É�ß�Ç�“�–�Ý 4Ä�™�Y+��Ó�µ�­�î�ª�b��#.�[�M���Ü�«�¼�î�"�)�
3æ�™
›�¥�å�º�ß�î�Ý  �š�å�º
�Ü�"�)�
�>�|�g�Ó�µ�­�î�ª  �Ç�•�Ý�±)�#ä�[0¿���•+��[�M��
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LDAP �¡�š�Ü�î

• �� LDAP �¡�š�Ü�î�b�+0[�� >&P.22-1>'

• �� LDAP �§�î�Â�_6õ�M�•�_���†�–�Ñ�M�•  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�b�8�B�� >&P.22-5>'

• �� LDAP �¡�š�Ü�î�_6õ�M�•�8���� >&P.22-12>'

• ���w�™*…�è0É�[�w�E
°�€�¡�š�Ü�î�†�Q#Ý�M�•�� >&P.22-19>'

• ��0
�X�±�î�¤�µ�º  �”�»�Þ�«�l�b�Ó�î�Ý3æ�™�_�Ý�î�¸�•�å�¢  �¡�š�Ü�î�†�Q#Ý�M�•�� >&P.22-20>'

• ���š�å�Ë�ß�î�É3æ�™*…�†�i�A�n�<�•�S�u�b�Ð�«�•�Þ�î�»  �¡�š�Ü�î�b�Q#Ý�� >&P.22-21>'

• ���w�™*…�@�¢�Ý�î�É  �Ó�å�Â�î�[�6�•�?�]�:�?�†�æ���M�•�¢�Ý�î�É  LDAP �¡�š�Ü�î�b�Q#Ý��
>&P.22-23>'

• ��"I���b�»�Ó�–�å�l�Ý�î�¸�•�å�¢�M�•�S�u�b�»�Ó�–�å  �Ë�î�«  �¡�š�Ü�î�b�Q#Ý�� >&P.22-26>'

• ���M4��b  LDAP �¡�š�Ü�î�†��/œ�M�•�S�u�b�³�™�î�å  �¡�š�Ü�î�b�Q#Ý�� >&P.22-28>'

• �� LDAP �_�|�•�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F�� >&P.22-29>'

• �� SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿���� >&P.22-32>'

• ���Ø�î�¨�b�¥4Š  LDAP 1�0É�b0¿���� >&P.22-40>'

• �� Cisco IronPort �«�Ã�Ò7x7³
Æ�b�š�å�»  �Ø�î�¨1�0É�� >&P.22-43>'

• ���«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ�b�¡�š�Ü�î�� >&P.22-44>'

• �� RSA Enterprise Manager �b3æ�™*…�b�Ø�î�¨1‘�9�¡�b"I���� >&P.22-45>'

• �� AsyncOS �†0
�X�b  LDAP �§�î�Â�\4�� �I�O�•�S�u�b0¿���� >&P.22-46>'

LDAP �¡�š�Ü�î�b�+0[
�Ø�î�¨�_���@�¿�µ�º�á�î�¡  �–�å�Ç�Û�«�º�Û�¡�³�Õ
Æ�b  LDAP �¹�•�Þ�¡�º�Ü>& Microsoft Active 
Directory�
 SunONE Directory Server�
 OpenLDAP �^�]�b�¹�•�Þ�¡�º�Ü>'�_�A(á�I�€�Z�8�•���œ�c�

�Ó�µ�­�î�ª�b�w�E
°�€�
�Ý�î�¸�•�å�¢�
�>�|�g1�0É�b�S�u�_  LDAP �§�î�Â�_�P�K�Z�¡�š�Ü�î�†��/œ�M
�•�|�:�_  Cisco �†0¿���[�A�r�M�� Cisco �”�É�Û�–�”�å�«�c�
 1 �X�r�S�c0
�X�b  LDAP �§�î�Â�\4�� �I�O
�•�|�:�_0¿���[�A�r�M��

�G�G�[�c�
��/œ�[�A�•  LDAP �¡�š�Ü�î�b�±�–�É�
 LDAP �\  Cisco �”�É�Û�–�”�å�«�\�@4�� �K�Z�Ó�µ
�­�î�ª�b1�0É�
�w�E
°�€�
�Ý�î�¸�•�å�¢�†/œ�:�K�C�s�
�>�|�g  LDAP �\4�� �M�•�|�:�_  Cisco �”�É�Û
�–�”�å�«�†0¿���M�•�‰�2�b�+0[�†&g�K�r�M��
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  LDAP �¡�š�Ü�î�b�+0[
LDAP �¡�š�Ü�î�b�+0[

�Ø�î�¨�_���@�¿�µ�º�á�î�¡  �–�å�Ç�Û�«�º�Û�¡�³�Õ
Æ�b  LDAP �¹�•�Þ�¡�º�Ü�_�A(á�I�€�Z�8�•���œ�c�

���b% $×�[  LDAP �§�î�Â�_�P�K�Z�¡�š�Ü�î�†��/œ�M�•�|�:�_  Cisco �”�É�Û�–�”�å�«�†0¿���[�A�r�M��

• �w�E
°�€�¡�š�Ü�î ���¤�Ñ�b  LDAP �–�å�Ç�Û�«�º�Û�¡�³�Õ�†�Q#Ý�K�Z�
%T�™�Ó�µ�­�î�ª>&�Ã�È�Ü�µ
�¡  �Ü�«�¼�î�[�b>'�b�w�™*…�Ó�î�Ý  �”�»�Þ�«�b�…�8�‰�†��*O�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���w�™*…�è
0É�[�w�E
°�€�¡�š�Ü�î�†�Q#Ý�M�•�� >&P.22-19>' �†�g!·�K�Z�C�T�I�8��

• �Ý�î�¸�•�å�¢>&�š�–�Ü�”�©�å�¢>' �� �¿�µ�º�á�î�¡
Æ�b  LDAP �¹�•�Þ�¡�º�Ü�_�A(á�I�€�Z�8�•�_���_
�ö�Y�8�Z�Ó�µ�­�î�ª�†4:�)�^�”�»�Þ�«�x�Ó�î�Ý  �Í�«�º�l�Ý�î�¸�•�å�¢�M�•�|�:�_�
�”�É�Û�–�”�å
�«�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 ��0
�X�±�î�¤�µ�º  �”�»�Þ�«�l�b�Ó�î�Ý3æ�™�_�Ý�î�¸�•�å�¢  �¡
�š�Ü�î�†�Q#Ý�M�•�� >&P.22-20>' �†�g!·�K�Z�C�T�I�8��

• 0É�Â�i1�0É  �Ø�î�¨�b�Ó�î�Ý  �¡�Û�–�”�å�º�\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«6ë�b  SMTP 
�­�µ�©�Ù�å�†1�0É�M�•�S�u�b�¡�Û�–�”�å�º0É�Â�i�b�w� �ö�†&�1��M�•�¡�š�Ü�î�†�8�B�[�A�r�M��0ò
(ý�_�X�8�Z�c�
 ���¡�Û�–�”�å�º0É�Â�i�b�w� �ö�b&�1��� >&P.23-51>' �†�g!·�K�Z�C�T�I�8��

• �Ð�«�•�Þ�î�» ��$Î�™�Ó�î�Ý�b���œ�c�š�å�Ë�ß�î�É3æ�™*…�
%T�™�Ó�î�Ý�b���œ�c�Ó�µ�­�î�ª  �Ê�µ
�²�î>& To:�
 Reply To:�
 From:�
 CC:�^�]>'�†�Ð�«�•�Þ�î�»�[�A�r�M���Ð�«�•�Þ�î�»�b0ò(ý�_�X�8
�Z�c�
 ���š�å�Ë�ß�î�É3æ�™*…�†�i�A�n�<�•�S�u�b�Ð�«�•�Þ�î�»  �¡�š�Ü�î�b�Q#Ý�� >&P.22-21>' �†�g!·
�K�Z�C�T�I�8��

• �¢�Ý�î�É  �¡�š�Ü�î �� LDAP �¹�•�Þ�¡�º�Ü
Æ�b�¢�Ý�î�É�_�ö�Y�8�Z�Ó�µ�­�î�ª�_�P�M�•�”�¡�©�Ù�å
�†��/œ�M�•�|�:�_�
 Cisco �”�É�Û�–�”�å�«�†0¿���[�A�r�M���G�b�|�:�_0¿���M�•�_�c�
�¢�Ý�î�É  �¡
�š�Ü�î�\�Ó�µ�­�î�ª  �Ç�•�Ý�±�\�†6õ4��Ü�E�r�M����*O�í�s�b  LDAP �¢�Ý�î�É�_�M+´�M�•�Ó�µ�­�î
�ª�_�P�K�Z�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�_�Q#Ý�[�A�•�õ�–�b�Ó�µ�­�î�ª  �”�¡�©�Ù�å�†��/œ�[�A�r�M��
0ò(ý�_�X�8�Z�c�
 ���w�™*…�@�¢�Ý�î�É  �Ó�å�Â�î�[�6�•�?�]�:�?�†�æ���M�•�¢�Ý�î�É  LDAP �¡�š�Ü�î
�b�Q#Ý��>&P.22-23>' �†�g!·�K�Z�C�T�I�8��

• �»�Ó�–�å�Ë�î�«  �¡�š�Ü�î ���»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�†�8�B�M�•�\�
 Cisco �”�É�Û�–�”�å�«�c� �L
�Ü�«�¼�î�V�[�»�Ó�–�å�H�\�_$��^�•�¡�š�Ü�î�†��/œ�[�A�r�M��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�@�»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�†��/œ�M�•�\�A�c�
�]�b�¡�š�Ü�î�†�Q#Ý�M�•�?�†�»�Ó�–�å�_�ö
�Y�8�Z�ô���K�
�Q�b�»�Ó�–�å�_6õ4��Ü�E�}�€�Z�8�•  LDAP �§�î�Â�_�P�K�Z�¡�š�Ü�î�†��/œ�K�r�M��

• �³�™�î�å  �¡�š�Ü�î�� �³�™�î�å  �¡�š�Ü�î�†�8�B�M�•�\�
 Cisco �”�É�Û�–�”�å�«�_�M4��b�¡�š�Ü�î�†
8p$��_��/œ�I�O�•�G�\�@�[�A�r�M���³�™�î�å  �¡�š�Ü�î�@0¿���í�s�b�\�A�c�
 Cisco �”�É�Û�–�”�å�«
�c�©�î�£�å�«
Æ�b�¡�š�Ü�î�†  1 �X�N�X��/œ�K�
 LDAP �”�É�Û�–�”�å�«�?�}*ï��$×�^)��Ý�@3É�I�€�•
�\��/œ�†�õ�F�K�r�M��

• �¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º75�F �� LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�K�S�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á�†75
�D�|�:�_  Cisco �”�É�Û�–�”�å�«�†0¿���[�A�r�M���¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º75�F�c�
 SMTP �•�å�Â
�­�î�©�Ù�å�p�_/œ�:�G�\�v�
�á�î�¡  �Ÿ�×�î�b�p�[/œ�:�G�\�v�[�A�r�M���w�™*…�@  LDAP �¹�•�Þ�¡
�º�Ü
Æ�[0b�X�?�}�^�8���œ�_�
4����Â�˜�å�«�†��/œ�M�•�?�
�Q�b�Ó�µ�­�î�ª
²�/�†�»�ß�µ�É�M�•�?
�†0¿���[�A�r�M���Q�b)��Ý�
�«�Ã�Ò3æ�™*…�c�Ó�î�Ý  �”�»�Þ�«�@�w� �^�v�b�?�]�:�?�†�
�9�[�A�^
�C�^�~�r�M�� �� LDAP �_�|�•�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F�� >&P.22-29>' �†�g!·�K�Z�C�T�I�8��

• SMTP 1�0É�� AsyncOS �[�c�
 SMTP 1�0É�@�§�Ï�î�º�I�€�Z�8�r�M�� SMTP Auth �c�
 SMTP �§�î
�Â�_�K)F�M�•�¡�Û�–�”�å�º�†1�0É�M�•�Ó�•�½�¬�Ò�[�M���G�b�µ+��†�<#Ý�M�•�\�
�Ø�î�¨�c�Ü�Ô�î�º
�K)F�M�•�\�A>&�S�\�<�d+¬�ï�x���G
›�_�8�•���œ>'�[�v�
�Ó�î�Ý  �§�î�Â�†�Q#Ý�K�Z�Ó�î�Ý�†3æ�™
�[�A�•�|�:�_�^�~�r�M��0ò(ý�_�X�8�Z�c�
 �� SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿���� >&P.22-32>'
�†�g!·�K�Z�C�T�I�8��

• �¥4Š1�0É�� Cisco �”�É�Û�–�”�å�«�_�ß�¢�–�å�M�•�Ø�î�¨�b1�0É�†  LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�K�Z/œ
�:�|�:�_�
 Cisco �”�É�Û�–�”�å�«�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�b�¥4Š  LDAP 1�0É�b
0¿���� >&P.22-40>' �†�g!·�K�Z�C�T�I�8��
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  LDAP �¡�š�Ü�î�b�+0[
• �«�Ã�Ò7x7³�l�b�š�å�»�Ø�î�¨1�0É�� �š�å�»�Ø�î�¨7x7³#ì8��_�ß�¢�–�å�M�•�Ø�î�¨�†�è0É�M�•�|�:
�_�
�”�É�Û�–�”�å�«�†0¿���[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort �«�Ã�Ò7x7³
Æ�b�š�å�»  
�Ø�î�¨1�0É�� >&P.22-43>' �†�g!·�K�Z�C�T�I�8��

• �«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ ���«�Ã�Ò�_6õ�M�•7Á�Ê�Ó�î�Ý3û%±�†�Q#Ý�M�•���œ�
�G�b�¡�š�Ü�î�†�Q
#Ý�K�Z�š�å�»�Ø�î�¨�b�š�–�Ü�”�«�†)+�œ�M�•�\�
�š�å�»�Ø�î�¨�@�š�–�Ü�”�«�b�Ó�î�Ý  �”�»�Þ�«�H
�\�_7x7³3û%±�†�w�E�v�•�G�\�c�^�C�^�~�r�M��0ò(ý�_�X�8�Z�c�
 ���«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ�b
�¡�š�Ü�î�� >&P.22-44>' �†�g!·�K�Z�C�T�I�8��

• �Ø�î�¨1‘�9�¡�� �¹�î�±�˜�»75�F>& DLP>'�b�S�u�_  RSA Enterprise Manager �†�Q#Ý�M�•���œ�
�G�b
�¡�š�Ü�î�c  DLP 4*�o�†�µ�t�•+��ö�@�6�•�Ó�µ�­�î�ª3æ�™*…�b1‘�9�¡�†�v�“�K�r�M��7Á�Ê�Ó�î�Ý  �­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 Enterprise Manager �_  DLP �–�å�©�¹�å�º  �¹�î�±�†3æ�™�M�•7•�_1‘
�9�¡�†�µ�u�r�M��0ò(ý�_�X�8�Z�c�
 �� RSA Enterprise Manager �b3æ�™*…�b�Ø�î�¨1‘�9�¡�b"I����

>&P.22-45>' �†�g!·�K�Z�C�T�I�8��

LDAP �\  AsyncOS �\�b4�� �b�Ù)��s

LDAP �¹�•�Þ�¡�º�Ü�\  Cisco �”�É�Û�–�”�å�«�\�†4�� �I�O�•�\�
�w�™*…�w�E
°�€�
�Ó�µ�­�î�ª  �Ý�î
�¸�•�å�¢�
�>�|�g�Ê�µ�²�î  �Ð�«�•�Þ�î�»�_  LDAP �¹�•�Þ�¡�º�Ü  �§�î�Â�†�Q#Ý�[�A�r�M�� LDAP �¢�Ý�î
�É �¡�š�Ü�î�†�Ó�µ�­�î�ª  �Ç�•�Ý�±�\�\�v�_�Q#Ý�M�•�\�
�Ó�µ�­�î�ª�@  Cisco �”�É�Û�–�”�å�«�[�w�™�I
�€�S�\�A�b�v�~�…�8�b�Ý�î�Ý�†�8�B�[�A�r�M��

�W 22-1 �_�
 Cisco �”�É�Û�–�”�å�«�\  LDAP �@�]�b�|�:�_4�� �M�•�?�†&g�K�r�M��

�W 22-1 LDAP �b0¿��

1. 3æ�™ MTA �?�}�Ã�È�Ü�µ�¡  �Ü�«�¼�î�� A���_�Ó�µ�­�î�ª�@  SMTP )�#ä�[3æ�™�I�€�r�M��

2. Cisco �”�É�Û�–�”�å�«�c�
 LDAP �§�î�Â�_�P�K�Z�¡�š�Ü�î�†��/œ�K�r�M���G�b  LDAP �§�î�Â�c  [ �©
�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª>&�r�S�c�¢�ß�î�Â�Ý  ldapconfig  �¥�Ð�å
�»>'�[��*O�I�€�r�M��

3. �¹�î�±�@  LDAP �¹�•�Þ�¡�º�Ü�?�}�w�™�I�€�r�M���Ü�«�¼�î�[�Q#Ý�M�•�|�:�_  [ �©�«�¸�Ò'ö#.
>&System Administration>' ] > [LDAP] �Ì�î�ª>&�r�S�c  ldapconfig  �¥�Ð�å�»>'�[��*O�I�€�S�¡�š
�Ü�î�_�Â�L�Z�
���b��#.�@��/œ�I�€�r�M��

�Ç�“�–�”�˜�›�î�Ý
IronPort �”�É�Û�–�”�å�«

3æ�™ MTA

• �w�™*…�Ó�î�Ý �”�»�Þ�«>&�ß�î�•�Ý>'

• �Ó�î�Ý�Í�«�º�_��

• �Ó�î�Ý  �Ý�î�¸�•�å�¢�_��

• �¢�Ý�î�É�_��  

• SMTP AUTH 

2

1 HELO

SMTP

A

3

 

DC=example,DC=com

>&LDAP �@�–�¿�î�È�Ý>'
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'¨  22 'v       LDAP �¡�š�Ü�î
  LDAP �¡�š�Ü�î�b�+0[
– �Ó�µ�­�î�ª�†�‚�K�8�w�™*…�”�»�Þ�«�_�Ý�î�¸�•�å�¢�M�•�?�
�»�ß�µ�É�r�S�c�Â�˜�å�«�M�•

– �Ó�µ�­�î�ª�†�‚�K�8�w�™*…�b�Ó�î�Ý�Í�«�º�_�Ý�î�¸�•�å�¢�M�•

– �Ó�µ�­�î�ª  �Ê�µ�²�î  From:�
 To:�
 CC: �†�¡�š�Ü�î�_�ö�Y�8�Z�i�A�n�<�•

– �Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý  rcpt-to-group  �r�S�c  mail-from-group  �[��*O�I�€�S�
 �Q�€�è7F
�b�”�¡�©�Ù�å>&�¢�Ý�î�É  �¡�š�Ü�î�\)��s�œ�ƒ�O�Z�Q#Ý>' ��

>&�@>' Cisco �”�É�Û�–�”�å�«�?�}�c�
0
�X�b  LDAP �§�î�Â�_�K)F�[�A�r�M��0
�X�b  LDAP �§�î�Â�†�Q#Ý�K�Z�

�ß�î�»  �Â�Û�å�©�å�¢�x�Ç�™�î�Ý�œ�î�Â�î�†/œ�:�|�:�_  LDAP �É�ß�Ç�“�–�Ý�†0¿���[�A�r�M��0
�X�b  
LDAP �§�î�Â�\4�� �I�O�•�‰�2�b0ò(ý�_�X�8�Z�c�
 �� AsyncOS �†0
�X�b  LDAP �§�î�Â�\4�� �I�O�•�S
�u�b0¿���� >&P.22-46>' �†�g!·�K�Z�C�T�I�8��

Cisco IronPort �”�É�Û�–�”�å�«�†  LDAP �§�î�Â�\4�� �I�O�•�S�u�b0¿��

�w�E
°�€�
�Ý�î�¸�•�å�¢�
�š�–�Ü�”�©�å�¢�
�>�|�g�Ð�«�•�Þ�î�»�b�S�u�_  Cisco �”�É�Û�–�”�å�«�†  
LDAP �¹�•�Þ�¡�º�Ü�\4�� �I�O�•�_�c�
�è�W�b�m8p�_�‘�W�Z  AsyncOS �”�É�Û�–�”�å�«�†0¿���M�•�²0[
�@�6�~�r�M��

�m8p 

�«�¸�µ�É 1 LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†0¿���K�r�M ���§�î�Â  �É�ß�Ç�“�–�Ý�b
Æ���c�
 AsyncOS �?�}  LDAP �§�î
�Â�_�K)F�M�•�S�u�b�
���b�|�:�^�_���[�M��

– �¡�š�Ü�î3æ�™
›�\�^�•�§�î�Â�b�¡�S�\�Ï�î�º

– �Ë�î�«  DN

– �§�î�Â�l�b�Â�–�å�»�b�S�u�b1�0É�_�²0[�^�_��

�§�î�Â  �É�ß�Ç�“�–�Ý�b0¿���‰�2�b0ò(ý�_�X�8�Z�c�
 �� LDAP �§�î�Â�_6õ�M�•�_���†�–�Ñ�M�•  LDAP 
�§�î�Â  �É�ß�Ç�“�–�Ý�b�8�B�� >&P.22-5>' �†�g!·�K�Z�C�T�I�8��

LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†0¿���M�•�\�A�_�
 AsyncOS �?�}�b�K)F
›�\�^�•  LDAP �§�î�Â�†  1 �X
�r�S�c0
�X0¿���[�A�r�M��

AsyncOS �?�}0
�X�b�§�î�Â�_�K)F�M�•�|�:�_0¿���M�•�‰�2�_�X�8�Z�c�
 �� AsyncOS �†0
�X�b  
LDAP �§�î�Â�\4�� �I�O�•�S�u�b0¿���� >&P.22-46>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 LDAP �¡�š�Ü�î�†0¿���K�r�M �� LDAP �¡�š�Ü�î�c�
 LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�[0¿���K�r�M���G�G�[
0¿���M�•�¡�š�Ü�î�c�
��7•�_�Q#Ý�M�•  LDAP �b��/æ�\�«�Ÿ�î�Ð�_�œ�ƒ�O�Z1*�Z�K�Z�C�T�I�8��

�8�B�[�A�•  LDAP �¡�š�Ü�î�b�±�–�É�_�X�8�Z�c�
 �� LDAP �¡�š�Ü�î�b�+0[�� >&P.22-2>' �†�g!·�K�Z
�C�T�I�8��

�¡�š�Ü�î�b0°3Ù�‰�2�_�X�8�Z�c�
 �� LDAP �¡�š�Ü�î�_6õ�M�•�8���� >&P.22-12>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†�Ã�È�Ü�µ�¡  �Ü�«�¼�î�r�S�c�É�Û�–�Ë�î�º  �Ü�«�¼�î�_�P�K�Z�–�¿�î�È�Ý�_
�K�r�M �� LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†�Ü�«�¼�î�_�P�K�Z�–�¿�î�È�Ý�_�M�•�\�
�Q�b�Ü�«�¼�î�_�|�W�Z�

�Ó�µ�­�î�ª�b�w�E
°�€�
�Ý�î�¸�•�å�¢�
�r�S�c3æ�™�b�\�A�_  LDAP �¡�š�Ü�î�@��/œ�I�€�•�|�:�_�^�~
�r�M��

0ò(ý�_�X�8�Z�c�
 ��"I���b�Ü�«�¼�î�[��/œ�M�•�S�u�b  LDAP �¡�š�Ü�î�b�–�¿�î�È�Ý�ì�� >&P.22-7>' �†
�g!·�K�Z�C�T�I�8��
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'¨  22 'v       LDAP �¡�š�Ü�î
  LDAP �¡�š�Ü�î�b�+0[
>&�@>' �¢�Ý�î�É  �¡�š�Ü�î�†0¿���M�•�\�A�c�
 AsyncOS �\  LDAP �§�î�Â�\�†4�� �I�O�•�S�u�_�I�}�_0¿���8��
�@�²0[�[�M���¢�Ý�î�É  �¡�š�Ü�î�b0¿���‰�2�_�X�8�Z�c�
 ���w�™*…�@�¢�Ý�î�É  �Ó�å�Â�î�[�6�•�?�]�:�?�†
�æ���M�•�¢�Ý�î�É  LDAP �¡�š�Ü�î�b�Q#Ý�� >&P.22-23>' �†�g!·�K�Z�C�T�I�8���š�å�»�Ø�î�¨1�0É�r�S�c
�«�Ã�Ò3û%±)+�œ�b�¡�š�Ü�î�†0¿���M�•�\�A�c�
 Cisco �«�Ã�Ò7x7³�µ+��l�b  LDAP �š�å�»�Ø�î�¨  �”�¡�­
�«�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M�� Cisco �«�Ã�Ò7x7³�b0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS 
for Email Daily Management Guide���b�� Configuring the Cisco Spam Quarantines Feature���†�g!·�K
�Z�C�T�I�8��

LDAP �§�î�Â�_6õ�M�•�_���†�–�Ñ�M�•  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�b�8�B

LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�M�•�|�:�_  AsyncOS �†0¿���M�•�_�c�
 LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†�8�B�K
�r�M���G�b�p�_�
 LDAP �§�î�Â�_6õ�M�•�_���@�A(á�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª�b  [LDAP �§�î�Â�É�ß�Ç�“�–�Ý�†3ã�•
>&Add LDAP Server Profile>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �§�î�Â  �É�ß�Ç�“�–�Ý�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 3 LDAP �§�î�Â�b�Í�«�º�¡�†
°�Š�K�r�M��

0
�X�b�Í�«�º�¡�†
°�Š�M�•�\�
 LDAP �§�î�Â�b�Ç�™�î�Ý�œ�î�Â�î�x�ß�î�»  �Â�Û�å�©�å�¢�@�[�A�•
�|�:�_�^�~�r�M��0
�X�b�š�å�º�Ü�†�æ���M�•���œ�c�
�•�å�Ð�[�
�)�~�r�M��0ò(ý�_�X�8�Z�c�


�� AsyncOS �†0
�X�b  LDAP �§�î�Â�\4�� �I�O�•�S�u�b0¿���� >&P.22-46>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 4 1�0É�‰�2�†4E�¥�K�r�M�����¡1�0É�†�Q#Ý�M�•�G�\�v�
�Ø�î�¨�¡�\�Ã�«�á�î�»�†�æ���M�•�G�\�v�[�A�r
�M��

�«�¸�µ�É 5 LDAP �§�î�Â�b�±�–�É�†�
 [Active Directory]�
 [OpenLDAP]�
 [ �Y�Â�r�S�c�Q�€�è�¥>& Unknown or 
Other>' ] �?�}4E�¥�K�r�M��

�«�¸�µ�É 6 �Ï�î�º$��•�†
°�Š�K�r�M��

�¹�Ç�›�Ý�º  �Ï�î�º�c  3268 �[�M���G�€�c  Active Directory �b�¹�Ç�›�Ý�º  �Ï�î�º�[�6�~�
0
�X�§�î�Â
#”�C�b�¢�ß�î�Â�Ý  �•�±�ß�¢�l�b�”�¡�­�«�@�•+��_�^�~�r�M��

�«�¸�µ�É 7 LDAP �§�î�Â�b�Ë�î�«  DN>&1‘�9�¡>'�†
°�Š�K�r�M��

�Ø�î�¨�¡�\�Ã�«�á�î�»�†�Q#Ý�K�Z1�0É�M�•���œ�c�
�Ã�«�á�î�»�@�A(á�I�€�Z�8�•�š�å�º�Ü�l�b�ö
²  
DN �@�Ø�î�¨�¡�_�µ�r�€�Z�8�•�²0[�@�6�~�r�M���S�\�<�d�
�Ð�î�£�¸�•�å�¢  �¢�Ý�î�É�_�“�K�Z�8�•
�Ø�î�¨�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�@  joe@example.com �[�6�•�\�K�r�M���G�b�Ø�î�¨�b�š�å�º�Ü�c�
��
�b�|�:�_�^�~�r�M��

uid=joe, ou=marketing, dc=example dc=com

�«�¸�µ�É 8 LDAP �§�î�Â�\�b3û�™�_  SSL �†�Q#Ý�M�•�?�]�:�?�†4E�¥�K�r�M��

�«�¸�µ�É 9 [ 0ò(ý>&Advanced>' ] �[�
�Ÿ�Õ�µ�©�×�b�Ñ)F�•+��ì6ë�†
°�Š�K�r�M���G�b�Í�c�
�Ÿ�Õ�µ�©�×�†�–�â�M�•
�ì6ë�b6×�I�[�M��

�«�¸�µ�É 10 �–�â�M�•�Ÿ�Õ�µ�©�×  �š�å�º�Ü�b�q�±�X�†
°�Š�K�r�M��

�«�¸�µ�É 11 � �ì�K)F�b�q�±�X�†
°�Š�K�r�M��
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'¨  22 'v       LDAP �¡�š�Ü�î
  LDAP �¡�š�Ü�î�b�+0[
�ß�î�»  �Â�Û�å�©�å�¢�†/œ�:�|�:�_  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†0¿���K�S���œ�c�
�æ���I�€�S  
LDAP �§�î�Â�_�G�€�}�b�K)F�@�ú�~�(�E�}�€�r�M���S�\�<�d�
� �ì�K)F�X�†  10 �\0¿���K�
 3 �Ž�b
�§�î�Â�†�Q#Ý�K�Z�K)F�b�ß�î�»  �Â�Û�å�©�å�¢�†/œ�:���œ�c�
 AsyncOS �_�|�W�Z�§�î�Â�l�b�K)F�@  
10 �N�X�8�B�I�€�
�K)F�b)r�X�c  30 �\�^�~�r�M��

>&�@>' � �ì�K)F�b�q�±�X�_�c�
 LDAP �¡�š�Ü�î�_�Q#Ý�I�€�•  LDAP �K)F�v�µ�r�€�r�M���S�T�K�

Cisco �«�Ã�Ò7x7³�µ+��_�P�K�Z  LDAP 1�0É�†�Q#Ý�M�•���œ�c�
�G�€�|�~�v�¨�C�b�K)F�@6ä�?�€
�•�G�\�@�6�~�r�M��

�«�¸�µ�É 12 �§�î�Â�l�b�K)F�†�¸�«�º�M�•�S�u�_�
 [ �¸�«�º  �§�î�Â>& Test Server(s)>' ] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��0

�X�b  LDAP �§�î�Â�†�æ���K�S���œ�c�
�M�m�Z�b�§�î�Â�b�¸�«�º�@��/œ�I�€�r�M���¸�«�º�b)��Ý�@  [ �K)F
�«�¸�î�±�«>& Connection Status>' ] �Ç�•�î�Ý�»�_/²&g�I�€�r�M��0ò(ý�_�X�8�Z�c�
 �� LDAP �§�î�Â�b�¸
�«�º�� >&P.22-7>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 13 �¡�š�Ü�î�†�8�B�K�r�M��0ñ�\�M�•�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�Ç�•�î�Ý�»�_
°�Š�K�r�M��4E�¥�[�A
�•�b�c�
 [ �Ž1�>&Accept>' ]�
 [ �Ý�î�¸�•�å�¢>& Routing>' ]�
 [ �Ð�«�•�Þ�î�»>& Masquerade>' ]�
 [ �¢�Ý�î
�É>&Group>' ]�
 [SMTP 1�0É>&SMTP Authentication>' ]�
 [ �¥4Š1�0É>&External Authentication>' ]�
 [ �«
�Ã�Ò7x7³�š�å�»�Ø�î�¨1�0É>& Spam Quarantine End-User Authentication>' ]�
 [ �«�Ã�Ò7x7³�š�–�Ü�”�«)+
�œ>&Spam Quarantine Alias Consolidation>' ] �[�M��

>&�@>' �Ó�µ�­�î�ª�†�w�™�r�S�c3æ�™�M�•�\�A�_  Cisco �”�É�Û�–�”�å�«�@  LDAP �¡�š�Ü�î�†��/œ�[�A�•
�|�:�_�M�•�_�c�
0ñ�\�M�•�Ü�«�¼�î�_�P�K�Z  LDAP �¡�š�Ü�î�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r
�M��0ò(ý�_�X�8�Z�c�
 ��"I���b�Ü�«�¼�î�[��/œ�M�•�S�u�b  LDAP �¡�š�Ü�î�b�–�¿�î�È�Ý�ì��

>&P.22-7>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 14 �¡�š�Ü�î�†�¸�«�º�M�•�S�u�_�
 [ �¡�š�Ü�b�¸�«�º>& Test Query>' ] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

�¸�«�º  �Ã�Û�Ó�î�±�†
°�Š�K�Z  [ �¸�«�º�b��/œ>& Run Test>' ] �†�¡�Ü�µ�¡�K�r�M���¸�«�º�b)��Ý�@  [
�K)F�«�¸�î�±�«>& Connection Status>' ] �Ç�•�î�Ý�»�_/²&g�I�€�r�M���¡�š�Ü�î�b��*O�x�“�ö�_�š�f
�†�•�<�S���œ�c�
 [ �f�‚>& Update>' ] �†�¡�Ü�µ�¡�K�r�M��0ò(ý�_�X�8�Z�c�
 �� LDAP �¡�š�Ü�î�b�¸�«
�º�� >&P.22-17>' �†�g!·�K�Z�C�T�I�8��

>&�@>' '5�Ã�«�á�î�»�[�b�Â�–�å�»�†0Á�•�M�•�|�:�_  LDAP �§�î�Â�@0¿���I�€�Z�8�•���œ�c�
�Ã�«�á�î
�»  �Ç�•�î�Ý�»�@'5�[�v�¡�š�Ü�î�b�¸�«�º�c�œ�A�\�^�~�r�M��

�«�¸�µ�É 15 �š�f
Æ���†3æ�™�K�
&����K�r�M��

>&�@>' �§�î�Â0¿���b�X�_�D7H�c�6�~�r�O�‡�@�
0¿���[�A�•�¡�š�Ü�î�c�
�§�î�Â  1 �Ž�_�X�A�w�™*…�w�E
°�€  1 
�X�
�Ý�î�¸�•�å�¢  1 �X�
�Ð�«�•�Þ�î�»  1 �X�
�¢�Ý�î�É  �¡�š�Ü�î  1 �X�b�s�[�M��
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LDAP �§�î�Â�b�¸�«�º

[LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†3ã�• / )…7Ÿ>&Add/Edit LDAP Server Profile>' ] �Ì�î�ª�b  [ �¸�«�º  �§�î�Â
>&Test Server(s)>' ] �Î�±�å>&�r�S�c  CLI �b  ldapconfig  �¥�Ð�å�»�b  test  �§�È�¥�Ð�å�»>'�†�Q#Ý�K�Z�

LDAP �§�î�Â�l�b�K)F�†�¸�«�º�K�r�M���§�î�Â  �Ï�î�º�l�b�K)F�_�B�Œ�K�S�?�»�K�K�S�?�†&g�M�Ó�µ
�­�î�ª�@/²&g�I�€�r�M��0
�X�b  LDAP �§�î�Â�@0¿���I�€�Z�8�•���œ�c�
�›�§�î�Â�b�¸�«�º�@��/œ�I�€
�Z�
)��Ý�@�¶�9�_/²&g�I�€�r�M��

"I���b�Ü�«�¼�î�[��/œ�M�•�S�u�b  LDAP �¡�š�Ü�î�b�–�¿�î�È�Ý�ì

�Ó�µ�­�î�ª�†�w�™�r�S�c3æ�™�M�•�\�A�_  Cisco �”�É�Û�–�”�å�«�@  LDAP �¡�š�Ü�î�†��/œ�[�A�•�|�:�_
�M�•�_�c�
0ñ�\�M�•�Ü�«�¼�î�_�P�K�Z  LDAP �¡�š�Ü�î�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

LDAP �¡�š�Ü�î�b�¢�ß�î�Â�Ý0¿��

LDAP �¢�ß�î�Â�Ý0¿���[�c�
�M�m�Z�b  LDAP �º�Û�Ç�•�µ�¡�†�”�É�Û�–�”�å�«�@�]�b�|�:�_�…�:�?�†��
*O�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª�b  [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ
�¡�K�r�M��

�«�¸�µ�É 2 LDAP �º�Û�Ç�•�µ�¡�_�Q#Ý�M�•  IP �–�å�±�î�Ç�™�–�«�†4E�¥�K�r�M���–�å�±�î�Ç�™�–�«�b  1 �X�@+¬�·$×
�_�¹�Ç�›�Ý�º�\�K�Z4E�¥�I�€�r�M��

�«�¸�µ�É 3 LDAP �–�å�±�î�Ç�™�–�«�_�Q#Ý�M�•  TLS 0É�Â�i�†4E�¥�K�r�M>& [ �¿�µ�º�á�î�¡>& Network>' ] > [ 0É�Â�i
>&Certificates>' ] �Ì�î�ª�r�S�c  CLI �b  certconfig  �¥�Ð�å�»�†�Q#Ý�K�Z3ã�•�I�€�S  TLS 0É�Â�i�� ���Ú�b  
MTA �\�b�/�•�ì3û�™�b�+0[�� >&P.20-1>' �†�g!·�K�Z�C�T�I�8>' ��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�8�B�b�[

���_&g�M�[�[�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª�†�Q#Ý�K�Z�”�É�Û�–�”�å
�«�b�Â�–�å�»
›�\�^�•  LDAP �§�î�Â�†��*O�K�
�w�™*…�w�E
°�€�
�Ý�î�¸�•�å�¢�
�>�|�g�Ð�«�•�Þ�î�»
�b�¡�š�Ü�î�†0¿���K�r�M��

>&�@>' LDAP �K)F0è/œ�b�±�–�Ò�”�˜�º�c  60 &Ê�[�M���G�b�ì6ë�_�c�
 DNS �Ý�µ�¡�”�µ�É�\�K)F�Q�b�v�b�_�•�<
�Z�
�”�É�Û�–�”�å�«+¬�/�b1�0É�Â�–�å�»>&0ñ�\�M�•���œ>'�v�µ�r�€�r�M���6�G�b�»�K�‹�c�
� �L�§�î�Â

Æ�b�9�b�Í�«�º�_�P�M�•0è/œ�@�S�T�U�_/œ�ƒ�€�r�M>& 2 �X�è�V�b�Í�«�º�†�•�å�Ð�
�)�~�Ü�«�º�[�æ���K
�S���œ>'���§�î�Â
Æ�_�Í�«�º�@  1 �X�K�?�^�8���œ�c�
�Q�b�Í�«�º�l�b�K)F�@)Þ�~3É�K0è/œ�I�€�r�M��
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�W 22-2 LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�b0¿��>& 1/2>'

�6�u�_�
 �� PublicLDAP���\�8�:�½�µ�¡�¿�î�Ò�†  myldapserver.example.com  LDAP �§�î�Â�_�Z�<�r�M��
�K)F�X�c  10>&�¹�Ç�›�Ý�º�Í>'�_0¿���I�€�Z�>�~�
0
�X  LDAP �§�î�Â>&�Í�«�º>'�b�ß�î�»  �Â�Û�å�«  �œ�É
�©�Ù�å�c�¹�Ç�›�Ý�º�b�r�r�\�^�W�Z�8�r�M���G�G�[0
�X�b�Í�«�º�b�¡�S�†�
�•�å�Ð�
�)�~�b�Ü�«�º�\�K
�Z�æ���[�A�r�M���¡�š�Ü�î�b3æ�™
›�c�
�Ï�î�º  3268>&�¹�Ç�›�Ý�º�Í>'�[�M�� SSL �c�
�G�b�Í�«�º�b�K
)F�É�ß�º�¥�Ý�\�K�Z�c�–�¿�î�È�Ý�_�^�W�Z�8�r�O�‡�� example.com  �b�Ë�î�«  DN �@��*O�I�€�Z�8�r�M

>&dc=example,dc=com >'���Ÿ�Õ�µ�©�×�b�Ñ)F�•+��ì6ë�c  900 &Ê�
�Ÿ�Õ�µ�©�×  �š�å�º�Ü�b�q�±�X�c  10000 
�_0¿���I�€�Z�8�r�M��1�0É�‰�2�c�
 ���Ã�«�á�î�»�†�Q#Ý���_0¿���I�€�Z�8�r�M��

�w�™*…�w�E
°�€�
�Ó�î�Ý  �Ý�î�¸�•�å�¢�
�>�|�g�Ð�«�•�Þ�î�»�b�¡�š�Ü�î�@��*O�I�€�Z�8�r�M���¡�š
�Ü�î�¡�[�c�
�±�e�Ð�\�`�e�Ð�@�
�9�I�€�r�M���G�K�8)��Ý�@3É�I�€�•�|�:�_�M�•�_�c�
�G&��_�M+´�K�Z
�8�•�²0[�@�6�~�r�M��

�W 22-3 LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�b0¿��>& 2/2>'

�Ã�È�Ü�µ�¡  �Ü�«�¼�î�V�b  LDAP �¡�š�Ü�î�b�–�¿�î�È�Ý�ì

�G�b�[�[�c�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�� InboundMail���[�w�™*…�w�E
°�€�_�P�K�Z  LDAP �¡�š�Ü�î�†�Q#Ý
�M�•�|�:�_�f�‚�K�r�M���I�}�_�
�w�™*…�w�E
°�€�b�8���†  SMTP �•�å�Â�­�î�©�Ù�å�p�_/œ�:�|�:�_0¿
���K�r�M>&0ò(ý�_�X�8�Z�c�
 ���w�™*…�è0É�[�w�E
°�€�¡�š�Ü�î�†�Q#Ý�M�•�� >&P.22-19>' �†�g!·�K�Z�C�T
�I�8>' ��
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�W 22-4 �Ü�«�¼�î�[�b�w�E
°�€�\�Ý�î�¸�•�å�¢�b�¡�š�Ü�î�b�–�¿�î�È�Ý�ì

�É�Û�–�Ë�î�º  �Ü�«�¼�î�[�b  LDAP �¡�š�Ü�î�b�–�¿�î�È�Ý�ì

�G�b�[�[�c�
�É�Û�–�Ë�î�º  �Ü�«�¼�î�� OutboundMail���[  LDAP �¡�š�Ü�î�†�Q#Ý�K�Z�Ð�«�•�Þ�î�»�†/œ
�:�|�:�_�f�‚�K�r�M���Ð�«�•�Þ�î�»�P1ß�b�Ç�•�î�Ý�»�c�
 From�
 To�
 CC�
 Reply-To �^�]�@�6�~�r�M��

�W 22-5 �Ü�«�¼�î�[�b�Ð�«�•�Þ�î�»  �¡�š�Ü�î�b�–�¿�î�È�Ý�ì

Microsoft Exchange 5.5 �_�P�M�•�Ñ�G�§�Ï�î�º

AsyncOS �_�c�
 Microsoft Exchange 5.5 �†�§�Ï�î�º�M�•�S�u�b0¿���œ�É�©�Ù�å�@�6�~�r�M���G�€�|�~
�v�‚�K�8�Â�î�ª�Ù�å�b  Microsoft Exchange �†�Q#Ý�M�•���œ�c�
�G�b�œ�É�©�Ù�å�†�–�¿�î�È�Ý�_�M�•�²
0[�c�6�~�r�O�‡�� LDAP �§�î�Â�†0¿���M�•�\�A�_�
 Microsoft Exchange 5.5 �§�Ï�î�º�†�–�¿�î�È�Ý�_�M
�•�?�]�:�?�†4E�¥�[�A�r�M��4E�¥�M�•�_�c�
 CLI �†�Q#Ý�M�•�²0[�@�6�~�r�M�����_&g�M�|�:�_�

ldapconfig -> edit -> server -> compatibility  �§�È�¥�Ð�å�»�†��/œ�K�Z�
2A�e�_�� y���\'Å�<�r
�M��

mail3.example.com> ldapconfig
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Current LDAP server configurations:

1. PublicLDAP: (ldapexample.com:389)

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[]> edit

Enter the name or number of the server configuration you wish to edit.

[]> 1

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or 
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.

- SMTPAUTH - Configure SMTP authentication.

[]> server

Name: PublicLDAP

Hostname: ldapexample.com Port 389
22-10
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  22 'v       LDAP �¡�š�Ü�î
  LDAP �¡�š�Ü�î�b�+0[
Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Disabled

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

[]> compatibility

Would you like to enable Microsoft Exchange 5.5 LDAP compatibility mode?  (This is not 
recommended for versions of Microsoft Exchange later than 5.5, or other LDAP servers.) 
[N]> y

Do you want to configure advanced LDAP compatibility settings? (Typically not required) 
[N]>

Name: PublicLDAP

Hostname: ldapexample.com Port 389

Authentication Type: anonymous

Base: dc=ldapexample,dc=com

Microsoft Exchange 5.5 Compatibility Mode: Enabled (attribute "objectClass")

Choose the operation you want to perform:

- NAME - Change the name of this configuration.

- HOSTNAME - Change the hostname used for this query.

- PORT - Configure the port.
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LDAP �¡�š�Ü�î�_6õ�M�•�8��
LDAP �§�î�Â  �É�ß�Ç�“�–�Ý
Æ�_�
��/œ�K�S�8  LDAP �¡�š�Ü�î�b�±�–�É�H�\�_  1 �X�b�š�å�º�Ü�†�8�B�K
�r�M�� LDAP �¡�š�Ü�î�†�8�B�M�•�\�A�c�
��7•�_�Q#Ý�M�•  LDAP �§�î�Â�b�¡�š�Ü�î�S�e�[
°�Š�M�•�²
0[�@�6�~�r�M���8�B�M�•�¡�š�Ü�î�c�
��7•�_�Q#Ý�M�•  LDAP �¹�•�Þ�¡�º�Ü  �§�î�Å�«�b��/æ�_�œ�ƒ�O�Z
1*�Z�@�²0[�[�6�•�G�\�_�@�–�K�Z�C�T�I�8��"I�_�
)�)Ê�[�w�b�½�î�¬�† 6�S�M�|�:�_�‚�K�8�œ�È�ª�™�¡
�º  �¡�Û�«�x�“�ö�@�¹�•�Þ�¡�º�Ü�_3ã�•�I�€�Z�8�•���œ�[�M��

LDAP �¡�š�Ü�î�b�±�–�É

• �w�E
°�€�¡�š�Ü�î ��0ò(ý�_�X�8�Z�c�
 ���w�™*…�è0É�[�w�E
°�€�¡�š�Ü�î�†�Q#Ý�M�•�� >&P.22-19>' �†
�g!·�K�Z�C�T�I�8��

• �Ý�î�¸�•�å�¢  �¡�š�Ü�î ��0ò(ý�_�X�8�Z�c�
 ��0
�X�±�î�¤�µ�º  �”�»�Þ�«�l�b�Ó�î�Ý3æ�™�_�Ý�î�¸�•�å
�¢  �¡�š�Ü�î�†�Q#Ý�M�•�� >&P.22-20>' �†�g!·�K�Z�C�T�I�8��

• 0É�Â�i1�0É�¡�š�Ü�î�� 0ò(ý�_�X�8�Z�c�
 ���¡�Û�–�”�å�º0É�Â�i�b�w� �ö�b&�1��� >&P.23-51>' �†�g!·
�K�Z�C�T�I�8��

• �Ð�«�•�Þ�î�»  �¡�š�Ü�î ��0ò(ý�_�X�8�Z�c�
 ���š�å�Ë�ß�î�É3æ�™*…�†�i�A�n�<�•�S�u�b�Ð�«�•�Þ�î�»  
�¡�š�Ü�î�b�Q#Ý�� >&P.22-21>' �†�g!·�K�Z�C�T�I�8��

• �¢�Ý�î�É  �¡�š�Ü�î ��0ò(ý�_�X�8�Z�c�
 ���w�™*…�@�¢�Ý�î�É  �Ó�å�Â�î�[�6�•�?�]�:�?�†�æ���M�•�¢
�Ý�î�É  LDAP �¡�š�Ü�î�b�Q#Ý�� >&P.22-23>' �†�g!·�K�Z�C�T�I�8��

• �»�Ó�–�å�Ë�î�«  �¡�š�Ü�î ��0ò(ý�_�X�8�Z�c�
 ��"I���b�»�Ó�–�å�l�Ý�î�¸�•�å�¢�M�•�S�u�b�»�Ó�–�å  
�Ë�î�«  �¡�š�Ü�î�b�Q#Ý�� >&P.22-26>' �†�g!·�K�Z�C�T�I�8��

• �³�™�î�å  �¡�š�Ü�î ��0ò(ý�_�X�8�Z�c�
 ���M4��b  LDAP �¡�š�Ü�î�†��/œ�M�•�S�u�b�³�™�î�å  �¡�š
�Ü�î�b�Q#Ý�� >&P.22-28>' �†�g!·�K�Z�C�T�I�8��

���b% $×�b�S�u�_�¡�š�Ü�î�†0¿���M�•�G�\�v�[�A�r�M��

• �¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º75�F ��0ò(ý�_�X�8�Z�c�
 �� LDAP �¡�š�Ü�î�b�+0[�� >&P.22-2>' �†�g!·�K�Z�C
�T�I�8��

• SMTP 1�0É�� 0ò(ý�_�X�8�Z�c�
 �� SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿���� >&P.22-32>' �†�g!·�K
�Z�C�T�I�8��

• �¥4Š1�0É�� 0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�b�¥4Š  LDAP 1�0É�b0¿���� >&P.22-40>' �†�g!·�K�Z�C�T�I�8��

• �«�Ã�Ò7x7³�l�b�š�å�»�Ø�î�¨1�0É�b�¡�š�Ü�î�� 0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort �«�Ã�Ò7x7³
Æ�b
�š�å�»  �Ø�î�¨1�0É�� >&P.22-43>' �†�g!·�K�Z�C�T�I�8��

• �«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ�b�¡�š�Ü�î�� 0ò(ý�_�X�8�Z�c�
 ���«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ�b�¡�š
�Ü�î�� >&P.22-44>' �†�g!·�K�Z�C�T�I�8��

�æ���K�S�è(ô�¡�š�Ü�î�c�
�©�«�¸�Ò�V�[0¿���í�s�b�M�m�Z�b�Ü�«�¼�î�_�Q#Ý�[�A�r�M��

- AUTHTYPE - Choose the authentication type.

- BASE - Configure the query base.

- COMPATIBILITY - Set LDAP protocol compatibility options.

[]>
22-12
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  22 'v       LDAP �¡�š�Ü�î
  LDAP �¡�š�Ü�î�_6õ�M�•�8��
�Ë�î�«1‘�9�¡>& DN>'

�¹�•�Þ�¡�º�Ü�b�Ý�î�º  �Þ�Ë�Ý�†���Ë�î�«���\�ç�g�r�M���Ë�î�«�b�¡�S�c  DN>&distinguishing name>'�[
�M�� Active Directory>&�>�|�g  RFC 2247 �_�ö�Y�C�† =>'�b�Ë�î�«  DN �b�Ç�›�î�Ð�µ�º�[�c�
 DNS �»�Ó
�–�å�@�»�Ó�–�å  �¥�å�Ï�î�¿�å�º>& dc=>'�_�š�n�I�€�r�M���S�\�<�d�
 example.com �b�Ë�î�«  DN �c

�� dc=example, dc=com���[�M�� DNS �¡�b�›4Š�(�@8p$��_/²#'�I�€�•�G�\�_�@�–�K�Z�C�T�I�8���G�€�_
�c�
��7•�b  LDAP 0¿���@�o�Î�I�€�•�G�\�v�
�I�€�^�8�G�\�v�6�~�r�M��

��7•�_�Q#Ý�M�•�¹�•�Þ�¡�º�Ü�_0
�X�b�»�Ó�–�å�@�µ�r�€�Z�8�•���œ�c�
�¡�š�Ü�î�b�P1ß�b�Ë�î�«�†  1 �X
�T�E
°�Š�M�•�b�[�c�Y4”�œ�[�6�•�G�\�v�6�~�r�M���Q�b�|�:�^���œ�c�
 LDAP �§�î�Â0¿���†�æ���M�•
�\�A�_�
�Ë�î�«�†�� NONE���_0¿���K�r�M���S�T�K�
�G�b�|�:�_0¿���M�•�\�è(ô�b� "á�@�*�W�K�r�M��

LDAP �¡�š�Ü�î�b�S�e

LDAP �Ã�«
Æ�[�«�Ì�î�«�†�Q#Ý�[�A�r�M���,#Ý'¢�[�V�t�²0[�c�6�~�r�O�‡�� CN �\  DC �b�S�e�[�c�
�±
�e�Ð�\�`�e�Ð�c�
�9�I�€�r�O�‡��

Cn=First Last,oU=user,dc=domain,DC=COM

�¡�š�Ü�î�_
°�Š�M�•�š�X�¡�[�c �±�e�Ð�\�`�e�Ð�@�
�9�I�€�• �b�[�
�G�K�C�·�8�I�O�•�_�c�
�Q#Ý�M�•  
LDAP ��/æ�_�M+´�I�O�•�²0[�@�6�~�r�M���S�\�<�d�
�É�ß�å�É�º�[  mailLocalAddress  �\
°�Š�K�S�\�A
�_��/œ�I�€�•�¡�š�Ü�î�c�
 maillocaladdress  �\
°�Š�K�S�\�A�\�c$��^�~�r�M��

�º�î�¡�å

���b�º�î�¡�å�†  LDAP �¡�š�Ü�î
Æ�[�Q#Ý�[�A�r�M��

• {a} �Ø�î�¨�¡ @�»�Ó�–�å�¡

• {d} �»�Ó�–�å�¡

• {dn} 1‘�9�¡

• {g} �¢�Ý�î�É�¡

• {u} �Ø�î�¨�¡

• {f} MAIL FROM: �”�»�Þ�«

>&�@>' {f} �º�î�¡�å�†�Q#Ý�[�A�•�b�c�
�w�E
°�€�¡�š�Ü�î�b�s�[�M��

�S�\�<�d�
�Ó�î�Ý�†�w�E
°�€�•�S�u�b  Active Directory LDAP �§�î�Â�_�P�M�•�¡�š�Ü�î�c�
���b�|�:�_
�^�~�r�M��

(|(mail={a})(proxyAddresses=smtp:{a}))

>&�@>' �8�B�K�S�¡�š�Ü�î�c�
 [LDAP] �Ì�î�ª�b  [ �¸�«�º>& Test>' ] �µ+�>&�r�S�c  ldapconfig  �¥�Ð�å�»�b  test  
�§�È�¥�Ð�å�»>'�†�Q#Ý�K�Z�¸�«�º�M�•�G�\�†�I�C�N�á�K�r�M���‡�…�K�S�\�>�~�b)��Ý�@3É�I�€�•�G�\�†
&�1��K�Z�?�}�
�Ü�«�¼�î�_�P�K�Z  LDAP �µ+��†�–�¿�î�È�Ý�_�K�Z�C�T�I�8��0ò(ý�_�X�8�Z�c�
 �� LDAP 
�¡�š�Ü�î�b�¸�«�º�� >&P.22-17>' �†�g!·�K�Z�C�T�I�8��

�­�Ÿ�×�”  LDAP>&SSL>'

AsyncOS �\  LDAP �§�î�Â�\�b3û�™�_  SSL �†�Q#Ý�M�•�|�:�_0¿���[�A�r�M�� SSL �†�Q#Ý�M�•�|�:�_  
LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†0¿���K�S���œ�b�·�8�c���b�|�:�_�^�~�r�M��
22-13
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'¨  22 'v       LDAP �¡�š�Ü�î
  LDAP �¡�š�Ü�î�_6õ�M�•�8��
• AsyncOS �c�
 CLI �b  certconfig  �[0¿���I�€�S  LDAPS 0É�Â�i�†�Q#Ý�K�r�M>&�� GUI �†�Q#Ý�K�S+¬
�k*+�¡0É�Â�i�b�8�B�� >&P.20-3>' �†�g!·>' ��

LDAP �§�î�Â�_�|�W�Z�c�
 LDAPS 0É�Â�i�b�Q#Ý�†�§�Ï�î�º�M�•�|�:�_0¿���M�•�8���@�²0[�_�^�~
�r�M��

• 0¿���í�s�b  LDAPS 0É�Â�i�@�^�8���œ�c�
�¹�Ô0É�Â�i�@�Q#Ý�I�€�r�M��

�Ý�î�¸�•�å�¢  �¡�š�Ü�î

LDAP �Ý�î�¸�•�å�¢  �¡�š�Ü�î�b
Ì�•�b�D7H�c�6�~�r�O�‡���Ý�î�¸�•�å�¢�c�ö
²�_�¹�î�±  �»�Ü�È�å�[/œ
�ƒ�€�r�M���S�T�K�
 AsyncOS �_�c�
�Ý�î�¸�•�å�¢�b�Ì�‚�Ý�î�É�†75�F�M�•�S�u�_� #”�g!·�b�w!“�†1*
�m�•�µ+��@�6�~�r�M��

LDAP �§�î�Â�l�b���¡�b�Â�–�å�»�†�¡�Û�–�”�å�º�_0Á�•�M�•  
)�)Ê�_�|�W�Z�c�
���¡�¡�š�Ü�î�†0Á�•�M�•�|�:�_  LDAP �¹�•�Þ�¡�º�Ü  �§�î�Â�†0¿���M�•�G�\�@�²0[�_
�^�~�r�M�� >&���¡�¡�š�Ü�î�†0Á�•�M�•�\�
�¡�Û�–�”�å�º�@���¡�[�§�î�Â�_�Â�–�å�»�K�Z�¡�š�Ü�î�†��/œ
�[�A�•�|�:�_�^�~�r�M>' �����¡�¡�š�Ü�î�†0Á�•�M�•�|�:�_  Active Directory �†0¿���M�•
½�/$×�^�m8p�_
�X�8�Z�c�
 Microsoft �§�Ï�î�º�•/¡�_��  320528 �†�g!·�K�Z�C�T�I�8�� URL �c���b�\�>�~�[�M��

�r�S�c�
1�0É�\�¡�š�Ü�î��/œ�S#Ý�b�Ø�î�¨�†  1 �X#Ý�–�K�r�M���G�b�|�:�_�M�€�d�
�õ�–�b�¡�Û�–�”�å�º
�?�}���¡�¡�š�Ü�î�†�w�E�Ü�E�•�|�:�_  LDAP �¹�•�Þ�¡�º�Ü  �§�î�Â�†6ä�:�M�•�²0[�c�6�~�r�O�‡��

�G�G�[�c�
���b�m8p�_�X�8�Z1��Â�K�r�M��

• �����¡��1�0É�†0Á�•�M�•�|�:�_  Microsoft Exchange 2000 �§�î�Â�†�­�µ�º�”�µ�É�M�•�‰�2��

• �����¡�Â�–�å�»���†0Á�•�M�•�|�:�_  Microsoft Exchange 2000 �§�î�Â�†�­�µ�º�”�µ�É�M�•�‰�2��

• Cisco AsyncOS �@ LDAP �¹�î�±�†  Microsoft Exchange 2000 �§�î�Â�?�}�����¡�Â�–�å�»���\����
�¡��1�0É�b�g�‰�†�Q#Ý�K�Z�v�“�M�•�|�:�_�­�µ�º�”�µ�É�M�•�‰�2��

�Ø�î�¨7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�e�8�œ�ƒ�O�•�\�8�:% $×�[�����¡���r�S�c�����¡�Â�–�å�»��1�0É�†0Á�•
�M�•�_�c�
 Microsoft Exchange 2000 �§�î�Â�_�P�K�Z"I���b�”�¡�­�«0Á�•�†0¿���M�•�²0[�@�6�~�r�M��
�G�b�|�:�^0¿���@8��–�_�z'g�X�b�c�
 SMTP �¤�î�º�˜�™�–�_�P�M�•%T�™�Ó�î�Ý  �Ó�µ�­�î�ª�b�w� �ö�†
�è0É�M�•�S�u�_  LDAP �¡�š�Ü�î�†�Q#Ý�M�•���œ�[�M��

���¡1�0É�b�­�µ�º�”�µ�É

�G�G�[1��Â�M�•�­�µ�º�”�µ�É�m8p�†��/œ�M�•�\�
 Microsoft Windows Active Directory 
Æ�b Active 
Directory �§�î�Â�>�|�g  Exchange 2000 �§�î�Â�_�P�M�•�•1�0É�b�¡�š�Ü�î�["I���b�¹�î�±�†�Q#Ý�[�A�•
�|�:�_�^�~�r�M�� Active Directory �l�b�����¡�Â�–�å�»���†0Á�•�M�•�m8p�_�X�8�Z�c�
 �� Active 
Directory �b���¡�Â�–�å�»�b�­�µ�º�”�µ�É�� >&P.22-15>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 �]�b�|�:�^  Active Directory �”�¡�­�«0Á�•�@�²0[�[�6�•�?�†&�1��M�•��

ADSI Edit �«�¼�µ�É�–�å�r�S�c  LDP �Ø�î�¸�•�Ü�¸�•�†�Q#Ý�K�Z�
�è�W�b  Active Directory �œ�È
�ª�™�¡�º�b�“�ö�_�P�M�•�”�¡�­�«0Á�•�†�Ÿ�G�M�•�²0[�@�6�~�r�M��

– �¡�š�Ü�î�b�P1ß�[�6�•�»�Ó�–�å�b�
�»�Ó�–�å�¡�S�Ü�E�¥�å�¸�Ÿ�«�º�b�Ý�î�º��

http://support.microsoft.com/default.aspx?scid=kb%3Ben-us%3B320528 
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'¨  22 'v       LDAP �¡�š�Ü�î
  LDAP �¡�š�Ü�î�_6õ�M�•�8��
– 7Á�Ê�Ó�î�Ý�_���¡�š�Ü�î�b�P1ß�[�6�•�Ø�î�¨�@�“�K�Z�8�•  OU �>�|�g  CN �œ�È�ª�™�¡�º�M�m
�Z��

���b/²�_�
�²0[�^�¥�å�¸�¼�M�m�Z�_4:#Ý�I�€�Z�8�•�²0[�b�6�•�”�¡�­�«0Á�•�†&g�K�r�M��

�«�¸�µ�É 2 Active Directory �b�”�¡�­�«0Á�•�†0¿���M�•��

– Windows 2000 Support Tools �?�}  ADSIEdit �†6ä�A�r�M��

– [ �»�Ó�–�å  �¿�î�Ñ�å�¢  �¥�å�¸�Ÿ�«�º>& Domain Naming Context>' ] �Ç�›�Ý�²�†0b�X�E�r�M���G
�b�Ç�›�Ý�²�_�
�»�Ó�–�å�b  LDAP �Ã�«�@�6�~�r�M��

– [ �»�Ó�–�å  �¿�î�Ñ�å�¢  �¥�å�¸�Ÿ�«�º>& Domain Naming Context>' ] �Ç�›�Ý�²�†�‘�¡�Ü�µ�¡�K�Z  
[ �É�ß�Ã�¸�•>& Properties>' ] �†�¡�Ü�µ�¡�K�r�M��

– [ �­�Ÿ�×�Ü�¸�•>& Security>' ] �†�¡�Ü�µ�¡�K�r�M��

– [ 0ò(ý>&Advanced>' ] �†�¡�Ü�µ�¡�K�r�M��

– [ 3ã�•>&Add>' ] �†�¡�Ü�µ�¡�K�r�M��

– �Ø�î�¨  �œ�È�ª�™�¡�º  [ 
²�(>& Everyone>' ] �†�¡�Ü�µ�¡�K�Z  [OK] �†�¡�Ü�µ�¡�K�r�M��

– [ �’7H�b'�8®>& Permission Type>' ] �±�È�†�¡�Ü�µ�¡�K�r�M��

– [ 4:#Ý>&Apply onto>' ] �Î�µ�¡�«�b  [ )E�Ž>&Inheritance>' ] �†�¡�Ü�µ�¡�K�r�M��

– [ �’7H>&Permission>' ] �”�¡�­�«0Á�•�b  [ 0Á�•>&Allow >' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 3 Cisco �Ó�µ�­�î�ª�å�¢  �¤�î�º�˜�™�–�†0¿���M�•

Command Line Interface>&CLI; �¥�Ð�å�»�Û�–�å  �–�å�±�î�Ç�™�–�«>'�b  ldapconfig  �†�Q#Ý�K�Z�

LDAP �§�î�Â  �š�å�º�Ü�†�8�B�K�r�M�����b�_���†�æ���K�Z�C�T�I�8��

– Active Directory �r�S�c  Exchange �§�î�Â�b�Í�«�º�¡

– �Ï�î�º  3268

– �»�Ó�–�å�b�Ý�î�º�¡�S�Ü�E�¥�å�¸�Ÿ�«�º�_�M+´�M�•�Ë�î�«  DN

– 1�0É�±�–�É>8���¡

Active Directory �b���¡�Â�–�å�»�b�­�µ�º�”�µ�É

�G�G�[1��Â�M�•�­�µ�º�”�µ�É�m8p�†��/œ�M�•�\�
 Microsoft Windows Active Directory 
Æ�b Active 
Directory �§�î�Â�>�|�g  Exchange 2000 �§�î�Â�_�P�M�•���¡�Â�–�å�»  �¡�š�Ü�î�["I���b�¹�î�±�†�Q#Ý�[
�A�•�|�:�_�^�~�r�M�� Active Directory �§�î�Â�b���¡�Â�–�å�»�†�Q#Ý�M�•�\�A�c�
�Ø�î�¨�¡  anonymous  
�\�È�Û�å�¡�b�Ã�«�á�î�»�@3æ�™�I�€�r�M��

�Ø�î�¨  �œ�È
�ª�™�¡�º �’7H )E�Ž

�”�¡�­�«0Á�•�b�±�–
�É


²�(
>&Everyone>'


Æ���b�M0t/²&g �¥�å�¸�¼  �œ�È�ª�™�¡�º �œ�È�ª�™�¡�º


²�(
>&Everyone>'


Æ���b�M0t/²&g )�)Ê�"�)�œ�È�ª�™�¡�º �œ�È�ª�™�¡�º


²�(
>&Everyone>'

�Ã�È�Ü�µ�¡  �–�å�Ç�›�Ó�î
�©�Ù�å1��s�v�~

�Ø�î�¨  �œ�È�ª�™�¡�º �É�ß�Ã�¸�•


²�(
>&Everyone>'

7Á0ð�\�Ó�î�Ý�b�œ�É�©�Ù�å
�b1��s�v�~

�Ø�î�¨  �œ�È�ª�™�¡�º �É�ß�Ã�¸�•
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  LDAP �¡�š�Ü�î�_6õ�M�•�8��
>&�@>' ���¡�Â�–�å�»�†0è/œ�M�•�\�A�_�1�}�?�b�Ã�«�á�î�»�@  Active Directory �§�î�Â�_3æ�™�I�€�•�\�
1�0É�_
�»�K�M�•�G�\�@�6�~�r�M��

�m8p 

�«�¸�µ�É 1 �]�b�|�:�^  Active Directory �”�¡�­�«0Á�•�@�²0[�[�6�•�?�†&�1��M�•��

ADSI Edit �«�¼�µ�É�–�å�r�S�c  LDP �Ø�î�¸�•�Ü�¸�•�†�Q#Ý�K�Z�
�è�W�b  Active Directory �œ�È
�ª�™�¡�º�b�“�ö�_�P�M�•�”�¡�­�«0Á�•�†�Ÿ�G�M�•�²0[�@�6�~�r�M��

– �¡�š�Ü�î�b�P1ß�[�6�•�»�Ó�–�å�b�
�»�Ó�–�å�¡�S�Ü�E�¥�å�¸�Ÿ�«�º�b�Ý�î�º��

– 7Á�Ê�Ó�î�Ý�_���¡�š�Ü�î�b�P1ß�[�6�•�Ø�î�¨�@�“�K�Z�8�•  OU �>�|�g  CN �œ�È�ª�™�¡�º�M�m
�Z��

���b/²�_�
�²0[�^�¥�å�¸�¼�M�m�Z�_4:#Ý�I�€�Z�8�•�²0[�b�6�•�”�¡�­�«0Á�•�†&g�K�r�M��

�«�¸�µ�É 2 Active Directory �b�”�¡�­�«0Á�•�†0¿���M�•��

– Windows 2000 Support Tools �?�}  ADSIEdit �†6ä�A�r�M��

– [ �»�Ó�–�å  �¿�î�Ñ�å�¢  �¥�å�¸�Ÿ�«�º>& Domain Naming Context>' ] �Ç�›�Ý�²�†0b�X�E�r�M���G
�b�Ç�›�Ý�²�_�
�»�Ó�–�å�b  LDAP �Ã�«�@�6�~�r�M��

– [ �»�Ó�–�å  �¿�î�Ñ�å�¢  �¥�å�¸�Ÿ�«�º>& Domain Naming Context>' ] �Ç�›�Ý�²�†�‘�¡�Ü�µ�¡�K�Z  
[ �É�ß�Ã�¸�•>& Properties>' ] �†�¡�Ü�µ�¡�K�r�M��

– [ �­�Ÿ�×�Ü�¸�•>& Security>' ] �†�¡�Ü�µ�¡�K�r�M��

– [ 0ò(ý>&Advanced>' ] �†�¡�Ü�µ�¡�K�r�M��

– [ 3ã�•>&Add>' ] �†�¡�Ü�µ�¡�K�r�M��

– �Ø�î�¨  �œ�È�ª�™�¡�º  [ ���¡�ß�¢�œ�å>& ANONYMOUS LOGON>' ] �†�¡�Ü�µ�¡�K�Z  [OK] �†�¡
�Ü�µ�¡�K�r�M��

– [ �’7H�b'�8®>& Permission Type>' ] �±�È�†�¡�Ü�µ�¡�K�r�M��

– [ 4:#Ý>&Apply onto>' ] �Î�µ�¡�«�b  [ )E�Ž>&Inheritance>' ] �†�¡�Ü�µ�¡�K�r�M��

– [ �’7H>&Permission>' ] �”�¡�­�«0Á�•�b  [ 0Á�•>&Allow >' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 3 Cisco �Ó�µ�­�î�ª�å�¢  �¤�î�º�˜�™�–�†0¿���M�•��

[ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª>&�r�S�c  CLI �b  ldapconfig >'�†�Q#Ý
�K�Z  LDAP �§�î�Â  �š�å�º�Ü�†�8�B�K�r�M�����b�_���†�æ���K�Z�C�T�I�8��

�Ø�î�¨  �œ�È�ª�™�¡�º �’7H )E�Ž
�”�¡�­�«0Á�•
�b�±�–�É

ANONYMOUS LOGON 
Æ���b�M0t/²&g �¥�å�¸�¼  �œ�È�ª�™�¡
�º

�œ�È�ª�™�¡�º

ANONYMOUS LOGON 
Æ���b�M0t/²&g )�)Ê�"�)�œ�È�ª�™�¡
�º

�œ�È�ª�™�¡�º

ANONYMOUS LOGON �Ã�È�Ü�µ�¡  �–�å�Ç�›�Ó�î�©�Ù�å
1��s�v�~

�Ø�î�¨  �œ�È�ª�™�¡�º �É�ß�Ã�¸�•

ANONYMOUS LOGON 7Á0ð�\�Ó�î�Ý�b�œ�É�©�Ù�å�b1�
�s�v�~

�Ø�î�¨  �œ�È�ª�™�¡�º �É�ß�Ã�¸�•
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  LDAP �¡�š�Ü�î�_6õ�M�•�8��
– Active Directory �r�S�c  Exchange �§�î�Â�b�Í�«�º�¡

– �Ï�î�º  3268

– �»�Ó�–�å�b�Ý�î�º�¡�S�Ü�E�¥�å�¸�Ÿ�«�º�_�M+´�M�•�Ë�î�«  DN

– 1�0É�±�–�É>8�Ã�«�á�î�»  �Ë�î�«>& cn=anonymous  �†�Ø�î�¨�\�K�Z�Q#Ý�K�
�Ã�«�á�î�»�c�È�Û�å
�¡>'

Active Directory �b��/æ�_6õ�M�•�@�–

•  Active Directory �§�î�Â�@  LDAP �K)F�†�w�E�Ü�E�•�Ï�î�º�c�
 3268 �\  389 �[�M���¢�ß�î�Â�Ý  �•�±
�ß�¢�l�b�”�¡�­�«#Ý�b�¹�Ç�›�Ý�º  �Ï�î�º�c  3268 �[�M��

• Active Directory �§�î�Â�@  LDAPS �K)F�†�w�E�Ü�E�•�Ï�î�º�c�
 636 �\  3269 �[�M�� Microsoft 0���
�[  LDAPS �@�§�Ï�î�º�I�€�•�b�c�
 Windows Server 2003 �è�V�[�M��

• Cisco �”�É�Û�–�”�å�«�c�
�¢�ß�î�Â�Ý  �•�±�ß�¢�[�v�6�•�»�Ó�–�å  �¥�å�º�ß�î�Û�_�K)F�K�Z�C�T�I
�8���G�€�c�
0
�X�b�Ë�î�«�_�P�M�•�¡�š�Ü�î�†� �L�§�î�Â�†�Q#Ý�K�Z��/œ�[�A�•�|�:�_�M�•�S�u�[
�M��

• �¡�š�Ü�î�†�G�–�_��/œ�M�•�_�c�
 Active Directory �b�p�[�
�¹�•�Þ�¡�º�Ü  �œ�È�ª�™�¡�º�_�P�M�•1�
�s�v�~0Á�•�†�¢�Ý�î�É  Everyone �_�Ü�Z�M�•�²0[�@�6�~�r�M���G�€�_�c�
�»�Ó�–�å�¡�S�Ü�E�¥�å�¸
�Ÿ�«�º�b�Ý�î�º�v�µ�r�€�r�M��

• �M+á$×�_�
�¨�C�b  Active Directory ��/æ�[�c�
 mail  �“�ö�š�å�º�Ü�_�M+´�M�•�Í�b
�� ProxyAddresses���“�ö�š�å�º�Ü�@�Ñ�~�K�r�M��

• Microsoft Exchange #”�C�@� �L�–�å�Ç�Û�«�º�Û�¡�³�Õ
Æ�_0
�X�6�~�
�«�8�†1�1‘�K�Z�8�•���œ�c�

Exchange #”�C�b6ë�[�Ó�î�Ý�†�Ý�î�¸�•�å�¢�M�•�\�A�_�
3æ�™
–  MTA �_�`�•�‰�¥�b�Ý�î�º�c3û�–
�c�²0[�6�~�r�O�‡��

LDAP �¡�š�Ü�î�b�¸�«�º

[LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†3ã�• / )…7Ÿ>&Add/Edit LDAP Server Profile>'] �Ì�î�ª�b  [ �¡�š�Ü�b�¸�«�º
>&Test Query>' ] �Î�±�å>&�r�S�c  CLI �b  test  �§�È�¥�Ð�å�»>'�†�Q#Ý�K�Z�
�¡�š�Ü�î  �±�–�É�H�\�_�
0¿��
�K�S  LDAP �§�î�Â�_�P�M�•�¡�š�Ü�î�†�¸�«�º�K�r�M��)��Ý�@/²&g�I�€�•�T�E�[�^�C�
�¡�š�Ü�î�K)F�¸
�«�º�b�›�«�¸�î�ª�b0ò(ý�v/²&g�I�€�r�M���¸�«�º�c�
�¡�š�Ü�î  �±�–�É�b�Q�€�R�€�_�P�K�Z/œ�:�G�\�@
�[�A�r�M��

ldaptest  �¥�Ð�å�»�†�
���b�[�b�|�:�_�Â�µ�³  �¥�Ð�å�»�\�K�Z�Q#Ý�[�A�r�M��

ldaptest LDAP.ldapaccept foo@ironport.com
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  LDAP �¡�š�Ü�î�_6õ�M�•�8��
LDAP �§�î�Â�“�ö�b  Host Name �Ç�•�î�Ý�»�_0
�X�b�Í�«�º�†
°�Š�K�S���œ�c�
 Cisco �”�É�Û�–�”�å�«
�c�›  LDAP �§�î�Â�_�P�K�Z�¡�š�Ü�î�b�¸�«�º�†/œ�8�r�M��

>&�@>' �¡�š�Ü�î�_
°�Š�M�•�š�X�¡�[�c �±�e�Ð�\�`�e�Ð�@�
�9�I�€�• �b�[�
�G�K�C�·�8�I�O�•�_�c�
�Q#Ý�M�•  
LDAP ��/æ�_�M+´�I�O�•�²0[�@�6�~�r�M���S�\�<�d�
�É�ß�å�É�º�[  mailLocalAddress  �\
°�Š�K�S�\�A
�_��/œ�I�€�•�¡�š�Ü�î�c�
 maillocaladdress  �\
°�Š�K�S�\�A�\�c$��^�~�r�M���8�B�K�S�M�m�Z�b�¡�š
�Ü�î�_�X�8�Z�
 ldapconfig  �¥�Ð�å�»�b  test  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�¸�«�º�K�
�G�K�8)��Ý�@3É�I�€�•
�G�\�†&�1��M�•�G�\�†�I�C�N�á�K�r�M��

LDAP �§�î�Â�l�b�K)F�b�º�Û�È�Ý�©�×�î�¸�•�å�¢

LDAP �§�î�Â�@�”�É�Û�–�”�å�«�?�}�?4)�Y+��[�6�•���œ�c�
���b�š�Û�î�b�8�N�€�?�@/²&g�I�€�r�M��

• Error: LDAP authentication failed: <LDAP Error "invalidCredentials" [0x31]> 

• Error: Server unreachable: unable to connect  

• Error: Server unreachable: DNS lookup failure  

/² 22-1 LDAP �¡�š�Ü�î�b�¸�«�º

�¡�š�Ü�î�b�±�–�É �w�™*…�@�M+´�M�•���œ>&PASS>' �w�™*…�@�M+´�K�^�8���œ>&FAIL>' 

�w�™*…�w�E
°�€>&[ �Ž1�
>&Accept >' ]�
 ldapaccept >'

�Ó�µ�­�î�ª�†�w�E
°�€�r�M�� �w�™*…�@!“� >8�•�å�Â�­�î�©�Ù�å�r�S
�c4����Â�˜�å�«�r�S�c�Ó�µ�­�î�ª�†�»
�ß�µ�É>&�Ü�«�¼�î0¿���_�|�•>' ��
DHAP>8�»�ß�µ�É��

�Ý�î�¸�•�å�¢

>&[ �Ý�î�¸�•�å�¢>& Routing >' ]�

ldaprouting >'

�¡�š�Ü�î�b0¿���_�ö�Y�8�Z�Ý�î
�¸�•�å�¢�K�r�M��

�G�b�Ó�µ�­�î�ª�b��#.�†)F/œ�K�r�M��

�Ð�«�•�Þ�î�»>& [ �Ð�«�•�Þ�î
�»>&Masquerade >' ]�

masquerade >'

�¡�š�Ü�î
Æ�[��*O�I�€�S�š�X
�Ð�µ�Æ�å�¢�_�‘�W�Z�Ê�µ�²�î�†
�š�f�K�r�M��

�G�b�Ó�µ�­�î�ª�b��#.�†)F/œ�K�r�M��

�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É>& [
�¢�Ý�î�É>& Group >' ]�

ldapgroup >'

�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�_�P
�K�Z�� true���†3É�K�r�M��

�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý�_�P�K�Z
�� false���†3É�K�r�M��

SMTP Auth

>&[SMTP 1�0É>&SMTP 
Authentication >' ]�

smtpauth >'

LDAP �§�î�Â�?�}3É�I�€�S�Ã�«
�á�î�»�†�Q#Ý�K�Z1�0É�†/œ�8�r
�M���X�r�~�
 SMTP 1�0É�@/œ�ƒ
�€�r�M��

�M+´�M�•�Ã�«�á�î�»�†0b�X�E�•�G�\�c
�[�A�r�O�‡�� SMTP 1�0É�b0è/œ�c�»
�K�K�r�M��

�¥4Š1�0É>&externalauth >' �Â�–�å�»�
�Ø�î�¨  �Þ�¥�î�»�
�>
�|�g�Ø�î�¨�b�¢�Ý�î�É  �Ó�å�Â�î
�©�µ�É�_�P�K�Z�¶�9�_�� match 
positive���@3É�I�€�r�M��

�Â�–�å�»�
�Ø�î�¨  �Þ�¥�î�»�
�>�|�g
�Ø�î�¨�b�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�_
�P�K�Z�¶�9�_�� match negative���@3É
�I�€�r�M��

�«�Ã�Ò7x7³�l�b�š�å�»�Ø�î�¨
1�0É>&isqauth >'

�š�å�»�Ø�î�¨  �”�•�˜�å�º�_�P�K
�Z�� match positive���@3É�I�€�r
�M��

�M+´�M�•�Ã�«�á�î�»�†0b�X�E�•�G�\�c
�[�A�r�O�‡���š�å�»�Ø�î�¨1�0É�b0è/œ
�c�»�K�K�r�M��

�«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ
>&isqalias >'

)+�œ�I�€�S�«�Ã�Ò3û%±�b3æ�™
›
�[�6�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«�@3É
�I�€�r�M��

�«�Ã�Ò3û%±�b)+�œ�c�[�A�r�O�‡��
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  �w�™*…�è0É�[�w�E
°�€�¡�š�Ü�î�†�Q#Ý�M�•
�§�î�Â�@�?4)�Y+��_�^�•�N�I�\�K�Z�c�
�§�î�Â0¿���[
°�Š�I�€�S�Ï�î�º�b1��~�x�
�Ç�“�–�”�˜�›�î�Ý�[
�Ï�î�º�@6ä�8�Z�8�^�8�G�\�@*ƒ�<�}�€�r�M�� LDAP �§�î�Â�b3û�™�_�c�M+á�_�
�Ï�î�º  3268 �r�S�c  389 
�@�Q#Ý�I�€�r�M�� Active Directory �[�c�
0
�X�§�î�Â#”�C�[�b�¢�ß�î�Â�Ý  �•�±�ß�¢�l�b�”�¡�­�«�_�c
�Ï�î�º  3268 �@�Q#Ý�I�€�r�M>&0ò(ý�_�X�8�Z�c�� Cisco IronPort AsyncOS for Email Configuration 
Guide���b�� Firewall Information���†�g!·�K�Z�C�T�I�8>' �� AsyncOS 4.0 �[�
 LDAP �§�î�Â�\  SSL )�#ä
�[3û�™�M�•>&3û�–�c�Ï�î�º  636 �†�Q#Ý>'�µ+��@3ã�•�I�€�r�K�S��0ò(ý�_�X�8�Z�c�
 ���­�Ÿ�×�”  LDAP

>&SSL>'��>&P.22-13>' �†�g!·�K�Z�C�T�I�8��

�§�î�Â�@�?4)�Y+��_�^�•�N�I�\�K�Z�c�Q�b�Ú�_�

°�Š�I�€�S�Í�«�º�¡�@0Ž�ô�Y�•+��[�6�•�G�\�@*ƒ�<�}
�€�r�M��

[LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†3ã�• / )…7Ÿ>&Add/Edit LDAP Server Profile>' ] �Ì�î�ª�b  [ �¸�«�º  �§�î�Â
>&Test Server(s)>' ]>&�r�S�c  CLI �b  ldapconfig  �¥�Ð�å�»�b  test  �§�È�¥�Ð�å�»>'�†�Q#Ý�M�•�\�
 LDAP 
�§�î�Â�l�b�K)F�†�¸�«�º�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� LDAP �§�î�Â�b�¸�«�º�� >&P.22-7>' �†�g!·�K�Z�C
�T�I�8��

LDAP �§�î�Â�@�?4)�Y+��[�6�•���œ>8

• LDAP �w�E
°�€�r�S�c�Ð�«�•�Þ�î�»�r�S�c�Ý�î�¸�•�å�¢�@�á�î�¡  �Ÿ�×�î�_�P�K�Z�–�¿�î�È�Ý�_
�^�W�Z�8�•���œ�c�
�Ó�î�Ý�c�á�î�¡  �Ÿ�×�î
Æ�_$��r�~�r�M��

• LDAP �w�E
°�€�c�–�¿�î�È�Ý�_�^�W�Z�>�}�N�
�Ú�b�¡�š�Ü�î>&�¢�ß�î�Â�Ý  �Ï�Ü�©�î  �³�™�µ�¡�^�]>'
�@�Ç�•�Ý�±
Æ�[�Q#Ý�I�€�Z�8�•���œ�c�
�Q�b�Ç�•�Ý�±�b0Û�o)��Ý�@  false �_�^�~�r�M��

�w�™*…�è0É�[�w�E
°�€�¡�š�Ü�î�†�Q#Ý�M�•
�¤�Ñ�b  LDAP �–�å�Ç�Û�«�º�Û�¡�³�Õ�†�Q#Ý�K�Z�
%T�™�Ó�µ�­�î�ª>&�Ã�È�Ü�µ�¡  �Ü�«�¼�î�[�b>'�b�w�™
*…�Ó�î�Ý �”�»�Þ�«�b�…�8�‰�†��*O�[�A�r�M���¹�•�Þ�¡�º�Ü
Æ�b�Ø�î�¨  �¹�î�±�_�P�M�•�š�f�c�
���G  
Cisco �”�É�Û�–�”�å�«�@�¹�•�Þ�¡�º�Ü  �§�î�Â�_�P�K�Z�¡�š�Ü�î�†��/œ�K�S�\�A�_�f�‚�I�€�r�M���Ÿ�Õ�µ
�©�×�b�§�–�¬�\�
 Cisco �@�v�“�K�S�¹�î�±�†�–�â�M�•�ì6ë�b6×�I�c0¿���•+��[�M��

>&�@>' "I�9�^�w�™*…>&�S�\�<�d  administrator@example.com >'�_�P�K�Z  LDAP �w�E
°�€�¡�š�Ü�î�†�Â�–�Ã�«
�M�•�G�\�v�[�A�r�M���G�b�|�:�_0¿���M�•�_�c�
�w�™*…�”�¡�­�«  �¸�î�È�Ý>& RAT>'�†�Q#Ý�K�r�M���G
�b0¿���b�‰�2�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Configuration Guide���b�� Configuring 
the Gateway to Receive Email���†�g!·�K�Z�C�T�I�8��

�w�E
°�€�¡�š�Ü�î�b�[

/² 22-2 �_�
�w�E
°�€�¡�š�Ü�î�b�[�†&g�K�r�M��  
/² 22-2 �M+á$×�  ̂LDAP ��/æ�[�b  LDAP �¡�š�Ü�î�e�Ð�4�b�[>8�w�E
°�€

�¡�š�Ü�î�b�P1ß �w�™*…�è0É

OpenLDAP (mailLocalAddress={a})

(mail={a})

(mailAlternateAddress={a})

Microsoft Active Directory �”�»�Þ�«�’

Microsoft Exchange

(|(mail={a})(proxyAddresses=smtp:{a}))
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  0
�X�±�î�¤�µ�º  �”�»�Þ�«�l�b�Ó�î�Ý3æ�™�_�Ý�î�¸�•�å�¢  �¡�š�Ü�î�†�Q#Ý�M�•
�Ø�î�¨�¡>&�e
�>'�b�è0É�†/œ�:�G�\�v�[�A�r�M���G�b�G�\�@�z�_'g�X�b�c�
�¹�•�Þ�¡�º�Ü�_�A(á�I�€�Z
�8�^�8�»�Ó�–�å�b�Ó�î�Ý�v�w�E
°�€�•�|�:�_�K�S�8���œ�[�M���w�E
°�€�¡�š�Ü�î�†  (uid={u}) �_0¿���K
�Z�C�T�I�8��

Lotus Notes �b���œ�b�w�E
°�€�¡�š�Ü�î�b0¿��

LDAPACCEPT �\  Lotus Notes �\�†)��s�œ�ƒ�O�•���œ�c�
�@�–�@�²0[�[�M�� Notes LDAP �_�A(á�I�€�Z
�8�•�Ø�î�¨�b�“�ö�@���b�|�:�_0¿���I�€�Z�8�•�\�K�r�M��

Lotus �c�G�b�Ø�î�¨�l�b7Á�Ê�Ó�î�Ý�†�
�æ���I�€�S�”�»�Þ�«�è�¥�b�g�'>&�S�\�<�d  
Joe_User@example.com>'�[�6�W�Z�v�
 LDAP �¹�•�Þ�¡�º�Ü�_�Ñ�~�K�^�8�_�v�?�?�ƒ�}�N�w�E
°�€�r
�M���K�S�@�W�Z�
 AsyncOS �c�
�G�b�Ø�î�¨�b�w� �^�Ø�î�¨  �Ó�î�Ý  �”�»�Þ�«�†�M�m�Z0b�X�E�•�G�\�c�[
�A�r�O�‡��

�G�b0Ž�ô'Ç�b  1 �X�c�
�Ú�b�g�'�b�”�»�Þ�«�b�Ã�È�Ü�µ�©�×�†0è�s�•�\�8�:�v�b�[�M��0ò(ý�_�X�8�Z�c�

Lotus Notes 'ö#.*…�_�e�8�œ�ƒ�O�Z�C�T�I�8��

0
�X�±�î�¤�µ�º  �”�»�Þ�«�l�b�Ó�î�Ý3æ�™�_�Ý�î�¸�•�å�¢  �¡
�š�Ü�î�†�Q#Ý�M�•

AsyncOS �[�c�
�š�–�Ü�”�«�Ñ�G>&0
�X�±�î�¤�µ�º  �”�»�Þ�«�l�b  LDAP �Ý�î�¸�•�å�¢>'�@�§�Ï�î�º�I�€
�r�M�� AsyncOS �_�|�W�Z�

–�b�Ó�î�Ý  �Ó�µ�­�î�ª�c�š�–�Ü�”�«  �±�î�¤�µ�º�H�\�_�9�b�‚�K�8�Ó�µ�­�î
�ª�[*(�A�n�<�}�€�r�M>&�S�\�<�d�
 recipient@yoursite.com �l�b�Ó�µ�­�î�ª�c�

newrecipient1@hotmail.com �x  recipient2@internal.yourcompany.com �^�]�l�b�
�Q�€�R�€"‚'g�K�S
�Ó�µ�­�î�ª�[*(�A�n�<�}�€�r�M>' ���Ý�î�¸�•�å�¢  �¡�š�Ü�î�c�
�Ú�b7Á�Ê�Ó�î�Ý��#.�©�«�¸�Ò�[�c�š�–�Ü
�”�©�å�¢  �¡�š�Ü�î�\�ç�d�€�•�G�\�v�6�~�r�M��

Sun ONE Directory Server (mail={a})

(mailAlternateAddress={a})

(mailEquivalentAddress={a})

(mailForwardingAddress={a})

(mailRoutingAddress={a})

Lotus Notes
Lotus Domino

(|(|(mail={a})(uid={u}))(cn={u}))

(|(ShortName={u})(InternetAddress={a})(FullNa
me={u}))

/² 22-2 �M+á$×�  ̂LDAP ��/æ�[�b  LDAP �¡�š�Ü�î�e�Ð�4�b�[>8�w�E
°�€  >&)F�A>'

�¡�š�Ü�î�b�P1ß �w�™*…�è0É

mail=juser@example.com

cn=Joe User

uid=juser

cn=123456

location=New Jersey
22-20
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  22 'v       LDAP �¡�š�Ü�î
  �š�å�Ë�ß�î�É3æ�™*…�†�i�A�n�<�•�S�u�b�Ð�«�•�Þ�î�»  �¡�š�Ü�î�b�Q#Ý
�Ý�î�¸�•�å�¢  �¡�š�Ü�î�b�[

�Ý�î�¸�•�å�¢>8 MAILHOST �\  MAILROUTINGADDRESS

�Ý�î�¸�•�å�¢  �¡�š�Ü�î�b���œ�c�
 MAILHOST �b�Í�c  IP �”�»�Þ�«�[�c�^�C�
0Ž�ô�•+��^�Í�«�º�¡�[�6
�•�G�\�@�²0[�[�M���G�€�_�c�

Æ4Š$×�^  DNSconfig �@�²0[�_�^�•�b�@�M+á$×�[�M��

MAILHOST �c�
�Ý�î�¸�•�å�¢  �¡�š�Ü�î�[�c%,$��•+��[�M�� MAILROUTINGADDRESS �c�

MAILHOST �@0¿���I�€�Z�8�^�8���œ�c�²8r�[�M��

�š�å�Ë�ß�î�É3æ�™*…�†�i�A�n�<�•�S�u�b�Ð�«�•�Þ�î�»  �¡�š
�Ü�î�b�Q#Ý

�Ð�«�•�Þ�î�»�\�c�
7Á�Ê�Ó�î�Ý�b�š�å�Ë�ß�î�É3æ�™*…>& ��3æ�™*…���r�S�c�� MAIL FROM���\�ç�d�€�•
�G�\�v�6�~�r�M>'�>�|�g  To:�
 From:�
 CC: �b�›�Ê�µ�²�î�†�
��*O�í�s�b�¡�š�Ü�î�_�ö�Y�8�Z�i�A�n�<
�•�µ+��[�M���G�b�µ+��b�M+á$×�^��/æ�[�b  1 �X�@���ì�•�»�Ó�–�å���[�6�~�
�G�€�_�|�W�Z0
�X�b�»�Ó�–
�å�†  1 �X�b�§�–�º�?�}�Í�«�¸�•�å�¢�[�A�•�|�:�_�^�~�r�M���Ú�b�M+á$×�^��/æ�\�K�Z�c�
�¿�µ�º�á�î�¡  
�–�å�Ç�Û�«�º�Û�¡�³�Õ�†��7ƒ�M���S�u�_�
7Á�Ê�Ó�î�Ý  �Ê�µ�²�î�b�e�Ð�4�?�}�§�È�»�Ó�–�å�†�v�~7V�C

>&���«�º�Ü�µ�Æ�å�¢�� >'�\�8�:�v�b�@�6�~�r�M��

/² 22-3 �M+á$×�  ̂LDAP ��/æ�[�b  LDAP �¡�š�Ü�î�e�Ð�4�b�[>8�Ý�î�¸�•�å�¢

�¡�š�Ü�î�b�P1ß �9�b�Ó�î�Ý�Í�«�º�l�b�Ý�î�¸�•�å�¢

OpenLDAP (mailLocalAddress={a})

Microsoft Active Directory �”�»�Þ�«�’

Microsoft Exchange

0ñ�\�K�^�8�•+��ö�6�~ a

a.Active Directory �b��/æ�_�|�W�Z�c�
 proxyAddresses  �“�ö�b�š�å�º�Ü�@0
�X�Ñ�~�M�•�G�\

�@�6�~�r�M�@�
�G�b�“�ö�b�Í�c  Active Directory �_�|�W�Z  smtp:user@domain.com  �\�8�:�g�'

�[�A(á�I�€�•�S�u�
�G�b�¹�î�±�c  LDAP �Ý�î�¸�•�å�¢ / �š�–�Ü�”�«�Ñ�G�_�c�Q#Ý�[�A�r�O�‡��

�±�î�¤�µ�º  �”�»�Þ�«�c�Q�€�R�€�9�b  attribute:value  �Ì�”�_�Ñ�~�M�•�²0[�@�6�~�r�M��

Microsoft Exchange #”�C�@� �L�–�å�Ç�Û�«�º�Û�¡�³�Õ
Æ�_0
�X�6�~�
�«�8�†1�1‘�K�Z�8�•��

�œ�c�
 Exchange #”�C�b6ë�[�Ó�î�Ý�†�Ý�î�¸�•�å�¢�M�•�\�A�_�
3æ�™
–  MTA �_�`�•�‰�¥�b

�Ý�î�º�c3û�–�c�²0[�6�~�r�O�‡��

Sun ONE Directory Server (mail={a})
(mailForwardingAddress={a})
(mailEquivalentAddress={a})
(mailRoutingAddress={a})
(otherMailbox={a})
(rfc822Mailbox={a})
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'¨  22 'v       LDAP �¡�š�Ü�î
  �š�å�Ë�ß�î�É3æ�™*…�†�i�A�n�<�•�S�u�b�Ð�«�•�Þ�î�»  �¡�š�Ü�î�b�Q#Ý
�Ð�«�•�Þ�î�»  �¡�š�Ü�î�b�[  

���Ç�Þ�å�»�Ü�¡���b�Ð�«�•�Þ�î�»

�Ø�î�¨#”�C�_�|�W�Z�c�
 LDAP �¹�•�Þ�¡�º�Ü  �§�î�Â  �«�Ÿ�î�Ð�b�p�_�
�Ó�î�Ý  �Ý�î�¸�•�å�¢  �”�»�Þ�«�x
�ß�î�•�Ý  �Ó�î�Ý  �”�»�Þ�«�è�¥�_���Ç�Þ�å�»�Ü�¡���@�µ�r�€�Z�8�•�G�\�@�6�~�r�M�� AsyncOS �[�c�
�š
�å�Ë�ß�î�É3æ�™*…>&$Î�™�Ó�î�Ý�b���œ>'�x�Ó�µ�­�î�ª  �Ê�µ�²�î>&�w�™�Ó�î�Ý�b���œ�
 To:�
 Reply To:�

From:�
 CC: �^�]>'�†�
�G�b���Ç�Þ�å�»�Ü�¡���[�Ð�«�•�Þ�î�»�[�A�r�M���Ç�Þ�å�»�Ü  �”�»�Þ�«�_�c�
�w
� �^7Á�Ê�Ó�î�Ý  �”�»�Þ�«�[�c3û�–�c0Á�•�I�€�^�8"I�f�e�Ð>&�,#Ý'¢�
�«�Ì�î�«�
�•�å�Ð�^�]>'�@�µ�r
�€�Z�8�Z�v�?�r�8�r�O�‡��

LDAP �¡�š�Ü�î)�#ä�[�Ê�µ�²�î�†�Ð�«�•�Þ�î�»�M�•�\�A�_�
�Ç�Þ�å�»�Ü  �Ó�î�Ý�e�Ð�4
²�/�†  LDAP 
�§�î�Â�?�}�b)��Ý�[*(�A�n�<�•�?�]�:�?�†0¿���ì�_4E�¥�[�A�r�M���G�b�·�8�@�–�¿�î�È�Ý�_�^�W�Z�8�Z
�v�
�š�å�Ë�ß�î�É3æ�™*…�_�c  user@domain 4Š�(�b�s�@�Q#Ý�I�€�•�G�\�_�@�–�K�Z�C�T�I�8>&�Ç�Þ�å�»
�Ü�¡�c�Ý�î�Ý�_�o�M�•�S�u>' ��

�† =$×�^  LDAP �Ð�«�•�Þ�î�»�b�\�A�\� �]�_�
 LDAP �¡�š�Ü�î�b)��Ý�@'5>&6×�I�@  0 �r�S�c�M�m�Z�Í
�á�–�º  �«�Ì�î�«>'�b���œ�c�
�Ð�«�•�Þ�î�»�c/œ�ƒ�€�r�O�‡��

�G�b�µ+��†�–�¿�î�È�Ý�_�M�•�_�c�
 LDAP �Ë�î�«�b�Ð�«�•�Þ�î�»  �¡�š�Ü�î�†�Ü�«�¼�î�_�P�K�Z0¿���M
�•�\�A�_>& [LDAP] �Ì�î�ª�r�S�c  ldapconfig  �¥�Ð�å�»>' �
���b2A�e�_�P�K�Z�� y���\�G'Å�K�r�M��

�S�\�<�d�
���b�|�:�^  LDAP �š�å�º�Ü�@�6�•�\�K�r�M��

�G�b�µ+��@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�_�
 LDAP �¡�š�Ü�î�@  (mailRoutingAddress={a}) �[�
�Ð�«�•
�Þ�î�»�“�ö�@  (mailLocalAddress) �^�}�d�
���b�|�:�_*(�A�n�<�}�€�r�M��

/² 22-4 �M+á$×�  ̂LDAP ��/æ�[�b  LDAP �¡�š�Ü�î�e�Ð�4�b�[>8�Ð�«�•�Þ�î�»

�¡�š�Ü�î�b�P1ß �Ð�«�•�Þ�î�»

OpenLDAP (mailRoutingAddress={a})

Microsoft Active Directory �”�»�Þ�«�’ (proxyaddresses=smtp:{a})

Sun ONE Directory Server (mail={a})
(mailAlternateAddress={a})
(mailEquivalentAddress={a})
(mailForwardingAddress={a})
(mailRoutingAddress={a})

Do you want the results of the returned attribute to replace the entire 
friendly portion of the original recipient? [N]

�“�ö �Í

mailRoutingAddress admin\@example.com

mailLocalAddress joe.smith\@example.com

mailFriendlyAddress "Administrator for example.com," <joe.smith\@example.com>


–�b�”�»�Þ�«>& From �

To�
 CC�
 Reply-to >' �Ð�«�•�Þ�î�»�I�€�S�Ê�µ�²�î

�Ð�«�•�Þ�î�»�I�€�S�š�å�Ë�ß�î�É
3æ�™*…

admin@example.com From: "Administrator for 
example.com," 
<joe.smith@example.com>

MAIL FROM: 
<joe.smith@example.com>
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  �w�™*…�@�¢�Ý�î�É �Ó�å�Â�î�[�6�•�?�]�:�?�†�æ���M�•�¢�Ý�î�É  LDAP �¡�š�Ü�î�b�Q#Ý
�w�™*…�@�¢�Ý�î�É �Ó�å�Â�î�[�6�•�?�]�:�?�†�æ���M�•�¢�Ý�î
�É LDAP �¡�š�Ü�î�b�Q#Ý

LDAP �¹�•�Þ�¡�º�Ü
Æ�[��*O�I�€�S�¢�Ý�î�É�_�w�™*…�@�“�K�Z�8�•�?�]�:�?�†�
 LDAP �§�î�Â�_�P�M
�•�¡�š�Ü�î�†�Q#Ý�K�Z�8���[�A�r�M��

�m8p 

�«�¸�µ�É 1 �Ó�µ�­�î�ª  �Ç�•�Ý�±�†�8�B�K�r�M���G�b�p�[�
�Ó�µ�­�î�ª�_�8#Ý�M�•�Ý�î�Ý�\�K�Z�
 rcpt-to-group  
�r�S�c  mail-from-group  �†�Q#Ý�K�r�M��

�«�¸�µ�É 2 ���_�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª>&�r�S�c  ldapconfig  �¥�Ð�å�»>'�†
�Q#Ý�K�Z�
�”�É�Û�–�”�å�«�b�Â�–�å�»
›�\�^�•  LDAP �§�î�Â�†��*O�K�
�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�†1*
�m�•�¡�š�Ü�î�†0¿���K�r�M��

�«�¸�µ�É 3 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ü�«�¼�î>& Listeners>' ] �Ì�î�ª>&�r�S�c  listenerconfig -> edit -> 

ldapgroup  �§�È�¥�Ð�å�»>'�†�Q#Ý�K�Z�
�G�b�¢�Ý�î�É  �¡�š�Ü�î�†�Ü�«�¼�î�_�P�K�Z�–�¿�î�È�Ý�_�K�r
�M��

�¢�Ý�î�É  �¡�š�Ü�î�b�[  

�S�\�<�d�
 LDAP �¹�•�Þ�¡�º�Ü�[���Ð�î�£�¸�•�å�¢���¢�Ý�î�É�b�Ó�å�Â�î�@  ou=Marketing  �\�(8®�I�€
�Z�8�•�\�K�r�M���G�b�(8®�†�Q#Ý�K�Z�
�G�b�¢�Ý�î�É�@3æ�w�™�M�•�Ó�î�Ý�†"I�9�^�‰�2�[�v�~�…�:�G�\
�@�[�A�r�M���«�¸�µ�É  1 �[�
�Ó�µ�­�î�ª�_�8#Ý�M�•�Ó�µ�­�î�ª  �Ç�•�Ý�±�†�8�B�K�
�«�¸�µ�É  2 �\  3 �[  
LDAP �Ý�µ�¡�”�µ�É  �Ó�•�½�¬�Ò�†�–�¿�î�È�Ý�_�K�r�M��

�¢�Ý�î�É  �¡�š�Ü�î�b0¿��

���_&g�M�[�[�c�
�Ð�î�£�¸�•�å�¢  �¢�Ý�î�É>& LDAP �¢�Ý�î�É�� Marketing���\�K�Z��*O>'�b�Ó�å�Â�î�?
�}�b�Ó�î�Ý�†�æ�p�Ó�î�Ý4Ä�™�Í�«�º  marketingfolks.example.com  �_4Ä�™�K�r�M��

�m8p 

�«�¸�µ�É 1 �6�u�_�
�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�_6õ�K�Z*ï��$×�_�M+´�M�•�Ó�µ�­�î�ª�_�8#Ý�M�•�
�Ó�µ�­�î�ª  �Ç�•
�Ý�±�†�8�B�K�r�M���G�b�[�[�c�
�8�B�M�•�Ç�•�Ý�±�b�p�[  mail-from-group  �Ý�î�Ý�†�Q#Ý�K�r�M��
�Ó�µ�­�î�ª�b�:�U�
�š�å�Ë�ß�î�É3æ�™*…�@  LDAP �¢�Ý�î�É�� marketing-group1���_�“�K�Z�8�•�G�\�@
�8�Â�K�S�v�b�c�M�m�Z�
�æ�p4Ä�™�Í�«�º�_3æ�™�I�€�r�M>&�Ç�•�Ý�±�b  alt-mailhost  �”�¡�©�Ù�å>' ��

/² 22-5 �M+á$×�  ̂LDAP ��/æ�[�b  LDAP �¡�š�Ü�î�e�Ð�4�b�[>8�¢�Ý�î�É

�¡�š�Ü�î�b�P1ß �¢�Ý�î�É

OpenLDAP OpenLDAP �[�c�
 memberOf �“�ö�c�¹�Ç�›�Ý�º�[�c�§
�Ï�î�º�I�€�r�O�‡�� LDAP 'ö#.*…�_�|�W�Z�
�G�b�“
�ö�r�S�c8®���b�“�ö�@�«�Ÿ�î�Ð�_3ã�•�I�€�Z�8�•�G
�\�@�6�~�r�M��

Microsoft Active Directory (&(memberOf={g})(proxyAddresses=smtp:{a}))

Sun ONE Directory Server (&(memberOf={g})(mailLocalAddress={a}))
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  �w�™*…�@�¢�Ý�î�É �Ó�å�Â�î�[�6�•�?�]�:�?�†�æ���M�•�¢�Ý�î�É  LDAP �¡�š�Ü�î�b�Q#Ý
�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É  �Ç�•�î�Ý�»�š�X>& groupName>'�c�
�«�¸�µ�É  2 �[��*O�K�r�M���¢�Ý�î�É
�“�ö�� groupName���b�Í�c�
 marketing-group1  �\��*O�I�€�r�M��

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[]> new

Enter filter script.  Enter '.' on its own line to end.

MarketingGroupfilter:

  if (mail-from-group == "marketing-group1") {

      alt-mailhost ('marketingfolks.example.com');}

.

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.

- ROLLOVERNOW - Roll over a filter log file.

[]>
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'¨  22 'v       LDAP �¡�š�Ü�î
  �w�™*…�@�¢�Ý�î�É �Ó�å�Â�î�[�6�•�?�]�:�?�†�æ���M�•�¢�Ý�î�É  LDAP �¡�š�Ü�î�b�Q#Ý
�Ó�µ�­�î�ª  �Ç�•�Ý�±  �Ý�î�Ý  mail-from-group  �\  rcpt-to-group  �b0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  
�Ç�•�Ý�±  �Ý�î�Ý�� >&P.9-2>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 ���_�
 [LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†3ã�•>& Add LDAP Server Profile>' ] �Ì�î�ª�†�Q#Ý�K�Z�
�”�É�Û�–
�”�å�«�b�Â�–�å�»
›�\�^�•  LDAP �§�î�Â�†��*O�K�
�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�†1*�m�•�q�6�b�¡�š�Ü�î
�†��*O�K�r�M��

�«�¸�µ�É 3 ���_�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�� InboundMail���[  LDAP �¡�š�Ü�î�†�Q#Ý�K�Z�¢�Ý�î�É  �Ý�î�¸�•�å�¢�†/œ
�:�|�:�_�f�‚�K�r�M�� [ �Ü�«�¼�î�†)…7Ÿ>&Edit Listener>' ] �Ì�î�ª�†�Q#Ý�K�Z�
�S�b�«�¸�µ�É�[�æ���K�S  
LDAP �¡�š�Ü�î�†�–�¿�î�È�Ý�_�K�r�M��

�G�b�¡�š�Ü�î�@��/œ�I�€�•�\�
�Ü�«�¼�î�@�w�E
°�€�S�Ó�µ�­�î�ª�_�|�W�Z  LDAP �§�î�Â�_�P�M�•
�¡�š�Ü�î�@�º�Ü�ž�î�I�€�Z�
�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�@"I���I�€�r�M�� PublicLDAP2.group �¡�š
�Ü�î�c�M�[�_�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª�[��*O�I�€�Z�8�r�M��

�W 22-6 �Ü�«�¼�î�[�b�¢�Ý�î�É  �¡�š�Ü�î�b�æ��

�G�b�[�[�c�
�š�f�†�w� �_�M�•�_�c  commit �@�²0[�[�6�•�G�\�_�@�–�K�Z�C�T�I�8��

�[>8�¢�Ý�î�É  �¡�š�Ü�î�†�Q#Ý�K�Z�«�Ã�Ò�\�˜�–�Ý�«�b�³�™�µ�¡�†�«�Ÿ�µ�É
�M�•

�Ó�µ�­�î�ª  �Ç�•�Ý�±�c�Ã�–�É�Û�–�å�b�6�u�b�‰�[��/œ�I�€�•�b�[�
�¢�Ý�î�É  �¡�š�Ü�î�†�Q#Ý�M�•�\�

"I���b�¢�Ý�î�É�_�X�8�Z�˜�–�Ý�«�\�«�Ã�Ò�b�³�™�µ�¡�†�«�Ÿ�µ�É�[�A�r�M���S�\�<�d�
&k
Æ�b  IT �¢
�Ý�î�É�l�b�Ó�µ�­�î�ª�_�X�8�Z�c�
�«�Ã�Ò�\�˜�–�Ý�«�b�³�™�µ�¡�†�«�Ÿ�µ�É�K�Z�M�m�Z�w�™�K�S�8�\�8
�:0[�ƒ�@�6�•�\�K�r�M�� LDAP �Þ�¥�î�»�b�p�_�
 DN �†�¢�Ý�î�É�¡�\�K�Z�Q#Ý�M�•�¢�Ý�î�É  �š�å�º�Ü
�†�8�B�K�r�M���G�b�¢�Ý�î�É�¡�c�
���b  DN �š�å�º�Ü�[�S�B�I�€�r�M��

cn=IT, ou=groups, o=sample.com

LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†�8�B�K�
���b�¢�Ý�î�É  �¡�š�Ü�î�†�æ���K�r�M��

(&(memberOf={g})(proxyAddresses=smtp:{a}))

���_�
�G�b�¡�š�Ü�î�†�Ü�«�¼�î�_�P�K�Z�–�¿�î�È�Ý�_�K�r�M���G�€�[�
�Ó�µ�­�î�ª�@�Q�b�Ü�«�¼�î�[�w
�™�I�€�S�\�A�_�
�G�b�¢�Ý�î�É  �¡�š�Ü�î�@�º�Ü�ž�î�I�€�r�M��
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'¨  22 'v       LDAP �¡�š�Ü�î
  "I���b�»�Ó�–�å�l�Ý�î�¸�•�å�¢�M�•�S�u�b�»�Ó�–�å  �Ë�î�«  �¡�š�Ü�î�b�Q#Ý
IT �¢�Ý�î�É�b�Ó�å�Â�î�_�X�8�Z�c�˜�–�Ý�«�\�«�Ã�Ò�b�³�™�µ�¡�†�«�Ÿ�µ�É�M�•�S�u�_�
���b�Ó�µ�­�î
�ª  �Ç�•�Ý�±�†�8�B�K�Z�
%T�™�Ó�µ�­�î�ª�†  LDAP �¢�Ý�î�É�\�š3Q�K�Z�è���K�r�M��

>&�@>' �G�b�Ó�µ�­�î�ª  �Ç�•�Ý�±
Æ�b  rcpt-to-group �_�c�
�¢�Ý�î�É�¡�\�K�Z
°�Š�I�€�S  DN>&cn=IT, 
ou=groups, o=sample.com>'�@�o�Î�I�€�Z�8�r�M���Ó�µ�­�î�ª  �Ç�•�Ý�±
Æ�[�Q#Ý�K�Z�8�•�¢�Ý�î�É�¡�@
�G�K�8�G�\�†&�1��K�Z�C�T�I�8���Ç�•�Ý�±�b��/œ�ì�_�
 LDAP �¹�•�Þ�¡�º�Ü
Æ�[�Q�b�¡�S�\�b�š3Q�@
&����_/œ�ƒ�€�•�|�:�_�M�•�S�u�[�M��

�Ü�«�¼�î�@�w�E
°�€�S�Ó�µ�­�î�ª�_�|�W�Z  LDAP �§�î�Â�_�P�M�•�¡�š�Ü�î�@�º�Ü�ž�î�I�€�Z�
�¢�Ý�î
�É �Ó�å�Â�î�©�µ�É�@"I���I�€�r�M���Ó�µ�­�î�ª�w�™*…�@  IT �¢�Ý�î�É�b�Ó�å�Â�î�b���œ�c�
�Ó�µ�­�î�ª  
�Ç�•�Ý�±�b��*O�_�‘�W�Z�˜�–�Ý�«�\�«�Ã�Ò�b�³�™�µ�¡�@�8�N�€�v�«�Ÿ�µ�É�I�€�Z�
�Ó�µ�­�î�ª�@�w�™*…
�_4Ä�™�I�€�r�M���Ç�•�Ý�±�[  LDAP �¡�š�Ü�î�b)��Ý�†�³�™�µ�¡�M�•�_�c�
 LDAP �§�î�Â�_�P�M�•  
LDAP �¡�š�Ü�î�†�8�B�K�
�Q�b  LDAP �¡�š�Ü�î�†�Ü�«�¼�î�_�P�K�Z�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

"I���b�»�Ó�–�å�l�Ý�î�¸�•�å�¢�M�•�S�u�b�»�Ó�–�å  �Ë�î�«  
�¡�š�Ü�î�b�Q#Ý

�»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�\�c�
 LDAP �¡�š�Ü�î�†�±�–�É�9�_�¢�Ý�î�É�ì�K�
"I���b�»�Ó�–�å�_6õ4��Ü
�E�S�:�<�[�
"I���b�Ü�«�¼�î�_�m�~�\�Z�S�v�b�[�M���»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�@�Q#Ý�I�€�•�b�c�
0

�X�b  LDAP �§�î�Â�@�Q�€�R�€$��^�•�»�Ó�–�å�_6õ4��Ü�}�€�Z�8�•�@�
�M�m�Z�b  LDAP �§�î�Â�_�P�M�•
�¡�š�Ü�î�†� �L�Ü�«�¼�î�V�[��/œ�M�•���œ�[�M���S�\�<�d�
 �� MyCompany���\�8�:�
&k�@

�� HisCompany���\�� HerCompany���b  2 &k�†2��p�M�•�\�K�r�M�� MyCompany �c+¬&k�b�»�Ó�–�å  
MyCompany.example.com �_�•�<�Z  HisCompany.example.com �>�|�g  HerCompany.example.com �b�»
�Ó�–�å�†4 #Ý�M�•�\�\�v�_�
�»�Ó�–�å�H�\�_�9�b  LDAP �§�î�Â�†4 #Ý�K�Z�
�›�»�Ó�–�å�_6õ4��Ü�E�}

[]> - NEW - Create a new filter.

- IMPORT - Import a filter script from a file.

[]> new

Enter filter script.  Enter '.' on its own line to end.

IT_Group_Filter:

if (rcpt-to-group == "cn=IT, ou=groups, o=sample.com"){

skip-spamcheck();

skip-viruscheck();

deliver();

}

.

1 filters added.
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MyCompany �c�»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�†�8�B�K�r�M���G�€�[�
 MyCompany.example.com �c  
Mycompany.example.com�
 HisCompany.example.com�
�>�|�g  HerCompany.example.com �b�Ó�î�Ý
�†� �L�Ü�«�¼�î�V�[�w�E
°�€�•�G�\�@�[�A�r�M��
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°�€�
�Ý�î�¸�•�å�¢�^�]>' ��0ò(ý�_�X�8�Z�c�
 �� LDAP �§�î�Â�_6õ�M�•�_���†�–�Ñ�M�•  LDAP 
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�›�§�î�Â  �É�ß
�Ç�“�–�Ý�?�}�¡�š�Ü�î�†4E�¥�K�r�M���r�S�
�]�b�¡�š�Ü�î�†��/œ�M�•�?�†  Envelope To �Ç�•�î�Ý�»�_�ö
�Y�8�Z�ô���M�•�|�:�_�
 Cisco �”�É�Û�–�”�å�«�†0¿���K�r�M���¡�š�Ü�î�b�8�B�‰�2�b0ò(ý�_�X�8�Z�c�
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�Ü�«�¼�î�b0¿���‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Configuration Guide���b

�� Configuring the Gateway to Receive Mail���†�g!·�K�Z�C�T�I�8��

>&�@>' �»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�c�Ú�_�v�
 Cisco �«�Ã�Ò7x7³�µ+��b  LDAP �š�å�»�Ø�î�¨  �”�¡�­�«�x�«�Ã�Ò3û
%±�b�S�u�_�Q#Ý�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Daily Management 
Guide���b�� Configuring the Cisco Spam Quarantines Feature���†�g!·�K�Z�C�T�I�8��

�»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�b�8�B

�»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�c�
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�ß�Ç�“�–�Ý>& LDAP Server Profiles>' ] �Ì�î�ª�[�8�B�K�r�M��
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�«�¸�µ�É 3 �»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 �¡�š�Ü�î�b�±�–�É�†4E�¥�K�r�M��

>&�@>' �»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�†�8�B�M�•�\�A�_�
4E�¥�M�•�¡�š�Ü�î�b�±�–�É�c�M�m�Z� �L�[�^�E�€
�d�^�~�r�O�‡���¡�š�Ü�î  �±�–�É�†4E�¥�M�•�\�
 Cisco �”�É�Û�–�”�å�«�c�Q�b�±�–�É�b�¡�š�Ü�î
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�¡�š�Ü�î  �Ç�•�î�Ý�»�†#Õ�B�K�r�M��

�«�¸�µ�É 5 [ �»�Ó�–�å�m�~�\�Z>& Domain Assignments>' ] �Ç�•�î�Ý�»�_�
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°�Š�K�r�M��
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�«�º  �¡�š�Ü�î�_3ã�•�[�A�r�M��
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�¢�K�S�}�
�G�b�¡�š�Ü�î�†�Ã�È�Ü�µ�¡�r�S�c�É�Û�–�Ë�î�º
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Æ���†3æ�™�K�
&����K�r�M��

�M4��b  LDAP �¡�š�Ü�î�†��/œ�M�•�S�u�b�³�™�î�å  �¡�š�Ü�î
�b�Q#Ý

�³�™�î�å  �¡�š�Ü�î�c�
 Cisco �”�É�Û�–�”�å�«�_�|�W�Z8p$��_��/œ�@0è/œ�I�€�•�M4��b  LDAP �¡�š�Ü�î
�[�S�B�I�€�r�M�� Cisco �”�É�Û�–�”�å�«�c�
�G�b���³�™�î�å���b�p�b�›�¡�š�Ü�î�b��/œ�†0è/œ�K�

LDAP �§�î�Â�?�}*ï��$×�^�Þ�«�Ï�å�«�@3É�I�€�•�\>&�r�S�c���³�™�î�å���b�q�‹�b�¡�š�Ü�î�[�°��$×
�^�Þ�«�Ï�å�«�@3É�I�€�•�?�»�K�M�•�\>'��/œ�†�õ�F�K�r�M���³�™�î�å  �¡�š�Ü�î�@�z'g�X�b�c�
 LDAP 
�¹�•�Þ�¡�º�Ü
Æ�b�š�å�º�Ü�_�>�8�Z�
�I�r�J�r�^�“�ö�_8®���b>&�r�S�c� �M�b>'�Í�@�A(á�I�€�Z�8�•��
�œ�[�M���S�\�<�d�
�“�ö  maillocaladdress  �\  mail  �@�Ø�î�¨7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�A(á�_�Q#Ý�I�€�Z
�8�•�\�K�r�M���G�b�g�‰�b�“�ö�_�P�K�Z&����_�¡�š�Ü�î�†��/œ�M�•�_�c�
�³�™�î�å  �¡�š�Ü�î�†�Q#Ý�K
�r�M��
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�³�™�î�å  �¡�š�Ü�î�_�Q#Ý�M�•�¡�š�Ü�î�†0¿���K�r�M��0ò(ý�_�X�8�Z�c�


�� LDAP �§�î�Â�_6õ�M�•�_���†�–�Ñ�M�•  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�b�8�B�� >&P.22-5>' �†�g!·�K�Z�C�T
�I�8��

�«�¸�µ�É 2 �³�™�î�å  �¡�š�Ü�î�†�8�B�K�r�M��0ò(ý�_�X�8�Z�c�
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�� Configuring the Gateway to Receive Mail���†�g!·�K�Z�C�T�I�8��

>&�@>' �»�Ó�–�å�Ë�î�«  �¡�š�Ü�î�c�Ú�_�v�
 Cisco �«�Ã�Ò7x7³�µ+��b  LDAP �š�å�»�Ø�î�¨  �”�¡�­�«�x�«�Ã�Ò3û
%±�b�S�u�_�Q#Ý�[�A�r�M��0ò(ý�_�X�8�Z�c�
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Guide���b�� Configuring the Cisco Spam Quarantines Feature���†�g!·�K�Z�C�T�I�8��
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�O�–�b�6�•3æ�™*…�@�
�|�C�6�•�¡�S�†�â�X�w�™*…���_�Ó�µ�­�î�ª�†
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 LDAP �w�E
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 LDAP �w�E
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�W 22-7 �w�E
°�€�¡�š�Ü�î�†  SMTP �•�å�Â�­�î�©�Ù�å�p�_��/œ�M�•�|�:�_0¿��

�Ü�«�¼�î�[��/œ�M�•  LDAP �w�E
°�€�¡�š�Ü�î�†0¿���K�S�}�
�Q�b�Ü�«�¼�î�_6õ4��Ü�E�}�€�S�Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î�b�p�b  DHAP>&�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F>'0¿���†�æ���M�•�²0[�@�6�~�r�M��

�W 22-8 SMTP �•�å�Â�­�î�©�Ù�å�p�_�K)F�†�»�ß�µ�É�M�•�|�:�_�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†0¿���M�•

�Ü�«�¼�î�_6õ4��Ü�E�}�€�S�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b�p�[�
�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F�b�S�u�b
���b8o% �†0¿���K�r�M��

• [1 �ì6ë�6�S�~�b!“� �^�w�™*…�b�q�±�X>& Max. Invalid Recipients Per hour>' ]���G�b�Ü�«�¼�î�@�Ü
�Ô�î�º  �Í�«�º�?�}�w�E�v�•!“� �^�w�™*…�b  1 �ì6ë�6�S�~�b�q�±�X�[�M���G�b�K�A�8�Í�c�
 RAT �Ä
�°�b)r�X�†/²�K�r�M���G�€�c�
!“� �^  LDAP �w�™*…���Z�b�S�u  SMTP �•�å�Â�­�î�©�Ù�å�p�_�»
�ß�µ�É�I�€�S�Ó�µ�­�î�ª�b)r�X�\�
�á�î�¡  �Ÿ�×�î
Æ�[�Â�˜�å�«�I�€�S�Ó�µ�­�î�ª�b�œ0£�[�M���S
�\�<�d�
�K�A�8�Í�†  5 �\0¿���K�S���œ�_�
�è���I�€�S  RAT �Ä�°�@ 2 �ó�[�
!“� �^  LDAP �w�™*…��
�Z�b�S�u�»�ß�µ�É�I�€�S�Ó�µ�­�î�ª�@  3 �ó�[�6�•�\�K�r�M���G�b�ì!l�[�
 Cisco �”�É�Û�–�”�å�«�c
�K�A�8�Í�_�?4)�K�S�\�8�•�K�Z�
�K)F�†�»�ß�µ�É�I�O�r�M���¹�Ç�›�Ý�º�[�c�
�Ã�È�Ü�µ�¡  �Ü�«
�¼�î�[�b  1 �ì6ë�6�S�~�b�w�™*…�b�q�±�X�c  25 �[�M���É�Û�–�Ë�î�º  �Ü�«�¼�î�b���œ�c�
 1 �ì6ë�6�S
�~�b�w�™*…�b�q�±�X�c�¹�Ç�›�Ý�º�[�c!“�D7H�[�M���G�b�q�±�X�†�� Unlimited���_0¿���M�•�\�
�Q
�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_�P�K�Z  DHAP �c�–�¿�î�È�Ý�_�^�~�r�O�‡��
22-30
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  22 'v       LDAP �¡�š�Ü�î
  LDAP �_�|�•�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F
• [SMTP �P0ð
Æ�[  DHAP �K�A�8�Í�_�?4)�K�S���œ�
�K)F�†�»�ß�µ�É>& Drop Connection if DHAP 
Threshold is reached within an SMTP conversation>' ]�� �¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F�b�K
�A�8�Í�_4)�K�S�\�A�_  Cisco �”�É�Û�–�”�å�«�_�|�W�Z�K)F�†�»�ß�µ�É�I�O�•0¿���†�K�r�M��

• [ �ì6ë�¥�î�»�6�S�~�b�q�±�w�™*…�X>& Max. Recipients Per Hour Code>' ]���K)F�†�»�ß�µ�É�M�•�\
�A�_�Q#Ý�M�•�¥�î�»�†�æ���K�r�M���¹�Ç�›�Ý�º�b�¥�î�»�c  550 �[�M��

• [ �ì6ë�¸�Ÿ�«�º�6�S�~�b�q�±�w�™*…�X>& Max. Recipients Per Hour Text>' ]���»�ß�µ�É�K�S�K)F�_
�P�K�Z�Q#Ý�M�•�¸�Ÿ�«�º�†�æ���K�r�M���¹�Ç�›�Ý�º�b�¸�Ÿ�«�º�c�� Too many invalid recipients��
�[�M��

�K�A�8�Í�_4)�K�S���œ�c�
�w�™*…�@!“� �[�6�W�Z�v�Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É3æ�™*…�_�Â�˜�å�«  �Ó�µ
�­�î�ª�@3æ�™�I�€�•�G�\�c�6�~�r�O�‡��

�á�î�¡  �Ÿ�×�î
Æ�[�b�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F

�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á>& DHA>'�b�o�\�‡�]�c�
�»�Ó�–�å�T�E�†  Recipient Access Table>&RAT; 
�w�™*…�”�¡�­�«  �¸�î�È�Ý>'�_
°�Š�K�Z�>�A�
 LDAP �w�E
°�€�è0É�†�á�î�¡  �Ÿ�×�î
Æ�[��/œ�M�•�G�\�_
�|�W�Z75�F�[�A�r�M���G�b�‰�2�†�Q#Ý�M�•�\�
�O�–�b�6�•3æ�™*…�@�
�w�™*…�@�w� �?�]�:�?�†  SMTP 
�•�å�Â�­�î�©�Ù�å�p�_%±�•�G�\�c�[�A�^�C�^�~�r�M�� >&�w�E
°�€�¡�š�Ü�î�@0¿���I�€�Z�8�•�\�A�c�
�©
�«�¸�Ò�c�Ó�µ�­�î�ª�†�w�E
°�€�Z�
 LDAP �w�E
°�€�è0É�†�á�î�¡  �Ÿ�×�î
Æ�[��/œ�K�r�M>' ���S�T�K�

�Ó�µ�­�î�ª�b�š�å�Ë�ß�î�É3æ�™*…�_�c�
�w�™*…�@!“� �[�6�•���œ�_�Â�˜�å�«  �Ó�µ�­�î�ª�@3æ�™�I�€�r
�M��

�á�î�¡  �Ÿ�×�î
Æ�[�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á75�F�M�•�S�u�b0¿��

�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á�†75�F�M�•�_�c�
 �6�u�_  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†0¿���K�Z  LDAP �w
�E
°�€�†�–�¿�î�È�Ý�_�K�r�M�� LDAP �w�E
°�€�¡�š�Ü�î�†�–�¿�î�È�Ý�_�K�S�}�
���b�|�:�_�
�Q�b�w
�E
°�€�¡�š�Ü�î�†�Q#Ý�M�•�|�:�_�Ü�«�¼�î�†0¿���M�•�\�\�v�_�
�w�™*…�@�M+´�K�^�8���œ�c�Ó�î�Ý�†�Â
�˜�å�«�M�•�|�:�_�æ���K�r�M��

�W 22-9 �w�™*…�@�M+´�K�^�8���œ�c�Ó�µ�­�î�ª�†�Â�˜�å�«�M�•�|�:�_�w�E
°�€�¡�š�Ü�î�†0¿��

���_�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†0¿���K�r�M���G�b�Ï�Ü�©�î�[�c�
�d���b�ì6ë
Æ�_3æ�™  IP �”�»�Þ�«�6�S
�~�]�€�T�E�b!“� �^�w�™*…�”�»�Þ�«�†�©�«�¸�Ò�@�w�E
°�€�•�?�†��*O�K�r�M���G�b�X�†2x�<�•�\�
�©�«
�¸�Ò�c�G�b"g�Â�@  DHA>&�¹�•�Þ�¡�º�Ü  �Á�î�Ë�«�º�7�Á>'�[�6�•�\�8�•�K�Z�”�Û�î�º  �Ó�µ�­�î�ª�†3æ�™
�K�r�M���G�b�”�Û�î�º  �Ó�µ�­�î�ª�_�µ�r�€�•�_���c���b�\�>�~�[�M��

�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�æ���I�€�S�K�A�8�Í�_4)�M�•�r�[�c�
�©�«�¸�Ò�_�|�W�Z�Ó�µ�­�î�ª�@�Â�˜�å
�«�I�€�r�M�@�
�Q�€�è7F�c�Â'Å�†3É�M�G�\�^�C�w�E
°�€�}�€�Z�»�ß�µ�É�I�€�r�M���K�S�@�W�Z�
�G�\�^
3æ�™*…�_�c�”�»�Þ�«�b1��~�@3û%±�I�€�r�M�@�
�O�–�b�6�•3æ�™*…�c�
�]�b�w�™*…�@�w�E
°�€�}�€�S�?�†
�8�•�[�A�r�O�‡��

LDAP: Potential Directory Harvest Attack from host=(' IP-address ', ' domain_name '), 
dhap_limit= n, sender_group= sender_group , 

listener= listener_name , reverse_dns=( reverse_IP_address , ' domain_name ', 1), 
sender=e nvelope_sender , rcpt= envelope_recipients
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'¨  22 'v       LDAP �¡�š�Ü�î
  SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿��
�G�b!“� �w�™*…�•�˜�å�±�b
>�A�c�
#'�~  AsyncOS �_��/æ�I�€�Z�8�•�Þ�î�º�D7H�µ+��_���Z�8�r�M���X
�r�~�
'ö#.*…�@�G�b�µ+��†�–�¿�î�È�Ý�_�K�Z�
�V7H�Í�†�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b  HAT 
Æ�b�Ó�î�Ý  �Ç�ß�î  
�Ï�Ü�©�î�b�p�[0¿���K�r�M>& HAT �b�¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�µ�t>' ��

�S�\�<�d�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�b  HAT 
Æ�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†  CLI �[�8�B�r�S�c)…7Ÿ�M�•�\�A
�c�
���b�|�:�^2A�e�@/²&g�I�€�r�M>& listenerconfig -> edit -> hostaccess -> default | new  �¥
�Ð�å�»�†��/œ>' ��

�G�b�µ+��c�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†  GUI �[)…7Ÿ�M�•�\�A�_�v/²&g�I�€�r�M>&�P�Â�M�•�Ü�«�¼�î�_�P
�K�Z  LDAP �¡�š�Ü�î�@�8�B�í�s�b���œ>' ��

�W 22-10 GUI �b  DHAP �µ+�

1 �ì6ë�\�S�~�b!“� �w�™*…�X�†
°�Š�M�•�\�
�Q�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_�P�K�Z  DHAP>&�¹�•�Þ�¡�º
�Ü �Á�î�Ë�«�º�7�Á75�F>'�@�–�¿�î�È�Ý�_�^�~�r�M���¹�Ç�›�Ý�º�[�
�Ã�È�Ü�µ�¡  �Ü�«�¼�î�[�c  1 �ì6ë�6
�S�~�q�±  25 �ó�b!“� �w�™*…�@�w�E
°�€�}�€�r�M���É�Û�–�Ë�î�º  �Ü�«�¼�î�b���œ�c�
 1 �ì6ë�6�S�~�b!“
� �w�™*…�X�c�¹�Ç�›�Ý�º�[�c!“�D7H�[�M���G�b�q�±�X�†�� Unlimited���_0¿���M�•�\�
�Q�b�Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î�_�P�K�Z  DHAP �c�–�¿�î�È�Ý�_�^�~�r�O�‡��

SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿��
AsyncOS �[�c�
 SMTP 1�0É�@�§�Ï�î�º�I�€�Z�8�r�M�� SMTP Auth �c�
 SMTP �§�î�Â�_�K)F�M�•�¡�Û�–
�”�å�º�†1�0É�M�•�Ó�•�½�¬�Ò�[�M��

�G�b�Ó�•�½�¬�Ò�†�<#Ý�M�•�\�
"I���b)�)Ê�_�d�“�M�•�Ø�î�¨�@�
�Q�b)�)Ê�b�Ó�î�Ý  �§�î�Â�_�Ü�Ô�î�º
�[�K)F�K�Z�8�•>&+¬�ï�x���G
›�^�]�?�}>'�\�A�v�Ó�î�Ý  �§�î�Â�†�Q#Ý�K�Z�Ó�î�Ý�†3æ�™�[�A�•�|�:�_
�^�~�r�M�� Mail User Agent>&MUA; �Ó�î�Ý  �Ø�î�¨  �š�î�ª�™�å�º>'�c�
�Ó�î�Ý�b3æ�™�†0è/œ�M�•�\�A�_
1�0É0[�Ó>&�³�Õ�Þ�å�ª / �Þ�«�Ï�å�«>'�†$Î/œ�[�A�r�M��

SMTP 1�0É�c�
$Î�™�Ó�î�Ý  �Ü�Þ�î�_�P�K�Z�v�Q#Ý�[�A�r�M���G�€�†�<#Ý�M�•�\�
 Cisco �”�É�Û�–�”�å�«
�@�¿�µ�º�á�î�¡�b�š�µ�ª�[�c�^�8���œ�_�
�”�É�Û�–�”�å�«�?�}�Ü�Þ�î  �§�î�Â�l�b�­�Ÿ�×�”�K)F�†&�'g
�[�A�r�M��

AsyncOS �[�c�
�Ø�î�¨  �¡�Þ�¹�å�©�Õ�Ý�b1�0É�‰�'�\�K�Z���b  2 �X�@�§�Ï�î�º�I�€�Z�8�r�M��

• LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�M�•��

• �9�b  SMTP �§�î�Â�†�Q#Ý�M�•>& SMTP Auth 3?3æ�\ SMTP Auth $Î�™>'��

Do you want to enable Directory Harvest Attack Prevention per host?   [Y]> y

Enter the maximum number of invalid recipients per hour from a remote host.

[25]>
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'¨  22 'v       LDAP �¡�š�Ü�î
  SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿��
�W 22-11 SMTP Auth �b�§�Ï�î�º>8 LDAP �¹�•�Þ�¡�º�Ü  �«�º�”�r�S�c  SMTP �§�î�Â

SMTP 1�0É�‰�'�†0¿���K�S�}�
 HAT �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î
Æ�[�Q#Ý�I�€�•  SMTP Auth �É�ß�Ç�“�–�Ý
�†�
 smtpauthconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�8�B�K�r�M>& ���Ü�«�¼�î�[�b  SMTP 1�0É�b�–�¿�î�È�Ý�ì��

>&P.22-36>' �†�g!·>' ��

SMTP 1�0É�b0¿��

LDAP �§�î�Â�†�Q#Ý�K�Z1�0É�†/œ�:���œ�c�
 [LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†3ã�•>& Add LDAP Server 
Profile>' ] �r�S�c  [LDAP �§�î�Â�É�ß�Ç�“�–�Ý�†)…7Ÿ>& Edit LDAP Server Profile>' ] �Ì�î�ª>&�r�S�c  
ldapconfig  �¥�Ð�å�»>'�[�¡�š�Ü�î  �±�–�É�\�K�Z  SMTPAUTH �†4E�¥�K�Z  SMTP 1�0É�¡�š�Ü�î�†�8�B
�K�r�M��0¿���M�•  LDAP �§�î�Â�b�Q�€�R�€�_�X�8�Z�
 SMTP 1�0É�É�ß�Ç�“�–�Ý�\�K�Z�Q#Ý�M�•  
SMTPAUTH �¡�š�Ü�î�†  1 �X0¿���[�A�r�M��

SMTP 1�0É�¡�š�Ü�î�_�c�
 �� LDAP �Â�–�å�»���\���Ã�«�á�î�»�†�“�ö�\�K�Z�v�“���b  2 '�8®�@�6�~�r
�M�����Ã�«�á�î�»�†�“�ö�\�K�Z�v�“���†�Q#Ý�M�•�\�A�c�
 Cisco �”�É�Û�–�”�å�«�_�|�W�Z  LDAP �¹�•�Þ
�¡�º�Ü
Æ�b�Ã�«�á�î�»  �Ç�•�î�Ý�»�@�v�~���I�€�r�M���G�b�Ã�«�á�î�»�c�
�É�Þ�î�å  �¸�Ÿ�«�º�[�v�
�/
�•�ì�r�S�c�Á�µ�©�×�ì�í�s�[�A(á�I�€�Z�8�Z�v�?�r�8�r�O�‡�� LDAP �Â�–�å�»�†�Q#Ý�M�•�\�A�c�

Cisco �”�É�Û�–�”�å�«�c�¡�Û�–�”�å�º�@�æ���K�S�¡�Þ�¹�å�©�Õ�Ý�†�Q#Ý�K�Z  LDAP �§�î�Â�l�b�ß�¢�–�å
�†0è/œ�K�r�M��

�Ã�«�á�î�»�†�“�ö�\�K�Z�æ��

OpenLDAP �b0d��>& RFC 2307 �_�ö�Y�C>'�[�c�
�¥�î�¹�•�å�¢�b�±�–�É�†�p�•�µ�¥�[�V�s�
�Q�b�‹�_
�š�å�¥�î�»�I�€�S�Ã�«�á�î�»�†)F�E�•�G�\�_�^�W�Z�8�r�M>&�S�\�<�d

�� {SHA}5en6G6MezRroT3XKqkdPOmY/BfQ=��>'���G�b�[�[�c�
�Ã�«�á�î�»4Š�(�c�É�Þ�î�å  �¸�Ÿ�«�º
�b�Ã�«�á�î�»�_  SHA �†4:#Ý�K�Z�?�}  base64 �š�å�¥�î�¹�•�å�¢�K�S�v�b�[�M��

Cisco �”�É�Û�–�”�å�«�@�Ã�«�á�î�»�†�v�“�M�•�S�_�
 SASL �Ó�•�½�¬�Ò�b�¿�¦�©�š�î�º�@  MUA �\�b6ë
�[/œ�ƒ�€�
�”�É�Û�–�”�å�«�\  MUA �c�]�b�‰�2�†�Q#Ý�M�•�?�†�ô���K�r�M>&�§�Ï�î�º�I�€�Z�8�•�Ó�•�½
�¬�Ò�c  LOGIN�
 PLAIN�
 MD5�
 SHA�
 SSHA�
 CRYPT SASL �[�M>'���Q�b�‹�[�
�”�É�Û�–�”�å�«�c  
LDAP �¹�î�±�Ë�î�«�_�P�M�•�¡�š�Ü�î�†��/œ�K�Z�Ã�«�á�î�»�†�v�“�K�r�M�� LDAP 
Æ�[�c�
�p�•�µ�¥
�[�V�r�€�S�É�Þ�Ç�•�µ�¡�«�@�Ã�«�á�î�»�_�Ü�8�Z�8�•�G�\�@�6�~�r�M��

• �É�Þ�Ç�•�µ�¡�«�@�Ü�8�Z�8�^�8���œ�c�
 LDAP 
Æ�_�A(á�I�€�Z�8�•�Ã�«�á�î�»�@�É�Þ�î�å  �¸�Ÿ�«
�º�[�6�•�\0b�^�I�€�r�M��

• �É�Þ�Ç�•�µ�¡�«�@�Ü�8�Z�8�•���œ�c�
�”�É�Û�–�”�å�«�c�Q�b�Á�µ�©�×�ì�Ã�«�á�î�»�†�v�“�K�

MUA �_�|�W�Z�æ���I�€�S�Ø�î�¨�¡�\�Ã�«�á�î�»�b�g�‰�6�•�8�c�]�U�}�?�b�Á�µ�©�×�†��/œ�K�Z�

�Á�µ�©�×�‹�b�Ã�«�á�î�»�\�š3Q�K�r�M�� Cisco �”�É�Û�–�”�å�«�[�§�Ï�î�º�I�€�•�Á�µ�©�×  �±�–�É�c  
SHA1 �\  MD5 �[�6�~�
 RFC 2307 �b0d���_�ö�Y�8�Z�
�Ã�«�á�î�»  �Ç�•�î�Ý�»
Æ�[�c�Á�µ�©�×�ì�Ã
�«�á�î�»�b�S�_�Á�µ�©�×  �Ó�•�½�¬�Ò�b�±�–�É�@�Ü�•�I�€�r�M��
22-33
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  22 'v       LDAP �¡�š�Ü�î
  SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿��
• LDAP �§�î�Â�b�p�_�c�
 OpenWave LDAP �§�î�Â�b�|�:�_�
�/�•�ì�I�€�S�Ã�«�á�î�»�b�S�_�/�•
�ì�±�–�É�†�Ü�•�K�^�8�v�b�v�6�~�
�æ�ƒ�~�_�/�•�ì�±�–�É�@�9�b  LDAP �“�ö�\�K�Z�A(á�I�€�Z�8
�r�M���G�b�|�:�^���œ�c�
'ö#.*…�@�æ���K�S�¹�Ç�›�Ý�º�b  SMTP AUTH �/�•�ì�‰�'�[�6�•�\0b�^
�I�€�Z�
�Q�b�Ã�«�á�î�»�\  SMTP �•�å�Â�­�î�©�Ù�å�[�v�“�I�€�S�Ã�«�á�î�»�\�@�š3Q�I�€�r�M��

Cisco �”�É�Û�–�”�å�«�c�
 SMTP Auth �º�n�?�}�õ�–�Ø�î�¨�¡�†�w�E�v�W�Z  LDAP �¡�š�Ü�î�_�š�n�K�

�G�b�¡�š�Ü�î�†�Q#Ý�K�Z�¡�Ü�”  �¸�Ÿ�«�º�r�S�c�Á�µ�©�×�ì�I�€�S�Ã�«�á�î�»  �Ç�•�î�Ý�»�†�v�“�K�r�M��
���_�
 SMTP Auth �¡�Þ�¹�å�©�Õ�Ý�[�æ���I�€�S�Ã�«�á�î�»�_�P�K�Z�Á�µ�©�×�@�²0[�^���œ�c��/œ�K�

�Q�b)��Ý�†  LDAP �?�}�b�Ã�«�á�î�»�\�š3Q�K�r�M>&�Á�µ�©�×  �±�–�É�b�±�¢�@�6�•���œ�c�v�~7V�C>' ���M
+´�K�S���œ�c�
 SMTP Auth �•�å�Â�­�î�©�Ù�å�@)F/œ�I�€�r�M���M+´�K�^�8���œ�c�
�š�Û�î  �¥�î�»�@3É
�I�€�r�M��

SMTP 1�0É�¡�š�Ü�î�b0¿��

���b�[�[�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª�†�Q#Ý�K�Z  LDAP 0¿��
�� PublicLDAP���†)…7Ÿ�K�
 SMTPAUTH �¡�š�Ü�î�†3ã�•�K�Z�8�r�M���¡�š�Ü�î�e�Ð�4  (uid={u} ) �c�

userPassword �“�ö�\�š3Q�M�•�|�:�_�8�B�I�€�Z�8�r�M��

/² 22-6 SMTP Auth LDAP �¡�š�Ü�î�b�Ç�•�î�Ý�»

�¡�S>& Name>' �¡�š�Ü�î�b�¡�S��

�¡�š�Ü�e�Ð�4>& Query 
String >'

1�0É�†  LDAP �Â�–�å�»)�#ä�[/œ�:�?�
�Ã�«�á�î�»�†�“�ö�\�K�Z�v�“�K�Z/œ
�:�?�†4E�¥�[�A�r�M��

[ �Â�–�å�»>& Bind>' ]>8LDAP �§�î�Â�l�b�ß�¢�–�å0è/œ�_�c�
�¡�Û�–�”�å�º�_
�|�W�Z�æ���I�€�S�¡�Þ�¹�å�©�Õ�Ý�†�Q#Ý�K�r�M>&�G�€�†�� LDAP �Â�–�å�»��
�\�ç�g�r�M>' ��

SMTP Auth �¡�š�Ü�î�[�Q#Ý�I�€�•� �ì�K)F�b�q�±�X�†�æ���K�r�M���G�b�X
�c�
�V�b  LDAP �§�î�Â�“�ö�[�æ���K�S�X�†2x�<�Z�c�^�~�r�O�‡���Â�–�å�»
1�0É�ì�_�±5��b�­�µ�©�Ù�å  �±�–�Ò�”�˜�º�@$Î#Õ�M�•�b�†75�D�_�c�
�G�G�[
�æ���M�•� �ì�K)F�b�q�±�X�†�±�A�C�K�r�M>&�M+á$×�_�c�
�K)F�b�o�p�M�m�Z
�†  SMTP Auth �_�m�~�\�Z�•�G�\�@�[�A�r�M>' ���Â�–�å�»1�0É�H�\�_�
�‚�K�8
�K)F�@ 1 �X�Q#Ý�I�€�r�M���g�~�b�K)F�c�
�Ú�b�±�–�É�b  LDAP �¡�š�Ü�î�[

¹�w�I�€�r�M��

[ �“�ö�\�K�Z�b�Ã�«�á�î�»>& Password as Attribute>' ]>8�Ã�«�á�î�»�†�v�“�K
�Z1�0É�†/œ�:�_�c�
�W�b  [SMTP 1�0É�Ã�«�á�î�»�“�ö>& SMTP Auth 
password attribute>' ] �Ç�•�î�Ý�»�[�Ã�«�á�î�»�†�æ���K�r�M��

4E�¥�K�S'�8®�b1�0É�_�Q#Ý�M�•  LDAP �¡�š�Ü�î�†�æ���K�r�M��

Active Directory �b�¡�š�Ü�î�b�[>8
(&(samaccountname={u})(objectCategory=person)

(objectClass=user))

SMTP 1�0É�Ã�«�á�î�»�“
�ö>&SMTP Auth 
Password Attribute >'

[ �“�ö�\�K�Z�Ã�«�á�î�»�v�“�K�S1�0É>& Authenticate by fetching the 
password as an attribute>' ] �†4E�¥�K�S���œ�c�
�Ã�«�á�î�»�“�ö�†�G�G�[�æ��
�K�r�M��
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  SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿��
�W 22-12 SMTP 1�0É�¡�š�Ü�î

SMTPAUTH �É�ß�Ç�“�–�Ý�b0¿���@�ö�¢�M�•�\�
�Q�b�¡�š�Ü�î�†  SMTP 1�0É�_�Q#Ý�M�•�|�:�_�Ü�«
�¼�î�†0¿���[�A�r�M��

'¨  2 �b  SMTP �§�î�Â)�#ä�[�b  SMTP 1�0É>&3?3æ�†�Q#Ý�M�• SMTP Auth >'

SMTP 1�0É�•�å�Â�­�î�©�Ù�å�b�S�u�_�æ���I�€�S�Ø�î�¨�¡�\�Ã�«�á�î�»�†�
�9�b  SMTP �§�î�Â�†�Q#Ý
�K�Z�è0É�M�•�|�:�_�”�É�Û�–�”�å�«�†0¿���[�A�r�M��

1�0É�†/œ�:�§�î�Â�c�
�Ó�î�Ý�†3?3æ�M�•�§�î�Â�\�c�9�b�v�b�[�6�~�
 SMTP 1�0É0[�Ó�l�b�Â'Å�T�E�†
/œ�8�r�M��1�0É�_�B�Œ�K�S�\�A�c�
�S#Ý�Ó�î�Ý  �§�î�Â�_�|�•�Ó�î�Ý�b  SMTP 3?3æ�†)F/œ�[�A�r�M���G
�b�µ+��c�
 ��3?3æ�†�Q#Ý�M�• SMTP Auth���\�ç�d�€�•�G�\�v�6�~�r�M���¡�Þ�¹�å�©�Õ�Ý�b�s�@�9�b  
SMTP �§�î�Â�_3?3æ>&�É�ß�Ÿ�©>'�I�€�Z1�0É�@/œ�ƒ�€�•�?�}�[�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP 1�0É>&SMTP Authentication>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �É�ß�Ç�“�–�Ý�†3ã�•>& Add Profile>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 SMTP 1�0É�É�ß�Ç�“�–�Ý�b�M�–�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 [ �É�ß�Ç�“�–�Ý  �±�–�É>&Profile Type>' ] �[  [ 3?3æ>&Forward>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 5 [ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 3?3æ�§�î�Â�b�Í�«�º�¡ /IP �”�»�Þ�«�\�Ï�î�º�†
°�Š�K�r�M��1�0É0[�Ó�b3?3æ�_�Q#Ý�M�•3?3æ�–�å�±�î
�Ç�™�–�«�†4E�¥�K�r�M��� �ì�K)F�b�q�±�X�†�æ���K�r�M�����_�
�”�É�Û�–�”�å�«�?�}3?3æ�§�î�Â�l�b�K
)F�_�P�K�Z  TLS �†�²8r�\�M�•�?�]�:�?�†0¿���K�r�M���Q#Ý�M�•  SASL �Ó�•�½�¬�Ò�v�
 [ �É�Þ�î�å

>&PLAIN>' ] �\  [ �ß�¢�–�å>& LOGIN>' ] �?�}4E�¥�[�A�r�M>&�Q#Ý�[�A�•���œ>' ���G�b4E�¥�c�
3?3æ�§�î�Â
�H�\�_0¿���I�€�r�M��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�«�¸�µ�É 8 1�0É�É�ß�Ç�“�–�Ý�b�8�B�@�ö�¢�M�•�\�
�Q�b�É�ß�Ç�“�–�Ý�†�Ü�«�¼�î�_�P�K�Z�–�¿�î�È�Ý�_�[�A�r�M��
0ò(ý�_�X�8�Z�c�
 ���Ü�«�¼�î�[�b  SMTP 1�0É�b�–�¿�î�È�Ý�ì�� >&P.22-36>' �†�g!·�K�Z�C�T�I�8��
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  SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿��
LDAP �†�Q#Ý�M�•  SMTP 1�0É

LDAP �Ë�î�«�b  SMTP 1�0É�É�ß�Ç�“�–�Ý�†�8�B�M�•�_�c�
 SMTP 1�0É�¡�š�Ü�î�†  LDAP �§�î�Â  �É�ß
�Ç�“�–�Ý�\�\�v�_  [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª�[�6�}�?�L�u�8�B�K�Z
�>�C�²0[�@�6�~�r�M���G�b�É�ß�Ç�“�–�Ý�†�Q#Ý�K�Z  SMTP 1�0É�É�ß�Ç�“�–�Ý�†�8�B�K�r�M�� LDAP �É
�ß�Ç�“�–�Ý�b�8�B�‰�2�b0ò(ý�_�X�8�Z�c�
 �� LDAP �¡�š�Ü�î�b�+0[�� >&P.22-2>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP 1�0É>&SMTP Authentication>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �É�ß�Ç�“�–�Ý�†3ã�•>& Add Profile>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 SMTP 1�0É�É�ß�Ç�“�–�Ý�b�M�–�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 [ �É�ß�Ç�“�–�Ý  �±�–�É>&Profile Type>' ] �[  [LDAP] �†4E�¥�K�r�M��

�«�¸�µ�É 5 [ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 �G�b1�0É�É�ß�Ç�“�–�Ý�_�Q#Ý�M�•  LDAP �¡�š�Ü�î�†4E�¥�K�r�M��

�«�¸�µ�É 7 �¹�Ç�›�Ý�º�b�/�•�ì�‰�'�†�»�ß�µ�É�²�˜�å  �Ó�½�×�î�?�}4E�¥�K�r�M��4E�¥*å�_�c�
 [SHA]�
 [Salted 
SHA]�
 [Crypt]�
 [Plain]�
 [MD5] �@�6�~�r�M�� LDAP �§�î�Â�_�|�W�Z�/�•�ì�‹�b�Ã�«�á�î�»�b�S�_�/
�•�ì�±�–�É�@�Ü�•�I�€�•���œ�c�
 [None] �†4E�¥�K�Z�C�T�I�8�� LDAP �§�î�Â�_�|�W�Z�/�•�ì�±�–�É�@
�9�š�å�¸�•�¸�•�\�K�Z�–�Ñ�I�€�•���œ�c>&�S�\�<�d  OpenWave LDAP �§�î�Â>' �
�/�•�ì�‰�'�†�Ó�½�×�î
�?�}4E�¥�K�Z�C�T�I�8���¹�Ç�›�Ý�º�b�/�•�ì0¿���c�
 LDAP �¡�š�Ü�î�_�Â�–�å�»�@�Q#Ý�I�€�•���œ�c
�Q#Ý�I�€�r�O�‡��

�«�¸�µ�É 8 [ �ö�¢>&Finish>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 9 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�«�¸�µ�É 10 1�0É�É�ß�Ç�“�–�Ý�b�8�B�@�ö�¢�M�•�\�
�Q�b�É�ß�Ç�“�–�Ý�†�Ü�«�¼�î�_�P�K�Z�–�¿�î�È�Ý�_�[�A�r�M��
0ò(ý�_�X�8�Z�c�
 ���Ü�«�¼�î�[�b  SMTP 1�0É�b�–�¿�î�È�Ý�ì�� >&P.22-36>' �†�g!·�K�Z�C�T�I�8��

�Ü�«�¼�î�[�b  SMTP 1�0É�b�–�¿�î�È�Ý�ì

[ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP 1�0É>&SMTP Authentication>' ] �Ì�î�ª�[�
��/œ�M�•1�0É�b�±�–
�É>&LDAP �Ë�î�«�r�S�c  SMTP 3?3æ�Ë�î�«>'�†�æ���K�Z  SMTP 1�0É���É�ß�Ç�“�–�Ý���†�8�B�K�S�}�
 [
�¿�µ�º�á�î�¡>& Network>' ] > [ �Ü�«�¼�î>& Listeners>' ] �Ì�î�ª>&�r�S�c  listenerconfig  �¥�Ð�å�»>'�†
�Q#Ý�K�Z�
�G�b�É�ß�Ç�“�–�Ý�†�Ü�«�¼�î�_6õ4��Ü�E�•�²0[�@�6�~�r�M��

>&�@>' 1�0É�í�s�b�Ø�î�¨�_�c�
�Ø�î�¨�b�Q�b�ì!l�b�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b�p�[  RELAY �K)F�·�8�@0Á�•�I
�€�r�M��

>&�@>' 1 �X�b�É�ß�Ç�“�–�Ý
Æ�[0
�X�b3?3æ�§�î�Â�†�æ���M�•�G�\�v�[�A�r�M�� SASL �Ó�•�½�¬�Ò  CRAM-MD5 
�\  DIGEST-MD5 �c�
 Cisco �”�É�Û�–�”�å�«�\3?3æ�§�î�Â�b6ë�[�c�§�Ï�î�º�I�€�r�O�‡��

���b�[�[�c�
�Ü�«�¼�î�� InboundMail���[  SMTPAUTH �É�ß�Ç�“�–�Ý�@�Q#Ý�I�€�•�|�:�_�
 [ �Ü�«�¼�î
�†)…7Ÿ>&Edit Listener>' ] �Ì�î�ª�[0¿���K�Z�8�r�M��
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�W 22-13 SMTP 1�0É�É�ß�Ç�“�–�Ý�†  [ �Ü�«�¼�î�†)…7Ÿ>&Edit Listener >' ] �Ì�î�ª�[4E�¥�M�•

�É�ß�Ç�“�–�Ý�†�Q#Ý�M�•�|�:�_�Ü�«�¼�î�†0¿���K�S�}�
�Q�b�Ü�«�¼�î�[�b  SMTP 1�0É�†0Á�•�
&—�F�

�r�S�c�²8r�\�M�•�|�:�_�Í�«�º  �”�¡�­�«  �¸�î�È�Ý�b�¹�Ç�›�Ý�º0¿���†�š�f�[�A�r�M��

�W 22-14 �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�[�b  SMTP 1�0É�b�–�¿�î�È�Ý�ì

SMTP 1�0É�\  HAT �Ï�Ü�©�î�b0¿��

3æ�™*…�c3æ�™*…�¢�Ý�î�É�\�K�Z�r�\�u�}�€�
�Q�b�‹�[  SMTP 1�0É�¿�¦�©�š�î�©�Ù�å�@6ä���M�•�b�[�

�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�b0¿���_�c�s8j�c�l�g�r�O�‡���Ü�Ô�î�º  �Ó�î�Ý  �Í�«�º�@�K)F�M�•�\
�A�_�
�”�É�Û�–�”�å�«�c�6�u�_�]�b3æ�™*…�¢�Ý�î�É�@0ñ�\�M�•�?�†"I���K�Z�
�Q�b3æ�™*…�¢�Ý�î�É�b
�Ó�î�Ý  �Ï�Ü�©�î�†4:#Ý�K�r�M���S�\�<�d�
�Ü�Ô�î�º  MTA�� suspicious.com���@  SUSPECTLIST �\�8�:
3æ�™*…�¢�Ý�î�É�_�“�K�Z�8�•���œ�c�
 �� suspicious.com���b  SMTPAUTH �¿�¦�©�š�î�©�Ù�å�b)��Ý�\�c
!“6õ�€�_  THROTTLE �Ï�Ü�©�î�@4:#Ý�I�€�r�M��

�S�T�K�
 SMTPAUTH �†�Q#Ý�K�Z1�0É�†�w�E�•3æ�™*…�b�…�8�c�
��3û�–�b��3æ�™*…�\�c$��^�~�r�M��
SMTPAUTH �­�µ�©�Ù�å�_�B�Œ�K�S���œ�b�K)F�·�8�c�� RELAY���_�š�f�I�€�•�b�[�
��2A$×�_  
Recipient Access Table>&RAT; �w�™*…�”�¡�­�«  �¸�î�È�Ý>'�\  LDAPACCEPT �c�Â�–�Ã�«�I�€�r�M���Q
�b)��Ý�
3æ�™*…�c�Ó�µ�­�î�ª�†  Cisco �”�É�Û�–�”�å�«)�#ä�[�Ü�Þ�î�[�A�r�M���K�S�@�W�Z�
4:#Ý�I�€�•
�Þ�î�º�D7H�x�«�ß�µ�º�Ü�å�¢�@�6�•���œ�c�
�,�A)F�A�w� �_�^�~�r�M��

HAT 4����Ä�°

HAT 4����Ä�°�@0¿���í�s�b�\�A�c�
 HAT 3æ�™*…�¢�Ý�î�É�\�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b0¿���_�ö�Y�8�Z
�•�¶�^�}�d�»�ß�µ�É�I�€�•�K)F�v�
1�0É�_�B�Œ�K�
 RELAY �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�@0Á�•�I�€�r�M��

2

1

$��• 1��Â

1. [SMTP 1�0É>&SMTP Authentication>' ] �Ç�•�î�Ý�»�[�c�
�Ü�«�¼�î  �Þ�Ë�Ý�[  SMTP 1�
0É�†�D�š�K�r�M�� [ �8�8�<>& No>' ] �†4E�¥�K�S���œ�c�
 SMTP 1�0É�_6õ�M�•�Ú�b0¿���_
�?�?�ƒ�}�N�
�G�b�Ü�«�¼�î�[�c1�0É�c�–�¿�î�È�Ý�_�^�~�r�O�‡��

2. 2 $��u�b�É�ß�å�É�º>& [SMTP 1�0É>&SMTP Authentication>' ]>'�[  [ �²8r>& Required>' ] 
�†4E�¥�K�S���œ�c�
 AUTH �Ÿ�î�á�î�»�@$Î/œ�I�€�•�b�c  TLS �@�¿�¦�©�š�î�º�I�€�S

>&�¡�Û�–�”�å�º�@�9�b  EHLO �¥�Ð�å�»�†$Î/œ�K�S>'�‹�\�^�~�r�M��
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'¨  22 'v       LDAP �¡�š�Ü�î
  SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿��
4����Ä�°�†0¿���M�•�_�c�
 CLI �b  listenerconfig --> setup  �¥�Ð�å�»�†�Q#Ý�K�r�M���G�b�·�8�c�
�¹
�Ç�›�Ý�º�[�c�¹�•�­�î�È�Ý�_�^�W�Z�8�r�M��

���b/²�_�
 HAT �b4����Ä�°�†0¿���M�•�‰�2�†1��Â�K�r�M��

example.com> listenerconfig

Currently configured listeners:

1. listener1 (on main, 172.22.138.17) QMQP TCP Port 628 Private

2. listener2 (on main, 172.22.138.17) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[]> setup

Enter the global limit for concurrent connections to be allowed across all listeners.

[300]>

[...]

By default HAT rejected connections will be closed with a banner

message at the start of the SMTP conversation. Would you like to do the rejection at the 
message recipient level instead for more detailed logging of rejected mail?

[N]> y

Do you want to modify the SMTP RCPT TO reject response in this case?

[N]> y
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'¨  22 'v       LDAP �¡�š�Ü�î
  SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿��
�¡�Û�–�”�å�º1�0É�†�Q#Ý�K�S  SMTP �­�µ�©�Ù�å�b1�0É

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�Ø�î�¨�b�Ó�î
�Ý �¡�Û�–�”�å�º6ë�b  SMTP �­�µ�©�Ù�å�†1�0É�M�•�S�u�_�¡�Û�–�”�å�º0É�Â�i�b�Q#Ý�†�§�Ï�î�º�K�r�M��

SMTP 1�0É�É�ß�Ç�“�–�Ý�†�8�B�M�•���œ�c�
0É�Â�i�†&�1��M�•�\�A�_�Q#Ý�M�•0É�Â�i1�0É  LDAP �¡�š
�Ü�î�†4E�¥�K�r�M���r�S�
�¡�Û�–�”�å�º0É�Â�i�@�Q#Ý�[�A�^�?�W�S���œ�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�@�Ø�î�¨1�0É�M�•�S�u�b  SMTP AUTH �¥�Ð�å�»�_�Ç�›�î�Ý�Â�µ�¡�M�•�?�]�:�?�†�æ���[
�A�r�M��

)�)Ê�[�Ø�î�¨�†1�0É�M�•�S�u�_�¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�M�•���œ�
�¡�Û�–�”�å�º0É�Â�i�†�â�S�^�8
�Ø�î�¨�@�Ø�î�¨�b�¹�î�±�@0Á�•�M�•�|�:�_�æ���I�€�Z�8�•7H�~�Ó�î�Ý�†3æ�™�[�A�•�?�]�:�?�8�•�M�•�S
�u�_�
 SMTP 1�0É�¡�š�Ü�î�†�Q#Ý�[�A�r�M��

0ò(ý�_�X�8�Z�c�
 ���¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  SMTP �­�µ�©�Ù�å�b1�0É�� �†�g!·�K�Z�C�T�I�8��

$Î�™ SMTP 1�0É

SMTP 1�0É�c�
$Î�™�Ó�î�Ý  �Ü�Þ�î�†�Ø�î�¨�¡�\�Ã�«�á�î�»�†�Q#Ý�K�Z�è0É�M�•�\�A�_�v�Q#Ý�[�A�r�M��
��$Î�™�� SMTP 1�0É�É�ß�Ç�“�–�Ý�†�8�B�K�Z�?�}�
�G�b�É�ß�Ç�“�–�Ý�†
²�»�Ó�–�å�b  SMTP �Ý�î�º�_6õ
4��Ü�E�r�M���Ó�î�Ý4Ä�™0è/œ�b�S�g�_�
 Cisco �”�É�Û�–�”�å�«�c�²0[�^�¡�Þ�¹�å�©�Õ�Ý�†�Q#Ý�K�Z�”�µ
�É�«�º�Ü�î�Ò  �Ó�î�Ý  �Ü�Þ�î�_�ß�¢�–�å�K�r�M�� PLAIN SASL �Ç�›�î�Ð�µ�º�b�ß�¢�–�å�b�s�@�§�Ï�î�º
�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP 1�0É>&SMTP Authentication>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �É�ß�Ç�“�–�Ý�†3ã�•>& Add Profile>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 SMTP 1�0É�É�ß�Ç�“�–�Ý�b�M�–�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 [ �É�ß�Ç�“�–�Ý  �±�–�É>&Profile Type>' ] �[  [ 3æ�™>&Outgoing>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 5 [ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 1�0É�É�ß�Ç�“�–�Ý�b1�0É#Ý�Ø�î�¨�¡�\�Ã�«�á�î�»�†
°�Š�K�r�M��

�«�¸�µ�É 7 [ �ö�¢>&Finish>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 8 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP �Ý�î�º>& SMTP Routes>' ] �†4E�¥�K�r�M��

Enter the SMTP code to use in the response. 550 is the standard code.

[550]> 551

Enter your custom SMTP response. Press Enter on a blank line to finish.

Sender rejected due to local mail policy.

Contact your mail admin for assistance.
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'¨  22 'v       LDAP �¡�š�Ü�î
  �Ø�î�¨�b�¥4Š  LDAP 1�0É�b0¿��
�«�¸�µ�É 9 �¸�î�È�Ý�b  [ �w�™�»�Ó�–�å>&Receiving Domain>' ] �•�Û�Ò�[�
 [ �Q�b�Ú�b�M�m�Z�b�»�Ó�–�å>& All Other 
Domains>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 10 SMTP �Ý�î�º�b��
›�Í�«�º�b�¡�S�†  [ ��
›�Í�«�º>& Destination Host>' ] �_
°�Š�K�r�M���G�€�c�
$Î�™
�Ó�î�Ý�b4Ä�™�_�Q#Ý�I�€�•�¥4Š�Ó�î�Ý  �Ü�Þ�î�b�Í�«�º�¡�[�M��

�«�¸�µ�É 11 $Î�™ SMTP 1�0É�É�ß�Ç�“�–�Ý�†�»�ß�µ�É�²�˜�å  �Ó�½�×�î�?�}4E�¥�K�r�M��

�«�¸�µ�É 12 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�ß� �å�¢�\  SMTP 1�0É

SMTP 1�0É�Ó�•�½�¬�Ò>&LDAP �Ë�î�«�
 SMTP 3?3æ�§�î�Â  �Ë�î�«�
�r�S�c  SMTP $Î�™>'�@�”�É�Û�–�”
�å�«�V�[0¿���I�€�Z�8�•���œ�c�
�è�W�b�–�Ë�å�º�@  Cisco �Ó�î�Ý  �ß�¢�_0°6��I�€�r�M��

• >&�_��>' SMTP 1�0É�B�Œ>81�0É�I�€�S�Ø�î�¨�\�
�Q#Ý�I�€�S�Ó�•�½�¬�Ò�v0°6��I�€�r�M�� >&�É�Þ�î�å  
�¸�Ÿ�«�º�b�Ã�«�á�î�»�@0°6��I�€�•�G�\�c�6�~�r�O�‡>' ��

• >&�_��>' SMTP 1�0É�»�K>81�0É�I�€�S�Ø�î�¨�\�
�Q#Ý�I�€�S�Ó�•�½�¬�Ò�v0°6��I�€�r�M��

• >&1™�Ì>'1�0É�§�î�Â�_�K)F�Y�•+�>8�§�î�Â�¡�\�Ó�•�½�¬�Ò�v0°6��I�€�r�M��

• >&1™�Ì>'�±�–�Ò�”�˜�º  �–�Ë�å�º>83?3æ�§�î�Â>&�”�µ�É�«�º�Ü�î�Ò�b�
�–�å�ª�™�¡�©�Ù�å�†/œ�:  
Cisco �”�É�Û�–�”�å�«�\3û�™>'�@1�0É0[�Ó�†�…�X6ë�_�±�–�Ò�”�˜�º�K�S�\�A��

�Ø�î�¨�b�¥4Š  LDAP 1�0É�b0¿��
�¿�µ�º�á�î�¡�V�b  LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�K�Z�Ø�î�¨�†1�0É�M�•�|�:�_  Cisco �”�É�Û�–�”�å�«�†0¿
���[�A�r�M���G�b�|�:�_0¿���M�•�\�
�Ø�î�¨�@�›+¬�b  LDAP �Ø�î�¨�¡�\�Ã�«�á�î�»�†�Q#Ý�K�Z�ß�¢�–
�å�[�A�•�|�:�_�^�~�r�M�� LDAP �§�î�Â�_�P�M�•1�0É�¡�š�Ü�î�†0¿���K�S�}�
�”�É�Û�–�”�å�«�_�|�•
�¥4Š1�0É�b�Q#Ý�†�–�¿�î�È�Ý�_�K�r�M>& GUI �b  [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨

>&Users>' ] �Ì�î�ª�r�S�c  CLI �b  userconfig  �¥�Ð�å�»�†�Q#Ý�K�r�M>' ��

�m8p 

�«�¸�µ�É 1 �Ø�î�¨  �”�•�˜�å�º�†0b�X�E�•�S�u�b�¡�š�Ü�î�†�8�B�K�r�M�� LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�[�
 LDAP 
�¹�•�Þ�¡�º�Ü
Æ�b�Ø�î�¨  �”�•�˜�å�º�†�è(ô�M�•�S�u�b�¡�š�Ü�î�†�8�B�K�r�M��

�«�¸�µ�É 2 �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É  �¡�š�Ü�î�†�8�B�K�r�M�� �Ø�î�¨�@"I���b�¹�•�Þ�¡�º�Ü  �¢�Ý�î�É�b�Ó�å�Â�î�?
�]�:�?�†�8�•�M�•�S�u�b�¡�š�Ü�î�†�8�B�K�r�M��

�«�¸�µ�É 3 LDAP �§�î�Â�†�Q#Ý�M�•�|�:�_�¥4Š1�0É�†�­�µ�º�”�µ�É�K�r�M�� �G�b  LDAP �§�î�Â�†�Ø�î�¨1�0É�_�Q
#Ý�M�•�|�:�_�”�É�Û�–�”�å�«�†0¿���K�
�Ø�î�¨  �ß�î�Ý�†  LDAP �¹�•�Þ�¡�º�Ü
Æ�b�¢�Ý�î�É�_�m�~�\�Z
�r�M��0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Daily Management Guide���b�� Adding 
Users���†�g!·�K�Z�C�T�I�8��

>&�@>' [LDAP] �Ì�î�ª�b  [ �¡�š�Ü�b�¸�«�º>& Test Query>' ] �Î�±�å>&�r�S�c  ldaptest  �¥�Ð�å�»>'�†�Q#Ý�K�Z�

�¡�š�Ü�î�?�}3É�I�€�•)��Ý�@�‡�…�K�S�\�>�~�[�6�•�G�\�†&�1��K�r�M��0ò(ý�_�X�8�Z�c�
 �� LDAP �¡�š
�Ü�î�b�¸�«�º�� >&P.22-17>' �†�g!·�K�Z�C�T�I�8��
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'¨  22 'v       LDAP �¡�š�Ü�î
  �Ø�î�¨�b�¥4Š  LDAP 1�0É�b0¿��
�Ø�î�¨  �”�•�˜�å�º  �¡�š�Ü�î

�¥4Š�Ø�î�¨�†1�0É�M�•�S�u�_�
 AsyncOS �c�¡�š�Ü�î�†�Q#Ý�K�Z�Q�b�Ø�î�¨�b�Þ�¥�î�»�†  LDAP �¹�•�Þ
�¡�º�Ü
Æ�[�è���K�
�Ø�î�¨�b�Ç�Ý  �¿�î�Ò�@�A(á�I�€�Z�8�•�“�ö�†0b�X�E�r�M��'ö#.*…�@4E�¥�K�S�§�î
�Â �±�–�É�_�Â�L�Z�
 AsyncOS �_�|�W�Z�¹�Ç�›�Ý�º�b�¡�š�Ü�î�\�¹�Ç�›�Ý�º�b�“�ö�@
°�Š�I�€�r�M���”
�•�˜�å�º�@�»� �K�Z�8�•�Ø�î�¨�c�Ä�°�M�•�|�:�_�”�É�Û�–�”�å�«�†0¿���M�•�G�\�v�[�A�r�M���Q�€�_
�c�
 RFC 2307 �[0d���I�€�Z�8�•�“�ö�@  LDAP �Ø�î�¨  �Þ�¥�î�»
Æ�[��*O�I�€�Z�8�•�²0[�@�6�~�r�M

>&shadowLastChange �
 shadowMax�
�>�|�g  shadowExpire >'���Ø�î�¨  �Þ�¥�î�»�@�Ñ�~�M�•�»�Ó�–�å  �Þ�Ë
�Ý�b�Ë�î�«  DN �@�²8r�[�M��

/² 22-7 �_�
 AsyncOS �@�Ø�î�¨  �”�•�˜�å�º�†  Active Directory �§�î�Â�V�[�è(ô�M�•�\�A�_�Q#Ý�I�€�•�¹
�Ç�›�Ý�º�b�¡�š�Ü�î�e�Ð�4�\�Ø�î�¨�b�Ç�Ý  �¿�î�Ò�“�ö�†&g�K�r�M��

/² 22-8 �_�
 AsyncOS �@�Ø�î�¨  �”�•�˜�å�º�†  OpenLDAP �§�î�Â�V�[�è(ô�M�•�\�A�_�Q#Ý�I�€�•�¹�Ç�›
�Ý�º�b�¡�š�Ü�î�e�Ð�4�\�Ø�î�¨�b�Ç�Ý  �¿�î�Ò�“�ö�†&g�K�r�M��

�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É  �¡�š�Ü�î

AsyncOS �c�
�Ø�î�¨�@"I���b�¹�•�Þ�¡�º�Ü  �¢�Ý�î�É�b�Ó�å�Â�î�?�]�:�?�†�8�•�M�•�\�8�:% $×�[�v�¡
�š�Ü�î�†�Q#Ý�K�r�M���¹�•�Þ�¡�º�Ü  �¢�Ý�î�É  �Ó�å�Â�î�©�µ�É
Æ�b�Ó�å�Â�î�©�µ�É�_�|�W�Z�
�Q�b�Ø�î
�¨�b�©�«�¸�Ò
Æ�b�”�¡�­�«0Á�•�@�ô�r�~�r�M�� GUI �b  [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [
�Ø�î�¨>& Users>' ] �Ì�î�ª>&�r�S�c  CLI �b  userconfig >'�[�¥4Š1�0É�†�–�¿�î�È�Ý�_�M�•�\�A�_�
�Ø�î�¨  
�ß�î�Ý�†  LDAP �¹�•�Þ�¡�º�Ü
Æ�b�¢�Ý�î�É�_�m�~�\�Z�r�M���Ø�î�¨  �ß�î�Ý�_�|�W�Z�
�Q�b�Ø�î�¨�@�©
�«�¸�Ò
Æ�[�â�X�”�¡�­�«0Á�•�@�ô�r�~�r�M���¥4Š1�0É�I�€�S�Ø�î�¨�b���œ�c�
�ß�î�Ý�c�¶���b�Ø�î�¨�[
�c�^�C�¹�•�Þ�¡�º�Ü  �¢�Ý�î�É�_�m�~�\�Z�}�€�r�M���S�\�<�d�
 IT �\�8�:�¹�•�Þ�¡�º�Ü  �¢�Ý�î�É
Æ�b
�Ø�î�¨�_�� Administrator���\�8�:�ß�î�Ý�†�m�~�\�Z�
 �� Support���\�8�:�¹�•�Þ�¡�º�Ü  �¢�Ý�î�É�b�Ø�î
�¨�_�� Help Desk User���\�8�:�ß�î�Ý�†�m�~�\�Z�r�M��

1 �Ç�b�Ø�î�¨�@0
�X�b  LDAP �¢�Ý�î�É�_�“�K�Z�>�~�
�Q�€�R�€�Ø�î�¨  �ß�î�Ý�@$��^�•���œ�c�
�q�v7H
��$×�^�ß�î�Ý�b�”�¡�­�«0Á�•�@  AsyncOS �_�|�W�Z�Q�b�Ø�î�¨�_�Ü�Z�I�€�r�M���S�\�<�d�
�Ø�î�¨�@  
Operator �’7H�†�â�X�¢�Ý�î�É�\  Help Desk User �’7H�†�â�X�¢�Ý�î�É�_�“�M�•���œ�
 AsyncOS �c�Ø�î�¨
�_  Help Desk User �ß�î�Ý�b�’7H�†�m�~�\�Z�r�M��

/² 22-7 �¹�Ç�›�Ý�º�b�Ø�î�¨  �”�•�˜�å�º  �¡�š�Ü�î�e�Ð�4�\�“�ö>8 Active Directory

�§�î�Â  �±�–�É Active Directory

�Ë�î�«  DN >&�È�Û�å�¡>'>&�Ø�î�¨  �Þ�¥�î�»�†0b�X�E�•�_�c
½�/$×�^�Ë�î�«  DN 
�†�Q#Ý�M�•�²0[�@�6�~�r�M>'

�¡�š�Ü�î�e�Ð�4 (&(objectClass=user)(sAMAccountName={u}))

�Ø�î�¨�b�Ç�Ý  �¿�î�Ò�@�A(á�I�€�Z�8
�•�“�ö

displayName

/² 22-8 �¹�Ç�›�Ý�º�b�Ø�î�¨  �”�•�˜�å�º  �¡�š�Ü�î�e�Ð�4�\�“�ö>8 OpenLDAP

�§�î�Â  �±�–�É OpenLDAP

�Ë�î�«  DN >&�È�Û�å�¡>'>&�Ø�î�¨  �Þ�¥�î�»�†0b�X�E�•�_�c
½�/$×�^�Ë�î�«  DN 
�†�Q#Ý�M�•�²0[�@�6�~�r�M>'

�¡�š�Ü�î�e�Ð�4 (&(objectClass=posixAccount)(uid={u}))

�Ø�î�¨�b�Ç�Ý  �¿�î�Ò�@�A(á�I�€�Z�8
�•�“�ö

gecos
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'¨  22 'v       LDAP �¡�š�Ü�î
  �Ø�î�¨�b�¥4Š  LDAP 1�0É�b0¿��
�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�†�e�8�œ�ƒ�O�•�S�u�b  LDAP �É�ß�Ç�“�–�Ý�†0¿���M�•�\�A�_�
�¢�Ý�î�É  �Þ
�¥�î�»�@�A(á�I�€�Z�8�•�¹�•�Þ�¡�º�Ü  �Þ�Ë�Ý�b�Ë�î�«  DN �†
°�Š�K�
�¢�Ý�î�É  �Ó�å�Â�î�b�Ø�î�¨�¡�@
�A(á�I�€�Z�8�•�“�ö�\�
�¢�Ý�î�É�¡�@�A(á�I�€�Z�8�•�“�ö�†
°�Š�K�r�M�� LDAP �§�î�Â  �É�ß�Ç�“�–�Ý
�_�P�K�Z4E�¥�I�€�S�§�î�Â  �±�–�É�_�ö�Y�8�Z�
�Ø�î�¨�¡�\�¢�Ý�î�É�¡�b�“�ö�b�¹�Ç�›�Ý�º�Í�\�¹�Ç�›
�Ý�º  �¡�š�Ü�î�e�Ð�4�@  AsyncOS �_�|�W�Z
°�Š�I�€�r�M��

>&�@>' Active Directory �§�î�Â�b���œ�c�
�Ø�î�¨�@"I���b�¢�Ý�î�É�b�Ó�å�Â�î�?�]�:�?�†�8�•�M�•�S�u�b�¹
�Ç�›�Ý�º�b�¡�š�Ü�î�e�Ð�4�c  (&(objectClass=group)(member={u}))  �[�M���S�T�K�
�Q#Ý�M�•  LDAP 
�«�Ÿ�î�Ð�_�>�8�Z�
 �� memberof���b�Ü�«�º�[�Ø�î�¨�¡�[�c�^�C1‘�9�¡�@�Q#Ý�I�€�Z�8�•���œ�c�
 {dn}  
�†  {u}  �b�æ�ƒ�~�_�Q#Ý�[�A�r�M��

/² 22-9 �_�
 AsyncOS �@ Active Directory �§�î�Â�V�[�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�_���†�è(ô�M�•�\�A�_�Q
#Ý�I�€�•�¹�Ç�›�Ý�º�b�¡�š�Ü�î�e�Ð�4�\�“�ö�†&g�K�r�M��

/² 22-10 �_�
 AsyncOS �@ OpenLDAP �§�î�Â�V�[�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É�_���†�è(ô�M�•�\�A�_�Q#Ý
�I�€�•�¹�Ç�›�Ý�º�b�¡�š�Ü�î�e�Ð�4�\�“�ö�†&g�K�r�M��

/² 22-9 �¹�Ç�›�Ý�º�b�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É  �¡�š�Ü�î�e�Ð�4�\�“�ö>8 Active Directory

�§�î�Â  �±�–�É Active Directory

�Ë�î�«  DN >&�È�Û�å�¡>'>&�¢�Ý�î�É  �Þ�¥�î�»�†0b�X�E�•�_�c
½�/$×�^�Ë�î�«  
DN �†�Q#Ý�M�•�²0[�@�6�~�r�M>'

�Ø�î�¨�@"I���b�¢�Ý�î�É�b�Ó�å�Â�î�?
�]�:�?�†�8�•�M�•�S�u�b�¡�š�Ü�î�e�Ð
�4

(&(objectClass=group)(member={u}))

>&�@>' �Q#Ý�M�• LDAP �«�Ÿ�î�Ð�_�>�8�Z  memberOf �Ü�«�º�b�p
�[�Ø�î�¨�¡�[�c�^�C1‘�9�¡�@�Q#Ý�I�€�Z�8�•���œ�c�
 {u}  
�b�æ�ƒ�~�_  {dn} �†�Q#Ý�[�A�r�M��

�›�Ó�å�Â�î�b�Ø�î�¨�¡>&�r�S�c�Q�b
�Ø�î�¨�b�Þ�¥�î�»�b  DN>'�@�A(á�I�€
�Z�8�•�“�ö

member

�¢�Ý�î�É�¡�@�A(á�I�€�Z�8�•�“�ö cn

/² 22-10 �¹�Ç�›�Ý�º�b�¢�Ý�î�É  �Ó�å�Â�î�©�µ�É  �¡�š�Ü�î�e�Ð�4�\�“�ö>8 OpenLDAP

�§�î�Â  �±�–�É OpenLDAP

�Ë�î�«  DN >&�È�Û�å�¡>'>&�¢�Ý�î�É  �Þ�¥�î�»�†0b�X�E�•�_�c
½�/$×�^�Ë�î�«  
DN �†�Q#Ý�M�•�²0[�@�6�~�r�M>'

�Ø�î�¨�@"I���b�¢�Ý�î�É�b�Ó�å�Â�î�?
�]�:�?�†�8�•�M�•�S�u�b�¡�š�Ü�î�e�Ð
�4

(&(objectClass=posixGroup)(memberUid={u}))

�›�Ó�å�Â�î�b�Ø�î�¨�¡>&�r�S�c�Q�b
�Ø�î�¨�b�Þ�¥�î�»�b  DN>'�@�A(á�I�€
�Z�8�•�“�ö

memberUid

�¢�Ý�î�É�¡�@�A(á�I�€�Z�8�•�“�ö cn
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'¨  22 'v       LDAP �¡�š�Ü�î
  Cisco IronPort �«�Ã�Ò7x7³
Æ�b�š�å�»  �Ø�î�¨1�0É
Cisco IronPort �«�Ã�Ò7x7³
Æ�b�š�å�»  �Ø�î�¨1�0É
�«�Ã�Ò7x7³�l�b�š�å�»�Ø�î�¨1�0É�b�¡�š�Ü�î�\�c�
�Ø�î�¨�@  Cisco �«�Ã�Ò7x7³�µ+��_�ß�¢�–�å�M�•�\�A
�_�Ø�î�¨�†�è0É�M�•�S�u�b�¡�š�Ü�î�[�M���º�î�¡�å  {u} �c�
�Ø�î�¨�†&g�K�r�M>&�Ø�î�¨�b�ß�¢�–�å�¡
�†/²�K�r�M>' ���º�î�¡�å  {a} �c�
�Ø�î�¨�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†&g�K�r�M�� LDAP �¡�š�Ü�î�_�|�W�Z

�� SMTP:���@7Á�Ê�Ó�î�Ý  �”�»�Þ�«�?�}7V�d�I�€�•�G�\�c�6�~�r�O�‡���S�T�K�
 AsyncOS �c�G�b4Š�(�†
�”�»�Þ�«�?�}7V�d�K�r�M��

Cisco �«�Ã�Ò7x7³�µ+��b�š�å�»�Ø�î�¨  �”�¡�­�«�è0É�_  LDAP �¡�š�Ü�î�†�Q#Ý�M�•�_�c�
 [ �w� �^�¡�š�Ü
�\�K�Z�æ���M�•>& Designate as the active query>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�C�T�I�8���M�[�_�”
�¡�¸�•�È�^�¡�š�Ü�î�@�6�•���œ�
�Q�b�¡�š�Ü�î�c�¹�•�­�î�È�Ý�_�^�~�r�M�� [ �©�«�¸�Ò'ö#.>& System 
Administration>' ] > [LDAP] �Ì�î�ª�†6ä�8�S�\�A�_�
�”�¡�¸�•�È�^�¡�š�Ü�î�b�“�_�”�«�±�Ü�«�¡>& * >'
�@/²&g�I�€�r�M��

�§�î�Â  �±�–�É�_�ö�Y�8�Z�
���b�¹�Ç�›�Ý�º  �¡�š�Ü�î�e�Ð�4�@�š�å�»�Ø�î�¨1�0É�¡�š�Ü�î�_�Q#Ý�I�€�r
�M��

• Active Directory>8(sAMAccountName={u})

• OpenLDAP>8(uid={u})

• Unknown or Other>8>&�È�Û�å�¡>'

�¹�Ç�›�Ý�º�[�c�
�É�Û�–�Ð�Ü  �Ó�î�Ý�“�ö�c  Active Directory �§�î�Â�b���œ�c  proxyAddresses �

OpenLDAP �§�î�Â�b���œ�c  mail  �[�M��"‚+¬�b�¡�š�Ü�î�\�Ó�î�Ý�“�ö�†
°�Š�[�A�r�M���¡�š�Ü�î�†  CLI 
�[�8�B�M�•�_�c�
 ldapconfig  �¥�Ð�å�»�b  isqauth  �§�È�¥�Ð�å�»�†�Q#Ý�K�r�M��

>&�@>' �Ø�î�¨�b�ß�¢�–�å�ì�_�›+¬�b�Ó�î�Ý  �”�»�Þ�«
²�/�†
°�Š�I�O�•���œ�c�
 (mail=smtp:{a})  �\�8�:�¡�š
�Ü�î�e�Ð�4�†�Q#Ý�K�r�M��

�«�Ã�Ò7x7³�µ+��_�P�M�•�š�å�»�Ø�î�¨1�0É�†�–�¿�î�È�Ý�_�M�•�‰�2�_�X�8�Z�c�
 �� Cisco IronPort 
AsyncOS for Email Daily Management Guide���b�� Configuring the Cisco Spam Quarantines Feature��
�†�g!·�K�Z�C�T�I�8��

Active Directory �š�å�»�Ø�î�¨1�0É�b0¿���b�[

�G�G�[�c�
 Active Directory �§�î�Â�\�š�å�»�Ø�î�¨1�0É�¡�š�Ü�î�b0¿���b�[�†&g�K�r�M���G�b�[�[�c�

Active Directory �§�î�Â�_�P�K�Z�Ã�«�á�î�»1�0É�†�Q#Ý�K�
 �Ó�î�Ý�“�ö�c  mail  �\  proxyAddresses  �†�Q
#Ý�K�
 Active Directory �§�î�Â�_�P�M�•�š�å�»�Ø�î�¨1�0É�_�c�¹�Ç�›�Ý�º�b�¡�š�Ü�î�e�Ð�4�†�Q#Ý�K�r
�M��

/² 22-11 LDAP �§�î�Â�\�«�Ã�Ò7x7³�l�b�š�å�»�Ø�î�¨1�0É�b0¿���[>8 Active Directory

1�0É�‰�' �Ã�«�á�î�»�†�Q#Ý>&�è(ô#Ý�_�Â�–�å�»�M�•�S�u�b�*"I�’�b
�Ø�î�¨�†�8�B�M�•�?�
���¡�è(ô�†0¿���M�•�²0[�@�6�~�r�M>'

�§�î�Â  �±�–�É Active Directory

�Ï�î�º 3268

�Ë�î�«  DN >&�È�Û�å�¡>'

�K)F�É�ß�º�¥�Ý >&�È�Û�å�¡>'

�¡�š�Ü�î�e�Ð�4 (sAMAccountName={u})

�Ó�î�Ý�“�ö mail,proxyAddresses
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'¨  22 'v       LDAP �¡�š�Ü�î
  �«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ�b�¡�š�Ü�î
OpenLDAP �š�å�»�Ø�î�¨1�0É�b0¿���b�[

�G�G�[�c�
 OpenLDAP �§�î�Â�\�š�å�»�Ø�î�¨1�0É�¡�š�Ü�î�b0¿���b�[�†&g�K�r�M���G�b�[�[�c�

OpenLDAP �§�î�Â�_�P�K�Z���¡1�0É�†�Q#Ý�K�
�Ó�î�Ý�“�ö�c  mail  �\  mailLocalAddress  �†�Q#Ý�K�

OpenLDAP �§�î�Â�_�P�M�•�š�å�»�Ø�î�¨1�0É�_�c�¹�Ç�›�Ý�º�b�¡�š�Ü�î�e�Ð�4�†�Q#Ý�K�r�M��

�«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ�b�¡�š�Ü�î
�«�Ã�Ò3û%±�†�Q#Ý�M�•���œ�c�
�«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ�¡�š�Ü�î�†�Q#Ý�K�Z7Á�Ê�Ó�î�Ý  �š�–�Ü�”
�«�†  1 �X�_�r�\�u�•�\�
�w�™*…�@�š�–�Ü�”�«�H�\�_7x7³3û%±�†�w�E�v�•�G�\�c�^�C�^�~�r�M���S�\�<
�d�
�6�•�w�™*…�@�Ó�î�Ý  �”�»�Þ�«  john@example.com�
 jsmith@example.com�
�>�|�g  
john.smith@example.com �b�Ó�î�Ý�†�w�E�v�•�\�K�r�M���š�–�Ü�”�«)+�œ�†�Q#Ý�M�•�\�
�w�™*…�@�w�E
�v�•�«�Ã�Ò3û%±�c  1 3û�T�E�\�^�~�r�M��3æ�™
›�c�
�G�b�Ø�î�¨�b�š�–�Ü�”�«�M�m�Z�_3æ�™�I�€�•�Ó�µ
�­�î�ª�b�É�Û�–�Ð�Ü  �Ó�î�Ý  �”�»�Þ�«�\�K�Z4E�¥�I�€�S�”�»�Þ�«�[�M��

�Ó�µ�­�î�ª�†)+�œ�K�Z�É�Û�–�Ð�Ü  �Ó�î�Ý  �”�»�Þ�«�_3æ�™�M�•�_�c�
�w�™*…�b�æ�p�Ó�î�Ý  �”�»�Þ�«�†�è
(ô�M�•�S�u�b�¡�š�Ü�î�†�8�B�K�Z�?�}�
�w�™*…�b�É�Û�–�Ð�Ü  �Ó�î�Ý  �”�»�Þ�«�†  [ �Ó�î�Ý�“�ö>& Email 
Attribute>' ] �Ç�•�î�Ý�»�_
°�Š�K�r�M��

Cisco �«�Ã�Ò7x7³�µ+��b�«�Ã�Ò3û%±�_  LDAP �¡�š�Ü�î�†�Q#Ý�M�•�_�c�
 [ �w� �^�¡�š�Ü�\�K�Z�æ���M�•
>&Designate as the active query>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�C�T�I�8���M�[�_�”�¡�¸�•�È�^�¡�š
�Ü�î�@�6�•���œ�
�Q�b�¡�š�Ü�î�c�¹�•�­�î�È�Ý�_�^�~�r�M�� [ �©�«�¸�Ò'ö#.>& System Administration>'
] > [LDAP] �Ì�î�ª�†6ä�8�S�\�A�_�
�”�¡�¸�•�È�^�¡�š�Ü�î�b�“�_�”�«�±�Ü�«�¡>& *>'�@/²&g�I�€�r�M��

Active Directory �§�î�Â�b���œ�c�
�¹�Ç�›�Ý�º�b�¡�š�Ü�î�e�Ð�4�c  
(|(proxyAddresses={a})(proxyAddresses=smtp:{a}))  �[�
�¹�Ç�›�Ý�º�b�Ó�î�Ý�“�ö�c  mail  �[�M��
OpenLDAP �§�î�Â�b���œ�c�
�¹�Ç�›�Ý�º�b�¡�š�Ü�î�e�Ð�4�c  (mail={a})  �[�
�¹�Ç�›�Ý�º�b�Ó�î�Ý�“
�ö�c  mail  �[�M��"‚+¬�b�¡�š�Ü�î�\�Ó�î�Ý�“�ö�†��*O�M�•�G�\�v�[�A�r�M���“�ö�@0
�X�b���œ�c�
�•�å
�Ð�[�
�)�~�r�M�� Cisco�[�c�

°�Š�M�•�Ó�î�Ý�“�ö�@0
�X�6�•���œ�c�
�q�6�b�Ó�î�Ý�“�ö�\�K�Z�
�š�·
�M�•�•+��ö�b�6�•�Í�†0
�X�â�X�“�ö>&�S�\�<�d  proxyAddresses >'�[�c�^�C�
�Í�†  1 �X�T�E�Q#Ý�M�•�M
�–�b�“�ö>&�S�\�<�d  mail >'�†
°�Š�M�•�G�\�†�N�á�K�r�M��

�¡�š�Ü�î�†  CLI �[�8�B�M�•�_�c�
 ldapconfig  �¥�Ð�å�»�b  isqalias  �§�È�¥�Ð�å�»�†�Q#Ý�K�r�M��

/² 22-12 LDAP �§�î�Â�\�«�Ã�Ò7x7³�l�b�š�å�»�Ø�î�¨1�0É�b0¿���[>8 OpenLDAP

1�0É�‰�' ���¡

�§�î�Â  �±�–�É OpenLDAP

�Ï�î�º 389

�Ë�î�«  DN >&�È�Û�å�¡>'>&�‚�8�«�Ÿ�î�Ð�[�c
½�/$×�^�Ë�î�«  DN �b�Q#Ý
�@0[�Ó�I�€�•�G�\�@�6�~�r�M>'

�K)F�É�ß�º�¥�Ý >&�È�Û�å�¡>'

�¡�š�Ü�î�e�Ð�4 (uid={u})

�Ó�î�Ý�“�ö mail,mailLocalAddress
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'¨  22 'v       LDAP �¡�š�Ü�î
  RSA Enterprise Manager �b3æ�™*…�b�Ø�î�¨1‘�9�¡�b"I��
Active Directory �š�–�Ü�”�«)+�œ�b0¿���b�[

�G�G�[�c�
 Active Directory �§�î�Â�\�š�–�Ü�”�«)+�œ�¡�š�Ü�î�b0¿���b�[�†&g�K�r�M���G�b�[�[�c�

Active Directory �§�î�Â�_�P�K�Z���¡1�0É�†�Q#Ý�K�
 Active Directory �§�î�Â�_�P�M�•�š�–�Ü�”�«)+�œ
#Ý�b�¡�š�Ü�î�e�Ð�4�†�æ���K�
�Ó�î�Ý�“�ö�c  mail  �†�Q#Ý�K�r�M��

OpenLDAP �š�–�Ü�”�«)+�œ�b0¿���b�[

�G�G�[�c�
 OpenLDAP �§�î�Â�\�š�–�Ü�”�«)+�œ�¡�š�Ü�î�b0¿���b�[�†&g�K�r�M���G�b�[�[�c�

OpenLDAP �§�î�Â�_�P�K�Z���¡1�0É�†�Q#Ý�K�
 OpenLDAP �§�î�Â�_�P�M�•�š�–�Ü�”�«)+�œ#Ý�b�¡�š
�Ü�î�e�Ð�4�†�æ���K�
�Ó�î�Ý�“�ö�c  mail  �†�Q#Ý�K�r�M��

RSA Enterprise Manager �b3æ�™*…�b�Ø�î�¨1‘�9�¡�b"I��
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
 Enterprise Manager �_  DLP �–�å�©�¹�å�º  �¹�î�±�†3æ�™
�M�•7•�_�
�Ó�µ�­�î�ª3æ�™*…�b�ö
²�^1‘�9�¡�†�µ�u�•�²0[�@�6�~�r�M�� Enterprise Manager 3æ�™*…�¡�†
�v�“�M�•�_�c�
 LDAP �§�î�Â�b�Ø�î�¨1‘�9�¡�b�¡�š�Ü�î�†�8�B�K�Z�
�¡�š�Ü�î�†7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�[$Î�™�Ó�µ�­�î�ª�†3æ�™�M�•�Ü�«�¼�î�_3ã�•�K�r�M��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”
�É�Û�–�”�å�«�c  RSA Enterprise Manager �[  DLP �@�w� �_�^�W�Z�8�•���œ�_7H�~�
 �G�b�¡�š�Ü�î�†�Q#Ý
�K�r�M���Q�€�è�¥�b���œ�
�§�î�Â  �É�ß�Ç�“�–�Ý�b�œ�É�©�Ù�å�\�K�Z/²&g�I�€�r�O�‡��

/² 22-13 LDAP �§�î�Â�\�«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ�b0¿���[>8 Active Directory

1�0É�‰�' ���¡

�§�î�Â  �±�–�É Active Directory

�Ï�î�º 3268

�Ë�î�«  DN >&�È�Û�å�¡>'

�K)F�É�ß�º�¥�Ý Use SSL

�¡�š�Ü�î�e�Ð�4 (|(mail={a})(mail=smtp:{a}))

�Ó�î�Ý�“�ö mail

/² 22-14 LDAP �§�î�Â�\�«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ�b0¿���[>8 OpenLDAP

1�0É�‰�' ���¡

�§�î�Â  �±�–�É OpenLDAP

�Ï�î�º 389

�Ë�î�«  DN >&�È�Û�å�¡>'>&�‚�8�«�Ÿ�î�Ð�[�c
½�/$×�^�Ë�î�«  DN �b�Q#Ý
�@0[�Ó�I�€�•�G�\�@�6�~�r�M>'

�K)F�É�ß�º�¥�Ý Use SSL

�¡�š�Ü�î�e�Ð�4 (mail={a})

�Ó�î�Ý�“�ö mail
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'¨  22 'v       LDAP �¡�š�Ü�î
  RSA Enterprise Manager �b3æ�™*…�b�Ø�î�¨1‘�9�¡�b"I��
�Ø�î�¨�b1‘�9�¡�b0¿���[

�G�G�[�c�
 Active Directory �§�î�Â�\�š�å�»�Ø�î�¨1‘�9�¡�¡�š�Ü�î�b0¿���b�[�†&g�K�r�M���G�b�[�[
�c�
 Active Directory �§�î�Â�_�P�K�Z���¡1�0É�†�Q#Ý�K�
 Active Directory �§�î�Â�_�P�M�•�Ø�î�¨�b1‘
�9�¡�è(ô#Ý�b�¡�š�Ü�î�e�Ð�4�†�æ���r�M��

AsyncOS �†0
�X�b  LDAP �§�î�Â�\4�� �I�O�•�S�u�b0¿��

LDAP �É�ß�Ç�“�–�Ý�†0¿���M�•�\�A�_�
 Cisco �”�É�Û�–�”�å�«�?�}�b�K)F
›�\�^�•0
�X�b  LDAP �§�î
�Â�†�Ü�«�º�\�K�Z0¿���[�A�r�M��0
�X�b  LDAP �§�î�Â�†�Q#Ý�M�•�_�c�
 LDAP �§�î�Â�_�A(á�I�€�Z�8
�•�_���@� �M�_�^�•�|�:�_0¿���M�•�²0[�@�6�~�r�M���r�S�
�S4��v� �M�[�
�Q#Ý�M�•1�0É�_���v� �M�[
�^�E�€�d�^�~�r�O�‡  >&�Þ�¥�î�»�†)+�œ�[�A�•0����@�§�î�»  �Ã�î�¸�•�?�}�f�j�I�€�Z�8�r�M>' ��


Õ6×�ì�K�S0
�X�b  LDAP �§�î�Â�_�K)F�M�•�|�:�_  Cisco �”�É�Û�–�”�å�«�†0¿���M�•�\�
 LDAP �b
�Ç�™�î�Ý�œ�î�Â�î�r�S�c�ß�î�»  �Â�Û�å�©�å�¢�†0¿���[�A�r�M��

0
�X�b  LDAP �§�î�Â�†�Q#Ý�M�•�\�
���b�G�\�@�•+��_�^�~�r�M��

• �Ç�™�î�Ý�œ�î�Â�î ���Ç�™�î�Ý�œ�î�Â�î�b�S�u�b  LDAP �É�ß�Ç�“�–�Ý�†0¿���K�Z�>�C�\�
 Cisco �”�É
�Û�–�”�å�«�@�q�6�b  LDAP �§�î�Â�_�K)F�[�A�^�C�^�W�S�\�A�_�
�Ü�«�º
Æ�b���b  LDAP �§�î�Â�l
�b�Ç�™�î�Ý�œ�î�Â�î�@/œ�ƒ�€�r�M��

• �ß�î�»  �Â�Û�å�©�å�¢ ���ß�î�»  �Â�Û�å�©�å�¢�b�S�u�b  LDAP �É�ß�Ç�“�–�Ý�†0¿���K�Z�>�C�\�

Cisco �”�É�Û�–�”�å�«�@  LDAP �¡�š�Ü�î�†��/œ�M�•�\�A�_�
�”�É�Û�–�”�å�«�?�}�b�K)F�c�Ü�«�º
Æ
�b  LDAP �§�î�Â�_�(�S�I�€�r�M��


Õ6× LDAP �§�î�Â�†0¿���M�•�_�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª�r�S
�c  CLI �b  ldapconfig  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�§�î�Â�\�¡�š�Ü�î�b�¸�«�º

[LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�†3ã�•>&�r�S�c)…7Ÿ>' >&Add (or Edit) LDAP Server Profile>' ] �Ì�î�ª�b  [ �¸
�«�º  �§�î�Â>& Test Server(s)>' ] �Î�±�å>&�r�S�c  CLI �b  test  �§�È�¥�Ð�å�»>'�†�Q#Ý�K�Z�
 LDAP �§�î�Â
�l�b�K)F�†�¸�«�º�K�r�M��0
�X�b  LDAP �§�î�Â�†�Q#Ý�M�•���œ�c�
�›�§�î�Â�b�¸�«�º�@��/œ�I�€�Z�

�›�§�î�Â�b)��Ý�@�¶�9�_/²&g�I�€�r�M���›  LDAP �§�î�Â�[�b�¡�š�Ü�î�b�¸�«�º�v��/œ�I�€�Z�
)��Ý�@
�¶�9�_/²&g�I�€�r�M��

�Ç�™�î�Ý�œ�î�Â�î

LDAP �¡�š�Ü�î�@&����_0Ž�ô�I�€�•�|�:�_�M�•�_�c�
�Ç�™�î�Ý�œ�î�Â�î�b�S�u�b  LDAP �É�ß�Ç�“�–�Ý
�†0¿���K�r�M��

/² 22-15 LDAP �§�î�Â�\�«�Ã�Ò7x7³�b�š�–�Ü�”�«)+�œ�b0¿���[>8 Active Directory

1�0É�‰�' ���¡

�§�î�Â  �±�–�É Active Directory

�Ï�î�º 3268

�Ë�î�«  DN >&�È�Û�å�¡>'

�K)F�É�ß�º�¥�Ý Use SSL

�¡�š�Ü�î�e�Ð�4 (proxyAddresses=smtp:{a})
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'¨  22 'v       LDAP �¡�š�Ü�î
  RSA Enterprise Manager �b3æ�™*…�b�Ø�î�¨1‘�9�¡�b"I��
�”�É�Û�–�”�å�«�c�
 LDAP �§�î�Â  �Ü�«�º
Æ�b�q�6�b�§�î�Â�l�b�K)F�†�
�d���b�ì6ë�@)�4#�M�•�r�[0è
/œ�K�r�M�� Cisco �”�É�Û�–�”�å�«�@�Ü�«�º
Æ�b�q�6�b  LDAP �§�î�Â�_�K)F�[�A�^�8���œ�c�
�Ü�«�º
Æ�b
���b  LDAP �§�î�Â�l�b�K)F�@0è/œ�I�€�r�M���¹�Ç�›�Ý�º�[�c�
�”�É�Û�–�”�å�«�c�–�_�Ü�«�º
Æ�b�q�6
�b�§�î�Â�l�b�K)F�†0è/œ�K�
�Q�€�è7F�b�›�§�î�Â�l�b�K)F�†�
�Ü�«�º
Æ�[�æ���I�€�Z�8�•8p�_0è/œ�K�r
�M�� Cisco �”�É�Û�–�”�å�«�@&����_�É�Û�–�Ð�Ü�b  LDAP �§�î�Â�_�¹�Ç�›�Ý�º�[�K)F�M�•�|�:�_�M�•�_
�c�
�Q�b�§�î�Â�@  LDAP �§�î�Â  �Ü�«�º�b
›8Œ�_
°�Š�I�€�Z�8�•�G�\�†&�1��K�Z�C�T�I�8��

Cisco �”�É�Û�–�”�å�«�@  2 $��u�è7F�b  LDAP �§�î�Â�_�K)F�K�S���œ�c�
 �±�–�Ò�”�˜�º�b�ì6ë�_4)�M�•�r
�[�
�Q�b�§�î�Â�_�K)F�K�S�r�r�_�^�~�r�M���±�–�Ò�”�˜�º�b�ì6ë�_4)�M�•�\�
�Ü�«�º
Æ�b�q�6�b�§�î�Â
�l�b
Ì�K)F�@0è/œ�I�€�r�M��

LDAP �Ç�™�î�Ý�œ�î�Â�î�b�S�u�b  Cisco �”�É�Û�–�”�å�«�b0¿��

LDAP �Ç�™�î�Ý�œ�î�Â�î�†/œ�:�|�:�_  Cisco �”�É�Û�–�”�å�«�†0¿���M�•�_�c�
 GUI �[�è�W�b�m8p�†��
/œ�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª�[�
)…7Ÿ�M�•  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý
�†4E�¥�K�r�M��

�«�¸�µ�É 2 LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�?�}�
���b8o% �†0¿���K�r�M��

�«�¸�µ�É 3 �Ú�b  LDAP 0¿���†�æ���K�Z�š�f�†&����K�r�M��

�ß�î�»  �Â�Û�å�©�å�¢

LDAP �K)F�†�¢�Ý�î�É
Æ�b  LDAP �§�î�Â6ë�_�(�S�I�O�•�_�c�
�ß�î�»  �Â�Û�å�©�å�¢�b�S�u�b  LDAP �É
�ß�Ç�“�–�Ý�†0¿���K�r�M��

�ß�î�»  �Â�Û�å�©�å�¢�b�S�u�b  LDAP �É�ß�Ç�“�–�Ý�†0¿���K�Z�>�C�\�
 Cisco �”�É�Û�–�”�å�«�?�}�b�K
)F�c�Ü�«�º
Æ�b  LDAP �§�î�Â�_�(�S�I�€�r�M���K)F�_�»�K�K�S�\�A�x�±�–�Ò�”�˜�º�K�S�\�A�c�
 Cisco 
�”�É�Û�–�”�å�«�c�Q#Ý�•+��^  LDAP �§�î�Â�†�8�•�K�Z�
�Q#Ý�•+��^�§�î�Â�_
Ì�K)F�K�r�M�� Cisco �”�É
�Û�–�”�å�«�c�
'ö#.*…�@0¿���K�S�q�±� �ì�K)F�X�_�ö�Y�8�Z�
� �ì�_&�'g�M�•�K)F�b�X�†�ô���K�r�M��

�Ü�«�º�[�æ���I�€�S  LDAP �§�î�Â�b  1 �X�@�Â'Å�K�^�C�^�W�S���œ�c�
 Cisco �”�É�Û�–�”�å�«�?�}�b�K)F
�b2�,´�c�g�~�b  LDAP �§�î�Â�_�(�S�I�€�r�M��

$��• 1��Â

1 LDAP �§�î�Â�b�Ü�«�º�[�M��

2 �q�±�K)F�X�†0¿���K�r�M��

3 �Ç�™�î�Ý�œ�î�Â�î  �Ô�î�»�†4E�¥�K�r�M��

3

1

2
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'¨  22 'v       LDAP �¡�š�Ü�î
  RSA Enterprise Manager �b3æ�™*…�b�Ø�î�¨1‘�9�¡�b"I��
�ß�î�»  �Â�Û�å�©�å�¢�b�S�u�b  Cisco �”�É�Û�–�”�å�«�b0¿��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ì�î�ª�[�
)…7Ÿ�M�•  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý
�†4E�¥�K�r�M��

�«�¸�µ�É 2 LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�?�}�
���b8o% �†0¿���K�r�M��

�«�¸�µ�É 3 �Ú�b  LDAP 0¿���†�æ���K�Z�š�f�†&����K�r�M��

$��• 1��Â

1 LDAP �§�î�Â�b�Ü�«�º�[�M��

2 �q�±�K)F�X�†0¿���K�r�M��

3 �ß�î�»  �Â�Û�å�©�å�¢  �Ô�î�»�†4E�¥�K
�r�M��

3

1

2
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C H A P T E R 23

�¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  SMTP �­�µ
�©�Ù�å�b1�0É

• ��0É�Â�i�\  SMTP 1�0É�b�+0[�� >&P.23-49>'

• ���¡�Û�–�”�å�º0É�Â�i�b�w� �ö�b&�1��� >&P.23-51>'

• �� LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�K�S�Ø�î�¨�b1�0É�� >&P.23-52>'

• ���¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  TLS )�#ä�b  SMTP �K)F�b1�0É�� >&P.23-52>'

• ���”�É�Û�–�”�å�«�?�}�b  TLS �K)F�b&�'g�� >&P.23-53>'

• ��!“� �_�I�€�S0É�Â�i�b�Ü�«�º�b�f�‚�� >&P.23-54>'

0É�Â�i�\  SMTP 1�0É�b�+0[
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�Ø�î�¨�b�Ó�î
�Ý �¡�Û�–�”�å�º6ë�b  SMTP �­�µ�©�Ù�å�†1�0É�M�•�S�u�_�¡�Û�–�”�å�º0É�Â�i�b�Q#Ý�†�§�Ï�î�º�K�r�M��
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�”�É�Ü�£�î�©�Ù�å�@�Ó�µ�­�î�ª�†3æ�™�M�•�S�u�_�”�É�Û
�–�”�å�«�_�K)F�K�|�:�\�M�•�\�A�_�
�Ø�î�¨�b�Ó�î�Ý  �¡�Û�–�”�å�º�?�}�b�¡�Û�–�”�å�º0É�Â�i�†0[�Ó
�M�•�G�\�@�[�A�r�M���”�É�Û�–�”�å�«�@�¡�Û�–�”�å�º0É�Â�i�†�w�E�v�W�S�\�A�
0É�Â�i�@�w� �[�6�•�

�w� �‡7H�@�)�€�Z�8�^�8�
!“� �_�^�W�Z�8�^�8�G�\�†&�1��K�r�M��0É�Â�i�@�w� �[�6�€�d�
7Á�Ê�Ó�î�Ý  
�­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  TLS )�#ä�[�Ó�î�Ý  �”�É�Ü�£�î�©�Ù�å�?�}�b  SMTP �K)F�†0Á�•�K�r�M��

�Ø�î�¨�@�Ó�î�Ý  �¡�Û�–�”�å�º�_  Common Access Card>&CAC>'�†�Q#Ý�M�•�²0[�@�6�•)�)Ê�[�c�
 CAC 
�>�|�g  ActivClient �b�Ñ�»�Ý�˜�™�”  �”�É�Ü�£�î�©�Ù�å�@�”�É�Û�–�”�å�«�_�f�j�M�•0É�Â�i�†0[�Ó�M�•�S
�u�_�
�G�b�µ+��†�Q#Ý�K�Z7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M��

�Ó�î�Ý�b3æ�™�ì�_�Ø�î�¨�_0É�Â�i�†�f�j�M�•�G�\�†0[�Ó�M�•�|�:�_7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�†0¿���[�A�r�M�@�
�G�G�[�c"I���b�Ø�î�¨�_�P�M�•�[�¥�†0Á�•�K�r�M���G�€�}�b�Ø�î�¨�_�c�

�Ø�î�¨�b1�0É�_  SMTP 1�0É LDAP �¡�š�Ü�î�†�Q#Ý�M�•�|�:�_�”�É�Û�–�”�å�«�†0¿���[�A�r�M��

�Ø�î�¨�c�­�Ÿ�×�”�K)F>& TLS>')�#ä�[�Ó�µ�­�î�ª�†3æ�™�M�•�S�u�_+¬�(�b�Ó�î�Ý  �¡�Û�–�”�å�º�†0¿��
�K�
�”�É�Û�–�”�å�«�?�}�§�î�Â0É�Â�i�†�w�E
°�€�•�²0[�@�6�~�r�M��
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 '¨  23 'v       �¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  SMTP �­�µ�©�Ù�å�b1�0É
  0É�Â�i�\  SMTP 1�0É�b�+0[
�¡�Û�–�”�å�º0É�Â�i�[�b�Ø�î�¨�b1�0É�‰�2

SMTP 1�0É LDAP �¡�š�Ü�î�[�b�Ø�î�¨�b1�0É�‰�2

�¡�Û�–�”�å�º1�0É�@!“� �^���œ�b  LDAP SMTP 1�0É�¡�š�Ü�î�[�b�Ø�î�¨�b
1�0É�‰�2

/² 23-1 �¡�Û�–�”�å�º0É�Â�i�[�b�Ø�î�¨�b1�0É�‰�2

�ï�8
Æ�� 3ã�•�_��

�«�¸�µ�É  1 LDAP �§�î�Â�b1�0É�¡�š�Ü�î�†��*O�K�r�M�� ���¡�Û�–�”�å�º0É�Â�i�b�w� �ö�b&�1��� >&P.23-51>'

�«�¸�µ�É  2 0É�Â�i�Ë�î�«�b  SMTP 1�0É�É�ß�Ç�“�–�Ý�†�8
�B�K�r�M��

���¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  TLS )�#ä�b  SMTP �K)F
�b1�0É��>&P.23-52>'

�«�¸�µ�É  3 0É�Â�i  SMTP 1�0É�É�ß�Ç�“�–�Ý�†�Q#Ý�M�•�|
�:�_�Ü�«�¼�î�†0¿���K�r�M��

�� GUI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å��
>&P.5-8>'

�«�¸�µ�É  4 TLS�
�¡�Û�–�”�å�º1�0É�>�|�g  SMTP 1�0É�†
0[�Ó�M�•�|�:�_  RELAYED �Ó�î�Ý  �Ç�ß�î  �Ï�Ü
�©�î�†�š�f�K�r�M��

���”�É�Û�–�”�å�«�?�}�b  TLS �K)F�b&�'g�� >&P.23-53>'

/² 23-2 SMTP 1�0É LDAP �¡�š�Ü�î�[�b�Ø�î�¨�b1�0É�‰�2

�ï�8
Æ�� 3ã�•�_��

�«�¸�µ�É  1 0Á�•�¡�š�Ü�î�e�Ð�4�\1�0É�‰�'�b�Â�–�å�»�†
�Q#Ý�M�•�
�§�î�Â�b  SMTP 1�0É�¡�š�Ü�î�†��
*O�K�r�M��

�� LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�K�S�Ø�î�¨�b1�0É�� >&P.23-52>'

�«�¸�µ�É  2 LDAP �Ë�î�«�b  SMTP 1�0É�É�ß�Ç�“�–�Ý�†�8
�B�K�r�M��

�� SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿���� >&P.22-32>'

�«�¸�µ�É  3 LDAP �b  SMTP 1�0É�É�ß�Ç�“�–�Ý�†�Q#Ý�M�•
�|�:�_�Ü�«�¼�î�†0¿���K�r�M��

�Ø�î�¨�@�K)F�[  LDAP �Ë�î�«�b  SMTP 1�0É�b�Q#Ý�†0Á�•
�I�€�Z�8�^�8���œ�c�
�”�É�Û�–�”�å�«�@�K)F�Ä�°�M�•�?�

�M�m�Z�b�”�¡�¸�•�Å�¸�•�†0°6��M�•6ë�M�ì$×�_0Á�•�M�•
�?�†4E�¥�K�r�M��

�«�¸�µ�É  4 TLS �>�|�g  SMTP 1�0É�†0[�Ó�M�•�|�:�_  
RELAYED �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�š�f�K�r
�M��

���”�É�Û�–�”�å�«�?�}�b  TLS �K)F�b&�'g�� >&P.23-53>'

/² 23-3 �¡�Û�–�”�å�º1�0É�r�S�c  LDAP SMTP 1�0É�¡�š�Ü�î�[�b�Ø�î�¨�b1�0É�‰�2

�ï�8
Æ�� 3ã�•�_��

�«�¸�µ�É  1 0Á�•�¡�š�Ü�î�e�Ð�4�\1�0É�‰�'�b�Â�–�å�»�†
�Q#Ý�M�•�
�§�î�Â�b  SMTP 1�0É�¡�š�Ü�î�†��
*O�K�r�M��

�� LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�K�S�Ø�î�¨�b1�0É�� >&P.23-52>'

�«�¸�µ�É  2 LDAP �§�î�Â�b1�0É�Ë�î�«�b�¡�š�Ü�î�†��*O
�K�r�M��

���¡�Û�–�”�å�º0É�Â�i�b�w� �ö�b&�1��� >&P.23-51>'

�«�¸�µ�É  3 0É�Â�i�Ë�î�«�b  SMTP 1�0É�É�ß�Ç�“�–�Ý�†�8
�B�K�r�M��

���¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  TLS )�#ä�b  SMTP �K)F
�b1�0É��>&P.23-52>'
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 '¨  23 'v       �¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  SMTP �­�µ�©�Ù�å�b1�0É
  �¡�Û�–�”�å�º0É�Â�i�b�w� �ö�b&�1�
�¡�Û�–�”�å�º0É�Â�i�b�w� �ö�b&�1�
�Ø�î�¨�b�Ó�î�Ý  �¡�Û�–�”�å�º�\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«6ë�b  SMTP �­�µ�©�Ù�å�†1�0É
�M�•�S�u�_�
0É�Â�i1�0É  LDAP �¡�š�Ü�î�c�¡�Û�–�”�å�º0É�Â�i�b�w� �ö�†�³�™�µ�¡�K�r�M���G�b�¡�š
�Ü�î�†�8�B�M�•7•�_�
1�0É�b�S�u�b0É�Â�i�Ç�•�î�Ý�»�b�Ü�«�º�†4E�¥�K�Z�
�Ø�î�¨  ID �“�ö>&�¹�Ç�›�Ý
�º�c  uid >'�†�æ���K�Z�
�¡�š�Ü�î�e�Ð�4�†
°�Š�K�r�M��

�S�\�<�d�
0É�Â�i�b
¹3û�¡�\�©�Ü�”�Ý$��•�†�è(ô�M�•�¡�š�Ü�î�e�Ð�4�c�

(&(objectClass-posixAccount)(caccn={cn})(cacserial={sn})  �b�|�:�_�^�~�r�M���¡�š�Ü�î�†�8�B
�K�S�‹�[�
0É�Â�i  SMTP 1�0É�É�ß�Ç�“�–�Ý�[�Q#Ý�[�A�r�M���G�b  LDAP �¡�š�Ü�î�c�
 OpenLDAP�

Active Directory �>�|�g  Oracle Directory �†�§�Ï�î�º�K�r�M��

LDAP �§�î�Â�b0¿���b0ò(ý�_�X�8�Z�c�
 '¨ 22 'v�� LDAP �¡�š�Ü�î�� �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �‚�K�8  LDAP �É�ß�Ç�“�–�Ý�†�8�B�K�r�M��0ò(ý�_�X�8�Z�c�
 �� LDAP �§�î�Â�_6õ�M�•�_���†�–�Ñ�M�•  
LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�b�8�B�� >&P.22-5>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 [ 1�0É�¡�š�Ü�î�†0É�Â>& Certificate Authentication Query>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 4 �¡�š�Ü�î�¡�†
°�Š�K�r�M��

�«�¸�µ�É 5 �Ø�î�¨�b0É�Â�i�†1�0É�M�•�S�u�b�¡�š�Ü�î�e�Ð�4�†
°�Š�K�r�M���S�\�<�d�

(&(objectClass=user)(cn={cn}))  �\
°�Š�K�r�M��

�«�¸�µ�É 6 sAMAccountName �^�]�b�Ø�î�¨  ID �“�ö�†
°�Š�K�r�M��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�«�¸�µ�É  4 LDAP �b  SMTP 1�0É�É�ß�Ç�“�–�Ý�†�8�B�K�r
�M��

�� SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿���� >&P.22-32>'

�«�¸�µ�É  5 0É�Â�i  SMTP 1�0É�É�ß�Ç�“�–�Ý�†�Q#Ý�M�•�|
�:�_�Ü�«�¼�î�†0¿���K�r�M��

�� GUI �?�}�b�Ü�«�¼�î�b�8�B�_�|�•�K)F0[�Ó�b�Ü�µ�«�å��
>&P.5-8>'

�«�¸�µ�É  6 1. ���b0¿���†�Q#Ý�M�•�|�:�_  RELAYED 
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�†�š�f�K�r�M��

• TLS �N�á

• SMTP 1�0É�²8r

• SMTP 1�0É�b�S�u�_  TLS �@�²0[

���”�É�Û�–�”�å�«�?�}�b  TLS �K)F�b&�'g�� >&P.23-53>'

/² 23-3 �¡�Û�–�”�å�º1�0É�r�S�c  LDAP SMTP 1�0É�¡�š�Ü�î�[�b�Ø�î�¨�b1�0É�‰�2

�ï�8
Æ�� 3ã�•�_��
23-51
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 '¨  23 'v       �¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  SMTP �­�µ�©�Ù�å�b1�0É
  LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�K�S�Ø�î�¨�b1�0É
LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�K�S�Ø�î�¨�b1�0É
SMTP 1�0É LDAP �¡�š�Ü�î�_�c�
 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ø�î�¨�b�Ó�î�Ý  �¡�Û�–�”
�å�º�@  LDAP �¹�•�Þ�¡�º�Ü�b�Ø�î�¨�b�Þ�¥�î�»�_�ö�Y�8�Z�”�É�Û�–�”�å�«�†�Ó�K�Z�Ó�î�Ý3æ�™�[�A�•
�?�†�8�•�M�•�
0Á�•�¡�š�Ü�î�e�Ð�4�@�µ�r�€�Z�8�r�M���G�€�c�
�Þ�¥�î�»�_0Á�•�M�•�G�\�@�æ���K�Z�I
�€�Z�8�€�d�
�¡�Û�–�”�å�º�b0É�Â�i�b�^�8�Ø�î�¨�@�Ó�î�Ý�†3æ�™�M�•�G�\�@�•+��[�M��

�Q�b�Ú�b�“�ö�_�ö�Y�8�S)��Ý�b�Ç�•�Ý�±�Ü�å�¢�v�[�A�r�M���S�\�<�d�

(&(uid={u})(|(!(caccn=*))(cacexempt=*)(cacemergency>={t})))  �\�8�:�¡�š�Ü�î�e�Ð�4�c�
���b
�²�ó�b�8�N�€�?�@�Ø�î�¨�_�\�Z�c�r�•�?�]�:�?�³�™�µ�¡�K�r�M��

• CAC �@�Ø�î�¨�_$Î/œ�I�€�Z�8�^�8>& caccn=* >'

• CAC �@
 7V�I�€�•>& cacexempt=* >'

• CAC �^�K�[�M�ì$×�_�Ø�î�¨�@�Ó�î�Ý�†3æ�™�[�A�•�‡6ë�@�W�¶�)�€�•>& cacemergency>={t} >'

SMTP 1�0É�¡�š�Ü�î�b�Q#Ý�b0ò(ý�_�X�8�Z�c�
 �� SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿���� >&P.22-32>'
�†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �†4E�¥�K�r�M��

�«�¸�µ�É 2 LDAP �É�ß�Ç�“�–�Ý�†��*O�K�r�M��0ò(ý�_�X�8�Z�c�
 �� LDAP �§�î�Â�_6õ�M�•�_���†�–�Ñ�M�•  LDAP 
�§�î�Â  �É�ß�Ç�“�–�Ý�b�8�B�� >&P.22-5>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 3 LDAP �É�ß�Ç�“�–�Ý�b  SMTP 1�0É�¡�š�Ü�î�†��*O�K�r�M��

�«�¸�µ�É 4 [SMTP 1�0É�¡�š�Ü�î>& SMTP Authentication Query>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 5 �¡�š�Ü�î�¡�†
°�Š�K�r�M��

�«�¸�µ�É 6 �Ø�î�¨�b  ID �†�e�8�œ�ƒ�O�•�e�Ð�4�†
°�Š�K�r�M���S�\�<�d�
 (uid={u}) >'��

�«�¸�µ�É 7 1�0É�‰�'�_  [LDAP BIND] �†4E�¥�K�r�M��

�«�¸�µ�É 8 0Á�•�¡�š�Ü�î�e�Ð�4�†
°�Š�K�r�M���S�\�<�d�

(&(uid={u})(|(!(caccn=*))(cacexempt=*)(cacemergency>={t}))) ��

�«�¸�µ�É 9 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  TLS )�#ä�b  SMTP �K)F�b1�
0É

0É�Â�i�Ë�î�«�b  SMTP 1�0É�É�ß�Ç�“�–�Ý�[�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�¡�Û�–�”�å
�º0É�Â�i�†�Q#Ý�K�Z  TLS )�#ä�b  SMTP �K)F�†1�0É�[�A�r�M���É�ß�Ç�“�–�Ý�†�8�B�M�•���œ�
0É�Â�i�†
&�1��M�•�S�u�_�Q#Ý�M�•0É�Â�i1�0É  LDAP �¡�š�Ü�î�†4E�¥�K�r�M���r�S�
�¡�Û�–�”�å�º0É�Â�i�@�Q#Ý
�[�A�^�?�W�S���œ�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ø�î�¨1�0É�M�•�S�u�b  SMTP AUTH �¥
�Ð�å�»�_�Ç�›�î�Ý�Â�µ�¡�M�•�?�]�:�?�†�æ���[�A�r�M��

LDAP �†�Q#Ý�K�S SMTP �K)F�b1�0É�b0ò(ý�_�X�8�Z�c�
 �� SMTP 1�0É�†/œ�:�S�u�b  AsyncOS �b0¿����
>&P.22-32>' �†�g!·�K�Z�C�T�I�8��
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 '¨  23 'v       �¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  SMTP �­�µ�©�Ù�å�b1�0É
  �”�É�Û�–�”�å�«�?�}�b  TLS �K)F�b&�'g
�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [SMTP 1�0É>&SMTP Authentication>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �É�ß�Ç�“�–�Ý�†3ã�•>& Add Profile>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 SMTP 1�0É�É�ß�Ç�“�–�Ý�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 [ �É�ß�Ç�“�–�Ý�±�–�É>& Profile Type>' ] �[  [ 0É�Â�i>&Certificate>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 5 [ ���l>& Next>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 6 �É�ß�Ç�“�–�Ý�¡�†
°�Š�K�r�M��

�«�¸�µ�É 7 �G�b  SMTP 1�0É�É�ß�Ç�“�–�Ý�_�Q#Ý�M�•0É�Â�i  LDAP �¡�š�Ü�î�†4E�¥�K�r�M��

>&�@>' �¡�Û�–�”�å�º0É�Â�i�@�Q#Ý�•+��[�^�8���œ�
 SMTP AUTH �¥�Ð�å�»�†0Á�•�M�•�œ�É�©�Ù�å�†4E
�¥�K�^�8�[�C�T�I�8��

�«�¸�µ�É 8 [ �ö�¢>&Finish>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 9 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�”�É�Û�–�”�å�«�?�}�b  TLS �K)F�b&�'g
RELAYED �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b  [ �¡�Û�–�”�å�º0É�Â�i�b�è0É>& Verify Client Certificate>' ] �œ�É
�©�Ù�å�c�
�¡�Û�–�”�å�º0É�Â�i�@�w� �^���œ�Ø�î�¨�b�Ó�î�Ý  �”�É�Ü�£�î�©�Ù�å�l�b  TLS �K)F�†&�'g�M
�•�|�:�_�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�æ&g�K�r�M�� TLS �N�á0¿���_�G�b�œ�É�©�Ù�å�†
4E�¥�K�S���œ�
�Ø�î�¨�@0É�Â�i�†�â�S�^�8���œ�_�v�”�É�Û�–�”�å�«�c8�  TLS �K)F�†0Á�•�K�r�M�@�

�Ø�î�¨�@!“� �^0É�Â�i�†�â�X���œ�c�
�K)F�†�Ä�°�K�r�M�� TLS �²8r0¿���b���œ�
�G�b�œ�É�©�Ù�å�†4E
�¥�M�•�\�
�”�É�Û�–�”�å�«�@�K)F�†0Á�•�M�•�S�u�_�w� �^0É�Â�i�@�²0[�_�^�~�r�M��

�¡�Û�–�”�å�º0É�Â�i�†�â�X�Ø�î�¨�b  SMTP �­�µ�©�Ù�å�†1�0É�M�•�_�c�
���b0¿���†4E�¥�K�r�M��

• TLS �²8r>& TLS - Required>'

• �¡�Û�–�”�å�º0É�Â�i�b�è0É>& Verify Client Certificate>'

• SMTP 1�0É�@�²0[>&Require SMTP Authentication>'

>&�@>' SMTP 1�0É�c�²8r�[�M�@�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c0É�Â�i1�0É�†�Q#Ý�K�Z�8�•�S�u�

SMTP 1�0É LDAP �¡�š�Ü�î�†�Q#Ý�K�r�O�‡��

�¡�Û�–�”�å�º0É�Â�i�b�æ�ƒ�~�_  SMTP 1�0É�¡�š�Ü�î�†�Q#Ý�K�Z�
�Ø�î�¨�b  SMTP �­�µ�©�Ù�å�†1�0É�M
�•�_�c�
���b  RELAYED �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b0¿���†4E�¥�K�r�M��

• TLS �²8r>& TLS - Required>'

• SMTP 1�0É�@�²0[>&Require SMTP Authentication>'

�Ú�b�Ø�î�¨�?�}�b  LDAP �Ë�î�«�b  SMTP 1�0É�†0Á�•�M�•�M�‰�[�
"I���b�Ø�î�¨�?�}�b�¡�Û�–�”�å�º�b
1�0É�†0[�Ó�M�•�|�:�_7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_0[�Ó�M�•�_�c�
���b  RELAYED �Ó�î
�Ý �Ç�ß�î  �Ï�Ü�©�î�b0¿���†4E�¥�K�r�M��

• TLS �N�á>&TLS - Preferred>'

• SMTP 1�0É�@�²0[>&Require SMTP Authentication>'
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 '¨  23 'v       �¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S  SMTP �­�µ�©�Ù�å�b1�0É
  !“� �_�I�€�S0É�Â�i�b�Ü�«�º�b�f�‚
• TLS �_  SMTP 1�0É�†�f�j�M�•�|�:*O�»�Ü�E�r�M��

!“� �_�I�€�S0É�Â�i�b�Ü�«�º�b�f�‚
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ø�î�¨�b0É�Â�i�@�»� �K�Z�8�^�8�G�\�†&�1��M�•�S�u�_�

0É�Â�i�è0É�b�M#”�\�K�Z>&0É�Â�i�»� �Ü�«�º�\�ç�d�€�•>'�»� �K�S0É�Â�i�b�Ü�«�º�†&�1��K�r�M���§�î
�Â�V�[�G�b�Ü�«�º�†�q�‚�b�Â�î�ª�Ù�å�_�–�U�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�Ø�î�¨�@�8
�B�K�S�«�£�ª�×�î�Ý�[�G�€�†�²�˜�å�ß�î�»�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [CRL �¯�î�«>& CRL Sources>' ] �_&ã�·�K�r�M��

�«�¸�µ�É 2 SMTP TLS �K)F�b�S�u  CRL �³�™�µ�¡�†�–�¿�î�È�Ý�_�K�r�M��

a. [ �¢�ß�î�Â�Ý0¿��>& Global Settings>' ] �[  [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

b. [ �–�å�Â�˜�å�»  SMTP TLS �b  CRL �³�™�µ�¡>& CRL check for inbound SMTP TLS>' ] �³�™�µ�¡�Î�µ
�¡�«�†�œ�å�_�K�r�M��

c. >&�õ�–>'[ �–�å�Â�˜�å�»  SMTP TLS �b  CRL �³�™�µ�¡>& CRL check for inbound SMTP TLS>'] �³�™�µ
�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

d. �š�f�†3æ�™�K�r�M��

�«�¸�µ�É 3 [CRL �¯�î�«�b3ã�•>& Add CRL Source>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 CRL �¯�î�«�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 5 �Ç�“�–�Ý  �±�–�É�†4E�¥�K�r�M�� ASN.1 �r�S�c  PEM �†�æ���[�A�r�M��

�«�¸�µ�É 6 �Ç�“�–�Ý�¡�†�µ�t�Ç�“�–�Ý�b�É�Û�–�Ð�Ü  �¯�î�«�b  URL �†
°�Š�K�r�M���S�\�<�d�
  
https://crl.example.com/certs.crl

�«�¸�µ�É 7 �”�É�Û�–�”�å�«�@�É�Û�–�Ð�Ü  �¯�î�«�_�K)F�[�A�^�8���œ�c�
�²0[�_�Â�L�Z  2 $��u�b�¯�î�«�b  URL �†
°
�Š�K�r�M��

�«�¸�µ�É 8 CRL �¯�î�«�†�²�˜�å�ß�î�»�M�•�«�£�ª�×�î�Ý�†�æ���K�r�M��

�«�¸�µ�É 9 CRL �¯�î�«�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 10 �š�f
Æ���†3æ�™�K�
&����K�r�M��
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FIPS 'ö#.

• �� FIPS 'ö#.�b�+0[�� >&P.24-1>'

• �� FIPS 'ö#.�b�+0[�� >&P.24-1>'

• ���”�É�Û�–�”�å�«�b  FIPS �Ô�î�»�l�b�)�~�p�<�� >&P.24-2>'

• ��0É�Â�i�>�|�g�Ÿ�î�b'ö#.�� >&P.24-2>'

• �� DKIM *+�¡�\�è0É�b�Ÿ�î�b'ö#.�� >&P.24-3>'

FIPS 'ö#.�b�+0[
Federal Information Processing Standard>&FIPS>94�4e�_����#.�† =>' 140 �c�
(•�\�>�|�g�•�¼�²4�4e�;
�Ó�@
¹� �['Ç���K�Z
¶�'�_$Î/²�K�S�† =0d�A�[�M���G�€�c�
�Å5��^�…�8�†0[�M�•�_�v�?�?�ƒ�}�N�µ�&�…
�8�[�^�8�_���†�–1¤�M�•�S�u�_�
�;�Ó�µ6õ�_�|�W�Z�Q#Ý�I�€�•�/�•�ì�Ô�ª�×�î�Ý�b0[�ó�†0d���K�Z�8�r
�M�� Cisco IronPort 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c  FIPS 140-2 Level 1 �¥�å�É�Û�–�”�å�«
�b4)�B�_  CiscoSSL �b�/�•�ì�¶�î�Ý  �Ÿ�µ�º�†�Q#Ý�K�r�M��

CiscoSSL �b�/�•�ì�¶�î�Ý  �Ÿ�µ�º�c�
 OpenSSL �b  FIS �§�Ï�î�º�b�Ñ�G�Â�î�ª�Ù�å�\�
 FIPS  =�Ð�b�©�«
�¥�b
¹3û�b�/�•�ì�Ô�ª�×�î�Ý�[�6�•  Cisco SSL �†�µ�t  GGSG �Ž1��I�€�S�/�•�ì�«�–�î�º�[�M���©�«�¥
�b
¹3û�b�/�•�ì�Ô�ª�×�î�Ý�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@  SSH �^�]�b�É�ß�º�¥�Ý�_�P
�M�•  FIPS �è0É�í�s�/�•�ì�”�Ý�¦�Ü�¬�Ò�_�Q#Ý�M�•�¯�Ç�º�˜�™�”  �Û�–�È�Û�Ü�[�M��

FIPS 'ö#.�b�+0[
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�”�É�Û�–�”�å�«�@  FIPS �Ô�î�»�b���œ  CiscoSSL �\  FIPS 
 =�Ð�b0É�Â�i�†3û�™�_�Q#Ý�K�r�M��0ò(ý�_�X�8�Z�c�
 ���”�É�Û�–�”�å�«�b  FIPS �Ô�î�»�l�b�)�~�p�<��

>&P.24-2>' �†�g!·�K�Z�C�T�I�8��

>&�@>' FIPS  =�Ð�b�M4Š�\�K�Z�
 AsyncOS for Email �c  SSH �Â�î�ª�Ù�å  1 �†�§�Ï�î�º�K�r�O�‡��

FIPS �Þ�Ë�Ý  1 �_ =�Ð�M�•�S�u�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�>�Q�8�b0¿���_���b�š�f�†
/œ�^�8�r�M��

• SMTP �b�w�™�>�|�g4Ä�™��  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b�Ã�È�Ü�µ�¡  �Ü�«�¼�î�\�Ü
�Ô�î�º  �Í�«�º6ë�b  TLS �[�b%T�™�>�|�g$Î�™  SMTP �•�å�Â�­�î�©�Ù�å�c  TLS �Â�î�ª�Ù�å  1 �>�|�g  
FIPS �/�•�«�–�î�º�†�Q#Ý�K�r�M�� FIPS �Ô�î�»�b�\�A�c�
 sslconfig �†�Q#Ý�K�Z�G�€�}�b�Í�c�š�f
�[�A�r�O�‡�� TLS v1 �c  FIPS �Ô�î�»�[�§�Ï�î�º�I�€�•  TLS �b�O�M�b�Â�î�ª�Ù�å�[�M��
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 '¨  24 'v       FIPS 'ö#.
  �”�É�Û�–�”�å�«�b  FIPS �Ô�î�»�l�b�)�~�p�<
• Web �–�å�±�î�Ç�™�–�«��  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b  Web �–�å�±�î�Ç�™�–�«�l�b  
HTTPS �­�µ�©�Ù�å�_  TLS �Â�î�ª�Ù�å  1 �>�|�g  FIPS �b�/�•�«�–�î�º�†�Q#Ý�K�r�M���G�€�_�c�

IronPort �«�Ã�Ò7x7³�l�b  HTTPS �­�µ�©�Ù�å�^�]�
�Ú�b  IP �–�å�±�î�Ç�™�–�«�@�µ�r�€�r�M�� FIPS 
�Ô�î�»�b�\�A�c�
 sslconfig �†�Q#Ý�K�Z�G�€�}�b�Í�c�š�f�[�A�r�O�‡��

• 0É�Â�i�� FIPS �Ô�î�»�c�
�”�É�Û�–�”�å�«�_�Q#Ý�I�€�•0É�Â�i�b�±�–�É�†�D7H�K�r�M��0É�Â�i�c�

���b�8�N�€�?�b�©�¢�½�³�Õ  �”�Ý�¦�Ü�¬�Ò�†�Q#Ý�M�•�²0[�@�6�~�r�M>8 SHA-1�
 SHA-224�

SHA-256�
 SHA-384�
�>�|�g  SHA-512���”�É�Û�–�”�å�«�c�
�G�€�}�b�”�Ý�¦�Ü�¬�Ò�b�8�N�€�v�Q
#Ý�K�^�80É�Â�i�c�–�å�Ï�î�º�K�r�O�‡���”�É�Û�–�”�å�«�c8� =�Ð�b0É�Â�i�†�Q#Ý�p�b���œ�c  FIPS 
�Ô�î�»�_�«�–�µ�³�M�•�G�\�c�[�A�r�O�‡���æ�ƒ�~�_�š�Û�î  �Ó�µ�­�î�ª�æ�ƒ�~�@/²&g�I�€�r�M��0ò
(ý�_�X�8�Z�c�
 ��0É�Â�i�>�|�g�Ÿ�î�b'ö#.�� >&P.24-2>' �†�g!·�K�Z�C�T�I�8��

• DKIM *+�¡�>�|�g�è0É�� DKIM *+�¡�>�|�g�è0É�_�Q#Ý�I�€�•  RSA �Ÿ�î�b6×�I�c  1024�
 1536�

2048 �Å�µ�º�[�6�•�²0[�@�6�~�r�M���”�É�Û�–�”�å�«�c8� =�Ð�b  RSA �Ÿ�î�†�Q#Ý�p�b���œ�c  FIPS 
�Ô�î�»�_�«�–�µ�³�M�•�G�\�c�[�A�r�O�‡���æ�ƒ�~�_�š�Û�î  �Ó�µ�­�î�ª�æ�ƒ�~�@/²&g�I�€�r�M��
DKIM *+�¡�†�è0É�M�•���œ�_*+�¡�@  FIPS  =�Ð�b�Ÿ�î�†�Q#Ý�K�^�8�\�
�”�É�Û�–�”�å�«�c�Ì)F$×�^
7€���†3É�K�r�M�� '¨ 24 'v�� DKIM *+�¡�\�è0É�b�Ÿ�î�b'ö#.�� �†�g!·�K�Z�C�T�I�8��

• LDAPS�� �¥4Š1�0É#Ý�b LDAP �§�î�Â�†�Q#Ý�M�•�^�]�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  
�\  LDAP �§�î�Â6ë�b  TLS �º�Û�å�¨�¡�©�Ù�å�c  TLS �Â�î�ª�Ù�å  1 �>�|�g  FIPS �b�/�•�«�–�î�º�†�Q
#Ý�K�r�M�� LDAP �§�î�Â�@  MD5 �Á�µ�©�×�†�Q#Ý�K�Z�Ã�«�á�î�»�†�–�Ñ�M�•���œ�
 SMTP 1�0É�¡�š
�Ü�î�c  MD5 �@ FIPS  =�Ð�[�^�8�S�u�
�»�K�K�r�M��

• �ß�¢�� SSH2 �c  SCP )�#ä�b�ß�¢�b�É�µ�©�×�_0Á�•�I�€�S�O�M�b�É�ß�º�¥�Ý�[�M�� FIPS 'ö#.�_6õ�M
�•�š�Û�î  �Ó�µ�­�î�ª�_�X�8�Z�c�
 INFO �Þ�Ë�Ý�b  FIPS �ß�¢�†&�1��K�Z�C�T�I�8��

• CONSOLE �©�Ü�”�Ý  �Ï�î�º�� �©�Ü�”�Ý�K)F�†�Ó�K�Z7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_
�”�¡�­�«�M�•�\�
�©�Ü�”�Ý  �¥�å�¯�î�Ý  �Ï�î�º�l�b�K)F�@)
�¢�K�S  30 �(�[�±�–�Ò  �”�˜�º�K�r�M��

• �p�¸7Ÿ�p�º'ö#.�� �¡�Û�«�±�ì�I�€�S�”�É�Û�–�”�å�«�_�X�8�Z�c�
 FIPS �Ô�î�»�c�¡�Û�«�±  �Þ�Ë�Ý�[
�K�?�w� �_�[�A�r�O�‡��

�”�É�Û�–�”�å�«�b  FIPS �Ô�î�»�l�b�)�~�p�<
AsyncOS for Email �_�c  FIPS �Ô�î�»�_�”�É�Û�–�”�å�«�†�)�~�p�<�•  fipsconfig  CLI �¥�Ð�å�»�@�µ�r
�€�Z�8�r�M���”�É�Û�–�”�å�«�†8�  FIPS �Ô�î�»�_�`�M���œ�_�v�
 fipsconfig  CLI �¥�Ð�å�»�†�Q#Ý�K�r
�M��'ö#.*…�T�E�@�G�b�¥�Ð�å�»�†�Q#Ý�[�A�r�M��

�”�É�Û�–�”�å�«�c�
8�  FIPS  =�Ð�b0É�Â�i�r�S�c�Q#Ý�p�b  DKIM �Ÿ�î�@�6�•���œ�
1™�Ì�†/²&g�K�r�M��
�G�€�}�b�Ÿ�î�\0É�Â�i�†�P7V�M�•�r�[�
 FIPS �Ô�î�»�_�”�É�Û�–�”�å�«�†�)�~�p�<�•�G�\�c�[�A�r�O�‡��

�”�É�Û�–�”�å�«�†8�  FIPS �Ô�î�»�?�}  FIPS �Ô�î�»�
�r�S�c  FIPS �Ô�î�»�?�}8�  FIPS �Ô�î�»�_�)�~�p�<
�S�‹�

Ì2s�·�@�²0[�_�^�~�r�M��

AsyncOS �c�”�É�Û�–�”�å�«�@  FIPS �Ô�î�»�b���œ�
�G�b0¿���b�3�E�b�s�_  sslconfig �¥�Ð�å�»�†�D7H�K
�r�M��

0É�Â�i�>�|�g�Ÿ�î�b'ö#.
AsyncOS �[�c�
0É�Â�i�\&Î�&�Ÿ�î�b�Ì�”�†�Q#Ý�K�Z�”�É�Û�–�”�å�«�\�¥4Š�b�Ð�©�å6ë�b3û�™�†�/�•�ì
�M�•�G�\�@�[�A�r�M���¤�Ñ�b0É�Â�i�>�|�g�Ÿ�î  �Ì�”�†�”�µ�É�ß�î�»�K�S�~�
+¬�k*+�¡0É�Â�i�†#Õ�B�K
�S�~�
�r�S�c0É�Â�i*+�¡0[�Ó>& CSR>'�†#Õ�B�K�Z1�0É�•�_3æ�™�K�

¶6ä0É�Â�i�†�v�“�K�S�~�[�A�r�M��
1�0É�•�c&Î�&�Ÿ�î�_�|�W�Z*+�¡�I�€�S�™8—�[�A�•
¶6ä0É�Â�i�†�`�K�
�Q�€�†�”�É�Û�–�”�å�«�_�”�µ�É
�ß�î�»�[�A�r�M��

�”�É�Û�–�”�å�«�@  FIPS �Ô�î�»�b���œ�c�
���_4
�t�G�\�@�[�A�r�M��
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 '¨  24 'v       FIPS 'ö#.
  DKIM *+�¡�\�è0É�b�Ÿ�î�b'ö#.
�”�É�Û�–�”�å�«
�  FIPS �Ô�î�»�c�
�”�É�Û�–�”�å�«�@  FIPS �_ =�Ð�M�•�S�u�_�”�É�Û�–�”�å�«�@�Q#Ý�M
�•0É�Â�i�_�M���b�D7H�†3ã�•�K�r�M��0É�Â�i�c�
���b�8�N�€�?�b�©�¢�½�³�Õ  �”�Ý�¦�Ü�¬�Ò�†�Q#Ý�M�•
�²0[�@�6�~�r�M>8 SHA-1�
 SHA-224�
 SHA-256�
 SHA-384�
�>�|�g  SHA-512��

�”�É�Û�–�”�å�«�c�
�G�€�}�b�”�Ý�¦�Ü�¬�Ò�b�8�N�€�v�Q#Ý�K�^�80É�Â�i�c�–�å�Ï�î�º�K�r�O�‡���r�S�

�Ü�«�¼�î�[�Q#Ý�p�b8� =�Ð�b0É�Â�i�@�Ñ�~�M�•���œ�
 FIPS �Ô�î�»�_�«�–�µ�³�M�•�G�\�v�[�A�r�O�‡��
�æ�ƒ�~�_�š�Û�î  �Ó�µ�­�î�ª�æ�ƒ�~�@/²&g�I�€�r�M��

0É�Â�i�b 8�  FIPS  "g�Â�c�”�É�Û�–�”�å�«�@  FIPS �Ô�î�»�[�6�•�\�A�_  CLI �\  GUI �b�g�‰�_/²&g�I�€�r
�M���Ü�«�¼�î�r�S�c3æ�™
›�¥�å�º�ß�î�Ý�^�]�b�µ+��_�P�K�Z�Q#Ý�M�•0É�Â�i�†4E�¥�M�•�\�A�_�
�”�É�Û
�–�”�å�«�c�œ�É�©�Ù�å�\�K�Z8� =�Ð�b0É�Â�i�†/²&g�K�r�O�‡��

�”�É�Û�–�”�å�«�_�>�E�•0É�Â�i�b�Q#Ý�b0ò(ý�_�X�8�Z�c�
 ��0É�Â�i�b�v�“�� >&P.20-2>' �†�g!·�K�Z�C�T�I
�8��

���b�8�N�€�?�b�§�î�Å�«�[  FIPS  =�Ð�b0É�Â�i�†�Q#Ý�[�A�r�M��

• SMTP �b�w�™�>�|�g4Ä�™�� TLS �†�Q#Ý�K�Z�/�•�ì�†�²0[�\�M�•�M�m�Z�b�Ü�«�¼�î�_0É�Â�i�†�m�~
�\�Z�•�_�c�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [ �Ü�«�¼�î>& Listeners>' ] �Ì�î�ª>&�r�S�c  

listenerconfig - > edit - > certificate  �b  CLI �¥�Ð�å�»>'�†�Q#Ý�K�r�M���–�å�±�î�¿�µ�º�_
�P�M�•�Ü�«�¼�î�b  TLS �b�s�†�–�¿�î�È�Ý�_�M�•�?>&
¶6ä�Ü�«�¼�î>' �
�r�S�c
Æ4Š�©�«�¸�Ò�†�µ�t�M
�m�Z�b�Ü�«�¼�î�b�/�•�ì�†�–�¿�î�È�Ý�_�M�•>&�É�Û�–�Ë�î�º  �Ü�«�¼�î>'�G�\�@�[�A�r�M��

• 3æ�™
›�¥�å�º�ß�î�Ý�� 7Á�Ê�Ó�î�Ý4Ä�™�b�M�m�Z�b$Î�™ TLS �K)F�_�¢�ß�î�Â�Ý0¿���\�K�Z0É�Â�i�†
�m�~�\�Z�•�_�c�
 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ 3æ�™
›�¥�å�º�ß�î�Ý>& Destination 
Controls>' ] �Ì�î�ª>&�r�S�c  destconfig  CLI �¥�Ð�å�»>'�†�Q#Ý�K�r�M��

• �–�å�±�î�Ç�™�–�«�� 'ö#.�–�å�±�î�Ç�™�–�«�@�µ�r�€�•�–�å�±�î�Ç�™�–�«�[  HTTPS �§�î�Å�«�b0É�Â
�i�†�–�¿�î�È�Ý�_�M�•�_�c�
 [ �¿�µ�º�á�î�¡>& Network>' ] > [IP �–�å�±�î�Ç�™�–�«>& IP Interfaces>'
] �Ì�î�ª>&�r�S�c  CLI �b  interfaceconfig  �¥�Ð�å�»>'�†�Q#Ý�K�r�M��

• LDAP �� TLS �K)F�@�²0[�^�M�m�Z�b  LDAP �º�Û�Ç�•�µ�¡�_0É�Â�i�†�m�~�\�Z�•�_�c�
 [ �©�«�¸�Ò'ö
#.>&System Administration>' ] > [LDAP] �Ì�î�ª�†�Q#Ý�K�r�M���G�b�”�É�Û�–�”�å�«�[�c�
�Ø�î�¨
�b�¥4Š1�0É�b  LDAP �†�Q#Ý�M�•�G�\�v�[�A�r�M��

DKIM *+�¡�\�è0É�b�Ÿ�î�b'ö#.
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b  DomainKeys �>�|�g  DKIM �b�·�8�b�+0[�_�X�8�Z�c�

'¨ 17 'v��7Á�Ê�Ó�î�Ý1�0É�� �†�g!·�K�Z�C�T�I�8��

DKIM: *+�¡

DKIM *+�¡�Ÿ�î�b�8�B�ì�_�
�Ÿ�î  �§�–�¬�†�æ���K�r�M�� FIPS �Ô�î�»�b   7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É
�Û�–�”�å�«�[�c�
 1024�
 1536 �>�|�g  2048 �Å�µ�º�b�Ÿ�î  �§�–�¬�b�s�@�§�Ï�î�º�I�€�r�M���Ÿ�î  �§�–�¬
�@�±�A�8�o�]�­�Ÿ�×�Ü�¸�•�@�¥�V�K�r�M�@�
�Ã�Ç�›�î�Ð�å�«�_�s8j�M�•�•+��ö�@�6�~�r�M��

�”�É�Û�–�”�å�«�c8� =�Ð�b  RSA �Ÿ�î�†�Q#Ý�p�b���œ�c  FIPS �Ô�î�»�_�«�–�µ�³�M�•�G�\�c�[�A�r�O�‡��
�æ�ƒ�~�_�š�Û�î  �Ó�µ�­�î�ª�æ�ƒ�~�@/²&g�I�€�r�M��

FIPS  =�Ð�b*+�¡�Ÿ�î�c�»�Ó�–�å  �É�ß�Ç�“�–�Ý�[�<#Ý�•+��[�M���G�€�c  [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail 
Policies>' ] > [ �»�Ó�–�å  �É�ß�Ç�“�–�Ý>& Domain Profiles>' ] �Ì�î�ª�†�Q#Ý�K�Z�»�Ó�–�å  �É�ß�Ç�“�–�Ý�†
�8�B�r�S�c)…7Ÿ�M�•�\�A�_�
 [ *+�¡�Ÿ�î>& Signing Key>' ] �b�Ü�«�º�_/²&g�I�€�r�M��*+�¡�Ÿ�î�†�»�Ó�–
�å  �É�ß�Ç�“�–�Ý�_6õ4��Ü�E�•�\�

¶6ä�Ÿ�î�@�µ�r�€�•  DNS �¸�Ÿ�«�º  �Þ�¥�î�»�†�8�B�[�A�r�M���G�€
�†/œ�:�_�c�
�»�Ó�–�å  �É�ß�Ç�“�–�Ý�b�Ü�«�º�b  [DNS �¸�Ÿ�«�º  �Þ�¥�î�»>& DNS Text Record>' ] �4�_�6
�•  [ #Õ�B>&Generate>' ] �Ü�å�¡>&�r�S�c  CLI �b  domainkeysconfig -> profiles -> dnstxt  �¥�Ð�å�»>'
�†�Q#Ý�K�r�M��
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DKIM �b�è0É

�”�É�Û�–�”�å�«�c�
�Ó�µ�­�î�ª�@  DKIM *+�¡�†&�1��M�•7•�_  FIPS  =�Ð�Ÿ�î�†�Q#Ý�M�•�²0[�@�6�~�r
�M���©�¢�½�³�Õ�@  FIPS  =�Ð�b�Ÿ�î�†�Q#Ý�K�^�8���œ�
�”�É�Û�–�”�å�«�c�Ì)F$×�^7€���†3É�K�r�M��
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�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢

• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�+0[�� >&P.25-1>'

• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�–�¿�î�È�Ý�ì�� >&P.25-1>'

• ���Ó�µ�­�î�ª�b�è(ô�� >&P.25-2>'

• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�è(ô)��Ý�b�Q#Ý�� >&P.25-4>'

• ���w� �^�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢  �¹�î�±�b�è���� >&P.25-6>'

�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�+0[  
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_�|�~�
�Ó�µ�­�î�ª  �Ç�ß�î�b0ò(ý�^�Å�×�î�†/²&g�M�•�G�\�[�Ê�Ý�É  �¹�«�¡  
�¥�î�Ý�†0Ž�ô�_�z'g�U�r�M���S�\�<�d�
�Ó�µ�­�î�ª�@�•���]�>�~�_4Ä�™�I�€�^�8���œ�
�˜�–�Ý�«�¤���@
�è���I�€�S�?�
�«�Ã�Ò7x7³�_
°�€�}�€�S�?�
�6�•�8�c�Ó�î�Ý  �«�º�Ü�î�Ò�è�¥�b���d�_�6�•�b�?�†�8�•
�[�A�r�M��

�Ø�î�¨�@�æ���K�S�ö =�_�M+´�M�•"I���b7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�r�S�c�Ó�µ�­�î�ª�b�¢�Ý�î�É�†�è(ô�[
�A�r�M��

>&�@>' �Ó�µ�­�î�ª�b
Æ���†1��s�v�•�S�u�_�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�c�Q#Ý�[�A�r�O�‡��

�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�–�¿�î�È�Ý�ì

>&�@>' �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�¹�î�±�c�
�G�b�µ+��†�–�¿�î�È�Ý�_�K�S�‹�[��#.�I�€�S�Ó�µ�­�î�ª�_�P�K
�Z�b�s�–�â�I�€�r�M��

�c�L�u�•�S�_  
• �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[�ç�Ü�Ç�“�–�Ý�¡�†�è(ô�K�Z/²&g�K�S�~�
�ß�¢  �Ç�“�–�Ý
Æ�b�ç�Ü�Ç�“�–

�Ý�¡�†/²&g�K�S�~�M�•�_�c�
�Ó�µ�­�î�ª  �Ç�•�Ý�±�x�¥�å�¸�å�¶  �Ç�•�Ý�±�^�]�b�•�e�«�Ÿ�Õ�å  �É�ß
�­�«�†�a�^�C�\�v  1 �X0¿���K�Z�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

• �ó�¡�[�b�è(ô�†�§�Ï�î�º�M�•�_�c�
�ß�¢�Ç�“�–�Ý�[�ó�¡�Ê�µ�²�î�†0°6��M�•�|�:�_0¿���M�•�²0[�@
�6�~�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 34 'v���ß� �å�¢��  �†�g!·�K�Z�C�T�I�8��
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'¨  25 'v       �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢
  �Ó�µ�­�î�ª�b�è(ô

t 
• �p�¸7Ÿ�p�º�º�Û�µ�Ÿ�å�¢�†0¿���M�•���œ�
���†��/œ�K�r�M��
�G�b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�p�¸7Ÿ�p�º�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�†�§�Ï�î�º�M
�•�|�:�_�
�­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�†0¿���K�r�M�� �� Cisco Content Security Managemen
Appliance User Guide���†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �§�î�Å�«>& Services>' ] > [ �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢>& Message Tracking>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [ �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢  �§�î�Å�«�†�w� �_�M�•>& Enable Message Tracking Service>' ] �†�¡�Ü�µ�¡�K
�r�M��

�«�¸�µ�É 3 �©�«�¸�Ò0¿���˜�•�¨�î�»�†��/œ�K�Z�?�}�6�u�Z�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�†�–�¿�î�È�Ý�_�M�•���œ�c�

�š�å�»�Ø�î�¨  �Û�–�­�å�«�Î(Ù�i�†&�1��K�
 [ �Ž1�>&Accept>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�§�î�Å�«�†4E�¥�K�r�M��

�«�¸�µ�É 5 >&�õ�–>'�Ä�°�I�€�S�K)F�_6õ�M�•�_���†�–�Ñ�M�•�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�q4:�^�Ã�Ç�›�î�Ð�å�«�†�“�•�S�u�_�
�G�b0¿���†!“� �_�K�S�r�r�_�K�r�M��

�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��

���b�8��  
�ß�î�•�Ý  �º�Û�µ�Ÿ�å�¢�†4E�¥�K�S���œ�
���†��/œ�K�r�M��
1!�@ DLP 4*�o�_6õ4��K�S�¥�å�¸�å�¶�_�”�¡�­�«�[�A�•�?�†4E�¥�K�r�M��  ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[
�b�µ�&�_���l�b�”�¡�­�«�b�D�š�� >&P.28-5>' �†�g!·�K�Z�C�T�I�8��

�Ó�µ�­�î�ª�b�è(ô  
�m8p 

�«�¸�µ�É 1 [ �Ô�½�±>&Monitor>' ] > [ �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢>& Message Tracking>' ] �†4E�¥�K�r�M��  

�«�¸�µ�É 2 �è(ô�²�ó�†
°�Š�K�r�M��

• �M�m�Z�b�œ�É�©�Ù�å�†/²&g�M�•�_�c�
 [ 0ò(ý>&Advanced>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

• �º�Û�µ�Ÿ�å�¢�[�c�
�á�–�Ý�»�•�î�»�e�Ð�x�G0d/²#'�c�§�Ï�î�º�I�€�r�O�‡��

• �º�Û�µ�Ÿ�å�¢�è(ô�[�c�±�e�Ð�\�`�e�Ð�c�
�9�I�€�r�O�‡��

�œ�É�©�Ù�å 1��Â

�ß�î�•�Ý  �º�Û�µ�Ÿ�å�¢
>&Local Tracking>'

�G�b�”�É�Û�–�”�å�«�[�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�†�Q#Ý�K�r�M��

�p�¸7Ÿ�p�º�º�Û�µ�Ÿ�å
�¢>&Centralized 
Tracking>'

�G�€�†�µ�u0
�X�b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ó�µ�­�î�ª�†
�º�Þ�î�«�M�•�S�u�_�­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�†�Q#Ý�K�r�M��
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'¨  25 'v       �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢
  �Ó�µ�­�î�ª�b�è(ô
• "I�_�æ���b�^�87H�~�
�¡�š�Ü�î�c�� AND���è(ô�[�M���¡�š�Ü�î�c�
�è(ô�Ç�•�î�Ý�»�_�æ���I�€�S
�M�m�Z�b�²�ó�_�M+´�M�•�Ó�µ�­�î�ª�†3É�K�r�M���S�\�<�d�
�š�å�Ë�ß�î�É�w�™*…�\�ó�¡/œ�b�Ã�Û
�Ó�î�±�_�¸�Ÿ�«�º  �«�º�Ü�å�¢�†�æ���M�•�\�
�¡�š�Ü�î�c�
�æ���I�€�S�š�å�Ë�ß�î�É�w�™*… �\ �ó�¡
/œ�b�g�‰�_�M+´�M�•�Ó�µ�­�î�ª�T�E�†3É�K�r�M��

• �è(ô�²�ó�c�
���b�\�>�~�[�M��

�œ�É�©�Ù�å 1��Â  

�š�å�Ë�ß�î�É3æ�™*…
>&Envelope Sender>' 

[ ���[���r�•>& Begins With>' ]�
 [ ���_�œ+´�M�•>& Is>' ] �r�S�c  [ ���†�µ�t
>&Contains>' ] �†4E�¥�K�
�Q�K�Z�Ó�µ�­�î�ª3æ�™*…�†�è(ô�M�•�S�u�b7Á�Ê�Ó�î
�Ý �”�»�Þ�«�
�Ø�î�¨�¡�
�»�Ó�–�å�†
°�Š�K�r�M��

�e�Ð�†
°�Š�[�A�r�M���š�å�º�Ü�b�è0É�c��/œ�I�€�r�O�‡��

�š�å�Ë�ß�î�É�w�™*…
>&Envelope 
Recipient>' 

[ ���[���r�•>& Begins With>' ]�
 [ ���_�œ+´�M�•>& Is>' ] �r�S�c  [ ���†�µ�t
>&Contains>' ] �†4E�¥�K�
�Q�K�Z�Ó�µ�­�î�ª�w�™*…�†�è(ô�M�•�S�u�b7Á�Ê�Ó�î
�Ý �”�»�Þ�«�
�Ø�î�¨�¡�
�»�Ó�–�å�†
°�Š�K�r�M��

�e�Ð�†
°�Š�[�A�r�M���š�å�º�Ü�b�è0É�c��/œ�I�€�r�O�‡��

�ó�¡>& Subject>' [ ���[���r�•>& Begins With>' ]�
 [ ���_�œ+´�M�•>& Is>' ] �r�S�c  [ ���†�µ�t
>&Contains>' ] �†4E�¥�K�
�Q�K�Z�Ó�µ�­�î�ª�b�ó�¡/œ�[�è(ô�M�•�¸�Ÿ�«�º�e�Ð
�4�†
°�Š�K�r�M��

1™�Ì>80d�D�_�|�~�Q�b�|�:�^�º�Û�µ�Ÿ�å�¢�@&—�F�I�€�Z�8�•#”�C�[�c�
�G�b
�±�–�É�b�è(ô�†�Q#Ý�K�^�8�[�C�T�I�8��

�w�™�K�S�Ó�µ�­�î�ª
�X>&Message 
Received>'

�¥�ì�b(
�V�†�æ���K�r�M��

�¥�Ü�†�æ���K�^�E�€�d�
�¡�š�Ü�î�c�
�M�m�Z�b�¥�Ü�_�P�M�•�¹�î�±�†3É�K�r
�M���ì6ë(
�V�T�E�†�æ���M�•�\�
�¡�š�Ü�î�c�
�M�m�Z�b�<#Ý�•+��^�¥�Ü�_�ƒ
�S�W�Z�Q�b�ì6ë(
�V
Æ�b�¹�î�±�†3É�K�r�M��

�Ó�µ�­�î�ª�@7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�|�W�Z�w�™�I�€�S#'
�…�¥�ì�†�Q#Ý�K�r�M��

0ò(ý�œ�É�©�Ù�å  

3æ�™*… IP �”�»�Þ�«
>&Sender IP Address>'

�Ü�Ô�î�º  �Í�«�º�b  IP �”�»�Þ�«�†�æ���K�r�M��

�Ä�°�I�€�S�K)F�b�s�r�S�c�M�m�Z�b�Ó�µ�­�î�ª�†�è(ô�b(
�V�[�è(ô�[�A�r�M��

�ç�Ü�Ç�“�–�Ý�¡
>&Attachment name>'

[ ���[���r�•>& Begins With>' ]�
 [ ���_�œ+´�M�•>& Is>' ] �r�S�c  [ ���†�µ�t
>&Contains>' ] �†4E�¥�K�
�è(ô�M�•�ç�Ü�Ç�“�–�Ý�¡�b  ASCII �r�S�c  Unicode �¸
�Ÿ�«�º�e�Ð�4�†
°�Š�K�r�M��


°�Š�K�S�¸�Ÿ�«�º�b
›8Œ�>�|�g�Ž�•�b�«�Ì�î�«�c 7V�d�I�€�r�O�‡ ��

�Ó�µ�­�î�ª  �–�Ë�å�º
>&Message Event>'

1 �X�è�V�b�Ó�µ�­�î�ª��#.�–�Ë�å�º�†4E�¥�K�r�M���S�\�<�d�
4Ä�™�Ó�µ�­�î
�ª�
7x7³�Ó�µ�­�î�ª�
�Á�î�»  �Â�˜�å�«  �Ó�µ�­�î�ª�†�è(ô�[�A�r�M��

�Ó�µ�­�î�ª  �–�Ë�å�º�c�� OR�� ‡'ì�Ê�†�Q#Ý�K�Z3ã�•�I�€�r�M��0
�X�b�–�Ë�å
�º�†4E�¥�K�Z�
�æ���K�S�²�ó�b �õ�–�b�v�b �\�M+´�M�•�Ó�µ�­�î�ª�†�è(ô�K�r
�M��

�Ó�µ�­�î�ª  ID �Ê�µ
�²�î>& Message ID 
Header>'

SMTP �Ó�µ�­�î�ª  ID �Ê�µ�²�î�b�¸�Ÿ�«�º�e�Ð�4�†
°�Š�K�r�M��

�G�b  RFC 822 �Ó�µ�­�î�ª  �Ê�µ�²�î�c�
�›7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�†1‘�9�K�r
�M���G�€�c�q�6�_�Ó�µ�­�î�ª�@�8�B�I�€�•�\�A�_��
°�I�€�r�M��

IronPort MID �è(ô�M�•�Ó�µ�­�î�ª$��•�†
°�Š�K�r�M�� IronPort MID �c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü
�¸�•  �”�É�Û�–�”�å�«�b�›7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�†1‘�9�K�r�M��

�¡�š�Ü�î0¿��>& Query 
Settings>'

�¹�Ç�›�Ý�º�b�¡�š�Ü�î  �±�–�Ò�”�˜�º�>�|�g3É�W�Z�C�•)��Ý�b�q�±�X�†�š�f�K
�r�M��
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'¨  25 'v       �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢
  �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�è(ô)��Ý�b�Q#Ý
�«�¸�µ�É 3 [ �è(ô>&Search>' ] �†�¡�Ü�µ�¡�K�Z�
�¡�š�Ü�î�†3æ�™�K�r�M��

�¡�š�Ü�î)��Ý�@�Ì�î�ª�b�W4Š�_/²&g�I�€�r�M��

6õ4�8o%  
• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�è(ô)��Ý�b�Q#Ý�� >&P.25-4>' 

�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�è(ô)��Ý�b�Q#Ý  
�è(ô)��Ý�†�Q#Ý�M�•���œ�_��/œ�[�A�•�ï�8>8  

• �è(ô�²�ó�_�`�W�Z�
�¡�š�Ü�î0¿���b  [ 0ò(ý>&Advanced>' ] �†�¡�Ü�µ�¡�K�
 [ �¡�š�Ü0¿��>& Query 
Settings>' ] �r�[�«�¡�ß�î�Ý�K�
)��Ý�b�q�±�X�†  1000 �_0¿���M�•�\�
 250 �ó�è�V�b�è(ô)��Ý�†/²&g
�[�A�r�M��

• �è(ô)��Ý�­�¡�©�Ù�å�b�‘�V�[�œ�É�©�Ù�å�†4E�¥�M�•�\�
�›�Ì�î�ª�_/²&g�I�€�•)��Ý�†�Q�x�M�G�\�@
�[�A�r�M��

• �è(ô)��Ý�­�¡�©�Ù�å�b�‘�V�?�}�
0
�X�b�Ì�î�ª�b�è(ô)��Ý
Æ�†&ã�·�[�A�r�M��

• �²�ó�\�K�Z3ã�•�M�•�è(ô)��Ý�b�Í�b�V�[�•�î�¯�Ý�†&ã�·�M�•�\�
�è(ô)��Ý�†7H���[�A�r�M���œ�Þ�å
�ª,
�[�I1*/²&g�I�€�Z�8�•���œ�c�
�Q�b�Í�†�¡�Ü�µ�¡�M�•�\�
�Q�b�²�ó�[�è(ô�†) �~3¸�t�G�\�@�[
�A�r�M���G�€�[�
�è(ô�²�ó�@3ã�•�I�€�r�M���S�\�<�d�
"I���b�w�™*…�_3æ�™�I�€�S�Ó�µ�­�î�ª�†�è
(ô�K�S���œ�c�
�è(ô)��Ý�[3æ�™*…�b�¡�S�†�¡�Ü�µ�¡�M�•�\�
�q�6�_�æ���K�S�ì6ë(
�V
Æ�b>&�>�|
�g�
�Q�b�Ú�b�²�ó�† 6�S�M>' �
�Q�b3æ�™*…�?�}�Q�b�w�™*…�l�b�M�m�Z�b�Ó�µ�­�î�ª�†0b�X�E�•�G�\
�@�[�A�r�M��

• �è(ô�²�ó�_  1000 �ó�è�V�b�Ó�µ�­�î�ª�@�M+´�M�•���œ�
 >&�è(ô)��Ý�­�¡�©�Ù�å�b�‘�V�_�6�•�Ü�å�¡>'
[ �M�m�Z�š�¡�«�Ï�î�º>& Export All>' ] �†�¡�Ü�µ�¡�K�
�q�±  50,000 �ó�b�è(ô)��Ý�†�•�å�Ð�
�)�~�g
�'�Ç�“�–�Ý�\�K�Z�š�¡�«�Ï�î�º�K�
�Ú�b�”�É�Ü�£�î�©�Ù�å�[�¹�î�±�†�Q#Ý�[�A�r�M��

• �Ó�µ�­�î�ª�b/œ�b  [ 0ò(ý�b/²&g>&Show Details>' ] �†�¡�Ü�µ�¡�M�•�\�
�Ó�µ�­�î�ª�b0ò(ý�_���†/²
&g�[�A�r�M���Ó�µ�­�î�ª�b0ò(ý�†/²&g�K�S�‚�K�8�È�Û�˜�¨  �˜�•�å�»�˜�@6ä�A�r�M��

• 7x7³�I�€�S�Ó�µ�­�î�ª�b���œ�
�Ó�µ�­�î�ª�@7x7³�I�€�S#.#ä�^�]�b0ò(ý�_���†/²&g�M�•�_�c�Ó�µ
�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�è(ô)��Ý�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

>&�@>' �Þ�Ï�î�º  �Ì�î�ª�b�Ü�å�¡�†�¡�Ü�µ�¡�K�Z�
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�Ó�µ�­�î�ª0ò(ý�†/²&g�K�S�@�

�Q�b)��Ý�@�£�‡�K�S�v�b�[�^�8���œ�@�6�~�r�M���G�€�c�
&�1��K�Z�8�•�‡6ë�p�_�
�Þ�Ï�î�¸�•�å�¢�\�º
�Û�µ�Ÿ�å�¢�†� �ì�_)E)F�K�Z�–�¿�î�È�Ý�_�K�Z�8�^�8���œ�_$Î#Õ�M�•�•+��ö�@�6�~�r�M��

�Ó�µ�­�î�ª�b0ò(ý  

8o%  1��Â  

[ �š�å�Ë�ß�î�É�\�Ê�µ�²�î�b�§�Ð�Ü�î>& Envelope and Header Summary >' ] �­�¡�©�Ù�å  

�w�™�ì6ë
>&Received Time>'

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�Ó�µ�­�î�ª�†�w�™�K�S�ì6ë��

�¥�ì�c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[0¿���I�€�•#'�…�ì6ë�†�Q#Ý�K
�Z/²&g�I�€�r�M��

MID �M*O$×�  ̂IronPort �Ó�µ�­�î�ª  ID��
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'¨  25 'v       �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢
  �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�è(ô)��Ý�b�Q#Ý
�Ó�µ�­�î�ª  �§�–�¬
>&Message Size>'

�Ó�µ�­�î�ª  �§�–�¬��

�ó�¡>& Subject>' �Ó�µ�­�î�ª�b�ó�¡�Ü�«�º��

�º�Û�µ�Ÿ�å�¢)��Ý�b�ó�¡/œ�c�
�Ó�µ�­�î�ª�b�ó�¡�@�^�8�?�
�ß�¢  �Ç�“�–�Ý�[�ó
�¡�Ê�µ�²�î�†0°6��M�•�|�:0¿���I�€�Z�8�^�8���œ�
 [>&�ó�¡�^�K>' >&(No 
Subject)>' ] �\�8�:�Í�_�^�•���œ�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 34 'v���ß� 
�å�¢��  �†�g!·�K�Z�C�T�I�8��

�š�å�Ë�ß�î�É3æ�™
*…>&Envelope 
Sender>'

SMTP �š�å�Ë�ß�î�É
Æ�b3æ�™*…�b�”�»�Þ�«��

�š�å�Ë�ß�î�É�w�™
*…>&Envelope 
Recipients>'

�_
°�[�š�–�Ü�”�«�Ñ�G�b�S�u�b�š�–�Ü�”�«  �¸�î�È�Ý�†�Q#Ý�M�•���œ�
�è(ô�[�c

–�b�š�å�Ë�ß�î�É  �”�»�Þ�«�[�c�^�C�Ñ�G�I�€�S�w�™*…�”�»�Þ�«�†0b�X�E�r�M��
�š�–�Ü�”�«  �¸�î�È�Ý�b0ò(ý�_�X�8�Z�c�
 ���Ý�î�¸�•�å�¢�>�|�g4Ä�™�µ+��b0¿����
�b'v�_�6�•���š�–�Ü�”�«  �¸�î�È�Ý�b�8�B���b'v�†�g!·�K�Z�C�T�I�8��

�Q�€�è�¥�b�6�}�z�•���œ�_�>�8�Z�c�
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢  �¡�š�Ü�î�_�|�W
�Z�•�¶�b�š�å�Ë�ß�î�É�w�™*…�”�»�Þ�«�@�è(ô�I�€�r�M��

�Ó�µ�­�î�ª  ID �Ê�µ
�²�î>& Message ID 
Header>'

RFC 822 �b�Ó�µ�­�î�ª  �Ê�µ�²�î��

SMTP 1�0É�Ø�î�¨  
ID >&SMTP Auth 
User ID>'

3æ�™*…�@ SMTP 1�0É�†�Q#Ý�K�Z�Ó�µ�­�î�ª�†3æ�™�K�S���œ�c�
 SMTP �[1�0É�I
�€�S3æ�™*…�b�Ø�î�¨�¡���Q�€�è�¥�b���œ�
�G�b�Í�c�� N/A���\�^�~�r�M��

�ç�Ü�Ç�“�–�Ý
>&Attachments>'

�Ó�µ�­�î�ª�_�ç�Ü�I�€�S�Ç�“�–�Ý�b�¡�S��

�¡�S�_�P�K�Z�¡�š�Ü�î�@��/œ�I�€�S�a�^�C�\�v  1 �X�b�ç�Ü�Ç�“�–�Ý�†�µ�t�Ó�µ
�­�î�ª�@�è(ô)��Ý�_/²&g�I�€�r�M��

�º�Û�µ�Ÿ�å�¢�[�A�^�8�ç�Ü�Ç�“�–�Ý�v�6�~�r�M���Ã�Ç�›�î�Ð�å�«�V�b#.#ä�?�}�

�ç�Ü�Ç�“�–�Ý�¡�b�«�Ÿ�Õ�å�c�
�Ó�µ�­�î�ª�r�S�c�¥�å�¸�å�¶  �Ç�•�Ý�±�Ü�å�¢�

DLP�

 2��¦8o�«�±�å�É�^�]�b�
�Ú�b�«�Ÿ�Õ�å�ï�8�b�M4Š�\�K�Z�b�s��/œ�I�€
�r�M���ç�Ü�Ç�“�–�Ý�¡�c�
�ç�Ü�Ç�“�–�Ý�@�r�T�ç�Ü�I�€�Z�8�•6ë�_�•�e�«�Ÿ�Õ
�å�†3û4#�M�•�Ó�µ�­�î�ª�_�P�K�Z�b�s�Q#Ý�[�A�r�M���ç�Ü�Ç�“�–�Ý�b�¡�S�@�è
(ô)��Ý�_/²&g�I�€�^�8"g�#�†�µ�s�r�M>&�S�T�K7H���c�I�€�r�O�‡>' ��

• �©�«�¸�Ò�@�¥�å�¸�å�¶  �Ç�•�Ý�±�b�s�†�Q#Ý�K�Z�8�•�\�A�_�
�Ó�µ�­�î�ª�@
�»�ß�µ�É�I�€�•�?�
�r�S�c�Q�b�ç�Ü�Ç�“�–�Ý�@�”�å�³�«�Ã�Ò�r�S�c�”�å�³
�˜�–�Ý�«  �Ç�•�Ý�±�_�|�W�Z�P7V�I�€�S���œ

• �•�e�«�Ÿ�Õ�å�@��/œ�I�€�•�S�_�
�Ó�µ�­�î�ª�(/ã�Ï�Ü�©�î�_�|�W�Z�M4Š�b
�Ó�µ�­�î�ª�?�}�ç�Ü�Ç�“�–�Ý�@�P7V�I�€�S���œ  

�Ã�Ç�›�î�Ð�å�«�V�b#.#ä�?�}�
�ç�Ü�Ç�“�–�Ý
Æ�b�Ç�“�–�Ý�b�¡�S>&�S�\�<�d�

OLE �œ�È�ª�™�¡�º�x�
 .ZIP �Ç�“�–�Ý�^�]�b�”�î�•�–�È>'�c�è(ô�I�€�r�O�‡��

[ �Í�«�º  �§�Ð�Ü�î�b3æ�™>&Sending Host Summary >' ] �­�¡�©�Ù�å

3ë�,�A  DNS �Í�«�º
�¡>&Reverse DNS 
Hostname>' 

3ë�,�A  DNS>&PTR>'�Ý�µ�¡�”�µ�É�_�|�W�Z�è0É�I�€�•3æ�™�Í�«�º�b�¡�S��

IP �”�»�Þ�«>& IP 
Address>'

3æ�™
–�Í�«�º�b  IP �”�»�Þ�«��

8o%  1��Â  
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'¨  25 'v       �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢
  �w� �^�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢  �¹�î�±�b�è��
6õ4�8o%  
• ���Ó�µ�­�î�ª�b�è(ô�� >&P.25-2>' 

�w� �^�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢  �¹�î�±�b�è��  
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢  �¹�î�±�_�µ�r�€�•�¥�Ü(
�V�†&�1��M�•�G�\�
�>�|�g�Q�b�¹�î�±�b��- �–�å
�±�î�Â�Ý�†1‘�9�M�•�G�\�@�[�A�r�M��

�«�¸�µ�É 1 [ �Ô�½�±>&Monitor>' ] > [ �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢>& Message Tracking>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �‘�V7n�_�6�•  [ �è(ô>&Search>' ] �Î�µ�¡�«�_/²&g�I�€�•  [ �ì6ë(
�V
Æ�b�¹�î�± :>&Data in time range:>' ] 
�†&�1��K�r�M��

�«�¸�µ�É 3 [ �ì6ë(
�V
Æ�b�¹�î�± :>&Data in time range:>' ] �[&g�I�€�•�Í�†�¡�Ü�µ�¡�K�r�M��

SBRS �«�¥�”
>&SBRS Score>'

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”��(
�V�c�
 10>&�q�v�™8—�[�A�•3æ�™*…>'
>|  -10>&�Â�}�?�^�«�Ã�Ò3æ�™*…>'�[�M���«�¥�”�@�� None���b���œ�
�Q�b�Ó�µ
�­�î�ª�@��#.�I�€�S�ì!l�_�>�8�Z�
�G�b�Í�«�º�_6õ�M�•�_���@�Ñ�~�K�^�?�W�S
�G�\�†�–�á�K�r�M��

SBRS �b0ò(ý�_�X�8�Z�c�
 '¨ 6 'v���Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢��   �†�g!·
�K�Z�C�T�I�8��

[ ��#.0ò(ý>& Processing Details >' ] �­�¡�©�Ù�å  

�§�Ð�Ü�î�_��
>&Summary 
information >'

>&[ �§�Ð�Ü�î
>&Summary>' ] �±�È
�c�
 [DLP �_�M+´�K
�S
Æ��>&DLP 
Matched Content>'
] �±�È�v�Ñ�~�M�•��
�œ�_7H�~/²&g�I�€
�r�M���–�_�§�Ð
�Ü�î�_���†/²&g�K
�r�M>'��

[ �§�Ð�Ü�î>& Summary>' ] �­�¡�©�Ù�å�[�c�
�Ó�µ�­�î�ª��#.�p�_0°6��I�€�•�«
�¸�î�±�«  �–�Ë�å�º�†/²&g�K�r�M��

�š�å�º�Ü�_�c�
�Ó�î�Ý  �Ï�Ü�©�î�b��#.>&�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�x�”�å�³�˜�–�Ý
�«  �«�Ÿ�Õ�å�^�]>'�\�Ó�µ�­�î�ª�(�m�^�]�b�Ú�b�–�Ë�å�º�_6õ�M�•�_���
�>�|�g
�¥�å�¸�å�¶�r�S�c�Ó�µ�­�î�ª  �Ç�•�Ý�±�_�|�W�Z3ã�•�I�€�•�•�«�±�Ò  �ß�¢  �š�å
�º�Ü�@�µ�r�€�r�M��

�Ó�µ�­�î�ª�@4Ä�™�I�€�S���œ�
4Ä�™�b0ò(ý�@�G�G�_/²&g�I�€�r�M��

0°6��I�€�S�q�‚�b�–�Ë�å�º�c�
��#.�b0ò(ý
Æ�[�I1*/²&g�I�€�r�M��

[DLP �_�M+´�K�S
Æ
��>& DLP Matched 
Content>' ] �±�È  

�G�b�±�È�c�
 DLP �Ï�Ü�©�î�_�|�W�Z�è���I�€�S�Ó�µ�­�î�ª�_�P�K�Z�b�s/²&g�I
�€�r�M��

DLP �Ï�Ü�©�î�b�M+´�†�º�Ü�ž�î�K�S�µ�&�b�¥�å�¸�å�¶�_�•�<�
�M+´�_6õ�M�•�_
���@�µ�r�€�r�M��

1!�@�G�b�_���l�”�¡�­�«�[�A�•�?�†�D�š�[�A�r�M��  ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢
�[�b�µ�&�_���l�b�”�¡�­�«�b�D�š�� >&P.28-5>' �†�g!·�K�Z�C�T�I�8��
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  �w� �^�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢  �¹�î�±�b�è��
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�>�|�g�”�µ�É�¢�Þ�î�»�_�X�8�Z  
�‚�K�8�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�µ+��c�
�”�µ�É�¢�Þ�î�»�b�S�_��#.�I�€�S�Ó�µ�­�î�ª�_�c4:#Ý�[�A�^
�8���œ�@�6�~�r�M���G�€�c�
�G�€�}�b�Ó�µ�­�î�ª�_�X�8�Z�c�
�²8r�¹�î�±�@�–�â�I�€�Z�8�^�8���œ�@�6
�•�S�u�[�M���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢  �¹�î�±�>�|�g�”�µ�É�¢�Þ�î�»�_6õ4��M�•�D7H�_�X�8�Z�c�
�H�Q
#Ý�b�Ü�Ü�î�«�b�Ü�Ü�î�«  �À�î�º�†�g!·�K�Z�C�T�I�8��
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7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2 

• ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�+0[�� >&P.26-1>'

• ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª�� >&P.26-2>'

• ���Þ�Ï�î�¸�•�å�¢�b�+0[�� >&P.26-44>'

• ���Þ�Ï�î�º�b'ö#.�� >&P.26-45>'

• ��7Á�Ê�Ó�î�Ý  �Þ�Ï�î�º�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�� >&P.26-48>'

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�+0[
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�µ+��c�
�Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�Ü�å�¢�
�”�å�³�«�Ã�Ò�
�”�å�³�˜
�–�Ý�«  �«�Ÿ�Õ�å�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�
�Ï�Ü�©�î�b�‹/œ>&�¥�å�¸�å�¶  �Ç�•�Ý�±�
�¹�î�±�†�»75�F
�^�]>' �
�>�|�g�Ó�µ�­�î�ª4Ä�™�^�]�
7Á�Ê�Ó�î�Ý4Ä�™�É�ß�­�«�b�›�«�¸�µ�É�?�}�¹�î�±�†�p7Ÿ�K�r�M��
�¹�î�±�Ë�î�«�c�
 IP �”�»�Þ�«�_�|�•�›7Á�Ê�Ó�î�Ý3æ�™*…�b1‘�9�\0°6��†/œ�8�X�X�
 SenderBase �Þ�Æ�×
�¸�î�©�Ù�å  �§�î�Å�«�\4�� �K�Z�Ü�”�Ý�±�–�Ò�b  ID �_���†�p7Ÿ�K�r�M���Ø�î�¨�c�
�M�m�Z�b7Á�Ê�Ó�î�Ý
3æ�™*…�b�ß�î�•�Ý �Ó�î�Ý  �Ç�ß�î�š�T�†�S�T�U�_���Ì�K�
�–�å�±�î�¿�µ�º�V�b3æ�™*…�b�¢�ß�î�Â�Ý�_��
�†�µ�t�É�ß�Ç�“�–�Ý�†/²&g�[�A�r�M��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�µ+��[�c�
�­�Ÿ�×�Ü�¸�•  �³�î�Ò
�@�
�Ø�î�¨�l�b�Ó�î�Ý3æ�™*…�
�Ø�î�¨�_�|�W�Z3æ�w�™�I�€�•�Ó�î�Ý�b5��
�>�|�g�­�Ÿ�×�Ü�¸�•  �Ï�Ü
�©�î�b�w� �ö�b���Ý�î�É�†6â�L�•���G�\�@�[�A�r�M��

�G�b'v�[�c�
���b�‰�2�_�X�8�Z1��Â�K�r�M��

• $Î%T�M�•�Ó�µ�­�î�ª  �Ç�ß�î�†�Ô�½�±�M�•�S�u�b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�µ+��l�b�”�¡�­
�«��

• 3æ�™*…�b SenderBase Reputation Score>&SBRS; SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”>'�_�P�M�•�¡
�š�Ü�î�_�|�•�
�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b�ô��>&�Í�á�–�º�Ü�«�º�
�È�Û�µ�¡�Ü�«�º�
�>�|�g�¢�Þ�î
�Ü�«�º�b�f�‚>' ���¿�µ�º�á�î�¡  �œ�î�¼�î�
�»�Ó�–�å�
�I�}�_�c�¶�9�b  IP �”�»�Þ�«�_�X�8�Z�v�¡�š
�Ü�î�†��/œ�[�A�r�M��

• �Ó�î�Ý  �Ç�ß�î�
�Ó�î�Ý  �«�¸�î�±�«�>�|�g�©�«�¸�Ò�_3æ�w�™�I�€�S�Ó�î�Ý�_6õ�M�•���Ì��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �¹�î�±�Ë�î�«�[�c�
%T�™�Ó�î�Ý�b�d���b7Á�Ê�Ó�î�Ý3æ�™*…�_�X�8�Z�

���b5�0[�Ã�Û�Ó�î�±�†�v�“�K�r�M��

• �Ó�µ�­�î�ª�b5�  

• �K)F�š�T  

• �w�E
°�€�}�€�S�K)F�\  �Ä�°�I�€�S�K)F

• �w�E
°�€"á�\1*�Z�V7H�Í  

• �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�b�M+´"á
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  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
• �«�Ã�Ò�b$2�8�b�6�•�
�>�|�g�Â$Ñ�_�«�Ã�Ò�\1‘�9�I�€�•�”�å�³�«�Ã�Ò  �Ó�µ�­�î�ª�b�X

• �”�å�³  �˜�–�Ý�«  �«�Ÿ�Õ�å�_�|�W�Z�è���I�€�S�˜�–�Ý�«7g�ö�Ó�µ�­�î�ª�b�X

�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�b0ò(ý�_�X�8�Z�c�
 '¨ 13 'v���”�å�³�«�Ã�Ò�� �†�g!·�K�Z�C�T�I�8���”�å�³�˜�–
�Ý�«  �«�Ÿ�Õ�å�_�X�8�Z�c�
 '¨ 12 'v���”�å�³�˜�–�Ý�«�� �†�g!·�K�Z�C�T�I�8��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�µ+��c�

Æ4Š�Ø�î�¨>&7Á�Ê�Ó�î�Ý�w�™*…>'�r�S�c�Ó�µ�­�î�ª�b3æ�™*…
�†�µ�t�
"I���b�Ó�µ�­�î�ª�_�|�W�Z�º�Ü�ž�î�I�€�S�¥�å�¸�å�¶  �Ç�•�Ý�±�_6õ�M�•�_���v�v�“�K�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�µ+��c  GUI �T�E�[�Q#Ý�[�A�
 7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡�>�|�g�”�É�Û�–
�”�å�«>&7x7³�
�á�î�¡  �Ÿ�×�î�
�¤���^�]>'�b�«�¸�î�±�«�l�b�Å�×�î�†�f�j�K�r�M���”�É�Û�–�”�å�«�c�

3æ�™*…�@�† =�b�º�Û�Ç�•�µ�¡  �É�ß�Ç�“�–�Ý�b(
�V�_0ñ�\�K�^�8���œ�_1‘�9�K�r�M��1‘�9�I�€�S3æ�™*…
�c�–�å�±�î�Ç�™�–�«�[�I1*/²&g�I�€�•�b�[�
3æ�™*…�†3æ�™*…�¢�Ý�î�É�_�m�~�\�Z�•�?�
3æ�™*…�b�”�¡�­
�«  �É�ß�Ç�“�–�Ý�†�š�f�M�•�G�\�_�|�W�Z�Ý�G�P*(�†�v�•�G�\�@�[�A�r�M���r�S�c�
�,�A)F�A  AsyncOS 
�b�­�Ÿ�×�Ü�¸�•  �§�î�Å�«�_�P�Â�I�O�•�G�\�@�[�A�r�M��3æ�™�Ó�î�Ý�_�v� �]�b�Ô�½�±�Ü�å�¢�µ+��@�6
�~�
�Ó�î�Ý  �Ÿ�×�î�b�V�)�»�Ó�–�å�>�|�g�w�™�Í�«�º�b�«�¸�î�±�«�_�Å�×�î�†�f�j�K�r�M>& �� [ 3æ�™��#.
�«�¸�î�±�«0ò(ý>& Delivery Status Details>' ] �Ì�î�ª�� >&P.26-20>' �†�g!·>' ��

>&�@>' 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�µ+��[�c�
�”�É�Û�–�”�å�«�b
Ì2s�·�ì�_�á�î�¡  �Ÿ�×�î�_�Ñ�~�K�S�Ó�µ
�­�î�ª�b�_���c���Ì�I�€�r�O�‡��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�\7Ÿ�p'ö#.

�G�b�Â�î�ª�Ù�å�b  AsyncOS �[�c�
�¡�Û�«�±�ì�I�€�S�”�É�Û�–�”�å�«�b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½
�±  �Þ�Ï�î�º�†7Ÿ(Ù�[�A�r�O�‡���M�m�Z�b�Þ�Ï�î�º�c�
�Ð�©�å  �Þ�Ë�Ý�_�D7H�I�€�r�M���X�r�~�Þ�Ï�î�º
�c�
�¢�Ý�î�É  �Þ�Ë�Ý�r�S�c�¡�Û�«�±  �Þ�Ë�Ý�[�c��/œ�[�A�r�O�‡���¶�9�b�Ð�©�å�b�s�[��/œ�[�A�r�M��

[ �”�î�•�–�È  �Þ�Ï�î�º>& Archived Reports>' ] �Ì�î�ª�_�X�8�Z�v� �]�[�M��0¿���I�€�Z�8�•�›�Ð�©�å�c�

"‚+¬�b�”�î�•�–�È�†
��<�Z�8�r�M���K�S�@�W�Z�
 ���Þ�Ï�î�º#Õ�B���µ+��c�
4E�¥�K�S�Ð�©�å�b�s�[��/œ
�I�€�r�M��

[ ���‡�Þ�Ï�î�º>& Scheduled Reports>' ] �Ì�î�ª�c�
�Ð�©�å  �Þ�Ë�Ý�_�D7H�I�€�r�O�‡���K�S�@�W�Z�
0
�X
�b�Ð�©�å�[0¿���†
¹�w�[�A�r�M���Ð�©�å  �Þ�Ë�Ý�[��/œ�I�€�S�
�¶�9�b�«�£�ª�×�î�Ý0¿���I�€�S�Þ�Ï�î
�º�c�
�–�å�±�Û�¡�¸�•�È  �Þ�Ï�î�º�\�r�W�S�C� �]�^�b�[�
�¡�Û�«�±  �Þ�Ë�Ý�[�«�£�ª�×�î�Ý0¿���I�€�S
�Þ�Ï�î�º�†0¿���M�•���œ�
�¡�Û�«�±
Æ�b�›�Ð�©�å�@"‚+¬�b�Þ�Ï�î�º�†3æ�™�K�r�M��

[ �G�b�Þ�Ï�î�º�†�É�Þ�Å�×�î>& Preview This Report>' ] �Î�±�å�c�
�ß�¢�–�å�Í�«�º�_�P�K�Z�–�_��/œ�[
�A�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�µ+��c�
 [ �Ô�½�±>&Monitor>' ] �Ó�½�×�î�[�Q#Ý�•+��^�M�m�Z�b�Ì�î�ª

>&�S�T�K [ 7x7³>&Quarantines>' ] �Ì�î�ª�c7V�C>'�[�S�B�I�€�r�M��

GUI �[�G�€�}�b�Ì�î�ª�†�Q#Ý�K�Z�
�”�É�Û�–�”�å�«�b�Ü�«�¼�î�_�K)F�K�Z�8�•�»�Ó�–�å�†�Ô�½�±�[�A
�r�M���>�Q�8�b�”�É�Û�–�”�å�«�b���Ó�î�Ý  �Ç�ß�î���b�Ô�½�±�
�¯�î�º�
�(�Ò�
�>�|�g�(8®�†��/œ�K�

�G0d�Ó�î�Ý�b�±5�3æ�™*…�\���«�Ã�Ð�î�� >&�•�Ž1Y�b�_��#Ý�Ó�î�Ý�b�±5�3æ�™*…>'�r�S�c�˜�–�Ý�«3æ�™*…
�b$2�8�b�6�•�Ø�î�¨�\�†�
�9�[�A�r�M���G�€�}�b�Ì�î�ª�c�
�©�«�¸�Ò�l�b%T�™�K)F�b�º�Û�È�Ý�©�×�î
�¸�•�å�¢�_�v�z'g�U�r�M>& SBRS �«�¥�”�
�»�Ó�–�å�_�P�M�•%$3Æ�b3æ�™�¢�Ý�î�É�b�M+´�^�]5�0[�_���†
�µ�s�r�M>' ��
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  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
�G�€�}�b�Ì�î�ª�c�
�”�É�Û�–�”�å�«�_6õ4��M�•�Ó�î�Ý�
�I�}�_�¤�î�º�˜�™�–�b(
�V�†2x�<�Z�Ñ�~�M�•
�§�î�Å�«>& SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�
�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  �§�î�Å�«�
�”�å�³�˜�–�Ý
�«  �«�Ÿ�Õ�å  �­�Ÿ�×�Ü�¸�•  �§�î�Å�«�
�¥�å�¸�å�¶  �Ç�•�Ý�±�
�>�|�g�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>'�_6õ4�
�M�•�Ó�î�Ý�b�(8®�_�z'g�U�r�M��

�Ì�î�ª�‘�V�b  [ �3�E#Ý PDF>&Printable PDF>' ] �Ü�å�¡�†�¡�Ü�µ�¡�M�•�\�
�M�m�Z�b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü
�¸�•  �Ô�½�± �Ì�î�ª�†1��s�x�M�8�3�E�g�'�b  PDF "'�[#Õ�B�[�A�r�M��,e1��è�¥�b0•1��[�b  PDF �b#Õ�B
�_�X�8�Z�c�
 ���Þ�Ï�î�º�_6õ�M�•�@�–�¦8o�� >&P.26-45>' �†�g!·�K�Z�C�T�I�8��

[ �š�¡�«�Ï�î�º>& Export>' ] �Ü�å�¡�[�c�
�¢�Û�Ç�>�|�g�Ú�b�¹�î�±�†  Comma Separated Value>&CSV; �•
�å�Ð�
�)�~�Í>'�g�'�_�š�¡�«�Ï�î�º�[�A�r�M��

�š�¡�«�Ï�î�º�I�€�S  CSV �¹�î�±�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�b0¿���_�?�?�ƒ�}�N�

�M�m�Z�b�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�>�|�g�Þ�Ï�î�¸�•�å�¢  �¹�î�±�†  GMT �[&g�K�r�M�� GMT �ì6ë�l�b�š
�n�b% $×�c�
�”�É�Û�–�”�å�«�_�k�Ñ�O�N�_�¹�î�±�†�Q#Ý�K�S�~�
0
�X�b�ì6ë�•�_�6�•�”�É�Û�–�”�å�«�?
�}�b�¹�î�±�†�g!·�M�•7•�_�¹�î�±�†�Q#Ý�K�S�~�[�A�•�|�:�_�M�•�S�u�[�M��

>&�@>' �ß�î�•�Û�–�¬�I�€�S  CSV �¹�î�±�†�š�¡�«�Ï�î�º�M�•���œ�
�M4Š�b�È�Û�˜�¨�[�c0b���K�@�G�K�C/²&g�I
�€�^�8�G�\�@�6�~�r�M���G�€�c�
�ß�î�•�Û�–�¬�I�€�S�¸�Ÿ�«�º�_�P�K�Z�
�M4Š�b�È�Û�˜�¨�@4:�)�^�e�Ð
�­�µ�º�†�Q#Ý�K�Z�8�^�8�S�u�[�M���G�b�e8Ÿ�†�G4J�M�•�_�c�
�Ç�“�–�Ý�†�¹�•�«�¡�_�–�Ñ�K�
 [ �Ç�“�–
�Ý>&File>' ] > [ 6ä�C>&Open>' ] �†�Q#Ý�K�Z�Ç�“�–�Ý�†6ä�A�r�M���Ç�“�–�Ý�†6ä�8�S�}�
�ß�î�•�Û�–�¬�I
�€�S�¸�Ÿ�«�º�†/²&g�M�•�S�u�b�e�Ð�­�µ�º�†4E�¥�K�r�M��

�Þ�Ï�î�º  �¹�î�±�b�š�¡�«�Ï�î�º�b+¬�·�ì�b0ò(ý�_�X�8�Z�c�
 �� CSV �¹�î�±�b�v�“�� >&P.26-42>' �†�g!·�K
�Z�C�T�I�8��

�è(ô�\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª�b�¨�C�_�c�
�è(ô�Ç�›�î�Ò�@�µ�r�€�Z�8�r�M�����b  4 '�8®�b8o
% �†�è(ô�[�A�r�M��

• IP �”�»�Þ�«>& IPv4 �>�|�g  IPv6>'

• �»�Ó�–�å

• �¿�µ�º�á�î�¡  �œ�î�¼�î

• 
Æ4Š�Ø�î�¨

• ��
›�»�Ó�–�å

• 
Æ4Š3æ�™*…�b�»�Ó�–�å

• 
Æ4Š3æ�™*…�b IP �”�»�Þ�«

• $Î�™�»�Ó�–�å�b4Ä�™�«�¸�î�±�«

�»�Ó�–�å�
�¿�µ�º�á�î�¡  �œ�î�¼�î�
�>�|�g
Æ4Š�Ø�î�¨�b�è(ô�[�c�
�è(ô�¸�Ÿ�«�º�_�ö
²�_�M+´�I�O�•
�?�

°�Š�K�S�¸�Ÿ�«�º�[���r�•8o% >&�S�\�<�d�
 �� ex���[���r�•���œ�c�� example.com���_�M+´�K�r�M>'
�†�è(ô�M�•�?�†4E�¥�K�r�M��

IPv4 �”�»�Þ�«�è(ô�[�c�

°�Š�K�S�¸�Ÿ�«�º�@�q�±�[  4 IP �œ�¡�¸�µ�º>&�»�µ�º�Ü�A  10 4
/²0°>'�b
›8Œ4Š
�\�K�Z�–�_0Ž5��I�€�r�M���S�\�<�d�� 17���\
°�Š�M�•�\�
 17.0.0.0 >|  17.255.255.255 �b(
�V�@�è(ô�I
�€�r�M�� 17.0.0.1 �_�c�M+´�K�r�M�@�
 172.0.0.1 �_�c�M+´�K�r�O�‡���ö
²�M+´�è(ô�b���œ�c�
 4 �œ�¡�¸�µ
�º�M�m�Z�†
°�Š�M�•�T�E�[�M�� IP �”�»�Þ�«�è(ô�c�
 CIDR �g�'>& 17.16.0.0/12>'�v�§�Ï�î�º�K�Z�8�r
�M��

IPv6 �”�»�Þ�«�è(ô�[�c�
 AsyncOS �c���b�g�'�†�§�Ï�î�º�K�r�M��
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• 2001:db8:2004:4202::0-2001:db8:2004:4202::ff

• 2001:db8:2004:4202::

• 2001:db8:2004:4202::23

• 2001:db8:2004:4202::/64

�M�m�Z�b�è(ô�c�
�Ì�î�ª�[#'�~4E�¥�I�€�Z�8�•�ì6ë(
�V�_7H���I�€�r�M��

�Þ�Ï�î�º�_�µ�r�€�•�Ó�µ�­�î�ª�b0ò(ý�b/²&g  

�m8p 

�«�¸�µ�É 1 �Þ�Ï�î�º  �Ì�î�ª�b�¸�î�È�Ý�_�6�•7÷,
�b$��•�†�¡�Ü�µ�¡�K�r�M��

>&�M4Š�b�¸�î�È�Ý�_�b�s�
�G�€�}�b�Ü�å�¡�c�6�~�r�M>' ��

�G�b$��•�_6õ4��M�•�Ó�µ�­�î�ª�@�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[/²&g�I�€�r�M��

�«�¸�µ�É 2 �W�_�«�¡�ß�î�Ý�K�Z�
�Ü�«�º�†/²&g�K�r�M��

6õ4�8o%  
• ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�è(ô)��Ý�b�Q#Ý�� >&P.25-4>'

[ �Ð�–�Þ�Ï�î�º>& My Reports >' ] �Ì�î�ª  
�¤�Ñ�b�Þ�Ï�î�º�b�Ì�î�ª�?�}�³�Õ�î�º>&�¢�Û�Ç>'�\�¸�î�È�Ý�†)��s�œ�ƒ�O�Z�
�•�«�±�Ò  �Þ�Ï�î�º�Ì�î
�ª�†�8�B�[�A�r�M��
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[ �+0[>&Overview >' ] �Ì�î�ª
[ �+0[>&Overview>' ] �Ì�î�ª�_�c�
7x7³�>�|�g>&�G�b�Ì�î�ª�b  [ �©�«�¸�Ò�+0[>& System Overview>' ] �­
�¡�©�Ù�å�b>'�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b�«�¸�î�±�«�b�+0[�^�]�>�Q�8�b�”�É�Û�–�”�å�«�b�Ó�µ�­�î�ª  
�”�¡�¸�•�Å�¸�•�b�+0[�@&g�I�€�r�M�� [ �+0[>&Overview>' ] �Ì�î�ª�_�c�
�¢�Û�Ç�x�
3æ�w�™�Ó�µ�­�î�ª
�b0ò(ý�^�Ó�µ�­�î�ª�X�v/²&g�I�€�r�M���G�b�Ì�î�ª�†�Q#Ý�K�Z�
�¤�î�º�˜�™�–�?�}��
°�~�M�•�M�m�Z�b

% $× �ï�8
Æ��  

�•�«�±�Ò  �Þ�Ï�î�º  
�Ì�î�ª�_�Ô�ª�×�î�Ý
�†3ã�•�K�r�M��

1. [ �Ô�½�±>&Monitor>' ] > [ �Ð�–  �Þ�Ï�î�º>& My Reports>' ] �_&ã�·�K�
�Ô�ª�×�î�Ý�b�‘�V�[  [X]  �†
�¡�Ü�µ�¡�K�Z�²0[�\�K�^�8�§�å�É�Ý  �Ô�ª�×�î�Ý�†�P7V�K�r�M��

2. ���b�8�N�€�?�†��/œ�K�r�M��

– �•�«�±�Ò  �Þ�Ï�î�º�_3ã�•�M�•�_�c�
 [ �Ô�½�±>&Monitor>' ] �Ó�½�×�î�b�W�b�Þ�Ï�î�º  �Ì�î�ª
�b�Ô�ª�×�î�Ý�_�6�•  [ �Ð�–  �Þ�Ï�î�º�_3ã�•>& + My Reports>' ] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

– [ �Ô�½�±>&Monitor>' ] > [ �Ð�–  �Þ�Ï�î�º>& My Reports>' ] �_&ã�·�K�
"I���b�­�¡�©�Ù�å�[  [ �Ð
�–�Þ�Ï�î�º�_3ã�•>& + My Reports>' ] �Î�±�å�†�¡�Ü�µ�¡�K�
3ã�•�M�•�Þ�Ï�î�º  �Ô�ª�×�î�Ý�†
4E�¥�K�r�M���è(ô�K�Z�8�•�Þ�Ï�î�º�†/²&g�M�•�_�c�
�›�­�¡�©�Ù�å�[  [ �Þ�Ï�î�º  �Ô�ª�×�î�Ý
�_3ã�•>& + Report Module>' ] �†�³�™�µ�¡�M�•�²0[�@�6�~�r�M��

3. �Ô�ª�×�î�Ý�@�¹�Ç�›�Ý�º0¿���_3ã�•�I�€�r�M���Ø�î�¨�@�•�«�±�Ð�–�¬�K�S>&�S�\�<�d�
�•�Û�Ò
�b3ã�•�
�P7V�
�r�S�c8p�Î�š�f�†�K�S>'�Ô�ª�×�î�Ý�†3ã�•�K�S���œ�c�
3ã�•�K�S�‹�G�€�}�b�Ô
�ª�×�î�Ý�†
Ì�Ø�•�«�±�Ð�–�¬�K�r�M��
–�b�Ô�ª�×�î�Ý�b�ì6ë(
�V�c�–�â�I�€�r�O�‡��

4. �9�_���[�†�â�X�³�Õ�î�º>&�S�\�<�d�
 [ �+0[>&Overview>' ] �Ì�î�ª�?�}�b�¢�Û�Ç>'�†3ã�•�M�•��
�œ�c�
�93õ���[�†3ã�•�K�r�M���²0[�_�Â�L�Z�
1��Â�M�•�¹�î�±�b7„�_�»�Û�µ�¢  �”�å�»  �»�ß�µ�É
�K�r�M��

�@>8 

• "I���b�Þ�Ï�î�º  �Ì�î�ª�b"I���b�Ô�ª�×�î�Ý�c�
�V0°�b�‰�2�b�8�N�€�?�†�Q#Ý�K�S���œ�b�s�Q#Ý
�[�A�r�M���6�•�‰�'�†�Q#Ý�K�Z�Ô�ª�×�î�Ý�†3ã�•�[�A�^�8���œ�c�
�Ú�b�‰�2�†0è�K�Z�C�T�I�8��

• �•�«�±�Ò  �Þ�Ï�î�º  �Þ�Ï�î�º�_�c�
���b�Ô�ª�×�î�Ý�c3ã�•�[�A�r�O�‡��

– �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �Þ�Ï�î�º  �Ì�î�ª�b  [ 4#�d 1 �º6ë�b�˜�–�Ý�«  �”�˜�º�È�Þ�–�¡  �§�Ð
�Ü�î>& Past Year Virus Outbreak Summary>' ] �³�Õ�î�º�>�|�g  [ 4#�d 1 �º6ë�b�˜�–�Ý�«  �”�˜
�º�È�Þ�–�¡>& Past Year Virus Outbreaks>' ] �¸�î�È�Ý  

– �M�m�Z�b�Þ�Ï�î�º�b�è(ô)��Ý  

• �›�Ô�ª�×�î�Ý�c�M�Ø�T�E3ã�•�[�A�r�M���M�[�_"I���b�Ô�ª�×�î�Ý�†�Þ�Ï�î�º�_3ã�•�K�Z�8�•��
�œ�c�
3ã�•�œ�É�©�Ù�å�@�<#Ý�[�A�^�C�^�W�Z�8�r�M��

�•�«�±�Ò  �Þ�Ï�î�º  
�Ì�î�ª�b/²&g  

1. [ �Ô�½�±>&Monitor>' ] >  [ �Ð�–  �Þ�Ï�î�º>& My Reports>' ] �†4E�¥�K�r�M��

2. [ �ì6ë(
�V>& Time Range>' ] �­�¡�©�Ù�å�b�Þ�Ï�î�º�b���œ : �M�m�Z�b�Þ�Ï�î�º�b�Ì�î�ª#Ý�_4E��
�I�€�S�ì6ë(
�V�c  [ �Ð�–�Þ�Ï�î�º>& My Reports>' ] �Ì�î�ª�b�M�m�Z�b�Ô�ª�×�î�Ý�_4:#Ý�I�€�r
�M��/²&g�M�•�ì6ë(
�V�†4E�¥�K�r�M��

�‚�K�C3ã�•�I�€�S�Ô�ª�×�î�Ý�c6õ4��M�•�­�¡�©�Ù�å�b�V4Š�_/²&g�I�€�r�M��

�•�«�±�Ò  �Þ�Ï�î�º  
�Ì�î�ª�[�b�Ô�ª�×�î
�Ý�b
Ì4Ä*(  

% $×�b���d�_�Ô�ª�×�î�Ý�†�»�Û�µ�¢  �”�å�»  �»�ß�µ�É�K�r�M��

�•�«�±�Ò  �Þ�Ï�î�º  
�Ì�î�ª�?�}�b�Ô
�ª�×�î�Ý�b�P7V  

�Ô�ª�×�î�Ý�b�‘�V�_�6�•  [X] �†�¡�Ü�µ�¡�K�r�M��
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�b�G�b3æ�™*…�_6õ�M�•0ò(ý�_�”�¡�­�«�[�A�r�M��
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�”�Ý�±�–�Ò  �”�¡�¸�•�Å�¸�•�l�b�”�¡�­�«�@�f�j�I�€�
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26-12
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
>&�@>' [ �+0[>&Overview>' ] �Ì�î�ª�b  [ �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�_�|�•�õ�F>& Stopped by Reputation 
Filtering>' ] �b)r�X�c�
�M�m�Z�b�Ä�°�I�€�S�K)F�b�ö
²�^7Ÿ0£�Í�_�–�_�ö�Y�8�Z�8�r�M��3æ�™*…�9�b�K
)F�X�T�E�@�
2�,´�b�S�u�_�–�_7H��$×�[�M��

/²&g�[�A�•3ã�•�b�•�Û�Ò�c���b�\�>�~�[�M��

[ �K)F�Ä�°>& Connections Rejected>' ]>8HAT �Ï�Ü�©�î�_�|�W�Z�È�ß�µ�¡�I�€�S�M�m�Z�b�K)F���”�É�Û�–
�”�å�«�_5��82�,´�@�?�E�}�€�Z�8�•���œ�
�Ä�°�I�€�S�K)F�b�G&��^�X�†3æ�™*…�9�_)T�â�[�A�r�O�‡���Q
�b�æ�ƒ�~�_�
�Ä�°�I�€�S�K)F�b�X�c�
�›�ì6ë6ë7x�[�q�v8§--�T�W�S3æ�™*…�_�X�8�Z�b�s)T�â�I�€�r�M��

[ �K)F�Ž1�>& Connections Accepted>' ]>8�w�E
°�€�}�€�S�M�m�Z�b�K)F��

[ �w�™*…�«�ß�µ�º�Ý�_�|�•�õ�F>& Stopped by Recipient Throttling>' ]>8[ �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�_�|
�•�õ�F>& Stopped by Reputation Filtering>' ] �b�¥�å�Ï�î�¿�å�º�[�M�� HAT �V7H�Í>&1 �ì6ë�\�S�~�b�q�±
�w�™*…�X�
�Ó�µ�­�î�ª�6�S�~�b�q�±�w�™*…�X�
�r�S�c�K)F�6�S�~�b�q�±�Ó�µ�­�î�ª�X>'�b�8�N�€�?�†2x
�<�S�S�u�_�
7<�F�I�€�S�w�™�Ó�µ�­�î�ª�b�X�†/²�K�r�M���G�b�Í�\�
�Ä�°�I�€�S�?�
 TCP �Ä�°�b�K)F
�_6õ4��M�•�w�™�Ó�µ�­�î�ª�b�£ ��Í�\�@�œ0£�I�€�Z�
 [ �Þ�Æ�×�¸�î�©�Ù�å  �Ç�•�Ý�±�_�|�•�õ�F

>&Stopped by Reputation Filtering>' ] �@'ì���I�€�r�M��

�¸�î�È�Ý�b�W4Š�_�6�•  [ �4>&Column>' ] �Ü�å�¡�†�¡�Ü�µ�¡�M�•�\�
�•�Û�Ò�b/²&g / 8�/²&g�@�)�~�p�ƒ�~
�r�M��

�G�b�Ü�«�º�c�
�•�Û�Ò0b���K�Ü�å�¡�†�¡�Ü�µ�¡�M�•�\�¯�î�º�I�€�r�M���•�Û�Ò0b���K�b�“�_�6�•�`�I�^
�U0…�g�c�
�¹�î�±�b#'�~�b�¯�î�º�_�Q#Ý�I�€�Z�8�•�•�Û�Ò�†&g�K�r�M��

[ �œ0£+#�>�ó�X>&Total Threat>' ]>8>&�Þ�Æ�×�¸�î�©�Ù�å�_�|�~7<�F�I�€�S�
!“� �^�w�™*…�
�«�Ã�Ò�
�>�|
�g�˜�–�Ý�«�\�K�Z7<�F�I�€�S>'+#�>�Ó�µ�­�î�ª�b)r�X

���»�Ó�–�å�_���@�6�~�r�O�‡>& No Domain Information >'��

�”�É�Û�–�”�å�«�_�K)F�K�S�v�b�b�
�²�È�Ý  DNS �Ý�µ�¡�”�µ�É�[�è0É�[�A�^�?�W�S�»�Ó�–�å�c�
�S#Ý�»
�Ó�–�å  [ �»�Ó�–�å�_���@�6�~�r�O�‡>& No Domain Information>' ] �_+¬�·$×�_�(8®�I�€�r�M���G�€�}�b'�
8®�b�è0É�I�€�^�8�Í�«�º�c�
3æ�™*…�b�è0É�_�|�W�Z'ö#.�[�A�r�M��  ��7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b�¤�î
�º�˜�™�–�b0¿���� >&P.5-1>' �†�g!·�K�Z�C�T�I�8��

�Ü�«�º�_/²&g�I�€�•3æ�™*…�b�X�c�
 [ /²&g�I�€�S8o% >& Items Displayed>' ] �Ó�½�×�î�?�}4E�¥�[�A�r�M��

0ò(ý�b�e�8�œ�ƒ�O

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�¸�î�È�Ý�_/²&g�I�€�S3æ�™*…�_�X�8�Z�c�
�Q�b3æ�™*…>&�r�S�c  [ �»
�Ó�–�å�_���@�6�~�r�O�‡>& No Domain Information>' ] �Ü�å�¡>'�†�¡�Ü�µ�¡�K�Z"I���b3æ�™*…�_6õ�M�•
0ò(ý�†�»�Ü�Ý�²�˜�å�K�r�M��)��Ý�c3æ�™*…�É�ß�Ç�“�–�Ý  �Ì�î�ª�_/²&g�I�€�
 SenderBase �Þ�Æ�×�¸�î
�©�Ù�å  �§�î�Å�«�?�}�b�Ü�”�Ý�±�–�Ò�_���@�µ�r�€�r�M��3æ�™*…�É�ß�Ç�“�–�Ý  �Ì�î�ª�?�}�c�
"I���b  IP 
�”�»�Þ�«�r�S�c�¿�µ�º�á�î�¡  �œ�î�¼�î�_6õ�M�•0ò(ý�†�»�Ü�Ý�²�˜�å�[�A�r�M>& ���¹�î�±�@1��s3¸�r�€�•
���Ì�Ì�î�ª>83æ�™*…�É�ß�Ç�“�–�Ý  �Ì�î�ª�� >&P.26-13>' �†�g!·>' ��

[ �w�™�Ó�î�Ý>&Incoming Mail>' ] �Ì�î�ª�b�W4Š�_�6�•  [ 3æ�™*…�¢�Ý�î�É�b�Þ�Ï�î�º>& Sender Groups 
Report>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�Z�
�9�b�Þ�Ï�î�º>&3æ�™*…�¢�Ý�î�É  �Þ�Ï�î�º>'�†/²&g�M�•�G�\�v�[�A�r
�M��3æ�™*…�¢�Ý�î�É �Þ�Ï�î�º�b0ò(ý�_�X�8�Z�c�
 ��3æ�™*…�¢�Ý�î�É  �Þ�Ï�î�º�� >&P.26-16>' �†�g!·�K�Z�C
�T�I�8��

�¹�î�±�@1��s3¸�r�€�•���Ì�Ì�î�ª >83æ�™*…�É�ß�Ç�“�–�Ý �Ì�î�ª

[ �w�™�Ó�î�Ý>&Incoming Mail>' ] �Ì�î�ª�_�6�•  [ �w�™�Ó�î�Ý�b0ò(ý>& Incoming Mail Details>' ] �¸�î�È�Ý
�†�¡�Ü�µ�¡�M�•�\�
�Q�b)��Ý�\�K�Z 3æ�™*…�É�ß�Ç�“�–�Ý �Ì�î�ª �@/²&g�I�€�r�M���G�b�Ì�î�ª�_�c�
"I
���b  IP �”�»�Þ�«�
�»�Ó�–�å�
�r�S�c)�)Ê>&�¿�µ�º�á�î�¡  �œ�î�¼�î>'�b�¹�î�±�@�µ�r�€�Z�8�r�M��3æ�™
26-13
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
*…�É�ß�Ç�“�–�Ý  �Ì�î�ª�_�c�
3æ�™*…�b0ò(ý�_���@&g�I�€�r�M���õ�–�b�¿�µ�º�á�î�¡  �œ�î�¼�î�r�S�c  IP 
�”�»�Þ�«�b3æ�™*…�É�ß�Ç�“�–�Ý  �Ì�î�ª�c�
 [ �w�™�Ó�î�Ý>&Incoming Mail>' ] �Ì�î�ª�r�S�c�Ú�b3æ�™*…�É
�ß�Ç�“�–�Ý  �Ì�î�ª�["I���b8o% �†�¡�Ü�µ�¡�K�Z�”�¡�­�«�[�A�r�M���¿�µ�º�á�î�¡  �œ�î�¼�î�c�
�»�Ó�–
�å�†�µ�t�š�å�¸�•�¸�•�[�6�~�
�»�Ó�–�å�c�
 IP �”�»�Þ�«�†�µ�t�š�å�¸�•�¸�•�[�M���G�b6õ�€�>�|�g  
SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�\�b6õ�€�b0ò(ý�_�X�8�Z�c�
 ��7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b
�¤�î�º�˜�™�–�b0¿���� >&P.5-1>' �†�g!·�K�Z�C�T�I�8��

IP �”�»�Þ�«�
�¿�µ�º�á�î�¡  �œ�î�¼�î�>�|�g�»�Ó�–�å�_6õ�K�Z/²&g�I�€�•3æ�™*…�É�ß�Ç�“�–�Ý  �Ì�î�ª
�c�
�¨�a$��^�~�r�M���Q�€�R�€�b�Ì�î�ª�_�c�
�G�b3æ�™*…�?�}�b%T�™�Ó�î�Ý�_6õ�M�•�¢�Û�Ç�>�|�g�§�Ð
�Ü�î  �¸�î�È�Ý�@�µ�r�€�r�M���¢�Û�Ç�b�W�_�c�
�G�b3æ�™*…�_6õ4��M�•�»�Ó�–�å�r�S�c  IP �”�»�Þ�«�†/²
&g�M�•/²>&�¶���b  IP �”�»�Þ�«�b3æ�™*…�É�ß�Ç�“�–�Ý  �Ì�î�ª�_�c�
0ò(ý�^�Ü�«�º�c�µ�r�€�r�O�‡>' �
�>
�|�g�G�b3æ�™*…�b#'�~�b  SenderBase �_���
3æ�™*…�¢�Ý�î�É�_���
�>�|�g�¿�µ�º�á�î�¡�_���†�µ�t�_��
�­�¡�©�Ù�å�@�6�~�r�M��

• �¿�µ�º�á�î�¡  �œ�î�¼�î  �É�ß�Ç�“�–�Ý  �Ì�î�ª�_�c�
�¿�µ�º�á�î�¡  �œ�î�¼�î�
�>�|�g�G�b�¿�µ�º�á�î
�¡  �œ�î�¼�î�_6õ4��M�•�»�Ó�–�å�x  IP �”�»�Þ�«�_6õ�M�•�_���@�µ�r�€�r�M��

• �»�Ó�–�å  �É�ß�Ç�“�–�Ý  �Ì�î�ª�_�c�
�G�b�»�Ó�–�å�>�|�g�G�b�»�Ó�–�å�_6õ4��M�•  IP �”�»�Þ�«�_6õ
�M�•�_���@�µ�r�€�r�M��

• IP �”�»�Þ�«  �É�ß�Ç�“�–�Ý  �Ì�î�ª�_�c�
 IP �”�»�Þ�«�b�s�_6õ�M�•�_���@�µ�r�€�r�M��

�›3æ�™*…�É�ß�Ç�“�–�Ý �Ì�î�ª�_�c�
�Ì�î�ª�b�W4Š�b#'�~�b�_���¸�î�È�Ý�_���b�¹�î�±�@�µ�r�€�r�M��

• SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�?�}�b �¢�ß�î�Â�Ý �_�����S�\�<�d�
���b�_���[�M��

– IP �”�»�Þ�«�
�»�Ó�–�å�¡�
�r�S�c�¿�µ�º�á�î�¡  �œ�î�¼�î  

– �¿�µ�º�á�î�¡  �œ�î�¼�î�b�•�¸�¦�Ü>&�¿�µ�º�á�î�¡  �œ�î�¼�î�b�s>'  

– CIDR (
�V>& IP �”�»�Þ�«�b�s>'  

– IP �”�»�Þ�«�
�»�Ó�–�å�
�r�S�c�¿�µ�º�á�î�¡  �œ�î�¼�î�b�¥�"�)�Ð�¢�½�³�×�î�»�>�|�g�v�"�)
�Ð�¢�½�³�×�î�»  

– �G�b3æ�™*…�?�}�q�6�b�Ó�µ�­�î�ª�†�w�™�K�Z�?�}�b�¥�X

– �q�‹�b3æ�™*…�¢�Ý�î�É�\  DNS �@�è0É�I�€�S�?�]�:�?>& IP �”�»�Þ�«3æ�™*…�É�ß�Ç�“�–�Ý  �Ì�î�ª
�b�s>'

�¥�"�)�Ð�¢�½�³�×�î�»�c�
%$3Æ  24 �ì6ë�_�»�Ó�–�å�@3æ�™�K�S�Ó�µ�­�î�ª�b�X�b�ö =�[�M���…7È�b
 ����_�Q#Ý�I�€�•�Ü�Ä�±�î  �«�£�î�Ý�\� �]�_�
 SenderBase �Ð�¢�½�³�×�î�»�c�
 10 �†�ö�X�\�M�•�P
�X% %��†�Q#Ý�K�Z'ì���I�€�•�Ó�µ�­�î�ª�b5��b�ö =�[�M��% %��b�q�±#.1=�Í�c  10 �_0¿���I�€�r�M��
�G�€�c�
�a#ú�b7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�b5�>&(Ù  100 
h�Ó�µ�­�î�ª / �¥>'�_%&�\�K�r�M���P�X% %��†
�Q#Ý�K�S���œ�
 1 �Ï�–�å�º�b�Ð�¢�½�³�×�î�»�b�Q�•�c�
��7•�b5��b  10 �¸�b�Q�•�_%&�\�K�r�M��

�v�"�)�Ð�¢�½�³�×�î�»�c�
%$3Æ  30 �¥6ë�_3æ�™�I�€�S7Á�Ê�Ó�î�Ý�b5��_�ö�Y�8�Z�m�œ�@'ì���I�€�•
!l�†7V�8�Z�
�¥�"�)�Ð�¢�½�³�×�î�»�\� �L�‰�2�†�Q#Ý�K�Z'ì���I�€�r�M��

– �¹�’�Ð�¢�½�³�×�î�»>& IP �”�»�Þ�«�b�s>'  

– )r(ü'�5� /30 �¥�b5�>& IP �”�»�Þ�«  �É�ß�Ç�“�–�Ý  �Ì�î�ª�b�s>'  

– Bonded Sender �«�¸�î�±�«>& IP �”�»�Þ�«  �É�ß�Ç�“�–�Ý  �Ì�î�ª�b�s>'

– SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”>& IP �”�»�Þ�«  �É�ß�Ç�“�–�Ý  �Ì�î�ª�b�s>'  

– �q�6�b�Ó�µ�­�î�ª�?�}�b�¥�X>&�¿�µ�º�á�î�¡  �œ�î�¼�î  �É�ß�Ç�“�–�Ý  �Ì�î�ª�>�|�g�»�Ó�–�å  �É
�ß�Ç�“�–�Ý  �Ì�î�ª�b�s>'  

– �G�b�¿�µ�º�á�î�¡  �œ�î�¼�î�_6õ4��M�•�»�Ó�–�å�b�X>&�¿�µ�º�á�î�¡  �œ�î�¼�î  �É�ß�Ç�“�–�Ý  
�Ì�î�ª�>�|�g�»�Ó�–�å  �É�ß�Ç�“�–�Ý  �Ì�î�ª�b�s>'  

– �G�b�¿�µ�º�á�î�¡  �œ�î�¼�î�b  IP �”�»�Þ�«�b�X>&�¿�µ�º�á�î�¡  �œ�î�¼�î  �É�ß�Ç�“�–�Ý  �Ì�î�ª
�>�|�g�»�Ó�–�å  �É�ß�Ç�“�–�Ý  �Ì�î�ª�b�s>'  
26-14
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
– 7Á�Ê�Ó�î�Ý�b3æ�™�_�Q#Ý�I�€�S  IP �”�»�Þ�«�b�X>&�¿�µ�º�á�î�¡  �œ�î�¼�î  �Ì�î�ª�b�s>'  

SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �§�î�Å�«�_�|�W�Z�f�j�I�€�•�M�m�Z�b�_���†&g�M�Ì�î�ª�†/²&g�M�•
�_�c�
 [SenderBase �?�}�b0ò(ý�_��>& More from SenderBase>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

• �Ó�î�Ý  �Ç�ß�î)+0£ �_����3æ�™*…�_�X�8�Z�p7Ÿ�I�€�S�
�æ���K�S�ì6ë(
�V�_�ƒ�S�•7Á�Ê�Ó�î�Ý  �­
�Ÿ�×�Ü�¸�•  �Ô�½�±�_���†�µ�s�r�M��

• �G�b�¿�µ�º�á�î�¡  �œ�î�¼�î�_�|�W�Z'ö#.�I�€�•�»�Ó�–�å�>�|�g  IP �”�»�Þ�«�_6õ�M�• 0ò(ý�c�
�¿�µ
�º�á�î�¡  �œ�î�¼�î  �É�ß�Ç�“�–�Ý  �Ì�î�ª�_/²&g�I�€�r�M���»�Ó�–�å
Æ�b  IP �”�»�Þ�«�_6õ�M�•0ò(ý
�c�
�»�Ó�–�å  �Ì�î�ª�_/²&g�I�€�r�M��

�»�Ó�–�å  �É�ß�Ç�“�–�Ý  �Ì�î�ª�?�}"I���b  IP �”�»�Þ�«�†�»�Ü�Ý�²�˜�å�M�•�?�
�»�Ü�Ý�”�µ�É�K�Z)�)Ê�É
�ß�Ç�“�–�Ý  �Ì�î�ª�†/²&g�[�A�r�M���r�S�
�Q�b�¸�î�È�Ý�b�W4Š�_�6�•  [ �4>&Columns>' ] �Ü�å�¡�†�¡
�Ü�µ�¡�M�•�G�\�_�|�~�
 [IP �”�»�Þ�«>& IP Addresses>' ] �¸�î�È�Ý
Æ�b3æ�™*…�”�»�Þ�«�H�\�b  [DNS �è0É

>&DNS Verified>' ] �«�¸�î�±�«�
 SBRS>&SenderBase �Þ�Æ�×�¸�î�©�Ù�å  �«�¥�”>' �
�>�|�g  [ �q�‚�b3æ�™*…
�¢�Ý�î�É>& Last Sender Group>' ] �†/²&g�M�•�G�\�v�[�A�r�M���Q�b�¸�î�È�Ý
Æ�b�õ�–�b�•�Û�Ò�†8�/²&g
�_�M�•�G�\�v�[�A�r�M��

�¿�µ�º�á�î�¡  �œ�î�¼�î  �É�ß�Ç�“�–�Ý  �Ì�î�ª�?�}�
�Q�b�¸�î�È�Ý�b�W4Š�_�6�•  [ �4>&Columns>' ] �Ü�å�¡
�†�¡�Ü�µ�¡�M�•�G�\�_�|�~�
 [ �»�Ó�–�å>& Domains>' ] �¸�î�È�Ý
Æ�b�»�Ó�–�å�H�\�b  [ �K)F�Ä�°

>&Connections Rejected>' ]�
 [ �K)F�Ž1�>& Connections Accepted>' ]�
�>�|�g  [ �w�™*…�«�ß�µ�º�Ý�_�|�•�õ
�F>&Stopped by Recipient Throttling>' ] �_���†/²&g�[�A�r�M���Q�b�¸�î�È�Ý
Æ�b�õ�–�b�•�Û�Ò�†8�/²&g
�_�M�•�G�\�v�[�A�r�M��

�©�«�¸�Ò�b'ö#.*…�b���œ�c�
�G�€�}�b�›�Ì�î�ª�[>&�²0[�_�Â�L�Z>'�š�å�¸�•�¸�•�b�³�™�µ�¡�Î�µ�¡�«�†
�¡�Ü�µ�¡�K�Z�?�}  [ 3æ�™*…�¢�Ý�î�É�_3ã�•>&Add to Sender Group>' ] �†�¡�Ü�µ�¡�K�
3æ�™*…�¢�Ý�î�É�_
�¿�µ�º�á�î�¡  �œ�î�¼�î�
�»�Ó�–�å�
�r�S�c  IP �”�»�Þ�«�†3ã�•�M�•�G�\�v�[�A�r�M��

�r�S�
3æ�™*…�b#'�~�b�_���¸�î�È�Ý�b3æ�™*…�¢�Ý�î�É�_���b�W�_�6�•  [ 3æ�™*…�¢�Ý�î�É�_3ã�•>&Add to 
Sender Group>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�Z�
3æ�™*…�¢�Ý�î�É�_3æ�™*…�†3ã�•�M�•�G�\�v�[�A�r�M��3æ�™*…
�†3æ�™*…�¢�Ý�î�É�_3ã�•�M�•�‰�2�b0ò(ý�_�X�8�Z�c�
 ��7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b�¤�î�º�˜�™�–�b0¿
���� >&P.5-1>' �†�g!·�K�Z�C�T�I�8���\!›�^�@�}�
�²�N�K�v�š�f�†/œ�:�²0[�c�6�~�r�O�‡���­�Ÿ�×�Ü�¸�•  
�§�î�Å�«�_%T�™�Ó�î�Ý�†��#.�I�O�•�G�\�v�[�A�r�M��

�W 26-4 �¿�µ�º�á�î�¡  �œ�î�¼�î�b#'�~�b�_��

3æ�™*…�É�ß�Ç�“�–�Ý�b�è(ô

"I���b3æ�™*…�†�è(ô�M�•�_�c�
 [ �¡�–�µ�¡�è(ô>& Quick Search>' ] �Î�µ�¡�«�_  IP �”�»�Þ�«�
�»�Ó�–�å�

�r�S�c)�)Ê�¡�†
°�Š�K�r�M��

3æ�™*…�É�ß�Ç�“�–�Ý �Ì�î�ª�@3æ�™*…�b�_���\
¹�_/²&g�I�€�r�M�� ���¹�î�±�@1��s3¸�r�€�•���Ì�Ì�î�ª>8
3æ�™*…�É�ß�Ç�“�–�Ý �Ì�î�ª�� >&P.26-13>' �†�g!·�K�Z�C�T�I�8��
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�W 26-5 �»�Ó�–�å  �É�ß�Ç�“�–�Ý  �Ì�î�ª>& 1/2>'

�W 26-6 �»�Ó�–�å  �É�ß�Ç�“�–�Ý  �Ì�î�ª>& 2/2>'

3æ�™*…�¢�Ý�î�É �Þ�Ï�î�º

3æ�™*…�¢�Ý�î�É �Þ�Ï�î�º�c�
3æ�™*…�¢�Ý�î�É�9�>�|�g�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  �”�¡�©�Ù�å�9�b�K)F�b�§
�Ð�Ü�î�†�f�j�K�
 SMTP �K)F�>�|�g�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�b�º�Þ�å�»�†&�1��[�A�•�|�:�_�K�r�M�� [ 3æ
�™*…�¢�Ý�î�É�_�|�•�Ó�î�Ý  �Ç�ß�î>& Mail Flow by Sender Group>' ] �Ü�«�º�_�c�
�›3æ�™*…�¢�Ý�î�É�b�m
�œ�>�|�g�K)F�X�@&g�I�€�r�M�� [ �Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î  �”�¡�©�Ù�å�_�|�•�K)F>& Connections by Mail 
Flow Policy Action>' ] �¢�Û�Ç�c�
�›�Ó�î�Ý  �Ç�ß�î�Ï�Ü�©�î  �”�¡�©�Ù�å�b�K)F�b�m�œ�†&g�K�r�M���G�b
�Ì�î�ª�_�c�
�Í�«�º  �”�¡�­�«  �¸�î�È�Ý>& HAT>'�Ï�Ü�©�î�b�w� �ö�b�+0[�@&g�I�€�r�M�� HAT �b0ò(ý�_
�X�8�Z�c�
 ��7Á�Ê�Ó�î�Ý�†�w�™�M�•�S�u�b�¤�î�º�˜�™�–�b0¿���� >&P.5-1>' �†�g!·�K�Z�C�T�I�8��
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�W 26-7 3æ�™*…�¢�Ý�î�É �Þ�Ï�î�º  �Ì�î�ª

3æ�™
›>&Outgoing Destinations >'

[ 3æ�™
›>&Outgoing Destinations>' ] �Ì�î�ª�_�c�
�Ó�î�Ý�b3æ�™
›�»�Ó�–�å�_6õ�M�•�_���@&g�I�€�r�M��
�G�b�Ì�î�ª�c�
 2 �X�b�­�¡�©�Ù�å�[�S�B�I�€�r�M���Ì�î�ª�b�V4Š�c�
$Î�™+#�>�Ó�µ�­�î�ª�9�b�V�)��
›
�>�|�g$Î�™�¡�Ü�î�å  �Ó�µ�­�î�ª�b�V�)��
›�†&g�M�¢�Û�Ç�[�S�B�I�€�r�M���Ì�î�ª�b�W4Š�_�c�
)r�w�™
*…�X�9�_�¯�î�º�I�€�S>&�¹�Ç�›�Ý�º0¿��>'
²�•�Û�Ò�†&g�M/²�@/²&g�I�€�r�M��

�Þ�Ï�î�º�P1ß�b�ì6ë(
�V>&�ì6ë�x4��^�]>' �
�r�S�c�•�«�±�Ò�b(
�V�†4E�¥�[�A�r�M���¢�Û�Ç�r�S�c0ò(ý
�Ü�«�º�b�¹�î�±�c�
�M�m�Z�b�Þ�Ï�î�º�\� �]�_  [ �š�¡�«�Ï�î�º>& Export>' ] �Ü�å�¡�†�Q#Ý�K�Z  CSV �g�'
�_�š�¡�«�Ï�î�º�[�A�r�M��

[ 3æ�™
›>&Outgoing Destinations>' ] �Ì�î�ª�†�Q#Ý�M�•�\�
���b�_���†
°�m�[�A�r�M��

• �”�É�Û�–�”�å�«�b�Ó�î�Ý3æ�™
›

• �›�»�Ó�–�å�_3æ�™�I�€�•�Ó�î�Ý�b5�

• �¡�Ü�î�å�
�«�Ã�Ò7g�ö�
�r�S�c�¥�å�¸�å�¶  �Ç�•�Ý�±�_�|�•7<�F�b�Ó�î�Ý�b�m�œ

• 4Ä�™�I�€�S�Ó�µ�­�î�ª�>�|�g��
›�§�î�Â�_�|�W�Z�Á�î�»�Â�˜�å�«�I�€�S�Ó�µ�­�î�ª�b�X
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�W 26-8 [ 3æ�™
›>&Outgoing Destinations >' ] �Ì�î�ª

3æ�™�Ó�µ�­�î�ª3æ�™*…>&Outgoing Senders >'

[ 3æ�™�Ó�µ�­�î�ª3æ�™*…>&Outgoing Senders>' ] �Ì�î�ª�[�c�
�¿�µ�º�á�î�¡
Æ�b  IP �”�»�Þ�«�>�|�g�»�Ó
�–�å�?�}3æ�™�I�€�•�Ó�î�Ý�b5��>�|�g'�8®�_6õ�M�•�_���@&g�I�€�r�M���G�b�Ì�î�ª�†/²&g�M�•�\�
�»�Ó
�–�å�9�r�S�c  IP �”�»�Þ�«�9�_)��Ý�†/²&g�[�A�r�M���›�»�Ó�–�å�_�|�W�Z3æ�™�I�€�S�Ó�î�Ý�b5��†&�1�
�M�•���œ�_�c�»�Ó�–�å�9�b)��Ý�
�q�v�¨�8�˜�–�Ý�«  �Ó�µ�­�î�ª�†3æ�™�K�Z�8�•�
�r�S�c�q�v�¨�C�¥�å
�¸�å�¶  �Ç�•�Ý�±�†�º�Ü�ž�î�K�Z�8�•  IP �”�»�Þ�«�†/²&g�M�•���œ�_�c  IP �”�»�Þ�«�9�b)��Ý�†/²&g�M�•
�G�\�@�N�á�I�€�r�M��

�G�b�Ì�î�ª�c�
 2 �X�b�­�¡�©�Ù�å�[�S�B�I�€�r�M���Ì�î�ª�b�e
��c�
)r+#�>�Ó�µ�­�î�ª�9�b�V�)3æ�™*…
�†&g�M�¢�Û�Ç�[�M��)r+#�>�Ó�µ�­�î�ª�_�c�
�«�Ã�Ò�v�K�C�c�˜�–�Ý�«7g�ö�b�Ó�µ�­�î�ª�
�r�S�c�¥�å�¸
�å�¶  �Ç�•�Ý�±�†�º�Ü�ž�î�K�S�Ó�µ�­�î�ª�@�µ�r�€�r�M���Ì�î�ª�b�V4Š�b�‘
��c�
�¡�Ü�î�å  �Ó�µ�­�î�ª
�9�b�V�)3æ�™*…�†/²&g�M�•�¢�Û�Ç�[�M���Ì�î�ª�b�W4Š�_�c�
)r�Ó�µ�­�î�ª�X�9�_�¯�î�º�I�€�S>&�¹�Ç�›
�Ý�º0¿��>'
²�•�Û�Ò�†&g�M/²�@/²&g�I�€�r�M��

>&�@>' �G�b�Ì�î�ª�_�c�
�Ó�µ�­�î�ª4Ä�™�_6õ�M�•�_���c/²&g�I�€�r�O�‡��"I���b�»�Ó�–�å�?�}�b�Â�˜�å�«�I�€
�S�Ó�µ�­�î�ª�b�X�^�]�b4Ä�™�_���c�
 [ 3æ�™��#.�«�¸�î�±�«>& Delivery Status>' ] �Ì�î�ª�†�Q#Ý�K�Z3ã2§
�[�A�r�M��

�Þ�Ï�î�º�P1ß�b�ì6ë(
�V>&�ì6ë�x4��^�]>' �
�r�S�c�•�«�±�Ò�b(
�V�†4E�¥�[�A�r�M���¢�Û�Ç�r�S�c0ò(ý
�Ü�«�º�b�¹�î�±�c�
�M�m�Z�b�Þ�Ï�î�º�\� �]�_  [ �š�¡�«�Ï�î�º>& Export>' ] �Ü�å�¡�†�Q#Ý�K�Z  CSV �g�'
�_�š�¡�«�Ï�î�º�[�A�r�M��

[ 3æ�™�Ó�µ�­�î�ª3æ�™*…>&Outgoing Senders>' ] �Ì�î�ª�†�Q#Ý�M�•�\�
���b�_���†
°�m�[�A�r�M��

• �q�v�¨�C�b�˜�–�Ý�«�r�S�c�«�Ã�Ò7g�ö�b7Á�Ê�Ó�î�Ý�†3æ�™�K�S  IP �”�»�Þ�«

• �q�v8–)¾�_�¥�å�¸�å�¶  �Ç�•�Ý�±�†�º�Ü�ž�î�K�S  IP �”�»�Þ�«

• �q�v�¨�C�b�Ó�î�Ý�†3æ�™�M�•�»�Ó�–�å
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�W 26-9 [ 3æ�™�Ó�µ�­�î�ª3æ�™*…>&Outgoing Senders >' ] �Ì�î�ª>& IP �”�»�Þ�«�†/²&g�p>'  

[ 3æ�™��#.�«�¸�î�±�«>& Delivery Status >' ] �Ì�î�ª
"I���b�w�™*…�»�Ó�–�å�_�P�M�•4Ä�™�b�e8Ÿ�†$2�W�S�~�
�ì�•�¤�î�º�˜�™�–  �”�»�Þ�«�_6õ�M�•�_���p7Ÿ
�†/œ�W�S�~�M�•���œ�_�c�
 [ �Ô�½�±>&Monitor>' ] > [ 3æ�™��#.�«�¸�î�±�«  �Ì�î�ª>& Delivery Status Page>'
] �†�¡�Ü�µ�¡�M�•�\�
"I���b�w�™*…�»�Ó�–�å�_6õ4��M�•7Á�Ê�Ó�î�Ý�ï�8�_6õ�M�•�Ô�½�±�Ü�å�¢�_���@�f
�j�I�€�r�M��

[ 3æ�™��#.�«�¸�î�±�«>& Delivery Status>' ] �Ì�î�ª�_�c�
 CLI �[  tophosts  �¥�Ð�å�»�†�Q#Ý�K�S���œ�\� 
�L�_���@/²&g�I�€�r�M  >&0ò(ý�_�X�8�Z�c�
 '¨ 30 'v�� CLI �_�|�•'ö#.�>�|�g�Ô�½�±�Ü�å�¢�� �b��7Á�Ê
�Ó�î�Ý  �Ÿ�×�î�b�S�B�b&�1����†�g!·�K�Z�C�T�I�8>' ��

�G�b�Ì�î�ª�_�c�
%$3Æ  3 �ì6ë�è
Æ�_�©�«�¸�Ò�_�|�W�Z4Ä�™�I�€�S�Ó�µ�­�î�ª�b�V�)  20�
 50�
�r�S�c  
100 �b�w�™*…�»�Ó�–�å�b�Ü�«�º�@/²&g�I�€�r�M���›)+0£�_���b�•�Û�Ò0b���K�b�Ü�å�¡�†�¡�Ü�µ�¡�M�•�G
�\�_�|�W�Z�
�q�‚�b�Í�«�º  �«�¸�î�±�«�
�”�¡�¸�•�È�^�w�™*…>&�¹�Ç�›�Ý�º>' �
�)�•�K�S�K)F�
4Ä�™�I�€
�S�w�™*…�
�¯�Ç�º  �Â�˜�å�«  �–�Ë�å�º�
�>�|�g�Á�î�»  �Â�˜�å�«�w�™*…�9�_�¯�î�º�[�A�r�M��

• "I���b�»�Ó�–�å�†�è(ô�M�•�_�c�
 [ �»�Ó�–�å�¡>8 >&Domain Name:>' ] �Ç�•�î�Ý�»�_�»�Ó�–�å�¡�†
°
�Š�K�
 [ �è(ô>&Search>' ] �†�¡�Ü�µ�¡�K�r�M��

• /²&g�I�€�Z�8�•�»�Ó�–�å�†�»�Ü�Ý�²�˜�å�M�•�_�c�
�»�Ó�–�å�¡�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��
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[ 3æ�™��#.�«�¸�î�±�«0ò(ý>& Delivery Status Details>' ] �Ì�î�ª�_)��Ý�@/²&g�I�€�r�M��

>&�@>' �w�™*…�»�Ó�–�å�[�õ�–�b�”�¡�¸�•�Å�¸�•�@$Î#Õ�M�•�\�
�G�b�»�Ó�–�å�@���”�¡�¸�•�È���\�^�~�
 [ �+0[
>&Overview>' ] �Ì�î�ª�_/²&g�I�€�r�M���S�\�<�d�
4Ä�™�b�e8Ÿ�@�6�•�S�u�_�Ó�î�Ý�@$Î�™�Ÿ�×�î�_�\�]
�r�•�\�
�G�b�w�™*…�»�Ó�–�å�c�
�,�A)F�A$Î�™�Ó�î�Ý�b�+0[�_/²&g�I�€�r�M��

4Ä�™�b
Ì0è/œ

�‹�[4Ä�™�I�€�•�|�:�_�«�£�ª�×�î�Ý0¿���I�€�Z�8�•�Ó�µ�­�î�ª�c�
 [ �M�m�Z�b3æ�™�†
Ì0è/œ>&Retry All 
Delivery>' ] �†�¡�Ü�µ�¡�M�•�\�
�S�T�U�_
Ì0è/œ�[�A�r�M�� [ �M�m�Z�b3æ�™�†
Ì0è/œ>&Retry All 
Delivery>' ] �[�c�
�Ÿ�×�î�_�µ�r�€�•�Ó�µ�­�î�ª�@�S�T�U�_4Ä�™�I�€�•�|�:�_�«�£�ª�×�î�Ý�†�š�f�[�A
�r�M�� ���²�˜�å���\�K�Z�Ð�î�¡�I�€�S�M�m�Z�b�»�Ó�–�å�>�|�g�«�£�ª�×�î�Ý0¿���I�€�Z�8�•�?�
�¯�Ç�º  
�Â�˜�å�«�I�€�S�Ó�µ�­�î�ª�c�
�S�T�U�_4Ä�™�I�€�•�S�u�_�Ÿ�×�î�_
°�€�}�€�r�M��

"I���b��
›�»�Ó�–�å�_�¥�E�Z�b4Ä�™�†
Ì�‹/œ�M�•�_�c�
�»�Ó�–�å�¡�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M�� [ 3æ�™
��#.�«�¸�î�±�«0ò(ý>& Delivery Status Details>' ] �Ì�î�ª�[�
 [ 3æ�™�†
Ì0è/œ>&Retry Delivery>' ] �†�¡
�Ü�µ�¡�K�r�M��

CLI �[  delivernow  �¥�Ð�å�»�†�Q#Ý�K�Z�
�S�T�U�_4Ä3æ�M�•�|�:�_�Ó�µ�­�î�ª�b�«�£�ª�×�î�Ý�†�š�f�M
�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ��7Á�Ê�Ó�î�Ý�b�6�ì4Ä�™�«�£�ª�×�î�Ý�� >&P.30-34>' �†�g!·�K�Z�C
�T�I�8��

[ 3æ�™��#.�«�¸�î�±�«0ò(ý>& Delivery Status Details >' ] �Ì�î�ª

"I���b�w�™*…�»�Ó�–�å�_6õ�M�•)+0£�_���†�è(ô�M�•�_�c�
 [ 3æ�™��#.�«�¸�î�±�«0ò(ý>& Delivery Status 
Details>' ] �Ì�î�ª�†�Q#Ý�K�r�M���G�b�Ì�î�ª�_�c�
 CLI 
Æ�[  hoststatus �¥�Ð�å�»�†�Q#Ý�K�S���œ�\� 
�L�_��>&�Ó�î�Ý  �«�¸�î�±�«�
�•�˜�å�±�
�>�|�g�¤�î�ª>'�@/²&g�I�€�r�M  >&0ò(ý�_�X�8�Z�c�
 '¨ 30 'v

�� CLI �_�|�•'ö#.�>�|�g�Ô�½�±�Ü�å�¢�� �b���Ó�î�Ý  �Í�«�º�b�«�¸�î�±�«�b�Ô�½�±�Ü�å�¢���†�g!·�K�Z�C
�T�I�8>' ��"I���b�»�Ó�–�å�†�è(ô�M�•�_�c�
 [ �»�Ó�–�å�¡>8 >&Domain Name:>' ] �Ç�•�î�Ý�»�_�»�Ó�–�å�¡
�†
°�Š�K�
 [ �è(ô>&Search>' ] �†�¡�Ü�µ�¡�K�r�M�� altsrchost  �µ+��†�Q#Ý�K�Z�8�•���œ�
�ì�•�¤�î�º
�˜�™�–�b�”�»�Þ�«�_���@/²&g�I�€�r�M��
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�W 26-10 [ 3æ�™��#.�«�¸�î�±�«>& Delivery Status >' ] �Ì�î�ª

[ 
Æ4Š�Ø�î�¨>& Internal Users >' ] �Ì�î�ª
[ 
Æ4Š�Ø�î�¨>&Internal Users>' ] �Ì�î�ª�[�c�

Æ4Š�Ø�î�¨�_�|�W�Z3æ�w�™�I�€�S�Ó�î�Ý�_6õ�M�•�_���@�

7Á�Ê�Ó�î�Ý  �”�»�Þ�«�H�\�_/²&g�I�€�r�M >&�"�M�Ø�î�¨�b0
�X�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�@�
�Ü�«�º�_/²&g
�I�€�•���œ�@�6�~�r�M���Þ�Ï�î�º�[�c�
7Á�Ê�Ó�î�Ý  �”�»�Þ�«�c�r�\�u�}�€�r�O�‡>' ��

�G�b�Ì�î�ª�c�
�¡�Ü�î�å%T�™�Ó�µ�­�î�ª�9�>�|�g�¡�Ü�î�å$Î�™�Ó�µ�­�î�ª�9�b�V�)�Ø�î�¨�†&g�M�¢�Û�Ç
�\�Ø�î�¨  �Ó�î�Ý  �Ç�ß�î�b0ò(ý�b  2 �X�b�­�¡�©�Ù�å�[�S�B�I�€�r�M���Þ�Ï�î�º�P1ß�b�ì6ë(
�V>&�ì6ë�

�¥�
4��
�r�S�c�v>'�†4E�¥�[�A�r�M���¢�Û�Ç�r�S�c0ò(ý�Ü�«�º�b�¹�î�±�c�
�M�m�Z�b�Þ�Ï�î�º�\� �]�_  
[ �š�¡�«�Ï�î�º>& Export>' ] �Ü�å�¡�†�Q#Ý�K�Z  CSV �g�'�_�š�¡�«�Ï�î�º�[�A�r�M��

[ �Ø�î�¨  �Ó�î�Ý  �Ç�ß�î�b0ò(ý>& User Mail Flow Details>' ] �Ü�«�º�[�c�
3æ�w�™�Ó�î�Ý�@7Á�Ê�Ó�î�Ý  �”�»
�Þ�«�H�\�_  [ �G�–>&Clean>' ]�
 [ �«�Ã�Ò�è��>& Spam Detected>' ]>&%T�™�b�s>'�
 [ �˜�–�Ý�«�è��>& Virus 
Detected>' ]�
�>�|�g  [ �¥�å�¸�å�¶  �Ç�•�Ý�±�b�M+´�X>& Content Filter Matches>' ] �_�(8®�I�€�r�M���G�b
�Ü�«�º�c�
�•�Û�Ò0b���K�†�¡�Ü�µ�¡�K�Z�¯�î�º�[�A�r�M��


Æ4Š�Ø�î�¨  �Þ�Ï�î�º�†�Q#Ý�M�•�\�
���b�_���†
°�m�[�A�r�M��

• �q�v�¨�C�b�¥4Š�Ó�î�Ý�†3æ�™�K�S�Ø�î�¨

• �q�v�¨�C�b�¡�Ü�î�å7Á�Ê�Ó�î�Ý�†�w�™�K�S�Ø�î�¨

• �q�v�¨�C�b�«�Ã�Ò�†�w�™�K�S�Ø�î�¨

• �¥�å�¸�å�¶  �Ç�•�Ý�±�†�º�Ü�ž�î�K�S�Ø�î�¨�\�Q�b�¥�å�¸�å�¶  �Ç�•�Ý�±�b'�8®

• 7Á�Ê�Ó�î�Ý�†�¥�å�¸�å�¶  �Ç�•�Ý�±�[���
�I�€�S�Ø�î�¨

%T�™
Æ4Š�Ø�î�¨�\�c�
 Rcpt To: �”�»�Þ�«�_�ö�Y�8�Z�©�«�¸�Ò�[7Á�Ê�Ó�î�Ý�†�w�™�M�•�P1ß�Ø�î�¨�b�G�\
�[�M��$Î�™
Æ4Š�Ø�î�¨�c  Mail From: �”�»�Þ�«�_�ö�Y�8�Z�>�~�

Æ4Š�¿�µ�º�á�î�¡
Æ�b3æ�™*…�@3æ�™�K
�Z�8�•7Á�Ê�Ó�î�Ý�b'�8®�†3ã2§�M�•���œ�_�z'g�U�r�M��

�M4Š�b3æ�™�Ó�î�Ý>&�Â�˜�å�«�^�]>'�b3æ�™*…�c�
 null �[�M���G�€�}�b3æ�™*…�c�
3æ�™�>�|�g���Y�Â���_
7Ÿ0£�I�€�r�M��


Æ4Š�Ø�î�¨�b  [ 
Æ4Š�Ø�î�¨�b0ò(ý>& Internal User Details>' ] �Ì�î�ª�†/²&g�M�•�_�c�
�G�b
Æ4Š�Ø�î�¨�†
�¡�Ü�µ�¡�K�r�M��
26-21
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª

Æ4Š�Ø�î�¨�b0ò(ý>& Internal User Details >'

[ 
Æ4Š�Ø�î�¨�b0ò(ý>& Internal User Details>' ] �Ì�î�ª�[�c�
�›�•�¸�¦�Ü>& [ �«�Ã�Ò�è��>& Spam Detected>'
]�
 [ �˜�–�Ý�«�è��>& Virus Detected>' ]�
 [ �¥�å�¸�å�¶  �Ç�•�Ý�±�_�|�•�õ�F>& Stopped By Content Filter>'
]�
�>�|�g  [ �G�–>&Clean>' ]>'�b�Ó�µ�­�î�ª�X�†&g�M3æ�w�™�Ó�µ�­�î�ª�b
Æ0Â�^�]�æ���K�S�Ø�î�¨�_6õ
�M�•0ò(ý�_���@&g�I�€�r�M��3æ�w�™�¥�å�¸�å�¶  �Ç�•�Ý�±�>�|�g  DLP �Ï�Ü�©�î�b�M+´�v&g�I�€�r�M��

�W 26-11 [ 
Æ4Š�Ø�î�¨�b0ò(ý>& Internal User Details >' ] �Ì�î�ª

�¥�å�¸�å�¶  �Ç�•�Ý�±�b0ò(ý�_���†�P�Â�M�•�¥�å�¸�å�¶  �Ç�•�Ý�±�_���Ì�î�ª�_/²&g�M�•�_�c�
�Q�b�¥�å
�¸�å�¶  �Ç�•�Ý�±�¡�†�¡�Ü�µ�¡�K�r�M>& �� [ �¥�å�¸�å�¶  �Ç�•�Ý�±>& Content Filters>' ] �Ì�î�ª�� >&P.26-25>'
�†�g!·>' ���G�b�‰�2�†�Q#Ý�M�•�\�
"I���b�¥�å�¸�å�¶  �Ç�•�Ý�±�_�M+´�K�S�Ó�î�Ý�†3æ�w�™�K�S�Ø�î�¨�b
�Ü�«�º�v�v�“�[�A�r�M��

"I���b
Æ4Š�Ø�î�¨�b�è(ô

"I���b
Æ4Š�Ø�î�¨>&7Á�Ê�Ó�î�Ý  �”�»�Þ�«>'�c�
 [ 
Æ4Š�Ø�î�¨>&Internal Users>' ] �Ì�î�ª�>�|�g  [ 
Æ4Š
�Ø�î�¨�b0ò(ý>& Internal User Details>' ] �Ì�î�ª�b�W4Š�_�6�•�è(ô�Ç�›�î�Ò�?�}�è(ô�[�A�r�M���è(ô�¸�Ÿ
�«�º�_�ö
²�_�M+´�I�O�•�?�

°�Š�K�S�¸�Ÿ�«�º�[���r�•8o% �†�è(ô�M�•�?>&�S�\�<�d�
 �� ex���[���r�•
8o% �†�è(ô�M�•���œ�
 �� example.com���@�M+´�K�r�M>'�†4E�¥�K�r�M��

[DLP �–�å�©�¹�å�º>& DLP Incidents >' ] �Ì�î�ª
[DLP �–�å�©�¹�å�º>& DLP Incidents>' ] �Ì�î�ª�_�c�
3æ�™�Ó�î�Ý�[$Î#Õ�K�S  Data Loss Prevention

>&DLP>'�Ï�Ü�©�î4*�o�–�å�©�¹�å�º�_6õ�M�•�_���@&g�I�€�r�M���”�É�Û�–�”�å�«�[�c�
 [ 3æ�™�Ó�î�Ý �Ï
�Ü�©�î>& Outgoing Mail Policies>'] �¸�î�È�Ý�[�–�¿�î�È�Ý�_�K�S  DLP 7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�†�Q#Ý�K�Z�

�Ø�î�¨�@3æ�™�K�S�µ�&�¹�î�±�†�è���K�r�M�� DLP �Ï�Ü�©�î�_4*�o�M�•3æ�™�Ó�µ�­�î�ª�@$Î#Õ�M�•�S�g
�_�
�–�å�©�¹�å�º�\�K�Z���Ì�I�€�r�M��

DLP �–�å�©�¹�å�º  �Þ�Ï�î�º�†�Q#Ý�M�•�\�
���b�|�:�^�_���†�v�“�[�A�r�M��
26-22
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
• �Ø�î�¨�@3æ�™�K�S�µ�&�¹�î�±�b'�8®

• �G�€�}�b  DLP �–�å�©�¹�å�º�b5��±�Ø

• �G�€�}�b�Ó�µ�­�î�ª�b�:�U�
4Ä�™�I�€�S�Ó�µ�­�î�ª�b�X

• �G�€�}�b�Ó�µ�­�î�ª�b�:�U�
�»�ß�µ�É�I�€�S�Ó�µ�­�î�ª�b�X

• �G�€�}�b�Ó�µ�­�î�ª�b3æ�™*…

[DLP �–�å�©�¹�å�º>& DLP Incidents>' ] �Ì�î�ª�c�
���b  2 �X�b�z�^�­�¡�©�Ù�å�[�S�B�I�€�r�M��

• 5��±�Ø>&[ �*>&Low>' ]�
 [ �p>&Medium>' ]�
 [ 9×>&High>' ]�
 [ �¡�Ü�¸�•�•�Ý>& Critical>' ]>'�9�b�V�)  
DLP �–�å�©�¹�å�º�>�|�g�Ï�Ü�©�î�b�M+´�X�†7Ÿ(Ù�M�•  DLP �–�å�©�¹�å�º�b�º�Þ�å�»  �¢�Û�Ç

• [DLP �–�å�©�¹�å�º�b0ò(ý>& DLP Incidents Details>' ] �Ü�«�º

�Þ�Ï�î�º�P1ß�b�ì6ë(
�V>&�ì6ë�x4��^�]>' �
�r�S�c�•�«�±�Ò�b(
�V�†4E�¥�[�A�r�M���¢�Û�Ç�r�S�c0ò(ý
�Ü�«�º�b�¹�î�±�c�
�M�m�Z�b�Þ�Ï�î�º�\� �]�_  [ �š�¡�«�Ï�î�º>& Export>' ] �Ü�å�¡�†�Q#Ý�K�Z  CSV �g�'
�_�š�¡�«�Ï�î�º�M�•�?�
 [ �3�E#Ý>&PDF>'>&Printable (PDF)>' ] �Ü�å�¡�†�Q#Ý�K�Z  PDF �g�'�_�š�¡�«�Ï�î
�º�[�A�r�M��,e1��è�¥�b0•1��[�b  PDF �b#Õ�B�_�X�8�Z�c�
 ���Þ�Ï�î�º�_6õ�M�•�@�–�¦8o�� >&P.26-45>' �†
�g!·�K�Z�C�T�I�8��
26-23
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
�W 26-12 DLP �–�å�©�¹�å�º  �¢�Û�Ç>8[ 5��±�Ø�9�V�)�–�å�©�¹�å�º>& Top Incidents by Severity >' ]�
 [ �–
�å�©�¹�å�º  �§�Ð�Ü�î>& Incident Summary >' ]�
�>�|�g  [DLP �Ï�Ü�©�î�M+´�b�V�)>& Top DLP 
Policy Matches >' ]

�W 26-13 DLP �–�å�©�¹�å�º�b0ò(ý>& DLP Incidents Details >'

�Ï�Ü�©�î�_�|�W�Z�è���I�€�S  DLP �–�å�©�¹�å�º�_6õ�M�•0ò(ý�_���†/²&g�M�•�_�c�
 DLP �Ï�Ü�©�î�b�¡
�S�†�¡�Ü�µ�¡�K�r�M���G�b�‰�2�†�Q#Ý�M�•�\�
�Ï�Ü�©�î�_�|�W�Z�è���I�€�S�
�µ�&�¹�î�±�†�µ�t�Ó�î�Ý
�†3æ�™�K�S�Ø�î�¨�b�Ü�«�º�†�v�“�[�A�r�M��

DLP �–�å�©�¹�å�º�b0ò(ý>& DLP Incidents Details >'

�”�É�Û�–�”�å�«�b3æ�™�Ó�î�Ý  �Ï�Ü�©�î�[#'�~�–�¿�î�È�Ý�b  DLP �Ï�Ü�©�î�c�
 [DLP �–�å�©�¹�å�º
>&DLP Incidents>' ] �Ì�î�ª�b�W4Š�_�6�•  [DLP �–�å�©�¹�å�º�b0ò(ý>& DLP Incidents Details>' ] �¸�î�È�Ý
�_/²&g�I�€�r�M��0ò(ý�_���†/²&g�M�•�_�c�
 DLP �Ï�Ü�©�î�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

[DLP �–�å�©�¹�å�º�b0ò(ý>& DLP Incidents Details>' ] �¸�î�È�Ý�_�c�
�Ï�Ü�©�î�H�\�b  DLP �–�å�©�¹�å
�º�b�X�_�•�<�Z�
5��±�Ø�Þ�Ë�Ý�9�b
Æ0Â�
�¡�Ü�”�_4Ä�™�I�€�S�Ó�µ�­�î�ª�b�X�
�/�•�ì�I�€�Z4Ä�™�I�€
�S�Ó�µ�­�î�ª�b�X�
�»�ß�µ�É�I�€�S�Ó�µ�­�î�ª�b�X�@&g�I�€�r�M���¹�î�±�†�¯�î�º�M�•�_�c�
�•�Û�Ò0b
���K�†�¡�Ü�µ�¡�K�r�M��
26-24
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
[DLP �Ï�Ü�©�î0ò(ý>& DLP Policy Detail >' ] �Ì�î�ª

[DLP �–�å�©�¹�å�º�b0ò(ý>& DLP Incidents Details>' ] �¸�î�È�Ý�[  DLP �Ï�Ü�©�î�b�¡�S�†�¡�Ü�µ�¡�K�S
���œ�
�Q�b)��Ý�\�K�Z/²&g�I�€�•  [DLP �Ï�Ü�©�î0ò(ý>& DLP Policy Detail>' ] �Ì�î�ª�_�Q�b�Ï�Ü�©�î�_
6õ�M�•  DLP �–�å�©�¹�å�º  �¹�î�±�@/²&g�I�€�r�M���G�b�Ì�î�ª�_�c�
5��±�Ø�_�ö�Y�8�S  DLP �–�å�©�¹
�å�º�b�¢�Û�Ç�@/²&g�I�€�r�M��

�G�b�Ì�î�ª�_�c�
 DLP �Ï�Ü�©�î�_4*�o�K�S�Ó�µ�­�î�ª�†3æ�™�K�S�›
Æ4Š�Ø�î�¨�†/²&g�M�•�
�Ì�î�ª�W
4Š�_�6�•  [ 3æ�™*…�9�–�å�©�¹�å�º>&Incidents by Sender>' ] �Ü�«�º�v�µ�r�€�r�M���G�b�Ü�«�º�_�c�
�G�b
�Ï�Ü�©�î�_6õ�M�•�Ø�î�¨�H�\�b  DLP �–�å�©�¹�å�º�b)r�X�_�•�<�Z�
5��±�Ø�Þ�Ë�Ý�9�b
Æ0Â�
�Ó�µ�­�î
�ª�b�8�N�€�?�@�¡�Ü�”�_4Ä�™�I�€�S�?�
�/�•�ì�I�€�Z4Ä�™�I�€�S�?�
�»�ß�µ�É�I�€�S�?�@&g�I�€�r�M��
[ 3æ�™*…�9�–�å�©�¹�å�º>&Incidents by Sender>' ] �Ü�«�º�†�Q#Ý�M�•�\�
)�)Ê�b�µ�&�¹�î�±�†�¿�µ�º�á�î
�¡�¥�b�Ø�î�¨�_3æ�™�K�S�•+��ö�b�6�•�Ø�î�¨�†�è(ô�[�A�r�M��

�W 26-14 DLP �Ï�Ü�©�î�b0ò(ý�¢�Û�Ç>8 [ 5��±�Ø�9�V�)�–�å�©�¹�å�º>& Top Incidents by Severity >' ]�
 [
�–�å�©�¹�å�º  �§�Ð�Ü�î>& Incident Summary >' ]

�W 26-15 DLP Policy Incidents by Sender

3æ�™*…�¡�†�¡�Ü�µ�¡�M�•�\�
 [ 
Æ4Š�Ø�î�¨>&Internal Users>' ] �Ì�î�ª�@6ä�A�r�M��0ò(ý�_�X�8�Z�c�
 �� [

Æ4Š�Ø�î�¨>&Internal Users>' ] �Ì�î�ª�� >&P.26-21>' �†�g!·�K�Z�C�T�I�8��

[ �¥�å�¸�å�¶  �Ç�•�Ý�±>& Content Filters >' ] �Ì�î�ª
[ �¥�å�¸�å�¶  �Ç�•�Ý�±>& Content Filters>' ] �Ì�î�ª�_�c�
3æ�w�™�¥�å�¸�å�¶  �Ç�•�Ý�±�b�V�)�M+´>&�q�v
�¨�C�b�Ó�µ�­�î�ª�_�M+´�K�S�¥�å�¸�å�¶  �Ç�•�Ý�±>'�_6õ�M�•�_���@  2 '�8®�b�g�'>&�¬�¢�Û�Ç�\�Ü�«�º>'
�[/²&g�I�€�r�M�� [ �¥�å�¸�å�¶  �Ç�•�Ý�±>& Content Filters>' ] �Ì�î�ª�†�Q#Ý�M�•�\�
�¥�å�¸�å�¶  �Ç�•�Ý
�±�H�\�r�S�c�Ø�î�¨�H�\�_�û���Ï�Ü�©�î�†&�1��K�
���b�_���†�v�“�[�A�r�M��

• �w�™�Ó�î�Ý�r�S�c3æ�™�Ó�î�Ý�_�|�W�Z�º�Ü�ž�î�I�€�S�G�X�b�q�v�¨�8�¥�å�¸�å�¶  �Ç�•�Ý�±

• "I���b�¥�å�¸�å�¶  �Ç�•�Ý�±�†�º�Ü�ž�î�K�S�Ó�î�Ý�†3æ�w�™�K�S�V�)�Ø�î�¨
26-25
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
�Ü�«�º�b�¥�å�¸�å�¶  �Ç�•�Ý�±�¡�†�¡�Ü�µ�¡�M�•�\�
 [ �¥�å�¸�å�¶  �Ç�•�Ý�±�b0ò(ý>& Content Filter 
Details>' ] �Ì�î�ª�_�G�b�Ç�•�Ý�±�_6õ�M�•0ò(ý�†/²&g�[�A�r�M��

�¥�å�¸�å�¶  �Ç�•�Ý�±�b0ò(ý>& Content Filter Details >'

[ �¥�å�¸�å�¶  �Ç�•�Ý�±�b0ò(ý>& Content Filter Details>' ] �_�c�
�G�b�Ç�•�Ý�±�b)��ì$×�^�M+´�>�|�g
Æ4Š
�Ø�î�¨�9�b�M+´�@/²&g�I�€�r�M��

[ 
Æ4Š�Ø�î�¨�9�b�M+´>& Matches by Internal User>' ] �­�¡�©�Ù�å�[�c�
�Ø�î�¨�¡�†�¡�Ü�µ�¡�K�Z
Æ4Š
�Ø�î�¨>&7Á�Ê�Ó�î�Ý  �”�»�Þ�«>'�b  [ 
Æ4Š�Ø�î�¨�b0ò(ý>& Internal User Details>' ] �Ì�î�ª�†/²&g�[�A�r�M

>&��
Æ4Š�Ø�î�¨�b0ò(ý>& Internal User Details>'��>&P.26-22>' �†�g!·>' ��

�W 26-16 [ �¥�å�¸�å�¶  �Ç�•�Ý�±>& Content Filters >' ] �Ì�î�ª

[ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters >' ] �Ì�î�ª
[ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>' ] �Ì�î�ª�_�c�
�>�Q�8�b�”�É�Û�–�”�å�«�b�”�˜�º�È�Þ�–
�¡  �Ç�•�Ý�±�b#'�~�b�«�¸�î�±�«�>�|�g0¿���_�•�<�Z�
�q3Æ�b$Î#Õ"g�#�x�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�_
�|�W�Z7x7³�I�€�S�Ó�µ�­�î�ª�_6õ�M�•�_���@&g�I�€�r�M���G�b�Ì�î�ª�†�Q#Ý�K�Z�
�P1ß�†) �W�S�˜�–�Ý
�«�
0Ö�-�
�>�|�g�Ç�•�µ�©�å�¢�7�Á�_�P�M�•75�š�†�Ô�½�±�[�A�r�M��

[ �±�–�É�9+#�>>& Threats By Type>' ] �­�¡�©�Ù�å�_�c�
�”�É�Û�–�”�å�«�_�|�W�Z�w�™�I�€�S+#�>�Ó�µ
�­�î�ª�b�I�r�J�r�^�±�–�É�@&g�I�€�r�M�� [ +#�>�§�Ð�Ü�î>& Threat Summary>' ] �­�¡�©�Ù�å�_�c�
 [ �˜�–
�Ý�«>&Virus>' ]�
 [ �Ç�•�µ�©�å�¢>& Phish>' ]�
�>�|�g  [Scam] �_�|�•�Ó�µ�­�î�ª�b
Æ0Â�@&g�I�€�r�M��

[ 4#�d 1 �º6ë�b�”�˜�º�È�Þ�–�¡  �§�Ð�Ü�î>& Past Year Outbreak Summary>' ] �_�c�
�G�b  1 �º6ë�_�ƒ�S�•
�¢�ß�î�Â�Ý$Î#Õ�>�|�g�ß�î�•�Ý$Î#Õ�@/²&g�I�€�•�b�[�
�ß�î�•�Ý  �¿�µ�º�á�î�¡�b�º�Þ�å�»�\�¢�ß�î�Â
�Ý�^�º�Þ�å�»�†�š3Q�[�A�r�M���¢�ß�î�Â�Ý$Î#Õ�Ü�«�º�c�
�M�m�Z�b$Î#Õ>&�˜�–�Ý�«�\�˜�–�Ý�«�è�¥�b�g
�‰>'�b�V�)7Ÿ�œ�[�M���G�€�_�P�K�Z�
�ß�î�•�Ý$Î#Õ�c�
�>�Q�8�b�”�É�Û�–�”�å�«�_�s8j�†�Z�<�S�˜�–�Ý
�«$Î#Õ�_7H���I�€�Z�8�r�M���ß�î�•�Ý�¤��$Î#Õ�¹�î�±�_�c�
�˜�–�Ý�«�è�¥�b+#�>�c�µ�r�€�r�O�‡���¢
�ß�î�Â�Ý�¤��$Î#Õ�¹�î�±�c�
�”�˜�º�È�Þ�–�¡7x7³�[#'�~0¿���I�€�Z�8�•�K�A�8�Í�†2x�<�S�
 Threat 
Operations Center �_�|�W�Z�è���I�€�S�M�m�Z�b$Î#Õ�†/²�K�r�M���ß�î�•�Ý�¤��$Î#Õ�¹�î�±�c�
�”�˜�º
�È�Þ�–�¡7x7³�[#'�~0¿���I�€�Z�8�•�K�A�8�Í�†2x�<�S�
�G�b�”�É�Û�–�”�å�«�[�è���I�€�S�M�m�Z�b�˜�–
26-26
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
�Ý�«$Î#Õ�†/²�K�r�M�� [ �ß�î�•�Ý�–1¤�b�œ0£�ì6ë>& Total Local Protection Time>' ] �c�
 Threat 
Operations Center �_�|�•�›�˜�–�Ý�«$Î#Õ�b�è���\�
�z0[�Ë�å�²�î�_�|�•�”�å�³�˜�–�Ý�«  �©�¢�½�³�Õ�b
0Ž�:�\�b�ì6ë�j�_�–�_�ö�Y�8�Z�8�r�M���²�N�K�v�M�m�Z�b�¢�ß�î�Â�Ý$Î#Õ�@�
�>�Q�8�b�”�É�Û�–�”�å�«
�_�s8j�†�Z�<�•�ƒ�E�[�c�6�~�r�O�‡�� �� --���Í�c�
�–1¤�ì6ë�@�Ñ�~�K�^�8�?�
�”�å�³�˜�–�Ý�«  �Ë�å�²�î
�?�}�©�¢�½�³�Õ�ì6ë�†
°�m�[�A�^�8�G�\�†&g�K�r�M>&�M4Š�b�Ë�å�²�î�c�
�©�¢�½�³�Õ�ì6ë�†���Ì�K�r�O
�‡>'���G�€�c�
�–1¤�ì6ë�@�®�ß�[�6�•�G�\�†&g�M�b�[�c�^�C�
�–1¤�ì6ë�b'ì���_�²0[�^�_���†
°�m�[�A
�^�8�G�\�†&g�K�r�M��

[ 7x7³�I�€�S�Ó�µ�­�î�ª>& Quarantined Messages>' ] �­�¡�©�Ù�å�[�c�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b7x7³
"g�#�b�+0[�@&g�I�€�r�M���G�€�c�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�@���
�K�S ¯�~$×�^+#�>�Ó�µ�­�î�ª�b�X
�†�•�q�M�•�b�_�z'g�X�{�Ø�[�M��7x7³�I�€�S�Ó�µ�­�î�ª�c�
0Ž�:�ì�_7Ÿ0£�I�€�r�M��3û�–�
�Ó�µ�­�î�ª
�c�”�å�³�˜�–�Ý�«�>�|�g�”�å�³�«�Ã�Ò  �Ý�î�Ý�@�Q#Ý�•+��_�^�•�S�_7x7³�I�€�r�M���Ó�µ�­�î�ª�@0Ž�:
�I�€�•�\�
�”�å�³�˜�–�Ý�«�>�|�g�”�å�³�«�Ã�Ò  �¯�Ç�º�˜�™�”�_�|�W�Z�«�Ÿ�Õ�å�I�€�
7g�ö�?�
�¡�Ü�î
�å�?�†�8���I�€�r�M��$Î#Õ�º�Û�µ�Ÿ�å�¢�b�·$×�ö2A�_�|�~�
�Ó�µ�­�î�ª�@7x7³�š�Ü�”
Æ�_�6�•�\�A�[
�v�
�Ó�µ�­�î�ª�b7x7³�Ý�î�Ý>&�>�|�g6õ4��Ü�E�}�€�•$Î#Õ>'�@�š�f�I�€�•���œ�@�6�~�r�M�� >&7x7³�š�Ü
�”�_
°�W�S�ì!l�[�c�^�C>'0Ž�:�ì�_�Ó�µ�­�î�ª�†7Ÿ0£�M�•�G�\�_�|�~�
�ó�X�b�š�·�_�|�•�ã�˜�†75�B�r
�M��

[ +#�>�b0ò(ý>&Threat Details>' ] �Ü�«�º�_�c�
+#�>�b�•�¸�¦�Ü>&�˜�–�Ý�«�
0Ö�-�
�r�S�c�Ç�•�µ�©�å
�¢>'�
+#�>�b�¡�S�
+#�>�b1��Â�
1‘�9�I�€�S�Ó�µ�­�î�ª�b�X�^�]�b�
"I���b$Î#Õ�_6õ�M�•�_���@/²&g�I
�€�r�M���˜�–�Ý�«$Î#Õ�b���œ�c  [ 4#�d 1 �º6ë�b�˜�–�Ý�«  �”�˜�º�È�Þ�–�¡>& Past Year Virus Outbreaks>'] 
�_�
$Î#Õ�b�¡�S�\  ID�
�˜�–�Ý�«$Î#Õ�@�6�u�Z�¢�ß�î�Â�Ý�_�è���I�€�S�¥�ì�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±
�_�|�W�Z�f�j�I�€�•�–1¤�ì6ë�
�>�|�g7x7³�I�€�S�Ó�µ�­�î�ª�b�X�@�µ�r�€�r�M���e
��b�Ó�½�×�î�†�Q#Ý
�K�Z�
�¢�ß�î�Â�Ý$Î#Õ�r�S�c�ß�î�•�Ý$Î#Õ�b�8�N�€�?�
�>�|�g/²&g�M�•�Ó�µ�­�î�ª�b�X�†4E�¥�[�A�r
�M���G�b�Ü�«�º�c�
�•�Û�Ò0b���K�†�¡�Ü�µ�¡�K�Z�¯�î�º�[�A�r�M��

[ �q�6�_�¢�ß�î�Â�Ý�[&�1��K�S�¥�ì>& First Seen Globally>' ] �b�ì6ë�c�
�a#ú�q�±�b7Á�Ê�Ó�î�Ý�>�|�g  
Web �Ô�½�±�Ü�å�¢  �¿�µ�º�á�î�¡�[�6�•  SenderBase �b�¹�î�±�_�ö�Y�8�Z�
 Threat Operations Center �_
�|�W�Z�ô���I�€�r�M�� [ �–1¤�ì6ë>&Protection Time>' ] �c�
 Threat Operations Center �_�|�•�›+#�>�b�è
���\�
�z0[�Ë�å�²�î�_�|�•�”�å�³�˜�–�Ý�«  �©�¢�½�³�Õ�b0Ž�:�\�b�ì6ë�j�_�ö�Y�8�Z�8�r�M��

�� --���Í�c�
�–1¤�ì6ë�@�Ñ�~�K�^�8�?�
�”�å�³�˜�–�Ý�«  �Ë�å�²�î�?�}�©�¢�½�³�Õ�ì6ë�†
°�m�[�A�^�8�G
�\�†&g�K�r�M>&�M4Š�b�Ë�å�²�î�c�
�©�¢�½�³�Õ�ì6ë�†���Ì�K�r�O�‡>' ���–1¤�ì6ë�@�®�ß�[�6�•�G�\�†&g
�K�Z�8�•�ƒ�E�[�c�6�~�r�O�‡���t�K�•�
�–1¤�ì6ë�b'ì���_�²0[�^�_���†
°�m�[�A�^�8�G�\�†�–�á�K�r
�M��

[ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters>' ] �Ì�î�ª�†�Q#Ý�M�•�\�
���b�_���†�v�“�[�A�r�M��

• 7x7³�I�€�Z�8�•�Ó�µ�­�î�ª�b�X�\�
�Q�€�}�b+#�>�b�±�–�É

• �˜�–�Ý�«$Î#Õ�_�P�M�•�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��b�Ü�î�»  �±�–�Ò

• �¢�ß�î�Â�Ý  �˜�–�Ý�«$Î#Õ�\�š3Q�K�S�ß�î�•�Ý  �˜�–�Ý�«�b$Î#Õ"g�#
26-27
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
�W 26-17 [ �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±>& Outbreak Filters >' ] �Ì�î�ª

[ �˜�–�Ý�«  �±�–�É>& Virus Types >' ] �Ì�î�ª
[ �˜�–�Ý�«  �±�–�É>&Virus Types>' ] �Ì�î�ª�[�c�
�¿�µ�º�á�î�¡�_�•
°�K�S�˜�–�Ý�«�>�|�g�¿�µ�º�á�î�¡
�?�}3æ�™�I�€�S�˜�–�Ý�«�b�+0[�@&g�I�€�r�M�� [ �˜�–�Ý�«  �±�–�É>&Virus Types>' ] �Ì�î�ª�_�c�
�>�Q�8
�b�”�É�Û�–�”�å�«�['�
>�M�•�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�_�|�W�Z�è���I�€�S�˜�–�Ý�«�@/²&g�I�€�r�M��
�G�b�Þ�Ï�î�º�†�Q#Ý�K�Z�
"I���b�˜�–�Ý�«�_�P�K�Z"I���b�”�¡�©�Ù�å�†��/œ�M�•�G�\�@�N�á�I�€�r�M��
�S�\�<�d�
 PDF �Ç�“�–�Ý�_)��s3¸�r�€�•�G�\�@�8�Â�K�Z�8�•�˜�–�Ý�«�†�±5��_�w�™�K�Z�8�•���œ�

PDF �@�ç�Ü�I�€�Z�8�•�Ó�µ�­�î�ª�†7x7³�M�•�Ç�•�Ý�±  �”�¡�©�Ù�å�†�8�B�M�•�G�\�@�N�á�I�€�r�M��
26-28
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
0
�X�b�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�†��/œ�K�Z�8�•���œ�
 [ �˜�–�Ý�«  �±�–�É>&Virus Types>' ] �Ì�î�ª�_
�c�
�–�¿�î�È�Ý�_�^�W�Z�8�•�M�m�Z�b�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�b)��Ý�@�µ�r�€�r�M���Ì�î�ª�_/²&g
�I�€�•�˜�–�Ý�«�b�¡�S�c�
�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�_�|�W�Z�8���I�€�S�¡�S�[�M��0
�X�b�«�Ÿ�Õ�å  
�š�å�ª�å�@  1 �X�b�˜�–�Ý�«�†�è���K�S���œ�
� �L�˜�–�Ý�«�_�P�K�Z0
�X�b�š�å�º�Ü�@�Ñ�~�M�•�•+��ö�@
�6�~�r�M��

[ �˜�–�Ý�«  �±�–�É>&Virus Types>' ] �Ì�î�ª�_�c�
�¿�µ�º�á�î�¡�_�•
°�K�S�˜�–�Ý�«�>�|�g�¿�µ�º�á�î�¡
�[3æ�w�™�I�€�S�˜�–�Ý�«�b�+0[�@&g�I�€�r�M�� [ �è���K�S�w�™�˜�–�Ý�«�b�V�)>& Top Incoming Virus 
Detected>' ] �­�¡�©�Ù�å�_�c�
�¿�µ�º�á�î�¡�_3æ�™�I�€�S�˜�–�Ý�«�b�³�Õ�î�º  �Å�×�î�@7F8p�[/²&g�I�€
�r�M�� [ �è���K�S3æ�™�˜�–�Ý�«�b�V�)>& Top Outgoing Virus Detected>' ] �­�¡�©�Ù�å�_�c�
�¿�µ�º�á�î�¡
�?�}3æ�™�I�€�S�˜�–�Ý�«�b�³�Õ�î�º  �Å�×�î�@7F8p�[/²&g�I�€�r�M��

>&�@>' �˜�–�Ý�«�_�¤���K�S�Ó�µ�­�î�ª�†�¿�µ�º�á�î�¡�_3æ�™�K�S�Í�«�º�†/²&g�M�•�_�c�
 [ �w�™�Ó�î�Ý
>&Incoming Mail>' ] �Ì�î�ª�_&ã�·�K�
� �L���Ì�‡6ë�†�æ���K�Z�
�˜�–�Ý�«7g�ö�9�_�¯�î�º�K�r�M��� �]
�_�
�¿�µ�º�á�î�¡
Æ�[�˜�–�Ý�«7g�ö�b7Á�Ê�Ó�î�Ý�†3æ�™�K�S  IP �”�»�Þ�«�†/²&g�M�•�_�c�
 [ 3æ�™�Ó�µ
�­�î�ª3æ�™*…>&Outgoing Senders>' ] �Ì�î�ª�†/²&g�K�
�˜�–�Ý�«7g�ö�Ó�µ�­�î�ª�9�_�¯�î�º�K�r�M��

�W 26-18 [ �˜�–�Ý�«  �±�–�É>& Virus Types >' ] �Ì�î�ª

[ �˜�–�Ý�«  �±�–�É�b0ò(ý>& Virus Types Details>' ] �Ü�«�º�_�c�
�¤���K�S3æ�w�™�Ó�µ�­�î�ª�
�>�|�g�¤��
�Ó�µ�­�î�ª�b)r�X�^�]"I���b�˜�–�Ý�«�_6õ�M�•�_���@/²&g�I�€�r�M���¤���K�S�w�™�Ó�µ�­�î�ª�b0ò(ý�Ü
�«�º�_�c�
�˜�–�Ý�«�b�¡�S�>�|�g�G�b�˜�–�Ý�«�_�¤���K�S�w�™�Ó�µ�­�î�ª�b)r�X�@/²&g�I�€�r�M��� �]
�_�
3æ�™�Ó�µ�­�î�ª�b0ò(ý�Ü�«�º�_�c�
�˜�–�Ý�«�b�¡�S�>�|�g�G�b�˜�–�Ý�«�_�¤���K�S3æ�™�Ó�µ�­�î�ª
�b)r�X�@/²&g�I�€�r�M���˜�–�Ý�«�b'�8®�b0ò(ý�c�
 [ �w�™�Ó�µ�­�î�ª>& Incoming Messages>' ]�
 [ 3æ�™
�Ó�µ�­�î�ª>& Outgoing Messages>' ]�
�r�S�c  [ �¤���K�S�Ó�µ�­�î�ª�b�œ0£�X>& Total Infected Messages>'
] �9�_�¯�î�º�[�A�r�M��
26-29
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  26 'v       7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2
  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�± �Ì�î�ª
[TLS �K)F>&TLS Connections >' ] �Ì�î�ª
[TLS �K)F>&TLS Connections>' ] �Ì�î�ª�_�c�
�Ó�î�Ý�b3æ�w�™�_�Q#Ý�I�€�•  TLS �K)F�b
²�/$×�^�Q#Ý
"g�#�@/²&g�I�€�r�M���G�b�Þ�Ï�î�º�[�c�
 TLS �K)F�†�Q#Ý�K�Z�Ó�î�Ý�†3æ�™�M�•�›�»�Ó�–�å�b0ò(ý�_
�X�8�Z�v&g�I�€�r�M��

[TLS �K)F>&TLS Connections>' ] �Ì�î�ª�†�Q#Ý�M�•�\�
���b�_���† ����[�A�r�M��

• 3æ�w�™�K)F�_�|�•�

²�/$×�^  TLS �b�Q#Ý�m�œ 

• TLS �K)F�_�B�Œ�K�S�Ã�î�º�¼�î

• TLS �K)F�_�B�Œ�K�^�?�W�S�Ã�î�º�¼�î  

• TLS 1�0É�_�e8Ÿ�b�6�•�Ã�î�º�¼�î

• �Ã�î�º�¼�î�@  TLS �†�Q#Ý�K�S�Ó�î�Ý�b
²�/$×�^�m�œ

[TLS �K)F>&TLS Connections>' ] �Ì�î�ª�c�
%T�™�K)F�_6õ�M�•�­�¡�©�Ù�å�\�
$Î�™�K)F�_6õ�M�•�­�¡
�©�Ù�å�_�(�?�€�Z�8�r�M���›�­�¡�©�Ù�å�_�c�
0ò(ý�_���@�µ�r�€�S�¢�Û�Ç�
�§�Ð�Ü�î�
�>�|�g/²�@�µ�r
�€�Z�8�r�M��

�¢�Û�Ç�_�c�
�æ���K�S�ì6ë(
�V�_�ƒ�S�•�
3æ�w�™  TLS �b�/�•�ì�I�€�S�K)F�>�|�g�/�•�ì�I�€�^�8�K)F
�b�Å�×�î�@/²&g�I�€�r�M���¢�Û�Ç�_�c�
�Ó�µ�­�î�ª�b)r5��
�/�•�ì�I�€�S / �/�•�ì�I�€�^�8�Ó�µ�­�î�ª
�b5��
�B�Œ / �»�K�K�S  TLS �/�•�ì�Ó�µ�­�î�ª�b5��@/²&g�I�€�r�M���¢�Û�Ç�[�c�
 TLS �@�²8r�[�6�W�S
�K)F�\�
 TLS �@�"�_
ƒ
›�I�€�S�K)F�@�
�9�I�€�r�M��

/²�_�c�
�/�•�ì�I�€�S�Ó�µ�­�î�ª�†3æ�w�™�M�•�»�Ó�–�å�b0ò(ý�@/²&g�I�€�r�M���»�Ó�–�å�H�\�_�
�B�Œ
/ �»�K�K�S�²8r�b  TLS �K)F�\
ƒ
›�I�€�S  TLS �K)F�b�X�
0è/œ�I�€�S  TLS �K)F�b)r�X>&�B�Œ�K�S�?�»�K
�K�S�?�_�?�?�ƒ�}�N>' �
�>�|�g�/�•�ì�I�€�Z�8�^�8�K)F�b)r�X�†/²&g�[�A�r�M���r�S�
 TLS �@0è/œ�I�€
�S�M�m�Z�b�K)F�b�m�œ�
�>�|�g�G�–�_3æ�™�I�€�S�/�•�ì�Ó�µ�­�î�ª�b)r�X>& TLS �@
ƒ
›�?�²8r�?�_�?
�?�ƒ�}�N>'�v/²&g�[�A�r�M���G�b/²�b�W4Š�_�6�•  [ �4>&Columns>' ] �Ü�å�¡�†�¡�Ü�µ�¡�M�•�G�\�_�|�~�

�•�Û�Ò�b/²&g / 8�/²&g�†�)�~�p�<�•�G�\�@�[�A�r�M��
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�W 26-19 TLS �K)F�Þ�Ï�î�º>8%T�™�K)F

[ �w�™ SMTP 1�0É>&Inbound SMTP Authentication >' ] �Ì�î�ª
[ �w�™ SMTP 1�0É>&Inbound SMTP Authentication>' ] �Ì�î�ª�_�c�
�¡�Û�–�”�å�º0É�Â�i�b�Q#Ý�_���
�>
�|�g7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\�Ø�î�¨�b�Ó�î�Ý  �¡�Û�–�”�å�º6ë�[  SMTP �­�µ�©�Ù�å�†
1�0É�M�•�S�u�b  SMTP AUTH �¥�Ð�å�»�@/²&g�I�€�r�M���”�É�Û�–�”�å�«�c�
0É�Â�i�r�S�c  SMTP 
AUTH �¥�Ð�å�»�†�w�E
°�€�•�\�
�Ó�î�Ý  �¡�Û�–�”�å�º�l�b  TLS �K)F�†&�'g�K�r�M���¡�Û�–�”�å�º�c�G
�b�K)F�†�Q#Ý�K�Z�Ó�µ�­�î�ª�†3æ�™�K�r�M���”�É�Û�–�”�å�«�c�
�G�€�}�b0è/œ�†�Ø�î�¨�"�)�[3ã2§�[�A
�^�8�S�u�
�Þ�Ï�î�º�_�c�
�»�Ó�–�å�¡�\�»�Ó�–�å  IP �”�»�Þ�«�_�ö�Y�8�Z  SMTP 1�0É�b0ò(ý�@/²&g�I�€
�r�M��

���b�_���†&�1��M�•�_�c�
�G�b�Þ�Ï�î�º�†�Q#Ý�K�r�M��

• SMTP 1�0É�†�Q#Ý�K�Z�8�•%T�™�K)F�b)r�X  

• �¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�Z�8�•�K)F�b�X

• SMTP AUTH �†�Q#Ý�K�Z�8�•�K)F�b�X

• SMTP 1�0É�†�Q#Ý�K�|�:�\�K�Z�
�K)F�@�»�K�K�S�»�Ó�–�å  

• SMTP 1�0É�@�»�K�K�S�M�‰�[�
�Ç�›�î�Ý�Â�µ�¡�†�G�–�_�Q#Ý�K�Z�8�•�K)F�b�X

[ �w�™ SMTP 1�0É>&Inbound SMTP Authentication>' ] �Ì�î�ª�_�c�
�w�™�K�S�K)F�b�¢�Û�Ç�
 SMTP 1�0É
�K)F�†0è/œ�K�S�Ó�î�Ý�w�™*…�b�¢�Û�Ç�
�>�|�g�K)F�b1�0É0è/œ�b0ò(ý�†�µ�t�¸�î�È�Ý�@/²&g�I�€�r�M��
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[ �w�™�K�S�K)F>&Received Connections>' ] �¢�Û�Ç�[�c�
�æ���K�S�ì6ë(
�V�_�>�8�Z  SMTP 1�0É�†�Q#Ý
�K�Z�K)F�†1�0É�K�|�:�\�K�S�Ó�î�Ý  �¡�Û�–�”�å�º�b%T�™�K)F�@&g�I�€�r�M���G�b�¢�Û�Ç�_�c�
�”�É�Û
�–�”�å�«�@�w�™�K�S�K)F�b)r�X�
 SMTP 1�0É�†�Q#Ý�K�Z1�0É�†0è/œ�K�^�?�W�S�K)F�b�X�
�¡�Û�–�”�å
�º0É�Â�i�†�Q#Ý�K�Z1�0É�@�»�K�>�|�g�B�Œ�K�S�K)F�b�X�
 SMTP AUTH �¥�Ð�å�»�†�Q#Ý�K�Z1�0É�@�»
�K�>�|�g�B�Œ�K�S�K)F�b�X�@/²&g�I�€�r�M��

[ �w�™�K�S�w�™*…>&Received Recipients>' ] �¢�Û�Ç�_�c�
 SMTP 1�0É�†�Q#Ý�K�Z�
�Ó�µ�­�î�ª�†3æ�™�M
�•�S�u�_7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�K)F�†1�0É�K�|�:�\�K�S�Ó�î�Ý  �¡�Û�–�”�å�º�†
�d�w�M�•�w�™*…�b�X�@/²&g�I�€�r�M���G�b�¢�Û�Ç�[�c�
�K)F�@1�0É�I�€�S�w�™*…�b�X�
�>�|�g�K)F�@1�
0É�I�€�^�?�W�S�w�™*…�b�X�v&g�I�€�r�M��

[SMTP 1�0É�b0ò(ý>&SMTP Authentication details>' ] �¸�î�È�Ý�_�c�
�Ó�µ�­�î�ª�†3æ�™�M�•�S�u�_7Á�Ê
�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�K)F�†1�0É�K�|�:�\�K�S�Ø�î�¨�†�µ�t�»�Ó�–�å�b0ò(ý�@/²&g
�I�€�r�M���»�Ó�–�å�H�\�_�
�¡�Û�–�”�å�º0É�Â�i�†�Q#Ý�K�S�K)F0è/œ>&�B�Œ�r�S�c�»�K>'�b�X�
 SMTP 
AUTH �¥�Ð�å�»�†�Q#Ý�K�S�K)F0è/œ>&�B�Œ�r�S�c�»�K>'�b�X�
�>�|�g�¡�Û�–�”�å�º0É�Â�i�K)F0è/œ�@
�»�K�K�S�‹�
 SMTP AUTH �_�Ç�™�î�Ý�Â�µ�¡�K�S�K)F�b�X�†/²&g�[�A�r�M���Ì�î�ª�V4Š�b�Ü�å�¡�†�Q
#Ý�K�Z�
�»�Ó�–�å�¡�r�S�c�»�Ó�–�å  IP �”�»�Þ�«�9�_�G�b�_���†/²&g�[�A�r�M��
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�W 26-20 [ �w�™ SMTP 1�0É>&Inbound SMTP Authentication >' ] �Ì�î�ª

[ �Þ�î�º�D7H>& Rate Limits >' ] �Ì�î�ª  
�š�å�Ë�ß�î�É3æ�™*…�H�\�b�Þ�î�º�D7H�†�Q#Ý�M�•�\�
�Ó�î�Ý3æ�™*…�”�»�Þ�«�_�ö�Y�8�Z�
�¶���b3æ�™*…
�?�}�b�ì6ë6ë7x�H�\�b7Á�Ê�Ó�î�Ý  �Ó�µ�­�î�ª�w�™*…�X�†�D7H�[�A�r�M�� [ �Þ�î�º�D7H>& Rate Limits>' ] 
�Þ�Ï�î�º�_�c�
�G�b�D7H�†�q�v�V�G�W�S3æ�™*…�@/²&g�I�€�r�M��

�G�b�Þ�Ï�î�º�c�
�è�W�†"I���M�•���œ�_�z'g�U�r�M��

• �±5��b�«�Ã�Ò�†3æ�™�M�•�S�u�_�Q#Ý�I�€�•�•+��ö�b�6�•�™#Ý�[�A�^�8�Ø�î�¨  �”�•�˜�å�º  

• 3û%±�
�”�Û�î�º�
+¬�·���Ì�^�]�_7Á�Ê�Ó�î�Ý�†�Q#Ý�M�•)�)Ê
Æ�b�D�š�Y+��”�É�Ü�£�î�©�Ù�å  

• 
Æ4Š13�Ó�x�Ü�¯�î�«'ö#.�b�S�u�_�
)�)Ê
Æ�[7Á�Ê�Ó�î�Ý�†4#�k�_3æ�™�K�Z�8�•3æ�™
–  

• �«�Ã�Ò�\�c0b�^�I�€�^�8�@�
�±5��b%T�™7Á�Ê�Ó�î�Ý  �º�Û�Ç�•�µ�¡�†3æ�™�K�Z�8�•3æ�™
–  


Æ4Š3æ�™*…�_6õ�M�•)+0£�_���†�µ�t�Ú�b�Þ�Ï�î�º>& [ 
Æ4Š�Ø�î�¨>&Internal Users>' ]�
 [ 3æ�™�Ó�µ�­�î�ª
3æ�™*…>&Outgoing Senders>' ] �^�]>'�[�c�
3æ�™�I�€�S�Ó�µ�­�î�ª�b�X�b�s0£ ��I�€�r�M���G�€�}�b�Þ
�Ï�î�º�[�c�
�a�X�b�Ó�µ�­�î�ª�†�¨�X�b�w�™*…�_3æ�™�K�S3æ�™*…�c1‘�9�I�€�r�O�‡��
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�W 26-21 [ �Þ�î�º�D7H>& Rate Limits >' ] �Ì�î�ª  

[ �V�)�7�Á*…>&�–�å�©�¹�å�º�9>' >&Top Offenders by Incident>' ] �³�Õ�î�º�_�c�
0¿���í�s�D7H�|�~�v�¨
�C�b�w�™*…�_�Ó�µ�­�î�ª�†�q�v8–)¾�_3æ�™�K�|�:�\�K�S�š�å�Ë�ß�î�É3æ�™*…�@/²&g�I�€�r�M���›0è/œ�@  
1 �–�å�©�¹�å�º�_%&�\�K�r�M���G�b�³�Õ�î�º�[�c�
�M�m�Z�b�Ü�«�¼�î�?�}�b�–�å�©�¹�å�º�X�@7Ÿ0£�I�€
�r�M��

[ �V�)�7�Á*…>&�Ä�°�K�S�w�™*…�9>'>&Top Offenders by Rejected Recipients>' ] �³�Õ�î�º�_�c�
0¿���í�s
�b�D7H�†�V�G�•�
�q�v�¨�C�b�w�™*…�_�Ó�µ�­�î�ª�†3æ�™�K�S�š�å�Ë�ß�î�É3æ�™*…�@/²&g�I�€�r�M���G�b
�³�Õ�î�º�[�c�
�M�m�Z�b�Ü�«�¼�î�?�}�b�w�™*…�X�@7Ÿ0£�I�€�r�M��

�š�å�Ë�ß�î�É3æ�™*…�_�|�•�Þ�î�º�D7H�b0¿���
�r�S�c�¤�Ñ�b�Þ�î�º�D7H�b�š�f�_�X�8�Z�c�
 ���Ó�î�Ý  �Ç
�ß�î  �Ï�Ü�©�î�†�Q#Ý�K�S%T�™�Ó�µ�­�î�ª�b�Ý�î�Ý�b��*O�� >&P.7-15>' �†�g!·�K�Z�C�T�I�8��

[ �©�«�¸�Ò��5�>& System Capacity >' ] �Ì�î�ª
[ �©�«�¸�Ò��5�>& System Capacity>' ] �Ì�î�ª�[�c�
�á�î�¡  �Ÿ�×�î
Æ�b�Ó�µ�­�î�ª�X�
�á�î�¡  �Ÿ�×�î�[2�
�x�K�S�¹�’�ì6ë�
3æ�w�™�Ó�µ�­�î�ª>&5��
�§�–�¬�
�ó�X>' �

²�/$×�^  CPU �Q#Ý"á�
�µ+��9�b  CPU �Q#Ý
"á�
�Ó�Ô�Ü  �Ì�î�ª  �«�á�µ�É�_���^�]�©�«�¸�Ò2�,´�b0ò(ý�@&g�I�€�r�M��

[ �©�«�¸�Ò��5�>& System Capacity>' ] �Ì�î�ª�†�Q#Ý�M�•�\�
���b�_���†&�1��[�A�r�M��

• �”�É�Û�–�”�å�«�@�N�á�Ÿ�Õ�Ã�©�¸�•�†2x�<�Z�
0¿���b�q4:�ì�r�S�c3ã�•�”�É�Û�–�”�å�«�@�²0[�_
�^�W�S�ì6ë  

• �Ÿ�Õ�Ã�©�¸�•�b�e8Ÿ�@�Ò�‹$Î#Õ�M�•�•+��ö�†&g�M�©�«�¸�Ò�ò�·�b4#�d�b�º�Þ�å�»  

• �q�v�¨�C�b�Ü�¯�î�«�†�Q#Ý�K�S�©�«�¸�Ò�b4Š�(>&�º�Û�È�Ý�©�×�î�¸�•�å�¢�†�-�|�M�•�S�u>'  

�>�Q�8�b�”�É�Û�–�”�å�«�†�Ô�½�±�K�Z�
�Ó�µ�­�î�ª�b5��_�P�K�Z�Ÿ�Õ�Ã�©�¸�•�@4:�)�[�6�•�G�\�†&�1�
�M�•�G�\�@5�0[�[�M��5��c�
�ì6ë�b)�4#�_���W�Z�²�N�Q�•�K�r�M�@�
4:�)�_�Ô�½�±�Ü�å�¢�K�Z�8�€�d�

3ã�•�Ÿ�Õ�Ã�©�¸�•�r�S�c0¿���š�f�†�£75$×�_4:#Ý�[�A�r�M���©�«�¸�Ò  �Ÿ�Õ�Ã�©�¸�•�†�Ô�½�±�M�•�q�v
� �Ý$×�^�‰�2�c�

²�/$×�^5��
�á�î�¡  �Ÿ�×�î
Æ�b�Ó�µ�­�î�ª�
�>�|�g�Ü�¯�î�«(�(Ù�Ô�î�»�b�–�å�©�¹
�å�º�†3ã2§�M�•�G�\�[�M��

• 5� >8��3û�–���b�Ó�µ�­�î�ª5��\#”�C
Æ�[�b��$��–���^�Q�•�†�•�q�M�•�G�\�@5�0[�[�M��)��ì$×�_�G
�b�¹�î�±�†3ã2§�K�Z�
5��b�Q�•�† ����K�r�M�� [ �w�™�Ó�î�Ý>&Incoming Mail>' ] �Ì�î�ª�>�|�g  [ 3æ
�™�Ó�î�Ý>&Outgoing Mail>' ] �Ì�î�ª�†�Q#Ý�M�•�\�
)��ì$×�_5��†3ã2§�[�A�r�M��0ò(ý�_�X�8�Z�c�
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�� [ �©�«�¸�Ò��5�>& System Capacity>' ]>8[ �w�™�Ó�î�Ý>&Incoming Mail>' ]��>&P.26-36>' �>�|�g �� [ �©
�«�¸�Ò��5�>& System Capacity>' ]>8[ 3æ�™�Ó�î�Ý>&Outgoing Mail>' ] ��>&P.26-37>' �†�g!·�K�Z�C�T�I
�8��

• �á�î�¡  �Ÿ�×�î >8�á�î�¡  �Ÿ�×�î�c�
�«�Ã�Ò�7�Á�b�¾�p�\�Ç�•�Ý�±�Ü�å�¢�†/œ�8�
�w���Ó�µ�­�î�ª�b
$��–�^�Q�•�†��#.�M�•�
 ��)†/ª/æ*(���\�K�Z0¿0£�I�€�Z�8�r�M���K�?�K�á�î�¡  �Ÿ�×�î�c�
2�,´�b�?
�?�W�Z�8�•�©�«�¸�Ò�†&g�M�q,��b�æ�†�[�6�~�
6×�C�
8–)¾�^�á�î�¡  �Ÿ�×�î�b�Â�µ�¡�”�µ�É�c�

�Ÿ�Õ�Ã�©�¸�•�b�e8Ÿ�†&g�K�Z�8�•�•+��ö�@�6�~�r�M�� [ �á�î�¡  �Ÿ�×�î>& WorkQueue>' ] �Ì�î�ª�†�Q
#Ý�M�•�\�
�á�î�¡  �Ÿ�×�î
Æ�[�Ó�µ�­�î�ª�@2��x�K�S�¹�’�ì6ë�>�|�g�á�î�¡  �Ÿ�×�î
Æ�b�”�¡�¸�•�Å
�¸�•�†3ã2§�[�A�r�M��0ò(ý�_�X�8�Z�c�
 �� [ �©�«�¸�Ò��5�>& System Capacity>' ]>8[ �á�î�¡�Ÿ�×�î

>&Workqueue>' ]��>&P.26-35>' �†�g!·�K�Z�C�T�I�8��

• �Ü�¯�î�«(�(Ù�Ô�î�» >8�”�É�Û�–�”�å�«�@�œ�î�Â�î�ß�î�»�_�^�•�\�
 ���Ü�¯�î�«(�(Ù�Ô�î�»�� >&RCM>'
�_�^�~�
 CRITICAL �©�«�¸�Ò  �”�Û�î�º�@3æ�™�I�€�r�M���G�b�Ô�î�»�c�
�¹�Â�–�«�†�–1¤�K�
�•��
#.�(�b�Ó�µ�­�î�ª�†��#.�[�A�•�|�:�_0¿0£�I�€�Z�8�r�M���>�Q�8�b�”�É�Û�–�”�å�«�c�
8–)¾�_  
RCM �_�^�•�b�[�c�^�C�
�Ó�î�Ý5��@8��–�_�¨�8���œ�r�S�c$��–�_�Q�•�K�S���œ�_�b�s  RCM �_�^
�•�²0[�@�6�~�r�M��8–)¾�^  RCM �”�Û�î�º�c�
�©�«�¸�Ò�@�œ�î�Â�î�ß�î�»�_�^�~�X�X�6�•�G�\�†&g
�K�Z�8�•�•+��ö�@�6�~�r�M���Ü�¯�î�«(�(Ù�Ô�î�»�c�
 [ �©�«�¸�Ò��5�>& System Capacity>' ] �Ì�î�ª
�[�c3ã2§�[�A�r�O�‡��

[ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ �á�î�¡�Ÿ�×�î>& Workqueue >' ]

[ �á�î�¡�Ÿ�×�î>& Workqueue>' ] �Ì�î�ª�_�c�
�á�î�¡�Ÿ�×�î
Æ�[�Ó�µ�­�î�ª�@2��x�K�S�¹�’�ì6ë>&�«�Ã
�Ò7x7³�r�S�c�Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�[2��x�K�S�ì6ë�c7V�C>'�@/²&g�I�€�r
�M�� 1 �ì6ë�?�}  1 �v�r�[�b�ì6ë(
�V�†/²&g�[�A�r�M���¹�’�c�
�Ó�î�Ý4Ä�™�†4����I�O�S%·�‡6ë�b�–�Ë�å
�º�>�|�g�©�«�¸�Ò�V�b2�,´�b6×�‡�º�Þ�å�»�b�g�‰�†1‘�9�M�•�b�_�z'g�U�r�M��
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Æ�b�q
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�b$Î#Õ8–�Ø�@9×�C�^�~�
6×�‡6ë�_�ƒ�S�W�Z� �]�b"g�Â�@)F�C���œ�
�Ÿ�Õ�Ã�©�¸�•�b�e8Ÿ�†&g�K�Z�8�•�•
+��ö�@�6�~�r�M�� [Workqueue] �Ì�î�ª�†&�1��M�•�\�A�c�
�á�î�¡  �Ÿ�×�î  �Â�µ�¡�”�µ�É�b8–�Ø�† ����K�
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�W 26-22 [ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ �á�î�¡�Ÿ�×�î>& Workqueue >' ]

[ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ �w�™�Ó�î�Ý>&Incoming Mail >' ]

[ �w�™�Ó�î�Ý>&Incoming Mail>' ] �Ì�î�ª�_�c�
%T�™�K)F�
%T�™�Ó�µ�­�î�ª�b)r�X�
�¹�’�Ó�µ�­�î�ª  �§�–
�¬�
%T�™�Ó�µ�­�î�ª�b)r�§�–�¬�@&g�I�€�r�M��)��Ý�†�
�æ���K�S�ì6ë(
�V�_�D7H�[�A�r�M���H+¬3��b#”
�C�_�>�E�•3û�–�b�Ó�µ�­�î�ª5��\�«�Ã�–�¡�b�º�Þ�å�»�†#.0Ž�K�Z�>�C�G�\�@5�0[�[�M�� [ �w�™�Ó�î�Ý

>&Incoming Mail>' ] �Ì�î�ª�†�Q#Ý�M�•�\�
)��ì$×�_�Ó�î�Ý5��b�Q�•�†3ã2§�K�
�©�«�¸�Ò  �Ÿ�Õ�Ã�©�¸�•�b
0£#ì�†'g�Z�•�G�\�@�[�A�r�M��%T�™�Ó�î�Ý  �¹�î�±�\3æ�™*…�É�ß�Ç�“�–�Ý  �¹�î�±�†�š3Q�K�Z�
"I���b�»
�Ó�–�å�?�}�¿�µ�º�á�î�¡�_3æ�™�I�€�•7Á�Ê�Ó�î�Ý�b5��b�º�Þ�å�»�†/²&g�M�•�G�\�v�N�á�I�€�r�M��

>&�@>' %T�™�K)F�X�b�Q�•�c�
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�W 26-23 [ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ �w�™�Ó�î�Ý>&Incoming Mail >' ]>&1/2 �Ì�î�ª>'

�W 26-24 [ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ �w�™�Ó�î�Ý>&Incoming Mail >' ]>&2/2 �Ì�î�ª>'

[ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ 3æ�™�Ó�î�Ý>&Outgoing Mail >' ]

[ 3æ�™�Ó�î�Ý>&Outgoing Mail>' ] �Ì�î�ª�_�c�
$Î�™�K)F�
$Î�™�Ó�µ�­�î�ª�b)r�X�
�¹�’�Ó�µ�­�î�ª  �§�–
�¬�
%T�™�Ó�µ�­�î�ª�b)r�§�–�¬�@&g�I�€�r�M��)��Ý�†�
�æ���K�S�ì6ë(
�V�_�D7H�[�A�r�M���H+¬3��b#”
�C�_�>�E�•3û�–�b�Ó�µ�­�î�ª5��\�«�Ã�–�¡�b�º�Þ�å�»�†#.0Ž�K�Z�>�C�G�\�@5�0[�[�M�� [ 3æ�™�Ó�î�Ý

>&Outgoing Mail>' ] �Ì�î�ª�†�Q#Ý�M�•�\�
)��ì$×�_�Ó�î�Ý5��b�Q�•�†3ã2§�K�
�©�«�¸�Ò  �Ÿ�Õ�Ã�©�¸�•�b
0£#ì�†'g�Z�•�G�\�@�[�A�r�M��$Î�™�Ó�î�Ý  �¹�î�±�\$Î�™��
›�¹�î�±�†�š3Q�K�Z�
"I���b�»�Ó�–�å�r�S
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�W 26-25 [ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ 3æ�™�Ó�î�Ý>&Outgoing Mail >' ]>&1/2 �Ì�î�ª>'

�W 26-26 [ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ 3æ�™�Ó�î�Ý>&Outgoing Mail >' ]>&2/2 �Ì�î�ª>'

[ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ �©�«�¸�Ò�b2�,´>& System Load >' ]

�©�«�¸�Ò2�,´�Þ�Ï�î�º�_�c�
�>�Q�8�b�”�É�Û�–�”�å�«�[�b)r  CPU �Q#Ý"á�@&g�I�€�r�M�� AsyncOS �c�

�”�–�»�Ý"g�Â�b  CPU �Ü�¯�î�«�†�Q#Ý�K�Z�Ó�µ�­�î�ª  �«�Ý�î�É�µ�º�†�¥�V�I�O�•�|�:�_�q4:�ì�I�€�Z�8
�r�M�� CPU �Q#Ý"á�@9×�C�Z�v�
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�Ÿ�Õ�Ã�©�¸�•�b
�e8Ÿ�b�•+��ö�@�6�~�r�M���G�b�Ì�î�ª�[�c�
�Ó�î�Ý��#.�
�«�Ã�Ò�>�|�g�˜�–�Ý�«  �š�å�ª�å�
�Þ�Ï�î�º�

�>�|�g7x7³�^�]�I�r�J�r�^�µ+��_�|�W�Z�Q#Ý�I�€�•  CPU �b5��†/²&g�M�•�¢�Û�Ç�v&g�I�€�r�M���µ+��9  
CPU �b�¢�Û�Ç�c�
�©�«�¸�Ò�V�[�q�v�¨�C�b�Ü�¯�î�«�Q#Ý�M�•0����b8•�æ�†&g�M,��8�æ�†�[�M���”�É�Û
�–�”�å�«�b�q4:�ì�@�²0[�^���œ�
�G�b�¢�Û�Ç�c�
1*�Z�x�¹�•�­�î�È�Ý�ì�b�²0[�^�µ+��†�8�•�M�•�b�_�z
'g�U�r�M��

�Ó�Ô�Ü �Ì�î�ª  �«�á�µ�Æ�å�¢�b�¢�Û�Ç�c�
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�W 26-27 [ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ �©�«�¸�Ò�b2�,´>& System Load >' ]

�Ó�Ô�Ü �Ì�î�ª  �«�á�µ�Æ�å�¢�_6õ�M�•�@�–�¦8o

�©�«�¸�Ò�c�
���‡$×�_�Ó�Ô�Ü�†�«�á�µ�É�M�•�|�:�_0¿0£�I�€�Z�8�•�b�[�
�M4Š�b�Ó�Ô�Ü  �«�á�µ�Æ�å�¢
�c2s�G�~�“�•�v�b�[�6�~�
�”�É�Û�–�”�å�«�b�e8Ÿ�†&g�M�v�b�[�c�6�~�r�O�‡���©�«�¸�Ò�@ �–�_ 9×�Î
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�Ó�Ô�Ü  �«�á�µ�Æ�å�¢�c�G�–�[�6�~�
2s�G�~�“�•�ò
�·�[�M>&"I�_  C160 �”�É�Û�–�”�å�«�b���œ>' ���S�\�<�d�
 �W 26-28 �_�
9×�Î�Ü�×�î�Ò�b�Ó�Ô�Ü  �«�á�µ�Æ
�å�¢�†�–�_/œ�:�©�«�¸�Ò�†&g�K�r�M���Ã�Ç�›�î�Ð�å�«�†�¥�V�I�O�•�_�c�
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�W 26-28 [ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ �©�«�¸�Ò�b2�,´>& System Load >' ]>&9×2�,´�ì�b�©�«
�¸�Ò>'

[ �©�«�¸�Ò��5�>& System Capacity >' ]>8[ �M�m�Z>&All >' ]

[ �M�m�Z>&All >' ] �Ì�î�ª�[�c�
�G�€�r�[�b�M�m�Z�b�©�«�¸�Ò  �Ÿ�Õ�Ã�©�¸�•  �Þ�Ï�î�º�†�"�M�b�Ì�î�ª�_)+
�œ�K�
�I�r�J�r�^�Þ�Ï�î�º� �ˆ�b6õ�€�†/²&g�M�•�G�\�@�[�A�r�M���S�\�<�d�
4#�k�^�Ó�Ô�Ü  �«�á�µ�Æ
�å�¢�b$Î#Õ�\� �ì�‡�_�Ó�µ�­�î�ª  �Ÿ�×�î�@9×�8�G�\�†&�1��[�A�r�M���G�€�c�
�Ÿ�Õ�Ã�©�¸�•�b�e8Ÿ�b

™�Ã�[�6�•�•+��ö�@�6�~�r�M���G�b�Ì�î�ª�†  PDF �\�K�Z�–�Ñ�K�
�‹�[�g!·�M�•�S�u�_>&�r�S�c�§�Ï�î
�º  �«�±�µ�Ç�\
¹�w�M�•�S�u�_>'�©�«�¸�Ò  �Ã�Ç�›�î�Ð�å�«�b�«�¼�µ�É�©�Ù�µ�º�†�–�Ñ�M�•�G�\�@�N�á�I
�€�r�M��,e1��è�¥�b0•1��[�b  PDF �b#Õ�B�_�X�8�Z�c�
 ���Þ�Ï�î�º�_6õ�M�•�@�–�¦8o�� >&P.26-45>' �†�g!·
�K�Z�C�T�I�8��

[ �©�«�¸�Ò  �«�¸�î�±�«>& System Status >' ] �Ì�î�ª
[ �©�«�¸�Ò  �«�¸�î�±�«>& System Status>' ] �Ì�î�ª�_�c�
�©�«�¸�Ò�b�M�m�Z�b�Ü�”�Ý�±�–�Ò  �Ó�î�Ý�>�|�g  
DNS �”�¡�¸�•�Å�¸�•�b0ò(ý�@/²&g�I�€�r�M��/²&g�I�€�•�_���c�
 CLI �[  status detail  �¥�Ð�å�»�>�|
�g  dnsstatus  �¥�Ð�å�»�†�Q#Ý�K�Z
°�m�[�A�•�_���\� �L�[�M�� status detail �¥�Ð�å�»�b0ò(ý�_�X�8�Z
�c�
 '¨ 30 'v�� CLI �_�|�•'ö#.�>�|�g�Ô�½�±�Ü�å�¢�� �b��0ò(ý�^7Á�Ê�Ó�î�Ý  �«�¸�î�±�«�b�Ô�½�±�Ü�å
�¢���†�g!·�K�Z�C�T�I�8�� dnsstatus  �¥�Ð�å�»�b0ò(ý�_�X�8�Z�c�
� 'v�b�� DNS �«�¸�î�±�«�b&�1���
�†�g!·�K�Z�C�T�I�8��

[ �©�«�¸�Ò  �«�¸�î�±�«>& System Status>' ] �Ì�î�ª�c�
 [ �©�«�¸�Ò  �«�¸�î�±�«>& System Status>' ]�
 [ �¤�î
�ª>&Gauges>' ]�
 [ �Þ�î�º>& Rates>' ]�
�>�|�g  [ �•�˜�å�±>& Counters>' ] �b  4 �X�b�­�¡�©�Ù�å�[�S�B�I�€
�r�M��

�©�«�¸�Ò  �«�¸�î�±�«>& System Status >'

[ �©�«�¸�Ò  �«�¸�î�±�«>& System Status>' ] �­�¡�©�Ù�å�_�c�
 [ �Ó�î�Ý  �©�«�¸�Ò�b�«�¸�î�±�«>& Mail 
System Status>' ] �>�|�g  [ �Â�î�ª�Ù�å�_��>& Version Information>' ] �@&g�I�€�r�M��

�Ó�î�Ý  �©�«�¸�Ò�b�«�¸�î�±�«>& Mail System Status >'

[ �Ó�î�Ý  �©�«�¸�Ò�b�«�¸�î�±�«>& Mail System Status>' ] �­�¡�©�Ù�å�_�c�
���b�_���@�µ�r�€�r�M��
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• �©�«�¸�Ò  �«�¸�î�±�«>&�©�«�¸�Ò  �«�¸�î�±�«�b0ò(ý�_�X�8�Z�c�
 ���«�¸�î�±�«>& Status>'��>&P.26-6>'
�†�g!·�K�Z�C�T�I�8>' ��

• �«�¸�î�±�«�@���Ì�I�€�S�q)
�ì�I��

• �”�É�Û�–�”�å�«�b�”�µ�É�±�–�Ò��

• �©�«�¸�Ò
Æ�b�q�v�‚�8�Ó�µ�­�î�ª>&4Ä�™#Ý�_�r�T�Ÿ�×�î�_
°�W�Z�8�^�8�Ó�µ�­�î�ª�v�µ�t>' ��

�Â�î�ª�Ù�å�_��>& Version Information >'

[ �Â�î�ª�Ù�å�_��>& Version Information>' ] �­�¡�©�Ù�å�_�c�
���b�_���@�µ�r�€�r�M��

• �”�É�Û�–�”�å�«�b�Ô�¹�Ý�¡��

• �–�å�«�º�î�Ý�I�€�Z�8�•  AsyncOS �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�b�Â�î�ª�Ù�å�\�Å�Ý�»�¥��

• AsyncOS �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò�b�–�å�«�º�î�Ý�¥��

• �K)F
›�b�©�«�¸�Ò�b�©�Ü�”�Ý$��•��

�G�b�_���c�
 Cisco Customer Support �_�e�8�œ�ƒ�O�•���œ�_�z'g�U�r�M  >&���¸�¡�½�•�Ý  �§�Ï�î�º�b�Q
#Ý��>&P.36-29>' �†�g!·>' ��

�¤�î�ª>& Gauges >'

[ �¤�î�ª>& Gauges>' ] �_�c�
���b�|�:�_�Ÿ�×�î�>�|�g�Ü�¯�î�«�Q#Ý"á�_�X�8�Z&g�I�€�r�M��

• �Ó�î�Ý��#.�Ÿ�×�î>& Mail Processing Queue>'

• �Ÿ�×�î
Æ�b�”�¡�¸�•�È�w�™*…>& Active Recipients in Queue>'

• �Ÿ�×�î  �«�Ì�î�«>& Queue Space>'

• CPU �Q#Ý"á>&CPU Utilization>'

�Ó�î�Ý  �¤�î�º�˜�™�–  �”�É�Û�–�”�å�«�c�
 AsyncOS �É�ß�­�«�@�˜2��K�Z�8�•  CPU "á�†�g!·�K�r�M��
CASE �c�
�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å  �š�å�ª�å�>�|�g�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �É�ß�­�«�^�]0
�X�b�”
�–�¸�Ò�†�g!·�K�r�M��

• �M+á$×�^�Ü�¯�î�«�Q#Ý"á>& General Resource Utilization>'

• �ß�¢�_�Q#Ý�I�€�Z�8�•�¹�•�«�¡��5�>& Logging Disk Utilization>'

�Þ�î�º>& Rates>'

[ �Þ�î�º>& Rates>' ] �­�¡�©�Ù�å�_�c�
���b�w�™*…�_6õ�M�•��#."á�@&g�I�€�r�M��

• �Ó�î�Ý��#.�Þ�î�º>& Mail Handling Rates>'

• ��#.�í�s�b�m�œ>& Completion Rates>'

�•�˜�å�±>& Counters >'
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 HTTP �†�Q#Ý�K�Z�v�“�[�A�r�M���G�b4Ä�™�‰�2�c�
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ƒ
›8p�)���Ç�•�Ý�±�c�–�â�I�€�
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URL �b�§�å�É�Ý

http://example.com/monitor/content_filters?format=csv&sort_col_ss_0_0_0=MAIL_CONTENT_FILT
ER_INCOMING.RECIPIENTS_MATCHED&section=ss_0_0_0&date_range=current_day&sort_order
_ss_0_0_0=desc&report_def_id=mga_content_filters

Basic HTTP 1�0É�¡�Þ�¹�å�©�Õ�Ý�b3ã�•
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Threat Operations Center>&TOC>'�¹�î�±�@�Ð�î�ª�I�€�
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6ë7x�@�Ñ�~�K�^�8�S�u�[�M��
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�Þ�Ï�î�¸�•�å�¢�b�+0[
AsyncOS �_�>�E�•�Þ�Ï�î�¸�•�å�¢�_�c�
���b  3 �X�b�ö�•�·�8�@�µ�r�€�r�M��

• �¥�"�)�
4��"�)�
�r�S�c�v�"�)�[��/œ�I�€�•�«�£�ª�×�î�Ý0¿���I�€�S�Þ�Ï�î�º�†�8�B�[�A�r�M��

• �S�T�U�_�Þ�Ï�î�º�†#Õ�B�[�A�r�M>& ���œ�å�¹�Ð�å�»���Þ�Ï�î�º>' ��

• �è�S��/œ�K�S�Þ�Ï�î�º�b�”�î�•�–�È"'�†/²&g�[�A�r�M>&�«�£�ª�×�î�Ý0¿���I�€�S�Þ�Ï�î�º�>�|�g�œ
�å�¹�Ð�å�»  �Þ�Ï�î�º�b�g�‰>' ��

�«�£�ª�×�î�Ý0¿���I�€�S�Þ�Ï�î�º�>�|�g�œ�å�¹�Ð�å�»  �Þ�Ï�î�º�c�
 [ �Ô�½�±>&Monitor>' ] > [ ���‡�Þ
�Ï�î�º>& Scheduled Reports>' ] �Ì�î�ª�?�}0¿���[�A�r�M���”�î�•�–�È�í�s�Þ�Ï�î�º�c�
 [ �Ô�½�±

>&Monitor>' ] > [ �”�î�•�–�È  �Þ�Ï�î�º>& Archived Reports>' ] �Ì�î�ª�?�}/²&g�[�A�r�M��

�”�É�Û�–�”�å�«�c�
#Õ�B�K�S�q�‚�b�Þ�Ï�î�º�†�–�â�K�r�M>&�M�m�Z�b�Þ�Ï�î�º�_�P�K�Z�
�q�±�[�œ0£  
1000 �Â�î�ª�Ù�å>' ���²0[�_�Â�L�S�X>&�®�ß�v�µ�t>'�b�Þ�Ï�î�º�w�™*…�†��*O�[�A�r�M��7Á�Ê�Ó�î�Ý�w�™
*…�†�æ���K�^�8���œ�[�v�
�Þ�Ï�î�º�c�”�î�•�–�È�I�€�r�M���Þ�Ï�î�º�†�¨�X�b�”�»�Þ�«�_3æ�™�M�•�²0[
�@�6�•���œ�
�¶�9�_�w�™*…�†0¿���M�•�|�~�v�
�Ó�î�Ü�å�¢  �Ü�«�º�†�8�B�M�•�o�:�@���Æ�[�M��

�¹�Ç�›�Ý�º�[�c�
�«�£�ª�×�î�Ý0¿���I�€�S�›�Þ�Ï�î�º�b�:�U�
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�r�M���Þ�Ï�î�º�c�
�”�É�Û�–�”�å�«�b  /saved_reports  �¹�•�Þ�¡�º�Ü�_�–'ö�I�€�r�M  >&0ò(ý�_�X�8�Z
�c�
 �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«�� �†�g!·�K�Z�C�T�I�8>' ��

�«�£�ª�×�î�Ý0¿���I�€�S�Þ�Ï�î�º�b'�8®

���b�Þ�Ï�î�º�b'�8®�?�}4E�¥�[�A�r�M��

• �¥�å�¸�å�¶  �Ç�•�Ý�±

• 4Ä�™�«�¸�î�±�«

• DLP �–�å�©�¹�å�º  �§�Ð�Ü�î

• 0[(Ù

• %T�™�Ó�î�Ý �§�Ð�Ü�î

• 
Æ4Š�Ø�î�¨  �§�Ð�Ü�î

• $Î�™
›

• $Î�™�Ó�î�Ý  �§�Ð�Ü�î

• $Î�™3æ�™*…>8�»�Ó�–�å

• 3æ�™*…�¢�Ý�î�É

• �©�«�¸�Ò  �Ÿ�Õ�Ã�©�¸�•

• TLS �K)F

• �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±

• �˜�–�Ý�«�b'�8®
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�Z�
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 [ �Ô�½�±>&Monitor>' ] > [ �¥�å�¸�å�¶  �Ç�•�Ý�±

>&Content Filters>' ] �Ì�î�ª�_/²&g�I�€�•�_���b�§�Ð�Ü�î�@&g�I�€�r�M��0[(Ù�Þ�Ï�î�º�c�
 [ �Ô�½�±
>&Monitor>' ] > [ �+0[>&Overview>' ] �Ì�î�ª�_�ö�Y�8�Z�8�r�M��

�Þ�Ï�î�º�_6õ�M�•�@�–�¦8o
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�¥�•1��
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C H A P T E R 27

7x7³ 

• ��7x7³�b�+0[�� >&P.27-1>'

• ���Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.�� >&P.27-3>'

• ���Ï�Ü�©�î�
�˜�–�Ý�«�
�r�S�c�”�˜�º�È�Þ�–�¡7x7³�b�Ó�µ�­�î�ª�b�ï�8�� >&P.27-11>'

• ���«�Ã�Ò7x7³�b�+0[�� >&P.27-19>'

• ���«�Ã�Ò7x7³�b0¿���� >&P.27-19>'

• ���«�Ã�Ò7x7³
Æ�b�Ó�µ�­�î�ª�b'ö#.�� >&P.27-33>'

• ��3æ�™*…�_�ö�Y�8�Z7Á�Ê�Ó�î�Ý4Ä�™�†�D�š�M�•�­�î�Ç�Ü�«�º�>�|�g�È�ß�µ�¡�†�Q#Ý�� >&P.27-36>'

7x7³�b�+0[
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�47d�ö�b�6�•�«�Ã�Ò�
�Ð�Ý�˜�™�”�
�r�S�c)�)Ê�[0Á�•�I�€
�Z�8�^�8�¥�å�¸�å�¶�†3æ�w�™�Ó�µ�­�î�ª�[�è���K�S���œ�
�M�D�_�P7V�K�Z�K�r�ƒ�N�_7x7³�š�Ü�”�_3æ�™
�K�r�M��7x7³�š�Ü�”�c�G�€�}�b�¥�å�¸�å�¶�†  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �r�S�c�©�«�¥�b
�¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�[�M���‡6ë�ó
²�_�–�â�K�
�Ø�î�¨�@�Q�€�}�†0Û�o�M�•�r
�[�
�r�S�c�Ó�µ�­�î�ª�b�ó
²�ö�†4:�)�_0Û�o�[�A�•�”�µ�É�¹�î�º�r�[�…�U�r�M��

)�)Ê�[�b7x7³�b�Q#Ý�[  

• �Ï�Ü�©�î�b���‹�� �Ç�¦�¸�\4Š6Û�r�S�c�2�»4Š6Û�@�
�Q�€�}�_�Y�Ì�^�_���x&Î�&�_���^�]�b0Á�•�I�€
�^�8�_���@�µ�r�€�Z�8�^�8�?&�1��K�r�M��

• �˜�–�Ý�«7x7³�� �Ø�î�¨�l�b�˜�–�Ý�«�b�Ñ�S�†75�D�S�u�b�”�å�³�˜�–�Ý�«  �«�Ÿ�Õ�å  �š�å�ª�å�_�|�W
�Z�
�/�•�ì�Ó�µ�­�î�ª�x�¤���Ó�µ�­�î�ª�r�S�c�«�Ÿ�Õ�å�Y�•+��\�Ð�î�¡�I�€�S�Ó�µ�­�î�ª�†�–'ö�K
�r�M��

• �”�˜�º�È�Þ�–�¡�b75�F�� �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�_�|�W�Z�˜�–�Ý�«�b�”�˜�º�È�Þ�–�¡�b�M4Š�r�S
�c�`0d�•�^�Ð�Ý�˜�™�”�7�Á�\�K�Z�Ç�Û�¢�Ü�E�I�€�S�Ó�µ�­�î�ª�†�
�”�å�³  �˜�–�Ý�«�r�S�c�”�å�³  
�«�Ã�Ò  �”�µ�É�¹�î�º�@�Ü�Ü�î�«�I�€�•�r�[�–'ö�K�r�M��

• �«�Ã�Ò'ö#. ���š�å�»  �Ø�î�¨�r�S�c'ö#.*…�c�
�²0[�^�Ó�µ�­�î�ª�b�P7V�†75�D�S�u�_�
�Ó�µ�­�î�ª
�@�«�Ã�Ò�[�6�•�?�]�:�?�8�•�K�r�M��
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'¨  27 'v       7x7³
  7x7³�b�+0[
7x7³�b�±�–�É  

7x7³�±�–�É  7x7³�¡  

�©�«�¸
�Ò�_�¹
�Ç�›�Ý
�º�[�8
�B�I�€
�•�?  1��Â  3ã�•�_��  

�˜�–�Ý�«
>&Virus>' 

Virus Yes �”�å�³�˜�–�Ý�«  �š�å�ª�å�_�|�•
�8���_�‘�W�Z�
�Ð�Ý�˜�™�”�†3æ
�™�M�•�•+��ö�b�6�•�Ó�µ�­�î�ª
�†�–�â�K�r�M��

• ���Ï�Ü�©�î�
�˜�–
�Ý�«�
�>�|�g�”�˜
�º�È�Þ�–�¡7x7³�b
'ö#.�� >&P.27-3>' 

• ���Ï�Ü�©�î�
�˜�–
�Ý�«�
�r�S�c�”�˜
�º�È�Þ�–�¡7x7³�b
�Ó�µ�­�î�ª�b�ï
�8�� >&P.27-11>' 

�”�˜�º�È�Þ�–�¡
>&Outbreak>'

Outbreak Yes �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�_�|�W
�Z�«�Ã�Ò�r�S�c�Ð�Ý�˜�™�”�b�•
+��ö�@�6�•�\�è���I�€�S�Ó�µ
�­�î�ª�†�–�â�K�r�M��

�Ï�Ü�©�î
>&Policy>' 

 

Policy Yes �Ó�µ�­�î�ª  �Ç�•�Ý�±�
�¥�å�¸�å
�¶  �Ç�•�Ý�±�
 DLP �Ó�µ�­�î�ª  �”
�¡�©�Ù�å�_�|�W�Z�è���I�€�S
�Ó�µ�­�î�ª�†�–�â�K�r�M��

�¹�Ç�›�Ý�º�b�Ï�Ü�©�î7x7³�@�8
�B�I�€�Z�8�r�M��

Unclassified Yes �Ó�µ�­�î�ª  �Ç�•�Ý�±�
�¥�å�¸�å
�¶  �Ç�•�Ý�±�
 DLP �Ó�µ�­�î�ª  �”
�¡�©�Ù�å�[�æ���K�S7x7³�@�P7V
�I�€�S���œ�_�b�s�
�Ó�µ�­�î�ª
�†�–�â�K�r�M��

�G�b7x7³�†�Ç�•�Ý�±�r�S�c�Ó�µ
�­�î�ª  �”�¡�©�Ù�å�_�P�K�Z�~�\
�Z�•�G�\�c�[�A�r�O�‡��

>&+¬�(�[�8�B
�M�•�Ï�Ü
�©�î7x7³>'  

No �Ó�µ�­�î�ª  �Ç�•�Ý�±�
�¥�å�¸�å
�¶  �Ç�•�Ý�±�>�|�g  DLP �Ó�µ�­�î
�ª  �”�¡�©�Ù�å�[�Q#Ý�M�•�S�u�_
�8�B�M�•�Ï�Ü�©�î7x7³��

�«�Ã�Ò>&Spam>' Spam Yes �Ó�µ�­�î�ª�b�w�™*…�r�S�c'ö#.
*…�@&�1��M�•�|�:�_�
�«�Ã�Ò�>
�|�g�Q�b$2�8�b�6�•�Ó�µ�­�î�ª
�†�–�â�K�r�M��

• ���«�Ã�Ò7x7³�b�+
0[�� >&P.27-19>'

• ���«�Ã�Ò7x7³�b0¿
���� >&P.27-19>'

• ��3æ�™*…�_�ö�Y�8
�Z7Á�Ê�Ó�î�Ý4Ä�™
�†�D�š�M�•�­�î�Ç
�Ü�«�º�>�|�g�È
�ß�µ�¡�†�Q#Ý��

>&P.27-36>'
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.
�ß�î�•�Ý7x7³  
• �Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.

• �Ï�Ü�©�î�
�˜�–�Ý�«�
�r�S�c�”�˜�º�È�Þ�–�¡7x7³�b�Ó�µ�­�î�ª�b�ï�8

�Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.  
• ���Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�_�P�M�•�¹�•�«�¡8•�æ�b�m�~�\�Z�� >&P.27-3>'

• ��7x7³�š�Ü�”�b�Ó�µ�­�î�ª�–�Ñ�‡6ë�� >&P.27-4>'

• ��+¬�·$×�_��#.�I�€�S7x7³�Ó�µ�­�î�ª�b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�� >&P.27-5>'

• ���©�«�¸�Ò�@�8�B�K�S7x7³�b0¿���b&�1��� >&P.27-5>' 

• ���Ï�Ü�©�î7x7³�b�8�B�� >&P.27-6>'

• ���Ï�Ü�©�î�
�˜�–�Ý�«�
�”�˜�º�È�Þ�–�¡7x7³�b0¿���b)…7Ÿ�‰�2�� >&P.27-7>'

• ���Ç�•�Ý�±�>�|�g�Ó�µ�­�î�ª  �”�¡�©�Ù�å�_�m�~�\�Z�•7x7³�†�ô���M�•�� >&P.27-7>'

• ���Ï�Ü�©�î7x7³�b�P7V�_�X�8�Z�� >&P.27-8>'

• ��7x7³�b�«�¸�î�±�«�
��5��
�”�¡�¸�•�Å�¸�•�b�Ô�½�±�Ü�å�¢�� >&P.27-8>' 

• ���Ï�Ü�©�î7x7³�b�Ã�Ç�›�î�Ð�å�«�� >&P.27-9>'

• ��7x7³�b�¹�•�«�¡8•�æ�b�Q#Ý"g�#�_�X�8�Z�b�”�Û�î�º�� >&P.27-9>'

• ���Ï�Ü�©�î7x7³�\�ß� �å�¢�� >&P.27-9>'

• ���Ó�µ�­�î�ª��#.�8���b�Ú�b�Ø�î�¨�l�b�(4Ä�� >&P.27-10>'

• ���¡�Û�«�±0¿���_�>�E�•�Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�_�X�8�Z�� >&P.27-11>'

• ���Ï�Ü�©�î�
�˜�–�Ý�«�
�”�˜�º�È�Þ�–�¡7x7³�b0¿���b7Ÿ(Ù�‰�2�� >&P.27-11>'

�Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�_�P�M�•�¹�•�«�¡8•�æ�b
�m�~�\�Z  

�Ï�Ü�©�î�
�˜�–�Ý�«�
�”�˜�º�È�Þ�–�¡7x7³�c�
�Á�î�»�˜�™�”  �Ô�¹�Ý�_�|�W�Z�§�–�¬�@$��^�•�
�"�M�b
�¹�•�«�¡8•�æ�b�É�î�Ý�†
¹�w�K�r�M��

0
�X�b7x7³�b�Ó�µ�­�î�ª�c�
 1 �X�b7x7³�b�Ó�µ�­�î�ª�\� �L��5��b�¹�•�«�¡8•�æ�†�˜2��K�r�M��
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.
6õ4�8o%  
• ��7x7³�b�«�¸�î�±�«�
��5��
�”�¡�¸�•�Å�¸�•�b�Ô�½�±�Ü�å�¢�� >&P.27-8>'

• ��7x7³�b�¹�•�«�¡8•�æ�b�Q#Ý"g�#�_�X�8�Z�b�”�Û�î�º�� >&P.27-9>' 

• ��7x7³�š�Ü�”�b�Ó�µ�­�î�ª�–�Ñ�‡6ë�� >&P.27-4>'

7x7³�š�Ü�”�b�Ó�µ�­�î�ª�–�Ñ�‡6ë  
�Ó�µ�­�î�ª�c���b�±�–�Ñ�å�¢�[7x7³�?�}+¬�·$×�_�P7V�I�€�r�M��

• 3û�–�b�‡7H�)�€>87x7³�š�Ü�”
Æ�b�Ó�µ�­�î�ª�@�–�Ñ�‡6ë�† 6�¢�M�•���œ�[�M���›7x7³�š�Ü�”�b�Ó�µ
�­�î�ª�b�–�Ñ�‡6ë�†�æ���K�r�M���›�Ó�µ�­�î�ª�_�c�
�Q�€�R�€"‚+¬�b�w� �‡7H�@�6�~�
7x7³�b�Ü�«
�º�_/²&g�I�€�r�M���G�b�º�Æ�µ�¡�[1��Â�I�€�•�9�b"g�#�@$Î#Õ�K�^�E�€�d�
�Ó�µ�­�î�ª�c�æ���I�€
�S�ì6ë�@)�4#�M�•�r�[�–'ö�I�€�r�M��

>&�@>' �”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±7x7³�š�Ü�”�[�b�Ó�µ�­�î�ª�b3û�–�b�–�Ñ�‡6ë�c�
�”�˜�º�È�Þ�–�¡
7x7³�[�c�^�C�›�Ó�î�Ý�b�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±  �­�¡�©�Ù�å�[0¿���K�r�M��

• �©�‡�b�‡7H�)�€>80¿���K�S�–�Ñ�‡6ë�_�?4)�M�•�S�_�Ó�µ�­�î�ª�@7x7³�š�Ü�”�?�}�I�D$×�_�P7V�I�€
�•���œ�[�M���G�€�c���b���œ�_$Î#Õ�M�•�•+��ö�@�6�~�r�M��

– ���Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�_�P�M�•�¹�•�«�¡8•�æ�b�m�~�\�Z��
>&P.27-3>' �[��*O�K�S�
�M�m�Z�b7x7³�š�Ü�”�b�§�–�¬�D7H�_4)�M�•��

/² 27-1 �M�m�Z�b�Ï�Ü�©�î�
�˜�–�Ý�«�
�”�˜�º�È�Þ�–�¡7x7³�b�œ0£�¹�•�«�¡��5�

�Ô�¹�Ý  

�Ï�Ü�©�î�>�|�g�˜�–�Ý�«7x7³�b�œ0£�¹�•�«
�¡��5�>& MB �"�)>'  

>&�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±!“� >'  

�Ï�Ü�©�î�
�˜�–�Ý�«�
�”�˜�º�È�Þ�–�¡7x7³
�b�œ0£�¹�•�«�¡��5�>& MB �"�)>'  

>&�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�w� >'  
C100V

C160 

C170 

2560 3584 

C360

C360(D)

C370 

C380 

4096 6144

C300V

C600V

C660

C670

C680  

X1060

X1070 

10240 13312
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.
�§�–�¬�D7H�_�?4)�M�•�\�
7x7³�_6õ�€�^�C�
�‚�8�Ó�µ�­�î�ª�?�}��#.�I�€�r�M���M�m�Z�b7x7³
�š�Ü�”�b�§�–�¬�@�§�–�¬�D7H�• 6�_�`�•�r�[�
�›�Ó�µ�­�î�ª�_�P�K�Z�¹�Ç�›�Ý�º  �”�¡�©�Ù�å
�@��/œ�I�€�r�M���G�b�Ï�Ü�©�î�c�

›
°�€
›���K>& FIFO>'�[�M��0
�X�b7x7³�b�Ó�µ�­�î�ª�c�

�q�‚�b�w� �‡7H�_�ö�Y�8�Z�‡7H�)�€�_�^�~�r�M��

>&�õ�–>'�¹�•�«�¡��5��Y2Š�_�|�•�Ü�Ü�î�«�r�S�c�P7V�?�}7V�¥�M�•�|�:�_�
�¶���b7x7³�†0¿��
�[�A�r�M���M�m�Z�b7x7³�[7V�¥�M�•�|�:�_0¿���K�Z�¹�•�«�¡��5��@ 6�¼�_�^�W�S���œ�
�‚�K�8
�Ó�µ�­�î�ª�b�S�u�b8•�æ�†&��–�M�•�S�u�_7x7³�š�Ü�”
Æ�b�Ó�µ�­�î�ª�@4Ä�™�I�€�r�M��  

�¹�•�«�¡��5��b�Ð�–�Ý�«�º�î�å�_�X�8�Z�”�Û�î�º�@3æ�™�I�€�r�M�� ��7x7³�b�¹�•�«�¡8•�æ�b�Q
#Ý"g�#�_�X�8�Z�b�”�Û�î�º�� >&P.27-9>' �†�g!·�K�Z�C�T�I�8��

– �r�T�Ó�µ�­�î�ª�†�–�â�K�Z�8�•7x7³�†�P7V�K�r�M��

�Ó�µ�­�î�ª�@7x7³�?�}+¬�·$×�_�P7V�I�€�•���œ�
�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�@�Ó�µ�­�î�ª�_�P�K�Z��/œ�I
�€�r�M�� ��+¬�·$×�_��#.�I�€�S7x7³�Ó�µ�­�î�ª�b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�� >&P.27-5>' �†�g!·�K�Z�C�T�I
�8��

�–�Ñ�‡6ë�l�b�ì6ë1*�Z�b�s8j  
• �§�Ð�î�±�–�Ò�\�”�É�Û�–�”�å�«�b�±�–�Ò�°�î�å�b�š�f�c�–�Ñ�‡6ë�_�s8j�K�r�O�‡��

• 7x7³�b�–�Ñ�‡6ë�†�š�f�M�•�\�
�‚�K�8�Ó�µ�­�î�ª�_�T�E�‚�K�8�w� �‡7H�@4:#Ý�I�€�r�M��

• �©�«�¸�Ò  �¡�ß�µ�¡�†�š�f�M�•�\�
�è�S�‡7H�)�€�_�^�•�c�N�T�W�S�Ó�µ�­�î�ª�@���b�q�v4:�)�^�ì
6ë�_�‡7H�)�€�_�^�~�r�M��

• �©�«�¸�Ò  �¡�ß�µ�¡�b�š�f�c�‡7H�)�€�b��#.�p�b�Ó�µ�­�î�ª�_�c4:#Ý�I�€�r�O�‡��

+¬�·$×�_��#.�I�€�S7x7³�Ó�µ�­�î�ª�b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å  
�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�c�
 ��7x7³�š�Ü�”�b�Ó�µ�­�î�ª�–�Ñ�‡6ë�� >&P.27-4>' �_0°3Ù�I�€�•�8�N�€�?�b"g�#
�@$Î#Õ�K�S���œ�
�Ï�Ü�©�î�
�˜�–�Ý�«�
�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”
Æ�b�Ó�µ�­�î�ª�_�P�K�Z��/œ�I�€�r
�M��

2 �X�b�z0[�^�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�@�6�~�r�M��

• [ �P7V>&Delete>' ]>8�Ó�µ�­�î�ª�@�P7V�I�€�r�M��

• [ �Ü�Ü�î�«>& Release>' ]>8�Ó�µ�­�î�ª�@0Ž�:�I�€�Z4Ä�™�I�€�r�M��

�Ü�Ü�î�«�ì�_�
�Ó�µ�­�î�ª�c�”�å�³�˜�–�Ý�«�r�S�c�”�å�³�«�Ã�Ò  �š�å�ª�å�_�|�W�Z
Ì�«�Ÿ�Õ�å�I
�€�•���œ�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ��7x7³�I�€�S�Ó�µ�­�î�ª�b
Ì�«�Ÿ�Õ�å�_�X�8�Z�� >&P.27-18>'
�†�g!·�K�Z�C�T�I�8��

�I�}�_�
�£���I�€�•�–�Ñ�‡6ë�|�~�v�S�_�Ü�Ü�î�«�I�€�•�Ó�µ�­�î�ª�_�c�
 X-Header �b3ã�•�^�]�b
�ï�8�@/œ�ƒ�€�•���œ�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���Ï�Ü�©�î7x7³�b�8�B�� >&P.27-6>' �†�g!·�K�Z�C
�T�I�8��

�©�«�¸�Ò�@�8�B�K�S7x7³�b0¿���b&�1�  
7x7³�†�Q#Ý�M�•�S�_�
�•�(8®7x7³�^�]�b�¹�Ç�›�Ý�º�b7x7³0¿���†�•�«�±�Ð�–�¬�K�r�M��
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.
�Ï�Ü�©�î7x7³�b�8�B  

�c�L�u�•�S�_  
• �–�Ñ�‡6ë�x�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�^�]�
7x7³�š�Ü�”
Æ�b�Ó�µ�­�î�ª�@+¬�·$×�_'ö#.�I�€�•�‰�2�†

&�1��K�r�M�� ��7x7³�š�Ü�”�b�Ó�µ�­�î�ª�–�Ñ�‡6ë�� >&P.27-4>'�
�>�|�g ��+¬�·$×�_��#.�I�€�S7x7³
�Ó�µ�­�î�ª�b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�� >&P.27-5>' �†�g!·�K�Z�C�T�I�8��

• �›7x7³�š�Ü�”�_�”�¡�­�«�[�A�•�Ø�î�¨�†�ô�u�
�Ø�î�¨�>�|�g�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†4:���8�B�K
�r�M��0ò(ý�_�X�8�Z�c�
 ��7x7³�_�”�¡�­�«�[�A�•�Ø�î�¨  �¢�Ý�î�É�� >&P.27-10>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È�Þ�–�¡7x7³>& Policy, Virus, and Outbreak 
Quarantines>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ï�Ü�©�î7x7³�b3ã�•>& Add Policy Quarantine>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �_���†
°�Š�K�r�M��

���b!l�†*ƒ�Ö�K�Z�C�T�I�8��

• 7x7³�b�¡�S�c�š�f�[�A�r�O�‡��

• 7x7³�¹�•�«�¡8•�æ�@�M�¼�_�^�W�S���œ�[�v�
�æ���K�S�–�Ñ�‡6ë�b)
�¢�S�_�G�b7x7³�Ó�µ�­�î�ª�† ��
#.�I�€�S�C�^�8 ���œ�
 [ �Ó�µ�­�î�ª�_�P�K�Z�¹�Ç�›�Ý�º�b�”�¡�©�Ù�å�†4:#Ý�K�Z'5�A��5��†�Q�x�M

>&Free up space by applying default action on messages upon space overflow>' ] �b4E�¥�†0Ž7V�K�r
�M��

�G�b�œ�É�©�Ù�å�c�M�m�Z�b7x7³�[�c4E�¥�K�^�8�[�C�T�I�8���©�«�¸�Ò�c�
�a�^�C�\�v  1 �X�b7x7³�š
�Ü�”�?�}�Ó�µ�­�î�ª�†�P7V�K�Z�
8•�æ�†&��–�M�•�²0[�@�6�~�r�M��

• �¹�Ç�›�Ý�º  �”�¡�©�Ù�å�\�K�Z  [ �Ü�Ü�î�«>& Release>' ] �†4E�¥�M�•�\�
�–�Ñ�‡6ë�@)�4#�M�•�S�_�Ü
�Ü�î�«�I�€�•�Ó�µ�­�î�ª�_4:#Ý�I�€�•3ã�•�b�”�¡�©�Ù�å�†�æ���[�A�r�M��

�œ�É�©�Ù�å �_��  

�ó�¡�b�š�f>& Modify Subject>' 3ã�•�M�•�¸�Ÿ�«�º�†
°�Š�K�
�Q�b�¸�Ÿ�«�º�†
–�b�Ó�µ�­�î�ª
�b�ó�¡�b�S�\�‹�•�b�]�U�}�_3ã�•�M�•�?�†4E�¥�K�r�M��

�S�\�<�d�
�w�™*…�_�Y4:�)�^�¥�å�¸�å�¶�†�µ�t�•+��ö�@�6�•
�Ó�µ�­�î�ª�[�6�•�G�\�†1™�Ì�K�r�M��

>&�@>' 8�  ASCII �e�Ð�†�µ�t�ó�¡�†�G�K�C/²&g�M�•�S�u�_�

�ó�¡�c  RFC 2047 �_�‘�W�Z/²0°�I�€�Z�8�•�²0[�@�6
�~�r�M��

X-Header �b3ã�•>& Add X-Header>' X-Header �[�c�Ó�µ�­�î�ª�[��/œ�I�€�S�”�¡�©�Ù�å�†0°6��[
�A�r�M���G�€�c�S�\�<�d�
"I���b�Ó�µ�­�î�ª�@4Ä�™�I�€�S#.
#ä�_�X�8�Z�b!·�
�†��#.�M�•7•�_�z'g�X���œ�@�6�~�r�M��

�¡�S�\�Í�†
°�Š�K�r�M��

�[>8 

Name =Inappropriate-release-early 

Value = True 

�ç�Ü�Ç�“�–�Ý�b�P7V>& Strip 
Attachments>'

�ç�Ü�Ç�“�–�Ý�†�P7V�M�•�\�
�G�b�|�:�^�Ç�“�–�Ý�p�_�Ñ�~�M
�•�•+��ö�b�6�•�˜�–�Ý�«�?�}�–1¤�K�r�M��
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.
�«�¸�µ�É 4 �G�b7x7³�š�Ü�”�_�”�¡�­�«�•+��^�Ø�î�¨�†�æ���K�Z�C�T�I�8��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

���b�8��  
�Ó�µ�­�î�ª�>�|�g�¥�å�¸�å�¶  �Ç�•�Ý�±�
�Ó�µ�­�î�ª�†7x7³�š�Ü�”�_&ã�·�M�•  DLP �Ó�µ�­�î�ª  �”�¡�©�Ù
�å�†�8�B�K�r�M�� '¨ 9 'v���Ó�µ�­�î�ª  �Ç�•�Ý�±�†�Q#Ý�K�S7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b4:#Ý�� �
 '¨ 11 'v���¥
�å�¸�å�¶  �Ç�•�Ý�±�� �
�>�|�g ���Ó�µ�­�î�ª  �”�¡�©�Ù�å�� >&P.15-33>' �†�g!·�K�Z�C�T�I�8��

�Ï�Ü�©�î�
�˜�–�Ý�«�
�”�˜�º�È�Þ�–�¡7x7³�b0¿���b)…7Ÿ�‰�2  

>&�@>' • 7x7³�b�¡�S�c�š�f�[�A�r�O�‡��

• ���–�Ñ�‡6ë�l�b�ì6ë1*�Z�b�s8j�� >&P.27-5>' �v�g!·�K�Z�C�T�I�8��

7x7³�b0¿���†�š�f�M�•�_�c�
 [ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È�Þ�–�¡7x7³
>&Policy, Virus, and Outbreak Quarantines>' ] �†4E�¥�K�
7x7³�¡�†�¡�Ü�µ�¡�K�r�M��

�Ç�•�Ý�±�>�|�g�Ó�µ�­�î�ª  �”�¡�©�Ù�å�_�m�~�\�Z�•7x7³�†�ô���M�•  
7x7³�_6õ4��Ü�E�}�€�Z�8�•�Ó�µ�­�î�ª  �Ç�•�Ý�±�
�¥�å�¸�å�¶  �Ç�•�Ý�±�>�|�g  DLP �Ó�µ�­�î�ª  �”�¡
�©�Ù�å�†/²&g�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È�Þ�–�¡7x7³>& Policy, Virus, and Outbreak 
Quarantines>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 &�1��M�•�Ï�Ü�©�î7x7³�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ì�î�ª�b�W4Š�r�[�«�¡�ß�î�Ý�K�
 [ 6õ4��Ü�E�}�€�S�Ó�µ�­�î�ª�Ç�•�Ý�± / �¥�å�¸�å�¶  �Ç�•�Ý�± /DLP 
�Ó�µ�­�î�ª�”�¡�©�Ù�å>& Associated Message Filters/Content Filters/DLP Message Actions>' ] �†!·�
�K
�r�M��

�Ø�î�¨  �_��

�ß�î�•�Ý  �Ø�î�¨  �ß�î�•�Ý  �Ø�î�¨  �Ü�«�º�_�c�
7x7³�š�Ü�”�_�”�¡�­�«�[�A�•�ß�î�Ý�†�â�X�Ø�î
�¨�T�E�@�µ�r�€�r�M��

�M�m�Z�b'ö#.*…�c7x7³�_�M�m�Z�b�”�¡�­�«�’7H�†�â�X�S�u�
�Ü�«�º�[�c'ö#.
*…�’7H�†�â�X�Ø�î�¨�†7V�¥�K�r�M��

�¥4Š1�0É�I�€�S�Ø�î
�¨  

�¥4Š1�0É�†0¿���M�•�²0[�@�6�~�r�M��

�•�«�±�Ò  �Ø�î�¨  �ß�î
�Ý 

�G�b�œ�É�©�Ù�å�c�
7x7³�l�b�”�¡�­�«�’7H�†�â�X�a�^�C�\�v  1 �X�b�•�«�±�Ò  
�Ø�î�¨  �ß�î�Ý�†�8�B�K�Z�8�•���œ�_�b�s/²&g�I�€�r�M��
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.
�Ï�Ü�©�î7x7³�b�P7V�_�X�8�Z  
• �Ï�Ü�©�î7x7³�†�P7V�M�•�S�_�
�”�¡�¸�•�È�^�Ç�•�Ý�±�r�S�c�Ó�µ�­�î�ª  �”�¡�©�Ù�å�\6õ4��Ü�E�}

�€�Z�8�•�?�]�:�?�†&�1��K�r�M��  ���Ç�•�Ý�±�>�|�g�Ó�µ�­�î�ª  �”�¡�©�Ù�å�_�m�~�\�Z�•7x7³�†�ô��
�M�•�� >&P.27-7>' �†�g!·�K�Z�C�T�I�8��

• �Ç�•�Ý�±�r�S�c�Ó�µ�­�î�ª  �”�¡�©�Ù�å�_�m�~�\�Z�}�€�Z�8�•���œ�[�v�
�Ï�Ü�©�î7x7³�†�P7V�[�A
�r�M��

• '5�[�^�87x7³�†�P7V�M�•���œ�
�¹�•�«�¡�@�8�W�e�8�_�^�W�S7•�_�Ó�µ�­�î�ª�†�P7V�K�^�8�œ�É�©�Ù
�å�†4E�¥�K�S���œ�[�v�
7x7³�[��*O�I�€�S�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�c�M�m�Z�b�Ó�µ�­�î�ª�_4:#Ý�I
�€�r�M��  ��+¬�·$×�_��#.�I�€�S7x7³�Ó�µ�­�î�ª�b�¹�Ç�›�Ý�º  �”�¡�©�Ù�å�� >&P.27-5>' �†�g!·�K�Z�C�T
�I�8��

• �Ç�•�Ý�±�r�S�c�Ó�µ�­�î�ª  �”�¡�©�Ù�å�\6õ4��Ü�E�}�€�S7x7³�†�P7V�K�S�‹�
�Ç�•�Ý�±�r�S�c�Ó�µ
�­�î�ª  �”�¡�©�Ù�å�_�|�~7x7³�I�€�S�Ó�µ�­�î�ª�c�•�(8®7x7³�_3æ�}�€�r�M��7x7³�†�P7V�M�•�S�_�

�•�(8®7x7³�b�¹�Ç�›�Ý�º0¿���†�•�«�±�Ð�–�¬�M�•�²0[�@�6�~�r�M��

• �•�(8®7x7³�c�P7V�[�A�r�O�‡��

7x7³�b�«�¸�î�±�«�
��5��
�”�¡�¸�•�Å�¸�•�b�Ô�½�±�Ü�å�¢  


Æ��  �ï�8
Æ��  

�«�Ã�Ò7x7³�è�¥�b�M�m�Z�b7x7³�[#'�~
�Q#Ý�[�A�•8•�æ  

[ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È
�Þ�–�¡7x7³>& Policy, Virus, and Outbreak Quarantines>' ] �†
4E�¥�K�
/²�b%?�W�†�g!·�K�Z�C�T�I�8��

#'�~�M�m�Z�b7x7³�@�Q#Ý�K�Z�8�•�œ0£
��5�   

[ �Ô�½�±>&Monitor>' ] > [ �©�«�¸�Ò  �«�¸�î�±�«>& System 
Status>' ] �†4E�¥�K�
 [ 7x7³�_�Q#Ý�I�€�•�Ÿ�×�î  �«�Ì�î�«

>&Queue Space Used by Quarantine>' ] �†�H�K�r�M��

#'�~�›7x7³�_�Q#Ý�I�€�Z�8�•��5�  [ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È
�Þ�–�¡7x7³>& Policy, Virus, and Outbreak Quarantines>' ] �†
4E�¥�K�
7x7³�¡�†�¡�Ü�µ�¡�K�Z�
7x7³�b�¡�S�b%$�W�_�6�•/²
�b/œ�[�
�G�b�_���†�è(ô�K�r�M��  

#'�~�M�m�Z�b7x7³�_�6�•�Ó�µ�­�î�ª�b
)r�X   

[ �Ô�½�±>&Monitor>' ] > [ �©�«�¸�Ò  �«�¸�î�±�«>& System 
Status>' ] �†4E�¥�K�
 [ 7x7³
Æ�b�”�¡�¸�•�È  �Ó�µ�­�î�ª

>&Active Messages in Quarantine>' ] �†�H�K�r�M��

#'�~�›7x7³�_�6�•�Ó�µ�­�î�ª�X [ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È
�Þ�–�¡7x7³>& Policy, Virus, and Outbreak Quarantines>' ] �†
4E�¥�K�
0ñ�\�b7x7³/œ�†/²�[�H�K�r�M��  

�M�m�Z�b7x7³�_�|�•)r  CPU �Q#Ý"á  [ �Ô�½�±>&Monitor>' ] > [ �©�«�¸�Ò  �«�¸�î�±�«>& System 
Status>' ] �†4E�¥�K�
 [CPU �Q#Ý"á>&CPU Utilization>' ] �­�¡
�©�Ù�å�†&�1��K�r�M��

�q�‹�b�Ó�µ�­�î�ª�@�›7x7³�_3æ�™�I�€
�S�¥�ì>&7x7³6ë�b&ã�·�†7V�C>'

[ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È
�Þ�–�¡7x7³>& Policy, Virus, and Outbreak Quarantines>' ] �†
4E�¥�K�
0ñ�\�b7x7³/œ�†/²�[�H�K�r�M��  
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.
�Ï�Ü�©�î7x7³�b�Ã�Ç�›�î�Ð�å�«  
�Ï�Ü�©�î7x7³�š�Ü�”�_�–�Ñ�I�€�S�Ó�µ�­�î�ª�c�
�Á�î�»  �»�Û�–�È��5��_�•�<�Z�
�©�«�¸�Ò  �Ó�Ô�Ü�†�Q
#Ý�K�r�M�� 1 �X�b�”�É�Û�–�”�å�«�b�Ï�Ü�©�î7x7³�š�Ü�”
Æ�[�X���S�Ó�µ�­�î�ª�†�–�Ñ�M�•�\�
4#�k�^�Ó
�Ô�Ü�Q#Ý�_�|�~�”�É�Û�–�”�å�«�b�Ã�Ç�›�î�Ð�å�«�@�*�W�M�•�G�\�@�6�~�r�M���”�É�Û�–�”�å�«�[�b�Ó�µ
�­�î�ª�b7x7³�
�P7V�
�>�|�g0Ž�:�_�|�~�¨�C�b�ì6ë�@�²0[�_�^�•�S�u�
�Ó�µ�­�î�ª��#.�b3ÿ�Ø�@�*�W
�K�
7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å�@�ð k�K�r�M��

�©�«�¥�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@�† =�Þ�î�º�[7Á�Ê�Ó�î�Ý�†��#.�[�A�•�|�:�_�Ï
�Ü�©�î7x7³�[�–�Ñ�M�•�Ó�µ�­�î�ª�†�¹�’  20,000 �• 6�_�M�•�G�\�†�N�á�K�r�M��

7x7³�b�Ó�µ�­�î�ª�X�†1*�m�•�_�c�
 ��7x7³�b�«�¸�î�±�«�
��5��
�”�¡�¸�•�Å�¸�•�b�Ô�½�±�Ü�å�¢��
>&P.27-8>' �†�g!·�K�Z�C�T�I�8��

7x7³�b�¹�•�«�¡8•�æ�b�Q#Ý"g�#�_�X�8�Z�b�”�Û�î�º  
�Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�b�œ0£��5��@  75% �è�V�
 85% �è�V�>�|�g  95% 
�è�V�_�^�•�\�
�”�Û�î�º�@3æ�™�I�€�r�M���G�b�³�™�µ�¡�c�
�Ó�µ�­�î�ª�@7x7³�š�Ü�”�_
°�€�}�€�S�\�A
�_��/œ�I�€�r�M���S�\�<�d�
�Ó�µ�­�î�ª�@7x7³�_3ã�•�I�€�S�\�A�_7x7³�š�Ü�”�b�œ0£�§�–�¬�@�æ����5�
�b  75% �è�V�_�Q�•�M�•�\�
�”�Û�î�º�@3æ�™�I�€�r�M��

�”�Û�î�º�b0ò(ý�_�X�8�Z�c�
  '¨ 29 'v���”�Û�î�º�� �†�g!·�K�Z�C�T�I�8��

�Ï�Ü�©�î7x7³�\�ß� �å�¢

AsyncOS �_�|�~�
7x7³�I�€�•�M�m�Z�b�Ó�µ�­�î�ª�@�¶�9�_�ß� �å�¢�I�€�r�M��

Info: MID 482 quarantined to "Policy" (message filter:policy_violation)

�Ó�<
Æ�_�c�
�Ó�µ�­�î�ª�†7x7³�I�O�S�Ó�µ�­�î�ª  �Ç�•�Ý�±�r�S�c�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��b�Ý�î
�Ý�@���Š�I�€�r�M���Ó�µ�­�î�ª�@
°�€�}�€�•7x7³�H�\�_"‚'g�K�S�ß�¢  �š�å�º�Ü�@#Õ�B�I�€�r�M��

�r�S�
 AsyncOS �_�|�~�
7x7³�š�Ü�”�?�}7V�d�I�€�•�Ó�µ�­�î�ª�v�¶�9�_�ß� �å�¢�I�€�r�M��

Info: MID 483 released from quarantine "Policy" (queue full) 

Info: MID 484 deleted from quarantine "Anti-Virus" (expired)  

�Ó�µ�­�î�ª�@�M�m�Z�b7x7³�š�Ü�”�?�}7V�d�I�€�
�ö
²�_�P7V�I�€�•�?�
4Ä�™#Ý�_�«�£�ª�×�î�Ý�I�€�•
�\�
�Q�€�}�b�Ó�µ�­�î�ª�c�©�«�¸�Ò�_�|�W�Z���b�|�:�_�¶�9�_�ß� �å�¢�I�€�r�M��

Info: MID 483 released from all quarantines 

Info: MID 484 deleted from all quarantines 

�Ï�Ü�©�î7x7³�@�8�B�I�€�S�¥�ì  [ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È
�Þ�–�¡7x7³>& Policy, Virus, and Outbreak Quarantines>' ] �†
4E�¥�K�
7x7³�¡�†�¡�Ü�µ�¡�K�Z�
7x7³�b�¡�S�b%$�W�_�6�•/²
�b/œ�[�
�G�b�_���†�è(ô�K�r�M��  

�8�B�¥�>�|�g�8�B*…�b�¡�S�c�
�©�«�¸�Ò�@�8�B�K�S7x7³�[�c
�Q#Ý�[�A�r�O�‡��

�Ï�Ü�©�î7x7³�b�8�B*…�b�¡�S  

7x7³�_6õ4��Ü�E�}�€�S�Ç�•�Ý�±�>�|�g
�Ó�µ�­�î�ª  �”�¡�©�Ù�å  

���Ç�•�Ý�±�>�|�g�Ó�µ�­�î�ª  �”�¡�©�Ù�å�_�m�~�\�Z�•7x7³�†
�ô���M�•�� >&P.27-7>' �†�g!·�K�Z�C�T�I�8��
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b'ö#.
�Ó�µ�­�î�ª�@
Ì�@
°�I�€�•�\�
�‚�K�8�Ó�µ�­�î�ª  ID>&MID >'�†�â�X�‚�K�8�Ó�µ�­�î�ª  �œ�È�ª�™�¡�º�@
�©�«�¸�Ò�_�|�W�Z�8�B�I�€�r�M���G�b�G�\�c�
���b�|�:�_�‚�K�8  MID�� by /œ���@�6�•�¤�Ñ�b�ß�¢  �Ó�µ
�­�î�ª�†�Q#Ý�K�Z�ß� �å�¢�I�€�r�M��

Info: MID 483 rewritten to 513 by System Quarantine

�Ó�µ�­�î�ª��#.�8���b�Ú�b�Ø�î�¨�l�b�(4Ä  
�Ó�µ�­�î�ª�b��#.�>�|�g&�1��±�«�¡�†�
�Ú�b'ö#.*…�Ø�î�¨�l�(4Ä�M�•�G�\�@�[�A�r�M�����_�[�†&g�K�r
�M��

• �Ç�¦4Š6Û�b�³�î�Ò�c�Ï�Ü�©�î7x7³�b&�1��\'ö#.�@�[�A�r�M��

• �2�»4Š6Û�b�³�î�Ò�c  Confidential Material 7x7³�†'ö#.�[�A�r�M��

7x7³�b0¿���†�æ���M�•7•�_�
�G�€�}�b�Ø�î�¨�_�”�¡�­�«�’7H�†�m�~�\�Z�r�M��7x7³�_�Ø�î�¨�†3ã�•�M�•
�_�c�
3ã�•�M�•�Ø�î�¨�@�M�[�_�Ñ�~�K�Z�8�•�²0[�@�6�~�r�M��

�›�Ø�î�¨�c�
�M�m�Z�r�S�c�M4Š�b7x7³�_�”�¡�­�«�[�A�•�|�:�_�M�•�G�\�v�
�r�W�S�C�”�¡�­�«�[�A�^�8
�|�:�_�M�•�G�\�v�[�A�r�M��7x7³�b7�0t�†0Á�•�I�€�Z�8�^�8�Ø�î�¨�_�P�K�Z�c�
 GUI �r�S�c  CLI �b7x
7³�b�Ü�«�º/²&g�b�]�b���d�[�v�
�Q�b7x7³�b�Ñ�~�c�M�)/²&g�I�€�r�O�‡��

6õ4�8o%  
• ��7x7³�_�”�¡�­�«�[�A�•�Ø�î�¨  �¢�Ý�î�É�� >&P.27-10>'

• ���Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�M�•�8���� >&P.28-1>' 

• ���¥4Š1�0É>&External Authentication>'��>&P.28-21>'

• ���$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.�� >&P.28-7>' 

7x7³�_�”�¡�­�«�[�A�•�Ø�î�¨  �¢�Ý�î�É  

�Ø�î�¨�@7x7³�_�”�¡�­�«�[�A�•�|�:�_�M�•7•�_�
��/œ�[�A�•�”�¡�©�Ù�å�c�Ø�î�¨  �¢�Ý�î�É�H�\�_$��^
�~�r�M��

• 'ö#.*…�¢�Ý�î�É�b�Ø�î�¨�c�
7x7³�š�Ü�”�b�8�B�
0¿���
�P7V�
7Ÿ(Ù�ì�
�>�|�g7x7³�I�€�S�Ó�µ�­�î
�ª�†'ö#.�M�•�G�\�@�[�A�r�M��

• �œ�Ì�Þ�î�±�
�¤�«�º�
1��s3¸�s�S#Ý�œ�Ì�Þ�î�±�
�Ê�Ý�É  �¹�«�¡  �Ø�î�¨�>�|�g7x7³'ö#.�’7H�†�â�X
�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�c�
7x7³�š�Ü�”
Æ�b�Ó�µ�­�î�ª�b�è(ô�
7�0t�>�|�g��#.�@�•+��[�M�@�
7x
7³�b0¿���š�f�
�8�B�
�P7V�
�r�S�c7Ÿ(Ù�M�•�G�\�c�[�A�r�O�‡���›7x7³�_�]�b�Ø�î�¨�@�”�¡�­�«�[
�A�•�?�†�æ���K�r�M��

• Technicians �¢�Ý�î�É�_�“�M�•�Ø�î�¨�c7x7³�_�”�¡�­�«�[�A�r�O�‡��

�r�S�
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�>�|�g�¹�î�±�˜�»75�F�^�]�
6õ4��µ+��b�”�¡�­�«�’7H�_�|�W�Z�
 [ 7x7³
>&Quarantine>' ] �Ì�î�ª�[/²&g�I�€�•�œ�É�©�Ù�å�>�|�g�_���@�š�ƒ�~�r�M���S�\�<�d�
�Ó�µ�­�î�ª  �º
�Û�µ�Ÿ�å�¢�_�”�¡�­�«�[�A�^�8�Ø�î�¨�b���œ�
�Q�b�Ø�î�¨�_�c�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢  �Ü�å�¡�>�|�g
7x7³�I�€�S�Ó�µ�­�î�ª�_6õ�M�•�_���@/²&g�I�€�r�O�‡��
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�r�S�c�”�˜�º�È�Þ�–�¡7x7³�b�Ó�µ�­�î�ª�b�ï�8
�¡�Û�«�±0¿���_�>�E�•�Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³�_
�X�8�Z  

7Ÿ�p'ö#.�b�S�u�_�¡�Û�«�±�[7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†�_
°�M�•���œ�
7x7³�š�Ü�”�b
�¹�•�«�¡8•�æ�@�Ô�¹�Ý�_�|�W�Z$��^�•�S�u�
�Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È�Þ�–�¡7x7³�c�Ð�©�å  
�Þ�Ë�Ý�[�b�s0¿���[�A�r�M��

�Ï�Ü�©�î�
�˜�–�Ý�«�
�”�˜�º�È�Þ�–�¡7x7³�b0¿���b7Ÿ(Ù�‰�2  
�©�«�¥�b�¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�V�[�Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–
�¡7x7³�†�p�¸7Ÿ�p�º�_�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���M
–�ì�I�€�S�Ï�Ü�©�î�
�˜�–�Ý�«�
�”�˜�º�È�Þ�–
�¡7x7³�_�X�8�Z�� >&P.38-4>' �>�|�g�>�Q�8�b�­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�b�Ø�î�¨  �Ð�½�×�”�Ý�†�g
!·�K�Z�C�T�I�8��

�Ï�Ü�©�î�
�˜�–�Ý�«�
�r�S�c�”�˜�º�È�Þ�–�¡7x7³�b�Ó�µ�­�î
�ª�b�ï�8

• ��7x7³�š�Ü�”
Æ�b�Ó�µ�­�î�ª�b/²&g�� >&P.27-11>' 

• ���Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b�Ó�µ�­�î�ª�b�è(ô�� >&P.27-12>'

• ���m�·�[7x7³�Ó�µ�­�î�ª�†��#.�� >&P.27-13>'

• ��0
�X�b7x7³�š�Ü�”�_�6�•�Ó�µ�­�î�ª�� >&P.27-14>'

• ���Ó�µ�­�î�ª�b0ò(ý�>�|�g�Ó�µ�­�î�ª
Æ���b/²&g�� >&P.27-15>'

• ��7x7³�I�€�S�Ó�µ�­�î�ª�b
Ì�«�Ÿ�Õ�å�_�X�8�Z�� >&P.27-18>'

• ���”�˜�º�È�Þ�–�¡7x7³�� >&P.27-18>'

7x7³�š�Ü�”
Æ�b�Ó�µ�­�î�ª�b/²&g  

% $× �ï�8
Æ��  

7x7³�š�Ü�”�b�M�m�Z�b�Ó�µ�­�î�ª�†/²
&g�M�•

[ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È
�Þ�–�¡7x7³>& Policy, Virus, and Outbreak Quarantines>' ] �†4E
�¥�K�r�M��  

/²�b6õ4��M�•7x7³�b/œ�[�
 [ �Ó�µ�­�î�ª>& Messages>' ] �4�b
7÷�8$��•�†�¡�Ü�µ�¡�K�r�M��

�”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�b�Ó�µ�­�î
�ª�†/²&g�M�•  

• [ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜
�º�È�Þ�–�¡7x7³>& Policy, Virus, and Outbreak 
Quarantines>' ] �†4E�¥�K�r�M��  

/²�b6õ4��M�•7x7³�b/œ�[�
 [ �Ó�µ�­�î�ª>& Messages>' ] 
�4�b7÷�8$��•�†�¡�Ü�µ�¡�K�r�M��

•  ���Ý�î�Ý  �§�Ð�Ü�î�_�|�•'ö#.�Ü�å�¡�� >&P.27-19>' �†�g!·
�K�Z�C�T�I�8��
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�r�S�c�”�˜�º�È�Þ�–�¡7x7³�b�Ó�µ�­�î�ª�b�ï�8
7x7³�I�€�S�Ó�µ�­�î�ª�>�|�g�\7•�e�Ð�­�µ�º

�Ó�µ�­�î�ª�b�ó�¡�_�\7•�e�Ð�­�µ�º>& 2 �Â�–�º�
�•�š6×�
�>�|�g8�  ASCII �b'¢�•�ì>'�b�e�Ð�@�µ�r�€
�•���œ�
 [ �Ï�Ü�©�î7x7³>& Policy Quarantine>' ] �Ì�î�ª�[�c�
8�  ASCII �e�Ð�b�ó�¡/œ�@�Ÿ�•�ì�I�€�S�g
�'�[/²&g�I�€�r�M��

�Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b�Ó�µ�­�î�ª�b�è(ô  

>&�@>' • �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È�Þ�–�¡7x7³�b�è(ô�[�c�
�«�Ã�Ò7x7³�Ó�µ�­�î�ª�c0b�X�?�~�r�O
�‡��

• �Ø�î�¨�c�
�”�¡�­�«�[�A�•7x7³�Ó�µ�­�î�ª�T�E�†�è(ô�>�|�g/²&g�M�•�G�\�@�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ô�½�±>&Monitor>' ] > [ �Ï�Ü�©�î�
�˜�–�Ý�«�>�|�g�”�˜�º�È�Þ�–�¡7x7³>& Policy, Virus, and Outbreak 
Quarantines>' ] �†4E�¥�K�r�M��  

�«�¸�µ�É 2 [ 7x7³
²�/�†�è(ô>& Search Across Quarantines>' ] �Î�±�å�†�¡�Ü�µ�¡�K�r�M��

�Ä�å�º �”�˜�º�È�Þ�–�¡7x7³�_�P�K�Z�
�›�”�˜�º�È�Þ�–�¡  �Ý�î�Ý�_�|�W�Z7x7³�I�€�S�M�m�Z�b�Ó�µ�­�î
�ª�v�è(ô�[�A�r�M���”�˜�º�È�Þ�–�¡  �¸�î�È�Ý/œ�[  [ �Ý�î�Ý  �§�Ð�Ü�î�_�|�•'ö#.>& anage by Rule 
Summary>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M

�«�¸�µ�É 3 �è(ô�M�•7x7³�†4E�¥�K�r�M��

�«�¸�µ�É 4 >&�õ�–>'�Ú�b�è(ô�²�ó�†
°�Š�K�r�M��

• [ �š�å�Ë�ß�î�É3æ�™*…>&Envelope Sender>' ] �>�|�g  [ �š�å�Ë�ß�î�É�w�™*…>& Envelope Recipient>' ] 
�_�c�õ�–�b�e�Ð�†
°�Š�[�A�r�M���š�å�º�Ü�b�è0É�c��/œ�I�€�r�O�‡��

7x7³�š�Ü�”�b�Ó�µ�­�î�ª�b�Ü�«�º
Æ�[
&ã�·�M�•

[ �S�l>& Previous>' ]�
 [ ���l>& Next>' ]�
�Ì�î�ª$��•�r�S�c�§
5�%®�3�b�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M���§5�%®�3�†�Q#Ý�M�•�\�

�Ü�«�º�b
›8Œ>& [<<]>'�r�S�c�q�‹>& [>>]>'�b�Ì�î�ª�_&ã�·�K
�r�M��

7x7³�š�Ü�”�b�Ó�µ�­�î�ª�b�Ü�«�º�†
�¯�î�º�M�•

�•�Û�Ò0b���K�†�¡�Ü�µ�¡�K�r�M>&�•�Û�Ò�_0
�X�b8o% �@�µ�r
�€�•���œ�\  [ �Q�b�Ú�b7x7³>&In other quarantines>' ] �•�Û�Ò�†
7V�C>'��

�¸�î�È�Ý  �•�Û�Ò�b�§�–�¬�†�š�f�M�•  �•�Û�Ò0b���K6ë�b�C#ú)z�†�»�Û�µ�¢�K�r�M��

�Ó�µ�­�î�ª�b7x7³�b�N�I�\�^�•�¥�å�¸
�å�¶�†/²&g�M�•  

 ���M+´�K�S
Æ���b/²&g�� >&P.27-15>' �†�g!·�K�Z�C�T�I�8��

% $× �ï�8
Æ��  
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�r�S�c�”�˜�º�È�Þ�–�¡7x7³�b�Ó�µ�­�î�ª�b�ï�8
• �è(ô)��Ý�_�c�
�æ���K�S�²�ó�b �M�m�Z�_ �M+´�M�•�Ó�µ�­�î�ª�T�E�@�µ�r�€�r�M���S�\�<�d�
 [ �š�å
�Ë�ß�î�É�w�™*…>&Envelope Recipient>' ] �>�|�g  [ �ó�¡>& Subject>' ] �†�æ���K�S���œ�c�
 [ �š�å�Ë
�ß�î�É�w�™*…>&Envelope Recipient>' ] �>�|�g  [ �ó�¡>& Subject>' ] �_�æ���I�€�S�"1��b�g�‰�_�M+´�M
�•�Ó�µ�­�î�ª�T�E�@3É�I�€�r�M��

���b�8��  
�G�€�}�b�è(ô)��Ý�c�
7x7³�b�Ü�«�º�†�Q#Ý�M�•�b�\� �]�_�Q#Ý�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���m�·�[7x
7³�Ó�µ�­�î�ª�†��#.�� >&P.27-13>' �†�g!·�K�Z�C�T�I�8��

�m�·�[7x7³�Ó�µ�­�î�ª�†��#.

�m�·�[�Ó�µ�­�î�ª�†��#.�M�•���œ�c�
 [ �Ó�µ�­�î�ª  �”�¡�©�Ù�å>& Message Actions>' ] �Ì�î�ª�?�}�Ó�µ
�­�î�ª�b�Ó�µ�­�î�ª  �”�¡�©�Ù�å�†�m�·�[4E�¥�K�r�M��

>&�@>' RSA Enterprise Manager �†�_
°�K�Z�8�€�d�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �r�S�c  
Enterprise Manager �[�
7x7³�I�€�S�Ó�µ�­�î�ª�†/²&g�[�A�r�M�@�
�Ó�µ�­�î�ª�_�”�¡�©�Ù�å�†��/œ�M�•
�_�c  Enterprise Manager �†�Q#Ý�K�r�M�� Enterprise Manager �_�X�8�Z�c�
  '¨ 15 'v���¹�î�±�˜�»75�F��
�†�g!·�K�Z�C�T�I�8��  

�Ó�µ�­�î�ª�[���b��#.�†��/œ�M�•�G�\�@�[�A�r�M��

• �P7V 

• �Ü�Ü�î�«

• 7x7³�š�Ü�”�[�£���K�Z�8�S)
�¢�b4���

• �æ���K�S7Á�Ê�Ó�î�Ý  �”�»�Þ�«�_�Ó�µ�­�î�ª�b�¥�Æ�î�†3æ�™�M�•  

• �6�•7x7³�š�Ü�”�?�}�9�b7x7³�š�Ü�”�_�Ó�µ�­�î�ª�†&ã�·�M�•  

3û�–�
���b��/œ�ì�_/²&g�I�€�S�Ü�«�º�b�Ó�µ�­�î�ª�_��#.�†/œ�:�G�\�@�[�A�r�M���S�T�K�
�M�m�Z�b"g
�#�[�M�m�Z�b�”�¡�©�Ù�å�@�Q#Ý�[�A�•�ƒ�E�[�c�6�~�r�O�‡��
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Æ�b  [ �Ó�µ�­�î�ª�•�e>& message body>' ] �†�¡�Ü�µ�¡�M�•�G�\�_�|�~�
�Ó�µ�­�î�ª�•�e�†�²
�˜�å�ß�î�»�M�•�G�\�v�[�A�r�M��

�˜�–�Ý�«�b�è��

�Ó�µ�­�î�ª�@�˜�–�Ý�«�_�¤���K�Z�8�^�8�?�]�:�?�†�è���M�•�_�c�
 [ �¸�«�º6ä��>& Start Test>' ] �†�¡
�Ü�µ�¡�K�r�M���”�å�³�˜�–�Ý�«  �©�¢�½�³�Õ�@�q�‚�b�v�b�[�6�•�G�\�†&�1��[�A�•�r�[�
�Ó�µ�­�î�ª�b
�–'ö�_7x7³�†�Q#Ý�K�r�M��
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'¨  27 'v       7x7³
  �Ï�Ü�©�î�
�˜�–�Ý�«�
�r�S�c�”�˜�º�È�Þ�–�¡7x7³�b�Ó�µ�­�î�ª�b�ï�8
�˜�–�Ý�«�b�è���[�c�
�œ�Ü�ª�¼�Ý�b�Ó�µ�­�î�ª�[�c�^�C�
�Ó�µ�­�î�ª�b�¥�Æ�î�@�”�å�³�˜�–�Ý�«  �š�å
�ª�å�_3æ�™�I�€�r�M���”�å�³�˜�–�Ý�«  �š�å�ª�å�b�8��)��Ý�c�
 [ 7x7³>&Quarantines>' ] �š�Ü�”�b�V�_/²
&g�I�€�r�M��

7x7³�I�€�S�Ó�µ�­�î�ª�b
Ì�«�Ÿ�Õ�å�_�X�8�Z  
7x7³�I�€�S�M�m�Z�b�Ÿ�×�î�?�}�Ó�µ�­�î�ª�@0Ž�:�I�€�•�\�A�
�”�É�Û�–�”�å�«�>�|�g�q�6�_�Ó�µ�­�î�ª
�†7x7³�K�S�Ó�î�Ý  �Ï�Ü�©�î�[�–�¿�î�È�Ý�_�I�€�Z�8�•�µ+��_�|�W�Z�
���b
Ì�«�Ÿ�Õ�å�@$Î#Õ�K�r�M��

• �Ï�Ü�©�î�>�|�g�˜�–�Ý�«7x7³�?�}0Ž�:�I�€�•�Ó�µ�­�î�ª�c�”�å�³�˜�–�Ý�«  �š�å�ª�å�_�|�W�Z
Ì�«
�Ÿ�Õ�å�I�€�r�M��

• �”�˜�º�È�Þ�–�¡7x7³�š�Ü�”�?�}0Ž�:�I�€�S�Ó�µ�­�î�ª�c�
�”�å�³�«�Ã�Ò�>�|�g�”�å�³�˜�–�Ý�«  �š
�å�ª�å�_�|�W�Z
Ì�«�Ÿ�Õ�å�I�€�r�M�� >&�”�˜�º�È�Þ�–�¡7x7³�_�>�E�•�Ó�µ�­�î�ª�b
Ì�«�Ÿ�Õ�å�_�X
�8�Z�c�
 '¨ 14 'v���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�� �†�g!·�K�Z�C�T�I�8>'  


Ì�«�Ÿ�Õ�å�ì�_�
�8��)��Ý�@�S�G�Q�b�Ó�µ�­�î�ª�†��#.�K�S�\�A�b�8��)��Ý�\�M+´�M�•���œ�
�Q�b�Ó�µ
�­�î�ª�c
Ì7x7³�I�€�r�O�‡��3ë�_�
�8���@$��^�•�\�
�Q�b�Ó�µ�­�î�ª�c�9�b7x7³�_3æ�™�I�€�•�•+��ö�@
�6�~�r�M��

�N#.$×�_�
�Ó�µ�­�î�ª�b7x7³�@!“7H�_)Þ�~3É�I�€�•�G�\�c�^�8�|�:�_�^�W�Z�8�r�M���S�\�<�d�
�Ó�µ
�­�î�ª�@�/�•�ì�I�€�Z�8�Z�
�Q�b)��Ý�
 Virus 7x7³�_3æ�™�I�€�•�\�K�r�M��'ö#.*…�@�Q�b�Ó�µ�­�î�ª�†
0Ž�:�K�Z�v�
�”�å�³�˜�–�Ý�«  �š�å�ª�å�c�r�T�Q�b�Ó�µ�­�î�ª�†�Ÿ�•�ì�[�A�r�O�‡���K�?�K�
�Q�b�Ó�µ
�­�î�ª�c
Ì7x7³�I�€�^�8�²0[�@�6�~�r�M��
Ì7x7³�I�€�•�\�Ý�î�É"g�Â�\�^�~�
�Q�b�Ó�µ�­�î�ª�c7x7³�š
�Ü�”�?�}�r�W�S�C0Ž�:�I�€�^�C�^�~�r�M�� 2 �G�\�v�8���c� �L)��Ý�_�^�•�b�[�
�©�«�¸�Ò�c  2 �G�u�_�c  
Virus 7x7³�†!“0i�K�r�M��

�”�˜�º�È�Þ�–�¡7x7³

�”�˜�º�È�Þ�–�¡7x7³�c�
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��b�w� �^�Û�–�­�å�«  �Ÿ�î�@
°�Š�I�€�Z�8�•���œ
�_�Ñ�~�K�r�M���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��[�c�
�K�A�8�Í�­�µ�º�_�‘�W�Z�Ó�µ�­�î�ª�@�”�˜�º�È�Þ
�–�¡7x7³�_3æ�™�I�€�r�M��0ò(ý�_�X�8�Z�c�
  '¨ 14 'v���”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�� �†�g!·�K�Z�C�T�I�8��  

�”�˜�º�È�Þ�–�¡7x7³�c�
�Ú�b7x7³�\� �]�b�µ+��†�â�U�
�Ó�µ�­�î�ª�†�è(ô�K�S�~�
�Ó�µ�­�î�ª�†0Ž�:�r
�S�c�P7V�K�S�~�^�]�[�A�r�M��

�”�˜�º�È�Þ�–�¡7x7³�_�c�
�Ú�b7x7³�[�c�Q#Ý�[�A�^�83ã�•�b�µ+��@�6�~�r�M>& [ �Ý�î�Ý  �§�Ð�Ü�î�_�|�•
'ö#.>&Manage by Rule Summary>' ] �Ü�å�¡�
�Ó�µ�­�î�ª�b0ò(ý�†/²&g�K�Z�8�•�\�A�b�©�«�¥�l�b3æ�™
�µ+��
�>�|�g�«�£�ª�×�î�Ý�I�€�S�–�Ñ�‡6ë�b)
�¢�¥�ì�[�è(ô)��Ý
Æ�b�Ó�µ�­�î�ª�†�j�m�p�<�•�œ�É�©�Ù
�å>'��

�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�µ+��b�Û�–�­�å�«�b�w� �‡7H�@�)�€�•�\�
�Ó�µ�­�î�ª�†�”�˜�º�È�Þ�–�¡7x7³
�_�Q�€�è�V3ã�•�[�A�^�C�^�~�r�M��7x7³�š�Ü�”
Æ�_#'�~�Ñ�~�M�•�Ó�µ�­�î�ª�b�–�Ñ�‡6ë�@)
�¢�K�Z�”�˜
�º�È�Þ�–�¡7x7³�@'5�_�^�•�\�
 GUI �b7x7³�Ü�«�º�_�”�˜�º�È�Þ�–�¡7x7³�c/²&g�I�€�^�C�^�~�r�M��

�”�˜�º�È�Þ�–�¡7x7³�b�Ó�µ�­�î�ª�b
Ì�«�Ÿ�Õ�å  

�”�˜�º�È�Þ�–�¡7x7³�_
°�€�}�€�S�Ó�µ�­�î�ª�c�
�‚�K�C
¶6ä�I�€�S�Ý�î�Ý�_�|�W�Z�v�:+#�>�[�c�^�8�\
0b�^�I�€�•�\�
+¬�·$×�_0Ž�:�I�€�r�M��

�”�É�Û�–�”�å�«�V�[�”�å�³�«�Ã�Ò�>�|�g�”�å�³�˜�–�Ý�«�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
�«�Ÿ�Õ�å  �š
�å�ª�å�c�
�Ó�µ�­�î�ª�_4:#Ý�I�€�•�Ó�î�Ý  �Ç�ß�î  �Ï�Ü�©�î�_�ö�Y�8�Z�
�”�˜�º�È�Þ�–�¡7x7³�?�}0Ž�:
�I�€�S�M�m�Z�b�Ó�µ�­�î�ª�†�«�Ÿ�Õ�å�K�r�M��
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'¨  27 'v       7x7³
  �«�Ã�Ò7x7³�b�+0[
�Ý�î�Ý  �§�Ð�Ü�î�_�|�•'ö#.�Ü�å�¡

7x7³�Ü�«�º�[�”�˜�º�È�Þ�–�¡7x7³�b�“�_�6�•  [ �Ý�î�Ý  �§�Ð�Ü�î�_�|�•'ö#.>& Manage by Rule 
Summary>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�Z�
 [ �Ý�î�Ý  �§�Ð�Ü�î�_�|�•'ö#.>& Manage by Rule Summary>' ] �Ì�î
�ª�†/²&g�K�r�M��7x7³�š�Ü�”
Æ�b�M�m�Z�b�Ó�µ�­�î�ª�_�P�K�
�Q�€�}�b�Ó�µ�­�î�ª�†7x7³�I�O�S�¤��75
�F�Ý�î�Ý�_�ö�Y�8�Z�Ó�µ�­�î�ª  �”�¡�©�Ù�å>& Release�
 Delete�
 Delay Exit>'�†��/œ�[�A�r�M���G�€�c�

�”�˜�º�È�Þ�–�¡7x7³�?�}�¨�X�b�Ó�µ�­�î�ª�†"&�Ü�E�•���œ�_4:�K�Z�8�r�M��0ò(ý�_�X�8�Z�c�
���b8o�†
�g!·�K�Z�C�T�I�8 �� [ �”�˜�º�È�Þ�–�¡7x7³>& Outbreak Quarantine>' ] �>�|�g  [ �Ý�î�Ý  �§�Ð�Ü�î�_�|�•'ö
#.>&Manage by Rule Summary>' ] �Å�×�î�� >&P.14-20>'��


�7g�ö�r�S�c�Y�B�^�Ó�µ�­�î�ª�†�©�«�¥�l���Ì

�”�˜�º�È�Þ�–�¡7x7³
Æ�b�Ó�µ�­�î�ª�_�X�8�Z�Ó�µ�­�î�ª�b0ò(ý�†/²&g�K�Z�8�•�\�A�

�7g�ö�r�S�c�Y�B
�^�Ó�µ�­�î�ª�†���Ì�M�•�S�u�_�Q�b�Ó�µ�­�î�ª�†�©�«�¥�l3æ�™�[�A�r�M��

�m8p 

�«�¸�µ�É 1 �”�˜�º�È�Þ�–�¡7x7³�š�Ü�”
Æ�b�Ó�µ�­�î�ª�b&ã�·  

�«�¸�µ�É 2 [ �Ó�µ�­�î�ª�b0ò(ý>& Message Details>' ] �­�¡�©�Ù�å�[�
 [ �©�«�¥�_�¥�Æ�î�†3æ�™�M�•>& Send a Copy to 
Cisco Systems>' ] �³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�r�M��

�«�¸�µ�É 3 [ 3æ�™>&Send>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�Ã�Ò7x7³�b�+0[  
AsyncOS 'ö#.*…�c�«�Ã�Ò7x7³�_�6�•�Ó�µ�­�î�ª�†�M�m�Z/²&g�[�A�r�M�@�
3û�–�
�Ó�µ�­�î�ª�b�w�™*…
�[�6�•�š�å�»  �Ø�î�¨�c�
7x7³�I�€�S�Ó�µ�­�î�ª�†�9�b  Web �–�å�±�î�Ç�™�–�«�†�Q#Ý�K�Z/²&g�[�A�r
�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �_�–�Ñ�I�€�•�ß�î�•�Ý  �«�Ã�Ò7x7³�r�S�c�9�b�©�«�¥�b�¥�å�¸
�å�¶  �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�_�–�Ñ�I�€�•�¥4Š�«�Ã�Ò7x7³�†�<#Ý�[�A�r�M��

• �«�Ã�Ò7x7³�b0¿��  

• �«�Ã�Ò7x7³
Æ�b�Ó�µ�­�î�ª�b'ö#.

• 3æ�™*…�_�ö�Y�8�Z7Á�Ê�Ó�î�Ý4Ä�™�†�D�š�M�•�­�î�Ç�Ü�«�º�>�|�g�È�ß�µ�¡�†�Q#Ý  

6õ4�8o%  
• '¨ 13 'v���”�å�³�«�Ã�Ò��

�«�Ã�Ò7x7³�b0¿��  
AsyncOS �c�
�«�Ã�Ò�>�|�g�Q�b$2�8�b�6�•�v�b�†�«�Ã�Ò7x7³�_3æ�™�M�•�|�:�_0¿���[�A�r�M���r�S�

�«�Ã�Ò�>�|�g�Q�b$2�8�b�6�•�Ó�µ�­�î�ª�@7x7³�I�€�S�G�\�†�Ø�î�¨�_3û%±�M�•7Á�Ê�Ó�î�Ý�†3æ�™�M�•�|
�:�_�
�©�«�¸�Ò�†0¿���M�•�G�\�v�[�A�r�M���G�b3û%±�_�c�
�«�Ã�Ò7x7³�_#'�~
°�W�Z�8�•�Q�b�Ø�î�¨��
�b�Ó�µ�­�î�ª�b0[(Ù�@�µ�r�€�r�M���Ø�î�¨�c�
�Ó�µ�­�î�ª�†&�1��K�
�Q�€�}�†+¬�(�b�w�™'ý�_4Ä�™�M�•
�?�
�Q�€�\�v�P7V�M�•�?�†�ô���[�A�r�M���r�S�
�Ø�î�¨�c�Q�b7x7³�I�€�S�Ó�µ�­�î�ª
²�/�†�è(ô�M�•�G
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'¨  27 'v       7x7³
  �«�Ã�Ò7x7³�b0¿��
�\�@�[�A�r�M���Ø�î�¨�c�G�b3û%±�†�<#Ý�K�Z7x7³�_�”�¡�­�«�[�A�r�M�@�
 Web �È�Û�˜�¨�?�}%$�K�”�¡
�­�«�M�•�G�\�v�[�A�r�M>&�G�b���œ�c1�0É�@�²0[�[�M�� ���«�Ã�Ò7x7³�l�b�š�å�»  �Ø�î�¨  �”�¡�­�«�b0¿
���� >&P.27-24>' �†�g!·>' ��

�©�«�¸�Ò�c�
7x7³8•�æ�†�M�m�Z�˜2��M�•�G�\�†4J�E�•�S�u�_�
�Ó�î�Ý�@�«�Ã�Ò7x7³�?�}���‡$×�?�X+¬�·
$×�_�P7V�I�€�•�|�:�_�
+¬�·�Ó�å�¸�¼�å�«�†0¿���[�A�r�M���«�Ã�Ò7x7³�c�
�š�å�»  �Ø�î�¨���b�«�Ã�Ò
�>�|�g�Q�b$2�8�b�6�•�Ó�µ�­�î�ª�†�–'ö�M�•�G�\�†% $×�\�K�Z�Q#Ý�I�€�r�M��

�›7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�c�
�”�å�³�«�Ã�Ò�µ+��@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�

�ß�î�•�Ý�b�«�Ã�Ò7x7³�†�–�¿�î�È�Ý�_�M�•�G�\�@�[�A�r�M���r�S�
�›�”�É�Û�–�”�å�«�c�
�¥4Š�b�«�Ã�Ò
7x7³�†�g!·�M�•�G�\�v�[�A�r�M���G�b7x7³�c�
�9�b�¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�V�[0¿��
�I�€�r�M>&3û�–�c�©�«�¥�b�¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«��0ò(ý�_�X�8�Z�c�
 '¨ 38 'v

�� Cisco �¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�b7Ÿ�p�º�§�î�Å�«�� �†�g!·�K�Z�C�T�I�8>' ��

�^�>�
�ß�î�•�Ý�\�¥4Š�b�g�‰�b�«�Ã�Ò7x7³�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
 �ß�î�•�Ý�b�«�Ã�Ò7x7³�@�Q
#Ý�I�€�r�M ��

�«�Ã�Ò7x7³�l�b�Ó�µ�­�î�ª�b3æ�™�‰�2

6õ4�8o%  
• ���Ó�µ�­�î�ª�@�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�M�•�S�u�b�”�É�Û�–�”�å�«�b0¿���‰�2�� >&P.13-2>'

�ß�î�•�Ý�b�«�Ã�Ò7x7³�b�–�¿�î�È�Ý�ì�\�¹�•�­�î�È�Ý�ì  
• ���ß�î�•�Ý�b�«�Ã�Ò7x7³�b�–�¿�î�È�Ý�ì�� >&P.27-20>'

• ���ß�î�•�Ý�b�«�Ã�Ò7x7³�b�¹�•�­�î�È�Ý�ì�� >&P.27-21>'

�ß�î�•�Ý�b�«�Ã�Ò7x7³�b�–�¿�î�È�Ý�ì

�ß�î�•�Ý�b�«�Ã�Ò7x7³�†�–�¿�î�È�Ý�_�M�•�\�
 AsyncOS �c�
�¥4Š�b�«�Ã�Ò7x7³�@0¿���I�€�Z�v�
�ß�î
�•�Ý�b�«�Ã�Ò7x7³�†�Q#Ý�K�r�M��

/² 27-2 �«�Ã�Ò7x7³�l�b�Ó�µ�­�î�ª�b3æ�™�‰�2

�ï�8
Æ�� 3ã�•�_��

�«�̧ �µ�É 1 �«�Ã�Ò7x7³�†�w� �_�K�r�M�� • �ß�î�•�Ý7x7³�†�w� �_�M�•>8 ���ß�î�•�Ý�b�«�Ã�Ò7x7³�b�–
�¿�î�È�Ý�ì�� >&P.27-20>'��

�r�S�c

• �¥4Š7x7³�†3ã�•�M�•>8���¥4Š�b�«�Ã�Ò7x7³�b0¿����
>&P.27-27>'��

�«�̧ �µ�É 2 �«�Ã�Ò7x7³�[�Ó�µ�­�î�ª�†
��#.�M�•�‰�2�†0¿���K�r�M��

• ���ß�î�•�Ý�b�«�Ã�Ò7x7³�b0¿���� >&P.27-23>' .

• �¥4Š7x7³�b0¿���_�X�8�Z�c�
�>�Q�8�b�­�Ÿ�×�Ü�¸�•'ö#.�”
�É�Û�–�”�å�«�b�Ð�½�×�”�Ý�†�g!·�K�Z�C�T�I�8��

�«�̧ �µ�É 3 �Ø�î�¨  �¢�Ý�î�É�b�«�Ã�Ò7x
7³0¿���†/œ�8�r�M��

���«�Ã�Ò�P'Ç�Ï�Ü�©�î�b��*O�� >&P.13-8>' �†�g!·�K�Z�C�T�I�8��
27-20
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  27 'v       7x7³
  �«�Ã�Ò7x7³�b0¿��
�m8p 

�«�¸�µ�É 1 [ �Ô�½�±>&Monitor>' ] > [ �«�Ã�Ò7x7³>&Spam Quarantine>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �«�Ã�Ò7x7³�b  [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �«�Ã�Ò7x7³�@�–�¿�î�È�Ý�_�^�~�r�M��

>&�@>' �«�Ã�Ò7x7³�@0¿���I�€�Z�8�^�8���œ�c�
 [ �«�Ã�Ò7x7³�b)…7Ÿ>&Edit Spam Quarantine>' ] �Ì�î�ª
�@/²&g�I�€�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�ß�î�•�Ý�b�«�Ã�Ò7x7³�b�¹�•�­�î�È�Ý�ì  

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�ß�î�•�Ý�b�«�Ã�Ò7x7³�†�¹�•�­�î�È�Ý�_�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ô�½�±>&Monitor>' ] > [ �«�Ã�Ò7x7³>&Spam Quarantine>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 �«�Ã�Ò7x7³�b  [ 0¿��>&Settings>' ] �•�Û�Ò
Æ�_�6�•  [ )…7Ÿ>&Edit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �«�Ã�Ò7x7³0¿��>& Spam Quarantine Settings>' ] �­�¡�©�Ù�å�[�
 [ �«�Ã�Ò7x7³�†�w� �_�M�•>& Enable 
Spam Quarantine>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�Ç�_�K�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�ß�î�•�Ý�b�«�Ã�Ò7x7³�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•�\�A�
�Q�b7x7³�š�Ü�”
Æ�_�Ó�µ�­�î�ª�@�Ñ�~�M�•��
�œ�c�
 [ �Ô�½�±>&Monitor>' ] > [ �«�Ã�Ò7x7³>&Spam Quarantine>' ] �Ì�î�ª�b�Ü�å�¡�[7x7³�b  [ �M�m�Z�P
7V>&Delete All>' ] �†�¡�Ü�µ�¡�K�r�M��

�¹�•�­�î�È�Ý�_�I�€�S�«�Ã�Ò7x7³�\�Ó�î�Ý  �Ï�Ü�©�î

�«�Ã�Ò7x7³�@�¹�•�­�î�È�Ý�_�I�€�•�\�
�«�Ã�Ò�r�S�c�Q�b$2�8�b�6�•�Ó�µ�­�î�ª�†7x7³�M�•�|�:�_0¿��
�I�€�S�Ó�î�Ý  �Ï�Ü�©�î�c�
�Ó�µ�­�î�ª�†4Ä�™�M�•�|�:�_0¿���@�š�f�I�€�r�M��

�ß�î�•�Ý�b�«�Ã�Ò7x7³�?�}�¥4Š�b7x7³�l�b&ã/œ

�ß�î�•�Ý�b  C-Series �r�S�c  X-Series �”�É�Û�–�”�å�«�V�[#'�~�Q#Ý�p�b�ß�î�•�Ý�b�«�Ã�Ò7x7³�†�
�Q�b
�ß�î�•�Ý7x7³
Æ�b�Ó�µ�­�î�ª�_�”�¡�­�«�[�A�•�|�:�_�K�S�r�r�
�­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�”�É
�Û�–�”�å�«�†�Í�«�º�\�M�•�¥4Š�b�«�Ã�Ò7x7³�_&ã/œ�M�•���œ�c�
���b�S$��b�Q#Ý�†�è0¦�K�r�M��

• �”�å�³�«�Ã�Ò0¿���b0¿��>8�­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�†�æ�p�Í�«�º�\�K�Z�æ���K�Z�
�Ó�î�Ý  
�Ï�Ü�©�î�_�”�å�³�«�Ã�Ò0¿���†0¿���K�r�M���G�b��*(�_�|�~�
�ß�î�•�Ý7x7³�_�”�¡�­�«�•+��^�r
�r�
�‚�K�8�«�Ã�Ò�c�¥4Š�b7x7³�_3æ�™�I�€�r�M��

• �|�~%·�8�w� �‡7H�b0¿��>8�ß�î�•�Ý7x7³�_�P�K�Z  Schedule Delete After 0¿���†�|�~%·�8�‡6ë�_0¿
���K�r�M��
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  �«�Ã�Ò7x7³�b0¿��
• �g�W�Z�8�•�M�m�Z�b�Ó�µ�­�î�ª�†�P7V>8�ß�î�•�Ý7x7³
Æ�_�g�W�Z�8�•�M�m�Z�b�Ó�µ�­�î�ª�†�P7V�M
�•�_�c�
�Q�b7x7³�†�¹�•�­�î�È�Ý�_�K�
�ß�î�•�Ý7x7³�b�Ì�î�ª�[  [ �M�m�Z�P7V>&Delete All>' ] �Ü�å
�¡�†�¡�Ü�µ�¡�K�r�M>& ���«�Ã�Ò7x7³�?�}�b�Ó�µ�­�î�ª�b�P7V�� >&P.27-35>' �†�g!·>' ���G�b�Ü�å�¡�c�

�r�T�Ó�µ�­�î�ª�@�g�W�Z�8�•�ß�î�•�Ý�b�«�Ã�Ò7x7³�@�¹�•�­�î�È�Ý�_�^�W�Z�8�•�\�A�_�T�E�Q#Ý�•
+��_�^�~�r�M��

�G�€�[�
&ã/œ�p�_�‚�K�8�Ó�µ�­�î�ª�@�ß�î�•�Ý7x7³�_
°�}�^�8�|�:�_�K�^�@�}�
�ß�î�•�Ý7x7³�b�¹�•
�­�î�È�Ý�ì�\�¥4Š�b7x7³�b�–�¿�î�È�Ý�ì�†�[�A�•�|�:�_�^�~�r�M��

�«�Ã�Ò7x7³�b0¿��

�«�Ã�Ò7x7³�b0¿��

7x7³�§�–�¬�
�P7V / �–�Ñ�Ï�Ü�©�î�
�¹�Ç�›�Ý�º0•1��
�>�|�g3û%±�b�–�¿�î�È�Ý�ì�r�S�c�¹�•�­�î�È�Ý�ì
�†0¿���K�r�M���¹�Ç�›�Ý�º�[�c�
�ß�î�•�Ý�b�«�Ã�Ò7x7³�c+¬�k'ö#.�º�_�^�W�Z�8�r�M���X�r�~�
�G�b7x
7³�@�–�¿�î�È�Ý�_�^�•�\�
0¿���I�€�S�‡6ë�‹�_�«�Ã�Ò�@+¬�·$×�_�P7V�I�€�r�M��7x7³�š�Ü�”�@ 6�¼�_
�^�W�S���œ�c�
�‚�8�«�Ã�Ò�?�}�P7V�I�€�r�M���«�Ã�Ò7x7³�b�¥0{�>�|�g�·�8�c�
�•�«�±�Ò  �ß�¦�x�ß�¢
�–�å  �Ì�î�ª  �Ó�µ�­�î�ª�b�æ���v�µ�u�
0¿���>�|�g�•�«�±�Ð�–�¬�[�A�r�M�� ���ß�î�•�Ý�b�«�Ã�Ò7x7³#Ý�b
�«�Ã�Ò7x7³0¿���� >&P.27-23>' �†�g!·�K�Z�C�T�I�8��

�ß�î�•�Ý�b�«�Ã�Ò7x7³
Æ�_�6�•�Ó�µ�­�î�ª�†/²&g�K�S�~�
�ï�8�K�S�~�M�•  AsyncOS Operator �Ø�î�¨�†
�æ���K�r�M�� AsyncOS �_�8�B�I�€�S�M�m�Z�b  Administrator �Þ�Ë�Ý�b�Ø�î�¨>&�¹�Ç�›�Ý�º�b�� admin��
�Ø�î�¨�^�]>'�c�
�«�Ã�Ò7x7³�_�P�K�Z+¬�·$×�_�”�¡�­�«�>�|�g�š�f�[�A�•�|�:�_�^�~�r�M�� Operator 
�c�
7x7³�b
Æ���†/²&g�[�A�r�M�@�
7x7³�b0¿���†�š�f�[�A�^�8���œ�@�6�~�r�M�� ���«�Ã�Ò7x7³�b'ö#.
�Ø�î�¨�b0¿���� >&P.27-24>' �†�g!·�K�Z�C�T�I�8��

�«�Ã�Ò7x7³�l�b�”�¡�­�«

�›�š�å�»  �Ø�î�¨�@�«�Ã�Ò7x7³
Æ�_�6�•+¬�(���b�Ó�µ�­�î�ª�†  Web �È�Û�˜�¨�?�}�L�?�_�”�¡�­�«�>�|�g
'ö#.�M�•�G�\�†0Á�•�K�r�M���”�¡�­�«�†0Á�•�I�€�S�Ø�î�¨�c�
�«�Ã�Ò3û%±�†�w�™�K�S�?�]�:�?�_6õ�€�^
�C�
7x7³�š�Ü�”�?�}�Ó�µ�­�î�ª�†/²&g�
�è(ô�
0Ž�:�
�>�|�g�P7V�[�A�•�|�:�_�^�~�r�M���Ó�µ�­�î�ª�•
�e�†/²&g�M�•�?�
8�/²&g�_�M�•�?�†�æ���K�r�M���Q#Ý�I�€�•�š�å�»  �Ø�î�¨1�0É�†�æ���[�A�r�M

>&LDAP�
 Active Directory�
 IMAP/POP�
�r�S�c�^�K>' �����«�Ã�Ò7x7³�l�b�š�å�»  �Ø�î�¨  �”�¡�­�«�b0¿
���� >&P.27-24>' �†�g!·�K�Z�C�T�I�8�� ���^�K���†�æ���M�•�\�
�š�å�»  �Ø�î�¨�c�
3û%±�Ó�µ�­�î�ª�_�µ�r
�€�•�Ü�å�¡)�#ä�[�K�?�«�Ã�Ò7x7³�_�”�¡�­�«�[�A�^�C�^�~�
1�0É�c�Q#Ý�I�€�^�C�^�~�r�M>&�Ø�î�¨�¡�\
�Ã�«�á�î�»�c�²0[�6�~�r�O�‡>' ��

/² 27-3 �š�å�»  �Ø�î�¨�b1�0É�\�”�¡�­�«

1�0É �Ø�î�¨�b�”�¡�­�«�‰�2

LDAP URL�
3û%±

�Ó�î�Ý�Î�µ�¡�«>& IMAP/POP>' URL�
3û%±

�^�K 3û%±�b�s

!“�  �”�¡�­�«�Y�•+�>&3û%±�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
 [ �«�Ã�Ò3û
%±>&Spam Notifications>' ] �­�¡�©�Ù�å�[0¿���I�€�S  [ �Â�˜�å�«  �Ó�µ
�­�î�ª�b3æ�™
›>8 >&Deliver Bounce Messages To:>' ] �b�”�»�Þ�«�_3û
%±�@3æ�™�I�€�r�M>'
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  �«�Ã�Ò7x7³�b0¿��
�«�Ã�Ò3û%±

3û%±�\�c�
�«�Ã�Ò7x7³
Æ�_�6�•�›�Ø�î�¨���b�‚�K�8�«�Ã�Ò  �Ó�µ�­�î�ª�†0[(Ù�K�S�v�b�[�M���«�Ã�Ò3û
%±�†�–�¿�î�È�Ý�_�K�
�Q�b
Æ���†0¿���K�r�M���«�Ã�Ò3û%±�b
Æ���_�c�
�j���Ç�”�»�Þ�«�
�ó�¡�
�Ó�µ
�­�î�ª�•�e�
�Ó�µ�­�î�ª�g�'�
�Â�˜�å�«  �”�»�Þ�«�
3û%±�«�£�ª�×�î�Ý�^�]�@�6�~�r�M���«�Ã�Ò7x7³�l
�b�”�¡�­�«�@�–�¿�î�È�Ý�_�^�W�Z�8�•���œ�
�Ø�î�¨�c�
 LDAP �x�Ó�î�Ý�Î�µ�¡�«�b1�0É�†�Q#Ý�K�^�C
�Z�v�
3û%±�_�|�W�Z+¬�(���b7x7³�I�€�S�Ó�µ�­�î�ª�_�”�¡�­�«�[�A�•�|�:�_�^�~�r�M��3û%±�c�
7Á�Ê
�Ó�î�Ý�@7x7³�I�€�Z�8�•�›�š�å�Ë�ß�î�É�w�™*…>&�Ó�î�Ü�å�¢  �Ü�«�º�>�|�g�Q�b�Ú�b�š�–�Ü�”�«�†�µ�t>'
�_3æ�™�I�€�r�M���›�Ó�î�Ü�å�¢  �Ü�«�º�c�
�"�M�b0[(Ù�†�w�™�K�r�M���X�r�~�
�›�Ó�î�Ü�å�¢  �Ü�«�º�b
2N1�*…�c�

²�(�@� �L3û%±�†�w�™�M�•�G�\�_�^�~�
�Q�b7x7³�_�ß�¢�–�å�K�Z�Ó�µ�­�î�ª�†0Ž�:�K�S�~�

�P7V�K�S�~�[�A�r�M���G�b���œ�
�Ø�î�¨�@7x7³�_�”�¡�­�«�K�Z�
3û%±�_&g�I�€�S�Ó�µ�­�î�ª�†/²&g�K�|
�:�\�K�Z�v�
�Q�€�}�b�Ó�µ�­�î�ª�c�Ú�b�Ø�î�¨�_�|�W�Z�M�[�_�P7V�I�€�Z�8�•�•+��ö�v�6�~�r�M��0
�X
�b�š�–�Ü�”�«�_�“�K�Z�8�S�~�
0
�X�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�Q#Ý�K�S�~�K�Z�8�•�Ø�î�¨�c�
0
�X�b3û
%±�†�w�™�K�r�M>&��0
�X�b3û%±�b�w�™�� >&P.27-31>' �†�g!·>' �����š�å�»�Ø�î�¨�_3æ�™�I�€�•�«�Ã�Ò3û%±�b
0¿���� >&P.27-25>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �«�Ã�Ò3û%±�@�–�¿�î�È�Ý�_�^�W�Z�8�Z�v�
�«�Ã�Ò7x7³�l�b�”�¡�­�«�@�–�¿�î�È�Ý�_�^�W�Z�8�^�E�€�d�

3û%±�c [ �Â�˜�å�«  �Ó�µ�­�î�ª�b3æ�™
›>8 >&Deliver Bounce Messages To:>' ] �b�”�»�Þ�«�_3æ�™�I�€�r�M��

�ß�î�•�Ý�b�«�Ã�Ò7x7³�b0¿��

�ß�î�•�Ý�b�«�Ã�Ò7x7³�@�–�¿�î�È�Ý�_�^�W�S�‹>& ���ß�î�•�Ý�b�«�Ã�Ò7x7³�b�–�¿�î�È�Ý�ì�\�¹�•�­�î�È
�Ý�ì�� >&P.27-20>' �†�g!·>' �
7x7³�b0¿���†)…7Ÿ�K�Z�
�«�Ã�Ò7x7³�\�
�Q�€�†�Ø�î�¨�@�]�b�|�:�_�ï�8�M
�•�b�?�†0¿���[�A�r�M��

�ß�î�•�Ý�b�«�Ã�Ò7x7³�†0¿���M�•�_�c�
 [ �Ô�½�±>&Monitor>' ] > [ �«�Ã�Ò7x7³>&Spam Quarantine>' ] 
�Ì�î�ª�[�«�Ã�Ò7x7³�b  [ 0¿��>&Settings>' ] �•�Û�Ò
Æ�_�6�•  [ )…7Ÿ>&Edit>' ] �†�¡�Ü�µ�¡�K�r�M��

�ß�î�•�Ý�b�«�Ã�Ò7x7³#Ý�b�«�Ã�Ò7x7³0¿��

�m8p 

�«�¸�µ�É 1 [ �Ô�½�±>&Monitor>' ] > [ �«�Ã�Ò7x7³>&Spam Quarantine>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �«�Ã�Ò7x7³�b  [ 0¿��>&Settings>' ] �•�Û�Ò
Æ�_�6�•  [ )…7Ÿ>&Edit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ �«�Ã�Ò7x7³0¿��>& Spam Quarantine Settings>' ] �­�¡�©�Ù�å
Æ�[�
7x7³�š�Ü�”�b�q�±�§�–�¬�†�æ���K�r
�M��

�«�¸�µ�É 4 7x7³�š�Ü�”�@ 6�¼�_�^�W�S�}�‚�8�Ó�µ�­�î�ª�?�}�P7V�M�•�|�:�_7x7³�†0¿���[�A�r�M���³�™�µ�¡�Î�µ�¡
�«�†�œ�Ç�_�M�•�\�
 6�¼�b7x7³�š�Ü�”�_�‚�K�8�Ó�µ�­�î�ª�c3ã�•�I�€�^�C�^�~�r�M��7x7³�š�Ü�”�@ 6�¼
�_�^�•�G�\�[�”�É�Û�–�”�å�«�V�_�Ó�µ�­�î�ª�b�…�U/œ�4>&�ð k>'�@�[�A�•�G�\�@�^�8�|�:�_�
�G�b�µ+�
�†�–�¿�î�È�Ý�_�M�•�G�\�†�N�á�K�r�M��

�«�¸�µ�É 5 �Ó�µ�­�î�ª�†�P7V�M�•�S�b�–'ö�¥�X�†�æ���K�r�M���6�•�8�c�
+¬�·�P7V�†�«�£�ª�×�î�Ý�K�^�8�G�\�†4E
�¥�M�•�G�\�v�[�A�r�M��7x7³�š�Ü�”�b��5��@ 6�¼�_�^�•�b�†75�D�S�u�_�
�‚�8�Ó�µ�­�î�ª�?�}�P7V�M�•
�|�:�_7x7³�†0¿���M�•�G�\�†�N�á�K�r�M��

�«�¸�µ�É 6 �¹�Ç�›�Ý�º�b0•1��†�æ���K�r�M��

�«�¸�µ�É 7 0Ž�:�I�€�S�Ó�µ�­�î�ª�b�¥�Æ�î�†�(�Ò#Ý�_�©�«�¥�l3æ�™�M�•�|�:�_7x7³�†0¿���[�A�r�M��7x7³�†�Q�b�|
�:�_0¿���M�•�G�\�†�N�á�K�r�M��
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  �«�Ã�Ò7x7³�b0¿��
�«�¸�µ�É 8 �š�å�»  �Ø�î�¨�@7x7³�†&�1��M�•�\�A�_/²&g�I�€�•�Ì�î�ª�†�•�«�±�Ð�–�¬�K�r�M���•�«�±�Ò  �ß�¦�†�”�µ
�É�ß�î�»�K�r�M>&�õ�–>' ���G�b�ß�¦�c�
�Ø�î�¨�@�ß�¢�–�å�K�Z7x7³�I�€�S�Ó�µ�­�î�ª�†&�1��M�•�\�A�_�

�«�Ã�Ò7x7³�b�Ì�î�ª�b�q�V4Š�_/²&g�I�€�r�M��

– �G�b�ß�¦�c�
�q�±�[  550 X 50 �Æ�¡�­�Ý�b  .jpg�
 .gif�
�r�S�c  .png �Ç�“�–�Ý�_�M�•�²0[�@�6�~
�r�M��

– �ß�¦  �Ç�“�–�Ý�†�æ���K�^�E�€�d�
�«�Ã�Ò7x7³�b�¹�Ç�›�Ý�º�b�ß�¦�@�Q#Ý�I�€�r�M��

>&�@>' �•�«�±�Ò  �ß�¦�†�æ���M�•�\�
�¹�Ç�›�Ý�º�ß�¦�c�P7V�I�€�r�M��

�«�¸�µ�É 9 �ß�¢�–�å  �Ì�î�ª  �Ó�µ�­�î�ª�†�æ���K�r�M���G�b�Ó�µ�­�î�ª�c�
7x7³�†/²&g�M�•�S�_�
�š�å�»  �Ø�î�¨�_
�P�K�Z�ß�¢�–�å�†0[�Ó�M�•�\�A�_/²&g�I�€�r�M��

�«�¸�µ�É 10 �š�f
Æ���†3æ�™�K�
&����K�r�M��

>&�@>' �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�†0¿���M�•���œ�b0ò(ý�_�X�8�Z�c�
 �� Cisco Content Security 
Management Appliance User Guide���†�g!·�K�Z�C�T�I�8��

�«�Ã�Ò7x7³�b'ö#.�Ø�î�¨�b0¿��

�«�Ã�Ò7x7³�b'ö#.�Ø�î�¨�†�æ���[�A�r�M���G�b���œ�b��'ö#.���\�c�
�«�Ã�Ò7x7³�l�b�Ø�î�¨�b�”�¡�­�«
�’�†&g�K�r�M��'ö#.�Ø�î�¨�b�Ü�«�º�_�c�
7x7³�’7H�†�â�X�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�“�M�•�œ�Ì�Þ�î�±�

�Ê�Ý�É  �¹�«�¡  �Ø�î�¨�
1��s�v�~�S#Ý�œ�Ì�Þ�î�±�
�>�|�g�$�õ'ö#.*…�†3ã�•�[�A�r�M��'ö#.*…�Þ�Ë�Ý�b
�Ø�î�¨>&�¹�Ç�›�Ý�º�b  admin �Ø�î�¨�†�µ�t>'�c�M�m�Z�
+¬�·$×�_�«�Ã�Ò7x7³�b'ö#.�Ø�î�¨�[�6�•�\0b
�^�I�€�r�M���K�S�@�W�Z�
�Q�€�}�b�Ø�î�¨�c�
 Available �•�Û�Ò�x  Authorized Users �•�Û�Ò�_/²&g�I�€
�r�O�‡��

�m8p 

�«�¸�µ�É 1 �ß�î�•�Ý�
�¥4Š1�0É�
�r�S�c�•�«�±�Ò  �ß�î�Ý>&�$�õ'ö#.*…>'�?�}�
4:�)�^�Ø�î�¨�b�±�–�É�b�Ü�å�¡�†
�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 3ã�•�M�•�Ø�î�¨�†4E�¥�K�r�M��

�«�¸�µ�É 3 [ 3ã�•>&Add>' ] �†�¡�Ü�µ�¡�K�r�M��

Operator �Þ�Ë�Ý�b�Ø�î�¨�>�|�g�$�õ'ö#.*…�c�
�«�Ã�Ò7x7³
Æ�b�Ó�µ�­�î�ª�†/²&g�[�A�r�M�@�
7x
7³�b0¿���†)…7Ÿ�[�A�^�8�G�\�_�@�–�K�Z�C�T�I�8��'ö#.�Ø�î�¨�c�
�Ó�µ�­�î�ª�†/²&g�K�
0¿���†�š
�f�[�A�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�«�Ã�Ò7x7³�l�b�š�å�»  �Ø�î�¨  �”�¡�­�«�b0¿��  

�š�å�»  �Ø�î�¨�@%$�K�«�Ã�Ò7x7³�_�”�¡�­�«�M�•�G�\�†0Á�•�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ô�½�±>&Monitor>' ] > [ �«�Ã�Ò7x7³>&Spam Quarantine>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �«�Ã�Ò7x7³�b  [ 0¿��>&Settings>' ] �•�Û�Ò
Æ�_�6�•  [ )…7Ÿ>&Edit>' ] �†�¡�Ü�µ�¡�K�r�M��
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  �«�Ã�Ò7x7³�b0¿��
�«�¸�µ�É 3 [ �š�å�»�Ø�î�¨7x7³�l�b�”�¡�­�«�†�w� �_�M�•>& Enable End-User Quarantine Access>' ] �­�¡�©�Ù�å�r
�[�«�¡�ß�î�Ý�K�r�M��

�«�¸�µ�É 4 [ �š�å�»�Ø�î�¨7x7³�l�b�”�¡�­�«�†�w� �_�M�•>& Enable End-User Quarantine Access>' ] �\�i�?�€�S
�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M�� Administrator �Ø�î�¨�c�
�G�b�³�™�µ�¡�Î�µ�¡�«�@�œ�å�?�œ�Ç�?�_
6õ�€�^�C�
7x7³�_�”�¡�­�«�[�A�r�M��

�«�¸�µ�É 5 �Ó�µ�­�î�ª�@0Ž�:�I�€�•�S�_�
�Ó�µ�­�î�ª�•�e�†/²&g�M�•�?�]�:�?�†�æ���K�r�M���G�b�³�™�µ�¡�Î�µ�¡
�«�†�œ�å�_�M�•�\�
�Ø�î�¨�c�
�«�Ã�Ò7x7³�Ì�î�ª�?�}�Ó�µ�­�î�ª�•�e�†/²&g�[�A�^�C�^�~�r�M���æ�ƒ�~
�\�K�Z�
7x7³�I�€�S�Ó�µ�­�î�ª�b�•�e�†/²&g�M�•�_�c�
�Q�b�Ó�µ�­�î�ª�†0Ž�:�K�Z�?�}�
�Ø�î�¨�b�Ó�î
�Ý �”�É�Ü�£�î�©�Ù�å>& Outlook �^�]>'�[/²&g�M�•�²0[�@�6�~�r�M���G�€�c�
�M�m�Z�b7�0t�I�€�S7Á�Ê
�Ó�î�Ý�@�”�î�•�–�È�I�€�^�E�€�d�^�}�^�8���œ�b�¥�å�É�Û�–�”�å�«�b�e8Ÿ�\"I�_6õ�€�K�Z�8�r�M��

�«�¸�µ�É 6 �š�å�»�Ø�î�¨�@>&7Á�Ê�Ó�î�Ý3û%±)�#ä�[�c�^�C>' Web �È�Û�˜�¨�?�}7x7³�†%$�K/²&g�K�|�:�\�M�•���œ
�_�
�Q�€�}�b�š�å�»�Ø�î�¨�†1�0É�M�•�S�u�_�Q#Ý�M�•�‰�'�†�æ���K�r�M���Ó�î�Ý�Î�µ�¡�«1�0É�r�S�c  
LDAP 1�0É�†�Q#Ý�[�A�r�M��

1�0É�†�–�¿�î�È�Ý�_�K�^�C�Z�v�
�«�Ã�Ò7x7³�l�b�š�å�»  �Ø�î�¨�b�”�¡�­�«�†0Á�•�[�A�•�G�\�_�@
�–�K�Z�C�T�I�8���G�b���œ�
�Ø�î�¨�c3û%±�Ó�µ�­�î�ª�_�µ�r�€�•�Ü�å�¡)�#ä�[7x7³�_�”�¡�­�«�[
�A�
�©�«�¸�Ò�c�Ø�î�¨�b1�0É�†/œ�8�r�O�‡��1�0É�^�K�b�š�å�»  �Ø�î�¨  �”�¡�­�«�†�–�¿�î�È�Ý�_�M
�•���œ�c�
 [ �š�å�»�Ø�î�¨1�0É>& End-User Authentication>' ] �»�ß�µ�É�²�˜�å  �Ó�½�×�î�[  [None] �†
4E�¥�K�r�M��

LDAP 1�0É>8LDAP �§�î�Â�r�S�c�”�¡�¸�•�È�^�š�å�»  �Ø�î�¨1�0É�¡�š�Ü�î�@0¿���I�€�Z�8�^�8��
�œ�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ü�å�¡�†�¡�Ü�µ�¡�K�Z�
 LDAP �§�î
�Â0¿���\�š�å�»  �Ø�î�¨1�0É�¡�š�Ü�î  �«�º�Ü�å�¢�†0¿���K�r�M�� LDAP 1�0É�b0¿���‰�2�b0ò(ý�_�X
�8�Z�c�
 �� Cisco IronPort AsyncOS for Email Advanced Configuration Guide���b�� LDAP Queries��
�†�g!·�K�Z�C�T�I�8��

�Ó�î�Ý�Î�µ�¡�«1�0É >81�0É�_ LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�K�^�8�§�–�º�b���œ�
7x7³�c�
�Ø�î�¨�b
7Á�Ê�Ó�î�Ý  �”�»�Þ�«�\�Ã�«�á�î�»�b�G�\�ö�†�
�Q�€�}�b�Ø�î�¨�b�Ó�î�Ý�Î�µ�¡�«�@�–�â�I�€�Z�8
�•�† =�Ë�î�«�b  IMAP �r�S�c  POP �§�î�Â�_�P�K�Z�è0É�M�•�G�\�v�[�A�r�M�� Web UI �_�ß�¢�–�å
�M�•�\�A�
�Ø�î�¨�c�›+¬�b�ö
²�^7Á�Ê�Ó�î�Ý  �”�»�Þ�«�\�Ó�î�Ý�Î�µ�¡�«  �Ã�«�á�î�»�†
°�Š�K�r�M��
�G�b�_���†�Q#Ý�K�Z�
�Ó�î�Ý�Î�µ�¡�«  �§�î�Â�_7x7³�b�Ø�î�¨�\�K�Z�b�ß�¢�–�å�@0è/œ�I�€�r�M��
�ß�¢�–�å�_�B�Œ�M�€�d�
�Q�b�Ø�î�¨�c1�0É�I�€�r�M���Q�b�‹�
�S�T�U�_�ß�¢�”�˜�º�M�•�b�[�
�Ø�î
�¨�b�w�™'ý�_�P�K�Z/œ�ƒ�€�•�š�f�c�6�~�r�O�‡���Ó�î�Ý�Î�µ�¡�«1�0É�b�Q#Ý�c�
 LDAP �¹�•�Þ�¡�º
�Ü�†'�
>�K�^�8�§�–�º�_4:�K�Z�8�r�M�@�
7Á�Ê�Ó�î�Ý  �š�–�Ü�”�«���_3æ�}�€�Z�A�S�Ó�µ�­�î�ª�†
�Ó�î�Ý�Î�µ�¡�«1�0É�[�Ø�î�¨�_�f&g�[�A�r�O�‡��

�±�–�É>& IMAP �r�S�c  POP>'�†4E�¥�K�r�M���§�î�Â�¡�\�
�ó
²�^�K)F�_  SSL �†�Q#Ý�M�•�?�]�:�?
�†�æ���K�r�M���§�î�Â�b�Ï�î�º$��•�†
°�Š�K�r�M���•�Ÿ8í�b�Ø�î�¨�¡�b�‹�•�_3ã�•�M�•�»�Ó�–�å

>&example.com �^�]>'�†
°�Š�K�r�M��

POP �§�î�Â�@�Â�¼�î
Æ�[  APOP �§�Ï�î�º�†�”�»�Â�±�–�¬�K�Z�8�•���œ�
�­�Ÿ�×�Ü�¸�•�V�b#.#ä�?
�}>&�X�r�~�
�Ã�«�á�î�»�@�¹�e�[3æ�™�I�€�•�b�†�G4J�M�•�S�u�_>' �
 Cisco �”�É�Û�–�”�å�«�c  
APOP �b�s�†�Q#Ý�K�r�M���M4Š�r�S�c�M�m�Z�b�Ø�î�¨�_�P�K�Z  APOP �@�§�Ï�î�º�I�€�Z�8�^�8��
�œ�c�
 APOP �†�”�»�Â�±�–�¬�K�^�8�|�:�_  POP �§�î�Â�†0¿���M�•�²0[�@�6�~�r�M��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�š�å�»�Ø�î�¨�_3æ�™�I�€�•�«�Ã�Ò3û%±�b0¿��  

�«�Ã�Ò3û%±�\�c�
�«�Ã�Ò7x7³
Æ�_�Ó�µ�­�î�ª�@�Ñ�~�M�•�\�A�_�
�š�å�»  �Ø�î�¨�_3æ�™�I�€�•7Á�Ê�Ó�î
�Ý �Ó�µ�­�î�ª�b�G�\�[�M��3û%±�_�c�
�Q�b�Ø�î�¨��>& LDAP �_�|�•�Ø�î�¨1�0É�b���œ�c�
 LDAP �Ü�Ï
�ª�º�Ü
Æ�[�Q�b�Ø�î�¨�_6õ4��Ü�E�}�€�Z�8�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«���� ���«�Ã�Ò7x7³�l�b�š�å�»  �Ø�î�¨  
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  �«�Ã�Ò7x7³�b0¿��
�”�¡�­�«�b0¿���� >&P.27-24>' �†�g!·>'�b7x7³�I�€�S�«�Ã�Ò�r�S�c�Q�b$2�8�b�6�•�Ó�µ�­�î�ª�b�Ü�«�º�@
�µ�r�€�r�M���I�}�_�
�›�Ø�î�¨�@�Q�€�R�€�b7x7³�I�€�S�Ó�µ�­�î�ª�†/²&g�M�•�S�u�_�Q#Ý�M�•�Ü�å�¡�v
�µ�r�€�r�M��3û%±�c�
�–�¿�î�È�Ý�_�I�€�S�‹�
�G�G�[0¿���I�€�S�«�£�ª�×�î�Ý�_�‘�W�Z3æ�™�I�€�r�M��

�«�Ã�Ò3û%±�_�|�~�
�š�å�»�Ø�î�¨�@7x7³�_�ß�¢�–�å�M�•�S�u�b�æ�p�‰�2�@�f�j�I�€�r�M���Ø�î�¨�c�
�w
�™�K�S7Á�Ê�Ó�î�Ý3û%±�†�Ó�K�Z7x7³�_�”�¡�­�«�K�r�M>&�Q�b7x7³�_�P�K�Z3û%±�@�–�¿�î�È�Ý�_�^�W�Z�8
�•���œ>' ���Ó�µ�­�î�ª�b�ó�¡�†�¡�Ü�µ�¡�M�•�\�
�Ø�î�¨�c�
�Q�b3û%±�@3æ�™�I�€�S7Á�Ê�Ó�î�Ý  �”�»�Þ�«
�b7x7³�b  UI �_�ß�¢�–�å�K�r�M���G�b�‰�2�_�|�•�«�Ã�Ò7x7³�l�b�”�¡�­�«�_�c�
 LDAP 1�0É�v�Ó�î�Ý
�Î�µ�¡�«1�0É�v�²0[�6�~�r�O�‡���G�b�‰�2�_�|�•�ß�¢�–�å�[�c�
�”�É�Û�–�”�å�«�@7Á�Ê�Ó�î�Ý3û%±�_�«
�Ã�Ò7x7³�š�–�Ü�”�«)+�œ�¡�š�Ü�î�†�Q#Ý�K�Z�8�^�87H�~�
�š�å�»�Ø�î�¨�@�d�w�M�•�Ú�b�š�–�Ü�”�«���b
7x7³�P1ß�Ó�µ�­�î�ª�c/²&g�I�€�^�8�G�\�_�@�–�K�Z�C�T�I�8�� Cisco �”�É�Û�–�”�å�«�[��#.�K�S�‹�_�Ž
6ä�I�€�•4Ä�x�Ü�«�º�_3û%±�@3æ�™�I�€�S���œ�
0
�X�b�w�™*…�@�Q�b�Ü�«�º�_�P�M�•� �L7x7³�_�”�¡�­�«
�[�A�r�M��

7Á�Ê�Ó�î�Ý  �š�–�Ü�”�«�†�d�w�M�•�Ø�î�¨�x0
�X�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�Q#Ý�M�•�Ø�î�¨�c�
0
�X�b�«
�Ã�Ò3û%±�†�w�™�M�•�•+��ö�@�6�~�r�M��0
�X�b3û%±�c�
�š�–�Ü�”�«)+�œ�µ+��†�Q#Ý�K�Z�M4Š�b$Î#Õ�†75
�D�G�\�@�[�A�r�M�� LDAP �§�î�Â�r�S�c�”�¡�¸�•�È�^�š�–�Ü�”�«)+�œ�¡�š�Ü�î�@�­�µ�º�”�µ�É�I�€�Z
�8�^�8���œ�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [LDAP] �Ü�å�¡�†�¡�Ü�µ�¡�K�Z�
 LDAP 
�§�î�Â0¿���\�š�–�Ü�”�«)+�œ�¡�š�Ü�î  �«�º�Ü�å�¢�†0¿���K�r�M�� 0ò(ý�_�X�8�Z�c�
�G�b�Ð�½�×�”�Ý
Æ
�b ���_
°�V�b*ƒ�Ö�¦8o�� >&P.27-29>' �\ ��0
�X�b3û%±�b�w�™�� >&P.27-31>' �_�•�<�
 �� Cisco IronPort 
AsyncOS for Email Advanced Configuration Guide���b�� LDAP Queries���v�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �«�Ã�Ò3û%±�†�w� �_�M�•>& Enable Spam Notifications>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�Z�
�«�Ã�Ò3û%±
�†�–�¿�î�È�Ý�_�K�r�M��

�«�¸�µ�É 2 3û%±�b�j���Ç�”�»�Þ�«�†
°�Š�K�r�M���Ø�î�¨�c�
�G�b�”�»�Þ�«�†�
+¬�(�b7Á�Ê�Ó�î�Ý  �¡�Û�–�”�å�º�[
�§�Ï�î�º�I�€�•�õ�–�b���Í�á�–�º�Ü�«�º���_3ã�•�[�A�r�M>& ���_
°�V�b*ƒ�Ö�¦8o�� >&P.27-29>' �†�g!·>' ��

�«�¸�µ�É 3 3û%±�b�ó�¡�†
°�Š�K�r�M��

�«�¸�µ�É 4 3û%±�b�•�«�±�Ð�–�¬�I�€�S�±�–�º�Ý�†
°�Š�K�r�M��

�«�¸�µ�É 5 �Ó�µ�­�î�ª�•�e�†�•�«�±�Ð�–�¬�K�r�M�� AsyncOS �[�c�
�Ó�µ�­�î�ª�•�e�_��
°�I�€�•�\�
�¶���b�š�å
�»  �Ø�î�¨�_�P�Â�K�S��7•�b�Í�_�Ž6ä�I�€�•�8�C�X�?�b�Ó�µ�­�î�ª�š�X�@�§�Ï�î�º�I�€�Z�8�r�M���S�\
�<�d�
 %username% �c�
�Ø�î�¨�_�P�K�Z3û%±�@#Õ�B�I�€�•�\�A�
�Q�b�Ø�î�¨�b��7•�b�¡�S�_�Ž6ä�I�€�r
�M���§�Ï�î�º�I�€�•�Ó�µ�­�î�ª�š�X�_�c�
���b�v�b�@�6�~�r�M��

– [ �‚0d�Ó�µ�­�î�ª�X>& New Message Count>' ]>&%new_message_count% >'>8�Ø�î�¨�b�q�‹�b�ß�¢
�–�å�è�‹�b�‚�K�8�Ó�µ�­�î�ª�b�X��

– [ )r�Ó�µ�­�î�ª�X>& Total Message Count>' ]>&%total_message_count% >'>8�š�å�»  �Ø�î�¨7x7³
Æ
�_�6�•�G�b�Ø�î�¨���b�Ó�µ�­�î�ª�b�X��

– [ �Ó�µ�­�î�ª�–�Ñ�‡6ë>& Days Until Message Expires>' ]>&%days_until_expire% >'

– [ 7x7³ URL>&Quarantine URL>' ]>&%quarantine_url% >'>87x7³�_�ß�¢�–�å�K�
�Ó�µ�­�î�ª�†/²
&g�M�•�S�u�b  URL��

– [ �Ø�î�¨�¡>& Username>' ]>&%username%>' 

– [ �‚0d�Ó�µ�­�î�ª  �¸�î�È�Ý>& New Message Table>' ]>&%new_quarantine_messages% >'>87x7³�š
�Ü�”
Æ�_�6�•�G�b�Ø�î�¨���b�‚�K�8�Ó�µ�­�î�ª�b�Ü�«�º��

�G�€�}�b�Ó�µ�­�î�ª�š�X�c�
 [Message Body] �Ç�•�î�Ý�»�b�¸�Ÿ�«�º
Æ�_%$�K
°�Š�K�Z�
�Ó�µ�­�î
�ª�•�e�_��
°�[�A�r�M���6�•�8�c�
�š�X�†��
°�M�•���d�_�•�î�¯�Ý�†4Ä*(�K�Z�?�}�
�‘
��b  [ �Ó�µ
�­�î�ª�š�X>& Message Variables>' ] �Ü�«�º
Æ�_�6�•�š�X�b�¡�S�†�¡�Ü�µ�¡�M�•�G�\�v�[�A�r�M��

�«�¸�µ�É 6 �Ó�µ�­�î�ª�g�'>& HTML�
�¸�Ÿ�«�º�
�r�S�c  HTML/ �¸�Ÿ�«�º>'�†4E�¥�K�r�M��
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�«�¸�µ�É 7 �Â�˜�å�«  �”�»�Þ�«�†�æ���K�r�M>&�Â�˜�å�«�I�€�S3û%±�@�G�b�”�»�Þ�«�_3æ�™�I�€�r�M>' ��

�«�¸�µ�É 8 �²0[�_�Â�L�Z�
$��^�•�”�»�Þ�«�[� �L  LDAP �Ø�î�¨�_3æ�™�I�€�S�Ó�µ�­�î�ª�†)+�œ�[�A�r�M��

�«�¸�µ�É 9 3û%±�«�£�ª�×�î�Ý�†0¿���K�r�M��3û%±�†�v�_�M�Ø�
4��_�M�Ø�
�r�S�c�¥�_  1 �G�è�V3æ�™�M�•�|�:�_>&4�
�Ž�b�w!“�v�µ�u�Z>'0¿���[�A�r�M��

�«�¸�µ�É 10 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�¥4Š�b�«�Ã�Ò7x7³�b0¿��

�«�Ã�Ò�>�|�g�Q�b$2�8�b�6�•�«�Ã�Ò�†�9�b  Cisco Content Security �”�É�Û�–�”�å�«�V�_0¿���I�€�S�¥4Š
�b�«�Ã�Ò7x7³�_3æ�™�[�A�r�M��0ò(ý�_�X�8�Z�c�
 '¨ 38 'v�� Cisco �¥�å�¸�å�¶  �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û
�–�”�å�«�b7Ÿ�p�º�§�î�Å�«�� �†�g!·�K�Z�C�T�I�8��

�¥4Š�b�«�Ã�Ò7x7³�†�Q#Ý�M�•���œ�
7x7³�b0¿���c�
�Q�b  Cisco Content Security �”�É�Û�–�”�å�«�V�[/œ
�8�r�M�� Cisco Content Security �”�É�Û�–�”�å�«�V�[�ß�î�•�Ý�\�¥4Š�b�«�Ã�Ò7x7³�†�g�‰�\�v�–�¿�î�È
�Ý�_�K�S���œ�
�ß�î�•�Ý�b�«�Ã�Ò7x7³�@�Q�b0¿���\�\�v�_
ƒ
›�I�€�r�M��

�­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«>&�¥4Š7x7³>'�?�}0Ž�:�I�€�•�Ó�µ�­�î�ª�c�
 RAT�
�»�Ó�–�å�[�¥�

�š�–�Ü�”�©�å�¢�
%T�™�Ç�•�Ý�±�
�Ð�«�•�Þ�î�»�
�Â�˜�å�«�è0É�
�>�|�g�á�î�¡  �Ÿ�×�î�†�«�Ÿ�µ�É�K�r
�M��

�¥4Š�b�«�Ã�Ò7x7³�b3ã�•

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [ 7Ÿ(Ù'ö#.�§�î�Å�«>& Centralized Services>' ] > [ �«�Ã
�Ò7x7³>&Spam Quarantine>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ 7x7³�†3ã�•>& Add Quarantine>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 7x7³�b�¡�S�†
°�Š�K�r�M���G�b�¡�S�_�–�á�c�6�~�r�O�‡���g!·% $×�[�b�s�Q#Ý�I�€�r�M��

�«�¸�µ�É 4 IP �”�»�Þ�«�\�Ï�î�º$��•�†
°�Š�K�r�M���G�b  IP �”�»�Þ�«�\�Ï�î�º$��•�c�
 M-Series �”�É�Û�–�”�å�«�V
�[  [ �«�Ã�Ò7x7³�b0¿��>& Spam Quarantines Settings>' ] �Ì�î�ª
Æ�_�æ���I�€�Z�8�r�M>&0ò(ý�_�X�8�Z�c�


�� Cisco Content Security Management Appliance User Guide���†�g!·�K�Z�C�T�I�8>' ��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�¥4Š�b�«�Ã�Ò7x7³�b)…7Ÿ

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [ 7Ÿ(Ù'ö#.�§�î�Å�«>& Centralized Services>' ] > [ �«�Ã
�Ò7x7³>&Spam Quarantine>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ 0¿��>&Settings>' ] �•�Û�Ò
Æ�_�6�•  [ )…7Ÿ>&Edit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 0¿���†�š�f�K�r�M��
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'¨  27 'v       7x7³
  �«�Ã�Ò7x7³�b0¿��
�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�¥4Š�b�«�Ã�Ò7x7³�b�P7V

Cisco Content Security �”�É�Û�–�”�å�«�_�c�
�¥4Š�b�«�Ã�Ò7x7³�†  1 �X�K�?�æ���[�A�r�O�‡���¥4Š�b�«
�Ã�Ò7x7³�b�P7V�[�c�
�Q�b7x7³+¬�/�@�P7V�I�€�•�G�\�c�^�C�
�Q�b7x7³�š�Ü�”
Æ�b�¹�î�±�c�a�K�v�š�f
�I�€�^�8�G�\�_�@�–�K�Z�C�T�I�8���æ�ƒ�~�_�
�Q�b�¥4Š�«�Ã�Ò7x7³�_�P�M�•�g!·�@�ß�î�•�Ý  �Ð�©�å�?
�}�P7V�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [ 7Ÿ(Ù'ö#.�§�î�Å�«>& Centralized Services>' ] > [ �«�Ã
�Ò7x7³>&Spam Quarantine>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ 0¿��>&Settings>' ] �•�Û�Ò
Æ�_�6�•  [ )…7Ÿ>&Edit>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 [ 0¿���b�P7V>&Remove Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 AsyncOS �[�
7x7³�†�P7V�M�•�?�]�:�?�†&�1��M�•�Ó�µ�­�î�ª�@/²&g�I�€�r�M��

�«�¸�µ�É 5 [ �P7V>&Delete>' ] �†�¡�Ü�µ�¡�K�r�M��

Web �È�Û�˜�¨�?�}�«�Ã�Ò7x7³�l�b�”�¡�­�«�b�–�¿�î�È�Ý�ì  
�ß�î�•�Ý�b�«�Ã�Ò7x7³�†�–�¿�î�È�Ý�_�K�S�‹�
�«�Ã�Ò7x7³�b  HTTP �r�S�c  HTTPS �§�î�Å�«�†  IP �–�å
�±�î�Ç�™�–�«�V�[�–�¿�î�È�Ý�_�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �¿�µ�º�á�î�¡>& Network>' ] > [IP �–�å�±�î�Ç�™�–�«>& IP Interfaces>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �–�å�±�î�Ç�™�–�«�¡�†�¡�Ü�µ�¡�K�r�M>&�G�b�[�[�c�
 Management �–�å�±�î�Ç�™�–�«�†�Q#Ý�K�r�M>' ��

�«�¸�µ�É 3 �«�Ã�Ò7x7³�b  [HTTP] �r�S�c  [HTTPS] �³�™�µ�¡�Î�µ�¡�«�†4E�¥�K�r�M��

�«�¸�µ�É 4 �§�î�Å�«�b4:�)�^�Ï�î�º$��•�†
°�Š�K�r�M��

�«�¸�µ�É 5 >&�õ�–>'�«�Ã�Ò7x7³�b  HTTP 0[�Ó�†  HTTPS �_�Ü�²�–�Þ�¡�º�M�•�?�]�:�?�†4E�¥�K�r�M��

�«�¸�µ�É 6 >&�õ�–>'�«�Ã�Ò7x7³�_�”�¡�­�«�M�•�S�u�b�¹�Ç�›�Ý�º�b�–�å�±�î�Ç�™�–�«�_�M�•�?�]�:�?�†4E�¥�K�r�M
>&3û%±�>�|�g7x7³�ß�¢�–�å�@�G�b�–�å�±�î�Ç�™�–�«�V�[6ä���I�€�r�M>' ��7x7³�b  URL 
Æ�b�–�å�±�î�Ç�™
�–�«�b�Í�«�º�¡�†�Q#Ý�M�•�?�
�Q�€�\�v�•�«�±�Ò  URL �†�æ���M�•�?�†4E�¥�K�r�M��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��
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'¨  27 'v       7x7³
  �«�Ã�Ò7x7³�b0¿��
�«�Ã�Ò�†7x7³�M�•�S�u�b�Ó�î�Ý  �Ï�Ü�©�î�b0¿��  
�ß�î�•�Ý�b�«�Ã�Ò7x7³�†�–�¿�î�È�Ý�_�K�S�‹>&�r�S�c�¥4Š�b�«�Ã�Ò7x7³�†3ã�•�K�S�‹>' �
�«�Ã�Ò�r�S�c
�«�Ã�Ò�b$2�8�b�6�•�Ó�µ�­�î�ª�†�Q�b7x7³�š�Ü�”�_3æ�™�M�•�|�:�_�
�Ó�î�Ý  �Ï�Ü�©�î�†0¿���[�A�r�M��
�Ó�î�Ý�†�«�Ã�Ò7x7³�_3æ�™�[�A�•�|�:�_�M�•�S�u�_�
 Cisco IronPort �”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�@�Ó�î�Ý  
�Ï�Ü�©�î�[�–�¿�î�È�Ý�_�I�€�•�²0[�@�6�•�G�\�_�@�–�K�Z�C�T�I�8��

�«�Ã�Ò�r�S�c�Q�b$2�8�b�6�•�Ó�µ�­�î�ª�†�«�Ã�Ò7x7³�_3æ�™�M�•�|�:�_�Ó�î�Ý  �Ï�Ü�©�î�†0¿���M�•�_
�c�
���b�m8p�†��/œ�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�Ó�î�Ý  �Ï�Ü�©�î>& Incoming Mail Policies>' ] �Ì�î�ª�[�
�P
�Â�M�•�Ó�î�Ý  �Ï�Ü�©�î�b  [ �«�Ã�Ò�P'Ç>&Anti-Spam>' ] �•�Û�Ò
Æ�_�6�•�Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 [ �«�Ã�Ò�\&����I�€�S���œ�b0¿��>& Positively-Identified Spam Settings>' ] �­�¡�©�Ù�å
Æ�[�
 [ �G�b�”�¡
�©�Ù�å�†�Ó�µ�­�î�ª�_4:#Ý�M�•>& Apply This Action to Message>' ] �œ�É�©�Ù�å�_  [ �«�Ã�Ò7x7³>&Spam 
Quarantine>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 3 �²0[�_�Â�L�Z�
�«�Ã�Ò�b$2�8�b�6�•�Ó�µ�­�î�ª�x�Ð�î�£�¸�•�å�¢7Á�Ê�Ó�î�Ý�_�P�K�Z�v�G�b0¿���†)Þ�~
3É�K�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�_
°�V�b*ƒ�Ö�¦8o

�G�G�[�c�
�«�Ã�Ò7x7³�†�_
°�M�•7•�_�@�–�M�m�A�
�I�r�J�r�^�Ä�å�º�\�_���†�f�j�K�r�M��

�¹�•�«�¡��5�

/² 27-4 �_�
�›�”�É�Û�–�”�å�«�V�[�«�Ã�Ò7x7³�_�Q#Ý�•+��^�¹�•�«�¡  �«�Ì�î�«�†&g�K�r�M��

�«�Ã�Ò7x7³�_�”�¡�­�«�M�•�š�å�»  �Ø�î�¨

�š�å�»  �Ø�î�¨�c�
�w�™�K�S3û%±
Æ�b�Ü�å�¡)�#ä�[�«�Ã�Ò7x7³�_�”�¡�­�«�[�A�r�M���G�b�‰�2�[7x7³�_
�”�¡�­�«�M�•���œ�
 LDAP 1�0É�x  IMAP/POP 1�0É�c�²0[�6�~�r�O�‡>&�š�å�»  �Ø�î�¨�c+¬�(+¬3��†1�0É
�M�•�²0[�@�6�~�r�O�‡>' ��3û%±�Ó�µ�­�î�ª
Æ�_�Ñ�~�M�•�Ü�å�¡�_�c�w� �‡7H�@�^�8�G�\�_�@�–�K�Z�C�T
�I�8���š�å�»  �Ø�î�¨�c�
�G�€�}�b�Ü�å�¡�†�Q#Ý�M�€�d�
1�0É�K�^�C�Z�v�
+¬�(���b7x7³�I�€�S�Ó�µ
�­�î�ª�†/²&g�[�A�r�M��

/² 27-4 �«�Ã�Ò7x7³�_�Q#Ý�•+��^�¹�•�«�¡  �«�Ì�î�«  

�Ô�¹�Ý �¹�•�«�¡8•�æ>&�"�)>8 GB>'

C160/170 5

C360/370 15

C660/670 30

X1060/1070 30
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'¨  27 'v       7x7³
  �«�Ã�Ò7x7³�b0¿��
�Ø�î�¨�c�
+¬�(�b  Web �È�Û�˜�¨�_�Ü�å�¡�†%$�K
°�Š�K�Z7x7³�_�”�¡�­�«�M�•�G�\�v�[�A�r�M�� Web �È
�Û�˜�¨�_
°�Š�K�S  URL )�#ä�[7x7³�_�”�¡�­�«�M�•���œ�
�Ø�î�¨�c1�0É�†/œ�:�²0[�@�6�~�r�M��1�0É�‰
�'>& LDAP �r�S�c���Ó�î�Ý�Î�µ�¡�«�� >&IMAP/POP>'>'�c�
7x7³0¿���b  [ �š�å�»  �Ø�î�¨7x7³�”�¡�­�«

>&End User Quarantine Access>' ] �­�¡�©�Ù�å
Æ�[��*O�I�€�r�M>& ���«�Ã�Ò7x7³�l�b�š�å�»  �Ø�î�¨  �”�¡�­
�«�b0¿���� >&P.27-24>' �†�g!·>' ��

LDAP 1�0É�É�ß�­�«  

1. �Ø�î�¨�@+¬�(�b�Ø�î�¨�¡�\�Ã�«�á�î�»�†  Web UI �ß�¢�–�å  �Ì�î�ª�_
°�Š�K�r�M��

2. �«�Ã�Ò7x7³�c�
���¡�è(ô�†��/œ�M�•�|�:�_�
�r�S�c�æ���I�€�S���§�î�Â  �ß�¢�–�å�� DN �\�Ã�«�á�î
�»�_�|�•1�0É�Ø�î�¨�\�K�Z�
�æ���I�€�S  LDAP �§�î�Â�_�K)F�K�r�M�� Active Directory �b���œ�
�M
+á�_���¢�ß�î�Â�Ý  �•�±�ß�¢  �Ï�î�º�� >&6000 $��Ž>'�V�[�§�î�Â�K)F�†&�'g�M�•�²0[�@�6�~�
�è(ô�†
��/œ�M�•�S�u�_�
�«�Ã�Ò7x7³�@�Â�–�å�»�[�A�•�*�8"I�’  LDAP �Ø�î�¨�†�8�B�M�•�²0[�@�6�~�r�M��

3. ���_�
�«�Ã�Ò7x7³�c�
�æ���I�€�S  BaseDN �\�¡�š�Ü�î  �«�º�Ü�å�¢�†�Q#Ý�K�Z�Ø�î�¨�†�è(ô�K�r�M��
�Ø�î�¨�b  LDAP �Þ�¥�î�»�@0b�X�?�•�\�
�«�Ã�Ò7x7³�c�
�Q�b�Þ�¥�î�»�b  DN �†�³���K�
�Ø�î�¨  �Þ
�¥�î�»�b  DN �\�q�6�_�Ø�î�¨�@
°�Š�K�S�Ã�«�á�î�»�†�Q#Ý�K�Z�¹�•�Þ�¡�º�Ü�l�b�Â�–�å�»�†0è�s�r
�M���G�b�Ã�«�á�î�»  �³�™�µ�¡�_�B�Œ�M�•�\�
�Ø�î�¨�c�G�K�C1�0É�I�€�r�M���K�?�K�r�T�
�«�Ã�Ò
7x7³�c�
�Q�b�Ø�î�¨�_�P�K�Z�]�b�Ó�î�Ý�Î�µ�¡�«�b
Æ���†/²&g�M�•�b�?�ô���M�•�²0[�@�6�~�r�M��

4. �Ó�µ�­�î�ª�c�
�w�™*…�b�š�å�Ë�ß�î�É  �”�»�Þ�«�†�Q#Ý�K�Z�«�Ã�Ò7x7³�_�–'ö�I�€�r�M���Ø�î�¨�b
�Ã�«�á�î�»�@  LDAP �_�P�K�Z�è0É�I�€�S�‹�
�«�Ã�Ò7x7³�c�
 ���É�Û�–�Ð�Ü7Á�Ê�Ó�î�Ý�“�ö���†  
LDAP �Þ�¥�î�»�?�}�v�“�K�Z�
�]�b�š�å�Ë�ß�î�É  �”�»�Þ�«�b7x7³�I�€�S�Ó�µ�­�î�ª�†/²&g�M�•�²
0[�@�6�•�b�?�ô���K�r�M�� ���É�Û�–�Ð�Ü7Á�Ê�Ó�î�Ý�“�ö���_�c�
7Á�Ê�Ó�î�Ý  �”�»�Þ�«�@0
�X�A(á�I
�€�Z�8�•���œ�@�6�~�
�G�€�}�b�”�»�Þ�«�†�Q#Ý�K�Z�
7x7³�?�}�]�b�š�å�Ë�ß�î�É  �”�»�Þ�«�@1�0É
�Ø�î�¨�_�P�K�Z/²&g�I�€�•�²0[�@�6�•�b�?�ô���I�€�r�M��

IMAP/POP 1�0É�É�ß�­�«  

1. �Ó�î�Ý  �§�î�Â0¿���_�Â�L�Z�
�Ø�î�¨�c�
+¬�(�b�Ø�î�¨�¡>& joe >'�r�S�c7Á�Ê�Ó�î�Ý  �”�»�Þ�«
>&joe@example.com >'�\�
�Ã�«�á�î�»�†  Web UI �ß�¢�–�å  �Ì�î�ª�_
°�Š�K�r�M���Ø�î�¨�_7Á�Ê�Ó�î
�Ý �”�»�Þ�«�†�Ç�Ý�_
°�Š�M�•�²0[�@�6�•�b�?�
�Ø�î�¨�¡�T�E�†
°�Š�M�€�d�|�8�b�?%±�}�O�•�S�u
�_�
�ß�¢�–�å  �Ì�î�ª  �Ó�µ�­�î�ª�†�š�f�[�A�r�M>& ���«�Ã�Ò7x7³�l�b�š�å�»  �Ø�î�¨  �”�¡�­�«�b0¿����

>&P.27-24>' �†�g!·>' ��

2. �«�Ã�Ò7x7³�c�
 IMAP �§�î�Â�r�S�c  POP �§�î�Â�_�K)F�K�

°�Š�I�€�S�ß�¢�–�å�¡>&�Ø�î�¨�¡�r�S
�c7Á�Ê�Ó�î�Ý  �”�»�Þ�«>'�\�Ã�«�á�î�»�†�Q#Ý�K�Z  IMAP/POP �§�î�Â�l�b�ß�¢�–�å�†0è�s�r�M���Ã
�«�á�î�»�@�w�E
°�€�}�€�•�\�
�Q�b�Ø�î�¨�c1�0É�I�€�S�\0b�^�I�€�
�«�Ã�Ò7x7³�c�S�T�U�_  
IMAP/POP �§�î�Â�?�}�ß�¢�”�˜�º�K�r�M��

3. �Ø�î�¨�@1�0É�I�€�S�‹�
�«�Ã�Ò7x7³�c�
�Ø�î�¨�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�_�ö�Y�8�Z�
�Q�b�Ø�î�¨��
�b7Á�Ê�Ó�î�Ý�b�Ü�«�º�†�8�B�K�r�M��

– �«�Ã�Ò7x7³�b0¿���_�>�8�Z�
�Ÿ8í�b�^�8�Ø�î�¨�¡>& joe  �^�]>'�_3ã�•�M�•�»�Ó�–�å�†�æ���K�Z
�8�•���œ�c�
�G�b�»�Ó�–�å�†�‹�•�_3ã�•�K�Z�[�A�•�ö
²�Ÿ8í7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�Q#Ý�K�Z�

7x7³�š�Ü�”
Æ�b�M+´�M�•�š�å�Ë�ß�î�É�@�è(ô�I�€�r�M��

– �Q�€�è�¥�b���œ�
�«�Ã�Ò7x7³�c�

°�Š�I�€�S7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�Q#Ý�K�Z�
�M+´�M�•�š�å
�Ë�ß�î�É�†�è(ô�K�r�M��

�«�Ã�Ò7x7³�_�ß�¢�–�å�M�•�S�u�b  URL �b�ô��

�š�å�»  �Ø�î�¨�@�«�Ã�Ò7x7³�_%$�K�”�¡�­�«�M�•�S�u�_�Q#Ý�[�A�•  URL �c�
�Ð�©�å�b�Í�«�º�¡�\�
7x7³
�@�–�¿�î�È�Ý�_�^�W�Z�8�•  IP �–�å�±�î�Ç�™�–�«�V�b0¿��>& HTTP/S �\�Ï�î�º$��•>'�?�}�8�B�I�€�r�M��
���b�[�†�g*ƒ�_�K�Z�C�T�I�8��

HTTP://mail3.example.com:82
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  �«�Ã�Ò7x7³�b0¿��
0¿���[

POP/IMAP �b0¿���[>8  

IMAP �>�|�g  POP �b���œ>&�"�M�»�Ó�–�å>' >8

• �§�î�Â�¡�†
°�Š�K�r�M��

• �§�î�Â�[  SSL �†�Q#Ý�M�•�|�:�_0¿���K�Z�8�•���œ�c�
 SSL �†�–�¿�î�È�Ý�_�K�r�M��

• [ �•�Ÿ8í�Ø�î�¨�¡�_�»�Ó�–�å�†3ã�•>& Append Domain to Unqualified Usernames>' ] �†�–�¿�î�È�Ý�_
�K�
�Ø�î�¨�b�ß�¢�–�å#Ý�_�š�å�Ë�ß�î�É�b�»�Ó�–�å�†�G�€�_0¿���K�r�M��

IMAP �b0ò(ý�_�X�8�Z�c�
�á�©�å�º�å�±�Û�b  Web �§�–�º�†�g!·�K�Z�C�T�I�8��

http://www.washington.edu/imap/

3û%±�b�¸�«�º

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ð�¿�î�ª�Õ�[�¸�«�º#Ý�b�Ó�î�Ý  �Ï�Ü�©�î�†0¿���M�•�G�\�_�|�~�
3û%±�†�¸�«
�º�[�A�r�M���G�b���œ�
�"�M�b�Ø�î�¨�_�P�K�Z�T�E�
�«�Ã�Ò�†7x7³�I�O�r�M���Q�b�‹�
�«�Ã�Ò7x7³�b3û
%±0¿���[�
 [ �«�Ã�Ò3û%±�†�w� �_�M�•>& Enable Spam Notification>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�
 [ �š
�å�»�Ø�î�¨7x7³�l�b�”�¡�­�«�†�w� �_�M�•>& Enable End-User Quarantine Access>' ] �³�™�µ�¡�Î�µ�¡�«
�†�œ�Ç�_�K�r�M���G�€�_�|�~�
 [ �Â�˜�å�«�I�€�S�Ó�µ�­�î�ª�b3æ�™
›>& Deliver Bounced Messages To>'
] �Ç�•�î�Ý�»�_0¿���I�€�S'ö#.*…�T�E�@�
7x7³
Æ�b�‚�K�8�«�Ã�Ò�_�X�8�Z3û%±�I�€�r�M��

�š�å�»  �Ø�î�¨�[�b3û%±�b&����^�w�™

�š�å�»  �Ø�î�¨�_�P�K�Z�
�«�Ã�Ò7x7³�?�}�b3û%±7Á�Ê�Ó�î�Ý�b�j���Ç�”�»�Þ�«�†�›+¬�b�Ó�î�Ý  �”�É�Ü
�£�î�©�Ù�å>& Outlook�
 Thunderbird �^�]>'�b3Þ�h�Ó�î�Ý0¿���_�6�•���Í�á�–�º�Ü�«�º���l3ã�•�M�•�G
�\�†�N�á�K�Z�C�T�I�8��

0
�X�b3û%±�b�w�™

�Ø�î�¨�c�
0
�X�b7Á�Ê�Ó�î�Ý  �š�–�Ü�”�«�_�“�K�Z�8�•�?�
0
�X�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�Q#Ý�K�Z�8�•
�\�
0
�X�b3û%±�†�w�™�K�r�M���r�S�
7Á�Ê�Ó�î�Ý�†�w�™�M�•  LDAP �¢�Ý�î�É�_�“�K�Z�8�•�Ø�î�¨�v�G
�€�_�\�Z�c�r�~�r�M��  

>&�@>' LDAP �†�Q#Ý�K�Z�8�^�8���œ�[�
�š�å�»  �Ø�î�¨�@0
�X�b7Á�Ê�Ó�î�Ý3û%±�†�w�™�M�•�G�\�@�^�8�|�:�_
�M�•�²0[�@�6�•���œ�c�
3û%±�†�¹�•�­�î�È�Ý�_�M�•�G�\�†�è0¦�K�r�M���G�b���œ�
�æ�ƒ�~�\�K�Z�
�š�å
�»  �Ø�î�¨�@7x7³�_%$�K�”�¡�­�«�[�A�•�|�:�_�K�
 LDAP �r�S�c  POP/IMAP �[1�0É�K�r�M��

/² 27-5 �”�»�Þ�« / �š�–�Ü�”�«�_�Â�L�S3û%±�X

�Ø�î�¨ 7Á�Ê�Ó�î�Ý  �”�»�Þ�« �š�–�Ü�”�« 3û%±�X

Sam sam@example.com 1

Mary mary@example.com dev@example.com�

qa@example.com�


pm@example.com

4

Joe joe@example.com�

admin@example.com

hr@example.com 3
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  �«�Ã�Ò7x7³�b0¿��
�›�Ø�î�¨�_�P�K�Z�Ñ�~�M�•�Ó�µ�­�î�ª�b&�1�

1�0É�b�‰�'�_�|�W�Z�c>& LDAP �r�S�c  IMAP/POP>'�
�Ø�î�¨�_�P�K�Z�«�Ã�Ò7x7³
Æ�_0
�X�b7Á�Ê�Ó�î�Ý  
�”�»�Þ�«���b�Ó�î�Ý�@�Ñ�~�M�•�•+��ö�@�6�~�r�M��

LDAP 1�0É�†�Q#Ý�M�•���œ�
 LDAP �¹�•�Þ�¡�º�Ü
Æ�[�É�Û�–�Ð�Ü7Á�Ê�Ó�î�Ý�“�ö�_0
�X�b�Í�@0¿���I
�€�Z�8�•�\�
�Q�€�}�b�Í>&�”�»�Þ�«>'�b�M�m�Z�@�Ø�î�¨�_6õ4��Ü�E�}�€�r�M���K�S�@�W�Z�
7x7³�š�Ü�”

Æ�_�c�
 LDAP �¹�•�Þ�¡�º�Ü�[�š�å�»  �Ø�î�¨�_6õ4��Ü�E�}�€�S�M�m�Z�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«���b7x7³
�I�€�S�Ó�µ�­�î�ª�@�Ñ�~�K�r�M��

�K�?�K�
�Ø�î�¨�@3û%±)�#ä�[7x7³�_%$�K�”�¡�­�«�M�•���œ�
�6�•�8�c1�0É�‰�'�@  IMAP/POP �b���œ�

7x7³�_�c�Q�b�Ø�î�¨�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«>&�r�S�c3û%±�@3æ�™�I�€�S�”�»�Þ�«>'���b�Ó�µ�­�î�ª�K�?
/²&g�I�€�r�O�‡���š�å�»  �Ø�î�¨1�0É�b�·�8�b0ò(ý�_�X�8�Z�c�
 ���«�Ã�Ò7x7³�_�”�¡�­�«�M�•�š�å�»  �Ø�î
�¨�� >&P.27-29>' �†�g!·�K�Z�C�T�I�8��

�«�Ã�Ò7x7³
Æ�[�c�
7Á�Ê�Ó�î�Ý  �”�»�Þ�«�b�±�e�Ð�\�`�e�Ð�@�
�9�I�€�^�8�G�\�_�@�–�K�Z�C�T�I�8��
�S�\�<�d�
 Admin@example.com ���\  admin@example.com ���b7Á�Ê�Ó�î�Ý�c�
�g�‰�\�v

�� admin@example.com���_6õ4��Ü�E�}�€�S�Ø�î�¨�b7x7³�š�Ü�”
Æ�_�Ñ�~�K�r�M��

7x7³�P1ß�b�Ó�î�Ý�b�”�»�Þ�«�†�D7H

0
�X�b�Ó�î�Ý  �Ï�Ü�©�î�†�Q#Ý�K�Z>& [ �Ó�î�Ý  �Ï�Ü�©�î>& Mail Policies>' ] > [ �w�™�Ó�î�Ý  �Ï�Ü�©�î>& Incoming Mail Policy>' ]>'�

�Ó�î�Ý�b7x7³�P1ß�?�}7V�¥�M�•�w�™*…�”�»�Þ�«�b�Ü�«�º�†�æ���[�A�r�M���Q�b�Ó�î�Ý  �Ï�Ü�©�î�_�”�å�³�«�Ã�Ò�†0¿���M�•7•�

7x7³�b�æ�ƒ�~�_  [ 4Ä�™>&Deliver>' ] �r�S�c  [ �»�ß�µ�É>& Drop>' ] �†4E�¥�K�r�M��

�¹�Ç�›�Ý�º  �š�å�¥�î�¹�•�å�¢

AsyncOS �[�c�
�Ó�µ�­�î�ª  �Ê�µ�²�î�_�æ���I�€�S�š�å�¥�î�¹�•�å�¢�_�ö�Y�8�Z�Ó�µ�­�î�ª�b�e�Ð�­�µ
�º�@�ô���I�€�r�M���K�?�K�
�Ê�µ�²�î�_�æ���I�€�S�š�å�¥�î�¹�•�å�¢�@��7•�b�¸�Ÿ�«�º�\�M+´�K�Z�8�^
�8�\�
�Q�b�Ó�µ�­�î�ª�c�
�«�Ã�Ò7x7³
Æ�[7�0t�I�€�•7•�_�G�K�C/²&g�I�€�r�O�‡���G�b�|�:�^"g�#�c�

�«�Ã�Ò  �Ó�µ�­�î�ª�b���œ�_$Î#Õ�M�•�G�\�@�|�C�6�~�r�M��

�¹�Ç�›�Ý�º  �š�å�¥�î�¹�•�å�¢�b�æ��

%T�™7Á�Ê�Ó�î�Ý�b�Ê�µ�²�î�_�e�Ð�­�µ�º�b�š�å�¥�î�¹�•�å�¢�@�æ���I�€�Z�8�^�8���œ�
�”�É�Û�–�”�å�«
�†0¿���K�Z�
�¹�Ç�›�Ý�º  �š�å�¥�î�¹�•�å�¢�†�æ���[�A�r�M���Q�:�M�•�G�\�_�|�~�
�Q�b�|�:�^�Ó�µ
�­�î�ª�†�«�Ã�Ò7x7³
Æ�[�G�K�C/²&g�M�•�b�_�z'g�U�r�M��

�S�T�K�
�¹�Ç�›�Ý�º  �š�å�¥�î�¹�•�å�¢�†�æ���M�•�\�
�Ú�b�e�Ð�­�µ�º�b�Ó�µ�­�î�ª�@�G�K�C/²&g�I�€
�^�C�^�•�•+��ö�@�6�~�r�M���G�€�c�
�Ó�µ�­�î�ª  �Ê�µ�²�î�_�š�å�¥�î�¹�•�å�¢�@�æ���I�€�Z�8�^�8
�Ó�µ�­�î�ª�_�P�K�Z�b�s4:#Ý�I�€�r�M���M+á�_�
�G�b�•�¸�¦�Ü�_
°�•�Ó�î�Ý�b�¨�C�@  1 �X�b"I���b�š�å
�¥�î�¹�•�å�¢�_�^�•�\�£ ��I�€�•���œ�_�T�E�
�¹�Ç�›�Ý�º  �š�å�¥�î�¹�•�å�¢�†0¿���K�r�M���S�\�<�d�

7x7³�I�€�•�Ó�î�Ý�b�:�U�
�Ó�µ�­�î�ª  �Ê�µ�²�î�_�e�Ð�­�µ�º�b�š�å�¥�î�¹�•�å�¢�@�æ���I�€�Z�8�^�8
�v�b�b�¨�C�@�¥�•1�>& ISO-2022-JP>'�b���œ�
 >&�W�b scanconfig->setup �œ�É�©�Ù�å�_�>�8�Z>'

�� Configure encoding to use when none is specified for plain body text or anything with 

MIME type plain/text or plain/html. ���b�É�ß�å�É�º�@/²&g�I�€�S7•�_�
�œ�É�©�Ù�å  12 �†4E�¥�K�r
�M��

�Ó�µ�­�î�ª  �Ê�µ�²�î�_�š�å�¥�î�¹�•�å�¢�†�æ���K�Z�8�^�8�Ó�µ�­�î�ª�_�P�K�Z�¹�Ç�›�Ý�º  �š�å�¥�î
�¹�•�å�¢�†0¿���M�•�_�c�
 CLI �?�}  scanconfig->setup  �¥�Ð�å�»�†�Q#Ý�K�r�M�����b�[�[�c�
�¹�Ç�›
�Ý�º�\�K�Z  UTF-8 �@0¿���I�€�r�M��

mail3.example.com> scanconfig
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  �«�Ã�Ò7x7³
Æ�b�Ó�µ�­�î�ª�b'ö#.
�«�Ã�Ò7x7³
Æ�b�Ó�µ�­�î�ª�b'ö#.
�G�G�[�c�
'ö#.*…�b0i!l�?�}�
�ß�î�•�Ý�r�S�c�¥4Š�b�«�Ã�Ò7x7³
Æ�_�6�•�Ó�µ�­�î�ª�b�ï�8�‰�2�_�X�8
�Z1��Â�K�r�M��'ö#.*…�@7x7³�†/²&g�M�•���œ�
�Q�b7x7³�š�Ü�”�_�µ�r�€�•�M�m�Z�b�Ó�µ�­�î�ª�†�<#Ý�[
�A�r�M��

'ö#.*…�\�K�Z�
�«�Ã�Ò7x7³
Æ�b�Ó�µ�­�î�ª�_�P�K�Z���b�”�¡�©�Ù�å�†��/œ�[�A�r�M��

There are currently 7 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

[]> setup

[ ... ]

Configure encoding to use when none is specified for plain body text or anything with 
MIME type plain/text or plain/html.

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

[ ... list of encodings ... ]

13. Japanese (EUC)

[1]> 2

Encoding set to "Unicode (UTF-8)".
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  �«�Ã�Ò7x7³
Æ�b�Ó�µ�­�î�ª�b'ö#.
• �Ó�µ�­�î�ª�b/²&g

• �Ó�µ�­�î�ª�b4Ä�™

• �Ó�µ�­�î�ª�b�P7V

• �Ó�µ�­�î�ª�b�è(ô

�«�Ã�Ò7x7³
Æ�[�b�Ó�µ�­�î�ª�b�è(ô

�m8p 

�«�¸�µ�É 1 �š�å�Ë�ß�î�É�w�™*…�†�æ���K�r�M��

>&�@>' �”�»�Þ�«�b�M4Š�†
°�Š�[�A�r�M��

�«�¸�µ�É 2 
°�Š�K�S�w�™*…�_�è(ô)��Ý�@�]�&�_�M+´�M�•�²0[�@�6�•�?�
�6�•�8�c
°�Š�K�S�Í�@�è(ô)��Ý�b�”�»�Þ�«
�b�M4Š�

›8Œ�
�r�S�c�Ž�•�b�8�N�€�\�M+´�M�•�²0[�@�6�•�?�†4E�¥�K�r�M��

�«�¸�µ�É 3 �è(ô�b�P1ß�‡6ë�†
°�Š�K�r�M���•�Þ�å�²�î  �”�–�¥�å�†�¡�Ü�µ�¡�K�Z�
�¥�Ü�†4E�¥�K�r�M��

�«�¸�µ�É 4 �j���Ç�”�»�Þ�«�†�æ���K�

°�Š�K�S�Í�@�è(ô)��Ý�b�”�»�Þ�«�b�M4Š�

²�/�

›8Œ�
�r�S�c�Ž�•�b�8�N�€
�\�M+´�M�•�²0[�@�6�•�?�†4E�¥�K�r�M��

�«�¸�µ�É 5 [ �è(ô>&Search>' ] �†�¡�Ü�µ�¡�K�r�M���è(ô�ö =�_�M+´�M�•�Ó�µ�­�î�ª�@�Ì�î�ª�b  [ �è(ô>&Search>' ] �­
�¡�©�Ù�å�b�W�_/²&g�I�€�r�M��

�±5��Ó�µ�­�î�ª�b�è(ô

�«�Ã�Ò7x7³
Æ�_�±5��b�Ó�µ�­�î�ª�@�p7Ÿ�I�€�Z�8�•���œ�
�>�|�g�è(ô�²�ó�@) �~3¸�r�€�Z�8�^�8���œ�

�¡�š�Ü�î�b)��Ý�@3É�I�€�•�r�[�_8��–�_6×�8�ì6ë�@�?�?�•�•+��ö�@�6�~�
���œ�_�|�W�Z�c�±�–�Ò�”�˜�º
�K�r�M��

�Q�b���œ�
�è(ô�†
Ì��/œ�M�•�?�]�:�?&�1��I�€�r�M���±5��b�è(ô�@� �ì�_0
�X��/œ�I�€�•�\�
�Ã�Ç�›�î
�Ð�å�«�_�O�s8j�†�Z�<�•�•+��ö�@�6�•�G�\�_�@�–�K�Z�C�T�I�8��

�«�Ã�Ò7x7³
Æ�b�Ó�µ�­�î�ª�b/²&g

�Ó�µ�­�î�ª�b�Ü�«�º�_�|�~�
�«�Ã�Ò7x7³
Æ�b�Ó�µ�­�î�ª�@/²&g�I�€�r�M���M�Ø�_/²&g�I�€�•�Ó�µ�­�î�ª
�b�ó�X�†4E�¥�[�A�r�M���•�Û�Ò0b���K�†�¡�Ü�µ�¡�M�•�G�\�_�|�~�
/²&g�†�¯�î�º�[�A�r�M��� �L�•�Û�Ò
�†
Ì�g�¡�Ü�µ�¡�M�•�\�
3ë8p�_�¯�î�º�I�€�r�M��

�Ó�µ�­�î�ª�b�ó�¡�†�¡�Ü�µ�¡�K�Z�Ó�µ�­�î�ª�†/²&g�K�r�M���G�€�_�c�
�•�e�\�Ê�µ�²�î�@�µ�r�€�r�M��
�Ó�µ�­�î�ª�c�
 [ �Ó�µ�­�î�ª�b0ò(ý>& Message Details>' ] �Ì�î�ª�_/²&g�I�€�r�M���Ó�µ�­�î�ª�b�q�6�b  
20 KB �@/²&g�I�€�r�M���Ó�µ�­�î�ª�@�Q�€�|�~�v6×�8���œ�
/²&g�c  20 KB �[�t�U�)�}�€�
�Ó�µ�­�î�ª
�b�q�‹�_�6�•�Ü�å�¡�?�}�Ó�µ�­�î�ª�†�²�˜�å�ß�î�»�[�A�r�M��

[ �Ó�µ�­�î�ª�b0ò(ý>& Message Details>' ] �Ì�î�ª�?�}�
�Ó�µ�­�î�ª�†�P7V�K�S�~>& [ �P7V>&Delete>' ] �†
4E�¥>'�
 [ �Ü�Ü�î�«>& Release>' ] �†4E�¥�K�Z�Ó�µ�­�î�ª�†0Ž�:�K�S�~�[�A�r�M���Ó�µ�­�î�ª�†0Ž�:�M�•
�\�
�Q�b�Ó�µ�­�î�ª�c4Ä�™�I�€�r�M��
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  �«�Ã�Ò7x7³
Æ�b�Ó�µ�­�î�ª�b'ö#.
�Ó�µ�­�î�ª�_�X�8�Z�I�}�_0ò(ý�^�_���†/²&g�M�•�_�c�
 [ �Ó�µ�­�î�ª�º�Û�µ�Ÿ�å�¢>& Message 
Tracking>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

�ç�Ü�Ç�“�–�Ý�†�µ�t�Ó�µ�­�î�ª�b/²&g

�ç�Ü�Ç�“�–�Ý�†�µ�t�Ó�µ�­�î�ª�†/²&g�M�•�\�
�Ó�µ�­�î�ª�b�•�e�@/²&g�I�€�S�‹�
�ç�Ü�Ç�“�–�Ý�b�Ü�«
�º�@)F�8�Z/²&g�I�€�r�M��

HTML �Ó�µ�­�î�ª�b/²&g

�«�Ã�Ò7x7³�[�c�
 HTML �Ë�î�«�b�Ó�µ�­�î�ª�c3Æ���[/²&g�I�€�r�M��#ì
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�«�º�\�È�ß�µ�¡�Ü�«�º�b0¿���@�Q�b�Ü�«�¼�î�V�[�w�™�I�€�S�Ó�î�Ý�_4:#Ý�I�€�^�C�^�~�r�M��� �]�_�

�M4Š�b�Ó�µ�­�î�ª�w�™*…�_�X�8�Z�”�å�³�«�Ã�Ò  �«�Ÿ�Õ�å�†�«�Ÿ�µ�É�M�•�Ó�î�Ý�Ç�ß�î  �Ï�Ü�©�î�†�8�B
�M�•�\�
�Q�€�}�b�w�™*…�c�
+¬�(�b�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�b0¿���@4:#Ý�I�€�^�C�^�~�r�M��

�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�b�8�B�>�|�g�Ó�å�¸�¼�å�«�b�+0[

�­�î�Ç�Ü�«�º�\�È�ß�µ�¡  �Ü�«�º�†�Q#Ý�M�•�_�c�
���b�8���†��/œ�K�r�M��

• �«�Ã�Ò7x7³�b�–�¿�î�È�Ý�ì�\0¿�� ���­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�c�«�Ã�Ò7x7³�?�}�”�¡�­�«�I�€
�•�S�u�
�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�†�Q#Ý�M�•�_�c�G�b�µ+��†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r
�M��0ò(ý�_�X�8�Z�c�
 ���«�Ã�Ò7x7³�b0¿���� >&P.27-19>' �†�g!·�K�Z�C�T�I�8��
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• �­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º�µ+��b�–�¿�î�È�Ý�ì�\0¿�� ���«�Ã�Ò7x7³�†�–�¿�î�È�Ý�_�K�S�‹�

�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º�µ+��†�–�¿�î�È�Ý�_�K�
0¿���K�r�M���È�ß�µ�¡�Ü�«�º�b7Á�Ê�Ó�î�Ý
�_�P�M�•�È�ß�µ�¡�Ü�«�º  �”�¡�©�Ù�å>&7x7³�r�S�c�P7V>'�v0¿���M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8
�Z�c�
 ���­�î�Ç�Ü�«�º�\�È�ß�µ�¡  �Ü�«�º�b0¿���� >&P.27-38>' �†�g!·�K�Z�C�T�I�8��

• �­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º  �¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�\�Ÿ
– ���”�µ�É�¢�Þ�î�»�M�•�\�A�

�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º  �¹�î�±�Ë�î�«�†�Â�µ�¡�”�µ�É�K�
�Ÿ
–�M�•�8���@�²0[�_�^�~�r�M��
0ò(ý�_�X�8�Z�c�
 ���­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º  �¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�\�Ÿ
–�� >&P.27-38>'
�†�g!·�K�Z�C�T�I�8��

• �­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º  �¹�î�±�Ë�î�«�b� �‡ ���š�å�»  �Ø�î�¨�@�­�î�Ç�Ü�«�º�r�S�c�È�ß�µ�¡
�Ü�«�º�b�š�å�º�Ü�†
°�Š�M�•�\�
�Q�€�}�b0¿���c�¹�î�±�Ë�î�«�_�–�Ñ�I�€�r�M���G�b�¹�î�±�Ë�î�«
�c�
 AsyncOS �@7Á�Ê�Ó�î�Ý�†��#.�M�•7•�_�Q#Ý�M�•�¹�î�±�Ë�î�«�\���‡$×�_� �‡�I�€�r�M���«�Ã
�Ò7x7³�@�­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�V�_)T�â�I�€�Z�8�•���œ�
'ö#.*…�c�
7Á�Ê�Ó�î�Ý  �­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�\� �‡�M�•�|�:�_�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º  �¹�î�±�Ë�î�«�†0¿���M
�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�b0¿���\�¹�î�±�Ë�î�«�b� 
�‡�� >&P.27-39>' �†�g!·�K�Z�C�T�I�8��

• �­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�b�º�Û�È�Ý�©�×�î�¸�•�å�¢ ���­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�†�º�Û
�È�Ý�©�×�î�¸�•�å�¢�M�•�S�u�_�
�ß�¢�
�”�Û�î�º�†&�1��[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���­�î�Ç�Ü�«
�º�\�È�ß�µ�¡�Ü�«�º�b�º�Û�È�Ý�©�×�î�¸�•�å�¢�� >&P.27-40>' �†�g!·�K�Z�C�T�I�8��

�­�î�Ç�Ü�«�º�\�È�ß�µ�¡  �Ü�«�º�b0¿��  

�c�L�u�•�S�_  
�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�†0¿���M�•�S�_�
�«�Ã�Ò7x7³�†�–�¿�î�È�Ý�_�K�
0¿���K�Z�>�C�²0[�@�6
�~�r�M��

�m8p 

�«�¸�µ�É 1 [ �Ô�½�±>&Monitor>' ] > [ �«�Ã�Ò7x7³>&Spam Quarantine>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �š�å�»�Ø�î�¨�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º0¿��>& End-User Safelist/Blocklist>' ] �­�¡�©�Ù�å�[�
 [ �w
� >& Enable>' ] �†4E�¥�K�Z�?�}�
 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 3 [ �­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º�µ+��†�w� �_�M�•>& Enable Safelist/Blocklist Feature>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 4 [ �È�ß�µ�¡�Ü�«�º  �”�¡�©�Ù�å>& Blocklist Action>' ] �_  [ 7x7³>&Quarantine>' ] �r�S�c  [ �P7V>&Delete>' ] �†
4E�¥�K�r�M��

�«�¸�µ�É 5 [ �Ø�î�¨�H�\�b�q�±�Ü�«�º8o% �X>& Maximum List Items Per User>' ] �†�æ���K�r�M���G�b�Í�c�
�Ø�î�¨
�@�›�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�_3U�O�•�G�\�b�[�A�•�”�»�Þ�«�r�S�c�»�Ó�–�å�b�q�±�X�†/²�K�r
�M��

�«�¸�µ�É 6 [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��

�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º  �¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�\�Ÿ
–

�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º  �¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�†�–�Ñ�M�•�_�c�
 Cisco �”�É�Û�–�”�å�«�[
�¹�î�±�Ë�î�«�†  .CSV �Ç�“�–�Ý�\�K�Z�–�Ñ�K�r�M�� .CSV �Ç�“�–�Ý�c�
�”�É�Û�–�”�å�«�b0¿���@�A(á�I
�€�•  XML 0¿���Ç�“�–�Ý�\�c�9�_�–'ö�I�€�r�M���”�É�Û�–�”�å�«�†�”�µ�É�¢�Þ�î�»�M�•���œ�
�r�S�c�–
�å�«�º�î�Ý  �˜�•�¨�î�»�†��/œ�M�•���œ�
�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º  �¹�î�±�Ë�î�«�†  .CSV �Ç�“�–�Ý
�_�Â�µ�¡�”�µ�É�M�•�²0[�@�6�~�r�M��
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�Ç�“�–�Ý�†�Â�µ�¡�”�µ�É�M�•�\�
�”�É�Û�–�”�å�«�_�|�W�Z�
 .CSV �Ç�“�–�Ý�@���b�è�¡0d(Ù�_�‘�W�Z  
/configuration  �¹�•�Þ�¡�º�Ü�_�–�Ñ�I�€�r�M��

slbl<timestamp><serial number>.csv

�Â�µ�¡�”�µ�É�\�Ÿ
–�c�
 GUI �b  [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ 0¿���Ç�“�–�Ý
>&Configuration File>' ] �Ì�î�ª�?�
 CLI �[  slblconfig  �¥�Ð�å�»�†�Q#Ý�K�Z��/œ�[�A�r�M��

�¹�î�±�Ë�î�«�†  /configuration  �¹�•�Þ�¡�º�Ü�_�Â�µ�¡�”�µ�É�M�•�_�c�
 CLI �?�}�
 slblconfig -> 

export  �¥�Ð�å�»�†�Q#Ý�K�r�M���Â�µ�¡�”�µ�É�?�}�¹�î�±�Ë�î�«�†�Ÿ
–�M�•�_�c�
 slblconfig -> 

import  �¥�Ð�å�»�†�Q#Ý�K�r�M�� /configuration  �¹�•�Þ�¡�º�Ü�b�Â�µ�¡�”�µ�É  �Ç�“�–�Ý�b�Ü�«�º�?�}�

�Q#Ý�M�•�¹�î�±�Ë�î�«�†4E�¥�K�r�M��!“� �^�š�å�º�Ü�†!“0i�M�•�?�]�:�?�†4E�¥�[�A�r�M��

�¹�î�±�Ë�î�«�b�Â�µ�¡�”�µ�É�\�Ÿ
–�_  GUI �†�Q#Ý�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ 0¿���Ç�“�–�Ý>& Configuration File>' ] �?�}�
 [ �š�å�»�Ø�î
�¨  �­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º  �¹�î�±�Ë�î�«>& End-User Safelist/Blocklist Database>'] �­�¡�©�Ù�å�_
&ã�·�K�r�M��

�«�¸�µ�É 2 �¹�î�±�Ë�î�«�†  .CSV �Ç�“�–�Ý�_�Â�µ�¡�”�µ�É�M�•�_�c�
 [ �Ò�M�D�Â�µ�¡�”�µ�É>& Backup Now>' ] �†�¡
�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �¹�î�±�Ë�î�«�†�Ÿ
–�M�•�_�c�
 [ �Ü�«�º�”�M�•�Ç�“�–�Ý�†4E�¥>& Select File to Restore>' ] �†�¡�Ü�µ�¡�K
�r�M��

�”�É�Û�–�”�å�«�_�|�~�
 configuration �¹�•�Þ�¡�º�Ü�_�–'ö�I�€�Z�8�•�Â�µ�¡�”�µ�É  �Ç�“�–�Ý�b�Ü
�«�º�@/²&g�I�€�r�M��

�«�¸�µ�É 4 �Ÿ
–�M�•�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º  �Â�µ�¡�”�µ�É  �Ç�“�–�Ý�†4E�¥�K�
 [ �Ü�«�º�”>& Restore>' ] �†�¡
�Ü�µ�¡�K�r�M��

�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�b 0¿���\�¹�î�±�Ë�î�«�b� �‡  

�š�å�»  �Ø�î�¨�@�­�î�Ç�Ü�«�º�r�S�c�È�ß�µ�¡�Ü�«�º�†�8�B�M�•�\�
�Q�b0¿���c�¹�î�±�Ë�î�«�_�–�Ñ�I
�€�r�M���«�Ã�Ò7x7³�@  �­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�V�_�Ñ�~�M�•���œ�
�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü
�«�º0¿���@%T�™�Ó�î�Ý�_4:#Ý�I�€�•�S�_�
�G�b�¹�î�±�Ë�î�«�†  C-Series �”�É�Û�–�”�å�«�V�b�¹�î�±
�Ë�î�«�\� �‡�M�•�²0[�@�6�~�r�M���«�Ã�Ò7x7³�@  C-Series �”�É�Û�–�”�å�«�V�_�Ñ�~�M�•���œ�c�
�G�b
�¹�î�±�Ë�î�«�†�
�Ó�î�Ý  �Ÿ�×�î�†��#.�M�•�\�A�_�Q#Ý�I�€�•1��s�v�~�S#Ý�¹�î�±�Ë�î�«�\� �‡�M�•�²
0[�@�6�~�r�M���G�€�}�b�¹�î�±�Ë�î�«�†+¬�·�[� �‡�M�•�b�_�?�?�•�ì6ë�c�
�”�É�Û�–�”�å�«�b�Ô�¹�Ý�_
�|�W�Z$��^�~�r�M�����b/²�_�
�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�b�f�‚�_�X�8�Z�b�¹�Ç�›�Ý�º�b0¿���†&g
�K�r�M��

/² 27-6 �­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�b0¿���b� �‡

�”�É�Û�–�”�å�« � �‡�ì6ë

C160/170 10 �(

C360/C370 15 �(

C660/C670 30 �(

X1060/X1070 60 �(

M660 120 �(

M1050/M1060 240 �(
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C-Series �”�É�Û�–�”�å�«�b�¢�Ý�î�É�†�­�Ÿ�×�Ü�¸�•'ö#.�”�É�Û�–�”�å�«�^�K�[�Q#Ý�M�•���œ�
�­�î�Ç�Ü
�«�º / �È�ß�µ�¡�Ü�«�º�b0¿���\�¹�î�±�Ë�î�«�c�Ð�©�å6ë�[� �‡�M�•�²0[�@�6�~�r�M��

7Ÿ�p'ö#.�µ+��†�Q#Ý�K�Z0
�X�b  Cisco �”�É�Û�–�”�å�«�†0¿���M�•���œ�c�
7Ÿ�p'ö#.�†�Q#Ý�K�Z'ö#.*…0¿
���†0¿���[�A�r�M��7Ÿ�p'ö#.�†�Q#Ý�K�^�8���œ�c�
�Ð�©�å6ë�[0¿���@�Z�œ�K�Z�8�•�G�\�†�m�·�[&�1��[
�A�r�M��

FTP �†�Q#Ý�K�Z�”�É�Û�–�”�å�«�_�”�¡�­�«�M�•�‰�2�b0ò(ý�_�X�8�Z�c�
 �� Cisco IronPort AsyncOS for 
Email Configuration Guide���b�� Accessing the Appliance���†�g!·�K�Z�C�T�I�8��

�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�b �º�Û�È�Ý�©�×�î�¸�•�å�¢

�›�š�å�»  �Ø�î�¨�c�
�Q�€�R�€"‚+¬�b�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�†)T�â�K�r�M��'ö#.*…�c�
�š�å�»  
�Ø�î�¨  �”�•�˜�å�º�_�Q�b�Ø�î�¨�b�ß�¢�–�å�¡�\�Ã�«�á�î�»�[�ß�¢�–�å�K�S���œ�_�b�s�
�š�å�»  �Ø�î�¨
�b�­�î�Ç�Ü�«�º�r�S�c�È�ß�µ�¡�Ü�«�º�_�”�¡�­�«�[�A�r�M���­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�_6õ�M�•�e
8Ÿ�†�º�Û�È�Ý�©�×�î�¸�•�å�¢�M�•�S�u�_�
�ß�¢  �Ç�“�–�Ý�r�S�c�©�«�¸�Ò  �”�Û�î�º�†/²&g�[�A�r�M��

7Á�Ê�Ó�î�Ý�@�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º0¿���_�|�W�Z�È�ß�µ�¡�I�€�•�\�
�Q�b�”�¡�©�Ù�å�@  
ISQ_logs �r�S�c�”�å�³�«�Ã�Ò  �ß�¢  �Ç�“�–�Ý�_�ß� �å�¢�I�€�r�M���­�î�Ç�Ü�«�º�_�µ�r�€�•7Á�Ê�Ó�î�Ý
�c�
�­�î�Ç�Ü�«�º�_�M+´�K�Z�8�•�G�\�@  X-SLBL-Result-�­�î�Ç�Ü�«�º  �Ê�µ�²�î�_�|�W�Z�Ð�î�¡�I�€�r
�M���È�ß�µ�¡�Ü�«�º�_�µ�r�€�•7Á�Ê�Ó�î�Ý�c�
�È�ß�µ�¡�Ü�«�º�_�M+´�K�Z�8�•�G�\�@  X-SLBL-Result-
�È�ß�µ�¡�Ü�«�º  �Ê�µ�²�î�_�|�W�Z�Ð�î�¡�I�€�r�M��

�”�Û�î�º�c�
�¹�î�±�Ë�î�«�@�8�B�r�S�c�f�‚�I�€�S�~�
�¹�î�±�Ë�î�«�b�š�f�r�S�c�­�î�Ç�Ü�«�º / �È
�ß�µ�¡�Ü�«�º  �É�ß�­�«�b��/œ�_�>�8�Z�š�Û�î�@$Î#Õ�K�S�~�M�•�\3æ�™�I�€�r�M��

�”�Û�î�º�b0ò(ý�_�X�8�Z�c�
 '¨ 29 'v���”�Û�î�º��  �†�g!·�K�Z�C�T�I�8��

�ß�¢  �Ç�“�–�Ý�b0ò(ý�_�X�8�Z�c�
 '¨ 34 'v���ß� �å�¢�� �†�g!·�K�Z�C�T�I�8��

�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�†0¿���M�•�S�u�b�š�å�»  �Ø�î�¨�8��

�š�å�»  �Ø�î�¨�c�
"I���b3æ�™*…�?�}�b�Ó�µ�­�î�ª�†�«�Ã�Ò�b�8���?�}7V�¥�M�•�S�u�_�
�­�î�Ç�Ü�«�º
�†�8�B�[�A�r�M���r�S�
"I���b3æ�™*…�?�}�b�Ó�µ�­�î�ª�†�–�_�«�Ã�Ò�\�K�Z�…�:�S�u�_�
�È�ß�µ�¡�Ü�«
�º�†�Q#Ý�[�A�r�M���S�\�<�d�
�š�å�»  �Ø�î�¨�c�
�v�:+Æ�á�b�^�8�Ó�î�Ü�å�¢  �Ü�«�º�?�}7Á�Ê�Ó�î�Ý�†
�w�™�K�Z�8�•���œ�@�6�~�r�M���Q�b�|�:�^�Ø�î�¨�c�
�G�b�Ó�î�Ü�å�¢  �Ü�«�º�?�}�b7Á�Ê�Ó�î�Ý�@+¬�(
�b�w�™'ý�_3æ�™�I�€�^�8�|�:�_�
�Q�b3æ�™*…�†+¬�(�b�È�ß�µ�¡�Ü�«�º�_3ã�•�[�A�r�M���r�S�Ú�‰�[�
�š
�å�»  �Ø�î�¨�c�
�«�Ã�Ò�[�c�^�8"I���b3æ�™*…�?�}�b7Á�Ê�Ó�î�Ý�@+¬�(�b�«�Ã�Ò7x7³�_3æ�™�I�€�Z�8�•
�G�\�_�¼�Y�C�G�\�v�6�~�r�M���G�€�}�b3æ�™*…�?�}�b7Á�Ê�Ó�î�Ý�@7x7³�I�€�^�8�|�:�_�M�•�S�u�_�
�š
�å�»  �Ø�î�¨�c�Q�€�}�b3æ�™*…�†+¬�(�b�­�î�Ç�Ü�«�º�_3ã�•�[�A�r�M��

>&�@>' �­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º0¿���c�
�©�«�¸�Ò'ö#.*…�@0¿���M�•�Ú�b0¿���b�s8j�†�w�E�r�M��  

�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�†�<#Ý�M�•�S�u�_�
�š�å�»  �Ø�î�¨�c���b�8���†��/œ�M�•�²0[�@�6�~�r
�M��

• �­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�_�”�¡�­�«�K�r�M ��1�0É�b0¿���_�|�W�Z�c�
�š�å�»  �Ø�î�¨�c+¬�(
�b�«�Ã�Ò7x7³�”�•�˜�å�º�_�ß�¢�–�å�M�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���­�î�Ç�Ü�«�º�\�È
�ß�µ�¡�Ü�«�º�l�b�”�¡�­�«�� >&P.27-41>' �†�g!·�K�Z�C�T�I�8��

• �­�î�Ç�Ü�«�º  �š�å�º�Ü�†3ã�•�K�r�M ���Ø�î�¨�c�
�«�Ã�Ò7x7³
Æ�b  [ �œ�É�©�Ù�å>&Options>' ] �Ó
�½�×�î�r�S�c7x7³�I�€�S�Ó�µ�­�î�ª�b�Ü�«�º�?�}�­�î�Ç�Ü�«�º  �š�å�º�Ü�†3ã�•�K�r�M��0ò(ý�_�X
�8�Z�c�
 ���­�î�Ç�Ü�«�º�l�b�š�å�º�Ü�b3ã�•�� >&P.27-41>' �†�g!·�K�Z�C�T�I�8��
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'¨  27 'v       7x7³
  3æ�™*…�_�ö�Y�8�Z7Á�Ê�Ó�î�Ý4Ä�™�†�D�š�M�•�­�î�Ç�Ü�«�º�>�|�g�È�ß�µ�¡�†�Q#Ý
• �È�ß�µ�¡�Ü�«�º  �š�å�º�Ü�†3ã�•�K�r�M ���Ø�î�¨�c�
�«�Ã�Ò7x7³
Æ�b  [ �œ�É�©�Ù�å>&Options>' ] �Ó
�½�×�î�?�}�È�ß�µ�¡�Ü�«�º  �š�å�º�Ü�†3ã�•�K�r�M��0ò(ý�_�X�8�Z�c�
 ���È�ß�µ�¡�Ü�«�º�l�b3æ�™*…
�b3ã�•�� >&P.27-42>' �†�g!·�K�Z�C�T�I�8��

�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�l�b�”�¡�­�«

LDAP 1�0É�r�S�c�Ó�î�Ý�Î�µ�¡�«>& IMAP/POP>'1�0É�†�Q#Ý�K�Z�”�•�˜�å�º�@1�0É�I�€�•�š�å�»  �Ø�î
�¨�c�
�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�_�”�¡�­�«�M�•�S�u�_�
�«�Ã�Ò7x7³�_�P�K�Z+¬�(�b�”�•�˜�å�º�_
�ß�¢�–�å�M�•�²0[�@�6�~�r�M���G�€�}�b�š�å�»  �Ø�î�¨�c�
3û�–�c�«�Ã�Ò3û%±)�#ä�[+¬�(�b�Ó�µ�­�î�ª
�_�”�¡�­�«�K�Z�8�•�\�K�Z�v>&�G�b���œ�c�M+á�_1�0É�†�²0[�\�K�r�O�‡>' �
+¬�(�b�”�•�˜�å�º�_�ß�¢�–
�å�K�^�E�€�d�^�~�r�O�‡���š�å�»�Ø�î�¨1�0É�@  [NONE] �_0¿���I�€�Z�8�•���œ�
�š�å�»  �Ø�î�¨�c�

�­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º0¿���_�”�¡�­�«�M�•7•�_+¬�(�b�”�•�˜�å�º�_�ß�¢�–�å�M�•�²0[�c�6�~�r
�O�‡��

�­�î�Ç�Ü�«�º  �š�å�º�Ü�\�È�ß�µ�¡�Ü�«�º  �š�å�º�Ü�b�S�e

�›�š�å�º�Ü�c�
���b�g�'�[�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�_3ã�•�[�A�r�M��

• user@domain.com

• server.domain.com

• domain.com

�š�å�»  �Ø�î�¨�c�
� �L3æ�™*…�r�S�c�»�Ó�–�å�†�­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�b�g�‰�_� �ì�_�c3ã�•
�[�A�r�O�‡���S�T�K�
�š�å�»  �Ø�î�¨�@�6�•�»�Ó�–�å�†�­�î�Ç�Ü�«�º�_3ã�•�K�
�Q�b�»�Ó�–�å�_�d�“�M
�•�Ø�î�¨�b7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†�È�ß�µ�¡�Ü�«�º�_3ã�•�K�S���œ�
�”�É�Û�–�”�å�«�c�g�‰�b�Ý�î�Ý�†
4:#Ý�K�r�M>&3ë�b���œ�v� �]�[�M>' ���S�\�<�d�
�š�å�»  �Ø�î�¨�@  example.com �†�­�î�Ç�Ü�«�º�_3ã�•
�K�
 george@example.com �†�È�ß�µ�¡�Ü�«�º�_3ã�•�M�•�\�
�”�É�Û�–�”�å�«�c�
 example.com �?�}�b
�M�m�Z�b�Ó�î�Ý�†�«�Ã�Ò�?�]�:�?�«�Ÿ�Õ�å�O�N�_4Ä�™�K�r�M�@�
 george@example.com �?�}�b�Ó�î�Ý�c
�«�Ã�Ò�\�K�Z��#.�K�r�M��

�š�å�»  �Ø�î�¨�c�
 .domain.com �b�|�:�^�S�e�†�Q#Ý�K�Z�
�§�È�»�Ó�–�å�b(
�V�†0Á�•�K�S�~�
�È�ß�µ
�¡�K�S�~�c�[�A�r�O�‡���S�T�K�
�š�å�»  �Ø�î�¨�c�
 server.domain.com �b�|�:�^�S�e�†�Q#Ý�K�Z�
"I��
�b�»�Ó�–�å�†�Â&g$×�_�È�ß�µ�¡�M�•�G�\�c�[�A�r�M��

�­�î�Ç�Ü�«�º�l�b�š�å�º�Ü�b3ã�•

�š�å�»  �Ø�î�¨�c�
���b  2 �X�b�‰�2�[3æ�™*…�†�­�î�Ç�Ü�«�º�_3ã�•�[�A�r�M��

7x7³�I�€�S�Ó�µ�­�î�ª�b3æ�™*…�b�­�î�Ç�Ü�«�º�l�b3ã�•  

�š�å�»  �Ø�î�¨�c�
�Ó�µ�­�î�ª�@�š�å�»  �Ø�î�¨7x7³�_3æ�™�I�€�S���œ�
�Q�b3æ�™*…�†�­�î�Ç�Ü�«�º�_3ã
�•�[�A�r�M��

�m8p 

�«�¸�µ�É 1 �š�å�»�Ø�î�¨7x7³�?�}�
�Ó�µ�­�î�ª�b�“�_�6�•�³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 2 �»�ß�µ�É�²�˜�å  �Ó�½�×�î�?�}  [ �Ü�Ü�î�«�K�Z�­�î�Ç�Ü�«�º�_3ã�•>& Release and Add to Safelist>' ] �†4E
�¥�K�r�M��
27-41
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  27 'v       7x7³
  3æ�™*…�_�ö�Y�8�Z7Á�Ê�Ó�î�Ý4Ä�™�†�D�š�M�•�­�î�Ç�Ü�«�º�>�|�g�È�ß�µ�¡�†�Q#Ý
�æ���K�S�Ó�î�Ý�b�š�å�Ë�ß�î�É3æ�™*…�\�j���Ç�Ê�µ�²�î�@�g�‰�\�v�­�î�Ç�Ü�«�º�_3ã�•�I�€�r�M��0Ž�:
�I�€�S�Ó�µ�­�î�ª�c�
�Q�€�è7F�b7Á�Ê�Ó�î�Ý  �Ã�–�É�Û�–�å
Æ�b�á�î�¡  �Ÿ�×�î�b��#.�†�«�Ÿ�µ�É�K�Z�

��
›�Ÿ�×�î�l%$�K4
�s�r�M��

7x7³�I�€�S�Ó�µ�­�î�ª�b�^�83æ�™*…�b�­�î�Ç�Ü�«�º�l�b3ã�•  

�m8p 

�«�¸�µ�É 1 �«�Ã�Ò7x7³�?�}�
�‘�V�_�6�•  [ �œ�É�©�Ù�å>&Options>' ] �»�ß�µ�É�²�˜�å  �Ó�½�×�î�†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �­�î�Ç�Ü�«�º>& Safelist>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 3 [ �­�î�Ç�Ü�«�º>& Safelist>' ] �²�–�”�ß�¢�Î�µ�¡�«�?�}�
7Á�Ê�Ó�î�Ý  �”�»�Þ�«�r�S�c�»�Ó�–�å�†
°�Š�K�r
�M���»�Ó�–�å�\7Á�Ê�Ó�î�Ý  �”�»�Þ�«�c�
�¥�å�Ð�[�
�)�W�Z0
�X
°�Š�[�A�r�M��

�«�¸�µ�É 4 [ �Ü�«�º�_3ã�•>& Add to List>' ] �†�¡�Ü�µ�¡�K�r�M��

�È�ß�µ�¡�Ü�«�º�l�b3æ�™*…�b3ã�•

�”�É�Û�–�”�å�«�c�
�È�ß�µ�¡�Ü�«�º
Æ�b�š�å�º�Ü�\�M+´�M�•7Á�Ê�Ó�î�Ý  �”�»�Þ�«�r�S�c�»�Ó�–�å�?�}
�b�Ó�î�Ý�†�w�™�M�•�\�
�Q�b�Ó�î�Ý�†�«�Ã�Ò�\�K�Z��#.�K�r�M���G�b�Ó�î�Ý�c�
�­�î�Ç�Ü�«�º / �È�ß�µ
�¡�Ü�«�º  �”�¡�©�Ù�å0¿���_�Â�L�Z�
�Ä�°�I�€�•�?�
7x7³�I�€�r�M��

>&�@>' �­�î�Ç�Ü�«�º  �š�å�º�Ü�\�c$��^�~�
�È�ß�µ�¡�Ü�«�º  �š�å�º�Ü�c�
�š�å�»�Ø�î�¨7x7³
Æ�b  [ �œ�É�©�Ù�å
>&Options>' ] �Ó�½�×�î�?�}�T�E3ã�•�[�A�r�M��

�m8p 

�«�¸�µ�É 1 �š�å�»  �Ø�î�¨7x7³�?�}�
�‘�V�_�6�•  [ �œ�É�©�Ù�å>&Options>' ] �»�ß�µ�É�²�˜�å  �Ó�½�×�î�†4E�¥�K�r�M��

�«�¸�µ�É 2 �È�ß�µ�¡�Ü�«�º�_3ã�•�M�•�»�Ó�–�å�r�S�c7Á�Ê�Ó�î�Ý  �”�»�Þ�«�†
°�Š�K�r�M���»�Ó�–�å�\7Á�Ê�Ó�î�Ý  
�”�»�Þ�«�c�
�¥�å�Ð�[�
�)�W�Z0
�X
°�Š�[�A�r�M��

�«�¸�µ�É 3 [ �Ü�«�º�_3ã�•>& Add to List>' ] �†�¡�Ü�µ�¡�K�r�M��
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C H A P T E R 28

'ö#.�±�«�¡�b�(�S

• ���Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�M�•�8���� >&P.28-1>'

• ���$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.�� >&P.28-7>' 

• ���Ã�«�á�î�»�� >&P.28-17>'

• ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b0¿���� >&P.28-24>'

• ���­�Ÿ�×�”  �©�™�Ý>&SSH>'�Ÿ�î�b'ö#.�� >&P.28-27>'

�Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�M�•�8��
Cisco �”�É�Û�–�”�å�«�_�c�
�Ø�î�¨  �”�•�˜�å�º�†3ã�•�M�•  2 �X�b�‰�2�@�6�~�r�M�� Cisco �”�É�Û�–�”�å
�«+¬�/�[�Ø�î�¨  �”�•�˜�å�º�†�8�B�M�•�‰�2�\�
 LDAP �r�S�c  RADIUS �¹�•�Þ�¡�º�Ü�^�]�b"‚+¬�b�p�¸
1�0É�©�«�¸�Ò�†�Q#Ý�K�Z�Ø�î�¨1�0É�†�–�¿�î�È�Ý�_�M�•�‰�2�[�M���Ø�î�¨�\�¥4Š1�0É�¯�î�«�l�b�K)F�†
'ö#.�M�•�_�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �Ì�î�ª�†�Q#Ý�K�r�M

>&�r�S�c�
 CLI �[  userconfig  �¥�Ð�å�»�†�Q#Ý�K�r�M>' ���Ø�î�¨�†1�0É�M�•�S�u�_�¥4Š�¹�•�Þ�¡�º�Ü�†�Q
#Ý�M�•�G�\�_�X�8�Z�c�
 ���¥4Š1�0É>&External Authentication>'��>&P.28-21>' �†�g!·�K�Z�C�T�I�8��

�©�«�¸�Ò�b�¹�Ç�›�Ý�º�b�Ø�î�¨  �”�•�˜�å�º�[�6�•  admin �c�M�m�Z�b'ö#.�’7H�†�â�W�Z�8�r�M�� admin 
�Ø�î�¨  �”�•�˜�å�º�c�P7V�[�A�r�O�‡�@�
�Ã�«�á�î�»�†�š�f�K�Z�”�•�˜�å�º�†�ß�µ�¡�M�•�G�\�c�[�A�r
�M��

�‚�K�8�Ø�î�¨  �”�•�˜�å�º�†�8�B�M�•���œ�c�
�Q�b�Ø�î�¨�†��*O�í�s�b�Ø�î�¨  �ß�î�Ý�r�S�c�•�«�±�Ò  
�Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�r�M���›�ß�î�Ý�_�c�
�©�«�¸�Ò
Æ�[�b$��^�•�Þ�Ë�Ý�b�’7H�@�µ�r�€�r�M��

�”�É�Û�–�”�å�«�[�8�B�[�A�•�›�Ø�î�¨  �”�•�˜�å�º�b�X�_�D7H�c�6�~�r�O�‡�@�
�©�«�¸�Ò�[�£(Ù�I�€�Z
�8�•�¡�S�\�Ø�î�¨  �”�•�˜�å�º�c�8�B�[�A�r�O�‡���S�\�<�d�
 �� operator���x�� root���^�]�b�¡�S�b�Ø�î
�¨  �”�•�˜�å�º�c�8�B�[�A�r�O�‡��

/² 28-1 �c�
�Ø�î�¨  �”�•�˜�å�º�[�Q#Ý�•+��^�ß�î�Ý�†&g�K�Z�8�r�M��
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'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�M�•�8��
/² 28-1 �Ø�î�¨  �ß�î�Ý�b�M0t

�Ø�î�¨�ß�î�Ý 1��Â

admin admin  �Ø�î�¨�c�©�«�¸�Ò�b�¹�Ç�›�Ý�º  �Ø�î�¨  �”�•�˜�å�º�[�6�~�
�M�m�Z�b
'ö#.�’7H�†�â�W�Z�8�r�M���}���V�
 admin �Ø�î�¨  �”�•�˜�å�º�†�G�G�_0°3U
�K�r�K�S�@�
�G�€�c�Ø�î�¨  �ß�î�Ý�†�Q#Ý�K�Z�m�~�\�Z�•�G�\�c�[�A�N�
�Ã
�«�á�î�»�b�š�f�è�¥�
)…7Ÿ�x�P7V�v�[�A�r�O�‡��

resetconfig  �¥�Ð�å�»�\  revert  �¥�Ð�å�»�†$Î/œ�[�A�•�b�c�
 admin  �Ø�î�¨
�T�E�[�M��

Administrator Administrator �ß�î�Ý�†�â�X�Ø�î�¨  �”�•�˜�å�º�c�©�«�¸�Ò�b�M�m�Z�b0¿���_
�P�M�•�ö
²�^�”�¡�­�«�’�†�â�W�Z�8�r�M���S�T�K�
 resetconfig  �¥�Ð�å�»
�\  revert  �¥�Ð�å�»�_�”�¡�­�«�[�A�•�b�c  admin �Ø�î�¨�T�E�[�M��

>&�@>' AsyncOS �c�
 GUI �?�}7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†
� �ì�_0¿���M�•0
�X�b'ö#.*…�†�§�Ï�î�º�K�r�O�‡��

Technician Technician �ß�î�Ý�†�â�X�Ø�î�¨  �”�•�˜�å�º�c�©�«�¸�Ò�b�”�µ�É�¢�Þ�î�»�

�”�É�Û�–�”�å�«�b
Ì2s�·�
�Û�–�­�å�«  �Ÿ�î�b'ö#.�†��/œ�[�A�r�M��
Technician �c�
�”�É�Û�–�”�å�«�†�”�µ�É�¢�Þ�î�»�M�•�S�u�_�è�W�b��#.�v
��/œ�[�A�r�M��

• 7Á�Ê�Ó�î�Ý�b4Ä�™�>�|�g�w�™�b�M�ì�õ�F��

• �á�î�¡�Ÿ�×�î�\�Ü�«�¼�î�b�«�¸�î�±�«�b/²&g��

• 0¿���Ç�“�–�Ý�b�–�Ñ�>�|�g7Á�Ê�Ó�î�Ý3æ�™��

• �­�î�Ç�Ü�«�º�\�È�ß�µ�¡�Ü�«�º�b�Â�µ�¡�”�µ�É�� Technician �c�G�€�}
�b�Ü�«�º�†�Ÿ
–�[�A�r�O�‡��

• �¡�Û�«�±�?�}�b�”�É�Û�–�”�å�«�b�K)F0Ž7V��

• Cisco �¸�¡�½�•�Ý  �§�Ï�î�º�l�b�Ü�Ô�î�º  �§�î�Å�«  �”�¡�­�«�b�–�¿�î�È
�Ý�ì�r�S�c�¹�•�­�î�È�Ý�ì��

• �§�Ï�î�º0[�Ó�b#æ13��

Operator Operator �ß�î�Ý�†�â�X�Ø�î�¨  �”�•�˜�å�º�c���b�G�\�@�[�A�r�O�‡��

• �Ø�î�¨  �”�•�˜�å�º�b�8�B�r�S�c)…7Ÿ��

• resetconfig  �¥�Ð�å�»�b$Î/œ��

• �”�É�Û�–�”�å�«�b�”�µ�É�¢�Þ�î�»  

• systemsetup  �¥�Ð�å�»�b$Î/œ�r�S�c�©�«�¸�Ò0¿���˜�•�¨�î�»�b��/œ��

• adminaccessconfig  �¥�Ð�å�»�b$Î/œ��

• 7x7³�µ+��b��/œ>&�8�B�
)…7Ÿ�
�P7V�
�>�|�g7x7³�b�p�¸7Ÿ�p�†�µ�t>' ��

• �Ø�î�¨�¡�\�Ã�«�á�î�»�è�¥�b  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý0¿���b�š�f
>&LDAP �@�¥4Š1�0É�_�P�K�Z�–�¿�î�È�Ý�_�^�W�Z�8�•���œ>' ��

�G�€�}�è�¥�c�
 Administrator �ß�î�Ý�\� �L�’7H�†�â�U�r�M��

Guest Guest �ß�î�Ý�†�â�X�Ø�î�¨  �”�•�˜�å�º�c�«�¸�î�±�«�_���T�E�†�g!·�[�A�r
�M�� Guest �ß�î�Ý�†�â�X�Ø�î�¨�c�
�”�¡�­�«�@7x7³�[�–�¿�î�È�Ý�b���œ�

7x7³�š�Ü�”
Æ�b�Ó�µ�­�î�ª�†'ö#.�[�A�r�M�� Guest �ß�î�Ý�†�â�X�Ø�î�¨�c
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_�”�¡�­�«�[�A�r�O�‡��
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'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�M�•�8��
/² 28-1 �_��*O�I�€�Z�8�•�ß�î�Ý�c�M�m�Z  GUI �\  CLI �b�g�‰�_�”�¡�­�«�[�A�r�M�� �S�T�K�
 Help Desk 
User �\  Custom user role �c  GUI �_�b�s�”�¡�­�«�[�A�r�M��

�Ø�î�¨�†1�0É�M�•�S�u�_  LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�M�•���œ�c�
�Ø�î�¨  �ß�î�Ý�_�¶���b�Ø�î�¨�[�c�^
�C�¹�•�Þ�¡�º�Ü  �¢�Ý�î�É�†�m�~�\�Z�r�M���Ø�î�¨  �ß�î�Ý�_�¹�•�Þ�¡�º�Ü  �¢�Ý�î�É�†�m�~�\�Z�•�\�
�Q
�b�¢�Ý�î�É�b�›�Ø�î�¨�c�Q�b�Ø�î�¨  �ß�î�Ý�[��*O�I�€�S�’7H�†�w�E�v�~�r�M��0ò(ý�_�X�8�Z�c�
 ���¥4Š
1�0É>&External Authentication>'��>&P.28-21>' �†�g!·�K�Z�C�T�I�8��

�Ø�î�¨�b'ö#.

[ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �Ì�î�ª�[�
�Ø�î�¨�†'ö#.�[�A�r�M��

[ �Ø�î�¨>& Users>' ] �Ì�î�ª�_�c�
�©�«�¸�Ò�b�¤�Ñ�b�Ø�î�¨�@�M0t>&�Ø�î�¨�¡�
�¶�¡�
�>�|�g�Ø�î�¨  �±�–
�É�r�S�c�¢�Ý�î�É�†�µ�t>'�[/²&g�I�€�r�M��

[ �Ø�î�¨>& Users>' ] �Ì�î�ª�?�}�c�
���b�ï�8�@/œ�<�r�M��

• �‚�K�8�Ø�î�¨�b3ã�•��0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�b3ã�•�� >&P.28-4>' �†�g!·�K�Z�C�T�I�8��

• �Ø�î�¨�b�P7V��0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�b�P7V�� >&P.28-5>' �†�g!·�K�Z�C�T�I�8��

Read-Only Operator Read-Only Operator �ß�î�Ý�†�â�X�Ø�î�¨�c�
0¿���_���†�g!·�M�•�”�¡�­�«
�’�†�â�W�Z�8�r�M�� Read-Only Operator �ß�î�Ý�†�â�X�Ø�î�¨�c�
�µ+��b0¿
���‰�2�†&�1��M�•�S�u�_�š�f�†/œ�W�Z3æ�™�[�A�r�M�@�
�–�Ñ�[�A�r�O�‡��
�G�b�ß�î�Ý�b�Ø�î�¨�c�
�”�¡�­�«�@7x7³�[�–�¿�î�È�Ý�b���œ�
7x7³�š�Ü�”

Æ�b�Ó�µ�­�î�ª�†'ö#.�[�A�r�M��

�G�b�ß�î�Ý�b�Ø�î�¨�c�
�è�W�_�c�”�¡�­�«�[�A�r�O�‡��

• �Ç�“�–�Ý  �©�«�¸�Ò�
 FTP�
 SCP��

• �8�B�
)…7Ÿ�
�P7V�
�r�S�c7x7³�b�p�¸7Ÿ�p�b0¿����

Help Desk User Help Desk User �ß�î�Ý�†�â�X�Ø�î�¨�@�”�¡�­�«�[�A�•�b�c���b�v�b�_�D7H
�I�€�r�M��

• �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢��

• 7x7³�š�Ü�”
Æ�b�Ó�µ�­�î�ª�b'ö#.��

�G�b�ß�î�Ý�†�â�X�Ø�î�¨�c�
 CLI �†�µ�u�S�G�€�è�¥�b�©�«�¸�Ò�_�c�”�¡�­
�«�[�A�r�O�‡���G�b�ß�î�Ý�b�Ø�î�¨�@�Q�b�¹�Â�–�«�†'ö#.�M�•�S�_�
�›7x
7³�”�¡�­�«�†�–�¿�î�È�Ý�_�M�•�²0[�@�6�~�r�M��

Custom user role Custom user role �†�â�X�Ø�î�¨  �”�•�˜�å�º�c�Q�b�ß�î�Ý�_�m�~�\�Z�}�€�Z
�8�•7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�µ+��_�b�s�”�¡�­�«�[�A�r�M���”�¡�­�«�[�A
�•�µ+��c�
 DLP �Ï�Ü�©�î�
7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�
�Þ�Ï�î�º�
7x7³�
�ß�î�•
�Ý �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�
�/�•�ì�É�ß�Ç�“�–�Ý�
�>�|�g�º�Þ�î�«  �¹�Â�µ
�¢  �¶�î�Ý�b�õ�–�b)��s�œ�ƒ�O�_�^�~�r�M���G�b�Ø�î�¨�c�©�«�¸�Ò0¿���µ+�
�_�c�”�¡�­�«�[�A�r�O�‡�� Custom user role �†��*O�[�A�•�b�c'ö#.*…�T�E�[
�M��0ò(ý�_�X�8�Z�c�
 ���$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.��

>&P.28-7>' �†�g!·�K�Z�C�T�I�8��

>&�@>' Custom user role �_�m�~�\�Z�}�€�Z�8�•�Ø�î�¨�c�
 CLI �_�”�¡�­�«
�[�A�r�O�‡��

/² 28-1 �Ø�î�¨  �ß�î�Ý�b�M0t

�Ø�î�¨�ß�î�Ý 1��Â
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  �Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�M�•�8��
• �Ø�î�¨�b)…7Ÿ���Ø�î�¨�b�Ã�«�á�î�»�b�š�f�
�Ø�î�¨�b�”�•�˜�å�º�b�ß�µ�¡�>�|�g�ß�µ�¡0Ž7V�^�]��
0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�b)…7Ÿ�� >&P.28-4>' �†�g!·�K�Z�C�T�I�8��

• �ß�î�•�Ý  �”�•�˜�å�º#Ý�b�Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»0¿���Í�b0¿����0ò(ý�_�X�8�Z�c�
 ���D7H$×
�^�Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»�b0¿���Í�b0¿���� >&P.28-18>' �†�g!·�K�Z�C�T�I�8��

• �Ø�î�¨�†1�0É�M�•�S�u�_  LDAP �r�S�c  RADIUS �¹�•�Þ�¡�º�Ü�†�Q#Ý�M�•�|�:�”�É�Û�–�”�å�«�†�–
�¿�î�È�Ý�_�M�•��0ò(ý�_�X�8�Z�c�
 ���¥4Š1�0É>&External Authentication>'��>&P.28-21>' �†�g!·�K�Z
�C�T�I�8��

• �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢
Æ�b  DLP Matched Content �l�b'ö#.*…�è�¥�b�”�¡�­�«�†�–�¿�î�È�Ý�_�M
�•��0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[�b�µ�&�_���l�b�”�¡�­�«�b�D�š�� >&P.28-5>' �†�g
!·�K�Z�C�T�I�8��

�Ø�î�¨�b3ã�•  

�c�L�u�•�S�_  
�Ø�î�¨�@�Q#Ý�M�•�Ø�î�¨  �ß�î�Ý�†0¿���K�r�M��0ò(ý�_�X�8�Z�c�
 /² 28-1�†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ø�î�¨�†3ã�•>& Add User>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ø�î�¨�b�ß�¢�–�å�¡�†
°�Š�K�r�M���M4Š�b�"1�>& �� operator���x�� root���^�]>'�c�£(Ù�I�€�Z�8�r�M��

�«�¸�µ�É 4 �Ø�î�¨�b�¶�¡�†
°�Š�K�r�M��

�«�¸�µ�É 5 ��*O�í�s�b�Ø�î�¨  �ß�î�Ý�r�S�c�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý>& Custom user role>'�†4E�¥�K�r�M��

>&�@>' �‚�K�8�Ø�î�¨  �ß�î�Ý�†�8�B�K�Z�
�G�b�Ø�î�¨  �”�•�˜�å�º�_4:#Ý�M�•�G�\�@�[�A�r�M��0ò(ý�_�X
�8�Z�c�
 ���$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.�� >&P.28-7>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 6 �Ã�«�á�î�»�†
°�Š�K�
�Ã�«�á�î�»�†
Ì
°�Š�K�r�M���Ã�«�á�î�»�c�
 [ �ß�î�•�Ý  �Ø�î�¨  �”�•�˜�å�º�\�Ã�«
�á�î�»�b0¿��>& Local User Account & Password Settings>' ] �­�¡�©�Ù�å�[��*O�I�€�Z�8�•�Ý�î�Ý�_ =�Ð
�K�Z�8�•�²0[�@�6�~�r�M��0ò(ý�_�X�8�Z�c�
 ���D7H$×�^�Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»�b0¿���Í�b0¿
���� >&P.28-18>' �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 7 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�Ø�î�¨�b)…7Ÿ

�Ã�«�á�î�»�^�]�†�š�f�M�•�_�c�
�G�b�m8p�†�Q#Ý�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ø�î�¨>& Users>' ] �M0t�[�Ø�î�¨�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ø�î�¨�_�P�K�Z�š�f�†/œ�8�r�M��
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  �Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�M�•�8��
�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�Ø�î�¨�b�P7V

�m8p 

�«�¸�µ�É 1 [ �Ø�î�¨>& Users>' ] �M0t�[�Ø�î�¨�b�¡�S�_�P�Â�M�•�¦�Ñ'ý�b�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 2 /²&g�I�€�•1™�Ì�²�–�”�ß�¢�[  [ �P7V>&Delete>' ] �†�¡�Ü�µ�¡�K�Z�
�P7V�†&����K�r�M��

�«�¸�µ�É 3 �š�f
Æ���†&����K�r�M��

�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[�b�µ�&�_���l �b�”�¡�­�«�b�D�š

�¹�î�±�˜�»75�F>& DLP>'�Ï�Ü�©�î�_4*�o�M�•�Ó�µ�­�î�ª�_�c�
�M+á$×�_�û���b&Î�&�_���
�r�S�c�•�î
�»$��•�x�ú�ã�b0°6��†�µ�t�¶�Ç�_���^�]�b�µ�&�_���@�µ�r�€�Z�8�r�M���¹�Ç�›�Ý�º�[�
�G�b
Æ���c�Ó�µ
�­�î�ª  �º�Û�µ�Ÿ�å�¢)��Ý�_/²&g�I�€�Z�8�•�Ó�µ�­�î�ª�b  [ �Ó�µ�­�î�ª�b0ò(ý>& Message Details>' ] �Ì�î
�ª�_�6�•  [DLP �_�M+´�K�S
Æ��>& DLP Matched Content>' ] �±�È�_/²&g�I�€�r�M��

'ö#.*…�Ø�î�¨�c�–�_�G�b
Æ���†&�1��[�A�r�M���S�T�K�
�m�~�\�Z�}�€�S��*O�í�s�r�S�c�•�«�±�Ò  �ß�î
�Ý�_�ö�Y�8�Z�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�l�b�”�¡�­�«�’�†�â�X�Ø�î�¨�_�P�K�Z�G�b�±�È�\
Æ���†8�/²&g
�_�M�•�G�\�v�[�A�r�M��

�c�L�u�•�S�_  
DLP �µ�&�¹�î�±�†�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_/²&g�M�•�?�]�:�?�†�ô���M�•�M+´�K�S�¥�å�¸�å�¶�b�ß� 
�å�¢�†�–�¿�î�È�Ý�_�M�•�?�]�:�?�†0¿���K�r�M��  ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�µ�&  DLP �¹�î�±�b/²&g
�r�S�c8�/²&g�� >&P.15-38>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [DLP �º�Û�µ�Ÿ�å�¢�’7H>& DLP Tracking Privileges>' ] �[�
 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K
�r�M��

�«�¸�µ�É 3 �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[�b  DLP �¹�î�±�l�b�”�¡�­�«�’�†�Ü�Z�M�•�ß�î�Ý�†4E�¥�K�r�M��

�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�_�”�¡�­�«�[�A�^�8�•�«�±�Ò  �ß�î�Ý�c�G�b�_���†0b�•�G�\�@�[�A�^�8�S�u�

/²&g�I�€�r�O�‡��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�G�b0¿���†�w� �_�M�•�_�c�
 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] �[�è�W�b�µ+��@�–�¿�î�È
�Ý�_�^�W�Z�8�•�²0[�@�6�~�r�M��

• �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢

• RSA Email DLP

• [RSA �Ó�î�Ý  DLP>&RSA Email DLP>' ] > [ �M+´�K�S�¥�å�¸�å�¶�b�ß� �å�¢>& Matched Content 
Logging>' ] 
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  �Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�M�•�8��
0
�X�b�Ø�î�¨�†�§�Ï�î�º�M�•3ã�•�¥�Ð�å�»>8 who �
 whoami �
 last

���_�
�”�É�Û�–�”�å�«�l�b0
�X�Ø�î�¨  �”�¡�­�«�†�§�Ï�î�º�M�•�¥�Ð�å�»�†&g�K�r�M��

• who �¥�Ð�å�»�c�
 CLI �?�}�©�«�¸�Ò�_�ß�¢�–�å�K�S�M�m�Z�b�Ø�î�¨�
�ß�¢�–�å�ì6ë�
�”�–�»�Ý�ì
6ë�
�>�|�g�Ø�î�¨�@�ß�¢�–�å�K�S�Ü�Ô�î�º  �Í�«�º�†�M0t/²&g�K�r�M��

• whoami  �¥�Ð�å�»�c�
#'�~�ß�¢�–�å�K�Z�8�•�Ø�î�¨�b�Ø�î�¨�¡�>�|�g�¶�¡�\�
�Ø�î�¨�@�“�K�Z�8�•
�¢�Ý�î�É�†/²&g�K�r�M��

• last  �¥�Ð�å�»�c�
�”�É�Û�–�”�å�«�_�q3Æ�ß�¢�–�å�K�Z�8�S�Ø�î�¨�†/²&g�K�r�M���r�S�
�Ü�Ô�î�º  
�Í�«�º�b  IP �”�»�Þ�«�
�ß�¢�–�å�ì6ë�
�ß�¢�”�˜�º�ì6ë�
�>�|�g�œ0£�ì6ë�v/²&g�I�€�r�M��

mail3.example.com> who

Username  Login Time  Idle Time  Remote Host  What

========  ==========  =========  ===========  ====

admin     03:27PM     0s         10.1.3.201   cli

mail3.example.com> whoami

Username: admin

Full Name: Administrator

Groups: admin, operators, config, log, guest

mail3.example.com> last

Username  Remote Host  Login Time        Logout Time       Total Time

========  ===========  ================  ================  ==========

admin     10.1.3.67    Sat May 15 23:42  still logged in   15m

admin     10.1.3.67    Sat May 15 22:52  Sat May 15 23:42  50m

admin     10.1.3.67    Sat May 15 11:02  Sat May 15 14:14  3h 12m

admin     10.1.3.67    Fri May 14 16:29  Fri May 14 17:43  1h 13m

shutdown                                 Fri May 14 16:22

shutdown                                 Fri May 14 16:15

admin     10.1.3.67    Fri May 14 16:05  Fri May 14 16:15  9m
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  �$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
�$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†0¿0£�K�
)�)Ê
Æ�[�b�Q�€�R�€�b�ß�î�Ý�_�M+´�K�S"I���b2��õ�†�Ø�î�¨�_�$�õ
�M�•�G�\�@�[�A�r�M�� �$�õ'ö#.*… �c�
�Q�€�R�€�@2��õ�†2��:7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�µ+��_�b�s�”�¡
�­�«�[�A�
�Q�€�R�€�b�ß�î�Ý�_6õ4��K�^�8�©�«�¸�Ò0¿���µ+��_�c�”�¡�­�«�[�A�r�O�‡���$�õ'ö#.�†/œ�:
�G�\�[�
�”�É�Û�–�”�å�«�b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�µ+��_�P�M�•�Ø�î�¨�b�”�¡�­�«�†�
��*O�í�s�b  
Administrator�
 Operator�
�>�|�g  Help Desk User �ß�î�Ý�|�~��3>�_�D�š�[�A�•�|�:�_�^�~�r�M��

�S�\�<�d�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b"I���»�Ó�–�å�b7Á�Ê�Ó�î�Ý  �Ï�Ü�©�î�b'ö#.�_6õ
�Z�K�Z�8�•�Ø�î�¨�@�8�•���œ�_�
�Q�€�}�b�Ø�î�¨�_�
��*O�í�s�b  Administrator �>�|�g  Operator �ß�î�Ý
�[�Ü�Z�I�€�•�©�«�¸�Ò'ö#.�x�­�Ÿ�×�Ü�¸�•  �§�î�Å�«�b0¿���µ+��_�c�”�¡�­�«�I�O�S�C�^�8�G�\�@�6�~
�r�M���Q�€�R�€�b�Ø�î�¨�_'ö#.�M�•�Ó�î�Ý  �Ï�Ü�©�î�l�b�”�¡�­�«�’7H�
�>�|�g�Q�€�}�b�Ï�Ü�©�î�[��
#.�I�€�•�Ó�µ�­�î�ª�†'ö#.�M�•�S�u�_�Q#Ý�[�A�•�Ú�b7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�µ+�>&�Ó�µ�­�î�ª  �º
�Û�µ�Ÿ�å�¢�x�Ï�Ü�©�î7x7³�^�]>'�†�Ü�Z�[�A�•�Ó�î�Ý  �Ï�Ü�©�î'ö#.*…#Ý�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†�8
�B�[�A�r�M��

GUI �[  [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�†�Q#Ý�K�Z
>&�r�S�c�
 CLI �[  userconfig  -> role  �¥�Ð�å�»�†�Q#Ý�K�Z>' �
�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†��*O�K�
�Q�€�R
�€�@2��õ�†2��:7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�µ+�>&�Ó�î�Ý  �Ï�Ü�©�î�
 RSA Email DLP �Ï�Ü�©�î�
7Á�Ê�Ó�î
�Ý �Þ�Ï�î�º�
�>�|�g7x7³�^�]>'�†'ö#.�K�r�M���$�õ'ö#.*…�@'ö#.�[�A�•7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�µ+�
�b�M0t�_�X�8�Z�c�
 ���”�¡�­�«�’7H�b�m�~�\�Z�� >&P.28-9>' �†�g!·�K�Z�C�T�I�8���•�«�±�Ò  �ß�î�Ý�c�
 [
�©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �Ì�î�ª�†�Q#Ý�K�Z�
�ß�î�•�Ý  �Ø�î�¨  �”
�•�˜�å�º�†3ã�•�r�S�c)…7Ÿ�M�•�\�A�_�v�8�B�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨  �”�•�˜�å�º3ã�•�ì�b
�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b��*O�� >&P.28-14>' �†�g!·�K�Z�C�T�I�8��

�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†�8�B�M�•7•�_�c�
�Q�b�ß�î�Ý�b2��õ�@�Ú�b�$�õ'ö#.*…�b2��õ�\5�0
�K�M�B�^
�8�|�:�_�M�•�²0[�@�6�~�r�M���S�\�<�d�
0
�X�b�$�õ'ö#.*…�@� �L�¥�å�¸�å�¶  �Ç�•�Ý�±�_�P�M�•2��õ
�†�â�U�
�Q�b�¥�å�¸�å�¶  �Ç�•�Ý�±�†$��^�•�Ó�î�Ý  �Ï�Ü�©�î�[�Q#Ý�M�•���œ�
 1 �Ç�b�$�õ'ö#.*…�@�Q�b
�Ç�•�Ý�±�_�•�<�S�š�f�_�|�~�
�Ú�b�$�õ'ö#.*…�@'ö#.�K�Z�8�•�Ó�î�Ý  �Ï�Ü�©�î�_�–�W�O�`�O�s8j�†�l
�p�M�G�\�@�6�~�r�M��

�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†�8�B�M�•�\�
�Ú�b�Ø�î�¨  �ß�î�Ý�\� �]�_�ß�î�•�Ý  �Ø�î�¨�\�¥4Š1�0É�¢�Ý�î�É
�†�Q�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�•�G�\�@�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨  �”�•�˜�å�º�†
�Q#Ý�M�•�8���� >&P.28-1>' �†�g!·�K�Z�C�T�I�8���•�«�±�Ò  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•�Ø�î�¨�c  CLI �_
�”�¡�­�«�[�A�^�8�G�\�_�@�–�K�Z�C�T�I�8��

�W 28-1 �c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_��*O�I�€�Z�8�•�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b�M0t
�\�›�ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•�”�¡�­�«�’7H�†&g�K�Z�8�r�M��

admin     10.1.3.103   Fri May 14 16:12  Fri May 14 16:15  2m

admin     10.1.3.103   Thu May 13 09:31  Fri May 14 14:11  1d 4h 39m

admin     10.1.3.135   Fri May 14 10:57  Fri May 14 10:58  0m

admin     10.1.3.67    Thu May 13 17:00  Thu May 13 19:24  2h 24m
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'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
�W 28-1 �•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b�M0t

[ �”�•�˜�å�º�’7H>& Account Privileges >' ] �Ì�î�ª
�$�õ'ö#.*…�@�”�É�Û�–�”�å�«�_�ß�¢�–�å�M�•�\�
 [ �”�•�˜�å�º�’7H>& Account Privileges>' ] �Ì�î�ª�_�$
�õ'ö#.*…�@2��õ�†�â�X�­�Ÿ�×�Ü�¸�•�µ+��l�b�Ü�å�¡�
�>�|�g�Q�€�R�€�b�”�¡�­�«�’7H�_�X�8�Z�b(F�"�^
1��Â�@/²&g�I�€�r�M���$�õ'ö#.*…�c�
 [ �œ�É�©�Ù�å>&Options>' ] �Ó�½�×�î�[  [ �”�•�˜�å�º�’7H

>&Account Privileges>' ] �†4E�¥�M�•�G�\�[�G�b�Ì�î�ª�_�`�•�G�\�@�[�A�r�M���$�õ'ö#.*…�c�
 Web �Ì�î
�ª�b�V4Š�_�6�•�Ó�½�×�î�†�Q#Ý�K�Z�
'ö#.�M�•�µ+��_�”�¡�­�«�M�•�G�\�v�[�A�r�M��

�W 28-2 �c�
�Ó�î�Ý  �Ï�Ü�©�î�
7Á�Ê�Ó�î�Ý  �Þ�Ï�î�¸�•�å�¢�
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�
�>�|�g7x7³�_
�”�¡�­�«�[�A�•�$�õ'ö#.*…�b  [ �”�•�˜�å�º�’7H>& Account Privileges>' ] �Ì�î�ª�†&g�K�Z�8�r�M��
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'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
�W 28-2 �$�õ'ö#.*…�b  [ �”�•�˜�å�º�’7H>& Account Privileges >' ] �Ì�î�ª

�”�¡�­�«�’7H�b�m�~�\�Z

�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†�8�B�M�•���œ�
�$�õ'ö#.*…�@2��õ�†2��:�­�Ÿ�×�Ü�¸�•�µ+��l�b�”�¡�­�«  �Þ�Ë
�Ý�†��*O�K�r�M��

�$�õ'ö#.*…�@'ö#.�[�A�•�­�Ÿ�×�Ü�¸�•�µ+��c�è�W�b�\�>�~�[�M��

• 3æ�w�™�b�Ó�î�Ý �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±��

• �¹�î�±�˜�»75�F>& DLP>'�Ï�Ü�©�î��

• 7Á�Ê�Ó�î�Ý  �Þ�Ï�î�¸�•�å�¢��

• �Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢��

• �º�Þ�î�«  �¹�Â�µ�¢  �¶�î�Ý��

• �«�Ã�Ò�
�Ï�Ü�©�î�
�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡7x7³��

• Cisco 7Á�Ê�Ó�î�Ý�/�•�ì�É�ß�Ç�“�–�Ý��

�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b�”�¡�­�«  �Þ�Ë�Ý�†��*O�K�S�}�
�$�õ'ö#.*…�@2��õ�†2��:�G�\�_�^�•
½�/$×�^
�Ó�î�Ý  �Ï�Ü�©�î�
�¥�å�¸�å�¶  �Ç�•�Ý�±�
 DLP �Ï�Ü�©�î�
7x7³�
�r�S�c�/�•�ì�É�ß�Ç�“�–�Ý�†�m�~�\�Z
�•�²0[�@�6�~�r�M��

�S�\�<�d�
$��^�•  RSA Email DLP �Ï�Ü�©�î�_�P�K�Z2��õ�†2��:  2 �X�b$��^�•  DLP �Ï�Ü�©�î'ö#.*…
�ß�î�Ý�†�8�B�[�A�r�M�� 1 �X�b�ß�î�Ý�c�û���b&Î�&�–�â�x0Á��(
�V�[�b�Q#Ý�_6õ�M�•  DLP 4*�o�_�b�s
2��õ�†2��8�
�Ú�b�ß�î�Ý�c�É�Û�–�Â�©�î�–1¤�_6õ�M�•  DLP 4*�o�_2��õ�†2��:�|�:�_�[�A�r�M�� DLP �Ï
�Ü�©�î�l�b�”�¡�­�«�_�•�<�Z�
�G�€�}�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�c�Ó�µ�­�î�ª  �¹�î�±�b�º�Û�µ�Ÿ�å
�¢�
7x7³�\�Þ�Ï�î�º�b/²&g�_�P�M�•�’7H�†�m�~�\�Z�•�G�\�v�[�A�r�M���Q�€�}�b�ß�î�Ý�c�
�Ó�µ�­�î�ª  
�º�Û�µ�Ÿ�å�¢�b�Q#Ý�_�>�8�Z2��õ�†2��:�Ï�Ü�©�î�_6õ4��M�•  DLP 4*�o�†�è(ô�[�A�r�M��

�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�•�G�\�@�[�A�•2��õ�_�X�8�Z�c�
 [ �Ø�î�¨�b�z�m>& User Roles>' ] 
�Ì�î�ª�b  [ �æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>'] 
�¸�î�È�Ý
Æ�b�m�~�\�Z�í�s�’7H�b�Ü�å�¡�†�¡�Ü�µ�¡�K�Z&�1��[�A�r�M��  ���•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b2�
�õ�b�”�µ�É�¹�î�º�� >&P.28-15>' �†�g!·�K�Z�C�T�I�8��
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'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
�Ó�î�Ý  �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±

�Ó�î�Ý  �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±�b�”�¡�­�«�’7H�[�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�b3æ�w�™�Ó�î�Ý �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±�l�b�$�õ'ö#.*…�b�”�¡�­�«  �Þ�Ë�Ý�†��*O�K�r�M��"I��
�b�Ó�î�Ý  �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±�†�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�
�Q�b�ß�î�Ý�_�“�M�•�$
�õ'ö#.*…�
�>�|�g  Operator �\  Administrator �T�E�@�Ó�î�Ý  �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±�†'ö#.�[�A
�•�|�:�_�M�•�G�\�@�[�A�r�M��

�G�b�”�¡�­�«�’7H�†�â�X�M�m�Z�b�$�õ'ö#.*…�c�
�¹�Ç�›�Ý�º�b3æ�w�™�Ó�î�Ý  �Ï�Ü�©�î�†/²&g�[�A�r�M
�@�
�M�m�Z�b�”�¡�­�«�’7H�†�â�W�Z�8�•���œ�b�s�Q�€�}�b�Ï�Ü�©�î�†)…7Ÿ�[�A�r�M��

�”�¡�­�«�’7H�†�â�X�M�m�Z�b�$�õ'ö#.*…�c�
�Q�€�R�€�b�Ó�î�Ý  �Ï�Ü�©�î�[�Q#Ý�M�•�‚�K�8�¥�å�¸�å�¶  
�Ç�•�Ý�±�†�8�B�[�A�r�M���$�õ'ö#.*…�@�8�B�K�S�¥�å�¸�å�¶  �Ç�•�Ý�±�c�
�Q�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý
�_�m�~�\�Z�}�€�Z�8�•�b�Ú�b�$�õ'ö#.*…�@�Q#Ý�[�A�r�M���8�N�€�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�v�m�~�\
�Z�}�€�Z�8�^�8�¥�å�¸�å�¶  �Ç�•�Ý�±�c�Ã�È�Ü�µ�¡�[�6�~�
�Ó�î�Ý  �Ï�Ü�©�î�b�”�¡�­�«�’7H�†�â�X�M�m
�Z�b�$�õ'ö#.*…�@/²&g�[�A�r�M�� Operator �x  Administrator �@�8�B�K�S�¥�å�¸�å�¶  �Ç�•�Ý�±�c�
�¹�Ç�›
�Ý�º�[ �Ã�È�Ü�µ�¡ �[�M���$�õ'ö#.*…�c�
�Q�€�R�€�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•�Ó�î
�Ý �Ï�Ü�©�î�b�¤�Ñ�b�¥�å�¸�å�¶  �Ç�•�Ý�±�c�M�m�Z�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�_�[�A�r�M�@�
�Ã�È
�Ü�µ�¡  �¥�å�¸�å�¶  �Ç�•�Ý�±�c�š�f�v�P7V�v�[�A�r�O�‡��

�$�õ'ö#.*…�@+¬�(�b�Ï�Ü�©�î�è�¥�b�Ó�î�Ý  �Ï�Ü�©�î�[�Q#Ý�I�€�Z�8�•�¥�å�¸�å�¶  �Ç�•�Ý�±�†�P7V�K�S
���œ�
�r�S�c�Q�b�¥�å�¸�å�¶  �Ç�•�Ý�±�@�Ú�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•���œ�

AsyncOS �c�Q�b�¥�å�¸�å�¶  �Ç�•�Ý�±�†�©�«�¸�Ò�?�}�P7V�K�r�O�‡���æ�ƒ�~�_�
 AsyncOS �c�Q�b�•�«
�±�Ò �Ø�î�¨  �ß�î�Ý�?�}�¥�å�¸�å�¶  �Ç�•�Ý�±�b�Ü�å�¡�†0Ž7V�K�
�$�õ'ö#.*…�b�Ó�î�Ý  �Ï�Ü�©�î�?�}�P7V
�K�r�M���Q�b�¥�å�¸�å�¶  �Ç�•�Ý�±�c�
�Ú�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�\�Ó�î�Ý  �Ï�Ü�©�î�[�c�,�A)F�A�Q#Ý
�•+��[�M��

�$�õ'ö#.*…�c�
�Q�€�R�€�b�¥�å�¸�å�¶  �Ç�•�Ý�±�[�õ�–�b�¸�Ÿ�«�º  �Ü�¯�î�«�x�¹�•�¡�©�Ù�¼�Ü�†�Q#Ý�[
�A�r�M�@�
 GUI �[  [ �¸�Ÿ�«�º  �Ü�¯�î�«>& Text Resources>' ] �Ì�î�ª�x  [ �¹�•�¡�©�Ù�¼�Ü>& Dictionaries>' ] 
�Ì�î�ª�_�”�¡�­�«�K�Z�
�Q�€�}�†/²&g�r�S�c�š�f�M�•�G�\�c�[�A�r�O�‡���$�õ'ö#.*…�c�
�‚�K�8�¸�Ÿ�«
�º  �Ü�¯�î�«�x�¹�•�¡�©�Ù�¼�Ü�†�8�B�M�•�G�\�v�[�A�r�O�‡��

3æ�™�Ó�î�Ý �Ï�Ü�©�î�b���œ�
�$�õ'ö#.*…�c  DLP �Ï�Ü�©�î�†�–�¿�î�È�Ý�r�S�c�¹�•�­�î�È�Ý�[�A�r�M
�@�
 DLP �Ï�Ü�©�î�b�’7H�v�â�W�Z�8�•���œ�†7V�A�
 DLP �b0¿���†�•�«�±�Ð�–�¬�M�•�G�\�c�[�A�r�O
�‡��

�Ó�î�Ý  �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±#Ý�b�è�W�b�”�¡�­�«  �Þ�Ë�Ý�b�8�N�€�?�†�•�«�±�Ò  �Ø�î�¨  �ß�î
�Ý�_�m�~�\�Z�•�G�\�@�[�A�r�M��

• �”�¡�­�«�^�K>& No access>'>8�$�õ'ö#.*…�c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Ó�î�Ý  �Ï�Ü
�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±�†/²&g�v)…7Ÿ�v�[�A�r�O�‡��

• �m�~�\�Z�}�€�S7x7³�†/²&g�
�m�~�\�Z�}�€�S7x7³�†)…7Ÿ>& View assigned, edit assigned>'>8�$�õ'ö
#.*…�c�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•�Ó�î�Ý  �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±�†/²&g
�>�|�g)…7Ÿ�[�A�
�‚�K�8�¥�å�¸�å�¶  �Ç�•�Ý�±�†�8�B�[�A�r�M���$�õ'ö#.*…�c�
�Ï�Ü�©�î�b�”�å�³
�«�Ã�Ò�
�”�å�³�˜�–�Ý�«�
�>�|�g�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�b0¿���†)…7Ÿ�[�A�r�M���$�õ'ö#.*…�c
�Ï�Ü�©�î�_�P�K�Z�Q�€�R�€�b�¥�å�¸�å�¶  �Ç�•�Ý�±�†�–�¿�î�È�Ý�_�[�A�
2��õ�@�6�•�v�b�?�]�:�?
�_6õ�€�^�C�
�Q�b�Ï�Ü�©�î�_�m�~�\�Z�}�€�Z�8�•�¤�Ñ�b�¥�å�¸�å�¶  �Ç�•�Ý�±�†�¹�•�­�î�È�Ý�_�[
�A�r�M���$�õ'ö#.*…�c�Ó�î�Ý  �Ï�Ü�©�î�b�¡�S�
�Q�b3æ�™*…�
�w�™*…�
�r�S�c�¢�Ý�î�É�†�š�f�M�•
�G�\�c�[�A�r�O�‡���$�õ'ö#.*…�c�
�Q�€�R�€�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•�Ó�î
�Ý �Ï�Ü�©�î�b�¥�å�¸�å�¶  �Ç�•�Ý�±�b8p�Î�†�š�f�[�A�r�M��

• �M�m�Z�†/²&g�
�m�~�\�Z�}�€�S7x7³�†)…7Ÿ>& View all, edit assigned>'>8�$�õ'ö#.*…�c�
�”�É�Û�–�”
�å�«�b�M�m�Z�b�Ó�î�Ý  �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±�†/²&g�[�A�r�M�@�
�Q�b�•�«�±�Ò  �Ø�î�¨  
�ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•�v�b�b�s)…7Ÿ�[�A�r�M��
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'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
�M�m�Z�†/²&g�
�M�m�Z�†)…7Ÿ ( �Ç�Ý�”�¡�­�« )>&View all, edit all (full access)>'>8�$�õ'ö#.*…�c�
�”�É�Û
�–�”�å�«�b�M�m�Z�b�Ó�î�Ý  �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±>&�¹�Ç�›�Ý�º�b�Ó�î�Ý  �Ï�Ü�©�î�†�µ�t>'�_
�P�M�•�M�m�Z�b�”�¡�­�«�’7H�†�â�U�
�‚�K�8�Ó�î�Ý  �Ï�Ü�©�î�†�8�B�[�A�r�M���$�õ'ö#.*…�c�
�M�m�Z
�b�Ó�î�Ý  �Ï�Ü�©�î�b3æ�™*…�
�w�™*…�
�>�|�g�¢�Ý�î�É�†�š�f�[�A�r�M���Ó�î�Ý  �Ï�Ü�©�î�b8p�Î�†�š�f
�M�•�G�\�v�[�A�r�M��

[ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�b  [ 7Á�Ê�Ó�î�Ý�­�Ÿ�×�Ü�¸�•  �Ð�¿�î�ª�Õ>& Email Security 
Manager>' ] �r�S�c  [ �æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated 
Administration>' ] �¸�î�È�Ý�†�Q#Ý�K�Z�
�¶���b�Ó�î�Ý  �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±�†�•�«�±�Ò  �Ø�î
�¨  �ß�î�Ý�_�m�~�\�Z�•�G�\�@�[�A�r�M��

[ �æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>' ] �¸�î�È�Ý
�†�Q#Ý�K�S�Ó�î�Ý  �Ï�Ü�©�î�\�¥�å�¸�å�¶  �Ç�•�Ý�±�b�m�~�\�Z�b0ò(ý�_�X�8�Z�c�
 ���•�«�±�Ò  �Ø�î�¨  
�ß�î�Ý�b2��õ�b�”�µ�É�¹�î�º�� >&P.28-15>' �†�g!·�K�Z�C�T�I�8��

DLP �Ï�Ü�©�î

DLP �Ï�Ü�©�î�b�”�¡�­�«�’7H�[�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b  DLP Policy Manager 
�†�Ó�K�S  DLP �Ï�Ü�©�î�l�b�$�õ'ö#.*…�b�”�¡�­�«  �Þ�Ë�Ý�†��*O�K�r�M�� DLP �Ï�Ü�©�î�†"I���b�•�«�±
�Ò �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�
�œ�Ì�Þ�î�±�\'ö#.*…�_�•�<�Z�
�$�õ'ö#.*…�_�Q�€�}�b�Ï�Ü�©�î�†'ö#.�I
�O�•�G�\�@�[�A�r�M�� DLP �”�¡�­�«�’�†�â�X�$�õ'ö#.*…�c�
�¹�î�±�˜�»75�F�b  Global Settings �Ì�î�ª
�?�}  DLP 0¿���Ç�“�–�Ý�†�š�¡�«�Ï�î�º�[�A�r�M��'ö#.*…�>�|�g�œ�Ì�Þ�î�±�T�E�@  RSA Email DLP �?
�}  RSA Enterprise Manager>&�r�S�c�Q�b3ë>'�b6ë�_�Q#Ý�I�€�Z�8�•  DLP �Ô�î�»�†�š�f�[�A�r�M��

�$�õ'ö#.*…�@�Ó�î�Ý  �Ï�Ü�©�î�’7H�v�–�â�K�Z�8�•���œ�c�
 RSA Email DLP �Ï�Ü�©�î�†�•�«�±�Ð�–�¬�[
�A�r�M���$�õ'ö#.*…�c�
�Q�€�R�€�b  RSA Email DLP �Ï�Ü�©�î�b�õ�–�b�•�«�±�Ò  DLP �¹�•�¡�©�Ù�¼�Ü
�†�Q#Ý�[�A�r�M�@�
�•�«�±�Ò  DLP �¹�•�¡�©�Ù�¼�Ü�c/²&g�v�š�f�v�[�A�r�O�‡��

RSA Email DLP �Ï�Ü�©�î#Ý�b�è�W�b�”�¡�­�«  �Þ�Ë�Ý�b�8�N�€�?�†�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z
�•�G�\�@�[�A�r�M��

• �”�¡�­�«�^�K >&No access>'>8�$�õ'ö#.*…�c  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«  �b  RSA Email 
DLP �Ï�Ü�©�î�†/²&g�v)…7Ÿ�v�[�A�r�O�‡��

• �m�~�\�Z�}�€�S7x7³�†/²&g�
�m�~�\�Z�}�€�S7x7³�†)…7Ÿ>& View assigned, edit assigned>'>8�$�õ'ö
#.*…�c DLP Policy Manager �†�Q#Ý�K�Z�
�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•  RSA 
Email DLP �Ï�Ü�©�î�†/²&g�>�|�g)…7Ÿ�[�A�r�M���$�õ'ö#.*…�c�
 DLP Policy Manager 
Æ�b DLP �Ï
�Ü�©�î�b�¡�S�š�f�v8p�Î�š�f�v�[�A�r�O�‡���$�õ'ö#.*…�c  DLP 0¿���†�š�¡�«�Ï�î�º�[�A�r�M��

• �M�m�Z�†/²&g�
�m�~�\�Z�}�€�S7x7³�†)…7Ÿ>& View all, edit assigned>'>8�$�õ'ö#.*…�c�•�«�±�Ò  �Ø�î
�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•  RSA Email DLP �Ï�Ü�©�î�†/²&g�>�|�g)…7Ÿ�[�A�r�M���$�õ'ö#.*…
�c  DLP 0¿���†�š�¡�«�Ï�î�º�[�A�r�M���$�õ'ö#.*…�c�
�Q�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€
�Z�8�^�8  RSA Email DLP �Ï�Ü�©�î�†�M�m�Z/²&g�[�A�r�M�@�
)…7Ÿ�M�•�G�\�c�[�A�r�O�‡���$�õ'ö
#.*…�c�
 DLP Policy Manager 
Æ�b DLP �Ï�Ü�©�î�b8p�Î�š�f�x�Ï�Ü�©�î�¡�b�š�f�c�[�A�r�O�‡��

• �M�m�Z�†/²&g�
�M�m�Z�†)…7Ÿ>&�Ç�Ý�”�¡�­�«>' >&View all, edit all (full access)>'>8�$�õ'ö#.*…�c�
�”
�É�Û�–�”�å�«�b�M�m�Z�b  RSA Email DLP �Ï�Ü�©�î�_�P�M�•�M�m�Z�b�”�¡�­�«�’7H�†�â�U�
�‚�K�8
�Ï�Ü�©�î�†�8�B�M�•�G�\�v�[�A�r�M���$�õ'ö#.*…�c�
 DLP Policy Manager 
Æ�b DLP �Ï�Ü�©�î�b8p
�Î�†�š�f�[�A�r�M���r�S�
�”�É�Û�–�”�å�«�[�Q#Ý�M�•  DLP �Ô�î�»�†�š�f�[�A�r�O�‡��

[ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�b  [DLP �Ï�Ü�©�î  �Ð�¿�î�ª�Õ>& DLP Policy Manager>' ] �r�S�c  [
�æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>' ] �¸�î�È�Ý
�†�Q#Ý�K�Z�
 �¶���b  RSA �Ó�î�Ý  DLP �Ï�Ü�©�î�†�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�•�G�\�@�[�A�r�M��

RSA �Ó�î�Ý  DLP �Ï�Ü�©�î�x  DLP Policy Manager �b0ò(ý�_�X�8�Z�c�
 '¨ 15 'v���¹�î�±�˜�»75�F�� �†
�g!·�K�Z�C�T�I�8��
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'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
[ �æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>' ] �b�M0t�†
�Q#Ý�K�Z RSA Email DLP �Ï�Ü�©�î�†�m�~�\�Z�•�‰�2�b0ò(ý�_�X�8�Z�c�
 ���•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b2�
�õ�b�”�µ�É�¹�î�º�� >&P.28-15>' �†�g!·�K�Z�C�T�I�8��

7Á�Ê�Ó�î�Ý  �Þ�Ï�î�¸�•�å�¢

7Á�Ê�Ó�î�Ý  �Þ�Ï�î�¸�•�å�¢�b�”�¡�­�«�’7H�[�c�
�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b�Ó�î�Ý  �Ï�Ü�©�î�
�¥�å�¸�å
�¶  �Ç�•�Ý�±�
�>�|�g  RSA Email DLP �Ï�Ü�©�î�l�b�”�¡�­�«�’7H�_�‘�8�
�$�õ'ö#.*…�@/²&g�[�A�•�Þ
�Ï�î�º�\  [ 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±>&Email Security Monitor>' ] �Ì�î�ª�†��*O�K�r�M���Q�€�}
�b�Þ�Ï�î�º�c�m�~�\�Z�}�€�Z�8�•�Ï�Ü�©�î�_�P�K�Z�Ç�•�Ý�±�Ü�å�¢�I�€�Z�8�r�O�‡���$�õ'ö#.*…�c�
+¬
�(�@2��õ�†2��W�Z�8�^�8�Ó�î�Ý�\  DLP �Ï�Ü�©�î�b�Þ�Ï�î�º�†/²&g�[�A�r�M��

7Á�Ê�Ó�î�Ý  �Þ�Ï�î�¸�•�å�¢#Ý�b�è�W�b�”�¡�­�«  �Þ�Ë�Ý�b�8�N�€�?�†�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z
�•�G�\�@�[�A�r�M��

• No access>&�”�¡�­�«�^�K>' >8�$�õ'ö#.*…�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b�Þ�Ï�î�º
�†/²&g�[�A�r�O�‡��

• 6õ4��M�•�Þ�Ï�î�º�†/²&g>& View relevant reports>'>8�$�õ'ö#.*…�c�
 [ 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô
�½�±>&Email Security Monitor>' ] �Ì�î�ª�_�6�•�Q�€�R�€�b�Ó�î�Ý  �Ï�Ü�©�î�
�¥�å�¸�å�¶  �Ç�•�Ý�±�

�>�|�g  DLP �Ï�Ü�©�î�b�”�¡�­�«�’7H�_6õ4��M�•�Þ�Ï�î�º�†/²&g�[�A�r�M���Ó�î�Ý  �Ï�Ü�©�î�\�¥�å
�¸�å�¶  �Ç�•�Ý�±�b�”�¡�­�«�’7H�@�6�•�$�õ'ö#.*…�c�
�è�W�b  [ 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±

>&Email Security Monitor>' ] �Ì�î�ª�†/²&g�[�A�r�M��

– �+0[>&Overview>'

– �w�™�Ó�î�Ý>&Incoming Mail>'

– $Î�™
›>&Outgoing Destinations>'

– 3æ�™�Ó�µ�­�î�ª3æ�™*…>&Outgoing Senders>'

– 
Æ4Š�Ø�î�¨>&Internal Users>'

– �¥�å�¸�å�¶  �Ç�•�Ý�±>& Content Filters>'

– �˜�–�Ý�«  �”�˜�º�È�Þ�–�¡>& Virus Outbreaks>'

– �˜�–�Ý�«�b'�8®>& Virus Types>'

– �”�î�•�–�È�í�s�b�Þ�Ï�î�º>& Archived Reports>'

DLP �Ï�Ü�©�î�b�”�¡�­�«�’7H�@�6�•�$�õ'ö#.*…�c�
�è�W�b  [ 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±
>&Email Security Monitor>' ] �Ì�î�ª�†/²&g�[�A�r�M��

– �+0[>&Overview>'

– DLP �–�å�©�¹�å�º>& DLP Incidents>'

– �”�î�•�–�È�í�s�b�Þ�Ï�î�º>& Archived Reports>'

• �M�m�Z�b�Þ�Ï�î�º�†/²&g>& View all reports>'>8�$�õ'ö#.*…�c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–
�”�å�«�b�M�m�Z�b�Þ�Ï�î�º�\  [ 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±>&Email Security Monitor>' ] �Ì�î
�ª�†/²&g�[�A�r�M��

7Á�Ê�Ó�î�Ý  �Þ�Ï�î�¸�•�å�¢�\  [ 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±>&Email Security Monitor>' ] �b0ò(ý�_
�X�8�Z�c�
'¨  26 'v��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �Ô�½�±�b�Q#Ý�‰�2��>&P.1>'�b'v�†�g!·�K�Z�C�T�I�8��
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'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢

�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b�”�¡�­�«�’7H�[�c�
�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•�$�õ'ö#.
*…�@�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�l�b�”�¡�­�«�’7H�†�â�X�?�]�:�?�†��*O�K�r�M���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å
�¢�_�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �Ì�î�ª�[  [DLP �º�Û�µ�Ÿ�å�¢  
�Ï�Ü�©�î>& DLP Tracking Policies>'] �œ�É�©�Ù�å�@�–�¿�î�È�Ý�_�^�W�Z�8�Z�
�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_  
DLP �Ï�Ü�©�î�b�”�¡�­�«�’7H�v�6�•���œ�_�
)�)Ê�b  DLP �Ï�Ü�©�î4*�o�\�^�•�•+��ö�@�6�•�Ó�µ�­�î�ª
�b
Æ���v�µ�r�€�r�M��

�$�õ'ö#.*…�c�Q�€�R�€�_�m�~�\�Z�}�€�Z�8�•  RSA Email DLP �Ï�Ü�©�î�_�P�M�•  DLP 4*�o�b�s�è(ô�[
�A�r�M��

�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�b0ò(ý�_�X�8�Z�c�
'¨  25 'v���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�� >&P.1>'�†�g!·�K�Z�C
�T�I�8��

�$�õ'ö#.*…�_�
�Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢
Æ�b�M+´�K�S  DLP �b
Æ���†/²&g�M�•�S�u�b�”�¡�­�«�†0Á�•�M
�•�‰�2�b0ò(ý�_�X�8�Z�c�
 ���Ó�µ�­�î�ª  �º�Û�µ�Ÿ�å�¢�[�b�µ�&�_���l�b�”�¡�­�«�b�D�š�� >&P.28-5>' �†�g
!·�K�Z�C�T�I�8��

�º�Þ�î�«>& trace >'

�º�Þ�î�«�b�”�¡�­�«�’7H�[�c�
�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•�$�õ'ö#.*…�@�º�Þ�î�«�†
�Q#Ý�K�Z�
�©�«�¸�Ò�†�Ó�K�S�Ó�µ�­�î�ª  �Ç�ß�î�†�¹�Â�µ�¢�[�A�•�?�]�:�?�†��*O�K�r�M���”�¡�­�«�’
7H�@�6�•�$�õ'ö#.*…�c�
�º�Þ�î�«�†��/œ�K�Z�
#Õ�B�I�€�•�M�m�Z�b���Š�†/²&g�[�A�r�M���º�Þ�î�«)��Ý
�c�
�$�õ'ö#.*…�b�Ó�î�Ý�r�S�c  DLP �Ï�Ü�©�î�’7H�_�ö�Y�A�Ç�•�Ý�±�Ü�å�¢�c�I�€�r�O�‡��

�º�Þ�î�«�b�Q#Ý�‰�2�b0ò(ý�_�X�8�Z�c�
 ���¸�«�º  �Ó�µ�­�î�ª�†�Q#Ý�K�S�Ó�î�Ý  �Ç�ß�î�b�¹�Â�µ�¢>8�º
�Þ�î�«�� >&P.36-1>' �†�g!·�K�Z�C�T�I�8��

7x7³

7x7³�b�”�¡�­�«�’7H�[�c�
�$�õ'ö#.*…�@�m�~�\�Z�}�€�S7x7³�†'ö#.�[�A�•�?�]�:�?�†��*O�K�r�M���$�õ
'ö#.*…�c�
�m�~�\�Z�}�€�S7x7³
Æ�b�õ�–�b�Ó�µ�­�î�ª�†/²&g�K�Z�
�Ó�µ�­�î�ª�b0Ž�:�x�P7V�^�]�b�”�¡
�©�Ù�å�†��/œ�[�A�r�M�@�
7x7³�b0¿��>&�§�–�¬�
�–�Ñ�‡6ë�^�]>'�b�š�f�
7x7³�b�8�B�x�P7V�c�[�A�r�O
�‡��

[ �Ô�½�±>&Monitor>' ] > [ 7x7³>&Quarantines>' ] �Ì�î�ª�r�S�c  [ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�b  [
�æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>' ] �¸�î�È�Ý
�†�Q#Ý�K�Z�
�õ�–�b7x7³�†�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�•�G�\�@�[�A�r�M��

7x7³�b0ò(ý�_�X�8�Z�c�
'¨  27 'v��7x7³�� >&P.1>'�†�g!·�K�Z�C�T�I�8��

[ �æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>' ] �M0t�†�Q
#Ý�K�Z7x7³�†�m�~�\�Z�•�‰�2�b0ò(ý�_�X�8�Z�c�
 ���•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b2��õ�b�”�µ�É�¹�î�º��

>&P.28-15>' �†�g!·�K�Z�C�T�I�8��

�/�•�ì�É�ß�Ç�“�–�Ý

�/�•�ì�É�ß�Ç�“�–�Ý�b�”�¡�­�«�’7H�[�c�
�$�õ'ö#.*…�@�¥�å�¸�å�¶  �Ç�•�Ý�±�r�S�c  DLP �Ï�Ü�©�î�b)…
7Ÿ�ì�_�
�Q�€�R�€�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�•�/�•�ì�É�ß�Ç�“�–�Ý�†�Q#Ý�[�A�•�?
�]�:�?�†��*O�K�r�M���/�•�ì�É�ß�Ç�“�–�Ý�c�
�Ó�î�Ý�r�S�c  DLP �Ï�Ü�©�î�b�”�¡�­�«�’7H�@�6�•�•�«
�±�Ò �Ø�î�¨  �ß�î�Ý�_�b�s�m�~�\�Z�•�G�\�@�[�A�r�M���•�«�±�Ò  �ß�î�Ý�_�m�~�\�Z�}�€�^�8�/�•�ì�É�ß
�Ç�“�–�Ý�c�
�Ó�î�Ý�r�S�c  DLP �Ï�Ü�©�î�’7H�†�â�X�M�m�Z�b�$�õ'ö#.*…�@�Q#Ý�[�A�r�M���$�õ'ö#.*…
�c�8�N�€�b�/�•�ì�É�ß�Ç�“�–�Ý�v/²&g�r�S�c�š�f�[�A�r�O�‡��
28-13
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
�/�•�ì�É�ß�Ç�“�–�Ý�c�
 [ �­�Ÿ�×�Ü�¸�•  �§�î�Å�«>& Security Services>' ] > [IronPort �Ó�î�Ý�/�•�ì
>&IronPort Email Encryption>' ] �Ì�î�ª�†�Q#Ý�K�Z�/�•�ì�É�ß�Ç�“�–�Ý�†�8�B�r�S�c)…7Ÿ�M�•�\�A�_�m�~
�\�Z�•�G�\�@�[�A�r�M��

�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b��*O

GUI �[  [ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�†�Q#Ý�K�Z>&�r�S�c  CLI �[  userconfig -> role  �¥�Ð�å
�»�†�Q#Ý�K�Z>'�
�‚�K�8�Ø�î�¨  �ß�î�Ý�†��*O�K�
�Q�b�ß�î�Ý�b�”�¡�­�«�’7H�†�m�~�\�Z�r�M�� [ �Ø�î�¨
�b�z�m>&User Roles>' ] �Ì�î�ª�_�c�
�”�É�Û�–�”�å�«�b�¤�Ñ�b�M�m�Z�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�\�›�ß�î
�Ý�b�”�¡�­�«�’7H�@/²&g�I�€�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [User Roles>&�Ø�î�¨�b�z�m>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ø�î�¨�z�m�b3ã�•>& Add User Role>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ø�î�¨  �ß�î�Ý�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 4 �Ø�î�¨  �ß�î�Ý�b1��Â�\�Q�b�’7H�†
°�Š�K�r�M��

�«�¸�µ�É 5 �Ø�î�¨  �ß�î�Ý�b�”�¡�­�«�’7H�†4E�¥�K�r�M�� >&�›�±�–�É�b�”�¡�­�«�’7H�b0ò(ý�_�X�8�Z�c�
 ���”�¡�­�«
�’7H�b�m�~�\�Z�� >&P.28-9>' �†�g!·�K�Z�C�T�I�8>' ��

�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�Ø�î�¨  �”�•�˜�å�º3ã�•�ì�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b��*O

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�P�K�Z�ß�î�•�Ý  �Ø�î�¨  �”�•�˜�å�º�b3ã�•�r�S�c)…7Ÿ�†/œ�:
7•�_�
�‚�K�8�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†�8�B�[�A�r�M��

�Ø�î�¨  �”�•�˜�å�º�b3ã�•�b0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨�b'ö#.�� >&P.28-3>' �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �Ø�î�¨�†3ã�•>& Add User>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ø�î�¨  �”�•�˜�å�º�8�B�ì�_�c�
 [ �•�«�±�Ò�z�m>& Custom Roles>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 4 [ �z�m�†3ã�•>& Add Role>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 5 �‚�K�8�ß�î�Ý�b�¡�S�†
°�Š�K�r�M��

�«�¸�µ�É 6 �‚�K�8�Ø�î�¨  �”�•�˜�å�º�†3æ�™�K�r�M��

AsyncOS �_�|�~�
�‚�K�8�Ø�î�¨  �”�•�˜�å�º�\�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�@3ã�•�I�€�S�\�8�:3û%±�@/²&g
�I�€�r�M��

�«�¸�µ�É 7 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 8 [ �æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>' ] �¸�î�È�Ý
�[�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 9 �Ø�î�¨  �ß�î�Ý�b1��Â�\�Q�b�’7H�†
°�Š�K�r�M��
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  �$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
�«�¸�µ�É 10 �Ø�î�¨  �ß�î�Ý�b�”�¡�­�«�’7H�†4E�¥�K�r�M�� >&�›�±�–�É�b�”�¡�­�«�’7H�b0ò(ý�_�X�8�Z�c�
 ���”�¡�­�«
�’7H�b�m�~�\�Z�� >&P.28-9>' �†�g!·�K�Z�C�T�I�8>' ��

�«�¸�µ�É 11 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b2��õ�b�”�µ�É�¹�î�º

GUI �b�V4Š�_�6�•�Ó�½�×�î�†�Q#Ý�K�Z�¶���b�­�Ÿ�×�Ü�¸�•�µ+��†�È�Û�˜�¬�K�Z�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý
�_2��õ�†�m�~�\�Z�•�G�\�@�[�A�•�M�‰�
 [ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�b  [ �æ/²'ö#.*…#Ý�b�•�«
�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>'] �¸�î�È�Ý�[�c�
�$�õ'ö#.*…�@  1 
�X�b���d�['ö#.�[�A�•�M�m�Z�b�­�Ÿ�×�Ü�¸�•�µ+�>&�/�•�ì�É�ß�Ç�“�–�Ý�†7V�C>'�l�b�Ü�å�¡�†)+�œ�[�A
�r�M���¸�î�È�Ý�[�•�«�±�Ò  �Ø�î�¨  �¢�Ý�î�É�b�”�¡�­�«�’7H�b�¡�S�†�¡�Ü�µ�¡�M�•�\�
�”�É�Û�–�”�å�«
�b�M�m�Z�b�Ó�î�Ý  �Ï�Ü�©�î�
�¥�å�¸�å�¶  �Ç�•�Ý�±�
�”�¡�¸�•�È�^  RSA Email DLP �Ï�Ü�©�î�
�r�S�c
7x7³�b�M0t�@/²&g�I�€�
�Q�€�}�_�”�¡�­�«�[�A�•�Q�b�Ú�M�m�Z�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b�¡�S�@/²&g
�I�€�r�M��

�S�\�<�d�
 �W 28-3 �c�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[�Q#Ý�•+��^�”�¡�¸�•�È�^  RSA 
Email DLP �Ï�Ü�©�î�b�M0t�†&g�K�Z�8�r�M���r�S�
 DLP �Ï�Ü�©�î�l�b�”�¡�­�«�’7H�@�6�•�Ú�b�•�«�±
�Ò �Ø�î�¨  �¢�Ý�î�É�v/²&g�I�€�Z�8�r�M���G�b�M0t�?�}�
'ö#.*…�c�
�$�õ'ö#.*…�@  DLP Policy Manager 
�[�Q#Ý�M�•  DLP �Ï�Ü�©�î�†4E�¥�[�A�r�M��

�W 28-3 �$�õ'ö#.*…�@�Q#Ý�•+��^  DLP �Ï�Ü�©�î

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 �”�µ�É�¹�î�º�M�•�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b�”�¡�­�«�’7H�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

AsyncOS �_�|�~�
�”�É�Û�–�”�å�«�[�Q#Ý�•+��^�M�m�Z�b�Ó�î�Ý  �Ï�Ü�©�î�
�¥�å�¸�å�¶  �Ç�•�Ý�±�
 DLP 
�Ï�Ü�©�î�
�r�S�c7x7³�b�M0t�
�>�|�g�Q�b�Ú�M�m�Z�b�m�~�\�Z�í�s�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b�¡�S�@/²
&g�I�€�r�M��

�«�¸�µ�É 3 �$�õ'ö#.*…�_2��õ�†�m�~�\�Z�•�Ó�î�Ý  �Ï�Ü�©�î�
�¥�å�¸�å�¶  �Ç�•�Ý�±�
 DLP �Ï�Ü�©�î�
�r�S�c7x7³�†
4E�¥�K�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��
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  �$�õ'ö#.�b�S�u�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b'ö#.
�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b)…7Ÿ

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>' ] �M0t�[
�Ø�î�¨  �ß�î�Ý�b�¡�S�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �Ø�î�¨  �ß�î�Ý�_�š�f�†�•�<�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b0
0�

� �]�b�”�¡�­�«�’7H�@�6�•0
�X�b�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†�8�B�K�
$��^�•�Ø�î�¨�b�­�µ�º�_$��^�•2�
�õ�†�m�~�\�Z�S�8�G�\�@�6�~�r�M���S�\�<�d�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�@0
�X�»�Ó�–
�å�b�Ó�µ�­�î�ª�†��#.�M�•���œ�
� �]�b�”�¡�­�«�’7H�T�@�
�»�Ó�–�å�_�ö�Y�C$��^�•�Ó�î�Ý  �Ï�Ü�©�î
�_�P�M�•�’7H�[�6�•�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†�8�B�M�•�G�\�@�[�A�r�M���G�:�M�•�G�\�[�
�$�õ'ö#.*…
�c�
�Ú�b�$�õ'ö#.*…�b2��õ�†�	�F�•�G�\�^�C�Q�€�R�€�b�»�Ó�–�å�b�Ó�î�Ý  �Ï�Ü�©�î�†'ö#.�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>' ] �M0t�[�

0
0��M�•�Ø�î�¨  �ß�î�Ý�_�P�Â�M�•0
0��”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b�¡�S�†�š�f�K�r�M��

�«�¸�µ�É 4 �‚�K�8�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�²0[�^�M�m�Z�b�”�¡�­�«�’7H�b�š�f�†/œ�8�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�b�P7V

�•�«�±�Ò  �ß�î�Ý�@�P7V�I�€�•�\�
�Ø�î�¨�c�•�m�~�\�Z"g�Â�_�^�~�
�”�É�Û�–�”�å�«�_�”�¡�­�«�[�A�^
�C�^�~�r�M��0
�X�b�¶�Ç�_�m�~�\�Z�}�€�S�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�†�P7V�M�•�\�
1™�Ì�Ó�µ�­�î�ª�†�w
�™�K�r�O�‡���P7V�K�S�•�«�±�Ò  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�}�€�Z�8�S�M�m�Z�b�Ø�î�¨�†
Ì�m�~�\�Z�M�•
�²0[�@�6�~�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨�b�z�m>& User Roles>' ] �Ì�î�ª�_&ã�·�K�r�M��

�«�¸�µ�É 2 [ �æ/²'ö#.*…#Ý�b�•�«�±�Ò�b�Ø�î�¨�z�m>& Custom User Roles for Delegated Administration>' ] �M0t�[�

�P7V�M�•�Ø�î�¨  �ß�î�Ý�_�P�Â�M�•�¦�Ñ'ý�b�”�–�¥�å�†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 /²&g�I�€�•1™�Ì�²�–�”�ß�¢�[  [ �P7V>&Delete>' ] �†�¡�Ü�µ�¡�K�Z�
�P7V�†&����K�r�M��
28-16
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �Ã�«�á�î�»
�«�¸�µ�É 4 �š�f
Æ���†&����K�r�M��

�Ã�«�á�î�»  

�Ã�«�á�î�»�b�š�f

�Ø�î�¨�c  GUI �b�V4Š�_�6�•  [ �œ�É�©�Ù�å>&Options>' ] > [ �Ã�«�á�î�»�b�š�f>& Change Password>' ] �Ü�å
�¡�†�Q#Ý�K�Z+¬�(�b�Ã�«�á�î�»�†�š�f�[�A�r�M��

�‚�8�Ã�«�á�î�»�†
°�Š�K�
���_�‚�K�8�Ã�«�á�î�»�†
°�Š�K�Z&�1��b�S�u�_�Q�b�Ã�«�á�î�»�†
Ì
°�Š�K�r
�M�� [ 3æ�™>&Submit>' ] �†�¡�Ü�µ�¡�K�r�M��   �ß�¢�”�˜�º�I�€�
#ì8��_�ß�¢�@/²&g�I�€�r�M��

CLI �[�
 password  �¥�Ð�å�»�r�S�c  passwd  �¥�Ð�å�»�†�Q#Ý�K�Z�Ã�«�á�î�»�†�š�f�K�r�M�� admin �Ø�î�¨  
�”�•�˜�å�º�b�Ã�«�á�î�»�†�À�€�S���œ�c�
�Ã�«�á�î�»�†�Ü�­�µ�º�M�•�S�u�_�•�«�±�Ð�î  �§�Ï�î�º  �É�ß
�Â�–�²�î�_�H4�)!�C�T�I�8��

password  �¥�Ð�å�»�[�c�
�­�Ÿ�×�Ü�¸�•�b�S�u�_�‚�8�Ã�«�á�î�»�b
°�Š�@�²0[�[�M��

>&�@>' �Ã�«�á�î�»�b�š�f�c�M�D�_�w� �_�^�~�
�š�f�b&����c�²0[�[�c�6�~�r�O�‡��

�Ø�î�¨  �”�•�˜�å�º�b�ß�µ�¡�>�|�g�ß�µ�¡0Ž7V

�Ø�î�¨  �”�•�˜�å�º�b�ß�µ�¡�c�
�ß�î�•�Ý  �Ø�î�¨�@�”�É�Û�–�”�å�«�_�ß�¢�–�å�M�•�b�†75�F�K�r�M��
�Ø�î�¨  �”�•�˜�å�º�c�
���b�8�N�€�?�b���œ�_�ß�µ�¡�I�€�•�G�\�@�6�~�r�M��

• AsyncOS �c�
�Ø�î�¨�@  [ �ß�î�•�Ý�Ø�î�¨�”�•�˜�å�º�\�Ã�«�á�î�»�b0¿��>& Local User Account & 
Password Settings>' ] �­�¡�©�Ù�å�[��*O�I�€�Z�8�•�»�K�ß�¢�–�å0è/œ�b�q�±�G�X�†2x�<�S���œ�_
�Ø�î�¨  �”�•�˜�å�º�†�ß�µ�¡�K�r�M��

• 'ö#.*…�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �Ì�î�ª�†�Q#Ý�K�Z�
�­
�Ÿ�×�Ü�¸�•% $×�[�Ø�î�¨  �”�•�˜�å�º�†�m�·�[�ß�µ�¡�[�A�r�M��

[ �Ø�î�¨�z�m�b)…7Ÿ>& Edit User>' ] �Ì�î�ª�[�Ø�î�¨  �”�•�˜�å�º�†/²&g�M�•�\�
 AsyncOS �_�|�~�Ø�î�¨  
�”�•�˜�å�º�@�ß�µ�¡�I�€�S#.#ä�@/²&g�I�€�r�M��

�Ø�î�¨  �”�•�˜�å�º�†�ß�µ�¡0Ž7V�M�•�_�c�
 [ �Ø�î�¨>& Users>' ] �M0t�[�Ø�î�¨�¡�†�¡�Ü�µ�¡�K�Z�Ø�î�¨  
�”�•�˜�å�º�†6ä�A�
 [ �”�•�˜�å�º�b�ß�µ�¡0Ž7V>& Unlock Account>' ] �†�¡�Ü�µ�¡�K�r�M��

�ß�î�•�Ý  �Ø�î�¨  �”�•�˜�å�º�†�m�·�[�ß�µ�¡�M�•�_�c�
 [ �Ø�î�¨>& Users>' ] �M0t�[�Ø�î�¨�¡�†�¡�Ü�µ�¡
�K�Z�Ø�î�¨  �”�•�˜�å�º�†6ä�A�
 [ �”�•�˜�å�º�b�ß�µ�¡>& Lock Account>' ] �†�¡�Ü�µ�¡�K�r�M�� AsyncOS 
�c�
�Ø�î�¨�@�”�É�Û�–�”�å�«�_�ß�¢�–�å�[�A�^�C�^�•�\�8�:�Ó�µ�­�î�ª�†/²&g�K�
)E)F�M�•�?�]�:�?�†
�e�8�œ�ƒ�O�Z�A�r�M��

�Ø�î�¨�@0¿���K�S0è/œ�G�X�†2x�<�S�‹�[�ß�¢�–�å�_�»�K�K�S���œ�
�M�m�Z�b�ß�î�•�Ý  �Ø�î�¨  �”�•�˜�å
�º�†�ß�µ�¡�M�•�|�:�_0¿���M�•�G�\�v�[�A�r�M��0ò(ý�_�X�8�Z�c�
 ���D7H$×�^�Ø�î�¨  �”�•�˜�å�º�\�Ã�«
�á�î�»�b0¿���Í�b0¿���� >&P.28-18>' �†�g!·�K�Z�C�T�I�8��
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  �Ã�«�á�î�»
>&�@>' admin �”�•�˜�å�º�†�ß�µ�¡�K�S���œ�c�
�©�Ü�”�Ý  �¥�å�¯�î�Ý  �Ï�î�º�l�b�©�Ü�”�Ý3û�™�K)F)�#ä�[  
admin �\�K�Z�ß�¢�–�å�K�Z�ß�µ�¡0Ž7V�M�•�K�?�6�~�r�O�‡�� admin �Ø�î�¨�c�
 admin �”�•�˜�å�º�@�ß�µ
�¡�I�€�S���œ�[�v�
�©�Ü�”�Ý  �¥�å�¯�î�Ý  �Ï�î�º�†�Q#Ý�K�Z�–�_�”�É�Û�–�”�å�«�_�”�¡�­�«�[�A�r�M��
�©�Ü�”�Ý  �¥�å�¯�î�Ý  �Ï�î�º�†�Q#Ý�K�Z�”�É�Û�–�”�å�«�_�”�¡�­�«�M�•�‰�2�b0ò(ý�_�X�8�Z�c�
 ���”�É�Û
�–�”�å�«�l�b�K)F�� >&P.3-8>' �†�g!·�K�Z�C�T�I�8��

�D7H$×�^�Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»�b0¿���Í�b0¿��

�Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»�b�D7H�†��*O�K�Z�
)�)Ê
²�/�_�Ã�«�á�î�»  �Ï�Ü�©�î�†�I�D$×�_4:#Ý�M
�•�G�\�@�[�A�r�M���Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»�b�D7H�c�
 Cisco �”�É�Û�–�”�å�«�[��*O�I�€�Z�8�•
�ß�î�•�Ý  �Ø�î�¨�_4:#Ý�I�€�r�M�����b0¿���Í�†0¿���[�A�r�M��

• �Ø�î�¨  �”�•�˜�å�º�b�ß�µ�¡�� �Ø�î�¨�@�”�•�˜�å�º�?�}�ß�µ�¡�”�˜�º�I�€�•�r�[�b�
�ß�¢�–�å0è/œ
�b�»�K�G�X�†��*O�[�A�r�M��

• �Ã�«�á�î�»�Ñ)F�‡6ë�b�Ý�î�Ý�� �ß�¢�–�å�‹�_�Ø�î�¨�@�Ã�«�á�î�»�b�š�f�†0[�Ó�I�€�•�r�[�b�
�Ã�«
�á�î�»�b�Q#Ý�‡6ë�†��*O�[�A�r�M��

• �Ã�«�á�î�»�b�Ý�î�Ý�� �]�b�e�Ð�@�õ�–�[�
�]�b�e�Ð�@�²8r�?�^�]�
�Ø�î�¨�@4E�¥�[�A�•�Ã�«�á�î�»
�b'�8®�†��*O�[�A�r�M��

�Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»�b�D7H�c�
 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨
>&Users>' ] �Ì�î�ª�b  [ �ß�î�•�Ý  �Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»�b0¿��>& Local User Account and 
Password Settings>' ] �­�¡�©�Ù�å�[��*O�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [ �ß�î�•�Ý  �Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»�b0¿��>& Local User Account and Password Settings>' ] �­�¡
�©�Ù�å�r�[�Ì�î�ª�†�W�_�«�¡�ß�î�Ý�K�r�M��

�«�¸�µ�É 3 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 /² 28-2 �[1��Â�I�€�Z�8�•0¿���†0¿���K�r�M��
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  �Ã�«�á�î�»
/² 28-2 �ß�î�•�Ý  �Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»�b0¿��

0¿�� 1��Â

�Ø�î�¨  �”�•�˜�å�º�b�ß�µ�¡
>&User Account Lock>'

�Ø�î�¨�@�G�–�_�ß�¢�–�å�[�A�^�8���œ�_�
�Ø�î�¨  �”�•�˜�å�º�†�ß�µ
�¡�M�•�?�]�:�?�†�ô���K�r�M���”�•�˜�å�º�@�ß�µ�¡�I�€�•�r�[�b�
�ß
�¢�–�å�»�K�G�X�†�æ���K�r�M�� 1 >|  60 �b(
�V�[�õ�–�b�X�Ð�†
°�Š�[
�A�r�M���¹�Ç�›�Ý�º�Í�c  5 �[�M��

�”�•�˜�å�º�b�ß�µ�¡�†0¿���M�•���œ�c�
�ß�¢�–�å�†0è�s�Z�8�•�Ø�î�¨
�_/²&g�M�•�Ó�µ�­�î�ª�†
°�Š�K�r�M���¸�Ÿ�«�º�c  7 �Å�µ�º  ASCII �e
�Ð�†�Q#Ý�K�Z
°�Š�K�r�M���G�b�Ó�µ�­�î�ª�c�
'ö#.*…�_�|�W�Z�ß�µ�¡
�I�€�Z�8�•�Ø�î�¨�@�G�K�8�Ã�«�á�î�»�†�”�•�˜�å�º�_
°�Š�M�•�\�A�T
�E/²&g�I�€�r�M���G�b�Ó�µ�­�î�ª�c�
�ß�¢�–�å0è/œ�b�»�K�_�|�W�Z
�ß�µ�¡�I�€�S�”�•�˜�å�º�_�c/²&g�I�€�r�O�‡��

�Ø�î�¨  �”�•�˜�å�º�@�ß�µ�¡�I�€�S���œ�
'ö#.*…�c  GUI �[  [ �Ø�î�¨�b
)…7Ÿ>&Edit User>' ] �Ì�î�ª�†�Q#Ý�M�•�?�
 userconfig  CLI �¥�Ð�å�»
�†�Q#Ý�K�Z�ß�µ�¡�†0Ž7V�[�A�r�M��

�»�K�K�S�ß�¢�–�å�b0è/œ�c�
�Ø�î�¨�@�K)F�K�Z�8�•�Ð�©�å�x�
�K)F�b
�±�–�É>&SSH �r�S�c  HTTP �^�]>'�_6õ�€�^�C�
�Ø�î�¨�9�_3ã2§�I�€
�r�M���Ø�î�¨�@�ß�¢�–�å�_�B�Œ�M�•�\�
�»�K�ß�¢�–�å0è/œ�b�G�X�c  0 
�_�Ü�­�µ�º�I�€�r�M��

�»�K�ß�¢�–�å0è/œ�b�q�±�G�X�_4)�K�S�S�u�_�Ø�î�¨  �”�•�˜�å�º�@
�ß�µ�¡�”�˜�º�I�€�•�\�
'ö#.*…�_�”�Û�î�º�@3æ�™�I�€�r�M���G�b�”
�Û�î�º�c�� Info��5��±�Ø�Þ�Ë�Ý�_0¿���I�€�r�M��

>&�@>' �¶���b�Ø�î�¨  �”�•�˜�å�º�†�m�·�[�ß�µ�¡�M�•�G�\�v�[�A�r
�M��0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨  �”�•�˜�å�º�b�ß�µ�¡�>�|�g
�ß�µ�¡0Ž7V�� >&P.28-17>' �†�g!·�K�Z�C�T�I�8��

Password Reset>&�Ã�«�á�î�»
�b�Ü�­�µ�º>'

'ö#.*…�@�Ø�î�¨�b�Ã�«�á�î�»�†�š�f�K�S�‹�[�
�Ø�î�¨�_�Ã�«�á�î�»�†
�I�D$×�_�š�f�I�O�•�?�]�:�?�†4E�¥�K�r�M��

�Ã�«�á�î�»�@�‡7H�)�€�_�^�W�S�‹�[�
�Ø�î�¨�_�Ã�«�á�î�»�†�I�D$×�_
�š�f�I�O�•�?�]�:�?�†4E�¥�M�•�G�\�v�[�A�r�M���Ø�î�¨�@�Ã�«�á�î�»
�†�š�f�M�•�r�[�b�Ã�«�á�î�»�b�Ñ)F�¥�X�†
°�Š�K�r�M�� 1 �?�}  366 �r
�[�b�õ�–�b�X�†
°�Š�[�A�r�M���¹�Ç�›�Ý�º�c  90 �[�M��

�‡7H�)�€�‹�_�Ø�î�¨�_�Ã�«�á�î�»�†�I�D$×�_�š�f�I�O�•���œ�c�
���G
�b�Ã�«�á�î�»�‡7H�_6õ�M�•3û%±�†/²&g�[�A�r�M���‡7H�)�€�b�1�¥�S�_
3û%±�@/œ�ƒ�€�•�?�†4E�¥�K�r�M��

�Ã�«�á�î�»�@�‡7H�)�€�_�^�•�\�
�Ø�î�¨�c���G�ß�¢�–�å�ì�_�”�•�˜�å
�º  �Ã�«�á�î�»�†�I�D$×�_�š�f�I�O�}�€�r�M��

>&�@>' �Ø�î�¨  �”�•�˜�å�º�@�Ã�«�á�î�»  �³�Õ�Þ�å�ª�b�æ�ƒ�~�_  SSH 
�Ÿ�î�†�Q#Ý�K�Z�8�•���œ�[�v�
 Password Reset �Ý�î�Ý�@4:#Ý
�I�€�r�M�� SSH �Ÿ�î�†�â�X�Ø�î�¨  �”�•�˜�å�º�@�‡7H�)�€�_�^
�•�\�
�Q�b�Ø�î�¨�c�‚�8�Ã�«�á�î�»�†
°�Š�M�•�?�
'ö#.*…�_
�k8—�K�Z�
�Ã�«�á�î�»�†�m�·�[�š�f�K�
�”�•�˜�å�º�_6õ4��Ü
�E�}�€�S�Ÿ�î�†�š�f�K�Z�v�}�:�²0[�@�6�~�r�M��0ò(ý�_�X�8
�Z�c�
 ���­�Ÿ�×�”  �©�™�Ý>&SSH>'�Ÿ�î�b'ö#.�� >&P.28-27>' �†�g
!·�K�Z�C�T�I�8��
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  �Ã�«�á�î�»
�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�Ã�«�á�î�»�b0d�N>& Password 
Rules>' :

�²0[�^�q�`�e�Ð < �X >��
>&Require at <number> least 
characters.>' 

�Ã�«�á�î�»�_�µ�u�•�q�`�e�Ð�X�†
°�Š�K�r�M��

�®�ß�†�µ�t$��•�†
°�Š�[�A�r�M��

�Ã�«�á�î�»�b0d�N>& Password 
Rules>' :

�X�Ð (0 >|  9)�@ 1 �e�Ð�è�V�²
0[�[�M�� >&Require at least one 
number (0-9). >'

�Ã�«�á�î�»�_�X�Ð�†�a�^�C�\�v  1 �e�Ð�µ�u�•�²0[�@�6�•�?�]�:�?�†4E
�¥�K�r�M��

�Ã�«�á�î�»�b0d�N>& Password 
Rules>' :

"I�f�e�Ð�@  1 �e�Ð�è�V�²0[�[
�M��>&Require at least one 
special character.>'

�Ã�«�á�î�»�_  1 �e�Ð�è�V�b"I�f�e�Ð�†�µ�u�•�²0[�@�6�•�?�]�:�?�†�ô
���K�r�M���Ã�«�á�î�»�_�c�
���b"I�f�e�Ð�†�Q#Ý�[�A�r�M��

~ ?!@ # $ % ^ & * - _ + =  

\ | / [ ] ( ) < > { } ` ' " ; : , .  

�Ã�«�á�î�»�b0d�N>& Password 
Rules>' :

�Ø�î�¨�¡�\�Q�b�š�ì�g�†�Ã�«
�á�î�»�\�K�Z�Q#Ý�M�•�G�\�c
�[�A�r�O�‡�� >&Ban usernames 
and their variations as 
passwords.>'

6õ4��Ü�E�}�€�Z�8�•�Ø�î�¨�¡�r�S�c�Ø�î�¨�¡�b�Â�Ü�š�î�©�Ù�å�\� �L
�Ã�«�á�î�»�@1��u�}�€�•�?�]�:�?�†4E�¥�K�r�M���Ø�î�¨�¡�b�Â�Ü�š�î
�©�Ù�å�@&—�F�I�€�Z�8�•���œ�
�è�W�b�Ý�î�Ý�@�Ã�«�á�î�»�_4:#Ý�I�€
�r�M��

• �Ã�«�á�î�»�c�
�±�e�Ð�\�`�e�Ð�b4*�8�@�6�W�Z�v�Ø�î�¨�¡�\�c� 
�L�_�[�A�r�O�‡��

• �Ã�«�á�î�»�c�
�±�e�Ð�\�`�e�Ð�b4*�8�@�6�W�Z�v�Ø�î�¨�¡�†�o3?
�K�S�v�b�\�c� �L�_�[�A�r�O�‡��

• �Ã�«�á�î�»�c�
�è�W�b�e�Ð�†*(�A�n�<�S�
�Ø�î�¨�¡�r�S�c�o3?�K
�S�Ø�î�¨�¡�\�c� �L�_�[�A�r�O�‡��

– �� a���b�æ�ƒ�~�_�� @���r�S�c�� 4��

– �� e���b�æ�ƒ�~�_�� 3��

– �� i ���b�æ�ƒ�~�_�� |���
�� ! ���
�r�S�c�� 1��

– �� o���b�æ�ƒ�~�_�� 0��

– �� s���b�æ�ƒ�~�_�� $���r�S�c�� 5��

– �� t���b�æ�ƒ�~�_�� +���r�S�c�� 7��

�Ã�«�á�î�»�b0d�N>& Password 
Rules>' :

%$3Æ<number>�¶�b�Ã�«�á�î
�»�†
Ì�Q#Ý�M�•�G�\�c�[�A�r
�O�‡��>&Ban reuse of the last 
<number> passwords.>'

�Ø�î�¨�_�Ã�«�á�î�»�b�š�f�†�I�D�M�•���œ�_�
�q3Æ�Q#Ý�K�S�Ã�«�á�î
�»�†4E�¥�[�A�•�?�]�:�?�†�ô���K�r�M���q3Æ�b�Ã�«�á�î�»�b
Ì�<#Ý�†
&—�F�K�S���œ�

Ì�<#Ý�†&—�F�M�•�q3Æ�b�Ã�«�á�î�»�b�¶�X�†
°�Š�K�r
�M��

1 >|  15 �b(
�V�[�õ�–�b�X�Ð�†
°�Š�[�A�r�M���¹�Ç�›�Ý�º�c  3 �[�M��

/² 28-2 �ß�î�•�Ý  �Ø�î�¨  �”�•�˜�å�º�\�Ã�«�á�î�»�b0¿��  >&)F�A>'

0¿�� 1��Â
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Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �Ã�«�á�î�»
�¥4Š1�0É>&External Authentication >'

�¿�µ�º�á�î�¡�b  LDAP �r�S�c  RADIUS �¹�•�Þ�¡�º�Ü�_�Ø�î�¨�_���†�–�Ñ�M�•���œ�c�
�¥4Š�¹�•�Þ�¡�º
�Ü�†�Q#Ý�K�Z�”�É�Û�–�”�å�«�_�ß�¢�–�å�M�•�Ø�î�¨�†1�0É�M�•�|�:  Cisco �”�É�Û�–�”�å�«�†0¿���[�A�r
�M��1�0É�b�S�u�_�¥4Š�¹�•�Þ�¡�º�Ü�†�Q#Ý�M�•�|�:�”�É�Û�–�”�å�«�†0¿���M�•�_�c�
 GUI �[  [ �©�«�¸�Ò
'ö#.>&System Administration>' ] > [ �Ø�î�¨>& Users>' ] �Ì�î�ª�†�Q#Ý�M�•�?�
 CLI �[  userconfig �¥�Ð
�å�»�\  external  �§�È�¥�Ð�å�»�†�Q#Ý�K�r�M��

�¥4Š1�0É�@�–�¿�î�È�Ý�[�6�~�
�Ø�î�¨�@7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�ß�¢�–�å�M�•�\�

�”�É�Û�–�”�å�«�c�q�6�_�
�Ø�î�¨�@�©�«�¸�Ò��*O�b�� admin���”�•�˜�å�º�[�6�•�?�]�:�?�†&�1��K�r
�M���Ø�î�¨�@�©�«�¸�Ò��*O�b�� admin���”�•�˜�å�º�[�^�8���œ�
�”�É�Û�–�”�å�«�c�q�6�_0¿���I�€�S�¥
4Š�§�î�Â�†�³�™�µ�¡�K�Z�Ø�î�¨�@�Q�G�[��*O�I�€�S�?�]�:�?�†&�1��K�r�M���”�É�Û�–�”�å�«�@�q�6�b�¥
4Š�§�î�Â�_�K)F�[�A�^�E�€�d�
�”�É�Û�–�”�å�«�c�M0t�b���b�¥4Š�§�î�Â�†�³�™�µ�¡�K�r�M��

LDAP �§�î�Â�b���œ�c�
�Ø�î�¨�@�¥4Š�§�î�Â�[1�0É�_�»�K�M�•�\�
�”�É�Û�–�”�å�«�c7Á�Ê�Ó�î�Ý  �­
�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��*O�I�€�S�ß�î�•�Ý  �Ø�î�¨�\�K�Z�Ø�î�¨�†1�0É�K�|�:�\�K�r�M���Q�b
�Ø�î�¨�@�¥4Š�§�î�Â�r�S�c�”�É�Û�–�”�å�«�_�Ñ�~�K�^�8���œ�
�r�S�c�Ø�î�¨�@6ë4*�W�S�Ã�«�á�î�»�†
°
�Š�K�S���œ�c�
�”�É�Û�–�”�å�«�l�b�”�¡�­�«�@�Ä�°�I�€�r�M��

�¥4Š RADIUS �§�î�Â�_�K)F�[�A�^�E�€�d�
�M0t�b���b�§�î�Â�@0è/œ�I�€�r�M���M�m�Z�b�§�î�Â�_�K)F
�[�A�^�8���œ�
�”�É�Û�–�”�å�«�c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�[��*O�I�€�S�ß�î�•�Ý  �Ø�î
�¨�\�K�Z�Ø�î�¨�†1�0É�K�|�:�\�K�r�M���S�T�K�
�¥4Š  RADIUS �§�î�Â�@�1�}�?�b#.#ä>&�Ã�«�á�î�»6ë
4*�8�x�Ø�î�¨�•$Ï6��^�]>'�[�Ø�î�¨�†�Ä�°�M�•�\�
�”�É�Û�–�”�å�«�l�b�”�¡�­�«�c�Ä�°�I�€�r�M��

LDAP 1�0É�b�–�¿�î�È�Ý�ì

�Ø�î�¨�†1�0É�M�•�S�u�_  LDAP �¹�•�Þ�¡�º�Ü�†�Q#Ý�M�•�è�¥�_�
 LDAP �¢�Ý�î�É�†  Cisco �Ø�î�¨  �ß�î
�Ý�_�m�~�\�Z�•�G�\�@�[�A�r�M���S�\�<�d�
 IT �¢�Ý�î�É�b�Ø�î�¨�†'ö#.*…�Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�S
�~�
 Support �¢�Ý�î�É�b�Ø�î�¨�†�Ê�Ý�É  �¹�«�¡  �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�S�~�[�A�r�M�� 1 �Ç�b�Ø�î�¨
�@0
�X�b  LDAP �¢�Ý�î�É�_�“�K�Z�>�~�
�Q�€�R�€�Ø�î�¨  �ß�î�Ý�@$��^�•���œ�c�
�q�v7H��$×�^�ß�î�Ý
�b�”�¡�­�«0Á�•�@  AsyncOS �_�|�W�Z�Q�b�Ø�î�¨�_�Ü�Z�I�€�r�M���S�\�<�d�
�Ø�î�¨�@  Operator �’7H�†
�â�X�¢�Ý�î�É�\  Help Desk User �’7H�†�â�X�¢�Ý�î�É�_�“�M�•���œ�
 AsyncOS �c�Ø�î�¨�_  Help Desk 
User �ß�î�Ý�b�’7H�†�m�~�\�Z�r�M��

>&�@>' �¥4Š�Ø�î�¨�@  LDAP �¢�Ý�î�É�b�Ø�î�¨  �ß�î�Ý�†�š�f�M�•���œ�
�¥4Š�Ø�î�¨�c�”�É�Û�–�”�å�«�?�}�ß�¢
�”�˜�º�K�

Ì�g�ß�¢�–�å�M�•�²0[�@�6�~�r�M���G�b�Ø�î�¨�c�‚�K�8�ß�î�Ý�b�’7H�†�â�U�r�M��

�c�L�u�•�S�_  
LDAP �§�î�Â�b  LDAP �§�î�Â  �É�ß�Ç�“�–�Ý�>�|�g�¥4Š1�0É�¡�š�Ü�î�†��*O�K�r�M��0ò(ý�_�X�8�Z�c�

'¨ 22 'v�� LDAP �¡�š�Ü�î�� �†�g!·�K�Z�C�T�I�8��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 [Web 1�0É>&Web Authentication>' ] �­�¡�©�Ù�å�r�[�«�¡�ß�î�Ý�K�r�M��

�«�¸�µ�É 3 [ �w� >& Enable>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 4 [ �¥4Š1�0É�†�w� �_�M�•>& Enable External Authentication>' ] �³�™�µ�¡�Î�µ�¡�«�†�œ�å�_�K�r�M��

�«�¸�µ�É 5 1�0É�±�–�É�\�K�Z  [LDAP] �†4E�¥�K�r�M��

�«�¸�µ�É 6 Web �Ø�î�¨  �–�å�±�î�Ç�™�–�«�[�
�¥4Š1�0É�¡�Þ�¹�å�©�Õ�Ý�†�–�Ñ�M�•�ì6ë�†
°�Š�K�r�M��
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  �Ã�«�á�î�»
�«�¸�µ�É 7 �Ø�î�¨�†1�0É�M�•  LDAP �¥4Š1�0É�¡�š�Ü�î�†4E�¥�K�r�M��

�«�¸�µ�É 8 �±�–�Ò�”�˜�º�M�•�r�[�”�É�Û�–�”�å�«�@�§�î�Â�?�}�b�Â'Å�†�…�X�ì6ë�†&Ê�"�)�[
°�Š�K�r�M��

�«�¸�µ�É 9 �”�É�Û�–�”�å�«�[1�0É�M�•  LDAP �¹�•�Þ�¡�º�Ü�?�}�b�¢�Ý�î�É�¡�†
°�Š�K�
�¢�Ý�î�É�b�Ø�î�¨�_�P�M
�•�ß�î�Ý�†4E�¥�K�r�M��

�«�¸�µ�É 10 �r�S�
 [ /œ�†3ã�•>&Add Row>' ] �†�¡�Ü�µ�¡�K�Z�9�b�¹�•�Þ�¡�º�Ü  �¢�Ý�î�É�†3ã�•�M�•�G�\�v�[�A�r�M��
�”�É�Û�–�”�å�«�@1�0É�M�•�›�¹�•�Þ�¡�º�Ü  �¢�Ý�î�É�_�P�K�Z�
�«�¸�µ�É  9 �\�«�¸�µ�É  10 �†)Þ�~3É�K�r
�M��

�«�¸�µ�É 11 �š�f
Æ���†3æ�™�K�
&����K�r�M��

RADIUS 1�0É�b�–�¿�î�È�Ý�ì

�Ø�î�¨�†1�0É�M�•�S�u�_  RADIUS �¹�•�Þ�¡�º�Ü�†�Q#Ý�K�
�Ø�î�¨�b�¢�Ý�î�É�†  Cisco �ß�î�Ý�_�m�~�\
�Z�•�G�\�v�[�A�r�M�� RADIUS �§�î�Â�c  CLASS �“�ö�†�§�Ï�î�º�M�•�²0[�@�6�~�r�M>& AsyncOS �c  
RADIUS �¹�•�Þ�¡�º�Ü�b�Ø�î�¨�†  Cisco �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�•�S�u�_  CLASS �“�ö�†�Q#Ý�K�r
�M>'�� AsyncOS �c�
 RADIUS �§�î�Â�\3û�™�M�•�S�u�_  Password Authentication Protocol>&PAP; �Ã�«
�á�î�»1�0É�É�ß�º�¥�Ý>'�\  Challenge Handshake Authentication Protocol>&CHAP; �³�Õ�Þ�å�ª  �Á�å�»
�©�™�–�¡1�0É�É�ß�º�¥�Ý>'�b  2 �X�b1�0É�É�ß�º�¥�Ý�†�§�Ï�î�º�K�r�M��

RADIUS �Ø�î�¨�†  Cisco �Ø�î�¨  �ß�î�Ý�_�m�~�\�Z�•�_�c�
 �q�6�_  RADIUS �§�î�Â�[  <radius-group>  
�\�8�:�e�Ð�4�Í�†�Q#Ý�K�Z  CLASS �“�ö�†0¿���K�r�M >&�G�€�c Cisco �Ø�î�¨  �ß�î�Ý�_�Ð�µ�É�I�€�r�M>' ��
CLASS �“�ö�_�c�e�Ð�
�X�Ð�
�>�|�g�²�µ�©�×�†�µ�u�•�G�\�@�[�A�r�M�@�

›8Œ�_�²�µ�©�×�†�Q#Ý�M�•
�G�\�c�[�A�r�O�‡�� AsyncOS �c  CLASS �“�ö�[0
�X�b�Í�†�§�Ï�î�º�K�r�O�‡�� CLASS �“�ö�r�S�c�Ð�µ
�É�I�€�Z�8�^�8  CLASS �“�ö�@�^�8�¢�Ý�î�É�_�“�M�•  RADIUS �Ø�î�¨�c�”�É�Û�–�”�å�«�_�ß�¢�–�å�[
�A�r�O�‡��

�”�É�Û�–�”�å�«�@  RADIUS �§�î�Â�\3û�™�[�A�^�8���œ�
�Ø�î�¨�c�”�É�Û�–�”�å�«�b�ß�î�•�Ý  �Ø�î�¨  �”
�•�˜�å�º�[�ß�¢�–�å�[�A�r�M��

>&�@>' �¥4Š�Ø�î�¨�@  RADIUS �¢�Ý�î�É�b�Ø�î�¨  �ß�î�Ý�†�š�f�M�•���œ�
�¥4Š�Ø�î�¨�c�”�É�Û�–�”�å�«�?�}�ß
�¢�”�˜�º�K�

Ì�g�ß�¢�–�å�M�•�²0[�@�6�~�r�M���G�b�Ø�î�¨�c�‚�K�8�ß�î�Ý�b�’7H�†�â�U�r�M��

�m8p

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Ø�î�¨>& Users>' ] �Ì�î�ª�[�
 [ �w� >& Enable>' ] �†�¡�Ü�µ
�¡�K�r�M��

�«�¸�µ�É 2 �r�T�–�¿�î�È�Ý�_�^�W�Z�8�^�8���œ�c�
 [ �¥4Š1�0É>&External Authentication>' ] �œ�É�©�Ù�å�†&�1��K�r
�M��

�«�¸�µ�É 3 RADIUS �§�î�Â�b�Í�«�º�¡�†
°�Š�K�r�M��

�«�¸�µ�É 4 RADIUS �§�î�Â�b�Ï�î�º$��•�†
°�Š�K�r�M���¹�Ç�›�Ý�º�b�Ï�î�º$��•�c  1812 �[�M��

�«�¸�µ�É 5 RADIUS �§�î�Â�b
¹�w&Î�&�Ã�«�á�î�»�†
°�Š�K�r�M��

�«�¸�µ�É 6 �±�–�Ò�”�˜�º�_�^�•�S�_�§�î�Â�?�}�b�Â'Å�†�”�É�Û�–�”�å�«�@�…�µ�M�•&Ê�X�†
°�Š�K�r�M��

�«�¸�µ�É 7 >&�õ�–>' [ /œ�†3ã�•>&Add Row>' ] �†�¡�Ü�µ�¡�K�Z�9�b  RADIUS �§�î�Â�†3ã�•�K�r�M���›  RADIUS �§�î
�Â�_�X�8�Z�«�¸�µ�É  3 �?�}  6 �†)Þ�~3É�K�Z/œ�W�Z�C�T�I�8��

>&�@>' �q�±  10 �Ž�b  RADIUS �§�î�Â�†3ã�•�[�A�r�M��
28-22
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»



 

'¨  28 'v       'ö#.�±�«�¡�b�(�S
  �Ã�«�á�î�»
�«�¸�µ�É 8 RADIUS �§�î�Â�_�K)F�K
Ì1�0É�M�•�r�[  AsyncOS �@�¥4Š1�0É�¡�Þ�¹�å�©�Õ�Ý�†�–�Ñ�M�•&Ê�X�†  [ �¥4Š
1�0É�Ÿ�Õ�µ�©�×�±�–�Ò�”�˜�º>& External Authentication Cache Timeout>' ] �Ç�•�î�Ý�»�_
°�Š�K�r�M���¹
�Ç�›�Ý�º�c  0 �[�M��

>&�@>' RADIUS �§�î�Â�@�á�å�±�–�Ò  �Ã�«�á�î�»>&�S�\�<�d�
�º�î�¡�å�?�}�8�B�I�€�•�Ã�«�á�î�»>'
�†�Q#Ý�M�•���œ�
�®�ß>& 0>'�†
°�Š�K�r�M���Í�†�®�ß�_0¿���M�•�\�
 AsyncOS �c�
#'�~�b�­�µ
�©�Ù�å�p�_1�0É�b�S�u�_  RADIUS �§�î�Â�_
Ì�”�¡�­�«�K�r�O�‡��

�«�¸�µ�É 9 �¢�Ý�î�É  �Ð�µ�Æ�å�¢�b0¿��

�«�¸�µ�É 10 �¥4Š1�0É�I�€�S�M�m�Z�b�Ø�î�¨�†'ö#.*…�ß�î�Ý�r�S�c�±�–�É�9�b�”�É�Û�–�”�å�«�b�Ø�î�¨  �ß�î�Ý�_
�Ð�µ�Æ�å�¢�M�•�?�†4E�¥�K�r�M��

0¿�� 1��Â

�¥4Š1�0É�I�€�S�Ø�î�¨�†0
�X�b
�ß�î�•�Ý�b�z�m�_�m�~�\�Z�r�M��

>&Map externally authenticated 
users to multiple local roles.>'

AsyncOS �c�
 RADIUS CLASS �“�ö�_�ö�Y�8�Z�
 RADIUS �Ø�î
�¨�†�”�É�Û�–�”�å�«  �ß�î�Ý�_�m�~�\�Z�r�M�� CLASS �“�ö�b0[
�ó>8

• 3 �e�Ð�è�V

• 253 �e�Ð�è�W

• �¥�ß�å�
�•�å�Ð�
�r�S�c�5/œ�e�Ð�^�K

• �›  RADIUS �Ø�î�¨�_�P�K  1 �X�è�V�b�Ð�µ�É�í�s  CLASS �“�ö
>&�G�b0¿���†�Q#Ý�M�•���œ�
 AsyncOS �c�
�Ð�µ�É�í�s  
CLASS �“�ö�b�^�8  RADIUS �Ø�î�¨�l�b�”�¡�­�«�†�Ä�°�K�r
�M>'��

0
�X�b  CLASS �“�ö�b�6�•  RADIUS �Ø�î�¨�b���œ�
 AsyncOS �c
�q�v�D7H�I�€�S�ß�î�Ý�†�m�~�\�Z�r�M���S�\�<�d�
 Operator �ß�î
�Ý�_�Ð�µ�Æ�å�¢�I�€�Z�8�•  CLASS �“�ö�\�
 Read-Only Operator 
�ß�î�Ý�_�Ð�µ�Æ�å�¢�I�€�Z�8�•  CLASS �“�ö�b  2 �X�@ RADIUS 
�Ø�î�¨�_�6�•���œ�
 AsyncOS �c�
 Operator �ß�î�Ý�|�~�v�D7H�I
�€�S  Read-Only Operator �ß�î�Ý�_  RADIUS �Ø�î�¨�†�m�~�\�Z�r
�M��

���b�”�É�Û�–�”�å�«  �ß�î�Ý�c�
�D7H�b�a�^�8�v�b�?�}8p$��_�j�m
�}�€�Z�8�r�M��

• admin

• Administrator

• Technician

• Operator

• Read-Only Operator

• Help Desk User

• Guest

�¥4Š�[1�0É�I�€�S�M�m�Z�b�Ø�î�¨
�†'ö#.*…�z�m�_�Ð�µ�Æ�å�¢�K�r
�M��>&Map all externally 
authenticated users to the 
Administrator role.>'

AsyncOS �c  RADIUS �Ø�î�¨�†  Administrator �ß�î�Ý�_�m�~�\�Z
�r�M��
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  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b0¿��
�«�¸�µ�É 11 �±�–�É�b$��^�•�ß�î�Ý�_�Ø�î�¨�†�Ð�µ�Æ�å�¢�M�•���œ�
 RADIUS CLASS �“�ö�[��*O�K�S�¢�Ý�î�É�¡�†  
[ �¢�Ý�î�É�¡>& Group Name>' ] �r�S�c  [ �¹�•�Þ�¡�º�Ü>& Directory>' ] �Ç�•�î�Ý�»�_
°�Š�K�
 [ �z�m

>&Role>' ] �Ç�•�î�Ý�»�?�}�”�É�Û�–�”�å�«  �ß�î�Ý�†4E�¥�K�r�M�� [ /œ�†3ã�•>&Add Row>' ] �†�¡�Ü�µ�¡�K
�Z�
�|�~�¨�C�b�z�m�b�Ð�µ�Æ�å�¢�†3ã�•�[�A�r�M��

�Ø�î�¨  �ß�î�Ý  �±�–�É�b0ò(ý�_�X�8�Z�c�
 ���Ø�î�¨  �”�•�˜�å�º�†�Q#Ý�M�•�8���� >&P.28-1>' �†�g!·�K�Z�C
�T�I�8��

�«�¸�µ�É 12 �š�f
Æ���†3æ�™�K�
&����K�r�M��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b0¿��
AsyncOS �[�c7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�l�b�Ø�î�¨  �”�¡�­�«�†'ö#.�M�•�S�u�_�
'ö#.
*…�c Web UI �­�µ�©�Ù�å�b�±�–�Ò�”�˜�º�x�
�”�É�Û�–�”�å�«�_�”�¡�­�«�•+��^�Ø�î�¨  IP �”�»�Þ�«�\)�
)Ê�b�É�ß�Ÿ�©  �§�î�Â  IP �”�»�Þ�«�†0d���K�S�”�¡�­�«  �Ü�«�º�^�]�†�D�š�[�A�r�M��

IP �Ë�î�«�b�¿�µ�º�á�î�¡  �”�¡�­�«�b0¿��

�”�É�Û�–�”�å�«�_%$�K�K)F�M�•�Ø�î�¨�>�|�g3ë�É�ß�Ÿ�©�[�K)F�M�•�Ø�î�¨>&�Ü�Ô�î�º  �Ø�î�¨�_3ë�É�ß
�Ÿ�©�†�Q#Ý�M�•)�)Ê�b���œ>'�b�”�¡�­�«  �Ü�«�º�†�8�B�K�Z�
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«
�_�”�¡�­�«�M�•�Ø�î�¨�b  IP �”�»�Þ�«�†�D�š�[�A�r�M��

%$�K�K)F>&Direct Connections >'

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_�K)F�•+��^�Ð�©�å�b  IP �”�»�Þ�«�
�§�È�¿�µ�º�
�r�S�c  
CIDR �”�»�Þ�«�†�æ���[�A�r�M���Ø�î�¨�c�
�”�¡�­�«  �Ü�«�º�b  IP �”�»�Þ�«�†�â�X�M�m�Z�b�Ð�©�å�?�}�

�”�É�Û�–�”�å�«�_�”�¡�­�«�[�A�r�M���Ü�«�º�_�µ�r�€�Z�8�^�8�”�»�Þ�«�?�}�”�É�Û�–�”�å�«�_�K)F�K�|
�:�\�M�•�Ø�î�¨�c�
�”�¡�­�«�†�Ä�°�I�€�r�M��

�É�ß�Ÿ�©)�#ä�b�K)F

�Ü�Ô�î�º  �Ø�î�¨�b�Ð�©�å�\7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b6ë�[3ë�É�ß�Ÿ�©  �§�î�Â�@�Q#Ý�I
�€�•)�)Ê�b�¿�µ�º�á�î�¡�b���œ�
 AsyncOS �[�c�”�É�Û�–�”�å�«�_�K)F�•+��^�É�ß�Ÿ�©�b  IP �”�»�Þ�«�†
�µ�t�”�¡�­�«  �Ü�«�º�†�8�B�[�A�r�M��

3ë�É�ß�Ÿ�©�†�Q#Ý�K�Z�8�•���œ�[�v�
 AsyncOS �c�
�Ø�î�¨�K)F�@0Á�•�I�€�Z�8�•  IP �”�»�Þ�«�b�Ü�«�º
�\!·�œ�K�Z�
�Ü�Ô�î�º  �Ø�î�¨�b�Ð�©�å�b  IP �”�»�Þ�«�†�è0É�K�r�M���Ü�Ô�î�º  �Ø�î�¨�b  IP �”�»�Þ�«�†
7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�_3æ�™�M�•�_�c�
�É�ß�Ÿ�©�[  x-forwarded-for  HTTP �Ê�µ
�²�î�†�”�É�Û�–�”�å�«�l�b�K)F0[�Ó�_�µ�u�•�²0[�@�6�~�r�M��

x-forwarded-for  �Ê�µ�²�î�c8�  RFC �† =  HTTP �Ê�µ�²�î�[�6�~�
�g�'�c���b�\�>�~�[�M��

x-forwarded-for: client-ip, proxy1, proxy2,... CRLF .

�G�b�Ê�µ�²�î�b�Í�c�•�å�Ð�
�)�~�b  IP �”�»�Þ�«�b�Ü�«�º�[�6�~�
�e'ƒ�b�”�»�Þ�«�@�Ü�Ô�î�º  �Ø�î�¨  �Ð
�©�å�b�”�»�Þ�«�[�
�Q�b�‹�_�
�K)F0[�Ó�†3?3æ�K�S�M4��b�›�É�ß�Ÿ�©�b�”�»�Þ�«�@)F�A�r�M�� >&�Ê�µ
�²�î�¡�†0¿���•+��[�M>' ��7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�c�
�Ê�µ�²�î�b�Ü�Ô�î�º  �Ø�î�¨�b  
IP �”�»�Þ�«�>�|�g�K)F�É�ß�Ÿ�©�b  IP �”�»�Þ�«�†�
�”�¡�­�«  �Ü�«�º�[0Á�•�I�€�S�Ø�î�¨  IP �”�»�Þ�«�x
�É�ß�Ÿ�©  IP �”�»�Þ�«�\!·�œ�K�r�M��
28-24
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»
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  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b0¿��
>&�@>' AsyncOS �c�
 x-forwarded-for  �Ê�µ�²�î�[  IPv4 �”�»�Þ�«�T�E�†�§�Ï�î�º�K�r�M��

�”�¡�­�«  �Ü�«�º�b�8�B  

GUI �b  [ �¿�µ�º�á�î�¡  �”�¡�­�«>& Network Access>' ] �Ì�î�ª�r�S�c  CLI �b  adminaccessconfig > 

ipaccess  �¥�Ð�å�»�?�}�
�¿�µ�º�á�î�¡  �”�¡�­�«  �Ü�«�º�†�8�B�[�A�r�M��

AsyncOS �_�c�
�”�¡�­�«  �Ü�«�º�_�P�M�•���b  4 �X�b$��^�•�D�š�Ô�î�»�@#Ý�–�I�€�Z�8�r�M��

• [ �M�m�Z�†0Á�•>&Allow All >' ] �G�b�Ô�î�»�[�c�
�”�É�Û�–�”�å�«�l�b�M�m�Z�b�K)F�@0Á�•�I�€�r�M��
�G�€�@�
�¹�Ç�›�Ý�º�b�·�8�Ô�î�»�[�M��

• [ "I���b�K)F�b�s�†0Á�•>& Only Allow Specific Connections>' ] �G�b�Ô�î�»�c�
�Ø�î�¨�b  IP �”�»�Þ
�«�@�
�”�¡�­�«  �Ü�«�º�_�µ�r�€�Z�8�•  IP �”�»�Þ�«�
 IP (
�V�
�r�S�c  CIDR (
�V�\�M+´�M�•���œ
�_�
�Ø�î�¨�b�”�É�Û�–�”�å�«�l�b�K)F�†0Á�•�K�r�M��

• [Only Allow Specific Connections Through Proxy>&"I���b�É�ß�Ÿ�©)�#ä�K)F�b�s�†0Á�•>' ] �G�b
�Ô�î�»�c�
���b�²�ó�@ 6�S�I�€�S���œ�_�
3ë�É�ß�Ÿ�©�†�Ó�K�S�Ø�î�¨�b�”�É�Û�–�”�å�«�l�b�K)F�†
0Á�•�K�r�M��

– �K)F�É�ß�Ÿ�©�b  IP �”�»�Þ�«�@�
 [ �É�ß�Ÿ�©  �§�î�Â>& Proxy Server>' ] �Ç�•�î�Ý�»�b�”�¡�­�«  �Ü
�«�º�b  IP �”�»�Þ�«�_�µ�r�€�Z�8�•��

– �É�ß�Ÿ�©�[�
�K)F0[�Ó�_  x-forwarded-header  HTTP �Ê�µ�²�î�@�µ�r�€�Z�8�•��

– x-forwarded-header  �b�Í�@'5�[�c�^�8��

– �Ü�Ô�î�º  �Ø�î�¨�b  IP �”�»�Þ�«�@  x-forwarded-header  �_�µ�r�€�
 �Q�€�@�”�¡�­�«  �Ü�«�º
Æ�b  
IP �”�»�Þ�«�
 IP (
�V�
�r�S�c  CIDR (
�V�\�M+´�M�•��

• [ "I���b%$�K�r�S�c�É�ß�Ÿ�©)�#ä�K)F�b�s�†0Á�•>& Only Allow Specific Connections Directly or 
Through Proxy>' ] �G�b�Ô�î�»�c�
�Ø�î�¨�b  IP �”�»�Þ�«�@�
�”�¡�­�«  �Ü�«�º�_�µ�r�€�Z�8�•  IP �”
�»�Þ�«�
 IP (
�V�
�r�S�c  CIDR (
�V�\�M+´�M�•���œ�_�
�Ø�î�¨�b3ë�É�ß�Ÿ�©�†�Ó�K�S�
�6�•�8�c
%$�K$×�^�”�É�Û�–�”�å�«�l�b�K)F�†0Á�•�K�r�M���É�ß�Ÿ�©)�#ä�K)F�b�²�ó�c�
 [ "I���b�É�ß�Ÿ�©)�
#ä�K)F�b�s�†0Á�•>& Only Allow Specific Connections Through Proxy>' ] �Ô�î�»�\� �L�[�M��

���b�8�N�€�?�b�²�ó�@  true �b���œ�
�š�f�†3æ�™�K�Z&����K�S�‹�
�”�É�Û�–�”�å�«�_�”�¡�­�«�[�A�^�C
�^�•�G�\�@�6�~�r�M�b�[�@�–�K�Z�C�T�I�8��

• [ "I���b�K)F�b�s�†0Á�•>& Only Allow Specific Connections>' ] �†4E�¥�K�
#'�~�b�Ð�©�å�b  IP �”�»
�Þ�«�@�Ü�«�º�_�µ�r�€�Z�8�^�8���œ��

• [ "I���b�É�ß�Ÿ�©)�#ä�K)F�b�s�†0Á�•>& Only Allow Specific Connections Through Proxy>' ] �†4E�¥
�K�
#'�~�”�É�Û�–�”�å�«�_�K)F�I�€�Z�8�•�É�ß�Ÿ�©�b  IP �”�»�Þ�«�@�É�ß�Ÿ�©  �Ü�«�º�_�Ñ�~�O�N�

0Á�•�I�€�Z�8�•  IP �”�»�Þ�«�b�Ü�«�º�_3æ�™
–  IP �Ê�µ�²�î�b�Í�@�Ñ�~�K�^�8���œ��

• [ "I���b%$�K�r�S�c�É�ß�Ÿ�©)�#ä�K)F�b�s�†0Á�•>& Only Allow Specific Connections Directly or 
Through Proxy>' ] �†4E�¥�K�
  

– 0Á�•�I�€�Z�8�•  IP �”�»�Þ�«�b�Ü�«�º�_3æ�™
–  IP �Ê�µ�²�î�b�Í�@�Ñ�~�K�^�8���œ  

�r�S�c  

– 0Á�•�I�€�Z�8�•  IP �”�»�Þ�«�b�Ü�«�º�_3æ�™
–  IP �Ê�µ�²�î�b�Í�@�Ñ�~�O�N�
�”�É�Û�–�”�å�«�_
�K)F�I�€�S�É�ß�Ÿ�©�b  IP �”�»�Þ�«�@0Á�•�I�€�Z�8�•�É�ß�Ÿ�©�b�Ü�«�º�_�Ñ�~�K�^�8���œ��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [Network Access>&�¿�µ�º�á�î�¡  �”�¡�­�«>' ] �†4E�¥�K�r
�M��
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  7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b0¿��
�«�¸�µ�É 2 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �”�¡�­�«  �Ü�«�º�b�D�š�Ô�î�»�†4E�¥�K�r�M��

�«�¸�µ�É 4 �Ø�î�¨�@�”�É�Û�–�”�å�«�l�b�K)F�@0Á�•�I�€�•  IP �”�»�Þ�«�†
°�Š�K�r�M��

IP �”�»�Þ�«�
 IP �”�»�Þ�«(
�V�r�S�c  CIDR (
�V�†
°�Š�[�A�r�M��0
�X�b�š�å�º�Ü�†�
�)�•�_�c�
�•�å
�Ð�†�Q#Ý�K�r�M��

�«�¸�µ�É 5 �É�ß�Ÿ�©)�#ä�b�K)F�@0Á�•�I�€�Z�8�•���œ�c�
���b�_���†
°�Š�K�r�M��

• �”�É�Û�–�”�å�«�l�b�K)F�@0Á�•�I�€�Z�8�•�É�ß�Ÿ�©�b  IP �”�»�Þ�«��0
�X�b�š�å�º�Ü�†�
�)�•�_�c�

�•�å�Ð�†�Q#Ý�K�r�M��

• �É�ß�Ÿ�©�@�”�É�Û�–�”�å�«�_3æ�™�M�•$Î�™
–�b  IP �Ê�µ�²�î�b�¡�S���G�€�_�c�
�Ü�Ô�î�º  �Ø�î�¨  �Ð
�©�å�b  IP �”�»�Þ�«�\�
0[�Ó�†3?3æ�K�S�É�ß�Ÿ�©  �§�î�Â�b  IP �”�»�Þ�«�@�µ�r�€�r�M���¹�Ç�›�Ý�º�[
�c�
�Ê�µ�²�î�b�¡�S�c  x-forwarded-for  �[�M��

�«�¸�µ�É 6 �š�f
Æ���†3æ�™�K�
&����K�r�M��

Web UI �­�µ�©�Ù�å  �±�–�Ò�”�˜�º�b0¿��

8��”�¡�¸�•�È�^"g�Â�_�|�~�ß�¢�”�˜�º�_�^�•�r�[�
 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�b  Web UI 
�_�ß�¢�–�å�•+��^�‡6ë�†�æ���[�A�r�M���G�b  Web UI �­�µ�©�Ù�å  �±�–�Ò�”�˜�º�c�
 admin �†�µ�u�Z�
�M
�m�Z�b�Ø�î�¨�_4:#Ý�I�€�
�r�S  HTTP �­�µ�©�Ù�å�\  HTTPS �­�µ�©�Ù�å�b�g�‰�_�Q#Ý�I�€�r�M��

AsyncOS �_�|�W�Z�Ø�î�¨�@�ß�¢�”�˜�º�I�€�•�\�
 �”�É�Û�–�”�å�«�c�Ø�î�¨�b  Web �È�Û�˜�¨�†�ß�¢�–�å  
�Ì�î�ª�_�Ü�²�–�Þ�¡�º�K�r�M��

>&�@>' Web UI �­�µ�©�Ù�å  �±�–�Ò�”�˜�º�c  Cisco �«�Ã�Ò7x7³�­�µ�©�Ù�å�_�c4:#Ý�I�€�r�O�‡���G�b�­�µ�©�Ù�å
�_�c  30 �(�b�±�–�Ò�”�˜�º�@0¿���I�€�Z�>�~�
�š�f�[�A�r�O�‡��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [Network Access>&�¿�µ�º�á�î�¡  �”�¡�­�«>' ] �†4E�¥�K�r
�M��

�«�¸�µ�É 2 [ 0¿���†)…7Ÿ>&Edit Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �ß�¢�”�˜�º�_�^�•�r�[�b8��”�¡�¸�•�È�ì6ë�†�(�"�)�[
°�Š�K�r�M�� 5 >|  1440 �(�b�±�–�Ò�”�˜�º�‡6ë�†
��*O�[�A�r�M��

�«�¸�µ�É 4 �š�f
Æ���†3æ�™�K�
&����K�r�M��

�ß�¢�–�å  �Â�¼�î�b3ã�•

�Ø�î�¨�@  SSH�
 Telnet�
 FTP�
�r�S�c  Web UI �?�}�ß�¢�–�å�K�|�:�\�K�S7•�_�
 ���ß�¢�–�å  �Â�¼�î���\
�ç�d�€�•�Ó�µ�­�î�ª�†/²&g�M�•�|�:�_7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•  �”�É�Û�–�”�å�«�†0¿���[�A�r�M���ß�¢
�–�å  �Â�¼�î�c�
 CLI �[�ß�¢�–�å  �É�ß�å�É�º�b�V4Š�_/²&g�I�€�
 GUI �[�ß�¢�–�å  �É�ß�å�É�º�b�‘
��_/²
&g�I�€�•�•�«�±�Ð�–�¬�•+��^�¸�Ÿ�«�º�[�M���ß�¢�–�å  �Â�¼�î�†�Q#Ý�K�Z�

Æ4Š�b�­�Ÿ�×�Ü�¸�•�_���r
�S�c�”�É�Û�–�”�å�«�b�Ë�«�º  �É�Û�¡�¸�•�«�_6õ�M�•1��Â�†/²&g�[�A�r�M���S�\�<�d�
0Á�•�K�^�8�”�É
�Û�–�”�å�«�b�Q#Ý�†&—�F�M�•(F�"�^�@�–�e0•�†�8�B�K�S�~�
�Ø�î�¨�@�”�É�Û�–�”�å�«�_�P�K�Z/œ�W�S�š
�f�†&�1��M�•�û���b�’�<�_6õ�M�•0ò(ý�^1™�Ì�†�8�B�K�S�~�[�A�r�M��
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  �­�Ÿ�×�”  �©�™�Ý>&SSH>'�Ÿ�î�b'ö#.
CLI �b  adminaccessconfig > banner  �¥�Ð�å�»�†�Q#Ý�K�Z�
�ß�¢�–�å  �Â�¼�î�†�8�B�K�r�M���ß�¢�–�å  
�Â�¼�î�c�
 80 x 25 �b�¥�å�¯�î�Ý�_�p�r�•�|�:�_�q�±  2000 �e�Ð�_�^�W�Z�8�r�M���ß�¢�–�å  �Â�¼�î�c�

�”�É�Û�–�”�å�«�b  /data/pub/configuration  �¹�•�Þ�¡�º�Ü�_�6�•�Ç�“�–�Ý�?�}�–�å�Ï�î�º�[�A�r�M��
�Â�¼�î�†�8�B�K�S�}�
�š�f
Æ���†&����K�r�M��

�W 28-4 �c�
 Web UI �ß�¢�–�å#ì8��_/²&g�I�€�S�ß�¢�–�å  �Â�¼�î�†&g�K�Z�8�r�M��

�W 28-4 �Â�¼�î�@/²&g�I�€�S  Web UI �ß�¢�–�å#ì8�  

�­�Ÿ�×�”  �©�™�Ý>&SSH>'�Ÿ�î�b'ö#.
sshconfig  �¥�Ð�å�»�†�Q#Ý�M�•�\�
�©�«�¸�Ò�[0¿���I�€�S�Ø�î�¨  �”�•�˜�å�º>& admin �”�•�˜�å�º�†�µ
�t>'�b  authorized_keys  �Ç�“�–�Ý�_  Secure Shell>&SSH; �­�Ÿ�×�”  �©�™�Ý>'
¶6ä�Ø�î�¨  �Ÿ�î�†3ã�•�K�S
�~�
�Q�€�}�b�Ÿ�î�†�P7V�K�S�~�[�A�r�M���G�€�_�|�~�
�Ã�«�á�î�»  �³�Õ�Þ�å�ª�[�c�^�C  SSH �Ÿ�î�†�Q
#Ý�K�Z�Ø�î�¨  �”�•�˜�å�º�†1�0É�[�A�•�|�:�_�^�~�r�M�� RSA �Ë�î�«1�0É�\  DSA �Ÿ�î  �±�–�É�†�â�X  
SSH �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  1>&SSH1>'�\  SSH �É�ß�º�¥�Ý  �Â�î�ª�Ù�å  2>&SSH2>'�b�g�‰�@�§�Ï�î�º�I
�€�r�M�� SSH1 �c  setup  �§�È�¥�Ð�å�»�†�Q#Ý�K�Z�¹�•�­�î�È�Ý�_�[�A�r�M��

>&�@>' Cisco �”�É�Û�–�”�å�«�?�}�Ú�b�Í�«�º  �Ð�©�å�l�b�ß�¢  �Ç�“�–�Ý�b  SCP �É�µ�©�×�†��/œ�M�•���œ�_�Q#Ý
�I�€�•�Í�«�º  �Ÿ�î�†0¿���M�•�_�c�
 logconfig -> hostkeyconfig  �†�Q#Ý�K�r�M��0ò(ý�_�X�8�Z�c�

'¨ 34 'v���ß� �å�¢�� �†�g!·�K�Z�C�T�I�8��

hostkeyconfig  �†�Q#Ý�M�•�\�
�Ü�Ô�î�º  �Í�«�º�b�Ÿ�î�†�«�Ÿ�Õ�å�K�
 Cisco �”�É�Û�–�”�å�«�_3ã�•�[�A
�r�M��

>&�@>' CLI �_�‚�K�8�Ÿ�î�†%$�K2��~�Ü�E�•���œ�c�
'5$Ñ/œ�[  Enter �r�S�c  Return �†�²�K�Z�Ÿ�î�b
°�Š�†)
�¢
�K�r�M��

���b�[�[�c�
 admin �”�•�˜�å�º�_�P�K�Z�‚�K�8
¶6ä�Ÿ�î�@�–�å�«�º�î�Ý�I�€�r�M��

mail3.example.com> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
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  �­�Ÿ�×�”  �©�™�Ý>&SSH>'�Ÿ�î�b'ö#.
SSH1 �b�¹�•�­�î�È�Ý�ì

SSH1 �†�¹�•�­�î�È�Ý>&�r�S�c�–�¿�î�È�Ý>'�_�M�•�_�c�
 sshconfig  �¥�Ð�å�»�b  setup  �§�È�¥�Ð�å�»�†
�Q#Ý�K�r�M��

- SETUP -  Configure general settings.

[]> new

Please enter the public SSH key for authorization.

Press enter on a blank line to finish.

[cut and paste public key for user authentication here]

Currently installed keys for admin:

1. ssh-dss AAAAB3NzaC1kc3MAA...CapRrgxcY= (admin@example.com)

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- PRINT - Display a key.

[]> 

mail3.example.com> sshconfig

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

- SETUP -  Configure general settings.
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  �­�Ÿ�×�”  �©�™�Ý>&SSH>'�Ÿ�î�b'ö#.
�Ü�Ô�î�º  SSH �¥�Ð�å�»��/œ

CLI �[�c�
�Ü�Ô�î�º  SSH �¥�Ð�å�»��/œ�†�Q#Ý�K�Z�¥�Ð�å�»�†��/œ�[�A�r�M���¥�Ð�å�»�b�Ü�«�º�_�X�8
�Z�c�
 Appendix A, “AsyncOS Quick Reference Guide”�†�g!·�K�Z�C�T�I�8���S�\�<�d�
 Cisco �”�É�Û
�–�”�å�«�[  admin �”�•�˜�å�º�_�P�K�Z  SSH 
¶6ä�Ÿ�î�@0¿���I�€�Z�8�•���œ�c�
�³�Õ�Þ�å�ª�I�€�^�8�Ü
�Ô�î�º  �Í�«�º�?�}���b�¥�Ð�å�»�†��/œ�[�A�r�M��  

[]> setup

Choose the operation you want to perform:

- DISABLE - Disable SSH v1

[]> disable

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.

- SETUP - Configure general settings

[]>

mail3.example.com> commit

# ssh admin@mail3.example.com status

Enter "status detail" for more information.

Status as of: Mon Jan 20 17:24:15 2003

Last counter reset: Mon Jan 20 17:08:21 2003

System status: online

[rest of command deleted]
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  �­�Ÿ�×�”  �©�™�Ý>&SSH>'�Ÿ�î�b'ö#.
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�©�«�¸�Ò'ö#.  

>&�@>' �G�b�­�¡�©�Ù�å�_0°3U�I�€�Z�8�•�µ+��r�S�c�¥�Ð�å�»�_�c�
�Ý�î�¸�•�å�¢�b
ƒ
›8p�)�_�s8j�†�Z�<�•�v
�b�x�
�s8j�†�w�E�•�v�b�@�µ�r�€�Z�8�r�M��0ò(ý�_�X�8�Z�c�
 �� IP �”�»�Þ�«�
�–�å�±�î�Ç�™�–�«�
�>�|
�g�Ý�î�¸�•�å�¢�� >&P.B-3>' �†�g!·�K�Z�C�T�I�8��

• �� Cisco �”�É�Û�–�”�å�«�b'ö#.�� >&P.29-1>'

• ���Û�–�­�å�«  �Ÿ�î�� >&P.29-5>'

• ��0¿���Ç�“�–�Ý�Ç�“�–�Ý�b'ö#.�� >&P.29-7>'

• �� AsyncOS �b�”�µ�É�¢�Þ�î�»�� >&P.29-15>'

• ���”�µ�É�¢�Þ�î�»�>�|�g�”�µ�É�¹�î�º�†�²�˜�å�ß�î�»�M�•�S�u�b0¿���� >&P.29-18>'

• ���§�î�Å�«�b�”�µ�É�¹�î�º�� >&P.29-22>' 

• ���Ü�Ô�î�º7Á ;'ö#.�b�–�¿�î�È�Ý�ì�� >&P.29-24>'

• �� AsyncOS �b�è�S�b�Â�î�ª�Ù�å�l�b�Ÿ
–�� >&P.29-25>'

• ���”�É�Û�–�”�å�«�_#Õ�B�I�€�•�Ó�µ�­�î�ª�b3É�™�”�»�Þ�«�b0¿���� >&P.29-29>'

• ���”�Û�î�º�� >&P.29-30>'

• ���¿�µ�º�á�î�¡0¿���Í�b�š�f�� >&P.29-52>'

• ���©�«�¸�Ò�ì�I�� >&P.29-57>'

• ���Å�×�î�b�•�«�±�Ð�–�¬�� >&P.29-59>'

Cisco �”�É�Û�–�”�å�«�b'ö#.
�è�W�b�±�«�¡�[�c�
 Cisco �”�É�Û�–�”�å�«
Æ�b�M+á$×�^�µ+��†(F�"�_'ö#.�[�A�r�M�����b�ï�8�\�¥�Ð�å
�»�_�X�8�Z1��Â�K�r�M��

• shutdown

• reboot

• suspend

• offline

• resume

• resetconfig

• version
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  Cisco �”�É�Û�–�”�å�«�b'ö#.
• updateconfig

• upgrade

Cisco �”�É�Û�–�”�å�«�b�©�Õ�µ�º�²�˜�å�>�|�g
Ì2s�·  
�”�É�Û�–�”�å�«�†�©�Õ�µ�º�²�˜�å�r�S�c
Ì2s�·�K�S�‹�c�
4Ä�™�Ÿ�×�î�_�6�•�Ó�µ�­�î�ª�†�»�:�G�\�^
�C�
�”�É�Û�–�”�å�«�†�‹�[
Ì2s�·�[�A�r�M��

�G�b�ï�8�c�
 CLI �[  shutdown  �¥�Ð�å�»�r�S�c  reboot  �¥�Ð�å�»�†�Q#Ý�K�Z��/œ�[�A�•�o�?�
���b�|�:
�_  GUI �[��/œ�M�•�G�\�v�[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �©�Õ�µ�º�²�˜�å / �§�«�Ì�å�»>& Shutdown/Suspend>' ] �†
4E�¥�K�r�M��

�«�¸�µ�É 2 [ �©�«�¸�Ò  �œ�Ì�Þ�î�©�Ù�å>& System Operations>' ] �­�¡�©�Ù�å�[�
 [ �ï�8>& Operation>' ] �»�ß�µ�É�²�˜
�å  �Ü�«�º�?�}  [ �©�Õ�µ�º�²�˜�å>& Shutdown>' ] �r�S�c  [ 
Ì2s�·>& Reboot>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 3 6ä�8�Z�8�•�K)F�@�
�I�D$×�_6â�L�}�€�•�G�\�^�C�ö�¢�[�A�•�r�[�b0Á���ì6ë�†&Ê�X�b�"�)�[
°�Š�K�r
�M��

�¹�Ç�›�Ý�º�b4����Í�c  30 &Ê�[�M��

�«�¸�µ�É 4 [ &����M�•>& Commit>' ] �†�¡�Ü�µ�¡�K�r�M��

7Á�Ê�Ó�î�Ý�b�w�™�\4Ä�™�b�M�ì�õ�F  
7Á�Ê�Ó�î�Ý�b�w�™�\4Ä�™�†�M�ì�õ�F�M�•�\�
�Ð�©�å�†
Ì2s�·�K�S�‹�v�M�ì�õ�F�K�S"g�Â�@)E)F�K�r�M��

CLI �[  suspend  �¥�Ð�å�»�†�Q#Ý�M�•�?�
 GUI �†�Q#Ý�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �©�Õ�µ�º�²�˜�å / �§�«�Ì�å�»>& Shutdown/Suspend>' ] �†
4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ó�î�Ý�b�ï�8>& Mail Operations>' ] �­�¡�©�Ù�å�[�
�M�ì�õ�F�M�•�µ+��r�S�c�Ü�«�¼�î�†4E�¥�K�r�M��

�”�É�Û�–�”�å�«�_0
�X�b�Ü�«�¼�î�@�Ñ�~�M�•���œ�c�
�Ü�«�¼�î�"�)�[7Á�Ê�Ó�î�Ý�b�w�™�†�õ�F�M�•�G�\
�v�[�A�r�M��

�«�¸�µ�É 3 6ä�8�Z�8�•�K)F�@�
�I�D$×�_6â�L�}�€�•�G�\�^�C�ö�¢�[�A�•�r�[�b0Á���ì6ë�†&Ê�X�b�"�)�[
°�Š�K�r
�M��

6ä�8�Z�8�•�K)F�@�Ñ�~�K�^�8���œ�
�©�«�¸�Ò�c�S�T�U�_�œ�Ç�Û�–�å�_�^�~�r�M��

�¹�Ç�›�Ý�º�b4����Í�c  30 &Ê�[�M��

�«�¸�µ�É 4 [ &����M�•>& Commit>' ] �†�¡�Ü�µ�¡�K�r�M��
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  Cisco �”�É�Û�–�”�å�«�b'ö#.
���b�8��  
�M�ì�õ�F�K�S�§�î�Å�«�†
Ì6ä�M�• =
��@�Z�W�Z�8�•���œ�c�
 ���M�ì�õ�F�K�Z�8�•7Á�Ê�Ó�î�Ý�b�w�™�\4Ä
�™�b
Ì6ä�� >&P.29-3>' �†�g!·�K�Z�C�T�I�8��

�M�ì�õ�F�K�Z�8�•7Á�Ê�Ó�î�Ý�b�w�™�\4Ä�™�b
Ì6ä  
AsyncOS CLI �[  resume  �¥�Ð�å�»�†��/œ�M�•�\�
 Cisco AsyncOS �œ�Ì�Þ�î�¸�•�å�¢  �©�«�¸�Ò

>&suspenddel  �r�S�c  suspend  �¥�Ð�å�»�b�Q#Ý�‹>'�@3û�–�b�·�8"g�Â�_�`�~�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �©�Õ�µ�º�²�˜�å / �§�«�Ì�å�»>& Shutdown/Suspend>' ] �†
4E�¥�K�r�M��

�«�¸�µ�É 2 [ �Ó�î�Ý�b�ï�8>& Mail Operations>' ] �­�¡�©�Ù�å�[�

Ì6ä�M�•�µ+��r�S�c�Ü�«�¼�î�†4E�¥�K�r�M��

�”�É�Û�–�”�å�«�_0
�X�b�Ü�«�¼�î�@�Ñ�~�M�•���œ�c�
�Ü�«�¼�î�"�)�[7Á�Ê�Ó�î�Ý�b�w�™�†
Ì6ä�[�A�r
�M��

�«�¸�µ�É 3 [ &����M�•>& Commit>' ] �†�¡�Ü�µ�¡�K�r�M��

CLI �†�Q#Ý�K�S�”�É�Û�–�”�å�«�b�œ�Ç�Û�–�å�ì

�©�«�¥�b�§�Ï�î�º�?�}�Q�b�|�:�_�æ&g�I�€�S���œ�
 Cisco IronPort AsyncOS �†�œ�Ç�Û�–�å"g�Â�_�K�r
�M��

�©�«�¸�Ò�@�œ�Ç�Û�–�å�b���œ :

• %T�™7Á�Ê�Ó�î�Ý�K)F�c�w�E
°�€�}�€�r�O�‡��

• $Î�™7Á�Ê�Ó�î�Ý4Ä�™�c�õ�F�I�€�r�M��

• �ß�¢3?3æ�@�õ�F�I�€�r�M��

• CLI �c�”�¡�­�«�•+��b�r�r�_�^�~�r�M��

�m8p 

�«�¸�µ�É 1 offline  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�«�¸�µ�É 2 6ä�8�Z�8�•�K)F�†�I�D$×�_6â�L�•�r�[�_�…�µ�M�•&Ê�X�†�æ���K�r�M��

��,´�ì�b�6�‡"g�Â�l�b�Ü�­�µ�º

�”�É�Û�–�”�å�«�†"@#.$×�_&ã�·�M�•7•�
��,´�ì�b�6�‡"g�Â�[���u�^�E�€�d�^�}�^�8���œ�@�6�~�r�M�� [
�©�«�¸�Ò'ö#.>& System Administration>' ] > [ 0¿���Ç�“�–�Ý>& Configuration File>' ] �Ì�î�ª�b  [ 0¿���_��
�b�Ü�­�µ�º>& Reset Configuration>' ] �­�¡�©�Ù�å�r�S�c  resetconfig  �¥�Ð�å�»�†�Q#Ý�M�•�\�
 �M�m�Z�b  
Cisco AsyncOS �b0¿���Í�@��,´�ì�¹�Ç�›�Ý�º�Í�_�Ü�­�µ�º�I�€�r�M���G�b�¥�Ð�å�»�†��/œ�M�•�\
–�_
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  Cisco �”�É�Û�–�”�å�«�b'ö#.
�`�O�^�8�S�u�
�Ø�½�µ�º�†&ã�·�M�•���œ�x�
0¿���b�e8Ÿ�†0Ž�ô�M�•�q�‹�b�m�•�\�K�Z�b�s�Q#Ý�K�Z�C�T
�I�8��0¿���b�Ü�­�µ�º�‹�_�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»�r�S�c  systemsetup  �¥�Ð�å�»�†��/œ�M�•
�G�\�†�N�á�K�r�M��

>&�@>' resetconfig  �¥�Ð�å�»�c�
�”�É�Û�–�”�å�«�@�œ�Ç�Û�–�å"g�Â�_�6�•�\�A�_�b�s�·�8�K�r�M��
resetconfig  �¥�Ð�å�»�@�ö�¢�M�•�\�
 systemsetup  �¥�Ð�å�»�†
Ì�g��/œ�M�•�S�[�6�W�Z�v�”�É�Û�–�”�å
�«�@�œ�å�Û�–�å"g�Â�_�`�~�r�M���S�T�K�
�Ó�î�Ý4Ä�™�c
Ì6ä�I�€�^�8�S�u�
�Ó�î�Ý4Ä�™�_�`�W�Z�œ�å�_
�M�•�²0[�@�6�~�r�M��

1™�Ì resetconfig  �¥�Ð�å�»�†��/œ�M�•�\�
�M�m�Z�b�¿�µ�º�á�î�¡0¿���@��,´�ì�¹�Ç�›�Ý�º�Í�_�`�~�r�M��
���œ�_�|�W�Z�c�
 CLI �?�}�)�•�I�€�
�”�É�Û�–�”�å�«�_�K)F�M�•�S�u�_�Q#Ý�K�S�§�î�Å�«>& FTP�

Telnet �
 SSH�
 HTTP�
 HTTPS>'�@�¹�•�­�î�È�Ý�_�I�€�
 userconfig  �¥�Ð�å�»�[�8�B�K�S3ã�•�b
�Ø�î�¨  �”�•�˜�å�º�@�P7V�I�€�r�M���G�b�¥�Ð�å�»�c�
�©�Ü�”�Ý  �–�å�±�î�Ç�™�–�«�†�Q#Ý�M�•�?�
�r�S
�c�¹�Ç�›�Ý�º�b  Admin �Ø�î�¨  �”�•�˜�å�º�?�}'ö#.�Ï�î�º�V�b�¹�Ç�›�Ý�º0¿���†�Q#Ý�K�Z  CLI �_
Ì�K
)F�[�A�^�8���œ�c�Q#Ý�K�^�8�[�C�T�I�8��

resetconfig �¥�Ð�å�»

mail3.example.com> offline

Delay (seconds, minimum 30):

[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com> r esetconfig

Are you sure you want to reset all configuration values? [N]> Y

All settings have been restored to the factory default.
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  �Û�–�­�å�«  �Ÿ�î
AsyncOS �b�Â�î�ª�Ù�å�_���b/²&g

Cisco �”�É�Û�–�”�å�«�_#'�~�–�å�«�º�î�Ý�I�€�Z�8�•  AsyncOS �b�Â�î�ª�Ù�å�†&�1��M�•�_�c�
 GUI �b  
[ �Ô�½�±>&Monitor>' ] �Ó�½�×�î�?�}  [ �©�«�¸�Ò�+0[>& System Overview>' ] �Ì�î�ª�†�Q#Ý�M�•�?>& ���©�«
�¸�Ò  �«�¸�î�±�«>& System Status>'��>&P.26-40>' �†�g!·>' �
 CLI �[  version  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�Û�–�­�å�«  �Ÿ�î

�Û�–�­�å�«  �Ÿ�î�b3ã�•�>�|�g'ö#.  
�Û�–�­�å�«  �Ÿ�î�c"@#.�”�É�Û�–�”�å�«�b�©�Ü�”�Ý$��•�\�–�¿�î�È�Ý�_�I�€�•�µ+��_�[�w�[�M>&�6�•�©
�«�¸�Ò�b�Ÿ�î�†�9�b�©�«�¸�Ò�[
Ì�Q#Ý�M�•�G�\�c�[�A�r�O�‡>' ��

>&�@>' 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�ì�•�”�É�Û�–�”�å�«�b�Û�–�­�å�«  �Ÿ�î�c�ì�•�”�É�Û�–�”�å�«�b�Û�–�­�å�«  
�Ç�“�–�Ý�_�µ�r�€�
�¶�9�_�–�å�«�º�î�Ý�[�A�r�O�‡��0ò(ý�_�X�8�Z�c�
 �� Cisco 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü
�¸�•�ì�•�”�É�Û�–�”�å�«�b�Û�–�­�å�«�� >&P.29-6>' �†�g!·�K�Z�C�T�I�8��

CLI �b�Û�–�­�å�«  �Ÿ�î�†�Q#Ý�M�•�_�c�
 featurekey  �¥�Ð�å�»�†�Q#Ý�K�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Û�–�­�å�«  �Ÿ�î>& Feature Keys>' ] �†4E�¥�K�r�M��

�«�¸�µ�É 2 �”�¡�©�Ù�å�b��/œ>8  

% $× �ï�8
Æ��

��/œ�p�b�Û�–�­�å�«  �Ÿ�î�b�«�¸�î�±�«
�†/²&g�K�r�M  

[ �©�Ü�”�Ý$��•  <serial number> �b�Û�–�­�å�«  �Ÿ�î>& Feature 
Keys for <serial number>>' ] �­�¡�©�Ù�å�†&�1��K�r�M��

�”�É�Û�–�”�å�«�_�P�K�Z$Î/œ�I�€�Z�8
�Z�
�r�T�”�¡�¸�•�Ë�î�©�Ù�å�I�€�Z�8
�^�8�Û�–�­�å�«  �Ÿ�î�†/²&g�K�r�M  

[ �–$��p�b�Û�–�­�å�«>& Pending Activation>' ] �­�¡�©�Ù�å�†
&�1��K�r�M��

+¬�·�²�˜�å�ß�î�»�>�|�g�”�¡�¸�•�Ë�î�©�Ù�å�†�w� �_�K�Z�8
�•���œ�c�
�Û�–�­�å�«  �Ÿ�î�c�G�b�Ü�«�º�_�c/²&g�I�€�r�O
�‡��

�q3Æ$Î/œ�I�€�S�Û�–�­�å�«�Ÿ�î�†&�1�
�M�•

[ �–$��p�b�Û�–�­�å�«>& Pending Activation>' ] �­�¡�©�Ù�å�[�

[ �‚�K�8�Ÿ�î�†�³�™�µ�¡>& Check for New Keys>' ] �Î�±�å�†
�¡�Ü�µ�¡�K�r�M��

�G�€�c�Û�–�­�å�«  �Ÿ�î�b+¬�·�²�˜�å�ß�î�»�>�|�g�”�¡�¸�•
�Ë�î�©�Ù�å�†�w� �_�K�Z�8�^�8���œ�
�r�S�c���b+¬�·�³�™�µ
�¡�b�S�_�Û�–�­�å�«  �Ÿ�î�†�²�˜�å�ß�î�»�M�•�²0[�@�6�•��
�œ�_�z'g�U�r�M��

$Î/œ�I�€�S�Û�–�­�å�«  �Ÿ�î�†�”�¡�¸�•
�È�ì�K�r�M  

[ �–$��p�b�Û�–�­�å�«>& Pending Activation>' ] �Ü�«�º�[�
 [ 4E
�¥�K�S�Ÿ�î�†�w� �ì>& Activate Selected Keys>' ]  �†�¡�Ü�µ�¡
�K�r�M��
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  Cisco 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�ì�•�”�É�Û�–�”�å�«�b�Û�–�­�å�«
6õ4�8o%  
• ���Û�–�­�å�«  �Ÿ�î�b�²�˜�å�ß�î�»�\�”�¡�¸�•�Ë�î�©�Ù�å�b+¬�·�ì�� >&P.29-6>'

�Û�–�­�å�«  �Ÿ�î�b�²�˜�å�ß�î�»�\�”�¡�¸�•�Ë�î�©�Ù�å�b+¬�·�ì  
�G�b�”�É�Û�–�”�å�«�_�P�K�Z$Î/œ�I�€�S�Û�–�­�å�«  �Ÿ�î�†+¬�·$×�_�³�™�µ�¡�
�²�˜�å�ß�î�»�>�|�g�”
�¡�¸�•�È�ì�M�•�|�:�”�É�Û�–�”�å�«�†0¿���[�A�r�M��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �Û�–�­�å�«  �Ÿ�î�b0¿��>& Feature Key Settings>' ] �†4E�¥
�K�r�M��

�«�¸�µ�É 2 [ �Û�–�­�å�«  �Ÿ�î0¿���b)…7Ÿ>&Edit Feature Key Settings>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 �‚�K�8�Û�–�­�å�«  �Ÿ�î�b�³�™�µ�¡8–�Ø�†&�1��M�•�_�c�
 >&?>'�Ê�Ý�É  �Î�±�å�†�¡�Ü�µ�¡�K�Z�C�T�I�8��

�«�¸�µ�É 4 0¿���¦8o�†�æ���K�r�M��

�«�¸�µ�É 5 �š�f
Æ���†3æ�™�K�
&����K�r�M��

6õ4�8o%  
• ���Û�–�­�å�«  �Ÿ�î�b3ã�•�>�|�g'ö#.�� >&P.29-5>'

�‡7H�)�€�Û�–�­�å�«  �Ÿ�î

>&GUI �?�}>'�”�¡�­�«�K�|�:�\�K�Z�8�•�µ+��b�Û�–�­�å�«  �Ÿ�î�b�w� �‡7H�@�)�€�Z�8�•���œ�c�
 Cisco
�b�¸�\*…�r�S�c�§�Ï�î�º)�)Ê�r�[�H4�)!�C�T�I�8��

Cisco 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�ì�•�”�É�Û�–�”�å�«�b�Û�–
�­�å�«

Cisco 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�ì�•�”�É�Û�–�”�å�«�c�
�Í�«�º�V�[�ì�•�”�É�Û�–�”�å�«�†��/œ�M�•�S�u
�b3ã�•�Û�–�­�å�«�@�²0[�[�M���G�b�Û�–�­�å�«�c0
�X�b�¡�ß�î�½�å�¢�I�€�S�ì�•�”�É�Û�–�”�å�«�_�P�K
�Z�Q#Ý�[�A�r�M��

�G�b�Û�–�­�å�«�†�–�å�«�º�î�Ý�M�•�_�c�
 loadlicense  CLI �¥�Ð�å�»�†��/œ�K�r�M�� CLI �_�Û�–�­�å�«
�†�¥�Æ�î  �”�å�»  �Ì�î�«�º�M�•�?�
�¥�Ð�å�»�†��/œ�M�•�S�_  FTP �†�Q#Ý�K�Z�”�É�Û�–�”�å�«�b  
configuration  �¹�•�Þ�¡�º�Ü�_�”�µ�É�ß�î�»�K�r�M���Û�–�­�å�«�c�©�«�¸�Ò  �­�µ�º�”�µ�É  �˜�•�¨�î�»
�†��/œ�M�•�S�_�
�”�É�Û�–�”�å�«�_�–�å�«�º�î�Ý�I�€�Z�8�•�²0[�@�6�~�r�M��

�‚�K�8�Û�–�­�å�«  �Ÿ�î�†3ã�•�K�r�M [ �µ+��b�w� �ì>& Feature Activation>' ] �­�¡�©�Ù�å�†�Q#Ý�K
�r�M��

% $× �ï�8
Æ��
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'¨  29 'v       �©�«�¸�Ò'ö#.
  0¿���Ç�“�–�Ý�Ç�“�–�Ý�b'ö#.
�Û�–�­�å�«  �Ÿ�î�c�ì�•�”�É�Û�–�”�å�«�b�Û�–�­�å�«�_�µ�r�€�Z�8�r�M���Û�–�­�å�«  �Ÿ�î�c�
�Ÿ�î�@�r
�T�”�¡�¸�•�Ë�î�º�I�€�Z�8�^�C�Z�v�
�Û�–�­�å�«�\� �ì�_�»� �K�r�M���‚�K�8�Û�–�­�å�«  �Ÿ�î�†2N
°
�M�•�\�
�‚�K�8�ì�•�”�É�Û�–�”�å�«�b�Û�–�­�å�«�†�²�˜�å�ß�î�»�>�|�g�–�å�«�º�î�Ý�M�•�²0[�@�6�~�r
�M��

�ì�•�”�É�Û�–�”�å�«�b�Û�–�­�å�«�_�Û�–�­�å�«  �Ÿ�î�@�µ�r�€�Z�8�•�S�u�
�©�«�¥�b�«�Ã�Ò�P'Ç�r�S�c
�”�˜�º�È�Þ�–�¡  �Ç�•�Ý�±�^�]�b  AsyncOS �µ+��b  30 �¥6ë0Û�o�c�6�~�r�O�‡��

>&�@>' �ì�•�”�É�Û�–�”�å�«�b�Û�–�­�å�«�†�–�å�«�º�î�Ý�M�•�S�_�
�¸�¡�½�•�Ý  �§�Ï�î�º�c�<#Ý�[�A�r�O�‡��

7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü�¸�•�ì�•�”�É�Û�–�”�å�«�b0¿���>�|�g��/œ�b0ò(ý�_�X�8�Z�c�
 �� Cisco Content 
Security Virtual Appliance Installation Guide���†�g!·�K�Z�C�T�I�8��

0¿���Ç�“�–�Ý�Ç�“�–�Ý�b'ö#.
Cisco �”�É�Û�–�”�å�«
Æ�b�M�m�Z�b0¿���c�
 1 �X�b0¿���Ç�“�–�Ý�['ö#.�[�A�r�M���G�b�Ç�“�–�Ý�c  
Extensible Markup Language>&XML >'�g�'�[�–�â�I�€�r�M��

�G�b�Ç�“�–�Ý�c���b0
�X�b�‰�2�[�Q#Ý�[�A�r�M��

• 0¿���Ç�“�–�Ý�†�9�b�©�«�¸�Ò�_�–�Ñ�K�
5�0[�^0¿���¹�î�±�†�Â�µ�¡�”�µ�É�>�|�g�–�â�[�A�r�M���”
�É�Û�–�”�å�«�b0¿���†6ë4*�<�S���œ�
�–�Ñ�K�S�q�‚�b0¿���Ç�“�–�Ý�_�ß�î�Ý�Â�µ�¡�[�A�r�M��

• �¤�Ñ�b0¿���Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�
�”�É�Û�–�”�å�«�b
²�/�b0¿���†(F�"�_&�1��[�A�r�M  >&�¨
�C�b�‚�K�8�È�Û�˜�¨�c  XML �Ç�“�–�Ý�†%$�K�Þ�å�²�Ü�å�¢�[�A�r�M>' ���G�€�_�|�~�
#'�~�b0¿���_
�Ñ�~�M�•�•+��ö�@�6�•�`�I�^�š�Û�î>&�±�–�Æ�å�¢  �š�Û�î�^�]>'�†�º�Û�È�Ý�©�×�î�¸�•�å�¢�[�A�r
�M��

• �¤�Ñ�b0¿���Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�
�š�f�†/œ�8�
�Q�b�Ç�“�–�Ý�†� �L�”�É�Û�–�”�å�«�_�”�µ�É
�ß�î�»�[�A�r�M���G�b���œ�c�
��2A$×�_0¿���b�š�f�†/œ�:�S�u�_  CLI �\  GUI �b�g�‰�@���Â�–�Ã�«��
�I�€�r�M��

• FTP �”�¡�­�«�†�Q#Ý�K�Z0¿���Ç�“�–�Ý
²�/�†�”�µ�É�ß�î�»�K�S�~�
0¿���Ç�“�–�Ý�b�M4Š�r�S�c
²�/
�†  CLI �_%$�K2��~�Ü�E�S�~�[�A�r�M��

• �Ç�“�–�Ý�c  XML �g�'�[�6�•�S�u�
0¿���Ç�“�–�Ý�b�M�m�Z�b  XML �š�å�¸�•�¸�•�†��*O�M�•�
6õ4�
�Ü�E�}�€�S  Document Type Definition>&DTD>'�v�f�j�I�€�r�M�� XML 0¿���Ç�“�–�Ý�†�”�µ�É�ß�î
�»�M�•�S�_�G�b  DTD �†�²�˜�å�ß�î�»�K�Z  XML 0¿���Ç�“�–�Ý�†�è0É�[�A�r�M  >&XML �è0É�¶�î�Ý
�c�–�å�±�î�¿�µ�º�[(F�"�_
°�m�[�A�r�M>' ��

XML 0¿���Ç�“�–�Ý�†�Q#Ý�K�S0
�X�b �”�É�Û�–�”�å�«�b'ö#.

• �6�•  Cisco �”�É�Û�–�”�å�«�?�}�¤�Ñ�b0¿���Ç�“�–�Ý�†�²�˜�å�ß�î�»�K�
�š�f�†/œ�8�
�9�b�”�É�Û�–
�”�å�«�_�”�µ�É�ß�î�»�[�A�r�M���G�€�_�|�~�
0
�X�b  Cisco �”�É�Û�–�”�å�«�b�–�å�«�º�î�Ý�†(F�"
�_'ö#.�[�A�•�|�:�_�^�~�r�M��#'�ì!l�[�c�
0¿���Ç�“�–�Ý�†  C/X �©�Ü�î�¬  �”�É�Û�–�”�å�«�?�}  M 
�©�Ü�î�¬  �”�É�Û�–�”�å�«�_�ß�î�»�[�A�r�O�‡��

• �6�•  Cisco �?�}�²�˜�å�ß�î�»�I�€�S�¤�Ñ�b0¿���Ç�“�–�Ý�†0
�X�b�§�È�­�¡�©�Ù�å�_�(�m�[�A�r�M��
>&0
�X�b�”�É�Û�–�”�å�«#”�C�b>'�M�m�Z�b�”�É�Û�–�”�å�«�[
¹3û�M�•�G�€�}�b�­�¡�©�Ù�å�†�š�f�K�

�§�È�­�¡�©�Ù�å�b�f�‚�ì�_�G�€�}�b�­�¡�©�Ù�å�†�Ú�b�”�É�Û�–�”�å�«�_�ß�î�»�[�A�r�M��

�S�\�<�d�
 Global Unsubscribe �¥�Ð�å�»�†�¸�«�º�M�•�S�u�_�¸�«�º#”�C�[�”�É�Û�–�”�å�«�†�Q#Ý�[
�A�r�M���¢�ß�î�Â�Ý4Ä�™�õ�F�Ü�«�º�†4:�)�_0¿���K�S���œ�c�
�¸�«�º  �”�É�Û�–�”�å�«�b�¢�ß�î�Â
�Ý4Ä�™�õ�F0¿���­�¡�©�Ù�å�†�M�m�Z�b��'�
>�”�É�Û�–�”�å�«�_�ß�î�»�[�A�r�M��
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'¨  29 'v       �©�«�¸�Ò'ö#.
  0¿���Ç�“�–�Ý�Ç�“�–�Ý�b'ö#.
GUI �†�Q#Ý�K�S0¿���Ç�“�–�Ý�b'ö#.

GUI �†�Q#Ý�K�Z Cisco �”�É�Û�–�”�å�«�b0¿���Ç�“�–�Ý�†'ö#.�M�•�_�c�
 [ �©�«�¸�Ò'ö#.>& System 
Administration>' ] �±�È�b  [ 0¿���Ç�“�–�Ý>& Configuration File>' ] �Ü�å�¡�†�¡�Ü�µ�¡�K�r�M��

[ 0¿���Ç�“�–�Ý>& Configuration File>' ] �Ì�î�ª�_�c���b  3 �X�b�­�¡�©�Ù�å�@�6�~�r�M��

• [ #'�~�b0¿��>& Current Configuration>' ]>8#'�~�b0¿���Ç�“�–�Ý  �Ç�“�–�Ý �–�Ñ�>�|�g�š�¡�«�Ï�î�º�M
�•�S�u�_�Q#Ý�K�r�M��

• [ 0¿���†�ß�î�»>& Load Configuration>' ]>80¿���Ç�“�–�Ý
²�/�r�S�c�M4Š�†�ß�î�»�M�•�S�u�_�Q#Ý�K
�r�M��

• [ 0¿���_���b�Ü�­�µ�º>& Reset Configuration>' ]>8#'�~�b0¿���†��,´�ì�¹�Ç�›�Ý�º�Í�_�Ü�­�µ�º�M�•
�S�u�_�Q#Ý�K�r�M>&�Ü�­�µ�º�S�_0¿���†�–�Ñ�M�•�²0[�@�6�~�r�M>' ��

#'�~�b0¿���Ç�“�–�Ý�b�–�Ñ�>�|�g�š�¡�«�Ï�î�º

[ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ 0¿���Ç�“�–�Ý>& Configuration File>' ] �Ì�î�ª�b  [ #'�~�b
0¿��>&Current Configuration>' ] �b�­�¡�©�Ù�å�†�Q#Ý�M�•�\�
#'�~�b0¿���Ç�“�–�Ý�†�
�ß�î�•�Ý  �Ð�©�å
�_�–�Ñ�K�S�~�
�”�É�Û�–�”�å�«�[�–�Ñ�K�S�~>& FTP/SCP �Ý�î�º�b  configuration  �¹�•�Þ�¡�º�Ü�_�–�Ñ
�I�€�r�M>' �
�æ���I�€�S�”�»�Þ�«�_7Á�Ê�Ó�î�Ý�[3æ�™�K�S�~�[�A�r�M��

�³�™�µ�¡�Î�µ�¡�«�†�¡�Ü�µ�¡�M�•�G�\�_�|�~�
�Ø�î�¨�b�Ã�«�á�î�»�†�Ð�«�¡�[�A�r�M���Ã�«�á�î�»�†�Ð
�«�¡�M�•�\�

–�b�/�•�ì�I�€�S�Ã�«�á�î�»�@�
�š�¡�«�Ï�î�º�r�S�c�–�Ñ�I�€�S�Ç�“�–�Ý�[�� ***** ���_
*(�A�n�<�}�€�r�M���S�T�K�
�Ã�«�á�î�»�@�Ð�«�¡�I�€�S0¿���Ç�“�–�Ý�†  AsyncOS �_
Ì�g�ß�î�»�M�•�G
�\�c�[�A�^�8�G�\�_�@�–�K�Z�C�T�I�8��

0¿���Ç�“�–�Ý�b�ß�î�»

[ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ 0¿���Ç�“�–�Ý>& Configuration File>' ] �Ì�î�ª�b  [ 0¿���†
�ß�î�»>& Load Configuration>' ] �b�­�¡�©�Ù�å�†�Q#Ý�K�Z�‚�K�80¿���_���†  Cisco �”�É�Û�–�”�å�«�_
�ß�î�»�K�r�M���_���c���b  3 �X�b�8�N�€�?�b�‰�2�[�ß�î�»�[�A�r�M��

• configuration  �¹�•�Þ�¡�º�Ü�_�_���†�A(á�K�
�”�µ�É�ß�î�»�M�•��

• 0¿���Ç�“�–�Ý�†�ß�î�•�Ý  �Ð�©�å�?�}%$�K�”�µ�É�ß�î�»�M�•��

• GUI �_0¿���_���†%$�K2��~�Ü�E�•��

�Ã�«�á�î�»�@�Ð�«�¡�I�€�S0¿���Ç�“�–�Ý�c�ß�î�»�[�A�r�O�‡��

�]�b�‰�2�b���œ�[�v�
0¿���b�V4Š�_���b�±�¢�†�µ�u�•�²0[�@�6�~�r�M��

<?xml version="1.0" encoding="ISO-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

 ... your configuration information in valid XML

</config>
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</config>  6â�L�±�¢�c0¿���_���b�‹�_�æ���M�•�²0[�@�6�~�r�M�� XML �S�e�b�Í�c�
 Cisco �”�É�Û�–�”
�å�«�b  configuration  �¹�•�Þ�¡�º�Ü�_�6�•  DTD>&Document Type Definition>'�†�Q#Ý�K�Z0Ž�Ò�>�|�g
�è0É�I�€�r�M�� DTD �Ç�“�–�Ý�b�¡�S�c  config.dtd  �[�M�� loadconfig  �¥�Ð�å�»�†�Q#Ý�K�S�\�A�_�¥�Ð
�å�»  �Û�–�å�[�è0É�š�Û�î�@���Ì�I�€�S���œ�
�š�f�c�ß�î�»�I�€�r�O�‡��0¿���Ç�“�–�Ý�†�”�µ�É�ß�î�»
�M�•�S�_�
�”�É�Û�–�”�å�«�b�¥4Š�[  DTD �†�²�˜�å�ß�î�»�K�
0¿���Ç�“�–�Ý�†�è0É�[�A�r�M��

�8�N�€�b�‰�2�b���œ�[�v�
0¿���Ç�“�–�Ý
²�/>&�q�V�)�b�±�¢�[�6�•  <config></config>  6ë�[��*O�I�€
�S�_��>'�r�S�c0¿���Ç�“�–�Ý�b  complete �>�|�g  unique �§�È�­�¡�©�Ù�å>&�V0°�b�	0•�±�¢�@�µ�r�€�

<config></config>  �±�¢
Æ�_�Ñ�~�M�•���œ>'�†�–�å�Ï�î�º�[�A�r�M��

�� complete>&�ö
²>'���\�c�
 DTD �[��*O�I�€�S�§�È�­�¡�©�Ù�å�b6ä���±�¢�>�|�g)
�¢�±�¢
²�/�@�µ�r�€
�•�G�\�†�–�á�K�r�M���S�\�<�d�
���b
Æ���†�”�µ�É�ß�î�»�r�S�c0Ž�Ò�K�r�M��

�G�b���œ�c�
�”�µ�É�ß�î�»�p�_�è0É�š�Û�î�@$Î#Õ�K�r�M���S�T�K�
  

�G�b���œ�c�
�è0É�š�Û�î�@$Î#Õ�K�r�O�‡��

�� unique>&�M�–>'���\�c�
�”�µ�É�ß�î�»�r�S�c2��~�Ü�E�}�€�•0¿���Ç�“�–�Ý�b�§�È�­�¡�©�Ù�å�@�
0¿���\
�K�Z�¨*O$×�[�^�8�G�\�†�–�á�K�r�M���S�\�<�d�
�©�«�¸�Ò�c  1 �X�b�Í�«�º�¡�K�?�â�X�G�\�@�[�A�^�8�S
�u�
���b
Æ��>&�	0•�\  <config></config>  �±�¢�†�µ�t>'�†�”�µ�É�ß�î�»�M�•�G�\�c�•+��[�M��

 �S�T�K�
�©�«�¸�Ò�[�c0
�X�b�Ü�«�¼�î�†��*O�[�A�•�S�u>&�Ü�«�¼�î�H�\�_$��^�•�w�™*…�”�¡�­�«  �¸�î
�È�Ý�@��*O�I�€�r�M>' �


<?xml version="1.0" encoding="ISO-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

  <autosupport_enabled>0</autosu

</config>

<?xml version="1.0" encoding="ISO-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>

  <autosupport_enabled>0</autosupport_enabled>

</config>

<hostname>mail4.example.com</hostname>

<rat>

<rat_entry>

          <rat_address>ALL</rat_address>

          <access>RELAY</access>
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  0¿���Ç�“�–�Ý�Ç�“�–�Ý�b'ö#.
�V0°�b
Æ���T�E�†�”�µ�É�ß�î�»�M�•�G�\�c�¨*O$×�\0b�^�I�€�
 ���ö
²���^�S�e�[�6�W�Z�v0Á�•�I�€�r�O
�‡��

1™�Ì 0¿���Ç�“�–�Ý�r�S�c0¿���Ç�“�–�Ý�b�§�È�­�¡�©�Ù�å�†�”�µ�É�ß�î�»�r�S�c0Ž�Ò�M�•���œ�c�
�…�µ�p�b
�•+��ö�@�6�•�
�–�Ñ�I�€�Z�8�^�8�š�f�@%Ú� �I�€�•�G�\�@�6�~�r�M��

'5$Ñ�±�¢�\  %,$��I�€�S�±�¢

0¿���Ç�“�–�Ý�b�­�¡�©�Ù�å�†�”�µ�É�ß�î�»�r�S�c0Ž�Ò�M�•���œ�c�@�–�@�²0[�[�M���±�¢�†�µ�u�^�8�\�

0¿���Ç�“�–�Ý�b�”�µ�É�ß�î�»�ì�_0¿���b�Í�@�š�f�I�€�r�O�‡���S�T�K�
'5$Ñ�±�¢�†�µ�u�•�\�
0¿���b�e
8Ÿ�@0Ž�˜�I�€�r�M��

�S�\�<�d�
  

�V0°�b
Æ���†�”�µ�É�ß�î�»�M�•�\�
�©�«�¸�Ò�?�}�M�m�Z�b�Ü�«�¼�î�@�P7V�I�€�r�M��

1™�Ì 0¿���Ç�“�–�Ý�b�§�È�­�¡�©�Ù�å�†�”�µ�É�ß�î�»�K�S�~�
2��~�Ü�E�S�~�K�S���œ�
 GUI �r�S�c  CLI �?�}
�)�•�I�€�
�±5��b0¿���¹�î�±�@%Ú�o�I�€�•�G�\�@�6�~�r�M��'ö#.�Ï�î�º�[�9�b�É�ß�º�¥�Ý�
�©�Ü�”�Ý  
�–�å�±�î�Ç�™�–�«�
�r�S�c�¹�Ç�›�Ý�º0¿���†�Q#Ý�K�Z�”�É�Û�–�”�å�«�_
Ì�K)F�[�A�^�8���œ�c�
�G�b
�¥�Ð�å�»�[�§�î�Å�«�†�¹�•�­�î�È�Ý�_�K�^�8�[�C�T�I�8���r�S�
 DTD �[��*O�I�€�S0¿���S�e�@�|�C�ƒ
�?�}�^�8���œ�c�
�G�b�¥�Ð�å�»�†�Q#Ý�K�^�8�[�C�T�I�8���‚�K�80¿���Ç�“�–�Ý�†�”�µ�É�ß�î�»�M�•�S
�_�
�²�N0¿���¹�î�±�†�Â�µ�¡�”�µ�É�K�Z�C�T�I�8��

�ß�¢  �§�È�«�¡�Ü�É�©�Ù�å�b�Ã�«�á�î�»�b�ß�î�»�_�X�8�Z�b�@�–�¦8o

�Ã�«�á�î�»�@�²0[�^�ß�¢  �§�È�«�¡�Ü�É�©�Ù�å�†�µ�t0¿���Ç�“�–�Ý�†�ß�î�»�K�|�:�\�K�Z�v>&�S�\�<�d�

FTP �É�µ�©�×�†�Q#Ý>'�
 loadconfig  �¥�Ð�å�»�c�Y�Â�^�Ã�«�á�î�»�_�X�8�Z1™�Ì�K�r�O�‡�� FTP �É�µ
�©�×�@�»�K�K�
 logconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�G�K�8�Ã�«�á�î�»�†0¿���M�•�r�[1™�Ì�@#Õ�B�I�€�r�M��

�e�Ð�­�µ�º  �š�å�¥�î�¹�•�å�¢�_�X�8�Z�b�@�–�¦8o  

XML 0¿���Ç�“�–�Ý�b�� encoding���“�ö�c�
�Ç�“�–�Ý�†�œ�Ç�Û�–�å�[�ï�8�M�•�S�u�_�Q#Ý�K�Z�8�•�e�Ð
�­�µ�º�_6õ�€�^�C�
 �� ISO-8859-1 ���[�6�•�²0[�@�6�~�r�M�� showconfig  �¥�Ð�å�»�
 saveconfig  �¥�Ð�å
�»�
�r�S�c  mailconfig  �¥�Ð�å�»�†$Î/œ�M�•�S�g�_�š�å�¥�î�¹�•�å�¢�“�ö�@�Ç�“�–�Ý�[�æ���I�€�•�G�\
�_�@�–�K�Z�C�T�I�8��

#'�ì!l�[�c�
�G�b�š�å�¥�î�¹�•�å�¢�†�â�X0¿���Ç�“�–�Ý�T�E�†�ß�î�»�[�A�r�M��

        </rat_entry>

      </rat>

<listeners></listeners>

<?xml version="1.0" encoding="ISO-8859-1"?>
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'¨  29 'v       �©�«�¸�Ò'ö#.
  0¿���Ç�“�–�Ý�Ç�“�–�Ý�b'ö#.
#'�~�b0¿���b�Ü�­�µ�º

#'�~�b0¿���†�Ü�­�µ�º�M�•�\�
 Cisco �”�É�Û�–�”�å�«�@
–�b��,´�ì�¹�Ç�›�Ý�º�Í�_�`�~�r�M���Ü�­�µ�º
�M�•�S�_0¿���†�–�Ñ�M�•�²0[�@�6�~�r�M�� GUI �[�G�b�Î�±�å�†�Q#Ý�K�Z0¿���†�Ü�­�µ�º�M�•�G�\�c�

�¡�Û�«�±�Ü�å�¢#”�C�[�c�§�Ï�î�º�I�€�Z�8�r�O�‡��

 ����,´�ì�b�6�‡"g�Â�l�b�Ü�­�µ�º�� >&P.29-3>' �†�g!·�K�Z�C�T�I�8��

0¿���Ç�“�–�Ý#Ý�b  CLI �¥�Ð�å�»

���b�¥�Ð�å�»�†�Q#Ý�M�•�\�
0¿���Ç�“�–�Ý�†�ï�8�[�A�r�M��

• showconfig

• mailconfig

• saveconfig

• loadconfig

• resetconfig >&����,´�ì�b�6�‡"g�Â�l�b�Ü�­�µ�º�� >&P.29-3>' �†�g!·>'  

showconfig �
 mailconfig �
�>�|�g  saveconfig �¥�Ð�å�»

�¥�å�Ç�•� �×�Þ�î�©�Ù�å  �¥�Ð�å�»�b  showconfig �
 mailconfig �
�>�|�g  saveconfig  �b���œ�c�
7Á�Ê
�Ó�î�Ý�[3æ�™�I�€�•�Ç�“�–�Ý�r�S�c/²&g�I�€�•�Ç�“�–�Ý�_�Ã�«�á�î�»�†�µ�u�•�?�]�:�?4E�¥�M�•�G�\�†
�Ó�u�}�€�r�M���Ã�«�á�î�»�†�µ�u�^�8�G�\�†4E�¥�M�•�\�
�Ã�«�á�î�»  �Ç�•�î�Ý�»�@'5$Ñ�b�r�r�_�^�~
�r�M���­�Ÿ�×�Ü�¸�•�b�e8Ÿ�†�°4Ä�M�•���œ�c�
�Ã�«�á�î�»�†�µ�u�^�8�G�\�†4E�¥�[�A�r�M���S�T�K�

loadconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�ß�î�»�I�€�S���œ�
�Ã�«�á�î�»�@�^�80¿���Ç�“�–�Ý�c�»�K�K�r�M��  

���ß�¢  �§�È�«�¡�Ü�É�©�Ù�å�b�Ã�«�á�î�»�b�ß�î�»�_�X�8�Z�b�@�–�¦8o�� >&P.29-10>' �†�g!·�K�Z�C�T�I�8��

>&�@>' �Ã�«�á�î�»�†�µ�u�•�G�\�†4E�¥�K�S���œ>& �� Do you want to include passwords?���_�� yes���\�G'Å�K�r
�M>'�_0¿���Ç�“�–�Ý�†�–�Ñ�
/²&g�
�r�S�c7Á�Ê�Ó�î�Ý�[3æ�™�M�•�\�A�
�Ã�«�á�î�»�c�/�•�ì�I�€�r�M��
�S�T�K�
&Î�&�Ÿ�î�\0É�Â�i�c�/�•�ì�I�€�^�8  PEM �g�'�[�µ�u�}�€�r�M��

showconfig  �¥�Ð�å�»�c�
#'�~�b0¿���†#ì8��_���Š�K�r�M��

mail3.example.com> s howconfig

Do you want to include passwords? Please be aware that a configuration without passwords 
will fail when reloaded with loadconfig. 

<?xml version="1.0" encoding="ISO-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<!--

  Product: IronPort model number Messaging Gateway Appliance(tm)
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'¨  29 'v       �©�«�¸�Ò'ö#.
  0¿���Ç�“�–�Ý�Ç�“�–�Ý�b'ö#.
mailconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
#'�~�b0¿���†�Ø�î�¨�_7Á�Ê�Ó�î�Ý�[3æ�™�K�r�M���Ó�µ�­�î�ª�_�c  
config.xml  �\�8�:�¡�S�b  XML �g�'�b0¿���Ç�“�–�Ý�@�ç�Ü�I�€�r�M��

saveconfig  �¥�Ð�å�»�c�
�M�–�b�Ç�“�–�Ý�¡�†�Q#Ý�K�Z0¿���Ç�“�–�Ý�†�”�É�Û�–�”�å�«�b  
configuration  �¹�•�Þ�¡�º�Ü�_�–�Ñ�K�r�M��

  Model Number: model number

  Version: version of AsyncOS installed 

  Serial Number: serial number

  Current Time: current time and date

[The remainder of the configuration file is printed to the screen.] 

mail3.example.com> m ailconfig

Please enter the email address to which you want to send

the configuration file.

[]> administrator@example.com

Do you want to include passwords? Please be aware that a configuration without passwords 
will fail when reloaded with loadconfig.  [N]> y

The configuration file has been sent to administrator@example.com.

mail3.example.com> s aveconfig

Do you want to include passwords? Please be aware that a configuration without passwords 
will fail when reloaded with loadconfig.  [N]> y

File written on machine "mail3.example.com" to the location
"/configuration/C360-420E874BB4B3C41C5C71-1419B58528A0-20120105T214041.xml".
Configuration saved.

mail3.example.com>
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'¨  29 'v       �©�«�¸�Ò'ö#.
  0¿���Ç�“�–�Ý�Ç�“�–�Ý�b'ö#.
loadconfig �¥�Ð�å�»

Cisco �”�É�Û�–�”�å�«�_�‚�K�80¿���_���†�ß�î�»�M�•�_�c  loadconfig  �†�Q#Ý�K�r�M���_���c���b  2 �X
�b�8�N�€�?�b�‰�2�[�ß�î�»�[�A�r�M��

• configuration  �¹�•�Þ�¡�º�Ü�_�_���†�A(á�K�
�”�µ�É�ß�î�»�M�•��

• CLI �_0¿���_���†%$�K2��~�Ü�E�•��

0ò(ý�_�X�8�Z�c�
 ��0¿���Ç�“�–�Ý�b�ß�î�»�� >&P.29-8>' �†�g!·�K�Z�C�T�I�8��

CLI �†�Q#Ý�K�S0¿���š�f�b�”�µ�É�ß�î�»

�m8p 

�«�¸�µ�É 1 CLI �b�¥4Š�[�
�”�É�Û�–�”�å�«�b  configuration  �¹�•�Þ�¡�º�Ü�_�”�¡�­�«�[�A�•�G�\�†&�1��K�r�M��
0ò(ý�_�X�8�Z�c�
 �Ü6�  A���”�É�Û�–�”�å�«�l�b�”�¡�­�«�� �†�g!·�K�Z�C�T�I�8��

�«�¸�µ�É 2 0¿���Ç�“�–�Ý
²�/�r�S�c0¿���Ç�“�–�Ý�b�§�È�­�¡�©�Ù�å�†�”�É�Û�–�”�å�«�b  configuration  �¹�•�Þ�¡
�º�Ü�_�A(á�M�•�?�
 saveconfig  �¥�Ð�å�»�[�8�B�K�S�¤�Ñ�b0¿���†)…7Ÿ�K�r�M��

�«�¸�µ�É 3 CLI 
Æ�[�
 loadconfig  �¥�Ð�å�»�†�Q#Ý�K�Z�
�«�¸�µ�É  2 �[&g�I�€�S�¹�•�Þ�¡�º�Ü�_�A(á�K�S0¿���Ç�“
�–�Ý�†�ß�î�»�M�•�?�
�¸�Ÿ�«�º>& XML �S�e>'�†  CLI �_%$�K2��~�Ü�E�r�M��

�G�b�[�[�c�
 changed.config.xml  �\�8�:�¡�S�b�Ç�“�–�Ý�@�”�µ�É�ß�î�»�I�€�
�š�f�@�–�Ñ�I�€�r�M��

mail3.example.com> l oadconfig

1. Paste via CLI

2. Load from file

[1]> 2

Enter the name of the file to import:

[]> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.

mail3.example.com> commit
29-13
Cisco AsyncOS 8.0.1 for Email �Ø�î�¨  �ž�–�»

 



 

'¨  29 'v       �©�«�¸�Ò'ö#.
  0¿���Ç�“�–�Ý�Ç�“�–�Ý�b'ö#.
�G�b�[�[�c�
�‚�K�80¿���Ç�“�–�Ý�†�¥�Ð�å�»  �Û�–�å�_%$�K2��~�Ü�E�r�M  >&'5$Ñ/œ�[ Ctrl+D �†�²�M�\2�
�~�Ü�E�¥�Ð�å�»�@)
�¢�K�r�M>' �����_�
�©�«�¸�Ò0¿���˜�•�¨�î�»�†�Q#Ý�K�Z�
�¹�Ç�›�Ý�º�b�Í�«�º�¡�

IP �”�»�Þ�«�
�>�|�g�¹�Ç�›�Ý�º�b�¤�î�º�˜�™�–�_���†�š�f�K�r�M  >&0ò(ý�c�
���©�«�¸�Ò  �­�µ�º�”�µ�É  
�˜�•�¨�î�»�b�Q#Ý�‰�2�� >&P.3-12>' �†�g!·�K�Z�C�T�I�8>' ���G�€�[�
�š�f�@&����I�€�r�M��

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[1]> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag </config> . Control-D is entered on a 
separate line.] 

Values have been loaded.

Be sure to run "commit" to make these settings active.

mail3.example.com> systemsetup

[The system setup wizard is run.]

mail3.example.com> commit

Please enter some comments describing your changes:

[]> pasted new configuration file and changed default settings via 

systemsetup 
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'¨  29 'v       �©�«�¸�Ò'ö#.
  AsyncOS �b�”�µ�É�¢�Þ�î�»
AsyncOS �b�”�µ�É�¢�Þ�î�»

>&�@>' �”�µ�É�¢�Þ�î�»�m8p#Ý�b�Â�µ�³  �¥�Ð�å�»�c�

http://www.cisco.com/en/US/products/ps10154/prod_command_reference_list.html�� Cisco AsyncOS 
CLI Reference Guide�� �_0°3U�I�€�Z�8�r�M��

AsyncOS �b�”�µ�É�¢�Þ�î�»�b =
�

�Ë�«�º  �É�Û�¡�¸�•�«�\�K�Z�
���b�m8p�†��/œ�K�S�”�µ�É�¢�Þ�î�»�b =
��†�N�á�K�r�M��

�m8p 

�«�¸�µ�É 1 XML �¥�å�Ç�•�¢  �Ç�“�–�Ý�b�œ�Ç�Î�µ�¡�«�†�–�Ñ�K�r�M��

�«�¸�µ�É 2 �­�î�Ç�Ü�«�º / �È�ß�µ�¡�Ü�«�º�µ+��†�Q#Ý�K�Z�8�•���œ�
�Ü�«�º�b�œ�Ç�Î�µ�¡�«�†�š�¡�«�Ï�î�º�K�r
�M��

�«�¸�µ�É 3 �M�m�Z�b�Ü�«�¼�î�†�M�ì�õ�F�K�r�M�� CLI �?�}�b�”�µ�É�¢�Þ�î�»�†��/œ�M�•���œ�c�
 suspendlistener  
�¥�Ð�å�»�†�Q#Ý�K�r�M�� GUI �?�}�b�”�µ�É�¢�Þ�î�»�†��/œ�M�•���œ�c�
�Ü�«�¼�î�b�õ�F�@+¬�·$×�_��
/œ�I�€�r�M��

�«�¸�µ�É 4 �Ÿ�×�î�@'5�_�^�•�r�[�…�U�r�M�� CLI �b  workqueue  �¥�Ð�å�»�[�á�î�¡�Ÿ�×�î
Æ�b�Ó�µ�­�î�ª�X�†/²&g
�M�•�?�
 rate  �¥�Ð�å�»�[�”�É�Û�–�”�å�«�b�Ó�µ�­�î�ª  �«�Ý�î�É�µ�º�†�Ô�½�±�M�•�G�\�@�[�A�r�M��

>&�@>' �”�µ�É�¢�Þ�î�»�‹�

Ì�g�Ü�«�¼�î�†�–�¿�î�È�Ý�_�K�r�M��

GUI �?�}�b  AsyncOS �b�”�µ�É�¢�Þ�î�»

�”�µ�É�¢�Þ�î�»�b�²�˜�å�ß�î�»�\�–�å�«�º�î�Ý  

1 �G�b�ï�8�[�²�˜�å�ß�î�»�\�–�å�«�º�î�Ý�†/œ�:�?�
�r�S�c�Â�µ�¡�¢�Û�˜�å�»�[�²�˜�å�ß�î�»�K�Z�‹�[
�–�å�«�º�î�Ý�[�A�r�M��

% $× �g!·
›  
�«�̧ �µ�É 1 �”�µ�É�¢�Þ�î�»0¿���Í�†0¿���K�r�M�� 7Á�Ê�Ó�î�Ý  �­�Ÿ�×�Ü

�¸�•  �”�É�Û�–�”�å�«�@�”�µ�É�¢�Þ�î�»�_���†�²�˜�å�ß�î�»
�M�•�‰�2�_6õ�M�•0¿���Í�†0¿���K�r�M���S�\�<�d�
�”�µ�É
�¢�Þ�î�»  �–�Ó�î�ª�†�²�˜�å�ß�î�»�M�•���d�†4E�¥�[�A�r
�M���G�€�}�b�²�˜�å�ß�î�»#Ý�_�¿�µ�º�á�î�¡�v0¿���M�•�²
0[�@�6�~�r�M��

���”�µ�É�¢�Þ�î�»�>�|�g�”�µ�É�¹�î�º�†
�²�˜�å�ß�î�»�M�•�S�u�b�§�î�Â0¿����

>&P.29-22>'

�«�̧ �µ�É 2 AsyncOS �†�”�µ�É�¢�Þ�î�»�K�r�M�� �”�µ�É�¢�Þ�î�»0¿��
�Í�†0¿���K�S�‹�c�
�”�É�Û�–�”�å�«�b  AsyncOS �b�Â�î
�ª�Ù�å�†�”�µ�É�¢�Þ�î�»�K�r�M��

�� GUI �?�}�b  AsyncOS �b�”�µ�É�¢�Þ�î
�»�� >&P.29-15>'
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'¨  29 'v       �©�«�¸�Ò'ö#.
  AsyncOS �b�”�µ�É�¢�Þ�î�»
>&�@>' AsyncOS �†  Cisco IronPort AsyncOS �?�}�[�c�^�C�ß�î�•�Ý  �§�î�Â�?�}  1 �G�b�ï�8�[�²�˜�å�ß�î�»�\
�”�µ�É�¢�Þ�î�»�M�•���œ�c�
�”�µ�É�¢�Þ�î�»�c �²�˜�å�ß�î�»�p �_�6�Ù�_��/œ�I�€�r�M��
�”�µ�É�¢�Þ�î�»  �É�ß�­�«�b6ä���ì�_�
�Â�¼�î�@  10 &Ê6ë/²&g�I�€�r�M���G�b�Â�¼�î�@/²&g�I�€�Z�8�•6ë
�c�
 Ctrl �†�²�K�S"g�Â�[  C �†�²�M�\�
�²�˜�å�ß�î�»�b6ä���S�_�”�µ�É�¢�Þ�î�»  �É�ß�­�«�†)
�¢�[�A�r
�M��

�c�L�u�•�S�_  
• �©�«�¥�?�}%$�K�”�µ�É�¢�Þ�î�»�†�²�˜�å�ß�î�»�M�•�?�
�r�S�c�¿�µ�º�á�î�¡�V�b�§�î�Â�?�}�”�µ�É

�¢�Þ�î�»  �–�Ó�î�ª�†�Í�«�º�M�•�?�†4E�¥�K�r�M�����_�
4E�¥�K�S�‰�'�†�§�Ï�î�º�M�•�|�:�_�¿�µ
�º�á�î�¡�†�­�µ�º  �”�µ�É�K�r�M���Q�K�Z�
4E�¥�K�S
°�m
›�?�}�”�µ�É�¢�Þ�î�»�†
°�m�M�•�S�u�_
�”�É�Û�–�”�å�«�†0¿���K�r�M�� ���”�µ�É�¢�Þ�î�»�>�|�g�”�µ�É�¹�î�º�†�²�˜�å�ß�î�»�M�•�S�u�b0¿
���� >&P.29-18>' �>�|�g ���”�µ�É�¢�Þ�î�»�>�|�g�”�µ�É�¹�î�º�†�²�˜�å�ß�î�»�M�•�S�u�b�§�î�Â0¿
���� >&P.29-22>' �†�g!·�K�Z�C�T�I�8��

• �G�G�[�
�”�µ�É�¢�Þ�î�»�†�–�å�«�º�î�Ý�M�•���œ�c�
 �� AsyncOS �b�”�µ�É�¢�Þ�î�»�b =
���
>&P.29-15>' �b�m8p�†��/œ�K�r�M��

• �¡�Û�«�±�ì�I�€�S�©�«�¸�Ò�b�”�µ�É�¢�Þ�î�»�†�–�å�«�º�î�Ý�M�•���œ�c�
 ���¡�Û�«�±
Æ�b�Ð�©�å�b
�”�µ�É�¢�Þ�î�»�� >&P.35-13>' �†�g!·�K�Z�C�T�I�8��

• �”�µ�É�¢�Þ�î�»�†�²�˜�å�ß�î�»�M�•�T�E�b���œ�
�–�å�«�º�î�Ý�b =
��@�ö�¢�M�•�r�[�b�S�f�²�ó�c
�6�~�r�O�‡��

�m8p 

�«�¸�µ�É 1 [ �©�«�¸�Ò'ö#.>& System Administration>' ] > [ �©�«�¸�Ò  �”�µ�É�¢�Þ�î�»>& System Upgrade>' ] �†4E�¥�K
�r�M��

�«�¸�µ�É 2 [ �”�µ�É�¢�Þ�î�»  �œ�É�©�Ù�å>&Upgrade Options>' ] �†�¡�Ü�µ�¡�K�r�M��

�«�¸�µ�É 3 ���b�œ�É�©�Ù�å�†4E�¥�K�r�M��

% $× �ï�8
Æ��  

1 �G�b�ï�8�[�”�µ�É�¢�Þ�î�»�b
�²�˜�å�ß�î�»�\�–�å�«�º�î�Ý�†
��/œ�M�•  

[ �²�˜�å�ß�î�»�K�Z�–�å�«�º�î�Ý>& Download and Install>' ] �†�¡
�Ü�µ�¡�K�r�M��

�M�[�_�–�å�«�º�î�Û�†�²�˜�å�ß�î�»�K�S�G�\�@�6�•���œ�
�¤�Ñ�b�²
�˜�å�ß�î�»�†�V�i�A�M�•�|�:�Ó�u�}�€�r�M��

�”�µ�É�¢�Þ�î�»  �–�å�«�º�î�Û
�†�²�˜�å�ß�î�»�K�r�M��

[ �²�˜�å�ß�î�»�b�s>& Download only>' ] �†�¡�Ü�µ�¡�K�r�M��

�M�[�_�–�å�«�º�î�Û�†�²�˜�å�ß�î�»�K�S�G�\�@�6�•���œ�
�¤�Ñ�b�²
�˜�å�ß�î�»�†�V�i�A�M�•�|�:�Ó�u�}�€�r�M��
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