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BHFE-FERE | Bk 15

avw R 7740 . BLRT 4 Please choose an IP interface for this Listener.

7 N Y OAH EEICR RTINS 2

VB a—F2DH ], sethostname 3'?‘/1\6?7’7’?47"/%0)%%%%&715
AaBbCc123 LET,

:L*"H’Aj] (@@L@ AL a—H mail3.example.com> commit

L LA Please enter some comments describing your changes:

AaBbCcl23 Hjjj k )d‘tt é Z"bé R [1> Changed the system hostname
AaBbCcl23 ~v=aTIIDH ARV HLWEER [ Quickstart Guidel]Z#= 2L T 720,

RMFE WS DM, A~ R T
A U BEE(FEBEO L FTOE I = #h ) B o
2 5NBEL). TTIAT U AXREANT Yy FERET LD A
B —T 2 A A% —RIZEIRTELLER DV F T,

Before you begin, please reset your password to a
new value.

0ld password: ironport

New password: your_new_password

Retype new password: Your_new_password
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PR— b Z2ZTDINE RO FEEZHEHL TEI W,

U.S.: Call 1 (408) 526-7209 or Toll-free 1 (800) 553-2447
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CUOAY D VITFPLUVRAALFR

WOREFEHTDHE HHOCLI o~ K& RO, FOME 3 & C-Series, X-Series.
M-Series D& 7T v 8 7 4 — A THITHRENE 9 D EMHRTE £7,

o CLIa~y R (fEENAELL D) (12 X—)
o CLI 2~y K (MEEMNLERL D) (1-7 <X—)
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F1E CUHIAYI UIFPLYRAHAAF |

B cuav R @EEAFELLD)

CLIaZ Y K (EENTELZDD)

ETEIEEGE TS b

CLavUR EL 724 —4
antispamstatus Anti-Spam A7 — X A& FKR~L £7, C-Series, X-Series
antispamupdate ANRNERTFEHTEHRL 9, C-Series, X-Series
antivirusstatus Anti-Virus A7 — ¥ A% FRxL 7, C-Series, X-Series
antivirusupdate TANAERZYTFEITELSL £1, C-Series, X-Series
archivemessage Fa—HNOEWAYyE—2T7T—hH A7 L F9, C-Series, X-Series
bouncerecipients Fa—nbAvE—UE2RNT AL F9, C-Series, X-Series,

M-Series

clearchanges ¥7zi%
clear

EEE27VT7TLET,

C-Series, X-Series,
M-Series

commit

EHRZMEL 7,

C-Series, X-Series,
M-Series

commitdetail

R OMEEIZBT DREME AR L £,

C-Series. X-Series

contentscannerstatus

a T AxyF N= g UFEREERL £,

C-Series. X-Series

contentscannerudpate

ATV ARy F 2V COFEEFEERL 1,

C-Series, X-Series

date HEOHRFEZEXRRL T C-Series. X-Series.
M-Series
deleterecipients Fa—nbAvE—UR2HIBRL 9, C-Series, X-Series,
M-Series
delivernow A=A Y 2 — LR RIEREHICEREL =7, C-Series, X-Series,
M-Series
diagnostic RAIDT 4 A7 . 3y b U —7 F ¥ v 2 BELUSMTP ##: |C-Series. X-Series.
EF v/ L EFT. Ay MU —7 Frvi a2k )T LET, M-Series
dig DNS H—NETCLa—R&ELy 777 LET C-Series. X-Series
displayalerts TTITAT UV ANLEEINTZHRED n @OT 7 — b 2F /R |C-Series, X-Series.
LET M-Series
dlprollback z—/)L N 7 RSADLP =¥ C-Series, X-Series
dlpstatus RSADLP = v DR — g R C-Series, X-Series
dlpupdate B RSADLP = > C-Series, X-Series
dnsflush DNS ¥ ¥ v ahbt_XToOo= NI 22707 L E9, C-Series, X-Series.
M-Series
dnslisttest DNS X—ZD Y Ak —E AD DNS /L 77 v 7 %7 Ak |C-Series, X-Series
LET,
dnsstatus DNS #atiE#H A2 F L £97, C-Series, X-Series,
M-Series
ecstatus SFIAEZ TG T ADIHEHTIBE 7 T AT F dDX— g |C-Series
CERERL £
ecupdate FEAEAZTSGTH2OICEHNT ARG 747 N EEH L | C-Series

E3xh
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| #1%E CUILYOI YIFLURAALF

CUawy R (EEsFELLn) N

emdiagnostic ESA @ RSA EM O Z Wy — L C-Series, X-Series,
M-Series
encryptionstatus PXEx VU ERAALY o BT 77 A)LD/R—T g3 |C-Series., X-Series
FRRALET,
encryptionupdate PXE T VU DOEHZERL £9, C-Series, X-Series
featurekey VAT ISR —AEEL £9, C-Series, X-Series.
M-Series
findevent A=) al Ty ANDARy NERRBEL FT C-Series, X-Series,
M-Series
graymailstatus BEFED T L A4 A—)L — )L OFEMEF R L £9 C-Series. X-Series
graymailupdate FETT VLA AN A— L EFEHLET C-Series, X-Series
grep 0y 77 AVHADOTFANERKEL ET, C-Series. X-Series.
M-Series
healthcheck EA—NE®XaUT 4 TTFI53AT L ADOWELHEL £ |C-Series. X-Series
help ¥7zit h %7zid 2 ~)L7 C-Series, X-Series,
M-Series
hostrate BEDODKRANDODT V7T 4T 4 EF=F L £7, C-Series, X-Series.
M-Series
hoststatus BEDRANLDAT —Z ZAETEL 9, C-Series, X-Series.
M-Series
last VAT ACERER S A L ra—YEFR Rl 9, C-Series., X-Series.
M-Series
ldapflush Fyr v aINTWD LDAP DEREZ7 T v 2L ET, C-Series, X-Series
ldaptest 1 OO LDAP 7=V — 7T AN EFEITLET, C-Series, X-Series
loadlicense WEET S IAT VAT, A2 — R LET TRCORBT TS I7A47
A
mailconfig HEOREEBE T A =N TR RIZEEL 9, C-Series. X-Series,
M-Series
nslookup F— =N NEbEET, C-Series, X-Series,
M-Series
netstat Iy NU— I V—T 4 T—T L BIRERY C-Series, X-Series,
=0 A ¥ —T = A AEEHERERRL 7, M-Series
outbreakflush Fr v aEINTWAEREL—LEZ 7 UTLET, C-Series, X-Series
outbreakstatus BEOT N TV A7 V—VEFRLET, C-Series, X-Series
outbreakupdate T ANAEGeT 4V EZ JL—)LEEHL £, C-Series, X-Series
oldmessage Fa—HNOEFWRAYE—VDY A RNEZFRRL 9, C-Series, X-Series
packetcapture Fy MU =R TEZE SN Ty M &EFS L THRZRL |C-Series, X-Series,
F9, M-Series
password ¥72iX passwd |NAU—RAZEHT 3 C-Series. X-Series.
M-Series
ping Fv hU—27 RAMIxL T ping #FEITL ET, C-Series, X-Series,
M-Series
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B1E

CLUOAY I YIPLYRAHAALF |

B cuav R @EEAFELLD)

pingé IPV6 i3 2% %y bV —2 KA NI ping #FfTL £7  |C-Series, X-Series,
M-Series

quit F72iE @ EliX exic (KT L E9, C-Series, X-Series,
M-Series

rate A=V DANV—T vy =X L ET, C-Series. X-Series.
M-Series

reboot yx%b%ﬁ@éﬁbi—fo

C-Series, X-Series.
M-Series

redirectrecipients

TRTCDOAYy =V ZJDOY L —RAMNIVZX AL 7ML
£

C-Series, X-Series

removemessage TWKREEDOA Yy =2 F 22— O HIBRL 97, C-Series, X-Series

repengstatus LB a7 —vay 2oy ronN—a EREZTERL £9 |C-Series, X-Series.
M-Series

resetconfig THHMEREOT 7 3V REICEL £, C-Series, X-Series.
M-Series

resetcounters AT LANOTRCOIT X E By ML FET, C-Series, X-Series,
M-Series

resume ZEEREZHERL £, C-Series, X-Series,
M-Series

resumedel EfEZBEL £1, C-Series, X-Series,
M-Series

resumelistener ZEaHL 7, C-Series., X-Series,
M-Series

revert RTOY YV —RIZREL £ C-Series, X-Series,
M-Series

rollovernow uns 7y AVEa—)L F——1L F7, C-Series, X-Series,
M-Series

saveconfig REET 4 AT ITIREL 77, C-Series, X-Series,
M-Series

sbstatus SenderBase 7 = — D AT — X A% FKR L £7, C-Series, X-Series

settime VAT A oy 7 EFHTREL £9, C-Series, X-Series.
M-Series

showmessage Fa2—HNOHFWREEOA Y E—2FK R 7, C-Series. X-Series

showconfig TRCOREMERRRL 7, C-Series, X-Series,
M-Series

showlicense WRT T Z AT ADT A AFREFZRL T TRCORBT S T7A47T
A

showrecipients X a—ND Ay =T %Z(EH KA NI ETZIT Envelope C-Series. X-Series

From 7 R U ABNZCERT EN . TRXTDO Ay -V EFRKRL
*7,

shutdown AT AEY Yy NE UL TCEEAZYY £97, C-Series, X-Series,
M-Series

slblconfig =T VAN Tyl ) ANOREMEREL T C-Series, X-Series
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| #1%E CUILYOI YIFLURAALF

CLUIRYF (EENTELDLD)

status AT I AT —H A (System status) C-Series, X-Series,
M-Series
supportrequest CiscoTAC IZA v E—VZEFELET C-Series, X-Series,

M-Series

supportrequeststatus

PR—=FEROF =TV —FOARN—=T g UEHRER AL ET

C-Series, X-Series,
M-Series

supportrequestupdate

PR=—PEROF—U —FOFEEFLZZRL £

C-Series, X-Series.
M-Series

suspend ZELEREEZTWL 7, C-Series, X-Series,
M-Series
suspenddel BUEZ L £9, C-Series, X-Series,
M-Series
suspendlistener ZAEZ AL £, C-Series, X-Series,
M-Series
systemsetup HHPIDY AT LR TE, C-Series, X-Series
tail oy 77 AINVOREES E kG E SR L £ C-Series. X-Series.
M-Series
techsupport CiscoTAC WY AT LT 7 BATELHLHICLET C-Series, X-Series,
M-Series
telnet UE—h R MIESGEL 3, C-Series, X-Series.
M-Series
tlsverify JE—k =AM 53 TLS B3k & #ES2 L \TLS £ | C-Series, X-Series
MEET Ny 7L ET,
tophosts Fa—DV A XDNEIZ EATOFRA N ZBHRRL F9, C-Series. X-Series,
M-Series
topin HREHOBDIAIZ EALOFRA N 2FKRL 7, C-Series. X-Series.
M-Series
trace SATFARBIRTAAYE—VDO T a—% B L £, C-Series, X-Series,
M-Series
traceroute JEe—h RAM~DFXy PU—7 L—FE2FRLET, C-Series, X-Series,
M-Series
traceroute6 IPV6 i3 A5V E—F FAM~DFRy b T —7 JL— % |C-Series, X-Series,
FERLET, M-Series
tzupdate BADS— —)VEEHL 7, C-Series, X-Series,
M-Series
updatenow TRTCOa U R—3x NEFEHL £, C-Series, X-Series,
M-Series
upgrade Ty T T —RE&EAA L AM—LL FT, C-Series, X-Series,
M-Series
version VAT ADONR—V g UNEHRERRIL ET, C-Series, X-Series.
M-Series
wipedata FTAARITDAT T ANEEEL KEOaTH L 7TEED |C-Series, X-Series.

AT —H AR L T

M-Series

VRADEA—=NL EFaYT 4 FFS54F7RAIT Async0S9.7CLI ) I 7LV R HAF W



F1E CUHIAYI UIFPLYRAHAAF |
B cuav R @EEAFELLD)

webcacheflush URL 7 4 VX U U THSRECE I SND % v v 2% 7T > |C-Series, X-Series,
valFET M-Series
websecuritydiagnostics |URL 7 4 /L% U U 7 OZMKEEREZFERL £ C-Series. X-Series,
M-Series
who a7 Ao a—FnY AN EFRRLET, C-Series. X-Series.
M-Series
whoami BHEO2—YID #FERL £7, C-Series, X-Series.
M-Series
workqueue E¥EX 22— D —WEIEAT — X A2 FRBIOLEFE L £9, |C-Series,X-Series
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CLIav Y~ (EENDELZTDLD)

CUa< F

EiEA

RTEIGEGE TS Y k

7+ —AL4

addressconfig

VAT ANTHERTAHA—LD From: 7 RV AZREL FT,

C-Series, X-Series.
M-Series

addresslistconfig

TRLVAVUARNEERTEL E7,

C-Series. X-Series

adminaccessconfig

FZy NT—=2 T I78A VAN ERAF— 0l (L Z2HTEL
£7,

C-Series. X-Series

aggregatorconfig RARADT T IV —F $—R"OT R L RAEZHELET C-Series. X-Series
alertconfig B A—N T I7—MERELET, C-Series, X-Series,
M-Series
aliasconfig B AN A VT AEHFEEL F3, C-Series, X-Series
altsrchost Virtual Gateway™ O~ v B2 7 23R EL £ C-Series, X-Series
ampconfig BERL 2T HEEZRELET (T 7 ANV L E 2T — C-Series, X-Series,
va B LT M-Series
antispamconfig Anti-Spam RV v —%FHEL £7°, C-Series, X-Series
antivirusconfig Anti-Virus KU > —Z2REL £9°, C-Series, X-Series
bounceconfig Ry ZOEEZRTEL £, C-Series, X-Series,
M-Series
bvconfig FIEA—NDOX —RTEMWEEREL B2 NT o ZAOMPET; |C-Series, X-Series
EERELET,
callaheadconfig SMTP =2 — 7T~y K a7y A zBN fmE, £7213H] |C-Series, X-Series,
ML ¥4 M-Series
certconfig X2 VT 4 OFEAFELF—EZREL £7, C-Series, X-Series.
M-Series
clusterconfig 7T AL BAEORREE FITL ET, C-Series, X-Series
deliveryconfig A—EEEREL £, C-Series, X-Series
destconfig [E{E %= > b 1 —/1 (Destination Controls)] 7 —>7 /L M4~ | C-Series. X-Series
varERELET,
dictionaryconfig ayFUY F a0 a U ERREL FT, C-Series, X-Series,
M-Series
diskquotaconfig TAATDORBEEHFELET C-Series, X-Series,
M-Series
dmarcconfig DMARC O EEZFE L £7 C-Series, X-Series
dnsconfig DNS Dt b7 v 7 a2HFHEL £, C-Series, X-Series
dnshostprefs IPv4/IPv6 DNS # 3 E L ¥4 C-Series, X-Series,
M-Series
dnslistconfig DNS U Ak —E 2ADOYR—hFZHREL 7, C-Series, X-Series
domainkeysconfig DomainKeys D% R — N ZFZEL £7°, C-Series, X-Series
ecconfig FEAEAZIRG T 20IENT 5887 747 0 &R EL | C-Series, X-Series,

E3A

M-Series
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emconfig RSA Enterprise Manager O A#EHMEZ G EL £7, C-Series, X-Series
encryptionconfig B A= EEREL £75 C-Series, X-Series
etherconfig A=Yy NOBREMEEZEL 7, C-Series, X-Series,
M-Series
exceptionconfig RAALPIGSNT—TVEREL T, C-Series, X-Series
featurekeyconfig HEEX—%2A8WIcTF oy 7 L . BHLET, C-Series. X-Series.
M-Series
filters Aye—VHEA T g EREL £, C-Series., X-Series
generalconfig T I UWRERE ORI EEITOET C-Series, X-Series,
M-Series
graymailconfig T A A= VO &L ZRREEE IO v — 3L E S | C-Series, X-Series
B
RELET
healthconfig TFIAT LV ADSFEFIERBERMENRT A—2DL ZVMH |C-Series. X-Series.

EREL £T

M-Series

imageanalysisconfig

IronPort 4 A—Y S OBREMEREL £

e
e

C-Series, X-Series.
M-Series

incomingrelayconfig

EEIVL—Z2REL 7,

C-Series. X-Series

interfaceconfig A—YV XY FIPTRLRAZREL £7°, C-Series, X-Series,
M-Series
ldapconfig LDAP Y —R_ZZHEL £9°, C-Series, X-Series
listenerconfig A=) JRAF—HREL £, C-Series, X-Series
loadconfig RET 7 A NVEr—RLET, C-Series, X-Series,
M-Series
localeconfig Srb e DR EEZREL £, C-Series, X-Series
logconfig 0J 77 ANNDT I RERTEL £9, C-Series, X-Series.
M-Series
ntpconfig NTP # A L b —R_ZREL T7, C-Series, X-Series,
M-Series
outbreakconfig YT 4 V2 HREL 17, C-Series, X-Series
policyconfig SEFEMNEFITIEEER—RAORY > —5REL 1, C-Series, X-Series

quarantineconfig

VAT LADOIREBEEREL £,

C-Series, X-Series

reportingconfig VIR—=T 4 T OREBEZHFEL £7, C-Series, X-Series,
M-Series
rollbackconfig DRHCfEE SR ED 1 Dlize—nA RNy 7 L ET C-Series, X-Series.
M-Series
routeconfig IPL—T 47 T—TNERELET, C-Series. X-Series.
M-Series
scanconfig W77 An0AXy L R —%FTEL £7, C-Series, X-Series
senderbaseconfig SenderBase D#fiax EE A 7% E L £ C-Series, X-Series
setgateway TIHANE = Tz (V=) ZFEL E7, C-Series, X-Series,

M-Series
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F (EESBELZLD)

sethostname VU DARIEREL T, C-Series, X-Series,
M-Series
settz O—H HAAL Y= ERELET, C-Series, X-Series,
M-Series
sievechar RFC 3598 |[ZHLE STV % Sieve 1 A—/L 7 4 /L Z U |C-Series, X-Series
T DXL T HRELET,
smimeconfig S/MIME OHEREZ X E L £7 C-Series, X-Series,
M-Series
smtpauthconfig SMTP Auto 7’0 7 7 A )V ZHEL £7, C-Series, X-Series
smtproutes KR N A A VERIEZREL £9°, C-Series, X-Series,
M-Series
snmpconfig SNMP D& E C-Series, X-Series,
M-Series
sshconfig SSH ¥ —%##FEL £, C-Series, X-Series,
M-Series
sslconfig SSL O EE AR EL £77, C-Series, X-Series,
M-Series
sslv3config SSLv3 O & $b/ 4L C-Series, X-Series,
M-Series
stripheaders HIfgd 5 Ay b—U N X —%REL £7, C-Series, X-Series
tcpservices Tt AL TP TWAE T 7 AIVICET A FERALFR C-Series, X-Series.
L ET M-Series
textconfig TEAN VY —REZHREL 7, C-Series, X-Series
trackingconfig Ko yx U VAT LAERELET C-Series, X-Series.
M-Series
unsubscribe Ja—NUEMEEIEY) A NEEHFL £, C-Series, X-Series,
M-Series
updateconfig VAT ARG A—FEFRELET, C-Series, X-Series
LDAP VATAT T =R RT A= e EL T (FELES
ni-a<R)
urllistconfig BRI URL ORI A FNY A NEHRELET C-Series, X-Series,
M-Series
userconfig I—H ThHT N EAEOFEEEY — A~OFE A E L C-Series, X-Series,

i‘a—o

M-Series

websecurityadvancedconfig

URL 74V EZ Y T OFFMBREEZHFEL £T

C-Series, X-Series,
M-Series

websecurityconfig

URL 7 A A5 ) 2 7 D7 u— VR REL £

C-Series, X-Series.
M-Series
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CHAPTER 2

CLI D

ZOET KROBETHRSINLTWVET,
o ORI AL A H =T 2 A A(CLI) ~DT 7 A (2-1 =)

o NyF avr R (2-6X—)

DESA AV E—T T ARCIADT VLR

av U RIAy A —T = A RIZIE SSH £721F Telnet DV —E AN A R —T7 JVITFHE S 4L
TWABIP AV X —7 x A ATSSH £7213 Telnet fR . F/21Z V7V R —F TR I 2 b —
vav Y7 Ny =T EERLTT 7 EATEET, LHHMREOT 7 4L N TILUEBAR— NI
SSH B L QO Telnet NHEESINTWVWET, INHEOHY—ER%E2T =T MIZTHIZiF
interfaceconfig A <% N %f{iﬂq L/i'j‘

CLI~NDT BRI T T I7AT U A0y b7 v ZRHICGRIR L 2 EEEH i c k- TERZY
FI, LHHMEEOT 7 40 b 2—HF LB LR AT —R 2RISR L £77, %#i%, admin = —

YT AT RNETNCLIICTY 7 EATEEd admin 7 WV b ESHLTCa~vr Ry 42
H—T 2 A AZHET 7 BALZ) ZT.8FX iiﬁﬁ_ﬂ/“\ﬂ/@ﬂﬂ@J_ﬁ%’fﬁﬁﬂ“(% E3cn

System Setup Wizard C.admin 7 47 7 > h OD/RAT — R 2 A F 45 X 5 BRI F£9,admin 7

HT R DINAT — KN [L, password I ¥ FEFEHL CABEOR NS CTEREFERTETAZLEL T
=FET,

A—H Xy FESLTERT 2561, LHHEREOT 7 405 IP 7 R L A0 192.168.42.42 %
EFALTCSSHEy Y a vt Telnet Ty > a 2B LET.SSHIZ.AN—F 22 245
IroleRESN T E T Telnet [T, R—h 23 2T LI ICRESNTOET, FitD 21—
P LENRAT—R 2 AL E£T,

/JTWEM% LfﬁmféﬁAi/*ﬂkhu:y€;~&®vu7w7~7wﬁ%ﬁé
NTWBHBER—FEMFEAL CEEE Yy > a r&2BEL 9, 535/MI22VCTidk, ISetup and
Installationjmﬁ%ifﬂﬁbf TPEEW, FiROa—YPZ L RATU—R 2 AL F9,

TROZ—FLBLIONNRT—-REANLTT I IA4T7 Rl A4 LET,

THBHEROT I+ A—FLR E/NRRXT—F
. :L-—‘H‘Z, :admin

e /XAYU—NK :ironport
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WM o< FSAYAV8—TARCNADT HER

WIHZ R L £,
login: admin

password: ironport

AR FA A 23— 2 4 ADRCE

Z Z TlE.AsyncOS CLI Db — /L35 L ORIEICHOWTHII L 9,

avyk 7ay 7k

K ENOa< R o MIUBEEMA A NI TRRD )R E A= 1 DTH
S ET RICHERL 9,

mail3.example.com>

TFIAT L ANERERREA L7 FAZ DO e L TREISNTVWAES . CLIOY
a7 AR ELos THREDE—RZRLET KICHZRL £,

(Cluster Americas) >

ER it

(Machine los_angeles.example.com) >

FEARIZOWTCIX, 2 —Y A K Ol Centralized Management | # & L T 7230,

avr REFETTDHECLIICE Y 22— DANNERINET CLI N 2—HF DA ZF% L
TWAEAIT. a~r R a7 e LT Ay a(n) THENEZT 7 40 N ASMEDOHIZK
RO G REEBRRRINET . T 7NV IDAIMER 2 WEE . a~v K a7 solyal
22T,

wIZhl L £,

Please create a fully-qualified hostname for this Gateway
(Ex: "mail3.example.com") :
[] > mail3.example.com

FIFINVINBRERHAEEIT. 2~ a7 hohy abic BENERINFET,RIC
BlERL £,

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[11>
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ATV FDEX

R A b

ARV ESAY 42 8—Tz AR C)ADT X W

T ANV IEREPERENLHEIT Return Z AT 2L T 74V MEZ AN LIZZ L1272 D
ij‘o

Ethernet interface:
1. Data 1

2. Data 2

3. Management

[1]1> (type Return)

AET7 7T 47 F— RN TEMEFTOES .CLI 2 v FHEUT EAAR—2250T 515
WNIA=ZHIRELRVE—a <~ N ORI ET RICHZRL £7,

mail3.example.com> systemsetup

ANTELBEBOBIREDRHL5EG. A~ R TIFESMHEV AN EMEML T, 7 v
7 CTERRT F AL ET,

/I N = I

Log level:
1. Error

2. Warning

3. Information
4. Debug

5. Trace

[

Yes/No 7 L) —

HJavo R

~

yes £721d no DA T a U3 LA VEMIZT 7 4V ME (B > aNFER) 2T TRRS N
FI.v.NYes, F70lT N0 TIRETE ET, KXFL/NXLFOXFNEH Y £ A,

wIZhl L £,

Do you want to enable FTP on this interface? [Y]> n

aw RN L-o I T a~r REERAT856086 0 £9, %7 2~ NiZid. New. epIT, B
J O pELETE R E DME R H Y £, ep17 B L W pELETE DHEREDHZE . 2 b Da<w o R, v &
TOLTTTICHREINTWALa—RFDU R 24l £,
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WM o< FSAYAV8—TARCNADT HER

Y/ QN = I

mail3.example.com> interfaceconfig

Currently configured interfaces:
1. Management (192.168.42.42/24: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

VT a<w s RAMNL ALYy a<w RIZEDIZIX. 2207 a7 T Enter F£721% Return 2 A )
LET,
IRy—F

PTav s RNTVOTH Curl+C F—AR—F Y a—h vy hEFEHAL T, 9 <1k EALo CLI
WCRHDZEMTEET,

&

CLIIZ. By v a s PICANTEZIRCOa~vr NOEREREREFL . oA Lz~ R
DETVRAIE2A 70— LT3, F—A—FDOTBIVN| OKHX—Z2 450 Ctrl+P
X — L Cul+N F—Z2HAHEbE THEHAL £9,

mail3.example.com> (type the Up arrow key)

mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)

m VN NY =L

av VR IA A E—T 2 A AT, a2 RO@EEZYR—FLET . HDHa~2 FOEIEK
WEEANDLTTab *—%2 ANT5E CLIICE > T—EDavwr FORA N U I RfieEnE
T AN LTEXFPNERO a2~ NIZEYT 556 .CLIZEDOEY M &2 I LIV AR T,
Wizl zE R L F9,

mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, settz

mail3.example.com> seth (typing the Tab again completes the entry with
sethostname)

CLI BB LI OT 7 A /L O 5EHERE ClX Enter £721X Return Z A1 L Ca < K & iE#Ei4 5
PVERH D 9,
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REDEE

2TFvFT1
&
ATy 3

G

ARV ESAY 42 8—Tz AR C)ADT X W

B A=V OEFEOELIT S Z & REXLERETEET,
REEFII RO EITH) FTITAENTR Y A,

a< R a7 b T comit IV N ERITL 9,
commit T < N (T giﬁ]\j}{ %*Eﬁiﬂbij_
CLI T commit %ﬁ@ﬁﬁ; fZX TE& D i—gﬁ

TEEISN TR WVWERTEICH T HEFIIFHEIINET N, commit I~ RBETIND FETITA
N FH A,

—H DT Nid comnit A FEZETLRS THOAENIRY T . 2L L AT DATNITHE
EETIMENHD I~ ROBMBEICOWTUIFEIEICLIZ A7 VI 7L A BTAR | %
ZHL TLIEEN,

CLIty Y a DR T . VATLADY Yy MU B, EE £720% clear 2~ K D3F{T
WED BESHTWARWEFEIZZ Y 7 a1,

RACLUaTUR

ORIV ary TR EROMEEZIZIZ VT ~NT~DT 7 A BLRa~r RIA42 A
VAT 2 A ADKTIMEATHa~v RIZHOWTEBHL £9°,

REXEDRETE

GE)

TTTAT v ACKHTHERTCETDHEIFICIE commit I~ RNEETT RELFEDL LT
commit AU REANTDHETHENI Y FHA, (BEENEEENT HT20DIT comnit 2=
VREERTOLER VWA R DB Y £ commit T ¥ Fid commit 2 v 2 N E721X
clear 2 ¥ R NEFZICHITIN T BITONTZEEEL T u%ﬁﬁéﬂi—g« T AR ELTHRK
255 L EMEACEET EFNFII LA LAY T LICHEREZZ TS £ T HEE SRz
HbOELELTHROONERA,

commit I~ FDHEDa A D ANJIIEETT,

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP address

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

EHEEZEFICHET ST iWLU®:7/F7D/7bcﬁofwé%gﬁﬁbihﬂvy
K ITAVEBD 1> EDOL VBB DIC1E. 2207 17 kT Return Z AL £,
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NyFavo KR

REEEDI)T

clear 2 <2 Rid.commit F721% clear I~ R D BICEITIN-LIEICREIZR L TITHOH
FERET XTI TLET,

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> ¥

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>

AR SA A=A Ay ar DT

quit AY U R EFETTAHRE CLIT AUy —arnbulZ 7o s LETHESNTWARWVER
EEEIZZ7 V7 ENFT  quit 2~ RITEFA—VEBEITEER L XA 077U Mia s
T 7 ANVICREERI N E T (exit D AT quit DA ERLT T,

mail3.example.com> quit

Configuration changes entered but not committed.Exiting will lose
changes.

Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> ¥

ATV RSAV AV B—T T A RATDOANILTDRE

help A< REZE(TTH L FHAFRRERTXTOCLIa~<Yy RREREN. Ko~ KO
FHASZHETE T help A7 RIZ. a2 F Fuar7 KT help EANTEIN REEFG) % 1
DOABNL TEITTEET,

mail3.example.com> help

INYTF aATUR

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R

AsyncOS (Z v F a~< U FEXEZ IR —F L TnE7D, 8O CLI 2~ K A2H L WE 4T
CLIBAXCEITTEEST , COBKEHHAT DL X AT DFEITITHNERANZHITE, L <17
IREHX AV HHHICHEIMETE ET Ny F a~w 2 RTIE.SSHZ 947 M 2FEHAL Ca<
VREVE—FTETTAHILELTEET  ZNICLY . CLIZ~Y FOAZ VT N EERL.ZE
N&E—FEICEEOT 7S5 ATV ATETTAHI L BT 9,
TRTOa~<vRBNRNFERIZETITIHD FEAR . TRXTONNYTF aw ML FEANyTF a
~V R ELTHEITTEET,

NRyF a<wr FOBI MEHAT2a~v0 RIckoTRAY I BT a~r RO ToHF
FZOWTIR B3I T av o R 2B DY T2 CLLOFIZZBL T EEW,




| £2F CUOWME

nyFawor N

Ny F a2 Ffl

RO TIX 1EEH 7 V—7"® REDLIST MER S L E T, & 512, %D REDLIST 2348 U & —
THROTTLED (ZBH# {115 & 41, 255 & [possible_spammer.com | 3 E{FH 7 L — 71BN SV E T,

DT Vv a v CLI TEITTILIHS:

example.com> listenerconfig

Currently configured listeners:
1. IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public

2. OutgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> IncomingMail

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.
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[1> HOSTACCESS
There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> NEW

1. New Sender Group
2. New Policy

[1]1> 1

Enter a name for this sender group. (optional)
[]> REDLIST
Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.

IP address ranges such as 10.1.1.10-20 are allowed.IP subnets such as
10.2.3. are allowed.

Hostnames such as crm.example.com are allowed.
Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SB0:12345 are allowed.
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Remote blacklist queries such as dnslist[query.blacklist.example] are
allowed.

Separate multiple hosts with commas
[1> possible_spammer.com

Select a behavior for this entry.

1. Accept
2. Relay
3. Reject

4. TCP Refuse

5. Continue

6. Policy: ACCEPTED
7. Policy: BLOCKED
8. Policy: THROTTLED
9. Policy: TRUSTED

[1]> 8

Enter a comment for this sender group.

[1>

There are currently 4 policies defined.

There are currently 6 sender groups.

FLCT 7y ar%CLI NNy F a<w N CEITTHEE:

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible_spammer.com Policy: “THROTTLED”

VRADEA—=NL EFaYT 4 FFS54F7RAIT Async0S9.7CLI ) I 7LV R HAF W



E2E CLOEE |

W SyFavoF

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R



CHAPTER 3
aAvYk SEH

ZOBEF KOETHERLINTWET,

o HER~NAT = TRIHEN(3-2 =)

e Anti-Spam (3-7 X—3)

o T LA A= NDORMERRIRBUEE L (3-13 X—)
o TUFTANA(3-16 2—)

o IR TALDE(3-19 =)

e ILT 44X al—ial T ANDEHRB2 )
o T AZDE(3-27 ~—)

o T—HHKRDOBIL(3-29 =)

e S/MIME X% =2V 7 1 #—E Z(3-33 X—2)

o RAAY F—(3-36 %—Y)

e DMARC F#iik (3-48 ~~—2)

e DNS(3-53 X—)

o PRIIREI/NTTINY 2 —T 47 (3-62 X—)
o ILT U AF ¥ (3-121 =)

e LDAP(3-122 ~X—7)

o A—NURUEOBREIE=HY T (3-130 —)

o Xy MNU—FUITREIFY NT—27 V=)L (3-167 =X—)
o TUNITL AT 7 4K (3-189 X—)

o ANV T —DFEN(3-192 ~—)

e BX LT LT T — (3230 X—)

o LAR—1(3-247 _X—V)

e SenderBase (3-251 ~X—3)

o SMTP H—t Z D% IE (3-252 ~<—)

o VAT ADEY T v/ (3285 X—)

e URL 7 4 /W& U7 (3-280 =—7)

o I —HDOEFH(3-294 X—)

o AT FF AT v ADEH(3-299 ~2—3)
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') X b DEREAF

2Ty F1
AFyvT2
ATy 3

S R EEHIIE 1 OB LM RFIA RS LTV ET, TS OB L T o~ K
RSV TORB DD 0 E T,

FOa<wrRNIE T I7A4T7 A LT commit A~ REFEITL CTHEET HALENL D0 E 9D,
ZDavy NEREDE—R (VTR EZ TN—T Elid~ ) TORFEITARED
DA< RanNy FERTETTE D0,

£ EP%?E;)%i%H} IZ DWW TIE, [ User Guide for AsyncOS for Cisco Email Security Appliances]% 2 &
LTLEEW,

Ny FIEROFEAMZ OV T ICLI O E | (1 X—V) 2SR L TS0,

BELZTILY x THE

ampconfig

ER7AE

]

T AN VL aT—Yay T4 NE YT LT 7 A L5 Cisco TAC DOFgiE R L CEEMA 7
VarvEERLBENWTLLES N,

FEE: Z D~ KiZlcommit] 2SS T,
JSRABER. —Dav L NI . TR_RTO~YY Y =R (VT2 Z TV—7 <~ ) THHT
*7,

NRyF a<wrR:20a~vr RNy FEXREZYVR—F L TWOET IOV Tid help
ampconfig A<V REZANL T AV T Ay ~LVTHBSHL T EEN,

o 77 AN VEaT—ar T ANSHTOFEE(3-3 2—)

o NIV T ITTRDT 7 AN —NEHHTDHEZODE A=V X2 0T 4 T
TAT v ADBIE (3-4 =)

o (RTVw T ITTRDT 7 ANSHY—_RDOI)T ST AT A T I—TDRIE (3-4 X—)

o IV IADT s ANGH Y —NEHEHTHZDDE A=V X2 U T 40 TT7I7A4T
ADFE (3-5 =)

e T—HNL 77 ANDLE 2T —ary FroviranZ T (3-62—)
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mail.example.com> ampconfig

File Reputation: Disabled

Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.

[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>

Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

File Reputation: Enabled
File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1>
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NTVY D 9SHORDIT7ANSHY—NEERTI=HDEA—IL X)) T4 TF7F
SATURADHRTE

File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1> advanced

Enter cloud query timeout?
[15]>

Enter cloud domain?
[cloud-domain.com]>

Enter reputation cloud server pool?
[cloud-server-pool.com]>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Choose a file analysis server:

1. AMERICAS (https://americas-fa.com)
2. Private Cloud

[11>

RTVY D IFOFDIT7ANGHY—INOH)VTT AT R TI—TDRFE

MikOT_XCToarTry X2 074 TTI7AT VAT HBNOEEDT 77 47 2 A
OOMTHICEEIND 7 7 ANVIZET 227 70 RNOFEMR 7 7 A VSHTRERPFR RIS X
T DN TR CDT T IAT L RAERET I IAT VA TN —TIEETHUHEND Y
ESrN

FEANZ OV TIE, = —Y I A K ®IFile Reputation Filtering and File Analysis] Z & L T 72 &0,

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[1> setgroup

Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances? [N]> Y
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Do you want this appliance to display detailed analysis reports for files uploaded to the
cloud from other appliances in your organization, and vice-versa? [Y]>

Enter an Analysis Group name.This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA_Reporting

Registration is successful with the group name.This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: FA_Reporting

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.

- CLEARCACHE - Clears the local File Reputation cache.

[1>

TTIAT VAT N—TOREF L. setgrop P 7 a~w L REFHTEEHA T A—T%2M5
DOHEBTERT HHLEND DHE 1T, Cisco TAC IZWEHLEDLLENH Y 37,
vmwmwﬁfﬂvyp%ﬁmbﬁ77§47yxﬁWWf@ﬁ%%%%T%i?o

FAUOTUIRDI7ANSHY—N\EZFERTIEODEA—IL X)) T4 TTS547F

2V ADEERTE

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:
Microsoft Windows / DOS Executable

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1> advanced

Enter cloud query timeout?
[15]>

Enter cloud domain?
[a.immunet.com]>

Enter reputation cloud server pool?
[cloud-sa.amp.sourcefire.com]>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud

[1]1> 2
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Enter file analysis server url?
[1> https://mycloud.example.com

Certificate Authority:

1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI

[1]1>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:
Microsoft Windows / DOS Executable

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1>

A—ALI27A4LDLEaAT—23r vy ladyU7
mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:
Microsoft Windows / DOS Executable

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1> clearcache

Do you want to clear File Reputation Cache? [N]> y

Cache cleared successfully.

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:
Microsoft Windows / DOS Executable

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration) .
- CLEARCACHE - Clears the local File Reputation cache.

[1>
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SITEH KDALY RIZOWTHBAL £,
e antispamconfig

e antispamstatus

¢ antispamupdate

¢ incomingrelayconfig

antispamconfig

EiEA

ER7E

)

Anti-Spam RV > —%FEL £,

FERE: Z D~ FiZlcommit] 2 ETY,

JGREER . ZDav NI, T_TO~Y Yy =R (VT AF TL—F ~ )T
\iTO

NyFaws/RF:ZoavyREnyFRREPR—FL T ERA,

RIZ ., Anti-Spam HERED X EBI 2~ L £7,

mail3.example.com> antispamconfig

Choose the operation you want to perform:

- IRONPORT - Configure IronPort Anti-Spam.

- CLOUDMARK - Configure Cloudmark Service Provider Edition.
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.
[1> ironport

IronPort Anti-Spam scanning: Disabled
Choose the operation you want to perform:
- SETUP - Edit IronPort Anti-Spam settings.

[1> setup

IronPort Anti-Spam scanning: Disabled
Would you like to use IronPort Anti-Spam scanning? [Y]> ¥y

The IronPort Anti-Spam License Agreement 1is displayed (if you have not already accepted
it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

Increasing the following size settings may result in decreased performance.Please consult
documentation for size recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)
[1M]>
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Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)
[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)
[60]>

Would you like to enable regional scanning? [N]>

IronPort Anti-Spam scanning is now enabled on the system.Please note: you must issue the
'policyconfig' command (CLI) or Mail Policies (GUI) to configure

Cisco IronPort scanning behavior for default and custom Incoming and Outgoing Mail
Policies.This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.
[1>

antispamstatus

EiEA

Anti-Spam A7 — X A& FKR~L £7,

ER7E

FEE: Z0a<r NiZlcommit [TMLEH D £HA,

PIGREER . Z0av NI TN TOYYy T—RN(IFRAEZ ITNL—TF <) THHTX
ij‘o

NyF awrsRF:Z0avry RNy FEXRZSR—FL TWWEEA,

]

mail3.example.com> antispamstatus

Choose the operation you want to perform:

- IRONPORT - Display IronPort Anti-Spam version and rule information.

- CLOUDMARK - Display Cloudmark Service Provider Edition version and rule information.
- MULTISCAN - Display Intelligent Multi-Scan version and rule information.

[1> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210_214201
Web Reputation DB Never updated 20141211_111021
Web Reputation Rules Never updated 20141211_111021-20141211_170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never
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antispamupdate

B9

Anti-Spam /b —/L 3 L OBI# 4% CASE =2 A R— %> b ORI E#H 2 FETERL £,
Intelligent Multi-Scan (IMS) 23 19~ % Anti-Spam L — /LB LN CASE 2> R —3 > M b xf& &
720 FF, 2L IMS BMEHT AT — R RX—F BT U F RN VTR T,

ER7AE

FEE: 2o~ NiZlcommit [TMLEH D £HA,

JIRZER . ZDa<v N~y TR TORMATEET . b, 2oavwrRKign s
A RAN (Z—FRa S A L) TOLERTE £,

NyF aws/RF:ZoavyNEIRNyFEAZIR—F L TWEEA,

]

mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

- CLOUDMARK - Request updates for Cloudmark Anti-Spam

[1> ironport

Requesting check for new CASE definitions
incomingrelayconfig

EiEA

incomingrelayconfig I ¥ N T ERBV L —HEE A X —T VI CTHRETH-OIHERL £
T IROBITIX.ETERBY LV —HEEEZ A Rx—T ML 220V L —%BIL TG, —HE%E
FL.b I —FHZHIBRL TWET,

ER7E

FERE: Z D~ FiZlcommit] 23 ETI,

PIGREER . ZDav L NI TN TO~Y Yy T—R(IFRAEZ T NL—TF <) THHTX
\ij_o

NyF awrsRF:Z0avry RNy FEXRZSR—FL TWEEA,
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Incoming relays: Disabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.
[1> setup

This command helps your Cisco IronPort appliance determine the sender's
originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT
directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are configured at
your network's perimeter to relay mail to your Cisco IronPort appliance.

Do you want to enable and define incoming relays? [N]> y
Incoming relays: Enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.
[1> relaylist

There are no relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry
[1> new

Enter a name for this incoming relay (Ex: "first-hop")
[1> first-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[1]1> 1

Within the "Received:" header, enter the special character or string after which to begin
parsing for the originating IP address:
[from]> [

Within the headers, enter the position of the "Received:" header that contains the
originating IP address:
[1]1> 1
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There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")
[1> second-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[1]> 2

Enter the custom header name that contains the originating IP address:
[1> x-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[]> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 x-Connecting-IP n/a n/a

There are 2 relays defined.
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slblconfig

E‘Hﬂ

ER7AE

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[1]1> 1

Incoming relay "first-hop" deleted.
There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1>

TR a—YoOrv—TIJANTay s JUAMNEREL £,

— 7 VAN Tuy 7 VANEZGUILEHEALTT 94TV ATAX—T L. ZDa<wy
BFEITTDHVENDH Y 7,

FEE:Z o< FiZlcommit 1ZTHEH Y FH A,
NRyFavw RN :Z0a<vry KRRy FELEZYR—FLTWET,

NYTFHEA-A2R—

Ny TFER

TR 2—HFDEr—T7 VRN Tay 7 URANTRTOZ NI 52 BEDT7 7 ANLVOBEDOT
VYU LEEHL ET,

slblconfig import <filename> <ignore invalid entries>

o filename- A VR —F LARFTIURR SN T 7 ANVDEEL, 7 7 AMIT T I7AT LV AD
Jconfiguration T A L 7 h VKM T DHMLERH D £97,

® ignore invalid entries - #ZN7p T MY ZBBT D0 E I NEREL T3, 1TV (Yes) | £
721 Moz (No) I,
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NYFEKX-THRXR—F

TR 22— —T VAN T I VA NTRTCOTL NI ETTSATLADT 7 )L
W AR—FLFET,

slblconfig export

TTIAT AT RO BAIZEH L T /configuration 7 4 L 7 h UIZ CSV 7 7 A /L %A%
FL ¥,

slbl<timestamp><serial number>.csvV.

Hl:t—2UXNTRAYY VA ZVRJDAVR—F
mail.example.com> slblconfig
End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1> import

Currently available End-User Safelist/Blocklist files:
1. slbl.csv

Choose the file to import from.

[1]1> 1

Do you want to ignore invalid entries? [Y]> Y

End-User Safelist/Blocklist import has been initiated...
Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.
Choose the operation you want to perform:
- IMPORT - Replace all entries in the End-User Safelist/Blocklist.

- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>

TL A4 A—ILDOBRE ERELEEFL

229 avwYUR
TU A A=V O & ZAeREUEE LD/ r— |graynailconfig
ISIVEE

T A A= VORI & ZAETREEEIEOE(E  [policycontig
A=V R ¥ —DRGE

BEfFD T L A A—)L JL—)L DM D ER graymailstatus
FETT L A A =)L L—)LDOFEFHOERK graymailupdate
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graymailconfig

B9

ER7AE

]

Tl A A=V ERRREEE LD a— "V REEREL £7,

~

GE) Vv AA— NN EREREGELZGENCTDHINX. TV FANRL AF v &7 n—
PIVZHIINZ T H BN H W F9°, Z 4LiL, IronPort Anti-Spam & 72 13 Intelligent
Multi-Scan #EBEDO W TN 72 0 £,

TV A A=)V EZRBPEGEEIEOR Y —REEKET HIZiE . policyconfig 2T~ K %
AL ET 5OV, —HEE A— v EIT Y —v v b 4’<~/ NI —ZDEA—1LThHbDE
WAlES NI Ay =B Ry T HEERY O —OER (3221 X—V) &ML TL7EE0N,

FEE: Z D a< 2 KiZlcommit] 2SS4 T,

JSRABEM. - Dav NI . TR_XTO~Y Yy TE—R (VT2 Z TV—F <~ ) THHTX
*7,

NyFavsrF:Zoavy NEnNyFEXEZT AR —F L TOETFEMIZ OV TiE help
graymailconfig 2 ¥ N AL T ATy ~VT B LT<7’LE‘§U\

Graymail Detection: Disabled

Choose the operation you want to perform:
- SETUP - Configure Graymail.
[1> setup

Would you like to use Graymail Detection? [Y]>

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your
environment.

Maximum Message Size to Scan (Add a trailing K for kilobytes, M for megabytes,
or no letters for bytes.):
[1M]>

Timeout for Scanning Single Message(in seconds) :
[60]>

Graymail Safe Unsubscribe: Disabled
Would you like to use Graymail Safe Unsubscribe? [Y]>

Graymail Detection and Safe Unsubscribe is now enabled.Please note: The global
settings are recommended only for your DEFAULT mail policy.To configure policy
settings, use the incoming or outgoing policy page on web interface or the
'policyconfig' command in CLI.
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graymailstatus

B9

BEED 7 L A A—)L L— L DEEMAE R L 9,

ER7E

FEE: 2o~ NiZlcommit [TMLEH D £HA,

JGABER: Z0av L NI . T_XTHO~Y Yy F—R(IFRAEZ TNV —TF <) THEHTX
ij‘o

NyF awryRF:Z0avry RNy FEXRZSPR—FL TWEEA,

]

mail.example.com> graymailstatus

Component Version Last Updated

Graymail Library 01.378.53#15 Never updated

Graymail Tools 1.0 Never updated
graymailupdate

E L)z
FEITT LA A= L—LOEFEERL T,

ER7AE

FEE: Z0a<r NiZlcommit [TMLEH D £HA,

JGABER: ZDav NI . T_XTHO~Y Yy =R (IFREZ ITNLN—TF <) THEHTX
ij‘o

NyF aws/RF:ZoavyNEIRNyFEAZIR—F L TWHEEA,

]

mail.example.com> graymailupdate

Requesting check for new Graymail updates.
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CIZTIE RO CLL 2= RIZHOWTHBEL £,
e antivirusconfig
e antivirusstatus

e antivirusupdate
antivirusconfig

E‘Hﬂ

Anti-Virus NV > —Z2FEL £7°,

ER7AE

FERE: Z D~ FiZlcommit] 23 ETI,

JSRABER. —Dav L NI . TR_RTO~YY Yy TF—FR(ZT72AZ TL—F ~ ) THHT
\iﬁ_o

NyFasrsF:Zoavry NIy FREEYR—F L TWEEA,

)

Yk@{ﬁJTéi\antivirusconfig a<w o REHEHL T AT A ET Sophos TANA A U B A
X—T WML FALT U MEZ 60 RICREL CWET, 7Ty 7T —F = 7T v 77—
BRI OATvaroraxy —NEFHET D HIEICOW T, lupdateconfig) (114 ~X—3)
HZRRLTTEE 0,

GE) systemsetup =2 ¥ K O FATHRFIZZ /f'lz\/xg]%?(ft,‘jbzﬁﬁbfﬁﬁ)’) fi%é\\antivirusconfig a5
VREMDTEITTDLEZETA B AN ENERRINET, 74 B ARMICRAEL 2T
X . Sophos 7 AV A RAX vy TV UNET T TAT UV ATA F—T MR T/ A,

mail3.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled
Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

[1> setup

Sophos Anti-Virus scanning: Disabled
Would you like to use Sophos Anti-Virus scanning? [Y]> ¥y

(ZZIZF)D TF A RZFIERZFRINET,)
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Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.
[1>

Anti-Virus IDE DD XK=

AsyncOS Tl T 7 IA TV ARFE T u—R LT v F I AN 7 =F % (IDE 7 7 A /L)
@gf—?{ﬂﬂfcﬁx?‘—& A %%%@T% ij‘o Z (7)54{*%&75?2‘%%'?‘5 L:fi‘antivirusconfig -> detail ‘H‘7
av U REMBHL ET . RICHIZRL £7,

mail3.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.
[1> detail

Sophos Anti-Virus:
Product - 3.87

Engine - 2.25.0
Product Date - 01 Nov 2004

Sophos IDEs currently on the system:

'Mkar-E.Ide' Virus Sig.- 23 Dec 2004 01:24:02
'Rbot-Sd.Ide' Virus Sig.- 22 Dec 2004 19:10:06
'Santy-A.Ide' Virus Sig.- 22 Dec 2004 06:16:32
'Bacbanan. Ide' Virus Sig.- 21 Dec 2004 18:33:58
'Rbot-Sb.Ide' Virus Sig.- 21 Dec 2004 14:50:46
'Rbotry.Ide' Virus Sig.- 21 Dec 2004 06:13:40
'Sdbot-Si.Ide' Virus Sig.- 20 Dec 2004 20:52:04
'0ddbob-A.Ide' Virus Sig.- 19 Dec 2004 23:34:06
'Rbot-Rw.Ide' Virus Sig.- 19 Dec 2004 00:50:34
'Wortd.Ide' Virus Sig.- 18 Dec 2004 07:02:44
'Delf-Jb.Ide’ Virus Sig.- 17 Dec 2004 22:32:08

(...2vFIZEET...)
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B 759102

antivirusstatus

B9

Anti-Virus A7 — % A& FxL £,

ER7E

FEE: Z0a<r NiZlcommit [TMLEH D £HA,

JGABER: ZDav NI . T_XTHO~Y Yy F—R(IFRAEZ ITNLN—TF <) THEHTX
ij‘o

NyF awrsR:Z0avwry RNy FEXRZSPR—FL TWWEEA,

]

mail3.example.com> antivirusstatus

Choose the operation you want to perform:
- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information

[1> sophos
SAV Engine Version 3.85
IDE Serial 2004101801

Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004

antivirusupdate

&R
U ANAEREFHCTEHL ET,

ER7AE

FEE:Z o< FiZlcommit 1THEH Y FH A,

JIARER: ZDa<v R~y TR TORMIHATEET, &b, 2navwr RKign s
AV RAN (= Ral A L) TORFEHTE £,

NyFavsrsF:Zoavry NIy FREAEYTR—FLTWEEA,
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mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus

[1> sophos

Requesting update of virus definitions
mail3.example.com>

ATk SAVODEHE
CZTIEKRD CLLI 2~ > RIZHOWTHHAL £,
e commit

e commitdetail

e clearchanges ¥ 721% clear
e help £721FXh 7213 ?

¢ rollbackconfig

e quit £721E q F7IT exit
commit

AnEH

EHEZMHETEL £ . commit 2~ KDOHED AL s DASNIEETT,

ERAE
FETE 7547 L
JGABER: ZDav NI . T_XTHO~Y Yy F—RN(IFRAEZ IV —TF <) THEHTX
ij‘o
NRyFa<wrR:2oa<vr FEnNyFELZPR—FL TOEEA,

]

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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commitdetail

AR
etk DHEEIC BT 5 BRI 2R L £,

ER7E

FEE: Z0a<r NiZlcommit [TMLEH D £HA,

JGABER: ZDav NI . T_XTHO~Y Yy F—R(IFRAEZ ITNLN—TF <) THEHTX
ij‘o

NyF awrsR:Z0avwry RNy FEXRZSPR—FL TWWEEA,

]

mail3.example.com> commitdetail

Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>

clearchanges & 7= [ clear

EiEA

clear 2 ¥ N X, commit £721% clear I ~v 2 N 753\%? &C?’%’?éhtu[ﬁﬂiﬁﬁéﬂ:ﬂb“(ﬁbﬂ
TELETXTIZITLET,

ER7E

FEE:Z o< FiZlcommit 1THEH Y FH A,

PIGREER . ZDav L NI TR TOYYy T—RN(IFRAEZ T NL—TF <) THHTX
\iﬁ_o
NyFawryRF:Zoavwr IRy TRz R - L THEEA,

)

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> ¥y

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>
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help £7=IXh E£7=1X?
anEA

help I~ R E2FEITT DL MHAFERTRTOCLI 2~y RRFREN . Ko~ ROfH
RHHEBBCEXE T help A~ R .2~ K 0o 7€ help EANT B0 G G) %
1 DANLCHEITTEET,

ER7AE

FEE: 2o~ NiZlcommit [TMLEH D £HA,
JIRZEBR: ZDa< R T _XCHO~Y Yy T—R (ZTAZ TNV—7 <) CHEHTEET,
NyF awrsRF:Z0a<vry REnNyFEXREZYR—FLTWEREA,

]

mail3.example.com> help
Displays the list of all available commands.

rollbackconfig

rollbackconfig I <o N AT DL EANZHEELTZ 10 DREDHI B 1 22—y 7T
xFET,

ER7AE

FEE: Z D~ KiZlcommit] 2SS T,
JIGREEE. Dav N~y BE—F TORBHTE £7°,
NyFawrsR:ZoavrNEnNyFREXEZYR—FL TWEEA,

]

mail.example.com> rollbackconfig

Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
3. Fri May 23 05:47:26 2014 admin
4. Fri May 23 05:45:51 2014 admin edit user

Enter the number of the config to revert to.
[1> 2

Are you sure you want to roll back the configuration? [N]> y

Reverted to Fri May 23 06:50:57 2014 admin rollback
Do you want to commit this configuration now? [N]> vy

Committed the changes successfully
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B oo/ FaL—2av I7MLDEHE

quit £z q £ exit
E L)z

quit IV REBEITTLHECLIT YV r—yarhbnlZ 7oL ET HEEIN TV RWVE
EEFTZ7 V7 SN ET  quit I~ RIXEF A—VRECIEEL F¥A. 27T MEIn s
T 7 ANMICRER SN FET (exit DA X, quit DASEFL TY),

ER7AE

FEE: Z0a<r NiZlcommit [TMLEH D £H A,

JGABER: ZDav NI . T_XTHO~Y Yy F—R(IFRAEZ ITNL—TF <) THEHTX
ij‘o

NyF aws/RF:ZoavyFEIRNyFEAZIR—F L TWEEA,

]

mail3.example.com> quit

Configuration changes entered but not committed.Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.
Are you sure you wish to exit? [N]> Y

N
AV J74Falb—3r I7MILOEE
ZIZTIEGRD CLI 2~ RIZOWTHBL £97,
e Joadconfig
e mailconfig
e resetconfig
e saveconfig

e showconfig
loadconfig

SR
a7 4 F¥al—ary Iy NEu—RLET,

GE) 77ARZbENTE~Tr~OREOE—RNILGUI ZMEHT 5 A8ICOARYR—FInET,F
IE(Z >N TiX. [ User Guide for AsyncOS for Cisco Email Security Appliances)% 2L T 7230,

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R



| 38 a<w EF:8E4H

av7q4¥ar—vav iz rogz A

ERAE
FERE: Z O~ FiZlcommit] 2L ETY,
JIGRRER . ZDav N3 T _XTHOYY Yy TF—R (I FTRAE TV —F V) THHETX
ESC
NyFa<wrR:Z0oavr RignNyFELEZFR—-FL T EHA,

]

ZOFTIZ. B LWar T 4 FXal— gy T AN Ea—AARERNO AR — L ET,

mail3.example.com> loadconfig

1. Paste via CLI
2. Load from file
[1]1> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> loaded new configuration file

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

ZOFITIZT B LWREY 7 AV a~2 R T4 CESEM Y 17 £ (2 AT T Cul+D % #i4
EREOATTFa <~ R TLED) RISV AT A By b Ty U4 P—FREFEHL .77+
IWEDRARNLIPTRLVA BIOSF— N 2 AEHEALEFLET . RBICEEAZHMEL £7°,

mail3.example.com> loadconfig
1. Paste via CLI

2. Load from file
[1]1> 1

Paste the configuration file now.
Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag </config>. Control-D is entered on a
separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup

[The system setup wizard is run.]

mail3.example.com> commit

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings via

systemsetup

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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mailconfig

B9

REZT AT A58 mailconfig 2~ K &M H L T, systemsetup I <> K THERL L 721X 0>
DOVATEAERET —HF a7 ANEBELA—NERLELIZEETEET,

ER7AE

FEE: Z0a<r NiZlcommit [TMLEH D £H A,

JIGRRER . ZDav N F T _XTHOYY Yy F—R (I TFRAE TV —F V) THHETX
i‘j‘o

NRoF as /F:Z0a<vwryREnNyFEREZYR—FL TWEREA,

]

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.
Separate multiple addresses with commas.
[1> user@example.com

Choose the password option:

1. Mask passwords (Files with masked passwords cannot be loaded using loadconfig command)
2. Encrypt passwords

3. Plain passwords

[1]1> 2

The configuration file has been sent to user@example.com.

FIHFTREZR A— VR 7 AT ELZFEL TV AT ATy hU—7 BICESf A—/VE2EE
TELHZ LRl £7,

resetconfig

AnEH

TITAT A BRSBTS B HA R O MIHNRIE TR R T TR bR WA R H Y
ij‘o resetconfig A ¥ N Ix. j‘mf‘@%ﬁfﬁ{[‘é_‘% ijﬁﬁ%‘:@*}j%ﬁ;{jgﬁﬁb: Vv b L/i‘d‘o Zha~w
YREFTTDELERICEERW D 2=y N EBET L5560 EORMBEE R+ 2 Kk D
FERELTORMEHL TLEE V), resetconfig 2 < N D FELT1Z CLI W_ﬁ%%ﬁbfﬁ‘ )
systemsetup 2 ¥ o N %gﬂ%ﬁiﬁé & %?ﬁ"j@b i‘j‘o

GE) resetconfig A~V NI T T ITAT UV ANT T T A IRBEIZH D L X IZOHEEL £,
resetconfig T ¥ K METTBHE .systemsetup X ¥ N EHOEITTIHHCTHATHLT I T
AT AZEERINCA T A IRBBIZE Y £ 7, resetconfig 2~ R & FEITTHRNZEF A —
IV DEEINHW N8 1 resetconfig IV RMNET L2 & EIE T A—/LOEENER
IT3NET,
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ER7AE

]

saveconfig

E‘Hﬂ

av7q4¥ar—vav iz rogz A

resetconfig AV K EETT IR ETRTORY FIT—ORENHETET I+ MEIZRY
FITIBEICE>TIECLASEHFEN . FTSAT7URIZERT HE=HICERALE-Y—E X
(FTP.Telnet.SSH. HTTP HTTPS) BT 4 — T JLIZ & N userconfig AT K TR L 1=BND
A—F FHAIVIBEIBREINTET . COARUFRIXDUTFIL AV E—T A REFERT .
FEIETFI2HILED Admin A—F 7HOY FHASLBFER—F LEOTIAHILFBEEFZFERALT
CLI ICHEESGTELVLESIFFERALEVLTCESLY,

FEE: 2o~ NiZlcommit [TMLEH D £H A,

JIGRBBER. ZDa<v NiEvyy TE— R TORMEPTEET, &SI, Znavr RiEgns
AV KRAM (=Rl A LIz~ ) TORERTEET, oa~vr K EERT 20,
O—H) T 7AN VAT AIT IV EATEALERHD £,

NyF azws/RF:Zoa<vyFEIRNyFEAZIR—F L TWEHEA,

mail3.example.com> suspend

Delay (seconds, minimum 30):
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y

All settings have been restored to the factory default.

saveconfig AV YV NI, —BO7 7 ANA4ZFEHAL Cary 7 1 Falb—vary 77 (V%
configuration T 4L 7 M UVITBREFEL ESr I

7 7AZMLTIZREDSE . Z0a vy IR ERR 7 T AR ELZRFLET. 7 7 A2 Ll
vy TCZOavry RERITT A1, 2y 7 4 Fal—vary T—RE2 7T AXICERL
ij‘o
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B oo/ FaL—2av I7MLDEHE

ER7AE

]

showconfig

2t EA

ER7AE

]

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JGREER . ZDa<v N, TXTOY Yy TF—R(FT7AF TL—7 ~ )Tt
7,

NyF aws/RF:ZoavyNEIRNyFEAZIR—F L TWEEA,

WKOB T . a7 4 FXFalb—ay Z7ALVDO/NNAT — RIS SN, configuration T A
V7 N UIRIFSIVET,

mail.example.com> saveconfig

Choose the password option:

1. Mask passwords (Files with masked passwords cannot be loaded using loadconfig command)
2. Encrypt passwords

3. Plain passwords

[1]1> 2

File written on machine "mail.example.com" to the location
"/configuration/C100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml".
Configuration saved.

showconfig I~ N liﬁﬁ@gﬁi%@‘@&:ﬂjﬁ L i@—o

BEE: 2Dz~ RiZlcommit [TXLEH D FH A,

JIGARRER . ZDav R T RTDOY Yy F—R (I TFTRAE TV—F <) THHATE
S I

RyF awryR:20a<vr RNy FEXLEZS R —F L TWERA,

ROBITIERED CLLICER SN RED/NAY — RISk S T ET,

mail.example.com> showconfig

Choose the password display option:

1. Mask passwords (Files with masked passwords cannot be loaded using loadconfig command)
Encrypt passwords

Plain passwords

11> 2

2
3
[

<?xml version="1.0" encoding="IS0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
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<l--
Product: Cisco C1l00V Email Security Virtual Appliance
Model Number: C100V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4C7F-7898DA3BD955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
—-——>
<config>

<!I--
R EEEEEEEEEEEEEEEEEEEEREEREEEREEEREEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRS S EEE SR

* Network Configuration *
R EEE RS S SRS SRS SRR R R SRR EEEEEEE RS R R R EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]

—-—>

[The remainder of the configuration file is printed to the screen.]

DIRZOEE

ZITHKRO CLL a <y RIZOWTHIIL £,

e clusterconfig
clusterconfig

E‘Hﬂ

clusterconfig AV NI 7 T AZHEORELIBET H-OIMHEHL ET, 7 7 A ZIZEL
TV~ T clusterconfig Z# FEIT L2 GHIE BEFED 7 7 ZA LSBT L0 Bl w7 &
B EAERT 20 & IR TE £,

clusterconfig A<V RIZIZ ROV 7T a< KRAESNTWET,
FHIrFREF a<wF
ROASRIE 7T AZIZBL TOWRWEEICHHTE £77,

® clusterconfig new <name> FREINT-LHITHLWI T RAZZER L £4, 20O~ 03,
2D 77 AL LU Main Group] EFEENDT 7 ANV ND T T AE T )V—T D AT
D ET,

<name>:HT L WNT T A HX DA H,

® clusterconfig join [--port=xx] <ip_of_remote_cluster> [<admin_password>]<groupname>:

IO ETTALITEML £,
<ip_of_remote_cluster>:Z 7 AXNDRID<L L DIP T KL A,

<admin_password >:7 7 AHX @D admin /’NXAVU —R _CCS ZHHL T T A H 2 m+ 5
GAa.ZDONTA—=FER/ETHLEETH Y FHA,

<groupname>: SNT 5 7 )V—T D4 i,
<port>2%?’fﬁ‘a—é VE—h =20 OFR—M (T 7V HiT 22),

® clusterconfig prepjoin print

DY E CCSR—MRATY T AFIZBMER L0 DMEIHERIEREFRL £7,
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N s5zxansEm

JIGAR avw R
DA< RiE. 7T AXIIBL TCWAHGAICEHTE £,

clusterconfig addgroup <groupnames>: @ L \NZ T AKX T )IL—TZVER L £, 7L —7 1% A
VARG ENL TV RVWEDIRETER SN ET,

clusterconfig renamegroup <old_groupname> <new_groupname>: 7T AK 7\‘/1/*‘70@%%%

EHELET,

clusterconfig deletegroup <groupname> [new_groupnamel:” 7 A ¥ 7 )L —7ZHIkRL £9,
<groupname>:HIfRT 2 7 7 A% 7V —T D4,
<new_groupname>: LDV IV —T" D~ U EHBINT D7 T AKX T —T,

clusterconfig setgroup <machinename> <groupname>:~ ¥ v NETH T N —F2RKE (L=

ITER) L £,
<machinename>: X E T 5 ¥ v DRI,
<groupname>: ¥ ¥V ERET H I N—T,
clusterconfig removemachine <machinename>:” 7 AZ NG~ 2 HHIFRL £7°,
clusterconfig setname <name>:”7 7 AX DAFIZRE SNARNCEF L £9°,
clusterconfig list:HIEZ T AZITBL TWVWA TR TO~Y U2 FRL £7°,

clusterconfig connstatus:3RfEY T AZIZBL TWA TR TO~Y U 2FnrL U=
U DN—T 4 T OFEE BN £,

clusterconfig disconnect <machinename>:~ 3/ 2/ %*Hjﬂ?ﬁ/j W7 T AN J‘-j][iiﬁ' L \iﬁ—o
<machinename>: YI¥i 95 <3 > D4 Hi,

clusterconfig reconnect <machinename>: rdisconnectj a<w U RNizZko T@JH‘,& é ITCW=<
vEDEREEITLL £,

clusterconfig prepjoin new <serial_number> <hostname> <user_key>:CCS N — ]\ﬁEE[’Cﬁ

TAZNZBMTHH L VEANEZBEML T,
<serial_number>: BT 25~ DY U T NAEF,
<hostname> BT D~V DR A N4,
<user_key>: [prepjoin print| 2 <> R |[Z X > TR SN BT H <~ D
SSH = —# % —,

clusterconfig prepjoin delete <serial_number\hostname>:iﬁbﬂ;ﬁ% & LVC?E/\dEéZ}/LVCb\f:
RA N Zlprepjoinnew | 2~ R GHIBRL £, ZD/NT A—=F BB L7725 DX % TH
AMEBILRWZ LICLEBATET TT AAMRIERICZ ZAZITEBMSND & 2D
7" A K @ prepjoin 1FHS BEBAYIZHIFRS L E T,
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ER7AE

]

F—a@xopr N

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,
JIREZEE: ZDav NFI TAX E—RTOREHTEET,
NyF awrsRF:Z0a<wry RN gy FEXREZR—FLTWWEREA,

clusterconfig I < K & Z DM I EDOFIFIZOWTIX. [ User Guide for AsyncOS for Cisco
Email Security Appliances]% ZR L T &0,

T—SREXDMILE

diprollback

AnEH

()

>

ER7AE

ZZTIEKRDCLL a2~y RIZOWTHEBH L £97,
¢ dlprollback

¢ dlpstatus

e dlpupdate

e emconfig

e emdiagnostic

VIRIONR— g ~Dua—)L Ny 7 DLP =Yy ERTE,

dlprollback = <> R Zf#i 9 % HilZ.GUI ® DLP Global Settings ~2—3"CDLP ##&E L TE <
VERH Y F7,

COARYFIF.HWDIP RO —IZ7FSATF7 U REERLETDP R X v DHEBZATHE
12T BT BEA—IL RIS —DDIPR) S —FBEAR—TIVIZTIRHERHY TT,

FeE: 202~ R|Zlcommit [ [THEDH Y XA,
PGREER. - Dav NI IVFAE ITNA—T FRiE~vI oD E—R CEHTXET,
NRoF aw /F:Z0a<vwryREnNyFEREZYR—FL TWERE A,
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N F—sEx0BL

)

mail.example.com> dlprollback

This will revert to older DLP policies.

IMPORTANT: After rollback, you must re-enable DLP policies in Outbound Mail Policies so
that DLP scanning can be resumed successfully.

Do you wish to rollback? [N]> Y

Requesting rollback for DLP engine.

Re-enable DLP policies in Outbound Mail Policies when rollback is completed (Please check
rollback status in mail logs)

dipstatus

DLP =2 UV DERAN— a3 VIER,

~

G¥) alpstatus 2~ K Z 9 5 A2, GUI ® DLP Global Settings ~2—3" T DLP Z &% T L TE < &
ERH Y F7,

ER7AE

FEE: Z Do~ RiZlcommit 1TMLEDH D FHA,
JSRABEM. - Dav L NI VF5AZ ITNA—F FHiE~v D& E—R CEHTXFT,
RyF awryR:20a<vwy RNy FEXLEZS R —F L TWERA,

]

mail.example.com> dlpstatus

Component Version Last Updated

RSA DLP Engine 3.0.2.31 Never updated
dlpupdate

B9

RSADLP = > > O HH,

(GE)  dalpupdate 2~ K & 192 AilZ.GUI ® DLP Global Settings ~*—3 CDLP 2% E L T &4
ERHY ET,
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ER7AE

Ny FER

)

emconfig

AnEH

GE)

F—a@xopr N

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,
PGREER. - Dav NI VA E TNA—T FRiE~vI oD E—R CEHTXxET,
NRyF as /R:Z0a<vryREnNyFEREZYR—FLTWET,

BEIEHEH I N2 WSS Thdlpupdate 2~ KONy FHEXD DLP =0 2 0 % I B 5T
LFET,

dlpupdate [force]

mail.example.com> dlpupdate
Checking for available updates.This may take a few seconds..

Could not check for available updates.Please check your Network and Service Updates
settings and retry.

Choose the operation you want to perform:
- SETUP - Enable or disable automatic updates for DLP Engine.

[1> setup
Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y

Choose the operation you want to perform:
- SETUP - Enable or disable automatic updates for DLP Engine.
[1>

RSA Enterprise Manager ODAH A JEMA MR EL £7°

emconfig 2~ K Zf# H 9 % HilZ,GUI ® DLP Global Settings ~<— 3" C RSA Enterprise Manager
EREL TEBLERDH Y £9,CLI T, ZOKIEZ A R —7 2T 5 Z &IETE T BEFOK
TE DRI D B D FHET T,
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N F—sEx0BL

ERAE
FERE: Z DO~ FiZlcommit] 2SMETY,
JGARRER:. ZDav Ly NF V922 INA—F FlHid~yrOf{E—R THEHTXET,
NyFa<wr/R:Zoavr RignNyFELEZPR—-FL T EHA,

Ny FRR
EA—/NEX=2UT 1 77747 AL RSA Enterprise Manager & OH&ft & 5% E T 5 1213

emconfig setup [options]

# 3-1 emconfig Dy F 7y T 1T 3>

FFvay EiEA

--remote_host RSA Enterprise Manager D78 A N &4 £ 721X 1P 7
Rl 2,

--remote_port RSA Enterprise Manager |26t 9 2R — b,

--local_port ESA LT Enterprise Manager {28kt 35— b,

--enable_ssl RSA Enterprise Manager & @ SSL i#{5 % A % —
TNMZLET,
AR=TNZTDITNFE LT 4 =TT DI
Fo Z2BHL £77

RSA Enterprise Manager ~MD3E# D51

vml0esa0031.ga> emconfig
RSA Enterprise Manager connection status is: "UNKNOWN"

Choose the operation you want to perform:
- SETUP - Edit RSA Enterprise Manager interop config.
[]1> setup

RSA Enterprise Manager: test.example.com:20000
Local port for EM to connect to: 20002

SSL Communication to RSA EM: disabled

Enter hostname of RSA Enterprise Manager:
[test.example.com] > em.example.com

Enter port number of RSA Enterprise Manager:
[20000]>

Enter local port for EM to connect:
[20002]>

Enable SSL communication to EM [N]>
Advanced Settings:

RSA Enterprise Manager GUID: emlocalsite
Device Vendor name: Cisco Systems
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Device Status Interval: 5 seconds
Polling Cycle Interval: 30 seconds

Connection Throttle Interval: 0 milliseconds

Max event archive size: 31457280 bytes
Max files in event archive: 50

Max file size in event archive: 10485760 MB

Max size of event.xml file: 1048576 MB

Interoperability subsystem heartbeat interval:

Heartbeat service attempts before failing:
Connection timeout duration: 30 seconds

Command status timeout duration: 30 seconds

Max chunk size: 1000
Msg exchange cycle: 1

Do you want to change advanced settings? [N]>

Choose the operation you want to perform:

- SETUP - Edit RSA Enterprise Manager interop config.

[1>
emdiagnostic

2t EA

ESA ® RSA EM D2y —u,

ER7AE

FEE: ZDa~2 FZlcommit 1ZXLEH Y £H A,

SMIME %2574 9—Ex M

500 milliseconds

JSRABEBR. —Dav NI . TR_RTO~YY Yy =R (I T2AZ TV—7 <~ ) THHT

=7,

NyFavsrsF:Zoavy NIy FREAEYTR—FLTWEEA,

SMIME X274 H—EX
smimeconfig

AnEH

BRI T 7 AN ABF—OFRERE . SIMIME DF

ER7AE

FERE: Z D a~r FiZlcommit] 23 FTI,

REL ET,

JGABER: ZDav NI . T_XTHO~Y Yy F—R(IFRAEZ TNV —TF <) THEHTX

£

NyF aws/RF:ZoavyNEIRNyFEAZIR—F L TWEEA,
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WM SMIMEt¥x2YF1H—FEZX

)

o BALKEALDOTZODEET a7 7 A NDIERK(3-34 X—)

o MEEALDAREF— DB (3-35 X—)

ZRLBEIEDI-HDZEETO T 7 A ILDERK
OB TIX.S/MIME 2FEHTHBLB LS Ay E—VOFEET 0T 7 A NVEIERTIEE

AL TWET,

mail.example.com> smimeconfig

Choose the operation you want to perform:
- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.

[1> sending

Choose the operation you want to perform:
- NEW - Create a new S/MIME sending profile.
- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename
- DELETE - Delete
- IMPORT - Import
- EXPORT - Export
- PRINT - Display
[1> new

a
a
a
a

S/MIME
S/MIME
S/MIME
S/MIME

sending profile.
sending profile.

sending profile
sending profile

S/MIME sending profiles.

Enter a name for this profile:
> hr_sign_and_encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt

4. Triple

Enter S/MIME mode:
[2]1> 3

1. smime_signing

Select S/MIME certificate to sign:

[1]1>

1. Detached
2. Opaque

Enter S/MIME sign mode:

[1]1>

1. Bounce
2. Drop
3. Split

Enter S/MIME action:

[1]1> 3

Choose the operation you want to perform:
- NEW - Create a new S/MIME sending profile.
- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.
- DELETE - Delete a S/MIME sending profile.

from a file
to a file
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SMIME %2574 9—Ex M

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file
- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles
Name

hr_sign_a

Certificate S/MIME Mode Sign Mode Action

smime_signing Sign/Encrypt Detached Split

Choose the operation you want to perform:
- NEW - Create a new S/MIME sending profile.
Edit a S/MIME sending profile.

[]

EDIT -
RENAME
DELETE
IMPORT
EXPORT

Rename a S/MIME sending profile.

Delete a S/MIME sending profile.

Import a S/MIME sending profile from a file
Export a S/MIME sending profile to a file

PRINT - Display S/MIME sending profiles.

>

=L D ABF—niEM

I A B—V DR BALD =D T 7T AT » ACZEE D SIMIME GEFAEDO A —% 1B
m3 a6~ L £9,

mail.example.com> smimeconfig

Choose the operation you want to perform:
- GATEWAY - Manage S/MIME gateway configuration.
[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> verification

Choose the operation you want to perform:
- NEW - Create a new S/MIME Public Key.
- IMPORT - Import the list of S/MIME Public Keys from a file.

[]

> new

Enter a name for this profile:
> hr_signing

1.
2.

Import

Paste

Choose one of the options for the certificate introducing:

[2

1>

Paste public certificate in PEM format (end with '.'):

MIIDADCCAlygAwIBAgIBDTANBgkghkiGIw0BAQUFADCB1JELMAKGAIUEBhMCSU4x
CzAJBgNVBAg. . .

C=IN, ST=KA,L=BN,0=Cisco,0U=stg,CN=cert_for_enc, emailAddress=admin@example.com

Choose the operation you want to perform:
- NEW - Create a new S/MIME Public Key.
EDIT - Edit a S/MIME Public Key.

RENAME - Rename a S/MIME Public Key.
DELETE - Delete a S/MIME Public Key.

IMPORT - Import the list of S/MIME Public Keys from a file.
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- EXPORT - Export the list of S/MIME Public Keys to a file.

- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys
Name Emails

hr_signin admin@vm30bsd0008.ibga

FALY F—

Domains Remaining

dns.vm30bsd0008.ibga 145 days

ZZTHERD CLL 2w RIZOW TR L £,

e domainkeysconfig
domainkeysconfig

EiEA

DomainKeys/DKIM O 7R — k Z3%E L £,

ER7E

FERE: Z D~ FiZlcommit] 2 ETI,

PIGREER . ZDav L NI TN TO~Y Yy T—R(IFRAEZ T NL—TF <) THHTX

=7,

RyF awrR:Zoavy FizAy FRRE K-k LThET,

NyFER:-BL270774)L

domainkeyscontig 37 K O/ y FIHRIT BA T 07 7 A MO M, F 72 MR T

TEEY,

e DomainKeys/DKIM &4 7 1 7 7 A /L DB

domainkeysconfig profiles signing new <name> <type> <domain>
<selector> <user-list> [options]

& 3-2 domainkeysconfig DEFL (VEELETOZ 7 1/L5/¥

ElE H L)

<name> R ALY a7y ALDL4HI,

<type> RAALLDH AT ax £721F akim TT,
<domain>

RAL a7 7 ANVDR ALY 74—V K,
Z #uiE.DomainKeys B4 D a ¥ 7 L £,
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Frqr x— B

F£32 domainkeysconfig DErL L \EE 707 7 1/L5% (%)

5% EiER

<selector> KA TaTdr A0V I H 7 40—V,
Z MiE.DomainKeys B4 D s X 7 &=L £97,

<user-list> KA TadryAra—HFOhr~XKEY Y
Abh2—PIXHFEDR AL a7 7 AV %
EHL TETFA—NWVICEBLTOHUERD HNE
DM EHWT DI EF AN TRV RE
OREGIHEH SN ET . TXTOR AL 22—
P LB LT N F—U — R a11 &ff
mbij‘o

[options]

--key_name BT 2 B 2 — DA,

--canon DK TEAT 5 & ST (LT LT Y

ALBIEYR—F SN TWL 73 Y X AT
simple & nofws C9 o7 7 4/ ;X nofws T,

--body_canon DKIM TE4 7T % & IR T 5 ARLOEREL
TAAY XL BIEYR—FShTnb 7L
U X AL simple & relaxed T ,.7 7 #/V Mk
simple VC"@AO

--header_canon DKIM TE4 T2 L EITHEHT L .~y X —DIE
WAL T T Y XL BHEYR—F SN TNDT
%= R AN =« simple & relaxed T, F 7 F )b
M simple w@‘@—o

--body_length B4 OFEIZHERT D AR L AT DN A
F.DKIM 727 7 A )L TOREHL £4, =
DEFHEHTDEELD 1L X720 9,7
7/ N TIEEH S EREA,

--headers_select BHD~N X —ERINT D HIEEZBEEL £7,
DKIM 7' 127 7 A L TORMHL £9,a11,
standard, standard_and_custom @U‘fﬂf)‘?#o
all TT N TOHE~NY X —IZELTDH L
% E B L £, standard /3. Subject, From, To,
Sender, MIME 72 & DBEENI D~ v & — D HRIE 7%
Dy NMIBATHZ EEZERLET,
standard_and_custom (%, BEENID~ v X —FB L
=P ERDO~NY X =Dy NMIEXLTHI &
EEWRL ET, 5 7 # )V b I standard <7,
--custom_headers BT H~NHE —Da—FEZEEY b,
headers_select N standard_and_custom @i}%é\
[Z.DKIM 727 7 A L CORER L £9.,7
7 MNIZEDOE Y R TY,

--i_tag BN BT HBINT 0 O EREL £7,
WETEADEIX yves £/70F no T T 7 4/ K
I yes T,
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F£32 domainkeysconfig DErL L \EE 707 7 1/L5% (%)

5%

%II‘:

BA

--agent_identity

=W FEFa—FoRbVIZZDOAY -
\ZE4 T 2RO ID B SUIEEDE A+ A —
VT R ATER, m—H VS IEEKL T
MENWERFA,ZOT KL ADR A A E5E,
<domain> ifiﬂi%@"j—7 R ALY kTé%‘gﬁ)
HOET, ZOF T a0t -1 tag DIEZE ves
ICREL CWAHBICOAREHENET T
I S = R T 1 R U N D QNS S X J
@ k <domain> i&{fﬁ”’f%ﬂﬁbflﬂﬁfj}

--q_tag

BRI g AT BBINTHNE I DEREEL £7,
FETEX DML yes £/2lE no T T 7 4 1
% yes T,

--t_tag

BHN e BT BT HNE I DPEREL £7.
HBETZ 61[Efi ves F770d no TT, F 7 )Lk
1% yes T9,

--X_tag

BRI X T B BIMT DN EIDEREL £7,
HETE 5T yes F 7714 no "C‘\'?)LO F7 x|k
X yes TY,

--expiration_time

BRI T D ETORR () T4 ,DKIM 7 =
T ANTOLBHL £3, ZDEIZ.BL D x

HT e e BT DEIKRYVET, O T a v

IE.--x_tag DIEZ ves IZTREL TWAHIFEH/ITD
BEHENFET, T 7 44 L 31536000 7 (1 )
<7,

--z_tag

BN 2 BT HBNT D0 E I EREL £7,
HETZ 61[Efi ves F770% no TT, F 7 )Lk
1% no T9,

o BAHTOT 7 ANDRE:

domainkeysconfig profiles signing edit <name>
[signing-profile-options]

BLTO T ANDE S g

— rename <name>
— domain <domain>
— selector <selector>

— canonicalization <canon>

— canonicalization <header_canon> <body_canon>

— key <key name>

— bodylength <body_length>

— headerselect <header_select>
— customheaders <custom_headers>

= itag <i_tag> [<agent_identity>]

= gtag <g_tag>
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- ttag <t_tag>

- xtag <x_tag> [<expiration_time>]
- ztag <z_tag>

— new <user-list>

— delete <user-list>

- print

= clear

o BT UT 7 ANDHIER:

domainkeysconfig profiles

o BAT T 7 AND—REIR:

domainkeysconfig profiles

o BT VT 7 ANDOFEMM T

domainkeysconfig profiles

o BLHTOUT 7 ANDT A

domainkeysconfig profiles

signing

signing

signing

signing

o BATO T ALDOO—H)L I —DALHE— |

domainkeysconfig profiles

signing

delete <name>

list

print <name>

test <name>

import <filename>

o TTIAT LV ALHILBL IO T7 7 ANDIA—DT 7 AKR—]:

domainkeysconfig profiles signing export <filename>

o TTIAT LV AIZHDTRXTDOELT 0T 7 A)LDOHIK:

domainkeysconfig profiles signing clear

Ny FEXRETOI7AIL

e HLWDKIMWIEZ a7 7 A )LDVER:

domainkeysconfig profiles verification new <name>
<verification-profile-options>

FALY %—
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#33 domainkeysconfig DIEFT O 7 (/L 47> 3>

518 HL:

--name DKIM RGFE~7 7 7 7 A v D4,

--min_key_size ZTANDENF— FHETELF—DR ST

512.768.1024.1536. B LK N 2048 T (HEALITE v
K)o T 7 # /U i 512 T,

--max_key_size ZIANDIBERF— FBETELHXF—DE XX
512.768.1024.1536. 3 & O 2048 T (HEAZIZE »
K)o 7 # /v b 2048 TY,

--max_signatures_num A=V O THRIETE 5 B4 O Kk T
BOEBEZBETCEET. T 740 ML s TT,

--key_query_timeout X— 7Y —RNE A LT T T 5 F TORIY
() CT AR ERERECEET . T 7 4V
FiZ 10 T,

--max_systemtime_diverge |3%(2 3 O L RAEF ORE L ORI A T

nce LIFEIE ) CTTAEOERLHETE E
ToT 7 A/ MiE 60 TT,

~-use_body_length KLDESORT A—5 2T H0E D

:PEIQH/TEL/ ij‘o ‘T"Elﬁ'if% 51@@1 ves if: ﬁi no T*‘?‘o
T 7 F T yes <7,

--tempfail_action — R E DL AL SMTP O 7 7 v a v & E
ﬁi L 35'9%0 ?E/ﬁiﬂ'c % %)1Eli accept ifl&i reject
<9, 7 )V ML accept <7,

--tempfail_response_code | Ry E KA L G A GBS SN A Y
=D SMTP L& a2 — R CTT HBETE H1H
T axx BKOFE T, 7 7 4/ ML as1 T,

—tempfail_response_text | (/a5 3R A L M A AT S AL A v
=YD SMTP JLETHF AN TI, 77 4L b
fj:\ ’—#4.7.5 Unable to verify signature - key
server unavailable(%% %’i’*ﬁ%ﬁ’( Y i“ﬁ_/uo
X— = PEONY FHA)ITT,
--permfail_action KRR BETE DGEIX SMTP O 7 7 v a &k
ﬁib 35'9%0 ?E‘ﬁiﬂfg %)1Eli accept ifl&i reject
’(“—’9%0 T 7 )V MiX accept ’(“j«o

--permfail_response_code | k& /pEENTKAE L EAS EL I A Y
=V O SMTP E&E = — R T IRETE HH
(3 sxx IBDOF ST, 7 7 4 /b b idss0 TY,

--permfail_response_text ik fif) R [EE QR L 2GS TS Ay
=0 SMTP JEET X AT, 77 4 /L |k
ILT#5.7.5 DKIM unauthenticated mail is prohibited
(DKIM RFBFED A — T2 I TWET)
<,
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WEET' 0 7 7 A )V OHREE

domainkeysconfig profiles verification edit <name>
<verification-profile-options>

WFET 77 7 A VD HI B

domainkeysconfig profiles verification delete <name>

BEEOREET a7 7 A /VOEEME T

domainkeysconfig profiles verification print <name>

BEFEOREE 0 7 7 A LD —E T

domainkeysconfig profiles verification list

R—T vV B DREET 0w T 7 AV T 7 AN D A A=

domainkeysconfig profiles verification import <filename>

TFIAT VAL HHBIET a7 7 ANLD A HR—h

domainkeysconfig profiles verification export <filename>

TTIAT v ACHDTRCOEFRBIET 27 7 AV DOHIBxR:

domainkeysconfig profiles verification clear

Ny FER - BLX—

BL OB T — DR

domainkeysconfig keys new <key_ name> <key-options>

# 34 domainkeysconfig DELF¥— 4TS 3>
ElEd H:
--generate_key WEX—ZERLET HBETEHXF—DES

1% 512.768.1024.1536. 3 K % 2048 T (BT X
vy ),

SYRAQEA—NEF1YT 4 TTS5AF7 > RAIT Async0S9.7CLIY I 7LV R HAF

FALY %—




E3E avUF:5EH |

F£34 domainkeysconfig DEEL+— 47> 3> (&)

5% % BA

--use_key BESNMEX—Z#HL £,

--public_key FBESNIEMEX—IC—%T 240 % — % Bs

L CHEEICH T DD T7 T 7,
--generate_key Z ITHEL TWALEIT. £
THTL WRE F — D ER S L BV TERIC—
BT HA0F—DNRREINET,

o EAF—0OMmE:

domainkeysconfig keys edit <key_name> key <key-options>

s BEFOENT—DHAITLE:

domainkeysconfig keys edit <key_name> rename <key_ name>

o APAF—ZIRET DT

domainkeysconfig keys publickey <key_ name>

o F—DHIK:

domainkeysconfig keys delete <key_name>

o TRTOFEAF—DEHRR:

domainkeysconfig keys list

o HEDEALAF—ICHT AT XTOFERDFRI:

domainkeysconfig keys print <key_ name>

e D=V LIHDLBALHTF—DA LR — ]

domainkeysconfig keys import <filename>

o TTIATVARIIBHDABLX—DT I AR —}:

domainkeysconfig keys export <filename>

o TTIAT LV ALHDHTXTDELFT—DHIEE:

domainkeysconfig keys clear
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Fxqyx— B

NYFEX . T—F-ETa72 7/ ILOBE
. TuTrALDELF—DBRR

domainkeysconfig search <search_ text>

INYFRRK T O—/NLEE
o 77T A7 ATO DomainKeys/DKIM D 7 11—/ N)LEEE DA

domainkeysconfig setup <setup_options>

BETXAF T a ik LB T,

- ——sign_generated_msgsZQ/X?‘Afﬁiﬁiéﬂf:f /'YZ‘—‘\/&:%ZI?AE)%‘& 5 ﬁ‘%?gﬁéb
i?ﬁ%@?%éﬁﬂwmik@ndﬁﬁo

Bl:CLIIZEBR ALY X—DEBE

TITIATVAEDOR ALY F—%FRET HI121X.CLI T domainkeysconfig 2~ K& HL
ij‘o

domainkeysconfig 61\[){ —JL R J— (Mail POliCieS)] -> H\ AL F— (Domain Keys)] R—=
WOEELZ T X THA TCWET, Z20a<wr RTIE 7L K AL £ —DNSTXT L a—K
PERTHZELTEET . 7L R AL F—DNSTXT L 22— R OAERKDZFEMICHONT
.7 R AL F—DNSTXT L 22— K DIERK(3-46 X—) B L TL &V,

COPITIE F—ZERL . FAAM TrT7 7 AVEERL £7,

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 0

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.
[1> new

Enter a name for this signing key:
[1> testkey

1. Generate a private key
2. Enter an existing key
[11>
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Enter the size (in bits) of this signing key:
1. 512

2. 768

3. 1024

4. 1536

5. 2048

[3]>

New key "testkey" created.

There are currently 1 signing keys defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.
- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

[1>

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.

[1> new

Enter a name for this domain profile:
[1> Example

Enter type of domain profile:

1. dk
2. dkim
(21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:
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[1> example.com

Selectors are arbitrary names below the "_domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a
semicolon. This value becomes the "s" tag of the DomainKeys

Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4. Select existing key

[1]1> 4

Enter the name or number of a signing key.
1. testkey

[1]1>

The canonicalization algorithm is the method by which the headers and
content are prepared for presentation to the signing algorithm.
Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for body:
1. simple

2. relaxed

[1]1> 1

How would you like to sign headers:

1. Sign all existing, non-repeatable headers (except Return-Path header).

2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID,
MIME headers) .

3. Sign "well-known" headers plus a custom list of headers.

[21>

Body length is a number of bytes of the message body to sign.

This value becomes the "1" tag of the signature.

Which body length option would you like to use-?

1. Whole body implied. No further message modification is possible.
2. Whole body auto-determined. Appending content is possible.

3. Specify a body length.

[1]1>

Would you like to fine-tune which tags should be used in the
DKIM Signature? (yes/no) [N]>

Finish by entering profile users. The following types of entries are
allowed:
- Email address entries such as "joe@example.com".
- Domain entries such as "example.com".
- Partial domain entries such as ".example.com". For example, a partial
domain of ".example.com" will match "sales.example.com". This
sort of entry will not match the root domain ("example.com").

Sender,
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- Leave blank to match all domain users.
Enter user for this signing profile:
[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1>

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1>

HBUTIL ALY F—DNSTXT L a—F OERR

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing
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There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1. Example

[1]1>

The answers to the following questions will be used to construct DKIM text
record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities
("i=" tag of "DKIM-Signature" header field) associated with this
domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.

Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>

The DKIM DNS TXT record is:

test._domainkey.example.com. IN TXT "v=DKIMI;
p=MIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQODX5d0G9J8rXreA/uPtYr51rCTCgR+glS5Gml £00plAZzSuUB2BvO
nxZ5Nr+se0T+k7mYDPOFSUHyWaOvO+kCcum7 fFRjS3EOF9gLpbIdH5vzOCKp /w7hdjPy3qg6PSgdVtqvQ6evIE8k5UL7
C+DF6KvJUiIMJISY5sbu2zmm9rKAHSm7FwIDAQAB; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.
[1>
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Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1>

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1>

DMARC #&:E

dmarcconfig

E‘Hﬂ

ER7AE

ZITHUKRO CLL a <y RIZoWTHIIL £,

e dmarcconfig

DMARC O EMEHEL £7°,

FEE: Z D~ KiZlcommit] 2SS T,

PSARBER . Oav L NI TN TO~YY Yy B—RN (U5 T L—TF <) THEHTX

\gz—g«o
NyFavsrsF:Zoa<vry NIy FREAEYR—FLTWET,

Ny FR:DMARCHRIET R 7 7 1L

dmarcconfig DNy FIXIT RIET v 7 7 A LV OER REHIBR. B IO v — LR EDOE

BETHATE £9,
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DMARC #3707 7 1 JLDEM
dmarcconfig profiles new <name> [options]
5% B7LL]
<name> DMARC 7' & 7 7 A )L D4,
[options]

--rejectpolicy_action

DMARC V' 2 —FRFHNOFR U —NHER D L X
AsyncOS WEITTIHIVERNH D AvE—Y T 7 a3,
AIREZRE I, “reject” . “quarantine” |, £ 721% “none” T,

--rejectpolicy_response_code

BHLEENTEAYy =0 SMTP nEa— R F 7 40 MA
1% 550 T4,

--rejectpolicy_response_text

EEINTZ Ay =YD SMTP JEET X AR, T 7 /b
NME X “#5.7.1 DMARC unauthenticated mail is prohibited.”
‘(“jqo

--rejectpolicy_quarantine

DMARC FREEICRIL L 72 X v v — DRk,

--quarantinepolicy_action

DMARC L 22— R NO KR U > — 2 FR@EED & 12 AsyncOS
DEITTEILERSD A=Y T a, ARl
IZ. “quarantine” F 721X “none” T,

--quarantinepolicy_quarantine

DMARC FREEICREEL 72 X v v — DR,

--tempfail_action

DMARC HREEIC — KR 2B A FEAE L T2 A v B — V1T
*FL T AsyncOS WEATTDOMERH DAy =T T 7
va v HEETE HEIT “accept” 72T “reject” T,

--tempfail_response_code

—FREENBEL GBS SN Ay E—V0
SMTP )& 2 — R T3, 7 7 4 /v ML 451 T,

--tempfail_response_text

—FRREENBELZGE ES SN Ay =0
SMTP J5& 7 % A h T4, 7 7 4 /L MHEIL “#4.7.1 Unable
to perform DMARC verification” T,

--permfail_action

DMARC HRRE KB 2R BEE N FEAE L T2 A v =1
*FL T AsyncOS WEATTOMERH DL Ay =T T
va v HEETE HEIT “accept” E721E “reject” T,

--permfail_response_code

KGR EENBEL A B SN Ay E—VD
SMTP )& 2 — R T9,7 7 4 /v MEIX 550 T,

--permfail_response_text

KR BEENEAE L HGAE BTSN Ay =0
SMTP & T % A kT3 .7 7 4V MEIL “#5.7.1 DMARC
verification failed” T,

DMARC HREEFT 0 7 7 1 L DERE

dmarcconfig profiles edit <name>

DMARC #REE 7R 7 7 1 JLDHIBR

[options]

dmarcconfig profiles delete <name>

TR TODMARC DIRIEZ O 7 7 1 JLDHIER

dmarcconfig profiles clear
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DMARC #R5E7 A 7 7 £ LD MDD R T

dmarcconfig profiles print <name>

DMARCETA T 7 A ILD LT Y RR—k

dmarcconfig profiles export <filename>

DMARCEET AT 7 1 LD A > iR— bk

dmarcconfig profiles import <filename>

JO—nRILEREDER

dmarcconfig setup [options]

T7F7oay ERBA
--report_schedule AsyncOS 78 DMARC #£5tL R— b & A9 2 BEE,
--error_reports DMARC 3L AR —bF A X2 10 MB £721X DMARC L 22— K

D RUA XV CHESNEY AR B2 TSI BET— L
R—rZERK AL VIEHICEET D,

--0rg_name DMARC £V AR — M ZAERT D= T 47 4, THICIER A A
VEAERETOLENDY £7,
--contact_info DMARC £#H 1L R — M 22T WA= AL VFTEENLR—F %

ERRLTer T 47 4 L& 2D 56 O GBI S0 15 ) (G
kDB A S ~— PR — b DOFEMIR L),

--copy_reports J TP DMARC #£ft L R —F D a e — &2 ED 2 —3 (EitL
R—b Do EITT 2R —F R L) ITEEL £, FF A —
N TRV ARAEANLET HEEOLGAEII Y ~TRED £,

--bypass_addresslist BEODEREEFENLZELE Ay ®—0 DMARC fRif%d A% v 7
LET(TRL R U RR),

GE) SEERBREA—NVTRUVATEREINDT LA JAND
BN TE T,

~-bypass_headers ReE D~y B — 7 4 — VR4 &G A v £ —2 O DMARC fit
EAXR T LET ZEZIE A=V T URAMOEETED

T T —HINED Ay E—D DMARC fitad 2% v 7451
X oA T varEHHLET . A~y X —2 AN L T 8D
BAIT A~ TR £,

)

KIZ.DMARC #EF 712 7 7 A L AR EL DMARC MEFE 712 7 7 A LD J o — LR E Z R
THHERL E9,

mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified
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Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.
- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new

Enter the name of the new DMARC verification profile:
[1> dmarc_ver_profile_1

Select the message action when the policy in DMARC record is reject:
1. No Action

2. Quarantine the message

3. Reject the message

[3]> 1

Select the message action when the policy in DMARC record is quarantine:
1. No Action

2. Quarantine the message

[2]1> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy is
quarantine) .

1. Policy

[11> 1

What SMTP action should be taken in case of temporary failure?

1. Accept
2. Reject
[11> 2

Enter the SMTP response code for rejected messages in case of temporary failure.
[451]>

Enter the SMTP response text for rejected messages in case of temporary failure. Type
DEFAULT to use the default response text '#4.7.1 Unable to perform

DMARC verification.'

[#4.7 .1 Unable to perform DMARC verification.]>

What SMTP action should be taken in case of permanent failure?

1. Accept
2. Reject
[1]1> 2

Enter the SMTP response code for rejected messages in case of permanent failure.
[550]1>

Enter the SMTP response text for rejected messages in case of permanent failure. Type
DEFAULT to use the default response text '#4.7.1 Unable to perform

DMARC verification.'

[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.
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Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.
- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[1> setup

Would you like to modify DMARC report settings?(Yes/No) [N]> vy

Enter the time of day to generate aggregate feedback reports.Use 24-hour format (HH:MM).
[00:00]>

Would you like to send DMARC error reports?(Yes/No) [N]> y

Enter the entity name responsible for report generation.This is added to the DMARC
aggregate reports.
[1> example.com

Enter additional contact information to be added to DMARC aggregate reports.This could be
an email address, URL of a website with additional help, a phone

number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports?(Yes/No) [N]>
Would you like to bypass DMARC verification for an addresslist?(Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields?(Yes/No) [N]> y

Choose the operation you want to perform:
- ADD - Add a header field to the verification-bypass list.
[1> add

Enter the header field name
[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing the
following header fields.
1.List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

[1> add

Enter the header field name
[1> List-ID
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DMARC verification is configured to bypass DMARC verification for messages containing the
following header fields.

1. List-Unsubscribe

2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

[1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes

Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[1>

ZIZTIEGRD CLI 2~ RIZOWTHBAL £,
o dig

e dnsconfig

e dnsflush

e dnshostprefs

e dnslistconfig

e dnslisttest

e dnsstatus

DNS H— R ETCLa—FR&a Ly 7 v 7FLET

FEE: Z0a<r NiZlcommit [TMLEH D £HA,

JGREER. - Dav NI . TR_RTOYYy TE—R (I TRAZ TNV—F ~ )T
ij‘o

NyF aws/R:Zoa<xy NERNyFREAZYR—FL TWET,
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INYTFER
Qg AV RORYy FHREFEHTL L RO CLI 2~ FOTRTOMELFEITTX E T,
e DNSH¥—RETLa—FRzLy 7 v LET

dig [options] [@<dns_ip>] [gtype] <hostname>

e DNS YV —NRETHESINZIPTRL AT DIH LY VT v H2EITLET,

dig -x <reverse_ip> [options] [@<dns_ip>]

INHiFaig A~ ROy FRATHMRERA 72 9 TT,
-s <source_ip>:i&E7L IP TRV AZIEEL £7,
-t:TcP O 7 ) BEKL 9,

-u:UDP D7 =Y EERL £ (T 7 4L b)),

dns_ip:Z®» IP 7KL AT DNS #— (27U L %7,
gtype: 7 =V % A7 A PTR,CNAME,MX,SOA NS, TXT,
hostname: =—¥ 3 HBFETHL a—K,
Reverse_ip: U/ X—R w77 w7 1P 7T RL X,

dns_ip:Z® IP 7KL AT DNS ¥ —N{2Z7=VU L £7,

]

WOBITIX vy 7T v 7% DNS B —R_REZBHRANZIRE L TV E,

mail.com> dig @111.111.111.111 example.com MX

; <<>> DiG 9.4.3-P2 <<>> @111.111.111.111 example.com MX

; (1 server found)

;; global options: printcmd

;; Got answer:

;; —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

;5 flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3

;7 QUESTION SECTION:
;example.com. IN MX

;; ANSWER SECTION:
mexample.com. 10800 IN MX 10 mexample.com.

;; AUTHORITY SECTION:
example.com. 10800 IN NS test.example.com.

;; ADDITIONAL SECTION:
example.com.10800 IN A 111.111.111.111
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dnsconfig

E‘Hﬂ

ER7AE

Ny FRER

S

()

pns W

example.com.10800 IN AAAA 2620:101:2004:4201::bd
example.com. 300 IN A 111.111.111.111

;; Query time: 6 msec

;; SERVER: 10.92.144.4#53(10.92.144.4)
;; WHEN: Fri Dec 9 23:37:42 2011

;; MSG SIZE rcvd: 143

Zoavwr REMHT 5L ZITDNS —A"Z IR EL RV EEIT aig 2 v FIZE -
T Authority £ 27 3 3 > & Additional ¥ 7 ¥ 3 » DIEFRPBK VA ENET,

DNS D&y h 7T v FH2FHEL ET,

FEE: Z D a< 2 KiZlcommit] 2SS T,

JSRABEBR. —Dav NI . TR_RTO~YY Yy TF—FRK (I T72AZ TV—7 <~ ) THHTX
*7,

NyFavsrsF:Zoa<xry NIy FREAEYR—FLTWET,

dnsconfig I ¥ F@/\/ﬁ"ﬂ%iﬁfz{iﬂﬁ“é & \ﬁéﬂé@ CLI 2~ F@j‘“f@%ﬁ%%?@?ﬁ‘f%
\ij_c

o T—W) FX—L Y= Fyr o aBHEHTDHZDD DNS OEE:

dnsconfig parent new <ns_ip> <priority>

a<rRNoO5$:
- <nsiip>17\\*‘l>\ 'H‘*‘/‘\@ P77 F I/Xo%ﬁéi@ P ]\ beiﬁ \/VTB:@]’) TEFEH}]?L/ i—gﬁo
— <priority>: Z DT ;U DEIEIENL,

¢ B R— L N F v 2 ORI

dnsconfig parent delete <ns_ip>

o BMEDR AL NMEATEDDREEDNS v v 2DiRiE:

dnsconfig alt new <domains> <ns_ip>

A=y FDN—b R=L P—=NEHHL TV LEEIIMEATE A,
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a~< 2 RoO5¥k:

- <ns_ip: R AP —NOIPT RV A EEDOIPT KL R EH L~ TR > THEL £7°,
- <domains>: R AALDOH U ~XKEID U AR,

FEED R A A DO DNS & ¥ v ¥ = OHIBR:

dnsconfig alt delete <domain>

AV H—=Fy hDONL—F T—L b —NEHHT 572D DNS OFEIE:

dnsconfig roots new <ns_domain> <ns_name> <ns_ip>

Fo— I = "D5 ¥

- <ns_domain>:fBEL THEMHTHR XA,
- <ns_name>: R —2I F— D4,

- <ns_ipm X —A F—RDIP TR L A,

GE) FAASECHTOINBR—L P —NERETLILTHEDN AL IV BEESEDL L
MTEET,

=L P =D HIBR:

dnsconfig roots delete <ns_domain> [ns_name]

GE) HIBRET D & Xl ns_name ZHRELRWVE ZYEDOR AL DT RTOR—L5 —XNHIBRE N
i‘j‘o

TRTODNS REDPHEBIVA L X —Fy bON—F $—=NREMEHATBZDDO AT
LD HEIRRE

dnsconfig roots

HIE D DNS & T DFRR

]

dnsconfig print

a2 —VIEED DNS P — 21T RO TER AL T,

HA M R—2A
IP7RL XA
MEFRD B H R A A 2 (R — "D Ir)
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dnsconfig A~V R TIZ KD 4 >OV T a<vw REEHTE£4,
& 3-5 dnsconfig AV FDHTI v F

X BA

new BEDOR AL NERATLH L VIR DNS — " F - ide—0h
JV DNS Y — & BIL £9,

delete R — " F 72T e — L DNS — A2 YR L £,

%II‘:

edit R — " E7-1Zm—H )L DNS $—_"ELEHL £7,
setup A H—Fv b Jb— bk DNS Y — "F =X e —H/L DNS $—

UV ET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 1

Choose the IP interface for DNS traffic.

1. Auto
2. Management (10.92.149.70/24: mail3.example.com)
[11>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.
[1800]1>

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>
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FEDF A A2 OHKE DNS Y—/ DB

BEDOT—HN RAL L EEEX TXTODNS 7 —T AL F—Xy b Jb— |k $— & fH
AT2E5T 7T I7AT U ARHRETEET,

mail3.example.com> dnsconfig
Currently using the Internet root DNS servers.
No alternate authoritative servers configured.

Choose the operation you want to perform:
- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com".
(Ex: "dns.example.com") .
[1> dns.example.com

Please enter the IP address of dns.example.com.
[1> 10.1.10.9

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

HMB®DDNS X+ v H—/\DFEH
MEHDODNS ¥ v v o —NEHHTILOICT I ITAT LV AERETCETET,

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 2
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dnsflush
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]

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.
[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]1> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[11> 1

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]1>

Enter the minimum TTL in seconds for DNS cache.
[1800]1>

Currently using the local DNS cache servers:
1. Priority: 1 10.10.200.3

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

DNS ¥ v v anbd_XToxr &2 U7 LET,

FEE: Z Do~y RiZlcommit 1TMLEDH D £H A,
JSRBEM:. ZOav L NIy T—RNTOREHTX ET,
NyF awrsR:Z0a<wry R gy FEXREZR—FLTWWEREA,

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y

pns W
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B9

IPv4/IPv6 DNS ##% & L £

ER7E

FEE:Z Da~< 2 K iZlcommit] 23 NEE T,
JIGREER:. ZDav L NiE~viy E—RFR TOLMEHTE £7,
NyF avwryRF:Z0avwry RNy FEXRZSPR—FL TWWEEA,

]

mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Requlre IPv6

[2]1>

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[]> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Requlre IPv6

[2]1>

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1>
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dnslistconfig

B9

ER7E

]

dnslisttest

E‘Hﬂ

ER7AE

DNS U AR H—E ZDOHR—F2BEL F7.

FERE: Z D a~r RiZlcommit] 23 FTI,
JIGREEH . ZDa<v  Nii~vyy TF—RK TOREHTE 7,
NyFawrRF:Zoavwr IRy TRz R —F L THEEA,

mail3.example.com> dnslistconfig

Current DNS List Settings:
Negative Response TTL: 1800 seconds
DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.
[]1> setup

Enter the cache TTL for negative responses in seconds:
[1800]1> 1200

Enter the query timeout in seconds:
[31>

Settings updated.

Current DNS List Settings:
Negative Response TTL: 1200 seconds
DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.
[1>

DNS X—ZDY AN H—E ZODNS V> 77 v 75 F AL ET,

FEE:Z Do~ FiZlcommit 1ZTHEH Y FH A,
VSGRRERM . ZDavy NiFvly E— R TCORFEHTXET,
NRyF a<wrsR:.2oavr FEnNyFERXRZYR—FLTHERA,

pns W
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mail3.example.com> dnslisttest

Enter the query server name:
[]> mail4.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

10.10.1.11.maild.example.com
MATCHED

Querying:
Result:

DNS #EFtHEHRER L E7,

FEE:Z Do~ RFiZlcommit [ZTHEH Y FH A,
JIGARER . ZDav L NiE~vyy E—RTOREHTE E4,
NyF a<wryR:.Z20avr RiEnNyFEXLEZSR—FLTWOEREA,

mail3.example.com> dnsstatus

Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset Uptime Lifetime
DNS Requests 1,115 1,115 1,115
Network Requests 186 186 186
Cache Hits 1,300 1,300 1,300
Cache Misses 1 1 1
Cache Exceptions 0 0 0
Cache Expired 185 185 185

—BHGEEB/ N STV a—T12T

ZIZTIHERDOCLI 2 FIZHOW T L £,
e addressconfig

e adminaccessconfig

e certconfig

e date

e diagnostic

e diskquotaconfig
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ecconfig

ecstatus
ecupdate
encryptionconfig
encryptionstatus
encryptionupdate
featurekey
featurekeyconfig
generalconfig
healthcheck
healthconfig
ntpconfig

reboot
repengstatus
repengstatus
resume
resumedel
resumelistener
revert

settime

settz

shutdown
sshconfig

status
supportrequest
supportrequeststatus
supportrequestupdate
suspend
suspenddel
suspendlistener
tcpservices
techsupport
tlsverify

trace
trackingconfig
updateconfig
updatenow

upgrade

—BHLEEE/FSTLY -T2 N
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e version

e wipedata

AT 77 AT v ADEIL(3-299 X—V) b B L T Z &0,
addressconfig

E‘Hﬂ

addressconfig A ¥ RKiZ.From: 7 K L X ~v &*‘%%Hﬂiﬂ?é 7= G:{iﬂq L ji—gﬂo From: 7 K L
ADFR, A=Y BILORAAS VAL ERETEET R AL VLI BTY = U= R ALY
DOFEAZRIRTHZ L TEETROIRPLTIX, AsyncOS IZ & » TER SNz A —icix
addressconfig =~ K #fE L £,

e Anti-Virus 181

° /§17:/X

e DMARC 7 f— R/ V>y 7 L7K— bk (DMARC Feedback Reports)

o JHA (notify() BL Wnotify-copy() 7 A /X DENE)

o [RHfEA Y E—Y (BXUOMREEEEMERICKIT AT e —%(EF )

o LAR—F

o FOMDTRTDAY -V

WOFITIL BEND From: 7 K L A% Mail Delivery System [MAILER-DAEMON@domain] (T 7 # /b
]\ ) iR ﬁ_) Notifications [Notification@example.com] @:Eﬁ% L i?o

ER7AE

FERE: Z DO~ FiZlcommit] 2SMLETY,

JSARBEH . ZDav NI . T_XTO~Y Yy F—R (I TFRAEZ ITNV—TF <~ ) THEHTX
S

NyF aws/RF:Zoa<vyFEIRNyFEAZIR—F L TWEEA,

]

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMONE@domain>

Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMONE@domain>

Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>

Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.
- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.
[1> notifyfrom
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Please enter the display name portion of the "notify from" address
["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MAILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n

Please enter the domain name portion of the "notify from" address
[1> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMONE@domain>

Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMONE@domain>

Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>

Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.
- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.
[1>

adminaccessconfig

B4
W& HRET HHAIT adninaccessconfig I~ R &2 L £9°,
o BHEORT AL AvE—T (NF—),
o TTIATUVADEHA L A—T 2 A A~DIP RX—ADT 7 & A,
e Web AL H—T A AD I AV A U7z A EERE,
e HTTP ZERTHRAN N~y ¥ —%2flNT 5473,
e Web AU X —T 2 AABINCLIt Yy a DT VT 47 XALT T b,

ER7AE

FERE: = O~ FiZlcommit] 23 E T,

JSARBEH . ZDav NI . T_XTHO~Y Yy F—R(IFRAZ ITNV—TF <~ ) THEHTX
S

NyF aws/R:Zoa<xy NEnNyFREAZYR—FL TWET,
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adminaccessconfig 2 ¥ KONy FEXELHEHT S & /KD CLI 2~ K DT X TOERE

FITTE T,
o TRTDIPTRVALT VR AZHATHNMEEDIP TRV AV T Ry MNEHIZT 7
T A EHIFRT 5 0D

adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>

o HLWIP T RUL X/H 7 Ry MNEHOIB

adminaccessconfig ipaccess new <address>

o WEFDIP 7R UL A/¥ 7 Ry MEHORE

adminaccessconfig ipaccess edit <oldaddress> <newaddress>

o WEEDIP TR UL AW 7 % kO

adminaccessconfig ipaccess delete <address>

o IPTRLVAMMT Ry MDY A ~DHN

adminaccessconfig ipaccess print

o WHEOTRTOIP T KL RX/WT 2y kO Y|

adminaccessconfig ipaccess clear

e Ay RNF—DHH

adminaccessconfig banner print

o T IAT L ALRITHAT 7ANANSORT 4 NF—D A HR—FK

adminaccessconfig banner import <filename>

o WfFDm T A2 NF—DHIER

adminaccessconfig banner clear

o YIEIE N T —DH )

adminaccessconfig welcome print
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TTIFGAT AL HDT7 7 ANDE O MBEE AN —D A 2 AR— |

adminaccessconfig welcome import <filename>
o BEFEOWIHIEE N — DO HIBR
adminaccessconfig welcome clear
o WIHIEEI N T —D T 7 ZAR—h
adminaccessconfig welcome export <filename>
RSN axOIP 7 KL 20BN
adminaccessconfig ipaccess proxylist new <address>
A sz exvOIP 7 K L ADHESE
adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>
A SN a0 IP 7 R L ADHIER
adminaccessconfig ipaccess proxylist delete <address>
TRCOBEFEOHFATESNZTaF O IP 7 R L ZADH|

adminaccessconfig ipaccess proxylist clear

o EETIPTRLAZEo~yE —HLDERE

adminaccessconfig ipaccess proxy-header <header name>

Web f v H—T A AD 7 A% A~ 7R NAEERFEOH ML F I3 T

adminaccessconfig csrf <enable|disable>

Web A X —T 2 AAD T A AW A~ U7X MEERENENNE D MOfER
adminaccessconfig csrf print
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e Web Ao Z—T A ADEY 3y ZALT T NDHRE

adminaccessconfig timeout gui <value>

e CLIkvY a3y #ALT 7 MORE

adminaccessconfig timeout gui <value>

Bl: 2y bT—0 TR ) A +DETE

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R

EA— N X2 0T 4 TFI9AT AT 7 8ATHa2a—FDOIP TR L AEHETEE£9,
a—PIR ERLETZVERAVZANDIPT RL AR ST RTOI oD TFI3A4T 2 A
T 7 BATEET Xy bY—27 T78AURANEERTIEIZIP TRV A H T %y b,
F71ZCIDR 7 KL A& EETx 7,

AsyncOS TIX BUED YL U DIPT RLARRy b T —27 T 7EZ JZAMIEENLTVRNG
BICBELZRRLET BHIEOSS U OIPTRLABY A NIRAWES EF42aI v 45 ¢
TFIAT VAT 7 BATERLIRY £9,

KOBTIE. T T IAT LV ANDEX Yy NI —T T2 AZ2OOIPTRL X By MTHIBL
F7,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or
directly.

[]1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
[1> new

Please enter IP address, subnet or range.
[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100
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Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.
[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100
2. 192.168.255.12

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1>

Warning: The host you are currently using [72.163.202.175] is not included in the User
Access list.Excluding it will prevent your

host from connecting to the administrative interface.Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or
directly.

[1>

Bl:07 14> INF—DFRE

— 7 SSH, Telnet . FTP, £721Z Web Ul b/ A L LD LRI el A0 N F— &
MEIZNAEAYE—VARERTRTALIICE AN X 2VT 4 T IAT LU ARBRETXET,
ol A NF—Z.CLlTul Ay a7 rOEHIcERENGUI TR A Tar T D
FHICRRENDHAF A RARERTIARNTT 0l A Nf—%HL T HHOEX =
VT AEMELIT T IAT U ADRAN 777 4 AT £ RTEET &2
X AL T T 74T AOEM LT A BERAEREXS 2ER L2 22— R T 75
AT VAR L T 2B R 2 iR T DR EOMERICBE T 256 B S 2R L7720 T& £,
0y Ay NF—iE.80x25 DALY —VIZNED XD ITHRK 2000 LFIZR>TWET 17 A
VNS T T ITATAD /data/pub/configuration TAL I MNVIZHDIT 7 ANNB A
VR—=RFTEET AT —FRER LS EENEEHET L £7°,

WOBITIX. T T T AT AZaZ A s3F—I[Use of this system in an unauthorized manner is
prohibited | Z B L F7,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
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- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.
- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[]> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.
[1> new

Enter or paste the banner text here.Enter CTRL-D on a blank line to end.
Use of this system in an unauthorized manner is prohibited.
~D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[]> banner

Banner: Use of this system in an unauthorized manner is prohibited.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>

BXTE

WOBITIE Web /1 X —T A ALCLIEYy Y ay AT RE3R2HICEELET,

CLIEy>ay ALT Y NI BEX =27 2= /L(SSH) . SCP. B L WNEH: U 7 L8k % {4 1
T A T EAENET.CLLEy gy A LT 7 FRRIZHES N TR WEREL T T
TRCEONET REEZLEFLEZOTICHEL TLEEW,

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> timeout

Enter WebUI inactivity timeout (in minutes) :
[30]> 32

Enter CLI inactivity timeout (in minutes) :
[30]> 32
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Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:
[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT

BHEEBEELEHZ . FTLWCLIL Yy gy ZA LT 7 MIREILIED o 7 A BRSPS
hij‘o

X2 VT 4 OREHELF—EREL £7,

FEE: Z D a< > KiZlcommit] 2SS T,

JSRABER. —Dav NI . TR_RTO~YY Yy =R (V7 T72AZ TV—7 <~ ) THHT
*7,
NoFavwryR:20a<sr NNy TFEXEZS R —F L TWERA,

Bl SEBAE DR Y £ 1+

ROBITIEGEAFE EWEF—ZAOMNT L2 LIk > TEHEFEEL A XA F—L L £,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates
Name Common Name Issued By Status Remaining

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days
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Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[]1> paste

Enter a name for this certificate profile:
> partner.com

Paste public certificate in PEM format (end with '.'):
 1TcSGEftUCAWEAATAN
BgkghkiG9wO0BAQQFAANBAFQPEKFjk6T6CKTHvaQeEAsX0/8YHPHQH/9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,
Lda.,OU=Desenvolvimento, CN=brutus.partner.com, emailAddress=admin@example.com

Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTdlkjNwL41YKbpzzlmC5beaQXeQ
2RMGMTXU+mDvugItjVHOK3DVPK71TcSGEtUCAWEAAQJIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/soiljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d761iUNGAAV8djGTzvxrnCxycnxPQydQIhAMXt4txrUI3nc
a+U8YL2HPFA3gmhBsSICbqg20ptOCNM7hAiEA6Xi3JIQECOb8YwkRj29DU3 /4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALEA
6/5B8J0GHAJQ89FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n

List of Certificates

Name Common Name Issued By Status Remaining
partner.c brutus.partner.com brutus.partner Active 30 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists
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(1>

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Installed certificate and key for receiving, delivery, and https

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

#l: ECEAEAEDER

WOFITIX, A CEAEREZERL £7,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates

Name Common Name Issued By Status Remaining
partner.c brutus.neuronio.pt brutus.neuronio.pt Expired -4930

H (days)

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1> new

1. Create a self-signed certificate and CSR
2. Create a self-signed SMIME certificate and CSR
[1]1> 1

Enter a name for this certificate profile:
> example.com

Enter Common Name:
> example.com

Enter Organization:
> Example

Enter Organizational Unit:
> Org

Enter Locality or City:
> San Francisoc

Enter State or Province:
> CA
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Enter Country (2 letter code):
> US

Duration before expiration (in days):
[3650]>

1. 1024

2. 2048

Enter size of private key:
[2]>

Do you want to view the CSR? [Y]> y

MIICrTCCAZUCAQAWaDELMAkKGA1UEBhMCVVMXFDASBgNVBAMTC2V4YW1lwbGUuY29t
MRYWFAYDVQQHEw1TYW4gRnJhbmNpc2 9 jMRAWDgYDVQQKEwWd1 eGFtcGx1MQswCQYD
VQQIEwJIDQTEMMAOGA1UECXMDb3JInMIIBIjANBgkghkiGOwOBAQEFAAOCAQSAMIIB
CgKCAQEA+NwamzyX7VgTzka/x1I5HHrN9V2MPKXoLg7F]zUt1iIDwznElrKIuJovw
Svonleb6GvF1UHEjv8B3WobOzk5Ny6btKjwPrBfaY+qr7rzM4 1AQKHM+P61+1ZnPU
PO5SNI9RCkLP4XsUuyY6CalWLTiPIgag2fR8Y0JX/keszcGOglde66pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/fnSujG4nhF0Z2G1l0pVUx4fg33NwZ4wV10XBk3GrOjbbA
ih9ozAwfNzxb57amtXEJK+pW+co3UEHLIJIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLFItnQIPWSYoCh0USgCc8QIDAQABOAAWDQYJK0Z ThvecNAQEFBQADggER
AGiVhyMAZUuHSVIyA08kJICmrgO89yR1InDUXDDo6IrODVKx4hHT10anOPulnsThSvH
7xV4xXR35T/QV0OU3yPrL6bIbbwMy SOLIRT] sUcwZNIOE1xXxMM5EKBM2BOI5rs4159g
FhHVejhG1LyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnNl
1Y10Iuj+EggWNrRBNnKXLTAdXkzhELOd8VZEQSAEBWYjZ2mECzC7SG3evgkw/OGLk
Ai11NXHayiGjeY+UfWzF/HBSekSJItQuehIv6JpBSY/MnYU4t1l1ExgD+GX31lrudxcd
zDas2rS/Pbpn73Lf503nmsw=

List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Valid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

5l : 2 &4 S/MIME E & FEFAZE DER

WIZ B4 Ay B—U D HDES SIMIME GEHEZEST 2012 RL £3,

vml0esal0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate
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List of Certificates
Name Common Name Issued By Status Remaining

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> new

1. Create a self-signed certificate and CSR
2. Create a self-signed SMIME certificate and CSR
[1]1> 2

Enter a name for this certificate profile:
> smime_signing

Enter Common Name:
> CN

Enter Organization:
> ORG

Enter Organizational Unit:
> OU

Enter Locality or City:
> BN

Enter State or Province:
> KA

Enter Country (2 letter code):
> IN

Duration before expiration (in days):
[3650]1>

1. 1024
2. 2048
Enter size of private key:

[2]>

Enter email address for 'subjectAltName' extension:
[1> admin@example.com

Add another member? [Y]> n
Begin entering domain entries for 'subjectAltName'.

Enter the DNS you want to add.
[1> domain.com

Add another member? [Y]> n
Do you want to view the CSR? [Y]> n

List of Certificates

Name Common Name Issued By Status Remaining
smime_sig CN CN Vvalid 3649 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days
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Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

date

111}
»

BA
BIED AR FoR L T

ER7AE

FERE: ZDa~2 FiZlcommit 1ZXLEH Y £H A,

JSRABER. —Dav NI . TR_RTO~YY Yy TF—FN (I TAZ TV—7 ~L ) THHT
*7,

NyFavsrsF:Zoavy NIy FREAETR—FLTWEEA,

]

mail.example.com> date

Tue Mar 10 11:30:21 2015 GMT
diagnostic

anEA
diagnostic A ¥ FIIRDT=HITHEHL £,
s SEIFERA—TAIVTAEMEALIE N R =T LRy FU—Z OO KT TV
a—T 4T
e RAID DREDF = v 7
e ARP ¥ ¥ v ¥ 2 DFER
e LDAP.DNS.BLXO'ARP X ¥ v 2D 2 U7
e SMTP 7 Ak AvtE—YDEE
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diagnostic I <> F D{EH
diagnostic V7 A= —TiZ koa~vr NE2FEHTE £9,

F36 diagnostic #7I VR
#F7vary HITavuF FRASE) T4
RATD 1. 7 4 A MREED FAT C30 3 LT C60 T D A AT HE,
2. FATHDE AT DE=H
3.7 4 A7 BGERE RO FRR
DISK_USAGE |¥ 7 < K7L ZOoa~vy RIETTICREILSNTWET,
(BELE) RV (T, aiskquotaconfig T ¥ N & fil
ML ET,
NETWORK FLUSH C-Series, X-Series, M-Series
ARPSHOW
SMTPPING
TCPDUMP
REPORTING |DELETEDB C-Series, X-Series, M-Series
5
TRACKING DELETEDB C-Series, X-Series, M-Series
DEBUG
RELOAD YFTa<w RN C-Series, X-Series, M-Series

ER7E

FEE:Z Do~ FiZlcommit [ZTHEH Y FH A,

JIREEBR . ZDav  Nii~vyy TE—RTOREHTEET . EBI. Z20avwrFNigns
Ay RAM =Rl A Ly y) TOMEATEFET. 20avr RE2HHT 51203,
O—H)L T 7 AN VAT AT VA TELMLENHY £7°,

RyF awrR:Zoavy FidAy FRRE K-k LTO0ET,

Ny FER

diagnostic 2 v ROy FIEXZMEMNT 5 & RAID OREOF =v 7 Fx v an s 7T,
ARP F v v ¥ a DNEDRFEFITTEET Ny TF a~vr K &L TEITTDIE RO
AL £,

WOBNED =Dy FIERKEFEHAL £,
e RAID DREDT = v 7

diagnostic raid

e ARPF v v aDONFDER

diagnostic network arpshow
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e NDP ¥ ¥ v ¥ a2 DNEDER

diagnostic network ndpshow

e LDAP.DNS.ARP. BLZU'NDP v v =207 U7

diagnostic network flush

o LAR—hK T—HX—=20Y &> b LOHIBR

diagnostic reporting deletedb

e LIR—h FT—FDOHML

diagnostic reporting enable

o LR—F F—FDEHL

diagnostic reporting disable

o FIuF LS F—aR—20Y v hBLOHIE

diagnostic tracking deletedb

o RUIOEETOMICHREZY £ b

diagnostic reload

5:ARP vy aDRREVIT

W OF Tl diagnostic 2~ R 2L C.ARP ¥ v v Va2 ODNFEE L. Fy T —27I1CH
HI LT _RTCOF Y27 T7vval 27,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK _USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> arpshow
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System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds [ethernet]
(10.76.69.2) at 00:1e:79:af:f4:00 on em0 expires in 1192 seconds [ethernet]
(10.76.69.1) at 00:00:0c:9f:£f0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

feB80::250:56ff:feb2:e2d%em2 (£fe80::250:56ff:feb2:e2d%em2) deleted
fe80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml) deleted
fe80::250:56ff:feb2:e2b%em0 (£e80::250:56ff:feb2:e2b%em0) deleted

Network reset complete.

Bl : Bl D A —)IL H—/\ & DIETDIREE

WK OFI T, diagnostic 2~ > FEFEHL THD A —N =R DEHRET = 7 L ET, A—
Y —=RET AN LTI =N L T Ay =V A2 RET 50 ping ZFEITL £,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.
Would you like to select an MX host to test instead? [Y]> y
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Select an MX host to test.
1. mx00.gmx.com

2. mx01l.gmx.com

[1]1>

Select a network interface to use for the test.
1. Management

2. auto

[2]> 1

Do you want to type in a test message to send?If not, the connection will be tested but no
email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.
Resolved 'mx00.gmx.com' to 74.208.5.4.
Unable to connect to 74.208.5.4.

Pl OB ETDEIZT T SAT7UOREEE )Y F
WIZ B OESETLOEICT 5 A T ADHREEZ VY N T 502K L FT,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.

[1> reload
This command will remove all user settings and reset the entire device.

If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also?[N]> Y

diskquotaconfig
VAR—h BN REE. 07 77 AL Ny b Ry T Ty BROar 7 Xl —as
77 ANFIDT ¢ A 7 GEIE D 8T E R E T ARE L £

Z OBEBED AN S\ T [ User Guide for AsyncOS for Cisco Email Security Appliancesl|% 2 i
LTL7EE,

ER7AE

FERE: Z D~ FiZlcommit] 23 ETI,
JSRARER. T Dav  NiIvly E—RTORFEHTXET,
NyFavsrsF:Zoavry NIy FREXEYR—FLTWET,
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Ny FER

]

diskquotaconfig <feature> <quota>

<quota>]1]]

<feature> a)¥§§%ﬂﬁﬁi\euq\pvo\tracking\reporting'TFjAO

<guota> @ﬁ@ﬂﬁ@i%ﬁfﬁo

.example.com > diskquotaconfig

Service

[<feature> <quota>

Disk Usage (GB)

—BHLEEE/FSTLY -T2 N

[<feature> <quota>[<feature>

Quota (GB)

Spam Quarantine (EUQ)
Policy, Virus & Outbreak Quarantines
Reporting
Tracking
Miscellaneous Files
System Files Usage : 5 GB
User Files Usage : 0 GB
Total

Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit

13

54 of 143

Enter the number of the service for which you would like to edit disk quota:

1. Spam Quarantine (EUQ)

2. Policy, Virus & Outbreak Quarantines
3. Reporting

4. Tracking

5. Miscellaneous Files

[1]1> 1

Enter the new disk qguota -
[1]1> 1

Disk quota for Spam Quarantine (EUQ) changed to 1

Service

Disk Usage (GB)

Quota (GB)

Spam Quarantine (EUQ)
Policy, Virus & Outbreak Quarantines
Reporting
Tracking
Miscellaneous Files
System Files Usage : 5 GB
User Files Usage : 0 GB
Total

Choose the operation you want to perform:
- EDIT - Edit disk quotas

[1>

13

54 of 143
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ecconfig

ER7E

Ny TFERR

]

URL 7 4 V2 U ZHERE TR 2 iEHEDOIAGICHEIN T 2887 747 > b iR E 72137

V7L ET,
VAADYR— I DPBIERBNGEIT. I 0avr REFEH LN T E IV,

s Li\<hostname:port> ifi IE <1Pv4 address:port> @ﬁﬁiﬂ:#é%\gﬁn‘% ] i'ﬁﬂo TJ‘\O*‘ K

347> a T,
VA WY b'j‘“‘/\%?ﬁﬁj—é IZ1X.ecconfig server default kﬂjjbij—o

FEE:Z Da~< 2 K iZlcommit] 23 MNEE T,
TIREER: ZDa< X JT7AXNDODT R TOL NV THATE E9,
NyF awrsRF:Zoavr NNy FEXEZFR—-FL T0ET,

o FTITFNVIUUNDKET T AT b Y= RERETHITIT:

> ecconfig server <server_name:port>

FTITFNVNDRGET T AT b B—=REHHT BT

> ecconfig server default

mail.example.com> ecconfig
Enrollment Server: Not Configured (Use Default)

Choose the operation you want to perform:
- SETUP - Configure the Enrollment Server
[1> setup

Do you want to use non-default Enrollment server?

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment
server. [N]> y

[1> 192.0.2.1

Choose the operation you want to perform:
- SETUP - Configure the Enrollment Server
[1>
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ecstatus

URL 7 4 V& U 7 HERECHEM T 2FEAEZ BEIMNICIE T 50ICEH I ND Bk 7 947
VENOBIEONR—Y g o EFRRLET,

ERAZE
FEE:Z Do~ FiZlcommit [ZTHEH Y FH A,
JIGRBEM. T Dav L R iEvyy T—RNTOREHTX ET,
RyF awryR:20a<vr RNy FEXLEZS R —F L TWERA,

]

mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated

ecupdate

URL 7 4 V& U 7 HERECHEH T 2EAELZ BEIMIICISGT5DICEHEIND Bk 7 T 47T
VR EFETERLETEE. ZOFEFIABNIITbNLET, A DV R — s BIERN
BWEAIZ.Z0a~<wr REaFEH LT 7EEW,

force /N7 A —4 (ecupdate [forcel) ZH L oG E AEMHRHE SRS TH 77447 PR
BRrEnET,

ER7AE

BEE: 20z~ NiZlcommit [ZTXLEH D FH A,
JIGRBEM:. T Oav LRIl TE—RNTOREHTX ET,
NRyF a<w /R:Zoa<vryFEnNyFERXREZYVR—FL TWET,

Ny FRER

> ecupdate [force]

)

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig

B A=V L ZBREL £,
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ERAE
FERE: Z DO~ FiZlcommit] 2SMETY,
JIARFEE: ZDa~v L NiE~vyry TR TOREHTEET,
NyFawrR:Zoavy NEnNyFEAZYFR—FL TWERA,

]

WIZ B LT e 7 7 ANEEETDHHEZRLET,

mail.example.com> encryptionconfig
IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[1> setup

PXE Email Encryption: Enabled
Would you like to use PXE Email Encryption?([Y]>

WARNING: Increasing the default maximum message size(10MB) may result in
decreased performance.Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)
[10M] >

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit
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1. HIPAA
Select the profile you wish to edit:
[1]1> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com
Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_S${date}T${time}.html
Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a password to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)

2. Medium Security (No password entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No Password Required (The recipient does not need a password to open the
encrypted message.)

Please enter the envelope security level:

[1]1> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com
Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_S${date}T${time}.html
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Use Localized Envelope: No
Text notification template: System Generated
HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> forward

Would you like to enable "Secure Forward"? [N]> y

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com
Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_S${date}T${time}.html
Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1>

Proxy: Not Configured
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Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1>

encryptionstatus

E‘Hﬂ

ER7AE

]

encryptionstatus 2V RIZ EA =N X2V T4 77747 ALEOPXExZ VU R
ALY YT Ty ANDN=T g EaryR—3 MPRRZICEFTNESNIZAREZRRL
i‘d‘o

FEE: Z Do~ RiZlcommit 1TMLEDH D FH A,
JSRBEM. T Oav LRIy TN TORFEHTX ET,
NRyF a<wrRF:Zoa<wryRNEnNyFEXEZR—FL TWWEEA,

mail3.example.com> encryptionstatus

Component Version Last Updated

PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)

Domain Mappings File 1.0.0 Never updated
encryptionupdate

AR

encryptionupdate A<V RIZ EA =N X2 )T 4 TTI7AT LA LEOPXE =Y OFH
ZERL ET,

VRADEA—=NL EFaYT 4 FFS54F7RAIT Async0S9.7CLI ) I 7LV R HAF W



E3E avUF:5EH |

N LR/ ST a—F10T

ER7AE

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JIREZEE: ZDav N~y y E=—RTOAFEHTEET EHIC,. Z20a~vrNiEgnrs
Ay RA M (2—FRal A LEvy ) TORMEATEET,

NyF aws/RF:ZoavyFERNyFEAZIR—F L TWEEA,

]

mail3.example.com> encryptionupdate

Requesting update of PXE Engine.
featurekey

E‘Hﬂ

featurekey IV RIX VAT A ETHF—IC K> TAR—=T NI > TWBTXTORERE
F—|CHHETAFREFRRLETE . T —2HEHL THEREZAZIC LD B L UWERES —
ATz L0 TR L TEET,

AT 7 F AT 2 AT DWW T 1oadlicense 38 & TN showlicense H L T 72 &0,

ER7E

FERE: Z D~ FiZlcommit] 2B ETI,
JIGARER . ZDa~v L Rii~vyy E—RTORMEHTE E4,
NyFavwryRF:Z0avry RNy FEXRZSR—FL TWWEEA,

)

:@WJVC‘@'\featurekey a<w R %’i’@ﬂ% LT%}?LU\%{%'@E&\”—%%I v 7 Li?o

mail3.example.com> featurekey

Module Quantity Status Remaining Expiration Date
Outbreak Filters 1 Active 28 days Tue Feb 25 06:40:53
2014

IronPort Anti-Spam 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Sophos Anti-Virus 1 Active 26 days Sun Feb 23 02:27:48
2014

Bounce Verification 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Incoming Mail Handling 1 Active 20 days Sun Feb 16 08:55:58
2014

IronPort Email Encryption 1 Dormant 30 days Wed Feb 26 07:56:57
2014

RSA Email Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014

McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014
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Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

- CHECKNOW - Check now for new feature keys.
[]> checknow

No new feature keys are available.

featurekeyconfig

B9

featurekeyconfig 2~ K CIX FHFAGELRF—DFA v u— RN <2 EOXF—DOFFEH
BHICATY Ko lc~y v EARETE £,

ERAE
FEE:Z Da~< 2 K iZlcommit] 23 MNEE T,

JGREER. - Dav NI . TR_RTOYYy TE—R (VTR E TN—F ~ )T
ij‘o

NyFawrRF:Zoavwr IRy TRz R —F L THEEA,

]

Z DB TIX, featurekeyconfig 2 < K Z il L T autoactivate 33 1 U" autocheck #&RE % A % —7
T L £,

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled
Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled
Automatic periodic checking for new feature keys: Disabled

Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.

[] > autoactivate

Do you want to automatically apply downloaded feature keys? [N]> y

Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.

[1> autocheck
Do you want to periodically query for new feature keys? [N]> y

Automatic activation of downloaded keys: Enabled
Automatic periodic checking for new feature keys: Enabled
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generalconfig

E L)z
generalconfig A~V REHHTH LT T UV ERETEET,

ERAE
FeE:Z D=2~ Fixlcommit ] 23 LB T,
JGABER: ZDav NI . T_XTHO~Y Yy F—R(IFRAEZ ITNLN—TF <) THEHTX
ij‘o

NyFavwryRF:2oa<vy REnNyFERXZYR—F L TOETZEMIZ OV T help
generalconfig 2V REATIL T AT AL ~NVTEBEL T EIN,

{51 : Internet Explorer E#iif E— K DA —/8—5 1 K DRE
WIZIE BE#tEE— R 24— _"—=F A N T 5012 R~L £7,

mail.example.com> generalconfig
Choose the operation you want to perform:
- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override
[1> ieoverride
For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override.However, if enabling this feature
is against your organizational policy, you may disable this feature.
Internet Explorer Compatibility Mode Override is currently disabled.
Would you like to enable Internet Explorer Compatibility Mode Override? [Nly
Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override
[1>

healthcheck

E‘Hﬂ

EA=N E¥X2 T4 TTIAT LV ADRNEZHERLET ~NAF 2y Z7IZEVBEED X
T—HA T DBERET =X GRKIDA)BGHEIN.TTI7A4T7 2 AOWRENAB S ET,

ER7AE

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JGRBEEM . ZDa<v NI, T_XTO~Y Yy TF—FR(FTAF TL—TF <~ )Tt
*7,
RyF awryR:20a<vry RNy FEXLEZS R —F L TWERA,
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mail.example.com> healthcheck

Analyzing the system to determine current health of the system.
The analysis may take a while, depending on the size of the historical data.

System analysis is complete.

The analysis indicates that the system has experienced the following issue(s)recently:
Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory usage

Based on this analysis,
we recommend you to contact Cisco Customer Support before upgrading.

healthconfig

598

CPUNRHE . UV—7 Xa—DHRERAE—VERE T I7AT LV ADI X F/leit T
A—HDLEMEERTEL T

ERAE
FEE: Z Do~ FiZlcommit] BMLEETd,
JGREEBR . ZDav NI, T_XTO~Y Yy =R (VT2 F TL—7 ~ ) T
\iTO
NyF awryRF:Z0avry RNy FEXRZSPR—FL TWWEEA,

]

mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workgqueue : 0
Current threshold on the workqueue size : 500
Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in work queue.
[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value? [N]> n
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Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %

Current threshold on the overall CPU usage: 85 %
Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for overall CPU usage (in percent)
[851> 90

Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : 0
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled
Do you want to edit the settings? [N]> y

Please enter the threshold value for number of pages swapped from memory in a
minute.
[5000]> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1>

ntpconfig

AR

ntpconfig AV R T . Ry NV —27 XA AL T haV(NTP) ZEHL T AT AL Z7ay s
o e a—2 RS X 912, AsyncOS ZREL £ NTP 24 7123 5 I121%, settime
av o RNEMEHLET,

ERAE

FERE: = O~ FiZlcommit] 23 E T,

JSARBEH: ZDav NI . T_XTO~Y Yy TF—R(IFRAEZ ITNV—TF <~ ) THEHTX
S

NRyF azwrs/F:Zoa<vyFEIRNyFEAZIR—FL TWEEA,
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mail3.example.com> ntpconfig

Currently configured NTP servers:
1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[]> ntp.example.com

Currently configured NTP servers:
1. time.ironport.com
2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[]> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select
its interface name now.

1. Auto

2. Management (172.19.0.11/24: elroy.run)

3. PrivateNet (172.19.1.11/24: elroy.run)

4. PublicNet (172.19.2.11/24: elroy.run)

[1]1> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.
[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[]> Added new NTP server

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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reboot

E L)z
TTIAT v A HEEL £9,

ER7E

FEE: Z0a<r NiZlcommit [TMLEH D £HA,
JIGREER:. ZDav L NiE~viy E—RFR TOLMEHTE £7,
NyFawrRF:Zoavwr IRy TRz R —F L THEEA,

]

mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...
Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

repengstatus

EL):
LEaTr—ay moPronR—2g UEREPERL FT,

ERAE

FEE: Z Do~ RiZlcommit 1TMLEDH D FHA,
JSRBEM. T Dav LRIl TE—RNTORFEHTX ET,
NRyF a<wrRF:Zoa<wryREnNyFEXREZR—FL TWWEEA,

]

mail.example.com> repengstatus

Component Last Update Version
Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1
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resume

B9
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ZfE EREEEAL £,

ER7E

FEE: 2o~ NiZlcommit [TMLEH D £HA,
JIGREEB:. ZDav L NiE~viy E—R TOLMEHTE £7,
NyF awrsR:Zoavr NEnNyFEXEZFR—-FL THERHA,

]

mail3.example.com> resume

Receiving resumed for Listener 1.
Mail delivery resumed.
Mail delivery for individually suspended domains must be resumed individually.

resumedel

B9

RfEZAEML 7,

ER7AE

FEE: Z0a<r NiZlcommit [TMLEH D FHA,
JIGARREE. ZDav L NiE~vyy E—RTOMEATE £7,
NyF awrsRF:Z0a<wry R gy FEXREZSR—FLTWWEREA,

]

mail.example.com> resumedel

Currently suspended domains:

1.
2.
3.

domainl.com
domain2.com
domain3.com

Enter one or more domains [comma-separated] to which you want to resume delivery.
[ALL]> domainl.com, domain2.com

Mail delivery resumed.
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resumelistener

B9

UAF—TOREZHMHL £7,

ERAE
FEE: Z0a<r NiZlcommit [TMLEH D £HA,
JIGREER:. ZDav L NiE~viy E—RFR TOLMEHTE £7,
NyFawryRF:2oavrFEnNyFEXEZYR—FLTWEREA,

]

mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]> 1

Receiving resumed.
mail3.example.com>

revert

AnEH

PDIETo Y V—2IZEL 7,

ER7AE

FEE: Z0a<r NiZlcommit [TMLEH D £HA,

JGABER: ZDav NI . T_XTHO~Y Yy F—R(IFRAEZ ITNL—TF <) THEHTX
ij‘o

NyF aws/RF:ZoavyNEIRNyFEAZIR—F L TWEEA,

]

mail.example.com> revert
This command will revert the appliance to a previous version of AsyncOS.

WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files
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- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)

- all message tracking data

- all IronPort Spam Quarantine message and end-user safelist/blocklist data

Only the network settings will be preserved.

Before running this command, be sure you have:
- saved the configuration file of this appliance (with passwords unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail gueue to empty

Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.

Available versions

1.9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

settime

598

settime 2% K T NTP +— &M HL TOWRWEAICHL 2 FHTHRECTE T, 20
U REBFETTEHENTPAZELEL TCFHMTUATAL 7y VERETHEINE I M™FZRALNLE
9, BF %1% mu/pD/YYYY HE:MM:ss DIECA L 97,

ER7E

FEE: 2o~ NiZlcommit [TMLEH D £H A,
JIGREER. ZDav N~y E—R TOLMEHTE £7,
NyF awrsR:Zoavr NNy FEXEZFR—-FL TWERHA,

]

mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> ¥

Please enter the time in MM/DD/YYYY HH:MM:SS format.
[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.
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settz

B9

oO—H) EALNS—EBHRELET,

ERAE
FEE:Z Da~< 2 K iZlcommit] 23 NEE T,

JGABER: ZDav NI . T_XTHO~Y Yy F—R(IFRAEZ ITNLN—TF <) THEHTX
ij‘o

NyF awrsR:Z0avwry RNy FEXRZSPR—FL TWWEEA,

]

mail3.example.com> settz

Current time zone: Etc/GMT
Current time zone version: 2010.02.0

Choose the operation you want to perform:
- SETUP - Set the local time zone.
[1> setup

Please choose your continent:
1. Africa

2. America

[ ... ]

11. GMT Offset

[2]> 2

Please choose your country:
1. Anguilla

[ ... ]

45. United States

46. Uruguay

47. Venezuela

48. Virgin Islands (British)
49. Virgin Islands (U.S.)
[45]> 45

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)
[ ...]

21. Pacific Time (Los_Angeles)

[21]> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:

- SETUP - Set the local time zone.
[1>
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shutdown

B9

ER7E

]

sshconfig

2t EA

ER7AE

)
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VAT L EV Yy ML TERETY £,

FEE: 2o~ NiZlcommit [TMLEH D £HA,
JIGREEB:. ZDav L NiE~viy E—R TOLMEHTE £7,
NyF awrsR:Zoavr NEnNyFEXEZFR—-FL THERHA,

mail.example.com> shutdown

Enter the number of seconds to wait before forcibly closing connections.
[30]>

System shutting down.Please wait while the queue is being closed...
Closing CLI connection.

The system will power off automatically.
Connection to mail.example.com closed.

SSH — "B Pax—% F—FKEL

R
7
=
b
3

FERE: Z ®a <> KiZlcommit] 2SSE T,
JIABER. ZDav NI TAY FE— R TCOREATEET,
NyFawrs/R:ZoavrNEnNyFREXEZYR—-—FL TWEEA,
VT — M EEEHEDNCT D701,V T — FBRETT,

OB T EEET T NOFHARY—%2 A A=V 1L ET,

mail.example.com> sshconfig

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1> userkey
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Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.
[-paste public key for user authentication here-]

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1>

WOFNE SSH YV — Sl & imEd 2 ik zm L TV ET,

mail.example.com> sshconfig

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1> sshd

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl28
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl160
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal

Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
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Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsal>

Enter the Cipher Algorithms do you want to use
[aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl28,aesl28-cbc,3des-cbc,blowfish-cbc, ¢
astl28-cbc,aesl92-cbc,aes256-cbe, arcfour, rijndael-cbc@lysator.liu.sel>

Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal,umac-64@openssh.com, hmac-ripemdl60, hmac-ripemdl60@openssh.com, hmac-sha
1-96, hmac-md5-96]>

Enter the Minimum Server Key Size do you want to use
[1024]1>

Enter the KEX Algorithms do you want to use
[diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-gr
oupl4d-shal,diffie-hellman-groupl-shal]>

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl28
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl60
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal

Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1>

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1>
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status

B9

ER7E

]

VAT AT —HAERERLFT,

FEE: Z0a<r NiZlcommit [TMLEH D £HA,

JIGRREE . ZDav L NiEvyy E—RTCOREHTE T,
NyFawryRF:2oavrFEnNyFEXEZYR—FLTWEREA,

mail3.example.com> status

Status as of:
Up since:

Thu Oct 21 14:33:27 2004 PDT
Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)

Last counter reset: Never

System status:
Oldest Message:

Feature - McAfee:
[....]

Feature - Outbreak Filters:

Counters:
Receiving
Messages Received
Recipients Received
Rejection
Rejected Recipients
Dropped Messages
Queue
Soft Bounced Events
Completion
Completed Recipients
Current IDs
Message ID (MID)
Injection Conn. ID (ICID)
Delivery Conn. ID (DCID)

Gauges:
Connections
Current Inbound Conn.
Current Outbound Conn.
Queue
Active Recipients
Messages In Work Queue
Kilobytes Used
Kilobytes Free
Quarantine
Messages In Quarantine

Online
4 weeks 46 mins 53 secs

161 days

161 days

Reset Uptime

62,049,822
62,049,823

290,920
290,920

3,949,663 11,921
11,606,037 219

2,334,552 13,598

50,441,741 332,625

Current

1

0

92
8,388,516

Policy, Virus and Outbreak 0

Kilobytes In Quarantine

Policy, Virus and Outbreak 0

Lifetime

62,049,822
62,049,823

3,949,663
11,606,037

2,334,552
50,441,741
99524480

51180368
17550674
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supportrequest

B9

ER7AE

]

VRAADAAFw— VIR — AV EEELET . ZOa v R EHHAT AR T
FGATUVANA L H—Fy NCBTA—NEREETEILERNLYVET VT TV F 7y bR
HEIZER SN ET . E PR — N EREZEFEO N T TNV Ty MIEEMITZZ EH T
%ij—o

TIIAT ANy AR T 7 =R YR— MIEH#ET 77 AF 512iF, Cisco.com = —H 1D
MWZDT T FAT 2 ADY—E ZZKNTFHEM T 5TV D MENH Y 7, Cisco.com 7 1

7 7 AVICBIEREM T 5 TS —E 22K O —E A2 ST 5 11X, Cisco.com Profile
Manager (https://sso.cisco.com/autho/forms/CDClogin.html) {27 27 £ A L T < 72 &\, Cisco.com
=W ID BRVWEHIE BEL TID 2B L TESW A T4 ~AVT DT T w kDX
SICBET AIEEN  BHEVDO YV — 2D a—HFHT A R EBBL T EE,

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JGRAEH . ZDa<v L Nii~vyy T—RTOREATEET  EBI. Z20avr Nigns
AV KRAM (=Rl A LIz~ V) TORERTEET, Z2oa~r FE2ERT I,
O—H) 7 7AN VAT AIT IV BEATELLERHD £,

NRyF a<wryRF:Zoa<wryREnNyFEXREZR—FL TWWEEA,

KIS BAFDOFR—F For vy MZEEL 2N R — FEROFIZRL £7,

mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support) .Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?
[Y]>

Do you want to send the support request to additional recipient(s)?
[N]>

Is this support request associated with an existing support ticket?
[N]>

Please select a technology related to this support request:
1. Security - Email and Web

2. Security - Management

[11> 1

Please select a subtechnology related to this support request:

1. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - Misclassified
Messages
2. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - SBRS
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3. Cisco Email Security Appliance (Cl1x0,C3x0, C6x0, X10x0) - Other
4. Email Security Appliance - Virtual
[1]1> 3

Please select the problem category:

1. Upgrade
2. Operate
3. Configure
4. Install
[1]1> 3

Please select a problem sub-category:
Error Messages, Logs, Debugs

Software Failure

Interoperability

Configuration Assistance

Install, Uninstall or Upgrade

Hardware Failure

Licensing

Data Corruption

. Software Selection/Download Assistance
0. Password Recovery
11> 5

— 2 Vo Jo U WN R

Please enter a subject line for this support request:
[1> <Subject line for support request>

Please enter a description of your issue, providing as much detail as possible

to aid in diagnosis:
[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO

ID) in order for you to receive complete access to support and

services from Cisco.Please follow the URLs below to associate your contract
your Cisco.com profile.If you do not have a CCO ID, please follow

the URL below to create a CCO ID.

How to create a CCO ID:
https://tools.cisco.com/RPF/register/register.do

How to associate your CCO ID with contract:
https://tools.cisco.com/RPFA/profile/profile_management.do
Frequently Asked Question:
http://www.cisco.com/web/ordering/cs_info/fags/index.html

Select the CCOID
1. New CCOID
[1]1>

Please enter the CCOID of the contact person
[1> your name

The CCO ID may contain alphabets, numbers and '@', '.', '-' and '_' symbols.

Please enter the CCOID of the contact person
[1> me@example.com

Please enter the name of the contact person
[1> yourname

Please enter your email address:
[1> me@example.com

Please enter the contract ID:
[1> 1234

coverage on
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Please enter any additional contact information (e.g. phone number) :

[1>
Please wait while configuration information is generated...

Do you want to print the support request to the screen?
[N]>

supportrequeststatus

B9

ER7E

]

CiscoTAC DV R —F ZFEWRT 27200 PR —FERF—U—F X—V g UIFREEFERL 7,

FEE: Zo0a<r NiZlcommit [TMLEH D FHA,

JGABER: ZDav NI . T_XTHO~Y Yy F—R(IFRAEZ ITNN—TF <) THEHTX
ij‘o

NyF awrsRF:Z0avry RNy FEXRZSR—FL TWWEEA,

mail.example.com> supportrequeststatus

Component Version Last Updated
Support Request 1.0 Never updated
supportrequestupdate

598

ER7AE

)

CiscoTAC DV R —hrZ2HRTH72DD VR —FERF—TU—RFOF#HT7T v 7T —FH2ERKL
jz—g«o

FEE:Z Do~ FMiZlcommit 1THEH Y FH A,

PIGREER . ZDav L NI TN TO~Y Yy T—R(IFRAEZ T NL—TF <) THHTX
\ij_o

NyFawrsF:Zoavy RNy FRLER—-FL T EEA,

mail.example.com> supportrequestupdate

Requesting update of Support Request Keywords.
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suspend

AR
T LRUAFE L E T

ERAE
FEE: Z0a<r NiZlcommit [TMLEH D £HA,
JIGREER:. ZDav L NiE~viy E—RFR TOLMEHTE £7,
NyFawryRF:2oavrFEnNyFEXEZYR—FLTWEREA,

]

mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...
Receiving suspended for Listener 1.
Waiting for outgoing deliveries to finish...

Mail delivery suspended.
mail3.example.com>

suspenddel

2R
RS % L S

ERAE
Fee:—oa~r RiZlcommit X4 H Y FH A,
JSRARER. T Davr NiIvly E—RTORFEHTXET,
NRyoF awryPF:Z20avry NEnyFEXEZTR—FL TWEREA,

)

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domain2.com, domain3.com

Waiting for outgoing deliveries to finish...
Mail delivery suspended.
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suspendlistener

B9

ER7E

]

tcpservices

E‘Hﬂ

ERAE

]

SAE 2L £

FEE: 2o~ NiZlcommit [TMLEH D £HA,
JIGREEB:. ZDav L NiE~viy E—R TOLMEHTE £7,
NyF awrsR:Zoavr NEnNyFEXEZFR—-FL THERHA,

mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.
mail3.example.com>

TRERZLSTHIPATWD Y7 7 AVICHET DM EZZRL £,

FEE: Z Do~ RiZlcommit 1TMLEDH D £HA,
JSRBEM. T Dav LRIy TE—RNTORFEHTX ET,
RyF awryR:20avr RNy FEXLEZS R —F L TWERA,

mail.cisco.com> tcpservices

System Processes (Note: All processes may not always be present)

ftpd.main - The FTP daemon
ginetd - The INET daemon
interface - The interface controller for inter-process communication
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ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon

Feature Processes

euq_webui - GUI for ISQ

gui - GUI process

hermes - MGA mail server

postgres - Process for storing and querying quarantine data

splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsqgl Ipv4 TCP 127.0.0.1:5432
gabackdoo root IPv4 TCP *:8123
ftpd.main root IPv4d TCP 10.1.1.0:21
euq_webui root IPv4d TCP 10.1.1.0:83
euq_webui root IPv6 TCP [2001:db8::]:83
gui root IPv4 TCP 172.29.181.70:80
gui root Ipv4 TCP 10.1.1.0:80
gui root IPv6 TCP [2001:db8::]:80
gui root IPv4 TCP 172.29.181.70:443
gui root IPv4d TCP 10.1.1.0:443
gui root IPv6 TCP [2001:db8::]:443
ginetd root IPv4 TCP 172.29.181.70:22
ginetd root IPv4d TCP 10.1.1.0:22
ginetd root IPv6 TCP [2001:db8::]:22
ginetd root IPv4d TCP 10.1.1.0:2222
ginetd root IPv6 TCP [2001:db8::]:2222
hermes root IpPv4 TCP 172.29.181.70:25
splunkd root IPv4 TCP 127.0.0.1:8089
splunkd root IPv4 TCP 127.0.0.1:9997
api_serve root IPv4 TCP 10.1.1.0:6080
api_serve root IPv6 TCP [2001:db8::]1:6080
api_serve root IPv4 TCP 10.1.1.0:6443
api_serve root IPv6 TCP [2001:db8::]:6443
java root IPv6 TCP [::127.0.0.1]:9999

techsupport

2t EA

CiscoTAC WY AT AT 7 EBATESLLHICL £7,

ERAE
FEE:Z Do~ FiZlcommit [THEH Y FH A,
JSRAFER. T Dav NiZviy F—RTOLFEHTXET,
NRoF a<wryF:Z20avry NEnNyFEXEZTFR—FL TWEREA,
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mail3.example.com> techsupport

Service Access currently disabled.
Serial Number: XXXXXXXXXXXX-XXXXXX

Choose the operation you want to perform:

- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
your system, without establishing a tunnel.

- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access your
system, and establish a secure tunnel for communication.

- STATUS - Display the current techsupport status.

[1> sshaccess

A random seed string is required for this operation

1. Generate a random string to initialize secure communication (recommended)
2. Enter a random string

[1]1> 1

Are you sure you want to enable service access? [N]> y

Service access has been ENABLED.Please provide the string:
QT22-JQZF-YAQL-TL8L-8@2L-95

to your Cisco IronPort Customer Support representative.

Service Access currently ENABLED (0 current service logins).
Tunnel option is not active.

Serial Number: XXXXXXXXXXXX-XXXXXX

Choose the operation you want to perform:

- DISABLE - Prevent customer service representatives from remotely accessing your system.
- STATUS - Display the current techsupport status.

[1>

tisverify

AnEH

F4Z TLS $fc & LB U CHESL L S8 e K A A 2B 2 TLS i oM AE T Ny 7 L F
TR AN T DITIX BGET D R A A v L55EAR A N ZFE L £, AsyncOS 13, #0272 (B
ZE)TLS BREIZHSWT TLS #5i 2 el L £97,

ER7AE

FEE: Z Do~ RiZlcommit 1TMLEDH D £HA,
JISRBEM:. ZDav L NIy TN TOREHTX ET,
NyFawryRF:Zoavwry RNy FEXRZR—FLTWET,
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Ny FER

tlsverify A< RONYy FIRAEFEHT L L WHKDO CLI 2~ ROTXTOEREEEITL,
BEDKRARNL ED TLS i F = v 7 TE F97,

tlsverify <domain> <hostname>[:<port>]

]

mail3.example.com> tlsverify

Enter the TLS domain to verify against:
[1> example.com

Enter the destination host to connect to.Append the port (example.com:26) if you are not
connecting on port 25:
[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.
TLS verification completed.

trace

2t EA

VAT ARBERTLAvE—VD 7 0 —% Bl £9,

ERAE
Feg:Zoa~r Rizlcommit 1IZ4EH Y FH A
JSRAFER. T Dav  NiIvly E— R TORFEHTXET,
NRoF a<wryPF:Z20avry NEnNyFEXEZTR—FL TWEREA,

)

mail3.example.com> trace

Enter the source IP
[1> 192.168.1.1

Enter the fully qualified domain name of the source IP
[1> example.com
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Select the listener to trace behavior on:
1. InboundMail

2. OutboundMail

[1]1> 1

Fetching default SenderBase values...
Enter the SenderBase Org ID of the source IP.The actual ID is N/A.
[N/A]>

Enter the SenderBase Reputation Score of the source IP.The actual score is N/A.
[N/A]>

Enter the Envelope Sender address:
[]1> pretend.sender@example.net

Enter the Envelope Recipient addresses.Separate multiple addresses by commas.
[]> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here.Enter '.' on a blank line to end.
Subject: Hello
This is a test message.
HAT matched on unnamed sender group, host ALL
- Applying SACCEPTED policy (ACCEPT behavior).
- Maximum Message Size: 100M (Default)
- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)
- Maximum Number Of Recipients Per Message: 1,000 (Default)
- Maximum Recipients Per Hour: 100 (Default)
- Use SenderBase For Flow Control: Yes (Default)
- Spam Detection Enabled: Yes (Default)
- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)

Processing MAIL FROM:
- Default Domain Processing: No Change

Processing Recipient List:

Processing admin@ironport.com

- Default Domain Processing: No Change

- Domain Map: No Change

- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change

Message Processing:
- No Virtual Gateway (tm) Assigned

- No Bounce Profile Assigned

Domain Masquerading/LDAP Processing:
- No Changes.

Processing filter 'always_deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR

Result = True
Executing Action: deliver()

Footer Stamping:
- Not Performed
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Inbound Recipient Policy Processing: (matched on Management Upgrade policy)

Message going to: admin@ironport.com

AntiSpam Evaluation:
- Not Spam

AntiVirus Evaluation:
- Message Clean.
- Elapsed Time = '0.000 sec'

Outbreak Filter Evaluation:
- No threat detected

Message Enqueued for Delivery

Would you like to see the resulting message? [Y]> ¥y

Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma
Final Recipients:

- admin@ironport.com

Final Message Content:

Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.qga with TEST; 19 Oct 2004 00:54:48 -0700
Message-Id: <3193g9$@Management>
X-IronPort-AV: i="3.86,81,1096873200";
d="scan'208"; a="0:sNHTO"
Subject: hello

This is a test message.

Run through another debug session? [N]>

G¥) trace %{ﬁﬁﬁj«é L ‘Z}_—( (:fi\,ﬁlji ) {TJLU' Eﬂf:% /“!Z*‘f/@’\/&%‘ kz'gjc@ﬁji%‘_’ CLI éi’é\&)é
VERH Y £,
trackingconfig

AR

ERAE

KSR T AT LAEREL £,

FERE: Z O~ FiZlcommit] AL E T,

JSARBEH. ZDav NI . T_XTCO~Y Yy F—R(IFRAEZ ITNV—TF <~ ) THEHTX

i‘a—o

RyF awryR:20a<vry RNy FEXLEZS R —F L TWERA,
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mail.example.com> trackingconfig

Message Tracking service status: Message Tracking is enabled.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1> setup

Would you like to use the Message Tracking Service? [Y]>

Do you want to use Centralized Message Tracking for this appliance? [N]>

Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.
[1>

tzupdate

EiEA

BALS—2 L— L EEHLET,

ER7E

FEE: Z0a<r NiZlcommit [TMLEH D £HA,

JIAZER: ZDa<v R~y TR TORMHATEET, &b, 2na<wr RKign s
A RA M (Z—FRal A LIz y) TORMEATE £7,

NyF avr/F:Z0a<r RNy FEXEZPR—FL TWET,

Ny TFER

tzupdate A XY R DNy FRAZMMT 5 &L AEPBES LRV SEETHL T XTOHX A 4
V=2 = VISR BT S U E T

tzupdate [force]

]

mail.example.com> tzupdate

Requesting update of Timezone Rules
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updateconfig

B9

VAT LEFNT A= Z R ELET,

ERAE
FEE:Z Da~< 2 K iZlcommit] 23 NEE T,

JGREER. - Dav NI . TR_RTO~YYy TE—R(ZTRAE TNV—F ~ )Tt
ij‘o

NyF awrsR:Z0avwry RNy FEXRZSPR—FL TWWEEA,

1
o T T T—H V=N EB/H TS T LT a— R T 50T T TIAT U ALRE
(3-114 ~<—72)
o ToTFTF—H Y= ROFFHEOHGMEARIET D LT I I AT AEFRE (B3-117 ~~—2)
o XL b—NREOWEREHEHTAILIIIT I ITAT U AZHE(3-118 X—)

FOTT—=29— 1\ oBHIOTSLESIOO—FTEHESICTTISATURERE

W OFEITiX updateconfig 2~ REZFHHL C. 77 T7AT VARV A =BT v 7T —
M AA—TEXT B —R L . 2—b =0 ARE7: AsyncOS 7 v 77 L —R D U A
MaeXora—RT5KCRELET,

mail.example.com> updateconfig

Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m
Proxy server: not enabled

HTTPS Proxy server: not enabled
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Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates

[1> setup

For the following services, please select where the system will download updates from:
Service (images) : Update URL:

Feature Key updates
http://downloads.ironport.com/asyncos

1.
2.

Use Cisco IronPort update servers (http://downloads.ironport.com)
Use own server

[1]1>

For the following services, please select where the system will download updates from

(images) :

Service (images) : Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
1. Use Cisco IronPort update servers

2. Use own server

[1]1>

For the following services, please select where the system will download updates from
(images) :
Service (images) : Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1.
2.

Use Cisco IronPort update servers
Use own server

[1]1>

For the following services, please select where the system will download the list of
available

updates from:

Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1.

Use Cisco IronPort update servers
Use own update list

[1]1>

For the following services, please select where the system will download the list of

available

updates from:

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
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1. Use Cisco IronPort update servers
2. Use own update list

Enter the time interval between checks for new:
- Timezone rules

- Enrollment Client Updates (used to fetch certificates for URL Filtering)

- Support Request updates

Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours.The minimum

valid update time is 30s or enter '0' to disable automatic
updates will still be available for individual services).
[5m]>

updates

(manual

When initiating a connection to the update server the originating IP interface
is chosen automatically.If you want to choose a specific interface,

specify it now.

1. Auto
2. Management (10.76.69.149/24: vm30esa0086.1ibga)
[1]1>

please

Do you want to set up a proxy server for HTTP updates for ALL of the following

services:

- Feature Key updates
- Timezone rules

- Enrollment Client Updates (used to fetch certificates for URL Filtering)

- Support Request updates
- Cisco IronPort AsyncOS upgrades
[N]>

Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following

services:

- Feature Key updates
- Timezone rules

- Enrollment Client Updates (used to fetch certificates for URL Filtering)

- Support Request updates
- Cisco IronPort AsyncOS upgrades
- SenderBase Network Participation sharing

[N]>

Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m
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Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1>

FyTT—8 b—NROMABOENEERIET 5L S ICTTISA T RERE

COF T arERETAHE T T IAT VAN RAaDT v I F—F =R LHEET L0
W T v T T =% b= ROFEHEOCEHNENHER I N ET RIEICRR LS8 . T e s
FAFF T =R EINT MR T v ST ou Il I N ET RIC. DA T a v
ERETHHERL ET,

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: b5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates

[1> validate_certificates

Should server certificates from Cisco update servers be validated?

[Yes]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
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Service (list): Update URL:
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: b5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1>

7axL Y—NEDBEEZBERTDEIIITTSAT7URERE

BRTHRWT axy —NEHEHL TWI5EE. 7o Vi EEEOELITHEHT 5 CA FEH
EET T IAT L ACBNTEEFT , ZNICED T 7470237 axy —NEEZEH
LET RIC.ZCOF T ara2RETHEZRL £,

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1> trusted_certificates

Choose the operation you want to perform:
- ADD - Upload a new trusted certificate for updates.
[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:
Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwIBAgIBATANBgkghkiGO9wOBAQUFADCBgDELMAKGAIUEBhMCSU4x
DDAKBGNVBAGTAOEBUTENM. . & ottt ittt it it ettt et e et e et e it e i iee e

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>
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updatenow

B9

ER7E

Ny TFERR

]

version

EiEA

ER7E

)

—BHLEEE/FSTLY -T2 N

FTRTCOVATF AP —E R IR —R NOEHFLEZERL 1,

FEE: Zo0a<r NiZlcommit [TMLEH D £HA,

JIREER: ZDav N~y y E=—RTOAFEHTEET EHIC,. Z0a~vrRiEgrs
A RAN (Z—FRa S A L) TOLERTE £,

Ry F awr R Zoavy FidAy FRRE K-k LThET,

updatenow 1V KONy FRREMMT 2 & EEBRHINRVHATH TSI T7 A
toF_RCToarR—32 MEEHTEET,

updatenow [force]

mail3.example.com> updatenow

Success - All component updates requested

VAT LDN—=Y 3 UERERRLET,

FEE:Z o< FiZlcommit 1ZTHEH Y FH A,
JGAREE . ZDav NI~y E—R TORMEHTE £,
NyF awryRF:Z0a<vry RNy FEXRZSPR—FL TWWEEA,

mail3.example.com> version

Current Version

Product: Cisco C100V Email Security Virtual Appliance
Model: C100V
Version: 9.1.0-019
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Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS8
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RATID Type: NA

BMC: NA

wipedata

2t EA

FURIDAT Ty ANEHEL HBEOaTHE L TEREDO AT — 2 22 HRT 5D
wipedata 2~V R & HL F£9,

G T2V ARXIECTCHEET 7y a AL BB 20830 BERETTHET VA
TANRT A=< AEEEREZ L5 B3HY £,

ERAE
Fee:—oa~r Rizlcommit IZ4EH Y FH A,
JSRARER. T Dav  NiIvly E—RTOLFEHTXET,
NRoF awrsPF:Z0avry NEnNyFEXEZTR—FL TWWEREA,

)

mail.example.com> wipedata
Wiping data may take a while and can affect system performance till it completes.

Choose the operation you want to perform:

- STATUS - Display status of last command run
- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress
mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R



| 38 a<w EF:8E4H

upgrade

B9

upgrade CLI 2~ > NIX EHARER T v 77 L — RO U A M EERRL 2 —FREEL 23—
Va1 AsyncOS Y AT LET v 7 7L —RKL %1,

ERAE
FEE: 2o~ NiZlcommit [TMLEH D £HA,
JIGARRER. ZDav L NiE~viy E—R TOMEATE £7,
NyF avwrRF:Zoavy gy FERAZYR—FL TWERA,

]

mail3.example.com> upgrade
Upgrades available:

1. AsyncOS (***DON'T TOUCH!***)4.0.8 upgrade, 2005-05-09 Build 900
2. AsyncOS 4.0.8 upgrade, 2005-08-12 Build 030

45. SenderBase Network Participation Patch
[45]>

Performing an upgrade will require a reboot of the system after the upgrade is applied.
Do you wish to proceed with the upgrade? [Y]> Y

N, 8,0 N
AVTIOY RE¥vy
e contentscannerstatus (3-121 ~2—<7)

¢ contentscannerudpate (3-122 ~X—17)

contentscannerstatus

AT RAF L VDO a UEREFERLET,

ERAZE
FEE: Z Do~ RiZlcommit 1TMLEDH D FHA,
JSRBEM. T Oav LRIy TN TORFEHTX ET,
NRyF a<wrRF:Zoa<wryRNEnNyFEXREZTR—FL TWWEEA,

]

mail.example.com> contentscannerstatus

Component Version Last Updated
Content Scanner Tools 11.2.1884.970097 Never updated
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contentscannerudpate

aVTFUY RAF vy UV UDOFET v T — b E2ERL £97, [force )] /8T A—F BT 5
ELEHIIEENBH SN THLIEITENET,

ERAE

FERE: ZDa~2 RZlcommit 1ZXLEH Y £H A,

JOGRAEH . ZDa<v L Nii~vyy TE—RTORMEATEET  EBI,. Z20avr Nigns
A RAM (Z—FRal A Livyy) TORMEATEET,

NRyF a<wrRF:Zoa<wrRNEnNyFEXREZR—FL TWWEEA,

]

mail.example.com> contentscannerupdate force

Requesting forced update for Content Scanner.

LDAP

ZIZTIEHRD CLI 2 v RIZOWTHBL £,
e Idapconfig

e ldapflush

e ldaptest

e sievechar
Idapconfig

AnEH

LDAP — &R TEL 7,

ER7AE

FERE: Z O~ FiZlcommit] AL E T,

JGABER: Z0av NI . T_XTHO~Y Yy F—R(IFRAEZ ITN—TF <) THEHTX
ij‘o

NyF azws/RF:Zoa<vyFEIRNyFEAZIR—F L TWEEA,
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Bl EHLWLDAPH—NN 7O 7 1 ILDVERK

W OB TIX. 1dapconfig I~ 2 REHFEHAL T T IAT L AODNA L KA L7725 LDAP —3
%E%L/\ﬁ'fé%‘%”']\ﬂ(ldapaccept YT a<wR) IV—T 4 Vﬁ(ldaprouting YT a<w
K).~AHL—F (masquerade YT a<wR) ARAGEH DO F‘:L‘—‘Higtggﬁ(isqauth Y7 a
U R BROARLBEMO T A YT AHHE (isqalias 7 a<w U R)O 7=V 2R EL £7,

i‘jﬁ\ [PublicLDAP | & W95 = 7 R — L% mldapserver.example.com LDAP ‘ﬁ__/\\@:’ﬂi}%_i‘@—o
7 Y OEFERIL. A — b 3268(F 7 4L M) T, example.com DFRFERN— ZANEFK S 1L
(dc=example,dc=com) \ ZMFEZIT AN A—NFL—T 47 BLORRAHD L —RFRD I —
DERINET, 20O 7 = VX WIRGINWD A Z—Fy 8 FT 7k
draft-lachman-laser-ldap-mail-routing-xx.txt CiEF% & #17- inetLocalMailRecipient ffih4~7 ¥ = 7
277 A ([Laser fiAk.) & L CHEBH D) T 5 . OpenLDAP 7 1 L 7 |k UGREIZEL T
FT,(ZOR T 7 hDO/NN—=2 2320, 0penlDAP DY — A T 4 AR Y E a—v a3 il&EnT
WET) ZOBITIX A—NDOFN—T 47 7Y T 2Y ENHZEEIHERT LA

A— LR A b D mailForwardingAddress Tg?) HZ & &:/}:f‘%’;bf < 7LZ é Uy, 7 X U _‘% Tli\ j(j(
FLENLFEPEB SN ET ELWFERDIEIND LD ICT DI, EfEIC—HL TWAHRLER
HYFET,

mail3.example.com> ldapconfig
No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:
[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous

2. Password based

[1]1> 2

Please enter the bind username:
[cn=Anonymous] >

Please enter the bind password:
[1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:
[3268]> 3268

Please enter the base:
[dc=example,dc=com] > dc=example,dc=com
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Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- TEST - Test the server configuration.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- CERTAUTH - Configure certificate authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> ldapaccept

Please create a name for this query:
[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept

Enter the LDAP query string:
[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> ldaprouting

Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing

Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})

The query requires one of the attributes below.Please make a selection.

[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?

[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?

[3] Configure both attributes
[1> 1
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Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> masquerade

Please create a name for this query:
[PublicLDAP.masquerade]> PublicLDAP.masquerade

Enter the LDAP query string:
[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})

Enter the attribute which contains the externally visible full rfc822 email address.
[1> maillLocalAddress

Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient? [N]> n

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> isgauth

VRADEA—=NL EFaYT 4 FFS54F7RAIT Async0S9.7CLI ) I 7LV R HAF W



BIE

avvR:3EH |

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R

LDAP

Please create a name for this query:
[PublicLDAP.isgauth]> PublicLDAP.isgauth

Enter the LDAP query string:
[ (sAMAccountName={u}) ]> (sAMAccountName={u})

Enter the list of email attributes.
[1> mail,proxyAddresses

Do you want to activate this query? [Y]> ¥y
Do you want to test this query? [Y]> ¥y

User identity to use in query:
[1> admin@example.com

Password to use in query:
[]1> password

LDAP query test results:

LDAP Server: myldapserver.example.com
Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:
- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or

bounced/dropped.
- LDAPROUTING - Configure message routing.
- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.
- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

(1>

Current LDAP server configurations:
1.PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.
[1>
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Idapflush

AR

ER7AE

Z OFITIX TLS B DL E 4 5T LDAP 7 n — VR ELA R EL 7,
mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.

[]1> setup

Choose the IP interface for LDAP traffic.

1. Auto
2. Management (10.92.145.175/24: esxl6-esall.qga)
[1]> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having
negative results? [Y]>

oA W

The "Demo" certificate is currently configured.You may use "Demo", but this will not be

secure.

1. partner.com

2. Demo

Please choose the certificate to apply:
[1]1> 1

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1>

XXy 2 ENTWS LDAP OfEREZ 7T v a2 LET,

FEE: Z Do~ RiZlcommit 1TMLEDH D £H A,
JSRBEM. ZOav LRIy T—RNTORFEHTX ET,
NRyF a<wrRF:Zoa<wryREnNyFEXREZR—FL TWWEEA,
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)

Idaptest

E‘Hﬂ

ER7AE

]

mail3.example.com> ldapflush
Are you sure you want to flush any cached LDAP results? [N]> y

Flushing cache
mail3.example.com>

1 DOLDAP 7 =) — T AN H2EITL £7,

FEE: Z Do~ RiZlcommit 1TMLEDH D FHA,
JIGRBEM. T Dav LRIy TN TOREHTX ET,
NyF awrsRF:Z0a<wry R gy FEXREZR—FLTWEREA,

Z OBTIX, 1daptest I~ K FHEHL TREEHD LDAP 4 — \REDZEEZIT AN =
V=172 %7 AL ET.ZEHT R L ATadmin@example.com 1L Z D7 A MMIEH L £33,
ZA54E 7 K L Abogus@example.com | (TR EFIZ /2 0 £,

mail3.example.com> ldaptest

Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[1]1> 1

Address to use in query:

[]> admin@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass

LDAP query test finished.
mail3.example.com> ldaptest

Select which LDAP query to test:
1.PublicLDAP.ldapaccep

[1]1> 1

Address to use in query:

[1> bogus@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept
Argument: bogus@example.com
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Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found

LDAP query test finished.
mail3.example.com>

sievechar

E‘Hﬂ

RFC 3598 ICHEEIN T WA Sieve BA A —/L T 4NV Z Y U TIHEATHEXFEREET-1TT 4
=7 L £7,Sieve LFIXLDAP AR/ =) — L LDAP AL —TFT 4 v F 7 =) —TORHR
MEINDZLITHEEL TLEI W, VAT LAOMOERZIT. BRI EF A —/V T KL A% EEXH
RLELET,

T & 5 3CFE =+ T,

ER7E

FEE:Z o< FiZlcommit 1THEH Y FH A,

PIGREER . ZDav L NI TN TOYY Yy T—R(IFRAEZ T NL—TF <) THHTX
\iTO

NyF awryRF:Z0avwry RNy FEXRZSPFR—FL TWWEEA,

]

ZOFI T sievechar A~ R EZMHML T+ /K87 =) =B L LDAP iV —T (> 7 7
T —CHMEIND Sieve LFE L TEHEL £7,

mail3.example.com> sievechar
Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:
- SETUP - Set the separator character.
[1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
[1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:
- SETUP - Set the separator character.
[1>
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N —LmEOBTE=42)YVY

— - 3
A—NEREDHE/E=SY Y
ZIZTIEHKD CLL 2~ RIZOWTHBL £,

e addresslistconfig

e aliasconfig

e archivemessage

e altsrchost

¢ Dbounceconfig

e Dbouncerecipients

¢ bvconfig

e deleterecipients

e deliveryconfig

e delivernow

e destconfig

e hostrate

¢ hoststatus

e imageanalysisconfig

e oldmessage

e rate

e redirectrecipients

e resetcounters

* removemessage

e showmessage

e showrecipients

® status
e tophosts
e topin

e unsubscribe

e workqueue
addresslistconfig

E‘Hﬂ

TRVAVAMEREL £,
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FERE: Z O~ FiZlcommit] 2L ETY,

JGREER. - Dav NI . TR_RTOYYy FE—R (VTR Z TNV—F ~ )T
*7,

NyF aws/RF:Zoa<xy NERNyFREAZYR—FL TWET,

addresslistconfig I ¥ o/ NEOZA /7‘3%5t%f1%)5ﬁ bf\%ﬁbb\T [NRZZ I @MEEJZ\%T?ODT
FLZUALORE. TRV ZMo—EHH 7L A UZROHIER. TRV X U Ao
TAL TWAT L 20K NA[EETT,

e FHLWTF KL X UXkmiBI:

addresslistconfig new <name> --descr=<description>
--addresses=<addressl, address2, ...>

o WEDOTRL A U XK DOFffFtE:

addresslistconfig edit <name> --name=<new-name> --descr=<description>
--addresses=<addressl,address2, ...>

e TRLRAUZXLDHIBR:

addresslistconfig delete <name>

e TRLRURFDO—EHT:

addresslistconfig print <name>

e TRV AURRNDOHTHAELTWAET KL ADRM:

addresslistconfig conflicts <name>

mail.example.com> addresslistconfig

No address lists configured.

Choose the operation you want to perform:
- NEW - Create a new server configuration.

[1> new

Enter a name for the address list:
> add-listl

Enter a description for the address list:
> This is a sample address list.
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Do you want to enter only full Email Addresses? [N]> Y

Enter a comma separated list of addresses:
(e.g.: user@example.com)
> userl@example.com, user2@example.com

Address list "add-listl" added.

Choose the operation you want to perform:

- NEW - Create a new server configuration.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

- CONFLICTS - Find conflicting entries within an address list.
[1>

aliasconfig

E‘Hﬂ

EARA—N AV T RAEZHREL T7,

ER7AE

FERE: Z O~ FiZlcommit] 2L E T,

JSARBEH: ZDav NI . T_XTCO~Y Yy F—R(ITFRAEZ ITNV—TF <~ ) THEHTX
S

NRyFavw RN :Z0a<vry KRRy FEXLEZYR—FLTWET,

Ny FER

aliasconfig DNy FIREMHEATH L HLOVZA VT A T—T VOB BEHFEOT ALY T A
T—TNVDOmEBL AN A VT ADYVANOHT) 2 A VT A T—=TNDA R — K=
JAR—FBFEITTCEET ANy TF aw R L LT%’T?T%@:Ii\aliasconfig a2 RERD
A TADL U TOEEEEEL £7,

o HILWEFA—/L =AU T ZADIEN

aliasconfig new <domain> <alias> [email_addressl] [email_address2]

(G¥) TFELRWR A A% L Tlaliasconfig new] A~ REZEITTH L FDOR A AU ERKE
hij‘o

o BEEOTF AL A )T ADHE

aliasconfig edit <domain> <alias> <email_addressl] [email_address2]
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o FTXA—J T AT ADFER

aliasconfig print

e N— NN TAUTRAIYARDALHR—F

aliasconfig import <filename>

o TTIAT LV ADTAYT A YRANDT T AR—F

aliasconfig export <filename>

]

mail3.example.com> aliasconfig

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[]> bobRexample.com, frank@example.com, sally@example.com

Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?

1. Globally

2. Add a new domain context
3. example.com

[1]1> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub domains.
[1> admin

Enter address(es) for "admin".
Separate multiple addresses with commas.
[]> administrator@example.com

Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n
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There are currently 2 mappings defined.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]
customercare: bob@example.com, frank@example.com, sally@example.com

There are currently 2 mappings defined.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1>

*3-7 IoAYFPREEHDGI¥

Ik EL)
IAYVTFREBERTEIR ALY a>TF X+, lGlobal]

<domain> FFa—mNWF ALY aAVvTFXRMEEELET,

WET DA YT ZAD4HI,

77—V RAALYy avyTXFANTHEHATELAY
T AFRD EEY T,

‘user@domain’ : Z D E A—/L T KL A,
‘user’ (EEDOR AL DI O2—H,
‘@domain: ZD R A AL DT NTH—Y,

‘@.partialdomain’ : ZD KN A A L XEDEEOY T
RAL DT ATOa—Y,

BEDOR ALY aVTHFANTHHATEL2 AT A

ko B Y TY,
‘User :ZDOR AL A TFTHRANDZO—H
<alias> ‘User@domain’ : 2D E A—/)L 7 R L &

TAVTREYYE T TAHEFA—INTRLVA 1D
DAV T AEBEOE A= TR ATy E Y

<email_address> 7TEET,
TAVTAT—=TNDA L R—FTT AR—FIHEH
<filename> T57 7 AV,
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archivemessage

B9

ER7E

]

altsrchost

EiEA

ER7E

]

Fa—NOEWAYE—V%2 T —H AT LET,

FEE:Z D~ FIZ commit IZTMEH Y FH A,
JIIGREER:. ZDav N~y E—R TOLMEHTX £7,
NyF awrsRF:Zoav s NEnNyFEXEZFR—-FL TWEHA,

WOFI T ENAY =V ET =D AT L ET,

mail3.example.com> archivemessage
Enter the MID to archive.
[0]> 47

MID 47 has been saved in file oldmessage_47.mbox in the configuration

Virtual Gateway™ DO~ v B 7 23 EL £,

FERE: Z D~ FiZlcommit] 23 ETY,

PIGRBEER . ZDav L NI TN TO~YY T—R(IFRAEZ T NL—TF <) THHTX
\ij_o

NyF awrsRF:Z0avry RNy FEXRZSFR—FL TWWEEA,

WOHI Tl altsrchost 7T—7 ANH TSN T BEFEO~ vy B NN EREanNEd, £
D% 2 oD N Y PMERRSNET,

o J)L—TF1v =T P —/N KA D eexchange.example.com D> 5 D A —/L X PublicNet 1 > %X —
T ARy BT INET,

o EXEHIP TR L X 192.168.35.35 235 D #A— /L% AnotherPublicNet A > % —7 = A A|Z
v U ENET,

%f GZ\ %%3\0)7”:&')&: altsrchost ¥/ E°‘/7‘753‘Hj7‘7 éﬂT\BEEZﬂ%Eéﬂi#o
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mail3.example.com> altsrchost
There are currently no mappings configured.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a

Virtual Gateway mapping.Partial addresses such as "@example.com" or
[]1> @exchange.example.com

"user@" are allowed.

Which interface do you want to send messages for @exchange.example.com from?

1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a

Virtual Gateway mapping.Partial addresses such as "@example.com" or
[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
AnotherPublicNet (192.168.2.2/24: maild.example.com)

Management (192.168.42.42/24: mail3.example.com)

PrivateNet (192.168.1.1/24: mail3.example.com)

PublicNet (192.168.2.1/24: maild.example.com)

11> 1

1
2
3
4
[
Mapping for 192.168.35.35 on interface AnotherPublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> AnotherPublicNet
2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.

"user@" are allowed.
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ER7AE

]
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- PRINT - Display all mappings.
- CLEAR - Remove all mappings.
[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[]> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

N ADEEEREL £7,

FEE: Z D a< 2 KiZlcommit] 2SS T,

JSRABEBR. —Dav L NI . TR_RTO~YY Yy TF—FRK(ZT2AZ TL—F <~ ) THHT
*7,

NyFavsrsF:Zoavry NIy FREAEYR—FLTWEEA,

W DFHTlL . bounceconfig I~ K ZfEH L T.bounceprofile EWIAFIDNT LA T 1Ty
ANEERLET. 20T 07 7 AL TIE A=K RYURESNETRTO Ay — U N
T ]‘\‘ ]/XVC“K?)é bounce-mailbox@example.com @:ﬂéfgéﬂij—o @@%%7{ /'1?““:/61/]'7\\“‘7
NTT ZEHEHTVEE Ay =N I OREENETEE Ay E—UMOF 7 40 M MEIT
4 I (14400 ) T,

mail3.example.com> bounceconfig

Current bounce profiles:
1. Default

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:
[1> bounceprofile

Please enter the maximum number of retries.
[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]> 60
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Please enter the maximum number of seconds to wait before retrying a message.
[3600]1> 3600

Do you want a message sent for each hard bounce?(Yes/No/Default) [Y]> ¥y
Do you want bounce messages to use the DSN message format?(Yes/No/Default) [Y]> ¥y

If a message is undeliverable after some interval, do you want to send a delay warning
message? (Yes/No/Default) [N]> y

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.
[1]1> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.
[1> bounce-mailbox@example.com

Current bounce profiles:
1. Default
2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

[1>

mail3.example.com>

FIAILEDINHOR TAOT7AILDMRE

FIFNVINDNRT AT T 7 ANERETHZ L TEET, ZOFTIE. T 74V a7y
ANV ERE L CTLBERATREZR R X b~ FRIT 25 2 BB #3600 (1 IRFfE) 2> 5 10800 (3 i) 12
oL £97,

mail3.example.com> bounceconfig

Current bounce profiles:
1. Default
2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

[1> edit

Please enter the number of the profile to edit:
[1> 2

Please enter the maximum number of retries.
[100]1>

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.
[259200]>
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Please enter the initial number of seconds to wait before retrying a message.
[60]>

Please enter the maximum number of seconds to wait before retrying a message.
[3600]> 10800

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]>
Do you want bounce messages to use the DSN message format?(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a delay warning
message? (Yes/No/Default) [N]>

Do you want hard bounce messages sent to an alternate address, instead of the sender? [Y]>

Please enter the email address to send hard bounce.
[bounce-mailbox@example.com]>

Current bounce profiles:
1. Default
2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

)RF—A~ADINP2 R TAT7AILDER

~
(%)

NGV ATaT7 7 A)VEHELT-D listenerconfig -> bounceconfig 2 ~v o F&ZfEHL  AH
AETHZ LKV ZOT T 7 AN ER Y AT —IZHEHATEET,

NG ATaT g ANE Ay =V EZELL) AFT—ICESWTHTEET . 2L %
DY AT =T Ay B—=UDRHEMEICED LD ITEE SN LD TITEERL £H A,

Z OB Tl OutboundMail 77 A X—k U A F—%ZfREL ., Z DY A} —I|Z bouncepr1s &I N
TR TR Ty ANEEAL £7,

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:
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Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:

1. Default

2. bounceprl
3. New Profile
[1]1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1>

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

mail3.example.com> commit
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Please enter some comments describing your changes:
[1> Enabled the bounceprl profile to the Outbound mail listener

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients

B9

Xa—nbAvtE—VENVALET,

ER7E

FEE:ZDa<r FiZlcommit 1ZTHEH Y FH A,
JIARER. ZOa~v N iEvvy E—RTOAHEHTEET,
NyFawrRF:Zoavwr IRy TRz R - L THEEA,

]

N AENDZEHE R GEZEFEERA NI T EF3 AvE—Y 20 "n =70
Envelope From {TIZHEE SNTZFFED T KL A THBIS D A v B—VEEHIT X - THERI &
NETELFTHEF2—HNOTRTOAYy =V 2 EINT U XT52 L TEET,

ZEFBRAMZKB/INHUR
mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Please enter the hostname for the messages you wish to bounce.
[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y

Bouncing messages, please wait.
100 messages bounced.

Envelope From 7 K L X IZ&k %/3\H 2 R

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[11> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com
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Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> ¥

Bouncing messages, please wait.
100 messages bounced.

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1>

Are you sure you want to bounce all messages in the queue? [N]> Y

Bouncing messages, please wait.
1000 messages bounced.

bvconfig

AR

N7 ARRIEDOREZITVET , Z0a~< 2 R . F—BLOR T U A ENTENREF A—/L
ERETATOICHERL ET,

ER7AE

FEE: Z D a< 2 KiZlcommit] 2SS T,

JSARBEH . Z0avw NI . T_XTO~Y Yy F—R(ITFRAEZ ITNV—TF <) THEHTX
S

NRyF a<wrsFN.Zoavr RPNy FERXEZYR—FLTWHEEA,

]

WIZF—REENT  ASNTEHIREA A=V OREDHIZRL £,

mail3.example.com> bvconfig

Behavior on invalid bounces: reject

Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:

1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
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- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> key

Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic_key
Previously-used keys for verifying incoming mail:

1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.

[]1> setup

How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?

1. Reject.
2. Add a custom header and deliver.
[1]1> 1

Behavior on invalid bounces: reject

Key for tagging outgoing mail: basic_key

Previously-used keys for verifying incoming mail:
1. basic_key (current outgoing key)

key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

[\S)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Configuring a new key and setting reject for invalid email bounces

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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deleterecipients

B9

Xa—nbAyE—VEHIRL £7,

ER7E

FEE: Z0a<r NiZlcommit [TMLEH D £HA,
JIGREER:. ZDav L NiE~viy E—RFR TOLMEHTE £7,
NyFawrRF:Zoavwr IRy TRz R —F L THEEA,

]

TFITAT AT MBS TREEEZHRTATOOFEOA 7> a U AHEBE I LT
FTIRITZAEE R A N RDOZ(EZE OHIER,Envelope From 7 K L 22 X 5 HIFR, B L OF 2 —
NOT X TOZEHEDOHIBROF 2R L 7,

REE R AL BHIK
mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y

Deleting messages, please wait.
100 messages deleted.

Envelope From 7 F L X2 & % HiB&

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to delete.
[]> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> ¥

Deleting messages, please wait.
100 messages deleted.
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mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Are you sure you want to delete all messages in the queue? [N]> Y

Deleting messages, please wait.
1000 messages deleted.

deliveryconfig

EiEA

ER7E

]

A—NVEEEREL £,

FEE:Z Da< 2 KiZlcommit] 23 MNEE T,

PIGREER . ZDav NI TN TOY Yy F—R(IFRAEZ TNL—TF <) THHTX
\ij_o

NyF awryRF:Z0avry RNy FEXRZSFR—FL TWWEEA,

KOPITIL, deliveryconfig 2~ N &I L | [BlfE ATHEMESD U (Possible Delivery) ] & A £ —7
MIZL T T I7ANV MDA E—T =4 2% [AE) (Auto) | IZREL £9°, ¥ AT AREKRO R KF
fg A v &—TEF1%.,9000 B T3,

mail3.example.com> deliveryconfig

Choose the operation you want to perform:
- SETUP - Configure mail delivery.
[]1> setup

Choose the default interface to deliver mail.

1. Auto

2. AnotherPublicNet (192.168.3.1/24: maild.example.com)

3. Management (192.168.42.42/24: mail3.example.com)

4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> ¥y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>
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delivernow

B9

Ay =V DR Y a— )V EIRREHICEREL T, 2—H3 1 SOZEEF A & BE
HICBIEA S P 2a— L ENTWNLETRTOAYy =Y DONTHNEZRIRTE £,

ERAE
FEE: Z0a<r NiZlcommit [TMLEH D £H A,
JIGREER:. ZDav L NiE~viy E—RFR TOLMEHTE £7,
NyFawrsR:Zoa<vryFENAyFRLEIR—F L TOEEA,

]

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[1]1> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.

destconfig

LLRTD setgoodtable 2> R TY, 7 —7 /WL BIFE S8kl 7T —7 v EMEIERCTWET, 20
T—=TNEMBHLCIHELER AL OEERIBEZHEEL F7,

destconfig I <> K D{EF
destconfig YT Ama—TTIT ROa~v FEFHTEET,

# 3-8 destconfig ¥ TV

B SiEA

SETUP Jyua—rNViREREEL T,

NEW R AL OHLUWHIRZBINL £7,

EDIT RAALDOHIBREELL £,

DELETE KA A DORIBREHIRL £,

DEFAULT BEENTWRNWR AL DT 7 4V~ OfilR%
EELET,

LIST RALEZDRIBOY 2+ E2FRL ET,

DETAIL ;;@ﬁ%itﬁ#df@thU@%m%%ﬁb
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7 3-8 destconfig 73V R (#FZ)

974 Bl

CLEAR F—=TNANST_RTOZ MY ZHIBRL £,

IMPORT INIZ T 4Fab—ary 77 ANADBE5EHE
Wz FNYDTF—T A E A FR—FN L ET,

EXPORT SRl PV DT —T % INIa 7 4K o
L—ay 77 AN AR—FLET,

f;;ﬁmnvyFmm%%%ﬁ?—jww%ﬁéﬁmﬁéuT®%%%%E¢é%£ﬁ%
o RAAV(ZEEZERAR)

o RN AA U ~DiKIFIR R

o BT LORKRAYE—UH

o ZAFEHIIR

o VAT ARKELIIRET — T 2 A ALY F

o MX F£7IER A A2 L OHFIFROE H

o AT IR O IR (4 HAL)

o N AKRGE

o RAAUTHMT LN X T uT7 7 AL

Yo FILEHET—TIL

WO SBEHIET—7T oy U A RLET,
#3-9 EEMBET—TNDI G

FALY Conn. Limit |Rcpt.Limit |Min.Prd. |Enforce MX/DOM
(F74/118) |[500] L (1] K AA
FORENTWVRNWER A A > OB 500, 1 FE & 72 0 O 25 FH 503 M 1R
(F7 4 F) |[500] 7L i MXIP
FRENTVRNE AL D A=)V 7 — T = A DR RERHIT 500, 1 FFfH]
o720 OSAZFEITIEHIBR

partner.com ‘[10] “500] ][60] ‘F,%l{:/

partner.com D9 _XTDH7 — k7 = A 08 10 HOHER &2 4.1 DO KZIEE
% 500

101.202.101.2 MSOO] \sz/ \[0] ‘BAXIP

IP7 KL ZADE

VRADEA—=NL EFaYT 4 FFS54F7RAIT Async0S9.7CLI ) I 7LV R HAF W



E3E avUF:5EH |

N —LmEOBTE=42)YVY

Ny FER

destconfig o< F@/\/%ﬁgﬁ%1ﬁﬂqj‘5 k \ﬁé%@ CLI @z~ ]\O)j"\f@%‘%ﬁg%i/ff
TET,

o HLWIEAHIE T —7 L OAFER

destconfig new <profile> [options]

o BEFORSHIET —7 NV Ok

destconfig edit <default|profile> [options]

o BEMFEDZESHIE T — 7 L D HIBR

destconfig delete <profile>

o SESLHIETL R U O—-EHRR

destconfig list

o 1 OD5EEFEFITTRTCO kU OFEMOFKR

destconfig detail <default|profile|all>

o BEFEOSERIET —T AT _RToO=y U ZHI%

destconfig clear

o T ANMNLEDT—T DA LHR—F

destconfig import <filename>

o T—TNDT 7 AI~DITT AR— |k
destconfig export <filename>
edit BE W new Ny F a~vw U F TR EARA LELLHFENL TEZ T2 LICky UToAT

Var B ERORIETHRETCEETHEL R oA TV g VT edic ZHEHALZGEITAET
SN T inew ZHEH L 72HE1TT 7 40 MEICRESILET,

concurrency_limit=<int> - The maximum concurrency for a specific host.

concurrencyflimititype:<host|MXIP> - Maximum concurrency is per host or
per MX IP.

concurrency_limit_apply=<system|VG> - Apply maximum concurrency is system
wide or by Virtual Gateway (tm) .
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max_messages_per_connection=<int> - The maximum number of messages that
will be sent per connection.

recipient_limit_minutes=<int> - The time frame to check for recipient
limits in minutes.

recipient_limit=<int> - The number of recipients to limit per unit of
time.

use_tls=<off|on|require|on_verify|require verify> - Whether TLS should be
on, off, or required for a given host.

bounce;profile:<defau1t|profi1e> - The bounce profile name to use.

bounce_verification:<off|on> - Bounce Verification option.

{51 : §7 L U\ destconfig T2 + 1) DERR

/)*(ODWJ’C&i\IEEO) destconfig T ]\ U %’f@ﬁilﬂjﬁbi‘fo é ’5 GZ\ ]\ ){ /l)\/ partner.com D]
LTy MU EERL T, 2OR A A AOW T R R 100,60 738720 O
ZAEBHIRS SO K EINFEFT LIRS T VAT AIELRN A AV partner.com (2% L. 1 R
(2100 2 Lkt 2 LT .50 AR DZEEICA Yy E—VZRELEEA ZOR AL
AN AT a7 7 ATEN0 S THIT TLS BE IR E SN EE A I BT DR
el hsn ESET,

mail3.example.com> destconfig
There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Off Off (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new
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Enter the domain you wish to configure.
[1> partner.com
Do you wish to configure a concurrency limit for partner.com?

Enter the max concurrency limit for "partner.com".
[500]> 100

Do you wish to apply a messages-per-connection limit to this domain?

Do you wish to apply a recipient limit to this domain? [N]> ¥y

Enter the number of minutes used to measure the recipient limit.

[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com".

[1> 50

Select how you want to apply the limits for partner.com:
1. One limit applies to the entire domain for partner.com
2. Separate limit for each mail exchanger IP address

[1]> 1

Select how the limits will be enforced:
1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

[N]> n

Do you wish to apply a specific bounce verification address tagging setting for

this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain?

There are currently 3 entries configured.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

Bl:/xHo 27774 ILE TS ERE

ZOHFITIE, R A A newpartner.com (ZH7 L V) destconfig =2 h U %

[N]> n

FREL F£9,TLS /N0

BECY , E-. ZOHTIE. N A AV bounceprl“?j7 FIV DR A a7 v A IVOFRE]
(138 XR=)ZH) EWIHINRNT U AT a7 7 AL %K A AL newpartner.com ~DTXTDE

FA=NRBEIERNSND L ITREL £,

mail3.example.com> destconfig
There is currently 1 entry configured.

Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.
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- DELETE - Remove an entry.
- DEFAULT - Change the default.
- LIST - Display a summary list of all entries.
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- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.
- EXPORT - Export tables to a file.
[1> new

Enter the domain you wish to configure.
[1> newpartner.com

Do you wish to
Do you wish to
Do you wish to
wish to

Do you

Do you want to

No

use TLS support?

1.

2. Preferred

3. Required

4. Preferred(Verify)

5. Required(Verify)

[1]1> 3

You have chosen to enable TLS. Please use the
a valid certificate configured.

configure a concurrency limit for newpartner.com?
apply a messages-per-connection limit to this domain?
apply a recipient limit to this domain?

apply a specific TLS setting for this domain?

'certconfig’

[Y]> n

[N]> n

[N]> n

[N]> ¥

command to ensure that there is

Do you wish to apply a specific bounce verification address tagging setting for this

domain? [N]> y

Perform bounce verification address tagging?

Do you wish to apply a specific bounce profile to this domain?

Please choose a bounce profile to apply:
1. Default

2. New Profile

[1]1> 1

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

[N]> ¥

[N]> ¥

- DETAIL - Display details for one destination or all entries.

- CLEAR - Remove all entries.
- IMPORT - Import tables from a file.
- EXPORT - Export tables to a file.

[1> detail

Rate Bounce
Domain Limiting TLS Verification
newpartner.com Default Reqg On
(Default) On Off Off

SYRAQEA—NEF1YT 4 TTS5AF7 > RAIT Async0S9.7CLIY I 7LV R HAF

Bounce
Profile

Default
(Default)




E3E avUF:5EH |

N —LmEOBTE=42)YVY

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:
[1> all

newpartner.com

Maximum messages per connection: Default
Rate Limiting: Default

TLS: Required

Bounce Verification Tagging: On

Bounce Profile: Default

Default

Rate Limiting:

500 concurrent connections

No recipient limit

Limits applied to entire domain, across all virtual gateways
TLS: Off

Bounce Verification Tagging: Off

There are currently 2 entries configured.
[1>
mail3.example.com> commit

Please enter some comments describing your changes:
[1> enabled TLS for delivery to newpartner.com using demo certificate

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl EFETEEEE]

:@WJVCﬂi\ )(‘—/V%W%Bﬁ/l/‘—j)'j =7 PF— exchange.example.com (2 A X v U 2/7?(5
BD destconfig T/ Y %fﬁzﬁkbiﬁ‘o :O)W%B‘H—“—/\ﬂ%@r%ﬁ%@T%%Ji\/ [N %?EHE?‘E) Z
ET N T 7 4y BRI RS SRR ICIZE RSN NV —T7 0 =27 =22y b
VIENET,ZOBITIE. T T IA T AZ NI N—T T =T =N
exchange.example.com W_;(‘:J'L\] ﬁﬁﬁ'ﬂl 10 %iﬁ%\_ E) EH#%T‘@%%%jﬁﬁ‘\ 1000 %%2 E)ﬁ{%%w:
AvE—VEEEFELEHEALNT A TBT 7 AL TLS REIFHRESNEHA,

mail3.example.com> destconfig
There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.
[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com? [Y]> ¥y
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Enter the max concurrency limit for "exchange.example.com".
[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[1]1> 1

Select how the limits will be enforced:
1. System Wide

2. Per Virtual Gateway (tm)

[1]> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for this
domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[]> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Bl: 45 O—/NJLERSE

ZOFITIXTLS Bt D TLS 77— F B X OGEHEZRTL £7°,

mail3.example.com> destconfig

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
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- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.
- EXPORT - Export tables to a file.
[1> setup

The "Demo" certificate is currently configured.You may use "Demo", but this will not be
secure.

1. partner.com
2. Demo
Please choose the certificate to apply:

[1]1> 1

Do you want to send an alert when a required TLS connection fails? [N]> n

hostrate

AnEH

BEDKRANDOT 77 48T 4 2E=XLET,

ER7E

FEE: Z0a<r NiZlcommit [TMLEH D FHA,
JIGREER:. ZDav L NiE~viy E—R TOLMEHTX £7,
NyFawrRF:Zoavr IRy TRz R —F L THEEA,

]

mail3.example.com> hostrate

Recipient host:
[]> aol.com

Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DIlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

hostrate 2 ¥ K Z{& L4 521X, Ctul+C ZfEHAL £9-,
hoststatus

B9

HEDKRANEDAT =X AHEHEL £,
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ERAE
FEE:ZDa<r FiZlcommit 1TV EH Y FH A,
JIGARRER. ZDav L NiE~viy E—R TOMEATE £7,
NyF awrsRF:Z0a<wry RN gy FEXREZR—FLTWWEREA,

]

mail3.example.com> hoststatus

Recipient host:
[]> aol.com

Host mail status for: 'aol.com'

Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up
Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients 1
Hard Bounced Recipients 1
DNS Hard Bounces 0
5XX Hard Bounces 1
Filter Hard Bounces 0
Expired Hard Bounces 0
Other Hard Bounces 0
Delivered Recipients 0
Deleted Recipients 0
Gauges:
Queue
Active Recipients 0
Unattempted Recipients 0
Attempted Recipients 0
Connections
Current Outbound Connections 0
Pending Outbound Connections 0
Oldest Message No Messages
Last Activity Fri Aug 8 11:04:24 2003
Ordered IP addresses: (expiring at Fri Aug 8 11:34:24 2003)
Preference IPs
15 64.12.137.121 64.12.138.89 64.12.138.120
15 64.12.137.89 64.12.138.152 152.163.224.122
15 64.12.137.184 64.12.137.89 64.12.136.57
15 64.12.138.57 64.12.136.153 205.188.156.122
15 64.12.138.57 64.12.137.152 64.12.136.89
15 64.12.138.89 205.188.156.154 64.12.138.152
15 64.12.136.121 152.163.224.26 64.12.137.184
15 64.12.138.120 64.12.137.152 64.12.137.121
MX Records:
Preference TTL Hostname
15 52m24s mailin-01.mx.aol.com
15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com
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Last 5XX Error:
550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)

example.com (PublicNet_017):
Host up/down:up
Last ActivityWed Nov 13 13:47:02 2003
Recipients0

example.com (PublicNet_023):
Host up/down:up
Last ActivityWed Nov 13 13:45:01 2003
Recipients

imageanalysisconfig

EiEA

IronPort 4 A—U i OREMEREL £T

e

ERAE
FEE:Z Da~< 2 K iZlcommit] 23 MNEE T,

PIGREER . ZDav L NI TN TOYYy T—R(IFRAEZ T NL—TF <) THHTX
ij‘o

NyF awryRF:Z0avwry RNy FEXRZSR—FL TWWEEA,

]

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(ZCIZF)D TFZ 4 RRRGERZRINET,)

Choose the operation you want to perform:
- SETUP - Configure IronPort Image Analysis.
[1> setup

IronPort Image Analysis: Enabled
Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity.Enter a value between 0 (least sensitive) and 100
(most sensitive) .As sensitivity increases, so does the false

positive rate.The default setting of 65 is recommended.

[65]>

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R



| 38 a<w EF:8E4H

rA—LmEoREE=42Y>y N

Define the range for a CLEAN verdict.Enter the upper bound of the CLEAN range by entering
a value between 0 and 98.The default setting of 49 is

recommended.

[49]1>

Define the range for a SUSPECT verdict.Enter the upper bound of the SUSPECT range by
entering a value between 50 and 99.The default setting of 74 is

recommended.

[74]>

Would you like to skip scanning of images smaller than a specific size? [Y]>

Please enter minimum image size to scan in pixels, representing either height or width of
a given image.
[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:
- SETUP - Configure IronPort Image Analysis.
[1>

oldmessage

AR

CATFA PO HWIERMEA v E— O MID E sy X —EERRLET,

ER7AE

FEE: Z Do~ RIZ commit [ZMLEDH D FH A,
PSRBEM. T Dav LRIy T—RNTOREHTX ET,
NRyF a<wryRF:Zoa<wryRNEnNyFEXREZR—FL TWWEEA,

]

ROFTIE WAy =T EHFRL £7,

mail3.example.com> oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.1091)

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031l@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346@test02.com
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rate

B9

Ay =V DAN—Ty NEE=XLET,

ERAE
FEE: Z0a<r NiZlcommit [TMLEH D £HA,
JIGRREE . ZDav L NiEvyy E—RTCOREHTE T,
NyFawryRF:2oavrFEnNyFEXEZYR—FLTWEREA,

]

mail3.example.com> rate

Enter the number of seconds between displays.
[10]> 1

Hit Ctrl-C to return to the main prompt.

Time Connections Recipients Recipients Queue

In Oout Received Delta Completed Delta K-Used
23:37:13 10 2 41708833 0 40842686 0 64
23:37:14 8 2 41708841 8 40842692 6 105
23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C

redirectrecipients

E‘Hﬂ

FTRTCDAE—=VEROV L —FHRANIUZX AL 27 FLET,

>

Ayt—T% fdevinull ZIREETAZERMRE AAMUICUTALIMTBRE AvE—UhED
NETA—ILEFZDEIBEAALIZYF ALY FLTHCLUIZEBEEIRRINERFAAY
t—CEUFAL Y NTRRNCZERR ACODRHEINESHSMIP IL— R ZREEBLTLE
] AW

43

CDRRAEMOREDSMIP A—)LEZRETELS LS ICEBINWTLRLVKRI R FELIFIPTF
LRIZREBEVTALINTEE Ay E—SHNRO RSN, A—LItkbh S ATREHEA S
YFEJ,
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ER7AE

Ny FER

)

rA—LmEoREE=42Y>y N

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,
JIGARRER. ZDav L NiE~viy E—R TOMEATE £7,
NyF awryRF:Zoavwry RNy FEXREZSR—FLTWET,

redirectrecipients I ¥ RNy FREREFEHT L & WERKD CLI 2~ KOTXTOHRE
RETCE £
o TRTDA—NEHDORANLFELIZIPTRLVAIZYVE AL 7L FET,

redirectrecipients host <hostname>

WIZ, T _XTD A—)L% example2.com R A MZU X AL 7 T HHl%RL £7,

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host will cause messages to bounce and possibly
result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y

Redirecting messages, please wait.
246 recipients redirected.

resetcounters

E‘Hﬂ

ERAE

]

VAT LAHNDT R TCOI X2 E Ty L ET,

FEE:Z Do~ RFiZlcommit [ZTHEH Y FH A,
JIGRBEM. T Dav LRIy TE—RNTOREHTX ET,
RyF awryR:20a<vry RNy FERXEZS R —F L TWERA,

mail3.example.com> resetcounters

Counters reset: Mon Jan 01 12:00:01 2003
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removemessage

E L)z
BEDA Y=V ID DAYy v—UEZEITHIEREL £9,

removemessage ¥ ]\/Cfi\ﬁz%%l“—\ ﬁ%ﬁ?ﬁ’?\’l‘—\ifC@iﬁ%f\'l‘—W@f /'YZ‘—‘\/@%L
EHIBR CEE T VAT LAOREICL > UL ZNEDOXF a2 —IZETT 7T 4 T Avk—
DEENTOWRNEERH D £,

ERAE
FEE: Z Do~y RiZlcommit 1TMLEDH D £H A,
JSRBEM:. T Dav L Ry T—RNTOREHTE ET,
NyF awrs/R:Z0a<wry R gy FEXREZS R —FLTWWEREA,

]

example .Com> removemessage

Enter the MID to remove.
[1> 1

MID 1: 19 secs old
Received: from example2.com ([172.16.0.102])
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212@test02.com>

Remove this message? [N]> y
showmessage

2t EA

BEINFEAYE—YIDDORAYyE—V L Ay E—UARTER L FT,

ERAE
FEE:Z Do~ FiZlcommit [THEH Y FH A,
JIGARER . ZDav L NiE~vyy E—RTORMEHTE E4,
NyF a<wryR:.Z20avr RiEnNyFEXLEZYSR—FLTOEREA,
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example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old

Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com
To: 4031@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346Q@test02.com>

This is the message body.

showrecipients

E‘Hﬂ

ER7AE

Ny FER

Fa—ND Ay =T %Z(5H KA NEIETIT Envelope From 7 K L RABINIRK R T B0, 3T
DAy Ev—VrERRFLET,

FEE: Z Do~ RiZlcommit 1TMLEDH D £H A,
JSRBEM:. T Dav LRIy TR TOREHTX ET,
NyF awryRF:Zoavry RNy FEXRZSR—FLTWET,

showrecipients 2V ROy FEXEFEHT D & WERKD CLI 2~ FOTXTO¥RELY
fFoE 2T

showrecipients host <hostname>

e Envelope From 7 K L A TD A v &— DR

showrecipients [sender_options] <sender_email>

R D sender_option & il Tx £,
--match-case 7 K I/X@:’-“—"j:% %Bﬁ\@kjii & /J‘jzi% IZ}DJIJ Lf_*ﬁo
o TRTDAyE—VDRMHE

showrecipients all
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)

KW FTRTDOZEEZEFRAN~DF2—NDO Ay =002 R L £7,

mail3.example.com> showrecipients

Please select how you would like to show messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 3

Showing messages, please wait.

MID/ Bytes/ Sender/ Subject
[RID] [Atmps] Recipient

1527 1230 userl23456@ironport.com Testing
[0] [0] 9554@example.com

1522 1230 userl23456@ironport.com Testing
[0] [0] 3059@example.com

1529 1230 userl23456@ironport.com Testing
[0] [0] 7284@example.com

1530 1230 userl23456@ironport.com Testing
[0] [0] 8243@example.com

1532 1230 userl23456@ironport.com Testing
[0] [0] 1820@example.com

1531 1230 userl23456@ironport.com Testing
[0] [0] 9595@example.com

1518 1230 userl23456@ironport.com Testing
[0] [0] 8778@example.com

1535 1230 userl23456@ironport.com Testing
[0] [0] 1703@example.com

1533 1230 userl23456@ironport.com Testing
[0] [0] 3052@example.com

1536 1230 userl23456@ironport.com Testing
[0] [0] 511l@example.com

status

status IV RIZ. T T ITA TV ADV AT A AT —X A5 RRT5DIEHL £3, [detail |
FFa (AT —2 ADFM) ZEHT L & GBMNERNEFRINET,

ER7AE

FEE:Z Do~ RiZlcommit [ZTHEH Y FH A,

JSRABER. —Dav NI . TR_RTO~YY Yy =R (VT2 Z TV—7 ~ ) THHT
*7,

NRyF a<wrsFN.Zoavr RNy FERXZYR—FLTWEEA,
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)

mail.example.com> status detail

Status as of: Mon Sep 08 00:01:44 2014 GMT
Up since: Tue Aug 26 17:24:16 2014 GMT

(12d 6h 37m 28s)

Last counter reset: Never
System status: Online
Oldest Message: No Messages

Feature - IronPort Anti-Spam: 1459 days
Feature - Incoming Mail Handling: Perpetual
Feature - Outbreak Filters: 1459 days

Counters: Reset Uptime Lifetime

Receiving

Messages Received 2 2 2

Recipients Received 2 2 2
Rejection

Rejected Recipients 0 0 0

Dropped Messages 0 0 0
Queue

Soft Bounced Events 0 0 0
Completion

Completed Recipients 0 0 0
Current IDs

Message ID (MID) 2

Injection Conn. ID (ICID) 0

Delivery Conn. ID (DCID) 13

Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 2
Messages In Work Queue 0
Kilobytes Used 184
Kilobytes Free 8,388,424
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

tophosts

2R

BT A % 2 BT 5 IO M BUS L A EOREH A A b IRME ORI (% 2 — 01l
K E)VDRHHNE 9 0Z W4 5I201% . tophosts T~ R Z{H L £9°, tophosts T <> R,
Fa—ANDO LM 20 DZFEZFDY AL ZRLET, U A MIT 7T 1 7558 FEHERR. BLE
BERZEHE. V) T7E R RAARVE BLON—R RN RAINTEZEERERE .S EIERK
FHEHRANC Y — b TEx FET,
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ER7AE

]

topin

111}
»

BH

ER7AE

]

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,
JIGARRER. ZDav L NiE~viy E—R TOMEATE £7,
NyF awrsRF:Z0a<wry R gy FEXREZSR—FLTWWEREA,

mail3.example.com> tophosts
Sort results by:

. Active Recipients
Connections Out

1

2

3. Delivered Recipients

4. Hard Bounced Recipients

5. Soft Bounced Events

[1]1> 1

Status as of: Fri Mar 13 06:09:18 2015 GMT
Hosts marked with '*' were down as of the last delivery attempt.

Active Conn. Deliv.Soft Hard
# Recipient Host Recip.Out Recip.Bounced Bounced
1* example.com 2 0 0 0 0
2 the.encryption.queue 0 0 0 0 0
3 the.euq.queue 0 0 0 0 0
4 the.euqg.release.queue 0 0 0 0 0

FEEHEDOBDNA EALDOR AN 2 FR L £7,

FEE:Z Do~ FiZlcommit [ZTHEH Y FH A,
JIGARER . ZDav L NiE~vyy E—RTORMEHATE 4,
NyF a<wryR:.Z20a~vr RiEnNyFEXLEZYSR—FLTWEREA,

mail3.example.com> topin

Status as of: Sat Aug 23 21:50:54 2003

# Remote hostname Remote IP addr.listener Conn. In
Imail.remotedomainOl.com 172.16.0.2 Incoming01 10

2 mail.remotedomainOl.com 172.16.0.2 Incoming02 10
3 mail.remotedomain03.com 172.16.0.4 Incoming01 5
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unsubscribe

EiEA

ER7E

]

(S

= w0 o 3o

12
13
14
15

16
17
18
19
20

Ja—VEMEEIEY AN EEHL E9,

mail.
mail.

mail.
mail.
mail.
mail.
mail.

mail.
mail.
mail.
mail.
mail.

mail.
mail.
mail.
mail.
mail.

remotedomain04
remotedomain05

remotedomain06
remotedomain07
remotedomain08
remotedomain09
remotedomainl0

remotedomainll.

remotedomainl?
remotedomainl3
remotedomainl4
remotedomainl5

remotedomainlé
remotedomainl?
remotedomainl8
remotedomainl9
remotedomain20

.com
.com

.com
.com
.com
.com
.com

com

.com
.com
.com
.com

.com
.com
.com
.com
.com

172.
172.

172.
172.
172.
172.

172

172.
172.
172.
172.
172.

172.

172
172

172.
172.

16.
16.

16.
16.
l6.
16.
.16.

16.
16.
l6.
16.
1l6.

16.
.16.
.16.
16.
l6.

o O O O O

o O O O O

o O O O O

.10
11

.12
.13
.14
.15
.16

.17
.18
.19
.20
.21

FERE: Z D a~r FiZlcommit] 23 FTI,

PIGREER . ZDav L NI TN TOYYy T—R(IFRAEZ T NL—TF <) THHTX
ij‘o

NyF awrsRF:Z0avwry RNy FEXRZSPR—FL TWWEEA,

Incoming02
Incoming01

Incoming02
Incoming01
Incoming01l
Incoming01
Incoming01

Incoming01
Incoming02
Incoming01l
Incoming01
Incoming01

Incoming01
Incoming01
Incoming02
Incoming01
Incoming01

rA—LmEoREE=42Y>y N

w

DD NN N W W ww

PR RPN

Z OB TIX. T K L X user@example.net N7 a— )UEMEEIEY) A MZENEN Ay EBE—2%
NN=R N URATHE)ITERPRESNET . ZOT R RAZEEFEIND Ay E—VEFAY
VASNETEEOERICA Yy =Y BT 2SN ET,

mail3.example.com> unsubscribe

Global Unsubscribe is enabled.Action: drop.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.
[1> new

Enter the unsubscribe key to add.
as are IP addresses.Partial hostnames such as "@.example.com" are

or

allowed.
[1> user@example.net

"user@" are allowed,

Partial addresses such as

"@example.com"
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workqueue

AR

ERAE

Email Address 'user@example.net' added.
Global Unsubscribe is enabled.Action: drop.

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> vy

Would you like matching messages to be dropped or bounced?

1. HIBR
2. Bounce
[1]1> 2

Global Unsubscribe is enabled.Action: bounce.

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added username “user@example.net” to global unsubscribe

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

(ES% o —BHE L AT — 2 A& FFB L OERL £

FEE: Z Do~y RiZlcommit 1TMLEDH D £HA,
JISRBEM. T Dav LRIy T—RNTORFEHTX ET,
RyF awryR:20a<vry RNy FEXLEZS R —F L TWWERA,
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mail3.example.com> workqueue

Status: Operational
Messages: 1243

Manually pause work queue?This will only affect unprocessed messages. [N]> ¥

Reason for pausing work queue:
[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

HHOANIEETT  HEEZ AN LRWIES HHE % loperator pausedl & L TR 7 I
ESc N

ROBFITIE YV —2 Fa—HEHIET,

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> ¥

Status: Operational
Messages: 1243

F2YRIT—FXVTERE/IRAYET—D Y=L

ZIZTIEHRD CLI 2 RIZOWTHAL £,
e ctherconfig
¢ interfaceconfig
® netstat
e nslookup
e packetcapture
* ping
* pingb
e routeconfig
* setgateway
¢ sethostname
e smtproutes
e sslconfig
e sslv3config
e telnet
e traceroute

e traceroute6
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etherconfig

B9

AF 4 TBRENIC T Y7 VLAN ZHEDSRBERED A —H 2y FHREEITWET,

ERAE
FEE:Z Da~< 2 K iZlcommit] 23 NEE T,
JIGREER:. ZDav L NiE~viy E—RFR TOLMEHTE £7,
NyFawrRF:Zoavwr IRy TRz R —F L THEEA,

]

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> vlan

VLAN interfaces:
Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):
[1> 12

Enter the name or number of the ethernet interface you wish bind to:

1. Data 1

2. Data 2

3. Management
[11> 1

VLAN interfaces:
1. VLAN 12 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> loopback
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Currently configured loopback interface:

Choose the operation you want to perform:

- ENABLE - Enable
[1>

Loopback Interface.

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[]> mtu

Ethernet interfaces:

1. Data 1 default
Data 2 default

mtu 1500
mtu 1500

2.
3. Management default mtu 1500
4. VLAN 12 default mtu 1500

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or
[1> pairl

That value is not

Enter the name or
[1> 12

That value is not

Enter the name or
[1> 2

number of the ethernet interface you wish to edit.

valid.

number of the ethernet interface you wish to edit.

valid.

number of the ethernet interface you wish to edit.

Please enter a non-default (1500) MTU value for the Data 2 interface.

[1> 1200

Ethernet interfaces:

1. Data 1 default

Data 2 mtu 1200

mtu 1500

2.
3. Management default mtu 1500
4. VLAN 12 default mtu 1500

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

(1>

interfaceconfig

EiEA

A HF—T 2 A AERELEFT A F—T = A4 AE{ER RE BB TEET,FTP 2 A 11—
MILIP TRV AZEEL A=Y XYy PIPTRLVAEZFRETEET,
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ER7AE

FERE: Z DO~ FiZlcommit] 2SMETY,
JIAZEE: ZDa~v Rid~vyy T=—RFR TOAEHTE T,
NyFawryR:Zoavy REnNyFERXZYR—ML TWET,

Ny FER

interfaceconfig AV FONYy FERXEZFHEHT D & KD CLI 2~ FOT X TO¥RELY K
fFoE 2T

o HLWWA LU H—T = A ZADIFRK
interfaceconfig new <name>
<ethernet interface>
<hostname>
--ip=IPv4 Address/Netmask
--ip6=IPv6 Address/Prefix Lenght
[--ftp[=<port>]]
[--telnet [=<port>]]
[--ssh[=<port>]]
[--http] [=<port>]
[--https[=<port>]]
[--euqg _http[=<port>]]
[--euqg_https] [=<port>]
[--ccs[=<port>]1].

FTP is available only on IPv4.

o ALUH—T A ADYIE

interfaceconfig delete <name>

Bl:4£28—T 4 ADEKE
mail.example.com> interfaceconfig

Currently configured interfaces:
1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.
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- EDIT - Modify an interface.

- GROUPS - Define interface groups.
- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
[1> 1

IP interface name (Ex: "InternalNet"):
[Management] >

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>

IPv4 Address (Ex: 192.168.1.2 ):
[1.1.1.11>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffffoo0"):
[OxXEfEfEfLF]>

Would you like to configure an IPv6 address for this interface (y/n)? [N]> n
Ethernet interface:

1. Data 1

2. Data 2

3. Management

[3]>

Hostname:
[mail.example.com]>

Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?
[22]>

Do you want to enable FTP on this interface? [N]>
Do you want to enable Cluster Communication Service on this interface? [N]>
Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?
[80]1>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?
[443]>

Do you want to enable Spam Quarantine HTTP on this interface? [N]>
Do you want to enable Spam Quarantine HTTPS on this interface? [N]>
Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y

Which port do you want to use for AsyncOS API (Monitoring) HTTP?
[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y

Which port do you want to use for AsyncOS API (Monitoring) HTTPS?
[6443]>
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The "Demo" certificate is currently configured.You may use "Demo", but this will not be
secure.To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service? [Y]>

You have edited the interface you are currently logged into.Are you sure you want to
change 1it? [Y]>

Currently configured interfaces:
1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

nslookup

E‘Hﬂ

nslookup I ¥ K Z2fEH3 % & . DNS DREE 7 A b T& jf—gﬂo

nslookup A~V R TIX. T 77 AT AMNHEIEL TV 3% Domain Name Service (DNS; K X 1
F—h P —E AP —RNEHEHAL THRANESLIP TRV AL L CRETEHZ L2 MERT
EE

Z# 3-10 nslookup IV FDoOT— #4147

H)xy)—

DRA4T  |BHA

A RARNDAZ—=Fy b TRV X

CNAME T A YT ZADEHDLHEI

Mx A=)V T AF V¥

ns HELY = D F— A =

PTR TV —NAF—Fy b TRVADEHEIIRANL . EH TR
WA I DS RICK T 2R A &

SO R A A 2 O THERRBAAA |15

TXT 7% A b

ER7AE

FEE: Z0a<r NiZlcommit [TMLEH D £HA,

JGREER. - Dav NI TR TO~YYy TE—R(VTRAE TN—F ~ )T
i‘j‘o

NyF aws/RF:Zoa<vyNEIRNyFEAZIR—F L TWEEA,

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R



| 38 a<w EF:8E4H

)

netstat

E‘Hﬂ

ER7AE

)
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mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vin30esal0086.ibga

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,

otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information
8. TXT the text information
[1]1> 2

AAAA=2001:420:54ff:££06::95 TTL=30m

netstat AV NEFEHTEE Ry NV —JER(EEBLIORE) NV—T 7 7—7 1.8
FOSEEERRY N =7 A =T =2 A ARFHEREFR R TE LT, 20—V a TR
TRTCOFIHENRYHR—F INDIDITTIERNI EIZHEBEL T EEW R -a.-A -g.-m.-M,
N.-sHiACTEEFA, 2O~ RIFA VXTI T 47 E—RTOETEHHNEL TS
W onetstat ¥ AT LB TCLAR—FNOXNEEZ S5 ODF T a0 pHBIRTCEE4,F-.0 v RV
THA L H—T oA RALFROMBLIETE ET,

FEE:Z o< FiZlcommit 1THEH Y FH A,
IVSGRRERM . ZDavy NiFviy BE— R TCORFEHTXET,
NRyoF awrysPF:Z20avry NEnyFEXEZTR—FL TWWEREA,

example.com> netstat
Choose the information you want to display:

1. List of active sockets.

2. State of network interfaces.
3. Contents of routing tables.
4. Size of the listen queues.
5. Packet traffic information.
[1]1> 2

Select the ethernet interface whose state you wish to display:
1. Data 1

2. Data 2

3. Management

4. ALL

[1> 1
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Show the number of bytes in and out?[N]>
Show the number of dropped packets?[N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>
packetcapture

E‘Hﬂ

netstat AV REZHHTLHE Xy NI GERBLIORE) NV—T 4T T—T 1.8
FOSFESFERRFXY NI =T A ¥ =T oA AFFHEREZFRTEET, Z2ONN—V 3 Tl
TRTCOGENY R —F ENDDIT TR EICEEL T EEW HFIC, -a-A -g.-m, -M,
N.-sHiATEEFA, 2O~ RIFAV XTI T 47 E—RTOETEHHNEL TS
Wonetstat ¥ AJTLTZHB TCLAR—FNOXMEEZ S5 ODF T g pHBIRTCEE4, F-.0 v RV
THALVE—T 2 AR ELERROMBOLIBETEET,

ER7AE

FEE:Z Do~ FMiZlcommit 1THEH Y FH A,

PIGREER . ZDav L NI TN TO~YYy T—R(IFRAEZ T NL—TF <) THHTX
\iTO

NyFasrsF:Zoavry NIy FREEYR—F L TWEEA,

)

mail.example.com> packetcapture

Capture Information:
Status: No capture running

Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> start

Success - Packet Capture has started

Capture Information:

File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 0 of 200M

Duration: Os

Limit: None (Run Indefinitely)

Interface(s): ALL

Filter: (tcp port 25)
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Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.
[1> stop

Success - Packet Capture has stopped

Capture Information:

File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M

Duration: 10s

Limit: None (Run Indefinitely)

Interface(s): ALL

Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> setup

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be
started and the older capture data will be discarded.)
[N]>

The following interfaces are configured:

1. Management

2. ALL

Enter the name or number of one or more interfaces to capture packets from, separated by
commas (enter ALL to use all interfaces):

[2]>

Select an operation.Press enter to continue with the existing filter.
- PREDEFINED - PREDEFINED filter.

- CUSTOM - CUSTOM filter.

- CLEAR - CLEAR filter.

[1>

Capture settings successfully saved.

Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1>

ping
1)

ping AV R EMEHTLE T T ITAT U ANMBR Yy MU =7 RA ROz 7T A TE X7,
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ER7AE

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JIARER. ZDa~vr NEvwvy E=RCTOAMEHATEET S0, 20a~vr NiEgrs
AV RAM (=Rl A LIz~ V) TORERTEET, 2oa~r R E2ERT 520,
O—H) 7 7AN VAT AIT IV EBATELLERHD £,

NyF aws/RF:Zoa<vyNEIRNyFEAZIR—F L TWEHEA,

]

mail3.example.com> ping

Which interface do you want to send the pings from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 1

Please enter the host you wish to ping.
[]> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (x.x.x.x): 56 data bytes

64 bytes from 10.19.0.31: icmp_seqg=0 ttl=64 time=1.421 ms
64 bytes from 10.19.0.31: icmp_seg=1 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp_seg=2 ttl=64 time=0.118 ms
64 bytes from 10.19.0.31: icmp_seg=3 ttl=64 time=0.115 ms
64 bytes from 10.19.0.31: icmp_seg=4 ttl=64 time=0.139 ms
64 bytes from 10.19.0.31: icmp_seg=5 ttl=64 time=0.125 ms
64 bytes from 10.19.0.31: icmp_seg=6 ttl=64 time=0.124 ms
64 bytes from 10.19.0.31: icmp_seg=7 ttl=64 time=0.122 ms
64 bytes from 10.19.0.31: icmp_seg=8 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp_seqg=9 ttl=64 time=0.133 ms
64 bytes from 10.19.0.31: icmp_seqg=10 ttl=64 time=0.115 ms
~C

--- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
AC

O O O O O o o o o

(5}:) ping o< F"%%@Tﬁ‘éblﬂi\CtrHC %{fﬁﬁbi‘a—o

ping6
A

IPv6 Z i35y b T —27 ARA N ping ZFITL £7
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S
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routeconfig

=

BH

ry bI—%vF8EFy =5 v—)1 A

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JIARER. ZDa~vr NEvwvy E=RCTOAMEATEET S0, 20a~vr NiEgrs
Ay RAM (Z—FPRe sl A Lzl ) TORMEATEET , Z20a~vr R EMHT 5123,
O—H) 77 AN ATAIT IV BEATELLERHD £,

NyF azws/RF:Zoa<vyFERNyFEAZIR—F L TWEEA,

mail.example.com> pingb6

Which interface do you want to send the pings from?
1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
[1]1> 1

Please enter the host you wish to ping.
[1> anotherhost.example.com

Press Ctrl-C to stop.

ping I~V R &2 TITHI2IL.Ctrl+C Z{EH L £9,

routeconfig I ¥ F%{%ﬂqﬁ—é &\TCP/IP N7 4y I7DAET 47 )b—h %fﬁzﬁkx%ﬁ%\
HIrTE £, FI7FNVNTIE. N T 7 4w 70k setgateway I ¥ RCHRESINTZT 7440
F—=h T 2 ARBETLV—T 4 7 ENET, 7272 L, AsyncOS TIIFFEDLEIA~DN—T 4 7
HAIEE T,

N—hE. =y 7 F—L ) AL~ oA THERSNET .S~y = A (X
AN ARy T)F10.1.1.2 R EDIP T R L ATTSEEITRO DTN £,

e IP7 L A (192.168.14.32 72 L)

o CIDRZFZFIEICL DY T Ry & 213.192.168.5.0/2415192.168.5.0 55 192.168.5.255
EFTDODITACHY NU—IREEEWKRL £7°,
IPv6 7 N L ZADGEIFT ROz TE £,
® 2620:101:2004:4202::0-2620:101:2004:4202::£f
® 2620:101:2004:4202::
® 2620:101:2004:4202::23
® 2620:101:2004:4202::/64

ZOavwry R TIRBAEREISNTVWATCPIPL— DU A NNERINLIDT. FI1D
/[/‘—]\%Jg_%*ﬂbf edit BEL N gelete ‘H‘73’\7‘/]\€ff%ﬂﬁfﬁ§ij40
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ERAE
FERE: Z DO~ FiZlcommit] 2SMETY,
JIARFEE: ZDa~v L NiE~vyry TR TOREHTEET,
NyFawryR:Zoavy REnNyFERXZYR—ML TWET,

Ny FER

smtproutes 2 R ONy FEXEHEHT D & KD CLI 2~ FOTXTOMIELXFITT
EFET N—HMIIPVE TRV AEZITIIPV6 TR L ADE L L 2T 502 RIRTE £,

o BT 4wV —FDOER:

routeconfig new 4|6 <name> <destination_address> <gateway_ ip>

31 routeconfig D5/¥
ClE ¢ Bl
416 ZDavwyREEHATLHIP D/3— 3 2 (IPv4

F721LIPV6)  clear ZFRE L 72BA B L N print
ERELESA.ZOL TV a VITEAMATRE T,
AU RIEWFON—Y a Al shvET,

Al v— b DA R,

destination_address FIEIPNT 7 4 VOBREITHBETAIPT R L
AFETZIL CIDR 7 K L A,

gateway_ip CORTT7 47 DEERETDHIPT KL A,

o AXZT 4 v 7 L— bk DfRE:

routeconfig edit 4|6 <name> <new_name> <destination_address>
<gateway_ip>

o RET 4w L— b OHIR:

routeconfig delete 4|6 <name>

o T RTDODAHFT 4 v 7 )L— bk DHIER:

routeconfig clear [4]6]

o RET 4y N—FD—EHT:

routeconfig print [4]6]
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)

mail3.example.com> routeconfig

Configure routes for:

1. IpPv4
2. Ipvé6
[1]1>

Currently configured routes:

Choose the operation you want to perform:
- NEW - Create a new route.
[1> new

Please create a name for the route:
[]> EuropeNet

Please enter the destination IPv4 address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.
[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:
1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

mail3.example.com> routeconfig

Configure routes for:

1. Ipv4
2. IPvé6
[11> 2

Currently configured routes:

Choose the operation you want to perform:
- NEW - Create a new route.
[1> new

Please create a name for the route:
[1> EuropeIPv6Net

Please enter the destination IPv6 address to match on.
CIDR addresses such as 2001:db8::/32 are also allowed.
[1> 2620:101:2004:4202::/6

VRADEA—=NL EFaYT 4 FFS54F7RAIT Async0S9.7CLI ) I 7LV R HAF W



E3E avUF:5EH |

L ESTLEE DY T LR

setgateway

AR

ER7AE

]

Please enter the gateway IP address for traffic to 2620:101:2004:4202::/6:
[1> 2620:101:2004:4202::23

Currently configured routes:
1. EuropeIPv6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(1>

setgateway 2V R ClI. N7y b &E/L—TF ¢ N R %L:%}:Eﬁﬁé%7 FILEDXT AR
Ry 7ERELET MNEG 740 THERW) 7P —F U = 1d, routeconfig 2 < K & i
LCHELET,

FERE: Z O~ FiZlcommit] 2SME T,

JSARBEH:. ZDav NI . T_XTO~Y Yy F—R(ITFRAEZ ITNV—TF <~ ) THEHTX
S

NRyF a<wrs . Zoavr RPNy FERXEZYR—FLTWEEA,

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:
[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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sethostname

B9

ER7AE

]

smtproutes

E‘Hﬂ

ER7AE

ry bI—%vF8EFy =5 v—)1 A

RANBIZCLI a7 R TU AT LEM@ITHBICHEH SN ET EREMAA N E AT
TAHMLENH Y £9, sethostname I~V NI E A=/ ¥X 2T 4 T I7AT LV ADLF %
DELET,HHAA NI commit 22 RERITL THDTENARY 7,

FEE:Z D a< 2 K iZlcommit] 23 MNEE T,
JIRREHE . —Da<w N 3T~y T—R (U TFREZ ITA—TF <=2 0) HATE 7,
NyF awrsRF:Z0a<vry REnNyFEXREZYR—FLTWEREA,

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com
oldname.example.com>

RARNLOEEREZANZTHIZE  commit A~ REANTALENH Y T, A NELOLER
EHEETDHECLIZay 7T MCHLWERA MARERSNET,

oldname.example.com> commit

Please enter some comments describing your changes:
[1]> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

KOLEIIZTHLWEAAMER T a7 MR RENET,

mail3.example.com>

IKREHIIR R A A kAR E L 97

FEE: Z D~ KiZlcommit] 2SS T,
JIRBER . —CDa<w  FiX. 3R TCOY L T—R (I TRE IT—TF <=2 0) AT £7,
NRyFavw RN :Z0a<vr KRRy FEXLEZYR—FLTWET,
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]

smtproutes =¥ F@/\/%ﬁgﬁ%1ﬁﬂqj‘5 L \ﬁé%@ CLI @z~ ]\O)j"\f@%‘%ﬁggi?ff
=FET,

e H L SMTP L— k OIERL

smtproutes new <source> <destination> [destination] [destination] [...]

o FEFED SMTP /L — b OHIER

smtproutes delete <source>

e SMTP/V—hDUVRALDOZ VT

smtproutes clear

e SMTP/L—FDYUALDHT

smtproutes print

e SMTP/L—FDY ZAFDA2HR—F

smtproutes import <filenames>

e SMTP/L—FDYRAFDTY AHR— |

smtproutes export <filenames>

W OB Tl smptroutes T2 K ZREHLT. KR ALY example.com @ relayl.example.com,
relay2.example.com\£c]:0§ backup-relay.example.com ~D )L — ]\ (7‘) I:O\/yv) %fﬁzﬁkbi@—o
SEDT T ATV T 4 ZdEET DI /pri=¢ 2L E9.# 1212 0 ~ 65535 DELZIEEL
TAEPREWNEZE T TAF VT AR R FT . T T7AF VT o 2HELRWES. T 7 +
VD OICRESINET,

(systemsetup 2 ¥ K O EITHE InboundMail X7 Y v 7 J AF—2RETH LR~ E
VT EERL TWAGERHHZ LITHEREL TIEIW),

mail3.example.com> smtproutes
There are no routes configured.

Choose the operation you want to perform:
- NEW - Create a new route.

- IMPORT - Import new routes from a file.
[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.
Use "ALL" for the default route.
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[1> example.com

Enter the destination hosts, separated by commas, which you want mail

for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.

Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)

records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com

Mapping for example.com to relayl.example.com, relay?2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.
- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

[1>

sslconfig

AR

TFIAT L AD SSLBREFBEET,

ER7AE

FERE: Z O~ FiZlcommit] 23 E T,

JSARBEH . ZDav NI . T_XTHO~Y Yy F—R(ITFRAEZ ITNV—TF <~ ) THEHTX
S

NRyF awrRF:Zoa<wryRNEnNyFEXREZTR—FL TWWEEA,

]

mail.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: sslv3tlsvl
GUI HTTPS ciphers:

RC4-SHA

RC4-MD5

ALL
Inbound SMTP method: sslv3tlsvl
Inbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL
Outbound SMTP method: sslv3tlsvl
Outbound SMTP ciphers:

RC4-SHA
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RC4-MD5
ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> gui

Enter the GUI HTTPS ssl method you want to use.
1. SSL v2.

2. SSL v3

3. TLS vl

4. SSL v2 and v3
5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl
[5]> 6

Enter the GUI HTTPS ssl cipher you want to use.
[RC4-SHA:RC4-MD5:ALL] >

sslconfig settings:

GUI HTTPS method: sslv2sslv3tlsvl
GUI HTTPS ciphers:

RC4-SHA

RC4-MD5

ALL
Inbound SMTP method: sslv3tlsvl
Inbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL
Outbound SMTP method: sslv3tlsvl
Outbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> inbound

Enter the inbound SMTP ssl method you want to use.
1. SSL v2.

2. SSL v3

3. TLS vl

4. SSL v2 and v3
5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl
[5]1> 6

Enter the inbound SMTP ssl cipher you want to use.
[RC4-SHA:RC4-MD5:ALL] >

sslconfig settings:
GUI HTTPS method: sslv2sslv3tlsvl
GUI HTTPS ciphers:
RC4-SHA
RC4-MD5
ALL
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sslv3config

598

ER7E

]

Inbound SMTP method: sslv2sslv3tlsvl

Inbound SMTP ciphers:
RC4-SHA
RC4-MD5
ALL
Outbound SMTP method:
Outbound SMTP ciphers:
RC4-SHA
RC4-MD5
ALL

sslv3tlsvl

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIFY - Verify and show ssl cipher list.

[1>

ry bI—%vF8EFy =5 v—)1 A

TTIZAT 2 AD SSLV3 REZ A E - ITEIZL £,

FeE:Z D=2~ Fixlcommit | 23 LB T,
JGREER . ZDa<w NI TXTO~Y Yy TF—R(FT7AF TL—F ~ ) Tt

£

NyF awrsR:Z0avry RNy FEXRZSR—FL TWWEEA,

WOHNT, = B 2 —F[REEEICE LT SSLv3 # X+ 25 FiEEA R L TWET,

mail.example.com> sslv3config

Current SSLv3 Settings:

UPDATER
WEBSECURITY

Enabled
Enabled
Enabled
Enabled

Choose the operation you want to perform:
- SETUP - Toggle SSLv3 settings.

[1> setup

Choose the service to toggle SSLv3 settings:

EUQ Service

LDAP Service

Updater Service

Web Security Service

1.
2.
3.
4.
[

1]

\
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Do you want to enable SSLv3 for EUQ Service ? [Y]>n

Choose the operation you want to perform:
- SETUP - Toggle SSLv3 settings.
[1>

telnet

E‘Hﬂ

ERAE

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JOGRAEH . ZDa<v L Nii~vyy TE—RTOREATEET  EBIC,. Z20avr Nigns
AV KRAM (=Rl A LIz~ V) TORERTEET, 2oa~r FE2ERT LI,
O—HG) T 7AN AT AIT IV BATELLERHD £,

NRyF a<wrsF.Zoavr RNy FERXEZYR—FLTWEEA,

]

mail3.example.com> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 3

Enter the remote hostname or IP.
[1> 193.168.1.1

Enter the remote port.
[25]> 25

Trying 193.168.1.1...

Connected to 193.168.1.1.
Escape character is '~]'.

traceroute

598

traceroute AV R EZHTAE T 7794 TV AMLIPVAEERATARY hU—27 R A b~
DHfta T AL T Ry N =20 ORy FIZlTLINV—T 4 7 ORMEET Ny 7 TEET,
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ER7AE

]

tracerouteb

AR

ERAE

]

ry bI—%vF8EFy =5 v—)1 A

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JIARER. ZDa~vr NEvwvy E=RCTOAMEATEET S0, 20a~vr NiEgrs
Ay RAM (Z—FPRe sl A Lzl ) TORMEATEET , Z20a~vr R EMHT 5123,
O—H) 77 AN ATAIT IV BEATELLERHD £,

NyF azws/RF:Zoa<vyFERNyFEAZIR—F L TWEEA,

mail3.example.com> traceroute

Which interface do you want to trace from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 1

Please enter the host to which you want to trace the route.
[1> 10.1.1.1

Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway (192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname (10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>

traceroutes 2V REHHTAHAE T T ITAT U AMBIPV6 AT ARy NTU—27 IRA b~
DEfiaT AN LT Ay NI =2 DRy FIZHETHIN—TFT 4 T ORMEET Ny 7 TEET,

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JOGRAEH . ZDa~v L Nii~vyy T—RTOREATEET  EBIC,. Z20avr Nigns
AV KRAM (=Rl A LI~y V) TORERTEET, 2oa~r FE2ERT I,
O—G) T 7AN AT AIT IV EBATELLERHD £,

NRyF a<wryRF:Zoa<wryRNEnNyFEXREZR—FL TWWEEA,

mail.example.com> tracerouteb

Which interface do you want to trace from?

1. Auto
2. D1 (2001:db8::/32: example.com)
[1]1> 1

VRADEA—=NL EFaYT 4 FFS54F7RAIT Async0S9.7CLI ) I 7LV R HAF W



E3E avUF:5EH |

L ESTLEE DY T LR

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.
connect: No route to host

vml0esa0031l.ga> tracerouteb

Which interface do you want to trace from?

1. Auto
2. D1 (2001:db8::/32: example.com)
[11> 2

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25¢8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 tracerouteb: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1

YRAPEA—N Fa )T« FFT5AF7 2 RMAIT Async089.7CLIN T PL VR HAF
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FORKILAY 74153

TITIE RO CLI 2wy RIZOWTHAL £9,

e outbreakconfig
e outbreakflush
e outbreakstatus

e outbreakupdate

outbreakconfig

EiEA

ER7E

)

outbreakconfig A~ R&EZHHTHE T U NT L AT 7 )V ZHEE
VREMBHLCROT 7y a v w237 TCEET,

o TUNITVLAY TA4NFET O —IN)LIZARZ—T ML ET,
o THETITFT 4T INL—IDAF YL E2AF—TNMIZLET,

7HrILa4s 7404 N

RETEEF, Z0a~

o AX YT DT FANDIRRKIARERELET (M A X2 NS FTANTLZEITEEL

TLZEW),

e TUNITVLAYT T4NEDTTFT— o Ax—TLIZL FT,

e URLOBXF U T HAX—TNMIZLET,

FERE: Z D~ FiZlcommit] 2B ETY,

PIGREER . ZDav L NI TN TOY Yy T—R(IFRAEZ TNL—TF <) THHTX

=7,

NyF awryRF:Z0avry RNy FEXRZSPR—FL TWWEEA,

mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1> setup

Outbreak Filters: Enabled
Would you like to use Outbreak Filters? [Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back

down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined,

Would you like to receive Outbreak Filter alerts?

respectively.
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What is the largest size message Outbreak Filters should scan?
[524288]>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>

Logging of URLs is currently disabled.
Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system.You must use the

'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and

Outgoing Mail Policies.

Choose the operation you want to perform:
- SETUP - Change Outbreak Filters settings.
[1>

outbreakflush

EiEA

Frv v aZNTWAEREEL—LE YT LET,

ER7E

FEE: Z0a<r NiZlcommit [TMLEH D £HA,
JSREER . - pavr NiIviy E— RN TORFEHTXET,
NyF awryRF:Z0avry RNy FEXRZSPR—FL TWWEEA,

]

mail3.example.com> outbreakflush

Warning - This command removes the current set of Outbreak Filter Rules, leaving your
network exposed until the next rule download.Run "outbreakupdate force" command to

immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules? [N]> y
Cleared the current rules.

mail3.example.com>
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7HrILa4s 7404 N

outbreakstatus

A
outbreakstatus 2% FIX RGP T )V HEED A X —T NI T DM E I FENL— L BFE
DL EVMEZRE JET 4 VA ERROBIEDOR ELRIL £,

ERAE

FEE: 2o~ NiZlcommit [TMLEH D £HA,
JIGREEB:. ZDav L NiE~viy E—R TOLMEHTE £7,
NyF awrsR:Zoavr NEnNyFEXEZFR—-FL THERHA,

]

mail3.example.com> outbreakstatus

Outbreak Filters: Enabled

Component Last Update Version
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00) 20140126_063240
Threat Outbreak Outbreak
Level Rule Name Rule Description

5 OUTBREAK_0002187_03 A reported a MyDoom.BB outbreak.
5 OUTBREAK_0005678_00 This configuration file was generated by...
3 OUTBREAK_0000578_00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.
(5 = highest threat, 1 = lowest threat)

Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>

outbreakupdate

E‘Hﬂ

CASEL—/NBLRz Yy a7oEFEEFHFE2ERL 7,

ER7AE

FEE:ZDa<r FiZlcommit 1ZTHEH Y FH A,

JIRFER . ZDa<v  Nii~vyy TE—RTOAMERATEET , B, Z20avr Nign s
Ay RAM (=Rl A LIz~ y) TORMEATE £,

NyFasrsF:Zoavry NIy FREAEYTR—F L TWEEA,
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)

elroy.run> outbreakupdate

Requesting updates for Outbreak Filter Rules.

R L—DERE
ZIZTIEHGRD CLI 2~ RIZOWTHBL £77,
e dictionaryconfig
e exceptionconfig
e filters
e policyconfig
e quarantineconfig
e scanconfig
e stripheaders

e textconfig

dictionaryconfig

E‘Hﬂ

ATy T4 rvatVERELET,

ER7AE

FEE: Z D~ KiZlcommit] 2SS T,

JSRAREB. T Dav R . T_TO~Y Yy F—R (VTR TL—F <) CHEHTX
jz—g«o

NRyFa<wrsFN.Zoavr RPNy FERXZYR—FLTWEEA,

]

dictionaryconfig -> new é’fjﬁiﬁﬁ LT?‘/}' 7 arV %1/Emzb\dictionaryconfig -> delete é’ﬁi
MLTT 473 aFVEHIBRL £7,
T4 3t OER
example.com> dictionaryconfig
No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.
[1> new
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Enter a name for this content dictionary.
[1> HRWords

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.

<AL 7EHGED Y X | >

Currently configured content dictionaries:
1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords
[1> 1

Content dictionary "HRWords" deleted.
No content dictionaries have been defined.

Choose the operation you want to perform:
- NEW - Create a new content dictionary.
[1>

T4 3FVYDERK?2

Z OHITIX, HA#Ecodename | & & Tesecret_words] & WO LHTOF L WT 7> 3 F U BPERL X
ﬂi'ﬁ;?‘% 7vaty %Ajjbf:%\edit -> settings '5—7:"7\/]‘%{§FHLVC\%/]' 7 a )
UNOHIEO KT E/NLFOXFIRCHERERAOBREZERL £7,

mail3.example.com> dictionaryconfig
No content dictionaries have been defined.

Choose the operation you want to perform:
- NEW - Create a new content dictionary.
[1> new

Enter a name for this content dictionary.
[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:
1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret_words

[1> 1
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Choose the operation you want to perform on dictionary 'secret_words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[]> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>

Enter the default encoding to be used for exporting this dictionary:

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)
11. Japanese (Shift-JIS (X0123))
12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]>

Choose the operation you want to perform on dictionary 'secret_words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1>

Currently configured content dictionaries:
1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added new dictionary: secret_words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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T49¥3aFrYOAoR—F

K@WJVC“li\dictionaryconfig a<w R %’fﬁﬁﬁ Lf\profanity.txt THXAKN 77 A IVND 84 ﬂﬁl
D HFE % Unicode (UTF-8) & L CTF 4 7> aF VU profanity (21 VIR—RLET,

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.
[1> profanity

Do you wish to specify a file for import? [N]> y

Enter the name of the file to import:
[1> profanity.txt

Enter the encoding to use for the imported file:

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)
11. Japanese (Shift-JIS (X0123))
12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]>

84 entries imported successfully.
Currently configured content dictionaries:
1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

T49¥3FYOLYRKR—F

K@WJVC‘Wi\dictionaryconfig a<w R %f’{%ﬁﬁ L T.secret_words 7;4 7vat UV ETFXFAL
7 7 A )V secret_words_export.txt (T 7 AR—FLET,

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:
1. secret_words

Choose the operation you want to perform:
- NEW - Create a new content dictionary.
- EDIT - Modify a content dictionary.
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- DELETE - Remove a content dictionary.
- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret_words
[1> 1

Choose the operation you want to perform on dictionary
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:
[1> secret_words_export.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:
1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret_words
[1> 1

Choose the operation you want to perform on dictionary
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.
- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:
[1> secret_words_export.txt

exceptionconfig

598

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R

'secret_words':

'secret_words':

exceptionconfig 2~ KN%Z CLI AT AZ LIZX Y R AL UHINT —T NV E{ERRTE F
T, Z OB TIX.E A—/L 7 K L ATadmin@zzzaaazzz.com] % K A A L Flsh T — T WIBIML (&

Vo —%TAllow ] IZREL £7°,
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ERAE
FERE: Z O~ FiZlcommit] 2L ETY,

JGREER. - Dav NI . TR_RTOYYy FE—R (VTR Z TNV—F ~ )T
*7,

NyF aws/RF:ZoavyNEIRNyFEAZIR—F L TWEEA,

]

mail3.example.com> exceptionconfig

Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
[1> new

Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[]> mail.partner.com

Any of the following passes:
- @[IP address]

Matches any email address with this IP address.
- @domain

Matches any email address with this domain.
- @.partial.domain

Matches any email address domain ending in this domain.
- user@

Matches any email address beginning with user@.
- user@domain

Matches entire email address.

Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:

[1> admin@zzzaaazzz.com

Choose a policy for this domain exception:

1. Allow
2. Reject
[1]1> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries
[1>

filters

2t EA

A=A Ty g o BREL FT,
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ER7AE

]

FERE: Z DO~ FiZlcommit] 2SMETY,
JIAZEE: ZDa~v Rid~vyy T=—RFR TOAEHTE T,
NyFawrR:Zoavy NEnNyFEAZYFR—FL TWERA,

BT filter AR REHHAL T3 2OFH LW T 1V ZE2/ERL £9°,

o WPIDT 4INHF @%ﬁmi\bigfmessages T9, Zhix body-size JL—L 2L T, 10 MB K&
DRKEWVWAYE—VZRay S LET,

o DEDDT 4 IIVEDLREINL no mp3s TT o Z T attachment-filename /L —/L &L T,
mp3 7 7 ANEES R WTERG T s ANV EER Ay =V B Ry T L ET,

e 3 %@@7 4 LA @Zxﬁﬁﬂi‘mailfrompm "C“jqo :ﬂ@i mail-from /V“—/V%’fﬁﬁﬁﬁ L <.
postmaster@example.com R ﬁ_) D A ‘—/V%ﬁ"\\\fgﬁ’\“\ administrator@example.com (7)7 ? /r

VR h—Ry av—%ERL 7,

filter -> list ‘5‘737V1\7L51ﬁ4€}ﬂb\7/{/1/5@ I~ %%%LT\74/V&75§77%47V6
BN THDHZ L EMRLET  RITmove VT 2~ REMHL TR EKED T 4V DAL
EE ANBRAFET HKRBICAEFEHTCL TCTZ ANV EEFHLET,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.
[1> new

Enter filter script.Enter '.' on its own line to end.
big_messages:
if (body-size >= 10M) {
drop() ;
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script.Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop();
}

1 filters added.

Choose the operation you want to perform:
- NEW - Create a new filter.
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policyconfig

2t EA

ER7AE

]

Rys—nxE B

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.

- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script.Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "Apostmasters$")

{ bcc ("administrator@example.com");}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> list

ZEHBAMETATEEER—RAORY V—2REL £7,

FEE: Z D~ KiZlcommit] 2SS T,

JGABER. ZDav R I TR TO~YY Y F—R (I TRAZ TNV —TF <~ ) THEHTX
S I
NyF a<wryR:.Z20a~vr REnNyFEXLEZYSR—FLTWOEREA,

ANRL Ay =Ry L BHEEDLWANRL Ay —U%2T — A7 T 5E5(E
A=)V R 2 —DERK (3-200 ~=X—)

o WFEF—LOR Y > —DIEH(3-202 ~—)
o TUV=T VLT F—LADKRY L —DIER(3-204 =—)
e Scan_for_confidential = > 7 Y 7 4 )L X DIERL (3-207 ~_—0)
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e no_mp3s 3 L W ex_employee =27 Y 7 4 L FZ DIEAK(3-210 ~X—)
e BEDORY —IZXT2arT0Y 740 ZDAF—T7 14 (3-215 *X—)
o TT7ANNDOREERY T —ODLP KR Y v —(3-219 <—)

o HFEEANFFIFZY—S %L XY NI —ZDEA—NLTHAHLEBRENTZAYyE—V%
ey 73 5E5ER) v —DER(3-221 <X—)

AL A yE—CE2FOyv T L. BEEEDLLVWRIRAL AvE—CETF—HATTRBEEA—IIRY) S —DOER

Z OFI Tl . policyconfig -> edit -> antispamn V7 a2 < RE2HL T. T 74/ K DFE A —
VAR Y > —® Anti-Spam X EXRMEL T, (ZNERILEENE T A—NL X271 <
F—V Y HERED GULIZH H Y £1),

o FT ANRLELTHIHFHESNTE Ay B—V 3T — AT OGN LRSI Ry
ShET,

« ARDDFFHEA YT VET —HATHE LR O EF,ZOLD R Ay T,
quarantine.example.com NP —RIZA AR ‘_‘ll/éhf:x/\o-hﬁl’é‘ﬂ%/ﬁ:%ﬂ:‘{%éhi@—o
PELATOETAIZ T H A b [quarantined: possible spam] NBIMI L. 2D L5 b LW
A —UITIE x-quarantined: true & W FERI A~y X —NBMENET, 2D F VA
T EAEL LT R a—FIIREE TRV E D D a2 R T FHREIILEIIEE T
FOLWANLDL EVMELZRETEET,

MBI ERZHEL £7,
mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 1

Incoming Mail Policy Configuration

Name: Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak

————————————————————————— Malware —mm—————— - Filter: Filters:
Protection: = @ —--------— oo

DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ---------- Filter: Filters:
Protection: = o—--------- oo
1. DEFAULT Ironport Mcafee N/A N/A Off Enabled
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Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject
Anti-Virus: Off

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy
[]> antispam

Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy (Disables all policy-related actions)
[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam.Some messages will be

identified as suspected spam.You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?
[1]1> 2

Do you want to archive messages identified as spam? [N]>
Do you want to enable special treatment of suspected spam? [Y]> ¥y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED spam:

1. DELIVER
2. DROP
3. BOUNCE

4. TIRONPORT QUARANTINE
What do you want to do with messages identified as SUSPECTED spam?
[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[1]1> 1

What text do you want to prepend to the subject?
[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> y
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Enter the name of the header:
[]> X-quarantined

Enter the text for the content of the header:
[1> true

Anti-Spam configuration complete
Policy Summaries:

Anti-Spam: IronPort - Drop
Suspect-Spam:
Anti-Virus: McAfee - Scan and Clean

Content Filters: Off (No content filters have been created)
Outbreak Filters: Enabled.No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1>
Name Anti-Spam: Anti-Virus: Advanced Graymail: Content
————————————————————————— Malware ——————— Filter:
Protection: @ —-—--—————-
DEFAULT Ironport Mcafee N/A N/A Off
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1>
mail3.example.com> commit
Please enter some comments describing your changes:
[]> configured anti-spam for Incoming Default Policy
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
== ° ~
BRFEF—LDORY) O —DERL
Incoming Mail Policy Configuration
Name Anti-Spam: Anti-Virus: Advanced Graymail: Content
————————————————————————— Malware ———————— Filter:
Protection: 0 @—————————-
DEFAULT Ironport Mcafee N/A N/A Off
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IronPort - Quarantine - Archiving copies of the original message.

Outbreak
Filters:

Enabled

Outbreak
Filters:

Enabled
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Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new

Enter the name for this policy:
[1> sales_team

Begin entering policy members.The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com, sub-domain
entries such as @.example.com, LDAP group memberships such as ldap (Engineers)

Enter a member for this policy:
[1> ldap(sales)

Please select an LDAP group query:
1. PublicLDAP.ldapgroup
[1]> 1

Is this entry a recipient or a sender?
1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> ¥y

Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam.Some messages will be

identified as suspected spam.You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?
[1]1> 2

Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?

[50]> 50

The following configuration options apply to messages identified as SUSPECTED

spam:
1. DELIVER
2. DROP

3. BOUNCE

4. TRONPORT QUARANTINE
What do you want to do with messages identified as SUSPECTED spam?
[1]1> 4
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Do you want to archive messages identified as SUSPECTED spam? [N]> n

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED
spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n
Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> y

Use the policy table default? [Y]> ¥y

Would you like to enable Outbreak Filters for this policy? [Y]> ¥y

Use the policy table default? [Y]> y

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware - Filter: Filters:
Protection: = @o—--------=  ——————————
sales_team IronPort Default Default Default Default Default
DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

I, oo =TV F—=bBADE A—VZEEHE)DORY) V—%ER L., .awg 7 7 ANV ET
TRTVL AT T4 H AX v OXMRIMFBEL £7,

IVO=FTIG F—LDRY) —DER

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ————— - Filter: Filters:
Protection: = o—--------=  ——————————
sales_team IronPort Default Default Default Default Default
DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
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- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:
[1> engineering

Begin entering policy members.The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com, sub-domain entries

such as @.example.com, LDAP group memberships such as ldap(Engineers)

Enter a member for this policy:
[1> bobR@example.com

Is this entry a recipient or a sender?
1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> ¥y

Enter a member for this policy:
[1> fred@example.com

Is this entry a recipient or a sender?
1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> ¥y

Enter a member for this policy:
[1> joe@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> ¥y

Use the policy table default? [Y]> ¥y

Would you like to enable Anti-Virus support? [Y]> ¥y

Use the policy table default? [Y]> ¥y

Would you like to enable Outbreak Filters for this policy? [Y]> ¥
Use the policy table default? [Y]> n

Would you like to modify the list of file extensions that bypass

Outbreak Filters? [N]> y

Choose the operation you want to perform:
- NEW - Add a file extension
[1> new

VRADEA—=NL EFaYT 4 FFS54F7RAIT Async0S9.7CLI ) I 7LV R HAF W



E3E avUF:5EH |

W xyo—n=xim

Enter a file extension:
[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[]1> print

The following file extensions will bypass Outbreak Filter processing:
dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ————— - Filter: Filters:
Protection: = @o—--------=  ——————————
sales_team IronPort Default Default Default Default Default
engineering Default Default Default Default Default Enabled
DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

WA [32 15 A — VA E R U 2 — (Incoming Mail Overview policy) | 7—7 VT35 3 2DH L
WAL T T g VA EER L £,

CLI Tld.policyconfig A~ KD filters V7 A~ ML [Z(Ea T 7 4 /L% (Incoming
Content Filters) ] GUL X— LRI LR A R H £9,CLI Ta vy 7Y 7 4 VW Z2ElT 5 & &

121, save ‘H‘7:l <K %fﬁﬂ% LCT” /(/1/§ 22‘?1%??L\policyconfig a<w R &:Eéd&gﬁ’?@ ]
i‘j‘o

F 9 . scan_for confidential 2T Y 7 4V Z EVERRL £9,
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Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail:

————————————————————————— Malware —————————-
Protection:

sales_team IronPort Default Default Default

engineering Default Default Default Default

DEFAULT Ironport Mcafee N/A Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

No filters defined.

Choose the operation you want to perform:
- NEW - Create a new filter
[1> new

Enter a name for this filter:
[1> scan_for_confidential

Enter a description or comment for this filter (optional):
[]> scan all incoming mail for the string 'confidential'

Filter Name: scan_for_confidential

Conditions:
Always Run

Actions:
No actions defined yet.

Description:
scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition
2. Action
[1]> 1

Message Body Contains

Only Body Contains (Attachments are not scanned)
Message Body Size

Subject Header

Other Header

U W N

Content
Filter:

Default

Default

Off

Rys—nxE B

Outbreak
Filters:

Default
Enabled

Enabled
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6. Attachment Contains

7. Attachment File Type

8. Attachment Name

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address
14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

18. Remote IP

19. DKIM authentication result
20. SPF verification result

[1]1> 1

Enter regular expression or smart identifier to search message contents for:
[1> confidential

Threshold required for match:

[1]> 1

Filter Name:

Conditions:

body-contains ("confidential",

Actions:
No actions defined yet.

Description:

scan all incoming mail for the string

scan_for_confidential

1)

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description
- ADD - Add condition or action
- DELETE - Delete condition or action

[1> add

1. Condition

2. Action

[11> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters

(Final Action)

'confidential’
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20. Encrypt

(Final Action)

21. Encrypt on Delivery
22. Skip Outbreak Filters check

[1]> 1

Enter the email address(es)
[1> hr@example.com

Do you want to edit the subject line used on the Bcc message?

Enter the subject to use:
[$Subject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message?

Filter Name: scan_for_confidential

Conditions:

body-contains ("confidential",

Actions:

bcc ("hr@example.com",

Descripti

scan all incoming mail for the string

on:

1)

to send the Bcc message to:

" [message matched confidential filter]")

Choose the operation you want to perform:

- RENAME - Rename this filter

- DESC - Edit filter description
- ADD - Add condition or action
- DELETE - Delete condition or action

- SAVE - Save filter

[1> add

1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface
9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounc

19. Skip Remaining Content Filters

20. Encrypt (Final Action)

e (Final Action)

21. Encrypt on Delivery
22. Skip Outbreak Filters check

[1]> 14

1. Policy
[1]1> 1

(Final Action)

'confidential’

Rys—nxE B
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Filter Name: scan_for_confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcc ("hr@example.com", "[message matched confidential filter]")

quarantine ("Policy")

Description:
scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions
- SAVE - Save filter

[1> save

Defined filters:
1. scan_for_confidential: scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1>

no_mp3s *SJ:U ex_employee AT T 4 )[I@ a)fﬁﬁﬁ

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:
[1> no_mp3s

Enter a description or comment for this filter (optional):
[1> strip all MP3 attachments

Filter Name: no_mp3s

Conditions:
Always Run

Actions:
No actions defined yet.

Description:
strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter
- DESC - Edit filter description
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- ADD - Add condition or action
[1> add

1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]> 12

Enter the file type to strip:
[1> mp3

Do you want to enter specific text to use in place of any stripped attachments?[N]> n
Filter Name: no_mp3s

Conditions:
Always Run

Actions:
drop-attachments-by-filetype ("mp3")

Description:
strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:
1. scan_for_confidential: scan all incoming mail for the string 'confidential’
2. no_mp3s: strip all MP3 attachments

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters
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- MOVE - Reorder a filter
- RENAME - Rename a filter
[1> new

Enter a name for this filter:
[1> ex_employee

Enter a description or comment for this filter (optional):

[1> bounce messages intended for Doug
Filter Name: ex_employee

Conditions:
Always Run

Actions:
No actions defined yet.

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition
2. Action
[1]1> 1

Message Body Contains

Only Body Contains (Attachments are not scanned)
Message Body Size

Subject Header

Other Header

Attachment Contains

Attachment File Type
Attachment Name

Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address
14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

18. Remote IP

19. DKIM authentication result
20. SPF verification result

[1]> 13

0 dJ oUW N

e}

Enter regular expression to search Recipient address for:

[1> doug

Filter Name: ex_employee

Conditions:
rcpt-to == "doug"
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Actions:
No actions defined yet.

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[11> 2

Enter the email address(es) to send the notification to:
[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> ¥y

Enter the subject to use:
[]> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to the
notification? [N]> ¥y

Filter Name: ex_employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

VRADEA—=NL EFaYT 4 FFS54F7RAIT Async0S9.7CLI ) I 7LV R HAF W



E3E avUF:5EH |

W xyo—n=xim

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> add

1. Condition

2. Action

[1]> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

O

Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]> 18

Filter Name: ex_employee

Conditions:
rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of
example.com")

bounce ()

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for_confidential: scan all incoming mail for the string 'confidential’
2. no_mp3s: strip all MP3 attachments

3. ex_employee: bounce messages intended for Doug
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Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ————— - Filter: Filters:
Protection: = @o—--------=  ——————————
sales_team IronPort Default Default Default Default Default
engineering Default Default Default Default Default Enabled
DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

BEORYO—IZ/THavToy 72408304 2—T )ik

RPN b D R V= E A F—T ML T HORY v —Dar Ty 7 4 LT
EAX—T T DB R L ET,

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware —————— - Filter: Filters:
Protection: = @—--—-----= ——————————
sales_team IronPort Default Default Default Default Default
engineering Default Default Default Default Default Enabled
DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit
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Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ---------- Filter: Filters:
Protection: = @——-------= ——————————
1. sales_team IronPort Default Default Default Default Default
2. engineering Default Default Default Default Default Enabled
3. DEFAULT Ironport Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 3

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off

Outbreak Filters: Enabled.No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:
- ENABLE - Enable Content Filters policy
[1> enable

1. scan_for_confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 1

1. Active scan_for_confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 2

1. Active scan_for_confidential

2. Active no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 3

1. Active scan_for_confidential

2. Active no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>
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Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean

Graymail Detection: Unsubscribe - Disabled

Content Filters: Enabled.Filters: scan_for_confidential, no_mp3s, ex_employee
Outbreak Filters: Enabled.No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters
[1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ————— - Filter: Filters:
Protection: = @—--—----—— o
sales_team IronPort Default Default Default Default Default
engineering Default Default Default Default Default Enabled
DEFAULT Ironport Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> edit
Name: Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ---------- Filter: Filters:
Protection: = @—---—----- o
1. sales_team IronPort Default Default Default Default Default
2. engineering Default Default Default Default Default Enabled
3. DEFAULT Ironport Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 2

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default
Content Filters: Default

Outbreak Filters: Enabled.Bypass extensions: dwg
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Choose the operation you want to perform:
- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables all policy-related
actions)

- ENABLE - Enable Content Filters policy

[1> enable

1. scan_for_confidential
2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 1

1. Active scan_for_confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 3

1. Active scan_for_confidential

2. no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1>
Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default

Content Filters: Enabled.Filters: scan_for_confidential, ex_employee
Outbreak Filters: Enabled.Bypass extensions: dwg

Choose the operation you want to perform:
- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1>
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Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus:
sales_team IronPort Default
engineering Default Default
DEFAULT Ironport Mcafee

Advanced
Malware
Protection:

Default

Default

N/A

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1>

Default

Default

Off

Content
Filter:

Default

Enabled

Enabled

Rys—nxE B

Outbreak
Filters:

Default
Enabled

Enabled

GE) ZOCLLIZIE A DORY —IZHLWar Ty 7 0 V¥ &8N 2HEITH 0 FHA,
filters 7 a2~ K Tld.policyconfig A~ KD 120V T 7 arnhbd _XTCoOar s
Vv 4’/1/& %%ff%j‘é Z k K—fi D i‘j‘o %@f:&)\ Z @WJT@i drop_large_attachments @JEJJD

AWML TWET,

TIAHILEDRERY—DDLPRY > —

I T 7 AV EDRERY S —TDLPRY > —%2 A X —T It B HEEZRLE7,

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?

1. Incoming
2. Outgoing
[1]> 2

Outgoing Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak DLP:

————————————————————————— Malware ----------  Filter: Filters: -———=
Protection: = 0@——---—--—— —————————

DEFAULT N/A N/A N/A Off Ooff Off Off

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy
- PRINT - Print all policies

- FILTERS - Edit content filters
[1> edit
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Name: Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware -—--------- Filter: Filters:
Protection: = @—-----—-o- —o—oooo———o
1. DEFAULT N/A N/A N/A Off Off Off

Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:
- ENABLE - Enable DLP policy

[1> enable

1. California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1> 1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)

DLP:

Off
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Outbreak Filters: Off
DLP: Enabled.Policies: California AB-1298, Suspicious Transmission - Zip
Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

[1>

—FBEA—LNFERFYV—PILRYET—IDEA—LTHE EEANSh-AvE—C2 ROy TTHEERY
—DERK

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?

1. Incoming

2. Outgoing
[1]> 1

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware - Filter: Filters:

Protection: @ —---——--— —————————
DEFAULT Off N/A N/A Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ---------- Filter: Filters:
Protection: = @—---------  —-————————
1. DEFAULT Off N/A N/A Off Off N/A

Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: Off
Graymail Detection: Off
Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1> graymail
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Choose the operation you want to perform:
- ENABLE - Enable Graymail policy
[]> enable

Begin Graymail configuration
Do you want to enable Safe Unsubscribe? [N]> y

Do you want to perform Safe Unsubscribe action only for unsigned messages (recommended)?
[Y]>

Do you want to enable actions on messages identified as Marketing Email? [N]>
Do you want to enable actions on messages identified as Social Networking Email? [N]> y

1. DELIVER

2. DROP

3. BOUNCE

What do you want to do with messages identified as Social Networking Email?
[1]1> 2

Do you want to archive messages identified as Social Networking Email? [N]>
Do you want to enable actions on messages identified as Bulk Email? [N]> y

1. DELIVER

2. DROP

3. BOUNCE

What do you want to do with messages identified as Bulk Email?
[1]1> 2

Do you want to archive messages identified as Bulk Email? [N]>
Graymail configuration complete.
Policy Summaries:
Anti-Spam: Off
Graymail Detection: Unsubscribe - Enabled
Social Networking mails : Drop
Bulk mails : Drop
Content Filters: Off (No content filters have been created)
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters
(1>

quarantineconfig

2t EA

VAT ADREEEREL 7,
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ERAE
FEE: Z Do~ RiZlcommit| DMLEETY,
JIGRBREE: ZDav L NiEvyy E—RTCOREHTE T,
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NyF aws/RF:Zoa<vyNEIRNyFEAZIR—F L TWEEA,

]

mail3.example.com> quarantineconfig

Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention
1 Outbreak 3,072 0.0 1 12h
2 Policy 1,024 0.1 497 10d
3 Virus 2,048 empty 0 30d

2,048 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.
[1> new

Please enter the name for this quarantine:
[1> HRQuarantine

Retention period for this quarantine. (Use 'd’ 'ht
'minutes’'.):

[1> 154

1. Delete

2. Release

Enter default action for quarantine:

[1]1> 2

for days or

for hours or

Policy
Release
Delete
Delete

'm' for

Do you want to modify the subject of messages that are released because

"HRQuarantine" overflows? [N]>

Do you want add a custom header to messages that are released because

"HRQuarantine" overflows? [N]>

Do you want to strip all attachments from messages that are released

because "HRQuarantine" overflows? [N]>

Do you want default action to apply automatically when quarantine space fills up?

Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention
1 HRQuarantine 1,024 N/A N/A 15d
2 Outbreak 3,072 0.0 1 12h
3 Policy 1,024 0.1 497 10d
4 Virus 2,048 empty 0 30d
(N/A: Quarantine contents is not available at this time.)

1,024 MB available for quarantine allocation.

Policy
Release
Release
Delete
Delete
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Choose the operation you want to perform:

- NEW - Create a new qguarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

a—4 & mi

2 —HFOBEINZETH2EMIC Yy DFEV NIV &2 D & a—FFRBHBI N, 2—F U R
NEEHTEET, ZNUITLD, EFTJEEEQHE? B A M OBERICE 2 72 < TH IR iﬂ/f@@@
2—HFEBENELIFHRTCEET, 22— EHE 7 v a v O HTREEORTE 2 HITT DI
ZZ#p7 a7 b ([1>) T Enter /L £,

GH VAT A BRI AN =P ERITF N —F 22— REREN TV B EAIT 22—~ D[
T D7 7B AOF R TNRERINET,

bREffE D = —4 U A N ZiX, Operators 7 /b—7" £ 721X Guests 7 L —T 2@/ T 52—V T NE £
AU E T, Administrators 7 /L — 7 NO 22— X FIZREEIZX L TTRXTOT 7 v AHERZFFH £
Foa—H URARNEFHT S L& T RTOFANL —H /7 A N 2—F RN TIZREEED = —
B UVAMIEENTWDEAENEW -~ RIEEHARRT 220 3, AR HIBROR R L 72D
2 —PRFEEL WA DELETE 2~ RIIEHARR & 7220 97,

scanconfig
XA
W7 7 ANVDAF Y R —%REL 9,
ERAE
FEE: Z D a< 2 KiZlcommit] 2SS T,
JSRABER. —Dav NI . TR_RTO~YY Y =R (V7 T72AZ TV—7 ~ ) THHT
£,
NRyF a<w /R:Z0a<vryFERNyFEXREZYVR—FL TWET,
1

:O)@JVC‘\Li\scanconfig O RTUTONRT A—HEHREL jfTo

e video/*,audio/*,image/* O MIME % A4 F|ZAF v I NFET (2T UV ITAF vy SN E
HFh).

o RAFNINTEFIFBR)T—IATHEMN 7 7 AT HEKRKIOLSXNVETAFY U EINFET,
(F7 A/ MESLL),

o AFX YU ENDIMNT 7 ANDEKRKY A XL 25MB T, 21 LD KEWT 7 AT T
TAX vy 7 EINET, (T 74/ 8T 5MB),

o RFXaRXAVPMDRAET—=ERNAF v SNET,
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o WM TZ77ANDAXF YL DX ALT T MEI NS0 RICHERESINET,

o AX XL EINBRP ST T 7 AT R ST =B LRV ERARENET (T 7 &
/v b OEE),

o L — THFAFDOARILR MIME % A 7 ® plain/text £ 721% plain/html #4312 & FRE S
TWARWEAIZASCH = 2 — R R™MEH SN ET,

.

[assume the attachment matches the search pattern] % |—YJ &:%ﬁﬂé'ﬁ‘é k N Xﬂ?'\” \\/‘(:‘%fcﬁl/\
Ay E—VEF Ay E—Y T4V Z =ML 5 TCue LFHliENET, ZNITE D FEFIZ—
BHLRWAy =V Ol  TIRAOIERRET L2 ERHVET . ZOL IR Ay &—
I arT oY RELL ARy TERVEWV A THRESNTWELZ, ZOREITRSA
Email DLP A% ¥ U (ZIT#H S v EH A,

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

1. Scan only attachments with MIME types or fingerprints in the list.
2. Skip attachments with MIME types or fingerprints in the list.
Choose one:

[2]1> 2

Enter the maximum depth of attachment recursion to scan:
[5]> 10

Enter the maximum size of attachment to scan:
[5242880]> 10m

Do you want to scan attachment metadata? [Y]> ¥y

Enter the attachment scanning timeout (in seconds) :
[30]> 180

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern? [N]> n

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.

US-ASCIT

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)

Western European/Latin-1 (Windows CP1252)

Traditional Chinese (Big 5)

o U W N
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7. Simplified Chinese
8. Simplified Chinese

9. Korean (ISO 2022-KR)
10. Korean (KS-C-5601/EUC-KR)
11. Japanese (Shift-JIS
12. Japanese (IS0-2022-JP)
13. Japanese (EUC)

[1]1> 1

Scan behavior changed.

(GB 2312)
(HZ GB 2312)

(X0123))

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:
- NEW - Add a new entry.
- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.
- IMPORT - Load mappings from a file.
- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print

1. Fingerprint
2. Fingerprint
3. MIME Type

4. MIME Type

5. MIME Type

stripheaders

AR

Image
Media
audio/*
image/*
video/*

BT 2 Ay =Y Ao —D) A2 EHRL £7,

ERAE

FERE: Z O~ FiZlcommit] 23 MLE T,
JIGAREH. ZDav R Z T R_RTCOYY Yy =R (I TAZ TNV—T <) THATE

i‘j_o

NRyF azwrs/F:Zoa<vyFEIRNyFEAZIR—F L TWEEA,

]

mail3.example.com> stripheaders

Not currently stripping any headers.

Choose the operation you want to perform:
- SETUP - Set message headers to remove.

[1> setup
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ER7AE

]
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Enter the list of headers you wish to strip from the messages before they are
delivered.Separate multiple headers with commas.
[1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1>

mail3.example.com>

DLP AU v A LB A S0 T FIANATS—h T —h Avb—UhESR
HEmT 7 — b REDTHFAN VY —2ZFHRTEL 7,

FERE: Z O~ FiZlcommit] 2T,

JSARBEH . ZDav NI . T_XTHO~Y Yy F—R(ITFRAEZ ITNV—TF <~ ) THEHTX
S

NRyF a<wrs . Zoavr RPNy FERXEZYR—FLTWHEEA,

textconfig -> NEW é’ﬁiﬁﬁ LTTFAN U Y—R é’ﬂzﬁ‘ZL\textconfig > delete %ﬁfﬁ LTTx
2K YUY —2%HIBRL ET,

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
[1> new

What kind of text resource would you like to create?
1. Anti-Virus Container Template

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notification Template

[1]1> 5

Please create a name for the message disclaimer:
[1> disclaimer 1
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Enter the encoding for the message disclaimer:
US-ASCII

Unicode (UTF-8)

Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[11>

0 J oUW R

Enter or paste the message disclaimer here.Enter '.' on a blank line to end.
This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
[1> 1

Message disclaimer "disclaimer 1" has been deleted.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
[1>

textconfig -> EDIT & fifi LCEEFEOTXFAN VY =R AEH L EFT , 2 a—RFR2EHL=
DIBIRLZEZTHAN VY—RADTFAMEZEHRLIZY TE £,

THERXLJY—ZRDAR—F

TX R f\ = 7/1)/1/725:#‘2 ]\ U V=R & L"C/]’f//‘]'\g“— }‘ﬁ—éw_ﬂi\textconfig -> IMPORT %{i
MLEFT AVR—ITDTFAL TZ7AME T 7T A7 2 A O configuration 7 1 L 7 V)
WAFET 2RERH Y £7,

mail3.example.com> textconfig

Current Text Resources:
1. footer.2.message (Message Footer)

Choose the operation you want to perform:
- NEW - Create a new text resource.
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- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?
Anti-Virus Container Template

Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
Message Disclaimer

Encryption Notification Template (HTML)

Encryption Notification Template (text)
Notification Template

11> 8

— 00 oUW N

Please create a name for the notification template:
[1> strip.mp3files

Enter the name of the file to import:
[]> strip.mp3.txt

Enter the encoding to use for the imported file:
1.US-ASCII

[ list of encodings ]

[1]1>

Notification template "strip.mp3files" created.

Current Text Resources:
1. disclaimer.2.message (Message Disclaimer)
2. strip.mp3files (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1>

THFRAFYY—ZRDIT Y RKR—F

TEXFAN UY—RA&ETF A 77/1)/I/E L//C:Eﬁx/j_\g‘—]\ﬁ—éﬂzﬁi\textconfig -> EXPORT %
FEHLET . TXAN 77 AMI. T T 74T > A LD configuration 7 « L 7 b VIZ/ER S U
iﬁ‘o

mail3.example.com> textconfig

Current Text Resources:
1. footer.2.message (Message Footer)
2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.
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- PRINT - Display the content of a resource.
- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> export

Please enter the name or number of the resource to export:
[1> 2

Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1. US-ASCII

[ list of encoding types ]

[1]>

File written on machine "mail3.example.com" using us-ascii encoding.

Current Text Resources:
1. footer.2.message (Message Footer)
2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1>

AxX>J&E75—F
S ITIERD CLL 2= FIZOWTEHB L 7,
e alertconfig
¢ displayalerts
¢ findevent
¢ grep
e logconfig
e rollovernow
e snmpconfig

e tail
alertconfig

B9

FBrA—NTIT—FEHRELET,
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ERAE
FERE: Z O~ FiZlcommit] 2L ETY,

JGREER. - Dav NI . TR_RTOYYy FE—R (VTR Z TNV—F ~ )T
*7,

NyF aws/RF:ZoavyNEIRNyFEAZIR—F L TWEEA,

Bl L ULNT S5 — b DIERL

ZOBITIZ HLWT 7 — b %[5 4 (alertadmin@example.com) Z {ER% L .  KEEAS Critical T
HWVATAN—RU 2T BLOT ALV 7MY N—RANKEDT 77— FE2ZTWbH LI
BELET,

vm30esal0086.ibga> alertconfig

Not sending alerts (no configured addresses)

Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.
[1> new

Please enter a new email address to send alerts.
(Ex: "administrator@example.com")
[1> alertadmin@example.com

Choose the Alert Classes.Separate multiple choices with commas.
1. All

2. System

3. Hardware

4. Updater

5. Outbreak Filters
6. Anti-Virus

7. Anti-Spam

8. Directory Harvest Attack Prevention
9. Release and Support Notifications

[

Select a Severity Level.Separate multiple choices with commas.
1. All

2. Critical

3. Warning

4. Information

[1]1> 2

Sending alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical
Class: System - Severities: Critical

Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50
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displayalerts

AR

ER7AE

]

Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1>

TTITAT L ANLEESNIEREDO nBOT 77— 2FRmL £7

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JSARBEH:. ZDav NI . T_XTO~Y Yy F—R(ITFRAEZ ITNV—TF <~ ) THEHTX
S

NRyF azwrs/F:Zoa<vyFNEIRNyFEAZIR—F L TWEEA,

> displayalerts

Date and Time Stamp Description

10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.Server
certificate not validated - unable to get local issuer

certificate

Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.

10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update

server for at least 1h.

Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24
2015.

10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.Server
certificate not validated - unable to get local issuer
certificate

Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.
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findevent

AR

ERAE
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10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56
2015.

A= vl TZ7ANDAR N EBRBELFET

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JSARBEH . ZDav NI . T_XTO~Y Yy F—R(ITFRAEZ ITNV—TF <~ ) THEHTX
S

NRyF a<wrs . 2oavr RPNy FERXEZYR—FLTWEEA,

Bl ToRO—TEEEHICLIEER

mail.example.com> findevent

Please choose which type of search you want to perform:

1. Search by envelope FROM
2. Search by Message ID

3. Search by Subject

4. Search by envelope TO
[1]1> 1

Enter the regular expression to search for.

[r>

Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

No matching message IDs were found
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fBl: AyE—2 DIk BEEK
mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11> 2

Enter the Message ID (MID) to search for.
[1> 1

Currently configured logs:

Log Name Log Type Retrieval Interval
1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list
3. Current log file
[3]1> 1

Bl HBICE DR

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[11> 3

Enter the regular expression to search for.
[1> *

Currently configured logs:

Log Name Log Type Retrieval Interval
1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 2

Available mail log files, listed by log file start time.Specify multiple log files by
separating with commas or specify a range with a dash:

1. Thu Feb 19 05:18:02 2015

[11>

No matching message IDs were found
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Pl ToR_RO—TREFHICLIEER

grep
EiEA

ER7E

G

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1]1> 4

Enter the regular expression to search for.
[1>

Currently configured logs:
Log Name Log Type Retrieval

1. mail_logs IronPort Text Mail Logs Manual Download
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list
3. Current log file
[3]1> 3

No matching message IDs were found

ny 7y ANVNOTFANERRBEL T,

FEE:Z Do~ FiZlcommit 1ZTHEH Y FH A,

nxyse7s—+ N

Interval

JIREEBR . ZDav  Niivyy E—RTORERTEET . EBI. Z20avwr FNigns
A HRAN (Z—PFRa A L) TOLMERTEET. 2oa~vr R EEHT 51203,

O—H)L 77 AN VAT AT VA TELMLENHD £7°,
RyF awrR:20awy FEAY FEREFE—F LT EEA,

grep AV REFHTHE B THNOLTHNERBETEET jgrep I~V REFEITTDH EXIT

T ROWL /ML £,

grep [-C count] [-e regex] [-i] [-p] [-t] [regex] log_name

FEHL A2 IR T I21X . —e regex F721% regex Z AN THMEND Y £9,
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grep AV REEITT AL &I ROA T a v Z2EHL £9,

* 3-12 grep AV FDF TS 3>

AFoay B

c Romolz grep X\F—rDarTHxH A%
R EILOIT R R L £, FR-T D178
AL ET,

-e IERERZEZ AL £,

-1 KILF E/NLFO RGN Z AL £,

- WAl ~—T 2B £97,

-t grep AY U R&Ewr 77 AVOKRBETHE
ITL £,

regex IEHFEEZADL £,

grep D4

WIC. T T ANA T ORTILF | clean| £ 7213 viral) Z BT 561 %2~ L £3, Z D grep
A NI regex RELDFZENTVET,

mail3.example.com> grep “CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result 'CLEAN' ()
Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 3 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 4 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 5 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 6 - Result 'CLEAN' ()
Fri Jun 9 22:47:42 2006 Info: sophos antivirus - MID 12 - Result 'CLEAN' ()
Fri Jun 9 22:53:04 2006 Info: sophos antivirus - MID 18 - Result 'VIRAL' ()
Fri Jun 9 22:53:05 2006 Info: sophos antivirus - MID 16 - Result 'VIRAL' ()
Fri Jun 9 22:53:06 2006 Info: sophos antivirus - MID 19 - Result 'VIRAL' ()
Fri Jun 9 22:53:07 2006 Info: sophos antivirus - MID 21 - Result 'VIRAL' ()
Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 20 - Result 'VIRAL' ()

(

Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 22 - Result 'VIRAL'
mail3.example.com>

logconfig

EiEA

0y 7y AN~DT I AEHFHEL ET,

ER7E

FERE: Z D~ FiZlcommit] 23S ETI,

JGREER . ZDav NI, TXTO~Y Yy TF—R (VT2 F TL—7 ~ )T
\iTO

NyF awrsRF:Z0a<wry RNy FEXRZSPR—FL TWWEEA,
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FIPFySand IR ) T aonf

/k@@?ﬂf&i\ logconfig & ~ ]\ %fffﬂ% L T\myDeliveryLogs k ﬂﬂﬂihéﬂ?ﬁbb\ﬁﬂﬁ H 7‘ %%&ﬁé
LETRIZ.BEZMBFTIPIZE > TYVE—h RAMNIT v a2 dNdEIICHEEL £,

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. m"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euqg _logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system_logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> new

Choose the log file type for this subscription:
IronPort Text Mail Logs
gmail Format Mail Logs
Delivery Logs

Bounce Logs

Status Logs

Domain Debug Logs
Injection Debug Logs
SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs

0 d oUW N
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21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:
[1> myDeliveryLogs

Choose the method to retrieve the logs.
1. FTP Poll
2. FTP Push
3. SCP Push
4. Syslog Push
[

Hostname to deliver the logs:
[1> yourhost.example.com

Username on the remote host:
[1> yourusername

Password for youruser:
[1> thepassword

Directory on remote host to place logs:
[1> /logs

Filename to use for log files:
[conversation.text]>

Maximum time to wait before transferring:
[3600]1>

Maximum filesize before transferring:
[10485760]1>

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

11. "euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
yourhost.example.com

16. "reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll

18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll
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22. "system_logs" Type: "System Logs" Retrieval: FTP Poll
23. "trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll
24. "updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

SCPTwiangHgIRI)TLa>nfl

W OHTIX. logconfig 2~ N i A L T.LogPush CIEENDFH L WEME e 7 2R EL 9,
ZouZiE SCPIZL>TIP T FLANR10.1.1.1 DU E—F FA NI —H 1ogger £ L TH v
VaINT AV Z MY e IRFEEND KO ICREL £7, 0 Z IG5 1ED SCP 7'y v 2T
5[?)53[:757/5\51 logconfig I ¥ Kb H @JE/N: sshconfig I ¥ R 23ROV IhbZ L:E%‘;L
TLEEW, (FA M F—0OFEMIZ >V Tikl Configuring Host Keys |, — S — D FEHHIZ DOV T
I%Managing Secure Shell (SSH) Keys | % [ User Guide for AsyncOS for Cisco Email Security
Appliances]| TEHL TLZE W) F P TRV RAERANLT v N THEATE S Z LI
EELTLEIN,

mail3.example.com> logconfig

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. m"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system_logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:
IronPort Text Mail Logs

gmail Format Mail Logs

Delivery Logs

Bounce Logs

Status Logs

Domain Debug Logs

Injection Debug Logs

SMTP Conversation Logs

0 d oUW N
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9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. safe/Block Lists Logs

27. Authentication Logs

[1]1> 3

Please enter the name for the log:
[]1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

[1]1> 3

Hostname to deliver the logs:
[]> 10.1.1.1

Port to connect to on the remote host:
[22]>

Username on the remote host:
[1> logger

Directory on remote host to place logs:
[1> /tmp

Filename to use for log files:
[delivery.log]>

Maximum time to wait before transferring:
[3600]>

Maximum filesize before transferring:
[10485760]1>

Protocol:
1. SSH1
2. SSH2
[2]> 2

Do you want to enable host key checking? [N]> ¥y

Do you want to automatically scan the host for its SSH key, or enter it
manually?

1. Automatically scan.

2. Enter manually.

[1]1> 1
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SSH2 :dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWGi4I1WLDVNdbIwESArt9LVE2ts5yE9ITBTSAUwWLVog0G3FRgifrce92zgyHtc/ZWyXav
UTIM3Xd1lbpiEcscMp2XKpSnPPx21y8bgkpdsSCQcM8zZMDjnOPm8ghiwHXYh70oNEUJCCPnPxAy44r1J5Yz4x9eIoAL
pO0dHUOGR+3j 1NAAAAFQDQ1i5GY/X9P1DM3 fPMVEX7wc0ed1wAAATBICcgMTEFPIWTAGr IRtbowZP5zWZtVDTxLhdXzjlo
4+bB4hBR7DKuc80+naAFnThyH/J8R3W1JIVF79M5geKJbXzuJGDK3Zwl3UYefPgBgXp201zLRQSIYx1WhwYz/rooopN
1BnF4shl2mtg3tdell76bQgtwaQA4wKO15k3z0WsPWAAAIAICcRYat3y+Blv/V6wdE6BBk+oULv3eK38gafulpdWMBx
kG9GO6EQ18nss820znwiWBy /pITRQfh4AMBm1xTF4VEY00sARr1ZtuUJC1QGQvCgh7Nd3YNais2CSbEKBEaIOTF6+SX2
RNpcUF3Wg5ygw92xtgQPKMcZeLtK2ZIRkhC+Vw==

Add the preceding host key(s) for 10.1.1.1? [Y]> ¥y

Currently installed host keys:
1.10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607
2.10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi4I1WLDVndbIwE. ..JRKhC+Vw==

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display this machine's host keys.
[1>

Maximum filesize before transferring:
[10485760]1>

Protocol:
1. SSH1
2. SSH2
[2]> 2

Do you want to enable host key checking? [N]> ¥y
Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.
- HOST - Display this machine's host keys.
[1> scan

Choose the ssh protocol type:
1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]> 4

SSH1l:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980
627829828033793152226448694514316218272814453986931612508282328008815740072109975632356478
532128816187806830746328234327778100131128176672666244511191783747965898000855947022484692
079466697707373948871554575173520565607
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Syslog 7y BT HTRH YT a3rnhl

/k@@?ﬂf&i\ logconfig & ~ ]\ %fffﬂ% L T\MailLOgSyslogPush k ﬂﬂ?!ihé%ﬁbb\ﬁﬂﬁ H 7v %%&
FELET, 2o X UPD 2 ML TIP 7R L 228 10.1.1.2 D U E— |k syslog —/32[ A—
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mail3.example.com> logconfig

Currently configured logs:

RESND I I ITREL £7°

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euqggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system_logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> new

Choose the log file type for this subscription:
IronPort Text Mail Logs
gmail Format Mail Logs
Delivery Logs
Bounce Logs

Status Logs
Domain Debug Logs
Injection Debug Logs
SMTP Conversation Logs
System Logs

CLI Audit Logs

FTP Server Logs

HTTP Logs

NTP logs

LDAP Debug Logs
Anti-Spam Logs
Anti-Spam Archive
Anti-Virus Logs
Anti-Virus Archive
Scanning Logs

IronPort Spam Quarantine Logs

0 d oUW N
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21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. safe/Block Lists Logs

27. Authentication Logs

[1]1> 1

Please enter the name for the log:
[1> MailLogSyslogPush

Log level:

1. Critical

2. Warning

3. Information
4. Debug

5. Trace

[3]1> 2

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

4. Syslog Push
[1]1> 4

Hostname to deliver the logs:
[1> 10.1.1.2

Which protocol do you want to use to transfer the log data?

1. UDP
2. [TCP]
[1]> 1

Which facility do you want the log data to be sent as?

0 d oUW N

14.
15.
16.
17.

auth
authpriv
console
daemon
ftp
localoO
locall
local2
local3
local4
local5s
localé
local?
mail
ntp
security
user

[14]1> 14

Currently configured logs:

1.

"MailLogSyslogPush" Type: "IronPort Text Mail Logs"

Host 10.1.1.2

Retrieval:

nxyse7s—+ N

Syslog Push -
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rollovernow

B9

oy 7y ANEa—) F—_—L_ FT,

ER7E

FEE: Z0a<r NiZlcommit [TMLEH D £HA,
JIGREER:. ZDav L NiE~viy E—RFR TOLMEHTE £7,
NyFawrRF:Zoavwr IRy TRz R —F L THEEA,

]

mail3.example.com> rollovernow

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. m"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system_logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

[1> 2

Log files successfully rolled over.
mail3.example.com>

snmpconfig

2t EA

SNMP %3 EL £79,

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R



| 38 a<w EF:8E4H

ER7AE

]

nxyse7s—+ N

FERE: Z O~ FiZlcommit] 2L ETY,

JIGRRER . ZDav N3 T _XTHOYY Yy TF—R (I FTRAE TV —F V) THHETX
ESC
NRyF aw /F:Z0a<vryRERNyFEREZYR—FL TWEE A,

WK DOBITlX, snmpconfig T~ K &ZHFEHL T, 28—k 161 ®IPublicNet] f > X —7 = A4 AT
SNMP %z A 2= /WZL TWET A=V 3 3DONRAT L —ARAN SN FERDTZDITHA
NENTVWET VAT AFI A=V a1 BLO2EREZUETALIICRESNLTEY . 2
LEONR—=T a1 BIOR2250 GET ERIZH L TaIa=T 0 AN T public MANE
NTWET, F T v 7 ¥—% > b snmp-monitor.example.com N AJ] I I TV ET KT, A
T LD & AR ERB AT SN TWET,

mail3.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.
1. Data 1 (192.168.1.1/24: buttercup.run)

2. Data 2 (192.168.2.1/24: buttercup.run)
3. Management (192.168.44.44/24: buttercup.run)
[11>

Enter the SNMPv3 passphrase.
>

Please enter the SNMPv3 passphrase again to confirm.
>

Which port shall the SNMP daemon listen on?

[161]>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.
[1> public

From which network shall SNMP V1/V2c requests be allowed?
[192.168.2.0/24]1>

Enter the Trap target (IP address) .Enter "None" to disable traps.
[None]> snmp-monitor.example.com

Enterprise Trap Status

1. RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
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8. resourceConservationMode Enabled
9. updateFailure Enabled
Do you want to change any of these settings? [N]> y

Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable.Separate multiple numbers with commas.
[1> 1,8

Enterprise Trap Status

1. RAIDStatusChange Disabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>

Enter the System Location string.
[Unknown: Not Yet Configured]> Network Operations Center - west; rack #31, position 2

Enter the System Contact string.
[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2
System Contact: Joe Administrator, x8888

mail3.example.com>

tail

2t EA

07 77 A)VOERHERS A RRAICE R L £ tall 2~ PR R RT 20 7 O4RTE I
%%é’/\o? A —H tail 9 iflfi tail mail_logs <E LT?EE—?))«%) Z <E %T%jﬁ—;«o

ER7AE

FEE:Z Do~ FiZlcommit [ZTHEH Y FH A,

JIGREER . ZDav Nii~vyy TE—RTOAMERATEET , EIHI,. Z20avr Nigns
AV RAM (=R al A LI~y ) TORMEATEES , Z20a~vr R e+ 5120%,
O—H)V T 7 AN VAT AT IV EATELLERHY £7°,

NyFasrsF:Zoa<vry NIy FREAEYR—F L TWEEA,
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)

LR—F

mail3.example.com> tail

Currently configured logs:
"antispam"

0 d oUW N

O

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

(1>

"antivirus"
"asarchive"

Type:

Type:
Type:

"authentication"

"avarchive"

"bounces"
"cli_logs" Type:

"encryption" Type:

Type:

Type:

"error_logs"

"euqg_logs"
"euggui_logs" Type:

"ftpd_logs"

"gui_logs" Type:
"mail_logs" Type:

Typ

Type:

Typ

"reportd_logs"

"reportqueryd_logs"
"scanning" Type:

"slbld_logs"
"sntpd_logs"
"status"
"system_logs" T
"trackerd_logs"
"updater_logs"

Enter the number of the log you wish to tail.

19

Type:
Type:

Type:

"Anti-Spam Logs"
"Anti-Virus Logs"
"Anti-Spam Archive"

"Authentication Logs"

"Anti-Virus Archive"

"Bounce Logs"
"CLI Audit Logs"

"Encryption Logs"

e: "IronPort Text Mail Logs"

"IronPort Spam Quarantine Logs"

"IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

Type:

Retrieval:
Retrieval:

e: "FTP Server Logs"

Type:

Type:
Type:

Press Ctrl-C to stop.
Sat May 15

Quarantine

Sat
Sat

May
May

config

Sat
Sat
Sat
Sat
Sat
Sun

2004,

ZITHUKRD CLL a <y RIZoWTHIIL £,

May
May
May
May
May
May

15
15

15
15
15
15
15
16

size

12:25:10
Delivery

23:
23:

23
23
23
23
23

00:

:46:
:46:
:46:

146

:48:
00:

18:
18:

10
10

06
06
35
:35
17
00

2008
Host
2008
2008

2008
2008
2008
2008
2008
2008

2154 bytes
ACmail3l.example.com>

reportingconfig

"HTTP Logs"
"IronPort Text Mail Logs"
"Reporting Logs"
Type:
"Scanning Logs"
"Safe/Block Lists Logs"
"NTP logs"
"Status Logs"
ype: "System Logs"
"Tracking Logs"

Retrieval:

Retrieval:
Retrieval: FT

FTP

Retrieval:

Retr

Retrieval:
FTP Poll

FTP

Retrieval: F

Retr

Retrieval: F

FTP Poll

Retr

Retrieval:

"Reporting Query Logs"

Retrie

Retrieval:

"Updater Logs"

Info:

Info:
Info:

Info:
Info:
Info:
Info:
Info:
Info:

PID

PID
PID

PID
PID
PID
PID
PID
Gen

274:

19626
274:

25696:
25696:
25696:
25696:
25696:

erated

Retrieval:

FTP
Retri

Poll

P Poll

FTP Pol
ieval:

1
FTP Poll

FTP Poll

Poll

TP Poll
ieval:
Retrie

TP Poll

ieval:
FTP Po
Retrie
Poll
eval: F

val: FTP Poll

FTP Poll
Retrieval: FTP
Retrieval:

Retrieval: F

: User admin commit changes:
User system commit changes:

User
User
User
User
User

admin
admin
admin
admin
admin

report: nam

Poll
FTP Po
TP Poll

commit
commit
commit
commit
commit
e b, st

FTP Poll
val: FTP

FTP Poll
11
val: FTP

TP Poll

11

changes:
changes:
changes:
changes:
changes:

art time

Poll

Poll

Updated fil

Receiving
Suspended
Receiving
Receiving

Sun May 16

L—r H

User system commit changes: Automated Update for

ter logs

suspended.
receiving.
resumed.
resumed.

00:00:00
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reportingconfig

reportingconfig 3 <> K D {EFA

reportingconfig 7 A= 2 =TI U TFTOV T a~vr Rl T £,

Z* 3-13 reportingconfig W F7I V2R

X 55 FRASE YT+

filters X2 VT4 BET T IAT L AD M-Series M 7~
TANZEREL T,

alert_timeout LR—F T—HE2HSETE o728 |[M-Series D%
BT 77— M EZITHD ETORM%Z

domain RAAL LIR—FREZHBEL £9, |M-Series D H

mode X2 VT BT ST AT ATH | C-Series. M-Series
REFRL R —T 4 T A X—T IV
WLETEA— N X2 VT4 T77
ATV AOQHRREFR F I T —T v
VIR—T 4 T A F3x—T ML ET,

mailsetup EA—NtXx=2VUT 4 77547 A |C-Series DI

DVR—T 4T HEHRELE7,

ER7E

FERE: Z D~ FiZlcommit] 23 ETI,

Bl:LIR—F 429 T4ILE2DAR—T )L (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.
- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the
reports.Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

User Detail.

[NV Y

separated list:
[1> 2, 3

No Filtering enabled
IP Connection Level Detail.

. Mail Traffic Detail.
Choose which groups to filter,

"last year"

you can specify multiple filters by entering a comma
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Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get
reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

K A4 2 LR— bk ® HAT REJECT fH# D 1 1~ — T JLIE (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[]> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting data
to this appliance to occur at the message recipient level then of domain reports.
Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

BALT I TS5—bFDAR—TILIE (M-Series DH)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[]> alert_timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.
Would you like timeout alerts to be enabled? [Y]> ¥y

After how many minutes should an alert be sent?
[360]1> 240

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>
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EA—=IL X)) T A TFTITSATUVRTORREFELR—F o5 DA1—TIL{t

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1>

LAR—T 1427 T—ZIx3 SRR DOHRDERE (C-Series DH)

mail.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[]> mailsetup

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before
being overwritten.

- LEGACY - Configure legacy mailflow report.

[1> storage

While in centralized mode the C-series will store reporting data for the M-series to
collect.If the M-series does not collect that data then eventually the C-series will begin
to overwrite the oldest data with new data.

A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled
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Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.
- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series

before being overwritten.
- LEGACY - Configure legacy mailflow report.
[1>

SenderBase

shstatus

AnEH

ER7E

]

ZZTERD CLL 2w RIZOW TRl L £,
e sbstatus

¢ senderbaseconfig

SenderBase 7 =V —D AT —H AT RL E£7,

FEE:Z Da~< 2 K iZlcommit] 23 MNEE T,

SenderBase

JGABER: ZDav NI . TXTHO~Y Yy F—R(IFRAEZ ITNN—TF <) THEHTX

£

NyF awryRF:Z0avry RNy FEXRZSR—FL TWWEEA,

mail3.example.com> sbstatus

SenderBase host status
Status as of: Tue Oct 21 10:55:04 2003
Host up/down: up

77T A7 AD SenderBase Al — B AR TERWEE . DED T O —E A~DOHE

WP L2 o T2 BT RO L S TR ES N ET,

mail3.example.com> sbstatus

SenderBase host status
Host up/down: Unknown (never contacted)
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senderbaseconfig

B9

SenderBase DERiH EEIETL £7,

ERAE
FEE:Z Da~< 2 K iZlcommit] 23 NEE T,

JGABER: ZDav NI . T_XTHO~Y Yy F—R(IFRAEZ ITNLN—TF <) THEHTX
ij‘o
NyFawr/R:20avy RignNyFEXEZSR—F L TWERA,

]

mail3.example.com> senderbaseconfig

Share statistics with SenderBase Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1> setup

Do you want to share statistical data with the SenderBase Information Service
(recommended)? [Y]>

Share statistics with SenderBase Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings
[1>

> =
SMTP 4—E X DERE
ZIZTIHERDOCLI 2 FIZHOW T L £,
e callaheadconfig
e listenerconfig

¢ Jlocaleconfig

e smtpauthconfig
callaheadconfig

AnEH

SMTP 2= — 7~y K 7077 A VEBINRE. E7-I3HIKRL £
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FERE: Z O~ FiZlcommit] 2L ETY,

JIGRRER . ZDav N3 T _XTHOYY Yy TF—R (I FTRAE TV —F V) THHETX
ESC
NRyF aw /F:Z0a<vryRERNyFEREZYR—FL TWEE A,

WIZ BIEFR AN DHLWSMTIP 2— /L7~y K 707 7 A )VEERT 02 RL £,

> callaheadconfig
No SMTP Call-Ahead profiles are configured on the system.

Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new

Select the type of profile you want to create:
1. Delivery Host

2. Static Call-Ahead Servers

[1]1> 1

Please enter a name for the profile:
[1> delhostO1l

Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n

Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1>

WKIZ. a— LT~y K F—_"OFHLWSMTP 2— LT~y R a7 7 A VEEKRTAHIEZRL
ij_o

> callaheadconfig

Currently configured SMTP Call-Ahead profiles:
1. delhost01l (Delivery Host)
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Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new

Select the type of profile you want to create:
1. Delivery Host

2. Static Call-Ahead Servers

[11> 2

Please enter a name for the profile:
[1> Static

Enter one or more Call-Ahead servers hostname separated by commas.

[1> 192.168.1.2

Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation queries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n

Currently configured SMTP Call-Ahead profiles:
1. Static (Static Call-Ahead Servers)
2. delhost0l (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> print

Select the profile you want to print:
1. Static (Static Call-Ahead Servers)
2. delhost0l (Delivery Host)

[1]1>

listenerconfig

2t EA

listenerconfig = ¥ > N Tid, U AT —ZEpl, #mE  HIBR T & £97, AsyncOS TiI . Ay &—T %
ZELZERANRLX Y U= ONMEZITA 2 —Fy b EONMBOZEEZEDONT )

WU L —F3700&ME2EETHILERD Y £T,

YRAPEA—N Fa )T« FFT5AF7 2 RMAIT Async089.7CLIN T PL VR HAF
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INODORMBLRDFMITY AT —TERINET, ZNODORER FHEINTA—IL T a—

R —DNEZBEN BHENET VAT —TIE. T T IA TV ATE A—/LEZEETLHVX

ThLBEETOHIELERSNET,

#* 3-14 listenerconfig I V>N
UAF—IZIX RIS TE L L) I —BOARTZ T TL
EEWN, U A F—HICERT DA TIL RLF E/NCFER K
M S AVET, AsyncOS TIE D Y A F—IZ[F— D4Rl % fF
E2X:0 ] J5ZLIETEERA,
VAT —IZIP A X —T =2 A RZEVYTCoRET, U R
F—ZERR L EIY Y T ARNZ, systemstartup 2~ o K £721%
PAR— interfaceconfig A~V R EHFHL T.T_XTOIP A X —
TJxAR Tz A AERET HDLENRDY 7,
A= TB BT ANOZBEIEHIND AL T r AL THY,
kan ESMTP & QMQP OWFnhT9,
U AF =~
(AN IR AT
EDIP AR— bk,
77 4V N T,
SMTP TldA—
N25 ZfEH L,
QMQP Tt —
k628 ZEHL
IPR—k EJ N
T Y N7V 7 VRAF—=BLORT T A=K T
(Public) AT =TI LA L OREIHEH SN ET,
FS5 [ | *J%QE/N:\?C?\/I’/\“‘ FURF—=FTTTA
(Private) ~N— | §|j\jﬁf5)7“) N — I ENE
T RXT V7 VRAF—=ITE A F—F
MR DB A A—LVDZEDIZD DT 7 F
v DFHERD D £7,
T IR—= | TANERE NI I a—T 4T DA
WC 7Ty 7R —N] ) A F—%FEHT
XFET, 7Ty IR —N U AT —DIEKEE
W Ay BE—VZHIBRT DHIICZED A v
BTV ET 4 RATITEZRALNE ) ik
WL F9 GEIZ W TIET User Guide for
AsyncOS for Cisco Email Security Appliances]
JRAF— 42 @ I'Testing and Troubleshooting | D & % 2 i
147 LTCLEEN,

FEE: Z D~ KiZlcommit] 2SS T,
JSRABER. —Dav NI . TR_RTO~YY Yy =R (I T7AZ TV—7 <~ ) THHT

i'gﬁo

NyFavsrsF:Zoa<xry NIy FREAEYR—FLTWET,
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Ny FH  —AREI7E listenerconfig

listenerconfig 37:/]\@/\/%3%&%@‘3%-545 &\4:#%0)4"/5’—714'7\61ﬂbf s
F—%&BINE L OHIER T & £ 9, listenerconfig =~ K Oy FIEATIE, UV AF—0 HAT B &
OCRAT X ETHI &L TEET,

o HLWU RF—DiB:

listenerconfig new <name> <public|private|blackhole|blackholequeueing>
<interface_name> <smtp |gmgp>

o U R F—DHIFE:

listenerconfig delete <name>

/Ny FHRHAT

I listenerconfig D3 v F A2 M H L T HAT BhEDO S MIEX A2 FIT T 502~ L £9, 515
DFEHIZ DUV TIX R 3-15Tlistenerconfig 515Ul : HATJ (P. 258) &ML T 7Z & W, 5L T
ITEEW,

o HAT ~DHFH L WEEHE T L—T DM

listenerconfig edit <name> hostaccess new sendergroup <name>
<host_list> <behavior> [options [--comments]

e HAT ~DFHLWVR Y S —DiEM

listenerconfig edit <name> hostaccess new policy <name> <behavior>
[options]

o EEHIN—T~DFHLWAEARL YA FDEBEM

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> new <host_list>

o EEFEHIN—TINEDKRA N DOHIER

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> delete <host>

o EEHEI/N—T VAL TORANDOBE)

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> move <host> <host-to-insert-before>

e EEHI/N—TORI)—DEE

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> policy <behavior> [options]
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listenerconfig edit <name> hostaccess edit sendergroup <name> print

EEHEIN—THDER

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> rename <name>

HAT &V > — Dtk

listenerconfig edit <name> hostaccess edit policy <name> <behavior>
[options]

HAT 725 O EFE 7 V—7 OHIER

listenerconfig edit <name> hostaccess delete sendergroup <name>

RY > —DOYI R

listenerconfig edit <name> hostaccess delete policy <name>

HAT TOEEZH T NV—T DO HE)

listenerconfig edit <name> hostaccess move <group>
<group-to-insert-before>

HAT S 7 %)V b 72 a v OER

listenerconfig edit <name> hostaccess default [options]

ARAN 7722 TF—7 O

listenerconfig edit <name> hostaccess print

HAT Do —Hh)L 2 —DO A HR—h

listenerconfig edit <name> hostaccess import <filename>

TTIAT LV ANPSLDOHAT Db —Dx 7 AR — b

listenerconfig edit <name> hostaccess export <filename>

HAT 225 2 —HEZDT R TCOREHE I N—TBILORD > — & Hlkk

listenerconfig edit <name> hostaccess clear
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% 3-15 listenerconfig 5/#1&:HAT

5% BTLL

“Accept”, “Relay” . “Reject”, “TCP Refuse” ., &
721X “Continue”, BEH 7/ NV —7 CTHEHT 58
fE%®IRT % & X 3. “Policy: FOO” (“FOO” I3
RY —4) L) A TEMOEES BT

<bhehavior> xF£9,
RAN T 7R T—=TNLDA R —FBIW
<filename> T AR—NTHEHTD7 7 A V4,
<group> HEEHE VNV —T7 D <name>,
<host> <host_list> D 1 DD T 4T A,

BINTBHRAREZASLEFT,HA MK X
I T F—~y MZTEET,

CIDR 7 R L 2 (10.1.1.0/24)

IP 7 K L AP (10.1.1.10 ~ 20)
IP 7 % v |k (10.2.3)

R A b 4 (crm.example.com)

#B5y AR A b 44 (.example.com)
SenderBase #FAfi A = 7 #iPH (7.5:10.0)

SenderBase %~ kU — 27 #—7F— IDS
(SBO:12345)

VE—F 7727 UVRAN 72—
(dnslist[query.blacklist.example])

GE) HEOFRAMZEZRETL2HHFT I~
<host_list> TYIY £,

BEH I NV—T FI2TR Y v — D4R, HAT 7
AR T ETIL TR TR T 2 L E DR &

D FOBIEEDEOFE BT, T, £7-
<name> IANA 7o %BIML £9,
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# 3-15 listenerconfig 5/#1E . HAT (§t &)

--max_size BRA Y B—Y A X EEIT BT r A
A NDOBEAEIT K AT NA NOHFEEM ZBN
L ET BN A N DOBEE KRB SUTFIEAR
BT,

--max_conn 1 DDFRA RIS MES TE DR ORI,

--max_msgs B 120 O R A v =8

--max_rcpt A=V H 0 ORRZEER,

--override SMTP N} —DHRA N %& EEEL £9,“No”
F721% SMTP /X — L F5,

--cust_acc HAHZ N SMTP 27 ATUSEEFREL £7,
“No” F£7-1% SMTP % iF ANISZESTFH,

--acc_code AR N SMTP Z P AN SEa—R T 7 L
~iZ 220 T,

--cust_rej B AL L SMTP IR A2 EL £, “No”
F 721X SMTP FEAIGE SLF5,

--rej_code HAZLSMTPESIGEa— R T 7+ MZT
554 T,

--rate_lim ARAPNHEAOL—MIRE A R—7 VIZL £
9, “No”, “default”’, F72I1XHR AT L DO EH
D 1RSI R EREL £,

--cust_lim B A K I SMTP #lfREBIBEINE A v —T %18
EL F9,“No” £721% SMTP HESE T4,
7 %)V M “No” T,

--lim_code J A K 5 SMTP HlfREEIGE =2 — R, 7 7 + v
M % 452 T,

--use_sb F 7 )LV s T7 v —#H#1Z SenderBase % fifi [
L F9,“Yes”.“No”., £721% “default’,

--as_scan anti-spam A¥ ¥ & A R—T7 /I L £,
“YCS” . “NO”\ “Default”o

--av_scan TOVFITANA AR AR —TVIZL F
‘a_o “YeS”\ “NO”\ “Default”o

[options]

--dhap T4V 7 bYA= N IE“No”,
“default”, £721ZV E—h BRA LN D OEL R
ZEFD 1ML VRREEETEL £,

—-tls PR—FENTWEHATLS 2% ET DI
T A=ma— VAT EHL F9,

--sig_bits IP7RLAOHFEE v b #,0~32,“No”, 7=
% “default”,

--dkim_signing DKIM E4 % A % —7 V2L £9, “Yes”,
“No”. “Default”,

--dkim_verification DKIM #idiE % A % —7 iz L £9°, “Yes”,
“No”. “Default”,
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# 3-15 listenerconfig 5/#1E . HAT (§t &)

--dkim_verification_profile DKIM KiiE 71 7 7 A VDL, 2 DA T 3

<name> 1%, --dkim_verification D% “Yes” IZRTE L
T2 AIC OB S L ET,

--spf SPF K% A 12— 7 /WiZ L £9, “Yes”, “No”.
“Default”,

--spf_conf_level SPF i & L~ “--spf Yes” DIGEIZD A fHH

L £9°, “spf_only”, “sidf_compatible”
“sidf_strict”,

--spf_downgrade_pra SPF PRA fGFfER 22 v L —RK L $£9,
“_-spf Yes” 33 L OY “--spf_conf_level
sidf_compatible” DA IO HEH L 77,
“Yes”\ “NO.,’

--spf_helo_test SPF HELO 7 A |k, “--spf Yes” B XL
“_-spf_conf_level sidf compatible,” F7=1%
“_-spf_conf_level spf_only” DAL £
9, “Yes”. “No”,

--dmarc_verification DMARC i x A x—7 /WL £, “Yes”,
“No”. “Default”,

--dmarc_verification_profile DMARC #EE 7 v 7 7 £ VDL |, ZDF T

<name> v 7 1%, --dmarc_verification DfE % “Yes” |2
RELTEHBEICOLERAENET,
--dmarc_agg_reports DMARC £33 L R— h O F%hk, “Yes”. “No”.

“Default”, Z DA 7> 3 I,
--dmarc_verification DfE % “Yes” 25X E L 7= 5%
BlCoREHASNET,

Ny FRRAT
12 listenerconfig DNy FHAZ M L C RAT B EO K EIEEL FEIT T 562~ L £3 .55

DFEMIZ DUV TIL & 3-16[listenerconfig 5% fE :RATJ (P. 261) ZZ ML TSV, 2B ML T
<IZEw,

e RAT ~DOF L WZEH DB

listenerconfig edit <name> rcptacess new <rat_addr> [options]

e RAT NDOZIEH DL

listenerconfig edit <name> rcptacess edit <rat_addr> [options]

e RAT 75 OSZ{EHE OYIR

listenerconfig edit <name> rcptacess delete <rat_addr>
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e RATOaE —0DH/

listenerconfig edit <name> rcptacess print

o T—N/NVRAT DT T T3 AT A~DA LR — b

listenerconfig edit <name> rcptacess import <filename>

e RAT D7 AHR—h

listenerconfig edit <name> rcptacess export <filename>

o TITANKNTIERADI T

listenerconfig edit <name> rcptacess clear <default_access>

7 3-16 listenerconfig 5/# & :RAT

ElE EiEA
BT HHRARNEANL ET AR MIKRD
LT r—~y MITTEET,
CIDR 7 R L 2 (10.1.1.0/24)
R A b 4 (crm.example.com)
B85y AR A K 4 (.example.com)
2 —H4 (postmaster @)
ERREf A= TR A
(joe@example.com, joe@[1.2.3.4])
GE) HHEORAMNZRETL2H581T. 0
<rat_addr> ~ T £,
--action TRUVRIZEHAT DT 7> 3, “Accept” £
721X “Reject” D E L B, T 7 4L MM
<options> “Accept” T,
--cust_resp B AL I SMTP JSEZHREL £9,“No” £z
13 SMTP %) AR5,
--resp_code 1 A K I SMTP 2 — R, “Accept” DIGH
1%250 237 7 4L b | “Reject” DEE1E 550 H3
774N TT,
--bypass_rc ZASHIEZ N ANALET T 7 4V NI
“NO” ‘(“‘a_‘o
--bypass_la LDAP &8 7 = ) — & N A XA L £97, “Yes”
FIL No” DEL B M,
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f5l:1) RF—m:ENM

w@@’ﬂw@&i\listenerconfig o< ]\ 75:@% Lf\if/&‘—j)? /])X /7‘—‘ ]\ ‘7 - /]’f%ﬁjzﬂldz\%:foi
B U A —|ZfE ] C& %, OutboundMail EFEENHH L WT T A X—hK URAF—%ERL 7,
(FE: DT T A —hK U R} —|Z,GUI ® System Setup Wizard F£721F% CLI ® systemsetup 2 ¥

VREFETTLLEICEMTL L TEET),

TTZAR—F JRF— X AT EBENL AHi%Z OutboundMail IZFREL £9, 20U 2F—iT,
PrivateNetIP f > Z—7 = A A L THR—1F 25D SMTP 72 h 2 L& FEH L TEET % Xk o icts
ELFET. 2OV AFT—DKRAR TI7EHARI S —DOFT 7 )V MERZITANLLNET,

mail3.example.com> listenerconfig
Currently configured listeners:

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1. Private

Public

Blackhole

2]> 1

2
3
[

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)

2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 2

Choose a protocol.

1. SMTP
2. QMQP
11> 1

Please enter the TCP port for this listener.
[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.

Hostnames such as "example.com" are allowed.
Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.
[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are willing to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: No
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Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n

Listener OutboundMail created.
Defaults have been set for a Private listener.
Use the listenerconfig->EDIT command to customize the listener.

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

FELVAVR—FIZEBVRF—DRRAE T ERX T—TIIL(HAT) D

listenerconfig A~ NPT a<w L FDELL TIE T —HDA LV R—hF &7 AR—=FIC
Ko TKRIFERBRELEENTEDL D . CLIILT 2%V LT OANTINERNHD THA,

ZOFIETIH.CLIZHEHL .77 ANVEZ 7 AR—F L EEEZMATAUAR—FT25ZLIT
E0 UV AF—DFRAN T 7R T—T NV (HAT) ZEE L £3,HAT CLI =7 1 ¥ 7213 GUI
ZHEMLTY AT =D HAT # WAL A RXT 52 Lb TEET MOV TIX [ User Guide
for AsyncOS for Cisco Email Security Appliances] [ Configuring the Gateway to Receive Mail] &
[Using Mail Flow Monitor] DE S L T 7E S0,

T AR—=FEAUVR—=PMILoTCEHB LI VAT —OHAT 2 h A X~ A X951

listenerconfig ? hostaccess -> export W 7 A< RFN&EfHL C. T 74V DO HAT 27 74
M7 ZAKR—FLET,

OB TIL XT Y w27 U AF— InboundMail ® HAT Z#H 1L . & 51T inbound.HAT.txt &N D
T ANMIT I ZAR—FLET,

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: InboundMail

Type: Public
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Interface: PublicNet (192.168.2.1/24) TCP Port 25

Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)
Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling:

Footer: None
LDAP: off

Choose the operation you want to perform:
- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.
- RCPTACCESS - Modify the Recipient Access Table.
- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP:

Maximum Number Of
Maximum Number Of
Directory Harvest
Maximum Number Of

Messages Per Connection: 10
Recipients Per Message: 50
Attack Prevention: Enabled
Invalid Recipients Per Hour:

Maximum Number Of Recipients Per Hour:
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Disabled

Require TLS To Offer SMTP authentication: No

DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No
Accept untagged bounces: No

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> print

$BLOCKED
REJECT {}

25

10
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STRUSTED
ACCEPT {

tls = "off"
dhap_limit = 0
max_rcpts_per_hour = -1
virus_check = "on"
max_msgs_per_session = 5000
spam_check = "off"
use_sb = "off"
max_message_size = 104857600

max_rcpts_per_msg = 5000
max_concurrency = 600

}
SACCEPTED
ACCEPT {}
STHROTTLED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per_hour = 1
virus_check = "on"
max_msgs_per_session = 10
spam_check = "on"
use_sb = "on"
max_message_size = 1048576
max_rcpts_per_msg = 25
max_concurrency = 10
}
WHITELIST:
STRUSTED (My trusted senders have no anti-spam or rate limiting)
BLACKLIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :

SACCEPTED (Reviewed but undecided, continue normal acceptance)

ALL
SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.
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- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:
[1> inbound.HAT.txt

File written on machine "mail3.example.com".

avyRIA4y A X —7 = AA(CLI) DI T, 7 7 AV inbound.HAT.txt Z TG L £,
TEAN T4 A EHEHLT.Z2O7 7 A VIZHLWHAT = b U Z{EK L 97,
ZOBITIX HAT D atr = b U O RIZBAFOx= > Y ZEBINML £,

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1.TCPREFUSE

169.254.10.10 RELAY

"%@@ZO@iykWiP}4Vwm%mM@m%i@wm@mmﬂm@&ij4
PHOUE—N RANDDL OB E T X THESGL 7,

- 320HOZ U FUIZIP 7L ZH 251.192.1.x THARA DL OEGAEL L £9°,

- 42O FYIZE ST IPT R L A2 169.254.10.10 THD Y ET— K RA I AV
H—F hA~DTRCOREELA—NVIZOWVWTE AN X2 VT 4 TTITAT Y
A% SMTP VL —¢L L TEATE £9,

(F) HATHTONL—IOIEFFTEEREREFLET, VAT —ITHEHRL L5 ETL5HR A
T LT HAT 13 B S FANEEFICRHE A ENE T R R A MV — B =T 25
BVEOERICH L TTICT 72 a UV RETSNET HAT TR TN TOIAZ L =
P U%AALL AR MEREY LICRET 20ERBH Y £9,HAT CLI =7 1 ¥ L7213
GUI 2L TY AT =D HAT AW AZ~ A XF 52 LH TEET, 7MWV T,
[ User Guide for AsyncOS for Cisco Email Security Appliancesl]® [ Configuring the Gateway to
Receive Mail | & [Using Mail Flow Monitor] D&% ML T 72 &0,

T 7 ANERGFL TA X —7 = A AD configuration 7 4 L 7 N VIZEEL , A > AR—F T&
D E 9L ET, GERIZ DWW T, 146k Bl Accessing the Appliance | Z# & L T 72 &),

listenerconfig ? hostaccess -> import ¥ 7 A< RZEHL CHREFALADEIAN 77 A
TN T ANEAL R —FLET,

WDOFTIE EFE F D7 7 A )V inbound . HAT. txt % InboundMail U A F—® HAT (21 > R — b
LEJoprine 7 a<rReffLTHLY MU EHIIL £,

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
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Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import
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Enter the name of the file to import:
[1> inbound.HAT.txt

9 entries imported successfully.

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> print

SACCEPTED
ACCEPT
STHROTTLED
ACCEPT {
spam_check = "on"
max_msgs_per_session = 10
max_concurrency = 10

max_rcpts_per_msg = 25
max_rcpts_per_hour = 1
dhap_limit = 0
virus_check = "on"
max_message_size = 1048576
use_sb = "on"
tls = "off"

}

STRUSTED

ACCEPT {
spam_check = "off"
max_msgs_per_session = 5000
max_concurrency = 600
max_rcpts_per_msg = 5000
max_rcpts_per_hour = -1
dhap_limit = 0
virus_check = "on"
max_message_size = 104857600
use_sb = "off"
tls = "off"

}

$SBLOCKED
REJECT
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WHITELIST:
STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)

BLACKLIST:
SBLOCKED (Spammers are rejected)

SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)

UNKNOWNLIST :
SACCEPTED (Reviewed but undecided, continue normal acceptance)

spamdomain.com
REJECT (reject the domain "spamdomain.com")

. spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")

251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")

169.254.10.10
RELAY (RELAY the address 169.254.10.10)

ALL
SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1>

AR — MR RELE L/ IINTTH DI T comit I~ R E2RITLET,
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Bl AAF—DN—ARZX B LU S/MIME DEEL ERETD 1 —TJL{E
WOBIE, FEOZ L 215 HiEznmL £,

o FE{E SIMIME B4 FE» A v -

MO AT —Z2 WG (N—"Z M) L ET,

* S/MIME D5t &L RGEZE A F—7 /VIZ L £,

mail.example.com> listenerconfig

Currently configured listeners:

1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.
[1> edit

Enter the name or number of the listener you wish to edit.

[1> 1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70
Protocol: SMTP

Default Domain: <none configured>
Max Concurrent Connections: 50 (TCP
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: Default

/24) TCP Port 25

Queue: 50)

Use SenderBase For Reputation Filters and IP Profiling: Yes

Footer: None

Heading: None

SMTP Call-Ahead: Disabled
LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the list
- INTERFACE - Change the interface.

ener.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limi
- SETUP - Configure general options.
- HOSTACCESS - Modify the Host Acces

ts.

s Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connect

ions From A Single IP: 10

Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Mes
Directory Harvest Attack Prevention:
Maximum Number Of Invalid Recipients

sage: 50
Enabled
Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R



| 38 a<w EF:8E4H

sMTP 4—E 2niE W

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No
S/MIME Decryption/Verification Enabled: No
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size.Add a trailing k for kilobytes, M for megabytes, or
no letter for b

[10M]>

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]>

Enter the maximum number of messages per connection.
[10]>

Enter the maximum number of recipients per message.
[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>

Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>

Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop
2. Code
[1]>

Would you like to specify a custom SMTP DHAP response? [Y]>
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Enter the SMTP code to use in the response.550 is the standard code.
[550]1>

Enter your custom SMTP response.Press Enter on a blank line to finish.
custom_response

Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>
Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?
1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[1]1>

Would you like to enable DKIM/DomainKeys signing? [N]>

Would you like to enable DKIM verification? [N]>

Would you like to enable S/MIME Public Key Harvesting? [N]> y
Would you like to harvest certificate on verification failure? [N]>
Would you like to harvest updated certificate? [Y]>

Would you like to enable S/MIME gateway decryption/verification? |[N]l> y

Select the appropriate operation for the S/MIME signature processing:
1. Preserve

2. Remove

[11>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]>

Would you like to enable envelope sender verification? [N]>
Would you like to enable use of the domain exception table? [N]>
Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R



| 38 a<w EF:8E4H

sMTP 4—E 2niE W

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes
S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.

[1>

{5l :HAT DEEH/ N A—43

# 3-17 TIZ HAT O NRT A—X OB XL ETEHRL TWET KOMBIFEMETHY KIZkx 28
ML THFaARAL RN TRITN B ZBINL TATAAL S TETZENTEET, LEDORVE
EAA R ERARSNET, T AX Y AT BN 8T A= 2 E FF 317 (3T Lo 3% i —

FLTWET,

#* 3-17 HAT ##/ V5 X — 2 DHEX

NG A—=45 X B ED Bl

%}'ﬁ{:&b Yiall) @%j(){ % max_msgs_per_session %{1@ 1000

bk

A )'ﬁZ*‘i;ébft 4] g)ﬁ% max_rcpts_per_msg i&ﬁg 10000

REfRHHK e

%j()( > “tZ*‘f/ -}j—/]’;{ max_message_size ﬁdﬁ 1048576
20M

DOV AF—ITHA X max_concurrency BB 1000

o7 oK R R REfE 2K

SMTP /N — :1b—}$ smtp_banner_code i&ﬁg 220

SMTP X F— 5F A | smtp_banner_text j{ﬁzgu Accepted

(%)

SBHTT)*E%§/§ﬂ—“‘ smtp_banner_code i&ﬁg 550

a— R

SMTP ﬂi%§/§ﬂ«b_ A smtp_banner_text j(ﬁzgu Rejected

A b (%)

SMTP /3 F —7R A N4 use_override_hostname on | off | default

%_’J:%% default

override_hostname j[ﬁiﬁ” newhostname
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#3-17 HAT Z##/V5 X — 2 DEX (#E)

N A—4 B & EDHI

TLS Z {i Jf] tls on | off | |on
required

anti-spam A ¥ ¥ > D spam_check on | off off

it 1

Sophos 7 ALV A AF -y |virus_check on | off off

> OfEM

1 R§fE] 8> 72 ) DR KR35 |max_repts_per_hour g ok

HI

1 H%‘: FEﬂ ‘ol;) o= 7 — max_rcpts_per_hour_code %{1@ 452

2 — K DRKRZEEK

| B[l d72 0 5 % A | |max_rcpts_per_hour_text | o Too many

DI KZAEZ B (%) recipients

SenderBase D fifi A use_sb on | off on

SenderBase ' B == 7 — sbrs[valuel:valueZ2] -10.0- 10.0 |sbrs[-10:-7.5]

Tary AaTDER

T4 L7 b ERKE  |dhap_limit Bl 150

BHIE:1 BsfH 720 Ok
KIEZH= A5 KK

15l : SPF & & U* SIDF DX FE

VAF—DHRAN TI7EAT—TIADFT 7 4V NDORELT HEE .V A2F—0D SPF/SIDF %
v~ b TS T AT AN SPF/SIDF MGEAS Bl S W CTEITTH SMTP 7 7 v a >
(ACCEPT £ 721X REJECT) B INCE ET . T 7 ITAT VAN A =V 2 ET HHAICEE
95 SMTP b B 52 ERTHI L TEET,
YEPLL ~ L2 U T 7 77 A 7> AT HELO ID.MAIL FROM ID. £ 7213 PRA ID (2% L T
Ty PHBFITLET T T ITAT AR IKRDE ID F = v 7 D% SPF/SIDF FGERE S T3 L |
Yy arEFITT 5 (ACCEPT) s By a v & T35 (REJECT) a2 fEETCE £7,

e [Nonel. [EBRDOREDT- WMiFx FEITTEEHA,

e [Neutrall, FAAVFIAEEIX. 77 A7 MTHEESNTZ ID 2T HHERZH 50 E 5

Z7 Y —FLEEA,

e [SoftFail]l, K A A VFTAEFEIL.RAANNEREINTZID #EHT DHERNZWERS RN WS
ERET -V EEZ TWET,

o [Faill: 7 7 A7 > MIFRESNIZID TA—NLVEEETHHERNIH Y A,
e [TempError], MRFEHFIZ—FFAY R =T —NHAEL £ L 1=,
e [PermError], MigEF IZ K78 =T — 03 AL FL 7=,
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T T AT AL, Ay EB—IZ Resent-Sender: % 7-1% Resent-From: ~v X —WN{EET 2545
{Z.PRA ID @ Pass fii -4 None ([Z& 7 7' L — K45 X 912 SIDF AfHERLL ~ L 2% E L T
WRWBRY Pass FERD A v =T % Z T ANET . T T 47 AL PRA F = v 7 T None 23
WENTHEAITIESNTZSMTP 7 7> a v 2 EITL £9°,

IDF 2y ZIZHLTSMIP 7 7Y aaE#RL CTOWRWEA . 77T 47 A% Fail 288§
RTOMRGERERE BEIMICZ T AN ET,

A RZ—=TNIZENTZWNT O ID F = 70O ID Bk R REJECT 7 7 v a il —ET 545
BT T ITAT U RAFTEy a2 R TLET L EAXEHEIL.TXTOHELOID F = v
IHRERICESN T Ay =V EZITAND LD ICY AT —%FEL £7 75, MAIL FROM ID

F v ZNED Fal fERICH LTI Ay =V 2HERTHE I AT —%2RETHEL
T AV E—YNHELOID F = v ZICKRKRL CH. T I7A T AT DR E2Z T ANDT-
Wy a rBNEITL T RIS, A Yy BE—Y N MAILFROMID F = v 7 TREL 728546 &
F—ldty T a v EKTLULREIECT 7 73 3 ® STMP &%k L £1°,

SMTP & 1X. 77T A 7 > A7) SPF/SIDF MGEAE R ICHKE SNV T Ay =V 2 HET 55510
FTa—RK&EESE Ay — T3, TempError fif F X MO RRGEAE R & 872 5 SMTP & %KL &
9, TempError DEAE T 7 /N P DIGE T =R 451 T T 74NV FD A=Y THF AT
|_#4.4.3 Temporary error occurred during SPF verification] /6'9‘—0 fﬂ@?—“\“f@*ﬁgﬁfﬁ%%fﬂi‘
FTITFINNDNEa—RIE550 T T 74NV DAy E®—2 TF A M E45.7.1 spr
unauthorized mail is prohibited]| T, TempError R ORREERE R M DK — R & Ay
=Y TE¥ANERECTEET,

£ <. Neutral., SoftFail, & 7-1% Fail #aFkE 812 %t L T REJECT 7 7 3 a U NEFT SN HE
\Z.SPE X7 U vy RAALUDD V=R RX—=FT A DIREERT I T T ITAT > A%
ETHILENTEFEFST T IANMNIT T T TAT L AFKRDIGEEZRL £97,

550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>
e D SPF/SIDF BRE % A X —7 V2T A IZ1E ., listenerconfig -> edit 7 a <2 K & {HH
L.UAF—ZERL £9,KIZ hostaccess -> default W7 A~ REFEHL T HRARN 77
TR T=TNDTT7H NN OREETREL FTIROT v 7 T yes &% 2 T, SPF Hill{#l & 3%
,_.E_’L/ \iTO

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes
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KRAN 778 RATFT—T7NVTIL. KD SPFHEIFREEZHFHTE £7,
# 3-18 SPF #I#132E

LR = FA AT #e7s SPF H#1E%E
SPF ® - (SPF Only) e HELOID F= v 7 % F[TTH0E 5

e DOIDF = 7 DFERITIHKASNTEITE
N5 SMTP 7 7 a v

e HELOID(A RX—7 VDGE)
e MAIL FROM ID

e REJECTT7 73 aiZxtlL TRENS
SMTP JGE a2 — R & FF AR

o BHENLOMFES A LT 7 b
SIDF A #2 (SIDF Compatible) e HELOID F = v 72 FEITT 5008 90

e A vt —|Z Resent-Sender: £7-1%
Resent-From: ~ > # —MEET H AT,
Hi3E T PRA ID O Pass fii 2% None (2% 77
YTV —RFTAHENE I

e RDIDF v 7 DFERICHE SN TIEITS
N5 SMTP 7 73 a v

e HELOID(A RX—7 /VDLHE)

e MAIL FROM ID

e PRA Identity

e REJECTT7 73 aiZxtL TRENS
SMTP 52— R &7 F A b

o MENLOMEES A LT U b

SIDF J#%#% (SIDF Strict) e WDOIDF = v 7 DFERITHASNTEITE
N5 SMTP 7 7 3 v

e MAIL FROM ID
e PRA Identity

e SPFREJECT 77 a vV DEARITKEEIN
5 SMTP &&= —R &7 % X |

o MENLOMEES A LT U b

AT, — 5% SPF Only #EHLL ~ /L 2 ] L C,SPF/SIDF #iGE A4 X ET A2~ L £9. 777
A7 AIZHELOID F = v 7 % 347 L .None 5 & U Neutral # iEf5 5 % 52 17 AL, F OO FE 5
PHEELET.SMIP 7273 a D CLI ey 7 MIT_XTHOID Z A7 TRLE TY, 2—Hi%

MAILFROMID ® SMTP 7 7+ a V2 BB L FHXA T T I7AT LV AFX.ZDID OTXTOR
HER A BEMNICZITANET. TSI AT 2 A X T _TO REJECT fERICK L T . F7 4Lk
DEFEa—R LTI AMEFEHAL £,
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1 SPF/SIDF & 5E
Would you like to change SPF/SIDF settings? [N]> yes
Would you like to perform SPF/SIDF Verification? [N]> yes

What Conformance Level would you like to use?
1. SPF only

SIDF compatible

SIDF strict

21> 1

2.
3.
[
Would you like to have the HELO check performed? [Y]> ¥y

Would you like to change SMTP actions taken as result of the SPF verification? [N]> y
Would you like to change SMTP actions taken for the HELO identity? [N]> y

What SMTP action should be taken if HELO check returns None?

1. Accept
2. Reject
[11> 1

What SMTP action should be taken if HELO check returns Neutral?

1. Accept
2. Reject
[1]1> 1

What SMTP action should be taken if HELO check returns SoftFail?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns TempError?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns PermError-?

1. Accept
2. Reject
[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity? [N]> n
Would you like to change SMTP response settings for the REJECT action? [N]> n

Verification timeout (seconds)
[401>

WIZ VA F—=DF 74V FDRY v — 3T A=K ZSPF/SIDERENE D L H ITRREINLDE M
oL ET,
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SPF/SIDF Verification Enabled: Yes
Conformance Level: SPF only
Do HELO test: Yes
SMTP actions:
For HELO Identity:
None, Neutral: Accept
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
SMTP Response Settings:
Reject code: 550
Reject text: #5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes
Defer code: 451

Defer text: #4.4.3 Temporary error occurred during SPF verification.

Verification timeout: 40

{51 : DMARC #REED H %h1E
& IZ . DMARC #aEZ AT 562~ L £,

mail.example.com> listenerconfig

Currently configured listeners:

1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.
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- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size.Add a trailing k for kilobytes, M for megabytes, or
no letter for bytes.

[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]1>

Enter the maximum number of messages per connection.
[10]1>

Enter the maximum number of recipients per message.
[50]>

Do you want to override the hostname in the SMTP banner? [N]>
Would you like to specify a custom SMTP acceptance response? [N]>

Would you like to specify a custom SMTP rejection response? [N]>
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Do you want to enable rate limiting per host? [N]>
Do you want to enable rate limiting per envelope sender? [N]>
Do you want to enable Directory Harvest Attack Prevention per host? [Y]>

Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop
2. Code
[1]1>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response.550 is the standard code.
[550]>

Enter your custom SMTP response.Press Enter on a blank line to finish.
Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[1]1>

Would you like to enable DKIM/DomainKeys signing? [N]>
Would you like to enable DKIM verification? [N]>

Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]> Y

Select the DMARC verification profile to use:
1. DEFAULT

[1]1> 1
Would you like to send aggregate reports? [N]> Y
Note: DMARC reports should be DMARC compliant.
Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the ‘destconfig’' command.
Would you like to enable envelope sender verification? [N]> Y

Would you like to specify a custom SMTP response for malformed envelope senders? [Y]>

Enter the SMTP code to use in the response.553 is the standard code.
[553]>

Enter your custom SMTP response.Press Enter on a blank line to finish.
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Would you like to specify a custom SMTP response for envelope sender domains which do not

resolve? [Y]>

Enter the SMTP code to use in the response.451 is the standard code.

[451]>

Enter your custom SMTP response.Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do not

exist? [Y]>

Enter the SMTP code to use in the response.553 is the standard code.

[553]1>

Enter your custom SMTP response.Press Enter on a blank line to finish.

Would you like to enable use of the domain exception table?

Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP:

Maximum Number Of Messages Per Connection:
Maximum Number Of Recipients Per Message:

10
50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour:
Maximum Number Of Recipients Per Hour: Disabled

25

Maximum Number of Recipients per Envelope Sender:

Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication:
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes
DMARC Verification Profile: DEFAULT
Aggregate reports: Yes
Envelope Sender DNS Verification Enabled:
Domain Exception Table Enabled: No
Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

No

Yes

Disabled

[N]>

10

- RESET - Remove senders and set policies to system default.

[1>

Name: Listener 1
Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
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Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.
[1>

Currently configured listeners:
1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

mail.example.com>
localeconfig

AR

ERAE

FERE: Z O~ FiZlcommit] AL E T,

JSARBEH . ZDav NI . T_XTCHO~Y Yy F—R(IFRAZ ITNV—TF <~ ) THEHTX
S

NRyF azwrs/F:Zoa<vyNEIRNyFEAZIR—F L TWEEA,
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mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body
Behavior for mismatched encodings bodies and footers: Use encoding of message footer

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[]1> setup

If a header is modified, encode the new header in the same encoding as the message
body? (Some MUAs incorrectly handle headers encoded in a different encoding than the
body.However, encoding a modified header in the same encoding as the message body may
cause certain characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set, impose the encoding of
the body on the header during processing and final representation of the message? (Many
MUAs create non-RFC-compliant headers that are then handled in an undefined way.Imposing
the encoding of the body on the header may encode the header more precisely.) [Y]>

When there is an encoding mismatch between the message body and a footer, the system
initially attempts to encode the entire message in the same encoding as the message
body.If the system cannot combine the message body and the footer in the same encoding, do
you want the system to failover and attempt to encode the entire message using the
encoding of the message footer? (When this feature is enabled, the system will attempt to
display the footer "in-line" rather than defaulting to adding it as an attachment.) [N]> y

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched encodings bodies and footers: Use encoding of message body

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.

[]>mail3.example.com>

smtpauthconfig

2t EA

SMTP#EERERB L OIEE T n 7 7y A V2R EL £7,

ER7AE

FEE: Z D~ KiZlcommit] 2SS T,

JSRABEBR. —Dav NI . TR_RTO~YY Yy =R (VT2 Z TL—7 ~L ) THHT
*7,

NyFavsrsF:Zoavy NIy FREAEYTR—F L TWEEA,
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mail3.example.com> smtpauthconfig

Choose the operation you want to perform:
- NEW - Create a new SMTP Auth profile
[1> new

Choose the type of profile you wish to create:
- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward

Enter a name for this profile:
[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:
[]> smtp2.example.com

Enter a port:
[25]>

Choose the interface to use for forwarding requests:
1.Auto

2.Data 1 (192.168.1.1/24: mail3.example.com)

3.Data 2 (192.168.2.1/24: mail3.example.com)

4 .Management (192.168.42.42/24: mail3.example.com)
[1]1>

Require TLS? (issue STARTTLS) [Y]> ¥y

Enter the maximum number of simultaneous connections allowed:
[10]>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>
Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
Would you like to enter another forwarding server to this group?

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile
- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles
[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> created SMTP auth profile

Do you want to save the current configuration for rollback?[Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

[N]>
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systemsetup

E‘Hﬂ
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]
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mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator password to a new value.
0ld password:

New password:

Retype new password:

* Kk Kk k k

You will now configure the network settings for the IronPort C100.
Please create a fully qualified hostname for the IronPort C1l00 appliance
(Ex: "ironport-Cl00.example.com") :

[]> ironport-C1l00.example.com

* Kk k Kk k
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You will now assign an IP address for the "Data 1" interface.
Please create a nickname for the "Data 1" interface (Ex: "Data 1"):
[1> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):
[1> 192.168.1.1

What is the netmask for this IP address?(Ex: "255.255.255.0" or "Oxffffff0oo0"):
[255.255.255.0]>

You have successfully configured IP Interface "Data 1".

* kK kK

Would you like to assign a second IP address for the "Data 1" interface? [Y]> n

What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

* ok k ok ok

Do you want to enable the web interface on the Data 1 interface? [Y]> ¥
Do you want to use secure HTTPS? [Y]> ¥y

Note: The system will use a demo certificate for HTTPS.
Use the "certconfig" command to upload your own certificate.

* ok Kk ok ok

Do you want the IronPort C1l00 to use the Internet's root DNS servers or would
you like it to use your own DNS servers-?

1. Use Internet root DNS servers

2. Use my own DNS servers

[1]1> 2

Please enter the IP address of your DNS server.
[1> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* ok Kk ok ok

You are now going to configure how the IronPort C100 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "MailInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.
1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)
[1]1> 1

Enter the domain names or specific email addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[]1> example.com, .example.com
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Would you like to configure SMTP routes for example.com, .example.com? [Y]> n

Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[]> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener?(Your selection will be used to filter all incoming
mail based on its SBRS Score.) [Y]> ¥y

Do you want to enable rate limiting for this listener? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a
remote domain.) [Y]> ¥y

Enter the maximum number of recipients per hour to accept from a remote domain.
[1> 1000

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No
Would you like to change the default host access policy? [N]> n

Listener InboundMail created.

Defaults have been set for a Public listener.
Use the listenerconfig->EDIT command to customize the listener.

* Kk k Kk Kk

Do you want to use Anti-Spam scanning in the default Incoming Mail policy? [Y]> ¥
Would you like to enable IronPort Spam Quarantine? [Y]> ¥y

IronPort Anti-Spam configured globally for the IronPort C100 appliance. Use the
policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort

settings for each listener.

IronPort selected for DEFAULT policy

* Kk Kk k k
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Do you want to use Anti-Virus scanning in the default Incoming and Outgoing

Mail policies? [Y]> ¥y

1.McAfee Anti-Virus
2.Sophos Anti-Virus

Enter the number of the Anti-Virus engine you would like to use on the default

Incoming and Outgoing Mail policies.
[1> 2

Sophos selected for DEFAULT policy
* Kk Kk Kk k
Do you want to enable Outbreak Filters? [Y]> ¥y

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back
down below), meaning that new messages of certain types could be quarantined or will no

longer be quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> ¥y

You have successfully configured Outbreak Filters and SenderBase.

* ok Kk ok Kk

You will now configure system alerts.

Please enter the email address(es) to send alerts.
(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[]> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?

You will receive a complete copy of each message sent to IronPort.

(Recommended) [Y]> ¥y

* Kk Kk Kk

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.

(Leave blank to only archive reports on-box.)
Separate multiple addresses with commas.
[1> administrator@example.com

* Kk kK Kk

You will now configure system time settings.
Please choose your continent:

1. Africa

2. America

11. GMT Offset
[11]1> 2
Please choose your country:

1. Anguilla

47. United States
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48. Uruguay

49. Venezuela

50. Virgin Islands (British)
51. Virgin Islands (U.S.)
[1> 47

Please choose your timezone:
1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)
[1> 26

Do you wish to use NTP to set system time? [Y]> y
Please enter the fully qualified hostname or IP address of your NTP server, or

press Enter to use time.ironport.com:
[time.ironport.com]>

* ok Kk kK

Would you like to commit these changes at this time? [Y]> ¥y

Congratulations!System setup is complete.

For advanced configuration, please refer to the User Guide.

URLZ 14 JLAR Y VY

ZIZTIEHRD CLI 2= RIZOWTaA L £,
e aggregatorconfig

e urllistconfig

e webcacheflush

e websecurityadvancedconfig

e websecurityconfig

e websecuritydiagnostics

aggregatorconfig

AnEH

EA—N X2 UTF 4 TF5AT LV ATYRAADT I I —F2 F—ROT R L AEZHELE
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mail.example.com> aggregatorconfig

Choose the operation you want to perform:
- EDIT - Edit aggregator configuration
[1> edit

Edit aggregator address:
[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com

URL 7 ANV H U ZTHREBEIC L > TSNV URL DHR T A R U A M EZREEITA v BR—
FLET . ZOUVARNITURNITLAT 74V FERRICITFEHSNLEEA,

FERE: Z O~ FiZlcommit] 2 E T,

JSRBEEM . ZDa<v NI, T_XTOY Yy TF—FR(FTAF TL—T7 <) T
ESC

NRyF a<w /R:Zoa<vry RNy FERXREZYVR—FL TWET,

> urllistconfig

No URL lists configured.

Choose the operation you want to perform:
NEW - Create a new URL list-

[1> new

Do you want to import a URL list?

[N]>

Enter a name for the URL list

[1> sample

Enter the URL domains that need to be skipped from scanning for URL Filtering.
Enter one URL domain per line and '.' to finish.

cisco.com
ironport.com/*
*.example.com
10.2.4.5/24
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[2001:DB8::1]

URL list sample added.

There are currently 4 URL lists configured.
Choose the operation you want to perform:

- NEW - Create a new URL whitelist.

- EDIT - Modify an existing URL whitelist.

- DELETE - Delete an existing URL whitelist.
[]>EDIT

Choose the operation to edit the URL whitelist:

- IMPORT - Import a file into an existing URL whitelist

- EXPORT - Export an existing URL whitelist into a file

- RENAME - Rename an existing URL whitelist

[]>IMPORT

Assign new name to the imported list?(By default, name stored in the
file will be applied to the list)

[N] > Y

Enter name of the list > new_list

Enter filename to import from > URLfile
NOTE: These files will be stored in /pub/configuration

URL list “new_list” added.

wehcacheflush

2t EA

URL 7 4V Z YV THRETHEHESNAX Yy v 2d2 7Ty valET ., v ATD Web EF =2 U
T4 PR EOBFEICHEASNIERAELELTL LA Z0a~vr FEEHAL £7.@
WA R — DD REINTELGEICOR . ZOa~vr RefHL £,

ER7AE

FEE:Z o< FiZlcommit 1ZTHEH Y FH A,
ISGRRER . ZDavy NiFvly E— R TCORFEHTXET,
NRoF a<wry/PF:Z0avry NEnNyFEXEZTR—FL TWEREA,

]

> webcacheflush
Web Security cache has been flushed.
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websecurityadvancedconfig

B9

GE)

ER7AE

Ny FER

]

URL 7 4 VXV T OFMREELFREL 9,

NIV a—T A T ORITE A LT 7 MEEEET DA LIIMT

SCIETR DTGB ICORZDav s R aERL 9,

RO IR

A LT T MEIZURL Ok L OA 73 28Mt4 252770 F y— 2 L o@EHOME

MLOETT,

FEE: Z D~ FiXlcommit) 23 BT,
JSRAREHM. T Da~v RiIviy F—RTCOREHTXET,
NRyFavw R Z0a<vry Ry FELEZYR—FLTWET,

Ny FERIZOWTIZ.CLIA T Ay ~LVTHBHML TLEEN,

> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[15]>

Enter the URL cache size (no. of URLs):
[1215000]1>

Do you want to disable DNS lookups?[N]>

Enter the maximum number of URLs that should be scanned:
[100]>

Enter the Web security service hostname:
[example.com] >

Enter the threshold value for outstanding requests:
[20]>

Do you want to verify server certificate?[Y]>

Enter the default time-to-live value (seconds):
[30]>

Do you want to include additional headers?[N]>

Enter the default debug log level for RPC server:
[Info]l>
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Enter the default debug log level for SDS cache:
[Info]l>

Enter the default debug log level for HTTP client:
[Info]l>

websecurityconfig

B9

ER7AE

]

URL 7 AN Z Y T OR-EARBEURLLEY 27— a v BIOURL 7T VSRR 2R TEL 4,

W AEAEEFIIEHEI TJ,Cisco TAC 70D Yes 12T A Z E A REINTWARWERD GEAED
REEFTERINIZEZIT N ZEIRL TLEE W,

FERE: Z O~ FiZlcommit] 2SME T,

JGABER: ZDav NI . T_XTHO~Y Yy F—R(IFRAEZ IV —TF <) THEHTX
ij‘o

NyFaesrs . Zoa~vry RNy FEXEZYER—F L TWOET IOV TIL.CLI © A
VA NV TEBRBLCLKESN, Z0avwr ROAL T A4y ~AVFIIT 78 AT HITIE.
help 2~ FZMEHL £9,

mail.example.com> websecurityconfig

Enable URL Filtering? [N]> y

Do you wish to enable Web Interaction Tracking? [N]> y
Web Interaction Tracking is enabled.

Do you want to whitelist URLs using a URL list? [N]> y
1. urllistl

2. urllist2

3. No URL list

Enter the number of URL list

[1]1> 1

URL list 'urllistl' added

mail.example.com> websecurityconfig

URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.
Web Interaction Tracking is enabled.
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websecuritydiagnostics

B9

URL 7 4 V& U 7\ CBAET 22 W EHRE £ L £7,

ERAE
FEE: Z0a<r NiZlcommit [TMLEH D £HA,
JIGRREE . ZDav L NiEvyy E—RTCOREHTE T,
NyFawryRF:2oavrFEnNyFEXEZYR—FLTWEREA,

]

mail.example.com> websecuritydiagnostics
Cache Size: 254
Cache Hits: 551

Response Time
Minimum: None
Average: 0.0
Maximum: None

DNS Lookup Time
Minimum: 9.4198775
Average: 10.1786801765
Maximum: 10.544356

A—HNEE
TIZITIE RO CLIL a2~y RIZOWTHBAL £9°,

e userconfig

e password F721% passwd

e Jast
e who

e whoami
userconfig

EiEA

=Y T AT b LSO — A~DOER A B L 7,

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R



| 38 a<w EF:8E4H

1—vogE B

ERAE
FEE:Z D<K iZlcommit] 2SN T,
JIAZEE: ZOa~v RZ/TAX TR TOABHTE £,

NyFaesrs . Zoa~vry RNy FEXEZYER—F L TWOETZEMICOWTIL.CLI © A
VA NIV TEBRBLCLKESN, Z0avwr ROAL T A4y ~VFIZT 78 AT HITIE.
help 2~ R &EFEHL 7,41

mail.example.com> userconfig help

Bl:FHLWA—F FThoo b DIERK
WIZ Help Desk User 2 —/L &2 FFOF L\ a2—H T ho o b OERBIZRL 7,

mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change password and account policy settings.
- PASSWORD - Change the password for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
[1> new

Enter the new username.
[1> helpdesk

Enter the full name for helpdesk.
[1> HELP DESK

Assign a role to "helpdesk":

1. Administrators - Administrators have full access to all settings of the system.
2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status
information.

4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]1> 6

Would you like to get a system generated password? [N]>
Enter the password for helpdesk

[1>

Please enter the new password again:

Users:
1. admin - "Administrator" (admin)
2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled
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Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change password and account policy settings.
- PASSWORD - Change the password for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
[1>

{51 :RADIUS H—/N\ZENEZRMAICEY Ty T

WIZ RADIUS Y — NEANEHREAICE Y T v 79 561%~L £9,RADIUS — %> k
Ty DB AFAN L A=  BLOEERAT R 2 AN L BT e har LT
CHAP L PAPDEL L EMAT 20 EHREL £7,

mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)
2. hdesk_user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change password and account policy settings.
- PASSWORD - Change the password for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
[1> external

Choose the operation you want to perform:
- SETUP - Set up global settings.
[1> setup

Do you want to enable external authentication? [N]> Y

Please enter the timeout in seconds for how long the external authentication credentials
will be cached. (Enter '0' to disable expiration of

authentication credentials altogether when using one time passwords.)

[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured
1. RADIUS

[1]> 1

Configured RADIUS servers:
- No RADIUS servers configured

Choose the operation you want to perform:
- NEW - Add a RADIUS server configuration.
[1> new
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Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:
[1812]>

Please enter the shared password:

>

Please enter the new password again.
>

Please enter timeout in seconds for receiving a valid reply from the server:
[5]>

1. CHAP

2. PAP

Select authentication type:
[2]>

Configured RADIUS servers:
Host Port Timeout (s) Auth type

radius.example.com 1812 5 pap
Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.

[1>

password x 7= [ passwd
st Hﬂ

HD/RAT—RZEFL £9,

ERAE

FEE:Z D<K iZlcommit] 2SN TY,
JGRFEEH: ZDa~v L N7 T AHX T— K TOREHRTE 7,

GE) passwd I~V RIF .~ T—=RLIMEHATELRWF AN 22— FEHATE2L910T25720
DOEHITT T AN 22— R T FAXAND~ L ETpasswd 2~ R EFEITT 5L LAy
=V RERREINT 2=V OE—RFRE2ELEETIZI T AX LULDT — X% L TERIENT
PHET MOT R TOZ—FITH LTI, LR (ofREhsar7 X2l —v g
~ U R EFU)BENMTOIET,

NyFasrsF:Zoa<vry NIy FREAELYTR—FLTWEEA,
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)

last

2t EA

ER7AE

]

who

2t EA

mail3.example.com> password

0ld password: your_old password

New password: your_new_password

Retype new password: your_ new password
Password changed.

last A< R VAT AR 7 A LTira—Y2F R LET . T 740 TR VAT A
a7 AL WA T R_RCOa—F 2R R £7,

FEE:Z Do~ RFiZlcommit [ZTHEH Y FH A,

JIGARER. ZDav o NiEvyy BE— R TOAMEMNTE £7,
NyFawrs/R:ZoavrNEnNyFREAEZYR—FL TWEEA,

elroy.run> last

Username Remote Host Login Time Logout Time

admin 10.251.23.186 Thu Sep 01 09:14 still logged in
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41
shutdown Thu Aug 25 22:20

Total Time

11lm
4m
1m
32m
11lm

who I~V RIZ.CLIMGL Y AT Al A Lt _RCO2—% ol A .7 A K LVE
MBIz —¥Rae /A L) E—bF mA N —EEZRLET,

B YARIDEA—LN X2 VT4 F7FT54AF7 RMIT Async0S9.7CLIYV TP LV R HA R



| 38 a<w EF:8E4H

wE7IS17o2ngE B

ER7AE

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JIGAFEB. ZDOav o Nii~vyy TR TORMIFATEET . EbIC. ZDavrNiEnes
Ay RAM (Z—FPRe sl A Lzl ) TORMEATEET , Z20a~vr R EMHT 5123,
O—H) 77 AN ATAIT IV BEATELLERHD £,

NyF azws/RF:Zoa<vyFERNyFEAZIR—F L TWEEA,

]

mail3.example.com> who
Username Login Time Idle Time Remote Host What

admin 03:27PM Os 10.1.3.201 cli

whoami

E‘Hﬂ

whoami I~ o K @j:\{ﬁ/_[lj—:my/f:/L/VCU‘E):L‘—‘H'@:L‘—'ﬁ-%:BJ:U\EEI% &\:L~‘H‘73>)Ebfb\é
IN—T KR LET,

ER7AE

FERE: Z O~ FiZlcommit] 2SME T,

JSAREH. - Dav L RiZ . T_XTO~Y Yy F—R (VTR TN—F <) CHEHTX
S

NRyF awrRF:Z0a<wryRNEnNyFEXREZTR—FL TWWEEA,

]

mail3.example.com> whoami
Username: admin

Full Name: Administrator
Groups: admin, operators, config, log, guest

RE7ITSA4A7ADERE

e Joadlicense

e showlicense
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loadlicense

B9

ER7AE

]

showlicense

AnEH

BT T FAT L ADXML 74 A —RLET, 77 AV bua—RT50 a3t —7
VR N—Z N TEETLFEMICOWTIE. [ Cisco Content Security Virtual Appliance Installation
GuideJ%#Z L TSIEEW, ZDORF =2 A M,
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-li

sthtml > 65 AFTX F£9,
ZOawr NIV EHEFELIIANL X ERE RO 2 — R TE FT,

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

JGRAEH . ZDa~v L Nii~vyy TE—RTOREATEET  EBI,. Z20avr Nigns
A RA M (Z—FRal A LEvyy) TORMEATEET,

NyF azws/RF:ZoavyNEIRNyFEAZIR—-—F L TWEEA,

mail.example.com> loadlicense

1 Paste via CLI

2 Load from file

How would you like to load a license file?
[1]1> 2

Enter the name of the file in /configurations to import:
[1> <filename>

TERMS AND CONDITIONS OF USE
<Terms and conditions>

Do you accept the above license agreement?
[1> vy
The license agreement was accepted.

The following feature key have been added:
<feature keys>

TT—RN—R T 2T OREIADRRINDGZ DD T,

BIEODRBT 7 AT A T A2y RATHETAHIERERRZL T3, 5B OV TIE, featurekey
avw U REFEHTD EGLD £,

Toawy RIE U EREFEIIA R — AR R oo — M EH X ET,
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ER7AE

Ny FER

]

FEE:ZDa<r FiZlcommit 1TV EH Y FH A,

wE7IS17o2ngE B

JIRZER: ZDa<v N~y T—RTORMATEET . b, 2oavwrRKign s

A RAM (=R s A Lievy ) TOMENTE £7,
NyFawryR:Zoavr IRy TRz YR - L THET,

ZOa<wy KO showlicense

mail.example.com> showlicense

company: Example Inc.

org: Widget Division

unit: Portland Data Center

seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com
begin_date: Tue Dec 6 17:45:19 2011
end_date: Mon Sep 1 17:45:19 2014
vlin: ABC-123423123

serial: 1003385
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