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FlEDHE
A4 +—TIiE

configureterminal
lineline-numberending-line-number
noexec
loginauthentication/istname
transportinputssh

exit

exit

© o NS REWDN =

ssh-luserid: {number} {ip-address}

FIED M

aAv Y REERFRT7IYaY =L
ATy T 4 +2—T Ik ¥ifE EXEC T— F& A 2—7 M2 LET,
*NRATU—KREASNLET (FERENEHH) .

51

Device> enable

2Ty T2 configureterminal sa—r L ar7 4 Xal—vary T—RERBLET,

&1 -

Device# configure terminal

XTFvw T3 lineline-numberending-line-number HEHOBBREZEEL T, Bz 74Xl —3 a3 F—
FIZAY £97,
i

Device# line 1 3

ATvT4 noexec B4 > EXEC AL 2 4012 L £ 9,
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Device (config-line) # no exec
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' b0 EF,
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authentication default
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2
ELET,
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Device (config-line)# tran rt A N
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Device (config) # exit
ATFvwT9 ssh-luserid: {number} {ip-address} SSHY—REZFEITLTWAUE—F Xy NTU—F 7 F~4

Bl :

Device# ssh -1 lab:1l
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Alea AT hrEXIFEHENLG2—FIDERELET,
* userid : = —Y 1D,

i AR—FEBLHARIP 7 KL A2 userid B1#IcHE< =
LERLET,

* number : SFARE 5 F I B ERRE S,

*ip-address : X —IF N P —"DIP T NL X,

GE) userid 515 L :rotary {number} {ip-address} 7V I ¥
BLOBIEIE, UV N—A SSH ORETEEZET 4
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10. ssh-luserid:rotary {number} {ip-address}

© P NSO E s N =

A4 #2—T Lk

configureterminal
lineline-numberending-line-number
noexec
loginauthentication/istname
rotarygroup

transportinputssh

exit

exit

AU RFEREEFTOVa Y

ATy T

14 2=k

{1 -

Device> enable

¥#E EXEC £— K& A 2 —7 /M LET,
* NRAT—KREANLET (FERENEHH) .

ATvT2

configureterminal

&1

Device# configure terminal

Ja—r~ ) ar7 4 Xal—vary E— B LET,

ATvT3

lineline-numberending-line-number

&1

Device# line 1 200

HORMEZREL T, Bz 74 Fal—Ta v E—
FIZAY £,
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noexec

&1

Device (config-line) # no exec
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2Ty 5 loginauthentication/istname ERRO T 7 A VRBFEA D= A LT ERLET,
. (B RAFRIEE— IS L AT — KA 5 LIS
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Device (config-1line) # login
authentication default
ATYT6 rotarygroup 1 S EORAESRERR E 7213 1 SO AR — S EFRA B 72
BLIEFR I N—T % ER L ET,
{5
Device (config-line)# rotary 1
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Device ( fig-line) # tr rt A N
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1 -
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RATFvT9 exit Jua—rbar7 4 Fal—ary T—FEKTLET,
1 -
Device (config)# exit
ATv710 ssh-luserid:rotary {number} SSH H—R"EFEIFLTVAYE—F Fw hT—F 227 F A

{ip-address}

Bl :

Device# ssh -1 lab:rotaryl
router.example.com

A AT A oThEEIMEHEINDI2—FID 2HELE
ﬁqo

* userid : = —Y 1D,

i A= FEFLUEKIP T KU AN userid 5180k < =
LHEIRLET,

* number : S KT 5 E T I I BLEIRE .
*ip-address : #—J /L Y —sSDIP T KL A,
GE) userid 514 L rotary{number} {ip-address} 7 1V I ¥
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2. debugipsshclient
FlED M
ARV RFERETOYa Y B#
RATv T 14 %x—TILik Fi#E EXEC E— K& A RX—7 MIZLET,
£ : c AT REANLET (BERSNEHE) .
Device> enable
ATvT2 debugipsshclient SSHZ 7A7 2 MIET LT RNy X7 Ayt —T%
FrLET,
1 -

Device# debug ip ssh client

HB—NETOYIN—ZXSSHD +FSTILoa—F4 05

FIEDHEE

H—3IF ) P—" ETVY3—RZ SSH

BE DR E IR T 51213, ROFIEEZFATLET, £ X

T FIE, BAVITMSI L TWA D, (EEDIEF CHRETEET,

14—k
debugipssh
showssh

el S A

showline
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RATv T S| ¥iHE EXEC E— R& A R—7 VI LET,
il - CNAU—=REANLEY (BERSNEZER) .
Device> enable
ATvT2 debugipssh SSH = NIZBT 57 Ny X7 X vt —V% KR
L/iﬁ—()
11 -
Device# debug ip ssh
ATvT3 showssh SSH Y — "zl D AT —H A% £nm LET,
i
Device# show ssh
ATvT4 showline SEREBRODO /8T A= TR LET,
i -
Device# show line

') 1\— R SSH #L5k D 5% 7E I

JIN—RSSHaOY—IL 7 2XDH
WOZEFNT., VA=A SSHBMRERE I ~3Da VY — L T 78 ARICHREIN TSI L%
AL TUVWET,
—SF Y=/ DHTE

line 1 3
no exec
login authentication default
transport input ssh
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SSHE v v araEmLEd,

ssh -1 lab:1 router.example.com

ssh -1 lab:2 router.example.com
ssh -1 lab:3 router.example.com

JIN—RASSHET L 7 EADH

WOFEPITIE, XA TXLT T MEFRO 1 ~200 3T LT 7 EAFOR—4 Y — 7 1—T1|C
TN—=T5F SN TWET,

line 1 200
no exec
login authentication default
rotary 1
transport input ssh
exit

WDa~<y R, UR—ASSHN T —F I — 7 )L —FDORIIDOZEX AR SN 5D = & 2 FKx
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ssh -1 lab:rotaryl router.example.com
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7 7' AT BHERIE, CiscocomdDu /A 1IDE
SRR YT — RBMETT,
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[CiscolIOS tFx =2V T 4 a~ K771
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ZAE 24 kL
COBEENRY R — N T HH LW EIZET | -
INT-HKBIEH Y FHA,
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MIB B
MIB
MIB MB®D! Y
L BIRLZT Ty 7 4—4, Cisco Y7 bU =
7 V)=, BXOT7 —F % &y D MIB
ERFELTCH U r— N 5541%, IROURL
(23 % Cisco MIB Locator Z i i L £,
http://www.cisco.com/go/mibs
RFC
RFC 24 ~IL
L

DRAADTYIZAILBAR—

Bdl) s

G £ #17- Technical Assistance D4 [451 | http://www.cisco.com/cisco/web/support/index.html
DOURLIZT Z7EBALT, YAabOr 7 =7V
PR—ME2HERBIEHLTIZZN, Znb
DY Y—RL, V7 T=ThHAAR—LL
THRELZY, YAaDRECT 7/ av—|C
B9~ 2 HAfr I 2 i L7= 0 35 72 DI A
LTLEEY, ZD Web WA b EDY—Z
T 7 AT HERIL, Ciscocom®P /A L 1IDB
L ONRRY — RRMETT,

') 73— X SSH #i sk DHEAETHER

WOFRIZ, ZOFY 2— /LT LRI T Y U —XF@RE R LET, ZORIEL, VY7 b
TxT7 VU= M A U TEEEOYR—FREASINTZEEDOY T =T VY —X7ET%
RLTWET, ZTORKEEIZ, FRZW B2V RY , ZRLBEO—EOY 7 by =7 U U —RATH
PR—hENhET,
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YN—R SSHiKEE |
B X SSHiERO#EER

TT Y N7 A =D R— PRIV R YT v =T A A=V OV R— MIET D IEREHER
9% 21X, Cisco Feature Navigator Z-f#i ] L &4, Cisco Feature Navigator (27 27 & 23 5121,
www.cisco.com/go/ctn [ZFHE) L F 9, Cisco.com DT H 7 v MIKLEH D FHA,

= 1: 1J/N—X SSHLREDHAEETEER

HRES )1)—2 HERETRER

J sX— A SSH $L3E ¥ aT b (SSH) D/ 3—
Va1l &2 LTHAR— b
SN TVW5D U s—R SSH HL3E
BRI, SSHEHZNZ LeTh
172 B 22K F 72 I XA B R
T LTh 2 DRI Z R ET D
EMRRWE HIZ U R— X SSH
B ET HRBFEEZRIL E
T, ZOMEIL, v—X U —
T N—TOHIR PR L £,
WDz~ RBREASNEL
7z, ssh,
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X7 aE—

X7 a2 — (SCP) HEIL, V—FREFIIN—F A AT T A NV Eabt—T5tFa
T CRFES NI FiEERM L ET, SCPiX, E¥=aT7 v =/ (SSH) . 77V r—var, BX
O Berkeley r Y — /D& ¥ o 7 B FEZRMT L7 0 ba & FLET,

© BERETE SR OMERS, 15 ~—v

* X aT av—oORHEERMt, 16 21—

* Secure Copy (ZFT 21F#H, 16 ~—

* SCP OEEHE, 16 ~—¥

C X7 abt—OREF], 19 =

* TOMDSEERL, 20 X—

* EFR 2T At —OREER, 21 =Y

* JHFEE, 22 X—V

A IHER DR

THHOY 7 27 VY —ZATiE, ZOFYa— L THBPAINLITRTOBENRTFR— SN
TS LR £H A, AT OBERET#E L OVEEIZ OV TIX, Bug Search Tool 38 X OVTEH D
Ty 7= BILRNY T 2T V=AY Y —R )= FEZRLTLEIVN, ZOF
Va— /LT SN HERICET 2FH,. BIOEEESYR—rshsd ) ) —20—FElZo0n
TiE, B HROREZS L TE3 0,

TT v "7 A= LD R— FBIOV R YT vy =T A A=V OV KR— MIBET D IERE BB
9 2%121%. Cisco Feature Navigator Zf# /] L &9, Cisco Feature Navigator (27 2 & 29 5 {Zi3,
www.cisco.com/go/cfn (ZFEEN L F9°, Cisco.com DT AV > MILEH Y FHA,

X7 VIREHA KR
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%27 aE— |
B tx27ac—ommEss

o]
X a7 aEFE—DRHESHE
*SCP # AT DA, N—F ETSSH, F8GE, BXORBAWEZIELL RETHIMLERDH Y F
7,

*SCPILSSH #fiH L TEX a7 RIREZ T 5720, L—FITILRSA F—DXT BNLE
‘/G‘—g—o

Secure Copy I~ 9 315k

SCP MD##8E

SCP IZ—1# D Berkeley @ r-tools [ZFESWTEEF SN TWAH T2, ZDOEWENAIX, SCP 23 SSH O
X U T xS LTV D R EBRITIEX. Remote Copy Protocol (RCP) EHEIL TWE, Mz
T, SCPIE, =—¥RELVHERL VAR > TNWSZ EaL—X ETHBI T 5 X 912, 3L,
R, THOUT 4T (AAA) FFRIZRRET HMERH D £7,

SCP #ffH 9 % & . #UeiFral 2157 —W1E, copy 2~ REMHHH LT, CiscolOS XE 7 7 A
N AT A (AFS) WIIFEETAEED 7 7 AN EL—Z ERLVMVTH5Z EMTEET, X
NEEHEIXT =7 AT =2 a b ZOEEEFEITTHZ b TEET,

SCP MEXTE T &

SCP ME&RTE
Cisco /b—# Z AT LT, SCP Y — MUBREMIZRIE S 21213, ROFIAZFATLET,
FIEDHEE
A4 %x—T Lk
configureterminal

aaanew-model

aaaauthenticationlogin {default | list-name} methodl[method?2...]

A

aaaauthorization {network | exec | commands /evel | reverse-access | configuration} {default |
list-name} [methodl [method?...]]

usernamename [privilege level]{password encryption-type encrypted-password}

e

1. ipscpserverenable

X7 VI REHAKR
[ 16 | [



I tXa7aE—

sceozze

FlED M
aAv U RFERET7TIVaY B#)
RATv I 4 *—T Ik M EXEC E— K& A R—T7 MIZLET,
K CNRAT—= R AN LET (ERENEHD) .
Router> enable
ATFv T2 configureterminal JTa— ) ary7 4 Xal—ary ET— NE#EEL
i TO
1
Router# configure terminal
ATFvT3 aaanew-model 0 A D AAA FRFEERE LT,
1
Router (config)# aaa new-model
ATy T4 aaaauthenticationlogin {default | /ist-name} AAAT 7R ay fa— )LV AT A& A F—T LT
methodl[method?...] LE,
1 -
Router (config)# aaa authentication login
default group tacacs+
ATFvTH aaaauthorization {network | exec | commands | % NU— 27 ~D2—H T 7 XA EHIETH/NT A —
level | reverse-access | configuration} {default | | 7 2= | 54
list-name} [methodl [method?...]] ) B .
GE) exec ¥ — U — N, @BAIZFETL C2—H
1l - 23 EXEC ¥ = VD FEITHFF A STV D H
EoymztirLET, Len->T, SCP %
Rout (config) # thorizati . - e
L i e naion e BT 5 LE S 0x— T~ FEUERT S
WERH Y £T,
ATFvT6 usernamename [privilege level] {password TP E R UFREES AT LA LT,
encryption-type encrypted-password
rption-ipe encrypledp } G¥) TACACS+ <> RADIUS 72 XD x> U —7
- N— ADFFEA N = A DBBIES TS
' Lald., ZoOFIHZEKTE T,
Router (config)# username superuser
privilege 2 password 0 superpassword
ATvF1 ipscpserverenable SCP — MilBkREZ A2 L £,
11
Router (config)# ip scp server enable
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B scromz
SCP DR
SCP Hr— MAlBRE 2 sl - 2 121L. RO FIEZFAT L E T,
FIEDOHME
1. 4x—7J)Lik
2. showrunning-config
FlED
AR NFERERTIVa Y B#Y
AT 71 4 x—T )Lt FiHE EXEC E— Fa A X —7 W LET,
- *RAT—REANLET (ERINEHE)
Router> enable
ATv T2 showrunning-config SCP ¥ — MAlBERE A #ERR L £ 77,
il -
Router# show running-config

SCPO RS TN a—TFT427T

FIEDHE
1. 4x—7J)Lik
2. debugipscp
FIED
ARV KRFERRETY a3 Y B#Y
ATv 71 A4 +—T Ik Fi#E EXEC £ — F& A R —7 /I LET,

W 27 DI LREAAER
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txa7ac—oxEs I}

ATy T2

ARV FERET7IVa Y By
*NRAT—REANDLET (ERENEELA) .
1 -
Router> enable
debugipscp SCP FRRERE Z fig i L £ 7,
{1 -

Router# debug ip scp

X227 aOE—DHRFEH

O—AJLEBREZ{E A L 1= SCP H—/\RID R TE I

ROBIL, SCP DY — MUBEREDORE HiEZ R L TWET, ZOFITIE, m—hlERINT
=YL LR — REMEHLET,

! AAA authentication and authorization must be configured properly for SCP to work.
aaa new-model

aaa authentication login default local

aaa authorization exec default local

username tiger privilege 15 password 0 lab

! SSH must be configured and functioning properly.

ip ssh time-out 120

ip ssh authentication-retries 3

ip scp server enable

v kJ—5 A_Xnnu\nﬁié{ﬁ% L 7= SCP H—/\ 1 I]@EQEE@“

WOFNE, Yy T —7 R_R—ZDFIEA B = XL ZFH LT- SCP O — MABERE DR E T IEA R
LTCWET,

! AAA authentication and authorization must be configured properly for SCP to work.
aaa new-model

aaa authentication login default group tacacs+

aaa authorization exec default group tacacs+

! SSH must be configured and functioning properly.

ip ssh time-out 120

ip ssh authentication-retries 3

ip scp server enable
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X T s avr R avr REESTOEEM, [CiscolOS X2V T 4 a~wr R U777 L
o< RE—FK, av o NERE, 571310 k| &)
E. FHEOTA KT A2, IO

X7 b TXaT v BI X2 T o=
V2 W AR — NEREDOHIEE Y 22—,

FORIE & G DRRE PERRTE . A RE, BROT WU T 4T
%E@*&ﬁg%yl_fl/o

i
p-3 24 ML
L -
MIB
MIB MB®D!') 2%
2L BRLZT 7y b7+ —2A4, Cisco Y7 hU =
7 VY =A BIOT7 4 —F % v D MIB
AR L TH U n— R 255813, IROURL
\Zd % Cisco MIB Locator Zffi [ L £,
http://www.cisco.com/go/mibs
RFC
RFC 24 ML

ORI VYR — N INZHHERFC £72 |-
IFSET RFCIEH Y FHA, F/2Z OMREIC K
HEEFE RFC OV R — MIEFIIH Y £ A,
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txa7 ab—oeEs

BLL

Vo

CFECHH % #17= Technical Assistance D 35A [E1
OURLIZT 7 E®ALT, YAad7r 7=k
PR— P ZRRRITEHA LT ZIN, Znb
DY Y=L, VT T x=2T %A A—)LL
TRELEZY., YR2RaDfi0T 7 ) ad—|C
B 2 Bl BE 2 i L72 0 3 5 72 DIl
LTL7EZEY, 2D Web VA b EOY—iz
77 AT HERIE, Ciscocom D1/ A > IDE
LAY — RRMETT,

http://www.cisco.com/cisco/web/support/index.html

X217 aE—D#EEIER

WDOEIZ, ZOFY 2— /LT LI T 2 ) U —AFERERLET, ZoRKIZ, Y7 b
T7xT7 YU—A LA U TEEEOYR—FPREAINZLEEDOY 7 T VY —R7EZT%
IRLTWET, ZOMREIX, FFICHI 0 2R, ZRLBEO—#HO Y 7 vy =7 U Y —RATH

PR—-FENFET,

T3y R T7 =DV R—FBILR 2T YT NI 2T A4 A—VOWR— MNIET HERE BT

AN

Cisco Feature Navigator Zf#i fl L £,

Cisco Feature Navigator |27 7 & 23 5 1Z1%,

www.cisco.com/go/cfn [ZF8) L 9, Cisco.com DT H 7 NMILEDH VD FH A,
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£R2: X277 AE—DHEER

HERE J1)—=Z HRED R EEER

Iy

X a7 aTb— Cisco IOS XE Release 2.1 X =7 at™— (SCP) #fE
W V= FREE TN —F
A A=Y Ty AV at—17
LtF 27 CRAES NI iEE
UL ET, SCPIL, EX =7
v=/b (SSH) . 77V r—
va v, BIO Berkeleyr ¥V —
NDEF 2 T IR F B A 1R
FTLH7E b KFELET,

Z OF&BEIX. Cisco 10S XE
Release2.1 C, Cisco ASR 1000
V=X TV —a v
B R N HITEASE
L7z,

WD o< RPNEANFEIIEE
S E L7, debugipscp.
ipscpserverenable,

AAA R, FFR BEXOT AU T 4T, X2V T4 P ERADT L — AU =T THY |
2—YOHTHER GRFE) . VE—hF 727k RA 3 be— GFR) . 4. BE, BLOL
R—=MUERTL2EF 2V 7 4 b= MFROWE L RE TV T 40 7) OFREED TN
£

rep: VE—hzat—, X274 % UEF— b =/ (BerkeleyrV—/V AA — ) ITEKGF LT
WhHrepld, W—H A A—VRRAI— T v S a7 4 Xal—valREDT A NVENL—HF
ERVEY LET,

SCP: X7 at’—, %2V T 4% SSHITHKLFEL TS SCP YA — ~E. CiscolOSXE 7 7
AN AT LARNOHHPBEHLODEX 27 CRGESNT-a ¥ —%A[EEIC LE T, SCP L rep 205
IRELZHLDTY,

SSH : ¥ =7 v = /b, BerkeleyrV — /DX o7 B FEEZIEWRT TV r—rva &7
7 kAL, Fu b aVIEEREORE S AN = A LB LTy v a v ORZEEHRKRLE S, T
U /r—3/ 3 13 Berkeley @ rexec 33X O'rsh WV — /L L RERIZHEHCE £9, SSH N—T 3 > 1%
CiscolIOSXE ¥ 7 F 7 = TIZFEI TV ET,



%4%

X7 oxINN—Da3 028 R—F

THaT T R—=T g 2 AR— MEET, BEX 27 Y=zl (SSH) N—T g 02 2HET
EET (SSHA=Ya v 1 HAR—NMNEL, VROV A3 Y7 hy=T VU —RCFEEINTNE
L7z) . SSHIZ., EHEMEOEW T v AR — Nag o EETHEIT S, 0172585 EEE & B B
MEARHE L Ed, SSHTIX, BHTE AWML LTEEINTWADIEITCP DA TY, SSH T,
Fy NT—27 FOMOa L Ea—RIZZRICT 7B A LY, avy RERRICETTEET,
SSH & & bicitfiis o EF a7 at'— 7Fr b= (SCP) HMAET, 7 7 A V&L EITHEET
xFET,

© FERETE SR OMRE, 23 X—

* X T v RN—V g2 iR — FORHRSME, 24 N—D

C X aT Tl RN—T g 2 PR— FORIKIEE, 24 X—

C X T L NRN—T g2 AR — NMIBET AE®R, 25 —

* X aT T A= 2 YAR— NORTEHIE, 28 X—

X v RN—T g2 AR — FORTEH, 44 N—

X aT v N—V g2 R — FOBEIMBHR, 49 ~—

X aT v RN—V g2 iR — N OMHER R, 50 N—

ﬁ'l"b,‘i =7

*gz AE |ﬁ *&GDEE At
THAOY T vy =T VU —ATE, ZOEVa— ATl SN TR COBERR— L&
TWD EIERY 8 A, FTORENR I L O¥E 2o TiE, Bug Search Tool 3 L ONTfEH D
Ty 7= BILYY T 2T V) —=Z2DV V=R )= 2SR L TEIVN, ZOF
Va— /LT SN HHREICET 2. BLOSEERTR—rsid )V —2D—EIZon
Ti, BEEFRORZZRL TIZSN,
TT7y b7 F— LD R— FBIOT AT YT MY =T A A=V OV R— MNTHET S IERE R
J5IZ1%, Cisco Feature Navigator Zffil{ L &7, Cisco Feature Navigator (27 7 £ A3 5IZ1%,
www.cisco.com/go/cfn IZBE) L 3, Cisco.com DT 7 MILEDH Y £XH A,

X7 VIREHA KR
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tXa7 ozn—SaveyR—t |
B 527z n—Cavrvgk—rommEss

X7 Dz N—23 029 R— FOEHREH

*SSHZRHET DANS, THEHOTNA RCHBERA A—UPRa— FENTND I LR L
£9, SSHY— NZiE, ZHHD Y U —R1Z&E U2 k9 (Triple Data Encryption Standard [3DES])
VT RNT2T A A=V RKETT,

*SSHN—Y a3 2% AR—FFT5H5SSHY E— K TNRA RAEFHTH2MERHY £7, £/,
VA3 TN RH T D MER DY £7,

*SCPIE, F&FE, #BA, BEIOTH VT 47 (AAA) 1L CTIELKHREL T, 20k
¥, SSH #—/3T Secure Copy Protocol 23N 72 25 K 9 IZT /34 AT AAA ZRXET HLE
WY ET,

)

GE) SSHNR—=V g 2% —R_RESSHARA—=Y a2 27747 ME, ZHEHAOV V=R 5L Ty
2a Y7 g7 THR—FENET (SSHZ 74T MEISSH A=Y a1 7u hant
SSHNRN—Y a3 v 27a havoli 23T LET, SSHZ 747 > ML, ZTHEHADOY UV —XI(Z
JGUTK8BLUNKY A A=V O THR—MENET) o

VT RT 2T A A=V DOX Y a— RIZETLERICONTIEL, [ Cisco 10S Configuration
Fundamentals 2> 7 4 XaL—va Y HA R #5RLTI7ES0,

tXa7 Y N—2 3029 R— FORIKNEE
*t¥ 27 Pzl (SSH) $—/ L SSHZ 71 7 > ~Z, Triple Data Encryption Standard (3DES)
VT RMNT=2T A A=V THHR—FENET,

*HR—FEINDT TV r—a iE, FEITU =0, remote 1< RDZEST, Secure Copy
Protocol (SCP) D #H T,

* Rivest, Shamir, 3 X TN Adleman (RSA) s —4 %1% SSH — MAlOFEHTJ, SSH 7 7 A
T hELTENET DT XA A1, RSA F—Z AT HLERH Y £ A,

*RSA X¥— X7 DHA XL, 768 ¥y "NUETHAVERH Y T4,
CRDMEEIZ VR —FEhTWEH A,
= T T—FT 4T,

» Compression
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| EFa7vznn—vavagr—t

txa7vzrn—vavegR—rcETsER [}

X7 b NN—=Dar2YR— MIET H1ER

SSH/\— 3 >2

X aT v N—=Ta 2 PR — MERET, SSHAA—Ya V2 2RETEET,

SSH N— g v 2 — "OF%EIL, SSH X—T 3 > 1 OFRE & FEE T, ipsshversion =~ > K
T, RETDHSSHA—Ya v EAERLET, Z0Oa~vy FERELRWES, 7740 hTSSH
EEBE— R CEITSNET, N—=Varl A=V a v 2lFoE,PFHATEET,

GE)

SSHA—Va v 1iF, L LTERSNTOARNT T haL T, REFEOT 0 k= (R—
Varl) IZTFNAA ANT =Ny 7 LI K 5129 5I121E, ipsshversion =1~ > R % i ff]
LTA=V a2 ziBET 20ENH Y £,

ipsshrsakeypair-name =~ > &[] % & | FE L 72 Rivest, Shamir, 3 KT Adleman (RSA)
F—2MiH L CSSH#ma2IATCEE T, T TIZ, SSHITAERFADEAID RSA F—(2V) > 7
ENTWET (DFD, FHID RSA F— T BERI NIRRT SSH 1ZA X — 7 /W22 > T
F9) . ZOBEBEIIFIEL TWET D, ipsshrsakeypair-name =~ > R&H ] L CZ O#EfEE{TH
NI HICTH T ENTEE T, ipsshrsakeypair-name =~ > R4 % — X7 OAFI A FEE L Tk
ETDE, SSHIZ, F— T BIET L2HBITHNIR D0 F— T 2% TERT 258131
MOAMIRYET, Z0avr REH L TSSH 214 32 —7 MZT 256, Cisco Y 7 MU=
TOSSH A=Y 5 1 TIEHERER, FA ML RA A ERECRET HLETH Y £ A,

G¥)

07 A NF—LSSHNA—Y g 2 THR—FSNETH, EF27 =2 "= 51T
IV R—FShEEA,

X7 P N—2 30 2D¥EENE

)

SSH/X—7 3 2 OFEREYLIRIZ I, Virtual Routing and Forwarding (VRF) -Aware SSH, SSH 7 /N>
JHERESLIE, 35 X O° Diffie-Hellman (DH) 7 /b— 7 AZHD %R — b 7g EOBIMBEREN N DvE
EFNTVET,

GE)

VRF-Aware SSH #6E1Z. Z“HEHD VU V — RS CTHR— S ET,

Cisco SSH FEEETIIfEsk, 768 £ MESHEMNEH S TWWE L7223, DHZ/L—7 14 (2048 £ v
K BEIOITA—716 (4096 E > ) BEEALT 7V r— 3 V2T 5720, LD K& —
YA XOMEENEED, B DH I V—T 2N T 57 F7A T e —HDORA vE—TR
AN MBI 72> TV E T, ipsshdhminsize =< RiZX, SSHY—NEDET 2T X YA XEHE

TF¥aT7 VI LEESAF I



tXa7 ozn—SaveyR—t |

B t527 >z =230 20 RSA X— (BT Bi%EENR

LEJ, Z2Tmz, ssh a~ > R2EEESL, SSHZ 947> MUl A4 7 @D VRF A ~
AR ALHEIPT RLAE L HIEA LT, ELWL—F 4 V7 F—T V%R L, B AT
Té*%%ﬁ%ﬁi\ VRF Aty uéﬂﬁﬁ)LjJ[] éhi L/fg_o

SSH debug =~ > R MEIEZ L, 7 /3y Z0MEBE & L E L7z, debugipssh 2~ RN, 7/3v 7
Tat R BT DOIYBRSNE L, Ty 7 ek 22 WiF T L. Zoavs R

X, BAMRICLEN E D MICERZR < SSHIZBE T 2T XTOT /Ny 7 A v —U 0l S E
L7z, ZOEEREIKRE L TIHFEELET A, debugipssh 2~ RE2XF—U— REHETELTREL
25 E, AvE—YiEF—U—RKCRELEERICHBINET,

X7 o )L/N—2 3220 RSA X—I(ZFH9 BHEELE

A

CiscoSSH X—V 3 2%, F—AR—KR A X T 77 4 7THFAB IO AT — F R— 2D
SEHFR AR —FLTWET, RSAF—DSSH N—2 3 U 2PRIRMEREIX, 7 94T > b &P —

1 0 RSA N—ADAFF—AEb AR — F LTV ET,

:L‘—“‘j—nuu RSA/\_X@J_‘*)‘HL uET i %\:L_“‘j— E'gl_'fﬁ‘”‘ Ehfb\éﬂs}%%a’f‘—//ﬁﬁﬂ&f‘—@
N7 EFGECHERALET, 2—VPIEMEX—/ARX—DO T 27 747 FTAER L., ABF—
% Cisco SSH ' — "THREL T, it T LET,

JUT Yy VO ERRITT D SSH = — ik, X —Z2fH L T b= B4 2ir L
F9, B EZ—VORABFT—IF, FIAED 7O SSH — NTEE SN E T, SSH —/3Tid,
n—fﬁ%%%éﬂk&%#—mﬂbfﬂ//;%%ﬁbiﬁ Ny Vald, =N —ET 5
T NUMBLNE I DERET OIS NET, *ﬁmlﬁxmxotﬁu . RSA _—=2 D
Ay —UREENAF—2EH L CFEITESNE T, TOME, BE{bEhivr=F vIic&KS
WTC, 2—YDOT7 7 RAFFIEINEI N ESSINET,

P — RFEFE  SSHE v g VOFELTIZ, CiscoSSHZ 74 7 v ME., ¥ —5H 7 = — Xz ffiff
TELY—RNAA N F—ZMFH LT, SSHH— "EFEAELEJ, SSH ¥—/N F—|%, SSH H—
NOBANCHERENET, ZH5DOF—ISSHNA X —T WD & EIHEREN, 79T
MUICERET HHLERH Y £,

P — NFREEDY A, CiscoSSH 7 74 7 "REH—NIZHRA N F—%2F DY THMNERDH Y F
T, TITAT U IR —=_EDETSSHY vy a v ZHI LI DL, 727470 MIdx—
A = D—FE LT, P—"DEAZZELET, BHERSA N X—0DF =2y 777
NI TAT Y MITARX—=TNVDOEE, TOF—NIHETHRA M= NURHLHNED
MBI T4 T NTHERINET, —BERRONEE, 72747 MIV— KX FF—%HFH
L CEADOBGEEZTITLE T, Y —"ORGECT 5 L. &y v a COMEABEIIHITLET,
BRI BH &, ALBIZHL T L. [Server Authentication Failed] &9 A v —UNFRINET,

G¥)

W 27 DI LREAAER

NBRF—Z Y — NTHEMNT D, AV EEALET, LN -oT, SSHY—NTERETED
ANRF—0EIT, 1 2—PFITHERK2 OOAF—ZER L7ZHE 10 2—F SR o5 E T,




XaTF7 oI NN—Tar2YR—

A

snvp S5y TR I

G¥)

A

A = iRSA/\"—‘X@:L"—"H_mL‘uE%'H-T“— k L“Cb‘i?‘?ﬁ‘ VARATTAT ]\Li%;é’\
quch& L TR Fx— %TZE T&EH A, RSA“\“—X@uAuu \_)(‘J“ﬁ—}:)j["——7°:/fcﬁ SSH 7 7 A
T2 M BOENRE Cisco W —"D%(F LT2GE, — NIEEREEREZ I AN E T,

GE)

Y= BRED T A =D RSA AT — 2 FE THRIE L, CiscoSSHZ 74 7> MAUIT
ipsshstricthostkeycheck =~ > K7 E L 7,

SNMP 5 v 5L

TEHROY Y =S CT, iRy FU—2EH T ha (SNMP) FZ v R, T
WAZTSNMP 78y T3 A 27> T D56, SSHE v va UMET L72BRIC BBIRIC Ak
SNET, SNMP 7 v FOHENMUIZEET 2FHIZOWTIE,  [SNMP Configuration Guidel @
[Configuring SNMP Support] £ =2 —/LEEMBL T ZE,

G¥)

SSH +—

snmp-serverhost =~ > RZFET HEE, IPT RL AL, SSH (telnet) 7 74 7> "3H D |
SSH = "A~D PR ABE/RPCOT RV AIZTALENRH Y £9, SNMP kT v AR
EDOFNZDONTIE, il : SNMP F T v 7ORE] Ot 7 a 28R LTLIEEN,

F 72, debugsnmppacket 2~ RZfiH L CTSNMP TNy 72 (N, b7 v T E2FKRT DM
ERHO ET, N7y THERICE, EEASAL MEOSSHE Yy va TSN 1 hanie
OERNEENE T, SNMPT Ny ZORFNZONTIE, (6] : SNMP DT /R 7 (485—) |
DervaresRLTIIEIN,

— R A2E59 T4 755

SSH % —R— P%y&?7%47mﬁw IZ. SSHTOWHAA vE—IaEE L IETh, B 5
FEREDFEREA I = X L EFEFT LI TE 2 5ATd, EANIC, BIFEYVR—FEhTn
5. 2=V DOANSNOHRNLERBIES T T T, ZOMETETTLIZ ENTEET, 2ok
BRIZEBIIICA X— 7 R0 £,

WDOFRBYR—hSInTWET,
 Password

YRR EETEIT Y LV UGB THEEETIIA NI U EHIRIT 5 SecurIlD B L
IN—RU =T h—J

° 705 7/1) \/m‘ﬁ%?’inu niE:E‘ ./:L*‘/l/ (PAM)
*S/IKEY (B X OZF DM T —)

TF¥aT7 VI LEESAF I



B tx=27 zan—SavevyR—roRESE

tXa7 ozn—SaveyR—t |

BEWICAE ML S TZSSHY —R— R A U X T 7T 4 TiRiHERRD I EIFE v U A Dflic>
YT, Bl i SSHX—R—R A X T 77 4 TGE, (A5 X—2) | 2L TLEE,

"

X7 DI N—2a3 02 R— DERERE

RAMBBEVRASM VRZEZFERALE-SSHANA—2D 3 0207 /31 RE&

N
FIEDOHME
1. £%x—TLit
2. configureterminal
3. hostnamename
4. ipdomain-namename
5. cryptokeygeneratersa
6. ipssh [time-outseconds | authentication-retriesinteger]
1. ipsshversion [1 |2]
8. exit
FIED
ARV NFERERETIVa Yy EL:Y
ATvT1 4 r—T Lt FiHE EXEC E— F&2 A X —7 VIZLET,
. " SRT—REANLET (ERSUEHE) .
Device> enable
2Ty T2 configureterminal Jau—Nary7 4 Xal—arET— REZHEBL
£75
{51
Device# configure terminal
25y T3 hostnamename FAL ADRA M B EELET,
1 -

Device (config)# hostname cisco7200

W X7 DI AREAAE
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RSA ¥ — X7 £EALESSHA—Uav 20731 28% I}

aAv U RFEEET7I 3

S]]

2Ty T4 ipdomain-namename FA AD RAL A ERIE LET,
i
cisco7200 (config)# ip domain-name
example.com
ATy TS5 cryptokeygeneratersa n—H LY E— FRAEAIC SSH H— % A
=TI LET,
i
cisco7200 (config)# crypto key generate
rsa
ATvT6 ipssh [time-outseconds | (&) 73 A LT SSH A ZRELET,
authentication-retriesinteger|
i
cisco7200 (config)# ip ssh time-out 120
ATvI1T ipsshversion [1 |2] (EE) T4 ATIATTHSSHON—V = U &fE
ELET,
i
cisco7200 (config)# ip ssh version 1
ATv78 exit Jua—s L ar7 4 Xal—yar - RNeKT
L. ¥ EXEC ©— RN ZBItA L £7,
1 -

cisco7200 (config)# exit

* T 7V bk ARA MIEDIZIX, nohostname =
v~ REMEHLET,

RSA F+— R7 ZfERA L 1= SSH /\—:

FIRDHE

NS o RN =

A4 #2—T Lk
configureterminal

ipsshrsakeypair-namekeypair-name

ipsshversion2

exit

o3V 2NTINA RERTE

cryptokeygeneratersausage-keyslabelkey-labelmodulusmodulus-size

ipssh [time-outseconds | authentication-retriesinteger|

TF¥aT7 VI LEESAF I



B RSAF— RTEEALESSHA—S 3220731 RBE

FIEDFH

tXa7 ozn—SaveyR—t |

ARV RFEREFTIVaY

S

ATy Tl |4 x—T )it

51 -

Device> enable

¥ EXEC £— K& A 2 —7 T LF
—a—O

*RRAU—REANLET (FkE
nN=HE) .

A5 w72 |configureterminal

1 -

Device# configure terminal

Tua—ary 74Xz l— g F—
RNEZBIsE L £9,

R 73 |ipsshrsakeypair-namekeypair-name

1 -

Device (config)# ip ssh rsa keypair-name sshkeys

SSHIZf 42 RSA F— <7 ZfEL
i—a—o

GE) LA A FNA ANTEE D
RSA F— X7 &R ETEF
j‘O

AT w74 |cryptokeygeneratersausage-keyslabelkey-labelmodulusmodulus-size

1 -

sshkeys modulus 768

Device (config)# crypto key generate rsa usage-keys label

FNAL AT —H AR LN B— NI
479 SSH Y — %A % —T NI LE
ﬁqo

*SSH N— 3 2 Tik, Haxty A
13768 By NULETH D MEMN
HYET,

GE) RSA F— X7 ZHIkrT 51
X, cryptokeyzeroizersa =~
Y REMHEHLET, RSA ¥—
AT ZHIBRT 5 L. SSH H—
ANITXHERIZTESIZ 2D F
D

X w75 |ipssh [time-outseconds | authentication-retriesinteger]

1 -

Device (config)# ip ssh time-out 12

T /NA A _EC SSH il 5 & % E L E
7,

ZFw 76 |ipsshversion2

1 -

Device (config)# ip ssh version 2

TNA ATHEITTDHSSHD A= g
FRRELET,

W X7 DI AREAAE
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RSA R—RD1—YBIEEETT 5100 CiscoSSHH—n0HxE W

AT RFEREETOVa Y

S]]

ATvT1

exit

51 -

Device (config) # exit

Ju—)Lary7 4 Xal—gF—
RE2ET L. BHEEXECE— REBLEL
iﬁ‘o

RSA R— R D 1— YR £ £

§ 51=8H®D Cisco SSH H—/\D X TE

FIEDHE
1. 4 x—7J)ik
2. configureterminal
3. hostnamename
4. ipdomain-namename
5. cryptokeygeneratersa
6. ipsshpubkey-chain
1. usernameusername
8. key-string
9. Kkey-hashkey-typekey-name
10. end
FIEDFHE
ARV REEEFTIVa Y B#
ATvT1 Sz FiHE EXEC E— R& A X —7 /T LET,
. CRAT— REANLET ERShEHE) .
Device> enable
AT T2 configureterminal su—s ) ar7 4 Xal—vary - 2B LET,
i -

Device# configure terminal

TF¥aT7 VI LEESAF I



tXxaF oI N—Tav2hR—F

B RSAR—RO1—FRBEEETT 515D Cisco SSHH—/\DETE

ARV RFERRTI VA Y

B

ATvT3 hostnamename RA N ERELET,
{1 :
Device (config) # hostname hostl
2T T4 ipdomain-namename CiscoY 7 Ny =7 CHMTHT 74V D RAL U4 EERL,
RFERIZFA NGO RAL EAELET,
{1 :
hostl (config)# ip domain-name
namel
2T 5 cryptokeygeneratersa RSA ¥— X7 %4 L £7,
1 :
hostl (config)# crypto key
generate rsa
ATvT6 ipsshpubkey-chain SSH #—/ LD o — 3 L O —/SFREEH 2 SSH-RSA F — %%
FL, ABF— a7 4F¥al—y a3y E— FEBBLET,
i - . . _
¢ P — NIBRIFE N TS RSA BB —28, 7T 4T hiC
hostl(config)# ip ssh [RAF S IUTUNB AR — & B 5 — D7 % (5 LR &
pubkey-chain Sy = N
s e, 2—YPRILIEETT,
AFwT] usernameusername SSH = —HEZEHEL. AfF—a2—HF ar 7421 —3 3
v E—RFEBRIBLET,
11 :
hostl (conf-ssh-pubkey) # username
userl
ATvT8 key-string UE—F E7DRSARDAF—ZIHEL., BF—T—% a
TA4FXalb—ay E— FEBEBLET,
Bl G5 A—TUSSHIIAT Y hinb (BVRAS L
hostl (conf-ssh-pubkey-user) # ssh/id rsa.pub 7 7 A D) ABF—EE UG TE E
key-string j« -
ATFvwT9 key-hashkey-typekey-name (fFE) SSHX— A T RX—=Ua v ZHEELET,

1 -

hostl (conf-ssh-pubkey-data) #
key-hash ssh-rsa keyl

W X7 P EEACE

* X — /BT — RXT OEETIE., F— ¥ A 7% sshrsall
THVENRSY 7,

* ZOFINENMERE /2 DIE, key-string 1~ > RAHE S LTV
HPEDIHTT,

* key-string =~ > N & 72X key-hash =~ > FOWT % 7%
ETHVENHY £9,



| EFxa7vzun—vav2gr—t

RSA R— 2 DY —/N\BILER(TT B1-0D Cisco 10S SSHH— 0T [

AT REREETO VI Y

B

=)

BHF— ANV T DNy 2B ET LI Ny
a7 vy =T R LES, £, Mov A
O FNRAANBANAY Vafiart—452 L TEE
T IO TARFT— T —2 % AT 5856, key-string
avw U REFEHL AR — T =22 ANTHZ %
HEEEL £,

ATy 710

end

51 -

hostl (conf-ssh-pubkey-data) # end

NEF—F—HF a7 X2l —ary T— REKT L. B

EXEC £— RIZEY £,

*F 7 )L N RAMIRESIZIZ. nohostname =~ 2 N % i [

LET,

RSAR—Z DY —/N\GBIEZEITT 571=6HD Ciscol0S SSH H—/\DEXTE

FIEDHEE

FIEDFH

4 r—T ik
configureterminal
hostnamename
ipdomain-namename
cryptokeygeneratersa
ipsshpubkey-chain
serverserver-name

key-string

© e NS R WD =

exit

—
(=]

. key-hashkey-typekey-name

-—
—

. end

—
N

. configureterminal

—
w

. ipsshstricthostkeycheck

AR RFERETIVa Y

EL:)

ATy T

4 +—J Ik

Bt EXEC E— F& A 2—7 /W2 LET,

TF¥aT7 VI LEESAF I



tXa7 ozn—SaveyR—t |

B RSAR—ZOY—NBIEEETT 58O Cisco 10S SSH H— /D HE

AU FEREETOVa Y

B

B :

Device> enable

c RATU—KRKEAALET (FERENZES)

RTFw T2 configureterminal Ja—N)L a7 4 Fal—ay ET— RERELET,
51 -
Device# configure terminal
ATv73 hostnamename RANERELET,
11 -
Device (config)# hostname hostl
ATvTAa ipdomain-namename Cisco Y7 U =7 THMT DT 74/ bD AL & TERR
L. RERRBA MO RAL CEMHELET,
1 -
hostl (config)# ip domain-name
namel
2T w5 cryptokeygeneratersa RSA F— <7 &R LET,
1 -
hostl (config) # crypto key
generate rsa
ATvT6 ipsshpubkey-chain SSH #—/3 LD 22— 36 L O —/3G8FEHIZ SSH-RSA ¥ — %
REL, AfF—ar74Xal—var T FEHHBLE
B : T
hostl (config)# ip ssh
pubkey-chain
ATvIT1 serverserver-name FONA A TORBAF—FRFAC OV TSSHY— R Z A% L, &
¥ — Y —nRarr7 4 Xal—rarT—Fa2lBLET,
£
hostl (conf-ssh-pubkey) # server
serverl
ATvT8 key-string UE—bF ETORSARFF—ZHEL, BMHF—T—% a2
T4 Xal—varyEB—FERBLET,
151

hostl (conf-ssh-pubkey-server) #
key-string

GE) A=V SSHIZ FAT v b (W iz 5 &
ssh/id_rsa.pub 7 7 A JLin D) AR —fE A B C X
£,

W 27 DI LREAAER



| EFa7vznn—vavagr—t

RSA R— 2 DY —/N\BILER(TT B1-0D Cisco 10S SSHH— 0T [

ARV FFEREETO VI Y

B

ATvT9 exit NF—TFT—F a7 F¥alb—arET—RFeETL, &
BlF— P —nR a7 Xal—Tar®T—R2lBLET,
£
hostl (conf-ssh-pubkey-data) # exit
ATy 710 key-hashkey-typekey-name EE) SSH¥X— XA 7L R_R—Ta v EHRELET,
B - * R X —/ABRF— T OB ETIX, ¥ — ¥ A 7% ssh-rsa
' T HHERDHY FT,
hostl (conf-ssh-pubkey-server) #
key-hash ssh-rsa keyl * ZDOFIENMEEL DI, key-string =1~ R EINT
WA HEDHTT,
* key-string =~ > N7z {I key-hash 2~ > ROWT )%
RETDMENDH Y £,
GE) NEAF—ANY T DNy a GRS DI, Ny
VaMBY T MU =T R LES, £, Moy
A3 TNRA ANy afizabt—45Z L5 T
TET, MO TRHAFT— T2 2 ANT D54,
key-string 2~ > R&fH L CTARY—T7 —% % AJ)
T LR LT,
25w F 1 end ABF—H—Rar 7 Fal—arET—RE2&TL, #
M EXEC E— RIZR YD £77,
i
hostl (conf-ssh-pubkey-server) #
end
2Ty T12 configureterminal sa—srary7 4 Xal—varyE—RefBLET,
11
hostl# configure terminal
ATv 713 ipsshstricthostkeycheck T NGRAENEITSIND Z L EfER L E T,

&1 -

hostl (config)# ip ssh
stricthostkeycheck

BRI D L. BT LET,

*F 7 4L K ARAMIREAHIZIL. nohostname =1~ 7 KA fiF
HALET,

TF¥aT7 VI LEESAF I



tXa7 ozn—SaveyR—t |
B Vst FRIREDBEEE YL a VOB

JE—F TNAREDESEY S 3 DR
A

Gx) Bt T 5T A AL, VAT VT MU T THR—FENAE LT VT X E2fHil-t
=27 =/l (SSH) b—NZVR—=F L TWARERHY T, £/, T30 RAEF/ITT
HVEIHY F¥ A, SSHIZT 4 B—T 0 T— R TEITTEET,

FIEDHE
1. ssh [-v {1|2} |-c {aes128-ctr | aes192-ctr | aes256-ctr | aes128-cbc | 3des | aes192-cbe | aes256-cbc} |
-l user-id | -1 user-id:vrf~-name number ip-address ip-address | -1 user-id:rotary number ip-address | -m
{hmac-md5-128 | hmac-md5-96 | hmac-shal-160 | hmac-shal-96} | -onumberofpasswordpromptsn
| -pport-num] {ip-addr | hostname} [command | -vrf]
FIED
ARV RFEREETO 3y B8

AT w1 |ssh[-v {1]|2}|-c {aes128-ctr | aes192-ctr | aes256-ctr | aes128-cbc|3des| |JUF=— K x v NTU—27 S &
aes192-cbe | aes256-cbe} | -l user-id | -1 user-id:vif-name number ip-address | L pp2fr. S 7-F v 2 a v &
ip-address | -1 user-id:rotary number ip-address | -m {hmac-mdS-128 | BLET,

hmac-md5-96 | hmac-shal-160 | hmac-shal-96} |
-onumberofpasswordpromptsn | -pport-num] {ip-addr | hostname} [command

| -vrf]

B -

Device# ssh -v 2 -c aes256-ctr -m hmac-shal-96 -1 user2 10.76.82.24

FSTLNa—TFaTDEV
ipsshversion =~ > N, SSHERTED v T 7Ny a—T 4 VI TEET, X~V a V&2 AH
THZELICE-T, MENRHD SSH A=V a v aRETE £,

SSHYU—N\TOEFa73E— O FaLDA —T )L
A

GE) DA AT T, SCP OV — MAEREARELET, ZOX A7, TXAATYE—FD
T AF— g VInb T A NNEERIZI I —TX 5 — BN REEL T LTOET,

X7 VI REHAKR
[ 36 | [
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SSHH—nNTOtFxa7 at—Forarnsx—Jut [}

FIROWE
1 4&—Tit
2. configureterminal
3. aaanew-model
4. aaaauthenticationlogindefaultlocal
5. aaaauthorizationexecdefaultlocal
6. usernamenameprivilegeprivilege-levelpasswordpassword
1. ipsshtime-outseconds
8. ipsshauthentication-retriesinteger
9. ipscpserverenable
10. exit
11. debugipscp
FIEDFEH
ATV rERETOIVaY B&Y
ATv 71 4 r—T )Lt FikE EXEC £ — R& A X —7 VI LET,
*RAU—FREANLET (FEREINH
ﬁmi /x)
= o
Device> enable
ATw T2 configureterminal Jua—r b ar 7 4 Xal— gy E— REH
HMUET,
il -
Device# configure terminal
ATv73 aaanew-model AAAT VA ary ha—L EFNVEARX—T
MZLET,
il -
Device (config) # aaa new-model
ATy T4 aaaauthenticationlogindefaultlocal FEFRRIC e — VD — YL T —HF _N— 2 Bl
MT DL, m 7 A UHED AAA RAEERE
il - LET,
Device (config) # aaa authentication login default
local
ATFvTH aaaauthorizationexecdefaultlocal 2—YP T I AEHIRBTHRTA—FE2 Ly |

1 -

Device (config)# aaa authorization exec default
local

U—ZICRELET, RAEETL, 2—¥ID
TEXEC v = /VOFEITEHRA[TDHNE I D0ETE
HELET, FO%., VAT ATHEIFIZO—H L
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tXaTF7 o NnN—ar2HR—F

aAv U RFEEET7I 3

S0

T N— 2T 2MENH D L BHRE
L\ij—‘o

XTYT6 usernamenameprivilegeprivilege-levelpasswordpassword | = — 4 _X— 2 DRI AT A AL L, 22—
Yh, MRV A~V BRUGERE SRR T — K
i - ZHELET,
Device (config) # username samplename privilege 15 GE) prhdkgejeve[%[éﬁa}ﬁ%d\mghi15 <
password passwordl 7r0 $§KEI/“</Vﬁ§15 ﬂ%ﬁﬁﬁ)%%é§\ E%
fe ST S E T
ATvT1 ipsshtime-outseconds TINAAMNSSH Y A T v b DA A OWEH]
MR, HEATREL £,
i :
Device (config)# ip ssh time-out 120
RATFv S8 ipsshauthentication-retriesinteger A B —T A AZADY By "N, FHIALEZRITE
Dtz E LET,
i
Device (config)# ip ssh authentication-retries 3
ATvT79 ipscpserverenable TNARAT, VE—RNU—I AT —varirb
BRI T 7 ANEaE—T&H LI LET,
i
Device (config) # ip scp server enable
ATv 710 exit Ja—srar7 4 X¥al—arE— REfk
T L. ¥t EXEC E— RIZEERY 77,
i
Device (config) # exit
ATy TN debugipscp (fE&) SCP RERED I BIF 5 Wi & fi
L E7,
I

Device# debug ip scp

W 27 DI LREAAER
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txa7 vzuggorT—42202 I

X217 VI IIVBEHREORT—2 ADWESR

FIEDHEE
1. £ %x—=JLit
2. showssh
3. exit
FIE D FEHE
AT RFEEIEIT7ZII Y E]:p]
ATvI1 14 x—T Ik FHE EXEC E— FZ& A 3x—7 M LET,
Bl - cRRT—KREANLET (FERINEHE)
Device> enable
ATv T2 showssh SSH Y — "t D AT — X A RKRLET,
11 -
Device# show ssh
ATv73 exit FEHE EXEC E— R& T L, =—H% EXEC E— RIZKE
V) SETO
11 -

Device# exit

il

WD showssh 2~ > ROHAFNZIEL, N—Ta 1 BLIONR— g 0 2 B OE D SSH /N—
VarlIBIUONRA—Tg U2 BEORT— X ARERINLTVET,

Device# show ssh

Connection Version Encryption
0 1.5 3DES

Connection Version Mode Encryption

Username

.0 IN aesl28-cbc
0 OUT aesl28-cbc

State Username
Session started lab
Hmac State
hmac-md5 Session started lab
hmac-md5 Session started lab

TF¥aT7 VI LEESAF I
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B tx27> 0274202

KD showssh =~ o RO ABNTIT, N—T a3 245k (N—Ta 1R L) O#%D SSH
N=T g 2BLONRN=Va Y IHEROAT —F ANRFRENTNET,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%No SSHv1l server connections running.

&D showssh =~ > RO AFNZIE, N—Ta 28 (N—a v 18k L) OO SSH
N=Var 1 BRLON=Va V2RO AT —F APFIR SN TVET,

Devicet show ssh T

Connection Version Encryption State Username

0 1.5 3DES Session started lab
%No SSHv2 server connections running.

X7 VI AT—3FADMER

FIEDHEE

L 4&x—Jit
2. showipssh

3. exit

F IR D 48

avY REEEFT7IVaY =L
ATy T 4 *—J Ik il EXEC E— R& A 32 —7 /M LET,
cNRAT—KREANLET (ERENEHA) &

Bl :

Device> enable

ATy T2 showipssh SSHDONR—Ua U BIORET — X &R LET,

Bl :

Device# show ip ssh

X7 VI REHA KR
[ 40 | [



| EFa7vzun—vavargR—

txa7vrn—vavanr=ayrseusr I}

ATV RFERET7II Y BH#
ATvT3 exit FHEEXECE— R&E& T L, =—HEXECE— NIZKEDY
ij‘o
151
Device# exit

1

RO showipssh =~ > ROHAFNIE, HXh72 SSH ODR— 3 > BFEX A L7 7 ME, BLW
N=Ta 1 BILUOR=Va 28 OREOFRITRENE RSN TOET,

Device# show ip ssh

SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

KD showipssh =~ > RO NHNIZIE, A7 SSH DX—T 3 > BEEX A L7 7 ME, BEO
W=z v 28t (RN—a 18k L) OREOHFITRIHENAER RSN THET,

Device# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

WD showipssh =~ > RO ABNZIEL, A7 SSH O X—T 3> BEEX A L7 7 ME, BX O
N=Ua 1B (N—Ta 286k l) ORBFEOFRITEENAFRINTWET,

Device# show ip ssh

3d06h: %SYS-5-CONFIG_I: Configured from console by console
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

XA T7 OTIILIN—U3D20FZA Y UG L

FIEDHEE

1. £%2—T it
2. debugipssh
3. debugsnmppacket

TF¥aT7 VI LEESAF I
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X277 oz NnN—P3r2YiR—

FED
RERIFTI AL BrI
ATy T 42—k ¥i#E EXEC T— F& A 2 —7 WMIZ LET,
il : CNAT—REANLEYS (ERENEER) .
Device> enable
ATw T2 debugipssh SSH DT RNy 7B/ LET,
B -
Device# debug ip ssh
ATFvT3 debugsnmppacket TNA AN K 5 TEZFE S NTZT X TDSNMP /7 v
cOT Ny TEENLET,
B :

Device# debug snmp packet

1

K ® debugipssh =~ > RO FIIX, ##5i23 SSH N—T 3 v 28 CThHZ LR LET,

Device# debug ip ssh

00:33:55: SSH1: starting SSH control process
00:33:55: SSH1: sent protocol version id SSH-1.99-Cisco-1.25
00:33:55: SSH1: protocol version id is - SSH-2.0-OpenSSH 2.5.2p2

00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2

00:33:55: SSH2:
00:33:55: SSH2:

00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2

00:33:55: SSH2:

00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2

W 27 DI LREAAER
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send: len 280 (includes padlen 4)
SSH2_ MSG_KEXINIT sent

ssh receive: 536 bytes received
input: packet len 632

partial packet 8, need 624, maclen 0O
ssh receive: 96 bytes received
partial packet 8, need 624, maclen O
input: padlen 11

received packet type 20

SSH2 MSG KEXINIT received

kex client->server aesl28-cbc hmac-md5 none
kex server->client aesl28-cbc hmac-md5 none

expecting SSH2 MSG KEXDH INIT
ssh_receive: 144 bytes received
input: packet len 144

partial packet 8, need 136, maclen O
input: padlen 5

received packet type 30

SSH2 MSG KEXDH INIT received
s1gnature length 111

send: len 384 (includes padlen 7)

kex derive keys complete

send: len 16 (includes padlen 10)
newkeys: mode 1

SSH2 MSG NEWKEYS sent

waiting for SSH2 MSG_NEWKEYS

ssh receive: 16 bytes received
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00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:55: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:33:56: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
width 80

00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:04: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2

PR RPRRPRRRPRRRRRRRRRRRRRRRRRRRRRRRRRPRRRERRRRRRRRRRPRRRERRRRRRR

PR RPRPRRRRPRRRRRRRRRR R R

XTI N=CaV20EZR T LR

input: packet len 16
partial packet 8, need 8,
input: padlen 10

newkeys: mode 0

maclen 0

received packet type 2100:33:55: SSH2 1: SSH2 MSG NEWKEYS received

ssh receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #3 ok

input: padlen 10

received packet type 5
send: len 32 (includes padlen 10)
done calc MAC out #3

ssh_receive: 64 bytes received

maclen

input: packet len 48

partial packet 16, need 32, maclen
MAC #4 ok

input: padlen 9

received packet type 50

send: len 32 (includes padlen 13)
done calc MAC out #4

ssh receive: 160 bytes received
input: packet len 64
partial packet 16, need 48,
MAC #5 ok

input: padlen 13

received packet type 50
send: len 16 (includes padlen 10)
done calc MAC out #5
authentication successful for lab
input: packet len 64
partial packet 16, need 48,
MAC #6 ok

input: padlen 6

received packet type 2

ssh receive: 64 bytes received
input: packet len 48
partial packet 16, need 32,
MAC #7 ok

input: padlen 19

received packet type 90
channel open request

send: len 32 (includes padlen 10)
done calc MAC out #6

ssh receive: 192 bytes received
input: packet len 64
partial packet 16, need 48,
MAC #8 ok

input: padlen 13

received packet type 98
pty-req request

setting TTY - requested: height 24,

maclen

maclen

maclen

maclen

input: packet len 96

partial packet 16, need 80, maclen
MAC #9 ok

input: padlen 11

received packet type 98
xll-reqg request

ssh receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #10 ok

input: padlen 12

received packet type 98
shell request

shell message received
starting shell for vty
send: len 48 (includes padlen 18)
done calc MAC out #7

ssh_receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,

maclen

maclen

16

16

16

16

16

16

width 80;

16

16

16

set: height 24,
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00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:07: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH1:

FRRPRPRRPRRRPRRPRRRRRRRRRRRRRRRRRRRRRRRRRRERRRRRRRRERR

tXa7 oxN—3a3 0 29R— FORER

: MAC #11 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #8

ssh receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #12 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #9

ssh_receive: 48 bytes received

maclen

input: packet len 32

partial packet 16, need 16, maclen
: MAC #13 ok

input: padlen 17

received packet type 94

send: len 32 (includes padlen 17)
done calc MAC out #10

ssh receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
: MAC #14 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #11

ssh receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #15 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen
done calc MAC out #12

send: len 48 (includes padlen
done calc MAC out #13

send: len 16 (includes padlen 6)
done calc MAC out #14

send: len 16 (includes padlen 6)
: done calc MAC out #15

Session terminated normally

maclen

maclen

tXxaF oI N—Tav2hR—F

16

16

16

16

TtXa7 oz N—2a3 29 KR— OKREH

1 -

X7 oI NN—a3 0 1DETE

Device# configure terminal
Device (config)# ip ssh version 1

1 -

XA F7 oI N—3020DEF

Device# configure terminal
Device (config) # ip ssh version 2
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Device# configure terminal
Device (config)# no ip ssh version

Bl :)E—FTNARXATOESILEY L a2 DA

Device# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24

Bl : —/\H 4 k SCP DERE

WOFHITrE, SCP OV — MARREDR T HEEZ R LET, ZOBITIE, T35 A TDAAAFIER
JORBAILFRELTWET, ZOFITIE, B— A NVIEEIN 2 —TL L RATU—R&EH L
\iﬁqo

Device# configure terminal

Device (config) # aaa new-model

aaa authentication login default local

aaa authorization exec default local

username samplename privilege 15 password passwordl
ip ssh time-out 120

ip ssh authentication-retries 3

ip scp server enable

Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

) #
) #
) #
) #
) #
) #
5 : SNMP 35 v JDKETE

WORFITIE, FEFHDSNMP 7 v 72 xLET, b7 v 7@, SSHE Y Y 2 VKT
HEREPNCAERSNET, Z0fldDa, b, ¢, diZSSHZ 7472 hOIPT KL ATY, SNMP
c7 w7 TRy ZTHAOFENHOWTIEL, 6] : SNMP DTNy 7, (48 X—) | OB I v 3w
EHILTLS N,

snmp-server
snmp-server host a.b.c.d public tty

Bl : SSH¥x—KR—F 42250 T4 TFEL

Bl: 25472 MUDT N TDEHIE

WOBITIX, 77472 MUADOT N TRA U NZli>TEY, Va7 homg KRN 6 (SSH F—
R=RA BT T 4 TRIEFRDEZDIZ 3D, NAT— RFFEFRDZDIZ3 D) 12T
F9,

Password:

X7 VI REHAKR
I .H'ﬂ.
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Bl :SSH¥—FR—K 12859574 TR

Password:

Password:

Password:

Password:

Password: ciscol23

Last login: Tue Dec 6 13:15:21 2005 from 10.76.248.213
userl@courier:~> exit

logout

[Connection to 10.76.248.200 closed by foreign host]
Devicel# debug ip ssh client

SSH Client debugging is on
Devicel# ssh -1 lab 10.1.1.3

Password:

*Nov 17 12:50:53.199: SSHO: sent protocol version id SSH-1.99-C
*Nov 17 12:50:53.199: SSH CLIENTO: protocol version id is - SSH
*Nov 17 12:50:53.199: SSH CLIENTO: sent protocol version id SSH
*Nov 17 12:50:53.199: SSH CLIENTO: protocol version exchange su
*Nov 17 12:50:53.203: SSHO: protocol version id is - SSH-1.99-C
*Nov 17 12:50:53.335: SSH CLIENTO: key exchange successful and
*Nov 17 12:50:53.335: SSH2 CLIENT 0O: using method keyboard-inte
Password:

Password:

Password:

*Nov 17 12:51:01.887: SSH2 CLIENT 0: using method password auth
Password:

Password: lab

Device2>

*Nov 17 12:51:11.407: SSH2 CLIENT O: SSH2 MSG USERAUTH SUCCESS
*Nov 17 12:51:11.407: SSH CLIENTO: user authenticated

*Nov 17 12:51:11.407: SSH2 CLIENT 0O: pty-reqg request sent

*Nov 17 12:51:11.411: SSH2 CLIENT 0O: shell request sent

*Nov 17 12:51:11.411: SSH CLIENTO: session open

Bl : TS99 INRID—FKOZEHEIZK % ChPass DE%NE

OB TIiL, ChPassHEREN AN > TEY, SSHF—R—F A
LCT I 7 MRAT— RKMEFREINTWET, TACACS+ T 7 & A
. Ny 7T FAAA =L L THEAHESNTWET,

Devicel# ssh -1 cisco 10.1.1.3
Password:

0ld Password: cisco

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

{5 : ChPass DEMER L VHEIOST A O THD/INRT—FREHR

isco-1.25
-1.99-Cisco-1.25
-1.99-Cisco-1.25
ccessful
isco-1.25
encryption on
ractive

entication

message received

2T 0T 4 7RGk R A
oy hae—LH— (ACS)

OB TiL, ChPass BERENARNIC 72> TE Y, TACACS+ACS 1INy 7o R P— L LT

SNTWET, RAT—=KRE, SSHXF—R—KA L XT7 7T 4 7R
AU TEREINTWET,

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

W 27 DI LREAAER
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Your password has expired.

Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3

Password:ciscol

Your password has expired.

Enter a new one now.

New Password: cisco

Re-enter New password: ciscol2

The New and Re-entered passwords have to be the same.
Try again.

New Password: cisco

Re-enter New password: cisco

Device2>

5] : ChPass DEMILH LUV IEAT A U LT=BD/INRAT— FDOEH

WO TliL, ChPass #EREN AN/ > CTED . TACACS+HACS 1INy 7 K AAA — & L
THEHENTHWET, SAT—RZ, SSHF—FR— R A 2575 4 TRAFXNZ2FHEHA LT3
a7 A v LT RICHIRREIIC 0 £,

Device# ssh -1 cisco. 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.

Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2>
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%l : SNMP DT /Ny %

KIZ, debugsnmppacket =~ > ROH DB Z R LET, HHIZIE, SSHE >~ 2D SNMP
T IERPEENET,

Devicel# debug

snmp packet

SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2

Password:
Devicel2# exit

[Connection to
Devicel#

10.0.0.2 closed by foreign host]

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2
*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6

tcpConnEntry.1l.

10.0.0.1.22.10.0.0.2.55246 = 4

ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015
ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 1056
ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 = 1392

local.9.2.1.18

.2 = lab

*Jul 18 10:18:42.879: SNMP: Packet sent via UDP to 10.0.0.2

Devicel#

5 . SSH DT /\v J Di&1k

KIZ. debugipsshdetail =~ > RO FIZR LET, HICiE, SSHY v f 3 b F v rVER
BT 57 Ny ZIERPEENET,

Device# debug ip ssh detail

00:04:22: SSHO:
00:04:22: SSHO:
00:04:22: SSHO:
00:04:22: SSH2
00:04:22: SSH2
00:04:22: SSH2
00:04:22: SSH2:
00:04:22: SSH2
00:04:22: SSH2
00:04:22: SSH2:
00:04:22: SSH2
00:04:22: SSH2
00:04:22: SSH2
00:04:24: SSH2
00:04:24: SSH2
00:04:24: SSH2
00:04:24: SSH2
00:04:24: SSH2
00:04:24: SSH2
00:04:24: SSH2
00:04:38: SSHO:

starting SSH control process

sent protocol version id SSH-1.99-Cisco-1.25
protocol version id is - SSH-1.99-Cisco-1.25
0: SSH2 _MSG_KEXINIT sent

0: SSH2 MSG KEXINIT received

:kex: client->server enc:aesl28-cbc mac:hmac-shal

kex: server->client enc:aesl28-cbc mac:hmac-shal
0: expecting SSH2 MSG KEXDH INIT

0: SSH2 MSG KEXDH INIT received

kex derive _keys complete

SSH2 _MSG_NEWKEYS sent

waltlnq for SSH2 ~MSG NEWKEYS

SSH2 MSG NEWKEYS received

authentication successful for lab

channel open request

pty-req request

setting TTY - requested: height 24, width 80; set: height 24, width 80
shell request

shell message received

starting shell for vty

Se551on terminated normally

OOOOOOOOOO

KIZ, debugipsshpacket =~ > RO AflZ R LET, 2L, SSH Y7 > MZET 7Ny
TIEMPEENET,

Device# debug ip ssh packet
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00:05:43: SSH2 0: send:packet of length 280 (length also includes padlen of 4)
00:05:43: SSH2 0: ssh_receive: 64 bytes received

00:05:43: SSH2 0: input: total packet length of 280 bytes

00:05:43: SSH2 0: partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
00:05:43: SSH2 0: ssh_receive: 64 bytes received

00:05:43: SSH2 0: partial packet length(block size)8 bytes,needed 272 bytes, maclen 0O
00:05:43: SSH2 0: ssh receive: 64 bytes received

00:05:43: SSH2 0: partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
00:05:43: SSH2 0: ssh receive: 64 bytes received

00:05:43: SSH2 0: partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
00:05:43: SSH2 0: ssh_receive: 24 bytes received

00:05:43: SSH2 0: partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
00:05:43: SSH2 0: input: padlength 4 bytes

00:05:43: SSH2 0: ssh_receive: 64 bytes received

00:05:43: SSH2 0: input: total packet length of 144 bytes

00:05:43: SSH2 0: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
00:05:43: SSH2 0: ssh_receive: 64 bytes received

00:05:43: SSH2 0: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
00:05:43: SSH2 0: ssh receive: 16 bytes received

00:05:43: SSH2 0: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
00:05:43: SSH2 0: input: padlength 6 bytes

00:05:43: SSH2 0: signature length 143

00:05:43: SSH2 0: send:packet of length 448 (length also includes padlen of 7)
00:05:43: SSH2 0: send:packet of 1length 16 (length also includes padlen of 10)
00:05:43: SSH2 0: newkeys: mode 1

00:05:43: SSH2 0: ssh_receive: 16 bytes received

00:05:43: SSH2 0: input: total packet length of 16 bytes

00:05:43: SSH2 0: partial packet length(block size)8 bytes,needed 8 bytes, maclen 0
00:05:43: SSH2 0: input: padlength 10 bytes

00:05:43: SSH2 0: newkeys: mode 0

00:05:43: SSH2 0: ssh receive: 52 bytes received

00:05:43: SSH2 0: input: total packet length of 32 bytes

00:05:43: SSH2 0: partial packet length(block size)l6 bytes,needed 16 bytes, maclen 20
00:05:43: SSH2 0: MAC compared for #3 :0k

X7 Dz N—23 2029 R— FDEMFR

EEEH

ESPERE=]
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CiscolOS =< K

[Cisco I0S Master Command List, All Releases.]

AAA
RAMABIOEAR RAL VOFREL AT
X 2T Vo ILDOREZ AT

[E¥=2VT 44 arr74Xal—var A
K:o— FH—be20tXa 7 ¢ {fi#]

V7" 2T A A=V DX a— K

AR E D HLAEE

[ Cisco 10S Configuration Fundamentals = >* 7 1
Xal—ar A K]

IPsec DR EVEE

[CiscolOSETEX=2VFT 4 a7 4FXa2l— 3
v H A K : Secure Connectivity]

SNMP k7 v 7 DREX AV

[SNMP Configuration Guide ]
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X7 oxbN—2 3024 R— FDOHREER

X7 Pz NN—=Par2YR—+

HeEA

1) ==

HAEEHR

X7 v RN—=T a2
DFEHENLR

X7 v R—=T g2
DOFEREPLIRIZIX. VRF aware
SSH. SSH 7 /3w 7 HReEdLak.
BXODH 7 Vv—7 14 BL O
16 DY HR— R e ED, B
MHEEREN N oG EN TV E
R

WD~y RPEANEITEE
SHE L7, debugipssh,
ipsshdhminsize,

X7 e N—T g2
D RSA F—IZB89 DRERETLIR

RSA ¥F—DtF 27 =)L
N— a2 BERENRIRIZ I,
SSH [f]1} RSA F— _X—2Z D
A —HFRRERL, SSH ¥ —/3 78
A b F— ORAFRRRED H AR —
R LD, BHWEEED < D70
BERLTVET,
ROA~ L RPEAETITET
SNE L
ipsshpubkey-chain,
ipsshstricthostkeycheck,
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tFxa7 b A—HYEIAAKXDETE

EXaT v 2—PRAEF OB EMEEIC L > T, ¥¥ 27 Y=/ (SSH) H— S THEH
AlREe L — WRGE R AR ETE ET,
© BERETE SR OMERS, 53 ~N—v
* EX 2T o VORIKEE 2 —YRRAE S RORE, 4 ~—Y
C X T v VBT AN = PRREEA RO E, 54 N—
C X a7 Vx VOREFE 2 —PREEF OB ETE, 54 N—
* X 2T o VORER - = PREEFRORE, 57 N—¥
* EX 2T o LOBIER - 22— VRRAE S ORE, 58 N—¥
* BFR 2T v VORERER - 2 —PREE T RORE, 59 N—Y

| K 3
PMERETRERDTERR
THHOY 7 2T VY —RATIE, ZOFEVa— A THRAINDLTRTOBRENTFR— &N
TWD EIERY A, EFTOMRET G X OEEIZ- DV TIE, Bug Search Tool 38 L ONZTHEH O
TS5y RN —BLRNY 7 h 2T V=20V ) —2 ) — 2B LTI, ZOF
Va— /LT SN AOMREICEET 2. BLOSHENTFR—rSd ) ) —2A0—&E|Zo
TiE, BREEROREZSR LTI EI N,

TT v "7 —BDOPR— FBIOV A2 YT vy =T A A=V OV KR— MIMET D IERE HRE
9 %121, Cisco Feature Navigator % ffi il L £3°, Cisco Feature Navigator (27 7 & A9 521X
www.cisco.com/go/ctn (ZFEHEN L F9°, Cisco.com DT AV > MILEH Y FHA,
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X217 VT A—PBIARORE |
B 527 U LORMEE: - TRIEARORE

X7 DILOFRIEE 1 —HRAAXDEKRE

¥ a7 =zl (SSH) — L SSHZ FA4 T v ME, T—FEE{Y 7 rv=7 (DES) (56
By ) BEIO3DES (168 E Y h) £ A=Y TORAYR—FENFET,

X7 Oz )VIZEATAER : A —YEEAKXDETE

X217 o)L A—HRIEOHE

X227 b (SSH) #EHTLHZLICL->T, SSHZ 94T 2 MEIv A3 T34 & (Cisco
IOSSSHY—%) Ik LT X =27 TR SN 2. T £9, SSHZ 74 7> MESSH
T bhanrEER LT, T ARFEEREELEFEITLET,

SSH —H‘*‘/\ j: 3 %ﬁiﬁ@ﬂ _H-utu uﬁﬁﬁ%ﬁ-j‘% }‘ L \_j/LrO@wLa uﬁﬁﬁ%gﬁu %éhfz{k
DIEFFTSSHZ 74 7> MIEELET,

¢ /\Bﬁg‘\"*‘muuﬁﬁﬁ

X —AR—NA XTI T ¢ TRFESHX

* XA U— RFREES
T 7 AV TR, IRTO2—=YRIETADADI 2> TOET, L7 T7 A% SSH . — V58S
Zu halrTtrIvEm— FENROE D ITRED 2 —VREREE BT 512, n01p sshserver
authenticate user {publickey | keyboard | pasword} =~ > REfEH L E 3, ZDOHEEIZL > T, SSH
= NE, FANCERSINTNAF L ITER R DA CHEO 2 —VRBIEF A5 Tff“% £, ip

sshserver authenticate user {publickey | keyboard | pasword} =~ > R&flifH 325 & Hhpo—F
AL REGINCT HZ M TEET,

RFC4252 (¥ =7 L=/ (SSH) FIF7m ha/) oY . A —_ RIS EATT,
ZDOHREIZ Ko T, SSHY—/XTRFC DENMER A ——F 4 LT, AF itz & ED
SSH = —WRGEF KA Whc T LM TE £,

fl&}\;_@i\ SSH #—/NT/R AU — ntuuﬁﬁﬁé’fﬁ j—éﬁm\ SSH ﬁ—/\T/\F%'?J:\"—umquiTc‘:
X—R—RA BT I T 4 TR REEHNT DM TEET,

t:¥1791)bo)§§;ﬂ€755£ - n:L.\nIEjj__td) Qiﬁif

SSH H—/\ 0):'- "fmunl_l:@Eﬁi

TDOEATHEFETLTC, BXaT Pzl (SSH) —A_"TOa—PFRIFFRERELET,

X7 VI REHAKR
[ 54 | [



| &*a7vzi:a—vEEsROEE
sshy—nox—vRiEnz: M

FIEDHEE
1 4&—Tit
2. configureterminal
3. noip sshserver authenticate user {publickey | keyboard | pasword}
4. ip sshserver authenticate user {publickey | keyboard | pasword}
5. default ip sshserver authenticate user
6. end
F IR D8
ARV RFERERETIVa Yy B8
ATv 71 A4 x—T Lt FiHE EXEC £ — R& A 2 —T7 /LT LET,
. CNAU—REANLET (ERINWESE) .
Device> enable
ATFv T2 configureterminal ra—) ary7 4 Xal—ary ET— FEEEBLE
—a—o
i -
Device# configure terminal
2FvTS3 noip sshserver authenticate user {publickey | = % =7 3 =/l (SSH) #— ST —H20EHHF A4 EL)
| keyboard | pasword} W LET,
GE) no ip ssh server authenticate user publickey =~
2K v REMER L TART —#EE T 5 L
Device (config)# no ip ssh server %ld:l:} V=V RER INET, Zoavw R
authenticate user publickey 13, /AFﬂE] #_%@gﬁﬁg“ é/g\f% AL ﬁ)gﬁga h
%SSH:Publickey disabled.Overriding RFC TUWA RFC4252 (% =7 =/ (SSH) &
AEZ v b a) OEfEEA— =T A FLZE
R
RTFv T4 ip sshserver authenticate user {publickey | |SSH H— X CHZIZ/2 > TV S 2 — WA 1L 2B
keyboard | pasword} LE,
i -
Device (config)# ip ssh server
authenticate user publickey
RATFvw S5 default ip sshserver authenticate user FTRTCOZ—VPIE SR ERNCER I NTIEFTHS
(272> TWDT 7 4 /v FOBIEICRY £,
il -
Device (config) # default ip ssh server
authenticate user

X7 VIREHA KR
I .iﬁﬂl



B ssHy—o1-FRIEOHKR

X7z a— —‘j-uuu].—tﬁ_to)ngi I

AU REEETIVa Y

S]]

ATvT6 end

11 -

Device (config) # end

Ja—r\ )L ar 7 4 Xal—grET— REKRTL, K
e EXEC £ — FIZEY £,

FSTLYa—TavTDEY R

* no ip ssh server authenticate user publickey =~ > KZ{li ] L TAB ¥ —X— 2 DFFEH X%

BT D &

/./A\Eﬁ %—%wu thE7j\M‘
DENERA—"—T A FE&i,

HODORFC4252 (% =7 =)V (SSH) #RiF7 v k=)

WDEL X v —UNERENET,

$SSH:Publickey disabled.Overriding RFC

3OFTRTOFRAST NI e > TV DA, RO

HA Y=V REFINET,

%$SSH:No auth method configured.Incoming connection will be dropped

* 3 OTRNTOBFES RN SSH — " TE /2o TWNB L&
Ty va VEREZELESGA.

\ZSSH 7 747 kx5 SSH
EHEDRITSSHY— AT Ry 7SR, ROBATY 27

Lot Ay—URERENET,

$SSH-3-NO_USERAUTH: No auth method configured for SSH Server. Incoming connection from
<ip address> (tty = <ttynum>) dropped

SSH -lj-_/ {0)1 -U:nu..\nlEo)EEnm\

FIEDHE

L 4&—Jit
2. showip ssh

F IR D 48

ATY 1 A4%x—T )Lk
¥i#E EXEC T— F& A 32— 7 M LFET,

CNAV—=FREANLET (ERSNHE

1 -

Device> enable
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I X7 )L a— -H;m.\nl—tj]__tGDBQE

ATy T2

%27 v oBeh  a—vRasrone I

showip ssh
X a7 vxb (SSH) ON—Va VBRORET —# 2K~ LET,

il
W ® show ip ssh =~ > RO AFITIL, 3 2T _RCOZ—HPFEFEST A SSH — X THIZ2 > T\ D
— & %6@!}&‘[/32#0

Device# show ip ssh

Authentication methods:publickey, keyboard-interactive,password

K ® show ip ssh =~ > RO I TIX, 3 2T X TCOZ—HFFEHF AN SSH — T2 > T D
ZLEMRLET,

Device# show ip ssh

Authentication methods:NONE

tXa7 DT LDOFRER A —HREEAXDERE

1

1

ﬂ'b\l:IIEﬁ_ta) 7 X j]1t

{k@gﬂf@ &F’fﬁ%%“\%X@quﬁfi’inﬂF T }"\*‘X @wqujiJc%EQj \ INAY —
RR—Z2DFWIFFRNEFEHLUTSSHY FA4 7 > FARSSHY—RNZHEFTEX D LT 2 HER2T
L/i—a—o

Device> enable

Device# configure terminal

Device (config)# no ip ssh server authenticate user publickey
%SSH:Publickey disabled.Overriding RFC

Device (config)# no ip ssh server authenticate user keyboard
Device (config) # exit

IILAHIE:JEi-t:(I):¢§-56h‘1t:

{k@{ﬂfbi /\F'fﬁ%“*’\%X@qujiT?inﬂ’r T*‘}‘/\*‘X@wuumﬁﬁgfﬁ)‘j Téﬁff%
RLET,

Device> enable

Device# configure terminal

Device (config)# ip ssh server authenticate user publickey
Device (config)# ip ssh server authenticate user keyboard
Device (config) # exit
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B 5 oL 01— SREFRORE

Bl FI24HILFDI—HEE

WOFITIE, 3 2T _RTHO2—PR
N OEEICRT HiEE R LET,

Device> enable

Device# configure terminal

AEA X DERTE

X7 oL A—HRAAXDETE

ES AP FANCER SNTNEF THDT R > TWDT 7 4 b

Device (config) # default ip ssh server authenticate user

Device (config)# exit

X7 P I)LOEMER : A—FREARXDETE

EEEE

I=—aF7ILAA LI
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[Cisco I0S Master Command List, All Releases.]

X274 av R

* [CiscolOSEHXx=2VF ¢ a~v U7y
Ly A avwyr RA~C)

* [CiscolOSE®F=2VUT 4 a~r KU T7
LA :a<w KD~LJ

* [CiscolOStEHXx=2VFT ¢t a~vw KU Ty
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* [CiscolOS X2V FT 4 a~wr N7y
LU A avw s RS~2Z]
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Bdl] 9

A aADYR— F Web A K TlE, > A=a@ | http://www.cisco.com/support
LT 7 /e —IllTD N T Ty a—
T4 TR EINTWEETH LI, v==
TR —NVEIZLO LT HEERA T A

VY —=2%&#MEL TWET,
BHEWORGOEF 2 U T 1 FHRSOHEINEHRZ
AFT5H720IZ, Cisco Notification Service (Field
Notice 2> 7 7 &£ A) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — R EOKHEY—ERITIMATEET,
TAADYR— bk Web A FDY =T 7

T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

X7 U )LOBERETFHR A —HYRAMARDERTE

ROFIZ, ZOFY2—/L T LEEICET ) ) —AFHe R LET, ZoRET, Y7 b
V=7 VU= bbA U THEBEOY R — PN EASNIZEEDOY T by =T V) —=RIZT%
ARLTWET, ZOMEEIL, FrICE D BRWIRY . 2O —#HD Y 7+ v =7 U U —ZThH
PR—FENET,
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. ¥a7 /I)bo)*&hb'rﬁiﬁ a1— -‘j-uu uEﬁ_tO)EQE

R4 X277 DTILOBERR: 1 —YRAARDE

X7z a— —‘j-uuu].—tﬁ_to)ngi

e ))—= HRETEER
X =27 b a—¥EEEE | Cisco IOS XE Release 3.10S X7 vl 22—
FHROFRE FROBERERERIZE->T, &

a7 =/ (SSH) H#—/ 3T
i AT BE 7 = — P RGE A 3%
ETEET,

ROa~ FPRHASHLEL
7z, ip sshserver authenticate
user,

Z OF%REIX. Cisco I0S XE
Release3.10 T, Cisco ASR 1000
V=X T TV —a v
P—E R N—FZEASHFE
L7,
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%6%

SSH :2SF M X.509v3 sFEAZE

SSH ZZFED X.509v3 ZEAEMEREI T Y — 8 L TX509v3 7 P 2 LVEEAE A L, B — Ml T Secure
Shell (SSH) = —VRGEZEMEA L £,

ZOETV2—ATE, TUINGEAEROY —NEBRLOCa—FRERHET 7 7 A VERET D7
EIZOWTHBLET,

* BEEEEHOMERE, 61 ~—v

* SSH FHRED X.509v3 FERE ORiiESlE, 62 ~—v

* SSH ZZiED X.509v3 FEFE ORI FE, 62 ~—

* SSH RFEAH O X.509v3 GEHIEIC BT 215, 62 ~—

* SSH #FEMH D X.509v3 GEE O EST1E, 63 ~—

* SSH FHFEAH @ X.509v3 GEE DR ER], 67 ~—

* SSH FERED X.509v3 GERIEICB T 2 B0N1E R, 68 ~—

* SSH #EFED X.509v3 FEEHE OEREFH, 69 ~—

AR DR

CHHOY 7 R 2T UY—ATIE, ZOFY 22— L THBHENETRTOMBENRYR— F &

TWDEEFRY /A, RFTOBERERE SIS LI 2V TiE, Bug Search Tool 3 L NTHEH D

Ty N7 —LBILRNY T 2T V) —ZADY Y — 1/—F%ﬁ%LT<ﬁéWo:®%

Va— /LT SN HHEREICET 2. BLOSEERTR—rsd ) UV —2D—EZon
TIE, HRBEEROREZSRL TIES N,

Ty N7 —ADOVR—FBIR A YT 2T A A=V OV R— MIET HIERERR
F %121, Cisco Feature Navigator i/l L £, Cisco Feature Navigator (27 7 & 23 % |Z1%
www.cisco.com/go/ctn IZFBEE) L £9, Cisco.com DT AT MIMNEDHY FH A,
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SSH Z2ZE 0D X503 SERE |
B sSHEE O X503 SEAE BTG

SSH Z2EF ) X.509v3 SFBAE DRIIEE A

* SSH #EFED X.509v3 FEPAEREEE CTlX. ip ssh server authenticate user =~ > KO H D [T ip
ssh server algorithm authentication =~ > N7V E A I 41U E 9, ip ssh server authenticate user
Ay REHTLL, ROEEA Yy E—VRERINET,

Warning: SSH command accepted but this CLI will be deprecated soon. Please move to new
CLI “ip ssh server algorithm authentication”. Please configure “default ip ssh server
authenticate user” to make CLI ineffective.

° ip ssh server authenticate user =~ > FOEELZ (T 72\\ 1K 9123 5HITI1E, default ip ssh
server authenticate user =~ > RZEH L EJ, D%k, 10S X277 v =/ (SSH)

H— (% ip ssh server algorithm authentication =~ > K2/ L CEEI L £,

SSH :2ZF D X.509v3 SFBAE D HIFEI1E

* SSH ZR3F D X.509v3 FiFFE fRE D FEE L, 10SEF 27 > =L (SSH) oL T F
Er

* JOS SSH H—/3i%, 10S SSH H— Al DB —338 L OV —WFREEIZ DV T, x509v3-ssh-rsa 7
NTFY XK RX—Z2ADFEAEDOHLZHFR— M LET,

SSH ZZEFFA M X.509v3 SEBRZE (B9 15

FT 4% LAIAE

SHAEOH L. AFHBAX — L FOBLEOTAT T 4T 4 & OEEOMRIITEMELET,
X.509v3 . (RFC5280) DT UHNVGEHEIL, TAT T 47 4 OEBEEFEITTH- O &
NET, FETE 20— FEVIRER & = O T RGEIMEEIIC X 2 B4 O#EHIZ X - T, fREDAR
BLX—EREDT VHANTAT T AT ADBNNA L REnET,

NHF— A T7TANTIF v (PKI) O T ARKA Y ME, T VXNV GEREOERICKENLD
FT, GEAEL P TR MRSV M EEEMIT LA EICk o T, FEAER B CTEET, FT AR
RA Y M, #GER (CA) | SESERTATUT AT AT A—H, BXOT VX ILFEHE
BT 2EENEENTOET, DO NT A MRA VM 2ERL T, B/ 250 EIC B AT
HTENTEET,

X.509v3 Z={EAL = —/\&J:U:L —HEREr

Y SRRREDOY &, 10S EF 27 T =)L (SSH) DHEBO7ZOIZ N AKRDREAEZ SSH 7 7 A
7 MIEE Liﬁ‘o Z OV —NEEAEE, G E T R 77/1'/1/ (ssh-server-cert-profile-server
AT 4 Fal—va s E— ) TREINZ FT A MRA  MIBEEMST O ET,

X7 VI REHAKR
[ 62 | [



|  ssH i x500v3 SEEAE

ssH 2o xsoo3 stz ES =

2—WHIEDOLA. SSHZ T4 7 2 S BHERD -1l 2 —HF DFEIFAE % 10S SSH — NZiEE L
£9, SSH #— 3%, — 3FEE T 1 7 7 1 /L (ssh-server-cert-profile-user 2> 7 ¥ = L —
var E—K) Eﬁﬁ?éﬂt/\ﬁﬁ% AVTIANTZF v (PKD) T ARKRA L FERFHEAL
T, XELlca—ViAEL R L E 7,

F 7 40 FTlE, FERAEAR—ZOFEEN, 10S SSH — N R TH— "B LR —HFIZx LTH
T2 > TUWET,

SSH n'L,\niEﬁd) X 509"3 nIEEﬂid) I:HEjj_lf
H— NI T ORILGERAEZERAT 57=H®D 10S SSH —/\DEE

FIEDOHME
1. £x—T it
2. configureterminal
3. ip ssh server algorithm hostkey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}
4. ip ssh server certificate profile
5 H—N
6. trustpoint signPKI-trustpoint-name
1. ocsp-response include
8. end
FIEDFEH
ATV RFERETOIVaY =[]
ATvT1 4 r—T )Lt ¥t EXEC & — F& A X —7/WIC LE T,
- CSAT—REANLET (ERSNEZHAE) .
Device> enable
2Ty T2 configureterminal Ja—)arZ 4 Xal—yarE— REREBELET,
il -

Device# configure terminal

TF¥aT7 VI LEESAF I



SSH SBEI () X509v3 SIBAE |

B v BT LARELERT 5200 108 SSH Y — /1 DRE

ARV RFERRETI VA Y

E:g)

RATFvT3 ip ssh server algorithm hostkey RARNF—=TNITYXLDNEFEZERLET, X7
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa 2zl (SSH) 7 54T hE Ry o —hENB5DIT.
[x509v3-ssh-rsa]} BEEL DT LAY R ADIHTT
1 GE) I0S SSH #—3121%, 1 DLL EORREFAA A b

X— T NTY XLPMETT,
Device (config)# ip ssh server algorithm
hostkey x509v3-ssh-rsa * gsh-rsa : Q§Eﬁﬂ?“‘f{‘—;K§§§E
* x509v3-ssh-rsa : lE]E~— A FHFE
ZF w74 |ipsshserver certificate profile A ET T 7 7 A L O — P E T T T 7 A
NEBREL. SSHIFHE 0 77 AL a2 7 4 X o l—
i varE—REMHBLET,
Device (config)# ip ssh server
certificate profile
ATvT5 H—N Y= GERET B 7 7 A VAEFE L, SSH H— SiEHE Y
N7y ANDI—Y LT 4 Falb— g FT— KRBk
1 LET,
Device (ssh-server-cert-profile) # server
ZFw 76 | trustpoint signPKI-trustpoint-name ABF— 42T FART s F v (PKD) FF A RFEA L R
B —EEET DT 2 A AT X v F LET, SSH H—
Bl ANE, ZOPKL N7 A RARA 2 MBS B R E
Device (ssh-server-cert-profile-server) # éf%%h_/§§g§ @:ﬁﬁfﬁ[,ﬁf‘fo
trustpoint sign trustl
ATy I1 ocsp-response include (%) Online Certificate Status Protocol (OCSP) DJ5%& &
721X OCSP A7 —7" Y v 7 %Y — NGEHE & — Ik fE L
i w8
Device (ssh-server-cert-profile-server) # GE) FIFINVETIIZDavwy RO Tno) BB ERTE
Pesprresponse include SRTHY | OCSP I I — ST & —HiIC
TEE SN EHE A,
ATvT8 end SSHY — NFFHET T 77 A A OP— R a7 f Fa b —
YarE— RNz T L, FHEEXECE— FZBMLET,
il -

Device (ssh-server-cert-profile-server) #
end
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|  ssH i x500v3 SEEAE

1—FRAAOI—FOT oL LEHEERET S-0010sssHH— 0%E [

—FRIAAOL—HOT 2 INREERET 51 DIOSSSHY —

NS —
AN 0) AX
FIEDHEE
1. £x—TLit
2. configureterminal
3. ip ssh server algorithm authentication {publickey | keyboard | password}
4. ip ssh server algorithm publickey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}
5. ip ssh server certificate profile
6. user
1. trustpoint verifyPKI-trustpoint-name
8. ocsp-response required
9. end
F D 8
ARV KFFERETIVa Yy EL:3]
ATv 71 47—k Fi#E EXEC £ — R&A X —7 VI LET,
. " RAT—REANLET @ERSAEHD) .
Device> enable
ATFw T2 configureterminal Ja—N)L ary7 4 Fal—gy ET— REREBELET,
i :
Device# configure terminal
2TwvS3 ip ssh server algorithm authentication | —¥#IE7 /LI XADIEFZEHZLET, X 2T ¥

{publickey | keyboard | password}

51

Device (config)# ip ssh server
algorithm authentication publickey

)b (SSH) 7 9AT v eIy —ENDEDIT, HTEHL

DT NI Y XEDHTT,

GE) I0S SSH H—/NZid, 1 DL EORRE #  +— Y38
RET VT U X APLETTY,

GE) a—WREFEICRE E A A 35121, publickey
F—U—FERETLILENRDH D 7,

GE) ip ssh server algorithm authentication =~ > N{X, ip
ssh server authenticate user =~ > N|ZE X #ib 0 £
K
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SSH SBEI () X509v3 SIBAE |

B 2 VIR0 OTF o LABEERRT 5100 108 SSH Y — /1 DRE

ARV RFERRTI VY

B

RATFw T4 ip ssh server algorithm publickey NRF— T NI XLDNEFETEFLET, SSHZ 7147~
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa MZ X o> Ca—YRIFICH T INLDIL. BEFEHLOT L
[x509v3-ssh-rsa]} Y 2 ADLTE
1 - GE) IOSSSH 7 74 7 MZi, 1 DL EORREF AL

B — 7T Y XABMETT,
Device (config)# ip ssh server
algorithm publickey x509v3-ssh-rsa * ssh-rsa : Q:EﬁgE__,{__;zaggm
* x509v3-ssh-rsa : FIEHE~— AEREE
27w 75 | ip sshserver certificate profile A ET T 7 7 A L L O —F AT T T 5 A L
EREL, SSHitHEZn 774 ar 7 4 Fal—a v
i E—RFZBRBLET,
Device (config)# ip ssh server
certificate profile
ATYT6 user A—FREAET 07 7 AV AEFRE L, SSH B — NiEE T m
Tr7ANDA—Y 2T 4 Fal—arT— e LE
B 4,
Device (ssh-server-cert-profile) # user
27w 71 |trustpoint verifyPKLtrusipoint-name | %5 i 2 —YREH BRI S AMF— A L7 7
ARNZF7Fx% (PKI) NTAMKRA U MERELET,
| - . . 3. st s - st —
B (B U=y FERRRIETTS 2 LT, 8O b
Device (ssh-server-cert-profile-user) # ARKRA L FERELET, RKRK10D KT AR
trustpoint verify trust2 I,
AV FERETEET,
ATvT8 ocsp-response required (EE) =5 L7c=—WEEHEIZ L % Online Certificate Status
Protocol (OCSP) DJHEDA A HR L ET,
1| - N > -/ 1 N ==
il : ¢=3) T7AN R TIEZDa~Y RO Tnol BANERES
Device (ssh-server-cert-profile-user) # NTEY ., =—FIHFHE T OCSP J5& 7 L T2 A
ocsp-response required
nonxEd,
ATvT79 end SSHY— NFiEHET 0 7 7 A LDa2—P a7 4 Fal— g
VE—REKT L, Bt EXEC E— RZBMH L £,
i

Device (ssh-server-cert-profile-user) #
end

W 27 DI LREAAER



|  ssH i x500v3 SEEAE

TORIIGERAEEFERALEY

FIEDHEE

F IR D 48

ATvT1

ATy T2

FoaLidBgsEALEy—nsrta—vRHozEorzE ||

L 4%—2J)it
2. show ip ssh

4 +2—JILiE
it EXEC E— F& A 2 —7 /W LET,

CNAV—=FREANLET ERSNZHE) .

1 -

Device> enable

show ip ssh

—N\BLUVI—YRIEDE

EDHERR

EEAE ﬁi__’éj/b'fl/ 6wuumjiﬁ7gf?§ﬂ_‘ Ljﬁjﬂo nftfﬁi/\ xutu\uﬁm{iﬁﬁ%ﬁﬁgﬁv_?#% j: x509v3-ssh-rsa 7

LAY ZEANREFEHDRAN F—TNAAY XL THDHZ MR LET,

i -
Device# show ip ssh

SSH Enabled - version 1.99

Authentication methods:publickey, keyboard-interactive, password
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa
Hostkey Algorithms:x509v3-ssh-rsa, ssh-rsa

Authentication timeout: 120 secs; Authentication retries: 3
Minimum expected Diffie Hellman key size : 1024 bits

SSH =2EF M X.509v3 SFBRZE D & E 451

1 -

HTE

—N\FREECT R IVGERAEZERT 57D 108 SSH 4—/\D

Device> enable
Device# configure terminal
Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa

TF¥aT7 VI LEESAF I



SSH SBEI () X509v3 SIBAE |
B 6 1 YREROI-—FOTSHLAREEHRT 516D 10S SSH ¥ —/ \DBE

Device (config) # ip ssh server certificate profile

Device (ssh-server-cert-profile) # server

Device (ssh-server-cert-profile-server)# trustpoint sign trustl
Device (ssh-server-cert-profile-server) # exit

Bl A —HRIMAOI—TFDOTORIIIBAZEZHERT 5= DI0SSSH
H—/\DEFE

Device> enable

Device# configure terminal

Device (config) # ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa
Device (config) # ip ssh server certificate profile

Device (ssh-server-cert-profile) # user

Device (ssh-server-cert-profile-user)# trustpoint verify trust2
Device (ssh-server-cert-profile-user)# end

SSH ZREEM X.509v3 SEEAE ICRE 9 5B MN1EHR

&R E I=aF7ILEA ML
CiscoIOS a2~ K [Cisco I0S Master Command List, All Releases.]

+ U K
Fal7q4 vk * [CiscolOS X =2VUFT 4 a~w KU 77

LA a<wr RA~CJ
* [CiscolOStEFx=2VUT 4 a~vwr KU Ty
LA a<w s RKD~LJ
* [CiscolOStEFx=2VUT 4 a~vr KU Ty
LA a<wy KM~R]

* [CiscolOSEX=2VF 4 a~v U7y
LYoA:ravwr RS~2Z]

SSH F&GE [EXa7 VLR EHA K] @ X7

vl a—YEGEFRNORTE] OE

NBAF— AT T AT T+ (PKI) O b7 | [Public Key Infrastructure Configuration GuideJ
A RARA R @ [Configuring and Managing a Cisco 10S
Certificate Server for PKI Deployment] DI

X7 VI REHAKR
[ 68 | [


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html

SSH

SSH Z25L 0> X.509v3 SIHAE

SRADTY ZHIL YR—F

ssh 2zt o xs003 st E oigaetssn

Bl

)

AaADYAR— b Web A FTlE, > RAad

AT 7 /) aV—CBTL T Ty a—

T A UTICEBRL TR TA L9, vw==
TR —NEIILOETHEERA T4
VY —2%&HRMEL TWET,

BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT5H720IZ, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
T4 — R EOKHEY—ERITIMATEET,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
AT — RBRMLIETT,

http://www.cisco.com/cisco/web/support/index.html

sED X.509v3 EEEAE DHERETE

ROFIZ, ZOFY2—/L T LEEICET ) ) —AFHe R LET, ZoRET, Y7 b
V=7 VU= bbA U THEBEOY R — PN EASNIZEEDOY T by =T V) —=RIZT%
ARLTWET, ZOMEEIL, FrICE D BRWIRY . 2O —#HD Y 7+ v =7 U U —ZThH

PR—FENET,

779 M7 —LDOYR—hBLIOT R YT b

3 51Z1&, Cisco Feature Navigator ZfFH L ¥ 7,

T2 T A A=Y DOYAR— MIBET DR A R
Cisco Feature Navigator |27 7 £ A3 51213,

www.cisco.com/go/ctn [ZFEE) L 9, Cisco.com DT H 7 v MIKLEH Y FHA,

TF¥aT7 VI LEESAF I


http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/cfn

SSH SBEI () X509v3 SIBAE |
B SSH R0 X5093 SEBE DileiER

= 5: SSHERET D X.509v3 SEAE DHERLIESR

HEEES J1)—= BERETEER
SSH ZREED X.509v3 FEBT & SSH 283 D X.509v3 i E e

EH =N ETXS509v3 7 2 4 L
FEREZMEA L, — Ml T
Secure Shell (SSH) =—3&GE
AL ET,

RO A FHPEANEITEH
SVE L7z, ip sshserver
algorithm hostkey. ip ssh server
algorithm authentication, I35 X
N ip ssh server certificate
profile,

X7 VI REHA KR
[ 0 | [



7.

AEV AT T7RERDOSSH7)LTY
R L

AFL I ITAT IV THEHDOSSHT L ITY RABREIZL - T, IF2 7547 TREZRE
LT ") ALD ) A MBLOMEFM RSN E T, ZOTV2— VT, BEShEZT VA
UZXLDY A MIFESWTSSHERAZFHIRTE L5912, BF =27 =/ (SSH) r— 1B XL
NI ZA4 T OREEL, A vyE—UFFEa—FK MAC) . BEXOFEA N F—713Y XLD
BEFEIZHOWTEHALET,

* HEREtE R OMERE, 71 X—

b S 774’7) /nALE)EHOD SSH 7/1/:1” XAO)%%EH, 72 /\O“‘.‘/

c ax L IV IATUTEEMHDSSH 7T XL OFRETE, 73 X—

C O I IAT Y TRERDSSH 7Y XA OREF], 79 _X—

C aFL I IAT IV TREMD SSH 7 /L3 Y X AT 5 BINER, 80 ~—

C aEL VAT Y TIREMD SSH 7Y X4 ORERERE#], 81 ~_—

HEEIERR DR

THEHOY 7 R T VY —RATE, ZOFY 2 — L THEEINATRTOMENRYFR— F &
TV LR £H A, HORERER P L OVEEIZ DWW TIX, Bug Search Tool 38 X OV H D
Ty R —LBIRNY 7 =T V) —2ADV Y —R J— R LTEEN, Z0F
Vo — /LT SN SHEERICET 2 EH. BLOSHERERYR—Fan2 )V —2AD—&lZo»
TiX, #eefFRoRLSR L TZ30,

TI7Y R 7 =DV R—= I BLOVRAY T h T =T A A=V OV R— MMET D HEREMER
9 %121, Cisco Feature Navigator Zffi ] L £9°, Cisco Feature Navigator (27 7 & 29 5 1Z1%
www.cisco.com/go/ctn IZFEEN L £9°, Cisco.com DT T MIMEH Y FHA,

X7 VI REHAKR
I -“


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

AEVHSATYTRERADSSH7ILTY R L |
B - 95470 7REROSSH7ILTY XLOEM

D OSATYTRERDSSH 7I)LT ) X LDEHH

OFI9SATYT7EERADSSH7)LaY X L

¥ a7 vzl (SSH) REICL - T, CiscolOSSSHY—"BLONT T4 7 v ME, U X b
MOBREINIZTNAY LRI =2 a v ORHEFAITLZENTEES, VE—F —
TADVHAY A MIEENR T 2WT LT ZLDOHEEHEH L TRrI == LED T D&,
SRR SN, By v a I ENE R A,

CiscoI0OSSSH Y —/Ns 7)L31) X L

CiscolOSEF¥ =7 v =/ (SSH) Y— 3%, ROJEF TR (L7 /=Y XA (Advanced Encryption
Standard 7 7 > % “&— K [AES-CTR]., AES K5~ 1 7 #§H{ [AES-CBC]. Triple Data Encryption
Standard [3DES]) %Z#AR—FLET,

1 aesl28-ctr
2 aesl92-ctr
3 aes256-ctr
4 aesl28-cbc
5 3des-cbc

6 aes192-cbc
7 aes256-cbc

CiscoIOS SSH #—Ni%, RONEFTA v —Iika— F (MAC) 73 ) X h&wHPHR—FL
S

1 hmac-shal

2 hmac-shal-96

CiscoIOS SSH H—N\Z, RDOMEFTHEA N F— 7L T XLEYR—FNLET,
1 x509v3-ssh-rsa

2 ssh-rsa

CiscolOSSSH Y S A4 7> b 7ILT ) X s

CiscolOS EXx =27 v =L (SSH) 7 74 7 > ME, RONEFTH ST /L TY XL (Advanced
Encryption Standard %7 7 % “&— K [AES-CTR], AES 57 1 v 7 #if{ [AES-CBC]., Triple Data
Encryption Standard [3DES]) %% 74—k LE9,

X7 VI REHAKR
[ 72| [



| 2229547 U7BEROSSHTLTY XL
axv 4545y 7RERAOSSH7LTURL 0BRESAE

aes128-ctr
aes192-ctr
aes256-ctr
aes128-cbc
3des-cbc
aes192-cbc

N N N A W -

aes256-cbc

CiscolOSSSHZ 7 A4 7 ME, IRONAFTA v E—T3GEa— K (MAC) 743 Y X L& HR—
FLET,

1 hmac-shal

2 hmac-shal-96

CiscolOSSSH 7 A 7 v bMWY R — T BEA N =T A3V AL 1 DOHT, CLIRTEIX
‘JZ‘%&) D igd._/l/o
* ssh-rsa

OFI9S5ATYTRERADSSH 7 )L XL DEETFE
Vabs s

CiscolOSSSHHY—/N\ELUVI A7V FOBSF—7ILI ) XLDFE

=
N3
FIEDHE

1. 4 x—=7Jik

2. configureterminal

3. ip ssh {server | client} algorithmencryption {aes128-ctr | aes192-ctr | aes256-ctr | aes128-cbc | 3des-cbhe

| aes192-cbc | aes256-cbc}

4. end

FIEDFH
ARV KRFERETIVa Y B#Y

ATYT1 |4 F—T ik FiHE EXEC £ — R&E A 1 —7 VIZLET,

X7 VI REHAKR
I -“



B Ciscol0SSSHY—NBEUVYI ST FOBEX— 7L T ZLOBRE

AEVHSATYTRERADSSH7ILTY R L |

AT RFEREETIVa Y

=)

1 -

Device> enable

cRATU—KREAALET (FERENZEHE) .

RTFv T2 configureterminal Ja—) a7 4 FXal—rarET— ReBBLET,
i -
Device# configure terminal
7w 73 |ipssh {server | client} algorithmencryption |SSH #— L OV 54 7 F TORKE{LT LY XADJE
{aes128-ctr | aes192-ctr | aes256-ctr | FAEELET, ZoOEFEL. T2 RAORTLT— g
aes128-cbce | 3des-chc | aes192-cbe | R E ST
aes256-cbc} °
GE) CiscoIOSSSHH—"BLRZ T4 7 MIiE, 12
i - UL EOBEF I FALT VT ) X LRLETT,
] () VURMRRE LT A TY XAD Y A Kb 1 ODT L
Device (config) # ip ssh server algorithm N N Sy - - N S A
encryption aesl28-ctr aesl92-ctr TY XL TN HI2FE, D= RO no
aes256-ctr aesl28-cbc 3des-cbc iﬁ;&{iﬁﬁ Li-@—o ?{E;&O)7}I/2U N %ﬁ;ﬁ]@:ﬁ—é
aesl92-cbc aes256-cbc . — N R
Wik, Zoavr Rone B2 RT3 X
Device (config)# ip ssh client algorithm s
encryption aesl28-ctr aesl92-ctr lAégT:%E;&[jﬁﬁ;ﬁ L/357r°
aes256-ctr aesl28-cbc 3des-cbc G¥) F7 I RBRETIE., WITTRTELIcZpavw R
192-cb 256-cb . e
ResTETeRe Aesemrene DF 7 4 MEREM L ET,
Device (config)# ip ssh server algorithm encryption
aesl28-ctr aesl92-ctr aes256-ctr aesl28-cbc
3des-cbc aesl92-cbc aes256-cbc
2Ty 4 end Ja— ) ary7Z 4 Fal—arE—ReKT L, Bl
EXEC £— FIZEY £7,
i -

Device (config) # end

ST a—FaTDETH
BETRBEORBLT AT XLEWACL LD LT DL ROA v E—IRFREN TV

[W/AS{ERIORSY: g S S

)

W 27 DI LREAAER

% SSH command rejected: All encryption algorithms cannot be disabled



| aEv 9547 7READSSH7ILTY X Ls
Ciscol0S SSH Y — B & US54 7 roMAC 7 LTy ZL0EE I

Cisco I0S SSHH—N\EXUV I 5472 FDO MAC 7I)LT ) XLDEETE

FIEDHEE
L 4%—2J)it
2. configureterminal
3. ip ssh {server | client} algorithmmac {hmac-shal | hmac-shal-96}
4. end
F D 48
ARV KRFERERETY V3 Y BrY
ATy T 4 +—7J It Fi#E EXEC £ — F& A 2 —7 /LW LET,
ol cART— REANLET (ERSNEHE) .
Device> enable
ATFv T2 configureterminal Ja—r~)ary 74 Xal—v gy ET— REBEBLET,

1

Device# configure terminal

2Ty T3 ip ssh {server | client} algorithmmac |SSH #— 3B L N7 54T > F TDO MAC (X vE—VHIEa—
{hmac-shal | hmac-shal-96} R) 73 XADIEFEZERLET, ZOEFIX, 7YX
LDOFX T o—3 g UEHTHEESNET,

i . . -

GE) CiscoIOSSSH H—_BLT 74 7 > MZik, 1 2Lk
Device (config)# ip ssh server ODE,%TE%Z}/W/“/:L 2 “/'YZ_“‘/\E}S\EEZI‘— 5 (HMAC) 7
algorithm mac hmac-shal . . .
hmac-shal-96 =) XA75>M\ET‘\@—O
Device (config)# ip ssh client GE) uﬁﬁ%&ﬁzbf:?jl/j‘u XAODU A ]\75)% 1 /)@7}1/:1“9
algorithm mac hmac-shal AXLEHNZT HI2iE, o< RO no TBERZFEH

fmacshal=96 LET, HEOTATY RAEENICT5I01E, —oa

~ ¥ RO no B A& 572 27 V3 U X 54 CHEIRE ]
LT,

C¥) FTIANVERETIE, RIOFTLIICZIDavwy FoT
74N PEREHEALET,

Device (config) # ip ssh server algorithm mac hmac-shal
hmac-shal-96

X7 VI REHAKR
I -“



AEVHSATYTRERADSSH7ILTY R L |
. Cisco 10S SSH H—/SDRR F F— 7T ALDHKRTE

A RFERIEFT7ZII Y B &

25y T4 end sua— )L ar7 4 X¥al— gy F— REKT L. $HE EXEC
ET— RFIZEY £,

11 -

Device (config)# end

SIS a—TFTa29DEV +
RETHKEDMAC TNV ALEBNIL L) ETDHE, MDAy E—URFRINTa~v
RAER ENET,

% SSH command rejected: All mac algorithms cannot be disabled

Cisco I0S SSH HH—/\DRRX b F— 7))L T XLDEKTE

FIEDHEE
1. 4 x=Jit
2. configureterminal
3. ip sshserveralgorithmhostkey {x509v3-ssh-rsa | ssh-rsa}
4. end
F gD 48

ARV RERIETIaY BH
&M A4 +~—J Ik ¥iME EXEC E— R& A 3x—T7 M LFT,
*NRRT—RKEANLET (FEREINEHE)

Bl :

Device> enable

2T S2 configureterminal sua—NL ar 74X alb—vary Et— NERBLET,

11 -

Device# configure terminal

X7 VI REHAKR
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ARV ISATITRERADSSH7ILTY XL
axrvss5q57u7RERAOSSHZLTYRLokRE

avY RFERET7II Y B#

ATFvT3 ip sshserveralgorithmhostkey RARN F—=TN3Y XLDEFZEFRLET, CiscolOS BF 27T
{x509v3-ssh-rsa | ssh-rsa} vxl (SSH) 754 T v hexayo—rSNDHDE. BEFEHLD
TN XADIHTT,

| .
: GE) CiscoIOS SSH #— NMZid, 1 DLl EOREFH AR A b F—

Device (config)# ip ssh server 2= 751Aﬁ§£§%§7f7r
algorithm hostkey °
x509v3-ssh-rsa ssh-rsa

* x509v3-ssh-rsa : X.509v3 FFEHE R — 2385
* ssh-rsa : AR F—~— X FHE

G¥) DURIRE LT AT Y XADY A RNpH 1507 3 Y X
LHEENZTHITIE, Zoa~vr Fone JERAMHH L E
T EHEOT VTN XALEENT HITIL, Zoa~v s R
DOno BERERLDZT NI XAL THEERER L E9,

G¥) T 74N FRETIE, RIRTEIICZoa~wr Ko7
T AN MEXEFEH L ET,

Device (config)# ip ssh server algorithm hostkey
x509v3-ssh-rsa ssh-rsa

ATvT4 end Ju—rar 74 Xalb—gy B— REKT L., B EXEC
EF—FIZREY 7,

11 -

Device (config) # end

SIS a—TF425DED R
RECTHEBEDORARNEF—TNLIY XLZEHIL LI ETEHE, WORA v E—IUNEREINTz
<~V R ES SN ET,

% SSH command rejected: All hostkey algorithms cannot be disabled

AF D SA4T)TRERDSSH 7))L XL DFEEE
FIEOBE

1. 4%—7J)it
2. show ip ssh

X7 VIREHA KR
I -“



AEVHSATYTRERADSSH7ILTY R L |

B -2 9547U7REAOSSH7 LT XL DR

FIEDFH

ATy T

ATvT2

A4 +—T Ik
Kb EXEC £— R& A 2 —7 /L LET,

c RATU—KREANLET ERENEZHS)

51 -

Device> enable

show ip ssh
WEFEHFDOEF 2T /b (SSH) BBk, FA M F—, BLORA v b—ViFa—F (MAC) 7=
VAL ERRLET,

51 -
R ? showip ssh =~ > RO AHFNIL, T 7 /L FONEF THERESNERES(LT LI Y AAZRLTVE
D

Device# show ip ssh

Encryption Algorithms: aesl28-ctr, aesl92-ctr, aes256-ctr, aesl28-cbc, 3des-cbc, aesl92-cbc,
aes256-cbc

RO show ip ssh =~ > ROMHIEL, 77 4 /L bONEF TEHE ST MAC 73 Y XA hERLTVE
R

Device# show ip ssh

MAC Algorithms: hmac-shal hmac-shal-96
RO showip ssh =~ > RO NBNL, 77 4V FOIEFTHESNTEHRA N F— T ITY XLERLT
WET

Device# show ip ssh

Hostkey Algorithms: x509v3-ssh-rsa, ssh-rsa

X7 VI REHA KR
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| aEv 9547 7READSSH7ILTY X Ls
axvssq7yrREADSSH7 LI RL0%ES [

AFEVVSATYTRERDSSH7IILT ) XL DEETE
1

{5l : Cisco10S SSH H—/\DIESXF— 7L T 1) XLDEKETFE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm encryption aesl28-ctr aesl92-ctr aes256-ctr aesl28-cbc
3des-cbc aesl92-cbc aes256-cbc

Device (config) # end

5] : CiscolOSSSHY SA 72 FDEESX— 7)) XLDHETFE

Device> enable

Device# configure terminal

Device (config)# ip ssh client algorithm encryption aesl28-ctr aesl92-ctr aes256-ctr aesl28-cbc
3des-cbc aesl92-cbc aes256-cbc

Device (config) # end

{5 : Cisco 10S SSH H—/ D MAC 7/L3') X LDEEE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm mac hmac-shal hmac-shal-96
Device (config) # end

f51 : CiscolOSSSH U 54 7> D MAC 7 )L T') X LDEETE

Device> enable

Device# configure terminal

Device (config)# ip ssh client algorithm mac hmac-shal hmac-shal-96
Device (config) # end

3l : Cisco 10S SSH H—/ DR k F— 7))L T XLDERTE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa ssh-rsa
Device (config) # end

X7 VI REHAKR
I -“



JEVISATITRERDSSH 7)LT Y X s

B - 95470 7REAOSSH7LTY XAICET 3iBMIER

AF'VIDSAT)TERE
1B INTE#ER

EEEH

FA®OSSH7 /L3

1) XLIZEET %

ESPERE=]

I=—a7ILA3A LI

CiscolOS ==~ K

[Cisco I0S Master Command List, All Releases.]

X274 av R

* [CiscolOSEHXx=2VFT 4 a~v U7y
LA aw FA~Cl

* [CiscolOStEHXx=2VF ¢t a~v U7y
LA :awr FD~L]

* [CiscolOStEHXx=2VFT  a~vw KU T7y
LYy A< KM ~RJ

* [CiscolOSEHF 2V T 4 a~wr K77
LA :ravw RS~7Z]

SSH #7

X7 VB EHAR] O T2F%a7
)b — ﬁ_ntu\uiﬁﬁmﬁﬁﬁ;l 0)%

ELEEE =

Y= "B LR —FREETD X.509v3 7 ¥ # L

(X277 v VEREN
X.509v3 FEAAE | O

Kl @ [SSHEEFED
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
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